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1. HEJIX U 3AJAYU KYPCA

HucuumiuHa «3amura  HHPOPMAMM B  KOMIBIOTEPHBIX CHUCTEMax» OTHOCHUTCA K
BapUaTHUBHOW YacTH MPO(ecCHOHAIBHOTO [UKIA JUCIUILINH.

[Tockonbky COBPEMEHHBIE OopraHu3auu HEBO3MOYHO MIPEICTaBUTh 0e3
aBTOMAaTU3UPOBAHHBIX cHUCTEM 00pabOTKU HHGOPMAaLWK, BOMPOC 3allUThl HHGOpPMALUU B
Pa3IMYHBIX KOMIIBIOTEPHBIX CUCTEMAaX HaXOJMUTCS Ha MUKe akTyanbHOCcTU. Kpome Toro B mMupe
HENPEPHIBHO IPOMCXOJUT IMPOIECC HapallMBaHHUs TEXHOJOIMYEeCKUX HOBUHOK. Kak mpawuiio,
KpYIIHbIE KOMIIAaHUH, JaBHO 3aHUMAIOIINE JIMAUPYIOIINE MO3UIMU Ha PbIHKE MMEIOT IPaMOTHO
pa3paboTaHHYI0 NOJIUTUKY Oe3ornacHOCTU. Maiible MHHOBAI[MOHHBIE TNPEANPUSATUS HE BCEria
MOTYT TIO3BOJIUTH ce0e BpEMEHHblE U (UHAHCOBBIE 3aTpaTbl Ha pa3pabOTKy MOJIUTUKHU
6e3omacHoct. [losTromy Mmaructpy mno HampaBieHuio «lHHOBaTHKa» HEOOXOIMMO HMETh
IpescTaBieHre 00 aKTyaJbHBIX BOIPOCAX 3allUThl HH(POPMALMK B KOMIIBIOTEPHBIX CUCTEMAX U
3HaThb MUHUMAaJbHBIH HAOOp NPEBEHTUBHBIX MeEp IO 3aluTe HH(GOPMAIMOHHBIX AKTHUBOB
MPEANPUATHS.

Heap kypca «3ammra uMHpoOpManuM B KOMIBIOTEPHBIX CHCTeMax» AUCHUILIHHBI -
(GopMHUpOBaHHE Yy CTYIEHTOB LIEJIOCTHOIO IPEJICTABICHHUS O METOJaX, CPEeACTBAX, CIOCO0ax U
HE0OX0IMMOCTH 3aluThl HH(OpMaLuy, 00padaThIBa€MOI B KOMIIBIOTEPHBIX CUCTEMAX.

v 03HaKOMHUTH OOYYAIONMIMXCSA C OCHOBHBIMH BHJIAMH, KIACCHPUKAIUAMU, THIIAMH YTPO3
0e30macHOCTH  MH(OpPMAlLMK, CYLIECTBYIOIIUX B COBPEMEHHBIX KOMIIBIOTEPHBIX
cUCTeMaXx;

v' IPOJEMOHCTPUPOBATH CTYJAEHTAM Ba)KHOCTh CBOEBPEMEHHOM 3alIUTHI KOMITBIOTEPHOMN
uHpopmanuy;

v' 03HaKOMHTH OOYYAIOIIMXCA C HOPMATHBHO-IIPABOBBIM OOECIICYEHHEM B 00JacTh
3alUThl HH)OPMALIMK MEXTYHAPOIHOTO U OTEYECTBEHHOTO YPOBHE;

v' OCBOUTH CYIIECTBYIOIIME METOJMKH M  CIIOCOOBI  3amuThl  WHOOpPMANUM B

KOMIIBIOTCPHBIX CUCTEMAX U CCTAX.

2. CTPYKTYPA KYPCA
OcHOBHbBIE TIOJIOKEHUS Kypca «3amura HHPOPMAUMU B KOMIIBIOTEPHBIX CHCTEMaxX»
U3JIaraloTcsl B paMKax JEKUMOHHBbIX 3aHATHH. HeoOxonumas aeranusanusi, OCBOEHHE Kypca
JeKuui 1 GoJiee riIyOOKOe M3ydyeHHE TUCIUIUIMHBI 00ECIeunBalOTCS BO BPEeMs IMPAKTHUECKUX
3aHATUH, CaMOCTOATENBHOM pPabOTBI M B IpoLecce pPa3padOTKU IOJUTHKH Oe301MacHOCTH
opranuzanuu. JucuuniamHa «3amuTta nHGOpPMalMU B KOMIIBIOTEPHBIX CUCTEMAaX» H3ydaeTcsl B
IIEPBOM CEMECTPE U 3aKaHUUBAECTCS 3a4ETOM.

B ob0wveme kypca mpemycmMoTpeHo: 9 nekumoHHbIX M 18 mpakrtuueckux 3aHsaTHIX. Kypc
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3aKaHYMBAETCS 3alIUTON pa3pab0TaHHOMN MOJMTHKU 0€30MaCHOCTH U UTOTOBBIM TECTHPOBAHUEM,

pe3ynbTaThl KOTOPOTO OIICHUBAIOTCS B COOTBETCTBUH C 0ATbHO-PEHTHHTOBOM CUCTEMOM.
3. COIEP’ KAHUE CAMOCTOSITEJIbHOM PABOTBI CTYJIEHTOB

B npomecce wu3ydeHHs AMCHMIUIMHBI CTYIEHTaM MPEIACTOUT  BBIIOJHUTH  BH[IBI
CaMOCTOSITEILHON PabOTHI, IPEICTABIICHHBIE B TabuIiie 1.

[loaroroBka K NpakTHUYECKUM (CEMHHAPCKUM) 3aHSTHUSM BKIIOYaeT B ceOsd H3yuyeHue
JIEKIIMOHHOTO MaTepuala U peKOMEHI0BaHHOM JTUTepaTyphl.

Tabauya 1 — Buowvl camocmosmenvHou pabomul

HaumenoBanue paboTsl ObmbeMm, u

[IpopaboTKa KOHCIIEKTOB JIEKIIUH 4,5
IToaroroBka nokianga 4
[TonroToBka K NPakTUYECKUM 3aHATHSIM 18
IloaroToBKa NMCbMEHHBIX OTYETOB 9
Pa3paboTtka MOJINTUKU 0€301acHOCTH 16
OpraHu3anuu

IToaroroBka K “”TOrOBOMY TECTUPOBAHHIO 2,5
Bcero 54

Jnst ycremHoW MOArOTOBKM K HMTOTOBOMY TECTHPOBAHMIO PEKOMEHIYETCS HW3Y4YCHHUE

JICKOHMOHHOI'O MaT€puajia U BbIITOJIHCHUEC BCCTO KOMIIJICKCA ITPAKTUYCCKHUX pa60T.

4. IIJIAH-TPA®UK BBIIIOJTHEHUSI CAMOCTOSITEJIbHOM PABOThHI
CTYAEHTAMMU 11O JUCHUIIJIMHE
I'paduk BBINIOIHEHUSI CAMOCTOSTENBHOM pabOThI cTYyAeHTOB (54 4) mpuBeAeH B Tabnuue 2.

Tabauya 2 — I pagux evinonneruss camocmosmenvbHou pabomol

Bup camocTrosaTensHoH Howmep Henenu cemectpa
paGoTHI 12314567 8|9 |10(11|12(13|14|15|16|17| 18

IIpopaboTka
KOHCIIEKTOB JICKIIU
ITonroroBka

K MPAKTHYECKUM
(ceMHHApCKUM)
3aHATHAM

0,5 0,5 0,5 0,5 0,5 0,5 0,5 0,5 0,5

TloaroroBka mokiaana 212

Hammcanue otueToB 1 1 1 1 1 1 1 1 1

PaspaboTka moauTuku
0€30MMacHOCTH
IloaroroBka k
HUTOTOBOMY 11]1,5
TECTHPOBAHUIO
Hrtoro B
HEZIEIo 2,55 (1,54 (1,54 (1,54 (1,54 |1,5|4|1,5|4 (1,5| 4 2,555
4acoB




5. XAPAKTEPUCTHUKA, OIIMCAHUE U TPEBOBAHUSA
K NPEJACTABJIEHUIO 1 O®OPMJIEHUIO PE3YJIbTATOB
CAMOCTOSTEJBbHOM PABOTHI CTYJIEHTOB

5.1 CamocrosiTesibHasi padoTa Mo MOAT0TOBKE K MPAKTHYECKHUM 3aHATUIM

Llenpto mpoBeneHHUs] MPAKTUYECKUX 3aHATHH SBISIETCS 3aKpEIUICHHWE MOJyYeHHOTO Ha
JEKIHSIX TEOPETUYECKOTO MaTephalia, Pa3BHTHE JIOTUYECKOTO MBIIUICHHS M aHATHUTUYECKUX
crocoOHocTel y OyAyluX MarucTpoB 1o HamnpasiieHuto « IHHOBaTHKay.

Metoauka TpoBeneHHs] TMPAKTUYECKUX 3aHIATHN IpeaycMaTpUBaeT TPYIIIOBOE pPEIICHHE
oOmmx (TUMOBBIX) 3a/a4 W 3a4a4 Ui WHAWBHIYaIbHOTO paccMOTpeHus. s pemeHus psaa
3aa4d TPEOYIOTCSI HaBBIKU HMCITOJIB30BAaHMS CTAaHIAPTHBIX O(UCHBIX MPOTPAMM U PECYpPCOB CETH
HNuTtepher.

Templ NpaKTHUECKUX 3aHATHH COOOIIAIOTCS CTYACGHTAM MPEIBAPUTEIFHO HAaKaHyHE
3aHATHSL.

Ha kaxmoM NMpakTHYeCKOM 3aHSATHU CTYACHTaM BBLIAIOTCS METOJIUYECKUE PEKOMEHIAInU
IUTSL BBITIOJTHEHUS TPAKTUYECKUX padOT, B KOTOPBIX KPATKO M3JI0KEH OCHOBHOM TEOPETHUYECKHIMA
MaTepHall 10 TeMe MPAKTUYECKON paboThI, a TAaK)Ke MPHUBEJCH MOPAIOK BBITTOJHEHUST paOOTHI C
TpeOOBaHUSAMU K OTUETY.

Tabauya 3 — Temvl npakmuueckux pabom

Howme TpynoemkocTh
P HaunmeHnoBanue Tembl pyA ’
TEMBI q
1 N3ydyeHne MexayHapOJHBIX CTaHIApTOB HH(GOPMALMOHHON 4
0e30MacHOCTH
2 AnHanu3 BHyTpeHHEH ceTn 4
3 MeToIuK1 OIIEHKU PUCKOB U NOJUTHKA O€3011aCHOCTH. 4
Meroanka oneHkn puckoB Microsoft.
Meto nepecTaHOBKYU 11 IIU(PPOBAHUS TEKCTOB. 2
udposanue no merony Buxunepa
4
HccnenoBanue 31eKTpOHHON IM(PPOBOI MOANNCH HA OCHOBE 2
anroputmMa RSA
BrisiBnenue ys3BUMoCTEN B KOMIIBIOTEPHBIX CUCTEMAX U 2
5 ITIOCTPOEHHUE JIOKAIBHOM MOJUTUKH ITAPOJIEH
HccnenoBanue Ha/leKHOCTH CUCTEMbI HACHTU(DUKALIUN 2
M0JIb30BaTeNs
8 Gpenaneay3pmBiT BICTY IHICIUBEPEH SONOIHINEGOCOR 4
HECAHEK RO PO RIFGIOMMCHICEY T1A.
9 TunHls0vIE30 BAPHE X SHHYOOBIN BRPOHI QOPBOH 1M MU 3
' obecneuenus: 6e30MacHOCTH
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10 Hrorosoe TectupoBaHue 3a CEMECTP 2

UToro 36

5.2 CamocrosiTesibHasi pa6oTa Mo pa3padoTKe MOJTUTHKH 0€30MACHOCTH OPTraHU3aIUU

[enpto  pa3pabOTKK  TONUTHKKA  O€30MACHOCTH  SIBJISIETCS  pPa3BUTHE  HABBIKOB
CaMOCTOSITENIbHOM paboThl ¢ yueOHOU U cnpaBo4yHOM JuTeparypoil. Kpome Toro nannas pabora
npu3BaHa YHU(PHUIIMPOBATH BCE 3HAHMS M MPAKTHYECKUE HABBIKH, MOJyYeHHbIE 3a ceMecTp. [Ipu
pa3paboTKe MOJUTHKH 0€30TaCHOCTH CTYACHTAMH aKTYyaJM3UPYIOTCS 3HAHUS, MMOJTy4YCHHBIE Ha
JeKIHUSIX M TMPAKTHYECKUX 3aHITHAX, Y4YaTCsl aHAIM3MPOBATH COBPEMEHHBIC MPOOIEMBI
OpraHu3allvii, CTABUTh 33J]a4l U BEIOMPATH COOTBETCTBYIOIINE METO/IBI PEIICHUS, TPEICTABISATh
U TPUMEHATH TOJydeHHBbIe pe3ynbraThl. OIHON W3 KIIIOYEBBIX MMO3UIMHA TNpH pa3paboTke
MIOJIUTHKH OE30TIaCHOCTH SIBJISIETCS BHIOOP opranu3anuu. CTyIeHTaM MpeaoCTaBisieTcsi cCBoOoaa
BbIOOpa HEoOXoAuMOM opranu3auuu. [Ipu 3TOM MOXHO HUCIIONIB30BaTh pecypchl cetu MHTepHeT,
OTIBIT, MOJTyYCHHBIH paHee MPH MPOXOKICHUN MTPOU3BOJICTBEHHON MPAKTUKH, B3aUMO/ICHCTBHE C
pesuneHtamu OusHec-uHkybatopa TYCVYP. B mnpomecce BbpiOOpa HYKHOW OpraHusanuu
CTYICHTHI TOJy4arOT HAaBBIK aHaJM3a OCHOBHBIX IPOIIECCOB OPraHM3AlMU M IPEICTABIICHHUE

MOJTy4eHHOM MH(GOPMAIINH B JIOTHIECKOM, CTPYKTYPHUPOBAHHOM BHJIE.

5.3 CamocTosiTeIbHAA paﬁoTa 0o MOoAroTOBKE JOKJIAaAAa

K nepBomy mnpakTuyeckoMy 3aHSATHUIO CTYJEHTaM HEO0OXOJWMO MOATOTOBUTH JOKIIAJ,
IIOCKOJIbKY 3aHSITUE OPraHU3YETCs] B MHTEPAKTUBHON (QopMme, I/ie CTYJEHTHI BBICTYNAIOT B POJIU
npenojasatens. [Ipu moaroroske nokiana CTyJeHTaM HEOOXOAUMO PaCIpeieInTh T0KIabl TaK,
9YTOOBl BCE TEMbI ObUIM MOJHOCTBIO PACKPHITHI U HE OCTAJIMCh HEOXBauyeHHbIMU. B mpouecce
pacnpesiesieHuss MPOUCXOAMT B3aMMOJEHCTBHE CTYJEHTOB BO BHeydeOHOe Bpewms, T.e.
peayin3yloTcsT UHTEpaKTUBHBbIE (OPMBI CAMOCTOATENbHOW paldoThl. Tembl Il MOATOTOBKH

JIOKJIaJIOB MpECTaBIIEHbI B Ta0nuLe 4.

Tabnuya 4 — Tembl 0151 NOO20MOBKU OOKIIAO08

Howmep
HanmeHnoBanue Tembl
TEMBI
. Cranpmapter  ISO/IEC 15408. Kputepum oO1eHKH O€301aCHOCTH

WH(GOPMAIIMOHHBIX TEXHOJIOTHIA;
2 Crangaptel ISO/IEC 17799/27002 u 27001
3 Crangaptr I'OCT P HCO/M3K 17799:2005 "HudopmauronHas
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texHojorus. [IpakTuueckue npaBuiia ynpaBieHUs WH()OPMAIIMOHHOM
0€30I1aCHOCTRIO"

Crangaptr 'OCT P HCO/MBK 27001-2006 "HubopmannoHHas

TexHojorusi. MeToael M cpeiacTBa obecredeHus Oe30MacHOCTH.

) Cucrempl  MeHEIKMEHTa  HMH(OPMAaLMOHHOW  0€30MaCHOCTH.
TpeGoBanus".

5 HopmartuBubie pokymentst P® B obOnactu uHGMOpPMaLHOHHON
0€30MacCHOCTH.

6 MexayHapoaHbie CTaHIapThl 0€30MMacHOCTH i ceTu Internet;

. MexayHapoaHbie CTaHIapThI 0€30MMaCHOCTH I OECITPOBOTHBIX
ceTei;

) Cranpmapter  ISO/IEC 15408. Kputepum oO1eHKH O0€301aCHOCTH

WH(GOPMAIIMOHHBIX TEXHOJIOTHIA;
9 Crannaptst ISO/IEC 17799/27002 u 27001
Crangaptr I'OCT P HCO/M3K 17799:2005 "HudopmaunonHas

10 texHojorus. [IpakTuueckue npaBuiia ynpaBieHUs WH()OPMAIIMOHHOM
0€30I1aCHOCTBIO"

Crangaptr I'OCT P HCO/MBK 27001-2006 "HubopmannoHHas

TexHojorus. MeTtonpl M cpelncTBa obecreyeHus: Oe30MacHOCTH.
11
Cucrempl  MeHeIKMEHTa  HMH(OPMAaLMOHHOW  0€30MaCHOCTH.

TpeGoBanus".

6. OLIEHKA BBITIOJTHEHUSI CAMOCTOSITEJIbHOM
PABOTBI CTYJAEHTOB

B nauanme cemectpa BceM CTyAEHTaM BBIIAETCS PEUTHHrOBas packianka (cM. B Paboueit
porpamme 1o AUCHUTUIMHE «3amuTa HHGOPMAIMA B KOMITBIOTEPHBIX CUCTEMAax») B COOTBETCTBUHU
C KOTOPOM OIIEHKA 3HAHUK CTYJACHTOB OCYIIECTBIISIETCS HEMPEPHIBHO HA OCHOBAHUU:

— TCEKYWIEro KOHTPOJIA BBINIOJIHCHUS NPAKTHICCKHUX pa60T;

paboOTHI IO TIOATOTOBKE TOJIMTUKHN 0€30TaCHOCTH;

OIpoca Ha JICKIIUSX;

3alIUThI IIMCBMCHHBIX OTYETOB,

HUTOTOBOI'0O TCCTUPOBAHUSA HA 3a4YCTC.
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B 3aBucumoctn ot coxepxanusi CPC KOHTpOJb OCYIIECTBISETCS B BHUJE OLICHUBAHUS
MMCBMEHHOTO OTYETa IO pe3yJbTaTaM MPaKTUYECKUX paboT, TECTUPOBAHUS, 3aLIUTHI OTYETOB.
Ha mro0om 3tane oOydeHusi CTyJIE€HThl MOTYT HOJy4yaTh HEOOXOAMMbIE KOHCYJIbTAILMHU I10
BBINIOJIHEHUIO CAMOCTOSITENIbHOM paboThl HE TOJBKO B ayJUTOPHBIE Yachl, HO U JIOMa B peXUME
OH-JIaWH. [[1 KOHCYNBTHpPOBAaHMS CTYACHTOB HCIIOJIB3YIOTCS  JJIEKTPOHHBIE  PECYPCHI:
AJIEKTPOHHAS 04T, connanbHas ceTh «BKonTakTey, yar ICQ. Ina onTuMaabHOM opraHu3auu

IMOMOIIIX CTYACHTAM C€KXCIAHCBHO HA3HAYACTCA BPEMA OH-JIaliH KOHCYHBTaHI/Iﬁ.

7. VAEBHO-METO/IJMYECKOE OBECIIEYEHUE CAMOCTOSATEJbHOM PABOTBI

HpI/I CaMOCTOSATCIbHOU IMOATOTOBKE K IMPAKTHYCCKHUM 3aHATUAM PECKOMCHIAYCTCA
IIOJIb30BATHECA  KOHCIICKTaMU HGKHI/Iﬁ, HAaCcTOAINMMHU MCETOJUYCCKMMU PCKOMCHAAIUAMU,

y4eOHBIMH NTOCOOUSIMH, pecypcamu rio0anbHol cetu HTepHeT.
OcHoBHas1 JIMTEpaTypa

1.  WuxeHepHO-TeXHUUYECKas 3amiuTa HHPOpMauu : ydeOHOoe mnocolOue [DIeKTpOHHBIN
pecypc] / TutoB A. A. — 2010. 195 c. Pexum JoCTyma:
http://edu.tusur.ru/training/publications/654. ([lata o6pamenus 20.06.2012 r.)

2. Hudopmaruka. ba3osslit kypc : yueOHOe ocobue ans By3oB / C. B. CumonoBuy [u ap.] ;

pen. C. B. CumonoBwuu. - CII6.: ITutep, 2008. - 639c¢. (6 3x3. B 6u61. TYCVYP).

JlonoJiHuTeIbHAS JIUTEPaTypa
1. AxynoB O.A. Uadpopmaruka. ba3oseiii kypce : yueOHuk it By30B / O.A. Akynos, H.B.,
Mengenes. — M.: Omera-JI, 2009. — 576 c. (1 sk3. B 6u6n. TYCVYP);
2. Kynpusnos A.M. OcHoBbl 3auuThl nHGopmanuu. — M.: Academia, 2006. — 253 c. (50 3k3.
B Oubn. TYCVYP);
3. Ocnogsl 3amuthl nHGopManuu: yued. mocodoue B 3 4. Coct. A.A. lllenymanoB [u ap.]. —
Tomck: B-Cnextp, 2007. — 150 c. (81 sx3emmisip B 6ubnuoreke TYCVYP).

4.  T'anatenko, Bramuvup AuToHOBHY. OCHOBBI MH(POPMAIIMOHHON OE30TIACHOCTH : ydeOHOE

nocobue nmns By3oB / B. A. Tlamarenko ; pen. B. b. berenmn. - M. : Uurepner-
VYuusepcurer Wndopmaunonnsix Texnonoruit, 2008 ; M. : BMUHOM. JlaGoparopus
3nanuH, 2008. (1 k3. B 6u6n. TYCVYP);

5. MenbaukoB B.II. Uadpopmanronnas 6e30macHOCTh W 3amuTa HHGOPMAIMHU @ y4eOHOe
nocobue mis By30B / B.II. MenbuuxoB, C.A. KneiimenoB, A.M. IlerpakoB — M.:

Axanemus, 2009. — 336 c. (1 sk3. B 6u6n. TYCVYP).
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URL: http://www.securitylab.ru. (mata o6pamenns 11.06.2012 r.)

3. OpenPGP B Poccun. [Onexrponnsii pecypc] - URL: http://www.pgpru.com. ([lara
oOpatenus 18.06.2012 r.)
4. Od¢uuunanbubii callt xommanuu Doctor Web. [Onexrtponnsiii pecypc] - URL:

http://www.drweb.com. ([lara o6pamenust 18.06.2012 r.)

5. OdunumanbHpli callT aHTHUBHpPYCHOM Jnaboparopuu Kacnepckoro.  [DieKTpoHHBII

pecypc] - URL: http://www.kaspersky.ru (/lara oopamenus 18.06.2012 1.)

6. IlouckoBas cuctema Google. [Dnexrponnsiii pecypc] - URL: http://google.com (/lara

oOpatenus 18.06.2012 r.)

7. Bukunmemnusi cBoOomHas HSHIWKIoneAws. [OmekrpoHHbi pecypc] — URL:

http://ru.wikipedia.org/wiki. ([lara o6pamenus 18.06.2012 r.)

8. Cranmmaptel uHPOPMAIMOHHOW Oe3omacHocTH. [DnexktpoHHBI pecypc] — URL:

http://www.leta.ru/library/standards/ (lata oOpamenus 18.06.2012 r.)




