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[IpenucnoBue

[IpoGnema 3ammtel wHQOpMaK He HOBAa. OHa TOSBWIACH BMECTE C KOMITBIOTEpaMHU.
EcTecTBEHHO, UTO CTPEMUTEIBHOE COBEPIICHCTBOBAHUE KOMIIBIOTEPHBIX TEXHOJIOITMI OTPa3HIIOCh U
Ha MOPHUHLMIAX TOCTPOEHUS 3alUThl MH(pOpMauuu. 3aJayd HM3MEHWINCh, 4 MHEHHS OCTalIHCh

MPEXHHE - TaK POXKIAIOTCS MU(DBL. BOT HECKOIBKO MU(OB KOMITBIOTEPHOM OE30MACHOCTH.

Mudgh nepsviii. «3awuma ungopmayuu u Kpunmoepaghusi - OauzHeywvl-6pamos». ITOT MU,
BUJIUMO, CBSI3aH C TE€M, YTO C CaMOro Hayajga CBOEro pPa3BUTUA CUCTEMbl HH(OPMALIMOHHON
0e30macHOCTH pa3padaThIBAIUCh /711 BOGHHBIX BeJOMCTB. Pasriamienue takoi MHGpoOpMaIMy Moria
MIPUBECTH K OTPOMHBIM JK€PTBaM, B TOM YHCIE U 4desnoBeuecKkuM. [1oaToMy KOH(pHIECHIMATHHOCTH
(T.e. HepasrmameHuo uWH(POpPMAIMK) B TEPBBIX CHCTEMax O€30MacHOCTH YIEISIIOCh 0coboe
BHUMaHue. O4YeBHIIHO, YTO HAJEKHO 3alIUTUTh COOOIICHWS W JaHHbIE OT MOATMSAABIBAHUA W
nepexBara MOKET TOJIbKO MOJHOe uX mudpoBaHue. Bunumo, n3-3a 3T0oro HavyaabHBINA 3Tal pa3BUTHA
KOMITHIOTEPHOM 0€30MMaCHOCTH MIPOYHO CBS3aH C KpUMNTOLIU(paMHU.

OpnHako ceronHst ”HPOPMALIUS UMEET YK€ HE CTOJb «yOOMHYI0» CHITY, M 3a7la4a COXpaHECHHUS
ee B CekpeTe ImoTepsia ObUTyI0 akTyanbHOCTh. Ceifluac TriaBHBIE YCIOBHS 0€30MacHOCTU
nH(pOpMALIUU - €€ JHOCTYMHOCTh M IeIOCTHOCTh. JIt000ii daiin uiam pecypc cUCTeMbl JOHKEH OBITh
JOCTYIICH B JIt000€ BpeMst (IIpH COOJTFOICHUH TIPaB JA0CTyMa). Eciu Kakoi-To pecypc HEAOCTYIICH, TO
oH Oecmone3eH. [lpyras 3agauya 3alIUThl - 00ECHEUNTh HEM3MEHHOCTh MH(pOpPMallUd BO BpeMs €€
XpaHEeHHUs WK Tiepeiayi. JTO TaK Ha3bIBA€MOE YCIOBHUE LIETOCTHOCTH.

Takum 00pa3oM, KOHPHUAEHIIMATBHOCTh HH(pOpMALMY, obeclieurBaeMasi Kpunrorpaguei, He
SBIISIETCS TIIABHBIM TPpeOOBaHUEM TPH MPOSKTUPOBAHNUY 3AIIUTHBIX CHCTEM. BBIIOIHEHHE MpoIeayp
KPUNTOKOMPOBAHKS W JCKOAMPOBAHUS MOXKET 3aMEJINTh Tepefady AaHHBIX M YMEHBUIMTh HX
JOCTYITHOCTh, TaK KaK I0JIb30BaTeIb OyJIEeT CIMIIKOM JOJTO JKIaTh CBOM "HAJEKHO 3alUIEHHbIE"
JlaHHbIE, a 3TO HEJONMYCTUMO B HEKOTOPBIX COBPEMEHHBIX KOMIIBIOTEPHBIX cHucTemax. [loaTomy
cucremMa 0e30MacHOCTH JOJDKHA B MEPBYIO OYepelb IapaHTHUPOBATh JAOCTYIHOCTb M LEIOCTHOCTh
uH(popMaluy, a 3aTeM yxe (ecau Heo0XOoAUMO) ee KOH(pHUIeHInaNbHOCTh. [IpuHIMN coBpeMeHHON
3aMThl MHQOPMAIMM MOXKHO BBIPa3UTh TaK - TOUCK ONTHMAIBHOTO COOTHOIICHUS MEXIY
JTOCTYITHOCTBIO M 0€30M1aCHOCTBIO.

Mug emopoii. «Bo ecem eunoéamvl xakepvl». ITOT MU} TOIACPKUBAIOT CPEACTBA MAaCCOBOU
nHOpMAIINY, KOTOPBIE CO BCEMH Y)KaCAIOIIMMHU MOIPOOHOCTSIMH OIHCHIBAIOT «B3JIOMBI OQaHKOBCKHX
ceTok». OJHAKO peIKo YIOMHMHAeTcs O TOM, YTO XaKephl 4alle BCEro HCIOJb3YIOT
HEKOMITIETEHTHOCTh M XaJaTHOCTh OOCIYXHMBAIOLIEr0 MepcoHana. Xakep - JuarHocT. VIMeHHO

HEKOMIIETEHTHOCTh TIOJIb30BAaTEJIe MOYKHO CUWTaTh TJAaBHOM yrpo3od Oe3omacHocTH. Taxxke
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CEpBE3HYI0 YIpo3y MPEACTaBIAIOT CIy)Kallhe, KOTOpble 4YeM-ITHO0O HENOBOJbHBI, HAIPUMED,
3apabOTHOM TIATOM.

Opnna u3 npobiaeM mogo0HOro poja - Tak Ha3biBaeMble ciadbie maponu. Iloap3oBarenu s
JyYIIero 3aloOMHHAHUS BBIOMPAIOT JIETKO yrajablBaeMmble Naposid. [IpuueM HNpPOKOHTPOIUpPOBAThH
CIIO)KHOCTh  IapoJii  HeBO3MOXkHO. [lpyras mpoOnemMa - npeHeOpexeHue TpeOOBaHUSIMU
6e3onacHoctu. Hampumep, OmacHO HCHONB30BaTh HEMPOBEPEHHOE MPOrpaMMHOE OOecCreueHHE.
OOBIYHO TOJIH30BATENb CaM «IIPUTJIAIIAETY» B CUCTEMY BUPYCHI H «TPOSHCKUX KoHEW». Kpome Toro,
MHOI'O HENPUATHOCTEH MOXKET MPUHECTH HENpaBWIbHO HaOpaHHas KomaHja. Tak, Ipu
nporpammupoBanuu amnmapara @OBOC-1 emy ¢ 3emnn OblIa TIepeaHa HEMpaBWIIbHAS KoMaHa. B
pe3yJbTare CBsI3b C HUM ObLjIa MOTEpsHA.

Takum oOpasom, Jydmas 3amuTa OT HamaJCHUS - HE Jomyckate ero. OOydyenue

NoJib30BaTesel mpaBuiiaM O€30MaCHOCTH MOKET MPEeJOTBpAaTUTh HamajaeHus. Jpyrumu cioBamu,
3anuTa nHGOpMalMK BKIIIOYAET B ce0s1 KpoMe TEXHUYECKUX Mep elle U 00yuyeHHe WU IpaBUIIbHbINA
moA00p 00CTYKHUBAIOIIETO TIEPCOHATIA.
Mugh mpemuii. «Abconomnasn 3awumay. AOGCONIOTHON 3alIUTHI ObITH HE MOXKET. PacmpocTpaneno
TaKO€ MHEHHE — «yCTAHOBMJ 3aIIUTy U MOXKHO HM O 4yeM He OecnokouTbcs». I[loHOCTBIO
3alUIIEHHbII KOMIBIOTEP - 3TO TOT, KOTOPBIA CTOUT IO/ 3aMKOM B OpPOHMPOBAHHOM KOMHAarTe B
ceiipe, HEe MOAKIIOYEH HU K KaKOW CETH (Jaxe DJIEKTPUYECKOH) M BBIKIIOYeH. Takoil KOMIBIOTEp
uMeeT adCOIIOTHYIO 3allUTy, OJJHAKO, UCIIOJIb30BaTh €ro Helb3s. B 3TOM mpuMepe He BBIOJIHAETCS
TpeOOBaHUE JOCTYIHOCTH HHPOpPMALUU. «AOCONIOTHOCTH» 3allUThl MEIIaeT HE TOJBKO
HE00XO0AMMOCTh MOJIb30BaThCSl 3ALIUIAEMBIMH JJAHHBIMH, HO M YCIOXHEHUE 3alllUIIAEMbIX CUCTEM.
Hcnonb30BaHne MOCTOSHHBIX, HE Pa3BUBAIOIINXCSI MEXAHU3MOB 3aIUTHI OMACHO, U JUISl 3TOTO €CTh
HECKOJIBKO MPUYHH.

Kpome TOro, Hemb3s 3a0bIBaTh O Pa3BUTUM U COBEPLICHCTBOBAHWU CPEICTB HaIa/JCHUS.
TexHuka Tak OBICTPO MEHSETCS, 4YTO TPYAHO ONPEAETIUTb, Kakoe HOBOE YCTPOHCTBO WIIH
MporpaMMHOE OOECIeUYeHUEe, HCIOJb3YeMOe [UIsl HamlaJeHus, MOXXET OOMaHyTh Bally 3allluTy.
Hanpumep, kpunrtocucrema DES, sustomasics crapgaprom mmdposanus B CIIA ¢ 1977 r.,
CEeTOJIHS MOXKET OBbITh PACKPBITa METOJIOM «TPYOOH CHIIBI» - IPSMBIM NIEpeOOpOM.

KomnbroTepHas 3ammra - 3TO IOCTOSIHHasg Oopb0a € TJIYHNOCTBIO IOJb30BaTeNled U
MHTEJJIEKTOM XaKepOB.

B 3akmioueHue xowercs cka3aTb O TOM, YTO 3allMTa HHPOpPMAIMM HE OTrpaHUYMBAETCS
TEeXHUYeCKUMHU MeToaamu. [Ipobiema 3HaunTenbHo mupe. OCHOBHON HEIOCTATOK 3aIUTHI - JIOAHU, U
MO3TOMY HaJIe)KHOCTh CUCTEMBI 0€30IaCHOCTH 3aBUCUT B OCHOBHOM OT OTHOIIEHUS K HEH CITy)KaIux

kommanuu. Ilomumo 9TOro, 3amuTa A0JDKHA ITOCTOAHHO COBCPHICHCTBOBATHCA BMECTE C PA3BUTUEM
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KOMIThIOTEpHOM ceTu. He cTouT 3a0bIBaTh, YTO MemIaeT paboTe HE cucTeMa Oe30MacHOCTH, a €¢

OTCYTCTBHE.

1. CrpykTypa Teopuu HHPOPMAIIMOHHON 0€30IaCHOCTH

1.1. OcHOBHBIC MOHATHS TEOPUH HHOOPMAITMOHHONW OE301TaCHOCTH

Jlyis Toro, 4toObl OMPENCNIUTh 3TH TMOHSATHS BOCIHOJB3YEMCS MAaTEMaTHYECKOW JIOTHKOM.
[Tycts A KOHEuHBIH anaBUT, 4 - MHOXKECTBO CJIOB KOHEUHOMW JJTUHBI B ajdaBute A.

N3 A npu momouy HEKOTOPBIX MPaBUI BBIACIEHO MOJMHOXKECTBO S MPaBUIIBHBIX CJIOB,
KOTOpoe Ha3biBaeTcs s3blkoM. Ecnmu A; - s3bIK ommcanusi ogHoW uH(opmauuu, A, - Ipyrou, To
MOKHO TOBOPHUTH O si3bIke S, oObenuustomeM A1 u A, ONUCHIBAIOIIEM Ty U JAPYryH0 HH()OpPMAIHIO.
Torma A1 u > noabsa3piku A.

bynem cuutath, yTo MH00as HH(pOpPMAIUS IPECTaBIeHA B BUJIE CIIOBA B HEKOTOPOM SI3bIKE A.
Kpome Toro, MoxHO mosaraTh, YTO COCTOSIHUE JIFOOOTO yCTPOWCTBAa B BBIYMCIUTEIBHON cHCTEME
JIOCTaTOYHO IOJIHO OMMCAHO CJIOBOM B HEKOTOPOM sA3bIKe. Toraa MOKHO OTOXAECTBIATH CJIOBAa U
COCTOSIHUSI YCTPOMCTB U MEXAHU3MOB BBIYMCIUTEIBHOW CUCTEMBI WUJIM MPOU3BOJIBHON AIEKTPOHHOM
cuctembl 00paboTku gaHHbIX (DCOJ). DTU npennonoxeHusl MO3BOJSIOT BECh aHAIM3 BECTH B
TEPMUHAX HEKOTOPOTO sI3bIKA.

Onpedenenue: OOBEKTOM OTHOCUTENIBHO si3blka S1 Ha3bIBAETCS MPOU3BOJIBHOE KOHEYHOE
MHOKECTBO SI3bIKa A.

Ilpumep I: IlycTb TekcT B Qaiine pa30uT Ha maparpadsl Tak, 4To Jr000i maparpad Taxxe
SBIIETCS CIOBOM si3bIKa A W, CIENOBATENbHO, TOXKE sBIEeTCS 00bekToM. Takum o0Opa3zom, OUH
00BEKT MOXKET SIBIISATHCS YACTHIO IPYTOTO.

Ilpumep 2. Tlpuntep kommbloTepa - 00BeKkT. CyllecTByeT HEKOTOPHIA (JOCTaTOYHO
CIIOKHBIN) S3BIK, OMHCHIBAIOIIUN MPUHTEP U €ro COCTOSHUS B MPOU3BOJBHBI MOMEHT BPEMEHH.
MHOXECTBO AOMYCTUMBIX OMHCAHUI COCTOSHUI HPHUHTEpPA SIBISETCS KOHEUHBIM IOJMHOXECTBOM
CJIOB B 3TOM $3bIKE. IMEHHO 3TO KOHEYHOE MHOXKECTBO M ONPECIISIET MPUHTEP KaK OOBEKT.

JpyrumMu cioBamMH 0OBEKT — 3TO ACCHBHAs CYHUTHOCTD (J1r00asi HIMEHOBAHHAs COCTABIISAIOIIAs
KOMITBIOTEPHOU CHCTEMBI), HCTIOIb3yeMast Il XpaHeHHsI WK TofydyeHus nuopmamnnu. B kadectse
00BEKTa MOTYT BBICTYNATh 3allUCH, OJOKU, OAWTHI, CIIOBa, CTPAHUIIbI, CETMEHTHI, (aillibl, OUTHI,
JTUPEKTOPHUH, TEPMUHAIIBI, y3JIbI, CETH U T.]I.

B wundpopmamum BblIenMM omnMcaHus TpeoOpa3oBaHMil naHHBIX. [IpeoOpazoBanue

I/IH(I)OpMaI_[I/II/I 0T06pa>1<aeT CJIOBO, OITMCBIBAIOMIEEC HMCXOOAHBIE HAHHBLIC, B APYIo€ CJIOBO. Onucanue
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npeoOpa3oBaHUsl JaHHBIX TakKXKe SBJSIETCS CJIOBOM. [Ipumepamu OOBEKTOB, OIHMCHIBAIOIINX
peoOpa3oBaHus JaHHBIX, SBISIOTCS MTPOrpaMMBbl st DBM.

Kaxxnoe nmpeobpazoBanre nHGOPMAITUU MOXKET:

a) XpaHUTHCS,

0) IelCTBOBATD.

B cnyuae a) pedb HIET O XpaHEHWU OMHCAHUS MPEOOPa3OBaHHUS B HEKOTOPOM OOBEKTE
(daiine). B aTom ciydae npeoOpa3oBaHHEe HMYEM HE OTIMYACTCS OT JPYTHX JaHHBIX. B ciydae 0)
OIMCaHHWE MPOrpaMMbl B3aUMOJICHCTBYET C APYTUMH PECYpcaMu BBIYUCIUTEILHOW CUCTEMBI -
MaMSTHIO, TPOIIECCOPOM, KOMMYHHUKAIMSIMU U JIP.

Onpeoenenue: Pecypcol CUCTEMBI, BBIJICISIEMbIE JJIs ICHCTBUS TPpeoOpa3oBaHUs, HA3BIBAKOTCS
JIOMEHOM.

OnHako /s OCYIIECTBICHHS IMPEOOpa30BaHMs OJHUX JAHHBIX B JPyrHe KpoMe JoMeHa
HEOOXOMMO TepeaTh ITOMY MPeoOpPa30BaHUIO OCOOBI CTATYC B CHCTEME, IPU KOTOPOM PECYPChI
CHCTEMBI OCYIIIECTBIISIOT IpeoOpazoBaHue. DTOT cTaTyc OyneM Ha3bIBaTh «yIPABICHUEY.

Onpeoenenue. Ilpeodbpa3zoBanne, KOTOPOMY MEPEaHO YIPABICHHUE, HA3BIBACTCS MPOIIECCOM.
[Ipu aTOM mMoOApa3symeBaeTcs, 4TO MpeoOpa3oBaHUE OCYIIECTBISICTCS B HEKOTOPOW CHCTEME, B

KOTOpOﬁ SICHO, UYTO 3HAYUT NepeaaThb YIIPABJICHUC.

Onpedenenue: OOBEKT, ONMMUCHIBAIONINI MpeoOpa3oBaHUE, KOTOPOMY BBIICICH JIOMEH H
NepeaHo yIpaBJIeHNe, Ha3bIBACTCS CYObEKTOM.

To ecTh CyOBEKT MOXHO ONPEACTUTh KaK aKTUBHYIO CYIIHOCTh (J1t00as WMEHOBaHHAsS
COCTaBJISIONIAsl KOMITBIOTEPHON CHCTEMBI), KOTOpas MOXET WHUIMUPOBATH 3aMpPOChl PECYPCOB U
WCIIOJIb30BaTh MX JUIS BBIMOJIHCHUS KAaKUX — JIMOO BBIUYMCIHMTEIBHBIX 3amaHuil. [lon cyOwbekramu
O0OBIYHO TTOHUMAIO TTOJB30BATES, TPOLIECC U YCTPOMCTBO.

C onHOM CTOPOHBI OCHOBHYIO KOHIICTILIHIO HIEHTU(GUKAUU CYOBEKTOB U OOBEKTOB B
CUCTEME OMHUCaTh MPOCTO, & BOT C APYrOil CTOPOHBIL, IPH MPAKTUYECKON peann3alii OKa3bIBaeTCs HEe
TPUBUAIBHOM 3aJjauel ONpesIeUTh: UTO €CTh CYOBEKT, a uTo — 00bekT. Hanpumep, B OC nporieccsl,
0€3yCJIOBHO, SIBIITIOTCS CyOBEKTaMH, B TO BpeMs Kak (hailjibl U CBS3aHHBIC C HUMH JUPEKTOPUU —
oowvekTamu. Ho, korma cyObeKThl MOTYYar0T CUTHANBI HA BBIMOJHEHHE KaKUX — JIMOO 3aJaHuil OT
JIPYTUX CYOBEKTOB, TO BOSHMKAET BOMPOC pacCMATPUBATh UX KaK CYOBEKTHI MITH K€, KaK OOBEKTHI.

B mpomecce ucnonmHeHHs cyOBEKTHI BBHIMOJNHSIOT HEKOTOpHIE omepanuu. B pesynbrare
MPOUCXOAUT B3aUMOJICHCTBHUE CYOBEKTOB M OOBEKTOB.

Onpeodenenue: JlocTynm — 3TO B3aMMOJEHCTBHE MEXIY CYObEKTaMH U OOBEKTaMH, pe3yIbTaTOM

KOTOPOT'0 ABJISICTCA IICPEHOC I/IH(I)OpMaI_[I/II/I MCKIAY HUMHU.
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CymrecTByeT iBe 6a30BbIe ONEPAINH, IEPEHOCSIINE HHPOPMAIIUU MEXKIY HUMH CyObhEeKTaMu

U OOBCKTaMH: YTEHHE, 3amuch. 107 oreparieil YTEHHS MMOHUMAETCsS OIEpaIHsi, Pe3yJabTaTOM

KOTOpOM sIBIIsieTCS TepeHoc uH(popMmanuu OoT oObekTta K cyObekTy. Ilox omepamuei 3amucu

MOHMMAETCs OMEpaIysl, Pe3yJbTaTOM KOTOPOM SBISETCS TEepPeHOC HH(OpMalMu OT O00BEKTa K
cyonsekty [1 —7].

B 3akmoueHre MOXHO J100aBUTh aKCHOMY: BCE BONPOCHI 0€30MacHOCTH HWH(OpMAIMU

OIMUCBIBAOTCA JOCTyIIaMU CY6’beKTOB K 00BEKTaM.

1.2. llennocTs uHbOpMAIUU

UtoO0k! 3a1UTUTH UH(GOPMAIINIO, HAZ0 3aTPATUTh CUJIBI U CPEJICTBA, a JUIA STOTO HAJ0 3HATh KaKue
MOTEPU MBI MOTJIM OBl TOHECTHU. SICHO, YTO B JIEHE)KHOM BBIPQXECHHUH 3aTPAThl HA 3aIUTY HE JOJKHBI
MpeBBIIaTh BO3MOXKHBIE TMOTepu. Jlns pemeHuss 3TUX 3amad B MHPOPMAIUIO BBOJAATCSA

BCIIOMOTATENIbHBIE CTPYKTYPHI - IIEHHOCTh HHPOpMaIuu. PaccMoTpuM npumepsl.

1. Aooumuenas moodens. Ilycts nHDOpMaNMs TpeACTaBICHA B BHIC KOHEYHOTO MHOXECTBA
AJIEMEHTOB M HEOOXOIUMO OICHHTh CYMMAapHYIO CTOMMOCTh B JICHE)KHBIX CIUHHIAX M3 OIICHOK
koMmroHeHT. OIIeHKa CTPOUTCS Ha OCHOBE JKCHEPTHBIX OIIEHOK KOMIIOHEHT, M, €CIIM JICHE)KHBIC
OIICHKH OOBEKTHBHBI, TO CyMMa JaeT HCKOMYIO BenuunmHy. OJHAKO, KOJWYCCTBEHHAs OICHKA
KOMITOHEHT HE BCerjla OOBEKTHBHA Jla)k€ MPU KBATU(DHUIIMPOBAHHOW IKCIEPTHU3E. DTO CBSI3AHO C
HEOJTHOPOJAHOCTHIO KOMIIOHEHTOB B 1enoM. [loaTomMy JenalT eauHylo HepapXHuecKyro
OTHOCUTENIbHYIO MIKaTy (JMHEHHBIA TMOPSAIOK, KOTOPBHIM TO3BOJISET CpaBHUBATh OT/AEIbHBIC
KOMITOHCHTHI TI0 TICHHOCTH OTHOCHTENBLHO JPYT Npyra). EnxuHas mkana o3Ha4aeT paBEHCTBO ICHBI
BCEX KOMITOHEHT, UMEIOIIUX OJIHY M TY>KE MOPSTKOBYIO OIICHKY.

Ilpumep: 0;,...,0, - 00bekThI, mkana 1<...<5. Dxcneptsl onenunu (2, 1, 3,...., 4) - BEKTOp
OTHOCHUTENBHBIX IIEHHOCTeH 00BeKkTOB. Ecnu ecTh 1eHa XOoTs Obl onHOTO OO0BEKTa, HaIpHUMeEp,
C1=100 py6., To BeIuucusiercs ouenka ognoro 6amia  Ci/h. = 50 py6.,

r7ie A - YUCJIO OaJJIOB OLIEHKH NEPBOTO 00BEKTA, M BHIYHCIIACTCS II€HA KaKIOTO CIEAYIOIIETO
oowekra: Cy=50py6., C3=150 py6. u T.n1. Cymma maer croumocTh Bced uHpopmanmu. Ecium
alpUOPHO HW3BECTHA IIeHa WHQOpPMAIIMH, TO OTHOCHUTEIBbHBIC OIICHKH B TIOPSJAKOBOW IIKaJe
MTO3BOJISTFOT BBIYMCIIUTE [ICHBI KOMITOHEHT.

2. Ilopsokosas wikana yennocmetl. Jlaneko He Bceryia BO3MOXXHO U HY)KHO J1aBaTh JCHEKHYIO
otieHKy uHpopMarnuu. Hampumep, onieHka JTuyHONW WHGOPMALIUK, TOTUTHUECKON MHPOPMAIUN HITU
BOCHHOW MH(OPMAIMK HE BCETJIa Pa3yMHA B JICHS)KHOM UcUHCIeHUH. OHAKO TOIXO0J, CBSI3aHHBINA
CO CpaBHEHHUEM IIEHHOCTH OTACIBHBIX MH()OPMAMMOHHBIX JJIEMEHTOB MEXIy COOOM, MO-TIPeKHEMY

HUMECT CMBICII.
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IIpumep: Tlpu onenke HHGOPMAIMH B TOCYJAPCTBEHHBIX CTPYKTYpax HCIONB3YeTCs
HOpSZKOBas I[IKalda IEHHOCTeH. Bce OOBEKTHI (IOKYMEHTBI) TOCYJapCTBEHHOTO YUPEKICHUSI
pazbuBaroTcs o rpudam cekperHoctu. Camu rpudbl CEKPETHOCTH 00Pa3yIOT MOPSAKOBYIO HIKAIY:
HECEKPETHO < Ui CIy)KeOHOTO  TOJb30BaHHS <CEKPETHO < COBEPIICEHHO CEKPETHO
(HC<JICTI<C<CC) wumm y amepukanieB : unclassified<confidential<secret<top secret
(U<Conf<S<TS). bonee BbICOKMi KjlacCc UMeET 00Jice BBICOKYIO IIEHHOCTh M MOITOMY TpeOOBaHUS

IO €ro 3alrTC OT HCCAHKITHUOHUPOBAHHOI'O JOCTYyIIa 0oJiee BBICOKHE.

1.3. Ananu3 yrpo3 uHdopMaImoHHOM 0€3011aCHOCTH

Nudopmanus ¢ Toukw 3peHUs WHOOPMANMMOHHOW OE30MacHOCTH OO0JIaTacT CIEAYIONUMU
KaTeropusiMu:

®  KOH@QUOEHYUATbHOCMb — TAPAHTHUS TOTO, YTO KOHKPETHAsE MHPOPMALKs JOCTYITHA TOJIBKO
TOMY KpPYTY JIULL, JUIsl KOTO OHA IPeHAa3HAYeHA; HapyllIeHHe 3TON KaTeropuu Ha3bIBACTCs XUILEHUEM
100 pacKpbITHEM UH(MOPMAITUN

® yenocmuHocmb — TapaHTUs TOTO, YTO MH(OpPMALUS ceiiuac CyLIECTBYET B €€ MCXOJIHOM
BUJC, TO €CTh NPH €€ XpaHEHHH WIN Teperadye He ObUIO MPOW3BEICHO HECAHKIIMOHHUPOBAHHBIX
M3MEHEHHI; HapyIIIeHHEe ITON KaTeropuy Ha3biBaeTcs (pambcuduranmein CooOmeHus

®  QYMeHMuYHOCMb — TAPAHTHSI TOTO, YTO UCTOYHUKOM MH(OPMALNU SIBJISICTCS UMEHHO TO
JWIO, KOTOpPOE 3asBICHO Kak €€ aBTOp; HapylmIeHHe OJTOH KaTeTOPHH TakKXKe Ha3bIBaeTCs
¢banbcudukaime, Ho y)xe aBTopa COOOLIECHHS

® anennupyemMocms — JOBOJIBHO CIIOKHAsh KaTeTOpHs, HO YacTO NpUMEHseMas B
3JIEKTPOHHON KOMMEpPIMU — TrapaHTHs TOTO, YTO MPH HEOOXOAMMOCTH MOXHO OyZEeT J0Ka3aTh, YTO
aBTOPOM COOOIIEHMS SABJISIETCS UMEHHO 3asBICHHBII YEJIOBEK, U HE MOXKET SIBJIATHCS HUKTO JAPYroi;
OTJINYME JTOM KAaTEroOpMH OT MpEeAbIAylled B TOM, YTO IPU MOJMEHE aBTOpa, KTO-TO APYTroi
MBITAETCS 3asBHTH, YTO OH aBTOpP COOOUICHHWsS, a NMPHU HAPYIICHUH areUIMpPyeMOCTH — CaM aBTOP
IBITACTCA COTKPECTUTHCA» OT CBOMX CIJIOB, MOJIMUCAHHBIX UM OJTHAXK/IBI.

B oTHOmEeHNM HHPOPMALIMOHHBIX CUCTEM NIPUMEHSIOTCS] MHbIE KaTEerOpUH:

®  HAOe#CHOCMb — TapaHTUs TOTO, YTO CUCTEMa BeAeT ce0si B HOPMaJIbHOM M BHEIITATHOM
peXuMax Tak, Kak 3aljIaHupOBaHO

®  MOYHOCMb — FAPAHTUS TOYHOT'O U MTOJHOTO BBHIOJHEHHS BCEX KOMaH

®  KOHMpOAL JOCTYNA — TapaHTHs TOTO, YTO Pa3IMYHbIE T'PYMIIbI JHIL UMEIOT Pa3IHYHBINA
JOCTYH K MH(POPMALIMOHHBIM O0BEKTaM, M 3TH OTPAHUYECHHUS JOCTYIA MOCTOSIHHO BBIOIHSIIOTCS

®  KOHMPOAUPYEMOCMb — TapaHTUs TOTO, YTO B JIFOOOW MOMEHT MOXKET ObITh MPOM3BEICHA

IMMOJIHOLICHHAs IMPOBCPKa J000r0 KOMIIOHEHTA IpOorpaMMHOTO KOMIIJICKCa
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®  KOHmMPOIb UOeHMUPUKayuy — TapaHTHS TOTO, YTO KJIIMEHT, MOJKIIOYCHHBIN B JIaHHBIHA
MOMEHT K CHUCTEME, SBJIIETCS UMEHHO TeM, 3a KOro ce0s BbIIaeT

®  YCMOU4YUBOCMb K YMbIULIEHHbIM C0O0AM — TapaHTUS TOTO, YTO MPU YMBIIUIEHHOM
BHECEHUHU OUIMOOK B IpeJeniax 3apaHee OrOBOPEHHBIX HOPM cucTeMma OyleT BeCTH cedsl Tak, Kak
OTOBOPEHO 3apaHee.

[Tox yrpo30it 0OBIYHO MOHMMAIOT MOTEHIIUAIBHO BO3MOXKHOE COOBITHE, JEHCTBUE, MPOIIECC
WJIH SIBIIGHUE, KOTOPOE MOYKET MPUBECTU K HAHECEHHIO yIiepOa YbUM-ITH00 UHTEPECaM.

WccnenoBatenu NpeasiokKuiad BbIICTUTh TPU PA3IUYHBIX THUMA Yrpo3. A HMMEHHO, ObUIO
OTMEYEHO, 4TO Hamboiyiee oOIIMe yrpo3bl BHIUYMCIUTENBHBIM CUCTEMaM MOTYT OBITh PacCMOTPEHBI
KaK OTHOCSIIIIUECS K PACKPBITHIO, IIETOCTHOCTH MJIM OTKAa3y CIYKO BBIUMCITUTEIILHON CHCTEMBI.

Veposza xonguoenyuanvHocmu. 3akioyaeTcsi B TOM, 4YTO UHGOpMalus CTaHOBUTCS
M3BECTHOM TOMY, KOMYy HE cCJeloBajio Obl €€ 3HaTh. B TepMHMHAaX KOMIIbIOTEpHOU Oe30MacHOCTH
JaHHAs yrpo3a HMMEEeT MECTO BCSIKHU pa3, KOrja IMOJYYeH JOCTYI K HEKOTOPOW CEeKpeTHOU
nH(OpMALINY, XPAHAIICHCS B BBIYUCIUTEIBPHON CHCTEME WM TIEPeIaBacMO OT OIHOW CHCTEMBI K
npyroii. IHorna B CBSI3M € yrpO30i pacKpPBITUS UCIIOJIB3YETCS TEPMUH «yTEUKay.

B pykoBojcTBE MO MCMONB30BAHUIO CTAHAAPTA 3aIIUTH HHGOPMAIIUN aMEPHKAHIIBI TOBOPAT,
9TO CYHIECTBYET TOJBKO JIBA ITyTH HAPYIICHUS KOHPUICHIINATHHOCTH:

yTpaTta KOHTPOJIS HaJl CHCTEMOU 3alllUTHI,

KaHaJbl yTeYKU HH(POPMaLIUU.

Ecnmu cuctrema oOecriedeHusi 3allMThl MEpecTaeT aJeKBaTHO (PYHKIIMOHHUPOBAThH, TO,
€CTECTBCHHO, TPACKTOPHH BBIYMCIUTEIBHOTO IPOIecca MOTYT TPONTH dYepe3 COCTOSHUE, KOTaa
OCYIIIECTBIISETCS 3alPeIIeHHbIN JoCTyI. KaHaapl yTeukn XapakTepu3yloT Ty CUTYaIlni0, KOTaa-JIn0o
MPOEKTUPOBIIMKH HE CMOTJIH MPEAYNpPeauTh, THO0 CHCTeMa HE B COCTOSSHHHM paccMaTpUBaTh TaKoU
JOCTYN KakK 3allpellleHHBId. YTpaTa YIpaBieHHUS CHCTEMOH 3alllUThl MOXET OBITh pealn30BaHa
ONEpaTHBHBIMA MEpPaMU W 3]IeCh HTPAIOT CYMIECTBEHHYIO POJbh aIMUHUCTPATUBHBIC W KaJIPOBBIC
METOJIbI 3aIIUTHI. YTpara KOHTPOJIS HaJ 3alIUTOH MOKET BO3HUKHYTh B KPHUTHYECKOW CHUTYAIIHH,
KOTOpasi MOXeT OBITh CO3JaHa CTUXWWHO WM HCKYCCTBEHHO. [lodTOMY OJHOW W3 TJIABHBIX
OTMACHOCTEMH ISl CHCTEMBI 3aIIIUTHI SIBISETCS OTCYTCTBHE YCTOMYMBOCTH K OITUOKAM.

YTpara KOHTPOJS MOXET BO3HHUKHYTh 3a CYET B3JIAMBIBaHHS 3alIUTHl CaMON CHCTEMBI
3amuUThl. [IpOTHBOMIOCTABUTH 3TOMY MOKHO TOJIBKO CO3JaHHEM 3aIIHIIEHHOTO JIOMEHA JIJISi CHCTEMBI
3aIUTHL.

Bonbioit ciekTp BO3MOXKHOCTEH 1at0T KaHabl yTeukd. OCHOBHOM KJIACC KAHAIOB YTEUKHU B -
KaHaJbl 10 MaMsITH (T.€. KaHaJbl, KOTOPhIe 00pa3yrOTCs 3a CUET MUCIOIB30BaHUs JOCTYIa K OOIUM

00BEKTaM CHCTEMBI).
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Vepoza yenocmunocmu. HapylleHuss 1EeTOCTHOCTH HMH(OpPMAlMM - 3TO HE3aKOHHBIE
YHUYTOXCHUE WU MoAH(UKanus HHPOpMaIUH.

TpaauuMOHHO 3amUTa LEIOCTHOCTH OTHOCHTCS K KaTerOpuu OpTraHU3allMOHHBIX Mep.
OCHOBHBIM MCTOYHHKOM YIpO3 LEJIOCTHOCTH SBIAIOTCA MOXapbl M CTUXMMHbIE OenctBus. K
YHUYTOXKEHHUIO U MOAM(DUKALMU MOTYyT NPUBECTH TaKXKe CilydyallHble M IpeJHAMEPEHHbIE
KPUTHYECKHE CUTYAIIH B CHCTEME, BUPYCHI, «TPOSHCKHE KOHIY , CIIydaiiHasi OIMOKa | T.JI.

Ho He WHCKIIOYeHbl CAHKIMOHHUPOBAHHBIE WM3MEHEHUS, T.€. TaKUE, KOTOpBIC CJeNaHbl
OIpEICJICHHBIMU JIMIJAMU C OOOCHOBAHHOW LEJNIbIO (TAKMM H3MEHEHMEM SBIIAETCS MEepHOAMYecKas
3aIlIAaHMPOBaHHAs KOPPEKIUS HEKOTOPOM 0a3bl TaHHbIX).

Hekotopoe BpeMsi YCIOBHO CYHMTalIOCh, YTO TIPAaBUTEIBCTBA COCPEIOTAYMBAINCH HA
PacKpBITHH, a JETOBBIE KPYT'H KacaJluch 1esocTHOCTH. Ho, 006e 3TH CTOpOHBI MOTJH OBl OBITH OOJIEe
WM MEHEE CBSI3aHbl KaX/10M U3 ABYX YTPO3 B 3aBUCUMOCTH OT MPHUIIOKEHHUS.

Vepoza omkasza cnyoco. Bo3HHKaeT BCAKMM pa3, Korja B pe3yibTaTe IpeJIHaMEpPeHHbIX
NCWCTBUH, TPEINPUHATHIX JIPYTUM IIOJIB30BaTeNieM, YMBIIIICHHO OJOKHpYeTcs JOCTylm K
HEKOTOPOMY PECypCy BBIYHCIUTEIBHON CHCTEMBl. TO €CTh, €CIIM OJMH TIOJIb30BaTElb 3alPalTuBACT
JOCTYN K ciyxOe, a Apyroil NpearnpUHUMAET 4TO-ITUOO U HENOMYIIEHHUS 3TOro J0CTyMNa, Mbl
TOBOPUM, YTO UMEET MECTO OTKa3 ciIyXObl. PeabHO OJOKMpPOBaHHE MOXKET OBITh MOCTOSIHHBIM, TaK
9TOOBI 3ampairBacMblii pecypc HUKOTAa He ObUT TMONYyYeH, WM OHO MOXET BBI3BIBATh TOJIBKO
3aJIepKKy 3arpainBaeMoro pecypea, J0CTaTOuHO JOJTYIO Ui TOTO, YTO ObI OH CTajl OECIIOIE3HBIM.
B Takux ciydasix roBopsT, YTO pecypc UCUEpIHaH.

Kpome nepedncieHHbIX OCHOBHBIX BHJOB yIpo3 CYLIECTBYIOT U ApPYrHe, KOTOpbIE MPUHATO
KJ1acCU(UITUPOBATH 10 PSITy MPU3HAKOB.

1. Ilo npupooe 6o3nuKHOBeHUAL.

1.1. EctecTBeHHBIE yrpo3bl (HE3aBUCAIIMX OT YEJIOBEKA: CTUXUUHBIE OE/ICTBUS, MarHUTHBIE
Oypu. palOaKTUBHOE U3ITyYEHHE U T.I1.).

1.2. MckyccTBeHHBIE YTPO3bI (BBI3BAHHBIC JESTEIHLHOCTHIO YEIOBEKA: BHEAPEHHE areHTOB B
YHCII0 TIEPCOHANa CHUCTEMBI; MOJKYII, MIAHTaXX W T.I. MEpPCOHANa WM OTACIHHBIX IMOJB30BATENCH;
HECAHKIIMOHMPOBAHHOTO KOMMPOBAHMS CEKPETHBIX MAaHHBIX; pas3rjalleHHe, repegada WM yTpara

napoJiel, kioden mudpoBaHus, HICHTU(PUKATMOHHBIX KAPTOUYEK, IPOMYCKOB H T.II. ).

2. Ilo cmenenu npednamepeHHOCMU NPOSAGIEHUA. .

2.1. YTpo3sl cayyaltHOro A€WCTBUS W/UIIN YTPO3bl, BbI3BAHHBIE OLIMOKAMH WIJIM XaJTaTHOCTHIO
nepcoHana (MposiBIeHHE OIIMOOK NporpaMMHo-anmnapaTHbiX cpeactB AC; HEKOMIIETEeHTHOE
HCIOJIb30BaHNE, HACTPOMKA WJIM HENPaBOMEPHOE OTKJIIOYEHHE CPEACTB 3alllUThl I1EPCOHAIOM
ci1y>kObl 0€30MaCHOCTH; HEyMBIIUIEHHAs Mopya 00OpydOBaHUs, ylaleHHe, HCKakeHHe (¢ailyioB c

BaXKHOW MH(pOpManel Wik MporpaMM, B TOM YHCII€ CUCTEMHBIX U T.I1.);
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2.2. VYrpo3pl TpeaHAMEPEHHOro JeWCTBHS (Yrpo3bl JCHCTBUN 3JIOYMBINUICHHUKA IS
XHUILIEHUS HHPOPMALIUN).

3. Ilo nonooicenuro ucmouHuKa yepo3.

3.1. Yrpo3sl, UCTOUHUK KOTOPBIX PACIOJIOXKEH BHE KOHTPOJIUPYEMOH 30HBI TEPPUTOPHUU
(momemenust), Ha kotopoit Haxogures AC. (mepexBar MOOOYHBIX 3JIE€KTPOMAarHUTHBIX, aKyCTHYECKHUX
U IPYTUX M3JIy4EHHH YCTPOUCTB U JIMHUH CBSI3H, JUCTAaHIIMOHHAS (DOTO- M BUICOCHEMKA).

3.2. Yrpo3bl, UCTOYHMK KOTOPBIX PACIOJIOXKEH B MpeAesax KOHTPOJIUPYEMOU 30HBI
TeppUTOpUN (TOMeleHHs ), Ha KoTopod Haxomutcsd AC. ( XMILEHHE MPOU3BOACTBEHHBIX OTXOJOB
(pacmeyarok, 3amnuceil, CIMCaHHBIX HOCUTeNeHl MHpOpMAaLMU U T.N; OTKIIOUEHHE WM BBIBOJ U3
CTpos mojcucTeM olecrieyeHHus (PYHKIIMOHUPOBAHUS BBIYMCIMTENBHBIX CHCTEM (DJIEKTPOIUTAHMSA,
OXJIQKJCHHUS U BEHTWISILIUY, TUHUH CBSI3U U T.J.); IPUMEHEHUE TOJCIYIINBAIOIIUX YCTPONCTB).

3.3. VYrpo3pl, MCTOYHHUK KOTOPBIX HMeEET JocTyn K mnepudepuitnbiM yctpoiictBam AC
(TepMuHAIIAM).

3.4. VYrpo3pl, UCTOUYHUK KOTOpbIX pacnonoxked B AC. (IpOEKTUPOBAHUE APXUTEKTYPbI
CHCTEMBl W TEXHOJIOTMH OOpabOTKM MJaHHBIX, pa3padOTKa MPHKIAAHBIX MPOrpamMM, KOTOPHIE
IPEJCTABISAIOT ONACHOCTh JUIsl pabOTOCHOCOOHOCTH CHUCTEMbI M 0€30MacHOCTH HH(pOpMAaLUY;
HEKOPPEKTHOE ncnoib3oBanue pecypcoB AC).

4. Ilo cmenenu 3asucumocmu om akmusrocmu AC.

4.1. Yrpo3bl, KOTOpbIE MOTYT MPOSIBISATHCA HE3aBUCUMO OT aKTHUBHOCTH AC.(BCKpbITHE
mHU(POB KPUINITO3ALUTH UHPOPMALIMH; XUILEHUE MAarHUTHBIX JUCKOB, JIEHT, MUKPOCXEM NaMsTH,
3a[IOMHUHAIOIIUX YCTPOUCTB U KOMIBIOTEPHBIX CUCTEM).

4.2. Yrpo3bl, KOTOpbIE MOTYT NPOSBIATHCA TOJBKO B TPOIECCE aBTOMATHU3MPOBAHHOMN
00pabOTKHU AaHHBIX (HampuMep, yrpo3bl BEIMOIHEHHS U PACIPOCTPAHEHUSI IPOTPAMMHBIX BUPYCOB).

5. Ilo cmenenu o3oeticmsus na AC.

5.1. IlaccuBHBIE YrpoO3bl, KOTOpBIE NPH pEANHU3alMM HUYETO HE MEHAIOT B CTPYKTYpe U
conepxkanuu AC (HarpuMmep, yrpo3a KOIMPOBAHMS CEKPETHBIX JaHHBIX ).

5.2. AKTUBHBIE YIrpO3bl, KOTOpblE NpPH BO3ACUCTBUM BHOCAT W3MEHEHHUS B CTPYKTYpy H
conepxxanue AC. (Hanpumep, BHeapeHue "3akmnagok" u "BUPYCOB"; M3MEHEHHE PEXHMMOB pabOTHI
YCTPONCTB WM Tporpamm, 3a0acTOBKa, ca0OTaX IepcoHasa, MOCTaHOBKA MOIIHBIX aKTHBHBIX
paZvonoMex Ha 4acToTax paboThl YCTPOMCTB CUCTEMBI U T.I1.)

6. 1o smanam docmyna noavzosamenei uiu npocpamm k pecypcam AC.

6.1. Yrpo3sl, KOTOpbIE MOTYT NPOSABIATHCSA Ha 3Tamne gocryna k pecypcam AC (Hanmpumep,
yrpo3bl HECAHKIIMOHUPOBAHHOTO fgoctyna B AC).

6.2. Yrpo3bl, KOTOpbIE MOTYT HpPOSBIATHCSA IOCIE pa3pelieHust Aoctyna K pecypcam AC

(Hampumep, yrpo3bl HECAHKIIMOHUPOBAHHOT'O WJIM HEKOPPEKTHOTO UCIIONIb30BaHUs pecypcoB AC).
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7. Ilo cnocoby oocmyna k pecypcam AC.

7.1. YTpo3bl, HanpaBlIeHHbIE HA UCIIOJb30BaHUE MPSIMOTO CTAHAAPTHOTO MYTH

noctyna kK pecypcaM AC. (HE3aKOHHOE IIOJlyd€HUE IMapojedl U JPYyruX pPEKBU3UTOB
pasrpaHdYeHHs] JOCTYIA; HECAaHKIMOHMPOBAHHOE HCIOJIb30BaHHWE TEPMHUHAIOB I0JIb30BATENCH,
MMEIOIIUX YHUKAJIbHbIE PU3NYECKUE XaPAKTEPUCTUKH )

7.2. Yrpo3bl, HAlpaBJIEHHbIE HA UCIIOJIb30BAHNE CKPBITOIO HECTAHJIAPTHOIO IMYTH JOCTYIa K
pecypcam AC (Bxox B CHCTEMY B 00XOJ CPEICTB 3alIUTHI (3arpy3ka MOCTOPOHHEH OIeparmoHHON
CUCTEMBI CO CMEHHBIX MAarHUTHBIX HOCUTENEH U T.I1.); AOCTYI K pecypcam AC myTeM UCIOIb30BaHUS
HEJIOKYMEHTUPOBaHHBIX Bo3MokHOCTEH OC).

8. Ilo mexywemy mecmy pacnonodxcenusi ungpopmayuu, xpanumou u oopabamuieaemoti 6 AC.

8.1. Yrpo3sl jocTymna kK nHpopMauu Ha BHEITHUX 3alIOMUHAIONINX YCTPOMCTBAaxX (Hampumep,
yrpo3a HECAHKIMOHMPOBAHHOTO KOMHMPOBAHMS CEKPETHOW HMH(OpPMAIMK C KECTKOro Amcka). 8.2.
Yrpo3sl qoctyna K MHGOpMAalUK B ONEPaTHUBHOM MaMsTH. ( YTEHHE OCTaTOYHON MHpopManuu u3
OMEepPaTUBHOM MaMATH;, YIrpo3a JAOCTyNa K CUCTEMHOW 00JIaCTU OMEepaTHBHOW MaMSTH CO CTOPOHBI
MIPUKJIATHBIX TIPOTPaMM. )

8.3. VYrpo3sl nocryna kK uHGOpMANUH, UUPKYIUPYIOMIEH B JTUHUSX CBA3H. (HE3aKOHHOE
MOJAKIIOUEHUE K JUHHUSM CBSI3M C LEJIbI0 MOJMEHBI 3aKOHHOTO IOJIb30BATENsi IYyTEM €ro
(U3NIECKOTO OTKITIOYECHUS MOCTIe BXO/Ia B CUCTEMY U YCIICUTHON ayTeHTU(UKALUHU C TIOCIETYIOLTIM
BBOJIOM JIe3MH(OPMALIMU 1 HABSA3BIBAHUEM JIOKHBIX COOOILEHHIA; IepeXBaT BCETO MOTOKA JAHHBIX C
LEJIBIO JJAJTIbHEHIIero aHalln3a He B peajibHOM MacluTabe BpEMEHH).

8.4. Yrpo3sl noctyna kK mH(popManuu, oTodpakaeMoil Ha TepMHHAlle WM MeYaTaeMol Ha
IpUHTEpE (HapuMep, yrpo3a 3alucu oTo0pakaeMoil HHPOpMAIMKU Ha CKPBITYIO BUACOKAMEDY).

BHe 3aBHCHMOCTH OT KOHKPETHBIX BMJIOB YIPO3 MU HX MNPOOJIEMHO-OPUEHTHPOBAHHON
kinaccupukanuu  AC  yZOBIETBOpSET IMOTPEOHOCTH  SKCIUIYyaTHPYIOLIMX €€  JIML, €cCliu
o0ecreynBaloTCs JIMKBUIUPOBAHbI TPU OCHOBHBIE YIpo3bl (KOH()UIEHIMANBHOCTH, LEIOCTHOCTH U

JOCTYITHOCTH).

1.4. CtpykTypa Teopun HHGOPMAIIMOHHONW 6€30MaCHOCTH

OcHOBHBIE YPOBHH 3allIUThI HH(OpMALIUN

[Ipu paccmoTpennn BorpocoB 3anuThl AC 0OBIYHO HCTOJB3YIOT YETHIPEXYPOBHEBYIO TPAIAIHIO

JOCTyNa K XpaHuMou, oOpabaTteiBaemoit u 3amumiaemort AC wuHbOpMamuu. ITO TO3BOJISET
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CHUCTEMATU3UPOBATh U OOOOIIUTH BECh CIEKTP METOJ0B OOECTICUCHMs 3alUThI, OTHOCSIIMXCS K

nH(popMannoHHOK O6e3omacHocTH. [lepeunciiiM OCHOBHBIE YPOBHU 3alTUTHI HH(OPMAIIUH:

J yYpOBEHb HOCUTENEH HH(pOopManuy;

J YPOBEHb CPEJICTB B3aMO/ICHCTBHUS C HOCUTEIIEM;
J YPOBEHb IIpECTaBICHHS HHPOPMAIHY;

J YPOBEHb COJIepKaHUsI HHPOPMALIUH.

JlaHHbIe ypOBHM OBIIM BBEJIEHBI MO CIEIYIOLIUM COOOPAKEHUSM: BO-TIEPBBIX, MH(OpMAIHs
s yaoOCTBa MAaHUITyJUPOBaHMS Yalle BCero (UKCHpYeTcs Ha HEKOTOPOM MaTepHalbHOM
HOCHUTEIE, KOTOPBIM MOXKET ObITh Oymara, AMCKeTa WM YTO-HUOYIbh B 3TOM pojne. Bo-BTOphIX, eciu
Croco0 npejcTaBiIeHus THPOPMALIUU TAKOB, YTO OHA HE MOXET ObITh HEITOCPEICTBEHHO BOCIIPUHATA
YeJIOBEKOM, BO3HHMKAET HEOOXOIMMOCTh B IpeoOpa3oBaTensix HMHGOpMAlMM B JIOCTYNHBIA Ui

YyeJIoBeKa CIIoco0 MMpEaACTaBJICHUA.

3amuTa MarHUTHBIX HOcuTenel napopmaruu (MHN)

[IpoGnema 3ammThl MamMHHBIX HocuTened uHpopmauuu (MHU) B AC, pemaercs B
OCHOBHOM 3a CYET OPraHU3alMOHHO-PEKUMHBIX MEp, JEIAIOINX HEBO3MOXHBIM WIHA CYILECTBEHHO
OTrPaHUYMBAIOLIUM JOCTYN 370yMmblluleHHHKOB K MHW u noxkymentanbubiM marepuanam AC.
OnHuM M3 Hambosiee HaJeKHBIX MoaxooB K 3amure HUW sBnsercs ux ¢usmdeckas 3amura. B To
ke Bpems 3amura MHU nmeer cneunduky, onpeaensieMyro UX peanus3anneil 1 opranu3anuei.
HezaBucumo oT THma HocUTENs, JaHHbIE HA HOCUTENSX XpaHsTca OJ0KaMH (CEeKTOpaMH, KilacTepaMu

u 1.11.). Kak u3BectHo, 1u1st ocryna k 1anabiM MHMU cyiiecTByroT 1Ba OCHOBHBIX crioco0a:

® [IOCJIEOBATENbHBIN JOCTYI, KOT/1a OJIOKU 3aMKChIBAIOTCS APYT 3a APYTrOM U

JUIS YTEHMSI CIEAYIOUIET0 HYKHO IIPONTH BCE NMPEABIAYIINE;

e MpsMOM (IIPOM3BOJIBHBINA) JOCTYH, OTJIMYAIOLIUICS TeM, 4TO OJIOKM 3alUCBIBAIOTCS U
YUTAIOTCS B IPOU3BOJIEHOM ITOPSIZIKE.

Hanpumep, NHMCKOBBIE HAKONMTEIW SBISIOTCS YCTPOMCTBAMH MPOM3BOJIBHOIO JOCTYIIA,
HaKONMTENIM HAa MarHUTHOM JIEHTE€ - TMocaeaoBarenpHoro npocrymna. Kpome »storo, MHU
XapaKTepU3YIOTCS:

®  pa3TUYHBIMHU PU3NYECKUMH MPUHIUIIAMH pealn3alliy;

® [IMPOKHM CHEKTPOM O0OBEMOB XpaHUMON MH(OPMAIMK - OT €JUHHUIL 10 JECATKOB THICSIY
Mera0amr;

L4 MHOTOO6pa3I/IeM KOHKPCTHBIX peanmaunﬁ HOCHUTENEeH Pa3JIMUHBIMU ITPOU3BOAUTCIIAMMU.
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3/I0yMBIIIJIEHHUK HE MOXKET MOJYyYUTh JOCTYN K MH(POpPMAlUy Ha MAIIMHHOM HOCHUTENE B
IBYX CIIy4asx:

1. Korza 310yMBIIUIEHHUKY HEJOCTYIIEH CaM HOCUTEIIb;

2. Korja 3JIOYMBIIUIEHHUKY JOCTYII€H HOCHTENIb, HO OTCYTCTBYIOT COOTBETCTBYIOIIUE
CpeICTBa B3aUMOICUCTBUS C HOCUTEJIEM.

OcHOBHBIMU 3aauaMu obOecrieueHus: HHpopMarMoHHON Oe3omacHocTH AC 0T Yrpossl
packpbITUsl KOHGUACHIIMATHLHOCTH Ha ypoBHEe MHU sBisiroTCst:

1. wuCKIIOYEeHHE TPOXOXKICHHUS HOCUTENEeH IO TEXHOJOTMYECKHM  ydacTKaMm, He
00yCIIOBJICHHBIM MPOU3BOICTBEHHOI HEOOXOIUMOCTHIO;

2. npeaynpekIEHUE HEMOCPEICTBEHHOIO JOCTylla K HOCUTENISIM IepcoHala, He
OTBEYAIOLIETO 3a ONepali C HOCUTEIIMHU (MUHUMU3ALKA AOCTYIA), IPEIYNPEXACHUE yTpaThl WU
XHIIEHUs1 HocuTene nHpopMauu.

IlepBas 3amaua pemiaeTcss 3a CYeT palMOHAIBHOW OpraHU3alUd MPOU3BOACTBEHHOTO
mporiecca  IBW)KGHUST ~ HocHTened  wmHpopMamuu, 00eCledMBaIoOmIero  IeJiHANpaBIeHHOE
pacrnpesielieHue HOCHUTENIEH MO TEXHOJOTMYEeCKMM YydacTKaMm, BTOpass - 3a CYEeT YETKOH U
000CHOBAaHHOM periaMeHTaI|H MOPsIKa 0OpAIICHUS C HOCUTEISIMH.

IIpu oOecnieueHUH COXPAaHHOCTH HMH(POPMAIMOHHBIX PECYPCOB  MEPCOHATBHBIX
KOMIIBIOTEPOB MHOI'O€ 3aBHCUT OT BbIOOpA METOJOB 3alllUThl MHPOpPMALMM HAa TMOKHX, MarHUTHBIX
JUCKaX (JUCKEeTax) OT HECAHKI[MOHUPOBAHHOI'O KOIMPOBAHUS.

[ToMHMMO KJIaccHYECKOr0 M3MEHEHHUs CTPYKTYPbl IUCKETHI (MPUBA3KM K BPEMEHHBIM IapamMeTpaM
YTEHUS U 3alUCH, HECTaHIAPTHOM Pa3METKU JOPOXKEK M M3MEHEHUS MEKCEKTOPHOM IMCTAHIIMH)
MOKHO TPEUIOKHUTh HCIIOJIb30BaTh METOJbl KOJWPOBAaHUS HMH(OpManMu, XpaHsuleics Ha TMOKOM

IIMICKE, B COOTBETCTBHH C aJITOPUTMOM KpHnrorpaduyeckoro npeodpazosanus mo ['OCTy 28147-89.

Aaroput™m Kpuntorpadpudeckoro mpeoOpa3oBaHus TMpeJHA3HAUYEH MAJsl allapaTHOW WU
MPOrPaMMHO peanu3aiiy, YA0BIETBOPSAET KpunTorpahuueckuM TpeOoBaHUSIM, a €T0 BO3MOKHOCTH
HE€ HAKJIAJbIBAIOT OrPAaHUYECHUNW HA TMPUMEHEHWE. YCTaHaBlIWMBas E€OUHBIA  aJrOPUTM
KpUnrorpaguieckoro mnpeoOpa3oBaHus il CUCTeM 0O0paboTKM WHOOpMAIUU, OH OmpeaeseT
npaBwia MUu(poBaHUS JAaHHBIX U BRIPAOOTKA UMHUTOIPUCTABKH U PEKOMEHIOBAH JJIsi OpraHU3aIHiA,
OPEeNNpUATHA W yUPESKICHHUH, NPUMEHSIONUX KPUOTOrpaUuecKyro 3amuTy HHPOpMAIUH,
XpaHUMOW M mepemaBaeMol B ceTax OBM, B OTAENbHBIX BBIUYHUCIHMTEIBHBIX KOMILIEKCAX WIH
OT/EJIbHBIX KOMITBIOTEpAX.

Pexum FaMMI/IpOBaHI/Iﬁl c oOpaTHOW CBs3pI0 OBLT BHIOpAaH Kak OOECHEUHBAIOIIUN

HaI/I6OHBH_Iy10 KpHHTOCTOﬁKOCTL CHUCTCMBI: B pC3YJIbTATC CUCTIJIICHUA 0JI0KOB I/IH(I)OpMaI_II/II/I

! Bo Bropoii nonoruHe XIX B. MOSIBUIICS BECbMa YCTOHUMBBIA CIIOCOO YCIIOKHEHHS YUCIOBBIX KOJIOB - cammuposarue. OH 3aKITIOYAIICS

B epen(poBaHAU 3aKOUPOBAHHOTO COOOMICHHUS C TIOMOIIBIO HEKOTOPOTo KIIIOUEBOr0 YHCIa, KOTOPOE U Ha3bIBANOCh cammoi. lllndposanue ¢
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W3MEHEHHE OJHOTO OMTa BO BXOJHOM WH(POPMAIMOHHOM IMOTOKE MPUBOJUT K U3MEHCHHIO
BCEr0 BBIXOJHOTO IOTOKAa, TaK Kak KOAMPOBAHHE KaKIOro OJioka HWHPOpPMAIMHK 3aBHCHT OT
KOJMPOBAHUS MPEIBITYIIEro OJI0Ka.

Jlnst Gosiee SICHOTO TIOHUMAHHWsSl CYTH METOJa 3alluThl HH(POpPMAaIMK Ha TMOKMX MAarHUTHBIX
JMCKAaX OT KONMPOBAHUS PACCMOTPHM OTJIMYHS CTAHIAPTHOW CTPYKTYPBI AMCKETHI M CTPYKTYPHI,
peanrM30BaHHON B JAHHOM METO/IE.

Ha crammaptHOi muckeTe mocie (GopMaTHPOBAHUS MOXKHO BBIJCIUTH YETHIPE OCHOBHBIE
o0JracTH, a UIMEHHO: 3arpy304Hbiii cextop (boot area), o6macte Tabnuiel pasmerneHus daitnos (FAT
area), kopuesoii karaior (directory area) m o6aacte mannbsix (data area). 3arpy3o4Hblii CEKTOp
BCEI/Ia SIBIISICTCSl TIEPBBIM CEKTOPOM Ha JUCKETE, MMEHHO CIO/Ia 3aIHCHIBACTCS HHPOPMAITUS O TOM,
KaK OpraHM30BaHa JIUCKETa. 3a CYET ATOr0 ONEPAIMOHHASI CUCTEMA MO3BOJISIET pabOTaTh ¢ OOIBIINM
Ha0OpPOM I0-Pa3HOMY OPTaHU30BaHHBIX THOKUX JTHCKOB.

Ha3nadeHnue HEKOTOPBIX 0AMTOB 3arpy304HOTO CEKTOPA, KOTOPHIC OMUCHIBAIOT OPraHU3AIINIO

AUCKCTDI, NPUBCACHBI HUXKC!

11-12 GaitTel — uymnciI0 OAHTOB B CEKTOPE;

13 GaiiT — YKCIIO CEKTOPOB B KJIacTepe;

14-15 GalThl — YHUCIIO PE3EPBHBIX CEKTOPOB;

16 6aiiT — uncno xkonuii FAT,;

17-18 6aiiThl — YUCIIO MO3UILMI B KOPHEBOM KaTaJlore;
19-20 GaliThl — YMCIIO CEKTOPOB Ha JHCKE;

21 0aliT — KOJ THUIIA UCKA.

MOMOIIBIO TAMMBI COCTOSJIO B CIIOXKEHHUH BCEX KOAUPOBAHHBIX IPYII COOOIICHHS C OZHHM H TeM kK€ KIIF0UEBBIM YHCIOM. DTy ONEpaIMio CTalu
Ha3bIBaTh "Hanoorcenuemeammsl”. Hampumep, pesyiabTaToM HaloXeHHs rammbl 6413 Ha komupoBaHHBIM TekcT 3425 71028139 sBusnach
YHCIIOBas MOCIeq0BaTENbLHOCTL 9838 3515 4552:
34257102 8139
+ 6413 6413 6413
9838 3515 4552
Enuuuiel nepeHoca, MOSBIISIOMIMECS TIPH CIOKEHUH MEXAY KOJOBBIMHU TPYIIIAMHU, OMycKanuch. "CHamue cammbl” ABISAIOCH 0OpaTHON
ornepanueit:
9838 3515 4552
- 6413 6413 6413
34257102 8139
B 1888 r. dpaniy3 mapku3 ne Buapu B 0THOI U3 CBOMX Hay4HBIX CTaTeH, MOCBSIIEHHBIX KpUNTOrpaduu, 0003Ha4mI rpedeckoit OykBoi X
mo0yro OyKBY mM(ppOBaHHOTO TEKCTa, rpeueckoi OykBoi I m00yro OykBYy TaMMBI U CTPOYHON OYKBO# ¢ JIt0OYI0 OYKBY OTKPBITOro Tekcra. OH,

TI0 CYTH, 00Ka3aJ, 9To anredpamdeckas Gpopmyna

x = (ctr)mod26
BOCIIPOU3BOIUT 3alIu(poBaHue 1Mo BikeHepy npu 3ameHe OykB andaBuTa YUCIaMH COTJIACHO CIEAyrouIed Tabmumne: (B Tadauie Kaxaon Oykse
JIATHHCKOTO aJi(haBUTa COOTBETCTBOBAJIA IIM(pa COBIIOAAIONIAS C MOPSIKOBEIM HOMEPOM OYKBBI B aJd.).

Tem cambIM Obia 3a510kKeHa anreOpanueckas OCHOBA JUIS MCCIeNOBaHMs MHU(POB 3aMeHbl TUna mudpa Bikenepa. Mcnonb3ys
ypaBHEHHE MIK(POBAHUS, MOKHO OBUIO OTKA3aThCS OT IPOMO3KON TabuIpl BrkeHepa.

Tlo3ke n03yHroBasi raMma CTajaa MPOU3BOJIBHON MOCIEOBATENBHOCTBIO, a MIU(P ¢ ypaBHEHUEM IudpoBanus (1) cran Ha3bIBaTHCS

wuppom 2amMmupo8aHus.
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Crnenyromas BaxkHas oOnactb — FAT, B KoTOpoil oreparmoHHasi CHCTEMa Ha3Ha4YaeT
CEKTOPHI ISl Pa3MEIICHHs Pa3IndHbIX (aiiioB. 31ech sl KQKIOTO CEKTOpa UMEETCSl CBOsI 3aIlUCh,
coziepkamiasi ”HPOPMALMIO O TOM, 3aHAT CEKTOp (ailyloM WM HET, ecu J1a, TO KAKUM MMEHHO, a
Tak)Ke yKa3bIBaeTcs HH(OpMaIKsi O TOBPEXKACHHBIX CEKTOPaXx.

Pa3mep Tabnuipl pazmenieHust GailyioB 3aBUCUT OT pa3Mepa JUCKa: YeM BBIIIE €r0 eMKOCTh,
TeM OOJBIINK pa3Mep JOIDKEH OBITh y TAaOMHIBI JUIS XpaHeHHs MHPOpMauu 000 BceX CEKTopax
mucka. Jlns Oonbinell HaleKHOCTH MOMOOHBIX TaONIUI[ MOXKET OBITh HECKONBKO (OOBIYHO IS
CTaHAApTHOW AUCKETHI 3,5" eMKkocThiO 1,44 MO ux ase).

B kopHeBoM Kkatanore XxpaHuTcs HHpopmaius o (aiiigax, Karajiorax, BpEMEHU U JaTe UX
CO3JIaHMsI, pa3Mepax U Jpyrue HeoOXxoauMmele cBeaeHus. Kaxnoi mo3unum karajgora OTBOAUTCS 32
OaiiTa, Ha3HAYCHUE KOTOPBIX IPUBEICHO HIDKE:

1-8 — ums ¢aiina;

9—11 GaiiTel — pacHIMpeHUE UMEHHU;

12 Gaiit — aTpuOyTHI (aiinia;

13-22 GaliTel — B pe3epBe ONEPAMOHHON CHCTEMBI;

23-24 GaliTel — BpeMs CO3JaHUS;

25-26 OalThl — JaTa CO3JaHMus;

27-28 6alThl — HaYAIBLHBIN KJIaCTED;

29-32 GaiiTel — pa3mep (aiina.

Bce octanbHOe THCKOBOE MPOCTPAHCTBO SIBISIETCS OOJIACTHIO JAHHBIX, B KOTOPOH XPaHUTCS
uHpopMalus.

UcnonszoBanne wmetoga 3amuThl WHGOpMAMK Ha THUOKMX MArHUTHBIX JIMCKax OT
KOITMPOBAHUS TTOIPAa3yMEBACT CO3AHUE CTPYKTYPHI JJUCKETHI, OTIIMYHOW OT CTAaHAAPTHOM.

[Ipu dbopmatupoBaHMM AMCKETHI CO3MAIOTCS CIEAYIONINE pa3AeNbl: CUCTeMHas 00JacTb U
o0nacTh NaHHBIX. B cuctemHOW oOnmacTu ykaswpiBaeTcsi pasmep (aitna B OaiiTax, ero ums u
paciidpeHue, napoib, ¢ KOTOPBIM JaHHBIM Qailn Obl1 3amudpoBaH, MHOpPMaLKS O TOPSIKE
PACIIOJIOKEHUSI CEKTOPOB M MOBPEXKACHHBIX CekTOopax. CucTeMHas 00JacTh U 00JacTh C JaHHBIMHU
XpaHATCS B 3alTU(PPOBAHHOM BH/IE.

Ha cranpaptaeix auckerax DOS mnpu 3amucu ¢aitioB ¢opmupyer Tabmuiy wHx
pa3MeneHusi, B KOTOPOH yKa3bIBAETCsl MOCIIENOBATEILHOCTh PACIIOIOKEHHSI CEKTOPOB TSI KAXKIOTO
¢aitna. [lpuMeHeHHE KIIACCHUECKOTO METO/Ja WM3MEHEHHUsS IapaMeTpoB IHCKOBOJA IPEceKaeT
BO3MOYXHOCTh TPOCMOTpPA JUCKETHI OOBIYHBIMU CPEJCTBAMH, KOTOPbIE padOTAIOT CO CTaHAAPTHBIMU
dbopMaTaMu TUCKET, B pe3yjibTaTe Yero TaKyk TUCKETY HENb3sl CKOMUPOBaTh 0e3 CHeIHallbHBIX

MIPOrPaAMM.
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[Tpumensst mporpammy DISK EXPLORER, moxHO mnpoaHanmu3upoBaTh JIOTHYECKYIO
CTPYKTYpPy HHCKETHl U, TPOYMTAB KAXKIBIA CEKTOp, CHeNaTh OTACIbHBICE KOIHUU CEKTOPOB,
HAXOJALIMXCS Ha JUCKETe IOCIIe M3MEHEHMs IMapaMeTpoB AWCKOBoja. Ho moiydeHue mojHOro
o0bemMa wuH(pOpPMAaLMK B OSTOM ClIy4ae HE [MPEACTaBISAETCS BO3MOXHBIM, IOCKOJIbKY
MOCJIEI0BATENBHOCTh PACIOJIOKEHUSI CEKTOPOB C JaHHBIMU IIOJIb30BATEII0 HE HW3BECTHA, a
oIpeJiesieHUe HY)KHOM TOCIIeI0BaTeIbHOCTH MOTpedyeT nepedopa MHOKecTBa KomOuHanmid. K Tomy
’Ke KaXKIbII CEKTOp KOAMPOBAH B PE&KUME TaMMHUPOBAHUS C OOpAaTHOH CBSA3BIO, U €T0 JEKOIUPOBAHHE
OyZeT 3aBUCETh OT IEKOAUPOBAHUS IPEIBIIYILET0 CEKTOPA.

Jlis TOoro 4troObl M3MEHHUTH PEXUM paboOThl JHUCKOBOAA, HEOOXOAMMO MOAU(PHUIMPOBATH
COZICP)KMMOE OIPECICHHBIX sueeK omeparuBHOM mamsatu. Ilo agpecy 0000h:0078h naxomurtcs
yKa3aHHe Ha TaOJUIy NaHHBIX, KOTOPbIE MCIOIB3YIOTCS KOHTPOJUIEPOM JMUCKOBOJA IpH paboTe ¢
JUCKETOM, U M3MEHEHHE 3TUX IMapaMEeTPOB MO3BOJUT paboTaTh C HECTaHIAPTHBIMH (opmaramu
TTCKET.

B manHOM Merone mcmoisib3yercs pOpMaTUpOBAHHE C MapaMeTpaMH, OTIHYAIOIIUMUCS IS
KaXJIOTO ceKkTopa. J[Ba cexTopa MCHOJB3YIOTCS ISl XpaHEHUs CUCTeMHOW uH(opmanuu (pasmep,
noJiHOe UMs (ailnia, TaHHBIE O MOPSAKE CIEIOBAHUS CEKTOPOB U MOBPEKICHHBIX CEKTOPaX, Mapoib,
C KOTOpBIM ObL1T 3amudpoBaH ¢ain).

Bo Bpemst hopmaTupoBaHus MPOBEPSIETCS KAUECTBO 3aIMCH U CYUTHIBAHHS CEKTOPA, TaK Kak
M3-32 MOTEHIMAIHHOTO HAJMYMS Ha JHUCKETE TOBPEKACHHBIX CEKTOPOB HA HEW MOXKET M3MEHHTHCS
nonyctumblil 00beM. Ilocne 3Toro BeMHMCHsSeTCS CBOOOJHBI 00BEM Ha JHCKE U CBEpsSeTcs ¢
pa3MepoM 3anuckiBaeMoro (aiina.

[Ipu BoccTaHoBieHnu (aina y TMONB30BaTENs 3alpalIMBAETCS IMapoyib, ITOCPEIACTBOM
KOTOPOTO JIEKOAMPYETCSI CUCTEMHass 00JacTh M TPOBEPSETCS Mapolib, MOJIYYCHHBIH B Tpolecce
nexonupoBanus. [Ipu HecoBmagenun padboTa 3aBepiaercs. B ciydae MonoXUTENbHOTO pe3yibTara
BBICTABIIIOTCS HOBBIE TapaMeTpbl [Uis JUCKOBOJAA, W TMPOUCXOIUT JeKoaupoBaHue (paiina,
3alMCaHHOTO Ha JIUCK.

OCHOBHBIM IPEUMYIIECTBOM pa3paboTaHHOTO MeTo/a SIBIISICTCS BBICOKAs
KpunTorpaduyueckas CTOMKOCTh HH(OpPMAIINU, 3aMTMChIBAEMON HA THOKUI MAarHUTHBIN IUCK, KOTOpast
JIocturaercs Onmarogaps TPUMEHEHHUIO alropuTMa KpUOTorpaduyueckoro mpeoOpa3zoBaHUS,
ocHoBanHoro Ha ['OCTe 28147-89. Ilpumenenne cornacHo 3toMy ['OCTy AONOIHUTENBHOTO
pekuMa BBEIPAOOTKH MMHUTOIIPHCTABKUA 00ECIIEYMBACT 3aIIUTY HAXOSAIIEHCS HA TUCKE WH(POpMAIUN
OT U3MEHEHU! U UMHUTAIIUH.

[Io cpaBHEHHIO C CYIIECTBYIOIIMMH CTaHAAPTHBIMU MPOTPaMMaMH IS TEPCOHAIBHBIX

KOMITBIOTEPOB BpeMSs UT€HHUS U 3aIllMCU COKpalleHo B HuX Ha 10 %.
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Ocoboe BHMMaHHE ClEIyeT YAEHATh JIOOBIM HOCHUTENSIM HH(POPMALUH, MOKHIAIOLUIMM
npenensl ¢pupMel. Hanbosee 4acTIMU IPUYUHAMHU 3TOTO OBIBAIOT PEMOHT amapaTrypbl U CIIUCAHUE
TEXHOJIOTUYECKH yCTapeBined TexHUKU. HeoOXoauMo MOMHHUTH, YTO HAa PabOYMX MOBEPXHOCTSIX
HOCUTEJIeH JJake B yJAJIEHHBIX OOACTAX HAXOOUTcAd MH(OpMalus, KOTOpas MOXET MpeiCTaBIIATh
1100 HENOCPeACTBEHHBIN MHTEpeC, IMO0 KOCBEHHO MOCIYXXHUTh IPUYMHON BTOPXKEHUS B CHCTEMY.
Tax, HanpuMep, PU UCIIOIB30BaHNUU BUPTYAIbHON MAaMATH YacTh coaepkumoro O3Y 3anuceiBaercs
Ha KECTKUH JAUCK, 4YTO TEOPETHUUECKU MOXKET IPUBE3TH JIaXkKe K COXPAHEHUIO NapoJisl Ha IOCTOSIHHOM
HocuTele (XOTs 3TO U MaJoOBEpOsTHO). PEMOHT, NPOM3BOAMMBIN CTOPOHHUMHU (pUpMaMu Ha MecCTe,
JOJKEH IPOM3BOJIUTCA IO/ KOHTPOJIEM HH)KEHepa U3 CIyXObl MH(OPMALMOHHON 0€30IacCHOCTH.
Heo0xonuMo TOMHHUTB, YTO TMpH HbIHEMIHeM ObicTpoaericTBun OBM komupoBanue (aiiinon
IIPOU3BOJIUTCS CO CKOPOCTBIO, NPEBBIIIAIONIEH MerabalT B CEKyH]ly, @ YCTAHOBUTb BTOPOH >KECTKUN
JMCK JUIsl KONUPOBaHMS B MOMEHT peMOHTa 0e3 Haja30pa CHEelMaIicTa MOXHO HPAaKTUYECKU
He3zaMeTHO. Bce HocuTenu uHpopmanuy, nokuaaoume GupMy J0JKHBI HAJIS)KHO YUCTUTHCS JIMOO
YHUUTOXKAThCS MEXaHUUYECKHU (B 3aBUCUMOCTH OT JAIIbHEUIINX LEJIEeH UX UCIIOJIb30BAHMUS).
W eme HEMHOTO CJIOB O 3alUIIEHHOCTH caMHUX HocuTenel mHdopmarun. Ha cerogHsmHmii
JIeHb HE CYLIECTBYET pa3yMHBIX IO KPUTEPHUIO «Ll€HA/HaJIeKHOCTb» HOCUTeNeH uHpopmanuu, He
JOCTYIHBIX K B37oMy. CTpoeHue (ailyioB, X 3aroJIOBKU M PACHOJIOXKEHHUE B JIIOOOH OneparioHHON
CUCTEME MOXET OBIThb NPOYUTAHO IMPU HUCIHOJIB30BAHUU COOTBETCTBYIOLIETO IPOTrPAMMHOIO
obecrieyeHus. [IpakTuuecku HEBCKPHIBAEMBIM MOKET OBITH TOJBKO YHEProOHE3aBUCHMBIH HOCHUTEID,
aBTOMAaTHYECKH pa3pyLIaomuil HHPOPMALIUIO IPU MOMbBITKE HECAHKIIMOHUPOBAHHOTO MOJKITFOUEHHS
K JIOOBIM TOYKaM, KpPOME pa3pelieHHBIX pa3beMOB, XKeJNaTeIbHO caMOpa3pylIaloluics Mpu
pasrepMeTu3alry, UMEIOIUNA BHYTPU MHUKPOIIPOLIECCOp, AHAIU3UPYIOLUIMK Mapoiib Mo cxeme 0e3
OTKpbITON nepenaun. OgHaKo, BCe 3TO U3 00J1aCTH «CyMaCIIEIIINX» 1I€H U BOCHHBIX TEXHOJIOTH.
Jlns Ou3Hec Kjacca M 4acTHOM IMEpenucKd JlaHHas mpolseMa pemaeTcs ropasio mpolue u
JemeBne — ¢ nomoiisio kpunrorpaduu. Jroboit odbem uHopmanmu OT Oaiita n0 rurabaiita,
Oynyun 3amupoBaH C MOMOIIBI0 OOJee MM MEHEE CTOMKOM KPUNITOCHUCTEMBI, HEIOCTYNEH IS
poYTeHUs 0e3 3HaHUs Kitoya. M yke COBEpIIEHHO HE BaXXKHO, XPAaHUTCSA OH Ha YKECTKOM JHUCKE, Ha
JUCKETE WM KOMIIAKT-INUCKE, HE BaXKHO I0J1 YIIPABJIIEHUEM KaKoOil olepanoHHOMN cuctemsl. IIpoTtus
CaMbIX HOBEWIIMX TEXHOJOTMHA M MHJUIMOHHBIX PAacXOJOB 3[€Chb CTOUT MaTeMaTHKa, U 3TOT Oapbep
710 CUX TOP HEBO3MOXHO IMPeooeTh. BOoT moueMy cuiioBble BEJOMCTBA NMPAKTUYECKH BCEX CTPaH,
OyAy4yd HE B COCTOSSHUM IPOTUBOCTOATH 3aKOHAM MaTeMaTHKH, MPUMEHSIOT aJMHUHHCTpPaTHUBHbIE
Mepbl IPOTHUB TaK Ha3bIBa€MOM CTOIKOI Kpunrorpaduu. Bor nmouemy ee ncnosiabp3oBaHue YaCTHBIMU
U IOpUAMYECKMMHU JHUIaMu Oe3 mnuueH3un denepaabHOro areHTCTBa MO CBSI3M M MHGOpMaluu
(DAIICH), Bxogsmiero B CTpYKTYpy OJHOTO U3 CHJIOBBIX BEIOMCTB IOCYJapCTBa, 3allpelieHo U Y

Hac B Poccun.
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1.5. OcHoBHEbIe BUabI aTak Ha AC

Ataka Ha KOMIIBIOTEPHYIO CHUCTEMY — 3TO JEHCTBUE, MPEINPHUHSATOE 3JIOYMBIIIICHHUKOM,
KOTOPOE 3aKJII0YAETCs B IIOUCKE U UCIIOJIB30BAHUU TOM WIM UHOM YSI3BUMOCTH.

OcHoBHbIE BUBI aTaK:

1. Bmewamenvcmeso uenogexa 6 pabomy AC. K s3ToMy BUy OTHOCATCS OpraHU3aI[IOHHBIE
cpenctBa HapymeHus 6e3omacHocT AC (kpaka HocuTener nHpopManuu, HECAaHKIIMOHHPOBAHHBIN
noctyn (HCJI) x ycrpoiictBam xpanenus u 00paboTku nuHpopmalyu, nopua o00pyIoBaHus U T.1.) U
ocymiectBiaeHue HapymurtenaeM HCJl k nmporpammasiM komnoreHTam AC ( Bce crtocoost HCJI B AC,
a TaKkKe CIOCOOBI IMOJYyYeHUS HapyUIUTeleM HEe3aKOHHBIX MpaB JaocTyna K kommnoHeHTam AC).
Mepbl, NPOTHUBOCTOSIIIME TAaKUM aTrakaMm, HOCAT OpPraHM3allMOHHBIM XapakTep (OXpaHa, PEeXUM
nocryma k AC), a Takke BKITIOYAET B Ce0sI COBEPIICHCTBOBAHUE CHCTEM OOHAPYKCHHS IMOMBITOK aTaK
(TmombBITOK TTOA00PA MapoJIeH).

2. Annapamno—mexuuyeckoe emewamenrvcmeo 6 pabomy AC. T.e. HapyieHue
0e30macHOCTH | 1eNocTHOCTH UHpopManuu B AC ¢ MOMOIIBIO TEXHHYECKUX CPEICTB, HAIPUMED,
noJiydeHrne MHGPOpPMAlKUU MO SJIEKTPOMAarHUTHOMY H3ITydeHHIO ycTpoiicTB AC. 3ammra OT Takux
yrpo3, KpOME OpraHM3al[MOHHBIX Mep, MpeAyCMaTpUBaeT COOTBETCTBYIOIIME amrmapaTHbIe
(3KpaHUpOBaHME U3ITYYEHUN anmapaTypbl) U IPOTrpaMMHbIE MephI (IIH(paius).

3. Paspywarowee 6o30eticmeue Ha npocpammusie Komnonewmvl AC ¢ nomowwio
npoepammublx cpeocmé (pazpymaromux nporpaMmmubix cpeactB (PIIC)). K Hum oTHOCsSTCS
KOMITBIOTEPHBIE BUPYCHI, TPOSHCKHE KOHH, 3aKIaJKH, «IOrHMueckas OomOay», «dacoBas MUHa.
CpenctBa 60ps0OBI C MOJOOHBIMU aTaKaMU TPOTPAMMHO PEATM30BAHHBIX CPE/ICTB 3AIUTHI.

[locnegnuit Bux aTak pa3BuBaeTcss Oosiee AMHAMUYHO, HCIOJB3YSl BCE IOCIEIHUE
JTOCTIKEHHST B 0071aCTH MH(GOPMAIIMOHHBIX JTOCTIKEeHHM. OCTaHOBUMCS Ha HEM Oo0Jjiee eTaabHO U
JIaauM KpaTkoe onucanust Hekotopbix PIIC.

«Jlozuueckue 60mbbI» N «yacogvle munvly - 10 PIIC, KOTOpbIE HE BBIMOIHSAIOT HUKAKUX
(GyHKIUI 10 HACTYIJICHUS ONpPEAENIEHHOTO0 COOBITUSI B CHCTEME, MOCJE YEro «CpadaThIBalOT», UTo,
KaKk [paBWJIO, 3aKJIIOYAETCSl B CEPhE3HbIX HApyLIIEHUSAX padOThl CUCTEMBI, YHUYTOXXEHUU
uHpopMaluu.

«Tposanckuii kKoHby - IpOrpamMma, cojepxarias B ce0e HEKOTOPYIO pa3pylaonlyto (yHKIIHIO,
KOTOpasi akTUBU3UPYETCS MPU HACTYIUIEHUH HEKOTOPOIO YCIOBHOTO cpabarbiBaHusl. OOBIUHO Takue
MPOrpaMMbl MAaCKHPYIOTCS T0J] Kakue — HHUOYAb IIOJIC3HBIC YTHJIMTHI, WUTPOBBIC IPOrPAMMEI,
KapTUHKHU WA MY3BIKY.

3aKJIaKu TaKkKe CoJepkKaT HEKOTOPYIo (QYHKIMIO, HaHocsAmLyto yiuepo AC, HO 3Ta QyHKIuS,
Hao0OpOT, cTapaercsd OBITh KaKk MOKHO He3aMeTHee, T.K. 4YeM JIoJibllie Mporpamma He Oyner

BBI3BIBATH MMOJJO3PEHUM, TEM JIOJIBIIIE 3aKIIaKa CMOXKET paboTaTh.
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B kxadecTBe mpuMepa mpuBeAeM HEKOTOPbIE (DYHKIUH, pealn3yeMble TPOSHCKUMHU KOHSIMH H
3aKJIaJIKaMHU:

1. VYauuroxxenne wuHpopmanmu. KoOHKpeTHBIH BBIOOp OOBEKTOB M CIIOCOOOB
YHUYTOXXCHUS 3aBUCUT OT (DaHTa3UM aBTOpa TaKoi MporpamMmbl 1 Bo3MoxkHocTel OC

2. [TepexBaT u nepenaya HHGOPMAIIIH.

3. LlenenanpasienHass MOAU(UKAIMSA KOAA MPOTPAMMBbl, HHTEPECYIOIIAsi HAPYIINUTEIS.
OOBIYHO ATO IPOTPAMMBI, PEATU3YIOIIHE (QYHKIIUN OE30MMACHOCTH U 3alUTHI.

Komnvromepuwiti supyc — mporpamma, KOTOpask MOXET 3apakaTh JPYrHe IMPOrpaMMBbl,
MOJTUGUIMPYST MX TOCPEACTBOM H00aBICHHSI CBOCH, BOBMOXKHO M3MEHEHHOH, Kormuu. CrocoOeH K
CaMOPa3MHOKEHHIO, TIPU 3TOM «KOTIHW» BHPYCa MOTYT CTPYKTYPHO M (PYHKIIMOHATIBHO Pa3IndaThCs
MEXTy COOOH.

B Hacrosmiee Bpems B MHpe HacuuThiBaeTcs Oosee 40  TBHICSY  TOJBKO
3apETUCTPUPOBAHHBIX KOMIIBIOTEPHBIX BUPYCOB. Bce KOMIBIOTEpHBIE  BHPYCHI MOTYT OBITh
KJ1acCU(UIIMPOBAHBI 110 CIEAYIOIINM MTPU3HAKAM:

1. 1no cpene obuTanus;

2. 10 cnocoly 3apaskeHus;

3. M0 CTENEeHU OMACHOCTH JECTPYKTUBHBIX (BPEIUTEILCKUX ) BO3ICHCTBHIA,

4. 1o anroputMy (GyHKIMOHHPOBAHUSI.

1o cpene oOuTaHust BUPYCHI JENSTCS TaK ke Ha:

1 CETEBEIC;

2 daiinossle;

3. 3arpy304HbIe;

4 KOMOMHHPOBaHHBIE;

Cpenoii 0OMTaHUs CETEBBIX BUPYCOB SIBISIOTCS 3JIEMEHTHI KOMIBIOTEPHBIX ceTel. daitnoBsle
BUPYCHl pa3MEIAIOTCsl B MCIONHAEMBIX (ailnax. 3arpy30uHble BUPYChl HAXOAATCS B 3arpy304HBIX
cekropax (00JacTsaX) BHEUIHUX 3alOMUHAONMX ycTpoicTB (DOOt - cekropax). KomOuHHpOBaHHbIE
BHUPYChl pa3MeIIaloTcsl B HECKOJIbKUX cpenax oOutaHus. [Ipumepom Takux BHPYCOB CIyKaT
3arpy3o4Hble (hailloBble BHUPYChl. DTH BHUPYCHl MOTYT Pa3MeELIaTbCs KakK B 3arpy304YHBIX CEKTOPax
HAKOMMUTEJIeH Ha MarHUTHBIX JMCKAX, TaK U B TeJIE 3arpy304HbIX (ailiioB.

ITo criocoOy 3apaxeHus cpeibl OOMTaHUSI KOMITbIOTEPHbIE BUPYCHI JAEIATCS Ha!

1. pesuneHTHBIE;

2. Hepe3UJEHTHBHIE.

Pe3uoenmuvie 6upycwl mociie UX aKTUBALMM MOJHOCTHIO WJIM YAaCTMYHO NEPEMEIIAloTCs U3
cpensl obuTaHus (ceTh, 3arpy304YHBIA CEKTOp, ¢ailn) B omnepaTUBHYI0 namsate DBM. Otu Bupychl,

UCIOJIb3YSl NIPUBUIIETUPOBAHHBIE PEXUMBI pabOThI, pa3pelIeHHbIE TOJbBKO ONEPAallMOHHON CHCTEME,
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3apakaloT cpely OOWTaHHWSA U TPU BBHIIOJIHEHHH OINPENEICHHBIX YCIOBUN  pearu3yioT
JIEeCTPYKTUBHYIO (QYyHKUUIO. Hepesudenmuvie upycwl TONANAIOT B ONEpaTHBHYIO mamsaTh OBM
TOJIKO Ha BPEMS MX aKTUBHOCTH, B TE€UYEHHE KOTOPOIO BBIIOJHSIOT BPEIUTEIBCKYIO (YHKLIHUIO H
GyHKIUIO 3apakeHHs. 3aTeM BHUPYCHI MOJHOCTHIO MOKUAAIOT ONEPATUBHYIO MaMsTh, OCTAaBasACh B
cpene oburanus. Ecnu BUpyc moMmeniaeT B ONEpaTUuBHYIO MaMATh MPOrpaMmy, KOTOpas He 3apakaeT
cpeny oOMTaHus, TO TAKOW BUPYC CUMTACTCS] HEPE3UICHTHBIM.

ApceHan BpeIuTeNbCKUX BO3MOXKHOCTEH BHPYCOB BechbMa oOmmpeH. JlecTpyKTUBHBIC
BO3MOXXHOCTH BHPYCOB 3aBUCSAT OT Ieled M KBadupuUKalMd HX co3Jarens, a Tak e OT
0COOEHHOCTEM KOMITBIOTEPHBIX CHCTEM.

[To crenenn omacHOCTH Ui MH(GOPMAIMOHHBIX PECYPCOB TIOJH30BATENS KOMITBIOTEPHBIC

BHUPYCBI JEIATCS Ha!

1. 0e3BpeIHbIe BUPYCHI;
2. OTIaCHbBIE BUPYCHI,
3. OYEHb OMACHBIC BUPYCHI.

besspeonvie supycer co3aaroTcs aBTOpaMu, KOTOPBIE HE CTAaBAT ceOe LeIM HAHECTH KaKOU —
1100 ymep6 pecypcam komnbroTepHoi cucteMsl (AC). JlecTpyKTUBHOE BO3/I€HCTBHE TAKUX BUPYCOB
CBOJUTHCA K BBIBOJlY HAa OSKpaH MOHHUTOPAa HEBUHHBIX KAPTHHOK, HCIIOJIHEHUIO MY3bIKAJIbHBIX
¢parmenToB. Ho mipu Bcelt cBoeit 6€300MIHOCTH OHHM PacXoIylOT PECYpChl CUCTEMBI, B KAKOH — TO
CTereHH CHIKass 3((EeKTUBHOCTh (PYHKIIMOHUPOBAHUS, MOTYT COJEPKATh OMIHUOKH, IPUBOISIINE K

HapyLIEHHUIO aJrOpUTMa paboThl CUCTEMBI.

K onacuvim oOTHOCATCA BHpPYCBI, KOTOpBIE BBI3BIBAIOT CYIIECTBEHHOE CHMIKEHUE
s¢pextuBHOCTH AC, HO HE NPUBOASAIINE K HAPYIIEHUIO LEIOCTHOCTH U KOH(UICHIHATBbHOCTU
nH(pOpMaLIUY, XpaHALIecs B 3allOMUHAIONINX YCTPOHCTBaX. B mpumep MOXKHO NMPUBECTH BUPYCHI,
BBI3BIBAIOLINE HEOOXOIUMOCTh MOBTOPHOTO BBIIOJIHEHHUS MPOrpamM, Mepe3arpy3ku OneparioHHON

CUCTCMEI.

Ouenv ~ onacublmMu  CIEAYeT  CUATATh  BHUPYCBl,  BBI3BIBAIOIIUE  HApyLICHHE
KOH(UIEHIMAIBHOCTH, YHUYTOXEHHE, HeoOpaTMMylo Moaudukanuioo HHPOpMAIUH, a TaK Ke

BUPYCHI, 6J'IOKI/IpyIOIJ_[I/Ie AOCTYII K I/IH(I)OpMaI_[I/II/I, MNPUBOAANIUC K OTKA3y allllapaTHbIX CPEACTB.

OnHUM U3 OCHOBHBIX YCJIOBUi Oe3omacHoi paboTel AC sBisieTcst cOOMI0IEHUE psiia IPaBUIL.
IIpasuno 1: nepuoouyecku 06HOGANIME 8AULY AHMUBUPYCHYIO NPOSPAMMY

AHTI/IBI/IPYCHI)Ie CKaHCPbI CIOCOOHEI 3alviaTh TOJBKO OT TE€X KOMIIBIOTECPHBIX BHPYCOB,

AAaHHBIC O KOTOPLBIX COACPIKATCA B aHTHBHPYCHOﬁ Oaze. KOHG‘-IHO, CYHICCTBYIOT MCXaHHU3MbI ITIONCKA
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Y HEU3BECTHBIX BUPYCOB (T.€. T€X, ONMMCAHUN KOTOPBIX HET B aHTUBUPYCHOU 0aze).. OgHaKo 3TO Bce

PaBHO CIUIIKOM MaJIo JJIsl TOTO, YTOOBI CUUTATHCS a0COMIOTHON 3aIUTOM.

B cBs3M ¢ 3TUM MEpBOOYEPEIHYI0 BaXXKHOCTH MPHOOpPETaeT HEOOXOAMMOCTH PETYISIPHO
OOHOBJISITH aHTUBUPYCHBIE 0a3bl. Uem uamie Oynmere 3TO AeNaThCs, TeM OoJiee 3allUIIeHHBIM OyIeT
pabouee mecto. Hanbosnee onTUMalbHBIM PELICHUEM SIBIISCTCS €XKEIHEBHAs 3arpy3ka OOHOBIICHHIH,
XOTs1 OBIBAIOT CIy4ad, KOTJia 3a JCHb IMOSIBJISICTCS cpa3y HECKOJIbKO OOHOBJICHUU. B CBs3M ¢ 3THM,
PEKOMEHAYIOT HACTPOUTh BHYTPEHHHH IJIAHUPOBIIWK, TPHUCYTCTBYIOIIMKA B  OOJBIINHCTBE
COBPEMEHHBIX aHTUBUPYCHBIX ITPOrpamMM, Ha aBTOMATUYECKYIO 3arpy3Ky oOHOBiIeHHUi 2 win 3 pa3a B

JICHb: YTPOM, JIHEM U BEYEPOM.

IIpasuno 2: 6yobme ocmopodicHbl ¢ hainiamu 8 NUCbMAxX 31eKMpPOHHOU NOUMbL

Bpsin nu cTOUT aklleHTHPOBAaTh BHUMAHUE HA TOM, YTO HU B KOEM CIly4yae HEJb3sl 3allyCKaTh
MPOrpPaMMbI, TPHUCIAHHbIE HEU3BECTHBIM JIMIIOM. JTO MPABUJIO SBISAETCS OOLICHM3BECTHBIM U HE
HYX/1a€TCs B OSCHEHUSIX.

Hpyroe neno Qaiinsl, TOTYyYSHHbIE OT 3HAKOMBIX, KOJUIET, JIpy3el. Bo-mepBrIX, MOCIaHHbIE
WMH TIPOTPaMMBbI MOT'YT OBITh HHOUITMPOBAHBL. BO-BTOPHIX, 3HAKOMBIE MOTYT JIa)K€ U HE 3HATH, UTO C
MX KOMIIbIOTE€pA HECAaHKLIMOHUPOBAHHO OTIPABIIIOTCS MHUCbMA: BUPYC MOXET 3TO JIe]aTh OT 4yKOrO
MMEHU HEe3aMeTHO [UIs Bhaaenslia kommbioTepa! HMMeHHo Takum cmocoboMm, K MpUMEpY,
pacTpoCTpaHsUINCh TaKue W3BECTHhIC BHPYCHI, kak Loveletter, Melissa u MHorue apyrue. OHu
HE3aMETHO MOJIyYalIH JAOCTYI K aJApecHO KHUTe MouToBoi mporpammel Outlook u pacceutanu csou
KOIIMU TI0 HaWJEHHBIM aJpecaM 3JIEKTPOHHOHM MOYTHI, CONPOBOXKas MOCIAHUS 3aBJIEKATEIbHBIMU
KOMMEHTapUSIMHU, TPU3BIBAIOIIMMU 3aITyCTUTh BIOKEHHBIN (paii.

He meHee Ba)kHBIM MOMEHTOM SIBJISIETCS KaKyllascs O€30IacHOCTh BJIOXKEHHBIX (ailioB
onpeneneHHoro ¢opmara. ymaere, daiinsl ¢ pacmupenuem PIF, GIF, TXT ne moryr comepxarb
BPEIOHOCHBIX IporpamMm? Jlaxke B Takux «0€300MIHBIX» MPOrpaMMax MOTYT ObITh 3aMacCKHUPOBAHbI

BUPYCBI.

IIpasuno 3: oepanuubme Kpy2 noiv3yloumuxcs KOMnbIOmepom

N neanbHbIM BapUaHTOM SBIISIETCS CHTyalus, KOTJa HMKTO, KpOME CaMOIo BJaJeEiblia, HE
uMeeT JocTyna K Kommbrorepy. OJHAaKo eciau 3TO HEBO3MOXKHO, TO HEOOXOJUMO YETKO
pasrpaHu4MTh IpaBa JOCTyNa W ONPEAEIUTh KPYr pa3pelleHHBbIX ACUCTBUHU U1 Ipyrux auil. B
NEPBYIO OuYepelb ATO KacaeTcs paboThl ¢ MOOMJIBHBIMH HOCUTENSIMH, VIHTEpHET M 3JIEKTPOHHOMN
[IOYTOM. B TaHHOM ciydae BaKHO KOHTPOJIUPOBATh BCE UCTOYHUKU BUPYCHOM OIACHOCTH U OTpPE3aTh

OT HHUX JPYI'HX M0Jb30BaTENEH.
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Ilpasuno 4: ceoeepemenno ycmanasnugaime «3aniamxuy ycmarosiennomy 110

MHorue BUPYCHI HMCHOJB3YIOT “IbIpbl” B CHUCTEMax 3alllUThl OMNEPAIMOHHBIX CUCTEM U
MPWIOKEHUNH. AHTHUBUPYCHBIE IPOrpaMMBbl CIIOCOOHBI 3alllMIIATh OT TAKOrO THIIA BPEIOHOCHBIX
IIpOrpaMM, JaXe €clii Ha KOMIIBIOTEpE HE YCTAHOBJEHA COOTBETCTBYIOLIAs ‘‘3arulaTka’,
3aKkpeIBaromas “apipy”’. HecMOTpst Ha 3TO, pPEKOMEHAYETCS pEryssipHO HpoBepsiTh Web-caiTel
MIPOU3BOJIUTENIEH YCTAHOBJIEHHOTO MPOTPAMMHOIO OOECIIeYeHHUS] U CIIEJUTHh 3a BBITYCKOM HOBBIX
“3ammaTok”. B mepByro ouepenb, TO MPABUIO OTHOCHTCS K omeparuoHHOW cucremMe Windows u
ApYyTuM mporpammam koprnopauuu Microsoft. Her, coBcem He OTOMY, 4TO Y 3TOI KOMIIAHUH CaMble
XYZIINAE IPOAYKTHI, @ IOTOMY, YTO OHM HanOoJee pacpOCTPaHEHbl U, COOTBETCTBEHHO, MOJIyYaOT

0oJIbllIe BCEro BHUMAHUS CO CTOPOHBI COS,I[&TGJ'IGIZ BHUPYCOB.

IIpasuno 5: oba3amenvro npogepstime MoOUIbHbIE HOCUmMeNU UHGopmayuu

Hecmotps Ha T1O, uTOo oOKONO 85% BCEX 3apEerMCTPUPOBAHHBIX CIIY4aeB 3apa)KCHUs
KOMIIBIOTEPHBIMHU BUPYCaMU IPUXOASTCS Ha SJIEKTPOHHYIO MOYTY U MIHTEepHET, He CTOUT 3a0bIBaTh O
TaKOM TPATUIIMOHHOM CIIOCO0€ TPaHCIOPTHPOBKH BPEIOHOCHBIX KOAOB, KAK MOOMJIbHBIC HOCHTEIH
(IMCKeThl, KOMIAKT-IUCKU U T.11.). [lepen TeM, Kak HayaTh UX MCIOJB30BaTh Ha CBOEM KOMIIBIOTEpE,
HE00X0/MMO TIIATENbHO MPOBEPUTh UX AHTHUBUPYCHOW mporpamMmoil. VckiaroueHuem MOryT ObITh
pa3Be uTO AMCKH, IpeAHa3HaYeHHbIE A1 (OPMATUPOBAHMSL.

BosnbIryto omacHOCTh MPEACTAaBISAIOT cOOOM M CTONb IMMPOKO pacmpocTpaHeHHbIe B Poccun
nuparckue kommnakt-gucku. K npumepy, nposepka, nposeneHHas «Jladoparopuein Kacriepckoro» B
1999 ronay, BeIsiBUIA (DAaKT MPUCYTCTBUS BUPYCOB Ha 23% 3akymuieHHBIX HocuTened. BbiBoa npoct:

TIIATCIIBHO MIPOBEPATH NaKC HpI/IO6peTeHHHe KOMIIAKT-JHCKH.

IIpasuno 6: 6yobme 0cmopoHCHBL C UCMOYHUKAMU, 3ACTYHCUBATOUWUMU 008EPUSL

Kak 51100BM MOJBIACTHBI BCE BO3PACTHI, TAaK YK€ HUKTO HE 3aCTPaXxOBaH OT KOMITbIOTEPHBIX
BHUPYCOB. DTO B paBHOM Mepe OTHOCUTCA K KPYITHBIM KOMIAHUSAM-IIPOU3BOAUTEINSAM IPOIrPaMMHOTO U
anmnapatHoro oOecnedeHus. Hepenko cimydyaeTcsi, 4TO MOCETUTENSIM HMX CalTOB NpeararoTcs
3apakeHHbIE Iporpammbl. [loka3zaTenbHbIN cilydaii, KOrJla B TEUEHNE HECKOJIBKMX HEZENb Ha caiTe
Microsoft Haxonuncs nokymenT Word, 3apaxeHHbIi Makpo-Bupycom Concept.

He menee penku ciaydau NpUCYTCTBUSI BUPYCOB Ha JMCKETaX C JpaiiBepaMu K anmapaTHOMY
o0ecrnedeHnto, ¢ JIMIEH3MOHHBIM TPOrpaMMHBIM o0ecrieueHrneM. Yacto ciaydaercs, 4To KOMIBIOTED,
NepeaHHbli Ha TEXHUYECKOe 00CTyKHBaHUE B PEMOHTHYIO MacTE€PCKYIO, BO3BpAILlAeTCsS HE COBCEM
yucThIM. He TO 4yTOOBI Ha MOHUTOpE OBUT TOJCTBIM CIIOM NBLIM, a HA KJIAaBUHAType MayTHHA (XOTS
TaKoe TOXE CJIy4aeTrcs), a MPOCTO Ha AKUCKe 3aBoAATCA BUpYychl. Kak mpaBuiio, 3T0 NpOUCXOANUT H3-3a

TOro, 4YT0 pEMOHTHUKH IIOJB3YHOTCA OAHHMMHU W TEMU K€ AUCKETAMHU JIA 3arpy3Ku IIporpamMm IJid
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TECTUPOBAHUSL PA3IUYHBIX Y3JI0OB KOMIbioTepa. Takum 00pa3oM, OHH OUYEHb OBICTPO MEPEHOCST

KOMIIBIOTEPHYIO «3apa3y» C OJHUX KOMIBIOTEPOB Ha JApyrue. BeIBoJ COCTOUT B TOM, UTO, IIOJyYUB
KOMIIBIOTEP U3 PEMOHTA, He 3a0y/IbTe TIIATEILHO IPOBEPUTH €r0 HA HAJTMYUE BUPYCOB.

Bce 510 nemaer HeoOXOAMMBIM MPOBEPATH Jaxe Te JaHHbIC, KOTOpbIE MOJIYy4YEHBI W3

HMCTOYHUKOB, 3aCIyXHBAIOUIMX J0Bepusa. Bpsa nu B JaHHOM cllydae CTOUT OOBHUHSTH CaMHX

MIPOU3BOIUTENCH, YTO OHU SKOOBI HAPOYHO CTApAIOTCS 3apa3HTh KOMIIBIOTEP: B Kaxa0H pabore

ObIBarOT oceuku. [IpocTo MHOT/Ia OHM KacaroTCs U aHTUBUPYCHOM 0€30MacHOCTH.

IIpasuno 7: couematime pasuvie AHMUBUPYCHblE MEXHONOSUU

He crour orpaHMuYMBaThCs KIACCUYECKUM AHTUBUPYCHBIM CKaHEPOM, 3aIlyCKaeMbIM IIO
TpeOOBAHUIO MOJIB30BATENS WM IPU MOMOIIM BCTPOSHHOI'O IJIaHUPOBIIMKA coObITH. CymiecTByer
psan Ipyrux, Hepenko Oonee 3((EKTUBHBIX TEXHOJIOIMH, KOMOMHHPOBAHHOE MCIIOJIb30BaHUE
KOTOPBIX CIOCOOHO MPAaKTUYECKH TapaHTUPOBATh Oe30mMacHylo padoTy. K 4uciy Takux TeXHOJIOTHH
OTHOCSITCSI: BO-IIEPBBIX, AHTUBUPYCHBIH MOHMTOpP, IIOCTOSIHHO NPUCYTCTBYIOLUIMH B IaMATU
KOMIIbIOTEpA M IPOBEPSIIOIIUN BCE MCIOJIb3yeMble (aiiabl B Maciitabe peaJbHOro BpPEMEHH, B
MOMEHT JIOCTyIla K HUM; BO-BTOPBIX, PEBU30pP U3MEHEHUHN, KOTOPBIN OTCIEKUBAET BCE U3MEHEHUS HA
IMCKE ¥ HEMEIJICHHO COOOIIaeT, ecid B KakoM-IH0O0 u3 (paiiIoB MOCENWICSs BHPYC; B-TPETHHX,
TIOBEJICHUECKUI OJIOKMpATOp, OOHAPYKHUBAIOIIMK BHUPYCHl HE MO WX YHUKAJIBHOMY KOIy, a IIO
M0CJIe10BATENbHOCTH UX JeiicTBuil. CoueTaHne ONMUCAHHBIX CIIOCO00B OOPBHOBI ¢ BUPYCAMH SIBIISIETCS

3aJIorom yCHCH.IHOﬁ 3al0UTHI OT BPCAOHOCHBIX ITPOrpaMM.

Ilpasuno 8: ececoa umetime npu cebe Yucmolil 3a2py304Hblll OUCK

YacTto MpoOMCXOAUT TaK, YTO BHUPYCHI JUIIAIOT KOMIIBIOTEPHl BO3MOXKHOCTH IIPOU3BOJUTH
NepBOHAYANIbHYIO 3arpy3ky. MHbIMU ciioBamu, MH(OpManMs Ha JAMCKE OCTAeTCi B IIEJIOCTH U
COXPAaHHOCTH, HO OIEpallMOHHAsl CHCTeMa TepseT CIOCOOHOCTh 3arpyaTthecs. [l ycmemHoro
paspelieHnss MOJOOHBIX TpoOieM HeoOXOAMMO HMETh CHEIHMAIbHYI0 YHCTYIO JHUCKETy C
YCTaHOBJIEHHOM aHTUBHUPYCHOI mporpaMMoii. C ee nomonibio Bl cMokeTe Mpou3BecTH 3arpys3Ky U

BOCCTAHOBUTH CUCTEMY.

IIpasuno 9: pecynsapnoe pesepgnoe konuposauue

DTO MPaBWIO MOMOXKET COXPAHHUTHh JAaHHBIE HE TOJBKO B Clydae MOPaXKEHUs KOMIBIOTEpa
KaKUM-IMOO BUPYCOM, HO U B CiIy4ae, €Cld y KOMIIbIOTepa MPOU30ILIa Cephe3Hasl MOJIOMKAa B
anmapaTHOW 4acTH. Bpsaa nu KOMy-TO XOYeTCsl MOTEPSITh PEe3yNbTaThl MHOTOJETHHUX HapaOOTOK
BCJIE/ICTBHE MTPOU3OIIEIIET0 cO0sl B CHCTEME BHE 3aBUCHMOCTH OT TOTO, BBI3BAHO 3TO BUPYCAMU WU

HeT. VIMEeHHO MO03TOMYy PEKOMEHIYIOT PEryJspHO IPOBOJAUTH KONMHMpPOBaHHE HaubOoJee LEeHHOU
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I/IH(i)OpMaI_[I/II/I Ha HE3aBUCHUMbIC HOCUTCIIN. TUCKETHI, MAIrHUTOOIITUYCCKUC AUMCKHU, MAaIrHUTHBIC JICHTHI,

KOMITaKT-IUCKH.

IIpasuno 10: ne nanuxytime!

Bupychl SBISIOTCS TaKUMH Ke TMPOrpaMMamMu, Kak, JOMYCTUM, KaJbKYJISITOP WM 3alucHas
kamwkka Windows. VX oTnuuuTtensHas 4epra B TOM, YTO BHUPYCHI CIIOCOOHBI pa3MHOXKATbCs (T.C.
co3llaBaTh CBOM KOIIMW), WHTETPUPOBATHCS B Jpyrue Gailiibl WM 3arpy304HbIE CEKTOPBI H
MIPOU3BOJIUTH JIPYTUE HECAaHKIIMOHWPOBAHHbBIE NEHCTBHUA. BUpPYCHl cO3Mar0TCS CaMbIMH OOBIYHBIMHU
JIOJbMU, © HAYETO TOTYCTOPOHHETO B HUX HET. ['opa3mo Oonbinuii Bpen CMOKETe TMPUHECTH, €CIN
UCIYTaeTeCh U COBEPIIMTE HEOOAyMaHHBIC IACHCTBUSI, HANPABICHHBIC HA HEUTPAIM3AIHIO BHpYCA.
Ecnu paGoTaere B KOpIOPaTUBHOM CETH, HEMEUICHHO MTO30BUTE CUCTEMHOTO aaqMHHHCTpaTopa. Ecin
e MPOCTO JIOMAIIHHWHA TMOJb30BaTElb, TO CBSIKHTECh C KOMIIAHHEH, y KOTOPOH mpuoOpenn
aHTUBUPYCHYIO mporpammy. Jlaiite BO3MOXHOCTH mpodeccroHamaM T03a00THTBCS O Balei
0e30macHOCTH. B KOHIIe KOHIIOB, OHH 32 ATO MOJIYYaIOT ICHBIH.

CylmecTByeT elie OJMH BUJ aTaKd, BCTPCUAIOIIUNCS B JIUTEpATYpe IOl Ha3BAaHUEM «amaxa
no coyuanvou ncuxonocuuy. CremaeM KpaTKuid 0030p HECKOJBKUX JOBOJBHO  YacTO
BCTPEUAIOIIUXCSI METOJIOB.

3BOHOK aJIMUHUCTPATOPY — 3JOYMBIIUICHHUK BBIOUPAET M3 CIUCKA COTPYAHUKOB TOTO, KTO
HE KMCITOJIL30BAJI IAPOJIb JIJISl BXO/Ia B TCUCHHE HECKOJILKUX THEH (OTITYCK, OTTYJIbl, KOMAHIUPOBKA) U
KOTO aJIMUHUCTPATOp HE 3HAeT IO rojiocy. 3aTeM cleAyeT 3BOHOK C OOBSICHEHHWEM CUTYallud O
3a0BITOM TapoJie, HCKPEHHUE U3BHHEHUS, TIPOCh0a 3a4MTaTh Mapob, TM00 CMEHUTh €r0 Ha HOBBIM.
Bonbiie yem B mosoBuHE ciydaeB mpock0a OyIeT yAoBIE€TBOpEHa, a (GaKT MOAMEHbI OyIeT 3aMeueH
nub0 C TMepBOM HeyJayHOW MOMBITKON 3aperucTpUpOBaTHCS UCTHHHOTO COTPYAHHKA, JTUOO IO

MMPOU3BCACHHOMY 3JIOYMBIIIJICHHUKOM ymep6y

[Toutn Takas ke cxema, HO B OOpaTHYIO CTOPOHY MOXET OBITh pa3bIrpaHa
3JI0YMBIIIJIEHHUKOM B a/IpeC COTPYJIHUKA (UPMBI — 3BOHOK OT aJIMUHUCTparopa. B aTom ciydae on
NPEJCTABISACTCS YK€ COTPYIHMKOM CIIY)KObl MH(pOpPMAMOHHON 0€30MacHOCTH M MPOCUT HAa3BaTh
napoyib U000 W3-3a Mpou3oIIeAmero co6os B 0aze NaHHBIX, JUOO SKOOBI Ui TMOATBEPKICHUS
JIMYHOCTH CaMOT0 COTPYAHHKA MO KaKOH-I100 MpudrHe (pacchuika 0co00 BaXKHBIX HOBOCTEH), 1100
[0 TOBOJY TMOCJEIHEro MOJKIOYEHUs] COTPYIHUKAa K KakoMy-TH00 MH(GOPMAIMOHHOMY CEpBEpY
BHYTpH (pupMbl. DaHTa3Us B TOM CIIydyae MOXET NMPUAYMbIBATh CaMble MPaBI0NOA00HbIE TPUYNHBI,
M0 KOTOPBIM COTPYAHUKY «IIPOCTO HEOOXOAMMOY» BCIyX Ha3BaTh Maposb. CamMoe HEMPUATHOE B 3TOU
CXEME TO, UTO €CJIM IPUYMHA 3aIIpoca MapoJisi IPUIyMaHa, YTO Ha3bIBAETCA 'C yMOM', TO COTPYAHHUK
MTOBTOPHO MO3BOHUT B CIIY’K0y MHPOPMAIIMOHHOM 0€30M1aCHOCTH TOJBKO Yepe3 HEJEI0, MECSL, eClu

BOOOIIIE 3TO npousoiiner. Kpome Toro, naHHas cxema MOKET ObITh MpoBeAeHa U 0e3 TeneOHHOTOo
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3BOHKA — TI0 3JIEKTPOHHOH 10YTE, YTO HEOAHOKPATHO U MCIOIHSIOCH SIKOOBI OT MMEHH TOYTOBBIX U
Web-cepsepoB B cetu HTEpHET.

B kauecTBe mMporpaMMHBIX MPOMHIAKTHYCCKHX MEP HCIOJB3YIOTCS SKPAaHHbBIC 3aCTABKH C

napoiieM, nosBisiomuecs: epe3 5-10 MHHYT OTCYTCTBHSI pabodeil aKTHBHOCTH, aBTOMAaTHYECKOE

OTKIIFOYCHHUE KIIMEHTA 4YE€PE3 TaKoOU ke IIPOMEKYTOK BPpEMCHHU.

2. Metonosnorusi HocTpoeHus: cuctem 3auuThl AC

2.1. IlocTpoeHue cucTeMbl 3alIUThI OT YIPO3bl HAPYLIECHUS
KOH(HICHIIMATHHOCTH HHPOPMALIUU
OyHKIIMOHUPOBAHUE KOMIUIEKCHOW cucTeMbl 3aimuThl uHpopmanuu (AC3U) 3aBucur He
TOJIBKO OT XapaKTEpUCTUK CO3JaHHON cHCTeMbl, HO U OT 3()()EKTUBHOCTU €€ MCIIOJIb30BaHUs Ha
sranne dkcrryarauuu  AC. OCHOBHBIMH 3TaliaMy  JKCIUTyaTallMM  SIBJISETCS MaKCHMaJbHOE
ucnosb3oBaHue Bo3MmoxHocTe AC3M, 3al0XKeHHBIX B CHCTEMY IIpH IOCTPOCHUHU, U

COBCPUHICHCTBOBAHUC €€ 3allIUTHBIX (bYHKI_[I/Iﬁ B COOTBCTCTBUU C USMCHAOINNMUCH YCIIOBUAMMU.

[Iponecc skcrmyaraunn AC3U MOXHO pa3iennTh Ha NPUMEHEHUE CUCTEMBI IO MPSMOMY
HA3HAYEHUIO, HEMOCPEJCTBEHHO CBS3aHHBIX C 3amuToi uHpopmamun B AC, M TEXHHUYECKYIO
sKkcIuTyaTanuio. [IpuMeHeHre o Ha3Ha4YeHHUIO IPEyCMaTPUBAET OPraHU3alMIo JOCTYIIA K pecypcaM
AC u obecrieueHure ux HEIOCTHOCTH.

Ilon opranm3anmeil AOCTynma K pecypcaM IIOHUMAeTcs BeCh KOMIUIEKC MeEp, KOTOPBII
BBITIOJHSETCS] B MPOLIECCE SKCIUTyaTallud CUCTEMBbI JJIs MPEJOTBPAIICHUs] HECAaHKIHOHHUPOBAHHOTO
BO3JICHCTBUS HA TEXHUUYECKHE U TIPOrpaMMHBIE CPEJICTBA, a TaK e MHPOpMaIHIO.

Opranu3zanus A0CTyIa K pecypcam IpEAIoNaraeT:

1. pasrpaHuyeHue mpaB MoOJb30BaTelde M OOCITY)KHMBAIOLIET0 IMepcoHala MO JOCTYNy K
pecypcam AC B COOTBETCTBHUH C (PYHKIIMOHATIbHBIMU 00s13aHHOCTSMU JOKHOCTHBIX JIUILL;

2. opraHum3amui padboThl ¢ KOHPUACHIHATHLHBIMA WH(MOPMAIMOHHBIMU pecypcamMu Ha
00BEKTE;

3. 3alIMTy OT TEXHUYECKHUX CPEJICTB PA3BEIKH;

4. oxpaHy 00BEKTa;

5.  OKCIUTyaTal{IO0 CUCTEMBI pa3rpaHUYEHUs JOCTYIIA.

Cuctema pasrpannuenust aocryna (CPJI) sBiasiercs OoIHOW M3 OCHOBHBIX COCTaBIISIOLIMX
AC3MU. B 370l cucTeMe MOKHO BBIIEIUTD CIEAYIOLUINE KOMIIOHEHTBHI:

1. cpenactBa ayreHTU(UKAIMY CYOBEKTa JOCTYIIA;

2. CcpencTBa pasrpaHHUYCHHS JOCTYIA K TEXHHYECKUM ycTpoicTBam AC;

3. CpCACTBA pa3rpaHUvYCHHUA JOCTYyIIA K IIpOrpaMMam U JTaHHBIM;
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4. cpencrta OJIOKMPOBKH HEMPABOMOYHBIX JIEHCTBHIA,
5. cpeacTBa perucTpaiyu coObITHH;
6. IeXypHBIN OTIepaTOp CHCTEMBI pa3rpaHUUYEHUS JTOCTYIIA.
CornacHO pyKOBOJSIIUM JOKYMEHTaM ['OCTEXKOMHCCHH TI0J] HECAHKIIMOHUPOBAHHBIM JOCTYIIOM K
nnpopmanuu (HCJ[) Oynmem moHuMarh AOCTyN K HMH(OpMaIUM, HapyIIAlOUUHA yCTaHOBJICHHBIE
MpaBWJIa pa3TpaHUYCHUs JOCTYMa M OCYHIECTBIISIEMBIH ¢ UCIOJIb30BaHUEM MITAaTHBIX cpenctB AC.

HCJI MmoxeT HOCUTH CITy4ailHbIN UK TTPEIHAMEPEHHBIN XapaKTep.

MosxHO BBIACIINTD HECKOJIBKO O606H_I€HHBIX KaTeFOpI/Iﬁ MCTOAOB 3allIUTHI OT HC,H, B 4aCTHOCTH:

J OpraHU3alIOHHBIE;
J TEXHOJIOTUYECKHUE;
o IIPaBOBBIE.

K mepBoii kaTeropuu OTHOCSATCS MEpPhl M MEPOIPHITHSA, PETIIAMEHTHPYEMbIe BHYTPEHHUMHU
MHCTPYKLMSAMHU OpraHU3alluy, SKCILTyaTHpyomeil uHpopMmanuoHnyoo cucremy. Ilpumep Ttakoi
3alIUTHI - IPUCBOCHUE TPU(POB CEKPETHOCTH TOKYMEHTaM U MaTepuallaM, XpaHAIIUMCS B OTAEIbHOM
MOMEIICHWH, W KOHTPOJIb JIOCTyIa K HHM COTPYIHHUKOB. BTOpyI0 KaTeropuio COCTaBISIOT
MEXaHU3MBI 3alUTHI, peau3yeMble Ha 0a3e MporpaMMHO-aNMapaTHBIX CPEICTB, HAIIPUMEDP CHUCTEM
UACHTUGUKAIMM U ayTeHTU(QUKAIMKM WIM OXpaHHOM curHammzanuu. [locnenHss kareropus
BKJIIOYA€T MEpbl KOHTPOJI 3a HCIOJIHEHMEM HOPMATHUBHBIX aKTOB OOIIErocy1apCTBEHHOIO
3HAYCHHUsI, MEXaHU3MBbl pa3pabOTKH M COBEPIIEHCTBOBAHUS HOPMATHUBHOM 0a3bl, peryaupyromei
BOTIPOCHI 3aIIUTH HH()OPMAITIH.

PaccmoTpuM mnoapoOHee Takue B3auMOCBA3aHHble MeToAsl 3ammTel oT HC/I, kak
UACHTUDUKALMS, ayTeHTU(QHUKAIMg M HCHOJb3yeMOe IpH MX pealu3allud KpHUnTorpaduueckoe
npeodpa3oBanue HHGOpMaIUU.

Hoenmugpuxayusi - 3TO TPHUCBOCHUE TIOJIB30BATENIAM HIACHTU(PUKATOPOB (IIOHSATHE
uACHTUUKATOpPa OyAET OIpENesIeHO HIKE) U NpOBEpKa MPEeAbSBISEMBIX HICHTU(UKATOPOB IO
CMMCKY NPUCBOEHHBIX.

Aymenmuguxayus - 3TO TPOBEpKa MPHUHAIEHKHOCTH MOJIH30BATENIO NMPEIBSIBICHHOTO UM
uaeHTupukaTopa. Yacto ayTeHTH(UKAIUIO TAaKKe HA3bIBAIOT TOIATBEPKICHHEM WIH TPOBEPKOMH
MOJUTUHHOCTH.

ITox 6e30macHOCTBIO (CTOMKOCTBIO) CUCTEMBI UCHTU(UKAIMK U ayTeHTUPHUKAIMK OyJ1eM TOHUMATh
CTEleHb OO0ECTIeYMBACMBIX €I0 TapaHTHi TOTO, YTO 3JIOYMBINUICHHHK HE CIIOCOOCH TPOUTH

ayTeHTU(UKALUIO OT UMEHU JPYTOro MOJIb30BaTENs.

Paziauuarot TpU I'pynIiibl METOAOB ayTCHTI/I(I)I/IKaL[I/II/I, OCHOBAHHBLIX Ha HAJIUYHUU Yy KaKAOTO

IIOJIB30BAaTCIIA:
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1. wHAMBUIYaTBEHOTO OOBEKTA 33JJaHHOTO THUIIA;

2. 3HaHUP HEKOTOPOH M3BECTHOM TOJIBKO €My U MPOBEPSIONIEH CTOPOHE UH (OPMALINY;

3. WHIUBHIYaTbHBIX OMOMETPHUYECKUX XaPAKTEPUCTHK.

K mepBoii rpymnme OTHOCATCS METOIbl AayTCHTU(HMKALWHU, HCIOIb3YIOIINE YIOCTOBEPEHHUS,
NPOITYCKa, MarHUTHBIE KapThl M APYTHE HOCUMBIE YCTPOHCTBA, KOTOPBIE HIMPOKO MPUMEHSIOTCS JUIs
KOHTPOJISL IOCTYIA B MMOMEILEHHS, a TAKXKE BXOISIT B COCTaB MPOTrPaMMHO-AINAPATHBIX KOMILJICKCOB
samuthl oT HCJI k cpencTBam BBIYMCIUTEIHHOM TEXHUKH.

Bo Bropyro rpymnmy BXOZAT METOIBI ayTEeHTU(HKALWH, HCIoJb3ytomue mnapoiu. Ilo
HKOHOMHUYECKUM TPHYMHAM OHHU BKJIIOYAIOTCS B KadeCTBE OA30BBIX CPE/ACTB 3AIIUTHI BO MHOTHE
NpOrpaMMHO-aNapaTHble KOMILICKCHI 3auuThl MH(GopManuu. Bce coBpeMeHHbIE omepaliioHHbIC
CHCTEMbI U MHOTHE TPUJIOKEHHSI UIMEIOT BCTPOCHHBIC MEXaHU3MBbI MapOJIbHOM 3aIUThI.

[TocnenHIO TPYMITy COCTABISAIOT METO/ABI ayTCeHTU(HKALUK, OCHOBAaHHBIC Ha TIPUMEHEHHU
o0OpynoBaHUS JUIS HW3MEPEHHS U CpPaBHEHHsS C OJTAJIOHOM 3aJaHHBIX HHAMBUAYaJIbHBIX
XapaKTEPUCTHK TII0JIb30BATEIIS: TeMOpa TroJioca, OTIEYATKOB MANbIEB, CTPYKTYPhl PpaayKHOH
000JIOYKH TJ1a3a u JIp.

Ecnu B nmpouenype ayTeHTU(HKAIUU y4acTBYIOT TOJBKO JIBE CTOPOHBI, YCTaHABIMBAIOIINE
NOJUTMHHOCTG JIPYT JApYra, Takas MNpoLeAypa Ha3bIBaeTCS HEIOCPEICTBEHHOW ayTeHTH(UKaIen
(direct password authentication). Ecnu xe B nporiecce ayTeHTH(QHKAIUKE YIaCTBYIOT HE TOJIBKO 3TH
CTOPOHBI, HO U JIPYTHE, BCIIOMOTaTeIbHBIC, TOBOPAT 00 ayTeHTU(UKAIIMU C YIaCTHEM JOBEPCHHON
croponbl (trusted third party authentication). Ilpu 3TOM TpeTbiO CTOPOHY Ha3BIBAIOT CEPBEPOM
ayreHtudukaiyu (authentication server) uiu apourpowm (arbitrator).

Hawubonee pacnpocTpaHeHHbIE METONbI ayTEHTU(UKAIIMA OCHOBAaHBI HAa TPUMEHCHHUH
MHOT'OPA30BbIX MJIM OJHOPA30BBIX Maposieil. 13-3a cBOEro MIMpOKOro pacipoCTPaHSHUS U MTPOCTOTHI
peaNM3aluy TapoJIbHBIE CXEMBl YacTo B TMEPBYI0 O4Yepeab CTAHOBATCS MHIICHBIO aTaK
370YMBIIUICHHUKOB. OTH  METOJbl  BKIIOYAIOT  CJEAYIOIIME  Pa3sHOBUIHOCTH  CIIOCOOOB
ayTeHTU(UKALUU:

1. mo XpaHMMO¥U KOIUU maposist uin ero ceéptke (plaintext-equivalent);

2. 10 HEKOTOpoMy IpoBepoyHoMy 3HadeHuto (Verifier-based);

3. 0e3 HemocpeCTBEHHOH nepenaun MH(opMaIuu o maposie MpoBepstoleii cTopone (Zero-
knowledge);

4. ¢ MCTOJB30BAHUEM MAPOJIS TS OJAyJYeHUs Kpunrorpadudyeckoro kiroda (Cryptographic).

B nepByto pa3zHOBHIHOCTH CIIOCOOOB BXOJST CHUCTEMBI ayTeHTH(UKAIMHU, TIPEIIIONIaraome
HaJMuue y O0eMX CTOPOH KOMHMU MNapojsl WM ero CBepTKU. i opraHu3aluu TaKHX CHCTEM
TpebyeTcs co31aTh U MOAICPKUBATh 0a3y JaHHBIX, COJACPIKAIIYO MAPOJId MM CBEPKH MapoJieii Bcex

nosib3oBareseil. Mx ciaboil cropoHOM SBISETCS TO, YTO MOJIYYEHHE 3JIOYMBIIIIEHHUKOM ATON 0a3bl
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JAHHBIX T03BOJISIET €MY IPOXOJUTh ayTEHTU()PUKALMIO OT UMEHHU JTI0O00Tr0 MOJIB30BaTEI.

Crioco0bI, COCTaBIISIIONINE BTOPYIO PA3HOBUIHOCTh, 00ECIIEUNBAIOT 00Jiee BBICOKYIO CTEIICHB
0€30MaCHOCTH TApPOJILHOW CHUCTEMBI, TaK KaK IMPOBEPOUYHBIC 3HAYEHUS, XOTS OHH U 3aBUCAT OT
naposiei, He MOryT ObITb HEMOCPEACTBEHHO MCIIOJIb30BaHbl  3JIOYMBIIIJICHHUKOM  JUIs
ayTeHTH(UKAIIIH.

Haxonen, ayrenTudukanus 6e3 MpeaocTaBIeHUs MPOBEPSIONICH CTOPOHE KakoW Obl TO HHU
Obut0 MH(pOpPMAIUMK O maposie o0ecreyrMBaeT HAMOONBIIYIO CTENEHb 3alIUTBl. JTOT CIOCO0
rapaHTUpyeT 0e30MacHOCTh Jake B TOM Cllydae, €clii HapylleHa paboTa IMpOBEpPAOLICH CTOPOHBI
(HammpuMep, B IPOrpaMMy PETUCTPALIMK B CUCTEME BHEJIPEH «TPOSHCKUI KOHBY).

Oco0bIM TOJX00M B TE€XHOJOTHUH MPOBEPKU MOJUTMHHOCTHU SIBIISIOTCS KpUITOrpaduveckue
MPOTOKONBI ayTeHTH(UKauuu. Takue MPOTOKOJIBl OMHCHIBAIOT TIOCIEIOBATEIBHOCTh JICHCTBHH,
KOTOPYIO JOJDKHBl COBEPILIUTH CTOPOHBI ISl B3aUMHON ayTeHTU(UKAIMH, KpOME TOro, 3TH
JeUCTBUS, KaK IMPaBMIIO, COYETAIOTCS C TEeHepalued W paclpeleleHueM KpHUITOrpaguyeckux
KITII04er sl Qg poBaHus mociieayromero napopMamonHoro ooMena. KoppekTHOCTh MPOTOKOIOB
ayTeHTU(UKAMU BBITEKACT U3 CBOWCTB 3aJCHICTBOBAHHBIX B HHUX MAaTE€MAaTUYECKHX H
KpUnTorpaguueckux npeoOpa3oBaHuil U MOXKET ObITh CTPOro JI0Ka3aHa.

OObIuHBIE NAPOJIbHBIE CUCTEMBI MPOLIE U JCIIeBiIe Ul peaau3aliy, HO MeHee 0e30MacHBlI,
YeM CHCTEMBI C KpunTorpaguueckumu npotokonamu. [lociaennne obecnieunBaroT 0ojiee HaICKHYIO
3alIUTY W JOTIOJHUTENBHO PEHIAloT 33a7ady pacrpeaeneHus Kiodeil. OQHaKo HCIoNb3yeMble B HUX
TEXHOJIOTUU MOTYT ObITh 0OBEKTOM 3aKOHOJATEIbHBIX OTPAHUYEHUH.

Jns Gonee JeTalbHOrO PACCMOTPEHHUS MPUHIUIOB IOCTPOEHHS MAPOJIbHBIX CHUCTEM
copMyIHupyeM HECKOJIBKO OCHOBHBIX OIIPEIEICHUH.

WnentudukaTtop mOIB30BATENS - HEKOTOPOE YHUKAIBHOE KOJMYECTBO WH(OPMAINH,
MO3BOJISIIONIEE pa3IuyaTh MHAMBHUIYalIbHBIX I0JIb30BaTeNe MapoibHON CHUCTEMBI (IIPOBOJIUTH MX
uaeHTuGUKaKi0). YacTo MACHTU(UKATOP TAaKKe HA3bIBAIOT MMEHEM IOJIb30BaTeNs MM MMEHEM
YUETHOH 3aIHCH TI0JIH30BATEIIS.

[Tapois mosb30BaTENs - HEKOTOPOE CEKPETHOE KOIMYECTBO HH(POPMAIINHU, U3BECTHOE TOJBKO
MOJIb30BATENI0 M MAapOJIbHOM cHUCTeMe, KOTOpPOe MOXKET ObITh 3allOMHEHO IOJb30BaTeleM U
NPEIbSBICHO IS MPOXOXKJIEHHS Mpouenypsl ayreHTH(uKanuu. OAHOpPA30BBIA Mapojib Jaer
BO3MOXXHOCTh TIOJIb30BATENI0 OJHOKPATHO NPONTH ayTeHTHU(UKaluoo. MHOropa3oBblii mHapolib
MOJKET OBITh MCIIOJIL30BaH IS TPOBEPKH MOUTMHHOCTH ITOBTOPHO.

VYdeTHast 3aKch MOIb30BATEINSA-COBOKYITHOCTD €r0 MICHTU(UKATOpA U €ro MapoJis.

baza naHHBIX MoOJIb30BaTeNe MAapOJIBHOM CHCTEMBI COJIEPXKUT YYETHBIE 3allliCH BCEX
MT0JIb30BATEEH JAHHOW MapOJIbHON CUCTEMBI.

[lon maponbHOW cuctemMoi OyleM MOHHMMAaTh MPOrpaMMHO-AINIAPATHBI KOMILIEKC,

33



34
peanu3yronmi  CUCTeMbl HIeHTU(HUKAMKU W ayreHTH(uKanuu mosb3oBaTesneir AC Ha OCHOBE
OJTHOPA30BBIX WJIM MHOTOPA30BBIX Maposiei. Kak mpaBumo, Takol KOMIUIEKC (QYHKIIMOHUPYET
COBMECTHO C TMOACHCTEMaMHU pa3rpaHUYCHHsS JOCTYNa W PETUCTpallid COOBITHI. B OTAENbHBIX
cllydail  Mapojib-CHUCTEMa MOJKET BBIINONHATH PAJ JONOJHUTENIBHBIX (YHKIUH, B YaCTHOCTHU
TeHepaluIo U pacipeieleHle KPaTKOBPEMEHHBIX (CEaHCOBBIX) KPUNTOrPahUUECKUX KITFOUEH.

OCHOBHBIMU KOMITOHEHTaMU MAPOJIbHON CUCTEMBI SIBJISIIOTCSL:

1. uaTepdeiic monp3oBares;

2. uHTep(deiic aIMUHICTPATOPA;

3.MOAYNb CONPSKEHUS C IPYTUMU MOJCUCTEMaMU O€30MacHOCTH;

4. 6a3a JaHHBIX YUETHBIX 3aIMCEH.

Hwuxe nepeunciiensl TUIBI yTpo3 6€30MaCHOCTH MApOJIbHBIX CUCTEM.

1. Pasrnamienue napamMeTpoB YUETHOI 3aIUCH Yepes:

e 110100p B MHTEPAKTUBHOM PEKUME;

® 0/ICMAaTPUBAHMUE;

® [IpeAHAMEPEHHYIO Nepeavy MapoJs ero BIaJCNIbLEM APYroMy JHILY;

e 3axBar 0a3bl JaHHBIX NAPOJILHON CHCTEMBI (€CIIH Mapoiu He XpaHsTcs B 0a3e B OTKPBHITOM
BHJIE, JUISI X BOCCTAHOBJICHUS MOXKET MOTPSCATHLCS MOA00D WU AP POBAHUE);

e [iepexBar MepelaHHoM 1Mo ceTu nHGOpMaIluU O Mapoie;

L4 XPAHCHUC MMApOJId B JOCTYITHOM MECTC.

2. BwmemarenscTBO B (DYHKIIMOHUPOBAHHE KOMIIOHEHTOB MAPOJILHOW CUCTEMBI Yepes:
e BHEJPECHME NPOrPAMMHBIX 3aKJIAJI0K;
e oOHapy)KeHHEe U UCIIOJIb30BaHUE OINOOK, JOMYIIEHHBIX Ha CTa U pa3pabOTKH;
®  BBIBEACHHUE U3 CTPOS MAPOJILHOU CUCTEMBI.
HekoTtopsle U3 nepedncieHHbIX TUIIOB YIPO3 CBA3AaHBI C HAIMYMEM TaK HA3bIBAEMOT'0 YEJIOBEUECKOIO

(hakTOpa, MPOSBIISIONIETOCS B TOM, YTO TOJIb30BATEIb MOYKET:

e  BBIOpATh NapOJIb, KOTOPHIH JIETKO 3aIIOMHUTH U TAK)Ke JIETKO M0J00paTh;

e 3amucarh MapoJib, KOTOPBHIM CIIO)KHO 3allOMHUTh, M IOJIO)KUTH 3alMCh B JOCTYIIHOM
MECTE;

®  BBECTH MAapOJIb TAK, YTO €0 CMOTYT YBUAETh IOCTOPOHHUE;

e riepenaTh Mapojib JPYroMy JUIy HAMEPEHHO MJIH MO/ BIMSHUEM 320y ICHHS.

Jlanee paccMOTpUM Kpumnrtorpapuieckie METOJIbl 3alUThl, KOTOPbIE B HACTOSIIEE BpEMs
SBIIAIOTCS 0a30BBIMM JUIsl OOecreyeHUs] HaJleKHOW ayTeHTU(UKALUKU CTOPOH HH(OPMALMOHHOTO

O6MeHa, 3alllUThI I/IH(bOpMaI_II/II/I B TpaHCHOPTHOﬁ MNOACHCTEMEC AC, TOATBCPIKACHUA LCIIOCTHOCTH
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00bexToB AC # T.1.

K cpencrBam kpunrorpaduyeckoit 3amutel nHGopmaruu (CK3M) oTHOCSTCS anmapaTHbIE,
IporpaMMHO-alapaTHBIE W MPOrpaMMHBIE  CpPEACTBA, peaJu3ylollue Kpunrorpaduyeckue
aJITOPUTMBI TPe0Opa3oBaHus HH(POPMALUH C LIEIIBIO:

e  3amuUTHI HHPOPMALIUU NpU ee 00padoTKe, XpaHEHUH U Tepeiade Mo TPAHCIOPTHOM cperie
AC;

e o0ecreyeHus: JIOCTOBEPHOCTM M LEJIOCTHOCTH HUHpopMauuu (B TOM YHCIE C
UCIOJIb30BAaHUEM AITOPUTMOB LU(POBOM moanucu) mnpu ee oOpaboTKe, XpaHEHUHM U Iepejrade 1o
TpancnoptHoi cpene AC;

e BbIPaOOTKM HMH(OPMAILUK, HCIOJIB3YeMOH I MIACHTU(UKAIUU U ayTeHTH(UKaALUU
CyOBEKTOB, [10JIb30BaTENEH U YCTPOICTB:

e  BbIPaOOTKM MH(OPMALIUHU, UCIIOIB3YEMOH JUIsl 3alUThl AyTeHTU(ULUPYIOLUX JIEMEHTOB
3amuiieHHoil AC npu ux BbIpabOTKe, XpaHEHUHU, 00paboTKe U meperaye.

OTMETUM HECKOJIBKO CYIIECTBEHHBIX 0COOEHHOCTEH KpunTorpaguueckoro npeodpa3oBaHus:

e B CK3M peanmu3oBaH HEKOTOPBIH @JIrOpuT™M MpeoOpa3oBaHUsl  HHPOpPMALUU
(mdpoBaHue, IEKTPOHHAS LIUPPOBAst MOANUCH, KOHTPOJIb LIETOCTHOCTH U JIp.);

® BXOJHBIE W  BBIXOJHBIE apryMEHTHl  KpunTorpaduyeckoro  mpeoOpa3oBaHUs
npucyTcTBYIOT B AC B HEKOTOpO# MatepuanbHoit popme (06bekTs AC);

e CK3U pns pabGoThl HCHONAB3YET HEKOTOPYH KOHPHUACHIMAIbHYIO HWH(MOpMAIUIO
(krounm);

® aNropuTM Kpunrorpadudyeckoro mnpeoOpa3oBaHUS peaNTH30BaH B BHUAE HEKOTOPOTO
MaTepHaibHOTO O00BEKTa, B3aMMOJCHCTBYIOIIEIO C OKpyXammeil cpenoil (B ToM ducie ¢
cyOBeKTaMu 1 o0bekTamu 3amuineHHoi AC).

B pesynbrare posns CK3U B 3amumniennoit AC - npeoOpa3zoBaHue 0ObEKTOB.

CylecTBEeHHO BaKHBIMH SIBJIIFOTCS CIIEAYIOIME MOMEHTBI:

1. CK3U obmenuBaetrcst uHpopMalyeld ¢ BHELIHEW Cpelod, a MMEHHO: B HErO BBOJSATCS
KITIOYH, OTKPBITHINA TEKCT pU MHA(POBAHUM,

2. CK3MU B cnyvae ammapaTHOW peai3alii UCIIOIB3YeT DIIEMEHTHYIO 0a3y OrpaHWYeHHON
HA/IXKHOCTH (T.€. B eTalsiX, coctapistonx CK3M, BO3MOXKHBI HEUCIIPABHOCTH WJIM OTKa3bl);

3. CK3MU B cnyyae nporpaMMHON peaan3aliiy BBIIOIHIETCS Ha MPOIleccope OrpaHuvYeHHON
HA/IeKHOCTH M B NPOrPAaMMHOI cpefie, cojaepikalleld MOCTOPOHHHE MPOrpaMMbl, KOTOPbIE MOTYT
TIOBITUSITh HA Pa3IMUHBIC 3TAIbl €r0 PadoTHI,

4. CK3U xpanutcs Ha MaTepHalbHOM HOCHTEJE (B cliydyae NMpOrpaMMHON peanus3aiuu) u
MOKET OBITh MPU XPAHEHUH MTPETHAMEPEHHO UJIH CITy4aifHO UCKAXKEHO;

5. CK3M B3auMOAEHCTBYeT C BHEIIHEH cpenoil KOCBEHHBIM 00pa3oMm (IUTaeTcs OT
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ANEKTPOCETH, U3TyYaeT FIEKTPOMarHUTHbIE MOJIS U T.11.);

6. CK3M wusroraBiaMBaeT WINW/M UCIOJNb3YET YEJIOBEK, MOTYIIMHA JOMYCTUTh OUIMOKU
(mpegHaMepeHHbBIC WIH CIyJaiHbIe) MPU pa3pad0TKe U IKCIUTyaTaIlHH.

Pa3pabotunk mnpegHamMepeHHO WJIM HENpeAHAMEPEHHO MOXKET BHECTH B IPOTrpamMmy
HEKOTOphIE CBOMCTBA (HampuMep, BO3MOXKHOCTh MEPEKIIOYCHHs] B OTIAJA0YHBIA PEKUM C BBIBOJAOM
4acTH MH(POPMALWU Ha SKpaH WM BHEIIHE HOCUTENH). DKCILTyaTHPYIOIIUN MpOrpaMMy 3alluThl
YEJIOBEK MOXKET PEeIIUTh, YTO MporpaMma yisi Hero "HeynoOHa" M HCMOJIb30BaTh €€ HENPaBHIIBHO
(BBOAUTH KOPOTKHE KIIOYM JIMOO TMOBTOPATH OAMH M TOT XK€ KU A MUGPOBaHUSA Pa3HBIX
coobuenuit). To ke 3aMevyaHre OTHOCUTCS U K allapaTHbIM CPEACTBaM 3aIIUThI.

B cBs3M C 3TUM OMHMO BCTPOEGHHOTO KOHTPOJISI HAJ TIOJb30BaTelieM HEOOX0IUMO
OTCJICKUBATh IPABUIBHOCTh pa3pabOTKW U HCIIOJIb30BAHUS CPEACTB 3alIUThl C IPUMEHEHUEM

OpraHU3alMOHHBIX MCP.

[IpaBuabHOCTh (YHKIMOHMpPOBAaHUS TeXHUYecKUX cpeactB AC, B pamkax KOTOPBIX
peaninzoBano CK3U, ompenensieTcs Kak COOTBETCTBHUE BBINOJIHEHMSI 3JEMEHTAPHBIX MHCTPYKLMN
(xomMaHI) omHMCAaHHOMY B JOKyMeHTanuu. PeMoHT u cepBucHoe obOciyxkuBanue CK3U Ttakxke He
JOJKHO MIPUBOAUTSE K yXyameHuto cBoiictB CK3U B uactu napameTpoB HaJEKHOCTH.

PaccmoTpuMm TpebGoBaHus K cpeaaM pa3paOOTKM, M3rOTOBJIEHUS U (DYHKIMOHHPOBAHUS
CK3U. AmnnapatHble CpeAcTBa, Ha KOTOPBIX PEATU3YIOTCS MPOrpaMMHBbIE WM IPOrpPaMMHO-
annapatHele CK3U, u nmporpaMmMmHo-anmnapaTHasi cpefa (mporpaMMHO-allllapaTHOE OKPY)KEHHE), B
KOTOpOHM pa3pabaTbIBatOTCs, M3rOoTaBIuBaroTCs M aKciutyatupytorcs CK3UM, He NOmKHBI MMETh
SIBHBIX M CKPBITHIX ()YHKIIMOHAIBHBIX BO3MOXKHOCTEH, MTO3BOJISIOIIUX:

e MOAM(UUIMPOBATH WM U3MEHATH anroput™ pabotsl CK3U B mporecce ux pazpaboTku,
M3TOTOBJIEHMSI U OKCILTyaTaluy;

e MOAM(UUIMPOBATH WJIM M3MEHATh WH(GOPMAIMOHHBIE WM YIPABIAIONME IMOTOKH U
MIPOLIECCHI, CBsA3aHHbIE ¢ PpyHKIMOHUpoBaHueM CK3U:

® OCYIIECTBIATH JOCTyN (YTeHHE W MOAU(DHUKAIUIO) TOCTOPOHHHX Jull (0o
YOPaBIsS€MbIX MMM IPOLIECCOB) K KIOYaM M HJIEHTU(PUKALMOHHON, U ayTeHTU(UKAIIMOHHOU
uH(popMaLnu;

® [0JIyyaTh JOCTYI K KoH(puaeHanbHoi nadopmanuu CK3U.

CocTaB ¥ Ha3Ha4YeHHE MPOTPAMMHO-AIMAPATHBIX CPEACTB JIOJKHBI ObITh (DMKCHUPOBAHBI U
HEU3MEHHbl B TEUYEHHE BCETO BPEMEHH, ONPEIAECIECHHOTO B 3aKIIOYEHHMM O BO3MOYKHOCTU
HCIIOJIb30BaHUS.

Bo3moxHBI Ba MoAxola K IMpoIeccy Kpunrorpa@uueckod 3amuThl (B OCHOBHOM K
mudpoBanuio) o0bekToB AC: IpeIBapUTENbHOE U AMHAMHUYECKOE («IIPO3pPaduHOe»).

[IpenBaputensHoe mH@poBaHUE COCTOUT B 3amudpoBaHuu Qaiiia HEKOH HporpamMMoit
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(cyOBekTOM), a 3aTeM paciudpoBaHUU TEM K€ WM UHBIM CYOBEKTOM (71 pacuiu@poBaHUsS MOKET
ObITh NpPUMEHEHa Ta K€ WM Jpyras (CHenuaibHO A pacmmdpoBaHus) nporpamma). [lamee
pacmMpOBaHHBI ~ MAacCUB  HEMOCPEJACTBEHHO  HCIIOJNB3YeTCSd  NMPHUKIATHOW  IPOTpaMMOi
noJsib3oBareis. JlaHHbINA OIX0/] UMEET Psii HEAOCTATKOB, XOTSI U MPUMEHSIETCS JOCTaTOYHO HIUPOKO.

[IpuHIMNMATBHBIE HEAOCTATKU METOIA MPEABAPUTEIHHOTO IIU(PPOBAHUS:

e HEOOXOAUMOCTH JOIMOJHUTEIBHOIO pecypca st paboThl ¢ 3alIM(ppPOBaHHBIM O00BEKTOM
(IMCKOBOTO MPOCTPAHCTBA - B ciIy4yae pacimmm@poBanus B (aii ¢ ApyruM UMEHEM, U BPEMEHH );

e T[IOTEHIMAJbHAs BO3MOXHOCTh JOCTya CO CTOPOHBI aKTUBHBIX cyOBekToB AC K
pacudpoBaHHOMY (aiiliry (BO BpeMs €ro CyIIeCTBOBAHHUSA);

e HEoOXOOUMOCTh 3aJaud TapaHTUPOBAHHOTO YHUYTOXEHUS pacmm@poBaHHOro (haiina
II0CJIE €0 UCIIOJIb30BaHMSL.

CymHocts  auHaMudeckoro mmdpoBanuss 00beKTOB AC COCTOMT B CIEIYIOLICM.
[Ipoucxoaut 3ammudpoBanue Bcero (aiina (aHATOTUYHO NPEABAPUTEIHLHOMY HIHU(POBAHUIO).
3areM C MCHOJIb30BAaHUEM CHEIMAIBHBIX MEXaHU3MOB O0OECIEeUNBAIOIINX MOIU(DUKALNIO (PYHKIIHMA
1O AC, BeIONHSIONIET0 O0pamieHus K 00beKTaM, BeleTcs: paboTa ¢ 3amuppOBaHHBEIM 00BEKTOM.
[Tpu »TOM pacmmppoBaHUIO TOABEPraeTCs TOJBKO Ta YacTh OOBEKTA, KOTOPas B TEKYIIMH MOMEHT
BPEMEHH UCMOJb3yeTCcd NpUKIaTHOW mnporpamMmoi. [Ipu 3amucu co CTOPOHBI MPHUKIAIHOM
MPOrpaMMBbl MPOUCXOAUT 3alIH(PPOBaHUE 3aMUCHIBAEMOI YaCTH O0BEKTA.

JlaHHBIN OAXOJ IMO3BOJIIET MAKCHUMAaJIbHO IKOHOMUYHO HCIIOJIb30BATh BBIYMCIUTEIIBHbBIE
pecypcsl AC, TOCKOJIBKY paciin(poBbIBAETCS TOJIBKO Ta YaCTh 00BEKTA, KOTOpasi HETIOCPEICTBEHHO
HY)KHa TNpUKIagHOW mnporpamme. Kpome TOoro, Ha BHELIHMX HOCHUTENAX HH(pOpMalus Bceriaa
XpaHUTCS B 3alIM(POBAHHOM BHJIE, YTO MCKIIOYMTEIBHO LIEHHO C TOYKU 3pPEHHs HEBO3MOXKHOCTh
noctyna K Hed. J[MHaMuyeckoe HIM(pPOBaHUE II€IeCO00pa3HO, TaKUM 00pa3oM, MPUMEHSATH IS

3aIUTHI PA3ACISIEMBIX yIaJCHHBIX WU pacnpeneneHHbx 00bekToB AC.

2.2. HOCTpOGHI/IC CHUCTCMBI 3allTUTHI OT YI'PO3bl HAPYIICHUA LEJIOCTHOCTH

Ha srane skcrutyaranmu AC 1eiaocTHOCTh MH(pOpMalMKM B cCHCTEME 00ecrednBaeTcs
IyTEM:
1. nyOGnaumpoBanus uHGOpPMaLUY;
2. KoOHTpouis HesoctHocTH nHpopMmarn B AC;
3. 0co0oit permamMeHTaIK MPOIECCOB TEXHUYECKOTO 00CTyKUBaHMS;
4. BBINOJHEHUS KOMILJIEKCA aHTUBUPYCHBIX MEPOIIPUATHH.
OmauM W3 BaXHBIX YCIOBUH oOecmedeHus menocTHoct uHpopmamuu B AC sBiseTcs ee

nyonmupoBanue. Ctparerus JayOaUpOBaHHUS BBIOMpPAETCS C YYETOM BaXKHOCTH WH(MOpMAIUH,
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TPYAOCMKOCTH BOCCTAHOBJICHUA TaHHBIX.

[IpocTedimuM METOAOM KOHTPOJIS LIETOCTHOCTH SIBIISIETCS METOJ KOHTPOJIBHBIX CYMM.
JIJis KCKIJTFOUEHUs BO3MOYKHOCTH BHECCHUSI M3MEHEHUI B KOHTPOJIUPYEMBbIN (haiiyl ¢ mocieayronen
KOPpEKIHeH KOHTPOJbHONH CyMMBbl HEOOXOAMMO XPAHUTh KOHTPOJIbHYIO CYMMY B 3aIlM()pOBaHHOM
BUJIE WIN MCIIOJb30BaTh CEKPETHBIN aIrOPUTM BBIYMCICHMsI KOHTPOJIbHOH cyMMbl. OnHako Oonee
IPUEMJIEMBIM METOJIOM KOHTPOJISI LEJIOCTHOCTH HWH(POPMALMHU SBISETCA HCIOJIb30BaHUE XdIII-
(GbyHKIMHK, 3HaYCHHE KOTOPOH HEBO3MOXKHO TOAJENaTh 0e3 3HAaHUS KIoYa, T.€. MCIOJIb30BaHHE
KpUNTOTrpapUUECKUX IPUEMOB.

JUid 3amuThl OT KOMIIBIOTEPHBIX BHUPYCOB CJIEAYET PYKOBOJCTBOBATHCS IPaBUIIAMH,
U3JI0’)KEHHBIMU B IIEPBOM pas3/elie.

B cuiny Toro, 4ro cpencTBa KOHTPOJS IEIOCTHOCTH MPOrpaMM U (hailloB JaHHBIX,
xpanuMbiX B AC, H0IKHBI o0ecrieuuBaTh 3alIUTy OT HECAaHKLMOHWPOBAHHOI'O HM3MEHEHUs, TO
1udpoBas (3MEKTPOHHAS) MOIMUCH SABJSETCA OJAHUM U3 YaCTO MCIIOJIb3YEMbIX JJIs PELICHUs TaHHON
3aJ1a4l MEXaHU3MOB.

B KxoHI1e 00BIYHOrO MKMCbMA WM JOKYMEHTA UCIIOJHUTENb WM OTBETCTBEHHOE JIMII0 OOBIYHO
CTaBUT cBOo nojnuck. [lonoGHoe AelicTBUE MpecienyeT cieayroume 1neinu. Bo-nepBbix, nonyyareinsb
UMEET BO3MOYKHOCTh YOEIUTHCS B UCTUHHOCTH NMHMCbMA, CIMYUB MOJIUCH C MMEIOIIMMCS y HEro
o0pasnoM. Bo-BTOpBIX, TUYHAS TOANHUCH SIBJISCTCS IOPUANYECKHM T'apaHTOM aBTOPCTBA JOKYMEHTA.
[Tocneguuii acmekT OCOOEHHO Ba)kKeH MpPU 3aKIIOYEHWHM Ppa3HOro pojJa TOPIroOBBIX CJHIEJOK,
COCTaBJIEHUH JJOBEPEHHOCTEH, 0053aTeNbCTB U T.1.

Ecnu nmoanenars moAmnMchk 4yeaoBeka Ha Oymare BecbMa HENpOCTO, @ YCTAaHOBUThH aBTOPCTBO
MOJNUCU COBPEMEHHBIMH KPUMUHAINCTUYECKUMH METOJIaMH - TEXHUUYECKas JIeTallb, TO ¢ LIUPPOBOi
MOANUCHI0 Jieno oOctoutr uHave. [lomnenars nenouky OWTOB, MPOCTO €€ CKONMMPOBAB, WIIU
HE3aMETHO BHECTH HeJeralibHble UCIIPaBJIEHUE B JOKYMEHT CMOXET JII000M MOJIb30BaTeb.

B camoii o61eit Mozienu ayTeHTU(UKAUN COOOIIEHUH MPeICTaBIEHO MATh YYaCTHUKOB. JTO
oTIpaBuTeNb A, nony4arens B, 3moymeinuiennuk C, 1oBepeHHas cTopoHa [l 1 He3aBUCUMBIN apOUTp
E. 3agaua ornpaButens A 3axirodaercs B GOpMUpOBaHUM U oTHpaBke cooOuienus T nomydarento B.
3amaua momyuyatens B 3akmiowaercss B mosydueHMHM cooOmieHus T W B yCTaHOBJGHHUH €r0
MOJJMHHOCTU. 3ajada JIOBEPEHHOM CTOpoHbI J| sBisE€TCs JOKYMEHTHPOBAHHAs pPACCHUIKA
HEOOXOaUMOM ciykeOHOW wuH(opManuu aOOHEHTaM BBIYMCIUTEILHON CETH, YTOOBI B Cllydae
BO3HUKHOBEHHUS cIopa MeXAy A U B OTHOCHUTENbHO MOAJMHHOCTU COOOIIEHHUS TpPEeACTaBUTH
HEoOXO/AMMBIE JIOKYMEHTHl B apOuTpak. 3ajavya He3aBucuMoro apbutpa E 3akmiouaercss B
paspelieHnu crnopa Mexxay aboHeHTaMu A ¥ B OTHOCHTENIBHO MOATUHHOCTH coobmienus T.

[lepeuncnum BO3MOXHBIE CHOCOOBI OOMaHa (HapyIIEHHUs IMOJAJUHHOCTU COOOIIEHUsS) NpHU

YCIIOBUH, UTO MEXAY ydyacTHHUKaMu Mojenu A, B, C oTcyTcTByeT Koomneparusi.

38



39

Cnoco6 A: otnipaBUTENb A 3asBIIAET, YTO OH HE MOckuIan coodmeHue T momydarento B, xors
B JICICTBUTENLHOCTH €0 TOChlUIalN (ITOJAMEHa OTIIPABICHHOTO COOOIIEHUS WIIH OTKa3 OT aBTOPCTBA).

Cnoco6 BI: nonyuyatens B u3MeHseT moiydeHHOe OT otmpaButTens A coobmienwe T u
3asIBJISET, YTO JAaHHOE U3MEHEHHOE COOOIIEHUE OH MOMYyUYMI OT OTIpaBUTeNs A (MOAMEHA MPUHATOTO
COOOIIICHMS).

Cnoco6 B2: nonydarens B caMm (GOpMHUPYET COOOIICHHWE M 3asBJISECT, YTO TMOJIYYHII €ro OT
OTIpaBuTENd A (MMUTALKS IPUHITOIO COOOILIEHNU).

Cnoco6 Cl: 3noymbiieHHUK C MCKaKkaeT cOOOIIeHne, KOTOPOE OTIPABHUTENb A mepeaaet
nonydatento B (moaMena nepenaBaeMoro cooOmeHus ).

Cnoco6 C2: 3noympiiieHHUK C GopMUpYeT U MOChUIaeT moiydarento B coobmenue T ot
MMEHU OTIpaBUTEN A (MMUTALUs IEPEIABAEMOr0 COOOIICHHUS).

Cnoco6 (C3: 3noymbiiieHHUK C TOBTOpsieT paHee NepeJaHHOe COOOIleHue, KOTOpoe
otnpasuTens [l moceuian nonydatento B (moBTop panee nepeqaHHOTO COOOIICHHUS ).

Tepmun "mmudpoBas MOAMUCE" HUCIOIB3YETCS I METOJIOB, IMO3BOJISIONINX yCTaHABIUBATH
MOJUTMHHOCTh aBTOPa COOOLICHHWS MpH BO3HUKHOBEHHWH 32 OTHOCHUTEIIBHO aBTOPCTBA OSTOTO
coobmenusi. Kak Obuio yxe cka3aHo nu@poBas MOANUCH MPUMEHSETCS B HH(POPMAIMOHHBIX
CHUCTEMax, B KOTOPBIX OTCYTCTBYET B3aHMMHOE JOBEpUE CTOPOH ((hMHAHCOBBIE CUCTEMBI, CUCTEMBI
KOHTPOJIS 32 COOJIIOJIEHUEM MEKYHAPOIHBIX JJOIOBOPOB U JIp.).
3ammTa OT yrpo3bl HapyIIEHHs IEIOCTHOCTH WH(GOpMAIMM HAa YPOBHE COJCpXKaHUS B OOBIYHOU
MpPaKTUKE paccMaTpuBaeTcs Kak 3amuTta oT aesuHdopmanuu. IlycTe y 370yMBINUIEHHHKA HET
BO3MOXXHOCTH BO3JICHCTBOBaTh Ha OTAeNbHbIe KOMIOHEHTH AC, Haxopsmuecs B IMpeaenax
KOHTPOJMPYEMOI 30HBI, HO €CIIM MCTOYHHMKH TOCTYMAOIIEH B Hee MHPOPMAIMU HAXOMSATCS BOBHE

CUCTEMBI, BCET/Ia OCTACTCSI BO3MOKHOCTH B3STh MX O/ KOHTPOJIb MPOTUBOOOPCTBYIOIIEH CTOPOHOM.

Jnst ycnemrHocT! 00phObI ¢ BEPOSATHOM 1e3uH(popMalvent clieayer:
* pa3nu4ath (aKThl U MHEHUS;
* IPUMEHSATH 1yOIUpYIOLINe KaHalIbl HHPOpMaIHH;

® UCKJIIOYAaTh BCC JIMIIHUEC MMPOMEKYTOUHBIC 3BCHbBA U T. II.

2.3. TlocTpoeHue cucTeMBbI 3alIUTHI OT YTPO3bl 0TKa3a JI0CTyIa K MHPOpMaLuu

ITockonbky omHOM u3 OCHOBHBIX 3amau AC sBIsSeTCS CBOEBpEMEHHOE oOOecreyeHue
MoJIb30BaTese cHcTeMbl HEOOXOAMMOM MH(OpMaiueil (CBelNeHUS MM, JAHHBIMH, YIPaBISIOMIUMU
BO3JICHCTBUSIMU U T.I.), TO yrpo3a OTKa3a JocTyna K nHdopmanuu npuMeHuTenbHO kK AC MOXeT
eIlle pacCCMaTPHUBATHCS KaK yrpo3a 0TKa3za B 00CIyKUBAaHUM WIX yrpo3a 0TKa3a (yHKIMOHUPOBAHUSL.

Ha »srtame OKCILTyaTalluu AC AOCTYIIHOCTD I/IH(I)OpMaI_II/II/I B cHCTeMe oOecreunBaeTcs
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yTeM:

1 NOBBILIEHUS O0TKa3oycToiunBocTy AC;

2. IPOTUBOAEHUCTBUSA NIEPETPY3KaM U «3aBUCAHUS » CUCTEMBIL;

3 UCIIOJIb30BaHUE CTPOT'O OIPEEICHHOIO MHOKECTBA MIPOrpamm;

4. 0c000i#1 permamMeHTaluK IMPOLECCOB TEXHUYECKOIo OOCIY)KMBAaHUS U IPOBEICHUS
0pabOTOK.

JlocTymHOCTh MHGPOpPMAIIUU TOJACPKUBACTCS IYTEM  PE3CPBUPOBAHMS AIMIAPATHBIX CPEACTB,
OJIOKMPOBOK OIIMOOYHBIX JICWCTBHM JIIOJICH, WCIOJb30BaHUE HAJNEKHBIX dyeMeHToB AC u
OTKa30yCTOMYMBBIX CHUCTEM. YCTPaHSAIOTCS TaK JKe IpPEeIHAMEPECHHBIC YIPO3bl Iepe3arpy3Ku
3JIEMEHTOB CHUCTEMBI. [[Jii 93TOro HCHOJB3YIOTCS MEXAHU3Mbl HW3MEPEHUS] HMHTEHCHUBHOCTH
MOCTYIJICHUS 3asBOK Ha BBIMOJHEHHUE M MEXAHWU3Mbl OTPAHMYCHMS] TaKMX 3asBOK. JlokHA OBITH
MPEeyCMOTPEHAa BO3MOXKHOCTH OIPEAETCHHUS MPHUYMH PE3KOro IMOTOKAa 3asiBOK Ha BBINOJTHEHHE

MIpOrpaMM WM Tiepenady nHhopMaluu.

B cinoxHBIX cucTeMax NPAaKTHUYECKU HE BO3MOXKHO M30€XaTh CUTyalUi, IPUBOIAIINX K
«3aBUCAHMAM» CHCTEM MM UX (pparMeHTOB. B pesynbrare c60€B ammapaTHbBIX WM MPOIPAMMHBIX
CPEACTB, AJTOPUTMHUYECKUX OLIMOOK, JOMYLIEHHbIX Ha 3Tane pa3paboTKH, OUIMOOK ONepaTopoB B
cUCTEeME TMPOUCXOAAT 3aUMKIMBAHUA HPOTpaMM, HENPEelyCMOTPEHHbIE OCTAHOBKM M JIpyrue
CUTYallMH, BBIXOJ M3 KOTOPHIX BO3MOXKEH JIMILb IIyTEM IPEPBIBAHUS BBIYMCIUTENIBHOIO Mpoliecca U
MOCJIEAYIOIIET0 €ro BOCCTAHOBJICHUS. Ha »orane »skcrmyaTanuu BeJeTcsl CTaTHCTUKA MU
OCYILIECTBISICTCS aHalIM3 TaKUX CHUTyalud. «3aBHCAaHUS» CBOEBPEMEHHO OOHapYXHMBAIOTCH,
BBIUUCIIUTENbHBINA MPOLIECC BOCCTAHABIMBAETCS.

B 3zammmenHoii AC AOKHO HCIOJIB30BAThCA TOJNBKO pPAa3pelIeHHOE MpPOrpaMMHOE
oOecnieuenne. KoHTponb cocTaBa ImpoOrpaMMHOrO OO€CHEYEHHs OCYLIECTBIISIETCS MPHU IIAHOBBIX
MIPOBEPKAX KOMUCCHSIMHM U JOJDKHOCTHBIMH JIMIIAMH, JIEKYPHBIM ONEPATOPOM IO ONpeAEICHHOMY
IUTaHy, HEU3BECTHOMY I10JIb30BATEIISIM.

[Tpr mpuOBITHN CHIENUATMCTOB W3 JIPYTMX OpPraHW3aIUi, HAIpUMEp, IJs MPOBEICHUS
n0paboTOK, KpoMe OOBIYHOM MPOBEPKH JIMII, JOMYCKAEMBIX Ha OOBEKT, JOJKHBI MPOBEPSTHCS Ha
OTCYTCTBHE 3aKJIaJI0K IPUOOPHI, YCTPONUCTBA, KOTOPBIE JOCTABJIEHBI JJIs1 BBIITOJIHEHHS paloT.

Takum oO6pa3zom, HaseKHOCTh QyHKIIMOHUpOoBaHUS AC MOKET OBITh CBEJICHA K HAJEKHOCTU
(GYHKIIMOHUPOBAHMS BXOJAIIET0 B €€ COCTaB MporpamMmHoro obecnedenus. W cymiecTByroT aBa
OCHOBHBIX mojaxofa k obecredenuto 3amutel [10 AC or yrpo3sl oTkaza (yHKIMOHMPOBAHHS -
npenotBpamieane HeucnpasHocteit (fault avoidance) u otkaszoycroiumBocth (fault tolerance).
OTKa30yCTOHYMBOCTD MpelycMaTpUBAET, 4To ocTaBimecs omuoku [10 oOHapyXuBalOTCs BO Bpemst
BBITNIOJTHEHUST Tporpammbl. lIpeoTBpallieHre HEUCHpPAaBHOCTEM CBS3aHO C aHAIU30M MPUPOJBI

o1MO0K, BOBHUKAIOMIMX Ha pa3HbIX (azax coznanus [10, u mpuunH MX BOZHUKHOBEHUS.
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PaccmarpuBas 3anuty AC onpenenuM emie JBa YpOBHS: YPOBEHb MPEACTABICHUS U YPOBEHb
cojiepKaHusl THPOPMALIUH.

Ha ypoBHe npeacraBneHust HH(GpOpMaIUK 3aIIUTy OT YIpo3bl 0TKa3a AOCTyNa K WH(GOpMaIUu
(3amMTy CEMaHTUYECKOTO aHallM3a) MOKHO PacCMaTpHUBaTh KakK MPOTHUBOACHCTBHE COMOCTABICHHUIO
MCIOJIb3YEMbIM CUHTAKCHUECKUM KOHCTPYKIIHM (CJI0OBaM HEKOTOporo andaBuTa, CHMBOJIAM H T. 11.)
OMPEICTICHHOTO CMBICTIOBOTO cojepxkanus. [lpumenutensno k AC 3agada 3allUTBl OT YTPO3BI
JOCTYITHOCTH MH(pOPMALMU MOKET PAacCMaTpPUBATHCA KaK HCIOJIb30BaHUE il 0O0paboTku (aiina
JaHHBIX TporpaMM, 00OecleyrBaIONINX BOCIPOMU3BEACHHUE JaHHBIX B TOM BHUZE, KaK OHU ObUIH
3aMuCcaHbl.

Ha ypoBHe conepxaHus 3ammra WH(OOPMAIMM OT Yrpo3bl JOCTYMHOCTH OOecreuyuBaeTcs
3aIUTON AKTYAIBHOCTH WH(GOPMAIMW WM JICTAIM3AIMCH ITOJTYYCHHBIX CBEICHUN WM JAHHBIX.
[TpumenutensHo k AC 3ammra cogepxaHus HGOPMAIUU OT YIpo3bl OJIOKUPOBKH JOCTYyMA (0TKa3a
(GYHKIIMOHUPOBAHMS) O3HA4YaeT HOPUIUYECKYI0O OOOCHOBAaHHOCTH OOpabOTKM W HCHOJIB30BaHUS

uHpopmanuu, xpausmerics B AC.

2.4. ITocTpoeHue CUCTEM 3aLUTBI OT YTPO3bl PACKPBITHS IAPAMETPOB
UH(POPMALIMOHHOM CUCTEMBI
MeToapl 3alIUTBl OT Yrpo3bl PACKPBITUS MapaMeTpoB HH(POPMAIMOHHON CHCTEMBbI, B
NPUHIUIE, HE OTIMYAIOTCS OT PACCMOTPEHHBIX BHIIIE METOAOB 3alIUTHI KOH(DHUICHINATBHOCTH
uHpopmanuu. Llens naHHOrO pasjena - jaaTh mpejacTaBieHHe o Tex mapamerpax AC, packpbiThe
KOTOpBIX IIO3BOJIMT 3JIOYMBIIIJIEHHUKY B JAJIbHEHWIIEM pPEaIU30BaTh OCHOBHBIE BHUIBI YIPO3:
HapylleHus KOH(QUIEHIMAIbHOCTH WH(GOpMallMU, HapyLIeHWs] LEJIOCTHOCTH HMHPOpMaluu u
OJIOKMPOBAHHUS JOCTYIA K UH(POpMAaLIUH.
Jia  ocymectBienuss HC/[ 370yMBINUIEGHHMK HE NPUMEHSET HUKAKMX AanlapaTHbIX WIN

MMpOorpaMMHBIX CPEACTB, HC BXOJAIINX B COCTAB AC. On OCYHICCTBIIACT HCI[, HCITOJIb3YA:

e 3HaHug 0 AC u ymeHus paboTath C Hel;

®  CBEJCHHS O CHCTEME 3allIUThl HH(OPMAIINH;

e cOow, OTKa3bl TEXHUYECKHX M MMPOTPAMMHBIX CPE/ICTB;

e  0omuUOKH, HEOPEIKHOCTH 0OCTYKUBAIOIEr0 IEPCOHAA U MOJIb30BaTENIEH.

CymecTByeT TMATh HECTAHAAPTHBIX  METONOB  HCCIIEOBAHWH, KOTOPHIMH  MOXET
BOCIIOJIb30BaThCS 3JI0YMBILIICHHUK JUTSI TOJTyYeHHs HYKHON eMy HH(popMaIuu:

1. nuanoroBble PYKOBOJCTBA U MOJAEIH IPOrPaMM;

2. ananmm3 HaineHHsix MHU;

3. KomaHHEe B MycOpE;

4. wusydenue «pororpaduiiy;
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5. «BBIHIOXMBaHUE.

bonee neranpHO paccCMOTPUM NEPBBIE J1BA.

JlnanoroBeie OOydarolye PyKOBOJACTBA M MOJENU Mporpamm. PyKOBOJCTBa W Monenu
MpPOrpaMM 4YacTO HCIOJB3YIOTCA Uil oOydeHus  paboTe ¢ KOMIBIOTEPHOW CHUCTEMOW. DOTu
MPOrpaMMbl UMHUTHPYIOT KOMIIbIOTEPHBIE 3KpaHbl, KAKUMU BUJEN Obl X MOJIb30BaTENb B MpoOIlecce
peanbHON paboThl B ceTd. PykoBOACTBa M MOJENH OTIMYAIOTCS OT peajbHONH paboThl TEM, 4YTO
COOOMIAIOT TONB30BATENI0 O CTAHJAPTHBIX METOJaX OOIIEHUS C CHUCTEeMOM M HWHOTAA Jaxke
MOKAa3bIBAIOT €My HeoOXOJuMble B paboTe creluaibHble JeTanu. Eciau monb3oBarens HE MpOLIeN
Kypc 0Oy4eHHs, eMy OOBIYHO BBIJIACTCS COOPHHK yIPaKHEHUN JIsl paboThl ¢ OOJIETYeHHOW Bepcuei
HACTOSIIEH CUCTEMBI, IPHYEM, KaK MPaBUIIO, BHIAAETCS BMECTE ¢ OOraThiM HAOOPOM BCEBO3MOXKHBIX
HInapraiox.

PykoBonicTBa M MoJienH JArOT HOBBIM MOJIB30BATENSIM MPAKTUYECKHUM OMBIT OOILIECHUS C
MIPOrPaMMHBIM OO€CIieYeHrEeM, ¢ KOTOPBIM UM MPUIETCS UMETh JEJI0, 3HAKOMST C ero (GyHKUUAMU U
3ajayaMy. Takue MmporpaMMbl BeCbMa 4acTO MCHOJB3YIOTCS B Y4E€OHBIX LEISIX BMECTO pealbHOU
CUCTEMBI, WM XK€ KakK JONoJHeHne K Hed. Ha To mmeercss Heckonpko nmpuuuH. Yto, eciu cucrema
ele BHEAPSAETCS, WM MPOXOIUT CTaAUI0 OOHOBIEHHA? A MOXET ObITh, HOBUYKA CIHUIIKOM
HaKJIaJAHO 00ydYaTh Ha <GKUBOI» CHUCTEME - MaJlo JIK 4T0. MoJenu pemamT MoA00HbIe MPOOIEeMBI,
TaK KaK X MO’KHO MHCTANINPOBATh Ha JIF0O0IH KOMIIbIOTED.

[TporpaMMbI-MO/I€TM MOYKHO TOJYYHTh B OOIIECTBEHHBIX, CICIUATU3UPOBAHHBIX U JIAXKE
Hay4YHbIX OmMOMMoTekax. MOXXKHO TakXke 3aKa3aTh Takyl0 Yy IPOMU3BOJUTENS, HAMUCAB €My, YTO
coOupaeTech XOpOIIO 3alUIaTUTh 3a €ro  npoaykuuio. JlecTh, JIOK, JaBleHHE HAa YYBCTBO
CBEpPXITOJIHOIIEHCTBA MPOU3BOAUTENS, a MOTOM, OyATO Obl HEB3HAYAl, BOIIPOC: a HET JIU, CIIYy4aeM, Y
rOCIOJI XOpOIIUX KakoW-HUOYyIb «IeMoHcTpamku»? He uckimodeHo, 4rto ygactcs JOOBITh TaKylO
IIPOrpaMMy Yy APYKECKH HACTPOEHHOI'O COTPYIHUKA KOMIIBIOTEPHOT'O OT/IE]a KOMITaHUU.

Anamu3 HaigeHHelx MHU. Ilycte 3moymblnuieHHMK mnonyuws goctyn k. MHHM ¢
KOHpUACHIMAIbHOW uHGopMaruedt. [[ns Toro 4dYroObl MONYYUTh JOCTYH K COJEPIKaHHIO
nH(popMaluu, B 0011IeM cIydae OH JIOJKEH 00ECTICUUTh

e cuyuthiBanue ¢ MHU xpansieiics Ha HeM nHpopMauu

® [OJy4YeHHE JOCTYNa K COIEP)KUMOMY JIOTUYECKON EIMHUIIBI XpaHEHUs HHPOpMaLuu
(taiina);

®  BOCIPOU3BEJICHHE COACPKHUMOTro (aiijia B IITATHOM PEXKHUME;

® DHKCHEPTHYIO OLIEHKY CYMTAaHHOU M BOCIIPOM3BEIEHHON HH(OpMAIIH.

[Ipy mpoBeneHUU 3JIOYMBIIIEHHUKOM MEPONpPUSATHH, HaMpaBIEHHBIX Ha Yy4YeHHUe
uHpopmanuu ¢ MHU (xak npaBuiio, 3T0 THOKHIA MK )KECTKUIM MarHUTHBIN JHCK), Y HETO BO3HUKAET

HCO6XOI[I/IMOCTB peHiCHus CICAYOIHNX 3a/1a4.
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1. JluarHocTHKa COCTOSIHMSI HOCUTEIIS, BKIIOYAIOLIasl TOJyYeHHe

e HeoO0XoaAuMBIX Uit KOHKpeTHOH OC 351eMeHTOB (popMaTa HOCUTENS;

® IIPU3HAKOB MHCTPYMEHTAJIBHBIX CPEIACTB IOArOTOBKM HOCUTEINS K MCIIOIb30BAHUIO;

®  XapaKTEpUCTHKH pacrpeesieHuss HHHOpMAIHK 1o paboyeil MOBEPXHOCTH HOCUTEIIS;

® [IPU3HAKOB yJAJICHHON, OCTATOYHOW U CKPHITOM MH(pOpMALINH;

® JIaHHBIX O COOMHBIX CEKTOPAaX M HEJAOCTYIHBIX JIsl YTEHHs 00acTei;

® [IPU3HAKOB HECTAHAAPTHOrO (pOpMaTHUPOBAHUS HOCUTES.

2. [IpodunakTrka COCTOSHUS HOCUTENS (BBISIBICHUE PHYMH, IPUBEIIINX K TOMY HIIM HHOMY
COCTOSIHUIO HOCHUTEJISN).

3. BoccraHoBieHue pabo4yero COCTOSHUS HOCUTEIS.

4. BoccraHoBiieHHE, KOMPOBaHUE U IIpeoOpa3oBaHue HH(POPMALUK Ha HOCUTEIIE.

Kak yxxe ObIJIO OTMEUEHO, HEOOXOIUMBIM YCIOBHEM ISl CYMTHIBaHUA MHpopmanuu ¢ MHU
SBJIAETCS HAJIMYME allllapaTHOM, MPOTrpaMMHOM M OPraHU3alMOHHON COCTaBJISIOUIMX (PU3UUYECKOTO
JOCTyTIA.

YroObl OCYIIECTBUTH IOJOOP MPHUBOZAA, HACTPOMKY IPOrpaMMHOIO obOecredyeHus Hu
obpamenue k coaepxxumomy MHU, HeoOXomumMo npoBecTH HASHTHU(PHUKAIUIO ero tuna. J[is 3toro
HCIOJIb3YIOTCS IEPBUYHBIE TPU3HAKA HOCUTEJIS:

e BHELIHUHN BUJ JAHHOTO HOCUTEIIS;

e yHopMaLUs O TUIIE HOCUTEIS;

®  XapaKTEpUCTUKA JAHHOTO HOCUTEIS.

Hcxons m3 onMCcaHHBIX BO3MOXKHBIX JIEHCTBUM 3J0YMBIIUIEHHHKA, HEOOXOIMMO CO3/1aBaTh
COOTBETCTBYIOIIIME 3AIIUTHHIE MEPBl OT PA3BEAKU MApaMETPOB CHCTEMbI, & UMEHHO HE JONYCKaTh
npu dkcruryaranuu AC nosrydeHus: NOTEeHINAIbHBIM IPOTUBHUKOM YKa3aHHBIX BBILIE CBEJCHUI.

Ecnu umeBmIMiics B HaJIWYMM MAIIMHHBIA HOCUTENIb OBbLT MPABMWIIBHO HICHTU(UIIMPOBAH
3JI0YMBIIIIEHHUKOM, Ui HEro 1o100paH MpUBOJ, TO ¢ O0JIBILOI BEpPOSTHOCTHIO eMy Oy/IeT U3BECTEH
(dbopMaT OpUTHHAIBHOTO HOCUTEINS, WM ke 3TOT ¢popMar OyAeT aBTOMaTUYECKU HIEHTU(ULINPOBAH
OIEPALIMOHHON CHCTEMOH, Jlomyckaromeil paboTy ¢ MPUBOAOM JJIs AaHHOTO Hocutens. Hampumep,
o0bruHbIe 3,5" MUCKETHI, KaK MpaBuio, oTdopmatupoBansl B cranaapre IBM (MS DOS) na 1,44
Moaiita winun 720 Ko6aiit 1160 B cranmapte Apple Macintosh wa 1,44 Mo6aiita nnu 720 Koaiir.

OpHako BO3MOYKHO BBEACHUE NMPOU3BOJIbHBIX HECTAHIAPTHBIX CIIOCOO0B Pa3sMETKH HOCHUTEIS,
KOTOpbIE MOT'YT IPUMEHSTHCS HE TOJBKO JJIS yA0OCTBA MX SKCIUTyaTalldd, HO U C LEJbIO 3alUThI
xpausmeics wuHpopmarmu. Torna NOTEHUMANBHBIA 3JOYMBIIUICHHUK OyJIeT HMETh [Jello ¢
MOCJIEIOBATENbHOCTRIO M3 HYyNeW M eAauHull. B sTom ciydyae mnorpeOyercst KiacCHUpUKalus
CIIy’)keOHOM, coaepKaTelbHOM, OCTaTOYHON W cKkpbITod HHPopmanuu. Ilo cBoemy cmbiciy 3Ta

pa60Ta Onu3Ka K JOBOJIBHO FJ'Iy6OKOMy KpUIITOAHATINU3Y. Henp3s Takxke UCKIOYATh U MPUMCHCHUC
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Oosiee M3OLIPEHHBIX KPUNTOTPaUUECKUX AITOPUTMOB NPH 3aMIM(POBAHUU BCETO COJAECPKUMOTO
HOCHUTEJIS, BKJIIOYAs CIIyKeOHbIe 00JIacTH.

[pouenypa onpenenenus opmara HOCUTENS Ha JIOTHYECKOM YPOBHE MPE/IIONIAraeT:

® OmIpeJeIeHHE YKCiia U pa3Mepa KJ1acTepos;

®  BbIJCIICHUE TAaOIUIIBI pa3MenieHus (Hansos;

® BbIJICJIEHUE KOPHEBOH JUPEKTOPHUHU.

OCHOBHBIM KpPUTEpUEM TOTO, OCYIIECTBICH MM HET JIOTUYECKUH JOCTYI, CIIY)KHUT
CIIOCOOHOCTH 3JIOYMBIIUICHHUKA BBIACTUTD KaXAbI (haill HAa TOCTYIIOM €My MAaIllMHHOM HOCHUTEIE.
B HacTosiiee BpeMs, u3-3a UCMOJIb30BaHUS OTPAHUUYEHHOTO YHUCJIa THUIOB OMEPAIMOHHBIX CUCTEM U
€lle MEHbBIIEro 4Yucia crnocoOoB pasMenieHus (aiIoB Ha HOCHUTENSIX, JaHHAs 3ajada s
3JIOYMBIIIJICHHUKA MOKET CUYMTATHCS PEIICHHOH. B TO jke Bpems Ui OTAEIBHBIX 0C000 KPUTUYHBIX
AC (mpu HaIMYMM TOCTaTOYHOTO KOJIMYECTBA CPEACTB) MOKHO PACCMOTPETH BOIPOC O pa3paboTke
YHHUKQJIbHOM MOJCUCTEMBI B3aUMO/ICUCTBUS C HOCUTEIIEM.

Ecnu 3noyMbleHHUK uMeeT ¢ailll, To eMy U3BECTHO €ro Ha3BaHUE C pacIIMpEHUEM, JaTa
co3llaHust, 00beM, CTaTryc (TONBKO JUIst 9TeHUs U ap.). C y4eToM TOro, 4TO CYIIECTBYIOT Pa3IndHBIC
BUAbl MHpoOpManuu (TEKCT, rpadumMoe H300pakeHUE, 3BYKOBOM M BHICOCHTHAJ, IPOTPaMMHBIC
MOAYIM M T.J.), a TaKKe pa3JIU4HbIe CHOCOOBI €€ MpPEeNCTaBICHUs, pa3paboTaHbl U aKTHBHO
UCHOJNB3YIOTCSL CTaHnapThl odopmiienus (popmatsl) daitnos. Ilepedyenp Takux QGopmMaToB OYEHb
mupok. HWx wmHOrooOpaszue OOBACHSIETCS B TMEPBYIO oOuepelb OONBIINM  KOJIWYECTBOM
COOTBETCTBYIOIIMX MPOTPAMMHBIX MPOYKTOB. 3apaHee 3HaTh, B KAKOM (opMare MOATOTOBIICH (aii,
HEe Bcerjaa Bo3MOxHO. OgHAKO AN KaXIoro BUAa MH(OpMaluu, MpeacTaBiIeHHOW B Qaiine, As
KaX70ro (Qopmara CyImecTBYIOT XapaKTepHblE MNpU3HAKU. TakuM 00pa3oMm, 3ajaya BBISABICHUS
CMbICJa COAEPXKUMOro (Qailyia mpeanosaraetT omnpesesieHne MpPOrpaMMHOrO CpPeACTBa, ¢ MOMOUIbIO
KOTOPOTO 3TOT (haiin OBUT MOATOTOBIIEH, BKIIIOYAsl MCIIOJIL30BAHHBIC ISl 3alIM(ppPOBaHHS CPEICTBA
KpunTorpaduueckoi 3amuTsl HHPOPMAITHH.

B cnyuae mpumeHeHuss KpUNTOrpadUUYECKUX CPEACTB 3alIUTHI 3JIOYMBIIIJIEHHHUK MOKET
MPUMEHSITh KPUIITOTpapUUecKUii aHaIN3.

OtnenbHBIM HampaBieHueM 3ammTbl AC SBIISIETCS COKPBITHE JIOTUKH €€ padoThl M ee
3alUTHBIX (YHKIUH, peaTn30BaHHBIX MPOTPAMMHO WJIHM MPOTPAMMHO - allllapaTHo. JTO CBI3aHO C
T€M, 4YTO OOJBIIMHCTBO aTak 3JIOYMBINIJIEHHUKOB HAa CHCTEMbI 3aIIUTHl M 3allUIAEMYI0 HMU
WHPOPMAIIMIO BKIIOYAIOT B ce0s Kak o0Os3aTeNnbHBI JTanm W3ydeHHE JIOTUKW 3allUTHBIX |
(GyHKIIMOHAJIBHBIX MEXaHU3MOB. B cBoto ouepenp, uydenue Joruku nporpamm AC pa3zdouBaeTcs Ha
TPH CTaIUH:

®  BBIJICJICHUE YUCTOTO KOJIa TPOTPAMMBI;

® m3acceMOJIMPOBAHME;
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e CCMaHTHYECKUM aHaIM3.

Breigenenne ducTOro KoJa IPOrpaMM  MOKET IOTPeOOBaTHCS 3JIO0YMBINIICHHUKY 10
CIICTYIOIIUM IPHYHUHAM.

® TIPEANPHUHATHI CHEIUATBHBIC MEPHI JIJIS1 TPOTUBOICHCTBHS UCCIICIOBAHUIO 3TOTO KOJIA;

® NPEANPUHATHl MEpHI, HANpaBICHHBICE Ha MpeoOpa3oBaHUE KoAa B Jpyryr Gopmy,
KOTOpBIE HE TPECISAYIOT pealu3alii0 MPOTUBOJCHCTBHS; 4Yallle BCEro 3TO AapXWBALMs WIH
KOJMPOBAHUE HCXOTHOTO

JlnzacceMOMMpOBaHNEM HA3BIBACTCS MPOIECC MEPEeBOJIa MPOTPaMMbl U3 UCTIOTHSIEMBIX HITU
00OBEKTHBIX KOJIOB Ha S3BIK acceMmOisiepa. 3amadya au3acceMOJMpOBAaHUS IPAKTUYECKH pelieHa. B
HAaCTOsIIEe BpEeMsl MPAKTHYECKH I BCEX OIEPAllMOHHBIX CHCTEM CYIIECTBYET MHOTO XOPOIIUX
M3acceMOJIEpOB,  TOYTH  CTOMPOIICHTHO  CHPABJSIIOIIMXCS  CO  CTAHIAPTHBIM  KOJIOM.
Jln3acceMOMMPOBAaHHBI TEKCT MOXKET CUHMTATHCS TOJHOCTHIO MPABUIBHBIM, €CIIH MPU MOBTOPHOM
acceMOJIMPOBAaHUU TIOJTY4YaeTCs HCXOIHBIM KOJ. AHAJOTHYHO, KOJI CUMTAETCS HE COJAepKalluM
CHEIHaTbHBIX TPUEMOB 3alIUTHl OT HUCCIEJOBAHMS, €CIM au3acceMOiiep IMOIy4yaeT MOJIHOCTHIO
mpaBWIbHBIH TekcT. C TOMONIBIO dTama JIU3acCeMOIMPOBAHUS MOXKHO TPOBEPUTH KAdECTBO
BBITIOJTHEHUS dTama IMOJMYYCHHS YHUCTOrO KOJA: €CIU JU3acceMOJiep HEe TEHEPHPYET IOITHOCTHIO
MPaBUJILHBIN KO, TO TOT dTal He ObLT 3aKOHYEH.

CeMaHTHYECKHI aHANMM3 MPOrpaMMbl - HCCIEIOBAHUE MPOTPAMMBI H3YYEHHEM CMbICIa
COCTaBJISIONINX e¢ QPYHKIMH (IIPOIeayp) B aCHEKTe ONMEPANMOHHON CPebl KOMITBIOTEpa. DTOT dTal
SIBJIICTCS 3aKITIOYUTEIILHBIM U TTO3BOJISIET BOCCTAHOBUTD JIOTHKY Pa0OThI MPOTPAMMEBI 0€3 MCXOIHBIX
TekcToB. [Ipu 3TOM Hcmonb3yeTcs BCs MONMYyYeHHAs Ha MPEIbIIYIINX dTanax uH(popmars, KoTopas,
KaK Y€ OTMEeYalloCh, MOXKET CUUTAThCS MPABUIBHON TOJIBKO C HEKOTOPOH BEPOSTHOCTHIO, MPUYEM
HE MCKJIFOYCHBI BOOOIIIE JIOXKHBIE (PaKThl HITH YMO3AKITIOUCHHUS.

CeMaHTHYECKHI aHAIN3 MPUMEHSCTCS K TOJyYEHHBIM acCeMOJICPHBIM TEKCTaM MPOTPAMMBI
U COCTOMT B HAXOXIEHUM W BBIICTICHUH YIPABISIOMUX KOHCTPYKIMHM, TaKUX KakK IIMKIBI,
MOANPOTPaMMBI U T.N., © OCHOBHBIX CTPYKTYp HdaHHBIX. [Ipy 3TOM ompenensroTcsi BXOTHBIE U
BBIXO/IHBIC JIAHHBIC, & TAK)KE PEKOHCTPYHPYETCS JIOTUKA TPOBOJAMMBIX ¢ HUMH IPeoOpa3oBaHUA.

[IpocTeimimM  METOIOM  3aIIMTHl  HMCIOJHSIEMOTO KOJa TMPOTPaMMBI  SIBJIICTCS €0
Moaudukarus. CaMbpIM TPUMHTHUBHBIM CIOCOO0M MOau(UKAUK KoAa (M0 CI0KHOCTH pealiu3alun
U HaAE&KHOCTH) SBISETCS €ro yMakoBKa IPH TOMOINM OJHOW W3 CTaHJAPTHBIX MPOTPaMM-
ymakosiukoB: PkUte, Diet u 1.1. TlogoOnas 3amurta HeHaa&KHA, HO TEM HE MEHEE IMO3BOJISCT
CKPBITh WMCTHHHBIM HWCHOJHSAEMBIA KOJ, COjepXamuecss B HEM TEKCTOBBIE CTPOKH W JAPYTYIO
nH(pOpMaIIUI0, OCOOCHHO €CIIM TOCle TEPEKOIUPOBKH TMPEANPUHATH JOTOTHUTEIbHBIE MEpPhI
3allUThI, TAaKUE Kak 3aTUpaHue UACHTHU(PUKATOpa YHAKOBIIMKA M TMpouyedl wuHOpMarmu,

XapaKTePU3YIOLIEH METO YITAKOBKH.
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bosiee Han&XHBIM METOJIOM SIBIISIETCS MCIOJIb30BAHUE HECTAHIAPTHBIX YIaKOBIIMKOB. Eciu B
IpeabIAYyIIeM clydyae NpU YAauyHOM ONpEIeNICHMH METO/Aa YNAaKOBKH HCHOJHSIEMbIH KOJ MOXHO
«pa3BEPHYTH», UCHOJB3ys T'OTOBOE CPEICTBO, TO NPU HEM3BECTHOM YIAKOBIIMKE 3Ta ONEpaIys
notpe0yeT NpeaBapUTEIbHOTO aHaJIM3a HCIOJIHAEMOro KoJa IMOANPOrpaMMbl, OCYLIECTBISIOIIEH
pacrakoBKy IIpOrpaMMBbl IIpu €€ 3aIycKe.

3HaunTeNbHO OoJiee HPPEKTHBHBIM METOAOM SBISETCA IM(POBAaHUE Tela MPOrpamMMbl U
naHHbIX. [IOCKONBKY IEJbI0 JaHHOTO MEXaHW3Ma 3alllUThl SABISETCS obOecreueHre padoThI
IIPOrpaMMbl B HOPMAJIBHOM PEKUME U IPEAOTBPALIEHHUE JOCTYIAa K HCTUHHOMY HCIIOJIHAEMOMY KOy
BO BCEX OCTalbHBIX CIydYasX, B KadecTBe Kiouya K mHdpy 1enecoo0pa3Ho BbIOMpaTh HapaMeTphl
CHCTEMBbl U BPEMEHHbIC XapaKTEPUCTUKU €€ pabOoThl, COOTBETCTBYIOIINE MMEHHO 3TOMY PEXKUMY
(KapTUHY paCTOJIOKEHUsST B TAMATH, 3HAYCHHS CHUCTEMHBIX TII€PEMEHHBIX, PEXKUM pabOTHI
BUJI€0alanTepa, B3aUMO/ICHCTBHE C TAUMEPOM).

Kpome Toro, Mmoaudukanus MoKeT He 3aTparuBaTh BCEro K0/a, a KacaThCs JIUILIb OTAEIbHbIX
KoMaH][ (HanboJjee MpeaoYTUTENbHB KOMaH/Ibl TIepelaul YIPaBJICHHUs, BHI3OBHI MPEPHIBAHUN WIIN
UX MapaMeTphl), a TAK)KE HEOOIBIINUX (PParMEHTOB KOJa, UTPAIOLIUX KIIIOUEBYIO POJIb.

bosee cnenuanM3upoBaHHBIMH SIBJSIOTCS METO/AbI NPOTHBOACHCTBUS OTJIaJAYUKaM. ITO
MOTYT OBITh pa3iMyHble CIOCOOBI MOAUGUKAIMK KOjAa MpH paboTe MporpaMmbl (COBMELIEHHE
CerMEHTa CTeKa C CETMEHTOM KoJ1a, IHU(ppOBaHUE KO/A U T.II.), aKTUBHOE MPOTHUBOICHCTBHE MyTEM
MIEPUOINIECKON MPOBEPKH W M3MEHEHHUS BEKTOPOB IMPEPBIBAHUI, B TOM YHCIE U HEKOPPEKTHBIMHU
ciocobamy, OJIOKMPOBKAa KJIAaBUATYpbl M BbIBOJA Ha HKpaH, KOHTPOJIb BPEMEHHU BBINOJHEHUS
OTJENBHBIX 0JI0KOB IIPOrpamMMBbl, HCIOJIb30BAHUE crenn(puIecKux 0coOeHHOCTEN

MHUKpPOIIPOLIECCOPOB U T.II.

2.5. Merononorus nocTpoeHus 3amuieHHbx AC

Paccmotpum  metonbl moctpoenusi 3ammineHHbIX AC. DTH METOAbl YCIOBHO MOKHO
pa3ienuTh Ha ABE TPYMIIbL:

1) otHOCsMEcs k mpou3BosbHOMY [10 AC:

e HepapxXudecKuii MeTo pa3paboTKu;

®  WCCJIEIOBAaHUE KOPPEKTHOCTH M BEPHUPUKAIIHS.

2) cnenuUYIHbIE TOJIBKO JUISI CHCTEM 3alUThI (Teopus 0€30MaCHBIX CUCTEM).

Hepapxuueckuii memoo paszpabomxu 110 AC. B cOOTBETCTBUU C MPUHIIUIOM aOCTPaKIMH
npu npoekTupoBaHur AC pa3paOOTYMKH MOTYT WJATH IO MEHBIIEH Mepe IBYMS IMYyTSAMH: OT
amnmaparypel «BBEPX» - K BHUPTYaJbHOW MalluHe, npenacrabisitomerd AC, Wi OT BUPTYaJTIbHOU

MalIuHbI «BHH3»- K pCaJIbHOMY 06opyz[0BaH1/1}0. OT0 H ecCTh JABa OCHOBHBIX MCTOIA
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MIPOEKTUPOBAHMS - METOJ CHHM3Y BBEpX M METOJl cBepXy BHHU3. OcTajgbHble METOJIbI IO CBOEH CyTH

CBOIATCA K 9TUM ABYM WJIH ABJIAKOTCA UX COYCTAHUCM.

[TepBBIii METO OCTATOYHO MPOCT, TPeOYeT HAMHOTO MEHBIIMX KaNUTAIBHBIX BIIOKCHWH, HO U
o0ajjaeT MEHBIIMMHI BO3MOXKHOCTAMU. OH OCHOBaH Ha M3BECTHOM cxeMe : «Bbl — 3710yMBIIIICHHUK.
Bamm neiictBua?». To ecthb ciry:x6a nH(OOpMAIIMOHHON 0E3011aCHOCTH, OCHOBBIBASICh Ha JAHHBIX O
BCEX M3BECTHBIX BU/AX aTaK, MBITACTCS IPUMEHNUTH UX HA MPAKTHUKE C LIENBI0 IPOBEPKH, 3 BO3MOXKHO

JIKM TaKasg aTakKa CO CTOPOHEBI p€aJIbHOI'O 3JI0YMBIINIJICHHUKA.

Meton cHU3Yy BBEpX MpEANojaraeT Hadyajo MPOEKTUPOBAHUS C OCHOBHOI'O aIlllapaTHOIO
o0opynoBaHusi cucteMbl. llpu mpoekTupoBaHMM MOAYNIM pa3OMBAIOTCS Ha PSJl CIOEB, MPHUEM
HYJEeBOM CIIOW BUPTyaJbHOM cHucTeMbl oOpasyer ammaparypa. Ciod, pealusyroliue OJHO WU
HECKOJIbKO HEOOXOAMMBIX CBOMCTB, J00ABISAIOTCS IOCIEAOBAaTENbHO IIOKa HE OyleT HojydeHa
&Kellaemasi BUpTyanbHas MainHa. K HeroctaTkaMm MeTo/1a MpOEKTUPOBAHUS CHU3Y BBEPX OTHOCST:

e Heo0XOAMMOCTh C CaMOro Hayaja MPUHUMATh pelleHHe O BhIOOpe crocola peain3anuu
KOMIIOHEHTOB AC-C MOMOUIBIO anmnapaTrypbl, MUKpPOIPOIpaMM WJIM MPOTpaMM, YTO CHEJaTh OYEHb
TPYJIHO;

®  BO3MOXHOCTb ITpoeKTHpoBaHUs AC TOJBKO ITOCIIE pa3padOTKU armaparypsbl;

e pacxoxneHue Mexnay peaiabHoit AC u onpenenéunoit B T3.

Meton «cBepXy BHM3» IpeAcTaBisieT co0oil, HaoOOpOT, JAeTalbHBIA aHaIU3 Bcel
CYIIECTBYIOIIEH CcXeMbl XpaHeHUs U 00paboTku uHpopmauuu. IlepBbIM 3TamoM 3TOro Merona
ABJISIETCA, KaK M BCErja, olpeJesieHue, Kakue HHPOpMalMOHHbIE 0OOBEKTH U MOTOKH HEOO0XO0AUMO
3amumatk.  [lanee cremyer M3ydeHHE TEKYIIETO COCTOSIHMSI CHUCTEMbl HH(OPMAalMOHHON
0€30MaCHOCTH C ILIEJIBI0 ONpEAENIeHUs, YTO U3 KIACCHYECKHX METOIMK 3allMThl MH(QOpPMAaLUK yKe
peann3oBaHo, B KAKOM 00beMe M Ha KakoM ypoBHe. Ha TpeTbeM 3Tan mpou3BOAUTCS KilacCHpUKaIUs
BCeX MH(OPMAIMOHHBIX OOBEKTOB HAa KJIACCHI B COOTBETCTBUU C €€ KOH(UIEHINAIbHOCTHIO,
TpeOOBaHUSAMU K JOCTYITHOCTH U LEIOCTHOCTU (HEU3MEHHOCTH).

Jlanee crenyer BBISICHEHHE HACKOJIBKO CEphE3HbIM yIIepOd MOXKeT MpUHECTH (upme
pacKpbITHE MJIM MHAs aTaka Ha KaXJbld KOHKPETHBIH MH()OPMAIIMOHHBINA 00BEKT. DTOT 3Tall HOCUT
Ha3BaHUE «BBIYHMCIICHHE PHUCKOB». B mepBoM NpHOIMIKEHHMM PHCKOM Ha3bIBAaeTCS IMPOU3BEICHUE
«BO3MOXHOTO yiiepOa OT aTaku» Ha «BEPOSATHOCTb Takoil aTtakuy». CyIiecTBYyeT MHOXKECTBO CXEM
BBIUHCJICHHS] PUCKOB, OCTAHOBUMCS Ha OJTHOM U3 CaMbIX MPOCTHIX.

VYiep0 oT aTaku MOKET ObITh IPEACTABICH HEOTPHUIIATEIbHBIM YUCIOM B IPUOIN3UTEIEHOM

COOTBETCTBHH CO cieayroueit Tadbmumei 2.1.
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Beanunna

ymepba
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Onucanue

PackppiTHe  wHpOpMaLMK  NPUHECET HUYTOXKHBIA ~ MOPAJbHBIH U
[AaHCOBBIN ymiepo ¢pupme
Ymepd oT aTaku ecTh, HO OH HE3HAYMTENICH, OCHOBHBIC (DMHAHCOBBIC

palyy 1 MOoJI0KeHUe (GUPMBI Ha PhIHKE HE 3aTPOHYTHI

duHaHCOBEIC ornepanyu HE BEAYTCA B TCUHCHHUE HCKOTOPOI'0 BpEMEHHU, 3a 3TO
VST (prMa TEPIIUT Y6BITKI/I, HO €€ IIOJIOKCHHE Ha PBIHKE W KOJUYCCTBO

€HTOB U3MCHAKOTCI MUHUMAJIBHO

3HauUTENIbHBIE TNOTEPU HA pbhIHKE U B npubbpuiu. OT QupMmbel yxoauT

/TUMas 4aCThb KJIMCHTOB

[Torepu oueHb 3HAUUTENBbHBI, (PUPMA HA IEPUOA JIO I'OJIa TEPSET MOJT0KEHHUE
Ha pblHKe. [l BOCCTAHOBIIEHUS TOJIOKEHUS TpEOyIOTCS KpYIHBIE

[AHCOBBIC 3aliMEL.

CDI/IpMa IMpeKpamacT CynmeCTBOBaHne

BepOHTHOCTL aTaku MpCACTABIACTCA HCOTPHULATCIBHBIM YHUCIOM B HpI/I6J'II/I3I/ITCJ'IBHOM

COOTBETCTBHH CO CIEAYIOIIEeH Tadmuteit 2.2.

Tabnuma 2.2.
BepositHOCTB CpenHsist yacToTa HOSBIIECHUS
0 JlaHHBI BUJ aTakKyd OTCYTCTBYET
1 pexe, 4eM pa3 B Tojl
2 okoJio 1 pasa B rojg
3 okoJio 1 pasza B MecsIl
4 0KO0JI0 1 pasa B HEJEmo
5 MIPaKTUYECKH €KETHEBHO

Heo6xonuMo OTMETHUTH, 4YTO KJAcCH(UKaLMIO yiiepda, HAHOCHMMOIO aTaKoH, JOJIKEH

OICHUBATDH BJIaACIICI] HH(bOpMaL[I/IH, nJiIn pa60TaromH171 C HCIO IICPCOHAJ. A BoT OLICHKY BCPOATHOCTH

MOSABJICHUA aTaKH! JIYUHIC JOBCPATh TCXHUYCCKUM COTPYAHUKAM (I)I/IpMBI.
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Crenyrommm 3TanoM cocTaBisieTcss Taou. 2.3. - Tabnuna puckos npeanpusatus. OHa nMeeT
CHEAYIOLIUNA BU/L.

Tabnuna 2.3. Tabnauma puckon

Bepos Puck
Onucanue aTaku

0 CTh ep6*BeposTHOCTS)
Cnam (mepenojHeHHWE TIOYTOBOTO
4 4
[Ka)
KonupoBaHue KeCTKOro JAUCKa
g1 3
U3 [IEHTpalbHOTrO ouca
2
Hroro: 9

Ha »rane ananu3a TaOnauibl PUCKOB 3alal0TCd HEKOTOPHIM MAaKCHUMAaJIbHO JIOIYCTUMBIM
pucKkoM, Hampumep 3HaueHueM 7. CHayanma mnpoBepsieTcsd Kaxkaas CTpokKa TaOJIMIbl Ha He
IIPEBBILICHUE PUCKA JTOr0 3HAa4yeHMs. Eciau Takoe NpEBBIIIEHWE HUMEET MECTO, 3HA4YuT, JaHHas
CTpOKa — 3TO OJHAa U3 MEPBOOYEPENHBbIX Leliell pa3paboTKU IMOJUTHKH O€30MacHOCTH. 3aTeM
MIPOU3BOJIMTCSI CPaBHEHHE YJBOCHHOTO 3HAueHHUs (B HamieM ciydae 7*2=14) ¢ umHTerpaJbHbIM
puckoMm (stuerika «/toro»). Eciiu uHTErpasbHblii pUCK MPEBBILIAET JOIMYCTUMOE 3HAUECHUE, 3HAUUT, B
cucTeMe HaOHMpaeTcs MHOMKECTBO MENKHX IOIpelIHOCTel B cucTeMe 0e30MacHOCTH, KOTOphble B
CyMMe He JaAyT NpeAnpusaTHio 3QpQPeKTUBHO paboTaTh. B 3TOM cilyuae u3 cTpoK BbIOMparoTCs Te,
KOTOpBIE JAaeT CaMblil 3HAYUTENIbHBIN BKJIaJ B 3HAUEHHE HHTETPAILHOTO PHCKA U NPOU3BOAUTCS

IOINBITKA UX YMCHBIIWUTE UJIN YCTPAHUTDH IMOJTHOCTBIO.

Ha camoM OTBETCTBEHHOM »JTame NPOM3BOIUTCA COOCTBEHHO pa3pabOTKa MOJUTUKU
0€30IaCHOCTH MPEANPUATHUS, KOTOpas 00eCIeunT HaUIeKalllue YPOBHU KaK OTJENIbHBIX PUCKOB, TaK
U uHTerpampHoro pucka. Ilpu ee pa3paboTke HEOOXOAMMO, OJHAKO, YUHUTHIBATh OOBEKTHUBHBIE
poOJIeMbl, KOTOpble MOTYT BCTaThb Ha IYTH pealu3aluy MOJIUTUKH Oe30macHOCTH. Takumu
npobjeMaMyd MOTYT CTaTh 3aKOHBl CTpaHbl M MEXKJIYHApOJHOIO COOOIIECTBAa, BHYTPEHHHE
TpeOOBaHUs KOPIIOPAIMHU, STHYECKHE HOPMBI OOIIECTBA.

[locne omucaHusi BcCeX TEXHMYECKUX M AIMHUHHCTPATHUBHBIX MeEp, IUIAHUPYEMBIX K
peanu3annuy, MPOU3BOIUTCS pacyeT 3KOHOMMYECKOW CTOMMOCTH JaHHOM Iporpammsl. B Tom ciyyae,
Korja ()MHAHCOBBIE BJIIOKEHUS B IPOTrpaMMy 0€30MacHOCTH SBJISIFOTCS HEMPUEMIIMMBIMU MIIA ITPOCTO
HSKOHOMHYECKH HEBBITOJIHBIMU MO CPAaBHEHHIO C MOTEHIMAJIBHBIM YIIEPOOM OT aTak, MPOU3BOIUTCS
BO3BPAT HA YPOBEHb, IJI€ Mbl 33/1aBAINCh MAKCUMAJIBHO JOITYCTUMBIM PUCKOM 7 W YBEIMYEHHE €T0
Ha OJIUH WJIU JIBa ITyHKTA.
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3aBepiraercs pa3paboTKa MOTUTHKNA 0€30MTaCHOCTH €€ YTBEPKIACHUEM Y PYKOBOCTBA (DUPMBI

U JETATbHBIM JOKYMEHTHPOBAaHHEM. 3a STHUM JOJDKHA CJIEIOBaTh AKTHBHAS peanmu3alus BCeX

YKa3aHHBIX B IJIJaHE KOMITOHEHTOB. llepepacueT Ta0nuIbl pUCKOB U, KaK CIEJICTBUE, MOAU(PUKALIUS
MOJINTUKU 0€30MacHOCTH (pUPMBI Yallie BCEro Npou3BOJUTCS pa3 B JBa roja.

CTpyKTypHBI NpUHLOUN UMeeT (yHAAMEHTaIbHOE 3HAYEHUE M COCTABIIET OCHOBY
OonpimHCTBA peanu3anuii. CoriacHo 3TOMy MpUHOUIY, s noctpoenus [10 tpedyrorcs TOIbKO
TPU OCHOBHBIE KOHCTPYKITHH:

¢  (hyHKIMOHATBHBIN OJIOK;

® KOHCTPYKIHsI 0OOOIICHHOTO IHKJIA,;

®  KOHCTPYKLMS IPUHATHS IBOUYHOTO PELICHUS.

OYHKIIMOHATBHBIM OJIOK MOXKHO MPEICTABUTh KAaK OTIEIbHBINA BBIUUCIUTEIBHBIN OmepaTop
WM KaK JIFOOYIO IPYTyI0 PeaIbHYIO TIOCIIEI0BATEIbHOCTh BRIYUCIICHUN C €TMHCTBEHHBIM BXOJIOM U
€IMHCTBEHHBIM BBIXOJOM, Kak B moamporpamme. OpraHuzalus LUKIA B JUTEpaType 4YacTo
ynomuHaetcs kak 3nemMeHT DO-WHILE. KoncTpykius npuHSTHS JBOMYHOTO PEIICHUs HA3bIBACTCS
IF-THEN-ELSE.

OTH KOHCTPYKIIMU MOTYT CaMH PacCMaTpUBAThCA KaK (DYHKIIMOHAIBHBIC OJIOKH, TTOCKOIBKY
OHM O00NAAaOT TOJBKO OJHUM BXOJAOM U OJHUM BBIXOAOM. TakuM 00pa3oM, MOXKHO BBECTH
npeoOpa3oBaHue OMEpaluy LUKJIAa B (YHKIHOHAIBHBIA OJOK M B IMOCIEAYIOIIEM pacCMaTpHUBATh
BCSKHI TaKOH OmNeparop IHKJIA IKBUBAJICHTOM (HECKOJIBKO OoJiee CIO0XKHOT0) (YyHKIIMOHATHHOTO
0/l0Ka. AHAJIOTMYHO MOXKHO BBECTH IMPEOOpPa3OBaHHE KOHCTPYKIMHM TIPUHATHS PEUICHUS K
¢dbyHKIIMOHAaTPHOMY  Onoky. Hakonen, MOXXHO TpUBEeCTH JIOOYH0  MOCIEAOBATEIbHOCTh
(YHKIIMOHATBHBIX 3JIEMEHTOB K OJHOMY (PYHKIIMOHAJIHHOMY 3JIEMEHTY. B To ke Bpemsi oOpaTHas
MOCJIEIOBATEILHOCTh MPEe0Opa30BaHUN MOXKET OBITh HCIIOJIb30BaHA B MPOIECCE MPOCKTHUPOBAHMS
MPOrpaMMbI TI0 HHUCXOJAIICH CXeMe, T.€. MCXOJs W3 EJIMHCTBEHHOTO (YHKIIMOHAIHHOTO OJIOKa,
KOTOPBIH MOCTETIEHHO PACKIIaAbIBAETCS B CIIOKHYIO CTPYKTYPY OCHOBHBIX 2JIEMEHTOB.

[IpyHIMIT MOIYIBRHOTO MPOCKTHPOBAHMS 3aKJIIOUAETCS B pa3lelNeHUH  MpOrpaMM Ha
(YHKIIMOHATBHO  CaMOCTOSITENIbHBIE  4YacTH  (MOAYJHM), OOECMeYMBAIOIINE  3aMEHSIEMOCTbD,
KOJU(HUKAITNIO, YIAICHHUE U JIONIOJTHEHUE COCTABHBIX YacTeH.

[IpenmyrecTBa UCIIOIB30BAHUS MOAYJIBHOTO IPUHIIUIIA COCTOST B CIEAYIOIEM:

e Vmpomaercs OTIaJKa MPOrpaMM, TaK KaK OTPaHUYEHHBIA JOCTYIl K MOAYIIO H
OJTHO3HAYHOCTH €TI0 BHEITHETO MPOSBICHUS UCKIIOYAIOT BIHMSHHE OIIMOOK B JAPYTUX, CBSI3aHHBIX C
HUM, MOJYJISIX Ha ero (yHKIIMOHUPOBAHHE.

e (OOecneunBaeTcs BO3MOXHOCTh OpTaHM3aIlMM  COBMECTHOH  paboThl  OONBIINX
KOJUJIEKTUBOB Pa3pab0oTUMKOB, TaK KaK Ka)Jblil MPOTPaAMMHUCT UMEET JIeNI0 C He3aBUCHUMOMN OT JPYTHX

4acTbIO MPOTPaMMBbl.
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e [loBeImaerca Ka4yecTBO MPOrpaMMBbl, TaK KaK OTHOCUTEJIBHO MAJIbI pasMep MOIYJIECH H,
KaK CJeJICTBHE, HeOOoJblIas CI0XKHOCTb HX II03BOJIAIOT IPOBECTH Oosiee IMOJHYK IPOBEPKY

IIPOTrPaMMBI.

Hccneoosanue koppekmuocmu peanusayuu u eepuguxayus AC. IoHsITHE KOPPEKTHOCTU HIIH
IPAaBUIBHOCTH IOJPa3yMEBAET COOTBETCTBHE IPOBEPAEMOI0 OOBEKTa HEKOTOPOMY 3STAJIOHHOMY
O0BEKTY WM COBOKYHMHOCTH (DOpPMAIM30BAHHBIX JTAJIOHHBIX XAPAKTEPUCTUK U  IpaBUIL.
KoppektHocts IIO npum paspaboTke Hambosiee IOJHO ONPENENsAeTCs CTEHNEHbIO COOTBETCTBUS
NPEIbSBIEMBIM K HeW (OpMaTM30BaHHBIM TPEeOOBAaHUSAM IMPOTrpaMMHON crneuudukanuu. B
crienu(UKaUsIX OTPAXKAeTCsl COBOKYIHOCTh STAJIOHHBIX XapaKTEPUCTHK, CBOMCTB M YCIOBHUH,
KOTOPBIM JIOJKHA COOTBETCTBOBAaTh Nporpamma. 1 OCHOBHYIO 4acTh CHElM(DHUKALKUU COCTAaBIISAIOT
¢dbynkunonanpHble KpuTepun W Ll xapakrtepuctuku. McxomHoW mporpaMMHON crieruguKaImen,

KOTOPOU JIOJKHA COOTBETCTBOBATH Iporpamma, sisisiercst 13

[Ipu oTCcyTCTBUMU MOTHOCTHIO (POPMATM30BaHHON crienrdukanuy TpedoBaHmit B KauecTe T3,
KOTOPOMY JOJDKHa cooTBeTcTBoBaTh AC U pe3ynbraThl €€ (DYHKIMOHUPOBAHHSA, WHOT/A
UCTOJB3YIOTCS He(hOpMaAIM30BaHHBIE MTPEJOCTABICHUS Pa3padOTUYHKa, TOIb30BaTENs MM 3aKa3dhKa
nporpaMM. OJIHAKO MOHATHE KOPPEKTHOCTH IPOTrpamMM II0 OTHOLICHHMIO K 3alpocaM I0JIb30BaTelsd
WIM 3aKa3yuKa CONpPSDKEHO C  HEONPEACNEHHOCTBIO C€aMOro JTaloHa, KOTOpPOMY JOJDKHA
coorBercTBOBaTh AC. [lns CIOXKHBIX IpOrpaMM BCErjla CYLIECTBYET PHUCK OOHApYKUTh HX
HEKOPPEKTHOCTh (IO MHEHHUIO MOJb30BaTeNsl WM 3aKa3uuka) mnpu (GopManbHONH KOPPEKTHOCTU
OTHOCHUTENIHO CHeUu(UKAIUi BCIEACTBUE HETOYHOCTH CaMMX crerudukaiui. TpaIuiroHHbIH
B3IJISLT Ha clielU(UKaIMio TpeOOBaHUHN 3aKII0YaeTCsl B TOM, YTO OHA MPEACTaBIsIeT COO0N JOKYMEHT
Ha €CTECTBEHHOM $3bIKE, KOTOPBIN SBIISETCS MHTEpPPEcOM MEXIy 3aKa3uMKOM M HM3TOTOBUTEIIEM.
XOTsl MOATOTOBKE JOKYMEHTa MOXKET IPEJIIECTBOBATh HEKOTOPOE B3aUMOJIEHCTBUE, UMEHHO 3TOT
JOKYMEHT B 3HA4YUTEIBHOM CTENEHU BBICTYNAET KAaK «OTIpaBHAs TOYKa» HJIs HM3TOTOBUTEIS
IIPOrPaMM.

Takum o00pa3om, MOXHO cHeiarb BBIBOJ O TOM, YTO CO3JaHME COBOKYITHOCTH
B3alMOYBSI3aHHBIX HENPOTUBOPEUMBHIX CHEIM(UKAIUI sBIsSETCS HeoOXonuMoil Oazoil amns
obecrieyeHns: KOPPEKTHOCTH POEKTHpyeMoid mporpaMmel. [1pu 3Tom crienuduKkanim J0IKHBL:

e OBITH (pOpMaTILHBIMY;

®  [I03BOJISITH MPOBEPATH HEMTPOTUBOPEUNBOCTD U MOJHOTY TPEOOBAaHUMN 3aKa34uMKa;

®  CIYXKUTh OCHOBOM JUIsl anbHeWIero ¢popmanu3oBaHHoro npoexktuposanus OC.

Cy1iecTByeT HECKOJIBKO TIOJIX0/I0B K OMPEACIICHUIO crieuuKaIiii TpeOOBaHU.

Cneyughukayus kax onucauvue. 3aKa3yuK BbIIAeT CHeUU(UKALUIO, YTOOBI M3TOTOBHUTEIU

MOT'JIHN CH8.6I[I/ITB €ro TEM H3JCIIMEM, KOTOPOC OH KCJIACT, [TIOOTOMY 3aKa34YUK BUJUT 3TOT JOKYMCHT
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IJIaBHBIM 00pa30oM KaK ONKCaHHE CUCTEMBI, KOTOPYIO OH »KeJall Obl UMETh. B nmpuHIMIe, B onucaHuu
JOJDKHO OBITH yKa3aHO, YTO JOJDKHA M YTO HE JOJDKHA AenaTh cuctema. Ha mpakThke oOBIYHO MO
YMOJTYAHHIO TPEIOIaraeTcs, YTo CHCTeMa J0JDKHA JeJaTh TO, YTO YTOYHSETCS B CleUU(UKAIH, U
HE J0JDKHA JieaTh Hudero 6osee. B aToM cocTouT riaBHas mnpobiiema ¢ onucaTreiabHON CTOPOHOM
cneun¢ukanuu. [Ipennonaraercs, 4yTo 3aKa3uynK BCEr/la TOUYHO 3HAET BCE, YTO CHCTEMa J0JKHA U HE
JOJDKHA es1aTh. bosee Toro. B fajnbHEHIeM IPEANOIaracTcs, 4To 3aKa34uK MOJHOCTBIO IIEPEHEC ITO
3HaHUE B CeNU(PUINPOBAHHBIN JOKYMEHT.

Cneyughukayuss kax npeonucanue. VI3roTOBUTENb CMOTPUT Ha CHEUU(PUIMPOBAHHBIN
JOKYMEHT Kak Ha Ha0Op COCTAaBHBIX YacTel, Mmojuexkaliux cOOpke, YToObl pa3peluThb MpodiiemMy
3aKka3unka. Takol MpeanuChIBAIOIIMI B3MIIA 00YCIaBIUBACTCA HE TOJBKO TPYAHOCTSIMH CO3IAAHUS
OIHCATENBHOIO IOKYMEHTA (KaK yKa3blBaJIOCh BBIIIE), HO U CBEACHUSIMM, KOTOPbHIE YMBIIIJIEHHO WU
HEYMBILUIEHHO PACHIUPSIOT UM OTPAaHUUYMBAIOT CBOOOY U3TOTOBUTEIS.

Hozoeopnas memooonozus. B paMKkax «oIUCaHHE 3aKa3uHMKa-NPEINHCaHUEe U3TOTOBUTEIIO»
cienuuKanus paccMaTpuBaeTcs Kak (OpMabHOE pasielieHue MEXIy CTOpoHamH. YTo Kacaercs
3aKa34yMKa, TO OH OrOBapUBaeT MUHUMAJIbHO [IPUEMJIEMOE, TOI'/1a KaK M3TOTOBUTENb - MAKCUMAJIbHO
Tpedyemoe. Jloropop npepiaraercs U NPUHUMAETCS MPH 3apOKACHUU CUCTEMbl M 3aKaHUMBAeTCs
1ocjae 3aBepLICHMs CHCTEMBbl, KOIJa 3aKa3uuK IPUHUMAET CUCTEMY KaK OTBEYAIOLIYI0 €ro
MUHUMAaJbHBIM TpeOOoBaHUsM. Bo BpeMs M3roTOBJIEHMs CUCTEMbI B IPUHIIMIIE HE IPEAIOJIaraeTcs
HUKAKUX B3aUMOJICHCTBUI, 1a)e €ClId U3rOTOBUTEIb I10J03PEBAET, UTO MPEANICHIBAEMOE HE COBCEM
COOTBETCTBYET TOMY, YTO 3aKa3YMK XKEJIAET BUAETH B JEHCTBUTEIBLHOCTH.

Cneyughuxkayus kax mooens. CoBpeMeHHbIE 00Jiee CTPOrHe MpeICTaBIeHHs O creluuKanum
TPaKTYIOT €€ Kak Mojieib cucteMsl. [lpu ycinoBum, 4to jexaiias B OCHOBE MOJEIU CEMaHTUKA B
JI0OCTaTOYHOM Mepe o0OocHOBaHa, Takas creuudukanus oOecneynBaeT YETKYIO (OPMYIUPOBKY
TpeOoBaHUI.

CootBeTcTBYIOIIME MOJEIM IMOAXONAT TaKKe Il aBTOMAaTHU3UPOBAHHOTO KOHTPOJIS
LIEJIOCTHOCTH M JPYroro MpPOTHO3HOTO aHajiu3a, KOTOPbI, B 4aCTHOCTH, OOECHEUUT MpeKpalleHne
pa3paboOTKH CUCTEMBI, B IPUHIUIIE HE CIOCOOHOMN yIOBJIETBOPUTH TPEOOBAHUSIM.

Mognenu Kak OnMcaHue CUCTEMBI UMEIOT CIEAYIOIINE OTIMYUTENbHBIE YEPTHI 10 CPABHEHUIO
C IPYTUMHU cr1oco6aMu (GopMaTIbHOT'O OTUCAHHUS:

® XOpOIllIee COYETaHHWE HMCXOJIIEr0 M BOCXOJIIIEro MOJXOAOB K HX pa3paboTke ¢
BO3MOKHOCTBIO BBIOOpa aOCTPAKTHOTO OMMCAHUS;

® BO3MOKHOCTb OIMCAHUS MapauIeIbHOM, pacrpeieIeHHON U IUKINYECKOH padoThI;

®  BO3MOXHOCTb BbIOOpa pa3IMUHBIX (OPMATM30BAHHBIX AIIapaTOB JJIsSI ONMCAHUS CUCTEM.

OCHOBHOE MpPEHMYILECTBO MCIOJIB30BaHMUS (OpPMaTbHOW MOJENM 3aKII0YaeTcs B

BO3MOKHOCTH HCCIIEJIOBAaHUS C €€ MOMOIIBbI0 OCOOCHHOCTEH MojeaupyeMoi cucteMmbl. OCHOBBIBAs
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dbopManbHBIE METO/ pa3pabOTKU Ha MaTeMaTUYEeCKOW MOJENU U 3aTeM, HCCIeAys MOJAENb, MOKHO
BBISIBUTH TaKUe I'PAaHU MMOBEJIECHHUS CUCTEMBbI, KOTOPbIE B MIPOTHUBHOM cilydae He ObLIM Obl OYEBHIHBI
10 6oJiee MO3THUX CTaIHA.

Tak kak 11e51eBbIM 00BEKTOM MpoekTHpoBaHus siBisiercss AC, TO MO/IETTh MOXKET ONUCHIBATh
6o camy AC, mubo ee TOBEACHHE, T.€. BHEIIHUE MposiBiIeHUs GyHkmuonupoanuss AC. Mojenb,
onuceiBatonasi noseneHue AC mo cpaBHeHuio ¢ wmojenbio AC, o0namaer OJHUM BaKHBIM
MIPEUMYIIECTBOM - OHAa MOKET OBITh IIPOBEPEHA U OLIEHEHA KaK MCIIOIHUTEISIMH, TaK M 3aKa3YHKaMHU,
MOCKOJIbKY 3aKa34MKU HE 3HAIOT, KaK JoJbkHa pabotath AC, HO 3aTO OHU HPEICTABISAIOT, YTO OHA
NOJDKHA Jienath. B pesysnbpTaTe Takoro MOJIEIHMPOBAHMSI MOXET ObITh MpPOBEpEHa KOPPEKTHOCTH
cieuu(UKauil OTHOCUTEIHHO HCXOJHOM IMOCTaHOBKH 3amaud, T.e. T3. Kpome Ttoro, kpurepuu
MPAaBUILHOCTH CYMTAIOTCS TOCTaTOYHBIMH TIPH YCIOBUH, YTO CHenu(UKanus IpeicTaBisieT cOOO0i.
MCYEpIBIBAIOIIEEe OMUCAHHE «BHEUIHEro» IOBeAeHUS OOBEKTa MpPH BCEX BO3MOXHBIX (WK
3aIIaHUPOBAHHBIX ) CUTYAIUSIX €r0 UCIOJIb30BaHUS.

Kak Obputo oTMedeHO Beimie, npu paspadotke AC, O0COOCHHO €€ KOMIIOHEHTOB,
MPECTABISAIONINX CUCTEMY 3aIIUTHl HHPOPMALIUH, JUTI 00eCTIeueHUs] BBICOKMX TapaHTUIl OTCYTCTBHUS
HEUCIPABHOCTEH U MOCIEAYIOIIEro JA0Ka3aTeIbCTBA TOT0, YTO cHcTeMa (PYHKIIMOHUPYET COTJIacHO
TpeboBanusM T3, uconb3yIOTCS PopMalIbHBIE TOAXOABI K €€ MPOSKTUPOBAHUIO.

dopmanpHOE MPOEKTUPOBAHHME AITOPUTMOB Oa3upyercs, B OCHOBHOM, Ha S3bIKax
AITOPUTMUYECKUX JIOTHK, KOTOpbIe BKJIIOYAOT BbicKasdpiBaHue Bupa Q{S}R, wuwuraromeecs
CIIEAYIOIIMM 00pa3oM: €ClIM JI0 UCIOJHEHUs oreparopa S ObUIO BBINNOIHEHO ycioBue Q, To mocie
Hero Oyner R'. 3nmecs Q HasbiBaeTcs mnpenycioBueM, a R-mocTycioBueMm. OTHU A3BIKH ObUIH
n300peTeHsl npakTuyecku onHoBpeMmeHHo P.Y. ®noiinom (1967 r.), C.A.P. Xoapom (1969 r.) u
YYEHBIMH TTOJILCKOM Jiorrmueckoi mkoisl (A. CanpBunikuii u ap., 1970 r.). Kak npenycnoBue, Tak u
IIOCTYCJIOBUE SIBJISIFOTCS] IPEJUKATAMHU.

[IpenmyiiecTBO npeacTaBICHUs AITOPUTMA B BUE ITpeoOpa3oBarens MpelInKaToB COCTOUT B
TOM, YTO OHO JAa€T BO3MOXKHOCTb!

®  AHAJIM3UPOBATh AJITOPUTMBI KaK MaTeMaTHYeCKhe OOBEKTHI;

e 1ath (hOpMAIBHOE OMNHMCAHUE AaNTOPUTMa, IO3BOJIAIOLIEE HMHTEIIEKTYaJIbHO OXBATUTh
aJITOPUTM;

® CHHTE3MpOBATH AITOPUTMBI MO MPEACTABICHHBIM CHIENU(DUKALIUAM;

e qmpoBecTd GopMaIbHOE BepUPHUIIMPOBAHUE ATITOPUTMA, T.€. T0Ka3aThb KOPPEKTHOCThH €ro
pean3anum.

Metononorusa (opmanbHON pa3pabOTKU U JTOKA3aTeNbCTBA KOPPEKTHOCTH AJITOPUTMOB B
HACTOAIIEE BpPEMS XOpOIIO pa3paboTaHa M HU3JOXKEHa B IeJIoM psjie pabor. Bkparue cyTh 3THX

MCTOHOB CBOAUTCA K CICAYIOLIEMY:
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e pa3paboTKa aJropuT™Ma MPOBOJUTCS METOJOM IIOCIEJOBATEIBHOM JEKOMITO3UIINH, C
pa30buBKoO# 001Iei 3a/1a4K, pelaeMoi aIropuTMoM, Ha psiji oJiee MENKUX M03a/a4;

e  KpUTEpHEM JCTANIM3ALUU M0/13a/1a4 SABJISIETCS BO3MOXKHOCTh X PEAU3ali ¢ TOMOUIbIO
OJIHOM KOHCTPYKLMHU BETBIICHUSI WJIN LIUKIIA;

e pa30ueHue oOImIeH 3a7auu Ha MOA33Ja4yu MpeAycMaTpuBaeT (GOPMYIHPOBAHHE Ipel- U
MOCTYCJIOBUM IS KaXJI0M MOJ3a/1aud C LIEJIbI0 UX KOPPEKTHOTO MPOEKTHUPOBAHUS U JabHEHIIEH
Bepudukanuu.

Jns  nokasarenbcTBa  KOPPEKTHOCTH — anroputMma  (Bepudukanus)  GopMmynupyercs
maremarudeckas teopema Q{S}R, koropas 3aTem mokasbiBaercs. JoKa3aTenbCTBO TEOPEMBI O
KOPPEKTHOCTH MPUHATO pa3duBaTh Ha [Be YacTu. OHA YacTh CIYXKUT AJIs JOKA3aTelbCTBA TOTO, YTO
paccMaTpUBaeMbIil AITOPUTM BOOOIIE MOXKET 3aBEPUINTH PadOTy (IIPOBOJUTCS aHAIN3 BCEX LIUKIIOB).
B npyroii yacTu noKa3bpIBaeTCsd KOPPEKTHOCTh IOCTYCIOBUS B IPEIIOJNOKEHUU, YTO AJITOPUTM
3aBepIaer padoTy.

Teopus bezonacnvix cucmem (TCB). TlonsTHE «0BEpEHHAs BRIYUCIUTEIbHAS cpenay (trusted
computing base-TCB) mosiBuioch B 3apyOexHON mpakTHKe oOecrneueHus HH(GOPMAIMOHHON
0€30MacHOCTH JOCTaTOYHO JaBHO. CMBICT XapakTePUCTUKH «IOBEPEHHAs» MOXHO MOSICHUTH
CJIETYIOIIUM 00pa3oM.

JluckpeTHas MPHPOJAA XapaKTEPUCTHKU «Oe30MacHbIi» (B TOM CMBbICIE, YTO JIMOO HEYTO
SABIISICTCS OE€30MaCHBIM, TOJTHOCTBIO YIOBJIETBOPSS PsNy TNPEAbABISEMBIX TpeOOBaHWH, MO0 HE
SBJIETCS, €CIIM OJTHO WJIM HECKOJIbKO TPEOOBAaHUI HE BBIIIOJIHEHBI) B COUETAHUH C YTBEPKACHHUEM
«HUYTO He ObIBaeT 0€30MacHBIM Ha CTO MPOLIEHTOB» MOJTAIKHUBAIOT K TOMY, YTOOBI BecTH OoJee
rMOKUI TEpMUH, MMO3BOJISIOMIMN OLIEHUBATh TO, B KaKOW CTeNeHU pa3paboTaHHas 3amuiieHHas AC
COOTBETCTBYET O’KUJIAHUSAM 3aKa3YMKOB. B 3TOM OTHOILIEHNHU XapaKTEpUCTHKA «TOBEPEHHBII» OoJee
a/JIeKBaTHO OTpa)KaeT CUTYallMIo, TJ€ OlIEHKA, BBIPAKEHHAs 3TOM XapaKTepUCTHKOW (Oe3omacHbIN
WIA JOBEPEHHBIN), OCHOBAaHA HE HAa MHEHHHM pa3pa0OTYMKOB, a Ha COBOKYIHOCTHU (DaKTOpOB,
BKJIIOYAss MHEHUE HE3aBHUCHMOH DKCHEPTU3bl, OMNBIT MNPEABIAYLHIET0 COTPYJHUYECTBA C
pa3paboTurKamMu, U B KOHEUHOM UTOT€, SIBJISIETCS MPEepOraTuBON 3aKa3ymka, a

He pa3paboTymKa.

JloBepenHast BbruucnutenbHas cpena (TCB) BkitoyaeT Bce KOMIIOHEHTHI M MEXaHHU3MBbI
3alMIICHHON aBTOMAaTU3UPOBAHHOM CHCTEMBI, OTBEUAIOLIME 3a pEAIU3alUI0  IOJUTUKU
0€30MacHOCTH - KOMIUIEKC IPEBEHTHUBHBIX Mep M0 3alluTe KOH(UICHIMAIbHBIX JaHHBIX U
MH(OPMALIMOHHBIX TpolleccOB Ha mnpeanpustud. l[loauTtuka Oe30macHOCTH BKIIIOYAeT B cels
TpeOOBaHUS B aJpec MepCcoHala, MEHEIKEPOB M TEXHUYECKUX CIyk0. OCHOBHbIE HaNpaBICHUS
pa3paboTKy MOTUTHKU OE30MAaCHOCTH:

L4 ONpCACIICHUC KAKUC JAHHBIC 1 HACKOJIBKO CEPHE3HO HGOGXOI[I/IMO 3alquiiarhb,
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e oOmpeneneHue KTo U Kakoil yimepO MoxkeT HaHeCTH (pupme B HH(POPMAIIMOHHOM aCIIEKTe,
®  BBIUMCJICHHE PUCKOB U OIPEJIETICHUE CXEMbl YMEHBUIEHUS UX /10 IPUEMIIEMON BEIMYUHBI.
Bce ocranbnbie yactu AC, a Takke ee 3aKa3uyuk nosararotca Ha 1o, uto TCB KoppekTHO peanusyer
3aJJaHHYIO0 TIOJUTUKY O€30MaCHOCTH J1a)K€ B TOM CIIy4yae, €CJId OTAENbHbBIE MOIYJIU WM MOJICUCTEMBI
AC pa3zpaboTaHbl BBICOKOKBATU(HUIIMPOBAHHBIMU 3JI0YMBIIUIEHHUKAMHU C TE€M, YTOOBI BMELIAThCS B

¢ynkunonuposanue TCB u HapymUTh MOIAEPKUBAEMYIO €10 IOJUTHUKY 0€30IacHOCTH.

MunumanbHbI HA0Op KOMIIOHEHTOB, COCTABIISIONINN JOBEPEHHYIO BBIYMCIUTEIBHYIO CPENLY,
o0ecrniedrBaet cienyrmue QyHKIUOHATBHBIE BO3MOXHOCTH:

®  B3aMMOJICHCTBHE C anmapaTHbIM obOecrieueHueM AC;

®  3AIIUTY NaMATH;

e (yHKuMH (ailIIOBOrO BBOIA-BHIBOJIA;

e  yIpaBJEHHUE MPOLIECCAMHU.

JlomoJTHeHe W MOJICPHH3AIMS CYIIECTBYIOMMX KOMIIOHEHTOB AC ¢ yderoM TpeOoBaHUi
0€30MacHOCTH MOTYT MPUBECTH K YCIOKHEHHUIO MPOILIECCOB COMPOBOKACHUS M TOKYMEHTUPOBAHMUSL.
C apyroii cTOpoHBI, peaiu3alus BceX NepeyrcIeHHbIX (QYHKIIMOHAIBHBIX BO3MOXXHOCTEH B paMKax
[EHTPAIN30BAaHHON JOBEPEHHOW BBIYMCIMTEIBHON CpeIpl B TOJHOM O00BEME MOXKET BBI3BATH
paspacranue pasmepoB TCB wu, kak cleACTBHE, YCIOXKHEHHE J0Ka3aTelbCTBA KOPPEKTHOCTHU
peanu3anuu NOTUTHKU Oe3omacHOCTH. Tak, onepanuu ¢ Qaitnamu MoryT ObITh peanu3oBanbl B TCB
B HEKOTOPOM OIpaHMYEHHOM 00beMe, TOCTATOYHOM JUIs MOAJIEpKaHUs MOJUTHKH 0€301acHOCTH, a
paciipeHHbI BBOJ-BBIBOJ] B TaKOM cilydae peanusyercs B Tod yactu AC, KoTopas HaXoAMUTCA 3a
npeneinamu TCB. Kpome Toro, Heo0X0AMMOCTh BHEAPEHUS CBA3AHHBIX € 0€30MaCHOCTHIO (PYHKIMN
BO MHOrue KoMmmnoHeHTbl AC, peain3yemble B paziuyHbIX MoAyisix AC, NpUBOIUT K TOMY, YTO

3alIMTHBIE QYHKIMHU pacnpeaenstoTes mo Bceit AC, BbI3bIBast aHAIOTHUHYIO POOIeMYy.

OrmpesienieHsl CleyIoNMe dTanbl pa3padoTku 3amuiieHHon AC:
e OmpeJeleHUe MOJMTUKN OE30MaCHOCTH;
e npoekTupoBanue moaenu AC;

e paszpabotka kona AC;

obecrneucHue FapaHTI/Iﬁ COOTBCTCTBUA pCaIn3allun 3aJIaHHOM IIOJINTHKE.

3. CDOpMaJ'ILHLIC MOJUTHUKU OC30ITaCHOCTH

3.1 llonarue GpopmMaabHOM MOIUTUKU O€30MaCHOCTH
PaccmarpuBas Bompocsl 0e30macHOCTH MH(GOpMAMM B KOMIBIOTEPHBIX CHCTEMax MOKHO
TOBOPUTH O HAJIMYMHM HEKOTOPBIX (CKEJIATEeNbHBIX» COCTOSHUI JaHHBIX CUCTEM. DTHU >KelaTebHble

COCTOSIHHUA (OHI/IcaHHI)Ie B TCpMHUHAX MOICIU COOCTBEHHO KOMHBIOTepHOﬁ CHUCTEMBI, HAIIPpUMCEP, B
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TEPMUHAX CYOBEKTHO-OOBEKTHOW MOJENH) OINHUCBHIBAIOT «3AILMUIIEHHOCTh» cUCTeMbI. [loHsTHE
«GaLIUIIEHHOCTH» MPUHUMIHNAIBPHO HE OTJIMYAETCS OT JIIOOBIX JPYTrUX CBOWCTB TEXHUYECKOM
CHCTEMBI, HAIPUMEpP, «HAJSKHOW paOOTHI», W SBISIETCS sl CHUCTEMbl BHEUIHHM, AalpHOPHO
3aJjaHHbIM. OCOOEHHOCTBIO MOHATHUS «3AILUIIEHHOCTbY» SBISETCS €r0 TECHas CBA3b C MOHATUAMHU
«GIOYMBILIICHHUK» (KaK 0003Haue€HUE BHEIIHEH NPHYUHBI JUIsl BBIBOJA CUCTEMBI U3 COCTOSHUS
«GalllMIIEHHOCTU») WM «yrpo3a» (IOHSTHE, OO0€3JIMYMBAIOLIEE IPUYMHY BBIBOJA CHCTEMBI W3
3aIUILIEHHOTO COCTOSIHUS M3-3a IEUCTBUM 3710YMBIILJICHHUKA).

IIpu paccMOTpeHMH MOHSTUS «3JIOYMBIIUIEHHUK)» MPAKTHUECKU BCErJa BBIACIAETCS 00BEKT
€ro BO3JIEHCTBUA - YaCTh CHCTEMBI, CBSI3aHHAsI C TEMH MM MHBIMM JEHCTBUSAMH 3710yMBIIUIEHHUKA
(«o0bexT atakmu»). Clie0BaTENbHO, MOKHO BBIICIHUTH TPH KOMIIOHEHTHI, CBS3aHHbIE C HApyIICHUEM
0€30IaCHOCTH CHUCTEMBI:

1. «3IOYMBIIUIEHHUK» - BHEUIHMH 110 OTHOLIEHHWIO K CHCTEME HCTOYHUK HapyIIEHUsS
CBOMHCTBA «0€30I1aCHOCTbY;

2. «OOBEKT aTakW» - YacTh, NPUHAIISKAIIA CHCTEME, Ha KOTOPYIO 3JI0YMBIIUICHHUK
IIPOU3BOJUT BO3JCHCTBHUE;

3. «KaHaJl BO3JEHCTBUS - Cpelia MePEeHOCca 3J0YMBIIIIJIEHHOTO BO3ICHCTBHUS.

WHTerpaabHON  XapaKTEpPUCTUKOM, OINUCHIBAIOLIEH CBOMCTBA 3aIMIIAEMOM  CHUCTEMBI,
SIBJIAETCS MOJIUTHKA OE30M1aCHOCTU - KAYECTBEHHOE (WM KaueCTBEHHO-KOJMYECTBEHHOE) OIMCAaHUE
CBOMCTB 3alllMIIIEHHOCTH, BBIPAXKEHHOE B TEPMHUHAX, ONMUCHIBAIOIIUX cucTeMy. OnucaHue MoJIMTUKU
0€30I1aCHOCTH MOYKET BKJIIOUYATh WIIM YYUTHIBATh CBOMCTBA 31I0YMBIIUIEHHUKA U OOBEKTa aTakKy.

Onucanue MOJUTHKN 0€30MaCHOCTH BKIIIOYAET:

1. MHOeCTBO BO3MOXHBIX ONIEpaIfii HaJl 00bEKTaMHU.

2 Ins xkaxa0d mapel «cyObekT-00bekT» (Si,0j) Ha3HaueHHEe MHOXECTBA pa3pelIeHHBIX
olepanuii, SBISAIOLIErOCs MOJMHOKECTBOM BCEr0 MHOKECTBA BO3MOJKHBIX omepaunuil. Onepannn
CBSI3aHbl OOBIYHO C I1€JIEBOM (DYHKIMH 3aluInaeMoil cucTeMsbl (T.e. ¢ KaTeropuei, OnMUChIBAIOLICH
Ha3HAYeHWe CHUCTEMBbl M pellaeMble 3a/ayd), HalpuMep, OINepalusIMH «co3JaHue OOBeKTay,
«ynaneHue o0beKTa», «repeHoc HHPOPMaIlUU OT MPOU3BOJILHOTO 00BEKTA K MPEAOIPENEICHHOMY -
YTEHHUE» U T. 1.

MoHO cOopMyIHPOBaTh JIBE aKCHOMBI 3alMIIEHHBIX KOMIbIOTEpHBIX cucteM (AC):

Axcuoma 1. B 3ammmenHoit AC Bcerga NMpUCYTCTBYET aKTHBHAs KOMIIOHEHTa (CyOBEeKT),
BBITIOJHSIONIAs] KOHTPOJIb Onepanuil cyObeKkToB HajJ oObekTamMu. JlaHHas KOMIIOHEHTa (pakTHUeCKu
OTBEYAET 3a peasn3allii0 HEKOTOPOU MOJIUTUKN OE30MaCHOCTH.

Axcuoma 2. JIns BemonHeHus B 3ammmieHHo AC omepanuii Hax 00beKTaMH HEOOXOoauMa
JOTIONIHUTENbHAST MH(OpManus (M HaTU4Me CoJep)Kallero ee O0O0BbeKTa) O pPa3pelIeHHBbIX U

3aMpeIIeHHbIX ONepaIusIXx CyObeKTOB C OOBEKTaMH.
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B nmaHHOM citydae MBI OlepupyeM KaueCTBECHHBIMH MOHSATHSIMH «KOHTPOJIbY, «pa3peuicHHas
U 3allpelleHHas orepals», TaHHbIe MOHATHS OYAYyT PACKPBITHI U MMPOUILUTFOCTPUPOBAHBI HIDKE.

Cy1iecTByeT IOMONTHHUTEIbHAS aKCHOMA.

Axcuoma 3. Bce BOpocsl 0€301MacHOCTH UHPOPMAIIUU OMUCHIBAIOTCS JOCTYIAMH CyObEKTOB
K 00bEKTaM.
BaxxHo 3aMeTuTh, YTO MONHTHKA OE30MACHOCTH OIMCHIBACT B OOINEM cllydae HECTaIl[MOHApHOE
COCTOSIHME 3alWINEHHOCTH. 3alluilaeMas CHCTeMa MOXET H3MEHSTBCS, JOMOJHSATHCS HOBBIMU
KOMITOHEHTaMH (CyObeKTaMHt, 00bEKTaMH, ONIEpAMIMHU CYObEeKTOB Hajl 00bekTamu). O4eBUAHO, UYTO
MOJIUTHKA OE30MaCHOCTH JIOJDKHA OBITh TOJJIEpYKaHa BO BPEMEHH, CJIEIOBATEIBHO. B MpOIECC
M3YYCHHS CBOWCTB 3alIUIIAEMON CHUCTEMBI JOJDKHBI OBITH JOOABJICHBI IMPOLEAYPHI YIIPABICHHUS

0€e30I1aCHOCTBIO.

C npyroil cTOpOHBI, HECTALIMOHAPHOCTH 3amminacMod AC, a Takke BOIPOCHI pealu3aluu
MOJIUTUKM O€30IIaCHOCTH B KOHKPETHBIX KOHCTPYKLHMSAX 3allMIAaeMOM CHCTeMbl (Hampumep,
[IPOrpaMMUPOBAHUE KOHTPOJIMPYIOLIET0 CyObEKTa B KOMaHAax KOHKPETHOro Ipoueccopa
KOMIIBIOTEpA) MPEAONPENEISIOT HE0O0X0JUMOCTh PACCMOTPEHHUS 331a4d TApAaHTUPOBAHUS 33aJaHHOU
MOJIUTUKH O€30MIaCHOCTH.

B pe3ynbrare, MOKHO CKa3aTh, YTO KOMIIBIOTEpHAs 0€30MacCHOCTh pEIIaeT yYeThIpe Kiacca
B3aMMOCBS3aHHBIX 3a/1a4:

1. ®opMynupoBaHUE U U3yUYEHUE MOJIUTHK O€3011aCHOCTH.

2. Peanu3zanus monuTUK 6€300aCHOCTH.

3.I'apanTupoBaHue 3aJaHHOM MOJTUTUKH O€30MaCHOCTH.

Tunosoit sxu3HeHHbIN MUK AC COCTOUT U3 CIEIYIONIUX CTaIUM:

1. [IpoexktupoBanune AC 1 MPOEKTUPOBAHKE MOJIUTUKHA OE30IIaCHOCTH.

2. MogpenupoBanue IIb u anamu3 koppektHoctH IIb, BKIIIOUArOIUI YCBHIHOBIIEHUE
a/IeKBaTHOCTH MOJIUTUKHU Oe3omacHocTy U 1eneBoit pynkun CC.

3. Peanuzanus 116 u MexaHM3MOB ee rapaHTHpPOBaHMS, a TaKXKe MPOLEAYp U MEXaHU3MOB
yhpaBiieHus: 0€30MacCHOCTHIO.

4. DKcrutyaTalys 3alMIIEHHON CUCTEMBI.

PaCCMOTpI/IM HOI(pO6HO MoAXOoAbl K pCHICHUIO ITOCTABJICHHBIX 3a1a4.

3.2. [lonsiTue nocryna u MOHUTOpa 0€30MaCHOCTH

B Teopun kommbproTepHON 0€30macHOCTH MPAKTHUECKHU BCEr/la paccMaTpUBAETCS MOJEIb
nmpon3BoiabHOM AC B BHJE€ KOHEYHOTO MHOYKECTBA JJIEMEHTOB. YKAa3aHHOE MHOYKECTBO MOYKHO

pasacsimTe Ha JBa IIOAMHOKCECTBA: MHOXCCTBO OOBEKTOB M MHOXECTBO Cy6’LeKTOB. I[aHHOC
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pas3zereHne OCHOBAHO HA CBOMCTBE JIEMEHTA «OBITh AKTHUBHBIM» MM «IIOJy4yaTh YIPaBICHUE»
(IpUMEHSI0TCA TaK)XXE€ TEPMHUHBI «UCIOJIb30BATH PECYPCHI» MIIM «IIOJIb30BAaThCS BBIYMCINUTEIBHON
MOILIHOCTbIO»). OHO HCTOPUYECKH CIIOKUIOCh HAa OCHOBE MOJEJIN BBIYMCIUTENIBHON CHCTEMBI,
npuHagnexamed ¢oH Heiimany, coryiacHO KOTOpOHl IOCIeN0BaTEIbHOCTh HCHOJHSIEMbIX
MHCTPYKUHMH (IIporpamMma, COOTBETCTBYIOIIAs MOHATUIO «CYOBEKT») HaXOAUTCS B €IMHOW cpere ¢
JAHHBIMU (COOTBETCTBYIOIIUMHU IMOHATHIO OOBEKTY).

Mopnenu, cBsizanHble ¢ peanuzauued I1b, HE y4MTBIBAalOT BO3MOXKHOCTH CYOBEKTOB I10
n3MeHeHuto AC, KOTopble MOTYT IIPUBECTH K U3MEHEHHUIO €€ CBOMCTB M KaK MpPEAesIbHBIN Ciiydall K
MIOJTHOM HENPUMEHUMOCTH TOM MM MHOW MOJENM K ONMCAHUIO OTHOIIEHUH «CyOBEKT-OOBEKT» B
n3MmeHeHHoi AC.

OTOT (aKT HE SBISETCS HEAOCTATKOM IOJUTHKH 0e30macHOCTH. JlOCTOBEpPHOCTH pabOTHI
MEXaHU3MOB peaJIn3aluy MOJIUTUKU OE30IaCHOCTH CUMTAETCS alpUOPHO 3a/laHHON, MOCKOJIBKY B
IPOTUBHOM CJy4ae HEBO3MOXKHA (opManu3alus W aHaiau3 mopenei. OnHaKo BONPOC TrapaHTHH
MIOJINTUKKA OE€30IaCHOCTU SIBJISIETCS KJIIOYEBBIM KaK B TEOpUHM, TaK M B MpakTuke. PaccmarpuBas
aKTUBHYIO pOJb CyObekTOoB B AC, HEOOXOIMMO YHNOMSIHYTh O psi/ieé BaKHEHIIMX UX CBOWCTB, Ha
KOTOPBIX Oa3upyeTcs u3jiaraeMasi HUKe MOJIeNb.

Bo-nepBbix, HEOOXOAMMO 3aMETUTh, YTO YEJIOBEK-I10JIb30BaTEIb BOCIIPUHUMAET OOBEKTHI U
nony4yaer uHpopManuio o coctossHu AC depe3 cyOBEKTh, KOTOPBIMH OH YIPAaBISIET U KOTOPBIE
IIPOU3BOJAT OTOOpakeHne HH(POPMaIUU B BOCIIPUHUMAEMOM YEJIOBEKOM BH/JIE.

Bo-Bropsix, yrpo3sl komnoHeHTaM AC (AC paccMarpuBaeTrcss B MOJEIM THOTOKOB WIIU
COCTOSIHUM HCXOAAT OT CYOBEKTOB KaK AaKTHMBHOM KOMIIOHEHTBHI, MOPOXJIAIOUIeH TMOTOKH MU
U3MEHsIoIEN cocTosiHue 00beKTOB B AC.

B-Tperbux, CyOBEKThl MOTYT BJIMSATH JAPYr Ha Jpyra yepe3 H3MEHseMble UMHU OOBEKTHI,
CBSI3aHHBIE C JAPYIMMH CyOBEKTaMM, MOPOXAas B KOHEYHOM HTOTe€ B CHCTEME CYOBEKThl (WIH
COCTOSIHUSI CUCTEMBI), KOTOpPbIE MPEICTAaBISAIOT Yrpo3y Ais 0e30MacHOCTH MH(OpManu WU s
paboTOCITOCOOHOCTH CaMOM CHCTEMBI.

bynem cuutath paspenenue AC Ha cyObekTbl U OOBEKTHI anpuopHbIM. byaem cuuTaTh
TaKXe, 4TO CYIIECTBYET allpHOPHBIN 0e301IMO0UHBIN KpUTEpUil pa3nndyeHus: cCyObeKTOB U 0OBEKTOB
B AC (o cBOWcTBY akTMBHOCTH). Kpome TOro, cuuraeM B YCIOBHUAX BCEX YTBEPKIACHHH, UTO
nexommo3unus AC Ha CyObEeKThI U 00BEKTHI (PUKCUPOBAHA.

[TomuepkHeM oOTIMYME TOHATHS CYOBbEKTa KOMIIBIOTEPHONH CHUCTEMBI OT YeJOBEeKa-
I10JIB30BATENS CIEAYIOLUIUM ONPENEICHUEM.

[Tonp3oBarens - MuIO (HU3NUIECKOE JTUII0), ayTeHTHPULIUPYeMOe HEKOTOpOoi HHpOopMaluei u
yhopasisitoniee  CyObeKTOM  KOMIBIOTEPHOM CHUCTEMBI 4epe3 opraHbl ymnpasieHus OBM.

[Tonb3oBarens AC sBisieTCs, TaKUM 00pa3oM, BHEIIHUM (DaKTOPOM, YIPABISIOIIUM COCTOSITHUEM
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cyObekToB: B cBsizu ¢ 3THM panee OyaeM CUMTATh MOJb30BATEIbCKOE YIPABIAIOIIEE BO3/IEHCTBUE
TaKUM, YTO CBOMCTBa CyOBEKTOB, COPMYIHPOBAHHBIC B HIDKE NPUBOJUMBIX OIPENEICHUSIX, HE
3aBUCIT OT HEro (T. €. CBOMCTBa CyOBEKTOB HE HW3MEHSEMBI BHEIIHUM YyIpaBieHHeM). CMBbICT
JAHHOTO YCJIOBHSI COCTOUT B MPEANOJOXKEHHH TOro (pakTa, 4TO MOJIb30BATENb, YIPABISIOMIUN
MIPOrpaMMoOii, HE MOXKET Yepe3 OpraHbl YIpaBICHHUS U3MEHUThH €€ CBOWCTBA (yCIOBUE HEBEPHO AJIS
CHCTEM THUIIA KOMITWJISITOPOB, CPEICTB Pa3pabOTKH, OTJIAAUYUKOB H Jp.).

Bynem takxe moiarath, 4TO B JIFO0OH TUCKPETHBIA MOMEHT BPEMEHH MHOXKECTBO CyOBEKTOB
AC He mycTo (B NPOTHBHOM CIy4ya€ COOTBETCTBYIOUIME MOMEHTHl BPEMEHHU HCKIIOYAIOTCS U3
PaccMOTPEHHMSI U PACCMAaTPUBAECTCS OTPE3KU C HEHYJIEBOH MOIIHOCTbIO MHOKECTBA CYOBEKTOB).

Axcuoma 4. Cyobektsl B AC MOTyT OBITh MOPOXKJIEHBI TOJBKO AKTUBHOM KOMITOHEHTOM
(cyOBbekTamu) U3 0OBHEKTOB.

CreuunduuupyeM MEXaHU3M MOPOKACHUS HOBBIX CYObEKTOB CIEIYIOIIUM OIPEIEICHUEM.

Onpeoenenue 1. O0bexT Ol Ha3bIBaeTCS MCTOYHHKOM U CyObeKTa SM, elu CyIIeCTBYeT
CyOBeKT Sj, B pe3yibTare BO3JACHCTBUS KOTOporo Ha o00bekT Oi B KOMIBIOTEPHOW CHCTEME
BO3HHUKAET CyOBEKT SM.

CyObekT Sj, MOpOKAAIONINI HOBBIN CyOBeKT U3 00bekTa Ol, B CBOIO OdYepeiib, Ha3bIBACTCS
aKTUBHU3HUPYIOMIHUM CYOBEKTOM 75l CyObekTa SM, SM Ha30BEM MOPOKACHHBIM 00BEKTOM.

Beenem o6o3nauenue: Create (Sj, Oi)»>Sk - u3 ob6bekTa Ol mopoxkaeH oobekT SK mpu
aKTHBU3UPYIOLIEM Bo3aeicTBUU CyObekTa Sj. Create HazoBeM ormepanueil MOpOXKICHUS CYOBEKTOB
(cm. puc. 1).

Omnepauus Create 3amaeT oToOpakeHUE JeKapToBa MPOU3BENECHHS MHOXKECTB CyOBEKTOB U
00BEKTOB Ha 0ObEIMHEHNE MHOKECTBA CyOBEKTOB MMYCThIM MHOKECTBOM. 3aMeTUM Takxke, uTo B AC
JEUCTBYET JAUCKPETHOE BpeMs M (DaKTUUECKH HOBBIH CyOBeKT SK MOpokmaaeTcs B MOMEHT BpEMEHH
t+1 oTHOCHTENbHO MOMEHTa t, B KOTOpBIH MPOU30ILIO BO3JEHCTBHE MOPOXKAAIOLIET0 CyObeKTa Ha
00BEKT-UCTOYHHK.

OueBuAHO, 4YTO OmEpanmusi TOPOXKICHHS CyOBEKTOB 3aBUCHT KaK OT CBOICTB
aKTUBU3UPYIOIIETO CYOBEKTa, TaK U OT COJICPKaHM 00bEKTa-yTOUYHHKA.

Cuwuraem, uro eciu Create(Sj, Oi)-> NULL (xouctpykiust NULL nanee o6o3HauaeT mycroe
MHO>KECTBO), TO IMOPOKIEHHE HOBOTO CyOBbeKTa u3 00bekTa Ol Mpu aKTHBH3HPYIOIIEM BO3JICHCTBUH
Sj HeBo3MoxHO. Tak, MPakTHYECKH BO BCEX OMNEPAIMOHHBIX Cpelax CyIIeCTBYET TOHITHE
ucrionasiemMoro ¢aina - o0beKTa, MOTYHIETO OBITh HWCTOYHUKOM I TIOPOXKIACHHUS CYOBEKTa.
Hampumep, mms MS DOS daiin edit.com sBiseTcs OOBEKTOM HCTOYHUKOM JUIS TIOPOXKIACHUS
CyOBEKTa-IporpaMMbl TEKCTOBOTO PEAAKTOPA, a OPOXKJIAIOIINM CyOBEKTOM SIBIISETCS, KaK MPaBuilo,
komauaHbld uHTeprnperatop Shell (o0bekt-ucrounuk ~ command.com). U3 apxutektypsl (oH

Heiimana cienyer takke, 4To ¢ JH00bIM CyOBEKTOM CBSI3aH (MM aCCOLMUPOBAH) HEKOTOPBIM 0OBEKT
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(0OBEKTHI), OTOOPAKAIOIINI €ro COCTOSHUE, - HAaIpHUMEp, IJIs aKTUBHOW MPOTpaMMbl (CyOBeKTa)
aCCOIMUPOBAHHBIM O0OBEKTOM OYIET COACpPKAHUE YYacCTKa ONCPATHBHON MaMATH C HCIIOIHAECMBIM
KOJIOM JIaHHOM MPOTrpaMMBl.

Omnpenenenne 2. O6bekT Oi B MOMEHT BpeMeHH t acCOIMMpPOBaH CYOBEKTOM SM, eciu
cocrosiure oObekta Oi MOBIMSIO HAa COCTOSHHE CYyOBEKTa B CIEAYIOIIMHA MOMEHT BpEMEHH (T.e.
CcyOBeKT SM ncnosb3yeT uH GopMalluio, coaepxairytocs B oobekte Oi).

BBenem o603HaueHHe "MHOKECTBO 00beKTOB {0M}t acconMupoBaHO CyOBEKTOM Si B MOMEHT
Bpemenu t"; Si( {Om}t).

B nmanHOM ciyuae ompejereHME HE B IOJNHOW Mepe sBISETCS (OPMAIBbHO CTPOTHM,
MOCKOJIbKY COCTOSIHHE CyOBEKTa OIHMCHIBACTCS YIMOPSIOUYCHHON COBOKYITHOCTBIO aCCOLMUPOBAHHBIX
C HUM OOBEKTOB, a aCCOIMMPOBAHHBIA OOBEKT BBIACIACTCS IO MPUHIMITY BIMSHHUS HA COCTOSHHE
CyOBEKTa, T. €. B OIPEICIICHUHN MPOCIICKUBACTCS Hekass pekypcus. C Ipyroil CTOPOHBI, H3BECTHBI
PEKYPCHBHBIC OIPENEIICHUsI Pa3IMYHbIX OOBEKTOB (HAmpuMmep, JAepeBa). 3aBUCHMOCTh OT BPEMCHH
MO3BOJISICT OJHO3HAYHO BBIACIATH ACCOLUUMMPOBAHHBIC OOBEKTHI TOM CIIydae, €CIM B HadalbHbIH
MOMEHT aCCOIMMPOBAHHBIH OOBEKT MOXHO ONPEICIUTh OJIHO3HAYHO (KaK MPaBWIIO, 3TO BEKTOP

HCIIOJIHACMOI'O KOd U HAaYaJIbHBIC COCTOAHUSA pAada IICPEMCHHBIX HpOFpaMMLI).

0Oj Oi

Stream (Si,|/01) = Oj

Puc. 3.1. [lopoxnenust cyObeKkTa v IOHIATHE MTOTOKA

CyOBekT B o00meM ciydae peaqu3yeT HEKOTOpOoe  OTOOpaKeHHE  MHOXECTBa
aCCOIIMMPOBAHHBIX OOBEKTOB B t-HBIIf MOMEHT BPEMEHH Ha MHOKECTBO aCCOL[MMPOBAHHBIX 0OBEKTOB
B t+|-HBIiI MOMEHT BpeMeHH. B CBsI3M C 3THM MOXKHO BBIJCIUTH ACCOIMMPOBAHHBIC OOBEKTHI,
U3MEHEHHE KOTOPbIX H3MEHSET BHJ OTOOpaKEHHs] aCCOLMHUPOBAHHBIX OOBEKTOB (OOBEKTHI,
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coliepKalife, Kak @PaBWIO, KOJ MpOrpaMMbl - (YHKIMOHAIbHO aCCOLMHUPOBAHHBIE), U
acCOIIMMPOBAHHBIE OOBEKTHI-JaHHbIC (SBIIAIOLIMECS AapryMEHTOM OIepaliy, HO He W3MEHSIOIIne
BuZa OoToOpakeHus). Jlajmee moj accOMUPOBAHHBIMU OOBEKTaMHU MOHHMAIOTCA ()YHKIIMOHAIBHO
aCCOLIMMPOBAHHBIE OOBEKTHI, B MHBIX CIy4asX JIEIal0TCsS YTOYHEHHUS.

Cneocmsue (k onpedenenuro 2). B MoMeHT mopokacHus cyobekra Sm m3 oowvekta Oi oH
SBIISICTCS ACCOLMMPOBAHHBIM O0BEKTOM s CyOBeKTa Sm.

Heo06xomuMo 3aMeTuTh, 4YTO OOBEKT-MCTOUHHUK MOXKET OBITh aCCOLMHUPOBAHHBIM JUIS
aKTUBU3HPYIOIIETO CyOBhEKTa, TOTJa MOPOXKIECHUE SIBJISETCS aBTOHOMHBIM (T. €. HE 3aBHUCSILIUM OT
CBOMCTB OCTaIbHBIX CYOBEKTOB U 00bekToB). Ecimum ke 0OBEKT-UCTOUYHUK  SIBISIETCS
HEaCcCOIMUPOBAHHBIM (BHEIIHUM) Ul aKTHBH3HPYIOLIETO CyOBEKTa, TO MOPOXKICHHE HE SBIISCTCS
ABTOHOMHBIM M 3aBUCHT OT CBOWCTB 00bEKTa-MCTOUYHHUKA.

CBoiicTBO cyObekTa "OBITh aKTHBHBIM" peanu3yercss W B BO3MOXHOCTH BBITIOJHEHUS
neiictBuil Han oObekTamu. [Ipu 3TOM HEOOXOJUMO OTMETHTh, YTO MACCHBHBIA CTaTyc OOBEKTa
HE00X0MMO TpeOyeT CyIIECTBOBAHHS MOTOKOB HH(OPMAIMH OT 00BEKTa K 00BEKTY (B MPOTUBHOM
cllyyae HEBO3MOYKHO TOBOPUTH 00 M3MEHEHHH OOBEKTOB), MPUYEM JAHHBIA MOTOK WHUIMHPYETCS
CyOBEKTOM.

Onpeoenenue 3. TlotokoMm uHpOpMaImu Mexay oobekTom Om u o6bekTom Of HazbIBaeTCS
POM3BOJIbHAS onepalius Hajg o0bekToM Oj, peanusyeMas B cyobekte Si v 3aBucsias or Om.

3ametum, uro kak Oj, Tak 1 OM MOryT OBITh ACCOIMUPOBAHHBIMHU WJIA aCCOIMMPOBAHHBIMU
00beKTaMH, a TaKKe «IycThiMi» o0bekTamu (NULL).

O6o3nauenus: Stream (Si, Om)-> Oj - morok uHpopmaiuu ot oobekTa OM Kk 00bekTy O].
[Tpu sTom OyzneM BeiIeHATh UCTOUHUK (Om) U monyyarens npueMHuk) notoka (Oj). B onpenenenun
MOYEPKHYTO, YTO MOTOK HH(POpPMAIMM PACCMATPUBAETCS HE MEXIYy CyOBEKTOM M OOBEKTOM, a
MEXJy 00beKTaMH, Hapumep, 00bEKTOM U aCCOLMUPOBAHHBIMU O0BEKTAMHU CYOBEKTa JTUOO0 MEXKAY
IBYMsi OObEKTaMH), a aKTUBHAs pojb CyObEKTa BbIpaKaeTcs B peain3allid JaHHOTO MOTOKa (3TO
O3HAYaeT, YTO OIepanus TMOPOXKIeHUA (OTeKa JOKAJIM30BaHa B CYOBEKTE W OTOOpakaercs
COCTOSTHMEM ero (hyHKITMOHATBHO aCCOIMUPOBAHHBIX 00BEKTOB). OTMETHM, YTO omeparus Stream
MOJKET cO3/]aBaTh HOBBIH OOBEKT WJM YHUUYTOXaTh ero. Ha puc.2 cxemaTHuecku H300paskeHb

Pa3JINIHBIC BUABI ITIOTOKOB.
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) b i
|
P /A
Oj=NULL Oom Oj Om=NULL
L=
! |
Y CoagaHne obwekTa YHUYTOHEeHWE obbeKTa
Oj Om
Si
Si
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Puc. 3.2. [Ipumepsi notokos B AC

Janee OyzneM aJi KpaTKOCTH TOBOPUTH O MOTOKE, IOJpa3yMeBasi BEJEHHOE MOHITHE NOTOKA
nHpopMaIuu.

[loHATHE acCOUMHUPOBAHHBIX C CYOBEKTOM OOBEKTOB, KakK JIETKO BUJAETh U3
HIDKEU3JIOKEHHOTO, HE SIBISCTCS MCKYCCTBEHHON KOHCTpyKIMed. KOppeKTHO roBOpUTH O MOTOKAax
nHGOPMAIMK MOXKHO JIMIb MEXKAY OJUHAKOBBIMH CYITHOCTSIMH, T.e. oObekTamu. Kpome Toro, B
acCOIIMMPOBAHHBIX 00BEKTAX OTOOpaXkaeTcs TeKyllee cocTosiHue cyonrekTa. OTobpakenus Stream u
Create omnuchIBalOTCS C TOUKHM 3pEHHS Da3JeIeHUs Ha CYObEeKTbl U OOBEKTHI BCE COOBITHS
(u3MeHeHHs CyObEKTOB U 00BEKTOB), mpoucxosmue B AC.

N3 panHOTrO ompeneneHus Takke CIEAyeT, YTO TMOTOK BCET/Ia MHUIMUPYETCS(TIOPOXKIAETCA)
CyOBEKTOM.

Onpeoenenue 4. Jloctynom cyonsekra Si k 00bekty Oj OyeM Ha3bIBaTh MOPOXKICHHUE MOTOKA
nH(pOpMaLlUM MEXAY HEKOTOPhIM OOBEKTOM (HampuMep, AacCOIMHUPOBAaHHBIM C CYOBEKTOM
oobextamu Si(0m)) u oobexTom Oj .

Beienum Bce MHOXKECTBO MOTOKOB P st pukcupoBanHoi nexomno3uimu AC Ha CyOBbeKTHI
1 00BEKTHI BO BCE MOMEHTHI BpeMEHH (BCE MHOXKECTBO MOTOKOB SIBJISIETCS OOBbEIUHEHHUEM IOTOKOB
[0 BCEM MOMEHTaM AMCKPETHOTO BpPEMEHHM) M MPOU3BOJBHBIM 00pa3oM pa3o0beM €ro Ha JiBa

Hernepecekarommxcs mogmuoxkectsa: Nu L, P=N U L.
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O0603HauNM

N-I10IMHOKECTBO IIOTOKOB, XapaKTEPU3YIOLIEe HECAHKIIMOHUPOBAHHBIN JOCTYTI,

L - moAMHOKECTBO IOTOKOB, XapaKTEPU3YIOLIUX JEralbHbIN JOCTYII.

Jlangum HekoTopble NoscHeHus K pasnenenuto MHoxkecTB L u N. IlonsTue «be3onacHocT»
MOJIpa3yMeBaeT HaJIUYhMe U HEKOTOPOI'O COCTOSIHHMSI «OMAaCHOCTH» - HEXKEJIAaTelIbHbIX COCTOSHUN
Kakoi-110o0 cuctemsl (B 1anHoM ciaydae AC). bBynem cuutarh napHble KaTeropuM THIA «ONAcHbIN -
Oe3omacHbIi» anpuopHo 3amaHHbBIMU 11 AC W ONUCHIBAEMBIMH TOJHTHKOW O€30MacCHOCTH, a
pe3yabTaTOM INPUMEHEHUs MONIUTUKU OezomacHocTH K AC - pa3zeneHne Ha MHOXKECTBO «OIMACHBIX»
notokoB N n MHOecTBO «Oe3onacHbix» L. Jlenenne Ha L u N MoxeT onuchiBaTh Kak CBOHCTBO
nenoctHoct (motokd w3 N HapymaroT nernocTHocTh AC) WM CBOWCTBO KOH(DHICHIHMATBHOCTH
(motoku u3 N HapymaroT kKoHpuAeHIMATEHOCTh AC), TaK u JII000€ IPyroe MpONU3BOIHHOE CBOMCTBO.

Onpeodenenue 5. [lpaBuina pasrpaHuueHHsl JOCTyNa CyOBEKTOB K 0ObEKTaM €cTh (POPMaJIbHO
OIMCaHHbIE TOTOKH, MPUHAJIKALINE TOIMHOXKeECTBY L.

B npenyaraemoil CcyOBEKTHO-OPUEHTHUPOBAHHOM MOJEIM HE IPOU3BOJUTCS YTOUHEHUH
M3BECTHBIX MOJIENIEH MOMUTUK 0€30MacHOCTH (MOJIUTHKA 0€30IIaCHOCTHU OINKCHIBAET TOJIBKO KPUTEPUN
pa3buenuss Ha MHOoxxectBa L u N), HO GopmMynaHpyroTCs YCIOBUS KOPPEKTHOIO CYIIECTBOBAHUS
ateMeHToB AC, 06ecreunBaroMX pealn3alno TOH WIK HHON NOIUTUKY O6e3onacHocTU. Ilockonbky
KpuTepuil pazoueHuss Ha MHoxkecTBa L m N He cBs3aH CcO cleayOUMMH JAajie€ yTBEPKIACHUSIMU
(moctynupyercs JHIIb HaIMdue CyOBEeKTa, peaiu3yromero (UIbTPalHi0 MOTOKOB), TO MOXKHO
TrOBOpUTh 00 WMHBAPHAHTHOCTH CYOBEKTHO-OPUEHTHPOBAHHOW MOJEIM OTHOCHTEIBHO JH000M
npunsaToi B AC nonutuku 0e30nacHOCTH (He IpOTUBOpEYalel yCIOBUAM YTBEPKACHUN).

Onpeoenenue 6. O0bexktbl Oi u O] TOXKIECTBEHHBI B MOMEHT BpeMEHH [, ecnu OHH
COBIIAJIAIOT KaK CJIOBA, 3alIMCAHHBIE B OJHOM SI3bIKE.

Hanpumep, npu mnpeicraBieHMd B BHJle OaWTOBBIX MocienoBareiabHOCTed 00bekThl (1=
(011, 012, ..., Olm) u 02=(021 022, , 02K) oguuakoBsl, ecid M=K u O1i = 02i g Bcex i ot 1 mo K
(Oij- GaiiTsI).

Jlis BBeI€HUS MOHATUS TOKJIECTBEHHOCTH CYOBEKTOB YCIOBUMCS O HAJIWYUM HPOLEAYpPbI
COPTHUPOBKH aCCOLMUPOBAHHBIX 0OBEKTOB, KOTOpast MO3BOJIIET TOBOPUTH O BO3MOKHOCTH MOMAPHOTO
cpaBHeHMs. Ha mpakThke Bcerga CyLIeCTBYeT QJITOPUTM, OOECIEUHBAIOLUIMA BO3MOMXKHOCTb
MOTMAPHOTO CPAaBHEHMSI M 3aBUCSIIMNA OT KOHKpeTHOW apxutektypsl AC. Hampumep, moctaToyHO
JIETKO BBIJENIUTH U TMOMAPHO CPaBHUBATh, HAIIPUMEP, YYACTKU aKTUBHOM MaMsTH, OTBEUYAIOIIUE KOAY
nporpaMMm (OTJIMYarolIuecss aOCOMIOTHBIM aJIpecoM 3arpy3Kd B OINEPATHBHYIO MaMATh) WIH
COJIEP’KAHUIO LIEHHBIX U MaCCUBOB.

Onpeoenenue 7. CyObekTbl SI M Sj TOXKISCTBEHHBI B MOMEHT BPEMCHH ITOIAPHO

TOXJICCTBECHHEI BCE aCCONMUPOBAHHBIC C HUMU OOBEKTHI.
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CnenctBue (w3 ompeaenennit 6 u 7). IlopokneHHbIE CYOBEKTHI TOXKICCTBEHHBI, €CIIH
TOKIECTBEHHBI TTOPOXKIAOITUE CYOBEKTH M O0BEKTHI-

BepHOCTh TaHHOTO CIIEACTBUS BBITEKAET M3 TOXKICCTBA (DYHKIIMOHAIBHO ACCOLUHPOBAHHBIX
O00BEKTOB B MOPOKAAMNINX CyOBEKTaX, KOTOPhIE OTBEYAIOT 32 MOPOXKIEHHE HOBOIO CyOBEKTa, a
TaKXKEe M3 TOXJIECTBA apryMEHTOB (AaCCOLIMUPOBAHHBIX OOBEKTOB-IAHHBIX), KOTOPHIC OTBEUYAIOT
00BEKTaM- HCTOYHUKAM.

s pasneneHust Bcero MHoOkecTBa NoTokoB B AC Ha momMHokectBa L HeoOxommmo
CYIIECTBOBAHNE aKTHBHON KOMITOHEHTHI (CyOBEKTa), KOTOPBIN:

- AKTUBU3UPOBAJICS ObI IPH BOZHUKHOBEHUU JIFOOOTO TIOTOKA;

- npou3BOAMI Obl (DUIBTPALIMIO TOTOKOB B COOTBETCTBHH C TPHUHAICKHOCTHIO
MHOxecTBaM L mmm N.

3amerum, uTo eciu cymectByer Stream (Si, 0j)->0m u cymectyer Stream( Sk, Om)->0i, To
cymectByer u Stream ((Si, SK), 0j)->0i, 1. e. OTHOIIEHHE «MEKTY OOBEKTAMHU CYIIECTBYET MOTOK»
SBIISICTCS TPAH3UTHBHBIM (OTHOCHTEIBHO Mapbl CyOBEeKTOB). MIMEHHO B 3TOM cMbIcie Oyaem
roBoputh 00 yuyactu cyobekTa (SK) B motoke (eciau OT SIBJISETCS acCOLMMPOBAHHBIM OOBEKTOM
CyOBeKTa, He TOXIECTBEHHOTO Si). BBeeM HECKOIBKO OIpeeIeHuUA.

Onpeoenenue 8. Mouutop oOpamenuit (MO) - cyObeKT, aKTHUBU3UPYIOLIUHCS MpH
BO3HUKHOBEHHUH TIOTOKA OT JIFOOOTO CyOhEKTa K JII0OOMY OOBEKTY.

MoxHO BeIIeNUTH 1Ba BUuaa MO:

WNunukaropusiii MO - ycTaHaBiIMBarOMUi TOJIBKO (GaKT 0OpaleHus - K 00bEKTy.

MO - cy0bexT, GYyHKIHOHUPYIOMIUI TakKuM O0Opa3oM, YTO MPH BO3ZHMKHOBEHHUU TMOTOKA OT
acconuupoBanHoro ooOwekta Ot Si (Si(0m)) k o0bekry O] u 00paTHO CyIIECTBYET
accouuupoBaHHblii ¢ MO o0bsexkt OMO (B naHHOM ciyyae peyb HAET 00 acCOLMHMPOBAHHBIX
o0beKTax-IaHHbIX ), TOKAeCTBeHHBIH 00bekTy OT mau Si(0m). ComepikatenbHbiii MO MOTHOCTHIO
y4acTBYET B MOTOKE OT CyObeKTa K 00BEKTY (B TOM CMBICIIE, YTO HUH(OpMAIIMs POXOIUT Yepe3 ero
acCOIIMMPOBAaHHBIE OOBEKTHI-IAHHBIE M CYIIECTBYET TOXKAECTBEHHOE OTOOpakeHHe OO0BeKTa Ha
Kakoi-1100 accouupoBaHHbI 00beKT MO).

Teneps chopmynupyem TMOHATHE MOHUTOpa O€30MAaCHOCTH (B JIUTEpaType Takke
MPUMEHSIETCS MOHATHE MOHUTOPA CCBHUIOK). DTO MOHSTHE CBA3aHO C YIIOMMHAEMOMW BBIIIE 3a]aueit
¢unbTpanuu notokos. [lockonbky 1enbio sBisierca obecniedenne 6ezonacHoctd AC, To U 1eneBas
GyHKIIUS MOHUTOpAa — (QUIbTpalMs C LeNbl0 obecredeHus: 0e30MacHOCTH (OTMETUM elle pa3, YTo
pasnenenue Ha N u L 3agano anpuopHo).

Onpeoenenue 9. Monutop 6e3omacHocTi 006ekToB (MBO) -MOHUTOP 00paIienuii, KOTOpbIi
paspemraeT TOTOK, NMPHHAJISKANINA TOJIBKO MHOXXECTBY JerasbHoro nocrtyma L. Paspemrenue

IIOTOKa B JAaHHOM CJIyda€ MOHHWMACTCA KaK BBIIIOJIHCHHUEC OICpalvii Hal 00BEKTOM - moJrydaTeiiemMm
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MIOTOKA, a 3alpeIICHHUE -KaK HEBBITIOIHEHHE (T.€. HEM3MEHHOCTh OOBEKTA -TI0JTydaTeNs OTOKa).
MoHnuTtop 0€30macHOCTH OOBEKTOB (PAKTUYECKH SBISETCS MEXaHU3MOM pealu3aluu

nonuTuku 6e3omnacHocty B AC. OOpatumcs Tenepb K OCHOBHBIM MozemsiM pabotsl MBO.

3.3. OcHoBHbI€ THIBI (HOPMATBHBIX MOJTUTUK 0€30MaCHOCTH

CyIiecTBYIOT /iBa TUIIA TIOJTUTHUKU OE€30MACHOCTH: JUCKPECIIMOHHAS ¥ MaHIaTHASL.

OCHOBOU QUCKpeyuoHHoU (OUCKPEemHOlL) NOAUMUKU Oe30NacHoCmuy SBISETCS JUCKPEIIHOHHOE
yrnpasienue goctynoM (Oiscretion.ary Access Control - OAC), koTtopoe oOmpeaensieTcs IByMs
CBOMCTBaMHU:

e Bce CyOBEKTBI U 0OBEKTHI TOJDKHBI OBITh UACHTU(DUIIUPOBAHBI;

e MpaBa JocTyna cyObeKTa K 0OBEKTY CUCTEMBI OMPEIESIIOTCS Ha OCHOBAaHUHM HEKOTOPOTO
BHEIIHETO 10 OTHOIICHHUIO K CUCTEME MpaBUa.

K mocromHCcTBaM TUCKPEITMOHHOHN MOJUTHKUA 0€30MaCHOCTH MOYKHO OTHECTH OTHOCHUTEIBHO
MIPOCTYIO PEaTH3aHI0 COOTBETCTBYIOMIMX MEXaHMU3MOB 3aIIUTHL. DTUM OOYCIIOBIEH TOT (PaKT, 4TO
OOJIBIIMHCTBO PAaCIPOCTPAHEHHBIX B HacTosIiee BpeMsi AC 00ecrieunBaoT BITOIHEHUE MTOJOKESHUN
MMEHHO JTAHHOW MOJIMTUKU O€30MaCHOCTH.

B xauectBe npu Mepa peanuzanuil JUCKpPELMOHHOW MonUTUKHM Oe3onacHocTd B AC MOXKHO
MIPUBECTH MATPUILYy JOCTYIIOB, CTPOKH KOTOPOW COOTBETCTBYIOT CYOBEKTaM CHUCTEMBI, a CTOJIOIBI -
0o0BEKTaM; 3JIEMEHThl MaTpPHUIbl XapakTepus3yloT MpaBa Jjoctyna. K HemocraTkaM OTHOCHUTCS
CTaTUYHOCTH MOJIENIA. DTO 03HAYAET, YTO JIAHHAS MOJUTUKA 0€30MaCHOCTH HE YUUTHIBACT IUHAMUKY
m3meHeHui cocrossuust AC, He HaKJIabIBAaCT OTPAHUYCHHU HA COCTOSIHUSI CUCTEMBI.

Kpome sToro, mpu uCHosib30BaHUU JTUCKPEIIMOHHON TOJUTHUKH OE€30MaCHOCTH BO3HHUKAET
BONIPOC OTpeEJeNeHus] TMpaBWJI PACHPOCTPAHEHUs TMpaB JOCTyMa M aHalW3a HMX BIUSHUSA Ha
6e3omacHocth AC. B o0miem crmydae mpu UCHOIB30BAaHUU JAHHOW MOJUTUKUA 0€30MacHOCTH Mepen
MBO, KkoTOpblii TNpH CaHKIMOHUPOBAHUHU JOCTyna CyOBEKTa K OOBEKTY pPYKOBOJICTBYETCS
HEKOTOPBIM HAOOPOM TPaBUJI, CTOUT aJITOPUTMUYECKH HEpa3pelnMas 3ajia4da; MpoBEPUTh MPUBEIYT
JIM €ro JIEHCTBUS K HapyIIEHUIO 0€301aCHOCTH WM HeT.

B 1o xe Bpems wumerorcs wmoxenn AC, peanu3ylIIUX JAUCKPEIUOHHYIO TMOJUTHUKY
0€30MacHOCTH, KOTOPBIE MTPEIOCTABIISIOT aJITOPUTMBI IIPOBEPKH 0€30MaCHOCTH.

Tak nnu nHAave, MaTpHIlAa JOCTYIIOB HE SBJISCTCS TEM MEXaHHW3MOM, KOTOPBIA OBl TTO3BOJIII
peann30BaTh SICHYIO U YETKYIO0 CUCTeMY 3amuThl HHpopmaruu B AC. DTuM 00ycaaBIuBaeTCs MOUCK
Ipyrux 6osee COBEPIICHHBIX MOTUTUK 0€30MacHOCTH.

OcCHOBY MmaHOamuoU (NOIHOMOUHOU) NOAUMUKU 6e30nAcHOCMU COCTaBIIIeT MaHAATHOE

ympasierue noctynom (Mandatory Access Control - MAC), koTopoe moipa3yMeBaeT, uTo:
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° BCE CYOBEKTBI H  OOBEKTBI CHUCTEMBI  JOJKHBI  OBITh  OJHO3HAYHO
UJCHTH(DHUIIMPOBAHBL;

. 3aJ1aH JIMHEHHO YIOPSI0YCHHBIH HA0Op METOK CEKPETHOCTH;

° KOKIOMY OOBEKTY CHCTEMBI MPUCBOCHA METKa CEKPETHOCTH, OMPEICIISIONIas

LIEHHOCTD CoJieprKalieiicss B HeM MH(OpMALIUU - €r0 YpOBEHb CEKpeTHOCTH B AC;

. KOKIOMY CYOBEKTY CHUCTEMBl IPHUCBOEHA METKa CEKPETHOCTH, OTMPEACIISIONIas
ypoBeHb JoBepuss K HeMy B AC - MakCUMallbHOE 3HAY€HHE METKU CEKPETHOCTH OOBEKTOB, K
KOTOPBIM CYOBEKT UMEET JIOCTYIT; METKA CEKPETHOCTH CYOhEKTa HA3BIBAETCS €T0 YPOBHEM JIOCTYIIA.

OcHoBHasi 1eb MAaHJATHOW TIOJUTUKKA O€30MAaCHOCTH — MPEAOTBpAICHUE YTEYKHU
nH(pOpMaLIUU OT 0OBEKTOB C BEICOKUM YPOBHEM JOCTYIA K 00bEKTaM ¢ HU3KUM YPOBHEM JIOCTYIIA, T.
€. MPOTUBOJICHCTBHE BOBHUKHOBEHUIO B AC HH(POPMAIIMOHHBIX KaHAIOB CBEPXY BHU3.

Yame Bcero MaHIATHYIO TOJUTHKY OE30IMACHOCTH ONKCHIBAIOT B TEPMHUHAX, MOHATHAX U
oIpesieNieHUsIX CBOMCTB Mojenu bemna-Jlanamyma, kotopas Oymer paccMOTpeHa HWXKE. B paMKax
JAHHOM MOJENH JTOKa3bIBAECTCS BAXKHOE YTBEPKIAEHUE, YKA3bIBAIOIIEEe HA MPUHLMIHAIBHOE OTINYNE
CUCTEM, PEATM3YIOIINX MaHJATHYIO 3aIUTY, OT CUCTEM C JUCKPELUOHHOM 3aIIUTON: eciu HayaibHoe
cocmosiHue cucmemvl 0e30NACHO, U 6Ce Nepexoobl CUCeMbl U3 COCMOAHUSL 8 COCMOsHUE He
HApywaiom 02panudeHuil, copmyaiuposannbix nOAUMUKOU 6e3onacHocmu, mo 1oboe cocmosnue
cucmemul 6€30nacHo.

Kpome Toro, no cpaBHeHuto ¢ AC, MOCTPOCHHBIMU Ha OCHOBE JUCKPELIMOHHOW MOJUTHUKHU
0€30MacHOCTH, ISl CUCTEM, PEAM3YIOIIMX MaHAATHYIO TMOJUTHKY, XapakTepHa Ooyiee BbICOKAs
CTEIEeHb HAJEKHOCTH. DTO cBs3aHo ¢ TeM, uro MBO Takoili cuUCTEMBI OJDKEH OTCIEKHBATL HE
TOJIBKO TpaBUJIa JOCTYIAa CYOBEKTOB CHCTEMBI K 00BbEeKTaM, HO U cocTosiHus camoi AC. Takum
0o0pa3oM, KaHaJIbl YyTEYKH B CUCTEMax JaHHOTO THUIIAa HE 3AJI0KEHBI B HE€ HETIOCPEICTBEHHO (UTO MBI
Ha0II0/1aeM B MOJIOKEHUSIX MPEIbIAyIel MOJIUTUKHA 0€30MaCHOCTH), @ MOTYT TOSIBUTHCS TOJIBKO TpU
MPAKTUYECKONW peasi3allii CUCTEMbl BCIIEICTBHE OMIMOOK pa3paboTuuka. B JOMOTHEHUU K 3TOMY
MpaBujia MaHJATHOM. .MOJUTHUKU Oe€30MmacHOCTH OoJsiee SICHBI W TMPOCTHI JJIsi TOHW MaHHS
pazpaboTunkamu U Tmomb3oBaTensMu AC, 4YTO Takke sBIsSETCS (DAKTOPOM, MOJIOKHUTETHHO
BIUSIONIUM Ha YypOBEHb Oe3omacHOCTH cucteMbl. C JApPYyrol CTOPOHBI, peanu3aius CUCTEM C
MTOJIMTHKON O€30MacHOCTH JIAaHHOTO THIA JOBOJBHO CIIOKHA W TpeOyeT 3HAUYMUTEIhHBIX PECYpCOB

BEIUHUCIINTETEHON CUCTEMBI.

3.4. Pa3paboTka u peanu3zaius popManbHbIX TOJIUTUK OE30MAaCHOCTH
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Puc. 3.3. Bo3aMmoxHbIe yTH HApyLICHUS ITOJUTUKU 0€30MIaCHOCTH

[TpexcraBnsieTcss OUYEBUIHBIM, YTO NPH M3MEHEHHH (DYHKIHMOHAIBHO AaCCOLUHPOBAHHBIX C
cyOpekToM peanusanuu noautuku 0e3omacHoctd (MBO) 00bEKTOB MOTYT M3MEHUTHCSA U CBOWMCTBA
camoro MBO, 3axmouarommecss B (QUIBTpalMd MOTOKOB, W KaK CIIEACTBUE MOTYT BO3HHKHYTb
NOTOKH, TpHHAAIekKamme MHoXecTBy N. BBemeM B CBA3M C 3TUM TOHSTHE KOPPEKTHOCTH
CyOBEKTOB.

Onpeoenenue 10. Iapa cyobekToB Si v Sj Ha3pIBacTCs HE BIMSIOIIMMU JIPYT Ha apyra (Wiu
KOPPEKTHBIMH OTHOCHTEIIFHO JIPYT NIpyra), €cilid B JIOOOH MOMEHT BPEMEHH OTCYTCTBYET IMOTOK
(M3MEHSIIOIINI COCTOSIHME OOBEKTa) MEXKIY AaCCOIMHUPOBAaHHBIM 00bekTOM cyObekta Si(OSi) u
Sj(Osj), mpuuem OS] He SBIAETCS acCOUMUPOBAHHBIM 00BekTOM Si, a OSi He sBiseTCS
aCCOLIMUPOBAHHBIM O0BEKTOM Sj.

JlamuM HEKOTOpBIE MOSICHEHHSI K OINPENEeNICHUIO: «M3MEHEHHE COCTOSHHUS O0OBEKTa» TPAKTYeTCs B
JTAHHOM OIpPE/IEJICHUN KaK HETOXKIECTBEHHOCTh OOBEKTOB B COOTBETCTBYIOIIME MOMEHTHI BPEMEHH,
HO TpU 3TOM IOJYEPKHYTO, YTO OINEpalusi HW3MEHEHHMs OObEKTa JIOKAJM30BaHAa B CYObEKTe, C
KOTOPBIM 3TOT OOBEKT HE accCOmMHupoBaH. CMBICI TOHSATHS KOPPEKTHOCTH MOKHO TMOSCHUTH Ha
npUMepe: CyIIeCTByIomme B eauHoM mnpoctpanctBe OIl mporpaMMbl He JODKHBI HMMETh

(byHKI_[I/IOHaJIBHBIX BO3MOXKHOCTEH N3MEHEHMUS «IY’KOT'0» BEKTOpA KOJa U COCTOSAHUA IICPCMCHHBIX.

Boo0611e roBopst, MO’kHO c(OpMYITHPOBATEH OOJIEE JKECTKOE OIpeIeIIEHHE.

Onpeoenenue 11. Tlapa cyObekTOB Si 1 Sj Ha3pIBaeTCs aOCOMIOTHO HE BIMSIONIUMHE JAPYT HA
apyra (Miau abCONIOTHO KOPPEKTHBIMH OTHOCHTENBHO JIPYT JIPYTa), €CIH B YCIOBHUSX ONpEACTICHHUS
10 MHOKECTBa aCCOIMUPOBAHHBIX OOBEKTOB YKa3aHHBIX CYOBEKTOB HE HUMEIOT MEPECEUCHUSI.

AOcomoTHasT KOPPEKTHOCTh JIETKO JOCTHXKHMa B CIy4ae BHPTYaJIbHOTO aJIPeCHOTO
MPOCTPAHCTBA.

OmnpeneneHre aOCOTIOTHOH KOPPEKTHOCTH TIO3BOJISIET CHOPMYyITHUPOBaTH JOCTATOYHBIC
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YCIIOBUSI TAPAaHTHUPOBAHHOTO OCYIIECTBIIEHHUS TOJIBKO JIETAIBHOTO I0CTYIIA.

Ymeepocoenue 1 (docmamounoe ycnosue 2apanmupoBaHHO2O BbINOJHEHUS NOAUMUKU
bezonacnocmu ¢ AC 1).

MounuTtop 6€30MacHOCTH OOBEKTOB pa3pelaeT MOPOKACHUE MTOTOKOB TOJBKO M3 MHOKECTBA
L, ecnu Bce CylIecTBYIOIIUME B CHCTEME CYyOBEKThl aOCOIIOTHO KOPPEKTHBI OTHOCHUTEIBHO HEro U
ApYT ApyTa.

JlokazarenbcTBO. YCnoBue abCoMOTHONW KOPPEKTHOCTH (110 onpenenenuto 11) mpeanomnaraer
HEU3MEHHOCTh (PYHKIIMOHAIBHO aCCOLMUPOBAHHBIX 00beKTOB MDBO (1OCKOJIBKY IOTOKOB,
M3MEHSIONNUX acCONMMpOBaHHble 00BekTh MBO, He cymecTtByer). C apyroil CTOpOHBI, TaKHE
MOTOKH MOTYT TOSIBUTBHCSI P U3MEHEHUU ACCOILMMPOBAHHBIX OOBEKTOB, MPUHAICKAIIUX PYTUM
cyorektam AC (M3MEHATCS CBOMCTBAa CyOBEKTa, B TOM 4YHUCJIE (BO3MOXHO) M MO TOPOXKICHHUIO
notokoB k MBO). VYcioBue KOppeKTHOCTH CyOBEKTOB OTHOCHTEIBHO APYr Apyra JAelaeT 3TO
HEBO3MOXKHBIM (I10 OIpeIeTICHII0 a0CONMIOTHON KOPPEKTHOCTH). ITO, B CBOIO OYEPEIh, O3HAUAET, YTO
MBO peanuzyeT TOJIbKO MOTOKH U3 MOAMHOXeCTBa L. YTBepxkaeHue JoKka3zaHo.

Onnako  chOpMYJIMpPOBAHHOE  YTBEP)KACHHWE  HAKJIAAbIBA€T BEChbMa  JKECTKHE W
TPYJHOUCIIOJIHUMBIE YCIIOBUSI Ha cBoiictBa cyOnekToB B AC. Kpome TOro, HEBO3MOXKHO
rapaHTUPOBATh KOPPEKTHOCTH JIFOOOT0 CcyObekTa, akTuBu3upyemoro B AC, otHocutensno MbO. B
CBSI3W C OTHUM JIOTHYHO OTPAHUYHUTH MHOXECTBO IMOPOKIAEMBIX CYOBEKTOB, KOTOpBIC AlpHOPHO
KOppekTHbl oTHOcUTeNbHO MBO. B cBsi3u ¢ 3TUM BBeneM oOmpenesieHHe MOHUTOPA MOPOKICHUS
CyOBEKTOB (II0 aHAJIOTUU C MOHUTOPOM OOpAIEHNI) 1 MOHUTOPA OE30MaCHOCTH CyOBEKTOB.

Onpeoenenue 12. Monutop nopoxaeHusi cyorexkroB (MIIC) - cyObeKT, akTHBU3UPYIOLIUICS
IIpH JIF0OOOM MOPOXKJIEHUU CYObEKTOB.

[To anamorum c¢ mepexomom or MO k MBO BBeneM NOHSTHE MOHHUTOpa OE€30MaCHOCTH
CyOBEKTOB.

Onpeoenenue 13. Mouutop 6e3onacHoctu cyorekToB (MBC) - cyObeKT, KOTOpHIii pa3pemniaeT
MOPOXKAEHNUE CYOBEKTOB TOJBKO Il (PUKCHPOBAHHOTO TIOJMHOKECTBA Map AaKTHBH3HPYIOIINX
CYOBEKTOB M MOPOKAAIOIINX 0OHEKTOB.

BoszgeiictBue MBC Bbl€nseT BO BCEM MHOXECTBE CYOBEKTOB S IOJMHOXKECTBO
paspemieHnblx E. 3ameTnM Takke, 4TO €CIM B MOJAMHOXXECTBO CYOBEKTOB B MOMEHT BpeMeHH t
BKII04aercsi cyobekT MBC, To mepBeiM aprymenToM orepanuu Create MoskeT ObITh TOJBKO CYOBEKT,
BXOJISIINI BO MHOXECTBO CyOBEKTOB, a apryMEHT-00BEKT, BOOOIIE TOBOPSI, TIOOBIM.

Cohopmynupyem Tenepb psj 0a30BbIX OINpeleNeHui, KOTopble B AajbHeWmeM OyayT
MTOBCEMECTHO HMCII0JIb30BaThCA.

Onpeoenenue 14. AC Ha3pIBaeTCsl 3aMKHYTOM IO THOPOXKIEHHIO CYOBEKTOB, €ClIM B HeEH

neiictsyer MBC, paspemaromuii mopokaeHne TOJbKO (UKCUPOBAHHOTO KOHEYHOTO MOJIMHOYKECTBA
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CyOBEKTOB Il  JTIOOBIX OOBEKTOB-MCTOYHHUKOB, pAaCCMaTPUBACMbIX A  (PUKCUPOBAHHOMN
nexomno3unuu AC Ha CyObEKTHl U OOBEKTHI.

[Ipu paccMOTpeHHH BOIIPOCOB peAM3alMi 3alIMIICHHBIX cpel OyAeT HCIOIb30BaThCs
TEPMHUH «3aMKHYTas IporpaMMmHasi cpefiay», KOTOPBIA MO CYIIECTBY 3KBHUBAJICHTEH MPHUBEIACHHOMY
BBIIIIE OTIPECTICHUIO.

Opnnako 3aMkHYTOCTH AC TI0 TOPOXKIEHUIO CYyOHEKTOB HEIOCTATOYHO /ISl OTIMCAHUS CBOMCTB
CHCTEMBbl B YAaCTH 3alIMIIEHHOCTH, TIOCKOJIbKY HEOOXOAMMO 00eCHeunuTh KOPPEKTHOCTh
nopoxaaeMeix MBC cyObekTOB oOTHOcHTENbHO ero camoro u MBO. MexanusMm 3aMKHYTOM
MIPOrPaMMHOI Cpefibl COKpAIlaeT MHOMXECTBO BO3MOXHBIX CYOBEKTOB /10 HEKOTOPOI'O MHOXKECTBA
(UKCHUPOBAHHON MOIITHOCTH, HO TIPHU ITOM JOIMYCKAET CYIIECTBOBAHHWE HEKOPPEKTHBIX CYOBEKTOB,
BKJIFOUEHHBIX B 3aMKHYTYIO Cpeay.

Chopmynupyem onpenenenue nzoiaupoBanHoctu AC.

Onpeoenenue 15. MuoxectBo cyObekToB AC Ha3bpIBaeTCs HM30JUPOBAHHBIM (20COIIOTHO
W30JIMPOBaHHBIM), ecimu B Hel neiictByer MBC u cyOBeKTHI M3 MOPOXKIAEMOTO MHOXKECTBA
KOPPEKTHBI (a0COTIOTHO KOPPEKTHBI) OTHOCUTENBHO ApyT apyra 1 MBC.

Cneocmeue.  Jlroboe  TOIMHOKECTBO  CYOBEKTOB  HW30JHMPOBAHHOW  (aOCOIIOTHO
nzonupoBaHHoi AC), Brimovaromee MBC, Takke COCTaBIsieT H30JMPOBAHHYIO (aOCOIIOTHO
M30JIMPOBAHHYIO) CPELy.

Cneocmeue. JlomomHEHHE W30JIMPOBAHHON (a0comoTHO m3ommupoBaHHOW) AC cyOBEKTOM,
KOPPEKTHBIM  (20COJIOTHO KOPPEKTHBIM) OTHOCHUTENBHO I00OOTO M3 .4YHClia BXOJISIINE B
M30JIMPOBaHHYIO (a0COMIOTHO M30JUPOBAHHYIO) CPEy, OCTaBISET €€ M30JMPOBAHHOHN (aOCOMIOTHO
M30JIMPOBAHHOM).

Tenepp BO3MOXHO mepedOpMyIUpPOBaTh JOCTATOYHOE YCIOBUE TapaHTUPOBAHHOTO
BBITIOJTHEHUS TOJTUTUKH 0€30ITaCHOCTH CIIEAYIOIIUM 00pa3oM.

Ymeepoicoenue 2 (docmamouHnoe yciogue 2apaHmupoBaAHHO20 GbINOJHEHUs NOAUMUKU
besonacnocmu 6 AC 2).

Eciu B abcomtotHo u3omupoBanHOil AC cymectsyer MBO u mopoxkiaemble CyObEKTHI
abCcoMOTHO KOppeKTHBI oTHOCUTeNbHO MBO, a Takxke MBC abcomoTHO KOPPEKTeH OTHOCUTEIHHO
MBO, 10 B Takoit AC peanusyercs Tonbko goctyn, onucanHblid B IIP/[. JlokazarenscTBO. U3
ornpezeneHus: a0COMOTHON U30JUPOBAHHOCTHU CIIEYET BO3MOKHOCTH cyliecTBoBaHUS B AC TOJIBKO
KOHEYHOTO MHOKECTBa CYOBEKTOB, KOTOPHIC, B CBOIO O4YEpe/Ib, KOPPEKTHHI oTHOCcUTENbHO MBC (110
OINpeAENeHUI0 16 U CIeACTBUIO U3 HETO).

Jlanee, mo ycrnoBuiO yTBepxkAeHHS (KOppeKTHOCTH MBO oTHOcuTensHO 000TO U3
nmopoxaaemMeix cyorekToB 1 MBC) accomunpoBaHHbIe 0OBEKTHI MOTYT U3MEHSATHCS TOJBKO CaMUM

MBO, cnenoBarensHo, B AC peanu3yroTcs TOJBKO IOTOKH, MPUHAJISKAIIUE MHOXECTBY L.
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YTBepKaeHue JOKa3aHo.

Jlerko BUETH, UTO JTAHHOE YTBEP)KICHUE SIBISIETCS 00Jiee KOHCTPYKTHBHBIM OTHOCHUTEIIEHO
IPEIBIAYIIEr0 JIOCTATOYHOI'O YCJIOBUS TapaHTHUPOBAaHHOW 3alllMIIEHHOCTH, IIOCKOJBbKY paHee
TpeboBanace KOppeKTHOCTb MBO OTHOCHTENBHO MPOU3BOJIBLHOTO CYOBEKTa, YTO MPAKTUYECKU
HEBO3MOXXHO. B /aHHOM e cilydae MHOXECTBO CYOBEKTOB OIPaHUYEHO 3a CYET IpPHUMEHEHUs
Mexaan3ma MBC 1 BO3MOKHO yOEIUTHCS B TIOMAPHOW KOPPEKTHOCTH MOPOKIAAEMBIX CyOBEKTOB.

[Ipu paccMOTpeHMHM TEXHHYECKOH peanu3aluy H30JMpOBAaHHOCTH cyObekToB B AC Oyzmer
yHnoTpeOasaThCS TEPMUH «W30JupoBaHHas nporpammuas cpena» (UIIC), xoTopslii omuchiBaeT
MEXaHM3M peanu3ali U30JUPOBAHHOCTU AJII KOHKPETHON MpPOTrpaMMHO-aIapaTHON peanu3aliu
AC 1 nipu COOTBETCTBYIOLIEH AEKOMIO3UIINU Ha CYyOBEKTHI U OOBEKTHI.

[Ipu paccMoTpeHHH OTEpaiui TOPOXKACHUS CyObEKTa BOSHUKAET BEChMa BajkHas Mpodiema,
CBSI3aHHas C TeM, 4TO B peaidbHbIXx AC OJMHAKOBO IMOUMEHOBAHHBIE OOBEKTHI MOTYT HMETh
pa3IMYHOE COCTOSIHUE B MPOCTPAHCTBE (HAMPUMEp, ObITh Pa3MEIICHHBIMU B Pa3jIMYHbIX KaTalorax)
WM BO BPEMEHH.

[Ipenmonoxum, d9Tro 3aUKCUPOBAHO CcocTOsSTHUE OOBekTa OM B HEKOTOPHIH MOMCHT
BpeMeHHUT. byem 0003Ha4ath cocrosaue 00bekTa Om B MoMeHT BpeMeru t kak OM[t].

Onpeoenenue 16. Omepamus nopokacHust cyonekra Create(SKk,Om)->Si  HasbiBaeTcs
MIOPOKJIEHUEM C KOHTPOJIEM HEM3MEHHOCTU OOBEKTa, €CiM JAJIs J000ro MOMeHTa BpemeHu t>10, B
KOTOpBI aKTHBU3UPOBAaHA omepanus MopoxaeHus oOwbekra Create, mopoaeHue cyobekta Si
BO3MOYKHO TOJIBKO MPH TOXJIECTBEHHOCTH 00bekToB OM[to] u Om[t].

Cneacreue. B ycioBusix ompenenenus 16 mopoxaenHsie cyobektsl  Si[tlJH  Si[t2]
TokAecTBeHHBI, eciu tI>t0 u t2>t0. [Mpu tI=t2 moposkaaercs OAMH U TOT ke CyOBEKT.

[Ipn mopoxneHun cyObEKTOB C KOHTPOJEM HEU3MEHHOCTH o0bekra B AC J0mycCTHMBI
MIOTOKH OT CYOBEKTOB K OOBEKTaM-HCTOYHMKAM, YYAaCTBYIOIIMM B TOPOXKJIECHHH CYOBEKTOB, C
U3MEHEHHUEM UX COCTOSHUS.

Ymeepacoenue 3 (bazosas meopema UIIC)

Ecin B momeHT Bpemenu t0 B wu3onupoBaHHOM AC JeHCTBYeT TOJIBKO IOPOXKICHUE
CYOBEKTOB C KOHTpPOJIEM HEM3MEHHOCTU OOBEKTa W CYIIECTBYIOT IMOTOKHM OT JIHOOOro CyOBeKTa K
moboMy OOBEKTY, HE MPOTHBOpEYAIMEe YCIOBUIO KOPPEKTHOCTU (aOCOIIOTHON KOPPEKTHOCTH)
CyOBEKTOB, TO B JII0OOH MoMeHT BpeMeHH t>10 AC Takxke ocraeTcs M30JUpOBaHHOH (aOCOIIOTHO
M30JIMPOBAHHON).

HoxkaszatensctBo. [lo ycnoBuro yrBepxkzacHus B AC BO3MOXHO CYLIECTBOBAaHHE ITOTOKOB,
M3MEHSIOIIUX COCTOSIHUE O0OBEKTOB, HE aCCOI[MMPOBAHHBIX B ATOT MOMEHT BPEMEHHU C KaKUM-THOO
cyobekToM. Eciau 00BEKT ¢ U3MEHEHHBIM COCTOSHUEM HE SIBJISIETCS UCTOYHHKOM ISl TOPOXKIECHUS

CcyObeKTa, TO MHOKECTBO CYObEKTOB M30JUPOBAHHOM Cpe/ibl HEpaclIupsieMo, B IPOTUBHOM Cllydae
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(M3MEHEHHBIH OOBEKT SBJISCTCS HMCTOYHUKOM I  TIOPOXKACHHS CYOBEKTa) 10 YCIOBHUSAM
yTIBep)KIeHHs (TOPOXKICHHE CYOBEKTa C KOHTPOJIEM) MOPOXKJAECHUE CYObEeKTa HEBO3MOXKHO.
CrnenoBarenbHO, MOIIHOCTb MHOXKECTBA CyOBEKTOB HE MOKET NpPEBBIIATh TOH, KOTopas Obuia
3aduKcupoBaHa O U3MEHEHHs COCTOsIHUS J1t006oro oowvekra. [locneacTsuto u3 ompexneneHus 16 (o
3aMKHYTOCTH MHOecTBa cyobekToB B UIIC ¢ HeBo3pacTaHHeM MOLTHOCTH MHOXKECTBA CYObEKTOB)
MOJTyYHM, YTO MHOKECTBO CyObeKTOB AC M30IMpPOBaHO. Y TBEP)KICHHUE JOKA3aHO.

MoxHO chopMyTHUpOBaTH METOAOJIOTHUIO MPOECKTUPOBAHMS TaPAHTUPOBAHHO 3alUIIEHHBIX
AC. CymHocTh AaHHOW METOJOJIOTUM COCTOMT B TOM, YTO HPHU MPOECKTHUPOBAHHM 3AIIUTHBIX
MexaHu3MOoB AC HEOOXOAMMO ONUPATHCS HA COBOKYITHOCTD MPUBEACHHBIX BbIle (yTBEepxKaeHus 1-3)
JOCTaTOYHBIX YCJIOBUH, KOTOPBIE JOJDKHBI OBITh PEaTM30BaHBI JUIsI CyOBEKTOB, YTO TapaHTHPYET
3alllUTHBIE CBOMCTBA, ompeneneHHbie mnpu peanuzanmua MBO B AC (T. e. rapaHTHpPOBaHHOE
BBITIOJIHEHME 3a1aHHOo MBO nonutuku 6€30macHOCTH).

PaccmoTpenHast KOHLIETIIMS M30JIMPOBAHHON MPOTPAMMHOM CpE/bl SBISETCS pPaclIupeHHEM
3apyOexXHBIX MOAXO0A0B K peallu3alui sapa 0€30MacHOCTH.
Aopo 6eszonacnocmu - cuelUalIbHbIII KOMIIOHEHT MEXaHM3Ma 3allUThl, 3aHMMAIOIINUN BHEIIHEE 110
OTHOIICHUIO K JIPYTMM MEXaHHM3MaM IOJIOKEHHE U MpeJHa3HAUYCHHBIN A pelieHus 3ajad oOoIein
OpraHM3aliy 3aimuThl UHGOPMALMU M KOHTPOJSL paboThl APYTrUX KOMIIOHEHTOB MEXaHHU3MOB
3amuThl. COOTBETCTBEHHO TaKOMY HA3HAUEHUIO K SAPY MPEABABISAIOTCA 0cOOble TpeOOBaHUs, a IS
cosnanus copMyIupoBaHHBI 0COOBIE MOAX0bI. BooOIIe roBopst, niest eHTpaIu3alui HEKOTOPHIX,
Hanboyiee OTBETCTBEHHBIX IMPOLEAYp 3alUThl WH(GOPMALMKU U OCOOCHHO - MPOILENyp YHpaBieHHUs
MEXaHMU3MaMU 3aIUTHI HE SIBJISETCS HOBOM: BO3PACT 3TOM HMJIEU YK€ MPEBBIILIAET ABA ACCATUIECTHS.
[IpaBna, nepBoHavyalbHO AAPO OE30MACHOCTH MPEACTABISIIOCH KAK HEKOTOPBIN KOMIUIEKC POrpamm,
BBITIOJHAIONMI 0coOble (YHKIIMM 3allUThl M OPraHM30BaHHBIA 0c000 TIIaTenbHO. Ilo3aTOMy
KOHIENIUS sipa 0e30MacHOCTH pa3BUBANach KaK B TUIaHE PACHIMPEHUS BBIMOIHIEMBIX (YHKIIHIA,
TaK M B TUIAHE KOMITJIEKTHOCTH MOAXO0JIOB K €T0 MOCTPOSHHIO. S 1po 6e30MacHOCTH paccMaTpUBaeTCs
KaK IEHTPAJbHbI KOMIIOHEHT CHCTEMBbI 3alllUTHI U HETOCPEACTBEHHO BBIMTOIHSIIONMAS PSJT BAXKHBIX
GyHKIMA 3alIUThI, TaKUX KakK KOHTPOJIb, PETUCTpAIUs, YHUUTOXKCHHE, CHUTHAIW3AIUS W Jp.
CymecTBo Ha3BaHHBIX (DYHKIIMI B caMOM 00IIEeM BHJI€ 3aKJ04aeTcs B ciaeayromeM. [lox konTponem
MOHUMAETC CUCTEMaTHYecKash MpPOBEpKAa COCTOSHUS M paboOTOCHOCOOHOCTH BCEX CPEACTB U
MexaHu3MOB 3amuThl uMHpopmanuu, umeroumxcsi B AC. Ilox perucrpamueil B COBpPEMEHHBIX
cucreMax obecrieueHus: 0€30MacHOCTH MHPOPMAIMU TOHUMAIOT COBOKYITHOCTh CPEJICTB M METOJIOB,
MpelHa3HAuYeHHBIX JUIS peryJspHOro cOopa, ¢Quxcanuu, oOpaOOTKM M BbIIAYM CBEICHHH O
(GYHKITMOHUPOBAHUHM MEXaHW3MOB 3allMTHI, BKIIOYAs U BEIECHUE PETHCTPAIMOHHBIX KYPHAIOB 00
oOpaleHusiX K 3allMIIaeMbIM JaHHBIM U IporpaMMaM. [loj yHHYTOXKEHHEM B CHUCTeMax 3alluThl

IMOHUMACTCA CBOCBPEMCHHOC YHHUUTOXCHUC BCCX TEX MAaHHBIX W IIPOrpamMMm, KOTOPBIC Oonpllle HE
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HYXHBI A7 JanbHeiero ¢yHkuuonupoanus AC, HO COXpaHEHHE KOTOPBIX MOXKET IOCITYXHUTh
NPUYMHON HECAHKIIMOHUPOBAHHOTO TONXYyYEHUS HMHPOPMALUMU MM CIIOCOOCTBOBATh TaKOMY
noiy4yeHuto. OTCIO1a OHO3HAYHO BBITEKAET BAXHOCTh NaHHOM ¢yHkuuu. Ilox curnammzanmeit
IIOHMMAeTCd pellleHus psAfa 3a4ad: NpeAynpexIeHue Ioib3oBaTesiel o HeoOXOAMMOCTH
COOJIIFOJICHUST MEp 3allUThl, MHPOPMHUPOBAHUE CIIYKObI OE30IIACHOCTH O BBIXOJE U3 CTPOS. WU

HApYIICHUH WIH NOMBITKE HApyIIEHHs 0€30MacCHOCTH U T.II.

OO0b19HO MOZIETh (YHKITMOHUPOBAHHUS sijipa 0€30MaCHOCTH M300paKAETCs B BUJE CIEAYIOMIEH
CXEMBbI, IPEACTaBICHHON Ha puc. 4.

Ha puc. 4 "6Ga3a naHHBIX 3alIUTHI" O3HA4YaeT OOBEKT, COAEPKAMUNA B ceOe MHPOPMAILIUIO O
MOTOKax MHOXkecTBa L (3amuTa mo "6enomy crmcky" - paspenienus Ha moToku) win N (3amuTa 1mo

"yepHOMY CIUCKY'" - 3aIpeIlleHHe Ha TIOTOKH).

Basza gaHHbIx
3aLNTI

CybbekTs ObbekTbl

=

Anpo BeaonacHoCTK

Puc. 3.4. Knaccuueckast Mmojiens sijpa 0€301MacHOCTH

g ydera BiusHUA cyObekTOoB B AC HE0OX0IMMO paccMaTpHUBaTh PACHIMPEHHYIO CXEMY
B3aMMOJECHCTBHS 3JIEMEHTOB CUCTEMBI peann3annii U rapanTuposanus [1b.

B puc. 5 noguepkHyta pojb MOHHMTOpa O€30MAaCHOCTH CYOBEKTOB NpU MOPOXKIECHUU
cyObekTOoB U3 00BeKTOB. B3ammonelcTBue CcyObEKTOB M OOBEKTOB MpU MOPOKICHUHM IOTOKOB
YTOYHEHO BBEJCHHEM AacCOLMUPOBAaHHBIX € CcyObekTOM 00bekToB. KoHcTpykums OY Ha cxeme
o0o3HayaeT OOBEKT YNpaBJeHHS, T. €. OOBEKT, cojepXkaluii HWHPOPMALMIO O pa3pelIeHHbIX
3HaUeHUsX OToOpakeHUs Stream (o6 smementax MHOkectBa L wnmmu N) u Create (smeMeHTHI
MHOkecTBa E). OOBbeKT ympaBieHUs MOKET OBITh acCOIMHPOBAH (aCCONMUPOBAHHBIM OOBEKT -

nanubie) kak ¢ MBO, takue MBC.
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Stream(..., ..}
Monutop GesonamMHocTi
obbekToB

- ]
|
]
™ OBbeKT
ynpaeneHus Obvexr
- /

MoHuTop 6e3onacHoCTH
cybLekToB

Create (..., ...)

Puc. 3.5. SInpo 6e30macHOCTH ¢ y4€TOM KOHTPOJIIS TOPOKICHHS CyObEKTOB

[Tepeiinem k onmmcanuto mpaktudeckux metonoB noctpoenus UIIC. Ilenpto paccMoTpenus
MIPAKTUYECKUX TOJIXOJO0B SBJISETCS WJUIIOCTpAlUsl Te3uca O TOM, 4YTO JIOCTATOYHBIE YCIIOBUS
rapaHTHPOBAHHOM 3AIIUIIEHHOCTH MOTYT OBITh IPAKTUYECKU BBIIOJHEHBI B pealibHbIX AC.

Onupasics Ha yTBepxaeHue 3 (6azosyto Teopemy MIIC), chopmynupoBaHHOE U JJOKa3aHHOE B
IpeabIAyIIel YacTH, OMUIIEM METO]I CyOBeKTHO-00BEKTHOTO B3auMoaencTBus B promkax UIIC ms
00s1ee KOHKpeTHOU apXuTeKTyphl AC.

W3 yrBepxkneHus 3 ciuedyeT, 4To s CO3JaHUSl rapaHTUPOBaHHO 3amuiieHHoil AC (B
CMBICJIE BBIITOJTHEHUS 33JaHHOM MOJUTHKH 0€3011acCHOCTH) HEO0X0IUMO:

1. Y6enuThcs B MONMApHOM KOPPEKTHOCTH CyObeKTOB, 3amblkaeMbix B UIIC (mubo ydeautbes
B KOPPEKTHOCTH JIt060ro cyorekta otHocuTensHo MBO u MBC).

2. CripoeKkTHpoBaTh U peaanu30BaTh MPOrpaMMHO (UM MporpaMMmHo - annapatio) MBC Tak,
YTOOBI:

- s o0oro  cyObekTa M JH000r0  00bEKTa MPOM3BOJIWICA KOHTPOJb
MOPOXKJIEHUSI CYOBEKTOB (T. €. 4To0b!I peanu3anus MbC cooTBeTcTBOBaNa €ro ONPEENIEHHUIO);

- MOpPOXKJIEHUE JII000ro CcyObeKTa MPOUCXOJMIO C KOHTPOJIEM HEU3MEHHOCTU
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00BLEKTA-UCTOYHHKA,

3. PeanuzoBats MBO B pamkax anpuopHO c(OpMyJIMpOBaHHON MOJIUTUKN O€30MaCHOCTH.

Hano 3ameruTh, YTO NPUBOAMMBIC BBINIE YTBEPKICHUS BEPHBI TOJIBKO TOT/A, KOTIA
OIMCaHHas U peajln30BaHHasl MOJIUTHKA 0€30MaCHOCTH HE HapyIaeT UX yCIOBHH (ITpoBepKa JAHHOTO
(akTa 3aBucHuT oT Mozenu I1b u sBisieTcst OTAeNBHON BEChMa BaYKHOM 3a1a4ei).

Kpome Toro, nHeoOxoauMo oOpaTuTh BHUMaHME Ha ciexyromee. OOBEKT yIpaBleHHUS,
KOTOPBIA SIBJISIETCS aCCONMHUPOBAHHBIM 00BeKTOM MBC (0OBIYHO acCOIMUPOBAHHBIN OOBEKT -
JaHHbIE), WUrpaeT pewaronryo poiab B mnpoektupoBanuu WIIC. [Ipu BO3MOXKHOCTH H3MEHEHUS
COCTOSIHUSI 0OBEKTa yNpaBJeHHs MOTEHIIMAIFHO BO3MOXKHO «Pa3MbIKAHHE» MIPOTPAMMHOMN Cpeabl, T.
e. no0aBjIeHHE K MHOXECTBY pa3pelICHHBIX CYOBEKTOB JIOMOJIHHUTENIBHBIX, PEATU3YIOMINX
3NMOyMBIIUICHHBIE  QyHKIMH. C  Apyroil CTOPOHBI, TPOIECC YIPABICHHUS O€30MaCHOCTHIO
Mo/Ipa3yMeBaeT BO3MOXKHOCTh HM3MEHEHHs OOBEeKTa ympaBieHus (moAgpodHee B dactu 3).
Bo3MokHOCTh U3MEHEHHST 00BEKTa yIpaBiicHUs (peanu3aius motoka Stream (CYOBeKT ynpaBieHus,
AO 00bekTBI cyOBbekTa yrpasieHus)->0VY) H0KHA MPUCYTCTBOBATH ISl BBIICICHHBIX CYOBEKTOB
(BOBMOXKHO € JIOTOJIHUTEIbHBIM YCIOBHUEM aKTHUBU3ALMUU ATOr0 CyOBbEKTa BBIIEICHHBIM
MOJIh30BaTesIEM (TI0JIb30BATEIISIMH)).

Baxnyio pons mpu mpoektupoBanuu WIIC wurpaer cpoiictBo AC, 3akimioyaromieecs B
MOSTAITHOM aKTUBU3ALUHU CYOBEKTOB U3 OOBEKTOB PA3IIMYHOTO YPOBHS MPEICTABICHIUS HH()OPMAIIHH.
Paccmotpum B Tabauie 3.1. uepapxuio ypoBHEH IpHU 3arpy3Ke ONepaliOHHONW CUCTEMBI.

B Tabnuie BBIIENEH TEPMUH «CEKTOp» Ml OOO3HAUEHUsS TMIpe/CTaBiIeHHs OOBEKTa
anmnapaTHO-MIPOTrPaMMHOTO ypoBHs. OH 0003Ha4YaeT HEMPEPHIBHYIO MOCIE0BATEILHOCTD JIEMEHTOB
xpaHeHus (0alT) Ha MaTEPUAILHOM HOCHUTEJIE, XapaKTEPU3YEMYyI0 MECTOM PACIIOIO0KEHHUS.

Tepmun «daiim» 06003Ha4aeT aOCTPAKTHBIN OOBEKT, MOCTPOCHHBIN MO CITUCOYHON CTPYKTYpE
U3 00BEKTOB «CceKTOp». OOBEKTHl THMA «halll» U «CEeKTOP» BBIAENEHBI UCKIIOYUTENBHO HCXOMS U3

TUIIOBOH apXUTEKTYypbl 00bekTOB AC.

Tabnuna 3.1. Uepapxus ypoBHeit npu 3arpy3ke OC

YposeH CyOBbekt Jloxanmzanus [IpencraBnenune UYepes kakue
uHpopManuu byHKITIN
peanu3yoTcs
MOTOKH
0 CyOBexT ammaparHo- 13y CEKTOpa qyepes
rPaMMHOTO MHUKPOITPOTPaMMBI
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YPOBHSA I3y
1 CyObexT ypoBHsi 3arpy3unk OC CeKTopa yepe3 Bios nim
BUYHOM IIEPBUYHBIN
3arpy3Kku 3arpy3uuK
2 CyObekT ypoBHsi| apaiiBepbl OC CeKTopa yepe3 Bios nim
pPHUIHOTO IIEPBUYHBIN
3arpys4uKa (apaisep) 3arpy34uK
3 CyOnexT ypoBHs OC saapo OC Gaitnbl qepes JpaiiBepsl
4 CyOBekr [Tpuknanabie (aiis gepes sapo OC
b30BaTEIILCKOTO TIPHIIOKEHHS
YPOBHS

B o01mieM cityuyae MOXXKHO TOBOPUTB O PEKYPCUBHOM CTPYKTYpe 0OBEKTOB HEKOTOPOTO YPOBHS,
BMeIlaouie O0OBeKThl Mpeapliylero ypoBHa. Ha HyneBOM ypoBHE MNEpBUYHBIH OOBEKT
(31eMeHTapHas CTPYKTypa HUXKHETO ypoBHs) B Tabuuue 3.1. COOTBETCTBYET TEPMUHY «CEKTOP.

C yyeTom nepapXxuyecKor CTPYKTYPHI IIPEICTaBICHISI 0OBEKTOB MOKHO TOBOPHUTH O TOM, YTO
B HayalbHble ATanbl akTUBM3aUUM AC [eKOMIIO3UIUS Ha CYOBEKTbI U OOBEKTHl JMHAMHUYECKU
n3Mensierca. CrenoBaTenbHo, ocHOBHas Teopema HMIIC Moxer ObITh NpUMEHMMa TOJIBKO Ha
OTAENbHBIX MHTEpBajaX BPEMEHHU, KOIJIa YpPOBEHb IPEJACTaBICHUS OOBEKTOB IIOCTOSIHEH U
nexkomno3unust ¢ukcupoBaHa. MoxHO yTBepxkaaTh, uro WIIC, neicTByrolylo OT MOMEHTa
aKTUBH3AllMU 10 MOMEHTa OKOHYaHHs paboTbl AC, HEBO3MOXKHO c(OpPMHUpPOBATH B HauyalbHBIN
MOMeHT aktuBu3anuu AC.

[Tycts B AC BhIIeTIsIeTCS KOHEYHOE YHCIIO YpoBHE# mpencrasnenust oovekro U={0, ..., R},
R - MakcuMasbHBINA ypOBEHb MPECTABIECHUS O0OBEKTA.

C TOYKkM 3peHHUs BBHINOJHEHHS YCIOBHM YTBEp)KIEHUS 3 HMeNOo Obl CMBICI TOBOPUTH O
HeKoTopoM "crannoHapHoM" coctosiHun AC, koraa B otoOpaxkeHusx Stream u Create ydacTByroT
ToNBKO 00beKThl ypoBHs R. Torma peanuzanust MBC MoxxeT ObITh 3HAYUTETHHO YIpPOIIEHA (B TOM
CMBICIIE, YTO BCE€ apryMEHTHI-O0BEKTHI omeparmu Create MMeroT TOT ke ypoBeHb). HeoOxomumo
oOpaTuTh BHHMaHuWE€ Ha TO, YTO Takoe TpeOOBaHWE, C OJHON CTOPOHBI, MOXKET HaKJaJbIBaTh
OrpaHUYUTENIbHBIE YCIOBHMS Ha cBOMcTBa mnpukiagHoro IIO (HEBO3MOXHOCTh HHUIIMHPOBAHHUS
MOTOKOB, BKJIIOYAIOIIMX OOBEKTH YpOBHS MeHee R, mMpuKIagHBIMM IporpaMMamMu), a ¢ ApPYyrou

CTOPOHBI, OBITH CJIEICTBUEM NMPOECKTUPOBOUHBIX PEUICHUI pealn3aluu cyObeKTa, JOKAIU30BaHHOTO
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B sape omeparonHoi cucrembl (mpumepom sBiasiercs OC Windows NT 4.0, sampemarorias
orepaluy HIXKe ypoBHs "(ailin" co CTOPOHBI CYyObEKTOB MPUKIATHOTO YPOBHS).

[TpakTudeckasi peanu3aius BCeX ONMEPANMOHHBIX CUCTEM MO3BOJIICT BBIICIHUTH ABE (ha3bl UX
paboThl: akTUBHU3aLUsl CyOBEKTOB C POCTOM YPOBHSI MpECTaBlieHUs 00beKTOB ((haza 3arpy3ku Hiu
HavanpHas (asza) u ¢asa cTaMOHAPHOTO COCTOSIHUS (KOTAa YPOBEHb MPEICTABICHUS OOBEKTOB HE
yBennuuBaercs). KoHeuHO, HEOOXOJMMO cjenaTh OrOBOPKY —Kacalollylocs BO3MOKHOCTH
peanu3aliy MOTOKOB K 00bEeKTaM HIDKHETO YpOBHS (omepannoHHble cuctembl Tua DOS, B KoTophIx
BO3MOXXHA Omepaius ¢ JII0ObIM OOBEKTOM HUKHErO YPOBHSA (CEKTOp) M3 MPOrpaMM MPHUKIATHOTO
YpOBHS).

Torna npaktudeckas peanuzauus UTIC MoxeT coCTOSATh U3 JIBYX 3TAIOB: MPEIONPEIEICHHOE
BBITIOJTHEHUE HAaYaJIbHOH (a3bl, BKiItouatomiee B ceds MomeHt aktuu3aiuu MbBC (u MBO), u padota
B crauuoHapHoil ¢aze B pexume UIIC (BO3MOXKHO, ¢ KOHTPOJIEM HEU3MEHHOCTH OOBEKTOB-
HMCTOYHHKOB).

BBegem monsiTHE mocneAoBaTeNbHOCTA aKTHBU3aMK KOMIOHEHT AC. CMBICI BBOJUMBIX
MOHATHA W (HOPMYIIMPYEMBIX HUKE YTBEPKICHUH COCTOMT B HEOOXOJUMOCTH TIPHUBEICHUS
cyobexToB AC B OHO M TO K€ COCTOSIHHE IOCIIe aKTUBU3AIMU TIEPBUYHOTO CyOBEKTa anmapaTHo -
MIPOrPaMMHOTO YPOBHSI, WJIM, UHA4Ye TOBOPS, B 3aJaHUU TPEIONPECIIEHHON MOCIeI0BaTeIbHOCTH
akTuBH3auuu cyorexkroB AC.

O6o03naunMm: ZL-nmocnenoBarenbrocte map (i, j)t (t=0, 1, 2, ...,1-| —MomMeHTHI BpeMeHH)
amuHbl 1, Takue, yto Create (Si,0j)[1]->Sm[t+1].

O0603HaYUM TaKXKe:

Sz - MHOECTBO BCEX CyOBEKTOB, BKIFOUCHHBIX B MTOCIIEA0BATEIHLHOCT ZL,

Oz - MHOKECTBO BCEX OOBEKTOB, BKJIFOUEHHEIX B IIOCIIEN0BATEILHOCTE ZL .

s MHOTOMOTOKOBBIX AC MOXHO paccMaTpuBaTh HECKOIBKO (BO3MOXKHO, 3aBUCUMBIX APYT
OT Jpyra) mocienoBaTenbHOCTe ZL 1 cooTBeTcTBeHHO MHOXecTB SZ u OZ.

Omnpenenenne 17. CocrosHueM AC B MOMEHT BpeMeHU t Ha3pIBaeTCsl yHOpsAOYeHHas
COBOKYITHOCTb COCTOSIHUI CYObEKTOB.

Ymeepoicoenue 4 (ycrosue oounarxosozo cocmosanusi AC).

Cocrosiane AC B momeHThl Bpemenu tXI u tx2 (Xl u tX2 ucuucnstorces uist IByX OTpE3KOB
aktuBHOCTH AC 0T HyneBoro momenTta aktuBu3anuu AC tol u t02- Hanpumep, BKIIOYEHUS THTAHUS
anmapaTHOW YacTH) OJIMHAKOBO, €CITH:

1.txI=tx2,

2. ToxaecTBeHHbBI cyOnekThl Si[tol] u Si[to2],

3. HEU3MEHHBI Bce 00BEKTRI M3 MHOXkKecTBa OZ,

4. Heu3MeHHa MoCaeI0BaTeNbHOCTD ZL.
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Jloka3zaTenbcTBO (10 MPUHIUITY MaTEMaTHUYEeCKON MHAYKLIUHN)

Bepnoctb yrBepxaenus mpu t=1 cinemyer u3 onpeneneHus TOXIECTBEHHOCTH CYOBEKTOB.

[Tyctp yrBepxneHue BepHO st t==Kk<I.

Toraa B8 MoMeHT BpeMeHH K+1 MOTYT OBITh MOPOXKIACHBI TOJIBKO TOKICCTBEHHBIC CYOBEKTHI,
MIOCKOJIbKY TOKIECTBEHHbl aKTHBHM3UPYIOIIME CYOBEKTHI (MO MPEANOJIOKEHUIO MHAYKIUHU) U IO
YCIIOBHIO YTBEPKACHUSI HEM3MEHHBI 3eMeHThl MHOkecTBa Oz. /imna 1 mocnenoBarensHocty ZL
OTIpeIeNIAeTCS:

1. Ilo nmpu3HaKy HEBO3MOXHOCTHU YHpaBIeHUS CyObEeKTaMu, MPUHAATIC)KAIUMH MHOKECTBY
Sz, co CTOpPOHBI 10JIb30BaTeNs (B IPOTUBHOM Cily4yae MOCIEI0BaTEIbHOCTh aKTUBU3AIUU CYOBEKTOB
MOXET OBITh U3MCHCHA).

2. [lo mpu3HaKy IOCTYIHOCTH Ui KOHTPOJISI HEM3MEHHOCTH BCEX OOBEKTOB M3 MHOXKECTBA
Oz.

3. Ilo mpu3Haky HeBO3pacTaHUs YpOBHS IpeacTaBieHUs WHpopManuu (B JaHHOM cCly4yae
MMEETCS B BHJIY, YTO CYIIECTBYET MOMEHT BpeMeHu tX Takoi, uto s jroboro t>tX oObekt-
apryment Oj oneparuu Stream(Si, Oj) npuHaISKUT OHOMY YPOBHIO TPEACTABICHHUS).

Heo0OxonuMo 3aMeTuTh, 4TO MOCIEA0BATENbHOCTh ZL joKanmu3yeTcss B HEKOTOpOM 00BeKTe
100 COBOKYMHOCTH 00BEKTOB (Hampumep, g DOS nocnenoBaTenbHOCTh aKTUBU3AIMH CYOHEKTOB
npenonpeneinena coaepxkanuem ¢ainios AUTOEXEC.BAT u CONFIG.SYS) u HensMeHHOCTH
MOCJIEA0BATENbHOCTH ZL TOX/IeCTBEHHAa HEM3MEHHOCTH YKa3aHHBIX 00bekToB, it OC Windows NT
MOCTIe/I0BATENbHOCTh AKTUBU3AIMM KOMIIOHEHT OIlpeJiesieHa COJEP>KaHHEM COOTBETCTBYIOLIMX
KJIrouei peectpa (registry).

[Tycts B mocnemoBaTenbHOCTH ZL MOXHO BBIICIWTH Zi Takoe, uto s joboro ZK, k>i
oroOpaxxenmii Create m Stream ucmomb3yloT TOJNBKO 00BEKTH ypoBHs R. Jlpyrumu cioBamu, c
MOMEHTa BPEMEHH | HaCcTymaeT craioHapHas ¢asza Gpynkunonuposanus AC.

B »Tux ycnoBusXx, a Takke IpU HMOMApHOM KOPPEKTHOCTH cyObekToB M jaelictBuu MBC c
KOHTPOJIEM HEM3MEHHOCTH 00BhEKTOB-UCTOYHHKOB Ha YpOBHE R ¢ MOMeHTa BpeMeHn M>K BepHO:

Ymeepocoenue 5 (0ocmamounoe ycnosue UIIC npu cmynenuamoii 3aepysxe)

IIpu ycnoBum HewsmeHHocTH ZL u HenmsmeHHocTH 00bekToB M3 Oz B AC ¢ MomeHTa
BpEMEHH yCTaHOBIeHUS Hen3MeHHocTH ZL u Oz nelicTByeT U30aupoBaHHAs MporpaMMHasi cpefa.

JokazarenbctBo. HeoOX0IMMO 3aMETHTh, YTO BCE YCIOBHUS YTBEPKIACHUS 5 COOTBETCTBYIOT
YTBEPXKIEHHIO 4. Y TOUHEHHUST KacaroTcs CTPYKTYPHI TocieoBaTebHoCcTH ZL.

CornacHo ytBepkJIeHHI0O 4 C MOMEHTa BpeMeHWwIo 10 MomeHta t==| neiictByer
M30JIMpOBaHHas (B paMKax) Sz nmporpaMMHas cpefa.

Jl1st moka3aTenbCTBA YTBEPKIACHUS HEOOXOUMO YOSAUTHCS B TOM, UTO:

- MBC B MOMEHT BpeMeHH =M rapaHTUPOBAHO aKTUBU3UPYETCH,
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- B M000i1 MOMeHT t>M mporpaMMHasi cpefia H30JIMpOBaHa.

IlepBoe crnexyet u3 yrBepkaeHus 4 (mpu =T cocTosiHUEe MPOTrpaMMHOMN cpeibl Beeria Oyaer
OJIMHAKOBO, CJIEJIOBATENbHO, Bcerga Oyaer akTtuBm3upoBaH cyObekT MBC). Bropoe ciemyer u3
onpexaeneHuss MbC u yciioBusi TeOpeMbI.

C momenTa Bpemenu t==0 no mMoMeHTa BpeMeHU | mporpammHasi cpela U30JUPOBaHA, C
MOMEHTa BpeMeHHU t>M mporpamMmHas cpejia TakkKe U30JIMpoBaHa, ciiefaosareiabHo, AC u3oirnpoBaHa
npu mo0om t>0. YTBepxkieHue 10Ka3aHo.

Ucnone3ys yrBepxaenus 3,4 U 5, pacCMOTpUM MpOIECC MPAKTUYECKOTO MPOESKTHUPOBAHUS
3amuieHHoro pparmenta AC.

[lepBoHauaibHO HEOOXOAMMO YOETUTHCS B BBHIMOJIHEHUH YCIOBHH KOPPEKTHOCTH WIIH
a0COIFOTHOM KOPPEKTHOCTH ISl CyOBEKTOB, ydacTByrommx B mopoxacHun WIIC. Yka3aHHbIC
CyObeKTHI B OCHOBHOM MOTYT OBITh JIOKQJIW30BaHBI Ha YPOBHE MPOrpaMMHO-anmapaTHOU
koMroHeHTsl DBM (mporpammel 113V, 3arpy3unku onepannoHHBIX cpen), T. €. padoTaTh Ha YPOBHE,
ONMM3KoM K B3auMmojeiicTBuio ¢ obopynoBanueM AC, nub0 Ha ypOBHE OINEPALMOHHON CpEeIbl.
Jloka3aTenbCTBO KOPPEKTHOCTU CYOBEKTOB IPOrPaMMHO-ANapaTHOrO YpPOBHS 3HAYUTEIBHO
OTJIMYAETCSl OT COOTBETCTBYIOIIMX JOKA3aTeNbCTB Il CYOBEKTOB MPUKIATHOTO YpPOBHA. B cBsizu ¢
STUM BBIIEIUM MPOBEPKY YCIOBHH KOPPEKTHOCTU CyObeKToB B aABa mmara. Illlarom 1 HazoBem
JI0Ka3aTeJIbCTBO KOPPEKTHOCTH CYOBEKTOB IPOrpaMMHO-anmnapaTHOro ypoBHs. [loHsTue monyib
0003HaYaeT peaau3alui0 OOBEKTa- MCTOYHUKA, a COBOKYIMHOCTh CYOBEKTa, MOPOXKICHHOTO U3
00BEKTA-UCTOYHUKA U BCEI0 MHOXECTBA aCCOLMUPOBAHHBIX C 3TUM CYOBEKTOM OOBEKTOB B TEUEHUE
BCEr0 BPEMEHH CYIIECTBOBaHUS CyOBEKTa, HA3bIBAETCS, KaK IMPaBHIIO, MPOIEcCCOM (WM 3aJadye,
3a/IaHUEM).

Jlanee HEOOXOAMMO ONPENEIUTh COCTaB MPOTPaAaMMHBIX CPEICTB 0a30BON BBIYMCINUTEIBLHOU
Cpelpl, T. €. ONPENENIUTh KOHKPETHYI) OINEPALlMOHHYIO CpENy, IOMOJIHUTEIbHBIE NPOrpaMMHbBIE
CpeAcTBa cepBHUca (HampUMep, NPOrpaMMHBIE OOOJOYKM WM CpPEACTBAa TEIEKOMMYHUKALUU) U
[IPOrpaMMHBIE CPEJICTBA MOJAECPKKU JIOMOJHUTEILHOTO 000pyAOBaHUs (MpOorpamMMbl YIpPaBIIEHUS
npuHtepoM u J1p.). Ilocne storo Hactymaer camblii Tpynoemkuid stam (Illar 2), Ha xotopom
HE00X0UMO YOETUThCS B KOPPEKTHOCTH CYOBEKTOB OIMCAHHOTO 0a30BOro Habopa MporpaMMHBIX
cpencts. [Ipy 3TOM BaXXHO 3aMETUTH CIIETYIOLIEE.

B cocraBse 10 AC He 10/mKHO OBITH IEJIOT0 KjacCa BO3MOJKHOCTEH -HAa30BEM WUX
MHCTpYMEHTaANbHBIMU. [Ipexie Bcero 3To BO3MOXHOCTh M3MEHEHHsI COCTOSIHUSI aCCOLIMMPOBAHHBIX
OOBEKTOB CO CTOPOHBI CyOBEKTa (HampuMmep, M3MEHEHHE COJCpKMMOTO OINEepaTHBHOM NaMsTH)
Apyrux cyOBEKTOB (M3MEHEHHE COJEpXaHMs I0/pa3yMeBaeT CYIIECTBOBAHUE oreparuii Stream
THMA 3alUCh), BO3MOKHOCTb WHHUIMUPOBAHUS U TPEKpAllleHUs BBINOJIHEHUS IPOLECCOB

HECTaHIapTHBIM 00pa3oM (MIOMUMO MEXaHM3MOB ONepaluoHHON cpeabl). Kpome Toro, mpu
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peamuzanun MBC u MBO Ha cranmonapsoii dasze pyaknunonnpoBanus AC He0OXOAMMO OTCYTCTBHE
B JMOOBIX cyObekTax, 3aMkHYTBIX B MIIC, omepaumii mopokiaeHus MOTOKOB Stream k oOBbekTam
ypoBHst K<R.

O06001IeHHO A0CTAaTOYHBIE YCIOBHUS K 0OazoBoMy HaOopy IO MoxkHO chopMynupoBaTh
CIIEYIOIIUM YTBEPKIACHUEM.

Ymeepoicoenue 6 (mpebosanus K cyObeKMHOMY HANOJIHEHUIO U30JUPOBAHHOU NPOSPAMMHOU
cpeovt)

st Toro uro6er UIIC monmnepkuBanmach B TE€UeHHWE BCero BpeMeHHM akTuBHOCTH AC,
JOCTaTOYHO, YTOOBI B COCTAaBE MPOTPAMMHOI0 OOECIeUeHHs, MOTYIEro ObITh MHUIIMMPOBAHHBIM B
UIIC, ne Obuio (yHKIMH TOPOXKACHUS CYOBEKTOB M TpPEKpalieHHs WX paboThl, KpoMe 3apaHee
IpeonpeaesieHHbIX npu peanusauuu MBC, u He cyniecTBOBaJI0 BO3MOXHOCTEH BIMSIHUS HA CPEdy
BBITIOJTHEHUS (TIOJI CPEelON BBIMIOJHEHUS! MOHUMAETCd MHOXECTBO aCCOLMHUPOBAHHBIX OOBEKTOB)
000Tr0 TMpoliecca, a Tak)Ke HHUIIMHUPOBAHUS MIOTOKOB K 00BEKTaM JIOTHYECKOro ypoBHS MeHee R.

[Tosichum TpeboBaHNE HEBO3MOYKHOCTH TPEKPAICHHUS BBITIOJHEHUSI CyObEKTa KaKHMM-JTHOO
WHBIM 00pa3oM, KpoMe MpeoIpeesieHHOr0. B 1aHHOM cilydae HEOOXOJMMO YYHTHIBATh, YTO BO
MHOXecTBe cyObekToB, 3aMKHYThIX B MIIC, BblieneHsl aBa ocobObix cyowexkrta - MBC u MBO.
[Ipexpamenue cymiectBoBanuss MBC o03Hayaer HapylieHUE YCIOBHS 3aMKHYTOCTH CpEIbl, a
npekpauienue cymecrsoBanuss MBO o3Hauaer JomycTUMOCTh NOTOKOB MHOXkectBa N, T. e.
HECaHKLMOHUPOBAHHBIN JOCTYII.

Hlar 3 3axitoyaercs B MPOEKTHMPOBAHUU M Pa3pabOTKe MPOrpaMMHBIX MM HPOTrpaMMHO-
anmapaTtHelx cpeAcTtB 3ammuTel B AC, a 3areM u ux TectupoBaHud. OH mOJpazymMeBaeT
MIPOEKTUPOBAHME U PEATU3ALMIO B 3aJaHHOM MHOXecTBe cyObekToB MBC n MBO.

lar 4 3akmtoyaercs B "3aMbIKaHMM'"' BCEro KOMIUIEKCA IPOrpPaMMHOTO obOecreyeHus,
BKJIIOYAsl U CPE/ICTBA 3AILUTHI, B U30JMPOBAHHYIO IPOrPAMMHYIO CPELy.

Wtak, mnoKa3aHO, 4YTO OCHOBHBIMU 3JEMEHTaMH TOJJIEpPKaHUs HU30JUPOBAHHOCTU
MIPOrPaMMHOM cpesibl BISIOTCS KOHTPOJIb LEIOCTHOCTU U KOHTPOJIb IOPOKICHHUS MPOLIECCOB.

Beimie Ml yxe chopmynupoBanu noHsTuss MBC u nopoxneHusi cyObeKTOB ¢ KOHTPOJIEM HUX
Hen3MeHHOCTH. Heo0XoauMo 3aMeTHuTh, YTO I JOCTOBEPHOIO KOHTPOJS HEM3MEHHOCTH OOBEKTa
(T. e. ¢ BeposATHOCTHIO omHOKH, paBHOW () HEOOXOAUMO YOEAMTHCS B TOJIHOM TOXKIIECTBE
mpoBepsieMoro o0bekTa u obpasua. M3 aToro ciemyer, 4To 3TAJOH JOKEH COJIEp’KaTh HE MEHbIIEe
uH(popMaluy, YeM MpoBepsieMblii 00beKkT. M3 3TOoro B CBOIO Oyepenpb CIEAYyeT, UYTO ATaJOHHBIN
OOBEKT JOJDKEH OBbITh KaK MUHUMYM OJIMHAKOBOW JUIMHBI C MpoBepsieMbIM. Ha mpakTuke Takoii
MOJXOJ MOXKET OBbIThb MPUMEHEH C CePbEe3HBIMM OTpPaHUYEHUSMHU (Hampumep, i OOBEKTOB
HeOoubmoro oobema tumna nporpamm 113V wnm 3arpysunkos OC).

B cBs3u ¢ ATUM A4 KOHTPOJISA IIEJIOCTHOCTH TPUMEHSIOT OOBEKTHI, COJEpIKAIIHe
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MHGOPMALIMIO, 3aBHUCSILIYI0 OT BCEro COAEpKaHUA OOBEKTa, HO TEM HE MEHee 3HAYUTEIbHO
MEHBILIETO O00bEMa, BBIYUCICHHYIO MpPHU IOMOIIM Kiacca (QYHKIUH THMNA «X3II-(DYHKIHID.
OueBuAHO, YTO B AITOM CiIy4ae IPOLECC YCTAHOBICHHUS HEHM3MEHHOCTH OOBEKTa CTaHOBHTCS
BEPOSTHOCTHBIM.

Hcxons 3 1aHHOro (hakTa HEBO3MOXKHO FOBOPUTH O FapaHTUPOBAHHBIX (AETEPMUHUPOBAHO)
CBOMCTBAX CHCTEMbI (IIOCKOJIbKY HEM3MEHHOCTb OOBEKTa TapaHTHUPYETCs JHIIb C HEKOTOPOH
BEPOATHOCTbIO, HE paBHOU 1). CienoBaTenbHO, BCE YCIOBUS YTBEPXKACHUH BBINOIHSIOTCS C
HEKOTOPOI BEPOSITHOCTBIO, 3aBUCALIECH OT CBOMCTB MPUMEHSAEMbIX JUIsl KOHTPOJISI LIEIOCTHOCTH X3III-
¢byHkuui. [l moguepKuBaHUsS W3MEHUBIIMXCS YCIOBHM OyaeM TOBOPHUTH Jlajiee HE O KOHTpOJIE
HEU3MEHHOCTH 00beKTa, a 0 KoHTpouie 1enoctHocTH (K1) oOobekra.

Heo06xoauMo OTMETHTB Takke, YTO B MPOIEype KOHTPOJISI HEM3MEHHOCTH (KOTOpasi Terepb
IIPUHUMAET BEPOSITHOCTHBIA XapaKTep) yYacTBYIOT KaK MUHMMYM JiBa 00BEKTa: OOBEKT KOHTPOJIS U
ATAIOHHBIK OOBEKT (XDII-3HAYEHHE), a TakkKe CYObEKT, pealu3ymoluid XdIMI-QYHKIUIO WU
IIPOU3BOALIUI CPABHEHHE.

[Toatomy 11t cyObEeKTa KOHTPOJIS LIETOCTHOCTH BaYKHBIM SIBJISIETCS BBIIIOJIHEHUE CIIETYIOIINX
YCIIOBHIA:

- Ka4yeCTBEHHBIH aITrOPUTM KOHTPOJSI LEJIOCTHOCTH (TEPMHH «KA4eCTBEHHBIH» Oyzaer
MOSICHEH HUXKE);

- KOHTPOJIb pPEaJbHBIX JaHHBIX (T. €. OTOOpaXCHHWE COCTOSHHUS KOHTPOJIHPYEMOTO U
ATAJIOHHOTO OOBEMOB B ACCOLMMPOBAHHBIE OOBEKTHI-IAHHBIE CYOBEKTa KOHTPOJS IIEOCTHOCTH,
COBITQ/IAOLIEE C TOXKIECTBEHHBIM).

[Tosicaum nopoGHee BTOpoil MyHKT. KOHTPOJb 11E€10CTHOCTH BCETAA COMPSKEH C YTEHUEM
JaHHBIX (T. €. C MHUIUUPOBAHUEM ITOTOKOB OT OOBEKTOB K ACCOIMMPOBAHHBIM OOBEKTaM-AaHHBIM
CyObeKTa KOHTPOJSI LETOCTHOCTH, IMPUYEM HMOTOKH MOTYT COOTBETCTBOBATh PAa3IMYHOMY YPOBHIO
IpeJCcTaBiIeHUs HH(OPMAIMK - YTEHUE TI0 CeKTopam, 1o Qaiinam u T. 1.). Hanpumep, BCTpoeHHBIH B
BIOS [I9BM cyOBeKT (MpakTHYECKH 3TO MPOTpaMMHast 3aKJIaJKa - CM. HUKE) MOXKET HaBS3bIBAThH
IIpU YTEHWU BMECTO OJIHOTO CEKTOpa Jpyrod WM peAaKTHUPOBaTh HENOCPEACTBEHHO Oydep, B
KOTOpBIH ObUIM MPOYMTAHBI JaHHBIE. AHATOTUUHBIA 3((EeKT MOKeT ObITh BBI3BaH CYyOBEKTaMHU
OIEPALIMOHHON Cpefibl, HalpuMep, CyObeKTaMH, JIOKAJTM30BaHHBIMU B MEpBUYHBIX 3arpy3unkax OC.
C npyroit CTOpOHBI, Taxke KOHTPOJIb camoro BIOS MoxkeT mporncxoauTh "o 1 HaOrroieHueM"" KaKoui-
100 TOMOJHUTENBLHON annapaTypbl U HE MOKa3aTh €ro M3MEHEHUs. AHATOTHYHbIE 3()PEKTH MOTYT
BO3HUKaTh U IIpu 00paboTke Paiina. Llenp opranuzanum pexxruMa 4TeHHs peajbHbIX JaHHBIX COCTOUT
B TOXJECTBEHHOM OTOOpakeHWM mapameTpoB ureHus Ha AO cyOwbekta uTeHus (motok or AO
cyobekTa KL k AO cyObekTa uTeHns) U TOXKIECTBEHHOM OTOOpa)K€HUM CUMTHIBAEMOro 00beKTa (B

COOTBETCTBUM C IapaMeTpamH, MepelaHHbIMU CyOBEKTYy YTEHMs) K aCCOLIMUPOBAHHBIM OOBEKTaM-
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naHHbIM cyonekTa K11,

[Tosichum Teneps noustTHe kauectBeHHOro KII ¢ Touku 3peHUss MaTeMaTUYeCKHX CBOWCTB
¢ynkuun KL, Ilpeamonoxxum, 4yTo uUMeeTcss HEKOTOphId 00BeKT F u HekoTopslil amroput™m H,
npeoOpasyronmii 00beKT F B HEKOTOpbII 00BeKT M, KOTOPBIN HpPEACTaBISIETCS CIOBOM TOTO K€
S3bIKa, HO MEHbIIEH JIMHBL. DTOT aJTOPUTM TaKOB, YTO IPU CIy4ailHOM pPaBHOBEPOSITHOM BbIOOpE
nByx o0bekToB F1 m F2 m3 MHOXECTBa BO3MOXHBIX COOTBETCTBYHoHMEe UM 00bekThl MI=H(F1) u
M2==H(F2) c BBICOKOI1 BEpOSATHOCTBIO pa3in4Hbl. Torna mpoBepka IeJIO0CTHOCTH JaHHBIX CTPOHUTCS
Tak: paccMarpuBaeM o0bekT F, mo m3BectHomy anroputmy H crpomm K=H(F) u cpaBHuBacm M,
3apanee BbluucieHHoe kak M = H(F), ¢ K. Ilpu coBmagenun cyutacM OOBEKT HEH3MEHHBIM.
Anroput™m H Ha3bpiBaoT, Kak MpaBuiio, Xa1I-(hyHKIHEH, MK pexke KOHTPOJIbHOW CYMMOH, a uucio M
- X3II-3HAYEHUEM.

KauectBo K1 onpenensiercst B JaHHOM CiIy4ae BBIITOJIHEHUEM CIEAYIONUX YCIOBUM:

1. TTo u3BectHoMy 00bekTy M=H(F) Haxoxmenue apyroro oobekra G, He TOKIECTBEHHOTO
F, Takoro, uto M==H(G), siBiisseTcst 3a1aueii ¢ TPYJA0EMKOCTBIO HE MEHee 3alaHHOM Th.

2. O6wpexT M nomkeH ObITh HEOCTYIICH /1711 H3MEHEHUSI.

3. lnuna obbekta M moimkHa obecrieurBath ycinoBHYIO BepositHocth P(H(Fi)=H(F2)/Fi ne
ToxaecTBeH F2) He Oosiee 3apanHOM Pb.

[Tosicaum cmbica 3Tux ycioBui. IlycTh nmporpamma 3710yMbILIUIEHHUKA U3MEHUIA 00bEeKT F
(cratnyeckoe HCKaxkeHme). Torma, BOOOIIE TOBOpS, XdII-3HAYeHWEe M IS JTaHHOTO OOBEKTa
n3MeHutcs. Ecnu cyObekTy 370yMBIIIIEHHUKA JIOCTYNEH JUIsl M3MEHEHHsI 00beKT M (cymecTByeT
COOTBETCTBYIOIIMI MOTOK), TO OH MOXET IO M3BECTHOMY airoputmy H BBIYMCINTH HOBOE X3III-
3HAYEHHE JIJIS1 K3MEHEHHOI0 00BEKTa U 3aMECTUTh UM UCXOJHOE.

[lycTh X311-3HaU€HUE HEAOCTYIHO, TOT/Ia MOKHO IMOMBITATHCS TaK MOCTPOUTH MU3MEHEHHBIN
00BEKT, UTOOBI X3II-3HAYEHUE €r0 HEe U3MEHWIOCH; IPUHIUIHNAIbHAS BO3MOXKHOCTb 3TOTO UMEETCH,
MOCKONIbKY ~ OTOOpaskeHHe, 3a/JlaBaeMoe alroOpuTMOM  XdmmpoBaHuss H, He  OHEKTHBHO
(HEOTHO3HAYHO).

Takum o00pa3om, 0OpHU YCIOBUHM HEJOCTYMHOCTH XDJII-3HAYEHUS U1 M3MEHEHHS U
JOCTYIHOCTH Ul U3MEHEHUs 00beKTa-ucTouHMNKa Tpynoemkocts Hapymenus UIC ¢ KII o0bekToB-
UCTOYHUKOB (T. €. BO3MOXKHOCTh MOPOAMTH CYOBEKT M3 OOBEKTa-MCTOYHHMKA, HE TOXKJECTBEHHOTO
UCXOJHOMY 00BeKTy) coBmagaer ¢ [H. Ilpu onHOKpaTHOHN MONBITKE MHUIMHPOBATH CYOBEKT W3
CIIy4ailHO paBHOBEPOSITHO BBIOPAHHOTO OOBEKTA-UCTOYHUKA BeposATHOCTH HapymmeHus WIIC
(ycmemHoe mopoxIeHHe cyObekTa) He mpeBocxomut Ph. Urak, «kadectBo» UIIC ompenensercs
cBoiicTBamu X31I-GyHKIUU H, a uMeHHo: BenmuunHaMu TH u PH.

O600mMM TPUBOJUMBIE BBIIIE PACCYXKIECHHUS B MeTojae '"Oe3omacHOM 3arpy3ku", wWin

CTYII€CHYaTOro KOHTPOJIA. OH 3akmgodaeTcsd B IIOCTEICHHOM YCTaHOBJICHUHM HCEU3MCEHHOCTU
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KOMITOHEHT ITPOrPaMMHO-AINIAPaTHON CPEBL:

1. Cnauvana nposepsieTcs HeU3MEHHOCTb nporpamm II3Y, mpu mogoXKUTEIbHOM HUCXOAE
yepe3 IMPOBEPEHHbIE Ha ILEJIOCTHOCTh IporpamMmel II3Y cuuThiBaeTCs 3arpy304HbIi CEKTOp U
JpaiiBepbl ONEpPallMOHHON CUCTEMBI (II0 CEKTOpaM) U UX HEM3MEHHOCTb TAaK)Ke IPOBEPSIETCS, KpOMeE
TOr0, IPOBEPSAETCS ILIEJIOCTHOCTh OOBEKTa, OINPEIEIIAIOLIEr0 IOCIeA0BAaTENbHOCTh aKTHUBU3ALUU
KOMIIOHEHT;

2. Yepe3 ¢ynkiuu uteHus, npoBepeHHOr OC, HHULIMUPYETCS TMPOLECC KOHTPOJIS
nopoxaeHus npoueccos (peanuzarus MBC);

3. HMHunuupoBaHue mnporecca KOHTPOJISA J0CTyNa K 00bEKTaM 3aBepILAcT MPOEKTUPOBAHHE
rapaHTupoBaHo 3amuuieHHon AC.

PaccmarpuBast Bompochl  mporpamMmMmHO-TexHHueckoi peanusaumu  UIIC, nHeobxommmo
3aMEeTHUTh, YTO MOIIHOCTb MHOXKECTBa CYOBEKTOB B HEKOTOpOoM cermMeHTe AC (BBIIEIEHHOM IO
IPU3HAKY MPUHAUIEKHOCTH ofHOM DBM) ¢ MOMeHTa BKIIIOYEHMS HMUTAHUS 10 MOMEHTa 3alycKa
IIPOLIECCOB I0JIb30BATENs yBeauuuBaercs. llepBoHayanbHO aKTUBU3UPYIOTCS CYOBEKTHI anmnapaTHO-
nporpaMMHOTo ypoBHs (mporpammsl [13VY), 3aTem yka3aHHbBIE CYOBEKTHI OPOKIAIOT U3 0OBEKTOB-
MCTOYHHUKOB JAaHHOTO YPOBHS (3TO, Kak HpPaBUJIO, CEKTOpAa BHEUIHMX HOcUTened uHdopmarum)
CyOBEKTOB YPOBHS ONEPALMOHHON CPEIbl.

CyOBeKTBl YpOBHSI ONEPAIMOHHOW CpeAbl, KaK y)K€ OTMEUaloch, TaKKe ACATCS Ha JBa
MOJyPOBHS: HW)KHUH YPOBEHb — CYOBEKTHl — mepBHuHble 3arpy3unku OC (pabotaromue c
uHpopManuell ypoBHS CEKTOPOB) M BEpXHHUH YpPOBEHb - CYOBEKTHI-ApaiiBepbl (IOpOXKIaeMble
CyObeKTaMH - TMEPBUYHBIMU 3arpy3ddKaMud U3 OOBEKTOB-CEKTOpPOB), paboTaromiye ¢ OObEeKTaMu
ypoBHs «baim» (TocneaoBaTeIbHOCTH CEKTOPOB). Ha aTame nepexona oT CyObeKTOB-3arpy3YUKOB K
cyOBeKkTaM-paiiBepaM NPOUCXOJUT Tepexoa U K apyro gexommnoszunmun AC Ha 0O0BEKTH (OT
CEKTOPOB K (hailiam). YkazaHHas uepapxus ASUCTBYET B JHOOON M3BECTHOM Ha CETOTHSIIHUI J1eHb
AC U ecTeCTBEHHBIM 00pa3oM MpEIOIpeaesieT apXUTeKTypy, B paMKax KOTopoi (opmupyercs u
¢yukuonupyet UIIC.

Hanpumep, anmapatHas apxutektypa [I9BM tuna IBM PC 3amaer ciienyromme STarbl
aKTUBHM3alMKU pa3inuyHblX cyObekToB AC. Ilpu Brmouenun mnurtanus [I9BM  mpoucxonut
tectupoBanue OIl, nHUIManM3anus TabIUIBI BEKTOPOB MpepbiBaHUM U nouck pacmupenuii BIOS.
[Tpn nx HamMuMuM ymnpasieHue nepenaercs Ha HuX. [locie otpadoTku pacmmpenuit BIOS B mamste
CUMTBHIBACTCS TEPBBIA CEKTOp JAWUCKETHl WJIM BUHYECTEpa M YIpaBieHHE IepefaeTcs Ha Hero
(oOpa3yercss KOjA 3arpy3uMka), 3aTeM KOJ 3arpy3ddka CUUTBIBACT JipaiiBepbl ONepalloOHHOM
CHCTEMBI, Jlajee WHTepHpeTHpytoTcs (¢aiibl  KOHQUTypaluu, MOArpyXaeTrcs KOMAaHIHBIN
MHTEPIIPETATOP U BBIMOJIHsETCS (paiin aBTo3amycka.

[Ipu peammzanuun UIIC Ha Hee nomkHa OBITH BO3NIOKEHA (YHKIHS KOHTPOJS 3aIyCKOB
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MIPOrpaMM U KOHTPOJISL HETOCTHOCTH.

IIpu ommcanum merononoruu mnpoektupoBanus MIIC ymomuHamach mnpoGiieMa KOHTPOJIS
peanbHBIX JaHHBIX. JTa mpolieMa COCTOMT B TOM, 4YTO KOHTPOJMpYyeMas Ha LEIOCTHOCTb
nH(OpMAaLIU MOXKET IPECTABISTHCS [O-PAa3HOMY Ha Pa3HBIX YPOBHSIX.

Buenpennslii B cucreMy CyOBEKT MOXKET BIMSTH Ha MPOIECC YTEHHUS-3alMCHU JaHHBIX Ha
ypoBHE (paiiyioB (WM HAa YPOBHE CEKTOPOB) M MPEABABIATH CHCTEME KOHTPOJISI HEKOTOPHIE Ipyrue
BMECTO PEaJibHO CYIIECTBYIOIIMX JaHHBIX. DTOT MEXaHU3M HEOJHOKpaTHO peanu3oBaics B STELS-
BHUpycax. OJIHaKO BEPHO YTBEPKIECHUE.

Vmeeporcoenue 7 (Oocmamounoe yciosue umenust peaibHulx OaHHbIX)

Ecmu cyObekT, OOCHyXUBAIOIIMKA MPOLECC YTEHHsS MaHHBIX (T. €. YyKa3aHHBIA CYOBEKT
MHUIMKAPYETCS 3alpalliiBalONIMM JAaHHBIE CYOBEKTOM HM YYaCTBYET B IOTOKE), COJAEPIKaT TOJIBKO
(GYHKIIUM TOXAECTBEHHOTO OTOOpaXKEHMsI TaHHBIX HA aCCOLMHUPOBAHHBIE OOBEKTHI-JaHHBIC JTHOOOTO
cyObeKTa, HHUIIMUPYIOIIETO MOTOK YTEHHUS, U LIEJIOCTHOCTh 00BEKTa-UCTOUHUKA TSl ATOTO CYyOBheKTa
3aukcupoBaHa, TO TPH €ro TMOCIEAYIOmEH HEW3MEHHOCTH YTCHHE C HCIOJIb30BAaHUEM
MOPOXKJIEHHOTO CyOBbeKTa OYJIET YTEHUEM PEAJIbHBIX JaHHBIX.

JlokazarenbcTBO. BepHOCTh yTBEpKIEHHS ClelyeT U3 OIPEICICHUS TOXKJIECTBEHHOCTU
CyObeKTa U U3 YCIIOBUS YTBEPKACHUS, TAPAHTUPYIOIIETO HEU3MEHHOCTh 00bEKTa-UCTOYHHKA.

HeoOxomuMo W 31ech cAenatb OTOBOPKY O BEPOATHOCTHOM XapaKTepe YCTAaHOBJICHHUS
HEU3MEHHOCTH M TOBOPHUTb, 4YTO YTEHHE pEAIbHBIX JaHHBIX BO3MOXKHO C BEPOSITHOCTHIO,
onpeaenseMoit anropurmom KII.

MeTto[ cTyneH4aToro KOHTpOJIs HE IPOTUBOPEUYUT YTBEPKAEHUSAM 4 U 5 U IIPelyCMaTpUBAET
pasfesieHne MOCHe0BaTEeIbHOCTH aKTUBM3AllMM KOMIOHEHT ZL Ha MoAmociaenoBaTeIbHOCTH C
OJINHAKOBBIM YPOBHEM IPECTaBICHUS HH(OPMALINH.

Peanuzanus Merona CTyNEHUYaTOro KOHTPOJIA LEJOCTHOCTH JIOJDKHA  YIAOBJIETBOPSTH
YCIIOBUSIM YTBEPKIEHUS 4.

OnuiieM MpakTHYECKYIO peain3alnio copMyIMpOBaHHBIX METO/IOB.

Beimie 6b110 cka3aHO O TOM, YTO CYOBEKT KOHTPOJIS HEU3MEHHOCTH OOBEKTOB, BXOJSIIUX B
nporenypsl aktuBuzaui AC M OOBEKTOB, ONMCHIBAIOIIMX I1OCIIEAOBATENFHOCTh AKTHBH3AIUU
KOMIIOHEHT, JOJDKEH OBbITh aKTUBEH YK€ Ha 3Tane paboThl CyOBEKTOB ammapaTHO-IPOTrPaMMHOTO
YPOBHS, HO €ro 00BEKT-UCTOYHUK TEXHUYECKH HE MOXET ObITh IPOBEPEHHA HEM3MEHHOCTh. B cBs3M
C 3TUM NOJJYEPKHEM BecbMa BaxKHbIN (hakT Juist Mo0bix peanuzanuit UIIC.

Axcuoma 5. T'enepanust UTIC paccmaTpuBaercs B YCIOBUSX HEU3MEHHOCTH KOH(UTYpaluu
Tex cyObekToB AC, KOTOpBIE AaKTUBU3UPYIOTCS /IO CTapTa MPOLEAYp KOHTPOJIS LEIOCTHOCTH
oowsekToB Oz w mocnemoBarensHOCTH ZL. Hen3MeHHOCTh MaHHBIX CyOBEKTOB OOECIeUnMBaeTCs

BHEIIHUMH MO OTHOHIEHHIO K camoii AC mertomamu u cpeactBamu. [Ipu aHanmse wiM CUHTE3E

83



84
3alIUTHBIX MEXaHU3MOB CBOMCTBA YKa3aHHBIX CYOBEKTOB SBIISIFOTCS allPUOPHO 33aHHBIMU.

IIpu pewmenun npakTudyeckux BomnpocoB reHepauun MWIIC MOXHO BBIIEIUTH TpHU
CaMOCTOSITEJIbHBIX HaIPaBJICHUS.

IlepBoe u3 HUX CBA3aHO C MCIIOJIB30BAaHMEM BHELIHMX 10 OTHOWIEHHIO K AC cyOBeKTOB (Kak
IIPABUJIO, Pa3MEILEHHBIX HA BHELIHEM HOCUTEIIE), LIEIOCTHOCTh KOTOPBIX TapaHTUPYETCs METOaMU
XpaHeHUsT WM TEPUOANYECKOro KoHTpoussi. [IpemorpeneneHHOCT aKTUBHU3ALUU CyOBEKTOB,
JIOKAJIM30BAaHHBIX HA BHEIIHUX HOCUTEINSAX, O0ECIeuMBaeTCs CBOWCTBAMH CYyOBEKTOB ammapaTHO-
IIPOrPaMMHOI0 YpOBHS (HampuMep, BO3MOXHO YCTAaHOBUTb TaKyl alnapaTtHyl0 KOH(QUIYypaluro
I[I9BM, nipu KoTOpO#t OYIET MPOUCXOIUTD 3arpy3Ka ornepanuoHHoun cuctemsl ¢ ['M/I).

Bropoe Hanpasnenue cBszaHo ¢ Jsokanuzauued MHIIC B paMkax TeppuUTOpUAIBHO
OorpaHMYeHHOro padouero mecta (kak npasuio, [IDBM) u ncnonp3yer annapaTHyro NOIIEPKKY A
3aJJaHUs IPEJONPEeICHHON MOCIe0BaTeIbHOCTH aKTUBU3aUU CyObEeKTOB. JJaHHOE HalpaBlieHHE,
KaK [IPaBUJIO, BKJIFOYAET U allapaTHYIO MOAAEPKKY ayTeHTH(PHUKAIUK TO0Ib30BaTelIeH.

TpeTpe HampaBieHUE CBI3aHO C peau3alueld METO/Ia JTOBEPEHHOM 3arpy3KH ONEpALMOHHOM
Cpellbl C UCIOJIb30BAaHUEM YK€ UMEIOIIMXCS B HEM MEXaHU3MOB peasin3aiuu U rapantuposanus [1b.

Heo6xoauMo 3aMeTHUTh, YTO B pa3ivuHble UHTEpBajibl aKTUBHOCTU AC CyOBEKTaMU MOTYT
YIPaBIIATh pa3IMYyHbIE I10JB30BATEIM, AT KOTOPBIX MHOXKECTBO pa3pelleHHbIX CyObekToB E
pas3InYHO, B CBS3M C 3TUM OyJIeM rOBOPHUTH 0 MHOXecTBe Ei st i-ro monb3oBatens AC.

bynem Taxke mojpasyMmeBarh, UTO IEPE] YCTAHOBIEHHEM OJHO3HAYHOI'O COOTBETCTBUS
MHOecTBa Ei monb3oBateso | MpOMCXOAUT IpoLeypa ero ayTeHTH()UKAIINH.

Hwxe OyayT kpaTko paccMoTpeHsl Bce criocoObl peanuzanuu UIIC. 'oBopst 0 mepBoM U3 HUX
HE0OXOJIMMO OTMETHUTh, YTO B €ro paMKax MOXHO paccMmaTpuBarh koHpurypamuio UIIC B nByx
BapHaHTaX:

® IIpH JIOKAJTU3ALUHU BCEX 0OBEKTOB-UCTOUYHUKOB U1l mopoxaeHus UIIC B pamkax ogHOro
WM HECKOJIBKUX BHEIIHUX HOCHUTENEH;

® [IpH JIOKAIMU3AIUK YaCTH OOBEKTOB-MCTOYHHMKOB Ha BHEIIHEM HOCHTENE, a 4acTU - BO
BHEIIHEN nmaMaTu pabodero MecTa.

Bropas koHdurypamus XapakTepu3yeTcsl MOTCHIHMaIbHON BO3MOXKHOCTBIO HapyLICHHS
M30JIMPOBAHHOCTH, COCTOSIIEH B TOM, YTO aKTMBM3allUsl CYOBEKTOB M3 OOBEKTOB-HCTOYHHMKOB, HE
MIPUHAUIEKAIUX BHEIIHEMY HOCHUTENI0, MOXET Npou3BoauTbesd BHe pamok HIIC. B kaudectse
IpUMepa MOKHO pacCMOTPETh CUTYAIUIO, KOT/la TPOrpaMMBbI 3aIlyCKAlOTCSl B paMKax ONepaliOHHON
Cpelbl, 3arpy’KE€HHOM ¢ nuckeTsl. C Apyroil CTOpOHBI, 3allyCK yKa3aHHBIX MPOTrpamMM BO3MOXEH U
npu 3arpy3ke OC c apyroro Hocutess (B 4aCTHOCTH, ¢ HOCHTENeW pabouero mecra), ¥ mpu 3TOM
BO3MOKHA aKTUBH3AIU U T€X MOYJeH, KOTOpbIe HaXOIATCS Ha IUCKETE.

CrnenoBaTelbHO, OCHOBHOW 3ajauell MPH HWCIOIH30BAHUM BHEITHETO HOCUTENS IS
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reHepanuun UTIC sBasietcss obGecriedeHMEe HEBO3MOXXHOCTH aKTHUBH3AllUM JIFOOOTO CyOBeKTa W3
O00BEKTA-UCTOYHUKA BHEIIHETO HOCUTENS BHE paMOK 3a(UKCHPOBAHHOW IJIsi 3TOTO HOCHUTEIs
II0CJIEI0BATENbHOCTY aKTuBU3auuu komnoneHnt UIIC.

Haubonee pannwmii omucanHbii croco® mnpoektupoBanuss HIIC B pamkax moaxona c
MCIOJIb30BAaHUEM BHEIIHEr0 HOCHUTEJNS MOJY4YWJ Ha3BaHUE «HEBUIUMOW JUCKETB». DTOT crocod
3aKJIFOYAETCsl B TOM, YTO BCE OOBEKTHI, MPUHAICKAIIEe MHOKECTBY OZ, 1 0OBEKTHI, OMKUCHIBAIOIIHEC
MocjeoBaTenbHOCTh ZL, TOMeIIalTcss Ha BHEUIHMH HOCHUTENIb, C KOTOPOTO MOXET OBITh
MPOM3BE/ICHA 3arpy3Ka OIEepalMoOHHONW cucTeMbl (00bIYHO mAuckeTa). HewsmeHHOCTH OOBEKTOB
oOecnieurBaercs (U3MUECKOMN 3alUTON HOCUTEINS OT 3aIUCH.

Kpome Ttoro, ucrnosib3oBaHue CHEUAIbHOW TEXHOJOTUU HE IMO3BOJIIET MCIOJIb30BaTh
OOBEKTHI (B TOM YHCJIE U OOCCIICUUTH BBIOJIHEHUE mporpamm) 6e3 3arpy3ku OC HMEHHO ¢ 3TOH
nuckeTsl. [IpakTuyecku Takasi JUCKETa BBITTISAUT JOCTATOYHO HETPUBHAIBHO: OYAYy4YH MOMEUICHHON
B muckoBol [I9BM oHa BeIrsaut kak HedopMaTupoBaHHas (WM, BUHOM BapuaHTe, mycTasi). [locie
3arpy3KH ¢ TakoH "MmycToi" TUCKETHI M0JIb30BaTENb CPa3y «I10rPYKaeTCs» B 3aaHHYI0 IIpOrpaMMmy U
paboTaer ¢ Heil, oOpamasch B TOM YHCIE W K JAaHHBIM HAa BUHYECTEPE W 3amycKasl MPOrpPaMMEI C
JIOKAJIIbHBIX HECMEHSAEMBIX HOcCUTelel pabouero Mecra ¢ MpeABAPUTEIBHBIM KOHTPOJIEM
HEU3MEHHOCTH COOTBETCTBYIOIIUX UM OOBEKTOB-UCTOUHUKOB (UCIIOTHIEMBIX (ailsioB).

[Ipennaraemslii cioco® MO3BOJIIET UCKIIIOUUTH UCIIOJIb30BAHUE U3TOTOBIIEHHOW JAUCKETHI O€3
3arpy3ku ¢ Hee. J|oMOTHUB 3arpy’kaeMylo ¢ TaKOW JIHUCKETHI OMEpaIMOHHYI0 CpeAy IporpaMmmaMu
MPOBEPKU I1IEJIOCTHOCTH, MOKHO JOOHUTHCS COONIOJIGHHUS BCEeX TPeOOBaHMI H30JIMPOBAHHOCTU
MPOrPaMMHO-AIIaPaTHON CPEeIbl.

Kak crnenyer w3 yTBepkIeHHs] 5, OJHUM W3 BaXKHEWmUX ycioBuil nopaepxanus WIIC
SIBJISIETCS] HEBO3MOXXHOCTH U3MEHEHHUSI TIOCIIE0BATEIbHOCTH aKTUBU3AIIUN KOMIIOHEHT.

B nanHOM citydae 11eJ10CTHOCTh OOBEKTOB, COAEpPKAIIUX TMOCIEI0BATEILHOCTh AKTHBU3AIIUN
KOMITOHEHT, TapaHTHpyeTCs (PU3HMUECKUM 3alpPETOM 3alKCH Ha JIUCKETY,

Baxknoit mnpo0OiieMoil sBIS€TCS HEBO3MOXXHOCTh IPEPHIBAHUS IpOllecca AaKTHBU3ALUU
KOMIIOHEHT, B pszne omnepalmoHHBIX Cpea s 3TOTO HWMEIOTCS IITaTHbIE BO3MOXKHOCTH,
MPEeIyCMOTPEHHBIE sl 00ecledeHusl 3alluThl OT OIMMOOK TOJb30BaTelNs, C(HOPMUPOBABIIETO
HEKOPPEKTHYIO TOCIEeI0BATENbHOCTh aKTUBU3alMK KoMIOHEHT OC. B CBs3M ¢ 3TUM JOJKHBI OBITH
MPUHATHI MEPBI, TAPAaHTHUPYIONINE TACCUBHOCTh OPTaHOB YINPABICHUS B TEPHUOJ OTPAOOTKH
nocienoBarenbHocTH  ZL  (Hampumep, ammapaTHas OJOKMPOBKAa KJIABUATyphl C MOMEHTA
aktuBm3anmu MoaudunupoBanHoro BOOT 10 MomeHTa OKOHYaHWs aKTUBHU3AIMH CYOBEKTOB
MHOXeCTBa SZ).

OnucaHHBId METOJI IMO3Xe ObUT peaqnu3oBaH BO BHEMHHX HocuTensx Tuma CD-ROM,

KOTOpbI€ TO3BOJIMIM 3HAYUTENbHO (Ha JBa TMOpSJKA) YBEIUYUTh HHPOPMAIMOHHYIO €MKOCTh
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HOCHTEJIS U 3arpy’aTh ¢ HETO pa3BUTHIE omepalmoHHble cpenbl Tuna OS/2. OqHako 0IHOKPATHOCTD
3aIUCH CYIIECTBEHHO CHIDKaeT ruOkocTh noctpoeHust UIIC Takum MeTonoMm.

HeynoGcTBO HCIONB30BaHMs 3arpy304HON JAWUCKETBI UM €€ OBICTPBId M3HOC OOYCIOBWIN
BO3HUKHOBEHHUE clieyrolero cnocoba npoexkrupoanus UIIC.

OTtkaxeMcst OT pacCCMOTPEHHUS 3arpy304HOM TUCKEThI U paccmoTpuM [I9BM ¢ 3arpyskoit OC
C YCTPOMCTBA JIOKAJILHOTO XpaHEHMs (BUHUYECTEPA) U JONOJHUTENIBHBIM alllapaTHbIM yCTPOMCTBOM
M30JIMPOBAHUS CPEABI.

PaccmoTpum aBa stamna - atan ycraHoBku MIIC u stan skcrmyatanuu UIIC. [Ipennonoxum
cymectBoBanne N moJbp30BaTeNel, KaxIblid I-HBI M3 KOTOPBIX XapaKTePH3yeTCs HEKOTOPOM
nepcoHanbHOM uHpopmanuerd Ki, He W3BECTHOW JAPYrMM IIOJIb30BATEISIM M XpaHSILICHCS Ha
HEKOTOPOM MAaTepUaIbHOM HOCUTENE (HampuMmep, YCTPOMCTBE CEHCOpHOW mamsTh Tuma Touch
Memory). CymectByer Takke ammuuucrparop cuctembl ¢ WIIC, xoropeiii 3naer Bce Ki u
CIUHOJINYHO TPOBOIUT 3Tan ycTaHoBKH. [lomb3oBarenu (Bnagenbiisl Ki) ke y4acTBYIOT TOJNBKO B
ATare KCITyaTaluu.

IIpouecc ycranosku UIIC cocTouT U3 crneayomux 1eHCcTBUI:

1. B IIBM ycranaBnuBaeTcs annapaTHbIi MOAYJNb, BKIIOYAIOLUN B ce0sl yCTpOWCTBO U
nporpamMmbl  [I3Y  ganHOoro ycrpoiictBa (CyOBEKTHI — ammapaTHO-MPOTPAMMHOIO  YPOBHS),
pean3yrouue:

e OIepaluHl CepBUCa ayTCHTUPHUIUPYIONIEro HOcUTeNs mosb3oBaresiss Ci (Kak MHHAMYM
€ro UYTeHue);

e ayTeHTH(HKALUIO MOJIb30BaTelsi ¢ HomepoM INC BBegeHHomy UM Ki; 1- ureHne maccuBa
JaHHBIX, COJEP)KAIEr0 MHOXECTBO JIOCTYMHBIX Ui TOJIb30BaTeNlsl | OOBEKTOB-MCTOYHHUKOB
(ucnonusiembix Moayieit) Fil, Fi2, ... ,Fim, cocrasmstronix Oz, a Takke 00beKT, coaepxaniuii ZL;

e Bbuucienue uapopmarmu Mil, Mi2, ... Mim, ¢ukcupyromeil 1e10cTHOCTh 00bEKTOB-
ucrounukoB Fil, ..., Fim xaxmgoro oobekra-uctounnka (uadopmanus Mij 10mKHA yIOBICTBOPATH
TpebOBaHUSAM X3II-3HAYEHUH 1, BO3MOXHO, 3aBuceTh oT Ki), Mij=H(Ki, Fj)

e OJOKMpPOBaHHE YCTPOICTB YNpaBiIeHHS M NPEAOTBpAIIECHUE 3arpy3Kd ONeparMoHHON
CpE€bl C BHEIIHETO HOCUTEIIS.

2. AIMUHHCTpATOp ONpeAessieT U MoIb30BaTeNsl | HabOp MOTEHIIMATBHO BO3MOXHBIX IS
aktuBm3anmu cyonrektoB Ei, Ei={Pil, ..., Pimi}, i==l, ..,N. Create (Pik, Fj)->Pij, mi - gwmcno
pa3peIeHHBIX K 3aIyCKy 3a]a4 JUIs 1-T0 MOJIb30BaTeIs.

3. AamuHHECTpaTop (GOpMUpYeET (M 3aHOCUT HAa HOCUTEIb) MM CUUTHIBACT C HOCUTEIS I |-
ro mosb3oBaress ro Ki v BBIUUCISeT 3HAYCHHS TS OCIIEAYIONIEr0 KOHTPOJIS HeocTHOCTH Mijr==
H(Ki, Fjr) rne H- pynkmust KIT (xam-dyHkims).

4. AnMuHUCTpaTOp MpoAebiBaeT aeiictBus 2 u 3 ans Bcex N mosb3oBaTeneil.
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5. Anmunauctparop ycranaBiauBaeT B AC MBC ¢ 00beKTOM-UCTOYHUKOM FHIIC U PUKCUpYET
€ro LEJIOCTHOCTb. Y CTAHOBKA MOAYJISL IPOUCXOAUT C YYETOM YCIIOBUM YTBEPKACHUS S.

6. AqMuHHCTpATOp PUKCUPYET METOCTHOCTh 00BEKTa, couepkamniero ZL.

[Iponecc 3kcrTyaTaiui COCTOUT U3 CIEIYIOUIUX JIEUCTBUI.

1. BxiroueHue nuTaHus M akTUBU3ALMS alllapaTHOIO MOAYJIS:

a) Unentudukanws noss3osarens I mo Ki.

[Tpu ycnexe BeImomHseTcs 11. 6), mpu Heynaue [I9BM OGnokupyercs.

0) IlpoBepka memoctHOCTH Bcex ycTaHoBieHHBIX B [IDOBM II3Y. Ilpu monoxutenbHOM
HCXOJIC BBITIOIHAETCS 11. B), IIpu Heynade [I9BM Gnokupyercs.

B) UTeHue 1o cexTopam (ailiioB OeparimoHHON Cpebl ¥ MPOBEPKA UX IEIIOCTHOCTH.

r) Urenne kak Qaiina Furmc (c momompo GyHKIUH OneparioHHON Cpefbl) U MPOBEpKa ero
LEIOCTHOCTU. BapraHnToM MOXeT ObITh YTeHHEe FUIIC 1O ceKTopaM.

1) AktuBu3anus nporecca koutpois Pumc. Create(Sx,Fumc)->Func. AxtuBuzanus MBO.

¢) 3amyck u30paHHO# 3a1auu I-r0 MOJIB30BaTE/s (MOXKET HE BBHIIIOIHITHCS).

2.PaboTasUIIC.

3amyck Kaxaoro mpoiecca PS conpoBokaaeTcs MpoBepKaMu:

a) [punamnexur 1 PS Kk MHOKeCcTBY pasperieHHbix aist i (Ei) ecnu ma, TO BBIMONHASTCS II.
0), MHAYe 3aITyCK HTHOPUPYETCH.

0) Cosmagaer iu G==H(Ki, Fs,) ¢ M=H(Ki, FS), BBIYKCICHHO# aIMHHUCTPATOPOM.

B) [Ipu nonoxxurensHOM Ucxo/ie 0) 3a/1a4a 3amycKaeTcsi, UHaue 3alyCK HTHOPUPYETCH.

JIerko BHJETH, UTO YCJIOBHS M30JUPOBAHHOCTH CPEABI BBHINOIHEHBI. KpoMe TOro, B JaHHOM
cllydae peajqn30BaH MEXaHU3M CTYNEHYaTOro KOHTpPOJs, OO0ecrneuyMBarolIMi YTEHUE pealIbHbIX
JAHHBIX.

IIpu nononnenun B UIIC peamusanmm MbBbO u BBINOJHEHMM YCIOBHM, NPENBIBICHHBIX
Bblle, K cyOwekram, BxomammMm B MWIIC, cdopmupoBanHas mporpammHas cpena Oyzaer
rapaHTUPOBAHHO 3aIMIIEHHON B paMKaX MOJUTUKN 0€30MacHOCTH, peain3oBanHoil B MBO.

Ucnonw3ys yrBepknenne 4, 00 oauHakoBocTH cocTosiHu AC Tmocie aKTHUBU3AIMH
MIPOBEPEHHBIX Ha HEM3MEHHOCTh CYOBEKTOB B HEM3MEHHOH IOCIIEI0BATEIbHOCTH, MOYKHO ONKMCATh
METOJI JOBEPEHHOW 3arpy3Kd KOMIIOHEHT OIEpPAlMOHHOM cpenpl (KpaTKo «METOJ JOBEPEHHOU
3arpy3Kmn»).

[Iycts mpenomnpeneneH nopsaok 3arpy3ku komrnoHeHToB OC (moj 3arpy3koil KOMIIOHEHTOB
OC mnoHMMaeTcs aKTHUBU3ALUS PA3NUYHBIX CyObekTOB OC M3 COOTBETCTBYIOHIMX OOBEKTOB-
MCTOYHUKOB Pa3IMYHOro ypoBHA uepapxu). [lpouenypy 3arpy3xu OC Ha30BeM TOBEpEHHOM, €CIH:

® YCTaHOBJIEHA HEU3MEHHOCTh KOMMIOHEHT OC (00BEKTOB), y4aCTBYIOIIMX B 3arpy3ke

(I/IHBIMI/I CJiIoOBaMHu - O6’bCKTOB, IMpUHAJJICIKAIIINX MHOXKCCTBY OZ), npud4eM HCU3MCHHOCTb
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YCTaHOBJICHA JI0 TIOPOKICHHS TIEPBOTO CyOBheKTa U3 ZL;

® VYCTAHOBJIEHa HEU3MEHHOCTb  OOBEKTOB,  OMNPEICNSIONIMX  IOCIEI0BATEIbHOCTh
aktuBu3auuu KoMrnoHeHT OC (¢ y4yeToM HECKOJbKUX YpPOBHEH HepapXxuu), HEU3MEHHOCTb
obecrieueHa B TEUCHHUE 33/IaHHOTO MHTEPBAJIa BPEMEHH, COCTOSTHUE YKa3aHHBIX 0OBEKTOB HE MOKET
ObITh WM3MEHEHO HHUKEM, KpOMe NpeaonpeAesieHHOro mojb3oBaTens (monb3oBareneit) AC (310
YCJIOBHE COOTBETCTBYET HEM3MEHHOCTH MOCIIe0BaTeIbHOCTH ZL).

Jlerko BUAETH, UTO MPOIEAYPa JOBEPEHHOM 3arpy3ku 00eCIeunBaeT OJJMHAKOBOE COCTOSTHUE
AC mociie BBITIOJIHEHUS 3arpy3KH (COMIACHO YTBEPKICHUIO 4).

OcHoBHasi TeXHHMYECKas MpodiemMa MpH pealu3alud JOBEPEHHOW 3arpy3kd COCTOHUT B
nocTyrne K oObekTaMm Bbiciiero ypoBHs uepapxuu OC (daitmam) mo 3arpys3ku sapa ganHor OC
(3arpyxkaemyro OC pnanee OymeM Ha3bIBaTh IIOJIB30BATENbCKON). OIHAKO TIPH BO3MOXKHOCTH
reaeparun UIIC gy kakoit-nmubo wHoit OC (mamee Oyaem Ha3wpiBaTh €€ 0a30BOi) MOKHO
MPEIJIOKUTh UTEPATUBHYIO peau3alliio JTOBEPEHHOW 3arpy3kd C HCIHOJIB30BAaHHEM PECYPCOB
ykazanHoi OC.

Pacemorpum peanuzauuto nosepeHHoit 3arpy3ku OC Ha ocHoBe reHepanuu UIIC nns ogHoit
M3 OIEPAlMOHHBIX CpPEI BBIYUCIHUTEIBHOW cucTteMbl. [IpenmonoxuM, 4Tto uMeercs Oa3oBas
OllepallMOHHAasl CHUCTeMa, i1 KOTOpOM BO3MOXHa mojHoueHHas reHepauus WIIC. Ilycte B
BBIUMCIUTENBHOM CHcTeMe CyHIECTBYIOT elle onepannoHubie cuctembl Osl, 0s2, ..., OSn. CraButcs
3aj1a4a IOBEPEHHOro 3amycka omneparronHoi cpeasl OSj. ITycts B 6a30BOit ONEpaliMOHHON CHCTEME
UMeeTCsl HEKOTOpoe YCJIOBHO HasbiBaemoe '"mutrozoBoe [IO" mexay 0a3oBoil onepannoHHON
cuctemoit 1 OSj. Oynkimu 1uro30Boro 10 3akimovalTesi B 00CIEUSHUH TOCTyNa K (ainoBoi
cucteMe onepannonHoi cuctemsl OSj (T. e. 00bekTaM ypoBHs R).

ITycTh TaKke MoJib30BaTellb | MMeeT (PU3UUECKHIA JOCTYIT K KOMIUIEKTY TEXHHUYECKUX CPEACTB
(pabouemy mecty) cetu (DBM) Tm, Ha koTOpoM ycTaHoBieHa ornepannonHas cuctema OSj. Ilpu
MCIIO0JIb30BaHNHU KOMIUTIEKTa TM mosp3oBarenem I.

1. TIpoucxoaut ayTeHTH(GUKAIUS TOJIB30BaTeNs | (10 €ro MHAMBUAYATBHON HHPOPMAITHH).

2. IlpoBepsitoTcsi mpaBa TMONB30BATENs IO KCIONB30BAHUIO alapaTHON KOMITOHEHTHI
Komruiekta Tm.

3. Kontpomnupyercs 1enoctHOCTh (Ha ocHOBe MH(popMmaruu moib3oBatens Ki imbo 6e3 Hee)
Bcex 00bekToB 0azoBoit OC, pa3MeIIeHHBIX HAa HEKOTOPOM HOCHUTENE, JIOKAIBHO WU YAaJeHHO
(uepe3 rexuudeckue cpeactra JIBC) ceszannom ¢ TT.

4. 3arpyxaercs 0a3oBas oOIepalliOHHas CHUCTEMa W KOHTPOJUPYETCS IEIOCTHOCTh
nutro3ooro [10.

5. 3arpyxaercs nuto3oBoe [10 (mpu 3ToM CTaHOBUTCS AOCTYIHON KaK MUHHUMYM B PEXHME

yreHus ¢aitnosas crpykrypa OS], pa3menieHHas JoKaibHO Ha Tm).
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6. KonTtpomupyercst 1EIOCTHOCTh 00bEeKTOB ypoBHeH, MeHbmNX Rj (Rj - MakcuMalbHBIH
ypoBeHb npeacTaBieHus 00bekToB B OS)) mist OSj (cM. BbIIIIE).

7. KoHTpOmMpyeTCst EeIOCTHOCTh 00beKTOB ypoBHs Rj ((haiinos) OS].

8. KoHTponupyercsi IeJIOCTHOCTh OOBEKTa, 33Jal0IIEro IMOCIeAOBATEIbHOCTh 3arpy3KH
KOMITOHEHT.

9. OcymiecTBisieTcs MPUHYIUTENNbHAS 3arpy3Ka (MHUIIMUPYETCS MPEIONPEACIICHHBI B CHITY
nenoctHoctd 00vekToB Oz m mocnenoBatenbHOCTH ZL mopsimok 3arpy3ku  kommoHeHT OC)
poBepeHHoH Ha 1enoctocts OS).

Vmeeporcoenue 8 (ycnosus cenepayuu UIIC npu peanuzayuu memooa)

IMycte smpo OC comepxur MBO u MBC, uammuupyembie B OC CyObEKTHI TOIMApHO
KOPPEKTHBI, UX OOBEKTHI-UCTOYHUKH MPUHAJICKAT MHOKECTBY MPOBEPSEMBIX Ha HEH3MCHHOCThH B
XoJie ToBepeHHou 3arpy3ku, MbO 3amnpemiaer n3MeHeHue 1000ro 00beKTa-UCTOYHHUKA U BBHITIOTHEHA
npouenypa noepeHHoit 3arpy3ku OC. Torna nocne nannunposanus siapa OC renepupyercs UTIC.

JHoxkazarenbctBo. [lporneaypa moBepeHHON 3arpy3kd IO IOCTPOCHHUIO OOeCTeunBacT
HeusMeHHOCTh Oz u ZL, mo yCJIOBHIO YTBEPIKICHUS IS TOPOXKICHHUS CyOBEKTOB pa3pelICHBI
TOJIBKO OOBEKTHI-UCTOYHHUKHU, NpuHaiexkamue 0z, HEM3MEHHOCTh OOBEKTOB-HCTOYHUKOB I10
ycIoBUIO rapantupyercs cBoiictBamu MBO. CrienoBarenbHO, BBIIIOTHEHBI YCIOBUS YTBEPXKICHUS 5

u renepupyercs UIIC. YTBepxkaenue noka3aHo.

4. MaremaTnuyeckue MoJielM HHPOPMAIIMOHHOM 0€301MacHOCTH

Mopnens uHpopmanvoHHOW Oe3omacHOCTH -  (OpPMajabHOE BBIPAKEHUE IOJIUTHUKHU
0€30I1aCHOCTH.

dopmanbHble MOJIETN HEOOXOIUWMBI U UCHOJB3YIOTCS JOCTAaTOYHO IIHPOKO, OTOMY 4YTO
TOJIBKO C HUX IOMOINBI0 MOXHO J0Ka3aTh O€30MacHOCTb CHUCTEMbI ONHpasch IMPU 3TOM Ha
OOBEKTHBHBIE M HEOMPOBEPIKUMBIE IMOCTYJIAThl MAaTEMAaTHYECKOH TEOpHUH. MOJENU Oe30MacHOCTH
MO3BOJIAIOT O0OCHOBATh YKM3HECTIOCOOHOCTh CHUCTEMBI M OIPEIENSIOT 0a30BbIe TNPHUHIMIIEI €
apXUTEKTYphl M HUCMOJb3yeMble MpPU €€ MOCTPOSCHHM TEXHOJIOTHYecKue perieHuss OCHOBHas IENb
CO3JIaHMsI TOJIUTUKU O€30MaCHOCTH MH(POPMALIMOHHON CHCTEMBI U ONUCAHUs €€ B BUe (opMalIbHON
MOJIEIM — 3TO OMNpEIeNICHHE YCIOBUH, KOTOPHIM TOJDKHO TOMYHHATHCS IOBEIECHHE CHCTEMBI,
BEIpaOOTKa KpHUTEpHsl OE30MacHOCTH W TIPOBeNeHHE (OPMATBHOTO JOKA3aTeIbCTBA COOTBETCTBUS
CHCTEMBbI 3TOMY KPUTEPUIO IIPU COOJIIOIEHUH YCTAHOBJICHHBIX IIPAaBUI U OTPaHUYCHHA.

Kpome Toro, ¢opmanbHble MOJenHu O€30MAaCHOCTH MO3BOJIAIOT PEIIUThH €IIe LETbld psij
3aJ1a4 BO3HUKAIOUINX B XOJI€ MPOCKTUPOBAHUS, Pa3paOd0TKU U CEPTHUPHUKAINH 3aIMUIICHHBIX CHCTEM,

MO3TOMY HMX HCIIOJIB3YIOT HE TOJBKO TEOPETUKU HH(OPMAIMOHHON 0€e30MacHOCTH, HO U Jpyrue
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KaTeropuu CIELUaINCTOB, yJacTBYIOIIMX B IPOLECCE CO3/JAaHUS M JKCIUIyaTallud 3allUIIEHHBIX
MH(POPMAIIMOHHBIX CUCTEM (ITPOU3BOIUTEINH, IIOTPEOUTENHN, IKCIEPThI -KBATH(PUKATOPDI).

[IpousBoguTeNnN 3aIIUIICHHBIX HWH(POPMALHMOHHBIX CHUCTEM HCIOJB3YIOT MOJAEIH
0€30I1aCHOCTH B CIIEAYIOIIMUX CIydasX:

e 1pud cocTaBleHMH (opmManbHON  crmenupuUKalUUd  TOJUTUKH  0€30MacCHOCTH
pa3pabaTbIBa€MOIl CUCTEMBI;

e 1pu BbIOOpE M O00OCHOBaHMM O0Aa30BbIX NPHUHLUIIOB AapXUTEKTYPbl 3alUILEHHOH
CHCTEMBI, OIIPEACIAIOIMX MEXaHU3MbI pealn3alui CPEICTB 3alUTHI;

e B IIpolEecce aHanIMU3a 0€30MaCHOCTH CUCTEMbI B Ka4€CTBE 3TAJJOHHON MOJIENH;

® [IpU TMOATBEPXKICHUU CBOWCTB pa3pabaTbiBaeMOW CHUCTEMBl IyTeM (HOpMaIbHOTO
JI0Ka3aTeabCTBa COOMI0ACHUS NOTUTUKH 0€301acHOCTH.

[loTrpeOutenun nyremM cocTaBieHUs (OPMaIbHBIX Mojeaell 0e30IaCHOCTH MOJIy4aroT
BO3MOXHOCTH JIOBECTH /10 CBEIECHUS IPOU3BOJIUTENEH CBOM TPEOOBAHUS B YETKO ONpPENEIEHHON U
HEIPOTUBOPEUUBO (opMe, a TakkKe OLEHUTb COOTBETCTBUE 3ALUILEHHBIX CHCTEM CBOUM
noTpeOHOCTAM. DKCIEpPThl MO KBalM(HUKALMU B XOJ€ aHaJIM3a aJeKBAaTHOCTHU peanu3aluu
MOJIMTUKY 0€30MaCHOCTH B 3alIUIIEHHBIX CUCTEMaxX MCIOIB3YIOT MOJEIH 0€30IacHOCTH B KaUeCTBE
3TAJIOHOB.

Bce paccmarpuBaemble Mojenu 0€30MaCHOCTM OCHOBAaHBI Ha CIEAYIOIUX 0a30BbIX
IIPEJCTABIICHUSX:

1 Cucrema SBISETCS COBOKYIMHOCTHIO B3aUMOJAEHCTBYIOIIUX CYIIHOCTEH — CyOBEKTOB
1 00BbeKTOB. be3onacHoCTh 00paboTKKU HMH(OpManuu U 00ecleuynBaeTCsl MyTeM_pelIeHUs 3aJauu
yIIpaBJIEHUsI JOCTYNIOM CYOBEKTOB K OOBEKTaM B COOTBETCTBHH C 3aJJaHHBIM HaOOpOM IpaBUiI U
OTpaHUYEHHH, KOTOpble 00pa3yloT MOMMTHKY Oe3omacHocTH. Cumrtaercs, 4ro cucTeMa Oe30IacHa, eciu
CyOBEKThI HE UMEIOT BO3MOKHOCTH HAapYIIUTh [TpaBUJIa MOJTUTHKU O€30IaCHOCTH.

2. Bce B3aumonmencTBUS B CHCTEME MOJEIUPYIOTCS YCTAHOBIEHHEM OTHOLICHWI
OIPEIETICHHOIO THMAa MEXAY CyObekTaMu U 0ObeKTaMH. MHOXECTBO THIIOB OTHOIIECHUH
orpesensieTcs B BUAe Habopa onepanuii, KoTopble CyObeKThl MOTYT IPOU3BOANUTE Ha/l O0BEKTaMH.

3..Bce onepanuu KOHTPOIMPYIOTCSI MOHHTOPOM B3aMMOJICHCTBUI M MO0 3ampeIaroTcsi, 00
pa3pemaoTcsi B COOTBETCTBUM C MTPABUIIAMH MOJIUTUKN OE€30MaCHOCTH.

4. ITonuThka 6€30MaCHOCTH 33/1a€TCS B BUJIE MTPaBUJI, B COOTBETCTBUU C KOTOPBIMH JIOJKHBI
OCYILECTBJISATHCS BCE B3aUMOJEUCTBUS MEXIy CyObekTamMM M oObekTamMHu. BzaumoneicTaus,
NPUBOJSIIINE K HAPYIIEHHUIO 3THX MPaBHJ, MPECEKAIOTCs CPelICcTBaMU KOHTPOJS JOCTYIa U He
MOTYT OBITh OCYII[ECTBIICHBL

5. COBOKYNHOCTh MHOXECTB CYOBEKTOB, OOBEKTOB M OTHOLICHHH MEXJIy HUMHU

(y'CTaHOBI/IBH_II/IXCH B3aHMOHCﬁCTBHﬁ) onpeacisaet COCTOAHUC CHCTCMBIL. Ka)KIIOC COCTOSAHHC
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CUCTEMBI SIBJIICTCS JTMO0 Oe30MacHbIM, MO0 HEOE30MaCHBIM B COOTBETCTBHUH C MPEIOKCHHBIM B
MOJIETH KpUTEpHEM 0€30MacHOCTH.

6. OCHOBHOW »3JIEMEHT MoJienHu Oe30MacHOCTH — OTO JO0Ka3aTelIbCTBO YTBEPXKACHUS

(TeopeMbl) O TOM, YTO CHUCTEMa, HAXOJAIIascs B OE30MMaCHOM COCTOSHHUH, HE MOXET IEPEHTH B

HeOe30I1acCHOE COCTOSIHHE npu CO6J'IIOI[CHI/II/I BCCX YCTAHOBJICHHBIX ITPaBUJI U OrpaHquHHﬁ.
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4.1. Knaccudukanuss maTemMaTHdecKux Mojeineid nHGOPMAIMOHHOW 0€30MacHOCTH 0

OCHOBHBIM BUJIaM yIpo3

< 3awumTa oT yrpo3sbl

3amuTa OT yrpo3bl paCKpbITHS

4

A

A 4

1. Marpwuma gocTyIoB

3. Mopens Take — Grant
4. Mogens AJIEIIT — 50
5. Mogenps XapcToHa

Mopenu MaHIaTHOT'O

AO0CTyIla

1. Mogens benna - JIallagyna

PoneBas Mmonenn

AO0CTyIla

2. Mogens Xappucona — Py330 — YibmaHna

. 3awuTa ot yrpo3bl LefmoCTHOCTH

1. Moguens buba

2. Mogens Knapka - Bucona

3awmTa oT yrpo3bl oTKasa cnyxo

pa3 :\:I):ﬂslj:l:H usi BepositHocTHBIE WNudopmarmonusie
#g 3 :{::I?_I;I ° Moaenn MOJENHN
Monenu 1. HUrposasa monensb 1. Mogenb HEBBIBOAUMOCTH
JICKPELIHOHHOTO 2. Mogenb ¢ MOIHBIM 2. Mogenn
" (mmuckpeTHOrO) MIePEKPHITHEM HEBMEIIATENbCTBA
JIOCTyna

Puc. 4.1. — Knaccuduxanus mojeneit HHPOpMaMOHHONW 6€30MaCHOCTH
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4.2. Mopnenu pa3rpaHUueHUs JTOCTYIIA (3aluTa OT YIPO3bl PACKPHITUS HHPOPMAIIHH )

4.2.1. Onucanue cuCTEMBI 3aLUTHI C TOMOIIBIO MATPHUIIBI JOCTYIIA

ITycts O - MHOXECTBO 00BEKTOB, S - MHOXecTBO cyobekToB, SCO. [lycts U={Uj,...,Un} -
MHOJKECTBO IoJib30Bareneil. Onpenenum orodpakenue: own: 0> U.

B cooTBeTcTBUM C 3TUM OTOOpaXKEHHEM KaXKIbli OOBEKT OOBSABISACTCS COOCTBEHHOCTBIO
COOTBETCTBYIOILIETO TMosb3oBatels. [loap3oBarens, SABIASIOMMNECA COOCTBEHHUKOM OOBEKTa, MMEET
BCE IpaBa JOCTylla K HEMy, a WHOTZAa M IpaBO IepeAaBaTh 4acTh WM BCE IpaBa APYrHM
nosb3oBaTesiM. Kpome Toro, coOCTBeHHUK 00BEKTa ONpeseNsieT MpaBa JI0CTyna APYTUX CyOBEKTOB
K 9TOMY O0BEKTY, TO €CTh MOJUTHKY O€30MaCHOCTH B OTHOLICHUHU TOT0 0OBEKTa. YKa3aHHBIE MpaBa
JOCTyINa 3alHUCHIBAIOTCS B BUJAE MAaTpPUIBI JOCTYIA, 3JIEMEHTHI KOTOPOW - CyTh IOJMHOYKECTBA

MHOeCTBa R, onpenernstomniue 1octymsl cyonsekTa S, k 00bekty 0i(i = 1, 2,...,; j =1, 2,... ).

0, O, . 0, S, .. S,
Sl
own
M=S,| R | W] ..
S

Puc. 4.2. MaTpuia 10cTynos

Cy1recTByeT HECKOJIbKO BapUaHTOB 3a/I1aHUSI MATPHIIBI JTIOCTYTIA.

1. JIuctel Bo3MOxkHOCTEM: ISt KaXKI0TO CyOBeKTa S; co3maercs aucT ((aiin) Bcex 00BEKTOB,
K KOTOPOMY UMEET JIOCTYI JaHHBII OOBEKT.

2. JIucTel KOHTPOJIA JOCTyMHa: JUIsl KaXAOTO OOBEKTa CO3/aeTcsi CIHCOK BCEX CYOBEKTOB,
UMEIOIIUX MPABO JOCTYIA K 3TOMY OOBEKTY.

JlckpenMoHHas MOJIMTHKA CBsI3aHA C MCXOJHOW MOJIENbI0 TAKUM 00pa3oM, YTO TPAeKTOPUHU
MIPOLIECCOB B BBHIYHUCIUTENHHON CHCTEME OTPAaHUYMBAIOTCS B KaXIOM JocTyme. [lpuuem BepIIvHbI
Kakgoro rpada pa3OuBalOTCS Ha Kiacchl M JOCTYN B KaXJIOM KJacce OMpEAeNsieTcss CBOUMU
MpaBWJIaMH KaXJbIM COOCTBEHHUKOM. MHoXecTBO HeOmaronpusTHbiXx Tpaektopuit N s
paccMaTpuBaeMoOro Kiacca ITOJIMTHK OMPEICIIIeTCS HATUYHeM HeOJaronpHsITHBIX COCTOSHHM,
KOTOphIE B CBOIO O4YepeAb OIPENeNsIOTCS 3allpeTaMd Ha HEKOTOopble Myru. JucKpermoHHAs
MONMTUKAa Hambomnee wuccnenoBaHa. CyIIeCTBYET MHOXKECTBO Pa3HOBUIHOCTEH ATOW MOJUTHKH.
O)IHaKO MHOTHUX HpO6J'IeM 3alIUTHhI 3Ta ITIOJIMTHUKA peHII/ITB HEC MOJXKCT. O)IHa N3 CaMbIX CymeCTBeHHI)IX
cirabocTel 3TOro Kjacca MOJMTHK - TO, YTO OHM HE BBIJACPKUBAIOT aTaK MPHU MOMOIIHA «TPOSTHCKOTO

KOHS». ITO O3Ha4YacT, B YaCTHOCTH, YTO CHCTCMaA 3alllUThl, pPCAIU3YyIOIIad JUCKPCUHOHHYIO
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MOJUTUKY, TUIOXO 3aIUIIAeT OT MPOHUKHOBEHUS BUPYCOB B CUCTEMY M JAPYTHMX CPEICTB CKPBITOTO

paspyuaroniero Bo3aeicTaus. [lokaxkeM Ha npuMepe NpUHLKI aTaku "TpOosSHCKUM KOHEM" B ciydae
JUCKPEUMOHHOM MTOJTUTUKH.

[Ipumep 1: ITycte U; - HEKOTOPBIH MTOIB30BaTENb, @ Uy - MOJIb30BATENb-37I0YMBIIUIEHHUK, O1

- 00BeKT, coaepxaruil eHnyo uHdopmaiuio, Oz - mporpaMma ¢ «TPOSTHCKUM KoHeM» T, u M -

Marpuna A0CTyIla, KoTopasa UMECT BU:

01 02
own
U, r
w W
own
U, r
w
Puc. 4.3.

IIpoHMKHOBEHHE MNpPOrpaMMbl HPOMCXOTUT CIEAYIOUIMM 00pa3oM. 3noyMmblllIeHHUK Up
coznaet nporpammy O; U, ABISSACH ee cOOCTBEHHUKOM, faeT Ui 3amyckarh ee U nucarb B 00beKT Oy
uHpopmanmto. Ilociae 3Toro oH HHHIMHpPYET KaKUM-TO oOpa3zoM, 4toObl U; 3amycTtun 3Ty
nporpamMMmy (Hampumep, O - NOpeACTaBiIS€T HWHTEPECHYIO KOMIIBIOTEPHYIO WIPY, KOTOPYIO OH
npeiaraer Uy nis pasiedenus). Up 3amyckaer Oz U TEM CaMbIM 3aITyCKA€T CKPBITYIO ITPOrpamMmy
T, kotopas obnanas npaBamu U; (T.k.Oblma 3amymieHa nonb3oBaresnieM Uj), cnuchiBaeT B ceOs
uHpopmanuto, coxaepxkamytocs B Ojp. Ilocne storo xo3sun U; o0bekta Oz, moib3ysach BCeMHU
MpaBaMu, UMEET BO3MOXKHOCTh cuuTaTh 13 Oy 1ieHHyro nHpopmaiuio oowrekra O;.

Crnenyromiasi mpodieMa AUCKPELMOHHON MOJUTUKU -3TO aBTOMATHUECKOE OIpe/IeJICHHE MPaB.
Tak kak 00BEKTOB MHOT0, TO 33/1aTh 3apaHee BPYUHYIO IEPEUYEHb MIPaB KaXA0Tr0 CyObeKTa Ha JOCTYI
K 00BeKTy HeBO3MOXHO. [loaToMy MaTpuia JIocTyna pa3IM4HbBIMM CIIOCOOAMHU arperupyercs,
HalpuMep, OCTaBJISIOTCS B KauecTBE CYOBEKTOB TOJBKO IOJB30BATENM, @ B COOTBETCTBYIOIIYIO
SYEHKYy MATpHUIbl BCTaBJSIOTCS (QOpMyJsbl (DYHKUIMH, BBIYUCIEHHE KOTOPBIX OMIpENENseT IpaBa
J0CTyna cyObeKTa, MOpOKICHHOT0 Mojb30BaTeneM, Kk 00bekty O. Pazymeercs, 3Tu pyHKIIUM MOTYT
U3MEHATHCS BO BPEMEHM. B 4aCTHOCTH, BO3MOXKHO M3BSTHE MPaB MOCJE BBHINOIHEHHUS] HEKOTOPOTO
coObITHs. Bo3MoxHBI MOIU(UKALINY, 3aBUCAIIUE OT APYTUX I1apaMETPOB.

Onmna W3 BaXHEHIIMX MPOOJIEM MPU HCIOIB30BAHUM JIUCKPEIIMOHHOW TOJUTHKUA - 3TO
npobiemMa KOHTPOJIsl paclpocTpaHeHUs MpaB jpoctyna. Yame Bcero ObIBaeT, YTo Biajenel ¢aiiia
nepefaeT cojep:kaHue Qaiina Ipyromy MHOJb30BAaTEN0 M TOT, TEM CaMbIM, MPUOOpPETaeT IMpaBa
coOcTBeHHHKa Ha umH(popMaiuio. Takum o0pazom, MpaBa MOTYT PacHpOCTPaHATHCSA, U JaxKe, €CIu

MCXOJHBIN BlIaJieiel] He X0Tel NepeaBaTh JOCTYI HEKOTOPOMY CYOBEKTY S K CBOeH MHpOpMaIuu B
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O, TO mocne HECKONBbKUX IIAroB Iepelada IMpaB MOXKET COCTOATHCS HE3aBUCUMO OT €ro BOJIM.
Bosnukaer 3amaya 00 ycloBHSX, MPU KOTOPBIX B TAKOM CHCTEME HEKOTOPBIH CyOBEKT paHO WU
MI03/IHO TOIYYUT TpeOyeMbIii eMy JOCTyI. DTa 3a/1a4a uccieaoBaiack B Mojenu "take-grant", xorma
¢dopma nepepaun WK B3ATHS IIPAB ONPEICIAIOTCS B BUJAE CIEUUAIBHOIO IpaBa JOCTyna (BMECTO

own).

4.2.2. luckpennonHas Mozenb «Xuppucona—Py33o-Yibmana»

Mopenp  6e3omacHOCTH  XappucoHa-Py330-YinbMmana,  SBISIOMIAsCS — KJIACCHYECKOM
TUCKPEIMOHHOM MOJIENbI0, pealu3yeT IPOU3BOIBHOE YIPABICHUE JOCTYIIOM CYOBEKTOB K
00BEKTaM M KOHTPOJIb 32 paCIpOCTPAaHEHUEM IIPaB JOCTYTIA.

B pamkax ostoii monenu cuctema 00paOOTKM HH(OpMalUU TPEACTABISIETCS B BHIE
COBOKYMHOCTH aKTHUBHBIX CYIIHOCTE€H — CYOBEKTOB (MHOXECTBO S), KOTOpbIE OCYIIECTBISIIOT
JIOCTYNl K WH(pOpMamwu, MacCHUBHBIX CYIIHOCTEH — 00BekToB (MHOXecTBO O), comepikamux
3allUIaeMyl0 HH()OpMALUIO, U KOHEUHOrO MHOXeECTBa IpaB foctyna R = {ri, .... ry}, o3Havarommx
MOJJTHOMOYMSI Ha BBINOJHEHHWE COOTBETCTBYIOUIUMX JEUCTBUN (HampuMmep, YTEHHE, 3alluCh,
BBITIOJTHCHHE).

[loBeneHrne cUCTEMBl MOJEIHUPYETCS C IOMOILIBIO TMOHATUS cocTosiHuA. IIpocTpaHcTBO
COCTOSSHUM CHCTeMbl OOpa3yeTcst JEeKapTOBBIM IPOU3BEICHHUEM MHOXECTB COCTABIIIOLINX €€
00beKTOB, cyobekToB M mpaB — OxSxR. Tekymiee cocrosiHue cuctemsl Q B 3TOM IPOCTPAHCTBE
orpenensercs TPOUKOM, COCTOAIEH U3 MHOXKECTBA CyOBEKTOB, MHOXKECTBA OOBEKTOB U MaTpPHUIIBI
paB JA0CTya M, ONMCHIBAIOIICH TEKYIIKE MpaBa A0CTyMa cy0bekToB kK 00bekTam, — Q=(S,0,M).
CTpokH MaTpHllbl COOTBETCTBYIOT CYOBEKTaM, a CTOJIOIBI — 0OBEKTaM, MOCKOJIbKY MHOECTBO
00BEKTOB BKIIFOUAET B CeOsI MHOKECTBO CYOBEKTOB, MaTpHIlAa UMEET BUJ MPSIMOYToibHHKA. JIrobas
sueiika MaTpuiel M[S,0] comepUT Habop mpaB CyObeKTa S K OOBEKTYy O, MpPHUHAANEKAIINX
MHOeCTBY IpaB foctyna R. [loBeneHne cucremMbl BO BpEMEHH MOJEIUPYETCS EPEX0IaMu MEXAY
pa3IMYHBIMU cOCTOSTHUSAMU. [lepexo ocyiecTBiseTcs NyTeM BHECEHUs] U3MEHEHUH B MaTpuily M
C IOMOIIIbIO KOMAaH/I.

B knaccuueckoi Mmoaenu JOIMYCTHUMBI TOJIBKO CJIICAYIOIIUEC 3JICMCHTAPHBIC OIICPAllUN:

enter T into M[s,0] (1oGaBneHre CyObeKTY S TipaBa I' 17151 00bEKTa 0)
delete r from M[s,0] (ynanenue y cyobekTa s paBa I /st 0ObEKTa 0)
create subject s (Co31aHNE HOBOTO CyOBEKTa S)

create object o (co3maHue HOBOro 0OBEKTA 0)

destroy subject s (ymaneHue CymecTBYIOMIETo CyOheKTa S)
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destroy object o (yaaneHue CymecTByoIero 00heKTa o)

[Tpumenenue J1000# dIEMEHTAPHON OMEpaluyd Op B CHUCTEME, HAXOMSIICHCS B COCTOSHHU
Q=(S,0,M) Bneuer 3a cob0il mepexo B APYroe COCTOSHUE Q'Z(S',O',M'), KOTOPOE OTIMYAETCS OT
MpebIayIero cocrosiHus Q mo kpaitHeil Mepe OJJHUM KOMITOHEHTOM.

Omnepanus enter BBOJUT MPABO T' B CYMIECTBYIOIIYIO sTUeiKy MaTpuilsl noctyna. Conepxumoe
KOKIOU SIYeHKH paccMaTpUBACTCS Kak MHOXKECTBO, T.€. €CIIU TO MPABO YKE UMEETCs, TO sueika He
u3Mensercsa. Onepanys Ha3bIBaeTcsl ENtEr MOHOTOHHOM, MOCKOJIBKY OHA TOJIBKO J00aBIsieT paBa B
MaTpHIly J0CTyla U HU4Yero He ynanser. JlefictBue omneparuu delete mpoTHBOMONIOKHO AEHCTBHUIO
omeparuu enter. OHa ynanser mpaBo U3 SYCHKU MATPHIBI JOCTYIA, €CIU OHO TaM MPUCYTCTBYET.
[TockonbKy cOIepKMMOE KaKIOH sUSHKH paccMaTpuBaeTcs Kak MHOXecTBo, delete He nmemaer
HUYEro, €CJIM yaalsieMoe MpaBO OTCYTCTBYET B yka3aHHOHW sueiike. IlTockonbky delete ymamser
MH(OPMALIMIO U3 MATPUIIBI IOCTYIA, OHA Ha3bIIaeTCd HEMOHOTOHHOM omnepauueil. Onepanun create
subject u destroy subject mnpeacTaBasiOT 000N AaHAJOTHYHYIO I[Apy MOHOTOHHOH u
HEMOHOTOHHOW OIlepalyH.

3amMeTuM, 4TO JUIsl KaKJIOW Olepaluu CYIIECTBYET €Ille€ U MPEayClOBUE €€ BBIMOJIHEHHUS:
JUISE TOTO 4TOOBI M3MEHUTH SYEHKY MATPHIbl AOCTYyMa C MOMOIIbI0 omepanuii enter mau delete
HEO00X0AMMO, YTOOBI 3Ta SYEHKa CyIIECTBOBaNA, T. €. YTOOBI CYIIECTBOBAIU COOTBETCTBYIOIIHE
cyobekT u o00bekT. I[IpemycioBusmu omnepaunuii cos3manus create subject/object, sBusercs
OTCYTCTBHE CO37]aBacMOro cyoOnekTa/o0bekTa, omeparmii ymgamenus destroy subject/object —
Hanuuyue cyObekTa/o0bexTa. Ecnu mpemycioBue 5r000i omepalud HE BBINOJIHEHO, TO €€
BBITIOJTHEHUE O€3Pe3yIbTaTHO.

dopmansHoe onucanue cuctemMbl X2 (Q,R,C) COCTOUT U3 CAEAYIOIIMX dJIEMEHTOB:

e  KOHEYHbI HabOp TpaB goctyna R = {ry, ..., 'h};

e KOHEYHBIE HAOOPhI MCXOMHBIX CYOBEKTOB SO {Si, .... Si} u 00bekToB O ={041, ..., Om},
rae So < Og;

® UCXOJHAs MaTpHIla JOCTyIa, CoAepKallas mpaBa JA0CTyma CyO0beKTOB K 0ObeKTaM —
M,;

e koHeuyHbIH Habop koMana O{aj(x1, Xk)}, Kaxaas U3 KOTOPBIX COCTOHUT W3 YCIOBHUU
BBITIOTHEHUS U UHTEPIIPETAIIMH B TEPMHUHAX MIEPEUUCICHHBIX dJIEMEHTAPHBIX OTepalni.

[ToBeneHrne cUCTEMBI BO BpPEMEHH MOJCTUPYETCS C TIOMOIIBIO TOCIEI0BATEIHHOCTH
coctostHAM {Qj}, B KOTOPOH KaKJI0€ MOCIEAYIONIEe COCTOSHHUE SBISCTCS PE3YIHTATOM MPUMEHEHUS
HEKOTOpo# KomaHasl W3 MHOkecTBa C Kk mnpempiaymemy Qne1 = Cp(Qn).Kaxkmoe cocrosiame
oTpefenseT OTHOIICHUS AOCTYMa, KOTOPBIE CYIIECTBYIOT MEXKIY CYIIHOCTSIMH CHCTEMBI B BHUJE

MHOKECTBaA Cy'6’beKTOB, 00BEKTOB U MaTpHuIlbl IIpaB. HOCKOHBKy JJIsA obecneueHuss 0€30MIaCHOCTH
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HE0OXOIMMO HAJIOKUTh 3allpeT Ha HEKOTOPbIe OTHOUIEHHS AOCTYMa, JUIsl 3aJaHHOIO0 HayalbHOIO
COCTOSIHUSI CHCTEMBI JIOJKHA CYLIECTBOBATh BO3MOXHOCTBH OINPEACIUTh MHOXECTBO COCTOSHUM, B
KOTOpbIE OHA CMOKET M3 HEro IomacTb. JTO IO3BOJMT 3a/laBaTh TaKUE HAYaJbHbIE YCIIOBUS
(uarepnperanuto komana C, MHOXeCTBa 00beKTOB O0, CyOBEKTOB SO U MaTpuIly AocTyna M,), npu
KOTOpBIX CHCTEMa HUKOI/Ia HE CMOKET MOIMAacTh B COCTOSHUS, HE JKelaTelbHbIe C TOYKU 3PEHUs
6e3onmacHoctu. CnemoBaTeiabHO, IS TOCTPOCHHS CHUCTEMBI C TPEACKa3yeMbIM ITOBEICHHEM
HEOOXOAMMO JUIS 3aJaHHBIX HAYaJbHBIX YCIOBHH MOJYYUTh OTBET HA BOIPOC: CMOXKET JIH
HEKOTOPBIN CyOBEKT s Korjaa-iudo mpruodpecTu npaBo JOCTyMa I Ij1sl HEKOTOPOro o0beKTa o?

Kpurepuii  6e3omacHoct  Mozaenu — XappucoHa—Py33o-Yinbmana — dopmynupyercs
CIIETYIOIIIM 00pa3oM:

s 3a0annoii cucmemul Hawanvioe cocmosauue Qo = (So,0o0,Mo) sensemcs 6e30nachvim
omHocumenvHo npasa Y, eciu He cyujecmayem npumeHumoun k Q0 nociedo8amerbHOCmMu KOMAauo,
8 pesyibmame KOmMopou npaso Y Oyoem 3aHeceHo 8 sAueuxy mampuyst M, 6 Komopoiu oHo
omcymemeogano 6 cocmoanuu Q.

CMBICTT TaHHOTO KPUTEPHS COCTOUT B TOM, UTO Uil O€301MacHOi KOH(UTYpAIIMU CHCTEMBI
CyOBEKT HUKOT/Ia HE MOJYYHUT MPaBO T AOCTyMa K 0ObEKTY, €CJIM OH HE UMEIl €r0 N3HAYAIBHO.

W3 kputepus 6e30mMacHOCTH CIEAyeT, YTO AJs JaHHOM MOJENU KIIYEeBYI pOJIb UIpaer
BBIOOp 3HAUYEHUH NpaB JOCTyNAa M UX HCIIOJIB30BAHUE B YCIOBUAX KOMaHJA. XOTA MOJENb HE
HaJlara€T HUKAaKUX OTPAaHUYEHHUI Ha CMBICI IIpaB U CUMTAET UX PaBHO3HAYHBIMHU, T€ W3 HUX,
KOTOpBIE€ YYacCTBYIOT B YCJOBMSIX BBINOJIHEHHMsS KOMaH[, (PaKTHYECKH MPEACTABIAIOT COOOH He
mpaBa JocTyna K o0bekTaMm (Kak, HalpuMep, YTeHUE M 3alUCh), a IpaBa YIPaBJICHUs JOCTYIIOM,
WIM TpaBa Ha OCYILIECTBICHHE MOAU(UKAIMK slU€eK MaTpUllbl 10CTymna. TakuM oOpa3oM, Mo CyTH
7iella JaHHas MOJIeNIb OMHUCBIBAET HE TOJIBKO JIOCTYN CyOBEKTOB K 00BbEKTaM, a paclpocTpaHeHue
npaB JOCTyNa OT CyObEeKTa K CYOBEKTY, MOCKOJIbKY HMMEHHO W3MEHEHHE COACpKaHUS sueeK
MaTpHLBl JIOCTYIa ONPENENeT BO3MOXKHOCTH BBINOJIHEHMS KOMAaHJ, B TOM YHCJIE€ KOMaHJ, MO-
IUGUIUPYIOIIMX caMy MaTpUlly JAO0CTyNa, KOTOpble MOTEHIHAIbHO MOTYT TIPUBECTH K
HapyLIEHUIO KpUTeprs 6€30aCHOCTH.

Heo06xoauMo OTMETHTb, YTO C TOUKH 3PEHHUS MPAKTHKH IMOCTPOSHUS 3AIIMIIEHHBIX CHCTEM
MoJienb XappucoHa — Py330 - YibpMmana siBisieTcst HanOoJiee IpocToil B peanu3anuii v 3pdexTrBHOIM B
yIIpaBJI€HUH, IMOCKOJIbKY He TpeOyeT HHMKAKUX CIIOXKHBIX allOPUTMOB, U MO3BOJISIET YIPABISATH
MTOJIHOMOYHSIMU TI0JIb30BaTeNIell ¢ TOUHOCTHIO /10 ONepanuu HajJ 0ObEKTOM, YeM M OOBSCHSETCS ee
pPacnpoCTpPaHEHHOCTh CpPEAM COBPEMEHHBIX cucTeM. KpoMe TOro, mnpenioKeHHBII B JaHHOU
MOJIeNIU KpUTEpHil 0€30MacHOCTH SIBISETCSA BeCbMa CHUIIbHBIM B MPAKTHUECKOM IUIaHE, MOCKOJIBKY
MO3BOJISIET TapaHTHUPOBAaTh HEJOCTYIMHOCTb OIpeAesieHHONM uHpopMauuu s MoJb30BaTenei,

KOTOPBIM M3HAYAJIbHO HE BEIJAHBI COOTBCTCTBYIOIIUEC ITOJTHOMOYHMA.
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Onnako, XappucoH, Py330 u Ynpman mgokasanu, 4To B OOIIEM clydae HE CYIIECTBYET
QITOPUTMA, KOTOPBIM MOXET MAJisi MPOU3BOJBHOM CHUCTEMBI, €€ HaudallbHOTO cOCTOsiHUS Qo =
(S0,00Mp) u obmiero mpaBa I peminTh, SBIASCTCS JM JaHHas KoOHQUrypaius O0e30macHOi.
Jloka3aTrenbCTBO ONMPAETCS HA CBOMCTBAa MalIMHBI THIOPUHIa, C IOMOIIBIO KOTOpPOU
MOJIETUPYETCA NOCIEN0BATEIBHOCTD IIEPEX0/I0B CUCTEMBI U3 COCTOSIHUS B COCTOSTHUE.

Kak yxe ObUIO CKa3aHO, BCE NUCKPEIIMOHHBIC MOJEIHU YSI3BHMBI IO OTHOIICHHUIO K aTake ¢
MOMOIIBIO «TPOSTHCKOT'O KOHS», MOCKOJBKY B HHUX KOHTPOJHUPYIOTCS TOJBKO OMNEpaluu J0CTyna
CyOBEKTOB K OOBECKTaM, a HE MOTOKM HHGPOpMAIMK MeXay HUMH. [loaTomy, korma "TposHckas"
nporpaMma, KOTOPYK HapylmIUTElIb MOJICYHYJ HEKOTOPOMY IOJb30BAaTEN0, IEPEHOCUT
nH(QOpPMALIMIO U3 JIOCTYTHOTO 3TOMY TIOJIb30BaTeNl0 OOBEKTa B OOBEKT, JOCTYHHBIN
HApYIIMTENI0, TO (OPMAIBHO HHKAKOE IMPABWIO IUCKPEIIMOHHON IOJIUTHKH OE30TacHOCTH He
HapylaeTcs, HO yreuka nH(GOpMaluU MPOUCXOIUT.

Takum oOpa3om, nuckpennoHHas Mojaenb XappucoHa — Py33o - YneMana B cBoeil oOmieit
MMOCTAaHOBKE HE JAeT TapaHTUil 0€30MacHOCTH CHUCTEMBI, OJIHAKO UMEHHO OHA IMOCIIYXHJa OCHOBOM
JUISL TIeJIOTO Kjlacca MOJIENICH IMOJHMTHK OE30TacHOCTH, KOTOPHIC WCHOIB3YIOTCS JIS YIPaBICHUS

AOCTYIIOM U KOHTPOJIA 3a paCIIpOCTPAHCHUEM IIpaB BO BCEX COBPEMCHHBIX CUCTECMaAX.

4.2.3. Mogens «Take-Granty

Mopnens pacnpoctpaneHust npae goctyna Take—Grant, npeanoxeHHas BrepBbie B 1976r.,
UCMOJb3YyeTCsl 7Sl aHaJu3a CUCTEM JHCKPELMOHHOIO pa3rpaHUuYeHMsl JI0CTYIa, B MEPBYIO OYepe.lb
JUId aHallM3a IyTed pachpoCTpaHEHUs IMpaB JIOCTyNa B TaKWX cUCTeMaX. B kauecTBe OCHOBHBIX
AJIEMEHTOB MOJIEJIM UCHOJB3YIOTCS Tpad JOCTyIa U MpaBuia ero npeodpasosanusd. Llens Mmoxenu —
JaTh OTBET HA BOIPOC O BO3MOXHOCTH MOJYYEHUs MpaB JOCTYIA CyOBEKTOM CHCTEMBI Ha OOBEKT B
COCTOSIHUM, ONKChbIBaeMOM rpadom poctyna. B Hacrosiiee Bpemsi AaHHas MoOJelb MOTy4HIIa
NpOJIOJDKEHHE Kak pacimipeHHas wmonenb Take—Grant, B KOTOpO#l paccMaTpuBarOTCsS MYTH
BO3HUKHOBEHHUS WH(MOPMAIMOHHBIX IOTOKOB B CHCTEMax C JTUCKPEIHMOHHBIM pa3rpaHHueHHEM
J0CTyTaA.

[lepeiinem x ¢opmanbHOMYy onucanuto Mojenu. O6o3Hauum: O - MHOXKECTBO OOBEKTOB
(pafier), S — MHOXECTBO aKTHBHBIX CyOBEKTOB (moib30Barenu); R={r, w, C} - MHOXeCTBO
JIOCTYIIOB, T/Ie T - YATaTh, W - IHACaTh, C - BbI3BIBaTh. Jlomyckaercs, uTo cyOBeKT X MOXKET UMETh
mpaBa ocR Ha moctynm k 00BekTy Y, 3TH IpaBa 3alMCHIBAIOTCS B MATPHUIE KOHTPOJS JOCTYIOB.
Kpome stux mpaB MbI BBeJieM eliie jBa: mpaBo take (t) — mpaBo OpaTh mpaBa JOCTyIa U MpaBo grant
(9) — mpaBo maBaTh IpaBa JAOCTYIA, KOTOPBIE TAKXKE 3aMMCHIBAIOTCS B MATPHILy KOHTPOJS JOCTYIIOB

CY6’LCKT8. K 00beKkTaM. MOXKHO CUNUTATb, YTO 3TU IIpaBa OMPCACIIAOT BO3MOKHOCTHU Hp606p330BaHI/IH
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onHux rpadoB cocTosHUN B npyrue. [IpeoObpa3oBanue cOCTOSHUMN, TO €CTh IpeoOpazoBanue rpados
JOCTYIOB, MPOBOAATCS MpU oMoy koMaua. CymiecTByeT 4 Biia KOMaH 1, 0 KOTOPHIM OAMH rpad
J0CTyIa npeodpasyercs B APYrou.

1. Take (6patp). Ilycte S - cyObekT, oOmagaromuii mpaBoMm t Kk o0bekty X u ocR -
HEKOTOpOe MmpaBo jgoctyna o0bekta X kK 00bekTy Y. Torma Bo3moxna komanaa "S take o forY from
X". B pe3ynbTare BBHINOJIHEHUS 3TOW KOMaH/Ibl B MHOKECTBO IIPaB JIOCTyMa CyObekTa S K 00beKTy Y
nobasisieTcst mpaBo o. I'paduyecku 3T0 03HAYAET, YTO, €CIM B UCXOTHOM Tpade noctynoB G Obu1
noarpad

S— o5 X—2Y

TO B HOBOM cOCTOSIHUU G', TOCTPOSHHOM TI0 3TOI KOMaH e t, Oyaer moarpad

S———>X %

2. Grant (maBath). IlycTs cyOBekT S obnamaer mpaBoM K 00bekTy X M mpaBoM OCR k
oobekty Y. Torma Bo3mokHa komanaa "S grant o for Y to X". B pesynbrare BBIOIHEHUS STON
koMauabl rpad moctynoB G mpeoOpasyercs B HOBbIM rpad G', xoropeiii ornuyaercas ot G

no6asiennou ayroit (X Y). I'paduuecku 310 03HaUaeT, 4To eciau B ucxoaHoM rpade G 6wu1 moarpad
a

S —=>X

TO B HOBOM coctostanu G Oyzer moarpad:

S —>X >Y

3. Create (coznaBatp). Ilycth S - cyobekt, BcR. Komanga "S create P for new object X"
co3maeT B rpade HOBYI BepmmHy X H ompenenser P kak mpaBa moctynmoB S k X. To ecth 1o
cpaBHeHUIO ¢ rpadom G B HOBoM cocTosiHuu G' nobaBnsercs moarpad Buaa

S—-5X

4. Remove (ynamuts). [Tycts S - cyObekT u X - 00bekT, BcR. Komanga "S remove P for X"
MCKJIIOYAeT mpaBa nocTyma P u3 npaB cyobekTa S k 00bekTy X. ['padmueckn nmpeodpazoBanus rpada
noctyna G B HOBoe coctosinue G' B pe3ynbraTe 3TOW KOMaH]Ibl MOYKHO H300pa3uTh CIICTYIOIIIM

obpa3om:
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S—2 5 X,S—PZ 5
ITon ©Oe3onmacHOCTBIO OyAe€M TMOHUMAaTh BO3MOXHOCTb MM HEBO3MOXXHOCTH ITPOM3BOJILHON
¢bukcupoBanHoil BepmnHe P momyunts noctyn o€R K mpou3BONIbHON (PUKCHPOBAHHOM BepinHE X
nyreM npeoOpa3oBaHus Tekyliero rpaga G HEKOTOPOH MocienoBaTeIbHOCThI0 KOMaH] B rpad G',

II€ YKa3aHHBIM JOCTYI pa3peuieH.

Onpeoenenue. B rpade nocrtynmoB G BepmuHbl P U S Ha3pBarOTCS tg-CBSI3HBIMH, €CIU
cymectByeT nyTh B G, coequusommii P u S, 6€30THOCUTEIIPHO OPUEHTAIMHM YT, HO TaKOW, YTO
KaKJ10€ peOpo ATOTO MyTH UMEET METKY, BKITIOUYAIOIIYIO t U J.

[Tpumem Oe3 10Ka3aTENBCTB CICAYIOINE TECOPEMBI.

Teopema 1. Cybovexm P moowcem nonyuums docmyna k, obvekmy X, eciu cywecmeyem
cyovexm S, umerowuil docmyn a, Kk gepuiune X maxot, umo cyovexmsl P u S cesazanvl npouzsonvro
OpUEHMUPOBAHHOU 0y20U, codepaircaujeli Xomsl 661 00HO U3 NPAg t Ul g

Teopema. 2. I[lycmb 6 cucmeme 6ce obvexmul saensiomces cyovekmamu. Toeoa cyovexkm P

MOdHcem noyyums 0ocmyn a K cyovekmy X mozoa u moibko mozod, Ko2od 8blNOJIHAIOMC YCI08USL!

1. CymectByer cyOBbeKT S Takoii, 4to B TekyieM rpadpeG ects nyraS —— X .
2. Stg-cssHa c P.
[lepeuncrnennsiii mpaBuna «bpatby, «/laBath», «Co3naBatby», «YHHYTOXKATH» ISl OTIUYUS OT

npaBuil pacmrpernoi moaenu Take — Grant OyaeM Ha3bIBaTh Jie — FOPE MPABUIIAMH.

4.2.4. Paciumpennas mojaens Take—Grant

B pacumpennoii momenu Take—Grant paccMaTpuBarOTCsl MyTH U CTOUMOCTH BO3HHUKHOBCHHUS
MH(OPMAIIMOHHBIX MOTOKOB B CUCTEMAX C JUCKPEIIMOHHBIM pa3rpaHHUEHUEM JIOCTYIIA.

B knaccudeckoii monenu Take—Grant no cyiectBy paccMaTpUBArOTCs JBa Mpasa jocTtyma:
M (§, a TaKk JKe€ 4YeThipe ImpaBuia (mpaBuia Je-tope) mnpeoOpa3zoBanusi rpada goctynoB. B
pacuIMpeHHON MOJETH JOMOJHUTEIbHO pPACCMaTPHUBAIOTCSA JBa NpaBa: Ha ureHue I (read) u Ha
3anmuch W (Write), a Tak ke 1mecTh npaBui (TpaBuia jge-hakTo) nmpeodpasoBaHus rpada JT0CTYIOB:
pose, spy, find, pass u 1Ba npaBuiIa 63 Ha3BaHMUS.

B pesynbrare mpumeHeHHS K rpady TOCTYNOB TpaBWI Je—(paKkTo B HEro J00aBIISIOTCS
MHUMBIE JTyTH, TOMEUEHHBIC I Wik W 1 u300pakaeMble MyHKTUPOM (PHCYHOK ). BmecTe ¢ myramu
rpada, COOTBETCTBYIOUIUMH TIpaBaM I U W (peajbHBIMH JyraMH), MHAMBIC JYTH YKa3bIBalOT Ha

HanpaslieHUs1 UHHOPMAIIMOHHBIX KAHAJIOB B CHCTEME.
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CocrosiHEe CUCTEMBI ONHChIBaeTcs ero rpadom. Ilepexom W3 COCTOSHHS B COCTOSTHHE

OTIpeJIeNIACTCs] ONEepalusIMU WIN TpaBUiIaMH TpeoOpazoBaHus rpada noctymnoB. IIpeoOpasoBanue
rpada G arpad G’ B pe3ynbrare BHITOITHEHUS ITpaBuia op o6o3HauuMm G | opG’.

r w

oL
s

x y x y

w
r w
L Q ——————————————— .
% y post(x,y,z) X
r
w
r r
O | O
x y 2 spy(x,y,z) X
r
w w
% y . ind(x,y,z) X
w
w
w r
O k O @
X y z | pass(xy.z)
r

Puc. 4.4. IIpaBuna ne—paxro

K MHUMBIM nyraM Heab3si IPUMEHSTH MpaBuUiia Jie — Iope nmpeodpa3oBaHus rpada JOCTYIIOB.
NudopmaninoHHble KaHaTBl HENb3s OpaTh WU MIepeaaBaTh JPYTUM 00bEKTaM CUCTEMBI.

[TpoGembl B3auMOIEHCTBUS — IIEHTPAIBHBII BOIIPOC TIPH MOXUIICHHUH TIPaB JIOCTYIIA.

Kaxxnoe mpaBmito ie—tope TpeOyeT Tl TOCTHKEHUS CBOCH IIEJTH Y9acTHs OJTHOTO CYOBEKTa, a
JUISL peanu3aiiu TpaBwia Je—(hakTo HEOOXOauM OJWH WM JBa cyObekTa. JKemarenbHO BO
MHOJKECTBE BCEX CYOBEKTOB BBIIEIUTH IOJAMHOXKECTBO TaK HAa3bIBAEMBIX CYOBEKTOB -
3aroBOPIIMKOB — YYACTHHKOB MPOIIECCOB Mepeaun mpas win nHpopMaiuu. B HeO0IbIINX cucTeMax
3Ta 3aJla4a JIETKO pernraeMa. MHOTOKpaTHOE MpocMaTpuBas rpad JOCTYIIOB U MPUMEHSST K HEMY BCe

BO3MOJKHBIE TIpaBujia Je—fope U Je—(hakTo, MOXKXHO HAWTH 3aMblKaHUE Tpada AOCTYNoOB, KOTOpOe
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Oyzer conepxaThb Jyrd, COOTBETCTBYIOIIME BCEM MH(MOPMALMOHHBIM KaHajgaM cucTteMsbl. OOHaKo,
ecnu rpad JOCTYNOB OOJIBIION, TO HAWTH €ro 3aMbIKAaHUE BECbMa CIIOKHO.

Jonyctum, (GakT HEXENaTeNbHON mepenadyn mpaB Wik MHpopmamuu cocrosuics. Kakos
HanOoJiee BEPOSATHBINH MyTh ero ocymiecTsieHus? B kinaccudeckoit momenu Take—Grant He maercs
IIPSIMOTO OTBETA.

[Ipennonoxum, 4To YeM OOJbIIEe Y3J0B HAa IMYTH MEXKAY BEpIIMHAMHU, MO KOTOPBIM
NpOM30IUIa Tepefada MpaB AOCTyHNa WM BO3HUK HH(POPMAIMOHHBIA TOTOK, TEM MEHBIIE
BEPOATHOCTb HCIIOJIb30BaHUA 3TOro myrtd. Hampumep, Ha pucyHke 4 BHAHO, YTO MHTYHMTHBHO
HauOoJsiee BEpOATHBIM IMyTh Ieperadd MHPOPMALUU OT CyObEeKTa Z K CyOBEKTYy X JIeKUT yepes

00BEKT Y. B Toke BpeMsi 37I0yMBITINIEHHUK MOKET CHEIMAIbHO HCIIOIB30BaTh 00JIee JIIMHHBINA MYTh.

Puc. 4.5. Ilytu Bo3HUKHOBEHUsI HHGOPMAIITMOHHOTO KaHala OT Z K X

Takum oOpa3om, B pacmmpeHHyr0 Mozeinb Take—Grant MOXXHO BKIIOYMTH IMOHSTHE
BEPOATHOCTH M CTOUMOCTH IMYTH TNepeaayn npaB uin nHpopmanuu. [1yTsaM HauMeHbIe CTOMMOCTH

COOTBCTCTBYCT HAaUBLICIIAA BEPOATHOCTb U UX UCCIICAYIOT B IICPBYIO OUCPCIb.

K Mopensam auckpenmoHHOro mnuTa Tak ke orHocsatcsa monenb AJIEIT-50 u monmens

XapcroHa. [[aauM UM KpaTKyt0 XapaKTepUCTHKY.

4.2.5. Mogens AJIEITT-50

B nmanHOWt Mopzenu mpeacTaBlIeHBl UETHIPE THUIA CYIIHOCTeW (Jr00as WMEHOBaHHas
COCTaBIISIONIAs] KOMITBIOTEPHOI CHCTEMBI): moib3oBareu(U), 3ananusi(]), repmunaibi(t) u daitnsi(f),
MpUYeM KaKJias CyITHOCTh OnmUChIBaeTcs Tpoikoit: (L,F,M), rne pexxum M - Habop BUIOB IOCTYIIA,
MMOJTHOMOYHS F — rpyrmima mosjgp3oBaresneil, UMEIOINUX MPaBo Ha IOCTYII K ONPEACIICHHOMY OOBEKTY.

Chopmynupyem npaBuia 3TOH MOJIETH:

1. ITonp3oBarens U moiydaeT JOCTYH K cucteMe<> Ue U.
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2. Ionp3oBaTenb U Mmoiy4aeT AOCTYI K TepMmuHany i< U € F(t), T.e. B ToM ciaydae koraa
M0JIb30BaTE b HMEET MPABO UCIIOIb30BaTh TEPMHHAI 1.

3. IMonp3oBarens moyuaeT goctym K dainy j<> A()) 2A(f), C(j)= C(f) , M(j) oM, f e F(f)
T.C. B CIy4ae:

® [IPUBUJICTUH BBITIOJIHAEMOTO 3aaHusl IIMPE IPUBUIICTH (Daiiia uiau paBHBI M;

e 110J1b30BaTelb sABisgercs wienom F(f).

T.e. momp30BaTENh MOMYYaCT JOCTYI K OOBEKTY TOTAA, KOTAAa OH MPHHAICKUT TPYIIES
[0JIb30BATENCH, UMEIOIIMX IOCTYI K 3TOMY OOBEKTY, M €r0 3a[aHue IIUPE WM PABHBI IPUBUIICTUH
o0bekTa. Hanmpumep, HaWBBICIICE MOJHOMOYHME MOCTyNa K (hailly moap30BaTelisi «COB. CEKPETHO,

BBITOJTHSIONIETO 33/JaHHE C «KOH(UICHIIMAIBHOT0» TEPMHUHAIA OyIeT «KOH(DUICHIINATBHOY.
4.2.6. Mogenp XapcTroHa

Mogeinbs UMeeT MsTh OCHOBHBIX HAOOPOB:

A — yCTaHOBJIEHHBIX OJHOMOYHIA;

U - nmonn3oBaTelieii;

E — onepanwuii;

R — pecypcos;

S — cocTosiHUH.

Ob6nacte Oe3omacHocTH Oyner BeIMIAAETh Kak mnpousBeneHue: AxUxExRxS. Ilponece
OpraHM3alM JOCTylla MOKHO OmHucaTh airoputMumyecku. OH OyHeT COCTOSTh W3 CIENYIOIIUX
nporuenyp:

1. BeI3BaTh BCe BCIOMOraTeibHbIE MPOTrPaMMbl HEOOXOIMMBIE ISl MPEABAPUTEIBHOTO
MPUHATHUS pEILICHUS.

2. Ompenenuts u3 U Te rpymiiel, K KOTOPBIM MPUHAUICKHUT U. 3aTeM BeIOpaTh u3 P (Habop
YCTAaHOBJICHHBIX IOJHOMOYMH) creun(uKany MOJIHOMOYUH, KOTOPBIM COOTBETCTBYET U. OTOT
Habop nosHOMOumit F(U) ompenesnsieT MpUBIICTHIO MOJIB30BaTENs U.

3. U3 P ompemenuts HaOop momHomoumii F(€) , ycraHaBiuBaromme € Kak OCHOBHYIO
ornepauuio. Takoil Habop Ha3bIBaeTCs MPUBHIIETHEH €.

4. Onpenenuth u3 P wabop F(R) (mpuBHIeTHiO eIMHHUYHOTO pecypca) — MOJTHOMOYHS,
OTIPEIEIISIONINE TTOTHA00pP PECYPCOB U3 Rl(onpeneneHme €IMHUI] PECYPCOB), UMEIOIINE OOIINe
aneMeHTHl ¢ R.

5. Vaocrtosepurcs, uto R momHocthio Bkmouaercs B D(q) =F(u)n F(e)F(R) (momen

MOJTHOMOYHH).
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6. Pa3outs D(Qq) Ha SKBHBaJEHTHBIC KJIACCHI, TAK YTOOBI JBa MMOJHOMOYHS IOMNAJaId B
SKBHUBAJICHTHBINA KJIACC TOTJA U TOJBKO TOTJA, KOT/Ia OHU CHCHU(PHUIMPYIOT OJHY €IUHUILYy pecypca.
HoBerii Habop noaHomounit F(U,q) — mpuBHIIETHs OJIB30BATENs U [0 OTHOIICHUIO K 3a1pocy ( .

7. Beruucnuts EAC — ycnoBue (hakTuueckoro 10CTyIa, COOTBETCTBYIOLIETO 3aMpocy (.

8. Ouenutp EAC u npuHATH pelieHre o T0CTYIIE:

e paszpemuTh JocTym K R, ecu R nepekpriBaercs;

® OTKa3aTh B JIOCTYIE B IPOTUBHOM CIIy4ae.

9. IlpomsBecTu 3amucCh HEOOXOIUMBIX COOBITHIA.

10. Be3BaTh BCEe MpOrpaMMbl HEOOXOUMBIC JJIsI TPUHATHS PEIICHUS.

11. BbImoJIHUTH BCE BCIOMOTATEIbHBIE POTPAMMBI.

12. Ecau penieHue o J0CTyMe — MOJOKUTEIbHOE, 3aBEPIIUTh GU3UUYECKYIO 00pabOTKYy.

T.e. monp3oBaTeNlb MOXET MONYYUTh (WJIM HE TMOJYYUTh) JOCTYH K HHPOpPMAIUH
MIPEIBAPUTEIIEHO TMPOWJII COOTBETCTBYIONINE dTanbl UACHTU(DHUKANWK (ONpPENeICHUE TPYIIIbBI, €ro
MOJTHOMOYMH, yCIOBUS (PaKTUIECKOTO JOCTYMNA H T.JI.).

Jlannass Monenb He Bcerja HeoOxoauMa B MONHOM oObeme. Hampumep, Bo Bpems

perucTpanuu 1oJib30BaTeiid CUCTCMbI H606XO,Z[I/IM ITYHKT 2u6.

4.2.7. MannatHas mojaenb bemma-Jlallamyier

ManjaTHas MoOJeNb YIOpPaBJCHHS JOCTYIIOM OCHOBaHa Ha TMpaBUIaX CEKPETHOTO
JOKYMEHTO000POTa, MPUHATHIX B TOCYAAPCTBEHHBIX U MPABUTEIBCTBEHHBIX YUPEIKICHUSIX MHOTHX
ctpad. OCHOBHBIM TIOJIOXKEHUEM MOTUTUKH berta - Jlallagymnel, B3STBIM UMU U3 PEATBHOM JKH3HU,
ABJISIETCS. Ha3HAUEHHE BCEM Yy4YacTHHUKaM Ipollecca oOpaOOTKU 3amuiiaeMod uHpOpMaluH, U
JOKyMEHTaM, B KOTOPBIX OHAa COAEPKUTCSA, CHEIUATbHON METKH, HalmphMep, CEKPETHO, COB.
CEeKpeTHO W T. JI, MOJYYMBINCH Ha3BaHWUE YPOBHS Oe30macHOCTH. Bce ypoBHM 0e301acHOCTH
VIOPSIOYNBAIOTCS C TOMOINBIO YCTAHOBJICHHOTO OTHOIICHUS JOMUHUPOBAHUS, HaIlpuMmep,
YPOBEHb COB. CEKPETHO CUUTAETCSl Oojiee BHICOKMM YeM YPOBEHBb CEKPETHO, MM JOMUHHUPYET HaJl
HuM. KoHTponb JocTyma oOCYHIECTBIsE€TCS B 3aBUCHUMOCTH OT YpOBHeH Oe3omacHOCTH
B3aUMOJICHCTBYIONUX CTOPOH HA OCHOBAHUH JBYX IMPOCTHIX MPABHIL:

1. YnonHoMoueHHOE JUI0 (CYOBEKT) HMEET MPaBO YUTATh TOJIBKO T€ JOKYMEHTHI, YPOBEHb
0€30MacCHOCTH KOTOPBIX HE MPEBBIIIAET €ro COOCTBEHHBIN YPOBEHHh 0€30MaCHOCTH.

2. YIOTHOMOYEHHOE JHUI0 (CYOBEKT) UMEET MPaBO 3aHOCUTh WHQPOPMAIUIO TOJIBKO B TE
JOKYMEHTBI, YPOBEHBL O€30ITaCHOCTH KOTOPBIX HE HUXKE €ro COOCTBEHHOTO YPOBHS 0€30TaCHOCTH.

[leppoe mpaBmio obOecreunBaer 3amuty wuHbOpManuu, oOpabdarsiBaeMoli Oosee

AOBCPCHHBIMU (BBICOKOYpOBHCBBIMI/I) JMgaMu, OT JOCTylna CO CTOPOHBI MCHEC HNOBCPCHHBIX
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(Hu3KOypOoBHEBBIX). BTopoe mpaBuimo (mamee MBI YBHAMM, YTO OHO Oojiee Ba)KHOE)
NpeloTBpaIIaeT YTeuky HHGPOpManuu (CO3HATENbHYI0O WM HECO3HATENIbHYI0) CO CTOPOHBI
BBICOKOYPOBHEBBIX YYaCTHHKOB IIpoliecca 00paboTKH HHPOPMAIH K HU3KOYPOBHEBBIM.

Takum oOpa3zoM, ecid B JUCKPELHUOHHBIX MOJENSIX YIPAaBICHUE TOCTYIOM IPOUCXOAUT
MyTEM HaJleJICHUs MO0JIb30BaTEIei MOTHOMOYUSAMH OCYIIECTBIATH ONpPEAENIEHHbIE ONepaluu Haj
OTpeIeIEHHBIMA 00BbEKTaMH, TO MaHJAaTHBIE MOJAEIHN YIPABISAIOT TOCTYIIOM HESBHBIM 00pazomM —
C TIOMOLIbIO HAa3HAYEHUs BCEM CYIIHOCTSAM CHUCTEMBl YPOBHEH 0€30MaCHOCTH, KOTOpbIE
OTIPEESAIOT BCE IOMYCTUMBIE B3aUMOICHCTBUS MEKy HUMH.

Cucrema B wMogenu Oe3omacHoctn bemra—Jlallagynel, kak W JOpyrue MoOJeNu,
MPEACTABISACTCS B BUIE MHOXKECTB CYOBEKTOB S, 00bekTOB O (MHOXECTBO OOBEKTOB BKIIIOYACT
MHOXeCTBO cyOwbekToB, ScO) u mpaB pnocryma read wu write. B ManmatHoil Moaenu
paccMaTpuBaIOTCA TOJBKO OSTH JBa BUJA JAOCTyHa, M, XOTs OHa MOXET OBbITh paclIupeHa
BBEJCHUEM JOMOJHUTEIbHBIX TMpaB (HampuMep, @paBoM Ha jAoOaBieHHe HHPOPMAIINH,
BBIIIOJIHEHME IIporpaMM U T.1.), BC€ OHU OyAyT oroOpaxaTbcsi B 0a3oBble (YTEHUE U
3anuce)..Jicnonb3oBaHue CTOJIb JKECTKOTO MOJX0/a, HE IMO3BOJSIOLIEr0 OCYIIECTBISTh T'MOKOE
yIpaBJeHUE IOCTYIOM, OOBSCHSAETCS TEM, YTO B MaHAATHOM MOJAENH KOHTPOIUPYIOTCS HE
oIepalny, OCYIIEeCTBIIeMble CYOBEKTOM HaJl 0OBbEKTOM, a MOTOKH HHPOPMAILNH, KOTOPbIE MOTYT
OBITH TOJBKO JABYX BUJOB: JINOO OT CyOBEKTa K OOBEKTY (3amuck), IMOO OT 00BEKTa K CYOBEKTY
(ureHue).

YpoBHU 0€30MacCHOCTH CYOBEKTOB M OOBEKTOB 33/Jal0TCSI ¢ MOMOLIbI0 (DYHKLIUU YPOBHS
6esomacuoctn F: SUO —L, KoTOpasi CTaBUT B COOTBETCTBHE KaXKIOMY CYOBEKTYy U OOBEKTY

YPOBCHb 6630HaCHOCTI/I, anHannemamHﬁ MHOKCCTBY ypOBHeﬁ 0e3onacHocTH L

4.2.8. PemeTtka ypoBHel 0e30MacHOCTH

Pemetka ypoBHe# Oe3omacHocTH -— 3TO QopmanbHas anrebpa (L, <, o, @), rme L —
0a30BO€ MHOXKECTBO YpOBHEHW 0€30MacHOCTH, a OMepaTrop < ONpeAessieT YacTUYHOE HEeCTPOroe
OTHOIIIEHUE TOPSAKA ISl JIEMEHTOB 3TOTO MHOXECTBA, T.€. ONEpPaTop < — AHTUCUMMETPHUUEH,
TpaH3UTHBEH U peduiekcuBeH. OTHomeHue < Ha L:

1. pednexkcuBHo, eciu Va € L: a<a;

2. aHTUCUMMETPHYHO, eclii V a1, a € L: (a1<az A ax<ay ) = a; = ay;

3.TpaH3UTUBHO,ECIH V a1, a2, a3 € L: (a1<ay A ap<az )=> aj<as.

JIpyroe CBOMCTBO peLIETKH COCTOUT B TOM, YTO JJII KaXKJIOW mapsl al W a2 31eMEeHTOB
MHOXecTBa L MOXKHO yKa3aThb E€IUHCTBEHHBINM 3JIEMEHT HAUMEHBIIECH BEPXHEH TpaHUIbl U

€MHCTBEHHBIN 2JIEMEHT HauOOJbIIIeH HIDKHEN TPaHUIbl. DTH SJIEMEHTHI Tak)Ke mpuHaiexar L.
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CMBICI 3TUX ONpeNeNeHUN 3aKI04aeTcs B TOM, 4TO JUIs KaXKIOM mapsl 3JIEMEHTOB BCeraa
MOJKHO YKa3aThb €IUHCTBEHHBIH JJIEMEHT, OTPaHUYMBAIOIIMN €€ CBEepXy WM CHH3Y TaKUM
00pa3oM, YTO MEXAy HUMHU U 3TUM IJIEMEHTOM He OyAeT APYruxX 3JIE€MEHTOB.

@OyHkuus ypoBHs O6e3omacHOCTH F Ha3HauaeT KakJoMy CyOBEKTY U OOBEKTY HEKOTOPBIi
ypoBeHb Oe30macHOCTH U3 L, pa3buBas MHOKECTBO CYIIHOCTEI CHCTEMBI Ha KJacchl, B IIpejaenax
KOTOPBIX UX CBOMCTBA C TOYKH 3PEHHSI MOJEIH 0€30MaCHOCTH SIBIISIFOTCS SKBHBAJICHTHBIMH. Tormna
orepaTop < OmpeneNsieT HampaBiIeHHE NMOTOKOB HMH(popmauuu, To ecTh, eciu F(A) < F(B), to
nH(pOopMaLns MOXKET IlepelaBaThCsl OT JJIEMEHTOB Kjacca A ajneMeHTaM kiacca B.

[lTokaxem, mnouemy B wmoaenu bemna-Jlallagynsl 11 onucaHuss  OTHOLIEHUS
JOMUHUPOBAHMS HA MHOYKECTBE YPOBHEH 0€30MMaCHOCTH UCIIONB3YETCS pelIeTKa.

Ecnu undopmanusa MoxeT nepeaBaTbCcsi OT CYIIHOCTEN Kiacca A K CYLIHOCTSM Kiacca B,
a TakkKe OT CyIHOCTed kiacca B k cymHoctaMm kiacca A, To kimaccel A u B coxepxar
OJIHOYPOBHEBYIO MH(GOPMAIIMIO U C TOYKU 3pEHUs 0€30MaCHOCTH 3KBUBAJIEHTHBI OJHOMY Kjaccy
(AB). IloatoMy ana ynaneHusi U30BITOUHBIX KJIacCOB HEOOXOAMMO, YTOObI OTHOLIEHHE < OBLIO
AaHTHCHMMETPUYHBIM.

Eciu uadopmanus MoxeT rnepeaaBaTbesi OT CYLUIHOCTEH Kilacca A CyIIHOCTSAM kiacca B, a
TaKkke OT cymHocTed kiacca B k cymHoctsaM kiacca C, TO O4€BHJIHO, YTO OHa OyAeT Takxe
nepenaBaTbes OT CYIIHOCTeH kiacca A k cymHocTsM kiacca C. Takum oOpa3om, oTHomeHHE <
JOIHKHO OBITH TPAH3UTHBHBIM.

Tak kak kiacc CyIIHOCTH OIpesenseT ypOBeHb 0€30IacHOCTH coOeprKalleicss B Hei
uH(poOpMalMK, TO IIC€ CYIIHOCTM OJHOIO M TOTO JK€ Kjacca CoJepKaT C TOYKU 3pEHus
0e30MmacHOCTH oAMHaKoByI0 wuHpopMmanuio. CrieaoBaTeNbHO, HET CMBICIA 3alpemiaTh MOTOKH
nH(pOpMaMU MEXIy CYIIHOCTAMHM OJHOIO M TOro e Kjacca. bomee Toro, M3 4YHCTO
MPAKTUYECKUX COOOpaKEHUH HY)XHO MPEeNlyCMOTPETh BO3MOXKHOCTh IS CYIIHOCTH Mepe/laBaTh
uH(popmManuio camoii cebe. CrenoBareabHO, OTHOLIEHHE < IOJKHO ObITh pe(IeKCUBHBIM.

Hcnonp30BaHWe pEMIETKH Il ONMHCAHHUS OTHOIIEHWH MEXIYy YpPOBHSMH O€30MacHOCTH
M03BOJISIET HMCIOJIb30BaTh B KadecTBE aTpuOyTOB O€30MacHOCTH (3JIEMEHTOB MHOXecTBa L) He
TOJIBKO II€JIbI€ YMCia, AJI KOTOPBIX OINpEIeNeHO OTHOIIEeHUEe "MeHbIle MU paBHO", HO U OoJjee
CJIO)KHBIE COCTaBHBIE 3JIeMEHThl. Hampumep, B rocyJapCTBEHHBIX OpraHU3aLUsAX JIOCTATOYHO
9acTo B Ka4ecCTBE aTpHOYTOB 0€30MacCHOCTH HCIIONB3YeTCs] KOMOMHAIIMH, COCTOSIINAE W3 YPOBHS
0€30IMMacHOCTH, TPEACTABIISIONINE COOOM IIeJIoe YHCIo, W Habopa KaTeropuil M3 HEKOTOPOTO

MHOXKCCTBA.

4.2.9. Knaccuueckas mangatHas moaenb bemna—Jlallamynsr
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B MannaTtHbIX Moaensx gyHKuus ypoBHs 6e3onacHoct F BmecTe ¢

peIIeTKOM ypOBHEW ONpEeNeNsioT BCE JIOMYCTUMBbIE OTHOLICHUS JIOCTyHa MEXIy
CYIIHOCTSIMU CHCTEMBI, IO3TOMY MHO>KECTBO COCTOSIHUN CHCTEMBI V MpeacTaBisieTcs B Buae Habopa
ynopsinoueHusix nap (F,M), rne M - aTo marpuna gocryna, oTpakawolas TeKyIIyl0 CUTYaIHIo C
IpaBaMH J0OCTyna CyOBEKTOB K OOBEKTaM, COAepk aHUE KOTOPOH aHAIOTMYHO MaTpHIe IpaB
nocTymna B Mojienu Xappucona — Py33o —Y npmana, HO Ha0op mpaB orpaHuyeH npasamu read u
write. Mogenb cucremsr 2 (Vo R,T) COCTOMT U3 HAYaIbHOTO COCTOSIHUS Vo, MHOKECTBA 3a1pocoB R u
¢byukuun nepexoga T:(VxR)—V, xoTtopas B Xxojie BBINOJHEHHUS 3alpoca MEPEeBOJUT CHUCTEMY M3
OJIHOTO cOCTOsIHUA B Jipyroe. Cucrema, HaXOsAIasICsl B COCTOSHHUM V € V, IPH MOJIYYSHUH 3a1poca
reR, mepexomut B cneaytomee cocrosHue v* = T(v, r).CocTosHHE V NOCTHKHMO B CHCTEME
2(VoR,T) Torma u ToNBKO TOTAA, KOTJAA CYMECTBYET mocienoBaTesbuocts <(r0,Vo),...,(ry-1,Vn-
1).(rn,v)> Takas, aro T(rj Vi) = Vi1 s 0<i<n.

Kak m s JUCKPEMOHHOW MOJIENM COCTOSIHHSI CHUCTEMBI JENATCS Ha Oe3oImacHbie, B
KOTOPBIX OTHOIICHUS JOCTyla HE NPOTHBOPEYAT YCTAHOBICHHBIM B MOJENM IpaBWIaM, U
Hebe30MacHble, B KOTOPBIX ATH MPaBUIa HAPYIIAIOTCS U MIPOUCXOTUT yTEUKa HHPOPMAITUH.

benn u Jlallagyna npenioxuiu clieayromiee onpeaeieHue 0e30MacHOro COCTOSHUS:

1 Cocrosnue (F,M) Ha3biBaeTcsd 0€30MAaCHBIM IO YTEHHUIO (MU IPOCTO O€30MacHBIM)
TOTJAa U TOJBKO TOT/AA, KOTJA JUIS KaXJO0ro CyOBeKTa, OCYIIECTBISIOMIETO B 3TOM COCTOSHHUHU
JOCTYI UTE€HUS K OOBEKTY, ypOBEHb 0€30MacCHOCTH 3TOro CyOBeKTa JOMHUHUPYET Haj YpOBHEM
0€30MacHOCTH 3TOr0 00BEKTa

2. Cocrosinue (F,M) Ha3piBaeTcst 6€30MacHBIM O 3aMUCU(WIN  * - O€30MacHBIM) TOTAA U
TOJIBKO TOTJ[a, KOT/Ia JUTSl KAXKJI0I0 CyOBhEeKTa, OCYIIECTBIISIONIETO B 3TOM COCTOSHUH JIOCTYI 3aITUCH
K 00BEKTY, yPOBEHb 0€30IacCHOCTH 3TOr0 00bEKTa JOMUHHMPYET HaJ YpOBHEM O0€30MacHOCTH
3TOTO CyOBEeKTa.

3. Cocrosinre 0€301acHO TOr[a M TOJBKO TOTr/a, KOrja OHO 0€30IacHO U I10 YTEHHIO, U 10
3aIvCcH.

B cooTBercTBUM C MpENIOKEHHBIM OIpeeTeHUEeM Oe30MacHOTO COCTOSHUS KPHUTEpHi
0€30MaCHOCTH CHCTEMBI BBITJISIIUT CIAEAYIOIIMM 00pa3oMm:

Cucrema 2 (VoR,T) Ge3omacHa Toraa ¥ TOJBKO TOI/A, KOTJla €€ HaYalbHOE COCTOSHHE Vo
6e3omacHO U Bct COCTOSIHUS, TOCTHXKUMBIE U3 Vo ITyTeM IIPUMEHEHUS] KOHEUHO! TI0CIe10BaTeIbHOCTH
3ampocoB u3 R Ge30macHsbI.

benn u Jlallagyna nokazanu tTeopemy, hopMaIbHO JOKA3BIBAIONIYIO 0€30TaCHOCTh CUCTEMBI
Opu  COOJIIOJICHUM  OIpPEAETCHHBIX YCJIOBHUH, TIIOJYYHMBIIYIO Ha3BaHUE OCHOBHOH TEOpEMBI

0€30I1aCHOCTH.
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OcHoBHas TeopeMa 0ezomacHocTu benna-Jlallagynsr [3]

Cucrema Z(Vo,R,T) 6e3omacHa Torja u TOJIBKO TOT/Ia, KOT/IA:

a) HaYaJIbHOE COCTOSHHUE. Vo 0€3011acHO U

0) s T000Tr0 COCTOSIHHSI V, IOCTH)KMMOTO M3 Vo IIyTeM IPUMCHCHHS KOHEYHOU
MmocleIoBaTeIbHOCTH 3anpocoB u3 R rtakwmx, uro T(v,r) = v*, v =(FM) u v* = (F*M*) nnsa
KaKI0TO S € S 11 0 € O BBIOJHIIOTCS CISAYIONIUE YCIOBUSL:

1. eciu read € M*[s,0] u read ¢ M[s,0], To F*(s)> F*(0);

2. ecya read € M[s,0] u F*(s)<F*(0), To read ¢ M* [s,0];

3. eciu Write € M*[s,0] u write ¢ M[s,0], To F*(0)> F*(s);

4. ecm write € M[s,0] u F*(0)<F*(s), To write ¢ M* [s,0].

Takum 00pa3oM, TeopemMa yYTBEPXKIAET, YTO CHUCTeMa C O€30MaCHBIM HaYaJIbHBIM
COCTOSIHMEM SIBJISieTCsl O€30IaCHOM TOrJa U TOJIBKO TOI'/ia, KOT/Ia IpHU JIF0OOM Mepexojie CUCTEMBI U3
OJTHOTO COCTOSIHHSI B JPYroe HE BO3HHMKAET HUKAKMX HOBBIX M HE COXPAHSAETCA HUKAKUX CTapbIX
OTHOUIEHUN JOCTyIa, KOTOphle OYyIyT HeOe30MacHbl MO OTHOUICHHUI0O K (QYHKIHUH YPOBHS
0€30MacHOCTH HOBOTO cocTosiHHs. PopManbHO 3Ta Teopema OmpeleNsieT Bce HEOOXOAMMBIE H
AOCTAaTOYHBIC YCIIOBUA, KOTOPBIC JOJI’KHBI OBITh BBINOIHEHBI JJIA TOro, YTOOBI CHUCTEMA, Ha4YaB CBOIO

pa60Ty B 0e30macHOM COCTOsIHHMH, HUKOT'Ja HC AOCTHUTJIA He0e30IaCHOT0 COCTOSTHUS.

4.2.10. BbezomacHas ¢GyHKIIHA Mepexoaa

HenocraTtok ocHOBHON Teopembl Oe3omacHoctu benna-Jlallangynel cocroutr B TOM, 4TO
OrpaHUYEHUs, HaKJIaJblBaeéMble TEOpeMON Ha (YHKIMIO IEepexoja, COBMAJAIOT C KpUTEPUSMHU
0€30MaCHOCTH COCTOSIHUS, MO3TOMY JlaHHAas TEOpeMa SIBJISIETCSI M30BITOYHON IO OTHOLIEHUIO K
ornpezeNieHno 0e30macHoro cocrostHus. Kpome Toro, m3 Teopemsl clieqyeT TOJIbKO TO, YTO BCE
COCTOSIHUS, JOCTHKHUMBIE U3 0€30IaCHOI0 COCTOSHUS MpPH ONpPENIETIeHHbIX OrpaHUYeHus, OyAyT B
HEKOTOPOM CMbICJIe 0€30IacHbl, 10 MPU 3TOM HE TapaHTHPYETCs, YTO OHU OYyAyT JOCTUTHYTHI 0e3
MOTEepH CBOMCTBAa 0E30MAaCHOCTH B IPOLECCe OCYIIECTBICHHUS mepexoaa. IIockonpKy y Hac HeT
HUKAKHX OIpEIeTICHHBIX OTpaHUYeHUI Ha BUJl QYHKIUU NEpexoaa, KpOME YKa3aHHBIX B YCIOBUSAX
TEOPEMBI, U JOMyCKAETCs, YTO YPOBHU OE30MACHOCTH CYOBEKTOB U OOBEKTOB MOTYT H3MEHSTHCA,
TO MOKHO MPEJICTaBUTh TaKyl0 IMIIOTETHUYECKYIO CUCTEMY (OHa MOJIydniIa Ha3BaHUE Z-CHCTEMBbI), B
KOTOPOI MU MOIBITKE HU3KOYPOBHEBOTO CYOBEKTa MPOYNUTATh HH(OPMAIIUIO U3 BEICOKOYPOBHEBOTO
o0BbeKTa OyAeT MPOUCXOAUTH MOHUKEHUE YPOBHS OOBEKT O YPOBHS CyOBEKTa U OCYIIECTBIIATHCA

yreHue. DyHKIMSA Tepexona Z-CHereMbl YJIOBIETBOPSIET OIPAHWYEHUSM OCHOBHOM TEOpPEMBI
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0€30MaCHOCTH, M BCE COCTOSIHMSI TaKOW CHUCTEMbI TaKXKe SBISAIOTCS OE€30MacHBIMH B CMBICTIE
kputepus bemna - Jlallagynsl, HO BMecTe ¢ TeM B 3TOH cucteme JI000i MOIb30BaTENb CMOXKET
IpoYuTaTh JI000H ailin, 4YTro, OYEBHIHO, HECOBMECTUMO C O€30MACHOCTBIO B OOBIYHOM
ITOHUMAHHH.

CnenoBarenbHo, HeoOxoaumo chOpMyIUpPOBAaTH TeopeMy, KoTopas Obl HE TOJBKO
KOHCTaTHUpoOBaja OE30MaCHOCTh BCEX JOCTUKUMBIX COCTOSHUH JUISl CUCTEMBI, COOTBETCTBYIOLIEH
OTIpE/ICNICHHBIM YCIIOBUSIM, HO W TapaHTHpoBajia Obl 0€30MacHOCTh B MPOIECCE OCYIIECTBICHUH
MEePEX0JI0B MEXKY COCTOSHUSMU. {7151 3TOro He0OX0AUMO PErIaMeHTUPOBATh U3MEHEHHs YPOBHEH
0€30MMacHOCTHU MPHU MEPEX0JIe OT COCTOSIHUS K COCTOSHUIO C IIOMOUIBIO TOMOJHUTEINbHBIX IPaBHJL.

Takyro MHTEpIpeTanuo MaHIaTHOW MOJENH OCyllecTBUI Mak-JIuH, peuI0KUBILINNA CBOIO
(bOpMYyIHPOBKY OCHOBHOH TEOpEeMbl 0€30MacHOCTH, OCHOBAHHYIO HE Ha IOHATHU OE301acHOTO
COCTOSIHHUSI, a Ha MTOHATUU 0€30IacCHOTO Mepexo/ia.

OyHKIMs epexo/ia siBisieTcss 0e30MacHo TorAa M TOJBKO TOr1a, KOrjia OHa OJHOBPEMEHHO
Oe3omacHa W 1O YTEHHWIO W IO 3allMCH M KOTJa OHA M3MEHSET TOJIbKO OIMH U3 KOMIIOHEHTOB
COCTOSIHUSI, U 3TU U3MEHEHUS HE MPUBOJAT K HAPYIIEHUIO O€30MaCHOCTH CUCTEMBI.

Teopema Oe3onmacHoctu Mak-JIuna. Cucrema Oe3omacHa B JIOOOM COCTOSHUU U B
MPOLIECCe MEPEXO0JI0B MEXAYy HUMH, €CIIM €€ HauyalbHOE COCTOSHUE SIBJISIETCSl O€30MacHBIM, a ee
GbyHKIMA Iepexoa yAoBIeTBOpsieT Kputeputo Mak- Jluna.

O6paTtHoe yTBepkacHUE HeBepHO. CucTeMa MOXET OBITh 0€30MacHOW MO OINPEICTICHUIO
benna-Jlallanynel, HO HE UMeTh O€30MAaCHON QYHKIIMH Mepexoa.

Takast popmMynMpoBKa OCHOBHON TeOpeMbl 0€30MaCHOCTH MPEAOCTABIAET B PACIIOPSDKEHUE
pa3pabOTUMKOB 3aLIUIIEHHBIX CUCTEM O0a30BbIM NPHUHIMI HX IOCTPOCHHUS, B COOTBETCTBUU C
KOTOPBIM ISl TOTO, YTOOBI 00€CTIeunTh 0€30MaCHOCTh CUCTEMBI KaK B JIIOOOM COCTOSIHUH, TaK U B
mpolecce nepexoja Mex,y HUIMH, HEOOX0IMMO peaan30BaTh JAJis Hee Takylo (QYHKIHIO Iepexo/a,

KOTOpast COOTBCTCTBYCT YKA3aHHBIM YCJIOBHUSAM.

4.2.11. YnonHOMOYEHHbIE CYOBEKTHI

dopMyTUpPOBKa OCHOBHOW T€OpPEMbl 0€30MacCHOCTH B MHTepHpeTanuu Mak-JIinHa mo3BoseT
pacmMpuTh 00JIaCTh €€ MPUMEHEHHs 0 CPABHEHHUIO ¢ Kilaccudeckoi Teopemoit bemna-Jlallagymer,
OJIHAKO, HCTIOJIb3yEeMbIil KpUTEpUil 6€30I1aCHOCTH MEePEeXo/ia He BCETJa COOTBETCTBYET TPeOOBAHUSIM
KOHTPOJISl TOCTYIa, BOZHUKAIOUIUM Ha IpakTuke. [IockonbKy B poliecce OCYIIECTBICHUS IEPEXO0/I0B
MOTYT U3MEHSATHCS YPOBHH O€30MACHOCTH CYITHOCTEH CHCTEMBI, JKeIaTeIhbHO KOHTPOIUPOBATH 3TOT
MpoLIECC, SIBHBIM 00pa3oM pasperiasi Wi 3arpenas cyObeKTaM OCYIIECTBIIATh [1000HbIE TIEPEXO/IbI.

Jna pemenus 5Tod 3amaun  Mak-JIluH pacmupusn  0a30Byl0 MOJENb IIyT€M BbIAEIEHUs
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MOJIMHOKECTBA YIOJHOMOYEHHBIM CYObEKTOB, KOTOPBIM pa3pelraeTcsi HHUIMUPOBATh IEPEXOIbI, B
pe3ynapTaTe KOTOPBIX Y CYIIHOCTEH CHCTEMBI HM3MEHSIIOTCS YpOBHH Oe3zomacHoctu. Cucrema ¢
YIOJHOMOYEHHBIMH CYOBEKTaAMH TaK)Ke OMUCHIBaeTCsl MHOXecTBamu S, O, L, CMBICIT KOTOPBIX
COBIAJIa€T C AHAJOTUYHBIMU TOHATHSAMU Mozaeian bemna-Jlallamynel, a ee COCTOSHHE TaKXKe
omuckIBaeTcsl Habopom yrnopsigodeHHbx map (F,M), npuuem ¢ynkuums mnepexoga F m marpuma
OTHOIICHHH M [ocTynma WrparT Ty ke posib. HOBBIM 3JIEMEHTOM MOJETH SBISETCS (YHKIUS
ynpapnenus: ypoBHsmMu C: SuO > P(S) (3mecp m manee P(S) o0o3HagaeT MHOXKECTBO BCeX
MOJMHOXECTB S). Ota (QyHKUIHS OmNpeaenseT MOJAMHOKECTBO CYOBEKTOB, KOTOPBIM IT03BOJICHO
U3MEHSTh YPOBEHb O€30MAaCHOCTH, IS 33JaHHOTO0 O0BEKTa WM CyObhekTa. MoJenb CHUCTEMBI
>(Vo,R, T? coCTOMT M3 HAYATBEHOTO COCTOSHHUS VO, MHOKECTBA 3a1pocoB R u ¢pynkimu nepexona T?,
KOTOpasi IEPEBOJUT CHCTEMY U3 COCTOSIHUS B COCTOSTHUE 110 MEPE BBIMIOJTHEHHUS 3aIIPOCOB.

C TOYKH 3pEeHHSI MO YIIOJTHOMOYCHHBIX CYOBEKTOB CHCTEMA

>.(vo,R, T?) cuuraercs 6e30macHOil B TOM clIyuae, eciu:

1. HaganmpHOE COCTOSTHHE Vo M BCE COCTOSHUS, JIOCTHIKUMBIC U3 HETrO IyTEeM MPUMCHCHUS
KOHEYHOT'0 YKCJIa 3apocoB U3 R sBistoTess 6e3onacHbIMU 110 Kputeputo berna - Jlallamyer,

2. ®yunkuus nepexoma T* sBIgeTCs aBTOPM30BAHHOM (GYHKIMEN Iepexoja COTJIaCHO

MPEJI0KEHHOMY OIPEIETICHUIO.
4.2.12. Moaenb COBMECTHOTO 10CTyNa

[IpakTHueckoe NpPUMEHEHHE BCEX NPEACTABICHHBIX (OPMYIMPOBOK MaHAATHOH MOJENH
0€30MacHOCTH OTPaHWYECHO eme OJHUM (AaKTOpOM — OHHM HE YUYUTHIBAIOT HIMPOKO
pacnpoCcTpaHeHHble B TOCYIApCTBEHHBIX YUPEXKAECHUSIX MpPaBUia, COIJIACHO KOTOPBIM JOCTYH K
orpeJieIeHHOW MH(pOpMalMK WM MOAU(UKALUs ee YpOBHS 0€30MacCHOCTH MOTYT OCYIIECTBIISATHCS
TOJIBKO B PE3yJIbTaTe COBMECTHBIX JE€WCTBUN HECKOJIBKUX MOJIb30BaTeNE! (T. H. TPYIIIOBOM J0CTYII).

Jlist Toro, 4ToOBl MaHJATHAs MOJIETb MpelycMaTpuBaia COBMECTHBIM JOCTYI HEOOXOAUMO
MoIU(UIMPOBATh ce ClenyroIuM o0pazoM. BMecTo MHOXecTBa CyOBEKTOB CHCTEMBI S Oynaem
paccMaTpHUBaTh MHOXECTBO HEMYCTHIX MOJAMHOXECTB S, KoTopoe o0Oo3HauuM kak S=P(S)\{J}.
Pacmmmpum maTpuily npaB JOCTyNa, OTPAXKAIOIIYIO TEKYIIee COCTOSIHUE JOCTYIa B CUCTEME, ITyTeM
n00aBJIeHUs] B HEE CTPOK, COJAEP)KalIMX IpaBa TPYIIOBBIX CYOBEKTOB, U 0003HauMM ee kak M
Kpome ¢ynkuuu ypoBHs Oe3omacHoctd F:SuO—L ansg rpynmoBbIX cyOBEKTOB BBOASTCS
nononHuTenpHble Gykmun: F:S—L Takas, uto FS(s) ecTh HambONbIIAsS HIDKHSSA TPaHMIA
MHOXecTBa {F(s) / S€S} nu FH:S—L, Ttakas, gro FH(s) €CTh HAUMEHBIIAsl BEPXHAS I'pPaHHULA

muoxectBa{F(s) / seS}.
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Kputepun 0€30macHOCTH COCTOSIHHS JUISI TAKOW CHUCTEMBI (POPMYITUPYIOTCS CIEAYIOIIAM
obpazom:

1. CocTossHUE CHCTEMBI SIBIsSIETCA OE€30MacHbIM HO YTEHHUIO TOTJa M TOJIBKO TOTr/a,
KOrjla JUisi KaXJOr0 WHIWBHIYAIbHOTO WJIH TPYNIOBOrO CyOBEKTa, HMEIONIET0 B JITOM
COCTOSIHUM JIOCTYN YTCHUS K O0BEKTY, HauOoJbIIas HIDKHIS T'PAHHUIA MHOXKECTBAa YPOBHEH
0€30MacHOCTH ATOr0 CYOBEKTa JOMUHHUPYET HaJl YPOBHEM O€30MaCHOCTH 3TOr0 00beKTa: VSeS, V
0€0, readeM[s 0] — F-(s)>F(0).

2. CocTOosiHME CHCTEMBI sIBIIsieTCs 0€30MacHBIM 1O 3allUCH TOTJA U TOJBKO TOTJA, KOTrJa
U1 KaXKJIOTO WHIMBUAYAIBHOTO WJIM TPYNIIOBOTO CYOBEKTa, MMEIOMETO B 3TOM COCTOSTHUU
JOCTYH 3alUCH K OOBEKTY, YPOBEHb 0€30MAaCHOCTH 3TOr0 O0BEKTa JOMUHUPYET HaJl HAUMEHBIIEH
BEpXHEH TpaHUIIed MHOXECTBa YpPOBHEH Oe3omacHOCTH 3TOro cyobekra: VSeS, V 0€O, write
eM[s,0]->F(0)> F"(s).

Torma teopema bemna-Jlallagynsl st coBMecTHOTO JqocTyna (GOpMyIHpYETCs CIEAYIONIMM
obpazom [3]:

Cucrema (Vo,R, T) Ge3omacHa Toraa u TOJBKO TOT/1a, KOT/Ia:

a) HaYaJIbHOE COCTOSIHUE Vo 0€3011aCHO U

0) ¢dynakmus mepexona T takoda, 4ro st 1F000TO COCTOSIHUS V, TOCTHKUMOTO U3 Vo MIyTEM
MPUMEHEHUSI KOHEUHOW MOCIeN0BAaTeIbHOCTU 3anpocoB u3 R, Ttakux, uyto T(v,r) = v¥
v=((F,F" F5,M) u v¥=((F* F*" F*")* M*) wis kaxgoro VseS, V 0€O BBIIOIHSIOTCS CIEAYIOLIAE
YCIOBUS:

1. ecxm read € M*[s,0] u read ¢ M[s,0], To F-*(s)> F*(0);

2. ecm read e M[s,0] u F-*(s)<F*(0), To read ¢ M* [s,0];

3. ecimm write € M*[s,0] i write ¢ M[s,0], To F*(0)> F*(s);

4. ectu write € M[s,0] u F*(0)<F"*(s), To write ¢ M* [s,0].

4.2.13 IlpuMeHeHne MaHJATHBIX MOJIeNel

B 3aBepmiennn 0630pa MaHIATHBIX MOJeEleld HEOOXOIUMO OTMETUTh TPYIHOCTH, KOTOpPHIE
CBSI3aHBI C WX TNMPUMEHEHHWEM Ha TpakThuke. Bce maHgaTHbIe Mojenu, Kak U mojnens bemnma -
Jlallamymel, WCTONMB3YIOT TOJABKO JBa TMpaBa JOCTyNa — 4YTEHHWE U 3amuch. lla mpakTuke
WH(OPMAIIMOHHBIE CUCTEMBI MOJACPKUBAIOT 3HAYUTEIHHO OoJiee MIMPOKHIA CHEKTp Olepamuii Haj
uH(popMaliel, HarpuMep, Co3aHue, yaaneHue, nepeaadu u T. A. CiaenoBaTenbHO, Uit TOTO YTOOBI
MPUMEHUTh MaHJIATHYIO MOJIENIb K peaJbHON CHCTEME, HEOOXOJAMMO YCTAaHOBHUTH IMOIXOJSIIEe

COOTBCTCTBUEC MCKAY UYTCHUCM M 3allUCbIO W OIICpaluiMH, pEalnu30BaHHbBIMU B KOHerTHOfI
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cucteme. CaMbIM MPOCTHIM MPUMEPOM HENPAKTUUYHOCTH MAaHAATHOM MOJAENU SBISETCS
HEBO3MOXXHOCTh €€ NPUMEHEHHUsS [Jii CETEeBhIX B3aUMOJEHCTBUUA — HENIb3s [OCTPOUTH
pacmpesieieHHyl0 CHCTeMYy, B KOTOpoW uH(poOpManus TepenaBanach OBl TOJIBKO B OJHOM
HampaBlIeHWH, TMOTOMY 4YTO Bcerma OyaeT CyllecTBOBAaTh OOpaTHBIM MOTOK HMH(OpMAIMH,

conepmamnﬁ OTBECThI Ha 3aIIPOChI, IIOATBCPKACHUSA ITOJTYUYCHUA U T. 1.

[TosToMy, Korja M cucTeME HCHOJIb3YETCS MaHJaTHAs IOJUTHUKA, BCE B3aUMOJEHCTBHS
paccMaTpUBAIOTCSl TOJIBKO Ha JOCTAaTOYHO BBICOKOM YpOBHE aOCTpakLMu, Ha KOTOPOM He
YUUTBIBAIOTCS JIETANIU pealIn3aliy onepanuii qocrymna. Takoil moaxo/ mo3BosisieT 0To0pa3uTh J1rodoe
MHOECTBO Pa3HOOOPA3HBIX OIEpanuil JOCTyna B 0OOOILICHHBIE OmMepanuy uyTeHus u 3anucu. s
OLIEHKH BO3MOXXHOCTH HapyLIeHUH O€30MaCHOCTH C MCIIOJIb30BAaHHMEM METO/I0B, OCHOBAaHHBIX Ha
HECOOTBETCTBHM 3THUX aOCTPAKTHBIX OMNEpalMid M pealbHbIX MEXaHU3MOB JOCTYIa, MPUMEHSETCS
AHAJIN3 T.H. CKPBITBIX KaHAJIOB YTCUYKHU I/IH(l)OpMaIII/II/I. ]_IeJII)IO 9THUX I/ICCJICI[OBaHI/Iﬁ SABJIICTCA
BBISIBJICHHE TEX CIIOCOOOB, C TIOMOIIIBIO KOTOPBIX HHPOPMAITUS MOXKET IEePEIaBaThCs B 00X0/1 MTPaBUII

MaHJIaTHON MOJIEIIH.

YeMm Oosplie TOTOKOB WH(GOPMAIIMKA MBI TOCTaBUM T0J] KOHTPOJIb MAaHAATHOW MOJENH, TEM
MeHee THUOKOM OyaeT Hamia CcHCTeMa, HO W TEM MEHbBIIE IOTOKOB HH(POpPMALUU MPUIETCS

HCCJICOOBATD B ITPOLCCCC aHaJIM3a CKPLIThIX KaHAaJIOB.

B 3axmrouenue 0630pa MaHIATHON MOJENM YIPABICHUS JOCTYIIOM HEOOXOIUMO OTMETHTH,
YTO XOTS OHA SBJIsETCs] 0a30BOM MOJIEbIO0 OE30MaCHOCTH, COCTABIISIIOIIEH OCHOBY TEOPUH 3aLIUTHI
nH(pOpMaIluY, OJIHAKO €€ MPUMEHEHHE Ha TIPAKTUKE CBSA3aHO C CePhe3HBIMU TPyAHOCTSIMHU: [loaTOMY
B  pealbHOM JKM3HM OHAa  HCIOJB3YeTCs TONBKO B CHUCTeMaX, 00pabaThIBaroIINX
KJIacCU(PUIIMPOBaHHYIO HWHGOPMAIUIO, U TPUMEHAETCS TOJBKO B OTHOIICHUH OTPAaHUYCHHOTO

MOJIMHOKECTBA CYOBEKTOB U OOBEKTOB.

4.2.14. PoneBas nmoiutuka 0€30IIaCHOCTH

PoneBass  mommTHka ~ 0G€30MACHOCTH  TPENCTABIAET  COOOM  CYIIECTBEHHO
YCOBEPIIICHCTBOBAHHYIO MoOJeNb XappucoHa—Py330-YibMmaHa, OJHaKO €€ Henb3s OTHECTH HHU K
JTUCKPEIIMOHHBIM, HA K MaHJATHBIM, TIOTOMY YTO YIIPaBJICHHUE IOCTYIIOM B HEH OCYIIECTBISETCS Kak
Ha OCHOBE MATPHIBI MPaB JOCTyMA JUIS POJICH, TaK W C TIOMOIIBIO TPAaBHJI, PErIaMEHTHUPYIOITIX
Ha3HAYEHUE POJIeH MOJB30BATEISIM U MX aKTHBAIMIO BO BpeMsi ceaHcoB. [loaTomy poiieBasi MOJIenb
MIPEJICTaBIsIET COOOM COBEPIICHHO OCOOBIA THUM TMOJUTHKH, OCHOBAHHOW Ha KOMIIPOMHUCCE MEXIY
THOKOCTBIO YIIPABJICHUS JOCTYIIOM, XapaKTePHOW I JUCKPEIMOHHBIX MOJENeH, U KECTKOCTHIO

MIpaBUJI KOHTPOJIS JOCTYIA, IPUCYIIEN MaHAATHBIM MOJEIISIM.
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B poneBoil Mozienu kiaccuyeckoe MOHATHE CyOBEKT 3aMEIIAeTCsl MOHATHAMHU I0JIb30BATENb

u pouib. [lonp3oBarenb -—— 3TO YenoBeK, padOTAIOMIUK C CHCTEMON U BBIITOJHAIOUIMM ONpE/ICTICHHbIC
ciyxeOHble 0043aHHOCTU. POJIb — 3TO aKTUBHO AEUCTBYIOIIAsl B CUCTEME a0CTpaKTHAs CYIHOCTb, C
KOTOPOHM CBSI3aH OTPaHUYEHHBIH, JIOTMUECKU CBA3aHHBIA HAOOp MOJIHOMOYMH, HEOOXOAMMBIX IS
OCYILIECTBIICHUS, ONPEACICHHON aAeaTeapHOCTH. (CaMbIM paclpOCTPAaHEHHBIM IIPUMEPOM pOJIU
SBJIAETCS IPUCYTCTBYIOIIMM [TOYTH B KaXKJI0M cUcTeMe aAMUHUCTPATUBHBIN OIO/DKET (Hanmpumep root
st UNIX u Administrator st Windows NT), KoTopblif o01agaer crienualbHbBIMUA TTOJTHOMOYHSIMU

1 MOXXCT UCIIOJIb30BaThCA HECKOJIBKMMMU I10JIb30BaTCIISIMHU.

PoneBast monuTuKa pacipocTpaHeHa OYEHb IIUPOKO, IOTOMY YTO OHA, B OTJIMYHE OT JAPYTUX
Oosiee cTporux U (GopMalIbHBIX MOJUTHK, OYEHb OJIM3Ka K «peanbHOH ku3HW». Benp Ha camoMm nene
pa0oTarolyie B CHUCTEME I10JIb30BaTeNU JAECUCTBYIOT HE OT CBOEro JUYHOIO MMEHU OHHU BCeria
OCYIIECTBIIIIOT OIPE/EIECHHbIE CIIy)KeOHbIE OOS3aHHOCTH, T.€. BBINOJHSIIOT HEKOTOPBIC POJIH,

KOTOPLIC HUKAK HEC CBA3aHbI C UX JIMYHOCTBIO.

[TosTOMY BIOJIHE JIOTUYHO OCYILECTBJIATH YIPABICHHUE AOCTYIIOM M Ha3HA4aTh IOJHOMOYHUS
HE pEaIbHBIM TIOJNB30BaTeNIsIM, a aOCTPAaKTHBIM (HE TEPCOHU(UIIMPOBAHHBIM)  POJISIM,
IPEACTABISAIOINM YYaCTHUKOB OINPEENICHHOro nporecca oopadotku nHdpopmannu. Takoit moaxon
K TOJUTUKE OE€30MacCHOCTH MO3BOJSIET YYECTh pa3JielieHue 00f3aHHOCTEH M HMOJHOMOYHUM MEXIy
YYaCTHHUKAMU MPHUKJIAAHOTO HH(POPMALIMOHHOTO IpoIiecca, T. K. ¢ TOUYKU 3PEHUS POJIEBOI MOJUTUKU
UMEET 3HAaUYEHHE HE JIMYHOCTh MOJb30BATENs, OCYHIECTBISIOIIErO IOCTYN K HMH(OpManuu, a To,
KaKue MOJIHOMOYHSI eMy He0OXO0JIMMBI JJisl BBIIIOJIHEHUS €ro ciayXeOHbIX oOs3aHHocTeil. Hanpumep,
B peaJbHOM cucTeMe 00paboTKM HH(OpMauu MOryT paboTaTh CHCTEMHBIH aAMHUHUCTPATOD,

MCHCIIKEP 0a3 JAaHHBIX U ITPOCTBIC IMOJIB30BATCIIN.

B Takoii cuTyauuu poisieBas MOJUTHKA MO3BOJSET PaCHpeAesIUTh MOJHOMOYUS MEXKIY
3TUMHM POJSIMH U COOTBETCTBMM C HX CIYXEOHBIMH OOS3aHHOCTSIMHU: DPOJHM aJMUHHUCTpaTOpa
HA3HA4alTCsl CleLUaIbHbIC TOJTHOMOYHMS, MTO3BOJISAIONINE €My KOHTPOJIUPOBATh PabOTy CUCTEMBI
U yOpaBisATh ee KoH(purypanuei, poib MeHelkepa 0a3 NaHHBIX MO3BOJISIET OCYHIECTBIATH
ynpasieHnue cepsepoM BbJl, a mpaBa mpocThIX mojib30BaTeileld OrpaHUYMBAIOTCS MUHUMYMOM,
HEOoOXOJUMBIM JIJIS 3allyCcKa MPUKIATHBIX Mporpamm. Kpome Toro, KoimuecTBo poseil B cucteme
MOYET HE COOTBETCTBOBATh KOJMYECTBY PEAJIbHBIX I0JI30BATENEH — OJUH IOJIb30BATENb, ECIIH
Ha HEM JieXaT pa3juyHble O00s3aHHOCTH, TpeOylollue pa3juyHbIX [MOJHOMOYHMH, MOXET
BBIMOJHATH (OJHOBPEMEHHO WJIM TOCJEAOBATENbHO) HECKOJIBKO poJedl, a HECKOJbKO
II0JIB30BATEJIEN MOTYT IOJIb30BATHCS OJHON U TOH K€ POJIBIO, ECIIM OHU BBINOJIHAIOT OJ1 HAKOBYIO

pabory .
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IIpyn MCnONB30BaHUM POJIEBOM IOJUTUKU YIPABICHUE IOCTYIIOM OCYILECTBISETCS B IBE

CTaJUH:, BO-TIEPBBIX, IS KaXKIAOH POJM YKa3bIBaeTCs HAO0Op IMOJTHOMOYMM, MpPEICTaBISIOMIMMA

Habop mpaB JocTymna K 00OBEKTaM, M, BO-BTOPBIX, KAXKIOMY MOJb30BATEII0 HA3HAYACTCS CIHCOK

JOCTYNHBIX €My poisieid. IlomHOMOYMsA Ha3zHa4arOTCA pPOISIM B COOTBETCTBUM C ITPUHLIUAIIOM

HalMEHBIINX MPUBUIIETUH, U3 KOTOPOro CIENYeT, YTO KaXIbli M0JIb30BaTeNb JOJKEH 001anaTh
TOJIBKO MUHHUMAJIBHO HEOOXOAUMBIM IS BBIITOJIHEHHS CBOCH pabOThl HAOOPOM MOJTHOMOYHA.

PoneBas Mozenb ONMUCHIBAET CUCTEMY B BU/JIE CIAEAYIOIIUX MHOXECTB [3]:

° U - MHOK€eCTBO I10JIb30BaTEJIEN;
. R - MHOXECTBO poieii;
° P - MHOXXECTBO TTOJITHOMOYHI Ha JIOCTYI K 00BEKTaM, IPEICTABICHHOE, HAIPUMED, U

BHJIC MAaTPUIIBI IIPAB JJOCTYIIA;

. S - MHOXXECTBO CEaHCOB PabOT MOJIb30BATENECH C CUCTEMOM.

J1y1st mepeurciIieHHBIX MHOYKECTB ONPEIETISIOTCS CISAYIOIINE OTHOIIEHHs (pUC. 4.6.):

PACPXR - oToOpaxkaeT MHOKECTBO TOJTHOMOYUY HA MHOYKECTBO POJICH, yCTAHABIMBAS IS
KaXKJI0¥ poJii HaOOp MPUCBOCHHBIX €1 MTOJIHOMOYH;

UACUXR - oToOpaxaeT MHOKECTBO TOJIH30BaTEIIC Ha MHOXKECTBO POJICH, OMpenensis s
Ka)KJIOTO TOJIb30BaTeNsl HA0OP IOCTYIHBIX €My POJIeH.

[IpaBuna ympaBiaeHHUS JOCTYIIOM pPOJIEBOW TMOJMTHUKKA OE30MAaCHOCTH  OMpeNessoTCs
CIIEIYIOIMMH QYHKIUSMU:

user: S—»>U - ang kaxmoro ceanca S 3Ta (yHKIHS ONpEAENsieT MOJIb30BaTENsl, KOTOPHIi
OCYIIECTRIISIET 3TOT CeaHC pabOThI C CHCTEMOM: USEr(S) = u

roles : S— P(R) - Ins xaxmoro ceanca S 3Ta (yHKuus ompezenaser Habop poiedl w3
MHOXecTBa R KOTOphIe MOTYT OBITh OJHOBPEMEHHO JOCTYIIHBI IMOJIB30BATEII0 B 3TOM CEaHCe:
roles(s)={ri | (user(s), ri) eUA};

permissions : S—P - ais kaxaoro ceanca S 3Ta GyHKIUS 3a7aeT HaOOp JAOCTYMHBIX B
HEM TIIOJHOMOYHH, KOTOPBIH oOmpenensiercs KaK COBOKYITHOCTh IIOJIHOMOYHHA BCEX POJICH,

3a/1efiCTBOBAaHHBIX B 3TOM ceaHce: permissions(s) = Ureroles){P1, (Pi, 1) ePA)
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Monw3osaTtenu MonHomMmouus
»

Puc.4.6. PoseBas Monenb ynpaBlieHUs JOCTYIIOM.

B kaudectBe kpuTepus 0€30MaCHOCTH POJIEBOM MOJIETH HCIOIb3YETCs CleIyrollee MpaBuo:
cucmema cuumaemcs 6e30nacHolU, eciu 1000l no1b306amelb CUCmeMbl, pabomarowuil 8 ceance S,
MOdicem ocyuwecmeaisims 0elcmaus, mpedyouue noITHOMOYUSL P MOIbKO 8 MOM Clyyae, eciu P €
permissions(s).

W3 dhopMynrpoBKH KpuTepHsi 0€30MaCHOCTH POJEBOM MOJENU CIEAYyeT, YTO yIpaBICHHE
JOCTYTIOM OCYIIECTBIISI€TCS TJIABHBIM 00pa30M HEe ¢ MOMOIIbIO HA3HAYCHUs TOJHOMOUYHUM poisM, a
nyteM 3amaHus oOTHouieHuss UA, Ha3Hayarolero pojd Toiib3oBatensM, U ¢GyHkiuu roles,
OTpeeNsIoNnIel TOCTYIMHBIM B ceaHce Habop posieid. [103ToMy MHOTrOYMCIECHHBIE WHTEPHpPETAUU
POJICBOM MOJIEITH Pa3INYarOTCs BHIOM (QyHKIIMK USEr, roles u permission, a takyxe orpaHHYEHUSIMH,
HakiaapiBaeMbIMM Ha oTHouieHus PA u UA. B kadecTBe NpHMEpOB pacCMOTPUM pOJIEBYIO
MOJUTHUKY YIPAaBICHHUs JOCTYIOM C MepapXMuYecKod opraHuszalued poyiedl, a Takke HECKOJIbKO
HanboJiee YacTo BCTPEUAIOIIMXCS TUIIOBBIX OorpaHnyeHuil Ha oTHomeHus PA u UA u QyHkimm user u
roles.

Hepapxuueckas opraHuzainusi pojieil mpeacTaBiseT coboii Hambosee pacnpocTpaHEHHBIN
TUI POJEBOM MOJETH MOCKOJBKY OHA OYEHb TOYHO OTPa’kaeT YCTAHOBUBIIEECS B PEATbHOM MHUpE
OTHOIIICHHE TMOMYMHEHHOCTH MEXAy YJYacTHHUKAMH IpOIleccOM o00paOoTKM WHPOpPMAIUH U
pasziesieHne MeXIy HUMH cep OTBETCTBEHHOCTH. POy B MepapXuu yrmopsI0uMBaIOTCS MO YPOBHIO
MPEOCTABIISIEMBIX MMOJTHOMOUYWH. UeM BBIIIE pOJIb HAXOAWTCS B MEPAPXHH, TeM OOJbIle C Hel

CBsA3aHO HOHHOMO‘IHﬁ, IMMOCKOJIBKY CUYHUTACTCA, YTO CCJIM IOJIB30BATCIIO IIPHUCBOCHA HCKOTOpPAd
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poJib, TO €My aBTOMAaTHYECKU Ha3HAYAIOTCA U BCE MOTYMHEHHbIE €l 0 uepapxuu ponu. Uepapxus
poJiell 10IycKaeT MHOKECTBEHHOE HACJIEJOBAHUE.

Kaxxomy monb3oBaTento Ha3HA4yaeTcs HEKOTOPOE IMOJAMHOXKECTBO HMEpapXuu poJied, a B
KKIOM CeaHCe JOCTYIHAa COBOKYMHOCTh MOJHOMOYMU pOJIEH, COCTAaBIAIOMIUX (PparMeHT 3TOi
uepapxuu. Takol MOJIXOJ MO3BOJIAET CYIIECTBEHHO YIPOCTUTH YIPaBICHHE IOCTYIIOM 3a CUeT
HESBHOI'O Ha3HAYEHMs IOJHOMOYMI, IOCKOJBbKY B PEAJbHOM KU3HU, KaK MPaBUIIO, M0JIb30BATENN
KECTKO YIOPSIAOYEHBI MO CTENEHU OTBETCTBEHHOCTH, COOTBETCTBYIOLIEH YPOBHIO IOJIHOMOYMIA,
KOTOpbIMH OHHU 0OjnanaroT. [Ipuyem, Oosiee JOBEpeHHbIE MOIb30BATENH, CTOSIINE IMa CIYXKEOHON
JIECTHHIIE BbIIIE, BCEr/ia 00JIadat0T BCEMH MOJHOMOYUSAMH MEHEe JT0BEPEHHBIX, MOAUYNHEHHBIM HM.
Hepapxus posneil B TOYHOCTH OTPaXaeT 3Ty CUTYaLHUIO.

Jlpyrue peanu3aliiyd poJIEBOM IMOJIUTUKH OE€30MACHOCTH TAaKKE CBSI3aHbl C BBEICHUEM
pa3uuYHbBIX orpaHuueHuit Ha otHomeHus PA, UA, u ¢yukuum user, roles u permissions.
['maBHBIM JJI 3THX OrpaHUYEHUN SBIAETCS TO, YTO BCE OHU OTPAXAT creuuduxy
pacnpeneneHus MOJHOMOYMM UM cep OTBETCTBEHHOCTH MEXKIy YYaCTHUKAMH Pa3IUYHBIX
nporeccoB 00paboTku uHpopManuu. PaccMOTpUM HECKOIBKO MPUMEPOB, AEMOHCTPUPYIOIIUX
Oorarbie BO3MOXKHOCTH IMPUMEHEHHSI POJIEBON MOAETH YIPaBICHHUS JOCTYIIOM:

1 Bzaumouckiroyaromue poid. MHOXKECTBO poJieil pa30uBaeTcs Ha IMOJMHOMXECTBA,
O00OBEUHSAIOINE POJU, KOTOPbIE HE MOTYT OBITh Ha3HAYEHBI IOJH30BATEII0 OJHOBPEMEHHO M
CUMTAIOT HECOBMECTHUMBIMHU. TakuM 00pa3oM MOJIB30BATEII0 MOXKET OBITh Ha3HAYEHO TOJIBKO IO
OJIHOM POJIM U3 KaXXJI0I'0 MOJMHOKECTBA HECOBMECTUMBIX POJIEH.)

B3aumMounckitoyaromue poiaM peanusyroT, T. H. CTaTHYeCKOoe pasJiejieHHe O0s3aHHOCTEH,
KOI/la KOH(JIMKT HECOBMECTHMOCTH ITOJIHOMOUYMN pa3peliaercsd Ha CTaJuu Ha3HAu€HUs poJieH.
Takass TOMWTHKA XOPOWIO TOIXOAUT JUIsi CHUCTEMbI 00pabOTKM WH(pOpMAIMK, B KOTOPOH
MOJIb30BATENSIM 3allpelaeTcsl COBMeELaTh oIpeJieieHHble 00s13aHHOCTH. Hampumep, B 6aHKOBCKOM
CHCTEME OJIHOMY U TOMY >K€ IOJIb30BATENI0 HE MOTYT OBbITh OJIHOBPEMEHHO Ha3HAu€Hbl POJIU
orepaTopa, OTBEYAIOIIEr0 3a  BBHINOJHEHUE  OMNpPEJEICHHBIX  ONepauuid, U  ayauTopa,
OCYILIECTBIISIOLIETO KOHTPOJIb 3a UX BBIITOJIHEHUEM.

2. OrpaHuYyeHHs Ha OJHOBPEMEHHOE HCIIOJIb30BaHHE pOJieH B paMKax OJHOU ceccuu. B
3TOM CJy4yae MHOKECTBO POJIEH TaK)Ke pa30MBaeTcss Ha MOJMHOKECTBa HECOBMECTUMBIX POJIEH,
HO oTHomeHne UA MOXET Ha3HA4YMTh MOJb30BaTENIo JII0OYI0 KoMOMHauuoo poneH. OaHako B
X0Jle ceaHca pabOThl C CHUCTEMOH IOJIb30BaTeIh MOXKET OJHOBPEMEHHO aKTUBUpPOBaTh He Oolee
OJTHOM POJIM U3 Ka)KJOr0 MOJAMHOXKECTBA HECOBMECTHMBIX POJIEH.

ITockonpKy B mpolecce ceaHca MoJIb30BaTENb MOXKET MEPEKITI0YAThCA MEXY PA3IMUYHBIMU
poJIsIMH, OH JOJDKEH MpU 3TOM u30eratb KOH(JIMKTOB HECOBMECTHMOCTH MEXAY HHMH, 3Ta

IMOJIMTHKA IIOJy4Ynjia Ha3BaHHUC AWHAMHUYCCKOTO pa3acICHUA oOs3aHHOCTEl. Takas monuTHKA
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SBISIETCSl OoJiee TMOKOW MO CPaBHEHHUIO CO CTATUYECKHM Pa3ACICHHEM OO0S3aHHOCTEH, MOCKOJIBKY
MO3BOJISICT PeaM30BaTh 0OJiee CIOXKHBIE CXEMbl KOHTPOJIS AOCTyMa. B 4acTHOCTH OHa MO3BOJSET
3allpeTUTh TOJB30BATENI0, OOJIAZAIONIEMYy 3HAYUTENBHBIM HA0OPOM poOJie M TMOJTHOMOYHIA,
MOJIb30BaTbC HMMHU BCEMHM OJHOBpEMEHHO. B ompeneneHHBIX CHUTyalUsX 3TO IO3BOJSET
3aIIUTUTBCS OT aTaKh «TPOSTHCKOIO KOHS» — HaIlpUMep, MOJb30BATENI0 MOXKHO 3alpeTUTh
OJTHOBPEMEHHO OCYIIECTBIISATh JOCTYH K IICHHOW HH(OpMalMM M 3amycKaTh «HEIOBEPEHHBIC
IpOTpaMMBbl, BHECEHHbIE B CHCTEMY JPYTrUMHU I[OJIb30BaTeNsAMU. lIpaBuibHO mOH0OpaHHBIC
OrpaHMYEHUs Ha OJIHOBPEMEHHOE HCIOJIb30BAHHME POJICH MO3BOJIAIOT peain30BaTh KOHTPOJb 3a
MH(OPMALIMOHHBIMM TOTOKaMH, YTO BOOOIIE - TO XapakTEepHO JUIsi MaHAATHBIX MoOJelen
0€30IacHOCTH.

3. KonuuecTBeHHbIE OrpaHUYEHUS NPU HA3HAYEHUM POJIeH M IMOJIHOMOYHUH. DTa MOJEIb
MpeaHa3HauYeHa sl TeX CIy4aeB, KOrja pojib MOXET ObITh Ha3HAau€Ha TOJbKO OTPAaHUYCHHOMY
YHCIY MMOJb30BaTeNel, /WK MPEeA0CTaBIeHNE HEKOTOPHIX MOJIHOMOYUU JAOMYCKAETCS TOJNBKO IS
OTPaHUYECHHOTO YHCJIa POJIEH.

CMBICIT JaHHBIX YCIIOBUH COCTOMT W TOM, 4YTO Ojaromaps OTPaHHMYCHUIO KOJINYECTBA
MOJIb30BaTeNel, OCYIIECTBIAIOMIUX T€ WM WHBIE ONEpallH, CY)XAaeTcs KpYr JHUI, Ha KOTOPBIX
JIS)KUT OTBETCTBEHHOCTh 32 COBEPIIECHHE COOTBETCTBYIOUIMX jAelicTBuil. Hampumep, B cucreme He
JIOJKHO OBITH 00Jiee OJIHOTO aJMUHUCTPATOPA, UJIH, CKAXKEM, [IPaBO YHUUTOXKATh JOKYMEHThI MOXKET
OBITh HA3HAYCHO TOJILKO OJTHOM POJIH.

4. I'pynnupoBaHue posiei U NOJHOMOYUN. Poy ¥ MoaHOMOYMS, KOTOPBIE TOMOJIHSIOT
ApYT Ipyra, U Ha3HaY€HUE KOTOPBIX M0 OTJEIBHOCTH HE UMEET CMbICIIA, OObEIUHSIOTCS B TPYIIIIbI,
KOTOpBIE MOT'YT OBITh Ha3HAUEHBI TOJIBKO HETUKOM. J[J1s1 TOro BBOAATCS JONOJIHUTEIbHBIE TPaBUIIA,
B COOTBETCTBUHM C KOTOPBIMM JH00asi posib MOXKET ObITh Ha3HAuY€Ha IOJIb30BATENI0 TOJIBKO B TOM
cllydae, €CliM €My YK€ NPHCBOEH ONpEJeNeHHBIH HAaOOp poJIeH, a pojb MOXKET ObITh HaJelleHa
MOJTHOMOYMEM TOJIBKO TOT/Ia, KOT/Ia C Hell yke CBsI3aH OIpe/IeIeHHbIH Habop MOJIHOMOYNH.

BBenenue mnogoOHBIX OrpaHUYEHHMH YNPOIIAET AAMHUHUCTPUPOBAHHWE CHUCTEMBI B TeX
cllydasix, KOTJa IOJHOMOYMS JOJDKHBI MPEIOCTaBIATHCS ONpPENEIeHHbBIM HaObopoM, WIM KOraa
Ha3HA4€HHUE poJIeH [JOJDKHO IPOMU3BOJIUTCS B OIPENEIEHHOM nocienoBaTenpHocTH. Hampumep,
NPEOCTABIATh AOCTYI K HEKOTOPBHIM OOBEKTaM (CKa)XKeM JIMUHBIM KaTajloraM) UMEET CMBICT TOJBKO
Cpa3y U M0 YTEHHUIO U MO 3alKiCU. TUMHYHBIM MPUMEPOM IPYNIUPOBAHUS POJIEH SIBISIETCS CUTYyaIUs,
KOTJJa HEKOTOPHIi T0JIb30BaTelb, OCYIIECTBISIONINI PYKOBOJACTBO PaOOTON IPYTrUX MOJIb30BaTENEH,
JIOJDKeH o00JaiaTh TOJHOMOYMSMH, pPaBHBIMH COBOKYHNHOCTH TIIOJHOMOYHH BCEX CBOMX
MOAYMHEHHBIX, T.€. POJIb PYKOBOAUTEINS 00pa3yeT OJIHY IPYIMILy ¢ posiAMU ucnoigHurtenei. Cnexyer

OTMCTUTDB, YTO UCPAPXHUAL ponef/'l ABJISICTCA YaCTHBIM CIIy4YacM I'pyHIIHPOBAHUA pOHeﬁ M TTIOJTHOMOYHH.
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ITockonbKy Bce NMEpEUUCIIEHHbIE BapHaHThl OIPAaHUYEHUM, a TakXke JI00ble IpyrHe MOTyT
UCIOJIb30BATECS B Pa3IMYHBIX KOMOMHAIMAX, pOJieBask MOJEIb OYEHb JIETKO AJaNTUPYETCS JUIs
Ka)XJI0OrO KOHKPETHOI'O Ciydas, YTO SBJISIETCS €€ OCHOBHBIM IIPEUMYILECTBOM II€pe] APYTMMH
MojenssMu. PoseBas NOAMTHKA NpPEAOCTaBIACT IIUPOKMH IMPOCTOp I Pa3pabOTUMKOB CHCTEM
YIPaBICHUs. JOCTYIOM, - C OJHOM CTOPOHBI, HCIOJB30BAaHME MATPHUIBl IIPaB JOCTYIA MOMKET
IIPEBPATUTh €€ B PA3HOBUAHOCTH JUCKPELMOHHOW MOJEIH, HO, C JAPYIOM C TPOHBI, NPUMECHEHHE
KECTKUX IPABUII PACIIPEIECIICHUS POJIEH MEXAY CEaHCAaMU U ITOJIb30BATEISIMU, a TAK)KE MOJHOMOYNN
MEXIy POJSMM, IMO3BOJSAET IOCTPOUTH HA €€ OCHOBE IIOJHOLECHHYK0 HOPMATHUBHYIO IIOJIMTHUKY.
CnenoBaTenbHO, CBOWCTBA CHCTEMBI, IIOCTPOCHHOM B COOTBETCTBHHM C PpOJIEBOM MOJEIBIO,
ONPENEIAIOTCS UCKIOYUTEIBHO XapaKTepOM MCIOJIb3yEeMbIX OIPAaHUYEHUN U MOTYT HAXOAWUTHCS B
O4YEHb IIMPOKOM JHMama3oHEe, 4YTO HE TMO3BOJIET IIPOBECTH (hopMaTbHOE 0KAa3aTENIbCTBO
0€30I1acCHOCTH MOJIENH JUIsl OOLLETro Ciryyast.

IlogBonst wWTOrM CBOWMCTB POJIEBOM IOJUTUKHA  YHNPABIEHUS JOCTYNOM, CJEIyeT
KOHCTaTUpOBaTh, YTO B OTIMYMAE OT JPYIMX IOJUTHUK OHA IIPAaKTHYECKH HE TapaHTUPYeT
0€30mMacHOCTh C TIOMOINBI0 (POPMAIBHOTO JIOKA3aTEIbCTBA, a TOJNBKO OINpPENEseT XapakTep
OrpaHUYEHUi, coOM0/IeHNEe KOTOPBIX U CIIY>)KUT KpUTepueM 0e30macHOCTU cucTeMbl. Takoil moaxon
MIO3BOJISIET NOJTY4aTh MPOCThIE U MOHATHBIE IPAaBUIIa KOHTPOJIS AOCTYIA, KOTOPBIE JIETKO MOT'YT OBITh
IIPUMEHEHBI Ha MPAKTUKE, HO JIMIIAET CUCTEMY JI0Ka3aTelIbHON TeopeTuieckoi 0a3bpl. B HeKoTOpbIX
CUTYaLUsX 3TO OOCTOATENILCTBO 3aTPYAHSAET UCIOJIb30BaHUE POJIEBOM IOIUTUKH, OJHAKO, B JIIOOOM
cllyyae, ONEpUPOBaTh pOJSIMU Topa3fo yAoOHee, uYeM CyOBbeKTaMH, IOCKOJIbKY 3T0 OoJjee
COOTBETCTBYET PACHPOCTPAHEHHBIM TEXHOJIIOTUSIM 00pabOTKH MHGOPMAIUH, IPEyCMaTPUBAIO0 [IIUM
paszeneHue o0s3aHHOCTEN U chep OTBETCTBEHHOCTH MEXy Mojb30BaTessiMu. KpoMe Toro, posnesast
MOJINTUKA MOXET HCIOJIb30BaThCSl OJHOBPEMEHHO C APYTMMHU TOJMTHKaMHM O€3011aCHOCTH, KOrja
[IOJIHOMOYMSL pOJIEM, Ha3HA4YaeMbIX II0Jb30BATENAM, KOHTPOIUPYIOTCA IJUCKPELMOHHOM WIIU

MaHJAaTHOM MOJINTUKOM, YTO MTO3BOJISIET CTPOUTh MHOTOYPOBHEBBIE CXEMBI KOHTPOJISL JOCTYIIA.

4.2.15. BepossiTHOCTHBIE MOJIETN

Mogzen 3TOro THUNA HUCCIEAYIOT BEPOSATHOCTH IPEOJOJEHUS CHCTEMBI 3allUTHI 32
omnpejesieHHoe BpeMs. JIOCTOMHCTBO MojieNnell — 4MCIOBasi OLIEHKAa CTOMKOCTH CHUCTEMBI 3alllUTHI,
HEJ0CTaTOK — U3HAYaJIbHOE JOIMYIIEHUE TOT0, YTO CUCTEMA MOKET OBITh BCKPHITA.

32[,[[8.‘{8. MOZACIIN — MUHUMU3aIW IMMPCOJOJICHUA CUCTCMbI 3allIUTHI.

Hrposas monens

118



119

Mopenb cTpouTcs MO CAEAYIIIEeMY NpHHIMIY. Pa3paboTuumk co3maeT mepBOHAYATbHBIN
BapuaHT CHUCTCMbI 3allHUTHI. ITocie 3TO 3JIOYMBIIIJICHHUK HAYMWHACT €T0 MPCOJ0JICBATh. Ecmu
MOMEHTY BpeMeHH T, B KOTOPBIA 3I0YMBINIJICHHUK TIPEOI0JIE] CUCTEMY 3alllUThI, y pa3paboTurka He
OyZeT HOBOTO BapuaHTa CHCTEMa 3allluThl — peoaosieHa. Eciu Het, To nporecce mpogomxkaercs. T. e.

MO,Z[CJ'IB OIMHMCBIBACT IPOLUECCC 3BOJTOIHUN CUCTEMBI 3allIUTHI B TCUCHUH BPCMCHU.

MO,I[GJ'IB CHCTEMBI 0€30IMaCHOCTH C IOJIHBIM NEPECKPBITUEM

B nmanHOii Mojenu TOYHO ompenensercs Kaxkaas o0nacTe, TpeOyromas —3alluThl,
OLIEHUBAIOTCS CPEACTBa oOecredeHus 0e30nacHoCcTr, uX 3()(HEKTUBHOCTh M BKIAA B oOecrieueHue
0e30macHOCTH BO Bceil BbIUMCIMTENBbHOM cucteme. C KaxabpiM 00bekToM O, TpeOyIOUIMM 3allUThl,
CBSI3bIBAETCS] HEKOTOPOE MHOXKECTBO JEHCTBHI, K KOTOPBIM MOXET NMPHOerarh 3JI0yMBIIIJICHHUK IS
MOJIyYCHHUsI HECAHKIMOHUPOBAHHOTO J0CTyma K 00bekTy. OCHOBHOHM XapaKTepHUCTUKON Habopa
yrpo3 T sBiIs€TCS BEPOATHOCTH IOSBICHUS KaKIOTO U3 3JI0YMBILUICHHBIX JEHCTBUNA. B peanbHON

CUCTCMC 3THU BCPOATHOCTHU MOKHO BBIYUCIIUTD C OrpaHH‘{eHHOﬁ CTCIICHBIO TOYHOCTH.

b a1
b -ty
by B
L e

Puc. 4.7. MHOXeCTBO OTHOIIEHU 0OBEKT-yrpo3a

MHOXeCTBO OTHOLICHHI 00BEKT-yrpo3a 00pa3yoT IBYXI0NbHbII rpad, B KoTopoM pedpo <ti
0J> CyIIeCTBYET TOT/Ia ¥ TOJIBKO Toraa, korna ti (VtieT) sBisiercst cpeicTBOM MOJTyYCHHUs IOCTYIa K
o0obekty 0i (V0i€O). CBsa3p Mexay OOBEKTAaMH M yrpo3amMu Tuma "OJWH KO MHOTMM", T.e. OJHA
yrpo3a MOXET PacHpOCTPaHATHCA Ha J000€ YHCIO OOBEKTOB M OOBEKT MOXKET OBITh YSI3BHUM CO
CTOPOHBI OoJiee YeM OJHOM yrposbl. Llenb 3amuThl COCTOUT B TOM, YTOOBI IEPEKPBITH KaKA0e peOpo
rpada u BO3ABUTHYTH Oapbep AJis JOCTYIIA [0 3TOMY IyTH.

3aBepmraer MojAeNb TpPeTHUH HAOOp, BKIIOYAIONINN cpeacTBa Oe3omacHOCTH M, KOTOpbie
UCTIONIB3YIOTCSL JUTS 3allMThl MH(OpMAaMU B BBIYMCIUTENBHOW cHucTeme. MneanpHo Kakmoe MK
(VmkeM) nomkHO ycTpaHSITh HEKOTOpoe pedpo <ti 0j> u3 rpada Ha prucynke. Habop M cpencts
obecnieueHnsi OE€30MACHOCTH TpeoOpa3dyeT ABYXIOJNBbHBIA rpad B TpexmoibHbld rpad. B

3allIMIIeHHOI cucTeMe Bce pedpa mpencraBistorcs B Buae <ti mk> u <mk oj>. JlroGoe pedpo B
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dopme <ti 0> ompenmensier He3aIMUIIEHHBIH 00BEKT. OAHO M TO K€ CPEACTBO OOeCIeUeHUs
0€30MMacHOCTH MOKET MEePEKPhIBATh OOJIee OMHON yrpo3bl U (WIIK) 3alIMIIATh 00JIee OAHOTO 00BEKTA.
OtcytctBue pebpa <ti 0j> He rapaHTUPYET IMOJIHOTO oOecreueHHs] 0e30MacHOCTH (XOTs Halu4ue
Takoro peOpa JaeT MOTCHUUAIBHYID BO3MOXHOCTh HECAaHKIIMOHUPOBAHHOTO JOCTyHa 3a

UCKJIFOYCHUEM CITy4asi, KOT/Ia BEPOSATHOCTh MOsBIICHHS ti paBHA HYITIO).

[ToHsITHE CUCTEMBI C TIOJTHBIM NIEPEKPHITHEM

Cucrema C MOJIHBIM NEPEKPHITHEM — CHCTEMa B KOTOPOM HMMEIOTCS CPEACTBA 3allIMTHI Ha
KaXXIbl MyTh IPOHUKHOBEHUA [ 1].

IlycTs:

T — nabop yrpos;

O — Habop 3amuInaeMpIx 00BEKTOB;

M — mabop cpencTB obecnieueHus 6€30MaCHOCTH;

V — Habop yI3BUMBIX MeCT — oToOpaxkenne TxO Ha Habop ymopspouenusix map V = {t; ,0};,
MIPEJICTABIISAIONINX COOO0M IMyTH MPOHUKHOBEHUS B CHCTEMY;

B — Habop 6aprepoB — orobpaxenne TxOxM wimm VxM Ha Habop ynopsiioueHHBIX Tpoek {f;
0j Mk}, IPECTABIAIOMIMX COO0M TOUKHU, B KOTOPBIX TPEOYETCs OCYLIECTBUTD 3ALIUTY.

Ecmu {tj 0;} € V mpenycmarpusaer {tj 0 m}eB, 1o j " OGBEKT 3AIUIICH.

OCHOBHOE MPEUMYUIECTBO JTaHHOI'O THUIA MOJEJEH COCTOMT B BO3MOXHOCTH YHUCJIEHHOTO
MOJTYYEHUSI OLIEHKW CTETEeHW HAaJeKHOCTH CHUCTEMbI 3amuThl WHMOpMaiuu. JlaHHBI MeTOon He
cnenuUIMpyeT HEMOCPEICTBEHHO MOJENIb CHCTEMBbl 3alllUThl WHMOpPMAIMK, a MOXKET

HCIOJIb30BaTHCS TOMBKO B COYETAHUU C IPYTUMU THIIAMH MOJIETIEH cCcTeM 3alluThl HHPOPMAIUH.
4.2.16. NudopmarmoHHbIe MOEIH

[ToTokOBBIE MOIENH OMPEACNsIOT OTPAaHUYEHHUS Ha OTHOILIEHHE BBOAA/BBIBOJA CHUCTEMBI,
KOTOpbIE JOCTATOYHBI [JIsl peaju3aliy CUCTeMbl. JlaHHBIE MOJENM SIBISIOTCS PE3yJIbTaTOM
MIPUMEHEHHUs IIIEHHOHOBCKOW Teopuu WHPOpMAIHK K Tpodieme Oe3omacHOCTH cucteM. K maHHbIM

MOACITAM OTHOCATCA MOACIIN HEBMECIIATCIILCTBA U HEBBIBOAHMMOCTH.
MOI[CJ'IL HEBMCIIATCJIIBCTBA

HesMmemarenscTBO — OrpaHUYCHHUEC, IIPHU KOTOPOM BBOJ] BBICOKOYPOBHETO ITOJIB30BATECIA HE

MOKCT CMCIIMBATLCA C BbIXOAOM HHU3KOYPOBHETO II0JIb30BATCIIA. Mogens HeBMeELIaTeIbCTBA
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paccMaTpuBaeT CHUCTEMY, KaK COCTOSIIYI0 M3 YeThIpeX OOBEKTOB: BBICOKHI BBOJ, HU3KHI BBOJ,
BBICOKHM BBIBOJI, HU3KHUM BBIBO/I.

PaccmoTpuMm cucteMy, BBIBOJ KOTOpPOW IOJIb30BATeN0 U ompexaeicH ¢yHkiueir out(u,
hist.read(u)), rae hist.read(u) — ucropus BBoaa cucremsi (traces), ueii mocsaeaauii BBo Obu1 read(u) -
KOMaHJa 4YTEHHs, MHCIIOJIHEHHAas Tmojb30oBareneM U. be3zomacHOCTh ompeneneHa B TepMHUHAX
ouuieHus (Purge) uctopuit BBoJIa, rae purge yaaisier KoMaHAbl, UCIIOJTHEHHBIE M0JIb30BaTENeM, Ye
YpOBEHb OE30MMACHOCTH HE JOMUHUPYET HAJl yPOBHEM 0€301acHOCTH U.

Jlyia ompesieNieHHbIX CUCTEM, MOJIEb HEBMEIIATEIbCTBA OCOOEHHO XOpoIla B TOM, UYTO €CIIU
MOCNIEZIOBATENBHOCTh BXOAa X HE CMEIIMBAeTCA C MOCIeI0BaTeIbHOCThI0 BbiBOJa Y, U X
HE3aBUCHMa OT BBOJA Apyrux mosb3oBateneit, To 1(X, ¥)=0, rae 1(X, ¥) — B3aumuas migs X u Y

uHpOpMaHs.

Mojenab HEBBIBOAUMOCTHU

Mogens HEBBIBOAMMOCTH BBIpRXKaeTCsl B TEPMHUHAX IIOJb30BaTeNeld W WHQPOpMALNH,
CBSI3aHHBIX C OJJHUM U3 JBYX BO3MOKHBIX YPOBHEH CEKPETHOCTH (BBICOKUN M HU3KHMA).

Cuctema cuMTaeTcsi HEBBIBOAMMO O€30M1aCHOM, €CJIM IOJIb30BaTeNId C HHU3KUM YPOBHEM
0€30MacHOCTH HE MOTYT MOJIY4NUTh MH(OPMANNIO C BHICOKMM YPOBHEM O€30IIaCHOCTH B PE3yJIbTaTe
TOOBIX JIEHCTBHIA TIOJIH30BATENICH C BHICOKMM YpOBHEM Oe3omacHocTH. T.e. yreuka nHpopManuu He
MOXET MPOU30UTU B PE3yIbTAaTE MOCBIIKA BBICOKOYPOBHEBBIMU IOJIb30BATEIIAMU HU3KOYPOBHEBBIM
M0JIb30BaTENSIM BEICOKOYPOBHEBOW MH(pOpMAaLIUH.

Takoe omnpenenenue npenycMaTpuBaeT HECHOCOOHOCTh HU3KOYPOBHEBBIX MOJIB30BAaTEICH K
HCIOJIb30BaHUIO JTOCTYITHOW UM MH(pOpMaIUU JJIs OJy4YeHHUs! BBICOKOYPOBHEBOM MH(OpManuu, HO
HE€  3allMIIACT  BBICOKOYPOBHEBBIX  IIOJB30BATENIEd  OT  IPOCMOTpPAa  HU3KOYPOBHEBBIMHU
nojib3oBareasiMu. OHO POCTO TpedyeT, YTOOBl HU3KOYPOBHEBbIE MOJIH30BATENN HE OBIIN CIIOCOOHBI

HCIOJIb30BaTh AOCTYIHYIO UM HHQOPMAIIUIO JJIs IOJTYyYEHHs BBICOKOYPOBHEBOW MH(pOpMaLIUU.

4.3 Moaenu KOHTpOJIsI IETOCTHOCTH

4.3.1. Monens buba

MaHpaaTHas MOJIENb LIEJIOCTHOCTH buba
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JlaHHYI0 MOJIeTIb 4acTO HAa3bIBAIOT MHBepcuer Mmojenu bena — Jlamanyna u ciaegoBaTenbHO
OCHOBHBIE IIPABWJIA TOM MOJEIM IIPOCTO IepeBOpadyMBarOT mpaswia Mozenu bena — Jlanapyna:
NRU— «net urenust canzy(NRD)» u NRD— «uet 3anucu HaBepx(NWU)».

ITpaBuno NRD omnpuaensiercst kak 3anper cyObeKTaMu Ha YTeHHe WH(OpMAIMK U3 00BEKTa C
O0onee HM3kUM ypoBHeM IienoctHOCTH. [IpaBumo NWUomnpenensercs kak 3ampeT cyObeKTaM Ha
3anuch HH(pOpMaLUU B 00BEKT € 00Jiee BBICOKUM YPOBHEM LIETOCTHOCTH.

OnHUM U3 IPEUMYIIECTB 3TOM MOAETH SBJISIETCS TO, YTO OHA YHACJIEI0Bajla MHOTHE Ba)KHBIC
xapakrtepuctuku bJIM, BKilto4ast ee IpoCTOTY M MUHTYUTUBHOCTh. DTO 3HAYHT, YTO MPOSKTUPOBIINKU
pEAbHBIX CHUCTEM MOTYT JIETKO MOHSATh CYTh ATHX MpPaBWJI U HCIOJB30BaTh WX MJS HPUHATHUSA
pelieHuid npu npoekTupoBaHuu. Kpome Toro, mockoyibky MaHjaaTHas MoJienb lLiejJocTHocTH buba,
noao0Ho bJIM, ocHOoBaHa Ha IPOCTOM MepapXuu, €€ JErKo OOBICHUTH U U300pa3UTh MOJIH30BATEISIM
CHCTEMBI.

C npyroif CTOpOHBI, MOJIETIb MPEACTABISET COOON OYEBHIHOE MPOTUBOPEUHE C MPaBUIAMHU
NRU u NWD. D10 3HauuT, 4TO €ciau HeoOXOIUMO MOCTPOUTH CHCTEMY, KOTOpas MpeaoTBpaliact
YIpO3bl, KAK CEKPETHOCTH, TAaK U IEIIOCTHOCTH, TO OJHOBPEMEHHOE HCIIOJIb30BaHHUE MTPABUIT MOJETICH
BbJIM u buba MoeT npuBecTH K CUTYyallud, B KOTOPOW YpOBHU O€30MaCHOCTH U LIEJIOCTHOCTH OyAyT

HCIIOJIb30BAThCA ITPOTHBOIIOJIOKHBIMU croco0amu.

Mosienb NOHMKEHUSI YPOBHS CyOBbEKTa

Bropas moznens buba 3akmtouaercs B HEOOIbIIOM OCIa0JEHUH IPABUIIA YTEHUSI CHU3Y.

35ech CyObEKTY pa3peliaeTcst OCyIECTBISATh YTEHUE CHU3Y, HO B PE3yJIbTaTe TAKOI'O YTCHHUS
YPOBEHb LIEJIOCTHOCTH CYOBEKTa MOHMKAETCS IO YPOBHS LEIIOCTHOCTU 00BbeKTa. B 3TOi Monenu, He
HaKJIaJAbIBAa€TCA HH KaKuX OFpaHI/I‘IGHI/Iﬁ Ha TO, 4YTO MOXET IPOUYNUTATh CY6’BGKT, U OHa

nmoapasyMeBacT MOHOTOHHOC U3MCHCHHC ypOBHefI OCJIOCTHOCTH.

Mogenp IOHMKEHUS YPOBHA 00BeKTa

[Tocnennsisi monens buba peammsyercss B ociiabieHUM TpaBWiIa 3amycyd HaBepx. Mojeib
paspeliaeT CcoBeplIaTh 3alldCh HaBepX, HO B pe3ylbTare, YpPOBEHb MEJIOCTHOCTH OOBEKTa
MTOHIKAGTCS JIO YPOBHSI IIEJIOCTHOCTH CyOBEKTa, OCYIIECTBISIONIETO 3aMiCh. B 3T0i Moaenu Takxke,
HC HAKJIaAbIBACTCA HU KAKUX OFpaHI/I‘IeHI/Iﬁ Ha TO, YTO MOXKET MMPOYNUTATh WX 3alIUCaATh Cy6T)eKT, OHa
TaKKe TOoJIpa3yMeBaeT MOHOTOHHOE M3MEHEHWE YPOBHEW IEIOCTHOCTH U HE COACPKHUT HU KaKHX

MCXAaHU3MOB JJIs1 ITOBBIIICHUA YPOBHSA HCJIOCTHOCTU 00BEKTA.
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B mpaktuyeckoMm npuMeHeHMH Mojenb buba CIMIIKOM CHIBHO TMOJaraeTcsi Ha TOHSTHE
JOBEPEHHBIX TpoIieccoB. To ecTh, mpobdiaemMa HEOOXOAUMOCTH CO3/IaHUS JOBEPCHHBIX MPOIIECCOB IS
MOBBIIICHUS WJIM TIOHMXKCHHS IIEJIOCTHOCTH CYOBEKTOB WJIH OOBEKTOB SIBISETCS BEChbMa
cyuiectBeHHOU. CreyeT OTMETUTh TOT (aKT, YTO JaHHAasi MOJIEJIb HE MPeyCMaTPUBACT MEXaHU3MOB

IMOBBIIICHUA LEJIOCTHOCTH, YTO BEACT K MOHOTOHHOMY CHUXCHHIO LEJIOCTHOCTU CUCTEMBIL.

4.3.2. Mopaens Kiapka—Buicona

Ota Mozaenb Obuta co3maHa B 1987r Knapkom u Busiconom. Ee cozmanuio crocoOcTBOBal
aHaJM3 METOAOB YIPABJICHUS KOMMEPUECKUMH OPraHH3alMsIMU IEJIOCTHOCTBIO CBOMX OYMasKHBIX
pECYpPCOB B HEABTOMAaTU3UPOBAaHHOM Ouce.

BBenem HekoTOpble 0003HAUEHUS:

D — KoHEeUHOE MHOXECTBO JIaHHBIX;

CDI — orpanuueHHBIC AIEMEHTHI JaHHBIX;

UDI — HeorpanudeHHBbIC 3JIEMEHTHI IAHHBIX,

[Tpuyem: D = CDI LU UDI, CDI n UDI= <.

CyOBeKTsl BKJIIOYEHBI B MOJEIb KaK MHOXECTBO KOMIIOHEHT, MHUIMMPYIOLIHE MPOLELYPbI
npeodpasoBanust (IIII) — isroOble HeHyseBbIE IOCIENOBATEIBHOCTU 3JIEMEHTAPHBIX JEHCTBUIA
(3memMeHTapHOE JEHCTBUE - IEPEXO0Jl COCTOSHUS, BbI3bIBAIOIINN U3MEHEHUSI HEKOTOPBIX 3JIEMEHTOB
nanHbIxX). [1I1 MoryT ObITH NpeacTaBiIeHbl B BUAE (YHKIIMH, CTAaBSIIUX B COOTBETCTBUE CYOBEKT U
3JIEMEHT JAHHBIX C HOBBIM 3JIEMEHTOM JAaHHBIX cieayromum oopaszom: [1I1: cyosextsr XD —D.

[IIT — nelcTBUS, KOTOpBIE BBHIMOJHSIOT CYOBEKTHl (CIIOCOOHBIE M3MEHUTH OIpE/EICHHbIE
JaHHBIE) HAJl TaHHBIMH.

VY naHHOUN MOJENH, KaKk U y JPYTHX MOJIENEN, CyLIECTBYIOT CBOM MpaBuia. PaccMoTpuM ux.

[IpaBmiiol: B cucreme HOKHBI MMETbCA MpoLenyphl yTBepxaeHus uenoctHoctu ( IVP
(ITpumep-mipoBepka KOHTPOJIBHOW CyMMBI) — yTBepkaaroT, uyto nanHeii CDI nMeer mammexammii
YPOBEHb IIEJIOCTHOCTH, yTBeprkaatomue oo CDI.

ITpaBuno2: npumenenue iroodoro I1I1 k modomy CDI nomkHO coxpansaTs neiaoctHocTs CDI.

[TpaBwmito3: Tosbko I mokeT BHOCHTH n3MeHeHus B CDI.

[IpaBmio4: cyObeKThl MOTYT HHUIIMHPOBATh TOJIbKO onpenenennble [1I1 Hag onpeneneHHbIMU
CDL.

[IpaBu0S: COOTBETCTBYIOIIAs TMOJMTHKA B OTHOLICHUM pa3JeleHusi 00s3aHHOCTEH
cyobekToB. T.e. KOMIBIOTEpPHAs CHUCTEMa ONpENeNseT TaKylo IOJIUTHKY, 4TOObI HE MO3BOJIUTh
cyobektam m3MeHaTh CDI 6e3 coOTBETCTBYIOIIETO BOBICYSHHS APYTUX CYOHEKTOB.

IIpaBuio 6: HekoTopele cnennanbHbie TP moryT npespamats UDI B CDI.
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Oto mnpaBwio mo3BojisieT ompeaeneHHbM [II1 momywarr wHa Bxom UDI u mocne
COOTBETCTBYIOIIETO MOBBIIICHHS IIETOCTHOCTH BbIIaBaTh Ha Bbixojae CDI.

[IpaBuno 7: xaxaoe npumeHenne CDI nomkHo peructpupoBarbes B cnenmansHoM CDI, B
KOTOPBIM MOXET MPOU3BOAUTHCS TOJNBKO J00aBieHHE UHGOpPMALUU, [JOCTaTOUYHOM  AJis
BOCCTAHOBJICHHSI KapTUHBI O mpoiecce padorsl 3toro CDIl.  T.e. mpumeHeHue crnenuasbHOrO
PETUCTPAIIMOHHOTO KypHAaJa.

[IpaBumiio 8: cuctema Jo/HA paclio3HaBaTh CyOBbEKTHI, MblTatolast MHULHanu3uposats I111.

DTO MpaBUJIO OMpPENEsieT MEXaHU3Mbl MPEJOTBPAIICHUS aTaK, P KOTOPBIX OJUH CYOBEKT
MIBITAETCS BbIIATh ceOs 3a IPYroro.

[TpaBwiio 9: cucrema JOJDKHA pa3peniaTh MPOW3BOAUTH U3MEHEHHUS B CIIMCKAaX aBTOPU3AINU
TOJIBKO CIEIUAIBHBIM CYOBEKTaM.

JlaHHbIE TIpaBHUIIa OMPEICISAIOT KaK MOXKET OBITh MPOBEpEHa IEIOCTHOCTh KaK U KeM MOTYT
u3mensrca CDI, u kak UDI moryt ObiTh nipeBparienst BCDI. T.e. 31eck npoucxoauT oTciaeKuBaHue
BCEX M3MEHEHUH U TEX, KTO IMBITACTCS BHECTH ITH H3MCHCHHSI.

[IpenmyIiecTBO MOJETH B TOM, YTO OHA OCHOBaHA HA NMPOBEPEHHBIX BPEMEHEM OW3HEC —
METOJIOB oOpaileHnu ¢ OyMaxHbIMU pecypcamu. HemoctaTkoM sBIsSeTCS TPYIAHOCTh pealln3aluu
VIP u meronoB npenorpamieans CDI oT nckaxeHus 1eI0CTHOCTH.

OCHOBHBIM TPEUMYIIIECTBOM JIAaHHOW MOJIENHM SBJSIETCS TO, YTO OHAa OCHOBaHAa Ha
MIPOBEPEHHBIX BPEMEHEM OW3HEC MeToiax oOpaleHusi ¢ OymaxkHbIMU pecypcamu. [loaromy ee He
clieqyeT paccMaTpuBaTh KaK aKaJeMHYecKoe UCCIeJOBaHHE, a CKopee KaK KOMILJIEKC
CyHIeCTBYIOMUX MeTonoB. Mogens Knapka—Buicona Takxke NpeaocTaBisieT HCCIEI0BATENsIM
METOJIbI PabOTBI C TIENIOCTHOCTBIO, OTIMYHBIC OT TPAJAUIMOHHBIX YPOBHE - OPHUCHTHPOBAHHBIX
MOAXO/0B, TaKuX Kak Mojenu benna—Jlanagyna u buGa.

OCHOBHBIM HEZOCTATKOM MojenH siBhsieTcs To, uto VP u meroas! nmpenorspamienus CDI ot

HCKaKCHUS LHECJIOCTHOCTH HCJICTKO PCAJIN30BATh B PCAJIbHBIX KOMIIBIOTCPHBIX CUCTEMAX.

4.4. MexaHu3M 3alIUTHI OT YIPO3bl OTKa3a B 00CITyKUBaHUU

4.4.1. MangaTtHas MOJI€ENb

MaHnaTHast MOJIeTh BKJTIOUAET B Ce0s MHOTHE XapakTepucTHKU mMojeneit benna—Jlanagyna u
buba.

CyObeKkTaM CHUCTEMBI COOTBETCTBYIOT IPUOPHUTETHI, KOTOPBIE MOTYT OBITh OAMHAKOBBI, HIKE
WJIU BBIIIE TI0 CPABHEHHUIO C MPUOPUTETOM JOOOTO Npyroro cyonekra. OOBEKTaM COOTBETCTBYIOT

CTETIEHU KPUTUYHOCTH, HMMEIOIIHME aHAJIOTHMUYHYI0 HEepapXUyecKyro CTpyKTypy. CyOBEKT MOKET
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TpeOOBaTh YCIYTy y BBIYUCIUTENBbHOM CHCTEMBI, 3ampammBas JOCTYyll K OOBEKTaM CHCTEMBI.
['oBopsIT, 4TO CYyOBEKT MOyYaeT OTKA3 B OOCITY)KHBaHHUH, €CIIM €T0 3alpoC 3aperuCTPUPOBAH, HO HE
YAOBJIETBOPEH B TeueHue cooTBeTcTByOmEero MWT (MakcumaabHOE BpeMs OKUJIaHUSA).

PaccmoTpum npaBuiia, ONUCHIBAIOIINE ATY MOJIEINb.

1. IlpaBuno «Hukakux oTka3oB BBepx» (NDU): HuM kakuM oObeKkTaM C 0ojiee HU3KUM
MPUOPUTETOM HE TMIO3BOJICHO OTKa3blBaTh B OOCITYXMBAaHUM CyOBEKTaM ¢ 0oyiee BBICOKUMU
npuopureraMd. Ho HEKOTOpBIM CyObeKTaM C 0Oojiee BBICOKHM NPHOPUTETOM (HAIpUMED
aJIMMHHCTPATOPY) JOJHKHA MPEIOCTABISATHCS BO3MOKHOCTh OTKAa3bIBaTh B OOCIY)KMBaHUH 00BEKTaM
c 0oJiee HU3KUM NPUOPUTETOM, €CITU MEPBHIE TOTO KENAIoT.

2. IlpaBuno NDU(C) — o6oo0mienne NDU: cyObekThl ¢ Oojiee HH3KUM IPUOPHUTETOM HE
JOJDKHBI MIPETSATCTBOBATh 3alpocaM yCIyr CYOBEKTOB ¢ 0o0jiee BBICOKUMHU TPUOPUTETAMH,
MIPOM3BOJIMMBIX uYepe3 OOBEKThl M3 KOHKpeTHoro MHoxkecTBa C. Yciyru, mpenocTaBisieMble s
00BEKTOB, HaxoasAMXcs B C, HUKOTIa HE TOJKHBI yCTapeBaTh.

['maBHOE MPEUMYIIECTBO ATHX MPABHI — BBEJICHUE MOHATHUS MpuoputeTa. HepocraTtok — 3tn

ImpaBujia UMCHOT CMBICI AJId CUCTEM C HECKOJIbKMMHA IMTPUOPUTCTAMU.

4.4.2. Monens MuiieHa — MOJieNb paclpeesIeHHs peECYPCOB

B ocHOBe Monenu NeXUT UAes O TOM, YTO ISl BHIOJHEHHS HY)KHOTO 33JaHUsl CyObEKTaM
HEOOXO/MMBI OIpe/ielIeHHble BPEMEHHbIE U MPOCTPaHCTBEHHbIE TpeOoBaHMsA K pecypcaMm. OTka3
MIPOUCXOJUT TOJBKO B TOM CIIy4ae, € pacupezesieHre MPOCTPAHCTBA U BPEMEHU ISl HEKOTOPOTO
mporecca He OTBEYaeT COOTBETCTBYIOIIUM TPEOOBAHUSM.

BBenem HekoTOpble 0003HAYEHMUS:

P - MHO€CTBO aKTHBHBIX IIPOLIECCOB;

R - MHOeCTBO MAaCCUBHBIX PECYPCOB;

C — mekoTopas ¢uKcHpoBaHHAs rpaHuia (0003HAYaeT MAKCHMAIBLHOE YWCIIO SAMHHUI] JIIS
BCEX TUIIOB PECYPCOB);

A, — BEKTOp pacHpelielieHusl — 4YHUCIIO €AMHMI[ Pecypca, BBIACIEHHBIX Ul Ipolecca p B
HEKOTOPOM COCTOSIHHM;

CPU — pecypc, ucnonb3dyembiid st GOpMHpOBaHHUS WHGOPMAIIMK O TOM SIBJISETCS JIH
nporecc TekymuM win 3acteiBImM. Ecim A (CPU) =1, To nctuHHBIM sBisieTcs running(p), ecmu
A,(CPU) =0, To - asleep(p);

Sgp — BEKTOp MPOCTPAHCTBEHHBIX TpPeOOBAaHUII - 4YMCIO EAMHUIl KaXIOro pecypca,

BBIJICJICHHBIX ITPOLCCCOM P JJISA BBIITOJTHCHUA HGO6XOHI/IMOFO 3aIaHUA B HCKOTOPOM COCTOSIHHH,
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T(p) — byHKIMS, MOKA3BIBAIOIAS KOT/IA B MOCIAEAHUN pa3 U3MEHUIIUCH Yachl JIJIs TIpoIiecca, ¢
IEJIBI0 OTPAKEHHS PEATLHOTO BPEMEHH;

'Qp - BeKTOp BpeMeHHBIX TpeGOBaHUil — 06BEM BPEMEHH, HEOOXOIMMOTO KakIOMy PECYPCY
[poIiecca p sl BBITOJHEHHUS pabOThI.

Jlanee npeacTaBuM BOCEMb MPaBHJII, HEOOXOJUMBIX ISl OITUCAHHUS MOJICITH.

1. CymMma enuHUIl BBIICTICHHBIX PECYpPCOB ISl BCEX MPOIECCOB U3 P omkHA ObITh MEHBIIIE
cucreMHoi rpanunsl C, T.e. S Ap < C.

2. Texymiye npoIecchl JODKHBI UMETh HYJIEBBIE IPOCTPAHCTBEHHbBIE TPeOOBaHUS, T.€.

If running(p) then °Q, = 0.

3. B HEKOTOpOM COCTOSIHHUH TPOIECC SIBSICTCS TEKYIIUM M OCTaeTCs TEKYIIUM H B
cremyiomeM coctosHum, T. ¢. If running(p) and running(p)* then A, '= A, .

4. Yacsl mporecca U3MEHSIOTCS ToIbKo ¢ m3MenenueM CPU, t.e. if A, (CPU)! = A, (CPU),
then T(p)' = T(p).

5. Hacel mporecca U3MEHSIOTCS TOJIBKO JIJIsl TOTO, YTOOBI OTPA3UTh YBEIHUYCHHE BO BPEMEHH,
1. e. if A, (CPU)! # A, (CPU) then T(p)' > T(p).

6. IlpocTpaHcTBeHHbIC TPEOOBaHMS YCTAHABIMBAIOTCS JJIS 3aCTBIBIIMX IPOIECCOB, T.c. If
asleep(p) then °Q,' =°Q, + A, - A, .

7. Bpemennble TpeOOBaHUS /sl 3aCTHIBIIMX MPOIECCOB HE YCTaHABIMBAIOTCA, T.e. If
asleep(p) then 'Q," = 'Q,.

8. Tlepexo/l B pe3ysibTaTe KOTOPBIX MPOIECC OCTAHABIMBACTCS, TIEPEPACTIPEACIISIOT TOIBKO

pecypcst CPU, T.e. If running(p) and asleep (p)* then A, '= A, - CPU.
5. OcHoBHbIe KpuTepuu 3amuineHHoctu AC. Kiaccsl 3alUIeHHOCTH

5.1. Cranpmapt oneHkr 6e30macHOCTH KOMITbIOTepHBIX cucteM TCSEC

(«OpankeBasi KHUTa»)

"Kpurepun onenku Oe3zomacHocTH KommbloTepHbIX cuctem" (Trusted Computer System
Evaluation Criteria - TCSEC) [8], nonyuuBmue nedpopmaibroe "OpamxeBas KHura" (1Mo IBETY
O0JIOXKKHM TEepBOHAYAILHOTO H3JIaHMs), ObUIM pa3paboTaHbl M OMyONIMKOBaHBl MHHHCTEPCTBOM
oboponsl CHIA B 1983r. ¢ menbio omnpexneneHus TpeOoBaHMN O€30MACHOCTH, MPEABSBISAEMBIX K
anmapaTHOMy, TpPOTPAaMMHOMY ¥ CHEIMAbHOMY MpPOrpaMMHOMY U HH(OPMAIHOHHOMY
00ECTIeUeHNI0 KOMITBIOTEPHBIX CHCTEM, M BBIPAOOTKH METOAOJOTHU W TEXHOJOTHU aHalln3a
CTENEHHU TOJICP)KKH MOJIUTUKUA 0€30MaCHOCTH B KOMIIBIOTEPHBIX CHCTEMaX B OCHOBHOM BOEHHOTO

Ha3Ha4YCHUA.
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"OpanxkeBasi KHHUTA" TIOSCHSCET TIOHATHE OE30MacHOM CHCTEMBI, KOTOpas YIpaBIISCT,
MOCPEACTBOM COOTBETCTBYIOIIMX CPEJCTB, JOCTYIIOM K WHGOPMAIUHU, TaK YTO TOJIBKO TOJIKHBIM
o0pa3oM aBTOPU3OBAHHBIC JHUIA WM TPOIECCHI, NEHCTBYIONINE OT MX HMMEHH, MOJYYAlOT IMPaBO
YuTaTh, MHCATh, CO3JaBaTh M yJalsITh HHPopManuioo. OueBHIHO, OJHAKO, YTO abCOIIOTHO
0e30macHbIX CHCTEM HE CYIIECTBYET, YTO 3TO aOcTpakius. JIroOyr cucteMy MOXKHO "B3lomaTth',
€CJIM pacrojiararb JIOCTaTOYHO OOJBIIMMU MAaTE€pUaIbHBIMU W BpPEMEHHBIMU pecypcamu. EcTb

CMBICJI OLIEHUBATh JIMIIb CTEIIEHb JOBEPUS, KOTOPOE Pa3yMHO OKa3aTh TOW WJIM MHOU CUCTEME

O6mas crpykrypa TpedoBanuit TCSEC

B «OpanxeBoi KHUre» MPEeUI0KEHbl TPU KaTeropuu TpeOoBaHUM O€3011aCHOCTH: MOJIUTHKA
0€30I1acHOCTH, ayAHT M KOPPEKTHOCTh, B paMKax KOTOPBIX C(HOPMYIHPOBAHBI IIECTh 0Aa30BBIX
TpeboBanuil Ge3omacHocTH. llepBble ueTbipe TpeOOBaHMS HANpaBIEHbl HEMOCPEICTBEHHO Ha
obecrieueHre 0e30MacHOCTH MHGOpPMAIMU, a JBa MOCIEJHUX - Ha KAa4eCTBO CPEICTB 3aLIUTHI.

PaccmoTpum 31 TpeOoBaHuUs 1opoOHee.

TTonmutuka 6e30macHOCTH

TpeboBanue 1. [llonumuxa 6e3onacnocmu. CucremMa JAOKHA HOAAECPKHUBATH TOYHO
OIpeJIeJIEHHYIO TIOJIUTHUKY 0e30MmacHOCTH. BO3MOKHOCTE J1ocTyna cyObeKTOB K OOBEKTaM JOJKHA
OTIpEeIEIATHCS Ha OCHOBAaHUM UX MAEHTU(UKAMU U Habopa MpaBui yrnpaBieHUs AocTynoM. Tawm,
rje 3TO HeoO0XO0AMMO, JOJDKHA HCIOJIb30BAaThCSA MOJUTHKA MaHIATHOTO YIPAaBIEHHUS JIOCTYIIOM,
no3Bossitoras 3(h(heKTUBHO pean30BaTh pa3rpaHUYEeHHE JOCTYyNa K MHPOPMALUKU Pa3IMYHOTO YPOBHS

KOH(l)I/II[CHI_[I/IaJ]BHOCTI/I.

TpeboBanue 2. Memxu. C 00beKTaMU JODKHBI OBITH aCCOIMUPOBAHBI METKH O€301TacHOCTH,
UCTIONIb3yeMbIE B KaUeCTBE UCXOAHOM MHGOpMAIIUK IS TIPOLIEAyp KOHTPOIs Aoctymna. [ peanuzamu
MaHJATHOTO YIpaBIEHUS JJOCTYIIOM CHCTEMa JODKHA OOecrednBaTh BO3MOXKHOCTH IPHUCBAMBATH
KOKIOMY OOBEKTY METKY WJIM Ha0Op aTpuOyTOB, OMPENENSIONINX CTEeTIeHh KOHPHUICHIIMATBHOCTH (Tpud

CEKPETHOCTHN ) 00BEKTA U PEXKUMBI JJOCTYIIA K 3TOMY OOBEKTY.

TlogoTtueTHOCTH
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TpeboBanune 3. Hoewmucpuxayus u aymenmuguxayus. Bce CcyOBEKTHl ITODKHBI HWMETh
VHUKaIIbHBIE HIeHTH(UKATOpel. KOHTpOJb JOCTyma  JOMKEH OCYIIECTBISITECS HA OCHOBAaHUU
pe3yJIbTaTOB MJICHTU(DHUKAIMN CYOBEKTa M OOBEKTa JOCTYIA, TOATBEPXKACHHS TOUTMHHOCTH WX
UIEHTU(UKATOPOB (ayTeHTU(DUKALIMKM) U MPaBWII pa3rpaHuueHus: AocTymna. JlaHHbIe, UCIONb3yeMble IS
uaeHTU(UKAMKU ¥ ayTeHTU(UKAIUY, JOJDKHBI OBITh 3alMIICHbI OT HECAHKIMOHUPOBAHHOTO JIOCTYIIA,
MOAM(HKAIMN ¥ YHUUTOKCHUSI U JOJDKHBI OBITh aCCOLMMPOBAHBI CO BCEMH AKTHBHBIMU KOMIIOHEHTAMH
KOMIBIOTEPHOMN CHCTEMBI, ()YHKIIMOHUPOBAHUE KOTOPHIX KPUTUYHO C TOUKH 3PEHHSI O€30TaCHOCTH.
TpeGoBanue 4. Peeucmpayus u yuem. JIns onpeneneHus CTENEHH OTBETCTBEHHOCTH
TOJTb30BaTENeH 3a JEUCTBUSI B CUCTEME, BCE MMPOUCXO/ISIIME B HEW COOBITHS, UMEIOIIIE 3HAUCHUE C TOUKU
3peHusi 0e30MacHOCTH, JOJDKHBI OTCICKHUBATBCS M PErHCTPHPOBATHCS B 3AIMIIEHHOM IPOTOKONE (T.e.
JIOJDKEH CYIIECTBOBATh OOBEKT KOMITBIOTEPHOM CHUCTEMBI, TTIOTOKA OT KOTOPOTO U K KOTOPOMY JIOCTYITHBI
TOJIBKO CYOBEKTY aAMUHHUCTpHpOBaHus). CHcTeMa PerucTpaiyy JO0JDKHA OCYIIECTBISTh aHAIU3 OOIIEro
MOTOKa COOBITHI U BBIIENATH U3 HETO TOJIBKO T€ COOBITHS, KOTOPbIE OKA3bIBAIOT BIMSHUE HA OE30MacCHOCTh
IUI COKpAIIeHUsT 00beMa TPOTOKOJIA M TIOBBIIIEHUS d(PdeKTHBHOCTH ero aHamsa. [IpoTokon coOwrTuii

JOJDKEH OBITH HaJC)KHO 3allIUIICH OT HCCAHKIIMOHUPOBAHHOIO IOCTYIIA, MOI[I/I(i)I/IKaIII/II/I W YHUYTOXKCHMA.

I"apanTrn (KOPPEKTHOCTH)

TpeboBanue 5. Kowmponv roppekmuocmu @hynkyuonuposanus cpeocms sawumol. Cpencrsa
3alUThl JOJKHBI COJIEpKAaTh HE3aBUCUMBIEC allllapaTHble W/MIW TPOrpaMMHBIE KOMIIOHEHTHI,
oOecreunBammue paboTOCIOCOOHOCTh (DYHKIMI 3amIUTBL. DTO O3HAYaeT, YTO BCE CpPEICTBa
3alUThI, O0ECIEeYNBAIONINE IOJUTHKY O€30MacHOCTH, YIpPaBIeHUE arpuOyTaMu W METKaMu
0€30MMacHOCTH, WICHTU(DHUKAIIUIO U ayTCHTU(PUKAIUIO, PETHCTPAIIUIO U YUET, IOJDKHBI HaXOJAUTHCS
MO KOHTPOJEM CpPENCTB, MPOBEPSAIOIIUX KOPPEKTHOCTh HX (YHKIMOHUpOBaHMSI. (OCHOBHOU
MPUHIUI KOHTPOJIS KOPPEKTHOCTH COCTOMT B TOM, YTO CpEACTBAa KOHTPOJIS JOJKHBI OBITH
MTOJTHOCTHIO HE3aBUCHMBI OT CPEJICTB 3aIlUTHI.

TpeboBanue 6. Henpepvignocmov 3awumul. Bce cpeacTBa 3amuTsl (B TOM YHCIE U
peaM3ylone JaHHOe TpeOOoBaHWE) MOJDKHBI OBbITh 3allUINEHBl OT HECAaHKIIMOHUPOBAHHOTO
BMEIIATEIbCTBA W/WUJIM OTKIIOUEHHUs, NpPUYEM I3Ta 3alUTa JOJKHA OBITh MOCTOSHHON W
HENPEPBIBHOM B JIFOOOM pekMMe (PYHKITHOHHPOBAHUS CUCTEMBI 3aIIUTH ¥ KOMIBIOTEPHOU CHCTEMBI
B 1enoM. JlaHHoe TpeOoBaHHME pacIpOCTPAHAETCS Ha BECh JKM3HEHHBIM IUKJI KOMIBIOTEPHOMN
cuctembl. Kpome TOTO, €ro BHITIONIHEHUE SBISETCS OMHON M3 KIIFOYEBBIX aKCHOM, U CIHOIb3yEeMbIX

AJIA (I)OpMEU'ILHOFO J0Ka3aTcyIbCTBa 0E30ITaCHOCTH CHCTEMBI.

Kiaccrr 3anmumennoctu komnbioTepHbix cuctem no TCSEC
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«OpanxeBass KHHTa» TpeIycMaTpUBAaeT YEThIpE TPYNIBI  KPUTEPUEB, KOTOPHIE
COOTBETCTBYIOT pa3JIMYHOW CTENEHM 3allUIIEHHOCTH: OT MHUHHUMalbHOM (Tpymnma D) no
dbopmansHO noka3zanHOM (rpynma A). Kaxknas rpymnma BKIIOYaeT OJMH MIIM HECKOJBKO KJIACCOB.
I'pynner D m A conmepkaT mo oxHomy kiaccy (kiaaccel D m A cooTBeTcTBeHHO), rpynma C -
xiaccel Cl, C2, a rpynna B Tpu knacca - Bl, B2, B3, xapakrtepusyrouuecs pas3iMuHbIMU
Habopamu TpeOOBaHUMN 3aLIUIICHHOCTU. Y POBEHb 3aUIMIICHHOCTH BO3pAcTaeT OT rpynmsl D k
rpynmne A, a BHYTpU TPYIIbl - ¢ YBEIWYEHHEM HOMepa Kiacca. TakuM oOpa3oM MMeeM BCero
mecthb Kimaccos 6e3omacuoctu - Cl, C2, Bl, B2, B3, Al. Ycunenue Tpe6oBaHUi OCYIIECTBISIETCS C
MMOCTENEHHBIM CMEILIEHUEM aKIIEHTOB OT IOJOKEHUN, ONMPESSIONMNX HAIUUYUE B CUCTEME KaKUX-
TO OMPEICICHHBIX MEXAaHHU3MOB 3aIIUTHI, K IMOJOKCHUSIM O0CCIICUMBAIOIINX BBICOKUH YPOBEHB
rapaHTUid TOro, 4Yro cucremMa QYHKIHOHHPYET B COOTBETCTBUMU TpPEOOBAHUSIM MOJUTHKU

0€30I1aCHOCTH.

UroObl cucrtemMa B pe3yibTaTe MPOLEAYpbl CepTHUPHUKAIUU MOrJia ObITh OTHECEHa K
HEKOTOPOMY KJIacCy, €€ IOJIMTHKA O€30MaCHOCTU M rapaHTHPOBAHHOCTb JOJIKHBI YIOBJIETBOPATH
IPUBOAUMBIM HIDKe TpeOoBaHMAM. [lockoibKy HpH mepexone K KaXIOMY CIEIYIoLIeMy KJaccy
TpeOOBaHUS TOJILKO JOOABISAIOTCS, Mbl OyJIeM BBIMMCHIBATH JIMIIb TO HOBOE, YTO MPUCYIIE JAHHOMY

KJIacCy, TPYNIHPYs TPEOOBAHUS B COTJIACUU C TIPEIIICCTBYIOIINM H3JI0KCHUCM.

I'pynna D. MunumanpHas 3ammura
Knace D. Munumanbhas 3ammra. Kinacc D 3ape3epBupoBaH A1 TeX CHUCTEM, KOTOpbIe ObLIH

MPEICTaBIICHBI Ha CePTU(UKALINIO (OLIEHKY), HO MO KAKOW-JTMOO MPUYHHE €€ HE MPOLILIH.

I'pynna C. JluckpenoHHas 3ammra

I'pynna C xapakTepu3yeTcss HaTMYMEM AUCKPELUOHHOTO YIPABICHUS JOCTYIIOM U ayJUTOM
NENUCTBUMN CyOBEKTOB.

Knmacc C1. Cucrembl Ha OCHOBE JHCKPELMOHHOrO pasrpaHuueHus pgocryna. TCB
(toBepuTenbHas 0aza BBIUMCIEHUI) CHUCTEM, COOTBETCTBYIOIIMX OSTOMY KJAcCy 3allUTBhI,
YJIOBJIETBOPSIET HEKUM MUHHMAJbHBIM TPEeOOBaHUSAM O€30MaCHOTO paszeieHus MOJb30BaTeNnel u
naHHblx. OHa ompenenser HEKOTOpble (QOpPMbI pa3rpaHUYeHHs JOCTyNa Ha WHAWBHUAYaTbHOU
OCHOBE, T.€. IMOJb30BATENb JOKEH MMETh BO3MOKHOCThH 3alllUTUTh CBOK HH(OpPMAIUIO OT €€
CIIyualfHOTO 4YTEeHUs WIM yHHuUTOXXeHHs. [lonb3oBarenn Moryt oOpabaThiBaTh JaHHBIE Kak IO
OTJI€TIHOCTH, TaK U OT UMEHU IPYIIIBI [10JIb30BaTEINEH.

Ionumuxa 6e3onacnocmu. HanexHas BelUNCINTENbHAS 0a3a J0JIKHA YIPABIATh JOCTYIIOM

MMEHOBAHHBIX TIOJIb30BATEIe K MMEHOBAaHHBIM OOBeKTaM. MexaHu3M ympaBiieHus (TipaBa Jist
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BJIQ/I€TIbIIA/TPYIIIBI/TIPOYMX, CIHUCKU YIPABICHUS AOCTYNOM) JOKEH IMO3BOJATH IMOJIB30BATENISAM
cienn(uIUpoBaTh pasaeneHue GpaisoB MeXay HHIMBUAAMU U/WIN TPYIIIIaMu.

Ilooomyemnocmo. Ilonbp3oBaTeNb JODKEH HICHTUQUIMPOBATH CeOs, TPEKAC UeM
BBITIOJTHATh Kakue — JIM0O JCHCTBUS, KOHTPOJIUPYEMbIC HAJIC)KHOW BBIYMCIUTENBHON Oa3ou. s
ayTeHTU(UKAIMK JOJKEH HCIONb30BaThC KaKOW — JMOO0 3alIUTHBIA MEXaHU3M, HaIlpuMmep,
napoiu. AyreHTu(uKanuoHHas HHPopMaIus T0JDKHA OBITh 3alIHIIEHA OT HECAHKIIMOHHUPOBAHHOTO
JocTyma.

I'apanmuu. Hanexnas BbpluMcAUTENbHAs 0a3a [OJDKHA TMOAJEPKUBATH 00JacTb IS
COOCTBEHHOTO BBITIOJHEHUS, 3AIIMIICHHYIO OT BHEIIHUX BO3JEHCTBUI (B YaCTHOCTH, OT U3MEHEHUS
KOMaH/I W/WJM JaHHBIX) M OT TOIBITOK CJEKEHUS 32 XOJ0M paboThl. Pecypchl, KOHTpOIUpyEeMbIe
0a30l, MOTYT COCTaBJIATH OMNPEACICHHOE TOJMHOXECTBO BCEX CYOBEKTOB M OOBEKTOB CHCTEMBI.
3amuTHRIE MEXAHU3MBI JOJDKHBI OBITH MPOTECTUPOBAHBI HA MPEAMET COOTBETCTBHUS MX MOBEACHHUS
CUCTEeMHON JOKYMEHTAalMH. TecTUpOBAaHUE JOJDKHO TMOATBEPAUTh, YTO Y HEaBTOPU30BAHHOIO
MOJIb30BATENIl HET OYEBUIHBIX CIIOCOOOB OOOWTH WM Pa3pylIUTh CPEACTBA 3alUThl HAICKHOU
BBIYUCIIUTEIILHON Oa3bl.

Jlokymenmayus:

. PykoBozcTBO mMOIB30BATENsT O CPEICTBaM OE30MACHOCTH: OTACIBHBIA (parMeHT
JNOKyMEHTaluu (IJ1aBa, TOM) JOJDKEH OIKCHIBATh 3alllUTHBIE MEXaHU3MBbl, IPEIO0CTaBIIsIEMbIC
HAJEKHOM BRIYUCIUTEIBHON 0a30ii, U UX B3aUMOJICHCTBUE MEXKIY COOO0H, cofep aTh peKOMEH NN
10 UX UCTIOJIb30BAHHUIO.

. PykoBoJCTBO agMHUHHCTpaTOpa MO CPEACTBAM OE€30MacCHOCTH: PYKOBOJCTBO JIOJDKHO
colepkathb CBEACHMS O (QYHKIMSIX W TPUBWICTHUAX, KOTOPHIMH YIPaBJISET CHUCTEMHBIN
aMUHUCTPATOP MOCPEICTBOM MEXaHU3MOB 0€30MMaCHOCTH.

J TecToBas noxkymeHTalus: pa3pabOTYUK CHUCTEMBI OJDKEH MPEICTaBUTh IKCIEPTHOMY
COBETY JOKYMEHT, COJICp Kalllii TIJIaH TECTOB, IPOIIEAYPHI MPOTOHA TECTOB U PE3YJIbTAThHI TECTOB.

° Onucanue apxXUTEKTYphl: JODKHBI OBITh OMHCAaHBI TOIXOJ K O€30MmacHOCTH,
WCIIONB3YEMBIM TMPOU3BOJUTENIEM, M TPUMEHEHHE JTOT0 TOAXOJa MpPH pealu3alud  HaJIeHKHOU
BBIUUCIUTENBHON 0a3bl. Ecnu 6aza COCTOMT M3 HECKONBKHX MOJIYNEH, TOJDKeH OBITh OMUCcaH WHTepdeiic

MCXKIY HUMU.

Kmace C2. Cucrempl, IOCTPOCHHBIE Ha OCHOBE YIPABISEMOIO JUCKPELMOHHOTO
pasrpaHMyeHHs JOCTYyIa.

Cuctemsl, cepTu(UUIUpPOBaHHbIE MO JaHHOMY KJaccy, JOJDKHBI YJIOBIETBOPSATH BCEM
TpeboBaHmsIM, U310KeHHBIM B Kitacce Cl. Onmnako, cucteMsl kiacca C2 moaaepKuBarT Oosee

TOHKY10, 4eM B kiiacce Cl, MOJUTHUKY AUCKPELMOHHOTO pa3rpaHUYEHHUs JOCTYIA, JENIarollylo
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MOJIb30BATENsl HMHAMBUAYAIbHO OTBETCTBEHHBIM 3a CBOM JEHCTBHUS TMOCIe MpPOLEaypb
ayTeHTU(UKAIMK B CUCTEME, a TAK)KE ayJUT COOBITH, CBA3aHHBIX C 0€30MIACHOCTHIO CUCTEMBI.

Honumuxa 6e3onacnocmu. B nononnenue xk C1, npaBa 10cTymna A0IKHBI TPAHYIUPOBATHCS C
TOYHOCTBIO JO TMOJb30Baress. MexaHu3M ympaBieHHUsl JOJDKEH OTpaHWYMBATH PacIpoCTpaHEHUE
MpaB JOCTYyIMa - TOJbKO aBTOPH30BAHHBINA IMOJH30BaTENb (HAIpUMEp, BIIAJENCN] O0BEKTa) MOXKET
MPEIOCTaBIIATh IpaBa JOCTyINa APYTUM IMOJib30BaTeisiM. Bce O0OBEeKTHl JOKHBI IOJBEPraThecs
KOHTPOJIO JocTyna. [lpu BbledeHHHM XpaHUMOTO OObEKTa M3 IyJla PEecypcoB HaAECKHOU
BBIYHCIUTEIHHON 0236l HEOOXOIMMO JIMKBUANPOBATE BCE CIICIBI MPEBITYIINX UCIIOIb30BAHUM.

THooomuyemnocmo. B pomonHenune k C1, KaxOpli MOJB30BaTellb CHCTEMBI IOJDKEH
VHUKQIBHBIM 00pazoM wuaeHTHGHUIHpoBaThCcs. Kaxkmoe peructpupyeMoe JACUCTBHE TOJIKHO
ACCOIIMUPOBATHCS C KOHKPETHBIM TOJIb30BATEIIEM.

Hanexnast BerauciuTenbHas 0a3a JOJDKHA CO3/1aBaTh, MOJICPKUBATh W 3AIUIIATH KypHAT
PETHUCTPAIIMOHHONW MH(POPMAIIIH, OTHOCSIIICHCS K JOCTYITy K 00OBEKTaM, KOHTPOIHpyeMbiM 0a3oi. J{ommkHa
OBITh BO3MOKHOCTb PETUCTPALMH CICAYIOIINX COOBITHIA:

. UCIIOJIb30BaHNE MEXaHU3Ma WACHTU(HKALIMY U ayTeHTU(HKALIUH,

. BHECEHUE OOBEKTOB B AJPECHOE MPOCTPAHCTBO IOJIb30BATENS (HAIIPUMEP, OTKPBITHE

¢aiina, 3aImycK IpOrpaMMmBbl);

. yAaJIeHHE 00OBEKTOB;

o HeﬁCTBHﬂ CUCTCMHBIX OIICPATOPOB, CUCTCMHBIX AAMHUHUCTPATOPOB, AAMHUHHUCTPATOPOB
0e301acHOCTH;

. JIpyTrue COOBITHS, 3aTparuBaroe nHHopMamoHHy0 0€30MacHOCTb.

Kaxnas pEerucCTpaioHHas 3arch JOJKHA BKIIIOYATh CICAYIOIIUEC ITOJIA:

° JaTa v BpeMs COOBITHS;

° UICHTU(PHUKATOP MOJIH30BATENS;

° THII COOBITHS;

° pe3ynbTar AeicTBUs (yCIeX WiId Heynaqa).

Jlisg coObITHil MAeHTU(UKAINN/ayTeHTU(DUKAIIMM PErUCTPUPYETCS TaKKe HIACHTHUPHUKATOP
ycTpoiicTBa (HampuMmep, TepMuHana). ns aeicTBUE ¢ 00bEKTaMH PETUCTPUPYIOTCS HMMeEHa
00beKkTOB. CHUCTEMHBI aIMHHUCTPATOP MOXET BBIOMpaTh HAOOp PErMCTPUPYEMBIX COOBITHI st
Ka)KJI0r0 MOJIb30BaTesl.

I'apanmuu. B nononnenue k Cl, HaznexHass BbIUMCIUTENbHAs 0a3za JIOJDKHA H30JIMPOBAThH
3alMIaeMble Pecypchl B TOM Mepe, Kak 3TO JTUKTYeTCsl TpeOOBaHUSMH KOHTPOJS JOCTyNa MU
MIOJIOTYETHOCTH. TecTHpOBaHME MAOIKHO TOATBEPAMTH OTCYTCTBHE OYEBMJHBIX HEIOCTATKOB B

MEXaHU3MaxX U30JIIUHI PECYPCOB U 3aITUTHI PETUCTPAIIMOHHON HH(GOPMAIIUH.
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Jlokymenmayus. PykoBOJACTBO aAMMHHUCTpATOpa MO CpelicTBaM 0€30MacHOCTH B JIONOJTHEHUE

Kk C1, IOKHBI OMUCHIBATHCS MPOIIETYPhl 00PaOOTKH PEerucTpaliMOHHON HH(DOPMALIUU U YIIPABICHHS
¢aimamu ¢ Takoi nH(pOpMaIKEH, a TaKKe CTPYKTYpa 3alHuCeid AT KaXI0ro THIA PETUCTPUPYEMBIX

COOBITHH.

I'pynima B. MannatHoe ynpaBieHue JOCTYIIOM

OcHoBHBIC TPeOOBAHUS ATOM TPYIIIBI - MAHIATHOE (TIOJTHOMOYHOE) YIIPABJICHUE JOCTYIIOM C
MCIOJIb30BAaHUEM METOK 0e30IacHOCTH, peanu3alus HEKOTOpoil (opmanbHON MOIENN MOJUTHKU
0e3omacHOCTH, a Takke Hanuuue crenudukanuii Ha GyHkiuu TCB. B cuctemax 3Tod rpymmsl
MOCTENEeHHO K kiaccy B3 momkeH ObITh peanu3oBaH MOHUTOP cchUioK (miau MBO), koTopsiit
JOJIKE€H KOHTPOJIUPOBATh BCE JOCTYIBI CYOBEKTOB K OOBEKTaM CHCTEMBI.

Kinace B1. Cuctemsl kitacca Bl noikHbl yaoBieTBOpaTh TpeboBaHusiM kiacca C2. Kpome
TOTO, TOJKHBI OBITH BBITIOJTHEHBI CIIEAYIONINE JOMOTHUTENbHBIE TPEOOBAHUS.

Ionumuka 6ezonacnocmu. HanexHass BRIYHCIUTENIbHAS 0a3a JOJDKHA YIPABISATh METKAMH
0€30MMacCHOCTH, ACCOMMUPYEMBIMU C KaXIbIM CYOBEKTOM M XPAaHUMBIM OOBEKTOM. METKH SIBIISIOTCS
OCHOBOM (DYHKIIMOHMPOBAHHS MEXaHU3Ma MPUHYAUTEIHHOTO yrpaBieHus aoctynom. [Ipu ummopre
HEMOMEUYeHHOW MH(pOpPMAIIMU COOTBETCTBYIOIIUNA YPOBEHb CEKPETHOCTH JOJKEH 3allpallliBaThCs Y
aBTOPHU30BAHHOTO TMOJIb30BATEISI M BCE TaKWE JACHCTBUS CIEAYeT MIPOTOKOJIUPOBATh.

MeTku TOJDKHBI aJeKBaTHO OTpa)kaTh YPOBHH CEKPETHOCTH CYOBEKTOB M 00BekTOB. llpu
sKcropTe HMHGPOpPMAIMM METKH JIOJDKHBI MPeoOpa3oBhIBATHCSI B TOYHOE H  OAHO3HAYHO
TPAaKTyeMOE€ BHEIIHEE INPEJICTAaBIEHUE, COMNpPOBOXKAAronlee JaHHble. Kaxaoe ycTpoHCTBO
BBOJIa/BbIBOJIa (B TOM 4YHCI€ KOMMYHHUKAIIMOHHBIA KaHal) JIOJDKHO TpPaKTOBAaThbCS — Kak
OJIHOYPOBHEBOE WJIM MHOTOYpOBHEBO€. Bce M3MEHEHHSI TPAaKTOBKM U aCCOLIMMPOBAHHBIX YPOBHEH
CEKPETHOCTH JIOJ>KHBI TPOTOKOIMUPOBATHCS.

Hanexxnass BelumcnuTenbHas ©0a3a  JoDKHA  OOECTEUUTh TMPOBEACHHE B JKU3HD
MPUHYAUTETFHOTO YIPABJICHUS JOCTYIIOM BCE€X CYOBEKTOB KO BCEM XPaHUMBIM OOBEKTaM.
CyObektaM U OOBEKTaM [IOJDKHBI OBITh TPHCBOCHBI METKH 0€30MacHOCTH, SIBIISFOIIHECS
KOMOMHAIIMEH YIOPSIIOYCHHBIX YPOBHEH CEKPETHOCTH, a TaKXke Kareropuil. MeTKu SIBISIOTCS
OCHOBOW TMPUHYIUTEIHLHOTO YIIpaBICHUS JOCTynoM. HajexHas BbIYMCITUTENbHas 0a3a JOJDKHA
MO/I/IEPKUBaTh, IO KpaliHEeW Mepe, JBa ypoBHsS ceKpeTHOCTH. CyOBEKT MOXKET UYNTaTh OOBEKT, €CIU
ero (cyoOwbekTa) MeTka 0e30macHOCTH TOMHUHHUPYET HaJ METKOW O0e30MacHOCTH O0BEeKTa, TO €CTh
YPOBEHb CEKPETHOCTH CyOBEKTa HE MEHBIIIE YPOBHS CEKPETHOCTH OOBEKTa U BCE KaTEropuu 00BHEKTa
BXOJIT B MeETKy Oe3omacHOCcTH cyObekTa. CyOBEKT MOXKET MHucaTb B OOBEKT, €CITU MeTKa
0e30macHOCTH O0BEKTa JOMHUHUPYET HaJ METKOW cyObekTa. HanexkHas BeUmMciuTenbHas 0aza

JOJDKHA KOHTPOJIMPOBATh HIECHTU(PUKALMOHHYI0 U ayTeHTH(QUKaUMOHHYI uHpopMmanuio. [lpu
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CO3JJaHUM HOBBIX CYOBEKTOB (HAmpuMep, MPOIECCOB) HUX METKHM O€30MacHOCTH HE JOJIKHBI
JOMHUHHUPOBATH HAJ METKOW TTOPOIMBIIETO MX MOJIB30BATES.

Tooomuemnocms. B nomomuenme k C2, Hame)xHas BBIYHCINTENbHAs 0a3a IODKHA
MOJJIEPKUBATh METKH 0€30M1aCHOCTH I0JIb30BATENIeH, TOMKHBI PETUCTPUPOBATHCS ONEPALIMU BbIAAUN
Ha NeYaTh U acCOLMMPOBAHHBIC BHEIIHHME MPEACTaBICHUS METOK Oe3omacHocTH. [Ipu omeparusx c
00BEKTaMH, MOMHMO HUMEH, PETUCTPUPYIOTCS UX METKH Oe3zomacHocTH. Habop perucrpupyeMbix
COOBITHI MOKET pa3iInyaThCs B 3aBUCUMOCTH OT YPOBHSI CEKPETHOCTU OOBEKTOB.

I'apanmuu. B nononuenue k C2, HajeHas BhIYUCIUTENbHAs 0a3za JOKHA 0OecreynBaTh
B3aMMHYIO M30JIALIMI0O TPOLECCOB MyTEeM pa3leleHHus UX aJApPecHBIX MPOCTpaHcTB. [ 'pymma
CHEIMAIMCTOB, TMOJTHOCTHIO TMOHUMAIONINX KOHKPETHYIO PEaTM3alli0 HAJICKHOW BBIYUCIUTEIHLHOMN
0a3bl, JIOJDKHA TTOJIBEPTHYTH ONMCAHUE apXHUTEKTYpPhI, HCXOJHBIE M OOBEKTHBIC KOJBI TIIATCIHHOMY
aHaJIM3y W TeCTHpOBaHUI0. Llenb MOKHA COCTOSTH B BBISBICHUU BCEX JAE(PEKTOB apXUTEKTYPHl U
peanu3aiuy, MO3BOJSAIOMNUX CYyOBEKTy 0€3 MTODKHOM aBTOpU3allMM YUTaTh, M3MEHSTh, YIANATh
MHPOPMAIMIO WIM TPUBOJAWTH 0a3y B COCTOSIHHE, KOTJa OHa IEpecTaeT OOCITYy)KMBATh 3allpOChI
IpyTrux cyOBeKTOB Bee BBISBICHHBIC HEJOCTATKU JOJKHBI OBITh UCITPABJICHBI WIIH HEUTPATU30BaHBI,
mocine 4yero 0aza MoABEpraeTcsi MOBTOPHOMY TECTHPOBAHHUIO, YTOObI yOETUTHCS B OTCYTCTBUU
CTapbIX WM HOBBIX HEAOCTATKOB. J[oKHA cymiecTBOBaTh HepopmambHas Uiu GopMalibHas MOJENb
MOJIMTUKKA OE30MaCHOCTH, TOJICPKHUBAEMOW HAJEKHON BBIYMCIMTENBbHONW 0a3oi. Moxaenb IOKHA
COOTBETCTBOBATh OCHOBHBIM TOCBUIKAM MOJUTHKH O€30MAaCHOCTH Ha MPOTSHKEHUH BCETO KU3HEHHOTO

OuKJIa CUCTCMBEI.

Joxymenmayus. PykoBOJICTBO aIMUHHUCTpPATOpPA O CPEJACTBaM O€30MacCHOCTH B JOTIOJHEHHE
Kk C2 10/KHO OMUCKHIBaTh GYHKIIMH OTlepaTopa U aMHUHUCTpATOpa, 3aTparuBaroiime 6e30nacHoCTb, B
TOM YHCTIE ACUCTBUS MO U3MEHEHHUIO XapaKTePUCTHUK MOIb30BaTenel. JJomKHBI OBITh IPEICTaBICHBI
pPEKOMEHJAIMKA IO B3aMMOJCHCTBHIO IPYT C APYroMm, Mo Oe30MacHOil TeHepaliid HOBBIX BEpCUi
HaJCKHOM BEIYMCIUTEIBHON 0a3kbl.

JlomkHO OBITH TIPEICTaBICHO HepopMaTbHOE WM (HOPMATBFHOE OMHCAHUE MOJICTH TOJIUTHKU
0€30macHOCTH, MPOBOAMMON B JKM3Hb HAJEKHOW BBIUMCIUTENHHON 0a3oii. HeoOxomumo Hamudme
apryMEHTOB B TIOJIb3Y JIOCTATOYHOCTH M30paAHHON MOJIENH JIJIsl peaTn3alliy MOJUTUKH 0€30IMacHOCTH.

JIOJ'I)KHBI OBLITH OMUCAHEI 3alllUTHBIC MEXaHU3MBI 0a3bl M IX MECTO B MOACIN.

Knace B2. CtpykTrypupoBanHas 3amuTa. BeinonHsroTes Bce TpeboBaHUs Kinacca 3amuTsl Bl.
Kpome Ttoro, B cucremax kinacca B2 TCB OCHOBBIBaeTCS Ha 4YETKO ONPEIEIEHHONM M XOpOLIO
JOKYMEHTUPOBAHHOM (QoOpMallbHON MOJEeNU TMOJUTUKUA Oe30MacHOCTH, TpeOyrome, dYToOb

MaHIaTHasA U JUCKPCIHOHHAsA CHUCTCMBI pasrpaHU4YCHUA OOCTYyIIa ObLIN pacipoCTpaHCHbI Ha BCEC
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CyOBEKThI M 00BEKTHI KOMIBIOTEpHON cucTteMbl. TCB nomkHa OBITH YETKO CTPYKTypHpOBaHa Ha
9JIEMEHTHI, KPUTUYHBIE C TOUKH 3peHusi 6e3omacHocTd U HekpuTHuHble. MuTepdeiic TCB nomken
OBITH XOPOILIO ONPE/IENICH U €€ MPOEKT U KOHEUHBIH Pe3yIbTaT AOJKHBI OBITh MOJBEPTHYTHI IMOJHOM
MPOBEpKE M TECTUPOBAHHIO. MeXaHW3M ayJuTa JODKEH OBITh YCWJIEH, BBEACH KOHTPOJb 3a
KoH(urypanuei; cuctembl. Cucrema J10JKHa ObITh YCTOWYMBA K BHEIIHEMY IPOHUKHOBEHHUIO.

Ionumuxa b6ezonacnocmu. B nononnenue x Bl, momeuaTbes TOHKHBI BCE PECYPChI CHUCTEMBI
OpsSMO MM KOCBEHHO JIOCTyNHbIe cyObekTaMm. Hanexnas BelMHCIUTENbHass 0Oa3a JOJDKHA
HEMEJICHHO HW3BeIllaTh TEPMUHAIBHOTO MOJb30BaTelss 00 M3MEHEHHWU ero METKH Oe30MacHOCTH.
[Tonb30BaTenb MOXKET 3allpocUTh MHPOpMAIMIO O cBoed MeTke. HanexxHas BelumcnutenbHas 0aza
JOJDKHA — TOAJCPKHMBATh IPUCBAaMBAaHME BCEM IOJAKIIOYCHHBIM (U3WYECKHM  yCTPOICTBaM
MUHUMAJIBHOTO Y MaKCUMAJIBHOTO YPOBHSI CEKPETHOCTU. DTH YPOBHHU JOJKHBI UCIOJIb30BaThCS MIPU
MPOBEJCHUU B JKU3Hb OrpPaHHYEHUM, HamaraeMbix (u3ndeckod KoH(Uryparueil CUcTeMbl
(Hampumep, pacroNoKEHUEM YCTPOMCTB).

Bce pecypcsl cuctemsl (B Tom guciie [13VY, ycrpoiicTBa BBOIa/BBIBO/IA) TOJKHBI UMETh METKU
0€30IacCHOCTH U CITY)KUTh 00BEKTaMH MPHUHYIUTEIFHOTO YIPABICHHS TOCTYIIOM.

Ilooomuemnocms. Hanexnas BblUMCIUTENbHAsE 0a3a JOJDKHA IOAJAEPKUBATh HAJCKHBIN
KOMMYHUKAIIUOHHBIA MyTh K ce0€ Ui I0JIb30BaTells, BBINOJHSIOMIEIO Olepalud HadaabHOU
uaeHTuuKauu u ayreHtudukanuu. Maunmuatua B 0OLMIEHUU MO ATOMY NYTH JOJDKHA HUCXOAHTH
UCKITIOYUTENBHO OT Tmonb3oBaTend. B ponomnenne k Bl, momkHa OBITH  BO3MOXKHOCTH
pPErucTpUpOBaTh COOBITHUS, CBSI3aHHBIE C OpraHu3alle TalHbIX KaHAJIOB C MaMSThIO.

I'apanmuu. B nononnenue k B1, Haje)xxHas BblUMCINTENbHAS 0a3a J0JKHA ObITh BHYTPEHHE
CTPYKTYpPHPOBAaHA HA XOPOIIO ONPEICIICHHbIE, OTHOCHTEIBHO HE3aBUCHMbIE Moaynu. Hanexnas
BbIUMCIUTENbHAs 0a3a Jd0obKHA H(PQEKTUBHO MCNOIb30BaTh MMeEoIieecss o0OpyaoBaHUE s
OTJEJIEHUSI 3JIEMEHTOB, KPUTHUUYECKH BAXKHBIX C TOYKHM 3PEHMS 3alUTHI, OT MPOYUX KOMIIOHEHTOB
cucteMbl. Moaynu 0a3bl JOJDKHBI TPOEKTUPOBATbCA C YYETOM TPUHIMIA MHUHUMM3ALUU
npuBuieruil. [{ns 3ammThl TOrH4ecky pas3ieibHbIX XpPaHUMbBIX OOBEKTOB JOJDKHBI HUCIOJIb30BATHCS
anmaparHble CpeAcTBa, TakWe Kak cerMeHTanus. JlomkeH ObITh IOJHOCTBIO  OIpeNeseH
MOJIB30BATENIbCKUI HHTEP(DENC K Ha/IeKHOW BRIYUCIUTEIHLHON 0a3€ U BCE DIIEMEHTHI 0a3bl.

CucremMHBIi apXWUTEKTOpP [JOJDKEH TINATENbHO IMPOAHATU3UPOBATh BO3MOXKHOCTU IO
OpraHM3aliy TallHBIX KaHAJIOB C MaMSAThI0 U OLIEHUTh MaKCUMAJbHYIO IMPOMYCKHYIO CIOCOOHOCTh
Ka)KJI0TO BBISIBJIEHHOI'O KaHaJa.

Cucrema 0JKHA TOJACPKUBATh pazjielieHne GyHKIUN onepaTopa U aAMUHUCTPATOPA.

B nononnenune x Bl, nomkHa ObITH MPOJEMOHCTPUPOBAHA OTHOCHUTENbHAS YCTONYMBOCTH

Hal]e)KHOI\/'I BBIYMCIIMTENLHON 0a3bl K MOMBITKAM IMPOHUKHOBCHUA. MO)ICJ'H) MOJINTHKH 0€30I1aCHOCTH
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noibKkHa ObITh  opManbHOW. [[msi HaAS)KHOW BBIYMCIMTENLHON 0a3bl OJDKHBI CYIECTBOBATH
oIucaTeNbHbIe CeUU(pUKAIIMYA BEPXHETO YPOBHS, TOYHO M ITOJTHO OTIPENeNAIoNne ee HHTepderic.

B mpouecce pa3pabOTKW M CONPOBOXKACHUS HAJCKHOW BBIYMCIUTEIBHON 0a3bl JTOJDKHA
HCIIOIB30BaThCS CHUCTEMa KOH(PUTYPAIlMOHHOTO YIpaBJICHUS, OOECIeYrBaromas KOHTPOJIb 3a
W3MEHEHHUSMH B ONUCATEIBHBIX CHENU(DHUKAIUAX BEPXHETO YPOBHS, MHBIX apXUTEKTYPHBIX TAHHBIX,
peaIM3alMOHHON JTIOKYMEHTAIllUM, WCXOJHBIX TEKCTax, padoTaiield BepcHH OOBEKTHOTO KOJa,
TECTOBBIX JAaHHBIX W JOKyMeHTaluu. KoH(UrypalroHHOE YIpaBiIeHHE OJDKHO OOecreurBaTh
COOTBETCTBHE APYr APYTY BCEX aCMEKTOB TEKYIICH BEPCHUH HAJC)KHOW BBIUMCIUTEIHHOW Oasbl.
JIOJKHBI MPEOCTABISITBCS CPEJICTBA T€HEPAIIMM HOBBIX BEPCUH 0a3bl MO MCXOTHBIM TEKCTaM M
CpeIcTBa JJsi CpaBHEHHS BEpCUl, YTOOb yOETUThCS B TOM, 4YTO TIPOU3BEICHBI TOJBKO

3aIlJTaHUPOBAHHBIC U3MCHCHHUA.

Joxkymenmayus. B nomonHenne K Bl, momxHbl OBITH yKa3aHbl MOIYIU HaJEKHOMN
BBIUUCIIUTENILHONW 0a3bl, CoepiKalie MEXaHU3Mbl MpOBepKH obOpamieHuil. JlomkHa OBITH ommcaHa
npoieaypa 0€30macHO TeHepallud HOBOM BepcUHM 0a3bl MOCIE BHECEHMS] M3MEHEHHMM B MCXOHBIC
TEKCTBHI.

B nononnenne x Cl, TeCcThl JDOJDKHBI MOATBEPKIATh ACHCTBEHHOCTh MEP MO YMEHBIICHUIO
MIPOIYCKHOM CITIOCOOHOCTHU TalHBIX KaHAJIOB Mepeaayl HHPOPMAIIUH.

Mozenb MoMUTHKHA 0e30MacHOCTH JTOJDKHA OBITh (POPMATBHON U JJOKa3aTebHOU. J{OMKHO OBITh
MIOKA3aHO, 4YTO OINHUcaTelbHble CHEeUU(HUKAIMA BEPXHErO0 YPOBHS TOUYHO OTpaKarT HHTep(eic
Ha/IeKHOM BBIYMCIUTENBHOM 0a3bl. JlokHO OBITH TOKa3aHO, Kak 0asza peanu3yeT KOHLEHIHUIO
MOHHUTOpa OOpAIleHUH, TTOYeMy OHA yCTOWYMBA K IOMBITKAM OTCIICKHBAHUS €€ paboThl, IIOUYeMy ee
HEeJb3s OOOWTH W TIOUYEeMYy OHa peayin3oBaHa KOPpPEeKTHO, JloikHa OBITh OMMCaHa CTPYKTypa Oaswl,
qTOOBl OOJEr4uTh €€ TECTUPOBAaHME W TPOBEPKY COOJIIOJIEHUS MPUHIUIA MHUHUMH3AINH
npuBuieruil. JlokyMeHTamus JOJKHA COJEpXKaTh pe3ylbTaThl aHaln3a TaWHBIX KaHaJlIOB
nepenayu MHPOPMANNU U ONMHCAHNE MEp TMPOTOKOJIMPOBAHUS, TOMOTAIONINX BBISBISTH KAaHAJBI C

IIaMATBIO.

Knacc B3. Jlomens! 6e3omacHocT. B cucremax kimacca B3 TCB pomkHa yaoBIETBOPSTH
BCEM TPEOOBAHUSAM TPEABIAYIIECTO Kiacca W AOMOJHUTEIHHO TPEOOBAHHSM MOHHTOPA CCHUIOK,

KOTOPBIH TOJIKEH OBITh:

J 3alHIIEeH OT HECAHKIIMOHMPOBAHHOTO W3MEHEHHS WIIH TIOPYH;
J o0pabaTbIBaTh BCce 0OpaIleHus;
J MIPOCT JUIs aHAJIU3a U TECTUPOBAHUSI.
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TCB pomxHa OBITh CTPYKTYPHPOBaHA TAKUM 00pa30oM, YTOOBI HCKITFOYUTH KO, HE UMEIOIIHMA
OTHOIIEHHUS K 0€30IMaCHOCTH CUCTEMBI. J[OTIOJHUTEIBHO JTOKHO OBITh 00CCIICYCHO:

J MoJAJepKKa aIMUHUCTpaTOpa 0€30MacHOCTH;

J pacHIMpeHre MeXaHU3Ma ayAuTa C Lelbl0 CUTHAIM3AIUU O JIOOBIX COOBITHSX,
CBSI3aHHBIX C 0€30IIaCHOCTBIO;

J MOJJIEPKKA MPOLIEypPbl BOCCTAHOBJICHHS CUCTEMBI.

IHonumuka 6e3onachocmu. B nonomnenue k C2, NOIKHBI 00s3aTENbHO HCIOJIB30BATHCS
CHHUCKHU YIPABJIEHUS JOCTYIIOM C YKa3aHHEM DPa3pelICHHBIX pexHUMOB. J(oikKHA OBITH BO3MOXKHOCTh
SIBHOTO YKa3aHWUsI ITOJI30BATEIICH WM X TPYIII, JOCTYI KOTOPBIX K 00BEKTY 3aIpelicH.

Ilooomuemnocms. B nononnenne k B2, HaaeKHbIE KOMMYHHKAIIMOHHBIA ITYTh MOMKET
(hOpMUPOBATKCS T10 3aMPOCY, UCXOAIMIEMY KaK OT IMOJIb30BaTEIIsA, TaK U OT camMoi 0a3bl. HanexHbIid
IyTh MOKET UCIIOIB30BATHCS Ui HAYaIbHONH MICHTU(MUKAIMN W ayTCHTU(UKALINY, TSI H3MCHCHUS
TeKyIlel MeTKH 0e30MacHOCTH Mojb30BaTelns U T.1m. OO0IIeHrne Mo HaAe)KHOMY MYTH JIOJDKHO OBITH
JIOTUYECKH OTIEJIIEHO M H30JIMPOBAHO OT JPYruX HMH(POPMALMOHHBIX TOTOKOB. JloKHA OBITh
BO3MOXXHOCTh PETUCTPALMU TOSIBIICHUS WJIM HAKOIUICHHUS COOBITUH, HECYIIMX Yrpo3y IMOJIUTHUKE
0€30MMaCHOCTH CUCTEMBI.

AnMuHHCTpaTOp 0€30MacHOCTU JODKEH HEMEUIEHHO W3BEIIAThCS O MOIBITKaX HapylIeHUs
MOJIMTUKKA Oe30MacHOCTU. A cHCTeMa, B Ciy4yae MPOJOJIKEHHs MOMBITOK, TOJKHA IMpeceKaTrh UX
HavMeHee 00JIE3HEHHBIM CIIOCOOOM.

I'apanmuu. B nomonmunenue k B2, HagexkHas BbIYMCIHMTENbHAas ©Oa3a JODKHA OBITh
CIPOEKTUPOBaHA M CTPYKTYpHpOBaHa TakKhUM 00pa3oM, 4YTOOBI HCIONB30BaTh TIONHBIA U
KOHIIENTYadbHO TPOCTOM 3alIMTHBI MEXaHW3M C TOYHO OMNpEeAENeHHON CEeMaHTHKOH. ITOoT
MEXaHW3M JIOJDKCH WIpaTh IICHTPAIBHYIO pOJIb BO BHYTPEHHEH CTPYKTYpH3allMd HAJICKHON
BBIYMCIIUTEILHOM 0a3bl W BCEeM cucTeMbl. baza J0mKHA aKTHBHO MCIIOJIB30BaTh pa3lielieHUue 0
YPOBHSIM, aOCTPaKIMI0 M WHKAINCYJSALUIO JAHHBIX. 3HAUYUTENbHBIE WHKCHEPHBIC YCHUIIHS JTOJIKHBI
OBITh HAIIPABIICHBI HA YMEHBIIIEHUE CTIOKHOCTH HAJICKHOW BBHIUMCIUTENBHOM 0a3bl U Ha BHIHECEHUE U3
Hee MOJYJIE, He SBISIONUXCS KPUTHUECKH BaXKHBIMU C TOUKU 3PEHHSI 3aIIUTHI.

JlomkHa ObITh cnenuuIupoBaHa poiib aJIMUHUCTpaTopa Oe3zomacHocTu. IlomyunTs mpaBa
aIMUHUCTpaTOpa OE€30MaCHOCTH MOXXHO TOJIBKO TIOCJIE€ BBIMOJTHEHHS SBHBIX, MPOTOKOIUPYEMBIX
neiictBuii. He oTHOcsIMEcs K 3amuTe IEHCTBHS aMUHUCTpATOpa OE30MACHOCTH JTOJKHBI OBITH TIO
BO3MOYXHOCTH OT'PaHUYCHBI.

JIOMOKHBI ~ CYIIECTBOBATh MPOIEAYPHl W/WIM MEXaHWU3MbI, TIO3BOJIAIOIIME TPOU3BECTH
BOCCTaHOBJICHHUE TIOCIIE COOSI UM MHOTO HAPYIIEHUs padoThl 0€3 0CIa0IeHUS 3alUTHI.

JlomkHa OBITH MPOJEMOHCTPUPOBAHA YCTOMYMBOCTH HAIEKHOW BBIYUCIUTENHHOW 0asbl K

MOIIBITKaM IPOHHUKHOBCHMUA. He pomxuo OBITh  BBISIBIICHO APXUTCKTYPHBIX HCAOCTATKOB.
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JlonyckaeTcst BBISIBIICHHE JIHITh HEOOIBIIOTO YHCIIa UCIIPAaBUMBIX HEJAOCTATKOB peanu3anuu. JlommkHa
CYIIECTBOBATh 00OOCHOBAHHASI YBEPEHHOCTH, YTO HEMHOTHE HEIOCTATKH OCTAIMCH HEBBISIBJICHHBIMH.
Hokymenmayus. PykOBOACTBO aJMHHHUCTPATOpPA 110 CPEACTBAM 0€30IaCHOCTH B JIOMOJTHEHUE K
B2, momxHa OBITH oOmnMcaHa mpoueaypa, obOecnednBaromas Oe30MacHOCTh HAYaJIbHOTO 3aIycKa
CUCTEMBI W BO30OHOBIIEHHsS €€ paborel mociae cb6os. JlomkHO OBITH  HehOpMaIbHO
MIPOJIEMOHCTPUPOBAHO COOTBETCTBUE MEXKIY OMHCATEIbHBIMU CCHU(DUKAIUSIMUA BEPXHETO YPOBHS U

peanu3zanuei HaJeKHOW BBIUMCIUTEIbHON Oa3bl.

I'pynna A. BepudunmupoBannas 3ammura

JlaHHast TpyIa XapaKTepus3yercs MPUMEHEHHEM (OpMaNbHBIX METOIOB BEpUPHUKAIIH,
KOPPEKTHOCTH DPAaOOThI MEXaHW3MOB YIPABJICHUS JIOCTYIIOM (AMCKPEIMOHHOTO M MaHJIaTHOTO).
Tpebyetcs, uToObl OBLIO (OPMAIBHO IMOKAa3aHO COOTBETCTBHUE APXMUTEKTYpbl U peammzauu TCB
TpeOOBaHUAM OE30MaCHOCTH.

Kiacc Al. ®opmanwsHas Bepudukanus. Kpurepuit 3ammTsl kitacca Al He ompexaenser
JIOTIOJTHUTENbHBIE [0 CPaBHEHUIO ¢ kiaccoM B3 TpeOoBaHus K apXWUTEKType WM IOJIUTHUKE
0€30I1aCHOCTH KOMIIBIOTEPHOM CHCTEMBbl. J[OMOJHUTEIbHBIM CBOMCTBOM CHUCTEM, OTHECEHHBIX K
kinaccy Al, sBunsercs nmpoBeneHHbl aHamu3 TCB  Ha  cooTBeTcTBHE  (pOpPMANBHBIM
BBICOKOYPOBHEBBIM CHIELU(DUKAIMSIM U UCIOJIb30BAaHUE TEXHOJOTUMN MPOBEPKU C LIEJIBIO MOJIYUYEHUS
BBICOKHX TapaHThuii Toro, uto TCB QyHKINOHHpYET KOPPEKTHO.

Haubonee BaxxHble TpeOoBaHMs K Ki1accy Al MOXXHO OOBbEIUHHUTD B MAThH TPYIIL

1. dopmanbHas MOJeNb TOJUTUKM O€30MacHOCTH JIOJDKHA OBITh  UYETKO
onpejeneHa U JOKYMEHTUPOBaHa, JOJIKHO OBITh JaHO MaTeMaTHYEeCKOe JOKa3aTeIbCTBO TOTO, YTO
MOJIESIb COOTBETCTBYET CBOMM aKCHOMaM M YTO HUX JOCTAaTOYHO MAJS MOJJIEp>KaHUS 3aJaHHOU
MOJIMTUKN 0€30MacHOCTH.

2. dopmanibHass ~ BBICOKOYpOBHEBas  cnenudukanus  JODKHA  BKIIIOYATh
abcTpakTHOE ormpenaeneHue BolmoaHsAeMblx TCB ¢QyHkumii u anmapaTtHelii ¥ (MJIM) BCTPOEHHBIN
MPOrpaMMHBIN MEXaHU3M JJIs 00ecTeueH sl pa3/ieJIeHUs 0 MEHOB.

3. dopmanbHast BBICOKOypoBHeBas crietudukanus TCB nomkHa 1eMOHCTpUPOBAThH
COOTBETCTBHE MOJIETIM MOJUTUKA O€30MacCHOCTH C HCIHOJB30BaHUEM, TIJI€ 3TO BO3MOXKHO,
(dbopManbHON TEXHOJIOTUU (HAmpUMeEp, IIe UMEIOTCs TPOBEPOUYHBIE CpeACcTBa) U HedOpMaIbHOU BO
BCEX OCTAJIbHBIX CIyYasX.

4. JlomxHO OBITh He(hOpMallbHO TIOKa3aHO M OOpaTHOE - COOTBETCTBHE
sanemeHToB TCB ¢opmanbHON BEICOKOYPOBHEBOH cnenudukanuu. @opmanbHas BBICOKOYPOBHEBas

crenuguKanys JI0JKHA MPEACTABIATh CO00M YHHUBEPCATbHBIA MEXaHU3M 3allUThI, peaTu3yroui

137



138
MOJMTHKY 0€30MacHOCTH. DIEMEHTHI 3TOT0 MEXaHU3Ma JO0JKHBI OBITh OTOOPaKEHBI HA 3J1€M €HTHI
TCB.

5. I[OH)KHBI OBITH HCIIOJIBF30BaHbI d)OpMaHBHBIe TCXHOJIOTUM OJI1 BBIABIICHUA H
aHaJM3a CKPHITHIX KaHaioB. HedopmanbHas TEXHOJIOTHS MOXKET OBITh MCIONb30BaHA JUIS aHATIH3a
CKPBITBIX BPEMEHHBIX KaHaJ0B. CyIIecTBOBaHHE OCTABIINXCS B CHCTEME CKPBITHIX KaHAJIOB JIOJKHO
OBITH OTPABIAHO.

Bonee crporue TpeOOBaHUS MPENBABISIOTCS K YINPaBICHUIO KOH(MUTYpaluel CHUCTEMbI H
KOHKPETHOMY MECTY JHCIOKauy (Pa3BepTHIBAHNUS ) CHCTEMBI

[Tepeuncnennsle TpeOOBaHMS He 3aTparuBaroT rpymnsl llomuTika Oe3omacHOCTH U
HO[[OT‘-IGTHOCTB U CKOHLCHTPUPOBAHLI B TPYIIIC FapaHTI/II/I C COOTBCTCTBYHOIIHMM OIIMCAHUCM B

rpynne JlokyMeHTanus.

5.2. KOHI_IGHI_[I/II/I 3allIUTbl aBTOMATU3NPOBAHHBIX CUCTEM H CPCACTB

BBIYMCIIUTEIIBHON TEXHUKH MO PYKOBOIAIIMM AJOKyMeHTaM ['octexkomuccun PO

B 1992 r. I'ocrexkomuccus (I'TK) npu IIpesuaente Poccuiickoit denepanuu pazpadoTaiia
U onyOnMKoBalla MATh PYKOBOIAUIMX JOKYMEHTOB [9], TMOCBSIIEHHBIX BOIMPOCAM 3alllUThI
nH(popManuu B aBTOMaTu3upoBaHHBIX cucTemax (AC) ee oOpaborku. OCHOBOH 3THX JOKYMEHTOB
SBJISICTCSI  KOHUEMIMS 3aluThl  cpeAcTB BbhiuuciautenbHo TexHuku (CBT) u AC ot
HECAHKIIMOHUPOBAHHOTO J0CTyna K wuHpopmanuu, conepxkamias cucremy B3rmsgoB ['TK nHa
npobiaeMy HHGPOPMALMOHHON O0€30MacHOCTH W OCHOBHBIE MPUHIMUIBI 3aIIUTHl KOMIBIOTEPHBIX
cucteM. C TOUKM 3peHHS pa3pabOTUMKOB JAHHBIX JIOKYMEHTOB, OCHOBHAasl 3ajaya CpEJICTB
0e30macHOCTH - 3TO o0ecreyeHne 3alluThl OT HECAHKLIIMOHUPOBAHHOTO J0CTyNna K MH(opManuu.
OmnpeneneHHbIl YKIOH B CTOPOHY MOJJIEPKaHHsI CEKPETHOCTH UH(OpMAIMK 0OBACHIETCS TEM, YTO
JaHHBIC JTOKYMEHTHI ObUTH pa3paboTaHbl B pacueTe Ha MPUMEHEHHE B MH(GOPMAIMOHHBIX CHUCTEMax

CUJIOBBIX CTpYKTYyp PD.

Crtpykrypa TpeboBaHui 6€30MaCHOCTH

PykoBogsamme noxkyments! I TK cocTosT u3 nsatu yacrei.

1. 3amura OT HECAaHKIIMOHUPOBAHHOTO JOCTyMa K HHpopMaruu. TepMUHBI U OTIPEICTICHHS.

2. Konnenmus 3ammtel CBT u AC ot HCJ] x undopmarmm.

3. ABTOMATH3MpPOBAHHBIE CHUCTEMBI. 3al[uTa OT HECAHKIIMOHUPOBAHHOTO JOCTyMa K
napopmaruu. Kraccudpukanuss aBTOMATH3WPOBAHHBIX CHUCTEM U TpeOOBaHUA TIO 3aIIUTE

nH(pOpMaLINH.
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4. CpexactBa BBIUMCIUTENbHON TEXHHUKH. 3allUTa OT HECAHKIIMOHHPOBAHHOTO JIOCTYIa K
uHpopmanuu. [Tokazarenu 3amumennoctu ot HC/I x uadopmanum.

5. BpemeHHOe TOJIOKEHHE MO OpPTaHU3alHMH Pa3pabOoTKU, U3TOTOBJICHHS M JKCIUTyaTalluu
MPOrPaMMHBIX M TEXHHUUYECKUX cpeAcTB 3amuThl uHpopmanmu or HCJ[ B aBTOMAaTH3MpPOBaHHBIX
cHCTEeMax U CPe/ICTBaX BBIYUCIUTEILHON TEXHUKH.

HaunOonpimii nHTEpEC MpENCTABISAIOT BTOpasi, TPETh U YETBEpTas yacTu. Bo BTOpoil yactu
M3JIaraeTcsi CHCTEMa B3TJIAJIOB, OCHOBHBIX MPHUHIMUIIOB, KOTOPBIE 3aKJIJIbIBAIOTCSI B OCHOBY
npobaembr 3amuThl MHGopmaruu ot HCJ. Pykoomsmue noxkymentsl I'TK mpennararor nse
rpymnmsl TpeboBaHMM K Oe3omacHocTH - mokasarenu 3ammmeHHoctd CBT or HCJl u kputepun
sanmuieHHoctd  AC  00pabotku ganubiX. [lepBas rpynma mMO3BOJSIET OLIGHUTH CTENEHb
3aIIUIIEHHOCTH OTACJIBHO TMOCTaBIsIEMbIX MOTpeOuTeNt0 KoMnoHeHTOB AC M paccMaTpuBaeTcs B
YeTBEPTON YacTH, a BTOpas paccuuTaHa Ha Oojee CIOKHbIE KOMILUIEKCHI, BKIIOYAIOIINE HECKOIBKO

enunul] CBT, u npencraBiena B TpeTheil 4aCTH PYKOBOJSAIIMX JOKYMEHTOB.

Knaccer 3anmmmiennoctua AC

B Tpetheit uwactu pykoBomamux ngokymeHtoB I'TK naercsa knaccudukauus AC u
TpeboBanuii o 3amure nHpopManuu B AC paznuuHbIX KiaccoB. [lpu sTom onpenenstoTes:

1. Ocuosuble dTansl knaccudukanuu AC:

pa3paboTKa U aHAJINU3 UCXOHBIX TaHHBIX;

BBISIBJICHHE OCHOBHBIX MpU3HaKoB AC, HEOOXOJUMBIX /JIsl KJIaCCU(PUKALIUS

CpaBHEHUE BBIABJICHHBIX IpU3HakoB AC ¢ kinaccupuuupyeMbIMH;

npucBoeHrne AC cOOTBETCTBYIONIETO Kiacca 3auuThl nHpopmarmu ot HC/I.

2. HeoOxonuMble HCXO/HBIE TaHHBIE JUIs KilaccuuKaluu KoHKpeTHo AC:

nepeueHb  3alluiiaeMblx  MHGOpManuMoHHBIX  pecypcoB AC u  HUX  ypOBEHb
KOH(UAECHIINAIbHOCTH;

MepevyeHb JHIL, UMEIOIINUX JOCTYN K ITaTHBIM cpeactBaM AC ¢ yka3aHHEM HX YPOBHS
IMOJIHOMOYHM;

MaTpUlla JOCTyNa WM MOJHOMOYHMI CYOBEKTOB JIOCTYIA MO OTHOLICHHUIO K 3alUIIaeMbIM
nHpOpMaIMoHHBIM pecypcam AC;

pexum o0pabotku gaHHbIX B AC.

3. Ilpu3Haku, Mo KOTOPBIM MPOU3BOAUTCS TpynnupoBka AC B pa3inyHbIE KJIACCHI:

Hanmuuue B AC nndopmanuu pa3auyHOro ypoBHs KOH(UIEHIIN AJbHOCTH;|

YpOBEHb TOJHOMOUYHH CcyOBekToB moctyna AC Ha [gocTynm K KOHGMHACHIMAIbHOU

uHpopmanuu;
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pexum o0paboTku gaHHBIX B AC: KOJUICKTUBHBIN WY WHANBUTYaTbHBIN.

HNoxymentel I'TK ycranaBnuBaroT neBsATh kiaccoB 3amumieHHocty AC or HCU,
pacnpeneneHHblx 1o  TpeM rpymnmaM. Kaxaplii Kilacc XapaKTEepHU3yeTcs OIpENeIEHHOMN
COBOKYMHOCTBIO TpeOOBaHMI K cpeicTBaM 3alluThl. B mpegenax kaxaoil rpynmbsl coOII0gaeTcs
uepapxusa kijaccoB 3ammiieHHoctd AC. Krnacc, COOTBETCTBYHOIIMKA BBICHIEH CTENEHU
3aIUIIEHHOCTH JUIsl TaHHOM rpynmsl, o6o3HavaeTcs uuaekcom NA, rae N- mHomep rpymmsl (0T 1
1o 3). Cnenyrommii knacc oboznadaercss Nb u 1.1

Tpetbs rpynmna Bkiiouaer AC, B KOTOPhIX pabOTaeT OJUH MOJIb30BaTellb, AOMYIICHHBIH KO
Bceil mHpopmanuu AC, pa3MelIeHHOW Ha HOCHUTENIX OJHOTO YPOBHS KOH(PUACHIUATHLHOCTH.
I'pynna comepxut aBa kiacca - 3b u 3A.

Btopas rpynma Bkimwowyaer AC, B KOTOPBIX IMOJB30BaTEld HMEIOT OJWHAKOBBIC
MOJIHOMOYHS 0CTyna Ko Bcel nHpopmainuu, odpadbaTeiBaeMoil 1 xpanumoil B AC Ha HOCUTEINSIX
Pa3UYHOTO YPOBHS KOH(GUIEHIUATBHOCTU. [ pynmna conepKuT ABa kiacca -2b u 2A.

[lepasi rpymnma BKJIIOYAaeT MHOromoJib3oBaTeabckue AC, B KOTOPBIX OJHOBPEMEHHO
oOpabaTeiBaeTCsl W XpaHUTCA WHGPOpManuUs pPa3HBIX YpPOBHEW KoH(puaeHIuanbHOCTH. He Bce
M0JIb30BaTENIM UMEIOT paBHBIE IIpaBa JAocTymna.. ['pynmna conepxut nsath kiaccos - 1J[, 1 I, 1 B, 1b
u lA.

B Ttabn. 5.2 mpuBemeHbl TpeOOBaHMS K TOJCHCTEMaM 3allUThI IS KaXJIOTO Kiacca
3alIUIICHHOCTH.

Ha pa3paboTky 5TuUX [OKyMEHTOB HauOombliee BiusHue okazan kputepuii TCSEC
("OpaneBast kHUTa"), OAHAKO ATO BIMSHUE B OCHOBHOM OTPA’Ka€TCS B OPUEHTUPOBAHHOCTH ITUX
JOKYMEHTOB Ha 3alUIICHHBIE CHCTEMBl CHJIOBBIX CTPYKTYP M B HCIOJB30BAHUU E€IUHOU
YHHUBEPCATHLHOM IIKATBI OIICHKH CTETIEHH 3allHIIEHHOCTH.

K nemocrarkam pykoBomsamux JAokyMeHToB ['TK  oTHocsTcsA: opueHTamuss Ha
npotuBozaeiicteue HCJl u orcyrcTBue TpeOOBaHWMN K aJeKBATHOCTH pealH3alud IOJUTUKU
6e3onacHocty. [loHaTHe "monuTHKA 6€30MaCHOCTH" TPAKTYEeTCsl UCKIIOUYUTENBHO KakK MOJIepKaHNue
pexuma cexkpetHoct u otcyrctBue HCJI. M3-3a aToro cpeacTsa 3amiuThl OPUEHTUPYIOTCS TOJIBKO
Ha MPOTHUBOJICHCTBHUE BHEIIHUM YIpO3aM, a K CTPYKType CaMOil CUCTEMBI U €€ (DYHKIITMOHUPOBAHUIO
HEe MpEeAbIBIsSETCA YeTKUX TpeOoBaHuii. PamxkupoBanue TpeOOBaHUIA MO KiIaccaM 3allUIIEHHOCTH
10 CPaBHEHHMIO C OCTaJbHBIMH CTaHIApTaMU WHQPOPMAIMOHHON O€30MaCHOCTH MAaKCUMAaIbHO
YOPOIIEHO U CBEJEHO J0 OMPEAENICHUS HaJTU4Hs WM OTCYTCTBHUS 3aJaHHOTO Habopa MEXaHH3MOB
3alUThI, YTO CYIIECTBEHHO CHIDKAET THOKOCTh TPeOOBAaHMI M BO3MOXKHOCTh HMX MPAKTHUYECKOTO
npumeHeHusi. HecmoTpss Ha ykasaHHble Henoctatk, JokyMmeHThl ['TK 3anmomnunu "mpaBoBoi
BakyyM" B 001acTH cTaHIapTOB MH(POPMAIIMOHHON Oe30macHOCTH B Poccuu u onepaTUBHO penivim

po0JeMy MPOEKTUPOBAHUS U OIEHKH KavyecTBa 3amuiieHHbx AC.
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5.3. Kputepun orieHkn 6€30macHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHIA

(Common Criteria)

OcCHOBHBIE TOHATHS

«KputepueB onenkn 6e30macHOCTH MHPOPMAITMOHHBIX TexHosorui» [10] (m3gan 1 nexadps
1999 roma) - caMblii TIOJIHBIA W COBPEMEHHBIM CpeIy OIICHOYHBIX CTaHAAPTOB. OTOT
MEXIYHApOAHBIN CTAaHAAPT CTAJl UTOTOM IOYTH JECITHICTHEH pabOoThl CHEIUAINCTOB HECKOJIBKHUX
CTpaH, OH BOOpasl B ceOsl OMBIT CYIIECTBOBABUIUX K TOMY BPEMEHHU JOKYMEHTOB HAIMOHAIBHOTO W
MEXHAIMOHAIBHOI'O MacIlTada.

[To ucropuueckuM MpUYMHAM JTAHHBIA CTaHIAPT YacTO Ha3bIBalOT «OOIIUMU KPUTEPUSIMID)
(unu gaxxe OK). M1 Taxoke OyZieM HCIIOIb30BaTh 3TO COKpaIlleHuE.

«OO01ue KpuTepuu» Ha CcaMOM JIeJie SBIAIOTCS METacTaHAapTOM, OIPEACIISIONIIM
MHCTPYMEHTHl OLEHKM Oe3onmacHoctn uHpopMmanuoHHoit cuctembl (MC) w  mopsmox  ux
ucnonb3oBanus. B ornnume ot «OpanxeBod kHurm», OK He coaepkar mnpeaonpeneseHHbIX
«kJaccoB OezomacHocTH». Takue KIIacChl MOKHO CTPOUTH, UCXOJs M3 TpeOoBaHUI 0e30MacHOCTH,
CYIIECTBYIOIIUX ISl KOHKPETHOW OpPTaHU3aIliy U/UIU KOHKPETHON HH(OPMAIIMOHHONW CHCTEMBI.

C nmporpammuctckoit Touku 3peHuss OK MoxHO cunTaTh HAOOPOM OMOJIMOTEK, TOMOTAIOITUX
MUCaTh COJIEPIKATENbHBIE «IIPOTPAMMbBD» — 3a/IaHuUs 1O 0€30MaCHOCTH, TUIIOBBIE MTPOMUIN 3aIUTHI U
T.11. [IporpaMMUCTBI 3HAIOT, HACKOJIBKO XOpoIlas OMOIMOTEeKa yNpollaeT pa3paboTKy Mporpamm,
MOBBINIAET WX KauyecTBO. be3 OMOIMOTEK, «C HYJs», MPOrpaMMbl HE THUINYT YK€ OYEHBb JaBHO;
OIICHKa 0E€30MacHOCTH TOXKE BBIIIUIA HA COMIOCTABUMBIM YPOBEHb CIOKHOCTH, B «OO0IIHe KPUTEPUN
MPEAOCTABUIIA COOTBETCTBYIOUIUN HHCTPYMEHTAPUH.

Kak n «OpanxeBast kauray, OK conepskat aBa OCHOBHBIX BH1a TPeOOBaHHM 0€30MaCHOCTHU:

e  (yHKIIMOHAIBHBIC, COOTBETCTBYIOIINE AKTHBHOMY ACIHEKTY 3alIUTHI, IPEIABIBISIEMbIC K
GyHKIHSIM 6€30TIaCHOCTH U PEATH3YIONTUM UX MEXaHU3MaM;

e TpeOOBaHUS JOBEpHS, COOTBETCTBYIOIIME IACCUBHOMY AacCIEKTy, MPEeabsIBIsSEMbIe K
TEXHOJIOTUH U TPOoILIecCy pa3paboTKU U IKCILTyaTalluH.

TpeGoBanust 06€30MaCHOCTH TPEIBSABISAIOTCS, a WX BBIMOJHEHUE TMPOBEPSIETCS IS
OTIpEIETICHHOTO OOBEKTa OIEHKH — aIapaTHO-MPOrPaMMHOTO MPOAYKTa WJIM WH(POPMAITMOHHOMN
CUCTEMBI.

Ouenp BaxkHO, 4TO Oe3zomacHocTh B OK paccMarpuBaeTcs HE CTaTMYHO, a B NPUBSAZKE K

KU3HEHHOMY IIUKJIY 00BbEKTa OLIEHKH. BBIJeNnsoTcs cieyromye dTamnbl:
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. ompenesiceHue Ha3HA4YeHWs, YCIOBUW TPUMEHEHHs, Ieled U  TpeOoBaHUU
0€30IMacHOCTH;

. NPOCKTHPOBAHUE U Pa3pabOTKa;

. UCIIBITAHUs, OLIEHKA U cepTUUKALINS,

. BHEJJPEHUE U DKCILTyaTallUs.

B OK 00BeKT OLeHKH paccMaTpuBaeTCs B KOHTEKCTE cpelbl 0e30macHOCTH, KOTOpas
XapaKTepU3yeTcs ONPECIIEHHBIMU YCIOBUSIMU U YTPO3aMHU.

B cBoro ouepenb, yrpo3bl XapakTepU3yloTcs CAeAYIOUMMH TapaMeTpaMu:

. HMCTOYHUK yTPO3bI;

. METOJ BO3JCHCTBHS;

o VSI3BUMBIE MECTa, KOTOPBIC MOTYT OBITh UCIIOJIE30BaHbI,
. pecypchl (aKTUBBI), KOTOPbIE MOTYT MOCTPAAATh.

Va3BUMbBIC MeCcTa MOTI'YT BO3HHUKATbh U3-3a HEAOCTATKA B:

. TpeboBaHMUAX 0E€30MMaCHOCTH;
. HNPOEKTUPOBAHUM;
. IKCIUTyaTaluu.

Cnabple MecTa MO BO3MOXXHOCTH CIIEJyeT YCTPaHUTh, MHUHHUMH3UPOBATh WM XOTS ObI
[IOCTapaThCsl OIPAHUYUTHh BO3MOXHBIA yIIepd OT HMX IPEIHAMEPEHHOI'O HCIOJIb30BaHUS WU
CIIy4ailHOM aKTHUBU3ALUU.

UToOBl CTPYKTYpHpPOBaTh MPOCTPAHCTBO TpeOoBaHMM, B «OOHIMX KPHUTEPUSX» BBElICHA
uepapxus KJIacc — CEeMEHCTBO — KOMIIOHEHT - 3JIEMEHT.

Krnaccsl ompenensitor Haubosee OOIIyI0, «IpPEIMETHYI0» TpYHNIUPOBKY TpeOoBaHUN
(Hanpumep, GyHKIMOHATIbHBIE TPEOOBAHUS OJOTYETHOCTH).

CemeiicTBa B mpezenax Kiacca pa3iMyaroTcs [0 CTPOTOCTH U IpYTUM HIOaHCaM TpeOOBaHMMA.

KoMmoHeHT — MUHUManbHBINA HA0Op TpeboBaHUH, PUTYpUPYIOIINHI KaK 1eJoe.

DneMeHT — HeJleNnuMoe TpeOOBaHue.

Mexny xommnoHeHTamu OK Mmoryr cymiectBoBaTh 3aBUCUMOCTH. OHM BO3HHKAIOT, KOIJa
KOMIIOHEHT caM M0 cebe HeIoCTaToYeH Uil AOCTIbKeHHs uenu Oe3omacHoctd. Ho He Bce
KOMOWHAIIMM KOMIIOHEHTOB UMEIOT CMBICII.

Kak yka3piBajgoch BEIIIE, C TMOMOIIBIO OMOTHOTEK MOTryT (OPMHUPOBATHCS JBa BHUIA
HOPMAaTUBHBIX JOKYMEHTOB: MPOQHIIb 3aIUTHI U 33JaHHE [0 0€30MaCHOCTH.

[Mpodune 3ammrer (I13) mpeacraBnseT coOoii TuMoBOW HAOOp TpeOOBaHUM, KOTOPHIM
JOJDKHBI  YIOBJIETBOPATH MPOMYKTHI /WM CHCTEMBl OIPENEICHHOr0 Kiacca (Hampumep,

OICPaIUOHHBIC CUCTCEMBI Ha KOMIIBIOTEPAX B IPABUTCIIbCTBECHHBIX OpFaHI/IBaHI/IHX).
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3amanue Mo OE30MacCHOCTH COACPKUT COBOKYITHOCTh TPEOOBAaHUHN K KOHKPETHON pa3paboTKe,
BBINOJIHEHUE KOTOPBIX 00eCeynBaeT JOCTHKEHHE MOCTABICHHBIX IIeJIei O0e30MacHOCTH.

Boime mbr ormewann, yto B OK Her roroBbix kimaccoB 3amuThl. CdopmupoBarth
Kjaccupukanuo B TepMuHax «OO0IMMUX KPUTEPUEB)» — 3HAYUT OIPEICIUTh HECKOIBKO HEePAPXUUECKU
YHOPSAOYEHHBIX (COAEpKAIMX YCHIIMBaKoIuecs TpeboBaHus) Mpoduiiel 3aluThl, B MAKCUMaJIbHO
BO3MOKHOW CTETEHU HCIIOJB3YIOIIUX CTaHAApTHRIE (DYHKIMOHAJIBHBIE TPEeOOBaHUS M TpeOOBaHUS
JoBepusi OE30MMaCHOCTH.

Brigenenue HEKOTOPOro MOAMHOMXECTBA U3 BCET0 MHOXKECTBA MPOQUIIEH 3allUThl BO MHOIOM
HOCHUT CyOBEeKTHBHBIN Xapaktep. Ilo memomy psany coobpaxeHuil (OJHUM M3 KOTOPBIX SIBISETCS
KeJlaHUe MPUIEPKHUBATHCA 00BEKTHO-OPHEHTUPOBAHHOTO MTOAX0/1a) LIEIeco00pa3Ho, Ha HAIl B3TJIA,
chopMUPOBATH CHaYaJla OTIPABHYIO TOYKY KIIACCU(UKAIINH, BBIICTHB 0a30BbIi (MUHUMATHHBIN) 113,
a IOTIOJTHUTENbHbIE TPeOOBaHUS KOMIIOHOBATh B ()YHKIIMOHAIBHBIE MTAKETHI.

OYHKIMOHAIBHBIN MaKeT — 3TO HEOJHOKPATHO MCIOIb3yeMasi COBOKYITHOCTh KOMIIOHEHTOB,
OOBEIUHEHHBIX ISl JOCTHKCHHS ONPEACICHHBIX Iieneil OezomacHocTu. «OOIe KpuTepum» He
pErIaMEeHTHPYIOT CTPYKTYPY IAaKEeTOB, MPOLEAYPHl Bepu(pUKaNU, PETUCTPALUU U T.II., OTBOAS MM
POJIb TEXHOJIOTUYECKOTO cpecTBa hopmuposanus [13.

bazoBblii poduiib 3alUTHl AOKEH BKIIOYATh TPEOOBAHUSA K OCHOBHBIM (00SI3aTENILHBIM B
T000M  cay4ae) BO3MOXKHOCTSAM. [Ipom3BoaHble TPOGMIM TONydaroTcss W3 0a30BOTO IyTeM
n00aBiIeHUs] HEOOXOMUMBIX IIAKETOB pPACHIMPEHHS, TO €CTh MOJO00HO TOMY, Kak CO3Mal0TCsA

IMPONU3BOJHBIC KJIACCHI B O6’beKTHO'OpI/IeHTI/IpOBaHHHX SA3BIKaX MPpOrpaMMHUpOBaHUA.

OyHKIMOHANIbHbIE TPEOOBAHUS

OyHKIMOHATBHBIE TPEOOBaHUS CrPYNIHUPOBAHBl Ha OCHOBE BBIMONHIEMOW MMU POJIA WU
oOcimyxuBaeMol 1enu OezomacHocTu. Bcecero B «OOmmx KpuTepusx» mpenactaBieHo 11
(YHKIIMOHATBHBIX KJIACCOB, 66 cemelcTB, 135 KOMMOHEHTOB. DTO, KOHEYHO, 3HAUUTEILHO OOJIbIIIE,
9YeM YHUCIIO aHAJIOTUIHBIX CYIIHOCTEeH B «OpaHKeBON KHUTEY.

[Tepeuncnum knaccel GyHKIMOHAIBHBIX TpeOoBanuit OK:

e  UICHTHU(UKAIUSA U ayTCHTUPHUKAIHS;

e  3aIUTAa JIAHHBIX MOJH30BATEIIS;

e 3ammTa QyHKIMA Oe30macHOCTH (TpeOOBaHMS OTHOCATCS K IEJIOCTHOCTH W KOHTPOJIIIO
JTAHHBIX CEPBUCOB 0€30MACHOCTH U PEaTH3yIOIINUX UX MEXaHU3MOB);

e ympaBleHHE O€30MacCHOCTHIO (TpeOOBaHMSI ITOTO KJIACCA OTHOCSTCS K YIPaBICHUIO

aTpuOyTaMu U IapameTpaMmu 0€30MMacHOCTH);
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e ayaurT Oe3omacHOCTH (BBIABICHHWE, PETUCTpAlMs, XpaHEHHe, aHAW3 JaHHbIX,
3aTparuBamIIUX O€30MacHOCTh OOBEKTa OICHKH, pearnpoBaHHE HAa BO3MOXKHOE HapyIICHHE
0C30IIaCHOCTH);

e JIOCTYH K OOBEKTY OIICHKH;

e TPUBATHOCTH (3alllUTa IIOJIL30BATENsl OT PACKPBITUS H HECAHKIIMOHUPOBAHHOTO
WCIOJIb30BaHUS €r0 WICHTU(DUKAIIMOHHBIX TaHHBIX);

e HCIIOJIb30BaHUE PeCypcoB (TpeOOBaHUS K IOCTYITHOCTH HH(POPMAIINN);

e KpunTorpaduyeckas mojaepxka (yrnpapicHUE KIOUYaMH);

e  CBi3b (ayTeHTU(HKAIIMSA CTOPOH, YUYACTBYIOIIUX B OOMEHE JIaHHBIMU );

e JIOBEPEHHBIN MapIIpyT/KaHaJ (ISl CBSI3U C CepBUCAMU O0€30IMaCHOCTH).

Omnuimem nospoOHee ABa Kiacca, JEMOHCTPHUPYIONIME 0COOEHHOCTH COBPEMEHHOTO MOIX0/a

Knacce «IIpuBaTHOCTB» cOepKUT 4 ceMeiicTBa (yHKIIMOHAIBHBIX TPEOOBAHUH.

AnoHumMHOCTh. [l03BONSICT BBHIMONHATH JACUCTBUS 0€3 PpacKpbITHs HICHTU(UKATOpa
MOJIB30BATENS JPYTUM IIOJIB30BATEIsAIM, CyOBeKTaM W/WiIU 00BeKTaM. AHOHHMHOCTH MOXET OBITh
MOJTHOM MM BbIOOpOuUHOW. B mocienHem citydae oHa MOXKET OTHOCHUTBCS HE KO BCEM OIEpaLusiM
W/WIM HE KO BCEM II0JIb30BATENsAM (HAalpUMEp, Y YIOJIHOMOYEHHOTO II0Jb30BATEN MOXKET
0CTaBaThCA BO3MOKHOCTH BBISICHEHHS UACHTU(PHKATOPOB TOIH30BATENCH ).

[IceBnonuMHOCTh. HamomuHaer aHOHMMHOCTb, HO Tpd TNPUMEHEHHM I[ICEBJOHHMA
MOJIIEP>)KUBACTCS CChIJIKA Ha MASHTU(UKATOP MOJIb30BaTeNs i o0ecredeHnsl MOJOTYETHOCTU WU
JUISL IPYTUX LEeH.

HeBozmoxxHocTh acconuanuu. CeMelcTBO 00ecrneuynBaeT BO3MOYKHOCTH HEOJIHOKPATHOTO
UCIOJIb30BaHUsl HMH(POPMAIIMOHHBIX CEPBUCOB, HO HE TMO3BOJSET aCCOLMUPOBATH  Cllydau
UCMOJb30BaHUS MEXIy co00M M mpumucaTh MX OAHOMY Jully. HeBO3MOXXHOCTh accoluanuu
3alIMIIAaeT OT MOCTPOeHHs Mpoduiieil moBeeHHs MoIb30BaTenei (1, CleoBaTeNbHO, OT MOJYYEeHUs
nH(pOpMaIUK Ha OCHOBE MOIOOHBIX TIpOoduIIeH).

CkpbiTHOCTE. TpeOoBaHusl JAaHHOTO CEMEWCTBAa HANpaBlEHbl HAa TO, YTOObI MOXXHO ObLIO
UCMOJIb30BaTh WH(GOPMAIIMOHHBII CEpBUC C COKpBbITHEM (akTa MCHoib30BaHuA. s peanuzanuu
CKPBITHOCTH  MOXET NIPHUMEHATHCA, HApUMEpP, IIUPOKOBEUIATEIBbHOE  PacIpOCTPAHEHUE
nHpopmanuu, 0e3 yka3zaHus KOHKPETHOro ajapecara. l'oasrcs ajis peaau3alud CKPBITHOCTU U
METOJIbl cTeraHorpaduu, KOTJa CKpbIBae€TCS HE TOJIBKO COJep)KaHHWe cooOmeHuss (kak B
Kpunrorpaguu), Ho U caM (pakT ero OTIPaBKH.

Eme oauH noka3aTenbHbIN (C Hameil TOUKU 3peHHsl) Kiacc (yHKIMOHAIBHBIX TPeOOBaHHMA —
«Mcnonp30BaHuE pecypcoB», coepKamuid TpeOoBaHUS JOCTYmHOCTH. OH BKIIOYAET TpH

ceMencTBa.
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OTKa30yCTONYMBOCTE. TpeOOBaHUS 3TOrO0 CEMEHCTBA HaNpaBJiCHbl Ha COXpaHEHHUE
JOCTYITHOCTH WMH(pOPMAIIMOHHBIX CEPBUCOB Jaxe B ciay4yae cOos mim otkaza. B OK pasnuuarorcs
aKTUBHAs U I1aCCUBHAs OTKa30yCTONMYMBOCTb. AKTHUBHBII MEXaHU3M COAEPKUT CIIELUATIbHBIC
(GyHKLIMH, KOTOpble AKTUBU3UPYIOTCS B ciaydae cOos. IlaccuBHas OTKa30yCTOHYHMBOCTb
[OJIpa3yMeBaeT HaJIMYue N30BITOYHOCTH C BO3MOKHOCTBIO HEITpaIn3aluy OmnOO0K.

OOcnyXuBaHuE TO NPUOPUTETAM. BBIMOMHEHHE ATHX TPEOOBAaHHH IMO3BOJSET YIPABIATH
HCIIOJIb30BAHUEM PECYPCOB TaK, YTO HU3KOIPUOPUTETHBIE OIEpalMiM HE MOTyT IIOMEIIaTh
BBICOKOITPMOPUTETHBIM.

Pacnipenenenue pecypcoB. TpeOoBaHMs HampaBiieHbl Ha 3allUTy (IyTeM HPUMEHEHHs
MeXaHHM3Ma KBOT) OT HECAHKLIMOHUPOBAHHOW MOHOIIOJIN3ALMUA PECYPCOB.

«O0mue KpUTEpUM» — OUYEHb IPOJYMAaHHBIM M MOJHBIA JOKYMEHT C TOYKH 3pEHUS
(GyHKLIMOHATIBHBIX TpeOoBaHUU. B TO ke BpeMs, XxoTesnoch Obl 0OpaTUTh BHUMAHUE U HA HEKOTOPbIE
HEJOCTaTKU.

[lepBpili — 3TO OTCyTCTBHE OOBEKTHOrO mnoaxona. DyHKIMOHAJIbHbIE TpeOOBaHUS HE
CTPYINIIMPOBAHbl B OCMBICICHHbIE HA0Opbl (OOBEKTHBIE MHTEpPPEIChl), K KOTOPHIM MOIJIO Obl
OpUMEHAThCSL  HacnenoBaHue. [lomoOHoe  MmosiokeHHME, KaK  M3BECTHO M3  TEXHOJOTMHU
IpPOrpaMMUPOBAHUS, YPEBATO  IMOSIBJIEHUEM  CIMIIKOM  OOJBIIOrO  4ucia  KOMOWHAIMH
(YHKIMOHATIBHBIX KOMIIOHEHTOB, HECOITOCTABUMBIX MEXIY COOOIA.

B coBpemMeHHOM NPOrpaMMHUpPOBAaHUHU KIIIOUEBBIM SIBJSIETCS BOIPOC HAKOIUJICHUS U
MHOT'OKPaTHOT'O HCHOJb30BaHUs 3HaHWN. CraHmapTbl — oaHAa U3 (OpPM HAKOIUICHHUS 3HAHUM.
Cnenoanune B OK «0OuO1MoTeyHOMY», @ HE OOBEKTHOMY IOJXOIY CY)XKaeT Kpyr (pUKCHpyeMbIX
3HAHUMU, YCIOXKHAET UX KOPPEKTHOE UCII0JIb30BaHUE.

K coxanennto, B «OOmMUX KpUTEPUSIX» OTCYTCTBYIOT apXUTEKTypHbIE TpeOOBaHMS, YTO
SBJISICTCS €CTECTBEHHBIM CJIEJICTBUEM H30pAaHHOIO CTapOMOJHOIO MPOTPAMMHUCTCKOIO MOJIXOAa
«CHU3y BBepX». TeXHOJOIMYHOCTh CpPEACTB O€30MacHOCTH, CJIEJJOBaHUE OOIIENPU3HAHHBIM
pEeKOMEHalUsAM IO MPOTOKOJIaM M NPOrpaMMHBIM HHTepdelicam, a Takke arnpoOUpOBaHHBIM
APXUTEKTYPHBIM DEIICHUSIM, TaKUM KaK MEHEKEep/areHT, — HEOOXOIMMBbIE KauecTBa W3JEIHil
MH(POPMAIMOHHBIX TEXHOJIOTHH, MpeIHa3HAUYCHHBIX JUIA MOJICPKKH KPUTHUYECKU BaXKHBIX (PYHKIUH,
K YHCIy KOTOpPbIX, O€3yClOBHO, OTHOCATCA (QYHKUMU Oe3omacHOoCTH. be3 paccmorpenus
UHTEp(ENCHBIX aCMeKTOB CHCTEMbl OKAa3bIBAIOTCS HEpPACHIMPSEMBIMH M HU30JUPOBAHHBIMU.
OueBHIHO, C TMPAKTUYECKOM TOUKM 3peHHs 3TO HeaomycTumo. B To ke Bpems, obecrneueHue

0e30IMacHOCTH HHTCp(I)CﬁCOB — BaKHaA 3aZiavya, KOTOPYIO KCJIAaTCIIbHO PCIIATh C,Z[I/IHOO6pa3HO.

TpeboBanus noBepust 6€30MACHOCTH
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YcranoBneHnue goBepusi 6€30MaCHOCTH, coriacHo «OOLMM KpUTEpHsIM», OCHOBBIBAETCS Ha
AKTUBHOM HCCIIEIOBAHUN OOBEKTA OLICHKH.

dopma mpencTaBicHHs TpeOOBaHW JOBEpHUs, B TPUHIHUIE, Ta K, YTO U JUISA

GbyHKIIMOHATBHBIX TpeboBanuil. CrnenuduKa COCTOUT B TOM, YTO KaKIbIH 3JIEMEHT TpeOOBaHUM

AOBCPUSA NPUHAMIC)KUT OAHOMY U3 TPEX TUIIOB!:

. NeicTBUs pa3paboOTUNKOB,;
. IPE/ICTaBICHNE U COAEP/KaHUE CBUIIETEIILCTB;
. JICWCTBHS OLIEHIIIKOB.

Bcero B OK 10 kiaccos, 44 cemeiicTBa, 93 KOMIIOHEeHTa TpeOOBaHUI JOBEpHs 0€30MMaCHOCTH.
Ilepeuncium Knaccsl:

. paszpaboTka (TpeOOBaHUS IS MO3TAITHOW JeTanu3annuu QyHKIUH 0e301macHOCTH OT
KpaTKo# crienudukanyu 10 peanansainn);

. MOJJEPKKA KUZHEHHOTO UKIIA (TpeOOBaHMsI K MOJIENIN KU3HEHHOTO IMKJIA, BKIIIOYast

MOPSAJIOK YCTPAHEHUSI HEAOCTATKOB U 3aILUTY CPEIbl pa3pad0TKH);

. TECTUPOBAHUE;

. OLIEHKA ys3BUMOCTEH (BKJIIOUYas OLEHKY CTOMKOCTH (DyHKIMH 6€30I1aCHOCTH);

. IIOCTaBKa M SKCILTyaTalus;

. yIpaBiieHue KOH(QUTYpaIuei;

. pyKoBOJACTBaA (TpeOOBaHUS K HKCIUTYaTal[MOHHOM TOKYyMEHTALUN);

. HNOJ/Iep)KKa  JToBepUst (JUI  TMOAJEPKKU ATANOB JKU3HEHHOIO LHMKJIAa IOCIe
cepTH(UKaINN);

. OIIEHKA MPOQUIIS 3alTUTHI;

. OLIEHKA 33JJaHus 10 OE30MacHOCTH.

[TpumenuTenbHO K TpeboBaHUAM a0Bepus B "OOImuUX Kputepusax" cienaHa BecbMa MoJIe3Has
Belllb, HE pealu30BaHHAsA, K COXaJCHHIO, /Ul (yHKIIMOHAIBHBIX TpeOOBaHUNH. A HMEHHO, BBE/IEHBI
TaK Ha3bIBa€Mbl€ OIL[CHOYHBIE YPOBHHU JI0BEpUsl (MX CEMb), COJIEPIKAIUE OCMBICIICHHbIE KOMOMHAIIMU
KOMITOHEHTOB.

OneHouHBI ypoBeHb JoBepus | (HavaJabHBIN) NMpenycMaTpuBaeT aHauu3 (QYHKIIMOHATIBHON
cneunpuKanuy, crenupuKanuy HUHTepPeicoB, HKCIUTyaTAllMOHHOW JOKYMEHTAI[MH, a TaKxke
HE3aBHCUMOE TECTHpOBaHHE. YPOBEHb NPUMEHHUM, KOTJa YIpo3bl HE paccMaTpPUBAIOTCS Kak
CEpBbE3HBIE.

OneHouHBl ypOBEHb OBEpHs 2, B JIONOJHEHUE K IEPBOMY YPOBHIO, IIPELyCMATPUBAECT
HAJIMYHME TPOEKTAa BEPXHEro YpPOBHS OOBEKTAa OLEHKH, BHIOOPOYHOE HE3aBUCHMOE TECTUPOBAHHE,

aHaJIn3 CTOMKOCTH (QyHKIUHN 0€30MacCHOCTH, TOUCK Pa3pabOTUNKOM SIBHBIX YSI3BUMBIX MECT.
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Ha ypoBHe 3 Benercs KOHTPOJIb Cpeibl pa3pabOTKH U yIipaBieHne KOH(UTypanueid o0beKTa
OLIEHKH.

Ha ypoBue 4 noOaBisitoTcst mojHas creuudpuKanus HHTEPPEHcoB, MPOEKTHl HUKHETO
YPOBHSI, aHaJIM3 IOJMHOXECTBA pealn3allud, NpUMEHEHHE He(OPMAIbHOM MOJEIN MOJUTUKU
0€30IIaCHOCTH,  HE3aBUCUMBIH  aHajdM3  YSI3BUMBIX  MECT, ABTOMAaTH3alMs  yNpaBJICHUS
KoHurypanued. BeposiTHO, 3TO caMblil BBICOKMH YpPOBEHb, KOTOPOTO MOXKHO JIOCTHYb MpHU
CYLIECTBYIOIEH TEXHOJIIOTUH ITPOrPaMMUPOBAHUS U IPUEMIIEMBIX 3aTpaTax.

VYpoBeHb 5, B JONOJHEHHE K MPEabLIyLIUM, MpelycMaTpuBaeT NpUMEeHeHue (opMalibHON
MOJIEJIN MOJUTUKH O€3011aCHOCTH, Moay(hopManbHON (QYHKIMOHAIBHON crenudukanum 1 NpoeKTa
BEPXHETO YPOBHS C JIEMOHCTpalLMeil COOTBETCTBHS MeX a1y HUMU. HeoOxonumo npoBeieHrne aHamm3a
CKPBITHIX KaHAJIOB pa3pabOTUYNKaMM U OLICHIUKAMHU.

Ha ypoBHe 6 peanusanust 10JkHa ObITh NPEICTaBIeHa B CTPYKTYPUPOBAHHOM BUE. AHAIN3
COOTBETCTBHSI paclpOCTPaHAETCS Ha MMPOEKT HUKHETO YPOBHSI.

OneHouHbIid ypoBeHb 7 (CaMblii BBICOKHI) MpemycMaTpuBaeT (GpopMaibHYIO Bepu(UKALIUIO

IIPOCKTA 00beKTa OLCHKU. On IIPUMCHUM K CUTyallusIM ‘-Ip@?;BI:I‘-IElfIHO BBICOKOI'O pHUCKa.

6. OCHOBHBIE 3Tallbl TOCTPOCHHUS 3AIIUIIEHHON HHPOPMAITMOHHON

CHCTCMBI

Llens meponpusiTuii B 001acTd MH(POPMAIIMOHHONW OE30MAaCHOCTH — 3AIUTHTh HWHTEPECHI
CyObEKTOB HH(pOpPMAIMOHHBIX OTHOWIEHUH. HHTepechl 3TH MHOrooOpa3Hbl, HO BCE OHH
KOHIICHTPUPYIOTCST ~ BOKPYT  TpeX  OCHOBHBIX  acClEeKTOB:  JOCTYIMHOCTb,  IEJIOCTHOCTH,
KOH(UIEHIIMATBHOCTD.

Baxnocts mnpoGiematuku uHpopmanmonHoi Oe3omacHocTH (MbB) oObsicHseTcs nByms
OCHOBHBIMH ITPUYUHAMHU:

- IEHHOCTHIO HAaKOTUIEHHBIX WH(OPMAIIMOHHBIX PECYPCOB;

- KpUTHYECKOU 3aBUCIMOCTBIO OT HH()OPMAITHOHHBIX TEXHOJIOTHIA.

Paspymienune BaxkHOM nH(pOpMaIMU, KpaXka KOHQUICHIMAIBHBIX TaHHBIX, IEPEPhIB B paboTe
BCJIEJICTBHE OTKa3a — BCE JTO BBUIMBAETCS B KPYIHBIE MaTepuUalbHbIE MOTEPH, HAHOCHUT YIIEepO
peryTanuu opranuzanuu. [IpoOiemMbl ¢ cucTeMaMul YIpaBiICHHS WM MEIWIIMHCKAMH CHCTEMaMHU
YTPO’KAIOT 3/I0POBBIO M )KU3HU JIFO/IEH.

CoBpemeHHbIE HHPOPMALIMOHHBIE CUCTEMBI CJIOXKHBI U, 3HAYUT, OMACHBI YK€ caMu 1o cele,
naxke 0e3 yuera aKTUBHOCTH 3JIOYMBIIIJIEHHUKOB. [1ocTOSSHHO 0OHaApy>KMBAIOTCSI HOBBIE YSI3BUMbIE

MECTa B MMpOrpaMMHOM oOecreyeHuu. HpI/IXO)II/ITCH IIpUHUMAaTb BO BHHMAHUC qpesquaﬁHo
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HIMPOKUHA CHEKTp anmapaTHOro M IMPOrpaMMHOIO OOecHeueHMsl, MHOTOYMCIIEHHBIE CBSI3U MEXIY
KOMITOHEHTAMHU.

MeHSI0TCS TPUHIMIBI TTOCTPOSHHUST KOpIOpaTHBHBIX HH(popMammonHsix cucrem (HC).
Hcnonb3yroTcss MHOTOUMCIIEHHbIE BHELUIHHE MH()OPMAIIMOHHBIE CEPBHCHI; MIPEIOCTABIAIOTCS BOBHE
COOCTBEHHBIE.

IlonTBepxneHueM cinoxxHocTH npodsematuku Wb sBisercs mapaiienbHbl (M 10BOJIBHO
OBICTPBIN) POCT 3aTpaT Ha 3alIUTHBIE MEPOIPHUATUS U KoindecTBa HapymeHuil Ib B coueranuu c
POCTOM CpeAHEro yuiepoa oT KaX10ro HapyIIeHus.

VYenex B ob6macth MHGOPMAIMOHHONW O€30MacCHOCTH MOXKET MPUHECTH TOJIBKO
KOMILJICKCHBIN MOJIX0/I, COUETAIONINI MephI YyeThipex ypoBHew [10 — 12]:

- 3aKOHOJATEIILHOIO;

- aIMUHUCTPAaTUBHOIO;

- IPOLIELyPHOTO;

- IPOTrPAMMHO-TEXHUYECKOTO.

BypHoe pa3BuTHe rinodajibHbIX ceTel, IpUBJIEKaeT Bce Ooubliie BHUMaHUs K ceT Internet
CO CTOPOHBI YaCTHBIX JIMI[ U Pa3IM4HbIX OpraHu3anuii. MHorue opraHu3aluuy UHTETPUPYIOT
CBOM CETHU B INI00aJIbHYIO CETh, a TAK)KE YCTAHABIMBAIOT CBOM cepBephl yciuyr (Www-, FTP-) B
rio0anbHbIX ceTsxX. Mcmonb30Banue ri1o0anbHBIX CeTei B KOMMEPUECKUX IETsiX, P Mepeaayde
uH(pOpMaLlMU, COJEP/KALlYI0 KOMMEPYECKYIO WJIH TOCYJIapCTBEHHYIO TailHy, BiedeT 3a coOoi
HE00XO0IMMOCTh MOCTPOCHUS KBATU(DUIIMPOBAHHOMN CUCTEMBI 3allUThl HHPOPMALIUH.

[Tpu CO3/1aHUHU MH(POPMALMOHHOM UHPPACTPYKTYPbI KOpIHOpaTUBHON
ABTOMAaTU3UPOBAHHOW CHCTEMbl Ha 0a3e COBPEMEHHBIX KOMIBIOTEPHBIX CETed HEeH30eKHO
BO3HUKAET BONPOC O 3AlUIIEHHOCTH 3TOH CTPYKTYphI OT yrpo3 0e30macHOCTH HMH(OpMAaLUU.
Hackonbpko anekBaTHbl peau30BaHHbIE B CETH MEXaHH3Mbl O€30MaCHOCTH CYIIECTBYIOIUM
puckam? MOXHO JHM J0BepATh O3TOM cucreMe 00pabOTKy (XpaHeHue, Iepenauy)
KoH(uaeHIManbHoM nHpopmauun? U T.1. 3TOT CIUCOK BEJTHK.

TakuMu BOIpocaMU paHO WM MO3JHO 3a/al0TCA BCE CHEIHAIUCTBI OTAENIOB 3alUTHI
UHpOpPMALIMU U APYIHX IOApa3Ae]eHUN, OTBEUYAIOMIMX 3a IKCIUIyaTallMi0 U CONPOBOXKIECHUE
ceteil. OTBETHI HAa 3TH BONPOCH! JAIEKO HEOUYEBUAHBI. AHAIN3 3aIULIEHHOCTH CETU OT yrpo3
Oe3omacHocTH MHGpOpMaluu — paboTa CIOXKHAs. YMEHHE OIEHMBAaTh M YINPAaBIATh PUCKaMHU,
3HAHWE THUIOBBIX yIPO3 M YA3BUMOCTEH, KPUTEPHUEB M MOJIXOJOB K aHAIM3Y 3allUIIEHHOCTH,
BJIaJICHUE METOJaMU aHaJIM3a, 3HAHHE pPAa3IMYHBIX IPOrPaMMHO-ANMNapaTHBIX IIATPOPM,
MCIIOJIb3YEMBIX B COBPEMEHHBIX KOMIIBIOTEPHBIX CETSX — BCE TO JAJEKO HE MOJIHBIM IEpEeUeHb
KayecTB, KOTOPHIMH JIOJDKHBI 00JaJaTh CHEIHUATUCThl, MPOBOAAIIME pabOThl IO AaHATU3Y

3alIMIIEHHOCTH CETU. AHalu3 3allUIIEHHOCTH SBISEeTCA (yHAaMEeHTOM Ha 0ase, KOTOpOro

148



149
MPOBOJATCS pabOTHI MO TMOCTPOSHHUIO 3AIIUIICHHOW MH(POPMAIIMOHHOW CETH W ayauTy (Wid
npoBepKe) 0€30MaCHOCTH 3TOM CeTH B JalbHEHIIEM.

B mepBoMm pasnmene paOOThl NMPUBEAEHO OOCTATOYHO MOAPOOHOE OINHCAHHE KaXKIAOTO
YpPOBHSI (3aKOHOJATEIBHOTO, aIMUHUCTPATHBHOTO, MPOIEAYPHOTO, TIPOTPAMMHO-TEXHHYECKOTO)
3alMThl MH(OOPMAIIMOHHBIX aKTHBOB OpTraHU3alli¥ B OTACIBHOCTH. Pasnen 3akaHYmBaeTcCs
OPUMEPOM TOCTPOSHHSI ABTOMATH3UPOBAHHON CETH NPEANpHUATHS Ha 0a3e KOMIBIOTEPHOTO
000pyIOBaHUs, a TaKKe NPUBOJUTCA BO3MOXKHAS TMOJUTHKA OE30IMaCHOCTH MPENNpUATHS U
CIHCOK HEOOXOIUMBIX MTPABHUJI M MHCTPYKIIMI JJIsl TIEPCOHAJIA OPTraHU3aIHH.

Bo BTOpOM pa3jene NpUBOIUTCS KiIacCUPUKAIMS BUAOB ayquTa OE30IMaCHOCTH U
HEKOTOPBIEC MPAKTHUECKUE PEKOMEHIAIMU 0 TUIAHUPOBAHUIO U pEaTU3allii aBTOPU30BAHHOTO
ayauTra, a TaKiKEe IPUMCPbl aKTHUBHOIO ayAauTa 6€3OHaCHOCTI/I I/IH(bOpMaIII/IOHHBIX AKTHUBOB
OpraHu3aIum.

CpenctBa 3amuTthl HHGOpMaIUK AensSTcs Ha GopMaibHbie U HedopMmaibHble. K mepBeiM
OTHOCSTCSI CPE/ICTBA, BHITIOTHSIOINE 3aIIUTHBIE (YHKIIUU CTPOTO TI0 3apaHee MPeayCMOTPEHHON
nporenype W 0e3 HENOCpeACTBEHHOro ydvacTus denoBeka. K HedopManbHBIM cpeacTBaMm
OTHECCHBI TaKWe, KOTOPbIE JHOO ONMPEAeISIFOTCS IIeJICHANPABICHHON JESTSIbHOCTBIO JIOJICH,

100 periaMeHTUPYIOT (HETIOCPEICTBEHHO TN KOCBEHHO) ATy JIESATEIbHOCTh, PUCYHOK 6.1.

CpencrBa 3aIuThl
nHbopMarmn

| 3aKoHOAaTCIbHEIC | |A,IIMI/IHI/ICTpaTI/IBHI>I€| | Hpouez[ypHHe |

Qusnueckue | OpraHu3aluoHHbIE |
AnnapartHsie | MopasbHO-3THYECKUE |

| ®opmainbHble |<— —>| Hedopmanbsusie |

Puc. 6.1. Cpexacrtsa 3amuThl HH(pOpMALIUU

6.1. 3akoHODATENBHBIN YPOBEHB

6.1.1. 3akon P® «O06 nndopmanmu, nabpopMaTH3aluy U 3alIUTe HHHOPMALIUK»

@enepanbublii 3akoH oT 20 deBpans 1995 roma Ne 24-03 «O6 wuHbopmamuu,
uHpOpMaTH3alUK U 3amuTe HHopMamn» (aanee «3akoH 00 MHPOPMALIUNY) SIBISETCS OJHUM

W3 OCHOBHBIX 0a30BBIX 3aKOHOB B 00JIACTH 3amUTHl MH(GOPMAIUH, KOTOPBIM perIaMeHTHPYET

149



150
OTHOILIEHMsI, BO3HUKAIOIIKE IpU (POPMUPOBAHUU U UCIIOJIb30BAaHUM HH(OPMALIMOHHBIX PECYPCOB
Poccuiickoit @enepanun Ha OCHOBE cOOpa, HAKOIUJICHHUS, XPAaHEHHs, PACHpPOCTPAHEHUS U
IPEOCTaBICHUS TOTPEOUTENSIM JTOKYMEHTHPOBAHHON MH(OpMAIUK, a TaKKe IPU CO3AAHUU U
UCIOJIb30BaHUU MH(OPMAIIMOHHBIX TE€XHOJIOTUH, IPU 3aluTe UHPOPMALMU U NIPaB CyOBEKTOB,
Y4acTBYIOUIMX B MH(OPMAIIMOHHBIX MTpoOLEccax U MHPOPMATHU3ALIKH.

OCHOBHBIMH 3aJ]auaMH CHCTEMBI 3alIUThl WH(POpPMALWK, HAIIEAUIMMH OTpPAXEHUE B
«3axoHe 00 nHpopMaIUK», IBISIOTCS:

- IpPEJOTBpALICHHE YTEYKH, XHUIICHUS, YTpaThl, HECAHKIMOHHUPOBAHHOIO YHHUYTOXKEHUS,
UCKa)XEHUs, MOUpUKaKK (TOAIENKH), HECAHKIIMOHUPOBAHHOTO KOIIUPOBaHUs, OJIOKUPOBAHUS
UHPOPMALIUH | T.I1., BMEIIATEIbCTBA B MHPOPMALHUIO U HHPOPMALMOHHBIE CHCTEMBI;

- COXpaHEHUE MOJIHOTHI, JOCTOBEPHOCTH, LIEIOCTHOCTH MH(OpPMALIMU, €€ MAaCCUBOB U MPOrpaMM
00pabOTKH JAHHBIX, YCTAHOBJIEHHBIX COOCTBEHHUKOM MJIHM YIIOJIHOMOYEHHBIM UM JIUILIOM;

- COXpaHEHUE BO3MOXKHOCTH YIPABICHUs MpolieccoM 00pabOTKH, MOIb30BaHUS HHpOpMaLueil B
COOTBETCTBUU C YCIOBUSIMH, YCTAHOBJIEHHBIMU COOCTBEHHUKOM WJIM BJIa/I€TbLEM HHPOPMALIUK;
- oOecrieyeHUE KOHCTUTYLIMOHHBIX TIpaB TIpaXJaH Ha COXpPaHEHME JIMYHOM TaWHbI H
KOH(HICHIIMAIbHOCTH NIEPCOHAIBHOIN HH(OpMAIMY, HAKAIJIMBAEMOM B OaHKax JaHHBIX;
COXpaHEHHE CEKPETHOCTH MM KOH(QUACHIUAIbHOCTH HH(GOpMAlMM B COOTBETCTBHM C
IpaBWJIaMH,  YCTAHOBJIEHHBIMU  JICHCTBYIOLIMM  3aKOHOAATEIbCTBOM M JPYTUMHU
3aKOHOJATEJIbHBIMU UM HOPMATUBHBIMU aKTaMH;

- coOjroieHue MpaB aBTOPOB IMPOrPaMMHO-MH()OPMAIIMOHHONW MPOAYKIUH, HUCIOIb3yeMOil B
MH(POPMALIMOHHBIX CHCTEMaX.

B ywactHocTH cTaThs 19 3akoHa ycTaHaBIMBAET 00A3aTEIHHOCTh CEPTU(HUKAIIUU CPEICTB
00pabOTKM M 3allIUThl JOKYMEHTHPOBAaHHOW HH(OpPMalMM C OrpaHUYEHHBIM JOCTYIIOM,
NpeJHa3HAYCHHBIX JUIsl OOCIY>KMBaHMs TpaXJaH M OpraHM3alui, a Takke 00513aTeJbHOCTb
MOJIyYEHUS JULEH3UN U1 OpraHu3alnid, OCYIIECTBISIOIUX IPOEKTUPOBAHUE U MTPOU3BOJICTBO
CPEJCTB 3alUThl HTHPOPMAIUH.

Cratbs 20 onpenenseT OCHOBHBIE 1IeNIM 3aluThl HH(popMmanuu. B coorBercTBUM € 3TOM
CTaTbe! TAKOBBIMM, B YACTHOCTH, SIBJISIFOTCSI:

- IPEJOTBPALCHUE YTEUKH, XUILEHNS, YTPAThl, HICKaKEHUS U MOJACTKY HH(popManuy;

- IpeI0TBpALLEHUE YIPo3 OE30MaCHOCTH JTUYHOCTH, OOIIECTBA U FOCYAapCTBa;

- TpPEeNOTBpAlleHHE HECAHKIMOHUPOBAHHBIX JEMCTBUM 1O YHUYTOXEHUIO, MOAM(PHUKAIIH,
UCKa)XEHUIO0, KOITMPOBAHMIO, OJIOKMPOBAHHIO HH(POPMALINH;

- 3alIUTa KOHCTUTYIMOHHBIX IpaB Ha COXpPAaHEHHWE JIMYHON TallHBl M KOH(HUIAECHIHATBLHOCTH
MEPCOHAJIbHBIX CBEJICHUM;

- COXpaHEeHHe rocy1apCTBEHHON TaltHbl U KOH(PHUACHINATLHOCTH HHPOPMAIUH.
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[Tyaktr 3 crareu 21 Bo37araer KOHTPOJIb 3a COONIOJCHHWEM TpeOOBaHMA K 3allluTe
uHpOpMalLIMK, 3a OHKCIUTyaTallued CIEMUaTbHBIX CPEACTB 3alIUThl WH(POpPMALUU, a TaKKe
o0ecrieyeHre OPraHU3AIMOHHBIX MEP 3alIUThl MH(POPMALMOHHBIX CHUCTEM, 00pabdaTHIBAIOIIMX
MH(POPMALIMIO C OTPAHUYEHHBIM JIOCTYIIOM B HETrOCYAApCTBEHHBIX CTPYKTypax, Ha OpraHbl
rOoCyJapCTBEHHON BJACTH. OTO O3HA4YaeT, YTO KOHTPOJIb COCTOSHUS 3alllUThl JIOJIKEH
OXBaTBIBaTh BCE TPHU COCTABJSIOIIME MH(POPMALUU C OTPAHUYCHHBIM JOCTYIIOM, BXOJSIIEH B
rocyJapCTBEHHbIE HH()OPMAIIIOHHBIE PECYPCHI:

- “H(GOPMaIINIO, COCTABIIAIOLIYIO TOCYAAPCTBEHHYIO TaliHY;
- KOHGUAEHITMATBHYIO HH(OPMAITHIO;
- IEPCOHAJIBHBIE JAHHBIE O TPAXKIAAHAX.

Ouenp BakHa cTaThsl 22, KOTOpas OIpeleNseT mpaBa U OOS3aHHOCTH CYyOBEKTOB B
oOmacti 3ammThl HMHpopManMu. B wyacTHOCTH, NMyHKTBI 2 M 5 00S3bIBalOT BjaJesblLA
UH(POPMALIMOHHOM CHCTEMBbI o0ecreunBaTh HE00XO0AUMBIH YPOBEHb 3aLUThI
KOH(HICHIIMATHHON HHPOPMAILIMU U OMOBEIIAaTh COOCTBEHHIUKOB HH(POPMAITMOHHBIX PECYPCOB O
¢dakTOB HapylIeHUs pexuma 3amuThl HHQOpMaruu. IlyHKTOM 3 pHCK, CBSI3aHHBIH C
UCIOJIb30BAaHUEM HE CEepTHU(QUUUPOBAHHBIX WH(GOPMALMOHHBIX CHCTEM M CPEICTB HX
oOecrieyeHHs U 3allUThl, BO3JIaraeTcs Ha COOCTBEHHHUKa (BJIaJelblia) CUCTEM U CpelcTB. Puck,
CBSI3aHHBIA C WMCIOJIb30BaHHUEM WH(POPMALUHU, MOJYYCHHON W3 TaKMX CHUCTEM, OTHOCUTCS Ha
norpedutenss nHpopmanuu. [TyHKT 4 ycraHaBiIMBaeT MpaBO COOCTBEHHHMKA JOKYMEHTOB WIIU
UH(POPMALIMOHHOM CHCTEMBI O0paIlaThcsi B OpraHU3alMM, OCYIIECTBISIOMNE CepTU(UKALUIO
CPEACTB 3alllUThl TAKUX CHCTEM, JUIsl MPOBEIEHUS aHalu3a JOCTATOYHOCTU MeEp 3allUThl €ro
PECYPCOB M CHCTEM M TOJTy4EHHS] KOHCYIbTAINH.

Crarpsa 23 3akoHa NOCBSIIEHA 3alIUTe INMpaB CyObEKTOB B cdepe MHGPOPMALMOHHBIX
nporieccoB U nHpopmaTuzauuu. CTaThsl yCTaHABIMBAET, UTO 3AIIUTA MPAB CYOBEKTOB B TAHHOM
cdepe oCyLIECTBISAETCS CyJIOM, apOUTPaXKHBIM CYJIOM U TPETEUCKUMHU CYAaMH, KOTOPbIe MOTYT

CO3/1aBaThCsl HA TOCTOSTHHOW MJIA BPEMEHHOW OCHOBE.

6.1.2. 3akoH P® «O nuieH3upoBaHUM OTJAEIbHBIX BUJIOB ACSATEIHHOCTHY

3akoH «O JIMUEH3UPOBAHMM OTIEIbHBIX BUJIOB JeATelIbHOCTH» OT 8 aBrycra 2001 roma
Homep 128-d3 (ITpunst [N'ocymapcrBennoi Jymoit 13 urons 2001 roma). Haunem ¢ oCHOBHBIX
ONIPEAEIICHUN.

Crarbs 17 3akoHa yCTaHaBIMBAET NEPEUECHb BUJIOB JIESITEIBHOCTH, HAa OCYIIECTBICHHUE
KOTOPBIX TPpeOYIOTCS JIUIEH3UN. PaccMOTpUM Clieyromye BUIb:

- pacripocTpaHeHHe MUGPOBATBHBIX (KPUNTOTpadUIECcKUX) CPECTB;
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- TEXHUYECKOE 00CTy)KMBaHUE MH(PPOBATBHBIX (KPUNTOTPAPUISCKUX) CPEICTB;
- IPEeOCTaBJIEHUE YCIYT B 00sacTH MU (poBaHUs HHPOPMALIUY;
- pa3paboTKa U MPOU3BOJACTBO MHUPPOBATHHBIX (KPUNTOrpahUUECKUX) CPEACTB, 3AMUIICHHBIX C
UCIOJIb30BaHUEM MU POBAIBHBIX (KpUNITOrpauuecKux) CpeicTB MHPOPMALUOHHBIX CHUCTEM,
TEJIEKOMMYHUKALMOHHBIX CUCTEM;
- BbIIaYa CEePTHU(PHUKATOB KIIOYEH IEKTPOHHBIX IIU(PPOBBIX MOANUCEH, pETUCTPAIHs BIIaJCIbIEB
AIIEKTPOHHBIX MHM(POBBIX TMOANUCEH, OKa3aHUE YCIYr, CBA3aHHBIX C HCIOJIb30BAHUEM
3JIEKTPOHHBIX LU(POBBIX MOANKUCEN U MOATBEPKIACHUEM MOATUHHOCTH IEKTPOHHBIX LIU(POBBIX
MTOAITACEH;
- BBIABJICHUE OJJIEKTPOHHBIX YCTPOMCTB, MNpEAHA3HAUYEHHBIX JUISI HETJACHOIO IOJIY4YEHMS
uH(poOpMallMy, B TOMEIIEHUAX M TEXHUYECKUX CPEACTBaxX (3a HCKIIOYEHUEM Ciydyas, €CiH
yKa3zaHHas  JIeATeNIbHOCTh  OCYILECTBJIAETCS A oOecreyeHHss COOCTBEHHBIX — HYX]
IOPUJIMYECKOTO JIMIIA WIK MHAMBUAYAILHOTO IPEANPUHIMATES);
- pa3paboTKa ¥ (KJIM) MPOU3BOJICTBO CPEJICTB 3aMUTHI KOH(PUICHIINATHLHOW HH(OPMAIIHH;
- TEXHUYECKasl 3aluTa KOH(DUICHINAIBHOW HHPOPMALINH;
- pa3paboTKa, MPOU3BOJCTBO, peaau3alys U NPUOOPETEeHHE B LEISAX MPOAAXH CIELUAIbHBIX
TEXHUYECKUX CpPEACTB, MpPEeIHA3HAUYEHHBIX JJI HErJIAaCHOIO IOJNydyeHHs HH(OpManuy,
WHAUBUAYAJIbHBIMU IPEANPUHUMATEISIMU U IOPUAWYECKUMHU JIMLAMH, OCYILECTBISIOUIMMU
IpEIIPUHUMATEIBCKYIO 1€ATEIbHOCTb.

Heo0xonuMo y4uTBIBaTH, 4TO, COTJAacHO cTarhe 1, JeiicTBHe HaHHOro 3aKkoHa He
pacpoCTpaHAETCs Ha CIEAYIOLINE BUbI 1€ATEIbHOCTH:

- IEATEIbHOCTb, CBS3aHHAs C 3alIUTON rOCYJapCTBEHHOMN TalHbI,
- IESITENIbHOCTh B 00JIACTH CBSI3U;
- oOpa3oBateibHas 1eATEIbHOCTb.

OCHOBHBIMHU JIMIIEH3UPYIOIIMMU OpraHaMy B OOJIACTH 3aIUUThl MH(OPMAIUK SBISIOTCS
@®enepallbHOE  areHTCTBO NPABUTENbCTBEHHOW cB3M U uHbopMauuu (DAIICU) wu
I'octrexkomuccuss Poccun. DOAIICU Bemaer BceM, 4YTO CBSI3aHO ¢ Kpunrorpaduei,
['ocTexKoOMHCCHS JIMIIEH3UPYET NESATEIbHOCTh IO 3alluTe KOH(UIECHIMATbHON HH(pOpMAaIUH.
Kpome TOro, BBO3 U BBIBO3 CpEACTB KpUNTOrpapuuecKol 3amuThl HHGPOpMAIUH
(mmppoBaTbHOM TEXHUKHM) M HOPMATHUBHO-TEXHMYECKOM JOKYMEHTAllUM K HeH MOXeT
OCYIIECTBIISITECS ~MCKIIIOUMUTENHHO HAa OCHOBAaHUHM JIUIEH3UM MUHHUCTEpCTBA BHEIIHUX
DKOHOMUYECKHUX CBsA3el Poccuiickoin @enepanuu, BbIJABAEMONM Ha OCHOBAHMM PELICHUS
OAIICH. Bce atu BoIpochl peraaMeHTHPOBAaHbl COOTBETCTBYIOIIMMHU yka3zamu l[Ipesunenta u

nocraHoBieHusamMu [IpaBurenscTa PO.
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6.1.3. ITakeT pykoBOASIIMX JOKYMEHTOB ['OoCymapcTBEHHOM

TexHu4eckon komuccuu pu lpesunente Poccuiickon @enepanun

B 1992 rony Tl'ocynmapcrBenHass TtexHuuyeckass komuccus npu Ilpesmnente PO
omybnukoBanga MATh «PyKOBOIAIIMX [OKYMEHTOBY», IOCBSIICHHBIX MpoOjeMe 3allluThl OT
HecankuuonuposanHoro pocryna (HCJ]) k wundopmanum, obOpabaTsiBaeMOi CpeicTBaMu
BbrunciutenbHor Texuuku (CBT) u aBromarusupoBanusiMu cucremamu (AC) [2]:

«PykoBonsamuit nokymeHt. KoHIeNus 3amuThl CPEICTB BBIYUCIUTEIBHON TEXHUKU
(CBT) u aBromarm3upoBaHHbIX cucteM (AC) ot HecankuuonupoaHHoro noctyma (HC) k
uHpopmanum».- ['ocrexkomuccust Poccun, 30 mapra 1992 rona.

«PykoBonmsamuit  nokymeHT. CpeacTBa BBIYUCIWUTENBHOW TEXHMKH. 3amura OT
HECaHKIMOHUPOBaHHOTO AocTyna K uHpopManuu. [lokazarenu 3ammieHHoctu ot HCJl
uHpopmanumy.- ['ocrexkomuccust Poccun, 30 mapra 1992 rona.

«PykoBozdmuii  JOKYMEHT.  ABTOMAaTM3UPOBAaHHbIE  CHCTEMbI.  3amuTa  OT
HECAaHKIIMOHUPOBAHHOTO JocTyrna K wuHpopmamuu. Kiaccupukanus aBTOMaTH3HMPOBAHHBIX
CHUCTEM M TpeOOBaHUs IO 3amuTe HHPopManum».- I'octexxkomuccus Poccum, 30 mapra 1992
roja.

«PykoBozsmuii TOKyMEeHT. BpemeHHOe MOookKEeHHEe 110 OpraHu3aluu pa3pabdoTKH,
M3TOTOBJICHHS 1 DKCIUTyaTaI[H IPOrPAMMHBIX M TEXHHYECKHX CPEACTB 3alIUThl HH(POPMAIUU OT
HCJ B aBTOMAaru3suMpoOBaHHBIX CHCTEMax U CPEACTBAX BBIYMCIUTEIBHON TEXHHUKH.-
I'ocrexxomuccus Poccun, 30 mapra 1992 rona.

«PykoBoasIIMi JOKYMEHT. 3aliTa OT HECAHKIIMOHUPOBAHHOI'O JJOCTYIA K HHPOpMaIUH.
Tepmunsbl u onpenenenus».- 'octexkomuccust Poceun, 30 mapra 1992 rona.

B 1997 roay k 9TuM AOKyMeHTaMm 100aBuiCs erle oauH [9]:

«PykoBonmamuii 1okymeHT. CpencTBa BEIUUCIUTEIBHON TEXHUKH. MeKceTeBbIe SKpaHbl.

3amuTa OT HECAaHKIIMOHUPOBAHHOTO JocTyna K mHpopmanuu. [lokasaTenu 3amMIEHHOCTH OT

HECaHKIIMOHUPOBAHHOIO JOCTYTa K HH(QOpMALU».

KOHI_[CHI_II/ISI 3aIlIUThI CPCACTB BBIYHCIIMTEILHON TEXHUKU U

AC ot HCJI x nuadopmariun
LleHTpanbHBIM 3J€MEHTOM (MACHHOM OCHOBOH) HabOpa PYKOBOAALIMX JIOKYMEHTOB

I'ocrexxomuccun sipnsiercst «Pykosogsammii nokymeHnT. Konnenunus 3amutsel CBT u AC ot HC/J

K nHopmanun» [9]. B 3ToM 1okyMeHTe u3naraercsi CUCTeMa B3TJISA0B U OCHOBHBIX MPUHIIUIIOB,
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KOTOpBIE 3aKJIaJBIBAIOTCS B OCHOBY MpoOiemMbl 3amuThl uHbopmaruu ot HCJI, sBistomeiics
4acThIO 0011l MpobiieMbl 6€301TaCHOCTH HH(POPMALIUH.

B «Konuenuum» paziauyaroTcs [Ba IOHSATHS, COOTBETCTBYIOLIME JIBYM TIpylIaM
KpUTEpUeB 0€30MacCHOCTH:

- IOKa3aTesy 3alIUIIEHHOCTH CPEACTB BHIYUCIUTEIbHON TEXHUKH,
- KpUTEPUH 3alUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

«KoHuenuus» npeaycMaTpuBaeT CylECTBOBAHUE JIBYX OTHOCUTEIBHO CaMOCTOSITEIIbHBIX
U HUMCIOIIMX OTJIMYHE HaNpaBJeHUH B mpodsiemMe 3amuThl uHGopMmamuu ot HCJ. Orto -
HamnpasyieHue, cBsizanHoe ¢ CBT, u HanpaBnenue, cBsizanHoe ¢ AC. Otinune AByX HaIlpaBJICHUI
nopoxaeHo tem, uro CBT pa3pabareiBatoTcsi ¥ MOCTABISIFOTCA HA PHIHOK JIMIIB KaK 3JIEMEHTHI,
U3 KOTOPBIX B JAJbHEUIIEM CTPOSTCS (PYHKIMOHAIBHO opueHTHpoBaHHBIE AC, M O3TOMY, HE
pemas npukiaaHbix 3agad, CBT He conepikaT moiab30BaTeIbckoi HHGOPMALIUU.

[Tomumo mnonb3oBatenbckoil wuHpopMmanuu npu co3gaHuu AC MOSBISIOTCA TakHe
orcyrcTBytomue npu pazpadborke CBT xapakrepuctuku AC, Kak OJIHOMOYHS MOJIb30BATENCH,
MOJIENTb HAPYIIUTENIS, TEXHOJIOTUS 00pabOTKH MH(OPMAIIHH.

Cy11ecTBYIOT pa3UyHbIe CHOCOOBI MOKYIIEHHS Ha WH(OPMALMOHHYIO 0€30MacHOCTb:
paguoOTeXHUYECKUE, aKycTudeckue, mporpamMmmubie W T.m. Cpeau Hux HCJI Bbimensiercs kak
JocTyn K MH(pOpMalluy, HapylIalolMi yCTaHOBJIEHHbIE IIpaBWJIa pasrpaHUUYEHUs J1OCTyNa, C
WCIIOJIb30BAaHUEM INTATHBIX cpeAcTB, mpeaocraBisieMbix CBT wmu AC. Tlom mraTHeIMU
CPEICTBAaMU MOHUMAETCSI COBOKYITHOCTh IPOrPaMMHOI0, MUKPOIIPOIPAMMHOIO M TEXHUYECKOTO
obecnieuenuss CBT i AC.

B paznene 3 «Konuenuun» gpopmynupyrorcs ocHOBHbIe TpUHIMIBI 3amuThl oT HCJI k
uH(popMauu:

3.1. 3amuTa CBT n AC ocHOBBIBaeTCs Ha MOJOXKEHUAX U TPEOOBAHUIX CYLIECTBYIOIINX
3aKOHOB, CTAaHJIApPTOB M HOPMAaTMBHO-METOAMYECKHUX JOKyMEeHTOB mo 3aummre or HCJ[ x
uH(pOpMaLIUH.

3.2. 3amura CBT obecnieunBaeTcst KOMIIJIEKCOM IMPOrPaMMHO-TEXHUYECKUX CPECTB.

3.3. Bamurta AC obecrieunBaeTcsi KOMIUIEKCOM HPOTPAaMMHO-TEXHUYECKHX CPEICTB U
NOJEPKUBAIOLIUX UX OPraHU3ALMOHHBIX MEp.

3.4. 3amura AC nomkHa 00ecTeunBaThCsl Ha BCEX TEXHOJOTHYECKHUX dTamax o0paboTKH
uH(pOpMallMd M BO BCEX pEXKHMMax (QPYHKIMOHUPOBAHUS, B TOM 4YHUCJIE NpPHU MPOBEICHUU
PEMOHTHBIX M pErJaMEeHTHBIX paloT.

3.5. IIporpaMMHO-TEXHUYECKUE CPEJCTBA 3AIIMUTHI HE JOJDKHBI CYIIECTBEHHO YXY/IIATh
OCHOBHblE  (QyHKIMOHaNbHbIe Xapakrepuctuku AC  (HageXHOCTh, OBICTpOJEHCTBUE,

BO3MOKHOCTh U3MeHeHHs KoHpurypanuu AC).
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3.6. HeorpemiieMoit 4acThio paboT 1O 3alIUTe ABJSETCS OIleHKA YOPEKTUBHOCTH CPEACTB
3alllUThl, OCYIIECTBIsE€Mas IO METOAMKE, YUYMTHIBAIOLIEH BCIO COBOKYIHOCTb TEXHHUYECKHX
XapaKTEpUCTUK OLEHUBAEMOIO0 OOBEKTA, BKJIIOYAs TEXHUYECKHE DPELIECHUS U IPAKTUUYECKYIO
peann3almio CpeICTB 3alUThI.

3.7. 3amura AC noimKHa pegycMaTpuBaTh KOHTPOJIb PGEKTUBHOCTH CPEACTB 3aILUThI
or HCJI. DTOT KOHTPOIb MOXET OBITh OO MEPUOAUUECKUM, THOO MHUIIMHPOBATHCS IO MEpe
HeoOxoaumocTu nojp3oBatesieM AC Wil KOHTPOJIUPYIOIIMMH OpraHaMH.

B kadectBe rmimaBHoro cpexactBa 3amuThl or HCJ| x wHbOpManmm B pasaene 6
«Konnenuun» paccmatpuBaercs cuctema pasrpaHudeHus goctyna (CPJ]) cyOwbekToB K
00beKTaM JI0CTyma:

6.1. O6ecneuenue 3amutel CBT u AC ocymectBusercs:
- CP/] cyOBbexToB K 00BEKTaM JI0CTYTIA;
- o0ecnieunBaromumu cpeacreamu it CP/I.

6.2. OcaoBubIMU QyHKIMsIMU CPJ] SIBISIOTCS:
- peanu3zanus npasui pasrpanudenus noctymna (I1PJ[) cyObekToB 1 X MPOILIECCOB K TaHHBIM;
- peanusauus [IPJ] cyOBbEKTOB M UX MPOLIECCOB K YCTPOMCTBAM CO3/JaHMsI TBEPIbIX KOIUH;
- M30JIALUS IPOTPAaMM IIPOLIECCa, BBIIOJIHAEMOI0 B HHTEpecax cyObeKTa, OT APYrUX CyObEKTOB;
- YIOpaBji€HUE MOTOKAMHU JAHHBIX C LEJbI0 MPEAOTBpAILEHUs 3alUCHU JAHHBIX HAa HOCHUTEIH
HECOOTBETCTBYIOIIETro Ipuda;
- peanu3anus npaBuil oOMeHa JaHHBIMU Mexay cyobektamu Uit AC u CBT, nocTpoeHHBIX 110
CETEBbIM MTPUHLIUIIAM.

6.3. O6ecneunBaromue cpeactna s CP/] BeImonHsIOT cneayronme QyHKINm:

- UJIEHTU(UKALKIO M OINO3HaHUE (ayTeHTH(PHUKALUIO) CyOBEKTOB U MOJAJEp’KAaHUE HPUBI3KU
CyObeKTa K IpOIIECcCy, BBIOIHAEMOMY Ui CyObEKTa;

- peructpanmio JIeHCTBMHA CcyOBbeKTa M €ro mpolecca; NIpeoCTaBlIeHHEe BO3MOXKHOCTEH
UCKJIIOYEHHS] M BKJIIOUYEHHUS HOBBIX CYOBEKTOB U OOBEKTOB JOCTyMHa, a TakXke H3MEHEHHE
MOJIHOMOYHI CYyOBEKTOB;

- peakuuto Ha nonelTku HCJI, Hampumep, curHanu3anuio, 6JOKMPOBKY, BOCCTAHOBIIEHHE TTOCIIE
HCI;

- TECTUPOBAHHUE;

- OYHUCTKY OINEpAaTHBHOM MaMATH U pabouyux oOJacTel Ha MarHUTHBIX HOCHUTENSX IOCIe
3aBepILeHHs pabOThI MOJIb30BATENS C 3alUIIAEMbIMU TAHHBIMHU;

- YUYeT BBIXO/IHBIX MEYaTHBIX U rpadudyeckux Gopm u TBepAbIX kKonuii B AC;

- KOHTPOJb LEJOCTHOCTH MporpaMMHON u wuHpopManmoHHod dactu kak CPJl, tak u

o0ecreynBaroIInX €€ CPeCTB.
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6.4. Pecypchl, cBs3annble kak ¢ CPJI, Tak u c oOecreuynBalOIIMMHU €€ CPEICTBaMH,
BKIIIOYAIOTCS B OOBEKTHI IOCTYTIA.

6.5. Cnoco6sl peanmmzammu CPJl 3aBucar ot koHkpeTHbIX ocobennocreit CBT u AC.
Bo3MoxHO IpUMEHEeHHe CIEAYIONUX CIIOCO00B 3aIIUTHI U JTIOOBIX UX COYETAHHIA:

- pactipeaenennas CPJl u CP]l, mokanu3oBaHHas B IPOrPaMMHO-TEXHHYECKOM KOMIUIEKCE (Sapo
3aIUTHI);

- CP/l B pamkax onepaunoHHoi cuctemsl, CY B/l win npukiiaHeIx Nporpamm;

- CP/l B cpencTBax peanm3aiiy CETEBBIX B3aUMOJICUCTBUM WM HA YPOBHE MPUIOKECHUM;

- HCIOJIb30BaHHE KPUNTOTpapuUecKuX MNPeoOpa3oBaHU WM METOJOB HEMOCPEICTBEHHOTO
KOHTPOJISI 1OCTYIIa;

- mporpaMMHasi 1 (Wian) TexHuueckas peanuzanus CP/I.

B nenom paspabotka PykoBomsmux mokymeHToB ['octexkomuccuu Poccum siBunmachk
CIeNCTBMEM OYpHO pa3BHUBAIOIIErOCS IIpollecca BHEAPEHHUS HOBBIX HH(DOPMALIMOHHBIX
TEXHOJOTHH. JIOKYMEHTBI JIOCTATOYHO ONEPATHBHO 3AIOJIHHIN MPABOBOW BaKyyM B 00JIACTH
CTaHIapTOB MH(OPMAITMOHHOW 0€30MacCHOCTH B CTpaHEe M Ha ONPEICIICHHOM JTare MO3BOJIMIN
peliaTh akTyalbHYIO 3a7a4y obecriedenus 6e3omacHoctu nHpopmaruu. [Tockonbky pazpaboTka
JIOKYMEHTOB Takoro poja s Poccuu nmpeacTaBiseT J0CTAaTOYHO HOBYIO 00JIACTh AEATEIbLHOCTH,
MO>XHO pacCMaTpuBaTh UX KaK MEPBYIO CTaauio (GOPMHUPOBAHUSI OTEUECTBEHHBIX CTAaHIAPTOB B
obnactu nHOOPMAIMOHHON OE30ITACHOCTH.

Ha pa3paboTky STuUX AOKYMEHTOB OOJbIIOE BIWsSHUE OKazana «OpaHkeBas KHUTa»
MunncrepctBa 060oponsl CIIA, KO0TOpoe BBIPA3UIOCh B OPUEHTALMK HA CUCTEMBI BOCHHOTO H
CIIENUATILHOTO TPUMEHEHHS, B HCIOJb30BaHUU €IWHOW YHUBEPCAIHHOM IIIKaIbl CTEIEHU
3aIMIIEHHOCTH U B UTHOPUPOBAHUU BOMIPOCOB IIEHHOCTH M BPEMEHH JKM3HU WH(POPMAIIUH.

K Hemocrarkam JOKYMEHTOB, MOMHUMO OTCYTCTBHsI TpeOOBaHHMI K 3alldTe OT YIrpo3
paboTOCIOCOOHOCTH, OTHOCUTCS OpHEHTaIusl Toabko Ha mpotuBoaeiicteue HCJl u oTcyrcTBUE
TpeOOBaHUI K aJ€KBATHOCTH peaU3alMK TMOJMUTHKUA Oe30macHOCTH. COOCTBEHHO «IOJHTHKA
0€30MacHOCTH» TPAKTyeTCd B ATUX JOKYMEHTaX MCKIIOUMUTENbHO KakK MOJJAEpKaHHUE pexuma
cekpetHoctd M orcyrctBue HC/[. M3-3a sTOoro cpexncrsa 3aliuThl OPUEHTUPYIOTCS Ha
MPOTUBOJIEUCTBUE TOJIBKO BHEIIHMUM YIrpo3aM, a K CTPYKTYpe CaMOl CHUCTEMbI U €€
(GYHKIIMOHUPOBAHUIO HE TIPEABIBISETCS HUKAKUX TPEOOBAaHUH.

C TOouKkHM 3peHHus pa3pabOTUMKOB JaHHBIX PYKOBOJSAIIUX JOKYMEHTOB OCHOBHAs M €/1Ba
JM HE €AMHCTBEHHAs 3aJayda CpeACTB oOecreueHus: 0€30MacHOCTH — ATO OOecleYeHue 3aIlUuTh
OT HECaHKIIMOHUPOBAHHOTO J0CTyna K nHpopmarmu. Eciu cpecTBaM KOHTPOJIS U o0ecTieueHust
LEJIOCTHOCTH HMH(QOpMAlMK B HHUX €Ile YAeNseTcs HEKOTOpoe BHUMAaHHME, TO MOJIepKKa

paboTOCIIOCOOHOCTH CUCTEM 00paboTku wuHGopMauu (Kak Mepa 3aluThl OT YIpo3
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paboToCrocOOHOCTH) BOOOIIEC HE yIToMUuHaeTcst. OnpeaesIeHHbIN YKIOH B CTOPOHY TOICPKaHUS
CEKPETHOCTH OOBACHSIETCS TEM, YTO 3TH JOKYMEHTHl ObUTM pa3paboTaHbl B pacueTe Ha
NPUMEHEHHE B CYIIECTBYIOUIMX HH(POPMAIMOHHBIX cUCTeMax MuHHCTEpCTBa OOOPOHBI U

CHGHCJ’IY)K6 POCCI/II/I, a TaKXKC HEAOCTAaTOYHO BEICOKHUM YPOBHEM TEXHOJIOTHI STHUX CUCTEM.

HoxymenTtsl ['ocrexkomuccuu Poccun o mojenu Hapymurens B AC

Mopnens Hapymurtens omnpenensiercs B 4-M paszene OCHOBHOro PykoBoasiiero
nokymeHnTa ['ocrexxomuccuu Poceun «KoHuenius 3amuThl CpeCTB BHIYUCIUTEILHON TEXHUKU
¥ aBTOMATU3HPOBAHHBIX CHCTEM OT HECAHKIIMOHHPOBAHHOTO JOCTYIAa K nHpopmarmm» [2].

B kauectBe Hapywumens B 3TOM JOKYMEHTE PAacCMaTpUBACTCS CYyOBEKT, MMEIOIIUI
noctyn k padore ¢ mratHeiMu cpenctBamu AC u CBT kak yactu AC.

Hapymmrenu knaccupuuupyroTcsi M0 YpOBHIO BO3MOXKHOCTEH, MPEIOCTABISAEMBIX UM
mratHeiMu  cpenactBaMmu AC u CBT. Beigensercs ueTblpe YpOBHS 3THX BO3MOXKHOCTEH.
Krnaccudukanus sBisieTcs uepapXxudecKon, T.e. KK CICAYIONINI YPOBCHD BKIIOYACT B CeOS
(G yHKIIMOHAIbHBIE BO3MOXKHOCTH MPEABIIYIIETO.

Ilepswiii yposens onpenenseT caMblii HU3KUN YPOBEHb BO3MOXHOCTEH BEJICHUS TUaIora
B AC — 3amyck 3amad (mporpamm) u3 (UKCHPOBAHHOTO HaOOpa, peaM3yIoNIMX 3apaHee
peayCMOTpEHHBIE (YHKIIUU TI0 00paboTKe HHPOpMALIUH.

Bmopoii yposens omnpenensieTcss BO3MOXKHOCTBIO CO3[JaHMsS M 3alycka COOCTBEHHBIX
porpaMM ¢ HOBBIMU (YHKIMSMU 11O 00paboTKe MH(OpMaIUH.

Tpemuii ypogens onpenensiercs BO3MOKHOCTbIO ynpaBiieHUs! pyHkunoHupoBanuem AC,
T.. BO3/eWcTBUEM Ha 0a30Boe MporpaMMHOE OOECIeYeHHe CHUCTEMbl M Ha COCTaB U
KOH(UTypanuio ee 000py 0BaHMs.

Yemeepmoiti  yposenv  OIpeNeNseTcss BCeM  O00BEMOM  BO3MOXHOCTEH  JIHI,
OCYIIECTBIISIOIIUX TPOEKTUPOBAHUE, PEATU3AIMI0 U PEMOHT TeXHUUeckux cpeacts AC, BILUIOTbH
1o BkItoueHus: B coctaB CBT coOCTBEHHBIX TEXHUYECKUX CPEJCTB C HOBBIMU (DYHKUIMSIMH IO
00paboTke HHPOpPMALIUH.

[TonuepkuBaeTcs, 4TO B CBOEM YPOBHE HApPYLIUTENb SBJISETCS CHELUAINCTOM BBICIIEH

kBanrukamnuu, 3HaeT Bce 0 AC U, B 4aCTHOCTH, O CUCTEME U CPEICTBAX €€ 3alUTHI.

Knaccugukanus 3amumennocta CBT. Knaccudukanus 3ammmennoctu AC

PykoBomsimme pokymeHTsl ['octexkomuccun Poccun «PykoBOASIIMEI — TOKYMEHT.

Cpe)]cnaa BBIYMCIIMTEILHON TEXHUKH. BaIIII/ITa OT HCCAHKIOWUOHUPOBAHHOI'O OOCTYyIIA K
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nnpopmanuu. Ilokazarenu 3ammmennoctd or HCJI x mudopmarun» [2] u «PykoBomsmumii

JAOKYMCHT. ABTOMaTI/ISI/IpOBaHHBIe CHUCTCMBI. 3aIJ_[I/ITa OT HCCAHKIMOHHUPOBAHHOI'O AOCTYyIa K

uHpopmanuu. Kraccupukamuss aBTOMATH3MPOBAHHBIX CHUCTEM M TpeOOBaHUS IO 3alIUTE

I/IH(l)OpMaHI/II/I» [2] OnmpeaAC/IIIOT OCHOBHBIC ITOKA3aTC/IM 3allMIICHHOCTH IIO KiaccaM CpCIACTB

BBIYMCIUTENbHOW TexHuku (Tabmmma 6.1) um  TpeGoBaHMS K KjaccaMm 3alllMIIEHHOCTH

aBTOMaTU3UpOBaHHBIX crcteM (Tabmuma 6.2).

Tabmuma 6.1 — Pacnpenenenne mokaszarened 3alMIIEHHOCTH II0 KJlaccaM  CpEJICTB
BBIYMCIIMTEIILHOM TEXHUKH

HanmeHnoBanwue mmokasareist Kiacc 3ammmiesHocTu

6 5 4 1
JIMCKpEIMOHHBIN TPUHITUIT KOHTPOJIS JocTyIma + + + =
MaHaTHBIN OPUHLIMIT KOHTPOJIS 1OCTYIa - - + =
OuncTKa MaMATH - + + =
N3omsauus Monyien - - + =
MapkupoBKa JOKYMEHTOB - - + =
3ammMTa BBOJA U BBIBOJAA HA OTYYXKIEHHBIH | - - + =
HOCHUTEIh HH(POPMAITUN
CornocTaBiieHue MoJIb30BaTENsl C YCTPOUCTBOM - - + =
Wnentudukanys u ayreHTU(UKALUSL + = + =
["apanTun npoexkTUpoBaHUs - + + +
Perucrpanus - + + =
BzaumoneiictBue nonn3oBareis ¢ KC3 - - - =
Hape:xxHoe BoccTaHOBIICHHUE - - - =
HemoctHocTs KC3 - + + =
KonTponps Moaudukanum - - - =
Kontpoins nuctpubynun - - - =
["apanTHM apXUTEKTYpPHI - - - +
TectupoBanue + + + =
PykoBoaCTBO mOsIB30BaTENS + = = =
PykoBoacteo o KC3 + + = =
TecToBast JOKyMeHTaIUs + + + =
KoHcTpykTopckas (mpoeKkTHas) TOKyMEHTaIUS + + + +
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O003HAYECHHUA:
«-» -HeT TpeOOBaHUH K TaHHOMY KJIaccy
«+» - HOBBIC WIH JOMOJHUTEIbHBIC TPEOOBAHMUS

«=» -TpeboBaHus coBnaaaroT ¢ TpedboBanusmu Kk CBT npenpiaymiero kiacca
Cenpmoii KJIacc TMPUCBAUBACTCS CPEJICTBAM BBIYUCIUTEIBHOM TEXHUKH, K KOTOPBIM
MPEABSBISUIMCH TPEOOBAHUS T10 3aIIUTE OT HECAHKIIMOHUPOBAHHOTO JA0CTyIa K MHpOpMaIuK, HO

IIpU OLCHKE 3allIUIIICHHOCTh CPEACTBA OKa3ajJlaCb HUXKEC YPOBHs Tpe6OBaHHI>'I mIeCTOro Kjacca.

Tabmuna 6.2 — TpeGoBaHus K Ki1accaM 3alUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

[Toncucremsl u TpebOBaHUS Kitaccet
33 |26 2 |1 Ir|1 1b| 1
A A | A B A

L. IToncucrema yrpaBiieHUsI JOCTYIIOM
Unentudukamnus, mpoBepka MOMIMHHOCTU
¥ KOHTPOJIb JJOCTYTA CYyOBEKTOB:

B cucremy | + + + + + + + + +

Kk TepmuHanaMm, OBM, y3nam cetu DBM, + + + + +

KaHajlaM CBsi3M, BHCIIHHUM YCTpOﬁCTBaM

9BM
K IporpaMmmaM + + + + +
K TOoMaMm, KaTtajoram, dainam, 3amucsM, + + + + +

OJIAM 3amurcei

VYnpasieHue NoTokaMu HHGOpMaLuu + + + +

II. TloncucremMa perucTpanuu 1 yyera
Peructparus u yder

BXOJIa/BbIXOZla CYOBEKTOB JOCTyma B/u3 | + + + + + + + + +
CHUCTEMHI (y3J1a CEeTH)
BBIJIAYH MeYaTHBIX (rpaduueckux) + + S e S I
BBIXO/HBIX JOKyMEHTOB

3arycka/3aBeplieHus porpaMm u + + |+ |+ |+

159




160

[Toacucremsl 1 TpeGOBaHUS

MPOIIECCOB (3amaHui, 3a/1ay4)

JIOCTyIa MpOrpaMM CYOBEKTOB JOCTyHa K
3amIaemMbpIM  Qaitnam,  BKIIOYas — UX
CO3/IaHME U YAaJIeHUE, Mepeaady 1mno JUHUSAM
U KaHajaM CBSI3U

JIOCTyIIa TpOorpaMM CYOBEKTOB JOCTyNHa K
tepmuHanam, OBM, y3mam cetm 2BM,
KaHajlaM CBSI3U, BHEIIHUM YCTPONCTBaM
OBM, mnporpammam, TOMaM, KaTajaoram,
daiinam, 3amucsm, MojsM 3arucen
U3MEHEHUS MOJITHOMOYHIA CyOBEKTOB
JocTyna

CO3/1aBa€MbIX  3allUIIAEMBIX  OOBEKTOB
JIOCTyTIa

VYyer Hocuteneit HUHPpopMauu

Ounctka (0OHyNeHHE, OO0E3TUYNBAHUE)
0CBOOOXKaeMbIX OO0acTel onepaTuBHOM

naMaTH DBM 1 BHENIHUX HAKOIIUTEIEH

Kinaccer

3b| 3

2b

CI/IFHa.TII/I?;aHI/If[ IIOIIBITOK HapymcHuA

3alllUThI

II1. Kpunrorpaduyeckas nojacucrema
[[IndpoBanune KOH(pHICHITMATIBHON
uHpopMaun

HIudposanue uHpOopMaLuy,
NpUHAUIeKAIIEH pa3u4YHbIM  CyOBeKTaM
noctymna (rpynmaM cyOBbeKTOB) Ha PasHBIX
KITFO4ax

Hcnons3oBaHue ATTCCTOBAHHBIX
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[Toacucremsl 1 TpeGOBaHUS Knaccer
3613 | 2612 |1 [I'|1 1| 1
A A | A B A
(cepTuUIIpPOBAHHBIX)

KpUNTOTpaguUecKrX CpeicTB

IV. IToncucrema oOecrieueHus
LEJIOCTHOCTHU

OlecnieueHne LETOCTHOCTH MPOTpaMMHBIX | + | + | + |+ |+ |+ |+ | + | +
CpeACTB U 00pabaTeiBaeMOil HH(OpMAIH
®dusnyeckas oxXpaHa cpeacts | + + + + + + + + +
BBIUMCIUTENIFHOM TEXHUKH U HOCHUTeNeH
uH(popManun

Hannune — agmunuctparopa  (ciryxObl) + + |+ |+
3amuThl nHGopmaruu B AC

[lepuonnueckoe tectupoBanne C3U HCH | + | + + + + |+ + + |+

Hamuume cpeactB BoccranoBnmenus C3U | + |+ |+ [+ |+ |+ |+ | + | +
HCJI
Hcnonw3oBanue cepTU(UIUPOBAHHBIX + + + + +

CPEJICTB 3aIUTHI

O003HAYEHNUA:

«+ » - TpeboBaHME K JaHHOMY KJIacCy IPUCYTCTBYET.

[Tokazarenu 3amuiieHHocTd MO

B pykoBomsmem gokymente ['ocrexxkomuccuu Poccum [9]: «PykoBoasIMiA JOKYMEHT.
CpencrBa BBIYHCIIATEIIBHOMN TEXHUKHU. MexceTeBbie 3KpaHBbI. 3amura oT
HECAaHKI[MOHMPOBAHHOTO JocTyna K wuHpopManuu. [lokazarenu  3alMIEHHOCTH  OT
HECAaHKI[MOHMPOBAHHOTO JIOCTyNMa K HWHQPOpPMAIMK» yCTaHABIMBACTCS  KJIacCHU(pUKAILUS
MexceTeBbIX dKpaHoB (MD) mo ypoBus 3amuimeHHocTd oT HCJl k wndopmamuu Ha Oasze
MepeYHsl MoKa3aTesel 3auUIeHHOCTH U COBOKYITHOCTH OIMCHIBAIOIINX WX TPEOOBaHUM.

ITog cersmu OBM, pacnpenenenubiMu AC, B JaHHOM JOKYMEHTE MMOHUMAIOTCA
COCMHEHHBIC KaHallaMU CBS3M CHCTeMBbI OOpabOTKM JaHHBIX, OPHEHTUPOBAHHBIE Ha

KOHKPETHOT'O IMOJIB30BATCIIA.
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MD mnpencraBnser coOoW JOKaabHOE (OJHOKOMIIOHEHTHOE) WM (YHKIMOHAIBHO -
pacripesielieHHOEe  CpelCTBO  (KOMIUIEKC), peaiu3ylollee KOHTpOJIb 3a  HH(popMaruei,
nocrynatomeid B AC w/wnm Beixomsimeit 3 AC, n obecneunBaer 3amuty AC TOCpeICTBOM
bunbTpanuu nHGOPMALIKH, T.€. €€ aHaJu3a 110 COBOKYIMHOCTH KPUTEPHEB U MPUHATHUS PEHICHUS
o0 ee pacrpoctpanenuu B (u3) AC.

PykoBomsimuii 1OKyMeHT pa3paboTaH B JONOJHEHHWE K PyKoBOAAIIMM JOKyMEHTaM
I'octexkomuccun  Poccun  «CpencTtBa  BBIUMCIUTENBHOM — TEXHMKU.  3amra  OT
HECaHKIMOHUPOBAaHHOTO jgocTyna K wuHpopMmanuu. [lokasarenu  3alIMINEHHOCTH  OT
HECaHKIIMOHUPOBAHHOIO JIOCTyNa K HHPOPMAIUI» U «ABTOMAaTHU3UPOBAHHbBIE CUCTEMBI. 3aluTa
OT HECAHKIIMOHMPOBAHHOTO AocTyna K uH(popmauuu. Knaccupukamus aBTOMaTH3UPOBAHHBIX
CHCTEM M TpeOOBaHUS 10 3aIIUTE HH)OPMAITUIY.

JIoKyMeHT mpeHa3HaueH JJi 3aKa34hKOB U pa3padoTuukoB MO, a Takxke cereit OBM,
pacupeleNeHHbIX ~ aBTOMATHU3WPOBAaHHBIX  CHUCTEM  C  LEJbK0  HUCIHOJIB30BAaHUA  IIpU

dbopmyIupoBaHUH U peanu3aiuu TpedoBanuit o ux 3amure oT HC/I x nundopmanuu.

OO01me moJI0KEHUS

JlaHHBIE TTOKA3aTeNN COAEP)KAT TPEOOBAaHUS K CPEICTBAM 3aIUTHI, 00ECIICUNBAIOLIIM
Oe3omacHoe B3aumopeiicteue cereii OBM, AC mnocpeacTBOM yIpaBiICHHUS MEXKCETEBBIMU
NOTOKaMH MH(GOpPMAIMK U peai30BaHHbIX B BUjae MD.

Ilokazarenn 3alMINEHHOCTH MpPUMEHSIOTCA K MDD uid  omnpeneneHus ypoBHS
3alMIIEHHOCTH, KOTOPbII OHU 00ECIeUnBalOT MPU MEKCETEBOM B3aUMOIEHCTBUU.

KonkpeTHble nepeuHu nokasaresnei onpeaesnsoT Kiaacchl 3aluimeHHocTd MO.

Henenne MO Ha COOTBETCTBYIOIIME KJIACCHI IO YPOBHSM KOHTPOJISI MEXKCETEBBIX
UH(POPMALIMOHHBIX TOTOKOB € TOYKHM 3pEHMs 3allUThl MHGPOpPMAalLUU HEOOXOAMMO B LEJNAX
pa3paboOTKU M MpPUMEHEHHs OOOCHOBAHHBIX M HSKOHOMMYECKH OIpaBJaHHBIX Mep IO
JOCTIDKEHHUIO TpeOyeMoro ypoBHS 3amuThl WHGopManuu Tpu B3aumoxaeiicteun OBM, AC.
Juddepennmanus noaxona Kk Beidopy pyHkiuii 3amutel B MO onpenensiercss AC, U1 3aIUTHI
KOTOpOU MPUMEHSIETCS JaHHBIN DKpaH.

VYcranaBnuBaeTcs IATh KJIAcCOB 3auiuiieHHocTH MO, Kax b1l kitace xapakTepu3yeTcst
orpezieIeHHOM MUHUMaIbHONW COBOKYITHOCTBIO TPEOOBAaHUH O 3alIUTe HHPOPMAIIHIH.

Camplif HU3KHMH KJIacC 3alIUIIEHHOCTH — TSTHIM, NMPUMEHAEMBIA JUIsi 0e30IacHOTro
B3anumozeiicteus AC kiacca 1/ ¢ BHemHel cpenoi, uerBepTsii — uid 117, Tpetuit — 1B, BTOpoi
— 1B, caMblil BbICOKMIT — TIEpBBIN, MpUMEHsIEMbIH Ui 6e3omacHoro B3aumoeiicteus AC kiacca

1A ¢ BHemHeH cpenoi
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TpebGoBanus, mpeabsiBiasieMple K MO, He HCKIIOYAIOT TPEeOOBAaHWM, HE HCKIIOYAIOT
tpeboBanuii, nmpeabssisieMblx K CBT u AC B COOTBETCTBUU C PYKOBOJSIIMMHU JTOKYMEHTaMHU
I'ocrexkomuccun  Poccun  «CpexnctBa  BBIYMCIMTENBHOM — TEXHUKM.  3alura  OT
HECaHKIMOHUPOBAaHHOTO jgocTyna K wuHpopMmanuu. [lokasarenu  3alMIIEHHOCTH  OT
HECaHKIIMOHUPOBAHHOIO JIOCTyNAa K HHPOPMAIUI» U «ABTOMAaTHU3WPOBAHHbBIE CUCTEMBI. 3aluTa
OT HECAHKIIMOHMUPOBAHHOTO JocTyna K uH(popmanuu. Kiaccupukanus aBTOMaTH3UPOBAHHBIX
CHCTEM M TpeOOBaHUS 10 3aIIUTE HHDOPMAITUIY.

[Ipu Brmouennn MO B AC onpeneneHHOro Kiacca 3allyIIEHHOCTH, Kiacc
3aIIUIIEHHOCTH COBOKYIMHOM AC, TOJIy4eHHOUW M3 MCXOTHOW ImyTeM Ao0aBiieHHusl B Hee MD, He
noioxeH nonmxkarbed. s AC kinacca 3b, 2b nomxHsl npumenstbes MO He Huxe 5 knacca. s
AC kmacca 3A, 2A B 3aBUCHMOCTH OT BaXHOCTH oOpabaTpiBaeMoll WH(pOpPMAIHUU IOTKHBI
NpPUMEHSTbC MO cleIyIoMX KIaccoB:

- mpu 00paboTKe nHpopMaIuu ¢ TpUPOM «CEKPETHOY» - HE HUXKE 3 Kitacca,
- ipu 00paboTke nHpopMannu ¢ rpuOM «COBEPIICHHO CEKPETHOY - HE HIDKE 2 Kiacca;
- ipu 00paboTke nHpopManuu ¢ rpuoM «ocoOoi BaAXKHOCTHY - He HUXKe | Kiacca.

Takum  oOpazom, (haKkTH4eCKH, oOMeH  MH(pOpMAIHEH, COCTaBJISFOIIICH

rOCy/IapCTBEHHYIO TallHYy, MEX1y aBTOMAaTU3HPOBAaHHBIMU cUcTeMaMu kiaccoB 1/ — 1A unu npu

HaJJMYNH TaKOM CHCTEMBI TOJILKO Ha OIHOM KOHIEC, JaHHBIM JOKYMCHTOM HEC IIPECAYCMOTPCH.

Hepequb IoKa3aTeJiel 1o KjIaccaM 3alllUIIeHHOCTH MD

Tabmuia 6.3.
[Toka3zarenu 3amUIEHHOCTH Kitaccr! 3ammmesaoctu

5 4 3 2 1
VYmopaBnenne  goctynoMm  (puiabTpanus — JaHHBIX | + + + + =

TPAHCTSIHUS AAPECOB)

Nnentuduxanus n ayrTeHTHGUKAITHSL - - + = +

Perucrpanus - + + + =

AJIMUHHCTPUPOBAHUE: UIeHTU(DUKAITAS n + = + + +
ayTeHTU(UKALNS

AJIMUHHCTPUPOBAHUE: PETUCTpaALUs + + + = =

AJIMUHHCTpUPOBAHUE: TTPOCTOTA UCTIOJIb30BAHUS - - + = +

[lenoctHOCTH + = + + +
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ITokazarenu 3allUIICHHOCTHU Knaccnr 3allIUICHHOCTHU

5 4 3 2 1

Boccranosnenne + = = + =

TectupoBanue + + + + +

PykoBOACTBO aAMUHHUCTpATOPA 3aIUTHI + = = = =

TecroBast JOKyMEHTaLUSA + + + + +

KoHcTpykTOopckas (MpoeKTHAs ) TOKYMEHTaIUS + = + = +
O0o3HaUYEeHUS:

« - » - HET TpeOOBaHMI K TAaHHOMY KJIaccCy;
«+ » - HOBBIC WJIH JOTIOJTHUTEIbHBIC TPEOOBAHMUS;

«=»- Tpe6OBaHI/I$I COBIIaAarOT C Tpe60BaHI/I$IMI/I Kk MD MpEAbIAYILICTO Kilacca

6.2. AJIMUHUCTPATUBHBIN YPOBEHb

K aomunucmpamuenomy yposuro WMHPOPMAIMOHHOW OE30MACHOCTH OTHOCATCS
nefictBus  o0miero  xapakrtepa,  IpEeINpUHUMAaeMble  PYKOBOJICTBOM  OpraHU3allMU.
AIMUHUCTPAaTUBHBIM  ypOBEHb  SBIIETCS  OCHOBOM  IPAKTHYECKOIO  IOCTPOEHUs
UHTETPUPOBAHHOM  CHUCTEMBI, ONpeAessiolell TeHepalbHOE HampaBieHue paldoT 1o
oOecneuenuto 6ezonacHocty nHpopmauu (ObN).

[lenbto aAMMHHUCTPATHUBHOIO YpPOBHSI SIBISIETCS pa3paboTKa MporpaMmbsl padoT B
oOmacti wWHGOpPMALMOHHON Oe3omacHOCTH U oOecrieyeHHe ee BblMmosHeHHUs. IIporpamma
OpeAcTaBiIsieT O(UIUATBHYIO IOJUTUKY O€30MacHOCTH, OTPAXKAIOLIY0  COOCTBEHHBIN
KOHIIENTYalbHBIM monxon opranmzanuu k OBU. Konkperuszainus moauTuku O€30MacHOCTH
BBIpa)KaeTCs B TUIaHaxX 1o uHpopmarmonHou 3amure AC.

IIpakTnueckue meponpusTHs o co3naHuio cucreMbl OBH, BkitodaroT crienyrommue
JTalbl:

- PazpaboTka momuTuku 0€30MacHOCTH.

- [IpoBenenne aHanm3a pucKoB.

- [InanupoBanmne odbecneueHust UH(HOPMAIIMOHHON 0€30MaCHOCTH.

- [lmanupoBaHue NEUCTBUN B UPE3BbIYAHBIX CUTYALIUX.

- [TonOop MexaHu3MOB U cpesicTB o0ecneueHrs HHHOPMaLMOHHON O€30MacCHOCTH.

- CoOcTBeHHO TepBblE [JIBa JTama OOBIYHO TPAKTYIOTCS Kak BbIPaOOTKA TMOJUTHKHU

0€30IMacHOCTH U COCTABIISIIOT aIlMI/IHI/ICTpaTI/IBHI:Jﬁ YPOBCHb CUCTEMBbI ObHU MMPpCANpUsATHA.
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- Tperunii n 4eTBEpTHIN ATANbI 3aKIIOYAIOTCS B pa3paboTke mporeayp 0€30macHOCTH, Ha ATHX

sTanax (opMupyercs ypoBeHb IIaHupoBaHUs cucteMbl OBH, 3TOT ypoBeHb Tak k€ MOXHO
Ha3BaTb NPOYEOyPHBIM.

Ha mnocnennem »sTame nNpakTUYECKUX MEPOIPHUATHI ONPENENieTcs HpocpaAMMHO-

mexHuueckuu ypoBeHb cucrembl OBU.

6.2.1. Tlonutuka 6e300aCHOCTHA

B «OpankeBoii kHUTe» noaumuka 6e3onacnocmu TPAKTyeTCsl Kak Habop HOPM, MPaBUIT
U TIPAKTUYECKUX IPHEMOB, KOTOpBIE DETYIHMPYIOT YIpaBJIEHUE, 3alIUTy M paclpeieieHue
neHHoi nHdopmanmu. Ha npaktuke monuruka 6e3onacHocty (I16) TpakTyeTcst HECKOJIBKO MIMpe
— KaK COBOKYITHOCTb JOKYMEHTHPOBAHHBIX aJMHUHUCTPATUBHBIX PEIICHUH, HAMPABICHHBIX Ha
obOecrnieueHue Oe3onacHOCTH MHGOPMAIMOHHOTO pecypca. Pe3ynbTaToM MNOJUTHKHU SIBISETCS
BBICOKOYPOBHEBBIH JIOKYMEHT, IPEICTABIISIONINI CHCTEMAaTU3UPOBAHHOE H3JIOKEHUE IIETIeH,
3a[a4, MPUHIMIIOB U CIIOCOOOB JJOCTIKEHUS HH()OPMAIIMOHHON 0€301acHOCTH.

JlaHHBI JOKYMEHT MPEICTABIAET METOJOJOTUYECKYI0 OCHOBY MPAKTUUYECKUX MeEp
(mpouenyp) no peanuzauuu OBU u coaepKuT crneayroiue rpymnibl CBeIeHUH.

- OCHOBHBIE TIOJIOKEHHUS WH(POPMAIIMOHHOMN 0€30MaCHOCTH.

- O0GnacTb NPUMEHEHHUS.

- Henu u 3anaun obecrnieueHuss HHGOPMAITMOHHON 0€30MaCHOCTH.
- Pactipenenenue poneit 1 OTBETCTBEHHOCTH.

- O0mue 00s13aHHOCTH.

OcHOBHBIE TIOJIOKEHUS onpenessiioT BaxHocTh OB, o6mre nmpo6iembl 0€30MacHOCTH,
HAIPAaBIIEHUS UX PEIICHUs, POJIb COTPYIHUKOB, HOPMATHBHO-TIPABOBBIE OCHOBBI.

OO6nacTpi0 MPUMEHEHUS TOJMUTUKH O€30MacHOCTH SIBISIOTCS OCHOBHBIE AKTUBBI U
noxcucteMbl AC, mojiexaniue 3amure. THIIOBEIMH aKTHBAMH  SIBJISIFOTCSI IPOTPAMMHO-
anmapatHoe W uHpopmarmonHoe obOecrieuenne AC, mepcoHan, B OTACIBHBIX CIydasx
uH(popMalMoOHHast UHPPACTPYKTypa MpeANpUsITHS.

Hemn, 3amaum, kpurepuun OBUM BbITEKalOT H3 (PYHKIHOHAIBHOTO HA3HAYEHUS
npennpusaTas. Hampumep, Uisi pEeXUMHBIX OpraHW3alliii Ha TIEPBOE MECTO CTaBUTCS
coOmoieHre  KOHGUICHIIMATBHOCTH. 711 CepBUCHBIX WH(POPMAIMOHHBIX CIYXKO peaTbHOTro
BPEMEHH Ba)KHBIM SIBIISIETCSI 00€CIIeYeHHEe TOCTYITHOCTH (OMePaTUBHON TOTOBHOCTH ) MOACHCTEM.
Jns vHQOpPMAIMOHHBIX XPAHWIHUI AaKTYalIbHBIM MOXET OBITh OOecleyeHHe IeJI0CTHOCTU
JaHHBIX W T.JI. 311€Ch YKa3bIBAIOTCS 3aKOHBI W TpaBWIa OpPraHHW3alWH, KOTOpPHIE CJEIyeT

YUUTHIBaTh NpU NpoBeaeHuu padbot no OBU.
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TunoBeIMU LIETSAMHU MOTYT OBITH CIEIYIOLIUE:

- o0ecrieyeHne YpOBHS 0€30MAaCHOCTH, COOTBETCTBYIOIIETO HOPMATHUBHBIM JIOKYMEHTaM
PEIIPUITHS;

- CJIeJOBaHUE SKOHOMUYECKOH 11€71€cO000pa3HOCTH B BBIOOPE 3aLIUTHBIX MEp;

- o0ecrieueHre COOTBETCTBYIOIIETO YPOBHSI 0€30MAaCHOCTH B KOHKPETHBIX (PYHKLHMOHAIbHBIX
obmactax AC;

- ofecrieueHre MOJOTYETHOCTH BCEX JICHCTBUH Mosb30BaTeneii ¢ WHGPOPMALMOHHBIMU
pecypcamu U aHallu3a PerucTpalMoOHHON HHPOPMALUKU U p.

Ecnn npennpusatre He SBIAETCS M30JUPOBAHHBIM, LIEJIN U 33Ja4d PACCMATPUBAIOTCS B
0ojiee IIMPOKOM KOHTEKCTE: JIOJDKHBI OBITH OrOBOPEHBI BOIMPOCHI OE30MACHOTO B3aUMHOTO
BIIMSIHUS JIOKAJIBHBIX U YAAJICHHBIX [IOJCUCTEM.

B paccmarpuBaeMOM JOKYMEHTE MOTYT ObITh KOHKPETU3UPOBAaHbl HEKOTOpbIE
CTpaTeruuyecKue MPUHIUINbBI Oe30MacHOCTH (BbITeKaromue u3 nenedt u 3agay ObU). TakoBeiMu
ABJIAIOTCS CTPATErMM JIEUCTBUM B Cllydyae HapyILIEHMs MOJIUTUKU O€30MaCHOCTU MPENIPUITUS U
CTOPOHHUX OpraHu3aLuiy, B3aUMOJICUCTBUSA c BHEIIHUMU OpraHu3alMsIMU,
IIPAaBOOXPAHUTEIBHBIMY OpraHaMu, IIpeccoil u Ap. B xadecTBe nmpumepa MOMKHO NPUBECTU IBE
CTpaTeruy OTBETHBIX JEHCTBUI Ha HapylleHUe 0€30MacCHOCTH:

- «BBICJIIEIUTh U OCYAUTBHY», KOIZA 3JIOYMBIIIJIEHHUKY IO3BOJISAIOT IPOJOJDKUTH ICHCTBUSA C
LEJIbI0 €r0 KOMIIPOMETAIlMU U HaKa3aHUsl (JaHHYIO CTPaTEruio 0100psI0OT PaBOOXPaHUTEIbHBIC
oprassl!);

- (GalWUTUTBCA U MNPOAOIDKUTB», KOTJa OpraHM3alus OIacaercs 3a YsI3BUMOCTb
MH(OPMALIMOHHBIX PECYPCOB U OKA3bIBAET MAKCUMAJIbHOE MPOTUBOICHCTBUE HAPYILIEHUIO.

[Tonutuka Oe30macHOCTH 3aTparuBaeT BCEX IOJb30BaTelied KOMIBIOTEPOB B
opranusanuu. [IooToMy Ba)kKHO PEIIMTH TAK HA3bIBAEMBIE IOJUTHUYECKHUE BOIPOCHI HAJEICHUS
BCEX KATeropuil  IOJb30BATENIEd  COOTBETCTBYIOLIMMHU  IIpaBaMU, IPUBUIETUAMU U
00513aHHOCTSIMHU.

Jlnst aToro ompenensercs Kpyr JIMIL, UMEIOLIMN JOCTyN K IOJACHCTEMAaM M CEepBHCaM
AC. Jlng xaxaod KaTeropuu IOJIb30BATENIEH ONUCBHIBAIOTCS IPAaBWIBHBIE U HENPABUIIbHBIC
CHOCOOBI MCIIOJIb30BAHMSI PECYPCOB — YTO 3aIPEICHO U pa3pelieHo. 3/ech crenupuuupyoTcs
YPOBHM M pErjlaMeHTalMs JOCTYIa Pa3IMYHbIX TPYMIH IOJIb30BaTEIEH. Cnenyer
yKa3aTh KaKO€ M3 IPaBWJ YMOJIYAHMS HA UCIOJIB30BAHUE PECYPCOB IMPHUHATO B OpraHU3alNH, a
UMEHHO:

- 4TO SIBHO HE 3aIIPEIICHO, TO Pa3pelIeHO WU

- 4TO ABHO HE Pa3spCiicHO, TO 3alpCIICHO.
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Onuum u3 cambix ysa3BuMbIx MecT B OBU sBnsercs pacnpenenenue npas goctyna. B
MOJIUTUKE OE30MAaCHOCTH JIOJKHA OBITh YTBEpKIEHA CXeMa YIPaBJICHHs pacHpe/eiCcHUeM IpaB
JOCTYyTa K CEpBUCAM — IICHTPAITM30BAHHAS WIIU JACIICHTPAIM30BaHHAs, WK WHAsA. JIOJDKHO OBITh
YETKO OIPEAENICHO, KTO paclopsbKaeTcsl MpaBaMH JOCTyNa K CepBUCAaM M KaKMMH HMEHHO
npaBamu. llemecooOpa3Ho [eTanbHO oONHMCAaTh MPAKTHUYECKHWE TMPOLEAYpPhl  HaJlEICHUS
noyib30BaTeel  mpaBamMu. 37AeChb CIEAYeT yKa3aTb JOJDKHOCTHBIX — JIMI, HMEOIIHNX
aJIMUHUCTPATUBHbIC IPUBWIETUU U MTAPOJIU ISl ONIPEACIICHHBIX CEPBUCOB.

[IpaBa n 0053aHHOCTH MOJIb30BATENEH ONPEAETAIOTCA MPUMEHUTENIBHO K 0€30aCHOMY
ucnoip3oBanuio mnoacucreM u ceppucoB AC. Ilpu ompeneneHun mnpaB u o0s3aHHOCTEH
aJIMUHUCTPATOPOB CIIEIYET CTPEMUTHCS K HEKOTOPOMY OallaHCy MEXIy MpaBOM IOJIb30BaTeen
Ha TailfHy 1 00s13aHHOCTHIO aIMUHUCTPATOPa KOHTPOJIMPOBATh HAPYIICHHS 0€30TIaCHOCTH.

BaxHbIM 371€eMEHTOM MOJUTHKY SBISETCS paclpeieieHne OTBETCTBeHHOCTH. [lonuTuka
HE MOXET MPEAYCMOTPETh BCEro, OAHAKO OHa JOJDKHA IS KaXJOTro BUAA MpoOIeM HaWTU
OTBETCTBEHHOTO.

OOBIYHO BBIJEISETCS HECKOJIBKO YPOBHEH OTBETCTBEHHOCTH. Ha mepBomM ypoBHE
KOKIBIA TMOJIb30BaTeNh 00s3aH paboTaTh B COOTBETCTBUM C TMOJUTUKONW O€30MacHOCTH
(3amMIaTh CBOM CYET), MOJYHHSATHCS PACIOPSDKEHUSM JIMI, OTBEYAIONIMX 32 OTICJIbHbBIE
ACTNeKThl 0€30MacHOCTH, CTaBHTh B HM3BECTHOCTH PYKOBOACTBO 000 BCEX IOO3PHUTEIHHBIX
cutyarusax. CuHCTeMHbIE aJMHUHUCTPATOPhl  OTBEYAIOT 3a 3alIUTy COOTBETCTBYIOIIUX
WH(OPMALIMOHHO-BBIUNCIUTEIBHBIX ~ MOJCHUCTEM.  AJIMUHUCTPATOpbl ~ CeTeH  OMKHBI
o0ecrneunBaTh pean3aiio OPraHU3allMOHHO-TEXHUYECKUX Mep, HEOOXOAUMBIX ISl POBEICHUS
B OKuM3Hb TnonuTUKH Oe3omacHoctTu AC. bornee BBICOKHIT ypOBEHb - PYKOBOJMUTENU
Mo/Apa3elieHUd OTBEYAIOT 3a IOBEJCHNE U KOHTPOJIb MOJIOKEHUHN TTOJUTUKH 0€30MaCHOCTH.

C mpakTH4ecKOW TOYKH 3pEeHHs], TOJUTUKY O€30MacHOCTH I1eIecO00pa3HoO pa3AeTuTh
Ha HECKOJILKO YPOBHEH (KaK MpaBUIIO, BBIICISIIOT IBa-TPH YPOBHS).

Bepxnuii yposens HOCUT 0OIIMN XapaKTep U OMPENENSeT MOJUTHKY OpraHWU3allud B
1[eJIOM. 371eCh OCHOBHOE BHHMAHHIO YACNSCTCS: TOPSAKY CO3JaHUS U TMEePecMOTpa IMOTUTHKU
0e30MacHOCTH; LeNsIM, TMpecleAyeMbIM OpraHmu3anmueii B objactu UHGOPMAIMOHHON
0e30MacHOCTH; BOMPOCaM BBIICTICHHS U paclpeielieHus PeCcypcoB; MPUHIIUIIAM TEXHHYECKOH
MOJINTUKU B 00JIACTH BBIOOpAa METOZOB M CPEJNICTB 3aIUThl MH(POPMAIUK;, KOOPAUHUPOBAHHUIO
Mep  0€30macHOCTH;  CTPATETHYECKOMY  IUIAHUPOBAHWIO W KOHTPOJIIO;  BHEUTHUM
B3aMMOJICHCTBUSIM M IPYTHM BOIIPOCaM, UMEIOIIUM OOIIeOpraHu3allMOHHBINA XapaKTep.

Ha ykxazanHOM ypoBHE (OpMYIUPYIOTCS TIaBHBIC 1IeTH B 00JIacTH MHGOPMAIMOHHON
O0ezonmacHocTH  (ompeznensieMbie  cPepord  EATETLHOCTH  NPEAnpusTHs): olecreueHue

KOH(PHICHIIMAIIBHOCTH, IIEJIOCTHOCTH W/WIH JTOCTYMHOCTH [2].BooOmie TroBOpsi, Ha BEepXHUH
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YPOBEHB CIIelyeT BBIHOCUTh MUHUMYM BONpocoB. [1o100HO€E BhIHECEHNE LIeneco00pa3Ho, Koraa
OHO CYJHWT 3HAUUTENBHYIO 5SKOHOMHIO CpEACTB MM KOTJa HHAaye MOCTYNUTh IPOCTO
HEBO3MOKHO.

Cpeonuii  ypogéenvb TONWTUKUA O€30IACHOCTH BBIICJAIOT B Cllydyae CTPYKTYpHOH
CJIO)KHOCTU OpraHU3aluy MO0 IpU HEOOXOIUMOCTH 0003HAUUTh CIEU(PHUUHBIE MOACUCTEMbI
OpraHM3anuu. OTO KacaeTcsi OTHOIIEHUS K [EPCHEKTUBHBIM, €LI€ HE JOCTAaTOYHO
anpoOMpoOBaHHBIM TexHoJOrusiM. Hampumep, wucnonb3oBaHME HOBBIX CepBUCOB Internet,
opraHuzainys cBA3M M 00paboTka MH(OpMaUK Ha JOMAIIHUX U MOPTATUBHBIX KOMIBbIOTEpaXx,
CTENEHb COOJIIOJICHUsSI IOJIOKEHUI KOMIIbIOTEepHOro mnpaBa U ap. Kpome Toro, Ha cpenHem
YPOBHE TMOJIMTHUKH O€30IMacHOCTH MOTYT OBITh BBIJICIEHBI 0CO00 3HauMMble KOHTYpbl AC
OpraHu3aIiy, HalpuMep, 00padaTHIBAIOIINE CEKPETHYIO WIIM KPUTHYHO BAKHYIO HH(POPMALIHUIO.
T.e. K cpegHeMy YpOBHIO MOXKHO OTHECTH BOINPOCHI, KacaroIMecs OTIENIbHBIX aCIEKTOB
MH(POPMALIMOHHOM 0€30MaCHOCTH, HO BaYKHbIE JUUIsl pa3IMUHBIX 3KCIIIyaTUPYEMBbIX OpraHu3anuen
CHUCTEM.

[TonuTuka cpenHero ypoBHsI JOJDKHA JUIsl KaKJOTO acleKTa OCBELaTh CIEAYIOLIUe
TEMBI:

Onucanue acnexma. Hampumep, eciu paccMOTpeTh NPUMEHEHHE MOJIb30BATEISIMU
HeodummansHOro Mporpammuoro oodecrieueHus (I10), mocmeqHee MoxHO onpenenuth kak 10,
KOTOpOE HE OBLIO 0JT0OPEHO W/WIIH 3aKyIJICHO HA YPOBHE OpraHU3aIlNY.

Obnacms npumenenus. Cienyer onpeaeanTb, Iie, Korjaa, Kak, 10 OTHOIIEHUIO K KOMY
U YeMy IPUMEHSIETCS IaHHas! TTOJIMTHKA O0€301acCHOCTH.

To3zuyusa opeanuzayuu no dannomy acnexmy. [lpononxkas npuMep ¢ HeoPpHUIHATBEHBIM
[10, MoXHO mpeacTaBUTh cede MO3UIMK MOJHOTO 3alpera, BhIPAOOTKH MPOLETyphl MPUEMKU
nogo6Horo 10 u T.1. [To3unus MoxxeT ObITh chopMynupoBaHa U B ropaszio 6ojee ooO1eM BUIE,
Kak Habop 11esiel, KOTopbIe MpecieayeT OpraHnu3alus B JaHHOM acIleKTe.

Ponu u ob6s3annocmu. B «oauTHUECKUI» JOKYMEHT HEO0OXOAWMO BKIIOYUTH
MH(pOpMalLlMI0O O JOJDKHOCTHBIX JIMIAX, OTBETCTBEHHBIX 32 pealM3alUi0  MOJUTHKH
6e3onmacHoctd. Hampumep, ecnm s ucnonb3oBaHus HeoduumansHoro IIO coTpyaHukam
TpeOyeTcst pa3pelieHre pPYKOBOJCTBA, TOJDKHO OBITh M3BECTHO, Y KOTO M KaK €ro MOXHO
nonyunth. Eciau HeopuumansHoe 1O ucmnonb3oBaTh Henb3s, CIAEAYyEeT 3HaTh, KTO CIEIUT 3a
BBIMIOJTHEHHEM JaHHOTO MpaBHIIa.

3axononocnaywnocms. TlonuTHKa T0JKHA COEpKaTh OOIEe ONMMCaHHUE 3aIPELIeHHbIX
JIEMCTBUM U HaKa3aHWUM 34 HUX.

Touxu koumaxma. JIoKHO OBITh M3BECTHO, KyAa cleayeT oOpamaTrbes 3a

Pa3bICHEHUSIMHU, TTOMOIIBIO M JOMOJHUTENbHOU WH(pOopMarueii. OObIYHO «TOYKOM KOHTAKTay

168



169
CILY’)KUT OIIPEJIEIICHHOE JIOJKHOCTHOE JIUIIO, @ HE KOHKPETHBIN YesIOBEK, 3aHUMAIOIIUI B JaHHbBIN
MOMEHT JIaHHBIN TIOCT.

3a pa3paboTKy M peayiu3alyio MOJUTUKH OE30IaCHOCTH BEPXHETO U CPETHEr0 YPOBHEH
OTBEUAIOT PYKOBOAMTENh CIYyXObl Oe3omacHocTd, aAMHHHUCTpaTopbl Oe3omacHocTH AC,
aJIMHUHHCTPATOP KOPIIOPATUBHOM CETH.

Huoicnuti ypoéens TOTUTHKH 0E30MACHOCTH OTHOCUTCS K KOHKPETHBIM CIIy)KOaMm WiIn
MOJPA3/ICICHUsIM OpPTaHU3alMd MU JIETATU3UPYET BEPXHUE YPOBHU MOJUTHKH O€30MacHOCTH.
JlanHblit ypoBeHb HEOOXOAUM, KOTJa BOMPOCHl 0€30MaCHOCTU KOHKPETHBIX MOACUCTEM TPEOYIOT
pellleHus Ha YIIPaBJIEHYECKOM, a HE TOJIbKO Ha TEXHUYECKOM YPOBHE.

[loHATHO, YTO HA JaHHOM YPOBHE OIPEAEISAIOTCS KOHKPETHBIC IIEJH, YacTHBIC
KPUTEPHH M TIOKa3aTean MHPOPMAIMOHHOW 0€30MacHOCTH, OMPEACISIOTCS MpaBa KOHKPETHBIX
TpyNN MoJib30Baresei, GopMyTupyIOTCs COOTBETCTBYIONIUE YCIOBUS TOCTyINa K HH(GOPMAaLUU U
T.I. 3/1eCh U3 KOHKPETHBIX IieNiel BBIBOAATCA (OOBIYHO (hOpManbHBIC) npasuia 6e30nacHocmu,
OIKCHIBAIOIINE, KTO, YTO M TPH KAKUX YCIOBHAX MOXET JenaThb WM HE MOXeT. boiee
JeTaibHbIe U (POpMalIbHBIC TIPABUIIA YIIPOCTSIT BHEAPEHHSI CUCTEMBI U HacTPOrKY cpenctB OBU.

Ha sTOoM ypoBHE ONHMCHIBAIOTCS MEXaHH3MBbI 3alUTHl WH(GOPMAILIUU U HCIIOJb3yeMbIe
MPOrpaMMHO-TEXHHUYECKHUE CPEJICTBA AJIS UX peanu3aluu (B paMKaxX, KOHEYHO, YIPABICHYECKOTO
YPOBHS, HO HE TEXHUYECKOTO).

3a monuTHKY 0€30MaCHOCTH HIKHETO YPOBHS OTBEYAIOT CHCTEMHBIE aIMUHHCTPATOPHI.

bputanckuit  crangapr  BS  7799:1995  pexkomenayer  BkmoYaTh B JOKYMEHT,
XapaKTepU3YIOIUH MOJIUTUKY O€30M1aCHOCTH OpraHu3allliy, CISAYIOIINE pa3Ielibl:

- BBOJIHBIM pa3zien, MOATBEPKAAOINNA 03a00YE€HHOCTh BBICIIETO0 PYKOBOJICTBA MpoOiieMaMu
nH(pOpMaIMOHHOM 0€30MaCHOCTH;

- OpraHU3alMOHHBIN pa3/iern, COAEp)KaIllMi ONMUCAHUE MOJpa3/eleHu, KOMUCCUH, Tpynn U
T.J1., OTBEYAIOIIMX 3a pabOThI B 00JaCTH MHPOPMALIMOHHOM O€3011aCHOCTH;

- KJIacCU(UKAIMOHHBIN, OMUCHIBAIOIIMKA WMEIOMIMECS B OpPraHW3allid MaTepUANbHBIE W
MH(POPMAIMOHHBIE PECYPCHI M HEOOXOIMMBIN YPOBEHD WX 3aIUTHI;

- IITaTHBINA, XapaKTePU3YIOLIN Mepbl 0€30IacHOCTH, PUMEHIEMbIE K MEePCOHAy (ONMucaHue
JOJDKHOCTEH ¢ TOYKHM 3peHHst WH(POPMAIMOHHOM O€30MacHOCTH, OpraHu3anus OoOyueHHs u
NEPENnoAroOTOBKH NEepcoHalla, MOPAJ0K pearnpoBaHMs Ha HapyIICHUs pexuma 0e30MacHOCTH U
T.IL);

- pa3zien, OCBEUIaoIUi BOIIPOCH (PU3NUECKO 3alUThI;

YIPaBISIOUIMA  pa3/ie, OMUCHIBAIOIIMKA TOAXOJM K YIPABICHUIO KOMIIBIOTEpaMHU U

KOMITBIOTCPHBIMHA CCTAMU,
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- pa3gen, ONMCHIBAIOIIMK TpaBWiIa pasTpaHUYECHUS JOCTyNa K IPOU3BOICTBEHHON
uHpOpMaLNH;

- pazfen, XapakTepu3yIoIuil OpsI0K pa3paboTKU U CONPOBOKACHUS CUCTEM;

- paszels, ONKCHIBAIOIIMK MEpbl, HANpaBJICHHbIE Ha oOOecredeHHe HEeNpephIBHOW pPabOTHI
OpraHH3aLuy;

- IOpUIMYECKUH paslel, MNOATBEPXKIAIOUIMIA COOTBETCTBHE MOJUTHKH 0€30IacHOCTH
JEHCTBYIOIEMY 3aKOHOJATEIbCTBY.

B pamkax pa3pabOTKH MOJUTHKKA OE30HaCHOCTH TMPOBOJUTCS AHAIM3 PUCKOB. JTO
JienaeTcst ¢ 1enbio MUHMu3anuy 3atpaT Ha OBM. OcHOBHO#M mpuHIMIT 6€30MaCHOCTH: 3aTPaThI
Ha CpPECTBA 3aIUTHl HE JIOJHKHBI MPEBBIIATh CTOMMOCTH 3alMIaeMbIX 00beKTOB. Ilpu sTOoM
ecmu IIb odopmisiercss B BuAE BBICOKOYPOBHEBOIO JOKYMEHTA, OIMCHIBAIOIIETO OOIIYIO
CTpaTeruio, TO aHaJIM3 PHUCKOB (KaK NpWIOKEHHE) O(pOpPMIISieTCS B BHIE CIUCKAa aKTHBOB,

HY>KJAIOIINXCS B 3alUTE.

6.2.2. AHanu3 pUCKOB

Vnpasnenue puckamu (WA WX aHalIW3) pacCMaTPUBAETCS Ha AaIMUHUCTPATUBHOM
ypoBHe 1B, MOCKOIBKY TOJBKO PYKOBOACTBO OPTaHHM3AIMHU CIIOCOOHO BBIACIUTH HEOOXOIMMBIE
PECYPChI, THUIMUPOBATHL U KOHTPOJIUPOBATH BBIITOJIHCHHUEC COOTBCTCTBYIOIHUX ITPOTpaMM.

VYmopasrnenue puckamu U BbIpaboTka cobctBeHHOU [Ib, akTyalbHO TOJBKO IS TeX
opraHu3anuii, “HQpoOpMaIMOHHBIE CUCTEMBI KOTOPBIX W/WIHM 00pabaThiBacMble JaHHBIE MOXKHO
CUMTaTh HecTaHAapTHbIMU. OOBIYHYI0 OpraHM3ali0 BIIOJIHE YCTPOUT THUIOBOW HaOOp
3alllUTHBIX MCEP, BI)I6paHHI)II71 Ha OCHOBC MPEACTABJIICHUA O TUIIMYHBLIX pUCKaX HIIN B006HI€ oe3
BCAKOTO aHallM3a PHUCKOB (OCOOEHHO ATO BEpHO C (OPMAIBHONM TOYKH 3pEHUS, B CBETE
MPOAHATU3UPOBAHHOTO HAMH paHEe POCCHICKOro 3aKoHoAaTenscTBa B obmactu Mb). MoxHo
MMPOBECTU AHAJIOTUIO MCKAY MHAUBUAYAJIBHBIM CTPOUTCIIBCTBOM H IOJTYUCHUCM KBAPTHPLI B
palioHe MaccoBOi 3acTpoiiku. B mepBom ciydae HEOOXOIUMO MPUHATh MHOXKECTBO PEIICHUH,
opopMUTH OOJIBIIIOE KOJIMYECTBO OyMar, BO BTOPOM JOCTATOYHO OMPEISIUTHCS JHIIb C
HECKOJbKMUMU MapaMeTPaMu.

Hcnonb3oBanre MHPOPMAITMOHHBIX CUCTEM CBS3aHO C OINpPENEICHHON COBOKYIHOCTHIO
puckoB. Korja Bo3MOXHBIN yiiepO HEMPUEMIIEMO BEITMK, HEOOXOAMMO MPUHATH YKOHOMUYECKH
ompaBaaHHbIe Mepbl 3amuThl. [lepuomudeckas oyenka puckoé HeoOXoauMma s KOHTPOIIS

B(IJ(I)CKTI/IBHOCTI/I JACATCIIBHOCTHU B 00J1acTu 0€30IaCHOCTH U AJId ydeTa M3MEHEHHUI 00CTaHOBKH.
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C KOJIMYECTBEHHON TOYKH 3pPEHHUSI YPOBEHb PUCKA SBISICTCS (YHKIIMEH BEPOSTHOCTH
pearn3aluy ONpPEAEICHHON YIpo3bl (MCIONb3YIOIIEH HEKOTOPHIE YSI3BMMBIE MECTa), a TaKkKe
BEJIMYMHBI BO3MOXHOTO yiepoa.

Takum 06pa3oM, CyTh MEPONPUSITHIA MO YIPABIECHUIO PUCKAMU COCTOUT B TOM, YTOOBI
OLICHUTh WX pa3Mep, BbIpaboTaTh 3((HEeKTHUBHBIE U SKOHOMHUYHBIE MEPhl CHUKEHHS PUCKOB, a
3aTeM yOemuThCs, YTO PHUCKH 3aKIIIOYCHBI B TPUEMIIEMbIE PaMKHU (M OCTAOTCA TAaKOBBIMH).
CrnenoBarenbHO, YIpaBJIEHHE PUCKAMM BKIJIIOYaeT B ce0s /1Ba BHUJA JEATEIbHOCTH, KOTOPbIE
YepeayrTCsl IUKINYECKU:

- OIICHKA PUCKOB;
- BEIOOp 2P PEeKTHUBHBIX U SKOHOMUYHBIX 3AIIUTHBIX CPEJCTB (HEHTpaNIU3aLus PUCKOB).

[1o OTHOLIEHUIO K BBISIBJIEHHBIM PUCKAM BO3MOXHBI CIIEIYIOIINE ACHCTBUS:

- TUKBUJIALUS PUCKA;

- YMEHBIIICHHE PHUCKa (32 CYET UCIIOIb30BAHMS IOTIOTHUTEIBHBIX 3alIUTHBIX CPEJICTB);
- IPUHATHE pUCKa (M BbIpaOOTKA IIaHA AEUCTBUS B COOTBETCTBYIOIIMUX YCIOBUSX);

- riepeajipecanysi pucka (Harmpumep, MyTeM 3aKJIF0UEHUsI CTPaXxOBOI'0 COIIAIICHNUs).

Hpouecc YIIpaBJICHHUA pUCKaMU MOXXHO pa3ACIUTh Ha HCCKOJIbKO 9TaIllOB, pPUCYHOK 6.2.

| Bri0op aHanmu3upyemMbIix OOBEKTOB U CTEIICHHU JACTAIN3ALNN |<—

v

| BI)I60p METOJ0JIOT'MU OLICHKHU PHUCKOB

v

| Wnentudukanus akTHBOB

v

| AHanu3 yrpo3 1 ysI3BUMOCTH 3aIIUTHI

v

| O1neHKa pUCKOB

v

| Bo100p 3a1uTHBIX Mep

v

| Peanmzarnus u mpoBepKa BEIOPAHHEIX Mep

v

| O11eHKa OCTaTOYHOTO pucka

A

Puc. 6.2. Anaroputm aHanu3a pucKoB

JIBa mocneHUX dTana (peanu3anus ¥ MpoBepKa BEIOPAHHBIX Mep, OIIEHKa OCTaTOYHOTO
pPHUCKa) OTHOCATCA K BBIOOPY 3alIUTHBIX CPEACTB (HEUTpanu3alMiy PUCKOB), OCTAIbHBIE — K
OIICHKE PUCKOB. YK€ NEPEUNCICHUE ITANOB NOKA3bIBAET, YTO YIPABICHUE PUCKAMU — IIPOLIECC
nukIndeckuit. [1o cymecTBy, MoCaeaqHUA 3Tan — 3TO ONEepaTop KOHIA UK, TPEANUCHIBAIOIIHI

BCPHYTHCA K Havally. Puckn HYXXHO KOHTPOJIMPOBATH NHOCTOSIHHO, NCPUOJUYUCCKH MPOBOASA HX
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nepeoneHky. OTMeTuM, 4To JOOPOCOBECTHO BBIMOJIHEHHAs M TIIATEIbHO JOKYMEHTHpPOBaHHAas

NepBasag OUCHKA MOKCT CYIICCTBCHHO YIIPOCTUTDH NMOCICAYIOIYIO ACATCIIbHOCTD.

[IpenBapuTenbHbIi 3TaN aHAIN3a PUCKA

Ha wnawyanmpHOM 3Tame METOJOM JKCHEPTHON OIICHKH pEHIaroTCs OOIIHE BOMPOCHI
npoBeleHUs aHanu3a pucka. [lepBeiM 1enoM BbiOuMparoTcss KOMMOHEHTHI AC U CTENeHb
JNETAIbHOCTH WX paccMoTpeHus. BceoOwemumrommii aHanu3 TpeOyeT paccMOTpeHHs Bcei
uH(pOopMalMOHHON MHPPAacTPYKTypbl. Ho Ha mpakTuke W3 MPUHIMIIA Pa3yMHOHN JTOCTaTOYHOCTHU
MOTYT OBITh BBIICJICHBI M TIOJBEPTHYTHI OOJBIICH JeTaTH3aIli OTJSIbHBIE HAanOOIee BaKHBIE
KOMIIOHEHTBI U CIIY’OBbI, B TEPBYIO ouepeib, IIec PUCKU BEIUKH WM HEeU3BeCTHHI. boiee
THIATETFHOMY aHAJIN3Y MOABEPTalOTCsl HOBbIE U MOAU(UIIMPOBAaHHBIE KOMITIOHEHTHI AC, a TaKkxke
KOMIIOHEHTBI, TJIe UMEJIH MECTO HOBbIE MHLIUJCHTHI U HAPYIIIEHUS O€30MMaCHOCTH.

Janee BbIOMpAOTCS METOJOJOTUH OLIEHKM PUCKOB Kak IIpolecca MOJIy4YEHHs
KOJIMYECTBEHHOW WJIM KAYeCTBEHHOW OICHKU yIIepOa, KOTOPBI MOXKET MPOU30HTH B Cilydac
peanuzanuu yrpo3 6OezomacHocTd AC. MeToqomorud HOCST YacTHBIM XapakTep, MPUCYIIUN
opranmzaii 1 AC, U 3aBUCIT OT KOHKPETHOTO MHOXECTBA J1€CTAOMIM3UPYIOMUX (HaKTOPOB U
ycnoBult  pyHkimonupoBanusi AC, BO3MOXXKHOCTH HMX KOJHYECTBEHHOW OICHKH, CTCTICHH WX
HETOYHOCTH, HEIMOJIHOThl, HEYETKOCTM M T.A. Ha 1mpakTuke, ¢ y4YeTOM JOIMYCTHMOM
NpUOIMKEHHON OIIEHKH PUCKOB, YaCTO MCIOJIB3YIOT MPOCThIE HATJISAIHBIE METObI, OCHOBAHHbIE

Ha 3JIEMCHTAX TCOPHUU BEPOATHOCTHU U MaTeMaTH4eCKOM CTaTUCTHUKH.

Nnentudukanys akTHBOB

OcHoBYy mpolecca aHanu3a pUCKa COCTaBISET ONPEIEIICHHUE: UYTO HAlO 3alUINATh, OT
KOro M Kak. JIyst 9TOTO BBIABISIIOTCA aKTUBBI (KOMIOHEHTH AC), HYXKJAoIUecs B 3allUTe.
Huxe npeacraBinensl oCHOBHbIE KaTeropuu akTuBoB AC mpennpusTus.

AnmnapaTtHoe obecrieueHue (KOMIBIOTEPHI, nepugepuiinsie YCTpPOWCTBA,
KOMMYHHKAIIMOHHBIE IMHUH, CETEBOE 000PY/IOBAaHUE U HX COCTABHBIE YACTH).

[IporpamMmMHoe obOecrieueHue (MCXOOHBIE, OOBEKTHBIE W 3arpy304HbIE MOAYJIH
OTEpPAIlMOHHBIX CHCTEM, BCIIOMOTATENIbHbIX CHCTEMHBIX M KOMMYHUKAIIMOHHBIX IpPOrpamM,
MHCTPYMEHTAJIBHBIX CPECTB Pa3pabOTKH, MPUKIAIHBIX IPOrPAMMHBIX TAKETOB).

Nudopmannonnoe obecneueHue (BBOAUMMBIE M 0OpalOaThIBaeMble, XpaHUMBIE,
nepesaBaeMble U pe3epBHbIE (COXpaHHBIE KOMMH) JaHHbIE U METaJaHHbIE).

[lepconan (oOcnyXuBaroLuil MepCcOHAN U MOJIb30BATENN ).
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JlokymeHTanust  (KOHCTPYKTOpPCKasi, TEXHHMYECKas, IOJb30BaTelbCcKas W HMHas
JIOKYMEHTAIsA).

Pacxopnnbie MmaTepuaisl (Oymara, MarHuTHbIC HOCUTEIH, KAPTPUIDKH U T.1.).

B nekotopsix cnennpuuHbix AC akTHBBI, YHUKAIbHbIE JJIs1 OPIaHU3aLUU, MOT'YT ObITh
BBIICJICHBl B OTZACIBHBIC TPYIIIBI, HAPUMEpP: KOMMYHUKALMOHHOE, AJITOPUTMUYECKOE HIIU
JUHTBUCTHYECKOE oOecreyenune. Kpome TOro, MoOryr mojjiexaTrb 3alluTe  YacTu
UHPPACTPYKTYPHI, B YACTHOCTHU MOACUCTEMBI 3JIEKTPOCHAOKEHHS U JP.

I'maBHBIM pe3ynapTaToOM Ipolecca HUACHTU(UKALMU aKTUBOB SBISETCS IOJy4YEHUE
JeTaJbHONM MH()OPMALMOHHOW CTPYKTYpbl OpraHu3allMd U CIOCOOOB  HCIOJIb30BAHUSA
uHpopmauuu. JlanpHeWue OSTambl aHaidM3a pPUCKAa OCHOBBIBAIOTCSA HMMEHHO Ha JIaHHOM,

3apuKCHpPOBaHHOW Ha HEKOTOPHI MOMEHT BpEMEHH, HHPOPMALIHH.

AHanu3 yrpo3

[Tocne upentudukarmuu aktTuBoB AC ciieqyeT paccMOTPeTh BCE BO3MOXKHBIE YIPO3bI
yKa3aHHBIM aKTHBaM, OIEHUTh PUCKH U PAH)XXUPOBATh UX 110 CTEIICHH BO3MOXHOTO yIiepoa.

[Ton yepo3zoui 00bIYHO TOHUMAIOT JII000E COOBITHE (JIEHCTBUE), KOTOPOE MOTEHIIMAIEHO MOKET
HaHecTH yniepo AC myTeM HapylIeHHS HAPYIMIECHUIO KOH(DHUIECHITMAIBHOCTH, IEJIOCTHOCTH HITU
JOCTYMTHOCTH WHGOpMAanUUA. YTPO3bl MOTYT OBITh TPEIHAMEPEHHBIMH, SIBJISFOIIIUMUCS
CIIEICTBUEM YMBIIIJICHHBIX (3IOHAMEPEHHBIX) JCHCTBHI JIOJCH, W HempeaHaMepeHHbIE,
BbI3BaHHBIE OIIMOKaMH 4YeloBeKa WM COOSAMH M OTKa3aMH paboOThl TEXHUYECKHX U
MPOTPaMMHBIX CPEJCTB, WJIM CTHXHHHBIMH JCHCTBHSAMH. B Hacrosimee BpeMsl CYIIECTBYET
OTPOMHOE KOJHMYECTBO YIPO3, CIIOCOOHBIX TMPUBECTH K HAPYIICHUIO KOHQPHUICHIIMATHLHOCTH,
[EJIOCTHOCTH U IOCTYITHOCTH WH(OPMAIIUH.

[Tpu ananuze yrpo3 HEOOXOIUMO BBISIBUTh UX UCTOYHUKU U YCIOBHS peaau3aluu. ITo
MIOMOXET B BBIOOpE JOIMOJHUTEIBHBIX CPEICTB 3amUThL. YacTo OJHH Yrpo3bl MOTYT OBITH
CIICICTBUEM  WJIU  YCIIOBHEM  TMPOSIBIICHUS  psga  Opyrux  yrpo3.  Hampuwmep,
HECaHKIMOHUPOBAHHBIN JOCTY (B pa3MUYHBIX (OopMaxX €ro MPOSBICHUS) K pecypcam obierdaer
peann3anui MPaKTHIECKH JTI000H Yrpo3bl: OT MOPYH MAarHUTHOTO HOCHTENS 10 KOMIUIEKCHOU

YAAJIECHHOW aTaKH.

Onenka pucKoB

[Tocne maeHTudUKaMK Yyrpo3bl HEOOXOAUMO OLIEHUTh PHUCK MPOSIBICHUS Yrpo3bl. B

OOJIBIIMHCTBE CITy4aeB BO3MOXKHO MOJIYYUTh KOJMUECTBEHHYIO OLIEHKY pucka. OHa MOXET ObITh
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noJjryueHa Ha 6aze HKCIEPTHOIO OMpOca, OLIEHEHA CTATUCTUYECKU WIIM pacCUUTaHa 1o HEKOTOPOH
MaTeMaTUYeCKOW 3aBUCUMOCTH (aJIeKBaTHOM KOHKPETHOM yrpo3e KOHKPETHOMY aKTHBY).

KpoMme BeposTHOCTH OCYILIECTBICHUs YIPO3bl, BaXEH pa3sMep 0XKUAACMBIX IOTEph. B
o01iem ciydae 0KuaaeMble IOTEPU PACCUUTBIBAIOTCS 110 clieyromei popMmyie:

E=PV, (6.1)

rzae P — BEpOSITHOCTHAs OLIEHKA PUCKA MPOSIBIEHUS YTPO3bI,

V — yiep06 npu peanusanuu yrpossl.

OpnHako, Kak BEpPOATHOCTH YrpoO3bl, TAK U OKHUJAEMbIE IOTEPU HE BCEra MOYKHO
OLICHUTh KOJIMYECTBEeHHO. Hanmpumep, paccuutarh 3aMeHy KOMIIbIOTEpA JIOCTaTOYHO IIPOCTO, HO
TPYAHO OIICHUTH MOTCHLUHUAIbHBIA yHiepd B cCilydae 3aJ€pKKH BbIIAYM JAHHBIX, WCKaKCHUS
uH(poOpMallMy, pasrVallieHUs] OTAENbHBIX CBeACHUW U T.1. Hekoropble MHUMIAEHTHI MOTYT
HAHECTH ymepO penyTauud (QUPMBI, BbI3BATh COIMAIBHYIO HAIPSHKEHHOCTh B KOJIJICKTHUBE,
MOBJICYb OPUAMYECKOE MIPECIIECIOBAHNUE MIPEAIPUATUS CO CTOPOHBI MTOJIB30BATENEH U T.1.

Cy1iecTByeT HECKOJIBKO MPOCThIX CIIOCOOOB OLIEHKH BEPOSITHOCTEM MPOSIBICHUS YTPO3
Y BO3MO’KHBIX IIOTEPB!

- DKcrnepTHasi OLEHKa COOBITUNA. MeTOAbl SKCIEPTHBIX OICHOK MPUMEHSIOTCS MPH OIICHKE
TPYAHO TIPENCKAa3yeMBIX YIpo3, HalpUMep CTUXUUHBIX O€ACTBHM, M SBISIOTCS CAMBIMU
HETOYHBIMHU.

- MeTtonuka onpezeneHus IpUeMIEMOCTH YPOBHSI pUCKa MO TpexOaipHoW mikane. CoriaacHo
METO/MKE, OLIEHUBAEMbIM PUCKaM M ylepOaM CTaBsTCS OLEHKHU 10 TpexOaipHOW 1mkane: 1, 2,
3. TlonydyeHHble JBa MHOXKECTBAa OLIEHOK PHCKOB U YIIEpOOB MepeMHOXKaroTcsi. MHOXKECTBO
BO3MOXKHBIX 3HaueHWd Oymer ciemyrommm: 1, 2, 3, 4, 6, 9. I[lomaraercsi, 4To TIepBBIC IBa
3HAQYECHMUS XAPAKTEPU3YIOT HU3KUN YpPOBEHb PHUCKA, TPETUH W YETBEPTHIM — CPEIHMM, JBa
MOCJIEAHUX — BBICOKHIA.

Metoauka onpeneseHns NpUEMIIEMOCTH YPOBHSI PUCKA C YYETOM BHJIMMOCTH YTPoO3 U
UX TOCIEICTBUN. 37eCh BBOAUTCA IMOHATHE BUAMMOCTH YIPO3bl JUJIS BHEUIHEr0 MHpa — Mepa
uH(pOpMallUl O CHUCTEME, JOCTYIHOH 3JIOYMBINIJIEHHUKY (M BBI3BIBAIOIIEH HE310POBBII
uHTepec). CornacHo yKa3aHHOW METOJUKE, OLEHHBAEMBIM PHCKaM, BHJIUMOCTH, (HU3UUYECKUM
yiepbaM 1 MOpalIbHBIM yIIepOaMm CTaBsITCS OIEHKH IO TpexOapHOU mikane 1, 2, 3. 3HaueHus
PUCKOB YMHOKAlOTCS Ha 3HA4eHMs JUIsl BUJIMMOCTH, a 3HAueHUs Uid (u3Hueckoro yuiepoa
YMHOXAIOTCSI Ha 3HAY€HUs JUIsi MOpaJbHOTO yilepba. 3areM MOJIydeHHbIE JBa 4HCIa
ckianpiBatoTcsi. CunTaercs, 4TO YpOBEHb PHCKAa HU3KHUM, €CIIM HWTOTOBOE YHUCIO MEHbIIEe 7,
BBICOKHUH, €CJIM UTOroBoe yrcio 6onbiie 11, nnaye — cpenHuil.

Cratuctuueckas OLEHKa COOBITUH U HCIHOJIb30BAHHWE CTAaTUCTHUYECKUX Mojiese

(OTpakaroIIuX 3aKOHBI PACTIPECICHUS] KOHKPETHBIX TUIIOB yrpo3). JlaHHBIA METOa TO3BOJISET
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MOJIYYUTh MIPUEMJIEMbIE PE3YJbTAThl JJI OLICHKH YacTO MPOSIBISIEMBIX PETHCTPUPYEMBIX YIPO3,
HanpuMep: cO0EB M OTKA30B BEIYUCIUTEILHOTO MpoIlecca.

Hcnonb30BaHWe  aHAIUTHYECKUX  Mojeled  (BO3MOKHO B BHUAE  TaOJIMII)
MOTEHLMAIBHOTO yiepOa B 3aBUCUMOCTH OT 3apaHee ONpeAesIeHHBIX KOAPPUIIMEHTOB.

CrnenyeT OroBOpUTHCS, YTO METOJIbI aHATN3a PUCKA OOBIYHO HE OTIUYAIOTCSI BHICOKOM
TOYHOCTBbIO. Jleno B TOM, YTO OCHOBHas 3ajada aHajau3a pucka (Kak HMHCTPYMEHTa
MJIAHUPOBAHUS) OLICHUTh YPOBEHb BO3MOXKHBIX IMOTEPh M YPOBEHb 3arparT Ha 3aummty. s
MPAKTUKHU, KOTa Pa3HOPOIHbIE UCXOHBIE JAaHHbIE UMEIOT MPUOIMKEHHBIN U CYyObEeKTUBHBIN
XapakTep OLEHKHU, BBICOKAs TOYHOCTh pacueTa U He Tpedyercs. MHorna BooOiie HEBO3MOXKHO

OLICHUTh TOUYHOCTb PE3YJIbTATA.

Br16op 1 npoBepka 3aluTHRIX Mep

Jis  yMeHbIIeHHS pa3Mmepa ymiepOa HE0OXOIUM BBIOOP COOTBETCTBYIOIIMX MEp
3alIUTHI: OPraHU3alMOHHBIX, (U3UYECKUX, MPOrPaMMHO-TEXHHYECKHX u Ap. Kaxnmas yrposa
MOJKET OBITh MPEJOTBpAIICHa Pa3NUYHBIMU criocobamu. [losToMy Ha naHHOM JTame pemaercs
3aJaya aHaiuM3a M CHHTE3a MeEp, METOJOB U CPEICTB 3allUThl 10 KPUTEPHIO
3P PEKTUBHOCTH/CTOMMOCTb C Y4ETOM, KOHEUYHO, TEXHUYECKOH IMOJIMTHUKU OPTaHU3aIUU U IPYTHX
KU3HEHHO Ba)KHBIX XapakrepucTtuk AC.

ITocne BbIOOpa cnoco6oB 3ammThl AC MPOU3BOAUTCS MpoBepka UX 3¢ eKkTuBHOCTH.
Ecnu ocraTouHble PUCKU CTaldM OIMSTh-TaKW HENPUEMIIEMbI, BECbMa pPa3yMHO MOBTOPUTH ATallbl
aHaJIM3a pUCKa.

3aBepuias moapas3zen, cleyeT OTMETUTh, YTO pa3paboTKa MOJUTUKH 0€30IacCHOCTH U
MPOBEICHUE aHaluM3a PHUCKA SBIAIOTCS KPOMOTIMBBIMU HAYYHO-TEXHUYECKHMMH 3aJadyaMH.
[TooToMy BaXHO TpaBWIBHO TOA00paTh KOJUIEKTHB pa3paboTyukoB. OOBUHO OSTUM
MpoeCCHOHAIBHO 3aHUMAETCS TpyIina HHGOPMAIIMOHHON 0e301acHOCTH npeanpusatus. OIHaKko
BO3MOXKHO TNPUBJICYEHUE aIMUHUCTPATOPOB U Pa3pabOTUYMKOB CHCTEM M CETEH, CHEeIHaluCTOB

o ayJuTy U ylpaBJICHUIO, IICUXOJIOT'OB, HpCﬂCTaBHTCHCﬁ CJ'Iy>K6LI peiKuma.

6.3. IIpouenypHblil ypOBEHB

6.3.1. OCHOBHBIE KJIacChl MEp MPOLIEAYPHOTO YPOBHSI
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DT Mepbl 0€30MacHOCTH OPUEHTUPOBaHBI Ha Jtojel. MIMeHHO monu (GOpMHUPYIOT
pekuM MHGPOPMALMOHHOM 0€30MacHOCTH, U OHU e OKa3bIBAIOTCS TJIaBHOW Yrpo30il, Mo3ToMy
«4eIoBeUeCcKuil (PaKTop» 3acayKHBaeT 0cOOOr0 BHUMaHMUSL.

B poccuiickux KOMIAHHMSX HAKOIUIEH OOraThlii ONBIT pPErjJaMeHTUPOBAaHUS MU
peanu3anuy IpoeIypHbIX (OpraHU3alMOHHBIX) MEp, OJHAKO JI€JI0 B TOM, YTO OHM IPHIUINA U3
«IJOKOMIBIOTEPHOT0» MPOLLIOT0, TO3TOMY TPEOYIOT EPEOIICHKH.

CrnenyeT 0CO3HATh Ty CTENEHb 3aBUCUMOCTH OT KOMIIBIOTEPHON 00pabOTKH JaHHBIX, B
KOTOPYIO IONaJI0 COBPEMEHHOE OO0IIeCTBO. be3 BCAKOro mpeyBequueHUs MOXKHO CKa3aTh, YTO
HeoOxoauMa MHGOpMalMOHHAsA TpakaaHckas o0opoHa. CriokoiiHO, 0e3 HarHeTaHusl CTpacTei,
HYXXHO pa3bsACHATH OOLIECTBY HE TOJBKO MPEUMYLIECTBAa, HO M OMNACHOCTH, CBS3aHHBIE C
UCTIOJIb30BaHUEM MH(POPMAIMOHHBIX TEXHOJIOTHIA. AKIEHT CIIEAyeT AejaTh HEe Ha BOCHHOW WM
KPUMHUHAQJIBHON CTOPOHE J€jla, a Ha TPaKJAHCKHUX acClEeKTaxX, CBA3AHHBIX C MHOIIEPKAHUEM
HOpPMaJIbHOTO (YHKIMOHMPOBAHUS allapaTHOTO U IPOTrPaMMHOI0 oOOecledyeHus, TO €CTh
KOHILICHTPUPOBATHCS HA BOIPOCAX JOCTYITHOCTH U LETOCTHOCTU JaHHBIX.

Ha npouenypHOoM ypOBHE MOKHO BBIIEIUTH CIEAYIOIINE KJIACCHl MEP:

- YIPaBJIEHUE IIEPCOHAIIOM;

- (huznueckas 3amuTa;

- mojiep kanue paboToCoCOOHOCTH;

- pearupoBaHNe Ha HAPYIIECHHUS peKuMa 0€30ITacHOCTH;

- INTaHUPOBAHUC BOCCTAHOBUTCIIbHBIX pa60T.

VYpasneHue nepcoHaaom

YnpasieHue nepcoHaIOM HAYMHAETCS C IIPUEMa HOBOTO COTPYIHUKA HA PabOTy U J1axe
paHbIle — C COCTABJICHHS OIMCAHHS JOJDKHOCTH. YK€ Ha JaHHOM JTale JKeJaTelbHO
HOJKJIIOYUTE K PaboTe CIEHaIucTa M0 WHPOPMAIIMOHHOW O€30MacHOCTH VIS OMpeICICHHS
KOMITHIOTEPHBIX TPUBHUIETHH, aCCOIMUPYEMBIX C JOKHOCTHIO. CylllecTByeT JBa OOIIHX
MPUHITUITA, KOTOPBIC CIICYET UMETh B BUIY:

- pazaenenue o0s3aHHOCTEH;
- MUHUMHU3aus1 HpHBI/IHeFI/Iﬁ.

Tlpunyun pazoenenusi o0bs3aHHOCMel TPEANUCHIBACT TaK PpACIpeneisaTh pPOIH |
OTBETCTBEHHOCTb, 4YTOOBI OJIMH UYEJIOBEK HE MOT HApPYyIIUTh KPUTHYSCKH BAKHBIA IS
opraHusaiui mporecc. Hampumep, HexelaTelibHA CUTyallds, KOTJAa KPYIHBIC IUIATEXKHU OT
HMCHU OpraHu3allid BBIMIOJIHACT OJWH YCIOBCK. Ha)1e>I<Hee MOPYYHUTHE OJHOMY COTPYAHUKY

oQopMmIIeHHE 3asiBOK Ha MOAO0OHBIE TIATEXKH, a IPYTOMY — 3aBEPATh 3TH 3asiBKU. [[pyroi mpumep
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— TMpOUENypHbIE OrpaHMYECHUSI [JEUCTBUU CyIeprojb3oBaTensi. MOXHO HMCKYCCTBEHHO
«paCHICTIUTHY MAPOJIb CYMEePIIOIb30BaTENsl, COOOIIMB MEPBYIO €r0 YacTh OJTHOMY COTPYIHHKY, a
BTOPYIO — Apyromy. Torga KpUTHYECKH Ba)KHbIE NEHCTBUS 1O aamMuHucTpupoBanuio C onu
CMOTYT BBIIIOJHUTH TOJBKO BJIBOEM, YTO CHUKAET BEPOSITHOCTH OUIMOOK U 3710yIOTpeOIeHUI.

Ipunyun munumusayuu npueunecuti TPEANUCHIBAECT BBIIEIATH MOJIb30BATEISAM TOJIBKO
TE TpaBa JOCTYIa, KOTOPbIE HEOOXOAMMBI MM JUIsl BBITIOJHEHUS CITY>)KEOHBIX O00S3aHHOCTEH.
Hasnauenue 3TOro npuHIIAIA OYEBHIHO — YMEHBIIUTE yIIEPO OT CIy4ailHBIX WJIH YMBIITUICHHBIX
HEKOPPEKTHBIX JICHUCTBUIA.

[IpenBapuTenbHOE COCTaBJIEHUE ONUCAHMS JOJDKHOCTH IIO3BOJISIET OLIEHUTh €€
KPUTHUYHOCTH M CIUIAHUPOBATH MPOLEAYPY MMPOBEPKH U OTOOPa KaHAUIATOB. UeM OTBETCTBEHHEE
JOJDKHOCTh, TEM TIHIATENIbHEE HYXXHO IMPOBEPSATh KAHIUIATOB: HABECTH O HUX CIPABKH, OBITH
MOJKET, 1mobecenoBaTh ¢ OBIBIIMMH cochykuBLaMu U T.A. [lomoOHas mporeaypa MokeT ObITh
JUTUTEIBHOW U JOPOTOM, MO3TOMY HET CMBICHA JIONOJIHUTENBHO YCIOXKHAThH €e. B To ke Bpems,
HEpPa3yMHO M COBCEM OTKa3bIBaThCS OT MPEABAPHUTEIILHONW IPOBEPKH, YTOOBI CIy4alHO HE
MPHUHSTH Ha pa0O0Ty YeJIOBEKa C YrOJIOBHBIM MMPOILIBIM MJIH TICHXWYSCKUM 3a0oiieBanneM. Korma
KaHJIUAAT ONpeJielieH, OH, BEPOSATHO, TOJKEH MPOUTH oOydeHue; 1o KpaitHeil mepe, ero cieayet
MOJIPOOHO O3HAKOMUTH CO CIY)KEOHBIMU OOS3aHHOCTSIMH, & TAK)KE€ C HOPMaMHU U MPOLEIypaMu
nH(popMannoHHOH Oe3omacHocTh. JKenaTelbHO, YTOOBI Mephl 0€30IaCHOCTH OBLTH MM YCBOCHBI
JI0 BCTYIUICHUS B JOJDKHOCTH M JIO 3aBEJCHHUS €ro CHUCTEMHOTO CYETa C BXOJHBIM HUMEHEM,
MapoJieM U MPUBUIIETUSIMHU.

C MOMEHTa 3aBeJeHUs CHUCTEMHOr0 CueTa HAaYMHAETCs €ro aJMHUHHCTPUPOBAHUE, a
TaKXK€ TMPOTOKOJUPOBAHHE M aHaIU3 JCHUCTBHM mosib3oBarens. llocTeneHHO uW3MeHseTCs
OKpYXE€HHE, B KOTOPOM pabOTaeT MOJIb30BaTeNb, €ro ClyKeOHbIe 00s13aHHOCTH U T.I. Bee aTo
TpeOyeT COOTBETCTBYIONIETO U3MEHEHHS MPUBIIIETHI. TEeXHUYECKYIO CIIOKHOCTh MPEICTaBISIOT
BpPEMEHHbIE TIEpEeMEIICHHS TIOJIb30BaTENS, BBHIIOTHEHUE UM 00S3aHHOCTEN B3aMEH COTPYAHHKA,
VIIEAIEr0o B OTIYCK, WU HHBIE OOCTOSATENHCTBA, KOTJA TOJHOMOYHMS HYXHO CHadaja
MpPEeIOCTaBUTh, a 4Yepe3 HEKOTOpoe BpeMs B3ATh oOpaTHo. B Takuwe mnepuoas mnpoduis
AKTUBHOCTH TIOJIb30BATENsl PE3KO MEHSETCs, YTO CO3/1aeT TPYAHOCTH TIpU BBISIBICHUU
MOJIO3PUTENBHBIX cUTyalnil. ONpeneIeHHyI0 aKKypaTHOCTh CIIeAyeT COONII0IaTh U MPHU BbIIade
HOBBIX MTOCTOSTHHBIX TTOJITHOMOYHH, HE 3a0bIBast IMKBUIUPOBATH CTaphIE MpaBa TOCTYIIA.

JIuKkBUAIMS CUCTEMHOI'O CUeTa MOJIb30BaTENs, OCOOCHHO B Cilydae KOH(QIMKTA MEXKIY
COTPYAHUKOM M OpraHU3alMeH, JOHKHA TPOU3BOAUTHCS MAKCUMAJIbHO ONEPATUBHO (B HUcaNe —
OJIHOBPEMEHHO C H3BEIIEHHEM O HaKa3aHWUM WM YBOJbHEHUH). B0o3MOXHO M (uszmueckoe

OrpaHUYEHHUE JOCTyNa K pabouemy MmecTy. Pazymeercs, eciny COTpYIHUK YBOJBHSETCS, Y HEro
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HY)KHO TPUHITH BCE €r0 KOMIBIOTEPHOE XO3SHCTBO W, B YACTHOCTH, KPUITOTpadUUEcKHe
KJIIOYH, €CIM UCIIOJIb30BATIUCH CPEACTBA MM (PPOBAHUS.

K ympaBienuio coTpyAHUKaMy MPUMBIKAET aAMUHUCTPUPOBAHHE JIHILI, PA0OTAIOMINX T10
KOHTPAKTy (HAampHMep, CHENHAIUCTOB (UPMBI-TIOCTABIINKA, OMOTAIOUIMX 3alyCTUTh HOBYIO
cucrteMy). B cooTBeTcTBMM ¢ NPUHIMIIOM MHHUMM3ALUH TPUBHJIECTHHA, UM HYKHO BBIJICIUTH
POBHO CTOJIBKO TIpaB, CKOJBKO HEOOXOIUMO, M H3BATh OTH IpaBa Cpazy IO OKOHYAHWUHU
KoHTpakTa. [IpoGiiema, OJHAKO, COCTOMT B TOM, YTO HA HAYaJIbHOM »JTale BHEIPECHUS
«BHEIIHHE» COTPYAHUKU OyIyT aJMUHHCTPUPOBATH «MECTHBIX», a HE HaoOOpoT. 3xech Ha
HEepBBI IUIAH BBIXOJUT KBAIM(UKAIMSA NEepCoOHada OpPraHU3alld, €ro CIIOCOOHOCTH OBICTPO
o0yyaTbcs, a TaKKe ONepaTHBHOE MPOBEJCHUE YUeOHBIX KypcOB. BajkHbI M MPUHIUIIBI BEIOOPA
JIETTOBBIX MTAPTHEPOB.

WHora BHENIHUE OpraHU3alliy MPUHUMAIOT Ha 00CITy)KMBaHUE U aIMUHHCTPUPOBAHUE
OTBETCTBCHHBIE KOMIIOHEHTBHl KOMIIBIOTEPHON CHCTEMBI, HampuUMep, CETeBOe OO0OpYAOBaHUE.
Hepenxo agMUHUCTpUpOBaHHE BBHINONHSAETCS B YHAJICHHOM pekume. BooOmie roBopsi, 3TO
CO3JIaeT B CHUCTEME JIOTIOIHUTEIIbHBIC YSI3BUMBIE MECTa, KOTOPhIE HEOOXOIMMO KOMIIEHCHPOBATh
YCUJIGHHBIM KOHTPOJIEM CpEACTB YNAJIEHHOTO JOCTyNla WJIHM, OMNSTHb-TaKH, OOy4eHHEM

COOCTBEHHBIX COTPYAHUKOB.

duznyeckas 3ammra

bezonacHocTh MH(OPMAIIMOHHONW CHCTEMbI 3aBUCHT OT OKPY)KEHHUsS, B KOTOPOM OHa
¢yuknuonupyer. Heobxoaumo mNpuHATE Mepbl I 3allUThl 3JaHUM W MpUiierarouiei
TEPPUTOPUH, NOJAECPKHUBAIOLIEH HHPPACTPYKTYpbl, BBIYUCIUTEIBHOW TEXHMKH, HOCUTEJIEH
JIAHHBIX.

OcHOBHOM NMpUHLIUT (PU3UYECKON 3aLIUTHI, COOTIOACHNE KOTOPOTo ClIeyeT NOCTOSHHO
KOHTpPOJIMPOBaTh, (pOopMynHpyeTcs Kak ‘“HENpepbIBHOCTH 3aIIUTHI B MPOCTPAHCTBE U BPEMEHHU .
Panee MBI paccmaTpuBanu NMOHATHE OKHAa OMAcHOCTH. s ¢u3nyeckoil 3amMTHI TaKUX OKOH
ObITh He 10JDKHO. HampaBnenus (pu3nyeckoi 3aIuThI:

- (huznueckoe ynpaBiaeHHE JOCTYIIOM;
- IPOTUBOIIOKAPHBIE MEPBHI;
- 3alllKTa NOAepKUBAIOIIeH HHPPACTPYKTYpHI;
- 3al01Ta OT [lepexBaTa JaHHbIX;
- 3aI1UTa MOOMIIBHBIX CUCTEM.
Mepbl (puU3NYECKOT0 YHpaBJIEHUS JOCTYIOM IO3BOJIIOT KOHTPOJIMPOBaTH M IPHU

H606XOI[I/IMOCTI/I OrpaHM4YMBaTh BXOA U BBIXOJA COTPYAHUKOB U IIOCETHUTEIICH. KOHTpOJ'II/IpOBaTBCSI
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MOXET BC€ 3/JaHUE OpraHM3allid, a TaKKe OTACIbHbIC IOMELICHMs, HalpuMep, Te, TIle
pacIojI0kKeHBI CEPBEPHl, KOMMYHHMKAI[MOHHAS anmnaparypa H T.I1.

[Ipy mpoexkTUpoBaHMM U peanu3ali Mep (U3NYECKOTO YIPABICHHUS IOCTYIIOM
1eJIeCO00pa3HO  MPUMEHATh 00beKmmubiti nooxod. Bo-NepBbIX, ONpenensercs NepuMeTp
0€30I1aCHOCTH, ~OrpaHMYMBAIOIIMN  KOHTpOJMpyeMylo Teppuroputo. Ha 3TomM  ypoBHe
JeTajau3aliy BaXHO MPOAYyMaTh BHEUTHMNA WHTep(eiic opraHu3anuyu — MOpsSA0K BXOa/BBIX0a
IITaTHBIX COTPYAHMKOB M IIOCETUTENCH, BHOCA/BBIHOCA TEXHUKU. Bce, 4yTO HEe BXOOUT BO
BHEIIHUN MHTepQeiic, T0MKHO ObITh MHKAICYIUPOBAHO, TO €CTh, 3AILUIICHO OT HEJIETaJIbHBIX
MIPOHUKHOBEHMIA.

Bo-BTOpBIX, = MPOW3BOAUTCS  JEKOMIO3ULMS  KOHTPOJIMPYEMOH  TEPPUTOPUH,
BBIICTISIOTCS (T10/1) OOBEKTHI U CBsI3U (IIPOXOBI) MEKAYy HUMHU. [lpu Takoii, Oosee TIryOOKOMA
JeTajau3aluy CleIyeT BBIICINUTh CPeau MOA0OBEKTOB Haubojiee KPUTUYHBIE C TOUKU 3PEHHS
0e30IacHOCT M 00eCHeYdTb UM IOBBIIIEHHOE BHHMMaHHeE. JeKOMMO3UIUs JOJKHA OBITh
CEMaHTHUYECKU OIpaBIaHHOM, OOecleYuBalOUIe pa3srpaHUYEHUE PA3HOPOAHBIX CYILIHOCTEH,
TaKUX Kak 000pYJOBaHME Pa3HbIX BJIAJAEIbLEB WM NEPCOHAN, paOOTAIOLIUI ¢ JaHHBIMUA Pa3HON
CTENEHU KPUTUYHOCTH.

Heo6xoauMo, 4TOOBI NOCETUTENH, MO BO3MOXXKHOCTH, HE MMEIM HENOCPEICTBEHHOIO
JocTyna K KOMIbIOTEpaM WJIM, B KpaillHEM cilydae, 1103a00TUThCA O TOM, YTOObI OT OKOH U
JBEpel He MpPOCMATPUBAIUCH HKpaHbl MOHUTOPOB U npuHTEpbl. Heobxonumo, dYTOOBI
MOCETUTENIeH MO BHEIIHEMY BUAY MOXKHO OBIJIO OTIIMYUTH OT COTPYTHHUKOB.

CpenctBa (U3MYECKOT0 YINpaBJIEHUS JOCTYIIOM — 3TO OXpaHa, JIBEPU C 3aMKaMH,
NEPETOPOJIKH, TeIeKaMepbl, TaTUUKK JIBUKEHUS U MHOToe jpyroe. [l BbIOOpa ONTHUMAaIbHOTO
(o0 KpUTEPHUIO CTOUMOCTH/3(P(EKTUBHOCTH) CPENICTBA 1[€JIECO00Pa3HO MPOBECTH aHAIIU3 PUCKOB
(k aTOMY MBI enie BepHeMcs). Kpome Toro, ectb cMbICT MEPUOJMUECKH OTCIIEKUBATh MOSBIECHUE
TEXHUYECKUX HOBMHOK B JIaHHOW 00JacTH, CTapasich MaKCUMaJlbHO aBTOMAaTHU3MPOBATH
(bu3NYECKYIO 3alIUTY.

OTmeTMM  HEOOXOJUMOCTh  YCTAaHOBKM  IPOTHMBOIOKAPHOM  CUTHANM3ALUU U
aBTOMATHUYECKUX CPEACTB MokapoTymenus. K moanepxkuBatomeil MHPpPaCTPyKType MOMKHO
OTHECTH CHUCTEMBI JJIEKTPO-, BOJO- M TEIUIOCHAOXKEHUS, KOHIMIMOHEPhl M CpeACTBa
koMMyHuKauil. [lpu pa3memieHun KOMIIBIOTEPOB HEOOXOJUMO TPUHATH BO BHUMaHHUE
pacrojoXkeHrue BOAOIMPOBOAHBIX M KaHAJIM3ALMOHHBIX TPYO M MOCTapaThCs NIEP:KaThCA OT HUX
nojanbiie. COTpYIHUKH JOJDKHBI 3HATh, KyJda CleAyeT oOpaiiatbCsi MpU OOHapYKEHUH
IIPOTEYEK.

[lepexBaT [MaHHBIX MOXET OCYHIECTBIATHCS CaMbIMH pa3HBIMH  CIIOCOOAMH.

3J'IOYMI)IHIJ'IGHHI/IK MOKET IOACMATPUBATDH 3a SKPAHOM MOHHUTOPA, YATATh IMAKETEI, IIEPCAABACMbIC
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M0 CETH, MIPOU3BOANTH aHAIHM3 MOOOYHBIX JIEKTPOMArHUTHBIX W3 IydeHU U HaBoaok (IIDMUH)
u 1.1. OcTaercs ymoBaTh Ha IMOBCEMECTHOE HCIOJIb30BaHUE KpunTorpaduu (4To, BIPOUEM,
COMpPSDKEHO Yy HAC B CTPAaHE CO MHOXKECTBOM TEXHHUYECKMX M 3aKOHOAATEIBHBIX MPOoOJeM),
CTapaThCsi MAaKCUMAJIbHO PACIIUPUTH KOHTPOJIUPYEMYIO TEPPUTOPHUIO, PA3MECTUBILUCH B TUXOM
OCOOHSIUKe, MOOAallb OT JIPYTHX JIOMOB, MBITAThCS JEp’KaTh IMOJA KOHTPOJIEM JMHUU CBS3U
(Hampumep, 3aKI0YaTh UX B HATyBHYIO 00O0JIOUKY C OOHAPYKEHHUEM MPOKAITBIBAHHUS), HO CaMOE
pasyMHOE, BEpOSTHO, — MOCTAPAThCS OCO3HATH, YTO JJISI KOMMEPYECKHX CHCTEM OOecreueHHe
KOH(UCHIIMATBHOCTHU SBJISIETCS BCE-TaKH HE TJIABHOM 3a7aueil.

MoOusbHbIe ¥ MOPTATUBHBIE KOMITBIOTEPHl — 3aMaHUYUBBIN 00bEKT Kpaxu. X yacto
OCTaBIISIOT 0€3 MPHUCMOTpPa, B aBTOMOOWIIE WM Ha pabdoTe, M MOXHTUTh TAaKOH KOMIIBIOTED
COBCEM HECJIO0XKHO. TO U JIel0 cpeicTBa MaccoBOM MH(OPMAIMN COOOIIAIOT O TOM, YTO KaKOW-
HUOYAb odullep aHMTUICKON pa3BEAKU WM aMEPUKAHCKUI BOEGHHBIN JHMIIUICS TaKUM 00pa3omM
JIBUKUMOTO UMYIIECTBA. MBI HACTOATEIBHO PEKOMEHAyeM Iu(poBaTh JaHHBIE HA KECTKHX
JTUCKAX TaKUX KOMITBIOTEPOB.

BooOmie roBopsi, pu BEIOOpE CPEACTB (PU3NYCCKONM 3alIUTHI CISAYET MPOU3BOIUTH
aHaM3 PUCKOB. Tak, MpUHUMAas pEIICHHE O 3aKyNKe HMCTOYHHKA OecriepeOOWHOro MUTaHus,
HEOOXOIUMO YYecThb KadecTBO OJJICKTPONUTAHHS B 3JaHUM, 3aHUMAEMOM OpTraHu3aluen
(BmpodeM, TMOYTH HABEPHSIKA OHO OKAXKETCS IUIOXUM). XapakTep H JUIUTEIBHOCTh COOCB
QJICKTPOTIUTAHUS, CTOMMOCTH JOCTYIHBIX HCTOYHHKOB M BO3MOXHBIC IOTEPH OT aBapuil
(MoIOMKa TeXHHUKH, MPUOCTAHOBKA pa0OTHI OPTaHU3allUY U T.I1.).

B T0 e Bpems, BO MHOTHUX CIy4yasiX pelIeHUs O4eBHAHBI. Mepbl MPOTUBOMOKAPHON
0e30MmacHOCTH 00s3aTeNIbHBI JUIsl BcexX opraHu3anuii. CTOMMOCTh peain3allid MHOTHX Mep
(HarmpuMmep, yCTaHOBKA OOBIYHOTO 3aMKa Ha JBEPh CEPBEPHON KOMHATHI) JINOO MaJia, TUOO XOTh
U 3aMeTHa, HO BCE K€ SBHO MEHBIIE, YeM BO3MOXHBIA ymiepd. B "acTHOCTH, MMeeT CMBbICT

PEryjIsipHO KOIMUPOBATH OoubIre 0a3bl JaHHBIX.

[Tognepxanue paboTOCIOCOOHOCTH

Jlanee  paccMOTpUM  psiA  MEPONPUATHH, HaNpaBIEHHBIX Ha  MOJJIEp)KaHHUe
paboTocrocoOHOCTH HH(DOPMAITMOHHBIX cUCcTeM. FIMEHHO 3/1eCh TauTCsl HAaUOOJIbIast ONTACHOCTb.
Heuassuable OMIMOKHA CHUCTEMHBIX AAMHUHUCTPATOPOB H MMOIb30BaTeNNeH TPO3AT MOBPECKIACHUEM
anmaparypsbl, pa3pylieHHeM MpPOrpaMM M JaHHBIX; B Jy4dlleM ciydae OHM CO3/al0T Opelu B
3alUTe, KOTOPHIE AETal0T BO3MOKHON peatn3aluio yrpos.

Henoonenka ¢akTtopoB 0e30macHOCTH B MOBCEAHEBHOW paboTe — axuijiecoBa MsTa

MHOI'MX opraHu3aunui. Jloporue cpeiacrBa 0€30MaCHOCTH TEPSIIOT CMBICH, €CIM OHHU IIIOXO
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JOKYMEHTUPOBaHbl, KOH(QIMKTYIOT C JPYT'MM IpPOTrpaMMHBIM 00€CHe4YeHHEeM, a Hapoiib
CHUCTEMHOI'0 aJMUHUCTPATOPA HE MEHSJICS C MOMEHTAa YCTAHOBKHU.
MO0>KHO BBIIEIUTH CIEAYIOLIME HAIIPABJICHUS IIOBCEAHEBHOM ACSITEIBHOCTHU:

- IO ZIEPrKKa M0JIb30BaTEIEH;

- OJIZIEp KKa IIPOrpaMMHOI0 0OeceyeHus;

- KOH(QUTYPAILIIOHHOE YIIPABICHHE;

- pe3epBHOE KOIIMPOBAHHUE;

- YIPaBIIEHUE HOCUTEISMY;

- TOKyMEHTUPOBAHHUE;

- periaMeHTHbIe paboThI.

Iloooeporcka nonvzoeamenel TOAPA3yMEBAET IIPEXKJE BCEro KOHCYJIBTUPOBAHHE HU
OKa3aHMe [TOMOIIY IIPU PELICHUH Pa3HOro poja npodieM. MHorna B opraHu3anusx co3laroT A
9TON LENM CHEeUUaNbHbI «CHpPaBOYHBIA CTOJI», HO dYalle OT I0Jb30BaTesell OTOMBaeTCs
CHUCTEMHBIH aaMUHUCTpaTop. OUeHb BaXKHO B IOTOKE BOIPOCOB YMETh BBISBISATH MPOOJIEMBI,
CBsi3aHHBIE C WH(GOpPMAIMOHHON Oe3omacHOCThI0. Tak, MHOTHE TPYAHOCTH MOJH30BATENECH,
paboTarouMX Ha MEePCOHATIBHBIX KOMIIBIOTEPAX, MOTYT ObITh CII€ACTBUEM 3apa’KEHHUSI BUPYCaMH.
IlenecooOpa3Ho (uUKCHpPOBaTh BOMPOCHI IOJIb30BaTENIEH, 4YTOOBI BBIABIATH HMX THUIIMYHBIC
OIIMOKH U BBITYCKATh MAMATKH C PEKOMEHIAIUAMH JIJISl pAaCTIPOCTPAHEHHBIX CUTYAIHH.

lloooepocka  npoecpammnozco obecneuenus — OJHO W3 BaKHEHIIUX CPEACTB
oOecrieueHus 1eiaocTHOCTH MHpopmarmu. [Ipexxae Bcero, HEOOXOAUMO CIEIUTh 3a TEM, Kakoe
nporpaMMHOe oOOecleueHHe YCTaHOBJIEHO Ha KoMIlbloTepax. Eciau mnonbp3oBarenu OyayT
YCTaHaBIUBATH IPOTPaMMBI 110 CBOEMY YCMOTPEHMIO, 3TO MOYKET IPHUBECTH K 3apa)KCHUIO
BHUpYCaMH, a TAK)K€ MOSBJIEHUIO YTHINT, TEUCTBYIOIIMX B 00XO0J 3aIlIMTHBIX CpeAcTB. BronHe
BEPOSITHO TAKXKE, UTO «CaMOJEATEIBHOCTD) I0JIb30BaTEIEH IOCTEIEHHO NPUBEIET K XaoCy Ha
UX KOMIIBIOTEPAX, a4 UCIPABIIATH CUTYALUIO IIPUIETCA CUCTEMHOMY aIMUHUCTPATOPY.

Bropoii acniekT noasiep:KKu MporpaMMHOI0 0O0ecieueHus: — KOHTPOJIb 3a OTCYTCTBUEM
HEaBTOPU30BAaHHOIO U3MEHEHUS MPOrpaMM M mpaB goctyna K HUM. Croja K€ MOYKHO OTHECTH
HOJIEP)KKY OJTAJTOHHBIX KONHUM MporpaMMHbIX cuUcTeM. OOBIYHO KOHTPOJb JIOCTUTAETCS
KOMOWHUPOBaHUEM CPEJICTB (PU3NYECKOTO M JIOTMUYECKOI'O YMPABJICHUS JOCTYIIOM, a TaKXke
MCIIOJIb30BaHUEM YTHIIMT MTPOBEPKU U 00€CIIeUeHHUs LIETOCTHOCTH.

Konguzypayuonnoe ynpasenenue TO3BOISET KOHTPOJUPOBaTh U (UKCUPOBAThH
U3MEHEHMs, BHOCHMbIE B NpPOrpaMMHYyI0 KoHpurypauuio. IIpexxae Bcero, He0OX0IUMO
3aCTPaxoBaThCs OT CIYYaWHBIX WIM HENPOJYyMaHHbIX MOAM(DUKALUH, YMEThb KaK MHUHUMYM
BO3BpallaThcs K MpOUUIOH, paboTaromieid, Bepcuu. DuKcalus U3MEHEHHH MO3BOJIUT JIETKO

BOCCTAHOBUTH TCKYIYIO BEPCHIO IMOCJIC aBapuu.
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Jlyummit crmoco0 yMEHBITUTh KOJWYECTBO OMMUOOK B PYTHHHOHN paboTe — MaKCUMaIbHO
aBTOMATH3UpPOBAaTh €€. ABTOMAaTH3alUs U OE30MaCHOCTh 3aBUCAT JAPYr OT Jpyra; TOT, KTO
3a00TUTCS B TEPBYIO ouepenb 00 OOJIeryeHHH CBOEW 3aJaud, Ha CaMOM JieJie ONTHMAaJIbHBIM
obpazoM popmupyer pexxum HHGHOPMAITMOHHON OE30ITaCHOCTH.

Pezepsnoe xonuposanue He00X0UMO ISl BOCCTAHOBJICHUS MPOTPaMM U JaHHBIX MOCHE
aBapuii. 1 31ech menecooOpa3HO aBTOMATU3MPOBATH PadOTy, KaKk MHUHHMYM, c(HOpMHpPOBaB
KOMIIBIOTEPHOE pacHUCaHUe CO3AaHUS NOJHBIX U UHKPEMEHTAIbHBIX KOIUH, a KAK MAKCUMYM —
BOCIOJIb30BaBUINCh COOTBETCTBYIOLIUMH POrPaMMHBIMU NpoaAyKTaMu. Hy>kHO Takke HajlaauTh
pa3MelieHre Konuii B 0e30macHOM MecTe, 3alllMIICHHOM OT HEeCaHKIMOHHUPOBAHHOTO JOCTYIIA,
[I0’KapoB, IPOTEYEK, TO €CTh OT BCEr0, YTO MOXET INPUBECTH K KPake WIH IOBPEKICHUIO
Hocureneil. LlenecooOpa3Ho MMETh HECKOJIBKO 3K3EMIUISIPOB PE3EPBHBIX KOMUN M YacTh U3 HUX
XPaHUTh BHE TEPPUTOPUU OPraHU3AlMHU, 3alUIIAICh TaKUM 00pa3oM OT KPYIHBIX aBapuil u
AQHAJIOTMYHBIX HWHIUACHTOB. Bpems OT BpeMEHHM B TECTOBBIX LENSAX CIEAYeT MPOBEPSThH
BO3MOYKHOCTH BOCCTaHOBJICHUSI HH()OPMAITHH C KOTIHH.

Vnpaename nocumenamu HeE0OOX0IUMO Ui oOecnieueHus] PU3NIECKOM 3aIIUThI U yueTa
JUCKET, JIeHT, NEeYaTHBIX BbIAAY W T.I. YIPaBICHHE HOCUTENIAMHU JOJKHO OOecreynBaTh
KOH(UICHIIMATBHOCTh, IEJIOCTHOCTh U JOCTYIHOCTh HMH(OpPMAIMM, XpaHALIEHCS BHE
KOMITBIOTEPHBIX cucTeM. [lon ¢m3nyeckoit 3ammToil 37ech MTOHUMAETCS HE TOJIBKO OTPAKCHHE
NONBITOK HECAHKIIMOHUPOBAHHOIO JIOCTYNA, HO M MPEJOXPAHEHUE OT BPEIHBIX BIUSHUI
OKpy’Karoliel cpenbl (3kapbl, X0JI0/1a, BJaru, MarHeTu3mMa). YIpaBieHUe HOCUTEISIMU JIOJIKHO
OXBAaTbIBaTh BECh JKU3HEHHBIN LIUKJI — OT 3aKYIKH 0 BBIBEICHUS U3 DKCILTyaTal1u.

Jlokymenmupoeanue — HeOTbeMIIEMas 4YacTh HH(OpMaLIMOHHON Oe3omacHOCTU. B BHze
JOKYMEHTOB OQoOpMIIIeTCs TMOYTH BCE — OT MOJUTHUKU O€30IacHOCTH A0 KypHajla ydera
HocuTeneil. BakHo, 4TOOBI JOKyMEHTalus ObLIa akTyalbHOM, OTpa)kalla MMEHHO TeKyllee
COCTOSIHHUE JIe]1, IPUYEM B HEIPOTUBOPEYMBOM BH/IE.

K xpaHeHHI0O OZHMX JOKYMEHTOB (COJEpKalluX, HalpuUMep, aHaIU3 YA3BUMBIX MECT
CUCTEMBl U YIrpo3) NpPUMEHHMMbI TpeOoBaHHUS obOecriedeHHs] KOHQUIACHIMAIBHOCTH, K APYTUM,
TaKUM Kak IJIaH BOCCTAHOBJICHHUS TOCIE aBapuil — TpeOOBaHUS IETOCTHOCTH U JIOCTYITHOCTH (B
KPUTUYECKON CUTYalluH IJIaH He0OXO0AUMO HAalTH U MPOYUTATH).

Pecnamenmuvie pabomvr — oueHb cepbe3Has yrpo3a Oe3zomacHocTH. COTpYIHUK,
OCYIIECTBIISIONIUI perlaMeHTHbIE pabOThI, MOJNy4yaeT UCKIIOUUTEIbHBIA JJOCTYI K CUCTEME, U Ha
IIPAKTUKE OYEHB TPYAHO IPOKOHTPOJIMPOBATh, KAKUE UMEHHO JEHCTBUS OH COBEpUIAET. 3/1€Ch HA

HCpBLIﬁ IJIaH BBIXOOUT CTCIICHb JOBCPHA K TCM, KTO BBIITIOJIHACT pa60Ty.
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PearupoBanue Ha HapylIeHUs! peKUMa O€30I1aCHOCTH

ITporpamma 6e3011acHOCTH, IPUHATAs OpraHU3alMe, T0JKHA [IpeycMaTpuBaTh HabOp
OIEpaTUBHBIX MEPOINPUATUI, HAIIPABJIECHHBIX Ha OOHApYXEHHE M HEUTpaM3alMI0 HapyLIECHUH
pexuma uHQOpManMOHHOW  OezomacHocTH. BakHo, uToObl B THOJOOHBIX  CIydasx
II0CJIEI0BATEIbHOCT JCUCTBUI OblIa CIUIAaHUPOBaHA 3apaHee, IOCKOJIbKY MEpbl HYXKHO
IIPUHUMATH CPOYHBIE U CKOOPIUHUPOBAHHBIE.

Peaknus Ha HapymeHHs pekuMa 0€30IMacCHOCTH MPECIIEAYET TPHU TTIaBHBIC LIETH:

- JJOKQJIM3alysl UHIUJEHTA U YMEHbILIEHUE HAHOCUMOTO BpEa;
- BBISIBJICHUE HAPYILLIUTEIS;
- IPEAYNPEKACHUE TIOBTOPHBIX HAPYLLIEHUH.

B opranuzanuu nomkeH ObITh YeNOBEK, JOCTYNHBIM 24 yaca B CyTKH (JIMYHO, IO
TenedoHy, MeHKepy WK JIEKTPOHHOM MOYTE), KOTOPBIA OTBEUYAET 3a PEAKIIMIO HA HAPYIIICHUSI.
Bce nomkHBI 3HaTh KOOPMHATHI 3TOTO YEIOBEKa U o0palaTbes K HeMy IpHU HEPBbIX MPU3HAKAX
ornacHocTd. B obuiem, kak npu noxape, Hy’)kKHO 3HaTh, KyJla 3BOHUTh, U 4TO JeJaTh J0 Ipuessa
MOXKapHOM KOMaH/bI.

Hepenxo TpeboBanue NOKamM3alM WHIMICHTa WM YMEHBIICHHS HAHOCHMOIO Bpeaa
BCTYNaeT B KOH(DJIUKT C >KeJaHWeM BbIABUTH Hapymutens. B [Ib opranuzanuu npuoputeTsl
JIeCcTBUH, COBEpIIAEMbIX BO BpeMsl MHLUJAEHTA, JOJKHBI OBITh paccTaBiieHbl 3apaHee. [llkana
MPUOPHUTETOB MOKET BBITJISIIETh CIETYIOINUM 00pa3oMm:

- 3aIllMTa )KU3HU U 3/10pOBbS JIOCH;

- 3aIUTa CeKPETHBIX U/WIN KPUTUYECKH BaXKHBIX JAHHBIX;

- 3alUTa IPOYMX JaHHBIX, BKIIOYAs YaCTHYIO, HAYYHYIO U YIIPaBIE€HUECKYI0 HH(OpMAIHIO;
- IPeI0TBpAILlEHUE TIOBPEXKICHUSI CUCTEM;

- MUHUMH3alMsl ypOHa, HAHECEHHOT'O BBIYUCIUTENBHBIM pECypcaM.

WnenTudukany MHIKACHTA COMYTCTBYET BBIICHEHHE €ro MaciTaboB M BO3MOXKHBIX
NOCHEACTBUM, a A 3((HEKTUBHOTO MPOTUBOAEHCTBHUS BaXKHO IPABHIBHO OIPEICIUTh €ro
rpanuibl. Kpome Toro, omeHka BO3MOXHBIX IMOCIIEACTBUI MO3BOJIUT YCTAaHOBUTH NMPUOPUTETHI
IIPU BBIJCJIEHUU PECYPCOB IJIsl IPUHSATHS OTBETHBIX MEP.

UroObl HAaWTH HAPYHIMTENs, HYKHO 3apaHee BBIICHUTh KOHTAKTHBIE KOOPIAMHATHI
MIOCTABIIMKA CETEBBIX YCIYI M JIOTOBOPUTHBCA C HMM O CaMOl BO3MOYKHOCTH M TOpPSAKE
BBIMIOJTHEHHUS] COOTBETCTBYIOIIMX JeHcTBUIl. UTOOBI NpenoTBpaTUTh MOBTOPHBIE HApyILIEHUS,

H606XOI{I/IMO AHAJIIN3UPOBATh Ka)KJIBIfI HHOWUICHT, BbBIABIATL TPUYHMHBI, HaKallJIMBATb
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cratuctuky. KakoBel wucrouHuku BpeaoHocHoro I[1O0? Kakue mnonp3oBaTend HMEIOT
OOBIKHOBEHHE BBIOMpaTh ciabble maponu? Ha momoOHbIEe BONPOCH M JOJDKHBI J1aTh OTBET
pe3yiIbTaThl aHATN3A.

Heo0xoauMo oTciie)XnBaTh MOSBICHUE HOBBIX YS3BUMBIX MECT U KaK MOYKHO ObIcTpee
JMKBHIMPOBATh ACCOIIMMPOBAHHBIE C HUMU OKHAa OMAacHOCTHU. KTO-TO B opraHmzamuu J0JKEH
KypHpOBaTh 3TOT MPOILECC, NPUHIUMATh KPATKOCPOYHBIC MEPbl M KOPPEKTHUPOBATH MPOTPAMMY
0€30I1aCHOCTH ISl IPUHATHS JOJATOCPOUYHBIX MEP.

BpaxneOnsie akiuu, Oyap TO HamajeHHE BHEIIHUX 3JI0YMBIIIJICHHUKOB WM MECTb
OOMKEHHOTO COTPYJHHMKA, HEOOXOIUMO NPEeayCMOTpEeTh 3apaHee. Huuro He MOXeT 3aMEHUTH
IpeBapUTEIbHO COCTABICHHOTO IJJaHA BOCCTAHOBHUTEIBHBIX paboT. B pasgenax monuTuku
0€30IaCHOCTH, KaCAIOMIMXCSl PEaKMi Ha WHIMICHTHI, JOJDKHBI OBITH OCBEIICHBI CIICAYIOIINE
TEMBI:

- 0030p (uenu, npecnenyemsie 116 B mane peakuy Ha HHIMICHTHI);

- OLIEHKA (HACKOJIBKO CEphE3HO MPOMU3O0IIe/IIee COOBITHE);

- U3BEIIeHHE (KOTO CIIEAYET U3BECTUTH O HEM);

- OTBETHBIE MEPHI (YTO CIEAYeT NPEANPUHATH B OTBET);

- IPAaBOBOI1 aCTIEKT (KaKOBBI IIPABOBBIE ITOCIIEICTBHSI CITyYHBILETOCS);

- perucTpamuoHHas JOKyMeHTanus (4To cieayer (UKCHpOBaTh 10, BO BpeMs M IIOCIE
HMHITUCHTA).

Korma ectp yBepeHHOCTb, YTO HapylIEHHE PEXHMa OE30MacHOCTH JEHCTBUTEIHHO
UMEET MECTO, CIIEYET U3BECTUTh COOTBETCTBYIOUIMHI MepcoHan. YToObl yaepkaTh COOBITHS IO
KOHTPOJIEM U C TEXHHUYECKOU, M C IMOIIMOHAIBHOM TOYEK 3PEHUsI, OYCHb BaYKHO, KTO M KaKk OyneT
M3BEIIICH.

JIroboe cooliieHne 00 MHIMIEHTE JODKHO OBbITh BHATHBIM, Jro0Oas ¢pasa - sICHOH,
TOYHOHM M MOJHOW. [IONBITKH CKPBITh OTJEIbHBIE MOMEHTHI, COOOIIAs JIOKHYIO WIIM HEMOJTHYIO
UH(pOpPMAIIHIO, CITOCOOHBI HE TOJIBKO MOMENIATh MPUHATHIO PPEKTUBHBIX OTBETHBIX MEp, HO U
NPUBECTH K YXY/IICHUIO CUTYaIlUH.

Mepbl, npeanpuHUMaeMbie sl OOpbOBI C HApYIICHHEM, MOXXHO TMOAPa3/IeiuTh Ha
OCHOBHBIE KaTE€ropuu:

CHIEP)KUBAHHE;
JIMKBHIATIIHS
BOCCTAaHOBJICHHE;
aHaJIH3.
Llenp chmepxuBaHHS - OTPAHWYHUTH aTaKyemylo o0Omactb. Hampumep, kKak MOXKHO

ObICTpee MPUOCTAaHOBUTH PACIPOCTPAHEHHE YEPBSI B CETH.
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Korga 3amaua chaep:kuBaHus pelIeHa, MOXHO HPUCTYNAaTh K JIMKBUJIAaUWMUA. B sTtom
MOMOKET MPOTPAMMHBIN UHCTPYMEHTAPUI (B YACTHOCTH, AHTUBUPYCHBIE MAKETHI).

[locne nukBMAAIMM aTakd HACTYNAeT BPEMs BOCCTAHOBJICHHUS, T. €. NPUBEACHUS
CHUCTEMBbl B HOpMaibHOE cocTosgHHe. Creayer NpeanpuHATh [0 KpalHEeW Mepe clenyrolue
IIEUCTBUA:

MPOU3BECTHU TEPEYyYET CUCTEMHBIX AKTHBOB, T. €. THUIATEJILHO MPOBEPUTH COCTOSHUE
CUCTEM;

OTpa3uTh YPOKH, W3BJICYECHHBbIE W3 MHIUACHTA, B IEPECMOTPEHHOW MPOrpaMme
obecrnieueHns 6€30MacHOCTH, YTOOBI HE AOMYCTUTh MOBTOPEHMSI aHAJIOTUYHOTO HAPYILICHHUS,

MIPOM3BECTH HOBBIM aHAIHM3 PUCKA C YYETOM MOJTy4eHHOW HHpOpMaInH;

HayaTh CJICICTBUE MPOTUB BUHOBHUKOB MHIIU/ICHTA, €CJIA 3TO MPU3HAHO HEOOX OTUMBIM.

YceTpaHuTh Bce YSA3BUMBIE MECTa, CHAEJABIIME BO3MOXHBIM HApYIICHHE pexXUMa
0€30MacHOCTH, HEMPOCTO, HO HEOOX0oANUMO. KiIro4eBbIM MOMEHTOM 3/1ECh SIBJISETCS] IOHUMaHUE
MEXaHU3Ma BTOPKEHUS.

[Ipu BoOccTaHOBIEHWH, BO3MOXKHO, NMPHUICTCS BEPHYTHCA K HAYaIbHOMY COCTOSHHUIO
CUCTeMBl C TOcTeayrolell ee HacTpoiikoi. UToObl 0oO0Neryuth AEWCTBHUS AaKe B TaKOM,
HauXy/IIeM, cllydae, [eJIecoo0pa3HO XPaHWUTh 3alKMCH O HaydalbHBIX YCTAaHOBKaX M 000 Bcex
BHECEHHBIX U3MECHCHUSIX.

AHanu3 — 0JIHA U3 CAMBIX BAKHBIX CTAJUN PEAKUWHU HA UHUUJCHTHI, O KOTOPOW, TEM HE
MeHee, TIOYTH Bcer/a 3a0bpiBatoT. OHAa BayKHA MOTOMY, YTO MO3BOJISIET BCEM MPUYACTHBIM JTUIIAM
U3BJIeYb MOYYUTETbHBIC YPOKH, UTOOBI B OyIyIleM B aHAJIOTHMYHBIX CHUTYalMsIX JIEHCTBOBATH
s dekTuBHEE.

Tpebyercs moMy4uTh OTBETHI 110 KpailHEW Mepe Ha ClelyIoIINe BOIPOCHL:

YUTO MMEHHO U KOT'/1a MPOU30ILIO?

Hackonbko xopoio cpaboTan nepcoHan?

Kaxkas cpounast uadopmartius moHago0uIack B MepBYO 04€pe/Ib, U YTO CIIOCOOCTBOBAIIO
€e CKOpeHIeMy moxy4eHuto?

UTto B cneayomumii pa3 HyHO J1eJ1aTh NO-ApyroMy?

[locne BOCCTaHOBNIEHUS CHUCTEMBI B HEM HEPENKO OCTAIOTCS YSA3BUMOCTH WM JIaXe
noBymiku. Ha da3e ananmusa cucrema qoipkHa OBITH THIATEIHHO OOCIEIOBAaHA, YTOOBI BBISIBUTH
npoOJeMbl, YNYIIEHHbIE TPU BOCCTAHOBJICHWMH. B KadyecTBE OTMpPaBHOW TOYKH pPa3yMHO
BOCIIOJIb30BaThCS MPOTPAMMHBIMU CPEICTBAMU KOHTPOJIS 3AIUILEHHOCTH.

[lenecooOpa3Ho AOKYMEHTHpPOBATh BCE ACTANH, CBS3aHHBIC C HHIIMIEHTOM: CIIOCOOBI

€ro O6Hap}I)KeHI/I$I, Ipoucaypsl UCIIPABICHUA CUTyallluu, IPOUCAYPbl MOHUTOPHUHI'aA 1 YCBOCHHBIC

185



186
YPOKH. ,Z[CTaJ'IBHOG JOKYMCHTHPOBAHUEC B KOHCYHOM HTOI'C BCACT K OJKOHOMHHU BpPEMCHU,

MO3BOJISIET OIICHUThH Pa3Mep HAHECEHHOTO yiepoa.

HJ'IaHI/IpOBaHI/Ie BOCCTaAaHOBHUTCIIbHBIX pa60T

Hu opna opranusamust He 3acTpaxOBaHa OT CEpPbE3HBIX aBapHil, BBI3BAaHHBIX
€CTeCTBEHHBIMH  TNPUYMHAMH,  JCHCTBUSMH  3JIOyMBIIUIEHHHKA,  XAJATHOCTHIO  HJIH
HEKOMIIETEHTHOCThIO. B TO ’ke Bpems, y KaXIOH OpraHuM3aliy eCTh (QYHKIHH, KOTOpPHIE
PYKOBOJICTBO CYMTAET KPUTHUYECKH BAXXHBIMHU, OHU JIOJDKHBI BBIITOJHATHCS HECMOTPS HU HA YTO.
[InanupoBaHre BOCCTaHOBHUTEIBHBIX PabOT MO3BOJISIET MOJATOTOBUTHCS K aBapusiM, YMEHBIIUTh
yep0d OT HUX U COXPAaHUTHh CIIOCOOHOCTh K ()YHKIMOHHPOBAHUIO XOTSI Obl B MHHUMAJIBHOM
o0BeMe.

OTtmeruMm, 4TO Mepbl MH(POPMALMOHHOM OE30MaCHOCTH MOYKHO pa3leiuTh Ha TpU
TPYIIIBI, B 3aBUCUMOCTH OT TOTO, HAPABJICHBI JIM OHU Ha MPEIyNpexaAeHNE, OOHAPYKEHHE HITN
JMKBUJALNUIO TOCTEICTBUI aTrak. BONBIIMHCTBO Mep HOCHUT NpPEAyHpeIUTEIbHBIN XapakTep.
OnepaTHBHBII aHaIU3 PErMCTPALMOHHON MH(OPMAIIMM U HEKOTOPbIE ACHIEKThl pearupoBaHus Ha
HapyIIeHus (TaKk Ha3bIBAEMBbIH aKTHBHBIA ayIUT) CIY)XaT Uil OOHAPYKECHUS U OTPAKCHHUS aTak.
[ImanupoBaHHEe BOCCTAHOBUTEIBHBIX PAa0OOT, OUEBUIHO, MOXXHO OTHECTH K IMOCIEIHEH U3 Tpex
NEPEYHCICHHBIX TPYIIII.

Hpouecc IJIaHUPOBAHUA BOCCTAHOBUTCIIBHBIX pa60T MOKHO pa3AC/INTh HAa CICAYIOIINUC

OTarllbI:
BBISIBJICHHE KPUTUYECKH BaKHBIX (DYHKIIMH OpraHM3alliy, yCTAaHOBIIEHNE IPUOPUTETOB;
I/I)IGHTI/I(i)I/IKaHI/ISI PECYpCOB, HGO6XOI[I/IMBIX JJIs1 BBINIOJIHCHUSA KPUTHYCCKH BaXHBIX
yHKIHM;

oTpesieNieHUE MePEYHsI BO3MOXHBIX aBapuii;

pa3paboTKa CTpaTeruy BOCCTAHOBHUTEIBHBIX padoT;

MOJITOTOBKA K peaJI3allii BEIOPAHHOW CTPATET M,

MIPOBEpKa CTPATETHH.

[Tnanupyst BocCTaHOBHUTENbHBIE PabOTHI, ClEAyeT OTAaBaTh cebe OT4YET B TOM, UTO
MOJTHOCTBIO COXPaHUTh ()YHKITMOHHPOBAHKME OpPTaHM3AIMKM HE BCerJa BO3MOXKHO. HeoOxommmo
BBISIBUTH KPUTHUYCCKH Ba)kKHBIC (DYHKIHMH, 0€3 KOTOPBIX OPraHU3alus TepsSeT CBOE JIUI0, U JIaxe
CpeIu KPUTUYHBIX (PYHKIMHA pPacCTaBUTh MPUOPUTETHI, YTOOBI KaK MOXKHO OBbICTpee U C
MUHUMAJIBHBIMU 3aTpaTaMy BO30OHOBUTH pabOTY MOCIE aBapHH.

Hoenmughuyupys pecypcovl, HEOOXOTUMBIE ISl BBIMOJHEHUS KPUTUYECKH Ba)KHBIX

GbyHKIMHI, caeayeT MOMHUTh, YTO MHOTHME M3 HUX HMMEIOT HEKOMIIbIOTEpHbIM Xapakrep. Ha
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JAHHOM STaIe jKeJaTelbHO MOIKII0YaTh K paboTe CrelruaiicToB pa3HOro npoguisi, CoCOOHBIX
B COBOKYITHOCTH OXBaTUTh BCE aCHEKTHI MPo0sieMbl. KpuTHuHbIE pecypchl 0OBIYHO OTHOCATCS K
OJHOM U3 CIEAYIOIINUX KaTErOpUii:

IIepCOHAII;

nHpopManoHHas HHPPACTPYKTYypa;

¢busnueckas HPPACTPYKTYpa.

CocraBiiisl CHUCKM OTBETCTBEHHBIX CIIELIMAIUCTOB, CIEAYET YYMUTHIBATh, YTO
HEKOTOpbIE U3 HUX MOTYT HEMOCPEICTBEHHO IMOCTPaAaTh OT aBapuu (HampuMep, OT MOoXKapa),
KTO-TO MOJKET HaXOAMUTHbCS B COCTOSIHUM CTpEcCa, 4YacTb COTPYAHHKOB, BO3MOKHO, OyneT
JWIIEHa BO3MOXKHOCTH TONAcTh Ha paboTy (Hampumep, B CIIydae MAacCOBBIX OECIIOPSIKOB).
KenarenbHO MMETh HEKOTOPBIM pe3epB CIELUAIMCTOB WM 3apaHEe ONPENENIUTh KaHallbl, 110
KOTOPBIM MOHO Ha BpeMsl IIPUBJICYb JOTOIHUTEIbHBINA MTEPCOHAIL.

Nudopmanronnas nHPpacTpyKTypa BKIOYAET B ceOs 3JIEMEHTHI, ONUCAHHBIC B ITYHKTE
«UICHTU(UKALUS AaKTHBOB.

HyxHO mOAroTOBUTBCS K TOMY, UYTO Ha «3allaCHOM a’poApoMeE», KyAa OpraHHU3aliusl
OyZIeT sBaKyHWpOBaHa IOCIIe aBapHH, anmnaparHas miargopmMa MOXKET OTIMYaThCs OT UCXOIHOM.
CoOOTBETCTBEHHO, CIIEAyeT MPOLYyMaTb MEphI MOAJNEPKAaHUS COBMECTUMOCTH IO Iporpammam 1
JTAaHHBIM.

Cpenu BHEIIHUX HMH(POPMAIIMOHHBIX CEPBUCOB JJIi KOMMEPUECKHUX OpraHM3aluil,
BEPOSITHO, Ba’KHEE BCEro MOJIYYHUTh ONEPATUBHYIO MH(POPMAIIMIO U CBS3b C FOCYIapCTBEHHBIMU
ci1y’)k0aMM, KypUPYIOIIMMU TaHHBIN CEKTOP SKOHOMHKH.

JlokymeHTaIusl BakHa XOTs OBl IOTOMY, YTO HE BCs HHGOpPMAIIHs, C KOTOPOil paboTaeT
OpraHu3anys, NpecTaBlieHa B 3JEKTpOHHOM BHje. Ckopee BCero, IUIaH BOCCTAHOBHUTEIbHBIX
paboT HameuyaTaH Ha Oymare.

K ¢usnueckoil mHPpacTpyKType OTHOCATCS 3/1aHUs, WH)KEHEpHble KOMMYHUKAIUH,
CpEJCTBA CBSI3U, OPITEXHUKA U MHOTO€ Jipyroe. KomnbroTepHas TeXHHKa HE MOXET paboTaTh B
IUIOXUX YCJIOBHSIX, 0€3 CTAOMIIBHOIO AIEKTPONUTAHUS U T.II.

AHanu3upys KpUTHYHBIE PECypChl, L1€1ecO00pa3HO y4yecTb BpeMEHHOW mnpoduiab ux
UCTOJIb30BaHUS. BONBIIMHCTBO pecypcoB TpeOyroTCS MOCTOSIHHO, HO B HEKOTOPBIX HYXJIa
MO’KET BO3HUKATh TOJIBKO B OIpe/IeJIeHHbIE IEPUOIbI (HampuMep, B KOHIIE MecsIla UK Toja Mpu
COCTaBJICHUH OTUETA).

ITpu ompeneneHun mepeyHs BO3MOXKHBIX aBapuil HYXKHO IOMBITATbCs pa3paboTaTh MX
cueHapuu. Kak OyayTt pa3BuBatbesi coObITHSA? KakoBBl MOT'YT OKa3aTbes MaciuTaObl OecTBUS?
Yro npom3oneT ¢ KpUTHYHBIMHU pecypcaMmu? Hampumep, cMOryT M COTPYJHMKH ITONACTh HA

paboty? BynyT nu BeIBEACHBI U3 CTPOsI KOMIBIOTEPHI? Bo3MokHBI in cimydau caboTtaxa? byner
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nu pabotath cBsa3b? [locTpanmaer nu 3qaHne opranu3anuu? MoKHO Jid Oy/IeT HAWTH U POYNUTATh
HeoOXouMBbIe OyMaru?

Crparerus BOCCTaHOBUTEIIBHBIX pa0OT J0JDKHA 0a3UpOBaThCs HA HATMUHBIX pecypcax U
OBITH HE CJIMIIKOM HakKJIaAHOW ajs opranusauuu. [Ipm pa3zpaboTke crpareruu 1eaecoodpazHO
IIPOBECTH aHAJIM3 PHUCKOB, KOTOPHIM IOJBEPraloTCs KPUTHYHBIE (PYHKIMH, U MOMBITATHCS
BBIOpaTh HanboJee YKOHOMHUYHOE PELICHHUE.

Crparerusi 10JKHA TpelycMaTpUBaTh HE TOJBKO PabOTy MO BPEMEHHOH cxeme, HO U
BO3BpallleHUE K HOPMaJIbHOMY (pYHKIIHOHUPOBAHHUIO.

[loaroroBka Kk peanu3alud BbIOPAHHOW CTpaTEerMd COCTOMT B BBIPAOOTKE ILIaHA
JEHCTBUI B SKCTPEHHBIX CUTYalLUsX M IO UX OKOHUYAHUU, a TaKXKe B 00ECIEUEHUH HEKOTOPOU
M30BITOYHOCTH KPUTHYHBIX pecypcoB. [locnennee BO3MOXKHO 1 63 OOIBIIOrO pacxojia CpeicTB,
€CIM 3aKIIYUTh C OJHOM WM HECKOJIbKMMM OpraHU3alusIMH COIJIAIIeHHs O B3aWMHOM
MOJJIEPAKKE B ClIy4yae aBapuid — T€, KTO HEe MOCTpaaall, MPEJOCTABIISIOT YaCTh CBOUX PECYPCOB BO
BPEMEHHOE I10JIb30BaHUE MEHEE yIaWINBbIM TapPTHEPAM.

N36pITOYHOCTS 0OeCneunBaeTCs TaK)Ke MepaMH PE3ePBHOTO KOTIMPOBAHUS, XpaHEHHEM
KOMUI B HECKOJIbKUX MECTaX, MpeAcTaBleHueM HH(pOpMAIMU B pa3HbIX BuAax (Ha Oymare u B
daitnax) u 1.0. MIMeeT cMBICT 3aKIIOUMTH COIJIALIEHHE C MOCTaBIIMKAMU HH(DOPMAIIMOHHBIX
yCIyr O MEpPBOOYEPETHOM OOCIY)KMBAHMM B KPUTHYECKHX CUTYallUSIX WM 3aKI0YaTh
COIVIallIEHUs] C HECKOJbKMMM mnocTaBuvkamu. IlpaBma, 3Tu Mepsl MOryT mnotpeboBarh
OIPEAEIEHHBIX PACXO0B.

IIpoBepka cTpareruum MPOU3BOAMTCS IIyT€M aHajIW3a IOATOTOBJIEHHOIO IUIAHA,

MPUHATBIX 1 HAMCYCHHBIX MEP.

6.4. IIporpaMMHO-TEXHUYECKHI YPOBEHb

B mpeaplnymupx  pasmenax MO MPAKTUYECKUE  MEPONPHUATHSAM  IOCTPOCHUS
MHTETPUPOBAHHOM  cHCTEMBbl HMH(QOPMAIIMOHHOM OBUIM  OCBEIIEHBl  3aKOHOJAATEIbHBIN,
aIMMHHMCTPAaTUBHBIA W mpouenypHbeli ypoBHH cuctemsl OBHM. Ilocnegnuii  ypoBeHb
dopMHupOBaHUs  3aUIMIEHHONM HMH(OPMAMOHHONW CHCTEMBl OTBEYaeT 3a  BBIPAOOTKY
MIPOrPaMMHO-TEXHUYECKMX MEp M, COOTBETCTBEHHO, HOCUT HAa3BaHHUE  NPOCPAMMHO-
MexXHU4ecKo20 YPOEHsI.

Pabota Ha 1aHHOM YpOBHE 3aKJIIOYAIOTCS B BHIOOpE MEXaHHU3MOB (IIOJICUCTEM) WU

cpencts OBU, pucynok 6.3.
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| OCHOBHBIE MEXaHU3MBI | | OCHOBHBIE CpEJICTBA

WnerTndukanus u ayTeHTUPUKAINST —>| CpencTBa KOHTPOJIS JOCTYIIa

Pasrpanudenue goctymna —>| CpeactBa mudpoBanus HHGOpMAITIH

Kpunrorpadus —>| CpencTBa MEXCETEBOTO SKPaHUPOBAHUS

INNNN

|
|
PeFI/ICTpaIII/IH " ayiuT | _)| Cpe)_ICTBa aHTHBI/IpyCHOﬁ 3alIUThI
|
|

OKpaHHPOBaHHE —>| CpezncrBa rapaHTHPOBAHHOTO XpaHEHHS

CpencTBa 3amMTH OT COOEB JEKTPOITUTAHUS
1 3aIIUTHI KaOCIBbHOM CHCTEMBI

Y

WHcTpyMeHTallbHbIE CPEICTBA 8 IMUHICTPa-
TOpa 6e30MacCHOCTH

Y

Puc. 6.3. OcHOBHBIE MEXaHU3MBI U CPEACTBA UHTEIPUPOBAHHON CUCTEMBI

MH(OPMALIMOHHON 0€30MaCHOCTU MPEITPUATHS

Hanee paccMoTpum 60Jj1ee Mo ipoOHO PEICTABICHHBIE MEXaHU3MbI U CPE/ICTBA.

6.4.1. Unentudukanus u ayreHTUUKALINS

OcnoBoii cucreM OBU sBistorcs MaeHTHPUKANWS W ayTEHTH(QHUKAIMS, TaK Kak BCeE
MEXaHM3MBbl 3allUThl MHQOpPMAIMK PAacCUUTAHbl Ha pabOTy C MOMMEHOBAaHHBIMU CYOBEKTaMU U
oobexktamu AC. B xauecTtBe cyovexkmog AC MOTYT BBICTYINATh KaK MOJIb30BATENHN, TaK U MIPOLECCHI, a
B KadyecTBe 00vexkmog AC — nnpopmanys u apyrue "HPOPMaLUOHHBIE PECYPChl CUCTEMBI.

[TpucBoenue cyObekTaM 1 00BEKTaM JOCTYyIa JIMYHOTO UACHTU(UKATOpPA U CPABHEHHE €T0 C
3a/IaHHBIM TIEPEUHEM Ha3bIBACTCS udeHmuguxayueu. Moenmuguxamop noavzosameisi — HEKOTOPOE
YHUKaJIbHOE KOJIMYECTBO MH(OPMAIIMH, [TO3BOJIAIONIEE pa3inyaTh MHIMBUAYAIBHBIX MOJIb30BaTEICH
NapoJIbHOW CUCTEMBI (MPOBOAMTH MX HACHTHU(UKAIMIO). YacTo MaeHTHU(UKATOp TaKKe Ha3bIBAIOT
uMeHeM TIOJIb30BATENS WIN UMeHeM yyemHoul 3anucu nonb3oBarens. Maentuduxanus odecneunBaer
BbINOJHEHHE caeaytromux pynkuuit ObBU [2]:

YCTaHOBJIEHHE MOJJIMHHOCTH U OIpe/esieHHe MOJHOMOYHI CyOBheKTa MpHU €ro JO0MycKe B
CUCTEMY,

KOHTPOJIMPOBAHNE YCTAHOBJIEHHBIX ITOJIHOMOYHMH B MPOLIECCE CeaHca paboThI;

perucTpanus 1eUCTBUM U JIp.

Aymenmugurayueti (vemanoenenuem HOOUHHOCMU) Ha3bIBAETCS poBepKa

MPUHAIJIC)KHOCTU Cy6’bCKTy A0CTYyIIa NpCABABICHHOI'O UM I/I,Z[CHTI/I(pI/IKaTOpa " MMOATBEPKACHUC CT'O
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NOAJMUHHOCTU. J[pyrumu cioBamu, ayTeHTH(UKAIMs 3aKI04aeTcs B IPOBEpKE: SBISETCS JIU

MTOIKJTFOYAIOIIUICS CYOBEKT TeM, 332 KOTO OH CeOsI BBITACT.

[Tpouenypa ayTeHTUPUKATUU

OO6mas mporenypa UISHTUPUKANUNA U ayTCHTH(PHUKAIIUN TTOJIb30BATENs TIPH €r0 JOCTYyIE B
AC mpencraBineHa Ha pucyHke 6.4. Eciu B mporecce ayTeHTH(PHUKAIUU MOMIUHHOCTh CYOBEKTa
YCTQHOBJIEHa, TO CHCTEMa 3allUThl WHQPOPMALMU JOJDKHA ONPEACIUTh €ro MOJTHOMOYHS
(COBOKYITHOCTH TIpaB). DTO HEOOXOAMMO JIJIsl TIOCIIEAYIOUIET0 KOHTPOJIS M pa3rpaHHueHHsI JIOCTYIa K

pecypcam.

| &
‘ BBog naeHTH(HKATOpA MMOJIE30BATEIS )

v

[IpaBunbHBIH
HeHTApHUKATOP?

Hem
VBeoMiIeHHE 10JIb30BaTelIst 00 OInOKe

‘L Homyctumoe
BpI30B nporieiyphl ayTeHTHOUKALUH —
¢ YHCIIO0 MONBITOK?

Wnentndumposan
I10JIb30BaTEIb?

Curnanuzanus 06 HC/I,
BpeMEHHas! OJIOKUPOBKa

YBGHOMHCHI/IG IIO0JI30BATCIIA
0 BXOJI€ B CUCTEMY

Puc. 6.4. Knaccuueckast nmporenypa uaeHTU(GUKAINK U ayTeHTU(UKAIIUN

Knaccudukanus cuctem ayTeHTU(DUKAIH

KJ'IaCCI/I(l)I/II_II/IpOBaTL CUCTCMBI aYTeHTI/I(I)I/IKaI_II/II/I MOJKHO I10 pa3JIMYHBIM IIPpU3HAKAM,

PHUCYHOK 6.5.

190



AyTeHTH(hUKAIHS

191

ITo kKoHTpOIHPYEMBIM

Ilo HaIpaBJICHHOCTHU

Ilo HCIIOJIB3YCMbIM

Io ypoBHIO HHpOpMa-

KOMITOHEHTaM cpelncTBam IIMOHHOM 0€30I1aCHOCTH
Ao [
Usl MAPTHEPOB
AyreHTH(UKA- | ckue napameTpsl
LM HICTOYHHUKA _

JAHHBIX L VHUKaTbHBIH
peaMer
HNudopmanus,
acCOIMUPOBAH-
—| Hast ¢ moB30Ba-
TelleM

Puc. 6.5. Ayrentuduxarms

[To koumponupyemomy KomMnoHenmy CUCTEMBI CTIOCOOBI ayTeHTU(DUKAIIUYA MOKHO Pa3IeIUTh
Ha AayTCHTU(QUKAIUIO TAPTHEPOB IO OOMEHUIO M ayTeHTH(PHUKAIMIO HWCTOYHHKA JAaHHBIX.
Aymenmugurayus napmuepog Mo OOIMICHUIO WUCTONB3YETCs MPU YCTAHOBJICHUHU (M MEPHOANYECKON
MIPOBEPKE) COeNMHEHUsI BO BpeMsi ceaHca. OHa CIYKUT Ui NPEJOTBPAIICHHUS TaKUX Yrpo3, Kak
Mackapaja U TMOBTOp MPEAbIAYLIEro ceaHca CBI3U. Aymenmugurayus UCMOYHUKA OAHHBIX — ITO
MIO/ITBEP>KIEHUE TIOJUIMHHOCTH UCTOYHUKA OT/I€IbHON MOPLUY IaHHBIX.

[lo nampasrennocmu ayTeHTHPUKAIUSA MOXKET OBITh 00HOCmMOpoHHel (TI0TH30BATEIb
JIOKa3bIBaeT CBOKO MOAJIMHHOCTH CHUCTEME, HAlpuMep NpHU BXOJE B CHUCTEMY) U O08)CMOPOHHEl
(B3anMHOM).

OOBIYHO METOIBl AyTEHTHU(PUKAIMKN KIACCUPHUIMPYIOT TIO UCHOAb3YeMbiM cpedcmeam. B
3TOM CiIy4ae yKa3aHHbIE METO/bI JAETAT Ha YEThIPE IPYIIIbL:

OcHoBaHHBIE HA 3HAHWU JMIOM, HMMEIOIIMM IIPaBO Ha JOCTYI K pecypcaM CHCTEMBI,
HEKOTOPOU cekpemHou uHghopmayuu — napos.

OcHoBaHHbIE Ha UCTIOJNIb30BAHUU VHUKANbHO20 NpeomMema: KETOHA, JIEKTPOHHON KapTOUKH U
Ap.

OcHOBaHHbBIE HAa U3MEPEHUU OUOMEMPUUECKUX Napamempos denogeka — (PU3noI0ruIecKux
WJIM TTOBEJCHUECKUX aTpUOyTaxX )KUBOTO OPraHU3MaA.

OcHoBaHHBIE Ha uH@OpMayuu, accoyuupoBamHol ¢ nolv3osamenem, HAIPUMEP C €ro
KOOpJMHATaMH.

PaccmoTpuM 31H Tpynnsl noapodHee.

1. Haubomee pacnpoCTpaHEHHBIMH TIPOCTHIMH U TPUBBIUHBIMH SIBISIOTCS METOJbI
ayTeHTU(UKALUY, OCHOBaHHbIE HAa nApO/IAX — CEKPETHBIX UJIEHTHU(PHUKATOpaX CyObEKTOB. 3ech pu

BBOJIE CYOBEKTOM CBOEro IMapojsi MOJCHUCTEMa ayTeHTHU(UKALMU CPaBHUBAET €ro C IMapojem,
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XpaHAIMMCS B 0a3e TaJOHHBIX JAaHHBIX B 3alIM(pOBaHHOM BHJE. B ciydae coBmaneHus mapoiei
MoJICCTeMa ayTeHTU(UKAIIMH pa3pelIaeT 1ocTym K pecypcam AC.

[TaposbHBIE METOMBI CIIEIYET KIACCU(PHUIIMPOBATH IO CTEIIEHH U3MEHSEMOCTH MapoJIeH:

METO/IbI, HCIOJIB3YIOIIUE TOCTOSHHBIE (MHOTOKPATHO HCIIOJIb3YEMbIE) Map oIy,

METO/IbI, HCHOJIB3YIOIINE OJHOPA30BbIE (JMHAMHYHO U3MEHSIOIINECS) TapOIIH.

B OompmmacTBe AC HCHONB3YIOTCS MHOTOpPA30BBIE MAapoiid. B 3ToM cimydae mapoib
MIOJIb30BATENs] HE M3MEHSETCA OT CeaHCa K CEaHCy B TEYEHHE YCTAHOBICHHOTO aIMUHHCTPATOPOM
CHCTEMBI BPEMEHHU €ro ACHCTBUTENBHOCTH. JTO YNPOINACT MPOLEIyphl aAMUHHCTPUPOBAHHS, HO
MOBBIIIAET YTPO3Y pacceKpedrBaHus maposi. Fi3BeCTHBI MHOXKECTBO CITIOCOOOB BCKPBITHS APOJIS: OT
MOJICMOTpa Yepe3 IUIeHo 70 MepexBara ceaHca CBA3U. BeposSTHOCTh BCKPBITHS 3JI0YMBIIUICHHUKOM
MapoJisi TOBBIMIACTCS, €CIM MapoJib HECET CMBICIOBYIO HArpy3Ky (TOJ pOKICHHUS, UMS JCBYIIKH),
HeOOJIBILION JTTMHBI, HA0OpaH Ha OJIHOM PETUCTpE, HE UMEET OTPAaHMYCHUI Ha IIEPHO/T CYIIECTBOBAHUS
U T.4. Baxno, paspemeHo 1M BBOIUTH Napojib TOJBKO B JUAJOTOBOM pEXHME WIH €CTh
BO3MOYKHOCTH 00pamarbesi U3 MporpaMMel. B mociennem cirydae, BO3SMOXKHO 3aIlyCTUTh TPOTpaMMy
o noadopy naposei. boiee HaaeKHBINA CIOCOO — UCIIOJIB30BAaHUE OJJHOPA30BBIX WJIA JUHAMUYECKU
MEHSIOUIMXCA TNapojeld. V3BecTHBI clenylonme METOIbl HapoibHOW 3alluThl, OCHOBAaHHBIC Ha
OJTHOPA30BbIX MAPOJISX:

METOABI MOAU(DHUKALINN CXEMBI IIPOCTHIX MTAPOJICH;

METOJBI «3aIPOC-OTBETY;

(GYHKLINOHATIBHBIE METOIBI.

B nepBom ciydae monp3oBaTesto BelgaeTcs cnucok naposeil. [Ipu ayrentudukannu cucrema
3alpamIBaeT y IOJIb30BaTelNlsl Mapoyib, HOMEP B CIHCKE KOTOPOTO OINpEAETeH IO CIydailHOMY
3akoHy. J[MMHa W TOPSAKOBBII HOMEpP HAYAFHOTO CHMBOJA MApOJisi TOXE MOTYT 3a/1aBaThCs
clly4ailHbIM 00pa3oM.

[Tpyu ucronp30BaHUM METO/A «3aIMpPOC-OTBET» CHUCTEMa 33a/aeT IOJIb30BATEI0 HEKOTOpbIE
BOTIPOCHI OOMIETO XapakTepa, MPaBWIBHBIE OTBETHl HAa KOTOPBIE M3BECTHBI TOJBKO KOHKPETHOMY
MOJIH30BATENIO.

QOyHKIMOHANBHbIE METOJIbl OCHOBAaHBI Ha MCIIOJB30BAaHUM  CIEHUATBbHOW  (DyHKIMH
napoJjbpHOro mpeodpazoBanus F(X). DTo mo3Bonser obOecneduTh BO3MOXKHOCTh W3MEHEHHs (IO
HEKOTOopoil (opmyiie) mapoyied TOJb30BaTeNis BO BpeMeHU. YKa3aHHass (QYHKIHUS JOJKHA
YIIOBJIETBOPSATH CIECIYIOIINM TPEOOBAHHSIM:

JUTS 33IaHHOTO TapoJist X JIETKO BEIYUCIUTE HOBBIN mapoiis Y = F(X);

3Hast X 1Y, CJI0KHO WJIM HEBO3MOXKHO orpenenuts GyHkiuto F(X).

Hanbonee wW3BeCTHRIMH TpUMEpaMH  (YHKIIMOHAIBHBIX METO/OB SBISIOTCSA: METOJ

(GYHKIIMOHAJIBHOTO MPEOOPa30BaHUsI U METOJT “PYKONOKATHS .
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Wnes Metona (pyHKIMOHAIBHOIO MPeoOpa3oBaHUs COCTOUT B NEPUOJUYECKOM H3MEHEHUU
camoii ¢ynkiuu F(X). Ilocnemnee nocturaercs HanmuuueM B (YHKIIMOHAJIBHOM BBIPOKCHHUU
TMHAMUYECKA MEHSIOIIUXCS MapamMeTpoB, HapuMep (PYHKIMHM OT HEKOTOpPOH JaThl U BPEMEHH.
ITonp3oBarento coobuaercs MCXOAHBIM Mapoiib, COOCTBEHHO (YHKIMS M NEPUOJUYHOCTH CMEHBI
naposisi. HetpyiHo BuAETh, YTO MaposIsIMU MOJIb30BaTeNs HAa 33aHHBIX N-MEPHOAAX BpEMEHU OyayT
caenyromme: X, F(X), F(F(X)), ... F(X)"™.

Metox “pykomnoxartusi’ COCTOUT B ciemyronieM. OYHKIUS HapoJbHOTO MpeoOpa3oBaHus
U3BECTHA TOJBKO IOJb30BaTeNt0 M cucreme 3ammrtel. Ilpu Bxome B AC moxcucrema
ayTeHTU(UKALUU TEHepupyeT ciydailiHyr0 IOCIeJOBaTeNbHOCTh X, KOTOpas Ieperaercs
nojib30oBaresio. Iloabp3oBarenb BbIYMCIseT pe3ynbraT ¢GyHkuud Y= F(X) u Bo3Bpamiaer ero B
cucreMy. Cucrema cpaBHUBAaeT COOCTBEHHBIM BBIYMCICHHBIH pPE3yJAbTaT C IOJYYEHHBIM OT
nojp3oBarens. [Ipu coBmajeHUM yKa3aHHBIX PE3yJbTATOB MOAJUMHHOCTH I10JIb30BATENsl CUUTAETCS
JTOKa3aHHOM.

JlocroMHCTBOM MeToza SBJIETCS TO, YTO IMepefada Kakol-nmubo HH(OpManuu, KOTOpou
MO>KET BOCIIOJIb30BAThCS 3JI0YMBILUIEHHUK, 3/1€Ch CBEIEHa K MUHUMYMY.

B pszge cinyuyaeB mosibp30BaTeN0 MOXET OKa3aThCs HEOOXOAMMBIM MPOBEPUTH MOUIMHHOCTh
APYroro yJajJeHHOIo IMoJjb30BaTes Wik HekoTopoil AC, K KOTOPOH OH COOMpaeTcs OCYLIECTBUTh
nocryn. Haubonee mnoaxonsmym 37ech SBISETCS METOJ «PYKOMOXKAaTHs», TaK KaKk HUKTO U3
YYaCTHUKOB HH(POPMALMOHHOTO 0OMEHa HE TIOJIYYUT HUKAKOW KOH(PHUICHINATBHON HH(POPMAIIHH.

OTmeTuM, 4TO METOABI ayTeHTHU(PHUKAIIMK, OCHOBAaHHBIE Ha OJIHOPA30BBIX MAPOJISIX, TAKKe He
obecrieunBalOT aOCOMIOTHOM 3amuThl. Hampumep, ecin 370yMBIIIIEHHUK HMEET BO3MOYKHOCTh
MOJIKJIFOUEHUS K CETU U MepexBaThIBaTh MEPEAaBacMble MMaKEeThl, TO OH MOYKET MOChLIaTh MOCIETHIE
KaK COOCTBEHHBIE.

2. B nocnemHee Bpemsl TMOJYYWIM pPAaCHpOCTpaHEHHWE KOMOMHHMPOBAHHBIE METO/IbI
uneHTUUKAIMK, TpeOyrollnue, [OMUMO 3HaHHs Mapois, Haimmuue Kkapmouxku (token) —
CHEHAIbHOTO YCTPOICTBA, MOATBEPKAAIOIIET0 MOATUHHOCTh CyObEKTa.

KapTouku pa3aenstor Ha jBa TUIA:

MaCCHUBHBIE (KApPTOUYKHU C MaMSAThIO);

aKTUBHbBIE (MHTEJUIEKTyaJIbHbIE KAPTOUKH).

CaMbIMH pacHpOCTpPaHEHHBIMH SIBJISIFOTCS MACCHUBHBIE KApTOYKW C MAarHUTHOM TOJIOCOM,
KOTOpBIE CUMTHIBAIOTCS CHENHMAJIBbHBIM YCTPOWCTBOM, MMEIOIIMM KJaBUaTypy M mpoueccop. Ilpu
UCIOJIb30BAHUHU YKAa3aHHOM KapTOUYKW MOJIb30BaTeIb BBOJUT CBOM HACHTH(HKAIMOHHBIN HOMep. B
Cllydae €ro COBIAJEHUS C IEKTPOHHBIM BAPHMAHTOM, 3aKOJHMPOBAHHBIM B KapTOUKE, M0JIb30BaTEIb

moJIydac€T JOCTYII B CUCTEMY. 9TO ITO3BOJISIET JAOCTOBCPHO YCTAHOBUTL JIMIO, NOJIYUUBIICE JOCTYII K
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CHUCTEME M HUCKJIIOYUTh HECAHKIHMOHUPOBAHHOE HCIOJIb30BAHUE KApTOUKU 3JI0YMBIIIIEHHUKOM
(Harmpumep, nipu ee yrepe). Takoit criocod 4acTo Ha3bIBAIOT IBYXKOMIIOHEHTHOM ayTeHTH(HUKAIIUEH.

Wuoraa (00b19HO 17151 GU3UYECKOTO KOHTPOJIS JIOCTYIIA) KAPTOUKHU MPUMEHSIOT CaMU 110 cebe,
0e3 3anpoca JMYHOTO UICHTU(UKALMOHHOTO HOMEpA.

K docmouncmey  ucnonbp3oBaHHMs  KapToOue€K  OTHOCAT  TO, 4YTo  0OpaboTka
ayTeHTU()UKAIMOHHOW MH()OPMALMU BBIOIHICTCS YCTPOMCTBOM YTEHUS, 0e3 mepelnauyd B MaMsTh
KOMIIBIOTEpA. DTO UCKJIIOYAET BO3MOKHOCTD 3JIEKTPOHHOIO IIEPEXBATa M0 KaHaJlaM CBSI3H.

Heoocmamku TacCUBHBIX KapTOYEK CIEAYIOIIME: OHU CYLIECTBEHHO [OpOXE IMapojei,
TpeOyIOT cHenMaIbHble YCTPOWCTBA 4YTEHHS, MX HCIOJIb30BAHUE IOJPAa3yMEBAET CIELMaIbHbIE
nporenypsl Oe3omacHoro ywyera u pacnpeneneHus. Mx Takke HeoOxoaumo oleperatb oOT
3JI0YMBIIIJIEHHUKOB, B IEPBYIO OUYE€pellb, €CTECTBEHHO, HE OCTaBJATh B yCTpoilcTBax. M3BecTHBI
Clly4yau MOJJICNIKA NAaCCUBHBIX KapTOUeK.

WHTemiekTyanbHble KapTOYKU KpOMe MaMSITH MMEIOT COOCTBEHHBIH MUKpOIpoLeccop. ITo
II03BOJISIET PEAIN30BaTh PA3JIMYHbIE BAPUAHTHI APOJIbHBIX METOJI0B 3aLUThI, KAK-TO: MHOTOPa30BbIE
MapoJIu, TMHAMUYECKH MEHSIIOIIMECS 1apoJii, OOBIUHO “3alIpOC — OTBETHBIE” METOAbl. Bee kapTouku
o0ecneynBaroT JBYXKOMIIOHEHTHYIO ayTeHTH(PUKALIHIO.

K yka3aHHBIM JOCTOMHCTBAM HWHTEJUIEKTYyaJbHBIX KapTOuUeK cCileqyeT MJ00aBUTh UX
MHOTO(YHKIIHOHAJILHOCTh. VX MOXXHO NMPHMEHSATh HE TOJIBKO IJIsi Ienieil 0e30macHOCTH, HO H,
Hanpumep, Uit (UHAHCOBBIX omneparnuii. COmyTCTBYIOIIMM HEJOCTATKOM KapTOUYeK SIBISIETCS HX
BBICOKasi CTOUMOCTb.

3. Meronbl ayTeHTHU(UKAIMKA, OCHOBAHHBIE HAa M3MEPEHUU OUOMEmPUUECKUX NAPAMempos
yenoBeka, obecnieunBaroT noutu 100%-yro naeHTUPUKaLUIO, pemas npodaeMbl yTepu WIN yTpaThl
napoJiell ¥ JINYHBIX UACHTUPUKATOPOB. OTHAKO METOJIBI HEJb3s UCIIOIb30BaTh MPU MICHTH QUKAIHH
MPOIIECCOB MJIM JAaHHBIX (OOBEKTOB [aHHBIX), OHM TOJBKO HAYMHAIOT Pa3BUBATHCS (MMEIOTCS
npobaemMbl €O  CTaHJapTH3alMed M pacnpoCTpaHEHUEeM), TpeOyloT TMOoKa CJIOXKHOIO U
JIOPOTOCTOSIIIIET0 000pyIOBaHMs. ITO OOYCIOBIMBAET MX HMCIOJIB30BaHHE MOKA TOJILKO Ha 0CO00
BAKHBIX 00BEKTAX U CUCTEMaX, IIaBHBIM 00pa3zom B MO PO.

[IpumepamMu BHEOPEHUS YKa3aHHBIX METOJIOB SBISIOTCS CUCTEMbl HJCHTU(UKAIIUH
MOJIb30BaTeNsl 1O PUCYHKY PpayXKHOH OOOJOYKM Tja3a, OTIevyaTkaMm JIaJoHH, (opmam YIIew,
nH(ppaKkpacHON KapTUHE KAMUUISIPHBIX COCYIOB, IO MOYEPKY, O 3amaxy, o TeMOpy rosuoca u Jaxe

no JIHK pucynok 6.6.
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| MeTo 11 OHOMETPHUH |

! v

|(Dn3uonomqec1<ne MCTOZIBI| | IToBeneHueckre METOIBI
—>| CHsTHE OTIICYATKOB IAJIBICB | —>| AHann3 moamucu |
—>| CkaHUpOBaHUE paay>KHON 000IOYKH Tia3a | —>| Amnanu3 TeMOpa roioca |
—)I CkaHHpOBaHHE CETYATKH II1a3a | —>| AHanu3 movepka |
—>| I'eomerpus kuctu pyku |
—>| Pacnio3naBanue uepT nuua |

Puc. 6.6. IIpumepsl pacipocTpaHEHHBIX METOI0B OHOMETPHUH

HoBbIM HampaBieHHEM SIBISETCS HCIOJIb30BAHUE OHOMETPUUYECKHX XapaKTEpUCTUK B
MHTEJUIEKTYAJIbHBIX PACUETHBIX KApPTOUKAaX, >KETOHAX-IIPOIyCKaX M 3JEMEHTaX COTOBOM CBS3H.
Hanpumep, mpu pacuere B MarasuHe NpPEIbsIBUTENb KAPTOUKM KIAAET Nalell Ha CKaHEp B
MOTBEPK/IEHUE, UTO KapTOUKa JEHCTBUTENIBHO €TO0.

HazoBem HauOosiee wucnosb3yemble OuOMeTpUYEeCKHE aTpuOyThl U COOTBETCTBYIOLIME
CUCTEMBI.

Omneuamku nanvyes. Takume ckaHepbl MMEIOT HEOOJBIION pa3sMep, YHHBEPCAIbHBI,
OTHOCHTEJIBHO HEIOPOTH. BHOTOrHYecKas IOBTOPSIEMOCTh OTIeYaTKa nanbia cocrapisier  10°%. B
HACTOAILLEE BpeMs MPONAraHAUPYIOTCSA IPAaBOOXPAHUTEIBHBIMM OpraHaMu H3-3a  KPYIHBIX
ACCUTHOBAHM B 2JIEKTPOHHBIE aPXUBBI OTIIEYATKOB MAJIbIIEB.

I'eomempusi pyku. COOTBETCTBYIOIIME YCTPOHCTBA HCHOJB3YIOTCS, KOTAA U3-3a IPA3HM WIH
TpaBM TPYAHO HPHUMEHSTH CKaHephbl MaiblieB. buonoruueckas MoBTOPSAEMOCTb T€OMETPUU PYKH
0K0110 2-X %.

Paoysicnas obonouxka enaza. JlanHble ycTpolcTBa 00J1aal0T HaMBBICIIEH TOYHOCTHIO.
TeopeTnueckas BEpOSITHOCTh COBIAJICHUS ABYX PadyKHbIX 000JI0ueKk cocTaBiseT 1 u3 107,

Tepmuyeckuii o6bpaz auya. CuUCTeMbl TO3BOJSIOT WIACHTUQUIMPOBATH YEJIOBEKa Ha
pacCTOSIHUU /10 JIECSITKOB METpoB. B KOMOMHaIMM C MOMCKOM JaHHBIX NO 0a3e JaHHBIX TaKHe
CUCTEMBl HCIOJB3YIOTCS JJI OINO3HAHHSA aBTOPU30BAHHBIX COTPYIHHUKOB U  OTCEUBAHUSA
noctopoHHuX. OJHAaKO TNpPU HM3MEHEHHHU OCBEUICHHOCTH CKAaHEphl JIMIA HWMEIOT OTHOCHTEIHHO
BBICOKH MPOLIEHT OLIUOOK.

Tonoc. TlpoBepka rojoca yaoOHAa JUis HWCHOJBb30BAHUS B TENEKOMMYHHMKAIIMOHHBIX
npunoxenusx. HeobGxomumele ans 3toro 16-paspsiaHas 3ByKOBas IUlaTa M KOHJIEHCATOPHBIN
MUKpOoH cTosaT Menee 25 $. BeposTHOCTh OmmOku coctasiser 2-5%. JlaHHas TEXHOJOTHSI
MOAXOJUT JUIsl BEpUPUKAIIMU MO TOJOCY MO TeaedOHHBIM KaHajlaM CBSI3M, OHa Oojiee HajlexHa IO

CpaBHCHHUIKO C YaCTOTHBIM Ha60p0M JIMYHOTO HOMCEpaA. Ceiiuac Pa3BUBAIOTCA HAIIPABJICHUSA
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UACHTU(DHUKAIIMH THYHOCTH U €T0 COCTOSIHHS I10 TOJIOCY — BO30YKICH, O0JIeH, TOBOPHT IPaBy, HE B
cebe u T.1.
Bs60o0 ¢ knasuamypel. 3nech Ipu BBOJC, HANPUMEP, MAPOJIsl OTCICKHUBAIOTCS CKOPOCTh U
HHTEPBAJIbI MEXK/y HaXKaTHIMHU.

Iloonuce. J1ns1 KOHTPOJIS PYKOMUCHON MOJITUCH HCTIONb3YIOTCSI TUTUTAW3epHI.

4. HopeilliuM HampaBieHHWEM ayTEHTH(HUKALWU SBISETCA JOKAa3aTeIbCTBO MOIMHHOCTH
YAAIEHHOTO MOJIb30BATEIIA 110 €r0 MECTOHAXOKIACHUIO. J[aHHBINM 3alIUTHBIM MEXaHNW3M OCHOBAaH Ha
UCIOJIB30BAHUU CUCTEMBbI KocMmuueckoi Hapuramuu, tuma GPS (Global Positioning System).
[Tonb3oBarens, umeromuit anmaparypy GPS, MHOrokpaTtHo mnocbulaeT KOOPAMHATHI 3aJIaHHBIX
CIIyTHUKOB, HaXOJSIIUXCS B 30HE MpsAMoi BuauMocTH. [loacucrema ayreHTUQUKAIH, 3HAsT OPOUTHI
CIIyTHUKOB, MOXET € TOYHOCTBIO JO METpa OIPEAEIUTh MECTOPACIOJIOKEHUE I10Jb30BATEIIS.
Bbicokast Hafe)KHOCTh ayTeHTHU(PUKALUK ONpeAessieTcs TeM, 4TO OpOUTHI CIIyTHUKOB IOJIBEPKEHBI
Koje0aHusM, IpeJCcKa3aTb KOTOpPbHIE JOCTAaTOYHO TpyAHO. Kpome TOro, KOOpJauMHAThl MOCTOSHHO
MEHSIOTCS, YTO CBOJAUT HA HET UX INepexBaT. B naHHOM cilydae, €CTh MHEHHE, YTO HU3SIIHAs
TEPPUTOPUATIBHO-PACIIPEICTICHHAs] aTaka Ha KOMIIBIOTEPHBIE CHCTEMBl IOJ CHIY JIMIIb
nporpamMmucram Pakerno-Kocmuueckux Cuil.

Amnmnaparypa GPS npocta u HajexHa B HCIOJIb30BAaHUM U CPaBHUTEIBHO Heaopora. JTo
IIO3BOJISIET €€ UCIIOJIb30BATh B CIIydasX, KOTJa aBTOPU30BAHHBIN y/laJeHHbIN MOJIb30BaTENb JOKEH
HaXOJUTHCS B HY)KHOM MECTE.

CymMupysT BO3MOXHOCTH CpEICTB ayTEeHTU(HKALMU, € MOKHO Kiaccu(uuupoBaTh MO
YPOBHIO HH(OPMALIMOHHOW 0€30IaCHOCTH Ha TPU KaTerOpUu:

Craruyeckas ayTeHTH(PUKALUS;

YcroitunBas ayTeHTU(DUKALUS;

[TocTosiHHas ayTeHTUUKALUS.

[lepBas kareropusi obecneunBaer 3amury Tonbko oT HCJI B cucremax, rie HapylmuTelnb He
MOKET BO BpeMs ceaHca palOOThl NMPOUYUTATh ayTeHTU(UKAIMOHHYI0 HH(popManuio. [Ipumepom
CpeACTBa CTATUYECKOH ayTeHTHU(HUKAIMMU SBISIOTCA TPaJUIMOHHBIE IOCTOSHHBIE Mapoiu. Mx
3¢ EKTUBHOCTh MPEUMYIIECTBEHHO 3aBUCHUT OT CJIOXHOCTH YraJibIBaHHsI Maposiel U, COOCTBEHHO, OT
TOT0, HACKOJIBKO XOPOIIIO OHU 3alUIIEHBI.

Jns xomMmpomeTanuu CTaTMYecKOl ayTeHTU(UKAMM HapyIIUTelb MOET IMOJCMOTPETD,
no00patk, yraaaTth WIKA NepeXBaTUTh ayTEHTU(PHUKAIIMOHHBIE TaHHBIE U T.1I.

VYcroitunBass ayTeHTU(UKAIMS UCIONb3YeT JAMHAMUYECKHe JaHHble ayTeHTH(]UKaluy,
MEHSIOIIUECS ¢ KaXIbIM ceaHcoM paloThl. PeanuzanusaMu ycToiunBoil ayTeHTU(DUKAIIMY SBISIOTCS

CUCTCMBbI, HCIIOJB3YIOIIHUE OJHOPA30BBIC IMApPOJIM MW JJICKTPOHHBLIC IIOAIHCH. Vcunennas
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ayTeHTH(UKaus oOecleunBaeT 3allUTy OT aTak, I/e 3JOYMBIIUICHHHK MOXET IEepeXBaTHTh
ayTeHTU()UKALMOHHYIO HH(OPMAIIMIO U CHIIUTHCS UCTIOIB30BATh €€ B CICAYIOUINX CeaHcax pabOoThI.

OpHako ycroitunBas ayTeHTU(UKAIUSA HEe 00eCleunBaeT 3alUTy OT aKTUBHBIX aTakK, B X0/
KOTOPBIX  MACKUPYIOUIMHCS  3JOYMBIIIICHHHK MOXXET ONepaTuBHO (B TEYGHHE ceaHca
ayTeHTH(UKAMM) TepexBaTuTh, MOAU(UIMPOBATH W BCTaBUTh HMH(POPMALUIO B IOTOK
nepcaaBacMbIX JaHHbIX.

[Tocrossnnass  ayreHTudukanus  obecneunmBaeT  HACHTH(PUKALKIO  KaKAOro  Oioka
neperaBacMbIX JaHHBIX, YTO TNPENOXPAHSIET MX OT HECAHKIMOHWPOBAHHOW MOAMGHKAIWU WIN
BCTaBKH. [IpumepoM peannsanuy yKa3aHHOW KaTeropuH ayTeHTH(UKAIMN SBISETCS MCIIOIb30BaHHE

JITOPUTMOB I€HEPAIMU SJICKTPOHHBIX TOIIMHUCEH sl KaKI0Tro OuTa rmepecbuiaeMoil HH(popMaIum.

6.4.2. Pa3rpannueHue gocryna

[Tocne BbINOAHEHUS UWACHTUPUKAIMU UM ayTeHTU(UKALIUM HEOOXOAUMO YCTAaHOBUTh
MIOJIHOMOYUS (COBOKYIHOCTb IpaB) CyObEKTa AJIsl MOCIIEAYIOIEro KOHTPOJIS CaHKIHOHUPOBAHHOIO
WCIIOJIb30BaHUsl BBIUMCIUTEIBHBIX pecypcoB, noctynHelx B AC. Takoli mpouecc Ha3bIBaeTcs
pazepanuyenuem (102uueckum ynpagienuem) 00Cmyna.

OOBIYHO TMOJHOMOYMSI CYOBEKTa MPEACTABISIOTCSA: CIHMCKOM pPECYpCOB, JOCTYIHBIM
[OJB30BATEN0, W IIpaBaMM [0 JOCTYIly K KaXJIOMy pecypcy H3 chouMcka. B kadecTBe
BBIUUCIIUTENBHBIX PECYPCOB MOT'YT OBITh IPOTrpaMMBbl, HH(POPMALIKs, JIOTHYECKHE YCTPOICTBa, 00beM
IaMsATH, BPEMs IIPOLECCOpa, IPUOPUTET U T.J.

MO>KHO BBIIEIUTD CIEAYIOLINE METO/IbI pa3rpaHUYEHUS 1OCTYIA!

pasrpaHuyeHue JOCTyMa 10 CIUCKaM,

MCII0JIb30BaHUE MAaTPHUILbl YCTAHOBJICHUSI IOJTHOMOYUH,

pasrpaHUYeHMs] JOCTYyIA [10 YPOBHSIM CEKPETHOCTH U KaTErOpHsM,

NapoJIbHOE Pa3rpaHUYEHUE JOCTYIMA.

PaccmoTpuM nosipo6Hee npuBeeHHbIE METOABI PA3TPaHUYEHHUS JOCTYTIA.

1. Ilpu pasepanuuenuu oocmyna no cnuckam 3aar0TCs COOTBETCTBUSL:

Ka)KIOMY T10JIb30BaTEIN0 — CIUCOK PECYpPCOB M MPaB JA0CTYIA K HUM;

KaXKJOMY pecypcy — CIIMCOK TOJIb30BaTeNel U X MpaB JI0CTyNa K JaHHOMY pPecypcy.

Cnucky mO3BOJISIOT YCTAHOBUTH IMPaBa C TOYHOCTHIO /IO MOJIb30BaTeNsl. 3/1€Ch HETPYJIHO
N00aBUTH MpaBa WU SBHBIM 00pa3oM 3ampeTuTh AocTyml. CHUCKH UCTOIB3YIOTCS B OOIBIIUHCTBE

OC u CYB]I.
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2. Hcnonvzosanue mampuyvbl YCMAaHOGIeHus TIOJHOMOYHN MOIpa3yMeBacT IMPHUMEHEHHE
mampuysl 0ocmyna (TaOIUIBI MOTHOMOYMWI). B yKka3aHHOW MaTpuile CTPOKAMH SBJISIOTCS
uaeHTHPUKATOPBI  CyOBEeKTOB, wuMerommx jgoctyn B AC, a crombmamMu —  OOBEKTHI
(uaopmanmonnsie pecypcbl) AC. Kaxnplid 2JIeMEHT MaTpHUII MOXET COJEpXaTh UMS U pazMep
MPEJOCTABIIIEMOTO pecypca, MpaBO JOCTyma (YTCHHWE, 3alucCh W Jp.), CCBUIKY Ha JIPYTYIO
WH()OPMALIMOHHYIO  CTPYKTYPYy, YTOUHSIONIYIO TIpaBa JOCTYyNa, CCBUIKY Ha MpOTrpammy,
YIPaBJIAIONIYIO TPaBaMu AOCTyHA U Jp.
JaHHBII MeTOA mpenocTaBiseT Oojiee YHH(PHIMPOBAHHBIA M yTOOHBIA TOIXOM, T.K. BCS
uHpOpMAIMS O TOJHOMOYHUSAX XPaHUTCS B BHUJIC CIMHON TaOJMIBI, a HE B BUAC Pa3HOTHITHBIX
cnuckoB. HemocraTkaMu MaTpuIlel SBISIOTCS €€ BO3MOXKHAsE TPOMO3JKOCTh M HEONTUMATbHOCTh

(OOJIBILIMHCTBO KJIETOK - ITYCTHIE).

3. Paszepanuyenusi 0ocmyna no yposHaM CeKpemHoCmu u Kame2opusam COCTOST B TOM, YTO
pecypcesl AC pa3fenstoTcst B COOTBETCTBUU C YPOBHSIMHM CEKPETHOCTH MIJIM KaTETOPUH.

[Tpu pasrpaHu4eHUU O YPOBHIO CEKPETHOCTH BBIJIEISIIOT HECKOJIBKO YPOBHEH, HalpUMep:
00U A0CTyN, KOH(MUIECHLHUAIBHO, CEKPETHO, COBEPIIEHHO CEKpPeTHO. [loaHOMOYMS Kakaoro
MI0JIb30BATENs 3a/1al0TCSl B COOTBETCTBUU C MAaKCHMAJIbHBIM YPOBHEM CEKPETHOCTH, K KOTOPOMY OH
nomymieH. [lonb30BaTens UMEET AOCTYI KO BCEM JITaHHBIM, UMEIOIIUM YPOBEHB (Irpr() CEKPEeTHOCTH
HE BBIIIIE, YEM OH HUMEeT.

[lpy pasrpaHudeHUM IO KaTeropusM 3a/laeTcsi U KOHTPOJMPYETCS pPAaHr KaTeropuu,
COOTBETCTBYIOILIEH MOJIb30BaTeN0. COOTBETCTBEHHO, Bce pecypchl AC IEKOMITO3UPYIOT IO YPOBHIO
BaXHOCTH, MPUYEM OIpPEAEIECHHOMY YPOBHIO COOTBETCTBYET HEKOTOPBIM paHI NepcoHaia (TuIa:

PYKOBOJMTEIb, aIMUHUCTPATOP, TIOJIL30BATEb).

4. Ilaponvroe pasepanuuerue, OUYEBUIHO, TPEACTABIAET UCIOIb30BAHUE METOJIOB JOCTYIa
CyOBEeKTOB K 00beKTaM Mo mapoito. [Ipu 3ToM UCHONB3YHOTCS BCE METO/ABI NMApOJIbHOW 3alllUThI.
OueBHIHO, YTO IOCTOSIHHOE HCIOJb30BaHUE Mapojeil co3gaeT HeyAoOCTBa IOJIb30BATENSIM U
BpEMEHHBIE 3a7€pKKU. [103TOMY yKazaHHBIE METO/IbI HCTIONB3YIOT B UCKIIFOUUTENIBHBIX CUTYaUsX.

Ha mpakTtuke 0OBIMHO COUETAIOT paziIMyYHBbIe METOJbI pasrpaHuueHust nocrymna. Hampuwmep,
IIEPBBIE TPY METO/A YCUIUBAIOT MAPOJIBHON 3aIUTOM.

B TOCT P 50739-95 «CpenctBa  BBIYMCIWUTENIBHOM  TEXHUKH. 3amura  OT
HECAHKIIMOHMPOBAHHOTO JOCTYyMa K MH(pOpMAUU» U B JOKYMEHTaX [ OCTEXKOMHCCUU OIpeesIeHbI
7Ba BUAA (IPUHLIMIIA) pa3rpaHUUYEHUS JOCTYIIA!

JTUCKPETHOE YITPaBJIEHUE JOCTYIIOM,

MaHAATHOC YIIPaBJICHUC TOCTYIIOM.
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Juckpemnoe ynpasnenue docmynom TpeNCTaBIsSeT COOON pasrpaHUUYEHUE JTOCTyNa MEXIY
MOMMEHOBAHHBIMH CYOBEKTaMH M TIOMMEHOBaHHBIMU OOBekTamu. CyOBEKT C  ONpeesIeHHBIM
IPaBOM JIOCTyIIa MOXET IepeaaTb d3TO MpaBo JIOOOMYy apyromy cyobekry. JlaHHbIl BuI
opranusyercst Ha 0a3e METOJI0B pa3rpaHUUEHUs 110 CIUCKaM WJIHA C TTOMOUIbIO0 MaTPHUIIBI.

Manoamnoe ynpaenenue oocmynom — pa3rpaHUUYEHHE JOCTYyNa CYObEKTOB K OOBEKTaM,
OCHOBaHHO€ Ha XapaKTepPH3yeMON METKOW KOH(MUICHIMATLHOCTH WH(OpPMAIIUHU, COACpKAIehcs B
00BEKTaX, M OPUIHMATIEHOM Pa3pelIeHUH (JI0MycKe) CyOheKTOB 00pammarbes K MHPOPMAITUU TAaKOTO
ypoBHS  KoH(puaeHuuanbHOCTH. MHade, uis peanu3alid MaHAATHOTO YIPaBJICHHS JOCTYIIOM
KOKIOMY CYOBEKTY U KaXXJIOMy OOBEKTY IMPHUCBAMBAIOT KIacCU(PUKAIIMOHHBIE METKH, OTPA’KAIOLINE
UX MECTO B COOTBETCTBYIOIIEH nepapxuu. C MOMOIIBIO 3TUX METOK CYOBEKTaM M 00bEKTaM JOJKHBI
OBITh  HA3HAYEHBl KJIACCU(HUKAIMOHHBIC YPOBHH, SIBJSIOIIMECS KOMOWHAIMSIMH  yPOBHS
HepapxuuecKkor KiaccuuKaly U UepapXxuuecKux KaTeropuid. J[aHHble METKHU JOJKHBI CIIYKUTh
OCHOBOIl MaHJATHOTO MPHUHIMIIA pa3rpaHUYCHHs] OOCTyma. SICHO, YTO METOABl pa3TpaHHuYEHUs
JIOCTYyIA MO YPOBHSAM CEKPETHOCTH M KaTErOpHsIM SIBJISIIOTCS PUMEPAMU MAaHJATHOTO YIpPaBJICHUS

JOCTYTIOM.

Ponesoe YIIpaBJICHUEC JOCTYIIOM

[lpu OGosbIIOM KOJMYECTBE MOJB30BATEICH TPAAUIIMOHHBIE MOJCUCTEMBI YIPABICHHUS
JOCTYIIOM CTAHOBATCS KpaiiHe CIOXXHBIMU Ui aJMHHUCTpUpOBaHUs. UYuciao cBs3edl B HHUX
INPONOPIMOHAIBHO MPOM3BEACHUIO KOJIMYECTBA IMOJb30BaTelNed Ha KOJUYECTBO OOBEKTOB.
HeoOxomuMer pemnieHuss B OOBEKTHO-OPHEHTHPOBAHHOM CTHJIE, CIIOCOOHBIE JTY CIIO0XKHOCTB
TTOHU3HUTH.

Takum pemieHueM sBisieTcst ponesoe ynpagienue docmynom (PY]l). CyTs ero B ToM, 4TO
MEX]y MOJIb30BAaTENIMU U UX MPUBWIECTHSIMH MOSIBISIOTCSA TPOMEXYTOUHbIE CYITHOCTH — poau. J{ns
KaXX/IOTO TIOJB30BATENSI OJHOBPEMEHHO MOTYT OBITh AKTHBHBIMH HECKOJIBKO pOJIeH, Kaxkmas W3

KOTOPBIX JIa€T MY OIpe/IeICHHbIC MTpaBa (PUCYHOK 6.7).

| ITons3oBaTens 1 | | TTons30BaTeis 2 | ------ | TTonp3oBarens N
| |
v
| Ponsb 1 | ...... | Poms K |
|
v v ¥
| IIpaso mocryma 1 | | IIpaBo moctyma 2 | ~~~~~~ | IIpaBo nocryna M

Puc. 6.7. [lonb3oBaTenu, 0OBEKTH U POJIH.
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PoneBoif moctyn He#TpasieH MO OTHOUICHHIO K KOHKPETHBIM BUIAM MpPaB U CIOCO0aM HX
MIPOBEPKH; €ro MOXKHO paccMaTpHUBaTh KaK OOBEKTHO-OPHEHTHPOBAHHBIA Kapkac, OOJIerdaronui
aJIMMHUCTPUPOBAHUE, IOCKOJIbKY OH IIO3BOJISIET CHENaTh IOJACHUCTEMY pa3rpaHUyeHHs JI0CTyIa
YIOpPaBIsieMOM MpU CKOJb YrOAHO OOJIBIIOM YHCJE IOJIb30BaTENe, MpexkJe BCEro 3a CYeT
YCTAHOBJIEHUS MEX]y POJIIMU CBA3€H, aHaJIOTUYHBIX HACJIEIOBAHUIO B 00ObEKTHO-OPUEHTUPOBAHHBIX
cucremax. Kpome Toro, posieid IODKHO OBITh 3HAYMTEIHLHO MEHBINE, YeM Ioyib3oBarencii. B
pe3yNbTaTe 4YMCiIO aIMUHUCTPUPYEMBIX CBS3€M CTAHOBUTCS MNPOMOPIHOHAILHBIM CyMMe (a He
MIPOM3BE/ICHNIO) KOJIMYECTBA MOJIb30BaTeNe U OOBEKTOB, UTO MO MOPSAIKY BEITUYMHBI YMEHBUIUTD
YK€ HEBO3MOXKHO.

PoneBoii moctyn pasBuBaetcs 6onee 10 et (cama uzaest poiei, pa3ymeercs, 3HAYHTEIBHO
CTaplie) Kak Ha YPOBHE ONEPaLMOHHBIX crcTeM, Tak U B pamkax CYB/l u apyrux nHpopMamoHHbIX
CepBUCOB. B yacTHOCTH, CYHIECTBYIOT pealiu3aliu poieBoro nocryna aiasi Web-cepBepos.

B 2001 rony HaunonanbHbIi HHCTUTYT cTaHAApTOB U TexHoJoruil CLIA nmpenioxui npoexT
CTaHJIapTa POJIEBOr0 YIPABJIECHUS JOCTYIIOM, OCHOBHBIE IIOJIOKEHUSI KOTOPOTO MPUBEACHBI HIDKE.

PoneBoe ympaBieHue JOCTYIIOM ONEPUPYET CIACAYIOUIMMH OCHOBHBIMU MOHATUSMU:

MOJIb30BaTENb (YEIOBEK, MHTEIJICKTya IbHbIi aBTOHOMHBIHM areHT U T.11.);

ceaHc paboThI MTOJIL30BATEIS;

poJib (OOBIYHO ONPENEIIAETCS B COOTBETCTBUU C OPraHU3aLMOHHON CTPYKTYpOi);

00BEKT (CYLIHOCTb, JIOCTYNl K KOTOpOH pasrpaHuumBaercs; Hampumep, ¢aitn OC wnm
tabuia CYB/I);

omnepanus (3aBUCUT OT 00bekTa: s paitioB OC — yTeHue, 3anuch, BHIIOJIHEHUE U T.I1.; IS
tabmui CYB/l — BcTaBka, yjaaneHue u T.1.);

npaBo JocTyna (pa3pelleHue BBINOJIHATh ONpEAETICHHbIE ONEepaliy HaJ ONpeeeHHBIMU
O00BEKTaMHU).

Ponsam npunucwviearomes nonvzoeamenu u npasa 0ocmynda, MOXKHO CUUTaTh, YTO OHU (POJIN)
MMEHYIOT OTHOIIEHHUS ““‘MHOTHE KO MHOTUM™ MEXIy MOJb30BaTEeNIIMU U IIpaBamMu. Poiu MOryT OBITH
MPUITHMCAaHB MHOTHE MOJIb30BATENN; OUH MOJIb30BATEIb MOKET ObITh MIPUITUCAH HECKOJIBKUM POJISIM.
Bo Bpems ceaHca pa0oOThl MOJb30BATENs AKTUBU3MPYETCS MOJMHOXKECTBO pOJIeH, KOTOPHIM OH
MIPUNKCAH, B PE3yJbTaTe 4YEro OH CTAHOBUTCS oOjaaarerneM OObEeIWHEHUs MpaB, MPUIHCAHHBIX
aKTUBHBIM poJiiM. OHOBPEMEHHO OJIb30BATENb MOXKET OTKPHITh HECKOJIBKO CEaHCOB.

Mexay possiMU MOXET OBITh OIpENEIEHO OTHOIIEHHE YaCTUYHOTO IOpSAIKa, Ha3bIBAEMOE
Hacnedosanuem. Eciu poinb 12 siBisieTcss HacneaHuueH rl, To Bce mpasa rl mpUNuckIBaloTCs 12, a Bce

MOJTH30BaTENH 12 MPUNHUCHIBAIOTCS 1. Hacnedosanue poneii COOTBETCTBYET HACIEAOBAHUIO KIIACCOB
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B OOBEKTHO-OPUEHTHPOBAHHOM IPOrPpaMMUPOBAHUM, TOJBKO IpaBaM JOCTYIa COOTBETCTBYIOT
METO/BI KJIACCOB, a MOJIb30BATENsAM — O0BEKTHI (IK3EMIUISIPBI) KIIACCOB.

OTHollleHHE HAcle[OBAaHUS SBISETCS HEpPapXUYeCKUM, IIpUYEM IIpaBa JOCTyNna u
MI0JIb30BATEIM PACHPOCTPAHSIOTCA 0 YPOBHSAM HMEPAapXUU HABCTpedy Ipyr Apyry. B obuiem ciyuae
HacJlle/IOBaHUE SBJISIETCS MHOXKECTBEHHBIM, TO €CTb y OJHOH pOJM MOXET OBITh HECKOJIBKO
MPEIIECTBeHHUL (M, €CTECTBEHHO, HECKOJIBKO HACJEeIHUI], KOTOPBIX MBI Oy/JeM Ha3bIBaTh TaKXKe
IIPEEMHULIAMU).

MoxHo npeactaBuTh cede GpopMupoBaHHUE uepapxuu poseil, HaYnHas ¢ MUHUMYyMa IpaB (1
MakCUMyMa I0Jb30BaTelel), NPUMHCHIBAEMBIX POJIH «COTPYAHHUK», C IOCTENEHHBIM YTOUYHEHHEM
COCTaBa MOJb30BaTeNel U 100aBIeHUEM IpaB (POJIM «CUCTEMHBIN aIMUHUCTPATOPY, «OyXTantep» u
T.I.), BIUIOTb JO POJU «PYKOBOAUTENb» (YTO, BIOPOYEM, HE 3HAUUT, YTO PYKOBOIUTEIIO
IPEJOCTABIIAIOTCS HEOTPaHUUYECHHbIE IPaBa, KaK M JPYTUM pOJIsIM, B COOTBETCTBUU C HMPUHIUIIOM
MUHUMU3AYUY npUsUIecull, 3TOH POJIN 11€JIECO00Pa3HO PAa3PEIIUTh TOJIBKO TO, YTO HEOOXOAUMO IS
BBITIOJTHEHUS CITY’KEOHBIX 00513aHHOCTEN).

CymecTByeT Macca MPUHIMIIOB WHPOPMAIIMOHHON OE€30MIaCHOCTH, B YACTHOCTH pa3deneHue
obs3aHHOCMel, TIPUYEM B JIBYX BU/IaX: CTATUUECKOM U IMHAMHYECKOM.

Cmamuueckoe pazoenenue o06s3aHHOCMeEl HaJaraeT OrPaHUYEHHMs] HA IPUIKMCHIBAaHUE
MoJbp30BaTeNe poyisiM. B mpocreinieM ciiydyae WIEHCTBO B HEKOTOPOM pOJM  3amlpeliact
IIPUMNKCHIBAHUE TI0JIb30BATEINSI ONPENEICHHOMY MHOKECTBY JIpyrux posieid. B obmiem ciydae naHHoe
OrpaHUYEHHUE 337aeTCsl Kak Iapa «MHOXECTBO pojed — 4ucio» (rae MHOXECTBO COCTOUT, IO
KpaifHell Mepe, U3 IBYX poJieil, a UuCIIO TOHKHO OBITh Oosble 1), Tak YTO HUKAKOM 10JIb30BaTeb HE
MOKET OBITh NPUIKCAH YyKa3aHHOMY (MU OoJbllIeMy) YMCIy poJjiell M3 3aJJaHHOTO MHOXKECTBA.
Hanpumep, MokeT cyliecTBOBaTh MATh OyXTaJTEPCKUX pOJed, HO MOJUTHKA OE€30MacHOCTH
JIOIyCKaeT WIEHCTBO He 0oJiee YeM B JIBYX TaKUX poiisix (37ech 3).

[Tpy Hanmuuuu HaceqOBaHUS POJIeH OrpaHWYEeHUE NMPHOOpPETaeT HECKOIBKO 00Jiee CIO0XKHBIN
BU/[I, HO CyTh OCTA€TCSl MPOCTON: MPHU MPOBEPKE UICHCTBA B POJIAX HYKHO YUUTHIBaTh MPUITUCHIBAHNE
10JIb30BATENEH poJIIM-HACIIEIHUIIAM.

Hunamuueckoe pazoenenue ob6s3auHOCmeri OTIMYACTCS OT CTATUYECKOTO TOJBKO TEM, YTO
paccMaTpUBAIOTCS POJIH, OJHOBPEMEHHO aKTHBHBIE (OBITh MOXKET, B pa3HbIX Ce€aHCax) /Ui JaHHOTO
MOJIb30BaTENsl, a HE Te, KOTOPhIM IOJb30BaTelb CTaTHUYeCKW mpunucad. Hampumep, omaux
I0JIb30BaTEIb MOKET UIPaTh POJb U KacCHpa, U KOHTPOJEpa, HO HE OJIHOBPEMEHHO; YTOOBI CTaTh
KOHTPOJIEPOM, OH JOJDKEH CHadaja 3aKpbIThb Kaccy. Tem cambIM peanu3yeTcsl TaKk Ha3bIBaeMoOe
8peMeHHoe ozpanuierue 008epus, IBISIONIeecs aClIeKTOM MUHUMHU3AIMH IPUBUIIETUH.

PaccmaTprBaeMblil MPOEKT cTaHJapTa COAEPKUT crienuUKaIK Tpex Kareropuil GpyHKUIuH,

HEOOXOUMBIX JUTsl aAIMUHUCTpUpoBanus PY J1:
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AomunucmpamusHvle yukyuu (CO3IaHUE W COMPOBOXKICHHUE POJICH W APYrHX aTpuOyTOB
pOJIEBOTO JIOCTYMA): CO3AaTh/yAadUTh POJIb/TIOIB30BATENs, MPUIHCATh IOJIb30BATEINS/TIPABO POIH
WIA JIMKBUIMPOBATh CYLIECTBYIOIIYIO ACCOLMAIUIO, CO3AATh/yJAINTh OTHOLICHHWE HACIEIO0BAHHSA
MEXIY  CYIIECTBYIOUIMMH  POJISIMH, co3laTh ~ HOBYK  pOIIb " cienarb ee
HACJICTHUALICH/TIPEIMECTBEHHUIICH CYIIECTBYIOMICH pOJIM, CO3JaTh/yIauTh OTPAHUYCHUS IS
CTaTHYECKOTO/AMHAMHYECKOTO pa3/IeJICHIs 00S3aHHOCTCH.

Bcnomoeamenvuvie ¢ynuxyuu (00CTyKMBaHHE CEaHCOB PaOOTHI IMOJIb30BATENCH): OTKPBITh
ceaHc pabOThI TIOJIH30BATEINS C AKTHBAIIMEH TOApa3yMeBaeMoro Habopa poJieii; aKTHBUPOBATh HOBYIO
POJIb, ICAKTUBUPOBATH POJIb; IIPOBEPUTH MPABOMEPHOCTH JIOCTYIIA.

HUngpopmayuonnvie ¢ynxkyuu (MONTydeHUE CBEIECHUH O TEKyLIed KOH(UTYpaluu C y4eTom
OTHOIICHHS HACIENOBaHMSA). 31€Ch MPOBOIMUTCS paselieHHe Ha 00s3aTelbHBIE U HEOOs3aTeIbHbIC
¢bynkuuu. K ynciay nepBbIX MPHHAIIEKAT MMOJIYUYCHHE CIMCKA T0Ih30BATENICH, IPUITUCAHHBIX POJIH,
U CIIHCKA POJIeH, KOTOPBIM IPUITMCAH TI0JIb30BATEb.

Bce ocranpHble (QYHKIMH OTHECEHBI K pa3psly HEOOSA3aTeNbHBIX. JTO IOJyYeHHUE
uHbOpMaIMK O TpaBax, MPUNHCAHHBIX POJIM, O MpaBax 3aJaHHOTO MOJB30BATENsI (KOTOPHIMH OH
o0JiajjaeT KaK 4WICH MHOXKECTBA POJicii), 00 aKTUBHBIX B JaHHBI MOMEHT CEaHCa POJISX M MpaBax, 00
OIepanusaX, KOTOPBIC POJIb/TIOIB30BATENIb MPABOMOYHBI COBEPIIMTh HAJ 3aJaHHBIM OOBEKTOM, O

CTaTHYECKOM/IMHAMHYECKOM pPa3JICICHIH 00sI3aHHOCTEH.

6.4.3. Peructpanus u ayaut

Pecucmpayus (nav TIpOTOKOJIMPOBAHUE) MPEACTABIAET COOOM MEXaHM3M MOJOTYETHOCTH
cuctembl ObU, ¢ukcupyronuii Bce COOBITHS, Kacaromuecss 0€30MacHOCTH, TAKME KaK: BXOJ U BBIXO]I
CyOBEKTOB JIOCTYTA, 3allyCK U 3aBeplLIeHHE MPOrpaMM, BblJaya MEYATHBIX JOKYMEHTOB, MOMBITKU
J0CTyna K 3allMIaeMbIM pecypcaM, H3MEHEHHE MOJHOMOUYMH CYOBEKTOB JOCTyNa U cTaryca
00BEKTOB JIOCTYMA U T.1.

O¢ddextuBHocts cucrempl OBU npuHLMIUANBHO NOBBIIIAETCS B Clydae JOIMOJIHEHUS
perucTpanuu ayoumom — aHaJu30M IPOTOKOJIUPYeMO nHpopMaMy. DTO MO3BOJSET ONEPATUBHO
BBISIBIIAITh  HApyLIEHHs, ONpeIeNsTh ciabble MecTa B CHCTEME 3alluTe, aHaJU3HpOBAaTh
3aKOHOMEPHOCTH CHCTEMBI, OLICHUBATh pabOTy MOJIb30BaTENEH U T. 1.

Peanuzanus MexaHu3Ma perucTpaluy U ayAuTa MpecieayeT cleayoue Ielu:

o0ecrieyeHne NoJOTYETHOCTH MOJIb30BaTeNIel U aIMUHUCTPATOPOB;

o0ecrieyeHre BO3MOKHOCTH PEKOHCTPYKIIMH MTOCIIEI0BATEIBHOCTH COOBITHIH;

oOHapy»XeHHe MMONBITOK HapyleHni HHPOPMAIIMOHHOM 0€3011aCHOCTH;

IpeloCTaBlIeHuEe HH(POPMAIIUH JIJIsl BBIABICHUS U aHAJIU3a IPOoOIIeM.
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Kpome TOro, MexaHumsm perucTpaluud M ayauTa SBISETCS NCUXOJOTHYECKHM CPEICTBOM,
HallOMUHAIOIIUM TOTEHIIMAIbHBIM HAPYIIUTENISIM O HEOTBPATUMOCTH BO3ME3IUSl 3a MPOCTYNKH U
OILJIOLIHOCTH.

[TpakTHYeCKMMHU CpeICTBAMU PETUCTPALIMU U ayAUTa MOTYT OBIThH CIIEIYIOIINE:

pa3IMyHbIe CUCTEMHBIC YTHUIMTBI U IPUKJIAJAHbIE IPOTPaAMMBI,

PErUCTPALIMOHHBIN (CUCTEMHBIN MJIM KOHTPOJIbHBIN) KypHAJL.

[lepBoe cpencTBO SBISIETCS OOBIYHO JIOTOJIHEHHWEM K MOHHTOPUHTY, OCYIIECTBISIEMOTO
aAMUHUCTPATOPOM  CcUCTEMBbL. KOMIUIEKCHBIM MOAXOX K MPOTOKOJHMPOBAHUIO M AYIAUTY
o0ecrnieurBaeTcs IpU UCIIOJIb30BAHUN PETUCTPALIMOHHOIO KYypHaa.

Pecucmpayuonnwiti  ocypnan — 3TO XPOHOJOTMYECKH YHOPSAJOUYEHHAs COBOKYIIHOCTh
3aluceil pe3ysbTaToB JEATEIbHOCTH CYOBEKTOB CHCTEMBI, JOCTAaTOYHAs JUIsI BOCCTaHOBJICHUS,
MIPpOCMOTpPAa W aHalu3a IOCIEAOBATEIbHOCTH JIEUCTBUM, OKPYXAIOIKUX WM MPUBOMAIMIMX K
BBITIOJTHEHUIO OTepaIuii, mMpoIe1yp Wil COBEPIICHUIO COOBITUI MPHU TPAH3AKIUH C IEJIbI0 KOHTPOJIS
KOHEYHOI'0 pe3yibTara. TUIoBast 3aliCh PErUCTPALlMOHHOIO KypHala BKIIIOUaeT B ce0s:

THII 3aITUCH,

JaTa,

BpeMs,

TEpMHUHAJ,

10JIb30BAaTENb,

CcoOBITHE,

pe3ynbTar.

[Tporuecc BeaeHNs PEruCTPAlMOHHOTO KypHaJla COCTOUT U3 YEThIPEX ITAIOB:

COop u xpaHeHue;

3amuTa;

WNHurerpanus;

AHanus.

Ha nepBom 3tane onpenensioTcs JaHHbIe, MOJIekKalIue cOopy U XpaHEHHIO, IEPUO/I YNCTKU
W apXMBallMu >KypHajia, CTENEHb LEHTPAIU3ALMUM YIOPaBICHUS, MECTO U CPEACTBA XPaHEHHUS
KypHaJia, BO3MOKHOCTh perucTpanuu mudpoBaHHON HHGOpMau U ap.

Peructpupyembie nmaHHBIE JOJDKHBI OBITH  3alUIIEHBl, B TIEPBYIO oOuYepeab OT
HECaHKITMOHUPOBAHHOW MOJU(DUKAIINN U, BO3MOKHO, pacKpbITUs. [[onomHuTensHBIE TPEOOBAHUS IO
0€30MacHOCTH ONPEEIAIOTCS KOHIeHTpauei nadopmarmu 060 Bceir AC, MHOXKECTBOM CETMEHTOB
AC ¢ pa3nMYHBIMU YPOBHSIMH JIOCTYIIa, PA3HUIIEH 30H aIMUHUCTPATUBHON OTBETCTBEHHOCTH U JIp.

OTtanm  WHTErpanuud  HeoOXoauM it  OOBeAWHEHWs W corjacoBaHus (opmaToB

PETUCTPUPYEMBIX NAHHBIX W3 PA3JIMYHBIX CHUCTEM. HeKOTOpBIe CHCTEMbI HEC HMCIOT MCXaHHU3MOB
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KOHTPOJII M PErucTpallud JaHHbIX. Bo03MOXHO, 37ech mnpuaercs pa3paboTaTte MpOrpamMMsl
JOTIOJTHUTEIBHOTO KOHTPOJISL JAHHBIX U IPOTPaMMBbI TpaHC(OpMAIMK JaHHBIX B €IUHBIN (opMar.

CaMpIM Ba)XHBIM OTarioM SBJISIETCS aHAJIM3 PErHCTPALMOHHOW WH(popMauuu. V3BeCTHBI
HECKOJIbKO METOJI0B aHalIn3a HH(popmauu ¢ 1einsto BeisiBieHuss HC/I.

Cmamucmuueckue memooObvl. 3]1eCb HAKAIJIMBAETCS CPEAHECTATUCTUYECKUE IapaMeTphbl
(YHKIIMOHUPOBAHUS MOACUCTEM (MCTOPHUECKUH Mpoduiab Tpaduka) U CPaBHUBAIOTCS C TEKYIIUMHU.
Hannumne omnpeneneHHBIX OTKJIOHEHHH MOXET CHUTHAJTU3UPOBaTh O BO3MOXKHOCTH TIOSIBJICHUS
HEKOTOpbIX yrpo3. Hampumep, Tak BbIABIAIOTCS: cOOM B paboTe cepBepa M3-3a JABUHHOTO IOTOKA
3aIlpOCOB, OBICTPO PACHPOCTPAHSAEMbIII KOMIIBIOTEPHBIA BUPYC, HAPYIIUTENb, MACKUPYIOIUECS M0/
JIETAJILHOTO TOJIb30BATENs, HO BEAYyIIHiA ceOs mHaue («Mackapan») u Jip.

Depucmuueckue memoovl. B 1aHHOM ciydae B JOIMYECKUX MPABHJIAX CUCTEMBI HOIJICPKKH
NPUHATUS pellleHui 3akoaupoBaHbl u3BecTHble cueHapun HCJI, xapakTtepucTuku HaOiIr0gaeMoi
CHCTEMbl, CHUTHAJU3UPYIOIIME O HApyLIEHWsX, WIM MOJAEIM JEHCTBUH, IO COBOKYIHOCTH
npuBomsume Kk HC/I. TIoHsATHO, 4TO JaHHBIE METOAB! HACHTUDHUIMPYIOT TOJIHKO U3BECTHBIE YTPO3HI,
orpeziesieHHbIE B 0a3e 3HaHUI CHUCTEMBbI MOAJIEP>KKHU MPUHATUS PELICHUH.

Aynuty uHGOpMaIMOHHOM 0€301aCHOCTH MOCBAIIEH BTOPOU pa3zaen padoThl (CM. HIKE).

6.4.4. Kpunrorpadus

B sToM myHKTE OyayT paccMOTpEHbI KpUNTOrpadhuIeckue CEpBUCHI OE30ITaCHOCTH, TOYHEE,
3JIEMEHTApHbIE CBEJEHMs, IOMOTAOIIe COCTaBUTh OOIIee MpPEeJCTaBICHHE O KOMIIBIOTEpHOU
Kpunrorpaguu u ee Mecte B 001el apXUTEKType HH(POPMAIIMOHHBIX CUCTEM.

Kpuntorpadgust HeobOxomuma [uisi peanus3alu, IO KpailHE Mepe, Tpex CepBHUCOB
0€30I1aCHOCTH:

mudpoBanue;

KOHTPOJIb LEJIOCTHOCTH;

ayTeHTU(UKalMs (3TOT CEpPBUC OB pACCMOTPEH paHee).

HIudposanue

Hlupposanue — Hauboyiee MOIIHOE CPEeACTBO obecreueHuss KoHHIeHIHaTbHOCTH. Bo
MHOT'MX OTHOHICHUAX OHO 3aHUMACT LOCHTPAJIbHOC MCECTO CpEAU IMPOrpaMMHO-TCXHUUYCCKUX
PETYIATOPOB OE30MACHOCTH, SIBISISICH OCHOBOW pealu3allii MHOTHX W3 HUX, U B TO K€ BpeMs
nocineaHuM (a moayac ¥ €IUHCTBEHHBIM) 3allUTHBIM pyOexom. Hampumep, s HMOpPTaTUBHBIX
KOMITIBIOTEPOB TOJIBKO HII/I(l)pOBaHI/Ie II03BOJIAET 00ECIEUYUTH KOH(i)I/I)IeHHI/IaHBHOCTL JaHHBIX AK€ B

CIIydae KpaxH.
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B OonpmmHCTBE ciiydaeB W mudpoBaHHWE, W KOHTPOJIb IIEIOCTHOCTH HIPAIOT TIyOOKO
UHPPACTPYKTYPHYIO POJIb, OCTAaBasACh MPO3PAUYHBIMU M JUISI NMPUIOKEHUH, M IS MOJIb30BaTelNei.
TunuyHoe MECTO ATUX CEPBUCOB OE30MACHOCTH — HAa CETEBOM U TPAHCIIOPTHOM YPOBHSIX pean3alun
CTEKAa CETEBBIX IPOTOKOJIOB.

PaznuuatoT 1Ba OCHOBHBIX MeTO/1a MN(POBAHUS:

CUMMETPUYHBIH,

ACUMMETPUYHBIN.

Ilpu cummempuuynom MUPPOBAaHUM OAUH M TOT K€ KIOY (XpaHAIIMHCA B CEKpeTe)
ucrosib3yercss M Ansd 3amMdpoBaHus, W AnA pacmMdpoBaHus JaHHbIX. Pa3zpaboranbl BecbMa
¢ dekTuBHBIE (OBICTPBIC M HAAEKHBIC) METOJBI CHMMETPUYHOTO MmuppoBanus. HannoHaIbHBIHA
craanapt Ha moaoOHbie MeToabl — ['OCT 28147-89 «Cuctembl 00paboTku nHpOpMamnmu. 3ammra
Kpunrorpaduueckas. AJIropuT™M KpUITOrpapruecKoro npeodpasoBaHus».

OCHOBHBIM HEJIOCTATKOM CUMMETPUYHOIO MHU(GPOBAHUS SABJISETCSA TO, YTO CEKPETHBIM KIIOY
JOJDKEH OBITh M3BECTEH M OTIIPABHTENIO, W moirydarenro. C OIHOW CTOPOHBI, 3TO CO3[aeT HOBYIO
npobnemMy pacrpocTpaHeHus kitoudei. C Ipyroil CTOpPOHBI, MOJydaTelh HAa OCHOBAaHHHM HAIMYHS
3aM(pPOBAHHOTO U paclIM(PpPOBAHHOTO COOOIIEHUS HE MOXKET J0Ka3aTh, YTO OH IOJYYHJI 3TO
cooOIIeHNnEe 0T KOHKPETHOTO OTIIPABUTEIIS, TOCKOJIBbKY TAaKOE 5K€ COOOIEHNE OH MOT CI'€HEPUPOBATh
CaMOCTOSITENILHO.

B acummempuunvix Merogax MCHonb3yroTcs JBa Kitoya. OJuH U3 HUX, HECEKPETHBIA (OH
MOJKET MyOJIMKOBAThC BMECTE C APYTUMH OTKPBITBIMU CBEJCHUSMHU O MOJb30BATENE), IPUMEHSIETCS
i UpoBaHUs, APYroi (CEKpeTHBIN, N3BECTHBIN TOJIBKO IMOJy4yaTearo) — Ui paciin(poBaHUsL.
CaMbIM mOnyJsipHBIM M3 acUMMETpUYHbIX siBisercss metoJ RSA (Paiiect, lllamup, Anneman),
OCHOBaHHBIM Ha omepauusx ¢ OonpmumH (ckaxeM, 100-3HaYHBIMH) HPOCTBIMU YHUCIAMH M HMX
IIPOU3BENCHUSIMH.

CyIeCTBEHHbIM HEI0CTaTKOM aCUMMETPUYHBIX METOOB IN(POBAHUS SBIAETCS UX HU3KOE
ObICTpOZCHCTBHE, TMO3TOMY JaHHbIE METOJbl TMPUXOAUTCS COYETaThb C CUMMETPUYHBIMU
(acumMeTpuuHble MeTObl Ha 3 — 4 mopsiika MeasieHHee). Tak, as pemenus 3aaa4u 3pGeKTUBHOTO
mudpoBaHus ¢ Tmepenayeldl CEKPETHOTO KI0Ya, MCIOJIB30BAHHOTO OTIIPABUTENEM, COOOIIEHHE
CHayaJla CHMMETPUYHO 3aIIM(POBBIBAIOT CIyYaifHBIM KJIIOUOM, 3aTE€M 3TOT KJII0Y 3alIH(pOBBIBAIOT
OTKPBITHIM aCUMMETPUYHBIM KIIFOUOM TOJydaTessi, IOCae Yero COOOIIeHHE U KIII0Y OTIPABIISIOTCA

o cetu [3].
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KonTposb nenoctooctu

Kpunrorpadguueckie MeTOAbl MO3BOJSAIOT HAJECKHO KOHTPOJIMPOBATH ILEJIOCTHOCTh KakK
OTJENbHBIX TOPIUI JaHHBIX, TAK U HUX HAOOpPOB (TaKUX KaK MOTOK COOOILIEHHI); ONpeaemnsiTh
MOJJMHHOCTh MCTOYHUKA JaHHBIX; TapaHTUPOBATh HEBO3MOXKHOCTb OTKa3aThCs OT COBEPILEHHBIX
JNEUCTBUN — «HEOTKA3yEMOCTbY.

B ocHoBe kpunTorpadpu4eckoro KOHTPOJIS EIOCTHOCTH JISKAT /1B IOHSATHSL:

XOMI-PYHKITUS;

aeKkTpoHHas udposas noamuch (DLIIT).

Xow-gpyukyus — 3TO TPYAHO oOpaTUMOe MpeoOpa3oBaHWE JaHHBIX (OJHOCTOPOHHSS
GbyHKIUA), peain3yeMoe, Kak MPaBuiIo, CPEICTBAMH CUMMETPUIHOTO MH(POBAHUS CO CBS3BIBAHHEM
6mokoB. PesynbpTaTr mmdpoBaHus mnocieaHero 0j0ka (3aBUCSIIMNA OT BCEX MPEABIAYIINX) U CIYKHUT
PE3yNbTATOM XAII-(DYHKIUH.

[TycTh MMeIOTCS TaHHBIE, LEIIOCTHOCTh KOTOPBIX HYXXHO MPOBEPUTH, XOUI-PYHKIUS U paHee
BBIUUCIICHHBIN pPE3yNIbTaT €€ MPUMEHEHHs] K HCXOJHBIM JaHHBIM (TaK Ha3bIBAEMBIN JaliKecT).
O603HaunM xoI-QyHKIHIO yepes h, ucxoansie nanusie — uepe3 T, mpoBepseMble TaHHbIe — uepe3 T'.
KoHTposnp nenoctHoctH AaHHBIX cBoauTcs K mpoBepke paseHcTBa h(T') = h(T). Ecaum ono
BBINIOJIHEHO, cunTaercs, 4ro T' = T. CoBnaneHue AaiPKeCTOB IS pa3IMYHbIX JAHHBIX Ha3bIBACTCS
KOJTM3ue. B mpuHIMIe, KOJUIM3MM, KOHEYHO, BO3MOJXKHBI, ITOCKOJIBKY MOIIHOCTH MHOXKECTBA
JalUKECTOB MEHbINIE, YEM MOIIHOCTh MHOXKECTBA X3LIMPYEMBIX JaHHBIX, OJHAKO TO, 4To h ecTb
(GyHKLHS OJHOCTOPOHHSS, O3HAYaeT, 4TO 3a MpUEeMIIEeMOe BpeMs CHeLHaTbHO OpraHU30BaTh
KOJITU3UIO HEBO3MOXKHO.

HBa poccuiickux crangapra, [OCT P 34.10-94 «llpouenypsl BbIpaOOTKH M TPOBEPKU
3JIEKTPOHHON 1M(pOoBOI moanucu Ha 6a3e aCUMMETPUYHOIO KPUNTOrpadUuecKoro ajaroputMma» U
I'OCT P 34.11-94 «®DyHKIUsS  XOUIMPOBAaHUS», OOBEAMHEHHbIE  OOIMIMM  3aroJOBKOM
«Muapopmanmonnas texHonorus. Kpunrorpadudeckas 3amurta wHGOpMAIMI», pErJIaMeHTUPYIOT
BBIYHMCIIeHHE naipkecta u peanusanuio DLII. B centsope 2001 roma Obl1 yTBEpXkKAeH, a 1 utois
2002 roma Bcrymua B cuiy HoBbii ctanmapt OUII — 'OCT P 34.10-2001, pa3paboTaHHBIH
cnenuanuctamu GAIICU.

6.4.5. DxpaHupoBaHue

MexaHnu3MoM oOOecTieueHusl [EeTOCTHOCTH JaHHBIX B HH(POPMAIIMOHHO-BBIYUCIUTEIHHBIX
CeTSIX SIBISIETCS JKPAHUpOBauue, BBITIONHAONMEE (YHKIUU pa3rpaHudeHHuss HHEPOPMAITMOHHBIX
MTOTOKOB Ha TPaHMIlE 3amuiiaemMoit cetu. C 0HOM CTOPOHBI, ATO TOBBIMIAET OE30MACHOCTh 0O BEKTOB

BHYTPEHHEH CETH 3a CYET WIHOPUPOBAHMUS HEABTOPU30BAHHBIX 3allpOCOB W3 BHEIIHEH CpENbL.
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VYka3aHHOE yYMEHBIIAeT ySI3BUMOCTh BHYTPEHHUX OOBEKTOB MOTOMY, YTO CTOPOHHUUN HApYyLIUTEINb
JOJDKEH TPEe0I0NIeTh HEKOTOPBIN 3alUTHBINA Oapbep — Medrccemesoll IKpaH, B KOTOPOM MEXaHU3MBI
OBU ckoH(purypupoBaHbl 0c000 THIATENFHO M KecTko. C Apyroil CTOPOHBI, 3KpaHUPOBAHUE
MO3BOJISIET KOHTPOJIUPOBATH WH(GOPMALMOHHBIE MOTOKH, HUCXOJSIIME BO BHEIIHIOI Cpeay, 4TO
noBelmaer pexuM KoHpuaeHnuansHoctn AC. Kpome ¢yHkuil pasrpaHuueHus J10CTyIna,
SKpaHUPOBaHUE 00ECIICUNBACT PETUCTPALNIO HH(POPMAIIMOHHBIX OOMEHOB.

OYHKIMY SKPAaHUPOBAHUS BBITIOJHSICT Medccemesoll skpan um opanomaysp (firewall), mon
KOTOPHIM MOHMMAIOT IPOrPaMMHYIO WM MPOrPaMMHO-ANMNapaTHYIO CUCTEMY, KOTOPAas BBIMOJIHSET
KOHTPOJb HH(OPMAIIMOHHBIX MOTOKOB, mnoctynatommx B AC w/wmm Beixomsmux u3z AC, u
obecrieunBaer 3amuty AC mocpenctBoM QuiubTpanuu uHpopmarmu. Punbrpanus UHPOpPMALUU
COCTOMT B aHaiu3e WH(POpPMAIMK IO COBOKYIMHOCTH KPHUTEPHEB M MPHHATUU DPEUICHHUS O ee
pacnpoctpanenuu B/u3z AC.

B o0mem ciydae MexceTeBOW HKpaH BBINONHSIET CBOM (YHKIUU, KOHTPOJIUPYS BCE
WH(POPMAIIMOHHBIE TOTOKU MEXTY IBYMS CETMEHTaMHU CETH WM CETSMHU.

MeskceTeBbie IKpaHbl KIaCCUPUIUPYIOT CIEIYIONIUM 00pa3oMm:

Ha BHEIIHUE U BHYTPEHHHE, O0ECIIEUMBAIOIIUE 3AIIUTy COOTBETCTBEHHO OT BHEIIHEW CEeTH
WJIH 3aIUTy MEXIY CETMEHTaMU CETH,

110 YPOBHIO (DMIIBTPAIIMHU, COOTBETCTBYIOIIEMY dTasionHoM Monenu OSI/ ISO.

['oBOpss O BHEMIHMX M BHYTPEHHHUX CETEBBIX HKpaHaX, CIEAYeT OTMETUTHh CJEIyIOIIee.
Brewnue o0blvHO MMEIOT Aeno Tonbko ¢ mpoTokosnom TCP/IP certu Internet. lnst enympennux
CETEBBIX YKPaHOB MOYKET UMETh MECTO MHOT'OIIPOTOKOJIBHOCTb.

Pabora Bcex MeXCeTeBBIX SKPaHOB OCHOBaHA Ha HCIIOJNB30BAaHMHM HWHOOPMAIMH Pa3HBIX
ypoBHe#t monaenu OSI (tabnuia 6.4). Kak npaBuio, yem Bbilie ypoBeHb moaenu OSI, Ha koTopom
MEXCETeBOM 3KpaH (UIIBTPYET NaKeThl, TEM BbIIIe 00eCIeYNBaeMblil UM YPOBEHbB 3aIUTHI.

MeskceTeBble SKpaHbl pa3/ieNsaioT Ha YeThIpe TUIIA:

MEKCETEBBIE dKPaHbI C (GUIbTPAIMEH TTAKETOB;

ILTIO36I CEAHCOBOTO YPOBHS;

IITIO3bI IPUKJIATHOTO YPOBHS;

MCKCCTCBLIC SKPAHbI 9KCIICPTHOI'O YPOBHA.

Tabnuna 6.4. Tunbsl MexxceTeBbIX SKpaHoB U ypoBHHU Mojenu [SO/OSI

YpoBeHb  Moaenu IIpoTokomel Internet Tum MexxceTeBoro 3KpaHa

[Tpuxnagnon Telnet, FTP, DNS, [[[11r03 OpHKIIaTHOTO YPOBHSA
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NFS, PING, SMTP, Me:xcereBoii 3KpaH
TP JKCIIEPTHOTO YPOBHS
[IpencraBnenus
THBIX
CeaHcoBblii TCP, UDP 1103 ceaHCOBOIrO ypOBHS
TpancnopTHBII TCP, UDP
CereBoit IP, ICMP MexceTeBoi dKpaH
¢ GuIbTpaIMel MakeToB

KananpHblii
duznueckuit

1. Meosiccemeswvie sxkpanvl ¢ punbmpayueti naxkemos (packet-filtering firewall) npencraBnstor
co00i MapuIpyTHU3aTOpbl WIK paboTaole Ha CepBEpe MPOrpaMMbl, CKOH(GUIYPUPOBAHHbBIE TAaKUM
00pa3oM, 4ToObl (PUIBTPOBATE BXOJAIINE U UCXOAALIME MaKkeThl. [103TOMy Takue 3KpaHbl Ha3bIBAIOT
WHOT/Ia TakeTHbIMH (GuinbTpamu. DuipTpamms ocymecTBisieTcs IyTeM aHanm3a [P-aapeca
HCTOYHUKA U MPUEMHHMKA, a Takxke nopToB Bxoaaumx TCP- u UDP-nakeToB n cpaBHEHUEM HX C
CKOH(UTYypUpOBaHHON TaOnMLIel MpaBUIIL.

JlaHHBIE CHUCTEMBI NIPOCTHI B UCIIOJIB30BAHMM, JIELIEBBI, OKA3bIBAIOT MUHHUMAJIbHOE BIIMSHUE
Ha Tpou3BOIUTENHHOCTH AC. OCHOBHBIM HEIOCTATKOM SIBIISICTCS MX ySI3BUMOCTH st [P-criydunra -
3ameHbl anpecoB [P. Kpome TOro, oHu ciokHbl IpH KOH(QUIYPUPOBAaHUU: JUIsI UX YCTaHOBKHU

Tpe6yeTc;I 3HAHUC CCTCBLIX, TPAHCIIOPTHBIX U IMPUKIIAAHBIX ITPOTOKOJIOB.

2. lInro3br ceancosozo yposus (Circuit-level gateway) KOHTPOIHPYIOT JAOMYCTHMOCTD CeaHcd
cBi3u. OHM cienarT 3a MOATBEPKACHUEM (KBUTUPOBAHHMEM) CBSA3M MEXAY AaBTOPHU30BaHHBIM
KJIMEHTOM U BHELTHUM XOCTOM (M Ha000pOT), Onpeensis, ABISETCS JIM 3alpaliuBaeMblil CeaHC CBSI3U
nonyctumbIM. [Ipu punabTpany nakeToB IIJIH03 CEaHCOBOIO YPOBHS OCHOBBIBAETCS Ha MH(OpMAIHH,
cojiepKalieiics B 3arojoBKax IMaKeTOB CeaHCOBOT0 ypoBHs npotokona TCP, T. e. pyHKIIMOHUPYET Ha
7IBa YpPOBHSI BBIIIE, YEM MEXKCETeBOW HSKpaH ¢ (uubTpauueir makeroB. Kpome Toro, ykasaHHble
CUCTEMbI OOBIYHO MUMEIOT (PYHKIIMU TPAHCISLUU CETEBBIX apPECOB, KOTOpasi CKPhIBA€T BHYTPEHHUE
IP-anpeca, T.e. uckmouatot [P-ciypunr. OgHako, T.K. CHCTEMbI KOHTPOJIUPYIOT MAaKEThl TOJBKO Ha
CEaHCOBOM YpPOBHE, TO U OTCYTCTBYET KOHTPOJIb COAEPKHMOIO IIaKETOB, TI'€HEPUPYEMBIX
pa3auuHbIMM  ciyxkOamu. i MCKIIIOYEHHUsT YKA3aHHOTO HEJOCTaTKa MPUMEHSIOTCS HUIIO3bI

MPUKIATHOTO YPOBHS.
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3. Ilwoser npuxnaonoeo yposms (application-level gateway) OpoBepsSlIOT COIEPKUMOE
KQKJOT0 MPOXOMSINEro yepe3 IUT03 MakeTa U MOTYT (PUIbTPOBATh OTACIbHBIC BBl KOMAaH WA
nH(OPMAIIUY B MMPOTOKOJIAX MPHUKIIATHOTO YPOBHS, KOTOPHIE HM IMMOPYYCHO 00CTYKUBaTh. ITO OoJee
COBEpIICHHBIN M HaJIeKHBIA TUI OpaHAMay3pa, HUCIOIb3YIOIIUNA MPOrpaMMBbI-TIOCPETHUKU (proxies)
MPUKJIQTHOTO YPOBHS MJIM areHThl. ATEHTBI COCTABIISIIOTCS I KOHKpeTHBIX cinyx0 Internet (HTTP,
FTP, telnet u T.1.) U cmykaT Ui TPOBEPKU CETEBBIX MAKETOB HA HATUYHE JIOCTOBEPHBIX JTAHHBIX.
OpHako NUTIO3bI MPUKIAJHOTO YPOBHS CHIDKAIOT YPOBEHb NPOU3BOIUTEIBHOCTH CHUCTEMBI H3-3a
MOBTOPHOM 00pabOTKM B NporpaMme-rnocpeqHuKe. ITo HezaMeTHO mpu pabore B Internet uz-3a
Y30CTH KaHAJIOB CBSA3H, HO CYLIECTBEHHO P paboTe BO BHYTpeHHE cetu - Intranet. K HenocTaTkam
MOXKHO J100aBUTH HEOOXOAMMOCTh (2 3HAYHUT W JOIMOJHHUTEIHHBIC BPEMEHHBIE W SKOHOMHYECKHE

3aTpathl) B pa3pabOTKe HOBBIX MPOrPaMM-IIOCPETHUKOB IIPH BHEPEHUH HOBOM cIIyObI Internet.

4. Mesccemesvle sxpanbl sxcnepmuozo ypoesus (stateful inspection firewall) coueratot B cebe
AJIEMEHTHI BCEX TPEX OIMCAHHBIX BHINIe Kareropuil. Kak W MexcereBble 3KpaHBI ¢ (QribTpamnmein
MaKeTOB, OHU paboTaoT Ha cereBoM ypoBHe mojaenu OSI, GuibTpys BXOIANIUE W HCXOJSIIUC
MakeThl Ha OCHOBe MpoBepku [P-agpecoB m HOMEpoB MOpTOB. MexkceTeBble 3KpaHbl SKCIIEPTHOTO
YPOBHS TaK)K€ BHIOJIHSIOT (PYHKIIMH IILJTF03a CEAHCOBOTO YPOBHSI, OINIPEAEsisl, OTHOCSATCS JIM MaKeThI
K COOTBETCTBYIOIIEMY ceaHcy. M HakoHel, OpaHaMmayl’pbl SKCIEPTHOTO YpOBHsS OepyT Ha cels
(GYHKIIUY [UTF03a TPUKIIATHOTO YPOBHS, OIEHUBAS COIACPKUMOE KaXKIOT0 MAaKeTa B COOTBETCTBHH C
MOJIUTUKOI 0€30MacHOCTH, BRIPAOOTAaHHOM B KOHKPETHOW OpraHU3aIiH.

Crennduka yka3aHHBIX MEKCETEBBIX IKPAHOB COCTOUT B TOM, UTO JIJIsl OOECTICUEHUS 3alTUThI
OHHM TIEPEXBATHIBAIOT W AaHAIM3UPYIOT KAXKIBIN MaKeT Ha MpuKIagHoM ypoBae monenu OSI. Bmecto
MPUMECHCHHS CBS3aHHBIX C TPUIOKEHUSMH TPOTPAMM-TIOCPEIHUKOB, OpaHIMaydpbl 3KCIEPTHOTO
YPOBHSI HCTOJNB3YIOT CHeyUudibHble aie0pummbl pAcno3HaA8anus u oopabomku OaHHbIX Ha YPOBHE
npuiokeHud. C MOMOIIBI0 STUX alNTOPUTMOB MAKEThl CPABHUBAIOTCS C M3BECTHBIMH IIa0JIOHAMH
JTAHHBIX, YTO, TCOPETUUYECKU, TOJDKHO 00ecrednTh 0osee 3PGeKTUBHYIO (DHIIBTPAIINIO TAKETOB.

[Tockonbky OpaHAMAaydpBl IKCHEPTHOTO YPOBHS JIOMYCKAIOT MPSMOE COCAUHEHHE MEXITY
aBTOPU30BAaHHBIM KJIMEHTOM W BHEUTHHMM XOCTOM, TO OHHM OKa3bIBalOT MEHbINIEE BIUSHUE Ha
MPOU3BOUTENILHOCTh, YEM IUTIO3bl MPHUKIAIHOTO ypoBHSA. CHOpPHBIM OCTAaHOTCS  BOMPOC:
o0ecTeYnBarOT OHU MEHBIIYI0 Oe30macHOCTh AC 10 CpaBHEHHIO CO IITF03aMH MPUKIIATHOTO YPOBHSI

Wiy Het [2].
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6.4.6. AnTHUBUpYCHas 3allUTa

N3BecTHO, uro Henb3s n00uThea 100 %-o0it 3ammtel [IK OT KOMIBIOTEPHBIX BHPYCOB
OTAEJbHBIMU NPOTrPaMMHBIMU cpescTBaMU. [103TOMyY Ui yMEHbIIEHUS MOTEHIMAIbHON ONAaCHOCTH
BHE/IPEHMsI KOMITBIOTEPHBIX BUPYCOB U UX PACHPOCTPAHEHHUs 110 KOPHOPATUBHOM CETH HEOOXOIUM
KOMIUIEKCHBIA IOAXOJ, COYETAIOLIUN pa3jMyYHble aJIMUHUCTPATUBHBIE MEPBI, IPOrPAMMHO-
TEXHUYECKHE CpEACTBAa AHTUBUPYCHOW 3alUThl, a TaKKe CpEACTBAa pPE3EPBUPOBAHUS U
BOCCTAaHOBJIEHM. Jlenasl akLeHT Ha MPOrpaMMHO-TEXHMUYECKUX CPEICTBAX, MOXKHO BBIAEIUTH TPU
OCHOBHBIX YPOBHSI aHTUBUPYCHOM 3aIlIUTHI:

[Touck ¥ YHUUTOKEHHUE U3BECTHBIX BUPYCOB.

[Touck ¥ YHUUTOKEHNE HEU3BECTHBIX BUPYCOB.

brokupoBka mposiBiIeHUs: BUPYCOB.

ITouck n YHUUTOXCHUC N3BECTHBIX BUPYCOB

[Ipu mowicke W YHHUYTOXCHUU W3BECTHBIX BHUPYCOB HamOoJiee pacrpOCTPAaHEHHBIM SBIISETCS
Memoo cKanuposarusi. YKa3aHHBI METOJ| 3aKJII0YAaeTCS B BBIBJICHUN KOMITBIOTEPHBIX BUPYCOB I10
UX YHUKAJIBHOMY ()parMeHTy MPOrpaMMHOT0 KoJa (CUTHaType, IPorpaMMHOMY IiTammy). Jliis aToro
co3laeTcs HEKoTopas 6aza OaHHbIX CcKamuposaumus C (parMeHTaMH KOJOB HM3BECTHBIX
KOMIIBIOTEPHBIX BHUPYCOB. OOHapy)XeHHE BHPYCOB OCYLIECTBISETCS IyTEM CpaBHEHHS JAaHHBIX
namsATH KOMIIbIOTepa ¢ (DUKCHPOBAaHHBIMH KoJaMM 0a3bl JaHHBIX CKaHUpOBaHMA. B ciyuae
BBISIBIICHUS] U MJCHTU(UKAIIMN KOJa HOBOTO BHpYCa, €r0 CUTHATypa MOKET ObITh BBeZeHa B 0a3y
JaHHBIX CKAaHUPOBAaHWSA. B BUAYy TOro, YTO CHUTHATypa HM3BECTHA, TO CYHIECTBYET BO3MOXKHOCTH
KOPPEKTHOTO BOCCTAaHOBJICHUS (00e33apakuBaHUsA) 3apaKeHHBIX ¢aiinoB u obmacreil. Crnemyer
N100aBUTh, YTO HEKOTOPbIE CUCTEMBI XpaHAT HE CAMU CUTHATYPBI, a, HATPUMEP, KOHTPOJIbHBIE CYMMBI
WM UMUTOIPUCTABKU CUTHATYP.

AHTHBHUpYCHBIE  TPOTPAaMMBI,  BBIABISIONIAE  HW3BECTHBIE  KOMIIBIOTEPHBIE  BUPYCHI,
HA3bIBAIOTCS CKAHepamu WiH demexkmopamu. IIporpaMMel, BKITIOYaronue GyHKIIUH BOCCTAHOBICHUS
3apakeHHBIX (ailyioB, HAa3BIBAIOT noaugacamu (daramu), TOKTOPaMU WM JAE3MH(EKTOpaMH.
[Tpumepom ckaHepa-nonudara siBisieTcst 3HakoMasi nporpamma Aidstest.

[TpuHATO pa3mensITh CKaHEPHI HA CIIEIYIOIIHUE:

MpaH3umHsle, IEPUOTUIECKH 3aITyCKaeMble IS BRISIBIICHUS M INKBUIAINU BHPYCOB,

pesudenmuvle (IOCTOSHHO HAXOSIIMECS B ONEPAaTHUBHOM MaMsITH), IPOBEPSIOINE 3alaHHbIE
00JIaCTH MaMITH CHCTEMBbI NIPH BOZHUKHOBEHUHU CBA3aHHBIX C HUMU COOBITHI (Hampumep, mpoBepKa

(haiina mpu ero KOMUPOBAHUH HIIH TTIEPEUMEHOBAHUN ).
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K Henmoctatkam ckaHepoOB ClI€yeT OTHECTH TO, YTO OHH IMO3BOJISIIOT OOHAPYXHUTh BUPYCHI,
KOTOpBIE YK€ TPOHUKAIN B BEIYUCIUTEIbHBIC CUCTEMBI, U3y4YEHbI U JUIl HUX ONpe/ieiieHa CUTHATYPA.
His  >¢pdexkTuBHON pabOThl CKaHEPOB HEOOXOAMMO OINEPATHBHO TIOMOJHATHL 0a3y JaHHBIX
ckaHupoBaHusa. OqHaKO ¢ yBennueHueM oObema 0a3bl JaHHBIX CKAaHUPOBAHUS M YUCIA Pa3IMYHBIX
TUIIOB UCKOMBIX BUPYCOB CHUXKAETCA CKOPOCTh aHTUBUPYCHOU mpoBepku. Camo coOoi, eciau Bpems
CKaHMpOBaHUsl OyaeT NpUONMKATBECS KO BPEMEHHM BOCCTAHOBIICHHS, TO HEOOXOAMMOCTH B
AHTUBHUPYCHOM KOHTPOJIE MOXET CTaTh HE CTOJIb aKTyaJIbHOM.

HekoTtopsie Bupychl (MyTaHTbl ¥ HOJUMOPGHBIE) KOAMPYIOT WU BUIAOU3MEHSIIOT CBOMU
MPOrpaMMHBIM  KOA. DTO 3aTpydHSET WIM [ejaeT HEBO3MOXXHBIM BBIIEIUTh CHTHATypy, a
ClIeZIOBAaTEeNIbHO, OOHAPYKUTHh BUPYCHl METOI0M CKAaHUPOBAHUSI.

Jis  BBISIBIGHHMSI YKa3aHHBIX MACKHPYIOIIUXCS BHPYCOB HCHOJB3YIOTCS CHEIHabHBIC
MeTo/ibl. K HUM MOXHO OTHECTH METOJ SMYIALMU Tporieccopa. MeTon 3aKio4aeTcs B UMUTALUU
BBITIOJTHEHUS TIPOLIECCOPOM MPOTPAMMBI U TIOJICOBBIBaHUS BUPYCY (UKTUBHBIX YIPABISIONINX
pecypcoB. OOMaHYTBHI TakuM 00pa3oM BHUPYC, HAXOASIIMICS IOJ KOHTPOJEM AaHTHUBUPYCHOMN
nporpamMmsl, pacmm@poBeiBaeT cBoi koj. Ilocie 3Toro, ckanep cpaBHUBAET paclIM(pPOBAHHBIN KO

C KOAaMH U3 cBoei 0a3bl JaHHbIX CKAHUPOBAHUSI.

ITonck n YHUUYTOXCHUC HCU3BCCTHBIX BUPYCOB

BeisiBieHre W TUKBUALMS HEU3BECTHBIX BHPYCOB HEOOXOAMMBI JJIsi 3aIUTHl OT BHPYCOB,
IPOMYIIEHHBIX Ha MEPBOM YpPOBHE aHTHUBUpPYCHOM 3amuThl. HanbGosnee 3¢(dekTHBHBIM MeTO/I0M
SBJIIETCS KOHTPOJb LEJIOCTHOCTH CUCTEMBbl (OOHapyxeHue u3MeHeHuil). JlaHHbli MeTon
3aKJIIOYAIOTCS B TPOBEPKE U CPaBHEHUM TEKYIIUX [AapaMETPOB BbIUHUCIUTEIBHOM CHCTEMBI C
ATAJIOHHBIMU, COOTBETCTBYIOIIMMU €€ HE3apaKEHHOMY COCTOSHHIO. I[IOHATHO, 4YTO KOHTpOJIb
LIEJIOCTHOCTU HE SIBISIOTCS IPEPOraTUBOM HMCKIIIOUUTENBHO CUCTEMbl aHTUBUPYCHOM 3amuThl. OH
o0ecnieurBaeT  3aIIMIIEHHOCTh  MHPOPMAIMOHHOTO  pecypca OT  HECAHKIIMOHHMPOBAHHBIX
MOIU(UKAIMKN U yIaJeHHs] B pe3ysibTaTe pa3iMyHOTO PoJa HEJIETMTUMHBIX BO3JEHCTBUM, COOEB U
OTKa30B CHCTEMBI U CPEJIBI.

Jns  peanuzanmMu  yKa3aHHBIX  (DYHKIMI  HCHOJB3YIOTCS MPOTPaMMbl, Ha3bIBaeMbIe
pesuzopamu. Pabota peBu30opa COCTOUT U3 JIBYX 3TaNOB: (PUKCHUPOBAHUE ITATIOHHBIX XapaKTEPUCTUK
BBIUHCIUTENBHON cHUCTeMBbl (B OCHOBHOM JHUCKa) M TEPUOJANYECKOE CpPaBHEHHE HUX C TEKYIIMMHU
xapakTepucTukaMu. OOBIYHO KOHTPOJIUPYEMBIMH XapaKTEPUCTHKAMH SBISIOTCS KOHTPOJIbHAS
CyMMa, JUIMHA, BpeMs, aTpuOyT “TONbKO s uTeHHus (ailaoB, AEepeBO KaTaloroB, COOWHBIE

KJIaCTEphl, 3arpy304yHbIE CEKTOpa JHMCKOB. B ceTeBbIX cHCTeMax MOTyT HaKarUIMBaThCs
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CPEAHECTAaTUCTHYECKUE NapaMeTpbl (PyHKIIMOHUPOBAHMS MOACHUCTEM (B YAaCTHOCTH HCTOPHYECKUIL
npo¢uIIb CeTeBOro Tpaduka), KOTOphle CPABHUBAIOTCS C TEKYLTHUMH.

PeBu30pHI1, Kak U CKaHEpHl, ACIATCS HAa TPAH3UTHBIEC U PE3UICHTHBIE.

K HepocraTkaM peBH30pOB, B IIEPBYIO OYepelb PE3UIEHTHBIX, OTHOCAT CO3/1aBa€MbIC MMU
BCAKHE HEyJnoOCTBa M TPYOHOCTH B pabore moib3oBarens. Hampumep, MHorume u3MeHEHHUs
MapaMeTPOB CHCTEMBbI BBI3BaHBI HE BHPYCaMH, a PadOTOW CHCTEMHBIX MPOrpaMM WIN JEHCTBUSIMHU
noJib3oBares-nporpammucta. [lo 3Toil ke NpUYMHE PEBU30pPHl HE HUCHOJIB3YIOT JUIsl KOHTPOJIA
3apaK€HHOCTH TEKCTOBBIX (DANIOB, KOTOPbIE MOCTOSHHO MEHAIOTCS. TakuMm o0pa3oMm, HEOOXOIUMO
COOJIIOICHHE HEKOTOPOTro OallaHca MEXy yI00CTBOM pabOThl U KOHTPOJIEM LIEIOCTHOCTH CUCTEMBI.

PeBuzopbl o0ecrieynBarOT BBICOKMI YpPOBEHb BBISBICHUS HEU3BECTHBIX KOMITBIOTEPHBIX
BUPYCOB, OJJHAKO OHM HE BCErJa 00ECHEeunBalOT KOPPEKTHOE JIEUCHUE 3apaxKeHHBIX (aitnos. s
JIeUeHHsl 3apaXCHHBIX (aillIoB HEW3BECTHBIMU BHUpPYCaMHU OOBIYHO HCHOJB3YIOTCA ATAJOHHBIE
XapaKTepUCTUKH (DaJIOB U MpeanogaraeMbple ClocoObl UX 3apaxeHuUs.

Kpome »3Toro peBH30pbl HE ONpEAENAIOT 3apakeHHble (ailibpl, co3gaBaeMble WM
KOIIUPYEMBIE B CUCTEMY.

Pa3HOBUIHOCTBIO KOHTPOJS ILIEJIOCTHOCTH CHCTEMBI SIBIISIETCA METOJ  IIPOTrPaMMHOIO
CaMOKOHTpPOJISl, UMEHyeMble BakUMHauued. Mpaes METonoB COCTOMT B INPUCOCOUHEHUHM K
3alMIAaeMON IporpaMme MoAyis (6axkyunsl), KOHTPOIMPYIOLIETO XapaKTEPUCTUKU IPOTrPAMMBL,
OOBIYHO €€ KOHTPOJIBHYIO CYMMY.

[ToMMMO CTaTUCTUYECKUX METOAOB KOHTPOJIS LIEIOCTHOCTH, AJISI BBISBJICHUS HEU3BECTHBIX U
MacCKHPYIOIIUXCS BUPYCOB HCIOJB3YIOTCS dBPUCTHYECKHE METOJbl. OHU IMO3BOJSET BBIABUTH IO
M3BECTHBIM NPU3HAKaM (ONpPEEICHHBIM B 0a3€ 3HAaHUN CHUCTEMbI) HEKOTOPbIE MAaCKUPYIOIIUECs WU
HOBBIE MOJU(UIMPOBAHHBIE BUPYChl M3BECTHBIX THIOB. B KkadecTBe mpumepa npus3HaKa BHpyca
MO’KHO IIPUBECTH KOJI, YCTAHABJINBAIOIINN PE3UICHTHBIA MOAYJIb B TaMATH, MEHSIOIUI NTapaMeTpsl
Tabmuubl npepbiBaHui u  Ap. IlporpaMMHBIA MOIyNb, pealM3yIOIIUNA HIBPUCTHUECKUN METO.X
0OHapyKEHHsI BUPYCOB, HA3bIBAIOT 98PUCTNUYECKUM AHATUZAMOPOM.

K Henocratkam 3BpUCTUYECKUX aHAIU3aTOPOB MOXKHO OTHECTH OMIMOKM 1-ro u 2-ro poja:
JIOXHBIE CpabaThIBaHUs U MPONYCK BUpYcoB. COOTHOIIEHNE YKAa3aHHBIX OIIMOOK 3aBUCUT OT YPOBHS
IBPUCTHKH.

[Tonsito, uto ecnu Juis OOHAPYKEHHOTO 3BPUCTUYECKHM aHAIU3aTOPOM KOMIIBIOTEPHOTO
BHUpYyCa CHUTHaTypa OTCYTCTBYEeT B 0a3e NaHHBIX CKaHHUPOBaHUS, TO JICYEHHE 3apa’k€HHBIX JaHHBIX

MOXKET OBITh HCKOPPCKTHBIM.
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brioknpoBKka nposiBI€HUs BUPYCOB

brokupoBka mposBIEHUS BHUPYCOB IIpeIHAa3HayeHa s 3allUThl OT JECTPYKTUBHBIX
JNEUCTBUM M Pa3sMHOKEHHSI KOMIIBIOTEPHBIX BUPYCOB, KOTOPBIM YAAQJIOCh IPEOJOJIETh IIEPBBIE JIBa
YpOBHS 3aIIUThI. MeTO/IbI OCHOBaHbI Ha NEPEXBaTe XapaKTEePHBIX IJi1 BUPYCOB (yHKIH. 3BecTHBI
JIBa BUJIa YKA3aHHBIX aHTUBUPYCHBIX CPE/ICTBA:

POTPaMMBbI-(OUIIBTPHI,

alrapaTHble CPeACTBA KOHTPOJIA.

IIpocpammul-punempol, Ha3bIBa€Mble TAKXKE PE3UJIECHTHBIMU CTOPOKaMH M MOHUTOpPaMH,
ITOCTOSIHHO HAaXOJSATCSI B ONEPAaTUBHOW MaMATH U MEPEXBATHIBAIOT 3a/IaHHBIC IIPEPHIBAHUS, C LIEIIBIO
KOHTPOJISI TOJIO3pUTENbHON ieiicTBUi. [Ipu 3TOM OHM MOTYT OJIOKMpPOBATh “‘ONacHbIe” JEHCTBUS WU
BBIJIaBaTh 3aMPOC I0JIb30BATEIO.

JleiicTBus, mojuiexaiiue KOHTPOJK, MOTYT OBITH CIAEAYIOUIMMH: MOIU(UKAIMS TIaBHON
3arpy3ounoii 3amucu (MBR) u 3arpy3ounsix 3amuceil jnorumueckux auckoB u ['MJI, 3ammch 1o
a0CONIOTHOMY ajJpecy, HHU3KOYpOBHEBOE (OpPMATHPOBAHUE JWCKA, OCTABJIECHUE B OIEPATUBHON
NaMSITH PE3UACHTHOTO MOy U Ap. Kak u peBU30pPbI, PUIBTPHI YAaCTO SBISIOTCS ‘HABSI3UUBBIMH U
CO3/Ial0T ONpE/IeIICHHbIE Hey100CcTBa B paboTe MOIb30BaTENS.

Berpoennbie  ammapatabie  cpenctBa  IIK  obecmeumBaioT  KOHTPOJdb  MOAUpUKALNU
CUCTEMHOI'O 3arpy3dyvka M TaOJMLbl pa3fesioB JKECTKOrO JHCKa, HaXOJAIIMXCS B TJIaBHOM
3arpy3ounoM cektope aucka (MBR). Bxitouenue ykazanusix Bo3moskHoctelt B [IK ocymectsisiercs
C IIOMOIIBIO IIporpaMMel Setup, pacnonoxenHol B [I3Y. Cnenyer ykazare, 4To mporpamMmy Setup
MO>KHO OOOWTH B CIIydae 3aMEHBI 3arpy304YHBIX CEKTOPOB MyTEM HEMOCPEICTBEHHOTO OOpaIIeHUs K
[OpTaM BBO/Ia-BbIBOJ1a KOHTPOJIJIEPOB KECTKOT'O U THOKOIO AMCKOB.

Haunbonee nonnas 3ammura oT BUPYCOB MOXKET OBITh OOECIeueHa C MOMOIIBIO CHEUaTbHbIX
KOHTPOJUIEPOB aIlIapaTHOM 3amMThl. Takoi KoHTposuiep nonkiarouaercss K ISA-mumue IIK u Ha
anmnapaTHOM YpOBHE KOHTPOJHMPYET 6ce OOpalleHHs K AMCKOBOM MOJCHCTEME KOMIIbIOTEpa. JDTO He
MO3BOJISIET BUpYycaM MackupoBarh ceOs. KoHTponaep MoxeT ObITh CKOH(UIYpHUPOBAH TaK, YTOOBI
KOHTPOJMPOBAaTh OTAEIbHbIE (allsibl, JOTUYECKHE pa3felbl, “‘omacHble” omepauuu U T.J. Kpome
TOT0, KOHTPOJUIEPHI MOTYT BBIOJIHATH Pa3JIMYHbIE JONOIHUTENbHbIE (DYHKIIMU 3AIIUTHI, HAIIPUMED,
obecreunBaTh pa3rpaHudYeHUE JIOCTYIa U MU(PPOBAHHE.

K Hemoctratkam yka3aHHBIX KOHTpOJUIEPOB, Kak ISA-miar, OTHOCAT OTCYTCTBHUE CUCTEMBI
aBTO KOH(HUIypUPOBaHUS, W KaK CJEICTBUE, BO3MOXXHOCTb BO3HMKHOBEHMSI KOH(DIUKTOB C

HCKOTOPLIMU CUCTCMHBIMU IMPpOrpaMMaMiu, B TOM YHUCJIC aHTUBUPYCHBIMU [2]
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6.5. Monens 6e30macHOCTH HHPOPMAITMOHHON CETH MPEIPUATHS

B nmannom pasgene OyneT paccMOTpPEH OAMH M3 BO3MOMHBIX BapHaHTOB ITOCTPOCHUS
3alIMIIEHHON MH()OPMALMOHHOW CeTH NpeAnpuaTus Ha 0a3e KOMIBIOTEPHOIO 00OpYyIOBaHUSA U
IIPOrPaMMHBIX CPE/CTB.

KommnbroTepHas ceTb NMpeAnpusaTrs MaJIOro/cpeiHero Ou3Heca BKIIOYAET B Ce0s1 HECKOIBKO
JIOKAJIbHBIX CeTel OOBbEJUHEHHBIX B €AMHYIO CETh OpPraHM3alvy M (HYHKIMOHHPYIOUMX KaK €IUHOE
nenoe. Kak nmpaBuio, ceTb BKIIOYAeT B ce0s Pa3IMYHOrO poja KOMMYTAIllMOHHOE 000pyJIOBaHUE,
TaKoe KaK MaplIpyTHU3aTOp, XOCThbl, KOMMYTAaTOPbI, CETEBbIC KapThl U T.J., @ TAKKE BCEBO3MOXKHbBIE
CEPBUCHI U ITPOTPAMMBI.

W3 mpensiaymniero pasgena M3BECTHO, YTO B KAayecTBE IMEPBOTO pyOexa 3aIiuThl CETH, OT
yrpo3 u3 Internet, ciyxut mexcereBoil skpaH. B olmem ciaydae cyuniecTByeT JABa BapHaHTa

MMOCTAHOBKH 3KpPaHa B CCTh, 5TU BAPHUAHTBI IPUBCACHBI HA PUCYHKE 6.8.

I (— I [—

[ - L] -
| Router | | Router |
| |—| Public services
| Firewall | | Firewall |
|—| Public services | |
| LAN | | LAN |
a) Ipocroe BriroYeHHe MD 6) Ioaxmouenne MO ¢ BBIHECEHUEM

OOIIEOCTYITHEIX CEPBEPOB

Puc. 6.8. Bapuantsl nocranoBku MO B ceTh

HaunOonee mnpocTeIM ABISETCS pelIeHHe, IMPH KOTOPOM MEXKCETEeBOM SKpaH HpOCTO
SKpaHUPYET JIOKAJBHYIO CeTh OT riolanbHOi (6.8a). Ilpum sToM mybnmuunbie cepBuchl (Public
services: WWW, FTP, e-mail) oka3biBaroTcst 3alHIIEeHbI MEKCETEBBIM 3KpaHoM. TpeOyeTcs yaenuTh
MHOTI'0 BHUMAaHHUS Ha NPEAOTBPAlleHNEe POHUKHOBEHUS Ha 3alUIaeMble CTAaHIIUU JIOKAJIIbHOW CeTH
IIPU TIOMOIIM CPEJICTB JIETKOJOCTYITHBIX MyOJIMYHBIX CEPBEPOB.

Jis mpenoTBpalieHuss JOCTyNa B JIOKAJIbHYIO CETh, WCIIONB3YS PECYPCHI ITyOIHMIHBIX
CEpBEPOB, PEKOMEHIIYEeTCs OOUIEIOCTYITHBIE CEPBEPHI MOAKIIOUATh TEPE MEKCETEBBIM JKpPaHOM,
TaKk Kak MMOKa3aHO Ha pucyHke 6.80. JlaHHbIi crocob obnagaer Oojiee BBHICOKOM 3aIIMIIEHHOCTHIO

JIOKaJIbHOM CCTHU, HO HU3KUM YPOBHEM 3allIUIIICHHOCTU O6I.I.IC,Z[OCTy1'IHBIX CCPBCPOB.
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Okckypc B TexHomoruto WWW. WWW mpexacraBiaser co0oil  KIMEHT-CEPBEPHYIO
TEXHOJIOTHIO, OCHOBAaHHYIO Ha TmpukKiIagHoMm mnpoTtokose HTTP. B Hem wumeercs nBa Buna
COOOIIEHU: 3aIIPOCHI OT KJIMEHTa K CEpBEPY M OTBETHI cepBepa KiueHty. /g nepenaun cooOmeHuit
ucnonb3yercs nporokon TCP, crangaptasiii mopt HT TP-cepsepa — 80.

OueBugHo, uto He Bce HHpopMmanuoHHble pecypchl WWW MoryT OBITH OTKPBITBHI IS
BceoOmero mpocMorpa. [l TOro droObl OrpaHMYMTH JOCTYN K KakoMy-THOO pecypcey,
UCTIOJB3YyeTCsl ayTeHTU(UKAIUS KIMEHTA, T.€. KIMEHT JIOJDKEH MPEJOCTaBUTh MM I0JIb30BATENs U
MapoJib, MPEXKJIE YeM ero napoiib oyner oocmyxen HT TP-cepepom.

[MTourossrii cepuc (e-mail) ucmoas3yer nporokossl: SMPT (Simple Mail Transfer Protocol)
u POP3 (Post Office Protocol).

['maBHo#t menpto mpoTokonma SMTP  cinyxur HagexxHas u  3¢ddexkTuBHas aocTaBKa
ANEKTPOHHBIX MOYTOBBIX coolmienuii. SMTP saBnsercss J0BOIBHO HE3aBUCUMOI CHCTEMOI U TpedyeT
TOJIBKO HaJIe’KHOTO KaHana cBsizu. Cpenoit 1t SMTP Moxer ciiy)kuTh OTHenbHas JTOKalbHAs CETh,
cucrtema cereil uium Beck Internet.

SMTP 0Oa3upyercs Ha cienyrolmed MoJeld KOMMYHMKAluil: B OTBET Ha 3ampoc
MOJIb30BaTENsl TOYTOBas MpOrpaMMa-oTIPaBUTENlb YCTAHABIMBACT JBYXCTOPOHHIOIO CBSI3b C
nporpammoii-npuemaukom (TCP, mopt 25). Ilomywyarenmem MoOXeT OBITh OKOHEYHBIH WK
POMEXYTOUHbIM agpecar. SMTP-komaHzabl TreHEpUpYIOTCS OTHPABUTENEM M I[OCBUIAIOTCS
noy4atento. Ha kaxayro KoMaHy TOJKEH OBITh OTIIPABJICH U MOJYYEH OTKIIUK.

B HekoTophix HeOONbIIMX y37max Internet ObiBaeT HEMpPAaKTUYHO MOAJAEPKUBATH CUCTEMY
nepenaun coodbmenuit MTS (Message Transport System). PaGouas craHIusi MOXXET HE HMETh
JIOCTAaTOYHBIX PECYPCOB JUIsl oOecrieueHus HenpepbiBHOM padoTel SMTP-cepBepa. s “momanianx
OBM” cnumkoM A0poro Mojaep:KuBaTh CBA3b ¢ INternet kpyrible CyTKu.

POP3 o6GecnieunBaeT AOCTYN K 3JEKTPOHHOM MOYTE MaJIbIX Y3JI0B U MHAMBHUIyalbHBIX DBM.
OTOT HPOTOKOJI obecreynBaeT AOCTyN y3ida K 0a3oBoMy moutoBomy cepsepy. POP3 nonyuaer u
cTupaet moutoBbie cooduieHus. Koraa nmoiaszoBarens DBM-kiueHTa X0UeT mociarh COOOIIEHUE, OH
ycranaBinuBaeT SMTP cBs3b ¢ MOYTOBBIM CEpBEPOM HEMOCPEICTBEHHO M MOCHUIAET BCE, YTO HYKHO
yepe3 Hero. Ilpu stom DBM POP3-cepBep He 00s3aTenbHO SIBISETCS MOYTOBBIM cepBepoM. B
ucxogusii MoMeHT OBM POP3-cepsep npocinymmBaer TCP-nopt 110. Ecin OBM-kinueHT xouet
BOCIOJIb30BaThCs yeayramu POP3-cepBepa, To yctanaBiuBaetr ¢ HUM TCP cBs3b. [1o ycTaHOBIIEHNM
cBsi3u POP3-cepBep mochuiaeT KJIMEHTY YBEIOMJIEHME M CECCHsl MEpPeXOAUuT B ¢azy aBTOPHU3AIUHU.
[Tocre 3TOro MoXkeT NpPOU3BOIUTHCSI 0OMEH KOMaHAaMHU M OTKJIMKAMHU.

IIpecnenys cBoel LENbIO 3AIIUTUTh AKTUBBI BHYTPEHHEH CETH OpPraHM3allMM, a TaK e He

3arpyxarth firewall — moctaBum sKpaH mocie myoJTUYHBIX CEPBUCOB.
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Cuctema 3ammThl WH(GOpPMAIIMM HA YPOBHE “TIepUMeETpa’, KPOME MEKCETEBOr0 JKpaHa,
BKJIIOYAET B ce0s TaKkue 3alluTHBIC cpecTBa (Security services):

aBTOMAaTH3UPOBaHHOE pabouee MECTO aIMUHUCTPATOPA,

AHTUBUPYCHBIN ILITIO3,

cepBep ayauTa 0e30MacHOCTU CUCTEMBI,

Cpe/cTBa aJanTUBHOTO ympasieHus Oe3omacHocThio ANS (Adaptive Network Security) u
obnapy»xenus atak IDS (Intrusion Detection System),

CpEICTBA MPOBEPKU MOYTHI,

u JIp.

B kauecTBe BHYTPEHHETO CEPBHCA BBICTYIIAET CEPBUC PACIIPEIEICHHBIX 0a3 JaHHbBIX.

Pa30uBKa ceTM Ha CErMEHTBI JIOCTHraeTcsi 3a cder kommyraropa (Switch), mocpencream
KOTOPOTO TaK K€ OCYILIECTBISETCS IOCTYII/3anpeT:

U3 OJIHOTO JIOKAJIBHOT'O CErMEHTa B APYTOii,

U3 BHYTPEHHEH CeTH K BHYTPEHHHUM cepBHCaM (Hampumep, K pacipeeieHHONH 0aze TaHHBIX
MPENIPUATHS),

U3 BHYTPEHHEH CeTH K MyOJIUYHBIM CepBUCaM,

U3 BHyTpeHHe# cetu B Internet.

bnaromapst KoMMyTaTopy MO>KHO 32/1aBaTh JIOOYIO TIOJIUTHUKY O€30ITacCHOCTH.

OmnwucanHas cTpyKTypa HH()OPMAIIMOHHON CETH OpraHU3alMy NpeACTaBICHa Ha pUCYHKe 6.9.

216



217

Public services

J—{ Web Server
—.-| Hub Mail Server

|
|
FTP Server |
|

Security services
(Firewall, IDS,...)

— Other services
IDS  |— Switch

Segment 2

Segment N

Puc. 6.9. Mopens 6e30nacHOCTH HHPOPMALIMOHHOM CeTH MpeIIpUsTUSI

6.6. TunoBas mouTHKa 0€30MACHOCTH MPEIIPUITHS MAIIOTO U CPEIHETO

OM3HECa — KOMILICKT JOKYMCHTOB U I/IHCTPYKI_[I/Iﬁ

Hnst momenu Oe3omacHOCTH WHOOPMAIMOHHOW CETH TPENNPUSATHS, TPEICTaBICHHONW B
MpeABIIYIIEeM IMyHKTE (PUCYHOK 6.9) HE0OX0IUMO MPEIOCTABUTD:

TunoByio MOIUTUKY 0€30MaCHOCTH.

TumnoBble TOKYMEHTHI U1 HUHCTPYKIIMH.

OCHOBHBIE CPEJICTBA, METOJIBI U AJIEMEHTHI HHPOPMAITMOHHOM 3aITUTHI.
6.6.1. TunoBas nmonurruka 6€300aCHOCTHA

TumoBass monuTHKa OE30MAaCHOCTH pa3padoTaHa MJisi OpraHW3aIluU, WMEIONIEH BBIXOJ B

Internet u obnagaromas pecypcamu, K KOTOpbIM HEOOX0oAUM JocTym U3 Internet.
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CereBast 0€30I1aCHOCTD

Joctyno n3 Internet B KoprmopatuBHYIO CETh KOMIIAHUU:

JlocTyn BO BHYTPEHHIOIO CETh U3BHE 3alpEIICH.

JlocTym K MeKCeTeBOMY IKpaHy U3BHE 3aIpEIleH.

JlocTyn K clenyromuM cepBHCaM: aHTHBHPYCHOMY IILTIO3Y, CEpBEpy ayauTa 0e30macHOCTH
CHCTEMBI, CPEJCTBAM aJallTUBHOTO YIPABJICHUS O€30MaCHOCTBIO M OOHAPYKEHHUS aTak, CPelCTBAM
MIPOBEPKHU MOUTHI JOCTYM U3BHE 3aIpEeIleH.

Joctyn k WWW, FTP, e-mail cepBrcam n3BHe pa3pelieH 0 CIEAYOIIMM IPaBUIaM.

Hnst WWW cepguca:

JIOCTYII U3BHE Pa3pelIeH BCeM TOJbKO K 80 mopTy,

noctyn  anMmuuuctparopa  WWW-cepBepa  paspemieH  TOJIBKO U3 CEerMEHTa
aJIMUHHUCTPATUBHOTO yIpaBJICHUS npu MPOXOXKIACHUU MPOLEAYPbI
ayreHTtuukanuu/unentTuduxanuu ua firewall.

s e-mail cepsepa:

paspenieH A0cTyn U3 BHyTpeHHel cety komnanuu k POP3-cepsucy uepes 110 nopr,

paspelieH JA0CTYI U3 BHyTpeHHel cetu komnanuu k SMTP-cepBucy uepes 25 nopr.

MexcereBon dKpaH:

Firewall amMuHUCTpHpYETCS TOJNBKO JOKAIBHO C aBTOMAaTU3WPOBAHHOIO paboyero mecra
aIMUHHCTpaTopa ceTh (mpoueaypa aIMUHUCTPUPOBAHHMS BO3MOXKHA TIPH  MPOXOXKICHUH
ayTeHTH()UKAUH/ MACHTH(DUKAIIMH TI0JIb30BaTeNIeM (aJMUHUCTPATOPOM)). PerynsipHo craBsTcs u
OOHOBIISIIOTCS AHTUBUPYCHBIC IIPpOTrpaMMbl U HCO6XO)II/IMI)IC naTtuv, nmogacpKuBacTCsd MaKCUMAJIbHO
Oe3onacHasi KOHPUTypalKs ONepaioOHHON CUCTEMBI.

CpencTBa aJanTUBHOIO YIIPABICHUS 0€30IMaCHOCTRIO:

Cucrema ananusa 3ammuieHHoctH (Internet Scanner) agmuHHCTpHUpYETCS JOKaJbHO C
aBTOMATH3MPOBAHHOTO pPa0OYero Mecrta aJMUHHCTPAaTopa CeTH. AHaTU3 BCECTOPOHHUX W/WIH
BBIOOPOYHBIX TECTOB OMEPAI[MOHHBIX CHCTEM, HCIONIb3yeMoro mpukiaaaoro 10, mapmpyTrusaropa,
MEXCETEeBOI'0 HKpaHa, BCEX CEPBEPOB U T.JI., NMPOU3BOJAUTCA AJAMUHUCTPATOPOM O€30MacHOCTH
peryisipHo (pa3 B HEZEIO).

Cucrema oOHapyxkeHuss atak IDS cmyxamas nmas aBTOMaTHuecKoW pexoH(UTrypanuu
MEXCETEBOTO JKpaHa B ciiydae oOHapykeHus: arak. CepBUC KOHTPOJIUPYET BECh BXOIAIINI Tpaduk
u3 cetu Internet.

CpencTBa IPOTOKOJIMPOBAHMS:

Benyrcs cnenmanbHbie Gaiiibl.
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Ha MEXKCETEBOM JKpaHe BEJETCS 3amuch B Jor-¢aiia 000 Bcex OOpamieHUsXx W TOTMBITKAX
CBs13U (yIa4HbBIX U HET) U3 KOPIIOPATUBHON CETH M B KOPITOPATHBHYIO CETh,

cUCTeMa OOHAPYKCHHsI aTaK 3allOMUHAET BCE aTaKH U MOJIO3PUTEILHBIC aKTUBHOCTH (TaK ke
B JioT-(haiise),

Ha Web-cepBuce xpaHuTbcs HHPOpMAIKsA 000 BCEX MOCETUTENX (J10r-(aiin),

aJIMHUHHICTPATOP OE30MACHOCTH JOJDKEH BeCTH (aili, coiep aiuii nHpopMaIun 000 Bcex
W3MEHCHHSX M MOIMBITKaX M3MEHUTH HH()OPMAITHIO B JIOT-(aiiax MpeabIyIIuX CEPBUCOB.

KommyraTop (Switch):

pas3pelieH J0CTYII U3 BceX cerMeHTOB ceTu K Internet 6e3 orpanuuenuti,
JOCTYIl M3 CeTed IOJIb30BaTeNel B CETH aJMUHHUCTPATOPOB (yIpaBiieHHs, 0E30IacHOCTH)

3ampeleH.

JlokanpHas 0e30I1acHOCTD

JlokanbHas 0e30I1aCHOCTD HaIlpaBJICHA HA 3allIUTY KaKA0Iro KOMIIBIOTEpa CCTH.

AHTHUBUPYCHBIA KOHTPOJIb:

AHTI/IBI/IPYCHHﬁ KOHTPOJIb Ha BCEX pa60q1/1x CTaHIIMAX.

3ammra ot HCA:

Heobxonumo mnocraButh cuctemy 3amutel oT HCJI, koTopas noKHA KOHTPOJMPOBATH U
pasrpaHMuYMBaTh JOCTYH K KaXJ10i paboueil ctaHMu U cepBepy. Cuctema A0JKHa ObITh:

Opy 3arpy3ke HICHTU(UKALUS MPOCTOro MOJb30BATENs JOJDKHA IPOU3BOAUTHCA MpPU
ITOMOIIX ITPX TOMOIIY ITApOJIs,

0JIOKMpPOBATh JOCTYI B SEtUP Bcex pabounx CTaHLUN M CEPBEPOB BCEM I10JIB30BATENISAM KPOME
aJMUHUCTpPATOpAa,

OJIOKMPOBATh KOMITBIOTEP, B CIIydae €CJH M0JIb30BaTeb OKUHYJ CBOE MECTO.

KDI/IHTOFD ad)I/I‘IGCKafl 3amuTa JaHHBIX !

CoTpyIHUKH KOMITAaHHUHU JIOJDKHBI COXPaHATh MH(OPMAalLMI0O HauMHas C YPOBHSA “‘CTpOro
KOH(HIESHIIMATBHO» (CM. 11.6.2) Ha CelnalbHOM KPUITOANCKE.

3ammra nepconansHbiM firewall:

Bce paboure craHimu J0DKHBI ObITH 3aruiieHbl nepconanbubiM firewall (peanuzoBanubM
MIPOrPaMMHO).

PeszepBupoBaHre JaHHBIX

OO0s3aTebHBIM  SIBISCTCS PE3CPBUPOBAHUC  TIOJB30BATCIIAMHU  BAXXHBIX  JTAHHBIX  HaA
MNEPCOHAJIBHBIX KOMIIBIOTEPAX HA BHYTPCHHEM CCPBEPEC JaHHBIX KOMITaAHWH.

[IpoToKOIMpPOBAaHUE JIOCTYIIA:
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[Ipu JIoKaTBHOM AOCTYIIE MOJB30BATENs K paboueli CTaHIMU (aAMUHHCTPATOpa K cepBepam)
BeZIeTCs JIOT-(ailsl ero noceumeHnii (MpOTOKOIUPYIOTCS BCE yAauHble M HEYJauHbIe MMOMBITKYA BXO/a B

CUCTEMY).

®dusnyeckas 0€30MaCHOCTh

Bce cepBuchl 0€30MacHOCTH W JaHHBIX JOJDKHBI HAaXOIUTCS B OTACIBHOM MOMEIICHUH,
JOCTYIl B KOTOPOE pa3pelieH TOJIbKO aAMHHHCTpaTopaMm (y KOTOPBIX €CTh KJIHOY HJIM MarHUTHas
KapTa K 9TOi KOMHATe).

HeobxonmuMo BBelIeHUE OTHEIBHOW JIOJDKHOCTH aJIMHUHUCTpaTropa Oe30MmacHOCTH, BcCe
u3meHenus B cucremax UT — agmunucTpaTop U aAMUHUCTpaTOp O€30MaCHOCTH OYAYT JenaTh B ape
(mapoinb pa3dUT Ha ABE YACTH: 10 OJJHOMY CETMEHTY Ha CIICIHATUCTA).

[TomemeHue AOMKHO OBITH OOOPYAOBAHO NPUHYAMTEIHHOM BEHTHISALMEH W MOKapHOU
3amUTON (MOJyaBTOMATUYECKOW WM aBTOMAaTUYECKOW), BO3MOXKHO, BHUACO HAOJIOJACHHEM 3a
JNEHUCTBUSIMU aJIMUHUCTPATOPOB.

Heo0OxoauMo KOHTPOMUPOBATH MOTOK CIYKAIUX M TOCeTUTeNled KoMmaHuu (ubo 1o

ClICUAJIbHBIM ITPOITyCKaM, 100 MO0 MAarHUTHBIM KapTaM).

6.6.2. TunoBble JOKYMEHTBI U HUHCTPYKLIUU

B coorBerctBUM ¢ pekoMeHaauusmu bpuranckoro crangapra BS 7799:1995 Bkmtouum B
JOKYMEHT, XapaKTepU3YIOLUi MOJUTUKY O€30IaCHOCTH OpraHu3alliy, CIeyIOIIne Pa3aesbl:

1 BBonHbIN pa3zaen.

2 OpraHu3alvoOHHBIN pa3zaed.

3 KnaccudukannoHHBIH.

4 I TaTHbIi pa3aen.

5 Paznmen wHCTpYyKIMH W TpeOOBaHMU MO OOECIEUEeHUI0 BHYTPEHHEH HH(POPMAIMOHHOM
0€301acHOCTH KOMITaHUH.

CooTBeTCcTBHE YeThIpEX YPOBHEBOM MojenH obecredeHus: 6€30macHOCTH MHPOPMALMOHHOM
cetu npeanpusatus. [lepBele Tpu paszznena COOTBETCTBYIOT aIMUHHUCTPATHBHOMY YPOBHIO 3alUThI
nH(pOpMaLIUY, YETBEPTHIM pa3jien — MpoLUeAyPHOMY YPOBHIO, a POTPaMMHO-TEXHUYECKOMY YPOBHIO
COOTBETCTBYET ISATHIN pa3Aeil JOKYMEHTOB.

Panee rosopmiiocs, uto IIb coctouT u3 AByX (Tpex) ypoBHEH, 4eM Ooibllle MpearpHsTue,
TEM CIIO)KHEE CTPYKTypa MHOJUTHKHU. [[ns Manoro u cpeaHero Ou3Heca JOCTaTOYHO IPUBECTU

JIBYXYPOBHEBYIO CTPYKTYpY IOJUTUKA O€30MacHOCTH, HA30BEM YCJIOBHO BEpPXHHUH YPOBEHb
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«QIMUHUCTPAaTUBHBIM», a HUXHHUH «T€XHHYECKMM». TakuMm o0pa3oM, B «aJMUHHUCTPATUBHBIN»
pasgen BOMAYT JOKYMEHTBHI BBOJHOTO, OPTraHU3AI[MOHHOIO, KJIACCU(HUKAIMOHHOTO W INTAaTHOTO
pasnenoB. «TexHUYeckuil» pas3ziel OXBaTUT CBOJ IPaBWJ, HHCTPYKUMH U TpeOOBaHUM 110

o0ecniedyeHnto HH(HOPMALIMOHHON OE30MaCHOCTH OpraHU3aIUH.

BBoaub1i paznen

[No3unusa aAMUHUCTPAIIMH IPESAIPUITHS 110 BOIIPOCY 3aIIUTEI I/IH(bODMaHI/IOHHBIX AKTHBOB:

Hanexnoe (yHKIHOHUpOBaHME HH(POPMAIMOHHOW KOMIIBIOTEPHON CETH IPEIIPUATHS
SIBJISICTCS. YaCThIO MIPOM3BOJCTBEHHOTO Tpoiiecca. 3aiiuTa HHPOPMAIMOHHBIX aKTUBOB MPEATNPUSITHS
Heo0xoauma.

Tunoswle HEIN NPSAOPUITHUS B 001acTu 3allIMThI I/IHd)ODMaHI/II/II

[TpuopuTeTHOM 1ENBIO JIIOOOTO MPEANPUATHS SIBISETCS OOECICYCHUE IICIOCTHOCTH,
KOH(HUIESHIINATLHOCTH, JOCTYITHOCTH HH(pOpMaIMy. B KauecTBe YaCTHBIX e

CJIeTOBaHKE SKOHOMHYECKOH I1eJIeCO00Pa3HOCTH B BBIOOPE 3aIMTHBIX MEp,

o0ecrieyeHHe TOJOTYETHOCTH BCEX JCHCTBUI TMoOJb30BaTeied ¢ HHGOPMAIIMOHHBIMU

pecypcamu U aHaIKM3a perucTpaloHHoN nHdopmanuu,

U JIp.

OpFaHI/BaHI/IOHHLIﬁ pa3aci

I[aHHI)H\/JI pasaci BKIKOYACT OIMMCAHHUE BCEX T'PYIII MMOIb30BaTelIeH HUMCIOIIIUX OTHOIICHHE K
paboTtam B obsactu nH(popManroHHON Oe3onacHOCTU. B nmpuHIune nqaHHyo GopMyIupoOBKY MOXKHO
TPAaKTOBaTh MO-pa3sHOMY, TaK Kak KaXJbld TI0JIb30BaTeNb CETH TaK WM HWHaye HeceT
OTBETCTBEHHOCTh 32 HEKOTOPYIO 4aCTh MPOU3BOICTBEHHON MH(OpMaIUK, ¢ KOTOpOii OH paboTaeT. B
TaKOM KOHTCEKCTC I[aHHBII\/JI JOKYMCHT MOXXHO pPacCMaTpUBATh KaK ITOJIOKCHHUE O KAaTCTrOPUpPOBAHHU
MOJTb30BaTENIel aBTOMAaTH3UPOBAHHON CHCTEMBI.

OTOT JOKYMEHT TaK)K€ MOXKET COJepKaTh MOJI0KEHNUE O KaTerOPUPOBAHUU PECYPCOB.

[TonoxkeHne 0 KaTeropupoBaHuM moab3oBarencii AC:

B AC BX0ozdT ciienyroniue rpymbl MOJIb30BaTEEH:

['pynna Aamunuctpatopsl. B Hee BXOAST aqMUHHCTPATOPbl HHPOPMAITMOHHBIX TEXHOJIOTUN
u 0e30macHOCTH. AJMUHHUCTPATOpPbl HMEIOT MNONHBIA JocTym K pecypcam AC ans  ee
aIMUHUCTPUPOBAHMSL.

I'pynna Ton-meHemxkepsl. B rpynny BXOIAT: Npe3UACHT KOMIIAHNUN, TEHEPAIBHBIN JUPEKTOP,

TEXHUYECKUN JTUPEKTOP, 3aMECTUTENHU U T.JI.
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I'pynna CotpynHuku. B rpynmy BXOAAT Bce COTPYIHUKHM KOMIIAHMM (9KOHOMHUCTBI,
OyXranTepsl, COTPYAHUKH OT/eNa KaJIpoB, ...).

Kaxnas rpynmna monp3oBarenieil o0ianaeT pa3iMYHbBIME IpaBaMU JIOCTyNa K MH(POpPMAaLUH
pasIMYHOIO YPOBHS CEKPETHOCTU. YPOBEHb CEKPETHOCTU OINpPENEeNsIeTcss IOJOXKEHUEM O
KaTeropupoBaHUH PECYPCOB OpraHU3alHH.

ITonoxkeHHEe 0 KaTETOPUPOBAHUH PECYPCOB:

B xoMmanuu BBOASTCS CIEAYIONINE YPOBHU KaTErOPUI CEKPETHOCTH MH(DOpMAIIUH:

0011eTOCTYITHO,

KOH(pHICHIIMAIBHO,

CTPOro KOHGUACHIIMATBHO,

CEKpETHO.

CoTpyaHHKaM KOMIAQHHHM CTPOTO 3amlpelaeTcs pasriamarh KoMmMy-Tubo uHbopmaiumio,
HAYMHAS C YPOBHS «KOH(UIECHIIMAIBHO.

Oo6menoctymHON WHpOpPMAIMEH sBIsieTcs HHpOpMaIHs, y)Ke OmyOJTMKOBaHHAS B CPEACTBAX
maccoBoii mH(popmanmu, a Takke Ha Web-caiite kommanuu. PemieHue o mpuaaHuM craTyca
«O0111e10CTYITHOY» MPUHUMAET I'eHEPATbHBIN UM TEXHUYECKUH TUPEKTOP.

KondunennuansHoit nHGpopMaIueil B KOMIIaHUU SIBIsIeTCs Jito0asi BHYTpeHHsIST nH(GOopManus
KOMITaHUH (CITy>keOHas, ITaTHasl,. . .).

Ctporo koH(DHIEHITHATEHON HHPOPMAITHECH B KOMIIAHUU SBIISICTCS

KoMMepueckas uHpopMaius (TEKCThl JOTOBOPOB U COIMVIAIIEHWH ¢ TapTHeEpaMH U
KIIMEHTaMH ),

TEeXHHYECKass MHPopMaIus (TEKCThI 0TY4ETOB, T3, 3HAYMMBIE TOKYMEHTHI, TPOYKTHI, KIIFOUN
JTUTEH3UPOBAHUS U T.1T.).

Pemenne o mpunanue craryca «CTporo KOHGUACHIIMATHLHO» KOMMEpUecKold MHpopManuu
MPUHUMAET TeHepalbHbIN qupekTop. Pemenue o nmpumanue craryca «CTporo KoH(pUIESHIIHAILHO
TEXHUYECKOH MHPOPMAITUH PUHUMACT TEXHHUSCKHHA JUPEKTOP.

[Mopsinok oOpantenns ¢ HGOPMAILIMEN, TTOUIEKAIIEH 3aINTE

JlomkHbl OBITh YETKO OMHUCaHbl W KIACCU(UIIMPOBAHBI CIEAYIONINE JEUCTBUSA C
uHpopmanueit:

1. konupoBaHnue;

2. XpaHEHHE;

3. mepenayva mouTou, hakcoMm, e-MeuIom;
4. mepenaya roiocoM, BKIIt0Uasi MOOMIIbHBIE TeNe()OHBI, TOJIOCOBYIO MOUTY;
5

. YHUYTOXCHHUC.
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1. Unadopmanus ypoBHs «oOmienocTymHo». JlocTym, KomupoBaHHWE M Jt00as mepemada
uH(OpMaIUK JAaHHOTO YPOBHS HE OTPAaHHYEHBI. YHUUTOXKEHHE WH(DOPMAIMKH BO3MOXKHO TOJIBKO €e
BJIQ/IEIIBLIEM.

2. Undopmanus ypoBHs «koHbuaeHuansHo». [lomnexur 3amure ot HCJ[ cpemcrBamm
pasrpaHuyeHust 10CTyIa.

Joctynm k pnaHHOW wWH(OpPMAIIMK MOXKET OCYIICCTBISATHCS COTPYIHUKAMH KOMITAHUU
JOKAJIBHO W YAAJNCHHO. YaJCHHBIA JOCTYl W3 KOPIOPATUBHON CETH OCYIIECTBISETCS 0e3
MpUMEHEeHUs cpeAcTB mudpoBanus Tpaduka. YaaneHHbIH goctyn u3 Internet ocymecTBisiercs c
MIPUMEHEHHUEM CPEJCTB mudpoBaHus Tpaduka.

Joctynm k wuHpOpPMAIMK YPOBHSA «KOH(PHUACHIIMATIHHO» OCYIIECTBISICTCS KATETOPUSIMHU
0JIb30BaTeseil: AxMuHuCTpaTopsl, Ton-mMeHemkepsl, COTpyAHUKH.

Konupoanue u mobas nepenaya HHPOpPMAIMU TaHHOTO YPOBHS OIPAaHUYEHBI EPUMETPOM
KOMIIaHUU. Y HUYTOXKEHHE UH(DOpPMALIMK BOZMOKHO TOJIBKO €€ BIaJACIbIIEM.

3. Wndopmarmus ypoBHs «cTporo KoHpumeHmumanmbHo». [lomiexut 3ammre ot HC]]
CpeACTBaMU pa3rpaHUYEHUs IOCTYIA U KpUNTOrpapUIecKOn 3auure.

VYaaneHHbld JOCTYN M3 KOPIOPATUBHOM CETU OCYIIECTBISETCS C MPUMEHEHUEM CPEeICTB
mudpoBanus Tpaduka. VYHaleHHBI [OOCTym COTPYAHHUKOB U3 Internet ocyiecTBisieTcs ¢
NpUMEHEHHEM CpeAcTB mudpoBanus Tpaduka. KonmpoBanume u mobas mepenadya uWHoOpMauu
JAHHOT'O YPOBHS BO3MOJKHO TOJBKO B Ipe/AeaX KOMIIAHUU U TOJbKO aBTOPU30BAHHBIM IEPCOHAM.
YHuutoxeHne nHHOpMaIliu BO3MOKHO TOJIBKO €€ BIaIeTIbIEM.

[IpaBo Ha ymanmeHue WHGOPMALUU YPOBHS ‘‘CEKPETHO” HMMEET TOJBKO aJIMHUHHUCTPATOP
6e3onacHoctu BMecte ¢ UT — aqMuHUCTpaTOpoM (Iapoiib pa3/ielieH Ha JBE 4acTU MEXAYy HUMH) C
paspemienus tex. Jlupekropa.

Joctyn k nHGOpMALIUK YPOBHS «CTPOTO KOH(MUICHIINATBEHO» OCYIIECTBISAETCS KaTErOpUSIMH
noJsp3oBareneil: Ton-menemkepbl, COTpyIHUKY (C pa3perieHus TeX. AUPEKTopa).

4. Undopmanusi ypoBHS «cekpeTHO» momiexut 3amure or HCJ, xpunrtorpaduueckoin
3alUTe U 00s13aTeIbHOMY IPOTOKOJIMPOBAHUIO TOCTYTIA.

VY naneHHbIl TOCTYN W3 KOPIIOPATUBHON CETH OCYILIECTBIISIETCS C NPUMEHEHHEM CPEJICTB
mdpoBanus Tpaduka. Y naneHHsiil noctyn u3 Internet sanpemen. Konuposanue u mobas nepegada
nH(pOpMaLIUK JAHHOTO YPOBHS BO3MOXKHO TOJIBKO B IIpeJieiax KOMIIAHUHU U TOJIbKO aBTOPHU30BAaHHBIM
nepcoHaM. Y HUUYTOXKEHUE UH(POpMaIi BOZMOXHO TOJIBKO €€ BJIaJIENIbLIEM.

[IpaBo Ha ynaneHue HWHPOPMAIIMU YPOBHS «CEKPETHO» HMMEET TOJIBKO aTIMUHUCTPATOP
6e3omacHoct BMecTe ¢ UT-aAMUHUCTPATOPOM aIMUHUCTPATOPOM (Tapojb pas/ielieH Ha JIBE 4acTu

MEX1y HUMH) C pa3pelieHusl TeX. TUPEKTopa.
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Joctyn x nHGOpMAaLUK YPOBHS «CTPOT0 KOH(UIEHIINAIBHO» OCYLIECTBIISIETCA KaTEeTOPUIMU

nojp3oBaresnen: Torn-MeHeHKePBL.

Knaccudukannonnsrii pazmen

JlaHHBIH pa3zesl OMUCHIBACT UMEIOIIUECS B OpraHU3alluid MaTepuanbHble, HH()OpPMaIMOHHBIE
pecypchl U1 HEOOXOTUMBIN YPOBEHD WX 3aIUTHI.

B kadecTBe MaTepHaNbHBIX PECYpCOB MOTYT BBICTYIATh JIEMEHTHI, OMHMCAHHBIC Bhiie. B
NPOCKIMU Ha OPraHM3alHI0 C MOAENbI0 0e30macHOCTH WH(POPMAIMOHHOW ceTH (PHCYHOK 6.9)
TAHHBIA CIICOK MOXET MPUHATH B

AmnmapaTHoe obecrieueHue:

KOMITBIOTEPHI,

HPUHTEPEI,

CKaHEepBHl,

¢axce! u Tenedonsl,

KOMMYHUKAIIMOHHBIC JINHHH,

ceTeBoe 000pyI0BaHuUE (CETEBBIE KAPTHI) M UX COCTABHBIC YACTH.

[TporpammMHuoe obOecrieueHue:

onepanronnsie cuctembl: Windows 2000, Server, NT, 98/95 (s pabouux craHimii),

HPHUKIIATHBIC TPOrpamMMsbl: oducHbie npunokerus (MS Word, MS Excel, ...), 6a3b1 1aHHBIX
(1C, MS Access, Oracle, ...), mpyroe (...),

nmouToBsIie IpoTokoiel POP3, SMTP,

cereBbie MpoToKoIbl: crek TCP/IP,

cucTeMa aHanu3a 3amuinernocty (Internet Scanner),

cucreMa ooHapyxeHus atak |1DS,

HNnpopmannonHoe obecriedenre (BBOJUMbIE U 00pabaTbiBaeMble, XpaHUMBbIE, IIepeaBacMble
U pe3epBHbIC (COXpaHHBIE KOIMHU) JaHHbIE U METAJaHHbIE):

JaHHble 0 coTpyaHHKax (MH(opmarus o nmuyHoctu (OUO, ...), 3aHUMaeMON JOIKHOCTH,
mpaBax J0cTymna K nHdopmanuu, 3apaboTaHHOH IUIaTe, ...),

JTAHHBIE O KIIMEHTaX/TapTHepax,

JTAaHHBIE O COTJIALICHUAX/KOHTPAKTAX C KIMEHTaMH/TIapTHEPaMH,

IPOMEXYTOUHBIE TaHHbIE (TTpH 00paboTKe Kakoi Obl TO HU ObLTO HHpOPMALIUN),

JaHHbIE O KOH(UTYpaIN CUCTEMBI, UCIIOJIB3YEMOM 000PYIOBAHUU U IIpOrpamMmax,
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ITepconann:
obcyxxuBatomii nepconan (UT — agMuHUCTpaTOPHI, aIMHUHUCTPATOPHI OE30MACHOCTH),
[0JIb30BAaTENM (aAMMHUCTPALMSI OpraHU3alMy, TOI-MEHEKEPhl, 3KOHOMUCTBI, HOPHUCTHI,
KJIaIOBILUKH, KIMEHTBHL, ... ).
JlokymeHTaius (KOHCTPYKTOpPCKasi, TEXHUYECKasl, OJIb30BaTEIbCKas, ... ).
Pacxonnble Marepuasl:
Oymara,
MarHUTHBIE HOCUTEIIN,
KapTPUKH,

Ap.

[ITaTHbIl pa3znen

JlaHHBIA pa3fen XapaKTepu3yeT Mephl 0e30IacHOCTH, MPUMEHSEMBbIE K MEepCOHaly, WHaue
rOBOps, 3TH JOKYMEHTHl (YHKIMOHHPYIOT Ha TPOLEAYPHOM YPOBHE 3allUTHl HH(OPMAIIHH.
Tunosble TOKyMEHTHI:

Onucanue 10KHOCTEN C TOUKU 3peHUs] HHPOPMALMOHHOM 6e301acHOCTH,

Opranuzanysa o0y4eHus U NepenoAroToBKU MepcoHaa,

[Topsimok pearnpoBaHus Ha HapYLIEHUs peXrMa 0€3011aCHOCTH U T.I1.

JlaHHBIH ypoBeHb ObUT TOJPOOHO paccMOTpEH paHee (cM. 11.3).

Paznen uncrpykuuii u TpeboBaHMit 10 00ECTICUEHUIO BHYTPEHHEH

MH(OPMallMOHHON 0€3011aCHOCTH KOMIIaHUHU

[TpuBeny nepedeHb BCeX TUIOBBIX MHCTPYKIIMIA:

[TpaBuia napoJIbHOM 3aIUTHI

[TpaBuiia 3aIUTHI OT BUPYCOB U 3JI0HAMEPEHHOTO IIPOTPaMMHOT0 0OecTIeyeHHs

TpeboBaHMs 110 KOHTPOIIIO 32 GPUZNUECKOTO JTOCTYIIOM

TpeboBanus 1o GpU3MUECKON 3auTe 000PYAOBAHUS

WucTpykius no 6€30macHOMY YHUUTOXKEHUIO HH(POpMALMK UIH 000pyI0BaHHS

NHucTpykius mo 6e30macHOCTH pabovero MecTa (JJOKYMEHTOB Ha paboueM CTOJIe B Ha DKpaHe
MOHHTOpA)

[TpaBuia ocymiecTBIEHUS YAAJICHHOTO JIOCTYIIa

[IpaBuiia ocyImiecTBIEHUS JIOKAJILHOTO JOCTYyMa

TpeGoBaHus pe3epBHOrO COXpaHEHUSI MHPOPMAIUU
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TpeboBaHMsI MOHUTOPUHTA U BEJICHUS AUArHOCTUUECKUX JIOT (hailioB
TpeboBaHre MOHUTOPHUHTA TOCTYTIA M UCIIOJIB30BaHUS CUCTEM M BEJCHUS JIOT (DailioB
TpeboBanwus pu 0OpaIICHUH ¢ HOCUTEISIMUA JaHHBIX
TpeboBaHMs 110 HEIEKTPOHHOMY HH(POPMALIMOHHOMY OOMEHY
TpeboBaHus IpH perucTpaly nojab30Barenen
TpeboBaHwus 110 MPOBEPKE MPaB MOJIb30BATENCH
TpeboBaHMs 110 KOHTPOJIIO AOCTYIA B OTIEPALIMOHHYIO CUCTEMY
TpeboBanue k nporeaype Bxoaa B cucremy (log on)
[TpaBuia CHOIB30BAHUS CUCTEMHBIX YTUIUT
[TpaBuna ynaneHHOW pabOThl MOOMIIBHBIX ITOJIb30BATEICH
Crnenyrouue TpedOBaHUs JOHKHBI ObITh IPEAYCMOTPEHBL:
TpeboBanue pacnpeaesieHus: OTBETCTBEHHOCTH NP 00ecrieueHNH 0e301acHOCTH
[TpaBuia 6e30macHOCTH MPH BBIOOpE IepcoHaa
TpeboBaHMs KOHTPOJISI OTIEPATUBHBIX M3MEHEHUI
TpeboBaHus MPOBEPKH BXOTHBIX JTAHHBIX
TpeboBaHMs K IPUMEHEHHUIO KpUNITOrpaUUeCKUX CPEICTB yIpaBIECHUS
TpeboBaHMs 110 KOHTPOJIIO IPOTrPaMM OINEPALMOHHON CUCTEMBI
TpeboBaHMs 110 KOHTPOIIIO AOCTYIA K HCXOIHBIM TEKCTaM MPOrpaMM U OHOIHOTEK
TpeboBaHMs KOHTPOJISI BHOCUMBIX H3MEHEHUH
TpeboBanue obecrieueHusI HENPEPHIBHOCTH On3Heca
TpeboBaHust coOIr0IEHUS ABTOPCKOTO MpaBa Ha MporpaMMHoe o0ecreyeHne
TpeboBanus obecrieyeHus] COXPaHHOCTH YUK (CBUAETEILCTB, I0KAa3aTEIbCTB)
TpeboBaHMsI 110 YIIPABICHUIO CUCTEMHBIM ayJHTOM
HNHucTpykuun

[To mpuemy Ha pa®OTy M JOIyCKY HOBBIX COTPYIHHUKOB K pabore B AC M HajeneHus UX

HE0OXO0IMMBIMU MTOJIHOMOYHSIMH MO JOCTYIY K pECypcaM CUCTEMBI.

ITo YBOJIbHCHUTIO pa6OTHI/IKOB W JIMIOCHHUA UX IIpaB JOCTyIla B CUCTEMY.

IlIo pgeicTBUSIM Pa3JIMUHBIX KaTCT! OpI/Iﬁ NnepcoHajla, BKJIKOYasA COTPYAHUKOB OTACIIA

0e30IMacHOCTH I/IH(pOpMaI_II/II/I, M0 JUKBUJAIUM TOCJIEACTBUIH KPHU3HUCHBIX (aBapHﬁHBIX nin

HEIITATHBIX) CUTYaIlHii, B CIydae UX BOZHUKHOBEHUSI.

JleiicTBusl mepcoHana MO JIMKBUAAIMU TIOCHENCTBUH KPHU3UCHBIX (aBapUUHBIX WK

HCIJ_ITaTHBIX) CI/ITyaLII/II‘/’I B CJIy4aC UX BOBHUKHOBCHHUA.

HpOLICI[ypBI KOHTPOJIA B CJIy4a€ HHIIUJICHTOB.
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7. Kontposb 6e30macHOCTH HHOOPMAITMOHHONW CHCTEMBI

7.1. HopmaTtuBHas 6a3a aynuta

7.1.1. 3akoHOIATETLCTBO B 00JIACTH ayIuTa OE30MIaCHOCTH

Haubosee 3HaYMMBIMM HOPMATHBHBIMH JIOKyMEHTaMH B 001acté MHGOPMAIIMOHHON
0€30MacHOCTH, ONPEACNSAIONIMMU KPUTEpUU Juisd OueHKW 3amuieHHoctn AC, um TpebOoBaHus,
MPEABSBISEMbIE K MEXaHU3MAaM 3aLIUThl, SBJISFOTCS:

OO0mre KpuTepuu OIEHKH Oe3omacHocTH HH(popMaruoHusix TexHonoruii (The Common
Criteria for Information Technology Security Evaluation/ISO 15408);

[pakTrueckue mpaBuia yrnpasieHus uHdopmarnmonHon Oe3omacHocteio (Code of practice
for Information Security Management/ISO 17799);

Kpome sToro, B Hamell cTpaHe NEpBOCTENIEHHOE 3HAYEHUE UMEIOT PyKoBOAsIIIINE TOKYMEHTHI
(PX) T'ocrexxomuccum Poccuu. B npyrux crpaHax HMX MECTO 3aHMMAIOT COOTBETCTBYIOIIME

HallMOHAJIBHBIE CTAHIAPTHI (TaM, TJ€ OHH €CTh).

ISO 15408: Common Criteria for Information Technology Security Evaluation

Haubomee momHO KpuTepuu sl OIEHKH MEXaHM3MOB O€30MacHOCTH TMPOrpaMMHO-
TEXHUYECKOTO YPOBHsI MTPE/ICTABICHBI B MexkayHapoaHoM cranmapte ISO 15408: Common Criteria
for Information Technology Security Evaluation (OOmuwe kpuTepun OIIEHKH O€30MaCHOCTH
MH(OPMALIMOHHBIX TEXHOJIOTHI), IpUHITOM B 1999 rony.

OO0me KpuTepuu OIEHKH 0€30MmacHOCTH MH(POPMAIMOHHBIX TeXHOJOoTui (manee «OOmue
Kputepun») omnpenenstor (QyHKIMOHANbHbIE TpeOoBaHus Oe3omacHocTu (security functional
requirements) W TpeOOBaHHMsS K aJCKBATHOCTH peajau3anud (yHKIUH Oe3omacHocTH (Security
assurance requirements).

[Tpu npoBeaenun padot no aHanusy 3amuieHHoctu AC, a takxe CBT «O6mue kpurepumn»
11eJ1ecO00pa3HO UCIOIb30BATh B KAUECTBE OCHOBHBIX KPUTEPHUEB, IMO3BOJISIONINX OLIEHUTh YPOBEHb
sanumeHHocTH AC (CBT) ¢ Touku 3peHus MOTHOTHI pealn30BaHHBIX B HEl (GyHKLUI 6e30macHOCTH
Y HaJIS)KHOCTH PeaTN3aliu 3TUX (YHKIIHH.

XoTa MPUMEHUMOCTh «OOIUX KPUTEPUEB)» OTPAHUUYMBACTCS MEXaHHU3MaMH O€301TacHOCTH
MIPOrPaMMHO-TEXHUYECKOTO YPOBHS, B HHUX COJEPXKHUTCS OINpEAEICHHBIH Habop TpeOoBaHMU K
MeXaHu3MaM O€30MaCHOCTH OpPraHU3allMOHHOTO YpPOBHS W TpeOoBaHMN MO (U3MYECKOH 3aluTe,

KOTOPBIC HETIOCPEACTBEHHO CBA3aHbI C OITMCBIBACMbIMU q)YHKHI/IﬂMI/I 0€30MacHOCTH.
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[TepBast yacth «OOLUMX KPUTEPHUEBY COAEPKUT OMpPENEICHUE OOIUX MOHATUHN, KOHIIETIINH,
OMHMCAaHWE MOJENW ¥ METOIUKH NpoBelaeHUs oreHku OezonmacHoctu WT. B Helt BBOomuTCs
MOHATUIHBIN anmnapaTt, U ONMPEeIIAIOTCS MPUHIUITEL (POPMATN3ALUHU PEIMETHON 00JIaCTH.

TpeboBanus K HYHKIIMOHATBHOCTU CPEACTB 3aLIUTHI MPUBOASTCS BO BTOPOil yactu «OO0mumx
KpUTEPUEB» M MOTYT OBITh HEMOCPEACTBEHHO MCIIOJIb30BaHbl MPH AHATU3€ 3AIUIIEHHOCTH IS
OIICHKH MOHOTHI peanu3oBaHHbIX B AC (CBT) ¢yHkumii 6e30macHOCTH.

Tpetbst yactp «OOMMX KPUTEPHEB» COACPKUT KiacChl TPeOOBaHUN T'apaHTUPOBAHHOCTH
OLICHKH, BKJIIOYasl Kjacc TpeOOBaHUM M0 aHAIU3Y YSI3BUMOCTEH CPEACTB M MEXaHU3MOB 3aIIUTHI [10]1
Ha3BanueM AVA: Vulnerability Assessment. JlaHHBIH Kjacc TpeOOBaHWH OIpeaeseT METOJbI,
KOTOPBIE JOJDKHBI UCIOIB30BATHCA JUIA MPEAYNPEKICHHS, BBIIBICHUS U JTUKBUAALNU CIEIYIOIINX
THIIOB YSI3BUMOCTEM:

Hannuue noGoYHBIX KaHATIOB YTEYKU MH(DOPMALINK;

Ommbku B KOHGUTYypaluu TUOO HEMPaBHILHOE HCIIONb30BAHHE CHUCTEMBI, MPUBOJAIIEE K
nepexoly B He6e301acCHOE COCTOSIHUE,

Henocrarounast HameXHOCTh (CTOHKOCTH) MEXaHHU3MOB O€30MAaCHOCTH, pPEANTHU3YIOMINX
COOTBETCTBYIOIINE GYHKIIUU O0€30MaCHOCTH;

Hanuuue ys3BuMocTeil («IbIp») B CpeACTBaX 3alIUThl HHPOPMAIUH, JAIOIIMX BO3MOXKHOCTh
nosb3oBaressiM nonydars HC/ k undopmariuu B 00X0/1 CyIIECTBYIOIIUX MEXaHU3MOB 3aIlIUTHI.

CooTBeTcTBYIOIKE TPEeOOBAaHUSI TAPAHTUPOBAHHOCTH OLEHKU COJECPXKATCA B CIIEIYIOIIUX
YeThIpex ceMelcTBax TpeOOBaHMIA:

CemeiictBo AVA CCA: Covert Channel Analysis (AHanu3 KaHaJIOB YTE€UKH HHPOPMALIUN);

CemelictBo  AVA MSU: Misuse (Omubku B KOHQUTypauuu JMOO HENpaBUIbHOE
WCTIOJIH30BAHUE CUCTEMBI, TPUBOJSIIIEE K MIEPEXO/Yy CHCTEMBI B HEOE301TaCHOE COCTOSIHUE);

CemeiictrBo  AVA_SOF: Strength of TOE Security Functions (Croiikocts (yHKIHI
6e30macHOCTH, oOecreunBaeMas UX peain3anueil);

CewmeiictBo AVA VLA: Vulnerability Analysis (AHanu3 ysa3BUMOCTEH ).

[Ipu mpoBeaeHUU padOT MO ayaUTy OE30MACHOCTH MEPEYUCIICHHBIE CEeMECTBa TpeOOBaHMIt

MOTYT MCIIOJIb30BaThCs B KAUECTBE PYKOBOJICTBA U KpUTepueB A aHanu3a ysazsumocteit AC (CBT).
ISO 17799: Code of Practice for Information Security Management
HanbGonee monHo KpUTCpun Jis1 OLUCHKH MCXaHU3MOB 0€e30IacHOCTH OpTraHHu3allMOHHOI'O

yYpOBHS MpejcTaBleHbl B MexayHapoaHoM ctannapte ISO 17799: Code of Practice for Information

Security Management (IIpakTrueckue npaBuia yrpaBieHHs WHOOPMANMOHHOW 0€301aCHOCTHIO),
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npunstom B 2000 romy. ISO 17799 saBnsercs HM 4YeM HMHBIM, KaK MEXKIYHApOIHOM BepcHEM
Oputanckoro cranaapra BS 7799.

ISO 17799 conepkuT mpaKTHYECKHE TMpaBWia IO YIPABICHUIO WHPOPMALIMOHHOK
0€30IIaCHOCTBIO U MOXET MCIIOJIb30BaThCsl B KadyeCTBE KPUTEPUEB JJIsl OLEHKHM MEXaHU3MOB
0€30I1aCHOCTH  OpPraHU3allMOHHOTO YPOBHs, BKJIIOYas aJIMMHUCTPAaTHBHbBIC, INPOLEIYpPHbIE U
(du3nyecKre Mephl 3aIUTHI (00 ’TOM YIIOMUHAIOCH B TIEPBOM pasjielie).

[TpakTrueckue mpaBuiia pa3ouThl Ha caeayromue 10 pa3aenos:

[Tonutuka 6e30macHOCTH;

Opranu3anus 3aIiuThl;

Knaccugukaius pecypcoB 1 UX KOHTPOJIb;

be3omnacHocTh nepcoHana;

dusnueckas 0€30MaCHOCTb;

AJIMUHHCTPUPOBAaHHE KOMIIbIOTEPHBIX CUCTEM M BBIUMCIUTENbHBIX CETEH;

VYrpasieHue J0CTynoMm;

Pa3paboTka 1 conpoBoxIeHHE HHPOPMALMOHHBIX CUCTEM;

[TnanupoBanue 6ecriepe0oiiHON PaboThl OpraHu3aluy;

KoHTpomb BbINOIHEHUS TPEOOBAaHUM MOJUTUKH O€30MIaCHOCTH.

B sTHX pasmenax comepKHUTCS ONMHMCAHHE MEXaHW3MOB 0€30IMacCHOCTH OPraHU3aIMOHHOTO
YPOBHSI, pean3yeMbIX B HACTOAIICEC BPEMs B MPABUTEIHCTBEHHBIX U KOMMEPUECKUX OPTaHMU3aLUsIX
BO MHOTHX CTpaHaxX MUpa.

Jecats cpencTB KOHTpOIs, npeiaraeMbix B ISO 17799 (oHn o003HaueHBI KaK KIIOUEBBIE),
CUMTAIOTCS OCOOCHHO BaXHBIMH. [loj cpeicTBaMM KOHTPOJS B JAHHOM KOHTEKCTE MOHUMAIOTCS
MEeXaHHU3MBbI yIIpaBIeHUS HHPOPMAIIMOHHON 0€3011aCHOCTHIO OpraHU3aluy.

[Tpu ucmonb30BaHUM HEKOTOPBIX M3 CPEICTB KOHTPOJIS, HAIpUMEp, MUPPOBAHUS JaHHBIX,
MOJKET MOTpPeOOBAThCS OLEHKA PUCKOB, YTOOBI ONPENETUTh HYXKHBI JIU OHM U KakuM 00pazoMm ux
clelyeT peanu3oBbiBaTh. [ oOecniedyeHus Oojiee BHICOKOIO YpPOBHS 3alllUThl OCOOEHHO IIEHHBIX
PECYPCOB WJIM OKa3aHMsI MPOTUBOJCHCTBUS OCOOEHHO CEpbE3HBIM yrpo3aM O€30MacCHOCTH B psizie
CllyyaeB MOTYT MOTpeOoBaThcs Oosiee CHIIbHBIE CPEICTBA KOHTPOJIS, KOTOPHIE BBIXOIAT 32 PaMKH
ISO 17799.

JlecsATh KITFOUEBBIX CPENICTB KOHTPOJS, TIEPEUYNCICHHBIC HWXKE, MPEICTABISIOT CO00H MO0
oOs3aTenbHBIE TPeOOBaHMS, HAMpuUMep, TPeOOBaHUs JCHCTBYIOIIETO 3aKOHOJATEIhCTBA, JIMOO
CUMTAIOTCS OCHOBHBIMU CTPYKTYPHBIMH 3JIEMEHTaMU MH(OPMAIMOHHON 0e30MacHOCTH, Hampumep,
o0y4yeHue mpaBuiaM 0€30MaCHOCTU. DTH CPEJICTBA KOHTPOJS aKTyallbHBI JUIsl BCEX OpTraHU3alUil u

cpen ynkuuonupoBanuss AC M COCTaBISIOT OCHOBY CHUCTEMBI YIpaBieHHs HHGOPMAaLMOHHON
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OezomacHocThi0. OHM CIy)XaT B KauecTBE OCHOBHOTO pYKOBOJCTBA JUISI OpraHM3aIH,
MPUCTYMAIOMIMX K pealln3alliy CPEJCTB YIPaBICHUs HHPOPMALMOHHON O€30M1aCHOCTBIO.

KiroueBbIMH SBISIOTCS CIEIYIONINE CPEICTBA KOHTPOJIS:

JIOKyMEHT 0 HOJHUTUKE HHPOPMAIIMOHHONW 0€30IIaCHOCTH;

Pacripenenenune o0s3anHOCTEH 110 0OecTIedeHNI0 HH(POPMAIMOHHON O€30I1acHOCTH;

OOydenue ¥ TOATOTOBKAa IMEpPCOHANA K MOANCPKAHUIO peXUMa HHPOPMALMOHHOM
0€30I1aCHOCTH;

VYBeJOMIIEHHE O CITydasix HapyIICHUS 3aIUThI;

CpencrtBa 3amUThl OT BUPYCOB;

[TnanupoBanue 6ecriepe0oriHON PabOThl OpraHN3aINY;

KoHTpons Haj KOMMPOBAaHMEM IPOTPAMMHOIO OOECIEUEHHs, 3AIIUIICHHOTO 3aKOHOM 00
aBTOPCKOM IIPaBe;

3amuTa JOKyMEHTAIH OPraHU3alluH;

3amuTa JaHHbBIX;

KoHTpOJb COOTBETCTBUS OTUTHUKE OE30MTACHOCTH.

[Ipouenypa ayaura 6e3onacHoctu AC BKIIOYaeT B ce0s MPOBEPKY HATMYHS ITEPEUUCICHHBIX
KJIFOUEBBIX CPEACTB KOHTPOJIS, OLIEHKY IOJHOTHI M MPABUIBHOCTH X PEANM3alMY, a TAKKe aHAIIU3
UX aJeKBaTHOCTH pPHCKaM, CYIICCTBYIOIIMM B JaHHOW cpeae ¢(yHkmuonupoBanus. CocTaBHON

4acTbio paboT 1o aynuty 6ezonacHocTd AC Takke SIBJISETCS aHAINU3 U YIPaBICHUE PUCKAMHU.

PJ1 I'ocrexxomuccuu Poccun

B o0mem ciygae B Hamieil cTpaHe MpU PENICHUH 3a/]ad 3allUThl UHPOPMAIMH JTOHKHO
obecrieunBaTbcsi  COONMIOJIEHUE cleayromux yka3oB [IpesumeHta, (QeaepanbHbIX 3aKOHOB,
nocranosieHuil [IpasurenscrBa Pocculickon ®enepaunu, P/ I'ocrexkomuccun Pocecnn u npyrux
HOPMAaTUBHBIX JOKYMEHTOB (CM. Takxke paszaen 1):

HoxTtpuna unpopmarmonHoi 6e3onacuHoctu Poccuiickoit deaepanuu;

Vka3 Ilpesunenta PO or 6 mapra 1997 r. Nel88 «OO06 yTBepaeHUU TepedHs CBEACHUM
KOH(HIEHIIMATIBHOTO XapaKTepay;

3akoHn Poccuiickoii ®enepaunu «O6 uHbopmanuu, HHPOpMATH3AUMK U 3alIUTE
unpopmanum» ot 20.02.95 N 24-P3;

3akoH Poccuiickoit @enepanuu «O cBsa3u» ot 16.02.95 N 15-D3;

3akoH Poccuiickoii ®enepaunn «O NpaBOBOM OXpaHE MPOrpaMM s 3JIEKTPOHHBIX

BBIYMCIIMTENLHBIX MAIIMH U 0a3 manueix» ot 23.09.92 N3523-1;
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3akon Poccuiickoit ®eneparuu «O06 y4acTMHM B MEXKIYHApOIHOM HWH(POPMAIMOHHOM
oomene» ot 04.07.96 N 85-D3;

[TocranoBnenue IlpaButenscrBa Poccuiickoit @enepanun «O JULEH3UPOBAHUM OTIEJIBHBIX
BUJIOB JiesTeIbHOCTH» OT 16.09.98T;

3akoH Poccutickoit @enepanuu «O rocynapcTBeHHOM TaiiHe» oT 21 utona 1993 r;

['OCT P 51583 «3amura unpopmarmu. [Topsaok cozganust aBTOMaTU3UPOBAHHBIX CUCTEM B
3aLUIIIEHHOM UCIIOJTHEHUN.

PyxoBomsmuii nokymeHT «llonokenne mo arrectanud OOBEKTOB HH(OpMATH3ALUH IO
TpeboBanusiM Oe3omacHocTu uHGopMmanuu» (YtBepxkaeno Ilpencemarenem I'ocrexxkomuccuu
Poccun 25.11.1994 r.);

PykoBogsmuit JIOKYMEHT «ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3amura oT
HECaHKIMOHUPOBAaHHOTO noctyna K uHpopmanuu. Knaccudpukauus AC u TpebGoBaHUS K 3aluTe
nHpopmanun» (I'ocrexkomuccus Poccuu, 1997);

«Ilonoxenne o cepruuUKAUM CPEICTB 3alIUTHl HHGOpPMALKMKU 1O TpeOOBaHUAM
6e3omacHoctu nHpopmanuny» ([Tocranosnenne [IpaBurenscrea PO 608, 1995 1.);

PykoBogsmmii  nokymeHT «CpeacTBa BbIYMCIUTENbHOM TexHUKU. 3ammrta ot HCJ
unpopmanuu. [lokazarenu 3ammmennoctu ot HCJ| k mnpopmanun» (I'ocrexxkomuccus Poccum,
1992 r.);

PykoBogsiuii nokymeHT «KoHIenus 3auThl CpeJCTB BhIUUCTUTENbHON TexHuku o HC/]
k uHpopmanun» (I'ocrexxomuccust Poccun, 1992 r.);

PykoBomsumii nokymeHnt «3ammra ot HCJl x undopmaruu. TepMuHbl U onpeaencHUs»
(I'octexxomuccus Poccun, 1992 r.);

PykoBonmsamuii  nokymeHT «BpemeHHOe TOJIO)KEHHE 10 OpraHu3aluu  pa3pabdoTKH,
M3TOTOBJICHHS] M JKCILTyaTallid MPOTPAMMHBIX M TEXHUYECKHX CPEJCTB 3alIUThl MHGOPMAIUU OT
HCJl B AC u CBT» (I'ocrexkomuccus Poccun, 1992 1.);

PykoBonsammii nokymeHT «CpeicTBa BBIYUCIUTEIBHOW TEXHUKH. MeEXKCETeBble HSKpaHb.
3amura ot HCJ x wundopmarnuu. Ilokaszarenu 3ammumienHoctd ot HCJ x undopmarumy»
(I'ocrexxomuccust Poccuu, 1997 1.);

PykoBomsamuii 1oKkyMeHT «3amuTa OT HECAaHKIMOHHPOBAHHOTO IOCTyMa K HHQOpPMAIUH.
Yacts 1. [IporpamMmmuoe obecrnieuenne cpeacts 3ammThl nHGopmaimu. Knaccudukanus mo ypoBHIO
KOHTPOJISI OTCYTCTBHS HE JICKJIapUPOBAaHHBIX Bo3MoXkHOCTel» (I"ocTtexxomuccust Poccun, 1999 r.);

PyxoBomsiuii okymeHT «CrienuaibHble TpeOOBaHUS W PEKOMEHJAIMU 10 TEXHUYECKOMH

3anmTe KoHpuaeHunanbHoi nnpopmarmn» (I'ocrexxkomuccust Poccun, 2001r.).
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P/ I'ocrexkomuccun Poccuu coCTaBISIIOT OCHOBY HOPMATUBHOM 0a3bl B 00JIACTH 3aIIUTHI OT
HC/ x undopmanuu B Hameil ctpane. Hanbonee 3HauuMble U3 HUX, ONPEICISIONINE KPUTEPUU JUTS
oueHkH 3amuuieHHocty AC (CBT).

Kputepun 1711 OLIGHKM MEXaHHU3MOB 3alIMThl IPOrPaMMHO-TEXHUYECKOIO YPOBHS,
rcnoJib3yemble pu ananuze 3amuimeHHocTd AC u CBT, Boipaxensl B PJ[ I'octexkomuccun PO:

«AC. 3ammra or HCJ] x undopmamuu. Knaccupukanuss AC u TpeGoBaHUS O 3aIIuTe
unpopmanun» u «CBT. 3ammra or HC/] x nundopmanmu. [Tokazarenu 3amumennocta ot HC/L
nHpopMaumn.

P/l «CBT. 3ammra ot HCJ[ x mudopmanuu. Ilokazarenu szammmennoctu or HCJl k
uHpOpMALIUN».

Pl «CBT. 3ammra or HCJ| x umnapopmammu. Ilokazaremn sammmiennoctu ot HCJ[ x
uHpopmanun» ycraHaBiauBaer kiaccuduxamuio CBT mo yposuio 3ammmenHoctd or HCJH x
uHpopmanuy Ha 0a3e mepeuHs MOKaszareiei 3allUIIEHHOCTH M COBOKYITHOCTH OIMCHIBAIOLIUX HX
TpeboBanuii. (OCHOBHBIM HCTOYHUKOM TIPU Pa3pabOTKE ATOTO TOKYMEHTA MOCITYKUJIa aMePUKAHCKAS
«OpanxeBasi KHMra»). YcraHaBiauBaeTcsi ceMb KkiaccoB 3amuiieHHoctd CBT or HCJH x
uHpopmanuu. CaMblil HU3KUI KJIacC CeAbMOM, caMblil BBICOKHUH - epBbld. Kiiaccsl mopa3aenstorcs
Ha YeThIpe TPYIIIbI, OTINYAIOIINECS YPOBHEM 3alUTHI:

[lepBast rpymnmna coaep>KuT TOJIbKO OJMH CEIbMON Kilacc, K KoTopoMmy oTHocsT Bce CBT, He
YAOBJIETBOPSIOIINE TPEOOBAHUSIM 00JIe€ BHICOKUX KIIACCOB;

Bropas rpymnmna xapakTepusyeTrcsi JUCKPELIMOHHOM 3alIUTONW M COJAEPKUT LIECTOM M IATHINA
KJIACCBI;

TpeTps rpynna xapakTepu3yeTcs MaHAATHOW 3alllMTON M COJEPKUT YETBEPTHIM, TPETHN U
BTOPOM KJIACCHI;

YerBeprass rpymna XapakTepusyeTcss BepU(UIMPOBAHHON 3alllUTOM COAEPKUT TOJBKO
IIEPBBII KJ1acc.

PJI «AC. 3amurta ot HCJl x uadpopmannu. Knaccudukarus AC u TpeOOBaHUS 10 3aIIUATE
uH(pOpMALIUNY.

PJI «AC. 3amura or HCJ] k undopmanuu. Knaccupukanus AC u TpeboBaHMs 1O 3aIIuTe
uHpOpMalMK» YCTAaHABIMBAET KJIACCH(PHUKAIMIO aBTOMATU3MPOBAHHBIX CHCTEM, MOJUIKAIIUX
3alUTe OT HECAHKIMOHUPOBAHHOTO JoCTynma K uHpopMauuud, U TpeOOBaHUS 10 3alluTe
unpopmanun B AC pasznuusHbiX kiaccoB. K uucny ompenensiomux NpU3HAKOB, MO KOTOPHIM
npousBoauTcs rpynnupoBka AC B pa3inyHbI€ KIacChl, OTHOCATCS:

Hanmure B AC nH(opManuu pa3inyHoro ypoBHs KOH(OUICHINAIBHOCTH;

ypOBEHb OJTHOMOYMH cyOBekToB AocTyna AC Ha A0CTYI K KOH(UIEHIIMATbHON

uH(popMaLnu;
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pexuM 00paboTku JaHHBIX B AC - KOJUICKTUBHBIN WM MHIAUBUIYaTbHBIH.

VYcranaBnmuBaercs AeBsATh kiaccoB 3ammuiieHHOCTH AC ot HCJl x urdopmarmn. Kaxmasiii
KJIACC XapaKTEPU3YyeTCs ONMPeIeICHHOW MUHUMAIBHON COBOKYITHOCTBIO TPEOOBAHMIA 110 3aIIIHTE.

Knaccsl mozpasnensioTcss Ha TpU TPYMIbI, OTIUYAIOIIKMECS OCOOCHHOCTSMHU 00paboTKu
nHpopmanuu B AC. B nipenenax kaxaou rpynibl cobitogaeTcs uepapxust TpeOOBaHUH 10 3aIIUTe B
3aBUCHMOCTH OT IICHHOCTH M KOH(UIEHIMAILHOCTH WH(OpMAIMU M, CICIOBATEIBHO, HEpapXus
KJ1accoB 3amuieHHocTa AC.

P/l «CBT. MexcereBbie skpanbl. 3amuta oTr HCJ x wunbopmamuu. Ilokazarenun
samumenHocty ot HCJI k uadopmarum.

[Ipu ananu3e CUCTEMBI 3alMTHl BHEIIHErO IMEPUMETpa KOPIOPATUBHOM CETH B KadyeCcTBE
OCHOBHBIX KpUTEpHEB Liesecoo0pa3Ho ucnoib3oBaTh P/ «CBT. MexceTeBble 3KpaHbl. 3aIiuTa OT
HCJI x undopmanuu. Ilokazarenu 3ammumenHoctd ot HCJ k undopmarnuny. JJaHHBI JOKYMEHT
omnpenenseT nokasarenu 3aumiieHHocty MO. Kaxaplil moka3arenpb 3alUIIIEHHOCTH MPEACTABIISIET
coboit Habop TpeOoBaHWI  OE30MACHOCTH, XapaKTEPH3YIOIIUX  OINPEACICHHYI0  00JIacTh
¢dbynkunorupoBanusi MD. Beero BoienseTcs msaTh MOKa3aTeNei 3ainIIeHHOCTH:

VYrpasieHue 10CTynoM;

WNnentuduxanus u ayTeHTUPUKAIUS;

Peructpanus coObITHI U OIOBEIIEHHUE;

KonTposb nemoctHocTy;

Boccranosnenue paboTocmocoOHOCTH.

Ha ocHoBanuu mnokaszaTeneil 3alIUIIEHHOCTH OIPEACNAIOTCS CIEAYIOIIHE MSITh KIACCOB
3aIUIIEHHOCTH MD:

[Tpocreiimue GuABTPYyIOMIME MapIIPYTU3ATOPHI — 5 Kiacc;

[TakeTHbie GUIBTPHI CETEBOTO YPOBHS — 4 KIiacc;

[Tpocreimme MO npukinagHoro ypoBHs — 3 Kjacc;

M5 6a3oBoro ypoBHs — 2 KJacc;

[Tponsunyteie MO — 1 kiacc.

MDD mnepBoro kiacca 3alIMIIEHHOCTH MOTYT Hcnoisib3oBaThcsi B AC knacca 1A, kimaccax
o0OpabaTeIBafOIIMX HHPOPMAIMIO «O0CO00W Ba)XXHOCTW». BTOpomy Kiaccy 3alUIIeHHOCTH MO
cooTBeTcTBYeT Kiacc 3amumerHocty AC 1b, nmpenHasHadeHHBIA 1711 00paOOTKH «COBEPIIIEHHO

CEeKpeTHOI» nH(popManuu u T.11. [3].
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7.1.2. Cra"nmapThbl ayAUTOPCKOMN AEATEIbHOCTH

ACCOLII/IaL[I/IH ayauTa 1 KOHTPOJIA I/IH(I)OpMaL[I/IOHHBIX CHUCTEM

Accornpanust ayauTa W KOHTpoJdss uHpopmanuoHHbIX cucteM — ISACA. Ilogxom
npoBeaeHuto ayauta MC, kak OTIEIbHON CaMOCTOSITEIBHOW YCIyrH, C TEYEHHUEM BpPEMEHHU
VIOPSAOYWICS M CTaHAapTU3UpoBaics. KpymHble U cpeqHue ayIuTOPCKHEe KOMIaHWKM 00pa3zoBaiv
accoIMaIu: Co3bl mMpodeccuoHanoB B oomactu ayauta MC, KoTopble 3aHUMAIOTCSl CO3/IaHUEM H
COMPOBOXKICHUEM CTaHAAPTOB ayAuTOpCKoW nesrenbHOoCcTH B chepe WT. Kak mpasuio, 310
3aKpBITHIC CTAaHAAPTHI.

Accounanus ISACA 3anumaercs oTKpbITON cTannapTusanueit aynura UC.

Accommanus ISACA ocuoBana B 1969 rony u B HacTosiee BpeMsi o0benuHseT okono 20
ThIcsiu wieHoB u3 Oonee yem 100 crtpan, B Tom uucie u Poccun. Accoumanus KOOpIUHHUPYET
nesitenbHOCTh O6osee ueM 12000 ayauTopoB HHGOOPMAITMOHHBIX CUCTEM.

OcHoBHasl JeKJIapupyemast 1ellb aCCOIMAINN: 3TO HCCIICIOBaHUE, pa3paboTKa, MyOIrKaIus
U TPOJBIKEHHE CTaHJAPTU30BAHHOTO Ha0Opa TOKYMEHTOB MO YIPaBICHUIO HH(OPMAIIMOHHOU
TEXHOJIOTHEH  JUIsi  €XKEIHEBHOTO  MHCIIOJNB30BAaHMUS  AAMHHHCTpATOpaMH U ayAUTOPaMH
WH()OPMAIIMOHHBIX CHCTEM.

B momomp mpodeccHoHANBHBIM ayauTOopaM, aJIMHHHCTPATOPaM H 3aWHTEPECOBAHHBIM
nonb3oBarensiM accouuanned ISACA u npHUBIEUYEHHBIMU CHEHUAIUCTAMH U3 BEAYIIMX MHUPOBBIX

KOHCAJITHHIOBBIX KOMIaHu# OblI pazpaboran cranaapt CoBiT.

CoBIiT

CoBiT (KontponbHble 00BEKTH MH(OPMAIMOHHON TEXHOJOTMH) — OTKPBITHIM CTaHIapT,
nepBoe u3zianue, koropoe B 1996 roay Obuto mpoaano B 98 cTpaHax mo BCEMY MHUPY U OOJIETUHIIO
paboty mnpodeccHOoHaNbHBIX ayauTOpoB B cdepe uHPOpMaMOHHBIX TexHomorul. CraHmapT
CBsI3bIBa€T MH(OPMAIIMOHHBIE TEXHOJIOTUU U JECHCTBHS ayJUTOPOB, OOBEIMHSIET U COTIACOBBIBACT
MHOTHE JpYyrue CTaHJapThl B €IUHBIA pPECypC, MO3BOJSIOIIMNA aBTOPUTETHO, HA COBPEMEHHOM
YpPOBHE TOJYYHTHh MPEACTABICHUE W YIPaBIATh HedaMu W 3anadamu, pemaembiMu MC. CoBiT
YUUTBHIBAET BCE 0COOEHHOCTH MH(POPMAIIMOHHBIX CUCTEM JIFOO0T0 MacTada U CIOKHOCTH.

OcHoBomnonaraoniee MpaBuio, mnoyoxkeHHoe B ocHoBy CoBiT: pecypcst MC  momxHbI
YIIPaBIIATHCS HAOOPOM €CTECTBEHHO CTPYNIHPOBAHHBIX MPOIECCOB JUIs 0OecreueHus] OpraHu3aiun

HEOOXOMMON 1 HaJIe)KHOUW mHpOopMaIHen (pucyHok 7.1).
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| busnecc 3agaun |

{

| CoBiT |
¢
—>| Kpurepuu onenku li

| MOHUTOPUHT, yIIpaBIeHUE, KOHCTPYUPOBAHUE | | Pecypcst | | [InanupoBaHue U OpraHU3aIUs |
| OyHKIMOHUPOBaHUE U 0OCITYKHBAHHE I< I Kommekranust n BHeApEHUE |

Puc. 7.1. Ctpykrypa crangapra CoBiT

Kaxxaplii U3 MPUBEICHHBIX 3JIEMEHTOB Ha OJIOK CXeMe KOMIUICKCHBIH M BKIIOYAaeT B ceOs
CJIEIYIOIE KOMITOHEHTHI.

Pecypcul: monickue pecypebl, TPUIOKEHUS, TEXHOJIOTUH, 000pyAOBaHUe, TaHHbBIE. A Tenepb
HEMHOI'0 Pa3bsICHEHUH MO MOBOJAY TOTO, KAaKM€ PECYpPChl U KPUTEPUU UX OLIEHKH HCIOJIb3YIOTCS B
crangapte CoBiT:

TpynoBeie pecypcbl — MOJA TPYAOBBIMH pPECypcaMH MOHHUMAIOTCS HE TOJBKO COTPYIHUKH
OpraHu3ally, HO TaK)K€ PYKOBOACTBO OpraHM3allMyd U KOHTPAKTHBIN nepcoHall. PaccmaTpuBaroTcs
HaBBIKH IIITAaTa, TOHUMAHUE 33J1a4 M MPOU3BOIUTEILHOCTh PaOOTHI.

[TpunoxkeHnss — MNPUKIAAHOE NPOrpaMMHOE OOecleyeHHe, HCIOoJIb3yeMoe B pabore
OpraHu3aIyy.

TexHONOrNM — ONepalroHHbIe CUCTEMBI, 0a3bl IaHHBIX, CHCTEMBbI YIIPaBICHUS U T.1I.

O6opynoBanue — Bce anmnapaTHbie cpeacTBa MIC opranuzamnmu, ¢ y4eToM UX 00CTyKUBaHUSI.

JlanHple — JaHHBIE B CaMOM IIHPOKOM CMBICIE€ — BHEINIHWE W BHYTPEHHHE,

CTPYKTYpPUPOBAHHbIE U HECTPYKTYPUPOBAHHbIE, Ipapuueckre, 3ByKOBbIE, MyJIbTU-MEANA U T.JI.

Kpumepuu oyenxu: 3pGHeKTUBHOCTb, TEXHUYECKUN YpOBEHBb, OE30MACHOCTH, IEIOCTHOCTH,
MIPUTOJJHOCTh, COTJIACOBAHHOCTb, HAJEXKHOCTb.

Bce atu pecypcent onenuBatorcst CoBiT Ha kaxkaoMm u3 stanoB nocrpoenus win ayauta UC
0 CJICTYIONTUM KPUTEPHUSIM:

O} PeKTUBHOCTh — KPHUTEPHil, ONMPEAETSIONMI YMECTHOCTh U COOTBETCTBHE WH(MOpMALIUU
3ajauaM Ou3Heca.

TexHn4ecKknil ypoBEHb — KPUTEPHUI COOTBETCTBHS CTAHIAPTAM U UHCTPYKIIUSAM.

be3zonacHocTh — 3amuTa nHGOpMaIUH.

[{enoCTHOCTh — TOYHOCTH U 3aKOHUYEHHOCTh MH(POPMAITHH.

[TpuromHOCTh — AOCTYMHOCTH MH(OPMALIUU TpeOyeMbIM OU3HEC-TIpolleccaM B HACTOSIIEM U

Oyayuiem. A TakKe 3auTa He0OOXOJUMBIX M COMYTCTBYIOIIUX PECYPCOB.
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CornacoBaHHOCTh — MCTIOJIHEHUE 3aKOHOB, MHCTPYKLHMI M IOTOBOPEHHOCTEMN, BIUSIONIMX HA
OH3HEC-TIPOIIECC, TO €CTh BHEIIHUE TPeOOBaHUS K OU3HECY.

HapnexHocTs — cooTBETCTBHE MH(POPMALIUH, MPEAOCTABIAEMON PYKOBOJCTBY OpraHHM3allNy,
OCYILIECTBJICHHME COOTBETCTBYIOLIETO YOpaBlieHUs (PUHAHCUPOBAHMEM M  COIJIACOBAaHHOCTh
JOJKHOCTHBIX 00S13aHHOCTEH.

IInanuposanue u opeanuzayus:

PO1 Crparernueckuii mias pa3BuTus,

P02 Apxutektypa UC,

P03 TexHonornyeckoe HanmpaBJieHUE,

P04 BuyTpeHHsis1 oOpraHu3aiioHHast CTPYKTYpa U B3aMMOOTHOIIICHUS,

POS Ynpasnenue HHBECTUIIUAMH,

P06 Llenu u 3a1aun pykOBOJCTBA,

P07 [Tonb3oBarenu u 006CTyKUBAIOLIUI TIEPCOHAIT,

P08 3akoHonaTenbHble U HOPMAaTUBHBIE AKTHI,

P09 Vuer u ananus puckos,

PO10 YnpaBnenue npoekramu,

PO11 YnpaBneHnue kauecTBOM.

Kommiekranus u BHeIpeHuUE:

A1 TexHOMOTUYECKOE PEIICHHE,

A2 Ilpuknagnoe 110,

A3 Undpactpykrypa,

A4 Tlpouenypsl,

AS Ycranoska u akkpeautanus UC,

A6 Onenka 3¢ pexkTuBHOCTH.

DYHKIIMOHUPOBAHHUE U 00CTYKHBaHHUE:

DS1 YpoBHU 00CTyXKHUBaHHS,

DS2 Yenyru cTOpOHHHX OpraHU3aIuid,

DS3 IIpou3BoAUTENBHOCTD U MACIITA0OUPYEMOCTH,

DS4 HenpepbIBHOCTH 0OCITY>KUBAHMUS,

DSS5 BezonacHocTh nHopmarmu B HC,

DS6 Omnpenenenue u yueT 3arpar,

DS7 O6yuenue mosib3oBaresei,

DS8 ITomornib 1 KOHCYIBTAIMK 00CITYKHUBAIOIIEMY IT€PCOHATTY,

DS9 Kongwurypamus snementos MC,

DS10 Pa3zpemenue mpoOaeM 1 HHITUACHTOB,
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DS11 Pa6ota, mepenava, XpaHeHHE U 3alIUTa TaHHBIX,
DS12 be3zonacHocTh paboTHI,
DS13 IIpoBeneHue U TOKyMEHTHPOBAHKE PaboOT.
MOHUTOpPUHT, ypaBiIeHUE, KOHTPOJIb:
M1 MOHUTOPUHT TPOUCXOAIINX POIECCOB,
M2 AniekBaTHOCTb YIPaBJICHUS,
M3 KoHTpoib HE3aBHCUMOTO O0CITY>KUBaHUS,

M4 [IpoBeneHre HE3aBUCUMOTO ayAUTa.

CoBiT o6asupyercs Ha cranmaprax aymuta ISA u ISACF, HO BKIIOYaeT W Jpyrue
MEXIYHapOAHbIE CTAaHJApThl, B TOM YHCJIE€ IPUHUMAET BO BHUMAHHUE YTBEP)KICHHBIE paHEe
CTaHJAapThl 1 HOPMATUBHbBIE JOKYMEHTBI:

TE€XHUYECKHUE CTaHAAPTHI;

KOJEKCBI;

kputepun MC u onrcanue nporeccos;

npodeccuoHaIbHbIE CTAaHAAPTHI;

TpeOOBaHUS U PEKOMEHALINY;

TpeOoBaHUs K OAHKOBCKUM YCIIyTraM, CUCTEMaM 3JIeKTPOHHOH TOPTOBJIM U MPOU3BOICTBY.

Cranmapt pa3paboTaH ¥ NPOAHAIM3UPOBAH  COTPYJHUKAMHU  COOTBETCTBYIOLIUX
MOJIpa3/ielieHuil BeIylMX KOHCAJITHHIOBBIX KOMIIAHUH M MCIOJB3YeTCs B MX paboTe Hapsay C
COOCTBEHHBIMH pa3pabOTKaMHU.

[Tpumenenue crangapra CoBiT Bo3moxkHO Kak 1y1s mpoBeneHus ayauta UC opranusanuu,
TaK U Juist u3HavajabHoro npoexktupoBanus MC. OObruHbIN BapuaHT npsiMol U oOpaTHOM 3ana4. Ecnu
B TIEPBOM CIIy4yae — 3TO COOTBETCTBUE TeKyllero cocrosius MC mydiied npakTHKE aHaJIOTMYHBIX
OpraHM3alMil U NPEeNNpUATHH, TO B JPYTOM — W3HAYaJIBHO BEPHBIM IPOEKT U, KaK CIEACTBHE, IO
OKOHYaHUM npoekTupoBanus — UC, crpemsiiascs K naeany.

Hecmorpss Ha wManmelii pa3mep pa3paOOTUMKHM — cTapajuch, YTOObI cTaHAapT ObUI
NparMaTUYHbBIM M OTBEYAJ MOTPEOHOCTAM OW3Heca, NMPU 3TOM COXpaHss HE3aBUCHUMOCTb OT
KOHKPETHBIX MPOU3BOAMUTENEH, TEXHOIOTUN U MIaT(HOpM.

Ha 6azoBoit 6mok-cxeme CoBiT oTpakeHa MOCiIeI0BaTENbHOCTh, COCTaB W B3aUMOCBSI3h
0a30BbIX Tpymi. busnec-npoyeccvt (B BEpXHEW YaCTH CXEMbI) NMPEABSBISAIOT CBOM TPEeOOBAHUS K
pecypcam HC, koTOpble aHATU3UPYIOTCS C HCIOJIb30BaHHEeM kpuTepueB oueHkn CoBiT Ha Bcex
JTanax MOCTPOEHUs U MPOBEACHUS ayIUTa.

UYetsipe 0a3zoBbie Tpynmbel (AOMEHA) comepkaT B ce0e TpUIIaTh YEThIpe MOATPYIIIHI,

KOTOpbIE, B CBOIO OYEpPEIb COCTOST U3 TPEXCOT JIBYX OOBEKTOB KOHTpPOJL. OOBEKTHI KOHTPOJIS
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MPEIOCTABIIAIOT AYAUTOPY BCIO TOCTOBEPHYIO U aKTYalbHYIO MH(OPMALHMIO O TEKYIIEM COCTOSHUU
nc.

Otnuuurensubie 4epTsl CoBiT:

bonbmiass 30Ha oxBata (Bce 3aaud  OT  CTPATErMYECKOro  IJIAHUPOBAaHUS U
OCHOBOIOJIArarIuX JOKYMEHTOB /10 aHalu3a paboThl OTAeNbHbBIX 31eMeHToB V().

IlepekpecTHblii  ayauT (HIEpEKpBIBAIOIIMECS 30HBI IPOBEPKM KPUTHUECKH  Ba)KHBIX
3JIEMEHTOB).

AnanTtupyemslii, HapaluBaeMblii cTaHIAPT.

Cranpgapr snerko macutabupyercs u HapauaeTcs. CoBiT nmo3BosseT ucnonb3oBaTh J00bIE
pa3pabOTKM  TMPOW3BOAMTEICH  ammapaTHO-MPOTPAMMHOTO  OOECIeYeHHs U aHAJIU3UPOBAThH

MOJTyYCHHBIC JTAHHBIE HE U3MEHsISI OOIIME TTOIXO0IbI 1 COOCTBEHHYIO CTPYKTYPY.

TpeGoBanus K MpeACcTaBIeHUIO HH(OPMALIUN

Accommanust ISACA pa3zpaborana u npuHsuia TpeOOBaHMS K MPEACTABICHUIO WH(OpMAIIUN
npu mnpoBeaeHun ayauta. llpumenenme crangapra CoBiT rapantupyer coOnrofeHHe STHX
TpeOOBaHUH.

OcHoBHOE TpeOoBaHME: MOIe3HOCTh HHPopMaluu. UtoOs! nH(pOpMaIus OblIa MOJIC3HON, OHA
JOJDKHA 00J1a1aTh ONPEICICHHBIMH XapaKTCPUCTHKAMU, CPEAN KOTOPBIX:

[TonsitHOCTE. MIHpOpManust 1omkHa ObITH MOHATHOM IS TIOJIB30BATENs, KOTOPBIA oONagaer
onpesieNieHHbIM YPOBHEM 3HAHUil, UTO HE O3HAYaeT, OJIHAKO, UCKIIOYCHHSI CII0KHON HMH(OpMaIIUY,
€clii OHa HeoOXoIuMa.

YMmectHocTh. MHbOpMaIHs SBISIETCS YMECTHON MM OTHOCSIIEHCS K JIeTy, €CJIM OHA BIUSET
Ha pEeLIeHUs TMOJIb30BaTeNeld U MOMOTraeT UM OIIEHMBATh MPOILIbIE, HACTOAIIUE, OyAyIIHe COOBITH
WM TOATBEPXKIaTh M HCIPABIATh NPOIUIbIe OleHKU. Ha ymecTHOCTh MHGpOpManuu BIHSIET €e
COJIep’KaHUE W CYIIECTBEHHOCTh. MH(pOpMaINus SBISETCS CYNICCTBEHHOW, €CIIM €€ OTCYTCTBHE HITU
HENpaBWIbHAS OIEHKa MOTYT TIOBIIMATH HA pPEIICHUE IMoyib3oBarens. Emie omHa XapaKTepHCTHKA
YMECTHOCTH: 3TO CBOEBPEMEHHOCTh WH(MOpMAlUK, KOTOpas O3HAa4yaeT, YTO BCS 3HAYMMAS
uH(popMaIusg CBOEBpEMEHHO, 0€3 3alepKKH BKIIOUYEHA B OTYET W TAKOW OTYET MPEeIOCTaBIICH
BoBpeMs. HekwMm aHajorom MNPUHIMIIA YMECTHOCTH B POCCHUCKOW TPAKTHKE MOXKET CIIYXKHUThH
TpeOOBaHUE TIOJHOTHI OTPAKEHUS OTEePAIUil 32 YUETHBIN ITEPHO/I, XOTS TpeOOBaHUE OTPAKCHUS BCEH
nH(OpPMAIIUY HE TOXKIESCTBEHHO TPEOOBAHUIO OTPAKEHUS CYIECTBEHHOW MH(OpMaIIHsL.

JlocTOBEpHOCTH, HAE)KHOCTh. MH(pOpMaIus sBiseTcss TOCTOBEPHOU, €CIIM OHA HE COAEPIKUT

CYIICCTBCHHBIX OmuOOK WK MNPUCTPACTHBIX OHLOCHOK W IIPpaBAMBO OTpaXacT XO3$II710TBCHHYI—O
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nesTeNbHOCTh. UTOOBI OBITH JTOCTOBEPHOM, HMH(MOpMALKA [OJDKHA YIIOBJIETBOPSTH CIIEIYIOIINM
XapaKTePUCTHKAM:

MPaBIUBOCTb;

HEUTpadbHOCTh: HMH(OpMalMs HE AODKHA COAEpkKaThb OJHOOOKUX OLIEHOK, TO €cCTh
uH(popMalUg HE JOJDKHA MPEJOCTaBISATHCS BBHIOOPOYHO, C LENbI0 JOCTHUKEHHSI  ONpEeAeSIEHHOTO
pe3yJibTarta;

OCMOTPHUTEIBHOCTh: TOTOBHOCTh K YUETY MOTCHIMAJIbHBIX YOBITKOB, a HE MOTEHIHMAJIbHBIX
npuObUled M Kak CIEACTBHE — CO3JIaHUE PE3epBOB, TAaKOW IOAXOJ YMECTEH B COCTOSHUU
HEOMpPEeIEHHOCTH U HE 03HAYaeT CO3JaHHE CKPBITHIX PE3EPBOB UM UCKAKEHUS HH(DOPMALINY;

JOCTAaTOYHOCTh MH(OPMAIIMH: BKIIIOYAET TAKYI0 XapaKTEPUCTUKY, KaK TpeOOBaHHUE TOITHOTHI

nHpOpMAaINH, KaK C TOYKU 3PCHUS €€ CYIIECTBEHHOCTH, TaK U 3aTpaT Ha €€  IOJrOTOBKY.

CranmapTsl B 00J1aCTH OLICHKH HH(GOPMAITMOHHONW 0€3011aCHOCTH

Ha 0a3e «OOLmX KpUTEPUEB)»

[TpoekT «OO0mIME KpUTEPHM» CcTal OCHOBOW A «OOLIUX KPUTEPUEB OLIEHKU 0OE30MaCHOCTH
MH(GOPMALIMOHHBIX TEXHOJIOTUI», KOTOPBIH HOCUT HE TOJIBKO TEXHHYECKHUH, HO M HKOHOMMKO-
MOJINTUYECKUI xapakTep. Ero 1eiab cocTOUT, B YaCTHOCTH, B TOM, YTOOBI YIIPOCTUTD, YJEIIEBUTH U
YCKOPUTH IYTh CEPTUPUIMPOBAHHBIX U3/1E€TUN HH(POPMALIMOHHBIX TEXHOJIOTUN HA MUPOBOW PBIHOK.

Ota nenb O6JM3Ka M MOHATHA poccuiickuM crenuanuctaM. B 2002 roxy 6but oduimaibsHO
m3nan 'OCT P MCO/MDK 15408-2002 «Kpurepun oreHku 0e30macHOCTH HH(GOPMAIMOHHBIX
TEXHOJIOTHI» ¢ JaToi BBeneHus B neiictBue nepBoro sHBaps 2004 r. Takum o6pasom, u Poccus
¢dakTuuecku >xkuBeT Mo «OOHIMM KpUTEpHUsIM» CO BCEMHU BBITEKAIOIIMMU U3 JAHHOTO (Qakra
MIOCJIEACTBHUSIMH.

CornacHo moaxony, NpUHATOMY B «OOIIMX KPUTEPHUSX», HA OCHOBAHUHU HPEINOI0KEHUI
0€30MacHOCTH, MPU Y4YEeTe Yrpo3 U MOJIOKEHUH MOJUTHUKU 0e30macHOCTH (POpMYIHPYIOTCS LeNn
Oe3omacHOCTH /711 00BEKTa OLEHKH. J[Js MX JOCTHKEHUSI K OOBEKTY M €ro Cpeiie MPEeabsBISIIOTCS
TpeGoBaHuUs 6€30MaCHOCTH.

«O0mue KpuTepuM» B TIJIABHOM CBOEM dYacTW SBISIOTCA KaTajorom (OMOIMOTEKON)
TpeboBaHuil GezonacHocTH. CHEKTp CTaHIApTHU30BAHHBIX TPEOOBAHUN UYPE3BBIYAWHO HIMPOK, YTO
crocoOcTByeT yHHBepcanbHOCTH “OK”. BBICOKHI ypOBEHb NETaTU3alK IETAaeT UX KOHKPETHBIMH,
JOMYCKAIOUMMH OJTHO3HAYHYIO TPOBEPKY, CIHOCOOCTBYET IMOBTOPSIEMOCTH pPE3YyJIbTaTOB OILIEHKH.
TpeboBanus nmapaMeTpu30BaHbl, YTO 00ECIIEUUBAET UX THOKOCTb.

«O01ure KpuTepun» CoaepkKar 1Ba OCHOBHBIX BHJIa TPEOOBaHMIT 6€30TaCHOCTH:
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@yHKYuOHAbHble, COOTBETCTBYIOLIME AKTUBHOMY AacleKTy 3alluThl, MNpPEIbsBIsSEMble K
¢byHKIMAM 6€30MaCHOCTH 00BEKTA OLIEHKU U PEaTU3YIOIUM UX MEXaHU3MaM;

mpeboanusi 006epus, COOTBETCTBYIOIIME IIaCCUBHOMY acCHEKTy, NpPEIbsBISEMbIE K
TEXHOJIOTUH U IpoLiecCy pa3paboTKU U SKCILTyaTallud 00BEKTa OLIEHKH.

bubnuorexka (QyHKIMOHANBHBIX TpeOOBaHWI cocCTaBisieT BTOpPYHO dYacTh «OOmmx
KPUTEpPHEB», a KaTajor TpeOOBaHWI JOBEpUs — TPEThIO YacTh (IEepBasi COACPKUT H3IIOKCHHE
OCHOBHBIX KoHIenuuii OK).

Kpome Toro, Beimensitorcss oOmiue TpeboBaHusi K cepBucam OesomacHoctu. K umciy
BOXHEHIINX BUAOB (DYHKIMOHAIBHBIX TPEOOBAHUN MPHUHAJJICKAT: aHAIU3 ayAuTa OEe30MaCHOCTH
(FAU_SAA).

W3 cymecTBeHHbIX /Il AKTUBHOIO ayaura KoMmoHeHToB kiacca FAU  «Aynut
6e3onmacHocTH» B «OOHIMX KPUTEPHSIX» OTCYTCTBYIOT aHAJIUM3 HAa COOTBETCTBHUE IOJIUTHKE
0e30macHOCTH (IOPOTOBBINA, CTATUCTUYECKUII M CUTHATYpHBIN aHanmu3bl B cemeiictBe FAU_SAA
IIPEyCMOTPEHBI), XPAHWIHUINA Ul ONUCAHUM KOHTPOJIUPYEMBIX OOBEKTOB U Ul aHAIM3UPYEMOU
nHpOpMaINH, a TaKXKe Bce HHTEP(ElCHbIE KOMITOHEHTHI.

B cemeiictBo FAU GEN (reHepanus AaHHBIX ayauTa O€30MAaCHOCTH) IMpeajaraercs
BKJIFOYMTH JIBA HOBBIX KOMITOHEHTA!

FAU_GEN.3 — accomuupoBanue oOBEKTa, OMNEpanus C KOTOPHIM BbI3Balla COOBITHE, C
BKJIFOUCHHWEM B PETUCTPALMOHHBIC 3alliCH WMEHHW (MaeHTH(UKaTopa) dToro ooObekta. Ha
MUHUMaJIbHOM  YPOBHE  JOJDKHBI  IPOTOKOJMPOBATBCS  OTKPHITHE/3aKpbITHE  O0BEKTa
(ycraHoBiIeHHE/pa3pblB COEAMHEHUS M T.I.), HA 0a30BOM - BCE MPOMEXYTOuUHbIe omnepauuu. Ha
JIETAIbHOM YPOBHE B PETUCTPAllMOHHBIE 3alMCH JOJDKHBI BXOJUTH BCE OMNEpaHiIbl ONEpaluu ¢
oobexkToM. Kommnonent FAU GEN.3 no0aBneH mo AByM mNpu4uHaM. Bo-mepBbIX, [ToJKHA
co0JII0IaTbC CUMMETPUST MEXly CyObeKTaMHi U 00bekTaMu. Bo-BTOPBIX, cTaTHCTHYECKHE MTPOpUIN
11eJ1ecO00pa3HO CTPOUTh HE NIl CYyOBEKTOB, a sl OOBEKTOB, HO JUIsl 3TOTO HYXHO pacrojiaratb
COOTBETCTBYIOLIEH NHpOpMAIUEH.

FAU_GEN.4 — npenna3zHadeH i 00eCTieUeHUsT HEOTKa3yeMOCTH CEPBHCA, IMOJTb3YIOIIETOCs
ycayramu cemeiictBa FAU GEN, ot peructpannu coObITHS.

Cranpapthbiii komnoHeHT FAU SAR.3 naer BO3MOXHOCTH OCYIIECTBISATH IOUCK U
COPTHUPOBKY pETUCTpallMOHHONW uWH(pOpMaluy, 3adaBas B KadecTBe KPUTEPUEB JIOTMUYECKHE
BBIPAYKEHUSI.

[TomoGHBIE BBIpaXEHUS IMOJIE3HBI TAKXKE I 3aJaHus (UIBTPOB, YIPABISIOUIMX paboTOM

CCHCOPOB.
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ABTOMAaTHYECKHH aHAIM3 PETUCTPAllMOHHOW WH(OpPMANMu C 1EIbI0  BBISBICHUS
MOO3PUTEILHON aKTUBHOCTU TMpeacTaBieH B «OOMMX KPUTEPHUSX» YETBIPhMS KOMIIOHEHTAMHU
cemeiictea FAU SAA.

FAU SAA.1 opueHTHpoBaH Ha OOHApy>XEHHWE TIPEBBIINICHUS IOPOTOB, 3aJaHHBIX
(bUKCUpPOBaHHBIM HAOOPOM TTPaBHUJI.

FAU SAA.2 cnyXuT Ui BBISIBJICHUS HETUIMYHOW aKTMBHOCTHU ITyTEM aHaju3a Mpoduiieit
noBefeHus. B «OO0mux KpuTepusx» mpemiaralorcs npodmin aias cyOBeKTOB, XOTS Npoduin
O00BEKTOB MOTYT OKa3aThCsl MPEANOYTUTEIbHBIMU. «OO0IIMe KpUTEPU» JOMYCKAIOT aHalu3, KaKk B
peaibHOM BpeMeHH, Tak M mnoctdaktyMm. [loanepkky aHain3a B pealbHOM BPEMEHU CIEIyeT
paccMaTpuBaTh Kak BaKHEUIIYIO OTJIMYUTEIBHYI0 OCOOEHHOCTh CPEJICTB aKTUBHOTO ay/IUTA.

FAU SAA.3 nanpaBieH Ha BbISIBJICHHME MPOCTHIX aTaK IyT€M IPOBENEHUS CUTHATYpPHOIO
aHanms3a.

FAU_SAA.4 mo3BONsieT BBISIBIATH CJOXKHBIE, MHOTOJTAIllHbIE AaTaKW, OCYIIECTBISEMbIC
TPYNION 3J0YMBIIUIEHHUKOB. [lpemycmaTpuBaeTcss BO3MOXXHOCTh HACTPOMKH BCEX YETBHIPEX
KOMITOHCHTOB ITyTeM J00aBlIeHUS, MOAU(DHUKAIMKN WIM YIAJICHHS MPABWI, OTCICKHUBAEMBIX
CyOBEKTOB M CUTHATYD.

BBonutca eme oaun kommnoHeHT, FAU SAA.S, mo3BOJsOIIMIA BBIABISATh HapyLICHUS
MOJINTUKKA O€30IaCHOCTH. 3aJlaBaTh IMOJUTUKH MpEJIaracrcs € MOMOILIBI0 NPEJUKAaTOB NEPBOIO
nopsiaKa.

B mnmaHe aBTOMAaTHYECKOTO pearupoBaHUsS HA MOJO3PUTENBbHYIO aKTHBHOCTh «O01ue
KpUTEpUU» TIO CYTH OTPAaHUYMUIIUCH KOHCTaTalMel MmoJo0HOM BO3MOKHOCTU. Pemaroniuii 3neMeHT,
KOTOPBIH, TOJIYYUB PEKOMEHJAIMK OT KOMIIOHCHTOB aHaju3a, OMpENeNsieT, NeUCTBUTEIIBHO JIH
UMEET MECTO IOJIO3pUTENbHAs AKTUBHOCTb, M, MPH HEOOXOAMMOCTH, HaJUIeKalluM o00pa3oM
pearupyeT (BbIOMpas GopMy peakiiu B 3aBUCUMOCTH OT CEPhE3HOCTH BBISIBJICHHBIX HAPYIIICHH).

DTO0 3HAYUT, YTO pelIaTesb (PEmanuii 3IEMEHT) JOKEH YMETh:

PaHXUPOBATh MOI03PUTEIHHYIO AKTUBHOCTB;

pearupoBaTh B COOTBETCTBUH C PAHTOM HApPYIICHHUS.

O0a acrniekTa JOHKHBI YIIPABIATHCS aIMUHUCTPATOPOM O€30IaCHOCTH.

B kauecTBe OTAENBbHOI BO3MOXHOCTH, MPUCYIIEH cHCTEMaM BBICOKOTO Kiiacca, PUrypupyer
MIPOBEJICHUE KOPPESLMOHHOIO aHAJIN3a HH(OPMALIUH.

Onucanne KOHTPOJUPYEMBIX OOBEKTOB W XPAaHEHHE COOTBETCTBYIOIIEH WHMOpMaIuu -
BAKHEWINIAsE COCTaBHAs YacTh CpPEACTB AKTHUBHOTO ayJauTa, MpUJAK0IIas UM CBOICTBa
pacumMpsieMOCTH M HacTpauBaeMOCTH. K 3TOMy KOMIOHEHTY NpEebsBISIOTCS B MEPBYIO Ouepeib

TEXHOJIOTHYECKHE TpeOOBaHUS.
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MOHHTOPBI, KaK OpPraHu3yrolue 0OO0JOYKU ISl MEHEIKEPOB CPEJICTB aKTHBHOIO ay[uWTa,
JOJDKHBI 00J1a1aTh ABYMS TPYNIIIaMH CBOMCTB!

o0ecreynBaTh 3alIUTy MPOLECCOB, COCTABISIOMIMX MEHEIKEpP, OT 3JI0YMBIIUICHHBIX
BO3JCHUCTBHH;

o0ecreunBaTh BHICOKYIO IOCTYITHOCTb 3THUX MTPOLIECCOB.

[TepBas rpynmna oocnyxuBaercs cemeiictBoM FPT SEP (pa3nenenue 1oMeHOB).

Bropas rpynma cBOWCTB MOXKET 00eCleYnBaThCs TAKUMU TEXHHMUYECKUMH PEIICHUSIMHU, KaK
MIpOrpaMMHOE 0OecrieueHne MPOMEKYTOYHOTO €105, KJIaCTepHble KOH(UTypaIiuu U T.1.

B mmanme Oe3omacHocTH  1enecooOpa3sHo  ciemoBath  TpeboBanusm  FPT FLS.1
(HEeBO3MOXKHOCTh MeEpexofa B HeOe30macHoe COCTOSHUE B ciydae cOOsl WJIM OTKas3a), a TaKkKe
FPT_RCV.2, FPT RCV.3, FPT RCV.4 (HamexHOE BOCCTAaHOBJIEHHE B aBTOMAaTHYECKOM DPEKUME,
0e3 moTepu JaHHBIX, C TOYHOCTHIO 10 PYHKIIMU OE30MacCHOCTH).

besomacHocts  uHTepdeiicoB  MoHuUTOpa (C  APYTUMH  MOHHTOPAMH, CEHCOpaMH,
aMUHUCTpaTOpOM Oe3omacHocTH) MOxeT obecrneunBarhesi komnonenramu FPT ITIL.1, FPT ITI.2
(oOHapy)xeHHE W  WCIpaBleHHEe MOAM(HKANMKA  SKCIopTHpyeMbeix  naHebix), FPT ITC.1
(koH(pUACHINATBHOCTh 3KcHOpTHpYyeMbIX HaHHBIX), FPT ITA.1 (IOCTYmHOCTH SKCHOPTUPYEMBIX
JAHHBIX ).

Ha pabGouem wmecte aaMuHHCTpaTOpa OE30MACHOCTH JIOJDKHBI OBITH  OOCSCIICUYCHBI
CTaHIApPTHBIE JJISI CPEJACTB YIPABICHUS BO3MOXHOCTH: rpadudeckuil MHTEpQeiic, BO3MOKHOCTb
HAcCTpOWKM croco0a BHM3yalM3allud M YPOBHA JeTalu3alud, oTOOpa OTOOpa)kaeéMbIX COOBITHH.
CrnenuduuHON A7 CPeICTB aKTUBHOTO ayJUTa SIBISETCS BO3MOXKHOCTH MOJIy4yeHHs] OOBSCHEHUN OT
AQHAIM3aTOPOB M peIIareyiell Mo IMOBOAY OOHAPY>KEHHOW IOJO03PUTEIIbHON aKTUBHOCTH. Takue
00BSICHEHUS IOMOTAIOT BBIOpATh a/IeKBaTHBIN CIOCO0 pearupoBaHusl.

OynkuuoHanbHbli maker (PII) — 3T0 HEOJHOKpPAaTHO UCHOJIb3yeMas COBOKYHMHOCTb
(GYHKIMOHATIBHBIX KOMIIOHEHTOB, OOBEIUHEHHBIX JUIS JOCTMD)KEHHUs OIpEesIeHHBIX —Lieiel
0€30MacHOCTH.

[Tpodunu 3amute! (I13), cooTBeTCTBYIONINE KlaccaM 3alUIIEHHOCTH, CTPOSITCS HAa OCHOBE
6azoBoro I3 um coorBercTByrommx komOuHaimii ®II. MoxHo 3adukcupoBaTh HpopuIN At
CIIEAYIOIINX PA3HOBHIHOCTEH CPEJCTB AKTUBHOTO ayIUTa:

KJlacc 5 - 3alUTa OJHOro MH(OPMALMOHHOTO CEpBUCA C OTCIIEKMBaHUEM (PUKCHUPOBAHHOIO
Habopa XapakTEPUCTUK U TOPOTOBBIM aHaIu30M (6a30BsIil [13);

KJacc 4 - 3ammMTa  OJHOXOCTOBOW KOHOUTYypaluu C TPOM3BOJIBHBIM  HabOpoMm
MH(POPMALIMOHHBIX CEPBHUCOB, OTCIEKHBAHUEM CETEBOro Tpaduka, CUCTEMHBIX M IPHKIAIHBIX

COOBITHI, TOPOTOBBIM U MPOCTHIM CUTHATYPHBIM aHAJIN30M B pEaIbHOM MaclliTabe BpeMeHHU;
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KjJacc 3 - 3alluMTa CErMEHTa JIOKAJIbHOW CETH OT MHOIOITANHBIX aTak IMpH COXPAHEHUH
OCTaJIbHBIX MPEATOIOKEHUN Kilacca 4;
KJacc 2 - 3aliMTa MPOU3BOJIBHON KOH(HUIypalyy C BBISBICHUEM HETHIIMYHOTO MOBEICHUS
IIPU COXPAHEHUH OCTAJIbHBIX MPEAIOI0KEHUH Kiacca 3;
KiJacc 1 - HajoXeHue BceX TpeOOBAaHMH C BO3MOXKHOCTBIO OOECleYeHUs 3aJaHHOTO

COOTHOILICHUS MEXy OIIMOKAaMH ITEPBOT0 M BTOPOTO POAA.

7.2. Metoasl U cpeAcTBa ayIuTa 0€301MacCHOCTH HH(OPMAITHOHHBIX CUCTEM

7.2.1. OCHOBHBIE NTOHATHS U OIIPEJEIICHUS

AKTHBHBII AyaUT U €ro MECTO CpCau APYIrux CCPBUCOB 0e30IacHOCTH

dopmyna «3auuilaTh, OOHAPYKUBATh, pEarvupoBaTb» SIBISETCA KilacCHuecKod. ToJbKo
SIICIOHUPOBAHHAs, aKTHBHas OOOpOHA, coaepikalias pa3sHoOoOpa3HbIe DJIEMEHTHI, JaeT IIaHC Ha
YCIIELTHOE OTPAKEHHE YTPO3.

Hasznauenue akmusnozo ayouma — oOHapyXuBath U pearupoBarb. OOHAPYKEHUIO TOJJICKUT
[10JI03pUTENbHAs AaKTUBHOCTh KOMIOHEHTOB MIC — oT mosib3oBareneil (BHYTPEHHUX M BHEIIHUX) JI0
MIPOTPaMMHBIX CHCTEM M alllapaTHBIX YCTPOMCTB.

[Tono3puTenbHy0 aKTUBHOCTh MOXKHO MOAPA3AEIUTh Ha:

37I0YMBIIIJICHHYIO,

AHOMAJIbHYIO (HETUITUYHYIO).

3noymuluinennas ~ akmusHocms - 3T0 MO0  aTakW,  Ipecienylolue  Ielb
HECaHKIMOHHPOBAHHOTO TIONyYEHUS TMPUBHIETHUNA, JIUOO JEHCTBHS, BBHIMOTHSIEMBbIE B paMKax
UMEIOIINXCS TPUBMWIETHH (BO3MOXKHO, MOJYYEHHBIX HE3aKOHHO), HO HapyIIaloL[He MOJUTUKY
6e3onacHoctH. [locneaHee Ha30BeM — 3710YMOTPEOIEHUEM TTOJTHOMOYHUSIMU.

Hemunuunas axmuernocms MOXET BIPSIMYIO HE HapyIIaTh MOJUTHKY 0€30MacCHOCTH, HO, KaK
MPaBUJIO, OHA SIBJISIETCS CIEJCTBHEM JIMOO HEKOPPEKTHOM (MJIM CO3HATENbHO M3MEHEHHON) paboThl
anmapaTypsl WIH Iporpamm, JU00 JEeHCTBUI 3II0YMBINIICHHHKOB, MACKUPYIOIIUXCSI TIOJT JIETAIbHBIX
T0JIb30BATENEN.

AKTUBHBI ~ayauT JIOTIONHSET TaKWe TPAJAWIMOHHBIC 3alIUTHBIE MEXaHU3MBI, Kak
UACHTU(UKAIMS/ayTeHTU(DHUKALMS U pa3rpaHnyeHue noctyna. [logo6Hoe nonoiHeHrne HeoOXouMo
1o ByM MpHUYMHAM. Bo-mepBbIX, CYIIECTBYIOIIME CPEACTBA pa3rpaHUUYEHUsI JOCTyNa HE CIOCOOHBI
peann3oBaTh BCe TPEOOBAHUS TMOJMTUKU OE30MAaCHOCTH, €CIU TOCIEIHUE UMEIOT 00Jiee CIIOKHBIN

BUJ, YE€M paspelleHHe/3alpeT aToMapHbIX omepanuid ¢ pecypcamu. Pa3Burtas mnoiauTuka
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0€30MacHOCTH MOXXET HakjJaJblBaTh OrPAaHMYEHHUs Ha CYMMapHbIi OO0BEM MPOYUTAHHON
uHopMaIny, 3anpeniaTh J0CTYI K pecypcy B, ecnu panee uMen MecTo JOCTYI K pecypcy A, U T.II
Bo-BTOpBIX, B CaMMX 3alllUTHBIX CPEACTBAaX €CThb OIIMOKM M CJIA0OCTH, IO3TOMY, I[OMHUMO
CTPOUTENHLCTBA 32a00POB, MPUXOAUTCA 3a00TUTHCS 00 OTJIABIUBAHUU TE€X, KTO CMOT Yepe3 3TH 3a00pbl
MIepee3Th.

Pa3Butbie crcTeMbl aKTUBHOTO ayiUTa HECYT JIBOMHYIO Harpy3ky, oOpa3ys Kak IepBbld, TaKk
U TocienHuil 3ammTHBIE pyOexku (cMm. pucyHok 7.2.). IlepBeiii pyOex mnpenHazHaueH [uis
oOHapyKeHHMsl aTaKk M MX OIepaTUBHOrO mnpeceueHus. Ha mocnenneM pyOexe BBIABISIOTCS
CUMIITOMBI MPOUCXOJALIMX B JIaHHBIA MOMEHT WJIM PaHEee CIIYYMBIIMXCS HAPYIIEHUH MNOJUTUKU

0€30MacHOCTH, MPUHUMAIOTCS. MEPHI 110 IPECCUEHUI0 HAPYIICHUH 1 MUHIMHU3ALUK yiepoa.

3J'I0yMI>IH.IJ'I€HHI/IK

[

Cucrema BBISBICHUS U Cucrema BBISBICHUS U

HpecedyeHus aTak yCTpaHeHHus ciadocrei
HeBbIsIBJICHHBIC aTaKH SauytHbie pyGesxn,
Ha KOTOPBIX

Wnentudukarus n Pasrpannuenus paccroiaraioTest
AyteHTudukanus JOCTyna KOMIOHCHTBI
CHCTEM aKTUBHOTO
VYcnennslie aTaku aTaKI/Il l l l l ayaura
BrsiBrienne mo6oit Kontpons [Ipeceuenue
BPEIHON aKTUBHOCTH LEJIOCTHOCTH HapyIIeHUI
Hapymenns, ocraBmmecs HCBBISIBJICHHI)IMI/Il
OreHka ymep6a Boccranosnenue Mepsl 110 HEOMYLIEHUIO

MIOBTOPEHMSI HapyIIEHUI

Hapymenus, mociaecTBus KOTOPHIX HE IUKBUAUPOBAHHBL,
C BO3MOXKHOCTBIO TIOBTOPEHUS B OyIyroleM

\4
| Pabouas cranmus

Puc. 7.2. 3amuTHble pyOeku, KOHTPOJIMPYEMbIE CUCTEMAMHU aKTUBHOT'O ayAuTa

W Ha nepBoM, U Ha MOCIEAHEM pyOeke, MTOMUMO aKTUBHOTO ayAuTa, IPUCYTCTBYIOT JIpYyrue
cepBucHl Oe3omnacHocTH. K mepBoMy py0Oexy MOKHO OTHECTH CKaHEephbl 0€3011aCHOCTH, IIOMOTAIOIINe
BBISIBIISITh M YCTpaHATh ciabble Mecrta B 3amure. Ha mociemnem pyoOexe ainsi oOHapyXKeHHUs
CUMIITOMOB HAapyIIEHUH MOTYT HCIIOJIb30BAaThCSl CPEJICTBA KOHTPOJS IeNocTHOCTH. MHorma ux
BKJIIOYAIOT B perepTyap CUCTEM aKTUBHOI'O ayJWTa; Mbl, OJIHAKO, HE OyJIeM 3TOro jaenaTh, CUUTas

KOHTPOJIb HCJIOCTHOCTU OTACIIbHBIM CECPBHUCOM.
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Mexnay cepBucamMu 0€30MaCHOCTH CYIIECTBYIOT M JpPYrue CBS3W. Tak, aKTUBHBIA ayauT
MOKCT OINUPATBCA HAa TPAAUIUOHHBIC MCEXAHWU3MbI IMPOTOKOJINPOBAHUA. B cBoro oucpeab, IMOCJIC
BBISIBJICHHSI HApPYIICHUS 3a4acTyi0 TpeOyeTcs MPOCMOTP paHee HAKOIUICHHOW PEerucTpariioHHON
nH(pOpMalIUY, OLEHUTH YIIepO, MOHATh, MMOYEMY HApYIIEHUE CTaJ0 BO3MOXHBIM, CIUIAHUPOBATH
Mepbl, HCKIIOYAIOIIUME T[OBTOpeHHue HHIMJeHTa. [lapamiensHOo NPOM3BOAUTCS  HAEKHOE

BOCCTAaHOBJICHHE TIEPBOHAYATILHON KOH(PUTYpALIUH, TO €CTh HE U3MEHEHHOM HAPYIIUTEIIEM.

Bunael aynura

KnaccudunupoBaTs BUABI ayUTa MOKHO TI0 CPEJICTBAM, & UMEHHO:

AKTUBHBINA ayJuT,

aBTOPU30BaHHBIN ayIuUT.

AxmusHbvlli ayoum — 3TO TPOBEpKa HEMOCPEICTBEHHO KOMITBIOTEPHOM HH(POPMAIIMOHHOMN
CEeTH IO CpEJACTBaM NPOTrPAMMHBIX TMPOAYKTOB. AKTHBHBIM ayAWT TIO3BOJSIET pPean30BaTh
MTOCTOSIHHYIO TIPOBEPKY BHYTPEHHEH CETH MPEATPUSITHS.

AsmopuzosanHvlil ayoum — 3TO TpPOBEpKa 3allUIIEHHOCTH HH(OPMALMOHHBIX aKTHUBOB
MPEANpPUATHS HA BCEX YPOBHSX 3alIUTHI (3aKOHOAATEIHLHOM, aIMUHUCTPATUBHOM, IPOLEAYPHOM U
MpOrpaMMHO-TEXHUUYECKOM). [10100HYI0 MPOBEPKY OCYLIECTBISIOT CIEIHATBHO aKKPEIUTOBAHHBIE

ayJIUTOPCKUE CITY>KOBI.

Bausaue ayaurTa 0e30IMacHOCTH Ha Pa3sBUTUC KOMITAHUHN

BonbIIMHCTBO JMI, OTBETCTBEHHBIX 3a oOecrneueHue HMHPOpPMAIMOHHOM 0e30MacHOCTH,
3ajaBajock BonpocoM: «Kak onenuTh ypoBeHb 0€30MacHOCTH KOPHOPATHBHOW HMH(OPMAaIMOHHON
CHCTEMBbl HAlero MPeNpHUsATHs AJS YHOPaBICHUS MM B LEJIOM U OINpPENENIEHUs MEepCHEeKTHB €ro
pazBUTHUA?».

Temnbl pa3BUTHS COBPEMEHHBIX MH()OPMAIIMOHHBIX TEXHOJOIMM 3HAYUTEIBHO ONEPEkKaAoT
TeMIbl pa3pabOTKH PpPEKOMEHAATEIbHOW M  HOPMATHBHO-NIPABOBOM  0a3bl  PYKOBOISIIUX
JOKYMEHTOB, A€HCTByrOImMX Ha Teppuropuu Poccun. IloaTOMy BONpOC «Kak OLIEHUTH YPOBEHb
0€30MacHOCTH KOPIOPAaTHBHON HH(GOPMAIIMOHHONW CHUCTEMBI» — OO0s3aTeNhbHO BJIEYET 3a COOOM
CIeyIOUINe: B COOTBETCTBUU C KAKUMHU KPHUTEPUSIMH TPOU3BOAMUTH OLIEHKY 3(P(EKTUBHOCTH
3alIUThI, KaK OIICHUBATh M MEpPeOoleHNBAaTh MH(POPMAIMOHHbIE PUCKHU Tpeanpustus? Bcenencteue
3TOro, B JIONOJHEHHE K TpeOOBaHUSAM, pPEKOMEHIAIUsSM U PYKOBOJSALIUM JOKYMEHTaM
I'ocrexkomucun Poccun n @AIICH npuxoanuTtces ajanTUpOBaTh K HAIUM YCIOBUSAM U PUMEHSThH

METOJIMKHA MeXAyHapoaHbix cranmaptoB (ISO 17799, 9001, 15408, BSI u mp.), a TakkKe UCIONb-
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30BaTh METOBI KOJMYECTBEHHOTO aHAJIN3a PUCKOB B COBOKYITHOCTH C OICHKAMH HKOHOMHYECKOH
3¢ (HEeKTUBHOCTH UHBECTULIMH B o0ecrieueHne 0€30MacHOCTH U 3aIlIUThl HHPOPMAIIHH.

Takme ™eronukd pabOTHI MO aHAJIM3y pPHCKOB HWH(POPMAIIMOHHONW 0€3011acHOCTH,
MPOEKTUPOBAHUIO M CONIPOBOXKICHUIO CHCTEM 0€30IIaCHOCTH JOJIKHBI TO3BOJIUTH:

IPOMU3BECTH  KOJMYECTBEHHYIO OIIGHKY TEKYIIEro YpPOBHS O€30MacHOCTH, 3a1aTh
JOMYyCTUMBIE YPOBHU PHCKOB, pa3paboOTaTh IUIAH MEPONPHATHH MO oOecledYeHuto TpedyeMoro
yYpOBHsI 0€30MAaCHOCTH HA OPraHU3alMOHHO-YIPABICHUYECKOM, TEXHOJIOIMYECKOM M TEXHHUYECKOM
YPOBHSIX C MCIIOJIb30BaHUEM COBPEMEHHBIX METOJIMK M CPE/ICTB;

paccunTath ¥ OSKOHOMHYECKM OOOCHOBATh TII€peJ PYKOBOJICTBOM WM aKLIHOHEPAMH
pasMep HEOOXOAMMBIX BIIOXKEHMH B oOecredeHHe Oe30IIaCHOCTH Ha OCHOBE TEXHOJIOTMH aHaln3a
PHCKOB, COOTHECTH pAacXoJbl Ha obOecreueHue O€30MacHOCTH C TOTEHIHAIbHBIM YIIepOoM H
BEPOSITHOCTBIO €T0 BO3HUKHOBEHHS;

BBISIBUTH M NIPOBECTH IEPBOOYEPETHOEC OJIOKMpOBaHHE HanOoJee OMAacCHBIX ySI3BHUMOCTEH /10
OCYIIECTBIICHHSI aTaK Ha ysI3BUMBIE PECYPCHI;

onpenenuTh (GyHKIUOHAIHHBIE OTHOIICHUSI ¥ 30HBI OTBETCTBEHHOCTH IPH B3aMMOJCHCTBUN
noJpa3AeieHuil U Ul 1o obecneueHno MH(GOPMAMOHHON 0e30MacHOCTH MPEINPHITHS, CO31aTh
HEOOXOAMMBII aKeT OpPraHU3alMOHHO-PACTIOPSTUTENBFHOM JOKYMEHTALIUH;

pa3paboTaTh M COINIACOBATH CO CIYXOaMH OpraHM3aIiM, HaJ30pHBIMH OpraHaMH IPOCKT
BHEJIPCHUSI HEOOXOJMMBIX KOMIIJICKCOB 3aIllUTHI, YYWUTHIBAIOIIWNA COBPEMEHHBIH YPOBEHb U
TEHJEHIMU Pa3BUTHS UH(YOPMAIIMOHHBIX TEXHOJIOTHII;

o0ecreunTh MOJJIepKaHNe BHEIPEHHOT0 KOMILIEKCca 3alllUThl B COOTBETCTBUM C U3
MEHSIOIIMMHUCS YCIIOBUSIMH pabOThl OpraHW3alliyi, PEryJspHBIMH J0pabOTKaMH OpraHM3allOHHO-
pacropsINTeIbHON  JOKYMEHTAllMH,  MOAM(UKAIMEH  TEeXHOJOTHMYECKHX  TPOIECCOB |

MO,I[CpHPI?»&I.[PICfI TCXHUYCCKUX CPCACTB 3allNUThHI.

HoBsbie BO3MOKHOCTH Pa3sBUTHA KOMITAHUU

BrinonHeHue MpUBEICHHBIX BBIIIE MEPOTPUATHN OTKPHIBAET MEPE]l JOTKHOCTHBIMU JIMIIAMU
pPa3HOTO YPOBHS HOBBIC IIMPOKHUE BO3ZMOKHOCTH:

PYKOBOOUMENAM Opeanu3ayull u npeonpusmuii TO3BOJET 00ecrneunTbh (OpMUPOBAHHE
eIWHBIX HNOAUMUKU U KOHYenyuu Oe3onacHocmuy TPEINPUSTHS, PAcCUYUTaTh, COTIACOBATh W
000CHOBaTh HEOOXOAMMBIC 3aTPAThI B 3AIIUTY MPEANPHUSATHS; OOBEKTUBHO M HE3aBUCUMO OIIEHUTH
TeKyleld ypoBeHb HWH(OpPMAIMOHHONW O€30MacHOCTH MPEANpHUATHS; O0ecHednTh TPeOyeMbIit
YpOBEHb O€30IMaCHOCTH W B IIEJIOM ITOBBICHTH YKOHOMHUYECKYIO 3(P(HEKTHBHOCTH NPEANPHUSITHS;

3(1)(1)@KTI/IBHO co3aaBaTh M HMCIIOJIbB30BaTh npogbuﬂu sawumsl KOHKPETHOI'O MPEAIIPHUATUSA HA OCHOBC

246



247
HEOJHOKPATHO anpoOUPOBaHHBIX u aJJallTUPOBAHHBIX Ka4eCTBEHHBIX
1 KOJIMYECTBEHHBIX METOJIUK OTIEHKH MH(OPMAIIMOHHON 0€30MacHOCTH MPEANPUSITHIH;

HAYAIbHUKAM CLYIHCO asmomamusayuu U UH@GOpMayuoHHoU be3onachocmu TMPENNpUsITUS —
MOJIYYUTh ONEPATUBHYIO U OOBEKTHUBHYIO KAUECMBEHHYI0 U KOJIUYeCMBeHHYI0 OLEHKY COCTOSHHUS
nH(OPMALIMOHHON 0€30MacHOCTH MPEANPHUSATUS Ha BCEX OCHOBHBIX YPOBHSIX PAacCMOTPEHHUS
BOIIPOCOB OE30MACHOCTH: OpPeAHU3AYUOHHO-YNPABIEHUECKOM, WEXHON0SUYeCKOM U MeXHUYECKOM,
BBIpa0OTaTh U 0OOCHOBATH HEOOXOIMMBIC MEPHI OPTAaHU3AIMOHHOTO XapakTepa (COCTaB M CTPYKTYPY
Ci1y>kObI HTHPOPMALIMOHHOMN OE30MaCHOCTH, MOJI0KEHHE O KOMMEPYECKOH TailHe, MakeT JOKHOCTHBIX
MHCTPYKUMH ¥ HWHCTPYKUUU JEHCTBUS B HEIUTATHBIX CHUTYallMsiX); [OMOTalOT COCTaBHUTb
SKOHOMHYECKOE OOOCHOBAaHME HEOOXOIUMBIX WHBECTHIIMN B 3alIUTy HHPOpPMAIUU, 0OOCHOBAHHO
BBIOpaTh T€ WM WHBIC allapaTHO-TPOrPaMMHBIE CpPEICTBA 3aIMUTHl WHDOpMamuu B pamMKax
eOUHON KoHyenyuu Oe3onacHocmu B COOTBETCTBUU C TPEeOOBAHUAMHU DPACHOPSDKEHUN U
pykoBogsammx J0KyMeHTOB ['ocrexkomuccun Poccun, DAIICH, a Takxke MEXKIyHAPOIHBIX
crangaptoB I1SO 17799, 9001, 15408, BSI; amantupoBaTh W HCIOJIB30BaTh B CBOCH paboTe
MPEIJIOKCHHBIC KOJWYSCTBCHHBIC TIOKA3aTeNd OINCHKH WHHOPMAIMOHHON 0e30macHOCTH,
METOJIMKH OLIEHKHU M YIPaBJICHHS 0€30MaCHOCTBHIO C MPUBA3KOM K SKOHOMHYECKON COCTaBIISIIOIICH
3 PEKTUBHOCTH MPEANIPUITHS;

CUCEeMHbIM, — CemesblM  AOMUHUCMPAmMopam U  aoMuHucmpamopam  6e3onacHocmu
npeonpusimus - 00ObEKTUBHO OIIEHUTHh OE30MaCHOCTh BCEX OCHOBHBIX KOMIIOHEHTOB M CEPBHCOB
KOPIOpPaTUBHOW HH(POPMAIMOHHONW CUCTEMBI MPEANPHUATHS, TEXHUUECKOE COCTOSHHUE armapaTHO-
MPOTPaMMHBIX CPEJICTB 3alUTHI HH(MOpPMAIUHN (MEKCETEBBIX IKPAHOB, MAPIIPYTH3aTOPOB, XOCTOB,
CepBEpOB, KopHopaTuBHbIX bJl ¥ mnpunoxeHwil); yCHemIHO TNPUMEHITh Ha MPAKTUKE
pEeKOMEHJallK, TIOJY4YeHHbIE B XOJI€ BBHIMOJIHEHHS AHAJIUTHYECKOTO WCCIENOBaHUs, IS
HeWTpanu3alul M JOKAJIM3ALMU  BBISBICHHBIX YSI3BUMOCTEH amnmapaTHO-IPOTPAMMHOIO
YPOBHS;

COMPYOHUKAM U PAOOMHUKAM NPEeOnpusimuti U OpeaHu3ayull - ONnpeoerums OCHOGHbIE
dyHKYUOHAIbHbIE OMHOWEHUs. U, YTO OCOOEHHO BaXXHO, 30HbI OMBEMCMBEHHOCMU, B TOM YHCIIE
(hUHAHCOBOIA, 32 Ha/TIEXKAIllee UCIIOJIb30BaHHEe HHPOPMAITMOHHBIX PECYPCOB M COCTOSTHUE NOAUMUKU

bezonacnocmu nNpCApUusaTU.

7.2.2. OCHOBHBIE 3Talbl IPOBEICHUS aAyaUTa

KommuiekcHbil ayuT HHPOPMAITMOHHON 0€30MaCHOCTH BKIIOYAET CISAYIOIINE BUIBI padoT:
obcnenoBanue o0BeKTa - mocTpoeHue napopmarmonHo moaenn AC 3aka3unka;

MHBEHTApU3ALUs PECYPCOB — PAHKUPOBAHUE PECYPCOB KOMIIAHUU IO CTETIEHH Ba)KHOCTH;
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IOCTPOCHHE YaCTHOM MOJEIM yIpo3 — KJIAacCHU(HKaIMs yrpo3 IO CTENEHH ONacHOCTU U
BEPOSATHOCTH;

IIOCTPOECHUE MOJIETN HAPYLIUTES;

OLIEHKa IOTEHIMAlIbHOIrO Yyiuepda OT HapylleHHs O€30IaCHOCTH — OLEHKa PHCKOB C
IPUMEHEHUEM METOAUKH TPeX(PaKTOPHOTO aHAIIN3A;

OLIEHKA CYIIECTBYIOIIEH CUCTEMbI 0€30IIaCHOCTH HA COOTBETCTBUE TPEOOBAHUIM CTaHAAPTOB
0€30MaCHOCTH: BEOMCTBEHHBIM, TOCYAapCTBEHHBIM, MEK/IyHAPOIHbIM;

BBISIBJICHHE YSI3BUMBIX MECT U KaHAJIOB YTEUKU MHPOPMALIUY;

pa3paboTKa 1 OLIEHKA MIPEIOKEHHH 110 TPUMEHEHHIO KOHTPMED;

IIPOEKTUPOBAHHUE KOMILIEKCA CPEICTB 3alllUThI;

pa3paboTKa OpraHu3alMOHHBIX MEPONPUITUN - MAKET OpPraHU3alMOHHO-PACIIOPSIUTEIbHON
JOKYMEHTalUY;

OLCHKA OCTAaTOYHBIX PUCKOB.

[IpakTHYeckue marn aBTOPU30BAHHOTO ayUTa OE30MaCHOCTH

Kak Ha npakTHKe peanu3oBaTh NEPEUUCIICHHBIE BO3MOXHOCTU? 110 MHEHHIO CIEMaINCTOB,
3TO CTAHOBUTCS BO3MOXKHBIM B XOJI€ CIAEAYIOUIMX IPAKTUUECKUX I11aroB ayAuTa 0€301acHOCTH.

1. Kommiekcusiii ananmuz MC mnpennpuatuss W TMOACUCTEMBl HH(OpMAIMOHHOW 0e3-
ONIACHOCTH HA METOJOJIOTHYECKOM, OPraHU3alUOHHO-YIIPABICHYECKOM, TEXHOJIOIMYECKOM U
TEXHUYECKOM YPOBHAX. AHAJIN3 PUCKOB.

1.1. HccnenoBaHue u oleHKa cocTossHUS HHpopmanuonHoil OezonmacHoctn KHUC un
MoICUCTEMbI HH(OPMAIIMOHHOW 0€30MTaCHOCTH MPEITPUATHUS.

KommnekcHass oneHka cooTBeTcTBUsi TuUnoBbIX TpeOoBanuii P/l I'ocrexxomuccuun PO
cucteMe MH(QOpMallMOHHON 0€30MacHOCTH MPeIpUsSTHS.

KomriekcHas omieHKa COOTBETCTBHSI THUIOBBIX TPEOOBAHUN MEXAYHApOJHBIX CTaHIApTOB
ISO cucreme nHpopMamoHHOH 6€30MACHOCTH TPEAIPUSATHS.

KommuiekcHass olleHKa COOTBETCTBHS CHEIMalbHBIX TpeOOBaHUI 3aka3unMka CHCTEME
MH(POPMAITMOHHOHN 0€30MaCHOCTH MPEAIPUATHS.

1.2. PaGoTbl Ha OCHOBE aHaM3a PUCKOB.

AHanu3 pUCKOB. YPOBEHb YIPABIECHUS PUCKAMH HA OCHOBE KAYE€CTBEHHBIX OLIEHOK PHCKOB.

AHanu3 pUCKOB. YPOBEHb YIPABICHMS PUCKAMH HA OCHOBE KOJUYECTBEHHBIX OLIEHOK
PHUCKOB.

1.3. UHCTpyMEHTANBHBIE UCCIIETOBAHMS.
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1.3.1. UucTpyMeHTaIbHOE UCCIEA0BAHNUE SJIEMEHTOB HHPPACTPYKTYPHI KOMIIBIOTEPHOU CETH U
KOPIOpPaTHBHOW MH(POPMAITMOHHON CUCTEMbI HA HAJTMYUE YSI3BUMOCTEH.
13.2. HHCcTpyMEHTaIbHOE UCCIIEA0BAaHNE 3AILMILEHHOCTH TOYEK JOCTYNa MPENIpUATHS B
Internet.

1.4. Aranu3 10OKyMEeHTO0000pOTa MPEAIPHUATHSA.

2. Pa3paboTka KOMIUIEKCHBIX PEKOMEHJAlUH 0 METOJO0JOrMYeCKOMY, OpraHHW3allMOHHO-
YIIPaBIEHUYECKOMY,  TEXHOJIIOTHYECKOMY,  OOIIETEXHHYECKOMY M  IPOrpaMMHO-aIlapaTHOMY
o0ecreueHnIo pexxrMa HHPOPMAIIOHHON 0€30IaCHOCTH MPEATIPUSATHSL.

2.1. Pa3zpaboTka KOHIEIUHU obecnieueHrss HUHPOPMAITMOHHON 0€301MacHOCTH MPEAIPUSATHSL.

2.2.Pa3paboTka KOPHOPATUBHOM MOJUTUKKA obOecneueHuss MH(POPMAIMOHHON 0e30macHOCTH
NPEANPHUATHS HA OPraHU3AIMOHHO-YIIPaBICHYECKOM, IIPAaBOBOM, TEXHOJIOTHYECKOM U TEXHHYECKOM
YPOBHSIX.

2.3. Pa3paboTka miaHa 3alIUThl IPEANPUSATHS 3aKa3UnKa.

2.4. JlomoysHUTENbHBIE PAa0OTHl 1O aHAIW3Yy M CO3JAHUI0 METOJOJIOTUYECKOT O,
OpraHU3aIlMOHHO-YIIPABICHUYECKOT0, TEXHOJOTHYECKOT0, WHPPACTPYKTYPHOTO U TEXHHUYECKOTO

obecreueHHus PEKHUMa HH(bOpMaHHOHHOﬁ 0e30MmacHOCTH MMpCAIIpUusATUA 3aKa34UKa.

3. OpranuzanuoHHo-TexHonornueckuii ananu3 MC npeanpusitus.

3.1. OueHka opraHu3almOHHO-YIIPABIEHUYECKOTO YPOBHS 0€3011aCHOCTH.

OrneHkKa COOTBETCTBHSI TUIIOBBIM TPEOOBaHMSIM PYKOBOAAIIUX JTOKyMeHTOB P®d k cucreme
nH(pOpManMOHHOW O€30MacHOCTH MPEANPUITHS B 00JACTH OpPraHU3aMOHHO-TEXHOJIOTHYECKUX
HOPM.

AHanmu3  JOKYMEHTOOOOpOTa  MpEeANpHsTHS  KaTeropuu  «KOH(QUAECHIHMAIBHO»  Ha
COOTBETCTBHE TpeOOBAHUSAM KOHLENIMM HHMOPMAIIMOHHONH OE30MacHOCTH, MOJOXKEHUI0 O
KOMMEpPUYECKOM TaliHe, MpPOYMM BHYTPEHHHM TpeOOBaHUSAM MPEANpUITUS MO 00eCleyeHUIo
KOH(PUACHIIMATLHOCTH UH(OpMAIIUU.

JlononHuTEnbHBIE PaOOTHI MO UCCIEAOBAHUIO U OlIEHKE HWH(OPMAIMOHHON O0e30macHOCTH
00beKTa.

3.2. Pa3zpaboTka peKOMeHAAINi 110 OpTraHU3alMOHHO-YIIPABICHIECKOMY, TEXHOJIOTHIECKOMY,
00IIeTEXHUYECKOMY 00ECTIeUeHHIO PeKMMa HHPOPMAITMOHHON 0€30MaCHOCTH MPEIPUATHUS.

PazpaboTka »31€MEHTOB KOHLENUUU obecredeHuss HHGOPMAIMOHHOW 0€30MacHOCTH

NPEIIPUATHUS.
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Pa3paboTka 57I€MEHTOB KOPIMOpPATHBHOW TIOJMTUKH oOecriedeHuss HH(POPMAIMOHHOM
6630HaCHOCTI/I OpCaAnpusaATUs Ha OPpTraHU3aAllMOHHO-YIIPABJICHYCCKOM, IIPABOBOM U TCXHOJIOTHYCCKOM

YPOBHSIX.

4. DxcrepTr3a peleHU 1 MPOEKTOB.

DKcrepTr3a pemieHuid W MPOEKTOB aBTOMATH3AIlMM Ha COOTBETCTBHE TPEOOBAHUSM IIO
obecrniedueHnI0 MHPOPMAIIMOHHON O€30MTaCHOCTH 3KCIIEPTHO-TOKYMEHTAILHBIM METOIOM.

OKkcrepTtu3a MPOEKTOB TOACUCTEM HH(POPMAIIMOHHONW O€30MacHOCTH Ha COOTBETCTBUE

Tpe60BaHI/I$IM 110 0€30MacHOCTH SKCIIEPTHO-AOKYMCHTAJIbHBIM METOAOM.

5. Pabotrel 1o aHamM3y JOKYMEHTOOOOpPOTAa H IIOCTaBKE THIOBBIX KOMILJICKTOB
OpraHU3alMOHHO-PACTIOPAIUTEILHON TOKYMEHTAIUH.

AHanu3  JOKYMEHTOOOOpOTa  MpeAnpusTus KaTeropun “KoHpuaeHuuaapbHO”  Ha
COOTBETCTBHEC TPEOOBAHMUSIM KOHLENIUA HWHPOPMANMOHHON O€30MacHOCTH, IMOJIOKECHUIO O
KOMMEpPUYECKOH TaiiHe, MpPOYMM BHYTPEHHUM TPEOOBAaHUSAM MNPEANPHIATHS 10 00eCIeUeHUIO
KOH(HUICHIIHMAIBHOCTH UH(OPMAITIH.

[TocTaBka KOMILJIEKTa THUIOBOW OpraHU3allMOHHO-PACHIOPSAIUTENBHON JOKYMEHTAIlUH B
COOTBETCTBUHU C PEKOMEHAAIMIMHU KOpriopaTtuBHOM nmonutuku b npennpustus Ha opraHu3aimoHHO-

YIIPaBJICHUYECKOM U MPABOBOM YPOBHE.

6. PaboThI, o iepKUBAIOIINE TPAKTUYECKYIO PEATU3aLMIO TIIaHa 3allUThI.

PazpaboTka TeXHUYECKOTO MpoeKTa MoiepHHu3auu cpeacTs 3ammuThl KMC, ycTraHOBIEHHBIX
y 3aKkazyMKa IO pe3yibTaTaM IPOBEIECHHOTO KOMIUIEKCHOTO aHaJUTHYECKOTO WCCIETOBAHMS
KOPIIOPaTUBHOM CETH.

Pa3paboTka cucTeMbl MOJIEPKKU MPUHATUS pEUICHUN Ha NMpeJupHsATHU 3aKa3uuKa I10
obecnieueHnt0 HHGOPMAIIMOHHOM Oe30macHOCTH npeanpusaThs Ha ocHoBe CASE-cucrem u jp.

[TonroroBka mpeanpUATHs K aTTECTAINN.

6.3.1. IToaroroBka “moxa K04’ MNPEANpPUATHS K aTTeCTAllMHd OOBEKTOB MH(OpMaTH3aLUU
3aKa3yrKa Ha COOTBeTcTBUE TpeboBaHusM P PD.

6.3.2. TlogroroBka mpennpustus k arrecranmn KMC Ha cooTBercTBHE TpeOOBaHUSAM TIO
Oe3omacHOCTH MeXIyHapoaHbiXx craHmaptoB 1SO 15408, ISO 17799, cranmapra ISO 9001 mpum
obecnieyeHnu TpeOOBaHUN MH(OPMALIMOHHON 06€30MaCHOCTH IPEAIPUATHS.

6.4. PazpaboTka opraHu3alliOHHO-PACTIOPIIUTEILHON 1 TEXHOJIOTHYECKOM JOKYMEHTALIMH.

6.4.1. Pa3zpaboTka pacIIMPEeHHOTO TEPEYHsI CBEICHUI OrpaHUYCHHOTO PaCIpPOCTpaHEHUS

KaK 4aCTH ITOJUTHUKN OE€30MaCHOCTH.
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6.4.2. Pa3paboTka makera opraHU3aIMOHHO-pacmopsauTeabHor gokymeHtanuu (OPJl) B

COOTBETCTBMM C pEKOMEHIALUAMU KoprnopaTuBHou mnonutuku Wb npennpustus Ha
OpraHM3alMOHHO-YIPAaBIEHYECKOM U IPAaBOBOM YPOBHE.

6.4.3. IlocTaBKka KOMIUIEKTa TUIIOBOW OPraHU3al[IOHHO-PACIOPAIUTEIBHON TOKYMEHTALUN

B COOTBETCTBUM C PpEKOMEHIALUsAIMH KOpHopatuBHou, mnonutuku Wb mnpennpusarus Ha

OpraHru3allMOHHO-YIIPABJICHYCCKOM U IIPAaBOBOM YPOBHAIX.

7. IloBbIlIeHne KBAIM(UKAMH U TIEPETIOATOTOBKA CIICIIHATUCTOB.

Tpenunru B 001acTH OpraHU3alMOHHO-TIPABOBOI COCTABIISIONIEH 3aIIUTHl HHPOPMAIHH.

OOydeHne ocHOBaM YKOHOMUYECKOH 0€30MacHOCTH.

TpeHuHTH B 001aCTH TEXHOJIOTHH 3aITUTHI HH()OPMAIIHH.

TpeHuHTH 1O MPUMEHEHHIO MTPOAYKTOB (TEXHHYECKUX CPEACTB) 3alIUThl HH()OPMAIIHH.

OOyueHnue neiiCTBUSM MPH MOMBITKE B3JI0Ma HH(POPMALIMOHHBIX CHCTEM.

OOy4yeHne ¥ TPEHUHTM 10 BOCCTAHOBJIEHHIO pPabOTOCIOCOOHOCTH CHUCTEMBI IOCIHE
HapyHmICHHA IITATHOI'O0 PEKHMa €€ q)YHKLII/IOHI/IPOBaHI/I?[, a TaKXXC II0 BOCCTAaHOBJICHUIO HJaHHBIX H

MPOrpPaMM U3 Pe3ePBHBIX KOIHUU.

ComnpoBokieHHE CUCTEMBl HMH(POPMALMOHHON OE30MacHOCTH IOCIEe IMPOBEACHHOTO

KOMIIJICKCHOTO aHa/IM3a WX aHallku3a dJIEMEHTOB cucTembl 11b NpCAnpUusATH.

Exeronnas nepeouenka cocrosaus Ub.

31ech 1o TEPMUHOM ayoum WHGOPMAIIMOHHONW 0€30MacHOCTH KOPHMOPATUBHOW CHUCTEMBI
Internet/Intranet moHuMaetcsi cucmemuwlll npoyecc NONyYeHHS OOBEKTUBHBIX KAUECTBEHHBIX WU
KOJINYECTBEHHBIX OIICHOK O TEKYIIEM COCTOSIHUM MH(OPMALMOHHOM 0e30MacHOCTH KOMIIAHUU B
COOTBETCTBUH C ONPEICICHHBIMH KPUTEPUSMHU U MOKa3aTeNIMH O€30MacHOCTH Ha BCEX OCHOBHBIX
YpOBHAX o0ecrneueHns O€30MacHOCTH: METOJO0JOTHYECKOM, OpraHU3alllOHHO-YIPaBICHUECKOM,
TEXHOJIOTHYECKOM UM TEXHHYEeCKOM. TakuxX OLEHOK, KOTOphle TIO3BOJSIOT BBIpabOTATh
MpaKTHYECKUE PEKOMEHJIALMU 0 YNPABICHUIO M 00eCIeueHUI0 MHPOPMAIIMOHHON 0e30MacHOCTH
KOMITaHUH, a/IeKBAaTHbIE MOCTaBICHHBIM LEJISIM U 33/1a4uaM pa3BUTHUs OM3Heca.

B nenoM He3aBHCHMO OT CcBOEH Pa3HOBUAHOCTH, COCTaBa M 00beMa ayAuT 0e30ImacHOCTU
KopropatuBHOM cuctembl Internet/Intranet moymkeH MO3BONUTH PEIIUTH CICAYIONINE aKTyalbHbBIC
3aJ1auM KaXJ101 NpOBEPSIEMON KOMITAHUH:

obecrieunTh (MpU  HEOOXOJUMMOCTH TIOBBICUTH) HH(DOPMAMOHHYIO  0€30MacHOCTb

MPEATPUITHS;
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CHU3UTb IOTCHLHAJbHBIC IIOTEPH NPEAUPHUATHA IIyTEM IIOBBIIIECHUSA YCTOMYMBOCTHU
(GYHKIIMOHUPOBAHUS KOPIIOPATUBHOM CETH;

3alIUTUTh KOH(MUICHIMAIBHYI0 HH(OPMAIMIO, IEepeIaBaeMyl0 IO OTKPBITHIM KaHalaM
CBSI3H;

3alIUTUTh MHQOPMALHUIO OT YMBIIUIEHHOIO HCKaXEHUs (pa3pylleHHs), HECaHKLHU-
OHUPOBAHHOI'0 KOIIMPOBAHMS, JOCTYIIA WIIA UCIIOJb30BAHMUS;

o0ecneunTh KOHTPOJIb IEHCTBUM 110JIb30BaTENEN B KOPIIOPATUBHON CETU NIPEAIPUSITHS;

CBOEBPEMEHHO OLIEHUTh M MEPEOLEHUTh MH(POPMAIMOHHbIE PUCKU OHU3HEC JesTeIbHOCTH
KOMITaHUU;

Bblpa6OTaTB OINITUMAJIBHBIC IIJIAaHBI PA3BUTHUA U YIIPABJICHHUA MPCANIPUATHCM.

HJ'IaHI/IpOBaHI/IC ABTOPU30BAHHOI'O ayAUTa HH(bOpMaHHOHHOﬁ 0e30IacHOCTH KOMITaHUHU

B cooTBeTcTBHM C pPEKOMEHIAIMSAMHU MEXIYHAPOJHBIX CTAaHIAPTOB HWH(OOPMAIMOHHOM
0€30MMacHOCTH TPOIeAypa MPOBEACHHUS ayquTa 0E30MaCHOCTH KOMITAHWH JIOJDKHA IUIAHUPOBATHCS
3apanee. J[1s1 3TOro HEOOXOAUMO COCTABUTDH MIAH NPOBedeHUs ayouma, KOTOPbIN TOJKEH OTpakaThb
BCE MEPONPHUATUS U MPOLEAYPHI, CBSI3aHHBIE C NMEPBOHAYAIBHBIMU U KOHTPOJIBHBIMHU NPOBEPKAMHU
MPOJIOJDKUTENBHOCTRIO  Oosiee  oaHoro nHs. Kpome TOro HEOOXOAUMO O3HAKOMHUTHCS C
COOTBETCTBYIOIIIEH 3aKOHOJATEIHHOW M HOPMATHUBHOW 0a30il [JIsi BBISABICHUS TpPeOOBaHUU IIO
nH(pOpMAIIMOHHONW O€30MacCHOCTH, KOTOpPbIE MOTYT OBITh MCHOJB30BaHBl MJi OOECHeYeHUs
nH(OPMALIMOHHON 0€30MaCHOCTH KOMITAHUH.

Hns mpoBeneHust ayauta HWHOOPMAIMOHHOW OE€30MACHOCTH KOMIIAHUK HEO0OXO0IUMO
MOATOTOBUTh BCE HEOOXOJMMBIE CBEACHHUS O COOCTBEHHOH CTpPYKType, OW3HEC esATeIbHOCTH,
TEeKYIIUX TPOEKTaX, COCTOSHUM HHPOPMAIMOHHOW HHPPACTPyKTypel U T. m. Kpome Toro,
norpedyercsi:

JTOKYMEHTAJIHbHO OQOPMIICHHBIE KOHIETIIIHS U TTOJIUTHKA 0€30MaCHOCTH KOMITAaHUH,

CIIUCOK MCIMOJb3YEMOr0 B KOMIAQHWW CHUCTEMHOTO W TPHUKJIATHOTO MPOTPAMMHOTO
obOecrieueHus,

OTHCaHUe TEXHOJIOTUU 00pabOTKH TaHHBIX,

COCTaB M CTPYKTYpa IMOJCUCTEMBI 3alTUTHI HHPOPMAIIHH,

0011ast KapTa KOMITBIOTEPHOW CETH KOMITaHUH.

[Inan mpoBeneHus ayauTa JOJDKEH OMPENENSITh MPOBEpseMble 00JIaCTH NeATeIbHOCTH
KOMIIAaHWM W BpeMsl UX TMPOBEPKH C YyKa3aHHEM, Kakhue WUMEHHO TpeOOBaHUS MEXITyHapOIHBIX
crangaptToB, Hampumep ISO 17799, u pykoBoasmux aokymMeHTOB I'octrexxomuccuu PD Oymyr

IMPOBEPATHCA. T.e. mran MMOATOTOBKU M MPOBCACHHA ayJuTa OOJIKEH OIPCACIATH HOTpe6HOCTI/I
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KOMITAaHUU B OIIEHKE W OOBEKTUBHOM aHAJIM3€ COCTOSIHUS WH(POPMAIMOHHOW O0€30MMacHOCTH,
NOTPEOHOCTH B COOTBETCTBYIOIIMX AamIapaTHO-IIPOIPAMMHBIX CPENCTBAaX 3alllMThl HWH(pOpMalny,
NOTPeOHOCTH B OOYYEHHUH M TEPENOJArOTOBKE CIYKObl MH(POPMALMOHHOW 0E30MacHOCTH, a TaKXke
OCBELIaTh JPyrue BONPOCHI, OTBETHI HA KOTOpPbIE HEBO3MOXHO JaTh Oe3 mpoBelneHUs ayauTa. B
JalbHEeHIeM IUIaH MPOBEIEHUS ayJuTa ¢ BHECEHHBIMM B HEr0 M3MEHEHHUSMH IO XOAY IPOBEPOK
IpUiIaraeTcsi K OTYEeTy O MpoBeAeHuH aynuTta. Kpome Toro, He00X0JMMO TOMHUTH O COTJIACOBAaHUU
wiana nposeneHus ayauta ¢ Konnenmwmeidr u [lonmutukoit mHbopmannoHHON Oe30macHOCTH
KOMIIaHUH.

Pexomeniyercs BbIIEIATh YEThIPE BO3MOXKHBIX dTara IJIaHUPOBAHUS ayIUTa:

[ToaroroBka ayauTa 6€30MacHOCTH;

AHanu3 TpeOOBaHMIA U UCXOIHBIX JaHHBIX;

PacueT Tpy10eMKOCTH U CTOMMOCTH BBINOJIHAEMBIX padoT;

I[OKYMSHTI/IPOBaHI/Ie npoucaypsl IIpOBEACHUA ayAUTaA.

IloaroroBUTEILHBIN dTAO

Ha noocomosumenvnom smane WCHOJHUTENb ONpeASaseT OONMHA TMOPSJAOK pador,
YCTaHABJIMBAIOUIUN IOCIEJ0BAaTEIbHOCTh BBINOJHEHUS W BO3MOXHBIE 3aTpaTbl PECYpPCOB, U
COIJIAaCOBBIBAET €ro ¢ 3aka3uukoM. Ha 3ToM 3tame paccmaTpuBaroTCs:

HazHaueHue u nenu npencTosImero ayiuTa, MopsioK uX JOCTHKEHUS.

[TpyHLIMIIBI YCTAaHOBKH PaMOK IPOBEIECHUS ayuTa.

OyHKIMH, CTPYKTYpa U COCTaB KOpIopaTuBHOW cucteMbl Internet/Intranet, y3kue mecrta u
MOTEHI[MAIbHbIE YSI3BUMOCTH B CHCTEME YIIpaBJIeHUS! MHPOPMAaLMOHHON 0€3011aCHOCTBIO.

MeTtoauku OleHKH KBaTU(pHUKAIUU CTIEHUATICTOB U COTPYIHUKOB CITY>KObl HHPOPMAITMOHHON
0€30MacHOCTH.

Crnioco06rb1 kaTeropupoBanus o0OpadaTbIBaeéMoi B KOPIIOPAaTUBHOW MH(POPMAILIMOHHOM CUCTEME
nH(pOopMaIK, HapUMep Ha OOIIEIOCTYIHYIO, KOH(PUIEHIIMATIBHYIO U CTPOro KOH(HIEHINAIbHYIO;

MeTonbl 1 UHCTPYMEHTApUU OLIEHKH BPEMEHHBIX 3aTpaT M 3aTpaT pecypcoB KOMIIAaHUM Ha
ayauT wuH(popManmoHHOW Oe3omacHOCTH. BO3MOXXHOCTH HCHOJB30BAHUS PE3YJIbTATOB paHee
MIPOBEJIEHHOTO ayJuTa, B TOM YHMCJIE aHalIM3a MH(OPMALMOHHBIX PUCKOB M aHAJIN3a COOTBETCTBUS
TpeOOBaHUAM MEXIYHAPOIHBIX CTAHAAPTOB U PYKOBOIAIIUX TOKyMeHTOB ['ocTexxomuccuu P®D;

CoctaB rpynmbl JKCIEpPTOB B 00JacTh 0€30MacHOCTH KOPIOPATUBHBIX cucTeM In-
ternet/Intranet u pacnipenenenne 00s13aHHOCTEN MEKIY HUMU;

[TapameTpbl KOpPIOpaTUBHOW WH(POPMALMOHHON CETH KOMIAHHUM M Cpeabl ee (PyHK-

MUOHWPOBAHNs, OKA3bIBAIOIIUC CYIICCTBCHHOC BIIMAHUC HAa KAYCCTBO ayuTa 6G3OHaCHOCTI/I;
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COBOKYNHOCTh yYUTBIBAEMBIX IIpU MPOBEIECHUU ayauTa O€30MaCHOCTH TpeOOBaHUMN
MEXIYHAPOAHBIX, TOCYAAapPCTBEHHBIX, MEKBEJOMCTBEHHBIX U BHYTPEHHUX CTaHJAPTOB;

BuyTpenHsass oTdeTHas JOKyMeHTanus, odopmieHMe W NOpU  HEOOXOAMMOCTHU
KOPPEKTUPOBKA KOHLIETILIUU U ITOJIMTUKY MHPOPMALMOHHOM 0€3011aCHOCTH KOMIIAHUH;

[lepcriekTuBBl M TEHAEHIMM Pa3BUTUS KOPIOPATUBHOM CHCTEMBI 3aIIUThl MH(DOpMaLUU
KOMIIaHUH, BOIIPOCHI BBIPAOOTKHU CTPATETUU M TAKTHKH €€ Pa3BUTHS.

CornacoBaHHbBI € 3aKa34uMKOM OOMIMK TOPSAOK MPOBEACHUS ayAuTa Oe30MacHOCTH

KOMITAaHUU MOJKET OBITh OTPaAXCH B COOTBCTCTBYIOIICM TEXHUYCCKOM 3aJlaHHN.

Oran aHam3a TpeOOBAaHUI M UCXOHBIX JTAHHBIX

Otan ananuza mpedo8anuli U UCXOOHbIX OAHHbIX COCTABIISET IJIaBHYIO YacTh IJIAaHUPOBAHUS
aynuta. B mponecce anannsa paccMaTpUBarOTCS:

Tpebosanus unghopmayuonnoli 6esonachocmu. llenb aynura — 0OBEKTHBHO U ONEPATUBHO
OLICHUTh U NPOBEPUTH COOTBETCTBUE HCCIENYEMOW KOPIOPATUBHOM CHUCTEMBI 3alUThl KOMIIAHUU
IpeabsaBIsieMbIM K Hel TpeOoBaHUsAM HHPOpMAMOHHOM Oe3omacHocTd. I[losToMy ans Takoi
OLIEHKM HEO00XOJMMO CHayajga paccMOTpeTb TpeOoBaHUA MH(POPMALMOHHONW O€30IacHOCTH.
OCHOBHBIMH TpeOOBaHUSAMHU WH(OPMAIIMOHHOIN 0€30MacHOCTH Il OTEYECTBEHHBIX MPEANPHIATHH U
KOMIAHUH SBIAIOTCS TpeOOBaHMSI PYKOBOAAIMIMX JOKyMeHTOB I'ocrexxomuccuun P®, 3akoHOB
Poccuiickoit ®enepauny, BHYTPUBEIOMCTBEHHBIX, MEKBEIOMCTBEHHBIX, HAIMOHAIBHBIX W
MEXyHapOJIHBIX cTaHaapToB. Kpome sToro, mias Kakaodl KopmopaTMBHONW HWH(POPMALMOHHON
CUCTEMbl HEOOXOJUMO YUMTHIBATh CIEIHalIbHble TpPEOOBaHMS BHYTPEHHETO HCIOJIb30BaHUS,
COrJacoBaHHbBIE C KOHLEMUUEH M TOJUTUKOM O€30MacHOCTH KOMMAaHWU. Takue BHYTpPEHHHE
TpeOOBaHUs peKOMeHyeTcsl (POpMyYIMPOBATh MO pe3yiabTaTaM aHaINW3a MH(MOPMALMOHHBIX PHCKOB
KOMITAHWH, YYUTHIBAIOIIUX CHENM(PUKY KOHKPETHOM KOMIIaHUH;

Hcxoonvle dannvle ons nposedenusi ayouma. B pykoBopsimeM aokymeHnte ['ocrexxomMuccuu
«[lonoxxenne mo arrecrauu OOBEKTOB HHGOpMATH3alMK 1O TpeOOBaHUSAM OE30MACHOCTU
UHGOPMALUM» TPUBOJIUTCA CTaHJIAPTHBIM IMEepeueHb MCXOAHBIX JaHHBIX, HEOOXOAWMBIX JUIA
pa3paboTKH MporpaMMbl M METOAMKHM AaTTECTAllMOHHBIX HcHbITaHUK. [loMUMO cTaHIapTHBIX
MCXOJIHBIX JIaHHBIX MOTYT MCIIOJIb30BATHCS U JIONOJHUTENbHbIE HCXOAHbBIE TaHHbIE, crieUu(UYHbIE
JUIS KaXJ10M KOHKPETHOM KOMIIaHMM, HAIPUMEpP CTATUCTUKA HAPYIICHUN MOJIUTUKU OE30MacHOCTH
KOMIIaHUM, CTaTUCTMKA BHEIIHMX W BHYTPEHHUX aTakK, YI3BUMOCTH Haubosiee KpUTHYHBIX
KOPIOPATUBHBIX WH(POPMAIIMOHHBIX PECYpCOB U T. 1. Takke HYKHO YYUTBHIBATh, YTO, KaK IMPaBUIIO,
PYKOBOJICTBO KOMIITAHUM HMEET COOCTBEHHbIE B3IISIbI Ha HMH(OpPMAIMIO, MPEAOCTaBISIEMYIO B

KaueCTBC HWCXOJHBIX JaHHBIX I ayauTa 0e30MacHOCTH. HOBTOMy MCXKIY 3aKa3dyuKOM U
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UCTIOJTHUTENEM paldoT MO ayauTy WH(POPMAIMOHHOW OE€30MacHOCTH PEKOMEHIYETCS 3aKITIYUTh
CHeIUanbHOE COIMIAlIeHHe O KOH(DUACHIIMAIBHOCTA WU COOTBETCTBYIOIIUHA TMPOTOKONI O
HaMEpEHUSX;

Pamxu nposedenus ayouma. Tlpu onpeneneHur paMOK POBEACHUS ayJuTa HEOOX0IUMO B
PaBHOU CTEICHHW YYHTHIBATH OPraHU3AIMOHHBIN, TEXHOJIOTHYECKHUI, U MPOrPaMMHO-TEXHHUECKHUI
ypoBHH oOecriedyeHHnss MHPOPMALMOHHON 0e30MmacHOCTH. B mpoTUBHOM cilyyae pe3ynbTaThl ayauTa
HE OyayT OOBEKTUBHO OTPaXKaTh PEATbHBIA ypOBEHb MHPOPMAIMOHHONW 0€30MaCHOCTH KOMITAaHUH.
Hanpumep, moporocrosimue ammapaTHO-IPOrpaMMHBIC CPEICTBA 3aIIUThl WH(OPMAIUU MOTYT
OKa3aThCs OECIIONIC3HBIMU, €CJIM HEMPABUIIBHO OIPEEIICHBI U PEaTM30BaHbl MEPbl U MEPOTPUSITHUS
HAa OpraHM3allMOHHOM M TEXHOJOTHYeCKOM YypoBHiX. [Ipu ompeneneHurn paMoK ayauTa
HeoOxomuMo  3adUKCHPOBATh  IITAaTHBIE  YCJIOBHS ~ (DYHKIIMOHHPOBAHHS  KOPIIOPATHBHOM
WH(POPMAIIMOHHON CUCTEMbI 0€30IaCHOCTH KOMITaHWU. Takasi uKcaiusi MOXeT ObITh OTpakeHa B
«ATTectare coOTBETCTBUS» Wi «llaciopTe KOMIaHUKM» U SBISICTCS HEOOXOUMBIM YCIIOBUEM JIJIS
obecrieueHust TpeOyemMoro ypoBHS HHPOPMAIMOHHOW OE30MacCHOCTH KOMIIAaHUU H Pa3pabOTKH
IUTAHOB  JCWCTBUS B ClIy4ae BO3HHKHOBEHHUS HEIITATHBIX YCIOBHHA (YHKIIMOHHPOBAHUS
KOoprIopaTuBHO# cucteMsl Internet/Intranet;

Obnacmu Odemanvhoco u3yuenus. llpu TPOBENCHUM ayluTa OCHOBHOE BHHMAaHUE
JOJDKHO — YHENSATbCSl ~ KOMIIOHEHTaM M IOJACHCTEMaM,  OCYLIECTBISIOIIMM  00paboTKy
KOH(UICHIMATEHOW WHpOpMauu KoMmaHuu. llpu 3ToM HEoOXoauMO YMETh pacCUYHUTATh
BO3MOXHBIA yIIepO, KOTOpPBI MOXET ObITh HAHECEH KOMMIAHUM B Cly4yae pasTialieHus
KoH(puaeHnanbHOM uHopManuu U HapymeHus [loauTuku 0e30mMacHOCTH. DTO JTOMKHO OBITh
OTPAXCHO B COOTBETCTBYIOIIMX JIOKYMEHTaX KOMIIAHWHW, PErVIAMEHTHUPYIOIUX €€ TIOJUTUKY
nH(popManMoHHON Oe3omacHocTH. st ompenenenusi BO3MOKHOTO yiiep0a MOTyT HCIOJIb30BaAThCS
pazHooOpa3Hbie (opManbHBIE METOMABI, HAlpPUMEpP METOIbl JKCIEPTHHIX OIICHOK. B KadecTBe
UCXOJHBIX NAHHBIX A1 MPUHATUS peuieHus o0 o01acTsIX AETalIbHOTO M3YYEHUSI MOTYT CIYIKHUTh
pe3yibTaThl paHee MPOBEICHHOTO, TEKYIIErOo KOMIUIEKCHOTO ayAuTa Oe30MacHOCTH KOMITaHHH,
pe3yJabTaThl aHaTu3a WHPOPMAIIMOHHBIX PUCKOB KOMIIAHWHM W JIpyrue aanHbsie. Kpome Toro mpu
HEOOXOAMMOCTH YSI3BUMBIE MECTa OTOJHUTEIHLHO MOTYT OBITh HCCIIEOBaHBI CHEIUATHHBIMU
WHCTPYMEHTAIBHBIMU MPOBEPKAMU C MOMOIIBI0 TaK HA3bIBAEMBIX CKAHEPOB U CUCTEM IIPOBEPKHU
YPOBHS 3aIIUAIICHHOCTH;

Tpebyemviti yposenv demanuzayuu u noaHomvl. B OONBIIMHCTBE CIy4aeB Ui TOTYYCHUS
a/ICKBaTHBIX PE3yIbTAaTOB JIOCTATOYHO MPOBECTU 0A30BBINM aHAU3 KOPIOPATUBHON CUCTEMBI 3aIIUTHI
uH(pOpMaIUK, TO3BOJSIONINI OMpPeAeTUTh OOl ypOoBeHh HWHGOPMAIIMOHHONH O€30MacHOCTH
KOMIIaHWM ¥ TIPOBEPUTh €ro Ha COOTBETCTBHE HEKOTOPHIM TpeOoBaHMsAM Oe3zomacHOCTH. B

HEKOTOPBIX CIy4yasx JOIMOJIHUTEIbHO TpedyeTcs MPOBECTH JETaJbHBbIA aHau3, 1€ KOTOPOro —
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KOJIMYECTBEHHO OLEHUTh YPOBEHb HMH()OPMALMOHHON 0€30IaCHOCTH KOMIIAHMM Ha OCHOBE
CIIEIMATBbHBIX KOJMYECTBEHHBIX METPHUK M Mep HH(pOpManuoHHOH Oe3omacHoctu. [lng storo
CHayasa
OIIPEIEISIOTCS BCE HEOOXOJMMBbIE KOJIMYECTBEHHbIE IOKA3aTeIM, a 3aTeM IPOM3BOAUTCS OLIEHKA
ypoBHsI MH(OpPMAIMOHHOM Oe3omacHOCTH KoMmnaHWW. CyleCTBEHHO, 4YTO IpPU 3TOM CTaHOBUTCS
BO3MOKHBIM CpPaBHHBATh YPOBEHb OE30MACHOCTH KOMIAHHMU C HEKOTOPBIM ATAaJOHOM, OMPEACTSTH
TEHJEHIIMA M TIEPCIIEKTUBBI PA3BUTHS CHCTEMbl KOPIOPATUBHON O€30MacHOCTH, HEOOXOIUMBIE

HMHBCCTHIIUU U T. 1.

Oramn pacyera TPyJA0€MKOCTH U CTOUMOCTH

Ha »srtane pacuema mpyooemxocmu u cmoumocmu TPOBOJUMBIX pabOT IO JaHHBIM
IIPOBEJICHHOI'0 aHaJIM3a OLIEHUBAIOTCSA BPEMEHHbIE, (P MHAHCOBBIE, TEXHUUYECKHE, UH (OpPMaLlMOHHbIE
U TpOYHE pecypchl, HEOOXOMUMBbIC IA ayauTa WH(GOpManUOHHOW Oe3omacHOCTU. Brinenenue
pecypcoB pEKOMEH1YeTCsl IPOU3BOJIUTh C YYETOM BO3MOKHBIX HEHITATHBIX CUTYyallUH, CIIOCOOHBIX

YBCIIUYUTD TPYAOCMKOCTh ayJiuTa 0€e30IacHOCTH.

Oran popManuzanuy ¥ JOKYMEHTUPOBAHUS

3aBepIaeTcs MJIAaHUPOBAHUE ayauTa gpopmanuzayuel u OOKyMeHmuposanuem BHIIOTHEHUS
ayauTa, 4To IPEXkAE BCETrO MOApa3yMeBaeT MOATOTOBKY U COINIACOBAHME IUIaHA NIPOBEICHUS ayquTa.
[Inan npoBeneHus ayauTa B 00IIEM CiTydae BKJIIOYAET B ce0s CIeAYIOIINE pa3aebl:

Kpamkas xapaxmepucmuxka pabom. Bxiarodaer Bce HEOOXOAMMBIE CBEICHHS O MOPSAKE
IpoBe/IeHus padoT;

Bseoenue. Yka3blBaeTcs aKTyaJlbHOCTh NPOBEACHUS ayIuTa 0€30IMacHOCTH, OCOOEHHOCTH U
TpeOOBaHUSl K NOPAAKY MPOBEIACHHS ayauTa, XapaKTEpUCTUKAa MCCIEAYeMOro OOBEeKTa, paMKu
MPOBE/ICHUS ayAuTa, OOIMUA TOPAIOK padoT, TpeboBaHus MO (QUKcAMK Pe3ydbTaTOB ayJauTa.
JIONOJTHUTENBHO MPHUBOJATCS CBEIECHUS O KaTerOpUPOBAHUU KOPIOPATHBHON uH}OpMmaluwy,
HarpuMmep KOH(UIECHIHATBHONH U CTPOro KOH(pUAEHINaIbHONW. Takke MepeuucistoTcss OCHOBHBIE
pellaeMble 3aJaud, OTPAaHUYECHUS, BBHIMOJHSAEMble (YHKUUM U KPUTEPUH OLEHHMBAHHS YPOBHS
nH(popManMoOHHON 0€30MacHOCTH KOMITaHUH, TpeOOBaHUS HOPMATUBHBIX TOKYMEHTOB Poccuiickoii
denepannu, MEXIYHAPOIHBIX CTAHIAPTOB U BHYTPEHHUX TPeOOBaHUN KOMITaHUH;

Pacnpedenenue ob6szannocmeri. Omnpenensiercss mrTaT U (yHKIHOHAJIBHBIE OOS3aHHOCTHU

IPYNIBI CTIIEHAINCTOB, KOTOPbIE OYAYT MPOBOJUTH ayAUT O0€30MaCHOCTH;
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Tpebosanus ungpopmayuonnot 6eszonachocmu. DUKCUPYETCS OOOCHOBAHHBIM BBIOOD
TpeOoBaHU MH(POPMALIMOHHON 0€30MaCHOCTH, OINPEAEISIOTCS KPUTEPUM M TOKa3aTeNd OLEHKU
MH(POPMAITMOHHON 0€30MacHOCTH KOMITAHWHU, BBIOMPAIOTCS KOJWYECTBEHHBIE METPUKU U MEPHI
O0ezomacHocTtH. [lomMMMO HOpMaTUBHOW W 3akoHOJaTenbHON 0a3el Poccuiickoit denepanun
JIOTIOJIHUTENIFHO PEKOMEHJIYETCS MCIO0JIb30BaTh TPEOOBAaHUSA MEXAYHAPOIHBIX M BHYTPEHHHX
CTaHAAPTOB KOMIIAHWH, AaKTyaJbHBIC JUISI KaXJOW OTIAEIbHO B3ATOW. OLEHKY MHBECTHUIUN B
MOJICPHH3AINI0 KOPIIOPATUBHOM CHUCTEMBI 3alIUTHl MHPOPMAIMU PEKOMEHYeTCs MPOBOJIUTH Ha
OCHOBE PE3yJIbTAaTOB aHAIN3a UHPOPMAIIMOHHBIX PUCKOB KOMITAHUU;

Dopmanuzayus oyeHoK yposHsa besonacHocmu komnanuu. ONPenenstoTcs KayeCTBEHHbIE U
KOJIMYECTBEHHBIC HapaMeTpbl Uil MOJy4eHHS OOBEKTHBHBIX OIICHOK YpPOBHS WH(GOPMalUOHHOU
Oe3omacHOCTH KoMmaHuH. [lepedncisioTcss 3amadu, BBINOJHSAEMBIC TPU MPOBEICHUH 0a30BOTO U
JETabHOTO aHaIKu3a MHPOPMAIIMOHHBIX puckoB. CocTaB 3a/lay 3aBHUCUT OT TOrO, HA KaKOM 3Tarie
KU3HEHHOTO LHMKJIa HAXOAWUTCS  HccienyeMass O0e30HMacHOCTh  KOPIIOPATUBHOM — CHCTEMBI
Internet/Intranet: sTame npoeKTHpPOBaHWs, SKCILIyaTallMd WM Ap. B 3ToM pasjgene oTpakaroTcs
KpUTHUYHbIE MH(OPMALIMOHHBIE PECYpChbl KOMIIAHHWH, OLIEHKAa AKOHOMHUYECKOH 3(dexTuBHOCTU ee
NEeSITeIbHOCTH, MCIIOJNb3yeMble MOJICNHM, METOABl CPEACTBAa MPOBEIACHHS ayauTa Oe30MacHOCTH,
UCXOJTHBIC TaHHBIE;

Inan-epagpux pabom. OnpenensroTcsi CPOKH, KaJICHIAPHBIA IUIaH BBIMOJIHSAEMBIX pPadoOT,
BpeMs MX OKOHYaHMSA, (DOPMBI OTYETHBIX JOKYMEHTOB, TPeOOBAaHHUsS IO MpUEMY-clade pabOThl U
poyee;

Iloooepoicka u  conposoxcoenue. Ilepedncnsiorcss TpeOOBaHHSA K aJMHHUCTPATUBHOM,
TEXHOJIOTUIECKOHN U TEXHHUECKOW TOIEPIKKE ayIuTa MHPOPMAIIMOHHOM 0e301acHOCTH;

Omuemnvle OokymeHmvl. OCHOBHBIMHU OTYETHBIMU JOKYMEHTAMH SIBJISIOTCSI OTYET 110
pesyapTaTaM ayauTa 0e30HacHOCTH, KOHIENUHUsS W TOJUTHKA HH(OPMAIMOHHON O0e30MacHOCTH,
TJTaH 3aIUTHl KOMIIaHUH;

Ipunoorcenus. B npunoxeHUsIX MPUBOJIATCS IPOTOKOJIBI IPOBEPOK, a TAKKe HHDOpMALUs 10
METOJMKaM M WHCTPYMEHTApHUH TPOBEICHHS ayIWTa, BBHIIBICHHBIC 3aMEYaHUs, PEKOMEHIAIUN U

mpouee.
7.2.3. Meroanka aHainu3a 3alUIEHHOCTH
B nHacrosiiee BpeMs He CYIIECTBYET KaKUX-THOO CTaHAApTHU3WPOBAHHBIX METOJUK aHAIIM3a

3amuiieHHocTH AC, 03TOMY B KOHKPETHBIX CUTYALUSAX aJTOPUTMbI JEHCTBUI ayAUTOPOB MOTYT

CYIIECTBCHHO Ppa3jinvaTrbCs. O)IHaKO TUIIOBYIO MCTOJHKY aHaIM3a 3alllUIICHHOCTHU KOpHOpaTHBHOfI
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CeTH MPEIJIOKUTh BCe-TaKH BO3MOXKHO. M XOTS naHHAas METOAMKA HE MPETEHAyeT Ha BCEOOUTHOCTb,
ee 3((HEeKTUBHOCTH MHOTOKPATHO MIPOBEPEHa Ha IPAKTHKE.

TunoBass MeToJMKa aHajau3a  3allUIIEHHOCTH  KOPIOPaTHUBHOM CETH  BKJIIOYAET
UCIIOJIb30BaHUE CIIEAYIOIINX METO/IOB:

N3ydenune nucxoanpix nanHbix no AC;

OneHka pHUCKOB, CBS3aHHBIX C OCYIIECTBIEHHUEM Yrpo3 O€30MaCHOCTH B OTHOLIEHUU
pecypcoB AC;

AHanu3 MexaHU3MOB O€30MAaCHOCTH OPraHM3allMOHHOTO YPOBHS, MOJUTHKU OE€30MacHOCTH
OpraHM3ali U OPraHU3allOHHO-PACHIOPSIUTEIFHON JOKYMEHTAIMU 10 OOECIEeUEHHUIO0 peKHUMa
MH(POPMAIIMOHHON O0€30IaCHOCTH M OIEHKAa HX COOTBETCTBHA TPEOOBAHMSAM CYIIECTBYIOLIMX
HOPMAaTUBHBIX JOKYMEHTOB, a TAKXK€ UX a/IEKBATHOCTH CYIIECTBYIOLIUM PUCKAM;

Pyunoil anann3 xkoHQUrypalmoHHbIX (HaliIoB MaplIpyTH3aTOpoB, MD U MPOKCH-CEPBEPOB,
OCYUIECTBJISIOIINX YIPABICHUE MEXCETEBBIMU B3aUMOJECHCTBUSIMH, TOUYTOBBIX 1 DNS cepBepos, a
TaKXe JPYTuX KPUTHUECKUX DIIEMEHTOB CETEBOW MHPPACTPYKTYPHI,

CkanupoBaHue BHelIHUX ceTeBbIX aapecos JIBC u3 cetu MnrepHer;

CxkanupoBanue pecypcos JIBC uznyrpu;

AHanu3 koHurypauuu cepBepoB u  pabounx cranmmii  JIBC mpum  momomu

CIICHUAIN3UPOBAHHBIX ITPOrpaMMHBIX CPEACTB.

Hcxoansie nannble mo oocnenyemoit AC

B coorBerctBuu ¢ TtpeboBanusmMu PJ[ ['ocTtexkomuccuum mnpu NpoBeneHHUH paboT 1o
arrectanuu Oe3zonacHocTd AC, BKIIOYAIOIMIMX B ceOs MpenBapuTeIbHOE 00CIeOBaHUE W aHAU3
3alIMIIEHHOCTH O0BEeKTa WH(pOpMAaTHU3alUKM, 3aKa34MKOM paboOT OJKHBI OBITh NPEIOCTaBIICHBI
CIIEYIOINE UCXOHBIE TAHHBIE:

[TostHOE ¥ TOUHOE HaMMEHOBaHHE 00bEKTa NH(OPMATU3ALINY U €r0 Ha3HAUECHHUE.

XapakTep (Hay4HO-TEXHHUYECKas, OSKOHOMMYECKas, NPOU3BOJICTBEHHAs, (UHAHCOBas,
BOGHHAs, [IOJIUTUYECKas) MHGOpPMAIMM © YPOBEHb CEKPETHOCTH (KOH(HIEHIMAIHLHOCTH)
oOpabaTbiBaeMOil ~ MHpOpMaLuu  ompeneneH (B COOTBETCTBUHM C  KaKUMH  IEpEYHSIMHU
(rocynapcTBEHHBIM, OTPACIIEBBIM, BEIOMCTBEHHBIM, ITPEITPHUSITHS).

OpranuzanvoHHasi CTpyKTypa 00beKkTa HH(OpMaTU3ALINH.

IlepeueHp TOMELIEHMWI, COCTaB KOMIUIEKCA TEXHMUYECKHX CpPEACTB (OCHOBHBIX U
BCIIOMOTATENbHBIX), BXOJAIIMX B OOBEKT HH(OpPMATH3alMM, B KOTOPHIX (HAa KOTOPBIX)

oOpaOaThiBaeTcs yKazaHHas HH(opmaus.
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OcoOCHHOCTH M CXeMa pacoJIOKEHUs O0BbeKkTa WH(GOPMATH3AUHU C YKa3aHHUEM T'PaHMI]
KOHTPOJIUPYEMOU 30HBL.

Crpykrypa  mporpamMMmHOro  obecriedeHus:  (OOLLIECMCTEMHOIO W IPUKIATHOIO),
UCIOJIb3yEeMOI'0 Ha aTTeCTyeMOM OOBeKTe MH(POPMATU3ALUU U IMpeIHA3HAUYCHHOIo Uil 00paboTKu
3anuaeMoi HHdopMaIuy, UCIoJIb3yeMble IPOTOKOJIbI OOMEHa HH(pOpMaLueil.

O6mass  QyHKuuMoOHanbHas cxemMa oObeKkTa HMHQOpPMATH3AIMM, BKIIOYas  CXEMY
MH(POPMAIMOHHBIX TTOTOKOB ¥ PEXKUMBI 00pa0OTKH 3alHMIaeMoil HH(OPMAIIHH.

Hanuuue u xapakrep B3auMOoJIEHCTBUS C IpYTUMHU 00bEKTaMU UHPOPMATU3AIUH.

CoctaB M CTpyKTypa CHUCTEMBbl 3allUThl HHPOPMALMUM HA aTTECTyeMOM OOBEKTE
nH(pOpMATHU3ALINH.

[lepedyeHp TEXHWYECKHX W MPOrPAMMHBIX CPEICTB B 3AIUIIEHHOM HCIOJHEHHUH, CPEICTB
3alIUThl M KOHTPOJIA, UCIOJIb3YEMBbIX Ha aTTECTyeMOM OObeKTe MH(POPMATU3ALUU M HMMEIOLIUX
COOTBETCTBYIOLINH cepTU(UKAT, IPEIIHUCAHNE Ha SKCILTyaTalHIo.

CBenenus 0 pa3pabOTYMKaX CHUCTEMBI 3alIUTHl MH(QOPMALUHM, HAIUYHE Y CTOPOHHHUX
pa3pabdoTYUKOB (IO OTHOLICHHUIO K MPEANPUATHIO, HA KOTOPOM PACIIOJIOKEH aTTECTyeMbId OOBEKT
nH(pOpMaTH3AIMK) JTUIIEH3UH Ha MPOBEICHUE MOA00HBIX PadoT.

Hanuuue Ha oObexTe MHGOpMaTH3aLuK (HAa NPEANPHUITHH, HA KOTOPOM PACHOJIOKEH OOBEKT
nH(popMaTu3amuu)  CIYKObl ~ Oe30macHOCTH  WHGOpPMAIUU,  CIYyKObI  aJIMHUHHCTPATOpA
(aBTOMATU3UPOBAHHOMN CHUCTEMBI, CETH, 0a3 JAaHHBIX).

Hanuune M OCHOBHBIE XapakTEpUCTUKHM (PU3MYECKON 3amUThl 00BEKTa WH(pOpMaTH3aLUU
(momemienuii, rne oOpabarbiBaeTcsi 3amuiiaeMas HHGoOpMalMs M XpaHATCS HHG(OpMAIMOHHBIE
HOCHUTEJH).

Hannune u TrOTOBHOCTH MPOEKTHOM M JKCIUTyaTallMOHHOM JIOKYMEHTAalHWHW Ha OOBEKT
uHbOpMaTU3aLMU M JpPyrde HCXOAHbIE NaHHbIE IO aTTECTyeMOMY OOBEKTY HH(pOpMAaTH3aluH,
BIIMSIOIIME Ha 6€30MaCHOCTh WH(OPMAIIHH.

OnpIT TMOKa3bIBACT, YTO MEPEUYHCICHHBIX HMCXOIHBIX JaHHBIX SIBHO HEIOCTATOYHO JUIS
BBITNIOJTHEHUS paboT 1o aHanu3y 3auuineHHocty AC, u npuseaeHHbii B P/] 'octexkoMuccuu cnucok
HYX/IaeTcsl B pacUIMpeHUH M KoHKpeTu3auuu. ITyHKT 14 mnpuBeneHHOro cHucKa Hpearoiaraer
NPEOCTaBIIEHUEe JAPYIrMX MCXOJHBIX JaHHBIX N0 OO0BEKTy HH(POpPMATHU3alMK, BIUAIOUIMX Ha
6e3onacHocTh MHGpopManuu. Kak pa3 3TH «I0NMOJHUTENbHBIE)» JaHHbIE U SBISIIOTCS Haubolee
3HAYMMBIMHU JIJTS OLIEHKHU TEKYIIETO MOJ0KEeHUsI Je ¢ obecrieuenneM 6e3onacHoct AC. X crimcok
BKJIIOYAET CIIEAYIOIINE BUABI JOKYMEHTOB:

JlononmHuTENbHAS JOKYMEHTAIMS:

HopmartuBHO-pacmiopsiauTenbHast JOKYMEHTAIHS TTO MTPOBEACHUIO PETIIAMEHTHBIX padoT.

HopmaTtuBHo-pacniopsauTenbHas JOKYMEHTALMsI 110 00ECIIeUEeHUI0 MOJUTUKN O€30MaCHOCTH.
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JIOJKHOCTHBIE MHCTPYKLMU U1 aJMUHUCTPATOPOB, MHXKEHEPOB TEXHUUYECKOW MOAJIEPHKKH,
CITy>kKObI 0€30IaCHOCTH.

[Ipouenypsl ¥ IUIaHBI TpeAOTBpallieHUuss u pearupoBanuss Ha mnonbiTku HCJ k
MH(OPMALIMOHHBIM PECYpCaM.

Cxema TonoJIoruu KOpropaTuBHOM CeTH ¢ ykazaHueM [P-agpecoB u cTpyKTypHas cxema.

JlaHHBIE TIO CTPYKTYpE MH(DOPMAIIMOHHBIX PECYPCOB C YKa3aHHEM CTEIIEHU KPUTUYHOCTH WIIN
KOH(UICHIIMATLHOCTH KaXKI0T0 pecypca.

Pa3menienne nHPOPMAIIMOHHBIX PECYPCOB B KOPIIOPATUBHOM CETH.

Cxema OpraHu3alMOHHON CTPYKTYPbI MTOJIb30BaTEIIECH.

Cxema OpraHu3alMOHHON CTPYKTYPHI 00CITYKUBAIOIINX TIOIpa3AeICHUH.

Cxembl pa3MelieHus JUHUN TIepeiaun JaHHBIX.

CxeMblI U XapaKTePUCTUKH CUCTEM DJIEKTPOIIUTAHUS U 3a3eMiieHHus 00bekToB AC.

JlaHHBIE MO UCIIOIB3YEMBIM CHCTEMAaM CETEBOT'0O YIPABICHUSI © MOHUTOPHHTA.

IIpoekTHass NOKyMEHTaus:

OyYHKIUOHATIBHBIE CXEMBI.

Onucanyne aBTOMaTU3UPOBAHHBIX (DYHKITUH.

OnucaHre OCHOBHBIX TEXHUYECKUX PELICHUM.

OKcIulyaTalluOHHasi JOKyMeHTauusi: PyKoBOJICTBa I0JIb30BaTelel W aJIMUHUCTPATOPOB
HCIIOJIB3YEMBIX TMPOTPAMMHBIX U TEXHUYECKUX cpencTB 3amutbl uHpopmaruu (C3U) (B ciydae

HEO0OXOTUMOCTH).

[Tpu ananu3ze kKoHQUrypaluu CpeAcTB 3allluThl BHelrHero nepumerpa JIBC u ynpasneHus
MEXCETEBbIMU B3aUMOJICHCTBUSMU 0CO0O€ BHUMaHHE oOOpallaeTcs Ha CIEAYIOUIUEe acHeKThI,
orpeJiesiieMble X KOHPUTypamuei:

Hactpoiika nmpaBui pa3rpaHuueHus 10cTyna (mpaBuil (pUIbTpalMK CETEBBIX MAakeToB) HAa MO
U MapuIpyTH3aTopax;

Hcnonp3yemble cXeMbl M HACTPOHKa IapaMeTpoB ayTeHTHU(PHUKALIUY;

Hactpoiika napaMeTpoB CUCTEMbI pETUCTPAIIMH COOBITHH;

Hcnonb30BaHne MeXaHU3MOB, 00ECIIEUMBAIOIINX COKPBITHE TOMOJOTHH 3aIlUIIAaeMON CETH,
BKJIIOUAIOIMX B ce0si TpaHcisiuuio cereBbix aapecoB (NAT), mMackapaauHr M HCIOJIb30BaHHE
cuctemsl split DNS;

Hactpoiika MexaHU3MOB OMOBEIIEHHUS 00 aTakax U pearnpoBaHUs;

Hanuune u paboTocnocoOHOCTh CpeICTB KOHTPOJIS LIEITOCTHOCTH;

Bepcun ucnonssyemoro 110 1 Hannure ycTaHOBJIEHHBIX TAKETOB MPOTPAMMHBIX KOPPEKIUIL.
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MeTopl aHaMM3a 3aMUIIEHHOCTH HHHOPMAITMOHHONW CHCTEMBI

BrisBrieHNE 3710yMBILIJIEHHOW aKTUBHOCTH

oz 3mM0yMBINICHHOM aKTUBHOCTHIO MBI HOHMMAaeM KaK aTaku (04eBUIHO, IPOTHBOpEUAIIIE
1r000# MOMUTHKE O€30IaCHOCTH), TAaK M JEHCTBUs, HapyLIAONUe IOJUTUKY O€30IacHOCTH
KOHKPETHOW OpraHM3aluu IyTeM 3JI0yNOTPeOICHUs WMEIOIIMMUCS TOJIHOMOYMSIMHU. PasneneHue
JBYX BHJOB 3JIOYMBIIUIEHHON aKTHBHOCTH IPEICTABISETCS HAM 11e1eco00pa3HbIM 0 TOW MPUYHHE,
YTO HACTPOIKa Ha BBIABICHHE aTaK MOXKET OBITh BBIIOJHEHA MOCTABIIMKOM CHCTEMBI aKTHBHOTO
ayauTa (aTaku HOCSAT YHUBEPCAJIbHBIN XapakTep), B TO BpeMs Kak IMOJIMTHKA OE30MacHOCTH (eciu,
KOHCEYHO, OHa GCTI)) y Ka)I([[OI;'I opranu3alyi CBOSA W HACTPAMBATHCA HAa HCC 3aKa3uWKaM IPUIACTCA
CaMUM.

Jlns BBISBICHHS 3JIOYMBIIUICHHOM AKTHBHOCTU TIBITAJIMCh M IBITAIOTCS HCIOJIb30BATh
HCECKOJIbKO YHHUBCPCAJIbHBIX TEXHOJIOTHH: SKCIICPTHBIC CUCTEMBI, HCprOHHBIC CE€TH, COIIOCTAaBJICHUEC C
00pa3iomM, KOHEYHbIe aBTOMATHl U T.I. OHOW W3 MEPBBIX M JI0 CUX TOP CaMOW YHOTPEeOHTEIbHON
OCTaeTCs TEXHOJIOTHSI OOHAPY)KEHHsI CHTHATYpP 3JO0YMBIIIICHHBIX AeUCTBUU. Myes cocTouT B TOM,
4T0OBl KAaKUM-THOO 00pa3oM 3aaaTh XapaKTEPUCTHKU 3JIOYMBIIUICHHOTO TIOBEACHUS (3TO W
Ha3bIBACTCA CI/IFHaTypaMI/I), a 3aTeM OTCJIEKHBATh MOTOK COOBITHMH B MHOMCKAaX COOTBETCTBHUSA C
IpefonpeiesieHHbIMA  o0pa3iaMu. B Oonee cepbe3HBIX pa3paboTKax yKe CBBINIE AECATH JIET
MCIOJIb3YIOTCS KCIIEPTHBIE CUCTEMBI, OITMPAIOIIMECcs Ha HAaOOPbI MpaBuUl, 3a7aolue 0ojiee MOIIHbIE
S3BIKU.

Camoill cnokHOM MpoOneMoil JUisl CUTHAaTYpHOIO MOJXOJa fBISETCS OOHapy)KeHUE paHee
HCHU3BCCTHBIX aTaK, BEAb HOBBLIC YI'PO3bI HOABJIAIOTCA IMPAKTUUCCKU Ka)K)II:Iﬁ JCHb. BOpOTBCSI C HUMH
MOYKHO JBYMSI CIIOCOOAMHU.

Bo-mepBbIX, MOXXHO pEryasipHO OOHOBIATH HAOOp CUTHATYp. 371€Ch, IMOMHUMO IOJHOTHI,
KPUTHYCCKU BaXKHOH sBHsAETCS YacTora OOHOBIEHMIA. CI/IFHaTypI)I HOBBIX aTaK JOJIZKHBI
NpeaAoCTaBIATECA 3aKa3YuMKaM Ha MTOPAOO0K 6I)ICTpee, YeM 3aliiatrbl  OT HpOHSBO}IHTeﬂeﬁ
CKOMITPOMETHPOBAHHBIX allMapaTHBIX WU MPOTPaMMHBIX NMPOAYKTOB. Ha mpakTuke 3TO O3Ha4yaer
OOHOBJICHHE B T€UEHHE CYTOK, HO HUKAK HE pa3 B Mecsll. B mpoTUBHOM cilyyae CHCTEMbI aKTUBHOTO
ayJuTa HAYMHAIOT HAIIOMUHATh (DUTOBBIH JTUCTOK, @ HE CPEICTBO 3aIIUTHI OT PEATIBHBIX YIpo3.

BO-BTOpLIX, MOXXHO CO4Y€TaThb CI/IFHaTypHI)II\/’I noaxoa ¢ METoJaMM BBIABICHUA aHOMAaJILHOM
aKTUBHOCTH (CM. HHWXKe). ATaka WM 3J0yNOTpeOJieHHe MOJTHOMOYHMSMU - 3TO MOYTH BCErja

aHOMaJIus. Baﬂaqa TaKOBa — HC MPOMYCTUTh €€ U HC TIOAHUMATDH CIIMIIIKOM YaCTO JIOKHBIX TPCBOT.

BrisgBiienne aHoMaIbHOM aKTUBHOCTH
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i BBISIBIEHHS AHOMAJIbHOM AKTUBHOCTH HPEUIOKEHO JIOBOJBHO MHOIO METOJIOB:
HEHUPOHHBIE CETH, IKCIIEPTHBIE CUCTEMBI, CTATUCTUUECKUN MTOIXO/I.

CraTucTuyeckuil MOJIX0A MOXKHO MOAPA3JeNuTh HAa KJIACTEPHBbIA M (AKTOPHBIA aHAIM3, a
TaKXe JUCKPUMHHAHTHBIN (KiaccupuKalMoHHbIN) aHanu3. He BraBasch B JleTayu, yKakeM, 4TO
OyKBaJIbHOE MPUMEHEHHE 3TUX METOJOB HE JaeT XOPOIIUX Pe3yJbTaToB; HEOOXOIMMO YUUTHIBATDH
crenuQuKy MpeAMETHON 00JIaCTH - AKTHBHOTO Ay ITA.

Cratuctuyeckuil aHanu3 (C yd4eTOM CJENaHHBIX OrOBOPOK) IpeACTaBisieTcs Hauboee
NEePCHEKTUBHBIM, OTYACTH “OT IPOTUBHOI'0”, B CHJIy HEIOCTATKOB, IPUCYILUX JPYTUM MOAXO0IaM.

Y HEeWpOHHBIX CeTeH JBE OCHOBHBIE MPOOIEMBI:

HETIOHSATHOCTh PE3yJbTATOB: HEWPOHHAsl CETh NPUHUMAET pEIIeHHE, HO HE OOBSICHAET,
[I0YEMY OHO OBLIO MPUHSATO;

HEXBaTKa aJIeKBaTHOI'O OO0Y4YaroLIero MaTepuaja: HEBO3MOXKHO CO3/aTh 0a3y BCEX THIIOB
AHOMAJINM.

OCHOBHOH HEIOCTATOK 3KCIEPTHBIX CHUCTEM — HEYMEHHUE BBIABIATH (M, CJIEIOBATEIBHO,
OTpaXkaTb) HEU3BECTHBIEC ATAKH.

VY cTaTHCTUYECKOTO M0IX0/Ja TAKXKE €CTh POOJIEMBI:

OTHOCHUTEJIBHO BBICOKAasl BEPOSTHOCTD JIOKHBIX TPEBOT (HE TUIIMYHOCTDH IOBEJEHUS HE BCEr/a
03HAYaeT 3710 yMBbICE);

wioxas paboTra B cilydasX, KOTJa JEHCTBHs NOJb30BaTeNel HE HMEIOT OINpPEIETIeHHOro
mabyioHa, KOrja C CcaMOro Hauaja II0JIb30BaTelld COBEPLIAIOT 3J0yMBIIUICHHBIE JefcTBUs
(370yMBIIJIEHHBIE JEUCTBUS TUIIMYHBI), HAKOHEL, KOI/Ia I0JIb30BaTENlb IOCTENEHHO H3MEHSET
11a0JIOH CBOETO MOBEJEHUS B CTOPOHY 3JI0YMBIIIJIEHHBIX JEHCTBUH.

Tem He MeHee, ¢ 3TUMH NTPoOIIeMaMH MOKHO OOPOTHCS.

BrisiBlIeHME aHOMAIBHOM AaKTMBHOCTM CTAaTUCTHYECKMMM METOJAMU OCHOBBIBAETCS Ha
CPaBHEHHMU KpPAaTKOCPOYHOTO TIOBEJIEHUS C JOJTOCPOUYHBIM. [[Isi 3TOro u3MepstoTcss 3HA4YEHUs
HEKOTOpBIX TMapaMeTpoB paboThl CyOBEKTOB (IMOJIb30BaTeNel, MPUIOKEHUH, anmaparypsl).
[TapameTppl MOTYT OTJIMYATBCS 110 CBOEU MTPUPOAE; MOKHO BBIJIEINUTD CIIEIYIOIINE MPYIIIIbL:

KaTeropuayibHble (I3MEHEHHbIE (aiiiibl, BHIOJHEHHbIE KOMaH Ibl, HOMEp MOpTa U T.I1.);

YHUCIIOBBIE (IIPOLIECCOPHOE BpeMs, 00BEM MaMSITH, KOJIMYECTBO NMPOCMOTPEHHBIX (Daiisios,
YHCIIO TMePEAaHHbIX 0allT U T.11.);

BEJIMYMHBI MHTEHCUBHOCTH (YUCIIO COOBITUH B €IMHHILY BPEMEHN);

pacripeniesieHue coObITUH (TaKUX Kak JIOCTYI K (aitiam, BEIBOJ HA NIE€YaTh U T.IL.).

AnropuT™Mbl aHanM3a MOTYT paboTaTb C pa3HOPOAHBIMU 3HAUYEHUSMU, a MOTYT

npeoOpa3oBaTh BCe MapaMeTphbl K OJTHOMY THUITY (Hampumep, pa3ouB 00J1acTh 3HaYEHUS HA KOHEYHOE
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qHCII0 MoAobaacTell U paccMaTpuBas BCe IapaMeTphbl Kak KaTeropuaibHble). BeiObop m3MepsieMbix
XapaKTepUCTHK pabOThl - OYeHb BaXHBIH MOMEHT. C OJHON CTOPOHBI, HEJOCTATOYHOE YHCIIO
(UKCUpYEMBIX TapaMeTpOB MOXKET NMPUBECTH K HEMOJIHOTE ONHCAHUS TMOBEACHUS CyOBEKTa M K
OO0JIBLIIOMY YHCIly MPOIyCKa aTakK; C APYrod CTOPOHBI, CIUIIKOM OOJBIIOE YHCIO OTCIEKHUBAEMBIX
XapaKTEPUCTUK NOTPeOyeT CIMUIKOM O0JIbIIOro o0beMa MaMATH U 3aMEAJIUT paboTy airopurma
aHaIM3a.

W3mepenus nmapaMeTpoB HAKAIIMBAIOTCSA M MPeoOpa3yroTcss B MpOGMIN - OMHCaHUs paboThl
cyobekToB. CyTh IpeoOpa3oBaHMs MHOXECTBA PE3yJIbTaTOB HM3MEpEHHs B NpoQuiIn - cKaTue
uHpopmanuu. B pesdynprare 0T Ka)xa0ro napamerpa JODKHO OCTAThCS JIMIIb HECKOJBKO 3HAUYCHUH
CTaTUCTHYECKUX (PYHKLHUH, CONEpKAIUX HEOOXOAUMBIE /ISl AaHATM3UPYIOLIETO aIrOPUTMa JaHHBIE.
Jlnist Toro 4yTo0BI MPOo(MIIM aJIeKBaTHO OMKCHIBAIH MOBEICHHE CYObEKTa, HEOOXOAUMO OTOPACKIBAThH
CTapble 3HaYEeHUs NMapaMeTpoB MIPU MepecueTe 3HaueHUi cratuctuyeckux GpyHkuuil. st storo, kak
IIPABUJIO, MCIIOJIB3YETCS OJJUH U3 JIBYX METOJIOB:

Memoo cronv3auux oxon — pe3yibTaThl H3MEPEHHUH 32 HEKOTOPBI MPOMEKYTOK BPEMEHU
(st TONTOCPOUYHBIX Tpo(duiel - HECKOJIBKO HEAeNb, Ui KPATKOCPOYHBIX - HECKOJIBKO YacoB)
COXPAHSIOTCS; MpH J100aBIEHUU HOBBIX PpE3yJbTaTOB cTapble oTOpachiBatoTCsi. OCHOBHBIM
HE/I0CTaTKOM METO/Ia CKOJIB3SIIUX OKOH SBJsIeTCs O0JIBIION 00beM XpaHUMOM HH(pOpMAIHH.

Memoo 636euiennbix cymm — TPU BBIYMCIICHUH 3HAYEHHUH CTaTUCTUYECKHX (YHKIMU Oojee
cCTapple JaHHBIE BXOIAT C MEHBIIMMHU BecaMd (KaK TMPaBHJIO, HOBBIE 3HA4YCHUs (YHKUIUH
BBIUUCIIAIOTCS 110 PEKYPPEHTHOH (opmylie, U HEOOXOIUMOCTh XpaHEHHs OOJBIIOr0 KOJIWYECTBA
uHpopmanuu otnagaer). OCHOBHBIM HEJIOCTATKOM METOAA sBISETCS Oojee HU3KOE KauecTBO
OITMCaHMS MTOBEJICHHS CyOBEKTa, YEM B METO/IE€ CKOJIB3SIINX OKOH.

Urak, nonrocpounsle npoduin coaepkar B cedbe HHPOPMAIUIO O NMOBEACHUH CYyOBEKTOB 3a
MOCJIeTHUE HECKOJbKO HeNelb; OOBIYHO OHHU IEPEeCUMUTHIBAIOTCA pa3 B CYTKH, KOTAa 3arpyska
cucteMbl MHUHMMaibHa. KpaTkocpouHble mnpoduiau coxpepkaT HMH(MOpMAMIO O TOBEIECHUU 32
MOCJIeTHUE HECKOJIBKO YacOB WIIM JTa)K€ MHHYT; OHU TEPECUHTHIBAIOTCS TPU MOCTYILUICHHH HOBBIX
pe3yJIbTaTOB UBMEPEHUN.

CpaBHEHHE KPAaTKOCPOUYHBIX U JIOJTOCPOYHBIX MPOdUIeH MOMXKET MPOU3BOIUTHCS Pa3HBIMU
cnocobamMu. MOXXHO TMPOCTO TPOBEPATh, BCE JU KpPAaTKOCPOUYHBbIE 3HAYEHHsS MONAJAl0OT B
JIOBEPHUTENNBHBIE MHTEPBAJIBI, TOCTPOSHHBIE IO JOJITOCPOUYHOMY Tpodimo. OTHAKO B ATOM CiIydae
aHOMAJIMHU, pacIpeleieHHbIe 10 HECKOJBKHM TlapaMeTpaM, MOTYT OCTaThCs HE3aMEYECHHBIMHU.
[TosToMy mpeamodTUTENbHEE aHATU3UPOBATh NPO(PUIM B COBOKYMHOCTH. J[lanee, u3mepsemble
XapaKTepUCTHKH, KaK MPaBUIJIO, HE SBISIIOTCA HE3aBUCHUMBIMH, MO3TOMY ObUIO OBl JKEJaTeNbHBIM,
9TOObI BJIMSHHAE IMapaMeTPOB Ha PEIICHHE O THUIMUYHOCTH IOBEIEHHs OBUIO TPOTMOPIMOHAIHHO

CTCIICHU UX HE3aBUCUMOCTH.
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[Tone3Ho#t 4MCIOBOM XapaKTEPUCTUKOW SIBIISACTCS KOJUYECTBO 3a(MKCHPOBAHHBIX OIIHOOK.
IIpu sTOoM OOHapy>KUBaeTCs HE TOJBKO 3JIOYMBIIUIEHHOE TIOBEAEHUE, HO M CcOOM M OTKasbl
ammapatypel W IMpOrpaMM, 4YTO TakKK€ MOXXHO CYHTaTh HapylleHHeM HH(GOPMAIMOHHON
6e3onacHocTu. Pazymeercs, nenecoodpazHo U3MeEpsTh U 00bEM ceTeBOro Tpaduka. AHOMaIbHBIMU
ABJISIIOTCSL OTKJIOHEHUS B 00€ CTOPOHBI (CIMIIKOM OONbLIOW TpapuK - CEPBHC HCIOJIB3YIOT B
3JI0YMBIIUIEHHBIX LIEJSAX, CIIUIIKOM MaJIEHbKUI - HApyILIEHa TOCTYITHOCTh CEPBUCA).

[TpuMeHHUTETBHO K CEeTeBOMY TpaduKy U HEKOTOPHIM JAPYTMM COOBITHSIM IOJIE3HBIM KIacCOM
BEJIMYMH OKa3bIBACTCSI HHTECHCUBHOCTb.

Jlis ycrexa CTaTUCTMYECKOro MOAXO0J1a BaXKEH MPaBHIIbHBIA BBIOOP CyOBEKTOB, IOBEAECHUE
KOTOpBIX aHayiu3upyercsa. Hanpumep, 1enecoodpa3Ho aHAIM3UPOBATh IMOBEACHUS CEPBUCOB MIIM MX
KOMIIOHEHTOB (HampuMmep, JOCTyll aHOHMMHBIX mojb3oBateneil k FTP-cepBucy). Ilo cpaBHeHuto c
OT/JENbHBIMU T0JIb30BATENIIMHU, [TOBEIEHUE CEPBHCOB OTJIMYAETCS OOJblIeH CTaOMIIBHOCTBIO, Ja U
U1 THPOPMALIMOHHOM 0€3011aCHOCTH OpraHMU3aLUU BakKHbl UMEHHO cepBHUChl. COBCEM HET CMbICIIA
aHAJTM3UPOBATh CETEBOM Tpauk “BooOmIe”, €ro Takke HYKHO CTPYKTYpUPOBAaTh IO THIIaM
MO/IIEP’)KUBAEMBIX CEPBHUCOB (ILIIOC CIIy>)KEOHbIE MOMEHTHI CETEBOI'O M TPAHCIOPTHOTO YpPOBHEM,

TAKHEC KAaK YCTAHOBJICHUC COG,I[I/IHCHI/II‘/'I).

PearnpoBanue Ha NONO3pUTEIBHBIE IEUCTBUSA

[Tocne Toro, kak oOHapyXeHa CHUTHATypa 3JOYMBIIUICHHOTO ACHCTBHS WM HETUIHYHAsS
aKTUBHOCTh, HEOOXOJIMMO BHIOpATh TOCTOWHBIN OTBET. [10 MHOTUM COOOpa)keHUsIM yI00HO, YTOOBI
KOMIIOHEHT pPEarupoBaHUsi CoJepkKal COOCTBEHHYIO JIOTHKY, (UIBTPYS CHUTHaJIbl TPEBOTH U
COTIOCTABJISASI COOOIIEHHMSI, TOCTYMAIOIINE OT MOJCUCTEM aHau3a. J{JIs akTHBHOTO ayAuTa OJIMHAKOBO
OTaCHBI:

MIPOITYCK aTaK - 3TO 3HAYUT, UTO HE OOECIIEYNBACTCS JTODKHOM 3aIUTHI,

0OJIBIIIOE KOJIMYECTBO JIOKHBIX TPEBOT — 3TO 3HAUUT, YTO AKTUBHBIA ayAauT OBICTPO
OTKJIIOYaT.

[Tpu BBIOOpE peakiuu 0OCOOCHHO BaYKHO OIMPEAETUTH MEePBOMPUIHHY MTpoOieM. J[1s ceTeBbix
CHCTEM 3TO OCOOEHHO CJI0KHO B CHITY BO3MOKHOCTH MOJIENIKH aJIpecoB B MakeTax. J[aHHbIN npumep
MMOKa3bIBAET, UYTO  CHJIbHOJEHCTBYIONIME  CPEICTBa, TMBITAIOMIMECS  BO3JCHCTBOBAaTH  Ha
3I0YMBINUICHHUKA, CAMU MOTYT CTaTh KOCBEHHBIM CIIOCOOOM MPOBEICHUS aTaK.

[IpenmoutuTenbHBl OOJee CIIOKOMHBIC, HO TaKKe JOCTATOYHO 3(PPEKTUBHBIE MEPHI, TaKue
Kak OJIOKHPOBAHME 3JI0YMBIIJIEHHOTO CETEBOr0 TpaduKa CpefCcTBaMH MEXCETEBOT0 SKPaHUPOBAHUS

(psin cucTeM aKTHBHOIO ayJUTa YMEIOT yNpaBisATh KOH(Urypalueil SKpaHOB) WK MPUHYAUTEIbHOE
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3aBeplleHre ceaHca paboThl Mosib3oBaTens. KoHeyHO, M 37ech OCTaeTcsi ONacHOCTh HAaKa3aTh
HEBUHOBHOT'O, TaK YTO MOJUTHKA OE30MacHOCTH KO OpraHu3aliy JOJDKHA OMpEAeNsThb, YTO
Ba)KHEE - HE MPOITYCTUTh HAPYIICHUE UM HE OOUIETH JIOSIIBHOTO TOIb30BATEIIS.

C ToukuM 3peHHMs OBICTPOTO pearupoBaHMsl, TPAJULMOHHBIE MEpbl, CBS3aHHBIE C
MHGOPMHUPOBAHUEM AaJMHHUCTpaTOpa, HEe 0COOEHHO 3((dekTuBHb. OHM XOPOIIU B JOJITOCPOYHOM
IUTaHe, ISl TI00aJbHOr0 aHalM3a 3alIMIIEHHOCTH KOMaHIOM mnpodeccroHaoB. 31ech aKTUBHBIN
ayIMT CMBIKaeTCs C TMACCHBHBIM, oOecreunBas CXaThe pPEruCTPalMOHHON HWHPOpPMALUU U
IIPEJCTaBICHHE €€ B BUJIE, yIOOHOM JJIsl YEIOBEKa.

PazymHas peakuusi Ha HOAO3pUTEIbHbIE NEHCTBUS MOXKET BKIIOYATh YBEJIWYEHUE CTEICHU
JETAIM3alUM TPOTOKOJIOB M aKTUBU3ALMIO CPEICTB KOHTPOJS LENOCTHOCTU. B mpuHuumne, 31o
[IACCUBHBIE MEPbI, HO OHU ITOMOTYT MOHATH MPUYUHBI U XOJ1 Pa3BUTHUS HAPYLLIEHUS, TAK YTO YEIOBEKY

OyZeT mpolie BIOpaTh «Mepy MPECeUCHUD.

MeTOI[bI TCCTUPOBAHHA CUCTCMBbI 3allIUThI

TectupoBanue cuctemsl 3amuThl AC NPOBOIUTCSA C ILETBI0 MPOBEPKH APPEKTUBHOCTH
UCIIOJIb3YEMBIX B HEH MEXaHWU3MOB 3alUTHI, UX YCTOMYMBOCTU B OTHOIICHHM BO3MOXHBIX aTaK, a
TaKXKe C IIeNbI0 IMOMCKA YSI3BUMOCTEH B 3amuTe. TpagullMOHHO HCHONB3YIOTCS JBa OCHOBHBIX
METO/A TECTUPOBAHMUS:

TECTUPOBAHUE 110 METOY «UEPHOTO SIIUKAY;

TECTUPOBAHUE 110 METOY «OEJIOr0 SILIHKa.

TecTupoBaHHe MO METOJY «UEPHOTO SIIUKA» IMPEINOJIaracT OTCYTCTBHE Y TECTHUPYOLIEH
CTOPOHBI KaKUX-JTHOO CIENUATbHBIX 3HAHUW O KOH(QUTYpallid U BHYTPEHHEH CTPYKType OOBeKTa
ucnbiTaHuid. [Ipu 3TOM NMPOTUB OOBEKTa HMCIBITAHUI pPEanu3yIOTCsl BCE M3BECTHBIE THUIBI aTak U
MIPOBEPSAETCS] YCTOWYMBOCTh CUCTEMBI 3aIIUThl B OTHOUIEHHWH 3THUX aTak. Vcmoib3yemble METOIb
TECTUPOBAHUA OMYIHUPYIOT )IeI>'ICTBI/I$[ MOTCHIUUAJIBHBIX 3JIOYMBIIIJICHHUKOB, IMbITAIOIINUXCS B3JIOMAaTh
CUCTCMY 3alllMThbI. OCHOBHBIM CpCACTBOM TCCTHPOBAHUA B OAHHOM ClIydac ABJIAIOTCA CCTCBBLIC
CKaHephl, pacroararomue 6a3aMu TaHHBIX U3BECTHBIX YSI3BUMOCTEH.

Meton «0enoro sMKa» MPEANoyiaraeT COCTaBJIEHUE TMPOTrPaMMbl TECTHPOBAHUS Ha
OCHOBAHWM 3HAHWU O CTPYKType W KOH(pHUTypamuu o0BEKTa UCHBITaHWN. B Xome TecTupoBaHUS
MIPOBEPSIOTCS HAJIMYKE U pabOTOCIIOCOOHOCTh MEXaHU3MOB O€30MacHOCTH, COOTBETCTBUE COCTaBa U
KOHQUIypalMu CHCTEMBI 3alllUThl TPEeOOBaHUSAM O€30MAaCHOCTH M CYIIECTBYIOIIUM PHCKAMHU.
BbIBOIBI 0 HanmUuKe yA3BUMOCTEH JIENaloTCs HA OCHOBAaHMM aHajIM3a KOH(PUIypaluy HCIOIb3yEeMbIX

cpencts 3auuThl U cuctemHoro 10, a 3atem npoBepstoTcs Ha npakTHKe. OCHOBHBIM MHCTPYMEHTOM
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daHaJIM3a B OAaHHOM Cliydac SABJIIIOTCA IPOIrpaMMHBIC ar€HThI CPEACTB aHAIM3a 3alllUIICHHOCTH

CUCTCMHOI'O YPOBHs, PAaCCMAaTPUBACMBIC HUKC.

7.2.4. CpencrBa aHanu3a 3allAILIEHHOCTH

ApceHan NporpaMMHBIX CpEACTB, MCHOJIBb3YEMbIX Ul aHaiu3a 3amuineHHoctn AC
JOCTaTOYHO IHUPOK. [IpHueM BO MHOTHX Ciydasix CBOOOJHO paclpoCTpaHseMble MpPOTrpaMMHBIC
IIPOLYKTBl HUYEM HE YCTYNalOT KOMMEpYECKHM. J[OCTaTOYHO CPaBHUTh HEKOMMEPYECKHM CKaHEp
NESSUS ¢ ero koMMepueCKUMH aHAJIOTaMHU.

OngHuM U3 METOJOB aBTOMAaTH3alMM IIPOLIECCOB aHAIM3a U KOHTPOJS 3aIMIEHHOCTU
pacupeneneHHbIX KOMITBIOTEPHBIX CUCTEM SIBIISIETCS HCIIOJIB30BaHUE TEXHOJIOTHH
UHTEJUIEKTYAJIbHBIX IPOrpaMMHBIX areHToB. (CHcTeMa 3alluThl CTPOMTCS Ha apXUTEKType
KOHCOJIb/MeHeKep/areHT. Ha  KakIylo U3  KOHTPOJMPYEMBIX CHUCTEM YCTaHaBIMBAaeTCs
IIPOrpPaMMHBIM areHT, KOTOPBIH U BBINOJIHAET COOTBETCTBYIOUIME HacTpoiku [1O u mposepser ux
MPaBUIBHOCTh, KOHTPOJMPYET WEIOCTHOCTh (hailyioB, CBOEBPEMEHHOCTh YCTAHOBKH IAKETOB
IIPOrPaMMHBIX KOPPEKLUH, a TaKXe BBINOJIHAET JApYrue IMOJIE3HbIE 33aJa4d II0 KOHTPOJIIO
3amuiieHHocTH AC. YIIpaBiieHHE ar€HTaMu OCYILECTBIISAETCS 110 CETH IPOrPAMMOM MEHEIKEPOM.

Menemxepsl SBISAIOTCA LEHTPAIbHBIMU KOMIIOHEHTAMU MOAOOHBIX cUCTeM. OHHU MOCBUIAIOT
YIPaBJIAOIME KOMAaHIbl BCEM areéHTaM KOHTPOJIMPYEMOIO MMH JOMEHA M COXPaHSIOT BCE JAHHBIC,
MOJTyYeHHbIE OT areHTOB B LIEHTPalIbHOM 0a3ze JaHHBIX. AJIMUHHCTPATOp YIpaBIlsieT MEHEKEepaMu
IIPU MOMOIIHU T'pauecKoi KOHCOJIH, MO3BOJIAIOIIEH BRIOMpaTh, HACTPAUBATh M CO3aBaTh MOJUTUKU
0€30MacHOCTH, aHAJIM3UPOBATh H3MEHEHHUS COCTOSHUS CUCTEMBI, OCYIIECTBISATH PAHKUPOBAHHE
YSA3BUMOCTEH W T. I. Bce B3aUMMONENCTBHUS MEXKAY areHTaMmH, MEHEIKEpaMH W YIpaBJISONIEH
KOHCOJIBbIO OCYIIECTBIISIOTCS MO 3alIUIEHHOMY KJIMEHT-CEpBEPHOMY NMpOoTOKoy. Takol moaxon 6bu1
UCMOJIb30BaH NMPH MOCTPOCHUM KOMILJIEKCHOM CHUCTEMBI yIpaBlieHUs] 0€30MacCHOCTBIO OpraHU3aluu
Symantec ESM.

JpyruM IMPOKO HCIOIB3YEMBIM METOJAOM aHaIM3a 3aLIUIICHHOCTH SBJISETCS AKTUBHOE
TECTUPOBAHUE MEXAHMW3MOB 3alllUThl IYTEM OMYJSILUMA JEHCTBUM  3JI0yMBIIUIEHHUKA 110
OCYILIECTBIEHUIO INONBITOK ceTeBOro BTopkeHus B AC. [ 3THX Leneil mpUMEHSIOTCS CETEBBIE
CKaHepbl, IMYJIUPYIOIIME AEeUCTBUS TMOTEHIMAIbHBIX Hapymwurteneil. B ocHoBe paboThl ceTeBbIX
CKaHEpOB JICKHUT 0aza MaHHBIX, COJAEpXKallas ONMUCaHWE W3BECTHhIX ys3BuMocter OC, MD,
MapILIpyTU3aTOPOB U CETEBBIX CEPBHUCOB, & TAKKE AJITOPUTMOB OCYILECTBIEHHS MOMBITOK BTOP>KEHUS
(cuenapueB arak). PaccMarpuBaemble HMKE ceTeBble ckaHepbl Nessus M Symantec NetRecon
SBJSIFOTCA  JOCTOMHBIMU TIPEICTABUTENIMM JTAHHOIO KJIacCa MPOTPaAMMHBIX CPEACTB AaHAJIA3a

3allUIICHHOCTH.
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Takum o00pa3oMm, MpOrpaMMHBIE CpPEACTBA aHAIW3a 3allUIICHHOCTH YCIOBHO MOXHO
pa3genuTh Ha JABa Kiacca. IlepBblii Kjacc, K KOTOPOMY MPHUHAIJIEKAT CETEBbIE CKaHEPbI, WHOT/A
Ha3bIBAIOT CPEACTBAMM aHAJIM3a 3alIMIIEHHOCTH CETEeBOro YpoBHS. BrTopoil kiacc, Kk KOTOpoMy
OTHOCSTCS BCE OCTaJIbHBIE PACCMOTPEHHBIC 37IECh CPE/ICTBA, NHOTIa Ha3bIBAIOT CPEICTBAMH aHAIN3a
3aIIMIIEHHOCTH CHUCTEMHOTO YpOBHs. JlaHHBIE KiacChl CpEICTB HMEIOT CBOM JIOCTOMHCTBA W
HE/IOCTATKH, a Ha MPAKTHKE B3aMMHO JIOTIOJIHSIOT IPYT Apyra.

Jns  QyHKUMOHMPOBAHHMS CETEBOrO CKaHEpa HEOOXOJUM TOJNBKO OJMH KOMIIBIOTED,
UMCIOLINH CETEeBOW JOCTYNl K aHAIM3UPYEMBIM CHCTEMaM, IO3TOMY B OTJIMYME OT HPOIYKTOB,
MOCTPOCHHBIX Ha TEXHOJOIMH NPOTPAaMMHBIX AareHTOB, HET HEOOXOIMMOCTH YCTAaHABIHMBATH B
Ka)KJ0W aHAIM3UPYEMOI CUCTEME CBOETO areHTa (cBoero ais kaxaon OC).

K HEAOCTAaTKaM CCTCBbIX CKAaHCPOB MOKHO OTHCCTHU 0oJIbIIINE BPCMCHHLIC 3aTparhl,
HEOOXOJMMBIE ISl CKAaHMPOBAHMS BCEX CETEBBIX KOMITBIOTEPOB W3 OJHOW CHCTEMBI, U CO3/IaHHE
OoubIION HAarpy3ku Ha ceTb. Kpome Toro, B o0mieM ciiydae TPyIHO OTIMYHUTH CEAHC CKAaHWPOBAHUS
oT HeﬁCTBHTeHLHLIX IOIBITOK OCYHICCTBJICHHA aTak. CeTreBbIMH CKaHCpaMHM TaKXC C YCIICXOM
IMOJIB3YIOTCS 3JIOYMBINIJICHHUKH.

Cucrembl aHalu3a 3allUIIEHHOCTH, NOCTPOEHHBIE HAa HMHTEUIEKTYaIbHBIX MPOrPaMMHBIX
areHTax, SABJSIIOTCA MOTEHUUAIBbHO Oo0Jiee MOUIHBIM CPEACTBOM, UeM ceTeBble ckaHepbl. OaHaKo,
HECMOTpsI Ha BCE€ CBOM JOCTOMHCTBA, MCIOJB30BAHME MPOrPAMMHBIX areHTOB HE MOXET 3aMEHUTh
CCTCBOI'0 CKAaHUPOBAHUA, IMO3TOMY O3TH CPCACTBA JIYUIIC HNPHUMCHATH COBMCCTHO. KpOMe TOrO,
CKaHephl SBIAIOTCA OoJyiee TMPOCTBIM, JOCTYIHBIM, J€IIEBBIM H, BO MHOTHX Cclydasx, Ooiee

Bq)(l)eKTI/IBHHM CpCACTBOM aHaJIn3a 3allfUIIICHHOCTH.

CpeactBa aHanu3a napaMeTpoB 3amuThl (Security Benchmarks)

VYpoBeHb 3alIUIEHHOCTH KOMIBIOTEPHBIX CHCTEM OT Yrpo3 O€30MacHOCTH OIpeeNseTcs
MHOrumMu (axropamu. [Ipm 3TOM OIHHMM U3 ompenesIomMX (HaKTOPOB SABISETCS aJAEKBATHOCTH
KoH(purypauuu cuctemMHoro u npuxiagsHoro I10, cpenctB 3amuThl MHGOPMAlMU U aKTUBHOTO
CETEeBOr0 00OPYJOBaHUS CYLIECTBYIOIINUM puckaM. Ilepeuncnennsie KOMIOHEHTHI AC UMEIOT COTHU
[1apaMeTpOB, 3HAYECHUS KOTOPBIX OKa3bIBAIOT BIMSHUE HA 3AILUIIEHHOCTH CUCTEMBI, YTO IEIAET UX
PYYHOM aHaINW3 TPYyIHOBBITONMHUMOW 3amaudedl. [lostomy B coBpemenHblix AC mng ananmsa
KOH(UTYpallMOHHBIX TapaMETPOB CUCTEMHOT0 U npukiIaaHoro 10, TeXHHYeCKUX CPeICTB U CPE/ICTB
3alIUThl HH(OPMAIMK 3a4aCTYI0 UCTOIb3YIOTCS CIIEUATN3UPOBAHHBIE IPOTPAMMHBIE CPE/ICTBA.

AHaiu3 TapamMeTpoB 3aIIUTHl OCYLIECTBISETCS MO INA0JIOHAaM, COJEpPIKAaIlUM CIUCKH

MapaMeTpoB U UX 3HAYEHUN, KOTOPBIE JOJHKHBI OBITh YCTAHOBIIEHBI JIIsl 0OecrieueHust He00X0MMOro
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YpOBHS 3allMIEeHHOCTU. Pa3nuuHble 1mMAOMOHBI OMPENesitoT KOH(Urypaluu Ui pa3IdyuHbIX
POrPaMMHO-TEXHUYECKUX CPEICTB.

OTHOCHUTENIBPHO KOMMEPUYECKUX KOPIIOPATHUBHBIX CETEH, MOJKIIOUYEHHBIX K ceTH VHTepHerT,
MO>KHO TOBOPHUTH O HEKOTOPOM 0a30BOM YPOBHE 3aIIMILEHHOCTH, KOTOPBIH B OOJBIIMHCTBE CIy4aeB
MOXHO TIPU3HATh JOCTAaTOYHBIM. Paspaborka crnenudukanuii (1madbioHOB) sl KOH(PUTYypauH
Hanboyiee PaCHpPOCTPAHEHHBIX CHUCTEMHBIX IPOTPAMMHBIX CPEJICTB, MO3BOJSIOMIMX OOECIIEYHUThH
0a30BbIii ypOBEHb 3AIIMIICHHOCTH, B HACTOSIIEE BpEMS OCYUIECTBISETCA NPEACTaBUTEISIMHU
MEXIYHapOJAHOrO C€OOO0IIecTBa B JIMIE OpPraHM3alMii M YacTHBIX JIKL, HpodhecCHOHATIBHO
3aHMMAIOIIMXCSl  BOIpOcaMU HMHQOpMAIMOHHOM Oe3zomacHocTH u  ayauta AC, moa srujoi
MexayHapoaHoit opranmzauuu Llentp besonmacnoctu MutepHer (Center of Internet Security). Ha
TaHHBI MOMEHT 3aKOHYEHBI, JIN0O HaXOIATCS B pa3paboTke ciemyrome crenudukammu (Security
Benchmarks):

Solaris (Level-1)

Windows 2000 (Level-1)

CISCO IOS Router (Level-1/Level-2)

Linux (Level-1)

HP-UX (Level-1)

AlIX (Level-1)

Check Point FW-1/VVPN-1 (Level-2)

Apache Web Server (Level-2)

Windows NT (Level-1)

Windows 2000 Bastion Host (Level-2)

Windows 2000 Workstation (Level-2)

Windows 11S5 Web Server (Level-2)

B npuBeaenHom crnucke cnenudukanuu neporo yposHs (Level-1) ompexnensitor 6a3oBblit
(MMHMMAJBHBIM) YpOBEHb 3alllUThI, KOTOpBIM TpeOyercs oOecrneduTh JUisi OOJIBIIMHCTBA CHCTEM,
nMermumx noakiaoueHus Kk Murepuer. Cnemudukaruu Broporo ypoBHsi (Level-2) ompenenstor
MPOJBUHYTHI YpOBEHb 3alIUTHIl, HEOOXOMUMBIA MJii CHCTEM, B KOTOPBIX MPEIbIBISIOTCS
MOBBIIIEHHBIE TPEOOBaHMS MO OE30MACHOCTH.

[lepeunciennple cnenupUKaLUU SBISIOTCS PE3yIbTaTOM OO0OOIIEHHS MHPOBOTO OIbITa
oOecrieueHrss ”HPOPMAITMOHHOM O€30MacHOCTH.

Jns ananuza xoHUrypanuu KOMIOHEHTOB AC Ha COOTBETCTBHE ITHM CHENU(UKALUIM
UCTIOJIB3YIOTCS  CIICIMAIM3UPOBaHHBIC TECTOBbIC mporpammubie cpenactBa (CIS-certified scoring

tools).
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B kauectBe mpumepa paccMoTpuM crernudukanuo 6a3oBoro ypoBHs 3ammthl 111 OC MS

Windows 2000 1 cOOTBETCTBYIOLIMI MPOrpaMMHBIN MHCTPYMEHTApUi IJIsl aHANIK3a KOH(PUTypauu

OC.

CereBbie CKaHCPbI

OcHoBHBIM (pakTOpOM, ompenensfomumM 3ammimeHHocTb AC oT yrpo3 0e30MacHOCTH,
apisiercd Hannuue B AC ya3BUMOCTEH 3alUThI. Y I3BUMOCTH 3aILUThI MOTYT ObITh 00YCIIOBIIEHBI KaK
omnOKkaMu B KOH(pUrypauuu KoMmMrnoHeHTOB AC, Tak M JAPYI'MMH IPUYMHAMHU, B YUCIO KOTOPBIX
BXOJIAT OIIMOKK M TporpaMMHBbIe 3aknanku B kone [10, orcyrcTBUe MEXaHW3MOB 0€30MaCHOCTH, UX
HENPAaBWJIBHOE HCIIOJIb30BAHUE, JIMOO HX HEAJEKBATHOCTh CYIIECTBYIOLIMM pHUCKAM, a TaKKe
yA3BUMOCTH, 00YCIIOBJIEHHBIE UesioBeuecKuM (akropom. Hamuuue ys3BUMOCTEH B cucTeMe 3alluThl
AC, B KOHEYHOM cuyeTe, MPHUBOAMUT K YCIEHUIHOMY OCYIIECTBICHHIO aTaK, HCIOJb3YIOUIMX 3TH
YSI3BUMOCTH.

CereBble CKaHEPHI SABISIOTCS, MOXKAIYyH, HanOoJee JOCTYIHBIMU U IIHUPOKO HCIIOJIB3YEMbIMH
CpeACTBaMH aHajM3a 3alluIleHHOCTH. OCHOBHOM NPUHIMII UX (DYHKIIMOHUPOBAHMS 3aKIIIOYAETCS B
SMYISIIMN JeHCTBUI MOTEHIIMAIBHOIO 3JI0YMBIIIJICHHUKA 110 OCYLIECTBICHHUIO CeTeBbIX aTak. [lonck
YSI3BUMOCTEH IyTeM HMHUTALMU BO3MOXKHBIX aTaK SBISETCS OJHUM M3 HamOosee 3(PQPEeKTHBHBIX
crnoco0oB aHanm3a 3amuuieHHOCTH AC, KOTOPBINA JOMONHACT Pe3y/IbTaThl aHAIHM3a KOH(pUTypanun
no mabjgoHaM, BBIIOJIHIEMbIH JIOKAJbHO C HCIOJIb30BaHMEM MIA0JIOHOB (CIHMCKOB IPOBEPKH).
Ckanep sBisieTcsi HEOOXOAMMBIM HMHCTPYMEHTOM B apceHaje Jo0oro ajMUHUCTpaTopa JH0o
aynurtopa 6e3omacHoctu AC.

CoBpeMeHHbIE CKaHEphl CIIOCOOHBI OOHAPYKUBATh COTHHU YSI3BUMOCTEHW CETEBBIX PECYPCOB,
MPEJOCTABIAIONIMX T€ WIM HHBbIE BUJABI CETEBBIX CEpBUCOB. VX mMpealIecTBEHHUKAMH CUUTAIOTCA
ckaHepsl Tese(pOHHbIX HOMepoB (war dialers), ucnosip3oBaBuuecs ¢ Hadana 80-X U HEMOTepsBLINE
aKTyaJIbHOCTH 110 ceil neHb. [lepBrie ceTeBble CKaHephbl MPEICTaBIsUIN COO0M MpocTeiire cleHapun
Ha s3bike Shell, ckanupoBaBmve paziauunble TCP-noptel. CerojHs OHM NMPEBPATUIINCH B 3peEiible
IIPOrpaMMHBIE TPOAYKTHI, PEUTN3YIOIINE MHOKECTBO Pa3IMYHbIX CIIEHAPHEB CKAHUPOBAHMS.

CoBpeMeHHBIH ceTeBON CKaHep BBIMOJIHAET YeThIpe OCHOBHBIE 33Jauu:

W neHTHUKAIIIO TOCTYITHBIX CETEBBIX PECYPCOB;

W neHTHUKAIIIO TOCTYITHBIX CETEBBIX CEPBHCOB;

W nenTuduKanio UMEIOIUXCS YSI3BUMOCTEH CETEBBIX CEPBHCOB,;

Boinauy pekomeHganuii no ycTpaHeHHIo ysSI3BUMOCTEH.

B (yHKIMOHATBPHOCTH CETEBOTO CKaHepa HE BXOAUT BbAaYa PEKOMEHIANHN TI0

WCIIOIb30BAaHUIO HAWJCHHBIX YSI3BUMOCTEH [UJI1 pealin3allid  aTak Ha CETEeBbIE PECYPCHI.
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Bo3mokHOCTH CKaHepa Mo aHalu3y YSI3BUMOCTEH OrpaHMuYEHBbl TOH MHGOpMAIel, KOTOPYIO MOTYT
IIPEIOCTABUTH EMY JIOCTYITHBIE CETEBBIE CEPBUCHI.

[Tpunin paboTHl CKaHEepa 3aKI0YaeTcss B MOJACIMPOBAHUU JCHCTBUI 3710yMBIIUICHHUKA,
MIPOM3BOJIALIET0 AHAJINW3 CETH MPU IOMOIIM CTAaHAAPTHBIX CETEBBIX YTHIUT, TaKWX Kak host,
showmount, traceout, rusers, finger, ping u 1. n. IIpu 3TOM HUCHONB3YIOTCS U3BECTHBIE YS3BUMOCTHU
CETEBBIX CEPBUCOB, CETEBBIX MPOTOKOJIOB U OC /1715 OCYIIECTBIEHUS YJAICHHBIX aTaK Ha CUCTEMHbIE
PECYPCHI M OCYILECTBISETCS TOKYMEHTHPOBAHUE yIaYHBIX MOIBITOK.

B Hacrosiiee BpeMs cyliecTByeT 0OJIbIIOE KOJIHMUECTBO KaK KOMMEPUYECKUX, TaK U CBOOOJIHO
pacmpoCTpaHsi€MbIX  CKaHEpOB, KaK  yHHUBEPCAJIbHBIX, TaK M  CHEUUAJIU3UPOBAHHBIX,
IIpEeIHA3HAYEHHBIX JUISl BBISBIEHMS TOJIBKO OIPENEIEHHOIO Kiacca ysa3BUMOCTEH. MHorue u3 HHUX
MOXKHO HalTu B cetu MHrepHer. YUucno ysa3BuUMoOcTel B 0a3ax JaHHBIX COBPEMEHHBIX CKAaHEPOB
MeJIEHHO, HO YBepeHHO npubmmkaercs k 1000.

OanuMm u3 Haubolee MPOJIBUHYTHIX KOMMEPUECKHX MPOAYKTOB ATOrO Kilacca SIBISETCS
cereBoil ckanep NetRecon kommanmm Symantec, 6aza JaHHBIX KOTOPOTO COJEPXHUT Okojio 800
ysizeumocteit UNIX, Windows u NetWare cucteMm M mocTossHHO oOHOBisiercsi depe3 Web.

PaCCMOTpeHI/Ie €ro CBOMCTB MO3BOJIUT COCTABUTH MMPEACTABJICHUEC O BCECX IPOAYKTAX 3TOI'0O KJjIacca.

CereBoii ckanep NetRecon

CereBoii ckanep NetRecon sBnseTcss MHCTPYMEHTOM aJMUHHUCTpaTopa Oe30MacHOCTH,
IpeJHa3sHAuYeHHbIM JUIsI HCCIIEOBAaHUS CTPYKTYphl CETe M CETEeBbIX CEpBUCOB U aHaIU3a
3alUIIEHHOCTH ceTeBBIX cpea. NetRecon mo3BosisieT OCyIIECTBIATh MOUCK YSA3BUMOCTEN B CETEBBIX
cepucax, OC, MD, mapmpyTtu3atopax M JIpYrux ceTeBbIXx KomrmoHeHTax. Hampumep, NetRecon
MO3BOJISIET HAXOJIUTh YA3BUMOCTH B TaKHUX CETEBBIX CepBHUCax, Kak ftp, telnet, DNS, snexTponnas
nouta, Web-cepsep u ap. Ilpu »ToM mpoBepstoTcs BepcHMM U KOHQUIypallM CEpPBHCOB, HX
3alUIIEHHOCTh OT CETEBBIX YIpO3 M YCTOMUMBOCTH K IOMBITKAM HPOHUKHOBEHHs. [[is moucka
ySI3BUMOCTEH HMCHOJB3YIOTCS KaK CTaHAApTHBIE CPEICTBAa TECTUPOBAHUA M cOopa MHPOpMAIUHU O
KOHHUrypanuu U (yHKIMOHUPOBAHUHU CETH, TaK U CHEIMAJIbHBIE CPEACTBA, KOTOPHIE PEaTU3yIOT
aJITOPUTMBI, SIMYJIUPYIOIINE ASHCTBUS 3JI0YMBIIIIEHHUKA IO OCYIIECTBICHUIO CETEBBIX aTakK.

[Iporpamma pabGotaer B cpene OC Windows NT u wumeer ymoOHBI Tpadudeckuit
uHTepdeiic, MO3BONSIIOMUNA ONpPENeNaTh MapaMeTphl CKaHUpPOBaHUS, HAOMIOAATh 32 XOAOM
CKaHHPOBAHUS, TEHEPUPOBATh U MPOCMATPUBATh OTYETHI O Pe3yJIbTaTaX CKaHUPOBaHUs. Pe3ynbTaThl
oTroOpakaroTcst B rpaduueckoil ¥ B TaOIMYHOM opMe B pealbHOM MaciiTabe BpeMEHH.

CoznaBaemble NetRecon otueTsl cozepaT MoApoOHYI0 HMHQOpPMAIMIO O HalIEHHBIX

YA3BUMOCTAX, BKIJIIOYasd ci1abocTh naponeﬁ HOHBSOBaTeHeﬁ, MOABECPKCHHOCTEL  OIIPCACIICHHBIX
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CEpBHCOB yrpo3aM OTKa3a B OOCIYyXHBaHUH, YSA3BUMbIE U1 ceTeBbIX arak koHpurypamuu OC u
MHOTHE Jpyrue. Hapsiiay ¢ cooOlmeHusSIMH O HaWJCHHBIX YS3BUMOCTAX W WX ONUCAHHUSIMH,
IIPUBOJIATCS PEKOMEHJALMHU 10 UX YCTpaHeHHI0. OT4eT O pe3yibTaTax CKaHUPOBAHHUS I103BOJISIET
HaMETUTH IJIAaH MEPOIIPUATHN 110 YCTPAHEHUIO BBISIBJICHHBIX HEJOCTATKOB.

NetRecon camocrosTensHO onpeaenseT KOHGUTYpaluio CETH U MO3BOJISIET BHIOpATh CETEBbIE
pecypcsl Uil CKaHUPOBaHUS. MOXKET OCYILIECTBIISIThCS MMApAIIENbHOE CKAHUPOBAHUE BCEX CETEBBIX
pPECYPCOB, CKaHMPOBAHUE IO JUANa30HY CETEBBIX aJIPECOB, CKAHHPOBAHME OTAEIBHBIX CUCTEM WU
noacereil. CeaHC CKaHMPOBAaHUS MOXKET BKJIIOYATh B ce0s BCE BHJBI MPOBEPOK JMOO OTAEIbHBIC
MIPOBEPKHU MO BBIOOPY MoJib30Bareis. [ myOuHa ckaHUPOBaHUS OMpPEEsSeTCs] TPOJOIKUTEIEHOCTHIO
ceaHca CKaHMPOBAaHUs, KOTOpas 3ajaercsl Iosb3oBareneM. Hampumep, NpoBepKH, CBS3aHHBIE C
110100pOM TOJIb30BATENIBCKUX IApPOJIEH MO CIO0BAapI0, CONPSKEHBI C CYHIECTBEHHBIMU BPEMEHHBIMU
3aTpaTaMH U HE MOTYT OBITh 3aBEPILCHBI B TEYCHHE KOPOTKOTO CeaHCa CKAHUPOBAHUS.

NetRecon naer BO3MOXKHOCTH IOJIB30BAaTEI0 OTCIEKUBATh MYTh IIOMCKA YA3BUMOCTH,
MIPEICTABISIONIMN cOO0M IOCIEeN0BaTEIbHOCTh TMPOBEPOK, Npou3BoAuMbIX NetRecon, koropas
MpuBeJia K BBISIBICHUIO JIAHHOW YyA3BUMOCTU. [lyTh momcka ys3BUMOCTH TO3BOJISIET MPOCIECAUTH
JENCTBUSI BO3MOXKHOT'O HAPYILIUTENS, OCYLIECTBISIOIIETO aTaKy Ha CETEBbIE PECYPCHI.

Hcnons3yemass NetRecon 6a3za JaHHBIX COACPXKHUT OMUCAHHE HM3BECTHBIX YSA3BUMOCTEH U
cueHapueB arak. OHa pPeryJsipHO TOMOJTHAETCS HOBBIMU JaHHBIMH. OOHOBICHHE 3TOW 0a3bl TaHHBIX
npousBoauTcs yepe3 Web-yzen kommanum Symantec aBTOMaTHYECKH, NMPH IOMOIIM MEXaHU3Ma

LiveUpdate.

Ceresoii ckanep NESSUS

CeteBoii ckaHep Nessus MOXET paccMaTpUBaTbCcs B KaueCTBE JTOCTOMHOM anbTepHATUBBI
KOMMEpYECKUM cKaHepaM. Nessus sBJIsSE€TCS CBOOOJHO pacHpoOCTpaHSIEMbIM M TOCTOSHHO
OOHOBJISIEMBIM TNPOTPaMMHBIM MPOAYKTOM. YAO0OHBIH Tpaduyeckuii uHTepdeiic mno3BoOJIAET
OTpe/IeNATh MapaMeTphbl CeaHca CKaHUPOBAHUS, HAOJIO/IaTh 3a XOJOM CKaHMPOBAHHUSA, CO3[aBaTh U
MPOCMATPHUBATh OTYETHI.

ITo cBOMM (PYHKIIMOHAIBHBIM BO3MOXHOCTSIM CKaHep 3alUIIEHHOCTH Nessus HaXOAWUTCS B
OTHOM psiy, a IO HEKOTOPhIM TIapamMeTpaM | TPEBOCXOMUT TaKHe IIHPOKO HW3BECTHHIE
KOMMepYecKHre ckaHepsl, kak NetRecon kommannu Symantec, Internet Scanner komnanuu ISS.

Bepcus 0.99 cepsepHoii yactu ckanepa Nessus Obl1a cepTH(uIMpoBaHa B ['ocTexkoMuccuu
Poccuu (Ceptuduxar N 361 ot 18 centsops 2000 r.).

Nessus MNpeAoCTaBIsieT OYEeHb LIMPOKHE BO3MOXKHOCTH IO TIOHUCKY YyA3BUMOCTEH

KOPIIOPATUBHBIX CETEM M MCCIENOBAHMIO CTPYKTYPBI CETEBBIX CEPBUCOB. lloMMMO HCIIONB30BAHUS
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cTangapTHBIX crioco0oB ckanupoBanuss TCP m UDP mopros, Nessus MO3BOJISIET OCYIIECTBIISATH
IIOMCK YSA3BUMOCTEHN B peajn3alusix NpoTokosioB ynpasieHus ceteto [ICMP u SNMP.

BbIicokasi CKOpOCTh CKaHMPOBAaHUSI JOCTHTACTCS 3a CUET HMCIIOJIIB30BAaHUS TPU peau3aluu
ckaHepa Nessus MHOTOIIOTOKOBOM apXUTEKTYphl IPOrpaMMUPOBaHUs, MO3BOJISIONICH OCYIIECTBIISATH
OJIHOBPEMEHHOE MapaJulelibHOe CKaHUPOBAHUE CETEBBIX XOCTOB. [l CKaHMPOBAHUS KaXKJIOTO XOCTa
cepBepoM nessusd c03/1aeTCsl OTIEIbHBIN MOTOK BBITTOJIHEHHS.

IIpp peaymsanuu  Nessus  HCIOAb30BaHA HETUIUYHAs Ul CETEBBIX  CKaHEPOB
KJIMEHT/CepBepHas apXuTeKTypa. B3aumoseiicTBiue MeXy KIMEHTOM U CEPBEPOM OCYILIECTBIISAETCS
[0 3alllMIICHHOMY KIMEHT-CEpBEPHOMY MPOTOKONIY, MPEAyCMATPUBAIOIIEMY HCIOJIb30BAHUE
HA/ICKHON CXEMbI ayTeHTU(UKAIMH U IU(POBAHUE NIEPEAABAEMBIX TaHHBIX.

Bce cuenapun ckaHMpOBaHUS pa3zelieHbl Ha TPYIIIBI IO THIIAM PEaIi3yeMbIX UMH CETEBBIX
aTak, OOHApYy>KMBAaEeMbIX YSI3BUMOCTEH, a TakKe MO BUJAM TECTUPYEMBIX CETEBBIX CEpBHCOB. Tak,
UMEIOTCS CHeIHalIbHbIE TPYIIIbI CIIECHAPUEB:

Backdoors mist oOHapykeHus "TposTHCKUX " TIporpamm:

Gain Shell Remotely - nyist peanu3zaiuu aTak Ha MOJydeHHE MOJIb30BATCILCKUX MTOJTHOMOYH I
Ha ynaneHHoil UNIX cucreme;

Firewalls - qis TectupoBanus MD;

FTP - nns TectupoBanust FTP-cepBepos;

Windows - mis orcka ysi3BuMocteid Windows-CHCTEM | T.11.

OcoOyro rpynmny creHapueB ckanupoBanus Denail of Service cocTaBisitoT aTaku Ha OTKa3 B
obcnyxxuBanuu (DoS). EnuHcTBeHHBI crioco0 yOenuThCsi B TOM, YTO CKaHHpyeMas cHcTeMa
MOJIBEPIKEHA TOW WM MHOW DOS - 9TO BBIMOIHUTH ATY aTaky U MOCMOTPETh HAa PEAKIIUIO CHCTEMBI.
OTta rpynmna ciueHapueB, 0JTHaKO, SBISETCS MOTEHIIMAIBFHO OMACHOM, T.K. X 3aITyCK MOXKET MPUBECTH
K HETpeJICKa3yeMbIM MOCIEICTBHUIM JUIsl CKAaHUPYEeMOW CeTH, BKJItoYas cOou B paboTe cepBEpoB U
pabouux CTaHIMHA, MOTEpI0 JaHHBIX M "MOJHBIM mapanuy" kopropaTuBHOM cetu. Ilostomy

60b1MHCTBO DOS B JaHHOM TpyTie 0 YMOTYaHUIO OTKIHOYEHO.

7.2.5. ApXWUTEKTypa CUCTEM ayIauTa

VY cucteM aKTHBHOTO ayJuTa I€JIecO00pa3sHO pa3inyaTh JIOKAJbHYI0 U TJI00AIbHYIO

ApXUTEKTYPYy.

JlokanbHas apXUTEKTypa
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B pamMkax 5OKadbHOW apXUTEKTYPHl Peaau3yIOTCS 3JIEMEHTapHbIC COCTABIISIONINE, KOTOPHIC

3aTeM MOTYT OBITh 0OBEAMHEHBI JJIs1 OOCITYKUBaHHSI KOPIIOPATUBHBIX CUCTEM.
OCHOBHBIE JIEMEHTHI JOKAJIHHON apXUTEKTYPhI M CBSI3M MEXYy HUMH IOKa3aHbl HA PUCYHKE
7.3. llepBuuHbIi cOOp MJaHHBIX OCYLIECTBIISIIOT AareHThl, HA3bIBAEMBIC TAKKE CEHCOPAMIL.
Perucrpannonnast nHGOpMaIsi MOXKET W3BJIEKATHCS M3 CUCTEMHBIX WINM NPUKIAIHBIX JKypHAIOB
(TEXHUYECKH HECJIOXKHO ToJydaTh e¢ W Hampsmyio oT siapa OC), nubo mAo0BIBaThCS U3 CETH C
MIOMOIIBI0 COOTBETCTBYIOIIMX MEXAaHHU3MOB AaKTHBHOTO CETEBOTO0 OOOpYNOBaHHUA WIH IyTEM

epexBara Nake€ToB ITOCPECACTBOM YCTaHOBHeHHOﬁ B PC)KUM MOHUTOPHHTA CEeTeBOH KapThI.
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Puc. 7.3. OcHOBHBIE DJIEMEHTHI JIOKAJILHOU

APXUTCKTYPbI CUCTEM AKTUBHOI'O ayaUTaA.

Ha ypoBHe areHTOB (CEHCOPOB) MOJKET BBITOJHATHCS (GUIBTPAIUS JaHHBIX C IIEJBIO
YMEHBIIIEHUSI UX 00bheMa. ITO TpeOyeT OT areHTOB HEKOTOPOTro MHTEIUIEKTa, HO 3aTO pa3rpykaer
OCTaJIbHbIE KOMIIOHEHTHI CUCTEMBI.

ATreHTHI epeiatoT HHPOPMAIIUIO B IIEHTP PACTIPEEICHHS, KOTOPBII MPUBOIUT €€ K €IUHOMY
(crarmapTHOMY JUTsl KOHKPETHOM CHCTEMBl aKTUBHOTO ayauTa) (hopMaTy, BO3MOYKHO, OCYIIIECTBIISET
JalbHeNIyo GUIbTpaluio (PEAyKIUI0), coOXpaHseT B 0a3e MaHHBIX W HAIMpaBisieT JJIs aHalu3a
CTaTHUCTUYECKOMY U IKCIIEpTHOMY KOMIOHeHTaM. OUH IIEHTp pacmupeeeHuss MOKeT 00CIyKUBaTh

HECKOJIBKO CCHCOPOB.
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CopepKaTenpHBIl aKTUBHBIM ayJUT HA4YMHAETCA CO CTATUCTHYECKOTO M DKCIEPTHOTIO
KOMIIOHEHTOB  (Hampumep, MOTOMYy, 4YTO JJI1 OJHOXOCTOBBIX CHCTEM PETUCTPALUMOHHYIO
uHpOpMALMI0O HE HAJ0 KAaKUM-TO OCOOBIM 00pa3oM HU3BIEKaTh M TepenaBaTh). MBI JETaabHO
pPacCMOTPHM HX B JIBYX CIEAYIOLIMX pa3zciiax.

Ecnn B mporecce CTaTHCTUYECKOTO MM SKCIIEPTHOIO aHAJIM3a BBIBIISECTCA NOJO3PUTEIbHAS
aKTUBHOCTb, COOTBETCTBYIOIEE COOOILEHME HANpaBIsACTCS pELIATeNl0, KOTOPBIH OIlpenenseT,
SBIISICTCS JIM TPEBOTA ONPABIAHHOM, U BEIOMPAET CIIOCOO pearupoBaHusI.

OObIUHO, KOIJla MUIIYT O CIIOCO0ax pearnpoBaHUs, MEPEUUCIAIOT OTIPABKY COOOLIEHUs Ha
NEeHPKEp aIMUHUCTPATOPA, MOCBUIKY 3JEKTPOHHOIO NMHMCbMA €My K€ W T.II., TO €CTh UMEIOT B BUIY
“pydHO€” IPUHATHE MEp MOCJE MOIYYEHHs CUTHaja O TOJ103pUTENbHOM akTuBHOCTU. K coxanenuto,
MHOTHE COBPEMEHHBIE aTaKH JJISATCS CEKYHJIbl WJIM JaXXe JOJIM CEKyHJbl, I0O3TOMY BKIIIOUEHUE B
IPOLIECC pearupoBaHMs YEJIOBEKAa BHOCHUT HEAONYCTHUMO OO0JbIIyt0 3aAep)kKy. OTBETHblE Mephbl
JIOJKHBI OBITh B MAKCHMaJIbHO BO3MOYKHOM CTENEHU aBTOMATHU3UPOBaHbl, MHAYE aKTUBHOCTb ayANUTa
BO MHOI'OM TEPSIET CMBICII.

ABTOMaTH3anMs HY)XHAa €II€ M IO TOM NPOCTOM INPHUYMHE, YTO JAIEKO HE BO BCEX
OpraHu3alMsIX CUCTEMHBbIE aJMHHHUCTPATOpPbl O00JalalOT JOCTAaTOYHOM KBanupukauued ams
aJIcKBaTHOTO PEarupoBaHUs HAa MHIMAEHTHL. XOpoluas CUCTeMa aKTMBHOIO ayAuTa JOJDKHA YMETh
BHATHO OOBSCHUThH, MOYEMY OHA MOJHSJIA TPEBOTY, HACKOJIbKO CEpPhE3HA CHUTYallMsl U KaKOBBI
peKOMeHayeMbIe criocoObl neicTBrsl. Eciu BBIOOP JOKEH OCTaBaThCs 3a YEIOBEKOM, TO MYCTh OH

CBOAUTCA K HCCKOJIBKHUM 3JICMCHTAM MCHIO, 4 HC K PCHICHUIO KOHICIITYaJIbHBIX HpO6JICM.

['moGanbHas apxuTekTypa

I'mobGanpHas apXUTEKTypa MOJpa3ymMeBaeT OpPraHU3aIMI0 OJHO- M Pa3HO-PAHTOBBIX CBS3EU
MEXy JOKabHBIMH CHCTEMaMH aKTUBHOTO ayauTa (cM. pucyHok 7.4). Ha ogHOM ypoBHE uepapxuu
pacmojararTcs KOMIIOHCHTHI, aHAIH3UPYIONINE IOJ03PUTCILHYI0 aKTHBHOCTH C PAa3HBIX TOYEK
3peHus. Hampumep, Ha XocTe MOryT pacmonaratbCi IOJCUCTEMBl aHaIW3a MOBEACHUS
MoJIb30BaTese U mpuiokeHud. VX MOXKeT JOMONHATh MOACHCTEMa aHaln3a CeTEBOW aKTHBHOCTH.
Kornma oaMH KOMIIOHEHT OOHAapy>KHMBaeT YTO-TO TMOJO3PUTEIBHOE, TO BO MHOTHX CIy4asx
1esecoo0pa3Ho cooOHUTE 00 ITOM cocemsM JIUMOO JUIsl TPHHATHS Mep, JUO0 IS YCHUJICHHS

BHUMAaHMUA K OIIPEACTICHHBIM aCIICKTaM IMMOBEACHUA CUCTEMBI.
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Puc. 7.4. I'mobanpHas apXUTEKTypa CUCTEMBI AKTHBHOTO Ay INTA.

Pa3Ho-paHroBbie CBA3M HCIOJIB3YIOTCS I 0000IEHHS PE3y/IbTaTOB aHAIN3a U MOJTyYSHHUS
HCJ’IOCTHOﬁ KapTUHBI HPOUCXOOAIICTO. I/IHOFIIa Y JIOKAJIBHOI'O KOMIIOHCHTAa HCEAOCTATOYHO
OCHOBaHUU JJIA B036}’)K[[€HI/I$I TPEBOI'H, HO IO COBOKYITHOCTH» IOJO3PUTCIIBHBIC CUTyallul MOI'YT
ObITh OOBEIMHEHBI M COBMECTHO IMPOAHATM3UPOBAHBI, MOCJIE YEro MOPOr IMOJA03PUTEIBHOCTH
OKQXETCS ~ NpeBbIIeHHBbIM.  [leocTHass ~ KapTUHA,  BO3MOXHO,  IO3BOJHMT  BBISIBUTH
CKOOPJIMHHUPOBAHHBIC aTaKd HA pa3HbIe YYaCTKU MH()OPMAIIMOHHONW CHUCTEMBI M OICHHUTH yIIEpO B
MacIiTabe OpraHu3alyy.

OueBuaHO, POPMHUPOBAHUE HEPAPXUH KOMIIOHEHTOB aKTHBHOTO ayauTa HEOOXOIUMO U IS
peleHusi MpoOJieM MAacCIITaOMPYyeMOCTH, HO 3TOT AaCleKT SBJSETCS CTaHIAPTHBIM JUISI CUCTEM
YIpaBJICHUA U MBI HC 6}’I[€M Ha HEM OCTAaHaBJIMBATHCH.

K 4dncny BakHEHIIMX apXUTEKTYPHBIX OTHOCHUTCSI BONPOC O TOM, KaKyi0 MH(GOpPMAaIUIO U B
KaKMX MaclTtadax coOupaTh M aHAJIM3UPOBaTh. [lepBble CHUCTEMBI AKTHBHOTO ayaWTa ObUIN
OJTHOXOCTOBBIMH. 3aTeM TOSBUWJIMCH MHOTOXOCTOBbIE KOH(urypamuu. I[IpopeiBYy B o0mactu
KOMMCPYECCKUX MPOAYKTOB MBI 00s13aHBI CETEBBIM CUCTCMAaM, aHAJIMU3HUPOBABIIMM HCKIIIOYHUTCIBHO
CCTEBbIC ITAKCTHI.

B Hacrosimee BpeMss MOXHO HaOJIIOJIaTh KOHBEPIEHIIMIO apXUTEKTYpP, B PE3YJIbTaTe Yero
POXTAIOTCSI KOMIUIEKCHBIC CUCTEMBI, OTCIICKHBAIOIINE U aHATU3HPYIOIIHE KaK KOMIIBIOTEPHYIO, TaK
M CETEBYIO PETUCTPAIIHOHHYIO HHPOPMAIIHIO.

TpaauIMOHHBIM ABJISICTCS BOMPOC: TC pa3MeNiaTh CEHCOPHI CHCTEM aKTHBHOTO ayauTa?

Cronb e TpaJWUIMOHHBIA OTBET IJIACHT: «BE3Je, TIC MOXHO». TOJBKO aHa W3 BCEX
JOCTYITHBIX HCTOYHUKOB HMH(OpMAIMK TO3BOJIMT C JIOCTOBEPHOCTHIO OOHApY)KUBaTh aTakKu M
37I0ynoTpeOIeHUsI TOJIHOMOYHUSIMU W JIOKambIBaThCsl A0 HX MepBONpUYMH. Eciu BepHyThCS K

TPaKTOBKE UH(POPMALIMOHHON CHCTEMBI B BHJI€ COBOKYITHOCTH CEPBHCOB, TO CPEICTBA OOHAPYKEHUS
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aTaKk JOJDKHBI pacrmojiaratbcs Iepel 3allUIIaeMbIMH pecypcamMu (MMesi B BHJAY HallpaBlICHHE
JBUKCHHSI 3alPOCOB K CEPBHCAM), a CPEACTBA BBHISBICHHS 3JI0YMOTPEONICHUN MMOJHOMOYHUSMHU - HA
camux cepBucax. OOHapyXeHHE aHOMAJIbHOW AKTMBHOCTHU IIOJIE3HO BO BCEX YMOMSHYTBIX TOYKaX.
Tonpko mpu TakOM pa3MelIeHUH CEHCOPOB OyJIeT BHINOIHEH BaXKHEUIINN MPUHIIUIT HEBO3MOXKHOCTH
00xo/1a 3aIUTHBIX cpeacTB. Kpome Toro, Oyaer MUHUMHU3HUPOBAHO YHCIO CEHCOPOB, UTO B YCIOBHSIX
CerMEHTAIIUH CETEeH U MPUMEHEHUsI KOMMYTALMOHHBIX TEXHOJIOTHI TaKXKe OKa3bIBACTCS MPOOIEMOH.

Hns  Toro, 4roObl cHUCTEeMa aKTUBHOTO ayAWTa, OCOOCHHO pacmpeiefieHHas, Obuia
MIPAKTUYECKH I0JIE3HON, HEOOX0IMMO 00eCTeYuTh LIeIOCTHOCTh aHAIM3UPYEMON U mepeaaBaeMoi
uH(pOpMalIUY, a TaKXKe LETOCTHOCTh CaMOil MPOrpaMMHON CHCTEMBI U €€ >KMBYYECTh B YCIOBHSIX
OTKa3a WIM KOMIPOMETAIMM OT/AEIbHBIX KOMIIOHEHTOB (3a4acTyl0 aTaka HalpaBJseTcs] CHayajla Ha
cpeacTBa 0€30MacHOCTH, a YK€ IOTOM - Ha MPHUKJIAJHbIE KOMIOHEHTHI). SIcHO, 4yTO 3TO mpobiema
BCEX PACHpPEJICTICHHBIX CHUCTEM, W ISl €€ PEIICHHUs CIYXKaT CEPBUCHI B3aUMHON ayTeHTH(PHUKAIUU U

KOHTPOJIA HEJIOCTHOCTH (B TOM 4YHCJIC ITPOBCPKA NOJIMHHOCTH UCTOYHHUKA I[aHHbIX).

7.2.6. TpeboBaHMs K CUCTEMaM aKTHBHOTO ay/nTa

B 3TOM nyHKTE paccMOTpUM TpeOOBaHUSA K CUCTEMaM aKTHUBHOI'O ayAMTa, CYLIECTBEHHBIE C
TOYKH 3peHMsI 3aka3uukoB. Ha nepBoe mMecTo cienyer nocTaBuTh TpeOOBaHHUE MOTHOTHL. DTO BECbMa
€MKO€ IIOHATHE, BKIIIOYAIOLIEE B Ce0s CIIEAYIOLINE aCIIEKThI:

ITonmHOTa OTCNEX)MBaHUA UH(DOPMAIIMOHHBIX IOTOKOB K CEPBHCAM. AKTUBHBINA ayJIUT J0OJIKEH
OXBaThIBaTb BCE IOTOKM BCEX CEPBHCOB. JTO O3HA4yaeT, YTO CHUCTEMA aKTMBHOIO ayJauTa JIOJDKHA
COJIEp’KaTh CETEBbIE U CUCTEMHBIE CEHCOPBI, aHAIM3UPOBATh MHPOPMAIMIO HAa BCEX YPOBHSX - OT
CeTeBOro 10 mnpukiaanHoro. OueBUAHO, U3 PAaCCMATPUBAEMOrO aCIEKTa IIOJHOTHI BBITEKAET
TpeOOBaHUE pPaCIIUPAEMOCTH, MOCKOJbKY HHM OJUH MpPOrpaMMHBIM HPOAYKT HE MOXKET ObITh
M3HAYaJIbHO HACTPOEH Ha BCE CEPBUCHL.

[TonHoTa cHekTpa BBIBISIEMBIX aTaKk M 3J0ynoTpeOjaeHuil mnosHoMouusMu. JlaHHOe
TpeOoBaHUE O3HAYAE€T HE TOJBKO TO, YTO y CHCTEMbI JOJKEH OBITh JIOCTATOYHO MOIIHBIN S3BIK
OIMCaHMsI TIOJJO3PUTEIHLHON aKTUBHOCTH (KaK aTakK, TaK U 3JI0yNOTPEOJIeHUH MOJTHOMOUUSAMH). DTOT
A3BIK JIOJDKEH OBITh TPOCT, 4YTOOBI 3aKa3YMKH MOIJIM MPOU3BOAUTH HACTPOHKY CHCTEMBI B
COOTBETCTBUH CO CBOEH MONUTHUKON Oe30macHOoCTH. [IocTaBIIMK cCTEMbI aKTUBHOTO ay/IUTa JOJKEH
B KpaTyaiilime cpoku (Topsijika CYTOK) IepeaaBaTh 3aKa3uuMKy CHUTHAaTypbl HOBbIX aTak. Cucrema
JI0JDKHA YMETh BBISBJISITh aHOMAJIbHYIO aKTUBHOCTH, YTOOBI CIIPABIIATHCS C 3apaHee HEU3BECTHBIMU
croco0amMu HapymeHHH.

JlocraroyHasi MPOM3BOAUTENBHOCTh. CHCTEMa aKTUBHOIO ayAHMTa JIOJDKHA CHPABIATHCS C

IMUKOBBIMU HArpy3kKaMu 3alluiacMbIX CCPBHUCOB.
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[Iponyck gake OJTHOTO CETEBOr0 MaKeTa MOXKET JaTh 3JI0YMBIIUIEHHUKY HIAHC HA YCHEIIHYIO
araky. Ecmm wu3BecTHO, YTO cHucTeMa AaKTHUBHOIO ayauTa oOJajaer  HeJoCTaTOYHOM
MIPOU3BOIUTEIIFHOCTRIO, OHA MOXET CTaThb OOBEKTOM aTakud Ha JIOCTYIHOCTb, Ha ()OHE KOTOpPOH
OydyT pa3BUBaThCSl JApyrue BUAbl HamajaeHus. J[ns JIOKaJdbHBIX ceTeld CTaHAapTHBIMU CTallu
ckopoctu 100 MOGut/c. D10 TpeOyeT OT CHCTEMBl aKTUBHOI'O ayJuTa OYEHb BBICOKOTO KauecTBa
pean3anuy, MOIHOM annapaTHON NoJAEepKKU. Eciau ydecTp, 4To 3alMIaeMble CEPBUCH HAXOASTCS
B [TIOCTOSTHHOM Pa3BUTHH, TO CTAHET MOHATHO, YTO TPeOOBAHUE MPOU3BOIUTEIHLHOCTH OJHOBPEMEHHO
SBIIETCS U TPEOOBAHHUEM MacCIITaOHPYyEeMOCTH.

[IoMUMO MOJHOTBI, CUCTEMBI AKTHMBHOIO AayAUTa JOJDKHBI YJIOBJIETBOPSTH CIECAYIOLIUM
TpeOOBaHUSM:

MUHMMYM JIOXKHBIX TpeBOT. B abCOMOTHOM BBIpRXEHUHM JOIYCTHMO HE Ooiee OTHOU
JIO)KHOM TpeBOTM B dYac (Jydine, eciud WX OyJeT elle Ha MOpsaAoK MeHblie). [Ipu MHTeHCHBHBIX
MOTOKAX JaHHBIX MEXIY CEpBHUCAMHU U WX KIMEHTaMU MOA0O0HOE TpeOOoBaHUE OKA3hIBAETCS BeCbMa
xecTkuM. IlycTh, HampuMmep, B CEKyHIy IO KOHTposinpyeMomy KaHainy npoxoaut 1000 makeros. 3a
yac maketoB Oymer 3 600 000. MoOXXHO NpEANONIOKUTh, YTO TOYTH BCE OHU HE SIBISIOTCS
3JI0yMBILUIEHHBIMU. W TONBKO OJIMH pa3 CUCTEMa aKTUBHOI'O ay/IUTa UMEET IPABO MPUHATH «CBOET0»
3a «4yKOTr0», TO €CTh BEPOSITHOCTH JIOKHOW TPEBOTH JIOJKHA COCTABJISTh B IAaHHOM cliyyae He Oolee
3107,

YMeHue OOBACHATH NPUYMHY TpPEeBOrW. BblmosHeHne 3Toro TpeOOBaHUS BO-TIEPBBIX,
[IOMOTaeT OTIWYUTh OOOCHOBAHHYIO TPEBOTY OT JIO)KHOH, BO-BTOPBIX, IOMOTaeT OIpPEAEIUTh
MEPBONPUYMHY MHIMJIEHTA, YTO Ba)KHO ISl OLIEHKH €ro MOCJEICTBUN U HEIOMYUIECHHs MOBTOPHBIX
HapyleHui. Jlaxke ecny pearnpoBaHKMe HAa HapyLIEHHE MPOU3BOAUTCA B aBTOMAaTUYECKOM PEXHUME,
JI0JKHA OCTAaBATHCS BO3MOKHOCTD MOCTIEIYIOLIETr0 pa3dopa CUTYyallMK CIeHaTUCTaMu.

WHuTerpanus ¢ cucTeMol yrpaBieHUs U JIpYTMMH cepBUcaMu Oe3omacHOCTH. MHTerpanus c
CUCTEMOH yIIpaBJEeHMsI UMEET JIB€ CTOPOHBI. Bo-TIepBhIX, caMu cpe/icTBa aKTUBHOIO ay/IUTa JTOJIKHBI
YIpaBIIAThCS (YCTaHABIMBATHCS, KOH(QUIYpUPOBATHCS, KOHTPOJIMPOBATHCSA) HApaBHE C JIPYTHMHU
MHOPACTPYKTYPHBIMH CepBUCAaMU. Bo-BTOpBIX, aKkTHUBHBIM ayJuT MOXeT (M JIOJKEH) MOCTaBIATh
JaHHbIE B OOIIYI0 0a3y NaHHBIX yrpasieHus. HTerpanus ¢ ceppucaMu 0€30MacHOCTH HEOOXOoauMa
KaK JJIsl JIy4IlIero aHajlu3a CUTyalluu (HampuMep, ¢ PUBJICYEHUEM CPEACTB KOHTPOJIS IIEIIOCTHOCTH),
TaK U JJI ONEpaTUBHOIO PEarupoBaHusl Ha HApPYLIEHUs (CPEeICTBaMU IPUIIOKEHUH, ONEPALMOHHBIX
CHCTEM HJIM MEKCETEBBIX IKPAHOB).

Hanuume TexHWYECKON BO3MOXKHOCTH YIAJICHHOTO MOHUTOPWHTAa HWH(POPMAIIMOHHON
CUCTEMBI. JTO CIOPHOE TpeOOBaHME, TOCKOJIbKY HE BCE OpraHU3allMu 3aXOTSIT OKa3aTbCs MOJ] YbHM-
TO «KOJMakoM». TeM He MeHee, ¢ TEXHUYECKOI TOUKM 3peHMs MoJI00Hasi Mepa BIIOJIHE OIpaB/aHa,

IMOCKOJIBKY OOJIBIIIMHCTBO oprT: aHU3aluN He pacmnoJjiaract KBaJ'II/I(I)I/IL[I/IpOBaHHLIMI/I cricouaianucraMu 110
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UHPOPMAIIMOHHONW 0€30MacHOCTH. Y JaJCHHBIH MOHHTOPHHI MOKET OBITh HCHOJB30BAH W IS
0ecCIOpHBIX I1eJIeH, TAKUX KaK KOHTPOJIb U3 ITa0-KBapTUPHI 32 pabOTON yJaTeHHBIX OTACIICHUH.

CdhopmynupoBanHble TpeOOBaHUS MOKHO CUMTATh MAaKCHUMAaIHCTCKUMU. [lo-Bumumomy, HU
OJIHa COBpPEMEHHasi KOMMepYecKasi CUCTeMa, HU OJUH MOCTABLIMK HE yJOBJIECTBOPSIOT UM B ITOJHOH
Mepe, OAHaKo, Oe3 WX BBINIOJHEHUS AaKTHBHBIH ayJuT IPEBpAIlacTCs U3  CEpbe3HOTrO
OOOPOHUTENBFHOTO OPYXHS B CHUTHAJIHM3AIMIO JJIS OTIYTMBAaHUS JETed MIIAALIET0 MIKOJIBHOTO
BO3pacTa. 3axOTAT JIM 3aKa3UMKW IUIATUTH JEHBIM 3a NMOJ00HBIe Urpymku? Her, koHeuHo, ecnu
TOJIBKO OHU JJOCTAaTOYHO pa30oMparoOTCs B IpeAMETE.

CuctemMbl aKTHBHOTO ayauTa TNPHHAIISKAT K OONACTH BBICOKMX TEXHOJNOTHH. Y HHX
pa3BuTas MareMaTHueckas 0a3a, NMPOJABHHYTas apXHUTEKTypa, OHM BOOpanud B ceOs 3HAHHUS MO
nH(OpPMAIMOHHON Oe30MacHOCTH. Majo KTO M3 paclpoCTpaHHUTENCH MOHUMAET, KaKk paboTaeT To,
YTO OHHM MPOJAIOT; UM OCTAeTCS IEPecKa3blBaTh PEKJIAMHbBIC OYKJIEThl MPOM3BOAMTENCH, TIe,
KOHEYHO, BCE BBIMVIAMT 3aMeYaTesIbHO. 3aKa3uMKHM TOKE He 0053aHbl BJaBaThCs B JAETAIH, HO OHU
JOJDKHBI 3HATh, O YeM CHPAIIMBATh MOCTABIIMKOB. He Bcerma Te cMOryT OTBETUTh, HO U MOJTYaHHE

MHOI'0€ CKa>XCT 3aKa34UKY.

7.2.7. Bo3MoxHEIE KPpUTCPpUHU OLUCHKHU CUCTCM aKTUBHOI'O ay/IUTa

Hpe)lnaraeMHe KPUTCPUHU UMCIHOT MHOT'O O6HI€FO C KPUTCPUAMU OLCHKU CUCTEM YIIPABJICHU.
DTO0 HE CITy4aifHO, TaK KaK aKTUBHBIN ayIUT U yIIPaBJICHUE MO CYTH CBOEH OJIM3KHU.

[Tox mogo3pUTENBbHON aKTUBHOCTHIO TTOHUMAETCS TIOBE/ICHUE TIOJIB30BATENS U KOMIIOHEHTa
I/IH(l)OpMaIII/IOHHOI\/'I CHUCTEMBI, SABJIAIOLNICCCS HCTHUIIMYHBIM JIsI JAHHOI'O II0JIB30BATCIA (KOMHOHGHTa)
WK (B COOTBETCTBUU C 3apaHee ONpeeIeHHBIMU KPUTEPUSMHU ) 3710yMBIIIEHHBIM.

PaccmaTtpuBaemble B JaHHBIX KPHUTEPUSX CHUCTEMBI JOJDKHBI BBISBISTH IOJO03PUTEIBHYIO
aKTUBHOCTH M TMPEJOCTABIATh CPEJCTBA I aBTOMAaTHYECKOTO pearupoBaHMs HAa HETHIHMYHBIC WU
3JIOYMBIINIJICHHBIC HeﬁCTBHH. KpOMC TOro, OHM IOOJIKHBI YIAOBJICTBOPATH O6HII/IM Tpe6OBaHI/I$[M K
cepBucaM WH(POPMaAITMOHHOM 0€30MacHOCTH.

OCHOBHBIMU TIOKA3aTENSMHU, XapaKTEPU3YIOIUMHU CUCTEMbI AKTUBHOTO ayANUTa, SIBISIOTCS:

CHEKTpP KOHTPOJIUPYEMBIX OOBHEKTOB;

CIICKTP U CTCIICHDb ACTAJIBHOCTH OTCJIIC)KMBACMBIX XapPaKTCPUCTUK;,

pacIImpsieMOCTh CUCTEMBI;

HACTPanBaeMOCTh CUCTEMBI;

CTETeHb aBTOMATH3aIuU (PYHKIIMOHUPOBAHUS CUCTEMBIL;

BO3MOYXHOCTh Pa0OTHI B paMKax pacIpeIeIICHHBIX CHCTEM;

BO3MOKHOCTB PabOThI B peabHOM MacITabe BpeMEHH;
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TEXHOJIOTHYHOCTHh CUCTCMBI.

HOKa?:aTe.HH, HCIIOJIB3YEMbIC IJIA OUCHKHW CUCTEM aKTUBHOI'O ayJiuTa

Beraenstores cnenyromue noka3aTesiu:

OTcnexxuBaHue MOBEICHUS MOJIb30BaTeNeii 1 KOMIIOHEHTOB HH()OPMAIIHOHHON CHCTEMBI.
Obecneuenne KOHPUACHINATBEHOCTH U IIEIOCTHOCTH PETUCTPAMOHHON HH(POPMAIIHH.
BrIsiBIICHNE 3JI0yMBIIIJIEHHOTO ITOBEACHHUS.

BrlIsiBIICHME HETUITMYHOTO TIOBEIECHUS.

AJIMUHHCTpUPOBAHHUE.

KoHTtposs nemoctHocTH.

MacutabupyemocTb.

JIoCTynHOCTS.

Boccranosnenue.

JloxymMeHTanus.

TectupoBanue.

OrcnexxuBaHue IMOBCACHUA II0JIL30BATEICH M KOMIIOHCHTOB I/IHd)ODMaIII/IOHHOI\/JI CHUCTCMBI

Bo3MoKHOCTB OTCIIEeKMBaHUs 0a30BOTO HAOOpa XapaKTEPUCTUK MOBEICHHS MTOJIb30BATEINCH 1
KOMITOHEHTOB MH(GOPMAITMOHHON CHCTEMBI.

Bo3moxHOCT, u3MeHeHuss (B TOM 4YHCIEe TIONOJHEHHsS) Habopa OTCIEKHBAEMBIX
XapaKTEPUCTHUK.

B03MOXHOCTEL OTCIIEKUBAHUS XapPaKTCPUCTHK B PACTIPCACIICHHBIX CUCTEMAX.

B0O3MOXHOCTh OTCIIEKMBaHUS TIOBEJEHUS OTACNBHBIX TOJb30BaTeNel M KOMIIOHEHTOB
MH(OPMAIIMOHHON CUCTEMBI B pealbHOM MacIiTade BPEeMEHHU.

Bo3moxxkHocTh 3amanus cnocoba WHGOOPMHUPOBAHMS aJMHUHHUCTpaTopa O€30MacHOCTH O
BBIXO€ OTCIIC)KMBACMBIX XapPaKTCPHUCTHUK 3a JOITYCTUMBIC PaAMKH.

Bo3MoxkHOCTE 3a1aHus cCI0C00a aBTOMATHYECKOTO PearupoBaHus Ha BBIXOJ OTCICKUBAEMBIX

XapPaKTCPUCTHUK 3a JOIMYCTUMBIC PAMKH.

OObecnieueHue KOH(bI/IJIeHHI/IaIIBHOCTI/I " IECJIOCTHOCTHU DGI‘I/ICTDaHI/IOHHOI\/II I/IHd)ODMaHI/II/I

3ammra perucTpaloHHON HH(pOpMAMKU OT HECAaHKLIMOHHWPOBAHHOTO JOCTYNa B paMKax
OTJENbHBIX CUCTEM.
KoHnTponp nenoctHocTH (B3aWMHOM COIJIACOBAaHHOCTH) PETUCTPAllMOHHOW HMH(pOpMaluu B

paMKax pacipeeCHHbIX CUCTEM.
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3amuTa perucTpalvMoHHOW MHGPOpPMAUU OT HECAHKIMOHHPOBAHHOIO JIOCTyIa B paMKax
pacrpeieIeHHbIX CUCTEM.
Bo3moxxHOCTh 3amanus crnocoba HH(GOPMUPOBAHHS aAMHUHUCTpATOpa OE30MacHOCTH O
HapYIICHUU LETOCTHOCTU W/WIH KOH(UICHIIMATEHOCTHA PETUCTPALMOHHON NH( OpMAaLIUH.
Bo3smoxHOCT, 3amaHusi crnocoba aBTOMAaTHYECKOIO pearupoBaHMs Ha  HapylleHUe

LEJIOCTHOCTU W/MITM KOH(PUACHIINATEHOCTH PETUCTPALIIOHHON HH(POPMAITUH.

BrIsgBIIeHHE 3I0YMBIIIJICHHOTO TOBEACHUS

Bo3MoxkHOCTB BbISIBICHHS 6a30BOT0 HA0Opa 37I0YMBILUICHHBIX JEHCTBUIA.

B03MOXHOCTB TIOTIOTHEHUS 0a3bI MPaBUII, OMIMCHIBAIONINX 3JI0YMBINIJICHHBIE ICHCTBUS.

Bo3MOXHOCTh HACTPOWKHU 0a3bl IPABHII HAa KOHKPETHBIC WH()OPMAIIMOHHBIE CEPBUCHI.

B03M0XHOCTB BBISIBIIEHHSI 37I0YMBIILJIEHHBIX JIEHCTBHI, paclpeieIEeHHbIX BO BpEMEHU

B03M0XHOCTB BBISIBIIEHUS 37I0YMBIILJIEHHBIX JEHCTBUM B paclpeeleHHbIX CUCTEMAX

B03M0OXHOCTB BBISIBIIEHUS 3JI0YMBIIIJICHHBIX JEHCTBUI B peajbHOM MaciiTade BpeMeHU

Bo3MmokHOCTh 3amaHus crocoba WHGOPMUPOBAHHS aAMHHUCTpATOpa OE30MacHOCTH O
BBISIBJICHHBIX 3JI0YMBIIIJIEHHBIX JE€HCTBUSIX.

Bo3MoxkHOCTE 3afjaHuisi ypOBHS JAeTalu3aluu HH(pOpMaluu, MOATBEpKIAIOLIEH Hamu4ue
3JI0YMBIIUIEHHBIX JICUCTBUI.

Bo3moxkHocTh  3amaHusi  crmocoba aBTOMATHYECKOTO pPEarupoBaHUsl Ha  BBISIBICHHBIC
3JIOYMBILUIEHHBIE AEHCTBUS.

Hanuuue cpencTB aBTOMAaTUYECKOW MPOBEPKH COTJIACOBAHHOCTH 0a3bl MPaBWII B paMKax
pacrpeiesieHHON KOH(pUrypaum.

Hanuune cpenctB aHamus3a 370yMBIIIIEHHBIX JEMCTBHM € BbIAAYE PEKOMEHIALMM 10
MPEIOTBPALIEHUIO TTOJOOHBIX AeMCTBUIA B Oy TyIIEM.

Hannuue CpCACTB IIPOTHO3UPOBAHUSA 3JIOYMBITIIJICHHBIX JEHCTBUH.

BrIsiBIeHHE HETUITMYHOTO TTOBCJICHMA.

Hanuune noacucTeMsl CTATUCTUYECKOTO aHAIN3a /IS BBISIBJICHNS HETUIIMYHOTO TTOBEICHUS.

B03MOHOCTh BBISIBIEHUS] HETHIIWYHOI'O MOBEICHHS NPU HCHOIB30BAaHUU 0a30BOro Habopa
MH(OPMALIMOHHBIX CEPBUCOB.

B0O3MOXHOCT TMOMOJHEHHUS] W/WIM HW3MEHEHUs Habopa KOHTPOJIUPYEMBIX aCIEKTOB
MIOBE/ICHHUS.

Bo3MoxHOCTB HaCTpOﬁKH Ha KOHKPCTHBIC I/IH(I)OpMaI_II/IOHHLIC CCPBUCHI.
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Hamnume cpeactB misi M3MEHEHHsT TapaMeTpOB CTATUCTHYECKOTO aHalu3a C  LENbIo
o0ecriedeHurs 3aJaHHOTO COOTHOIICHUSI MEXAY OMMOKAMU MEPBOTO poja (OTCYTCTBUE PEakiMu Ha
HETUIIMYHOE IMOBEJICHIE) U OMTMOKAMHU BTOPOTO poja (JT0KHOE cpabaThiBaHUE).

B03MOKHOCTB BBISIBJICHUSI HETHITMYHOTO ITOBEJICHUS B paMKaX PactpeelieHHONH CHCTEMBI.

B03MOKHOCTB BBISIBJICHHS HETHIIMYHOTO ITOBE/ICHUS B PEATbHOM MaciTade BpeMEHH

Bo3moxkHOCTh 3amanus cnocoba HH(GOPMUPOBAHHS aAMHUHUCTpATOpa OE30MacHOCTH O
BBISIBJICHHOM HETUIIMYHOM IIOBCICHHNU.

Bo3MokHOCTR 3aaHusi ypOBHsI JeTanu3anud HHOOpMAIMH, MOATBEPXKIAIOIICH HaIHdue
HETHITMYHOTO TTOBEICHUS

Bo3smoxHOCTS 3amaHus crnocoba aBTOMAaTHYECKOTO pPEarupoBaHUs HAa  BBISIBICHHOE
HETUIIMYHOC ITIOBCACHUC

Hanuyme cpencTB  aBTOMAaTHYECKOH  MPOBEPKH  COTJIACOBAHHOCTH  CTATUCTHYECKUX
napaMeTpPOB B paMKax pactpeelicHHONH KOH(DUTYpaliuu

Hannune CpCaACTB aBTOMATHYECKOU OLCHKU COOTHOUICHUA MCKIAY omrnOKaMu IEpBOTO U

BTOPOI'O poJia IpH 3aJaHHBIX CTATUCTHYCCKUX IMapaMETpax

AJIMHUHUCTPUPOBAHHE

Wnentudukanys u ayTeHTH(HUKALUS aIMUHICTPATOPOB B PAMKAX JIOKAJIBHBIX CUCTEM

Wnentudukanys u ayreHTH(GUKAINS aIMUHICTPATOPOB B PAMKaxX paclpeeTIeHHBIX CHCTEM

Perucrpanus agMUHUCTPAaTUBHBIX JEHCTBUN B paMKaX JIOKaJIbHBIX CUCTEM

Perucrpanus agMUHUCTPAaTUBHBIX JEHCTBUM B paMKaX pacIpelelIEHHbIX CUCTEM

B03MOXHOCTE IIEHTPAIM30BAaHHOTO BBIABICHHS IOJO3PUTEIBHONM AaKTUBHOCTH B paMKax
pacnpeneneHHbIX CHCTEM

B0O3MOXXHOCTE  LEHTPAJIM30BAaHHOTO  AJIMMHHUCTPUPOBAHUSA  PACIHPENEICHHBIX  CHUCTEM

AKTUBHOI'O ayJIUTa

KoHTpoJIb 11IETOCTHOCTH

Hanuune cpeacTB KOHTPOJS LEIOCTHOCTH HPOrpaMMHOW M HMH(OPMAIIMOHHON yacTel
CHUCTEMBl AaKTHUBHOIO ayauTa (JIOKaJdbHBIE, paclpeAeiiCHHbIE, HCIOJIb3YIOLUIUE AaTTECTOBAaHHBIE

QJITOPUTMBI)

MaCH_ITa6I/IDVCMOCTL

Hanu4aue CpCACTB MaCIJ_ITa6I/Ip0BaHI/I$I o 4YucCiay OTCICKHBACMbBIX IoJIb30BaTelleil H
KOMIIOHCHTOB HH(l)OpMaHHOHHOfI CUCTEMBI: BO3MOXHOCTH TPYIIIUPOBAHUA MOJIb30BaTelICH

(KOMIIOHEHTOB) C OJJTHOPOJIHBIMH XapaKTePUCTUKAMHU.
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Hamnume cpeactB MacmTaOUpOBaHHS 10 pa3Mepy OOCITyXHBaeMOW HMH(POPMAIIMOHHOMN
CHCTEMBbI, BO3MOKHOCTb BapbUPOBAHUS MEXIY PACIPEACICHHON U IIEHTPaIM30BaHHONW 00pabOTKOI

perucTpanoHHON HH(pOpMAIIH, BO3MOXXHOCTh OPraHU3aLMU HepapXUn 00pabaThIBAIOIINX [IEHTPOB.

2 !OCTYI’IHOCTB

Hanwume cpenctB oOecnedeHUss BBICOKOM JOCTYMHOCTH: COOM W OTKas3bl OTACIBHBIX
MOJICUCTEM WMJIU  KOMIIOHEHTOB CHCTEMBl aKTHBHOIO ayquTa HE JIOJDKHBI — HApyIIaTh
paboTOCIIOCOOHOCTH APYTHX MOACUCTEM (KOMIIOHEHTOB).

Boccranosiienue

Hanuuwne Cpe€acCTB BOCCTAHOBJICHUA ITOCJIC cboeB u OTKa30B, B TOM 4YHCJIC OTKAa30B OTACIBbHBIX

3JICMCHTOB pacnpeﬂeneHHoﬁ CHCTCMBI.

JIokyMeHTanus

PyKkoBO/ACTBO aIMHUHHUCTPATOpPa CUCTEMbI AKTUBHOTO ayuTa (JOKaJIbHbIE, paclpeaesieHHbIE, C
MCIOJIb30BAHUEM aTTECTOBAHHBIX JITOPUTMOB KOHTPOJIS LIEIOCTHOCTH).

PykoBozicTBO mporpammucTa (OnmucaHue MpPOrpaMMHBIX HHTEp(ErcoB ¢ cucteMoil cbopa u
aHaJIM3a PerucTpalMoOHHON HH(pOpMaLUn).

KoHcTpykTopckas (poekTHas) JOKyMEeHTalIusl.

TecToBas AOKYMCHTal .

TectupoBanue

OOecnieueHre  BO3MOXKHOCTH ~ PETJIAaMEHTHOTO  TECTUPOBaHMA  CpeacTB  cOopa
pEerucTpalioHHON HH(pOpPMAlUK, TOJCUCTEM BBISBICHUS 3JIOYMBIIUIEHHOTO W HETUIHYHOTO
MOBE/ICHUS, CPEIACTB  KOHTPOJS  ILIEIOCTHOCTH, CpPEICTB  aJIMUHUCTPUPOBAHMS, CPEICTB

BOCCTaHOBJICHHA.

7.2.8. PesynpraThl aynuTa

Pesynprarer aynura MC opraau3anyy MOXKHO pa3/IeauTh HA TPU OCHOBHBIX IPYIIIBL:

1 OpraHu3annoHHBIE: JIAHUPOBAHUE, YIPABICHHUE, TOKYMEHTOO0OPOT (PYHKIIMOHUPOBAHUS
nc.

2 TexHuyeckue: cOOU, HEUCIIPABHOCTH, ONITUMU3aLUA paboThl snemenToB MC, HenmpepbriBHOE

oOcityk1BaHHe, co3AaHue HHOPACTPYKTYpPHI U T.1I.
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3 Meroaoaornyeckue: MOAXOAbl K PEIMICHUIO MPOOJEMHBIX CUTYallud, YIPABICHUIO M
KOHTPOJIIO, 001Iasi yIIOPSIOYEHHOCTh U CTPYKTYPU3AIIHSL.
[IpoBeaeHHBIN ayAUT MO3BOJIMUT OOOCHOBAHHO CO3/1aTh CIEAYIOIINE JOKYMEHTHI:
Honrocpounsiii miian pazsutust UC.
[TonuTuka 6e3onacuoctu MC opranuzarumu.
Mertononorust pabots! u noBoaku MC opranuzanuu.

[1nan Bocctanosnenus MC B upe3BbIyaiiHON CUTYaLUU.

3aKiIrouyeHue

[Iporpecc B o6Oiactu pa3BUTHS CPEACTB BBIUMCIUTEIHHOM TEXHUKH, MPOrPAMMHOTO
o0ecrieueHrss M CETeBBIX TEXHOJOTHH JaeT CHIbHBIM TOMYOK K Pa3BUTHIO CPEICTB OOecleueHUs
0€30MacHOCTH, YTO TPeOyeT BO MHOTOM MPEAYyCMOTPETh HAayuHYIO MapaaurMy HHGOPMAIMOHHON
Oe3omacHoctr. Teopuss HHPOPMAIMOHHOW OE30MACHOCTH — OJIHA U3 CaMBIX Pa3BUBAIOIIUXCS
€CTECTBEHHBIX HAYK.

OCHOBHBIMU MOJOKEHUSMU HHPOPMAIITOHHOM 0€30MaCHOCTH SBJISIOTCS:

HccnenoBanue u aHanu3 NpUYMH HapyIeHUs: 0€30MacHOCTH HH()OPMALIMOHHBIX CHCTEM.

Pa3zpaborka 3dexTHBHBIX Mojenell 0e30MacHOCTH, aJeKBATHBIX COBPEMEHHOW CTENEHU
pPa3BUTHUSL MPOTPAMMHBIX W alapaTHBIX CPEICTB, a TAKKE BO3MOXHOCTSIM 3JIOYMBIIIJICHHUKOB U
pa3pyLIAIOIINM IPOrPAMMHBIM CPEACTBAM.

Cozanue METOJIOB M CpPEIACTB KOPPEKTHOTO BHEAPEHHUs Mojenel O0e30MacHOCTH B
cymectBytomue AC, ¢ BO3MOXXHOCTBIO THOKOTO YIpPaBJICHHUS O€30MaCHOCTHIO B 3aBHCHUMOCTH OT
BBIJIBUTAEMBIX TPEOOBAaHMI, IOMTyCKAEMOTO PUCKA U Pacxojia pecypcoB.

HeoOxomuMocth pa3paboTKu CpeAcTB aHanu3a 0€30MacHOCTH HMH(POPMAIIMOHHBIX CHCTEM C
MTOMOIIIbIO OCYIIECTBIEHUS TECTOBBIX BO3/IEHCTBUM.

OcoOyto polib B pa3BUTUU TEOpUU WHOOPMAIMOHHOM OE30MaCHOCTH KaK HAyKH TaK H
OTpaciau TMPOMBINIJIEHHOCTH WrpaloT IIEHTPHI KOMIBIOTEpHOM Oe3omacHocTu. K HUM oOTHOCATCA
rOCy/IapCTBEHHBIE, OOIECTBEHHbIE W KOMMEpPYECKHE OpraHu3alid, a Takke HedopmaibHbIe
OOBEIMHEHUs, OCHOBHOE HAMpAaBJICHHE JEATEIHHOCTH KOTOPBIX — KOOPIWHAIUS YCUIIHH,
HalpaBJIEHHBIX Ha aKTyaJIH3alUi0 MpoOJeM 3amuThl WHPOpPMAIUH, MPOBEACHUE TEOPETHUYECKUX
WCCIEAOBAaHUN W pa3pab0TKa KOHKPETHBIX TMPAKTUYCCKUX PEIICHHH B 00JacTH 0€30MacHOCTH,
aHAIMTHYECKas AeSTENbHOCTh U MPOTHO3UPOBAHUE.

B Poccuiickoii ®denepanuu TakKMMH LIEHTpaMU SBJISIOTCS ['OCynapCcTBEHHAs TEXHUYECKAs

KoMuccusi npu npesuaeHte Poccuiickoir @Penpepanuu, WHcTUTyT KpunTorpadguu, CBA3M U
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nHpopmaTtukn Axkamgemun (deaepalbHONW CIIy)KObl Oe30macHoCcTH, AKajaeMus Kpunrtorpaduu

Poccuiickoit ®enepanuu.
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