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BBEJAEHHUE

Pa3nble noau mOHMMAIOT MO MK(POBAHUEM paszHble Belld. J(eTH UrparoT B UIPYLICUHBIC
mudpel ¥ CEKPEeTHbIE SA3bIKM. JTO, OJHAKO, HE MMEET HHUYero OOIMIero C HacTOsIIeH
kpunrorpadueii. Hacrosmmas kpunrorpadus (Strong cryptography) momksa obecrieuyrBaTh Takou
YPOBEHb CEKPETHOCTHU, YTOObI BbI HMEIHM BO3MOKHOCTb HAAEKHO 3alIUTUTh KPUTHUECKYIO
uHbopMalMI0O OT pacmu(pOBKH KPYNHBIMH OpPraHM3alMsAMH — TaKUMH Kak Madus,
TpaHCHAIIMOHAJIbHBIE KOPIIOpAllMM M KpymHble rocyaapcrBa. Hacrosimas xkpunrtorpagus B
MPOLUIOM HCHOJB30Bajach JMIIb B BOEHHBIX Ienax. OpHako ceilyac, cO CTaHOBJIEHUEM
MH(OPMALIMOHHOTO OOIIECTBA, OHA CTAHOBHUTCS IICHTPAIbHBIM HHCTPYMEHTOM JJisi oOecredeHus
KOH(HICHIINATLHOCTH.

[To mepe oOpa3zoBanus WHGOPMAIMOHHOTO OOIIECTBA, KPYIMHBIM TOCYJapCTBAM CTaHOBSTCS
nocTynHbl TexXHOIOorn4yeckre CpelcTBa TOTAIBHOIO HaA30pa 3a MWUIMOHaMH jdroAei. [lostomy
Kpuntorpaduss  CTAaHOBUTCSA OJHUM U3  OCHOBHBIX  HMHCTPYMEHTOB  00€CIEUMBAIOLINX
KOH(HUIECHIIMATBHOCTh, JOBEPHUE, AaBTOPU3ALMUIO, DJEKTPOHHBIE IUIATEXH, KOPIOPATHBHYIO
0€30MacHOCTh U OECUHCICHHOE MHOYKECTBO JIPYTHX Ba)KHBIX BEICH.

Kpunrorpadus He sBisercss 6onee NMPUAYMKOW BOSHHBIX, C KOTOPOH HE CTOMT CBSI3bIBATHCS.
Hacrana mopa cHATH ¢ Kpunrorpaguu IMOKPOBbl TAMHCTBEHHOCTH M HCIIOJIb30BAaTh BCE €€
BO3MOXXHOCTH Ha TIOJIb3y COBpeMeHHOMY o0miecTBy. lllupokoe pacmpoctpanenue Kpunrorpaduu
SBIISICTCS OJHWM W3 HEMHOTHX CIOCOOOB 3aIlMTHTH YEJIOBEKa OT CHUTYallMd, KOTJa OH BIPYT
OOHApy)KUBAET, YTO KHBET B TOTAIUTAPHOM TOCYIApCTBE, KOTOPOE MOXET KOHTPOJIHUPOBATH
Ka’KIbIM ero IIar.

OcHoOBHbIE TEPMUHBI KPUNITOrPpauu U MOHATHUS

Kpunmoepagua — no 70-x rr. XX B. — 007acTh HayKd M TPAKTUYECKON IEATEITHHOCTH,
CBSI3aHHAsi C Pa3pabOTKOW, NMPUMEHEHWEM M aHATU30M wugpcucmem; B HACTOAILIEE BpEeMs —
00JacTh HayKH, TEXHUKH U MPAKTUYECKON JIEATEIbHOCTH, CBsI3aHHAs C pa3pabO0TKOM, MPUMEHEHUEM

U aHAJIM30M Kpunmoepaguueckux cucmem 3auiThl HHGOpManuu. OCHOBHBIMU (YHKIMSIMU

KpUNITOrpaUUeCKUX CUCTEM SIBJISIOTCS OOECleUeHUE KOHQuOoeHuuarbHocmu u aymenmuduxkayuu

Pa3IMYHBIX AacClEeKTOB HMH()OPMAIIMOHHOTO B3auMMOAEHCTBHS. VICTOUHMKOM YIrpo3 Mpu pelieHuu
KpUNTOrpagUuecKux 3a7ad CUMTAIOTCS  NpeJHAMEPEHHBbIE JCHUCTBUS  INPOTHUBHHKA WU
HE00pOCOBECTHOTO YYaCTHUKA MH(OPMAIIMOHHOTO B3aUMOJICHCTBHS, a HE CIyyailHble UCKa)KEHUS
nH(pOpMalIUK BCIEICTBUE TIOMEX, OTKA30B U T. II.

Konguoenyuanvrnocmes — 3alMIIEHHOCTh MH(MOPMALMK OT O3HAKOMIIEHHS C €€ COJep:KaHHEM

CO CTOPOHBI JIML, HC UMCIOIIUX IIpaBa JOCTYyIla K HEHl.


http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#ciphersystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#confid
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#auth
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Aymenmugurayus — ycTaHOBIEHUE (TO €CTh TPOBEPKAa W MOATBEPXKICHUE) MO UIMHHOCTH
pa3IMYHBIX  aCMEeKTOB  WMH(OPMAIMOHHOTO  B3aWMOJCWCTBHS:  C€aHCa  CBS3H,  CIMOPOH
(mpeHTHUKANMSA), codepoicanus (MMUTO3AIUTA) W ucmouHuka (YCTaHOBJIEHHE aBTOPCTBA)
nepeaaBaeMbIX COOOIICHWH, BPEMEHHW B3aWMOJICHCTBUS M T. 1. SIBISETCS BaXHOM COCTaBHOM
9acThIO MPOOJIeMBbl OOECTICUeHHs JOCTOBEPHOCTH ToiydaemMoi nHpopmaimu. OcCoOEHHO OCTpO 3Ta
mpo0OyieMa CTOUT B CIIydae He JOBEPSIIOIIUX APYT APYTYy CTOPOH, KOT/Ia UCTOYHUKOM YIPO3 MOXKET
CIIY’)KUTb HE TOJIbKO TPEThsi CTOpOHa (MPOTHBHHK), HO M CTOPOHA, C KOTOPOW OCYILECTBISETCS
nH(OPMaLIMOHHOE B3aUMO/ICHCTBHUE.

Omnpenenenne Kpuntorpaduu 1 MOKA3HIBAET OCHOBHBIC COCTABIISIFOIINE €€ YacTu. [[yHKTHpHBIC

CTPCIJIKU MOKa3bIBAOT TCCHBIC B3AUMOCBA3U MCKAY 3TUMHU TPECMs COCTABJIAIOIINMU.

Epmrorpadua
CrHuTE:
(paspaboria) [ T e
KPHITOCHCTEM | --------§----------- S —
ﬁ_‘_— - n —
&H“wﬂ M [TpHMEHEHHE = ',f"
T EPHIITOCHCTE M e

Bujabl kpunrocucremM
Cucmema xpunmoepaghuueckas (Kpunmocucmema) — cucTeMa oOecnedeHus Oe30MacHOCTH

3aH.IHH.[eHHOﬁ CCTHU, HUCIIOJIB3YyrOLIas KpunmoepaabuquKue cpedcmea. B kauecTtBe HoACHUCTEM

MOYKET BKJIFOUATh CUCTEMBI WUdposarus, uoeHmudukauuu, umumosawumol, uudposol noonucu u

Ip., @ TAaKXKe KIIFOYEBYIO CUCTEMY, 00ECTICUHBAIOIIYIO PAOOTY OCTaIbHBIX cUCTeM. B ocHOBe BhIOOpa

U MTOCTPOEHUSI KPUIITOCUCTEMBI JIEKUT yCIOBUE obecnieueHus kpunmozpaguueckou cmoukocmu. B

3aBHCUMOCTH OT KIJIIOYEBOM CHCTEMEI pas3siinvar0OT cumMmempuvnvlie W  ACUMMENMPUHHbLE

KpI/IHTOCI/ICTCMI)I.
KpmmrocHocTEMA
[IndpoEamma Ludpoeoi
MO IIHCH
-
HMimTosanmTe
Hpepruderargm

Cpeocmea kpunmoepaghuueckue — B MHUPOKOM CMBICIIE — METOJABI M CPEICTBa OOecreueHus

0e30IMacHOCTH I/IH(I)OpMaLII/II/I, HCIIOJIB3YIOIIUC Kl?l/ll’li’l’lOZDdd)l/llleC‘Kue npe06pa306aHu}z MH(f)ODMCZZ/tMM;

B Y3KOM CMBICIIE — CPC€IACTBA, PCAIM30BAHHBLIC B BHJAC AOKYMCHTOB, MCXAaHHYCCKHUX, 3JJICKTPO-


http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#ident
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#imito
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#signat
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptomeans
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#ciphersystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#ident
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#imito
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#signat
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#security
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#symmetr
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#asymmetr
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptotransform

MCXAaHUYCCKHX, JJICKTPOHHBIX TCXHUYCCKUX YCTpOﬁCTB WK nporpamm, MNpCAHA3HAYCHHBIC IJId

BBINIOJIHEHUS (DYHKUNI Kpunmozpaguueckou cucmembl.

Kpunmoepaguueckoe npeobpazosanue ungopmayuu — tnpeodpazoBaHue HHPOPMAIHUH C
UCTIOJB30BAHUEM OJIHOTO U3  KPUNMO2PAPUUECKUX —anieopummos, OIPENeIsieMoe IIeJIEBbIM

Ha3sHA4YCHHUEM Kpunmoepad)uquKoﬁ cucmemyl.

Cummempuunvle Kpunmocucmemvl — KPUNTOCUCTEMBI C CHUMMETPUYHBIMU (CEKPETHBIMU)
kioyaMu. CHMMETPUYHOCTh O3HAuYaeT 37€Ch, YTO KJIIOYHM, 3aJalollue Mapy B3aMMHO OOpPaTHBIX
KpUNTOrpapuueckux Mnpeoopa3oBaHUi, MOTYT OBITh IOJYYEHBI OJUH U3 JIPYroro ¢ HeOOJbLION
TPYA0EMKOCTbI0. CTOMKOCTh CHUMMETPUYHOM KPUITOCHCTEMBI ONPEAEIAETCS TPYIOEMKOCTBIO, C
KOTOPOM IPOTUBHUK MOKET BBIYMCIUTBH JIIOOOM W3 CEKPETHBIX KIIIOUEH, M OLEHUBAETCS IpHU
OOIIENPUHATOM [JOIYLICHUH, YTO NPOTUBHUKY M3BECTHBI BCE 3JIEMEHTHI KPHUIITOCUCTEMBI, 3a
HCKJIIOUYEHUEM CEKPETHOIO KIII0Ya.

Acummempuunvie Kpunmocucmemsbl — KPUNTOCUCTEMBl C ACUMMETPHUYHBIMU (CEKPETHBIMU U
OTKPBITHIMHU) KJIFOYaMH. ACUMMETPUYHOCTb O3HAYAET 37€Ch, UTO U3 JABYX KIIOYEH, 3aal0IuX Mapy
B3aMMHO OOpaTHBIX KpUOTOrpapuuecKux Mpeodpa3oBaHUM, OJUH SBISIETCS CEKPETHBIM, a ApPYron
OTKPBITBIM. OTKpBITBIE KIIOYM M3BECTHBI BCEM YYaCTHHKAM 3alUMIIEHHON CETH U INPOTHUBHUKY, HO
KQXIbI YYaCTHHK CETH XpaHUT B TaiHE COOCTBEHHBIH CEKpeTHBIH Kio4. CTOMKOCTH
ACUMMETPUYHOM KPUIITOCUCTEMBI OINPEACIAECTCS TPYAOEMKOCTBIO, C KOTOPOM NPOTHUBHUK MOKET
BBIUYHCIIUTh CEKPETHBIA KIII0Y, UCXOAS U3 3HAHMS OTKPBITOTO KJIIOYa U IPYrod JONOJHUTEIBHON
MH(pOpMAILIUU O KPUIITOCUCTEME.

Hlugpcucmema — kpunmoepaguueckas cucmema O0OeCTICUCHUST KOHPUICHITUATHHOCTH,

IpelHa3HauYeHHas: [ 3alluThl MH(OpPMAalMKM OT O3HAKOMIIEHHS C €€ COJAEp)KAaHMEM JIMIl, He
UMEIOIIMX TpaBa JOCTyna K HeH, myreMm mudpoBaHus HMHPOpManuu. MaTematuyeckas MOJeENb
mudpcrcTeMbl BKIIIOYAET CIOCOO KOAMPOBAHUS MCXOAHOW M BBIXOAHOW HMH(pOpMaMH, wugdp u

KJlr4esyro cucmemy.

Cucmema umumoszawumsl (0becneueHus yeioCmMHOCmu) uHgopmayuu — Kpunmozpaguiecxast

cucmema, BBITIOTHSIONIAS GYHKIUIO aymenmuduxayuy coiepkanus coOOIIeHHs WA TOKYMEHTa U

npeaHa3HauCHHasg [Jid 3allliTbl OT HECAHKIIUOHUPOBAHHOI'O M3MCHCHUA I/IHq)OpMaLII/II/I HJIn

HaBSA3BIBAHUSA JTIOKHOH I/IHCbOpMaI_[I/II/I. Maremarudeckas MOACIb CUCTEMBI UMHUTO3allIMTHI BKIIIOUYACT

KpI/IHTOFpa(i)I/I‘—IeCKI/Iﬁ ajeopumm __UMuUmos3auiuleHHo2o KOOMDOGCIHU}Z Z/IHd)ODMaZ/IMM (3TO MOXKET

OBITb aeopumm wugdposanus, ko0 aymenmugurayuu, 1100 Jpyroe Npeodpa3oBaHKe) U AITOPUTM

MPUHATHA PCIICHUA 00 HCTUHHOCTHU HOHy‘-ICHHOfI I/IH(I)OpMaI_II/II/I, a TaKXKC KJIro4esyio cucmemy.

Cucmema udenmud)ukauuu - Kpunmozpad)utteCKaﬂ cucmema, BBIIIOJIHAKOIIAA q)yHKHI/IIO

aymenmugukayuy CTOPOH B Ipoliecce HH(POPMALMOHHOTO B3auMOAeHcTBUs. MaremaTudeckas

MOICIb CUCTEMbI I/IJIGHTI/I(l)I/IKaHI/II/I BKIIHOYACT npomoKoJi u()eHmud)uKauuu U KJro4esyro cucmemy.



http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keysystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#auth
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#imitoalg
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#ciphalg
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#MAC
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keysystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#auth
http://www.cryptography.ru:8200/pubd/2003/12/06/0001169587/index.html
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keysystem
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Cucmema yugposoii noonucu — kKpunmozpaguueckas cucmemd, BBIIOIHSOMAs (QyHKIUIO

aymeHmud)uKauuu HCTOYHHUKA COO6H.[€HI/ISI WM JOKYMCHTA W NpCAHA3HAUCHHASA IJid 3allluThbl OT

0TKa3a CyOBEKTOB OT HEKOTOPBIX M3 PaHEe COBEPIIEHHBIX UMHU JeiicTBuil. Hampumep, oTnipaBuTens
MOJKET OTKa3aThCsl OT (pakTa nepeaay cooOIIEeHus, YTBEPkKAas, 4YTO ero co3Jall caM IoIy4arelib, a
MOJTy4aTeNb JETKO MOKET MOAU(DUIIMPOBATh, IIOAMEHUTH WM CO3/IaTh HOBOE COOOIIEHHE, a 3aTeM
YTBEp)KIaTh, YTO OHO MOJYYEHO OT OTIpaBHTENs. Maremarudeckas MOJENb CUCTEMBI HU(POBOM

IIOAIIMCHU BKIKOYACT cxemy uud)poeoﬁ noonucu v Knr4esyro cucmemy.

Cucmema xnouesas — OIpCACIIACT MOPAAOK HMCIIOJIB30BaHUA Kpunmozpad)uqea{oﬁ cucmemyvl 1

BKIIIOYACT cucmemyspl YCmAaHO6KU U YNPABIAEHUS KIIIoYadMU.

FomoueEad cHCTEMA

o~

C CHMMETPHIHEINME ' OTHpPEITEINMK
IO A NI FTROY AW
CHCTEMA CHoTeMa CHCcTeMA CHoTeMa
YCTAHOBRH VIIPARIEHIA VL TEHOERH VIIPABIEHHA
0] 100 1 BRI KIECH e FCITEG ™ A M
/ Hatpactpyrrypa
EHERAllHA VI ARIEHHA CepTHHMEATAMM
OTKPEITEL KoY ER
mepegada /
N OOCTOREQAROILHE OEHTH
PaCcIpeeIeHHe
LlenTp cepTHOMKAIRE
IIPOEERKA
LeHTp pETHCTRAITH
Cucmema ycmaHo8Ku KaoYeti — ONpPENENseT alrOpuTMbl U MPOUEAYpPhl TEHEpaluH,

pacnpezenenus, Iepegadyn U IpOBEPKU KITHOYEH.

Cucmema ynpaeénenus xioyamu — ONPENENAET MOPAJOK MUCIOJIb30BaHUSA, CMEHBI, XPaHEHUS U
apXMBUPOBAHMS, PE3EPBHOIO KONHWPOBAaHUS W BOCCTAHOBIICHHS, 3aMEHbl WIM W3BATUSA U3
oOpallleHus CKOMIIPOMETUPOBAHHBIX, a TAK)KE€ YHUUTOKEHHsI CTapbIX Kitodel. Llenbro ynpaBneHus
KIIOYaMU SIBIISIETCS HEUTpanu3auusi TakuX Yrpo3, Kak: KOMIpOMeTalus KOH(UIACHIUAIbHOCTH
CEKPETHBIX KIIIOUEH, KOMIIPOMETALUs AayTEHTUYHOCTU CEKPETHBIX WM OTKPBITBIX KIIIOUEH,
HECAaHKIIMOHUPOBAHHOE MWCIOJb30BAaHUE CEKPETHBIX WM OTKPBITBIX KJIKOYEH, HalpuMmep

HCITIOJIB30BAHHUE KIIKH0Ya, CPOK JIeHCTBHSA KOTOPOro UCTEK.


http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#auth
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#signatscheme
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keysystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#cryptosystem
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keyinstall
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Cucmema knwoueas CUMMEMPUYHOU KPUNMoOCUcmemMbl — OCHOBAHA HAa HUCIOIb30BAHUU
CUMMETPUYHBIX (CEKpeTHbIX) Kitouel. OCHOBHBIMM HpOOJEMaMH TAKUX CUCTEM SIBIISIOTCS

IIOCTPOCHUC cucmemvl yCmaHO6KU KaoYyel U o0ecreueHue ux COXPAaHHOCTHU IJIA ceTeil ¢ OOJIBIIUM

YHCIOM a0OHEHTOB.
Cucmema knoueéas acUMMEMPUYHOU KPUNmMocucmemsl — OCHOBAaHA Ha HCIIOJIB30BAaHUM
ACUMMETPUYHBIX KJIHOYEH, COCTOSIIIMX U3 Mapbl — OTKPHITOIO U CEKPETHOIO (3aKPBITOIr0) KIHOUEH.

OCHOBHBIMHU HpO6J'IeMaMI/I TaKHX CHUCTEM ABJIAKOTCA IMOCTPOCHUC cucmemvl ynpaesieHus Kirodamu,

KaK MpaBWJIO, MPEICTaBIISIONIEeH co00i UHPACTPYKTypy yIpaBieHHs cepTU(UKATaAMU OTKPBITHIX
KITIOYEH, BKJIFOYAIOUIYIO IIEHTPBl PEerucTpauu u ceprudukanmn. OyHKIUH 000MX IIEHTPOB MOTYT
00BETUHATHCS OJTHOM YJOCTOBEPSIOIIEM IICHTPE.

Cmoiikocms ~ Kpunmoepaguyeckass ~ —  CBOWCTBO  KpPUITOrpapUueCKOW  CHCTEMBI,
XapaKTepu3yIollee €€ CroCOOHOCTh MPOTUBOCTOSATh aTakaM IMPOTHUBHUKA, KAaK MPABUIIO, C LEIbIO

IMOJIYYHUTD K104, OTKPBITOC COO6HI€HI/IG NJIN HaBA3aTh JIOXKHOC COO6HICHI/I€.

[IxdpcHCTE Ma
LTzmdp
Kmoueran cHcTeEMA
f/- C CHMMETPHIHEIN
drymama nwmdpoE ama HIH OTPRITEIMG
FITRO S A M
DYVHMITHA $aclmh 0F aHa
Mogeme oTHPEITOrD TEKECTA
KpmmrocHoTEMa
IE(pOEOH IOOIHCH
Cxema Kmroyepas cucTeMa
b poECH Mo € OTKPEITEINM
/ \ KIOY A

AJTopETM AmopHTM
thopyEpOEAmL IpOBEREH



http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keyinstall
http://www.cryptography.ru/db/msg.html?mid=1169587&uri=index.html#keymanage

10

FpunrocHcTema
M EHTH AT
[IpoToron \
Kmouepan cHcTeEMa
HI EHTHHIAITHH
C CHMMETPHYHEIMI

HIIH 0THPEITEINE
ETES™ A W

Dm0 CT O 0HEAA Boannman

DJIeMeHThI KPUIITOCHCTEM

Aneopumm umumosawuwarOweco KoOOUpo8aHus UHGopmayuy — aITOPUTM MPeoOpa3oBaHuUs
uHpopManuy (KaKk NMpaBUIIO, OCHOBAaH HAa BHECEHUHM W HWCIOJIb30BAHWUU H30BITOYHOCTH) C IEIBIO
KOHTpOJSL yerocmHocmu. B ornmume ot anroputma (HopMupoBaHHS LU(GPOBOH MOIIMUCH,
HCIIOJIb3YET CUMMETPHYHBIC KPUNITOTpapUIeCKre CUCTEMBl. B KadecTBe Takoro mpeoOpa3oBaHHS
MOJKET BBICTYNATh K00 aymenmugurayuu, aBTOMaTHOE U IpyrHe nMpeoOpa3oBanus, MO0 arcopumm

LuugZZgzogaHuﬂ.

Aneopumm nposepxu yugposeoii noonucu — aaropuTM, B KAU€CTBE UCXOAHBIX JIaHHBIX KOTOPOTO

WCIIOJIL3YIOTCSL TIOJITMCAHHOE COOOIICHHE, KW IMPOBEPKH W TapaMeTphl cxembl yugposou
noonucu, a pe3yabTaToM SBJISCTCS 3aKIIOYCHUE O MPABWIBHOCTH WU OIMIMOOYHOCTH yug@dposou
NoOnuUcu.

Aneopumm pacuugpoeanus — anroOpUTM, peaTn3yomuil Qyvrkyuio pacuugposanus.

Aneopumm gopmuposanus yughposoii noonucu — aaropuT™M, B KaueCTBE HCXOTHBIX JAHHBIX

KOTOPOT'O UCMOJIB3YIOTCS COOOIIEHUE, KITI0Y MOJNUCH U TTapaMeTphbl cxembl yu@gposoti noonucu, a B

pe3ynbrate GopMUpPYeTCs Uu@dposas noOnuUcs.

. 1
Aneopumm wughposanuss — anropuTM, peasu3yromui GyHKyYuio wu@dposanus’.

Kuznennolll yuxkn Kaoyeu — TIOCHEAO0BATEIBHOCTh CTaJHi, KOTOPBIE NPOXOIAT KIFOYHU OT
MOMEHTA TEHEpallMM A0 YHUYTOXKECHMs. BKitouaeT Takue cTaguu, Kak: TIeHepauus KIH4Yew,
perucTpanys Nojab30BaTeNIel W KIIOYEH, WHULMAIN3ALNS KIIOYel, MEepUoj ACUCTBUS, XpPAHEHUE
KJIF04a, 3aMEHa KJII04a, ApXUBUPOBAHUE, YHUUTOKEHHUE KIIIOUEH, BOCCTAHOBJICHHE KIIIOYEH, OTMEHA
KIIIOU€EH.

Hmumoscmaska — TpoBepodHas KOMOMHaIMs, JoOaBisieMass K COOOIIEHHIO Ul MPOBEPKH
LEJIOCTHOCTH.

Hmumocmotikocmb  — CIOCOOHOCTh  MPOTHBOCTOSATh AKTHUBHBIM aTakaM CO  CTOPOHBI
MPOTUBHUKA, LIEJIbI0 KOTOPBIX SIBISIETCS HAaBSI3bIBAHHE JIOXKHOTO WJIM IOJMEHa IepelaBaeMoro

COO6H.I€HI/I$I WA XpaHUMBIX JJaHHBIX.
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Koo aymenmuqbukauuu — QN2OPUMM_UMUMO3AUWUIAIOULE20 KOOUDOBAHUS qu)opMauuu (KaK

MPABWJIO, BBIYUCISACT 3HAUCHUE umumoscmasku). K komam ayTeHTU(UKAIMH TMPEAbIBISIOTCS

TpeOOBaHUs: OOJIbIIAsT CIOXKHOCTh BBIYUCIICHHS 3HAYCHUS KOJa ayTeHTH(HUKAIMU TS 33JaHHOTO
coobmieHust 0e3 3HaHUS KiIO4a; OONbIIasl CIOKHOCTh MOJ00pa I 3aJaHHOTO COOOIICHHS C
M3BECTHBIM 3HAUEHUEM KOJa ayTeHTU(UKAIIMU IPYTOro COOOIIEHUSI ¢ H3BECTHBIM 3HAYCHHEM KOJ1a
ayreHTUGUKaUKM Oe3 3HaHUs KIIOYa. be3 3HAHUS CEKPEeTHOro KI4Ya BEPOSTHOCTh YCIEIIHOTO
HaBSI3bIBAHUS IPOTHBHUKOM MCKKCHHOH MJIHM JIOXHON MH(OpMau Maa.

Omkpwvimoe pacnpedeienue Kouell (CO21acosanue Kuoud, eblpabomka obwe2o0 3HaueHus
K1I04a) — POTOKOJI, TIO3BOJISIONIUI TBYM a0OHEHTaM BhIpA0OTaTh OOIINI CEKPETHBIN KITFOY TTYyTEM
oOMeHa COOOIICHHUSIMY IO OTKPBITOMY KaHay CBS3HM 0e3 mepeaadn Kakoi-Imbo oOIiei ceKpeTHOH
uHpOpMAIIMY, paclpeesiseMol 3apaHee. BakHbIM NMPEHMYIECTBOM OTKPBITOTO paclpeleieHuUs
SIBIISICTCS TO, YTO HU OJIMH U3 a0OHEHTOB 3apaHee HE MOXKET ONPE/ICIUTh 3HAUCHHE KIII0Ya, TaK KaK
KJIIOY 3aBUCUT OT COOOIIIEHUI, TTepeaaBaeMbIX B Mpolecce 0OMeHa.

Tlomexoycmotiuugocms — CIIOCOOHOCTh COXPAHATh YCTOWYUBYIO PabOTy MPU HATTMYHH TIOMEX B
KaHaJie CBSI3U.

Ilpomoxon — pacnpeieieHHbI allTOPUTM, B KOTOPOM YYacTBYIOT JIB€ WJIM OoJiee CTOPOHBHI,
0OMEHUBAIOIIUECST MEKIY CO00# COOOIICHUSIMHU.

Hpomomﬂ udenmudmkauuu — IHPOTOKOJI avmeHmudeauuu CTOPOH, Y4YaCTBYIOLIUX BO

B3aMMOJCHCTBUM M HE JNOBEPSIONIMX APyl Apyry. PasnuuaroT NpoTOKOJBl OJNHOCTOPOHHEH H
B3aUMHON uaeHTuukanuu. [IpoTokossl naeHTHUKAMK, KaK NIPaBUJIO, OCHOBAHbI Ha U3BECTHOMN
o0euM ctopoHaM HH(popmanuu (maposu, JuyHble uaeHTuGuKannonHsie Homepa (PIN), kmroun). B
JIOTIOJIHEHHWE K MPOTOKONY WIACHTHU(PHUKALMU MOTYT HCHOJIb30BaThCS HEKOTOPbIE (PU3NYECKUE
npubOpsl, C TOMOLIBI KOTOPBIX W  HPOBOAUTCA MIAEHTU(UKalus (MarHUTHas  WIH
MHTEJUIEKTyaJIbHasl MJIACTUKOBAs KapTa, WM MpUOOp, FreHepUPYIOUil MEHSIOLINECS CO BPEMEHEM
apoyim), a Takke (U3NYECKHE MapaMeTpbl, COCTaBIISIOIIME HEOTHEMIIEMYIO MPUHAIJIEKHOCTh
JI0Ka3bIBatoIero (MOAMUCH, OTIEYATKH MajblEeB, XapaKTEPUCTUKH I0JI0ca, TEOMETPUS PYKHU U T. [1.).

IIpomoxon Kpunmozpaghuueckuii — npomoxo., NPeAHA3HAYCHHbIN 17151 BBIMOTHEHUS (DYHKIHUI
KpUNTOrpaguueckod CUCTEMbI, B TPOLECCE BBIMOJHEHUS KOTOPOTO CTOPOHBI HCIOJB3YIOT
Kpunmozpaguueckue aneopummboi.

Ilpomoxon pacnpedenenusi Kkaoyeu — TPOTOKOJ, B PpE3yJbTaTe BBIIOJHEHUS KOTOPOTO
B3aMMOJICHCTBYIOIINE CTOPOHBI (YUaCTHHMKH, TPYIIBl YYACTHUKOB) MOTY4YarOT HEOOXOAUMBIE IS
(GYHKIIMOHMPOBAHUSL KPUOTOrpaUUecKOi CHCTeMbl KIIOUM. PaznuuaroT cieayrome THITbI
MIPOTOKOJIOB pacIpe/ieleHts] KIouel: MpOTOKOJbl nepenaun (y>Ke CreHepHUpOBaHHBIX) KIIOUEH;

MPOTOKOJIBI (COBMECTHOM) BRIPAOOTKH OOIIEr0 Kiroua (omKpbimoe pacnpedeierue Kiouetl); cxembl

npe()eapumeﬂbHozo pacnpedeﬂeHuﬂ Knroyel. B 3aBucuMocT ot mopsaaKa BSaHMOHGﬁCTBHﬂ CTOPOH
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BBIJICIIAIOT 08YCMOPOHHUE NPOMOKOJIbL, B KOTOPBIX CTOPOHBI OCYIECTBISIOT Nepeaavy KIodel mpu
HEIOCPEICTBEHHOM B3aUMOJICHCTBUY, WM, MHAYE, TPOTOKOJIBI THUNA "TOYKAa-TOUKA", U NPOMOKOIbL
C YEeHMPAaIU308aHHbIM pacnpeoeieHuem Kidet, IpeyCcMaTpUBaloIIie HaTHYue TPEThe CTOPOHBI,
UTparolleil posib JOBEPEHHOTO LIEHTPA.

Cxema yugposou noonucu COCTOUT U3 JBYX AJITOPUTMOB, OOUH — Ui (OpMHUpOBaHUS, a
BTOpOW — JUIg TPOBEpKU mnoanucH. HanexHocTh cxembl HUGPOBOWM TOANKCH ONpEAeseTCs
CJIO)KHOCTBIO CIIEAYIOUINX TPEX 3a/4ay AJIs JUIA, HE SIBJISIFOIIET0CS BJIaJIENIbIIeM CEKPETHOIO KIItoya:
noodoenku noonucu, TO €CTh BBIUMCICHHUS 3HAYCHHUS MOAMHCH MOJ 3aJaHHBIM JIOKYMEHTOM;
C030aHUsL NOONUCAHHO20 COOOWeHUsl, TO €CTh HaXOXKICHHS XOTA Obl OJHOTO COOOICHHUs C
NPAaBUJIBHBIM 3HAYEHUEM TOINHCU; NOOMEHbl COOOWeHUs, TO eCThb MOoA00opa IBYX pPa3IUYHBIX
COOOIIEHUH C OAMHAKOBBIMU 3HAYCHHUSIMH MOATHCH.

Cxema npedgapumenbHo20 pacnpeoeieHus Kuoyel — COCTOUT U3 JBYX alTOPUTMOB:
pacnpeziesieHus: UCXOHON KitoueBoi nHpopmanmu u popmrpoBanus kitoda. C TOMOIIbIO IEPBOIO
ITOPUTMA OCYILECTBIISICTCSI TE€HEepalysl MCXOTHOW KII04eBOH HMHpOpManmuu. Jta HHPOpMALUs
BKJIIOUAET OTKPBITYI0 YacTh, KOTOpas OyIeT IepelaHa BCEM CTOpOHAM WM TOMEIIeHa Ha
OOIIEeIOCTYITHOM CEpBepe, a TaKKe€ CEKPETHbIE YacTH KaXJOW CTOpOHBL. BTopoii amroputm
npeaHasHaueH Uil BBIYMCIICHUS JIEHCTBYIOIIETO 3HAUCHHS KIIIOYa JJIsl B3aUMOJCHCTBHS MEXKIY
abOHEHTaMH 0 MMCIOIICHCS y HUX CEKPETHOW M OOIIEH OTKPBITON YacTH HCXOJHOMW KIIFOUEBOM
unpopmanuu. [Ipumensiercs ans ymeHbIIEHUS 00beMa XPAaHUMOM M paclpeiensieMoil CeKpeTHON
KioyeBoil mH@opmanuu. Cxema NpeABApUTEIBHOIO paclpeesieHusl KiIoued JoKHa ObITh
YCTOMYUBOM, TO €CTh yYUTHIBATh BO3MOXXHOCTH PACKPBITHS YAaCTH KIIOYEH MPU KOMIPOMETAIUH,
oOMaHe WM croBope abOHEHTOB, U THOKOH — JIOMYCKaTh BO3MOYKHOCTb OBICTPOTO BOCCTAHOBJICHUS
IyTeM MCKIIIOYEHUSI CKOMIIPOMETHPOBAHHBIX U MOJKIIOUYEHUS HOBBIX a0OHEHTOB.

Qynxkyus  kpunmoepaguueckas  —  GYHKIMA,  HeoOXoaumas I pean3aluu

Kpunmozpaguueckoti _cucmemsl, HaIpuUMep, TEHEepaluus KIIoued U ICEeBIOCIyYalHbIX

nociieioBaTenbHOCTEN, 0OpaTMoe npeoOpa3zoBaHue, OJHOHANpaBiIeHHas QYHKIUS, BHIYUCIECHUE U
MIPOBEpKa 3HAYCHUIH UMUTOBCTaBKU U U(PPOBON MOJIUCH, BEIUUCIICHUE 3HAUEHHS XOII-(PYHKIUY U
T.M., O00JaJalOT ONpEeAETICHHBIMU KPUNTOrpaUYecKUMHU CBOWCTBAMHM, BIMSIOUIMMU  Ha
KpUNITOrpaUuecKyr0 CTOMKOCTh: 3aBUCUMOCTh OT KJIK0Ya, CII0KHOCTh OOpalleHus U Ap.

Qyukyua pacuugposanus — OCYIIECTBISIET MpPeoOpa3oBaHUE MHOXKECTBA OTKPBITHIX
COOOIIEHNH B MHOKECTBO MIU(POBAHHBIX COOOIIEHUH, 3aBUCSAIIEE OT KIII0Ya, SBISETCS 0OpaTHBIM

K Ipeo0pa30BaHUIO, OCYLIECTBIIIEMOMY (QVHKYUel wupposanus.

Dyukyus wugpposearus — OCyeCTBISET MPeoOpa3oBaHNEe MHOXKECTBA OTKPBITHIX COOOIIEHUH B

MHO’KECTBO IN(POBAHHBIX COOOIIEHUM, 3aBUCAIIIEE OT KITI0YA.
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Ludgposas noonuce (COOOIMICHUS WM SIEKTPOHHOTO JOKYMEHTa) — TPEACTaBISACT COOOM
KOHEUHYIO IIU(PPOBYIO MMOCIEI0BATEIBHOCTD, 3aBUCSIIYIO OT CaMOT'0 COOOIICHUS WM JTOKYMEHTa U
OT CEKPETHOTO KJIF04Ya, M3BECTHOTO TOJBKO IMOJIMHUCHIBAIONIEMY CYOBEKTY, NMpEeIHA3HAYCHHAS JUIS
yCTaHOBJICHHsI aBTOpCTBA. [Ipenmonaraercs, 4ro 1upoBas IOANUCH JODKHA OBITH JIETKO
mpoBepsieMoil 0€3 MOJIy4eHHs JOCTyNa K CEeKpeTHOMY Kirody. [Ipy BO3HMKHOBEHHUH CIIOPHOMN
CUTYaIluH, CBSI3aHHOW C OTKAa30M IOJMUCHIBAIOIIECTO OT (haKTa MOMAMUCH HEKOTOPOTO COOOIICHUS
100 C TOMBITKOM TMOJENKH TOANUCH, TPEThsI CTOPOHA JTOJDKHA UMETh BO3MOXKHOCTH Pa3pelInTh
cop. lludpoBass mOAMUCH TMO3BOJSET PEIIUTHh CICAYIONIMEe TPU 33Ja4l: OCYIICCTBUTH

aymeHmud)uKauuio HCTOYHHKA NAaHHBIX, YCTAHOBUTH LICJIOCTHOCTDH COO6H.I€HI/ISI HJIA 3JICKTPOHHOTI'O

JOKYMEHTA, 00eCIIeYnTh HEBO3MOXKHOCTh OTKa3a OT (DaKkTa MOAIMUCHA KOHKPETHOTO COOOIIECHUSI.
Hlugp — cemelcTBO OOpaTUMBIX MpeoOpa3oBaHUIl MHOKECTBAa OTKPBITHIX COOOIICHHH B
MHO>KECTBO MU(POBAHHBIX COOOIIEHUI 1 00PATHO, KaXKI0€ U3 KOTOPBIX OIMPEAEAETCS HEKOTOPhIM

nmapaMeTpoM, Ha3bIBAEMBIM KIIFOUOM. Maremaruyeckas MoJienpb mudpa BKIOYAET ABE (yHKIHU:

wugposanus v pacuiugposanus, i MOJIEITb MHOXKECTBA OTKPBITHIX COOOMIeHUH. B 3aBucMMOCTH OT
crocoba MpencTaBICHHUs] OTKPBITHIX COOOIIEHUN pa3nuyaroT OJOYHBbIE, MOTOYHBIE U JApPYyTUe
mudpel.  OCHOBHBIMH  TPEOOBaHUSMHU, ONPEICNAIOIIMMUA  KadecTBO wmudpa, SABISIOTCS:

Kpunmozpaguueckas cmoukocmy, UMUmMOCMoOUKOCHb, nomexoyemouuugocniv v 1p. [1, 4].

HUcrtopus pazsurus kpunrorpapuu

Hctopust kpunrorpadui HACUYUTHIBAET HE OJHO ThICSUENeTHe. YXKE B HCTOPHUECKUX
JOKYMEHTax JApeBHUX uuBwin3anui — Munuu, Erunte, Kurae, MeconotaMun — UMEIOTCSL CBEACHUS
0 CHUCTeMaxX W Cmoco0ax COCTaBlieHUs MU(PPOBAaHHOTO MHCbMA. Buaumo, mepBble CHCTEMBI
mu¢ppoBaHUs MOSIBUIIUCH OJTHOBPEMEHHO C MUChMEHHOCTBIO B YETBEPTOM THICSUYENETHH 10 HaIei
9pBL.

B npeBHeMHIMICKUX PYKOIMHUCAX MPHUBOAMUTCS OOJi€e MIECTUIECATH CIIOCOOOB MHUCHhMA, CPEIn
KOTOPBIX €CTh U TaKHhe, KOTOPhIE MOXHO pacCMaTpuBaTh Kak Kpunrtorpadpuyeckue. Umeercs omu-
CaHHe CHUCTEMBbl 3aMEHBbI TTACHBIX OYKB COTJIACHBIMH U Ha000poT. OOUH U3 COXPaHHUBIIMXCS
mppPOBaHHBIX TEKCTOB MecomoTaMuu MpeacTaBisieT co00il TabIUUKy, HAMMCAHHYIO KIIMHOMHUCHIO
U COJIEpXallyl0 pelenT HW3TOTOBJICHHUS TIJIa3ypu Uil TOHYApHBIX H3Aenuid. B 3ToM Tekcre
WCIIONB30BATIUCh  PEAKO  yNOTpeOsisieMble  3HAYKH, WTHOPUPOBAIMCH HEKOTOpbIE  OYKBHI,
ynoTpeosuch 1udpsl BMecTo uMeH. B pykonucsx [peaero Erunrta mmdpoBanucs peIuruo3Hbie
TeKCTHl W MeaunuHckue penentsl. [udpoBanue wucnonb3oBamoch B bubmun. Hekoropeie

(bparMeHThl GUOIEHCKUX TEKCTOB 3ain(poBaHbl C TOMOIIBIO MK(pa, KOTOPHIN Ha3bIBAICI ambaul.

[TpaBuio 3ammdpoBanus cocToso B 3ameHe i-i OykBbI andasuta (I = 1,n) OykBOi ¢ HOMEpOM N —
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I + 1, rae n — yucno OykB andasura. [IpoucxoxaeHue ciaoBa amobaus OOBICHICTCS MPUHIATIOM
3aMeHbl OykB. DTO clOBO cocTaBieHo u3 OykB Aned, Tae, ber u IlluH, To ecTb mepBoil u
MOCIIeAHeH, BTOPOil U mpearnocieqHeil OykB ApeBHECEMUTCKOTO an(aBuTa.

PazButio kpunrtorpaguu crocobCTBOBad MEpexoll OT uAeorpaduyecKkoro MUchMa,
OCHOBAHHOTO Ha WCIOJb30BAHUU OIPOMHOTO YHMCIAa MEpOriandoB, K (HOHETHUECKOMY HUCHMY. B
JIPEBHEM CEMUTCKOM aji(aBUTE BO BTOPOM THICSUEIETUH 10 Haei 3pbl 06110 yxke 30 3HakoB. Mmu
0003HAYANIUCh COIJIACHBIE 3BYKH, a TaK)K€ HEKOTOphIe TJIACHBIE W CJIOTH. YIPOUICHHE MUChMa
CTUMYJIMPOBAJIO pa3BUTHE KpUIITOTpaduu.

B [lpeBneii I'peuuu xpunrtorpadus yxke IIMPOKO HCIONB30BAIACh B Pa3HBIX 001aCTAX
JeSITeNbHOCTH, B OCOOCHHOCTH B TOCYAAapCTBEHHOH cdepe. Ilmyrapx cooOmaer, 4ro Kpeusl,
Hampumep, XpaHwiu B ¢opMme TaiiHomucu cBou npopunanus. B Cnapte B V — IV Bekax 1o H. 3.
MCIOJIb30BAJIOCh OJTHO M3 MEPBBIX MHUGPOBAIBHBIX MpucnocobneHuit — Cyumana. ITo ObLT Ke3
WINHAPUYECKON (OpMBI, Ha KOTOPBI HaMaThIBANACh JIGHTa meprameHta. Kpome jkes3nma MOTiu
MCTIOJIB30BATHCS PYKOSTKUA MEYeH, KUH)KaJIOB KONMUK W T.n. Boons ocw muimuHApa Ha MeprameHT
MIOCTPOYHO 3aMUCHIBAJNICSA TEKCT, MpeIHa3HaYeHHbIN g nepeaayu. llocie 3amucu Tekcra JeHTa
cMaTbhIBajach C Ke3ja U IepeaaBaiach ajipecary, KOTOPbIi UMell TOYHO Takyto ke Cuurany. ScHo,
9TO TaKOW CIOCO0 MM(POBaHUS OCYHIECTBIISLT MEPECTaHOBKY OYKB coobmienus. Kirouom mmdpa
ciykut auametp Crutansl. M3BecTeH Takke M METOJ BCKPBITHS TAaKOTO MM(pa, MPUIHCHIBAEMBIH
Apuctoremo. Ilpeqnaranocs 3aTo4nTh Ha KOHYC JUIMHHBIN Opyc M, OOEpHYB BOKPYT HErO JICHTY,
HayaTh CJIBUTATh €€ MO KOHYCY OT Majoro JumameTrpa 10 camoro Oomsiioro. B tom mecre, rae
IMaMeTp KOHyca coBmaaai ¢ aumaMeTpoMm CruTaibl, OYKBBI TEKCTa COYETAINCh B CIOTH M CIIOBA.
[Tocre aTOrO OCTaBAIOCH JIMIIH U3TOTOBUTH HUJIHHIP HYKHOTO IUAMETpa.

Hpyrum mudpoBabHEIM IpucniocobaeHneM BpeMmeH Cnaprtel Obuta mabauuxka Ouesa. Ha
HeOosbIION Tal0JIMYKe TOPU3OHTAIBHO pacroyaraics aingpaBUT, a MO €e OOKOBBIM CTOPOHaM
MMEITNCh BBIEMKH IS HamMaTbiBaHWsA HUTH. [lpu 3ammdpoBaHuM HUTH 3aKpEIUsLIaCch y OAHON U3
CTOpPOH TaOJIMYKK W HaMaThIBajach Ha Hee. Ha HUTH nenanuch OTMETKH (HAIpUMep, Y3elKH) B
MecTax, KOTOpble HaXOIWJIMCh HANpOTHB OYKB JaHHOTO TekcTa. Ilo andaBUTy MOXHO OBLIO
JBUTaThCsl JIUIIb B OJHY CTOPOHY, TO €CTh JIelaTh 10 OJJHOM OTMETKe Ha Kaxaom BuTke. Ilocie
3amu@poBaHus HUTh CMaThIBAJIaCh W TepeAaBanach ajapecary. DTOT mudp MpeAcTaBiIseT co0oit
mudp 3aMeHsl OyKB OTKPHITOTO TEKCTa 3HAKAMH, KOTOPBIE O3HAYAIM PACCTOSHHUS MEXIY
OTMETKaMH Ha HUTH. KillouoM SBIISIIMCH reOMETpUYecKre pa3Mepbl TAOIUYKH U MOPSIOK PACHOI0-
XKeHus OykB ajdaBuTa. IT0 ObLI TOBOJIBHO HAEKHBIN MU(P, UCTOPUS HE COXpaHWIIA JOKYMEHTOB,
MOJITBEPKTAIOIINX CBEICHHSI O METOJIaX €r0 BCKPBITHSI.

I'peuecknii mucatenp [lonmnOuit MCmonb30Baa CUCTEMY CHUTHAIHM3AIIMU, KOTOpasi Oblja IMIHPOKO

NpUHATA Kak MeToj mudpoBanus. OH 3anuceiBall OyKBbl andaBuTa B KBaJpaTHYIO TaOIUIy U
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3aMEHsUT MX KOOpJAMHATaMu: mapamu yucen (I, ), rme | — HOMEp CTpPOKH, ] — HOMEp cTojolIa.

[TpumenuTensHO K TaTHHCKOMY aiipaBuTy keadpam [loiubus uMeeT CIeAyIOmni BU/I.

Ta6muma 1.1. Kagpar [ToauGus

123 4 [5
1/A|B|C|D]|E
2| F| G |H|ILJ|K
3/LIM|N|O|P
4Q | R[S T U
5|V W | X| Y |z

[Mapwr (i, J) nepenaBanuch ¢ nmomoiibio ¢GakenoB. Hanpumep, mist nepenayun OykBol O HYX)HO
OBLTO B3SITH 3 (hakena B MPaBYyIO PyKy u 4 ¢akena — B JICBYIO.

[Tomo6HbIe MM pPOBATBHBIE TPUCTIOCOOJICHUS ¢ HEOOIBIIUMA U3MCHEHHUSIMH ITPOCYIIIECTBOBAH
1o snoxu BoeHHbIX moxonoB FOmms Llesaps. [lonoxenue mensiercs B 3moxy pacuBera Puma,
KOTOpBIM TMEepPBOHAUYAIBHO MPEACTABIsLT CO00M NUIIL HEOONBIIYI0 TPaKIAHCKYI OOIIMHY, CO
BpEMEHEM pa3poccs, MoaYnHUB cebe cHavana Mranmro, a 3atem u Bce CpeanzeMHOMOpbE. UTOOBI
VIPaBIsATh HAMECTHHKAMH B MHOTOYHUCIICHHBIX NMPOBHHIIUSAX, MUQPOBAHHAS CBSI3b JISI PUMCKHUX
OpraHoOB BJACTH CTajla XH3HEHHO HeoOxonumoil. OcoOyio posib B COXpaHEHMHM TalHBI ChITPaj
crnoco6 mudpoBanus, npemioxkeHHsld FOmmem Llezapem M u3nokeHHBIH UM B "3ammuckax o

'

rauibekoit BorHe" (I B. 10 H. 3.). BoT uyto numer o Hem [ait CBeToHuid: "...CyIIECTBYIOT U €rO
nuceMa K [{uniepony u nucema K OJU3KUM O JOMAIIHKX JeNlaX: B HUX, €CJIU HYKHO ObLIO COOOIIUTh
YTO-HUOYAb HErJIacHO, OH IOJIb30BaICAd TaWHOMMUCHIO, T. €. MEHSUI OYKBBI Tak, YTOObI U3 HHUX He
CKJIaJIbIBAJIOCh HU OJHOTO cjoBa. YToOBI pa3oOpaTh M MPOUYUTATh MX, HY)KHO YUTATh BCAKHH pa3
4eTBepTYyI0 OyKBY BMECTO IepBoii, HanpuMmep. D Bmecto A u tak ganee". Takum obpasom, Llesapp
3aMeHsT OYKBBI B COOTBETCTBHH C TMOJCTAHOBKOM, HIDKHSSI CTPOKA KOTOPOM MPEJCTaBISET COOOM
asi(haBUT OTKPHITOTO TEKCTA, CIBUHYTHIN IIUKINYECKH HA TPU OYKBBI BIEBO.

Co Bpemen Lezaps no XV B. mmdpoBaibHOE A0 MPETepIiesio MHOTO U3MEHEHHH, O/THAKO HaM
MaJjio U3BECTHO O METO/ax W cHUcTeMax IH(poBaHMs, IPUMEHSEMBIX B ATOT MEpHO] BpeMeHH. B
MpauHbl€ TO/Ibl CPEHEBEKOBBS MMPaKTUKa MN(POBAHNS COXPAHSIIACh B CTpokaiiieil taiiHe. Tak, B
rofIbl KPECTOBBIX MOXO/0B MIU(PPOBAIBIIMKH, ciyxuBiue y [lanel Pumckoro, nmocie rona paboTsl
Mo yIeXKanu PU3NIECKOMY YHHUTOXKECHHUIO.

B snoxy Bo3poxaeHus B UTaNbSHCKHX TOpPOJaX-rOCyAapcTBaxX MapajyieIbHO C PACLBETOM
KyJIbTYpbl U HayKd aKTHUBHO pa3BUBaeTcsi kpumnrorpadus. Hepenko ydensle 3amupoBbIBaIl Ha-
y4YHBIE THUIOTE3bl, YTOOBl HE MPOCIBITH EPEeTHUKOM M HE MOJBEPrHYTHCS IMpeciel0OBaHUsIM

WHKBU3HUIIWH.
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Hayunsle MeToap! B KpunTorpaduu BIepBbIe MOSBHIUCH, IO-BUANMOMY, B apaOCKHX CTpaHaXx.
ApaOCKOro MPOMCXOXKACHUSI U caMO CIOBO wiugp. O TallHONKMCH U €€ 3HAYCHUH TOBOPUTCS JJaKe B
ckazkax "Teicaun u onHo Houu". IlepBas KHHMTra, CHENUAIbHO IIOCBSIIIEHHAs OIMKMCAHUIO
HEKOTOPBIX MU(GPOB, MOsIBUIACh B 855 T., oHa Ha3piBanach "KHura o OOJBIIOM CTPEeMIICHHH
YeJIOBeKa pas3rajarh 3arafku ApeBHed mnucbkMeHHocTu"'. B 1412 r. wuzgmaercs 14-tomuas
SHIMKIIOTIEIHS, COJEPKABILAS CUCTEMATUYECKHA 0030p BCEX BAXKHEHIINX 00JIaCTel 4eI0BEYECKOTO
3Hanus, — "lllayba anp-Ama". Ee aBTrop — Illexab anp-Kamkangu. B 3To#t sHIMKIONEANH €CTh
paznen o Kpunrorpaduu TOJ 3arojioBKOM "OTHOCHTEIBHO COKpPBITHSI B OyKBax TalHBIX
cooOmieHuit", B KOTOPOM MPUBOJIATCS CEMb CIIOCO00B mu(poBanus. Tam ke naercs nepeyeHb OyKB
B MOPSAKE YaCTOTHI UX YIOTpeOsieHHs] B apaOCKOM S3bIKE Ha OCHOBE M3y4yeHHs Tekcta Kopana, a
TaK)Xe MPUBOJAATCS MPUMEPHI PACKPBITHS MHUPPOB MemoOOM YACMOMHO20 AHAIU3A BCTPEYAEMOCTH
OYKB.

B XIV B. mosiBwiach KHUTa O CHCTeMax TaWHOIKCH, HAMMCaHHAs COTPYJHUKOM TaWHOU
kannemsipun [lamer Pumckoro Ynkko CumoHeTTd. B 9T0i KHUre mMpUBOASTCS MHUQPHI 3aMEHBI, B
KOTOPBIX TJIACHBIM OyKBaM COOTBETCTBYET HECKOJbKO 3HAYKOBBIX BbIpakeHM. Takue mudpbl
MO3KE CTadM HAa3bIBAThCA MIMPPAMU MHO203HAYHOU 3amenbl WU omogoramu. OHU TONYUUIH
passute B XV B. Tak, B kaure "Tpakrat o mmdpax" ['abpuens ne JlaBuHIBI — cekpeTapsi marbl
Kimumentus Xl — npuBogutcst onucanue mudpa nponopyuoHanibhol 3amensi, B KOTOPOM KaxKI0M
OyKkBe CTaBUTCS B COOTBETCTBHE HECKOJIBKO KBHUBAJIECHTOB, YHUCIO KOTOPBIX MPOMOPIHOHAIBHO
4acTOTE BCTPEYaeMOCTH OYKBBI B OTKpHITOM TekcTe. B 1469 r. Obul mpeuioskeH MOJAOOHBIN ke
mudp, MoJydnuBIINN Ha3zBaHue "MuiaHckui kimou". TlosiBneHrne oMOGOHOB CBHJIETENHCTBOBAJIO O
TOM, YTO K TOMY BPEMEHH YyX€ XOpOIIO OCO3HaBalIM ciiabocTu mu(poB NpocToi 3ameHbl. Takas
MoguduKkanus mudpa paspyliaga CTaTUCTHUKY OYKB OTKpPBITOTO COOOLIEHMS, YTO SBMIIOCH
3aMEeTHBIM IIarOM B Pa3BUTHU KpUNITOrpaduu.

Eme onuH 3HauMTenpHBIM ar Brepen Kpuntorpadus chenana Onarogaps Tpyay Jleona
Ansbeptu. U3BecTHbI Gunocod, )KUBOMKCEI, ApXUTEKTOP, OH B 1466 r. Hanucan Tpy.a o mudpax.
B atoii pabote Obl1 mpeiokeH MmUdP, OCHOBAHHBIA Ha MCMOJb30BAHUU UUPPOBATLHO2O OUCKA.
Cam AnbOepTu Ha3Bai ero mudpom, "1oCTONHBIM KOoposen".

[IndpoBanbHBIN TUCK MPECTABISAT COO0H Mapy COOCHBIX TUCKOB Pa3HOTO AHaMeTpa (PUCYHOK
1). Bonpmmii U3 HUX — HEMOJABMKHBIM, €ro OKPYXHOCTh pasjielieHa Ha 24 paBHBIX CEKTOpa, B
KOoTOpbIe BrHcaHbl 20 OyKB JTaTUHCKOTO andaBuTa B X €CTECTBEHHOM Mopsijike U 4 mudpsl (ot 1 10
4). Ilpu sTom u3 24-OykBeHHOro andasura ObUIM yaajgeHbl 4 OyKBbI, 0€3 KOTOPHIX MOXKHO OBIJIO
060iiTHCh, MOXOGHO TOMY, KaKk B PYCCKOM si3bke 00xomarcs 6es b, E, M. Menbmmii muck —
MTOABMKHBIM, TI0O €r0 OKPYKHOCTH, Pa30MTON Takxke Ha 24 cekTtopa, ObUIM BIHCAHBI BCE OYKBBI

CMCIIaHHOT'O JIATUHCKOI'O aﬂ(baBI/ITa.



17

Puc. 1.1. JIuck AnpOeptu

Nmes nBa Takux npudbopa, KOPPEeCHOHIEHThl JOTOBapUBaINCh O NEPBOM MHAEKCHOW OyKBE Ha
MOJIBMKHOM JtucKe. [Ipyu mmdpoBaHun cooOMEHHUS OTIIPAaBUTEbh CTABIII HHACKCHYIO OYKBY ITPOTHB
10601 OykBbI OoJblero aucka. OH HHGOPMHUPOBAT KOPPECTIOHAECHTA O TAKOM IOJI0XKEHUU JUCKa,
3aluchIBas 3Ty OYKBY BHELIHErO JIMCKA B KauecTBe MepBoi OykBbl mudprekcta. OuepenHas OykBa
OTKpBITOIO TEKCTa OTBHICKMBAJIaCh Ha HENMOJABWKHOM Jlucke M crosiias OpoTUB Hee OykBa
MEHBILIETO JHCKA SBISUIACH pe3yibTaToM ee 3ammdpoBanus. [locine Toro kak ObuM 3amuppoBaHbI
HECKOJIbKO OYKB TEKCTa, MOJIOKEHHE MHAEKCHOW OYKBBI M3MEHSUIOCh, O YeM TaKXe KaKUM-JIHO0O
00pa3oM nepe1aBajioch KOPPECTIOHACHTY.

Tako# mudp umen n1Be 0COOEHHOCTH, KOTOPBIE NENal0T n300pereHrne Anb0epTH COOBITHEM B
uctopuu Kpunrorpaduu. Bo-nepBbiX, B OTIIMYKE OT HIM(PPOB MPOCTOM 3aMeHbI MIM(PPOBATbHBIN
JMCK HCMOJNb30Bal HE OJUH, a HECKOoJbKo andaBUTOB Ui 3ammdpoBanusa. Takue mmdpsl
NOJYYUSIM  HA3BaHUE MHozoangpasummuvlx. Bo-BTOpBIX, MHU(POBATBHBIA JUCK  MO3BOJISI
UCIOJNb30BaTh TaK HAa3bIBAEMbIE KOObl C nepeuwiupposanuem, KOTOPbIE IOIYUWIA HIMPOKOE
pacnpocTtpaHeHue auilb B KoHIe XIX Beka, TO €CTh CIYCTsI YEThIPE CTOJETHS MOCiIe N300pETeHMUS
AnnOepra. [[nst sTOM 1Henu Ha BHENIHEM JAMCKE HMeNuch HU(phl. AnpbepTa cOCTaBUII Koo,
cocrosiuid u3 336 KONOBBIX TIpymnn, 3aHymMepoBaHHbIX OT 11 no 4444. Kaxnomy komoBomy
0003HAaYEHHIO COOTBETCTBOBAJIa HEKOTOpas 3akoH4YeHHast ¢ppasza. Korga Takas ¢pasa Bcrpeuanach B
OTKpPBITOM COOOIIEHNH, OHa 3aMEHSIach COOTBETCTBYIOIIMM KOJIOBBIM O0O0O3HAaYeHHEM, a C
MOMOIIBIO JIcKa (P! 3aM(PPOBHIBAINCH KaK OOBIYHBIE 3HAKU OTKPBITOTO TEKCTA, MPEBPAIIAsCh
B OYKBBI.

BorateiM Ha HOBbIe uaeu B kpuntorpapuu okazancsa XVI Bek. MHoroandaBUTHbIE MIHQPEI

MOJIYYWJIM pa3BUTHE B Bhlmeameidl B 1518 r. mepBoil mewaTtHoil KHHre mo Kpuntorpaduu moj
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HazBanueMm "Tlomurpadus". ABTOpoM KHUTH OBUT OAMH M3 CAMbIX 3HAMEHHUTBIX YYEHBIX TOTO
Bpemenu abb6atr Morannec Tputemmii. B 3TOif KkHHMre BrepBble B KpHUNTOTrpaduu IMOSBISIETCS
kBagpatHas Tabnuua. ludpandaBursl 3anucanbl B CTPOKM TaOJIMIBl OAMH O] JPYTUM, IPUYEM
KQKIBIA U3 HUX CABUHYT HA OJHY ITO3ULIUIO BIIEBO 10 CPABHEHUIO C IIPEABLIYILIUM.

Tputemuii mpeuiarajg HCIOJIB30BaTh 3Ty TaOJMIy s MHOTOaN(aBUTHOTO 3amu(poBaHUsS
CaMbIM TPOCTHIM U3 BO3MOXKHBIX CIIOCOOOB: TepBasi OyKBa TEKCTa MIH(PYeTCs MEPBHIM ali(haBUTOM,
BTOpasi OykBa — BTOPBIM U T. JI. B 3T0i1 Tabnuie He ObUIO OTAENBHOrO an(aBUTa OTKPBITOIO TEKCTA,
Ul 9TOW Lenu CIyXua andaBuT nepBoi cTpoku. Takum oOpa3oM, OTKPBITBI TEKCT, Ha-
guHarommiics co caoB HUNC CAVETO VIRUM..., mpuo6peran sug HXPF GFBMCZ FUEIB....

[TpenmymiecTBO 3TOr0 MeToAa MH(PPOBAHUA 110 CPABHEHHIO C METOJOM AJIOEPTH COCTOUT B
TOM, YTO C KaXKI0W OyKBOI 3a7eiicTByeTcs HOBbIH andaBuT. Anp0epTy MeHsT al(aBUThHI JHUIIb 10~
clie TpeX WiIu 4eTbipex cioB. [Io3TromMy ero mudprekcT cocTosul U3 OTPE3KOB, KaXKIbIH U3 KOTOPBIX
o0yazan 3aKOHOMEPHOCTSIMH OTKPBITOTO TEKCTa, KOTOPBIE IMOMOTAJIH BCKPBITh KPUIITOTPAMMY.
[ToOykBeHHOE 3ammM(poBaHue HE JaeT Takoro npeumymiectsa. [[lugp Tpumemus SBISETCS TaKKe
IEPBbIM HETPUBHUAIBHBIM IPUMEPOM nepuoouiecko2o wugpa. Tak Ha3pIBaeTCs: MHOroan(aBUTHBIN
mudp, mnpaBwio 3amM@poBaHUS KOTOPOIO COCTOMT B  HCIOJB30BAHUM MEPUOJUYECKU
MTOBTOPSIOLIEHCS TOCIEI0BATENBHOCTH IIPOCTHIX 3aMEH.

B 1553 r. JxxoBannu bartucra bemazo mpemioskuia MCHOIB30BaTh JJIi MHOTOQI(aBUTHOTO
mudpa OyKBEeHHBIH, JIETKO 3alIOMMHAEMbIH KJIHOY, KOTOPbII OH Ha3Banl napoiem. Ilapoiaem Morio
CIy’)KUThb CcJI0BO Wi ¢pa3a. [lapons nepuoauyuecku 3anMchbIBAJICS HaJl OTKPBITBIM TEKCTOM. bykBa
MapoJisi, pacrnoyiokeHHasi HajJ OyKBOM TEKCTa, yKa3bIBaia Ha andaBUT TaOIUIbI, KOTOPBIA HUCIIONb-
30Bajicsl s 3amm@poBaHus 3Tod OykBbel. Hampumep, 370 Mor ObITh andaBUT W3 TaOIMIIBI
Tputemus, nepBoii 6ykBoi KoToporo sBisuiack OykBa napois. OnHako benaszo, kak u Tputemui,
UCIOJIb30BaJ B KauecTBe MM (pasihaBUTOB OObIUHBIE ali(haBUTHI.

Bockpecuts cMmemanuble andaBUThl, KOTOpble MPUMEHST ANbOEpTH, U OOBEIUHUTH WIEH
Anpbeptu ¢ unesmu Tputemus u bena3o B COBpeMEHHYIO KOHIIETIIIMIO MHOTOaI()aBUTHOMN 3aMEHbI
BHIMAJIO Ha Jaomi0 utanbsHua Jlxosanuu ae na Ilopra. Emy Obuto 28 ner, korma o B 1563 1.
onyOnukoBan kHury "O TaiiHoM mnepenucke". Ilo cytu, 3Ta KHHMra sBIsUIach Y4€OHMKOM I10
KpunTorpaduu, coaepkaluM Kpunrorpaduyeckue Mmo3HaHusl Toro BpemeHu. [lopra mpemnoxun
HCIIOJIb30BaTh KBAJPAaTHYIO TAaOJMIy C MEPUOJUYECKH CIBUTa€MbIM CMENIAHHBIM ali()aBUTOM H
naposieM. OH coOBETOBaN BHIOMpATh JJIMHHBIN Kito4. BriepBbie M ObLIT MIPEUIOKEH wugdp npocmou
OuepamMmHoOU 3amMeHbl, B KOTOPOM Mapbl OYKB MPECTABISUINCH OJHUM CHEIMAIbHBIM IpapuuecKuM
cuMBojioM. OHU 3aMOJTHSAJIM KBaJpaTHYIO Taomuiy pasmepoB 20x20, CTPOKHA U CTONOIBI KOTOPOM
3aHyMepOBaHbl OykBaMu anihaBuTa

ABCDEFGHILMNOPQRSTUZ
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Hanpuwmep, 6urpamma EA 3amensnack cumBoiiom A, 6urpamma LF — cumBoiom ®ur o B

coelt kaure [lopra BBen MHOTOaI(aBUTHBIN mHdp, onpeaensieMblii Tadnumei 1.2.

Ta6muma 1.2. Tabnuma Ilopra
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HIudpoBaHue OCYIIECTBISIETCS NPU MOMOIIM JIO3YHra, KOTOPBIA MHUIIETCS HaJ OTKPHITHIM
TekcToM. bykBa J03yHra ompenenser andaBuT (3aryiaBHble OYKBBI IEpBOro  CTOJNONA),
pacrioyio’keHHast o1 Heil OyKBa OTKPBHITOTO TEKCTa MIIETCS B BEPXHEM WJIM HIDKHEM MoITyandaBuTe
M 3aMEHSETCS COOTBETCTBYIOIIEH el OykBoi BrToporo mnonyandasuta. Hampumep, ¢pasa,
HaunHatomasics cnoBamu HUNC CAVETO VIRUM..., Gyzner 3amundpoBaHa npy MOMOIIN JIO3yHTa
DE LA PORTA B XFHP YTMOGA FQEAS.

Eme oaHO BakHOE YCOBEPIIEHCTBOBAHHE MHOTOAJI(aBUTHBIX CHCTEM, COCTOAIIEe B HJee
WCTIOJIH30BAaHMUS B KAUECTBE KIIF0YA TEKCTA CAMOTO COOOIIEHHSI MITH e IMU(PPOBAHHOTO TEKCTA, IPH-
Hajiexut Jxeponamo Kapnano u briesy ne Buxenepy. Takoii mmdp Obut Ha3BaH camoxatouom. B
kHure Bmkenepa "TpakraT o mmdpax" camMOKiIOu HpeICTaBieH cienyromuM obpazom. B mpo-
CTedIeM ciyyae 3a OCHOBY Opanach Tabmuma Tputemus ¢ 100aBleHHBIMH K Hell B KadyecTBe
MEPBOl CTPOKH W TIEPBOTO CTOJNONA andaBUTAaMH B WX ecTeCTBeHHOM mopsiake. [Todke Takas

Ta0nuIa CTana Ha3bIBaThCA mabauyeli Buoiwcenepa. Tlomuepkaem, uyTo B 00ImeM ciaydae TaOnuIa
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Buxenepa coCTOUT M3 IUKINYECKU CIBUTAEMBIX aj(aBUTOB, IPHUEM IIEPBas CTPOKA MOKET OBITh

MIPOM3BOJILHBIM CMEIIaHHBIM andaBurom (cm. Tabm. 1.3).

Tab6muma 1.3. Tabnuma Buxenepa
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0O|o|O|Z|IZ|r|X|—|T|O|M|mMO|O|m| > S|N|<L|X|C|H| » |nv
n|olo|v|o|Z|Z|r|X|—|T|O|mmo|o|m|>|S(N|<|X|c| - |+
—H|l»|DO|T|O|ZIZ|rX—|T|O|MmMOO|B > S|IN|<L|X| C |C
ClH|lw|mlo|v|o|Z|IZ|r|X|—|T|O|mmoo|m|>S|N|I<| X [X
X|C|H|»n|oo|o|o|Z|Z|r|X|—|T|O|m|mO|O|m| > S|IN| < |<

<|X|c|d|n|mo|o|o|Z|IZ|r|X|—|T(O|mMmMOO|w|> S| N [N
N|<|X|C|H|n|xlo|T|o|Z|Z|r|X|—|T|®o/mmO|om|> = |S

X —|T|O|M|mMO|O|m| > S|N|<|X|C|H|wn|TlO|v|o|Z|IZ| r |r

—|T|O|MmO|O|m| > S|N|<|X|C|d|n|xlo|v|o|Z|Z|r| X |X

I/ OMmoOom>S|N<L X Cldwnlno|v|oZzZrxl — |—

Mmoo > S|NI<L|X|C|Hd|w|mo|v|o|ZIZ|Ir X -] ® |®
O|mmoo|m|> SIN|<L|X|C|d|n|mlo|v|lo|Z|IZ|r|X|—| T |T

m|O|O|m|>|S|N|<|X|C|H|wn|x|0|v|o|Z|Z|r|X|—|T|®| T |7

0|l > S|NI<L|X|C|Hd|w|mlo|v|lo|Z|IZ|r|X|—|T|O|m| m |m

W > S IN|<L|X|C|Hd|n|mO|o|o|Z|IZ|r|X|—|T|®O/mMmMOl O O
O|m>SIN|<L|X|C|Hd|n|mO|T|lo|Z|IZ|r|X|—|T|®|mm| O |O

> S|N|<L|X|C|d|»n|D|O|v|o|Z|Z|r|X|—|T|O|mMmO|0O| @ |

<s|N|<|x|c|A|w|xlo]olo|z|z|-|x|-|z|o|n|m|olo]w|™
SIN|<|X|C|H|»n||O|v|o|Z|Z|r|X|—|T|O|m|mO|Oo|wm| > >

[TepBast cTpoka CIyXUT andaBUTOM OTKPBITOTO TEKCTa, a MEpPBbIM cromber — andaBUTOM
kioua. st 3ammdpoBanust oTkpeiToro coodmenus (7, = titp...) Bukenep npemiaran B kauecTBe
Katouesoli nocredosamenvrocmu (I') ncnonp3oBate camo cooOuienue (7,) ¢ 100aBJIeHHON K HEMY B
KayecTBe mepBoil OykBbl (1,), M3BECTHOW OTHpPABUTENIO W MoOiydaTento (3TuM ujes BukeHepa
oTMyanack oT uaen Kappano, y koToporo He ObuUIO HadadbHOM OYKBBI M CHCTEMa KOTOPOIO He
oOecrieunBaiia OJHO3HAYHOCTH paciudpoBanus). [locnenoBarenbHOCTH OYKB TOANKMCHIBAIACH
APYT TOM JJPYTOM:

I'= totltz... ti_]_...

TO = t1t2t3... t...

T.. = $15253... Si...
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[Tpu sTtoM mapa OykB, cToAummx Apyr mox apyrom B I' um 7,, ykasbiBaia, COOTBETCTBEHHO,
HOMEpA CTPOK M CTOJOLOB TaOIUIIBI, HA TPECEUCHUH KOTOPBIX HAXOAUTCS 3HAK S MM(POBAHHOTO
tekcta (7T,). Hanpumep, ¢ppaza HUNC CAVETO VIRUM..., ucnosnb3oBanHas B MPEAbIIYIIHX
npuMepax, 1 HadasbHas OykBa P narot mudprekct YCHP ECUWZH IDAMG.

Bo Bropom BapmanTe BmkeHnep mnpeasaran B KauecTBE KIIFOUYEBOH IOCIEIOBATEIBHOCTH
MCIOJIb30BATh MU(POBAHHBIN TEKCT:

I =5051S7... Si_1...

To = t1t2t3... ti...

T = S15283... Si...

Camoxuttou Brxkenepa ObL1 He3acoyKEHHO 3a0bIT Ha JIOJT0e BpeMs, a oA wugpom Buowcenepa
70 CUX TOpP MOHUMAIOT CaMblii MPOCTOM BApHAHT C KOPOTKUM KJIFOUEBBIM CIOBOM M C TaOJIMLEH,
COCTOSIICH U3 OOBIYHBIX aJI()aBUTOB.

Kapnano mnpuHaIIEKHAT TaKkkKe HACS NOBOPOMHOU peuiemku KaK CPeICcTBa IIH(PPOBAHHUS.
W3HavanbHO OOBIYHAS pellleTKa MpejacTaBisia cOOOM JIMCT U3 TBEPAOr0 Marepuana, B KOTOPOM
4yepe3 HENPAaBWIbHBIE MHTEPBAJIBI CAEIaHbl IPSIMOYTOJIBHBIE BBIPE3BI BHICOTOM ISl OAHON CTPOUYKH
U pa3IuYHON AUHBL. HaknmaapiBast 9Ty penieTKy Ha JUCT HUcYei OyMaru, MOXHO OBLIO 3alyChIBaTh
B BBIpE3bl CEKpeTHOE coobmenne. llocme 3TOro, CHSAB pemeTKy, HYXHO OBUIO 3alOJIHUTH
OCTaBILIKECs CBOOOJHBIE MECTA HA JINCTE OyMaru HEKUM TEKCTOM, MAaCKUPYIOIIUM CEKPETHOE CO00-
menue. [1onoOHbIM cTeHOrpaMuecKuM METOI0M MAaCKUPOBKM COOOLIEHMS IMOJIb30BAINCH MHOTHE
M3BECTHBIE UCTOPUYECKHE JINLIA, HaIpUMep KapauHan Pumiense Bo @paHuyy U pyCcCKUN IUTIIIOMAT
u nucarenb A. I'puboenos. Tak, Pumense ucronb3oBan MpsMOYroiabHHUK paszmepa 7x10. [lng
JUITMHHBIX COOOIIEHUN TMPSMOYTOJIBHUK HCIOIB30BAJICS HECKONIbKO pa3. [lpopesm Tpadapera
pa3Menaiuch B NO3UIHUAX:

(1,8), (2,9), (3,6), (4,5), (4,6), (5,1), (5,6), (5,7), (5,9), (6,2), (6,10), (7,9), (7,10).

1 2 3 4 5 6 7 89 10

CJ'IC,Z[y}OH_II/Iﬁ TCKCT BBIIIAJNUT KaK HCBUHHOC JIF000BHOE ITUCHMO:

B T A

I 2 3 4 5 6 7 & 9 10

I L O V E Y0 U|
211 H A V E Y J0, U
i|\D E E P UlN D E R
TIM Y s IR I N MY
SEE, 0O vV OE Inmaly S BN 5
ofFET R E V E R I &N
TIH Y P E R § P A EE

OpnHako, ucnomnb3ys Tpadaper Puiiense, NoIyduM 3710BEIIYI0 KOMaHIY:
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YOU KILL AT ONES

Kapnano wucnonp3oBaii KBaJIpaTHYIO pEIIETKY, KOTOpas CBOMMHU BBIPE3aMH OJIHOKPATHO
MOKPBIBAET BCIO IUIOMIA/Ib KBAJIpaTa MpH ee cCaMOCOBMeIleHus1X. Ha OCHOBe Takoii peleTky OH 1o-
CTPOMJI MHU(P NEPECTAHOBKH.

Henb3st He ynmoMsHyTh B UCTOpHUYecKOM 0030pe mMeHu Mareo ApipkeHTH, paboTaBIIero B
obmactu kpunrorpaduu B Hagame XVII B. OH coctaBui pykoBOoACTBO MO Kpuntorpaduu Ha 135
JUCTaX, W3AaHHOE B IMEpeIUieTe M3 TeNAYbed KOXKU. B 3TOM KHUTE BHEpPBBIE NPEIJIOKEHO
UCIIOJIb30BaTh HEKOTOPOE CJIOBO B KaYeCTBE MHEMOHHMYECKOTO KJIFOYa JUISi CMEIIAHHOTO aj(aBHTa.
Hauanom cmemanHoro andasuTa CIy>KMIJIO KIIOYEBOE CIIOBO (KakK MpaBMIIO, 0€3 MOBTOPSIIOIIUXCS
OyKB), 32 KOTOPBIM CJEIOBalld OCTaJbHbIE OYKBBI B HMX €CTECTBEHHOM mopsake. Hampumep,
kioueBoe ciioBo PIETRO gaet cMmenanHbpli JaTUHCKUN al)aBUT

PIETROABCDFGHLMNQSUZ

Takue cmemannbple an(aBUTHl YaCTO HCIOJIB30BAIUCH B KauecTBE an(aBUTOB MH(PTEKCTa B
mmdpax IpocToit 3aMeHBI.

C uenpio yclnokHeHUs MmuUdpa MPOCTON 3aMeHbl APIKEHTU BBOIMI MYCMbIUKU, KOTOPHIE
N00aBISUIMCh B MIU(PPOBAHHOE COOOIECHUE, MCIOJIb30Bal MH(PPOOO3HAYCHUST Pa3HO 3HAYHOCTH,
JIisi HEKOTOPBIX YaCTBIX COYETaHWW OYKB TEKCTa BBOJMII OTJENbHBIE 000O3HAuUCHHs, MpHIABAIl
4acThIM OyKBaM HECKOJbKO o00o3HaueHwid. [lozke mMomoOHBIE WAEH TOIYYHIH LIMPOKOE
pacrpoctpanenue. [Ipusenem npumep wugpa Aposcenmu (cm. Tabm. 1.4).

Tabmuua 1.4. Hludp ApmxeHTH

AB|CID|IE|F|G|[H|I|LIM|N|O|P
1 [86|02|20(62|22|06(60| 3 |24|26|84| 9 |66
82

Q|R|S|T|U|Z|ETICONNONICHE &
68|28|42(80|04|88|08| 64 | 00 | 44 | 5
40 7

CnoBo ARGENTI moxet ObITh 3a1mn(poBaHO MHOTUMH CLIOCOOAMH, HAlIpUMeEp TaK:

5128068285480377

WA K€ TaK:

172850675628455803

Haubonpmmm noctmxenneM ApKeHTH CUUTAETCs pa3pabOoTaHHbIM UM OYK@eHHblll KOO — OJIUH
u3 mudpoB 3aMEHBI, B KOTOPOM OYKBBI, CIIOTH, CJIOBA U 1iesble (pa3bl 3aMEHSUTUCH IpyNnaMu OyKB.
Heo6xoauMbIM KOTHYECTBOM CIIOBapHBIX BEIMYHMH B KOJE B TO BpeMs cuutanoch 1200.

B uctopun xpunrorpadpuu XVII — XVIII Beka HazpiBatoT 3poil "uepubix kabunemog”. B 3101

nepuoa BO MHOTHUX roCyaapcCTBax EBpOHLI, B MEPBYHO OYUCpCAb BO q)paHI_II/II/I, TOJIYYHJIN Pa3BUTUC
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nAemngpoBalibHbIe TO/Ipa3/IeieHUs, Ha3BaHHbIE "depHbIMM KaOuHetamu". IlepBeIi M3 HHX
o0Opa3oBaH M0 WHHUIMATUBE KapauHana Pumense npu nBope kopois Jlromosuka XIIl. Ero
BO3TJIaBUJI TEpBbIH mpodeccuoHanbHblii kpuntorpad Dpanmuum AHTyaH Poccuubons. Cremnyer
OTMETUTH, YTO HEKOTOPbIE OPUTMHAIbHBIC WJIEH, BO3HUKIIKWE B KPUITOrpaQuu B ATOT MEPHUO/,
CBSI3aHbl C HMMEHEM CaMoro Puiienbe, KOTOpBIM MCIIONB30BaJl, HANpPUMEP, ISl CEKPETHOMU
MEPENUCKH C KOpPOJIEM OPUTHHAJBHBIM MIM(p NEPECTaHOBKHM C MEPEMEHHBIM KitoyoM. Ero
HCIIO0JIb30BAaHUE CTAHOBUTCA MOHATHBIM U3 CIEAYIOIIETO pUMepa:

HTugpp Puwenve

Kirou: 2741635; 15243; 671852493; 07; 28615; 943; ...

Otxpeithiii Teker: LETTER SENT TO THE EMPEROR GIVING FULL DETAIL

Kurou: (2741635) (15243) (671852493) (07) (28615) (943) (27 41635)

Mudprexer: TLRTSEE ETOTN EPOEMTHER NI LUGIG VFR TLIE SAD

N3BectHO, urO0 Pumense mnonp3oBaics Takxke Koaamu. [lomyTHO OTMETHM, 4YTO CBOM
HECJIOKHBIN Ko OblI M 'y 3HaMeHuToro Hamoneona:

Manwtii wmuugpp Hanoneona (Petit Chiffre)

(pexoncTpyupoBan bazepu)

A —15,ar—25,al -39

B — 37, bu— 3, bo - 35, bi — 29

C-6,ca—32,ce—20

D -23,de-52

E -53,es-82,et-50, en—68

F—-55, fa—69, fe - 58, fo—- 71

G-81,ga-51

H — 85, hi— 77

| —119, jai — 122

J—87, jai— 123

K-?

L—-96, lu—-103, le—117, la— 106

M — 114, ma—107

N — 115, ne — 94, ni — 116

0 -90, ot —153

P —137, po—152

Q-173,que —136

R — 169, ra— 146, re — 126, ri — 148,

S—-167,sa—171,se— 177, si — 134, so — 168, su— 174
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T —176, ti — 145, to — 157

U-138

V —164, ve — 132, vi — 161, vo — 175
W, XY -7

Z—-166

B 1o Bpemss B EBpone mnomyywid LIMPOKOE pacHpoCTpaHEHHWE MIH(PHI, Ha3bIBaEMbIE
HoMenKIamopamu, 00beIMHSBIINE B cede MPOCTYIO 3aMeHy U KoJl. B mpocTelmmx HoMeHKIaTopax
KOJ COCTOSUI W3 HECKOJIIbKHX JECATKOB CIIOB HIM (pa3 C JBYXOYKBEHHBIMH KOJOBBIMHU
ob6o3HaueHusiMH. CO BpEMEHEM CIHCKU 3aMEHSIEMBIX CJIOB B HOMEHKIIATOPAX YBEIHMYUIIUCH 10 ABYX
WU TpeX THICSY AKBUBAJICHTOB cJIOTOB W clioB. B mapckoit Poccun XVIII B. 3akonupoBanHOE
OTKPBITOE cOo00IIeHue MU(POBAIOCH Jlaree MPOCTOi 3aMEHOM.

Kcratu, Heckomnpko ciioB o pycckoit kpuntorpaduu. ¥Yxe ¢ XIV B. B HoBropoze cymiecrsopaina
TEXHWKa TalHOro muchMa. Mcmonp30Bainch B OCHOBHOM MIU(PBI MPOCTON 3ameHbl. briaromaps
ToproBuIM cBsizsiM HoBropogna ¢ I'epmanueit B Poccun cTaHOBSITCS M3BECTHBIMU MHOTHUE 3ama/IHbIC
pa3paboTKH, B TOM 4YHCJIE HOBBIE CHCTEMBbI IIH(PPOBaHUSA. YUPEKICHUE IMOCTOSHHOI MOYTOBOM
cBs3u Poccum ¢ EBpomoi mamo BO3MOXKHOCTH pa3BHTHS IMH(POBaHHOW mepenucke. brmaromaps
npusiedeHuto [lerpom | s pa3paboTku POEKTOB pa3BUTHs OOPAa30BAHUS M TOCYIAPCTBEHHOTO
ycrpoiictBa Poccuu 3namenutoro I'otrdpuna Bunbrensma JleiiOHua, KOTOPBIM M3BECTEH M Kak
kpuntorpad, B I[lerepOypre mosBunace nudupHas manaTta, 3agadaMd KOTOPOW OBLIO pa3BUTHE U
WCIOJIb30BAaHNE CUCTEM IMTU(POBAHUS.

Korma PoccuHBONE HauMHAT CBOIO Kaphepy, B HOMEHKJIATOPAX KaK AJIEMEHTHI OTKPBITOTO
TEeKCTa, TaK U DJIEMEHTHl KOJAa pacmojaraiuch B andaBUTHOM mopsjake (Wid B andaBUTHOM H
YHCIIOBOM TOPSAKE, €Cld Kol OblT 1udpoBoii). PoccuHbonb 3aMeTui, 4yTo Takoi "mapamienusm”
OTKPBITOTO TEKCTa W KoJia 00Jierdan BOCCTAHOBJICHHE OTKPBITOIO TEeKCTa. Eciu, Hampumep, OH
YCTaHABIIMBAJ, 4TO B aHTIMiickoi feneme 137 3amenser FOR, a 168 — IN, To oH yxe 3Hai, 9T0 21
He MOeT 3aMeHATh TO, Tak Kak HU(PPOBbIE KOJIOBbIE 0003HAUEHUS IJIs CTIOB, HaunHatommxes ¢ T,
JOJKHBI OBITH OOJbINe, HEXETW Ui CIoB, HaunmHatoumxcs ¢ |. OOHapyXuB Takyio ci1aboCTh,
PoccuHbOIE TIepeMenBa KOJIOBBIC 3JIEMEHTHI 10 OTHOIICHHWIO K OTKPBITOMY TekcTy. Ha omxHOM
JIUCTE OH PACITOJIaral JIEMEHTHI OTKPHITOTO TEKCTa B ai()aBUTHOM TOPSIKE, @ KOJOBBIC JIEMEHTHI
— Bpa30poc, Ha APYrom JucTe s oOnerdeHus pacumdpoBaHUs KOJIOBBIC DJIEMEHTHI CTOSITU B
an(aBUTHOM TOPSAJKE, TOTJa KaK MX OTKPBITHIE DKBUBAJIEHTHI OBLIM Pa3OpOCaHbl. ITO SIBUIOCH
3HAYUTEIIEHBIM yCOBEPIICHCTBOBAHUEM MMOJO0HBIX MmudpcrucTteM. OaHAKO cOocTaBiIcHHE Heaba-

BUTHBIX HOMEHKJIATOPOB OOXOJIMJIOCH OYEHb JOpOro, M, TaKUM 00pa3oM, MO COOOpaKEHUSIM
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SKOHOMHHM U B yliepd HaJeKHOCTH MHOTME€ HOMEHKJIATOPHI PErpecCHpOBANN K YIPOLICHHOMY
asi(haBUTHOMY THITY.

B Anrnmum toxke Obul cBOM "depHblii kaOuHeT". B ero pabdore B XVII B. 3ameTrHOE MecTO
3aHuManl J>kon Baminc, W3BECTHBIM Kak KpyMHEHINWWA aHTIMUCKUA MaTeMaTtuk 10 Icaaka
Heiotona. PaGoTel 1o BCKPBITHIO MIU(POB U MapiaMeHTa MPHUBEIN K Ha3HaYeHHI0 Bammuca B
1649 r. B Oxcdopn npodeccopom reomerpun B Bo3pacte 32 net. B cBoem tpyne "Apudmernka
0eCKOHEeUHOro" OH cjiesall BbIBOABI, KOTOpbIE MOCTyXWin HbproTOHY cTapTOBOH Miomaako s
pa3pabOTKW HMHTErpabHOIO HMCYHCICHH. Bamimuc BBen 3HaK oo Al OECKOHEYHOCTH M TEPBBIN
IIyTeM MHTEPIOJIALMN BbIYMCINI yucio m. Kcratn, camo 370 0003HaueHUE TaKKe MPUHAAIEKUT
eMy.

B I'epmaHun HayaJbHUKOM IE€PBOrO AeUIM(poBaIbHOrO oTAeneHus Obul rpad I'poHcdenbi,
CO3/1aBIIMH OJUH W3 BapUaHTOB YyCOBEpIIEHCTBOBaHUS winMppa Bumkenepa. OH B3sul 4HMCIOBOH,
JIETKO 3allOMMHAEMbIil 103yHT. BMecTo Tabnuusl Bukenepa ucronb3oBaics OAUMH HECMEIIAHHBIN
angaBut. [Ipu mmppoBaHUM 3HAKM OTKPBITOIO TEKCTA BBIIUCHIBAINCH IMOJ LH(ppaMH JO3yHra.
OuepenHast OyKBa OTKPBITOrO TEKCTa 3aMeHsIach OyKBOH ayihaBrTa, OTCTOAIICH OT Hee BIIPABO Ha
KOJIMYECTBO OYKB, paBHOE COOTBETCTBYIOUICH ITU(PE JO3yHTa.

Hlugp I'poncgenvoa

OtxkpeiThiil TekeT: GERMANY

Jlozynr: 13579

Andasur: ABCDEFGHIJKLMNOPQRSTUVWXYZ

Jlns yno6cTBa BeIIUIIEM al(aBUT C MOPSIKOBBIMU HOMEpaMH OYKB:

AIB|CIDIE|F|IGIH|I|J|K|L|M
11234567 |8]9]10]/11|12]13

NIOIP|IQIR|S|T|U|V|W|X|Y|Z
14115]16]17]18]19]20|21|22|23|24|25|26

" JIO3YHI" Hal TCKCTOM:

1[3[5]7]9]1]3
GIEIRIM|A|N]Y

Teneps nerko moyunTh mudpoBanuslii Tekct: HHWTJOB

JIroOombITEH ONBIT HUCMOJb30BaHUS KPHUNTOrpaduu MpHU COCTABICHUHM ACMPOHOMUUECKUX
anazpamm. OQHO U3 TaKUX IPUMEHEHUH CBSA3aHO ¢ OTKpbITHEM KoJien CatypHa [[1ep66].

B rogwr xm3nu l'ammneo [Nammiies cymecTBoBail 0OBIYal 3aKpeIuiATh 3a COOOM TpaBO Ha

MEPBEHCTBO B KaKOM-JIMOO OTKPHITUHM CBOEOOpa3HbIM criocoOoM. HarmaB Ha OTKpbITHE, KOTOPOE HY-
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KOacTCA B IIaJILHeﬁHleM MOATBCPIKIACHUU, y‘IeHLIfI U3 OormaCcHUs, 4TOOBI €70 HE Onepecanim Apyruce,
npuberan K IOMOMHU axazpammyl (IEPECTAHOBKE OYKB); OH KPAaTKO OOBSBISUI O CYLTHOCTU CBOETO
OTKpBITHS B (hOpME aHArPaMMBbl, HICTUHHBII CMBICII KOTOPOH OBLT N3BECTEH JIUIIb €My OJHOMY. DTO
JaBajio0 YYEHOMY BO3MOKHOCTh HE CIEIIa IPOBEPHTH CBOE OTKPBITHE, a B CIy4ae IOSBICHUS
APYroro INpeTeHJieHTa — J0Ka3aTb CBOE IepBeHCTBO. Korna ke OH OKOHYATeNbHO yOexkaancs B
IIPaBWJIBHOCTH IE€PBOHAYAJIBHON JOTaJKH, OH PACKPBIBAJI CEKPET aHarpamMmbl. 3aMETUB B CBOIO
HECOBEPILCHHYIO MO30pHYI0 TpyOy, uro CartypH MMeeT 1mo OokaM KakKue-TO MpUAaTKu, [ amuneit
MOCHEIIHII CIeIaTh 3asBKYy Ha 3TO OTKPBITHE U OIMyOJIMKOBAII CIETYIONHA HaOop OYKB:

SMAISMRMIELMEPOETALEUMIBUVNEUGTTAVIRAS

3amaua BOCCTAHOBIIEHUS OTKPBITOTO TeKcTa (0e3 Kakoi-mubo JOMOJHUTENBHON HMH(pOpMauu

39!
00 HUCHONB30BaHHOM MpeoOpa3oBaHUM) TpeOyeT mepedopa BO3MOYKHBIX

315141412R15131312P1

MepPeCcTaHOBOK OYKB KPUITOTPAMMBI (3TO — YUCIIO MEPECTAaHOBOK C MOBTOpeHUsMHU). [IpuBeneHHOe
YHUCJIO UMEET B CBOEH 3amucu mpuMepHo 35 udp.

CoBpeMeHHHK HTabsHCKOTO ydyeHoro Horann Kemnep ¢ mpucymum emy OecripuMeEpHBIM
TEepIEeHUEM 3aTpaTWi HeMalo Tpyda Ha TO, YTOObI MPOHUKHYTh B COKPOBEHHBIH CMBICT 3asiBKU
[anunes, u eMy Kazanoch, YTO OH JOOHIICS 3TOTO, KOTJa U3 ONMyOJUKOBAaHHBIX OYKB (OIyCTHB JIBE
13 HUX) COCTABWJI TaKyIO JIATUHCKYIO (hpasy:

SALVE, UMBISTINEUM GEMINAUM MARTIA PROLES

(ITpuBeT Bam, O61m3HEIBI, Mapca OpOXKICHHE)

Kemnep Obinm yOexneH, uto [anmumeil oTKpepll Te aBa cnyTHHKa Mapca, CyIECTBOBaHHE
KOTOPBIX TOJI0O3pEBall OH caM (OHU B JEHCTBUTEIHHOCTH M OBLIM OTKPBITHI, HO CITYCTS JBa C
noyioBuHON Beka). OgHako octpoymue Kemsepa Ha 3TOT pa3 He npuseno k nenu. Korga anunei
pacKpbll, HAKOHEI, CEKpPeT CBOEH 3asBKU, OKa3alnoch, uyTo ¢pasa (ecnu AByMs OyKBaMu
npeHeOpeys) TaKoBa:

ALTISSIMUM PLANETAM TERGEMINUM OBSERVAVI

(Beicouaiiiyro TiaHeTy TpOMHOI HabIIr0/1a7)

N3-3a cnabocTtu cBoei TpyObI ['anuiielt He MOT MOHATH UCTUHHOTO 3HAYEHHs 3TOro "TpoitHOro"
obpaza CaTypHa, a KOrja CIYCTS HECKOJbKO JI€T OOKOBBIE MPUIATKU TUIAHETHI COBEPIICHHO
ucuesnu", ['anuneit pemmui, 9To omuOCs, U HUKaKuX npuaaTtkoB Y CatypHa HeT. OTKPBITH KOJIbIA
Carypna ynanoch Toiapko depe3 mosiBeka [ toiirency. [logoOno Nanmumnero, oH He cpa3y omyOJIuKo-

BaJl CBOE OTKPBITHE, & CKPBLI 1OTAJKY M0 TAHHOMKCHIO:
AAAAAAACCCCCDEEEEGHITTHILLLLMMNNNNNNNNN
OOOOPPQRRSTTTTTUUUUU
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Crycrst Tpu rozia, yoeIuBIIKCH B IPaBMIIBHOCTH CBOCH qoraiku, I tolireHc 00Hapo10Bajl CMbICT
3asIBKU:

Annulo cingitur, tenui, piano, nusquam cohaerente,

ad eclipticam inclinato

(Kosb110M OKpY>KEH TOHKUM, IUIOCKHM, HUT/IE

HE MPUKACAIONIUMCS K IKIHUIITHKE)

B niennom moxxHO ckazath, uto XVII u XVIII Beka He nanm HOBBIX Hjael B Kpunrorpadpun. Ipa
"yepHBIX KaOnHETOB" 3akoHUMIACh B 40-x rogax XX B. B mepruoa peBOIIOIMOHHOTO MTOAbEMA.

Mmuoro HOBBIX uaeil B kpunrtorpadpuu mpunec XIX B. M3o0perenue B cepeamne XIX B.
tenerpada U APYruX TEXHUUECKUX BUIOB CBSI3U JIAJI0 HOBBIM TONYOK PA3BUTHUIO KpUNITOrpaduu.
WNudopmanusa nepenaBanach B BUAEC TOKOBBIX U OECTOKOBBIX MOCHUIOK, TO €CTh MPEICTaBIsIACh B
nBonuHoM Buje. [losToMy Bo3HUKIA mpobiema "pannoHaIbHOrO" MpeacTaBieHus UHPOpMAIH,
KOTOpasl pelajach ¢ MOMOIIbIO K0J10B. Kozl Mo3Boisuiv nepenaTh JAJIMHHOE CIOBO WIH LETYIO
bpa3y nByms-TpeMs 3HaKamMu. llosBHiIach TOTPEOHOCTH B BBICOKOCKOPOCTHBIX —CIOCO0Ax
muppoBaHUs U B KOPPEKTHPYIOMIUX KOJAaX, HEOOXOIUMBIX B CBSI3M C HEH30EKHBIMH OMIMOKaMU
[IpH 1epeaye COOOIICHHI.

Opnako eme a0 u300pereHUs Tenerpada MOABUIICS DA HMHTEPECHBIX MIM(POBATBHBIX
ycrpoicTs. [Ipubamsurensao B 1800 r. 6puta co3mana oHa muQpoBabHas CUCTEMa, 3aHUMArOIIast
ocoboe mecTto B uctopuu kpunrorpaduu. Peur uaer o "muckoBom mmdpe" T.Jxeddepcona —
nepBoro rocyznapctseHHoro cekperapst CIIA, craBuiero nos:xe TpeTbUM NPE3UIECHTOM.

Juckosvui  wugpamop T [cedpgpepcona cocrosin u3z 25 — 36 AepeBSIHHBIX JUCKOB

OJIMHAKOBOT'O pa3Mepa, HACAKEHHBIX Ha 00IIYI0 OCh (pUCYHOK 1.2).

Puc.1.2. Quckoserit mmudparop T. Ixeddepcona

Ha omHoM KoHIlE ocM WMeNach HEMOJBWIKHAS TOJOBKAa, Ha JPYyroM — pe3pba U raiika, c
MTOMOIIBI0 KOTOPOU BCE MUCKH (PUKCHPOBAIKCH B JIFOOOM HY)KHOM YTJIOBOM MoyioxkeHnu. Mimenack
TaKXE prIMOJII/IHefIHaSI peﬁKa, CHOCO6Ha${ BpaI]_[aTI)CSI Ha OCHU U ITO3BOJIAKOIIIAA BBIACIIUTH CTpOKy
OyKB Ha JHCKax, MapauieabHyr0 ocu. Ha G0KOBO# MOBEPXHOCTH KaXKJI0TO TUCKA, pa3/elIeHHON Ha

26 paBHBIX yacTel, HAHOCHJIMCh OYKBBI CMEIIAHHBIX aHIVIMHCKUX andaBuToB. [ 3ammdpoBanus
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YacTH COOOILICHM (JUTMHA KOTOPOW paBHSUIACH YMCIY ITMCKOB HA OCH) MOJ PEHKY, HAXOASIIYIOCs B
(UKCUPOBAaHHOM YTJIOBOM IIOJIOKEHHUH, IMOABOAMIACH INepBas OykBa COOOILICHMS, HaiiiecHHas Ha
IIEPBOM JIMCKE, 3aTeM — BTOpas OykBa cOOOIIEHNUs, HallIeHHast Ha BTOPOM JIUCKE, U T.JI., TaK YTOOBI
BCE MOJ00paHHbIe OYKBbI OKa3aJIiCh B OAHOH cTpoke. [lonokeHune quckoB pUKCUPOBAIOCH TaliKoM,
mocje 4Yero pelka MOABOAWIACH TOJ JIOOYI0 JAPYryl0 CTPOKY IHIUHApA, OYKBBI KOTOPOW
coctaBisin  mMdpoBanublid  TekcT. Ilpu pacmmppoBanun OykBbl MH(GPOBAHHOTO TEKCTA,
HaOpaHHblE Ha IOCJIEAOBATEIbHBIX ANUCKAX, MOABOAWINCH AHAJOIMYHBIM OOpa3oM IOJ peHky,
MIOJIOKEHHE JUCKOB (PUKCHPOBANIOCH TalKOM, MOCIE Yero ¢ IMOMOIIBI0 PEHKH MPOCMaTPUBAINCH
00pa3oBaBIIMECs CTPOKH IMIIMHAPA, CPEIH KOTOPBIX HECI0XKHO OBLJIO HAWTH OTKPBITOE COOOIICHHE.

Kaxymiasics ~ HEKOpPpPEKTHOCTb,  CBSiI3aHHAasi  C  BO3MOXHOCTBIO  HEOJHO3HAYHOCTH
paclpoBaHus, YCTpPaHSIETCA JOCTATOYHO OOJBIIMM YHCIOM HCHONb3YEMBbIX JHUCKOB. ITO
3aMeYaHuEe OTHOCHUTCS, KOHEYHO, JHIIb K OCMBICIIEHHbIM TekctaMm. [lpu 3ammdpoBanun
HEOCMBICIICHHBIX TEKCTOB TPeOOBajach AOMOJHUTEIbHAS MHPOPMALIUS O BEIIMYMHE CIIBUTA PEHKH,
0e3 yero oIHO3HauYHOE pacmu(ppoBaHre HEBO3ZMOKHO.

Takast mudpcucreMa UMeET OrPOMHOE KOJIMYECTBO KIIIOUEBBIX 37eMeHTOB. K HUM OTHOCSTCS:
pacrioyio’)keHre OyKkB anaBuTa Ha JUCKaxX, pacCTAaHOBKA JHMCKOB Ha OCH, BBIOOp Habopa IMCKOB U3
uMeroIerocs 3anaca. J[uckoBeid mmdp MOXKHO OTHECTH IO TUITY K MHOTOalI(haBUTHOH 3ameHe. Ero
0COOEHHOCTBIO SBJISIETCS TIOOJIOUHBIA XapakTep 3amm(poBaHusi, P KOTOPOM KaXKABIH Y4acTOK
Tekcta (0nok) mmdpyercss He3aBUCHUMO OT Apyrux. [lo3xe Takue wmM@phl cTanu Ha3bIBaTbhCA
O10uUHBIMU WUDpamU.

Bwmecto Toro 4ro0b! (1osib3ysAch CIY:KEOHBIM TOJOKEHHUEM) BHEAPUTH CBOE 3aMeuyaTesIbHOE
n300peTeHue B MpakTuky, JxeddepcoH, No-BUIUMOMY, OTIOKHII €r0 B apXUB U Mpean 3a0BEHUIO.
ugp Ob1 oOHapykeH B ero Oymarax B OMOIMOTEKe KOHrpecca Juiib B 1922 r., mo UpoHHH
CcyabObl UMEHHO B TOM roay, korga B apmuu CIIA Havanu npuMEHSTh MOYTH AHAJIOTHYHYIO
cUCTeMY, U300peTeHHYI0 He3aBucuMo oT Jxeddepcona.

B 1817r. npyroit amepukanery [ecuyc VYoACBOPT CKOHCTPpyHpOBaI IMIH(PPOBAIBLHOE
YCTPOICTBO, KOTOpOE TaK)kKe BHECIO HOBBIM NpuHIMN B Kpunrorpaduio. Ero HoBOBBeneHue
COCTOSJIO B TOM, UTO OH cJiefial aln(aBUThl OTKPHITOTO U IIHM(PPOBAHHOTO TEKCTOB PA3IMUHBIX JUIHH.
VYeTpoiicTBO, ¢ TIOMOIIBIO KOTOPOTO OH ATO OCYIIECTBHUII, MPEJACTABISIO COOO0M HUCK, HA KOTOPOM
ObUTM PACIIONIOKEHBI JIBa MOJABMKHBIX KOJblla ¢ ajdaButamu. BHemHuil andasut cocrosin u3 26
OykB u 7 mudp (ot 2 g0 8). BuyrpenHuit andasut coctosut aumb u3 26 Oyks. Jluck umen nomodue
HEMNOJIBUKHOM YaCOBOM CTPEJIKH, B ABYX IPOPE3SIX KOTOPOM MOSBISINCH PACIOI0KEHHBIE IPYT MO/
npyrom OykBbl andaBuToB. Ha BHyTpeHHEM KoJblie YKa3blBajach OyKBa OTKPBITOIO TEKCTa, Ha
BHEIIIHEM KOJIBIIE — COOTBETCTBYIOMIasl OykBa mudprexcra. O6a KoibIla MOTJIA BPAIIAThCs U ObUIH

CBSI3aHBI JIPYT C IPYTOM C TIOMOIIIBIO JIBYX LIECTEPEH, OJJHA U3 KOTOPbIX UMena 33 3ybua, a aApyras —
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26. BykBbl M 1nu(ppH BHEIIHETO KOJbIAa OBUIM CHEMHBIMH M MOTJIM OBITH COOpaHbl B JIIOOOM
nopsinke. Ilepen 3ammdpoBaHreM KOPPECHOHIEHTHI JOTOBAPUBAIUCH OTHOCHUTEIHLHO B3aUMHOTO
HAYaJIbHOTO MOJIOXKEHUA 00oux KoJjel. JlJis YCTaHOBKM JTMCKOB B TaKO€ IMOJIOXKEHHUE IIECTEPHU
MOXHO OBLIO pa3zbeAMHUTH. [Ipociennm Ha mpuMepe ciioBa "BBeneHue" mporiece 3armudpoBaHusl.

Chauana BHYTpPEHHEE KOJBLO MOBOPAYMBAIOCH O TEX IMOpP, MOKAa B MPOPE3U CTPEIKU HE
nokaspiBaiack Oykea "B". Crosimias B Apyroil mpope3u OyKBa BHEIIHETO KOJbIA 3allMCHIBAJIACH B
KauecTBe MepBOil OYKBBI MIHM(pPTEKCTa. 3aTeM BHYTPEHHEE KOJIbLO BpAIIajioch A0 TeX MOp, MOKa
OykBa "B" BHOBb HE€ IIOKa3blBajach B IIPOpPE3W. OTO BpAIICHHUE IOCPEACTBOM IIIECTEPEH
MepeiaBajioch Ha BHEIIHEE KOJbI0, HO M3-3a pa3ludus B 4ucie OyKB aindaBUTOB OHO COBEPIIAJIO
b 26/33 momHoro 000poTa, B TO BpeMst Kak

BHYTPEHHEE KOJIbIIO COBEpIIAN0 TMOJHBIA 000pOT. 3HAYMT, BTOPOH 3HAaK MIUPPTEKCTa
pacmojarajicsi BO BHEIIHEM andaBUTe Ha PACCTOSHUU CEMU MECT BIIepe] OT MEepPBOTO 3HAKa,
HECMOTps Ha TO, 4TO 00a 3HaKa MPEJCTaBIISUIN OAHY U Ty K€ OYKBY OTKpBITOro Tekcra. Eciu sToT
mpoiiecc 3amu@poBaHus OCYIIECTBIATh JaJbIlle, TO SKBUBAJICHTHI MHUpTEKcTa i OyKkBHI "B
HAYHYT MOBTOPATHCSA JIMIIb MOCIE TOTO, Kak OyayT HCMIoib30BaHbl Bce 33 OyKBBI U IHUQPHI
BHemHero aindasuta. T0 0OBACHICTCS TeM, 4TO 4yucia 26 U 33 He MMEIT OOIUX JEIUTENCH,
Omarojgapss KOTOPBIM TaKo€ IMOBTOPEHUE MOIJIO OBl mpou3oitu paHbire. Cremyroniue OYKBBI
OTKPBITOTO TEKCTA MHU(YPOBATUCH aHATOTUYHO.

Takas mmmdpcucrema peannsyeT NepUOANYECKYI0 MHOTOAN(aBUTHYIO 3aMeHy. Pa3znuuue yncen
OykB an(aBUTOB OTKPHITOrO U MIKU(POBAHHOTO TEKCTOB MPHUBOJAUT K CYIIECTBEHHBIM OTIUYHUSIM
ATOM CHCTEMBI OT MPEIbIAYIIUX MHOTOaI(aBUTHBIX CHUCTEM. Tak, B YCTpoHcCTBE YOJcCBOpaa
ucnons3zyercs 33 mmudpandasura, a He 24 unam 26, kak B cucreMax Tpuremus win Buxenepa.
Baxnee 1O, yTOo 3TH andaBUTHl HCHONB3YIOTCS HE HEMOCPEIACTBEHHO OIWH 3a [lpyrum, a B
MPOU3BOJIFHOM TOPSAKE, KOTOPBIA 3aBUCUT OT OYKB OTKPBITOTO TEKCTa. DTOT MPOU3BOJIBHBIN
MOPSIZIOK  CIAYXKUT Topa3no Oojiee HAACKHOW 3amuTol Immmdpa, 4YeM TMpaBUIbHAS TOCIEI0-
BaTEbHOCTh UCIOJIb30BaHUS ali(haBUTOB, KakK B cucteme Tpuremus.

Unest Yonceopna Obuta He3acmykeHHO 3a0biTa. CllaBy OTKPBITUS MIPUITUCHIBAIOT aHTJIMHCKOMY
yueHoMYy Yapm3y YUTCTOHY, KOTOpBIN 3HAUMTEIHHO MMO3KE M HE3aBHUCHMO H300pen CBOE YCT-
pOMCTBO Ha TOM € mnpuHuuNe. OCHOBHOE OTIWYHUE 3aKII0YaJIOCh B TOM, YTO B YCTPOMCTBE
Yurcrona andaBuThl ObUIM HEMOJBWKHBIMH, HO 3aTO HWMeJach Tapa TMOJBMKHBIX CTPENOK,
COEJIMHEHHBIX 11€CTEPEHKAMH.

YutcToH 0ojee M3BECTEH KaK YUEHBIH, MPEIONKUBIINA WIS DIEKTPHUECKOTo Tenerpada,
n300peTaTeNb KOHIIEPTUHO, aBTOP MEPBBIX CTEPEOCKOMUYECKUX PUCYHKOB. OH BBICKA3aJl TUIIOTE3Y
O CO3/IaHWHM TOBOPSIIUX MAIINH, pa3padoTaJl METOJ, TOYHOTO M3MEPEHHS JIIEKTPHUUECKOTO

CONPOTUBIIEHNUS, KOTOPBIM Ha3bIBAECTCA '"MOCTHUK YHUTCTOHA'.



30

Brnepseie cBOE yCTpPONCTBO YUTCTOH NIPOAEMOHCTpUpOBaN Ha BecemupHou BeicTaBke B Ilapuxe
B 1876 r. Ha BHemHeM Kousblie HaXOQWiIcs anaBUT OTKPBITOTO TEKCTa, COCTOALIMHA u3 27 3ie-
MEHTOB: 26 OYKB, PacHOJIOKEHHbIX B OOBIYHOM MOpSAKE, W 3HaKa Mpodera MeX1y CIOBAMHU.
Buytpennuii angaBut coctosut u3 26 OyKB, pacloyIoXEHHBIX B IPOU3BOJIBHOM HOPSJIKE.

Yutcron nzobpen mmdp, KOTOPBIKA MO3KE CTaNM Ha3bIBaTh wugpom Ilietighepa. Jleno B Tom,
gyro Jluon Ilneitdep, 3amecturens mpenacenatens Ilamarbl oOUIMH, MUHUCTP TOYT, MPEACEAATENb
bpuranckoil accouuanuy pa3BUTHS HayKy, ObLI IPYrOM YUTCTOHA, OB IOX0XK Ha HETro, Tak YTO MX
gacto myrtand. B 1854 r. Ilneidep nmpoaeMoHCTpHpOBaI CUCTEMY MMU(PpPOBaHHS, KOTOPYH OH
Ha3Bal "HEJIABHO OTKPBITHI CUMMETPUYHBIA muGp YurctoHa". 910 ObUI MEPBBIA U3 M3BECTHBIX
OurpaMmbIX OYKBEHHBIX IIH(POB (HAIOMHUM, YTO OurpammMHsblii mudp Ilopra ObUT 3HAUKOBBIM).
To oOctosTenseTBO, utO [lnekdep nonyaspuznposan n3o0pereHne YUTCTOHA, COXPAHUIIO €r0 UMs
B Ha3BaHUM MM dpa. DTOT mHdp UCIIOIB30BAIICSA aHIVIMYaHAMU B ITEpHOA | MUPOBOI BOWHBI.

Bo Bropoii nonoBune XIX B. mosiBuiICS BeCbMa yCTOMUMBBIN CIIOCOO YCIIOKHEHUS YMCIIOBBIX
KOOB — eammuposanue. OH 3aKioyasicss B Nepemu(poBaHUU 3aKOTUPOBAHHOTO COOOIICHUS C
IIOMOILbI0 HEKOTOPOTO KIIOUEBOr0 4YHCa, KOTOpoe U HasblBanoch zammou. lludppoBanue c
MIOMOILBIO FAMMBI COCTOSUIO B CJIOKEHMHM BCEX KOJUPOBAHHBIX I'PYII COOOLIEHUS C OJHUM U TEM
K€ KIFOUEBBIM YHUCJIOM. OTYy ONEpaIMi0 CTadu Ha3biBaTh "Hanoscenuem eammsi’" Hampumep,
pe3yibTaToM HaloXeHuss ramMmmbl 6413 Ha komupoBaHHBIM TekcT 3425 7102 8139 sBmsuiach
YHCJIOBAs MOCIEe0BaTEIbHOCTE 9838 3515 4552:

3425 7102 8139

+ 6413 6413 6413

9838 3515 4552

EnvHunbel mepeHoca, MOSBIAIONIMECS MPU  CIOXKEHHMM MEXKIY KOJOBBIMU TIpYyIIaMH,
onyckanuck. "Cramue ecammot” IBISIIOCH 0OpaTHON omnepanueit:

9838 3515 4552

—6413 6413 6413

3425 7102 8139

B 1888 r. ¢panuy3 mapkus ae Buapu B 0JHON U3 CBOMX Hay4HBIX CTaTel, MOCBSAILICHHBIX
kpunrorpaduu, 0003HaunI Tpedeckor OykBoit X mo0yio OyKBY MMGPOBAHHOTO TEKCTA, TPEYECKOM
oykBoii I' moOyro OykBy raMmbl U CTPO4YHOM OYKBOH ¢ J00yI0 OyKBY OTKpbITOro tekcra. OH, 1o
CYTH, 00Ka3aJl, 4To anredpanyeckas Gpopmyina

X =(c+T)mod 26 1)

BOCIPOM3BOAMT 3amndpoBaHue no Buxkenepy npu 3amene OykB andaBuTa 4rciaMu COTJIAaCHO

clenyromen Taomie:

[A|B|CIDJEJF[G[H[I]J[K|L[M]
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0]1]2]3]4]5]6]7]8]9]10]11]12]

NIOIPIQIR|S|T|U|V|W|X|Y|Z
13]14]15]16|17]18]19|20]21|22|23|24|25

Tem cambIM ObLiTa 3aJ10KeHa anreOpanyeckas OCHOBA JUIs MCClIeJOBaHUs MU(POB 3aMEHbI TUTIA
mdpa Buxenepa. Mcnonb3ys ypaBHeHHE MH(PPOBAHUS, MOKHO OBLIO OTKA3aThCS OT FPOMO3IAKOM
Tabymibl Bukenepa.

[To3sxe 103yHroBasi raMMa cTajia MpOU3BOJILHON MOCIEI0BATEIBHOCTHIO, a NP ¢ ypaBHEHUEM
mudpoBanus (1) ctan Ha3bIBATHCS WUDPOM 2AMMUPOBAHUSL.

Eme omnum wu3BecTHbIM Kpunrorpadgom Ttoro BpemeHu Obul rosanaen Kepkroddce. Ero
oJIHBIM MeHeM ObuTo JKau-BunsrensM-I'yoept-Bukrop-®Opancya-Anexkcanap-Orioct Kepkrodde
BaH HpioBeHro¢. PasHOCTOpOHHMI YUEHBIi, MPETOAaBaBIINi 6 WHOCTPAHHBIX S3BIKOB, HCTOPHUIO U
MaTeMaThKy, OH B Bo3pacte 47 ner Hanucan kuury "Boennas xpuntorpadus" B Hei
chopMyITUpOBaHbI 6 KOHKPETHBIX TpeOoBaHUH K mudpam, 1Ba U3 KOTOPHIX OTHOCSITCS K CTOMKOCTH
mudpoBaHus, a OCTAIBHBIE — K KCIUTyaTallMOHHBIM KadecTBaM. OmHO U3 HuX ("KOMITpOMETanus
CUCTEMBI HE JOJDKHA IPUUYMHATH HEYNO0OCTB KOppECHOHJeHTaM') CTallo Ha3blBaThCs "mpasuniom
Kepxeogghca". Cytb 3TOr0 mpaBuiia COCTOUT B TOM, YTO cmotkocms (WIH HAASKHOCTH) Imudpa
OTIpeIeNsIeTCS JIMIIb CEKPEeTHOCThbIO Kitoya. J[pyrumu ciioBamMu, OlleHKa KadecTBa Imudpa (Ha
OCHOBE HEKOTOPOro IH(POBAHHOIO TEKCTAa) AOHKHA IMPOBOAMUTHCA IPU YCIOBHUM, YTO O JAHHOM
mQpe U3BECTHO BCE, KPOME MCIIOIB30BAaHHOTO KITIOYa.

XX Bek "npocnaBuics” IByMs MUPOBBIMU BOIHAMU. DTH BOMHBI OCTaBUJIM CBOW OTIIEYATOK Ha
BCEX Ipoleccax, MPOUCXOAMUBIINX B yenoBeyeckoM obmiectBe. OHM HE MOIUIM HE CKa3aThCs U Ha
Pa3BUTHH KPUNITOTpapUH.

B nepuon nepBoii MUpOBOI BOMHBI B KayeCTBE IMOJIEBBIX IIU(POB HIMPOKO HCIIOJIB30BAIUCH
pyuyHble MIUQPBI, B MEPBYIO OUYepeAbIIU(PHl MEPECTAHOBKU C PA3IUYHBIMU YCIOKHEHUSMHU. DTO
ObUIN 6epmuUKaibHble NepecmaHo8KU, YCIOXKHEHHbIE MEePEeKOJUPOBKON HCXOAHOTO andaBuTa, a
TaKKe 080LIHble BePMUKAIbHbLE NEePEeCTNAHOBKUL.

[lepBast MupoBasi BoifHa SIBUJIaCh IMOBOPOTHBIM ITYHKTOM B MCTOPUHM KpUNTOTpaduu: €ciu 10
BOIHBI Kpunrorpadusi npejacrasisiiga co0oil AOCTATOYHO Y3Kyl0 00JacTh, TO IMOCJE BOWHBI OHa
cTaja IIMPOKUM IOJIeM JAedTelnbHOCTH. [IpruunHa 3TOro cocrosia B HEOOBIYaliHOM pocTe o0beMa
mudprepenucky, nepegaBaeMoil Mo pa3IMyHbIM KaHanaM cBs3H. KpunroaHanus cran BakHEHIINM
AJIEMEHTOM Pa3BENIKH.

[Iporpecc »aToli oOmactu KpunTorpaduu XapakTEpPU30BaJICId W HU3MEHEHHSMH B CaMOM
KpHUNTOaHAJIM3e. JTa HayKa Mepepociia METOJIbl MHIUBUAYAIbHONW paboThl KPUNTOAHAIUTHKA HaJl

KpHHTOFpaMMOﬁ. Cucremsnl CCerTHOI‘;I CBiA3H TICpCCTAIU OBITh HACTOJIBKO MAJIOYMCICHHBIMH H
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OJIHOPOJHBIMH, YTO OJMH CIIELUAIUCT MOT OBJIAaJETh BCEMH CHELUAIN3ALMUIMU. XapaKTep UCIOJIb-
3yeMbIX MMHU(PPOB NOTPeOOBaN A UX BCKPBITHUS CKPYIYJIE3HOTO aHAIM3a IEPENHCKU, IOHCKa
CUTyalul, OJaronpusTCTBYIOIIMX YCHEIIHOMY KPUNTOAHAJIM3y, 3HAHUS COOTBETCTBYIOLIEH
oOctanoBku. Kpome Toro, kpunroanaius3 o0oratuics OOJBIIMM OIBITOM HCIOJB30BAHUS B TOJIbI
BOMHBI OMIMOOK HEOTBITHBIX WJIM JICHUBBIX HH(poBanbiiukoB. Eme @®. Bskon mwmcam, uro "B
pe3yJibTaTe HEIOBKOCTH U HEMCKYCHOCTH T€X PYK, U€pe3 KOTOPbIE IPOXOIAT BENUYANIINE CEKPETHI,
ATH CEKPEThl BO MHOTHX CITydasiX OKa3bIBAIKCh 0OecrieueHHbIMU cirabeimumu mmdpamu’ [Kah67|
OTOT MeYallbHBI ONBIT HpHUBE K HEOOXOIMMOCTH BBEIEHUS CTPOTON AMCLUMILIUHBI CPEIu
1 (ppOBATIBIIUKOB.

HecMmotps Ha yka3aHHbIE IIOCIEICTBUS, IEpBasi MUPOBasl BOIIHA HE NOPOJMiIa HUKAKUX HOBBIX
Hay4yHBIX HJed B kpunrtorpaguu. HaoGopoT, MOJTHOCTHIO MCYepHaid CBOM BO3MOXKHOCTH PYYHOE
mgpoBaHue, C OJHOM CTOPOHBI, U TEXHUUECKas CTOpPOHA KPUMNTOAHAIN3a, COCTOSABILAS B MOJCUETE
4acTOT BCTPEYAEMOCTH 3HAKOB, C JPYTOM.

B TtoT mepuox mnposiBUIMCH TaJaHTBl LEJNOTO psiia CTaBUIMX BIIOCIEICTBUU H3BECTHBIMHU
kpuntorpados. B ux uucne 611 ['O. SApamu, koTopsiit Bckope nocie oobasnenus CLIA BoitHbI B
1917 r. y6eoun BoeHHOE MUHUCTEPCTBO B HEOOXOIUMOCTH CO3JaHUSI KPUNTOrpahUUIECKOMN CITy>KOBI.
B 27 ner on ObIT Ha3HAaYEH HA4YATBHUKOM Kpunrorpadudeckoro oraena (MI-8) pazBeaku BoeHHOTO
MuHHCcTepcTBa. [Ipu otaene ObUI0 CO3AaHO Y4eOHOE OTIENICHHE 110 TOATOTOBKE KPUITOAHATUTUKOB
s amepukanckoir apmuu. Otnen MI-8 goOwmiics OoibpmMX ycrmexoB B AemU(POBAHUH
JUIJIOMAaTHYECKOW MEepenucKd MHOTUX pa3BUTHIX cTpaH. B 1919 r. otaen Obl1 mpeoOpa3oBaH B
"gepHbIl KaOMHET" ¢ COBMECTHBIM (PMHAHCUPOBAHHWEM OT BOEHHOTO MMHHCTEPCTBA U Trocjenapra-
MeHTa B 00beMe 100 Thic. nomnapoB B roa OnHOM M3 INIaBHBIX 337ad "uepHOro kabuHera'" OBLIO
PacKpbITUE ATNOHCKUX KOJOB, HEKOTOPBIE U3 KOTOPBIX COAEPkAIN 10 25 ThICAY KOJOBBIX BEIUYMH.
B nepuog ¢ 1917 r. mo 1929 r. cneunanucram "depHoro kabunera" ynanock aemudpoBars Oosee
45 ThICAY KPUNTOIPaMM PA3JIMYHBIX CTPaH, B TOM 4ucie U AnoHus.

Apnu, sxenast ynpouuTh yCIEXH, MOArOTOBWI AokianHyro 3anucky llpesmpenty CIHA o
Mepax MO YKpelJIeHHI0 cBoel ciykObl. OJHaKo cTaBUIMi B TO BpeMs ['oCynapCTBEHHBIM CeKpe-
tapeM . CTUMCOH ObUI IIOKHPOBAH, Y3HAB O CYIIECTBOBAHUH '"UepHOTO KaOMHETa", U MOJTHOCTHIO
OCYIWJI €ro AesaTeNbHOCTh EMy mpuHammexuT 3HameHuTas ¢pasa: "J[KEHTIbBMEHBI HE YUTAIOT
nucem Apyr apyra". @uHaHcupoBaHHe "YepHOro KabuHeTa" ObUIO MpeKpalieHo, U Apaiu Tuimics
pabotbl OH HamMcan KHUTY "AMepUKaHCKMH YepHBIi kaOuHeT", B KOTOPOW paccka3al O MHOTHX
ycnexax no jpemudposanuto. Kaura Obiia u31ana OOIbIIMMEU TUPaKaMH B psijie CTpaH U POHU3BeIa
addext pazopaBmieiics OomObl. [lozke oH Hamucan KHuUTY "SMOHCKHME AWIIIIOMAaTHYECKUE
CeKpeThl'", B KOTOPOH MPUBOIMINCH MHOTHE SITOHCKHE TeJerpaMMbl. PyKomuch 3ToW KHUTH ObLIa

KOH(HCKOBaHa 10 pemieHuto cyaa. [locnennne ronpl )Ku3HNA Spamy He 3aHUMANICs KpunTorpaduei.
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O ymep B 1958 1. 11 ObIT HOXOPOHEH ¢ BOMHCKMMU MOYECTSMHU Ha APIIMHITOHCKOM HAallMOHAJIHHOM
knaaouiie. B Hekposiore oH ObUT Ha3BaH "OTIIOM aMEePUKAaHCKON KpunTorpadun'.

3HAUYMTENbHBIN yCIIeX B KpUNTOrpaduu CBsI3aH C elie oAHUM aMmepukaHiieM — ['. Bepaamom. B
1917 1. oH, Oyny4n COTPYIHUKOM TenerpadHON KOMIAHWHU, MPEIIOKUT UIICH0 aBTOMAaTHYECKOTO
mdpoBanus TenerpadHbx coodmenuit. Peus 1mia o cBoeoOpa3HOM HAJIOKEHUU TaMMBI Ha 3HAKH
andasuTa, NpEACTaBICHHBIE B COOTBETCTBUU C TEJNETAUNHBIM KOAOM bomo mNSATH3HAYHBIMU
"UMITY IbCHBIMHE KOMOUHaIusaMu'"'. Hanmpumep, OykBa a npeacTaBisuiach KomOuHamuen (++———), a
koMOuHamums (+ + — + + ) mpeacTaBisia CUMBOJ mepexoaa oT OykB K nudpam. Ha OymakHoi
JICHTE, UCIIOJIb3YyEeMOM MPpHU padoTe TeneTaina, 3Haky "+'" 0TBEe4ano HaTu4YKue OTBEpCTas, a 3Haky "—"
— ero oTcyrcTBue. [Ipu CUNTHIBAHUU C JIEHTHI METATUNYECKUE IIYIBI TPOXOIUIN YEPE3 OTBEPCTHS,
3aMBIKaJIH 3JEKTPUUECKYIO IIENb U TEM CaMbIM MOCHUIATH B JIMHUIO UMITYJIBC TOKA.

BepHam mpennoXui 3MeKTPOMEXaHUYECKH MOKOOPAUHATHO CKJIAbIBaTh "HMITYJIbCH" 3HAKOB
OTKPBITOTO TEKCTa ¢ UMIMYJIbCaMU' raMMBbI, IPEABAPUTEIILHO HAHECEHHBIMU Ha JIeHTY. CloxeHue
npoBoaWiiock "mo moaymo 2 ". Mmeercs B Bumy, uro eciau "+" oroxaectButh ¢ 1, a "-" ¢ 0, TO

CJIO)KEHHE OTIPEeINIeTCsl ABOUYHOM aprU(PMETHKOMN:

+ 01
0[0]1
1110

Hamnpumep, Hanoxenue Ha 3HaK OTKpbITOoro Tekcra (11001) 3naka rammer (01111) maBano 3Hak
mmdprekcra (10110). [Ipu pacmmdpoBanun Hy>KHO ObUIO TPOU3BECTHU TY K€ OMEPAIUIO CO 3HAKOM
mmgprekcra: (10110) & (01111) = (11001).

BepHam ckoHCTpyHpOBa U YCTPONCTBO JUIsl TAKOTO CIIOKEHHUS. 3aMeuaTesIbHO TO, YTO MPOLIECC
MUQPPOBAaHUS OKA3bIBAICA TIOJHOCTHIO aBTOMATH3UPOBAHHBIM, B TIPEUIOKCHHOH CXeMe WC-
kmoyancs  mudpoBanbumk. Kpome TOro, okasplBalMCh CIUTBIMH  BOEIWHO  IPOIECCHI
g poBaHusi-pacundpoBaHus U MEpeadyn 1Mo KaHamy cBs3u. TeMm caMbIM Hapsy ¢ TPaAUIIMOHHON
CXEMOH npedeapumenvho2o wugposanus, KOrAa IO KaHAy NepelaeTcss IpelBapUTEeIbHO
3amu@poBaHHOE COOOIIEHUE, TTOJIOKEHO HAYAIIO JUHEUHOMY WUUDPOBAHUIO.

B 1918 r. nBa KOMILIEKTa COOTBETCTBYIOIICH ammaparypbl ObLIM M3TOTOBIEHBI M WCIBITAHBI.
VcnpiTanus nanu moJ0KUTENbHbIE pe3ylbTaThl. EMMHCTBEHHOE HEYIOBIETBOPEHUE CIIEIIHATHCTOB-
Kpunrorpados ObBUIO CBsI3aHO ¢ rTaMMOH. [lero B TOM, 4TO MepBOHAYaIbHO raMMa Oblla HaHECEeHa
Ha JICHTY, CKJIECHHYIO B KOJIbIIO. HecMOTps Ha TO, 4TO 3HAaKM raMMbl Ha JICHTE BHIOMPAIINCH
CIIy9aifHO, TpW 3amMu(POBAHUH JUTHHHBIX COOONICHWH ramMma peTryJIIpHO IOBTOPSIIACh. ITOT
HEJOCTAaTOK TaK e OTUETIIMBO OCO3HABaJCs, Kak M i mudpa BrxkeHepa. Yike Torma Xoporio
MOHUMAJIM, YTO TOBTOPHOE HCIOJIIb30BAHWE TaMMbl HEJOMYCTHMO Ja)ke B Tpeaenax OJHOTO
cooOmieHnsi. Xotsa caM BepHam He ObUT MaTeMaTHKOM, OH, MOXXET M HEOCO3HAaHHO, IpejyIarai

OAHOKPATHOC HCIIOJIb30BAHUC T'aMMBI. IToneITKH YAJIUHUTE TaMMy IIPUBOJUIIN K Hey2106CTBaM B
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paboTe ¢ ATUHHBIM KOJBIIOM. Toraa ObLT MpeIokKEeH BapUAHT C IBYMsI JICHTaMH, OJTHA U3 KOTOPBIX
mudpoBana Apyryro, B pe3ylbTaTe 4ero mojydaaach raMMma, UMEIoNas JIUHY MepUoia, PaBHYIO
MIPOU3BEICHHUIO JTMH UCXOHBIX MIEPUOJIOB.

Hecmotps Ha TO, uTO wiugp Bepnama obnaman UENbIM pSIOM JOCTOMHCTB, OH HE IMOJIYYHII
LIMPOKOTO pacnpocTpaHeHus. TpyaHOCTH, CBSI3aHHBIE C U3TOTOBIEHUEM, PACCBUIKON U yYETOM HC-
MOJIb30BaHHOM T'aMMBI, OCOOCHHO B YCJIOBHSIX BOCHHOW CBSI3M, IPU Iepenade OOJbIINX 00BHEMOB
cooO1IeHu, cTany HenpeogoauMbeiMu. Bennomuunu o mudpe Bepuama numb Hakanyne || mupoBoit
BOWHBI.

[Toutn monmoBuHa XX B. ObLIa CBSA3aHA C UCHOJIB30BAHUEM KOIECHBIX wu@dpamopos. Paznnanbie
UX KOHCTPYKLMHU OBLIM 3allaTEHTOBAHBI MPUMEPHO B OJHO U TO k€ Bpems (B mepuon 1917 — 1919
IT.) B pa3HbIX cTpaHax: amepukanueM J. X. Xebepnowm, romnanainem X. @. Koxowm, Hemiem A.
lepbuycom u mBenom A. I'. lammom.

UepTeku cBOSH CXeMBI Ha OCHOBE wu@pyrouje2o oucka XeoepH npencrasui B 1917 1., u yxe B
CJIEYIOIEM TOoJy ObLI MOCTPOEH NEPBBIM MUCKOBBIA ammapar, MoJyduBIIHi omodbpenne BMC
CILIA. B 1921 r. Xebepn ocnoBain nepyto B CILIA koMmaHuio 1Mo MpoOU3BOJACTBY MIM(PMAIINH,
KOTOPYIO Uepe3 JAeCATH JIeT k1ajl OeccilaBHbIA KOHEI, CBI3aHHBIN ¢ ((MHAHCOBBIMU TPYIHOCTSIMHU.

Uro npencrarisut coboit mudpyrommii quck? Koprryc nucka (MMEBIIEro pa3Mepbl XOKKSHHON
maiiobl) COCTOSI M3 M3OJSALMOHHOTO MaTepuaia, HalmpuMmep TBepAoW pe3uHbl. [lo oKpyKHOCTAM
KOKIOW U3 €ro CTOpoH ObUIM BMOHTHPOBAHBI HAa PAaBHOM pPACCTOSHUU Jpyr OT Jpyra 26
ANEKTPUYECKUX KOHTaKTOB (cM. puc. 1.3.). Kaxnplii KOHTaKT ObLT COETUHEH BHYTPH KOpIyca C
HEKOTOPBIM KOHTAKTOM Ha JIpyroil cropoHe. KOHTaKTbl Ha 6x00HOU cmopoHe TPECTABIAIN OYKBBI

OTKPBITOTO TEKCTA, KOHTAKTHI HA 8bIXOOHOU CMOpOHe — OYKBBI MU(PPTEKCTA.

Pucynoxk 1.3. udpyromuii tuck

ZII/ICK YCTaHABJIMBAJICA Ha OCH MCXKAY ABYMA HCIOABHWXHBIMU IIJIACTUHAMH (])036}’}11{61]1/11/{),

KaxXzaasds H3 KOTOPBIX TaKXKeE Oblla H3TOTOBJICHA W3 HN30JIATOpa MW HUMEJIa 26 KOHTAaKTOB,
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COOTBETCTBYIOILIMX PACIOJIOXKEHUI KOHTAaKTOB Ha JucKe. KOHTakThl BXOJHOW PpO3ETKU
COEUHSUINCHh C KIJIABUATypOll NUIIYLIEW MAIIMHKH, Ie4aTalolled OYyKBBI OTKPBITOIO TEKCTa.
KOHTaKTBI BBIXOJHOH PO3ETKU COEIUHSUIUCH C BBIXOJHBIM YCTPOMCTBOM, YyKa3bIBarOIUM OYKBbI
mudpTeKCcTa, HAIPUMEp, € OMOLIbIO Jamnodek. [Ipu pukcupoBaHHOM YIJIOBOM MOJIOKEHUU JTUCKA
NEKTPUYECKUE IIENH, COEIUHSIOIINE BXOJHBIE M BBIXOJIHBIE KOHTAKThl, PEAJIN30BBIBAIM OIHO-
andasuTHylo 3ameHy. Ilpm moBopore ke aucka (Ha yriusl 27k/26) cxema peanu3oBbIBaNA
MHOTOaI(aBUTHYIO 3aMeHY (C 26 TPOCTHIMH 3aMEHAMH).

PsanoM ¢ OogHMM IUCKOM MOKHO OBIJIO YCTAaHOBMTb W JApyrue AUCKU. Tem cambiM cxema
TOKOIPOXOXKJIEHUS YUIMHAJNACh W YHUCIO BO3MOXKHBIX IIPOCTBIX 3aMEH, Ppealu3yeMbIX
MHOT'OJTUCKOBOM CXEMOHM 3HAYUTEIbHO Bo3pacTtaio. Ilpu aBwkeHMH K IMCKOB 1O MPOCTEHIICH
CXeME€ OJOMETpa IIOJy4ajcs IEepUuOoJ, pPaBHBIN 26", KOTOPBIi MOXHO OBIIO  ClenaTth
aCTPOHOMUYECKUM YHCIIOM.

[TonoGHble MmM(ppPMAIINHEL OOCIYKUBAJIW 3HAYUTEIBHYIO YacThb JIMHUNA CBSI3UM BBICILIETO
xomangoBanus BMC CIIA, saunnas ¢ 20-X TooB.

X. ®@. Kox mpennarain KOHCTPYKLMIO IU(PYIOLUIEro AMCKA, B KOTOPOM pOJIb 3JIEKTPUUYECTBA
BBITOJIHSAIA ITHEBMATHKA. Peub MIET 0 KaHajaxX, COSAMHSAIOIINX BXOJHBIE U BBIXOJHBIE KOHTAKTHI,
[0 KOTOPBIM MOXKET MPOXOJUTh MOTOK BO3JlyXa, BOJHAS WU MacisHas CTpys U T.1. JIF0OOIBITHO,
YTO IMOJ0OHBIE JUCKOBBIE CUCTEMBl Ha OCHOBE ITHEBMATHKU OBLIM peajibHO HM3TOTOBJEHBI U HC-
I10JIb30BAJIUCH HA ITPAKTHUKE.

[TpuHuun mu@pyromero IUcKa HCIONb30BAIM W IMQGpPMAIIUHBL, pa3zpaboTaHHble A.
[Hlep6uycom. Camolf 3HaMEHMTOM W3 HUX Obula "Onuema”, xoTOpas B JABYX OTHOILEHHSX
OTJIMYaJIach OT JIPYTUX JAMCKOBBIX MalliuH. Bo-mepBbIX, mocie 6j0ka AUCKOB ObLIa pacroyiokeHa
HENOJIBWXKHAsL oOpamumas po3emkd, KOHTAKThl KOTOPOH ObUIM IOMapHO COEAMHEHBI APYT C
npyrom. IMnynbsc Toka, MPUXOAMBIINN Ha 3TOT KOHTAKT, 3aBOPAYMBAJICS U BHOBb IIPOXOIUII Yepe3
OJIOK UCKOB B MPOTHUBOMOJIOKHOM HAaNpaBiIeHMHU. DTO JaBalo JBOMHOE HIM(pOBaHHE KaKIOU
OykBbl. [[pyras ocoOeHHOCTh "DHHIMBI" 3aKiIO4yaliach B HEPAaBHOMEPHOM JIBI)KEHUU JIHUCKOB,
KOTOpOE YNPaBJIsIOCh 3yOUaThIMU KOJIECAMHU.

B 1923 1. "OHurma" BeICTaBIsUIACh HA KOHTPECCE MEKYHAPOIHOTO MOYTOBOTO COK03a, OJTHAKO
3TO HE CMOCOOCTBOBAIO €€ KOMMEpPYECKOMY YCIIeXy: OHa HE pacKymanach. 3a JIeciaTh JieT ¢pupma
[lepOuyca, npou3BoauBLIasg "DHUTMY", HE MOTy4YMHIa NpuOsUIH U B 1934 1. OblTa TUKBUAMPOBAHA
U Iepeiaia CBOM akTUBbI Apyroit pupme. [locne npuxona k Biactu B ['epmanuu ['utiepa Hauanoch
CEpPhE3HOE TMEPEBOOPYNKEHHE APMHHM, U HEMEIKHE CIEIUAIUCThl COUIM "DHUTMY' JIOCTaTOYHO
yaoOHOW M HajexxHoW mudpMmaimuHoi. B noBoenHbit nmepuox u Bo Bpems |l MupoBoii BOWHHBI
"OHurma" mMpoKo Hcnosb3oBanack B repmanckoi apmur, BMC u BBC. Ona Oblia mopTaTuBHOM

(pa3mMepoM ¢ MHIIYIIYyI0 MalIMHKY), paboTana OoT OaTapeu, umena nepeBsHHbIH (ymsip. Ee
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Cephe3HBI HEIOCTATOK COCTOST B TOM, YTO OHa He Medarana MmudpTekcT (a umena JWIIb
3aroparoiuecs JIaMIIOYKH, OTBEYAIOIMe OyKBaM), U JJsl OBICTpOi paboThI TpeOOBAIOCH TPU WU
Jla’ke 4eThlpe ueloBeKa — JJIs 4YTeHUs M Habopa Ha KJIaBHAType TEKcTa COOOLICHHUs, AUKTOBKU
BBICBEUMBAIOILUXCSA OYKB HIM(PPTEKCTA U UX 3AIHCH.

C "Duurmoii" TecHedMM 00pa3oM CBsA3aH X0 MHOTHX coObITuii nepuona |l MupoBoii BOMHEI.
Jleno B TOM, 4TO OHA SIBJISIIACh MCTOYHMKOM LEHHEWIIMX CBEIEHHUH JUIS aHTJIUICKUX CHELCTyxO,
YUTABIIUX NepenucKy "DHuUrMel" (B pamkax onepayuu "Yiempa'). Ota uHbOpMaLHs CTOWIIA TaK
noporo, uro Y. Yepumnb noxeprBoBan ropogoM KoBeHTpu, Korza eMy CTal HM3BECTEH IUIAH
repMaHCKON 6OMOApIUPOBKH 3TOTO aHTIUICKOTO ropoaa. C "DHUTMOI" CBA3aHO TaKKe MOSBICHUE
IIEpBOM B MCTOPUU BBIYMCIUTENBHON MAIIMHBI, CKOHCTpyUpoBaHHON B 1942 r. mus mepebopa
KJIIOYEBBIX HJIEMEHTOB TpPYMIOH CHEHUaIUCTOB-KPUNITOrpadoB IMOJ PYKOBOJCTBOM H3BECTHOTO
Matematuka A. TrropuHra.

Eme onun mareHT Ha AMCKOBYIO MamnHy ObUT BeiiaH A. I'. Jlammy B 1919 1. YerpoiicTBo 3O
MalIuHbl ObUIO HACTOJILKO CIIOXKHBIM, YTO HUKOTAAa HEe OblIO peanu3oBaHo. Ho ero aBrop ocHoBamn
KOMIIAaHHIO IO NMPOU3BOACTBY MIM(PMAIIMH. KOTOpas BIOCIEACTBUU cTaja NpuoObuibHOW. Cpenu
BKJIQIUMKOB Kanurtaia Obmu O. HobGenb, muiemsHHuk 3HameHuToro A. HoGesns, u L. Xarenuw,
ynpasisitouil HerenoObiBatomied komnanueil opateeB HobGenelt B Poccun n Hekoropoe Bpems
ObIBIIMI reHepanbHbIM KoHCysoM llIBennu B Cankt-IlerepOypre. Jlo 1927 1. 3Ta KoMmaHus He
uMmena OospmIMX ycnexoB. VX mosiBaeHue Obulo cBA3aHO ¢ uMeHeM cbiHa 1. Xaremuna — b.
XarenuHa, poauBlierocs Ha KaBkasze, mnpoyduBiierocs Heckoiabko Jjer B IlerepOyprckom
YHUBEPCUTETE U MOITYUHMBIIETO MO3XKE TUIIJIOM HH)XKEeHepa-mexaHuka B LlIsenyu.

B 1925 r. b. Xarenuny yaanochb MOAEpHU3MPOBaTh OAHY M3 MamuH Jlamma, cHaOouB ee
KJIaBUATypO M MHIMKATOPHBIMU JaMIIOYKaMH, Kak y "OHUrMbI". DT0 Oblja Takke KOJIeCHas Ma-
IIMHA, paboTaromas, 0JHAK0, 10 MHOMY, YeM JIUCKOBbIE MAIUHBI, IPUHLIUITY. JTO ObLIa MallWHA
B-21. Ee pabota Obuta 0OCHOBaHa Ha MATPUYHOM KOMMYmamope, B KOTOPOM JIEKTPUUECKH U3MEHSI-
JIOCh COEJMHEHUE CTPOK U CTOJOLOB A HpeoOpa3oBaHUsi OYKBbI OTKPBITOTO TEKCTa B OYKBY
mudpTekcTa. ITH HW3MEHEHHs ONpeAeSUINCh TPYNION KIIIOUEBBIX KOJIEC, Ka)XJ0€ U3 KOTOPbIX
uMeNo 1Mo 0001y BBIBUHYTHIE WIM BJABHUHYTHIE wimugmei. Koneca uMmenu pasinyHble 4YHCIA
mTUPTOB, TaK YTO TEPHOJ MHOTroaa(aBUTHOTO mUdpa, PeaTH3yeMOoro MaIlWHON, OBUT paBeH
MPOM3BEJICHNIO Yncen MTU(TOB Ha Bcex konecax. B 1926 r. B. Xaremwn npemmoxwmr B-21
IIBEJICKOM apMuu, KOTopas c/iefiajia Ha Hee OOJIbIIOoi 3aKa3.

B 1927 r. b. Xarenun Bo3riaBui GuUpMy, BEIKYIIJICHHYIO ceMbel XarenuH. CBOIO CIIEAYIOIIYIO
ManHy B-211 oH cHabaun meyaTammuM YCTPOHCTBOM, pabOTaBLUIMM CO CKOPOCThIO 0k0i10 200

3HaKoB B MUHYTY. OHa Obl1a caMoii MOpTaTUBHOM Nevartarolet mudpmainton B 1934 r.
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B tom xe romy ¢paniysckuii reHmrtad 3akaszan b. XarenmuHy kKapMaHHYIO I€YaTarollyro
MaIlMHy, KOTOopas Moria Obl 0OCITY)KMBAaThCS OAHUM UEJIOBEKOM. Uepe3 HEKOTOpOoe BpeMs Takas
MaluHa Obuia u3rotopiaeHa. OHa peann3oBbIBaIa MIK(PP FAMMUPOBAHMS, IPUUYEM JUIsl BBIPAOOTKU
raMMbl ObLIa UCIIOJIB30BaHa UJEsl CyMMHUPYIOLIET0 YCTPOMCTBA, COCTOALIET0 U3 KOMOMHAIIMOHHBIX
JMHEEK, pACHOJOXKEHHbIX B IWIMHApPHYECKOM Oapabane. Ha nmuelikax psgamu Obun
pacmoJIokKeHbI TaK Ha3bIBaeMbIe pelimepsl. 1Ipu moBopoTe 6apabdana Ha 360° peiTepsl, BCTymas BO
B3aMMOJCHCTBUE C IPYIMMM IEMEHTAMHU CXEMBbI, MOIJIM BBIIBUIATh HEKOTOPBIC JIMHEHKU BIIEBO,
IIPUYEM YHUCIIO BBIIBUHYTHIX JIMHEEK U ONpPEAEssI0 3HaueHue 3Haka raMMbl (0T 0 10 25) B JaHHBIN
TakT mwudpoBanus. Bo B3aumozeiicTBue ¢ peiitepamu BCTyHalu INTH(THI, pacHoJOXKEHHbIE Ha
Kosiecax OJIOKa JMCKOB, COCTaBJISIOIIErO BTOPYIO OCHOBHYIO YacTh MallMHBL. Pa3mepsl u cxema
JBUKEHMSI JUCKOB 00eCTIeunBaId NEPUOA, TPUOIU3UTENLHO PaBHBIN 1,01-10°. Kax pacIoyoxeHue
peiTepoB, Tak U pacloNOKEeHUE MITU(TOB MOIJIO JIETKO MEHSTbCS, OHM SIBISINCH KJIFOUEBBIMU
asieMeHTaMu. OT0 Oblna Mammba C-36, ctaBmias BHOCIEACTBUM 3HaMeHUTOW. Ilo pasmepam oHna
Obula MeHbIe Tene(OHHOro ammaparta, Becujga BMeCTe ¢ (QYTIIpOM OKOJIO JBYX C IOJIOBHHOM
kujorpamMmoB. @panimys3sr cpazy ke cnenanu 3akaz Ha 5000 mamwmH. [lo3ngHee mammnHa ObLTa
CYLIECTBEHHO yCOBEpPILIEHCTBOBaHa, eto 3anHTepecoBauch B CILIA. B 1939 r. ona Obuia B3siTa Ha
Boopykenue apmuu CIIA. Tloxg BoeHHbIM HanMeHOBaHUEM M-209 oHa ncnob30BaIach B KAYECTBE
noyieBoro mudpa Ha npoTspkeHuH Beeil || mMupoBol BoWHBL Bcero Obuto MPOM3BEICHO OKOJIO
140000 takux mamuH. [lo3xe ¢pupma XarenuH crana MpoOU3BOAUTH HIMPOKO MU3BECTHBIE MAIIUHBI
C-48, C-52, T-55 u muorue apyrue. Cpenu 3aMeTHBIX UTYp B KpUnTorpaduu nepBoi MOJIOBUHBI
XX B. Bbengercs Y. @puamad, NOMYyYMBIIMN CEpbE3HbIE TEOPETUYECKHUE pe3yJbTaThl B
KPUNTOAHAJIM3€ M CTABIIMM H3BECTHBIM Ojarojaps CBOMM 3aciiyraM IO BCKPBITHIO BOEHHBIX
mdpoB Anonun u ['epmanum.

V. ®punman pomwics B 1891 r. B KumnneBe, B ceMbe MepeBOINKA, paOOTABIIETO B PYCCKOM
noutoBoM BegoMcTee. B 1892 r. ero cempsa smurpuposana B CHIA, rae orery cran 3aHMMAThCs
mBeiHpIMH  MamHaMHu. Y. @puaman B 1914 1. oxkoHumn KopHENbCKMH YHHUBEPCUTET IO
CHEeLUaIbHOCTH TeHeTuka. B roponme HMraka, rae mnpoxuBana ceMbd PpuamaHa, KpyIHBIA
ousHecmeH J[. ®abuaH umen coOCTBEHHbIE 1a00PaTOPUU M0 aKYCTHKE, TEHETHKE U KPUIITOTrpaduH.
Jlro6onbITHO, uTO Kpuntorpaduein [I. dabuan yBiekcs, MbITasCh AOKa3aTh, YTO aBTOPOM IbeC Y.
[lexcnupa sBusncs @. bokon.

B 1915 r. JI. ®abuan HaHs1 Ha paboTy B cBOE MoMecThe PuBepOIHK crieruanyucta o reHeTHKe.
WM cran V. @punman. Bekope oH yBnekcs kpunrorpadueii u nposiBui ceds B 3Tom nene. Yepes
HeKoTopoe Bpems Y. @puamaH yxe BO3IJaBisil B PuBepOsHKCKUX J1abopaTopusix JBa OTIeNa —

TeHETUKH U ITU(PPOB.
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[ToMuMmo KpunToaHanUTH4ECKOH padoThl Y. @puaMaH 3aHMMAJCS HpPENoJaBaHHEM B Kiacce,
COCTOSIBIIIEM M3 apMEHCKUX O(UIepOB, MPHUCIAHHBIX B PUBEPOIHK Ui M3ydeHUS] KPUITOTPAPHH.
Jlo 1918 r. uM OBLT MOATOTOBJIEH IIUKII U3 CEMH JICKITUH, BOCbMYIO OH HaIMcal MOCie BO3BPAIICHHUS
CO CIy’)KObl B KadecTBe JemM(poBajibIIMKa B aMEPUKAHCKMX 3KCIEIUIMOHHBIX cuiax (umwia |
MUpOBas BoiiHa). 3BecTHBIE Bce BMecTe Kak PusepOonkckue nyoruxayuu, STH paboOThl SBISIOTCS
CephE3HBIM BKJIAJIOM B TEOPETUYECKYIO KPUIITOTpaduio.

HauOonpmumii MHTEpEC ¢ TOYKH 3pEHMsI COBPEMEHHOM KpHUITOrpapuu NpeACTaBISIIOT JIEKIUN
"MeToapl pacKpbITUs IMHQPPOB C JITMHHOW CBA3HON rammoit" u "MHaeKke coBIajeHUs M ero mpume-
Henust B kpunrorpaduu" ([Fri20]). B mepBoii u3 HuX mpeaiaractcst OSCKIOUYEBON METOJ YTCHUS
IIPU UCIIOJIb30BAaHUHM HEPABHOBEPOSATHOM ramMmbl. Bo BTopoli n3naraercsi Tak Ha3biBaeMblid K-mecm,
MO3BOJISIOIININ BBIICHUTH, MOYKHO JIM OJIKCATh APYT MO APYroM JBe (Win 0ojiee) KpUIITOrPAMMBI
(MM OTPE3KH KPUIITOTPaMM) Tak, YTOObI OYKBBI B Ka)XIOH KOJIOHKE OKAa3aluCh Obl 3aIlIM(POBAHBI
OJINHAKOBBIMH 3HAKaMU TaMMBlI.

[ToctynuB B 1921 r. Ha ciayxOy B Bolicka cBsA3M, Y. @puIMaH YCHEIIHO NPUMEHSII CBOU
METOAbI JJIi BCKPBHITUS MallMHHBIX mu¢poB. Korga Obuia co3nana cimyx6a paanopasBenku, Y.
@puaMaH cran ee IJ1aBol U MPOJOJKUII CBOU pa3pabOTKH, caMOM 3HAYMMOM M3 KOTOPBIX ObLIO
BCKPBITHE SITIOHCKOH nypnyprot wiugpmawunsl. B 1929 1. oH cTan mmMpoKo U3BECTEH KaK OJIUH U3
BeAymux KpunrorpadoB mupa, xoraa "bpuraHckas >HUOMKIONEHs" TOMecTHia ero crathio "O
komax u mudpax". C OCHOBHBIMH pe3ynbTraTamMu Y. @DpuamaHa MOXKHO IO3HAKOMUTHCA B
yeTblpeXToOMHUKe "BoenHas kpunrorpadus".

Boigaromuecs pesynapTaThl B NPUMEHEHHMM MaTeMaTHMYECKHWX METO/J0B B KpUIITOrpapuu
npuHagiexxar Kmony [Hennony. K. IllenHon mnonyunmn oOpa3oBaHME IO 3JIEKTPOHUKE U
MaTeMaTHUKe B MHMUYMTaHCKOM YHUBEPCHUTETE, I'Ie€ U Haydal NPOSBIATh MHTEPEC K TEOPUH CBS3H U
teopur mudppoB. B 1940 r. oH mosmyumsn cremeHb JOKTOpa MO MaTeMaTHKE, B TEUYEHUE Troja
oOyuascs B [IpuHCTOHCKOM MHCTUTYTE YCOBEPILIEHCTBOBAHUS, MTOCIIE YETO OBbLI MPUHSAT Ha CIYXKOY
B maboparoputo kommanuu "Bell Telephone”.

K 1944 r. K. IllenHoH 3aBepmui pa3paboTKy Teopuu cekpeTHou cBsizu. B 1945 r. um Obin
MOJITOTOBJIEH CEKpeTHBIN Jokiaz "MaTtemaruueckas Teopusi kpumnrorpaduu", KOTopslii OblI pac-
cekpeueH B 1949 1.

B nannHoli pabote u3naraercs TEOpUS TaK HA3bIBAEMBIX CEKPEeMmHbIX CUCmeM, CIyXKallux
(bakTHuecku MaremMaTHyeckoi Mojenbto mudpos. [ToMuMo ocHOBHBIX anredpanyeckux (MM GyHK-
[IUOHAJIBHBIX) CBOMCTB MIM(POB, MOCTYIUPYEMBbIX B MOJEIH, MHOKECTBA COOOLICHUN U KIIOUeH
HAJEJNSAI0TCS COOTBETCTBYIOIIMMU ANpPUOPHBIMU BEPOSITHOCTHBIMU CBOMCTBAMH, UYTO MO3BOJISIET
¢dbopMann3oBaTh MHOTHE TOCTAaHOBKHM 3a7auy CHHTE3a M aHanu3a mudpoB. Tak, u cerogs mnpu

pa3paboTKe HOBBIX KJIACCOB MIM(POB IMHUPOKO UcHoib3yercs npuHuun lllenHona pacceusanus u
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nepeMewiusans, COCTOSIIIMA B HWCIONB30BAHMM TpU [MHUPPOBAHUUM MHOTUX UTeparuit
"pacceuBaromux" u "nepemenmBamux" NpeodpazoBaHUN.

Pazpaborannbie K. [lleHHOHOM KOHIETIIIUU meopemuueckol U npaKkmu4eckol cexpemHocmu
(MM CTOMKOCTH) MO3BOJIAIOT KOJIMYECTBEHHO OLEHUBATh KpUnTorpadguueckue kayectsa mudpoB u
IBITaTHCSI CTPOUTH B HEKOTOPOM CMBICIIE UOedlbHble UIH cosepuleHHble wugdpul. Moaenupyercs
TaKkK€ U SI3bIK OTKPBITBIX COOOIICHHWH. A HMMEHHO, NPEIaracTcsi pacCMaTpHBaTh S3BIK Kak
8EpOSIMHOCMHBILL Npoyecc, KOTOPBIM CO3[aeT IUCKPETHYIO MOCIEAO0BATEIbHOCTh CHMBOJIOB B
COOTBETCTBUH C HEKOTOPOIl BEPOATHOCTHOM CXEMOM.

[lenTpanpHoii B paborax K.IlleHHOHA SBIISETCS KOHUEHIUS U30bLIMOYHOU UHGOPMAYUL,
COJIEpIKaIIeiicss B TEKCTOBBIX COOOMICHMSX. VI30BITOUHOCTh O3HA4YaeT, YTO B COOOIICHUU
COJIEP>KUTCS OOJbIlIe CUMBOJIOB, YEM B IEHCTBUTEIBHOCTH TpeOyeTcs A epeadun coaepKaiieics
B HeM uH(popmanuu. HampumMep, Bcero b aecath aHrMickux cioB — the, of, and, to, a, in, that,
it, is, I — cocraBnstor Gosee 25% o0b6oro (aHrIUICKOro) TekcTa. JISTKO MOHSATH, YTO MX MOYKHO
U3BATh U3 TeKcTa 0e3 moTepu WHMOPMALUH, TaK KaK WX JISTKO BOCCTAHOBHUTH IO CMBICITY (MIJIH I1O
koHTekcTy). Daktnuecku K. IleHHOH mokaszan, 4ToO ycmexX KpUITOAHAIW3a OMPEAeNseTCs TEM,
HACKOJIbKO U30BITOYHOCTH, MMEIOIIASICS B COOOIICHHH, "MepeHOCUTCs" B IIHU(POBAHHBIA TEKCT.
Ecmu mmdpoBanue '"crupaer" W3OBITOYHOCTb, TO BOCCTAaHOBHTH TEKCT COOOLICHHS TIO
KPUINITOTPAMME CTAHOBHUTCS MPUHIIMITHAIBHO HEBO3MOKHO.

3anauy nemmdposanus K IlleHHoH paccMmaTpuBaeT Kak 3a/lady BBHIYMCICHUS allOCTEPHOPHBIX
3HaHUU MPOTHBHHUKA O MIK(dpe Mocie mepexBaTa KpUNTOrpaMMmbl. Jleno B TOM, 4TO BEPOSITHOCTH
COOOIIECHUH M KIIIOUEH COCTABJISIIOT alpUOPHBIC 3HAHMS NMPOTHUBHUKA, KOTOPHIMU OH PacIoJiaracT B
cooTBeTcTBUM ¢ nipaBuiioM Kepkrogdcea. [locne nepexsara KpunrorpaMmbl OH MOXKET (110 KpalHei
Mepe, B TPUHIMIE, TMOCKOJIbKY MHOXKECTBA COOOIIEHUWH U KIIOUeH KOHeuHbl) BBIYUCIUTH
aroCTEePUOPHBIE BEPOSATHOCTH BO3ZMOKHBIX KIFOUYEH U COOOIIEHUH, KOTOPBIE MOTJIH OBITh UCIIOJIB30-
BaHBl TIPU COCTABJICHHHM JIaHHOW KPUIITOTpaMMbl. BOT 3TH BEpPOSITHOCTH M COCTaBIISIOT
anoCcTepUOpHBIC 3HAHUS MPOTUBHKKA. C 3TOM TOUKU 3pEHHUS MOKAa3aTEICH CISTYIOIINI TpUMep.

[Tycte nns 3ammdpoBaHUs HOPMATUBHOTO aHTIIMHCKOTO SI3bIKA MPUMEHseTcs Mudp mpocToit
3aMEHBI, B KOTOPOM KaXKIbI U3 26! Kitoueit MOXKeT ObITh BBIOpaH ¢ paBHOU BepOSTHOCTHIO. [IycTh
MIPOTHBHUK 3HAET 00 MCTOYHHMKE COOOIIEHUHN JIMIIb TO, YTO OH CO3/Aa€T aHTIMHCKUMA TeKCT. Torma
aAIPUOPHBIMU BEPOSTHOCTIIMHU Pa3IUYIHBIX cooOmieHui u3 N OyKB SIBISIOTCS MX OTHOCUTEIHHBIC
9acTOTHl B HOPMAaTUBHOM TekcTe. Eciin e MpOoTUBHHK mepexBaTuil Kpuntorpammy u3 N OykB, TO
OH MOYET BBIUHUCIUTH YCIOBHBIE BEPOSATHOCTU OTKPBITHIX TEKCTOB M KIHOYEH, KOTOPHIE MOTYT
co3aaTh Takyro kpuntorpammy. Eciu N gocrarouno Benuko, ckaxem N = 50, To o6biuno umeercs
€IMHCTBEHHOE COOOlIeHHe (M €AMHCTBEHHBIM KII0Y) C YCJIOBHOH BEPOSTHOCTHIO, OJNM3KOM K

enuHuIe (3T0 — caMo cooOIleHue, MOJABEPrHyTOe HIM(POBAHUIO), B TO BpPeMs KaK BCe pyrue
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COOOIIEHUST UMEIOT CYMMAapHYIO BEPOSITHOCTh, ONM3KYI0 K Hym0. TakuMm oOpa3oM, UMeEeTcs, Io
CYILIECTBY, €AMHCTBEHHOE "perieHue" Takoil kpuntorpaMmmsbl. Jljis MeHbinnx 3HaueHuit N, ckaxkem
N = 10, o6biuno HAACTCS HECKOJIBKO Tap COOOIIEHUH U KITIOYeH, BEPOSITHOCTH KOTOPBIX CPABHUMBI
Ipyr € APYyroM, TO €CTh HET HU OJHOr0 COOOIIeHMs (M KJII04a) C BEpPOSTHOCTBHIO, OMU3KOH K
eauHuLe. B aToM citydae "perienue" KpunTorpaMMbl HEOJHO3HAYHO.

[Tousitue cosepwennou cexkpemunocmu K. llleHHOH ompexnensier TpeOOBaHHEM, YTOOBI
aroCTepUOPHbIE 3HAHUS MPOTUBHUKA B TOYHOCTH COBIAJAM OBl C ampUOPHBIMU 3HaHUSAMU. OH
MIPUBOJIUT MPUMEP COBepuieHH020 wugpa, KOTopbIM sBisiercss mudp Bepnama (co ciywaitHoi
paBHOBepOsATHOU rammoii). Ciieqyer MoA4epKHYTh, UTO BCE PACCYkICHUS O cToikocTH mmdpoB K.
[IleHHOH TPOBOAMT JIMIIb JJII OJHOW MOCTAHOBKHM 3a/add KPUITOAHAIM3a: KOIZA MPOTHUBHUK
pacrojaraeT JHIIb 00HOU Kpunmoepammou W TpeOdyeTcs HaWTH TeKCT cooOuieHus. [[ns apyrux
MIOCTaHOBOK 3aJ1a4 TPEOYIOTCS OTAENbHBIE UCCIIEIOBAHUS.

Teoperuueckoit Mepoit cekperHocTy (Wiu cTorkocTH) o K. IlleHHOHY siBIsieTCsl SHTpONMIHAS
XapaKTEPUCTHKA — HEONPeOeleHHOCHb WUdpa no omKpblmomy coobujeHuro, KoTopas u3Mepser (B
CTaTHUCTUYECKOM CMBICJIE), HAcKoibko "Ommska" cpedwsas kpuntorpamma u3 N OykB K
eAMHCTBeHHOMY "perienno". OH BRIBOIUT GOPMYIY JUIsl MPUOIMKEHHOTO BEIYUCICHHS] MUHUMAITh-
Horo N, mpu KOTOpOM HaxOoJIUTCsl eAMHCTBEHHOE "perieHue". Takas BelnuuuHa MoJIydnsia Ha3BaHUE
paccmosinusa eouncmeennocmuy. Oopmyna a8 pacCTOSHUS €AMHCTBEHHOCTH CBSI3bIBAET MEXIY
co00i1 HEONPEEIEHHOCTh MHUdpa MO OTKPHITOMY TEKCTY U U30BITOYHOCTH TeKCTa. UeM OONbIINM
OKa3bIBAaeTCsS PACCTOSHUE €AMHCTBEHHOCTH, TeM Ooiiee mmdp npuOIMKaeTcs K COBEPLICHHOMY
mmdpy, 111 KOTOporo (GopMalIbHO PACCTOSHUE €TUHCTBEHHOCTH PAaBHO 0.

Haxonen, K. IlleHHOH BBOAMUT MOHSATUE pabouell xapakmepucmuku Mudpa, MOAXOIAT K
MIPaKTUYECKON OIleHKe cTOMKOCTH. OH (OpMyNIHpyeT TaKKe OCHOBHbIE KPUTEPUN OLIEHKU KauecTBa
CEKPETHBIX CUCTEM C MO3ULUHI MPAKTUKH UX HCIIOIb30BaHUS.

Kak Buaum, K. [lleHHOHY ynanoch pemuTh (yHIaMEHTaJIbHbIE MPOOJIEMBI B TEOPETUUYECKON
kpunrorpaguu. Ero pa®otsl ctumynupoBagu OypHBIH POCT Hay4yHBIX MCCIIEAOBAaHUM 1O TEOpUHU
nH(pOpMaLIUU U KPUIITOTpapuu.

B pabotax K. llleHHOHa 1O MCClIETOBaHUIO CBOMCTB SI3bIKa Ba)XKHYIO POJIb UIPAET BEIMYMHA
yaenbHOM 3HTponuu H Ha OyKBY TeKCTa, APYTUMH CIOBAMH, CpEIHEE KOJIMYECTBO MH(pOpMAINY,
nepeaaBaeMoil  OyKBOM OTKpHITOro TeKkcTa. I[IpennokeHHbI MM METOJl SKCHEPUMEHTOB C
yrajgplBaHUEM OYepeIHON OYKBBl aHTJIMHCKOrO TEKCTa IO MpeplayliuM OyKBaM oOKa3ajcs
Hed(p(EeKTUBHBIM TIpU  TONYYEHUH OLEHOK BEeNIWYUHBI H Juid  JOpyrux s3bIKOB. Merton
"orraneiBaHus" pa3Bui B cBoux padorax A. H. Koamoropos. JlocTaTo4HO TOYHBIE MPUOIMKEHUS

napamerpa H ans pycckoro u ¢pasiy3ckoro s3sikoB nonyuun b. b. [TnorpoBckuit. OH ykazan Ha
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CYILLIECTBCHHYIO PAa3HUILy MEXAY 3HauUCHUSIMU H Jisi TEKCTOB PA3IMYHOIO Xapakrepa (Jurepa-
TYPHBIX, JIEJIOBBIX, PA3rOBOPHOI peun).

[Tonsitne "konmuectBa uHMOpManuu", coaepikamieics B TekcTe, OasupoBaioch, 1o K.
lenHOHY, NUIIb HAa YAaCTOTHBIX XapaKTepuUcTUKax. B cBoux ¢yHmameHTanbHbIX padorax 60-x
rogoB A.H. KoamoropoB mopomien K ONpeNeNeHUI0 KOJMYeCTBa HWHGPOPMAIMU C YYETOM
CMbICI08020 COOEPHCAHUA TEKCTA, YTO TO3BOJHJIO YTOYHHUTH MPHOIMKEHHWE BENMYUHBI H IUis
JTUTEpaTypHBIX TekcToB. HeobOxommmo Takke oTMeTuTh, uTo eme 3anoinro no K. Illennona
YaCTOTHBIE XAPAKTEPUCTUKU S3bIKA HW3yyasl BBIAAIONIMICA pycckuil ydeHbli A. A. Mapkos.
CerogHss 4acTO HCHOJIB3YIOTCS TaK Ha3bIBAEMbIE MAPKOGCKUE MOOeau OTKPBITBIX TEKCTOB,
VYUTHIBAIOIINE 3aBUCIMOCTH OYKB TEKCTa OT MPEABLIYIIHX OYKB.

Cnenyromas crpanuna B ucTtopuu kpunrorpaguu XX B. TOCBsIIEHA TeIePOHHBIM
mdparopaM, KOoTopeie OblTH pa3paboranbl B 30-X rojaax M CTaad IIMPOKO HCIIOJIB30BATHCS BO
Bpems |l mupoBoil BoitHel. B Poccum paspaborka TenedonHOro mmdparopa Benach IO
pykoBojacTBoM B. A. KoTenbHHKOBA, CTAaBIIETO BIIOCIEACTBUHM aKaJIEMUKOM, YYEHBIM C MUPOBBIM
uMeHeM. EMy NpHHAIICKUT 3HAMEHHTAs meopema ouckpemuszayuu (WM meopema Omcuemos),
JIeXaIIasi B OCHOBE TCOPHH Yuhpoesoti 06pabomku CueHailos.

Unes tenedonnoro mmdparopa Obuta 3amarenroBana [I.X.Pomkepcom eme B 1881 r., crmycTs
IATh JIET mocie u3o0pereHus bemnom Tenedona. Maes cocrosuia B mepenade TeneOHHOTO
COOOIIIEHUsI MO HECKOJbKUM (B MPOCTEHIIeM clydae — IO JABYM) MLENsSIM MHOOYEepeAHBIMU
UMITyJICAMU B HEKOTOPOU OBICTPO M3MEHSIONIEHCS mocneaoBareabHocTu. [Ipennaranocs pasHectu
TakHe JIMHUM Ha 3HAYUTENIbHOE PacCTOSHUE JIPYT OT JApyra ¢ TeéM, YTOObl yCTPAaHUTh BO3ZMOKHOCTh
MOJIKJIIOUEHUS cpa3y KO BceM ofHoBpeMeHHo. [loaxiroueHne ke K OJHOM M3 HHUX IMO3BOJISUIO Obl
CIIBIIIATH JIMIIB OT/IENbHBIE HEPa300pUHBHIE CUTHAIIBI.

B Gonee mo3aHux pa3paboTkax mpenaraiich pa3ludyHble TPeoOpa3oBaHusl HEMOCPEACTBEHHO
camMoil pedd. 3BYKH peuu MpeoOpa3yroTcs TeaeOHOM B HENPEPHIBHBIN 3JEKTPUYECKHM CHUTHAI,
KOTOpBI C MOMOUIbIO COOTBETCTBYIOIIMX YCTPONCTB H3MEHsieTcs IHU(paToOpoM MO 3aKOHAM
anekTpudecTBa. K 4uciy BO3MOXKHBIX M3MEHEHHH OTHOCSTCS: UHBEpCUs, cCMeujeHue, U OelleHue
0uana3oHa 4acToT, UlyMO8ble MACKUPOBKU, 8peMeHHble NnepecmanHosKy YacTeil CUTHala, a Takxke
pa3nuyHble KOMOMHALIMK MEPEUNCIIeHHBIX MpeoOpa3zoBaHuil. EcTecTBeHHO, KaX/10€ U3 YKa3aHHBIX
peoOpa3oBaHU MPOU3BOIUTCS MOJ YIpPaBIEHUEM KII0Ya, KOTOPBIH MMEETCS y OTIpaBUTENs U
nony4arens. Hambosee mpocTto peanuszyeMbIM SIBISIIOCH TpeoOpa3oBaHue HHBepcuu. CroxHee
peann30BaIuCh BPEMEHHbIE EPECTAaHOBKHU. J[J11 MX OCYLIECTBIEHUS PEUEBOW CUTHAII B HEKOTOPHIM
MIPOMEXYTOK BPEMEHH MPEABAPUTEIHHO 3alHMChIBAICS HA MArHUTOPOHHOI JieHTe. 3anuch Aenuiach
Ha OTPE3KU JJIUTENBHOCTHIO B JOJMU CeKyHHA. OTpe3Ku C MOMOUIbI0 HECKOJbKMX MAarHUTHBIX

I'OJIOBOK pa3HOCUJIMCH U MEPEMEIINBAIMCE, B PEIYJIBTATC YETO B KaHAJIC CJBIIIATIACh XaO0THUYCCKaA
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MOCJIeI0BATEIbHOCTD 3BYKOB. VCIoib30Banace Takke ABMKYIIAsCsl MArHUTHAs TOJIOBKA, KOTOpasi B
3aBUCUMOCTH OT HAIPaBJICHUS JABIKEHHs CUMTHIBAJa CUTHAJIBI ObICTpee WM MeIUICHHEee, YeM OHU
ObUTM 3alKcaHbl Ha JIeHTe. B pe3ynbraTe TOH CUTHAJIOB CTAHOBWJICS BBIIIE WJIM HHKE OOBIYHOTO, B
KaHaje OBICTPO YepelOBaJIMCh BBHICOKHME M HU3KHE 3BYKH, HE BOCIpHHHMMaeMble yxoMm. Cremyer
OTMETHTh, YTO OJHOH M3 CaMBIX CIOXHBIX TNPOOJIEM, KOTOpPbIE BO3HUKAIM TPU pPa3paboTKe
TeneOHHBIX MUGPATOPOB, ObLIA npobIema Y3HA8aHUs BOCCTAHOBICHHOW IMOCIe paciiudpoBaHUS
peun.

B CIIA nepBbiii menegonnsiii wugpamop, non HazpanueMm A3, ObUT IPUHAT B SKCILUTyaTaIUIO
B 1937 r. UMeHnHO oH noctaBui npe3uaeHTy Py3Benbry m3Bectre o Hauyane |l MupoBoil BOIHBI
yrpom 1 centsOps 1939 r. mo BeIBOBY amepukaHckoro mocia B [lapmwke. A3 ocymiecTBisi
WHBEPCUIO U TIEPECTAaHOBKY 5 mojanuana3zoHoB yacToT. M3 3840 BO3MOXKHBIX KOMOWHAIIUN (5!-25)
(aKTUYECKU MCIOJIb30BAIKCH JIUIIE 6, KOTOpbIE MEHSUTUCh 36 pa3 3a kaxkasie 20 cexyna. CrabocTh
UCIOJIb3YEMOM KpUTITOrpaduiyi KOMIIEHCHPOBAJIACh PErYJISIPHBIM U3MEHEHHEM YacTOT Mepeayu.

B nacrosimee Bpemsi ananoroBasi TenedoHHUs ycTynaer mecto nudpoBoil temedonuun. Tem
caMbIM W  MHOTHE TEXHHYECKHe TpoOJeMbl, CBsI3aHHBIE C  KpUNTOrpadhuIecCKUMU
peoOpa3oBaHUAMU aHAIOTOBBIX CHUTHAJIOB, OTHAAAIOT 32 HEHagoOHOCThIO. Jleno B Tom, dYTO
oyugposanHvlll CUTHAIl SBISETCS JUCKPETHBIM M, CJIEIOBATEIIbHO, K HEMY MOXXHO MPHUMEHHUTH
XOpoIIo pa3paboTaHHYIO HAACKHYIO "TUCKPETHYIO Kpuntorpaduro".

Bo BrOpoii monoBuHe XX B.. BCieA 3a pa3BUTHEM JJIEMEHTHOH O0a3bl BBIYHCIUTEIBHOM
TEXHUKH, MOSIBUINCH JJ1eKMPOHHblE wu@dpamopsl, pa3padoTka KOTOPHIX MOTpedoBajla CEphe3HbIX
TEOPETUYECKUX HCCIEeOBAaHUH BO MHOTMX OOJAacTAX NPUKIAAHON M (yHIAMEHTaIbHOU
MaTeMaTHKH, B TIEPBYIO odepesb airedpe, TeOpUU BEPOSTHOCTEH M MaTEeMaTH4eCKOH CTaTHUCTHKE.
CeromHs WMEHHO DIIEKTPOHHBIE IMU(PPATOPHI COCTABIAIOT IMOJNABISIIOIIYIO JIONIO CPEICTB
mmdpoBanus. OHH YIOBIETBOPSIOT BCE BO3PACTAIONINM TPEOOBAHUSM IO HAJIE)KHOCTHA U CKOPOCTH
mudposanus. Ilporpecc B  pa3BUTUM  BBIYUCIUTENBHOM TEXHUKH CHENadl  BO3MOXKHBIMU
npocpammubie pearu3ayuy KpUnTorpapuyeckux alropuTMOB, KOTOPbIE BCE YBEPEHHEE BBHITECHSIOT
BO MHOTHX c(epax TpaaullMOHHbBIE alllapaTHBIE CPENICTRA.

B cemuzmecsaThIX TOIAX MPOW3ONILIO JBa COOBITHS, CEPbE3HO TMOBJIHMSBIINX Ha JajbHEUIICe
pasBuTHe Kpuntorpaduu. Bo-mepBbix, ObT HpUHAT (M OMyONUKOBaH!) TepBBIA cmaHnOoapm
wughposanus oannvix (DES), "neranmmzomaBmmii" npuanun Kepkropdcea B xpunrtorpaduu. Bo-
BTOPBIX, TOCIIEe paboOThl aMepukaHckux MatematukoB Y. Jludpdu u M. Xemnmmana [11] poauiacek
"HoBas kpuntorpadus’ — kpunmoepaghus ¢ omxpvimvim Kioyom. O0a ITUX COOBITUS ObUIH
POX/IeHBI TOTPEOHOCTAMH OYpPHO Pa3BUBAIOLIMXCS CPEJICTB KOMMYHUKALMH, B TOM YHCJIE JOKab-
HBIX W TJIOOAJBbHBIX KOMITBIOTEPHBIX CETeH, JUIsl 3alMThl KOTOPHIX MOTPEOOBAIMCH JIETKO

JOCTYIHbIE W JOCTAaTOYHO HaJAEXKHble Kpunrorpaduuyeckue cpencrsa. Kpumnrorpadus crana
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IIUPOKO BOCTPEOOBATHCSI HE TOJIHKO B BOCHHOM, JUIIIOMATHYECKOM, rOCyAapCcTBEHHOH cdepax, HO
Tak)Ke B KOMMEPUYECKOM, 0aHKOBCKOH U IPYruX cdepax.

Benen 3a wpeeit Judpdu wum  Xemimana, CBSA3aHHOM C TUIOTETHYECKUM TIOHITHEM
0OHOHANPABAEHHOU (UTU OOHOCMOPOHHEN) PYHKYUU ¢ ceKpemoM, TIOABIINCH "KaHAUAAT" Ha TaKylo
GbyHKIMIO U peanbHO ocymiecTBieHHas mudpcucrema RSA ¢ oTkpbIThIM KiF0UoM. Takast cucrema
Obuta mpeiokena B 1978 r Paiiectom, [llamupom u Agniemanom. [lapagokcanbHBIM Ka3alloch TO,
yTo B RSA st 3ammdpoBanus u pacmmdpoBaHUsT UCIIOIB3YIOTCS Pa3HbIC KIIFOYH, MPUYEM KITFOY
3amuppoBaHUsT MOXKET OBITh OMKpbIMbIM, TO €CThb BCceM HU3BecTHbIM. Bcenen 3a RSA mosiBuiics
LEeNBIA psJl APYTUX CHUCTEM. B CBSI3M ¢ HECHMMETPUYHBIM HCIOJIB30BAHUEM KITIOYEH CTal
UCIIOJIb30BAThCA TEPMHH ACUMMEMPUYHAs wugpcucmema, B TO BpeMs KaK TPaIUIHOHHBIC
MIU(PPCUCTEMBI CTAIH HA3BIBATHCS CUMMEMPUYHBIMU.

Hapsiny ¢ uaeeii otkpsitoro mudposanus Auddu u Xemnmmad npeioKuId WAL omKpblno2o
pacnpeodeineHus Kaoyetl, TIO3BOJSIONTYI0 H30aBUTHCS OT 3alIUIIICHHOTO KaHaja CBSI3H IPU PACCHUIKE
kpunrorpaguueckux Kiaro4ei. WX waes OCHOBBIBAJIACH HA CIIOKHOCTH PEHICHHS 3aJ1a4u
OUCKpPemHO020 Jlo2apugmuposarus, TO €CTh 3a7auu, BJSIONIecs 0OpaTHON Ui 3a/1a4y BO3BEACHUS
B CTETNICHb B KOHEYHOM I10JI€ OOJIBIIOrO MOPSIKA.

[To3BosiMM ceOe OCTAaHOBUTHCS B HAIIeM KPAaTKOM HCTOPUYECKOM 0030pe Ha 3TOM JTare
pa3BuTHS KpunTorpaduu, MOCKOJIBKY paccka3 O €€ COBPEMEHHBIX MpoOJIeMax U MPUIIOKEHHSIX

3acTaBUJI ObI HAC MNPUCTYIHUTD K U3JIOKCHUIKO OCHOBHOI'O COACPKaHUA KHUTHU.

1. KIACCUYECKHUE TN ®PbI

1.1.Teopusi ka1accuyecKux mudpos

OcHOBHbBIE XapaAKTEePUCTHKHN OTKPBITOr0 TEKCTA

Kpuntorpadust 3aHumaercs 3amuTOl COOOIICHUN, COAEpKAIIUXCS Ha HEKOTOPOM Mate-
puanbHOM Hocutene. IIpu 3ToM camMu coOOLIEHHS MPEICTAaBISIOT COOOH MOCIEeI0BATENIbHOCTH
3HAKOB (WU ¢106a) HEKOTOPOTO aigasuma. Pa3znuuaroT ecmecmeentvle andaBuThl, HATIPUMEp PyC-
CKUM WM aHTJIMUCKUHN, U cneyuanvHule andaBuThl (IUPPOBBIE, OYKBEHHO-IIU(POBHIE), HATTPUMED
JIBOWYHBIN andaBut, cocrosuuii 3 cuMBosioB 0 u 1. B cBoro ouepenp, ecTeCTBEHHbIE al(aBUTHI
TaK)Ke MOTYT OTIMYAThCSI IPYT OT APYyTa Ja)ke AJsl JAHHOTO S3bIKA.

AsndaBUTBI OTKPBITEIX COOOIIEHUHA

Haubonee mnpuBeluHbl OyKBeHHbIE aii)aBUTHI, HAlpUMEp PYCCKUW, aHTIMHCKUH U T. .
ITpuBenem cBeneHus o0 anpaBUTaxX HEKOTOPBIX €CTECTBEHHBIX €BPOINEHCKUX S3BIKOB.
[TonHblit pycckuit andaBuT cOCTOUT U3 33 OyKB:

ABBTJIEEX3UUKIMHOTNPCTY®XIYIIIIBBIEDIO S
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BwMmecTe ¢ TeM UCONB3YyIOTCS U COKpAIllEHHBIE pycckue andaBuThl, coaepxaniie 32, 31 wmm 30
6ykB. Mosxno otoxaectButh Oyksbl E u E, U u M, b u b. yacto ObIBaeT ymo6HO BKIIOUHTH B
as(haBUT 3HaK Ipolena MeXy CIOBaMH, B Ka4eCTBE KOTOPOTO MOXKHO B35Th, HAIIPUMEP, CUMBOJ “—

2

Anrnuiickuii andaBut coCTOUT U3 26 OYKB:

ABCDEFGHIJKLMNOPQRSTUVWXYZ

WNHorna ucmonb3yeTcsi COKpalleHHBIH 25-OyKBEeHHBINH alipaBUT, B KOTOPOM OTOKJIECTBIICHBI
OykBsI | 1 J.

JIro60TIBITHO OTMETUTBH, YTO MOJTUHE3NHCKUH sA3bIK CaMoa uMeeT andaBuT, CoIEpKaIIU BCEro
16 OykB, U3 KOTOpPBIX 0K0JO 60% — riacHbIX. B apaOCckoM si3bIKe U MUBPHUTE COTJIACHBIE BOOOIE HE
ucnob3yrorcsi. OHM OIYCKalOTCS B IIMCbMEHHOM TEKCTE M BOCCTAHABIIMBAIOTCS YHUTATEIEM II0
CMBICITY.

B BBUMCIUTENHHON TEXHUKE pacmnpocTpaHeHbl 128-OutoBbie u 256-OMTOBBIC an(aBHUTHI,
UCIOJIb3YIOUINE TPEACTABICHUE 3HAKOB aidaBUTa B BHUAE 7- WIM §-3HAUYHBIX JIBOMYHBIX
KOMOWHAIINH.

Haubonee m3Becren kox ASCII (American Standart Code for Information Interchange) —
aMEpPUKAHCKUI CTaHIAPTHBIA KO HHPOPMALIMOHHOTO OOMEHa.

BykBeHHBIH andaBuT, B KOTOPOM OYKBBI PACIOJIOKEHBI B UX €CTECTBEHHOM MOPSIKE, OOBIYHO
Ha3bIBAIOT HOPMANbHBIM alghasumom. B IpOTUBHOM ciiydae rOBOPAT O cMewiannvix angasumax. B
CBOIO OYepe]lb, CMELIaHHble anpaBUTHl JACNAT Ha cucmemamuyecku nepemeulannvie angasumol n
cayyaiinvie angasumoi. K nepBeIM OTHOCST ayipaBUTHI, OJyYEHHBbIE U3 HOPMAJIbHOTO Ha OCHOBE
HEKOTOpOro MpaBuja, KO BTOPbIM — aji(aBUThI, OYKBbI KOTOPBIX CIEAYIOT IPYr 3a JAPYromM B
XA0THUYECKOM (MJTH CIIy4aiiHOM) MOpSIJIKE.

CwMmernianHble andaBUTHl OOBIYHO HCHOJIB3YIOTCS B KayecTBE HMXKHEM CTPOKHU IMOJICTAHOBKH,
IpeicTaBistonie codoi kioy mudpa npocToit 3aMeHsbl. [l 3anoMruHaHus Kito4a (3To HaJexXHee,
yeM XpaHEHHE KJoya Ha HEKOTOpPOM HOCUTENE) TPUMEHSETCS HECIOoXKHas Ipoleaypa
nepeMeInBanms ajagaBuTa, HAIPUMEP, OCHOBAaHHAS HA KII0Ye80M ClOGe.

YacTOoTHBIE XapaKTEPUCTUKH TEKCTOBBIX COO6IHCHHI>'I

Kpunroananus mo0oro mmudpa HEBO3MOXKEH 0€3 ydera 0COOEHHOCTEH TEKCTOB COOOIICHUH,
nojanexamux mudposanuto. ' TyOMHHBIE 3aKOHOMEPHOCTH TEKCTOBBIX COOOIIEHUHN UCCIENYIOTCS B
Teopun nHpopmanuu. Haubonee BaskHON A5l KpunTorpaduu XapakTepUCTUKON TEKCTOB SIBIISIETCS
M30bITOYHOCTh TekcTa, BBeAeHHas K. IlleHHOHOM. MIMEHHO HM30BITOYHOCTH OTKPBITOTO TEKCTA,
MIPOHUKAIOIAs B IIM(PPTEKCT, SBISETCSI OCHOBHOM €i1a00CThIO MIKppa.

Bonee mpocThIMH XapaKTEPUCTUKAMHU TEKCTOB, UCTIOJIB3YEMbIMHA B KPHIITOAHAJIH3E, SIBISIOTCS

TaKhe XapaKTEPUCTHKH, KaK nosmopsemocms OyKB, map OYKB (6ucpamm) u BooOIe mM-ox (M-
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epamm), covemaemocms OyKB APYT C APYrOM, YepelOBaHUE TJIACHBIX U COTJIACHBIX U HEKOTOpHIE
apyrue. Takue XapakTepUCTHKH H3Y4alOTCS HAa OCHOBE SMIIMPHYECKUX HAONIOJEHUH TEKCTOB
JOCTaTOYHO OOJBIION JJIMHBI.

Jns  ycTaHOBJIEHHS CTaTHCTUYECKUX 3aKOHOMEpPHOCTEW MPOBOAMIACH OoJiblIasi —cepus
HKCIEPUMEHTOB 110 OLIEHKE BEPOSATHOCTEH MOSBICHHUS B OTKPHITOM TEKCTe (PUKCUPOBAHHBIX M-
rpaMM ([t HeOOJIBLIMX 3HAYCHUI M).

CyTb 5KCIIEPMMEHTOB COCTOMT B IIOJCYETE YMCEN BXOXKICHMH Kaxaod u3 N BO3MOMKHBIX M-
rpaMM B JIOCTAaTOYHO JJIMHHBIX OTKPBITBIX TeKcTax 7' =13 tp ... t), cocTaBneHHBIX U3 OYKB anaBuTa
{ai, az, ..., ay}. [Ipu 3TOM IPOCMATPUBAIOTCS TIOAPS UAYIIIHE M-TPAMMbI TEKCTA:

ittt ter, ot teme -2 T

Eciu 9 (ai1 aiz ... @im) — 4MCIIO TOSBICHUI M-TpaMMBI @iy diz ... dim B TekcTe T, a L — obmree
YHCIIO MOACUYUTAHHBIX M-TPaMM, TO OMBIT MOKA3bIBAET, YTO MPU JOCTATOYHO OONBIIMX L 9acTOTHI

l9(ailai2 "'aim ) (2)
L

JUIS TaHHOW M-TpaMMbl Majo OTJIMYAKOTCS JAPYT OT JApyra. B cuiay 3TOro OTHOCHUTEIBHYIO
gyactory (1.1) cumrtaror npubmmxenuem BeposTtHocTH P (aip aip ... aim) TMOSBICHUS JaHHOW M-
rpaMMBbl B CIIy4ailHO BBIODaHHOM MeCTe TeKcTa (Takoil MOAXOJ HPUHAT NPH CTATUCTHYECKOM
orpeieneHUN BeposTHOcTH). Hampumep, mpu m = 1 xopomiee NpuOIUKEHHE BEPOSTHOCTEH
MOSIBJICHUS OYKB JIOCTUTAaeTCs HA TEKCTaX JAJIMHBI B HECKOJIBKO THICSY OYKB.

Hekotopast pasHuma 3HaYeHHH 4YacTOT B MPUBOJUMBIX B Pa3IMYHBIX MCTOYHUKAX TaOJMIaxX
OOBSICHSIETCSI TEM OOCTOSATENBCTBOM, YTO YAaCTOTHI CYIIECTBEHHO 3aBHUCST HE TOJBKO OT JUIMHBI
TEKCTa, HO M OT €ro xapakrtepa. Tak, B TEXHHUECKHMX TEKCTax penkas OykBa ® MoxeT cTathb
JIOBOJILHO YacTOW B CBSI3U C YAacThIM HCIOJIb30BAHUEM TAaKUX CJIOB, KaK @yukyus, ougghepenyuan,
ougppysus, koagppuyuenm u T. 1.

Eme Oonbplie OTKIOHEHHS OT HOPMBI B 4YacTOT€ YHNOTpPEOJEHHsS OTHENIbHBIX OYKB
HaOJI0AAI0TCS B HEKOTOPBIX XYA0KECTBEHHBIX MPOU3BEAECHUSIX, 0COOEHHO B cTuxax. [lostomy mis
Ha/IeKHOT0 ONpe/IeIeHUs] CpeIHE 4acTOThl OYKBBI JKEIaTeIbHO UMETh HA0Op Pa3IMUHbIX TEKCTOB,
3aMMCTBOBAaHHBIX U3 Pa3IMYHBIX UCTOUYHUKOB. BMecTe ¢ Tem, Kak mpaBuiio, MoJo0HbIe OTKIOHEHUS
HE3HAYUTEINIbHBI, U B IEPBOM MPUOIMIKEHUN UMH MOKHO TIPEHEOPEUb.

B cBs13u ¢ 3TUM nog06HbIe TaOIHIIBI, HCIIOIB3YyEMbIE B KPUIITOTpaQyH, JOIKHBI COCTABISATHCS C
YUETOM Xapakmepa nepenucKiu.

Jns pycckoro si3bplka 4acToThl (B MOpsAJIKEe YOBIBaHMS) 3HAKOB aidaBuTa, B KOTOPOM

otoxaectsiensl E ¢ E, b ¢ ‘b, a Takxke uMeeTcs 3HaK npobena (—) MexKIy CIOBaMH.
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20 =

15

Puc. 1.4. lnarpamMmma 4acToT OYKB PYCCKOTO SI3bIKa

Mmeercss MHEMOHUYECKOE TPABMIIO 3alIOMUHAHMS JECATH HanOoJee 4acThIX OYKB PYCCKOTO
anasura. DOt OykBel. COCI13Bmstor Hemenoe cimoBo CEHOBAJIMTP. MoxHO Takke
MPEJIOKUTh aHAIOTUYHBIN CIOCO0 3allOMUHAHUS YaCThIX OYKB aHIJIMIICKOTO SI3bIKa, HampuMep, ¢
nomo1sro ciiosa TETRIS-HONDA.

YCTONYMBBIMH ~ SBIISIIOTCSI TAaK)KE€ YACTOTHBIC XapaKTEPUCTUKA OWTpaMM, TpPUTPaMM |
YETHIPEXTPAMM OCMBICIIEHHBIX TEKCTOB.

Xoporre TaOmUIbl K-rpaMM JIETKO MOJYYHTh, HCIOJB3YS TEKCThI 3JEKTPOHHBIX BEPCHi
MHOTHUX KHUT, cofepkamuxcs Ha CD-auckax.

g nonydeHuss Oojee TOUHBIX CBEACHUM OO OTKPBITBIX TEKCTax MOXHO CTPOUTH U
aHaIM3upoBaTh TaOMUIBI K-rpamm mpu K > 2, ogHako i y4eOHBIX Iieed BIIOJHE JOCTATOYHO
OrpaHUYHTHCS Ourpammamu. HepaBHOBEpOSTHOCTH K-rpamMMm (M Jake CJIOB) TECHO CBs3aHa C
XapaKTepHO OCOOCHHOCTHIO OTKPBITOIO TEKCTa — HaJIMYKMEM B HEM OOJIBLIOTO YUCIa MOBTOPEHHIMA
OTJIENIbHBIX (PParMEHTOB TEKCTa: KOPHEW, OKOHUaHUH, cypdukcoB, cioB u ¢pa3. Tak, s pycckoro
SI3bIKAa TAKUMH TTPUBBIYHBIMU ()parMEHTAMH SBIISTIOTCSI HANOOJIee YacThle OUTPaMMBI i TPUTPAMMBI:

CT, HO, EH, TO, HA, OB, HH, PA, BO, KO, CTO, EHO, HOB, TOB, OBO, OBA

[TonesHolt sBnsieTca HHGOPMAIHSL O COUETAEMOCTH OYKB, TO €CTh O MPEANOUYTUTENIBHBIX CBA3AX
OYKB APYT C IPYrom, KOTOPYIO JIETKO U3BJICUb U3 TAOIHUIl YACTOT OUTPaMM.

WNmeercst B Buay Tabnuia, B KOTOPOM ciieBa M clipaBa OT KaxJOW OYKBBI PACIIOJIOKEHbI
HauOoJiee MpeArnouTUTeNbHbIE “cocenn” (B MOpsiKe yObIBaHHS 4YacTOThl COOTBETCTBYIOUIMX OH-
rpamMm). B Takux Tabmuiax OOBIYHO YKa3bIBaeTCs TakKXKe 0 IJIACHBIX M COIJIaCHBIX OYKB (B
MPOLIEHTAX ), MPEIIECTBYIOMMX (MU CIIEAYIONINX 3a) JaHHOU OYyKBe.

[Ipu ananu3e coyeraeMocTH OyKB Jpyr € APYrOM CIEAyeT HWMETh B BHUIY 3aBHCHUMOCTh
MOsIBJIEHUsI OYKB B OTKPBITOM TEKCT€ OT 3HAYUTENBbHOTO 4HCia MNpeAecTBYIOMUX OykB. Jlms
aHaJIN3a 3TUX 3aKOHOMEPHOCTEH UCIIONIB3YIOT MIOHITHE YCA0GHOU GEPOAMHOCTIU.

Habmionenuss Hag OTKPBITHIMH TEKCTaMU ITOKa3bIBAIOT, YTO Il YCJIOBHBIX BEPOSTHOCTEH

BBIITOJIHAKOTCA HCPABCHCTBA

p (ain) = p (i1 / aip), p (ain / ai2) = p (air / aiz @is), ... .
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CucremMaTu4ecky BOIPOC O 3aBUCUMOCTH OYKB ajipaBUTa B OTKPHITOM TEKCTE OT MPEIBbIIYIINX
OyKB HCCIEOBAJICS M3BECTHBIM pycCKMM MareMaTukoM A. A. MapkoBeiM (1856 — 1922). On
JI0Ka3ajl, 4TO NOSABJICHUs OYKB B OTKPBITOM TEKCTE HEJb3sl CUNTATh HE3aBUCUMBIMHU JIPYT OT Ipyra.
B cBs3u ¢ atum A. A. MapkoBbIM OTMEY€Ha €lle OJHAa YCTOHYMBas 3aKOHOMEPHOCTb OTKPBITHIX
TEKCTOB, CBA3aHHAS C YepEJOBAHHEM IJIACHBIX U COTJIACHBIX OyKB. VM OBLIM MOACYMTAHBI YACTOTHI
BCTpEYaeMOCTH OurpamMm BHUja TjacHas-rTjiacHas (e, 2), riacHas-corjacHas (e, c¢), coryiacHas-
riacHas (¢, 2), cornacHas-cormacHas (¢, ¢) B pyccKOM TeKcTe JHHOM B 10° 3HAKOB.

W3 3T0i Tabmuipl BUAHO, YTO Ul PYCCKOIO S3bIKa XapaKTEPHO YepeloBaHHE IJIACHBIX U
COTJIACHBIX, IPUYEM OTHOCHUTENBbHBIE YaCTOTHI MOTYT CIIY)KUTh PUOIMKEHUSIMH COOTBETCTBYIOIINX
YCIIOBHBIX U 0€3YCIIOBHBIX BEPOSITHOCTEH:

p (r/c) = 0,663, p (c/r)=0,872

p (r) ~ 0,432, p (c) =~ 0,568.

[Tocne A. A. MapkoBa 3aBUCUMOCTb IIOSIBJIEHHUS OYKB TEKCTa BCJIEJ 32 HECKOJbKHUMU
OpebIAYIIUMU uccnenoBan Merogamu teopuu MH(Gopmaruu K. [llenHoH. DakTHyecku UM ObLIO
[I0Ka3aHO, B YaCTHOCTH, YTO Takas 3aBHCHMOCTb OIIyTHMa Ha MIyOuHy npubausutenbHo B 30
3HAKOB, [IOCJIE YETO OHA MPAKTUYECKU OTCYTCTBYET.

[TpuBeneHHbIE BbILIE 3aKOHOMEPHOCTU MMEIOT MECTO JUISl OOBIYHBIX “UUTAEMBIX’ OTKPBITBIX
TEKCTOB, MCIIOJIb3YEMbIX MpHU 00LeHun Jirojei. Kak yxe orMeuanoch paHee, 3TH 3aKOHOMEPHOCTH
UrparoT OOJBLIYI0 pOJib B KPUIITOAHANM3E. B 4acTHOCTH, OHM HCHOJB3YIOTCS IMPH MOCTPOSHUU
(dbopManM30BaHHBIX KPUTEPUEB HA OTKPBITHIM TEKCT, MMO3BOJISIOLUIMX MPUMEHSATh METObl MaTeMa-
TUYECKOM CTaTUCTUKM B 3a/lay€ paclio3HaBaHUs OTKPBITOIO TEKCTa B MOTOKe cooOuieHuit. Ilpu
MCIOJIb30BAHUH K€ CHEIMATIbHBIX aJI(paBUTOB TPEOYIOTCS aHAIOTUYHbBIE UCCIIEAOBAHUS YaCTOTHBIX
XapaKTepUCTUK “‘OTKPBITHIX TEKCTOB”, BO3HHUKAIOIIUX, HAIpUMEp, MPH MEXMALIMHHOM OOMEHe
uHpopManved WIM B CHCTEMax I[epelayd JaHHbIX. B 3Tux ciay4asx [OCTpOEHHE
(hopMaM30BaHHBIX KPUTEPUEB HA “OTKPBITHIN TEKCT — 3aja4a 3HAYUTEIHHO 00JIee CII0KHAS.

[ToMumo kpunTorpaduu 4YacTOTHBIE XapaKTEPUCTHUKU OTKPBITBIX COOOIIEHUH CYIIECTBEHHO
UCTOJB3YIOTCS U B IpYrux cdepax. Hanpumep, Ki1aBuaTypa KOMIIbIOTEpa, MUIIYIIEH MAIIMHKA WX
JUHOTUIIA — 3TO 3aMeyaTelbHOE BOIUIOLIEHUE HJIEH YCKOpEeHHs Habopa TEeKCTa, CBA3aHHOE C
ONTUMHU3ALMEN pacroiokeHus: OyKB ajagaBuTa OTHOCUTEIBHO IPYT Apyra B 3aBUCMMOCTU OT 4ac-
TOTBI UX IPUMEHEHHS.

Kaaccndukannsa mmdgpos

B kayecTBe NmepBHYHOrO MpH3HAKA, MO KOTOPOMY MPOM3BOAMUTCA Kiaccu@uKanus mudpos,
UCIIOJIb3YETCSl TUI MPeoOpa3oBaHus, OCYUIECTBISIEMOTIO ¢ OTKPBITHIM TEKCTOM MpHU IIU(POBAHUU.
Ecnu  ¢parMeHTbl OTKPBITOrO TeKCTa (OTHeNbHble OYKBBI WM TPYNIbl OYKB) 3aMEHSIOTCS

HCKOTOPLIMHU HUX DKBHUBAJICHTAMHU B IJ_II/I(l)pTCKCTe, TO COOTBCTCTByIOIJ_II/Iﬁ I_HI/I(I)p OTHOCHUTCA K KJIACCY
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wugpos 3amenvi. Ecnu OyKBBI OTKPBITOTO TEKCTa NMPH IU(PPOBAHUM JIHMIIb MEHAIOTCS MECTaMHU
APYT € IPYrOM, TO MBI UMEEM JIeNI0 ¢ wugpam nepecmarosku. C 1ENbI0 TOBBIICHHUS HA/ICKHOCTH
muppoBaHus MUGPOBAHHBINA TEKCT, OIYYSHHBIH IPUMEHEHHEM HEKOTOPOTO IU(pa, MOKET OBITh
eme pa3 3ammdpoBaH C moMoIIbl0 Jpyroro mmdpa. BceBO3MOXKHBIE TakHe KOMITO3UIIMU
pa3NUYHBIX MH(POB MPHUBOAAT K TPETheMy Kiaccy MMU(PPOB, KOTOpPbIE OOBIYHO HAa3bIBAIOT
KOMRO3UYUOHHLIMU WU@pamu. 3aMETHM, YTO KOMIIO3UIIMOHHBIA MH(P MOXKET HE BXOAUT HU B
KJacc mMu(pPOB 3aMEHBI, HU B KJiacc IM(POB IEPECTAHOBKH. B pe3ynbTare moiydaem IMepBblid
YpOBEHb Kiaccu(UKaIU MUGPOB.

Knaccudukanus mmdpos 3aMeHbl

Ecmn xirou 3amudposanus coBmagaer ¢ kiodoM pacumdposanust K, = K,, To Takue mudpsl
HAa3bIBAIOT cuMMempuunbimu eciu xe K; # K,, — acummempuunvimu.

Hcropuyecku u3BecTHbIN mMdp — nponopyuonanbHou 3amenvl TIPeNCTaBIseT co0OW npumep
mudpa MHOrO3HAUHOU 3aMEHBI, Wu@dp cammuposanus — npuMep mudpa oqHO3HAYHOM 3aMEHBI.

Taroke mmdpsl 3aMeHbI ATATCA HA MHAGPHI OTHO3HAYHON M MHOTO3HAYHOW 3aMEHBI, TTOTOYHBIE
u O104HbIe, 0THOATI(paBUTHBIE (UGBl TPOCTON 3aMEHBI) 1 MHOTOaJI(haBUTHEIE.

Knaccudukanus mmdpoB B BUie CXeMbI PUBEICHA Ha pucyHke 1.5.

[Mudpsr
Y
[Mudpsrt [Mudpst Komnosunmonnsie
3aMEHbI MepeCTaHOBKU i dpsl
OpnHO3HAauYHBIE MHuoro3HnauHbie MapipyTHble
3aMEHbI 3aMEHBbI NePECTaHOBKU
CronbuoBsie
CummeTpuuHble AcuMMeTpUYHBI Pemerky,
(cTtpounbIe)
i psl e mudps TaOUPUHTHI
IIEpECTaHOBKHU
: |
Y Y ! '
e !
[Torounsie Brounsie |[© i
mudpsl 10107 (11]'0) 2 (N J
Y Y
OnHoandaBUTHbIE MHoroan¢aBuTHbie [Mudpsr
>
I @pbl P raMMUPOBaHUs

Puc. 1.5. Knaccudukanus mmdppos
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[TpoxoMMeHTHpYyeM NpUBENEeHHYIO cxeMy. [TodepkHeM, 4TO CTPENKH, BBIXOASIINE U3 JTI0O0T0
NPSIMOYTOJIBHUKA CXEMBI, YKa3bIBAIOT JIMIIL Ha HanOoJee 3HAaYMMble YaCTHBIC MOIKIIACCH IU(POB.
[TyHKTHpHBIE CTPENKH, BEAyIIHE M3 MOIKIACCOB IM(POB IEPECTAHOBKH, O3HAYAIOT, YTO 3TH
mupbl MOXKHO paccMaTpUBaTh M Kak OJIOYHBIE MIMQPBI 3aMEHBI B COOTBETCTBUH C TE€M, YTO OT-
KPBITBIA TEKCT MENUTCS NpU IUQPPOBAaHUM Ha OJOKM (PUKCUPOBAHHOM MJMHBI, B KAXKIOM U3
KOTOPBIX MPOM3BOJUTCA HEKOTOpasi nepectaHoBka OykB. OnaHoandaBuTHBIE U MHOTOAJI(h)aBUTHBIC
mupbl MOTYT OBITH KaK MOTOYHBIMH, TaK U OJOYHBIMH. B TO ke Bpems muQpsl raMMHPOBaHHS,
oOpa3ymomnye MoAKIacC MHOTOAT(AaBUTHBIX IMU(PPOB, OTHOCHTCS K MOTOYHBIM, a HE K OJOYHBIM

mmdpam. Kpome Toro, OHH SBISIOTCS CHMMETPHUYHBIMY, 2 HE aCUMMETPHYHBIMU U PAMU.

IIn¢pel nepectaHoBKH

[Tpu wmmdpoBaHUM MEPECTAHOBKOM CHUMBOJBI IIHU(PPYEMOro TEKCTa IEPECTaBISIOTCA 110
OIIpeJIeICHHOMY MpaBWily B Tpezaenax Oyoka 3toro tekcra. Iludpel mepecTaHOBKM SBISIOTCS
CaMBIMH ITPOCTBHIMH H, BEPOSITHO, CAMBIMHU IPEBHUMH U (PAMHU.

[Iupokoe nprMeHEHNE MOTYYMIN TaK HAa3bIBAEMbIC MApUpYmMHble epecmaHo6Kl, OCHOBAHHbIE
Ha HEKOTOpoil reomerpuueckoi ¢urype. OTpe30K OTKPBITOTO TEKCTa 3alUCBhIBAETCS B TaKYIO
¢burypy 1o HeKOTOpoil TpPaeKTOpHUH.

B kauecTBe ki1r04a B U (PYONMX TAOIUIIAX UCTIONB3YIOTCS:

1. pa3mMep TabJIULIb;
2. CJIOBO WK (pasa, 3aarolue NepecTaHOBKY;

[IInpokoe pacrpocTpaHEHHE MOJIydniia pa3HOBUAHOCTh MapUIPYTHON NIEPECTAaHOBKH,

Ha3bIBaeMasi GePMUKAIbHOU NEePecmano8Kol: COOOIIEHUE 3aUChIBACTCS B TAOIHILY IO CTPOKAM
cieBa HanpaBo. Hanpumep, 3ammudpyem gppazy
BOT ITPUMEP IIIN®PA BEPTUKAJIBHOM ITEPECTAHOBKH
3anuiiem 3Ty ¢pasy B Tabauiy (Tadmuna 1.5).

Tabmnura 1.5.
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[Tocne 3amonmHeHHMs TaOMMIBI TEKCTOM COOOIIEHUS IO CTPOKaM s (pOpMHUPOBAHUS
mHU(PTEKCTa CYUTHIBAIOT COAEPKUMOE TabmuIbl 1Mo cronbmam. [lomyyaercs Takoe mmdpoBaHHOE
CcOoOOIIIeHHE:

BEBJIPBOPELEKTILIPHCUITUTOTPO®UMANPKITHMAAEO

EctecTBeHHO, OTIPaBUTENb U MOJIy4aTelb COOOIICHHUS JOKHBI 3apaHee yCIOBUTHCS 00 001memM
KIII0Y€e B BUJI€ pa3Mepa TaOIuIIbl.

[Ipu pacmm¢ppoBanuu, B MEpBYIO O4Yepenb, HAIO ONPEACTUTh YHCIO UIMHHBIX CTOJIOIOB, TO
€CTh YHCIIO OYKB B IOCIEIHEH CTPOKE MPSIMOYTOJIbHUKA. 711 3TOr0 HY)KHO pa3/ienuTh 4uciio OyKB
B COOOIIEHUWU HA YUCIIO CTOJOLOB TaOIHMIBI. SICHO, YTO OCTATOK OT JAEJCHUS M OyAeT MCKOMBIM
gucioM. B Hamem npumepe 38 =7 x 5 + 3, mosTOMY B 3alOTHEHHOM TaOIUIIE UMEETCS 3 JUTHHHBIX
u 4 xopoTkux cronbna. Korga 3to ymcno onpeneneHo, OyKBbl KPUIITOTPAMMBI MO>KHO BOIBOPHTH
Ha UX COOCTBEHHBIE MECTa, U COOOIICHUE OYAET MPOYUTAHO ECTECTBEHHBIM 00pa3oM.

Heckonbko 0osplIel CTOMKOCTBIO K PACKPBITUIO 00J1alaeT METOJ IU(pPOBAaHUS, Ha3bIBACMBbIi

O0O0UHOYHOU nepecmaﬂoekoﬁ no _Kiwuy. OToT MCTOA OTIUYACTCd OT HNpCAbIAYHICro TEM, YTO

CTOJIOIBI TAONHIIBI TIEPECTABISIOTCS MO KIIOYEBOMY CIIOBY, (paze WM HAOOPY YMCENl JIMHOW B
CTPOKY TaOJINLIBL.
[TpuMeHNM B KayecTBe KJ04a, HalpUMeEp, CIIOBO
[MTEJINKAH,

a TeKCT COOOIIEHHs BO3bMEM M3 MpeblayIero npumepa (tTadmuia 1.6).

Tabmuma 1.6

Kirou —
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B BepxHell cTpoke TaOnMIbI 3amucaH KIIOY, a HOMepa MoJ OyKBaMH KIIIOYa ONPEIEIICHBI B
COOTBETCTBUH C €CTECTBEHHBIM MOPSIAKOM COOTBETCTBYIOIIKX OYKB Kitoua B andasute. Eciu Ob1 B
KJII0Y€ BCTPETHIINCH OJMHAKOBBIE OYKBBI, OHU ObI OBIIIM TOHYMEPOBAHBI CIeBa HAIPaBO.

OTMmeTuM, UTO HELeENecooOpa3HO 3aloNHATh MOCJIETHIOI CTPOKY MPSMOYTOJbHHUKA
"HepaOounMu" OyKBaMH, TaKk Kak 3TO Jaio Obl MPOTUBHUKY, MOITYUYUBIIEMY B CBOE paCHOpSIKEHHE
JAHHYI0 KPHUIITOIpaMMy, CBEIEHHUS O UIMHE YHUCIOBOrO Kiro4a. B camom gene, B 9TOM cCiydae

JJINHY KJIr04a CJICI0BaJIO ObI HICKaTh cpeau JIeTUTENCH TJIMHBI C006H_[CHI/I}I.
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[Ipr cUMTHIBAHUHM COAEPKUMOTO TAONHIIBI 1O CTOJOIAM B TOPSAIKE, YKa3aHHOM YHCIIOBBIM

KITIOYOM, MOJTyYUM IH(PPOBAHHOE COOOILECHHE:
UPKITH OPELEK ITUTOT POUNA TIIPHCU MAAEO BEBJIPB

[Ipu pacmmdpoBanuy, aHATIOTUYHO MpPEIBIIYIIEMY IPUMEPY, B MEPBYIO oOdYepedb, HaIo
OMpEeNeINTh YHUCIIO JUIMHHBIX CTOJIONOB. B Hamem npumepe 38 = 7 x 5 + 3, mostomy B
3aMoJIHEHHOM Tabmuie nMeeTcs 3 AIHMHHBIX U 4 KOPOTKUX cTos01a. CorimacHo 4MCIOBOMY KITIOUY,
HavaJlbHbIC OYKBBI KPUIITOTPAMMEBI OEPYTCS U3 IIECTOro (IO CYETY CJeBa) CTOIONA, OH — KOPOTKHMA
(Tak Kak TEpBBIE TPHU CTOJOIA — JJIMHHBIC), IMOATOMY TEpPBBIC MATH OYKB OOpa3yrOT IIECTOM
cronber. Crneayromue mectb OyKB 00pa3yroT BTOpoit cTooer (oH — auHHbIN). W Tak manee.

Bonee cinokHble MapLIpyTHBIE MEPECTAHOBKM MOT'YT HCIOJIB30BaTh JIPYTME T'€OMETPUUYECKUE
¢burypsr u 6osnee "XuTpble" MapHIpyThl, KaK, HaIpUMep, Mpu 00Xo/e MAaxXMaTHON JOCKH "XOI0M
KOHAA", MyTH B HEKOTOPOM JaOUpHHTE U T.N. Bo3MOXXHBIE BapuaHThl 3aBUCAT OT (aHTa3uu
COCTaBUTEJISI CUCTEMBI U, KOHEUHO, €CTECTBEHHOTO TPeOOBAHUS IPOCTOTHI €€ UCIOIb30BAHUSI.

st obecniedueHus JOMOTHUTEIBHON CKPHITHOCTH MOXHO MTOBTOPHO 3alIi(poBaTh COOOIIECHHE,

KOTOpOe YK€ Tpomnwio mudpoBanue. Takoi Meron mH(POBAHUS HA3BIBACTCA O0BOUHOU

nepecmanogkot. B ciydae 1BOIHOI MepecTaHOBKU CTOJOIIOB U CTPOK TaOIHIIBI IEPECTAHOBKH OII-
pEeAENSIOTCA OTACIBHO Ui CTOJNOIOB U OTAENbHO A cTpok. CHavana B TaOIUIly 3aIUCHIBAETCS
TEKCT COOOIIEHUsS, a IMOTOM IIOOYEPEIHO MEPECTABISIOTCS CTONOIBI, a 3areM CcTpoku. [lpwm
pacimmdpoBaHUH MOPSIIOK IEPECTAHOBOK JIOJDKEH OBITh OOPATHBIM.

B cpennue Beka nist mmdpoBaHus MEPECTAHOBKON MTPUMEHSIITUCH U MarH4eCKUe KBaIpaThl.

Mazcuueckumu Keadpamamu HAa3bIBAKOT KBAJAPAaTHBIC Ta6J'II/II_U>I C BIHMCAHHBIMHM B HX KICTKH

1ocJe/10BaTeIbHBIMUA HATYpaIbHBIMU YHCIAMH, HAUMHAs OT 1, KOTOpbIE Jal0T B CyMME 10 KaXJIOMY
CTOJNIONY, KXKJJOM CTPOKE M KaXKIOH JHAaroHaIN OJHO M TO K€ YUCIIO.

Iudpyemblii TEKCT BIUCHIBAIH B MAarMuecKue KBaJpaThl B COOTBETCTBUHU C HyMepallenl Hhx
kjIeTok. Ecnu 3aTeM BbIMMCaTh COAEPKMMOE TaKOM TaONMIBI 1O CTPOKAaM, TO MOJYYUTCS
mudpTekcT, cPopMHUpPOBaHHBIA Ojaronaps HepecTaHOBKe OyKB HCXOJHOro cooOmieHus. B e
BpEMEHa CUUTAJIOCh, YTO CO3JJaHHBIE C MMOMOIIBI0 Marm4eCKUX KBaJIPaTOB MIM(PTEKCTHI OXpaHseT
HE TOJIBKO KJIFOY, HO M Marn4eckas cuia.

HpHMep Marv4eCckKoro KBaJjpara u €ro 3arioJTHCHUA COO6H_ICHI/ICM

IMPMJIETAIO BOCBMOI'O
16 | 3 2 | 13 oO|n| P | M
5 |10 | 11| 8 E|]O]C|IO
9 6 7 |12 B|T|A]|Db
4 |15 ] 14| 1 J | T |0 |10

Puc. 1.6. [Ipumep marmueckoro kBaapata 4x4 u ero 3amnonHeHus cooomenunem [IPUJIETALO

BOCBMOI'O



52

HIudprekcr, momydyaeMblii MpU CUUTBIBAHUHM COAEPKUMOTO MPABOH TAaONUIBI MO CTPOKaM,

MMEET BIIOJIHE 3araJl0YHbIi BU:
OUPM EOCIO BTAB JIT'OII

Uucno Marm4eckux KBaJpaToB OBICTPO BO3pacTaeT ¢ yBEIMYEHHEM pa3Mmepa KBajapaTa.
CyliecTByeT TOJBKO OJMH Marudyeckuil KBaaparT pasmepoM 3x3 (eciau He YYHUTHIBATh €ro
nmoBopoThl). KoymuecTBo Marmyeckux KBaapatoB 4x4 cocrtaBiseT yxke 880, a KOJIUYECTBO
Maru4eckux KBaapatoB 5x5 — okoiio 250000.

Marundeckue KBaJpaTbl CPeJHUX U OOJIBIIMX Pa3MEPOB MOTJIM CIYXKUTh XOpoIled 0a3oi Juis
obecriedeHus: HyX /1 MM(PPOBAHUS TOTO BPEMEHH, MOCKOIBbKY MPAKTUYECKH HEpEabHO BBIMOJIHUTH

BPYYHYIO epebop BCceX BapUAHTOB IS TAKOTO MHUQpa.
IIu¢pel npocToil 3aMeHbI

[lpu mmdpoBanum 3ameHoON (TOACTAHOBKOW) CHMBOJIBI MIM(PPYEMOTO TEKCTa 3aMEHSIOTCS
CHUMBOJIAMU TOI'0 K€ UJIU APYroro ajagaBuTa ¢ 3apaHee YCTaHOBJIEHHBIM IPABUIIOM 3aMEHBI.

Bbynem paccMmarpuBarh TOJNBKO OJHOAN(ABTHBIE OJHO3HAYHBIE 3aMEHBI, T.€. KAXAbI CUMBOI
HCXOJ/IHOTO TEKCTa 3aMEHSIETCSl CUMBOJIAaMM TOTO JK€ aj(aBUTa OJMHAKOBO Ha BCEM IPOTSIKEHUU
TekcTa. Takue 3aMeHbI Ha3bIBAIOT WUGpaAMU NPOCMOTU 3AMEHbL.

Cucrema mudpoanus Lesaps

Cgoe Hazpanue mudp Llezaps nomyuun no uMeHu pumckoro ummneparopa ['as FOnus Lesaps,
KOTOPBIN MCIOIB30Bal 3TOT M dp npu nepenucke ¢ L{uneponom (oxomo 50 r.go H.3.).

[Tpu mm@poBaHUN UCXOAHOIO TEKCTa Kaxkaas OyKBa 3aMEHSJIAach Ha JIPYr'yl0 OYKBY TOTO ke
andaBuTa MO CIEAYIOIIEMY MpaBUTy. 3aMeHsonas OykBa ONpeAeNsuiach IyTEM CMEIICHUs IO
andaBuTy OT UCXOMHON OykBbl Ha K OykB. Ilpu mocTikeHMHM KOHIA andaBUTa BBITONHSICS
UKIMYECKUI nepexo K ero Havany. Lle3app ucnosp3oBai mmdp 3amMeHbl npu cMemennd K = 3.
Takoit mudp 3aMeHbBl MOXKHO 3aJaTh TaONMIEH MOACTAHOBOK, COJEpXalleil COOTBETCTBYIOLIUE
napsl OYKB OTKPBITOrO TeKCTa u mudpTekcta. COBOKYIMTHOCTh BOBMOYKHBIX MOJICTAHOBOK isi K = 3
nokasasa B Tabnune 1.7.

Tabnuna 1.7. OnnoandasuTHbie mojactaHoBku (K = 3, m = 26)
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Hanpumep, nocnanue Le3aps

VENI VIDI VICI

(B mepeBoze Ha pycckuid o3Hayaet "[lpumien, YBuzgen, [lobenun"), HanpaBIeHHOE €0 APYTry
AMuHTHIO TIocie moOeapl HajJ NOHTUHCKUM LapeM PapHakoM, cbilHOM MuTpuaaTa, BBITISACIO Obl
B 3a1IM()POBAHHOM BUJIE TaK:

YHQL YLGL YLFL

dopmammmzyem mmdp Lezaps. BBegem cnenyronme 0003HaYCHUS:

M — guciio OykB B andaBuTe (MOUTHOCTH ajipaBUTA);

(X0, X1, ...) — OTKPBITBIN TEKCT;

(Yo, Y1, ...) — mPTEKCT (3aKPBITHII TEKCT);

K —ximrou, 0 <k <m.

Torna npouecc muppoBaHUS MOKHO MPEJCTABUTH B BHJIE

yi = Ex(X;) = (Xi + k) mod m — 3amudposanue,

Xi = Dk(Yi) = (yi + 26 — k) mod m — pacmudpoBanue.

s mmgpa Lesaps k = 3.

HoctounctBom cucrembl mmdpoBanus Llesaps sBusercs mpoctota IUGPOBAaHUS |
pacmudposanus. K Hemocratkam cuctemsl Llezaps crieyer oTHECTH clieAyromue:

o [IOJICTAHOBKH, BBINOJHSEMbIE B COOTBETCTBUM C cuctemor Ilezaps, He
MacKUPYIOT YacTOT MOSBIEHHS Pa3IUYHBIX OYKB MCXOIHOIO OTKphITOro Tekcra. lludp
Ie3aps 71€TKO BCKPHIBAETCS HA OCHOBE aHAJIN3a YaCTOT MOSABJIEHUS OYyKB B IIM(PPTEKCTE

o coxpansieTcs an(aBUTHBIN TOPSAIOK B TOCIEIOBATEIBHOCTH 3aMEHSIFOIINX
OyKB; NpPU HM3MCHEHHMH 3HAueHHs K W3MEHSIOTCS TOJNBKO HAayajbHbIC MO3HIUH TAKOH
MOCJIEI0BATEIBHOCTH;

o YHCII0 BO3MOXKHBIX Kitoueit K Maio;

Kpunroananutuyeckas araka TPOTHB CHUCTEMBI OJHOAI(ABUTHOW 3aMEHBl HAYMHACTCS C
MOJICYETa YaCTOT TMOSBJIEHUS CHMBOJIOB: OIPEAEISETCS YMCIO TMOSABIEHUN Kakaol OyKBbI B
mudprexcre. 3aTeM MNOJIYYEHHOE pacHpesiesieHue 4acToT OyKB B IIM(PTEKCTE CPaBHUBAETCS C
pacripesielleHueM 4acToT OyKB B ajiaBUTE UCXOAHBIX COOOIIEHUH, HanpuMep B aHruickoM. bykBa
C HAMBBICIIEH YaCTOTOW MOSBIEHUS B IIU(PTEKCTE 3aMEHsIeTCS Ha OYKBY C HaMBBICIIEH 4acTOTOM
TIOSIBIICHHSI B @HTJIMHACKOM SI3BIKE U T.JI. BEpOSTHOCTh YCHENTHOTO BCKPBITUSI CHCTEMBI MTHU(PPOBAHUS

MOBBIIITACTCA C YBCIIMUCHUCM JIMHBL H_II/I(prCKCTa.
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Konuemnus, 3anoxenHas B cucremMy mudposanus Llesaps, okazanack BecbMa IJI0JOTBOPHOM, O
YeM CBHJIETEIILCTBYIOT €€ MHOTOYHCICHHbIE Moau(pukanuu. Heckoapbko TakuxX MOIu(HUKaIMi

OyayT pacCMOTpPEHBI HUXKE.

Addunnas cucrema noacranosok Llesaps

B cucreme mmdposanus Llezapst HCIIOIB30BAIIOCH TOJIBKO CIOKEHHUE 110 MOAYI0 M. [Ipumenss
OJTHOBPEMEHHO OIepaIiH CIOKEHHSI U YMHOXKEHHS [0 MOJYJI0 M HaJ 3JIeMEHTaMu MHOXKecTBa Zn,
=10, 1, 2, ..., m=1}, MOXHO MOJYyYUTh CHUCTEMY IOJICTAHOBOK, KOTOPYIO Ha3bIBaloT adPpuHHOMI
cucTteMoi noacraHoBok Lle3aps.

Beenewm cnenyromue 06003HaYCHUS:

M — 4ncio OykB B anihaBuTe (MOLIHOCTD an(aBuUTa);

(X0, X1, ...) — OTKPBITBIN TEKCT;

(Yo, Y1, ...) — mPTEKCT (3aKPBITHII TEKCT);

B kadecTBe KiIr0uYa UCIOJB3yeTcs mapa uucen K = (a, b), rae @, b — nenbie yncna, 0 <a<m, 0 <
b < m. Uucna @ u M TODKHBI OBITH B3aMMHO MPOCTBIMH, T.€. HauOombiuid 0ouwmid nenuteas HOJJ
(@, m)=1.

Torpaa npotuiecc mudpoBaHus MPEACTABISETCS B BUIC

Yi = Eap(X;) = (ax; + b) mod m — 3amudposanwue,

Xi = Dap(yi) =a* (yi + 26 — b) mod m — paciundposauue,

rmea — 0oOpaTHBII & HIIEeMEHT.

Eciu 4pcia a i M B3aHMHO IIPOCTHI, TO CYIIECTBYET GHCIO @ *, yIOBICTBOPSIONIEE CPABHEHHIO

a-a’=1modm.

Upcino a - Ha3bIBAIOT OGPATHEIM K a 110 Moyt M. Hampume, 37 =9, 1.e. 3-9=27mod m=1
mod m.

Bammppyem cioBo HOPE ¢ momornsio apdunnoro mmdpa, momaras k = (3, 5).

Jlist ynoOCTBa BEIYHCIICHUS 3aMEHUM OYKBBI JIATHHCKOTO ai(paBUTa Ha WX TOPSIKOBBIC HOMEpa
(Tabmura 1.8):

Tabmuua 1.8/

AIB|ICIDIE|F|IGIH|I|J|K|L|M
0 4

NIO|PIQ|R|S|T|U|VIW[X]|Y]|Z
13114|15]16|17|18]19|20|21|22|23|24|25

Hcnonb3ys apdunnbi mudp ¢ kitodoM K = (3,5), noaydaem ciieyroiiee COOTBETCTBUE MY

YHCJIOBBIMHU KOJAaMHU 6y1<B .
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t 10123 [4|5|6|7][8]9]10]11]12
3t+5]5]18(11]14]17]/20(23] 0|3 |6 ]9 [12]|15

t [13[14[15|16|17[18[19|20|21|22|23|24|25
3t+5]18|21]124|1 1|4 ]7]10|13]16]|19|22|25] 2

[TpeoOpasyst umciaa B OyKBBI aHTJIMHCKOTO S3bIKA, MOJYYaeM CIEIYIOLIee COOTBETCTBUE IS

OYKB OTKPBITOTO TEKCTa U MHUPPTEKCTA!

AIB|ICIDIE|FIGIH|I|J|K|L|M
FIITILIOJIRIJU|X|A|D|G|J|M]|P
NIOIP|QIR|S|T|U|V|W|X|Y|Z
S|V|YIB|EIHIK|N|IQ|T|W|Z|C

Ucxoanoe coobmenune HOPE npeobpa3zyercs B mudprekct AVYR.

HocronnctBoM adpPuHHON cUCTEMBI SBISETCA YAOOHOE YIpaBJICHHE KIOYaMH — KIHOYU
g poBaHus ¥ pacinpoBaHuUs MPEICTABISIOTCA B KOMIAKTHOM (hopMe B BUjIE mapbl uucedn (&, b).
Henocratku adpmHHOI CHCTEMBI aHAIOTUYHBI HEJJOCTaTKaM CUCTeMBbI dposanus Lle3zapst.

Addunnas cucrema HCMONb30BANACh HA MPAKTUKE HECKOJBKO BEKOB Has3ajd, a CEroJHS ee
MPUMEHEHUE OrPAaHUYMBAETCS OOJNBIICH YacThIO WILTIOCTPALMSIMH OCHOBHBIX KPHUIITOIOTHYECKUX
ITOJIOKEHUH.

Cucrema Ile3aps ¢ KJ104eBbIM CJ10BOM

Cucrema mmmdpoBanus Lle3apst ¢ KIIOUEBBIM CIOBOM SIBISETCS OAHOAT(ABUTHOW CHCTEMOI
1noJIcCTaHOBKU. OCOOEHHOCTBIO ATOH CHCTEMBI SIBISETCS HCIHOJIb30BAHUE KIIFOUYEBOTO CJIOBA IS
CMEIICHHS U N3MEHEHUS TIOPSJIKa CHMBOJIOB B ali(haBUTE MOJICTAHOBKH.

Bei6epem HekoTopoe uuciio K, 0 < K < 26, 1 cioBo Wik KOPOTKYIO (ppasy B KauecTBE KII0He8020
cnosa. enatenbHO, 4TOObI BCce OYKBBI KIIFOUEBOIO CJIOBa ObLIM pa3nuuHbIMU. [lycTh BBIOpaHbI
coBo DIPLOMAT B kavecTBe KJIFOUSBOTO CJI0Ba M 4UCio K = 5.

KitoueBoe cnmoBo 3ammchiBaeTcs moj OykBamu andaBuTa, HaunHas ¢ OYyKBbBI, YHCIOBOW KOJ
KOTOPO# COBMAIAeT C BEIOPAHHBIM YHUCIIOM K:

0[1]2]|3|4]|5 10
A/B|C|ID|E|F|G/H|I|J|K
DII|P|LIO|M

15 20 25
MIN|OIP|Q|R|S|T|U|V|W|X|Y|Z
T

L
A

OcraBmmecs OykBbl angaBuTa IOACTAHOBKM 3alHMCHIBAIOTCS TOCIE KIIOYEBOIO CIIOBa B
a(aBUTHOM THOpPSAKE:

5
A/B|C|ID|IE|F|G|H|I|]
VIWIX|Y|Z|D|I|P|L|O

Z<|X
>

®
Iwm
o
A
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Tenepb MbI IMEEM MOJICTAHOBKY JUIA KaX10H OyKBBI IPOM3BOJIBLHOTO COOOIICHUSI.

Hcxonuoe coobmenne SEND MORE MONEY

mudpyercs kak HZBY TCGZ TCBZS

Crnemyer OTMETHTB, YTO TPEOOBAHHE O PA3IMUUH BCeX OYKB KIIFOUEBOTO CIOBA HE 00s3aTEIBHO.
MOXHO MpOCTO 3amucarh KIo4YeBoe ciioBo (win (pa3y) 6e3 MOBTOPEHHS OIMHAKOBBIX OYKB.
Hamnpumep, xitoueBas ¢pasza

KAK JIbIM OTEYECTBA HAM CJIAJOK U ITPUATEH

¥ yKcio K =3 MOpoKAaoT CISTYIONIYIO TaOIHIly OCTaHOBOK:

0 3
Al |Blr|alE|x[3uli|k|[a|Mm/u|ololp|c|T|v]e|x|[n|u|wos|sl|b]|>[10]s
b2 [1O|K[Ala|pIM|o|T|E[Uu|[c|B|H|A|U|O|P[a|s|r[x|3][H]y|e|X|0|mm]b

HecoMHEHHBIM JOCTOMHCTBOM cucTeMbl lle3apst ¢ KJIIOUYEBBIM CIIOBOM SIBISIETCSl TO, 4YTO
KOJMYECTBO BO3MOXKHBIX KIIFOUEBBIX CIIOB MpaKTUYECKH Heucuepmaemo. HemocraTkom 3Toi
CHCTEMBI SIBIISIETCS] BO3MOKHOCTD B3JIOMa MIM(PPTEKCTa HA OCHOBE aHAJIM3a YacTOT MOSIBICHUS OYKB.

burpammvusiii mugp Iliaeiigeiipa

buepammuebivu Ha3zpIBatOTCS MUQPHI, MO3BOISIIOIINE HPPOBATH Cpasy Mo 2 OYKBHI.

[udp Inerideiipa, nzodpereHupi B 1854 1., sBIsercs HanboJiee U3BECTHBIM OUTPAMMHBIM
mmdpom 3amensl. OH mpumeHsuics BenmkoOpuTaHueln BO Bpemsl IMEpPBOH MHPOBOW BOWHBL.
OcHoBoii mu¢pa [lneideiipa sBiasercs mmdpyromas TadbIuna co CIydalHO PACIIOIOKEHHBIMU
OykBamHu ajiaBUTa UCXOAHBIX COOOIICHUH.

Jns  ynoGctBa 3amoMuMHaHus MmM@pyromed TaOmuIbpl OTHpaBUTENEM U MOJydaTeneM
COOOIIEHUH MOXHO HCHOJIb30BaTh KIIIOUEBOE CIOBO (WM (pa3y) MpU 3aNOJHEHUH HadalbHBIX
CTpoK Tabnwmbl. B Tabmuiy cHadanga BOHCHIBA€TCS IO CTPOKaM KIIFOYEBOE CIIOBO, MPHYEM IIO-
BTOpsItOIIMecss OyKBbI OTOpachIBaroTcsa. 3aTeM 3Ta TaliMla JOMOJIHSETCS He BOIICAIIMMH B Hee
OykBamu andaBuTa 1o nopsaky. [lockonabKy KiItoueBoe CI0BO MM (pasy JIErKO XpaHUTh B MAMSTH,
TO TaKOM MOJIXO0/1 YIPOIIAET MPOIeCcChl MU(poBaHUs U paciIudpoBaHUsI.

[Tosicaum sTOoT Meron mudpoBaHus Ha npumepe. s pycckoro andasurta mudpyromas
Tabinia MoxXeT UMeTh pasMmep 4x8. BridepeM B kauectBe kitoua cioBo BAH/IEPOJIb (taGnuma
1.9).

Tabmuua 1.9. Hludpyromas Tabnuua c kiodeBsiM ciosom BAH/IEPOJIb

B|A|H|O|E|P]|O
b|B|T|X |3 ||l
M|II|C|T|V]|]®d]| X
q || |bel|B|D]I0
[Tpouenypa mudpoBaHus BKIIOYAET CIEAYIONIUE IIaru:

pa)imii i~
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1. OTKpBITBIII TEKCT MCXOJHOTO COOOLIEHHUsI pa30MBaeTcss Ha mapbl OYKB
(burpamMmebr). TEKCT TODKEH UMETh YETHOE KOJMYECTBO OYKB M B HEM HE JOJDKHO OBITh
ourpamm, coJiepkaliux JABe oAUMHaKoBble OyKBbI. Eciu 3TH TpeOoBaHUS HE BBINOJIHEHBI,
TO B TEKCT J00aBIAIOTCA “IyCTHIKH . “IlyCcTBIIIKON™ SBISETCS HEKOTOpask peaKas i
JAHHOTO THIIA TeKcTa OykBa (MJIM 3HAK), KOTOpas BCTABISIETCS MEXKIY OJUHAKOBIBMH
OyKkBaMu OUTpaMMBbI MJIH TOOABJISAETCS B TEKCT JUUIsl TOTO, YTOOBI €r0 JJIMHA CTajla YEeTHOM.

2. [TocnenoBarenbHOCT, OUrpaMM  OTKPBITOTO TEKCTa MpeoOpasyercs C
MOMOIUIbI0 mu(pYyroEeil Tabaupl B MOCIEAOBATEIBHOCT, OUrpaMM HIM(PTEKCTa IO
CIICAYIOIINM TIPaBUIIAM:

a) Ecnu 06e OykBbI OUTPaMMBI OTKPBITOTO TEKCTA HE MOMAAI0T Ha OJHY CTPOKY
win cronbern (kKak, Hanpumep, OyKBBI A U W B Tabnume 3.5), Torna HaxoaaT OYKBBI B
yriax NpsSMOYTOJbHHUKA, OMpeAeNsieMoro JAaHHOW mapoi Oyks. (B Hamem mpumepe

napa 6yxs A otoGpaxaercs B mapy OB.)

ST
T

b) Ecnmu o6e OykBbl OHIrpaMMbl OTKPBITOIO TEKCTa MPHHAICHKAT OJHOMY
cTONO1IY Tabnuibl, TO OyKBaMU MIKU(PTEKCTA CYUTAIOTCS OYKBBI, KOTOPBIE JIEKAT MO

numu. (Hammpumep, ourpamma HC naet 6urpammy mudprekcra ['111.)

.

Eciu IIpru 3TOM 6YKBa OTKPBITOI'O TCKCTA HAXOAUTCSIA B HMKHEHN CTPOKE, TO IJIA

mudprekcTa OepeTcs COOTBETCTBYIONIAs OyKBa U3 BEPXHEW CTPOKH TOTO K€ CTONOLA.

(Hanmpumep, 6urpamma BII naer 6urpammy mudprexcra I1A.)

c) Ecnu o6e OykBbI OMIpaMMbI OTKPBITOIO TEKCTA MPHHAJICKAT OJJHON CTPOKE
TabMUIBl, TO OyKBaMHU IIHU(PTEKCTAa CUUTAIOTCS OYKBBI, KOTOPBIE JIeXkKAT CIpaBa OT

Hux. (Hanpumep, 6urpamma HO naet Gurpammy mudprexcra [JJ1.)

Lilel Ts11]
- —
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Ecnu npu 3TOM OyKBa OTKPBITOIO TEKCTa HAXOIUTCA B KpalHEM IPaBOM CTOJIOIIE,
TO Auis mupa OepyT COOTBETCTBYIONIYIO OYKBY U3 JIEBOTO CTOJIOIA B TOH e CTPOKE.

(Hanpumep, 6urpamma @I naet Gurpammy mmdprexcra XM.)

]
k] [0 T4
—

3amuppyeM TEKCT

BCE TAUHOE CTAHET SIBHbIM

Pa3bueHue 3Toro Tekcta Ha OUrpaMMbl 1aeT

BC ET A1 HO EC TA HE T4 BH bIM

JlaHHasi TMOCIENOBATENBHOCTh OUIrpaMM OTKPBITOTO TEKCTa Mpeodpa3yeTcs € IMOMOIIbIO

mdpyroniei Tadmibl (Tadmuna 3.5) B CISAYIONIYIO MOCISI0BATeILHOCTh OUTpamMM MupPTEKCTA:
T JIY OB JUI HY I1J1 JIP LIbI TA UT

[Tpu pacmudpoBaHuy npuMeEHSETCSI OOPATHBIN MOPSATIOK ASUCTBUM.

Kpunroananu3 mmdppa [lneiidepa onupaercs Ha 4aCTOTHBIM aHanNM3 OUTpamMM, TPUTPaMM U
YeThIpexrpaMM MU(PTEKCTa U OCOOCHHOCTH 3aMEHbI MU(PBETNYUH Ha MHPpoOO3HAUCHHS, CBSI-

3aHHbIC C PACIIOJIOKCHUCM aﬂq)aBI/ITa B IPAAMOYTOJIBHUKCE.

HIupp Xuana
HIudp 6bU1 HA3BaH IO KIMEHU cBOeTO co3aarens Jlecropa Xwuia.

[udpBennurHaMu 3/1€ch SBISIFOTCS N-TpaMMbl OTKPBITOTO TekcTa (N > 2), IpeacTaBIEHHOTO

HCEKOTOPBIM YHCJIIOBBIM KOJOM.

[TpaBuino 3amudpoBaHus:
Nmeercs andaBUT OTKPHITOTO TEKCTA, COCTOSANIUN U3 M OYKB.

Kirou K — HekoTopast obpatumast Matpuiia pazmMepom [N x N] Haa MHOKecTBOM Zpy = {0, 1, 2,
..., m-1}.

Hcxoaubiil TEKCT pa3duBaeTcst Ha OJOKM MO N OyKB (N-TpamMMmbl), KaKIYI0 U3 KOTOPBIX MOXKHO
HpEJCTaBUTh B BHJE BEKTOpa Xj = (X1, X2j, - .., Xnj), 1€ ] — HOMep OJIoKa.

Y; = (1, Yaj» ---» Ynj) — N-Tpamma mmdprekcra.

[Tpouecc mudpoBanus NpeacTaBiIsSeTCs B BUAE:

—

y; =K- ;(j (mod m) — 3ammdposanue,

x; =Kty ; (mod m) — pacmposanwe,

PaccmoTpuMm npumep.



AndaBut: TaTUHCKHUI, M = 26.

Otxperteiil Teker: PAY MORE MONEY.

Kirou: K ={
2

n =2, T.e. pa30UeHUE OTKPHITOTO TEKCTA IPOU3BOIUTCS HAa OUTPAMMBI.

3 3
5

|
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Pa3o0beM OTKpBITHI TEKCT Ha OUrpaMMbl U 3aMEHUM KaXKIyl0 OYKBY €€ YHCIOBBIM

OKBHBAJICHTOM.

[Ipeobpasyem GUrpaMMbl OTKPBITOTO TEKCTA X j B OMrpammbl muprexcra Y.

PA - 150
YM > 2412
OR —» 1417
EM > 412
ON —> 1413
EY > 424

V.- B ﬂ . Rﬂ(mod 26) = Eﬂ(mcd 26) = Fﬂ ,

- [33
Y2‘—_2 5
- [3 3]
ys—_z 5
- [3 3]
Y4—_2 5
- [3 3]
Y5‘—_2 5
- [3 3]
y |2 5]

147

(mod 26) =

(mod 26) =

(mod 26) =

: :iﬂ(mod 26)= m ,

: :244}(mod 26) = {264} .

3ameHsd B 6I/IrpaMMaX IJ_II/I(I)pTeKCTa 4yucjia Ha COOTBCTCTBYIOIIUC 6YKBLI COriIaCHO Ta6J'II/II_[e

3.4, nony4yaeMm 12-rpammy mmdpTexcra

TE EE PJWQ DP GY

Hnst pacumpposanus Gurpamm Y, HQPTEKCTa U BOCCTAHOBIEHUS OUTPaMM X j OTKPBITOTO

TEKCTa HEOOXOIMMO BHIIOIHHTE 06paTHOE npeobpasosanie K cornacHo ypaBHeHHIO

;j = K_l-g;

IE
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B paccmoTpeHHOM mpuMepe MaTpHIbl MPeoOpa3oBaHUS MMENU pasMmep 2x2 u mudpoBantnch
ourpammbl (mapel) OykB. XoTs OykBa E Moxker ObITh 3amm@poBaHa Mo-pa3HOMY B Pa3IMYHBIX
napax HCXOJHOTO COOOIICHWs, OJIHA M Ta ke mapa, Hanpumep EM, Oyner mmdpoBarbcs Bcernaa
OJIMHAKOBO Ha MPOTSHKEHUH BCETO HCXOAHOTO TEKCTA.

VBenuueHne 3HaYHOCTH MHU(PBEIUYHH (N) PE3KO YCIOXKHSET MOMBITKA BCKPBITHS OTKPBITOTO

TEKCTa 110 U3BECTHOMY TEKCTY KPUIITOIPAMMBI.

HIndgpobl ci10:KxHO0I 3aMeHbI

[udps! cI0KHOM 3aMEHBI Ha3bIBAIOT MHOT0AI(aBUTHBIMH, TaK KaK JIJIs IIM(QPOBAHUS KaXIOTO
CHMBOJIa UCXOJHOTO COOOIICHUs MPUMEHSIOT CBOW mmdp mpocToil 3ameHbl. MHoroandaBuTHasS
MIOJICTAHOBKA TIOCTICIOBATEIFHO U IIUKJIMYECKH MEHSET HCIIOJIb3yeMbIe a()aBUTHI.

[TpaBuiia 3aMeHbI IPH I-ajapaBUTHOM MTOICTAHOBKE:

CHMBOJI Xo HCXO/IHOTO COOOIICHHMSI 3aMEHSIETCSI CUMBOJIOM Yo U3 ajlipaBuTa By,

CHUMBOJ X1 3aMEHsIeTCsl CMHMBOJIOM Y; U3 andasuta B, u Tak nanee,

CUMBOJI X;_1 3aMCHSICTCS CHMBOJIOM Yy 1 U3 andaButa By g,

CHUMBOJI X; 3aMEHSIETCSI CHMBOJIOM Y, CHOBa U3 anaButa Bo, 1 T.11.

O6mmas cxema MHOTOaNI(haBUTHON TOJICTAHOBKY /7S ciiydast ' = 4 moka3aHa Ha B Tadnuie 1.10.

Tabmuna 1.10. Cxema r-andaBUTHOI MOICTAHOBKY IS ciydas I = 4

BxoaHoit cuMBOII: Xo | Xe | Xo | Xz | Xa | Xg | Xe | X7 | Xg | Xg
AndaBUT MOJCTAHOBKH: Bo | B | B, | Bs | Bp| B | B | By | Bp | B;

O¢ddexkr wucnonb3oBaHUS MHOroaI(paBUTHOM MOJCTAHOBKU 3aKIIOYaeTCs B TOM, 4YTO
obecreynBaeTcsi MaCKUPOBKA €CTECTBEHHOW CTATHMCTHKHM MCXOJHOTO fA3bIKA, TaK KaK KOHKPETHBIN
CHUMBOJI U3 UCXOJHOTO andasuta A MOXeT ObITh IPE0OpPa30BaH B HECKOJIBKO PA3IUYHBIX CUMBOJIOB
mmppoBanbHbiXx  andasutoB  Bj.  Cremenp  obecredymBacMoOi  3aIIUTBI  TEOPETHYECKH
IPONOPIHOHATIbHA JUIMHE NEPUOJa I B MOCIEI0BAaTENbHOCTH UCTIONB3YEMBIX an(aBuToB B;.

OpnHoil u3 crapeiliiux ¥ HanboJee M3BECTHBIX MHOTOAI(aBUTHBIX CHUCTEM SBISETCS CHCTEMa

mdpoBanus Bukenepa.

IIudgp "nBoitHol kBaapaT'" YHUTCTOHA

B 1854 r. anrnuyanun Yapas3 YUTCTOH pazpaboTan HOBBIA MeTO| IK(POBAaHUS OUTpaMMaMH,
KOTOPBIA Ha3bIBAIOT "MBOWHBIM KBajpaToMm'". CBOE Ha3BaHUE ATOT MU(P MOTYUHIT MO AHAJIOTHH C
nonubuanckuM kBagparoMm. Iludp VYurcToHa OTKpbUI HOBBIM 3Talm B HCTOPUU PA3BUTHUA
kpunrorpapuu. B otnnune ot nmonubuanckoro mugp "ABOWHON KBaapatr" HCIONB3YeT cpa3y JBe

Ta6JII/II_IBI, PasMCIICHHBIC 110 OIHOM TOpHU30HTAJIH, a H_II/I(prBaHI/IC nacT GI/IFpaMMaMI/I, KakK B I_I_II/I(I)pe
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[Tnefideiipa. TH HE CTONBH CIOXKHBIE MOAM(DUKALIMY MPUBEIN K MOSBICHUIO Ha CBET KAUECTBEHHO

HOBOHM KpUNTOTrpaguueckoi cuctemMsl pydnoro mmdposanus. [Hudp "nBoiiHoii kBaapat" okazancs

OYEHb HAJIEKHBIM U yIOOHBIM U NpUMeHsIcs ['epMaHuelt 1axe B oAbl BTOPOil MUPOBOil BOIMHBI.
[Tosicaum nponenypy mudpoBaHus 3TuM mKudpoM Ha npumepe. IlycTb umMeroTcs 1Be TabIHUIIbI

CO CIIy4aiiHO pacIoIOKCHHBIMU B HUX PyCCKUMH aiiaBuTamMu (pucyHok 1.6).

K| |H]|IO]| P njuafr|alrt
U|T|b| 1| B K| b | M| O
A M| E] . |C 310 P | B |1
B |bBl |II| 4 u| : |Oo|E|n
A |ly|lo|K | A |H| . | X
35| W Y|k |clw|
X| A, 1D B| ® | V| B

Puc. 1.6. [IBe TaGauIIBI CO CITYYAHO PACIIOIOKEHHBIMU CHMBOJIAMH PYCCKOTO angaBuTa Jis

mmdpa "nBoitHOM KBagpat"

[Tepen mmdpoBaHueM HCXOAHOE COOOIIECHUE pa3OuBaroT Ha Ourpammbl. Kaxmas Ourpamma
mmdpyercst oraenpHo. [lepByto OykBy OMrpaMMbl HaXOJAT B JIEBOM TabiHIle, a BTOPYIO OyKBY — B
npaBoi TalnuIe. 3aTeM MBICIEHHO CTPOAT MPSAMOYTOJIbHUK TaK, YTOObI OYKBBI OMIpamMMBbl JiexkKallu
B €ro MPOTUBOMNOJOXKHBIX BeplIMHaX. [[pyrue aBe BEpLIMHBI 3TOTO MPSMOYTOJbHUKA JAtOT OYKBbI
OurpaMMebl MUQPPTEKCTA.

[Ipeanonoxum, uto mudpyercss Ourpamma ucxognoro texcra WJI. byksa U naxomutcs B
cronbue 1 u crpoke 2 nesoil Tabmuubl. bykBa JI Haxomautcs B cronbue 5 u crpoke 4 mpaBoit
TaOIUIBI. DTO O3HAYAET, YTO MPSIMOYTOJIBLHUK 00pa3oBaH cTpokaMu 2 U 4, a Takxke cronduamu 1
neBoi Tabauubl U 5 npaBoi Tabmuubl. CieoBaTeNbHO, B Ourpammy mmdprekcra Bxoaat 6yksa O,
pacrioyio’keHHast B cToJ0Le 5 u cTpoke 2 mpaBoit Tabnuisl, U OykBa B, pacnonoxxenHnas B cronoue 1

U CTpoKe 4 JeBoi TabnuIlbl, T.€. Tojiydaem ourpammy mudprekcra OB.

K| |H]|IO]| P njluylrlalrt
M| T|b| O] B K| b | M| O
a9 M| E]| .| C 310 P | B |1
B |bBl | II| 4 | : o E | &
Ay |oO]|K | A|JH| . | X
3 2@ | T | W 5| K | C || o
X| A, |15 B| ® |V | B

Ecnu 06e OykBbl OMIrpaMMBbl COOOIIEHMS JISKAT B OJHOM CTPOKE, TO W OYKBBI HIM(pPTEKCTa
OepyT u3 3TOM ke cTpoku. [lepByro OykBy OurpaMmbl mm@pTeKcTa OepyT U3 JIEBOW TaOIHIIBI B
CTOJIOIE, COOTBETCTBYIOIIIEM BTOPOM OykBe OMTrpaMmbl cooOmieHus. Bropas ke OykBa OMTpamMMbI

mmdpTexcra 6epeTcs U3 npaBoi TabIHUIBI B CTOJIOIE, COOTBETCTBYIOIIEM NEpBOil OykBe OUTpamMMBbl
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coobmienus. [loatomy Ourpamma coobmenuss TO mpeBpamaerca B ourpammy mmdprexcta XKBb.
AHanorn4aeIM 06pa3zoM mudpyrOTCs Bce OUrpaMMBbl COOOLICHUS:

Coo6menne [TP UJI ET AIO 1T EC TOT'O

HIudprexer I1IE OB 1IH ®M EII PO BX JI1]

HIudpoBanue MeTomoM "ABOWHOrO KBajparta" JaeT BeCbMa YCTOMYUBBIA K BCKPBITHIO U
npoctoil B mpuMeHeHnH mmmdp. BimambiBanue mmdprexcta "nBoifHOrO KBagpara"' TpedyeT
OOJIBIITUX YCUITHH.

OnHopa3oBas cucrema mmnpoBaHus

[Toutn Bce mpuMeHsieMble Ha MpaKTUKE MHU(PBI XapaKTEPU3YIOTCS KaK YCJIOBHO HaJC)KHBIC,
MOCKOJIBKY OHM MOTYT OBITh B NPUHIUIE PACKPBITBI TNPU HAIAYMM HEOTPAaHMYCHHBIX
BBIUUCIIUTENIBHBIX BO3MOKHOCTEH. AOCONIIOTHO HaJle)KHble MU(PBI HENIb3s Pa3pyLIUTh Jaxe HpU
MCIOJIb30BAHUU HEOIPAaHUUYCHHBIX BBIYUCIMTENBHBIX BO3MOKHOCTEH. CyllecTByeT eIMHCTBEHHBIN
Takoi mm(p, MPUMEHSEMBI Ha MpPaKTHKe, -OJHOpa3oBas cucreMa ImmdpoBaHus. XapaKTepHOU
0COOEHHOCTBIO OJTHOPA30BOM CHCTEMBbl MIM(POBAHUS SBISETCS OJHOPA30BOE HCIOJIH30BAHHE
KJIIOYEBOH 1OCIIeI0BATEIbHOCTH.

OnHopa3zoBas cucteMa MU(PyeT HCXOMHBIA OTKPBITBIN TEKCT (Xo, X1, ..., Xn-1) B mHdpTeKCT (Yo,
Y1, ..., Yn-1) IOCPEACTBOM mojacTanoBku L{e3aps

Yi= (X +k)modm,0<i<n,

rie K — I-if 2IeMeHT CITyYaifHO# KIIFOUSBOM MMOCIIeI0BATEILHOCTH.

KiroueBoe mpoCTpaHCTBO OJHOPA30BOM CHUCTEMBI TPEACTABISIET COO0W HAOOp AMCKPETHBIX
CITy4aiiHBIX BEMYHMH U3 Zy U COAEPKUT M 3HAUECHHUIA.

[Tponenypa pacundpoBaHHs ONMHUCHIBAETCS COOTHOLIEHUEM

Xi=(yi+kjymodm,0<i<n,

e ki — i-if ameMeHT To# ke caMoit CIyJaiHOM KITFOUeBO# IMOCIIeI0BaTEIbHOCTH.

OnnopazoBas cucrema uzobperena B 1917 r. amepukanuamu [[)x. Mo6opHom u I'. BepHamowm.
Jlns peanus3anMy 3TOW CUCTEMbI MOACTAHOBKH MHOTIJA MCIOJB3YIOT OJHOPA30BBIH OJOKHOT. DTOT
OJIOKHOT COCTaBJI€H W3 OTPBIBHBIX CTPAHMIl, HAa KaXJOM M3 KOTOpHIX HameyaTaHa Tabiauua co
ciydaHpIME uyuciaMu (Kio4aMu) K. BIOKHOT BBIMOJHSETCS B JBYX 9SK3EMIUIAPAX: OIHMH
WCTIOJB3YeTCsl OTIPABHUTENEM, a JIPYroi - moiydareneMm. s Kakaoro CHMBOJIA Xi COOOIICHWS
UCIIOJIb3YETCSI CBOM KITt0U Kj M3 TaOIUIIBI TOJIBKO OJMH pa3. [Tocie Toro kak Tabiuia uCroib30BaHa,
OHa JIOJDKHA OBITH yjaneHa M3 OJIOKHOTAa M yHWYTOXeHa. [lludpoBanme HOBoOro cooOmieHus
HAYMHAETCSI C HOBOW CTPAHMIIBI.

Oror mmdp abCOMIOTHO HAACKEH, eCiu Habop Kiarodel K; JEeHCTBUTEIBHO CIydaeH u
HenpeackasyeM. Ecny KpUNTOaHAIUTHUK IMOMBITAETCS HCIOJIB30BaTh JUIS 3alaHHOTO IMMdpTeKcTa

BCC€ BO3MOXXHBIC Ha60pLI KJII0YeM U BOCCTAHOBUTH BCE BO3MOKHBIE BAapHUaHTBI UCXOOHOI'O TCKCTA, TO
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OHU BCE OKAXYTCS paBHOBEpOATHBIMU. He cymecTByeT crmoco0a BBIOpaTh HCXOIHBIA TEKCT,
KOTOpBI OBbLT JCHCTBUTENBHO MOCHAH. TeopeTHYecKH JOKa3aHO, YTO OJHOPA30BBIC CUCTEMBI
SBIIAIOTCS. HEPACKPBIBAEMBIMU CHUCTEMAaMHM, IMOCKOJIbKY MX MIU(PTEKCT HE COAEPKUT JOCTATOYHOM
uH(pOpMaLIUU AJ11 BOCCTAHOBJICHHS OTKPBHITOTO TEKCTA.

Kazanoce Obl, uyTO Onarojgaps IaHHOMY JOCTOMHCTBY OJIHOPA30BBIE CHUCTEMBI CJIEIYET
MPUMEHATH BO BCEX CIydasx, TPEOYIOIMX a0COMIOTHON MH(POpMaMOHHON Oe3onmacHocTH. OHAKO
BO3MOKHOCTM IPUMEHEHUs OJHOPA30BOM CHUCTEMBl OrpPaHUYEHbl YUCTO MPAKTUYECKUMHU
aciektamu. CyIIeCTBEHHBIM MOMEHTOM SBJsieTCsl TpeOOoBaHHE OJHOPA30BOTO HCIOJIB30BaHUS
CIy4ailHOM KIIFOYEBOM MOCIIENOBATENBHOCTU. KiroueBass MOCIENOBATENBHOCTh C JUIMHOM, HE
MEHbBILICH JTUHBI COOOLICHMS, TOJDKHA TIepeaaBaThCs IOJIydaTeNl0 COOOINEHHUS 3apaHee WU
OTAENbHO 110 HEKOTOPOMY CEKPETHOMY KaHaly. OTo TpeOoBaHHME He OyAeT CIMIIKOM
00OpeMEeHUTEIbHBIM ISl TIepEeIauul ACHCTBUTEIHLHO BAXKHBIX OJHOPA30BBIX COOOIICHUI, HAIPUMeED,
1o ropsiueit iuHuKM Bamuuarron-MockBa. OgHako Takoe TpeOOBaHUE TPAKTUYECKH HEOCYIIIECTBUMO
IUIE COBPEMEHHBIX cHCTeM o00paboTku wuH(popMmanuu, rae Tpedyercss muppoBaTh MHOTHE
MUJUTMOHBI CUMBOJIOB.

B HekoTOphIX BapuaHTaX OJHOPA30BOr0 OJIOKHOTA MPUOEratoT K Oosiee MpoCTOMY YIPABICHUIO
KJIFOUEBOM T10CIIEI0BATENbHOCThIO, HO 3TO MPHUBOJUT K HEKOTOPOMY CHMKEHHUIO HaJEKHOCTU
mmdpa. Hanmpumep, kimtod omnpeaesnsieTcss yKa3aHHEM MeCTa B KHUTE, M3BECTHOW OTIPABUTEIIO U
nosydatento coobmenus. KiroueBas mocienoBarenbHOCTh HAUMHAGTCS ¢ YKAa3aHHOTO MECTa ATOU
KHUTM W MCIIONB3YeTCS TakUM ke oOpa3oM, Kak B cucteme Bmxunepa. MHornma takoit mmudp
Ha3bIBAIOT MHU(POM ¢ OETyluM KIHOYOM. YTIpaBICHUE KIIFOUEBOH MOCIEI0BAaTEIbHOCTHIO B TAKOM
BapHaHTe MM(pa HAMHOIO MPOIIE, TAK KaK JJIUHHAS KJII0UeBas MOCIEe0BaTEIIbHOCTh MOXKET ObITh
IpeJcTaBiIeHa B KOMIAkTHON ¢opme. Ho ¢ apyroil CTOPOHBI, 3TH KIIIOYM HE OyAYT CIydalHBIMU.
[TosTOMY y KpUIITOAHAIUTHKA MOSABISETCS BO3MOXHOCTh MCIIOJIb30BaTh MH(GOPMAIIMIO O YaCTOTaxX

6YKB HCXOAHOI'0 €CTCCTBCHHOTI'O A3BIKA.

Iun¢ppoBanue MeTOAOM raMMHUPOBAHUA

Ilox cammupoeanuem TOHUMAIOT NPOLECC HAJIOKEHHS IO ONPEIEICHHOMY 3aKOHY TaMMBbI
mudpa Ha OTKPBITHIE AaHHbIE. [amma wugpa — 3TO NCEBIOCIyYalHas IMOCIENI0BATEIbHOCTD,
BbIpa0OTaHHAs MO 33JaHHOMY QITOPUTMYy JJs 3alIM(pPOBaHUS OTKPBITHIX JAaHHBIX U
pacudpoBaHus 3aIM(PPOBAHHBIX TAHHBIX.

[Tpornecc 3ammdpoBaHus 3aKI0YAETCS B TEHEPALUU TaMMBI IIH(Pa U HATOKEHUH TTOJTy4YEeHHON
raMMbl Ha MCXOJHBI OTKPBITBI TEKCT OOpaTUMBIM 00pa3oM, HANpUMEpP C HUCHOJIb30BaHUEM

Orepanru CIOXKCHUA IO MOAYJIIIO 2.
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Crnenyer OTMETHTH, YTO Tepes 3amn(poBaHUEM OTKPBITHIC JaHHBIE pa3OuBaroT Ha Omoku 7
OJIMHAKOBOM JUIMHBI, OOBIMHO 1O 64 Owura. l'amma mmdpa BeIpabaThiBaeTCs B BUIC
MIOCJIEI0BATENBHOCTH OJIOKOB /', aHAJIOTHYHOM JUIHHBIL.

YpaBHeHue 3amudpoBaHusi MOXKHO 3alKACATh B BUC

TV =I"®T!,i=1...M,

rae T —i-it 6ok mwudprekcra;

I/ — -1t 6;ok raMMBI Udpa;

T! —i-i 60K OTKPBITOTO TEKCTA;

M — xon4ecTBO OJIOKOB OTKPBITOTO TEKCTA.

[Tponecc pacimmppoBaHusl CBOAUTCS K MOBTOPHOM I'eHEpalMu rammbl MUGpPa U HAIO0XKEHUIO
3TOM raMMbl Ha 3alIM(POBAHHBIE JAHHbIE. Y paBHEHHUE pacIu(pOBaHUS UMEET BU]L

W =I"T".

[Tony4yaeMblii 3TUM METOJOM HIM(PTEKCT JOCTATOYHO TPYAEH JUIl PACKPBITUS, MOCKOJBKY
Tenepp KIIOY sBIsETCS IepeMeHHbIM. [lo cytm pgena ramma mudpa IODKHA H3MEHSTHCS
CIlydaitHBIM 00pa3zoM Uit Kakaoro mudpyemoro 6ioka. Ecnu mepruoa raMMbl peBBIIIAET AJTUHY
BCEro MIM(pPYyeMOro TeKcTa U 3JI0yMBILIUIEHHUKY HEU3BECTHA HUKAKas 4acTh UCXOJHOIO TEKCTa, TO
TaKOM MH(P MOKHO PACKPHITh TOJBKO MPSIMBIM I1€peOOPOM BCEX BapUaHTOB KiIto4a. B aToM citydae
KPUIITOCTOMKOCTh MIM(pa ONpeesseTcs: JTMHON KItoya.

MeToabl reHepanuy NceBA0CTAYYAMHBIX MOCIE10BATEIbHOCTEH Yncel

[Tpy mudpoBaHMM METOIOM TaMMHUPOBaHMsS B KauyeCTBE KIIOYA HCIHOJB3YETCS CilydailHas
CTpOKa OUTOB, KOTOpast OObEAUHSETCS C OTKPHITBIM TEKCTOM, TaKXe MPE/ICTaBIEHHBIM B TBOMYHOM
Buje (Hanpumep, A= 00000, B = 00001, C = 00010 u T.1.), C MOMOLIBIO0 TOOUTOBOTO CIOKEHUS TIO
MOJIYJIIO 2, ¥ B pe3yJbTaTe MoyydaeTcs Mu(pPOBaHHBIA TEKCT. [ eHepupoBaHe HEMpeacKa3yeMbIX
JBOWYHBIX MOCJEI0BATEIbHOCTEH OONBIION JIMHBI SBISETCS OJHOM M3 BaKHBIX HpoOsieM Kiac-
cuueckoi Kpunrorpaguu. s pemeHus 3Toil MmpoOieMbl HIMPOKO HCHOJIB3YIOTCS T€HepaTOpbl
JBOWYHBIX TICEBIOCTYYAHBIX TIOCIIEIOBATEIIHHOCTEH.

['enepupyemble TICEBIOCTYYaHbBIE PSIbI YUCEN YacTO HA3bIBAIOT FaMMOM mudpa WA MPOCTO
raMMoii (1o Ha3BaHUIO OYKBBI ¥ TPEYECKOTo andaBHTa, YaCTO HMCIOJIB3YEMONH B MaTeMaTHYECKUX
dbopmynax nmst 0003HAUYCHHSI CITYIaHBIX BEJTUYHH).

OObIYHO Ui TEHEepalM IOCJIEJOBATENIbHOCTH TCEBIOCTYYalHbIX YHCEN TNPUMEHSIOT
KOMIIBIOTEPHBIE TPOTPAMMBI, KOTOPBIE, XOTS U HA3bIBAIOTCS T'€HEpPATOpaMH CIy4aiHbIX 4HCes, Ha
CaMoOM JieJie BBINAIOT JCTEPMUHUPOBAHHBIE YHCIIOBBIE IMOCIEIOBATEILHOCTH, KOTOPBIE TI0 CBOUM

CBOMCTBaM OY€Hb IIOXO0KH Ha CIIy4alHbIE.
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K kpunrorpaguuecku CTOHMKOMY TeHepaTopy ICEBIOCIYYalHOW MOCIEI0BATEILHOCTH YUCEI
(rammpbl mudpa) NPeabIBISIIOTCS TPU OCHOBHBIX TPEOOBAHUS:

. HEepUOJl raMMbl JOJKEH OBbITh JOCTaTOYHO OOJBIIMM JUId IIU(GPOBAaHUS
COOOIICHUH Pa3TMIHON JUTUHBL;

. raMMa JOJDKHa OBITh NPAKTUYECKH HEMpeACKa3yeMOH, YTO O3Hayaer
HEBO3MOXXHOCTh TNpEeACKa3aTh CIEAYIOIIUNA OUT TaMMBbI, Ja)Ke€ €CIH HW3BECTHBI THUII
reHepaTopa U NPEeAIECTBYIOIINN KYCOK FaMMBl;

. IFeHEPUPOBAHUE TaMMbl HE JOJDKHO BbI3bIBaTh OOJBIIMX TEXHUYECKUX
CIIOKHOCTEH.

JnuHa niepuoga  ramMmbl - SBISETCS CAMOM  BaXKHOM — XapakTEPUCTHKOW — reHeparopa
nceBiocayyaiHbIX ymncen. [1o okoHYaHuM nepuoja yuciia HauHyT HOBTOPATHCS, U UX MOXKHO Oyzaer
npeackasaTh. Tpebyemasi JUIMHA Mepuoja raMMbl ONPEAEIseTCs CTENEHBIO 3aKPBITOCTH JIaHHBIX.
Uem nuHHEE K04, TEM TpyAHEE ero nojgoopars. /{nnHa nepuosia raMmbl 3aBUCUT OT BHIOPAHHOTO
JITOPUTMa MOJTYYEHUSI ICEBIOCITYYalHbIX YU CEI.

Bropoe TpeboBaHue cBsi3aHO CO clieayroliel mpoOiIeMoii: Kak MOKHO JOCTOBEPHO yOeauThces,
4TO  IICEBAOCIy4YaliHas TraMMa  KOHKDETHOIO  IeHepaTopa  sBIsETCd  JACHCTBUTEIBHO
HenpeckasyeMoil? Iloka He CylIeCTBYIOT TaKUE€ YHHUBEPCAJIbHBIE U IMPAKTUUYECKH MPOBEPsSIEMbIE
KpUTEpUU M METOAMKH. UYTOObI ramMma cuuTajach HENpEACKa3yeMoMH, T.e. UCTUHHO CIy4ailHOH,
HE00X0AMMO, 4YTOObI ee mepuox ObUl OYeHb OONBIIMM, a pa3IU4yHble KOMOMHALUU OUTOB
OIpeJIeIEHHON JJTMHBI ObIIIM PAaBHOMEPHO pacIipe/iesieHbl o Beell ee AInHe.

Tperbe TpeOoBaHMe OOYCIOBIMBAET BO3MOXKHOCTh IMPAKTUYECKOM peau3aluy TeHepaTtopa
MIPOrpaMMHBIM WUJIU allapaTHBIM IyTeM ¢ 00ecrieueHneM HeOOXO0AMMOro ObICTPOAEHCTBHSL.

OnuH U3 NMepBbIX CIOCOOOB T'eHEepaluy MceBAoCTydaiiHbIX uncen Ha OBM npennoxun B 1946
r. /Ixon ¢on Heiiman. CyTh 3TOT0 criocoda COCTOUT B TOM, YTO KaKI0€ Mocienyolee ciydaitHoe
YKCII0 00pa3yeTcst BO3BECHUEM B KBaJpaT MPEIbIIYIIEro Yucia ¢ OTOpacklBaHUEM LU(p MIIaIIHNX
U cTapuux pa3psioB. OIHAKO 3TOT c1oco0 0Ka3ajcs HEHAJEKHBIM U OT HETO BCKOPE OTKA3aJIUCh.

JInHeHHbIN KOHITPYIHTHBINH IF'eHepaTop

W3 u3BECTHBIX MpOLENYp I'€HEpaluu IOCIEA0BATEIbHOCTH ICEBIOCIYYAaHHBIX LEIBIX YHCET
Haubojee 4YacTO MPUMEHSIETCSl TaK Ha3blBaeMbli JIMHEWHBI KOHTPYIHTHBIH TeHepaTop. ITOT
reHepaTop BbIpabaThIBa€T IMOCIIENOBATEIbHOCTD ICEBIOCTYUYaHHBIX YUCEN Y1, Y2, ..., Vi1, Yis ---
HCIOJIb3YSl COOTHOLIEHHE

yi=(a-yi1+b)modm,

rne Y; — i-e (Texymiee) Yicio MocIeI0BaTeIbHOCTH;

Yi-1 — IpeabIAYIIEe YUCIIO MOCIE10BATENIBHOCTH;

a — MHOXUTEIb (KO3PPUINEHT);
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b — npupaenwue;

M — MOJTyJIb;

Yo — MOPOKJAIOIIee YUCIO (UCXOIHOE 3HAUCHUE).

JlanHoe ypaBHEHHE TeHepupyeT ICEeBAOCTYYailHbIe YHcia C MepUoIOoM MOBTOPEHUS, KOTOPBIN
3aBHCHUT OT BHIOMPACMBIX 3HAUCHUIT MapaMeTpoB &, b U1 M U MOXKeT JoCTUraTh 3HAYCHUS M.

Hanpumep, nipu Yo =a =b =7, m = 10 nocieaoBareIbHOCTb BBITJISIUT Tak: 7, 6,9, 0, 7, 6,9, 0,
7, .... JlnuHa nepuoaa nojiydeHHOM MOCIE0BATEIbHOCTH paBHa 4.

3HaueHHe MOIyIs M JOIKHO OBITh BEIMKO, 0ObMHO M Geperca paHbiM 2". Ilpupamenue b
JOJDKHO ObITh B3auMHO TipocthiM ¢ M, T.e. HOJ[ (b, m) = 1. Koaddumuent a momkeH ObITh
HEYETHBIM YHCIIOM.

KoHrpysHTHBIE reHepaTopbl, padoTaoIIKe M0 AITOPUTMY, MpeasiokeHHOMY HannoHalibHBIM
6topo cranaaptoB CIIA, ucnonb3yroTcs, B YaCTHOCTH, B CHUCTEMaxX MPOTPaMMHPOBAHUSI. IDTHU
FeHEPATOPbl MMEIOT JUIMHY Tepuona 2°* 1 061a1ar0T XOPOLIMME CTATHCTHYCCKUME CBOMCTBAMIL.
OpHako Takas JJIMHA [EepUoJa Mayia Juisi Kpunrorpadudeckux NpuMeHeHuid. Kpome Toro,
JI0Ka3aHO, YTO MOCJIE0BATENIbHOCTH, TEHEPUPYEMbIE KOHTPYIHTHBIMU T'€HEPATOPaMH, HE SIBISIOTCS
KpUNTOrpa@uuecku CTOMKUMHU.

Perucrp caBura c inHeiiHO# 00paTHOM CBA3BIO

CymiectByeT cnoco0 reHepanuu MOCIeA0BaTEIbHOCTEN NCEBAOCTYYallHBIX YMCEI Ha OCHOBE
JUHEHHBIX PEKYPPEHTHBIX COOTHOIICHUH.

PaCCMOTpI/IM PEKYPPCHTHBIC COOTHOUICHUA U UX PA3HOCTHLIC YPABHCHU:

Ay = _Zhjai+j J ©)

riae ho # 0, hy =1 u kaxxnoe h; npunagnexut momo GF(q).

Ilonem wHa3bIBaeTCs MHOXECTBO F, Ha KOTOpPOM OIpEACNICHBI OMEpali CIOXKEHUS |
YMHOXEHHSI, YIOBJIETBOPSIONINE ACCOLMAaTUBHOMY, KOMMYTaTUBHOMY H JUCTPUOYTHBHOMY
3aKOHaM, MPUUEM UMeEIOTCs Kak aaauTuBHas (0), Tak ¥ MyIbTHILTUKATUBHASA (1) eMUHUIIBI, KaXKIbIN
JJIEMEHT HMMEET OOpATHBIA JJIEMEHT M0 CIIOKEHHIO, KPOME TOTr0, KaXKIBIM DSJIEMEHT, KpoMme
aAIUTHBHOW enuHUIIbl ) UMEeT U OOPaTHBIN DIIEMEHT 10 YMHOXKEHUIO.

Koneunoe none F(p) — 3T0 10JIe ¢ KOHEUHBIM YKHCJIOM [ 3JIEMEHTOB. B 001eM ciydae 4ucio
s1eMeHToB P = (", rJe  — HEKOTOpoe MPOCcToe uKcao u N > 1. Takue KOHEUHbIE TONS HA3BIBAIOT
nonamu Ianya u o6o3nauaror GF(Q") umu GF(q) mpu n = 1.

Pemiennem 3Tux ypaBHEHUM SIBISETCS MOCIEIOBATENIbHOCTh 3JEMEHTOB 8y, 8, 8, ... MHOJs

GF(q). CootHorrenne (3.1) ompeaenseT MPaBHIO BBIYUCICHHS 8x 10 HM3BECTHBIM 3HAUYCHHUSAM
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BEJIMYHH ag, a1, a, ..., Ak.1. 3aTEM I10 U3BECTHLIM 3HAYECHUSIM ag, a1, A, ..., Ak HAXOMAT ax+1 U T.1. B
pe3ynbTaTte MO HavadbHBIM 3HAYCHUSIM dy, 81, 82, ..., k1 MOXHO TOCTPOUTH OECKOHECUHYIO
[I0CJIEIOBATEIBHOCTD, MIPUYEM KaXKIBIH €€ MOCACIYIONUI YieH ompeaesercss u3 K mpeaplayImx.
[TocnenoBaTeIbHOCTH TAaKOTO BHJA JIETKO PEaTU3YIOTCS Ha KOMITBIOTEPE, MPHU 3TOM peaTr3alus
MoJIy4aeTcsi 0COOECHHO MPOCTOM, eciu Bee hj u a; mpuHuMaroT 3HaueHus 0 u 1 u3 nosst GF(2).

Ha pucynke 1.6 mokazana nuHEWHas TOCIEIOBATENbHAS MEPEKIIOYATEIbHAS cXeMa, KOTopas
MOXET OBITh HCIIOJIb30BaHA IS BBIUYMCICHUS CyMMBI (3) W, CIeIOBaTENbHO, IS BBIYUCICHUS

3HAUYCHUS Ay 110 3HAYCHUSIM k MNPEAbIAYIINX YJICHOB IIOCICA0BATCIBHOCTH.

BbIXOOQHOW

O0o3HaueHus:

4-%4— CyMMaTop mo MOJYJIFO 2

ILlerrs (oTBOA) ¢ KOAPPHUITHUESHTOM
nepeaaun h, h=0 unu 1

®
b 3anomMuHaromias s;tueka, Xxpassimas a,
T.€. Ha BbIXOJe sueknu a=0wmwma =1
Puc. 1.6. I'eneparop ¢ peructpom casura
HcxonHble BETUYMHBI dg, a1, a2, ..., A1 MOMEIIAIOTCS B Pa3psibl CIABUIOBOIO PETUCTPA,
MOCJIEZI0BATENbHbBIE  CIBUTHM  COJEPKMUMOIO  KOTOPOTO  COOTBETCTBYIOT  BBIYMCIIEHHUIO
MOCJIECI0OBATEBHBIX CHMBOJIOB, TIPH 3TOM BBIXOJI MOCTE I-TO CABUTa paBeH a;. JlaHHOe ycTpoicTBO
Ha3bIBAIOT F€HEPATOPOM MOCIIEeI0BATEIbHOCTH YUCEN, TOCTPOSHHBIM Ha 0a3e CIBUTOBOIO PErucTpa
C IMHEWHOW 00paTHOMN CBS3BIO.
Kondurypanuio oOpatHbix cBszedl (0TBOZOB) hj B reHeparope CO CABHUTOBBIM PETHCTPOM

OIpeaAcIsICT BUA MHOT'OYJICHA
k .
— ]
h(x) = Z; h,x’,
J:

rae X — hopMalibHas IepeMEeHHAs;

hj — koo purment npu X', npunuMaroruii 3Hauenune 0 wim 1;
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Hpyrumu cinoBami, eciu y MEHorowresa h(X) koaddunuent h; = 1, 3To o3nauaer, uro orsox h; B
CXeMe reHepaTopa IPUCYTICTBYET, eciy ke y MHorowieHa h(X) koaddunuent h; = 0, To orBog h; B
CXeMe reHepaTropa OTCYyTCTBYET.

B kauectBe h(X) He00X0AMMO BHIOMPATH HEMIPUBOJUMbIN IPUMUATHBHBIH MHOTOUWICH

MuorowieH h(X) HasbIBaeTCs HenpusoOumvimM muocouneHom creneHu M, ecau h(X) Hemb3s
Pa3NIOKHUTh HA COMHOXKUTEIH — MHOTOYJICHBI CTEIICHU MEHBIIIE M.

[lpu takom BbIOOpe MHOrowieHa h(X) co crapiuell CTENeHbO M reHepatop obecrevrnBacT
BBIJIa4y TICEBIOCIYYaHON TOCIEOBATEIHHOCTA JBOWYHBIX YUCEN ¢ MAKCHUMAaJbHO BO3MOKHBIM
nepuogom 2™ — 1.

PaccmoTpuM B KauecTBe IpuUMepa TpexXpa3psAaHbIil CABUTOBBINA PETUCTP C JIMHEHHON 0OpaTHOM
CBsi3bl0  (pUCYHOK 1.7), TIOCTPOCHHBI B COOTBETCTBUM C HENPUBOAUMBIM TNPUMHTHBHBIM
MHOTOYJICHOM

h(x) =3 +x% + 1,

riae ko3ddunments h3 =1, h, =1, h; =0, hg = 1.

’I I w KNKOYEBOW NOTOK Cocrosinus

I, = 1010011 perucrpa:

1
hy=1 h2=1 h{=0 ho=1

— >

M C:rm-:&‘jM

RPORREROOIR
OFRrPFRPPFRPOORO
RRPRROORO

Puc. 1.7. Tpexpa3psaHblil perucTp clIBUra ¢ 0OpaTHBIMU CBA3SIMU

(rerepatop ramMmmsl mudpa I'y,)

[Tycts xmouom siBasiercs 101. Peructp HaumHaer paboTaTh € 3TOrO  COCTOSHUS;
MIOCJIEZI0BATENBHOCTh COCTOSIHUN perucrpa mpuBesneHa Ha pucyHke 3.5. Peructp mpoxoaut uepes
BCE CEMb HEHYJIEBBIX COCTOSHHI M CHOBA BO3BpallaeTcs B cBoe ucxomHoe coctosiuue 101. D10 —
HauOoyiee JUIMHHBIA TEepUOJ JaHHOTO perucrpa ¢ JMHEHHON oOpaTHOl cBs3pio. Takas
MOCJIeIOBATEIbHOCTD HA3bIBACTCS NOCA€008AMENbHOCNBIO MAKCUMANLHOU ONUHbL IS CBUTOBOTO
peructpa (Maximal Lenght Shift Register Sequence — MLSRS). Ilurepcon u YaamoH mokasaim,
YTO MpH MOOOM IIeIoM M CYIIECTBYET M-6uToBas nocnenosarensHocTs MLSRS ¢ nepuogom 2™-1.
B wactHoctu, nmpu m = 100 nocienoBarenbHOCTh OyJeT UMETh EPHO 211 n ne IIOBTOPUTCS 10%

JIeT IpU Nepeaye ee Mo JIMHUM CBS3HM cO CKOpocThio 1 Mout/c.
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B mamiem mnpumMepe BBIXOAHOW IOCIENOBATENBHOCTRIO (Tammoit mmdpa) [y caBUTOBOTO
peructpa ¢ 0o0paTHOH CBs3bI0 sBIsieTCsl mocnenoBaTenbHOCTh 1010011, KoTOpas IUKIUYECKH
noBTOpsieTcsi. B 3TOH 1mOCIeoBaTENbHOCTH HMMEETCS YEeThIpEe E€AUHULBI M TpU HYIsd, U HX
pacmnpejieieHue HAacToJIbKO OJM3KO K pPaBHOMEPHOMY, HACKOJBKO ATO BO3MOXHO B
MOCJIeIOBATEIbHOCTH, UMEIOIIeH JUnHY 7. Ecinm paccMOTpeTh mapsl Mocie10BaTeIbHbIX OUTOB, TO
napsl 10 u 01 nosiBisitoTcst o ABa pasa, a napel 00 u 11-oquH pas, 4To OMATH OKAa3bIBAETCS Ha-
CTOJIbKO OJM3KMM K paBHOMEPHOMY pacHpelle]IeHHI0, HACKOJIBKO 3TO BO3MOXHO. B ciyuae
[IOCJIEIOBATEIbHOCTH MAaKCUMAJIbHOM JUIMHBL U1  M-pa3psyAHOrO PErucrpa 3TO  CBOMCTBO
PaBHOPACHIPECICHHOCTH PACIpPOCTPAHAETCS Ha TPOWMKH, YETBEPKHM W T.A. OMTOB, BIUIOTH 10 M-
OuToBBIX Tpymm.  brmaromaps  Takoil  OnAM30CTM K PaBHOMEPHOMY  pacIpellelICHUIO
MIOCJIEI0BATEIbHOCTH MAaKCUMaIbHOM JUIMHBI YACTO HCIIOJIB3YIOTCS B KAUECTBE IMCEBAOCTYyYalHbBIX
MOCNIEIOBATEIbHOCTE B  KPUNTOrpapUUecKuX CHCTEMax, KOTOpble HMHTHPYIOT paboTy
KPUIITOCTOMKON CUCTEMBI OJJHOPA30BOTO MIH(PPOBAHHUS.

XoTs Takas Kpunrorpaduyeckas CUCTEMa OCYLIECTBIISIET UMUTALIMIO 3aBE€OMO KPUIITOCTOMKOMN
CUCTEMBI OJIHOPa30BOro IH(pOBaHMSA, camMa OHA HE OTIUYAETCS CTOMKOCTBIO U MOXKET OBITh
packpbiTa 3a HECKOJIBKO CEKyHJ paboThl KOMIBIOTEpA MpPU YCIOBUU HAIMYUS H3BECTHOTO
OTKPBITOI'O TEKCTA.

Ecnu oTBOABI perucTpa ¢ 00paTHON CBA3BIO 3a(DMKCHPOBAHBI, TO JUISI HAXOXKICHUS HAYaIbHOTO
COCTOSIHMSI PETUCTpa JOCTaTOYHO 3HATh M OUTOB OTKPBHITOrO TekcTa. YToObI HATH M OUTOB
KJIIOYEBOTO TOTOKAa, M OWUTOB M3BECTHOIO OTKPBITOTO TEKCTa CKIAJBIBAIOT IO MOIYI0 2 ¢
COOTBETCTBYIOIIMMHU M OuTamu mudprekcra. I[lomyuyeHHpie M OUTOB 1alOT COCTOSIHUE CABUTOBOTO
perucTpa ¢ oOpaTHOM CBA3BIO B OOPAaTHOM HAINPAaBIEHWU HAa HEKOTOPBIM MOMEHT BPEMEHHU. 3aTem,

MOZACIINPYA pa60Ty perucTpa Hasaa, MOXHO OIIPEACIIUTL €T0 HCXOAHOC COCTOSAHUC.

1.2. KomnbHOTEePHBIl NPAKTHKYM M0 KJIACCHYeCKUM mudpam

In¢psl 3aMmeHbI

1. OcHoBBI K (ppOBaHUS.

2. lllucpsr 0AHO3HAYHOM 3aMEHBI.
3. [MonmurpaMMHBbIe TIUGPHI.

4. OmooHnueckue mHIQpHI.

5. IlonuandasutHelie MUGPHI.


https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p41
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p42
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p43
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p44
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p45
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6. Heperynsipablie mu@psi.

1. OcHoBbl LI ppOBaAHUS

CymHocTh mu(ppoOBaHUS METOIOM 3aMeHbl 3akimoudaercs B ciemyromeMm [9]. Ilycts
mdpyroTCs COOOIIEHUS HA PYCCKOM SI3BIKE W 3aMEHE TOJISKUT Kax1asi OyKBa ATHX COOOIIECHHIHA.
Torma, OykBe A McxomHOro aindaBUTa COMOCTABISACTCS HEKOTOPOE MHOXECTBO CHMBOJIOB
(umadppozamen) Ma, B — Mg, ..., I — Myg. [lIudpo3amensl BbIOMpatoTCss TaKUM 00pa3oM, YTOOBI

nro0bie 1Ba MEHOXKecTBa (M 1 My, i # j) He coaepikanu oauHaKkoBbIX aneMenToB (M N M;=0).

Tabnuna, nmpuBeneHHas Ha puc.l.8, aBnsgercs kiarodoM mudpa 3aMeHbl. 3Has €€, MOXKHO

OCYIIECTBHUTH KaK MM(ppoBaHue, TaK U pacmiuppoBaHue.

A 5 =
Mg Mg Mg

Puc.1.8. Tabnuma mudposzamen

[Tpu mmdpoBannu Kaxaas OykBa A OTKPBITOTO COOOIIECHUS 3aMEHSETCS JTIOOBIM CUMBOJIOM W3
MHOkecTBa M. Ecnu B cOOOIIEHHHM COIEPKUTCS HECKOJIBKO OyKB A, TO Kaxaas M3 HUX
3aMeHseTCs Ha 000 cuMBOI U3 M. 3a cYeT 3TOro ¢ MOMOIIBI0 OJHOTO KIIF0Ya MOKHO TOTYyYUTh

Pa3JIMYIHBIC BAPUAHTBI IIII/I(l)pOl"paMMI)I AJIs1 OAHOT'O U TOT'O K€ OTKPBITOT'O COO6HICHI/I$I.

Tak xak mMHOXecTBa Ma, Mg, ..., Mg IONapHO HE NEPECEKAOTCS, TO MO KaKJOMY CHMBOIY
mudporpaMmMbl  MOKHO OJHO3HAYHO OINpPENEINTh, KaKOMYy MHOXECTBY OH IpPHHAJICKUT, U,
CJIEZIOBATENbHO, KaKyl0 OyKBY OTKPBITOrO coOOIIeHHs OH 3ameHseT. IlosTtomy pacmmdppoBanue

BO3MOXHO U OTKPBITOC COO6HI€HI/IG OonpeaAcsICTCA CAMHCTBCHHBIM 06pa30M.

HpI/IBeI[eHHOG BBIIIIC OIMMUCAHUC CYHIHOCTHU IJ_II/I(I)pOB 3aMCHBI OTHOCHUTCA KO BCEM HX

Pa3HOBHUAHOCTAM 3a HCKIIIOYCHUCM HOJ'H/IaJ'I(baBI/ITHI)IX IHI/Id)DOB, B KOTOPBIX IJId SaHIPI(l)pOBaHI/ISI

Pa3HbBIX CHUMBOJIOB HCXOJHOT'O an(baBHTa MOI'yT HCIOJB30BATbCA OJWHAKOBBLIC IIII/I(l)pO3aMeHI)I

(te. M N M3 #0,i#]j).

MeTto 3aMeHBl 4acTO peaau3yeTcsi MHOIMMHM I0JIb30BaTeNsIMU IpU paboTe Ha KOMIIbIOTEpE.
Eciu mo 3a0bIBUMBOCTM HE MEPEKIIOYUTh Ha KJIaBHAaType HAOOp CHMBOJOB C JIATUHUIBI Ha
KUPHJUIMILY, TO BMECTO OyKB pycckoro andaBuTa MNpU BBOJAE TEKCTa OyIyT NedyaraTbcsi OYKBBI

JATUHCKOTO ajdaBuTa («mudpo3aMeHbD»).


https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p46
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/literatura
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p45
http://eldorado.ru/
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[Tudpsl 3aMEeHBI MOKHO PA3/IEIUTh Ha CIEAYIOUIHE MOAKIACCHI (Pa3HOBUIAHOCTH):

- mbpbl 0IHO3HAYHOU 3aMeHbl (MOHOaNI(haBUTHBIE, MPOCTHIE MOJICTaHOBOYHBIE). KonnuecTBo

mudpo3aMeH s KaXIOro cUMBOjia ucxomaHoro andasura paBHo 1 (| M| = 1 mns omgHOrO

CUMBOJIA);

- HOJIUTpaMMHble  IMUQPBI.  AHAIOTMYEH NpPEABIAYIIEMY 32 WCKIOYCHHEM TOrO, YTO
mmppo3aMeHe COOTBETCTBYET Cpa3y OJIOK CHMBOJIOB UCX0HOTO coobmmeHus (| M| = 1 ans Gioka

CHUMBOJIOB);

- oMo onnveckue mudpsl (0THO3BYUHBIE, MHOTO3HAYHOM 3aMeHbl). KomnuecTBo mudpo3zamen

JUTS OTACIBHBIX CHMBOJIOB HCXOAHOTO ajidasura Oosbiie 1 (| M| > 1 m1s ogHOr0 cCUMBOIIA);

- nonuandaBuTHeie  mudpel (MHOroandaButHeie). COCTOUT U3  HECKONBKUX  MIU(GPOB

OJIHO3HAYHOHN 3aMEHBI. BLI60p BapraHTa aJ'I(baBI/ITa JJIA SaIHI/I(prBaHI/ISI OAHOI'0 CMMBOJIa 3aBUCUT

oT ocobeHHocTel Meroaa mudposanus (| M | > 1 mis oqHOTO CHMBOJIA);

- HCPCTYIAPHBIC I_HI/Id)DbI. I_HI/I(prSaMeHLI COCTOAT U3 PA3HOI'O KOJIUYCCTBO CUMBOJIOB.

Jlyist 3ammcu MCXOTHBIX M 3aU(POBAHHBIX COOOIICHUN MCTIOIB3YIOTCS CTPOTO OINpPEICICHHBIC
andautel. AndaBUTHI 715 3aIIUCH MUCXOJIHBIX U 3alIU(PPOBAHHBIX COOOLICHUI MOTYT OTJIMYAThCS.
CumBobl 000MX andaBUTOB MOTYT OBITH MpEACTaBIEHB OYKBaMH, MUX COUETAHUSMH, YHCIAMH,

pUCyYHKaMH, 3BYKaMH, XKXECTaMH W T.II. B xauecTBe npuMepa MOKHO MNPUBECTU IUIAINYIIHUX

yesoBeuykoB M3 pacckaza A. Konan J[loina (le;klfl v ;[:)3) U PYKOIMCh PYHUYECKOTIO IHCHMA

(/l -’Ll\ /{r ) u3 pomana K. Bepna «IlyremectBue k neHTpy 3emMin».
2. Hludpsl 01HO3HAUHON 3aMEHbI

MaxkcumanbHOe KOJMYECTBO KIto4el [yt moboro mudpa 3Toro BUia He IpeBbimaer N,
rzre N — KOJIM4ecTBO CUMBOJIOB B alipaBute. C yBelMYeHHEM 4ucia N 3HadeHue N! pacter oveHb
oeictpo (1! = 1, 5! = 120, 10! = 3628800, 15! = 1307674368000). Ilpu OGonbimux N mis

MPUOIMKEHHOTO BRIYUCIICHHS N! MOYKHO BOCTIONIB30BaThCs (hopmysoit CTupimHra

il

e ~/270 7 n
© )


https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p42
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p43
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p44
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p45
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#p46

72

Mudgp Le3aps. Hannsnii mmmdp 6but npuaymat 'aem FOnuewm Lle3apem u ncnoab3oBaics UM B
cBoei mepenucke (1 Bek A0 H.3.). IIpuMEHUTENBHO K PYCCKOMY S$3BIKY CYThb €r0 COCTOMUT B
cnenyromeM. BeimuceiBaeTcst ucxonueiit angasut (A, b, ..., 5I), 3aTemM 110 HUM BBIMUCHIBACTCS TOT

XKe a.]'I(baBI/IT, HO ¢ IUKIIMYCCKHUM CIABUT'OM Ha 3 6y1(BBI BJICBO.
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Puc.1.9. Tabmuna mmdposamen ais mmdpa Lezaps

[Tpu 3ammdpoBke OykBa A 3amensiercs Oykpoii I', b - va I u 1. 1. Tak, HanpumMep, UCX0IHOE
coobmenne «ABPAMOB» mnocne mmdpoanus Oyner Boirsanets « JAYITICEy». Ilomydarens
coobmenuss «'AYITICE» wumer >t OykBBI B HIKHEW CTpOKE M 1O OyKBaM HaJl HUMH

BOCCTaHaBJIMBaeT ucxoauoe coooduienune «KABPAMOBY.

Kirouom B mmdpe Llesaps siBisieTcss BenMunHa CABUTA HUKHEH CTpoku andasuta. KommuecTBo
KITIOYeH NIl BceX MOJU(HKAIMKA JaHHOTO IMHU(pa MPUMEHUTEIHFHO K alaBUTYy PYCCKOTO S3bIKA

paBHo 33. Bo3aMoxHBI pa3nuunbie Mogudukanmn mudpa Lezapsi, B 4acTHOCTH JTO3YHTOBBIN MHU(D.

JlozyuroBbiii mm¢p. s ganHoro mmdpa mocTpoeHne TabIuIbl MUPPO3aMeH OCHOBAHO Ha
Jo3yHre (KIO4Ye) — JIErKO 3allOMHHAaeMOM cioBe. Btopas crpoka Ttabmuubl mudpo3ameH
3aIOJIHSAETCA CHaydala CJIOBOM-JIO3YHTOM (IIpHYEM MOBTOpSIOMIMEcs OYKBBI OTOpPAchIBAIOTCS), a
3aTeM OCTaJIbHBIMM OYKBaMH, HE BOLIEJIINE B CIOBO-JO3YHT, B andaBuTtHOM mnopsake. Hampumep,

ecyu BeIOpaHo cioBo-103yHT «JISAJIMHA», To TaGnuia umeeT cienyronui BU/I.

A O[E[EDK][3[n[MK
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Puc. 1.9. Tabmuna mmdpo3ameH 1S TI03yHTOBOTO mudpa

[Tpu mmdpoBanuu ucxonHoro coobmenHuss «ABPAMOB» no mnpuBeleHHOMY BBbIIIE KIHOUY

mmdporpamma Oyaet BoirsaeTs «IATTIJIKMN».

B kauecTBe 03yHra pexoMeHayeTcs BBIOMpaTh (pa3y, B KOTOPOH COAEP)KaThCsl KOHEYHBIE
OykBbI andaBuTta. B obmem ciydae, KOIMYECTBO BApUAHTOB HMKHEW CTPOKM (IIPUMEHHUTEIHHO K

pyccKoMmy sI3bIKYy) cocTaBisier 33! (> 1035).

IMonuduanckuii kBaapar. [lupp wu300peTeH rpedeckuM ToCyIapCTBEHHBIM JEATeNEM,

noskoBoeM U uctopukom Ilomubuem (III Bek 1o H.3.). IlpuMeHHTENBHO K pycCKOMY ai(aBUTy




73

CyTh IM(pPOBaHUS 3aKioy¥anack B ciefyomeMm. B kBaapar 6X6 BBIMTUCHIBAIOTCS OYKBBI

(HE00s3aTENBHO B aJI(DAaBUTHOM TIOPSAKE).

1T (234 |5 |6
1T1A (B B | | O |E
2E | |3 |[KM|HW K
31N M |H O M |P
4 (C | T |Y | | X | L
S W W|ib |Bl|E
612 |[K|A][- |- |-

Puc. 1.10. Tabnuma mudpo3ameH uist MOTHONAHCKOTO KBapara

[Mudpyemas OykBa 3ameHsieTCs] HA KOOPAMHATHI KBajapaTa (CTpoka-cTojbelr), B KOTOpOM OHa
3anucana. Hanpumep, ecnu ucxoanoe coobuenue «KABPAMOBY, To mudporpamma — «11 12 36
11 32 34 13». B [IpeBueii ['peruu cooO1ieHust nepeiaBajiuch ¢ MOMOIIBIO ONTHYECKOTO Tenerpada
(c momomipto (akenoB). s kaxaoil OyKBBI COOOIICHHS BHAYalle MOJHUMAIIOCh KOJIHMYECTBO

(baKeJ'IOB, COOTBCTCTBYIOIIICC HOMCPY CTPOKHU 6yKBBI, a 3aTEeM HOMCPY CTOJ'I6I_[a.

Tiopemublii mugp. Orta 3ByKOBas pa3HOBUJHOCTb IOJUOMAHCKOIO KBajapaTa Oblia
pazpaboTaHa 3akito4eHHBIMA. CHUCTEMa COCTOsUIa U3 HECKOJBKUX yJapoB, 0003HAYAIOMIMX CTPOKH
u cToilusl B Tabiauue ¢ OykBamu andaButa. OIUH yaap, a MOTOM €Ille JBa COOTBETCTBOBAIU
ctpoke 1 u cronbuy 2, 1.e. OykBe b. Ilay3a cnyxuna paszgenuTteneM MEXIy CTPOKaMU H
cronmbnamu. Takum oOpazom, 3amudpoBaTh wucxomHoe coodmenune «ABPAMOB» wmoxHO

CJIEIYIOIIUM 00pa3oM.

TYK _ TYK
TYK _ TYK, TYK

TYK, TYK, TYK __ TYK, TYK, TYK, TYK, TYK, TYK
TYK _ TYK

TYK, TYK, TYK _ TYK, TYK
TYK, TYK, TYK _ TYK, TYK, TYK, TYK
TYK _ TYK, TYK, TYK

mMOoO=Z>TDoml

Puc. 1.11. ITpumep ucnonb30BaHUs TIOPEMHOTO MIU(pa

Mudpyomas cucrema Tpucemyca (Tpuremus). B 1508 r. a66ar u3 I'epmanuu Horanu
Tpucemyc Hamucas nedaTHyo pa®oTy mo KpunTojoruu noja Ha3zpanueM «llomurpadus». B atoit

KHUI'C OH BIICPBBIC CUCTCMATUUYCCKHU OIMUCAII MMPHUMCHCHUC IJ_II/I(bpYIOH_[I/IX Ta6J'II/II_[, 3all0OJJHCHHBIX
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andaBUTOM B CciydailHoM Topsake. Jlng momydenus Takoro mmdpa 3aMeHbl  OOBIYHO
MCTOJIB30BATHMCH Ta0bNUIa 1Jis 3anmucu OykB andaBurta U KiIoyeBoe cioBo (wim ¢pasa). B tabnuiy
CHayaJa BIUCHIBAJIOCH IO CTPOKAaM KIIOYEBOE CIIOBO, IIPUYEM IIOBTOPSIOUIMECS OyKBBI
oTOpachIBaIMCh. 3aTeM 3Ta TaOJHUIA JOMOJHsIIACH HE BOLISIIIMMH B Hee OykBamM ajdaBuTa IO

nopsnaky. Ha puc. 1.12 u3o0pakena tabiuia ¢ kiiodeBbiM c1oBoM «JISAJITMHA».

El=|Z|m|xT
Tle|O|X|>
w ol =" e MR

o | 2|0 =@ I
DI Il I e e B B
SIE|d|a|lm|=

Puc.1.12. Tabmuna mudpozamen st mudpa Tpucemyca

Kaxnas 6ykBa OTKpPBITOro COOOILIEHHs 3aMeHseTCsl OyKBOM, pacIOI0KEHHOM 101 Hell B TOM ke
cronbne. Ecnn OykBa HaxoIWTCsl B TOCIEIHENW CTPOKE TaONMIbI, TO JUiA ee mmdpoBanus OepyT
caMyl0 BepxHIOIO OykBy cronbma. Hampumep, wucxognoe coodmenue «ABPAMOBY,

3ammpposanHoe — «K3LDKY DIy,

Hugp macono. B XVIII B. Maconsl co3ganu mugp, YTOOBI CKPHITH OT OOIIECTBEHHOCTH
CBOM KOMMepueckue caenku. Kak moBemanu Te, KTO Mpexae COCTOSI B pAgax 3TOro OOLIECTBa,
MacOHbI OJIb30BAJIUCH CITIOCOOOM 3aCeKpEeUMBaHUs, BECbMa MOX0XKHUM Ha mu(p po3eHkpeiinepos. B

«CPCUICTKE» U B YIJIaX HAXOOATCA TOYKHU, KOTOPBIMU 3aMCHAOTCA 6YKB]':>IZ

C..f .i I 0 r
b..e . k n q
a..d .g ] m p

Puc. 1.13. Iudp macoHoB

Tak kak KJIATBBI XpaHUTh TaillHy HapylIaIKCh HE pa3, OOJBIIMHCTBO BeNnMKUX 710 MAacOHOB B
CIOA Oonpire HE NONB3YIOTCS NMUCHBMEHHBIMH IIH(paMH, NPEANouuTas IepelaBaTb YCTHbBIE

HHCTPYKIIMU BO BPEMS 3aKPBIThIX PUTYAJIOB.

C momoripio mmgpa MaCOHOB MOYKHO JIETKO pacmu(poBaTh CaeAyonyo Gppasy.



75

v e o

Puc. 1.14. Ilpumep ucnonb30BaHus MHU(ppa MACOHOB

3T0 HepBHﬁ YPOBE€HBb, HAa KOTOPOM HaxoAsATCsA BCC BIICPBBIC BCTYIIUMBIINEC B O6I_HCCTBO YJICHBI:

Blue Lodge (pyc. «I"ony6as (Cunsist) noxa»).

OJHUM U3 CYILIECTBEHHBIX HEAOCTATKOB M (POB 0THO3HAYHOM 3aMeHBbI SIBJIETCS MX JerKas
BCKpbIBaeMOCTh. IIpu BCkpbITHN HIM(POrpaMM UCHOIb3YIOTCS Pa3IMYHbIC IPUEMBI, KOTOPbIE AaXKe
IpU OTCYTCTBUHM MOIIHBIX BBIYMCIUTEIBHBIX CPEICTB MO3BOJSIOT JOOUTHCS IOJIOKUTEIBHOTO
pesyabrata. OOMH W3 TaKUX MPHEMOB Oa3upyercs Ha TOM, YTO B HHM(porpamMmax oOcCTaercs
uHpoOpMalLKsg O YacTOTE€ BCTPEUYAEMOCTH OYKB MCXOJIHOro TekcTa. Eciu B OTKPBITOM COOOIEHUH
4acTo BCTpedaercs Kakasg-nubo OykBa, TO B HIM(POBAHHOM COOOIICHMHM TaKXe 4acTo Oyaer
BCTpeUaThCsl COOTBETCTBYIOIMUN el cumBoil. Eme B 1412 rony 1lluxaba an-Kankamanaun B cBoeM
Tpyae «Cy0Ox an-Aamia» mpuBes TabJIHMIy YacTOTHI MOSBICHHS apaOCKHX OyKB B TEKCTE Ha OCHOBE
aHanu3a Tekcra Kopana. Jlns pa3HbIX $3BIKOB MHpa CYLIECTBYIOT MOJOOHBIe TaOimuipl. Tak,

HaIIpuMeEp, AJId PyCCKOI'O A3bIKa TaKast Ta6nnua BBITJIAAUT CIICAYHOIIUM 06p330M.

Tabmuna 1.11. BeposiTHOCTH NOsIBIEHUS OYKB PYCCKOTO SI3bIKa B TEKCTax ™

Bykea Bepoar- Bykea BepoAat- Bykaa BepoAar- Eykea BepoAr-
{cumBON) HOCTE HOCTE HOCTh HOCTL
Mpoben 0146 P 0.042 A 0017 H 0.007

] 0.094 11 0.039 3 0016 1] 0.006
E 0.071 B 0.038 =1 0015 L, O 0.005
A 0.069 K 0.028 r 0.014 L 0.004
M 0064 Ml 0.027 (=3 = 0.013 G 0.003
H 0.057 N 0.026 N 0012 3 0.002
T 0054 i 0.024 1 0.010 L= 0.001
C 0.048 Y 0.023 X 0.008

*) B TaGnuIe npuBeIEeHbI OIEHKH BEPOSTHOCTEH MOsBIEHU OYKB PYCCKOTO SI3bIKa M Mpoodena,
MOJTydYeHHBIE HA OCHOBE aHaJM3a HAYYHO-TEXHUYECKUX M XYHAOKECTBEHHBIX TEKCTOB OOIIUM

00beMmoM 6ostee 1000000 cuMBOIIOB.

CymiectByIoT nogo6HbIe Tabnuibl it nap OykB (Ourpamm). Hanpumep, yacto BcTpeuyaeMbIMU
OurpaMMaMM SIBIIIIOTCSL  «TO», «HO», «CT», «IO», «€H» W T.J. Jlpyroil IpueM BCKpBITUS
mudporpaMmM OCHOBaH Ha MCKIIOYEHUU BO3MOXKHBIX coueTaHuii OykB. Hampumep, B TekcTax (eciu
OHHU HamucaHbl 0e3 opdorpaguueckux OmUOOK) HENb3sI BCTPETUTh COUCTAHUS «Us», «IIbI», «bb» U

T.II.
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Jis ycrnoskHeHHs 3aa4l BCKPBITHS MH(POB OAHO3HAYHOW 3aMEHBI €Ile B APEBHOCTH Iepen
mu(poBaHUEM M3 UCXOAHBIX COOOIICHHWH HMCKIIIOYANd MpoOeNbl W/WiIK TiacHble OyKBbI. [[pyrum

CIIOCO0O0M, 3aTPYIHSIOIINM BCKPBITHE, SBISICTCS MU pPOBaHKEe GurpaMmamu (rapamu OyKB).

IHonurpammusblie WU@pbI

[Mosmrpammubie mWU@pPbLI 3aMeHbI - 3TO0 MHUQPLl, B KOTOPbIX OAHA MHUppO3aMEHa

COOTBCTCTBYCT Cpa3y HCCKOJILKUM CHUMBOJIAM UCXOAHOTO TCKCTA.

Burpammubiii mmudgp Hoptel. [Ludp [lopTel, npeacTaBieHHbI UM B BUAC TaOTUIIbI, SIBISICTCS
MEePBBIM HM3BECTHBIM OWUTpaMMHBIM mudpom. Pasmep ero tabmuiel cocraBisn 20 x 20 sdeek;
HaBEPXy TOPH30HTAIBHO WM CJIEBA BEPTHUKAJIBHO 3aMUCHIBAJICS CTAaHMAPTHBIA andaBUT (B HEM HE
obuto OykB J, K, U, W, X u Z). B sidelikax Ta0nuibpl MOTIIM OBITh 3alMCaHbl JTIFOOBIE YUCIIa, OYKBEI
WM CUMBOJIBI - caM JI>xoBaHHU [lopTa monp30Bajicsi CHMBOJIAMU - TIPH YCIIOBUH, YTO COJEPKUMOE
HU OJIHOHM U3 siUeeK HE MOBTOPAJIOCH. [[pUMEHUTENBHO K PYCCKOMY SI3bIKY Tabnuia mudpozaMeH

MOXET BBITJISIACTH CICTYIOIUM 00pa3oM.
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418

419

420

421

422

423

424

425

426

427

428

429

430

431

432

433

434

435

436

437

438

439

440

441

442

443

444

445

447

448

449

450

451

452

453

454

455

456

457

458

459

450

461

452

4563

464

465

458

487

458

459

470

471

472

473

474

475

478

479

480

481

482

482

484

485

488

487

488

489

490

491

492

492

494

495

498

457

458

459

500

501

5oz

503

504

505

Ll

507

Chi)

510

511

512

iz

514

515

Eis

517

E1E

519

520

521

522

523

524

525

526

27

EZE

EZ5

5320

E31

E32

E33

Ez4

B35

E36

E37

E38

E40

41

B4z

B4z

£a4

E4E

Edg

E47

E48

E45

EED0

EE1

EEZ

EE3

EE4

EEE

11-1 3

EE7

EEE

559

560

561

562

563

564

565

566

567

568

569

570

571

572

573

574

575

575

580

5Bl

B2

EE3

B4

EES

L3:17

EE7

588

589

520

551

552

593

594

535

596

597

598

599

600

601

602

603

604

605

606

607

608

605

610

611

612

613

614

615

616

617

618

619

620

621

622

623

624

625

626

627

628

629

630

631

632

633

634

635

636

637

638

CEE]

540

641

642

643

644

645

646

647

648

649

650

651
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652

653

654

655

656

657

658

659

660

661

662

663

664

665

666

667

668

555

570

671

672

6573

674

675

679

680

681

682

L

6E3

6584

EES

687

688

689

690

691

692

693

694

695

696

6597

598

699

o |E|E
B
mn

200

801

80z

803

204

208

o
-}
=]

E0E

209

E11

E12

E13

E14

817

219

220

821

822

E23

24

825

BI6

827

E29

E30

E31

E32

B33

E34

E3L

236

827

B35

240

841

B42

B43

544

B45

B48

850

851

852

BE3

EE4

BEE

BE&

BE7

BEE

60

6l

g2

63

Bg4

B65

Bg6

867

868

B69

870

871

872

73

E74

B75

E76

879

880

881

882

883

884

BES

BEE

BE7

BEE

BES

830

891

B892

93

594

B85

B96

897

898

899

200

501

50z

903

204

205

206

207

910

911

912

913

914

915

916

917

918

915

920

921

922

923

924

925

926

927

928

929

930

0o |w| o

931

932

5933

934

935

936

237

938

941

4z

943

944

945

9456

247

548

545

950

951

952

953

954

=11

=117

8957

858

o959

960

961

Puc. 1.15. Tabnuua mudpozamen 1 mudpa [HopTs

[IudpoBaHue BBHIMOMHSAETCS MapaMu OyKB HCXOAHOTo cooOuienus. IlepBas OykBa mapbl

YKa3bIBA€T Ha CTPOKY H_II/I(l)pOL’»aMCHBI, BTOpas - Ha CTOJ'I66LI. B CJIyda€ HCUCTHOI'O KOJINYCCTBA 6YKB

B HCXOJHOM COOOHIEHMHM K HEMY J00aBJIsI€TCS BCIOMOIATEIbHBIM CHUMBOJI («IIYCTOH 3HAK»).

Hanpumep, ucxonnoe coobuienne «Ab PA MO By, 3ammdpoBanHoe — «002 466 355 093». B

Ka4ueCTBC BCIIOMOIaTCJIbHOI0O CHMBOJIA HUCII0JIb30BaHa 6YKBa «SI».

Iudp Playfair (anria. «Yecrnas urpa»). B magane 1850-x rr. Yapn3 YUTCTOH nmpuyma Tak

Ha3bIBACMBINA «IIPAMOYTOIBHBIN mudp». Jleon Ilneiidep, Omuszkuii npyr YHUTCTOHA, paccka3ai 00

3ToM mmdpe BO Bpems oduuuanbHoro obeaa B 1854 r. MUHHCTPY BHYTPEHHHMX el JIOPAY

[TaneMepcTony u npuHIy Anb0Oepty. A mockonbky Ilneiidep OblT XOpOIIO U3BECTEH B BOCHHBIX U




78

JUIJIOMAaTHYECKUX KPYrax, TO 32 TBOPEHHEM YHUTCTOHA HaBEUHO 3aKPEMHUIIOCh Ha3BaHME «IHpp

[Tnetiepar.

Jannplii mudp cran nepBbIM OYKBEHHBIM OUTpaMMHBIM IIH(PpoM (B OurpamMmHO#i Tabnuie
[TopThl WCTMONB30BAIUCH CHUMBOJBI, a He OykBbl). OH OBUI NpeaHA3HAueH I OOECICYCHUS
CEKPETHOCTH TejerpagHoi CBS3M W MPUMEHSUICS OpUTaHCKMMM BOIiCKaMu B AHIIO-OypcKoil u
[TepBoii MupoBoii BoiiHax. MM monb30Bajgach TakKe aBCTpPAIMICKas Clyx0a OeperoBoil OXpaHbI

OCTPOBOB BO BpeMsl BTOpoii MUpOBOI BOMHBI.

[udp npenycmarpuBaeT mmdpoBanue map cuMBoJIoB (ourpamm). Takum 06pazom, 3TOT mHdP
0ojee yCTOWYMB K B3JIOMY IO CpaBHEHHUIO ¢ IUGPOM IMPOCTOM 3aMEHbI, TaK KakK 3aTpyIHSIETCS
9acTOTHBIA aHam3. OH MOXKET OBITh MPOBEICH, HO HE I 26 BO3MOXKHBIX CHMBOJIOB (JITATHHCKHIMA
angasuT), a s 26 X 26 = 676 BO3MOXKHBIX OMrpaMM. AHaIHM3 YaCTOTHl OMTpaMM BO3MOXKEH, HO
SBIIICTCS 3HAUUTENIBHO 0oJiee TPYIHBIM M TpedyeT HaMHOTO 00JjblIero oobeMa 3amudpoBaHHOTO

TCKCTA.

Jns mmdpoBanus cooOmeHus: HEOOXOaUMO pa3OMTh ero Ha OWrpaMMmsbl (TPYIIBI U3 ABYX
CHMBOJIOB), IIPU 3TOM, €CIM B OMTrpaMMe BCTPETSTCS /IBa OJMHAKOBBIX CHMBOJIA, TO MEXIY HUMHU
n00aBiIsIeTCs 3apaHee OrOBOPEHHBI BCIOMOTATENBbHBIN CUMBOJ (B OpuruHaie — X, Uil PycCKOro
angasuta - SI). Hanpumep, «3ammdpoBaHHOe COOOIMICHHE» CTAHOBUTCS «3a MM (p OB aH HO €C
ofl 06 me Hu eS». lna dhopMupoBaHMs KIIOUEBOW TaOMWIIBI BHIOMpAETCS JO3YHI U Jajiee OHa

3aroJiHAeTCs Mo mpaBuiaM mudpyromieit cucremsl Tpucemyca. Hanpumep, nosynr «ISAJUHA»

El<|Z(m|

olIE|o|=lm|o
Wl =|[—|x
DIE|d|lo|m| =
-~ |Z|e|O|X|>
PO (=3O

Puc.1.16. KimroueBas tabnwma st mmgpa Playfair

38.TCM, PYKOBOACTBYACH CJICAYIOIIMMU IIPABUJIAMU, BBIIIOJIHACTCA SaLHI/I(I)pOBLIBaHI/IC nap

CHUMBOJIOB UCXOJHOTI'O TCKCTA:

1. Ecnu cumMBOIBI OMTpaMMBl HMCXOJHOTO TEKCTa BCTPEUAIOTCS B OJIHOM CTPOKE, TO ITH

CHUMBOJIbI 3aMCIIAOTCA Ha CHUMBOJIBI, PACIIOJIOKCHHBIC B Oy KaNIINX CTOJ'I6I_I3.X CIipaBa OT



79

COOTBCTCTBYIOIIUX CUMBOJIOB. Ecnu cuMBoOm sBisieTcs MOCJICIHUM B CTPOKEC, TO OH 3aMCHACTCA Ha

IIEPBBII CUMBOJI 3TOH 7K€ CTPOKHU.

2. Ecnu cuMBONIBI OMTpaMMBI MCXOJHOTO TEKCTa BCTPEUYAIOTCS B OJHOM CTOJOLE, TO OHHU
peoOpas3yroTcss B CUMBOJIBI TOTO ke CTOJIOIA, HAXOAAIIMMUCS HEMOCPEICTBEHHO 1Mo HUMHU. Eciu

CHMBOJI ABJIACTCA HUKHUM B CTOJ'I6H€, TO OH 3aMCHJCTCA Ha HepBHﬁ CHMBOJI 3TOTI'0 K€ CTOJ'I6LIa.

3. Eciim cuMBOJIBI 6I/II‘paMMBI HCXOJHOI'0 TCKCTAa HAXOIATCA B PA3HBIX CTOJI6LIaX H pPa3HbIX
CTpPOKax, TO OHU 3aMCHAIOTCA Ha CUMBOJIbI, HAXOAAIIHUECA B TEX KC CTPOKAX, HO COOTBCTCTBYIOIIHC

IPYTUM yriaM MpsSMOYTOJIbHUKA.

[Tpumep mmdpoBanus.

- 6I/IFpaMMa «3a» (I)OpMI/IpyeT MNpAMOYT'OJIbHHUK — 3aMCHACTCA Ha (()K6));

- 6I/IFpaMMa «HIH» HaXoAATCsAa B OJHOM CTOJI6II€ — 3aMCHSCTC Ha «IOE»,

- 6I/IFpaMMa «(1)}’))) HaxoasaTCs B OﬂHOﬁ CTPOKE — 3aMCHJACTCA Ha «XC»;

- burpamMma «oB» (OPMHPYET MPSIMOYTOIBHUK — 3aMEHSETCS Ha «HK»;

- 6I/IFpaMMa «aH» HaXoOsATCs B OIIHOﬁ CTPOKEC — 3aMCHACTCA Ha ((621));

- 61/1rpaMMa «KHO» (I)OpMI/IpyeT IpsAMOYT'OJIbHUK — 3aMCHSCTCA Ha «aM»;

- burpamma «ec» (popMHUpyeT NPsIMOYTOJIbHUK — 3aMEHSIETCS Ha «I'T»;

- 61/1rpaMMa «Os» (I)OpMI/IpyeT NpAMOYT'OJIbHHUK — 3aMCHACTCA Ha «Kay,

- burpamMma «00» HopMUPYET MPSIMOYTOIBHUK — 3aMEHSIETCS Ha «I1a»;

- burpamMma «1me» GopMUpyeT MPSIMOYTOJIBHHUK — 3aMEHSIETCS Ha «ILE»;

- 6I/IFpaMMa KHH» (I)OpMI/IpyCT OpsAMOYT'OJIbHUK — 3aMCHSACTCA Ha «aH»,

- burpamma «es» GopMHUpPYET NPSIMOYTOJIBHUK — 3aMEHSETCSI Ha «TH».

HIudporpamma — «k6 o€ Xc ik 6a aM I'T Ka 1a e aH .



80

Jnsa  pacmmdpoBkr HEOOXOAMMO HCIOJB30BaTh WHBEPCUIO ATHX TPaBWI, OTKUIBIBAS

cumBoibl S (wm X), eciiu OHU HEe HECYT CMBICIIA B UICXOHOM COOOIIICHUH.

Hudp Xuaaa. [lepBolii npakTHUECKH peaTn3yeMblid criocod mudpoBaHus ¢ UCHOIb30BAHUEM
anreOpel ObT ipuayMan B 1929 r. matemarukom Jlectepom Xwumiom - mpodeccopom u3 XaHTep-
kouiemka B Hero-Mopke, crates kotoporo «Cryptography in an Algebraic Alphabet» Obuia

onyonmrkoBaHa B )ypHaiie «The American Mathematical Monthly».

Kaxnoit OykBe andaButa comnocraBisercs uucio. Jias pycckoro andaBuTa MOXKHO
HCIIONB30BaTh npocteimyto cxemy: A =0, b =1, ..., I = 32. Jlns 3amudpoBanus 610K HCXOAHOTO
cooO1ieHust U3 N OYKB paccMaTpUBAETCS KaK N-MEPHBII BEKTOP YHMCET U YMHOXAETCS Ha MaTPUILY
pazmepomM N X N o moaymio 33. JlanHas MaTpuiia, COBMECTHO C KOJOBOM TaOIUIEH COMOCTABICHUS
OyKB ajdaBuTa ¢ YHCIaMH, SABIISIETCA KII0UOM 3amudpoBanus. s pacmmdpoBaHust IpUMEHSETCS

1
o6paTHa>1 MaTpuna I10 MOAYJIHO.

HaHpHMep, AJie TPUI'paMMHBIX 3aMCH MOIYT HCIIOJb30BATHCA CIICAYIOIIMEC MAaTPUIBI

3amm@poBanus / paciinpoBaHUsL.

6 27 1 2 20 17
13 16 32 20 20 4
28 17 15 13 30 21
maTtpuua maTpuua
JalndgpoBaHnA pacimgpoBaHnA

Puc. 1.17. Matpuusl 3amudpoBanust / paciinpoBaHus

Ucxoanoe coobmenne «ABPAMOBY, nonoiaHeHHOE ABYMS BCTIOMOTaTEIbHBIMU OYKBAMHU «SIS»
(IUTsT KpaTHOCTH TPEM), MOCJE COMOCTABJICHUS OYKB C YHCIaMH Oy/AET BBITIISACTH CIETYIOIIUM
obopazom «0 1 17 0 13 15 2 32 32». Ilocie mepeMHOKEHHUsT TPOEK YWCENl Ha MAaTPHILY
3amu@poBanus mudporpamma npumMer ciaenyromui Bun «11 328 328 17 17 11 24» (unm B
OoykBeHHoM kBuBanieHTe «KS3 I'bP PKUy).

ABP-0117
6*0+27*1+1*17) mod 33 =

11 (K)
(13*0+16*1+32*17) mod 33 =

32 )



(18*0+17*1+15*17) mod 33 =

8 3
AMO-01315
(6*0+27*13+1*15) mod 33 =

3 )
(13*0+ 16 * 13 + 32 * 15) mod 33

=28 (b)
(28 *0+ 17 * 13 + 15 * 15) mod 33

=17 (P)
Bsis - 2 32 32
(6*2+27*32+1*32)mod 33 =

17 (P)
(13*2+ 16 * 32 + 32 * 32) mod 33

=11 (K)
(28 *2 + 17 * 32 + 15 * 32) mod 33

=24 M)
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Jns pacmdpoBaHus TPOHKM 4YuceNl MHQPPOrpaMMbl HEOOXOAMMO YMHOXKHUTH Ha MAaTpUILY

pacmndpoBaHusl.

Ks3-11328
(2*11+26*32+17 *8) mod 33 =

0 (A)
(26 *11+20* 32+ 4 *8) mod 33 =

1 (B)
(13*11+30* 32 +21*8) mod 33 =

17 (P)
I'bP - 32817

(2*3+26*28+17*17) mod 33 =
(A)
(26 *3+20*28+4*17) mod 33 =

13 (M)

(13*3+30*28+21*17) mod 33 =
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15 )
PKY - 17 11 24
(2*17+26*11+17*24) mod 33 =

2 (B)
(26 * 17 + 20 * 11 + 4 * 24) mod 33 =

32 ()
(13 * 17 + 30 * 11 + 21 * 24) mod 33

=32 ()

B pesynbraTe Oyner momyden mabop uucen «0 1 17 01315 2 32 32)%», cOOTBETCTBYIOMIUI

HCXOJIHOMY COOOIIEHHIO CO BcioMoraTesibHbIMU cuMBoJIaMu «ABPAMOBsis1».

1OﬁpaTHaﬂ MaTpHULA - MaTpULa Al IIPU YMHOXXEHUHU Ha KOTOPYIO, UCXO/IHASI MaTpulia A aer

B pe3ysbTaTe eMHUYHYI0 MaTpuiy E.
Omodonuyeckune mudpobl

Jlpyroe HanpaBJICHUE MOBBIIICHHUS CTOMKOCTH MU(POB 3aMEHBI COCTOUT B TOM, YTOOBI KaXK10€
MHOXeCTBO Muppoodo3HaueHuit M; comepkano Oosiee ogHoro sinemeHta. [Ipu ucmonap3oBaHUN
Takoro mudpa OoAHYy M Ty € OYKBY (€CIM OHAa BCTPEYAETCS HECKOJIBKO pa3 B COOOIICHHH)
3aMEHAIOT Ha pasHble Mmm@po3zaMeHbl U3 Mj. DTO TO3BOJSET CKPBITh HUCTHHHYIO YacTOTY

BCTPECYACMOCTU 6YKB OTKPBITOI'O COO6H.[CHI/I}I.

Cucrema omogonoB. B 1401 r. Cumeone ne Kpema cran ucnosib3oBaTh TaOJIUIBI OMO(POHOB
JUIL COKPBITHSI YacTOThI TMOSIBJIEHUS TJAcCHbIX OyKB B TEKCTE NpU IOMOIIM Oojiee 4yeM OJHOU
mudpo3amensl. Takue mudpbl MOIPKE CTAIM  HA3bIBAThCS IIM(pPaMM  MHOTIO3HAYHOWM
3aMeHbl UIu OMO(l)OHaMI/IZ. Onu nonyumnu pazsutue B XV Beke. B kuure «Tpakrar o mudpax»
Jleona bartuctel AnpOepTu (MTANbSIHCKUM YYEHBIH, apXUTEKTOP, TEOPETUK MCKYCCTBA, CEKPETAPh
nansl Knmumentus XII), ony6nukoBanHOi B 1466 ., MpUBOAMTCS ONMCaHHWE IIM(pa 3aMEeHbI, B
KOTOpPOM KaxkJ10ii OyKBEe CTaBUTCS B COOTBETCTBHE HECKOJBKO SKBUBAJIEHTOB, YHCIO KOTOPBIX
MPOMOPLMOHATILHO  YacTOTE€ BCTpeyaeMoCTH OyKBBI B  OTKpPHITOM Tekcre. Tak, ecinu
OPHUEHTHUPOBATHCSA Ha TO YUCIIO mudpo3aMeH g OykBbl O TOKHO cocTaBisaTh 94, mis Oykswl E —
71 u 1.1 IIpu sTOM Kaxkaas mudpo3aMeHa J0DKHA COCTOATh U3 3 mudp U UX odlee KOJINIEeCTBO

pasno 1000. Ha puc.1.18 npencrasneH ¢pparMeHT TabauIb! uppo3aMeH.
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Mo i | MpoGen A = B [ [ = “
7 012 | 311|128 175|037 | | 248| | 064 || 266
> 042 | 357|950 | 194 | | 149 | | 267 | | 189 | | 333
13 578 | 4905|990 | 199 | . | 340 | 203|274 | | 749
17 342|519 457 || 760 | 06| | 469 | | 845
57 437 | 637 504 | | 777 | | 432| | 554
38 457 | 678 644 824 | | 721
47 628 | 775 528 | _ | 954
69 651 301 856
o 974 a03
146 976

Puc.1.18. ®parmeHT TabnHIbl MUppo3aMeH sl CHCTEMbl OMO(OHOB

[Tpr mmdpoBaHUU CUMBOJI UCXOJHOTO COOOIICHHS 3aMEHSETCS Ha JIO0YI0 MHUppPO3aMeHy U3
cBoero crtonbma. Ecnu cuMBON BcTpedaeTcs MOBTOPHO, TO, KaK IMPAaBWIIO, WCIOJB3YIOT pa3HbIE
mdposzamensl. Hampumep, ucxonnoe coobmenne «ABPAMOB» mocne mmdpoBaHusS MOXKET

BEITTIAAETE «357 990 374 678 037 828 175».

Kuueknblii mmdgp. 3aMeTHBIM BKJIAJI0M IPEeYecKoro yueHoro JHest TakTuka B Kpuntorpaguio
SBIISICTCA TPEAJIOKECHHBI UM TaK Ha3bIBa€MbIH KHIDKHBIA MUQp, ONMCaHHBIA B counHeHnn «O0
000pOHE YKPETUIEHHBIX MECT». DHEH MPEATI0KIIT TPOKAIBIBATh MAaJT03aMETHBIE IBIPKHA B KHUTE WIIH
B JIPYrOM JIOKYMEHTE HaJl OyKBaMH CEKpETHOro cooOlieHus. IHTepecCHO OTMETUTh, YTO B IEPBOM
MHUpPOBOW BOHHE I'€pMaHCKHE HIMHOHBI MCIOJb30BAIM aHAJIOIMYHBIA MIM(p, 3aMEHUB JABIPKH Ha

3
TOYKHU, HAHOCUMBIC CUMIIATUYCCKUMHA YCPHUJIaMH Ha 6YKBBI ra3s€THOro TCKCTaA.

[Tocne mepBoif MUPOBON BOMHBI KHUXKHBIM mudp npuodbpen nHoi Buj. lludpozamena ans
KaX/1011 OyKBBI onpezensiiack HAbOpoM IU(P, KOTOPbIe YKa3bIBAJIM HA HOMEP CTPAHMULIbI, CTPOKU U
IIO3UIIMK B CTpoKe. KOIM4ecTBO KHUI, M3JAHHBIX 3a BCIO HMCTOPHUIO 4YEJIOBEUYECTBA, SIBIIACTCS
BEJIMYMHON OrpaHMuYeHHOW (1Mo KpailiHel Mepe, siIBHO MeHblle, yem 15!). OnmHako oTCyTCTBHE
MIOJTHOM 3JIEKTPOHHOM 0a3bl MO M3JaHUAM JeNaeT MpOoLenypy BCKPHITHS MH(porpaMM MOYTH HE

BBIIIOJIHUMOM. B CBSI3M ¢ 3TUM KHUKHBIH IJ_II/I(I)p OTHOCHAT K KaTCropruu COBCPIICHHBIX.

Bapuanthble mmgpsl . BapuantHele mu@pbl HATOMUHAIOT NOAMOWAHCKUN KBaJapatT, HO IS

KaX/10il CTPOKM M cTONOIa HMCHOJib3yeTcsl Mo JBa OYyKBEHHBIX HIeHTH(uUKaTopa. B kBamgpar
(IpsAMOYTONBPHUK) MIM(PO3aMEH BHAyaje 3alKChIBACTCS KIIOUEBOE CIOBO 0€3 MOBTOPSIOLIMXCS

6YKB, a 3aTeM JOIIOJHACTCSA HEC BOIICAIIMMHA B HETO 6yKBaMI/I 10 MOPAAKY CJICIOBAaHUA B aﬂ(i)aBI/ITe.


https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema19#simpa
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_polibii
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Kaxnoil crpoke u cTosOIy KBagpara CTaBUTCA B COOTBETCTBHE IO JBe OYKBHI ayihaBuTa. ByKBBI

JIIsL I/IZ[eHTI/I(bI/IKaL[I/II/I CTPOK U CTOJI6LIOB HC JOJI’KHBI ITIOBTOPATHCA.

MWIY[E|T|[W]|X

| K|H|W|3|®b
obl (O]9 |W|H|A|B
BA |B|T|E|E|X|3
NP |W|K|Nn|{M|O]|T
on|P|Cc|T|VY|®d|X
OX (U |4y |wiw|b|b
34 | b |3 |W0O|- |- |-

Puc. 1.19. [Tpumep Tabaumbl mudpo3aMeH BapuaHTHOTO MHU(Pa C KIIFOYEBBIM CIIOBOM

«JIAOUHA»

KomOunanmu OykB-UACHTH(PUKATOPOB CTPOKU U CTONOIA JAIOT MO BOCEMb MUGPO3aMeH s
KaX 101 OYKBBI HUCXOIHOTO TEKCTA. Hampuwmep, U1 OykBbI J| BO3MOXKHBI
I ppPo3aMeHBbI: O D, @11, 1D, bIN, MBI, bIII n IIbI. Honst TaOIUIIBI mrdpo3amMeH,
npuBeieHHON Ha puc. 4.13, ucxoanoe coodmenne «KABPAMOB MoxeT ObITh 3amuppPoBaHO Kak

«bI3 bIX OI1 3@ I'P PII Al».

2 .
Omodonsbl (rpey. homos - ogrHakoBbIN U phone - 3BYyK) - €0Ba, KOTOPbIE 3By4aT OAMHAKOBO,

HO MHUIIYTCS MO-Pa3HOMY U UMEIOT pa3HOe 3HAUCHHUE.

3
CumMnarndeckmne (HeBI/IIlI(IMI)Ie) YEepHUJIA — 4YCpHUWJIA, 3alllCu KOTOPBIMU ABJIAIOTCA
HN3HAYaJIbHO HCBUJAUMBIMU U CTAHOBATCA BUJUMBIMU TOJIBKO IMPU OIIPCACIICHHBIX YCIOBUAX (HaneB,

OCBEILEHUE, XUMUYECKHI MPOSIBUTEND U T. 11.).
HonuajngaBurHbie INQPLI

Hanomuum, uro nomuandaBuTHbIE MHUMPB COCTOAT M3 HECKONBKHX MIM(PPOB OJHO3HAYHOU
3aMeHbl U OTJIMYAIOTCS JAPYT OT Apyra crnocoOoM BbIOOp BapuaHTa andaBuTa JUIs 3alinpoBaHUs

OJHOI'0 CHMMBOJIA.

Juck Aabdeptn. B «Tpakrate o mmdppax» AnbOepTd NPUBOIUT MEPBOE TOYHOE OIMHUCAHUE

MHOroan(paBuTHOro mKdpa Ha OCHOBE MM (PPOBATHLHOTO AUCKA.
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Puc.1.20. uck Anpbeptu

OH cocTosAa U3 IBYX JMCKOB — BHEIIHEr0 HENOJBM)KHOIO (Ha HEM ObUIM HaHEceHbl OYKBbI B
anaBuTHOM miopsake U mudpst 1, 2, 3, 4) U MOABMIKHOTO BHYTPEHHETO JMCKA Ha KOTOPOM OYKBBI
ObuTH TIepecTaBieHsl. [Iponecc muppoBaHus 3aKITIOYANICA B HAX0XKICHHH OYKBBI OTKPBITOTO TEKCTA
Ha BHEIIHEM JIMCKE M 3aMEHE ee Ha OYKBY ¢ BHYTPEHHEro JUCKa, cTosmyto nmoj Hel. [locne saToro
BHYTPEHHUH NUCK CIBUTAJICS HA OAHY MO3UIMIO U MH(POBaHUE BTOPOH OYKBBI MPOU3BOAUIOCH
yXe 1o HoBoMy Hudpandasuty. KirouoM nanHoro mmdpa sBIsIICS MOPSIOK PACIONOKEHUs OYKB

Ha BHYTPCHHEM AWCKC U €TI0 HAaYaJIbHOC IMOJIOKCHHUE OTHOCHUTCIIbHO BHCIIHETO JTUCKA.

Ta6auua Tpucemyca. OqauM U3 mKdpoB, TpUIYMaHHBIX HeMelKuM abbatom Tpucemycowm,
cTajl MHOToaJ1(haBUTHBIN U(p, OCHOBAHHBIN Ha Tak Ha3bIBaeMol «rabmuie Tpucemycay - Tabiuie
CO CTOPOHOI paBHOM N, Izie N — KOJIMYECTBO CUMBOJIOB B aiidaBuTe. B mepBoil cTpoke MaTpHIbI
3alUCBIBAIOTCS OYKBBI B TMOpAAKE HUX OYEepeIHOCTH B andaBure, BO BTOPOH — Ta XKe
M0CJIeI0BATENbHOCTh OYKB, HO C LMKIMYECKUM CIBUTOM Ha OJIHY IO3HUIMIO BIIEBO, B TPEThEH — ¢

OUKINYECKHUM CABHUI'OM Ha JIBC ITO3MIIUU BJIEBO U T.A.
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Puc. 1.21. Ta6bnuua Tpucemyca

3nech mepBasi CTpoKa SIBJISIETCS OJHOBPEMEHHO M CTPOKOH OYyKB OTKpbITOro Tekcra. Ilepsas

OykBa TeKkcTa HIM(pyeTcss Mo NEepBOM CTpPOKe, BTOpas OykBa IO BTOPOMl M Tak jgajee Mocie

Tak cooOueHue

v

CTPOKHM BHOBb BO3BpallalOTCA K TIICPBOMH.

«ABPAMOB» nmpuo6peret Bua «<ABTI'PYW».

v

HUCIIOJIB30BaHUA TIOCICOAHCH

Cucrema mudpoBanuss Buxenepa. B 1586 r. ¢panuysckuii numomar bnes Buxenep

npencraBui nepea komuccuen I'enpuxa Il onucanue nmpocToro, HO 10BOJBHO CTOWKOro mmdpa, B

OCHOBEC KOTOPOT'O JIC)KUT Ta6n1/1ua TpHceMyca.

Cama mnpouenypa
O1e — CTpoKa.

[V

-OMYy CHMMBOJIY KJIFO4Ya B KPAaMHEM JICBOM CTOJI

Hepeﬂ I.HPI(I)pOBaHI/IeM BLIGI/IpaeTCH KJIIO4Y H3 CHUMBOJIOB aJ'I(baBI/ITa.
HII/I(I)pOBaHI/ISI 3aKJII0YacTCA B CICAYIOLICM. Ilo i-OMy CHUMBOJIY OTKPBITOTO COO6IJ.I€HI/IH B HCpBOﬁ

CTPOKE OTpeENSIeTCs] CTOJIOEI, a 1o 1

[V

nomMemacMbIii B

-bIi CHMBOII,

Ha mnepeceuenun crtpoku wu cronbra Oyaer HaxOAUTHCS 1

umq)porpaMMy. Eciu pgnayuHa Kiorodya MeHbIIe COO6H.[CHI/I$I, TO OH HCIOJB3YCTCA ITOBTOPHO.
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Hanpumep, wucxomunoe coobmenue «ABPAMOB», wmou — «AAHAWMHA», mudporpamma —
«JADOUIIOXK».

CrpaBeJIMBOCTH pajy, CIEAYeT OTMETHTh, YTO ABTOPCTBO JAHHOTO MmU(pa MPUHAIICKHUT
utanesinny JlxoBanuu barucra bemnazo, kotopeiid omucan ero B 1553 r. Hcropus
«IIPOUTHOPUPOBAJIa BAXXHBIN (akT M Ha3zBaia mudp uMeHeM BukeHepa, HECMOTps Ha TO, YTO OH
HUYEro HE CAeNall JJIsi €ro CO3JaHus». beia3o MpemiokKuil Ha3blBaTh CEKPETHOE CIIOBO HIIU

¢bpa3y mapoJsieMm (ut. password; ¢p. parole - cioBo).

B 1863 r. ®punpux Kacucku omyOIMKOBaN alrOpUTM aTakd Ha 3TOT MHUQp, XOTS U3BECTHHI
cllydad ero B3jioma Mmudpa HEKOTOPHIMU ONBITHBIMH KpunToaHanutukamu emé B XVI Beke.
Hecmotpst Ha 310 mm¢p BrkeHepa MMen pemyTanuio UCKIIOUUTENIBHO CTOWKOTO K «PYYHOMY»
B3JIOMY €lle J0JIroe Bpems. Tak, M3BECTHBIN nucaresb U MaremaTuk Yapnw3 JlrorBumk lomxcon
(JIstouc Kappomn) B cBoeit crarbe «AndaBuTHbIN MU p», OMYOJINKOBAHHON B IETCKOM KypHAaJie B
1868 r., na3Ban mudp Bukenepa Her3nambiBaeMbiM. B 1917 roay Hay4qHO-IIOMYJSIPHBIN JKypHAI

«Scientific American» Takxe oTo3Baics o mudpe Buxkerepa, Kak 0 HEIOIIAIOMIEMCS B3JIOMY.

Poropuble mammmubl. Mnen Ansbepty u  bemna3o  MCHosib30Baluch  NpU  CO3AAHUU
3JIEKTPOMEXAaHUYECKUX POTOPHBIX MAlllMH NepBoi mosoBuHbl XX Beka. Hekoropele M3 HHUX
HCIOJIb30BAJUCh B pa3HbIX CTpaHax BIUIOTH A0 1980-x rogoB. BojapImIMHCTBO HCHOJIB30BAIO
MOHATHE POTOpPAa - MEXAHMYECKOro KOJieca, MCIOIb3yeMOIo ISl BBIIOJHEHUS IOACTAHOBKH.
HaunOonee n3BecTHON M3 POTOPHBIX MAIIMH SBJISETCS HEMEIKasi MalllMHa BpeMeH BTopoil mupoBoit

BOMHEBI « DHUTMAa.

Puc. 1.22. llu¢ppoBanbHas MaiMHa JHUTMA


http://info.citroen.ru/request/test-drive/
http://info.citroen.ru/request/test-drive/
http://info.citroen.ru/request/test-drive/
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PoTopHas MammHa, BKJIIOYAIONIas KIaBUAaTypy M HaOOp pOTOPOB, pealu3yeT BapHaHT Iudpa
Buxenepa. Kaxxapiii potop mpezacraBiser co0oil Mpou3BoJIbHOE pa3MelieHue andasura, umeer 26
no3uiuil (MPUMEHUTEIBHO K JIATUHCKOMY al(aBUTy) M BBIIOJHSET MPOCTYIO IOJICTAHOBKY.

Hamnpumep, potop MoxkeT ObITh UCTIOJIb30BaH A1 3aMeHbl A Ha F, B Ha U, C Ha | u Tak nanee.

Puc. 1.23. Tpu nocneaoBaTenbHO COSTUHEHHBIX POTOPA

BBIXOI[HLIC IOTBIPU OAHOI'O POTOPAa COCAUHEHBI C BXOAHBIMH HITBIPAMHA CICAYIOMICTO POTOpa U
IIpU HaXaTU CUMBOJIa UCXOAHOTO COO6H_ICHI/IH Ha KJIaBUATYPC 3aMbIKaJIN 3JICKTPUYCCKYIO LCIIb, B

pe3yJbTaTe Yero 3aropaixach JJAMIOYKa C CHMBOJIOM MIA(PO3aMEHBI.

H_[I/I(l)pYIOHICC HeﬁCTBHC «OHUTMBI» ITOKa3aHO AJId ABYX HOCJICAOBATCIBHO HAKATBIX KJIABHUII -

TOK TEUET YCpe3 pOTOPHBI, KOTPAKACTCA» OT peqmeKTopa, 3aTEM CHOBA Y€pPEC3 POTOPHI.

JNesoiEa CpeaHuA MpaseA
PedgnexTop PoTOoOR POoOTOR PoTOoR

[://_\

- — (=]

/_ @
| MpasoiA poTop
b = COBMHYIMCA
Ha ooHY

Puc. 1.24. Cxema mmdpoBanus


http://info.citroen.ru/request/test-drive/
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[Tpumeuanue. CepbIMH JIMHUSAMHU MTOKA3aHbl IPYrMe€ BO3MOXKHBIE IEKTPUUYECKUE LIEIH BHYTPHU
Kaxaoro portopa. byksa A mmdpyercss mo-pasHOMY NpH HOCIEIOBATENbHBIX HAXKATHUAX OJHOU
KJaBuIlyM, cHavyana B G, 3arem B C. Curnan ujeT no ApyromMy Mapmpyry 3a c4é€T HOBOpPOTa poTopa

MOCJIC HAKATHUS MPEABIAYIICH OYKBBI HCXOTHOTO COOOIICHUS.

B mekoTtoprix mmdpax B caMoil mHMdporpamMme MOTYT COAEPKATbCS  CHUMBOJIBI,

IpeaANnrChIBaIOMIKUE UCITOJIB30BAHUE TOI'O UK KHOI'O aﬂ(baBHTa.

IIu¢pper Tenu. ['11aBHBIMM pa3BICYCHUSAMHU I aMEPUKAHILIEB TPUALATBIX rogoB XX Beka
Obuln OyJnbBapHOE YTHBO U paano. sl pacKpyTKu CBOMX KHMXEK M3JarenbcTBO Street & Smith
MIPOCTIOHCUPOBAJIO pajuonepenady, BeAymuM B kotopord O0but1 Tens (anri. Shadow), 3aramounsrii
PAacCKa34YMK CO 3JIOBEUIUMM T0JIOCOM, KOTOPBIM B Hadaje KaXXOro BbITyCKa 3asBisul: «KTo 3Haer,
4TO 3a 3710 Ipsiuercss B cepauax Jonaed? Tenb 3Haer!». Ycmex paauonepenadd MOATONKHYI
U3JaTEIbCTBO K PEIIEHUIO HauaTh BBITYCKATh CEPUIO KHUI, B KOTOPOW INIAaBHBIM I'epoeM ObLi1 Obl
Tenb. CBou ycnyru npeanoxun Yourep I'nbcon, 60mb1oil aodutens GoKycoB U rojg0BOJIOMOK.
Ilog nceBmoHnMoM MakcBenn ['paHT OH NpHHSJICA NUCAaTh POMaH 3a POMAaHOM, J1a C TaKOW
CKOPOCTBIO, YTO 32 CBOIO JKM3Hb Hanucaid noyTH 300 KHIKEK O rpo3e TeX, KTO HEYUCT MOMBICIaMHU.
B HoBemne «llenouka cMmepTH» Cyneprepoid BOCIOJIb30BAJICA TaK Ha3bIBAEMBIM KOJOM

HaIIpaBJICHUA, XOTA Ha CaMOM JICJIC OH ﬂeﬁCTByeT CKOpPEC KaK IJ_II/I(bp, YCM KaK KOJ:

ololclolelelololololalels
sleld s olanololaigloe
OXBA (eRicatoa (>

Puc. 1.25. Tabnuua mudpo3aMeH U ynpapisoIMX CHMBOJIOB

VYrpapistomue CUMBOJIBI B TTOCJIEIHEH CTPOKe TaOJIUIIBI CIyKaT JIJIs U3MEHEHUsI KoJia (Bbioopa
mmppandasuta) ang  3amudpoBaHus/aemmdposanus. JIMHMM < BHYTpH  KaXJOro KpyxKKa
(aKTUYECKU SIBISIOTCS CTPENKaMHU, IMOJCKA3BIBAIOIIMMHU aJpecary, Kak Jep>KaTh JHCT OyMmaru.
CumBoist 1 o3HayaeT, 4TO JIMCT HAJO JEPKaTh KaK OOBIYHO: BEPX M HHU3 PACIOJIONKEHBI HA CBOMX
MecCTax, a COOOIIeHNEe YnuTaeTcs cieBa HampaBo. CumBos 2 TpebyeT moBopoTa Ha 90° BmpaBo, a
CUMBOJI 3 yKa3blBaeT, 4TO JHCT Oymaru cieayeT IepeBepHyTh BBepx Horamu. CumBoa 4

o0o3HayaeT noBopoT Ha 90° BieBO.
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OTH JONOTHUTEIbHBIE CUMBOJIBI MOT'YT MOSIBIISATHCS TIEpe JII000M CTPOUYKON TEKCTa, a TaKXKe B

€C CCpCaAnHeC.

W3 HIKENPUBEICHHOTO ITPUMEpa MOKHO y3HATh HACTOSIIUE UMS U (PaMUIIHIO CYTIepreposl.

O 90 e 6 9
CORS VRV RSN A C )

Puc. 1.26. Hacrosimue nms u pamumust Teru

CornacHo mepBOMY YIPaBISIIOIIEMY CHMBOJY, JIUCT CIEAYeT AepKaTh OOBIYHBIM 00pa3oM, HE

MOBOPAYMBasi, U IMOCJIE 3aMeHbI OyKBBI 00pa3yioT «Lamont Cranston» (Jlamont Kpaucron).
Heperyasipabie mmgpsi

Eme oMM HampaBieHHWEM TMOBBIIICHUS CTOMKOCTH IMU(GPOB 3aMEHBI 3aKIIOYaeTcs B
UCIIOJIb30BAHUM HEPeryJsipHbIX IU(poB. B mnpuBeneHHbIX Bbime mmppax (peryasipHbIX)
mudpo3aMeHbl COCTOAT M3 CTPOrO ONPENEIeHHOro KOJM4ecTBa CUMBOJOB (OykB, 1udp,
rpadMUecKuX OSJIEMEHTOB M T.0.) WIH B IIUQporpaMMme OHH OTACISAIOTCS JApPYr OT JApyra
CHelMabHBIMM CUMBOJIaMU (TpoOenoM, TOYKOM, 3amaTtoil u T.1.). B HeperymspHbIx mmdpax
mudpo3aMeHbl COCTOAT M3 Pa3HOTO0 KOJIMYECTBA CHMMBOJIOB M 3allMCBIBAIOTCS B IIM(pOrpaMMe B

nops (6e3 BeIAeNEHHs JPYT OT ApYra), 4TO 3HAYUTENbHO 3aTPYAHSIET KPUIITOAHAIN3.

CoBMmenlennblii mm@p (coBMmemenHass tadauna). JanHeii mudp NTPUMEHSIICS €IIe
ceMeNHCTBOM APJIKEHTH - KpUNITOJIOraMu, pazpadaTsiBaBiMMu mudps! 1 [Tansr Pumckoro B XVI
B. B XX cTonerun 3tuM crnocoboM MoJib30BaIMCh KOMMYHHMCTHI B XOJ€ I'PaXJaHCKONH BOWHBI B
Wcnanun. B Havane BOHBI NMPOTUBHUKM ¢ammu3ma B VcnaHMM KOHTPOJIMPOBaIU OOJBIIMHCTBO
KPYIHBIX TOPOJIOB M 3alIMILAIN CBOK CBS3b, BKJIIOYAs paJuONEperad, ¢ MOMOIIBIO pa3IMYHbIX

METOJ0B HII/I(I)pOBaHI/I}I, B TOM 4YHCJIC COBMCIICHHBIX I_HI/I(I)pOB.

Bapnant KOMMYHHUCTOB TOJNy4yWs Ha3BaHHWE  «COBMEILIEHHBIH» U3-3a  HEOOBIYHOTO
MCMOJIb30BAaHUS OJIHO- M ABYXUH(POBBIX mHU(ppo3aMeH, Onarojaps yeMy cooOlieHue npuodperano
JONIOJTHUTEIBHYIO ~ 3aIUTy OT TMOTEHUMAJIbHOTO JemudpoBanbiika. Hekoropele OYKBbI

3amM(pPOBBIBANINCE OJHON IMPpoi, Apyrue xe - mapoil uudp. [Ipu 3TOM KpUNTOAHATUTUK
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MNPOTUBHUKA COBCPIICHHO HC IMPCACTABIANL, TI'IC B IMCPCXBAYCHHBIX C006H_ICHI/ISIX HaxoOsAaTCA

ogHOUU(POBEIE, a T1Ie ABYXUU(POBBIEC MH(YPO3aMEHBI.

Tabmuna mudpozamen cocrout u3 10 cronbioB ¢ Hymepanueit 0, 9, 8, 7,6, 5,4,3,2u 1. B
HAYaJIbHYIO CTPOKY BITMCBIBACTCS KIIIOYEBOE CIOBO Oe3 MOBTOpsOIUXcs OykB. B mocnenyromme
CTPOKH BITUCHIBAIOTCS 110 IECATHh HE BOLICAIIMX B HEr0 OYKB IO MOPSAAKY CAeIOBaHMS B andaBure.

CTtpokH, 3a UCKIIIOUYEHUEM HaYaJIbHON, HYMEPYIOTCS IO MOPAJIKY, HauuHasi ¢ 1.

olols|7]6|5]4a]3]2]1
o|lalmn|iH|A

B|B|T|E|E|[X|3|RN]|K|nN
2 Im|{o|n|P|lc|T|Y|e|Xx]|U
3ly|lw|w|b|b|b|3l0] -] -

Puc. 1.27. ITpumep Tabaumbl mudpo3aMeH COBMEIICHHOTO M (pa ¢ KIFOYEBBIM CII0BOM

«JIAOUHA»

[Tpu mmdpoBanuu OYKBBI UCXOJHOTO COOOIIEHUS, BXOAAIIUE B KIIOYEBOE CIIOBO, 3aMEHSIOTCS
Ha oaHy udpy (HOMep CToJOIa), ocTaabHbIe — JABYMsI (HOMEpa CTPOKH U croyidna). Hampuwmep,
IUIE TIPUBEACHHOW BhIIE TAaOMUIBI mHUdpo3amMeH ucxonHoe cooduienne «ABPAMOB)Y Oyxper

3amu@poBano Kak «610276202919».

[Tpu nonydenun mu@porpaMmsel ajpecaTr 3HAET, YTO KOI/Aa MOSIBISIFOTCS HUdps! 1, 2 wim 3, ¢
HUMH 00s3aTE€TFHO CBsI3aHA ele oJHa IU(dpa, MOCKOIbKY OHU MPEICTaBISIOT CO00M HU(PPOBYIO
napy. Tak uro 35 - 3T0, HECOMHEHHO, Mapa, a 53 - HeT, BeJlb B TAOIULIE HET CTPOKU C HOMEPOM 5.
IlepexBaT Takoro cooOIIEHUs TpPeThell CTOPOHOM AacT el Bcero Juuib ps] LUQp, HOTOMY 4YTO
KPUNTOAHAJIMTHK MMPOTHBHUKA HE IMEET HH MAJICHIIIEro MpeICTaBICHNUs, Kakue NU(PB OJJHHOTHBIE,

a KaKM€ BXOJAT B COCTAB I1ap.

KoMmnboTepHblil NPaKTHKYM
3ananme 1
B nanHoit paboTe n3yqaroTcs Tpu MpOrpaMMBbl:
- Kpunrorpad
- Mudp Le3aps
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Kpunrorpadg

B mporpamme peanusyercs mmp 3aMeHbl, IEPECTAHOBKH, TAMMHUPOBAaHUS U MH(POBaHNE
Ha ocHOBe Tabmuibl Bmxunepa. B nmone meron mmdpoBaHus MOXKHO BBIOpaTh KIIFOY, HA KOTOPBIH
capuraercs mudpyemoe cooOmenue. CrenuanbHBIME KHOIMKaMH MOXHO BbIOpaTh MmHQpoBaHHE

WK AemupoBaHHe.

. Kpunrorpady ==
Dain  PelakTHpOBaTE ¥TWNMTEI HacTpolikk CnoBo Knmwouw CeTe  MNomMowbs
~MeTog wuppoeaHHE

|2 '#]
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Mane EEo0E
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B nmannoit nporpamme IJ_II/I(bp 3aMCHBI MMCECT CIICHUAIBHYIO Ta6J'II/II_Iy JJIA IJ_II/I(l)pOBaHI/IH,

IMO3TOMY KIIFOYOM ABJISACTCA Ta6JII/II_Ia.

3aganue 2

lNepecraHoeka

Masroe  [JewndposaTte  MoMows

O nmporpamme

E e O Kontoy moasoamT
[4
1 2 8 4
1 4 2

Orkpemei Tekct 17 cumBEONnos

A yuyce 6 THCYPe,

WuppoeaHHeEd TekeT 20 CUMBDNOE

Pacwmndposare

Ayu ye ceTH CPed. yA

OyncTiTe

HavaneHas MarpyLa NepecT aHosKK

Beecth | MpoeepLre KfllO‘-ll y Y
c

u b
=] T El

C ] F e

FPesyneTHPYILAA MATPMWLE NEPECTAHOEKM

4 b =

E T C]

[ F ] El
y A

MNepecTaHoeka

MnaeHoe  [euwmdposate [Momows O nporpamme

Brumwmre O K.ntod nagxoaqr
|4
1 | 2 | 3 4
1 4 2

OTkpemeiTeret 20 cHMBONDE

3awmMbposaTe

A yuyce 8 THCHPeA y

WuepposanHer Tekcr 20 cHMBON0E

Ayuye ceTY CPed. yA

OYHCTHTE

Ha4anEH3A METPHUA NEPECT SHOBKH

Beectu | MNpoBepuTe Krnou| y y

4 b c

B T d

C F 2 El
y A

Pe3ynETHRYHIL 3R MATPHUA NEPECTAHIERH

Y Y

-
E T d
C E| P =
A y
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1.3. 3aganus Ha CAMOCTOSITEJILHYIO Pa00Ty N0 KJIACCHYECKUM Huppam
3aaHus HA KPUNITOAHAIN3 KJIACCHYECKUX UPPOB
IIudgp cTo10110BOI NEepecCTAHOBKH
[Tpu pemieHny 3aaHuil Ha KPUNITOAHAIN3 MIH(POB MMEPECTAHOBKA HEOOXOIUMO BOCCTAHOBUTH
HayalbHbIM MOPSIOK clieoBaHUs OyKB TekcTa. sl 3TOro MCrosb3yeTrcs aHajln3 COBMECTHMOCTH
CHMBOJIOB, B YEM MOKET IOMOYb TaOJIUIAa COUETAEMOCTH.

Tabmuua 1. CoueTaeMocTh OYKB PYCCKOTO SI3bIKa

r C CrneBa Cnpasa r C
97 I, O, K, T, A 1, H, C, T, P, 12 88
B, D, H B, K, M
80 20 a, €, y, U, b 0, B, €, A, P, 81 19
a, 0 y
68 32 I, T, a, €, B 0, a, U, b, C, 60 40
u, 0 H, 1, P
78 22 p, Y, a, W, r o, a, p, 1, U, 69 31
e, 0 B
p, 4, Y, a, e, a, U, 0, H,
72 28 U, €, 0 Ji | Y, P, B 68 32
19 81 M, W, 1, 1, E H, T, p, C, 1, 12 88
T, p, H B, M, U
83 17 p, € u, a, K e, u,/I,aH 71 29
y, 0
89 11 o,e,a,u 3 a, H, B, 0, M, 51 49
pi
27 73 p, T, M, H, n C, H, B, U, €, 25 75
0,1, H M, K, 3
55 45 b, B, €, O, K 0,a,u0pD,Y, 73 27
a, u, Cc T, I, €
77 23 T, B, B, H, J U, €, 0, a, b, 75 25
e, 0,a i, 10, ¥
80 20 s, Bl, a, H, M u, e, o0,VY, a, 73 27
S H, II, bl
55 45 I, b, H, O, H 0, a, U, €, bl, 80 20
a, u,e H,y




11 89 p, 1, K, B, (0] B, C, T, p, H, 15 85
T, H I, H, M

65 35 B, C, y, a, 1 o, p, ¢ a,y, 68 32
u, e, 0 u, 1

55 45 U, K, T, a, P a, e, o0, H,Y, 80 20
m, 0, € S ,bI, H

69 31 c, T, B, a, C T, K, O, 5, €, 32 68
e, u, 0 b, C, H

57 43 4, y, 4, a, T 0, a, €, U, b, 63 37
e, 0,C B, D, C

15 85 m, T, K, I, Yy T, I, C, I, H, 16 84
H, M, p 10, XK

70 30 H, a, €, O, ()] U, €, 0, a, e, 81 19
u 0,a

90 10 y, €, 0, a, X 0, U, C, H, B, 43 57
BbI, U n, p

e, 10, H, a,

69 31 u 1| U, e, a, bl 93 7

82 18 e, a,Yy,H,0 q e, U, T, H 66 34

67 33 b, V, HI, €, I e, U, H,a, o, 68 32
0,a,",B b

e, 0, a, 1,

84 16 0 11} e U a 97 3

0 100 M, p, T, C, bI I, X, €, M, H, 56 44
0, B, H B, C, H

0 100 H,C, T, JI b H, K, B, II, C, 24 76

e, 0, "

14 86 C, BI, M, II, 9 H, T, p, C, K 0 100
I, T, p, H

58 42 b, 0, a, W, | {0) I, T, I, 11, H, 11 89
a1,y n

43 57 0, H, p, 1, | B, C, T, I, I, 16 84
a, u,c K, M, JI

95



Tabmuua 2. CoueraeMocTh OYKB aHIJIMACKOTO SI3bIKA

96

r C CrneBa Cnpasa r C

19 81 l,c,d,m,n,;s,w,treh A nts,rld,.cm 94
55 45 y,b,ntu,d,0,5,a,e B e,l,u,0,a,y,b,r 70 30
61 39 u,0,s,n,a,i,l.e C h,0,e,a,itrlk 59 41
52 48 ril.an,e D e,i,t,a,0,u 54 46
8 92 c,b,emyv,dsln,trh E r,d,s,n,at,m,e,c,o 21 79
69 31 s,n,f,da,ieo F t,0,e,i,arfu 52 48
36 64 o,d,uriean G e.h.o.ratfw.is 42 58
7 93 g,e,w,s,c,t H e,a,,0 90 10
13 87 f,m,w,e,n,l.ds,rh,;t I nts,o,c,r.em,a,l 17 83
28 72 y,w,t,s,n,ec,b,ac J u,0,a,e,mw 88 12
53 47 y,u,i,n,a,ro,c K e,i,n,at,s 68 32
52 48 m,p,t,i,b,u,0,e,l,a L e,i,y,0,a,d,u 65 35
69 31 s,d,mr,ia,o,.e M €,a,0,i,p,m 71 29
89 11 u,e,0,a,i N d,t,g,e,a,s,0,i,c 32 68
21 79 o,d,I,p,h,ne,cfs,irt (o) n,f,r,u,t,ml,s,w,0 18 82
47 53 r,l,t,n,i,p,m,a,0,u,e,s P o.earluptis 59 41
20 80 o,nl.edr,s Q u 10 0

70 30 p,i,u,ta,o,e R e,0,a,t,i,sy 61 39
48 52 d,ito,urn,s,ia.e S t,e,0,i,s,a,h,p,u 41 59
43 57 u,0,d,t,fei,n,s.a T h,i,0,eatr 38 62
35 65 p,f.t,l,b,d,;s,0 " ns,trlp,b,c 8 92
88 12 ru,0,a,i.e \Y/ e,i,0,a 99 1

48 52 g,d,y,n;s,t,0.e w a,h,i,e,o,n 80 20
95 5 u,n,ie X p,ti,a,u,ck,0 38 62
24 76 b,nate,r,|l Y a,0,5,t,w,h,i,e,d,m 38 62
88 12 o,n,a,i z e,i,w 86 14

HpI/I aHaJIn3€¢ COYCTaCMOCTHU 6yKB Apyr ¢ Jpyrom ciacayer MMCTb B BUAY 3aBHCHMOCTH

IIOSIBJICHU S 6y1(B B OTKPBITOM TEKCTC OT 3HAYUTCIBHOIO YHCIa NpEAIICCTBYIOMINX 6YKB HJ’I?I

aHAJIM3a dTUX 3aKOHOMEPHOCTEHN HCIIOJIb3YIOT TOHATHE YCIOBHON BEPOSITHOCTH.
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CucreMaTH4eCKH BOIPOC O 3aBUCHMOCTH OYKB ajaBUTa B OTKPBITOM TEKCTE OT MPEIbITYITIUX
OYKB HCCIIEJIOBAIICS HM3BECTHBIM pycckUM MaTemathukoMm A.A.MapkoBeiM (1856 — 1922). On
JI0Ka3aJ1, 4TO MOSIBICHUS OYKB B OTKPHITOM TEKCTE HEJb3sS CUUTATh HE3aBUCUMBIMU JPYT OT ApYra.
B cBs3u ¢ atum A. A. MapkoBbIM OTMEYEHa €lle OJiIHAa YCTOWYMBAs 3aKOHOMEPHOCTh OTKPBITHIX
TEKCTOB, CBSI3aHHAs C YEPEJOBAHUEM TJIACHBIX U COTJACHBIX OYKB. MM OBLIM MOJCYMTAHBI YaCTOTHI
BCTpeuaeMoCTH OMTpaMM BHJIA TIIacHAas-TJIacHas (2,2), TIacHas-coriacHas (2,c), corjiacHas-TiIacHas
(¢,2), cornacHas-coraacHas (c,c) B pycCKOM TeKcTe JUIMHON B 10° 3HakoB. PesyibTarsl moxcdera
OTpaXeHbI B clieAyrolel Tadaulle:

Tabmuna 1.12. YepenoBaHue IIaCHBIX U COTJIACHBIX

T C Bcero
r 6588 38310 44898
38296 16806 55102

IIpumep pemenus:

Jlan mmgp-rexcr: CBIIOO3JIYHUBCTh EQIICOKOKAI30

TekcT comepXuT 25 CHUMBOJIOB, YTO TO3BOJISIET 3alucaTh €ro B KBaApaTHYIO MaTrpuiy S5xS5.
W3BectHo, uTo mmMdpoBaHUE MPOU3BOAMIOCH IO CTONOLAM, CIEAOBaTelIbHO, pacuIndpoBaHue

CJICAYCT MMPOBOANUTDL, MCHSS ITOPAIOK CTOJ'I6I_IOB.

C B II 0 o)
3 JI v 71 b
C T b _ E
i I C o) K
K A u 3 o)

Heo6xoauMo mpou3BecTn aHain3 COBMECTUMOCTH CHUMBOJIOB (Tabmuiia coderaemMocTu OYKB
PYCCKOTO M aHrJuiickoro andasura, a Takke TaOIMIBI YacTOT OUrpamm IpejcTaBiieHa Bbiile). B
nepBoM U TpeTbeM cronbdue couetanue ClI sapnseTcs kpailHe MalToOBEPOSTHBIM Ul PYCCKOTO S3bIKA,
CIIEZIOBATENIFHO, TaKas IOCIEI0BAaTEILHOCTh CTOJIOIOB OBITH HE MOXKeT. PaccMoTpum npyrue
3arpenieHHble U ManoBeposiTHbie couetanus Oyks: BII (2,3 ctonbusr), IIC (3,1 cronbusr), I1B (3,2

ctonbubl). [lepedpaB ux Bce, monydaem Hanboliee BEpOSTHBIC COYETaHHS OUTpaMM IO CTOJIOIaM:




0 I C K
A 3 %1

~
o

[ony4aem ocMmbicieHHbIi Teket: BOCITIOJIB3YUTECH ITOJICKA3KON
3ananue: PacimdpoBarts ppa3sy, 3amm@poBaHHYI0 CTOJIOLOBOH NEPeCTAHOBKOIA.
OKECHBPII bIPEAJIEBIH B PCHUKO
JNCJIIME3TEA b JIbIOBMU AOUXK
HMBUAN HEBE CMCTYOPAMAHKM
EAC3bHAE MVYBJl V3 KP3EMHABI
COHPUOYO XIAT MEN B3KATPPU
_OHKA BHBIELIBJIE K TTOAHEWNP
H3MAEEAA I HOTBOCCOTBSAJIC
PIIIIOEAAATBJI_EBBJIHBIE ITA BP
OIIBJEIT UXPAOT M BPUTU CAA
10.BKbIOCHUPI1Y OBBHE COAITHUOTC
11.TIKTUPAOJIHAOWY 3 ECBHEJIHXKO
12. UTIKCOE TCMHAYU OEH TI'JIEJIA
13. AMBUHHbLTJIEAHE OB OITXAPTO
14. APBIK3bI KMTHJI _AABI OJIBKBITPT
15. TAPUMBUAP3 BPA NCTBJITOEK

16.11 JIHADYBKAA IUUBP OKYEJPO
17.)KBHOAH_AT30ObCH_bIO ®BUHMKNU3
18.OTBI'OCEbbTAJIB C b3ATTEBIAY

19. AAMPUT JIXKEX CBEJl TCYBETHO
20.YBBJT OEI'TB_OBbIKDA BKANYIIU
21 JITBEYJDKBIE  OAIITXKPAY JIMHOA
22. UTIIPKPO®AT'O _ABANA SHXYAKAH
23.TIKEEPPIIO MYCT MUTIICYTJISIEUH
24 UbX3HCA _TAH ET HYBEVYPBII'ObI
25.EOYPBA HBbPUAJIUIIEIIM PHIIIBBIE

© © N o gk~ w DN E
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HInudp nBoiiHOI NMepecTAHOBKHU
IIpumep pemenus:
Han mmdp-rexer: BIOEUTTOY CHCOPUTPHAUJBH E
TekcT conmepkuT 25 CUMBOJIOB, YTO IO3BOJISET 3allMcaTh €ro B KBAJpaTHYI MaTpuly Sx5.
U3BECTHO, YTO WIM(POBaHHE MPOU3BOAMIOCH CHAayajga IO CTOJOIAM, a 3aTeM [0 CTpOKawm,

CJIICO0BATCIBHO, pacmu@pOBaHHe CICAYCT IPOBOAUTE TEM KE CIoco0oM.

bl O E | T
T O v _ C
H C O P 4
T P H A nu
A b H _ E
[Ipou3BoauM aHaIM3 COBMECTUMOCTH CUMBOJIOB. Ecim B mpumepe  crosiOroBOi

MEPECTAHOBKUA MOKHO OBLJIO JIETKO MOJ00paTh HYKHYI KOMOMHAIMIO TyTeM Iepedopa, TO 31ech
Jydiie BOCIOJB30BaThCs TaONMIEH YacTOT OyKB pycCKOro si3bika (cM. mnpuioxenue). s
ONTUMHU3AINHA CKOPOCTH BBIITOJIHCHUS 3aJaHHUSI MOKHO TIPOBEPUTH BCE KOMOWHAITUN OYKB TOJIBKO B
nepBoit crpoke. [Tomyuaem OE-15, OU-12, ET-33, TE-31, YO-x, EO-7, Ubl-x, Obl-x, ThI-11, TU-
1, YE-23 (rae x-3ampemieHHas KoMOUHaIus).

W3 monydeHHBIX pe3yabTaTOB MOXHO TMPEANOJIOKHUTh CISAYIONIYI0O KOMOWHAIIMIO 3aMEHBI

croyionos 24 35 1:

0 q E T bl
0 _ v C T
C P 0 q H
P A H u T
b _ H E il

Teneps HEOOXOAMMO MEPECTABUTH CTPOKHU B HY>KHOM Topsiike. 324 5 1:
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Al H T
_ H E A
4 E bl

[Tonyuaem ocmeiciennbiit Tekect: CPOUHO YCTPAHUTH HEJIOYETHI
3ananue: PacmmmdpoBars ¢pasy, 3ammuppoBaHHY0 JBOHHONH NMepecTAHOBKOW (CHayaja
ObLIN MepecTaBJIeHbl CTOJIOIbI, 3aTeM CTPOKH)
1. CACE_ JIYHBIMAKKHHOI'AAYYATH
2. MCEBI JIBIBEHTOCAHTYEUN PJIIIOb
3. AMHPUJI VEBCBHl EMPCOOKOTHB
4. OIMYYJIC BOOHEB OXAEOHEIIEWNH
5. EHIMAHUPJIII'EYABPB CEBIHA JIO
6. APABHPCBEEOAB 3AHAA KMPEU
7. A_JITABHOOJICO TB IIEEHECT b
8. ®1 3MMMVYbIHYVYBK E JIbIIBINBYY
9. BP_ECAEN TIIXPOU 3BYAJIHYA
10.LITAAMIIEE TEI'YPPCBLE OP3BB
11. ABAPHCUYAA HEJBEJIEPITEOI MC
12. JOIIK_COITAJIEYHJI TMHUOWXE T
13.JIVABUAHCA ATAEAUW IIPOEOHI
14.C OSHB_CbCJIIAABPYEAPTOTI'IEC
15.3IHADPUITPAJIOEHXX ObH_JIAPBOHA
16.KOE TAYMb bC3EJIHE3MAOP TY
17. EAJISIPAHBSIAYJA EPIIECAHB 4
18. U EHTP3U OKEBHO/JIEIIIA NMII
19.POBAOEBIIC_ MCXbA UBIICHUOT
20.ECAHOI'TEAHH HEOBMP_EVHIITE
21. MECTOBO HUMHJIAETWXJICOIIB
22. HAWAEOBUIITHE = HBEAHI'T U3JIA
23.11 BUPJIbHEB_OIl1 OIT3/IEBBII'EA
24 MJIOOUTEb CMT HAJTECYBEXHO
25. AUHAJDKHOJIEII® 31 YAPOBCHE
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IIn¢p npocroii 3aMeHbI

Kpunroananu3 mmdpa npocToil 3aMeHbl OCHOBAaH Ha HCIOJIb30BAHUU CTATUCTUYECKHUX

SaKOHOMCpHOCTCfI SA3bIKA. TaK, HarpuMep, HU3BECTHO, YTO B PYCCKOM A3BIKC YaCTOTHI 6yKB

pacmpeziesieHbl CIeaYIOUUM 00pa3oM:

Tabmuua 1.13. YacToTsl OYKB pYCCKOTO SI3bIKa

(B 32-0ykBeHHOM andaBUTE CO 3HAKOM IMpodesa)

- 0 EE A

0,175 0,090 (0,072 0,062

u T H C

0,062 0,053 0,053 0,045

p B J1 K

0,040 0,038 0,035 0,028

M i I y

0,026 0,025 0,023 0,021

A bl 3 b,b

0,018 0,016 0,016 0,014

50,014 r q 110,010
0,013 0,012

X K 10 111 0,006

0,009 0,007 0,006

110,004 11] €) )

0,003 0,003 0,002

0,08
0,06
0,04

0,02

' L0 @M - Y M X X DS T O0C 8 U g X O35 L8 73 00«
[SH) ey

Puc. 1.28. JIlnarpamMmma 9acToT OyKB PYCCKOTO SI3bIKa
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Jns momydeHus: Oojee TOYHBIX CBEIEHHMH 00 OTKPBITBIX TEKCTaX MOXKHO CTPOUTh H
aHanM3upoBaTh Tabmuubl k-rpamm mpu k>2, ogHako A y4eOHBIX Iiesiedl BIIOJIHE OCTATOYHO
orpaHuunThCs Ourpammamu. HepaBHoBeposTHOCTH k -rpaMMm (M Jaxe CJIOB) TECHO CBf3aHa C
XapaKTepHOH 0COOEHHOCTbIO OTKPHITOIO TEKCTa — HAJIMYMEM B HEM OOJIBIIOIO YMCIia ITOBTOPEHUH
OTAENBHBIX (PparMEeHTOB TEKCTA: KOPHEH, OKOHUaHHH, Cy(h(dHUKCoB, c1oB U ¢pa3. Tak, st pyccKoro

sA3bIKa TAKUMHU NPHUBBIYHBIMHU (bpaI‘MeHTaMI/I SIBIIAIOTCST HAHOOJIEE YaCThIE 6I/II‘paMMBI " TpUrpaMMbl:

A b B T I E K 3 )4l )4l K JI M H (0]
1 1 2 1 4
A 2 12 35 8 14 7 6 7 7 3
5 9 7 9 5 1
b 5 9 1 6 6 2 21
3 1 1
B 1 5 3 3 32 2 7 3 9 58
5 7 0
r 7 3 3 5 1 5 1 50
2 1 1
I 3 1 1 29 1 1 1 5 1 22
5 3 3
1 1 1 1 3 2 6
E 2 9 18 27 7 5 6 7
1 0 5 3 5 4 3 6
XK 5 1 6 12 5 6
3
3 5 1 7 1 5 3 4 2 1 2 9 9
2 1 1 1 2 2 3
u 4 6 22 5 10 21 2 8
3 9 1 9 1 0 2 3
)4 1 1 4 1 3 1 2 4 5 1 2 7 9
2 2
K 1 4 1 4 1 1 1 4 1 2 66
4 6
2 3
JI 1 1 1 1 33 2 1 1 2 1 8 30
5 6
1 2
M 2 4 1 1 21 1 2 3 1 3 7 19
8 3
5 5 2
H 1 2 3 3 34 3 1 67
4 8 4
3 1 1 2 1 4 3 3
(0] 1 28 84 47 15 7 9
2 8 2 9 9 1 8 0 8
1T 7 15 4 9 1 46

CT, HO, EH, TO, HA, OB, HU, PA, BO, KO,

CTO, EHO, HOB, TOB, OBO, OBA

[Tone3Hoit sBrsieTcst MHMOPMALIUS O COYETAEMOCTH OYKB, TO €CTh O MPEANOUYTHUTEIBHBIX CBS3IX
OYKB JIpYyT ¢ IPYTOM, KOTOPYIO JIETKO U3BII€Yh U3 TAOJIMIl YACTOT OMTpaMM.

HNmeercst B Buay Tabnuiia, B KOTOPOM clieBa M clpaBa OT KaxJ0H OYKBBI pPacHOJIOKEHBI
Haubosee mnpeAnoyTUTenbHble "cocenu" (B MOpsiAKe YOBIBaHHMS YacTOTHI COOTBETCTBYIOIIHX
ourpamm). B Takux Tabnuiiax OOBIYHO YKa3bIBAETCS Tak)Ke JIOJIA TJACHBIX U COTJIACHBIX OYKB (B

MPOLIEHTAX ), MPEIIECTBYIOMIMX (MU CIIEAYIONINX 3a) TaHHOU OYKBe.
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IIpumep kpunroanaausa mudpa 3aMeHbl

W3BecTHO, uyTO 3ammdpoBaHo crtuxorBopeHue P. Kumnmunra B mepeBoge C.SI. Mapmaka.
HIndpoBanue 3akiI0YaIoOch B 3aMEHE KakJoW OyKBbI Ha JBy3HauHoe 4ucio. OTaesbHbIE ClIOBa
pas3zeneHbl HECKOJbKUMH IpoOenaMM, 3HaKM IpeNuHaHusd coxpaHeHbl. Tabmuna vactor OykB

PYCCKOTI'O A3bIKa IPUBCACHA BBIIIC.

29151017 29 22 25 31 1533 3541 43 45 3557 4525 17 59 15 10 25 41 25 69, 59 78 29 82
2578251715108890 78 256225221057 7379 3567 78 90 88 29 45 35 29, 54 57 90 31 90 73
2288 158829 15176941 25 15,7017 90 57 4359 1578 15 62 22 25 17 57 2569 88 15 82 17 25
88294535...

[Toncunraem yactoThl muppooOpazoBaHMil:

O0603Hau 4
eHue 9 (5 |0 |7 |2 |5 |1 |3 |51 3 |5 |7
Konnuec
4
TBO 0 2
O0o03Hau 7
eHue 9 19 |8 |2 (8 |0 |2 |3 |97 |4 |0
Konnuec
1
TBO

N3 Tabnuia gactoT OyKB PyCCKOTro si3bIKa BHUJIHO, YTO Hallle BCEro BCTpeuaeTcs Oyka O, Ha
BTOpoM MecTe E. B Hamem mudp-Tekcte yamie Bcero Bcrpedaercs oboznauenue 25 (12 pas), Ha
BTOpOM MecTe uaer obosznauenue 15 (10 pa3), octanbHble 0003HAYEHHS WM CYIIECTBEHHO
yctynaroT. [ToaTomy mMoxkeMm BbLIBUHYTH Tunotedy: 25=0, 15=E. OgHako, TEeKCT y HAaC HE OYCHb
OOJIBIIION, TOATOMY 3aKOHOMEPHOCTH PYCCKOTO SI3bIKA MPOSBISIIOTCS B HEM HE 00s3aTEIbHO B
CTPOTOM COOTBETCTBUU C TabIUIEH 4acTOT OyKB pycckoro si3bika. [loaTOMy BO3MOKEH U BapUaHT:
25=E, 15=0. Ho Torna nocnegHee cIoBo B TPeThell cTpoke nMmeer okoHuanue EO, yTo BO3ZMOXKHO,
HO Bce ke Oomnee BeposTHhIN BapuaHnT OE. Utak, Oynem pabotath ¢ TeKCcTOM, cumTas, uto 25=0,
15=E.

Teneppr HaM TOMOXKET 3HAK TMpenuHaHUs: «29, ...». KpaiiHe mManoBeposTHO, YTOOBI 3arsTas

cTosuia mocie cornacHou. Utak, 29 — rmacHas, npuueM BeposiTHee Bcero 29=U umm 29=A, T.k.
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rinacHele A, 1O, O, V BcTpeuaroTcss B OCMBICIEHHBIX TEKCTaX HA PYCCKOM SA3BIKE HAMHOI'O PEXKE, UEM
W u A, 94TO HE IPOTUBOPEUUT TAOIUIIE YacTOT MH(DP-TEKCTA.

B mocnenneit crpoke: 88 15, Ho 15=E, cnenoBartenpHO, 88 — coryacHas, mpudyeM HambOoJjee

BeposiTHbIe 3HaueHus1 — 310 H u T. Urak, 25=0, 15=E, 29=A a , 88= r . Teriepb TpeThe CIIOBO

B TPEThEH CTPOKE UMEET 4 BapuaHTa:

. 29=1, 88=H: 22HEHUE
. 29=U, 88=T: 2TETUE
. 29=A, 88=H: 2HEHAE
. 29=A, 88=T: 2TETAE

W3 paccCMOTpPEHHBIX BAPUAHTOB JIUIL OJUH SIBJISIETCS OCMBICIICHHBIM, U OH MO3BOJISIET HAWTH
3HaueHue 22. Umeem: 22=M u TpeTbe ciioBo B TpeThe cTpoke M HE H 1 E.

Tenepps paccmoTpum BTOpOE ci1oBo B niepsoii crpoke. E 10 17 U, npuyem 10 u 17 — cornacHsle,
u 310 He M u He H. Haubonee Beposaraoe cinoso E C JI U, 1.e. 10=C, 17=JI. Koneuno, eciu Msl,
poJoikasi paboTaTh ¢ TEKCTOM, BIPYT MOJIYYHM «HEUYUTAEMOE» CJIOBO, TO MPUAETCS BEPHYTHCS K
3TOMY 3TaIly U PaCCMOTPETh JIpyrue BapuaHTbl. OJTHAKO, 3TO MAJIOBEPOSITHO, IOCKOJIbKY BPSiJ JIU B
cTUXOTBOpeHuH ObuTH ciioBa Hanogooue EP T U, E B JI M u T.m.

Hanee, nepBoe cioBo BTOpoit ctpoku: 59 78 U, npuuem 59 u 78 — cornacusie, u 3o He C, He JI,
He M u He H. Tak uto 310 cinoso II P U, T.e. 59=I1, 78=P. Torna mecroe cinoBo nepBoi cTpoku 45
O JIIT E, uro maer 3nauenue 45=T u Torna npu 57=B nonyuyaem ¢parment «...B T O JITT E...».
Taxxe BTopoe cinoBo nocienneit ctpoku I1 E P E 62 naer nam 3Hauenue 62=/1.

Hanee paccmorpum Havano BTopoit cTpoku: «[IP U822 OPOJTECHO PO OM ...». U3
Hero cienyer, uto 82=K u 90=A.

3Has, uro 82=K, nocmotpum Ha camoe nocnegnee cioBo K JI O H U T 35, orkyna craHer sicHO,
yto 35=bh.

[lepen mocneaHe# aTakoil BBIMUIIIEM TEKCT, 3aMEHSISI H3BECTHBIE 0003HaUeHUsI OyKBaMH.

NECINUMO31E33b4143TbBTOJIITECOA410 69,
ITPUKOPOJTECHAPOIAOMCB7379b67PAHUTDb
U,54BA31A7T3MHEHHUEI6941 OE,
70JJAB43ITEPEIMOJIBO6OHEKIOHMUTS...
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N3 nocnenneit crpoku: 69=10, Toraa ciosa JIFO 41 O Eu C O 41 O 1O onpenenstor 41: 41=b.
Tenepr u3 uerBeproro ciosa neppoit crpoku b 43 T b nonyuaem, uto 43=bl. A nepBoe ci10BO U3
nocneauen crpoku 70 JI A B bl — sto I' JT A B bI. CnoBo B nepBoit ctpoke M O 31 E 33 b
yragsiBaeTcs u3 koutekcrta: M O XK E I b, T.e. 31=X, 33=Ill. Tenepp BTOpOE CIOBO B TPEThEU
ctpoke 3anumiercs kak 54 B A XK A 73, otkyna, ¢ yuerom koHtekcra: 54=Y, 73=5. [locne sroro
OKOHUYaHue BTOpol cTpoku umeeT Bua «... C B 179 b 67 P A H U T by. Jlerko onpenensitorcs

OykBbI 79=3, 67=X.

OrBer: UECJIUMOXEWBBBITBBTOJJIIECOBOIO,
I[TIPUKOPOJITECHAPOIJOMCBA3bBXPAHUTD
N,YBAXASIMHEHUEIIIOBOE,
I'TABBIIIEPEAMOIJIIBOIOHEKIIOHUTGS...

3aganus: PacumdpoBars Teker. Kaxnoii Oykse ajgaBuTa COOTBETCTBYET JBY3HA4YHOE
YHCJIO.

1.

58 62 3239 99 312958 72 62 99 58 13 54 15 56 31 63 39 72 84 15 13 56 77 15 82 56 56 56 58
54297756 —39 99 56 31 56 7732 12 15 54 31 48 7663 15 52 13 39 72 39 5416 72 39 32 72 62 58
58 15,37 62 7752 39 13 39 72 39 32 3931 62 54 39 77 84 39 21 31 3916 72 62 99 58 13 15 54 56
13 4616 39 58 13 95 16 15 13 62 12 46 31 39 6272 15 77 54 56 13 56 6284 31 39 32 56 7658 63 62
7233 62 12 39 54 62 33 62 58 52 39 9199 62 29 13 62 12 46 31 39 58 13 56.56 31 63 39 72 84 15
82 56 39 31 31 48 6213 62 76 31 39 12 39 32 56 5616 72 39 33 31 3954 39 53 12 565437 56 77 31
62 58,39 37 72 15 77 39 54 15 31 56 62,16 72 39 56 77 54 39 99 58 13 54 39,39 13 52 72 48 5433
62 12 39 54 62 52 9531 62 37 48 54 15 12 48 6254 39 77 84 39 21 31 39 58 13 5616 3958 52 39 72
39 58 13 5616 39 12 95 33 62 31 56 295639 37 72 15 37 39 13 52 6256 31 63 39 72 84 15 82 56
56,1513 15 52 21 6216 3915 54 13 39 84 15 13 56 77 15 82 56 5616 72 39 56 77 54 39 99 58 13 54
62 31 31 48 76,95 16 72 1554 12 62 31 33 62 58 52 56 765656 31 48 76 16 72 39 82 62 58 58 39
54,

2.

3925 20 34 82 6366 46 35 20 25 828639 51 74 35 51 66 20 4437 25 27 51 3544 20 90 37 51 25
2551 6391 20 11 37 46 4825 20 37 61 51 14 82 8266 82 35 29 82 91 25 5174 51 24 78 51 24 59 46
86 51 44 74 20 25 37 37,37 44 82 31 11 37 82 51 46 25 51 34 82 25 37 828637 25 27 51 35 44 20
90 37 51 25 25 48 4446 82 78 25 51 14 51 18 37 59 44,51 74 82 35 20 90 37 59 446690 82 25 25
48 44 3761 10 44 20 18 20 44 37,8661 20 25 86 51 39 66 86 51 44 1066 82 86 46 51 35 10 3766 51
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46 51 39 51 6366 39 59 91 37.56 46 51 86 20 66 20 82 46 66 5924 35 10 18 37 7851 35 18 20 25
37 91 20 90 37 63,4651,66 51 18 14 20 66 25 5135 82 91 10 14 29 46 20 46 20 4435 20 91 14 37
56 25 48 7837 66 66 14 82 24 51 39 20 25 37 63, 35 10 86 51 39 51 24 37 46 82 14 3744 25 51 18
37 7837 9125 37 7891 25 20 31 4651 61 51 66 25 51 39 25 48 7839 37 24 20 78 10 18 3551 91,25
512582 10 24 82 14 59 31 4624 51 14 42 25 51 18 5139 25 37 44 20 25 37 5924 20 25 25 48 4439
51 74 35 5166 20 44,66 56 37 46 20 59,56 46 5151 61 82 66 74 82 56 82 25 37 8237 25 27 51 35
442090 37 51 25 25 51 6361 82 91 51 74 20 66 25 51 66 46 3725 8237 44 82 82 4666 44 48 66 14
20,82 66 14 3751 46 66 10 46 66 46 39 10 82 4639 37 24 37 44 20 5910 18 35 51 91 20.

3.

742923 27 1799 71 254932 29 34 27 63 32 2517 99 60 62 25 34 95 29 53 59 82 27 71 29 77
993427911799 71499927 156032255027 1762279527 502591 3259 77 95 29 50 25 99
59,25 99 74 29 53 25 59 17 99 25 91 23 49 71 25 17 99 604925 34 32 25 71 95 27 82 27 32 32
2529 50 17 2515 77 99 32 59 7762 95 25 53 95 29 23 32 2517 99 60 34 15 35 17 27 99 27 71 25
12 2599 95 29 45 49 74 29. 62 95 27 63 34 2771 17 27 12 25,50 27 17 62 27 95 27 50 25 91 32 29
3595 29 50 2599 29 17 29 82 49 8362 2517 27 50 2762 95 25 34 59 74 99 25 7150 27 53 25 62 29
17 32251799 4917 71 35 53 29 32 2917 32 29 15 49 23 49 27 8232 29 34 27 63 32 2595 29 50 25
99 29 77 10 27 12 2525 50 25 95 59 34 25 71 29 32 49 3549 95 27 53 27 95 71 49 95 25 71 29 32
49 27 8274 95 49 99 49 23 32 89 837425 99 74 29 53 5950 15 25 74 25 7162 49 99 29 32 49
354953 29 62 25 82 49 32 29 77 10 49 8359 17 99 95 25 91 17 99 71.34 15 3562 25 17 15 27 34 32
49 8325 62 99 49 82 29 15 60 32 2562 95 49 82 27 32 27 32 49 2734 49 17 74 25 71 89 8382 29 17
17 49 71 25 7112 25 95 35 23 27 9153 29 82 27 32 89.74 29 23 27 17 99 71 25 49 32 29 34 27 63
32251799 60 95 29 50 25 99 8934 25 17 99 49 12 29 27 99 17 3525 62 99 49 82 49 53 29 67 49
279162 95 2512 95 29 82 82 32 25 12 2525 50 27 17 62 27 23 27 32 49 35.

4.

48 2318 40 94 35 62 53 94 25 53 15 3591 35 40 35, 52 23 5253 40 3594 35 40 2394 23 91 52
94 49 24 23 84 8994 23 64 55 53 15 18 53 91, 24 53 88 23 62 12 25 7694 2364 35 24 49, 35 9449
88 5348 94 23 24,41 91 3591 23 5231 49 15 53 91. 47 91 3541 49 62 84 91 62 3535 91 41 23 84 91
2531 29 24 3564 35 27 35 88 5394 2391 35,52 35 91 35 55 35 5335 9425 84 64 29 91 23 24,52 35
40 15 2348 23 62 53 55 94 49 2448 2349 40 35 242541 49 91 8994 5394 23 24 53 91 53 24 94
2315 53 62 49 12 52 49,12 53 15 12 49 6053 18 4994 23 62 84 91 55 53 41 49.53 40 3594 35 40
23,62 29 48 62 23 6284 62 35 25 1815 62 25 88 53 94 25 53 18 52 35 24 53 31 23 94 25 53 62 35
48 15 49 27 23,64 35 24 49 41 25 24 23 35 91 55 23 88 53 94 94 29 7684 25 40 94 23 243564 55
53 64 38 91 84 91 62 25 2594 2364 49 91 25 2564 35 41 91 256291 4988 5384 53 52 49 94 15
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4949 15 23 55 25 24 23 84 8935 31 3541 91 35 — 91 35.52 23 52 35 76-91 3564 55 53 15 18 53
918440 24 49 27 25 1884 91 49 52 35 1835 91 24 53 91 53 246291 53 18 94 35 91 49.

5.

79 6131 96 28 35 85 5226 30 24 21 52 85 59 49 79 30 88 7949 30 52 79 59 85 26 30 24 21 59
8542 79 88 61 28 35 86 5096 28 52 30 50,24 30 96 74 21 59 9059 30 96 30 24 85 61 8626 96 85
88 7996 79 24 61 79 1128 52 79 78 31 85, - 21 50 30 96 85 31 21 61 59 31 85 1126 79 24 96 79 59
3579 31 5996 30 31 52 21 50 61 79 1131 21 96 35 85 61 31 85,2126 79 78 30 50 2867 868561 30
35:35 79 24 2467 79 28 24 30 61,35 96 85 61 21 24 69 21 35 9052 30 35,61 79 96 50 21 52 90 61
86 1196 79 59 35,42 24 79 96 79 49 86 1149 30 59,49 79 52 79 59 8669 49 30 35 2159 26 30 52 79
1126 46 30 61 85 69 86,88 79 52 28 67 86 3088 52 21 42 21,96 79 49 61 86 3067 30 52 86 3042 28
67 86,42 21 88 79 96 30 52 79 3052 85 69 79,61 3085 59 26 79 96 78 30 61 61 79 3024 21 74 3061
2150 30 31 79 5061 2149 79 42 96 21 59 35 61 86 30 26 96 86 29 85 31 85..

6.

56 27 54 54 27 56 51 32 82 16 63 49 27 63 11 30 73 3523 54 89 70 27 63 27 493270 35 16 97
82 16 67 73 27 51 30 56 32 6370 29 63 27 49 32 73 29 5473 2748 29 13 29 82 56 82 27 9554 27 35
27 18 51 29,97 56 2770 29 63 305151 35 15 63 89 48 16.16 63 15 11 51 3082 2949 65 27 54 32 63
304929 61 2763 32 48 30-27 56 51 35 15 56 30 233227 11 70 27 35 27 18 32 56 29 63 89 82 30
23,27 82 3051 30 5111 1573 35 29 54 70 27 49 65 32 38 30 63 3073 35 32 23 56 82 16 6770 49 56
352997 16.82 27 49 51 27 1351 29 54 3027 8227 73 16 49 56 32 6370 29 63 27 49 32 73 29 54 82
159516 73 27 353270 15 56 30 38 32 6332 92-73 27 5411 30 61 30 18 82 32 51 3049 63 27 18 29
82 82 16 67 61 30 92 29 56 16.27 8249 16 82 16 6361 30 92 29 56 1673 27 5413 15 24 51 163270
9227 24 29 6373 2749 56 16 73 29 82 89 51 30 13.

7.

3428 68 91 1383 10 65 27 6849 10 26 65 27 68 75 26 39 785375 83 53 18 26 36 62 91.26 10 74
53 1349 10 83 10 65 5353 36 68 72 28 1028 13 18 86 10 27 53 75 3983 6857 26 18 10 91535736
53 6528 68 91 10,83 68 75 27 1334 13 24 13 18 53 36 74 5336 10 74 10 36 57 36 13,83 68 74 1091
10 91 1036 1368 26 74 18 62 34 10 27 1036 10 75 26 13 86 3968 74 36 10.83 18 10 34 28 10,26 57
2650 62 27 6883 68 65 57 86 13.26 57 2649 10 83 10 65 5334 19 13 27 53 75 395334 75 1375 68
50 68 1583 18 68 83 53 26 10 27 53.49 10 83 10 65 5310 27 74 68 72 68 27 44,83 68 28 72 68 18
13 34 80 13 72 6891 10 75 27 10,83 68 26 10,75 26 10 18 68 1568 28 13 86 28 625313 96 1327 13
74 10 18 75 26 34-91 13 36 26 68 27 1053,74 10 86 13 26 75 44,34 10 27 13 18 39 44 36 74
53.3483 18 53 65 68 86 13 15 26 13 91 36 68 26 53 96 10,5318 44 28 68 9123 26 68 2628 78 75 75
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10 36 28 13 18-34 26 44 36 57 2772 68 27 68 34 573434 68 18 68 26,23 26 10 74 53 1572 18 53 47
— 7526 13 18 34 44 26 36 53 74,86 28 57 96 53 15,74 68 72 28 1018 10 36 13 36 68 1386 53 34 68
26 36 68 1353 7583 57 75 26 53 2628 57 65.

8.

45 34 26 34 9777 34 47 49 67 14 22 49 6747 34 49 39 77 6953 89 26 1097 10 49 10 77 45 53
311014 10 47 22.17 90 56 14 34 77 67 49,49 67 75 49 1053 14 5349 26 90 47 10,77 3439 47 56
34 3156 26 67 52 34 13 10 84 22 5377 34 47 49 67 14 22 49 67 28 34 84 26 67 31,67 49 10 97 90
3110 14 53 47 223128 70 89 49 53 9314 10 56 10 9356 47 10,5345 34 84 90 26 34 93 69 58 37 28
67 3110 7047 84 10 14 22 77 10 7053 89 14 10,31 90 47 39 77 39 31 75 53 47 22,47 14 67 31 77
6713 10 14 67,53 9734 89 6728 67 26 69 90,31 56 26 90 47 49 53 31 10 14 1013 34 26 84 31 3453
97 26 70 69 77 39 5869 67 97 39 28 67 26 24 53 70,53 14 5356 26 67 49 10 53 77 10.97 10 84 34
2839 52 53 84 67 89 6797 31 34 26 22 49 1052 26 67 47 10 14 533156 34 45 2269 14 7047 13 53
89 10 77 53 7028 39 47 67 26 10,5353 89 26 1077 10 45 53 77 10 14 10 47 2247 77 67 31 10.

9.

81 49 86 49 1273 92 5081 50 15 5062 47 4915 56 50 51 7673 33 94 7615 94 65 81 47 76.94 76
47 49 81 47 76,15 7662 47 76 2628 16 5162 76 2628 76 51 70 58 76 2673 86 65 84 76 94,47 7615
94 65 81 47 7615 56 50 51 76.24 16 51 7062 76 49 2694 76 86 76 28 94 3362 49 47 1765 84 4915
76 92 15 49 6247 4924 86 49 51 70 96 50 51 50.56 76 31 73 5047 49 62 47 76 31 7624 76 73 65 62
50 513386 49 58 33 5115 56 50 567 065 62 47 16 62.47 65,47 50 73 7684 4943 76 56 7081 56 76-
56 7673 49 51 50 56 70...1724 76 58 49 519294 76 51 51 49 73 84.76 94 50 12 50 92 58 33 15
709294 50 28 33 47 49 56 496586 49 94 56 76 86 50,1773 49 86 84 50 51 15 1765 92 49 86 49 47
47 76.86 49 94 56 76 86 76 6228 16 51 5062 76 51 76 73 50 1784 49 47 96 33 47 5028 50 51 70 12
509476 92 1594 76 31 7692 76 12 86 50 15 56 50.94 76 31 73 501792 76 58 49 51,76 47 5081 56
76-56 7615 76 15 86 49 73 76 56 76 81 49 47 47 7624 33 15 50 51 50,62 76 84 49 5647 76 92 16
2665 94 50 12.

10.

2043 40 13 15 91 31 5475 31 91 12.88 56,88 40 29 1571 3113 15 91 1249 91 15 - 91 1529 31
544091 12...1715 61 69 31 44,2075 15 36 31 546275 25 15 29 84 65 31 25 56.90 4415 62 40 43
40 54 65 2088 31 17 58 65 15 62 90 2690,75 15-17 90 29 90 44 15 44 56,88 31 29 40 54 31 62 90
2649 31 54 15 17 31 621791 31 44 88 58 1315 49 62 40 13901725 15 43 15 17 15 4436 40 25 34
90 62 3188 4036 31 31.15 8862 56 25 90 5449 91 15-91 1515 49 31 88 1275 25 15 91 90 17 88
1575 40 13 88 56 69 31 31.29 40 71 3117 15 88 20 84 69 31 31.56 17 90 29 31 1744 31 88 20,75
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25 15 29 84 65 31 2588 31 65 62 15 54 12 62 1544 90 88 56 9175 15 44 56 49 40 54 65 20,17 65
91 40 17 54 20 2015 91 17 90 65 36 56 8449 31 54 84 65 91 1288 4044 31 65 91 15,88 1517 65
3171 3117 43 20 5465 31 61 201725 56 62 90,43 40 91 56 36 90 5465 90 52 40 25 31 91 569043
4052 1517 15 25 90 54.

11.

65 27,67 40 58 34 11 4727 4227 45 82 34 11 14 4914 89 95 47.65 14 90 36 89 3434 67 36 90
36 45 67 11 36 65 65 34 89 34,11 17 82 34 67 1924 3495 40 45 17 34 45 82 36 24 65 14 7025 36
82 34 90 36 73.70 34 67 4945 67 95 40 65 40,17 34 45 95 36 24 1458 34 67 34 95 34 7334 65 1445
36 73 90 40 4517 95 36 59 47 11 40 82 14,24 40 11 65 341465 40 24 36 42 65 3417 34 24 25 49 67
4040 25 36 95 14 58 34 45 40 25 14,69 67 3411 45 3642 3645 27 11 36 95 36 65 65 40 4924 36 95
42 40 11 40,90 82 36 6534 34 65,4558 34 36 7345 34 11 36 67 45 58 14 7345 34 31 6317 34 24 24
36 9542 14 11 40 36 6765 34 95 25 40 82 19 65 47 3624 14 17 82 34 25 40 67 14 90 36 45 58 14
3634 67 65 34 32 36 65 14 49,17 34 65 36 25 65 34 89 2765 40 82 40 42 14 11 40 36 6767 34 95
89 34 11 82 31,17 95 14 45 47 82 40 36 6765 4089 40 45 67 95 34 82 1459 40 82 36 67 65 47 3667
952717 17 471434 59 25 36 65 14 11 40 36 67 45 4917 95 34 18 45 34 31 63 65 47 25 1424 36 82
36 89 40 56 14 49 25 14.4017 34 67 34 25 2763 24 36 45 1965 14 58 40 5865 3617 34 82 40 89 40
36 67 45 4965 36 82 36 89 40 82 19 65 3417 95 36 59 47 11 40 67 1945 34 11 36 67 45 58 14 2559
3436 11 47 2517 82 34 11 56 40 25,25 34 95 45 58 14 2524 19 49 11 34 82 40 25”.36 42 36 82
1490 67 34-45 58 40 65 24 40 8295 40 63 89 34 95 14 67454917 3417 34 82 6534 73...

12.

14 701465 3659 47 82 34,4058 40 5842 36.17 95 34 45 67 34-65 40 17 95 34 45 67 3432 36 45
67 36 95 3425 27 42 14 58 34 11,65 4011 14 24-45 67 40 65 24 40 95 67 65 47 3636 11 95 34 17
36 34 14 24 47,4563 40 17 40 24 65 34 89 36 95 25 40 65 45 58 14 25 1440 11 67 34 25 40 67 40
25 14,14 67 40 82 19 49 65 45 58 14 25 1440 58 11 40 82 40 65 89 40 25 14,32 11 36 24 45 58 14
25 1459 40 63 27 58 40 25 14,59 36 82 19 89 14 73 45 58 14 25 1425 14 65 40 25 14,18 95 40 65
56 27 63 45 58 14 25 1445 14 89 40 95 36 67 40 25 141432 11 36 73 56 40 95 45 58 14 25 1490 40
45 40 25 14.17 95 36 24 25 36 67 4745 65 40 95 49 42 36 65 14 49,11 63 49 67 47 3617 3434 67
24 36 82 19 65 34 45 67 14,25 34 42 65 3459 36 6334 45 34 59 47 7070 82 34 17 34 6717 95 14 34
59 95 36 45 67 141195 40 63 65 47 7058 34 65 56 40 7036 11 95 34 17 4758 40 5882 36 89 40 82
19 65 34,67 40 581465 4090 36 95 65 34 2595 47 65 58 36-58 40 58,45 34 59 45 67 11 36 65 65
34,1417 95 34 14 63 34 32 82 3467 95 27 24 40 25 1465 36 11 36 24 34 25 47 7025 40 63 27 95
27414 65 67 36 6524 40 65 6734 11™.
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13.

60 46 5746 52,28 15 57 3912 32 60 32 3246 5752 55 30 12 61 11 55 57 32 12 41,37 46 60 37
329152 32 115512 32 75 4646 5730 32 20 15 75 46 25 99 20 52 32 52 52 4667 55 25 55 12 12 32
12 39 52 19 6352 99 57 32 36”75 46 12 61 28 75 99(18 32 37 57 3952 99 57 32 3667 46 60 32 25
63 159991 32 57 25 46 60 46 3660 19 37 46 57 1937 67 99 25 55 12 3930 25 15 52 46 767 4620
32 91 12 32).57 5537 55 91 55 4167 57 99 28 75 55.75 25 55 37 55 60 32 74,37 57 46 99 5767 25
99 20 52 55 57 39,99 20 41 4552 19 36,11 12 99 52 52 46 75 25 19 12 19 36,37 15 67 32 25 55 29
2546 1199 52559199 2832377599 36,60 193746575219 36.411 48 99 — 29 25 — 11 60 32
52551174 5557 397,52 46 60 32 36 18 99 3637 5591 46 12 32 5729 12 32 75 57 25 46 52 52 46
3625 55 20 60 32 11 75 99,46 37 52 55 45 32 52 52 19 3655 67 67 55 25 55 57 15 25 46 36,78 46
25 11 4699 91 32 52 15 32 91 46 36“57 32 63 52 99 75 46 3611 60 55 11 74 55 57 3967 32 25 60
46 78 4660 32 75 55”(63 46 57 4111 4675 46 52 74 5511 60 55 11 74 55 57 46 78 4637 57 46 12
325799 41,37 46 78 12 55 37 52 4663 25 46 52 46 12 46 78 99 99,46 37 57 55 12 46 37 3932 45
3267 41 57 52 55 11 74 55 57 393712 99 18 52 99 9112 32 57)...

14.

15 48 3252 326067 32 25 60 19 3625 55 2091 55 20 15 25 1567 25 99 63 46 11 99 12 466078
46 12 46 60 15,28 57 4628 99 52,46 57 60 32 28 55 60 18 99 3620 5530 32 20 46 67 55 37 52 46
37 57 3930 55 20 19,30 19 12 75 12 55 37 37 99 28 32 37 75 99 9137 15 63 46 67 15 57 28 99 75
46 91. 60 37 60 46 3260 25 32 91 4146 52 67 46 25 55 30 46 57 55 12 52 55 37 46 60 32 37 57
39,46 30 46 25 15 11 46 60 55 60 37 15 63 46 67 15 57 52 19 3267 46 11 37 57 15 67 197530 55
20 3232 91 75 46 37 57 52 19 91 9911 55 57 28 99 75 55 91 99,37 99 78 52 55 12 39 52 19 91
9925 55 75 32 57 55 91 99,67 25 9991 55 12 32 36 18 32 9167 25 99 75 46 37 52 46 60 32 52 99
997557 46 52 61 37 32 52 39 75 46 3652 99 57 9960 20 12 32 57 55 60 18 99 91 996052 32 30 32
37 5537 4637 60 99 37 57 46 91,25 55 37 37 19 67 55 4160 46 25 46 63 5525 55 20 52 46 74 60 32
575219 6346 37 12 32 67 99 57 32 12 39 52 19 6399 37 75 25-9911 55 48 3267 46 12 46 37 55 91
9967 25 46 57 99 60 46 67 32 63 46 57 52 19 6391 99 52.28 57 46 75 55 37 55 32 57 37 4167 46
11 37 57 15 67 46 6060 46 11 52 19 63,28 99 5230 19 1252 3257 55 7525 32 57 99 60. 46 11 52
9957 46 12 39 75 4637 57 46 12 30 193775 46 12 61 28 75 46 369967 25 32 37 12 46 60 15 57 19
3237 67 99 25 55 12 39 75 99”-75 46 57 46 25 19 3252 32 20 60 55 52 19 3278 46 37 57 99,6046
57 12 99 28 99 3246 5720 11 32 18 52 99 6367 55 25 57 99 20 55 52,15 91 32 12 9967 25 32 46 11
46 12 32 60 55 57 3930 19 37 57 25 469930 32 2091 55 12 32 36 18 32 78 4660 25 32 11 5511 12
4137 46 30 37 57 60 32 52 52 46 78 4646 25 78 55 52 99 20 91 55.9960 37 32.

15.
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4574 5431 10 26 38 23 74,86 74 5425 89 26 38 16 74 7475 1645 56 90 25 86 90 75 90 10 2616
74 23 56 86 7545 16 75 7495 10 13 31 95 10 51 74 16 89 74,36 75 95 75 5936 74 95 74 91 75 31
89 90 23 74 749036 95 89 26 89 90 8313 26 75 25 86 89-75 86 86 75 47 75,45 86 7575 16 8945 74
86 90 74 95 7525 56 86 75 33,75 29 95 10 86 89 90 23 89 25 389013 95 74 16 89 748925 26 56
91,86 75 95 45 10 26 899045 10 19 75 29 74,33 10 3331 89 33 89 7475 29 74 13 38 42 16 8389
1329 95 10 13 89 26 89 89,75 86 86 75 47 75,45 86 7536 75 31 90 74 95 16 56 26 25 4286 56 36
754633 10 46 54 10 16,2575 31 89 16 10 33 75 90 83 5456 25 74 95 31 89 74 5416 10 36 10 31 10
90 23 89 468916 1026 74 25 16 56 5925 90 89 16 38 59,8916 1075 86 26 89 45 16 75 47 7536 10
95 16 422531 95 56 47 75 47 7533 75 16 86 89 16 74 16 86 10.109021 86 7590 95 74 54 4286
74,16 1029 10 13 74,51 89 26 899025 90 75 7456 31 75 90 75 26 38 25 86 90 89 74,25 36 10 26
8916 1045 89 25 86 74 16 38 33 89 9136 95 75 25 86 83 16 33 10 919033 7516 3189 17 89 75 16
89 95 7590 10 16 16 75 4636 95 75 91 26 10 31 74,36 95 89 16 89 54 10 26 8931 56 23,51 95 10
26 8916 1013 10 90 86 95 10 3367 95 56 33 86 83,31 51 74 548929 89 67 23 86 74 33 25 839086
95 8936 10 26 38 17 1086 75 26 19 89 16 75 46-8975 33 16 1086 10 3356 59 86 16 7525 90 74 86
89 26 89 25 38,8954 56 13 83 33 1089 47 95 10 26 10,8967 56 86 29 75 26 36 75 86 74 26 74 90
89137595 56...

16 89 45 74 47 75 9021 86 75 4 613 26 75 25 86 8916 7429 83 26 7536 26 75 91 75 47 75,16
10 7529 75 95 75 86-86 10 33 75 4616 10 25 86 95 75 4633 10 3395 10 138936 95 89 31 10 74
8629 7574 90 75 47 7533 56 95 10 51 10...

1036 75 86 75 5436 95 89 23 74 2633 75 16 74 178936 75 25 86 75 95 75 16 16 89 5454 83 25
26 42 548929 74 13 31 74 26 38 59.54 75 95 25 33 75 46 13 54 74 4616 10 33 75 16 74 17-86 7536
7531102613 16 10 33,33 75 86 7595 75 47 7575 16 8951 31 10 26 8945 74 86 90 74 95 7525 56
86 75 33,8921 86 7529 83 26 7525 26 75 90 16 7554 74 31 16 83 4695 74 9029 75 74 90 75 4686
95 56 29 83,21 86 7575 13 16 10 45 10 26 75,45 86 7516 10 45 10 26 10 25 3895 10 29 75 86
83,8916 89 45 74 47 7556 51 7416 7489 13 54 74 16 89 86 38,16 7475 25 86 10 16 75 90 89 86
38,16 7436 74 95 74 89 47 95 10 86 38...

16.

15 22 67 30 93 4922 94 65 94 44 49,4939 51 22 75 49 411115 22 4911 53 51 75 51 78 94,44
4927 5122 6744 86 51,26 4939 51 7578 4594 —62 75— 78 11 51 44 49 78 91 49 22 72 14”,9411
67 26 93 5 144 51 90 6793 51 44 94 11 6753 75 67 41 49 45 94 11 49 93 15 3035 49 15 67 11 67
14,44 5145 78 49 11 65 94 1444 94 86 49 86 94 4115 20 7553 75 94 26 67 11,44 5153 67 78 67 26
7551 1149 11 65 94 14,35 22 6751 90 6715 39 51 75 22 5853 75 51 27 72 11 49 51 2215 67 11 15
51 3944 51 53 67 78 49 93 51 86 881167 27 75 49 26 5127 51 15 53 93 67 22 44 67 90 6735 51 75
44 67 90 6753 75 94 26 75 49 86 49,44 5126 44 49 20 18 51 90 6745 49 93 67 15 22 94.
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67 3551 7551 78 44 67 1445 51 15 2286 67 39 49 44 78 94 75 49-9439 49 26 88 751511 94
86 94 44 90 67 399415 22 75 49 65 94 93 67 1453 51 75 51 27 51 45 86 49 39 9478 11 94 44 88 93
94 15 5811 53 51 75 51 78.26 78 51 15 5841 11 49 22 49 93 6753 75 67 45 51 86 22 67 75 67
11,36 67 44 49 75 51 149486 75 67 44 65 22 51 14 44 67 111590 94 75 93 30 44 78 49 39 9493 49
39 53,44 6744 51 75 51 49 93 58 44 67 1426 49 78 49 35 51 1427 72 93 6727 7267 15 11 51 22 94
22 5811 15 2027 49 26 88.67 15 22 49 11 49 93 67 15 5844 51 39 49 93 6753 67 93 67 159453 30
22 51 4422 51 39 44 67 22 72,86 67 22 67 75 88 20 44 51 26 11 49 44 72 5190 67 15 22 9494 15
53679358 26 67 11 49 93 9439 49 15 22 51 75 15 86 94.11 15 5127 93 94 45 518615 49 39 67 93
51 22 88,27 93 94 45 51,27 93 94 45 51,67 4411 72 75 49 15 22 49 51 2244 4990 93 49 26 49
41,44 49 11 94 15 49 51 2244 49 7890 67 93 67 11 67 14,88 45 5153 75 51 86 75 49 15 44 6715 93
72 65 44 67,86 49 8635 49 15 67 11 67 1467 2215 86 88 86 9444 88 78 94 2253 67 7844 67 1544
5126 44 49 86 67 39 88 2039 51 93 67 78 94 20,53 67 15 93 51 78 44 20 201115 11 67 51 1445 94
2644 94...

22 94 41 67 44 58 86 6718 51 93 86 44 88 9327 51 15 65 88 39 44 72 1453 94 15 22 67 93 51
22-9439 51 93 67 78 94 3067 27 67 75 11 49 93 49 15 58,35 49 15 67 11 67 1453 67 78 93 67 39
94 93 15 301186 67 93 51 44 86 49 41,44 6788 53 49 15 22 5844 5188 15 53 51 93,9415 11 67
2049 11 22 67 39 49 22 94 35 51 15 86 88 2011 94 44 22 67 11 86 8844 5111 72 75 67 44 94 93.78
11 5122 51 44 94,27 51 15 65 88 39 44 6711 72 44 72 75 44 88 1194 26 -53 67 7836 20 26 51 93
30 45 49,53 67 78 41 11 49 22 94 93 9451 90 679488 11 67 93 67 86 93 94 44 4978 75 88 90 88
201522 67 75 67 44 88,1122 51 39 44 67 22 88.

17.

56 67 9218 58 39 99 27 87 67 5625 56 80 67 10 17 92 39 6225 5627 24 95 56 3195 46 27 73 56
3117 58 39 58 67 95 589256 95 40 24 40 17 92 39 626939 40 17 56 67 58-56 18 99 92 46 67 56
87,69 5669 39 3680 17 92 67 2739 40 87 56 17 58 73 40.25 56 39 73 56 10 17 92,56 43 92 80 40
10,95 56 23 80 4023 17 40 24 4025 46 92 69 14 95 67 27 739573 58 87 67 56 73 58.69 39 5869 56
95 46 27 2325 46 92 67 10 17 5638 58 73 95 92 5856 38 58 46 73 40 67 92 10.25 46 92 18 56 46
56 699225 27 17 62 73 56 6924 80 58 39 6218 14 17 5625 46 58 69 58 17 92 95 56 5887 67 56 43
58 39 73 69 56,23 17 40 24 4046 40 24 18 58 23 40 17 92 39 62.56 80 67 40 95 5618 17 40 23 56
80 40 46 1073 58 8743 58 80 69 27 8767 58 80 58 17 10 8773 46 58 67 92 46 56 69 56 9567 4087
40 9558 73 58 9273 14 39 10 38 58 95 46 40 73 67 56 25 56 69 73 56 46 58 67 67 14 8767 40 39
73 4069 17 58 67 92 10 8792 67 39 73 46 27 95 73 56 46 4056 67 9239 56 69 58 46 99 58 67 67
5673 56 38 67 5624 67 40 17 92,24 4038 58 8725 46 92 99 17 92.25 56 67 10 73 92 1067 5892 87
58 17 92,80 17 1038 58 23 5695 56 67 95 46 58 73 67 5625 46 58 80 67 40 24 67 40 38 58 67 1469
39 5871 73 9299 73 27 95 92-67 5656 7367 92 8271 73 56 23 56 9267 5873 46 58 18 56 69 40 17
56 39 62.
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67 5825 46 56 99 17 569287 92 67 27 73 14,95 40 9556 6727 69 92 80 58 1751 58 17 6292
8267 58 17 58 23 95 56 23 569271 95 24 56 73 92 38 58 39 95 56 23 5625 27 73 58 99 58 39 73 69
92 10-73 46 9225 27 17 62 73 4025 5625 46 40 69 56 87 2718 56 46 73 27,27 39 14 25 40 67 67 14
5838 58 46 73 56 69 56 3127 31 87 56 3173 27 87 18 17 58 46 56 69,17 40 87 25 56 38 58 95,25
58 46 58 95 17 36 38 40 73 58 17 58 319295 67 56 25 56 95.73 46 9269 14 25 27 95 17 14 8271 95
46 40 67 406969 92 80 5869 58 46 73 92 95 40 17 62 67 14 8225 46 10 87 56 27 23 56 17 62 67 92
9556 69-56 67 9239 40 87 14 58,67 92 9540 95 56 3156 9992 1895 92...

18 56 80 46 56 39 73 9246 40 80 92,56 6725 56 69 73 56 46 92 1725 46 5639 58 18 1025 56 17
36 18 92 69 99 27 36 39 1051 92 73 40 73 27:%38 73 5656 80 92 6738 58 17 56 69 58 9525 56 39
73 46 56 92 17,80 46 27 23 56 3124 40 69 39 58 23 80 4046 40 24 17 56 87 40 73 6239 87 56 43
58 737.92,25 56 82 17 56 25 40 6925 5625 17 58 38 27 39 73 46 40 99 92 17 276924 67 40 9573
56 23 56,38 73 5667 40 25 40 46 67 92 9580 56 17 43 58 6718 80 92 73 58 17 62 67 5639 73 56 10
73 6267 4099 27 82 58 46 58,80 56 39 73 40 1795 92 67 43 40 1792 2425 46 92 99 92 73 14 8267
40 8095 56 17 58 67 56 8767 56 43 58 67.

18.

67 58 26 19 88 2332 37 15 23 90 63 7146 63 26-63 2658 2463 23 3732 956763 15 32 88 58 26-
6726 58 6741 16 24 90 63 52 30 2449 63 2688 26 37 23 38 23 16 6758 2390 26 41 90 63 68 24 58
58 26 7685 15 67 76 24 15 24.19 26 15 23 38 88 2663 15 32 88 58 24 2490 88 24 16 23 63 7163 23
37,46 63 26 41 5437 15 23 95 676758 2438 23 76 24 63 67 16 6768 26 68 90 24,67 58 23 46 2437
63 26 — 63 2658 24 19 16 32 85 54 4426 46 24 58 7141 54 90 63 15 2690 88 24 16 23 24 6390 26
26 63 68 24 63 90 63 68 32 11 30 67 2468 54 68 26 88 546724 30 24,46 24 19 2688 26 41 15 26 19
26,85 15 67 76 24 63 90 5237 16 24 68 24 63 23 63 71,68 15 23 95 67 58 2367 88 24 26 16 26 19
67 46 24 90 37 23 52,85 32 90 63 7188 23 95 243258 24 19 266758 2441 32 88 24 6388 26 37 23
38236324 16 71 90 63 68,58 263746 24 76 3258 23 7616 67 83 58 52 5237 16 24 68 24 63 23?63
26-63 26...49 63 26 6356 67 58 23 1685 26 38 68 26 16 52 1626 88 58 67 7676 23 73 26 7615 24
83 67 63 7158 24 90 37 26 16 71 37 2638 23 88 23 46.58 2441 54 16 2658 67 37 23 37 26 4437 15
23 95 67,90 26 68 24 15 83 24 58 58 26 4473 68 23 63 37 67 76 6763 15 24 58 67 15 26 68 23 58
58 54 76 6715 24 41 52 63 23 76 67-85 15 26 90 63 26-58 23 85 15 26 90 63 2626 37 15 24 90 63
58 54 2485 23 15 63 67 38 23 58 54,88 23 68 58 54 76-88 23 68 58 2619 15 26 38 67 68 83 67
2488 26 41 15 23 63 71 90 5268 90 2495 2488 2626 85 16 26 63 2367 76 85 24 15 67 23 16 67 38
76 23,90 67 15 24 46 7188 23 58 58 26 4441 23 38 54,90 68 26 1132 19 15 26 38 326837 26 58 29
2437 26 58 29 26 6868 54 85 26 16 58 67 16 67.58 23 19 1552 58 32 16 6758 26 46 58 26 4485 26
15 26 44,85 26 15 24 38 23 16 6737 26 16 11 46 37 32,85 15 26 58 67 37 16 6758 2341 23 38 3285
26 8885 26 37 15 26 68 26 7676 15 23 37 23,38 23 16 26 95 67 16 679085 26 16 88 11 95 67 58
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5476 67 58,85 26 90 63 15 24 16 52 16 6767 3819 15 23 58 23 63 26 76 24 63 26 6867,90 85 15 23
68 24 88 16 67 68 2615 24 83 67 68,46 63 2688 26 90 63 23 63 26 46 58 2658 23 85 23 37 26 90
63 67 16 67,38 16 26 15 23 88 58 2685 26 16 11 41 26 68 23 16 67 90 7188 24 16 26 7615 32 3790
68 26 67 736732 41 15 23 16 67 90 7168 26 90 68 26 52 90 6741 24 3876 23 16 24 44 83 24 19
2688 16 5290 24 41 5232 15 26 58 23.

19.

3492 45 25 90 30 25 7116 62 37 7155 7189 18 96 6255 85 22 71 11 6262 24 62 89 71 55 55
628555 16 71 92 71 24 55 62 11 62-90 30 49 30 24 55 18 7124 16 85 92 30 55 18 7152 37 85 55
24 18,49 30 92 62 22 25 3022 85 24 16 18 7392 58 89 30 67 71 25,90 58 89 55 30 2086 71 16 25
302416 45 89 85 25 62 1449 30 24 16 18-89 92 62 52 20 11 7168 16 6249 62 96 62 37 71 55 62,25
62 96 8562 5530 34 24 16 92 30 96 85 71 4692 62 52 62 14,49 30 92 3089 30 55 62 2525 62 55 24
7192 34 62 34,49 62 22 30 16 18 9439 96 30 25 62 552462 89 71 90 90 30 92 30 37 85 34 30 45
86 85 14 8534 62 52 5816 30 89 96 71 16 25 30 14 85,24 16 30 92 18 9425 62 14 49 30 24,62 89
67 30 92 49 30 55 55 18 9439 62 55 30 92 85 258549 92 62 22 30 2052 92 71 89 71 52 71 55 19,85
90 62 89 96 85 22 30 34 67 30 203452 37 62 55 7124 16 19 45 -25 30 25 -71 11 62-16 30 1452 62
24 16 30 16 62 22 55 6262 49 18 16 55 62 11 6249 58 16 71 67 71 24 16 34 71 55 55 85 25 30,14
30 16 92 62 24 302455 71 14 30 96 18 1424 16 30 37 71 14,3462 52 85 5549 92 71 25 92 30 24 55
18 9452 71 551992 71 67 85 34 67 71 11 6249 62 85 24 25 30 16 1924 22 30 24 16 19 2055 3089
7192 71 11 58.49 92 71 52 71 96 19 55 6224 25 92 62 14 55 18 7149 62 37 85 16 25 85,55 7124
49 62 24 62 89 55 18 7149 92 85 34 96 71 22 1934 55 85 14 30 55 85 7124 71 92 19 71 90 55 18
731192 30898516 71 96 71 94.

8514 71 96 62 24 198562 92 58 37 85 71,3025 30 2537 71.49 92 85 96 85 22 55 18 7392 30 90
14 71 92 62 3462 73 62 16 55 85 22 85 9455 62 37,34 16 62 92 62 94,25 30 92 14 30 55 55 18
9467 34 71 94 46 30 92 24 25 85 9449 71 92 62 22 85 55 55 85 252452 34 58 14 2052 71 24 20 16
25 30 14 8549 92 85 22 85 55 52 30 96 62 34,3016 30 25 37 7149 62 16 71 92 16 18 9449 85 24 16
62 96 71 16-25 62 96 19 1689 62 96 71 7122 71 1452 34 30 52 46 30 16 8596 71 16 55 71 11 6234
62 90 92 30 24 16 30,55 6258 73 62 37 71 55 55 18 948524 14 30 90 30 55 55 18 94-85 14 71 55
556216 30 25 62 7162 92 58 37 85 7114 62 37 55 6289 71 9062 24 62 89 18 7349 92 62 89 96 71
1449 92 85 62 89 92 71 24 16853449 62 92 16 62 34 18 7316 92 58 86 62 89 30 73.34 24 7149 92
62 52 58 14 30 55 62.90 52 71 67 55 85 7149 62 96 85 46 30 852489 62 96 19 67 85 1449 62 52 62
9092 71 5585 71 1462 16 55 62 24 20 16 24 202524 58 89 10 71 25 16 30 142430 34 16 62 14 30
16 85 22 71 24 25 85 1462 92 58 37 85 71 1455 3049 96 71 22 71,90 30 16 6255 7162 24 62 89
6255 30 34 62 92 62 22 71 55 55 18 9425 30 92 30 89 85 5585 96 8549 92 62 24 16 71 55 19 25 85
9449 85 24 16 62 96 71 163425 30 92 14 30 55 713490 52 71 67 55 85 7314 71 24 16 30 7324 22
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85 16 30 45 16 24 2055 71 49 92 71 14 71 55 55 18 1430 16 92 85 89 58 16 62 1458 34 30 37 30
4586 71 11 6224 71 89 2025 30 89 30 96 19 71 92 62,49 85 24 19 14 71 55 55 62 11 6292 30 90
92 71 67 71 55 85 2055 7116 92 71 89 58 45 1685,3462 89 86 71 14,49 62 52 62 90 92 71 55 85
9455 71 34 18 90 18 34 30 45 16,49 62 25 302485 7349 62 14 62 86 19 4555 7124 62 16 34 62 92
201622 71 11 62-16 62 55 71 90 30 25 62 55 55 62 11 62.

20.

16 7453 74 47 47 8531 85 66 74 29 58 55 7416 96 74 66 85 55 11 66 5896 11 12 91 74 74 50
96 11 12 91 85 49 53 58 8547 11 33 74 26 74 31 2329 47 85 2645 29 85 55 74 29,96 11 12 33 85
96 74 29,33 11 96 74 285829 74 12 96 11 47 55 11-66 85 68 28 74 29 35 53 28 5847 35 16 85 96
47 74 29 96 85 33 85 91 91 23 85,47 29 85 96 28 11 21 18 58 8591 74 29 85 91 61 28 58 3366 11
28 74 33,66 85 68 28 74 29 35 53 28 5829 96 85 33 85 9188 35 55 6166 5891 8529 55 74 96 74
4933 58 96 74 29 74 49,47 55 11 96 85 91 61 28 58 8511 29 55 74 50 35 47 23,68 96 74 33 11 31
91 23 8568 96 35 12 74 29 58 28 58-55 96 11 28 58,91 85 29 85 47 55 6174 55 28 35 31 1129 12
43 29 53 11 43 47 435891 85 29 85 31 74 33 7428 35 31 1147 16 85 53 58 29 53 11 4316 74 79 11
96 91 11 4333 11 53 58 91 11...31 74 29 74 66 61 91 7447 28 74 96 7474 9174 55 33 85 55 58
66,88 55 7447 96 85 31 5829 47 85 68 7438 55 74 68 7496 11 12 91 74 74 50 96 11 12 58 4391
8516 74 16 11 31 11 85 55 47 4391 5829 74 85 91 91 23 26,91 5816 74 66 58 45 85 49 47 28 58
2633 11 53 58 91,29 74 74 50 18 852974 28 96 85 47 55 91 74 47 55 43 26,91 11 47 28 74 66 61
28 7433 74 79 91 7447 35 31 58 55 6116 7455 74 33 35,88 55 7474 9129 58 31 85 664729 85 96
26 74 55 3596 23,91 8591 11 50 66 21 31 11 85 55 47 4391 5833 11 66 85 49 53 58 2616 96 58 12
91 11 28 74 2988 96 85 12 29 23 88 11 49 18 58 91 23,28 11 28-55 74:33 74 50 58 66 61 91 23
2616 11 55 96 35 66 85 49,16 74 47 55 74 2991 1174 50 74 88 58 91 85,16 96 74 29 85 96 28 5831
74 28 35 33 8591 55 74 29,12 11 47 55 11 29,50 66 74 28 16 74 47 55 74 29...91 58 88 85 68
7416 74 31 74 50 91 74 68 74.47 58 8545 85 91 91 74 8591 11 50 66 21 31 85 91 58 8591 8591
1153 35 55 28 3516 96 58 50 11 29 66 43 66 7474 16 55 58 33 58 12 33 11.

74 9116 74 47 33 74 55 96 85 6666 85 29 85 85-55 11 3374 5516 11 91 11 33 85 96 58 28 11
91 23 74 55 26 74 31 58 66 1111 47 62 11 66 61 55 58 96 74 29 11 91 91 11 4331 74 96 74 68
11,91 852916 96 58 33 85 9635 79 85,31 11 66 85 28 7491 8555 11 28 11 4374 79 58 29 66 85 91
91 11 43.5835 5523 28 11 66 11 47 6174 91 1116 96 43 33 85 26 74 91 61 28 742955 74 55 47 11
33 23 4968 74 96 74 31 74 28,68 31 8558 2653 85 47 55 85 96 28 1131 74 66 79 91 1150 23 66
1129 23 495558 91 1133 85 47 55 91 74 68 7491 85 66 85 68 11 66 11.

21.
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40 77 40,29 75 5875 28 75115 61 75 23 40 52 672929 54 52 1115 75 65 58 5415 84 40 29 54
61 67 28 75 77 7558 84 11 18 77 75 61 67 28 54 35 40,77 52 1115 75 37 11 84 11 52 54 28 11,28
4028 11 29 49 37 75 35 75 13,35 29 40 52 84 40 58 28 75 1335 54 84 15 54 65 28 75 1315 75 37
58 40 13 11 28 58 1129 7590 29 49 72 40 11 58 37 8015 18 72 35 4029 84 11 13 11 2815 11 84 29
754113 54 84 75 29 75 41,5415 75 5211 1137 58 29 75 61 75 1337 61 75 82 11 28 4015 54 84 40
13 54 52 35 4054 9029 75 29 37 1118 8237 58 40 84 54 28 28 49 4680 52 11 84,35 40 35 54 13
5415 40 61 54 61 5461 11 5890 4037 58 7552 7515 75 80 29 61 11 28 54 8028 4035 75 28 29 11
41 11 84 1158 40 35 54 4629 75 5858 84 11 46 52 20 41 13 75 29 75 35-37 20 84 84 11 40 61 54
375854 65 11 37 35 75 1137 75 65 11 58 40 28 54 11,11 37 61 5429 52 18 13 40 58 67 37 80,28
7513 11 37 58 28 49 46,28 40 52 7515 75 61 40 77 40 58 67,29 15 75 61 28 1118 37 58 84 40 54
29 40 11 58.54 33 7528 40 77 61 80 52 28 7515 75 35 40 90 49 29 40 11 5852 75 33 61 11 37 58
67,1584 7580 29 61 11 28 28 18 2054 4652 11 84 82 40 29 75 412915 11 84 29 18 2013 54 84 75
29 18 20:28 1835 40 3582 11,75 28 4075 58 15 84 40 29 54 61 4028 4011 29 84 75 15 11 41 37 35
54 4192 84 75 28 5826 11 61 49 4137 58 84 11 61 35 75 29 49 4133 40 58 40 61 67 75 285458 75
84 82 11 3758 29 11 28 28 7515 75 84 29 40 61 4075 58 28 75 72 11 28 54 803777 11 84 13 40 28
37 35754154 13 1511 84 54 11 41,4029 52 75 33 40 29 75 3575 52 182972 11 37 58 28 40 52 26
4058 75133311 84 1177 75 29 49 1133 40 58 40 84 11 5475 52 28 75 77 7554 9029 75 11 28 28
49 4615 75 84 58 75 2926 11 61 49 4652 29 4065 40 37 4015 40 61 54 61 5415 7558 75 4158 75
65 35 111877 75 84 54 90 75 28 58 40,77 52 1135 40 35 75 13 18 -58 7533 52 54 58 11 61 67 28
75131829 75 80 35 1115 75 65 18 52 54 61 37 8077 11 84 13 40 28 37 3554 413584 11 41 37 11
84...7533 19 11 35 58 54 29 28 75 37 58 5484 40 52 5437 58 75 54 5818 58 75 65 28 54 58 67,65
58 7529 7529 58 75 84 18 2013 54 84 75 29 18 2090 52 11 72 28 54 41,15 18 37 58 675428 11 29
11 61 54 3554 4129 75 11 28 28 75-13 75 84 37 35 75 4192 61 75 5829 13 11 37 58 113737 75 20
90 28 54 35 40 13 5415 40 58 84 18 61 54 84 75 29 40 6115 84 54 61 11 77 40 20 23 54 1129 75
52 495415 40 84 1884 40 9029 84 75 52 1133 4952 40 82 1137 58 84 11 61 80 6115 7528 40 37 58
7580 23 54 13,4028 1115 84 54 29 54 52 11 29 72 54 13 37 8015 75 52 29 75 52 28 49 1361 75 52
3540133584 54 77 37-13 40 84 54 28 11.

22.

56 9631 57 87 3756 7584 77 87 24 96 73 68 75,56 7550 37 16 42 68 77,7720 73 3737 49 56 77
397787 37,39 73 3712 84 9616 91 64 56 91 87 37.75 56 84 73 16 91 68 94 75 7531 57 87 7544 16
37 84 73 577556 96 49 77 73 96 14 87 75 12 57:96 84 87 7556 7744 37 28 37 68 37 56 56 75 68
9656 96 7356 7550 37 16 42 68 77,56 7584 77 87 24 96 73 68 75,96 84 87 7573 77 2673 37 87 41
68 3784 77 87 24 96 73 68 7731 96 4950 37 16 42 68 7775 87 7550 37 16 42 37 6831 96 4984 77
87 24 96 73 68 75-56 9673 3739 73 3756 9612 64 37 28 75 73 41,56 3728 77 35 9656 9644 16 75
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3187753577 73 41 84 61.12 84 9644 16 96 35 56 75 9616 77 84 68 87 77 28 5787 96 73 61
736839 96 16 73 91,1235 75 49 56 4184 87 96 28 91 96 7356 96 26 96 28 87 96 56 56 3744 16 96
7312371661 73414977 44 77 8456 37 1412 77 16 75 77 56 73.56 91 35 56 3768 77 6826 37 35
56 3731 57 84 73 16 96 9637 73 84 82 28 7784 26 77 7357 12 77 734184 61,9131 7516 77 73
41 84 616839 96 16 73 37 12 37 1426 77 73 96 16 7575 4950 37 16 37 28 68 77,12 84 73 91 44 77
96 731284 75 87 9149 7744 77 84 56 37 141277 16 75 77 56 7337 73 64 3728 77...

12 96 84 4137 68 16 91 35 77 82 22 75 1426 75 1612 56 96 49 77 44 56 3784 73 77 8756 9644
16 37 84 73 3739 91 35 75 26-12 16 77 35 28 96 31 56 57 26.44 37 28 37 49 16 96 12 77 73 4184
87 96 28 37 12 77 87 3712 84 96 647512 84 61.44 41 82 22 75 6444 75 12 3784 37 87 28 77 73 75
68 37 12-1273 37 26,39 73 3737 56 7556 9684 37 87 28 77 73 75 68 7512 37 12 84 96,7750 16 91
44 447749 7764 12 77 73 7775 4912 37 96 56 56 37 1468 37 56 73 16 16 77 49 12 96 28 68 75,44
16 96 84 73 77 16 96 87 37 50 3750 37 84 73 75 56 75 39 56 37 50 3764 26 57 16 61-127/3 37
26,39 73 3737 5612 37 12 84 9656 9644 37 16 73 41 9675 87 7512 87 77 28 96 87 96 94,75 87
7573 377528 16 91 50 37 961237 28 56 37 2687 75 94 96,7744 37 87 68 37 12 56 75 6849 28 96
42 56 96 1473 77 14 56 37 1444 37 87 75 94 75 75.12 84 9612 37 49 26 37 35 56 37,68 37 50 28
7791 84 87 37 12 87 96 56 56 37 50 3784 7550 56 77 87 7756 96 7356 7791 84 87 37 12 87 96 56
56 37 2626 96 84 73 96.

23.

22 10 756247 1074 10 24 88 47 39 35 66 15 75 58 10 47 64 53 5385 66 35 10 69 62 28 10 24
5366 49 53 47 47 10 49 64 10 58 3928 22 88 17 10 79 47 88 1547 66 22 53.4447 10 85 17 10 28 53
24 75 443551 66 75 58 53 47 53 64 88.35 10 3572 62 28 10 24 6647 8817 10 69,4466 80 37 80 10
2469 49 88 75 3937 74 53 17 66 58 28 66 17 88 47 53 885385 66 35 66 15,22 37 28 75 58 28 10,35
66 58 66 17 62 8853 75 85 62 58 62 28 10 88 79 39,66 35 10 69 10 28 79 53 75 392849 10 28 47
6669 47 10 35 66 74 62 4274 88 75 58 10 42.79 53 17 66 35 53 8828 66 17 66 58 1072 62 24 5317
10 75 85 10 42 47 37 58 62,37 75 10 49 39 72 1037 58 66 47 37 24 102875 37 74 88 17 35 10
42.4428 66 79 88 242842 66 24 24,51 49 8858 37 74 10 47 47 62 8869 88 17 35 10 24 1069 62 72
356666 58 17 10 31 10 24 5364 28 88 58 625349 88 58 10 24 5353 47 58 88 17 39 88 17 10.37 49
53 28 53 58 88 24 39 47 66,47 6642 66 69 44 53 4747 8837 69 47 10 2474 88 47 44.66 4785 17 66
5844 47 37 2417 88 51 53 7558 17 10 64 53 66 47 47 37 9735 47 53 51 37.4428 69 44 2417 37 22
3537,66 72741 0354 73 7 2485 88 17 662872 17 66 47 69 66 28 37 9722 88 17 47 53 24 39 47
53 64 3753,75 35 24 66 47 53 28 79 53 75 3947 10 49 17 10 75 35 17 62 58 62 74 537558 17 10
47 53 64 10 74 53,75 58 66 24 35 47 37 24 75 447585 88 17 28 66 1553 6974 47 66 31 88 75 58 28
1047 88 66 31 53 49 10 47 47 66 75 58 88 15,35 66 58 66 17 62 8885 66 49 75 58 88 17 88 51 10
24 5374 88 47 4425 58 66 1547 66 22 39 97.74 66 8853 74 44,42 66 17 42 8824 37 53 7572 66 17
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42 88 75,72 62 24 6647 10 22 88 17 58 10 47 662835 47 53 51 88,5322 88 17 47 53 24 1088 80
8847 8837 75 85 88 24 5328 62 75 66 42 47 37 58 39.

24.

6152 16 36 26 14 5416 45 24 29 4595 1129 36 95 86 36 16 29 451452 49 75 36 4797 36 93 95
61 54 26 6197 3626 86 45 97 49 95 41 29 11 47.93 49 30 61 86 95 11 93 56 11 86 83 8995 36 47
49 1695 11 37 36 93 14 54 26 6195 1130 86 36 16 36 4721 86 11 33 49,2636 29 95 11 47 1495
1130 95 45 86 16 49 95 95 14 8993 30 36 16 14 29,33 11 54 29 14 891471 11 52 16 36 19 49 95 95
83 89,36 52 95 49 26 49 95 95 83 8952 11 54 98 26 86 16 11 93 36 89;75 93 49,29 11 2997 36 47
95 14 54 36 26 4147 95 49,26 86 36 61 54 1197 54 61 33 95 11 6126 29 11 47 49 89 29 11.21 86
3652 83 54 1126 11 47 11 6152 36 54 41 19 11 6129 36 47 95 11 86 1130 75 36 26 86 14 95 14 56
49.6186 36 54 29 95 45 5493 30 49 16 41,36 95 1197 36 93 93 11 54 11 26 41.97 36 93 97 36 86
36 54 29 36 4775 36 16 49 54 1154 98 26 86 16 11.3049 4952 49 71 33 11 54 36 26 86 95 36 4726
30 49 86 496145 71 95 11 5426 49 52 61.95 1145 71 29 36 8933 49 54 49 71 95 36 8929 16 36 30
11 86 1454 49 33 11 5461,97 36 26 86 11 16 49 30 19 14 891436 52 16 98 71 75 19 14 89,1416 11
71 7554 61 93 83 30 11 5454 49 97 95 14 95 4595 1197 36 86 36 54 29 49.6145 26 54 83 19 11
5475 36 54 36 26.95 4926 36 30 26 49 4747 36 89-52 49 7136 52 49 16 86 36 95 36 30,95 49 97 16
14 61 86 95 83 89,97 36 37 36 33 14 8995 1147 11 75 95 14 86 36 78 36 95 95 45 9871 11 97 14
26 41.

-4593 14 30 14 86 49 54 41 95 36,-26 29 11 71 11 5436 95,-95 11 2693 30 36 491447 8336 93
95 36.30 97 16 36 24 49 47,30 3626 95 4995 14 24 86 3695 4926 97 36 26 36 52 95 3630 83 71 30
11 86 4145 93 14 30 54 49 95 14 49.6116 36 52 29 3626 97 16 36 26 14 54:

-7195 11 24 14 86,30 26 4921 86 3626 36 957

-97 16 14 24 49 4797 36 26 54 49 93 95 14 8926 36 95.-33 49 26 86 36 4736 9597 36 29 11 71
11 5495 1197 45 26 86 36 89 97 45 71 83 16 49 29,

26 86 36 61 30 19 14 8995 1147 16 11 47 36 16 95 36 8929 16 83 19 29 4995 36 24 95 36 75
3626 86 36 54 14 29 11.-86 49 52 49 97 16 14 93 49 86 26 61,95 11 30 49 16 95 36 49,45 30 14 93
49 86 4147 95 36 33 49 26 86 30 3626 95 36 30,97 16 49 33 93 4924 49 4793 36 52 49 16 49 19 41
26 6193 3621 86 36 8995 36 24 14.29 11 29 36 4926 49 75 36 93 95 6124 14 26 54 3697 3686 30
36 49 47 4529 11 54 49 95 93 11 16 98?

25.

48 84 13 3394 13 48 42 33 46 82,84 13 82 4894 82 46 84 33 4213 88 82 84 16 46 1625 8250 17
481342 61 37 78 50 511682 42 13 82 84 16 46 1650 48 17 341376 82 25 82 1672 82 46 48 69 17
82 28 82,28 84 4851 75 4875 84 33 46 1646 33 84 33 17,75 33 37 82 13 17 341638 48 37 17 16 46
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33.82 1713 58 94 25 33 69 58 13 33 4676 82 75 48 46 33 17 16 34,163476 82 25 33 69 58 13 33
4648 50 5113 94 48,38 42 8217 1648 94 42 781350 16 37 48.1376 37 16 28 82 37 64 17 4817 48
1733131694 42 17 82 28 8272 58 46 8294 82 72 37 33 17 8213 94 48,38 42 8284 82 13 48 46 82
94 78 76 82 13 16 84 33 42 7851 75 4851 94 82 76 64 16 501638 42 8269 37 34 4217 58 17 4869
84 37 331394 42 13 51 61 21 16 48:28 82 37 82 84 33,75 33 37 25 16 481688 82 46 82 84 17 58
4894 42 37 33 17 58,94 82 25 37 82 13 16 21 33,94 25 37 58 42 58 481369 48 50 17 58 8828 46 51
72 16 17 33 88,72 82 37 82 69 84 34 21 16 4850 82 37 3425 82 37 33 72 46 16,82 37 51 84 16
34138291 1758,16 1794 42 37 5150 48 17 42 5813 37 33 38 48 13 33 17 16 341650 51 69 58 25
16,76 46 48 17 16 42 48 46 78 17 58 8875 48 17 21 16 17,17 48 76 82 84 13 16 75 17 58 4869 13
48 69 84 581676 46 33 17 48 42 58,25 37 33 94 25 16,25 82 42 82 37 58 50 1676 82 46 78 69 51
61 42 94 3417 48 13 48 37 17 58 48,25 82 28 84 3376 16 64 51 4294 13 82 1650 48 37 69 25 16 48

253337421617 58,37 339442 48 17 16 341650 16 17 48 37 334 65 894 8213 94 48 50 1616
8894 82 25 37 82 13 48 17 17 58 50 1669 33 50 48 38 33 42 48 46 78 17 58 50 1694 13 82 91 94
42 13 3350 16,94 48 37 48 72 37 34 17 58 8833 17 28 48 46 82 13,38 48 9188 46 48 72-88 13 33
46 331676 37 48 138269 17 48 94 48 17 16 4828 82 94 76 82 84 33,37 33 69 84 33 38 5117 33 28
37 33 841364 25 82 46 33 88,19 16 28 51 37 5876 42 16 981698 33 37 48 91,88 37 33 17 34 21 16
48 94 341394 33 50 82 5094 48 37 84 98 4876 16 37 33 50 16 84,42 48 17 7872 58 25 33,17 3325
82 42 82 37 82 5076 82 25 82 16 42 94 3469 48 50 46 34,1637 58 72 58,17 3325 82 42 82 37 82
9194 42 82 16 42

72 58 25,76 51 94 42 58 17 1613 94 48 50 16 46 82 94 42 16 13 82 28 8272 82 28 33.82 1751
13 16 84 48 4613 48 21 1617 48 82 76 16 94 51 48 50 58 48,42 33 25 16 48,25 33 2551 46 16 98
58,82 94 13 48 21 48 17 17 58 4828 33 69 82 13 58 50 1637 82 75 25 33 50 16,1625 16 42 33,25
82 42 82 37 58 9151 50 16 37 33 48 4276 37 1669 13 51 25 33 8838 48 46 82 13 48 38 48 94 25 82
28 8228 82 46 82 94 33.

IIpuMep pelieHHs CAMOCTOATEIbHOI Pa0dOThHI

15 Bapuant
Ckonb3siniasi nepecTaHOBKA

Texct nns pacummdposku: [TAPUNBUAP3 BPA NCTBJITOEK

TekcT coaep uT 25 CUMBOJIOB, T.€. 3alIUChIBAaEM €ro B Tabuuiy 5*5.
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PacumpoBky cremyer mpoBOAUTh MEHS MOPSIOK CTOJIOLOB.

Bocnonb3yemcst Tabnuueit coueraemocti OykB. 4 W 5 cTONOWBI MIYT APYr 3a JPYroM, T.K.
ourpammsl PA, Th u EK naubonee pacripoctpanennsie. 2 u 4 cTonden uayT Apyr 3a Ipyrom, T.K.
ourpammbl U'T u TE Toxe pacripoctpanensl. [1o Bblllie mepednciIeHHBIM IpU3HAKaM HE TPYAHO
Joragatbes, 4YTO CcToaOubl OyayT pacmojaratecsi B cieayromeMm nopsake: 2,4,53,1. U

3amuppoBaHHON (pazoii Oyner: Ilpu_aeapuu_pazoumo _cmexino.

B nanHom cJIyduace I[eIJ_II/I(I)pOBaTL TEKCT MOYKHO OBIIO OOBIYHBIM MECTOAOM nepe6opa, HC

o0pamiasch K TabIHIEe cOYeTaeMOCTH OYKB.

IIu¢p ABOHHON NEPECTAHOBKHU
Texcr ms pacumdposku: SITADUIIPAJIOEHXX ObH JIAPBOHA.

TekcT cogep uT 25 CUMBOJIOB, T.€. 3alIUCHIBAEM €r0 B Tadiuiy 5*5.

3 111 A @ "
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P B o) H A

PacmmdpoBky creayer mpoBOAUTh MEHS MOPSIOK CTOJIOLOB U CTPOK.

I'msans na 3am1/1(bp0BaHan71 TCKCT MO INECPBLIM IMMATU CUMBOJIAM MOKHO Cpa3dy HNPCAIIOJIOKUTD,

YTO CTOJOIBI MEHSIFOTCS CleAyronmuM oopazom: 1,3,2,5.4.
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['msaas Ha BTOPYIO TaOIUITy MOXKHO, TaKkKe, 0€3 Tpy/ia ONpeaeTuTh MOPsSa0K cTpok: 2,4,3,1,5.
PacmmmdpoBannsiii Teket: [lapons HanekHo 3ammdpoBaH.
IIu¢p npocroii 3aMeHbI

PactmmdpoBaHHbIii TEKCT:

YEM JAJIBIIE, TEM CWJIBHEE OH UYBCTBOBAJI HELIIYTOYHOE PA3/IPAJKEHME,
[IOPOIO TIEPEXOJIMBIIEE B IIPUJIMBBLI 3JIOCTU-OTTOI'O, YTO OHW YETBEPO
CYTOK, OBPATUBIINCH B 3PEHUE U CJIYX, TOPYAJIM B YAIIOBE, KAK JUKUE
OBE3bSIHbl M3 BPA3WINHK, OTTOI'O, YTO IIOJBEPHVYJICS TYIIOM KANMAH, C
OJIMHAKOBBIM YCEPJIMEM HAIIAJIABIIMII W HA JIECHYIO CBHHBIO, W HA
OTJINYHOT'O TTAPHS C IPYTOI'O KOHTUHEHTA A B OTO BPEMS TE, HA BA3E, XXUJIN
B CBOE VJIOBOJBCTBUE, CHAJIM HA UYHNCTEH3BI3UX TIIPOCTHIHKAX B
KOHJIMLIMOHUPOBAHHOI ITPOXJIAJIE, IIPUHUMAJIM AVII, XPAJIM HA 3ABTPAK
®PYKTHI, JDKEM U BUGIITEKCHI B TPU ITAJIBIIA TOJIIIUHOM, U OKHA TAK YIOTHO
CBETUJIMCh, U MY3BIKA UTPAJIA, 1 ®YTBEOJI I10 TEJIEBU30PY

HUYET'O B 3TOM 3JIOCTU HE BBIJIO IIJIOXOI'O, HAOBOPOT - TAKOM HACTPOU
KAK PA3 U ITIPUJAET BOEBOI'O KYPAXKA...

A TIOTOM TIIPMIIEJI KOHEIL[ W IIOCTOPOHHMM MBbICJISIM U BE3JIEJBIO.
MOPCKOI1 3MEN HAKOHEII-TO TTOJJAJI 3HAK, KOTOPOI'O OHH XXJIAJIM YETBEPO
CYTOK, 11 3TO BbIJIO CJIOBHO MEJIHBIM PEB BOEBOM TPYBBI, 3TO O3HAYAJIO, UTO
HAYAJIUCh PABOTHI, U HUYEI'O YXE HE U3MEHUTH, HE OCTAHOBHTbH, HE
[IEPEUTPATD...
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2. IMPPOBAHUE C CEKPETHbBIM KJIIOYOM

2.1. Teopus iM(PPOB ¢ CEKPETHBIM KJIIYOM

Bio4HbIe M MOTOYHBIE CHCTEMBI M (POBAHUSA

Hcnonp3yemMble B HACTOSIIIEE BPEMS CUCTEMBI (D pOBaHMS JEIATCS Ha JIBa Kjlacca: OJIOYHBIC U
MOTOYHBIC CHCTeMbl. OCHOBHOM KPUTEPHI TaKOTO Pa3/IejcHUS — MOIIHOCTh aji)aBUTa, HaJl 3HAKAMH
KOTOpPOTO TMPOU3BOIUTCS omeparus mudpoBanus. ECau OTKPBITBIA TEKCT Tepen mugppoBaHUEM
pazbuBaeTcsi Ha OJIOKH, COCTOSIINE M3 HECKOJBKHUX 3HAKOB, TO €CTh HCXOIHOE COOOIICHHE
oOpabaTbiBaeTcs OJ0KaMU, TO Mbl UMEEM JeJ10 ¢ OJ0YHBIM mHdpoM. Eciin KakpIii 3HaK coolre-
HUS MHQpyeTCs OTACIBHO, TO TaKOH (P — MOTOYHBIN.

Paznenenue mudpoB Ha MOTOYHBIC U OJIOYHBIC CBSI3aHO C AITOPUTMHYECKUMHU U TEXHUYCCKUMU
OCOOCHHOCTSIMU peam3aii MUQPYOIUX MPeoOpa3oBaHUid, HUCHOIB3YIONIMMH BO3MOXHOCTH
CYIIECTBYIOIIEH 3JeMEHTHON 0a3bl (pa3psaHOCTh IMPOIECCOPOB, OBICTPOICHCTBHE MHUKPOCXEM,
00beM MaMsATH KomrbioTepa). [Ipu yBelmdeHnn MOIHOCTH aidaBUTa HEOOXOJUMO HCCIIEIOBATH,
MIPEKIIE BCETO, BOMPOCKHI O BRIOOpE MpeoOpa3oBaHUi, pealn3yeMbIX KPUIITOCXEMOW, U CIIoco0e ux
MIPAKTUYECKON peann3aliy, BIUSomeM Ha 3()(OEKTHBHOCT, (PYHKIIMOHUPOBAHUS KPHUIITOCXEMBI C
TOYKHU 3PCHHUS IKCILTYaTAI[HOHHBIX XapaKTEPUCTHK.

EcTecTBeHHO, UTO TOUHOE 3HAYCHUE MOLTHOCTH aj(aBUTa, HAYWHAS C KOTOPOTO MIK(P ClIeayeT
CUMTATh YK€ HE MOTOYHBIM, a OJIOYHBIM, HAa3BaTh HENb3s. boyiee TOro, ¢ pa3BUTHEM TEXHHUKH dTa
XapaKTePUCTHKA MEHSETCS B CTOPOHY yBelnu4eHHs. Hampumep, B HacTosIee BpeMs UCTIOIb3YIOTCS
16- u 32-paspsigHbie MPOIECCOPhl, a MEePCIeKTHBHAS MU(GPOBaTbHAS TEXHUKA MPOSKTUPYETCS YKe
Ha O64-pa3psaHbIX mpolieccopax. [losToMy mpu MOCTPOEHUM MOTOYHBIX MIUGPOB MOTYT OBITH

HCIOJIb30BaHbI aj1(aBUThl MOIIIHOCTH 2%y 2%,

IIpuHIUNBI MOCTPOEeHNUS 0JIOYHBIX IU(POB

Kak mpaBuio, anpaBuTOM, Ha KOTOPOM JeHCTBYyeT OJIOUHBIA MHp, SBISETCI MHOXKECTBO
JBOMYHBIX BEKTOPOB-0JIOKOB OTKPBITOIO TEKCTa OJMHAKOBOW JUINHEI (64, 128 1 T. 1.).

K.Illennon copmynupoBai oOMIMNA MPUHIMIT MOCTPOSHUS MUDPYIONUX MTpeoOpa3oBaHU —
npuHuun "nepemewusanus’”. CyTb €ro COCTOMT B TpeOOBAHUH, YTOOBI MPUMEHEHHE N PYIOIIEro
npeoOpa3oBaHusi K HabopaMm apryMeHTOB, OTJIMYAIOIIMXCS B HE3HAUUTENBHOM YHCIE MO3MIIHUH,
MIPUBOJIMJIO K CYIIECTBEHHOMY U3MEHEHHIO Pe3yibTara.

brnounsle mm@pHl peanu3yoTcs MyTeM MHOTOKPAaTHOTO MPUMEHEHHs] K OJOKaM OTKPBITOTO
TEKCTa HEKOTOPhIX 0a30BbIX IpeoOpa3oBanuii. ba3oBbie mpeoOpa3oBaHus JAOIKHBI YIAOBIETBOPATH

pany TpeGOBaHHﬁ, 06YCJ'IOBJ'ICHHBIX TEM, UYTO OHH, BO-TICPBBIX, JOJIZKHBLI OBITh mpocTo
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peanu3yeMbIM, B TOM YHUCIIE, IPOTPpaMMHBIM criocoooM Ha OBM, u, Bo-BTOPHIX, MPH HEOOIBIIOM
qHCIIe UTepaliil JaBaTh aHATUTHYECKH CIIOKHBIE TPE0Opa30BaHMUA.

OOBIYHO  HCMONB3YIOTCS  0a30oBble  MpeoOpa3oBaHUS JIBYX THIIOB — CJIOXHBIE B
KpUnTorpaguueckoM OTHOIICHHWU JIOKAaJbHBIE MpPeoO0pa3oBaHUs HaJ OTICIbHBIMH YacTIMU
mudpyeMpix OJIOKOB M TPOCTbIE MPeoOpa3oBaHUs, IEPECTABIAIOIIME MEXIy COO0OH wyacTu
mmdpyembix 670k0B. B kpunrTorpaduueckoil iuTepaType nepBble MpeoOpa3oBaHUs MOTYUHIN
Ha3BaHue "nepemewusarowux", a BTopeie — "pacceusarowux". KadeCTBEHHO MOYHO CKa3aTb, YTO
MepPEeMELINBAaHUE YCIIOKHSIET BOCCTAHOBJICHHE B3aMMOCBSI3M CTAaTHUCTUYECKUX M AHAIUTUYECKUX
CBOWCTB OTKPBITOTO M IIM(POBAHHOTO TEKCTOB, a PACCEMBAHHME PACIIPOCTPAHSET BIUSHUE OJHOTO
3HAaKa OTKPBITOIO TEKCTAa Ha OOJBIIOE YHMCIO 3HAKOB MIM(PTEKCTa, YTO TMO3BOJISET CIIIAJAUTh
BIIUSTHUE CTATUCTUYECKHUX CBOIMCTB OTKPHITOrO TEKCTa Ha CBOMCTBA MIU(PTEKCTA.

Anroput™m mu@pOBaHUS BBIMOIHAET HEKOTOPOE YHCIO LHUKIOB (uTepanuii). Kaxknmprii muki
COCTOUT B IPUMEHEHUH MPEOOpa30BaHMIA TIEPBOTO M BTOPOTO THIIOB. TakoW MPUHIIMII IIOCTPOCHUS
JaeT BO3MOXKHOCTh PEaJM30BaTh KaXIbId UK MHU(POBAHUA C HMCIOIH30BAaHHEM OJHOTHITHBIX
y3JI0B, @ TaK)Ke BBIONHSATH pacindpoBanre myreM oOpabOoTKU JaHHBIX B 0OpaTHOM HAIpaBlICHUU.

Y 106HOM MOZIENBIO AJIs peaau3aluu 0a30BbIX MPEOOPa30BaAHUM CIykKaT pecucmpul cosuea. [lpn
9TOM pacCEUBAIOIIME MPeoOpa3oBaHUs OINPEACNAIOTCs (YHKUUSIMH OOpaTHOW CBSA3M, a Iie-
pEeMEIINBAOIINE — CIBUTAMU MH(POPMAIIUU B PETUCTPE.

[Tomyunnu pacrnpocTpaHeHHE alTOPUTMBI, B KOTOPBIX OCYILECTBISIOTCA MpeoOpa3oBaHUs Ha
BEKTOpPaMH, MPEACTABIAIONMMH COOOH JIEBYIO U MPaBYIO MOJIOBUHBI COJIEPKUMOI0 PETUCTpa C/IBU-
ra. JIJs moCTpOeHUs] TaKuX alrOPUTMOB YACTO HCIIONIB3YETCS KOHCTPYKIWS, Ha3bIBAEMas Cembvio

Deticmens (Feistel Network) (pucynox 4.1).

Li_1 Ri1

Puc. 2.1. Cerp Deiicrens

[TpeoOpaszoBanue, peaansyeMoe ceTbio Mdeiictens B i-M nukie muppoBaHus, UMEET BU/I
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I-i = Ri—l’ (5)
R=L,® fi(Ri—l’ ki )’
rae Li1 u R .1 — neBas u npaBas yactu BxoaHoro Omokal; u R j — neBas u mpaBast yactu OJ0Ka,
SIBIISTIOIIETOCS PE3yJIbTaTOM 3aIn(poBaHust BXOAHOro OJ1oKka Ha Kiroue Ki ¢ moMotnsio ¢pynkmuu fi.
Anroput™m mudpPOBaHUS PEATUIYETCS HECKOJIBKUMH HUTEpalUsIMH TpeoOpa3oBaHUSl CETH
®eiicrens ¢ ucnonb3oBanueM kiova K. [Tpu atom ouepennas (i-s1) urepaiys UCIOIb3yeT B Kade-
CTBE BXOJHOTO OJIOKA pe3yJIbTaT MPEAbIAYIICH HTepanuu U K04 Kj, BIYUCIIAEMBIN OMPeaeIeHHBIM
obpazom 1o kimouy K. @ynkmus fi MOKET 3aBHCETh WJIH HE 3aBUCETH OT HOMEpPa UTEPAIIHH.
IlerHoCTh TIpeoOpa3oBaHUil MOJOOHOrO BHAA 3aKIOYAETCS B TOM, 4TO nOaxke cciau fi He
ABIsieTcs oOpaTuMoit (yHKIMel, npeobpazoBanue cetu Deiicrenss odparumo. B camom nerne, us
(4.1) cpazy ciemyer, 4TO
L,=R & fi(Li ki )'
R,=L.

IIpumepsl 0104HBIX mIKGPOB

Crannapt mudposanus nanusix FOCT 28147-89

B Poccun ycraHoBiieH eAMHBIA alITOPUTM KpUOTOrpaduyeckoro mpeoOpa3zoBaHUs JaHHBIX —
I'OCT 28147-89. DTOT anropuT™M NpeaHa3HAayeH Uil annapaTHOM M MPOrpaMMHON peanu3alui,
YIIOBJIETBOPSIET HEOOXOAMMBIM  KpUNTOrpadUuecKuM TpeOOBaHMSM M HE  HAKJIAJbIBAeT
OTpaHMYEHUIl Ha CTENEeHb CEKPETHOCTH 3alMiiaeMod HH(opManuu. AJTOPUTM peanu3yeT
mdpoBanue 64-0UTOBBIX OJOKOB JaHHBIX C MOMOIIBIO 256-0MTOBOTO KITFOYa.

I'OCT 28147-89 conepXUT OoNMCaHKUE AITOPUTMOB HECKOJIBKHX ypoBHeW. Ha camom BepxHEM
HaXOJATCS MPAKTUYECKHE AITOPUTMBI, MpeAHa3HAUYEHHbIE AJi MH(POBaHUS MAacCUBOB JaHHBIX U
BBIPaOOTKM JJIi HUX MMHUTOBCTaBKU. Bce oHM ommparoTcs Ha TpHU aaropuTMa HHU3IIETO YPOBHS,
Ha3piBaeMble B TekcTe 1'OCTa yuknamu. bynem Ha3piBaTh 3TH (yHIAMEHTAIbHBIE aJTOPUTMBI
Oazoevimu yuxaamu, 4ToObl OTIAMYATh UX OT BCEX MPOUYUX IMKIOB. OHU HMMEIOT CIeIyIolue

Ha3BaHUA U 0003HAYEHMSI, IOCTICTHIE MPUBEICHBI B CKOOKAX U CMBICI UX Oy/JEeT 0OBSICHEH MO3XKe:

. UK 3amudposanus (32-3);
. UK pacudposanus (32-P);
. [IUKJT BEIPAOOTKH UMUTOBCTABKH (16-3).

B cBoio ouepenp, Kaxaplii M3 0a30BbIX LMKIOB MPEJCTaBIsIET COOOH MHOTOKpaTHOE
MOBTOPEHHE OJHON €IMHCTBEHHOW MPOLEAYpPbI, KOTOPYIO JJIsl ONpeneleHHOCTH OyneM Ha3bIBaTh
OCHOBHBIM UWLA2OM KPURMORDPEOOPA306aHUA .

Taxum o6pazom, uToOsI pazodbpatbes B '[OCTe, Hafo TOHATH TPH CIETYIOLINE BEIIH:
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1. 4TO TAaKOE€ OCHOGHOU Wia2 KPUIITOTIPEOOPa30BAHMUS;

2. KaK U3 OCHOGHBIX WIA206 CKIIAIBIBAIOTCS 0A306ble YUKbL,

3. KaK U3 TPEX 0a306bIX YUKI06 CKJIAIBIBAIOTCS BCE MPAKTUYECKUE ATOPUTMbI
I'OCTa.

[Ipexxne yem mepedTH K HM3YUYEHHMIO 3THUX BOIPOCOB, CJEAYET IMOTOBOPUTH O KIIFOUEBOU
uHpopmanuu, ucnonszyemoit anroputmamu ['OCTa. B coorBerctBum ¢ mpunnunom Kupxroda,
KOTOPOMY YAOBJIETBOPSAIOT BCE COBPEMEHHbIE HM3BECTHBIC IIMPOKON OOIIECTBEHHOCTU IUDPHI,
HMEHHO €€ CEKPETHOCTh O0EeCIedYMBaeT CEKpeTHOCTh 3ammdpoBanHoro coodmenus. B ['OCTe
KIItoueBass WHQOpMANMsi COCTOMT U3 JBYX CTPYKTYp HaHHBIX. [loMUMO COOCTBEHHO Kiroua,
HE00X0IUMOT0 ISl BCeX MHM(POB, OHA COIACPIKUT CIIE U MADIUUY 3AMEH .

1. Kntou sBnsercs MacCMBOM M3 BOCBMH 32-OMTHBIX SJEMEHTOB KoAa U
obo3nauaercss cumBoiioM K: K = {Ki}o<i<7. B TOCTe a1eMeHThI Kit0Ya HCIIOJIB3YIOTCS
KaK 32-paspsytHble Lelbie uncia 6es 3naxa: 0 < Kj < 2%, Takum 06pasom, pasmep Kiroua
coctaBisieT 32x8=256 6ut mnm 32 Gaiira.

2. Tabnuuya 3amen siBisiercs matpuieid 8x16, comepkaiieii 4-OMTOBBIC SJIEMCHTEHI,
KOTOpbIE MOKHO IIPEJICTaBUTh B BuE Lenblx uncen ot 0 1o 15. Ctpoku madauywl 3amen
HA3BIBAIOTCS Y3/1AMU 3AMeH, OHU JIOJDKHBI COJIEp>KaTh pa3jMyYHble 3HAYeHHs, TO €CTh
KaXIbI y3e1 3ameH JOIDKEH coiepxkartb 16 pasnuunbix umcen ot 0 go 15 B

npousBoILHOM nopsiake. Tabiuia 3amen o6o3nauaercs cumsorom H: H = {H;j}¢= 5, 0

< Hj; < 15. Takum o6pa3om, oOmuii 0O0beM TaOMUIBI 3aMeH paBeH: 8 y310B x 16
3JIEMEHTOB/y3el x 4 6uta/>nemMent = 512 6ut unu 64 Gaiira.
OCHOBHOI1 Iar KPUNITONPEOOpPaA30BaAHUS.
OcCHOBHOM 1I1ar KPUOTOIIPEOOPa30BaHUs MO CBOEH CYTH SIBJISIETCS ONIEPATOPOM, OIMPENEISIONIIM
npeoOpa3oBanue 64-6uToBOro OJ0Ka JaHHBIX. J[OMOJHUTENBHBIM MapaMEeTPOM 3TOTO oIleparopa
aBnsieTcd 32-OMTOBBIA OJIOK, B KayecTBE KOTOPOTO MCIIOJB3YeTCs KakOW-TMOO0 3JIEMEHT KIoua.

Cxema anropuT™Ma OCHOBHOTO IIara IMpuBeieHa Ha pUCYHKe 2.2.
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( Iolaqano (N, X) )

1 Y
Fs =(N1+X)mod 2%
m=0.7 —
P |
Sm=Hms,,
3 Y
S= @11(8)
4 Y
S=S® Nz
s \
N2:N1, N1:S

6
( Konerr (N) )

Puc. 2.2. Cxema 0CHOBHOTO IIara KpUNTonpeoOpa3oBaHuUs

anroputma 'OCT 28147-89

Hwxe naHbl MOsSICHEHUS K aJITOPUTMY OCHOBHOTO IIIara:

0. Onpenensier HUCXOIHBIE JIAHHBIE JUISt OCHOBHOTI'O mara
KpUINTOIpeoOpa3oBaHHUS:

e N — mpeobpa3zyemslii 64-OUTOBBIN OJOK AAHHBIX, B XOJ€ BBIOJIHEHUS IIara
ero muanmasi (N;) u crapmas (Nz) gacTu o0OpabaThIBaloTCsl Kak OTIEIbHBIE 32-
OuTOBBIC IeJbIe Yynciia 0e3 3Haka. Takum o6pazom, MosxHo 3armucaTh N=(Ny,N,).

e X — 32-OMTOBBIH 3JIEMEHT KIIIOYa;

1. Cnoxenue c¢ KiIr0o4oM. Miaamas TmoJNOBMHA mpeoOpa3dyeMoro Ojoka
CKJIQJIBIBACTCSI TI0 MOTYJTIO 2% ¢ WCIIOJIb3YEMBIM Ha IIare 3JEMEHTOM KJIr04a, Pe3yJbTaT
repeaeTcs Ha CIEAYIOUINN 11ar;

2. [Tobnouynas 3ameHa. 32-OMTOBOE 3HAUEHUE, MOITYYEHHOE Ha MPEABIAYIIEM
are, HHTEPIpPETUPYETCsl Kak MacCUB U3 BOChMU 4-OUTOBBIX OJOKOB KOJa:

S= (So, Sl, Sz, 83, S4, 85, Se, 87)

Jlatlee 3HaueHWE KaXJAOTO0 M3 BOCHBMHU OJIOKOB 3aMEHSETCS Ha HOBOE, KOTOPOE
BBIOMpAETCsI MO TaOIUIIe 3aMEH CIeAYIONINM 00pa3oM: 3HaUeHHE O0JIoKa S; 3aMEeHsIeTCs Ha
Si -ThIil 1O OPS/IKY JIEMEHT (HyMepanus ¢ HyJIs) I-Toro y3jia 3aMeH (T.e. I-TOi CTpOoKu
Ta0JIMIIBI 3aMEH, HyMepallus Takke ¢ Hyis). Jpyrumu ciioBaMu, B KaUuecTBE 3aMEHBI JUIS
3HAYEHUsS OJIOKAa BBIOMPACTCS IJIEMEHT M3 TaOJUIBI 3aMEH C HOMEPOM CTPOKH, PaBHBIM

HOMCPY 3aMCHACMOI'O 6J'IOK3., U HOMCpPOM CTOJ'IGI_Ia, PaBHBIM 3HAYCHHUIO 3aMCHACMOIO
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0510Ka Kak 4-O0MTOBOTO IEJIOr0 HEOTPUIATENLHOTO Yncia. Teneph CTAHOBUTCS TOHSITHBIM
pa3Mep TaOJUIbI 3aMEH: YMCJIO CTPOK B HEHl paBHO YucIy 4-OMTHBIX JJIEMEHTOB B 32-
OUTHOM OJIOKE NAHHBIX, TO €CTh BOCBMH, @ YHCJIO CTOJOLIOB PAaBHO YUCIY Pa3IUYHBIX
3Ha4eHMI 4-GHTHOrO GJI0KA JAHHBIX, PABHOMY KaK M3BECTHO 2°, IECTHALATH.

3. [Muknuyeckuii cnpur Ha 11 OuT BieBo. PesynpTar mpeapiaymnero Imara
CABUTACTCS LMUKIWYECKH Ha 11 OUT B CTOpOHY CTapiiMxX pa3psioB U IEepenaercs Ha
ciepytommid mar. Ha cxeme anroputma cuUMBOJIOM 17 o00O3HaueHa (QYHKIUS
LIUKINYECKOTO CBUTA CBOET0 apryMenTa Ha 11 OuT B CTOpOHY CTaplIuX pa3psaoB.

4. [ToOuToBOE clOKEHME: 3HAYEHHE, IIOJYyYeHHOE Ha Mmare 3, MOOUTHO
CKJIaJIBIBAETCS [0 MOJYJIIO 2 CO CTaplIel MOJIOBUHOM Mpeodpa3yeMoro OoKa.

5. CaBur mo memnovke: MIIAMIAS 4acTh mpeoOpasyeMoro OJ0Ka COBUTASTCS Ha
MECTO CTapllied, a Ha ee MECTO MOMELIAETCS pPe3yibTaT BBIIMOJHEHUS MPEIbIIyIIEro
iara.

6. [Tony4yeHHOe 3HaUEHHE MPEOOPA3yeMOro OJI0Ka BO3BPAIIAETCS KaK pe3yIbTar

BBITIOJTHEHUS AJITOPUTMA OCHOBHOTO IIIara KPUITTONPEOOpa30BaHusI.

ba3oBble HUKJIBI KpUNTOrpapuyecKnx nNpeodpa3oBaHuii.

I'OCT otHOcHTCS K Ki1accy OJIOUHBIX MHUPPOB, TO €CTh eIUHUICH 00padoTKH MHPOpMALUU B
HeM sBisieTcss OJIOK JaHHBIX. ClenoBaTeNbHO, BIIOJIHE JIOTUYHO OHWIAaTh, YTO B HEM OyayT
OTIpe/IeNICHBI AJITOPUTMBI JIJIST KPUNTOTpadhuIecKuX MPeoOpa3oBaHmid, TO €CTh I 3amuPOBAHNUS,
pacmudpoBaHus U «ydeTa» B KOHTPOJIBHOM KOMOWHAIIMK OJHOTO OJIOKa NaHHBIX. VIMEHHO 3Tu
QIITOPUTMBI U Ha3bIBalOTCS Oazoevimu yukiamu 'OCTa, 9to nmoguepkuBaeT ux (yHIaMeHTAIbHOE
3HAYEHUE JIJIS TIOCTPOSHUS 3TOTO Imudpa.

ba3oBble NHKIIBI TTOCTPOCHBI U3 OCHOBHBIX WIA208 KPUTITOTPAPUIECKOro Mpeodpa3oBaHUs,
PacCMOTPEHHOTO B TpEIbIAyIIEeM pasnene. B mpoliecce BBIMOJHEHHS OCHOBHOTO Iliara
UCIOJNIb3YETCs TOJIBKO OJIMH AJIEMEHT Kitoua, B TO BpeMs Kak kirod ['OCT conep:kUT BoceMb TaKUX
sneMeHToB. CleoBaTelbHO, YTOOBI KIIIOY OBUI KMCIIOJIL30BAaH MOJHOCTBIO, KaKAbIH M3 0a30BBIX
IIUKJIOB JOJPKEH MHOTOKPATHO BBIMTOJIHATH OCHOBHOM IIAar ¢ pa3JIMYHBIMU €T0 dJIeMeHTaMu. Bmecte
C TeM KaXeTCs BIIOJIHE €CTECTBEHHBIM, UYTO B KaXXJOM 0a30BOM ITMKJIE BCE DJJEMEHTHI KIIH0Ya
JIOJOKHBI OBITH MCTIONB30BAHBI OJMHAKOBOE YHUCIO Pa3, MO0 COOOpaXKEHHUSIM CTOWKOCTH HIudpa 3TO
YHCJIO JOJDKHO OBITH OOJIBIIIE OIHOTO.

Bce cnenanHble BBIIIE MPEAIOI0KEHUS, OMMMPAIONIHECS POCTO Ha 37[PaBBIid CMBICI, OKa3aJIUCh
BEepHBIMU. ba3oBble MMKIBI 3aKIIOYAIOTCS B MHOTOKPATHOM BBIMOJTHEHUH OCHOBHO20 Wided C

HCIOJIb3OBAHHUEM PpAa3HbIX 3JICMCHTOB KJIFOUa M OTIUYAKOTCA APYyr OT Apyra TOJIBKO YHUCIOM
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MOBTOPEHUS IlIara M TOPSAJKOM HCIIOJB30BAaHMS KIIIOUEBBIX 3JIEMEHTOB. Huke mpuBeneH 3TOT
MOPSAJIOK JJIS1 PA3JINYHBIX LIUKIIOB.
1. [uki 3ammdpoBanus 32-3:
Ko, K1, Kz, Ks, Ka, Ks, Kg, K7, Ko, K1, Kz, K3, Ky, Ks, K, K7, Ko, K1, Kz, K3, K4, Ks, Kg,
K7, K7, Kg, Ks, Ky, K3, Kz, K1, Ko.
2. uxn pacmmdposanus 32-P:
Ko, K1, Kz, K3, Ky, Ks, Kg, K7, K7, Ks, Ks, K4, K3, Kz, K1, Ko, K7, Ks, Ks, Ks, K3, Kz, K,
Ko, K7, Ks, Ks, K, K3, Kz, K1, Ko.
3. Ly BeIpaOOTKH UMUTOBCTaBKH 16-3:
Ko, K1, Kz, K3, K4, Ks, Kg, K7, Ko, K1, K, K3, Ks, Ks, Kg, K5.

Kaxnapli ©3  OUKIOB  HMMeeT  coOCTBeHHOoe  OyKBEHHO-IIM(pPOBOe  00O3HAYCHUE,
COOTBETCTBYyIOIIEE IMa0NOHy «N-X», T/€ MepBbld 31eMeHT o0o3HadeHust (N), 3aJaeT YUCIO
MMOBTOPEHU OCHOBHOTO Ilara B IIMKJE, a BTOPOW 3JeMEHT oOo3HadeHus (X), OykBa, 3amacT
nopsipok 3ammdpoBanus («3») wim  pacmudpoBanus («P») B HCHOIB30BAHUM KITFOUEBBIX
AJIEMEHTOB. DTOT MOPSAAOK HYK/IA€TCS B IOMOIHUTEIILHOM MOSACHEHUU:

[ukn pacmudpoBaHuss JOMKEH OBITh OOpaTHBIM IUKIY 3amu@poBaHUs, TO €CTh
[IOCJIEI0BATENbHOE IPUMEHEHHE 3TUX JIBYX LIMKJIOB K IPOU3BOJIBHOMY OJIOKY JOJDKHO JlaTh B UTOTE
UCXOJHBIN OJIOK, UTO OTPAXKAETCs CIAEAYIOLIUM COOTHOLIEHUEM:

Lz2-p(L323(T))=T,

rae T — npou3BONIbHBIN 64-OUTHBIN OJOK TaHHBIX,

LIx(T) — pe3ynbTar BHINIOIHEHHS IIKKJIA X HaJ OJIOKOM JTaHHBIX T.

s BBIMONHEHMS] 3TOro yciaoBusl i anroputMmoB, nojnoOHbIXx ['OCTy, HeoOxomumo u
JOCTaTOYHO, YTOOBI OPSIIOK UCTIOIb30BAHUS KIFOUEBBIX JIEMEHTOB COOTBETCTBYIOIIMMHU IIUKIAMU
ObUT B3aMMHO OOpaTHBIM. B cripaBeiIMBOCTH 3aIIMCAHHOTO YCJIOBHS [l PACCMAaTPUBAEMOTO Cydast
JIETKO yOEUThCsI, CPAaBHUB MPUBEICHHBIC BBIIIE MMOCIEN0BATEILHOCTH IS MKIOB 32-3 u 32-P. U3
CKa3aHHOT'O BBITEKAeT OJHO MHTEPECHOE CIIEJICTBUE: CBONCTBO LMKJIA OBITH OOpPATHBIM APYTrOMY
LUKITY SBJISIETCS B3aUMHBIM, TO €CTh IUKJI 32-3 gBsieTcs 0OpaTHHIM 110 OTHOLIEHHIO K UKy 32-P.
Jlpyrumu cioBaMu, 3amM@poBaHue OJIOKAa JAHHBIX TEOPETUYECKH MOXKET OBITh BBIIOJHEHO C
TTOMOIIIBIO ITUKJIA paciM(ppOBaHUs, B ’TOM cliydae pacimdppoBaHue 0JIOKa TaHHBIX JOJKHO OBITh
BBITIOJTHEHO LIMKJIOM 3amudpoBaHus. 13 AByx B3aMMHO OOpaTHBIX LMKIIOB JIIOOOH MOXKET ObITh
MCMOJIb30BaH JUIs 3alIi(poBaHus, TOT/Ia BTOPOMl JOKEH OBITh MCIOIB30BaH JUIS pacindpoBaHUs
naHHbIX, ogHako ctanaapt 'OCT28147-89 3akpemiser poiau 3a HUKIAMM M HE IMPENOCTABIISIET
0JIb30BATENIO MIpaBa BEIOOPA B 3TOM BOIPOCE.

[Mukn BbIpaOOTKM HMMHUTOBCTAaBKM BABOE KOpOU€ UHUKIOB MIM(PpPOBaHUS, MOPSIOK

HCIIOJIF30BAHUS KIIOUEBBIX DJIEMCHTOB B HEM TaKoOM KEC, KaK B ICPBBIX 16 marax ITUKJIa
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3amupoBaHus, B  YeM  HETPYAHO  YOEIUThCSA, PACCMOTPEB  MPHUBEACHHBIC  BHIIIE
MOCJIeIOBATEIBHOCTH, TTO3TOMY 3TOT MOPAJOK B 0003HAYEHUH LUKJIA KOIUPYETCsS TOH ke camoi
OYyKBOI1 «3».

Cxembl 0a30BBIX IHUKJIOB NpPHBEACHBI Ha pUCyHKax 4.3 a-B. Kaxnplii M3 HUX NpUHUMAET B
KauecTBE apryMEeHTa W BO3BpalllaeT B KauyecTBE pe3yibTara 64-OUTHBIA OJIOK JaHHBIX,

0003HaueHHbBIN Ha cxemax N.

(_ Hawamo (N) ) ( Hawamo (N) )

k=1.3 j=0.7
j=0..7 \
Y N = IHar (N,K;)
N = Illar (N,K;)
k=1.3
j=7..0 ( Hawamo (N) )
j=7..0 Y k=1.2
. N = Ilar (N,K;) j=0.7
N = Ilar (N,K;) !
1 1 N = Iar (N,K;)
Ni < Ny N1 N
Jr Jr Y
( Kowner (N) ) ( Kowner (N) ) @
a) 0) B)

Puc. 2.3. Cxembl 1iukina 3ammdposanus 32-3 (a), pacummdposanus 32-P (6) u BeIpaboTKH

MMUTOBCTaBKH 16-3 (B)

Cumbon IIlar(N,X) o6o3HauaeT BBIMOJIHEHHWE OCHOBHOIO IlIara KPHUITONPEOOpa3oBaHMs s
6moka N ¢ wucnonb3oBaHHMEM KIOYeBOro aneMeHTa X. Mexay uukiamMu mudpoBaHus U
BBIUMCIICHUS] IMUTOBCTABKU €CTh €IIe OJHO OTIMYHE, HE YNOMSHYTOE BBIIIE: B KOHIE 0a30BBIX
UKJIOB MM(POBaHUS cTapiiasi W MIIAJmas 4acTh OJOKa pe3yinbTaTa MEHSIOTCS MECTaMH, 5TO

HCO6XO,[[I/IMO JUIS UX B3aHMHOM O6paTI/IMOCTI/I.

OcHOBHBIE pe:KMMBI IIM(PPOBAHUS.

Jns pemienust pasHOOOpa3HbIX KpUNTOrpapuueckux 3ajnad OJo4yHble MHUGPBI UCIOJIB3YIOT B
HeckonbKux pexumax padorel. [OCT 28147-89 mpenycMaTpuBaeT TpH CIEAYIOUIMX peXHMa
mu(poBaHus TaHHBIX:

. IpocTas 3aMeHa,

° raMMHUpOBaHHC,
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. raMMHpOBaHHUE ¢ 0OpaTHOU CBS3bIO,

¥ OJIMH JONOJHHUTEIbHBIA PEXUM BBIPAOOTKH MMUTOBCTABKH.

B n1r000M M3 3THX peXUMOB JIaHHBIE OOpabaThiBalOTCA OJoKaMu 1o 64 OuWTa, HAa KOTOPHIC
pa3dMBaeTCsl MAacCUB, MOABEPraeMblli KPUNTOTPapUUECKOMY MPeoOpa3oBaHUI0, UMEHHO MOITOMY
I'OCT orHocutcss k OmounsiM mudppaM. OgHako B JBYX peXHMax TaMMHPOBAaHUS €CTh
BO3MOXXHOCTh 00pa0OTKH HETMOJTHOTO OJIOKA JAaHHBIX pa3MepoM MEHbIEe 8§ OalT, 4TO CYIIeCTBEHHO
npu MUQPPOBAaHUM MACCHBOB JAHHBIX C IMPOH3BOJIBHBIM Pa3MEpOM, KOTOPBIH MOXET OBITh HE
KpaTHBIM 8 OaiTaMm.

BBenem HekoTOpBIE 0003HAUYCHUS:

. To, Ty — MacCHBBI COOTBETCTBEHHO OTKPBITHIX U 3alTU(POBAHHBIX JAHHBIX;

. T, " —i-TpIe o MOpsAKY 64-OMTHBIE OJIOKH COOTBETCTBEHHO OTKPBITHIX U
3ammpoBaHHbIX JaHHBIX: T, = (T°, T, ..., T)), Tw = (T,", T, ..., T,"), 1 <i<n.
[Mocnenuuii 6110k MokeT ObITh HemonHbIM: | T.°| = [T |=64 mpu 1 <i<n, 1< |T| =
|T."| <64,

. N — guciao 64-0MTHBIX OJIOKOB B MACCHBE JJAHHBIX

. Ilx — Qynkuus mpeobpazoBanusi 64-OUTHOrO OJIOKA JAHHBIX MO AITOPUTMY
0a30Boro 1UKIa «X»;

Teneps onuieM OCHOBHBIC PEKUMBI ITU(PPOBAHUS.

IIpocras 3amena

3amudpoBaHre B JaHHOM pEXUME 3aKIIOYaeTCs B NPUMEHEHHMH Iwkia 32-3 Kk OJokam
OTKPBITBIX JIaHHBIX, pactmdpoBanue — 1ukna 32-P k Onokam 3ammppoBaHHBIX JaHHBIX. DTO
Hau0oJiee IPOCTON U3 PEKUMOB, 64-OUTOBBIE OJIOKHM JTAHHBIX 00pa0aTHIBAIOTCS B HEM HE3aBHUCUMO

apyr oT Apyra. Cxemsl aaropuTMoB 3an(poBaHus U paciin(poBaHus B PEKUME IPOCTOM 3aMEHBI

NPUBEJICHBI Ha PUCYHKaX 2.4 a 1 2.4 6 COOTBETCTBEHHO.

( Hawano (T,) ) ( Hawamno (7y,) )

i=1.n i=1.n
Y Y
T = LT} ) I? = (T )
¥ Y
( Konenr (Ty) ) ( Kowner (7,) )
a) 0)

Puc. 2.4. Anroputmsl 3amndpoBanus (a) u pacmudpoBanus (0)

JAaHHBIX B PEKHUME HpOCTOfI 3aMCHBI



131

Pa3mep mMaccrBa OTKPBITHIX WK 3amIM()POBAHHBIX JAHHBIX, [TOABEPTAOIIHICS COOTBETCTBEHHO
3anu(pOBaHUIO WK pacliuppOBaHHIO, TODKEH ObITh KpateH 64 outam: |T,| = [Ty = 64 x n, mocne
BBITIOJTHEHUS OTIEPALUU pa3Mep MOJIyYeHHOTO MacCUBa JaHHBIX HE U3MEHSETCS.

Pexum mudpoBanus mpocToil 3aMeHON UMEET CIeAYIOLINe OCOOEHHOCTHU:

1. Tak xak OJOKH JaHHBIX MHQPPYIOTCS HE3ABUCUMO APYT OT JIpyra M OT UX MO3HIIUU
B MaccWBe, NpHU 3alU(PpOBaHUU [BYX OJUHAKOBBIX OJOKOB OTKPBITOTO TEKCTa
MOJIy4aloTCsA OJUHAKOBBIE OJOKM MH(PpOTEeKcTa U HA000poT. OTMEYEHHOE CBONCTBO
MO3BOJIUT KPUNTOAHAIUTUKY CIeNaTh 3aKIYeHHE O TOXKAECTBEHHOCTH OJIOKOB
UCXOJHBIX JIaHHBIX, €CIM B MAaCCHBE 3allM(PpPOBAHHBIX JAHHBIX €My BCTPETHIIUCH
UJCHTHYHBIC OJIOKHU, UTO SIBJISICTCS HEAOMYCTUMBIM JIJISl CEphe3HOTO IHdpa.

2. Ecnu anuna mmdpyemMoro MaccuBa JaHHBIX He KpaTHa 8 Oaiitam miu 64 Outawm,
BO3HUKAeT MpoOiieMa, 4eM W Kak JOMOJHITH IOCIECIHUN HEMOJHbIA OJOK JaHHBIX
MaccHBa JI0 MOJIHBIX 64 OWUT. DTa 33/a4a HE TaK MPOCTA, KaK KAKETCs Ha MEePBBIA B3I,
MTOCKOJIbKY OYEBH/IHBIC PEIICHUS THITA «JIOTIOJHUTH HEMOIHBIN OJIOK HYJICBBIMH OUTAMU)
win, 6osnee o01Ie, «IOMOJTHUTH HETOIHbIN OJI0K (PMKCUPOBAHHON KOMOMHALIMEH HYJIEBBIX
U CIWHUYHBIX OHUTOB» MOTYT TMPH ONPEICICHHBIX YCIOBHUSIX JaTb B PYKHU
KPUNTOAHAJIMTAKA BO3MOXKHOCTh METO/JaMHU Tiepedopa ONpeNenuTh COJIEPKUMOE ITOTO
CaMoTO HEIOJHOTO OJIOKA, W ATOT (PAaKT 03HAYACT CHMIKEHHUE CTOiKocTH mudpa. Kpome
TOTO, JIWHA IMHU(POTEKCTa MPH 3TOM HW3MEHHUTCS, YBEIMYMBINUCH 0 OJIKaNIIero
1[EJI0T0, KpaTHOTO 64 6uTaM, 4TO 4YacTo ObIBaeT HEXKETATEIbHBIM.

Ha nepBslii B3r1s1/1, epevrcIeHHbIE BBIIIE OCOOCHHOCTH JIENAI0T MPAKTHUECKA HEBO3MOKHBIM
WCIIOJIb30BaHNE PEKUMA TIPOCTON 3aMEHBI, BEJIb OH MOXKET MPUMEHSITHCS TOJIBKO JUIS MTHPPOBAHUS
MacCCHBOB JIaHHBIX C Pa3MEpPOM KpaTHBIM 64 Outam, HE COJAEPIKAIIUM MOBTOPSIIONIUXCS 64-OUTHBIX
6mokoB. Kaxercs, uTo A MOOBIX pealbHBIX JAHHBIX TapaHTHUPOBATH BHIMOTHEHHE YKa3aHHBIX
yCIOBUI HEBO3MOXKHO. JTO MOYTH TaK, HO €CTh OHO OYE€Hb BaXKHOE UCKIIOYEHHE: BCIOMHUTE, YTO
pa3Mep KJtoua coctaBisieT 32 Oaiita, a pazMep Tabmuiel 3ameH — 64 Gaiita. Kpome Toro, Hamnuue
MTOBTOPSIIOIIUXCS 8-0aTOBBIX OJIOKOB B KJIFOUE MM TaOIHIlE 3aMeH Oy/leT TOBOPUTH 00 UX BechMa
IUIOXOM KadecTBe, MO3TOMY B PEANbHBIX KIIOUEBBIX JJEMEHTAaX TaKOTrO MOBTOPEHHUS OBITH HE
MokeT. TakuM 00pa3oM MBI BBISICHWIM, YTO PEXKHUM IMPOCTON 3aMEHBbI BIOJHE MOIXOIUT Js
mu$poBaHus KIOYEBOM MHQOpMAIMK, TeM 0oJjiee, YTO MPOYUE PEKUMBI JUIsl 3TOM LENd MeHee
YIO0OHBI, TOCKOJIBKY TPEOYIOT HATMYHUS JOIIOJTHUTEIHFHOTO CHHXPOHU3UPYIOIIETO dJIEMEHTA JIAHHBIX
— cunxponocbuikd. ['OCT mpennuceiBaeT UCMONB30BATh PEKUM MPOCTON 3aMEHBI HCKITFOUUTEIHHO

JJIA HJH(I)pOBaHI/ISI KIIFOUYCBBIX JAHHBIX.
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I'ammupoBanue

Kak ’xe MOXHO H30aBUTbCA OT HENOCTATKOB peXHMMa IpocToil 3ameHbl? [l 3Toro He-
00X0MMO CZeNIaTh BO3MOKHBIM IH(POBaHKHE OJIOKOB ¢ pa3zMepoM MeHee 64 OUT u oOecreyuThb
3aBHCHUMOCTh OJI0Ka MHU(POTEKCTa OT €ro HOMEpa, UHBIMH CJIOBAMH, PAHOOMUUPOBAMb TIPOIIECC
mmdposanuss. B I'OCTe 310 gocturaercs IByMsl Pa3lMYHBIMH CIIOCOOAMH B JBYX pPEKHUMax
mudpoBanus, MPETyCMaTPUBAIOLINX camumuposanue. I avmuposanue — 310 HaJOKEeHUE (CHATHE)
Ha  OTKpbIThie  (3amM(pOBaHHBIE) JaHHbIE  KpUNTOrpaguueckod  TaMMbl, TO  €CTh
MOCJIEZIOBATEILHOCTH  DJIEMEHTOB  JIAaHHBIX, BBIPA0OATHIBAEMBIX C I[OMOIIBIO HEKOTOPOIo
KpUNTOrpaueckoro ajaroputMa, s TMOJIy4eHHUs 3amu(pOBaHHBIX (OTKPBITHIX) NaHHBIX. st
HAJIOXKCHHSI TaMMBl TpH 3ami(poOBaHUM U €€ CHATHS TpH paciupPOBAHUH  JTOJKHBI
UCIIOJIb30BaThCSl B3AUMHO OOpaTHbIE OMHAPHBIEC ONEpalliy, HAaPUMEp, CJIOKEHUE U BBIUUTAHUE T10
MOZYJIIO 264 i 64-0utHbix 650koB HaHHBIX. B 'OCTe ans 9Toil 1enu UCIoNIb3yeTcsl omnepanus
MOOUTHOTO CIIOKEHUS IO MOJYIIO 2, TIOCKOJIbKY OHA SIBIISIETCSI 0OpaTHOW caMoi cebe M K TOMY Ke
HauOoJIee MPOCTO peanu3yercs. | aMMUpOBaHHE pemaeT 00e YIOMSIHYThIC MPOOJIeMbl; BO TIEPBHIX,
BCE DOJIEMEHTBI TaMMbl Pa3UYHBl JUIsI pealbHBIX MMU(PYEMbIX MAacCHBOB H, CII€OBATEIbHO,
pe3ynbrar 3amudpoBaHUsa JaXe JABYX OJMHAKOBBIX OJIOKOB B OJHOM MAacCHBE JAaHHBIX Oyner
paznuyHbIM. BO BTOPBIX, XOTS 3JIEMEHTHI TaMMBbl U BBIPAOATHIBAIOTCS OJMHAKOBBIMU MOPIHUSIMHU B
64 Owurta, WMCHOJIB30BATHCA MOXKET M 4YacTh TakOro OJOKa C pa3MepoM, paBHBIM pa3Mepy
mdpyemoro 6y0ka.

Teneps nepeiiieM HEMOCPEICTBEHHO K ONMMCAHUIO PEeKUMa TaMMHUpOBaHUs. ['amma a1t 3TOro
peXUMa IMOJIy4aeTcsl CIEAYIIUM o0pa3oM: € MOMOLIbI0 HEKOTOPOro aJrOpUTMHUYECKOIrO
pPeKyppeHTHOro TeHeparopa mnocienoBatenbHocTH yucen (PI'TIH) BeipabatsiBatoTcsi 64-OutHbBIC
ONTOKM JaHHBIX, KOTOpBIE Jajiee MOJABEepraroTcs mnpeoOpa3zoBaHUI0 MO IUKIy 32-3, TO ecTh
3amu(pPOBaHUIO B peKUME MTPOCTOM 3aMEHBI, B PE3YNIbTaTe MOIy4aloTcs OJIOKKM raMMbl. biaronaps
TOMY, YTO HAJIOKEHUE U CHITHE raMMBbI OCYIIIECTBIISICTCS IIPU MOMOIIU OJHOM M TOM K€ orepanuu
MOOMTOBOTO MCKJIIOUYAIOIIETO MJIM, aJTOPUTMBI 3amu@poBaHus U pacuiu@poBaHUS B PEKHUME
raMMHPOBAHUS HJICHTUYHBI, UX OOIIasi cCXeMa MpUBEAeHa Ha PUCYHKE 2.5.

PI'TIY, ucnionb3yeMslii st BBIDAOOTKU TaMMBI, SIBISIETCS PEKYPPEHTHON (PYHKIIMEH:

Qivg = f(CY),

rae (2j — 3JIeMEHThI peKyPPEHTHOM MOCIIeI0BATENbHOCTH,

f — pynkms mpeoOpazoBaHusl.

CrnenoBarenbHO, HEM30€KHO BO3HHMKAET BOMPOC O €r0 MHHUIMAIU3aLUHU, TO €CTh 00 3JIeMEeHTe
()y. B 1eiicTBUTENBHOCTH, 3TOT 3JIEMEHT JaHHBIX SIBJISETCSA MMAPAMETPOM aJITOpPUTMA ISl PEKUMOB
raMMHUPOBaHMsI, HA CXeMaX OH 0003HaYeH KaK S, M Ha3bIBACTCS B KPUNITOTPADUN CUHXPONOCHLIKOU,

a B HameM ['OCTe — Hauanvmbim 3anonnenuem OJHOTO W3 perucTpoB mudposatens. [lo
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orpeaeNneHHbIM coo0pakeHusM pazpadorunku ['OCTa penrm uenoib30BaTh ISl HHALIAATH3AIUN
PI'TIY He HEeOCPECTBEHHO CHHXPOIOCHUIKY, a Pe3yabTaT €€ MPeodpa3oBaHus Mo MUKy 32-3:

Qo =33 (S).

[TocnenoBareIbHOCTh 3JEMEHTOB, BbIpabaThiBacMbix PITIY, memmkoM 3aBUCHUT OT €ro
HAYaJIbHOTO 3allOJHEHUs, TO €CTh 3JIEMEHTHl 3TOH MOCIEIOBATEIbLHOCTH SIBISIOTCS (DYyHKIMEH
CBOEro HOMEpPA U HavyainbHOro 3anojaHenus PI'TIY:

Q; =1 (Qo),

rae fi (X) =1 (fig (X)), fo (X) = X.

C yuerom mpeoOpa3oBaHusl MO aNTOPUTMY MPOCTON 3aMEHBI JOOABISICTCS €IIe U 3aBUCUMOCTD
OT KJIt0Ya:

i = Lso-3 () = Lzz-3 (fi (©0)) = Lz23 (fi (23 (5))) = @i (S,K),

rae I'j — i-ThIil 3JIEeMEHT TaMMBl,

K — kirou.

TakuM 00pa3oM, TOCIEIOBATEIBHOCTh 3JIEMEHTOB TaMMbl JIJISl HCIOJIH30BAHUS B PEKHME
raMMUpOBaHUSl OJHO3HAYHO ONpPEAENSAETCS KIIOUEBBIMU JAHHBIMM U CHUHXPOMOCBUIKOM.
EctectBeHHoO, Ay 00paTUMOCTH MpOIEnyphbl MHU(pPOBaHUS B Mpolleccax 3a- M pacmuppoBaHus
JOJKHA MCIIOJI30BAThCSL OJIHA M Ta K€ CHHXPOMOChUIKA. M3 TpeOoBaHUS YHUKAIBHOCTH TaMMBI,
HEBBITIOJIHEHUE KOTOPOTO TMPUBOJUT K KaTacTpOPUUECKOMY CHIIKEHUIO CTOMKOCTH IHdpa,
ClIeyeT, YTO Juis mudpoBaHus ABYX Pa3IMYHBIX MACCUBOB JAHHBIX HA OJJHOM KJIFOY€ HEOOXOAUMO
00eCneunTh HUCHOJF30BaHUE PA3IUYHBIX CHHXPOMOCHUIOK. JTO MPUBOIUT K HEOOXOIMMOCTH
XpaHUTh WK TIEpellaBaTh CHHXPOMOCBUIKY I10 KaHajaM CBS3M BMECTE C 3alr(ppOBaHHBIMU
JTAHHBIMH, XOTS B OTICIBHBIX OCOOBIX CIIy4asX OHa MOXET OBITh MpeaonpenercHa WIH
BBIYUCIISITHCS 0OCOOBIM 00Pa3oM, €ClIM UCKITI0YAeTCs IMU(PPOBAHUE IBYX MACCUBOB Ha OJTHOM KITIOYE.

Teneps moapo6HO paccMoTpuM PI'TIY, ucnonsizyemsiit B 'OCTe nis reHepanuu 371€MEHTOB
rammbl. [Ipexie Bcero Hao0 OTMETUTH, UTO K HEMY HE MPEIbSABISIOTCS TpeOoBaHMs 0OecTeyeHHs
KaKUX-T1M00 CTaTHCTUYECKUX XapaKTePUCTUK BbIpabaTbiBaeMoi mocieaosareabHocTy yncen. PITIY
cupoekTupoBad pazpaborunkamu ['OCTa ucxons u3 HEOOXOIUMOCTH BBITIOJHEHHUS CIIEAYIOIINX
YCIIOBHIA:

. Mepuo] MOBTOPEHUS TOCIEI0BaTeIbHOCTH YHcell, BeipabaTeiBaemoini PI'TIY,
HE JIOJDKEH CWIBHO (B TIPOIIEHTHOM OTHOIICHWH) OTIWYAThCS OT MaKCHMAaJbHO
BO3MOJKHOTO TIPH 33JJaHHOM pa3mepe 0J10Ka 3HAUCHHS 254

. coceqHue 3Ha4eHUs, BbIpabarbiBaeMbie PI'TIY, momKHBI OTIUYATECS APYT OT

Jpyra B KaXJ0M OaiiTe, MHauUe 33/1a4a KpUNTOAHATUTHKA OY/eT yIpoIIeHa;
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. PI'TIY momxeH ObITh TOCTATOYHO MPOCTO peajM3yeM Kak ammapaTtHo, TakK U
pOrpaMMHO Ha HamboJee paclpoCTpPaHEHHBIX TUMAX IPOIECCOPOB, OOJBIIMHCTBO W3
KOTOPBIX, KaK U3BECTHO, UMEIOT Pa3psAHOCTh 32 OuTa.

Ucxons u3 nepeuncineHHbix npuHIunoB cozaatenu 'OCTa cipoekTupoBalii BECbMa YAa4HbII

PI'TIY, umeromuii crieyommue XapakTepUCTUKU:

. B 64-6utoBom Gmoke crapmas (Q)) u wMmammas (Q°) uactu
oOpabaThIBalOTCA He3aBMCHMO Opyr oT apyra: Q=(Q°,Q), |Q°| = |Q} = 32,
Q) =1, (), Q= f,(Q0), bakTHYecKH, CYMECTBYIOT JBa HE3aBHCHMBIX

PI'TIY nmnst crapiiedd 1 MyaaiIei yacTei 0y1oka.

. PEKYpPpPEHTHBIE COOTHOIICHUS JIJISl CTApIIe U MIIQIIICH YacTel clieaytomme:

Q°, = (Q" + Cy) mod 2%, re C; = 1010101 46;

QF,=(Q} +C,— 1) mod (2% — 1) + 1, e C, = 101010446

HwxHuil MHIEKC B 3aIIUCH YKCIIa 03HAYAET €ro CUCTEMY CUUCIICHHS, TAKUM 00pa3oM,
KOHCTaHTBI, HKCIIOJIb3yeMble Ha JaHHOM Iare, 3amucaHbl B 16-pUYHOI cucTeme
CUHCIICHUSI.

. NEepUOJI TIOBTOPEHHUS TTOCIEAOBATEILHOCTH Ul MIIQAIIEH 9acTH COCTaBIISET
2%, st crapueii wactm 2%%-1, mis Beeil IOCIIEIOBATEIBHOCTH IMEPHOJ COCTABISET
232-(232—1), JIOKa3aTesIbCTBO 3TOro ¢akra, BeCbMa HECIOXKHOE, mojyuute camu. [lepBas
dbopMyna u3 IByX peanus3yeTcs 3a OJJHY KOMaHIy, BTOpasi, HECMOTpPS Ha €€ KaXyIIyrHCs
TPOMO3JIKOCTD, 32 JIB€ KOMaH/Ibl Ha BCEX COBPEMEHHBIX 32-pa3psiIHBIX Mpolieccopax.

Cxema anroputma muppoBaHus B peKMMe TaMMHUPOBaHUS MPUBEIEHA Ha PUCYHKeE 2.5.

0
( Hauaino (T o), S) )
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So = (So+C1) mod 2%,
S; = (S1+C>-1) mod (2°%-1) + 1
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Y
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¥
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Puc. 2.5. Anroputm 3ammdpoBanus (pacmn@poBaHus) JaHHBIX B peXKUME TaMMHPOBAHUS
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Huxe n3noxeHbl MOSACHEHUS K CXEMeE:

0. Ornpenenser HCXOJIHbIC JTaHHbIE JUTSt OCHOBHOTO mara
KpUITonpeoOpa3zoBaHus:

e Tow) — MaccHB OTKpBITBIX (3alIM(POBAHHBIX) JAAHHBIX IPOU3BOIBHOIO
pa3Mepa, moJaBepraeMblii mporeaype 3amudpoBanus (pacmudpoBaHus), MO XOAY
MPOIEeypbl MAaCCUB MOBEPraeTcsl MPeoOpa3oBaHUIO MOPLUUAME 110 64 OHTa;

e S — cunxponocwiika, 64-OMTHBI DJIEMEHT JaHHBIX, HEOOXOIUMBIA IS
WHUIUMAIA3AIUHA TeHepaTopa TaMMBbI;

1. HaganeHoe mnpeoOpazoBaHnWEe CHUHXPOMOCBUIKH, BBITIONHSAEMOE JJs €€
«paHIOMHU3ALMKM», TO €CTh JJisi YCTpaHEHUsI CTATHUCTHMYECKUX 3aKOHOMEPHOCTEH,
IPUCYTCTBYIOLMX B HEW, pe3yJIbTAT UCIIOJIB3YETCs KaK HayanbHoe 3anoyHenue PITIY;

2. Opun mar pabdorsl PI'TIY, peanu3yromuii ero peKyppeHTHBIH airoput™. B
XOJIe JJAaHHOTO Trara crapmas (S;) u muaamas (Sg) 9acTH TOCIIEI0BATEIIFHOCTH JTaHHBIX
BBIPA0ATHIBAIOTCS HE3aBUCHMO JPYT OT APYTa;

3. ['ammupoBanue. OuepenHoit 64-OMTHBIN s1eMeHT, BbipaboTanubii PITIY,
nojBepraercs nmpoueaype 3amudpoBanus mo HUKITy 32—3, pe3yiabTaT UCIOJIb3YeTCs Kak
JJIEMEHT TaMMBbI i 3ammdpoBanus (pactmm@poBaHus) 04epeaHOr0 OJIOKa OTKPBITHIX
(3amm¢ppoBaHHBIX) TaHHBIX TOTO XK€ pa3Mepa.

4, Pesynbrar paboTsl anroputmMa — 3amu@poBaHHBIA (pacrIr(pOBaHHBIN)
MacCHUB JaHHBIX.

Hwxe nepeuriciieHbl 0COOEHHOCTH TaMMHUPOBAHUS KaK peXruMa uGpoBaHUsI.

1. OnuHakoBble OJIOKM B OTKPBITOM MAcCHUBE JIaHHBIX JaAyT MpH 3amupoBaHUU
pasnuyHbie 0J0KH MUGPOTEKCTA, YTO MO3BOIHUT CKPBHITH (DAKT UX HUICHTUIHOCTH.

2. TTockonbKy HaNOKEHHWE TaMMBI BBITIOJNHSETCS MOOUTHO, MU(GPOBAHNE HEMOTHOTO
0JIOKa JaHHBIX JIETKO BBIMOJIHUMO Kak MU(poBaHUEe OUTOB ATOTO HEMOJIHOTO OJIOKa, JJIS
Yero HCI0JIb3yeTCs COOTBETCTBYIOLIME OWUTHI Onoka ramMmbl . Tak, As 3amu@poBaHus
HenoJHOro 0j0ka B 1 OUT MOYKHO HUCIIOJIB30BATh 000N OUT U3 GJIOKA TaMMBI.

3. CHHXPOIOCHUIKA, HWCIONb30BaHHAs TPU 3alIUPPOBAHUHU, KAKUM-TO 00pa3zom
JOJDKHA OBITH TIEpeNaHa il MCIIOIb30BaHMS TPU paciiupoBaHUU. DTO MOXKET OBITh
JOCTUTHYTO CIAEAYIOIINMH TTyTSIMHU:

e XpaHWUTh WM TepeaaBaTh CHHXPOIOCBUIKY BMECTe C 3alIu(pOBaHHBIM
MaCcCHBOM JIaHHBIX, UYTO NPHUBEAET K YBEJIMYEHHUIO pa3Mepa MacCHMBa JIaHHBIX MpU
3amm(pOBaHUH HA pa3MepP CUHXPOIIOCHUIKH, TO €CTh Ha 8 0aiT;

e  WCIIONB30BaTh  MPEIONPENCICHHOEC  3HAYCHHUE  CHHXPOIOCBUIKH  WIH

BI)Ipa6aTI)IBaTI) €€ CHUHXPOHHO HCTOYHHKOM W IPUECMHUKOM 110 ONPCACICHHOMY
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3aKOHY, B 3TOM Cllyyae U3MEHEHHE pa3Mepa MepeJaBacMoro Wik XpaHUMOI0 MacCHBa
JTaHHBIX OTCYTCTBYET;

Ob6a crocoba JOMONHSIOT APYT ApYyra, ¥ B TeX PEAKHUX CiIydasx, Iie He pabdoTaeT INepBBbIi,
Hanbosee ynoTpeOUTENFHBIA M3 HHUX, MOXKET OBITh HCIIOIB30BaH BTOPOH, 0oiee IK30TUUECKHH.
Bropoii cnoco0 mmeeT ropazqo MeEHbIIEe NPUMEHEHHE, MOCKOJBKY CHeNaTh CHHXPOIOCBUIKY
MPEJONPEICIIEHHOH MOXKHO TOJIBKO B TOM Cllydyae, €CiIM Ha JaHHOM KOMIUIEKTE KIIOYEeBOM
uHpopManmu mupyercs 3aBeoMO He 0ojee OJHOrO MAacCHBa JAaHHBIX, YTO OBIBACT B PEIKUX
cimydasx. ['eHepupoBaTh CHHXPOIMOCHUIKY CHHXPOHHO Y UCTOYHHMKA M MOJTy4aTelsl MacCHBa JTaHHBIX
TaK)Ke HE BCErja IMPeJCTaBIICTCS BO3MOXHBIM, MOCKOJIBKY TpeOyeT JKeCTKOM HMPUBS3KH K YeMy-
mbo B cucteme. Tak, 3/paBasi Ha MEPBBINA B3I HIES UCIOIB30BATh B KAUECTBE CHHXPOIIOCHUTKH
B CHCTEME IMepefayd 3allu(pOBaHHBIX COOOLIEHUI HOMEp IepeJaBaeMoro COOOIIEHHUS He
MOJIXOJUT, TTOCKOJIBKY COOOILIEHHE MOXET MOTEPSThCS W HE JOWTH 10 ajapecara, B 3TOM Cliydae
MPOU30UIET JECHHXPOHU3AIMS CUCTEM IU(GPOBAaHUS HCTOYHMKA M TpueMHHKA. llosToMy B
PacCMOTPEHHOM CITydae HET allbTepPHATHUBHI Mepeaue CHHXPOIIOCHUIKH BMECTE C 3alm(poBaHHBIM
COOOIIEHUEM.

C 1pyroil CTOpOHBI, MOXHO TpUBECTH U O0OpartHeld npumep. JlomycTum,
mudpoBaHne JAHHBIX HWCHOJB3YeTCSl IS 3allUThl MHQOpPMAlUMU Ha JAHUCKE, |
peann30BaHO OHO HA HU3KOM YpPOBHE, JUI 00ECIIEYCHUsI HE3aBHCUMOTO JIOCTYIIA TaHHBIE
mu@pyroTcs 1O ceKTopaM. B 3TOM ciydae HEBO3MOXKHO XPaHHTh CHHXPOIOCBUIKY
BMeECTe C 3amM(pPOBaHHBIMH JAHHBIMH, ITOCKOJIBKY pa3Mep CEKTOopa Hellb3s M3MEHHTH,
OJTHAKO €€ MOXXHO BBIYHCIISTh KaK HEKOTOPYIO (YHKIHIO OT HOMEpa CUHTHIBAIOIIEH
TOJIOBKH JIFICKa, HOMEpa JOPOKKH (IIMJIMHIPA) U HOMEpa CEeKTopa Ha TOpoXKe. B aTom
cllyyae CHHXPOIOCBIJIKA MPUBS3BIBACTCS K MOJIOKEHHIO CEKTOPA Ha JUCKE, KOTOPOE BPsA
T MOKET M3MEHUTbcA 0e3 mepeopMaTHUpPOBAaHUS JTUCKA, TO €CTh 0€3 YHHUTOXKEHUS
JIAHHBIX HA HEM.

PexxrM raMMHpoBaHUSI UMEET €Ile OJHY MHTEPECHYI0 OCOOCHHOCTh. B 3TOM pexume OUTHI
MaccuBa JaHHBIX MIHQPYIOTCS HE3aBUCHMO JAPYr OT Apyra. Takum oO0pa3oM, KaxIblii OHT
mudpoTekcTa 3aBHUCUT OT COOTBETCTBYIOIIETO OWTa OTKPBITOIO TEKCTa M, €CTECTBEHHO,
MOPSAIKOBOTO HOMepa OuTa B MacCHBE:

" =t @y, = f(t,i).

W3 sTOrO BHITEKAET, YTO HM3MEHEHHE OWTa MHUEPPOTEKCTa Ha MPOTHBOIOJIOXKHOE 3HAYCHUE

IMPUBCACT K aHAJIOTHYHOMY U3MCHCHUTIO oura OTKPLITOI'O TCKCTA Ha HpOTI/IBOHOHO)KHLIﬁi

tim:tim@1:(ti0@7/i)@1=(ti0®1)@7/i:t?@yii

rae t 0003HauaeT HMHBEPTUPOBAHHOE 110 OTHONICHHUIO K t 3Hauenue 6uta (0=1, 1=0).
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JlaHHOE CBOWCTBO JaeT 3JI0YMBIIUICHHUKY BO3MOXHOCTh BO3JCHCTBYS Ha OWUTHI MIMPPOTEKCTA
BHOCHUTb NPEACKA3yeMbIE U JaXKE 1EJICHANIPABICHHbIE U3MEHEHHSI B COOTBETCTBYIOLINI OTKPBITHII
TEKCT, MOJy4aeMblid Moclie ero pacmupoBaHus, He 001aas Mpu 3TOM CEKPETHBIM KIIIOUOM. DTO
WUTIOCTPUPYET XOPOILO U3BECTHBIN B KPUNTOJIOTUU (AKT, YTO «CEKPEMHOCHIb U AYMEeHmUYHOCHb
cymb paziuunvle ceoiicmea wiugpos». VupiMu croBamu, cBolicTBa MmU(POB 0OeCHeUnBaTh
3a0IUTy OT HECAaHKIMOHMPOBAHHOTO O3HAKOMJICHHS C COJCPXKHMBIM COOOIIEHHUS U  OT
HECaHKIMOHUPOBAHHOTO BHECEHUSI U3MEHEHUHN B COOOILEHUE SIBISIFOTCS HE3ABUCUMBIMH U JIUIIb B
OTHENbHBIX  CIydasix MoOryTr mepecekarbcs. CkazaHHOE O3HA4aeT, YTO CYIIECTBYIOT
KpUNTOTpapUUECKUE aJrOpUTMBI, 00ECIICUNBAIOIINE ONPEAEICHHYIO CEKPETHOCTD 3alIN(PPOBAHHBIX
JaHHBIX W TPH ATOM HHUKAK HE 3allUINAIONIMe OT BHECEHHS H3MEHEHUH U Hao0oporT,
o0ecrieunBaOIIUe AayTEHTUYHOCTh JAHHBIX M HHUKaK HE OrPaHUYMBAIONIUME BO3MOKHOCTH
o3HaKoMIIeHUs ¢ HUMU. [1o 3TOM mpuYMHE paccMaTprBaeMOe CBOWCTBO PEXMMa TaMMHUPOBAHUS HE
JIOJKHO paccMaTpUBAThCsl KaK €ro Hel0CTATOK.

I'amMmupoBaHue ¢ 00paTHON CBA3BIO

JlanHbIil peXHM OYEHb IMOX0X HA PEKUM TaMMUPOBAHMS U OTIMYAETCS OT HEro TOJBKO
crocoboM BBIPaOOTKH 3JIEMEHTOB TFaMMbl — OYEpPEAHON AJIEMEHT raMMbl BbIpa0aThIBAE€TCS Kak
pe3ynbTat mpeodpa3zoBaHus MO MUKITY 32-3 MpeabIIyIero 0JI0Ka 3auppoOBaHHbIX JaHHBIX, & JUIS
3amu(poBaHUs TIEPBOro OJO0KAa MaccuBa JTaHHBIX AJIEMEHT TaMMBbI BEIpA0aTHIBACTCS KaK Pe3yJbTaT
peoOpa3oBaHUs MO TOMY XK€ LUKIY CHHXPOMOCHUIKH. JTUM JIOCTUTAeTCsl 3alleljieHHe OJIOKOB —
KaX/1blif 6JI0K MM(pOTEKCTa B 3TOM peXUME 3aBHUCUT OT COOTBETCTBYIOLIETO U BCEX MPEIBIAYIIINX
OJIOKOB OTKpBITOro TekcTa. [103TOMy NaHHBIM peXUM HHOTAA HA3bIBACTCS 2AMMUPOGAHUEM C
3ayennenuem 010k06. Ha croiikocts mmdpa Qaxt 3aremnyieHuss 0JOKOB HE OKa3bIBA€T HUKAKOTO
BIUSTHUSL.

Cxema aJrOpUTMOB 3a- U pacliuppoBaHHs B PEXHME I'aMMHUPOBaHHMsS C OOpAaTHOW CBSI3bIO

C Hauaino (T o), S) )

i=1.n

MPUBEJ/ICHA HA PUCYHKE 2.6.
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Puc. 2.6. Anroputwm 3amudpoBanus (pacmndpoBaHus) JaHHBIX B peXXKUMe TaMMHUPOBAHUS C

00paTHOM CBS3BIO
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[MudpoBanrie B pexuMe TaMMHPOBAHHS C OOpaTHOW CBS3bIO OOJNAMAET TEMHU Ke
OCOOCHHOCTSIMH, YTO M IIH(pPOBAHUE B PEKUME OOBIYHOIO TaMMHUPOBAHHUSA, 32 HCKIIIOUEHUEM
BIIUSIHUSL MCKaXEHHHM MMU(POTEKCTa HAa COOTBETCTBYIOLIUN OTKPBITHIA TeKCcT. [[ns cpaBHeHus
3anmuieM QyHKIuH paciudpoBanus 010Ka sl 000UX YIOMSIHYTBIX PEKUMOB:

T.° =T." @ I', — rammupoBaH¥Ue;

T =T"® L, , (Tii”l) — raMMHPOBaHHE C OOPATHOH CBS3BIO.

Ecnu B pexume 0OBIYHOTO TaMMHUPOBAHUS M3MEHECHHS B OMPEACICHHBIX OMTAaX MH(PPOTEKCTA
BIIUSIIOT TOJIKO HAa COOTBETCTBYIOIIME OUTHI OTKPBITOTO TEKCTA, TO B PEKHME TaMMHUPOBAHUS C
0oOpaTHOM CBSI3bI0 KapTHHA HECKOJIbKO ciokHee. Kak BUIHO M3 COOTBETCTBYIOLIETO ypaBHEHHUS,
npu pacmudpoBaHuud OJoKa MaHHBIX B PeXUME TaMMHPOBAaHUS C OOpaTHOMl CBA3BIO, OJIOK
OTKPBITBIX JIaHHBIX 3aBHCHT OT COOTBETCTBYIOLIErO W MpeIblayliero OJOKOB 3amu(poBaHHBIX
naHHbIX. [ToaTOMY, ecinu BHECTH MCKaKEHUsS B 3amM(POBAHHBIN OJIOK, TO TIOCTE pacHIupoBaHUS
HCKOKECHHBIMUA OKaXyTCsl JBa OJIOKA OTKPBITBHIX JAHHBIX — COOTBETCTBYIONIUN W CIICAYIOIIUH 3a
HUM, TIPUYEM HCKaKEHUS B MEPBOM cCilydae OyIyT HOCUTh TOT K€ XapakTep, YTO U B PEKUME
raMMHpOBaHHS, @ BO BTOPOM cliyuyae — KaK B PEeXHUME MPOCTOi 3aMeHbl. [pyrumu crmoBamu, B
COOTBETCTBYIOIIEM OJIOKE OTKPBITBIX JTAHHBIX UCKAKEHHBIMUA OKaXYTCs T )K€ CaMble OUTHI, UTO U B
0J10Ke MHU(PPOBAHHBIX JAHHBIX, & B CICAYIONIEM OJIOKE OTKPBITHIX JIAaHHBIX BCE OMTHI HE3aBHCUMO
JPYT OT Apyra ¢ BEPOATHOCTHIO 1/2 M3MEHAT CBOU 3HAYCHUSI.

BbipaGoTKa MMHTOBCTABKH K MACCHBY JIAHHBIX.

B mpenpimymux paszzmenax Mbl OOCYIWIM BIIHMSHHEC WCKaKCHUS IMU(POBAHHBIX JTAHHBIX Ha
COOTBETCTBYIOIINE OTKPHITHIC JJAHHBIC i YCTAHOBUIIHU, YTO MPH paCIIH(PPOBAHUH B PEKUME MMPOCTON
3aMEHbl  COOTBETCTBYIOIIMI  OJOK  OTKPBITBIX  JaHHBIX  OKa3bIBA€TCA  HCKAKEHHBIM
HempeCcKa3yeMbIM 00pa3oM, a Mpu pacmudpoBaHuu OJI0OKa B peKUME TaMMHPOBAHUS M3MEHEHUS
npeyckazyeMbl. B pexxuMe raMMUpOBaHUs ¢ 0OpaTHOW CBSI3bIO MCKAKEHHBIMH OKa3bIBAIOTCS J[BA
0JI0Ka, OJIUH TIPEACKA3yeMbIM, a JPYrol HeNpeAcKa3yeMbIM 00pa3oM. 3HAYUT JIK TO, YTO C TOUKHU
3peHUsl 3allUThl OT HaBS3BIBAHUS JIOKHBIX JAHHBIX PEXKUM T'aMMUPOBAHMS SBJSIETCS IUIOXUM, a
PEXHUMBI TIPOCTON 3aMEHBI U TAMMUPOBAHMSI C 00paTHOM cBA3bI0 XopomuMu? Hu B koeM ciydae.
[Ipu aHanwW3e MaHHOW CUTyallMd HEOOXOJMMO YYeCTh TO, YTO HEMpeAcKa3yeMble H3MEHEHUS B
pacmppoBaHHOM OJIOKE TAHHBIX MOTYT OBITh OOHAPYKEHBI TOJIBKO B CIydae H30BITOYHOCTH ITHUX
CaMbIX JaHHBIX, TPUYEM YeM OOIbIlEe CTENEeHb W30BITOYHOCTH, TEM BEpOsSTHEE OOHApYyKEHUE
uckaxeHusi. OueHb Oosblias HW30BITOYHOCTH HMEET MECTO, HalpuMmep, Al TEKCTOB Ha
€CTECTBCHHBIX W HMCKYCCTBEHHBIX S3bIKaX, B 3TOM ciydae (PaKT HMCKaKeHUs OOHAPYKHBACTCS

MpakTU4YeCKH Hen30exxHo. OAHAako B JPYrHX cllydasx, HampuMep, NPH HCKaXEHHH CHKAaTbhIX
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3BYKOBBIX 00pa30B, MBI MOJyYUM MPOCTO APYroil 00pa3, KOTOPHIl CMOXKET BOCIPHHATH HAIIE yXO.
HckaxkeHne B 3TOM Clydyae OCTaHETCSI HEOOHApY)KEHHBIM, €CJIM, KOHEYHO, HET alpUOPHOMN
uHbOpMallUd O XapakTepe 3ByKa. BbIBOJI 37ech TakoW: IMOCKOJIBKY CIIOCOOHOCTb HEKOTOPBIX
pe)KUMOB  IM(poBaHUA OOHAPYKUBaThb MCKAKEHMs, BHECEHHble B LIM(POBAHHBIC JaHHBIE,
CYIIECTBEHHBIM 00pa30M OMHpPAETCs Ha HAIWYHE U CTENEHb M30BITOYHOCTH MHUPPYEMbIX TaHHBIX,
3Ta  CHOCOOHOCTP HE  SBISCTCS HMMMAHEHTHBIM (BHYTPEHHE TPHUCYIIMM) CBOHCTBOM
COOTBETCTBYIOLIMX PEXUMOB M HE MOXKET pacCMaTpUBaThCs Kak UX JOCTOUHCTBO.

JUisa pemieHus 3aaud OOHApYXKEHUs HCKaKEHUH B 3allM(ppPOBAHHOM MAaCCHUBE JaHHBIX C
3agaHHoi BeposTHOCTBIO B 'OCTe npeaycMOTpeH TOMOIHUTENbHBINA PEXUM KPUIITOTPahUIECKOro
npeoOpa3oBaHusi — BBIPAOOTKAa MMHUTOBCTaBKH. MIMHUTOBCTaBKa — 3TO KOHTPOJbHAas KOMOWHAIMS,
3aBUCAIIASA OT OTKPBITBIX JaHHBIX U CEKPETHOH KiroueBoi mHpopmanuu. Llenpro ncnoiab3oBaHus
MMHUTOBCTABKH SIBJISIETCS OOHApy)KEHUE BCEX CIY4YalHBIX WIM IpeIHAMEPEHHbIX HM3MEHEHUIl B
MaccuBe MHpopmanuu. [Ipobiema, U3NOKEHHAs B MPEABIIYIIEM ITYHKTE, MOXET OBITh YCIICUITHO
pelieHa ¢ mOMOIIBI0 100aBICHUs K IH(POBAHHBIM JaHHBIM UMUTOBCTABKHU. [ MOTEHIIMAIBEHOTO
3JIOYMBIIIJICHHUKA [JB€ CIEAYIOIIME 3a7ayd MPAKTUYECKU HEepa3pelluMbl, €CIM OH He BIIAJEET

KIIF0UEBOM MH(pOpMaImeii:

. BBIUUCIICHHE WMHTOBCTaBKM  JUISI  33JaHHOTO  OTKPBITOTO  MacCHBa
nH(pOpMAIIHH;
. 10A00p OTKPBITHIX JaHHBIX MO 33aHHYI0 HIMUTOBCTABKY;

Cxema anropur™a BeIpaOOTKH HMHUTOBCTaBKU MPUBE/IEHA HA PUCYHKe 2.7.

Puc. 2.7. Anroput™m BbIpaOOTKM UMUTOBCTaBKHU I MACCUBA JIAHHBIX

B kadecTBe MMHTOBCTaBKH 6epeTc;1 4acCTb 6.]'[01(3, IMOJIYYCHHOI'O Ha BBIXO/JEC, 00b9HO 32 ero
MJIaaIInuXx ourta. HpI/I BBI60pC pasMepa HUMHUTOBCTABKHM HAAO MNIPUHUMATL BO BHUMAHHE, YTO

BEPOATHOCTh YCIICHIHOI'O HaBA3bIBAHHA JIOKHBIX NTAHHBIX paBHA BCIWYMUHE 27|HI Ha OJJHY IOIIBITKY
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noabopa. [Ipu KCmoab30BaHMM MMHUTOBCTABKHM pa3MepoM 32 OuTa 3Ta BEPOSTHOCTH paBHA 2%~

0,23 x 10°°,

AMepHKaHCKUi cTanAapT mudpoBanus AanHbIx DES

Cranmapr mmdpoBanus nganapix DES (Data Encryption Standard) omyGnukoBan
Hammonansubeim Gropo cranmaptoB CIIA B 1977 1. B 1980 1. 3TOT anroputm Obul npunsaT Hammo-
HaJbHBIM WHCTUTYTOM cTangaptoB u TtexHosoruii CIIHA (HUCT) B kavectBe craHmapra
mu(poBaHus JaHHBIX JUIS 3aIIUTBl OT HECAHKIMOHMPOBAHHOTO JIOCTYyNAa K BaXXHOH, HO
HECEKpeTHON MH(OpMaIK B rOCYJapCTBEHHBIX U KOMMepuecknx opranuzamusax CLIA.

OcHoBHBIE 1ocTOMHCTBA anroputma DES:

. IPOCTOTa KJIFOYEBOU CHCTEMBbI (HCHONIB3YETCs TOJIBKO OJIMH KIIIOY JUTMHOH 56
our);
. OTHOCHTEJIbHASI MPOCTOTa AITOPUTMA OOECIICUYUBAET BBICOKYIO CKOPOCTb

annapaTHOM U MPOrpaMMHON peanu3aluy;
. JOCTaTOYHO  BbICOKas  Kpumrorpaguyeckas  CTOHKOCTb  alropurMa
M PpPOBaHUS.

Anroputm DES ucnonp3yer kKoMOMHAIMIO MTOICTAHOBOK U nepectaHoBOK. DES ocymiectBisier
mudpoBanue 64-OUTOBBIX OJIOKOB JAHHBIX C IMOMOLIBIO S56-0uTOBOrO Kitoua K, B KOTOpOM
3HAYalUMM SABJISAIOTCS 56 OMT (ocTayibHble 8 OUT — NIPOBEpOYHBbIE OWUTHI U KOHTPOJS Ha
gyetHOCTh). JlemmdpoBanue B DES sBnsiercs oneparueii, o0paTHO# MUGPOBAHHUIO, H BHITTOTHICTCS
IyTeM NOBTOPEHMsI omepanuil mudpoBaHus B oOpaTHOM nocnenoBarenbHOCTU. CTpyKTypa airo-

purma DES n3o6paxena Ha pucynke 2.8.
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T

Lig=Rs

'8

Kowncunas nepecrasoska /P

l

I Beixox (64 6ur)

Li, Rj — nmeBas u mpaBasi moJ0OBUHBI 64-0UTOBOTO 00K,

@ — omeparyst TIOOMTOBOTO CIIOKEHUs 0710K0B 1Mo Moy 2 (XOR);

ki — 48-0uTOBBIE KJTFOUH, ITOJTydaeMbIe U3 UCXOAHOTO Kitoya K;

f — dynkms mmmdposanus;

IP — HauanbHas nepecTaHoBKa cTeneHu 64.

Puc. 2.8. Crpykrypa anropurma DES

6HOKa, meCTHaAuaT NUKIax H_II/I(l)pOBaHI/ISI M, HAKOHCII, KOHEYHOM MEpCCTaHOBKE OUTOB.
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[Ipomecc mmdpoBaHusi COCTOUT B HAYAILHOHM IEPECTAHOBKE OWTOB 64-OMTOBOTO BXOIHOTO
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OTMCTI/IM, 4TO BCC NPUBOAHUMLIC HUIKC Ta6JII/II_U>I SABJIAKOTCA CTaHAAPTHBIMHU W JOJIKHBI
MCIIOJIb30BaThCS MpH peanm3anuu anroputma DES B Hemzmennom Bue. Bee mepecTaHOBKY U KOJTBI
B Tabmumax nogoOpaHbl pa3pabOTYMKaMHU TakUM OOpa3oM, YTOOBI MaKCHMAaJIbHO 3aTPyJHHUTH
MPOLIECC BCKPHITHS MHU(pa IMyTeM 1o100pa KIIroga.

[Tpu 3ammdpoBanum ouepenHoro 6aoka 7' (pucyHoK 4.8) ero OUTHI MOABEPTalOTCS HAUANbHOU

nepecmanogxe |P cormacHo npuBoaumMoit Tabnmie 2.1.

Ta6muma 2.1. HauansHas nepectanoBka IP

[Tpu 3Tom 6uT 58 Gnoka T craHoButcs 6urom 1, Out 50 — Ourom 2 u T. A. [lonydeHHslil nocne
nepectanoBku 00k IP(T) pasmensercs Ha aBe MOJOBHHBL: Lo, cocTosrnyro u3 32 crapmmx OUT, U
Ro, cocrosimyro u3 32 mmaamux Ourt.

3areM BBINOJHIETCS MTEPATUBHBIM mporecc IMUGPOBaHUSA, COCTOSIIUN M3 16 IHMKIOB
npeobpazoBanus deiicrens. [Tycts Ti 3 = Li1Ri_1 — pe3ynbrar (i — 1)-i utepanumu.

Torna pesynbrar i-it urepanuu T; = LiR; onpenensercst hopmynamu

Li =Ry,
L (6)
R =L @ f,(R_,k)i=116.
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Oyukums f HaswiBaercs @yukyuen wugpposanus. Ee aprymeHTamu SBISIOTCS 32-OMTOBBIM
BeKTOp Ri 1 1 48-0uTOBBIN KITH0Y Kj, KOTOPBIil SIBIIETCS PE3yIbTaTOM MPEOOpa3oBaHus 56-OUTOBOTO
kioua mmdpa K. Pesymprarom mocnenneii urepauuu sisercs 610k Tig = LigRis. [To okoHuanun
mUppoBaHUs OCYLIECTBISIETCS BOCCTAHOBJICHHWE MO3UIMKA OUTOB MPUMEHEHHEM K i 0OpaTHOM
[IEPECTAaHOBKH Pt

[Ipu pacmmppoBaHry JaHHBIX BCE JACHCTBHS BBIMOJIHSIOTCS B OOpaTHOM IOPSIIKE, TIPU 3TOM
BMECTO COOTHOILIEHUH (4.2) clieyeT MoJIb30BaTbCs COOTHOIICHUSIMU

Ri, =L,
L, =R @ f,(L,k )i=161,
MOJIB3YSICh KOTOPBIMU MOHO "cnycTuthbes” oT Lig 1 Rig K Ro 1 Lo.

CxeMa BbIunciicHus 3HaueHus1 pyHkimu mudposanust f(Ri_1, Ki) nzodpaxena Ha pucynke 2.9.

EI Ry (32 Bisva)

dyEnIm
pacunpenrt £

e | K48 6

_ T ‘ 1
5 5, | 5, 8, i S5 t/ s || s [| 5 |
(T TTTT TO0T J00T JIT0T 8777 TT0T T

!

| Tlepeeranosrs baros P |

JUR k)
(27 Parre)
| I—

Puc. 2.9. Cxema Bbruncnenus: GyHkuu mudposanus f

Jlist BBIUUCIICHUS 3HAUCHUST QYHKIMH f HCIIOB3YIOTCS:

. @yuxyusa pacuupenus E,

. npeoOpa3oBaHue S, COCTaBIEHHOE M3 BOCbMHU IpeoOpa3oBaHuil S-0.10x06 Sy,
Sz, ceey Sg;

. nepecTaHoBka P.

Aprymentamu ¢yukiuu f sistorest Bektop Ri 1 (32 6uta) u Bekrop Ki (48 our). Oyukius E

"pacmupsier" 32-OutHblii BekTop Rig mo 48-OmtHoro Bektopa E(Ri1) myrem nyGmumpoBanus
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HEKOTOPBIX OMTOB BeKTOpa Rj 1, ipu 3TOM mopsiaok cienoBanus 6uros B E(Ri_1) yka3zan B Tabnuie

2.2.

Tabmuma 2.2. @yakuus pacmmperus E

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

[Mepebie Tpu Outa B E(Ri_1) — 310 cooTBeTcTBeHHO OUTHI 32, 1 M 2 BekTopa R 1, a mociennue
TpH OuTa — 3TO COOTBETCTBEHHO OMTHI 31, 32, 1 BekTopa Ri_1.

[Tony4yeHHBIH pe3ynbTaT CKIIaAbIBAETCS MOOUTHO MO MOJYIIO 2 ¢ TEKYIIMM 3HAY€HUEM KIIto4a
Ki 1 3aTeM IpeACTaBIsAETCS B BUIE BOCBMH II0CIIEI0BATENBHBIX 6-OMTOBBIX 0J10KOB By, By, ..., Bg:

E(Ri,l) @ ki = Bl Bg.

Hanee xaxnaplii u3 OnokoB Bj tpancdopmupyercs B 4-OuroBblii 610k B'j ¢ momomnsio

HnoaxosIel Tabnuipl S-010Ka Sj, CIMCOK KOTOPBIX MPHUBEJEH B TadauLe 3.
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Tabnuua 2.3. @yHKIMs npeodpa3zoBaHus S

| | HOMETP CTOIOBILA
J0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15
f’ﬁo[u 131 2 1511 8 3 106 12 5 0 0 7
110 15 7 4 14 2 131 106 1211 9 5 3 85,
Ol2|4 1 4 8 136 2 1115129 7 3105 0
I3/1512 8 2 4 9 | 7 5 11 3 14100 6 13
MIO[IS 1 8 146 11 3 4 9 7 213120 5 10
P[3 134 7152 814120 1 106 911 5]s,
E,{2()l-171|l04l$|58I2093215
3(13 8 101 3 154 216 7120 5 14 9]
0110 0 9 14 6 3 15 5 1 1312 7 Il 4 2 8
1137 0 9 3 4 6 10 2 8 5 14121115 1|8,
z]uoar;snssonl21:510147‘
301 1013 0 6 9 8 7 4 1514 3 11 5 2 12
07 1314 3 0 6 9 101 2 8 5 11 12 4 15
(C|1]13 8 115 6 15.0 3 4 7 2121 1014 9]s,
2010 6 9 0 1211 7 13151 3 14 5 2 8 4
TI3[3 150 6 10 1 13 8 9 4 5 11 12 7 2 14
|02 1274 1 7 1011 6 8 5 3 i513 0 14 9
Pilfla11 2124 7 131 5 015103 9 8 6|8,
'242llllOl.378159125630l4[
O!3|11 8 12 7 1 14 213 6 150 9 10 4 5 3|
012 1 1015 9 2 6 8 0 13 3 4 14 7 5 Il
K|1f{10154 2 7129 5 6 1 1314011 3 8|S,
219 1415 5 2 8 123 7 0 401 131 6
Ml3/4 3 2129 5 15101114 1 7 6 0 8 13
( 04 11 2 1415 0 8 13 3 129 7 5 10 6 |
113 0 11 7T 4 9 1 10143 5 12 2 15 8 6S,
201 4 111312 3 7 1410156 8 0 5 9 2
[3]6 11 13 8 1 4 107 9 5 0 1514 2 3 12/
50\3334(,\snxmg.xusouq
P[1 1513 8 10 3 7 4 125 6 11 0 149 25,
207 114 1 9 1214 2 0 6 1013153 5 8
3(2 1 14 7 4 10 8 131512 9 0 3 5 6 11| |

ITpeobpazosanue 610ka Bj u B'j ocymectsusercs cnenyromum oobpasom. ITycts, Hanpumep, B
pasen 111010. IlepBerit u mocnenuuii pazpsasl By sBusroTcst 1Bon4HOM 3anuckio yrcna a, 0 <a < 3.
AmnanoruuHo cpennue 4 paspsiaa npencrapisitoT yuncio b, 0 < b < 15. B namem npumepe a = 2, b =
13.

CTpOKH ¥ CTOJIOLBI TAOIUIIBI Sy MPOHYMepoBaHbl ynciamu a u b. Takum oOpa3om, mapa (a, b)
OJTHO3HAYHO ONpEJeNsieT YUCII0, HaXOsIeecs Ha epecedeHu CTPOKU ¢ HOMEpOM a M cTojlua ¢
HoMepoMm b. B manHOM ciydae 310 uncno paBHO 3. 3amuchiBas €ro B IBOUYHON (hopMe, Moydaem
B'2, paBubiii 0011.

3unauenue f(Ri1, Ki) Temepp mosmyuaercss mpUMeHEHHEM IEPeCTaHOBKM OWTOB P, 3amaHHOM

Tabnuiel K pe3yapTupytomemy 32-6utoBomy 0soky B'y, B'y, ..., B's.
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Tabnuua 2.4. ®ynkus P nepectanoBku OUTOB

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9

19 13 30 6

22 11 4 25

Ha xaxmo¥ urepaliuu MCIOJB3YETCs TEKylllee 3HadeHue kioua Ki (48 6ur), moaydaemoe u3
HCXOHOTO KITfo4ua K ciieayrommum 00pazom.

CHauasia 1moJib30BaTe)Id BHIOUPAIOT caM Kitrou K, cofeprkaiinii 56 cirydaifHbIX 3HAYAIMX OUTOB.
Bocemb 6uToB, HaxoAsImUXCs B O3UIHX 8,16,...,64, T0OABISIOTCS B KIIFOY TAKUM 00pa3oM, 4TOOBI
KOKIBIA OAlT copepikall HEYETHOE YUCIIO SAWHHMIL. DTO HCIOIB3YETCs JUIsl OOHAPYKSHHS OITHOOK
nmpu OOMEHE W XpaHCHHWM Kioued. 3Havamuye 56 OWT KIIroda IMOJBEPraroTCsl IMEepPEeCTaHOBKE,
MIPUBEICHHON B Tadymie 2.5.

Tabmuna 2.5. @yHKIHS IepBOHAYAIBHOM MOATOTOBKH KITFOYa

L K Z 1
57 9
9 1 3 5 7
< L K Z
1 18
8 0 2 4 6
< < L K
10 27
9 1 3 5
§ < L
19 K 36
1 0 2 4
L < K Z
63 15
S 7 9 1 3
< L K K
7 22
2 4 6 8 0
§ < L K
14 29

NA
NA
[N

21

rm
SN
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Ora nepecraHoBKa onpeaensercs apyms omokamu Co u Do 1o 28 OUT B KaXKI0M (OHH 3aHUMAIOT
COOTBETCTBCHHO BEPXHIOI0 M HIDKHIOK TOJOBHHBI TaOmuiel). Tak, mepBeie Tpu Outa B Cp ecThb
COOTBETCTBEHHO 57, 49, 41 OuThI Kito4a. 3aTeM UHAYKTHBHO onpenenstorcs 6inoku Cju D = 1,16.

Eciu yxe onpenenensl Ci g u Dj 1, To C;j u Dj monydarorcst U3 HUX OJHHM WM JBYMS JICBBIMHU
MUKJIMNYECKUMHU CIBUTaMU COIJIACHO Tao0iuie 2.6.

Tabmauua 2. 6. Tadbiuna cABUIOB IS BEIUUCIIEHUS KIIH0UYA

Yuciio cIBUTOB

Teneps onpeaenum kimoun Ki, 1 <1< 16. Kitrou Kj coctout u3 48 GUTOB, BBIOMpPAEMbIX U3 OMTOB
omoka CiD; cornacuo Tabnuue 7. [lepBbiMu Tpems 6utamu B K; ssBasiroTcst 6uter 14, 17, 11 u3 G6ioka
CiDi. Otmerum, uto 8 u3 56 6ut (c Homepamu 9, 18, 22, 25, 35, 38, 43, 54) u3z C;D; oTcyTCTBYIOT B
k;.

Tabnuma 2.7. @yHKIHs 3aBepIiaronieid 00padoTKH Kirroya

14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

Odwunmansao DES sBrsiics crangapToM mudpoBanus gaHHbIX 10 31 gexadps 1998 r. B 1997
r. ObUT 00BSIBJICH KOHKYPC Ha HOBBIM CTaHAApT, KOTopbIi ObuT Ha3BaH AES (Advanced Encryption
Standard). 2 okts0ps 2000 r. HarroHaneHblid HHCTHTYT cTanaapToB u texuonoruii (HUCT) CIIA
00BsBHIT TOOeTUTENsT KOHKYpca AES. OHaKo JUIsl TOTO, YTOOBI ATOT AITOPUTM 3aBOEBAJl MUPOBOE
MpHU3HAHUE, HEOOXOAWMBI CEphE3HBIC WCCICIOBAHMS €ro CBONCTB CHEIHMAINCTaMH Pa3IMIHBIX

CTpaH.
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OcHoBHbBIE pesKUMbI U POBAHUS
Anroputm DES BrioiHe MOAXOAUT KaK s MIU(PPOBAHUS, TaK U I ayTeHTU(DUKAIINH TaHHBIX.
OH MO3BOJIAET HEMOCPEACTBEHHO NTPEoOpa3oBbIBaTh 64-OMTOBBI BXOAHOW OTKPBITHIA TEKCT B 64-
OUTOBBIN BBIXOAHOM MIHM(PPOBAHHBIN TEKCT, OTHAKO JAHHBIC PEIKO OIrPAaHHUYMBAIOTCS 64 pa3psaaMu.
Urobbl ucnosnp3oBath anroput™ DES nmis pemenus pasHooOpasHBIX KpUOTOrpadUuecKux
3aja4, pa3paboTaHbl YETHIPE PEKUMAX:
o peoicum snexkmponnoi kooosot knueu (ECB — Electronic Code Book);
o peoicum cyennenus oaroxos wugpa (CBC — Cipher Block Chaining);
o peoicum obpamnoi ceszu no wugpmexcmy (CFB — Cipher Feed Back);

o peoicum obpamnoi ceszu no evixody (OFB — Output Feed Back).
Jlaboparopnasi padora Nel
W3ydenue cranaapra kpunrorpaduyeckoii amutel AES (Advanced Encryption Standart)
e paboTsl

O3HakoMHTBCS ¢ KpunTorpadguueckum crangaprom mumdposanus AES u ero ocoGeHHOCTSIMH,

W3YYUTH Pa3IMYHBIMU PEKUMaMH OJIOYHOTO MIH(PPOBAHUS.
KpaTkue Teopernyeckue cBeieHUs
Hcropuyeckas cnpaBka

B 1997 r. HaumonanwHbeiit nHCTHTYT cTaHmaaptoB u TexHojormid CHIA (NIST) o6wsBua o
Hayajie MporpamMmbl IO MPHUHATHIO HOBOTO CTaHJapTa KPUNTOrpaduyecKoi 3aluThl - CTaHJapTa
XX| B. nans 3akpbITUS BaXHOM MHGOpMAIMM IPABUTEIbCTBEHHOIO YPOBHS Ha 3aMEHy
cymectByomemy ¢ 1974 r. anroputmy DES, camomy pacnpocTpaHeHHOMY KpUIITOAITOPUTMY B

MHUpeE.
TpeGoBaHus K KaHIUAaTaM OBLIH CIICTYOIIHE:

. KPHUIITOANTOPUTM JIOJKEH OBITh OTKPBITO OIMYOJINKOBaH;
. KPUTITOANTOPUTM JOJKEH OBITh CHUMMETPUYHBIM OJOYHBIM MIH(PPOM, TOMYCKAIOIIUM
pa3Mepsl kiatoueit B 128, 192 u 256 Our;

L4 KPpUIITOAITOPUTM  JOJIKCH OBITh NpeaHa3sHA4YCH KakK I anr[apaTHoﬁ, TaKk W AJId

HpOFpaMMHOﬁ pcamn3anuu;
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o KPUNTOAITOPUTM [JOJDKEH OBITh JOCTYNEH IJIi OTKPBITOIO HCIHOJIb30BAHUS B JIFOOBIX
NPOAYKTaX, a 3HAYUT, HE MOXET ObITh 3allaTCeHTOBAaH, B MPOTHBHOM CiIydae MAaTCHTHBIC MpaBa
JOJDKHBI OBITH aHHYJIMPOBAHBI,

. KPUIITOAJITOPUTM IOJIBEPIraeTCsl U3yUEHUIO IO CIEIYIOIIMM I1a paMeTpaM: CTOMKOCTH,

CTOMMOCTH, THOKOCTH, peain3yeMOCTH B SMart-kaprax.

B ¢unan xonkypca Beimin ciemytomue anroputMmbl: MARS, TWOFISH u RC6 (CIIA),
RUNDAEL (benwsrusi), SERPENT (BenuxoOpuranus, U3pauns, Hopserus). [To cBoeii cTpykrype
TWOFISH saBnsercst kmaccuueckum muppom Peiictens; MARS u RC6 moxHO OTHectH K
MoaupumupoBanubM mudppam Deiictens, B HUX HUCIOJIB3YETCS HOBas MajJOU3y4YeHHas oreparus
LIUKINYECKOro "MPOKpyUMBaHUA" OUTOB CJIOBA HA YUCIIO MO3ULIUNA, U3MEHSIOIINUXCS B 3aBUCIMOCTH
oT mHUQpyemMbIX JaHHBIX U cekpeTHoro kimoda; RUNDAEL u SERPENT sBistiroTcs KiaccHuecKUMU
SP-cersmu. MARS u TWOFISH umeror camyto crnoxknyro koHctpyknuio, RUNDAEL u RC6 -

CaMylo MPOCTYIO.

B oxtsa6pe 2000 r. koukypc 3aBepmmics. [lobeautenem Obul mpu3HaH OeNbrUMCKUN mUdp
RIUNDAEL, xkak wuMmeromuid Hawiydlllee COYETaHHE CTOMKOCTH, MPOU3BOAUTEIBHOCTH,
3¢ deKTUBHOCTH peanu3alui U ruokoctu. Ero Huzkue TpeboBaHusa K 00beMy MaMsATH AENAIOT ero
HMICATBHO MOJIXOJIAIINM Ul BCTPOSHHBIX cHcTeM. ABTopamu mmgpa seisorcs Mon Jamen (Joan
Daemen) u Buncent Promen (Vincent Rijmen), HauanbHbie OyKBbI (paMUIInil KOTOPBIX U 00Pa3yIOT

HazBaHue anroputMa - RIJNDAEL.

[Tocne atoro NIST nHawanm moaroroBky mpenBaputenbHoi Bepcun depepansHoro Cranmapra
O6padotku Mudpopmarmu (Federal Information Processing Standart - FIPS) u B deBpane 2001 .
omyonmukoBan ero Ha caite http://csrc.nist.gov/encryption/aes/. B teuenue 90-aHeBHOTrO Mepuo/a
OTKpBITOTO  OOCYyXJeHus mpeasaputenbHas Bepcus FIPS  mepecmartpuBamace ¢ yuerom
KOMMEHTapHeEB, MOCIIE Yero HayaJcs MpolLecc UCIpaBleHU u yTBepxkaeHus. Hakonen 26 HosOps
2001 r. 6puTa OmyOIIMKOBaHA OKOHYATeNbHast Bepcus ctangapta FIPS-197, onuceiBaromiero HOBBIN
amepHuKaHCcKuil crapmapt mudpoanus AES. CoriacHo 3TOMy ITOKYMEHTY CTaHIApT BCTYIWI B

cuity ¢ 26 mas 2002 r.
Baounsiii kpunToaaroputm RIJNDAEL u cranpapt AES

Boicouaiimyro HapexxkHocth AES NIST noareepknaeT acTpOHOMHUYECKMMM — YHCIIAMHU.
1286uTHeii k04 obecnieunBaer 340 ammenmummoHoB (340*1036) BO3MOXHBIX KOMOWHAITHH, a

2560uTHBIN KII0Y yBeMHUUBaeT 3TO yucio no 11*1076. [dns cpaBuenus, crapseiii anroput™m DES,
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naet obmee ynciao komOuHauuii B 72*1015 Ha ux nepebop y crnenuaibHO MOCTPOCHHON MallluHbI
"DES Cracker" yxomut Heckoibko 9acoB. Ho maxke ecnmu Obl OHa Jenaiia 3TO BCETO 3a OJHY
CEeKyHIy, TO Ha repebop 1280uTHOrO Kitoua mMammHa nmorpaTtwia 0el 149 TpruiunoHoB seT. Mexy

TeM, BO3pacT Bcell BecenleHHOM yueHbIe OLICHUBAIOT B MeHee, YeM 20 MUJUIHapI10B JIET.
MarteMaTu4ecKkHe NMPeanoCcbLIKH

ANropuT™M orepupyer OailiTaMH, KOTOpbIE PACCMATPHBAIOTCA KaK 3JEMEHThl KOHEYHOTO MOJIS

GF(2%).

8
Dnementamu 1oast GF(2°) sBIAIOTCS MHOTOUWIEHBI CTEIIEHU HE Oosiee 7, KOTOpbIE MOT'YT OBITh

3aJlaHbl CTPOKOH CBOMX K03 uiueHToB. Eciiu npeacTaButh OaiiT B BUIE
bz, be, bs, ba, ba, bz, by, by,
TO 3JICMEHT ITOJISI OIIMCHIBAETCS MHOTOWICHOM ¢ Kod(hpummentamu u3 {0, 1}:
b7X7+b5X6+b5X5+b4X4+b3X3+b2X2+b1X1+bo

Hanpumep, OGaiity {11001011} (uam {cb} B mectHamuarepu4Hoil (GoOpMe) COOTBETCTBYET

MHOTI'OYJICH x7 + X6 + X3 +x+1.
J71s1 31€EMEHTOB KOHEYHOTO MOJI ONPEIETIEHbI aJAUTUBHBIC U MYJIbTUIIIIMKATUBHBIEC OIIEPALIHH.
Cio:xxenune

Crnoxenue cytb omnepauus nopaspsaHoro XOR u mostomy obo3Hauaetcst kak @. Ilpumep

BBITIOJTHCHUS OTICPAIIAH CITOKEHUSL:
& +xt+x2+x+ 1)@ (X +x+ 1) =x+x° + x* + x? (B BHIE MHOTOWICHOB)
{01010111} 0 {10000011} = {11010100} (mBOMYHOE MpEACTABICHUE)
{57}®{83} = {d4} (mecTHaaIaTEpUIHOE MTPEICTABICHHE)

B xoHeYHOM TmoJie JUIsi JTF0OOTO HEHYJIEBOTO AJIEMEHTA a CYIIECTBYET OOpaTHBIM 3JIEMEHT -a,
pu 9ToM a + (-a) = 0, rue HylIeBoil snement -31o {00}. B GF(2®) crpasemmBo a + a = 0, T. e.

Ka)KJIbIi HEHYJIEBOW AJIEMEHT SIBJISIETCSI CBOEH COOCTBEHHOW aIMTUBHON MHBEPCHUEH.
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YMHOXKEeHHne

YMHOKEHHE, 0003HaYaeMoe J1ajiee Kak °, 0oJjiee CIIOKHAs omneparus. Y MHOXEHHUE B GF(28) -
3TO Omepanys YMHOKEHHS MHOTOWICHOB CO B3SITHEM pe3yiabTaTra IO MOAYJIO HEPUBOIUMOIO
MHoOrowieHa m(X) BOCBMOH cTemeHH M c wucnoib3oBanueMm onepanuun XOR npu npuBeneHun
noa06ubIX wicHoB. B RIJINDAEL Beiopan m(x) = X+ x* + x3+ x+ 1, wm B IIECTHAAATEPUIHOMN
dopme I{1b} (rakas 3amwch 0003HAYacT, YTO MPHCYTCTBYET «IHINHUI» AEBATHIAN Out). [Ipumep

Oornecpanru YMHOXCHUS:

{57}-{83} = {cl},

W

x6+x4+x2+x+1)x7+x+1)=

=x13+x11+x9+x8+x7+x7+x5+x3+x2+x+x6+x4+x2+x+1=
=x13+x11+x9+x8+x6+x5+x4+x3+1

CrnenoBaTeinHO,

x13+x11+x9+x8+x6+x5+x4+x8+1mod (x8+x4+x3+x+1)=x7+x6+1

SIcHO, 4TO pe3ynbTar SABISETCS JBOMYHBIM IOJIMHOMOM HE BbIlle 8 creneHu. B orimuume or
CJIO’KEHMS, TPOCTOM Omepaly yMHOKEHHs Ha ypOBHE OalTOB HE CYLLECTBYET.

YMHOKEHHE, ONPEICIIEHHOE BBILIE, SIBISETCS ACCOLMATUBHBIM, M CYLIECTBYET €IUHUYHBIN
anemeHT ('01'). [ns nroboro ABOMYHOrO NOJAMHOMA b(X) He Bble 8- CTENEHW MOXKHO
HCIOJIb30BaTh PACIIMPEHHBIN anroput™ EBkimuaa /uist BBIYMCIEHUS MOJIMHOMOB a(X) U ¢(X) TaKHX,

qTo
b(x) a(x) + m(x) c(x) = 1
CrnenoBaTeiabHO,
a(x) * b(x) mod m(x) =1
Ui
b - 1(x) = a(x) mod m(x)
bonee TOro, MOXXHO I10Ka3aTb, 4TO

a(x) * (b(x) + c(x)) = a(x) * b(x) + a(x) * c(x)
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W3 Bcero 3Toro cieayer, yTo MHOXKECTBO M3 256 BO3MOXKHBIX 3HaueHUM Oaiita oOpasyer

xoneunoe nose GF (2°) ¢ XOR B kauecTBe CIOXKEHNS H YMHOKCHHEM, OIPEICTCHHBIM BHIILIE.
YMHO)KeHue HA X
Ecnu yMHOXUTB b(X) Ha MOJTUHOM X, MBI Oy/IeM UMETh:
b7X8+b6X7+b5X6+b4X5+b3X4+b2X3+b1X2+b0X

X * b(X) mosry4aeTcsi HOHM)KEHHEM MPEIbIIYIIEro pe3ybTara 1mo Mmoayiato m(x). Ecim by = 0, To
JaHHOE TIOHMKCHHUE SIBIIICTCSI TOXKAECTBEHHOW omeparueir. Ecau by = 1, m(X) cienyer BelYecTb
(T.e. XORed). U3 3TOTO ClleryeT, YTO yMHOKEHHE Ha X MOXKET OBITh pealn30BaHO Ha ypoBHE OaiiTa
KaK JIeBBIN cABUT U nocnenyromuid mooutoseiii XOR ¢ '1B'. Jlannas oneparus o603HadaeTcs Kak b

= xtime (a).
IHonunomsl ¢ ko3pPpuumentamu us GF (28)

[TonuHoMBl MOTYT OBITH ompezaeneHbl ¢ koddduunuentamu u3z GF (28). B »tom cnyuae
YEeTHIPEXOANTHBIN BEKTOP COOTBETCTBYET NIOJUHOMY CTEIICHU 4.

[TomruHOMBI MOTYT OBITH CIIOKEHBI MPOCTHIM CIIOKCHHEM COOTBETCTBYIOMINX KO3(PPHUIMECHTOB.
Kak cinoxenne B GF (2°%) sBisercs no6urosiv XOR, Tak u ciioxeHue JIBYX BEKTOPOB SIBIISIETCS
npocTbiM oouToBsM XOR.

YMHOXEHHEe TMpecTaBisieT co0oil 6onee cioxHoe AeiicTBue. [IpennonokumM, 4To MBI UMEEM

nBa momiaoma B GF (29).

a(x) = a3 x3 + a2 X2 + al X + a0
b(x) = b3 x3 + b2 x2 + bl x + b0

c(x) = a(x) b(x)

OTIPEICTISIETCS CIEYIOIINM 00pa3omM

cX) = ¢6 x6 + ¢5 x5 + ¢4 x4 + 3 x3 + 2 x2 + ¢l x + ¢0
c0 = a0 * b0
cl = al * b0 a0 * bl
c2 = a2 * b0 @al * bl a0 * b2
¢c3 = a3 * bho a2 * b1 al * D2 a0 * b3

cd = a3 * bl a2 * b12 al * b3
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c5 = a3 * b2 a2 * b3
c6=a3 *b3

SlcHO, 4TO B TakoM BHUAE C(X) HE MOXXET OBITh MPEACTABICH YETHIPEXOANTHBIM BEKTOPOM.
[Tonmxkas ¢(X) Mo MOIYIIO MOJIMHOMA 4-i CTENeHH, Pe3yabTaT MOXKET OBITh TOJTMHOMOM CTEIICHU

Hwke 4. B Rijndael 310 caemano ¢ momMoImpio nojnHomMa

M(x) =x4 +1

TaK KaK

Xj mod (x4 + 1) = xj mod 4

Monynbe, monydaembli u3 a(x) u b(x), oboznawaembii d(x) = a(x) ®b(x), momydaercs

CJIEIYIOIIUM 00pa3oMm:

d = a0 * Dbo a3 * bl a2 * b2 al * b3
dl = al * b0 a0 * bl a3 * b2 a2 * b3
d2 = a2 * b0 al * bl a0 * b2 a3 * b3

d3=a3*h0®a2*hl®mal *b2®ald *h3

Omnepanusi, cOCTOSAIAA U3 YMHOKEHHSI (PMKCHPOBAHHOIO MOJHHOMA a(X), MOXKeT ObITh

3allMCaHa KAK YMHOKEHUEC MATPHUIIbI, I'1€ MaTpUla ABJACTCHA nuKJIndYeckoii. Mbl uMeeM

_d.[;._ _r:'l.[j a; a dl_ _b[)_
d, a; ag ay ap || by
dy B as a; apg ay || b
d3 a3 a; a; 2 || b;

Onucanue KPUNTOAJITOPUTMA

®opmart 0JIOKOB JaAHHBIX U YHCJIO PAYH/I0B

RIINDAEL - 3to utepaunoHHblii 6104HbIH mudp, nMeronmii apxutektypy "Ksagpat". [udp

MMeeT MEePEeMEHHYI0 JUIMHY OJIOKOB M pa3jIMyHble JUIMHBI Kitoued. lnnHa kimoda v anuHa Osoka
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MOTYT OBITH paBHBI HE3aBUCUMO JApyr oT apyra 128, 192 wmm 256 Outam. B cranmapre AES

orpeJiesieHa JUIMHa OJI0Ka JaHHBIX, paBHast 128 Outam.
Bgenem cnenyromnie 0603HaueHUS:

° NDb - unciio 32-OMTHBIX CJIOB COJIEPIKAIIUXCS BO BXOIHOM OJioke, Nb=4;
° NK - uncito 32-OMTHBIX CJIOB coAep Kamuxcs B Kiroue mudpposanust, Nk=4,6,8;

. Nr - aucno paysaos mudpoBanus, kak GyHkius ot Nb u Nk, Nr=10,12,14.

Bxonusie (input), npomexyTouHsle (state) 1 BIXOJHBIE (Output) pe3yabTaThl IpeoOpa3oBaHHiA,
BBITNIOJTHSAEMBIX B paMKax KpUOTOAJITOPUTMA, Ha3bIBAIOTCS cocTosiHusAMU (State). CocTosiHue MOXKHO
MIPEJICTaBUTh B BUJIE MPSMOYTOJIBHOTO MaccuBa 6aiitoB (puc. 1). IIpu pasmepe 6ioka, paBHom 128
ourtam, 3TOT 16-6aiiToBBIii MaccuB (puc. 2, a) umeer 4 cTpoku U 4 cronbma (Kaxkmas CTpoKa U
KaXJIbI CTOJIOCIl B ATOM Cllydae MOTYT paccMaTpUBaThCA Kak 32-paspsiaHble ciioBa). Bxomnbie
naHHbIe 171 mudpa 0003HavarTCs Kak 06aiTel cocTostHUs B mopsake S00, S10, S20, S30, SO1, S11,

S21, S31

[Tocrne 3aBepiieHUs NeHCTBUS MU(pa BHIXOIHBIC JaHHBIC MTOJYYAOTCS U3 0aTOB COCTOSHUS B

TOM ke mopszke. B obmiem ciydae uucio ctonomoB Nb paBHo minHe 610Ka, TeeHHOM Ha 32.

State

Puc. 2.8. IIpumep npencrasienus 128-paspsimHoro 6510ka TaHHBIX B BUIE MaccuBa State, rie

a,- - 0alT OJ0Ka TaHHBIX, a KAXKBIA CTONOEI] - 0JTHO 32-pa3psAHOE CIOBO

So0 | Soa Soz S03 koo Kox ke | Ko
510 | S 512 | Sw ko | ki | ke | Ky
520 521 S22 Su koo | ka | ko | Ky
S | Su 532 | Sw kg | Ky | ki | Ky
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Puc. 2.9. ®opmarsl TaHHBIX: a - mpUMep npeacrasieHus 6moka (Nb, = 4); 6 - kimoua
mmpposanus (NK =4), rae S u K - coorBeTcTBeHHO 0aliThl MaccuBa State u kito4a, Hax OASIIHecs

Ha [epPeCceUYEeHUH I-if CTPOKH U J-TO CTOJIOIA

Pucynok 2.10 nmemMoHCTpUpYET Takoe TMpEACTaBICHUE, HOCAIIEe HAa3BaHUE APXUTEKTYPHI

«KBagpary.

input State output

- . - : |
ing | ing | ing | inys Soo | So1 | Saz | Sos outy | out, | outy lout,,

iny | ins | ing | ing; S1ol S1a | $12 ] 13 outy | outs | outy ot

iny | ing | inyg | ingg S20 | $21 | $22 | 523 outy | out, \outyg oty

iny | ins | inyy | ings $30 | S3a

-
el
L]

v

-

-l

outs | out; lowly Lot s

Puc. 2.10. ITpumep npeacraBiaeHus 6j10ka B Buae MaTpuiibl 4Nb

Kirou mmdpoBanust Takke MPEACTaBICH B BUIC TNPSIMOYTOJLHOTO MAacCHBA C YETBHIPHMS
ctpokamu (puc. 2.9, 6). Uucio cToadmoB 3TOro MacCuBa paBHO JUITMHE KJIHOYa, JiejIeHHOW Ha 32. B
CTaHJapTe OINpPEICIICHBl KJIIOYH BCEX Tpex pasMepoB - 128 oOut, 192 Ourta m 256 Out, TO €CTh
COOTBETCTBEeHHO 4, 6 m 8 32-pa3psmHbix ciioBa (Wi CTONOmAa — B TaOMUYHOU dopme
npescTaBicHus). B HEKOTOPBIX ciydasx KIIY MHUQPPOBAHHUS PACCMATPUBACTCS KaK JIMHEHHBIN
MaccuB 4-0aiiToBbIX cioB. CiioBa coCcTOST U3 4 6aTOB, KOTOPBIE HAXOASITCS B OJJTHOM CTOJIOIE (TIpU

MNpeaACTaBJICHUU B BUAC MPAMOYT'OJIBHOT'O Macana).

Yucno payuaoB N, B anropurmve RIINDAEL 3aBucut ot 3nauenuit Nb u NK, kak mokasaHo B
tabn. 2.8. B crangapre AES onpeneneHo COOTBETCTBHE MEXKIY pa3MepOM KITI04a, pa3MepoM OJioka

HAaHHBIX 1 YUCJIOM PAYHJIOB IJ_II/I(I)pOBaHI/ISI, Kak IMO0Ka3aHo B TaOJI. 2.

Tabauua 2.8. Yucno paynmoB N kak ¢pyHkims ot anuasl kiroua NK u miuabt 61oka Nb

u h=4 Ny=6 h=8
=4 ( 12 1
=5 1 12 14
=8 1 14 1
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Tabmuna 2.9. CooTBeTcTBHE MEXY JUIMHOM KITI0Ya, pa3MepoM OJ0Ka JaHHBIX U YHCIIOM

payHnoB B crangapre AES

Crangapt Anuna kniova Pasmep Gnoka aakibix | Yueno paywacs
(N, cnos) (W cnos) M

AES128 10 12 14

AES19 12 12 14

AES 256 14 14 14

Paynoosoe npeobpaszosanue
Paynn cocTouT U3 uerbipex pa3Iu4HbIX IPeOOpa30BaHU:

o 3amenbl 0ariToB SubBytes() - mobaiiToBo# 1M0ACTAaHOBKU B S-0JI0Kax ¢ (PUKCHPOBAHHON
Ta0IMIEH 3aMEH pa3MEepHOCThIO 8 X 256;

o caBura crpok ShiftRows() - mo6aiiToBoro casura cTpok mMaccuBa State Ha pasjuyHOe
KOJIMYECTBO OaiT;

o nepemenmBanus crononoB MixColumns() — yMHOXeHHS CTOJIOLIOB COCTOSTHHS,
paccMaTprBaeMbIX Kak MHorownens! Hag GF(2°), na Muorounen tperbeii crenenn g(X) Mo MOIyIIIO
x* + 1;

o cnoxenus: ¢ payHnoBeiM kiarodom AddRoundKey() - nmopaspsanoro XOR ¢ Tekymim

(parMeHTOM pa3BEepHYTOTO KI0YA.

3amena 6aiimos (SubBytes). IIpeoOpasoBanue SubBytes() npencrasnser coboii HEMUHEHHYIO
3aMeHy 0aiiTOB, BBIMOJNHAEMYI0 HE3aBUCHMO C KaX/IbIM OaiiToM cocrosHusi. TaOnuibl 3aMeHbl S-
O70Ka SIBISIOTCS HWHBEPTHPYEMBIMH W TIOCTPOCHBI M3 KOMITO3UIMH  CICAYIOMIMX  JBYX

npeoOpa3oBaHuii BXOHOTO OaiiTa:

1. nomydeHue oOpaTHOrO 3JIE€MEHTa OTHOCHUTEIBHO YMHOXXEHHUS B I0JIE GF(2%), HYJIEBOM
anemenT {00} mepexoaut cam B ceOs;

2. npuMmeHeHue npeodpasosanud Hag GF 28 , OIIPEIEJIEHHOTO CIIEAYIOIUM 00pa3oM:
p peoop p Y10 P
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1
}
1
J
1
J

] [1 0001 1 1 175 [1
Bl [1 100011 1]4]]!
byl [1 1100 0 1 1Q5] |0
b§=11110001b3+0
Byl |1 1 11 100O0(b| |0
byl |01 1 1 1 1 0 0fb| |1
byl 10 01 1 1 1 1 0}bg| |1
b7{ |00 01 1 1 1 Ljb| |0

JIpyrvMH CIOBaMH CYTh TIPe0OPa30BaHHSA MOKET OBITh OIMCAHA YPABHEHHSAMH:
b’ 1=bi®b(+4)mods Db (1+5)mods®D1+6)mods® O(1+7)mods®Ci

rae Co=C1=Cs=Ce= 0, C,=C3=C4=C;= 1, bj u bj - cooTBeTCTBEHHO peo0pa3o0BaHHOE U UCXOTHOE

3Hayenue i-ro oura, i =0,1,2....7.

[lpumeHeHne omnmMcaHHOTO S-0oka KO BceM OaiiTaM cocTosiHMS 00O03HAyYaeTcs Kak
SubBytes(State). Puc. 4. wuttoctpupyeT npumeHeHne mpeodpasoBanus SubBytes() k cocrosHuio.
Jloruka paboTel S-010ka mpu mpeoOpa3oBanuu Oaiita {Xy} oTpakeHa B Tabm. 3. Hampumep,
pesynbrar {€d} mpeoOpasoBanusi Oaiita {53} HaXOAMTCS Ha MEPECEYCHHUH S5-W CTPOKU U 3-TO

croyoua.

y/— SubBytes h\sak Sai | e | 5%

10

i
S20 Sa1 S22 Sz Sa | Sa S | Sa

30 53 532 53 S0 | Sa | Sa2 | S

Puc. 2.10. SubBytes() geficTByeT Ha KaXblii OAWT COCTOSIHUS



Tabnuua 2.11. Tabnuna 3ameH S-01o0ka

y

X 0 |12 |3 |4 |5 |6 |7 |89 |a|b|c |di]e|f

0 |68 | 7c |77 |7b|f2|6b|6f | c5|30|01|67|2|fe|d7|a]|76
1 |ca |8 |[c9|7d| fa |5 |47 | f0 |ad|dd|[a|af |9 |[ad|[72]|c
2 [b7 | fd {93 |2 (36| 3| |cc|34|a5|e5|f1 |71 |d8]|31]|15
3 104 ) c7 |23 |c3|18)9% |05)9 |07 |12 |8 |e2)|eb |27 |b2)|75
4 | 09| 8 |2 [ta|1b|6e |5 |a0 |5 |3 |d6|b3 |29 |e3 |2 |84
5 | 53 [ dl [00|ed |20 fc [bl |50 |6a |chb[be|39|4a](4 |58 |[cf
6 | d0| ef |aa [fb |43 |4 |33 | 85|45 | @ |02 | 7 | 50| 3c | 9 | a8
7 |51 ) a3 )40 |8 |92|9 |38 ) f5 |bc|b6|da21]10) ff || d
8 {cd | Oc |13 |ec | S |97 |4 |17 |cd|a7|7e|3d|64]|56d]| 19|73
9 (60|81 | 4 [dc|22]|2 |90 |88 |4 |ee |DB |14 | de |5 |Ob|db
a [e0 | 32 |3 |0a[4 |06 |24 | S5 |[c2|d3]|ac |[62)91 |95 |ed| T8
b |e7 | ¢8| 37 |6d |8 |[d5|4de | ad|6c)5 |f|ea)|65)7a)ae |08
c |ba| 78|25 |2 |1c| a6 |bd | c6|e8|dd| 74| 1f | 4b | bd | 8b | Ba
d |70 3e | b5[66|48 | 03 | 6 | Oc |61 (35|57 | b9 | 8 | c1 | 1d | %
e |el | 8 )98 |11]63)dl |8 |94 [ |1e|B7|eI)|ce|5]|28]|df
f |8 |al |8 |0d| bf |e6 |42 )68 |41 |9 |2d| Of | bO | 54 | bb | 16

Ilpeoopasosanue cosuca cmpok (ShiftRows). IMocnennue 3 CTPOKH COCTOSIHUS HUKIHYECKA
CABHUTAIOTCA BJIEBO Ha pasznuuHoe yucio OaitoB. Ctpoka 1 cnBuraercs Ha C1 Gaiit, cTpoka 2 - Ha
C2 Gaiit, u crpoka 3 - Ha C3 Oaiit. 3nauenus capuroB Cl, C2 u C3 B RIINDAEL 3aBucsar or

uHb 6710Kka Ny, VIX BeTM4uHbI puBeeHBI B Ta0m. 2.12.

Tabnuna 2.12. BenuunHa casura Juist pa3Hoi IIHMHBI OJTIOKOB

Nb C1 Cc2 C3
4 1 2 3
6 1 2 3
8 1 3 3

B cranmapre AES, rae onpeseneH eIMHCTBEHHBINA pa3mep Oioka, paBabld 128 Ourtam, Cl = 1,
C2=2uC3=3.

Omnepanusi cIBUra MOCIEIHUX TPEX CTPOK COCTOSHUS 00o3HaueHa kak ShiftRows(State). Puc.

2.11 noka3pIBaeT BIMSIHAE TIPE0Opa30BaHMsI Ha COCTOSHUE.



159

State State'

00 | So1 Soz 503 @ S0 | So1 | So2 503
w0 | S | e | Sy [Emmemamat > s, | S, | Sy | S
So | S | Sw | Spy [EmwmmaG S s, | Sy | 5w | S
S| Sa | Sk | Sag @> Saz | S | Sm | Sm

Puc. 2.11. ShiftRows() nelicTByet Ha CTPOKH COCTOSIHHUS

Ilpeoopaszosanue nepemewmusanus cmonoyos (MixColumns).B srom mpeobpasoBaHuu
8 4
CTOJIOLIBI COCTOSTHHSI PACCMATPUBAIOTCS Kak MHOTOoWIeHBI Hax GF(2°%) 1 yMHOXAaOTCSI 110 MOJIYITIO X

+ 1 Ha MHOTOWIEH ¢(X), BBITJISAIAN CICIYIOIAM 00pa3oM:
g(x) = {03 }x® + {01}x® + {01}x + {02}.
3T0 MOKET OBITh MPEACTaBIEHO B MATPUYHOM BUJIE CIETYIOLIUM 00pa3oM:

see ] T02 03 01 017 s,

Sie |_ 01 02 03 O1 ( s, 02529,

( 01 01 02 03 | s,
85 03 01 01 02| s5

/i€ ¢ - HoMep cTonOIa MaccuBa State

B pesymbrare Takoro ymHOXeHust OaitTel cromoma SOc, Slc, S2c¢, S3c 3amenstorcs

COOTBETCTBEHHO Ha OalThl
S'0c = ({02} » SOc) @ ({03} » Slc) @ S2c & S3c,
S'1c =S0c @ ({02} « Slc) @ ({03} * S2¢c) ® S3c,
S2¢ =S0c @ S1lc @ ({02} * S2¢) ® ({03}  S3c),
S'3c = ({03} » SOc) ® Slc © S2¢ @ ({02} * S3c).

[IprMeHeHHe ATOW Omepalud KO BCEM YETHIPEM CTOJIOAM COCTOSHHS O0003HAYCHO Kak
MixColumns(State). Puc. 2.12 nemoHcTpupyer npumeHenue npeodpazoBanust MixColumnsQ

CTOJIOITY COCTOSTHUSI.



S2

S30

Puc. 2.12. MixColumnsQ neficTByeT Ha CTOJIOLBI COCTOSHHUSI

S'
. \ \ Oc '
Ses _b—1 MixColumns ‘-x\sm\ S'o S'os
S13 $10 Su S1c Si3
i 1 '
523 S0 | Sa g Sa
2c
i} 1 '
Sy ‘ S | Su S33
'
Sac
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Jlobasnenue paynoosozo knroua (AddRoundKey). B manHoii omepanuu payHIOBBIA KIIHOY

N00aBIsETCS K COCTOSIHUIO TIOCPEACTBOM IMpocTtoro mopaspsgaHoro XOR. PayHmoBeii Kimrou

BbIpa0aThIBACTCd W3 KIOYA INU(PPOBAHUS IOCPEICTBOM alrOpuTMa BBIPaOOTKH Kiroueil (key

schedule). muna paynmgoBoro kimouda (B 32-paspsiiHbiX clioBax) paBHa miauHe Onoka Nb.

[Ipeobpa3zoBanue, conepkaiiee godasienue nocpeactsoMm XOR payHIOBOro Kiro4a K COCTOSHUIO

(puc. 2.13), obo3naueHo kak AddRoundKey(State, RoundKey).

Soo

0c

S10

1c

520

2c

530

C

By
53
s’ 5
00 ol
g
ke s' }?’
10 11
ki3 s s
20 21
L
k23 ) (]
s s
30 i
K33

Puc. 2.13. Ilpu noGaBieHUH KITF0Ya PAyHIOBBIA KITIOY CKJIQIBIBACTCS IIOCPEICTBOM OIEPAIHH

XOR ¢ cocrogHuem
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AaroputM BeipadoTku kiaroueit (Key Schedule)

PayHIOBBIC KITIOYH TIOJYYalOTCA M3 KIF0Ya MIH(POBAaHKS TOCPEACTBOM AITOPUTMA BBIPAOOTKH
kioued. OH conepUT JaBa KOMIIOHEHTa: pacmmpenue kimouda (Key EXxpansion) u BeiOop
paynaoBoro kimoua (Round Key Selection). OcHoBomosararomiye MpUHIKIBI aJITOPUTMA BBITIISIST

CJIETYIOIIUM 00pa3oM:

o oOmiee 4ynciao OUTOB PayHIOBBIX KIIIOUEH paBHO JUIMHE OJOKa, YMHOXKEHHOW Ha YUCIIO
payHioB, iroc 1 (Hampumep, st JuiuHBL O0yoka 128 6ut u 10 paynmoB Tpebyercs 1408 oOut
PayHIOBBIX KIIIOUEH);

. KJII0Y [ poBaHUs pacIIupsieTcs B paciupennsiii kiarod (Expanded Key);

o payHIOBBIE KIIOUHM OEpyTCs M3 PACIIUPEHHOTO KII0Ya CIEAYIOIKUM 00pa3oM: MEepBbIN

payHI0BbIN K04 coaepxuT repsbic ND ci10B, BTOpO#i - cieayromire Nb ci0B u 1. 1.

Pacwupenue xnroua (Key Expansion). Pacmmpennsiii kmod B RIINDAEL mpencrabisieT
coboii muneitabiii MaccuB W[i] u3 Nb(N+ 1) 4-6aiitoBeix cios, i =0,1...Nb(N; + 1). B AES maccus

w[i] cocrout u3 4(N; +1) 4-6aiitoBbix cios, i =0,1...4(N; + 1).

HpI/IMe‘IaHI/IC. H€O6XOI[I/IMO YUYUTBIBATDH, YTO C HCJIbIO ITOJHOTBHI OIMMCAHUA 3ACCh MPUBOAUTCIA
AJITrOprUTM AJId BCCX BO3MOXKHBIX JJIMH KJ'IIO‘ICI‘/'I, Ha IMMPAKTUKCE KC II0JIHAas €T0 pCain3allvia HYKHA HE

BCErja.

HepBLIC NK cnos COJACPpKAT KIIHOY IJ_II/I(I)pOBaHI/IH. Bce ocranpHBIE CIOBa OMIpCACIIAOTCA
PEKYPCUBHO M3 CJIOB € MCHBUIMMH HHIACKCAMMU. AJ'IFOpI/ITM BI)Ipa6OTKI/I KIIOYell 3aBUCHT OT

BenmunHbl NK.

Kak moxxHo 3ametuth (puc. 8, a), mepbic NK CIIOB 3amoHSIOTCS KIIOYOM IH(GPOBAHUS.
Kaxmoe mocneayroniee ciaoBo W[i] momygaercs mocpeactBoM XOR mpenpiaymiero cioa W[i-1] u

cioBa Ha NK mo3urmii panee W[i - NK]'.

wii] = W[i - 1] @ w[i -Ny].

Jnst cioB, mo3unus kotopbix KpatHa N, nepen XOR npumensiercs mpeodpasoBanue kK W[i-1], a
3aTeM elle npubasisieTcs payHaoBas koHcTaHTa Rcon. [IpeoOpa3zoBanue peain3yeTcsi ¢ TOMOIIBIO
IBYX JONOMHHUTENbHBIX (yHkumit: RotWord(), ocymectBisitomneii noOaWToBbId caBur 32-

paspsaHoro cioBa mo gopmyie {a0 al a2 a3} — {al a2 a3 a0}, u SubWord() ocymecTristomieit
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no0aiTOBYIO 3aMEHY C MCIIOJIb30BaHKeM S-0stoka GpyHkiuu SubBytes(). 3nauenue Rcon[j] paBuo 2F

| -
. 3HaueHue W[i] B 3TOM cityyae paBHO

wl[i] - SubWord(RotWord(w[i - 1])) © Rcon[i/Ny] @w[i - Ni].

w, oW, oW, ow [ W, ow, W i W, oW ow T W, W,
Paynornii Payiosni Pay ok
KJirou ) sy | Ko 2

Puc. 2.14. IIpouenypsr:

a - pacimMpeHHs Kirouda (CBETJIO-CepPbIM IIBETOM BBIJICICHBI CJIOBA PACIIMPEHHOTO KJIIOYA,
KoTopbie (opmupyroTcs 0e3 ucrnonb3oBanus ¢yakuuii SubWord() u RotWordQ; temHo-cepsiM
I[BETOM BBIJICJICHBI CJOBAa PACHIMPEHHOIO KJIOYa, NPU BBIUYMUCICHUH KOTOPBIX HCIOJb3YIOTCS

npeodpaszosanus SubWordQ u RotWordQ);
0 - BeIOOpa paynpoBoro kiaroua st NK - 4

Boioop paynaosoro kimoua (Round Key Selection). PaynmoBblit Kirod | mojydaeTcs U3 CJIOB

maccuBa payHaosoro kiaroua oT W[NDb i] u mo W[N, (i + 1)], kak mokaszano Ha puc. 8.

Ilpumeuanue. ANTopuUTM BBIPAOOTKM KJIHOYEH MOXKHO OCYIIECTBIATH M 0€3 MCIOJIb30BaHUSA
maccuBa W[i]. [ns peanusarmii, B KOTOPBIX CYIIECTBEHHO TpeOOBaHHE K 3aHMMAeMON MaMsTH,
payHIOBbIC KIIFOYM MOTYT BBIYHCISTHCS "Ha JeTy" MOCpPEeICTBOM HCMosib30BaHus Oydepa u3z NK
cioB. PacmvpeHHBIM K04 JO0JDKEH BCEr/a Mojiydarbes M3 Kitoda MUGPOBaHUS M HUKOTJa HE

yKa3bIBaeTCsl HanpsAMyto. HeT HUKakux orpaHHYeHH Ha BHIOOD KITt04a MHU(POBaHUS.
DyHKIUA 321U (PPOBAHUSA

HIudp RIINDAEL cocrout (puc. 2.15):

® U3 HAYAJIBHOTO JOOABIIEHUS PayHI0BOTO KIIH0Ya;
e Nr- 1 payHnos;

® 3AKJIIOYMTENBLHOTO payH/a, B KOTOpoM oTcyTcTByeT omeparms MixColumns().
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Ha Bxon anroputma mojarorcs OIOKM JaHHBIX State, B Xoae mpeoOpa3oBaHHil COAECPKHMOE
O5loKa M3MEHsIeTCS M Ha BbIXOje oOpa3yercs mu(POTEKCT, OPraHU30BaHHBIA OIATH K€ B BUIE
omokoB State, kak mokasaHo Ha puc. 26, riae Nb - 4, ing u outy - m-e GaiiTel COOTBETCTBEHHO
BXOJJHOT'O M BBIXOJHOTO Oy1okoB, M =0,1...15, Sjj - OaiiT, HaxoAAIMIiCS HAa IEPECeYEHNH i-if CTPOKH

u j-ro ctonbia maccuBa State, i = =0,1..3.

[lepen HauasoM MMEPBOrO payHIa MPOUCXOJUT CYMMHPOBAHHE MO MOAYIIO 2 C HaYaabHBIM
KItouoM mudpoBaHmsi, 3aTeM - npeoOpa3oBanne maccuBa OaiitoB State B reuenue 10, 12 wm 14
payHJOB B 3aBHCHUMOCTH OT JUIMHBI Kitoda. [locieqHuil payHI HECKOJIBKO OTIMYACTCA OT
OpeAbIIYyIIMX TEeM, YTO He 3aaeiicTByeT (YHKIHMIO T[epeMelrBaHus OaiT B  crojdax

MixColumns().

BxopHo# 6nok

v

[lob6asnexune payHaosoro Knwya
AddRoundKey
3ameHa bavitos
SubBytes
Cpeur cTpok "
ShiftRows e
Nepemewneanue cTonbyos
MixColumns
[obasnexune payHRoBOro Kniova
AddRoundKey
1
v
3amena 6aittos
SubBytes
Cpgur cTpok
ShiftRows
MNepemewnsanue cTonbLoB
MixColumns
[lo6aenexue payHROBOro KN4
AddRoundKey
3ameHa 6antos
SubBytes
Cpsur cTpok
ShiftRows
Lobasnexune payHA0BOro KiloYa
AddRoundKey

v

BeixoaHoM 6n0K

Oyuruyna £,
3awndposaxusa
Rijndael

9-it payHa

10-i payHp

Puc. 2.15. Cxema ¢ynkuun E, 3ammdposanus kpuntoanroputma RIINDAEL npu Nk = Nb = 4



Puc. 2.16. Xon npeobpa3zoBaHus JaHHBIX, OPTaHU30BAaHHBIX B BUze 0yokoB State

BxodHoii 610k

my,

Myy

My

15

S,

00 01 02 03
S10 S S12 513
S20 Sa1 S22 52
S0 53 S32 $3

BbixodHoli 610K

out, | out, | outy | out,,
out, | out, out, | out,,
out, | outgy | out,, | out,,
out, | out, | out, | out
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Puc. 2.17 neMoHCTpUpYET M pacceuBalolne W IepeMeNInBaroIne cBoiicTBa mudpa. BumHo,

4TO JABa payHIa 00eCIIeYnBaIOT IOJIHOE pacCcCuBaHUC U MCPEMEIIMBAHUC.

BxodHoli 6nok

MixColumns 1-ro payHaa

ShiftRows 2-ro paynpa

MixColumns

2-r0 payHaa

Puc. 2.17. Tpunmun neiicteus kpunroanroputma RIJNDAEL,; ®  yi3Menennsiit Gaitr
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@®yHKIMA 00paTHOro pacuppoBaHus
Ecmu Bmecro SubBytes(), ShiftRows(), MixColumns() u AddRoundKey() B o06paTHOi
MOCJIEIOBATEIBHOCTH BBIIIOJIHUTh MHBEPCHBIE MM MPEoOpa3OBaHMs, MOXKHO IMOCTPOUTH (PYHKIIUIO

obparHoro pacmudpoBanus. [Ipu 3TOM MOPSIOK HMCIONB30BAHMS PAYHIIOBBIX KIIIOUCH SIBIISETCS

OOpaTHBIM MO OTHONIICHHUIO K TOMY, KOTOPBIA UCIIONIB3YETCs MPHU 3alIU(pPOBAHUY.

Hanee mnpuBomuTcs omnucaHue (QYHKUUH, OOPATHBIX HUCHONB3YEeMBbIM IPH  HPSIMOM

3amu(poBaHUH.

Oyukius AddRoundKey() obpatHa cama cebe, yduThIBasi CBOWCTBA MCIIOJIB3YEMOH B Hel

omeparu XOR.

Ilpeoopasosanue InvSubBytes. Jloruka paboThl MHBEPCHOTO S-6jI0Ka IpU IpeoOpa3oBaHUU

Oaiita {xy} oTpaxkeHa B Ta0x1. 2.13.

Ta6mmma 2.13. Tabnuia 3aMmeH HHBEPCHOToO S-0J10Ka

y

; 0 |1 (2 |3 |4 |56 |7 (8|9 |a|bi|c|d]|e]|f

0 | 52|09 |6a|[d5|30 (36 |a>|38|bf|[d)]|a3 |9 |81 |f3|dl]|Tth
1 | 7c|e3 |39 |82 % |2f|ff |87 |34 |8 43|44 [cd|de|eI|ch
2 |4 ) Th |94 |32 )|a6|c2|23|3d|ee|d |95 |0b)|42)|fa|c3]|de
3 |08 |2 |aft | 66|28 (d9 |24 |b2| 76|50 |a |4 [6d]8 |dl |25
4 |72\ |6 |64 (8 |[68|98 | 16| dd|ad |5 |cc|5 |65 |Db6| %R
S |[6c | 70|48 |50 |fd(ed|b9|da|5e|15)|46 |5 (a7 |Bd|9d |84
6 (90| d8|ab |00 |8 [bc|d3|O0aff |ed|58|05|b8|Db3|45](06
7 [d0 |2 |te | 8f |ca|3f|0Of |02|ct|a [bd|03|01([13]8 ]|6b
8 [3a |91 | 11|41 |4 [67|dc|[ea |97 | |cf|ce|f0|bd|eb|T3
9 (9 |ac |74 (22 |e7|ad|[35|8 (e | [37|e8|1c| 75 |df[|B6e
a (47| ft | 1a |71 |[1d|[29c5 |89 |6f | b7 |[62|0 |2 |18|bel|1b
b [fc |5 |3 |4 |c6(d2|79|{20|% [d|cOf[fe|78|cd|5a|H
¢ (1f|dd|a8 (33 |8 (07 (c7 |31 |bt |12([10|59 |27 |80 |ec]|5f
d (60 (51 { 7f[a)|19(b5 |4 (0d|2d|[eS|7a |9 |B|cI| % | ef
e (a0 [e0 [3b |4 |a [2a|f5 [b0O|cB|[eb|bb|3c |8 |8 |99 |61
f {17 20|04 |7 |ba|77|d6|26|el (69| 14]63]55 |21 |0C]|7d

Ilpeoopazosanue InvShiftRows. Tlocnennue 3 CTPOKM COCTOSIHHS IUKIHYECKH CIABHTAOTCS

BIIPAaBO Ha pa3nuyHoe yucio OaiitoB. Ctpoka 1 cnBuraercs Ha C1 Gaiit, crpoka 2 - Ha C2 6aiit, u
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ctpoka 3 - wa C3 Oaiit. 3nHauenus casuroB Cl, C2, C3 3aBucar ot jumHbl Oioka Nb.

Ilpeoopazoeanue

InvMixColumns. B

9TOM

npeoOpa3oBaHnU

CTONOLBI

COCTOSAHHUA

8 4
paccMmarpuBaroTcs kak MuorowieHsl Hajg GF(2° ) u yMHOXar0TCst 10 MOAYIO X + 1 Ha MHOTOWIEH

g7 (X), BBIMISASILIHA CIE/IyFOIMM 06pa3soM:

g (x) = {Ob}u® + {0d}x® + {09}x + {Oe}.

DTO MOXET OBITh MPEICTABICHO B MATPUIHOM BHUJIE CIEAYIONIUM 00pa3oM:

B PE3YIbTATC HAa BIXOJAC NOJTYIAOTCA CICAYIOIINC OalTHI

56, Oe
she || 09
By | od
'y, 0b

DyHKIUA NPAMOro pacuudpoBanus

Ob
Oe
09
0d

0d
Ob
Oe
09

09
0d
Ob
Oe

s'oc = ({0e} @ s0.) © ({0b} @ 51,) @ ({0} @ 52) @ ({09} @ 53.),
5'1c= ({09} ® 50) @ ({Oe} ® 51) @ ({0} ® 52) @ ({0d} ® 530),
"2 = ({0d} ® s0) ® ({09} @ 51.) @ ({0e} ® 52:) D ({0} @ 53.),
'3 =({0b} @ 50.) © ({0d} @ 51.) © ({09} @ 55) D ({Oe} @ 53.).

Anroput™m o0paTHOro pacimupoBaHMs, OMHCAHHBINA BBIIIE, MMEET MOPSAIOK MPUIOKEHUS

onepauui-QpyHKIui, oOpaTHBI MOPSAAKY OINEpalui B alropuTMe MNpsMOro IMu(poBaHUs, HO

HUCIOJIB3YCT TC KC IMapaMETPhI (pa3BepHYTBII7I KJ'IIO‘-I). O,[[HaKO HCEKOTOPLIC CBOMCTBA aJIropuTtMma

mudpoBanus RIJINDAEL mno3BonsioT mnpuMeHHTh [ pacliudpoBaHUS TOT Ke MOPSA0K

MPWIOKEHNS (QYHKIMH (OOpaTHBIX HCIIOJIB3YEMbIM Ui 3allM(QpOBaHUS) 3a CUET W3MEHEHHUs

HEKOTOPLIX MapaMETPOB, @ UMCHHO - PAa3BEPHYTOI'0 KJIKOYaA.

JIBa cienyromux cBOMCTBA MO3BOJISIOT IPUMEHHUTD aITOPUTM IPSIMOTO paciIu(pOBaHHUS.

[Mopsimok mpunoxkenus: Gpynkuumii SubBytes() u ShiftRows() ne urpaer pomu. To ke camoe

BepHO U s onepanuii InvSubBytes() u InvShiftRows(). OTo mporcxoauT moTomy, 4to GYHKIUH

SubBytes() u InvSubBytes() paborator ¢ Oaiitamu, a omeparuu ShiftRows() u InvShifiRows()

CABUTAIOT LICJIBIC 6aI>'ITBI, HC 3aTparuBas ux 3HAYEHMI.

Omnepanust MixColumns() siBiisieTcst TMHEWHOW OTHOCHTENILHO BXOIHBIX JaHHBIX, YTO O3HAYACT

InvMixColumns(State XOR RoundKey) =
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= InvMixColumns(State) XOR InvMixColumns(RoundKey)

OTH cBOicTBA QYHKIMHA aaropuTMa MmMUGpPOBaHUS O3BOJISIOT U3MEHUTD MOPSI0K IPUMEHEHHS
¢bynknmii InvSubBytes() u InvShiftRows(). ®yukuuun AddRounKey() u InvMixColwnns() taxxe
MOTYT OBITh IPUMEHEHBI B 00PaTHOM MOPSJIKE, HO TPU YCIOBHUHU, YTO CTONOLBI (32-OUTHBIE CIIOBA)
pa3BepHYTOTO KJroYa pacmu@poBaHUS IPEIBAPUTENBHO TPOIYIIEHBl uepe3  (PYHKIHIO

invMixColumns().

TakuMm 00pa3oM, MOKHO peain30Bath Oosee 3PGEeKTUBHBIN CrIOCO0 pacupOBaHUS C TEM KE

MOPSAIKOM MPUIIOKEHHUS (PYHKIMM KaK U B aJlTOPUTME 3a1lu(pOBaHHUS.

[Ipu hopmupoBannM pa3BepHyTOro Kiro4a MM(POBaHUS B MPOLEAYPY Pa3BEPThIBAHUS KIIHOYa

HEOOXO0MMO J0OABUTH CIEAYIOIINHI KO

Ipumeuanue. B mnocnennem omeparope (B ¢dynkuuu InvMixColumn()) mpoucxomur
peoOpa3oBaHUe THIA, TAK KaK Pa3BEPHYTHIN KIIOU XPAHUTCSA B BUAC JIMHEWHOTO MaccuBa 32-

Pa3pAIHBIX CJIOB, B TO BpEMsI KaK BXOJHOW MapaMeTp GyHKIUH - TBYMEPHBI MacCUB OaiTOB.

B Ttabm. 6 mpuBeneHa mporeaypa 3ammdpoBaHHS, a TaKKe JBa JKBUBAICHTHBIX BapHaHTa
HpOLCAYpPhl paciIu(ppOBaHUs MPH UCIIOJIB30BaHUK JBYXpayHaoBoro BapuaHta Rijndael. Ilepsbrit
BapuaHT (pyHKUMU pacmmdpoBaHus CyTh OObIYHAs WHBepcHs QyHKuuMH 3amudpoBanus. Bropoit
BapHaHT (DYHKIMHU 3aI(PpOBaHUS MOJTYYEH W3 MEPBOTO MOCIE M3MEHEHHS MOpPsAKa CIeJOBAHUS

oTepalvii B TpeX mapax nmpeoodpa3oBaHUMN:
invShiftRows — InvSubBytes (xBaxsI)
u AddRoundKey — InvMixColumns.

Ta0. 2.14. [TocnenoBarenbHOCTh TpeoOpa3oBaHuil B 1ByxpayHoBoM Bapuante RIINDAEL

DyHkuua 3awmudposa- Dyukuus obparHoro pac- 3kBuBaneHTHan GyHKUMA nNpsa-
HUS ABYXPAYHROBOIO wudpoBaHun ABYXPAYHAOBO- | MOro pacwudpoBaHus ABYyXpa-
BapwanTa RIJNDAEL ro Bapuanra RINDAEL YHOOBOTO Bapuanta RI/NDAEL
AddRoundKey AddRoundKey AddRoundKey

SubBytes InvShifiRows InvSubBytes

ShiftRows InvSubBytes InvShiftRows

MixColumns AddRoundKey InvMixColumns

AddRoundKey InvMixColumns AddRoundKey

SubBytes InvShiftRows InvSubBytes

ShiftRows InvSubBytes invShiftRows

AddRoundKey AddRoundKey AddRoundKey
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Od4eBHIHO, YTO pe3ylnbTarT mpeoOpa3oBaHUs MpPH TEPEeXoje OT HCXOMHOW K OOpaTHOM

IIOCICI0BATCIBHOCTHU BBIIIOJIHCHU onepaum?l B YKa3aHHBIX IMapax HC U3MCHUTCH.

BuaHo, 4ro mporeaypa 3amdppoBaHUS W BTOPOM BapHaHT MPOLEAYPHl pacuIudpoOBaHHs
COBIAJAIOT C TOYHOCTBHIO JO TOPSIKA HCIOIBb30BAaHUSA PAYHIOBBIX KIFOUeH (IPH BBITOJIHECHUN
onepanuii AddRoundKey), tabmui 3amen (npu BbimonHeHuu onepanuii SubBytes u InvSubBytes)
U marpuil npeobpasoBanus (npu BeimoaHeHud omeparuii MixColumns u  invMixColumns).

JlaHHBIN pe3ynbTar JeTKo 0000IINTh U Ha JIF0O0E IPYroe YHCIIO PayHIOB.

Araka “KBagpar”

Ataka "KBampatr" Obuta cmermuanbHO pa3pabortanHa mis omHoumeHHoro muppa SQUARE
(aBroper J. Daemen, L. Knudsen, V. Rijmen). Ataka UCHOJb3yeT MPH CBOEM IPOBEACHUU OaiT-
OPHEHTUPOBAHHYIO CTPYKTYpy mmndpa. YuuteBas, uro RIINDAEL ynacnenoBan mHorue cBoiicTsa
mmdppa SQUARE, sta araka npumenuma u k Hemy. Jlanee npuBeneHo onucanue ataku "Ksaapat"
npumenuteabHo K RIJNDAEL.

Araka "KBaapatr" ocHOBaHa Ha BO3MOXXHOCTH CBOOOIHOTO Moa0Opa aTaKyIOIIUM HEKOTOPOTO
Habopa OTKPBITHIX TEKCTOB JUIs MOCHEyIomero ux 3amudpoBanus. OHa He3aBHCHMA OT TaOJHUIL
3ameH Os0koB, MHOrowieHa ¢yukiuu MixColumns() u cmocoba pa3BopaurBaHus Kiroya. ITa
ataka ans 6-paynnoBoro mmudpa RIINDAEL, cocrosimero u3z 6 paynnos, sddexTuBHEe, uem
MOJIHBIA Tepedop MO BCeMy KIHOYEBOMY NIpocTpaHCTBY. llocie omucanus 6a30Boil aTtaku Ha 4-
payanoBeiiit RUNDAEL, Gyner nmoka3aHo, Kak 3Ty aTaky MOXHO MPOJUIUTh Ha 5 U 1ake 6 payHIO0B.
Ho yxe nns 7 paynnos “Kagpat” ctaHOBUTCS MeHee 3((eKTUBHBIM, YeM IMOJIHBIN niepedop.

Ipeanocbliku

[Tycts L-Habop - Takoit Habop U3 256 BXOAHBIX OJOKOB (MacuBOB State), KaKabli U3 KOTOPBIX
uMeeT 0ailThl (Ha30BEM HMX aKTUBHBIMM), 3HAUEHUS KOTOPHIX DPA3IMYHBI A Bcex 256 OJOKOB.
OctanbHble 6aiiThl (OyZeM Ha3blBaTh HX [ACCUBHBIMU) OCTAIOTCS OAMHAKOBBIMU JUIS Beex 256

610xo0B u3 L-nabopa. To ecTs:

xy- = yU- , ecnu BaWT C HOMEpOoM i) AKTMBHLIA;
Vx,yve L

xrj = yz_';' , B NPOTUBHOM Chny4ae.

Bbyny4un monsepruyteiMu o0padoTke pynkmmsamu SubBytes() n AddRoundKey() 6moku L-
Habopa JaayT B pe3yibTare Apyroil L-HaOop ¢ akKTUBHBIMU OalTaMH B TE€X K€ MO3HIUAX, YTO U Y
ucxoaunoro. ®yuknus ShiftRows() cmecTur 5TH OalTBl COOTBETCTBEHHO 3aJaHHBIM B HEH
CMelIeHHusIM B cTpokax maccuBoB State. [Tocne ¢pynkuu MixColumns() L-vabop B oOmem ciydae
Heo0s3aTeNbHO ocTaHeTcst L-Habopom (T. e. pe3yibTaT mpeoOpa3oBaHMs MOXKET IepecTaTh yIOB-

JeTBOpATH ompeneneHuto L-nabopa). Ho mnockonbky Kaxablii OalliT pesynbrara (QyHKIMU
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MixColumns() siBisieTcst nuHeitHONH KoMOuHammel (¢ 0OpaTUMBIMU KO3 GHUIIMEHTAMH) YEThIpEX
BXOJHBIX OalT TOTO K€ CTONIONA:

by =28; ®3a,;); Da,p); Day.yg); (7)

CTOJNIOCIl C €IMHCTBEHHBIM aKTUBHBIM 0aliTOM Ha BXOJIe IaCT B pe3yJbTaTe Ha BBIXOJIE CTOJIOEI]
CO BCEMH YEThIpbMsI OaliTaMu - aKTUBHBIMH.

ba3zoBas araka “KBaapar” Ha 4 paynaa

Paccmotpum L-Habop, BO Bcex O10Kax KOTOPOTO aKTUBEH TOJIBKO OAMH OaiiT. MHaye roBops,
3HAUEHHUE ITOro OaiiTa pa3nTu4HO BO BceX 256 O0Kax, a ocTajabHbIC OANTHl OJMHAKOBHI (CKaXKeM,
paBHbl HY’I0). Ilpocnenum sBomonuio 3TOoro OaiiTa Ha MPOTSHKEHHM TpeX payHaAoB. B mepBom
payuae ¢yukmus MixColumns() mpeoOpasyeT oauH aKTHBHBIM OaiT B cTOOEI M3 4 AKTHBHBIX
Oaiir. Bo BTOpoM payHme 3tm 4 OaiiTa pasoimyrcs 1Mo 4 pasIUYHBIM CTOJIOIAM B pe3yJbTaTe
npeodpazoBanus (ynakiuern ShiftRows(). ®yukmus xe MixColumns() caenyromiero, TpeTbero
payHaa mpeodpasyeT 3TH 6aiThl B 4 cToNOIa, coAepKallue akTUBHbIE 0ailThl. DTOT HAbOp BCe ele
ocraercs L-nHabopoM g0 TOoro MomeHTta, Korma oH moctynaer Ha BXxoa ¢yakiumu MixColumns()
TPETHEro payHja.

OcnoBHOE cBOHCTBO L-Habopa, Mcmonb3yemMoe 3/1eCh, TO, YTO MOpa3psiiHas CyMMa 10 MOJTYJTIO
2 Bcex OnOKOB Takoro Habopa Bcerja paBHa HYIO. J[eHCTBUTENbHO, MOpa3psAgHas cymMMma
HEAaKTUBHBIX (C OJMHAKOBBHIMH 3HAa4CHHsIMH) OalT paBHA HYIIO IO OIPEACICHHUIO OIeparun
nopazpsinHoro XOR, a aktuBHbIe 0aiiThl, ipoderas Bce 256 3HAYCHUU, TaKXKe MPH MOPa3PSITHOM
CYMMHUpPOBAaHHMH JagyT HylIb. PaccMOTpuM Temeps pe3ynpTar mpeoOpa3oBaHUs (QYHKIUEH
MixColumns() B TpeTbeM payHjae OalTOB BXOJHOK MACCHBA JAHHBIX & B OalTBI BBIXOJHOTO
MaccuBa JaHHbIX D. [TokaxkeMm, 4TO U B 3TOM CiIyd4ae mopaspsaHas CyMMa BCeX OJIOKOB BBIXOHOTO
Habopa OyzieT paBHA HYJIO, TO €CTh!

bij =& (Zaij ®3a(i+l)j ®a(i+2)j ®a(i+3)j) =

b=mixcolumns(a),acL aelL

2@ 8, ®3 D &y, @ 8.y, D g, =2-093-001-001.0=0

ael aelL (+D)] aelL

TakuM o0pa3oM, Bec JaHHbIE Ha BXOJI€ YETBEPTOrO payHja cOallaHCUPOBaHbI (TO €CThb HX
MOJHAs CyMMa paBHa HyN0). JToT OamaHc B OOLIEM clydae HapyIIaeTcs IOCIeTyIOIUM
npeoOpa3oBaHueM MaHHbIX GyHKued SubBytes().

MbI mpefmonaraeM Jaiee, 4TO YETBEPThIH payH] SIBISCTCS MOCISIHUM, TO €CTh B HEM HET
byukuu MixColumns(). Torma kaxaplii 6allT BBIXOIHBIX IaHHBIX 3TOTO PayHJa 3aBUCHT TOJBKO
OT OIHOTO 0aiiTa BXOJHBIX JaHHBIX. Eciii 0003Ha4nTh Yepe3 a 0aiiT BEIXOAHBIX TaHHBIX YETBEPTOTO
payHaa, yepe3 b O0alT BXOAHBIX MaHHBIX U 4epe3 K - COOTBETCTBYIOIIMIT OaliT payHIOBOTO KJIrOYa,

TO MOKHO 3aITnuCaTh.
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a; = SubBytes(b;) ®©k; (8)

Orcroga, mpenmonaras 3HadeHHE Kj MOXKHO IO H3BECTHOMY &jj BBIYMCIMTH Djj, a 3arem
IPOBEPUTH HPABMIBHOCTH JOTAAKU O 3HaueHHM Kjj; ecnu 3HadeHus Oaiita Djj, mosrydeHHble IpH
naHHOM Kjj He OymyT cOanmaHCHpOBaHBI IO BCeM OJoKaM (TO €CTh HE JaayT HPHU IOPa3psIHOM
CYMMHPOBAHHH HYJICBOH Pe3ylIbTar), 3HAYNT J0raka HeBepHa. [lepeGpas MakcumyMm 28 BapranTOB
OaiiTa payHJI0BOT0 KJIH04a, Mbl HalJIEM €r0 HCTUHHOE 3HaUCHUE.

[To TakoMy e MPUHIMITY MOTYT OBITH OIpEIeNieHbl U Jpyrue O0alThl payHIOBOTO Kiroda. 3a
CYET TOT0, YTO IMOUCK MOXKET MPOU3BOAUTHCS OTACTHHO (YUTAM - MapaJUIeIBHO) TSl KaXKI0TO OaiiTa
KJIF04Ya, CKOPOCTh MOAOOpa BCETr0 3HAYEHHS PayHIOBOrO KJl04Ya BeChbMa BellMKa. A MO 3HAUYEHUIO
MIOJIHOTO PayHIOBOTO KJIK0Ya, IPU U3BECTHOM aJrOPUTME €r0 pPa3BepThIBAHUS, HE COCTABISET TPyAa
BOCCTAaHOBUTH CaM HAYAIBHBIN KITFOY MTU(POBAHUS.

JloGaBJieHUe NATOr0 payHaa B KoHell 0a30Boii ataku “KBagpat”

Ecnu Oyzner noGaBneH HsTHI payH, TO 3HaUeHUs Djj mpuaeTcs BBIYUCIATH y)Ke HA OCHOBaHUH
BBIXOJHBIX JAHHBIX HE YETBEPTOrO, a MATOro payHaa. M nomonHuteabHO KpoMme OaiiTa payHIOBOTO
KIII0Ya YETBEPTOrO payHa rmepeOupaTh elie 3Ha4eHUs YeThIpeX 0aiT cTosdna payHJI0BOTO KIIH0Ya
NI TATOTO payHaa. TombKO Tak MbI CMOXEM BBINTH Ha 3HAa4eHUS COAIAHCHPOBAHHBIX OaHT bjj
BXOJIHBIX JAHHBIX YETBEPTOTO payH/a.

TakuMm oOpas3om, Temepb HaM HYKHO mepedpaTh 2% 3nauennii - 2% BapumantoB Wi 4 Gaiit
cToNbIa PayHIOBOrO KIIOYa ISITOTO PAayHAa W Ul KaXIOro W3 HUX 2° BapHaHTOB [uisi OJHOTO
OaiiTa 4eTBEpPTOTO payHaa. DTy MPOLENYypYy HYKHO OYyJeT MOBTOPUTH JJISI BCEX YETHIPEX CTOJIOIOB
naroro payazaa. [lockonmbky mpu moadope '"BepHoro" 3HaueHus OaiiTa payHIOBOTO KITIOYA
YETBEPTOr0 payHJa KOJIUYECTBO "HEBEPHBIX' KIIFOUEH YMEHBIIAETCS B 28 pa3, To paboTas OJJHOBpe-
MEHHO C TsAThI0 L-HabopaMu, MOXKHO ¢ OOJBINON CTENEHBIO BEPOSTHOCTH MPABUIBLHO MOJ00paTh
Bce 2 Gura. Ilonck Moxer MIPOU3BOJUTHCS OTACIBHO (T. €. MapajlieNbHO) AJIsi KaKIOTO CTOJIONA
KaKJ0ro U3 TATH L-HabopoB, 4TO OMSATH ke ropasao ObICTpee MOIHOTO nepedopa Bcex BO3ZMOXKHBIX
3HAYEHUN KIIr04a.

JloGaBJieHUe 111€CTOT0 payH/ia B Ha4aJi0 0a30Boii ataku “KBaapar”

OcHoBHasi ujaes 3akilo4aercd B TOM, 4YTOOBl MoaoOpaTh Takoil Habop OJOKOB OTKPBHITOTIO
TEKCTa, KOTOPBI Ha BBIXOJE IOCIE IMEpPBOro payHiaa aaBan Obl L-HAOOp C OJHUM aKTUBHBIM
OaiitoM. DTO TpeOyeT MPEeANoNOKEeHHsI O 3HAYCHWH 4YeThIpeX OallT Kiroda, HUCTHOJIb3YeMbIX
dynkiuein AddRoundKey() mepes nepBsIM payHIOM.

s Toro yToOBl Ha BXOJAE BTOPOTO payHja ObUI TOJBKO OJUH AKTHUBHBIA OAlT AOCTAaTOYHO,

4T0OBI B TIEPBOM payHJI€ OJIMH aKTHBHBIN O0alT octaBaiics Ha Beixonae GyHkimu MixColumns(). Oto
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o3Havaet, yto Ha Bxoxe MixColumns() mepBoro payHna AommkeH OBbITH TakoW cTONOEL, OAaWTHI a

KOTOpOTO 1715l Habopa u3 256 GJI0KOB B pe3ysbTaTe JHHEHHOTO MPeoOpa30OBaHUS:
blj :2a1 e93a1'+1(—9a1+2(—Bai+3'OSiSB’ (9)

rae | — HoMep CTPOKH, IJIsl OTHOTO OIPEACIICHHOTO | IaBanu 256 pa3iM4HBIX 3HAYCHUH, B TO
BpeMst KaK JUIsl KaXKJI0T0 M3 OCTANBHBIX TPEX 3HAYCHHH | Pe3ysbTar 3TOro Npeodpa3oBaHus I0JDKEH
OCTaBaThCsl MOCTOSHHBIM. Clieayst 00paTHO N0 MOPSIAKY MPUIOKEHHs (QYHKLUI npeoOpa3oBaHus B
nepBoM payHuae, k ShiftRows() nanHoe ycrnoBue HYXHO TNPHUMEHHTh K COOTBETCTBEHHO
pasHeceHHBbIM 110 cTosbam 4 Oaiitam. C yuerom npumMeHenus Gyukimu SubBytes() u crnoxenwust ¢
HpeIIoNaracMpiM 3HauYeHHEM 4-0alTOBOr0 payHIOBOTO KJIHOYa MOXHO CMEJO COCTaBIIAThH
ypaBHEHUS] W MOAOUpATh HYXKHBIC 3HAUCHHs OalWT OTKPHITOIO TEKCTa, II0JaBaeMbIX Ha
3ammpoBaHue IS TOCIEAYIONIET0 aHaIM3a Pe3yJibTara;

b; = 2SubBytes(a; ©k;; ) ©3SubBytes(ay, ;.1 @ K ay(j.1)) @
@SUbByteS(a(nz)(m) @ k(i+2)(j+2)) ® SUbByteS(a(i+3)(j+3) ® k(i+3)(j+3) ),0<i,j<3

Takum oOpazoM, Mojy4yaeM CIEAYIONIMI aaropuTM B3jnoma. Mmeem Bcero 2% Pa3IMYHBIX
3HAYCHHI a JUIs ONpeeNeHHbIX | U J. OcTanbHble 0AlThI U BceX OJIOKOB OJIMHAKOBBI (ITACCHBHBIC
OaiiThl). [IpeanonoxuB 3HaYeHUS YeThipeX OaiiT K kiroua mepBoro payHaa, mogoupaem (MCXoas U3
BBIIICONMCAHHOTO YCIIOBUsA) Habop u3 256 6yokoB. Dty 256 6510K0B cTaHyT L-HabGopom mocie
nepBoro paynaa. K atomy L-nHabope npumenuma 6azoBas ataka ains 4 paynnoB. [logoOpanHslii ¢ ee
MOMOIIIBI0 OJIMH OalT KiIroua mocienHero paynaa (ukcupyercs. Temeps moaOupaercsi HOBBINA
Habop w3 256 OnokOB s TOro e 3HadeHus 4 Oalt K wioda mepBoro payHma. Onste
ocylecTBisieTcs 0a3oBas araka, Jarolias oJuH OalT Kiroda mocieaHero paysaa. Eciam mocne
HECKOJIbKUX TONBITOK 3HAU€HUE ATOro OaiiTa He MeHseTcs, 3HAaYUT Mbl Ha BEpHOM NyTH. B
NPOTHUBHOM CJIy4ae HY>KHO MEHSTh MPEIIOI0KEHHE O 3HaUeHHH 4 0alT K KiIroua mepBoro payHpia.
Takoil anroput™ JeHCTBUI JOCTaTOYHO OBICTPO MPUBENET K MOJHOMY BOCCTAHOBJIEHHIO BCeX OAMT
KJII0Ya MOCJIEeTHEr0 payHaa.

Takum oOpa3oM, araka "Ksagpat" moxer ObITh NpuMeHeHa K 6 payHaam mudpa RIINDAEL,
SBISISICE Tpu  ATOM Oosiee 2(p(HEKTUBHON, YEeM TMOJHBIM TMepedop MO BCEMY KIHOYEBOMY
npoctpancTBy. Jlro6oe wu3BecTHOoe mpoaomxkeHue artaku "KBampat" Ha 7 um Oosiee payHIIOB

CTAHOBUTCS OoJee TPYAOCMKUM, UEM J1AKC OOBIYHBIN IMOJHBIN r[epe6op 3HA4YEHMUH KJIroYa.

IHoTounsie cucTembl M (ppoBaHUA
[Totounble mudprl 0OBIYHO AETAT HA CHHXPOHHBIE M CAMOCUHXPOHU3UPYIOIIHECS.
B cunxponHoM mnortoyHoM mmudpe mudpyromas MnocaenoBaTeIbHOCTh (raMma, KII04eBON

IIOTOK, keystream) TCHCPUPYCTCA HE3aBUCHUMO OT IMOTOKA OTKPBITOI'O TCKCTA U IMOTOKA mn(bpyeMoro
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TekcTa [6].
['enepatop TaMMbl B CHHXPOHHOW IOTOYHOM KPHUIITOCHCTEME MOXET OBITh ONHCaH
CIICIYIOLIMMHU YPaBHCHUSAMH
Si+1 = F(si),
ki = f(si),
rae S — 3HAYCHHWE BHYTpPeHHero coctosiaus (State), F — ¢ynkuust mepexomos, f — BbIxoaHas
byukiyst, Ki — ouepeiHOM JIEMEHT raMMBbl.
Hauanbnoe cocrosaue (initial state) S; moker ObITH ompenmeneHo 3 Kitoda K u BekTopa
unnimanusanun 1V (initial vector).
Llenb reHepaTopa TaMMbl — pa3BEepHYTh KOPOTKHW CIy4alHBIH K04 K B UIMHHYIO
nceBaociyyaitnyto nocienaosareabaocts (IICIT) Ky, ko, ..., Ky.

PaboTta cHHXpOHHOI KUNITOCHCTEMBI CXeMAaTUYECKU N300pakeHa Ha pucyHke 2.17.

s L F ] s [ F ]
A g ' g
| i | ;
Vk """""""" T
i Ci i [
" - S W .
N N
3amuppoBaHme pacmdpoBaHue

Puc. 2.17 CunxpoHHBIH TOTOYHBIN MWUD

B npouecce 3ammppoBaHus 3IEMEHTHl TAMMBI U OTKPBITOTO TEKCTa MOABEPraroTCs Olepalfu
XOR (exclusive OR, uckmouaroriee MJIN), B pe3ynbraTe 4ero co3aaeTcst MUPPTEKCT:

Ci = Pi @® ki.

[Tpu pacmmppoBaHUM, AT BOCCTAHOBIICHHUS OTKPHITOTO TEKCTa, MU(PTEKCT M TaMMa TaKKe
nonseprarotcs oneparmuu XOR:

Pi = Cj @ ki.

B camocuHXpoHH3UpYIOIIEMCs TOTOYHOM IH(pe raMma 3aBUCUT HE TOJIBKO OT KIII0Ua, HO elle
U OT OIPEEIEHHOTO KOJIMUECTBA HJIEMEHTOB paHee BHIYHUCIEHHOTO MIM(pTEKCTa.

I'enepaTop ramMmbl B CaMOCHHXPOHHU3UPYIOLIEHCS MOTOYHOW KPUITOCHUCTEME OIMCHIBAECTCS
CJIETYIOIM 00pa3oMm:

Si+1 = F(Ci1, Ci2, ..., Cin),

ki = f(k, Si).
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PaboTta caMOCHHXpPOHH3UPYIOMIEHCS KPUIITOCUCTEMbI CXeMaTHYeCKH M300paKeHa Ha PUCYHKE

2.18

|
|

Ly | vy
| | | £
A R [
S N Ve L
N N
3amudpoBaHue pacimudpoBaHue

Puc. 2.18. CaMOCHHXPOHU3HUPYIOMIUKACSA TOTOYHBIHN mUdP

CHUHXPOHHBIE U CAMOCHUHXPOHU3HUPYIOIIHECS TOTOYHbIE IUPBI 00Ja1aI0T KaK JOCTOMHCTBAMU
Tak W HeJocTaTkamu. lIpum HCIONB30BaHUM CHHXPOHHOTO TOTOYHOTO ImU(pa yCTPOHCTBO
3amu(poBaHUs OTIPABUTENS U YCTPOIMCTBO pacumM@poBaHus MOJydyaTenas AOKHBI padoTaTh
cuHXxpoHHO. Eciu B mporecce nepenaun ObUT MOTEPSH XOTs Obl OJUH 3JIEMEHT MHdpTEKcTa, TO
1oJiyyaTesb OOHAPYKUT JIMIIL OECCMBICIEHHBIE JaHHbIE, HAYWHAsg C TOrO MecTa, rie cOuiach
cuaxpoHm3anys. OOBIYHO CHMHXPOHHU3AIMs JOCTHUTAeTCS BCTAaBKOW B IEpegaBacMoe COOOIEHHE
CHeLMANbHBIX “MapkepoB”. B pe3ynbraTe 3TOro 35IeMeHT IU(pTEKCTa, IPONyILEeHHbIH B Ipolecce
nepeaayu, IpUBOAMUT K HENPaBUIbHOMY paciliu(poBaHHIO JUIb A0 TeX MOp, IOKa He OyaeT NPUHST
OIMH W3 MapkepoB. [lpyroe pelleHne — pEeMHUIMAIM3alns  COCTOSHMM Kak yCTPOMCTBa
3amu(poBaHus, TaK M yCTpoilcTBa pacmiudpoBaHHsl TPH HEKOTOPOM  IPEABAPUTEIHHO
COTJIACOBAaHHOM YCJIOBUHU.

CaMOCHHXPOHU3UPYIOIIMHCSA TOTOYHBIN MK(p 0071a1aeT CBONCTBOM, KaK CBUIETEIbCTBYET €r0
Ha3BaHME, aBTOMATUYECKHM CHHXPOHU3MpOBaTh ceOs. BHyTpeHHee cocTOsSHME Takoro mud@pa
3aBucHT OT N mpeaplayux 3JeMeHToB mu@prekcra. Eciau B mporecce nepenayu Obl1 HOTEPSIH WK
M3MEHEH 3JeMEHT Iu@pTekcTa, To nocie npuema N MpaBUIBHBIX MOCIEI0BATEIbHBIX 3JEMEHTOB
mu@pTEeKCTa BHYTPEHHEE COCTOSHUE YCTPOWCTBA paciiM(poBaHHUs CTAHOBUTCS HJIEHTHUYHBIM
BHYTPEHHEMY COCTOSIHMIO YCTpOMCTBa 3amM(poBaHUs, T.€. CHUHXPOHHU3ALUs BOCCTAHOBJICHA.
HenocraTkoM CcaMOCHHXPOHU3UPYIOLIETOCS MOTOYHOro Iudpa SBISETCS PpacHpoCTpaHEHHE
omnOku. JIng kaxaoro siaeMeHTa MHMQPTEKCTa, HMCKAKEHHOTO MpH Tepenade, YCTPOMCTBO
pacumdpoBanus mnpousBener N HEKOPPEKTHBIX JJIEMEHTOB TaMMbl. ClenoBaTeibHO, IOKa
VCIIOPYECHHBIN 3JIEMEHT BIUSET Ha BHYTPEHHEE COCTOSIHME, KaXIOoW ommnoOke mudpTekcTa Oyner
cooTBeTcTBOBaTh N OIIMOOK B OTKPHITOM TekcTe. CUHXPOHHBIN MOTOYHBIN MNP UMEET CBOWCTBO

HC paclupoCTpaHATb OIIIMOKH. PacmmprBaHHe HCKaXXCHHOT'O JJICMCHTA IJ_II/I(I)pTeKCTa BJIIMACT
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TOJBKO HAa COOTBETCTBYIOLIMM 3JIEMEHT OTKPBITOTO TEKCTa. XOTS TaKOE€ CBOMCTBO MOXKET
MOKa3aThCsl JKEJNATENbHBIM, Y HEro €CTh M Jpyras CTOpoHa. B 3ToM ciiyyae orpaHuyuMBacTCs
BO3MOKHOCTh OOHAPYXEHUS OMMOKH NpH paciu(poBaHum, HO YTO eile 0oyiee BaKHO, TPOTUBHUK
MMEeT BO3MOXXHOCTh IPOU3BECTU YIPABIsSEMble M3MCHCHUS B YacTH IMHMQPPTEKCTa, COBEPIICHHO

TOYHO 3Has, KAKHMC 3TO BBIBOBCT USMCHCHHA B COOTBCTCTBYIOIIEM OTKPLITOM TCKCTC.

IoTouHbIe pexxuMbI 0J10YHBIX IIM(POB

Jiis  pa3nuyHBIX CHTYyalldd, BCTPEYAIONIMXCS HA MPAKTHKE, pa3padOTaHO 3HAYUTEIHHOE
KOJIMYECTBO PEKUMOB palbOThl OnoYHBIX IMGPOB. Mcmonb3yst HEKOTOPBIH M3 HUX, OJOYHBIE
mudpel MOXXHO peanu30BaTh KaK CHHXPOHHBIE WM CAaMOCHHXPOHU3UPYIOIIMECS MOTOYHBIC
mu@psI.

Jlnst 3apyOekHbIX cTanaapToB Oounoro mudposanus DES (Data Encryption Standard) u AES

(Advanced Encryption Standard) cyiiecTByrOT ClIeIyIOIIHE OCHOBHBIC PEKUMBI:

o PesxxuM snextporHoi kogoBoii kauru, ECB (Electronic Code Book).

o Pexxum crerienus 6okos mudprekcra, CBC (Ciphertext Block Chaining).
o Pexxum obpatHoit cBsizu o mudprexcry, CFB (Ciphertext Feedback).

o Pesxxum oOpartHoi cesizu 1o Beixoay, OFB (Output Feedback).

o Pexum cuerunka, CTR (Counter mode).

B pexxumax OFB u CTR Omounsiii mmdp padboTaeT Kak CHHXPOHHBIA MOTOYHBIA MHUGP, a B
pexxume CFB — kak caMOCUHXPOHU3UPYIOILUICS.
OteuecTBeHHbIN cTanaapT OnouyHoro mm@poBanuss ['OCT 28147-89 moxer paboraTh B

CIIEYIOIIUX pexXUMax:

. Pexxum npocToii 3aMeHBlI.

. PexxuM raMmmMupoBaHus.

o PexxuM raMMupoBaHus ¢ 0OpaTHOMN CBSI3BIO.
. PexxuM BbIpaOOTKM UMUTOBCTAaBKH.

B pexume rammupoBanus anroputm mudpoBanus [OCT 28147-89 paboraeT kak CHHXPOHHBIN
MOTOYHBIA  MmHMpp, a B pEeKUME TaMMHpPOBaHUS ¢  OOpaTHOM  CBSI3pIO —  Kak

CaMOCHHXPOHU3HPYIOLIUICS.

CrpourtenbHble 0JIOKM NOTOYHBIX M (POB
PaccMoTpuM OCHOBHBIE 0JIOKH, UCTIOIB3YEMBbIE /1JIs1 IOCTPOEHUS MOTOYHBIX HIHU(POB.
Perucrpsl caBura ¢ 00paTHoOi CBA3BIO

boapmuHCTBO OPpCAJIOKCHHBIX 0 HACTOAIICTO BPEMCHHU aJITOPUTMOB IMOTOYHOTO I.HH(i)pOBaHI/ISI
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TaK WX UHA4YC OCHOBAHLI HA UCITIOJIb30BAHUU PETUCTPOB CABHIA C 06paTHOﬁ CBA3bIO.

Peructp cnBura ¢ obpatnoii cs3pto (feedback shift register, FSR) cocrout u3 nByx wacreii:
peructpa casura u GyHKIUH 00paTHOU CBsi3u (PUCYHOK 3). Peructp caBura mpeicTaBisier coOoii
HOCJIeI0BATENbHOCTh OMTOB. J[IMHA perrcTpa CIBHra BhIpakaeTcs ymcioM OuroB. Eciam minHa
peructpa paBHa N OuTam, PETUCTp HAa3BIBAIOT N-OMTOBBIM perucTpoMm casura. llpum kaxmom
M3BJICUEHUH OuTa BCe OMTHI PErHCTpa CABUTA CABUTAIOTCS BIpaBo Ha 1 mo3unumio. HoBbli crapmmit
OUT paccUMThIBACTCS Kak (DyHKIMS OT BCEX OCTANbHBIX OMTOB permcTpa. Ha BhIxOome perucrpa

ciBHra okaspiBaercs 1 owur [4, 6].

bn-1| bn 2 bn—3 by | by b0 —>

Y Y Y _ VY
DyHKIMST 00paTHOM CBS3U

Puc. 2.19. Peructp ciBura ¢ 00paTHON CBSI3bIO
PerucrTpsl cABura c JinHeiHoil 00paTHOM CBA3bIO
K npocreiiniemy Ty FSR oTHOCHTCS peructp ciapura ¢ JTuHeWHOH oOpatHoi cBs3bio (linear
feedback shift register, LFSR) [4]. ITomasisroriee OOJBUIMHCTBO HIPEIIOKEHHBIX 0 HACTOSIIETO
BPEMEHH I€HEPATOPOB TOTOYHOTO MHU(POBaHMS TaK WU WHAaYe ocHOBaHO Ha LFSR.

Ha 510 cymiecTByeT HECKOIBKO PUYUKH:

. LFSR xopo1io noaxoasr i annapaTHoil peanusanuy;
. LFST moryTt npou3BOJUTh MOCIEI0BATENIbHOCTH OOJIBIIOTO EPHO/A;
. LFSR  Moryr mnpou3BOAMTH  IOCIEAOBAaTENbHOCTH C  XOPOLIMMH

CTaTUCTUYCCKHUMU CBOﬁCTBaMH;

. LFSR MoryT ObITh JIETKO MPOAHATU3UPOBAHBI C IOMOIIIBIO aIreOpanvdecKux
TCXHHUK.
. LFSR miuHbI N COCTOUT U3 N 3J€MEHTOB 3aJepKku (sueek) by 1, bn o, ..., by,

Do, KaXIBIH U3 KOTOPHIX MOXKET XPAHUTh OJIUH OUT M UMEET 10 OJTHOMY BXOJY U BBIXOIY.
Hcxonnoit nnpopmanueit 1is nocrpoeHust LESR sBnsiercst o6pasyromuii MHOrowieH. CTeneHpb
3TOr0 MHOTOWIEHA OMpEeNeNsieT Pa3psAIHOCTh PErucTpa CABHUra, a HEeHyJeBble KOI((UIMEHTHl —
XapakTep OOpaTHBIX CBs3eil (HOMepa OTBOJOB CHUTHAJOB OOpaTHOM cBsi3u). B obmem ciyuae
JIBOMYHBIN 00pa3yroIIuii MHOTOYJICH CTEIICHH n uMeeT Bu [6]:
n
c(X) = D C;X' =1+CiX+CaXo+ ... + CrtXn1 + Con,
i=0

rmecCh=C=1,¢e€ {0, 1} mmaj=1,...,(n—1).
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B of0meM cinyyae ABOMYHOMY OOpa3yrolieMy MHOrO4WIeHY C(X) COOTBETCTBYET JIBE CXEMBI:

®dubonayum (pucynok 4) u 'anya (pucynok 2.20).

bnfl bnfz bnf3 e ] b2 b1 bO

Puc. 2.20. LFSR, cxema dubonauun
Ha kaxmaom TakTe paboTsl cxembl PUOOHAYYN COACPKMUMOE PETUCTPA CABHTAeTCS BIIPABO HA
oauH 6WT, Tak 4to by = by wia 1 =0, ..., (n — 2), a cogepxumoe 0-0if stueiiku by moctymaer Ha
Beixo7 LEFSR. HoBoe coxepsxumoe (N — 1)-oit stueiiku b 1 paccuuThiBaeTcst Kak CymMma 1o MOAYITIO 2

NpeAbIAYLINX COCTOSTHUH OIIPCACIICHHBIX SYCCK

[Ipu ¢; = 1 ymHOXeHHE Ha Cj PaBHOCUJIBHO HaIM4Yui0 OOpaTHOM cBsizu, mpu Ci = 0 —
OTCYTCTBHIO.

Cxema 'anya npencraBiena Ha pucynke 2.21.

bn—l

AnY Fn IR
o 6 6
] T

A - <

Puc. 2.21. LFSR, cxema ['anya

Ha kaxxpom Takte paboThl cxembl ["anya cogep>kuMoe perucTpa cJIBUra CIBUTAeTCsl BIIPaBO Ha
1 6ut Tak, uro bj = bi+; @ boCn i, a comepxumoe 0-oii stueiiku by moctynaer Ha Beixoq LFSR u B (N —
1) siueiiky peructpa, T.€. bn_1 = bo.

n-6utoBblii LFSR MoxeT Haxomuthcs B ogHoM u3 (2" — 1) BHYTpPEeHHHX COCTOSHHUIA. DTO
3HAYUT, YTO TEOPETUYECKHM TaKOH pPETUCTp MOXKET T'€HepUpoBaTh ICEBAOCITYYaHHYIO
nocineoBareabHoCTh ¢ nepuogoM (2" — 1) 6uros. (I1o uncno pasuo (2" — 1), a He 2", MOCKONBLKY

3anoinaenrne LFSR HYJISIMU BJICYCT BBIBOJ PCTrUCTPOM OCCKOHEUYHOM IOCJICA0OBATCIbHOCTHU Hyﬂeﬁ,
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9TO COBEPIICHHO Oecrolie3HO0.) ToMbKO MpHU OMpeeIeHHBIX MOCIeA0BaTeNbHOCTIX 0TBO0B LFSR
LMKIMYECKH TIpoiizieT depe3 Bce 2" — 1 BHYTPEHHHX coCTOsHUiA. Takue perucTphbl Ha3bIBAIOTCS
peructpamu LFSR ¢ wmakcumanbHbiM niepuojioM. I[lonmyuuBmIMiics BbIXOJ Ha3bIBAlOT M-
MIOCJIEI0BATEIbHOCTBIO.

s obecrieyeHust MakcUMalbHOro nepuoaa KoHkperHoro LFSR, coorBercTByromuit
MHOTOWJIEH, OOpa30BaHHBI M3 TMOCJIEIOBATEIBHOCTH OTBOJOB PETUCTPA, JOJDKEH OBITh
MPUMHUTUBHBIM 110 MOYITH0 2. CTereHb MHOTOUICHA SIBJISIETCSI JUTMHOM peructpa casura [4, 6].

Kak Ob1 HE OBLT XOpoIIO MOA00paH MoJIMHOM oOpaTHOM cBs3M, LFSR ocraercs nuHeitHBIM
YCTPOHCTBOM. A Takue yCTPOHCTBA OOBIYHO JIETKO MOJAAIOTCA KPUNTOAHATU3Y HE3aBHCUMO OT
TOT0, HACKOJBKO MHOTO IapaMeTpOB COXpaHseTcs B TaliHe. B coBpeMeHHOW KpUOTOTpaduuecKon
mutepatype LFSR camu mo cebe He peKOMEHIYIOTCS B KaueCTBE T'€HEPaTOPOB ICEBIOCITYYalHbBIX
A PYONIUX MOCIEI0BaTEILHOCTEH [6].

Peructppet LFSR camm mno cebe sBIsIOTCA XOPOLIMMM TI'€HEpaTOpaMH ICEBIOCIyYallHbIX
[IOCJIEI0BATENbHOCTEH, HO OHM 00JIaJal0T HEKOTOPbIMH HEXKEIATEeIbHBIMU HECITy4alHBIMU
cBoiictBamu. [locnenoBarenbHble OUTHI IMHEHWHBI, YTO JeNIaeT UX Oecronae3HbIMU I UG POBAHHUS.
Buytpennee cocrosture LFSR mymHbBI N onpezenseT cleAyronue n BEIXOJAHBIX OUTOB TeHepaTopa.
Haxxe ecnu cxema oOpaTHOW CBSI3U XpaHUTCA B CEKpETe, OHA MOXKET OBITh ompejaeneHa mo 2N
BBIXOJHBIM OWTaM reHepaTopa C MOMOIILI0 BhICOKOd(h(ekTrBHOTO anroputMma bepiekamma-Maccu
[4]. B 10 ke BpeMms moaaBisioliee OOJBIIUHCTBO PEATbHBIX KOHCTPYKIUHM Ui MOTOYHOTO

mmdpoBanus ctpoutcs Ha ocHoBe LFSR [6].

I'enepatopnbl Ha ocHoBe LFSR
[MoTtounsie mudpst Ha ocHoBe LFSR noapasnensitor Ha [4]:
. CHUCTEMBI C T€HEPAaTOPOM C PABHOMEPHBIM JBUKEHUEM PETUCTPOB;
. CHUCTEMBI C T€HEPaTOPOM C HEPABHOMEPHBIM JBUKEHUEM PETUCTPOB.

B reneparope ¢ paBHOMEPHBIM JIBHKEHHEM PErMCTPOB KaXKIbIH pa3 JJI MOIYYEHUS HOBOTO
o6urta cienyer ogHOKpaTHO caBUHYTh LFSR. BrixomHolt OuT mpencraBiseT co0oil (yHKIHIO
HekoTopbix OuToB LFSR. I'eHepaTopbl ¢ paBHOMEpPHBIM ABH)KEHHEM B CBOIO OUEPE/b JIENIATCS Ha

[4, 5]
o KOMOWHUPYIOIIUI reHepaTop;
. GuIbTpyIOIKii reHepaTop.

KomMmOuHupyromuii reHeparop (pUCyHOK 6) COCTOUT M3 HECKOJIBKUX MapajlIeIbHO pabOTArOIINX

LFSR, BBIXO/pI KOTOPBIX MOCTYIAIOT HAa BXOJ HEKOTOpOW OyneBod QyHKImK f, KOMOMHUpYOLICH

9TU BBIXOAbI JIA TCHCPALIMU KIIFOUCBOI'O ITOTOKA.
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Puc. 2.22. KomObuHupyromuii reueparop
Kiro4oM COOTBETCTBYIOMIETO MOTOYHOTO IMdpa SBISETCS HAYABbHOE 3allOJIHEHHE KaXKIOTro
perucTpa, pexe — HadallbHOE 3aN0JHEHUE U (DYHKITUU OOPATHBIX CBS3CH.

PesynbTar paboThl KOMOMHHUPYIOIIETO FeHEPAaTOPa MOYKHO MPEICTABUTH B BUJIE

k, = f(uil,ui"’,...,ui”),
rie Kj — I-blif OMT KJIF0YEBOTO MOTOKA, IPOU3BOIMMOT0 T€HEPATOPOM;

N — konuuectBo LFSR;

Uy — i-b1it 6urT, reHepupyembiii j-bim LFSR.

OwipTpyromuii  reHeparop (pucynok 2.23) cocrout u3 omHoro LFSR. Jlns reneparuun

KJIFOUEBOTO TOTOKA MCIOJNB3YeTCsl HEeJMHEiHas QyHKIMs f, Ha BXOJ KOTOPOW TMOAAIOTCS 3HAUYCHHSI

HekoTopbIX siueek LFSR. @ynkius f B aTom ciryyae Ha3piBaeTcst puibTpyromeit GyHKIueH.

Ki

Puc. 2.23. ®unsrpyroniuii reaepaTrop
KirouoM cOOTBETCTBYIOIIErO MOTOYHOTO MIM(pa SABISETCS HAYaJbHOE 3all0JIHEHUE PerucrTpa,
pexe — HayaJlbHOE 3aM0JIHEHUE U QYHKIMS 0OpaTHBIX CBSI3EH.

Pesynbrat paboThl PUIBTPYIOLIETr0 reHepaTOpa MOKHO MPEJCTaBUTh B BHJIE

ki = f(Uil,Uiz,...,uin)a
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rne K — I-bIif OMT KJIF0YEBOTO MOTOKA, IPOU3BOIUMOTO T€HEPATOPOM;

n — muHa LFSR;

uij — cocrosiHue j-oi sueiiku LFSR.

JUis TOro 4roObl MOJNYYUTh KIIOUEBYIO I1OCIEA0BATEIbHOCTh, OO0JANAIONIYI0 XOPOIIMMHU
CTaTUCTHMYECKUMH CBOWCTBAMH, HEOOXOIuMO uToObl oOpatHble cBsi3u B LFSR  Obutn
cOpMHpPOBaHEI B COOTBETCTBUM C TNPUMHUTUBHBIMH MHOTOWICHAMH, a KOMOMHHpYIOLIas |
¢ubTpytomas GpyHKIHK GOPMHPOBATIM PABHOMEPHO paclpeieIeHHbIE I0CIEJ0BATEIbHOCTH.

[Tapamerpsr LFSR u xomOuHMpytomeid u GribTpyromeil GpyHKIHH OOBIYHO OOIIEH3BECTHBI,
CEKPETHBIMU SIBISIFOTCS HauyanbHbIN cocTostHusl LFSR, 3aBucsmume ot ximroua. IToaromy nensro
OOJIBIIMHCTBA aTaK HA KOMOMHUPYIOIIKE U (QUIBTPYIOIINE TEHEPATOPHI SIBISETCS BOCCTAHOBIICHHUE
HayalbHbIX cocTossHMM Bcex LFSR.

OuIbTPyOIUI TeHepaTop MOXKHO paccMaTpUBaTh KaK YacTHBIM ciydail KOMOMHHPYIOLIETO
reHeparopa, y koroporo Bce LFSR onunakoBbl, a HauanmpHOe coctosinne LFSR-i coBmamaer c
cocrosiuueM LFSR-1 Ha i-om Takte pabotel. Ho, MOCKOIBKY KPUNITOAHAIHM3 ITUX CXEM HECKOJIBKO
pasnuyaercsi, NPUHATO pPacCMaTpUBATh 3T CXEMbl KaK JIBa pPa3jM4YHBIX TUIIA TE€HEPATOpOB
KJIFOUEBOTO MOTOKA.

[IpumepamMu KOMOWHHUPYIOIIErOo TeHepaTopa sBISIIOTCSA: reHeparop ledde u reneparop

Jlxennunrca. [pumepom puibTpyromiero reneparopa siBisieTcst anroputM Nanoteq.

Perucrpsl cABUra ¢ HeJIMHEiTHON 00PATHOM CBA3BIO

Kak yxe roBOpHIIOCH BBIIIE, PETUCTP CIBHUTa ¢ OOPATHOM CBS3BIO COCTOMUT U3 JIBYX YaCTEW:
peructpa cipura u GyHKIMH oOpaTHOU CBs3M. B kadecTBe QyHKIIMM OOpaTHOM CBS3U BBICTYIACT
nrobas OyneBa ¢pynkius f or N nepemenHsIx. B cinydae, korga gyHkuums odpatHoii cBs3u f nmuHeiiHa,
pPETUCTp CIBUTA HA3bIBAETCSl PETUCTPOM CHBHMra ¢ JHHEHHOW oOpartHoil cBs3pio (LFSR), B
NPOTUBHOM CJIy4ae — PEruCTpOM CIBHra ¢ HETHMHEHHO#N oOpatHO# cBs3bio (non-linear feedback

shift register, NLFSR).

Perncrpsl caBura ¢ 00paTHoOi CBA3LIO N0 NMEPEHOCY
Peructp casura ¢ obpartHoii cBs3bio o mepenocy (feedback with carry shift register, FCSR)
naromuHaer LFSR [4]. B 060ux HCHONB3yeTcst perucTp cABUra u GyHKIUsS 0OpaTHO# CBSA3H, HO B

FCSR monomHUTENsHO MPETyCMOTPEH eIle U PETUCTP MepeHoca (PUCYHOK 8).
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Pucynox 2.24. Peructp casura FCSR
Ha pucynke 2.24 3nHak X 0o3Ha4aeT LEIOYUCICHHOE cliokeHue. ColepKUMOe perucTpa cJBura
COCTOMUT U3 N OUT, 0003HAYEHHBIX D1, bn o, ..., by, bo.

Pabora FCSR onmceiBaeTest ciemyronmm oopasom [6]:

n
1. Beruucnsercs cymma o, = chbnfk +m.
k=1
2. Copnepxumoe peructpa caBUraeTcsa Ha oJHy Mo3uuuio Bipaso. Conepxumoe

KpaiiHeit npasoii stueiiku FCSR by mocTymaet Ha BBIXO/I.

3. PaccunThiBaeTCsl HOBOE COIEPIKUMOE KpaiHe# j1eBoi stueiiku bn 1 = oy (mod
2).
O, — a‘n O,
4, B perucrp nmepenoca 3amucheIBacTCsS HOBOE 3HAUYEHHE M = — = >

Peructpom mepeHoca ciyXHUT 4uCllo, a He OUT. Pa3mep perucrpa nepeHoca J0JKeH ObITh HE
menee l0gqt, rme t — kommyecTBo 0TBOMOB. Hampumep, ecnu oTBOJa ABa, TO PEruCTp MEepeHoca
OJTHOOMTOBBIN, a €CITH OTBOJIOB YETHIPE, TO PETUCTP MEPEHOCA IOJIKEH COCTOSTh U3 2 OHT.

MakcuManbHBIA TIEPUOJT TOCIeIoBaTeNIbHOCTH, TeHepupyemoit FCSR, paBen (C — 1), tme € —
yuciio obpaTHo# cBsizu (connection integer) FCSR. Yucmo C ompezensieTcss 0TBOJaMH 0OpaTHOM
CBSI3U:

c=cn" +Cna2" . 2t -1

[MocreoBaTeIbHOCTh MaKCUMaJbHOTO mepuona, reHepupyemas FCSR, HaswsiBaetcs |-
HOCIIeI0BATENBHOCTEIO. |-mocnenoBarensHocTh renepupyercss FCSR ¢ umnciom obpatHoi cBsizu C,

IJIL KOTOPOro 2 ABasAeTCA KOpHEM IMPUMUTUBHBIM.
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IHoTounsbie MU@pPLI
O0o3HaueHnst
Hwxe ucnonb3yroTces cienyronme 0003HaueHus:

o +: (x +y) o3nagaer x +y (mod 2%), rie 0 < x < 2¥ n 0 <y < 2%,

@: nopaspsinHoe uckmoyaroiee MJIN (XOR).

®: mopaspsanoe U (AND).

. &: nornueckoe U.

. ||: KOHKaTeHaITHSI.

. >>: omeparop CABUIa BIIPaBO. X >> N O3HAYAET, YTO X CABUIAacTCs BIIPABO HA
n Our.

. <<: omeparop CABHUIa BIEBO. X << n O03HAYaeT, YTO X CIABUTAcTCs BIEBO HA n
our.

U >>>: ornepaTop UUKINYECKOrO CIBUTA BIPABO. X >>> n o3Hayaer ((X >>n) @

(x << (32 -n)), rme 0 <n<32,0<x<2*

U <<<: omeparop IMKINYECKOIro CIBHra BJIEBO. X <<< n o3HaudaeT ((Xx << n) @
(x >> (32 —n)), rme 0 <n<32,0<x<2%

o B: (x B y) o3rauaer x — y (mod 512).

o Al 6Go3nauaer Gurs ¢ g o h mepemeHHOH A.

IoTounsbiii mmgp HC-128

[Motounsni mudp HC-128 [6] — ynpormiennas Bepcus motounoro mmdpa HC-256 mns 128-
ouroBoro ypoBHs Oe3omacHoctu. HC-128 — mpocroidi u cBOOOIHO IOCTYNMHBIA MIHP,
OpPMEHTUPOBAHHBII Ha mporpaMMHyo peanuszanuto. [lotounsiii mmpp HC-128 ucnomssyer 128
OUTOBBIE KJIIOY M BEKTOp MHULIManu3auuu V.

HC-128 cocrout W3 JBYX CEKPETHBIX TaONMIl, Kaxaas W3 KOTOPBIX conepxutr 512 32-
paspsAmHBIX eMeHTa. Ha KaxIoMm miare OAWH DJEMEHT TaOJWIBl OOHOBISIETCS C IMOMOIIBIO
HeJIMHEHHON QyHKIMM 0O0paTHOI cBsi3U. Bee aneMeHThl 3THX ABYX TaOIHIl OOHOBIISIOTCS KaXK]Ible
1024 mara. Ha kaxxaom miare, HenuHeHHON (QyHKIMeNH (QuabTpalMy BbIXOAA FEHEPUPYETCS OJUH
32-pa3psiTHBINA BBIXOHOH OJIOK.

Nuannmanusanus

[Tponecc nannumanuzanuu HC-128 coctout B pacimpeHny Kiro4a U BEKTOpa HHUIMATU3AlUY B
tabmuubl P u Q (mogo6Ho SHA-256) u BeimmonHenun nukia mudpoBanus (1024 paza), Oes
TeHEPallMy BBIXOTHON MOCIIEOBATEIBHOCTH (BBIXOJHBIE TTOCIIEI0BATEIILHOCTH UCTIONB3YIOTCS IS

obnorienus P u Q).
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B mporiecce MHUIIMANTHA3ANUN BBITOTHSIOTCS CIICAYIOIHE IIIary:
1. Iycers K = Ko||Ky||K2||Ks 1 1V = IV|[IV4]|IV2]|IV3, tae Ki and IV o6o3navator 32-6utoBbIe

yucia. Kirou u 1V pacmmpsirores B maccuB Wi (0 <1 < 1279):

K. 0<i<7

W, = IV, g 8<i<i15
f,W,_,)+W.,_, + f,(W_ . )+W _, +i 16<i<1279

rae Gyukmuu fi(X) u f2(X) mpu X = X3||X2||X1||X0, (X — 32-OuTHOE CI10BO, X0, X1, X2, M X3 — YETHIPE
OaiiTa. X3 U Xg 0003HAYAIOT COOTBETCTBEHHO CaMbIi CTapmuii OalT M caMblid MJaAmIMAA OalT
BEJIMYUHBI X) ONPEAETISAIOTCS KaK

fi(x) = (x>>>7) ® (x >>>18) @ (x >> 3),

f2(X) = (x >>> 17) @ (x >>> 19) @ (x >> 10).

2. O6HOBHTH TabmuIEl P u Q maccuBom W.

P[i] = Wis286, 1151 0 <1 <511,

Q[i] = Wiszes, mis 0 <i < 511.

3. Bommonuute nuki mmdposanus 1024 pa3a u UCMONB30BaTh BHIXOHBIE [TOCIIEOBATEILHOCTH

JUTSI 3aMEHBI 3JIEMEHTOB TAOJIHIIBI CIACAYIOIUM 00pa3oM:

fori=0to 511 do
P[i] = (P[i] + g1(P[iE 3], P[iE 10], P[iB511])) ® hy(P[iB 12]);

fori=0to 511 do
Qli] = (QIi] + g2(Q[iE 3], Q[iE 10], Q[iE511])) @ ho(Q[iE 12]);

riae Gynakmmn gi(X), 92(x), h1(x) u ha(X) mpu X = X3||X2|[X1|[Xo ompenemnsirores kak

Q% ¥, ) = (x>>> 10) ® (2 >>> 23)) + (y >>> 8),

9a(X, ¥, 2) = ((x <<< 10) @ (2 <<< 23)) + (y <<<8),

ha(X) = Q[xo] + Q[256 + Xz],

h2(X) = P[xo] + P[256 + x2].

Hns pyakuuu hy(X) tabnuia Q wucmonb3yercs kak S-6ok. Jis ¢yakmmn hy(x), Tabnuna P
UCHOJb3yeTCsl Kak S-OJI0K.

[lporiecc WHWUIMANU3aMKM  3aBepIieH, W MmH(p TOTOB K TEHEpAalWu  KIOYEBOH
MOCJIeIOBATEIBHOCTH.

I'eHepanus KJII0O4YEBOI0 NMOTOKA

Ha kaxmom 1miare, oOHOBIISETCS OJIUH AJIEMEHT TAaOMUIIbl, U TeHEPUPYeTCcs OJuH 32-OUTOBBII
OJIOK BBIXOJHOW TMOCJIEIOBATENBHOCTU. S-OJIOK HCHONb3yeTcsl JUIs TEHEepalud TOJbKo 512
BBIXOJIHBIX TIOCJIEOBATEIILHOCTEH, 3aTeM OH OOHOBIsieTcs 3a ciemnyroniue 512 mrara. Ilpomece
reHepanuy KitoueBor mocnenoBareabHocTH HC-128 ommceiBaeTcs CIEIYIONIUM TICEBIOKOIOM

(pucyHok 1).
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i=0;
repeat {
j = 1 mod 512;
if (i mod 1024) < 512

PLj) = P+ (25 30, 101, BT5 s11):
s; = h(P[7 121) ® P[71;

i

}
else { = =

=
olj1 = oty + 9(007 31, o7 101, o[F 5111);
s; = hy(Q[J7 12]) @ Q[Jj];

Pucynok 1. IIceBnokoa reHepaiuu KIFOYEBON OCIEI0BATEIIBHOCTH
Si — 32-OMTOBBI BBIXOAHOM OJOK Ha I-M Iare Ipolecca TIeHepalud KI0YCBOU

IIOCJICIOBATCIIBHOCTH.

MoTounsrii mm¢pp Rabbit

Anroputm Rabbit B kauecTBe BXOJHBIX TaHHBIX UCMONB3YeT 128-0UTOBBINA CEKPETHBIN KIIIOY U,
ecau HeobOxomumo, 64-6utoBbiii Bektop IV [6]. 3a omHy wutepanuio reHepupyeT Omok 128
ncepnocnydaiiapix  O6ut. lludpoBanue/pacmmppoBaHie TPOU3BOIUTCS IYTEM CIOXEHHUS T10
moaymto 2 (XOR)  creHepupoBaHHOW  TCEBAOCTYyYaHOW  IOCJIEIOBATEIBHOCTH  C
OTKPBITHIM/3alIN(POBAHHBIM TEKCTOM. Pa3mep BHYTpeHHEro coctosHus — 513 OUT, MOJeNeHHbIX
MEXAY BOCbMBbIO 32-pa3psIHbIMH TEPEMEHHBIMU COCTOSHUSI, BOCBMbBIO  32-pa3psIHBIMU
CUETYMKAMH ¥ OJHUM OHTOM TIepeHOoca. DT BOCEMb IEPEMEHHBIX COCTOSHHS OOHOBIISIOTCS
MOCPENICTBOM BOCHMH TAPHBIX HEMMHEHHBIX (QyHKIHA. CUETUNKN TapaHTHPYIOT HUKHIOK TPAaHHILY
Ha JUIMHE TIepuojia /Uil HePEMEHHBIX COCTOSHUS.

BHyTpeHHee cocTosiHME MOTOYHOro mudpa coctouT u3 513 OutoB. 512 OGUTOB pa3aeneHbI
MEXKAY BOCBMBIO 32-pa3psIHBIMH INEPEMEHHBIMH COCTOSHHUS Xji M BOCBMBIO 32-pa3psIHBIMU
HEepPEeMEHHBIMH CUETUYHKA Cjj, TAE Xji — ICPEMEHHAsI COCTOSIHUS J-Oi MOICUCTEMBI B i-0i HTepanuy, a
Cji 0003Ha4aeT COOTBETCTBYIOIIYIO NEPEMEHHYIO CUeTYMKA. Takxke €CTb OJUH OUT CUETYHMKA IO
MEPEHOCY ¢J7i, KOTOPBIA JOJIKEH COXPAHATHCS/HAKAIUIMBATHCA MEXKIY WTEpalUiIMH. DTOT OUT
CUETUMKA M0 MEePEeHOCY MHULIHAIU3UPYETCs MyTeM OOHYyNeHus. BoceMb nepeMeHHbBIX COCTOSHUS U
BOCEMb CUETUYHUKOB (POPMHUPYIOTCS U3 KITI0YaA MPU MHUITUATU3AIIH.

Nuauumnanuzanus

ANTOPUTM MHHUITHATN3NPYETCS pa3BopaurBaHueM 128-0MTOBOTO Kilt0Ya B BOCEMb MEPEMEHHBIX
COCTOSIHUSI U BOCEMb CYETYMKOB TaK, YTO €CThb B3aMMHO OJHO3HAYHOE COOTBETCTBUE MEXKIY
KJIFOUOM U [IEPEMEHHBIMH HAUaJIbHOT'O COCTOSIHUA Xjj U HA4YaJIbHBIMU 3HAYEHUSIMU CUETUHUKOB Cj .

Kimou K270 paszeneH Ha BOCEMb 16-OMTOBBIX TIOIKITFOYECH:

kO — K[15..0] kl - K[31..16] . k7 — K[127"112].

*
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HepeMeHHBIe COCTOSIHUA W CUCTYMKA HWHUIHUAIIU3UPYIOTCA U3 HOIIKHIO‘IGP'I CJICAYIOIIUM

obpa3zom:
i j+1mod8 ” k JJIs1 YE€THBIX |
30 .
j+5m0d8 ” k J+4mod8 JJIs1 HCUCTHBIX J
n
X _ ]+4m0d8 “ k j+5mod8 JJI1 YCTHBIX J
0 -
” k (j+1mods)’ JJIs1 HCYCTHBIX |

YToOBl YMEHBIIUTh KOPPEISALMIO MEXITY OMTaMH KJIt0ua U OMTaMH IEPEMEHHBIX BHYTPEHHETO
COCTOSIHMSI CHCTEMa TOBTOPSIETCS 4YEThIpE pa3a, B COOTBETCTBUH C (YHKIMEH CIIEIYIOMEro
COCTOSIHMSI, OTIpe/IeieHHON panee. HakoHel, mepeMeHHbIe CUeTYnKa MOBTOPHO MHULIUATUZUPYIOTCS
COTJIACHO BBIPAXKEHUIO:

Cj4 = Cj4 @ X(j+4 mod 8),4

JUIS BCEX J, 4TOOBI MPEJOTBPATUTH BOCCTAHOBIICHHE KJIIOYa OOpaTHBIM MpeoOpa3oBaHHUEM
CHUCTEMbI CUCTUHKA.

O06o03HauMM BHYTPEHHEE COCTOSHUE IIOCIE€ NPUMEHEHHUS CXEMbl YCTAaHOBKHM KIIOYa Kak
OCHOBHOE cocTosiHue. [IyCTh KOMHS 3TOr0 OCHOBHOT'O COCTOSIHHS Oy/I€T U3BMEHEHa B COOTBETCTBUU
co cxemoi ycraHoBkH |V. Cxema ycranoBku |V uaMeHnsier cocrosiHue cuerynka kak GpyHkuus V.
Oto peanusyercs nyrem npumeHeHus omeparuu XOR k 64-OutoBsiM IV u Bcemu 256 Outamu
cocTosHUs cueTurka. 64 6uta IV o6osmauarorcs VIS Cuerunxu msmensrorcs CJIe1YIOLLUM
o0OpazoM:

Coa = Cos @ IVEHOL

Cla=Cra® (IV[63..48] I |V[31..16]),

Co4=C24 ® |V[63"32],

Cou=Caa ® (IV[47..32] I IV[15..0]),

Caa = Cag ® IVELO,

Csa = Cs4 ® (IV[63..48] I IV[31..16])1

Cou = Cos ® |\/163-321

Cr4=Cra® (IV[47..32] I IV[15..0]).

YroObl caenaTh BCe OWUTHI COCTOSIHMS HEIMHEWHO 3aBHUCIIIMMUA OT BceX OutoB |V cucrema
MOBTOpPSiETCSl 4eThIpe pa3za. Moaudukanus cuyerynka ¢ nomoiisio |V rapantupyer, 4to Bce 264

Pa3JIMIHBIC BCKTOpa v NPUBCAYT K YHUKAJIBbHBIM KIIFOUCBBIM IMOCJIICAOBATCIIBHOCTAM.
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I'enepauus KIHOYEBOro MOTOKA

SAnpom amroputma Rabbit sBiseTcss mTOBTOpeHHWE (QYHKIMH BBIPAOOTKH CIEAYIONIETO
COCTOSIHMS, ONPEIEIEHHON yPaBHEHHAMU:

Xo,i+1 = Qo,i + (97, <<< 16) + (6,i <<< 16),

Xyi+1 = 91 + (Qoi <<< 8) + g7,

X2,i+1 = 02, + (91,i <<< 16) + (Qo,i <<< 16),

X3i+1 = O3 + (G2,i <<< 8) + gy,

X4,i+1 = Qai + (93 <<< 16) + (92, <<< 16),

X5i+1 = G5 + (9a,i <<< 8) + 03,

Xe,i+1 = Uo,i + (95,i <<< 16) + (a,i <<< 16),

X7,i+1 = 07, + (96,i <<< 8) + Usj,

03 = (% + C1i1)” ® (3 + €y2)* >> 32)) mod 27,

IJIe BCE ONEPALMH CIOKEHHS IPHBOISTCS 110 MOALYIIO 2°2. DTa IBOIiHAs CHCTeMa [IPUBEICHA Ha
pucynke 2.25. Ilepen kax10it uTepanueil CUETINKY YBETMUUBAIOTCS B COOTBETCTBUH C OMHUCAHHBIM

HUKE ITPABUIIOM.

Puc. 2.25. I'paduieckoe npecTaBIeHUE CUCTEMBI
PaboTa CUETYHKOB ONpeIeNIAeTcsl CIEAYOMUM 00pa3oM:
Coji+1 = Coji + @0 + ¢ mod 2%,
Cri+r = Cpji + 8 + ¢hjvr mod 2%,
Coji+1 = Coji + 8 + w1 Mod 2%,
Caji+1 = Caji + 8 + vt Mod 2%,
Cajiet = Caj + 8o + a1 Mod 2%,

_ 32
Csi+1 = Cs + g + ¢hyjvy Mod 27,
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Coirt = Co,i + 80 + ¢s+1 Mod 2%,

C7i+1 =C7j+ ag + ¢ is1 Mod 2%

e OUT CYeTYHKA I10 TIEPEHOCY ¢ i+1 381aH BBIPAKCHHEM
1 &feecy +a,+¢, 22 Aj=0

$ia=11 &hééc, +a,+¢,,, 22”2 j>0
0 4 anad ifoaétilo feo+ayd

KpoMme TOro, KOHCTaHThI &j OIPEIEIeHbI KaK:

ap = 0x4D34D34D, a; = 0xD34D34D3,

a, = 0x34D34D34, a; = 0x4D34D34D,

as = 0xD34D34D3, as = 0x34D34D34,

as = 0x4D34D34D, a; = 0xD34D34D3.

[Tocie ka0 UTEPALMK PE3YIILTAT U3BJIEKAETCS CIIEMAYIONIMM 00pa3oM:

Si[15..0] _ X([)l,iSI.O] ® Xgl..ls], Si[31..16] _ X([)::’»il..16] @ Xg%is..o]’

Si[47..32] _ X£1’i5..o] ® ng’:’il..lﬁ], S[63..48] _ X£3’il..16] @ XE[>J,-i5”O]’

Si[79..64] _ XE?"O] @ X1[3_1..16], S[95..80] _ Xz[ls,il”lﬁ] @ Xglf"'o],

Si[111.96] _ X([Sl,iSI.O] ® XE,il..le], Si[127..112] _ Xf[s,il.le] @ [}is..o]_

IMorounsiii mudp Salsa20

SAnpom mmdpa Salsa20 sBusercs xem-GpyHkuus ¢ 64-6alTOBBIM BXOAOM U 64-0aliTOBBIM

BbIX0JIOM [6]. Xemr-GyHKIHS B peKUMeE CUETUMKA HCIOJB3YeTCsl Kak MOTOYHBIN mudp: Salsa20

mudpyer 64-0aliTOBBIN OJOK OTKPBITOIO TEKCTa XEUIMPOBAHUEM KJIOYa, B JAaHHOM Ciydae, U

HoMepa 0J10Ka, CKJIaibIBast pe3yabTar no Moaymo 2 (XOR) ¢ OTKPBITBIM TEKCTOM.

Xeumr-pynkmus Salsa20
Xem-pynkuus Salsa20(X) onpezensercs ClIeyIOIUM BhIpaXKECHUEM:

Salsa20(x) = x + doubleround*°(x),

rIc Kaxaas 4-0aiiToBast MOCJICAOBATCIIBHOCTE X pPacCMaTpUBACTCI KakK CJIOBO B cbopMe

littleendian.

Ecmu b = (bg, by, by, bs) — 32-6utosoe cioBo, rae bs u by 0003HaYaIOT COOTBETCTBEHHO CaMbIit

cTapiuuii OalT U camblii MiTaaInid OalT BeaTUunHbI b, TOorma

littleendian(b) = 2%*bs + 2*°b, + 2%b; + by
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Oyukumsa  doubleround(X) BblUMCHsSeTcs TyTEM  MOCIEIOBAaTENBHOTO TPUMEHEHHS K
MOCJIE0BATENBHOCTH X U3 16 cnoB (cioBo — 32-0utoBblil dnemeHT) (ynkuumii columnround(X) u
rowround(x):

doubleround(x) = rowround(columnround(x)).

Oyukuumii columnround(x) u rowround(X) B cBOIO odepeab CTPOSATCS HAa OCHOBE (YHKIUH
quarterround(y). ®yuxrus quarterround(y) onepupyer mocae10BaTeIbHOCTSIMU U3 4 CIIOB.

Eciu y = (Yo, Y1, Y2, ¥3), Torma quarterround(y) = (zo, 21, Z, Z3), T1€

21 = Y1 @ ((Yo +Y3) <<<7),

22 =Y @ ((z1 + Yo) <<<9),

23=Y3 @ ((z2 + 1) <<< 13),

Z0=Yo @ ((23 + Zz) << 18)

@yHkuuio quarterround MOXHO NPEACTABUTh KaK U3MEHEHUE Y CIeNYIOLIMM 00pa3oM: cHadaia
yl HU3MCHSCTCA Ha Z;, 3aTEM Y2 HU3MCHSCTCA Ha Zp, 3aTEM y3 U3MCHSACTCA Ha Z3, 3aTEM yo HU3MCHSCTCA
Ha Zo. Ka;moe HU3MCHCHHEC SABJISICTCSA O6paTI/IMbIM, TaKUM o6pa30M, BCs (bYHKI_II/IH ABIACTCA
o0paTuMoii.

Oyukuwms rowround(y) onepupyer mocieI0BaTeIbHOCTSIMU 13 16 CIoB.

Ecaun y = (Yo, Y1, Y2, V3, ..., Y15), TOrAa rowround(y) = (2o, 21, Z2, Z3, ..., Z15), T1Ii€

(20, 71, 22, 23) = quarterround (Yo, Y1, Y2, ¥3),

(25, z6, 27, 24) = quarterround (ys, Ye, Y7, Ya),

(210, 212, 8, Z9) = quarterround (Y10, Y11, Vs, Y9),

(215, 212, 713, Z14) = quarterround (Yis, Y12, Y13, Y14)-

Mo3kHO NpEeACTaBUTb BXOQ (yo, Y1, . y15) B BUJC KBaHpaTHOﬁ MaTpulbI:

Yo Y1 Y2 Y3
Yo Y5 Yo Yy

yB y9 le yll
y12 y13 y14 y15

Oynaknus rowround W3MEHSET CTPOKH MATPHUIBI TapaUIeIbHO, TPOIYCKas MEPECTaHOBKY
KaKI0U cTpoku uepe3 pyHkuuto quarterround. B mepBoii ctpoke dynkius rowround u3MeHseT Y1,
3aTeM Yo, 3aTeM Y3, 3aTeM Yo; BO BTOPO CTpoke (QyHKIUS rowround U3MEHSET Vg, 3aTEM Y7, 3aTEM Ya,
3aTeM Ys; B TpeTbei cTpoke GyHKIms rowround W3MEHSET Y11, 3aTe€M Yg, 3aTeM Yy, 3aTeM Yio; B
YeTBEPTOU cTpoKe (QyHKIHS rowround U3MEHSET Y12, 3aT€M Y13, 3aTEM Y14, 3aTEM Yis5.

Oynukmms  columnround(X)  Takke kak wu QyHkums  rowround(y)  omepupyet
MOCJIEeI0BATEIBHOCTSIMU U3 16 CIIOB.

Ecmu X = (Xo, X1, X2, X3, ..., X15) Toraa columnround(x) = (Yo, Y1, Y2, V3, ..., Y15), TJI€

(Yo, Ya, Ys, Y12) = quarterround (Xo, X4, Xs, X12),
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(Ys, Yo, Y13, Y1) = quarterround (Xs, Xg, X13, X1),

(Y10, Y14, Y2, Y6) = quarterround (X0, X14, X2, X16),

(Y1s, Y3, Y7, Y11) = quarterround (Xis, X3, X7, X11).

OkBuBaneHtHas dopmyna: (Yo, Va, Vs, Y12, Y1, Y5 Yo, Y1z Y2, Y6 Y10, Yias Y3, Y7, Vi1, Yis) =
rowround(Xo, X4, Xs, X12, X1, X5, X9, X13, X2, X6, X10, X14, X3, X7, X11, X15).

Mo:xHO npeacTaBuTh BXoA (Xo, X1, ..., X15) B BUAE KBaIpaTHOM MATPHUIIbIL:

Oynkiuss  columnround ¢ 3TOrOo  pakypca  MPENCTAaBISCTCS  IPOCTO  3aMEHOM
(TpancnionnpoBanuem) ¢pyHkuuu rowround. dynkmus columnround, H3MEHSET CTOIOIBI MATPHILIBI
napajuieNIbHO, TPOIYCKas IEePECTAHOBKY KaXIoro croibma dyepe3 ¢yHkuio quarterround. B
nepBoM crouidre, GpyHkus columnround u3MeHseT Vi, 3aTeM Yg, 3aTeM Y12, 3aTeM Yp; BO BTOPOM
ctosnbue, pyHkius columnround U3MEHSIET Yo, 3aTeM Y13, 3aT€M Yi, 3aTEM Ys; B TPEThEM CTOJOILIE,
¢dyakmus columnround W3MEHSET Y14, 3aT€M Yo, 3aTeM Ye, 3aTe€M Yi0; B YETBEPTOM CTOJOIIE,
dbyskus columnround u3MeHSET Y3, 3aTEM Y7, 3aTeM Y11, 3aTEM Yis.

HNuanuunaan3anus

Eciu xmrou K — 32-0aiiroBas wim 16-0aiitoBas mocieqoBaTellbHOCTh, a IV — 16-6aiiToBas
0CJIeI0BaTEIbHOCTD, Tora Salsa20k(iV) siBiseTcst 64-6aiiTOBOM MOCIIE0BATEIbHOCTHIO.

Omnpenenum o = (101, 120, 112, 97), o3 = (110, 100, 32, 51), o, = (50, 45, 98, 121), u 63 =
(116, 101, 32, 107). Eciu Ko, ki, iv ssBastroTcst 16-0aiTOBBIMH MTOC/IEIOBATEIBHOCTSIMU, TOT/IA

Salsa20x, , (iv) = Salsa20(co, ko, 61, 1V, 62, K1, G3).

Omnpenenum 1o = (101, 120, 112, 97), 11 = (110, 100, 32, 49), 1, = (54, 45, 98, 121), u 13 = (116,
101, 32, 107). Ecnu K, iv sBasiroTcst 16-0aiiTOBBIME MTOCIIEIOBATEIBHOCTSIMH, TOT1a

Salsa20y(iv) = Salsa20(to, k, 11, 1V, 12, K, T3).

KoHcTaHThl GpG10203 M ToT1T2T3, paBHbI “expand 32-byte k” u “expand 16-byte k” (8 ASCII)
COOTBETCTBEHHO.

®ynkuus mmppoBanus Salsa20

[yctb kK — o910 32- wim 16-0aiiTOBBIA CEKpeTHBIH K04, IV — 8-0alWTOBBIH BeEKTOP
UHHIIMATTM3AMH, M — OTKPbIThIA TekcT. Toraa mudpoBaHue MOCISIOBATEILHOCTH M U POM
Salsa20 ¢ momoIbI0 BEKTOp MHUIMAIM3auu IV Ha kiroue K, obo3Hauaercs Salsa20k(iv) @ m —
M poBaHHbINA TeKCT. JInOO M MokeT ObITh MU(POBAHHBIM TEKCTOM, B citydae, koraa Salsa20y(iv)

@ m sBasgeTCA HNCXOJHBIM OTKPBITBIM TCKCTOM.
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MoTounsiii mmugpp SOSEMANUK

Sosemanuk — cuaxponHblii motounsiii mudp [6]. udp Sosemanuk HUCIONB3YET MPUHIKITHI
0a30BOil KOHCTpYKIHMH MoTtoyHoro muppa SNOW 2.0 mnpeoOpazoBanust OyioyHoro mudpa
SERPENT. ITosTomMy pa3pabOTUMKH PEINIM, YTO HA3BAHKUE 3TOTO MH(pa JOIKHO OTHOCUTHCS U K
SERPENT u k SNOW. OnHako, U3BECTHO, YTO CHEXHBIX 3MEH HE CYIIECTBYIOT, T.K. 3MEH JHOO0
BIIAJAIOT B CIISIUKY, JHOO MepeMenialoTcsi B Oosee Tersble cTpaHbl Ha 3uMbl. C Ipyroil CTOPOHBI
Sosemanuk — momyssSIpHbIi CHIOPT, B KOTOPBINA HTPAIOT BOCTOYHbBIC KaHaACKUE ieMeHa. OH COCTOUT
B OpOCKe JEpEeBSHHOW MajKyd MO Cyrpo0y Kak MOXHO aanbine. Ero HazBanue Ha s3bike Cree
O3HavaeT snowsnake, Tak Kak majika Ha CHEry rmoxoxka Ha 3mero. Kwakweco-Cime win — BapuaHT
TOM k€ caMOM UTPBI, HO JIJIsl Ha3BaHUs MKdpa HEe MOXOAUT.

Sosemanuk — CHHXPOHHBIH MOTOYHBIH IMMIKU(P, OPUECHTUPOBAHHBIA HA MPOrPAMMHYIO
peamzanuio. PazMep kimroda Bapbupyercs Mexay 128 m 256 Outamm. YTBepiKIaeTcsi, 4TO IPH
mo00# uHe Kiova gocturaercs 128-OutHast Ge3omacHOCTh. Sosemanuk CTpeMHTCS yIIydIIMTh
SNOW 2.0 B nByx oTHomieHusix. Bo-mepBbix, B Sosemanuk wn30eraroTcsi HEKOTOpPbIE CBOICTBa
CTPYKTYpPBI, KOTOpPbIE MOTYT MPOSIBUTHCS KaK MOTEHIMANbHbBIE ciabocTh, aaxe eciau mupp SNOW
2.0 ¢ 128-OMTHBIM KIIOYOM COTPOTUBIISIETCS BCEM MW3BECTHBIM HamaJeHUsIM. Bo-BTOpBIX,
3(p(HEeKTHBHOCTh YIIydIlIeHA OTHOCHUTEIIFHO HECKOJIBKMX apXHUTEKTYp, YMEHBIICHHEM pa3Mepa
BHYTPEHHEIO COCTOSIHHMS, TaKMM 00pa3oM Jomyckaercs Ooiiee MpsMoe OTOOpakeHHe HaHHBIX
OTHOCHUTENILHO PErucTpoB mporeccopa. Sosemanuk Takke TpeOyeT MEHBIIEro KOJIUYEeCTBa
CTaTUYECKUX JaHHBIX; COOTBETCTBEHHO 00Jie€ HHU3KOTO WCIOJIb30BAHUS KOIIA JAaHHBIX, YTO
MIPUBOJUT K JIydlllel paboTe Ha HEKOTOPBIX apXuTekTypax. Jpyroe noctonHcTBo Sosemanuk — To,
4TO €ro Mpoleaypa YCTAaHOBKH KJII0Ya OCHOBaHa Ha COKPAIICHHONW BepCHUH OIOYHOTO Imdpa
SERPENT, ymy4mas KJIacCMYECKHE TMpOLENypbl WHHULIMAIM3ALMU M C TOYKH 3PEHHUS
3(PEKTUBHOCTU U C TOUKH 3PEHUST OE30MACHOCTH.

SERPENT wu ero npou3Boanbie

SERPENT — Omounsrii mmdp, npennoxeHHsldi B kadectBe AES kanmummara. SERPENT
pabotaer ¢ 128-0uTOBBIMU OJOKaMH, KOTOpbIE pa30MBAIOTCS Ha YeThipe 32-pa3psAHBIX CIOBa, a
3aTeM OOBEAMHSIOTCS B TaK Ha3biBaeMoM ‘‘cekinoHHOM’ (“bitslice”) pexume. Takum obpazom
SERPENT moxet ObITh omnpesesieH Kak mudp, padorarouuil ¢ 4eTBepkoil 32-OUTOBBIX CIIOB. MBI
HyMmepyeM BxojHble U BbixogHble ueTBepku SERPENT’a ot 0 1o 3, u numem um B nopsiake: (Ys,
Y2, Y1, Yp). Yo — camoe Miajiiee cJIOBO, COAEpIKallee MIaaiine paspsabl 32-yX 4-OUTOBBIX
BXOMHBIX maHHBIX I S-0moxoB SERPENT’a. Ilocie toro xak BeixogHoii morok SERPENT’a

3amuchiBaeTcss B 16 0ailToB, B 3Ha4eHHs Y; 3alHUCHIBAIOTCS B COOTBETCTBHHU CO CJIEAYIOIIAM
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ycloBHBIM oOo3HadyeHueM littleendian (BHawane camblii Miaammii 6aiiT), u cHavana BEIBOIUTCS Yo,
3areM Y1, M Tak jajiee.

N3 SERPENT pa3paboTuuku onpeaenviva 1Ba MPUMUTHBA 110 uMeHu Serpentl u Serpent24.

Hukner SERPENT’a cocTosT u3:

o no0aBIIeHNs MOAKIIIOYA TOpa3psAHbIM UcKiIrodaromuM win (XOR);

J OpUMEHEeHHs S-0JI0Ka, KOTOpO€ 3aKiIiouaeTcs B psAle  MOPa3psIHbIX
KOMOMHAIMi MeXAy 4eTblppMs oOpabaTbiBaeMbIMM 32-OMTOBBIMHU  CJIOBaMH, B
cekmoHHOM pexume (bitslice mode);

J JUHEHHOro  OMEKTUBHOIO  Npeo0pa3oBaHMs, KOTOPOE  PABHO3HAYHO
HeckosbkuM XOR’aM, caBuram M LMKIMYECKUM CIBUTAaM B CEKIMOHHOM pPEXHME
(bitslice mode).

Serpentl — omun paynng mmdpa SERPENT, 6e3 no0aBieHus Kioya W JTUHEHHOTO
npeodpazoBanua. SERPENT ucnonb3yer BoceMb pa3iuyHbIX S-0JIOKOB, TPOHYMEPOBAHHBIX OT Sp
10 Sy, pacCuMTaHHBIX Ha 4-OuTOBBIE cioBa. MbI ompenenseM Serpentl kak mpuMeHeHHe Sp, B
cekroHHOM pexkume (bitslice mode). Oto Tpernii S-61okoBbIii ypoBenp mmppa SERPENT.
Serpentl ucnonp3yeT B KaueCcTBE BXOAHBIX JaHHBIX 4YeTblpe 32-OUTOBBIX CJIOBA, U BbIpabaThIBAET
yeTblpe 32-OUTOBBIX CJI0BA B KAUECTBE BBIXOAA.

Serpent24 — sto SERPENT, cokpamieHHsblii 10 24 payHa0B, BMECTO TOJIHON 32-X payHIOBOMH
Bepcun SERPENT. Serpent24 cooterctByer mepBbiM 24 paynaam mmdpa SERPENT, npuuem
nocienHuil (24-it) payHI NONHBIA — ¢ JUHEHWHBIM mnpeoOpazoBanueM U XOR’om ¢ 25-piM
noaxiouoM. Jlpyrumu cinoBamu, 24-plii payHza Serpent24 SKBHBAJEHTEH TpPUIALATh BTOPOMY
paynny mmdpa SERPENT, 3a uckitoueHHeM TOro, 4To COAEPXKHUT JMHEHHOEe MpeodpazoBaHuE U
ucnonb3yer 24-piii u 25-pit mogkmroun  (32-p1i w1 33-mit moaxmioun B SERPENT).

CoOTBETCTBYIOIIICE YPaBHEHHE TOCIEIHEr0 payHaa mpuBeaeHo B [32 Serpent]
Ry(X)=L sz{x ® Kzsj D Ko

Serpent24 ucrnonb3yeT TOAbKO 25 128-O0MTOBBIX MOAKIIIOUEH, KOTOPBIE SIBISIFOTCS MIEPBBIMU 25
MOJIKJIIOYaMH, MPOU3BOISIIMMUCA B COOTBETCTBUM CO CXEMOM pa3BOpauMBaHuUs Kitoya IHdpa
SERPENT. B Sosemanuk Serpent24 ncnoib3yeTcsi Ha 3Tare WHUIMAIM3AMUU, TOJIBKO B PEKUME
mmmdposanus. [Ipu pacmuppoBaHUM HE UCTIOTB3YETCS.

Nuanumanusanus

[Iponecc nanmmanm3anuu Sosemanuk pa3ouT Ha JBa 1Iara:

o CXeMa pa3BOpauMBaHUs KJIHO4a, KOTOpas MoJBepraer oopaboTKe CEeKpEeTHBII

KJIFOY, HO HE 3aBHCHT OT BEKTOpa MHUIMaIu3anuu 1V,
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. n00aBJIeHHE BEKTOpa HHUITMAIM3auu |V, KOTOpoe UCIIOIb3YEeT BBIXO] CXEMBI
pa3BopaunBaHus Kiro4a u Bektop V.

TakuMm 00pa3oM, MHUITUATU3UPYETCS BHYTPEHHEE COCTOSIHUE MOTOYHOTO mudpa.

VYcTaHoBKa KII0OYa COOTBETCTBYET CXEME pa3BOpayMBaHHUs Kioua B Serpent24, KoTopas
npou3BoauT 25 128-6mtoBhix monkirouei, kak 100 32-0uToBbIX cioBa. OTu 25 128-OMTOBBIX
MOJKIIIOYEH WIACHTUYHBI TIEPBBIM 25 128-0MTOBBIM MOIKIIOYAM, POU3BOISIIIMMCS B COOTBETCTBUU
C IpocToil cxemoi pazpopaunBanus kiroua B SERPENT.

SERPENT nomyckaer mwoOyio JIMHY Kiao4ya JHHY OT 1 g0 256 OWTOB; cleoBaTelbHO,
Sosemanuk moker paboTarh C TOYHO TakUMH >ke Kitouamu. OpHako, Tak kKak Sosemanuk
cTpeMutcst K 128-0uToBOI 0€30MacHOCTH, JITMHA €ro KItoua JO0JKHA OBITh MO KpailiHed mepe 128
ouros. IlosTomy, 128 OuToB — cranmaptHas JuMHa Kiova. [loanepxuBaercs modas AIMHA KITI0Ya
ot 128 OutoB no 256 6utoB. Ho, ypoBeHb 0€30mMacHOCTH BCE K€ COOTBETCTBYeT 128-OuToBOM
6e3omacHocTH. JlpyruMu CIIOBaMU, HCIIOJNIB30BaHHE OoJiee IMHHOTO CEKPETHOTO KI4a He
rapaHTUpyeT obecreueHne ypoBHs 0€30MacHOCTH, OOBIYHO OKUIAEMOr0 OT TAKOTO KITHoYa.

Bekrop IV sBnsiercst 128-0utoBbiM 3HaueHneM. Vcmonb3yeTcs B KauecTBe BXo1a sl OJI0YHOTO
mmdpa Serpent24, WHUIMATU3UPOBAHHBIA B COOTBETCTBMU CO CXEMOH pa3BOpAuMBaHUS KIOYA.
Serpent24 coctout u3 24 payHI0B, UCHOJIB3YIOTCS BbIXOAbI 12-r0, 18-rO0 M 24-rO payHnoB. Mbl

0003HaYUM ITH BBIOJIbI CJICAYHOIIIUM o6pa30M:

o (Y5'2, Y22, Y1*, Yo'?) — Boixox 12-o0ro payHua;
o (Y5™®, Y2, Y1*8, Yo'®) — Beixos 18-oro payma;
. (Y524 Y22, Y12, Yo?*) — BeixOx 24-0r0 payHza.

BbIxon kakIoro payHjaa COCTOMT M3 4YeThIpeX 32-OMTOBBIX CIIOB, OEpYIIMXCS TOJIBKO MOCIE
JTUHENHOTO TMpeoO0pa3oBaHUs, 3a HCKIIOUYEeHHeM 24-0ro payHnaa, AN KOTOPOTO BbIXOA Oepercs
TOJIBKO IIOCJIe 0OaBICHUS 25-0r0 IOAKIII0YA.

OTH 3HAYEHUS UCTOJB3YIOTCS Il WHULMAIM3AIMN BHYTPEHHETO COCTOsIHUA Sosemanuk’a co
CIICAYIONIMMHU 3HAYCHUSIMHU:

(7, Ss, S, S10) = (Y37, Y22, Y12, Yo'9)

(Ss, S6) = (Y118, Y318)

(51, 2, S3, S4) = (Y324, YV,24 v 2 Y024)

R1p = Yo'

R2y = Y,™
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I'enepauus KIHOYEBOro MOTOKA

Jnst hopMHpOBaHMS BBIXOJIHBIX 3HAYCHUH Z; MCTONB3yeTcsi KoHeuHbld aBTomar (FSM, Finite
State Machine) u gynkius Serpentl.

Koneunsrii aBromatr (FSM) — kxommoHeHT ¢ 64 OuTamMu TNaMsaTH, aHAJIOTHYHBIA IBYM 32-
outoBeiM peructpam R1 u R2. B kaxnom mrare FSM Geper B kadecTBe BXOJHBIX JIaHHBIX
HEKOTOpble cioBa M3 cocTosHus LFSR; oOHOBmser OMTHI mamsaTH W TPOU3BOIUT 32-OMTOBBIN
Bbixoa. FSM onepupyet coctosiuuem LFSR B MoMenThI Bpemenu t > 1 cienyromum odpa3om:

FSMt: (R1t1, R2¢ 1, St+1, Stss, St+0) — (R1;, R2y, i)

rae

R1; = (R2¢1 + mux(Isb(R1i1), Sts1, Ste1 @ Stsg)) mod 2%

R2; = Trans(R1; 1)

fo = (Swo + R1, mod 2%) @ R2,

rae Isb(X) — maaammii 6ur X,

mux(c, X, Y) paBen X eciu ¢ =0, win Y ecm € = 1.

Buytpennsis nepexonnas ¢pyHkus Trans Haxa nonem F»32 onpenensercs: Kak

Trans(z) = (M x z mod 2*%)<.<;

rae M — noctossHHOE 3HaYeHue, paBHoe 0x54655307 (mecTHaIIaTEPUIHOE BBIPAXKCHUE TIEPBBIX
JECATH JACCATHYHBIX YUCEI 7).

Boixoasl koneuHoro aBromara FSM rpynnupytorcs nmo uetsipe, u Serpent]l mpumeHnsieTcst K
Kaxa0il rpymme; 3areM  pe3yibrar  oobeaumHsercss XOR’OM ¢ COOTBETCTBYIOIIMMH
otOpacbiBaeMbiMU 3HaUeHUsIMU LFSR, 1715t mpon3BocTBa BEIXOJHBIX 3HAYCHUH Zi

(2443, Zts2, Zea1, Z) = Serpentl(fiss, fez, frea, ) © (Stes, Ste2, Ste1, St)

YeTsIpe nmociuenoBaTenbHbIX payHaa Sosemanuk n300pakeHbl Ha pUCyHKe 2.26
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Puc. 2.26. BeixogHoe npeoOpa3oBaHue YEThIpEX MOCIEI0BATENbHBIX payHI0B Sosemanuk
HIudpp Sosemanuk o6beaunser FSM u LFSR nans mpom3BoacTBa BBIXOAHBIX 3HAYCHHUH Z.
Bpems t = 0 onpenmenser BHyTpeHHEE COCTOSHHE IIOCIE WHHIIMAIHM3ALUH;, IIEPBOE BBIXOJHOE

3HaueHue — Z;. Ha pucynke 3 npezacrasieHo onucanue mudpa Sosemanuk.
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Puc. 2.27. Onucanue mmdpa Sosemanuk

B mMomenTsI BpeMerH t > 1 BBITIOIHSAIOTCS CIICIYIOIINE OTICpaIliu:

° obuoBistercst FSM: m3 Rliy, R211, St+1, St+g ¥ Strg Bbrumcinstiorcs R1i, R2; u
POMEXYTOUHBIC 3HAYCHU fi.

. obouoBisgerca LFSR: u3 S;, St+3 M St+g BBIYHUCIIETCA St+10. JHAUYEHHE St
nepeznaercs BHyTpeHHeMmy Oydepy, LFSR cnBuraercs.

Kaxnpie derbipe mara, w3 HakolUICHHbIX 3HaueHWi fi, fu1, fuo, fes ¥ Sy, St1, St2, Sws
MIPOU3BOJISATCS YETHIPE BBIXOAHBIX 3HAYCHUS Zt, Zi+1, Zt+2, UM Zi+3. TakuMm oOpazom, Sosemanuk
MPOU3BOIUT 32-OUTOBBIE 3HAUECHHUS.

CoOTBETCTBEHHO MEPBhIE YETHIpEe UTEpalny Sosemanuk’a cleayromue:

° Hauansnoe coctostaue LFSR conep:kut 3HaueHwus Sy, ..., Sio; 3HAUCHHUE Sp HE

onpeaeneHo. HauansHoe coctosinne FSM conepxkut Rl u R2).

° B Teuenue nepBoro mara u3 R1y, R2g, Sy, Sg 1 S1o Beruncisitorest R1;, R2; u fi.

° [TepBbIii mar MpOU3BOAUT MIPOMEKYTOUHBIC 3HAUCHHU S U f1, coxpaHseMbie B
Oydepe.

. B TedeHne mepBoro mara, BEIYUCIISICTCS CJIOBO OOPaTHOM CBS3M S11 M3 S10, S4 U

S1, OOHOBJsIeTCss BHYyTpeHHee cocTosiHue LFSR, 4To mpuBOIUT K HOBOMY COCTOSHHUIO,
dbopmupyemoe u3 Sy, ..., Si1.

. [lepBble YeThIpe BBIXOAHBIC 3HAYCHUS — Z1, Zp, Z3 W Z4, BBIUUCIISIOTCH,
UCIOJB3ys OAHOKpaTtHoe mpumenenue Serpentl’a k (fs, f3, f,, f1), BeIXOmX KOTOpOTO

oObenuHseTcs ¢ (S4, S3, Sz, S1) mpu momomu XOR.
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Horounsiii mugp F-FCSR-H

F-FCSR-H — agnutuBHbIi moTounblit mudp [5].

s reHepali KIIFOYEBOTO IMOTOKA U3 Kiro4a AnuHOW 80 OMT M BEKTOpa MHUIIMAIU3ALUU
nuHOU oT 32 o 80 6ut ucnonsiyercs ¢punbTpytonmii aBTomat FCSR.

I'eHepanus KJII0O4Y€BOro MOTOKA

B ocnose mmdpa F-FCSR-H nexut peructp casura ¢ oopaTHoit cBsa3pto 1o nepeHocy (FCSR)
— aBTOMAT, KOTOPBIA BBIYKMCIISICT JBOMYHOE pa3jIOKEHHE 2-aJuvecKoro wmcia p/g, rme p U q —
HEKOTOPBIC IeNIbIe YKcia, ¢  HeueTHoe. Jlomyctum, uto g < 0 < p <|qg|. Pasmep FCSR n Takoii, uto
N+ 1 sBiseTcs ATMHOM (| B OUTax.

B nanHoMm mmudpe p 3aBUCHT OT cekpeTHoro kiroua (1 1V), a  — oTKpeITHII TapameTp. Bridop (
MOPOXKJIA€T MHOTO CBOWMCTB KIIOYEBOro MoToka. Camoe BakHOE — TO, YTO STO TMOJIHOCTHIO

OIpCaACIACT JJIMHY NEPUOJa KIIFOYEBOI'O IIOTOKA. YcaoBus s ONTUMaJIBHOIO BI)I60paI

. g — (oTpunaTeabHOE) MPOCTOE YUCIIO pazmepom (N + 1) OuT.

o (9] — 1) — mopsiaok 2 o MOAYIIIO (.

. T = (g — 1)/2 Taxke ABISIETCSA MPOCTHIM YHCIIOM.

o d=(1+|q|)/2. W(d) — Bec XemmuHnra aBouunoro paznoxenus, W(d) > n/2.

Atomar FCSR comepxut nBa peructpa (HaboOpsl sideek): ocHOBHOU peructp M m peructp

nepenoca C. OcuoBHo# peructp M comepxur N staeek. O603Hauum M; (0 < i < n — 1) nBonYHBIC

n-1
3Haku (N—1), comeprkamiuecss B TUX siUeKaxX, U HA30BEM YuCIaMu M = Zmi 2' comepxumoe (Miau
i=0

cocrostHue) peructpa M.
—1 .
ITycte d — momoxurenbHoe menoe umcno d = (I — )2, a d= Zdi 2' ero JIBOMYHOE
i0
paznoxenue. Peructp nepeHocoB comepxut | sueexk, rae (I + 1) — konuvectBo uucen 0 OTIMYHBIX
oT Hyis1. Bonee cTporo, perucTp MepeHOCOB CONCPIKUT OJHY SUCHKY sl KaXKI0ro HeHyneBoro dj,

s 0 <i < (n— 2). O603HauMM Cj — IBOMYHBINA 3HAK, COJCPIKAIIUICS B 3TOH sueiike. MbI Takxke

n-2
ycranaBimuBaeM C;p = 0 xorma O = 0 wm xorma | = (0 — 1). HasoBem uuciom CzZCiZ'
i=0

conepkumoe (wm cocrosiaue) peructpa C. Bec XeMMHHTa TBOUYHOTO Pa3NIOKECHUS C HE OOJIbIIIE,
yeM |. DyHKIMs Iepexo/a MOXKeT ObITh OMMCaHa BBIPAKCHUSIMH

m(t + 1) = (m(t) >> 1) @ c(t) & my(t)d,

c(t+ 1) =(m(t) >> 1) ® c(t) @ c(t) ® mo(t)d & mp(t)d ® (m(t) >> 1).
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Otmerum, urto Mp(t) — cambrit mumammuii 6ut B M(t). Yucma m(t), c(t) u d — uenbie uyncna
pasmepoM B N OHUT (MM MEHBIIIE).

Jis U3BJICUEHUS TICEBAOCITYYAHBIX OUT KITFOYEBOTO MTOTOKA U3 OCHOBHOT'O PErMCTpa aBTOMATa
FCSR ucnonp3yercs GpuabTp. DTOT PUIBTP OMKMCHIBAET, KAKWE SYESHKHU BHIOPAHBI JIJIs1 TPOU3BOICTBA
MICEBJOCTYYaitHBIX OMTOB. UTOOBI OMYYUTHh MYIBTHPA3PSTHBIA BBIXO]I, HCIIOJIB3YIOTCS BOCEMb HITU
[IECTHAIIATh OJHOPA3PSAHBIX (PUIBTPOB, YTOOBI M3BIEYb 8- WM 16-OMTOBBIC BBIXOJHBIC CIOBA

IMOCJIC KAXKXAO0I'0 IIEPEXO/Ja aBTOMATaA.

n-1
Ounstp F — 310 OuTOBast crpoka (fo, ..., fu-1) AIMHO#M N (YTO SKBUBAJICHTHO YHCITY Z f.2").
i=0

BeixoHO# OUT Z mostyyaeTcsi BBIYMCIEHHEM Beca parity mopaspsanoro U coctosiHust M 0CHOBHOTO

peructpa u ¢puibtpa F:

DTO0 5KBUBAJICHTHO CIIEAYIOLIEMY:

S=M®F,

z = parity(S).

AHAJOTUYHBIM CIIOCOOOM, IMPEJIaraeTcsi METOJ M3BJICYCHUS S-OMTOBOTO CJIOBA M3 COCTOSHUS
FCSR. 3nauenue S Oyner pasao 8 mist F-FCSR-H, u 16 s F-FCSR-16.

Ounstp F Taxke sBasercs OumroBoii ctpokoi (fo, ..., fny) momHON N (kKoTOpas sBIAsSETCA

KpaTHOM umciy S). OH pa3buBaet Ha S noaAduIbTPOB Fo, ..., Fy | Kaxablil onpenensercs kak
n/s-1 )
_ i
F; = Z fo 2.
i—0
Kaxnasiii nondunetp Fj BBIOMpaeT HECKOIBKO sSUeeK Mj B OCHOBHOM PETUCTPE CPEAU TeX, UTO
YIIOBJICTBOPSIOT BBIpaKeHHIO | = ] mod S. Parity mosy4eHHOTO IBOMYHOIO CIIOBA JaeT |-i

MICEBIOCTyYaitHBINA OUT:

n/s—1
;=@ fo.;mg,;-
i=0
Tak kak ecTb S MOA(PUIBTPOB, TO MBI [TOJIydaeM S OUTOB MPH KaXKJI0M IEpEX0ie aBToMaTa.
Ota mpoueaypa MOXeT ObIThb ONMucaHa 3KBUBAJIEHTHO cliefyromuM oOpaszoMm. @uistp F u
cocrossune M komOuHmpyroTcs ¢ynkuueir WM. Pesynprar pasOuBaercs Ha N/S  cioBa.
[ceBnocmyuaitHoe cioBo mnomy4aercs onepanueid XOR atux n/s cnos:

S=M®F

n/s-1 )
Onpenenum Sj C MOMOIIBIO BRIPAKEHUS S = ZSi 2% i 0<S; < 22 _1.
i=0

BrixomHoe ¢1oBO Z OyzeT paBHO:
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n/s-1

=@ S;.

i=0

OTMmeTuM, YTO LIEJI0€ CIIOBO U3BJIEKAaeTCsl ObICTpee, YeM OTIEIbHBIN OUT.

[udp F-FCSR-H ucnonp3yet kinroun amuaoi 80 6ut u 1V pazmepom ot 32 no 80 6ut. Eciu IV
HE UCIIOJIB3YETCs, TO 110 YMOIYAaHHIO MOXKHO UCIIOJIb30BaTh 3HaueHue 0.

Jmuaa FCSR (pa3mep ocHoBHOTO peructpa) — N = 160. Peructp nepenocos conepxut | = 82
syeiiku. OOpaTHOE MPOCTOE YUCIIO

g =—1993524591318275015328041611344215036460140087963

TaKuM 00pa3oM CIIO)KEHHE II0JIell M S4eeK IEepeHOCOB MPUCYTCTBYIOT B IMO3ULUSAX,
COOTBETCTBYIOIIUX TeM (KpOMe BEAyIIEero) B cieayromiei crpoke 160 6utoB (koTopas UMeeT BeC
Xemmunra 83),

d=(1+1q|)/2 = (AE985DFF 26619FC5 8623DC8A AF46D590 3DD4254E);.

OunbTpanus

UTtoObI U3BIICYH OJIMH TICEBIOCITYYaiiHBINA OANT, MBI HCTIOJIB3yEM CTATUYECKUN (PHIIBTP

F =d = (AE985DFF 26619FC5 8623DC8A AF46D590 3DD4254E)6

Ounptp F pasour Ha 8 noaguabTpoB (moaduiIbTp j moay4eH BEIOOpOM OUTA | B KaI0M OaiiTe
F),

Fo = (0011 0111 0100 1010 1010),,

F1 =(1001 1010 1101 1100 0001),,

F, =(1011 1011 1010 1110 1111),,

F; = (1111 0010 0011 1000 1001),,

F,=(0111 0010 0010 0011 1100),,

Fs = (1001 1100 0100 1000 1010),,

Fe = (0011 0101 0010 0110 0101),,

F; =(1101 0011 1011 1011 0100)5.

[MoBTopHBIii BE30B OuTa bj (0 <1< 7) KaXKI0r0 M3BICUCHHOTO OaiTa BBIPAXKACTCSI

b, = (i) fimg,;, tae F; = i fl2]

j=0 j=0

rzie Mg — OUTBI, COZepIKAIIIecs B OCHOBHOM PETUCTPE.

Nunnuaauszanus

Nunnmanmzanus mugpa F-FCSR-H npousBoautces B crneayromneM Nopsiike:

v <80)

1. OcHoBHO# peructp M nHunManu3upyercs kiouom u 1V:

M = K + 2% 1v = (0%||IV||K)

2. Peructp nepeHocoB nHUIMaIA3Upyercs B 0:
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C:=0=(0%)
3. FCSR Taktupyercs 160 pa3. (Ha 3Tom mare BeIx0/1 0TOpachIBaeTCs),
ITocne a3pl ycTaHOBKH, TCEBAOCIYYalHBIA MOTOK IMpom3BOoAUTCS TakTUpoBanueM FCSR wu

W3BJICYCHUEM I10 OJJHOMY IICEBJIOCIYYalHbIX OalT, UCHIOIB3Ys PHIBTP F, Kak OMKCaHO BBIIIIE.

Motounsiii um¢p Grain-128

Grain — [IBOWYHBIA aUIMTHBHBIA TMOTOYHBIA MIM(P, OPUECHTUPOBAHHBIA Ha aIapaTHYIO
peanu3anuio. Bepcus, kotopas ob6o3znadaercs Grain v.1 [6], mpenHasHadyeHa A TPHIOKEHUH,
KOTOpBIE HMMEIOT OYeHb OTpaHMYCHHbIC ammapaTHble pecypcbl. Grain v.1 mogumepxkuBaer 8§0-
OUTOBBIN pazMep KII0Ya.

Bepcus Hudpa Grain-128 nogaepxuBaet pazmep kiouya — 128 6ut u pasmep Bekropa IV — 96
ouroB. Illudpp Grain-128 Ttakke sBIsIETCS OYEHb KOMIAKTHBIM U JIETKO OCYIIECTBUMBIM B
anmnapaTHbIX cpeiacTBax. Kpome Toro, BO3MOXHO JOCTaTOYHO MPOCTO YBEJIWYHUBATh CKOPOCTH 3a
cyeT OOJIbLIIEro KOJUYECTBA amllapaTHBIX CPEACTB. JTO SBJISAETCS OTIMYUTENIBHON OCOOEHHOCTH
cemeiicTBa MOTOYHBIX mU(ppoB Grain, ¥ BO MHOTUX JIPYruXx mm@pax siBHO He obocHoBaHO. Grain-
128 ucnonb3yeTr JIUHEWHBIN PETUCTp cABUTa ¢ 0OpaTHOW CBA3BIO, YTOOBI rapaHTUPOBATH XOPOILIUE
CTaTUCTUYECKUE CBOMCTBA M TapaHTUpPOBaThb HWKHIOK TIpaHUIly Mepuoja  KIKYEeBOU
MOCTIeIOBATEBHOCTH. YTOOBI BBECTH HEJIMHEHHOCTh BMECT€ C HEIUHEWHBIM (UiIbTpOM
UCIIONIb3YETCSl HEMUHEIHBIA perucTp casura ¢ oopatHoil cBs3pio (NFSR). Henuneitnsiii ¢punbtp
OepeT B KaueCcTBE BXOJIHBIX JaHHBIX 3HAUEHUSI OT 000MX CABUTOBBIX PETHUCTPOB.

I'eHepanus KJII0O4€BOI0 NOTOKA

Kpatkwuii 0030p pa3nmu4HbIX OJI0KOB, HCIIOIB3YEMBIX B IK(pe, IpUBEICH Ha pUCYHKe 2.28.

g(z) - F(z)

NFSR LFSR

Puc. 2.28. Kpatkuii 0630p mudpa.
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Iudpp cocrouT M3 TpeX OCHOBHBIX CTPOMUTENbHBIX OJ0KOB, a mmeHHo: LFSR, NFSR wu
BeixoaHou QyHkmuu. Comepxxumoe LFSR ob6o3nawaercs S;, Si+1, ..., Si+127. AHATOTUYHBIM 00pa3oM
cogepkanne NFSR o6o3nawaercss bj, bi+1, ..., Dit1o7. Tlommaom oOpatnoit cBssm LFSR,
o6o3uaucHHbIH f(X), ABJISIETCS MPUMUTHBHBIM OJHHOMOM cTereHu 128. OH onpeencH Kak

FX) = 1+ X2 4 X4 4 x84 x4 (121 4 4128

Uto0bl m30€kaTh OO0 BO3MOXHOW HEOMPEISICHHOCTH, pa3paboT4nku B [6] mpuBenn
COOTBETCTBYMIOIIYIO PpyHKITHUIO 0OHOBIeHHUS LFSR:

Si+128 = Si * Si+7 t Si+3g * Si+70 T Si+s1 + Si+oe.

Henunelinblii monuaoM oOpathoii cBsizu NFSR, g(X), siBisieTcss cyMMoOi OJHOH JHHEHHOW U
OJTHOY HeMMHEWHON QyHKIMA. OH onpeIeneH KakK

g(X) =1+ X32 + X37 + X72 + X102 + X128 + X44X60 + X61X125 +

+ 83467 4 69,101 | 480,88 | 110,111 | 115,117

AHaJIOTUYHO, YTOOBI M30eXaTh 000N BO3MOKHON HEOMPEACICHHOCTH, Pa3pabOTIYMKU TaKKe
npuBenn B [6] coorBercTByromyro ¢yHkuuto obHoBieHuss NFSR. B ¢yHkumm oOHOBIEHHS,
MIPUBEICHHON HUXKE, OUT Sj, ONYIICHHBIA B MOJMHOME OOpaTHOM CBSI3U, BKJIIOUYEH M 3aMacKUpPOBaH
co BxogoM NFSR.

Di+128 = Si + bi + bis2g + Dixse + Disor + Disgs + Dirsbise7 + Dir11bis13 +

+ Dir17Div1g + Div27Disse + Disaobiras + Dire1bives + Divegbivss.

256 7IeMEHTOB MaMATH B 3TUX ABYX CIABUTOBBIX PETUCTpax MPEACTaBISAIOT COCTOSAHUE Imudpa.
U3 atoro cocrosiHus Gepercst 9 mepeMeHHbIX B KauecTBe Bxoja OyneBoi Gpynkuuu h(x). [IBa Bxona
h(x) 6epyrcs u3 NFSR, a cemb — u3 LFSR. Dta ¢yHKkius umeer creneHb 3 U SBISETCS OYCHb
npoctoid. OHa omnpenenseTcs: KaK

h(X) = XoX1 + XoX3 + X4Xs5 + XX7 + XoX4Xg,

rlie IePeMEeHHBIC Xo, X1, X2, X3, X4, X5, X, X7 ¥ Xg COOTBETCTBYIOT MO3UIMSIM CUTHAMA Dit12, Siss,

Si+13, Si+20, Di+95, Si+42, Si+60, Si+79 U Si+g5 COOTBETCTBEHHO. BBIX0HAST (DYHKIIHS OTPEIEISIETCS KaK

Z; = anj + h(X)+ Siso3

jeA

roe A = {2,15,36,45,64,73,89}.

HNHnnuaau3anus

[Tepen reneparueit KIOYEBOM MOCIEAOBATEILHOCTH MH(P TOJDKEH OBITh MHUITHATN3UPOBAH C
nomMouipio Kimova u Bekropa |V. Ilycts outhl kimova K Oyayr o6o3Hauatbes Kj, 0 <1 < 127, a Outsr
Bektopa IV Oynyr o6o3nauarbes Vi, 0 < i < 95. Torna wHunmanu3anus kirova U Bekropa |V
BBIMOJTHSIETCSI ceayromuM oopa3zom. 128 snementoB NFSR 3anonustores Guramu kitova, b = ki, 0
<1< 127, 3atem niepBbie 96 anementoB LFSR 3anonustorcs 6uramu 1V 6uramu, Sj = 1V;, 0 <1 <95,

[Mocnennue 32 6ura LFSR 3anonsstorcs exmannamu, S; = 1, 96 < i < 127. [Tocne 3arpy3ku OMTOB
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kmova u |V, mmdp taktupyercs 256 pa3, 6e3 MPOU3BOACTBA KIIOYEBOH MOCIEIOBATEIBHOCTH.
BMmecTo BBIXOHON (PYyHKIIMU IPOU3BOJUTCA TI0Jaua Ha3a U cioxenue mo moaymo 2 (XOR’Tcs) co

BxoaoM u LFSR u NFSR, cm. pucynok 2.29

NFSR R LFSR D

) J

h(z)

&

AL

Puc. 2.29. Nunimanusanus Kiro4ya

MoTounsiii mudp MICKEY-128

MICKEY-128 — moTtouHblii mmdp, OpUESHTHPOBAHHBIA Ha alMapaTHYI0 peaNn3aluio. IS
rereparuu kiaroyeBoro notoka MICKEY-128 ucnonsiyer 128 O6utoBblil kiatod [6]. OToT mmdp
UCIIONIb3YET HEPETYNSIPHO TaKTUPyEeMble PErucTpbl CABHUTa C  HOBBIMH  METOJIMKAMH,
npeJHa3HauYeHHBIMH 00€CIIeUnTh OalaHC MEXAy HEOOXOAUMOCTBIO B TapaHTUPOBAHHBIX MEPUOJIE U
MICEBJOCTYYailHOCTHIO ¥ HEOOXOJUMOCTBIO N30€XaTh ONPEIEICHHBIX KPUNITOAHATUTUYECKUX aTaK.

Nunnuaausanus

MICKEY 128 2.0 ucnons3yer JBa BXOJHBIX ITapaMeTpa:

. 128-0uToBBIi cekpeTHBbIH KiTtod K, OUThI KOTOPOTro 0003Ha4YaroTes Ky ... Kio7;
o BekTop mHuMimanm3anuu IV (initialisation variable), mmHoit ot 0 1o 128
OuUTOB, OWTHI KOTOPOH 0003HauaroTCsA Vo ... IVivieneHT-1, TAe IVLENGHT — pasmep

BEKTOpAa MHULMAIN3ALIUHN B OUTaX.
['enepatop crpoutcs u3 aByx peructpoB R u S. Kaxneiii peructp mmuHoi 160 paspsgos. butet
B perucTpax o003HavaTcs Ig ... 159 U Sp ... S159 COOTBETCTBEHHO.
Pa3paboTunku 3asgBis10T, 4TO R — 3T0 “MMHENHBINA peructp”, a S — 3T0 “HeNMHEHHBIN perucTp”.
WMuannuanusanys reHeparopa HauuHaeTcs ¢ OOHyNIeHHs BceX pa3psaaoB peructpoB R u S. 3arem
MIPOM3BOJUTCS 3arpy3ka BekTopa uHunumanuzanuu |V myrem TakTUpOBaHHS BCEro reHeparopa
IVLENGHT pa3 ¢ momomisio omepanuu Clock_ KG(R, S, Mixing = True, Input_bit = ivj),

onucaHHOM B 1.1.3.8.2. 3aTeM NMpou3BOAUTCS 3arpy3ka KJIIOua: BECh T'€HepaTtop TakTupyercs 128



201

pa3, Tak xe ¢ nomoiisto onepanuu clock KG(R, S, Mixing = True, Input_bit = k;). 3akanunBaetcs
nporiecc uHunuanuzanuu 160 kparaeiM npumeHenuem oneparuu clock KG(R, S, Mixing = True,
Input_bit = 0) TakTHpoBaHusI BCEro reHepaTopa.
IeHepanus KJIH4Y€BOr0 MOTOKA
[Tocse BBIMONMHEHUS OMNEpPAllMM WHUIMATU3AIMA MOXXHO HPUCTYIMUTh K TeHepaluu OWTOB
KJIFOYEBOH MMOCIICA0BATEIBHOCTH 2 ... Z| 1
ForO<i<L-1:
(] Zi=r® So,
o clock_KG(R, S, Mixing = False, Input_bit = 0),
rae clock_KG(R, S, Mixing, Input_bit)u — onepanus TakTHpOBaHUsI BCETO TeHEpaTOpa, KOTOpast

OIIPEACIIACTCA B COOTBETCTBHUU CO CICAYIOIIUM IICEBAOKOIOM:

. Control_bit R =S54 @ 06
o Control_bit S = $305 @ Is3
o If Mixing = True,

o clock_R(R, Input_bit_R = Input_bit @ sgo, Control_bit_R = Control_bit)
o clock_S(S, Input_bit_S = Input_bit, Control_bit_S = Control_bit)
o If instead Mixing = False,
o clock_R(R, Input_bit_R = Input_bit, Control_bit_R = Control_bit)
o clock_S(S, Input_bit_S = Input_bit, Control_bit_S = Control_bit)
clock_R u clock_S — 310 oneparuu TakTHpoBaHus perucTpoB R U S cOOTBETCTBEHHO.
Oneparnust TaktupoBanust peructpa R clock _R(R, Input_bit R, Control_bit_R) ompenensiercs
CIICYIOIINM TICEBJIOKOJIOM:
. ITycTh Ip ... 159 OymeT cocTostHueM peructpa R 10 TakTupoBanwus, a Iy ...
I’ 159 OyZET cocTOsIHUEM perucTpa R mocne TaktupoBaHusi.
o Feedback_bit = ri59 @ Input_bit R
o For1<i<159{ri=ri1;ro=0;}
o For 0 <i< 159 {if i € Rtaps, r’i =r’; ® Feedback_bit}
o If Control_bit R=1
o For0<i<159{ri=r;@r}
Rtaps — aTo Habop mo3uiiuii 0TBOJOB 0OpaTHOM CBsA3M 11 R:
Rtaps = {0, 4, 5, 8, 10, 11, 14, 16, 20, 25, 30, 32, 35, 36, 38, 42, 43, 46, 50, 51, 53, 54, 55, 56,
57, 60, 61, 62, 63, 65, 66, 69, 73, 74, 76, 79, 80, 81, 82, 85, 86, 90, 91, 92, 95, 97, 100, 101, 105,
106, 107, 108, 109, 111, 112, 113, 115, 116, 117, 127, 128, 129, 130, 131, 133, 135, 136, 137, 140,
142, 145, 148, 150, 152, 153, 154, 156, 157}.
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Oneparnust TaktupoBanust peructpa S clock _S(S, Input_bit_S, Control_bit_S) ompenensiercs
CJICTYIOIIUM TICEBIOKOIOM:
° [Tycth Sp ... Sis9 OYIET COCTOSIHMEM perucTpa S 10 TaKTHPOBaHUS, a S’g ...

S’159 OyAET COCTOSHMEM perucTpa I0Cie TAKTUPOBaHUA. Takxke, Ui YINPOIICHHS

OITMCaHUuA I_HI/I(bpa, MBI 6y,[[eM HUCITOJIb30BATh SO .. .5159 KaKk IIpOMEKYTOYHBIC
IIEPEMEHHBIE.
o Feedback_bit = s;50 @ Input_bit R
. For 1 <i <158 {s, =si1 ® ((si ® compOy)-(Siss ® comply)); s, = 0; s,y =
S158;}
o If Control_bit S=0:
o For0<i<159{s’j=s, @ (fb0; - Feedback_bit)}
o If instead Control_bit S=1
o For0<i<159{s’j=s, @ (fbl;- Feedback_bit)}

3nauenus comp0, compl, b0 u b1, onpenenenubie pazpadoTurkamu, nmpuseaeHsI B [6].

Morounsiii mudp Trivium

Trivium — CHHXPOHHBINA TOTOYHBIA MKGP, UCTIONB3YIOMUK 80-01TOBBII KITt04 U 80-OMTOBBII
BekTOp nHUnManu3ammu 1V [6].

HNHnnuaau3anus

ANroput™M MHMLIMANM3UpyeTcs 3arpy3koit 80-6uroBoro kmoua u 80-6uroBoro IV B 288-
OMTOBOE HavaJIbHOE COCTOSIHUE U YCTaHAaBJIMBAET Bce ocTaBluecs OUTHI B 0, 3a UCKIIOYEHHUEM S2gs,
S287, M Spgs. 3aT€M COCTOSIHME M3MEHsETCS 3a 4 MONHBIX IuKia (0e3 reHepanuu OUT KIFOYEBOTO

HOTOKa). B utore 310 MOXHO MNpEeaACTaBUTb B BUAC IICCBAOKOAA, TPUBECACHHOI'O HHUXKE!:

(Sll Soy ey 593) <~ (Kll Y4 K80/ OI .y O)
(S9ar Sosy .y S177) < (IVi, ., IVgo, 0, .., 0)
(51781 52797 ey s288) <~ (Ol .y Ol lr lr l)

for 1 = 0 to 4 - 288 do

{

t1 < Se6 @ S91 ® 595 @ 5935 @ s191

ty < S162 D S175 @ 5176 @ 5197 D 5264

t3 < S243 D Spg6 @ Szg7 D 525 D Sgo

(S1, S2s w1 S93) < (t3, Si, .y So2)

(Soar Sosy w.y S177) < (ti, Soas -y Si76)
(S178r Sz279s s S2es) < (tz2, Si78s s S2g7)
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I'enepauus KIHOYEBOro MOTOKA

[TpenyioskeHHast KOHCTPYKIUS COACPKUT 288-0MTOBOE BHYTPEHHEE COCTOSIHHE, 0003HaUCHHOE
(S1, ..., Sosg). I'eHeparyiss KIIIOYEBOrO IMOTOKA COCTOMT M3 WTEPALMOHHOTO IpoLecca, KOTOPbI
U3BJICKAeT 3HAYCHMs 15 ompeneneHHbIX OUTOB COCTOSIHMSI M UCHOJb3YeT UX Uil OOHOBIIEHMS 3
OUTOB COCTOSTHUSI U BBIYUCIICHHS | OUTa KIIFOUEBOTO MOTOKA Zj. 3aTe€M OUTHI COCTOSHUS [IMKINYECKU
CIIBUTAIOTCS M MPOLIECC MOBTOPSET, MOKa He OynyT creHepupoBanbl Tpedyembie N OUT KIIFOUEBOTO

notoka. IlonHoe onucanme JAaC€TCA CICAYIOHMIUM ITPOCTBIM IICEBAOKOAOM:

for 1 = 1 to N do
{

t1 < S¢s @ So3

t; < S1e2 @ s197

t3 < Sz43 @ Sags

Z; < t; @ t, @ t3

t1 « t1 @ S91 ® 590 @ 5191

t; < t; @ 5195 ® 5196 @ 5264

ty < t3 @ 5256 ® 5287 @ 549

(51, S24 .y So3) < (ts, S1, .., S9)

(Soar Sosy -y S177) € (t1, Soay -y S176)
(S178r S2797r s S2sg) < (t2, Si78s s S2g7)

}
['padmueckoe mpezacTaBieHHe Mpoliecca IeHepaluu KIIOYEBOrO MOTOKA MPUBEICHO Ha PUC.

2.30.

Puc. 2.30. [Torousnsrii mmdp Trivium
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bioynble MIU(PBI B MOTOYHBIX PesKUMAaX

Poccuiicknii 6;10unbiii mmgp F'OCT 28147-89 B noTouHOM pexnme

B Poccun B kauecTBe craHiapta MHUGPOBaHUA MPUHAT AITOPUTM KPUOTOrpadUyecKoro
npeobpazoBanus ['OCT 28147-89. DTOT aliropuT™ NpeaHA3HAYESH ISl alapaTHONH U TPOrpaMMHOM
peanu3alyy, yIoBIECTBOPSET HEOOXOJUMBIM KpUNITOrpahudecKuM TpeOOBaHUSM U HE HAKJIA/IbIBAET
OTpaHUYEHUI Ha CTENEHb CEKPETHOCTH 3aIlUIIaeMoi HHPOpMAaLIUH.

s mmdpoBaHus UCIIONB3YIOTCS 256 OUTOBBIN KITt04Y, KOTOPBIKA pa3OuBaeTcs Ha 8 32-OMTOBBIX
nonkimroda: Ko, Ky, ..., Ky, u Tabauma Onoxa moxactaHoBkd H. 3amonHenue Tabiaui Oioka
II0JICTAaHOBKHU H SBJIsETCS JOJTOBPEMEHHBIM KIIIOUEBBIM JIEMEHTOM.

Anroput™m Kpunrorpaduueckoro npeoOpazoBanusi 'OCT 28147-89 ommpaercs Ha IUKI

mdpoBanus (pucynok 2.31). [ukn mudpoBanus nocTpoeH no npuHuny cetu dericrens.

N2 Nl
Y
L =N+ X;mod 2* |< X;
m=0,..,7 _
Y
R = Kn(L)
Y
R <<< 11
Y
A
wj
/
N2 Nl

Puc. 2.31. [Tuxn mmdpoBanus

Omuu 1wk mudpoBaHus mpeodpasyer 64-OUTOBBINM OJIOK MAaHHBIX, UCIOJB3YS OIUH 32-
OuTOBBIH dneMeHT Kitoda Kj u 6110k nogcranoBku H.

[TpeoOpasyemsriii 64-0utoBbiii 60k maHHBIX (N) pazbuBaercs Ha nBe yactu: crapiryio (N2) u
maaamyio (Np). 3Hauenne Ni cymMMHpyeTCs IO MOIYITIO 2% ¢ omHNM U3 32-GHTOBBIX DIEMEHTOB
xmoya Kj, j =0, ..., 7. Pesynprar cymmupoBanus npeodpasyercst B Ooke moacranoBku H. biok
nojactaHoBku H cocrour u3z 8 y3moB 3amensl Hi, ..., Hg pasmepom 64 Owurta KaxIblid.
[Tocrynmaronmii Ha OIOK TMOACTAHOBKM  32-pa3psiHblii  OJOK pa3OuBaeTcss Ha BOCEMb
MOCJIEZI0OBATENBHO HUIYIIUX 4-pa3psiIHbIX OJIOKOB, KaXIbIH K3 KOTOPBIX HpeolOpasyerca B 4-

paspsAHbI OJIOK COOTBETCTBYIOUIMM Y3JIOM 3aMEHbl, MPEACTABIAIOMINM co00i Tabmuiy wu3
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[IECTHAIIATH CTPOK, COJAEPXKAIUX IO YEThIpe OWTa 3aloJIHeHUsS B CTpoke. BxomHoi 0ok
OTIpeJIeNIAeT aJipec CTPOKU B TaliMIle, 3alIOJHEHNE JaHHOW CTPOKH SBJISIETCS BBIXOJHBIM OJIOKOM.
3areM 4-pa3psaHble BBIXOJHBIE OJIOKM IOCIENOBATEIBLHO OOBENUHSIOTCA B 32-pa3psaHblil OJOK.
[TonydyenHnoe 3HaueHue R muKIMuYecKd cABuraercs Ha 11 m1aroB B CTOpPOHY CTapIIuX pa3psoB.
Pesynprar caBura cymmupyercs mnopaspsaHo mo mMoayiato 2 co 3HadenueMm Np. [lomyuenubrit
pesyabtaT N 3anucsiBaercs B Ni, mpu aToMm ctapoe 3HaueHue N nepenucoiBaercs B Ny.
MHorokpatHoe MOBTOpeHUE UKJIA MHU(PPOBAHUS, IPU UCIIOIH30BAHUHU PA3TUYHBIX HJIEMEHTOB
KJIFOYa, TIO3BOJISIET MTOCTPOUTh MUKJIBI 3amudpoBanus (32-3) u pacmmdposanus (32-P). B nukie
samm@poBanus 32-3 OTAENbHBIN MUK MH(pPOBaHUs MOBTOpseTcs 32 pasa, UCHOb3ys 32-O0MTOBBIE
3JIEMEHTHI KIItoua B cieayromeM nopsiake: Ko, ..., K7, Ko, ..., K7, Ko, ..., K7, K7, ..., Ko. Huxn
pacmudpoBanus 32-P oTiauuaeTcs OT HUKIA MOPSAKOM HCIOJNb30BaHUS 32-OMTOBBIX JIEMEHTOB
kimova. B ke 32-P satot mopsipok crnenyrommii: Ko, ..., K7, K7, ..., Ko, K7, ..., Ko, K7, ..., K.
Hwxe mpuBeleHO oOmNmcaHWe JBYX TOTOYHBIX PEXHUMOB pabOThl KpUNTOrpadudecKoro
anroputma ['OCT 28147-89, a uMEHHO: raMMHpPOBaHUE U FTaMMHPOBaHUE ¢ 0OPaTHOMN CBS3bIO.
I'ammupoBanue
Kpuntocxema, peanusymoinas aqropuTM 3aliu@poBaHus B peKUME TaMMHUPOBAHUS, UMEET BUJI,

yKa3aHHBIN Ha pucyHKe 2.32a.

N=S N=S
v v
N = [uxn 32-3(N ) N = [uxn 32-3(N )
i=1,...m _ i=1,...m _

Y ¥
N1=(N;+C,)mod 2% N;=(N;+C,)mod 2%
N,=(N,+C1)mod(2**-1) N,=(No+C1)mod(2%%-1)
v v
N = Iuka 32-3(N ) N = [uka 32-3(N)
¥ Ar
/>< Toi >< Tmi

( y
T T
a) 0)

Puc. 2.32. Cxema anropurMma 3ammdpoBanus (a) U pacmmdpoBaHus (0) B pexxuMe
raMMHpPOBaHUS
OTKpbITHIE JaHHBIE, pa30ouTble Ha 64-paspsiaHble OJI0KH 7T,i, 3amM(POBHIBAIOTCA B PEXUME
raMMHpOBAHUS MyTEM MOPa3psAIHOTO CYMMUPOBAHUS [0 MOAYIIO 2 ¢ raMMoil mudpa I, koTopas
BbIpabaTeiBaeTcst Oj0KkaMu 1o 64 6ura [, 1 = 1, ..., M. M onpeaensercs 00beMoM MIHPPyEMbIX
JaHHBIX. YHCIO JBOMYHBIX pa3psioB B Oyoke 7T,m MOXET ObITh MeHbIIe 64, mpu 3TOM

HCHCITIOJIb30BaHHas AJIA 3aH_II/I(1)pOBaHI/I$I 4aCTh raMMbI mn(bpa u3 Oyoka /[ wm OT6paCBIBaeTCH.
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JUis MHUIManu3ayu Tpolecca TeHepaluyd TaMMbl UCTONb3yeTcst 64-paspsiiHas JBOUYHAS
MOCTIeIOBATENBHOCTD (CHHXPOMNOChIIKa) S. K CHHXpOMOChUIKE MPUMEHSETCS [UKII 3aluppOoBaHUs
32-3. Pesynprar mmdposanus N pasouBactcs Ha ase dactu: crapmyro (N2) m miammryio (Ng).
3Havuenne Ny CyMMHpYETCS 1O MOJIYJIO (232 — 1) ¢ 32-paspsannoii korcrantor C; = 010101044.
3nauenre Nj cymMMUpyeTCs MO MOJYIIO 2% ¢ 32-paspsinHoii koHcTanTtoii C,; = 0101010156 K
nojydeHHOMY 3HaueHui0 N mpumensiercss nuki 3amudpoBanus 32-3. [lomydeHHoe B pesynbTare
samm@poBanus 3HaueHue N oOpasyer mepBbiii 64-pa3psiaHblid 070K ramMmbl mwdpa /3,1, KOTOPHIH
CYMMHUPYETCS MOPA3PSIHO IO MOIYIIO 2 ¢ MEPBBIM 64-pa3psSAHBIM OJIOKOM OTKPBITHIX JAHHBIX Toj.
B pesynbprare cymmupoBaHus mnosy4yaercs 64-pa3psaHblii 010K 3am(ppoBaHHBIX JaHHBIX 1y,1. Jns
MOJTy4eHUs clieayromero 64-paspsaHoro 6moka rammel mmdpa 1, crapmas gacte Ny 3Hauenus N
cymmupyercs o moxyiro (2°2 — 1) ¢ xoHcranroii Ci, a muammas gacte Ni cymMMupyercs 1o
MOAYJIIO 2% ¢ xoncTaHTOM C,. K nonyyeHHOMY 3Hau€HUIO MIPUMEHSIETC LUK 3amudpoBanus 32-3.
[Tonyyennoe B pesynbrate 3amudpoBanus 3HaueHue N oOpaszyer BTopod 64-pa3psaHbiii 010K
raMmel mmmdpa /3,2, KOTOPBIA CYMMHPYETCS TOPa3psSAHO IO MOIYII 2 CO BTOPHIM OJIOKOM
OTKPBITBIX AHHBIX T,2. AHAJIOTUYHO BBIpAOATHIBAIOTCS OJ0KH rammbl mudpa 13, L4, .., Lym 1
3amupoBBIBAIOTCA OJOKH OTKPBITBIX NaHHBIX 1,3, Toa, ..., T,m. Ecnm anmuna mocnmegnero mM-ro
0JI0Ka OTKPBITBIX JaHHBIX ,;m MEHBIIE 64 OWT, TO U3 TOCIEAHEr0 M-To 6J0Ka rammbl mHdpa 1 ,m
s 3amm(pOBaHUsT MCIIONB3YETCS TOJIBKO COOTBETCTBYIOIIEE YHCIO Pa3psAIoB raMMbl mHdpa,
ocTajbHbIC Pa3psAIbl OTOPACHIBAIOTCA.

AHAJIOTMYHBIM 00pa30M MPOU3BOAUTCS pacuIM(PpOBaHUE B PEeXKUME TaMMHUPOBaHUS (PHCYHOK
2.320).

I'ammupoBaHue ¢ 00paTHOI CBA3BIO

Kpunrocxema, peanusyrolas aaropuTM 3aiu(poBaHus B pexXrMMe raMMHPOBAHUs ¢ OOpaTHOM
CBSI3b10, UIMEET BUJI, YKa3aHHBIM Ha pUCYHKE 3a.

OTkpeITBIE JaHHBIE, pa30uThie Ha 64-paspsHble O00KU T,j, 3alIM(POBBIBAIOTCA B PEKUME
raMMHUPOBAHUS ¢ OOPAaTHOHM CBS3BIO ITyTEM TOPA3PSAIHOIO CYMMHUPOBAHUS 110 MOAYIIO 2 C TaMMOH
mmdpa [, KoTopas BeipabaThiBaeTcs Onokamu mo 64 outa [, i = 1, ..., M. m ompexensercs

00BEMOM MIHUPPYEMBIX TaHHBIX. UHUCIIO ABOUYHBIX pa3psaaoB B Ooke 7,m MOXKET OBITH MeHbIIIE 64.
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N=S N=S§
i=1,...m _ i=1,...m _
Y Y

N = [uxn 32-3(N ) N = [uxn 32-3(N )

) v

M« . M« .

\J‘ T \J‘ Ti
( 4

N:Tm| N:Tol

] I
a) 0)

Puc. 2.33. Cxema anropurma 3ammudpoBanus (a) u pacmrdpobanus (0) B pexume
raMMHUPOBAHHS ¢ OOpAaTHOMN CBSI3BIO

HcxonHoe 3HaueHWE — CHHXPOIMOCBUIKA S 3amHM(pOBBIBACTCA C IMOMOLIBIO  IHKIIA
samugpoBanus 32-3. [lonydennoe B pe3ynpraTe 3amudpoBanus 3HaueHue N odbpasyert nepsbiit 64-
paspsAHbIi 00K raMMbl udpa 1,1, KOTOPbIA CyMMHPYETCS TOPa3psAHO 10 MOAYIIO 2 C MEePBBIM
64-pa3psimHBIM OJIOKOM OTKPBITHIX JaHHBIX T,1. B pesymprare mosydaercst 64-pa3psmHbiii OIOK
3amu(POBAHHBIX JaHHBIX 71,1.

bnok 3ammdpoBaHHbIX AaHHBIX 1,1 OJJHOBPEMEHHO SIBJISIETCA TaKKe UCXOAHBIM cocTosiHueM N
JUIS BBIPaOOTKH BTOpOro Oyioka rammbl mudpa /3, U mo oOpaTHOW CBSA3M IMepelaeTcss Ha BXOJ.
HogBoe 3nauenne N 3ammdpoBBIBacTCS ¢ MOMOIIBI0 IuKIa 3ammdpoBanus 32-3. [lomyuenHoe B
pesyabTare 3amudpoanus 3HaueHHe N 0Opa3yeTr BTopoii 64-pa3psaHbiii 010k raMMel mudpa 1,2,
KOTOPBIM CYMMHPYETCS MTOPA3PSIHO 110 MOTYIIO 2 CO BTOPHIM OJIOKOM OTKPBITHIX JaHHBIX 7).

BeipaboTka nocienyromux OJ0KOB JaHHBIX mudpa /5, U 3amudpoBaHHe COOTBETCTBYIOIIMX
OJIOKOB OTKPBITBIX AaHHBIX T, (i = 3, ..., M) Npou3BOAUTCS aHATOrHYHO. ECITK UIMHA MTOCIIETHETO
M-ro OJ0Ka OTKPBITHIX NAaHHBIX T,m MeHbIIe 64 OUT, TO U3 TOCIeTHEr0o M-To OJI0Ka raMMbl mudpa
I',ym VICTIONIB3YETCS TOJBKO COOTBETCTBYIOIIEE YMCIIO Pa3ps/IoB raMMbl MH(pa, OCTaIbHbBIE pa3psiibl
0TOpachIBAIOTCS.

AHaJOrM4HbIM 00pa30oM MPOU3BOAUTCS paciiv(poBaHHe B PeKUME TAMMUPOBAHUS ¢ 0OpaTHON

cBs3b10 (pucyHok 2.330).

Buaounbiii mugp AES B norounom pexunme

B ocHoBe cranmapra mmdpoBanus AES  nexwut amroputMm Rijndael. Rijndael — 1o
UTEpalMOHHBINA OsouHbIN mKdp, umeromuii apxutektypy “Ksaapat”. 1lludpp nmeer nepemeHHyro
JUIMHY OJOKOB M pasziUuHbIe JUIMHBI Kitoded. /mHa kimova u JyimHa O6j10Ka MOTYT OBITh paBHBI
HE3aBUCUMO Jpyr oT apyra 128, 192 wium 256 6uram. B crangapre AES-128 ompenenena amuHa

0JIOKa TaHHBIX, paBHas 128 Outam.
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Omnepanuu  anroputMa AES  BbINOJNHEHBI Ha OCHOBE JBYMEPHOTO MaccuBa OalToOB,
HazbiBaeMoro coctossHueM (State). CocTosiHHE COCTOUT M3 YETBIPEX CTPOK, KaKJaash U3 KOTOPBIX
conepxut Np Oaut, rae Np — mmHa Oiioka B Owrtax, neneHHas Ha 32. B maccuBe coCTOsHUS,
0003HAYEHHOM CHMBOJIOM S, KaXJblii 0ailT nMeeT nBa MHAEKca: HOMep cTpoku I, 0 <r <4, u
HoMmep cronboma C, 0 < ¢ < Np. D10 mo3BossieT 00pamarbes K OTACIBHOMY OAWTy COCTOSTHUS KaK Syc.
Jst AES-128 Np =4, 1.e. 0 <c<4.

[lepen mpuMeHeHHeM onepalnu 3amudpoBaHus WK paciin(poBaHUsl, BXOJHON OJIOK JaHHBIX,
NpE/ICTaBICHHBIA B BUJIC MaccUBa OalTOB Ny, ..., iNis, KOMUPYETCS B MACCUB COCTOSTHHS (PUCYHOK
2.34):

Sre = Np+ac, 0 <r<4,0<c<Np,

a B KOHIIE orepaluii 3amm@poBaHus win pacmin@poBanusi, JTaHHBIE U3 COCTOSHUS KOMUPYIOTCS
B BBIXO/IHOM MacCHB (PUCYHOK 2.34):

Outr+4c = Src, OS r<4, OS c< Nb

ino in4 ing inlz Soo So1 So2 So3 Ooutp | outy | outg |outys
ing | ins | ing | iNg3 S10 | S11 | S12 | Si3 out; | outs | outy |OUts3
iny | ing | iNyg | iNyg S20 | S21 | S22 | Se3 out, | outs | outyg |OUty4
ing | iny |ing | iNgs S30 | S31 | Ss2 | Sa3 outs | out; | outys | OUtss
BxonHoii 010k IIpomexkyTOYHOE COCTOSIHUE BrixonHoii 6510k

Puc. 2.34. BXo1HOI 1 BBIXOHOH OJIOKH TaHHBIX, IPOMEKYTOYHOE COCTOSTHHE
Knrou mmdpoBanus Takke NMpeACTaBISETCS B BUIE MPSIMOYTOJIBHOIO MAacCHUBa C YEThIPbMS
cTpokamu (pucyHok 2). Yucno cron6uoB Ng 3TOro MaccuBa paBHO JUIMHE KJItoYa B OUTAax, JeIeHHON
Ha 32. B cranaapTe onpeneneHsl KIOYM BeeX Tpex pazmepoB — 128 6ut, 192 Guta u 256 Out, TO
€CTb COOTBETCTBEHHO 4, 6 M 8§ 32-pa3psaHbIX cioBa (WM CcTONAOLA — B TabiuyHOW (opme
npenacTaBieHus). B HEKOTOpBhIX ciaydasx KoY HIM(PPOBAaHUS paccMaTpPUBACTCS KakK JMHEHHBIN
MaccuB 4-0aiToBbIX ciioB. CiioBa cOCTOSAT U3 4 GalTOB, KOTOPBIE HAXOJATCA B OJIHOM cTOJIOLE (TIpU

MNpeACTaBJICHHUU B BUAC MPAMOYT'OJIBHOT'O MaCCI/IBa).

koo | ko1 | ko2 | Koz

klO kll k12 k13

k20 k21 |(22 k23

kso | ka1 | ka2 | Kaz

Puc. 2.35. ®opmart npeacTaBieHus Kiroya MuppoBaHUs
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Jns anroputma AES nimHa BXOAHOTO M BBIXOJHOTO OJIOKOB, a Takke Oyioka cocrostHus — 128
outos, T.¢. Ny = 4. Jlnmuna kimroda mmdpoanus paBHa 128, 192 wim 256 6utos, T.€. Ny = 4, 6 niu 8.
KonnuecTBo payH/10B, KOTOpBIE OyIyT BBHIIIOJIHEHBI B TEUEHHUE BBIIIOJHEHUS aITOPUTMA, 3aBUCUT OT
pa3mepa kiroda. Yuco payaaoB oboznagaercst Ny, rae Ny = 10 mpu Ny = 4, Ny = 12 ipu Ny = 6 u N
= 14 mpu Ny = 8.

U nns mmdpoBanus, u s pacmudposanus, aiaroputM AES wucnonsdyer payHIOBYIO
(GYHKIMIO, KOTOpasi COCTaBJICHA U3 YEThIpEX Pa3JIMYHBIX MpeoOpa3oBaHuil Haj Oalitamu: 1) 3ameHa
OaiiTa, UCHONB3ys TabMUIly 3aMeHbl (S-0JI0K), 2) CABUT CTPOK MAacCHBA COCTOSIHHSI HAa Pa3lIMYHbBIC
CMEIIEHUSMH, 3) CMEIIMBAaHUE JNAaHHBIX B MpeesiaX KakIoro CTOJIONa MacCUBa COCTOSIHHS, U 4)
no0aBJIeHHE PAayHAOBOTO KJIIOYa K COCTOSHHUIO. DTH MpeoOpa3oBaHus (M UX UHBEPCHUU) OMHUCAHBI
HUXKE.

DyHKUUA 321U (PPOBAHUSA

[lepen 3ammdppoBaHreM BXOIHBIE [AHHBIE KOMUPYIOTCS B MaccuB cocTosiHus. [locme
HAYaJIBpHOTO JOOABJICHHS PAyHAOBOTO KIIOYa, MACCHUB COCTOSIHHS IMPeoOpa3yercss ¢ MOMOIIbIO
paynnoBoit ¢ynkuuu 10, 12 wnu 14 pa3 (B 3aBUCUMOCTH OT AJIMHBI KIJIIOYa). 3aKIIOYUTENbHBIH
payHJ HEMHOrO oTinyaercs oT nepBbiX Ny — 1 payH10B. 3aTeM MOIYyYEHHOE COCTOSIHUE KOIUPYETCS
B BBIXOJIHOW MAacCCHB.

PaynmoBass GyHKIUS COCTOMT W3 4 pasnuuHbIX mpeoOpasoBanmii: SubBytes, ShiftRows,
MixColumns u AddRoundKey. Bce N; payHZOB HICHTHYHBI 3a HCKIIOYECHHEM IOCICIHETO,

KOTOPBI He BKIOUaeT npeodpaszoBanre MixColumns (pucynoxk 2.36).

| Bxoauoii 6110k |

v

AddRoundKey

round=1.9
"y
SubBytes

ShiftRows
MixColumns
AddRoundKey

]
SubBytes

ShiftRows
AddRoundKey

v

Brixoguoii 610K

Puc. 2.36. Cxema ¢ynkuun 3amudposanust (Np = 4, Ng = 4)



210

[IpeoOpa3oBanune SubBytes — nenmuHeliHast 3ameHa OaiiTa, KOTOpas pabdOTaeT HE3aBUCHMO Ha
KaKJO0M OaliTe COCTOSIHUS, UCIIONIb3Ys Ta0NHIly 3aMeHbl (S-0J10K). DTa TabnauIa 3aMeH CO3/1aeTCsl C
WCIIOJIb30BAHUEM JIBYX MPEOOPA3OBAHHMIA:

1. MOJydeHHEe OOpaTHOTO DJIEMEHTa OTHOCHUTEIHHO YMHOXKECHHUSI B TIOJIE
GF(ZB), HYJICBOM 3JIEMEHT MEPEXOUT caM B ceOs;

2. npuMeHeHne mnpeoOpazoBanust Hax GF(2), ompenenenHoro cie-
JTYFOIITIM 00pa3oM:

b'i = bi @ Di+aymods D D(i+5ymods @ D(i+6)mods @ B(i+7ymods D Ci,

TmeCy=C =C=Cs=1,Co=C3=Cs=C7=0, bj ub'; — cOOTBETCTBEHHO UCXOJHOE U
npeoOpa3oBaHHOE 3HaUeHue i-ro outa, 1 =0, ..., 7.

B mnpeoOpazoBanun ShiftROws GaldThl B MOCIHEIHMX TPEX CTPOKAX COCTOSIHUS IMKIUYECKH
CIIBUTAIOTCS BJICBO Ha painyHoe umcio Oaift. IlepBas ctpoka (r = 0) He casuraercs. Bropas
crpoka (r = 1) casuraercs Ha 1 Gaiit, TpeThs cTpoka (I = 2) — Ha 2 OaiiTa, yeTBepTas cTpoka (I = 3)
— Ha 3 OaiiTa.

[Tpeobpazosanue MixColumns pabortaetr ¢ cocTosiHUEM CTOJIOEI 3a CTOJI0IOM, 0OpabaThiBas
KQXJIbI CTOJIOCI] KaK 4-3JIEMEHTHBIA MOJUHOM. CTOJIOIBI PacCMaTpPUBAIOTCS KaK IMOJIMHOMBI Hall
GF(28) Y YMHOXKAIOTCSI 10 MOJTYJTIO x* + 1 Ha huKCHPOBAHHBIN TTOMHOM a(X), IPHBEICHHBIH HIDKE

a(x) = {03}x° + {01 %% + {01}x + {02}.

DTO MOXXET OBITh IPEJICTABIICHO B MATPUYHOM BHJIE:

si.] [02 03 01 01]s,

St 01 02 03 O01]s,
= , 0<c<3.
S 01 01 02 03]s,

s;. | (03 01 01 02]s,

B pe3ynbraTte 3T0ro yMHOXKEHHUS 0aiiThl CTOI011a 3aMEHSIOTCS CIeTYIOIIMHU:

S'oc = ({02} < Soc) @ ({03} * S1c) D S2c D S,

S'1c = Soc @ ({02} < S1¢) @ ({03} * S2c) D Sac,

S'2c = Soc @ S1c @ ({02} * Szc) @ ({03} * sgc),

S'3c = ({03} * Soc) D S1c D Sac @ ({02}  S3c).

B mpeobOpazosannu AddRoundKey payHaoBbIf Kiar0ou 100aBISIETCS K COCTOSHHIO IMPOCTOM
nopaspsigHoi omnepanueir XOR. Kaxnwiii payHnoBeiid ko4 cocTouT u3 Np 4-0aiiTOBBIX CJIOB
pa3zBepHyTOro kitoya. CHOKE€HHE PayHIOBOTO KJIOYa M COCTOSIHUS MPOU3BOJUTCS CIEAYIOIIUM
o0OpazoM:

[S'0c, S"1cy S'2¢y S'3c] = [Socs Sicy S2c, S3c] @ [Wround-Nb+cl, 0 < ¢ < Np,
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rie [Wi] — cioBa pa3BepHYTOro Kiroya, OMMCaHHOTO HYKe, round — Homep payHaa, 0 < round <
N;. IIpu 3ammdpoBanum, mnepen MEpPBbIM NPUMEHEHHUEM payHAOBOW (DYHKIMH, TPOHCXOIUT
HavajbHOEC J00aBicHME payHaoBoro kimoua (round = 0). IlpumeHenue mpeoOpa3zoBaHUs
AddRoundKey B N, paynaax 3ammdpoBanus mpoucxoaut mpu 1 < round < Ny.

Pacumupenne kiaw4a

B anropurme AES nns mosyueHus payHIOBBIX KIFOUYEH MCIONB3YETCS AITOPUTM PACIIUPEHUs
KIo4a. PacimmpeHHblii K04 mpeacTtaBiseT coOoi nuueiHbli MaccuB W[i] u3 Np(N, + 1) 4-
6aiitoBeiX ci0B, | = 0, ..., Np(N; + 1). Anroput™ BbIpaOOTKH KIIIOYEH 3aBHCUT OT BeTHYHHBI Ng.
Ilepoie Ny CcIOB pacHmIMpPeHHOro KiIIOYa 3allONHAIOTCS KiIrodoMm ImugpoBanus. Kaxmoe
nocienyroiiee ciioBo W[i] momyuaercst mocpeactsom XOR mpenbinymiero cinosa W[i—1] u cioBa Ha
Ny mosurtuii panee W[i — N]

w[i] = w[i— 1] ® w[i — Ng].

Jlnst cioB, mo3uius KOTopbix KpatHa Ny, mepen npuMeHenunem omneparnud XOR cioBo W[i—I]
MOJIBEPraeTCss BO3JCHCTBUIO JIBYX JOMOJHHUTEIbHBIX (yHKiui: RotWord, ocymecrBastoriei
n00alTOBBIN CABUT 32-pa3psaHoro ciiosa mo Gopmyiie {ao a; @, as} — {ai az az ao}, u SubWord,
OCYIICCTBIISIOIICH MOOANTOBYIO 3aMEHY C UCIIOJIb30BaHUEM S-0i0ka ¢yHkimu SubBytes. 3atem k
IOJIy4CHHOMY 3HAYCHHIO TIPUGABISETCS payH1oBas koucranta Reon[j] = 271, B utore 3Hauenue
w[i] paBuo

w[i] = SubWord(RotWord(w[i — 1])) © Rcon[i/Ny] © w[i — Ng].

I-bIil payHIOBBIA KJIFOY MOJy4YaeTCs M3 CIOB MaccHBa payHAoBoro kiaroua ot W[Npi] u mo
W[Np(i+1)].

DyHKIUA paclIuppoBaHUs

Ecnu nmpeobpa3zoBanus, UCNOIb3yeMble B (YHKIIUMHU 3alIM(ppoBaHUs, UHBEPTUPOBATh U 3aTEM
NPUMEHUTh B OOpaTHOM TOpsJKEe, TO MOXHO MpoU3BeCTH oOpaTHoe pacimuppoBanue. [lpu
paciudpoBaHUM  HCIONB3YIOTCS  clenyromue mnpeodpasoBanus: InvShiftRows, InvSubBytes,
InvMixColumns u AddRoundKey (pucyrok 4a).

InvShiftRows — unBepcusi mpeoOpazoBanust ShiftRows. BaitTel B mocieaHuX TpeX CTpoKax
COCTOSIHUS LIMKJIMUECKU CABUTAIOTCS BIPABO HA pasiauuyHoe yucio 6aiT. [lepsas ctpoka (r = 0) He
cnBuraercsi. Bropast crpoka (r = 1) caBuraetrcs Ha 1 OaiiT, TpeThs cTpoka (F = 2) — Ha 2 Oaiira,
yeTBepTas cTpoka (I = 3) — Ha 3 Oaiita.

InvSubBytes — uHBepcusi mpeoOpa3oBaHHs 3aMeHbI 0aliTa, B KOTOPOM K KaXIOMy OaiTy
COCTOSIHUS IPUMEHSIETCS] 0OpaTHBIN S-0JI0K.

InvMixColumns — wunBepcust mpeodpazoBanus MixColumns. InvMixColumns onepupyet

COCTOSIHHEM CTOJIOEI] 3a CTOJOIOM, 00padaThiBasi Kbl CTOJIOCI KaK 4-3JIEeMEHTHBIM TOJUHOM,
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KaK omucano B pamee. CTONOIBI paccMAaTPUBAIOT Kak momuHoMbl Hax GF(2%) m ymuoxarotest mo
Mozyiio X" + 1 Ha (PMKCHPOBAHHBIH MOMMHOM a (X)

a*(x) = {Ob}x® + {0d}x* + {09}x + {0e}.

OTO MOXET OBITh ITPEJCTABICHO B MATPHYHOM BH/IE:

Sec Oe Ob 0d 09|s,
St 09 0e Ob O0d| s,

= , 0<c<3.
S)e Od 09 Qe Ob|s,

S Ob 0d 09 Oe | s,

-~

B pe3ynbrare Ha BBIXOJIE MOTYYAOTCS CIEAYIONMUE OANUTHI:

S'oc = ({0} < Soc) @ ({0b} « 51¢) ® ({0} * S2c) © ({09} * S3c),

S'1c = (109} = Soc) @ ({Oe} * s1¢) ® ({0b} * s2c) © ({0d} * S5c),

S'2c = ({0d} = Soc) @ ({09} * 51c) D ({0e} * s2c) © ({0b} * S5c),

S'sc = ({00} < Soc) @ ({0d} * S1¢) ® ({09} * 52c) © ({O€} * s3c).

[TpeoOpazoBanne AddRoundKey siBnsieTcsi cOOCTBEHHON MHBEPCHEH, T.K. UCIOIB3YET TOJIBKO
onepanuio XOR.

B ¢ynkuuu obpatHoro pacmmdpoBanus (pUCyHOK 4a) MOCIeI0BaTEIbHOCTD MPeoOpa3oBaHUi
OTJIMYAETCsl OT MOCJIEeI0BATEIILHOCTH peoOpa3oBaHuil mpu 3amu(poBaHuM, B TO BpeMs Kak popma
pacIIMpeHHbIX KI0Yel 11 3ammdpoBanus U pacmuppoBaHus ocTaeTcs Toi ke camoM. OHaKo,
HECKOJIbKO CBOMCTB anroputma AES mo3BosisitoT QyHKIMM pacminpoBaHUS UMETh TY KE CaMyIo
MOCIe0BATENbHOCTh MpeoOpa3oBaHuii Kak W mpu 3amudpoBanHuu (c mpeoOpa3oBaHUIMU,
3aMEHEHHBIMH WX WHBEpCcUAMH) (pUCYHOK 2.370). DTO AOCTUTAETCS MPU BHECEHWU M3MEHEHHH B

pacCUIMpPEHHBIN KIIFOY.

| BxonaHoii 610K |

| BxonaHoii 610K |

| AddRoundKey | | AddRoundKey |
round=1..9 round=1..9
Y Y
InvShiftRows InvSubBytes
InvSubBytes InvShiftRows
AddRoundKey InvMixColumns
InvMixColumns AddRoundKey
— p—
InvShiftRows InvSubBytes
InvSubBytes InvShiftRows
AddRoundKey AddRoundKey
v v
| BpeIxoaHoM 610K | | BeIxoaHoM 610K |
a) 6)

Puc. 2.37. Cxemsl ¢pyHKIIHE 00paTHOTO (a) U mpssiMoro (0) pacmudpoBaHus
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CymiecTByeT 1Ba CBOMCTBA, KOTOPbIE JENAl0T BO3MOXKHBIM HCIOJIb30BaHUE (DYHKIIUH MPSMOTO
pacmugpoBaHus:

1. IIpeobpaszoBanus SubBytes u ShiftRows MoxHO mepecTaBIsATh MECTAMH, T.€. MOXKHO CHaJalia
pUMEHHUTH mpeoOpasoBanne SubBytes, a 3atem ShiftRows, u Haobopor — cuauama ShiftRows, a
3arem SubBytes. To sxe camoe BepHO U Jutst uX uuaBepcuit InvSubBytes u InvShiftRows.

2. Onepanuu cmemuBanus ctonboB MixColumns u InvMixColumns siBisitoTcst TUHEHHBIMU
OTHOCHUTENIbHO BXOJIHBIX JaHHBIX, T.€.

InvMixColumns(State XOR Round Key) =

= InvMixColumns(State) XOR InvMixColumns(Round Key).

OTH CBOMCTBa MO3BOJISIIOT M3MEHHUTH MOPSIOK mpeoOpasosanuii InvSubBytes u InvShiftRows.
IMopsimox mpeodpaszosanuii AddRoundKey u InvMixColumns Ttakske MOXeT OBITh ITOJHOCTBIO
HU3MEHEH, TIPH YCIIOBHH, YTO MPEIBAPUTEIBHO, HCIIONB3Ys peodpasoBanue InvMixColumns, 6yayt
M3MEHEHBI CTOJIOIBI (CJI0BA) pa3BEPHYTOTO KIIF0Ua paciInppoBaHus.

Pesxum oopaTHoii cBsizu o mmudprexcry (CFB)

B pexume o6patHoii csizu no mudprekcry (CFB) Boixoaubie 010kH 3aMPpOBAHHOTO TEKCTA
3a cueT OOpaTHOU CBSA3M CTAHOBSTCS BXOJHBIMHU OJIOKAMU [UIsl MOCIEAYIOLIEro IU(POBAHUS.
YroObl mOMY4IHTh 3aIM(POBAHHBIN TEKCT, OTKPHITHIA TEKCT CKJIAIBIBACTCS, C TIOMOIIBIO ONEepaIin
XOR, co creHepupOBaHHBIMH BBIXOAHBIMH OJOKaMHU. B kadecTBe Ha4aIbHOTO BXOJHOTO OJIOKa B
pexume CFB ucnonb3yercs 3HaueHue BekTopa wHunuaimu3anuu 1V. 3nauenue IV moxer ObITh
OTKPBITBIM, HO TIPH 3TOM JOJKHO OBITh HENPEJCKA3yEeMbIM.

B pexxume CFB ncnosb3yercst nenodrciaeHubli mapametp S, 1 < s <b, rue b — pasmep 6ioka (B
0aiiTax) OTKPBITOIO M 3alIM(PpPOBAHHOIO TEKCTOB. 3HAYEHHE S MHOTJA BKJIIOYAETCS B Ha3BaHUE
pexxuma, Hanpumep, 1-6utossiit pexxum CFB, 8-6utoBsiii pexum CFB, 64-6utoslit pexum CFB,
i 128-6urosiit pexum CFB.

[Mpu 3ammppoBanum B pexume CFB mepBeiM BXomHBIM OJOKOM sBIsieTcs 3HaueHue [V
(pucynok 2.38). UroObl MpOWM3BECTH NEPBBIA BXOJHOH OJIOK K 3HaueHuio |V mnpumensercs
onepauus mudposanus. [lepsas gons 3ammdpoBaHHOro Tekcra nmpousBoauTcs omepanueit XOR
MEXJy NEepBOIl J10Jell OTKPHITOrO TEKCTa M S CTapUIMMM OMTaMHU IMEPBOIO BBIXOJHOTO OJIOKA.
Ocragmuecs: (b—S) OuT mepBoro BeIXoJHOTO OJ0Ka orOpackiBatorcs. 3ateM (b—S) mmammumx Outa
3HaueHus [V coequHsIoTCs onepanyeld KOHKaTeHallMK ¢ S OUTaMu MepBOil 10U 3amu(ppoBaHHOTO
TeKcTa, A7 (OpMUPOBAHHUS BTOPOrO BXOAHOro Onoka. Jpyrumu cioBamu s (OpMHpPOBAHUS
BTOPOT'O BXOJHOTO OJ0Ka OUTHI MEPBOTO BXOJIHOIO OJIOKA MUKIMYECKH CIBUTAIOTCS HA S MO3UIMU

BJIEBO, U 3aTEM JI0JISI 3aIIM(PPOBAHHOIO TEKCTA 3aMEHSET S MIIAJIIIUX OUT.
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Puc. 2.38. Pexxum CFB

[Ipouecc moBTOpsieTCss 10 TeX MOp, MOKa OT KaXKIAOW JOJNM OTKPBITOrO TEKCTa HEe Oyner
nostydeHa JoJig 3amu@poBanHoro Tekcra. YtoObl chopMupoBaTh 10110 3anTMPOBAHHOTO TEKCTA S
CTapmIMX OWUT Ka)XJOTO BBIXOJHOTO OJIOKa cKiIagsiBatoTCs, ¢ momompio omepanuu XOR, ¢
COOTBETCTBYIOLIEH aonel OTKpbITOro Tekcra. Kaxnmas nons 3amm@poBaHHOTO TeKCTa (Kpome
MoCJIeHe) molaeTcsl Ha3ajd, KaK OMMCAHO BhIIIE, YTOObI CPOPMUPOBATH HOBBI BXOJHOWU OJIOK.
OOpaTHas CBsI3b MOXKET ObITh ONHMCAaHa B TEPMUHAX OTAENIbHBIX OUT CIEAYIOUIMM 00pa3oM: eciiu
I1i2...1p — J-i BXOHOM OJIOK, @ C1Cp...Cs — J-ast jaouis 3ammdpoBaHHOTO TeKCTa, TO (J+1)-if BXOMHOM
OJ0K: i1i...15C1Co. . .Cs.

[Mpu pacumppoBanuu B peskume CFB 3nHauenme IV sBisseTcss mepBBIM BXOIHBIM OJIOKOM.
Kaxnpiit mocnenyromuii BxoaHoi 610k ¢opmupyercs kak npu CFB 3ammdpoBanuu, coeaussis
onepanued KoHkareHauuu (D—S) mMiagmux OUT TMpenbIayIIero BXOAHOTO OJOKa € S CTapIIMMHU
OuTamMH MpeAbIAyIEero 3amnudpoBaHHOro TeKcTa. UToObl MPOU3BECTH BBIXOIHBIE OJOKH K KOKIOMY

BXOJIHOMY OJIOKY mpuMeHseTcss QyHKIMs mudpoBaHus. UToObl MOTYYUTH JOJIH OTKPHITOTO TEKCTa
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S crapmmx OHT BBIXOAHOTO OJOKa ckiIaabiBaercsi, ¢ mnomomsio onepamnu XOR, ¢
COOTBETCTBYIOLIMMH JOJISIMH 3aIIH(PPOBAHHOTO TEKCTA.

[Ipu 3ammdpoBannn B pexxume CFB BxomHol Onok s Kaxaod ¢GyHKIUHA mu(poBaHUS
(KpoMe MepBOro) 3aBUCUT OT pe3yjbpTara npeAblaylied (QYyHKIMM IMHAQPOBaHUS, I[O3TOMY
MHOTOKpAaTHBIE OIEepaluu MH(pPOBaHUS HE MOTYT OBbITh BBIIOJHEHBl MapauienbHo. [lpu
pacudpoBanuu B pexxume CFB, HeoOxoaumple onepauun mudpoBaHus MOTYT OBITh BBITTOJIHEHBI
napajjiesibHO, ecid W3  3HadeHus IV u  3amm@poBaHHOrO TEKCTa CHadala Cco34aTh
(mocneoBaTeNIbHO) BXOHBIC OJIOKH.

Pesxum oopaTHoii cBsizu o Bbixoay (OFB)

B pexume oOparHoit cBsizu mo Beixony (OFB) mocnemoBaTenbHOCTh BBIXOIHBIX OJIOKOB
TeHEepUpyeTCsl yTeM I0CIIeA0BAaTEIbHOIO MPUMEHEHUS onepalyy n$poBaHus K 3HaueHuio IV.
YroObl Moy4uTh 3aIM(POBAHHBIA TEKCT OTKPBITHIA TEKCT CKJIAAbIBACTCSA C MOMOIBIO ONepanuu
XOR co CreHepupOBaHHBIMH BBIXOJHBIMH OJOKamMu © HAa000poT. [l JaHHOTO pexuMa
mmdpoBanus 3HaueHus [V 10KHBI OBITH CilydailHbIMU, T.€. [V 10IKHBI OBITh YHUKATBHBIMH IS
Kaxoro npuMmenenus pexxuma OFB Ha nanHOM Kiroue.

Jns 3amudposanus B pexkxume OFB, uToObI mpou3sBecTy nepBblif BBIXOHON 010K, 3HaueHue [V
npeoOpaszoBeiBaeTcs pynknuen mmdpoBanus. YToObI MPOU3BECTH MEPBBIN OJOK 3amn(pPOBAHHOTO
TEKCTa MEPBbI BBIXOJHON OJIOK CKianbiBaeTcs, ¢ moMolibio omnepanuu XOR, ¢ mepBeiM O10KOM
OTKPBITOTO TEKCTa. 3aTeM, 4TOObI NMPOU3BECTU BTOPOM BBIXOJHOW OJIOK, (PyHKIMS IM(POBAHUSL
MpPUMEHSETCA K NEPBOMY BBIXOJHOMY OJIOKY. BTOpO#t BBIXOZHOM OJIOK CKIIaIbIBACTCS C MOMOLIBIO
ormepanmn  XOR co BTOpBIM OJOKOM OTKPBITOTO TEKCTa, YTOOBI TMPOW3BECTH BTOPOIl OJIOK
3amM(pPOBAHHOIO TEKCTa. 3aTeéM KO BTOPOMY BBIXOJHOMY OJIOKY NpUMEHseTcs (QyHKIUS
mudpoBaHus, yTOOBl MPOU3BECTU TPETHH BBIXOAHON Oyok. Takum oOpa3oM, mocienoBaTeIbHbIE
BBIXOJIHbIE OJIOKM MPOU3BOJAATCS IyTeM MNpUMEHEHHs (YHKUMU MHU(POBAHUSA K HPEAbLAYIIUM
BBIXOJIHBIM OJIOKaM, a 3aTeéM BBIXOJHBIE OJIOKM CKiIajpiBaeTcs ¢ momomrsio omepanun XOR ¢
COOTBETCTBYIOIIMMHU OJIOKAMU OTKPBITOTO TEKCTa, YTOOBI MPOU3BECTU OJIOKM 3amn(pOBAHHOTO
TekcTa. B mocnennem 010ke (KOTOpBI MOKET OBITh HEMOJHBIM OJIOKOM M3 U OWT) Js oneparuu
XOR wucnosnp3yrorcst crapuie U OUT TOcieqHero BbixomHoro Omnoka. OcraBmmmecs (b-u) out
MOCJIEIHETO BBIXOTHOTO OJI0Ka OTOpachIBAIOTCS.

[Tpu pacmdposanuu B pexnme OFB 4TOOBI poOW3BECTH MEPBHIN BHIXOJHON OJOK 3HAYECHHE
IV npeobpazoBbiBaeTcst GpyHKIMel mudpoBanus (pucyHok 2.39). UToObl MOTy4UTh HEpBBIA 010K
OTKPBITOTO TEKCTa MEPBBIN BBIXOIHON OJIOK CKIIabIBaeTcs, ¢ moMolulsio onepanun XOR, ¢ nepBsiM
6510K0M 3amn(poBaHHOTO TEKCTa. 3aTeM MEePBBIA BBIXOAHON OJI0K mMpeoOpa3oBbiBaeTcs (yHKIUEH
mU¢ppoBaHus, YTOOBI MPOU3BECTH BTOPOM BBIXOIHOM OJ0K. BTOpOI BBIXO/IHOM OJIOK CKJIaJbIBAETCS

¢ nomomipio orepanud XOR co BTopeiM 0JIOKOM 3amm@ppoBaHHOTO TEKCTa, YTOOBI MPOU3BECTH
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BTOpO OJIOK OTKPBITOIO TEKCTa. BTOpOi BBIXOAHOM OJOK Takke MpeoOpa3oBbIBacTCS (yHKIMEH
mmdpoBanusi, 4TOOBl MPOU3BECTU TPETHH BHIXOAHOW OyoK. Takum 00pa3oM, mociemoBaTeIbHbIE
BBIXOZHBIC OJIOKM TPOW3BOIATCSA IyTE€M NPUMEHEHHS (QYyHKIMM MUGPOBAHUS K IMPEIbLIYLIHM
BBIXOJHBIM OJIOKaM, 3aTeéM BBIXOJHbBIC OJIOKHM CKiIajbIBaroTCs, ¢ momomipio omepamun XOR, c
COOTBETCTBYIOLIMMH OJIOKaMHU 3alIM(PpPOBAHHOTO TEKCTa, YTOOBI MOMYYUTH OJOKH OTKPBITOTO
TekcTa. B mocnennem 010ke (KOTOPBI MOKET OBITH HEMOJHBIM OJIOKOM M3 U OWT) IJs oneparuu
XOR wucnone3yrorcs crapimme U OUT mociaeaHero BeixogHoro Omoka. Ocrasmmecst (b—U) Out

IIOCJICIHETr O BBIXOJHOI'O Onoxa OT6paCbIBaIOTC${.
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(kpoMe TepBOi) 3aBUCHUT OT pe3yJIbTAaTOB MpeAblayliell (QYHKIMM MH(PPOBaHUSA, MOITOMY

MHOTOKpaTHble (DYHKIMHU IU(GPOBAHUS HE MOTYT OBITh BBINOJHEHBI MapayienbHo. OgHako, eciu

3HadyeHue IV MU3BCCTHO, BBLIXOJHLBIC OJI0KU MOTYT OBITH CIrCHCPUPOBAHBI IIPCIKAC, YCM CTAHCT

AOCTYIIHBIM 3am1/1(bp0BaHan71 niIn OTKpBITBIﬁ TCKCT.
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Hns pexuma OFB Tpebyer yHukanmpbHOe 3HaueHue [V Ui Kakaoro cooOIeHusi, KOTopoe
Korga-nmubo Oynmer 3ammppoBaHO Ha JaHHOM Kitode. Ecnmu, Bompeku 3ToMy TpeOOBaHUIO,
UCTIONIB3YETCS TO XKe camoe 3HadeHue [V s 3ammndpossBanus 6oee, 4eM OJJHOTO COOOIIEHUS, TO
KOH(UACHIIMATBHOCTh 3THX COOOIIEHUIT MOKET OBITh MOCTaBJIEHa 1Mo yrpo3y. B actHocT ecin
M3BECTEH OJIOK OTKPBITOIO TEKCTa JII0OOTr0 M3 3THUX COOOIIEHHH, CKakeM, j-ii OJOK OTKPBITOrO
TEKCTa, TO BBHIXOJ - (yHKIMHM MUPPOBAHUS MOXKET OBITH OMpeeNeH JIETKO M3 j-To OJoKa
3amm(poBaHHOTO TeKCTa coolImeHus. JTa HH(popManus MO3BOJET JIETKO BOCCTAHOBHUTSH j-i OJIOK
OTKPBITOTO TEKCTa JIIOOOT0 JIPYroro COOOIIEHHS, 3aIIU(PPOBAHHOTO C HCIIOJIB30BAHUEM TOTO K€
camoro 3HaueHuss [V, W3 COOTBETCTByIOUIEro j-ro OJOKa 3amM(pPOBAHHOTO TEKCTa HSTOTO
COOOIICHHSI.

KonduneHnmanbHOCTs MOXKET OBITHh AHAJOTMYHBIM 00pa3oM IOCTaBIICHA IO/ YIPO3y, €CIH
m000i U3 BXOAHBIX OJ0KOB ¢GyHKIMH IH(poBaHUS ompenensercs kak IV mis 3ammdbpoBaHus
JPYroro COOOUICHHUS Ha TAaHHOM KITIOUe.

Pexxum cuerunka (Counter mode)

B pexunme cuerunka (CTR) mis mpom3BOACTBAa MOCIIEAOBATENBHOCTH BBIXOJHBIX OJOKOB
ornepanus MMUQppPOBaHUS MPUMEHAETCS K HA00py BBIXOAHBIX OJOKOB, HAa3bIBAEMBIX CUETUYHMKAMH.
UYroObl moyunTh 3aIM()POBAHHBIA TEKCT OTKPHITBHINA TEKCT CKIIAJBIBACTCS C MOMOIIBIO OTEpaInu
XOR co creHepupoBaHHBIMH BBIXOJHBIMH  OJloOKamMH W HaoOopor. Bce Onoku B
MOCJICIOBATENbHOCTH CYETYMKA JIOJDKHBI OTJIMYAThCcs APYr OT JApyra. OTO YCIOBHE HeE
OrpaHUYMBACTCS OJTHUM COOOILEHUEM, T.€. JUISl BCEX COOOLIECHHI, KOTOpbIe 3alIn(pOBBIBAIOTCS Ha
TAHHOM KIJTFOY€, BCE CYCTUYMKH JTOJKHBI OBITh Pa3IMUHBIMU.

[Tpu 3ammdposannu B pexxume CRT dyHkums mmdpoBaHus IpUMEHSIETCS K KaXI0My OJI0KY
cuerynka (pucyHok 2.40). [TomyueHHbIE BBIXOJHBIC OJOKH CKJIABIBAIOTCS C TOMOIIBIO OTEpaIuu
XOR ¢ cOOTBETCTBYIOUIMMH OJOKaMH OTKPBITOTO TEKCTa, AJII TOTO YTOOBI MPOU3BECTH OIOKHU
3amn(ppoBaHHOrO TekcTa. B mocinenHem Ojo0ke (KOTOpBIM MOKET OBbITh HEMOJHBIM OJIOKOM M3 U
ouroB) mns omeparmuun XOR ucnonp3yroTcsi crapmue U OWUT TOCIEOHEr0 BBIXOJHOTO OJIOKa.

Ocragiuecst (b—U) OUT mocaeHEero BEIXOIHOTO OI0Ka OTOPACHIBAIOTCS.
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OTKpBITHIN TEKCT

[Mpu pacmmdpoBannu B pexkume CTR BBHIMONHSIOTCS T€ XK€ camble ONEpaluy, 4TO U TPU

3amu(poBaHUN.

B pexume CTR u npu 3ammdpoBanuy U npu paciiippoBaHUU GYHKUUU IIUPPOBAHUS MOTYT

AOCTYIIHBIM SaIHI/I(prBaHHHﬁ NN OTKpBITLIf/'I TCKCT.

OBbITh BBIMOJHEHBI MapaiieNbHO. BIOK OTKPHITOro TEKCTa, KOTOPBIH COOTBETCTBYET KaKOMY-TO
OTJENbHOMY OJIOKY 3alIM(QpPOBAHHOTO TEKCTa, MOXKET ObITh MOJY4YEH HE3aBUCHUMO OT APYTUX
OJIOKOB OTKPBITOIO TEKCTa, €CIM MOXET ObITh ONpeAesieH COOTBETCTBYIOIIMN OJOK CUETYMKA.

KpOMC TOTO, (I)yHKI_II/II/I IJ.IH(I)pOBaHI/ISI MOTYT OBITH IMPUMCHCHBI K CHCTUUKAM IIPCKAC, YCM CTAHCT
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MeToabl OIIEHKH Ka4yecTBa aJAropurMoB MOTOYHOI'O IIII/I(])pOBaHI/IH

[Tpu onieHke Ha/EKHOCTU MOTOYHBIX MHU(PPOB OOBIYHO PACCMAaTPUBAIOT CJIEIYIOIIUE OCHOBHbBIE
XapaKTepUCTUKU: niepuoa u ctatuctuueckue cBoiictsa [ICII, a Takyke KpUITOCTOMKOCTD alropuTMa
mmdpoBaHus.

1. Ilepuon

[Tpyr m3yyeHUM CBOWCTB MOCIIEAOBATENBHOCTEH ONHOM M3 Haulosiee BaXKHBIX XApaKTEPUCTHK
ABIISIETCA JUIMHA niepuosa. [leproaom mocine10BaTeIbHOCTH Ha3bIBAIOT HEKOTOPOE KOJTUYECTBO OHT,
I10CJI€ KOTOPOTO MOCJIEA0BATEIbHOCTh HAUMHAET IIOBTOPSITHCSL.

Hanuuue nepuospa sBIseTCs CTaTUCTUYECKUM “‘nedeKToM”, KOTOPBIH MO3BOJSIET OTIUYUTh
[ICIT ot uctunno cnyuaiinoid. Eciu nepuon IICII, ucnonb3yemoii B kauecTBe KJIFOYEBOr0 MOTOKA,
CIIMIIKOM MaJIeHbKUH, TO €ro OTHOCUTENbHO Jierko mnpexackasats. [lepuon IICII nomxen ObITh
JOCTaTOYHO OOJIIMM, 4YTOOBI HHUKOIJIAa HE IOBTOPUTCSA. OTO OOBIYHO pean3yercss IyTeM
MCIOJIb30BAaHUS CTaHAAPTHOTO OJIOKA, KOTOPBIA MMEET J0KazyeMo OOJIbLION MepHoJ], Hampumep,
LFSR makcuManbHOU IUIMHBI.

2. Kpunroanaaus mmdpos

ATaku Ha MOTOYHBIC MUPPHI KIACCUPHUIIUPYIOTCS B COOTBETCTBUH C [6]

. uHpopMaIuei, KoTopast JOCTYITHA KPUNITOAHATUTHKY;
. LEJISIMH aTak;
. croco0aMu pean3aluy aTaky.

(Hacro) Ilpennonaraercsi, 4To KPUNTOAHAIMTUK 3HAET, KaKoil muMdp UCHOIB3YyeTCs, HO eMy
HEU3BECTEeH KJI0Y MM(poBaHus. B310M HEW3BECTHOrO aJropuTMa SIBISETCS 3HAUYUTENIBHO Oolsee
CIIO’)KHOM 3a/1a4yei, MMEHHO I03TOMY BOCHHbIE CTaparoTCs JAepKaTh CBOU IUGPHI B TaliHe. O1HAKO
UCTOpHS TIOKa3bIBAET, YTO JOCTATOYHO CJOXHO COXPAaHUTh KpHnrTorpadpudeckne (QyHKIUH B
CEeKpeTe.

@dyHaMeHTaIbHOE MPaBWIIO KPUNTOAHAJIN3a, BIEpBble CHOPMYJIUPOBAHHOE TOJUIAHALEM A.
Kepkxodpdom eme B XIX Beke 3akitouaeTcss B TOM, YTO CTOMKOCTh IMH(pa (KPUIITOCHCTEMBI)
JOJDKHA OTPENENATHCS TOJNBKO CEKPETHOCThIO Kitoda. VHbIMU crioBamwu, mpaBuio Kepkxodda
COCTOUT B TOM, YTO BECh ITOPUTM MIM(POBAHUS, KPOME 3HAYCHHS CEKPETHOTO KITFOYa, W3BECTEH
KPUNTOAHAJIUTUKY TPOTUBHUKA. OTO OOYCIOBJIEHO TEM, YTO KPUITOCHUCTEMA, peaU3yolas
CEeMEHCTBO KpUITOrpauyeckux Mpeodpa3oBaHuii, OOBIYHO paccMaTpUBaeTCs Kak OTKPBITast
cucrema. Takol MOAXO0J OTpakaeT OYEHb BAXKHBIN MPHHITUI TEXHOJOTHH 3aIlllUTHl MH()OpMAIUH:
3alIMIIEHHOCTh CHCTEMBl HE JIOJDKHA 3aBHCETh OT CEKPETHOCTH Yero-imb0o TakKoro, YTO

HEBO3MOXXHO OBICTPO HW3MEHUTh B Cjly4yae VYTeYKH CeKpeTHoH wuH@opmaruu. OObr4HO
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KPUNTOCHCTEMA MPEJCTABISAET COOOW COBOKYIHOCTH AamMapaTHbIX M MPOTPAMMHBIX CPEJICTB,
KOTOPYIO MO>KHO M3MEHUThb TOJIBKO IIPY 3HAYUTENBHBIX 3aTpaTax BPEMEHU M CPEACTB, TOTa Kak
KIIIOY SIBJIAETCSI JIETKO M3MEHAEMBbIM OOBEKTOM. VMMEHHO MOITOMY CTOMKOCTh KPHUIITOCHCTEMBI
OIPEIEIAETCS TOJBKO CEKPETHOCTBIO KIIHOYa.

llpyroe mouyTH OOWIEHPUHATOE JAONYIIEHWE B KPHUITOAHAIM3E COCTOMT B TOM, YTO
KPUNTOAHAJIUTHUK UMEET B CBOEM PACHOPSHKEHUH IU(PPTEKCTHI COOOIICHHUH.

B 3aBucumMocTM OT CTENEHH JAOCTYMHOCTH HHGPOpPMALUU KPHUITOAHAIUTUKY BBLACISIOT
CJIENYIOLLME TUIIbI ATAK:

1. ATaka ToJabKO npu Hanuyuu mudprekcra (Ciphertext-only). Ito Hauxyamuni

cnyqaﬁ IJid  KpUIITOAHAJIMTHUKA. KpI/IHTOElHaJH/ITI/IK IBITACTCA IO HUMCHOIIECMYCs
I_HI/I(l)pTCKCTy BOCCTAaHOBHUTH HCXO,HHBIﬁ TCKCT HMJIM KJIIFOY HII/Iq)pOBaHI/ISI.

2. Araka npu W3BECTHOM OTKDBITOM TEKCTE (known-plaintext).

Kpunroananutuk 3HaeT MWHQPTEKCT W BECh MM YacTh OTKPBITOrO Tekcra. Jlis
aJIMTUBHOTO MOTOYHOro mudpa (raMMUpPOBaHMsI) 3TO PAaBHOCUIBHO 3HAHUIO BCErO WU
YacTH KII0YEBOI0 MOTOKa. Llenbo KpunToaHaIUTHKA SBIISETCS ONpe/ieieHue KII4a WU
OCTaJIbHOM YaCTH OTKPBITOI'O TEKCTA.

3. ATaka npu BO3MOKHOCTH BBIOOpa OTKphITOro Tekcra (chosen-plaintext).

Kpunroananutuk mmeer a0oCcTyn K mudpyromeMy YCTPOWCTBY U MOXKET 3amudpoBaThb
10001 OTKPBITBI TekCcT. Llenmpro KpunTOaHANMTHKA SBISETCS ONpEACICHHE KIo4Ya
mmdpoBaHus.

4. ATaka Tpu  BO3MOXKHOCTH BbIOOpa mmdprekcra (chosen- ciphertext).

Kpunroanaautuk umMeeT JoCTyn K yCTPONUCTBY paclIM(ppoBaHUS U MOKET pacinppoBaTh
moboi  mmdprekct. llenpl0  KpUNTOAHAWINTHKA SABISETCA  OIpENeNIEHHEe  KIHoYa
mmdpoBaHus.

Ha cxonpko peamuctuunbl mnojoOHble ataku? Iludprexcr nerkonoctymeH, T.K. OOBIYHO
MepeiaeTcsi M0 OTKPBITHIM, OOIMIETOCTYNHBIM KaHanaM. [lonydnTh TOCTYHn K OTKPBITOMY TEKCTY
ropazzo cioxkHee. KpunToaHamTuTHK MOXET MPEINoJOXKHTh Haubojee BEpPOATHOE COJEpiKaHHe
HEKOTOPBIX YacTel TEKCTa, HAI[pUMEP IIPUBETCTBHE B 3ar0JIOBKE NMUCbMa. Eciin y KpunroaHaauTHKa
€CTb BO3MOXXHOCTh YTOBOPUTH WJIM 3aCTaBUTh KOTO-TO 3alIM(pOBaTh CBOU COOOLIEHHS, TO 3TO
MOJIYUUTCS Cay4ail aTaku ¢ BHIOPAHHBIM OTKPBITHIM TEKCTOM. ATaka ¢ BHIOPAaHHBIM IIH(DPTEKTOM
ABIISICTC HAaUMEHEe PEaJUCTUYHOM, HO XOopowui mudp nomkeH obOecrieyuBaTh 3allUTy U OT
TaKOI'o TUIIA aTakK.

Jns  CHUHXpPOHHBIX TMOTOYHBIX wMmHUGpoB 2, 3, 4 TUNbl aTaKk SKBUBAIEGHTHBL. J[is

CaMOCHHXPOHHU3HPYIONTUXCS ke Hanbosee 3pheKTUBHOM sIBIsETCS 4 TUIT aTaky.
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CymiecTByeT emie JONMOJHUTEIbHBIE BHJBl aTak — aTaka C BO3MOXKHOCTBIO BbIOOpa
UHHLMaT3Mpyromero Bekropa (chosen-1V attack). B manHoM ciydae KpUNTOAQHAJIUTHK MOMKET
BbIOMpaTh nHHIManu3upyrommii Bektop (1V). U araka cesazanubix kimoucii (related key attacks), rue
KPUIITOAHATIUTUK MOXKET BHIOMPATh 0COOYIO CBA3H MEXK/Y KIIIOUaAMHU.

Mertoapl, TpUMEHsIeMble JJs aHaJM3a MOTOYHBIX MIH(POB, HCIOIB3YIOT MaTeMaTHUECKUE U
CTaTUCTHYECKHE CBOICTBAa TeHeparopa WIM NpUONMKEHHH K HeMy. B dyacTHOCTH TeHepaTop
KJIFOUEBOTO MOTOKA JIOJDKEH IMPOU3BOAUTH PABHOMEPHO paclpeiesieHHYI0 IOCJIe0BATEIbHOCTD
OuT. AHaIU3 MOTOYHOrO MmHUpa MO CYIIECTBY CBOAUTCS K aHAJIN3y reHepaTopa KIYeBOro MmoToka
(MIIyTCS OTKJIOHEHMSI OT CTaTUCTUUecKoW Mojaenu). OOLEnpuHsATO, aHaJU3UPYS IMOTOYHbBIC
mudpel, paccMaTpuBaTh aTaKH MPH HW3BECTHOM OTKPBITOM TECTE. DTO MO CYLIECTBY O3HAa4aeT
MIPEIOJIOKEHHE, YTO OOJbIIAs YaCTh KIIOYEBOI0 MOTOKA U3BECTHA.

B 3aBucuMocCTH OT 11e11d, pecielyeMold KPpUNTOAHATUTUKOM, BBIIEISIOT CIIEAYIONINE aTaKu:

1. Amaxa paznuuenuem (distinguishing attack).

OTOT coco0 mpenHa3HaveH JUIsl BEISIBICHUS OTJIMYHS BBIXOJIa TeHepaTopa KIF0UYEBOTO MOTOKA

OT UCTUHHO CIIY4aiiHOH MOCIeI0BAaTEIbHOCTH TOH K€ JAJTUHBL.
2. Ipeockazanue (prediction).

OTOT croco0 MmpeaHazHaueH il MPEICKa3aHus BBIX0Ja TeHepaTopa KI0YeBOro MmoToka ooee
TOYHO, YEM MPEAIOI0KEHUE.

3. Boccmanosnenue karoua (key recovery).

3TOT crocol MpeHa3HavyeH /I MOIyYeHHs KJIoya U3 BbIX0/1a TeHepaTopa KIF0YEeBOro MOTOKA.

O4eBHIHO, YTO BOCCTAHOBJICHHUE KJIHOYa SIBJISETCS CAMbIM MOIIHBIM W3 3THUX TPEX CIOCOOOB,
MIOCKOJIbKY JI€JIaeT BO3MOXHBIMU M TIpEeACKa3aHuEe M aTaKy pasziaudyeHueM. Taxke O4eBHIHO, YTO
IIpe/ICKa3aHue JIENAaeT BO3MOXKHOM aTaKy pasjiMueHueM. ATaKy pa3INuyueM MOXHO paccMaTpUBaTh
Kak TN npexackasanus. [loToMy d4To araka pa3iauuMeM YTBEpXKAAeT, UYTO ONPEIECICHHBIE
MIOCJIEZI0BATEIBHOCTH T€HEPATOpa KIIFOUEBOIO MOTOKA BCTPETIATCS C BEPOSTHOCTHIO OOJbILIEH WU
MEHbIIEeH, yeM, ecau Obl OHM ObUIM MCTHHHO CIy4YallHBIMHU, TaKUM 0Opa3oM, Jenas NpeacKa3zaHus
MOCJIeI0BATENbHOCTH KIIFOUEBOTO NMOTOKA 060JIee TOUHBIMU, YEM MPEATONIOKEHHE.

OOBIYHO BBLACIIAROT CIICAYIOIHUE ATAKU HAa ITIOTOYHBIC I_HI/I(l)pBI:

1. WcueprnbiBaromuii MOUCK Kiroua (ataka rpyooit cuioit) (exhaustive key
search).
2. ATaka, OCHOBaHHas Ha COIJIACOBaHWH MaMATH W BpemeHu (time-memory

trade-off attack, TMTO).
3. Koppensinnonnas ataxa.
KoppensimonHast aTaka — 3T0, BO3MOXHO, CaMbIil BaXKHBIN KJIacC aTak Ha TIOTOYHBIE

mmdper, ocobeHHo s mHUppoB ocHoBaHHBIX Ha LFSR.  DOddextuBHbe
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KOPPEJSIMOHHBIE aTakd ObUTM HAWICHBI IS MHOTHX NOTOYHBIX ImH(poB. UToOBI
JTaHHBIA BUJ aTak ObLI MPUMEHUM, HEOOXOIMMO, YTOOBI BBIXOJ I'€HEpaTopa KIIFOUEBOTO
MOTOKAa ObUT KOPPENIMpPOBAaH C BBIXOJHOW IIOCJIEI0BATEIbHOCTHIO 0o0Jiee MPOCTOro
BHYTpEHHeEro ycrpoiictsa reuepatopa — LFSR. Hanuuue 3Toii koppemnsius ucrnonb3yercs
IUISL OTIPEJICJICHUS KITI0Ya.

4. Anredpanueckas araka (algebraic attack).

Tam, rme koppenslMOHHAs araka NpoOyeT HaWTH JIMHEHHYIO allpOKCHUMAIUIO
BBIXOZHOM (QyHKIMHU f, anreOpandeckas araka HUCIOJIb3YeT BbIpOKCHUs 0ojiee BBICOKON
crenenu. [lepBas anreOpanydeckasi aTaka Ha3bIBAJIaCh KOPPEJSIIMOHHON aTakoil cTapiiero
nopsizka (high order correlation attack).

5. Artaka “paszaeinsii U BIacTBYW .

[Ipu Takoi aTake KPUNTOAHAIWUTUK MpelrnoyiaraeT 4actb Kitouya. OrpaHuyeHue,
HAJIO)KEHHOE TaKUM 00pa3oM Ha KIIFOYEBOW MOTOK, MOXKET C/IENaTh IMOMCK OCTaBLICHCS
YacTH KJIto4ua ObICTpee, ueM, ecii Obl 3Ta 4acTh MCKAJIach epedopoMm.

6. Ataka cMeHsl Kiarouda (rekeying attack).

Cy1iecTByeT MHOTO PUJIOKEHUH, B KOTOPBIX MOTOYHBIN MIU(P 4acTO MEHSET KITIOY.
WHorma MOXHO HCIIOJIB30BaTh 3Ty CMEHY KIIF04a, YTOObI HAlTH UCIIOIB3yEeMbIE KITFOUH.

7. ATaka “mipenosioxu u onpenenn’ (guess-and-determine attack).

B arake “npenmonoku u oOmpeAenu’, CTpaTerus COCTOUT B CJEIYIOIIEM:
HE00XO0IUMO MPEATNONIOKHUTh 3HAUEHUSI HECKOJIBKUX HEM3BECTHBIX B MH(peE, U, UCXOII U3
MpeIoIaraeMbIX 3HAYEHUH, BBIBECTH 3HAYCHHS JAPYIHMX HEU3BECTHBIX MEPEMEHHBIX.
YacTo 3T0 HEe BO3MOXHO CIENIaTh OBICTpee, YeM HMCUYEpPIBIBAIONINA MOUCK KIIF0Ya W3-3a
HEJTMHEWHOCTH U HEPAaBHOMEPHOCTH mudpa.

8. ATaka o mobounsim npusHakam (Side channel attack).

Ora araka CWIBHO OTJIMYAETCS OT JpPYruX aTaK, IOCKOJIBbKY HCIOIb3yeT
nHpopMalrio 0 (pU3MUIECKOM HCIOJHEHUH BMECTO TeopeThdeckux ciadocteil. JlroOas
uH(popMalng, KOTOpas MOXeT OBbITh M3MEpPEeHa, W 3aBUCUT OT KII0Ya, BHYTPEHHETO
COCTOSIHUSI, WJIM OTKPBITOTO TEKCTa, MOTEHIIMATFHO MOXKET HCIOJIb30BAaThCS B aTake I0
MOOOYHBIM MPU3HAKAM.

3. JInHeliHasA CJIOKHOCTH

OnHolf W3 TepBBIX AHAIUTUYECKUX MeEp KauecTBa MOTOYHBIX IM(POB crana JIUHEHHAS
CIIO)KHOCTh WJIM JHHEWHBIH pa3max (linear span) mmdpyromieil mociea0BaTeIbHOCTH, KOTOpas
ompenensercss kak jumHa L camoro kopotkoro LFSR, cmocobHoro mopoaute 3Ty
nocienoBarenbHOCTh. CymiecTByeT d((EKTUBHBI alrOPUTM, TaK Ha3bIBAEGMBI aJTOPUTM

Beprnekamma-MbaccH, KOTOpBIi OBICTPO HAXOMUT TakoW kpaTdaimuii LFSR mocne m3ydenus Bcero
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ik nepsbix 2L 6ut nmdpyromei nocnenosarensHoctu. [1o cBoelt cyrtu anroputm bepnexamma-
Mbaecu  ABISIETCS  YHUBEPCAIBHOM KPUNTOAHAIUTUYECKOW aTaKOM Ha TIEeHEpaTopbl TaMMBbI,
IIOCKOJIBKY HeceT B cebe IOTeHIMaa Uil 3aMeHbl JIIo0oro mmumdpreHeparopa ero KpaTdaiiimm
JMHEWHBIM SKBUBaNEHTOM. TakuM oOpa3oM, Oosibllas JIMHEHHAs CI0XKHOCTb MOCIEI0BATEIbHOCTH
mudpyromiei raMMbl — 3TO HE00X0AUMOe (HO JaJieKO HE JOCTaTOYHOE) YCIOBHUE JUIS IPAKTHUECKON
CTOMKOCTHU BCSIKOTO aJJTMTHBHOTO IIOTOYHOTO MIU(pa.

BakHO OTMETUTB, UTO TaKue CBOMCTBA KaK OOJIBIION Nepro, 00sbIlas JIMHEHHAs CII0)KHOCTb U
XOpollee CTaTUCTUYECKOE IIOBEJCHHUE SBIAIOTCS HEOOXOAWMBIMU, HO HE JOCTaTOYHBIMU

YCIOBHSIMH, JIJIs1 TOTO YTOOBI IOTOYHBIN MIH(P CUUTAIICS KPUTITOCTOUKHM.

4. UcuepnbIBaIONIUii MOUCK KJII0YA

OT0 caMmplif OOLIMM THUN aTakh, KOTOPBIH MOXET OBITh NMPUMEHEH K JI000OMY HOTOYHOMY
mmdpy. [TomyynB mocinenOBaTENbHOCTh KIFOYEBOTO IMOTOKA, IMPOM3BENCHHYI0 HAa HEM3BECTHOM
KJIFOY€, KPUITOAHAIUTUK IPOCTO NEePeOUpacT BCE BO3ZMOXKHBIE KIIIOUM U IIPOBEPSIET, COOTBETCTBYET
JM TPOU3BENICHHBIN KIIIOYEBOW MOTOK JAHHOW IOCIENI0BATEIbHOCTH KIIIOYEBOro mnoroka. Ecmu
Kiro4 K uMeer auHy N OUT, TO KPUIITOAHAIUTHK JOJDKEH repedpaTh 2N KI0Yel B XyALIeM cliydae
u 2n-1 — B cpeaHeM. BrrumcnutesnbpHas CIIOKHOCTh aTakd OObIYHO oOo3Havaercs kak O(2n) u
yutaercs kak C Y 2N, rae € — 370 HEKOTOpasi HeOobllas KOHCTaHTa. ATaku C BBIYUCIUTEIbHON
CJIO’KHOCTBIO OOJIBIIEH, 4YeM Y MCUEPIIBIBAIOIIETO MOMCKA KJI0Ya, HE pacCMaTPUBAOTCS.

BpemeHHas cI0XKHOCTh MCUEPIIBIBAIOIIETO MOMCKA KITF0Ya MOXKET ObITh 3HAUMTEIbHO CHIDKEHA

IMYTEM HCITIOJIB30BAHHA aTaKKh C COrJIaCOBAHUEM IMMaMATH U BPECMCHU.

5. Time-memory-data trade-off araka

BbruucnuTenpHas CI0KHOCTh aTakd MCYEPIBIBAIOIIMM NEpedOpoOM MOXKET ObITh MOHM)KEHA 3a
CUET HCIIOJIb30BaHUS OOJIBIIOTO KOJWYECTBA MPEABBIYMCICHHBIX JaHHBIX, XPAHALINXCS B TMaMSTH.
Takast araka HaspiBacTcs time-memory-data trade-off (TMDTO) arakoit — araka coryiiacoBaHus
BpPEMEHHU, NaMATH U JaHHBIX.

[Tepass TMDTO araka, npeuiokeHHast XeJIMaHOM B, MPUMEHsIACh K OJOYHBIM MIU(pPaM.
TMDTO araka mms mOTOYHBIX MHQpPoB Obla mpemiokeHa baGbamkem B um [ommyem B.
Paccmotpum 3Ty ataky noapo6nee. [Ipeanonaraercs, 4To MOTOYHBIA MIHGP UMEET KII0Y Pa3MeEpOM
K OMT 1 BHyTpEHHEE COCTOSIHUE Pa3MepoM S OHT.

TMDTO araka cocTOMT M3 JIByX 4acTeil: dTam MpeaBBIYHCICHUS U padouunii (0n-line) pexum.
Ha mare npeasbluucieHus (opmupyercs Tabnuna, coctosmas 2™ pasiudHbIX BHYTPEHHHX

COCTOSIHUM M COOTBETCTBYIOIIMX WM KIIOYEBBIX MOTOKA. TakuM oOpa3oM Tabiuma I0JDKHA
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comepxath M = 2" cTpok u, mns yno6CTBA, OTCOPTUPOBAHA MO BTOPOMY KOMIOHEHTY, T.€.
KITIOYEBOMY TIOTOKY.

Ha on-line stamne mo ouepenu nepedbuparorcs D = 2¢ Pa3IMYHBIX KIIFOUEBBIX MOTOKA, KaXIbIH U3
KOTOpBIX CpaBHHMBAaeTCi C TAaOJWYHBIMU 3HAYCHHUSIMH. EcCiM COOTBETCTBHE HaiieHO, TO 3HAUUT
HallIeHO U BHYTPEHHEE COCTOSIHUE TIOTOYHOTO mudpa.

TpeGyemsbiii 06bem namatu M s TMDTO araku pasen M = N/D, rae N = 2° — konudecTso
BO3MOXHBIX BHYTPEHHHMX COCTOSIHMM. B COOTBETCTBHMM C MapaJloKCOM “‘THEM POXACHUS €CThb
XOPOIIHIA [IIAHC OMPEICIUTh HCXOIHOE BHYTPEHHEE COCTOSIHUE MOTOYHOTO Imudpa. B caydae m = d
= §/2, eciu pa3Mep BHYTPEHHETO COCTOSIHMS S MEHbINE, YeM JBOWHON pasmep kiatoua 2K, TO
cinoxxaocth TMDTO araku Oyner HUXKeE, YeM y aTaku HCUEPITBIBAIONTUM TToucKoM. Clie10BaTeNNbHO,
JUIS yBENWYEeHHs] ypOBHs Oe3omacHOCTH IHdpa, HEOOXOAWMO YBEIMYUTh €ro BHYTPEHHEE

COCTOSAHHCE I10 KpaﬁHeﬁ MEpE 10 YABOCHHOI'O pa3dMepa KJIro4a.

6. Koppeasiumonnasi araka

KoppensiironHsle ataku — 3TO OJMH M3 CaMbIX BaXKHBIX KJIACCOB aTak Ha MOTOYHbBIC MIH(PHI,
ocHoBanHbsle Ha LFSR. BrepBrie koppensiiuonHas ataka Obuta mpeqioxeHa CuKeHTalIepoM B
1985 ronmy. B ocHOBe KOppENALIMOHHOM aTakW JICKHUT CIACAYIOMMA mpuHiuil. Jlomyctum , 4to
KPUIITOAHAJIUTUK MOXXET HAWTHU KOpPPENSLHUI0 MEXIy BbIxonoMm oaHoro u3 LFSR reneparopa u
KJIFOUEBBIM TOTOKOM. Torga KpuUNTOAaHAIUTUK MOKET OPraHu30BaTh aTaKky TUIA pa3delisii-u-
BJIACTBYH U MONPOOOBaTh ONpPEAETUTh HauanbHoe cocTosiHue Becex LFSR onun 3a npyrum.

[Ipenmonoxum, 4To Mbl HaOIIOJaEM MOCIIEI0BATENBHOCTh KIIIOUEBOr0 MOTOKA Z, IHMHON N, Z =
Z1, 23, ..., In. KiroueBas 1ocienoBaTenbHOCTh NMPOU3BOJIUTCA TEHEPATOPOM, COCTOSIMM M3 N
pasznuusbix LFSR. ITycTe Mexay KIIFOUEBBIM IIOTOKOM M BBIXOJHOH IOCIE0BATEIBHOCTHIO OJJTHOTO
n3 LFSR, naseiBaemoro nenesbiM LESR, MoxxHO onpenenuts koppendaunto. Taxxke npeanonoxuM,
4YTO W3BECTEH TOJMHOM oOpaTHbIX cBs3eit Qg(X) wmemeBoro LFSR. Tlpeamonoxum, dTo
paccmatpuBaemblii LFSR umeer mmny | U Koppensiius Mex 1y MOCiIe0BaTeIbHOCTHIO KITFOUEBOTO
MOTOKA U BBIXOAHOI mocnenoBarensHocThio LFSR pasna (1-p), roe p < 0,5.

Hns nBowuroro LFSR mmunber | cymectByer 2! BO3MOXKHBIX HadallbHBIX COCTOSHUM. s
Ka)XJIOTO TaKOro COCTOstHUsS Uy = (U1, U, ..., Uj) TEHEPUPYETCS BBIXOHAS MOCIEI0BATEIBHOCT U =
(Ul, uy, ..., UN).

Onpenenum

B=N-dy(u, 2),

rae dy(u, z) — paccrostHue XSMMHHra MEXAy U M Z, T.€. YHCJIO TO3UIHHA, 10 KOTOPBIM

OTJINYAr0TCA U U Z.
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Ecnu nmepebupatorcst Bce 2! BO3MOYHBIX HAYAIBHBIX COCTOSHUS, TO npu OonbiioM 3HaueHuU N,
B Oyaet uMeTh ¢ BHICOKOM BEpOSITHOCTHIO HanOoIblee 3HaUeHue, Korjaa Uy OyeT COOTBETCTBOBATh
MPaBUILHOMY Ha4yaJbHOMY COCTOSIHUIO.

Ecnu koppensmus moxeT ObITh Hainena 1 kaxaoro LFSR reneparopa, To BeIYMcCIUTEIbHAS

n
1.
CJIOKHOCTh BOCCTAHOBJICHHUA KIIHOYa YMCHBIIACTCA C H(ZJ —1), 4TO COOTBETCTBYET IIOJTHOMY
j=1

n
1. .
nepedopy {MCcUepIbIBAIOIIEMY ITOUCKY }, 10 2(2 ! —1), rae lj — nmna j-ro LFSR.
j=1
Hekotopeie kxomOuHupyronme win ¢(uiabTpyromme ¢QyHKUUH Oojee BOCHPUUMYHUBBHI K
KOPPEISIIUOHHOW arake, 4eM Jpyrue, HOodTOMYy Obuia BBelAeHAa wuies (YHKIHH, HMEIOIIeH
KOPPEISLMOHHBIA UMMYyHUTET M-ro mopsiaka [38 Siegenthaler_imm]. Cuuntaercs, 4to GyHKIHS
UMeeT KOPPEISIUOHHBIA UMMYHHUTET M-TO MOPSAIKA, €CIH B KOPPEISIIUOHHON atake HeoOX0IuMO

OJIHOBPEMEHHO paccMaTpuBaTh He MeHee (M+1) BHYTPEHHUX MOCIEI0BATEIILHOCTEH.

BbicTpasi KOppe/IlHOHHAS ATaKa

BriepBrie ObicTpasi KOppensnuoHHas ataka Obiia mpeziokeHa Meiiepom u Cradenbsbaxepom B
1988 rony.

beicTpble KOppENSIMOHHBIE aTakd MPUMEHSIOTCA K TeHeparopaM KIIIOUEBOTO I0TOKa,
ocHOBaHHBIX Ha LFSR, B TOM %€ caMOM KOHTEKCTE, 4TO U IIPOCTO KOPPEJALMOHHBIE aTaKH, TOJIBKO
OHHU 3HAYUTEIBHO OBICTpee. BricTpble KOPPEIsAIMOHHbIE aTaKH OCHOBBIBAIOTCS HA TOM K€ CaMOM
MPUHLIMIIE, YTO U KOPPESALMOHHBIE aTaKW: OHU MCIIONB3YIOT KOPPENSALHUI0 MEXKIY KIIOUEBbIM
IIOTOKOM M BBIXOAOM OTneiabHOro (ueneBoro) LFSR, HauanbHOE cOCTOSSHUE KOTOPOTO 3aBUCUT OT
OUTOB CEKPETHOro Kioua. B opurMHambHONW KOPPENALMOHHOM aTake HayaJllbHOE COCTOSHUE
nesneBoro LFSR BoccTaHaBiMBaioch ¢ MOMOIIBIO TMOJHOTO Nepebopa {MCcUepIbIBAIOIET0 MOUCKA .
BrIcTpble KOppENsSIMOHHbBIE aTaKh YXOAST OT mepedopa BceX BO3SMOXKHBIX HAYAIbHBIX COCTOSHUMN
nenesoro LFSR myreM ucnonbp3oBaHus HEKOTOPHIX A(P(EKTUBHBIX METOJUK C HCIPABICHUEM
omnbOok. Ho mpu 3ToM OHM TpeOyroT 3HaHUs Oojee ATUHHOM MOCIIEN0BAaTEIbHOCTH KIHOUYEBOTO
MIOTOKA.

B Mbyitep un Cadenbbaxep npeacTaBuiIi ABa aJrOpUTMa JJisi OBICTPHIX KOPPENSIIMOHHBIX aTak.
Bmecro momHoro mepebopa {McUepHbIBAIOIIET0 MOMCKAa}, HCIOIb3YEMOIO B KOPPENISLUOHHON
aTake, JaHHbBIE AJITOPUTMbl OCHOBAHBI Ha HCIOJb30BAHUU YPAaBHEHUN IIPOBEPKH UETHOCTH,
CO3JIaHHBIX M3 MOJUHOMa 00paTHBIX cBsizel LFSR. AnropuTmsbl cocTosT U3 1ByX yacteil. Buauane
ornpezenseTcs HabOp ypaBHEHUU MPOBEPKHM YETHOCTH. 3aTeM 3THU ypaBHEHUS HCIOJIb3YIOTCS B

anroputTMe OBICTPOTO IEKOIUPOBAHUS TSI BOCCTAHOBIICHUS HauaabHOTO coctostHust LFSR.
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YV paBHEHHS POBEPKH YETHOCTH CO3JAI0TCS B Ba 9Tama. O603HasnM g(X) = 1 + Cix + Cx° + ...
+ C|XI — TIONUHOM OOpaTHBIX cBsizel, t — uucino orBojgoB LFSR, T.e. konmmuecTBO HEHYIIEBBIX
ko3 dunrenToB moauaoma ¢(X) pasuo (t+1). Torga i-if CHMBOJ Uj BEIXOIHOM OCJIEI0BATEIHHOCTH
LFSR u mosxer ObITh 3amucaH Kak Ui = CiUj 1 + CpUj2 + ... + Ui . Tak kak Bec moauHoMma g(X)
paBen (t+1), To mMbl momy4yaem (t+1) pa3iauM4HBIX ypaBHEHHS MPOBEPKU YETHOCTU Ui Ui. 3arem,
cnonb3yst Tot daxt, uto g(X)' = g(d), st j = 2%, ypaBHeHHs IPOBEPKH YETHOCTH TEHEPHPYIOTCS
MHOTOKPaTHBIM BO3BeleHHeM monuHoMa ((X) B kBampar. OOIee KOJUYECTBO M ypaBHEHHIt

IIPOBEPKHU YETHOCTHU, KOTOPOC MOXKET OBITH HaI>'I,I[€HO Ha ABYX 3THUX JTaIllaX PaBHO

mz(t+1)logz(%j.

YPaBHeHI/ISI IMPOBEPKH YECTHOCTHU MOI'YT OBITH 3aIIMCaHbI B BUJC

ui+b;=0
ui+b,=0
Ui+bm:01

rac bj — CyMMa t Pa3JINYHBIX CUMBOJIOB B IOCII€A0BATCIBHOCTH U.
Ecan Mpl 3aMeHMM CHUMBOJBI Uj ITOCIEIOBATEILHOCTH U Ha CHMBOJBI Zj Ha6JIIO,Z[aCMOFO

KJIFOUEBOT'0 IOTOKA, TO MOJIYYUM CIEAYIOLUIUE BhIPAXKEHUS

zity1=L
Zi+y. =L,
Zi"'Ym:l-m,

rae Y — cymma t pa3imIHbIX CHMBOJIOB KJIFOYEBOTO MOTOKA Z, Lj € Fp, 1 <i<m.

Bo BTOpoOi#i "yacTu anroputMa, M ypaBHEHHI MPOBEPKH YETHOCTH st Kaxkmoro Uj, 1 < i < N,
HCIIOJIB3YIOTCS B AJITOPUTME JEKOAUPOBAHUS.

Ecmu BepositHocts P(zi = Uj)) = (1 — p) = 1/2 + &, To BepostHocTh S = P(Yj = bj) MoxeT OBbITh
BBIUKCJIEHA KaK

s=P(y;=by)=1/2+2"%",

ITocunTaB KomuuecTBO ypaBHeHui h, B KoTOpeix Lij = 0, MBI MOXEM BBIYHMCIIUTEH YCIOBHYIO
BEPOSITHOCTh

plL-s)"-s""

p-s)" -s""+(1-p)Ll-5)"" s

p*:P(Ziiui/h): h (%)
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B Obu10 NIpeiokeHo 1Ba anropuTMa: anroput™ A anroputMm B. B anroputme A ans kaxxaoro
HaOJII0JTaeMOr0 CHMBOJIA BBIYMCISCTCS 3HaueHue P*, a 3arem | mosunmii ¢ HauOONBIIMMH
3HaueHUsAMU (1—Pp*) nucnonp3yroTes A HaX0XKACHUS MPABIIIBHOTO HauainbHOro coctosiHust LFSR.

AnroputM B sABisleTcsl WTEpallMOHHBIM: B KaXJOW HWTEpaluyd IPOU3BOAUTCS IEpecyYeT
YCIIOBHBIX BEPOSTHOCTEH (*) 10 CXOAUMOCTH, TUOO BBIIOIHIETCS MAKCUMAaJIbHOE YUCIIO UTEPAIUA.

Jlannaple anropuT™bel Xxopomio pabortaror, ecimu LFSR comepxutr HEOONBIIOE KOIUYECTBO
OTBOJIOB, a MpU OO0NBIIOM KoJmdecTBEe 0TBOAOB B LFSR 3Tm anroputmel TepnsaT Heymady. ITo
MPOUCXOIUT ToToMy, uTo uis LFSR ¢ GonpmiMM KOJIMYECTBOM OTBOJOB KaKJ0€ ypaBHEHUE
MIPOBEPKH YETHOCTU JA€T OYCHb MAJCHBKYIO CPEIHIOI0 TONpPABKY M, CIEI0BAaTEIbHO, Tpedyercs
MHOIO YpaBHEHMH i1 JAOCTM)KEHHS Lenu. Jpyrumu ciaoBamMM, MaKCHMaibHasi BEPOSITHOCTh
KOppeJLMH P, KOTOPOM MOTYT OIEpUpOBaTh aJrOPUTMbI, HAMHOTrO HUXke, eciiu LFSR coxepxur
MHOI0 OTBOJIOB. (ClieoBaTeNbHO, JJI1 NPOTUBOCTOSIHUS BBIIICONMCAHHBIM aTakaM, B IOTOYHBIX
mmdpax HeOOXOIMMO UCTIONB30BaTh MIOJIMHOMBI OOPATHBIX CBSI3€H ¢ OOIBIINM BECOM.

JlanHble anropuTMbl ObUIM  yJaydlleHbl. DBbUlM NpEeAoXeHbl aNrOpUTMbl HAaXO0XKJECHUS
yYpaBHEHUN NPOBEPKUM UYETHOCTM HAa OCHOBE MaTpuuHoro mnpezactaBieHuss LFSR, nuneitHoro

KOIHUPOBAHUA U ACJICHHUA ITIOJIMHOMOB.

Auredpanyeckasi aTaka

Brnepseie anreOpanyeckass araka Obiia mnpemamoxkena B [43 CourtoiS] u  Ha3bIBanach
KOPPEJSLIMOHHOM aTakoil BBICOKOro mopsaka. Llenpro NaHHOW aTaku sBIISETCS BOCCTAHOBIICHHE
KJIF0Ya MMYTEM PELIeHHs] CUCTEMbl HEJTMHEMHBIX YpPaBHEHUH.

AnrebGpanueckasi aTaka BBINOJIHIETCS B HECKOJIBKO 3TaIoOB:

1. CocTaBuUTh CUCTEMY HEIMHEWHBIX YPaBHEHHUH H3 DJIEMEHTOB KIIOUEBOIO IOTOKA Zj U
HaYaJIbHOro cocTosgHus So LFSR.

2. [loacraBuTh UMEIOLINECS OUTHI KIIFOUEBOTO MOTOKA B COCTaBJICHHYIO CUCTEMY YPaBHEHUH.

3. BoccTaHOBUTH KJTHOY, pelliasi MOJIyY€HHYIO CUCTEMY YpaBHEHHIA.

Jns anreOpandeckux aTak TpeOyeTcss MeHblee KOJIMYECTBO KJIIOUYEBOTO IMOTOKA, 4eM s
KOPPESUOHHBIX aTaK, HO IPH 3TOM OHHU TPeOYIOT OOJBIINX BPEMEHHBIX 3aTparT.

Anrebpanyeckasi aTaka MOXKET ObITh 3HAUUTEIBHO YCKOPEHA, €CIIM MOKHO TMOHU3UTH CTENEHb
ypaBHeHUH. Takue aTaku Ha3bIBarOTCS OBICTPHIMM aireOpanyecKMMU aTakaMu (BIEpBble ObLIN

MMPCAJIOKCHBI B.
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ATaka pasjin4eHuemM

B arake pasnuueHHs KPUNTOAHAIMTHK, HAOMIOAAas KIIOYEBOM MOTOK HEKOTOPOW JUIMHBI,
IBITACTCS ONPEAEIUTb, YTO SABISAETCA €r0 HCTOYHUKOM: IMOTOYHBIH MU(P UM UCTUHHO CIy4alHbINA
UCTOYHUK. ATaKy pa3iIM4eHUEM OCHOBAHBI HA CTATUCTHMYECKOM aHAIM3€ KIKYEBOro noroka. Ecim
mmdp mpoBanuBaeT Ar000M U3 CTATHCTUYECKUX TECTOB (CM. M.7?7), TO 3TOT (aKT MOKET OBITh
HCIIOJIB30BAaH ULl ATAKU PA3JIMYCHUEM.

ATaku pa3nuyeHus TpeOyroT O0IbIIOro KOJIMUYECTBa KII0UeBOro notoka. Iloatomy nocratouno
IIPOCTBIM CIIOCOOOM MPOTUBOJAEHCTBUS TAKMM aTakaM sIBJsieTcs TpeOOBaHUE O CMEHE KIIroua Mocye

reaepan onpeaCJICHHOr0O KOJIMYECTBa KJIFOYCBOI'O ITOTOKA.

CrarucTHYecKMid aHAJIU3 FTAaMMBbI LIM(POB

CrarucTuyeckue cBoiicTBa

JI1s TOTOYHBIX MIM(POB OUYEHB Ba)KHO, YTOOBI FeHEpaTop KI4eBOro notoka nmpoussoaui I1CII
HEOTIIMYUMYIO OT UCTHUHHO CIy4alHOM, 4TOOBI MO YK€ MMEOILEHCs 4acTu MOCJIe0BaTeIbHOCTH
HENb3sl OBUIO TMpencKaszaTh cienyromui Out. Ecnu He cymecTByeT anropuTma HMOJMHOMHAIBHON
CIIO’)KHOCTH, CITOCOOHOTO IpENCKa3aTh CIEAYIOMUNA OUT C BEPOATHOCTHIO 3HAYUTEILHO OOJbIICH
yem 0,5, To ['TICIT Ha3pIBatOT KPUNITOCTONKUM.

C. T'onom06 chopmynupoBan TpU OCHOBHBIX IpaBHJa, KOTOPHIM JIOJKHA YAOBJIETBOPATH
II0CJIeI0BATENbHOCTh, YTOOBI BBIMVIAETh CIy4alHON. DTH IpaBuUia W3BECTHBI KakK IOCTYJIATh
l'omomb6a. Ilycth S — fgBoWYHas TmocienoBarenbHOCT, ¢ mepuogom  N.  JIBomunas
MIOCJIEI0BATEIBHOCTD S YIOBJIETBOPSET nocTynaram ['omomOa, eciu:

1. Yucno “1” B Ka¥a0M MepHojie TOKHO OTIMYaThes OoT yucia “0” He Oonee
YeM Ha eJMHMUILY.

2. B kaxxmom mepuoje MoNOBMHA CepHid JODKHA MMETh JUTMHY OJMH, OJlHA
4eTBEPTh [UIMHY J[BA, OJJHA BOChMasl JIOJDKHA UMETh JUTMHY TPH H T.J. (T.€. KOJIUYECTBO
OJTHOOMTOBBIX CEepuil PaBHO TOJOBUHE MEPHOJA, YHUCIO JIBYXOMTOBBIX cepuil — Vi
Nepuo/ia, YUCIo TpexOUToBbIX cepuil — 1/8 mepuoza u 1.1.) Kpome Toro, ans kaxxaoi u3
STUX JIJIUH JOJKHO OBITh OJJMHAKOBOE KOJUYECTBO cepuid u3 “1” u “0”.

3. OyHKIUS  aBTOKOPPEISIIIMKA ISl TIOCTIEIOBATENIBHOCTA  JIOJDKHA — OBITH
JBY3HaYHOH, T.e. NPUHUMATh JHUIIb JBa 3HaueHHs. DYHKIHUS aBTOKOPPENALUU s

ITOCJICIOBATCIIBHOCTH S OIPEALCISICTCS KaK

CoOTBETCTBEHHO, Ul JIIOOOH MOCIIENOBATEILHOCTH, YIOBIETBOPSIOIIEH TPEThbEMY

NpaBUITY, PYHKIUS aBTOKOPPEISAIMU OyeT paBHA
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Clo)- N, i8¢ 7 0(modN),
7121188 £ =0(mod N)

Tperbe mpaBUIIO — 3TO TEXHUYECKOE BBIpAXKEHHE TOro, 4yTo ['0loMO omucan Kak IMOHSATHE
HE3aBHCHUMBIX HCIIBITAHUNA: 3HAHUE HEKOTOPOIO IPEIBIIYIIEro 3HAYEHUS IOCIEN0BAaTEIbHOCTH B
IIPUHLMIIE HE MOMOraeT IPEIOJOKEHUSAM O TEeKylleM 3HaueHuH. Eiie ogHa Touka 3peHHUs Ha
(GYHKIUIO aBTOKOPPEISIUU COCTOUT B TOM, YTO ATO HEKas Mepa CIOCOOHOCTH, MO3BOJIAIOLIEH
pasinyaTh MOCIEI0BATEIbHOCTh U €€ K€ KONHUI0, HO HAaUMHAIOLIYIOCS B HEKOTOPOM JAPYroi TOUKe
LUKIIA.

OpnHa u3 TIaBHBIX NPUYMH TOrO, YTO MOJABIAIOLIEE OOJBIIMHCTBO PEAIbHBIX I'€HEPATOPOB
MOTOYHOIO MIM(PPOBaHUS TaK WJIM WHAY€ OCHOBAHO HA HCIIOJIb30BAHUU PETUCTPOB CABHUIa C
JTUHEIHONW 00paTHOM CBs3bI0, 3aKIIOYACTCS B CIAEAYIOLIEM: KJIacC MOCIEA0BaTEIbHOCTEH, KOTOphIE
OHU TEHEPUPYIOT, WACATHHO COOTBETCTBYET IyXy MOcTyinaroB ['omombOa. B atom, mpaBma, HET
HUYEro YIUBUTENBHOIO, MOCKOJIbKY ['010MO QopmynupoBan cBou mnpaBuia, MO YMOJIYAHHUIO
noapaszymenas LFSR.

[TocnenoBaTenbHOCTh, YAOBIETBOpAMOIIAs MocTynaraM ['omomba yacTo uMeHyercs “pn-
MOCJIE0BATEBHOCTHIO”, TJIe PN 0003Hauaet “pseudo-noise” (“mceBao-mymoBas’™).

O4eBUIHO, YTO OJHMX JIMIIb 3TUX IMPaBWJI HEJOCTATOYHO JUIS UCCJIEIOBAaHUS CTOJb Ba)KHOM
npoOyieMbl, KaKk CIy4alHbIN BUJ moclenoBareabHocTU. K aHanu3mpyemoil mocienoBaTeIbHOCTH
MIPUMEHAETCS LIUPOKUN CHEKTP pa3JIMYHBIX CTATUCTUYECKUX TECTOB U HCCIEAOBaHUS TOTO,
HAaCKOJIBKO XOpOLIO OHA COIVIACyeTCs € JONYIIEHWEM, YTO Ul TEeHEpalud HCIOIb30BAICA
COBEPILIECHHO CIIyYalHbIM HCTOYHUK.

CTONKOCTh MOTOYHOrO ImMH(pa 3aBUCUT OT TOTO, HACKOIBKO OJM3KO TE€HEpaTop TaMMBbI
anmMpOKCUMHUPYET TeHepaTop CIy4alHbIX YHCEN, WIH JIPYTUMH CIIOBaMH, HACKOIBKO HMIH(PYIOIIas
MOCJIEI0BATEIBHOCTh OY/IET BHIYMCIUTENIBHO HENpeAcKazyema.

Boigenstor crnenyronme TecThbl, NpeAHA3HAUYEHHBbIE /JIs OLEHKH CTaTUCTHUYECKHUX CBOMCTB
BBIXOJHBIX MMOCJIEI0BATEIFHOCTEN T€HEPATOPOB KIIFOUEBOTO MOTOKA MOTOYHBIX MIM(POB:

KauectBennsiii ['TICII, opueHTHMpOBaHHBI Ha HCHOJb30BAaHUE B CHCTEMax MOTOYHOTO
muppoBaHus, JOKEH ObITh  KpUOTOrpaUyeckd CTOMKUM U 00JaJaTh  XOPOIIMMU
CTAaTUCTUYCCKUMH CBOMCTBaMU. Takoil reHepaTop MODKEH OBITh HEMmpeacKazyeM BIpaBo, T.C. y
KpUTNITOAHATUTHKA HE  JOHKHO OBITh  BO3MOXKHOCTH  MpelacKa3aTh  CIHEAYIOUIUH  OuT
MOCNIEOBATEIbHOCTH HAa OCHOBAaHWW W3BECTHBIX MPEABIAYINX. Takke OH JOMKEH OBITh
HENpeJICKa3yeM BIIEBO, T.€. Y KpUITOAHAIUTHKA HE JJOJHKHO OBITh BO3MOXKHOCTH Ha OCHOBE aHaIn3a
(dbparMeHTa MOCJIEIOBATEILHOCTH OIpPENeINTh HadalbHOE 3alojiHEeHHe TreHeparopa. Jpyrumu
CIIOBAMHM TE€HEPATOp TaMMbl JOJHKEH MPOU3BOAUTH IICEBAOCIYYaHHYIO IOCIEA0BATEIbHOCTD

HCOTIIMIUMYIO OT UICTUHHO cnyqaﬁHoﬁ.
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Hnsa ananuza ['TICIT ucnonb3ylOT MHOMKECTBO pa3iIMyHBIX TecToB. Hambonee HM3BECTHBIMU
HabopaMu cTatucTudeckux tectoB siBisitoTcs: Diehard, Crypt-X , Habop CTaTHCTUYECKHX TECTOB
HUCT (Haumonaneaoro Mucruryra CranmaproB u Texuomoruit, NIST Statistical Test Suite) , a
TaKXKEC Ha60pBI TECTOB, OITMCAHHBbIC. HOCKOJ’IBKy CYECTBYCT OY€Hb MHOT'O CTATUCTUYCCKHUX TCCTOB,
TO HHU OAUH U3 Ha6op013 HECJIb3s CHUTATh ITOJIHBIM.

Habop cratuctuyeckux tecroB Diehard comepxxut cnenyromme tectei: birthday spacings,
overlapping permutation, binary rank test for 31x31 matrices, binary rank test for 32x32 matrices,
binary rank test for 6x8 matrices, monkey, bitstream, count-the-1's test on a stream of bytes, count-
the-1's test for specific bytes, parking lot test, minimum distance test, 3dspheres, sgeeze,
overlapping sums, runs, craps.

Habop cratuctuueckux tectoB Crypt-X comepxur ciemnyromue Tectol: frequency, binary
derivative, change point, runs, sequence complexity u linear complexity tectsr.

Habop crarucruueckux trecroB HUCT Bkitouaer B celsl clieAyrolue CTaTUCTUYECKHUE TECTHI:
frequency (monobit), frequency test within a block, runs, test for the longest-run-of-ones in a block,
binary matrix rank, discrete fourier transform (spectral), non-overlapping template matching,
overlapping template matching, maurer's "universal statistical”, lempel-ziv compression, linear
complexity, serial, approximate entropy, cumulative sums (cusums), random excursions, random
excursions variant.

B omucano 5 ocnoBHbix TectoB: frequency (monobit), serial (two-bit), poker, runs,
autocorrelation, a Takxe yHuBepcalbHbIi TecT Mayapa.

B onmcano Heckonbko SMIUpUYECKUX TeCTOB: frequency, serial, gap, poker, coupon collector’s,
permutation, run, maximum-of-t, collision, birthday spacings, serial correlation.

JUis  TecTMpOBaHUS  IOCIEIOBATEIbHOCTEH, TIEHEPUPYEMBbIX pa3lIUyHbBIMH  IMHdpamu,
ucnosib3oBajics Habop cratuctuueckux tectoB HUCT mo psany npuumH. Bo-mepBbix, Habop
cratuctuueckux tectos HUCT COACPIKUT CaMbIC CTPOIrvU€ TCCTbI, KOTOPBIC MPECAHA3ZHAYCHBI IJIA
TECTUPOBAHUS T€HEPATOPOB, UCMHOIb3YEMbIX JUIsl KPUNITOTpapUUEeCKUX NpUiiokeHuil. Bo-BTOphIX B
paccMOTpCHaA np06neMa HE3aBUCUMOCTHU HUCHOJB3YCMbIX CTATUCTUYCCKUX TCECTOB — CTCIICHb
,Z[y6J'II/IpOBaHI/I}I TECTOB MCKAY co00il oueHb Maa. B-TpeTLI/IX 3TOT Ha60p HUCIIOJIB30BaJICA OJIA

onenku AES xananmaTos.

TecrupoBanue

OCHOBHBIM MNpPHUHLMIIOM TECTUPOBAHUS SBISIETCS TNPOBEpKa HYyJIEBOW rumore3sl Ho:
TEeCTUpyeMas MOCIeI0BaTENIbHOCTh CllyyaiiHa. AJIbTEpHATUBHOM runore3oi H, siBnseTcs runoresa
0 TOM, YTO IOCJIEJOBATEIBLHOCTh HecIy4aiHa. [1o pe3ynbraTam KaXIoro Tecta HyJeBas THIoTe3a

1100 IpUHUMAETCs, THOO0 OTBEpraeTcs.
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Jlnis KaKI0ro Tecta BHIOMPAECTCs CTaTUCTHKA COOTBETCTBYIOLICH CIydyailHOCTH, KOTOpas 3aTeM
UCTOJNB3YeTCsl ISl TPUHATHS WM OTKIOHEHUs HyneBoil rumore3bl. Takas cratuctuka (mpu
JOMYIIEHUH O CIy4alHOCTH) HUMEET paclpeleieHne CclydailHbIX 3HaueHui. TeopeTnueckoe
ATAJIOHHOE PaCIpele]IeHHe CTAaTUCTUKU MPU HYJIEBOW TUIIOTE3€ ONpeneNseTcs MaTeMaTHYeCKUMHU
MeTonaMu. M3 3TOro 3TajJOHHOTO pacHpeleeHUs ONPENeNsaeTcs KPUTHYECKoe 3HaueHue. B
IIPOLIECCE BBINOJIHEHUS TECTa ISl TECTUPYEMOM IIOCIEI0BAaTEIbHOCTH BBIYUCIAETCS TECTOBOE
3HaYEHUE CTATUCTHKU. DTO TECTOBOE 3HAUEHUE CpaBHUBAeTCs C¢ KpuTuueckuMm. Eciu TectoBoe
3HaYEHUE CTAaTUCTUKH OOJbIlIe, YeM KpUTHYECKOE 3HadeHwe, To rumnore3a Hp oTBepraercs, B
IIPOTUBHOM CIIy4ae — IPUHUMAETCS.

Ecnu npeanosnoxeHue o Cly4aHOCTH AJIi TECTUPYEMBIX JNAHHBIX MUCTUHHO, TO B PE3yJbTaTe
BBIUHCJICHHOE TECTOBOE 3HAUYEHWE CTATUCTUKU JUIS STUX JaHHBIX OyAeT MMETh OYEHb HH3KYIO
BepoATHOCTH (0K0J10 0,01%) mpeBbIlIeHNsT KPUTHIECKOTO 3HAYCHHUSI.

B03MOXHO HECKOJIBKO MCXOJ0B CTaTUCTMYECKOTO TECTUPOBAaHUSA. be30mmnOo4YHBIM HCX0/10M
SBIISICTCSA TPUHATHE PEIICHUS O BEPHOCTH HyJeBoW Ho mmm anprepHatuBHOW H, rumoressl mpu
CIIy4aflHOCTH WJIM HECIy4alHOCTH TECTUPYEMBIX JAaHHBIX COOTBETCTBEHHO. A TakK)Ke€ BO3MOXKHBI
OLIMOKHU MEPBOTO U BTOPOro poaa. Ommbdka 1-ro poga BO3HUKAET B TOM CIy4yae, €CIIU TECTUPYEMbIe
TaHHBIE SBJSIFOTCS CIIy9allHBIMU, HO TIPUHUMAETCSI perieHne 00 OTKIIOHEHUH HyNeBoi Ho rumoTessl.
Ommubka 2-ro poja BO3HHUKAET B TOM ClIy4yae, €CIM TECTUPYEMbIE JaHHBIE CIy4YallHbIMH HeE
SIBIIIOTCS, HO TIPU 3TOM NMPUHUMAETCS PEIIeHHE O MIPUHATHH HYNeBOi Hy runoressr.

Ommbka 1-ro poga 4acTto Ha3bIBae€TCS YPOBHEM 3HAYMMOCTH TeCTa. YPOBEHb 3HAUMMOCTH
0003HayaeTcsi oL U MOXKET ObITh YCTAaHOBJIEHA JI0 TecTa. TakuM 00pa3oM oL — 3TO BEPOATHOCTh TOTO,
YTO TECT MOKAaXKET, YTO MOCIIEeI0BATEIbHOCTh HECIy4aiiHa, IPH TOM, YTO OHA B JI€HCTBUTEIBHOCTH
ciyyaitna. O0bIuHO o mpuHUMaIOT paBHbIM 0,01.

Kaxnplii TecT OCHOBBIBACTCS HA BBIYMCICHWM 3HAYCHHUS TECTOBOH CTATHCTHUKH, KOTOpas
ABISIETCA (PYHKIMEH TECTUPYEMBIX NaHHBIX. BeposTHocTH ommboK 1-ro W 2-r0 poma MOKHO
MPEJCTaBUTh CIEAYIOIINM 00pa3oM

P(S>t, Ho uctunno) = P(Ho oTkionsiercs/Hy HCTUHHO) — BEpOSTHOCTH OMKMOKH 1-ro posa,

P(S<t, Ho noxH0) = P(Ho mpuanmaetcst/Hg 105%HO) — BEpOSITHOCTH OMIHOKH 2-T0 poja,

rzie S — 3HaYeHue TeCTOBOM CTaTUCTUKH, t — KpUTHYECKOE 3HAYCHHE.

TecToBasi CTaTUCTHKA MCIONB3YETCs [T BHIYMCIICHHS 3HaueHus P-value, kotopoe cymmupyer
CHJTY JIOKA3aTeNbCTB MPOTUB HyNeBOM runote3sl Ho. Apyrumu cioBamu P-value — 3To BeposSTHOCTD
TOT0, YTO COBEPIICHHBIN TeHepaTop CIy4YalHbBIX YHCEN MPOU3BENET MOCIIEA0BAaTEILHOCTh MEHEe
ciyJaiiHyto, ueM tectupyemas. Eciiu P-value = 1, To TecTupyemasi mociie1oBaTenbHOCTh CYMTACTCS
abcomotHO ciyvaiiHoW. Ecnmm P-value = 0, To TecTupyemas MOCIEIOBATEIbHOCTh CUUTACTCS

abCOIIOTHO HECITy4alHOM.
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Jlns Tecta BbIOMpaeTcs ypoBeHb 3HaumMocTH o. Ecimu P-value > o, to myneBas rumotesa Hy
[PUHUAMAETCS, T.€. IOCJIEI0BATEIbHOCT, cuMTaeTcs ciaydainoil. Ecim P-value < o, To HyneBas
runore3a Hp oTBepraercs, T.€. MOCIEAOBATEIIBHOCTh CUYMTAETCA HeciaydyahHohH. OOBMHO o
BeIOMpaeTcst w3 guanaszona [0,001;0,01]. 3nawemme o = 0,01 o3Hawaer, YTo OJHA
nocienoBareabHOCTh U3 100 OynmeT oTBeprHyTra TECTOM, MPH TOM, YTO 3Ta IOCIEIO0BATEIHHOCTH
AeicTBUTENIbHO ciydaiina. P-value > 0,01 o3Hauaer, 4To MOCIEIOBATEIBHOCTh OYIET CUHUTATHCS
ciydaiiHOH ¢ yBepeHHOCThIO 99%. P-value < 0,01 o3Hadaer, 4TO TOC/IEAOBATEILHOCTh OYIET

CUMTAThCS HECITY4ailHOM ¢ yBepEeHHOCTHIO 99%.

Ha6op crarucrnyecknx recrob HUCT

Kak yxe ormeuanoch Bblme, Habop craructuueckux tectoB HUCT comepxur 16 Tecrtos.
PaccMmoTpuM KakIp1ii M3 HUX TTOAPOOHEE.

YacToTHBI TECT

Llenp wacrotHOro (MoHOOHMTHOro) Tecra (frequency test) — ompenenuTh SBISETCS JIX YHUCIIO
€IMHUI] M HyJIeHd B IOCIEeN0BATEIbHOCTH MNPHUOIM3UTEIBHO TaKUM K€, KaK U B CIy4ailHOM
MOCJIeIOBATENBHOCTH. JIpyIrMuU CIIOBAMH ATOT TECT OIICHWBAET OJM30CTH JOJH €AWHUI K 1/2, T.e.
YUCJIO EAMHMIL M HyJel B TECTUPYEMOW IOCIENI0BAaTEIIbHOCTH JOKHO OBITh MPUMEPHO
OJIMHAKOBBIM.

Jis TecTMpyeMoOl JIBOMUHOW IOCII€AOBAaTENBHOCTH JJIMHONM N OUT BBIYMCISETCS TECTOBas

CTaTHUCTHUKA Sgps
_Is,|
obs \/F{

rae Sp — pa3HHMIA MEXIY YHCIOM IOSBJICHUS CIWHHIl M HYJIEH B TECTUPYEMOW ITBOMYHOU

S

OCICI0BATCIBHOCTH.

3areM BeumcaseTcs 3Hadenne P-value

sobs

7 )

P-value = erfc

2 T e . .
rae erfc(x) = T'[e “ dX — momoNHUTEIBHBINA HHTETpa BepostHocTel [53 KopH].
T X

Maiioe 3nauenue P-value (< 0,01) yka3piBaeT Ha TO, YTO B TECTHPYEMOM MOCIIEIOBATEIILHOCTH

00 CIUIIKOM MHOTO €AMHHIL, TUO0 HA000POT — CIAUIIKOM MHOTO HYJIEH.
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YacTOTHBIN TeCT BHYTPH 0JI0Ka
Llens yacroTHOTO TecTa BHYTpHU OJstoka (frequency test within a block) — onpenenuts, paBHoO Jin
yucio eauHull B M-6utoBom 6110ke mpuMepHo M/2, kak B cirydaiftHOM mocnenoBareabHocTu. [Ilpu M

=1 sTOT TECT BBIPOKIACTCA B YaCTOTHBIN TECT.

. n
TCCTI/IpyeMaH ABOMYHAS MOCJICAOBATCIBHOCThL JIMHOU N out paS6I/IBaeTCH Ha N :\‘MJ

HerepeceKamuxcs 6J10koB JmuHoH M OuT kaxasiid. OcTaBimecs: OUTH OTOPACHIBAIOTCS.

Brrancnsercs TecToBast CTaTUCTHKA

?(obs) = 4M Z£” ——jz,

Il 75 — DOJIS €IMHHUIL B KaxK1oM M-0uTOBOM OJIOKE.

3areM BeluncaseTcs 3HaueHue P-value

2
P-value = igamc %@ )

1

rae igamc(a, X) = - (
a)

o0
J‘ e 't*'dt — memonHas ramMma-(QyHKIHUsA,
X

= je_tta_ldt — ramma-QyHKIus.

Masoe 3nadenue P-value (< 0,01) ykaspiBaeT Ha 0OOJIBIIOE OTKIOHEHHE OT PAaBHOW MOPIIUH
€IMHUIL U HyJIeH 1Mo KpaifHel Mepe B OTHOM U3 OJIOKOB.

TecT mocJienoBaTeJbHOCTEM

[lens Tecta mocienoBarenbHOCTel (the runs test) — ompeaenuTs paBHO JTH KOJUYECTBO CEpUit
€IUHULl W HyJEeW pasIM4HOW [JIMHBI KOJMYECTBY AHAJIOTMYHBIX CEpUM B  CIy4alHOMN
MOCIEA0BATEIBHOCTH.

s TectupyemMoil IBOUYHOM MOCTEA0BATEIbHOCTH JUIMHOW N OUT CHavyaia BBIYUCISETCS JOJsS

1 2
T——|27T=—=, TO CYHTAETCI, 4YTO TECTUPYCMAA TIOCJICHOBATCIIbHOCTD

T

ImpoBajiiijia TeCT MOCJIEIOBATCILHOCTEIA.

7 emuuull. Ecmm

Brrumcisercst TecToBasi CTaTHCTHKA
n-1
2(obs)=>"r(k
k=1
0,i0¢ &, =¢,4 . .
rae r(k)=4 " , & — K-blii 2JIeMeHT TecTHpyeMOil OCIIeI0BaTEIEHOCTH.
1i0e & # &,

3areM BeIUHCIAETCS 3HaueHue P-value



234

V,(obs)—2nr(1- )
2\/%7[(1— ﬂ)

Bonbiioe 3HaueHwe TecToBOW craTUCTUKKA V,(0DS) o3Hauaer, uTo KoJieOaHUs (M3MEHEHHS

P-value = erfc

SIIMHUIIBI Ha HOJIb U HA000POT) B IOCIEJOBATEIILHOCTH CIIMIIKOM OBICTPBIC, MAJICHBKOE 3HAYCHUEC
TectoBol cratuctuku V,(0bs) HaoOopoT 03HavaeT, 4yTo KoJeOaHUs CIIUIIKOM ME/IICHHbIE.

Tect HANGOJIBIIKX MOCIET0BATEIbHOCTEH eIHHUI B 0JI0Ke

Llens TecTa HauOOJBIIKMX MOCIENOBaTeNbHOCTEH equnul B O1oke (test for the longest-run-of-
ones in a block) — onpeennTs coBmagaer v IMHA CaMOi IJIMHHOM CEPHU E€AMHUI] B TECTUPYEMOU
HOCJIEIOBATEIFHOCTH C aHAJOTUYHOM JJIMHOW B CIIy4ailHOM MOCiienoBaTenbHOCTH. OTKIOHEHHE OT
HOPMBI B OJKHIAEMOM pa3Mepe caMoii JTMHHON CepHH SIUHHUI] 03HAYACT, YTO TAKOE KE OTKIIOHCHHUE
€CTh B 0XKUJAEMOM pa3Mepe CaMOM JUIMHHOW cepuu Hynel. [103ToMmy MOKHO OrpaHHYUTBCS TOJIBKO

TECTOM JUIsl €JUHHIL.
< n
Tectupyemass BOMYHAs MOCJIENOBATEIbHOCTh JJIMHOW N OuT pasdbuBaerca Ha N = vl

HeTepeceKarouxcst 0J10K0B JIMHOW M OUT KasKIbIi.
Cocrapisercs Tabmuna (tadbauna 2.15), copepikamas 4acTOTBI IOSBJICHUS Vj CEpUM €IMHUIL
JUTAHOIM |.

Tabmuua 2.15

Vi M=8 M =128 M = 10*
Vo <1 <4 I <10
V1 =2 =5 =11
Vs =3 I=6 =12
V3 >4 =7 I =13
Vyq 1=8 1=14
Vs I>9 =15
Vg 1>16

Brrancasercs TecToBas CTaTUCTHUKA

7% (obs) = 2—(\/‘ _N';IT” r

3Ha4YCHUs JJIs 7 MOXKHO HalTH B [6].

3navenus BenmmurH Ku N onpenensrorcest 3HauennemM M B cooTBeTcTBUM ¢ Tabiwmei 2.16.
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Tabmuma 2.17

M N
8 16
128 49
10 75

3areM BeIuncaseTcs 3HaueHue P-value

P-value = igamc(ﬁ,m}
2 2
bonbime 3HaueHuns XZ YKa3bIBalOT Ha TO, 4YTO B TeCTpreMOﬁ IIOCJICO0BATCIIbHOCTH €CTh
CKOIIJICHHUS €AWHUIIL.
TecT paHroB IBOMYHBIX MATPHIL

Llens Tecta panros aBonuHbIX Matpull (the binary matrix rank test) — uccienoBars JHHEIHHYO

3aBHCHMOCTH MEXKTy MOJACTPOKaMu ((PUKCHPOBAHHOW JJIMHBI) TECTHPYEMOU TIOCIIEI0BATEIIBHOCTH.

Tectupyemasi BOMYHAsl TOCJIEIOBATEIBHOCTh JUIMHOW N OWUT pazouBaercs Ha N :{LJ
MQ
Herepecekarmuxcs 0J10koB amuHoi M-Q ouT kaxabiit. Kaxapeiii M-Q-0uT 010K MpeacTaBiIseTcs B
BHJe MaTpullbl pasmepom MxQ. Kaxmas crpoka MaTpuilsl IOCIEIOBATEIbHO 3amojHseTcs Q-
OUTOBBIMU OJIOKaMHU TECTHPYEMOM MOCIIEI0BATEIHHOCTH.

Jlnst Kakioi MaTpuiibl Beraucsercs paar Ry, =1, ..., N.

BrruncnsieTcs TecToBas CTaTUCTHKA

2 (obs) = (Fu ~02888N)°  (Fy,—05776N)* (N-F, —F,~01336N)’
i ~ 0,2888N 0,5776N 0,1336N !

rae Fv paBHO KommuecTBY Matpul ¢ paHroMm R; = M (monHsbiit paHr), Fy1 paBHO KOIUYECTBY
marpui ¢ paarom R; = M-1, (N — Fy — Fy_1) — KOJH4YeCcTBO OCTabHBIX MATPHIL.

3areM BeIUHCIAETCS 3HaueHue P-value
2
) obs
P-value = |gamc(1, %)

bonpmme 3HaueHus Xz(obs) (1, cnemoBaTenbHO, MayneHbkHe P-value) Oymyt ykaspiBaTh Ha
OTKJIOHEHHUE PAacHpe/IeIeHUs] PAaHT'OB OT COOTBETCTBYIOILETO CITYYaifHOH MOCIeI0BaTEeIbHOCTH.

CnexkTpanbHbIi TECT

[lenb cmekTpaqpbHOrO TecTa MM TecTa MUCKpeTHOro mnpeoOpasoBanust Dypee (the discrete
Fourier transform (DFT) (spectral) test) — ompenenuTh B TeCTUPYEMO# IMOCIEIOBATECIbLHOCTH
NEePUOAMYECKUE DJIEMEHTHI (T.€. MOBTOPSIONIMECS 0Opa3lbl, WAYIIHE APYT 3a JIPYroM), KOTOpPbIE

yKa3bIBaJIM Obl HA OTKJIOHEHHE OT CIIy4aifHOCTH.



236

N3 TtectupyeMoil JBOMYHOM  TOCIEIOBAaTENBHOCTH JUIMHOW N OuT  (dopmupyercs
[IOCIAENOBATENBHOCTE X = X1, Xo, ..., Xn, € Xj = +1, ecaum I-i DJIEMEHT WMCXOIHOU
[0CJIeI0BATEILHOCTH paBeH 1 u Xj = —1, ecnu i-it snemenT pasen 0.

K nonyuennoii nocienoBaTenbHOCTH X MPUMEHSIETCS AUCKpeTHOE peodpazoBanue dypre S =
DFT(X). B pesynbrate OyJerT NOJNydYeHa MOCIEAOBATEIBHOCTh KOMIUICKCHBIX HEPEMEHHBIX —
rapMOHUKH. 3aTeM BbluMcisgercs 3Hadesne M = modulus (S) = S, rme S’ -
MOJIITOCIICIOBATENILHOCTD, COCTOsAIIAs M3 TeEpBbIX N/2 snemeHToB B S, a ¢ynkuus modulus

IIPOU3BOIUT MOCJIEIOBATENILHOCTD BHICOT BEIOPOCOB IpeoOpazoBanus Oypse.

Boiuncisiores 3Hadenus T =+/3n , CooTBeTcTBYyMomee 95% MOpPOroBOMY YPOBHIO BBICOT
BbIOpOCOB, 1 Ng = 0,95n/2 — okumaeMoe KOJIMYECTBO BBHICOT BHIOPOCOB MEHBIIIHX, YeM T.
Boeraucnsiercs N; — ¢paktuuecku HabIr01aeMO€ YHCIIO BBICOT BBIOPOCOB B M MeHbINX, yeM T.
BrruncisieTcs TecToBas CTaATUCTHKA
_ N, =N,
Jn-0,95-0,05/2

3areMm BeIuMcaseTcs 3HaueHue P-value

d

P-value = erfc| —

J2

CnuikoMm ManieHbKoe 3HadeHue d OyJer yka3blBaTh Ha TO, YTO CIIMIIKOM Majio BBICOT (< 95%)
MEHBbIIIE, YeM T, ¥ CIMIIKOM MHOTO BBICOT (> 5%) OGosbiie, yem T.

TecT cpaBHeHNs HeNepeceKAKIIMXCS MA0I0HOB

Llens TecTa cpaBHEeHUs Hemnepecekaromuxcs madiaoHoB (the non-overlapping template matching
test) — BBIIBUTH IMOCTACIOBATEIBHOCTH, B KOTOPBIX CIHIIKOM 4YacTO BCTPEYAeTCs 3aJaHHBIN
Henepuoanueckuid oopaserr (mabioH).

. n
Tectupyemass nBOWYHAS TIOCIEAOBATEIBHOCTh JIMHONH N OuT paszomBaercs Ha N = m

HeTepeceKaronuxcst 6J0K0B IMHOW M OUT KasKIbIi.

[Touck 11aGJIOHOB TMPOW3BOJIUTCS CJIACAYIOIUM 00pa3oMm: Kaxablii M-OuTOBBIM  OJOK
MIPOCMAaTPUBAETCS MPHU MOMOIIH M-OUTOBOTO OKHA. BUTHI B 3TOM OKHE CPAaBHUBAIOTCS C IIA0JIOHOM.
Ecnu coBmaneHus HET, TO OKHO CABHraercs Ha 1 OWUT Aamnblie MO MOCIEI0BATEIbHOCTH, a €CIH
COBMAJICHUE €CTh, TO OKHO CABUTAETCS HA M OUT. 3aTeM MOMCK BO300OHOBIIsETCS. YnCI0 MosBIeHMIA
mabJioHa B j-M Onoke, | = 1, ..., N, moxcuntsiBaercs u 3amucsiBaercs B Wi.

HpI/I MMPEANOJIOKCHUN O CJ'Iy‘-IaI\/'IHOCTI/I BBITUCIIAIOTCS TCOPECTHICCKUC 3HAYCHUA

M-m+1 ) M-[l 2m—1j

2" 2"
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Brraucnsercst TecToBasi CTaTUCTHKA

ﬂobs):i_l—(w‘;“)z

3areMm BeIuncaseTcs 3HaueHue P-value

N x*(obs)

P-value = igamc 5

B naHHOM TeCTe BBIUMCIISCTCS MHOXKECTBO 3HaueHui P-value, T.k. It Kakaoro u3 maba0HOB
BEIUKCIsETCS oaHO 3HayeHuii P-value. Jlns m = 10 moxer ObITH BBIUMCICHO 10 284 3Hauenuii P-
value.

Maioe 3nauenue P-value (< 0,01) o3Havaer, yTO BO3MOXKHBIC MIAOJOHHBI BCTPEYAIOTCSA B
MOCJIEI0BATETILHOCTH HEPABHOMEPHO.

TecT cpaBHeHHSs MepeceKAIMUXCS MA0JI0HOB

Ilens TecTa cpaBHEHHS Mepecekaronuxcs mabnonos (the overlapping template matching test) —
BBISIBUTH  IOCJIEAOBATEIbHOCTH, B  KOTOPBIX CIMIIKOM YacTO BCTpEYaeTCs  3aJaHHBIN

Henepuoauueckuit oopaser.

o n
TeCTpreMaﬂ JBOMYHAsI MOCJICAOBATCIBHOCTh JIIMHOU N out pa36HBaeTc51 Ha N :\‘MJ

HeTepeceKarmMXcs 0JJ0K0B JIMHONW M OUT KasK IbIi.

B manHOM Tecte, Kak M B NPEABLAYIIEM, MPH MOMCKE MIA0JIOHOB Kaxbli M-OUTOBBIN 00K
MIPOCMATPHUBACTCS MPU TTOMOIIH M-OUTOBOTO OKHA. BUTHI B 3TOM OKHE CPAaBHUBAIOTCS C IIA0JIOHOM.
Ecnu coBnazieHus HET, TO OKHO CABUTAeTCs Ha 1 OMT Jajiblie 1Mo mocieaoBaTeabHocT. OTIHYKe OT
MPEbIAYIIEro TeCTa 3aKII0YaeTCs B TOM, YTO €CIIM COBIAJICHUE €CTh, TO OKHO CIIBUTAeTCsS HE Ha M
OuT, a TOJIBKO Ha 1 OUT. 3aTeM MOUCK BO30OHOBIISETCS.

B mpouecce nmpocMoTpa M-OUTOBBIX OKOH sl Kaxkjaoro M-OuToBoro 6y0ka MpOU3BOAMUTCA
M3MEHEHHE CUETYHMKOB Vi, I = 1, ..., 5, ciaemyronum o0pa3oM: Vo YBEITHUNBACTCS, €CIU 111a0sioH B M-
OUTOBOM OJIOKE HE BCTpeuaeTcs, V1 yBEIUYUBaeTCs, eciu madnoH B M-OutoBom Gi10ke BcTpeuaeTcst
OJIMH pa3, Vy yBeITMYMUBAETCs, €cliu 11adioH B M-6uToBOM OJl0Ke BCTpedaeTcs Ba pasza u T.1.

Brruncnstorcss 3HadeHust A U 77, KOTOPbIE UCHOIB3YIOTCS NJIsl BBIYMCIICHUS TEOPETHUECKUX

BEPOSITHOCTEN 71

M-m+1 A
A=—Fun==.
2" 2

Brruncasercs TecToBas CTaTUCTHKA

obs

iV—Nﬂ)

i=0
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3arem BbIuMcisieTcs 3HaueHue P-value
P-value = igamc EM
2 2
YHuBepcaabHbIid cTaTUCTHYECKH TecT Maypepa
[lenb yHUBEpCAIBHOTO CTaTHCTHYECKOTo Tecta Maypepa (Maurer’s “universal statistical” test)
— OIPEICTUTH MOXKET JIU MOCIIEA0BATEILHOCT OBITh 3HAUUTENBHO CKaTa 06e3 moTepu nHpopMaIuu
Tectupyemasi JIBOMYHAs IOCIEAOBATEIBHOCTh JUIMHOW N OWUT pa30MBaeTCsi Ha JBE 4YacTH:

nepBas 4acTh (MHUIIMAIH3UpPYOIas) coctout n3 Q L-OMTOBBIX Hemepecekaronuxcsi OJIOKOB, a

n
BTOpas 4acTh (TectoBasi) coctouT u3 K L-OuToBBIX Hemepecekaromuxcs OmokoB, K=|—|-Q.

L

butel, ocraromuecss B KOHIIE TIOCIEIOBATSIIFHOCTH U He (popMupyrolne moiaHbli L-OuToBbIN 010K,
0TOpachIBAIOTCA.

WMuannmanu3upyromasi 4acTh HCIOJB3yeTcs i (HOPMUPOBAHHS TaOIUIBI, TIC KaKIOMY
BO3MOXKHOMY L-OMTOBOMY 3Hau€HHIO COOTBETCTBYET OTIENbHBIN cTojOen. B mepBoii cTpoke
tabmuipl otmedaercss Homep | (i = 1, ..., Q) mociaemHero 06JioKa, B KOTOPOM IOSIBUIIOCH
cooTBeTcTBYIOIIEe L-OuToBoe 3Hauenue. To ects Tj = | — comepskuMoe j-0if sTYCHKH TaOIHIIBI, T |
— JIIECATHYHOE TpecTaBienue i-ro L-6utoBoro 6110ka.

3areM uccleayeTcs KakIblid OJIOK TeCTOBOM YacTu. Onpenensiercsi KOJIMYECTBO OJIOKOB MEKIY
TEKyIIUM OJOKOM M IIOCIeTHHM ero mnosiiaeHueM, T.e. (I — Tj), u mpousBogutcs OOHOBICHHE
Tabmuisl: Tj = 1.

BbruncisieTcst TecToBasi CTaTHCTHKA

Q+K

Zlogz(i -T,).

(oL
K i=Q+1

3areM BeumcaseTcs 3Hadenne P-value

|, —exdectedVa lue(L
V2o ’

rae expectedValue(L) u o— 3HaveHusl, B3AThIC U3 TAOIHUI] TPEABBIYNCICHHBIX 3HAYCHHU.

P-value = erfc

Tect cxkaTus anaropurmom 3upa-Jlemnena

Ilenp Tecta cxkarus amroputmoM 3uBa-Jlemmena (the Lempel-Ziv compression test) —
OMPENIETUTh KaK CHIBHO TECTHpyeMast OCIeI0BATEIbHOCTh MOYKET OBbITh CXKaTa.

N3 TectupyeMoil JBOMYHOW TMOCIHCIOBATEIbHOCTH JJIMHONH N OWT, BBIOHPAIOTCS
MOCTIeI0BaTENbHbIC HEMEPECeKAOIINXCs CII0Ba, (hopmupyromne ciaoBapb. [TogcuntsiBaercss Wops —
YHCIIO CIIOB B CIIOBApe.

3areM BeIUHCIAETCS 3HaueHue P-value
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P-value = lerfc( W"bsj
V2o

3HavyeHus 1 4 u o MoXkHO HaiiTi B [47 NIST_STS].
TecT JIMHEIHOH CJI0KHOCTH
Llens Tecta nuHelHoOM cinoxxHocTH (the linear complexity test) — onpenenuts qocTaTO4HO JIK

CJIO’KHA [TOCJIEJ0BATEIBHOCTD, YTOOBI CUNTATHCS CIy4yalHOM.
. n
Tectupyemass JBOMYHAsS TIOCIEAOBATEIBHOCTh JIUMHOM N OuT paszbmBaercs Ha N = M

HeTepeceKaroMXcst 6J10K0B JIMHOKW M OUT KK IbIi.

C nomomisio anroputMma bepnexammna-Meccu ornpezensieTcst JIMHEWHas CIOXKHOCTh L Kaxkaoro
u3 N Omokos, i = 1, ..., N. Lj — aro mnuaa camoro kopotkoro LFSR, kotopslii crocoben
CreHEpUPOBATh MTOCIIEI0BATEIBLHOCTE OUT i-r0 OJI0Ka.

HpI/I IpCAITOJI0KCHUHU O CHy‘I&ﬁHOCTH BBIYHUCICTCA TCOPECTUICCKOC 3HAUYCHHC

Jost kaxxaoro 6710Ka BEIYUCISIETCS] 3HaYEHUE

=DM (Li— p) + 2/9.

Wcnonb3yss BBIYMCICHHBIC 3HAYCHHUS 1, ONMPEACISIOTCS 3HA4YeHUs Vo, ..., Vg CICAYIOIIUM
obpazom
Ecmu Ti<-2)5, TO Vo yBenuuuBaercs Ha 1
-25<Ti<-1)5, Vi yBenuuuBaercs Ha 1
-15<T;<-0,5, V7 yBeMuuBaercs Ha 1
-0,5<T;<0,5, V3 yBeIM4uBaeTcs Ha 1
05<Ti<15, V4 yBenuuuBaeTcs Ha 1
15<T;<£25 V5 yBeIMuMBaeTcs Ha 1
25<T,, Ve yBeIMUMBaeTcs Ha 1

BerumcrnsieTcs TecToBasi CTaTHCTHKA
K
V — N7z
?(obs) = +——t
i=0
3naveHus 1 7 MokHO HawTu B [47 NIST_STS].

3areM BeIUHCIAETCS 3HaueHue P-value

K x (ObS)J

P-value = igamc| —
2 2
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Tecr cepuii

Lens TecTa cepuii (the serial test) — onpenenuTs aBnsercs nu yucio nospieHuit 2" M-GUTOBLIX
MepeceKarouxcsi 00pa3loB MPUOIU3UTENBHO TaKUM K€, KaK B CIy4ailHOW IMOCJIEN0BAaTENbHOCTH.
CrydaiiHple TIOCIICIOBATEIFHOCTH OAHOPOIHBI, T.€. KOKIbI M-OUTOBBIN 0Opa3ell MMeeT TaKou ke
[IAaHC TOSIBJIICHUS, KaK U JIIOOOH npyroil M-OuToBbI oOpasewn. Jns ciaydas m = 1 Tect cepuid
PaBHOCHUJIEH YaCTOTHOMY TecTy u3 11.7777.

Tectupyemas ABoMYHAs MOCIEIOBATENILHOCTD JUIMHON N OUT pacHiupsercs myTeM 100aBIeHUs
K HeH B KOoHIIE (M—1) mepBBIX OUT TOH ke MOCIEA0BATEILHOCTH.

OmnpenensieTcss 9acTOTa TOSBICHUS BCEX BO3MOXHBIX IMEPECEKAOIIMXCS M-OUTOBBIX OJIOKOB
(cepwmii), BceX BO3MOXHBIX Tepecekaromuxcs (M—1)-OuToBbIX OJOKOB M BCEX BO3MOXKHBIX
nepeceKkaroImuxcst (M—2)-0uToBbIX OJIOKOB:

V, i — 4acToTa MosBIEHUS M-OUTOBOIO O1I0KA i1.. . Im,

| — 4acToTa nosBIeHus1 M-6utoBoro 61oka i1...Im1,

i i, — 4acToTa IOsBICHNUS M-OGUTOBOTO OJI0KA i1...Im 2.
i

Brruncnstores cneayronye 3HaYeHUs

m-2 m-2
¥, = : > (Vil...imz - 222 ) =2 D Ve, N

i s n 5,

BbruncisieTcst TecToBasi CTaTHCTHKA

VW2 =2 -y,

VW2 =2 -2¥2 +W¥2,.

3arem BeIUKCHAIOTCS 3HaYeHus P-value; u P-value,

P-value; = igamc(2™2, V¥2),

P-value, = igamc(2™®,v2w?2).

JHTPONUIHBINA TeCT

Ilens ouTpommitHoro Tecta (the approximate entropy test) — cpaBHHTh YaCTOTHI
MEPECEKAIOIIUXCSI OJIOKOB JIBYX CMEXHBIX JUIMH (M U M+1) ¢ aHaJOTMYHBIMU pe3yJbTaTaMu JJis
CIIy4aiiHOM NOCJIEI0BATENBHOCTH.

Tectupyemas ABOMYHAs MOCIEIOBATENILHOCTD JUIMHON N OUT pacmiupsercs myTeM 100aBiIeHUs

K Hell B KoHIIe (M—1) nepBbIX OUT 3TOH ke MOCIe10BaTEIbHOCTH.
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[ToacunThIBAIOTCS YaCTOTHI #1 MOSIBICHHSI PA3JIMYHBIX M-OUTOBBIX OJIOKOB.

JIi1st KaskI0ro 3HAYEHUS | BEIYUCIISICTCS

or .
n
2"

o™ =7 logr,,
i=0

rie 7, :CJ-S,j = logal.

AHaNOruYHbIM 00pa30M POBOAATCS BbIYMCICHUS TSt (M+1)-OUTOBBIX OJIOKOB.
Brrancnsercs TectoBasi CTaTHCTHKA

Z=2n-(In2— (g™ - ™)),

3areMm BeIuMcaseTcs 3HaueHue P-value

2
P-value = igamc omt X

TecT COBOKYNHBIX CyMM

Ilens Tecta coBokymHbIX cymM (the cumulative sums (cusums) test) — onpenenuTs SABISETCS JIH
COBOKYyMHAasi CyMMa YaCTUYHBIX MOCIEAOBATEIIbHOCTEH, BCTPEUAIOMIMXCS B TECTUPYEMOM
IIOCJIEI0BATEIBHOCTH, CIUIIKOM OOJBIION UM CIUIIKOM MaJIEHbKOW OTHOCUTEIBHO aHAJIOIMUYHBIX
COBOKYIIHBIX CYMM I CIy4allHOM IIOCJE€I0BAaTEIbHOCTH. OTY COBOKYIHYIO CYyMMY MOHO
paccMaTpuBaTh Kak Ciy4ailHelii MapmpyT. s ciayyallHOM MOCIeqoBaTeIbHOCTH OTKJIOHEHHE
cilyyailHOro mapuipyra J0KHO ObITh okoso 0. [l ompeneneHHbIX TUIOB HECTy4alHBIX
MIOCJIEI0BATEIBHOCTEN OTKIIOHEHUSI 3TOTO ciyyaiiHoro Mapiuipyra ot 0 OyayT OoJbIIUMHU.

N3 TectupyemMoll  JBOMYHOW IIOCIENOBAaTENbHOCTH JUIMHOH N Outr  ¢dopMupyercs
[IOCIAENOBATENBHOCTE X = X1, Xo, ..., Xn, Tme Xj = +1, ecaum I- DJIEeMEHT WMCXOIHOU
HOCIIeIOBATENBLHOCTH paBeH 1 u X; = —1, ecnu I-if 31eMeHT paBeH 0.

[TocnenoBarenbHO BBIUNCIISIOTCS 4aCTUYHbBIE CYMMBI Si YBEIMYHUBAIOLIUXCS
MOJIITOCIICIOBATEILHOCTEH, KaXK/1ash M3 KOTOPhIX HAYMHACTCS ¢ X1, eciii mode = 0, wiu X, eciu mode
=1. To ectb st mode = 0: S; =Xy, So =Xy + X, ..., amr mode =1: S; = Xp, So = Xn + Xng, ...

Boruncnsiercst TecToBasi CTaTUCTUKA

ergg|3k|-

3arem BeIUKCIseTCs 3HaueHune P-value

ny, ny,

P-value = 1— Z“: of @k+1)z)_ ((ak-2)z )| 24: of @k+3)2) (4K +1)z

O R Y R B Y W W)

L
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rae d)(z e?du-— HOopMasbHas QyHkuus pacnpenenenus [53 KopH].

1 4
!
[Tpu mode = 0 GosnbliKe 3HAYCHUST CTATHCTHKHM YKa3bIBAIOT HAa TO, YTO B HAYaJIbHOW YacTH
MOCJIE0BATEIbHOCTH JIMOO CIMIITKOM MHOTO €IMHHIL, JIMOO CIUIIKOM MHOTO Hysel. [Ipu mode = 1
OoJbIIMe 3HAYCHHSI CTATHUCTHKH YKa3bIBAlOT HA TO, YTO B KOHEUHOW YAacTH MOCIEAOBATEIHHOCTH
00 CIUIIKOM MHOTO €IMHHMII, TUOO CIUIIKOM MHOTO Hyled. MalleHbKie 3Ha4CHHsI CTaTUCTUKU
OyayT yKa3bIBaTh Ha TO, YTO CIMHHIIBI U HYJIM TIEPEMEIIaHbl CIIUITKOM PaBHOMEPHO.

TecT c1y4alHBIX OTKJIOHEHUM

Llens Tecta cayvaiiHbix oTkaoHeHHi (the random excursions test) — ompenenuTs OTKIOHSIETCS
JU YHUCIIO BU3WTOB B CIIY9allHOM MapIiipyTe OTACIBLHOTO COCTOSHHUS OT aHAJIOTMYHOTO 4YHCIIa B
CIIy4aiiHOM MOCJIE10BATENBHOCTH.

W3 TtectupyeMoil JIBOMYHOW TIOCJIEJOBATEIILHOCTH JUIMHOW N OuT  (dopmupyercs
MOCJIeA0BaTeNbHOCTE X = X1, X2, ..., Xp, Il€ Xi = +1, ecnu i-i 3JIEMEHT HCXOIHOM
MOCJIeIOBATEIbHOCTH paBeH 1 u Xj = —1, ecnu i-it anemenT pases 0.

[TocnenoBarenbHO BBIYHCIISIOTCS JaCTUYHBIC CYMMBI Si YBEJTHYHBAIOIINXCS
MOJINIOCIICIOBATEIBHOCTEH, KaXKIasi U3 KOTOPBIX HAYMHACTCS C X1,T.€. Sp = X1, Sp = X1 + Xo, ...
Takum obpazom dopmupyercs Hadbop S = {S;i}. K monydennomy Habopy S m00aBisieTcsi HOJb B
HavaJio W KoHel st opMupoBanust HOBoro Habopa S S =0, Sp, Sy, ..., Sp, 0. DTOT HAbOP S’ W
Oy/IeT SIBJIATHCS CIyYaiHBIM MapIIpyTOM.

OnpexensieTcss YKCIO HYJIEBBIX Y3JI0B J — KOJMYECTBO HYJIEBBIX 3Ha4eHUW B Habope S’, 3a
UCKJIFOUEHUEM TiepBoro Hyis. Ompenensercss 4Yucio HUKIoB B Habope S’. ILlukn — 3t0
MOJIITOCIICIOBATEIILHOCTD B HA0Ope S’, HAaUMHAIOMIAsCS B OJTHOM HYJICBOM Y3JI€ M 3aKaHYHBAFOIIASICS
B CJIEIYIONIEM HYJIEBOM Y3Ji€, BKJIFOYas MEpBBIA HyJb. KonmmuecTBO MHUKIOB B Habope S’ paBHO
KOJIMYECTBY HYJEBBIX Y3JI0B J.

[Tonarasi, uro Habop S’ comepkut 3HaueHus X: —4, -3, -2, —1 u +1, +2, +3, +4, onpenensercs
94acTOTa KaXJI0r0 X B KaKJIOM IIMKJIC. 3aTeM BBIYUCIIETCS Vi(X) — KOJIMYECTBO IIUKJIOB, B KOTOPHIX
cocTosiHue X BCTpeTwiioch K pas, kK =0, ..., 5. Jlas coyyast K = 5, cyutaroTcst 1IUKIIBI, B KOTOPBIX

COCTOSIHME X BCTPETUIIOCH 5 u Oonee pas. HpI/I 9TOM II0JIy4acTCs, YTO

k=0

21.]'[5[ KaXxXJ0ro u3 BOCbMHU COCTOSIHHM X BRIYMCIISICTCS TECTOBAs CTAaTHCTHKA

o) 0603, (0

i~0 Iz, (%)
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rae 74(X) — BEpOSITHOCTH TOTO, YTO B CIIy4aliHOM paclpeeieHHH COCTOSIHHE X BCTpeTHTCS K
pas3. 3HaueHus it 75 MoxkHO Haith B [47 NIST_STS].
B pesynbrare Oyaer BEIYHCICHO 8§ 3HAYEHUH TECTOBON CTATUCTUKH.

3arem U1 KaXI0ro U3 BOCBMU COCTOSTHUM X BhIUMCIsAETCA 3HadeHue P-value

2
P-value = igamc Z%Obs)

B pesynbrare 6yaer monydeHo 8 snauenuii P-value.

BapuaHT Tecra ciay4ailHbIX OTKJIOHEHHH

Ilens BapmanTa TecTa ciyd4aiiHbIX oTkioHeHuit (The Random Excursions Variant Test) —
ONpEACNUTh OTKJIOHSETCS JIM OOIlee YWCIO BH3UTOB B CIIy4alHOM MapuIpyTe OTAEIbHOTO
COCTOSIHHS OT aHAJIOTUYHOTO YKCIIA B CIIy4aifHOM MOCIeI0BATEIbHOCTH.

W3 Tectupyemoil  BOMYHOW TOCJIENOBAaTENIbHOCTH JUIMHOM N Out  dopmupyercs
[OCHENOBATENBHOCTE X = X1, Xo, ..., Xn, € Xj = +1, ecaum I-l DJIEeMEHT WMCXOIHOU
MOCJIeIOBATEIbHOCTH paBeH 1 u Xj = —1, ecnu i-it anemeHT pasen 0.

[TocnenoBarenbHO BBIUHCIISIOTCS YacTUYHbBIC CYMMBI Si YBENUYUBAIOIINXCS
MOATOCIIEIOBATEIbHOCTEH, Kax/aas U3 KOTOPBIX HAYMHAETCS C Xi,T.e. S = X1, S2 = X1 + Xg, ...
Takum obpazom dopmupyercs Hadop S = {S;i}. K nonayuennomy Habopy S mo0aBisieTcs HOJIb B
HavaJio W KoHel st opMupoBanust HOBoro Habopa S S =0, Sy, Sy, ..., Sp, 0. DTOT HAbOP S’ W
OyZIeT SBIATHCA CIYYaHBIM MapIIPYTOM.

OmnpenensieTcs YMCIO HYJIEBBIX Y37OB J — KOIHWYECTBO HYJEBBIX 3HAUeHHW B Habope S’, 3a
UCKJIIOUYEeHHEeM TiepBoro Hyns. Ormpenensercss 4ucio HUKIoB B Habope S'. Llukn — »at0
MTOJIITOCIICIOBATEIILHOCTD B HA0Ope S’, HAaUMHAIOMIAsCS B OJTHOM HYJICBOM y3JI€ M 3aKaHYHBAFOIIIASICS
B CJENYIOIIEeM HYJIEBOM y3Je, BKJIIouas MepBblii Hynb. KonudecTBo mukiIoB B Habope S’ paBHO
KOJIMYECTBY HYJIEBBIX Y3JIOB J.

st kaxoro 3 18 HeHyneBbIX cocTostHul X: — 9, — &, ..., — 1 u +1, +2, ..., +9, BEIYUCISIOTCS
3HaueHus &(X). §(X) paBHO 00IIEMY YHCITY MOSBICHUN COCTOSHHS X BO BCeX J IMKIIax.

3arem U1 KaXI0ro U3 BOCBMHU COCTOSTHUM X BhIUMCsAETCS 3HaueHue P-value

[£0)-J]
J23(4x-2) |

B pesynbrare Oynet nmosyueHo 18 3nauenuii P-value.

P-value = erfc
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HccnenoBanue aaropuTMoB NOTOYHOI0 IIM(POBAHUSA

Kpunroananu3 mudppos

CrarucTuyeckuili aHAJIN3 raMMbl IIA(PPOB

Jnsa anHanu3a IPOXOXKAECHMS ICEBIOCIYYalHBIMU IIOCIEI0BATEIBHOCTSMU CTATUCTHUECKOIO
TECTa HCHOJBb3YIOTCS pa3iuuHble noaxoxabl. IlycTe naHa nBOMYHAs IOCIENOBATEIBHOCTH S.
Heo0OxonuMo ycTaHOBUTH MPOXOJUT JaHHAS MOCIEN0BATENbHOCTh CTATUCTHYECKUM TECT MM HET.
Bo3MokHBI crienyromuye noaxosl:

1. IToporoBelii ypoBEHb.

OTOT MOJXOJ] 3aKJIFOYAETCSl B BBIYMCIIEHUU JUISl NIOCIEA0BATENbHOCTU S TECTOBOM CTATUCTUKH
C(S) U cpaBHEHHE €€ C MOPOrOBbIM YpOBHEM. IIpaBHIIO TPHUHATHS PEIICHUS B JAHHOM CIly4ae
dbopMynupyercss CleayroImMM 00pa3oM: JBOWYHAs MOCJIEIOBAaTeNbHOCTh S HE MPOXOAUT
CTaTHCTHUYECKHI TECT BCSKHI pa3, KOrJa BBIYMCICHHOE 3HAYCHHE TECTOBOW CTAaTUCTHKH C(S)
OKa3bIBAETCSI HUYKE IIOPOTOBOI0 3HAYEHUSI.

2. JloBepuTenbHbINA HHTEpPBAI.

B aaHHOM TOAXO0/I€ VIS OCIIEA0BATEIbHOCTH S TAK)KE BBIYMCIIACTCS TECTOBAsk CTATUCTHKA C(S),
HO TpU 3TOM IMPAaBUJIO MPUHATUS pelleHus (GopMynupyercs CIeAyloluM 00pa3oM: JIBOMYHAsS
[IOCJIEI0BATENBHOCTD S HE MMPOXOJAUT CTATUCTUYECKUHN TECT, €CIIM BBIYMCIEHHOE 3HAUEHHUE TECTOBOM
CTaTHCTUKH C(S) OKa3bIBAETCS BHE MPEACTIOB JIOBEPUTEIBHOTO HMHTEPBaia, BBIYHCICHHOTO IS
3aJJaHHOTO YPOBHS 3HAUMMOCTH . YPOBEHb 3HAYMMOCTH ONpEIENSIET CTENEeHb HEI0CTOBEPHOCTU
UCXO0Ja DKCIIEPUMEHTA.

3. 3HaueHNe BEPOSITHOCTH.

OTOT MOJXOJ] 3aKJIFOYAETCsl B BBIYMCIICHUU ISl TIOCIEA0BATENbHOCTH S TECTOBOM CTATUCTUKH
C(S) m cooTBercTByMOMIIEro eif 3HaueHus BepostHocTH (P-value). 3mech TecToBast cTaTHCTHKA
paccMaTpuBaeTCsl Kak peajn3alus CIyd4alHOW BEIWYMHBI, KOTOpas MOAYMHAETCS H3BECTHOMY
3akoHYy pacmnpeneneHus. OOBIYHO CTATUCTUYECKHE TECThl CTPOSTCS TakuM 00pa3oM, YTOObBI
0oJbIIMEe 3HAUEHUS TECTOBOM CTaTHUCTUKHM YKa3blBaJM HA HECIYy4aHOCTb TECTUPYEMOM
nocienoBarensHocTH. CrenoBaTenbHO, MalieHbkHe 3HaueHus P-value paccmarpuBaroTcs Kak
JI0Ka3aTeJIbCTBO TOTO, YTO TECTHpPYEMas IOCIEA0BAaTENbHOCTh HechaydyaiiHa. [lpaBwiio nmpunsaTus
peleHus B JaHHOM citydae (GopMyJIHpYyeTcsl CIeAyIoIUM 00pa3oM: Ui (GUKCHUPOBAHHOTO YPOBHS
3HAYUMOCTH ¢ JBOUYHAS TIOCIIEIOBATEIILHOCTD S HE TIPOXOAMUT CTaTHCTUUECKHiA TecT, ecnu P-value
<o

[Tonxon, OCHOBaHHBIM Ha MCIOJIB30BAaHUU IMOPOIOBOIO YPOBHS, SBISIETCS HE JOCTATOYHO
ctporuM. [loaxona, OoCHOBaHHBIN Ha MCHOJB30BAHUU JTOBEPUTEIHHOIO MHTEpBAJIa, sIBIsETCS Oojiee

HAaACKHBIM I1I0 CPaBHCHUIO C IICPBBIM. OHHaKO, HGO6X0}II/IMO IIOMHUTHL O TOM, YTO pPa3jInYHBIM
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YPOBHSIM 3HAQUMMOCTH COOTBETCTBYIOT Pa3JIMUHbIC JOBEPUTENIbHbIE WHTEpBajbl. TpeTuil moaxof,
OCHOBaHHBIi Ha WCIOJNIL30BAHUM 3HAa4YeHUs BeposTHOocTH P-value, umeer momoyHUTENBHOE
MPEUMYIIECTBO IO CPAaBHEHUIO C NPEABIIYIIUM — He TpedyeTcss KOHKpETH3allMh YpPOBHS
3HAUUMOCTH . TO ecTh OJHAKAbl BBIYHCICHHOE 3HaveHHE BeposTHOcTH P-value moxer
CpaBHUBATHCA C JIIOOBIM YPOBHEM 3HAYUMOCTH ¢ 0€3 IOTIOIHUTEIILHBIX PacyeTOB.

BbonbuimHcTBO HAGOPOB cTaTUCTHUECKOTO TectupoBanus reHeparopoB [ICII, nanpumep, Takue
kak Diehard, Crypt-X u nabop cratuctuueckux trectoB HUCT, HCIIONB3YIOT TPETHIA TIOIXOI.

Ha npakTtuke cyniecTByeT MHOTO pa3jiU4HbIX CTpATErui, UCIOJIb3YEMBIX JUIsl CTATUCTUYECKOTO
aHallM3a TEHEpaToOpoB Ciy4alHbIX mocienoBatensHocTeil. B [47_NIST_STS] npennaraercs
CTpaTerusi, COCTOSIIAs U3 HECKOJIbKUX JTaIlOB:

1. Br16op reneparopa.

Boi6epute 111 TECTUpOBaHUS POrpaMMHBIN WJIM alliapaTHbIi reHepatop. ['eHepaTop 1oykeH

IIPOU3BOJUTH IBOMYHYIO [TOCJIEA0BATEIBHOCTh HYJIEH U €UHUL] JTMHOM N.
2. ['eneparuisi IBOMYHOMN MOCIEI0BATEIBHOCTH.

Jns ¢bukcupoBaHHON MMOCIEAOBATEIBLHOCTH JUIMHOW N M BBIOpAaHHOIO paHee TeHepaTopa
CKOHCTpYHUpYHTE HAaOOP U3 M ABOMYHBIX [10CJIEJOBATEIbHOCTEH.

3. Boinonnenue Habopa CTaTUCTUYECKUX TECTOB.

[IpumeHHuTe CTAaTUCTHYECKHE TECThl K CKOHCTPYMPOBAHHOMY Ha BTOpPOM »JTame Habopy
MOCIIe0BATEIHHOCTEH.

4. [poBepka 3nauenuii P-value.

B pesynbrare BBIMOJHEHUS CTATUCTHUECKUX TECTOB OyIyT MOJY4YEHBl COOTBETCTBYIOLIHE
POMEXYTOUHBIE 3HaueHHs (TectoBas cratuctuka u P-value). Ha ocnoBe stux P-value mosxer
OBITh C/IETIAaHO 3aKIIIOUEHUE, Kacarolleecs KauecTBa MOCIe10BaTENbHOCTH.

S. Onenka.

Jns  KaKAoro CTaTUCTUYECKOrO TeCcTa  BhIUMCIsieTcss HaOop 3Hauenuid  P-value,
COOTBETCTBYIOIIMK HAaOOpy MocienoBaTenbHOCTeN. J{s (QUKCUPOBAHHOTO YpPOBHS 3HAYHMMOCTHU
OXHIaeTcsl KOHeuHbIi mporeHT P-value, ykaseiBaromuii Ha mposBai. Hampumep, ecnu BbIOpaH
ypoBeHb 3Hauummoctd paBHeii 0,01, Te. a = 0,01, TOo oOxumaercs, uto oxono 1%
MOCJIeI0BATEIbHOCTEN TECTUPOBAHKE TPOBAJIUT.

[TocnemoBaTeNbHOCTH IPOXOAAT CTATUCTHYECKHE TECThI BCAKHIA pa3, korma P-value > o, u He
MPOXOJAT BO BCEX OCTAJbHBIX ciyyasx. s KaXJO0ro CTaTUCTUYECKOTO TECTa BBIUUCISIETCS U
aHAJIM3UPYETCS MPOIOPLHUS MOCIEA0BATEIbHOCTEH, YCIEIIHO MPOIIEAININX TECTUPOBAHNUE.

B pesynbrare TecTupOBaHUS MOKET MPOU30MTH TPU TUIIMYHBIX UCXOMA:

1. Amnanus P-value ne YKa3bIBACT HA OTKJIIOHCHUC OT CHy‘I&fIHOCTH.
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2. AHanu3 SICHO YKa3bIBAaeT HA OTKJIOHEHUE OT CIIy4alHOCTH.
3. AHanu3 SBISETCS HEJOCTaTOUYHBIM.

B npennaraercs aBa crioco6a HHTEPIPETALUU PE3yJIbTaTOB:

1. HUccnenoBanue I0JM TOCIEIOBATEILHOCTEH, MPOIICANINX CTATUCTHYECKUEC
TCCThI.
2. HccnenoBanue pacnpezaesneHus 3HaueHud P-value, 4toObl mpoBepuTh

PaBHOMEPHOCTb UX PACIIPEICIICHHS.

B ciydae, xorma iqr000i U3 3TUX MOAXOI0B TEPIUT HEyIady, T.€. COOTBETCTBYIOIIAs HYJICBas
TUIOTE3a JOJDKHA OBITh OTKJIOHEHA, JTOJDKHBI OBITh TPOBEACHBI JIOTIOTHHUTEIbHBIC YHCICHHBIC
AKCIIEPUMEHTHl Ha JPYrux oOpa3lax TeHepaTropa, 4ToObl OMpeNeNuTh ObUIO JIM 3TO COOBITHE
CTaTUCTHYECKUM OTKJIOHCHHUEM HJIH 3TO OBLIO I0Ka3aTeIbCTBOM HECITYYallHOCTH.

PaccMoTpuM  mepBBIii  CIOCOO — MHTEPNPETAllMU  PE3YJIbTaTOB  —  aHaIM3  JIOJU
MOCJIC0BATEIHHOCTEH, MPOXOSAIIUX TECT.

[TycTh maHBI SKCIIEPUMEHTAIBHBIC PE3YJIBTATHI JJII KAKOT0-TO OTIEIBHOTO CTATHCTHYECKOTO
TecTa. BeIUMCIUTE OO0 MOCIE0BATEILHOCTEH, KOTOPBIC MTPOXOIST 3TOT TECT.

Hampumep, eciiu 6buta mpotectupoBana 1000 1BoMYHBIX MmocieaoBarenbHocTel, T.. m = 1000,
a = 0,01 (ypoBeHb 3HAYMMOCTH) U TpU 3TOM It 996 mocnenoBarensHocTedt P-value > 0,01, to
JIOJIST TIOCTICIOBATEIIBHOCTEH, KOTOPBIE MPOXOAT 3TOT TecT, paBHa 996/1000 = 0,996. JImamazon
MIPUEMJIEMBIX 3HAYCHUN 3TOH JIOJIM ONPENEISAETCS ¢ MCIOIh30BAaHUEM JOBEPUTEIBHOTO HHTEPBAA,

OMMPEACIICHHOI'O KaK:

p +3- p-A-p)
+ —

rae p’=1 - o, m — pa3mep obpasia.
Ecnu 107151 BBIXOMUT 3a TMpeneNbl 3TOr0 WHTEpBaia, TO ATO CBUACTENBCTBYET, YTO JAHHBIE
HECIIy4alHBbI.

I[J'IH npuMepa, NpuBEACHHOT O BBIIIC, I[OBCpPITCJ'IBHBIfI HWHTCPBAJI PABCH:

0,99-(1-0,99)
1000

0,99+3- \/ =0,99 £ 0,0094392,

T.€. JOJA JTOJDKHA JieskaTh BeIe 0,9805607.

PaccMoTpuM BTOpO#l cmOCO0 HMHTEpHpeTaluyd pe3yabTaTOB — aHalu3 pPaBHOMEPHOCTH
pacripenenenus 3HaueHuit P-value.

WNurepsan [0; 1] nenutcs Ha 10 mogunTepBanoB. [logcunThiBaeTCs KONMMYECTBO 3Ha4YeHUs P-
value, mexamye B KaXJI0M H3 IMOJUHTEPBAIOB. 3aTeM NPUMEHSETCS TECT XZ (Xu-KBagpar) u
ompenensercs 3HaueHue P-value, cooTBeTCTByMOIEe pacHpeeiCHHIO TeCTa KPUTEPHS COTJIACHSI

s P-value.
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Brruncisiercs cratuctuka
S 2

F-—

) 10 10
Py

S
10

i1
rae Fi — koanuecTBo 3HaueHuit P-value B i-mM moguaTepBaie, S — pa3mep obpasia.
3arem Boluncisercs P-value:
] 9 4?2
P-valuer =igamc —,Z— ,
2 2
1

r(a)

rae igamc(a, X) = e 't*'dt — memonmuas raMma-QyHKIHS,

X ey 8

F(a) = J.e_tta‘ldt — ramma-¢yuakuus [53 KopH].
0

Ecin  P-value > 0,0001, To moCiaemoBaTeIbHOCTH MOTYT CYHTAThCS  PABHOMEPHO

pacnpeielIeHHbIMH.

AHaJu3 pe3yJibTATOB TECTUPOBAHUS
C mnomompio Habopa craructuyeckux TectoB HUCT OblI0  HccnegoBaHO KayecTBO
[OCJIEI0BATEIbHOCTEH, TeHepupyeMbix 9 morounbiMu mmmdpamu (RC4, Rabbit, Salsa20/12,
SOSEMANUK, HC-128, Grain-128, Mickey-128, Trivium, F-FCSR-16) u 2 61o4HbiME 1HdpamMu
B MOTOYHBIX pexumax padoTsl (TOCT 28147-89 B pexxume rammupoBanust u AES B pexxumax CTR
u OFB).
TectupoBaHue MPOU3BOAUIIOCH IS TPEX CIIYYaeB:
1. TectupoBajiuch  IMOCIENOBATEIBLHOCTH, CTEHEPUPOBAHHBIE KAXKIBIM U3
HCCTIEAYEeMbIX MHU(POB.
2. TectupoBanics pe3ynbTaT MHU(PPOBAHUS TEPUOAUYECKH MOBTOPSIOUIETOCS
(dbopMyIsipa ¢ MOMOIIBIO MOCIEA0BATEILHOCTEH, TECTUPYEMBIX B TIEPBOM CIIy4dae.
3. TectupoBasics pe3ynabTaT IMHGPOBAHUS TOCIEIOBATEIPHOCTH PA3TUYHBIX
HENnoBTOpSIOUMXCS (GOPMYISPOB € MOMOIIBIO IOCIENOBATEILHOCTEN, TECTUPYEMBIX B
IIEPBOM CIIydae.
Jlist TecTUpoBaHUs OBUTH BEIOPAHBI CIEYIOIIHE TapaMeTPhI:
1. st kaxgoro mudpa 610 crenepupoano M = 100 mociemoBaTeIbHOCTEH,
n = 10° 6ur kaxnas.

2. YpoBeHb 3HAYUMOCTH OBLT TPHHAT paBHBIM o = 0,01.
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3. s BEIOpaHHBIX MapaMeTpoOB M U oL TPaHUIIBI JOBEPUTEIHLHOTO HWHTEpBaja
cocraBisiot: [96,016; 101,99]. To ects cuutaercs, uTo MM(p MPOIIET TECT, €CIU IS
6oee uem 96,016% TecTrpyeMbIx mocienoBaTensHocreii P-value > 0,01.
Cratuctuueckue tectsl n3 Habopa HUCT renepupyioT pa3inuyHOe KOJIMYECTBO 3HAYCHUU P-
value, Tak, HampuMmep, YacTOTHBIM TECT TEHEpPHUpPYeT OAHO 3HaueHue P-value i xaxmoi
MOCJIEI0BATEIbHOCTH JIJTMHOW N OUT, a TeCT cepuil mo JaBa 3HaueHus P-value mist kaxmoit Takoit
rmocJeIoBaTeIbHOCTH. B utore s Bcex 15 tectoB renepupyercs 188 3naduenuit. Takum obpazom
JUTSL KKJI0T0 HccieayemMoro mudpa Obuto creHepupoBano mo 188 3Hauenwuii P-value mis kaxmaoro
13 3 paccMaTpUBAEMBbIX CITy4YaeB.
PaccmoTpum  mepBBIii  cOCOO — MHTEpIpEeTallud  pe3ylbTaTOB  —  aHaIW3  JOJH
MOCIIE0BATENHHOCTEH, MPOXOAAIIUX TECT.
[To pe3ynpTaTam MPUMEHEHHS KOKIOTO KOHKPETHOTO TECTa K KAXKIOMY KOHKPETHOMY HIH(PY,
B TpPEX paccMaTpUBaEMBbIX Cllydasx, ObljIa ONpeiesieHa JO0JIA MOCIeI0BATEIbHOCTEN MPOXOIAIINX
KOKIbIA TecT. Jns Kaxkaoro KOHKpeTHoro mmudpa, B TPEX paccMaTpUBAEMbIX CIIydasx, ObUIO
MOACUYUTAHO YHUCIO TECTOB, JUISI KOTOPBIX 3Ta A0Js mIpeBbicuiia mopor B 96,016%. pyrumu
CJIOBaMH OBLJIO OIPEACIICHO KOJUYECTBO TECTOB, KOTOPBIE HCCIACAYEMBIM IMM(p TMpOIIeT B
COOTBETCTBHH C TIEPBBIM CIIOCOOOM HHTEPIPETAIUU Pe3ysIbTaToB (Tabmuna 2.17), T.e. KOIUIeCTBO
TECTOB HE BBISIBUBIINX B TECTUPYEMOM MOCIEA0BATEIHLHOCTH OTKIIOHEHHI OT CIy4ailHOCTH.

Tabnuma 2.17. KonmndecTBo ycreurHo NponeHHbIX TECTOB

N RC Rabb|  Salsa2 SOSEMA HC-  Grain Mickey| AES AES
4 it 0/12 NUK 128 128 128 CTR OFB

1 184 184 182 185 184 184 166 184 185

2 164 161 161 159 165 169 166 167 164

3 163 169 163 163 182 180 174 185 181
PaccmotrpuM  BTOpOi  crmoco® HMHTEpIHpeTald pe3ysibTaTOB — aHalW3 PaBHOMEPHOCTH

pacnpenesneHus 3HaueHuit P-value.

I[To pe3ynpTaTaM NPUMEHEHUS KaXKJOr0 KOHKPETHOI'O TecTa K KaKAOMY KOHKpETHOMY mudpy,
B TpPEX paccMaTpUBAaeMBIX Cllydasx, ObLIO ompeneneHo 3HaueHwe P-valuer. [ns kaxmoro
KOHKpPETHOro mu@pa, B TpeX paccMaTpUBAEMbIX CIIydasiX, ObUIO MOJACYUTAHO YHCIIO TECTOB, AJIS
kotopeix P-valuer > 0,0001. [Ipyrumu cioBamMu ObLJIO ONPEICICHO KOJIMYECTBO TECTOB, KOTOPHIC
UCClieyeMblil (P MpolIesn B COOTBETCTBUU CO BTOPHIM CIIOCOOOM MHTEPIPETALUU PE3yIbTaTOB
(tabmuna 2.18), T.e. KOJMYECTBO TECTOB HE BBIABMBIIUX B TECTUPYEMOH MOCJIEI0BATEIbHOCTU

OTKJIOHEHHM OT CIIy4ailHOCTH.
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Tabnuma 2.18. KonmndecTBo ycrenHo NpoiIeHHBIX TeCTOB

o RC4 Rabbi|  Salsa20/ SOSEMA HC Grai Mickey AES AES
t 12 NUK -128 n128 (128 CTR OFB

1 0 0 0 0 1 0 7 0 0

2 18 19 17 18 18 18 20 19 17

3 15 18 18 18 0 0 2 0 0

W3 moiyd4eHHBIX pe3yJabTaTOB BUIHO, YTO BCE HCCIEAyeMble MH(PBI TeHEPUPYIOT TOBOJIBHO
KayeCTBEHHBIC IIOCIEIOBAaTEILHOCTH (TepBas cTpoka B Ta6n.2.17 wm T1abm.2.18), xymmmid
pesynbtathl mokaszan mudp Mickey-128, mpuuem mnpu 000MX CHOCO0AaX HHTEPIPETALUH
pe3yJIbTaTOB.

HccnenoBanue pe3yabTaToB MIM(POBaHUS TMEPUOIUYESCKHA TOBTOPSIOMIETOCS (GopMyIspa
MOKa3aJio, YTO NOJOOHBIE TOCIEAOBATEIIFHOCTH JaHHBIX COAEPXKAT HECIy4alHOCTh, KOTOPYIO
MOKHO BBISIBUTH OTIEIBHBIMH TECTaMd. B naHHOM ciydyae Bce MHMQPHI MOKAa3aJd MPHUMEPHO
OJIMHAKOBBIC PE3yJIbTaThl (BTOpas cTpoka B Ta01.2.17 u 1a6:1.2.18).

HccnenoBanue pe3yJIbTaToB mudpoBaHus MOCJIEIOBATEILHOCTEH pa3JInYHbIX
HETOBTOPSIOIINXCS (POPMYJIISIPOB MOKa3aio, uyto mudpsl HC-128, Grain-128, Mickey-128 u AES (B
oboux pexmmax U CTR, m OFB) crmocoOHBI CKpBITH HECITy4ailHBIH XapakTep MmuppyemMoi
unopmanuu, B ommunn ot mmdpos RC4, Rabbit, Salsa20/12, SOSEMANUK (tpeThst cTpoka B
Ta0:1.2.17 1 Ta6:1.2.18).

HccnenoBanne npou3BOIUTEILHOCTH H(POB
beiio  mccnemoBano  ObicTpomeiictBe 9  morouneix mmdpos  (Rabbit, Salsa20/12,
SOSEMANUK, HC-128, Grain-128, Mickey-128, Trivium, F-FCSR-16) u 2 GmouHbix mimdpa B
notouHbIx pexknmax padotel (TOCT 28147-89 B pesxume rammupoBanus U AES B pexxumax CTR u
OFB).
TectupoBanue npoBoaminock Ha yetsipex IBM ¢ OC Microsoft Windows XP Professional,
Bepcust 2002, Service Pack 2:
1. OBM1 — AMD Duron 1 I'Tm, 512 Mb O3Y;
2 OBM2 — AMD Duron 1 I'T, 256 Mb O3V;
3. OBM3 — AMD Duron 1 I'T1, 128 MB O3YV;
4 9BM4 — Intel® Celeron® M CPU 520 @ 1,6 I'Tu, 0,99 I'b O3YV.
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JUis KakJoro M3 MepedyrciIeHHbIX MU(GPOB ObLIO M3MEpEeHO BpeMs (B CEK.), 3aTpayeHHOE Ha

6 20 147 118 30
reaeparuio 10°, 277, 10°, 10° u 2 6uT coorBercTBeHHO. [loMydeHHBIC NaHHBIC MPEICTABICHHI B

BHUJE TAOJIUI]

Ta6muma 2.19. PesynasTaTsl TecTupoBanus mudpoB Ha IBM1

No Indpp 10° 2% 10’ 10° 2%
! RC4 0 0 0,27 275 | 30
2 Rabbit 0 0 0,16 220 | 23,63
3 Salsa20/12 0 0 0,33 3,24 34,89
4 Sosemanuk 0 0 0,11 0,93 10,33
5
HC-128 0 0 0,11 1,04 11,21
6 _ 313,2 3364,1
Grain-128 3,13 3,35 31,32
4 8
7 . 114,1 1220,1
Mickey 128 1,10 1,21 11,43 , ;
8 AES CTR 0 0 0,38 3,68 39,23
9 AES OFB 0 0 0,38 3,79 40,49
T'OCT
10 0,22 0,27 2,47 25,16 266,81
28147-89
11 Trivium 0 0 0,66 7,09 75,71
12 F-FCSR-16 0 0 0,44 4,84 51,32
Tabnuua 2.20. Pe3ynbraThl TecTupoBanus mudpos Ha IBM?2
Ne|  Iludp 10°] 2% 10’ 10° 2%
1 RC4 0 0 0,33 2,86 30,44
2 Rabbit 0 0 0,22 2,25 24,01
31 casazo2 | 0| 0O 0,33 3,24 35,16
4 Sosemanuk 0 0 0,11 0,93 10,33
5 HC-128 0 0 0,11 1,04 11,21
6 _ 31 33
Grain-128 31,37 313,52 3365,88
7 Mickey 128 11 11 11,54 114,73 1230,38
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Ne|  Iludp 10°| 2% 10’ 10° 2%
5
8 AES CTR 0 0 0,38 3,68 40
9 AES OFB 0 0 0,38 3,79 40,93
1 'OCT 0,2 0,2
0 28147-89 . 2,47 25,27 268,85
1
. Trivium 0 0 0,71 7,09 75,77
1
5 F-FCSR-16 0 0 0,49 4,84 51,32
Tabnuna 2.21. PezynpTaThl TecTHpoBaHus mudpos Ha IBM3
No Indp 10° 2% 10’ 10° 2%
! RCA 0 0 0,33 2,75 29,73
Rabbit 0 0 0,22 2,20 23,74
3 Salsa20/t2 | © 0 0,27 3,30 34,89
4 Sosemanuk 0 0 0,11 0,93 10,33
5 HC-128 0 0 0,11 1,04 11,21
6 Grain-128 3,13 3,30 31,43 313,57 3367,25
7 Mickey 128 1,37 1,21 11,54 115,00 1235,88
8 AES CTR 0 0 0,33 3,74 39,34
9 AES OFB 0 0 0,38 3,74 40,49
10 I'OCT
28147.89 0,22 0,27 2,53 25,05 269,29
11 Trivium 0 0 0,71 7,2 76,48
12 F-FCSR-16 0 0 0,49 4,84 51,98
Tabnuua 2.22. Pe3ynbraThl TecTupoBanus mudpos Ha SBM4
No udp 10° 2% 10’ 10° 2%
V1 res 0 0 011| 077| 863
2 Rabbit 0 0 0,16 1,26 13,35
3 Salsa20/12 0 0,05 0,33 2,97 31,92
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Ne Indp 10° 2% 10’ 10° 2%
4

Sosemanuk 0 0 0,11 0,77 7,91
5 HC-128 0 0 0,11 0,77 8,19
6 _ 77,2

Grain-128 0,77 0,88 7,75 . 828,85
7 _ 83,7

Mickey 128 0,82 0,88 8,35 . 899,51
8 AES CTR 0 0 0,27 2,58 27,42
9 AES OFB 0 0 0,27 2,58 27,53
10 IOCT 28147- 18,1

0,11 0,22 1,81 195,05
89 9

11 Trivium 0 0,11 0,60 6,43 69,56
12 F-FCSR-16 0 0 0,33 3,30 35,49

ITo MOJIYYCHHBIM NTaHHBIM ObLIa BBEIYKCIIEHA CKOPOCTb I'CHCPAllH JaHHbIX (Ta6nnua 7)

Tabmuua 2.23. beictpoaeiicTBue mmppos

V, Mourt/c V, MBaiit/c
Ne [Mudp 5BM 5B 5B 9B
SBMI 2BM3 SBM4 SBM4
2 M1 M2 M3
1 RC4 34,13 33,64 34,45 118,71 4,27 4,21 4,31 14,84
2 Rabbit 43,34 42,65 43,14 76,69 5,42 5,33 5,39 9,59
3 Salsa20/1
, 29,35 29,12 29,35 32,08 3,67 3,64 3,67 4,01
4 Soseman 12,3 12,3 12,3
99,13 99,13 99,13 129,42 16,18
uk 9 9 9
S 91,36 91,36 91,36 125,08 1 1 1 15,63
HC-128 ! ! ' ! 2 2 2 !
6 Grain-
0,3 0,3 0,3 1,24 0,04 0,04 0,04 0,15
128
7 Mickey
0,84 0,83 0,83 1,14 0,1 0,1 0,1 0,14
128
8 AES
26,1 25,6 26,03 37,35 3,26 3.2 3,25 4,67
CTR
9 AES
25,29 25,02 25,29 37,2 3,16 3,13 3,16 4,65
OFB
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V, Mout/c V, MBaiit/c
Ne MIudp 3BM OB 5B OB
OBM1 OBM3 DBM4 OBM4
2 M1 M2 M3
10 I'OCT
3,84 3,81 3,8 5,25 0,48 0,48 0,48 0,66
28147-89
11 Trivium 13,52 13,51 13,39 14,72 1,69 1,69 1,67 1,84
12 F-FCSR- 19,9 2,4 2,4 2,4
19,95 19,7 28,85 3,61
16 5 9 9 6

W3 tabnumpsl BugHO, uTo M3MeHeHHEe oObema O3V IIK He BiuseT Ha MPOU3BOIUTEILHOCTH
mudpoB, a MpH YBEIMYCHHH TAaKTOBOMW YacTOTHI IPOLIECCOpPa IMPOHUCXOJUT YBEINYCHUE
OBICTPOICUCTBUS I POB.

Taxxe u3 TabIUIBI BUIHO, UTO TpedyeMoii ckopocThio (He MeHee 40 MoOuT/cex) obnagaroT Tpu
mmdpa: Rabbit, Sosemanuk u HC-128, a mpu qoctatouHo 00JBIION TAKTOBOM YacTOTE MpoIieccopa
u RCA4.

BrpiBoasbl

1. Tectuposanue 9 nmorounsix mudpos (RC4, Rabbit, Salsa20/12, SOSEMANUK, HC-128,
Grain-128, Mickey-128, Trivium, F-FCSR-16) u 2 0104HbIX mHK(POB B MOTOYHBIX PEKHUMAX
paboter (I'OCT 28147-89 B pexxume rammupoBanust 1 AES B pexumax CTR u OFB) ¢ momompio
HaOopa craructuueckux tectoB HUWCT, mnokaszano, dYro JaHHblE IMUQPBI TEHEPUPYIOT
NICeB/IOCITyYaifHble MOCIEeI0BaTEIbHOCTH, KOTOpPblE OOJIaaloT XOPOIIMMHU CTATUCTUYECKHMU
Ka4ecTBaMH M MPAKTUYECKH HE OTIIMYAIOTCS OT UICTUHHO CITyYaiHBIX MOCIIEI0BATEIBHOCTEH.

2. Hccnenyemple mmudpsel, 3a uckimoueHuem mudpa F-FCSR-16, He cnocoOHBI CKPBITh
Hecly4yailHbIil XapakTep MMHU(QPYyeMbIX HaHHBIX, €CIM OTH JIaHHBIE MPEACTaBIAIOT COOOMH
NEPUOINYECKH TTOBTOPSIIOIMUICS OJUH M TOT XK€ OJOK MH(OpMaruKu CpaBHUTEIHHO HEOOJIBLIOrO
pasmepa.

3. Iudpsr HC-128, Grain-128, Mickey-128, F-FCSR-16 u AES (B o6oux pexumax u CTR,
u OFB) cniocoGHBI CKpbITh HecTy4yaiHbI xapakTep MH(PYEeMbIX JaHHBIX (€CIM 3THU JaHHBIE HE
NPEJCTAaBIAIOT cO000M MepHoANYECKH MOBTOPSAIOLIMICA OIUH M TOT ke OJOK HHpOopMaluuu
CpaBHUTEILHO HeOoNbIIOro pasmepa), B orauumu ot mmmdpoB RC4, Rabbit, Salsa20/12,
SOSEMANUK, Trivium u TOCT 28147-89 B pexumMe raMMHUpPOBaHUSL.

4.  O6bvema O3V IIK He BauseT Ha MPOU3BOJUTEIBHOCTD MU(POB, & YBEINUEHNUE TAKTOBOM

YacCTOTHI IIponeccopa NpUBOAUT K YBCIIMYCHUTIO GBICTpO):[Cf/'ICTBHH HJI/I(prB.
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5. Taxxke u3 Tabmuubl BUIHO, YTO Tpedyemoil ckopocThio (He MeHee 40 MoOut/cek)
obmamaror Tpu mudpa: Rabbit, Sosemanuk u HC-128, a mpu goctarouHo OOJBIION TaKTOBOM
yacTote nporeccopa u RC4.

6.  Jlna mmdpoBaHus NaHHBIX (€CIM 3TH JAHHBIE HE MPEICTABISIOT COOOW MEPHOIMYECKU
MOBTOPSIIOLIUICS OMMH M TOT e OJIOK MH(pOpManuHu CpPaBHUTEIHHO HEOOJBIIOrO pasMepa) B
peanbHOM MacmTade BpeMeHH B KaHalle CO CKOpOCThio 40 MOHT/cek MOKHO PEKOMEHA0BATh MHU(D

HC-128.

2.2. KoMnbIOTEepHBIH NPAKTHKYM N0 M3Y4YeHHs IHM(POBAHUSA C CEKPETHbIM

KJII04Y0M

2.2.1 U3yuyenue crangapta kpunrorpapudeckoii 3ammrtsl 'OCT 28147-89

Llens pabotel U3yunts kpunrorpaduueckuii cranmapt mupposanus ['OCT 28147-89 u ero
0Cc00EHHOCTH, TO3HAKOMHUTHCS C PA3TMYHBIMU PEKUMaMH OJIOYHOTO IIH(PPOBAHHUS.

['OCT 28147-89 — coBeTckuid M POCCHICKUN CTaHAAPT CHUMMETPUYHOrO IIHM(pPOBaAHUS,
BBeEHHBIA B 1990 rony, Takxke siBasercs cranaaprom CHI'. Ilonnoe nazpanune — «I'OCT 28147-
89  Cucrempl 00paGoTku  uH(popmauuu.  3amura  Kpunrorpapuueckas.  AJITOpUTM
Kpunrorpaduueckoro mnpeodpasoBanus». C Momenrta omyOmukoBanuss ['OCTa Ha HEM crosI
OTpaHUYUTENbHBIN TpUd «ls ciryxkeOHOro moib30BaHus», U (opmaabHO mUpP ObLT 00BABICH
«TIOJIHOCTBIO OTKPBITBIM» TOJIBKO B Mae 1994 roma. K coxanenuto, ucropus co3aanus mudpa u
KpUTEpUU pa3pabOTUUKOB J0 CHX MOP HE OMyOIMKOBaHbI.

Anroput™M Kpunrorpapuueckoro InpeoOpa3oBaHMsl MNpeAHA3HAUYEH JUIsl amnmapaTHOW WU
IPOrpaMMHOM peanu3aliy, YJAOBIETBOPSET KpUNTOrpauyeckuM TpeOOBaHUSM U IO CBOUM
BO3MOXXHOCTSIM HE HAKJIAJIbIBAa€T OrPAaHWYEHUN HA CTENEHb CEKPETHOCTU 3alllULIacMOMn
uHpOpMalnu.

Cranpgapt oOsi3aTenieH [Uid OpraHu3auuid, OpeInpUsITHd M Y4peKIEeHUH, NPUMEHSIOMINX
KpUNTOrpaUUecKyro 3allUTy JaHHBIX, XPaHUMBIX M NEPEJaBacMbIX B CETSIX, B OTAEIbHBIX
BBIUUCIIUTENBHBIX KOMIUIEKCAX UM HA TIEPCOHAIBHBIX KOMITBIOTEPAX.

To, 4yTO B €ro Ha3BaHMM BMECTO TEPMHUHA «U(ppOBaHUE» QUTypHpyeT Oosiee obliee MOHATHE
«kpurnrorpapuyeckoe mnpeodpazoBaHue», BOBce He ciy4ailHo. IloMHMO HECKOJBKHX TECHO
CBSI3aHHBIX MeXay co0oi mpornenyp mudpoBaHusi, B JOKYMEHTE OMHMCAH OJMH MOCTPOCHHBIH Ha
OOIIMX NMPHUHLIMIIAX C HUMH AITOPUTM BBIPAaOOTKM MMHMTOBCTaBKH. IlocienHsisi sBisgeTcs He 4yem
MHBIM, KaK KPUIITOrpahuuecKoil KOHTPOJIbHOM KOMOWHAIIMEH, TO €CTh KOJIOM, BIpaOaThIBAEMbIM U3
HCXOJHBIX JAHHBIX C MCIOJB30BAHUEM CEKPETHOTO KJIYa C LEeNbI0 MMUTO3AIIMUTHI, WIH 3allUThI

JaHHBIX OT BHECCHHUA B HUX HCCAHKIIHMOHUPOBAHHBIX N3MEHEHHH.
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MaremaTH4ecKHe Onepanuu
CJ10:keHme 1mo MoayJao 2
Oneparust opaspsaaoro XOR (o6o3navyaercss kak @) — OyneBa QYHKIMS W JIOTHYECKas
orepanusi. Pe3ynbTar BBIMOJIHEHUS ONEpAlUU SIBISICTCS MCTUHHBIM TOJIKO MPH YCIOBHHU, €CIH
SIBJISICTCSI ICTHHHBIM B TOYHOCTH OJIMH M3 apryMeHTOB. [IpuMep BBIMOIHEHHS OTICpAIlMU CIIOKCHUS:
6., 4 2 7 _ 76 A2
X +x"+x+x+ 1)@ (X +x+1)=x"+x"+ X"+ X°(B BHJIC MHOTOYJICHOB) (10)

{01010111} @ {10000011} = {11010100} (aBOMYHOE MPEIACTABICHHE) (11)

IIpaBujia cyMMHPOBaHHUS [0 MOIY.TI0 2% wno MOaYJII0 (2 = -1)

1. IBa menwIx uncna &, &, rae 0 L, &% <, 2% -1, mpencTaBiieHHbIC B JBONYHOM BH/JIC

a = (@, a31,... 47,41}, & =(byy, Hay, .., 8.8 ), (12)
T.e..:x=a32'231 +ﬂ31'23D+...+ﬂ!2'2+ﬂ1, (13)
B=byy 22 by 20 b 4By 24Dy, (14)

CYMMUPYIOTCS IO MOZYJTIO 2% (omepanus E) 1o cleayroneMy MpaBuiy:
ﬂb=a+b,ecnna+b<232, (15)
Amb=g+h -2, Mg +h 227, (16)
rze onepauus +(-) ectb apupmMeTndeckas cyMmMa (pa3HoCTh) IBYX LEJIbIX YHCE.
2. JIBanenpix uncna e, &, rome 0L a, & £ 232 -1, mpencTaBiieHHbIE B JBOUYHOM BHJIE
@ = (@33, @31, %2.41) 17)

E:'=I(.E:'32,E}31,...,bz,bl:l, (18)

CYMMHUPYIOTCSI 110 MOJYJIIO (2 32 -1) (onepanus E’) o ciaeayroUeMy IpaBUIly:

GE b=a+b,ecmn a+b 22, (19)
am b=a+b- 2" +1, ecnm o +5 2 232, (20)
Crpykrypa aaropurma
Cummempuunoe wugposanue — cnocod MmudpPoBaHUsA, B KOTOPOM Il 3amIU(POBKUA H

pacinpoBbIBaHUS MPUMEHSETCS OJMH U TOT ke Kpunrtorpaduueckuil kimod. Jlo nzoOpereHus
CXEMbl aCHMMETPUYHOTO HIM(POBAHUS EIUHCTBEHHBIM CYIIECTBOBABIIUM CIOCOOOM SIBISUIOCH

CUMMCTPHUYHOC IJ.IPI(ppOBaHI/IC. Krou aJIropuT™Ma  JOJODKCH COXPAHATBCA B CCKPETC o0euMH
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CTOpPOHaMHU. AJNTOPUTM IIU(PPOBAHHS BBIOMpAETCs CTOPOHAMH JI0 Hayasia oOMeHa coolmenusmu. K
CUMMETPUIHOMY MHU(POBAHUIO MPEABSIBISIFOTCS CISAYIONINE TPEOOBAHUS:

e OrcyrcrBue JmHelHOCTH (TO ecTh ycnoBus f(a) xor f(b) == f(a xor b)), B nporuBHOM
ciydyae ooOnerdaercss mnpuMeHeHue auddepeHIHaTbHOT0 KpUNTOAHAIW3a K LIHGDpY.
(DOyHKLIMA XOr — «CIOXKEHHE IO MOAYJII0 2», «HUCKIIOYaKIlee WIN» — pe3ylbTaT
BBITIOJIHCHUS] OIEpaAllMy SIBJIIETCA HWCTUHHBIM TOJIBKO TIPU YCJIOBHUH, €CIIA SIBIISAETCS
VCTUHHBIM B TOYHOCTHU OJIMH U3 apTyMEHTOB).

e JlonHas yTpara BceX CTaTUCTUUYECKMX 3aKOHOMEPHOCTEM HCXOTHOTO COOOIIEHHUS.

Anroputm 'OCT 28147-89 siBnsieTcst O10uHbiM wu@pom — Pa3HOBUAHOCTH CHMMETPHUYHOTO
mudpa. OcobeHHOCThIO O10uHOTO mHUpa SBIsIETCS 00paboTKa 0J0Ka HECKOJBbKUX OaWMT 3a OHY
utepauuo (B Hamem ciydae 8). Kak u GonpmIMHCTBO coBpeMeHHBIX Onounbix mm@pos, 'OCT
ocHoBaH Ha cemu @eucmens (pucynok 2.1). Cerb mpeacraBisier coOOH OMpeaenEHHYIO
MHOTOKPAaTHO TOBTOPSIONIYIOCS  (MUTEPUPOBAHHYIO) CTPYKTYpPY, HA3bIBAIOIIYIOCS — SUCUKOM
Oeiicrens. [lpu mepexome OT OIHOM SYEHWKH K APYroil MEHSETCs K04, MPUYEM BBHIOOp KItOua
3aBHCHT OT KOHKPETHOro anroputma. Omepauuu mudpoBaHus W pacmidudpoBaHUS HA KaKIOM
JTare O4YeHb MPOCTHI, M TPU ONPEAETIEHHON J0pabOTKE COBMANAIOT, TPeOysl TOIBKO OOpPaTHOTO
MOpSJIKA HWCIONB3yeMbIX Kirouel. IlludpoBaHne mpw MOMOIIM JaHHOW KOHCTPYKIIMH JIETKO
peain3yeTcsl Kak Ha MPOTrPpaMMHOM YpPOBHE, TaK M Ha ammapaTHOM, YTO OOECIEeYMBAET HIMPOKHE
BO3MO>XHOCTHU MPUMEHEHHUSI.

Ecnun BHumarensHo w3yuuth opuruHan ['OCT 28147-89, MOXHO 3aMeTUTh, YTO B HEM
COJIEP’KUTCSl ONMCAHHE aJITOPUTMOB HECKOJIbKMX YypoBHeW. Ha camoM BepxHeM HaxoasaTcs
MPAKTUYECKHE alNTOPUTMBI, peJHa3HAYCHHbIE s THU(PPOBAHUS MAaCCUBOB JAAHHBIX M BBIPAOOTKHU
JUIS HUX UMUTOBCTAaBKHU. Bce OHHM ommMparoTcs Ha TPU alTOPUTMA HUBIIETO YPOBHS, Ha3bIBacMbIe B
tekcre ['OCTa mmxmamu. OTH (yHAaMEHTanbHBIE aNTOPUTMBI OYIyT Ha3bIBAaThCS «0a30BbBIE
LUKJIBD», 4TOOBI OTIWYATh UX OT BCEX MpOouYux IUKIOB. OHU UMEIOT CIEAYIOIHUE Ha3BaHUS U
00o03HaveHus: (OoCIeAHNE TPUBEIEHBI B CKOOKAX)

e [uKJ 3ammdpoBanus (32-3);

e uki pacmmudposanus (32-P);

®  [IMKIJI BBIPaOOTKH UMUTOBCTABKH (16-3).

B cBoro odepenp, Kaxnapli W3 0a30BBIX IMKJIOB TIPEJCTaBIAET COOOW MHOTOKpPAaTHOE
IIOBTOPEHUE  OJHOM  €IMHCTBEHHOM  NPOLEAypbl, HA3bIBAEMOM  «OCHOBHBIM  IIaroM

KPUNTONPEoOpa30BaHUM.
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Hlndpporanne Pacumdposka

OTKPLITLIH TCKCT A poBaNILIH TCKCT
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AU poBAHILIT TEKCT OTKPHITBIH TCKCT

Puc. 2.41. Cerp Deiicrens

e Kniou SIBISETCS MAacCMBOM M3 BOCBMH 32-OMTOBBIX 3JeMeHTOB koga B T'OCTe
AJIEMEHTHI KJIF0Ya HCIOJIb3YIOTCS Kak 32-pa3psiHble Ieble uyuciaa 0e3 3Haka. Takum
oOpa3zoM, pa3mep KiIo4a cocTaBisier 256 Out (32 Oaiita). Kirou momxeH sBISThCA
MacCHUBOM CTAaTUCTHYECKH HE3aBHUCHMBIX OMTOB, IPUHUMAIOIIUX C PABHOW BEPOSTHOCTHIO
sHaueHuss 0 u 1. IIpu 3TOM HEKOTOpbIE KOHKPETHBIE 3HAYEHHS KII04Ya MOTYT OKa3aThbCs
«cnabbpIMU», TO ecTh MHUPP MOXET He obOecreyrBaTh 3aJaHHBIA YPOBEHb CTOMKOCTH B
cllydae WX HCIOJIb30BaHUsA. OIHAKO, TPEINOI0KUTEIIBHO, OIS TaKUX 3HAYCHUW B OOIICH
Macce BCEX BO3MOXHBIX KIFOUel HHUYTOXXHO Mana. [loaTomy Kirouu, BBIPaOOTAaHHBIE C
MOMOIIBI0 HEKOTOPOTO JaTuyMKa HCTHHHO CIYYalHBIX 4YHcell, OyqyT KaueCTBEHHBIMH C

BEPOATHOCTHIO, OTHanIOHIeﬁCH OT €AWHUIBI HA HUYTOXXHO MAJIYIO BEJIMUYUHY.
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o Tabnuya 3amen SBISETCS BEKTOPOM, COAEPKAIIUM BOCEMb ¥37108 3amensl. Kaxaplii
y3€JI 3aMEHBI, B CBOIO OY€PE/ib, SBIISETCS BEKTOPOM, COJIEPIKAIINM MIECTHAANATH 4-OUTOBBIX
3JIEMEHTOB 3aMEHbI, KOTOPbIE MOXKHO MPEACTAaBUTh B BUJE 1enblx yucen oT 0 mo 15, Bce
AJIEMEHTHI OJHOTO y3Jia 3aMeHbl 00si3aHbl ObITh pa3lIWyHBIMU. TakuMm oOpazoMm, Tabiauna
3aMEH MOJKET OBITh NPEACTABJICHA B BHJIE MaTPHUIlLl pa3zMepa 8x16 unu 16x8, comepxarieit
4-6utoBble 3ameHston] Takum 00pa3zom, oOmui 00beM TaONIuUIbl 3aMeH paBeH 512 out (64
OaiiTa).

O6miee kommuecTBO y370B 3ameHbl (S-01okoB) I'OCTa — Bocemb. Kaxapiii  S-070k
MpEeACTABISIET OO0 nepectaHoBKY unces oT 0 go 15. Ilepas 4-OuTHas MOAOCIICIOBATEIHLHOCTD
MOTaIaeT Ha BXOJ MepBOro S-0Ji0ka, BTopasi — Ha BXOJ BTOPOTO U T. 1.

Ecin S-61ok Beimmsout tak: 1, 15, 13,0, 5,7, 10,4, 9,2, 3, 14,6, 11, 8, 12

1 Ha BxoJe S-0Oioka 0, To Ha BeIXoe Oyzer 1, ecnu 4, TO HAa BBIXO/AE OYIET 5, €CIIM HA BXOJE

12, To Ha BeIxOA€E 6 M T. 1. (11 Tabnuisr 2.24)

Ta6muma 2.24. S-6s10ku, npusenenubie B 'OCT P 34.11-94 nns nieneit TectupoBaHus

Homep
5- 3HaueHWe

Bnoka
1 4 110 9 213 8|0 |46 |11 1127 |15]5 3
2 4|14 126 13|15 |10 2] 3|8 110 7] 5 9
3 8|1 13|10 3|4 2 |15 12)1 76|10 5 |11
4 Blw|i1|0 8|9 | 15|14 4|6 1211 2|5 3
5 B (12 ] 7 1|5 |15 |13 | 8|4 |1W0| 5 |14]0 3|12
] 4|11 0|7 21113 3 6B | 8| 5|9 |12] 15| 14
7 13111 4 1] 3 |15 5 9|0 |1W0|1M4) 7|6 |8 2|12
8 I (15|13 (0|5 |7 |1 |43 2 3|46 | 11| 8 |12

OCHOBHOI1 Iar KPUNTONPEeoOpaA30BaHUSA

OCHOBHOI H1ar KpUNTONpPeoOpa3oBaHus MO CBOEH CYTH SBISETCS ONEPaTOpPOM, ONPEAEISIOIINM
npeoOpa3oBanue 64-0uToBOro OJ0Ka JaHHBIX. J[OMONHUTENBHBIM MapaMEeTPOM 3TOTO OlepaTopa
apisgercs 32-OuToBbl OJIOK, B Ka4eCTBE KOTOPOTO HCIOJB3YETCSI KaKOW-TMOO 3JEMEHT KIIIoYa.
Cxema airopuTMa OCHOBHOIO IIara npuBeleHa Ha pucyHke 2.2. PaccmMoTpum noapoOHee 3Taribl
OCHOBHOTO IlIara KpUITONPEOOpa30BaHUS:

Ilar 0 OnpeznensieT UCXOAHbIE JaHHbIE JUII OCHOBHOTI'O I1ara KPUMTONPeoOpa3oBaHUsL.

N — npeoOpa3yembiii 64-OUTOBBIN OJIOK JaHHBIX, B XOJ€ BBIMOJHEHHUs miara ero miammas (Nq)
u crapmas (Np) yactu oOpabaThIBalOTCS KaK OTIENbHbIE 32-OMTOBBIE lieble yucia 0e3 3Haka.
Takum oOpazom, moxxHo 3anucath N=(N1,N>).

X — 32-0OMTOBBIM JIEMEHT KIII0Ya;
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I ar 1 CiokeHue ¢ KIIIOUYOM.

Munanmas moJ0OBHHA MPEoOpa3yeMoro OJI0Ka CKIAIBIBACTCS IO MOJIYIIIO 2% ¢ HCII0JIb3YEMBIM
Ha I11are 3J€MEHTOM KJIH04a, pe3y/IbTaT Iepe1aeTcs Ha CASAYIOIINH ar;

IlIar 2 ITo6ao4yHas 3amMeHa.

32-6utoBoe 3HaUEHUE, MOTYUYEHHOE HA MPEABIAYIIEM are, HHTEPIPETUPYETCS KaK MACCHB W3
BOCHMU 4-OUTOBBIX OJIOKOB KOJA:

S=(So, S1, Sz, Ss, S4, Ss, Se, S7) (21)

npudeM Sg comepKuT 4 caMmblx MJIAAIMUX, a S7 — 4 caMmbIx crapmmx Outa S. Jlanee 3HaueHUE
KOKIOTO W3 BOCBMH OJIOKOB 3aMEHSETCS HOBBIM, KOTOPOE BBIOMpAETCSs MO TaOnHIe 3aMeH
CIIETYIOIUM 00pa3oM: 3HaueHue OJIoKa S; MEHSIETCS Ha Si-ThI 1O MOPSIKY YIEMEHT (HyMeparus ¢
HYJIS) i-TOTO y3J1a 3aMeHbI (T.€. I-TO# CTPOKH TabJIMIbI 3aMEH, HyMepalus Takxke ¢ Hyis). IpyruMu
CJIOBaMH, B Ka4e€CTBE 3aMEHBI JJIs 3HAYCHUS OJIOKa BBIOMPAETCS DJIEMEHT W3 TaOJWIBI 3aMEH C
HOMEPOM CTPOKH, PaBHBIM HOMEPY 3aMEHSIEMOTO 0JI0Ka, 1 HOMEPOM CTOJIOIA, PABHBIM 3HAYEHUIO
3aMeHsIeMOTro 0yioka Kak 4-OMTOBOTO IE€J0T0 HEOTPUIATEIBHOTO 4YHcia. OTCIoa CTaHOBHUTCS
MOHATHBIM pa3Mep TaOJIUIIBI 3aMEH: YHCIIO CTPOK B HEHl paBHO uMciy 4-OUTOBBIX 3JIEMEHTOB B 32-
OUTOBOM OJIOKE JAHHBIX, TO €CTh BOCbMHU, a YHCIIO CTOJIOLOB PAaBHO YUCIY PA3IMYHBIX 3HAYCHH 4-

4
O6uTOBOTO OJIOKA JAHHBIX, PABHOMY, KaK U3BECTHO 2" (T. €. IIECTHAIATH).

[ l—?auaﬂo (N X) )

=]
8 =, + X)moc2®
m=0.7
— 2
Sm=Hm,S’,,
—3
S = Rj(S)
— 4
5=S@N,
—5
N,=N, N =8

koo @ )

Puc. 2.42. Cxema OCHOBHOTrO Iara kpumnrorpeoopazosanus anropurma ['OCT 28147-89
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Iar 3 [ukandyeckuii casur Ha 11 OUT BiIeBO.

Pesynbrar mpeaplayIIero mara COBUTAeTCs HUKIMYeCKH Ha 11 OMUT B CTOPOHY CTapIIMX

&
pasps0B U Iepenaercs Ha cienyromui mar. Ha cxeme anropurma cHMMBOJIOM « by

o0o3HaueHa (PyHKIUS IUKJINYECKOTO CABHUIa CBOETO aprymeHta Ha 11 OWT BIeBO, T.e. B CTOPOHY
CTapUINX Pa3psIOB.

Ilar 4 [To6uToBOE ClIOKEHUE

3HaueHue, MONYYCHHOE Ha Mmare 3, MOOWTHO CKJIAJbIBACTCS IO MOXIYJIIO 2 CO crapiiei
MIOJIOBUHOM ITpeoOpa3yemMoro 6Joka.

HlIar 5 Casur mo 1emnoyke

Mnanmast yacte mpeoOpazyemMoro OJi0OKa COBUTAaeTCs Ha MECTO CTapllieid, a Ha ee MeCTO
MTOMEIIAETCS Pe3YNbTAT BBIOTHEHUS MPEAbIAYIIEro mara.

Ilar 6 3aBepieHre KPUITOIIPEOOPA30BAHHUS.

[Tony4yenHnoe 3HayeHHe mpeoOpasyeMoro OJIoKa BO3BpAIACTCS KaK pEe3yJabTaT BBITOJIHEHUS

aJIropuTMa OCHOBHOI'O 11ara KpI/IHTOHpeO6paSOBaHI/I5{.
k=1.

0
| g ? Havano (&) )
7=

1
HN=UJ ar(V, Ig)

7=7.0

.
N=llar(¥, Fg)

C4K0Heu D

Puc. 2.43. Cxema nukia 3ammudpoBanus 32-3
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[ 0Hauano (M )

1
WN=LU ar(, K)

F=0.7

=1.3
7=7.0

2
TN=UJ ar(V, K)

4
([ Kowey (V) )

Puc. 2.44. Cxema uukia pacumdpoBanus 32-P

[ DH avano (V)
7

1
WN=LIJ ar(V, K)

szeu D

Puc. 2.45. Cxema nukiia BbIpaOOTKM UMUTOBCTaBKU 16-3.

k=1.

j:

2
0

[Tops 10K UCTIONB30BaHUS KITIOUEBBIX SJIEMEHTOB:

e [luku 3ammdposanus 32-3:

Ko, K1,K2,K3,K4,Ks,Ks,K7,Ko,K1,K2,K3,K4,Ks, K, K7,Ko,K1,Kz2,Ks,Ka, Kz, Kg,K7,K7,Ks,
Ks,Ka,K3,K2,K1,Ko

e [luxn pacumdposanus 32-P:

Ko, K1,K2,K3,Ks,Ks,Ke,K7,K7,Kg,Ks, K4, K3, K2, K1, Ko, K7,Kg,Ks, K4, Kz, K2, K1,Ko,K7,Ks,Ks,
Ka,K3,K2,K1,Ko

e [luxn BeIpabOTKM UMUTOBCTaBKHU 16-3:

Ko,K1,K2,K3,K4,Ks,Kg,K7,Ko, K1, K2, Kz, K4, Ks,Kg, K7

Pexumbl mmdpoBanus
I'OCT 28147-89 npenycMaTpuBaeT TpH CIAEAYIOLUX peXUMa MG POBAaHUS JAHHbIX:
e [pocTas 3aM€Ha,

¢ TaMMHPOBAHUC,
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® TaMMHUpOBaHME C 0OPATHOH CBA3BIO,
®  JIONOJHMUTENbHBIM PEKUM BBIPAOOTKH UMUTOBCTABKH
IIpocras 3amena
3ammdpoBaHre B JaHHOM pEXHUME 3aKII0OYaeTcsi B NpUMEHEHHMH Iwkina 32-3 Kk Ojokam
OTKPBITBIX JIaHHBIX, pacmmdpoBanue — mukna 32-P k OGnokam 3ammppoBaHHBIX JaHHBIX. DTO
Han0oJiee IPOCTON M3 PEKUMOB, 64-OUTOBBIC OJIOKHM JTaHHBIX 00pa0aTHIBAIOTCS B HEM HE3aBHUCHUMO
Apyr ot Apyra. CXxeMsl aJropuTMOB 3alIM(PPOBaHUS U pacIU(POBAHUSA B PEXKUME ITPOCTON 3aMEHbI
npuBeeHbl Ha pucyHkax 2.43 u 2.44 coorBercTBeHHO. Pa3Mep MaccuBa OTKPBITBIX WM
3amM(pPOBAHHBIX  JAaHHBIX,  [OJBEPralOIIMNCS  COOTBETCTBEHHO  3alIM(pPOBAHUIO WU

pacidpoBaHUIO, TOJDKEH OBITH KpaTeH 64 OuTam:
ITol=|Tw[=64 n (21)

rae N — Leyioe MOJI0KUTENBHOE YUCIIO
TMIOCJIE BBIITOJHEHHUSI ONEPALIMU Pa3MeP MOJYYEHHOTO MACCUBA IAHHBIX HE NU3MEHSIETCA.
Pexum mudpoBanus mpocToil 3aMeHON UMEET CIEAYIOIINEe OCOOCHHOCTHU:

e Tak kak OJOKM JaHHBIX MU(PYIOTCS HE3AaBUCUMO JAPYT OT APYTa U OT UX MMO3ULUHU B
MacCHBE JaHHBIX, MpU 3alIM(PPOBAHUU JIBYX OJHWHAKOBBIX OJIOKOB OTKPBITOTO TEKCTa
MOJTYYal0TCsl OJIMHAKOBBIE OJI0KH muppTeKcTa 1 HA000pOoT. OTMEYEHHOE CBOMCTBO MO3BOJIUT
KPUINITOAHAIUTHKY CHENaTh 3aKIIOUYEHUE O TOXKJIECTBEHHOCTH OJIOKOB HMCXOMHBIX JAHHBIX,
€ClIM B MacCHBE 3alM(PPOBAHHBIX JIAHHBIX €MY BCTPETHJIMCh HACHTHYHBIE OJIOKH, YTO
SBIISIETCS. HEIOMYCTUMBIM ISl CEphE3HOTO Imudpa.

e Ecmu anuna mmdpyemMoro MaccuBa JaHHBIX He KpaTHa 8 Oaiitam (64 Ourtam),
BO3HHUKAET Mpo0JieMa, YeM M KaK JOTMOJHATH MOCIEIHUI HEeTOIHbINH OOK JaHHBIX MacCHBa
JI0 TIOJTHBIX 64 OUT. DTa 3a7aua HE TaK MPOCTa, KaK KaKeTCs Ha MepBbId B3, O4eBUIHbIE
peuieHus: BpoOJie «IOMOJHUTH HEMOJHBIN OJIOK HYyJIEeBBIMH OMTaMu» WM, OoJiee oliiee,
«JIOTIOJIHUTH HEMOJIHBI OJIOK (PUKCUPOBAHHON KOMOWHAIIMEW HYJIEBBIX W EIUHUYHBIX
OMTOB» MOTYT TPH OINpPENEICHHBIX YCIOBUAX AAaTh B PYKU KPUNTOAHATUTHKA BO3MOXKHOCTD
MeTOoJIlaMH Tiepedopa OnpeAeNuTh COIEPKUMOE 3TOTO CaMOT0 HETIOJIHOTO OJI0Ka, ¥ 3TOT (akKT
O3Ha4yaeT CHIKEeHHEe croikocth mmdpa. Kpome Ttoro, mmHa mudprekcra Mpu 3TOM
W3MEHUTCS, YBEIMYHUBIIKCH A0 OJMKANIIETo 11eJ0r0, KpaTHOTO 64 OuTaM, 4TO 4acTo ObIBaeT
HEXeJaTebHbIM.

Ha mepBblIii B3r7si/1, IEpEeYNCIIEHHBIE BBINIE OCOOEHHOCTH JICTA0T MPAKTUIECKH HEBO3MOKHBIM
WCIIOIH30BaHUE PEKUMA TIPOCTOM 3aMEHBI, BEIb OH MOXKET MPUMEHSITHCS TOJBKO IS MU(POBAHUS
MacCCHBOB JIAaHHBIX C Pa3MEepPOM KpaTHBIM 64 OuTam, HE COJEeP)KAIIUM TOBTOPSIOMMXCS 64-0MTOBBIX

OJIOKOB. Ka)KeTCSI, qTO AJId THOOBIX PCAIbHBIX HAaHHBIX TapaHTUPOBATH BBINTOJHCHHUC YKA3dHHBIX
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YCIIOBHI HEBO3MOXKHO. DTO MOYTH TaK, HO €CTh OHO OYEHb BaKHOE MCKIIIOYEHUE: BCIOMHUTE, YTO
pa3Mep Kiroua coctaBisier 32 Oaiita, a pasmep Tabiuibl 3ameH — 64 Gaiita. KpoMe Toro, Hamndue
MOBTOPSIOLIUXCSA 8-0alTOBBIX OJOKOB B KJIHO4e WM TaOiuile 3aMeH OyzneT roBOpuTh 00 UX BeCchbMa
IUIOXOM KadecTBe, MO3TOMY B PEANbHBIX KIIIOUEBBIX 3JEMEHTAaX TaKOro IMOBTOPEHUS OBITH HE
MoxeT. Takum 00pa3oM, MBI BBISICHHJIM, YTO PEXHUM IPOCTOH 3aMEHBI BIIOJHE IMOAXOIHUT ISt
mmdpoBaHus KIO4EBOM MHMOpMAIMK, TeM 0oJiee, YTO MPOYHE PEKUMBI Ul ITOH IeId MEHee
yI0OHBI, TOCKOJIBKY TPEOYIOT HATHUHUS JOMOJIHUTEIHHOTO CUHXPOHU3UPYIOILIETO 3JIEMEHTA TaHHBIX
— CHHXPOIOCBUIKH (cM. crenyronuii moanyHkT). M mosromy 'OCT mpennuceiBaeT UCIOIb30BaTh

PEKUM HpOCTOfI 3aMCHBI UCKIIFOUHUTCIBHO AJIA H_II/I(prBaHI/ISI KIIFOUCBBIX JAaHHBIX.

I'ammupoBanue

Kak e MOXHO H30aBUTBCS OT HEIOCTAaTKOB peXHMa MpocToi 3ameHsl? J[nst 3TOro
HE00XO0MMO C/IeaTh BO3MOKHBIM MIH(poBaHue OIOKOB ¢ pa3MepoM MeHee 64 OUT U obecnednTh
3aBHCUMOCTH OJIOKa IU(PTEKCTa OT €ro HOMEpa, WHBIMU CIOBAaMH, PaHIOMH3HPOBATH MpPOIECC
mmpposanusas. B I'OCTe 310 nocturaercs AByMsl Pa3IMUHBIMM CIIOCOOAMH B JBYX DPEXHMAX
M (poBaHus, NPelycMaTPUBAIOLINX TaMMUPOBaHHE.

l'ammuposanue — 93TO HalOXKeHUE (CHATHE) HA OTKPHIThIC (3amm(ppoBaHHBIC) JaHHBIC
KpUNTOrpaguuecKoil raMMbl, TO €CTh I1OCJIEI0BATEIbHOCTH JIEMEHTOB JaHHbBIX, BbIpa0aThIBAEMBbIX
C TOMOIIbIO HEKOTOPOIro KpPUITOrpauyecKkoro ajaropuTma, A MOTY4eHHUs 3aiin(pOoBaHHBIX
(OTKpBITHIX) JaHHBIX.

Jns Hanmo)keHuss raMMbl IpHU 3alIM(QPOBAHUM M €€ CHATUS MpPH pPacHIMPpPOBAHUU JOJKHBI
HCIIOJIb30BaThCsl B3aUMHO 0OpaTHble OuHapHble onepauu. B 'OCTe i 3T0il 11enu ucnosb3yeTcs
orepanusi MOOUTOBOTO CIOXKEHUS 110 MOAYIIO 2, TIOCKOJIBKY OHA sIBJsieTcss 00paTHOM camoii cebe u,
K TOMY ke, HauOoJiee MPOCTO pealn3yercs annapaTHo. 'aMmmupoBaHue pemraer o0e yrnoMsHYTble
MpOOJIEMBI: BO-TIEPBBIX, BCE 3JIEMEHTHI FaMMbl Pa3JInYHbI IJIS1 pEAIbHBIX MHU(PYyEeMbIX MAaCCUBOB U,
CJIEIOBATEIbHO, PE3yJbTaT 3alin(poBaHUs JaXe IBYX OJMHAKOBBIX OJIOKOB B OJHOM MacCHBE
JaHHBIX Oy/eT pa3NIu4HbIM. BO-BTOPBIX, XOTS 3JIEMEHTHI raMMbI M BBIpaOaTBIBAIOTCS OJJMHAKOBBIMU
nopuusiMu B 64 OMTa, UCTIONB30BATHCSI MOXKET U YaCTh TAKOTO OJI0Ka ¢ pa3MepOM, PaBHBIM pazMepy
mudpyemoro 60ka.

['aMma 1711 3TOro pexuMa IOJIYy4aeTcsl CIEAYIOUIMM 00pa3oM: € IMOMOILBIO HEKOTOPOro
ATOPUTMUYECKOTO  PEKYppEeHTHOro  reHepatopa  mocienoBarenbHoctd  uucen  (PTTIY)
BbIpabaThIBatoTCsl 64-O01UTOBBIE OJOKM JAaHHBIX, KOTOPBIE Jlajiee MOJIBEPratoTcs MpeoOpa3oBaHHIO 110
UKy 32-3, To ecTh 3aln(pPOBaHUIO B PEKUME MPOCTON 3aMEHbI, B pE3yJIbTaTe MOTy4YatoTCsl OJIOKU

TraMMBI. Bnaronapﬂ TOMY, UTO HAJIOKCHHUEC U CHATHEC 'aMMbI OCYIICCTBIIACTCA ITPHU ITOMOIIA OJIHOﬁ u
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TOM JK€ oOmepalud TOOUTOBOTO HCKIIOYAIOLIETO WM, alrOpPUTMBbl 3alu(poBaHUS U
pacmudpoBaHus B PeKUME TAMMUPOBAHUS UICHTUYHBI.

PI'TIY, ncrionb3yemblii 17151 BEIPAOOTKH FaMMBI, SIBJISIETCS PEKYPPEHTHON (QyHKITUCH

@, =f), 22)

rze £2; - 2JIeMEHThl PEKYPPEHTHOMN MOCIIe10BAaTEIbHOCTH,

f — dynkuums npeodbpazoBanus

DJIEMEHT JaHHBIX «£2p» SBISETCA MapaMeTpoOM aIrOpUTMa JJis PeKMMOB raMMHpPOBAHUs, Ha
cxemax OH 00O3HAYeH Kak S, W Ha3plBaeTcsa B Kpunrtorpaduu cuuxponocwviikou, a B 'OCTe —
HA4anbHbLIM 3aN0JIHeHueM OJTHOTO U3 PEerucTpoB mudpoBaTers.

Cunxponocbuika (BEKTOp HWHUIMAIM3AIMK) — CIY4alHOE 4YHUCJIO, KOTOPOE PEryJspHO
OOHOBJISIETCS, TIEPEIACTCS IO KaHATY YIIPABJICHUS M HCIIOIB3YeTCs JUISl HHUIIHATN3AIUN aJITOPUTMA
mudpoBaHUSL.

W3 cooOpaxkeHud yBelIHUYEHHUs CTOMKOCTH anroputma, pazpadorunku ['OCTa pemmnn
KCMOJIb30BaTh sl nHuIManu3aiuu PI'TIY He HemocpeacTBEHHO CHHXPOIIOCBUIKY, a PE3yJIbTaT €e
npeoOpa3oBaHus MO MHUKITY 32-3.

[TocnenoBarenbHOCTh 3JEMEHTOB, BbIpaOaThiBaeMmbix PITIY, menukoM 3aBUCHUT OT €ro
HAYaJbHOTO 3allOJHEHUs, TO €CTh 3JEMEHTHl 3TOH MOCIEIOBATEIbLHOCTU SIBISIOTCS (DYyHKIUEH

CBOEro HOMEpPA M HavainbHOro 3anoiaHenus PI'TIY:

Q=f(%), 23)

rae fi(X)=f(fi_1(X)),
fo(X)=X

C yueroMm npeoOpa3oBaHUsl [0 aJTOPUTMY MPOCTOM 3aMEHBI J00aBISIETCS €I1€ U 3aBUCUMOCTD

OT KJII0Ya:
Fi=lyy 5 @)=Ls, (((Rp))=Lly, 5(7(L;; 5(S)))=¢(S,K),
rae I' i — 1-ThIi DJIEMEHT raMMBI,
K — ko4

EcrecTBeHHO, 17151 00paTUMOCTH MPOLEAYphI MK(POBAaHUS B MPOLECCcax 3a- U pacuM(poBaHus
JI0JDKHA WCIOJIB30BATHCS OJHA M Ta )K€ CHMHXPOMNOChUIKAa. M3 TpeOoBaHMS YHUKAIbHOCTH TaMMBbl,
HEBBINOJHEHHE KOTOPOrO0 MPHUBOJUT K KaTacTpO(UUECKOMY CHIKEHUIO CTOMKOCTH HIHdpa,
CIIeIyeT, YTO Uil Mu(poBaHUs ABYX PAa3IMYHBIX MACCUBOB JAHHBIX Ha OJJHOM KJIIOY€ HEOOXOAUMO
o0ecreYnTh HCIOJNb30BaHUE PA3JIUYHBIX CHHXPOINOCBUIOK. OTO MNPHUBOAUT K HEOOXOIUMOCTH

XpaHUTb WKW NCpPEAaBaTb CHUHXPOIIOCBUIKY II0 KaHajlaM CBA3U BMECTC C 3aIJ_II/I(I)pOBaHHBIMI/I
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JaHHBIMH, XOTS B OTHCIBHBIX OCOOBIX CIlydasX OHa MOXET OBITh TpeJonpeaeTcHa WU
BBIUUCIISATHCS OCOOBIM 00pa3oM, €Clii UCKIIIoYaeTcs Mu(poBaHue IByX MACCUBOB Ha OJJTHOM KJIIOUE.

IToapo6nee pacecmotpum PI'TIY, ucnons3yemsbrit B 'OCTe ajis reHepanuu 3JIeMEHTOB TaMMBI.
[Ipexxne Bcero, HaJJO OTMETUTD, YTO K HEMY HE MPEAbSBIAIOTCS TpeOOBaHUsI 00eCIeUeHUs KaK1X-
00 CTAaTHUCTUYECKUX XapaKTEPUCTUK BbIpabaThiBaeMON TochenoBaTenbHOCTH umcen. PITIY
cpoektupoBan pazpadorunkamMu ['OCTa ucxons 3 HEOOXOAMMOCTH BBITIOJTHEHUS CIETYIOUINX
YCJIOBU:

e [IEepHOJ] TMOBTOPEHUS TOCIEIOBATSILHOCTH 4Hcel, BbipabaTeiBaemoi PITIU, He
JOJIKEH CUJIBHO (B IPOLEHTHOM OTHOIIEHUH) OTIMYATHCSA OT MAaKCUMaJIbHO BO3ZMOXKHOIO MIPH
3aJJaHHOM pa3Mepe 0JI0Ka 3HaYCHHUs 2%

e cocenHue 3HaueHUs, BeipabaTbiBaembie PI'TIY, nomkHbI OTIMYAThCS APYT OT JIpyra B
KaX/I0M OaiiTe, MHa4e 3aJa4a KPUIITOAHAIUTHKA OyIeT yIpoIeHa;

e PITIY nomken OBITH OOCTaTOYHO MPOCTO peaU3yeM Kak ammapatHo, TaKk |
IpOorpaMMHO Ha HauOoJiee pacHpOCTPAHEHHBIX THUIMAX IPOLECCOPOB, OOJIBIIMHCTBO U3
KOTOPBIX, KaK U3BECTHO, UMEIOT Pa3psiAHOCTh 32 OuTa

Hcxons u3 nepeyncineHHbix NpuHuIuIoB, coznarent ['OCTa cipoekTupoBanu BeCbMa yJauHbIi
PI'TIY, umeromuii crieqyrommue XapakTepUCTUKU:

e B 64-OuToBOM OJIOKE CTapiias U MIIJIIast YacTU 00padaThIBAIOTCS HE3aBUCUMO IPYT

OT npyra, (aKkTU4YEeCKH, CYIIeCTBYIOT J1Ba He3aBUCHUMBIX PI'TIU mns crapmieit u muamiieit

qacTel OJI0Ka:

Q =(,9)), (23)
1 HQ} =32 (24)
ap, = @), (25)
QL =) (26)

® PpEKyppeHTHBIE COOTHOILUEHHUS [JIs CTaplied W MIaAlied 4YacTed Ccleayrolue
(HIDKHUM WHJEKC B 3allMCH YWCIa O3HAYaeT €ro CHUCTeMY CUWCIEHHUs, TakuM o0pazoM,

KOHCTAHTBI, UCIIOJIb3YCMBIC Ha JaHHOM HIare, 3aliiCaHbl B 16-pI/I‘{HOI71 CUCTEMC CLII/ICJ'ICHI/I}I)Z
Q?ﬂ i (Q? % CO)mod232 (27)
rae Cp=101010145
Q= (] +C - Dmod (2 - 1)+1 (28)

i+l

Tae C1:101010416
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Bropoe BrlpakeHHE HyXOaeTcsd B KOMMEHTapusX, Tak kak B Tekcte ['OCTa npuBeneHo HEUTo

apyroe:

i, = () +Cmod (27 - 1)

(29)

TEM K€ 3HAYCHHUCM KOHCTAHTBI Cj_. Ho pmanee B Tekcrte CTaHgapTa AacTcd KOMMCHTaprI, qTo,
o 32
OKa3bIBaCTCsd, IIOJ OI€pall€r B3ATHA OCTaTKa IO MOIYIIIO (2 —1) TaM IIOHHMACTCA HE TO XKC

camoe, 4yTo ¥ B MaremaTuke. OTianuue 3akiio4aeTcs B ToM, 4yTo corsiacio ['OCTy:
(2%-1)mod(2**-1)=(2%-1),a e 0 (30)

Ha camom pene, 3TO ympomaer peanu3anuio (GOpMylibl, a MaTeMaTHUYECKH KOPPEKTHOE
BBIpa)KeHHUE I Hee npuBeacHo B popmyite (30).

Ilepnon moBTOpEeHUS MOCAEAOBATENIBHOCTH JUIsl MIIAJIIEH YaCTU COCTAaBJISET 2%, s crapien
4acTH (232—1), JUISL BCEH TMOCJIEI0BATENLHOCTH MEPUO COCTABIISET 232*(232—1). [TepBas popmyna
U3 JIByX peajlu3yeTcs 3a OJIHYy KOMaH]y, BTOpasl , HECCMOTpPSI Ha €€ Ka)KyILyloCsi TPOMO3JIKOCTb, 3a
JIB€ KOMaHIbl Ha BCEX COBPEMEHHBIX 32-pa3psAHbIX MPOLECCOpax — MEPBOM KOMAaHIOM HIET
OOBIUHOE CIIOKEHHE IO MOJIYIIO 2% ¢ sanoMuHaHHEM OWTa nepeHoca, a BTOpas KOMaHJa
npubaBisieT OUT MepeHoca K NoJyYeHHOMY 3HaUCHHIO.

PaccmoTpuM maru anroputMa raMMUpPOBaHHS, TIPEACTABICHHOTO HA pUCYHKE 2.46:

lar 0 Onpenenser UCXOAHBIE JaHHBIE JIJIsI OCHOBHOTO IIara KPUNTOIPEOOpa30BaHHUS.

To(u)— MaccCUB OTKPBITHIX (3aIIU(PPOBAHHBIX) JaHHBIX IIPOU3BOJIBHOIO pa3Mepa, MOoABEpPracMblii
npornenype 3amwudpoBaHus (pacuudpoBaHus), TO XOAY NPOLEIYpHl MAacCHUB TMOJABEPraercs
peoOpa3oBaHuIo MOPLUUAMHU 0 64 OuTa;

S — cuHxponocbuika , 64-OMTOBBIN DNEMEHT JaHHBIX, HEOOXOAUMBINA I WHUIMATH3AINH
reHepaTopa raMMbl;

Ilar 1 HauansHOe npeobpazoBaHue CUHXPOIIOCHUIKH.

Boinonusiercs sl ee  «paHIOMM3AMU», TO €CTh JUISl YCTPAHEHHUS CTAaTUCTHUYECKUX
3aKOHOMEPHOCTEH, IPUCYTCTBYIOIUX B HEM, PE3yIbTaT UCIIOJIB3YETCSl KaK Ha4yaJabHOE 3aIl0JIHEHUE
PT'TIY;

Ilar 2 Oaus mar padots! PI'TIY, peanu3yronuii ero peKyppeHTHBIH aIrOPUTM.

B xome manHoro mrara crapmas (Si) u muammas (Sp) 4acTH TOCIEIOBATEIHPHOCTH JaHHBIX
BbIPa0aTHIBAIOTCS HE3aBUCUMO JAPYT OT APYTa;

Ilar 3 'ammupoBaHue.

Ouepennoit  64-OmTOBBIN dneMeHT, BbIpaboTanublii PITIYU, moaBepraercss mporeaype
3amupoBaHus Mo HUKITY 32—3, pe3yibTaT UCIONb3yeTCs KaK 3JIEMEHT TaMMBbI JUIs 3alliuppoBaHus

(pacmmdpoBaHus) oUepeHOro 0JI0Ka OTKPHITHIX (3alIM(POBAHHBIX) JAHHBIX TOTO K€ pa3Mepa;
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Ilar 4 3aBepiieHre raMMHPOBAHUS.

Pesynbrat pabotsl anroputma — 3amuppoBaHHbIi (pacmm(poBaHHBIN) MACCUB TaHHBIX.

Clu-iaqano (Towy - S )
|

1
| s=11,.9
i=1.2n
— 2
SF=(S+Cymod 2%

S=(S+C-1)
mod (232-1) +1

3
TZf(O) = Iz'ﬂ(m) @I 5 (S)

(4 Koney, (Tm(o)) )

Puc. 2.46. Anroput™m 3ammdpoBanus (pacmu@poBaHus) TaHHBIX B PSKUME FTaMMHUPOBAHUS

Oco0eHHOCTH TaMMHUPOBAaHUS KaK peKuMa MIH(PPOBAHUS:

1. OnuHakoBbie OJOKM B OTKPHITOM MAacCHMBE MAHHBIX NaAyT MpU 3amudpoBaHUU
pa3iauuHble OJI0KH MU(PTEKCTa, YTO MO3BOIUT CKPHITh (PAKT UX UACHTUYHOCTH.

2. TTockonmbKy HAJIO)KEHHWE TaMMBI BBIIIOJIHSCTCS MOOUTHO, MHU(POBAHUE HEIOJIHOTO
0JIOKa JTAHHBIX JIETKO BBITOJIHUMO Kak IMH(pOBaHKE OUTOB ITOr0 HEMOJIHOTO OJIOKa, JJIs
Yero HCIONb3yeTCs COOTBETCTBYIOIIHME OWTHI OMoka Trammbl. Tak, mist 3ammdpoBaHUsS
HENoJHOro 0yioka B 1 OMT COrjacHO CTaHIAPTy CIEAYyeT HMCIOIb30BaTh CaMbIi MIIaIlINil
OuT u3 6JIOKa TaMMBI.

3. CHHXPOITOCBUIKA, UCTIOB30BaHHAs MPH 3aMTU(POBAHNN, KAKUM-TO 00Pa30M JIOJDKHA
OBITH TepefaHa Al MCIOJIb30BAHUS MPHU PAacUIUPPOBAHUU. DTO MOXKET OBITh TOCTUTHYTO
CJEIYIOIIMMHU MTYyTSAMU:

® XPaHUTh WU TEpPEeAaBaThb CHHXPOIOCBHUIKY BMECTE C 3alIM(ppOBaHHBIM MAaCCHBOM
JTAHHBIX, YTO TPUBEJET K YBEIMUEHHUIO pa3Mepa MacCHBa JaHHBIX MpU 3allu(ppoOBaHUU HA
pa3Mep CUHXPOTOCHUIKH, TO €CTh Ha § OailT;

®  WCIIOJIb30BaTh MPEAOIPEICICHHOS 3HAaUeHNEe CUHXPOTIOCHUIKH WIIA BBIPAOaThIBATh €€
CHHXPOHHO HMCTOYHUKOM W TPHUEMHUKOM IO OMPEIEICHHOMY 3aKOHY, B A3TOM Cllydae
M3MEHEHUE pa3Mepa MepelaBaéMoro Wik XpaHUMOTO MacCHBa JAHHBIX OTCYTCTBYET

4. butbl MaccuBa JaHHBIX MHUQPPYIOTCS HE3aBUCHUMO JAPYT OT Apyra. Takum oOpazom,
KOKIBIH OUT MUPPTEKCTa 3aBUCUT OT COOTBETCTBYIOIIETO OHTAa OTKPHITOIO TEKCTa W,

€CTCCTBEHHO, MMOPAAKOBOTO HOMEpA outa B MaccuBe. M3 3TOTO BBITCKACT, YTO M3MCHCHUC
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OuTta mHuQpTEKCTa Ha MPOTUBOIIOJIOKHOE 3HAUCHHE MPUBEAET K aHAJIOTHYHOMY U3MEHEHUIO
OuTa OTKPHITOTO TEKCTA HAa MIPOTHUBOIOJOXKHBIN. J[aHHOE CBOMCTBO JAET 3JI0yMBIIIJIEHHUKY
BO3MOXHOCTb, BO3JI€HCTBYs Ha OWTBHI HIM(PTEKCTa, BHOCUTH IpEICKa3yeMble M Jaxe
LIeJICHAIIPABJICHHBIE U3MEHEHUS B COOTBETCTBYIOIIMNA OTKPBITHII TEKCT, MOJIy4aeMbIi T10CIIE
ero pacumpoBaHus, He oOyiafas HPU 3TOM CEKPETHBIM KIHOYOM. DTO HILIIOCTPUPYET
XOpOIIO WU3BECTHBI B KPHUITOJIOTUU (AaKT, UYTO CeKpemHOCmb W aymMeHMmuyHOCMb

Pa3JINIHbIC CBOMCTBaA KpI/IHTOFpa(bI/I‘ICCKI/IX CHCTCM.

I'amMmupoBaHue ¢ 00paTHOM CBA3BIO

JlaHHBII peXUM OYEHb IMOXO0K HA PEXKUM TaMMHPOBAHUS W OTIUYACTCS OT HEr0 TOJIBKO
crocoboM BBIPaOOTKH 3JIEMEHTOB TFaMMbl — OYEpPEAHON AJIEMEHT raMMbl BbIpa0aThIBAE€TCS Kak
pe3ynbTat npeodpa3zoBaHus MO HUKITY 32-3 mpeaplayiiero 6J10Ka 3au(ppoBaHHbIX JaHHBIX, a JUIS
3amu(poBaHus EpBOro OJ0Ka MaccuBa JAaHHBIX AJIEMEHT TaMMbl BHIPAOaTHIBACTCS KaK pe3yJbTaT
mpeoOpa3oBaHUs 1O TOMY K€ IHKIY CHHXPOTOCBUIKH (pUCYHOK 2.7). DTUM JIOCTHTaeTcs
3aleryieHre OJIOKOB — KaxAbli OJ0K MIH(PTEKCTa B 3TOM PEKHUME 3aBHCUT OT COOTBETCTBYIOIIETO
U BCEX MPEIbIIyIIUX OJIOKOB OTKPHITOrO TEKCTA, 3TO BUIHO U B YPaBHEHUH peXUMa MHUPPOBAHUSL
(pactmdpoBaHus) raMMUPOBaHUS ¢ 00paTHOH cBA3bI0 (hopmyia 2.25). [loaToMy TaHHBIN peXUM
WHOT/Ia HA3bIBACTCS 2amMmuposanuem ¢ 3ayenieHuem o0Oaoxos. Ha croiikocts mudpa dakr
3areryieHus: 0JI0KOB He OKa3bIBa€T HUKAKOTO BIIMSHUS.

[udpoBanre B pexuMe TaMMHPOBaHHS C OOpaTHOW CBSA3BIO OONagaeT TEeMHU Ke
OCOOCHHOCTSIMH, YTO M IIH(POBAHUE B PEXKUME OOBIYHOIO TaMMHUPOBAHHUSA, 32 HCKIIIOUEHUEM

BIIUSTHUS UICKAXKEHUH MIN(PPTEKCTAa HA COOTBETCTBYIOIINN OTKPBITBIN TEKCT (CBOMCTBO 4).
o _ w w
Ty =T eI o(T) (31)

Ecnu B pexume 0OBIYHOIO FaMMHMPOBAHMSI MU3MEHEHMsI B ONPEJCIIEHHBIX OMTax MU(ppPTEKCTa
BJIUSIIOT TOJIBKO Ha COOTBETCTBYIOILME OWUTHI OTKPBITOIO TEKCTa, TO B PEXKUME TaMMHUPOBAHUS C
00paTHON CBS3bI0 KapTHHA HECKOJIBKO ciokHee. Kak BHIHO M3 COOTBETCTBYIOIIETO ypaBHEHUS,
npu pacmmppoBaHuM OJOKa JAHHBIX B pPEXUME TaMMHpOBAaHUS C OOpaTHOH CBs3blO, OJIOK
OTKPBITBIX JIaHHBIX 3aBHCUT OT COOTBETCTBYIOIIEIO M MPEAbIAYILEro OJOKOB 3alIM(ppOBaHHBIX
naHHbIX. [ToaTOMY, ecinu BHECTH HCKa)keHUs B 3alIM(pOBaHHBIN OJIOK, TO MOCJe pacHIuppoBaHUS
UCKKEHHBIMU OKaXyTCSl JiBa OJIOKA OTKPBITBHIX JTAHHBIX — COOTBETCTBYIOLIUH M CIEAYIOLIUHN 3a
HUM, TIPUYEM HCKaKEHUs B MEPBOM ciiyyae OyIyT HOCHTH TOT K€ XapakTep, 4TO M B PEXHMeE
raMMHMpOBaHMs, a BO BTOPOM cCllydyae — Kak B PEXKHUME NPOCTON 3aMeHbl. [[pyrumu cioBamu, B

COOTBECTCTBYIOIIEM OyoKe OTKPBITBIX JAHHBIX UCKAXKCHHBIMU OKaXXYTCA TC JKE€ CaMbIC 6I/ITI)I, YTO U B
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Omoke MHU(POBAHHBIX JAHHBIX, a B CIEIYIOMIEM OJOKE OTKPBHITHIX JAHHBIX BCe OMTHI HE3aBHCHMO

APYT OT IpYyra ¢ BEPOSITHOCTHIO 1/2 M3MEHST CBOM 3HAUYCHUSI.

Cg Koney (Tm(o)) )

Puc. 2.47. Anroputm 3ammdpoBanus (pacmndpoBaHus) TaHHBIX B PEKUME TAMMUPOBAHUS C

00paTHO# CBA3BIO.

Bbipa6oTKka HMHTOBCTABKH K MAaCCHBY JTaHHBIX

Jist pemieHus 3amadv OOHAPYKEHUS HCKOKEHUW B 3amM(POBAHHOM MAaCCHBE JAHHBIX C
3amanHOM BeposTHOCTHI0 B [OCTe npenycMOTpeH TONOTHUTENbHBIN peXUM KpUnTorpaguueckoro
npeoOpa3oBaHus — BRIpaO0OTKa HMUTOBCTaBKH (pUCYHOK 2.48).

[lenpr0 HCIONB30BAHMSI WMHUTOBCTABKH SIBISICTCS OOHApYKCHHE BCEX CIyYallHBIX HITH
MpeTHAMEPECHHBIX U3MEHEHUH B MaccuBe WHQpopMmaruu. JJis MOTEHIIMAIBHOTO 3JI0yMBIILICHHUKA
JIBE CIIEAYIOIINE 3a7aui MTPAKTUUYECKH HEPa3peluMbl, €CJIU OH HE BIIa/IeeT KIIFOUYOM:

®  BBIYHCJIICHUEC HMHTOBCTABKH IS 33IAaHHOTO OTKPBITOTO MacCHBa WH()OPMAIINH;
e 10J00p OTKPBITHIX JIAHHBIX TI0]] 33JaHHYI0 UMHUTOBCTABKY

B kauecTBe MMUTOBCTAaBKH OepeTcst yacTh OJI0Ka, MOJIYYEHHOTO Ha BBIXOJE, OOBIYHO — 32 ero
miaamux Outa. [lpu BeIOOpe pa3Mepa UMUTOBCTABKM HAJ0 NPUHUMATh BO BHHUMaHUE, 4YTO
BEPOSITHOCTD YCIICIIHOTO HABSI3bIBAHMS JIOKHBIX JAHHBIX paBHa Benuuuue 2 | ' | Ha ogHy momsitky
nmoadopa, eciii B PacHoOpsDKEHUH 3JI0YMBINIJIEHHUKA HET Oosiee d(pdekTuBHOr0 mMertona moadopa,

YeM IIPOCTOC YyraabIBaHUC. HpI/I HCIIOJIb30BAHUN HMUTOBCTABKH pPasMEpoOM 32 oOura odTa

-32 -9
BEPOSITHOCTh paBHA 2. 55n) 23407
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(D Havano (7)) )

—

S=0

i=1.n

2
[ 5 = Husts0T)

— 3
I=(s;5,,...5,)

( * Koney (F) )

Puc. 2.48. Anroputm BeIpaOOTKH MIMHUTOBCTABKH JIJII MACCHBA JIAHHBIX

Kpunroananus anropurma

B 1994 r. onucanue anropurma 'OCT 28147-89 Obu1o nepeBeeHO Ha aHIIMMCKUI S3BIK U
onyOnMKoBaHO B craThe BonoHronrckoro yHuepcutera (ABcTpanusi) «COBETCKUI alropuTm
mm¢ppoBaHus». IMEHHO MOCIIE 3TOTO CTANU MOSBISATHCA PE3yJIbTaThl €0 aHAIN3a, BBIITOJIHEHHOTO
3apyOe)KHBIMU CIIEIUAINCTAMH; OJHAKO, B TCUYCHHE 3HAYMTEIBHOTO BPEMEHH HE OBUIO HalJIEeHO

KaKux-1100 aTak, HpI/I6JII/DKaIOHII/IXC$I K IIPAKTHYCCKU OCYIICCTBUMBIM.

AHaju3 Ta0d/aun 3aMeH

[Tockonpky TaOMMIBI 3aMEH B CTaHJapTe HE NPUBEIEHBI, B psijfie pabOT BBICKa3bIBacTCA
MIPENIOJIOKEHNE, YTO «KOMIIETEHTHAs OpPraHM3allis» MOXET BBIJATh KaK «XOpOLIME», TaKk U
«uI0XHe» Ta0NMIbl 3aMeH. SICHO, YTO KPHUNTOCTOMKOCTh aJrOpuTMa BO MHOI'OM 3aBHCHUT OT
CBOWCTB HCIOJIb3YEMBIX TaOJIUI[ 3aME€H, COOTBETCTBEHHO, CYILIECTBYIOT cllabble TaOJIUIbI 3aMeH,
MIPUMEHEHHE KOTOPBIX MOKET YIPOCTUTh BCKPBITHE alroputMa. TeM He MeHee, BO3MOXKHOCTh
WCIIOJIb30BAaHUsl Pa3IMUHBIX TaOJUI] 3aMEH Ka)XXeTcsl BeCbMa JJOCTOMHOM HJeeil, B Moib3y KOTOpOi
MO>KHO IIPUBECTH J[Ba clenyromux (akra u3 ucropuu cranaapra mudposanus CIHIA DES:

e ATaku C NMOMOIIBIO KaK JUHEHHOro, Tak U AUQPQEepeHlnaIbHOro KpUNTOaHAIN3a
anroputMa DES  HMcronbp3yloT  KOHKpPETHble  OCOOGHHOCTH — Tabnui 3ameH. [lpu
UCTIOJIb30BAaHUU JIPYTUX TAOIUI] KpUNTOAHATN3 NPUAETCS HAYMHATH CHavyasa

e beumm monbiTku  ycwiute DES mpotuB nuHelHoro u auddepeHunnanbHOro
KpUINITOAHAIM3a MyTEeM HCIOJIb30BaHUS Oosee CTOMKMX Tabmui 3aMeH. Takue TaOnuLbl,
JIEHCTBUTENLHO OOJiee CTOWKHE, OBUTH MPEIOKEHBI, HAPUMEP, B AITOPUTME s°DES. Ho,

yBBI, 3aMeHuTh DES Ha s°DES GbII0O HEBO3MOXKHO, MOCKOJIbKY TaOJMIIbI 3aME€H JKECTKO
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OIpENENIeHbl B CTAHAApPTE, COOTBETCTBEHHO, pEAlM3alMU aIrOpuTMa HaBEpHSAKA HE
NOJIEP’KUBAIOT BO3MOKHOCTh CMEHBI Ta0JIUI] HA APYTHE
OpnHako, B paboTe JOKa3aHO, YTO CEKPETHble TAOJMIbI 3aMEH MOTYT OBbITh BBIYMCIEHBI C
IIOMOILBIO CJIEAYIOIIEH aTaKu, KOTOpast MOKET ObITh IPUMEHEHA MPAKTHUECKU:
1. YcranaBnuBaeTcst HyJE€BOM KIIIOU U BBIIIOJIHSETCS IIOUCK «HYJIEBOIO BEKTOpPa». DTOT
9Tall 3aHIMAaeT mopsiaka 22 omepanuii mudpOBAHHS.
2. C momouIpl0 HYJIEBOTO BEKTOpa BBIYMCISAIOTCS 3HAYCHMs TaOJMIl 3aMeH, 4YTO

3aHuMaer He 6omee 2! onepanui.

Moaudpukanum ajJJropurMa u uX aHaJIu3
AJITOPUTMBI:

e GOST-H, B KOTOpOM, OTHOCUTEIFHO OPUTHHAIBLHOTO aJTOPUTMa, H3MEHEH TOPSI0K
UCIIOJIb30BAaHUS MOAKIKOYEH, a HUMEHHO, B payHAax c 25-r0 no 32-i NOAKIIOYH
UCIIONIB3YIOTCS B MPAMOM TMOpPSAKE, T.€. TOYHO TaK >K€, KaK U B MPEAbIAYIINX payHAax
aNrOpUTMa;

e 20-paynjoBeii anropurm GOSTA, B payHie KOTOporo mjisi HajOKEHHS KIIHOYA
ucnonb3yercs onepanus XOR BMeCTO ClI0KEHHUS 110 MOTYIIO 2%,

Ilo pe3ynpraTam ananusa caenad BbIBOJ O ToM, utro GOST-H u GOSTA cnabee ncxomHOro

anroput™a ['OCT 28147-89, nockosibKy 062 UMEIOT KJIaCChl CIA0bIX KIHOUEH.

AHaJN3 MOJHOPAYH/I0BOI0 AJITOPUTMA

CymectBytoT ataku 1 Ha noiaHopayHaoBblil ['OCT 28147-89 6e3 kakux-mub6o Moaupukaiuii.
OnHa M3 MEepBBIX OTKPHITHIX PAa0OT, B KOTOPBHIX OBLI MPOBEAECH aHAIM3 AITOPUTMa IOCBSIIEHA
aTakaM, HMCIIOJIb3YIOIIMM CJIa0OCTH MPOLEAYp PACHIMPEHMs KIIH0Ya Psijla U3BECTHBIX aJfOPUTMOB
mudpoBanus. B wactHoctH, nonHopayH1oBelid anroput™m ['OCT 28147-89 MoxkeT ObITH BCKPBIT €
nomouipio U depeHIMaIbHOr0 KPUNTOAHAIN3a Ha CBS3aHHBIX KIIOYaX, HO TOJIBKO B cCllydyae
UCMOJb30BaHUS cHal0bIX TaOmuI] 3aMeH. 24-payHJIOBBI BapHaHT anroputMa (B KOTOPOM
OTCYTCTBYIOT TE€pBble 8 payHJOB) BCKPBIBACTCS aHAJOTHYHBIM OOpa3oM MpH JIOOBIX Tabiuiax
3aM€H, OJTHAKO, CUJIbHbIE TAOJIUIIBI 3aMEH JIEJIal0T TaKyl0 aTaKy aOCOJIIOTHO HEMPAKTUYHOM.

OreuectBeHHble yuenble A.I. PocroBueB m E.b. Maxosenko B 2001 r. mnpemmoxuin
NPUHIUIHNAIBGHO HOBBIM METOA KpHUNTOaHaidu3a (0 MHEHHMIO aBTOPOB, CYLIECTBEHHO Oolee
3¢ deKTUBHBIN, 4YeM JMHEHHbIH W nuddepeHIranbHblii KpUNTOAHATN3) MyTeM (OPMUPOBAHUS
1eneBod (PYHKIMU OT U3BECTHOTO OTKPBITOIO TEKCTa, COOTBETCTBYIOIIETO €My IIHudpTexcra u
HMCKOMOTO 3Ha4YeHMsl KJI4Ya M HaXO0XKJIEHHS €€ SKCTPEMyMa, COOTBETCTBYIOLIETO HCTUHHOMY

3HaueHuIo kitoya. OHM ke Haluu OOJbIION Kiace crnabbix kmrouen anroputma [OCT 28147-89,
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KOTOPBIE MO3BOJISIIOT BCKPHITh AJIITOPUTM C MTOMOILBIO BCETO 4-X BBIOPAHHBIX OTKPBITHIX TEKCTOB U
COOTBETCTBYIOLINX UM IIHU(PPTEKCTOB C TIOCTATOYHO HU3KOM CI0KHOCTBHIO.

B 2004 r. rpynma cneunanuctoB u3 Kopew mnpemioxkuiia araky, ¢ MOMOILIbIO KOTOPOH,
ucnonb3ys IuddepeHuaNbHbI KPUNITOAHATN3 HA CBS3aHHBIX KIIHOYaX, MOXXHO MOJY4YUTh C
BeposTHOCTBIO 91,7% 12 GuT cexperHoro kmoua. Jis araku Tpebyercst 2°° BHIOPAHHBIX OTKPHITEIX
texcros u 2% onepanmit mupposanns. Kak BHAHO, DaHHAS aTaka, NPAKTHUCCKH, OSCIIONE3HA IS

PCaIbHOI'O BCKPBITHUA aJITOpUTMA.

HocrouncrBa I'OCTa
e OecrnepcneKTHBHOCTh CHJIOBOW aTakKH, T.€. MOJHBIM mepedopom (XSL-ataku B y4éT
He OepyTes, T.K. X 3PPEKTUBHOCTD HA TaHHBI MOMEHT TIOJHOCTBIO HE JI0Ka3aHa);
e 5(h(heKTUBHOCTh peaqu3allid M COOTBETCTBEHHO BBICOKOE OBICTPOJCHCTBHE Ha
COBPEMEHHBIX KOMITBIOTEPAX.
® HaJW4YME 3aUIUTHI OT HABSI3BIBAHUS JIOKHBIX JAHHBIX (BHIPA0OOTKA MMUTOBCTABKH) U

OJIMHAKOBBII IUKJ MU(PPOBaHHUS BO BcexX yeThipex anroputmax ['OCTa

Henoctatkn 'OCTa
OcHognble ipo6sieMbl 'OCTa cBsi3aHbI C HEOJIHOTOM CTaHAApTa B 4YaCTU T'€HEpalUK KIIIouel U
Tabmui 3aMeH. TpuBuanbHO Ao0KaszbiBaercs, yto y ['OCTa cymiecTBYyIOT «cimadble» KIIOYH U
TaOJIUIIBI 3aMEH, HO B CTaHAApPTE HE OMMCHIBAIOTCS KPUTEPUU BBHIOOpA M OTceBa «ciaalbix». Taxke
CTaHJapT HE CHeUU(PUIUPYET AITOPUTM T'eHepaluy Tabauibl 3aMeH (S-610k0B). C 01HOM CTOPOHBI,
9TO MOJKET SIBJISITHCSI JTOTOJHUTEIBHONU CEKpEeTHON MHpopmanuen (IOMHUMO Kitouya), a ¢ JpYrow,
MOJIHUMAET psAJl IpodIem:
® HEJb3s ONPEIEIUTh KPUITOCTOMKOCTD alrOpuTMa, HE 3Hasl 3apaHee TaOIHIIbl 3aMEH;
e pealmM3alMy AIrOpUTMa OT PAJIMYHBIX IPOU3BOAUTENEH MOTYT HCIOJIb30BaTh
pa3Hble TaOJINLIbI 3aMEH U MOTYT ObITh HECOBMECTHMBI MEX]y COOOM;
® BO3MOXKHOCTh MpPEJHAMEPEHHOrO0 MpeNoCTaBiIeHUs Cclaldblx TaONMIl  3aMeH
JULEH3UPYIOLIUMHU OpraHaMu;
® [OTEHIMaJIbHas BO3MOXKHOCTb (OTCYTCTBHE 3allpeTa B CTaHIApTE) HCIOJb30BaHUS
Ta0JIMIl 3aMEHBI, B KOTOPBIX Y3JIbl HE SIBJSIOTCS MEPECTAHOBKAMM, YTO MOXKET IMPHUBECTU K

tIpef&BI:I‘IElI‘/JIHOMy CHIKEHUIO CTOMKOCTHU I_I_II/I(I)pa.
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Annapartnsie mudparopsl cepun Kpunron

YcerpoiictBa kpunrorpadudeckoid 3amuthl gaHHBIX cepuu KPUIITOH — »T10 anmapartHbie
mudpatopsl ais IBM PC-coBMECTHMBIX KOMITBIOTEPOB. YCTPONCTBAa NMPUMEHSIOTCS B COCTaBE
CPEICTB M CHCTEM KpUIITOrpapuuecKod 3aluThl JAAHHBIX Uil oOecrieueHus: MHGOPMalMmOHHON
0e30macHOCTH (B TOM YHCJIE 3alUTHl C BBICOKUM YPOBHEM CEKPETHOCTH) B TOCYIApCTBEHHBIX H
KOMMEPUECKHUX CTPYKTYypax.

Yerpoiictrea KPUIITOH  rapantupytor 3amuty uHpopmanuu, oOpabaTteiBaeMol Ha
MEPCOHAIBHOM KOMIIBIOTEPE W/WJIH MEepEeaaBaeMOi MO OTKPHITHIM KaHajaM CBSI3U.

VYerporicta KPUIITOH Boinonnensl B Buae miar pacmupenuss ISA u PCI nepconanbHoro
KOMITBIOTEpA ¢ TporeccopoM 1386 u BhIIIIE.

Yerpoiictea KPUIITOH pazpabotansl, mpousBoastes u peanusyrores Gupmoit AHKA/JL. Onu
MOCTpPOEHbl Ha paspaboranHblXx ¢Gupmoit AHKAJl cnenuanu3upoBaHHBIX — 32-pa3psaaHbIX
mmdpnponeccopax cepurt BJIIOMUWHI .

3a 10 ner paborsr ®upma AHKAJI mocraBmia Oomee 15 Teicsu ycrporicte KPUIITOH
3aka3zuukaM B llentpanbHom banke, ®denepanbHOM areHTCTBE MPABUTEIILCTBEHHON CBS3M H
unpopmanuu npu [Ipesunente PO, munuctepcTBax 000pOHBI U BHYTPEHHUX Jei1, MUHUCTEPCTBE
o Hajoram M coOopam, dDenepaJbHOM Ka3HauelCTBE, KOMMEpUECKMX OaHKax, (PMHAHCOBBIX U
CTPaxOBbIX KOMITAHUSAX, MHOTUM KOPIOPaTUBHBIM KIHMEHTAM.

Cerp koomepauuoHHoro mnpousBoactBa ycrporicts KPUIITOH oxBatbiBaeT Haumbosee
M3BECTHBIE MPEANPUATUS poccuiickoi nnekTpoHuku (OAO “AHnrcrpem” u 1p.).

VYerpoiictBa cepun KPUIITOH wumeror cepruduxatsl coorBerctBus TpeboBanusM PCh u
OCTIK (B ToM uymciie B cocTaBe a0OHEHTCKUX MYHKTOB U aBTOMAaTU3UPOBAHHBIX pab0UYMX MECT JIst

3alllUThI I/IHCI)OpMaI_II/II/I, coz[epncameﬁ CBCACHUA, COCTABJIAOIINEC I'OCYAAPCTBCHHYIO TaﬁHY).

Tabnuua 2.24. OcHOBHbIE TEXHUYECKHE JAaHHbIe U XxapakTepuctuku cepun KPUIITOH

(manubIe 32 2004-20051.1.)

Anroput™ mm@poBaHus I'OCT 28147-89
PasmepHocTh CEKPETHOTO KJII0ua 256 (KomHMuecTBO BO3MOYKHBIX
mudpoBanus, OUT KoMOHHaIwmi Kmoueit — 1077)
Pa3mMepHOCTh OTKPBITOTO KJTF04a, OUT 512 nvom 1024
3 (rmaBHBIN KIJIFOY —
KonuuecTBo YpOBHEN KIIIOUEBOU
M0JIb30BaTEIbCKHI/ceTeBOM KJIIOY —
CUCTEMBI
CEaHCOBBIN KJIIOY)
anmapaTHeId  (aTTECTOBAaH AKCIIEPTHOM
JlaTyuk ciyyalHBIX YUCET
opraHu3almei)
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OTKIIOHEHHE paclpeeNieHUus 3HAYCHUS
CIyJalHBIX YHCE OT PaBHOBEPOSTHOTO He 6onee 0,0005

pacnpezeneHus

MS-DOS, Windows  95(98)/ME/NT
4.0/2000/XP/2003  UNIX  (Solaris/Intel)

[MoanepxuBacMbIe OIepaIlMOHHBIC
(BO3MOXHO CO37IaHuE OPHUTHUHAJBHBIX
CHCTEMBI
OPOrpaMMHBIX  JpaiBepoB s pabOThI
YCTPOMCTB)
CKopoCTh Tiepeiayn JaHHBIX 110 CETH 10/100 Mowur/c

10 9 Mbaiit/c — cereBbie mUGpaTOPhI

10 240 Mout/c — mudpaTopbl KECTKOTO
Ckopoctb mudppoBanus
JICKa

Kiace 3amutsl o knaccudukanuun ©Ch o KC1

IoCT P 34.10-94 (¢ pmiuHHOU
Anropurm OIII
CEKPETHOTO Kitoua 256 OuT)

Onucanue J1aDOPATOPHOH YCTAHOBKHM M METOAMKHU U3MepPeHUH
HNuTepdeiic yuedOHO-TpOrpaMMHOr0 KOMILIEKCA
JlaGopaTopHBIif KOMIUTIEKC ObLT pa3paboTaH Ha s3bIKe BhICOKOTO ypoBHs Visual Basic 6.
Kommnekc mno3BosisieT paboTaTh TONBKO C BBEAEGHHBIM TEKCTOM (00paboTka Benercst B
JBOUYHOM KoJie, TpeoOpa3oBaHue K koTropoMy mpousBoautcs nocpeactsom ASCII konoB).
Jnst ymoOGcTBa paboThl KOMIUIEKC OCHAIEH BCIUTBIBAIOIIMMHE ITO/ICKa3KaMU Ha BCE BXOIHBIE H
BBIXOJIHBIC TTapaMeTpPbl, paboUHe IMOJIsl, AKTUBHBIE DJIEMEHTHI U DJIEMEHTHI YIIPaBJICHUSI.
OnTtuMuzanusi KojJa MporpaMMbl HE IMPOU3BOAMIIACH, MOITOMY MpH paboTe C OOJIbIINMHU
00’eMaMU TeKCcTa BO3MOXKHbBI HEKOPPEKTHOE OTOOpaKEHUE pe3asibTaTa WM 3aBUCAHHE TPOTPaMMBI.
OCHOBHBIE 2JIEMEHTHI KOMILJIEKCA!
1. Tlone nnst BBOAA KJtOYAa — MaKCUMallbHAsl JUIMHA KJtoua 32 CHMBOJIA, TPU €T0
OTCYTCTBHH OYJIET UCIIOJIb30BaH HYJIEBOI BEKTOP
2. Bri6op pexxuma mudpoBaHus:
e [Ipu BBIOOpPE MpOCTON 3aMEHBI €CTh BO3MOXHOCTH MPOBEPUTH KPATHOCTh

TekcTa 8§ OalTOBBEIM OJI0KaM;



275

e [lpu BbeIOOpE PEKMMOB raMMHUPOBAHHE €CThb BO3MOXHOCTh BBECTH BEKTOP
WHUIMAIN3AIUA  (CHHXPOTNIOCBUIKY), TpPH €€ OTCYTCTBUHM OyAeT WCIOIb30BaH

HYJIEBOU BEKTOP

3. Ilone nns BBOAA TekcTa A 3aiu(poOBaHUS

4. B03MO>XHOCTh OYUCTHTH I10JI€ IUPPOBAHUS

5. Bo3MOXXHOCTB y3HaTh 00’e€M TEeKCTa B 1oJe MH(ppoBaHus

6. Knomnka ams 3ammgpoBaHus TEKCTa

7. Bpewmsi, 3aTpaueHHOE Ha 3aIM(POBAHUS — HAIIPOTHUB OIS TEKCTA

8. Ilone 3ammdppoBaHHOTO TEKCTA

9. B03MOXXHOCTh OYHCTUTH TIOJIE 3aTH(PPOBAHHOTO TEKCTA

10. Bo3moxHOCTh y3HATh 00’ eM 3aupOBaHHOTO TEKCTA

11. Knomnka uist pacummgpoBanus TekcTa

12. Bpewmsi, 3aTpaueHHOe Ha pacIMPPOBKY — HAITPOTUB MOJIS MIHUPPOTEKCTA

13. CucreMHOe BpeMsi Balllero KOMITbIOTepa

14. Bo3MOXXHOCT UCIONIB30BAaTh MaTEpHaNIbl B AJEKTPOHHOM BHIE (PUCYHOK
2.49)

- ~
% Kpunto/la6 v1.0
daiin  MaTepuansl MNOMOLLE

KoY l CHHXpOMNOCEINKa
v npocTan ¥ I' I'aMMMDC\I’BaHHeC r N
SR 2 06PATHOM CEASBIO [MakcumaneHdEhanmHa - & sHakos]
none Tekcra
SFAWWPPOBATE |
BpemMAa 0 cekyHa(bl)
OYUCTUTE ofi'em 88 Gur
none WWPpoTEKCTS
pPacWWPPOBaTE
BpemMsA 0 cerkyHa(bl)
—— e 128 G 1:02:48 oo

Puc. 2.49. JTaGopaTopHBIif KOMITJIEKC
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" Kpunto/lab v1.0

Daiin | MaTepHanel  MomMoLE

METOAMYKS # TEOpHA Chel+-A
KON I npakTiNes Chrbs .......... I'Ipl:IEFEpHTb

gonpocet  Chrl+D
/s MpOCTEA ~ e rarMADDBAHUE
* samena rararHpOE3HHE OEpATHOM CEASI0 WMPPOBATE HEMESH

Puc. 2.50. IlpenocTaBieHHbIC MaTepUATIBI

ITopsinok BbINOJHEHHs padOThI

1. O3nakomurcsi ¢ Teopueii mo crangapry I'OCT 28147-89 (pexumbl mmdpoBaHus,
CTPOEHHE OCHOBHOI'O IlIara KpPUIITONPEOOpa3OBaHUsA, OCOOEHHOCTH HCHOJIb30BAHUS TaOIHIIBI
3aMeH).

2. B3aTe y npenoaaBareJisi 3a/iaHle, COCTOSIIHE U3:

YHUKAJIBHOIO  KJOYa A8 UQpoBaHMs/Iemn(POBaHUS  TEKCTOBBIX  COOOILEHMIA,
CHUHXPOIOCBIIKU

3. UccnenoBanue cranaapra mu@poBaHus

3.1 BBIOpaTh pexUM MIH(PPOBAHUS «ITPOCTAST 3AMEHAY

3.2 BBECTH 3HAUYCHHE KIIHOYA

3.3 BBECTH TECTOBBII TEKCT (B3ATh y NpENoAaBaTeisl WIN MPOUTH MaTepHaabl —> MeTOANYKA
—> PAKTHKA —> TEKCThI —> MPOCTasi 3aMeHa

3.4 poBEpUTH KPATHOCTH 8§ OAUTOBBIX OJJOKOB HAKATHEM KHOIKH «ITPOBEPUTHY

3.5 3amm@poBaTh TEKCT HAXKaTUEM COOTBETCTBYIOIIEH KHOIKU

3.6 OYMCTUTH TEKCTOBOE IOJIE

3.7 pacuiudpoBath TEKCT

3.8 mpoBepUTH HATUYHE OLITUOOK

3.9 3a¢ukcupoBaTh 006’eMbl TEKCTOB M BpeMsl 3a/paciinppoBaHusl B TAOIHUILY

3.10 ITponenate myHKTHI 3.3-3.9 U1 OCTaBIIMXCS TEKCTOB

3.11 BbIOpaTh pexuM MU(POBAHUS «TAMMUPOBAHHUE)

3.12 BBeCTH TECTOBBIN TEKCT (B3ATh y MpeNoaBaTelis Uil MPONTH MaTepuaJibl — MeTOAUYKA
—> NIPAKTHUKAa —> TE€KCThl — raMMHPOBaHUS

3.13 BBeCTH 3HAYEHMS KJIF0YA U CUHXPOIIOCBHIIKU

3.14 3amm¢ppoBaTh TEKCT HAKATUEM COOTBETCTBYIOLIEH KHOMKH

3.15 0YMCTUTB TEKCTOBOE TOJIE

3.16 pacmmdpoBaTh TEKCT

3.17 npoBepHUTh HAIUYHE OLIHOOK
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3.18 3adukcupoBath 00’ eMbl TEKCTOB U BpeMs 3a/pacindpoBanus B TaOIUILy

3.19 IIponenate nyHKTHI 3.14-3.18 11 OCTaBIIMXCS TEKCTOB

3.20 mpoxaenatk myHKTHI 3.11-3.19 m1st pexxuMa «raMMHpPOBaHHE C OOPATHOMN CBS3BIOY

3.21 Iloctpouth rpaduku 3aBUCHMOCTH pa3Mmepa (aitia OT BpeMeHH ero mudpoBaHUS
/pactmdpoBaHuUs 17151 BCEX PEKUMOB.

3.22 npoBepuTh U3MEHEHHE MU(POTEKCTA MTPU U3MEHEHNUH KITF0Ua M CHHXPOIOCHUTKA

3.23 mocMOTpeTh Kak U3MEHUTCS TEKCT Mociie paciiu@poBaHus e€ciau B MIHPPOTEKCT BHECTU
M3MEHEHUs (U1 BCEX PEKUMOB IIH(PPOBAHMS)

Tabnuua 2.25. Pe3ynbraTsl u3MepeHus

Pazmep daiina

Bpems

3amuQpoBaHus

Bpewms

pacidpoBaHus

Conep:xanue oT4yera
1 Llens paboTHI.
2 OnucaHue ACUCTBUHN MO KAXKIOMY MIYHKTY.
3 Pe3ynbratel npoaenaHHoN paboThl (TabnuLlbl, rpaduKu, CKPUHIIOTHI).
4 BBIBOJBL.
KoHTpoabHbIEe BONPOCHI
1. Yro Takoe cuMMeTpHUYHOE MK(pOBaHUE, OIOYHBIE KOJIbI?
2. Uro mpencraBnsger coboit crangapt ['OCT 28147-89 (manunHa kioya, pasmep
BXOJHOTO OJI0Ka, KJTfo4a, Tabauia 3aMeH)?
3. Uto coboli mpeacTaBiIsIeT apXUTEKTypa JaHHOTO CTaHaapTa’?
4. Kak ycTpoeH OCHOBHOMH Il1ara KpHUNnTonpeoopa3oBaHus?
5. CKoJIbKO IIMKJIOB IIM(POBAHUS IPEAYCMOTPEHO CTaH1apTOM?
6. Yto OvIicTpee mudpoBanue wim pacmuppopanne? [Touemy?
7. Kaxue pexxumsbl mmppoBanus npumenstorces B cranaapre [OCT 28147-89?
8. Kakwue pexxumsl ObicTpee npu pacummdposanuu? [Touemy?
9. Kakue pexuMmbl Jiydllle BOCCTAaHABIMBAIOT 3allM(POBAHHYIO HH(GOpPMAIMIO TpPU
omuOKe B ofHOM cuMBoJie? [Touemy?

10. C Kakol LEJbI0 UCIIONB3YETCS] CHHXPONOCHIIKA WX BEKTOP MHULMATIU3ALAN?
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Onucanue jadopaTopHoii yctaHoBkHM mmppoBanue AES u MmeToankn nusmepeHui
HNurepdeiic yueOHO-POrpaMMHOI0 KOMILIEKCA

Y4eOHO-IpOrpaMMHBIH KOMIUIEKC (B JaJbHEHIIEM MPOCTO KOMIUIEKC) ObUI pa3paboTaH Ha

s13bIKe BeICOKOTO ypoBHs Visual Basic.
I'naBHOE OKHO

Ha pucynke 2.51 npuBenen uarepdeiic riiaBHOro OKHa KOMITIIEKCA.

-0l x|
dain  AES [Momowb
5
TekcToBoe none 1 OMMCTHTE
=
30eck NoKa3kIBAETCA BpEMA
NoTpaYeHHoe Ha Wkdhp'paclungp Mporpecc tap
2
TekcToBOE none 2 O4HCTHTE
=
A0eck NOKa3LIBAETCA KaKol “ECB ¢ CBC ¢ CFB  OFB
aln oTEpLIT
® P CuHXponockinka: ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ

Puc. 2.51. MaTepdeiic rmaBHOTO OKHA KOMILIEKCA

I'maBHOE OKHO COCTOUT M3:

1. TekcroBoe mone 1 — Cr0a BBOIUTCA OTKpBITBIfI TCKCT, TAKIKC CCJIM OTKPBIBACTCA (bafm C

pacuupenueM txt, To ero cogepKuMoe IOMEIAETCs CIOA KE.

2. TekcroBoe mose 2 — crofa noMemaercs 3amndpoBaHHbIA TEKCT, TaAKXKe €CIM OTKPhIBACTCS

¢aiin c pacupeHreM aes, To ero CoAePKUMOE MOMEIAETCs CI0/1a Ke.
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3. Ilporpecc ©Oap — HamIAOHO TMOKa3bIBacT BpeMs TpeOyemoe Ui IIUPpOBaHUS \

pacmugpoBaHus.

4. Knonku “O4yucTuTh” — YOAIAIOT BECh TEKCT U3 TEKCTOBBIX IOJIEH.

5. Tlepexmouatreriu ECB, CBC, CFB, OFB - mnoka3biBaloT, Kakol pPEKHM OJOYHOTO

mppOBaHUS UCTIOIB3YETCS.

6. Cuaxponocbuika — 3agaet cuaxponoceuiky aist CBC, CFB u OFB.

B rnaBHOM OKHE M TPOMCXOAWT WHM(pPOBaHME U pacmudpoBaHue. Taxke B HEM MOXKHO
BbIOpaTh pexuMbl cummerpuunoro mmdposanus (ECB, CBC, CFB, OFB). Ilpo Hux ckazano

HHMIXKC.

IIynkT menio “daiin”

Ha pucynke 2.52 npuBesieH TyHKT MeHIO “@aiin’:

dain AES MoMowe

OTKPRITE
3aKpbLITE
Brixoa

Puc. 2.52. ITynkt meHto “@aiin”
[TynkT MeH10 “@Daitsr” coAep>KUT CIEAYIONINE OTIUH:

1. OTkpbITh — OTKpBIBaeT Qaiin (*.txt, *.aes), Ho He Gonbiue 32KB s TekcTOBBIX (aiiioB u

64xB nns ¢aitnos Tuna aes.

2. 3aKpBITh — 3aKpbIBAET BHIOPAHHBIN (aiii.

3. Beixon — 3aBepinaet paboTy KOMILICKCA.

IIynkTt menio “AES”

Ha pucynke 13 npuBenen nyHKT MeHto “AES”:
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Main | AES MoMollb

JawndposaTe
PacwumdpoBaTe
HacTpoiiki
Keaagpat

Puc. 2.53. ITynkt mento “AES”
[TynakT Merro “AES” comepKuT claeayromnye Onum:

1. 3ammdpoBath — MUPPYET TEKCT, PACHOIOKEHHBII B TEKCTOBOM IoJie 1, ¥ MOMEIIAeT ero B

TEKCTOBOE I10JI€E 2.

2. PacumdpoBarh - pacuingpoBbIBACT TEKCT, PACIOJIOKEHHBII B TEKCTOBOM Iolie 2, U

IOMEINIAET €r0 B TEKCTOBOE T1oJIe 1.

3. Hactpoiiku — mO3BOJIIET BBIOpaTh CBOM KIIHOY IMH(GPOBAHUS, a TAaKKE BKIOYUTH \

BBIKJTIOYUTH PEIKUM JIOTUPOBaHUS. (PUCYHOK 2.54)

=10l x|

= nl:lH WHPPOEIHUH MCNONES0EATE KAKY:

™ BHYTPEHHMEA [BEETROSHHBIN B NpOrpatrdy]

@ Ceor oo oo foo foo foo foo foo foo
foo  Joofoo oo foo foo oo foo

— Bramouure NOrHpoEaHHeE

i Na i+ Her

Puc. 2.54. Oxno “Hactpoiikn™

B sTromM OKkHE BBl MOXKET€ BBECTHM CBOW KIIOU HIM(PpOBaHUS (Hampumep W3 3aJaHUs IO
nabopaTopHoil paboTe) WM K€ HCHOJIb30BaTh BHYTpeHHHH. [Ipy MCHONB30BaHUU BHYTPEHHETO
KIIto4a Mmu(poBaHus Bbl MOXETe MIM(POBATH CBOU COOOILICHHS U OTHPABIATH UX KOMY-THOO.
[IpyueM mnonywarento He 00s3aTENbHO 3HATh KIIIOY, IJIaBHOE YTOOBl y HEro Oblla JaHHas

IporpamMma.
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371ech e Bbl MOXETE BKIIOUUTH JIOTMpoBaHMeE. [Ipy BKIIIOUEHHOM JIOTUPOBAHWM B MAalKe
nporpammbl  cosfaercst Encrypt.txt (Decrypt.txt), B 3aBHCMMOCTH OT TOrO, 4YTO BBI JI€NacTe
mmdpyere wnnam  pacumdpossiBaeTe. B arom  (aiine coxepxkarcs Bce IpeoOpa3oBaHus,

MIPOUCXOJISIIINE C OTKPBITHIM TeKcTOM. [Ipumep Takoro daiina npuseneH Ha pucyHke 2.55:

JauMPpoBaHue

BxonHoW 6ao0rk CFFBEEE2ESFBEAEAG1IA1B1B1818181801

Payunoewd kawy: G0B0A0DBEAOAEBOONBAAOEAAOOBAANGAA

COCTOAHHE MOCAE CAOXEHHA C kKAwdoM: CFFBEEEZESFOEAEOO1 010181810101
Payun KA1

CocToAHMe nocae SubBytes: BABCZEP8D9YBCBYENVCICYCYCTCICYCYC
CocTodHue nocae ShiftRows: BABCFCFCDO7C7COBYCYCZ2BEAFCBCATYC
CocTodauue nocae MixColumns: 88717ASDCY93DEESBBS1DG6BO98CY916177F
PayHnoeud kawy: 62636363626363636263636362636363

COCTOAHHE MNOCAE CAOD¥EHHA C KAWUOM: EZ21Z219EEABSEBD3BD77EGBGAEEFZO214
Payun N2

CocToAHMe nocae SubBytes: 9BCOD42B6ZS5BS5DB7BEF32BO2288977FA
CocTodAHMe nocae ShiftRows: 98582BFAG2F377280ES9D4A72BC95DA2
CocTodAHMe nocae MixColumns: 12AF832F9S2ER7724F 67304 14F445DES
PayHnoewd kawy: 9B989BCOF?FEFBAAYBY898CPF9FBFBAA

COCTOAHHE MNOCAE CAOXEHHA C KAawdom: 89371BEGOGCDSFCDBDUFFASBBBGBFAGL2
Payun N3

CocToAnne nocae SubBytes: A7PAAFBESOO3BO61481606CH4EBB2420
CocTodHue nocae ShiftRows: AFBIB62CSO1624BELB08AFG1MESARBCY
CocTtodauue nocae MixColumns: FAS7DCAFIBOER7CS4GDIAGBDSDGEFSGR
PayHnoewd kawy: 90973458626CCFFAF2F457330BABFACYY

COCTOAHHE MOCAE CAOXEHHA C KAWUYOM: EATBESFFSOF2483FBU427F1BESGO15UF2

Puc. 2.55. 3ammudposanue cioa “TIpoBepka”

JlorupoBanue paboraet TopKO0 B pexknme ECB,  aBToMaTHYecKkH OTKITFOYAaeTCsl IPH OTKPBITHU

(ailyia WM UCIOJIB30BaHUU APYTOro PEXHUMA.

4. KBagpatr — mpocTeHbkas peanu3anusi eIWHCTBeHHOW ataku Ha AES, moxg
Ha3BaHUEM KBajapar. Peanm3oBana s cokpamienHoi Bepcun AES, mis 4 paynnos. B

crangapre xe ux 10.
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OxHo Araka «KBagpam»
Cwmbicn ataku “KBaapar” onucaH BbIIIIE.

B sToMm okHe (pucyHOK 16) MOXHO IPOCMOTPETH KJIFOUH IJis JTE000oro payHaa. [Ipu oTkpsiTun
3TOro OKHa B moJisl “PeanbHbIi KiIt04u” 3arpykaeTcst K4, 3aJlaHHbli B HacTpoiikax. [Ipu HaxkaTuun
kHomok “Up” wiam ”Down” Gynet MEHAThCS HOMEp payHja, a Takke 1o “‘PeanpHbiid kaou”. OHA
OyayT paBHBI TOMY payHIOBOMY KJIIOYYy, KOTOPBIH yka3aH B cTpoke “Homep paynma”. Hac Oyner

HMHTEPECOBATh K04 4 payHJia I03TOMY, JIydllle IOCTaBUTh 3HadeHue noius “Homep paynna” B 4.

j , Ataxa "KBagpaTt” nHa 4 paynaosnii AES 128 - |EI|5|
— Halim saluMppoBaHHEIl TeKET Ha Beimadge 4 payHaa
| [~ |
-
BelvecaMTE |

— 3arpysHTe Coga SAWUMPPOBAHHEIR TERCT 407 HIR0HKAEHHA KAKda
[~ |
-

Baw knwu: Hatmu ko

BRRN
BRRN
BRRN
BRRN

| e |
_up | |

Puc. 2.56. Oxno “KBagpatr”

[Ipn Haxatuu xkHOMKHU “BbruMciuTh” B TEKCTOBOM Imosie 1 mosiBasieTcss 3amudpoBaHHbIN L
Habop mocine 4 payHnpa. [Iporpecc Oap HaryisgHO NOKa3bIBaeT Bpems TpedyemMoe sl €ro

Bbruucnenus. [Ipumep L Habopa, 3ammdposannoro kimodyom “007{32}, noka3aH Ha pucyHke 2.57:
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J , ATaxa "KBagpat" Ha 4 paynaoBuid AES 128 - |I:I|£|
— HalfT SaWwMppoESHHEIN TEKCT HA BEMOAE 4 payHa s

D A0B BA218545CCI0A3FE 4FSD 4E 4944 77F DA 7OF 1B 2005674540636 24 27AF 133521 14A60B 1 70ASEBE 4D 4CDFED 300091600 =
BD7723F674343454F363F0B 462E 0804 2E 05032842481 096B6FF 8A4AFF741 ACEC38831 D OEFEEERAIT2AD 31 707 B8245E0FICA
BAZ29742ESEADOFECESCEOBD 27B 39924 C2DE 46541 723EEDFOCEAB34C6BE 47D D 337B 1 D 2005FAEES 37BN BEIFOCD 23T
3AEF7EADA34DC3803F37EEFD2EDDEDAIOE1DFAFETEZBYEAD YD DCE 3201 S0E543F 461 C42B 463452786 2E 63601 92257 4F 4754
285101 AFRA2EC0044315029EE 3EAEFDATCIR4E39343BCEFD 240EED 444 5F022DE 77C3001 8747 96E8F9BEDFEATT1 38EB 1600
DCEASBO054528 70 B1ED 0513386584 9F 467700 C1583C0 FDEAAD480 333304 730C34C0 A1 C811 746ECCCYFD 3557 FO1EEOR 882
844760 07B03797EIEAEE3T31 41EE320FC1BEAFIEF4724F1 86268390 28625F 1E 7 24C2FBFE1 B 4AABFOBE 1C4702E9347D 7215863 ;I

BeMecuTe |

= BEII'DHSHTE! CH03 3AWMPPOEAHHENA TEKCT 007 HAXMKIEHMA KAoYa

=l
[ -]
PeanbHuii Knou: |_ W W W Bam knwu: |_ |_ |_ |_ Habmu karoy
oo foo " foo oo | [T T 4|
foo " foo " foo  foo | [T T
oo foo oo oo | [T T
Homep payHna: |_ E ok |

Puc. 2.57. Ilpumep L Habopa, 3amudpoBannoro kimodom “00” {32}
OTOT TEKCT HYKHO CKOIMPOBATh U BCTaBUTh B TEKCTOBOE I0JIE 2.

[Ipn Haxxatun Ha kHONKy “HaiiTu K04’ HauHETCs BBIUMCIEHHME KiIoYa 4 payHJa Ha OCHOBE
TeKcTa B TekcToBoM moje 2. Ilporpecc Gap HarisiiHO MOKas3bIBaeT Bpems, TpeOyemoe Uisl ero

BBIYHCIICHHUA.

[Tocne BblUMCIEHUS KIHO4Ya OH MOSIBUTCS B OKomikax “Bam kmrou”. MOKHO CpaBHUTH OKHa

“Bam ki1r0u” ¥ “PeanbHbli K109 U YBUETD, YTO OHHM MIPAKTUYECKH COBMAAIOT (pUCyHOK 2.58).
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j , ATaka "Keagapat' Ha 4 payHA0ELIH AES 128 — |EI|1|
— HalT 33w poBaHHEIR TEKET Ha Belkone 4 payHoa

DA0BEA218545CC30DA3FE4FED 4E 49447 7FDAT FOF1E 2C0567 4540636242748 133521 1446081 70ASEBE4D4CDFED 3000600 -
G077 23FE7A343454F 365F 0B 462E 0004 2E 05032842281 0968 BFF 844 FF 74 1ACEC38831 DIEFEEE A 3I24D 31 707 35245E0FICA
BAZ9742ESEADOFESCESCEORBD 27BC39924C2DE 4654F 17 23EEDFOCEAR 34CEBEE47D D 337B 1D 2005FAEES] 37E31BE3FOCD 239
3AEF7EAD534DC3853FI7EEFD 2EDDEOASOETDFAFE1EZE YE4D 7DD CESZCT 55E543F 461 C42B 463452 7B62EBBES1 94257 4F 4754
885101AF 54250004431 5025EE SEAEFDATCIEAR33343BC5FD 240EED 4449F 0220 E 775001 8747 3668FIBEDFEA Y11 38ERB 1600
DCEASE005452B 7D B1EDDET 3286584 3F 46/ 70D C1 529C0FDEAAD4SD 3330047 30C3AC0DATCE11 746ECCCYFD 3557 7OTEEDB 232
Ba476007B037ITESE4AEESS141EE32DFCI1BEBFIEF4T 24F1 8626050 28625F 1 E724C2FEFE1 B4AABFOBE1C4702ES3ATD 7215663 ;I

EerMecaqTE |

SEC47BFABBEIF334C01 0SEZBER4212B3E 30634781 COGCEESFDESE 338 84E 61 74D FEEFE88232525F 767 C4C0D 0448 23364054 ;I
GF050 ¥ 7335089340 5EFEFCT FACADEEACE0ACESD 41 0EFEOCEBOBE 27E 3451 7611 C4660FD 26326 CEEABCCI04D 346161 D 1BE55
238423676EFSYI1EFET 36EA 3861 3046 24D 27FET 00ACOED 2523CE7CF42FFORT YEBAR AT 2D 29D A 71 CBE 7544 /5BEV 4340919365
DZBED4113DABZBCEEEE7B 159193591 7D FR4C324F04C22E 5B 40FEC28E80AD EER 160090 487 3D E2095F 24 30 2F 7IF 23EDEEF
1E047ED 11430410397 453E5FE46FBATEED 3433024 2335F 3950 54401 6F554ABDFEBE D 53444 34953F 3384302 2E C2E 749330
JE03EC3BEZEDNERD24014507447BEE18C33224700 329FF2E 31 3FE9573CE 8CE FEGOEE 46E 4E 860861 52E6E0DATEBYO111B7TES

— 3arpyYEHTE CHAA SAWUHPPOESHHEIR TEKCT 008 HIR0HAEHHA KAKYa

O4F32BEE54ERED 34D ERSFFE2E3AEDED 4B 2C4T 49D 05E F1BOFEASS =
PeanbHbIMA Knwo4: IE Iﬁ I? I? Baw knwud: Iﬁ I? I? I? Hakmu kanoy
o5 & [ o 2l 3l = Gl
2 s [& e F[E [ e
% 51 )fE2 BB % @ 2 [=
Homep payuna: |4_ ﬁl akK |
Dc-wnl

Puc. 2.58. IIpumep BrIYMCIIEHUS PAYHAOBOTO KIH04a

Pe:xxumer ECB, CBC, CFB, OFB

JUis  pa3nuyHBIX CHUTyalWdd, BCTPEYAIONIMXCS HA MPAKTHKE, pa3padOTaHO 3HAYUTEITHHOE
KOJINYECTBO PEKUMOB LI (PPOBAHHUS.

Pexxnm ECB (Electronic Code Book — pe:xum 3J1eKTpOHHO# KOX0BOii KHHIH)

B pexxume ECB kax[plii OJI0K OTKpPBITOTO TEKCTa 3aMEHsSIeTCsl 0JIOKOM MIM@poTekcTa. A Tak
KaK OJIMH M TOT e OJIOK OTKPBITOTO TEKCTa 3aMEHSETCS OJHUM M TeM K& OJOKOM MHU(pPOTEKCTa,
TEOPETUYECKH BO3MOXKHO CO3/1aTh KOJOBYIO KHUT'Y OJIOKOB OTKPBITOTO TEKCTa M COOTBETCTBYIOLIMX
mmdporexcroB. Ho ecnu pa3mep 610ka cocTaisieT n OUT, KOAOBask KHUra OyAeT COCTOATh U3 2n
3aIHACEN.

Pexxum ECB - npocreiimuii pexum mudposanus. Bece 6510ku OTKpBITOro TeKcTa MHUPPYIOTCS
HE3aBUCHMO JIPYT OT Jipyra. OTO BaXXHO JUIS MIM(PPOBaHHBIX (ailIoB ¢ MPOU3BOJIBHBIM JOCTYIIOM,
Hanpumep, (aitnoB 6a3 naHHbIX. Ecinu 6a3a nanHbIx 3amudposana B pexume ECB, nobas 3anuch
MOXET OBITh J00aBJeHa, yaajeHa, 3amwudpoBaHa WM pacimdpoBaHa HE3aBUCUMO OT JIFOOOM
Apyroi 3amuck (NMPU YCIOBHH, YTO KaXAas 3alUCh COCTOMT W3 IMEJIOT0 4YHuciia OJIOKOB
mmdposanus). Kpome Toro, obpaborka MOXeT ObITh NapajIeIbHOW: €CIM HCHOIb3YIOTCS
HECKOJIbKO IH(POBAIBHBIX MPOLECCOPOB, OHM MOTYT IMMHU(pPOBaTh WIM paclIuppoOBHIBATH

pa3nuyHble OJIOKK He3aBUCUMO JpyT oT aApyra. Pexxum ECB moka3an Ha pucynke 2.59:
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Electronic Code Book - ECB

s posaie pacghposane

M, (M, M, C, C, Cy
¥ ! ¥ i i i

K- E -K« E| .. -K-E -K-E -K~E .. -K-E
I ! ) i i )
C, C, C, M, (M, M,
C.=EM,), ogma1=1..N M =E(C) amai=1.N

Puc. 2.59. Pexxum ECB

K wnemocratkam pexuma ECB MOXHO OTHECTM TO OOCTOSTEIbCTBO, 4YTO €CIU Y
KPUNTOAHAJIUTUKA €CTh OTKPBITBIM TEKCT M IMU(PPOTEKCT HECKOJIBKUX COOOLICHUH, OH MOXKET, HE
3Has KJIIOYa, HayaTh COCTABIATh MIM(POBaIbHYIO KHHUIY. B GONBIIMHCTBE pealbHBIX CUTyalUl
(bparMeHThl COOOIIEHUI UMEIOT TEHCHLIUIO MTOBTOPTHCA. B pazianuHbIX COOOIIEHUAX MOTYT ObITh
OJINHAKOBBbIE OUTOBBIEC MOCIIEOBATEILHOCTH, B COOOIIEHUAX, KOTOpBIE, MOJOOHO SJIEKTPOHHON
[IOYTE, CO3JAI0TCS KOMIIBIOTEPOM, MOTYT OBITh MEPUOAMYECKH IOBTOPSIOIIUECS CTPYKTYpPHI.
Coo0mieHust MOTyT OBITh BBICOKO M30BITOUHBIMU WJIM COJEPXKATh JUIMHHBIE CTPOKU HYJIEH WIIH
poOeIoB.

K nocromnctBam pexxuma ECB MOXHO OTHECTH BO3MOXKHOCTh IIH(POBAHUS HECKOIBKHX
COOOIICHNH OJHUM KIIIOYOM 0€3 CHMKEHHUs HaAexKHOCTH. [lo cymiecTBy, KaXKIblid, OJOK MOYKHO
paccMaTrpuBaTh Kak OTHENbHOE COOOIEHHE, MMQPOBAaHHOE TEM € cambiM KiouoMm. llpu
pacmdpoBaHuK OUIMOKKM B CHMBOJIaX MIM(POTEKCTa BEAYT K HEKOPPEKTHOMY pacUIM(pPOBAHUIO
COOTBETCTBYIOLIET0 OJOKAa OTKPBITOIO TEKCTa, OAHAKO HE 3aTparMBalOT OCTAJBHOW OTKPBITHIH
TekcT. Ho ecam Out mmdpoTekcra ciydailHO MOTEPSH WM J00aBJI€H, BECh MOCIETYIOIIHI
mu@poTekeT Oyner nemudpoBaH HEKOPPEKTHO, €CIIU TOJIBKO ISl BHIPABHUBAHUS TPaHULl OJIOKOB
HE UCIOJIb3YyeTCs Kakoe-HUOY b BEIpaBHUBAHME 10 TpaHUIaM 0J0Ka. BobIIMHCTBO coOOIeH He
JENATCSl TOUHO Ha N - OUTOBBIE OJOKH MU(PPOBAHUS — B KOHIIE OOBIYHO OKa3bIBAETCSl YKOPOUEHHBIN
onok. Onnako pexxum ECB Tpebyer ucnosib30BaTh CTporo N - OUTOBbIE 010KHU. It pemieHust 3Toi
pobJIeMbl UCOB3YI0T gononHenue (padding), UToObl co3aarh MONHBINA OJOK, MMOCISAHUN OJIOK
JOMOJTHSIOT HEKOTOPBIM CTAaHAAPTHBIM IIA0JOHOM - HYJISAMH, €IWHUIAMH, YepeayroLUMHCS
HYJSIMH U €IMHULIAMH.

Pesxum CBC (Ciphertext Block Chaining — pe:xum cuenienusi 6;10k0B mm(poTeKcra)

Cuemnnenne po6aBnsieT B ONOYHBIA MmUbpP MeXaHU3M OOpaTHOW CBSI3U: PE3YNbTAThI
muQpoBaHus MpeAbAYIIUX OJIOKOB BIUAIOT Ha IM(POBAHUE TEKYLIETro OJIOKa, T.€. KaXabli OJI0K
ucroib3yeTcst uig MoaupuiupoBaHus MmMdpoBaHus cueayromero Omoka. Kaxnaeni 06mox
HUPPOTEKCTa 3aBUCUT HE TOJBKO OT IH@pyeMoro OJ0Ka OTKpPBITOIO TEKCTa, HO U OT BCEX

MpeIbIAYIINUX OJIOKOB OTKPBITOTO TEKCTA.
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B pexume crerieHust 6J10KoB mu@poTekcTa nepes muppoBaHUEM Hall OTKPBITBIM TEKCTOM U
npeaslaymuM OnokoMm mugpoTekcta BoimoaHsercs omepanus XOR. Ilpouecc mmdppoBanus B
pexume CBC. Korgma 00K OTKpBITOTO TEKCTa 3alM(poOBaH, IMOTYyYEHHBIH MIHPPOTEKCT
coxpaHsieTcs B peructpe oOpatHoil cBs3u. Cnenyromuii OJOK OTKPBITOrO TEKCTa Iepen
mmdpoBanuem monsepraercs onepanuun XOR ¢ comepXuMmbIM peructpa oOpaTHOM CBS3M.
Pesynbrar onepanuun XOR wucnonb3yercs Kak BXOJHBIE JaHHbIE JUIS CIEAYIOLIEr0 3Tamna
npouenyps! mudpoBanus. [lomyuyeHHbI MUPPOTEKCT CHOBA COXPAHAETCS B perucTpe oOpaTHOH
CBSI3U, YTOOBI 1MO/IBEPrHYyThCs onepanun XOR BMecTe co cieqyronmm 6J0KOM OTKPBITOIO TEKCTa,
U TaK 710 KoHIa coobuienus. [llndpoBanne kaxaoro 6J10Ka 3aBUCUT OT BCEX MPEABLIYIIUX OJIOKOB.

PacmmdpoBanue BeimonHsieTcst B o0parHom nopsiike. biok mmdporekcra pacmmdpoBsiBaeTCs
OOBIYHBIM IIyTEM, HO COXpaHAETCS B pErucrpe oOpaTHOM CBsA3M. 3aTeM CleAYIOUMH 010K
pacummdpoBsiBaeTcst 1 nojasepraercs onepaunu XOR ¢ comepkumMbIM peructpa oOpaTHON CBS3H.
Teneps cnenyromuii 6;10K MHUGPOTEKCTa COXPAHSIETCS B PETUCTPE OOPATHOW CBS3H M T.J. 10 KOHIIA
COOOIIEHHUS.

Ha pucynke 2.60 nokasan pexxum CBC (IV — cuaxpormnochuika):
Cipher Block Chaimming Mode - CBC

ETH RN I'EJII‘JIHJ‘I‘I':H the ract HHF_,I{{."JI!’J{'.'{I:’H e

nf._ M, r\«I\ C, C, Cy

v } N - ]
} '

E E F D D D

: . + ;

A R R P

C = 16 16y M, (M, (M,

C.=EM®C, ), M, =D(C)®C, .

ai=1L.N,C, =Vl msi=1.N,C, =Vl

Puc. 2.60. Pexxum CBC
[Tpu mmdposanuu B pexxume CBC oanHakoBble 0JIOKM OTKPBITOTO TEKCTa MPEBPALIAIOTCS B
pasnuyaronmecss Apyr ot apyra Onoku mupoTeKkcTa TOJbKO B TOM Cilydae, €Ciad pa3indaluch
KaKWe-TO TPEANIeCTBYIONMUE OJIOKA OTKpHITOro Tekcra. OpHako mpu mudpoBaHuU 1BYX 48
UJCHTUYHBIX COOOLICHUH CO3/1aeTcsl OAMH M TOT K€ IMHUMPOTEKCT. XyXe TOro, JBa OJUHAKOBO
HAYMHAIOIIKXCS COOOLIEHUS OyAyT IU(POBaThCs OJUHAKOBO BIUIOTh J0 MEPBOTO PA3IUYHS.

Yrobbl M30€kaTh 3TOr0, MOXKHO 3alIM(PpoBaTh B MEPBOM OJIOKE KaKHe-TO IPOU3BOJIbHBIE
JaHHbIE. DTOT OJIOK CIydyallHBIX JaHHBIX Ha3bIBalOT BekTopoM mHHUIManu3auuu (BU) (Initialization
Vector, IV, pycckuii TepMHMH - CHHXPOIIOCBUIKA), WHHULHAIU3UPYIOLIEH NEPEMEHHON WiIn
Ha4yaJbHBIM 3HaueHUEM cleruieHus. Bektop B He nmeeT Kakoro-To CMbICIOBOIO 3HA4YEHMsI, OH
UCIOJIb3YETCSl TOJBKO JJIsi TOro, 4TOOBl cAenaTh Kaxaoe coollieHue yHukanbHbIM. Korma

moJry4yaTeiib paCIHI/I(l)pOBI)IBaCT 9TOT 6J'IOK, OH HCIHOJB3YET €ro TOJBKO JIA 3aIllOJIHCHUA PETHUCTpPa
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obpaTtHo# cBsizu. B xauectBe BekTOopa BU ynoOHO HCIIONB30BaTh METKY BPEMEHH, JIMOO KaKHe-TO
CIIy4aifHbIE OUTHI.

Ecnu ucnonb3yercs BEKTOp MHULMAIM3ALMUU, COOOIIEHUS C UIEHTUYHBIM OTKPBITBIM TEKCTOM
nociue muppoBaHUs NPEeBpaLIAOTCA B COOOIIEHUs ¢ pasHbIMU HHdpoTekcTamu. CienoBaTebHo,
3JIOYMBIIIJICHHUK HE MOXXET TOIMBITAThCSI MOBTOPUTH OJIOK, M CO3AaHUE MIM(PPOBAILHONW KHUTH
3arpyaHuTCs. XOTS JUIA KaXJIOro COOOIIeHUs, IMUE(PYEeMOro OAHMM H TEeM K€ KIIOYOM,
pPEKOMEHTyeTCsl BBIOMpaTh YHUKAIBHBIN BekTOp BU, 310 TpeboBanue HeoOs3arenpHoe. Bekrop BU
He 00s13aTeIbHO XPAaHUTh B CEKPETE, €r0 MOXKHO IepeaBaTh OTKPHITO - BMECTE C IIU(PPOTEKCTOM.

Pexxum CFB (Ciphertext Feedback — oopaThas cBsi3b no mmgpoTeKcry)

B pexxume CBC nauath mm@poBaHue 10 MOCTYIICHHUS MOJHOTO OJI0KAa JAHHBIX HEBO3MOXKHO.
JUisi HEKOTOpBIX CETEeBBIX MPUIOKEHMH 3TO co3faeT npoOsiembl. Hampumep, B 3alluIlEeHHOM
CETEBOM OKPYXEHHMU TEpMHUHAJ JOJDKEH MMETh BO3MOXHOCTb IE€pelaBaTh XOCTY KaKIbI CUMBOJ
cpasy mocie BBoja. Ecnu ke maHHbIe HY)KHO 00pabaThiBaTh OJIOKAMH B HECKOJBKO OaiT, peskum
CBC npocto He paboTaer.

Ha pucynke 2.61 nokasan pesxum CFB (IV — cunxporochiika):

Cinher Feedback Mode - CFB

TauupoGaine pactuuiposanue
v v
ety Ry ....... ; T '
E|l |E E E |!

“\ RN } \
M [-My My MG M

;_'-I 1 .,-L'-:_ C, C. (_: i (_

C=M@K;K=EC,), C=M®K;K=EC_),

Puc. 2.61. Pexxum CFB

Kak n B pexume CBC, nepBoHa4aqpHO O4Yepenb 3allOJIHEHA BEKTOPOM HMHHULManusauuu BU.
Ouepenp mudpyercs, 3ateM BbinoaHseTcs onepanns XOR Hag N crapmmmu (KpaitHUMU JIEBBIMH)
OutamMu pe3ynpTaTa U MEpBbIM N -OUTOBBIM CHMBOJIOM OTKpBITOIO TekcTa. B pesynbrare
MOSIBIISICTCS. TIEPBBI N -OMTOBBIA CUMBOJ IU(pPOTEKCcTa. Tenepp 3TOT CUMBOJI MOXKHO IEpeaTh.
Kpome Toro, monydeHHble N OMTOB MOMaJalOT B OYepelb Ha MECTO N MIaAmMX OUTOB, a Bce
ocTajbHble OWTHI CIBUTalOTCS Ha N mo3uimii BieBo. Ilpeapigymiye N crapmux OUTOB
oTOpacheIBalOTCA. 3aTeéM TOYHO Takke MmQpyercs cienyromme N OUTOB OTKPHITOTO TEKCTa.
Pacmmm¢poBanue BbIonHsEeTCS B oOpaTHOM mopsiike. O6e cTOpoHBl - mudpyomas u
pacm@poBbIBaIOIIas - UCIONIB3yeT OJOYHBIN adropuT™ B pexume mudpoBanus. Kak u pexum
CBC, pexum CFB cremiser cuMBOJIBI OTKPBITOTO TEKCTA C TE€M, YTOOBI MIH(PPOTEKCT 3aBUCEN OT

BCCTO MPEAbIAYIICTO OTKPBITOI'O TEKCTA.
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Jns uHummanu3anuu npouecca mudposanus B pexume CFB B kauectBe BXogHOro Ojoka
QJITOpUTMa MOYXHO HCII0JIb30BaTh BekTOp MHMuuanuzanuu BU. Kak u B pexxume CBC, xpaHuts B
taitHe Bektop BU He HyxHO. OmHako Bexktop BU nmomken ObITh yHUKaIBHBIM. (B oTnnume ot
pexuma CBC, rne yHukamsHOCTh BekTopa BU HeoOs3aTenpHa, XOTS U KenaTenbHa). Ecinu BeKkTop
BN B pexume CFB He yHUKajeH, KpUNTOAHAIUTUK MOXKET BOCCTAHOBUTH COOTBETCTBYIOLIUI
OTKPBITBIA TEKCT. BEKTOp MHHLIMANIM3AaLUU JODKEH MEHATHCS B KaKAoM coobmenuu. Hampuwmep,
BeKTOpoM BU MoOKeT city>kKUTh MOPAJKOBBIA HOMEpP, BO3PACTAIOLINI B Ka)kKJOM HOBOM COOOIIEHUHU
U HE IMOBTOPAIOLIMICS Bce BpeMs JKU3HM Kitoda. Eciau JgaHHble MHMQPYHOTCA C  LEIbI0
MoCJeIyIomero xpanenusi, Bektop BU moxer ObITh (yHKIMEH HWHAEKCA, HCIOJIB3YeMOro s
IIOMCKA JIaHHBIX.

Pexxum OFB (Output Feedback — pesxum odpaTHoii CBSI3H 10 BBIXOY)

Pexxum OFB mpencraBinser coboif MeToA HCHOJIb30BaHMS OJIouHOro mMdpa B KadyecTBE
CHHXPOHHOTO IMOTOKOBOTO IHdpa. IToT pexum nonodeH pexxumy CFB.

bnounblii anroput™M paboTtaer B pexuMe MmM(pOBaHMSA Kak Ha MMUQpPYIOIIEH, Tak U Ha
pacmmdpoBsiBatoield cTopoHax. Takylo oOpaTHYIO CBsI3b MHOIJAa Ha3bIBAlOT BHYTPEHHEH,
IIOCKOJIBKY MEXaHU3M OOpaTHOM CBS3M HE 3aBUCHUT HU OT IIOTOKAa OTKPBITOIO TEKCTa, HU OT IOTOKA
mmdpoTekcra.

K nocrouncrsam pexuma OFB oTHOCHTCS TO, 4TO OOJIBIIYIO YacTh PA0OTHI MOKHO BBINOJIHUTD
o dnaitHoBO, Jaxke KOrga OTKPHITOIO TEKCTa COOOLIEHMs elle BoBce He cymectByeT. Korna,
HaKOHELl, COOOIIeHHEe IOCTYyMaeT, AN CO3/laHus MHU(POTEKCTa HaJl COOOIIEHHMEM M BBIXOAOM
aJIropuT™Ma HE0OXOAMMO BBIMOIHUTH oneparnio XOR.

B casurossii peructp OFB cHauana Hano 3arpy3uth Bektop BU. Bekrop nomxen ObITh

YHUKAJIbHBIM, HO COXPaHATH €ro B TailHe HE 00s3aTeIbHO.

Ha pucynke 2.62 nokasan pexum OFB (IV — cuaxpomnochiika):

Output Feedback Mode - OFB
qitiposaiie pacunshposaine

v Iy
E E | E E E | E
St I R
M'-hi :'\.-'11'+ -M‘\.'* _C|++ _C2+4. n N
C C. C M, M. M,

| M

C-M@KK-EK,). M=COKK=EK,),

Puc. 2.62. Pexxum OFB
Anamnz pexnma OFB mokaseBaer, uto OFB 1enecooOpa3sHo uCmonb30BaTh TOJIBKO €CIH

pa3psAIHOCTH OOPATHOM CBSI3M COBIAJIAET C pa3MeEPOM OJI0Ka.
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B pexxume OFB Han rammoi u TeKcToM BhIMoJHsAeTcs onepauuss XOR. Dta ramma, B KOHIIE
KOHIIOB, TOBTOpsieTcs. CyIeCTBEHHO, YTOOBI OHA HE MOBTOPSIACH JJISI OJJHOTO M TOTO K€ KIII0Ya, B

IIPOTHUBHOM CJIy4a€ CCKPETHOCTD HE obecreynBaeTCsd HUUEM.

IHopsinok BbINOJHEHHUS PAOOTHI

O3nakomuTcsi ¢ Teopueii mo cranaapry AES (u3 uero cocrout payHa mmdpoBaHHs, Kak
paboTaroT payHI0BbIEe TPe0Opa3oBaHus, C HEOOXOAUMBIM MATEMAaTHUYECKUM aIIapaToMm).
B3saTh y npenonaBareJis 3aiaHue, COCTOSIIUE H3:
® VHHKQJIBHOTO KJIIO4a JIs  MHU(pPOBAHUSA/ICIIN(PPOBAHUS  TEKCTOBBIX
coo0IeHnH
e nHabopa (aiioB pa3HOro pa3Mepa JUIsl UCCIEI0BaHUs CTaHAapTa
e (paiina 1uIg UCCIeOBaHMS PEKUMOB MM (PPOBAHUS
® BEKTOPa MHULMAIU3ALUN
e (paiina quig npoBeneHus araku «Ksazgpar»
HccnenoBanue cranaapt mmppoBaHus
1. OtkpeiTh okHO «Hactpoiikun» (AES>HacTtpoiiku™>), ycTaHOBHTH INEpeKitoyareib B
nosioxxeHne «CBOM KIIIOY» U BBECTH TMOCHMBOJIbHOE 3HaueHue kimoda (32 cumBona, 16
sauyeek). Haxats «OK».
2. B riaBHOM OKHeE IOCTaBUTh IepeKiroyaTelib B nonoxenue ECB.
3. OTkphITh (haiin u3 nanku nporpammsl (Paiin >OTKPHITH)
4. 3ammdposath u pacmudpposats ero. (AES > 3ammdposats (Pacmmpposats)).
5. Ilponenate myHKTHI 3.2-3.4 17151 ocTaBIIMXCS TpeX (ailyios.

6. Ilo MMOJIYYCHHBIM pE3yJIbTaTaM 3allOJIHUTh Ta6n1/1uy

Pa3mep ¢aiina

Bpewms

3amupoBaHUs

Bpewms

pacudpoBaHus

7. IToctpouts rpadku 3aBUCUMOCTH UPPOBaHuUs \ paciinppoBaHus OT BPEMEHH.
8. Ilo monmy4eHHBIM NaHHBIM OIICHWTH NMPHUMEPHOE BpeMsi B3ioma cranmapta AES c

MIOMOIIIBIO Beero nepedopa kioueit. [loctpouts rpadux.
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\lpumep:
Ha pacmmdposanue SkB (5120 6aiit) Tekcra va Athlon 2600+ tparutcs 9c. [TosTomy oaun

osok (16 Gaiit ) mporpamma pacmmdposiBaeT 3a 9/(5120/16) = (9*16)/5120 = 28 mc. Takum
oOpazomM, Ha iepebop 1 kimroua, a 3To 128 6uT, moTpedyercs 28 Mc.

3a 1 cekyHmy mporpamma crocoOHa mepedparh 4571 OuT unm mpumepHO 35 BapuaHTOB
KIJIFOUEH.

3a roa HempepwsIBHOM paboThl mporpamma mnepedeper (35%60*60*24*365) = 1 103 760 000
KIIFOUEH.

Ecnu mogemnts 2% ma 1103 760 000 , to momyunm 3.08*%10%° ner mempepsiBHO pabOTHI

IIPOTPaMMBI.

HccnenoBanue ObICTPOAElCTBUS PA3JIMUYHBIX PE:KMMOB HIH(POBAHUS
1. IToctaButh nepekitovarens B pexum CBC.
. OTkppITh (haiin u3 nanku nporpammsl (Paiin >OTKpPHITH)
. 3ammdposats u pacuudposats ero (AES > 3ammdposats (Pacumdpoats))

. [loBTOpuTH MyHKT 4.2-4.3 nys octaBmuxcs Tpex ¢aitnos (10, 15, 30 xb)

2
3
4
5. IlocraButh nepexirouatens B pexxum CFB.
6. IloBTOpuTH MyHKTHI 4.2 — 4.3.

7. IlocTaBuTh nepekitouaresb B pexxum OFB.
8. [ToBTOpUTH YHKTHI 4.2 — 4.3

9. 1o nony4eHHbIM pe3yibTaTaM 3aloJHUTH TaOJIUILY:

Pa3zmep ¢aiina

ECB  Bpewms
3am1/paci

CBC  Bpewms
3am1/paci

CFB  Bpewms
3ari/pactt

OFB  Bpewms
3ar1/paci

10. IMoctpouth Ha OmHOM TrpadUKe 3aBUCHUMOCTh MU(PpPOBaHUS \ pacmmppoBaHUsS OT
BPEMEHH.
11. Jnga xaxzaoro pexuma 3arpy3uTh eme pas ¢ain (moboit). 3ammdposars ero. B

TEKCTOBOM I10JIe 2 U3MEHHUTh Kakoili-HnOyap cumBoi. Haxare AES > PacmngpoBats.
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HccaenoBanue CBOMCTB pa3jIMYHBIX PEKMMOB IIH(POBAHUSA
3arpy3uth (aiin «CBoicTBa PEXKUMOBY.
IToouepenHo 3amm@poBaTh TEKCTOBOE COOOIIEHUE BO BCEX YETHIPEX PEKUMAX.

CpaBHI/ITB IMOJIYYCHHBIC IJ_II/I(prTeKCTBI n cacjiaTb BBIBOOBI.

HccnenoBanue nopayHjioBoii padoThl aJropurMa

1 OTKpBITH T1000H U3 MPEAOCTABICHHBIX JIs1 pabOTHI (haiiioB

2. Bxrouuts (GYyHKOMIO  JIOTUPOBaHUS (AES>HacTtpotiku>BxatounTh
norupoBanue>/la).

3. B rmaBHOM OKHE MOCTaBHUTH NepeKirouaTelib B nonoxenue ECB.

4. 3amudpoBath u pacundpoBarsb.

5. OTKpBITH C TOMOIIIBIO TEKCTOBOTO penakropa ¢aiinsl Encrypt.txt u Decrypt.txt u3
AKX IPOTPaAMMBI

6. [Ipoananu3upoBaTh NOIYUEHHBIN pPE3yibTaT.

3nakoMcTBO ¢ atakoil «KBaapar»

1. B rmaBHOM OKHE B TekcToBOE mosie | 3arpy3utsh (aiin «Araka KBagpary» (Paitin>OTKpHITH)

2. OtkpeITh 0KHO ATaka «KBanpar» (AES > Ksanpar)

3. C nomouisto nepexitouarens “Homep payHaa” ycTaHOBUTB 4 payHAOBBIN KIIFOY.

4. HaxxaTbh KHOIKY “BBIYHUCIIUTD .

5. [lomecTuTh TEKCT U3 MoJst 1 B mode 2.

6. HaxxaTth KHOIIKY HAWTH KJTIOY.

7. CpaBHHMTH 3HAUY€HMs] TEKCTOBBIX Mojed “Bam ko4’ W 3HAYEHUS TEKCTOBBIX MOJIEH
“PeanbHbII K04 .

8. Chenarpb BHIBOIBI.

Conep:xaHue oT4yera
1. Llens paboTHI.
2. Onucanue AeUCTBUHM IO KAXKIOMY ITYHKTY.
3. Pe3ynbratel nposienaHHoN paboThl (TabuuLbl, rpaduKy, pacueTHas 4acTh).

4. BBIBOEIL.
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KonTpoJsbHbIe Bonpockl

. UTto Takoe cMMMeTpUYHOE MUuppoBaHHE?

. Uro mpexacrapmnsier codboii ctanaapt AES (mymHa kmroga, pazmep BXoaHOTO O10Ka)?
. Kakoii anroputm BbiOpan B kauecTBe cragaapra AES?

. Uto coboli peacTaBiIsieT apXUTUKTypa TAaHHOTO cTaHaapTa?

. I3 yero cocrout oauH payuua?

. CKOJIBbKO payHJ0B MIM(POBAHUS TPEAYCMOTPEHO CTaHAAPTOM?

. Uro OwicTpee mudppoBanue win pasmmdppoBanue? [louemy?

. Kakue pexxumsbl mmudpoBanus npuMeHsroTcs B ctangapte AES?

© 0O N o o B~ W DN

. Kakue pexxumsl ObicTpee mipu pasmmudpoanuu? [louemy?

10. Kakue pexumbl Jy4llle BOCCTAHABIMBAIOT 3alIU(POBAHHYIO0 MH(OPMALIMIO TIpU OmIKOKe B
onnoM cumBodie? [Touemy?

11. C xakoi 1ebI0 UCHOJIB3YETCSI CHHXPOIIOChUIKA WJIM BEKTOP MHULMAIU3ALUN?

12. Yo npencrasnsier coboii ataka Kagpar? Kakue ee ocobennoctu?

1. O3nakomuTcs ¢ Teopueii mo crangapry AES (u3 yero cocrout payHa mmdpoBaHus, Kak
paboTaroT payHI0BBIE TPe0Opa30BaHUs, C HEOOXOAUMBIM MAaTEMAaTHYECKUM aIllapaToMm).
2. B3siTh y npenogasateJisi 3aJaHue, COCTOSIIIME H3:
® VHHKQJIGHOTO KJIO4a JJIs  [MH(QpPOBAHUSA/ICIIUPPOBAHUS  TEKCTOBBIX
CoOo0IeHHIH
e HaOopa (ailiioB pa3HOro pasmepa Ui UCCIIEI0BaHUS CTaHAapTa
e (aiina Ui nccieI0BaHUS PeXUMOB UG POBAHUS
® BEKTOPa MHUIHAIH3AIHN
e (aiina quig nposeneHus ataku «KsaapaT»
3. UccnenoBanue cTanaapT WM(poBaHus
3.1. OtkpbiTh OKHO «Hactpoiiku» (AES>Hactpolikun™>), yCTaHOBUTH NepeKitoyaTesb B
nojoxeHne «CBOH KIOY» M BBECTH NMOCHMBOJIBHOE 3HaueHHe Kitoda (32 cumBona, 16
ayeek). Haxats «OK».
3.2. B riaBHOM OKHE IIOCTaBHTH MIEpEKITF0OUaTelh B mosokenue ECB.
3.3. OTkpeITh (haiin u3 nanku nporpammsl (Paitn >OTKpPHITH)
3.4. 3ammdposats u pacmudpposats ero. (AES > 3ammudpposats (Pacmmpposats)).
3.5. Ilponenars myHKTHI 3.2-3.4 1151 OCTaBIIUXCS TpeX (pailyios.

3.5. Ilo momy4eHHBIM pe3yJbTaTaM 3alOJHUTH TaOIHITy
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Pazmep ¢aiina

Bpewms

3amu@poBaHMs

Bpewms

pacmdpoBaHus

3.6. [Toctpouts rpaduku 3aBUCUMOCTH IIKUPPOBaHUS \ paciinppoBaHUs OT BPESMEHH.
3.7. Ilo mosnyuyeHHBIM JaHHBIM OLIEHUTH MPUMEpHOE BpeMs B3ioma cranmapra AES c

MOMOIIBIO Beero nepedopa kimoue. [loctpouts rpaduk.

Ilpumep:

Ha pacumdposanue 5kB (5120 6Gaiit) Tekcta Ha Athlon 2600+ tpatutcs 9c. Ilostomy omun

ook (16 Gaiir ) mporpamma pacmmdpossiBaetT 3a 9/(5120/16) = (9*%16)/5120 = 28 mc. Takum

obpa3om, Ha iepedop 1 kimoya, a 3To 128 6uT, moTpedyercs 28 mc.

3a 1 cexyHny mporpamma crocoOHa mnepeOparb 4571 OuT wnam mpumepHo 35 BapHaHTOB

KJIIOYEi.

3a ron HempepeiBHOW paboThl mporpamma mepedeper (35*60*60*24*365) = 1 103 760 000

KJIIOYE.

Ecan nogeants 222 wa 1103 760 000 , To MOJIy4YUM 3.08%10%° ser HETIPEPBIBHOW pabOTHI

MIPOrPaMMBI.

3.8. Cuenats BBIBOIBI

HccnenoBanue ObICTPOACHCTBHS PA3JIMYHBIX PE:KMMOB IIH(POBAHUS

1

O© 00 3 & N K~ W DN

. IToctaButh nepekitovarens B pexum CBC.

. OTkpeITh (aiin u3 nanku nporpammsl (Daiin >OTKPHITH)

. 3ammdposate u pacmudposats ero (AES > 3ammdposars (Pacmdpoats))
. IToBroputh nyHKT 4.2-4.3 1uis ocraBuxcs Tpex ¢aiinos (10, 15, 30 kb)

. ITocraButh nepekitovarensd B pexum CFB.

. [ToBropuTh myHKTH 4.2 — 4.3.

. [TocraBuTh nepexiroyarens B pexxum OFB.

. [ToBroputh myHkTH 4.2 — 4.3

.1lo MOJIYYCHHBIM pE3yJibTaTaM 3allOJIHUTh Ta6J'II/II_[y2

Pazmep daitna

ECB  Bpewms

3arm1/paci
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CBC  Bpewms
3ari/pacit

CFB  Bpewms
3ar/paci

OFB  Bpewms
3ari/pacit

10. Iloctpouth Ha OXHOM rpadUKe 3aBUCHMMOCTh MIU(PPOBaHUS \ pacmiuppoBaHUS OT
BpPEMCHHU.

11. Jlna kaxmoro pexuma 3arpy3uTh eme pas (aitn (nmro6oif). 3ammdpoBars ero. B
TEKCTOBOM I10JI€ 2 U3MEHUTh Kakoi-HuOy s cumBoil. Haxkate AES > PacmndpoBats.

12. Cnoenarp BHIBOJBI.

HUccnenoBanue cBOMCTB PA3JIHYHBIX PeKMMOB M PPOBAHUSA
3arpy3uth (aiin «CBONCTBA PEKUMOBY.
[ToouepenHo 3amm@poBaTh TEKCTOBOE COOOIICHNE BO BCEX YETHIPEX PEKUMAX.

CpaBHI/ITI) IMOJIYYCHHBIC HII/I(i)pOTeKCTI)I u caciiatb BBIBOJBI.

HccaenoBanue nopayHioBoi padoTsbl aJIropurMma

1 OTKpBITH 11000M U3 MPETOCTaBICHHBIX Ul paboThI (haiiaoB

2. Bxirounts (GYHKIUIO  JIOTMPOBaHUS (AES>Hacrpoiiku>BkiounTts
norupoBanue>/la).

3. B rnaBHOM OKHE MOCTaBUTh NepeKiroyaTelis B nonoxenue ECB.

4. 3amndposath U pacinpoBarh.

5. OTKpBITH ¢ MOMOUIBIO TEKCTOBOrO penakropa (ainel Encrypt.txt u Decrypt.txt u3
HarKy MporpaMmbl

6. I[Ipoanann3upoBaTh MOITYYEHHBIN PE3YNbTAT.

3HakomcTBO ¢ aTakoi «KBagpam»

1. B rmaBHOM OKHE B TekcToBOE nose 1 3arpy3utsh aiin «Ataka Kagpar» (Paitn>OTKpHITH)
2. OtkpeITh 0KHO ATaka «KBanpar» (AES > Ksanpar)

3. C nomouisto nepexirouarens “Homep payHaa” yCTaHOBUTBH 4 payHIOBBINM KITOY.

4. HaxxaTh KHONIKY “‘BBIYHCIIUTE .

5. ITomecTuth TEKCT U3 N0 1 B ose 2.

6. HaxxaTp KHOIIKY HalTH KITIOY.
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7. CpaBHUTH 3HAYEHHS] TEKCTOBbIX mojied “Bam koY’ W 3HAYEHUS TEKCTOBBIX IMOJEH

“PeaibHBII KITIOY”.

8. CoenaTthb BBIBOJBI.

Conep:xaHue oT4yeTa

1. enpb paboThI.

2. Onucanue AeUCTBUH MO KKIOMY ITYHKTY.

3. Pe3ynbrarhl npoaenanHoi paboThl (TabauIlbl, rpadMKu, pacyeTHas 4acTh).

4. BeIBOEL.

HccnenoBanue cranaapt mmppoBaHus

Pasmep ¢aiina 5kB 10kB 20kB 30kB
Bpewms 1 3 6 9
3amu@poBaHus, C
Bpewms 9 18 37 55
pacmudpoBanus, C

C

60

54

48

42

36

30

24

18

12

p R

- --l'""-—-__ L{B

S E 10 15 20 25 30

JawncpoBaHne
Pacumnpposanmne

3aBucHMMOCTH pa3Mmepa Qaiina oT BpeMeHH ero mmdpoBanus \ pacumdpoBaHHsS MpH

npoBeicHNH dKcniepuMenTa Ha Athlon 2600+
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Pasmep (aiina 5kB 10kB 20kB 30kB

ECB  Bpewms 1 3 6 9
3amu(poBaHus

ECB  Bpewms 9 18 37 55
pacdpoBaHus

CBC  Bpewms 1 3 6 9
3amu@poBaHMs

CBC  Bpems 8 17 37 56
pacmmdpoBaHus

CFB  Bpewms 1 3 5 9
3amu@poBaHu

CFB  Bpewms 2 3 6 10
pacmmdpoBaHus

OFB  Bpewms 1 3 6 9
3amu@poBaHK

OFB  Bpewms 2 3 7 9
pacmmdpoBaHus

3am1/1(1)pyeM pa3HbBIMU PEIKUMAMU CJIOBO IIPHUMEP, 3aTEM B IJ_II/I(I)pOTeKCTC U3MEHUM 1 CUMBOJI,

HOJTY4UM:

Ucxonubrit N3meHeHHbII Pesynbrar
Hcxonnblil | mudpoTekct MHA(POTEKCT
TEKCT

ECB npumep 63891BCDBE14D6E7 63891BCDBE14D6E7 JIMY !s«am;5J9
B827COAF68EF5419 B827COAF68EF5410 | w

CBC npuMep 000000000000000000 100000000000000000 sIpUMep
000000000000006389 000000000000006389
1BCDBE14D6E7B82 1BCDBE14D6E7B82
7COAF68EF5419 7COAF68EF5419

CFB npuMep 000000000000000000 000000000000000000
000000000000008919 000000000000068919 | S1O5Y Di<Ae~(s
A3380A7A2D3A894D A3380A7A2D3A894
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FB58CB352A2F
FB58CB352A2F
OFB puMep 000000000000000000 000000000000100000 uZi'alj-jo00C&
000000000000008919 000000000000008919
A3380A7A2D3A894D A3380A7A2D3A894
FB58CB352A2F
FB58CB352A2F

HcciienoBanue cCBOMCTB PAa3JIHYHBIX PeKUMOB M (PPOBaAHUSA

3a0aHue 3a0anue 3a0anue 3a0anue 3a0anue 3a0anue 3a0anue 3a0anue.

1. ECB

Ka)K,I[BIﬁ PECIKUM IIPpHU 3TOM ITOKAXXET CBOU OCOOEHHOCTH:

3a0aHnue 3a0anue 3a0anue 3a0anue 3a0anue 3a0anue 3a0anue 3a0anue

D3D5451C8296E7E653A82652AEDAES6A
D3D5451C8296E7E653A82652AED4ES6A
D3D5451C8296E7E653A82652AED4ES6A
A8F11E11A02FF140F0936291695512CA

2. CBC
00000000000000000000000000000000
D3D5451C8296E7E653A82652AEDAES6A
F84E11957A1A02F67B97ED2A9DEO4DD2
00D20F40BEESDOC7EEF499531BEF8B8C
9BB124631613C483AE57E40BCD63C2AC

3. CFB
00000000000000000000000000000000
8109AF340262C91B6FAC1EB927DCCEOQE
6D376DFF127D70059697E293142F5DA6

DBC4EACACATI9A6139E944EB9B374DDAD

4128D7EF70BE71BB9F57B9D64DF4AEC68

@aiin «CBOHCTBa PEXXHUMOBY» COJIEPKUT HECKOJBKO pa3 MOBTOpstolieecs cioBo. Hampumep,
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4. OFB
00000000000000000000000000000000
8109AF340262C91B6FAC1EB927DCCEOQE
107559AABFOA7TBF/F433F71ACD01689C
46EC128DE2351660B490505F601D5A93
A02767750D304B01733AEE7046216D8B

B nannom npumepe cunxponocsuia papaa 00000000000000000000000000000000

HccnenoBanue nopayHaioBoii padoThbl aJropurma

I/ICHOHBBYCM CJIOBO «IIpHUMEP»

3ammdpoBanue:

3ammdpoBanue

Bxonnoii 610k EFFOESECESF001010101010101010101

Paynnossrii kirou: 00000000000000000000000000000000

Cocrosnue nocine cinoxenus ¢ kaodom: EFFOESECESF001010101010101010101
Paynn Nel

Cocrosnue nocie SubBytes: DFSCIBCEDI9SC7C7CT7C7C7CT7CTCTCTCTC
Cocrosnue nocne ShiftRows: DF8C7C7CD97C7CCE7C7CI9B7C7C8C7C7C
Cocrosinue nocie MixColumns: 2A242F729F6B14F79B4EA99B77878C8C
PaynnoBerii kimtou: 62636363626363636263636362636363

CocrosHue nocne cnoxxenus ¢ kaodom: 48474C11FD087794F92DCAF815E4EFEF
Paynpg No2

Cocrosinue nocie SubBytes: 52A029825430F52299D874415969DFDF

Cocrosnue nocne ShiftRows: 523074DF54D8DF829969292259A0F541

Cocrosnue nocne MixColumns: SF71F0178607B4E49912C4B4FD47CB3C
Paynnossrii kimtou: 9B9898CIFIFBFBAAIBISI8CIOFOFBFBAA

CocrosiHue nocne cnoxenus ¢ kimrodom: C4E968DE7FFC4F4E028ASC7D04BC3096
Paynpg Ne3

Cocrosnue nocne SubBytes: 1C1E451DD2B0842F777E4AFFF2650490
Cocrosaue nocine ShiftRows: 1CB04A90D27E041D7765452FF21E84FF
Cocrosaue mocie MixColumns: 292993E5243F832D2B5SDESE7AGAGES72
Paynnoserii kimod: 90973450696CCFFAF2F457330BOFAC99

Cocrosiaue nocne cnoxkenus ¢ kimodom: BOBEA7B54D534CD7D9A9BED4ADA949EB



Paynn Ned

Cocrosaue nocne SubBytes: SOAESCDSE3ED290E35D3AE4895D33BE9
Cocrosanue nocne ShiftRows: S6EDAEE9E3D33BD535D35C0E95AE2948
Cocrosanue nocne MixColumns: C797DC705DC6226756624CCCB9E1B1B3
Paynnossriii kiirou: EEO6DA7B876A1581759E42B27E91EE2B

Cocrosnue nocie cioxxenus ¢ kiaodoM: 2991060BDAAC37E623FCOE7EC7705F98
Paynn No5

Cocrosiaue nociie SubBytes: AS816F2B57919A8E26BOABF3C651CF46
Cocrosaue nocie ShiftRows: A591AB4657BOCF2B26516FSEC6819AF3
Cocrosaue nocne MixColumns: 143CB342814D1FDOSEBB2053669966B7
Paynnossiii kimrou: 7F2E2B88F8443E098DDA7CBBF34B9290

Cocrosinue nocne cnoxenus ¢ kirodom: 6B1298CA790921D9D3615CE895D2F427
Paynn Ne6

Cocrosiaue mocie SubBytes: 7FC94674B601FD3566EF4A9B2AB5BFCC
Cocrosnue nocne ShiftRows: 7F014ACCB6EFBF7466B546352AC9FD9B
Cocrosanue nocne MixColumns: 7B6FA54996DDA0797BE800337224B467
Paynnossriit kimrou: EC614B851425758C99FF09376AB49BA7

Cocrosaue nocie cinoxenus ¢ kimodom: 970EEECC82F8D5F5E217090418902FCO
Paynpg No7

Cocrosnue mocne SubBytes: 88AB284B134103E698F001F2AD6015BA
Cocrosnue nocne ShiftRows: 884101BA13F0154B986028E6ADABO3F2
Cocrosnue nocie MixColumns: 73B31EAC739C144645C6992C56170DBB
Paynnossrii kimtou: 217517873550620BACAF6B3CC61BF09B

CocrosiHue nocne cnoxenus ¢ kirodom: 52C6092B46CC764DE969F210900CFD20
Paynpm Ne8

Cocrosinue nociie SubBytes: 00B401F15A4B38E31EF989CA60FES4B7
Cocrosnue nocne ShiftRows: 004B89B75AF954F11EFEO1E360B438CA
Cocrosnue nocne MixColumns: E3A180B701BEO03BAC719DCO0F591E1A3
Paynnosernii kimrod: 0EF903333BA9613897060A04511DFA9F

CocrosiHue nocne cnoxenus ¢ krodom: ED5883843A176282501FD604A48C1B3C
Paynn Ne9

Cocrosnue mocne SubBytes: SS6AEC5F80F0AA1353CO0F6F24964AFEB
Cocrosnue nocne ShiftRows: 55SFOF6EBSOCOAF5F5364EC13496AAAF2
Cocrosiaue mociie MixColumns: BC447434BOAEE44AFSA7C15B748A61E4
Payrnossrnii kimou: BID4DSE28A7DBIDA1D7BB3DE4C664941
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Cocrosanue nocine cioxenus ¢ kiaodoMm: 0DI0ACD63AD35SDI0ESDC728538EC28AS5
Paynn NelO

Cocrosiaue nociie SubBytes: D76091F680664C609B86409707CE3406

Cocrosanue nocne ShiftRows: D7664006808634F69BCE916007604C97

Paynnoseriii kirou: BAEFSBCB3E92E21123E951CF6F8F188E

Cocrosnue nocine cinoxenus ¢ kiaodom: 63891 BCDBE14D6E7B827COAF68EF5419

PacummdpoBanne

Pasmmdposanue

Bxoanoii 010k 63891 BCDBE14D6E7B827COAF68EF5419

Paynnossrii kimtou: BAEFSBCB3E92E21123E951CF6F8F188E

CocrosHue nocie cioxenus ¢ kiaodom: D7664006808634F69BCE916007604C97
Paynn Nel

Cocrosnue nocine invShiftRows: D76091F680664C609B86409707CE3406
Cocrosnue nocie invSubBytes: 0D90ACD63AD35D90ESDC728538EC28A5
Paynnosernii kirou: BIDAD8E28A7DBIDA1D7BB3DE4C664941

Cocrosnue nocine cioxenus ¢ kiaodom: BC447434BOAEE44AFSAT7C15B748A61E4
Cocrosnue nocne invMixColumns: 55SFOF6EBSOCOAFS5F5364EC13496AAAF2
Paynpg No2

Cocrosanue nocine invShiftRows: 556 AEC5F80FOAA1353COF6F24964AFEB
Cocrosame nocie invSubBytes: ED5883843A176282501FD604A48C1B3C
Paynnossiii kimrou: 0OEF903333BA9613897060A04511DFA9F

Cocrosinue nocne cnoxenus ¢ kirodom: E3A180B701BE03BACT719DCO0FS91E1A3
Cocrosnue nocne invMixColumns: 004B89B75AF954F11EFEO01E360B438CA
Paynn Ne3

Cocrosnue nocne invShiftRows: 00B401F15A4B38E31EF989CAGOFES4B7
Cocrosaue nocie invSubBytes: 52C6092B46CC764DE969F210900CFD20
Paynnoserii kimou: 217517873550620BACAF6B3CC61BF09B

CocrosiHue nocne cnoxenus ¢ kirodom: 73B31EAC739C144645C6992C56170DBB
Cocrosnue nocne invMixColumns: 884101BA13F0154B986028E6ADABO3F2
Paynn Ned

Cocrosnue nocine invShiftRows: 88AB284B134103E698F001F2AD6015BA
Cocrosnue nocine invSubBytes: 970EEECC82F8DSF5E217090418902FCO
Paynnoserii kimod: EC614B851425758C99FF09376AB49BA7

300



CocrosiHre nocie cinoxenus ¢ kimodom: 7B6FA54996DDA0797BE800337224B467
Cocrosaue nocie invMixColumns: 7F014ACCB6EFBF7466B546352AC9FDI9B
Paynn No5

Cocrosanue nocine invShiftRows: 7FC94674B601FD3566EF4A9B2ABSBFCC
Cocrosaue nocine invSubBytes: 6B1298CA790921D9D3615CE895D2F427
Paynnoserii kimtou: 7F2E2B88F8443E098DDA7CBBF34B9290

Cocrosinue nocne cnoxenus ¢ kirodom: 143CB342814D1FDOSEBB2053669966B7
Cocrosanue nocine invMixColumns: A591AB4657B0CF2B26516FSEC6819AF3
Paynn Ne6

Cocrosnaue nociue invShiftRows: AS816F2B57919A8E26BOABF3C651CF46
Cocrosaue nocie invSubBytes: 2991060BDAAC37E623FCOE7EC7705F98
Paynnossiii kirou: EEO6DA7B876A1581759E42B27E91EE2B

Cocrosnue nocine cinoxenus ¢ kiaodom: C797DCT705DC6226756624CCCB9E1B1B3
Cocrosaue nocie invMixColumns: S6EDAEE9E3D33BD535D35COE95AE2948
Paynpg No7

Cocrosnue nocine invShiftRows: S6AESCDSE3ED290E35D3AE4895D33BE9
Cocrosaue nocie invSubBytes: BOBEA7B54D534CD7D9A9BED4ADA949EB
Paynnossriit kimrou: 90973450696 CCFFAF2F457330BOFAC99

CocrosiHue nocne cnoxenus ¢ kinrodom: 292993E5243F832D2B5SDE9E7A6AGES72
Cocrosnue nocne invMixColumns: 1CB04A90D27E041D7765452FF21E84FF
Paynn Ne8

Cocrosanue nocine invShiftRows: 1C1E451DD2B0842F777E4AFFF2650490
Cocrosnue nocine invSubBytes: CAE968DE7FFC4F4E028A5C7D04BC3096
Paynnossiii kimrou: 9B9G9ISCIFOFBFBAAIBI89SCIOFOFBFBAA

Cocrosnue nocine cinoxxenus ¢ kiaodoM: SF71F0178607B4E49912C4B4FD47CB3C
Cocrosnue nocne invMixColumns: 523074DF54D8DF829969292259A0F541
Paynnx Ne9

Cocrosnue nmocine invShiftRows: 52A029825430F52299D874415969DFDF
Cocrosiaue nocie invSubBytes: 48474C11FD087794F92DCAF815E4EFEF
PaynnoBerii kimod: 62636363626363636263636362636363

Cocrosinue nocne cnoxxenus ¢ kiaodom: 2A242F729F6B14F79B4EA99B77878C8C
Cocrosaue nocie invMixColumns: DFSC7C7CD97C7CCE7C7C9B7C7C8CT7C7C
Payng NelO

Cocrosane mocie invShiftRows: DFSCIBCED98C7C7C7C7C7C7C7CT7C7C7C
Cocrosiaue nocie invSubBytes: EFFOESECESF001010101010101010101
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Paynpossrit kiroa: 00000000000000000000000000000000
Cocroguue mocie cinoxenus ¢ kirrouoM: EFFOESECESF001010101010101010101

2.2.3. [IpakTUKYM 110 NOTOYHBIM IIKU(Ppam

IMoTokoBsiii mudp RC4
Llenwpro manHOM abopaTopHOM paboTHI sABIIsETCS M3ydeHue anroputMa RC4, paccMoTpeHue
ero cnabbIX M CUJIBHBIX CTOPOH, OINpeAeNieHMe B KaKUX MPOJIYKTaX M KakuM o00pa3oM OH
UCIOJIB3YETCSl, a TaK € 3HAaKOMCTBO C IIpOrpaMMHOM peanusanueil Ha s3pike C++, ¢
MCIOJIb30BaHUEM IIporpammHoro obecreueHus Borland C++ Builder 6.

RC4 (anrn. Rivest Cipher 4 wnu anrn. Ron’s Code, taxke u3BecteH kak ARCFOUR wunu
ARC4 (anrn. Alleged RC4)) — 370 moTokoBbIN MUGP, MUPOKO MPUMEHSIOUIUICT B Pa3TUYHBIX
cHcTeMax 3alluThl MHPOpPMAIMK B KOMIIBIOTEPHBIX ceTsX (Hampumep, B mporokonax SSL u TLS,
anroputMe Oe3onacHocTr OecrpoBoHBIX ceteid WEP, s mudpoBanus naposei).

[Mudp pa3padoran kommnanueir RSA Security u as ero ucnoiab30BaHusi TpeOyeTCs JIULIEH3HSL.

Anroputm RC4 ctpoutcs, kak U 11000 MOTOKOBBIM MH(pP HA OCHOBE MapaMETPU30BAHHOTO
KJIIOYOM TeHepaTopa ICEeBIOCIyYaliHbIX OUTOB C PaBHOMEPHBIM paclpeleneHueM. JinuHa kiroda
OOBIYHO COCTABISIET OT 5 110 64 GaiiT. MakcumanpHast JyinHa Kinroda 256 OailT.

OcHoBHBIE TpeumyliecTBa IMH@pa — BBICOKAs CKOPOCTh PabOThl U MEPEMEHHBINH pa3Mep
kimo4ya. RC4 noBONBHO ySI3BUM, €CIIM MCIIOJIB3YIOTCSl HE CIydaiHble WM CBSI3aHHBIE KIJIIOYH, OJIUH
KJIFOUEBOM MOTOK MCHOJB3YETCSl JBAXIbl. DTHU (AKTOPbI, a TAKXKE CHOCOO MCIOJIB30BAaHUS MOTYT
cenaTh Kpunrocucremy HebezonacHoi (Hanpumep, WEP).

[Toroxossrit mmdp RC4 Obin co3nan Ponom PuBectom m3 RSA Security B 1987 rony. Xots
ounmansHo cokpamienue obozHaqaet Rivest Cipher 4, ero yacto cuuTaroT cCoKpaiieHueM ot Ron’s
Code.

[Mudp sBusics xKomMMmepyecko TailHOW, HO B ceHTA0pe 1994 roma ero omucanue ObLIO
aHOHUMHO OTHpaBjieHo B paccbulky Cypherpunks. Bekope onucanue RC4 Obiio onyOiauKoBaHO B
HbpIOC-Tpynmne sci.crypt. IMeHHO OTTyna MCXOIHBIA KO/ TOManl Ha MHOXECTBO CalTOB B CETH
Wutepner. OnyOnukoBaHHBIA mupp JaBan Te ke MUGPOTEKCTHI Ha BBIXOJE, KakHUe JaBaj
nommHHbE  RC4. Ilo-BuagmMomy, HaHHBIH TEKCT OBLI TIOJY4eH B pe3yibTaTe aHaau3a
ucrnoiHgeMoro kojaa. OnyOnuMKOBaHHBIM IMIMEGP COBMECTHM C HUMEIOIIUMHUCS HPOAYKTaMH,
ucnonb3yrouMu RC4, a HeKoTOpble YYaCTHUKH TeleKOH(pEpeHIMH, WMEBIINE, MO HX CJIOBaM,
noctyn K ucxoaHomy kony RC4, moarBepawsiv MAEHTUYHOCTh AITOPUTMOB MPU Pa3IMUUsAX B

0003HAYEHUSIX U CTPYKTYpPE MPOTrPAMMBI.
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[TockonbKy NaHHBIA alrOPUTM HM3BECTEH, OH Oojee He SBIIETCS KOMMEpPYECKOW TaiHOM.
Onnako, Ha3Banue «RC4» sBisercst Topropoii Mapkoid komnanuu RSA. Tlostromy nnorna mugp
Ha3piBatoOT «ARCFOUR» mmun «ARC4» (umes BBumy Alleged RC4 — mpeamonaraemsiii RC4,
nmockoiabky RSA odunmansHOo He omyOaumKoBajla ajaropuTM), 4YTOOBI HM30€kKaTh BO3MOXKHBIX
IIPETEH3UM CO CTOPOHBI BIIaJIEIIblIa TOPTOBOM MAapKH.

HIupp RC4 mnpumensercs B HEKOTOPBIX ILIMPOKO PACHpPOCTPAaHEHHBIX CTaHIApTax |
npotokojiax mudpoBanus Takux, kak WEP, WPA u TLS.

['maBHbIMH (aKTOpaMH, CIOCOOCTBOBABIIMMU HIMpOKoMY npumeHeHHo RC4, Obutn npoctoTa
€ro armnapaTHod U NpOrpaMMHON peaju3alluy, a TaKKe BBICOKAs CKOPOCTb PadOTHI ajJropuTMa B
000ouX cIyJasx.

B CHIA anuHa kiro4a A7 UCHIOJIb30BaHUSI BHYTPHU CTPaHbl peKOMEHAYeTCsl paBHOM 128 OuTOB,
HO corlamnieHue, 3akmouénnoe Mexay Software Publishers Association (SPA) u mpaBuTenbcTBoM
CHIA paér RC4 cnenmanpHbI CTaTyc, KOTOpBIM O3HA4aeT, YTO Pa3pEUIEHO 3KCIOPTHPOBATh
mmdpel mHON Kiroda 10 40 OuT. 56-OMTHBIE KIIIOUM Pa3pelIeHO MCIOIb30BATh 3arpaHUYHBIM
OTJEIICHUSM aMEPUKAHCKUX KOMITAHUH.

Onucanue ajleopumma

i i

Yq’

0 1 2 __§_[i]+5[_j]___ i § 253254 255
sl L1 LT [TT1]
l T smlsfPdsm

K slil+s[i]

Puc. 2.62. I'enepatop kimodyeBoro notoka RC4

SAnpo anroputma coCTOMT M3 (YHKIUU TE€HEpaluu KIYEeBOro IOToKa. IJTa (QyHKIUS
TeHEpHUPYET mocheaoBaTebHOCTh OUTOB (Ki), KOTOpast 3aTeM 0O0BETUHAETCS C OTKPHITBIM TEKCTOM
(mi) mocpecTBOM CyMMHUPOBAHUS 110 MOAYIIIO JBa. Tak momydaercs mudporpamma (ci):

c; =m; Bk

Pacmm¢poBka 3akito4aercss B pereHepaiy 3Toro KideBoro notoka (ki) u cioxeHuu ero u
mudporpaMmel (ci) Mo MOAYJIO ABa. B cuiy cBONCTB CyMMUpPOBaHHUS MO MOAYJIO JIBa HA BBIXOJE
MBI MTOJIYYUM UCXOTHBIM He3amu(pOBaHHbIN TEKCT (mi):

mi=coki=(mok)bk

Jlpyras riiaBHas 4acTh aqroputMa — (YHKIWS HHAUAIU3AINH, KOTOpask MCIOIB3YeT KU
MIEPEMEHHON JUTHHBI JUTS CO3/IaHMsI HAYaJIbHOTO COCTOSTHUS TeHEepaTopa KIFYEBOTo MOTOKA.

RC4 — ¢akTuuecku Ki1acc allrOpUTMOB, OMPEENIIEMBIX Pa3MEPOM €ro 0JoKa. ITOT mapamerp

n ABJACTCA PasMEpoM CJIOBa IJId aJIropuTMma. O6BI‘IHO, n = 8, HO B ICIAX aHajJIn3a MOXKHO
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YMEHBIIUTH ero. OJHAKO /ISl MOBBIIICHUS 0€30MaCHOCTH HEOOXOAUMO YBEIUYHUTH 3Ty BEIUUYUHY.
Buytpennee cocrosHue RC4 mnpencraBisercs B BUIE MaccuBa CIOB pa3MepoM 2n M JABYX
CUETYHMKOB, KaXKJIblii pa3MepoM B OJHO CJIOBO. MaccuB H3BECTeH Kak S-00kc, W pganee Oyxaer
o0o3HavaTbea kKak S. OH Bceraa COAEpKUT MEPECTAaHOBKY 2n BO3MOXKHBIX 3HaueHu# ciosa. JlBa
cYeT4YrKa 0003HAYCHBI uepe3 1 U j.

Anroputm ununmanuizaunn RC4 npuBeneH Huxke. OTOT alrOpPUTM TaKXKE Ha3bIBAeTCs
anroputMoM kirodeBoro pacnucanus ( Key-Scheduling Algorithm or KSA). Dror anroputm
HCIIONB3YET K04, coxpaneHHbIN B Key, n umeromuii nmuny | 6aiit. MHUImanu3anus HaunHaeTcs ¢
3aIl0JIHEHUS MacCuBa S, Jlajiee 3TOT MACCUB MEPEMEIINBAETCS ITYTEM IIEPECTAHOBOK ONPEIEIIEMbIX
KIIo4oM. Tak Kak TOJBKO OJIHO JEWCTBUE BBIMOJHSAETCA HAA S, TO JOJDKHO BBINOJHSATHCS
yTBEpPXKJACHUE, UTO S BCEra COACPKHUT BCE 3HAUEHUS KOJOBOTO CIIOBA.

HauanpHoe 3amosiHeHre MaccuBa:

fori=0to2n—1
S[i] =i
CkpeMOnupoBaHue:
j=0
fori=0to2n—1
j=( + S[i] + Key[i mod I]) mod 2n
[Tepecranoska (S[i], S[j])

['enepatop xiroueBoro nortoka RC4 mepecraBnser 3HadeHUsI, XpaHsAIIHecs B S, U KKK pa3
BBIOMPAET pa3InyHOE 3HAYEHHUE U3 S B KauecTBe pesyibTata. B omHom nukine RC4 onpenensiercs
0JIHO n-OutHOEe ciaoBo K M3 KIHOYEBOro MOTOKA, KOTOPOE B MOCIEAYIOLIEM CYMMHUpPYETCS C
MCXOJHBIM TE€KCTOM JJIsl MOJTYYEeHHsI 3alIM(PPOBAHHOTO TEKCTa. DTa YaCTh alrOpUTMa HA3BIBAETCS
reHepaTopoM IceBaoCayYaiiHoi mocnenoBarenbHoctH (Pseudo-Random Generation Algorithm or

PRGA).

Muannuanuzanus:
i=0
j=0

[ukn renepanuu:
i=(i+1)mod2n
J=( + S[i]) mod 2n
[Mepecranorka (S[i], S[j])
Pesynbrat: K = S[(S[i] + S[j]) mod 2n]
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besonacnoctb

B ornmume ot coBpemenHbix mmdpoB (takux, kak B eSTREAM), RC4 ne ucnomb3yer
OTIENbHONW OKa3uM (nonce) Hapsily € KIIOYOM. OTO 3HAUUT, YTO €CIM OJUH KIHOY JOJKEH
UCIOJb30BAThCS B TEYEHHUE JOJIOro BpPEeMEHU s IIU(PPOBaHMUS HECKOJIbKUX IIOTOKOB, caMa
Kpunrocucrema, ucronb3yomas RC4, nomkHa KOMOMHUPOBATH OKA3UI0 M JIOJITOCPOUYHBIM KIIIOY
JUId MoJIydeHus: noTokoBoro kimoda s RC4. OauH 13 BO3MOXKHBIX BBIXOJOB — I€HEPUPOBATH
HOBBIN Kito4 1711 RC4 ¢ moMonipio Xam-GyHKIUKA OT JOJITOCPOYHOTO KIiItoua M okazuu. OmHako,
MHOTH€E MPUWIOKEHUs, ucnoib3ytomue RC4, mpocTo KOHKaTeHUPYIOT KIIF0Y M oKa3uto. 13-3a aToro
1 cnaboro pacrnucaHus KIo4el, ucrmonb3yemoro B RC4, mpuioxxeHne MOXeT CTaTh ySA3BUMBIM.

3neck OyAyT pacCMOTPEHBI HEKOTOPHIE aTaku Ha (P U METOBI 3alTUTHI OT HUX.

Manunyassuusa GuramMu

HIupp RC4 kpaiiHe ysA3BUM K MaHUMYJSIIMM OWTaMH, €CJIM OH HE pPEAIM30BaH BEPHBIM
obpazom. M mosToMy OH ObLII MPU3HAH YCTAPEBIIUM MHOI'MMHU CO()TBEPHBIMU KOMIIAHUAMU, TAKUMHU

kak Microsoft. Hanpumep, B .NET Framework ot Microsoft orcyrctByet peanuzanus RC4.

HUccaenopanus Py3a H BOCCTAHOBJICHHEC KJIIKOYA U3 MMEPECTAHOBKHU

B 1995 rony Annapio Py3 (Andrew Roos) skcriepuMeHTaIbHO TPOHAOIIOAAI, YTO MEPBEI OaiT
KJIFOUEBOT'0 MOTOKA KOPPEIUPOBAH C NEPBBIMU TpeMsl OailTaMu Kitoua, a MepBble HECKOJIbKO OalT
MEPEeCTaHOBKU TMocie anroputMma pacnucanus kimouell (KSA) koppenupoBaHHBI ¢ HEKOTOPOH
JIMHEHHON KOMOHMHAaIMer OalT Kiroua. DTH CMelleHHsa He Obun mokaszanbl 1o 2007 roma, xorma
ITon, Padu u MpiiTps nokazain KOppearpoOBaHHOCTh KJtoua M KitodeBoro notoka. Takxke Ilon n
MbilTps nA0Ka3aii KOppEeIMpPOBAaHHOCTh NEPEeCTaHOBKM U Kitoda. [locrmennsisi pabora Takxke
UCIOJIb3YET KOPPEIMPOBAHHOCTh KJIIOYAa W MEPECTAaHOBKU U TOTO, YTOOBI CO3JaTh MEpPBbII
QJITOPUTM IIOJHOIO BOCCTAHOBIJIEHHs KJItOUa M3 IOCIENHEHN nepecTaHoBkH mnocie KSA, He nenas
MIPENONIOKEHUH 0 Kitoue U BekTope nHunuanu3anuu(V or Initial Vector). DToT anroputm numeer
MIOCTOSIHHYIO BEpOSITHOCTh yclieéXxa B 3aBUCUMOCTH OT BPEMEHM, KOTOpasi COOTBETCTBYET
KBaJIpaTHOMY KOPHIO M3 CJIOKHOCTH ToJHOTro mepedopa. [lo3nnee Obuio cienaHo MHOTO paboT o

BOCCTAHOBJICHUHU KJIFOYa U3 BHYTPCHHETO COCTOSIHUA RC4.
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ATtaka ®aypepa, Mantuna u lllamupa (®MII)

B 2001 rony, @nypep, Mantun u Hlamup ony6nukoBanu padoTy 00 ysI3BUMOCTH KIFOYEBOTO
pactimcanust RC4. Onm mokasanu, 9To cpeir BCeX BO3MOXKHBIX KITFOUEH, TEPBBIE HECKOJIBKO OAMT
KJIFOUEBOTO IMOTOKA SIBJISIIOTCSI COBCEM HecHydaHbIMH. M3 3TUX OalT MOXHO C BBICOKOH
BEPOATHOCTBHIO MOJY4YUTh HMHGPOPMAIMIO O HUCHoib3yeMoM mmmdpom kimoue. W ecnu
JOJTOBPEMEHHBIM KJII0Y U OKa3Hs (nonce) MpocTo KOHKATEHUPYIOTCS JUIS CO3JaHMs Kiroda mudpa
RC4, 1O 3TOT MONTOBPEMEHHBIN KIIIOY MOXET OBITh MOJYYeH C MOMOUIbIO aHaJIHM3a OCTATOYHO
00JIBIIOr0 KOJMYECTBA COOOIIEHUH, 3alM(POBAHHBIX C HCIIOJIB30BAHMEM JAHHOTO KiIOYa. JTa
VSI3BUMOCTh W HEKOTOpbIE CBsi3aHHbIE C Hell 3¢ @exThl ObUIM HCIOJIB30BAHBI MPH B3JIOME
mmdposanuss WEP B GecipoBoanbix cetsax cragaapra IEEE 802.11. OT1o nokaszano HeoOX0AUMOCTh
ckopeiteit 3amenst WEP, uTo moBiekio 3a co0oil pa3paboTKy HOBOro CTaHaapTa 0e301MacHOCTH
oecnpoBoHBIX ceTeid WPA.

Kpunrocucremy MOXXKHO clieiaTh HEBOCIPUMMUYUBOM K 3TOM aTake, eciau OTOpachiBaTh HAYalo
KITIOYEBOTO MOTOKA. Takum oOpa3oM, MoauUIMpoBaHHbIi anroput™ HasbiBaeTcs «RC4-drop[n]»,
r1€ N — KOJIMYecTBO OalT M3 Hayaja KIIOYEBOrO II0TOKA, KOTOpBIE CIENYyeT OTOPOCHUTb.

PexoMenioBaHO MCIIOIB30BaTh N = 768, KOHCEpPBATUBHAS OLIEHKA cocTaBisieT n = 3072.

ATtaka Kasiina

B 2005 rony Anapeac Kusitn nmpencraBun ananu3 mmgpa RC4, B KOTOpoM OH ykaszan Ha
CWJIBHYIO0 KOPPEJIMPOBAHHOCTD KJI04a U KirodeBoro noroka RC4. KisiiiH npoananu3upoBall aTaku
Ha nepBoM payHe (rmogooHsie atake @MIII), Ha BTOpoM payH/e ¥ BO3MOXKHBIE UX yayulieHus. OH
TaK)K€ TMPEAJIOKUI HEKOTOpble HM3MEHEHHsl alropuTtMa JUisl yCUJIeHHsl cTolikoctu mudpa. B
YaCTHOCTH, OH YTBEpPX/IaeT, YTO €CJIM IOMEHSATh HallpaBlieHHE IMKJIa Ha 0OpaTHOE B aJlfOPUTME

KIIFOUEBOTO pAaCIUCaHMsI, TO MOXKHO cAenaTh mudp 6onee cToiikum k atakam tumna GMIII.

KomOunnaTopHasi npodaema

B 2001 rogy Aau [lamup u Uiixak MaHTHH NEepBBIMH ITOCTaBUIM KOMOMHATOPHYIO MTPOOIIEMy,
CBSI3aHHYIO C KOJIMYECTBOM BCEBO3MOXKHBIX BXOJIHBIX M BBIXOJHBIX JaHHBIX mmppa RC4. Ecnu u3
BCEBO3MOXKHBIX 256 »JIEMEHTOB BHYTPEHHETO COCTOSHHA IIH(pa H3BECTHO X JIIEMEHTOB U3
cocTostHUA (X < 256), TO, €ClIN NPEATIONO0KUTH, YTO OCTAJIBHBIE 3JIEMEHTHI HYJIEBBIE, MAKCUMAJILHOE

KOJIMYCCTBO JJICMCHTOB, KOTOPLIC MOTYT OBITh MOJIYUYCHBI ACTCPMUHHUPOBAHHBIM aJITOPUTMOM 3a
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cienyoomue 256 payHaoB Takxke paBHO X. B 2004 romy 3TO mpeanonoxeHwe ObLIO JOKa3aHO
Copamroru [Tomom (Souradyuti Paul) u baprom IIpsaunom (Bart Preneel).

IIporpammuas peaausauus

PabGora MHOrMX MOTOYHBIX IM(POB OCHOBaHA HA JMHEWHBIX PETMCTPax CABHUra ¢ O0OpaTHOM
csa3pio (LFSR). D70 mo3BomseT mocTudb BHICOKOH 3(()EKTUBHOCTH peanu3auuii mudpa B BHIE
NC. Ho 3arpynmHser mporpamMMHYyK0 peanm3anuio Takux mudpos. [lockonpky mmdp RC4 He
ucnonb3yeT LFSR 1 ocHOBaH Ha GaiTOBBIX omepanusx, ero y100HO pealn30BbIBaTh MPOrPaMMHO.
TunuuHas peanm3ais BBITONTHAET OT 8§ a0 16 MaIMHHBIX KOMaH] Ha KaKIbId OalT TEKcCTa,

MO3TOMY ITpOrpaMMHas peanu3anus mudpa 1omKkHa padboTaTh 04eHb OBICTPO.

-

B Lwdposanue RC-4 = | B |-

@ain  Momows

a 1 z __‘._—‘»E]]-P-S[__i]___ i L j _ 253 254 255
s I I 1 1T [T [TT]

siillsHH<! s1i]

W
K S[i1+5[1]

K.moyeean ¢pasa ANA reHepanHy Kmoua wHepa
DefaultPazsPhraze

Zawmppoeate PacwuepoeaTe

Puc. 2.63. O0mmii Bu mporpamMmbl

Daitin

Conepxur:
3ammdpoBaTrs — BbHIOOp (haitna, KoTopbeld HeoOXoaumo 3amudpoBarh. [Ipm HaxaTtuu

OTKpbIBaeTCsl UHTEpQEIC, MO3BOISIONINM BHIOpATh (ailsl B MPOBOJHUKE.
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Puc. 2.64. Beibop TekcToBoro ¢aitna st mudpoBaHus

T e O e

Waiin [Ipaska @opmar Bwg Cnpaeka

MOTOKOBLIA wWnip RC4 Obin CO343aH POHOM PUEECTOM W3 RSA Security B 1987 rogy.
XOTA OQWUMANEHO COKpaweHwe 0003HauyaeT Rivest Cipher 4,

ero 4acTo CYMTAWT COKpaweHnWem oT Ron's Code.

| Lt

< | m

Puc. 2.65. llugpyemslii TekcT

PacuiudpoBats — BBIOOp (aiina, KoTOpeld HeoOxoaumo pacmudposars. [Ipu Haxatun

OTKpbIBaeTcsi UHTepdelic, Mo3BOAIOUIMNA BEIOPATh (aiisl B MPOBOAHUKE.

x| eEBcEr

T T S -t

Buaeosanucn [Jokymentel  3arpyskn  V36panHoe

B Rk P N

WMzobpaxe... KoHTakTel Mysbika Mouckn PaBounii

cren

R 9

CoxpaxenH...  Ccbinku
urpbl

Wms daitna: ITeKCT.bd

Tvn ainos: |°Pannb|. sawmnepposartbie RC-4 (" rcd)

Puc. 2.66. BeiOop TekcToBoro ¢aiina ais pacumuppoBaHus
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Puc. 2.67. 3amudpoBaHHBII TEKCT

BBIXOII — BBIXOI U3 ITPpOIrpaMMBbI.

Iomoww

Conepxur:
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AJTOpuT™M — OTOOpa)kaeT TEOPETHUYECKYI0 HHGopManuio 00 alroputMme, pealnn3yeMoM B

naboparopHoii padore.

,
T T

AApo aNrOPKTHA COCTOWT W3 PYHKLMK FEHEPALMM KNNEES0rD NOTOKA,

3Ta PYHKLMA MEHEPHPYET NOCABA0BATENEHOCTE GUTOE (ki) KOTOPaA SaTemM OfbEIMHARTCA C
OTKPETEINM TEKETOM [Mi] NOCPEACTEOM CYMMMPOBAHUA N0 MOAYAK AB3.

T ak. NONYYEETCA W pOrpantaa [ci).

Pacwmdpoeka 3aKM0YSETCA B PEMEHEPALMM 3TOMD KAKYEEOrD NOTOKE [ki] W CACKEHUM Mo 1
LWHPpOrpardrag! [Ci] No kMogynn gea.

B cuny cEONCTE CYMMUPOBAHWA N0 MOZYN0 S HA BBIXOAE Ml NONYYHM HCKOLHEI
HESAWMPPOEaHHEIR TerkcT{mi].

Jpyran rnaEHan 4acTe aNFOPHTIME = PYHKLMA HHLWAMMSAUWH, KOTOPEA MCNOMBSYET KAk
MEPEMEHHON LAMHE! 11A COSLAHWA HAYaNEHOMD COCTOAHMA MEHEPATOPE KINYSE0rD NOTOKA.

FC4 — hakTHIECKM KNACT NFOpMT MOE, ONPEQENAEMEX PE3MEPOM EM0 G0KA.

3TOT NapaMETR N ABNASTCA PASMEPOM CADEA ANA anropuTa, OfbiMHo, n = 8, HO B WenaAx aHansa
MOHHD YMEHELIWTE Ero.

OaHako 4nA NOBBILEHWS SE30NACHOCTH HEOGXOIMMO YEEMMYMTE 3TY BEAHYAHY. BHuTpeHHE:
coctoaHye RC4 npencT aBnAsTCA B BMAE MACCHES CNOE PASMEPOM 2N W YK CYETUWKOE, Kam ki
PasMepOM B QOHOD CN0B0. MaccHe HEEECTEH Kak S-8okc, W aanee GydeT ofosHavarecA kak 5. OH
ECErLA COAEPHMT MEPECTAHOBKY 2N BOSMOMHEIX SHEYEHME cnosa. JlBa cyeTuMka ob0sHaYeHE Yepes |
Wi

ANrOPHTM WHHUHANKSAUWHK RC4 npuesnes Husxe.

(3TOT ANTOPHTM TaK#E HASEIESETCA ANMOPMTMONM KAKYSE0rD PAcrMcanua [aHrn. Key-Scheduling
Algorithm or K.54),

3TOT AArOpMTR MCNOAESYET KAKY, COXPAHEHHEI B ey, W umeowmi gauy | Gaim. MHuumanisaumwa
HEMUHAETCA © SaMN0AHEHMA MACCHES 5, 1aNSe 3TOT MACCHE NEPEMELMESETCA NYTEM NEPECcT SHOEOK
OMPEAENASMEIX KYOM.

Tak Kak TONBKO 0OHD AERCTEWE BRINOAHASTCA Hag 5, TO A0MKHO BEINOIHATECA YTBEMHLEHME, yTo 5
ECErLa COAEPHMT BCE SHAYEHWA KOLOEOrD CAOEA.

HayaneHoe sanofHeHHE MaccHBa:

fori=0ta2n:1
Sl =i
EK_pemﬁnMpoBaHue:
fori=0to2n>1

i =+ 5[]+ Keylimod []) mod 2n
Mepecranoer.a [S[i]. 5[l

[eHeparop knovesoro notoka RC4 nepecTasnAeT sHAYEHWA, ¥PAHAWWECA B 5. W kawaell pas
EEISMPEET PESNMIHOE SHAYEHWE WS 5 B KaYeCTEE PEsyYnETaTa.

B ogHor ukkne AC4 onpegenaeTca ogHo n-GWTHOE cnoso K W3 kandYesoro NoToka, KOTOpO:E B
MOCASLYIILEM CYMMUPYETCA © HEXOMHEIM TEKCTOM 1A MOAYHEHHA SaLMPPOBSHHOMD TEKCTA.
374 4aCTE aNropuTMa HASEIEAETCA MEHEPATOPOM NCEBAOCNYYSRHON NOCNELOBSTENEHOCTH [aHr .
Pzeudo-R andom Generation Algorithm or PRGA).

W HUUManHzaum9a:
i=
i=0
Ll Mk reHepauu;
i=[i+1]mod 2n
i=1[i+5[i]) mod 2n
MNepectaroera [S[i]. S[]
Pezynerar: K = S[(S[i] + 5[]l mod 2n]

Puc. 2.68. Onucanue paboTHI aropuTMa

ABTOp — oToOpaxkaeT wHOpMaiuio 00 aBTOope jabopaTopHON pPabOTHI M €ro HAyYHOTO

PYKOBOIUTEIIS.
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Red =

Beinonnwn: Crapues C.C. K311-1-3

Pykosogutens: aouenT kadeapel MHdopmaunorHoei BesonacHocT bapanoea EK
Poccniickwii rocygapcTeeHHBIR coumaneHeli yHueeponTer, 2011 r.

Puc. 2.69. Nudopmarus o0 aBTOpe ¥ pyKOBOTUTEIIS

IToae “Karwou”

B 310 mose BBOAATCS CUMBOJIBI, SBIsTIOIuecs Kirouom, KOTOphIid HEOOXOANM JUTsl peann3anun
mr(poBaHUs METOIOM, UCTIONB3YEMBIM B aJITOPUTME.

OxkHo npouecca muppoBaHus

OtoOpakaeT mponecc mudpoBaHus U pacmupoBaHUs, a HWMEHHO: HHHUIIMAIU3AIUIO

MaTpulbl, BBIIIOJIHCHHUC IICPCCTAHOBOK, CUHUTBIBAHUC 6J'IOKa, KOJINYCCTBO 06pa6OTaHHBIX OaliT u

3anCh OJIOKA.

B Lndposanme RC-4 I =nREn X

Tainn  lNomows

a 1 z SLi]+5S[i] 253 254 255

RN AN

1
l stil->He S0 I
K slil+s[i]

KmoyeBan Pppasa AnA reHepalHH KmoYa wMppa
DefaultPazsPhrasze

3awmpposaTs ‘ Pacwmpposars

Hauano sawmeposaHua
MHHUMANMEALUMA MATPHUEL.
BrinonHeHo 266 nepecTaHoEOK,
OTEpETUE hafinos..

CumWTaH Snok,

Q&patorano 177 gair
3anucaH Gaok

SaWMppOBaHME OKOHYEHD

W “—

Puc. 2.70. Oto6paxenue nporuecca mmdppoBaHus
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ITocaenoBaTeJbHOCTD AeHiCTBHH

Bribpatb BXOJIHOU U BBIXOJIHBIN Gaitnel, BBECTU KIIIOY, HaXXaTb
«3amudposars/PacumdpoBars». T.K. alroputM CUMMETPUYHBIN, TO MPOLECCH IH(PPOBAHUI U
pacippoBaHUs aHAJIOTUYHBI.

3axnouenue

beuta mocraBneHa u, B XOJ€ MOATOTOBKH JaHHOW JTa0OpaTOPHOW pabOThI, TOCTUTHYTA LIEIb:
pa3paboTka mporpammbl, peanusyoomeil anroputm mudposanus RC4, a Tak e pacCMOTpPEeHbI U
U3y4eHbl 0COOEHHOCTH 3TOr0 AJIFOPUTMA.

[TorokoBerii mmpp RC4 061 paspaboran Ponom Puectom B 1987 romy. Ortor mmdp
MO3BOJISIET HKCIIOJIB30BAaTh KIIOUM pazMepoM oT 8 mo 2048 Out (¢ marom §). B RC4 s
3amm@poBaHus U pacuMPpoBaHUS TPUMEHSIOTCS OJHU U T€ XK€ JCHCTBUSI: TEHEpUPYETCs raMMa,
KOTOpasi HaKJIaJbIBaeTcs Ha IM(ppyeMoe COOOIIEHHE MYTeM CIIOKEHUS M0 MOIyiro 2 (omeparus
XOR).

RC4 npumensiercs B Takux npoaykrax, kak Microsoft Office, Lotus Notes, Adobe Acrobat u
Ap.

Anroputm RC4 sBnsiercs cooctBeHHOCTRIO KoMnanuu RSA Data Security, Inc. Ero onucanue
HUKOTJa He ObLJIO OMyOJMKOBAaHO W MNPEJOCTAaBIIAJIOCH MapTHEpaM TOJBKO IOCHE IMOJIMUCAHUSA
cornameHus o Hepasrnamennd. OxHako B ceHta0pe 1994 roxa B crimcke pacceuiku Cipherpunks
(IlImpponankn) KTO-TO AHOHUMHO OITyOJUKOBAI QJITOPUTM IIM(PPOBAHUS, KOTOPHIM Ha BCEX
M3BECTHBIX TECTOBBIX 3HaueHMAX coBmajgan ¢ RC4. C tex mop caMm ajroputr™m mnepecran ObITh
cekperoM, HO Ha3BaHue RC4 ocraercs ToproBoil mapkoil. To ecTb, uTOOBI MOJIYYUTH IMPaBO
3asBJIATh, YTO B KOMMEPYECKOM IIPOrpaMMHOM IMpoaykTe ucmnonb3yercs RC4, Heobxoaumo
npuoOpecTy JHUIeH3uI0 Ha 3ToT anroput™ y RSA Data Security. A 0e3 JNHIICH3UH MOXHO
YTBEPKAATh JIMIIb TO, YTO "HCMOIb3YETCs alfOPUTM, oxokuil Ha RC4 u coBmajaronuii ¢ HUM Ha
BCEM M3BECTHOM MHOXkecTBe TecToB". FiIMeHHO mosTomy Ha sizbike ADA Obu1 peanusoBan Alleged

(npenmnonaraemsriii) RCA4.

2.3. 3agaHme Ha CaMOCTOAITEJIbHYI0 PpPadoTy no MUPPOBAHHUIO C
CEeKPETHBIM KJIKY0M

Kpunroanaaus mu@poTeKcToB MOJYy4YeHHBIX METOA0M FrAMMHUPOBAHUSA

3amanvieM I TaHHOW J1abopaTOpHOM paboOTHl SBISETCS OTHICKAHHUE OTKPBITOTO TEKca
3amu(pOBAaHHOTO METOJIOM TaMMHUPOBAHMSI TPU IOMOINU CABHUTOBOTO DPETUCTpa C JHUHEHHON
oOpatHO# cBsi3br0. [[msi cmaum paboThl HEOOXOJMMO MPEAOCTaBUTH TEKCT daitna otuera. IocJe

MOJIYYeHUS BEPHOI'0 OTKPBITOI0 TEKCTAa HEOOXO0AMMO IO HAWICHHON YacTH KJIKYAa BPYYHYIO
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onpeesINTh MOJI0KeHNe 0TBOIOB B perucrpe npu nomoumm ajaropurma bepiaexkamna-Mecen n
NpPEJCTaBUTh TAONMUIy BbIBOJAA s MpoBepkH. HeoOXoammo 3aMeTuTh, YTO 3TO SBISIETCS
00513aTeNIbHBIM ILIArOM YK€ 110CJIe HAaX0X/IEHUs] BEPHOTO OTKPHITOro TekcTa. [l MpoMexXyTOUYHbIX
HaXOXXJICHUH TOJ0XKEHUH OTBOJOB B pErucTpe aiaroputm beprnexksmma-Meccu HCIoOIb30BaTh
HEOo0s3aTeNbHO, MOKHO BOCIOJIB30BATHCS METO/J0M, OCHOBAaHHBIM Ha HAaXOXXICHWU OOpaTHOU

MaTpULbIL.

Oo01ee onucanue J1a00paTOpHO padoThI

Llenbio paboTHI ABISETCA MPUOOPETECHHE MPAKTHUECKUX HABBIKOB KPUIITOAHAIN3A aJIUTUBHBIX
mudpoB.

Pesynbrarom pa®oThl sBisSIeTCA TMOJYyYEHHE OCMBICIEHHOTO OTKPBITOTO TEKCTa U3
3amu(pPOBAHHOTO COOOIICHHUS MPHU TOMOIIM Y4eOHOH MporpaMmbl, Ha3biBaeMol «Kpumroanamu3
agmutuBHoro tmdpa LSRy». JlaboparopHas pabora mpeacraBisieT OO0 HUCHOMHSAEMBINA (aiin

LSR.exe (yuebHas mporpamma) u Habop U3 25 BapuaHTOB 33aHUA (3alIU(PPOBAHHBIN TEKCT).

OO0umuii BUJI 0KHA Y4eOHOM NPOrpaMmbl

[Iporpamma LSR.exe mnpexacraBnseT coOOd HCHONHAEMBIN (aiiia, KOTOpBIA 3amycKaercs

JIBOMHBIM Ha)kaTueM Ha [MUKTOIpaMMy

Puc 2.65. ITuxrorpamma LSR
[Tocie uero Ha HSKpaHe NOSABISAETCS IUAIOTOBOE OKHO, IMpeJCTaBisioniee co00il OKHO

nmabopaTopHO paboThI (pabouee OKHO).

% KpmMnToaHanms aaamTmMBHOr o wmcgppa LSRR

BapnaHT [ CnoxeHue No Moaynio 2 I arra -
|1 -] 3arpysmTb ' II'IepBacl cTp I artbl He T

+

Wiricpporpamma IBTopaq cCTR

R = IPesyanaT

[ MNonoxeHure oTeEocaoe |
EBeBeamrTe Nepeyio CTPOKY

HaiaeHHoM MaTpuubl A - OTKPBITBIA TEKCT

A 1= |0000000 MonyunTe |

AN YKEXKHMTEe oTEoabl 277

NpUCYTCTEYIOWLME B
Mpeasiaywas | pervcTpe:

h6 h5 h4 h3 h2 hl h0

Cneayiouwan | | m (m (]

- HauancHoe sanonHeHume - TueT o paboTe

lppaanLSElon ]

KonuruecTeo Bnokoe Hazaq

BepoaTHaa Surparmma I—E'——LI MoﬂenMpDBaTbl MaTprua A |
TekeT
B e ol

Mozruma e TekcTe

Puc 2.66. Buemnnii Bug okaa LSR
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Pabouee okHO mabopaTopHOil pabOThI pa3zeneHo Ha 7 OJIOKOB, KOTOPBIE MPEACTABISIOT COOOM
OTAENBHO MOCJEIOBATEIbHO BBINOJHSAEMBIE IIArd Ja0OpaTOpHOM paboThl M OJOK yrpaBieHUs.
Pabota nmocnenyronmx 010K0B 6a3upyercs Ha pe3yiabTaTax paboThl IPEAbLIYIIHX.

Kparko nepedncium u mosicHuM 3TH OJIOKH:

» Bapuant. briok npenHasHadeH sl 3arpy3KH BHEIIHEro Qaiiia BapuaHTa B
COOTBETCTBHMM C  BBIOpAaHHBIM  HOMEPOM, OTOOpaKEHHsS TEKCTa  3aJaHHs
(momzaronoBok Iludporpamma) B 3amudppoBaHHOM BHJIC B OUTOBOM IIPEACTABICHUH
U BBIOOpa OAHOW M3 HambOoiiee BEpOATHBIX OWrpamm (mon3aroyioBok BepositHas
ourpamma). Kpome Toro B Gsioke HaxoasTcs KHONKH yrpasinenus «lIpensinymasy» u
«Crnenyromas» A mepexoja K COOTBETCTBEHHO MPEAbIIYIINH M MOCIETyIONEH
MO3HIUH, KOTOPAs SBJISETCS BEPOATHOMN IMO3UIUEH 1151 OUTpaMMBbl;

» CioxeHHe 110 MOAYJIIO ABa. biok npeaHasHadyCH MAJId OTBICKAHHA 4YaCTH

BEPOATHON ramMMbl IYTEM CJIOKEHHUS MO0 MOJIYJIO0 JABa OUTOBOIO IMpEACTABICHUS
BEPOATHONM  OuWrpaMMbl ¥ OWUTOBOrO  IpPEACTaBICHHS  BBIOPAHHOM  4YacTu
3aM(pPOBAHHOIO TEKCTa;

» Tlonoxenue 0TBOJIOB. biok npceaHa3HadYCH JIA BBOAA CTPOKH MATpPUIbI A,

KOTOpasi OMpEeNeNsieT MOJOKEHHE OTBOJIOB B PETHCTpPE, WM YKa3aHUS TOJIOKEHUS
OTBOJOB NYTEM 3aMOJHEHUS COOTBETCTBYrOIMX mnosiei. IlosioxkeHne OTBOIOB
onpejeasieTcss CTYAEHTOM MCHOJb3Yys MOANPOrpaMMy, KOTOpasi BbI3bIBACTCS
HaxatueM kHomku «MaTtpuna Ay». BpINOJHSIOIHKI cocTaBisieT BeKTOpa
S(1),...,S(8) m moamporpamMma, HCIHOJIB3YS METOJ OCHOBAHHBIM Ha HAXOXICHUU
oOpaTHOM MaTpullbl (c moMoIIbl0 MeToAa ['aycca), HAXOAUT MaTpully oOpaTHYIO K
X1 u matpuiy A (3HaueHHE MIEPBOI CTPOKH, KOTOPO HEOOXOIUMO JIJISl OTIPEICTICHHS
MOJIOKEHHUS OTBOJIOB).

» HauvanpHoe 3amosiHeHue. biok mnpemaHasHadeH IS TOWCKA HAYaJlbHOTO

3aMoJIHEHNs BBIOPAHHOIO PETHUCTPA B COOTBETCTBUU C YACTbIO BEPOSITHOM T'aMMBI.
bnok no3Bonsger MmoaenupoBaTh paboTy perucTpa Ha HEKOTOPOE YUCIIO OJIOKOB Haza
(1 Gmox=8 maroB) M moiy4aTh TaKMM OOpa3OM HYKHOE HayallbHOE 3arOJHEHUE,
KOTOPOE TaK ke MPEJICTABICHO B 3TOM OJIOKE;

» Tamma. biok mpenHasHaueH [T OTyYSHHS U OTOOPaXSHHS TaMMBI, KOTOpast
10JIy4aeTCsl MCIOJb3Ysl BUJL PETUCTPA U €T0 HAYAIbHOE 3aIl0JIHEHUE;

> OTKPBITBIA __ TEKCT. biok HCO6XOI[I/IM L TMOJIYYCHHA  TCKCTOBOT'O

MIPEJICTABICHUS] OTKPBITOrO TEKCTA, KOTOPBIA MOJIYUYEH CIIOKEHHEM HIM(PPOBAHHOTO

TEKCTa ¥ TaMMBbI 110 MOJYJIIO 2 U MOCIEAYIOLEN TEPEKOAUPOBKOIA;
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» VYupasienue. brnok sBiseTcss BcromorarenbHbIM. OH TpeIHAa3HAYCH IS
yIPaBICHUEM aBTOMATHYECKUM CO3JaHueM (haiiia oTueTa, HaXOXKIACHHS MaTPHIIBl A
(umeeTcst kKHOTKa «Martpuman Ay, BBI3bIBAIOMIAS MOANPOrPAMMY TOMCKA MAaTPHIIBI
A) m nana 3aBepuieHus pabOThl (B JaHHOM OJIOKE WMeeTcs KHomka «Bwixomy,
MpeHa3HauYeHHas JUIsl 3aBepIICHHs 1a00paTOpHON pabOThl M 3aKpBITUS pabodero

OKHA).

TpeOoBanus K pa3menieHuro gpaiiyion
Hns 3amycka naGopaTopHoil paboTsl HeoOxomumo Hanwuue ¢aitna LSR.exe, mia ee
BBITIOJIHEHUS] HY)KEH (paiiyl COOTBETCBYIOIIETO BapHaHTa (BCEro 25 pa3NUYHBIX BapHaHTOB = 25

(aiinon). daiisbl BapuaHTOB JODKHBI pacIoiaraThCsl B TOM ke Karajiore, yto u LSR.exe. 3amerum,

yto (aiin otuera Isr.log Oyzmer co3gaBaThbest Tak ke B TOM e Karajore.

Heo0xonumble 3HaHUSA
Jlnsi yCHenrHoro BBHIOJIHEHHS J1a00paToOpHOi paboThl TpeOyroTcs 0a30BbIe 3HAHHSA B 00JAaCTH
aJTUTUBHBIX MK(POB, B YACTHOCTH OOIIME MOHATHUS O IPUHIUIIE JICHCTBUS JINHEHHOTO CIIBUTOBOTO
perucrpa, a TaKKe MOoJb30BaTeabckue HaBblkd paborel ¢ OC Windows. M3noxeHHBI paHee
KpPaTKUH TEOPEeTHYECKUI Marepuan SBJSETCS JOCTaTOYHBIM JUIS BBIOJHEHUS J1a00paTOPHOM

paboTHI.

3arpy3ka BapuaHTa

Kaxnomy cTylneHTy mnpenojaaBaTelleM Ha3HAuaeTcs BapUaHT, U B COOTBETCTBUU CO CBOUM
BapHAHTOM CTYACHT BBITIOJHSET JIaDOpaTOpHYIO paboTy.
Jlns 3arpy3kud COOTBETCTBYIOIIETO BapuaHTa IpeJHa3HAayeHO IoJe BbIOOpa U KHOIKA

«3arpy3uTh» B BepxHel yacT Osoka «Bapuant»

BapumanT
|12 -I 3arpy3MTb|

Puc. 2.67.Yactp G110ka BapuaHT

BemonHstonmii paboTy (CTyIeHT) BHIOMpAET OMH U3 MPEJIOKEHbIX 25 HOMEPOB BapuaHTa U

HOKUMAET KHOMKY «3arpy3uTh»

JarpyanTh |

Puc. 2.68. Knomnka «3arpy3utb»
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[Tocne naxatus kHONKK B mone st ureHus «llupporpammay nossisercs 3amudpoBaHHBINT
TEKCT B OWTOBOM TIPEJCTaBICHWM WM BO3HHKAeT coolmieHue 00 ommuoke (cM. CooOmeHus
BBIJIaBaeMbIe B Ipolecce paldoThl). 3amaueil BBITOIHSIONMIETO SBISIETCS pacmindpoBKa JTaHHOTO

TCKCTA.

Wnchporpamma

1111011000110111001
1111111010011100000
0101111011110110101
0110101100011001101
0101010101100011110
1100111101011110010
11100000100010

Puc. 2.69. Ione nns urenus «ludporpamma

B nome gns  urenus «llludporpammay pacmomaraercsi JBOMYHOE IPEACTABICHUE
3amu(poBaHHOTO TeKcTa. Kakaple BoceMb OWUT B COBOKYIHOCTH TPEACTABISIOT COOOH OAHY
3aKOJIMPOBAHHYIO OYKBY. O3HAKOMUTBCS C KOJTUPOBKOW MOKHO B [Ipmnoxenun 1.

Bcero B mone mist urenus «ludporpamma» mpencraBieno 16 3akoaupoBaHHbIX OykB (128
0uT), TakuM OOpa3oM 3amH(pPOBAHHBIM TEKCT MpeICTaBiIseT coOoil cinoBo unu ¢paszy uz 16

CHUMBOJIOB.

BblﬁOp BEPOATHBIX COCTABJISAAIOIIIHNX

[Tockonpky nns panpHeimiero pacimpoBaHUs TEKCTa (2 MMEHHO OTHICKAHUS HAdyallbHOTO
3aM0JIHEHUS €1e HEeOIPelIeIeHHOro perucrpa) Ham tpedyercsa 2*L Out rammsl (L — pa3psiiHOCTD
peructpa, B pabore N=7/ = Tpelyercs 14 OWUT), TO CIETYIONIMM IIIarOM B BBITIOJIHEHUH PaOOTHI
SBJIIETCSL OTpE/ENICHUE BEPOSITHOW OMrpamMMbl M €€ IMOJIOKEHHUs B 3aluppoBaHHOM Tekcre. [

9TOr0 MpEeAHA3HAYCHO I10JIC BBI60pa «BepOHTHa}I 6I/IFpaMMa»

BepoaTHaa Surpamma

TekcT
I ]‘

Puc. 2.70. ITone «BepositHa Gurpamma

77
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Ha Br160p BRIONHSIOMEMY paboty npeanaraercs 8 ourpamm (EH, ET, HA, HU, I1P, PA, CT,
TO). OTu OurpaMMsbl SBISIOTCS HauOOJIEe BEPOITHBIMU B PYCCKOM SI3BIKE, CIICIOBATEIIBHO XOTSAOBI
OllHa M3 HHUX JOJDKHA COJAep)Karcsi B 3alIU(POBAHHOM COOOIIEHUH (CM. MOJHYIO TaOiIuily
BEpPOSATHOCTEH Ourpamm B Tekcte B [Ipunoxxennu 2).

[Tocne BBIOOpa B moJie «TeKCT» BBIPOSTHOM OUTPaMMBbI B COCETHEM TOJIE JUISI YTCHUS TTOSIBUTCS
OWTOBOE MpECTABICHUE ITOH OMTpaMMbl, KPOME TOTO TOKE OMTOBOE MPECTABICHUE TOSIBUTCS B

noJie BBoia «BTopas cTp» 010ka «CioKeHue mo Moyt 2.

IBBpDFITHa‘;I anrpamMma

TekcT

11000010

11000000 -

Puc. 2.71. BeiOpannas Ourpamma

Ha »Tom BbIOOp BeposiTHOW Ourpammbl 3akoHuUeH. Termepb HEOOXOIMMO OIPENEIUTH e
II0JIOKEHHME B TeKcTe. bynem mocienoBaTesibHO nepeOupaTh BCe BO3ZMOXKHBIE MOJIOKEHHS JaHHOU
OurpamMmbl IIpy TMOMOLIM JBYX ympaBisomux kHonok «lIpensiaymas» u  «Cuenyromas»

(momzaronoBok Ilo3unus B TEKCTE).

[Mozmuma B TEKCTE

Mpeablaywan

Cneayiowan

Puc. 2.72. T1o3unus B TEKCTE M YIPABISIOIINE KHOMTKA

[Tpu HaxkaTuu Ha kHONKYy «Cnenyromas» unu «lIpeapiaymiasy B J€BOM IOJ€ pUC 7 MOSBUTCS
4acTh MIMQPPOTpaMMBbl, KOTOpasi COOTBETCTBYET MO3UIUSAM, HOMEpPA KOTOPHIX IMOSBATCS B MPABOM
none st 9yreHus. OIHOBPEMEHHO C ASTHUM TOM30WMIET 3aloJIHEHHWE MEepBOro TMoJs B OJIOKe
«CroKeHue 1Mo MOJIYIIO 2» COJIEPKUMBIM JIEBOTO TOJISI.

[Tocrne Toro xak BeIOpaHa OUTpamMMa U ee TOJI0KEHHE (TO eCTh 3aIOJTHEHBI JIBa BEPXHUX OIS B
omoke «CroxkeHue Mo MOAYNIIO 2»), B molie «=» 0yioka «CIOXKEeHHe MO MOIYTI0 2» MOSBUTCS
pE3yNbTaT CIOKEHUS.

Ha »sToM ompeneneHue BEpOSATHOTO MECTOTOJIOKEHUS BEPOATHOW OWUTpaMMbl H YacTH
BEPOSATHOH TaMMbI 3aKOHUYeH. TakuMm o00pa3oM MBI HUMEEM MpeArojaraeMyr OWrpaMmy, ee
MpeInoyiaraeMoe MECTOIIONIOXKEHHE M, BEPOSTHO, YacTh Kirova. /lanpHeillue mard mokaxyT HaMm

MMpaBHUJILHOCTL UJIN OIIMOOYHOCTH BBI60pa npeanojaracMbiX KOMIIOHCHTOB.
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Haxo:kaeHue BeposITHOM 4aCTH KJIH04Ya

JlaHHBIN 11ar HEOOXOIUM [UISl PYYHOI'O CIIOKEHUS 110 MOAYNIO 2 COOCTBEHHBIX KOMIIOHEHTOB,
TO €CTh Ha IPEIBIAYIIEM IIare BEposTHAas 4YacThb KJIO4a ObUIa Haii/leHa aBTOMAaTHYecKu. Takum
00pa3oM JIaHHOE ONKCAHNUE MOKHO IPOITYCTHUTb.

Jlns omnpenesieHUs] BEpOSATHOM 4acTH Kiroya Mbl OyaeM HCIob30BaTh OyoK «CroxeHue 1o
MO0 2» ¢ BHECEHHBIMH B HEro Ha IpelblAylIeM ILIare HayajabHbIMU JAHHBIMU (BEPOSTHON

OWrpamMMoi U COOTBETCTBYIOIICH €if yacTu 3amu(pOBAHHOTO TEKCTA).

— CnoxeHre no Mogyno 2 —

MepeaacTp

BropaacTp

| = IPeayanaT

Puc. 2.73. biok «CoxeHue 1Mo MOAYIIO 2
[TockonbKy A7st ONIpeiesieHus] BEPOSITHON YaCTH FaMMBI JOCTATOYHO MPOCTOTO CIIOXKESHHUS 110
MOJIYJIIO JIBa BEPOSITHOW OMTpaMMBl M COOTBETCTBYIOIIEH €l 4acTH 3aiIM(pOBaHHOTO TEKCTa, TO

AT ITOJTYYCHUA H606XOI[I/IMO Ha’XXaTb KHOIIKY «H».

Puc. 2.74. Knomka «+» (CIOXHTB)

IToce dero B moyie «=» IMOSBUTCSI HCKOMAs 4acTh BCpOS[THOI\/JI TaMMBI.

R T B R P P P s |

= |0010110001100000

Puc. 2.75. Tlone «=» - pe3yabTaT CI0KEHUS
TakuMm 06pa3oM MbI onpenenuian 16 OUT KiII0ueBOi MOCIeA0BATEIbHOCTH, KOTOPhIE HYKHBI
HaM JUIsl OTBICKAHUS TOJIOKEHUSI OTBOJIOB B PETHUCTPE, HAualbHOI'O 3allOJIHEHUS perucrpa u, Kax
CIIeICTBUE, BCEH TaMMBI U OTKPBITOrO TeKcTa. CTporo ropopsi, 2 OUTa U3 3TOM MOCIEI0BATEIBHOCTH
SBIISIIOTCS] U30BITOYHBIMHU, TIOCKOJIBKY JUTSL OIPEACNICHHs TT0JIOKEHUS OTBOJIOB HYKHO 2*7=14 Our, a
JUIS TIOJTyY€HUS HA4yaJbHOTO 3aIllOJIHEHUS BCEro 7 OUT, HO B CBSI3M C BBIOPAHHON KOJUPOBKOM

CHUMBOJIOB MPHUXOAUTCA YYUTBIBATHb U 3THU 2 oura.

Omnpenesienne noJi0KeHnsi 0TBOJA0B

O}IHI/IM N3 KJIKYEBLIX IIIaroB B BBIIIOJHCHUU pa6OTI)I SABIICTCA HaAXO0XICHUE II0JIOXKCHUA

OTBOIAOB B PETUCTPC. B nmanHoit pa60Te mpeamnoJaracTcsa OMnpeaAcIICHUEC IMOJIOKCHHUA OTBOJOB IIPpH
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MOMOIIIM METOAAa OCHOBAHHOT'O HA HAXOXXIACHUU OOpaTHOW MaTpHUIbl METoAOM laycca, HCIoNb3ys
MOJIPOTpaMMy JUIs 0OpaIeHUsS MAaTPHUIIBl M HAXOXKJICHHUS MAaTPHUIIBI A.
Juasi  onpenejieHHsl IO0JIOKEHHMsI OTBOJOB BBINOJHAKIIEMY He00X0QMMO BbI3BAaTh

HOANMPOrpaMmMy HaAXOKICHHUA MAaTPUIbI A, HAKATUEM KHOIIKH «Mannua A».

Puc. 2.76. Knonka «Matpuia A»
3areM B MOSBUBIIEMCS] JHATIOTOBOM OKHE HEOOXOIMMO 3alOJIHUTh TOJS MPEICTABIISIONINE

co001i 1ot UTst BBOAA BEeKTOPOB-cToNOOB S(1)...S(8) (cM. TeopeTrueckoe BBeICHNUE).

ObpaboTka maTpuu

5(4

Puc. 2.77. OxHO mOAIPOTpaMMBI JJTT HAXOXJICHUS MAaTPHIIBI A
[Tocne KOppEeKTHOTO 3amOTHEHHs BBINICYKAa3aHHBIX IOJeH, HEOOXOAMMO HaXXaTh KHOMKY
«BpUUCIUTEY HU B COOTBETCTBYIOUIMX TIONSAX OKHA TMOANPOTPAMMBI TMOSBITCS CTPOKHU

COTTBETCTBYIOIIME MAaTPULIAM X1uA.
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ObpaboTka maTpuu

[pirions_
fororTio

Puc. 2.78. Pesynbrar paboThl IOCIE HAKATUS HA KHONIKY «BBIYUCINTE)»

Crnenyer OTMETUTh, YTO MATPULAa A T0JKHA MMeTh CHeNHAJIbHbII BHI: TIepBasi CTPOKa —
OTpeNieNsieT MOJIOKEHUE OTBOJOB, B OCTAIBHBIX CTPOKaxX O] TJIABHOW JHAraHajbi0 HaXOMISTCS
eIMHUIIBI, OCTaJIbHBIC HyNW. Ecau HaiiieHHas MaTpula OTIIMYAaeTCs 0 BUAY OT BBIIICONHUCAHHOMH,
TO OBUTA JOMyIIeHa OMMOKAa HAa PAaHHHUX IMarax (HampuMep BbIOpaHa OIMMOOYHAs Ourpamma).
Crpoka 1 mnoxpasznena «Marpuna Ay SBISETCS ONpEAENSIONIe, TO €CTh HWMEHHO €€ BHJ
oTpeieNsieT OJI0KEHNUE OTBOJIOB U UMEHHO €€ HE0OXO0IMMO 3aHOCHUTH B 1oJie Al OJI0Ka MOJIOKEHHE

OTBOJIOB, ITOCJIE BBIXOJ[a U3 MOIIPOTPaMMBbI (HaKaTHEM KHOTIKH «BepHyThCs»).

o

Puc. 2.79. biok noioxeHne 0TBOIOB
[Tockonbky nnsi ompeneleHHe OTBOJOB CYINECTBYeT, IO KpaiiHell Mepe, aBa cmocoba
OTIpEJICIICHUS TTOJIOKECHHSI OTBOJIOB, TO BO3MOXKHO 2 CIOCO0OA 3aIlOJIHCHUS ITOJIOXKCHHS OTBOJIOB.
PaccmoTpuM 3TH cIoCOOHI.
1) Ecnmu oTBOABI OBUIM ONpPEACICHBI MPH TOMOIINM HAXOXJAECHHs 00paTHOM

MaTpPHUIIBI, TO YAI0OHO BBECTH B MOJie «A1=» MepByIO CTPOKY MaTpHIlLl A, 4TO OyAeT
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SIBIIATHCS 3a/IaHUEM TIOJIOKEHHUSI OTBOJIOB M OyIeT MPOyOIMPOBAHO B HUKHEH Y4acTH
O1oKa.

Peructp no ycioBuio nabopatopHoil paloThI SIBISETCA 7-pa3psSAHbIM, TO €CThb
nepBasi CTpOKa MaTpULIbl A SIBJISIETCS MOCIE0BATEIbHOCTHIO U3 7 OUT, KAl U3
KOTOPBIX TOBOPUT O HANMUWU (€Ciii OWT paBeH 1) Wi OTCYTCTBUU (€CiIu OWT paBeH

0) oTBO/A B perucTpe.

BeeanTe nepeyio cTpoky
HaMAeHHOM MaTpurLbl A

A= (0070007

Puc. 2.80. CtpokoBoe 3a/1aHu€E MOJIOKEHUS OTBOJIOB
2) Ecnu mosiokeHHe OTBOAOB ObUTM HaWICHBI JPYTHM CIIOCOOOM, TO yI0OHO
HETOCPEJCTBEHHO yKa3aThb OTBOJbl TNPUCYTCTBYIOIIUE B PETUCTPE, TO €CTh
AKTUBHPOBATH YE€K-OOKC COOTBETCTBYIOIIHUN MMPUCYTCTBYIOIIEMY OTBOY, BBEICHHBIC

JaHHBIC TIPOAYOIUPYIOTCS B CTPOKE «A 1=»

NPUCYTCTEYIOWME B
perucTpe:

h6 h5 h4 h3 h2 h1 ho
HEEECRER NN

Puc. 2.81. HenocpeacTBeHHBII BBIOOP OTBOJIOB
HeoOxomnMo BHMMAaTeNbHEE MOIXOAWUTH K MPOOJIEMe TOMCKAa OTBOJOB B PETHUCTpPE, TaK Kak

HENPaBUIBHOE ONPEEICHUE MOI0KEHUS OTBOJIOB BIIEUET 3a cOOOM HENPaBUIIbHBIN PE3yibTar.

IHonck HAYATBHOTO 3aM0JIHECHUS
Hnst Toro, 4troObl pacmmdpoBaTh TEKCT HEOOXOJMMa raMMa TaKOW K€ JJIMHBI Kak |
3amuppoBaHHbI TekcT. s mMonydeHHss TaMMbl HaM HYKHO 3HaTh HaudajdbHOE 3arlOJHEHHE
peructpa. [{is onpeneneHus Ha4alIbHOTO 3aMOJHEHUs B 1a00OpaTOPHOM paboTe UCIIONb3yeTcs: OJI0K
«HadvanpHOE 3amonHeHue.

—HauanbHoe zanonHeHme

KonmuecTeo Dnokoe Hazag

ID_H MogenmpoeaTb |
FFFERFE

Puc. 2.82. bnok «HauanpHoe 3amoinaesuey
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[TockonbKy Ui TIOJNyYeHHs HAYaJbHOTO 3arOJHEHUS HEOO0XOAUMO IPOMOJIEIUPOBATH
00paTHyI0 paboTy pErucTpa, TO CYyIECTBYeT KHOMKa «MOJIenupoBaThy, MIPH HAKATHUHA Ha KOTOPYIO
IPOUCXOIUT OOpaTHOE MOJEIMPOBAaHHE pabOTHl PErucTpa Ha 3aJaHHOE KOJUYECTBO ILATOB,

KOTOPOC 3a4acTCA B I10JIE BI)I60pa «KomnaecTBo 0JIOKOB Haszaa».

MogenmpoeaTb

Puc. 2.83. Knonka «MonennpoBatb»

[TockonbKy Henenecoo0pa3Ho MOJASIUPOBATh OOPAaTHYIO padOTy Ha YKCIIO IIAaroB He KpaTHOE 8
(Tak kak 1 cUMBOJ 3aKOaUpPOBaH § OMTaMMU), TO YUCIIO LIArOB 3aMEHEHO 4YuciioM 610koB. To ects 1
050K = § 1IaroB, U Ipyu MOJEIUPOBAHUU Ha 1 OJIOK pou3BOAUTCS OOpaTHas paboTa Ha 8 HIAroB.
Br16op konmuvecTBa 0JIOKOB Ha3aj orpanudeH 14 (s o0ecrieuHust OTCYTCTBUS ITUKIMYHOCTH).

Bri0op xonmuecTBa OJ0KOB Ha KOTOPOE MPOU3BOAUTCS 00OpaTHOE MOJAEITUPOBAHUE BAXKEH IS
MPAaBWJIBHOCTH OIpeAeeHs] HadajibHOro 3amoiaHeHus. KonmdecTBo OJOKOB [isi 0OpaTHOTO
MOJICTIMPOBAHUSl SBJSICTCS MMEpBOi IU(GpOd B HOMEpE IMO3UIUMU BEPOSTHOW OUrpamMMbl (CM.
[TogzaronoBok «Ilo3umust B Tekcte» Oyoka «BapuanT» mpaBoe mosie s 4teHus). To ecTh eciu
MO3UIIMS IPEICTaBIeHa Kak 3-4 (TO eCTh BeposiTHAsi OMrpaMMa HaxXOJUTCS HA MO3HUIMH 3 Y MTO3ULIUU
4), To 0OpaTHOE MOJIETMPOBAHHE TOJIKHO MTPOU3BOJUTHCS Ha 3 OJ0Ka Ha3al.

[Tocne HaxaTthss Ha KHONKY «MoOJenupoBaThy aBTOMAaTHYECKH MPOU3BOIAUTCS TOUCK
HAYaJILHOTO 3arOJHEHHs peructpa. s 3TOro MCHoiab3yrOTCS MepBbie 7 OUT CTPOKHU «=» OJOKa
«CrnoxeHue 1o Moaysro 2» u peructp u3 01oka «llonoxenue oTBOIOB» (TOUHEE MOTOKEHUE €ro
0TBOJI0B). [TomyueHHBI pe3ynbTaT 0TOOpakaeTcs B CXEeMAaTHYHOM MPEACTABICHUU Y€K PErucTpa,

3aIllOJIHCHHBIX HYJIISIMU WJIK CIUHULIAMU.

Igaaama

Puc. 2.84. CxematnuHOE MPE/ICTABICHHE STUEEK PETUCTPA

Kpome Ttoro gmms ymoOcTBa BbINOJHEHUS pabOThl cpazy IMociae HaXaTus KHOIKH
«MoJenupoBaTh», €CIIM HE MPOU30IUI0 HUKAKUX OIIUOOK 3arOJHAI0TCS Mo B 6Jokax «["'aMmay» u
«OTKpBITHIH TeKCT». TakuM 00pa3oM mocie HaxaTus KHONKU «MoJenupoBaThy NMpH NPaBUJIbLHOM
BbIOOpe BepOSITHON OMrpaMMbl, ee IO0JIO’KeHHS B TeKCTe W NMPaBUJIbHOIO OIpeeSeHus

M0JI0’KEeHUS] 0TBO/I0OB MOJIY4aeTCsl OTKPBIThIN TEKCT.
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IHonyyenne raMmmbl

Hns  pacumdpoBanus CcooOLIEHUST HaM  HEOOXOAMMO TMONYYUTh TaMMy, KOTopas
MCIOJIb30Bajach MpU 3amu@pPOBKE. DTOT IMIAr BBINOJHSCTCS ABTOMATHYECKH MPU HAXKATUHU Ha
KHOTIKY «MojenupoBath» u3 61moka «HagansHoe 3amonHeHney. Jiss KOHTPOIIS 32 MPaBUIBHOCTHIO

raMMBbI IIPpE€JHA3HAUYCH 010K «["ammay

[amMma
[ aMMbl HET

Puc. 2.85. biok «I"ammay
'amMa mpencTaBisieT cOOOH IOCICIOBATEIBHOCTh 128 JIBOMYHBIX CHMBOJIOB, KOTOpBIC
BBIBOJATCS B moyie Juis ureHus «['ammay. JlaHHas mMOCIEeIOBATENBHOCTh HWCIOIB3YETCS s
MOCIICAYIOMIETO CIOXKEHHUS MO0 MOIYII0 2 ¢ MHUPPOrpaMMO M TIONyYeHUS OTKPBITOTO TEKCTa B

OWTOBOM IIPE/ICTABICHUH.

[amMma

0011010011110111000
0111111100011101100
0101001011111010101
0000101101111001110
0101011001100000110
1101011101000110010
00100000010010

Puc. 2.86. ITone mist urennst «["amma

Honyqelme OTKPLITOI'0 TEKCTA

OTKpBITBII TEKCT MONYy4aeTcs aBTOMAaTHUYECKH IPU HaXXKaTHUM Ha KHONKY «MoaenupoBaTby
O6noka «HavanbHOe 3amoJHEHUE», OJHAKO Ul KOHTPOJS MPEeIyCMOTPEHbI JOMOJHUTEIbHbIHN
BO3MOXXHOCTH.

OTKpBITBIII  TEKCT MpeACTaBIseTCS B MpOrpaMMe MEepeKOJUPOBAHHBIM M3  OUTOBOI

TIOCIIeIOBATENEHOCTH B CHMBOJIBI M JUTS 3TOTO HcTonb3yercs 610k «OTKPBITBIM TEKCT».
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— OTKPBITBI TEKCT —

MoayunTe

797

Puc. 2.87. biok «OTKPBITHINA TEKCT»
Jlns mosrydeHusi OTKPBITOTO TEKCTa J0CTaTOYHO HakaTh KHONKY «llomyuntsy». [Iporpamma
AaBTOMATHUYECKH MPOU3BE/ICT CIOKEHUE TaMMBbI M 3aIIU(POBAHHOTO TEKCTA, a TOTOM MEPEKOIUPYET

OUTOBBIA TEKCT B CUMBOJIBbHBIMN.

MonyunTe

Puc. 2.88. Knonka «Ilomydauts»

B pesynbrate B mose BBOAA MOSBUTCS HEKOTOPBIA TEKCT, KOTOPBIA JIMOO IMpENCTaBIIsET
co00if OCMBICIIEHHOE cOoo0IeHue (Toraa padboTa yCIenHo 3aBepiieHa), JIM00 HEMOHSATHBIA Ha0op
CUMBOJIOB (YBBI, MPHIETCS MMOBTOPHTh HEKOTOpBIC IIard 3aHoBO). Bo BTOpoM ciydae HamOolee
BEPOSITHBIM MECTOM OINMOKH SIBJISICTCS HENMPaBWIBHO BBIOPAHHOE KOJUYECTBO OJIOKOB ISt
00paTHOTO MOJENUPOBaHUS (KaK CJEICTBHE HENpPaBWIbHBIC HAavaJbHOE 3aIOJHEHHUS M TamMma).
Ecnu 5xe BbI yBEepeHBI B CBOMX JCHWCTBUSX IO BEIOOPY KOJMYECTBA OJIOKOB, TOTIa HEBEPHO BhIOpaHa
OurpamMma WIH €€ IMOJIOKEHHE (TO €CTh MPHUIETCS BEPHYThCS K 1 5.3.4), KpOME TOrO BO3MOXKHO
HEBEPHOE OTIpe/IeNIeHUE MOJIOKEHUS OTBOJIOB (IPUAETCS BEpHYThCS K 11 5.3.5)

Ecnu nosrydeHHBIH OTKPBITHIA TEKCT YCTpauBaeT BBIIOJIHSIOLIET0 TO padoTa 3aBeplieHa.

OTtueT 0 mpojenaHHOIi padoTe

Jlsiss KOHTPOJIsl 32 BBHITIOJIHEHUEM PalOOTHI MPEIyCMOTPEHO CIIEIUATLHOE CPEACTBO — OTYET O
npojienanHoi pabdote. B manHoM nmabopaTopHO#l OoTyeT mpencraBisercs B ¢opme (aitna oTuera:
¢aiin oTueta — HEOOXOIUM TSl IPEOCTABICHHS MMPOBEPAIOIIEMY (IIPETOgaBaTeNto);

dopma oTyeTa BKIIOYAIOTCS MyTeM BBIOOpAa COOTBETCTBYIONIETO »JJEMEHTa B OJOKe

«YTpaBICHHEY.

YnpaeneHue

Vv 3anuvceieaTb
oT4UeT 0 padoTe
B charn LSR.Iog

MaTprua A

Bbixoa

Puc. 2.89. Biok «YmpasieHue»
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Brikmouarens «3anuceiBath oT4eT 0 padote B ¢aitn LSR.I0g» BkimtodaeT\BBIKIIIOYaET pexuM

3amKcy MPOU3BEICHHBIX JeicTBU B (haitn «Isr.logy.

[T 3anuceieaTb
o0T4YeT o padboTe
e chavin LSR.log

Puc. 2.90. Beikitouaresb «3anuceiBaTh 0TUeT 0 padote B (paiin LSR.log»

[Ipy BKJIIOYEHUH JAHHOTO BBIKJIIOYATENS] CO3JAETCA WM  IMEpe3alllChiBaeTs WU
JI03aIMChIBacTCs (B 3aBUCHMMOCTH OT curyanuu) ¢ain «Isr.log», B KOTOpBIA 3amuchIBaOTCS
JCHCTBHUS TTOIH30BATENS IO OTHICKAHUIO OTKPBITOTO TEKCTA.

Jis cocraBieHust oTyeTa HaJo:

a) Ilocne 3amycka nabopaTopHOW pabOTHl BKIOYUTH MEPEKIIIOYATEIH
«3amuceiBaTh 0T4eT 0 pabote B ¢aitn LSR.I0g» (BKIIOYEH M0 yMOIYAHHIO).
Ecmu yxe cymiectByer Isr.log, To orBetuth Ha Bompoc: «llepenuceiBaTsh?».
Ecnu takoro Qaiina HET, TO OH CO3/1aCTCs;

b) 3arpysuth Bapuant. B (aiie mosiBurcs 3amuck  «Hauano
LOG*********»;

C) BBINOJIHKUTH ASHCTBHS 10 MOMCKY OTKPBITOIO TEKCTA;

d) HaiiTu OTKpBITBIN TEKCT.

e) BeriiT M3 mporpamMmbl Ipy IOMOIIM KHONKH «Beixom». B daiine

nosaBUTCA 3arUch «KoHer LOGH***xxkskk,,

Boixon

Puc. 2.91. Kuonka «Bsrxom»
B ¢aiine otuera OymyT 3aO0KyMEHTHPOBAaHHBI OCHOBHBIE JEHCTBHUS MO TOUCKY OTKPBITOTO
tekcta. OT4eT MpeAoCTaBIsieTCs B pacleyaTaHHOM — Buae  oT  ¢passl  «Hawamo

LOG**************» bi (o} (1)pa3bl «KOHGH LOG**************».

Coo0umienusi BbliaBaemMbie B mpouecce padoTsl

Bo Bpewms BbinosiHeHUs 1a00paTOpHOM pabOTHl MO MEpe BO3HUKHOBEHUS MCKIHOYUTEIBHBIX
CUTyalluld MpOrpaMMa BBIAAET COOOIIHUS, KOTOPbIE COOTBETCTBYIOT OMNPEIEIEHHOMY COOBITHIO.
Coo0mieHnst BBIBOAATCS B OTAENbHOM oOkHe. IIporpamma mepen mpojoiKeHHeM paboThl KIET

PCaKIMU MMOJIB30BATCIId HAa BEIBEICHHOC COO6HI€HI/I6. PaCCMOTpI/IM BO3MOXHBIC COO6HIGHI/I$[.
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Coo0urenus 00 oIMoOKax

Orto Hambosee Oonpimasi rpymma cooOmeHnid. OHU BO3HUKAIOT MPH BBOJAE OMIMOOYHBIX WITH
JIOXKHBIX JAHHBIX B COOTBETCTBYIOIINE OIS BBOJIA.
Q Q@aiin He docmosepen!
CooOuienne BbIIaeTcs, Koraa ¢ail 3arpyaemMoro BapuaHTa SIBISETCS HEIOCTOBEPHBIM. To
€CTh IMOCUUTAHHAsI KOHTPOJbHAsI CyMMa HE COBIAJACT C TOM KOTOpas 3anucana B Qaiine. BHenHmit

BUJ] OKHA COOOIIEHUS:

LSR |

Pavin He gocToeepeH!

JleiicTBus Mob30BaTEIIsA:
* Haxatp kHONKY «OK».

Haiitu npaBunpHbIi (aiin BapuaHTa WM 3arpy3UTh APYroi BapuaHT.

Q Cmpoxka ne sgnaemcs ounaprou!
Coo01eHne BelJaeTcs P COACPIKaHUU B CTPOKE «=» Oi0ka «CiokKeHne 1Mo MOJYII0 2» XOTs
Obl ONHOW TM(PHI OTIMYHONH OT HYJS WIM €IWHUIBl WM TpPU coaepkaHuM B cTpoke S1...S8
noamnporpamMmbsl «O06paboTka MaTpHID XOTS Obl OJHON UMPHI OTIWYHOW OT HYJS WM €IUHUIIBI.

BHewHuii BUI OKHA COOOLIIECHUS:

LSR B |

CTpoka He aenaeTca DKMHapHowM!

JlelicTBUS MOIb30BATEINA:
= Haxatp kHOTIKY «OK».

» [IpaBUIBHO 3aMOJIHUTH CTPOKY «=» WM CTpoKy S1...S8.
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a Cmpoka He 3a0aHa!
Coo01enue BbIIaeTCs, KOTa He 3a1aHa (mmycras) ofaHa u3 aByx crpok (Ilepsas ctp wim Bropas

cTp) B O110Ke «CIio)KeHne 1o MOTYIO 2». BHETHUM BUI OKHA COOOIICHHUS:

LSR =l

CTpoka He zagaHal

JlelicTBUA MOJIB30BATENSA:
* Haxatp kHOnKy «OK».

» 3anonHuTh noJs BBoaa «llepBas ctp» «Btopas ctp».

Q /J[nunsl cmpok ne paehwi!
CooOrieHne BhIaCTCs, KOTIa JUTMHBI CTPOK CKIIAIbIBaeMbIX B O10Kke «CII0KEHHE 110 MO0

2» paznuyaroTcs. BHEIIHuE BU OKHA COOOIICHHMS:

LSR B |

AnuHBl CTROK He paeHbil

JIelcTBUS MOIb30BATEN:
= Haxatp kHOTIKY «OK».

* BripaBHATH JJIMHY 3aNI0JTHEHHBIX TToJiel BBoJa «IlepBas ctp» «BTopas cTpy.

Q Heoocmamouno oarnmwix
Coo01ieHne BeIIaeTCsA, KOTa JJTMHA CTPOKU «=» 0510ka «CrioskeHue o MOYIo 2» MeHbIe 14
ouT wim amuHa ctpoku S1...S8 moamporpammer «O6paboTka MaTpuily MeHee 7 OuT. BHemHu BUA

OKHa COO6I_I.ICHI/I$II
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HeaocTaToyHo QaHHbIX

JlelicTBUSA MOJIB30BATENSA:
* Haxatp kHOnKy «OK».
* VBeJIMYUTh [UIMHY IIOCIEJOBATEIBHOCTU JAaHHBIX B IOJE «=» WIN IJIHHY

ctpok S1...S8.

a Heobxooum 0 unu 1
Coo0I1eHre BbIACTCSA, KOT/Ia OJHA U3 CXEMATHYHO M300paKCHHBIX SYCEK perucrpa B OJIOKe
«HauanpHoe 3amosHeHHe» 3arojiHeHa MU(POil OJUYHON OT HYJIS UMM CAWHHIBI. BHEUHUN BHI

OKHa COO6H.[€HI/I${I

JlericTBUA MOTB30BATENSA:
= Haxatp kHOTIKY «OK».

- HpaBI/IJ'ILHO 3aMlOJIHUTH TYCUKH perucTpa.

a Heobxoouma camma
Coo0mienne BbIAeTCs, KOT/ia HeoOxoaumasi raMMma B miosie «['ammay He Obljia MoJydeHa, TO

€CThb HE 3aIl0JIHEHO IoJjIe I uTeHus «['amMMa. BHelmHui B OKHa COO6H.ICHI/I${2
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JlelicTBUA MOJIb30BATENA:
= Haxatp kHOnKy «OK».

* [losyunTs ramMmmy HaxkaTueM KHONKH «[losyunTs ramMmmy» B 6110ke «["amman.

Coo01meHns-Bonpochl

PeaKHHeﬁ IIOJIB30BATCIIsI Ha COO6I_IICHI/I$I JAaHHOT'O THUIIa JOJIDKCH CTaTb BBI60p OJHOIr'o M3

MMPEIIOKCHHBIX BaApHAaHTOB OTBETA.

a Xomume 3agepuiums 1a60pamopHyio pabomy?

CooO01ieHne BbIJAeTCs NMPU HaKaTUM Ha KHOMKY «BhIXom» , TO €CTb IpH

JKCJIAHUU BBINTOJIHATONICTO 3aBEPIINUTH BBIITOJIHECHUC pa6OTBI. Buemnanit BHJ OKHa COO6IIICHI/I$IZ

JleficTBUS MOJIb30BATEIIS:
» Haxare kHONkKy «J/la», e€ciu HOENCTBUTEIBHO €CTh JKEJIAHWE 3aBEPIIUTh
nabopaTtopHyIo padoTy.
» Haxare kHONKYy «Her», ecnum HeT jkemaHHs 3aBepliaTh JTaOOPaTOPHYIO

pabory.
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a [Ilepenucamo noe?
CooOrieHre BeIIACTCS TPU BKIFOYCHUN PeXHUMa 3amucu (aiiyia-oTdera, Mpu yCIOBHH, YTO
daitn yxe cymectByer. To ecTh NpH COIVIACHU HA IEPE3anuch NPEABLIYIIUN BapuaHT OyaeT

YHUYTOXKEH. BHEIIHMIA BUT OKHA COOOIICHHUS:

JlelicTBUA MOJIB30BATENSA:
» Haxarp kHOTIKY «Jla», ecinr HeoOX0AUMO CO3/1aTh HOBBIA OTYET.
* Haxare kHomky «Her» M oOTka3aTbcs OT CO3JaHMs, €CIU HYyXeH (aiia

CTaporo oT4cra.

Kpurnueckue omudxku

Cucrema BbIIa€T COOOIICHHS JAHHOTO THUIA, KOT/Ia MPOUCXOJUT OMIMOKA IMPEMsITCTBYIOMIAs
JaJIbHEUIIIEMY BBITIOJTHCHHIO JIA0OPATOPHOU PabOTHI.
o He mory otkpsITh daiin!
CooOuieHne BbIIaeTCsl B Cllydae, KOT/Ia MporpaMMma HE MOXKET B CHIIY KaKUX-THOO NpPUYMH

OTKPBITb Ha YTCHHUC (1)21171.]'[ 34IaHHOT'O BaApHaHTA. Breninuii Bug okHa COO6H_I6HI/I$IZ

LSR =l

Q He Mory oTkpeITe chavn!

JlelicTBUA MOTB30BATENSA:
» Haxarts kHOIKY «OK».

* P3pemmts npobieMy goctymna K ¢ailly 3aJaHHOTO BapUaHTa.
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ITpumep
PaccMoTpuM ai1s npuMepa BBIIIOJIHEHUE CIIELYIOIIErO 3aJaHus:

3aganue: Boipuant Nel2

Pemenune: HauneM ¢ Haxox/1eHUs! OTKPBITOrO Tekcra. 3amyckaem LSR.exe

a) Bxirroyaem BBIKIIFOUATENb 3aMIMCH BapyuaHTa B (haiil.

C) Beibupaem BepositHyro Ourpammy — «EH». Tlomydaem Bo BTOpOOi

cTpoke 01oka «CliokeHne o MoayIto 2» ctpoky «1100010111001101»

d) IIpenmonaraem, uto oxa crout Ha mecte 0-1. Takum oOpa3zom, HUUETO
HE MEHsIs, TIoJlydaeM B TEpBOM cTpoke Ojoka «CI0KEeHHE MO MOIYII0 2»

ctpoky «0110101000001011»
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E) BCpOSITHaSI YacCTb raMMBbI MIOJTY4YCHA aBTOMATUYCCKHU CIIOKCHUCM IBYX

CTPOK.

1010111111000110 ] F
1100010111001101 ‘

0110101000001011 ’

f) OmpenenuM MoOJ0KEHHE OTBOJOB B PETMCTPE MPHU MOMOIIM METO/A
OCHOBAHHOTO Ha HAXOXJICHUW OOpaTHOW MAaTPUIIBI U BBEJCM IEPBYIO CTPOKY
Matpunbl A. BepoBem mnoamnporpammy «OO0paboTka MaTpuIly KHOIKON

«Marpuna Ay, 3anonHum nosis S1...S8 u HaxkMeM KHOTIKY «BBIYucicTs

ObpaboTka maTpuu

Kak BumHO MaTpuiia A He UMEET CIEIHAIBHOTO BUAA (CM. BBIIIE), 3HAYUT MOXKHO Ha)KaTh

KHOTIKY «BepHyThCs» U BBIOpATh CIEIyOIIee BEPOSITHOE MOJIOKEHHE.
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g) BriOepem cienyrolyro mo3uIiui

JlanHast MO3UILIKA TaK)Ke HE JACT MOJIO0KUTEIbHBIX PE3yIbTaTOB.
Ecmu mpopomkath BBIOJHEHHE, TO MBI mepedepeM Bce BO3MOMKHBIC IMO3UIIMU BEPOSTHOU
ourpammel (10 14-15) u He TpUaEeM K yIOBJICTBOPUTEIBLHOMY pe3ynbrary. CienoBaTelIbHO ObLia

omuoOka B BbIOOpe OUrpamMmsl.

h) Beibepem HOByr0 OurpamMmmy u OyaeM ImepeOupaTh BEpOSTHBIC
MOJIOKCHUS OUTpamMM 3aHOBO.
[TepeOupas nmonoxxeHus: U OUTPaMMBbI MBI JJOWJIEM JI0 BEPOSITHOTO MOJNOXKeHHs oburpammsl 13-14

u burpammsl ET. OcTtaHoBUMCS Ha 3TOM CiIydae.

i) BeposiTHast 4acTh raMMbl Haii/leHa aBTOMAaTHYECKU

1100010111010010

0101011010011101 |/|

_\r
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j) Ompenenum  MOJOXEHHE OTBOJOB B  PErHCTPEe MPU  TTOMOIIH
noanporpaMMbl. To ecTh BBEJIEM B MOJIS BBOJA 3HaYEHUS BEKTOpoB S1...S8
(KoTOpBIE MOYYalOTCA U3 BEPOSATHOM YacTH Kitoya (CM. IOJIE BBOJA «=»)),
HQXKMEM KHONKY «BBIUMCIUTH» U NOJYyYMM 3HAu€HHE CTPOK OOpaTHOM

-1
MaTpuipl X - M 3HaYEHUE CTPOK MaTpuibl A. B manHoM ciiyuae marpuma A
UMEeT CIelUalbHBIA BHJ, 3HAUYUT IepBas CTPOKa MPEICTaBISAET COOOM

MI0JI0)KEHHE OTBOJIOB B PETUCTPE.

ObpaboTka maTpuu

I

0110010

1011001

5(5) [0101100

@) [1001011

K) Beenem HaiijieHHOE TMOJOXEHHE OTBOJOB B Osoke «Ilomoxenue

OTBOOOB»

C

HE D EER O

I) TIpomonenupyem paboty Ha 13 GIOKOB Ha3ad U MOTYUHM:

* HavanpHOe 3amoHeHue perucrpa



334

B

S TTTTE

= [ammy

®  OTKpBITBINA TEKCT

PEIEONOBHAA__C
L=

Mpbl nONy4MiIM OCMBICTACHHBIM TekcT u  ¢ailn ordera «lsr.log», KOTOpBIH COAEPKUT

uHOpMalHIo 0 MPOETaHHOM padorTe.

Tenepr HeoOxogumo mo uyactu kiawya «1001001101001111» ¢ nmoMombI0 ajaropuT™Ma
Bepaexamna-Meccn y0enuThesi B IPaBHJIBLHOCTH ONPe/ieIeHUs1 OTBOIOB PErucTpa.

Ha Bxox anroputma mojgaem OuTOBYyI0 mociepoBaTenbHocTh: «10010011010011», xoropas
ABIISIETCA 4acThlo Kimoua. Ha BbIXOAE MBI MOJIYYMM MHUHUMAIbHBIA PETHCTP, KOTOPBIA MOT

MMOPOAUTH TAKYIO MMOCICA0BATCIIBHOCTD.
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ON D T(D) C(D) L m B(D) N
- - - 1 0 -1 1 0
1 1 1 1+D 1 0 1 1
0 1 1+D 1 1 0 1 2
0 0 1+D 1 1 0 1 3
1 1 1 1+D 3 3 1 4
3
0 0 1 1+D 3 3 1 5
3
0 0 1 1+D 3 3 1 6
3
1 0 1 1+D 3 3 1 7
3
1 1 1+D 1+D 5 7 1+D 8
3 3+D4 3
0 0 1+D 1+D 5 7 1+D 9
3 3+D4 3
1 0 1+D 1+D 5 7 1+D 10
3 3+D4 3
0 0 1+D 1+D 5 7 1+D 11
3 3+D4 3
0 1 1+D 1+D 7 11 1+D 12
3+D4 3+D4 3+D4
1 0 1+D 1+D 7 11 1+D 13
3+D4 3+D7 3+D4
1 0 1+D 1+D 7 11 1+D 14
3+D4 3+D7 3+D4
Takum o0Opa3oM MBI TOJYYHJIM, YTO SYEHKH PETHCTpPa, MOPOIUBIIETO 3aJaHHYIO

. 7
[10CIIeA0BATENBHOCTD, 3ajatoTes  Gopmynoit 1+D*+D’, ecim mpuBecTH 5TO BbIpaXKCHHE K

YpaBHEHHIO, 3a7al0NIEMy IONOKeHHe oTBOoB, To momyunm H(X)=X'+X*+1. Crenosaremsno

ITOJIOKCHHUEC OTBOAOB B PECTUCTPC, HalJIECHHOE ABYMS CHOCOGaMI/I, OKaszaJloCb OAMHAKOBBIM.
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Ha sToMm BbInonHeHue paboThl 3aBepIICHO.
Otser: PBIBOJIOBHAS CETb
Tenepp HeoOXoaumo pacnevaratb ¢ail  oTyeTa, HPWIOKUTH pELUICHHE aIrOPUTMOM

bepnexammna-Meccu u caTh Ha IPOBEPKY MPENO1aBATENIO.

3. IM®POBAHUE C OTKPBITHIM KJIIOYOM

3.1. Teopusi indpoB ¢ OTKPHITHIM KJIHOYOM

AcHMMeTpHYHbIE KPUNTOCHCTEMBI [8 -14]

l'[pezmocmmcn MOABJICHHUA ACUMMETPUYIHBIX KPUIITOCUCTEM

[TosiBNEHWIO HOBOTO HANpABJICHUS B KPHUITOJOTUM - ACHMMETPHYHOM KpuOTorpapuu c
OTKPBITHIM KIIFOUOM - CIIOCOOCTBOBAJIM JIB€ IPOOJIEMBI, KOTOPBIE HE y/AaBaJOCh PEIIUTh B paMKax
KJIACCUYECKON CUMMETPUYHOM OTHOKIIIOUEBOM KpUNTOrpauH.

IlepBas M3 3TUX NpPOOIEM CBsI3aHa ¢ pacnpocmpanenuem cekpemuuvix kaoveiu. Kak nepenarsb
y4acTHHKaM OOMeHa WH(popManueil CMEHseMble CEKpETHBIE KIIOYH, KOTOpPBIE TPEOYIOTCS UM IS
OCYIIECTBIEHUS 3TOro oOmeHna? B olmem cimydae Ui mepefadd KIo4a OISITh Ke TpeOyeTcs
UCIIOJIb30BAHNE KAaKOW-TO KPUIITOCHUCTEMBI, TO €CTh 3ajada B paMKaX CHUMMETPUYHOM KpHIITO-
rpaduu Hepaspemma.

Bropas u3 3THX mpobiieM cBf3aHa C pacHpOCTPAHEHUEM 3JIEKTPOHHOIO JOKYMEHTO0OOpOTa.
Bo3nukna mpobiema oOecriedeHHs] MOMJMHHOCTH W aBTOPCTBA AJIEKTPOHHBIX JIOKYMEHTOB. B
OOBIYHOM, OYMaXHOM JOKYMEHTOOOOpOTe 3Ta MpoobiemMa pelaercs ¢ MOMOUIbIO MOANUCH Ha
Oymare. IloanenaTh moanuck 4ejaoBeka Ha Oymare COBCEM HE MPOCTO, @ CKONMHUPOBAThH LIETIOUKY
uudp Ha OBM - HecnoxHas omneparus. Bo3Hukina mpobiema 1udpoBoil moanucH, Kotopas Obl
BBITIOJIHSJIA BCE T€ 3aJaud, KOTOPBIE BBINOJHSET MOIMKCH, [TOCTABJIEHHAs Ha JIOKYMEHTE PYKOH.
O06e 3T mMpob6seMbl ObIIM YCHEIIHO PEHIEHbI ¢ MOMOIIBIO KPUIITOTpaduu ¢ OTKPHITHIMH KIFOYaMHU.
B onyGmnukoBanHoit B 1976 r. craree "HoBble HampaBinenuss B kpunrorpadpuun" V.[updu un
M.XennamaH BIepBble MOKA3aJIM, YTO CEKPETHAs CBSI3b BO3MOXKHa 0€3 nepe/iaul CEKPETHOT O KIltoua
MEX1y OTIIPaBUTENIEM U MOTydaTesieM.

Ha ocHoBe pe3ynbTaToB, MOJYYEHHBIX KJIACCHYECKON M COBpEMEHHOH anredpoii, Obuin
IPEUIOKEHBl  CUCmEeMbl C  OMKPbIMbIM — KAOYOM, HA3bIBAEMBIE TAKKE ACUMMEMPUYHLIMU
Kpunmocucmemamu.

CyTp HX COCTOMT B TOM, 4TO KaxIbpIM aapecaroM MC renepupyroTcs ABa KIIOYa, CBI3aHHBIC
MEXIy co0oi Mo ompeneneHHOMY MpaBuiy. OAWH KITIOY OOBSBISAETCS OMKPbIMbIM, a IAPYron

3AKPbLIMbIM. OTKpBITLIfI KJII04 HyGJII/IKyCTC}I " JOCTYIICH .IIIOGOMy, KTO KCJIacT 110CJIaTh COO6H.ICHI/IC
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KpUNTOAHAITUTUK
OTnpaBuTEND OTKpHYTHIH [Tony4arens
cooOmennii  —»| mHbparop KAHANY »| Acumpparop | Cco0OIIeHNIH

| i |
1 1
(V3 1
i |[CexpeTHblit :

1
' K04 |
| :
1 1
1 1
1 1
AyTeHTUYHBIN ' TI'eneparop |
1 o 1
RAHAT ' KJTIOYeH !
| |
1 1
1 1
1 o 1
' |OTKpBITBIN !
1
Koy :
1 1
1 1

Puc. 3.1. OGo0mmenHas cxema aCHMMETPUYHON KPUTTOCUCTEMBI

anpecary. CeKpeTHBIN KIII0U COXpaHseTcs B TaiiHe. Eciu reHeparop Kirodei pacnoyiokUTh Ha
CTOpPOHE TOJy4yaTelsis, TO OTMaJaeT HEOOXOAMMOCTh MEPECHUIKM CEKPETHOTrO KiIlo4a IO KaHaly
CBS3HU.

Hcxonublii  TekcT MUQpPYETCsl OTKPHITHIM — KIIOUOM — ajpecara M MepeAaeTcs emy.
3amndpoBaHHBIN TEKCT 8 NPpUHYUne He Modxcem Oblmb pacuiupposar TEM K€ OTKPBITHIM KIIFOUOM.
JemudpoBanue coOOLIEHUS BO3MOXKHO TOJBKO C HCIOJIB30BAHUEM 3aKPHITOTO KIIIOYa, KOTOPBIN
M3BECTEH TOJIBKO camMoMy aapecaTy. Takum oOpazom, He TpeOyeTcsi CeKpEeTHBIM KaHaj CBSI3U JUIs
neperayd Kiroda, HO HEOOXOIMMO O0ecrneuuTh MOJIMHHOCTh OTKPBITOTO KJIK04a, TaK Kak €ro
HCKa)KEHUE WJIM MOJIMEHA HE MO3BOJIUT paciiMpoBaTh UH(YOPMAILIMIO HA TAPHOM C HUM 3aKpbITOM
kioue. KpoMe Toro, 3aMeHa 3710yMBIIUIEHHUKOM 3aKOHHOTO OTKPBITOTO KJIH04a Ha CBOW OTKPBITHIN

KJTI0Y [TPEIOCTABIISIET €My MOJIHBIM JOCTYN K MU pyeMoit HHPOpMaIUH.

O0001meHHAas cXeMa aCHMMETPHUYHOI KPUIIOCHCTEMbI

Huxe (puc.3.1) npuBenena o6obwennas cxema acumMmempudHol KpUnoCucmeml.

3nech Ul Mepelauyd KIo4a HCHOJb3YeTCs OTKPBITBIA KaHal CBA3HM, OOeCHeuyuBaromIui
ayTeHTUYHOCTb IepeaBaeMoil HH(OpMaIIH.

YroObl rapaHTHPOBATh HAIECKHYIO 3aLIUTY WH(POPMAIMU, K CUCTEMAaM C OTKPBITHIM KIIFOUOM

(COK) npenbsBIsrOTCS IBa BAXKHBIX U OUEBHUIHBIX TPEOOBAHUS:
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1. IIpeoOpa3oBaHue UCXOAHOTO TEKCTa JOJDKHO OBITH HEOOPATUMBIM U MCKIIIOYATh €ro
BOCCTAHOBJICHHE HAa OCHOBE OTKPBITOTO KJIIOYA.

2. OmpeneneHue 3aKpbITOTO KIOYa HAa OCHOBE OTKPBITOTO TaKXe JOJDKHO OBITh
HEBO3MOJKHBIM Ha COBPEMEHHOM TEXHOJIOTHYECKOM ypoBHE. [Ipu 3ToM skenmaTtenpHa TOYHAS
HWDKHSAS OLIEHKA CIIOKHOCTH pacKpbIThs mudpa.

Anroput™mbl MK(POBAHUS C OTKPBITHIM KIIFOYOM MOJYYHJIM HIMPOKOE PACHPOCTPAHEHHE B
COBPEMEHHBIX HH(OPMAIIMOHHBIX CcHUCTeMax. X HCHONB3ylOT B  CIEIYIONIMX OCHOBHBIX
HAIPBIICHUSX

1. Kak camocTosTeNnbHbIE CPEACTBA 3AUIUTHI IEPEeJaBACMbIX U XPAHUMBIX JIAHHBIX.

2. Kak cpexctBa mnms pacmpeneneHUs KpUNTOrpaUUyecKux KIo4eld. AJTOpPUTMBI
ACHMMETPUYHBIX KPHUIIOCHCTEM OoJice TPYAOEMKH, YeM TPAIULIUOHHBIE KPHIITOCHCTEMBI.
[TosTOMy HyacTo Ha NPAaKTUKE MMEET CMBICI C MOMOIIbIO ACHMMETPHUYHBIX KPHIIOCUCTEM
pacrpenenars KI4Hd, O0bEM KOTOPHIX HE3HAuuTeNeH. A TIOTOM C IIOMOIIBI0 MEHee
TPYAOEMKHUX  CHMMETPHYHBIX  QITOPUTMOB  OCYIIECTBISATH ~ OOMEH  OOJBIIUMH
MH(POPMAIIMOHHBIMHU ITOTOKAMHU.

3. Kak cpencrBa ayreHTH(UKAIMK TTOJIK30BaTENCH MHPOPMAIIMOHHBIX CHCTEM, B TOM
qHcIIe I PeUIeHUs IPOOIeMbI 3JIEKTPOHHOM MO IITHCH.

4. Kak cpencrtBa uis TOCTPOCHUS CIOXKHBIX KPHUITOTPA(PHUUECKHX MPOTOKOJIOB IS
peUIeHUs] Pa3IMYHbIX 3a7ad 3alluThl MH(QOMAaIUMK B COBPEMEHHBIX HH()OPMALMOHHBIX

CUCTCMaAX.

Autredpanyeckasi 00001eHHas Moae/Ib mudpa

Panee mb1 paccmarpuBanu anredpandeckyro mojens mudpa K.IlleHHOHa Kak TPEXOCHOBHYIO
yHuBepcanbHyto anredpy A=(M,K,C,E), rne

M - MHOXECTBO OTKPBITBIX TEKCTOB,

K - MHOXXECTBO KITIOUCH,

C - MHOXKECTBO KPHUIITOTPAMM H

E — unbpexTHBHas (B3aMMHO OJJHO3HA4Has) QYHKIUS MUPPOBAHMSL:

Ev: MxK — C  Ex(m)=c, rne meM, keK, ceC.

Hns  Toro, 4ToObl 3Ta MOAeNb Morjia ObITh HPUMEHHMa K aCHUMMETPUYHBIM
KpunrorpapuueckuM cucteMam, HeoOXoauMo ee pacimupeHne. OCHOBHas KOHIENTYalbHas HUes
MOCTPOSHUSI TaKOW MOJEH, €CTeCTBeHHa W oueBHAHA. OHAa COCTOWT B OT/EIHHOM OITMCAHWUU
Mozeneit nByx mudpos: mudpa mudpoBanus U mudppa pacru@poBaHusi, COBOKYITHOCTb KOTOPBIX

1 COCTaBJIsIeT 0000IIEHHYIO anredpanyecKyro Moienb mmdpa.

Hlugpom 3awmugposanus (anredpoit 3amudpoBanrs) HA30BEM anredpy
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ALLI=(M9 MC) KLLI Ca CC) E)a F)le

<> MHO>KECTBO MCQM TPAKTYCTCA KaK IMMOAMHOKCCTBO BCCX COACPIKATCIBbHBIX TCKCTOB

13 MHOXKECTBA OTKPBITBIX TEKCTOB» M.
< ¢bynkuus mudpoBanus E ocymectsiser otobpaxenue MxKy, na C:
E: MxK,— C, Ec(m)=c,

TO €CTh SIBJISICTCS CIOPbEeKTHBHOM, npudeM VKeK,, orobOpaxenue Ey(m) mHbekTHBHO (00pa3bi
IBYX Pa3IMYHBIX AJIEMEHTOB Pa3lIMuHbI), a MHOXKecTBO C, cOCTOMT M3 MmHU(ppPOrpaMmM, KOTOPHIE
MOT'yT OBITh MOJYYEHBI B pe3yibrare mudpoBanus comepxkaresnbHbix TekeToB: C, =E(MxKy), TO
€CTh pPe3yJIbTaTOB MIM(PPOBAHUS TEX OTKPBITHIX TEKCTOB M, JUIS KOTOPBIX ONPEICICHO 3HAYCHHE
Ex(m) s Beex kmoueit mudpa K eKy,.

BBenenne noamHOkecTBa MM Kak MHOXECTBA COJEPIKATEIbHBIX TEKCTOB ITO3BOJISAET
KOPPEKTHO BBOJIUTH KPUTEPUH HA CO/ICPKATECIBHBIC TEKCTHI.

Takum o6pazom, mmdp 3ammuppoBaHus €CTh HEKOTOpoe yrouHeHne mojenu mmgppa LllenHona
A=(M,K,;,C,E).

Hlugpom pacuwugposanus (anredpoit pacumbpoBanus) s Ay Ha30BeM anredpy

Ap=(My, K, Cp, D), rrie
» CcC, u BBenenue MHOkecTBa Cp — MHUQPTEKCTOB «IPaBUIBHBIX» COOOIIEHHH (a
touHee, Cp\C — MHOXecTBa HCKa)XEHHBIX MH(PTEKCTOB) 00ECHEYHBACT BO3MOKHOCTh
ONMMCAHMS PEaKIMH TPUEMHOM CTOPOHBI Ha TMOCTYIUIGHWE HWCKAKEHHOTO IMH(PPOBAHHOTO
cooOmenust C,C;
> McM,, n BBenenne MHOXectBa Mp\M obecrieunBaeT BO3MOXKHOCTH OIHCAHUS
pe3ynbrata pacmupoBaHHS TPUEMHOW CTOPOHOW  HMCKAaXEHHOTO MH(POBAHHOTO
coobmeHus C,&C,;
»  ¢ynkuus gemmdpoBanus D- cropbekTHBHOE 0TOOpakeHue
D: Cpx Ky— M, Di(c)=m,
JUIs KOTOPOTO BBIMOJIHAIOTCS CIIEAYIOLINE YCIOBUS:
1) cymiectByer ouekims f: Ki,—Ko;
2) nns moosix MeM, keKy, u3 yenosus Ex(m)=C BeiTekaer
D(c,f (k))=m.
[Ipu oTcyTCTBMM HCKaXXEHHH B KaHaie CBsA3M (yHKIuUs pacmudpoBanus D momHoCThIO
onpezeneHa Ha BceM MHoOxkecTBe CxKj,.
OtmeTuM, 4yTO B oOmpeAeleHud MmHdpa paciiudpoBaHUS HE COAEPKUTCS TpeOoBaHUMN

nHbeKkTHBHOCTH (pyHKIMH f o mepemennoit ke K.
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Aneebpauueckoii 0606weHHOU MOJenblo wu@dpa Ha30BEM TPOUKY

(AmA,, ).

K mMOJOKHUTEIbHBIM CBOMCTBAM 3TOM MOJEIH OTHOCHUTCS BO3MOXKHOCTH MOETHPOBAHUS
i poB KaKk ¢ CHMMETPHYHBIM, TaK H C aCHMMETPHYHBIM KITFOYOM.
I[Ipu 5TOM yYHUTBIBAIOTCS CICIYIOIINE COOOPAKCHUS:
> xmod K€Ky, Hecekperen, a kimou K,=f (Ky,) €K, siBiseTcst cexpeTHbim;
» ompenelieHHe 3HaYeHUs K CBSI3aHO € pEIICHUEM CII0XKHBIX MTPOOIIeM;
>  cunre3 nap kmouei (Ky , Kp) mpoBoauTCs 10CTaTOYHO IPOCTO.
3aMeTUM, YTO 371€Ch MPOSBIIAETCS BO3MOYKHOCTD KIIACCH(UKAIMK MIH(POB 10 MapaMeTpy CIIOKHOCTH
BoiunciieHuss 3Hadenwss f  (Ky) Kmowa pacumdpoBaHMs, 4YTO ONpECIseT OCHOBHOM —Iapamerp

KpUITTOTrpaduuecKoil CTOMKOCTH IIM(POB C aCCUMETPHIHBIM KITFOUOM.

OnHocTroponHue GyHKUIMHU

KoHuenus acCuMMETpUYHBIX KPUITOTPaAQUUECKUX CUCTEM C OTKPHITHIM KJIFOUYOM OCHOBAaHA Ha
PUMEHEHUH OJTHOHANPABJIICHHBIX WM OJHOCTOPOHHUX (yHKmiA. [locnennee HazBanue ObLTO JaHO
10 aCCOLMAIMH C OJHOCTOPOHHHUM JIBUKEHHEM, KOT/a JIETKO MPOEXaTh B OJHY CTOPOHY U HENb3sI B
apyryt. Ilpu 3ToM B kpunrtorpaduu, Kak B )KU3HHU, «HEIb3s» HE O3HAYAET «HEBO3MOXXKHO HU IpHU
KaKHX YCIIOBUSX», HO TOBOPUT O TOM, YTO 3TO CONPSHKEHO C CEPhE3HBIMU TPYTHOCTSIMH.

Omnpenenenne. Oyukuus f: X—Y HaswsiBactcs odnocmoponnen (oneway function), ecimu
cymecTByeT 3 (OeKTHBHBINA aaropuT™ uisi Beraucienus f(X) VX, HO He cymecTByeT 3pPEKTUBHOTO
ANrOPHUTMA JUTS BEIYHCIICHHS XOTS OBI OHOTO dIeMenTa poodpasa f ().

HuxkTo He 3HaeT, cymecTByroT i BooOIe ogHocTOpoHHHE (QyHKIMA. OCHOBHBIM KPUTEPUEM
oTHeceHHuss QyHKIMM f K KiIaccy OIHOCTOPOHHMX WM HEOOPAaTHMBIX SIBISICTCS OTCYTCTBHE
3G GEKTUBHBIX C GbIYUCIUMENbHOU MOYKU 3PeHUs AITOPUTMOB 00paTHOTO npeodpazoBanus Y —>X.
B xpunrorpaduu mnox rHeobpamumocmelo TIOHHUMAeTCs HE TeEOpeTHYecKas HeoOpaTHMOCTb
GyHKIMH, a NpakTUYecKas HEBO3MOXKHOCTh BBIUMCIMTH OOpaTHOE 3HAY€HHUE, MHCIOJb3Ys
COBPEMEHHBIE BBIYMCIMTEIbHBIE CPEACTBA 3a 3aJaHHbI MHTEpBaJ BpeMeHU. TakuM oOpa3oM,
npoOJIeMBl  TIOCTPOCHUSI OJHOCTOPOHHHX (YHKIMH CBS3aHBI C TEOPETUKO-BEPOSATHOCTHOU
CIIO’KHOCTBIO QJITOPUTMOB U QITOPUTMUYECKUMH BOITPOCAMH TEOPHH YHCEI.

MHOXeCcTBO KJIAacCOB HEOOpAaTUMBIX (DYHKIMA M TOPOXJIAeT BCE pa3HOOOpasue CHCTEM C
OTKPBITBIM KIJIFOUOM. BOJIBIIMHCTBO MpeanaraeMbIX CErofHs KPUITOCUCTEM C OTKPBITHIM KIHOUOM

OTMPAIOTCS HA OJIMH U3 CIEAYIOIINX TUIIOB HEOOPAaTUMBIX MPEeOOpa30BaHUM:
1. Paznoxxenne OONMBIIUX METbIX YHUCeT Ha MPOCTHIE MHOKUTEIH.

2. Brruncnenue norapu@ma B KOHEUHOM II0JIE.
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3. Brruncnenue kopHe anreOpandeckux ypaBHEHUI.

dakTopu3anus

B kauecTBe mepBOro mnpumepa OJHOHANPABICHHOW (DYHKIMH PAaCCMOTPUM IIEIOYUCICHHOE
ymHOKeHue. [psimas 3a1aua — BBIUMCIIEHUE IPOU3BEACHUS IBYX OUY€Hb OOJBIIUX IEIBIX YHCEN p
U (, T.. HAXOKJECHUE 3HaYEHUs N=P"(, ABJISICTCS OTHOCUTEIBLHO HECIOXKHOM 3a0a4ei.

OOpartHas 3ajnavya, Has3bpiBaeMas 3ajaueil (akTopu3alUy, - pa3IoKEHHEe Ha MHOXHUTEIU
00JIBIIIOTO 1IEJIOT0 YKCIIa, T.€. HAXOXKACHUE AeNuTeNel P U ¢ O0JIbIIOro LEeI0ro Yucia

n=p-dq,

SIBIISIETCSI TIPAKTUYCCKU HEPAa3pelIuMon 3adadeidl mpu JoCcTaTouyHO OonbmuxX 3HadeHwusx N. Ilo
COBPEMEHHBIM OLICHKAaM TE€OPUM 4YHCEI IPU LEIOM n~2°* u P~Q g Pa3lIOoKEHHs 4YMciIa N Io-
TpeOyeTcst OKOJIOo 10% onepauui, T.e. 3aJa4a MPaKTUUYECKU HEpa3peluMa Ha COBpeMeHHbIX DBM.

Ecnu mpocThle COMHOXHUTENU HMEIOT CIEUUAlIbHBIA BUJA, U3BECTHHI Ooniee 3¢ (deKTHBHBIC
ITOPUTMBI (haKkTOpH3alMu. Peub UIET 0 COMHOXKHTENSIX p, TAKUX, Y KOTOPBIX BEJIWYHMHBI p-1 nin
pt1 SABISIIOTCS «TTIAAKUMU», T. €. UMEIOT TOJIBKO MaJIble IPOCTHIE JEIUTENH.

OpaHako ¢ MOSIBICHHEM alroputMa (pakTOpU3aluu ¢ UCTIOJIb30BAHUEM AIUTUNTHYECKUX KPUBBIX
KJIACC YHCeNd, JOMYCKAIIMUX OBICTPYIO (HaKTOPHU3ALUIO, PACHIUPUIICS U TPOCThIE KPUTEPUU
IIPOBEPKHU IIPUHANICKHOCTH JAHHOMY KJIACCy YTPaTHJIM CBOXO 3Ha4YMMOCTb. [10aTOMYy, Kak npasuio,
€IMHCTBEHHBIM Pa3yMHbIM KPUTEPUEM MOKET CIYKUTh pa3Mep MPOCThIX MHOXKHUTEJIEH, TIOCKOJIbKY

C YBCIIMYCHUCM pa3Mepa YMCHbIIACTCA BEPOATHOCTDb BBI6paTB YHCJIO CIICHUAJIBHOI'O BHA.

JlucKpeTHbIit 1orapugm

pyroii mnpumep OJHOHAMpPABICHHOH (YHKIMM — 3TO MOJYyJbHas OJKCIIOHEHTa ¢
(UKCUPOBAaHHBIMH OCHOBaHWEM W MoxayneM. IlycTe @ u N - menble ymcna, Takue, 9yto 1< a < n.
Torna MoaynbHas 3KCIIOHEHTa C OCHOBAHUEM & 10 MOJYJII0 N MPeACTaBIsAeT co00i (PyHKIMIO

y =a"mod n,

rie x — 1enoe uucio. EcrectBenHo 3anucath x = 10g, ().

3amauy oOpateHus 3Toi (QYHKIIMH B MHOKECTBE IIEJIBIX YHMCET HA3bIBAIOT 3a7a4eil HaX 0K ICHHS
JTMCKPETHOTr o Jiorapugdma.

Onpenenenue. Yncno x Ha3bIBalOT JAUCKPETHBIM JIorapu(MOM YHUCla Y 10 OCHOBaHMIO & M
MOJTYJIIO N, €CIIH U1 BCeX a € Z, HalIeTcs Takoe 1eoe Y, 4To

y =a"mod n.

Bbruncnenne AMCKpeTHBIX Jorapu@moB (Koraa 3afaHbl @, Y W N) NPUMEpPHO Takas e
TpyAHOpeIIaeMas 3a/1a4a, Kak U pa3IoKeHHe Ha MHOKUTEITH.

Omnpenenenne. OmHocToponnss GyHkiws f: X — Y Ha3bIBaeTCs ooHocmopouHell ynkyueil ¢

. -1
Josyuikou, €CJIN f ()/) MOKHO BBIUYUCIIUTL 3a MNOJUHOMHAJIBHOC BpEMA, HUMCI HCKOTOPYIO
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JIONOJIHUTEIbHYI0 HMH(oOpManmioo, T. €. cymectByer ¢yakuus ¢(),f), BbMHCIHMAs 32
OTMHOMHAIIBHOE BpeMst i Takast, ato g(y,t) = f () wis HexoTopoit ToByIIKH t.

DddekTuBHOE BhIUKCICHUE 00paTHOM (YHKIIMM BO3MOXKHO, €CIIM M3BECTEH 'moTaitHOW xox1"
(cekpeTHOe 4KCII0, CTPOKA WM Apyras MH(pOpMalMs, acCOLMUpYIoLIascs ¢ JaHHON QyHKuueil). B
KayecTBEe IpHMeEpa OJHOHANPABICHHOM (QYHKIMHM C "MOTaHBIM XOJOM" MOXHO TPUBECTU

UCToJib30BaHue PyHKIMH Diinepa B kpuntocucreme RSA.

Kpunrtocucrema RSA

Anroputm RSA cran nepBbIM HOJHOLIEHHBIM AJITOPUTMOM C OTKPBITHIM KIIFOUOM, KOTOPBII
MOXET paboTaTh Kak B peXUMe MU(PPOBAHMS JAHHBIX, TAaK U B PEKUME HIEKTPOHHON LU(PPOBOMA
noanvcy. OCHOBaHHAsI HA ATOM alNTOpUTME TomysipHas kpunrtocucreMa RSA paspaborana B 1977
roJly ¥ NOJy4Yyuiia Ha3BaHHUE B YeCTh ee co3aarencii: Ponanpaa PuBecrta (B HacTosiiee BpeMsi OH BO3-
rnasnsieT kommanuio RSA Data Security), Anu [llamupa u Jleonapna Diinenbmana.

B mHacrosimee Bpemsi RSA sBmsercss Hambosee pacnpoCTpaHEHHON KPUITOCHUCTEMOM ¢
OTKPBITBIM KJIIOYOM — CTaHAApTOM Je-(PakTo MJii MHOTUX KpPUNTOTPA(PUUECKUX IPIOKEHHM.
Cratyc ne-¢pakTo MOCTYXHJI NMPUYUHON BKIIOYEHHUS KpuUnTocucteMbl RSA B mpuHsATBIE paHee
Kpunrtorpaduueckue craHfapTel, Hampumep B (QunHancoBble crangaptel CIHA u ®panuuu,
aBCTPAJIMIICKUI CTaHOapT YIpaBleHUd KioyamMu W MHorue apyrue. Kpunrtocuctema RSA
NpUMEHSIeTC B pa3iMuyHbBIX mporokoiax Internet. B kpunrorpaduueckue craHmapTsl,
neiictByroiue Ha Teppuropun Poccun, RSA He BXOAWT, YTO OCIOXKHSET €€ MPUMEHEHHE C TOUKH
3peHusi MpaBoBbIX HOpM. TeM He MeHee, BHIOOp 3TON KPUNTOCHCTEMBI MPU3HAETCS OMpPaBIaHHBIM

OTEUECTBEHHBIMHU aBTOpamu [8].

OcHoBHBIE onpe/iesieHUs] U TeOpeMbl

HanexHocTh anropuTMa OCHOBBIBAETCS Ha TPYJHOBBIUUCIUMBIX 3a/adax (haKkTOpHU3aIluu
(pa3noxeHuss HAa MHOXWTENTU) OOJBIIMX YKUCET W BBIYUCICHHUS JAUCKPETHBIX JOTapu(pMOB.
OmnpeneneHus U TeOpeMbl U3 anreOpbl, UCIONb30BAHHBIC MPU CO3JAHUN JAHHOW KPHUITOCHCTEMBI
paccMOTpeHbI B puiiokeHuu. [IpuBenem 3/1ech TOIbKO OCHOBHBIE YTBEPKICHUS.

1. Kpunrorpaduyeckue CHUCTEMBbI SBISIIOTCS CTOMKHUMH, €CJIH OINPEASJICHHBIE MX MapaMeTphbl
SIBISIIOTCS pocmuimu yuciaamu. Yucio a Ha3bpIBaeTCA MPOCTHIM, €CIM OHO HE HMMEET IIeNBIX
JeTuTeNeH, kpome equHuIbl. Yncna ¢ u b Ha3bIBarOTCS B3aUMHO MTPOCTBIMH, €CITH MX HAUOOJIbIIHN
obmmmii gemurens HOJ(a, b)=1.

2. @yukyuen Jinepa ¢(N) HA3BIBACTCA YUCIO TMOJOXKHUTEIBHBIX MEIBIX YHUCE MEHBIIHMX N U

B3aMMHO IIPOCTHIX C N.
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Brruncnenne ¢ynkuuu Dinepa ¢(n) mwis Oonbmmx N B o0LIEM ciydae MPEACTaBIsET COOOi
TPYAOEMKYIO TPOLEAYpY nepedopa BCeX YMCeNd MEHBIIMX N M MPOBEPKU Ui KaKIOTO B3aMMHOM
npocToTsl ¢ N. OzHako, 3Ta GyHKIUS 00JIa1aeT CIeTyIOIIMMU CBOMCTBAMU:

— ¢()=p-1 Vp-—npocroro uyncna.
— ¢(a, b) = p(a) p(b) m1st MOOBIX HATYPATBHBIX B3aUMHO MIPOCTHIX @ U D,

KOTOpbIC MO3BOJISIFOT JIETKO BBIYMCINTH 3HaueHHWe (QyHKUUH Disepa ¢(N) ¢ MOMOIIBI Tpex
apu(pMETHUECKHX JICHCTBHI, €CIIM N3BECTHO PA3IOKEHHE YMCIIa N Ha MPOCTHIC COMHOXKHTENH P U (:

o(N)=(p-1)(9-1).

3. B RSA wucnones3syercs Teopema, KOTOpas HOCUT HAa3BaHUE KUMAIUCKOU meopemvl 00
ocmamkax, Tak KaK 3TOT Pe3yJabTaT ObLI M3BECTEH emie B apeBHeM Kwurtae, rae teopema Oblia
npeaioKeHa KUTaCKMM MartemMaTukoMm mepBoro Beka Cyn Ile. Ona yrBepxknmaer, uto iro0oe
HEOTPHLIATEIILHOE 1IeJI0€ YHCII0, HE TPEBOCXOAIIEe MPOU3BEICHUS MOIYJIEH, MOKHO OJHO3HAYHO
BOCCTAHOBUTB, €CIIM W3BECTHBI €r0 BBIUETHI MO 3TUM MOIYJISIM, W Ha3BaHa TaK IOTOMY, YTO
PE3yJIbTaTOM NPUBEICHHS YUCIIA @ TI0 MOJYJIIO N SBISIETCS OCTATOK OT JEJICHHS ¢ Ha N.

@aktnueckn B RSA mcnonp3yercss ciaencTBHe M3 3TOH TEOPEMBI, YTBEp)KJIAIOIIEe, YTO €CIIH
M3BECTHO PA3NIOKEHHUE YMCIIa N HA MPOCThIE MHOXKHUTEIHA N=N1Ny...Ny, T/I€ BCE Nj MONapHO B3aUMHO
IPOCTBI, M Pe3y/IbTaT MPHUBEACHUS YUCIA X 10 MOIYyJro N V' i=1,...,K 0JMHAKOB, TO PE3yJIbTATOM
NPUBEICHHS YHCIIa X IO MOAYII0 N OyneT To ke uncio. To ecTh V X,a — HeNbIX Yrucel

Xx=amodn < x= amodn; Vi=1,...k

4. Teopema itnepa. Ecniu n>1, to V xe Zy* (x B3aUMHO MPOCTOrO C N), BBIIOJHSICTCS
CpaBHEHHE

x°™ =1 mod n.

Crencreue. V x < N B B3aHMHO TPOCTOTO ¢ N MOXKHO JIErKO BBIYHCIHTH OOPATHBIH S7eMeHT X B
KOJIBIIE BBIYETOB Z,, U3 CPAaBHEHHS

x'=x*W"mod n.

Manasn meopema @epma. V' xeGF(p), x#0, BBINOIHAETCS CpaBHEHHE

x"* =1 mod p.

Manast Teopema ®@epma sBISETCS CIEICTBUEM U3 TE€OpeMbl Dilyiepa, XOTS UCTOPUUYECKH OHA
ObuIa I0Ka3aHa paHblie, 3aTeM Ditnep e€ 0600

Caenctsue 1: Ecniu p — npocroe 4ncio, To V x, B3aUMHO IIPOCTOTO C P

x? = x mod p.

Caenctaue 2: ecit HOJI(e,¢(n))=1 (e - mpocToe OTHOCUTEIBHO (1) )

to 3 d-menoe, Takoe, 4TO

ed =1 mod n.
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Ha stux matemaruueckux (paxkrax ocHOBaH anroputM RSA.

Adaroputm RSA

B xpunrocucreme RSA coobmienre m, kpunrorpamma C, OTKpBITHIA Kimto4d K,, U CeKpeTHBII
K04 K., mpuHamIeKaT MHOXeCTBY Imenbsix umcen Zp={0, 1, 2,.., n-1}. MHuoxectBo Z, ¢
oTepaIusIMu CJI0KEHUS U YMHOXKEHHUS 110 MOYIIO N 00pa3zyeT KOJbIIO.

Monaynb N onpenensercss Kak COCTaBHOE YHCIO PaBHOE MPOU3BEACHHUIO N=P-( ABYX OOJBIINX
MPOCTHIX uucen P-u . Moaysb N SBISETCS OTKPBITHIM IapaMeTPOM aJrOpUTMa, a uucena P-u q —
CEeKpEeTHBIMU NapaMerpamu. To eCTh MHOXKUTENH P U ( XpaHAT B CEKpeTe, a UX IMpOou3BeAeHUE N
M3BECTHO BCEM, KTO MOJb3yeTCs JAaHHOW KPUITOCUCTEMOW. 3J€Ch HCIOJIb3YeTCs OJHOCTOPOHHSS
(GyHKIUS C JIOBYIIKOW. 3HAsi CEKPETHBIC MapaMeTphl airopuTMa P ¥ ( MOXKHO JIETKO BBIYHCIHUTH
byukiuo Diinepa ¢(N) o Gopmyite

@(n)=(p-1)(a-1),

TOrja Kak BbIYMCiIeHHE ¢(N) TOJBKO MO OOJBIIOMY YHCITY N SBJISETCS TPYAHOBBIYHUCIUMOI
3a/1a4en.

Oynkuus Dinnepa ucnonb3yercs B RSA npu Beunciennu kiroyei.

OTKpBITHIHN K104 K = e BRIOUPAIOT ciyyaifHbIM 00pa3oM U3 MHOXKECTBA

Z*¢(n) — ymcea MeHbIKX ¢(N) U B3aUMHO MPOCTHIX ¢ @(N).

WNHuaue ycinoBue eeZ*go(n) PaHOCWJIBHO BBIIIOJIHEHUIO JBYX YCIIOBHU

1<K, <¢(n), u HOJ(K,, ¢(n))=1,

KOTOPBIM JIOJDKEHO YAOBJIETBOPATH CIlydaiiHO BbIOpaHHOE 4mcio K, = e, 4T0ObI OHO MOTJIO
CITy’)KUTb OTKPBITBIM KJItouoM B RSA.

CeKpeTHBINA KU Kc = d BEIUMCHSIOT Tak, YTOOBI BBINOJHSIIOCH YCIOBHUEC

Ke - K,=e-d=1mod ¢(n). *)

To ecth, cekpeTHblli Katou O sBisseTCSs OOpAaTHBIM 3JIEMEHTOM K OTKPBITOMY KIHOUy € B
MHOXeCTBE Zyn): d = e "1 mod @(n). Pemenune cpaBHeHus (*) MOXHO HaWTH C MMOMOIIBIO
pacumMpeHHoro anropurtMa EBximna.

3ametrum, yTo d ¥ N TaKKe B3aUMHO MPOCTHIC YUCIA. BBIUUCICHHE CEKPETHOro KItoYa I0
OTKPBITOMY SIBIISIETCS TPYIHOBBIUMCIMMON 3a7aueii, €ClIM HEU3BECTHHI CEKPETHBIE MapaMeTphl
alropuT™Ma P W (, TaK KaK MPH 3TOM TPYAHO BHIUMCINTH 3Ha4eHHWe (QyHKIMH Dilnepa, TO eCTh
MOJTYJIsI, O KOTOPOMY MTPHBOISTCS PE3YIIBTATHI ONEPANNI TIPU BHIYUCICHUH KITFOUEH.

[Tpu BBITIOTHEHWH MH(PPOBAHUSA W JACIU(POBAHUS BBIYUCICHHUS TPUBOIATCS MO MOAYIIO N.

OTKpBITBIfI KJIII04 KO M MOAyJIb N COO6H_[8.IOT BCEM, C KEM NpCAlojiararoT 00MEHHBATHCS
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COOOIIEHUSIMU W UCTIONB3YIOT JUIS MH(PPOBAHUS TAHHBIX, & CEKPETHBIN K04 K. XpaHST B CEKpeTe
Ha CTOPOHE TOJy4YaTells U UCTIONB3YIOT s IeIU(POBAHHUS.

[IpeobpazoBanue muppoBaHus ONpeaessieT KpUITorpaMmmy C uepe3 napy (OTKpbIThIH Kitou Ko,
COOO0IICHHE M) B COOTBETCTBHHM CO Cieayromen hopmMyIioi:

¢ =Ex, (M) = m* mod n.

B kadectBe airoputma OBICTPOTO  BBIYHMCICHUS 3HAYCHHUS C  UCHOJB3YIOT  PsfI
MOCJIeZIOBAaTEIbHBIX BO3BEIEHUN B KBaJApaT LEJIOro M W YMHOKEHHH Ha M ¢ MPUBEICHUEM IIO
MOJYJIIO N.

Oo6parienne GyHkIuu ¢ = m* mod N, T.C. OIIPEACIICHNEC 3HAYCHUS M 110 M3BCCTHLIM 3HAYCHUSIM
¢, Kom n, siBisieTcs 3a1a4ueil TUCKPETHOTO JIOrapu(MUPOBAHKSI M TPAKTUIECKH HEOCYIIIECTBIMO TIPH
na2512

Opnako 3afauy pacim@poBaHUs KPUIITOTPAMMBI €, MOXHO JIETKO PELIUTh, HUCIOJIb3Ys
CeKpeTHbIN KTt K¢, Mo cienyromieit popmyie:

m = D (¢) = ¢“° mod n.

JlokaskeM, 4TO B pe3ysIbTaTe BO3BEICHUS KPHIITOTPAMMBI ¢ B CTEIIEHb CEKPETHOTO Kitoua K

MoJIy4acTcCs HCXOHHLIﬁ TEKCT M. HpOHeCC paCLHI/I(prBaHI/I}I MOKHO 3aIliMCaTh TakK:
Dke(Exo(M)) = Dre(M®) mod n= (M%) mod n= m*mod n.

ITo ycnoButo BeIOOpa Kirouei

e-d =1mod ¢(n) *)

MBI MOYKEM HAIKCATh, 4TO 3 K Takoe 4ro, ¢ y4eToM CBOUCTB ¢(N) :
e-d=k -¢(n) +1 =k (p-1)(g-1) +1.

HOHCTaBI/IM OTO BBIPA’KCHHUC B MOKA3aTCJIb CTCIICHU:

met = m (m D) K@D = @Dy e-D)

ITo maioii Teopeme depma (¥ "1 =1 mod p, p — mpocToe):

m*“modp =m (1) *“Y mod p = m mod p.

AHaHOFI/ILIHO, 3aMCHHB p Ha q, MOJIY4YnM:

m®mod g=m (1) *®? mod g =m mod g.

Jlanee, 1O CIEACTBUIO U3 KUTAHCKON TeOpeMbl 06 OCTaTKax Tak Kak N=pQ:
m®mod n =m mod n, 4T

Takum 06pa3om, eciii KpUIITOTPaMMy ¢ BO3BECTH B CTeTeHb K.

& modn=m,

TO B PE3YyJILTATC BOCCTAHABJIINBACTCA HCXOI[HBIIZ OTKpBITBIﬁ TEKCT M.

MIMeHHO MO3TOMY JIJ1sl BBIYMCIICHHSI CEKPETHOTO Kiroua K¢ UCTIONB3YIOT cooTHOMIeHUE (*).
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IIpoueayps! mmppoBanus u paciudpoBanusi B Kpunrocucreme RSA

B peanbnpix cucremax anroput™m RSA peanusyercs cnenyrommm oopazom. [Ipenmonoxum, 94To
MoJIb30BaTelb A XOuYeT IMepenaTh IMoib3oBaTento B cooluieHne B 3amm@poBaHHOM BUJE,
ucnonb3ys kpuntocuctemy RSA. B Takom ciywyae mnonb3oBaTenb A BBICTyHaeT B pOJU
OTIPaBUTEINS COOOIICHUS, a Moyb30Batesb B - B ponu nmomyvarens. Kpunrocuctemy RSA nomken
chopMUpOBaTh TOJy4YaTeNlb COOOIIEHUs, T.€. MOJIb30BaTelh B, Tak Kak B 3TOM ciiy4ae He Oyner
HEOoOXOIMMOCTH B IEpelaye CEeKPeTHOro Kioya. PaccMOTpuM MOCieoBaTeIbHOCTh JCHCTBHIMA
nosnb3oBarens B u nmonb3oBatens A.

@opmuposanue Kpumnocucmemsl ( Ha CTPOHE TOTyYaTelss HHPOPMAIIUU) COCTOUT B BEIOOpPE
apaMeTpOB AITOPUTMA U BBIYMCICHUN Taphl KIFOYEH:

1. Tlonb3oBarens B BbIOMpaeT nBa OONBIIMX NPOCTHIX YHCIa P U (. DTO cexpemmbvie
napamempsi aArOPUTMa, OHU XPAHATCS B CEKPETe Ha CTOPOHE MOoJyyaTaTes.

2. llonb3oBarens B Belumciser 3HaYeHHWE MOAYNISA N KPUITOCHCTEMBI KaKk  Pe3yJbTaT
YMHOXXEHUS TIEPBBIX JIBYX YHCEI:

n=p-q.

OT0 0bwWedocmynHblil napamemp KPpUNTOCUCTEMBI. MIHOT/Ia ero BKIIIOYAIOT B OTKPBITHIN KITHOY.

3. Tlonb3oBartens B, 3Has cekpeTHbIEe MapaMeTphl alropuT™Ma P U (|, BBIUMCIAET (QYHKITUIO
Diinepa:

@(n)=(p-1)(a-1)

¥ BBIOMpAET CIy4yalHBIM 00pa30M MPOCTOE YUCIO € KaK 3HauyeHUue OTKphITOro kimwouda K, ¢
YUYETOM BBINIOJTHEHUS YCIOBUM:

K,<p(n) u HOJ(K, ¢(n))=1.

4. TTonb30BarteNb B BBIUKCIIACT 3HAUEHHE CEKpeTHOTO Kimtoua K, = d mpu perieHnn cpaBHEHUS

K.=K,  mod ¢ (n).

JU1st BEIYMCIIEHNsT OOpPAaTHOTO 3JIEMEHTa B KOJbLE Zn) UCHONB3YIOT YaCTHBIA PEXUM PabOThI
pacmperHoro anroputma EBkiunaa nns onpenenenus HOJl. DTo MOXKHO OCYyIIECTBUTH, TaK Kak
nojydatesb B 3HaeT mapy mpocThix uucen (P,q) ¥ MokeT Jierko Haitu ¢(n). 3ametum, uto K 1 n
JOJHKHBI OBITH B3aUMHO MPOCTHIMH.

(B mpuHIUIIE OTKPBITHI M 3aKPBITHIA KIIFOUM MOXHO ITOMEHSTh MECTaMH, TJIaBHOE, YTOOBI
BBINOJIHSIOCH cooTHomeHne e-d =1 mod ¢ (n) ).

5. Ilonwp3oBatens B mepecbutaer moip3oBarento A mapy uducen {€,N} MO HE3aIUIIEHHOMY
KaHamy.

Hlugposanue ungopmayuu ( Ha cTpoHe oTmpaButTens). Ecam mons3oBarens A XOYeT

nepeaaTsb MoJIb30BaTCIIO B COO6HIGHI/IG M, OH BBIMOJHSCT CICAYIOIINC IIary.
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6. [Tosib30BaTenb A pa30MBacT UCXOMHBIA OTKPBITBIM TEKCT M Ha Ogoku M, i=1,...,N, KaxIbIi
13 KOTOPBIX MOXKET OBITh MIPEJICTABIICH B BUJIE YUCJIa MEHBIIIETO N

mie {0,1,2,..,n-1}

7. ITonp3oBarens A mmudpyeT TeKCT, MPeICTaBICHHBINA B BUJE MTOCIEI0BATEIBHOCTH YUCEN M; C
nomoIipio kiouda Ky = e mo hopmyie

ci =m;° mod n

M OTIIPABJIAICT KpUIITOTpaMMy Cy, ... ,Cj. IOJb30BATECIIIO B.

Jewmughposanue ungpopmayuu (Ha CTpoHe TOJTydaTeIsA):

8. Ilonp3oBarenr B pacmmdpoBbsiBaeT MNPUHATYIO KpunTorpaMmy Ci ... ,Cj, HCHOJB3YS
cekpeTHbI Kimou Kc=d, mo popmyie

m; = ¢° mod n.

B pesynbrare Oynmer moiiyueHa IOCIIEIOBATEIbHOCTh YUCEN, KOTOpPbIE MPEICTABIAIOT CO00M
HCXOJHOE coo0IIeHue m.

TakuM o0pa3oM, Korja moiydaTellb B, KOTOpBIH cO37aeT KPUNTOCHCTEMY, OH 3alllHMINAcT
CJIEyIOIME TTapaMeTpBbl:

1. cekpernbiii ko4 K;
2. mapy uwucen (p, q);

OTkpbITHIA KTH0Y K, U 3HaYeHHE MOAYJS N MyOIUKYIOTCS U TOCTYIHBI KOKIOMY, KTO YKEIaeT
MOCJIaTh BIAJACIBILY KJII0Ya COOOIICHHE, KOTOpOoe 3amu(pOoBBIBACTCS YKa3aHHBIM aJITOPUTMOM.
[Tocne mudpoBanust cOOOIIEHNE HEBO3MOKHO PACKPHITH C TOMOIIBIO OTKPHITOTO Kitoua. Brangener
KE 3aKpBITOrO Kitoua 6e3 Tpyaa MOXKeT pacundpoBaTh NpUHATOE cooOmieHue. [IpoTUBHUKY ke
JUIATOTO, YTOOBI OMpPENeIUTh 3HAYCHHE CEKPETHOTo Kito4ya K HY)KHO CYMETh Pa3NIOKUTh YUCIO N
Ha MHOKUTENH p U (], 4TOObI y3HATh Obl "MOTalHON X0" ¥ BBIYUCINUTD 3HaUeHUE QYHKIUU Diinepa
kak ¢ (n) = (p-1) (9-1).

[Tpumep. PaccmoTpum HEOONBIION TpUMEP, HILTIOCTPUPYIOMINM TpuMeHeHne anroputma RSA.
3amuppyem coodmenue "CAB". Jlng mpocToThl OyaeM HCIONB30BaTh MalleHbKHE 4YHcla (Ha

MPAKTUKE IPUMEHSIOTCS TOpa3io OOJbIINE).
1. BriGepem p=3 u q=11.
2. Omnpenenum N=3-11=33.
3. Haiizem ¢ (n) = (p-1)(g-1)=2-10 = 20.
4. BriGepeM B Ka4eCTBE CEKPETHOrO KiIoua d IIPOM3BOJILHOE YUCIIO B3aUMHO MPOCTOE C
@(n)=20, nanpumep, d=3.
5. BriGepeM OTKpBITHIA K04 e = 7. B KauecTBe TaKOro YMCIa MOYKET OBITh B3ATO

JII000e YUCII0, JJIA KOTOPOTro YAOBJIIETBOPACTCA COOTHOIICHHUE



348

e d mod ¢(n) =7-3 mod 20 = 1.

6. Ilpencrasum mudpyemMoe cooOIIeHHE KaK MOCIEI0BATENLHOCTh LEbIX YMCENl C
nomotipio orobpaxkenus: A=1, B=2, C=3. Torma coobmenue npunumaer Buzg (3,1,2).
ZamudpyeM cooOIIeHHUE ¢ TOMOIIIBIO KiTtoya {e=7, N=33}:

LTI = (3") mod 33 = 2187 mod 33 = 9,

T2 = (1" mod 33 =1 mod 33 = 1,

IIT3 = (27) mod 33 = 128 mod 33 = 29.

7. PacumdpyeM monydennoe sammdposanHoe coobmenue (9, 1, 29) Ha ocHOBE
3akpbITOro Kimoua { d=3, n=33}:

UT1 = (9%) mod 33 = 729 mod 33 = 3,

UT2= (1*) mod 33 =1 mod 33 =1,

WT3 = (29°) mod 33 = 24389 mod 33 = 2.

Haoexcrnocms RSA. RSA wMHOTHE TOIbI MPOTUBOCTOUT HHTCHCUBHOMY KPHUIITOAHAIH3Y.
JlokazaHo, 4uTo packpbiTue mudppa RSA 3KBUBaIEHTHO PELICHUIO 3a7auu (PaKTOpU3aALUU OOJBIIUX
(100-200 gBOMYHBIX pa3psaI0B) uncell. BaxkHo, 4TO B 3TOM 3a1aue A1 JF000M IIHHBI KJIF0Ya MOKHO
JaTh HUKHIOKO OICHKY YHCIIa OTIepaliii UTsl PACKPHITHS MH(pa, a ¢ y4ETOM POU3BOTUTCILHOCTH
COBPEMEHHBIX KOMITBIOTEPOB OIICHUTh U HEOOXOMMOE Ha 3TO BpeMsI.

B03MOXHOCTh TapaHTHPOBAHHO OLICHUTH 3alUIIEHHOCTh anroputmMa RSA cranma omHoil u3
npuunH nonynspHoctd 3toii COK Ha done nmecsatkoB npyrux cxem. Ilostomy amroputm RSA
UCIIONIb3YeTCS B OAHKOBCKMX KOMITBIOTEPHBIX CETSAX, OCOOCHHO JUIsi PabOTHl C YAaJCHHBIMU
KJIneHTamMH (00cITy’)KMBaHHWE KPEAUTHBIX KapTouek). B HacTosiee Bpemst anroputM RSA akTuBHO
peanusyercss Kak B BHJIE CaMOCTOSITENIbHBIX KPUNTOTpadUUYECKHX MPOIYKTOB, TaK M B KauecCTBE

BCTPOCHHBIX CPCACTB B IOITYJIAPHBIX HPUIIOKCHHUAX, a4 TAKIKE UCIIOJIB3YCTCA BO MHOTUX CTaHJAApTax.

Kpunrocucrema Jdan-I'amans

Jannas cucrema siBnsieTcs anbrepHaTuBoi RSA 1 npu paBHOM 3HaueHUM Ki04a 00ecrieqnBaeT
Ty K€ KpUNTOCTOMKOCTb. OJHAKO OOIIEro MHEHMs IO IMOBOJY MPEINOYTHTENBHOCTH TOTO WIIH
MHOT'O METO/A HET.

B otnnune or RSA meron Dnb-I'amans ocHOBaH Ha mpobiemMe TUCKPETHOro Jorapudpma. DTuM
OH TOXO0X Ha aneopumm uggu-Xeaimana. Ecnmu BO3BOAUTH YHCIIO B CTEIICHh B KOHEYHOM II0JIE
JIOCTaTOYHO JIETKO, TO BOCCTAHOBUTH apryMEHT IO 3HAYeHHI0 (TO €cTh HaWTu Jjorapudm B
MHO’KECTBE 1I€JIBIX YHCEI) TOBOJBHO TPYAHO.

OCHOBY CHCTEMBI COCTABJIAIOT ApaMeTPbl P U § - YUCIIA, IEPBOE U3 KOTOPBIX P — IMPOCTOE, a
BTOpOE (J€Zp) — 1enoe. JlaHHBIE MapaMeTpsl HE SABISIOTCS CEKPETHBIMU U MOTYT OBITH OOIIMMH

JUIsl TPYNIBI TOJb30Bareneil. B peanpHbIX cxemax mm@poBaHHS HEOOXOJUMO HCIIOIh30BaTh B
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KayecTBE MOJYJIsl OOJIbIIOE 1IeNI0€ MPOCTOE YUCIIO0, UMEIOIee B JBOUYHOM MPEACTABICHUN JJTUHY
512...1024 6wur.

CexperHblil K04 X€Zp.q TIeHepUpyeTCs CciaydaiiHbIM 00pa3oM, a OTKpBITBIH KoY Y
BBIUUCISETCS 110 hopMyIie

y =g mod p.

Jnst mudpoBanust cooOIIeHus M cHavyaia BEIOUpaeTcs CliydaiiHOe Yuciio K, B3aMMHO TIpoCToe C
p-1, KOTOpOE HA3bIBAIOT TAKKE CEAHCOBBIM KITFOUOM.

[Tudprekcrom sBisieTcs mapa yncen (a,b), Beraucisemast mo Gpopmynam:

a=g“mod pu

b = y*m mod p.

Taxum o6pazom, MUGPTEKCT B JIBa pa3a JJIMHHEE OTKPHITOTO TEKCTA.

Jns nemmdpoBaHus BEIYUCISETCS

= LX mod p.
a

[IpeoOpa3zoBanme 0OpaTUMO, TaK KakK

a*= g mod p
k xk
u 3Emzu:m mod p.
a* a’ a*

Yucmo K Ha3pIBalOT TakkKe paHIoMu3aTopoM. Ero wucrosbp3oBaHHE O3HAYaeT, YTO 3eCh
pearn30BaH MHO3HAuHBIM MmHU(p 3ameHbl. [lpu >ToM 171 3ammdpoBaHHs Pa3NUYHBIX OJIOKOB
(ducemn) OTKPBITOTO TEKCTa HEOOXOIMMO HCIIOIB30BaTh Pa3IMUHbIE 3HAYCHHs paHaomusaTopa. [Ipu
MCIOJIb30BAHUU OJHOTO M TOTO JK€ 3HAYEHHUs COOTBEeTCByoIue mudprekcTol (8, b) u (a’, b"),
MOJIy4YeHHBIE ISl OJIOKOB OTKPBITHIX TEKCTOB M U M’, CBA3aHBI COOTHOLIIEHHEM

b(b’) = m(m")

U TEKCT M MOKHO BBIYUCIIUTD, €CJIA U3BECTEH TEKCT M.

CTOUKOCTh KPUTITOCUCTEMBI DJ1b ['amMarsi ocCHOBaHA Ha CJIIOKHOCTH 3aJ1a4d JIOTapU(PMUPOBAHUS
B MYJIbTUIUTUKATUBHON TPYIIEe KOHEYHOTO MPOCTOro MOJs. JTa KPUNTOCHCTEMA MOXKET OBITh
000011eHa A1l MPUMEHEHHS B TI000M KOHEUHOM IUKIMYECKOH rpymme. B kauecTBe Takoil rpymiisbl,
MMOMHUMO PaCCMOTPEHHOU Z*p, YaIie BCEro MCIOJIb3YEeTCs] MYJIbTHUIUTMKATHBHAS TPyMNa KOHEYHOTO
nons GF(2™) u rpynmna Touek Ha HIIMNTHYECKOH KPUBOH HAJ KOHEUHBIM MOJIEM (CM. MPHUIIOKEHHE
I1.8).

AnTOpUTM HE 3aMaTeHTOBAaH, HO TIOMAgaeT MOJ JACWCTBHE MAaTeHTa Ha METOJ DKCIO-
HEHIIMAJILHOTO KirodeBoro oomena Juddu-Xennmana, paccmorpennsiii Hmwke. [IpeobpazoBanue

mdpoBanus/aemudpoBanus b ['amans o cyT To ke caMoe, YyTo KitoueBoil oomen no Juddu-
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Xemimany, 3a UCKIFOUCHHEM TOTO, YTO Y — 3TO 4YacTh KIIOYa, a Opu mH(ppOBaHHU COOOIICHHE
ymHOXKaercs Ha Y. Anroput™ mudpopoit moxmucn DSA, paspaGorannsii NIST (National Institute
of Standard and Technology USA) u siBisromuiicst gacteio ctangapra DSS yactnyno omupaeTcs Ha

PaccMOTPEHHBIN METO/I.

KomOununpoBanubiii MeTo1 IIH(POBaAHUS

I'1aBHBIM JOCTOMHCTBOM KPHUIITOCUCTEM C OTKPBITBIM KIIOUOM SBJISETCA UX IOTEHUUAIBHO
BBICOKasi 0€30I1aCHOCTb: HET HeOOXOAMMOCTU HM IepeaaBaTh, HU cOOOATh KOMY Obl TO HU OBLIO
3HAYEHUsl CEKPETHBIX KIIOYeld, HM YyOexIaTbCsl B HX MOMIMHHOCTH. B  cuUMMeTpu4HBIX
KPUIITOCUCTEMAX CYILIECTBYET OIMACHOCTb PACKPBITHS CEKPETHOI'O KIIK0Ya BO BpeMs IIEPEAAYUH.

OpnHako anropuTMBbl, JIeXKallMe B OCHOBE KPUITOCHUCTEM C OTKPBITBIM KIIIOYOM, HMEIOT
CJIEYIOLUE HEJOCTATKU:

* TeHepalusl CEeKPETHBIX M OTKPBITHIX KIIIOYEH OCHOBaHA Ha TIEHEpaluu OOJNBIIUX IMPOCTHIX
YHCell, a IPOBEPKA IIPOCTOTHI YUCEN 3aHUMAET MHOI'O ITPOLIECCOPHOTO BPEMEHU;

* mpoueaypbl mMHUPpPOBaHUSA W paclM(pOBaHUs, CBS3aHHBIE C BO3BEJCHHEM B CTEIICHb
MHOI'03Ha4HOI'0 YUCJIa, JOCTATOYHO TPYAOEMKHU.

[TosTomy ObIcTponeiicTBHE (CKOPOCTh MIM(POBaHUSA U JeIU(POBAHMS) B KPUITOCUCTEMAX C
OTKPBITBIM KJIFOYOM OOBIYHO B COTHU W TBICSYH pa3 MEHbIIE OBICTPOACWCTBUS CHMMETPHYHBIX
KPHIITOCUCTEM C CEKPETHBIM KIIOYOM.

KomOuHupoBaHHbIi MeTOJ] WM(POBaHUS MO3BOJSET COYETaTh IMPEUMYIIECTBA BBICOKOU
CEKPETHOCTH, IPENOCTABIAEMbIE ACUMMETPUYHBIMU KPUIITOUCTEMAaMH C OTKPBITBIM KIIKOYOM, C
MPEUMYIIECTBAMU BBICOKOM CKOpPOCTH pabOThl, MPUCYIIUMU CUMMETPUYHBIM KPUIITOCHUCTEMAaM C
CEKPETHBIM KIIF0O4OM. [Ipy TakoM moaxo/1e KpUITOCUCTEMA C OTKPBITBIM KJIFOUOM IIPUMEHSETCS IS
mudpoBaHus, mepesadyd U IMOCJIEAYIOIIEro paciin@poBaHUS TOJBKO CEKPETHOro KIroua
CUMMETPUYHON KPUNTOCUCTEMBI. A CUMMETpPUYHAsI KpPUOTOCHCTEMA MpUMEHseTcs Ul mudpoa-
HUS W IIEPeAadd HCXOJHOTO OTKPBITOrO TEKCcTa. B pe3ynbraTe KpPUNTOCHCTEMA C OTKPBITBIM
KJIFOYOM HE 3aMEHSEeT CUMMETPUYHYIO KPUITOCUCTEMY C CEKPETHBIM KJIKOYOM, a JIMIIb JIONOJIHIET
ee, TI03BOJIsIsl TOBBIUTH B LIEJIOM 3aILUIIEHHOCTH NepeiaBaeMoil MH(popMaIum.

[Tons3oBatenn A u B, ucnomb3yrone KOMOMHHPOBAHHBIM MeTOJ| IIHM(POBAHUS, HMEIOT
KaXKIbI{ 1O Mape aCHMMETPHYHBIX KIIt04Yel mudpoBaHus

(KAm KAC) " (KBm KBC)'

Ecnu mnonp3oBarens A XodeT mepenaTh 3amIM(ppoBaHHOE KOMOMHHPOBAHBIM METOIOM
cooO1IeHrne M moJyp30BaTesio B, To mopsaok ero neiicTBuii OyaeT TakoB.

1. Coznath (Hampumep, CreHepUpoBaTh CIy4dallHbIM 00pa3oM) CUMMETPUYHBIA KITIOY,

Ha3BIBACMBIil B TOM METOJE€ CEAHCOBBIM KIIFOYOM KS.



351

2. 3amudpoBarh coolIIeHre M Ha ceaHcOBOM Kitroue K.
3. amuppoBarhk ceancoBblii Kitou Ks Ha OTKpbITOM Kiode Kp, Mosib3oBarens B u
CBOEM CEKpPETHOM KJtoue Kac.
4. [lepenats Mo OTKpHITOMY KaHally CBSI3HM B aJipec Iojib3oBarens B 3ammdpoBanHoe
COO0O0IIIeHNE BMECTE ¢ 3aTU(POBAHHBIM CEaHCOBBIM KITFOUOM.
JeiicTBus monp3oBarens B npu noiaydeHnu 3amm@poBaHHOTO COOOMICHHS U 3aii(POBaHHOTO
CEaHCOBOTO KJII0Ya JOJIKHBI ObITH OOPATHBIMU:
5. PacumdpoBarh Ha CBOEM CEKpeTHOM Kiroue Kp. U OTKPHITOM Kirode K, Mojb30BaTens A
ceaHCcoBBIN K104 K.

6. C moMoIIpI0 MOTY4EHHOTO ceaHcoBoro kioua Ks pacmm@poBars ¥ MpOYUTaTh COOOIIEHUE

[Tpu ucnonab30BaHMM KOMOMHHUPOBAHHOTO MeTo/a MM(GPOBAHUS MOXKHO OBITH YBEPEHHBIM B
TOM, YTO TOJIBKO IIOJI30BaTeIh B CMOXET MpaBWIBHO pacmmdpoBaTh Kiod Ks B MpoYuTaTh
cooOmieHue m.

Buvioop onunwvr Kknwueii 6 komouposannom memooe wugposanus. Takum o0pa3om, Hpu
KOMOMHHPOBAaHHOM MeETOJe IH(POBaHUS MPUMEHSIOTCA KpUNTOrpaduyeckue KIOYHd Kak
CUMMETPUYHBIX, TaK W ACUMMETPUYHBIX KpunTocucteM. OYeBHIHO, BBIOOp JIMH KITFOYCH IS
KQKJOT0 TUIA KPUIITOCHCTEMBI CJIETYEeT OCYIIECTBIISATh TAKUM 00pa3oM, YTOOBI 3JI0YMBINUICHHUKY
ObUIO  OJMHAKOBO TPYIHO aTakoBaTh JIO0OW MEXaHW3M  3alUThl KOMOWHHPOBAHHOM
KPUIITOCUCTEMBI.

B Tabmume 3.1. mpuBeAcHBI pacHpOCTpaHEHHBIC JUTUHBI KIIOYCH CHMMETPUYHBIX U
ACUMMETPUYHBIX KPUITOCUCTEM, JUIsI KOTOPBIX TPYAHOCTh aTakd TMOJIHOTO Tiepebopa MpUMEpHO
paBHa TPYIHOCTH (PaKTOPU3ALMU COOTBETCTBYIOIIUX MOAYJIEH aCHMMETPUYHBIX KPUIITOCUCTEM.

Tabnuna 3.1. InuHbI KIItOUeH A1 CHMMETPUYHBIX B ACHMMETPUYHBIX KPUIITOCUCTEM MIPH

OJIMHAKOBOM MX KPUIITOCTOMKOCTH

CHUMMeTpHUUYHbIE KPUIITOCUCTEMBI 56 64 80 112 128

AcuMMeTpHUYHBIE KPUIITOCHCTEMBI 384 512 786 179 230

MeTo 3KCIIOHEH M AJIBLHOI0 KJI04eBoro oomena {uppu-Xeniamana

OnHM M3 aBTOPOB HJAEM KPUNTOCHUCTEM C OTKPBITBIM KimouoM, Jubou u Xemiman
HPEATI0KUIN HOBYIO UJIEI0 - OMKPbIMOe pacnpedeneHue Kuodell.
OHu 3a3/7a7UCh BOIMPOCOM: MOXKHO JIM OPraHM30BaTh TaKyl MPOLEAYPY B3aWMOAECHCTBUS

aboHeHTOB A U B 10 OTKpBITHIM KaHajaM CBSI3U, UYTOOBI PELIUTDH CIEAYIOIINE 3a1a4H:
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1) BHavane y A u B HeT Hukakoii oOIeil cekpeTHOH MH(OpPMAILUK, HO B KOHIIE MPOIETyPhI
Takas o0mas cekpetnas naopmanwms (o0uwmii kirod) y A u B nosiBnsiercs, 1. €. BeIpabaThiBacTcs;

2) MacCHBHBIN MPOTUBHKK, KOTOPBIN MEPEXBAThIBACT BCE Mepeiaun HHPOPMAIUH U 3HACT, YTO
XOTST OJYy4YuTh A 1 B, TeM He MEHee He MOXKET BOCCTAHOBUTD BBIPAOOTAHHBIM OOITHI K04 A 1
B.

MeTtoa noay4us Ha3BaHUE METOZA KCIOHEHIIMAIBHOTO KIIF04eBOro ooMeHa. OH ObUT mepBoi
KPUIITOCUCTEMOM C OTKPBITHIM KIIFOUOM, XOTSI JIJIsl OOMEeHa KII0YaMHU MOHO HCIIOJIb30BaTh JTH00bIE
KPUIITOCUCTEMBI C OTKPBITHIM KJIFOYOM, HapuMep, TOT ke anroputm RSA.

KpunrtoctoiikocTh JaHHOIO METO/1a ONPEAEIIAETCS TPYAOEMKOCTIO BEIUUCIEHUS TUCKPETHOTO
norapudma:

f(x) = g" mod p,

rae p — O0bILIOE MPOCTOE YUCIIO, X — MPOU3BOJIBHOE HATYPaIbHOE YHUCIIO, § — HEKOTOPBIN
npumumusnwiil snemenm nonst Lanya GF(p). OGuienpusHano, 4o WHBEPTUPOBaHUE (GyHKIMU
mod p, T.e. TUCKpeTHOE JIorapu(MHUPOBAHKE, SBISCTCSA TPYAHOW MaTEMAaTHUECKOMN 3a1auei.

Cama mpouenypa WIH HPOMOKONL 8bIpabOmKuU 0Owe20 Kiroya 3aKII0YaeTcsl B CIEAYIOIIEM.
3HayeHHus p W ( SBIAIOTCA OOIIENOCTYIHBIMH TapamMeTpaMu MpoTokona. AGoHeHTH A u B
HE3aBUCHMO JPYT OT ApPYyra CIy4ailHO BBIOMPAIOT MO OJHOMY OOJBIIOMY HATYPaTbHOMY YHUCIY X,
U Xg . ITO UX CEKpEeTHBIE KItouH. J{anee KaXKablid U3 HUX BBIYUCIISAET OTKPBITHIE KITFOUHU:

ya=g“modp u ys=9g® modp.

[Torom OHM OOMEHHBAIOTCS STHUMM JJIEMEHTaMHU [0 KaHaly CBsS3M. Temepb aOOHEHT A,
MOJIyYMB Yp ¥ 3Hasl CBOM CEKPETHBIN AJIEMEHT X,, BBIYUCIISIET HOBBIM JIEMEHT:

yg mod p = (g

AHaJOrM4HO NOCTynaeT aboHEeHT B:

*B)** mod p.

ya® mod p = (g™ )*® mod p.

Tem cambiM y A u B mosBuncs obmmii sneMeHT nons, pasHbli g 8. Dror smement u
00BsBISETCS OOIIMM KITto4oM aboHeHToB A u B.

HeoOpaTtumocTs mpeodpa3oBaHus B 3TOM cllydae 00€CIeYrBaeTCsl TEM, YTO JOCTaTOUHO JIETKO
BBIUHCIIUTH MOKA3aTeNbHYI0 (PYHKIIMIO B KOHEUHOM ToJje [anya, COCTOsIIEM U3 p FIEMEHTOB (p —
npocroe uucio). OOparHas 3ajgaya BBIUMCIEHHUS X U3 Y OyAeT JocTaTOYHO cioxHOoi. Ecim p
BBIOPaHO JIOCTaTOYHO MpPaBUJIBHO, TO U3BJIEUeHHE Jorapupma TOTpeOyeT BBIYMCICHUH,
nponoprmonansHex L(p) = exp{ (In p In In p)°°}.

IIpu Bcelt mpoctore anroputma [uddu-Xenmana ero HEIOCTATKOM IO CPaBHEHUIO C
cuctreMoii RSA sdBisercs OTCYTCTBHME TapaHTUPOBAHHOM HWKHEM OLIEHKH TPYI0EMKOCTH

PACKPBITHA KIItO4a.
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AJITOPUTMBI IPAKTHYECKOH pean3alii KPUNTOCHCTEM € OTKPBITHIM KJIHY0M

Bo3Benenue B cTeneHb Mo MOAyJIi0 M

B kpunrorpaduu HUCMOIB3YIOTCS BBIYMCICHUS 1o MOd M, Tak Kak andaBuT JHO0OH
KpUnTorpaguueckoil CHUCTEMBbl MpPEICTaBIsieT CO00H KOHEYHOE MHOXKECTBO LIETbIX YHCE.
Apudmernka BBIUETOB K TOMY K€ JIeTde peaiu3yeTrcs Ha KOMIBIOTEpax, IOCKOJIBKY OHa
OrpaHMYHMBACT JMAINIA30H IPOMEXKYTOYHBIX 3HAueHHW M pe3ynbrara. [y K-OUTOBBIX BBIYETOB M
MIPOMEXYTOUHBIE PE3yJIbTaThl JIIOOOTO CIOKEHUS, BEHIUUTAHUS WM YMHOXKEHUSI OyIyT HE UIMHHEE,
gyem 2K 6ut. [Toatomy B aprdmMeTHKe BBIYETOB Mbl MOKEM BBIITOJHHUTH BO3BEICHHE B CTEMEHb 0e3
OTPOMHBIX TPOMEXYTOUYHBIX PE3Yy/IbTAaTOB. BRIUMCICHHE CTENIEHH HEKOTOPOTO YHCIA MO MOIYIIIO
APYyroro 4ucia,

a" mod m,

MpeNCTaBIsieT cOO00M MPOCTO MOCIEA0BATEIHbHOCTh YMHOXKEHUN W JEJNEHUN, HO CYLIECTBYIOT
MIPUEMBI, YCKOpSIOIue 3TO aelcTBhe. OOUH W3 TaKUX MPUEMOB CTPEMHUTCS MHUHUMH3HPOBATH
KOJIMYECTBO YMHOKEHHH IO MOJYJIO, OPYrOd - ONTUMH3UPOBATH OTACIHHBIE YMHOXKEHHS IO
Moaymo. Tak kak omnepanuu AUCTPUOYTUBHBI, OBICTPEE BBIMOJHUTH BO3BEJICHUE B CTENEHb Kak
MOTOK IOCIIEJIOBATEIbHBIX YMHOKEHUHN, KX /IbIi pa3 Moyiydas BHIYETHI.

HanpymMep, Ui TOro, 4T00BI BEIYHCIATE a° MOd M, He BHIMONHSNATE CeMb YMHOKEHHHA W OJIHO
MPUBEJCHUE TI0 MOAYIIIO; BMECTO 3TOTO BBIMOJHUTE TPU MEHBUIMX YMHOXCHHS M TPU MEHBIINX
MIPUBEACHUS 110 MOIYJIIO:

a® mod m = ((a® mod m)? mod m)® mod m.

Touro Takxke, a° mod m = (((a* mod m)? mod m)? mod m )? mod m.

Boiuncienne a° mod m, rae d He SBISETCS CTENEHBIO 2, HE HAMHOTO TpynHee. J[BomuHas
3aIlUCh MPEACTABISIET X B BUJIE CYMMBI cTeneHel 2: yucio 25 — 3to 6unapuoe 11001, mostomy 25
=16+8 + 1. Torma

a® mod m = (a a® a'®)mod m=(a*((( a*a? %)?) % mod m.

C mpomyMaHHBIM COXpPaHEHHEM IPOMEXKYTOYHBIX pPE3YyJIbTaTOB HaM IOHAJOOUTCS TOJIBKO
IIECTh YMHOXEHHUH:

(((((((@* mod m)*a)®mod m)*mod m)’mod m)?mod m)’mod m *a)mod m.

Takoil mpueM Ha3bIBAETCS METOJOM JBOWYHBIX KBaJpaTOB W YMHOXEHHI. OH HCHOJB3yeT
MPOCTYIO ¥ OYEBHIHYIO IIEMIOYKY CIIOXKEHHUH, B OCHOBE KOTOPOH JIGKHUT TBOMYHOE TPEACTABICHUE
qucaa. YBEIWYEHHE CKOPOCTH BbIUMCIEHUH mpu ymMHOXkeHMH 200-OMTOBBIX ymcen OyneT O4YeHb
3aMETHBIM.

AHFODI/ITM BBIYHCJICHUSA ad mod m.

[TycTh HaTypanbHbIe Ykciia a u d He TPEBOCXO/ISIT IO BEJIMYHHE 1.
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1. IIpencraBum d B IBOMYHOM CUCTEME CUUCIICHUSI:
d=d2"+ ... +d;.12 +d,

rie I — YUCIIO ABOMYHBIX pa3psiios, di - nudpel B IBOMYHOM MHPEICTABICHIN, paBHbIE
nma 1, u do = 1.
2. ITonoxum ap=a u 3arem i | = 1,.... I BBIYUCIUM
ai=a’i1 a% mod m.

Torna ar ecTh uckoMbIi Beraer a° mod m.
CrpaBeNIMBOCTh 3TOTO alFOPUTMa BBITEKAET U3 JIETKO JI0Ka3bIBAEMOT0 HHAYKIHEH IO |
CpaBHEHHS:

do2i+... +di mod m

ai=a

Tak kak KaJ10e BbIYMCICHHE Ha 1are 2 TpedyeT He Oosee Tpex YMHOXKEHHH 10 MOJYJI0 m U
3TOT mar BeImoJHseTCs ' < 10g; m pa3, TO CIOXKHOCTh AITOPUTMAa MOXKET OBITh OIICHCHA
senmunHoi 0(IN m). T'OBOpst O CIOKHOCTH QJITOPUTMOB, MBI UMEEM B BHIY KOJUYECTBO
apu(meTHyecKrx onepanuin.

Bropoii anroputM — 3TO Kiaccuueckuil anroput™m EBKiInga BBIYMCIEHHMS HauOOJBLIETO

O6IH€FO JACIUTEII LCIBIX YHUCCII. Msr npeamnojaracM 3afaHHbIMH ABA HATYPAJIbHBIX YHCIA a U b u

BBIUKCIIIEM UX HaubOonpimuii oouwii neaureas HOJ(a, b).

AaroputMm EBximnaa seruncienuss HO/{

Opnum u3 cnoco6oB Beruucienus HOJ[ aByx uucen siBasieTcst anroput™ EBkimaa, KOTOpBIi
omucan ero ¢ ceoeil kaure «Havamna» oxono 300 net no H.3. [lonararoT, 4To OH He U300pen ero, a
cam ainroputm emé crapuie jget Ha 200. DTo ApeBHEHWIINIT HETPUBHAJIBHBIN alrOpUTM, KOTOPBIN
aKTyaJieH U B Hallle BpeMs.

1. Beraucium r — OCTaTOK OT JIejieHust Yncia a Ha b (a>Db):

a=bq-+r, 0<r<b.

2. Ecnu r = 0, To b ects rickomoe ymco.

3. Ecim r #0, To 3amennM napy uucen (a, b) mapoit (b,r) u nepeiinem k mary 1.

OcTaHOBKa rapaHTUPYETCs, MOCKOIbKY OCTaTKH OT JEJIEHUH 00pa3yloT CTPOro yOBIBAIOIIYIO
IIOCJIEI0BATEIBLHOCTD.

OLeHKY CITO)KHOCTH 3TOT0 AITOPUTMA JAET CIEAYIOIIAsk Teopema.

Teopema. Ilpu Bbrumcienun Haubombiero odbmiero aenutens HOJ (a, b) ¢ momomrsio
anroputMa EBknuaa OyneT BBIMOTHEHO He Oosiee Sp omeparuil JeleHus ¢ OCTaTKOM, Tlie p eCTh

KOJIMYECTBO NU(P B ICCITUYHON 3aIIMCH MEHBIIIETO U3 Yuces a u b.
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Borunciienne 00paTHBIX BEJIMYMH B KOJIbIIE HETbIX YHCET

[Ipu BBIYMCICHUU KIIOYEH B aCUMMETPUYHBIX KPHIITOrpagHUyYecKux CHCTEMax HEO0OXOAUMO
HAXOJUTh OOPATHBIC DJIEMEHTHI B KOJIBLE IEIbIX YUCET Zpy. DIEMEHT X € Zy SBIISETCS 00paTHBIM K
aeZn, (X=a'1), ecim

x-a=1 mod m wu a™*=x mod m.

B o6mem ciaydae 3T0 cpaBHEHHE MOXET HE UMETh PEHICHUI WM UMETh HECKOJIbKO PEIICHHA.
OHO MMeeT eTUHCTBEHHOE PEUICHUE TOTJa U TOJBKO TOT/IA, €CIHM Yhciaa @ U M B3aUMHO IPOCTEHIE,
to ectb HOJI (@, m) =1.

PaccMoTpuM 0CHOBHBIE CITOCOOBI HAX0XKICHHSI OOPATHBIX BEIMYHUH B Zpy.

1. Merton nepebopa. IIpoBeputs moouepeano 3nauenus Xe (1, 2, ... . m-1), moka He

BBIMTOJHUTCS cpaBHeHHE X a=1 mod m.
2. Ecnu uzBectHa dynkuus Dittepa (s RSA) ¢(m), TO MOKHO BBIYHCIHTH a* mod m
= ¢"™? mod m, ucnonb3yst anropuTM GHICTPOrO BO3BELCHHS B CTENCHb. (JTO CIEAyeT H3

YTBEPKICHUS TeopeMbl Jiliepa: eciu a 1 M B3auMHo npoctere, To a”™=1 mod m.)

o -1
3. HaxoxneHnue 06paTHOI/I BCIIMYHMHBI mod m ¢ IIOMOIIbIO PACIIMPCHHOI'O

anroputMa EBkanaa.

Anroput™m EBKkiuaa MoxHO 0000IIUTH CIIOCOOOM, KOTOPBIA MMEET OOJIBIIOE MPaKTUYECKOe
sHauenue. [Ipu aTom crocobe Bo BpeMsi BbramciieHUuss HOJl MOXHO MONMYTHO BBIYUCIIUTH TaKHE
Lenble yncia X u Y, 4To

a-X+b-y= HO/H/ (a b).

DTOT BapHaHT Ha3bIBaeTCs PACIIUPEHHBIM anroputMom EBkinpaa. Jlns BeUUCIeHUs 0OpaTHON
BEJIMYMHBI UCTIONB3YETCSl YaCTHBIN pexxuM paboThl anroputMa EBkina, npu KOTopoM

b=mu HOJI (a, m)=1.

B camom niente cpaBHenue X-a=1 mod m o3nadaeT, 4o J memnoe K, 9To BepHO:

ax+mk= 1modm.

DTa 3a/1aua paBHOCUJIbHA TIOUCKY LIEIBIX PEIICHU YPaBHEHUS

ax+mk=1.

AJZZODMWZM nouckKda yeuivlx pemeHuﬁ YPAasHeHuA a X + M k=1

Hemnoro noanpasus anroput™ EBkinaa, MOXKHO 10CTaTOYHO OBICTPO pelIaTh CPAaBHEHUS
ax + mk =1 mod m

npu ycnosuu, yro HOJl(a, m)=1.

0. Onpenenum Matpuny £ =l -equHHYHast MaTpuLa pa3mMepom 2x2.

1. Berancaum I — OCTaToOK OT AEJIEHMS YuciIa a Ha M:

a=mq+r, O<r<m.
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2. Ecu r = 0, To BTOpOii cTOn0CI] MaTpULbl £ TaeT BEKTOP [X,k]T peLICHU YpaBHECHMUS.
3. Eciu r=0, To 3ameHum matpuiy E MaTpHIICi

1 0
0 -q

E=FE-

4. 3amenum napy uucen (a, m) napoi (M, r) u nepeitiem Kk mary 1.

Tpu NpUBEACHHBIX BBIIIC AITOPUTMA OTHOCITCS K Pa3psAAy TaK Ha3bIBAEMBIX MOJTMHOMUATBHBIX
ATOPUTMOB. DTO Ha3BaHUE HOCAT AITOPUTMBI, CIOXHOCTh KOTOPBIX OIICHUBACTCS CBEPXY
CTETIEHHBIM 00Pa30M B 3aBUCHMOCTH OT JUTMHBI 3aIIUCH BXOJISIIUX YUCEN (CM. MOJAPOOHOCTH B [2]).
Ecnu HauOosibliiee w3 4rce, MOAaBaeMbIX HA BXOJ[ aITOPUTMA, HE MPEBOCXOAUT M, TO CIOKHOCTD
aITOPUTMOB TOTO TUINA oleHuBaerca BenumuumHoit O(IN‘m) | rme ¢ — HekoTopas abGcomOTHAS
MocTostHHas. Bo BceX MpUBEICHHBIX BBIIIE TpUMepax c=1.

[TonuHOMUANIEHBIE AJITOPUTMBI B TEOPHHM YHCEN — OOJblnas peakocTh. Jla u oueHku
CIIOKHOCTH ~ &JITOPUTMOB 4Yallle BCEro OINUPAIOTCS Ha KaKue-IMOO HeJOKa3aHHBIe, HO

HpaBIlOHOIIO6HI)I€ TUIOTEC3kI, OOBIYHO OTHOCAIIHNECA K aHAJTUTUYECKOMH TCOPHHU YHUCCIIL.

I'eHepanus NPoCTHIX YHCET
J1J1s anropuTMOB C OTKPBITHIME KJIFOYaMHU HYXKHBI TPOCThIC Ynciia. X HY)KHO MHOKECTBO ISt
Jr000# T0CTATOYHO OOJIBIION CETH, XBATUT JIH UX?
151 .
Ha, cymiecTByeT npuOiu3uTeabHo 10" MpOCThIX Yncen AIMHOW 10 512 OUT BKIIOYUTEIBHO.
Jlns gucen, OM3KUX M, BEPOSITHOCTh TOTO, YTO CIyYaiiHO BBIOPAHHOE YMCIIO OKAXKETCS MPOCTHIM,
paBta 1/In m. TToaTOMY MOTHOE YKCIIO MPOCTHIX YUCEN, MeHbIIHX M, paBHO M/(In m). ITpu BEIOOpPE

u3 101!

MIPOCTBIX YKCEN BEPOSITHOCTH COBITAJICHUS BIOOpA MPAKTUYECKU PaBHA HYIIIO.

Ho ecnu Tak TpyloeMKO pa3ioXeHHE Ha MHOXMTENIH, KaK MOXET ObITh NMPOCTON TeHeparus
mpocTeIX uyucen? Jlemo B TOM, 4TO OTBETUTH "nma" mim "Her" Ha Bompoc "ABISAETCS JIM YUCIIO
npocTeiM?" TOPA3Io MPOIIEe, YeM OTBETHTH Ha 00JIee CIIOXKHBINA BOTIPOC "KaKOBBI MHOXKHUTEIN M?"

I'enepanus cirydallHbIX YMCEN C MOCIEAYIONIEH MONBITKONW Pa3IOKEHUS UX HA MHOYKUTEIH - 3TO
HEeMpaBWIBHBIA CIOCO0 MoucKa MNpocThIX uyuced. CylecTBYIOT pa3iMyHble BEPOSTHOCTHBIE
IIPOBEPKHM HA IPOCTOTY 4YHCEJ, ONPEACISAIOLINE, SBJSAETCS JIM YHUCIO IPOCTBIM, C 3aJaHHOU
CTENEHbIO TOCTOBEPHOCTH. [Ipu yciaoBuM, 4TO 3Ta «CTENEHb TOCTOBEPHOCTU» JOCTATOYHO BEJIMKA,
TaKHe CIoco0bl MPOBEPKU JOCTATOYHO XOPOIIIH.

[Tpennaratorcs [6] cienyromuye TECTbI IPOBEPKU YHUCEN HA IPOCTOTY:

Tect Jlemanna (Lehmann)

Bot nocnenoBaTenbHOCTh NEHCTBUI MPU MPOBEPKE MPOCTOTHI YUCIA p;

(1) BriGepure ciy4aifHO YHCIO @, MEHBLIEE p.

(2) Berunciure a ¥ mod p-
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(3) Eci a ®-D/21 o -1 mod P, TO p HE SIBISETCS MIPOCTHIM.

(4) Ecnu a -2 —1 yom -1 mod P> TO BEPOATHOCTH TOTO, UTO YUCIIO p HE SIBISIETCS MPOCTHIM, HE
6omb1re 50 TPOIEHTOB.

Uucno a, KOTOpoe HE MOKA3bIBAET, YTO YHUCIIO p HE SIBJISIETCS IPOCTBIM YKCIOM, Ha3bIBAETCA
ceuzereneM. Eciam p— cocTaBHOE 4HMCIIO, BEPOSTHOCTH CIyYailHOTO 4Mcia a OBITh CBUAETENEM
COCTaBHOI mpupoAbl uucia p He MeHblne 50 mpouentoB. [loBropute 3Ty mpoBepky t pa3 c t
pa3IMYHBIMH 3HaYeHUSIMU a. Ecnu pe3ynbTar BelunciaeHui pasen 1 wiu -1, HO He Bceraa paseH 1,
TO p SBJISIETCS] IPOCTHIM YKCIIOM C BEPOSTHOCTBIO OIITMOKHU 12,

Aaropurm Padmna-Muuiepa (Rabin-Miller)

[ToBceMeCTHO HCIOIB3YEMBIM SIBIIICTCS TPOCTON anropuT™, paspaboranHbii M. PaGunowm,
YacTUYHO OCHOBAaHHBIM Ha uaesx Muuiepa.

BriGepute 1151 ipoBepKH cirydaitHoe yucio p. Beruucnure b — uucno nenenuit p-1 Ha 2 (T.e. 2P
— 9TO HAWOOJIBITIAs CTETIICHD YKCia 2, Ha KOTOPYIO JeNUTCS p-1). 3aTeM BBIYUCIUTE M, TaKOe, 9TO p
=1+2"-m,

1) BeibepuTte cnyuaiiHoe YHCIIO @, MEHbIIIEE p.

2) Ycranoure j =0 1z = a- m mod p.

3) Eciu z = 1 unu ecm Z = p-1, TO p NPOXOAUT MPOBEPKY U MOXKET OBITh MPOCTHIM
YHCIIOM.

4)Ecmu > 0u Z=1, TO P HE SIBIAETCS IPOCTHIM YUCIIOM.

5) YeranoBute j= j+ 1. Ecmj<b wz<p - 1, ycranosure z = 72 mod p u BepHHTECH
Ha oT1an (4). Ecnu z = p - 1, T0 p mpoXoauT NpoOBEPKY U MOKET ObITh MPOCTHIM YHCIIOM.

6) Ecou j=bwuz#p-1, 10 p He ABIACTCS IPOCTHIM YUCIIOM.

B 3TOM TecTe BEpOSTHOCTH MPOXOXKAEHUS MPOBEPKU COCTABHBIM YHCIOM YObIBaeT ObICTpee,
4YeM B MpeablaIylux. ['apaHTHUpyeTcsi, 4TO TPH YETBEPTH BO3MOXKHBIX 3HAYEHUH a OKaXyTCs
CBUACTEISAMU. OTO O3HAYAET, 4YTO COCTABHOE YMCIO IIPOCKOJIB3HET dYepe3 t mpoBepok c¢
BEpOSITHOCTHIO, HE OOJIbIIIEH 1/4', re t - uncio uteparuii. Ha camom jienie v 3TH OIIEHKH CITUIITKOM
MEeCCUMHUCTUYHBL. JIJi1 OOJBIIMHCTBA CIIy4alHBIX YHCeNl OKoJo 99.9 mNpoueHTOB BO3MOMKHBIX
3HAUYCHUIT ABISIOTCS CBUETENsAIMH [4].

CymectBytoT 6osiee TouHble onieHkH [4]. [[s1 N-OuToBOoro KaHauaaTa B MPOCTHIE Yucha (TAe 7

k
>100) BepoOSATHOCTH OMMOKH B OJHOM TECTE MEHBINE, YeM 4n2¢4. N nns 256-6utoBoro N
BEPOATHOCTH OIMIMOKH B IIECTH TECTaX MEHBIIIE, YeM 12>,

Ilpakmuueckue cooopasicenusn

B peanbHbIX NPUIIOKEHUSX TE€HEpalus MPOCTHIX YHUCEN MPOUCXOIUT ObicTpo. B [6] omucan

CJ'IC,Z[YIOH_II/Iﬁ AJIITOPUTM:
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1) Crenepupyiite ciay4aiiHoe N-OUTOBOE YHCIIO p.

2) YcranoBute crapmmii u Miagmuid Outbl paBHbIMU 1. (Crapmmii OMT rapaHTupyer
TpeOyemMyro JUIMHY IPOCTOTO YKMCIIa, a MIAAMUNA OUT 00ecriedrBaeT ero HEYEeTHOCTh. )

3) Ybenurech, 4TO p HE IENUTCSA Ha HeOoibImKMe mpocThie yucna: 3, 5, 7, 11 u T.4. Bo
MHOTHX pean3alisX NpoBepsieTcs IEIMMOCTb p Ha BCE IIPOCThIE 4Mcia, MeHbluue 256.
Haunbonee s¢¢dexTuBHON SBISETCS NMPOBEPKAa HA JACIMMOCTb Ui BCEX IPOCTBIX YHCEN,
Menbiux 2000.

4) BemmonauTe Tect Pabuna-Mwumnepa juist HeKoToporo ciydaiHoro a. Ecnu p mpoxoaut
TECT, CTCHEPUPYHTE OpYyroe CliydailHOe a M MOBTOPUTE MPOBEPKY. BriOupaiite HeOONbINNE
3HAUEHUS a JAJI1 YCKOpPEHHWs BblYMCIEHUH. Bbimonnure nsate tectoB. (OAHOIO MOMKET
MOKAa3aThCs JOCTATOUYHBIM, HO BBINOJHUTE MATh.) Eciu p He MpOXOauT OJHON W3 MPOBEPOK,
CTeHepHpYTe Ipyroe p u nonpodyiTe CHOBA.

WNnaue, MOKHO HE F€HEpUPOBATH p CIy4yaillHBIM 00pa3oM KaxKIblid pa3, HO IOCJEN0BATEILHO
nepeduparh Ynciaa, HAa4WHAS CO CIydalHO BBIOPAHHOTO JI0 TeX TOp, MOKa He OyneT HalIeHO
MIPOCTOE YHCIIO.

Ortan 3 He sBisercsa oO0s3aTenbHBIM, HO 3TO Xopomias wunes. [IpoBepka, 4Tto ciyudaiiHOe
HEYeTHOE p He aenutcs Ha 3, 5 u 7 orcekaeT 54% HeudeTHBIX uucen eue A0 3rana 4. Ilposepka
JIEIMMOCTH Ha Bce MpocTble uncia, MeHbiue 100, youpaer 76% HEUeTHBIX 4HMCel, IPOBEpKa
JEIMMOCTH Ha BCE MPOCThIE 4Mcia, MeHblne 256, youpaer 80% HeueTHbIX umcen. B oOuiem
clly4ae, J10Jisl HSUETHBIX KaHMJaTOB, KOTOPbIE HE JESATCS HU Ha OJIHO IPOCTOE YKCII0, MEHbIIIee M,
paBHa 1.12/In m. Yem Oonbliie mpoBepsieMoe M, TeM OoJbllle MPEABAPUTEIbHBIX BBIUMCICHUN
HY’KHO BBIIIOJIHUTH 10 Tecta Pabuna-Musepa.

Cunbnvle npocmule uucna.

Ecnu m — mpousBeieHne IBYX MPOCTHIX YUCEN P U (, TO MOXKET MOHAJ00UThCS MCIIONb30BaTh B
KauecTBE U (| cunbHble npocmule Yucida.

Takue mnpocTeie uyHcia 00JaJal0T pPSAJOM CBOMCTB, KOTOPBIE YCIOXKHSIOT pa3oKeHUE
MPOU3BENICHUS] M ONpeAeICeHHBIMH METOJIaMU Pa3JIOkKEHUsT Ha MHOKUTEIU. Cpeau Takux CBOWCTB
OBLTH MTpeIOKeHbI [4]:

1. HanGonpmmii o6mmii nemutens P-1 u -1 10mKeH ObITh HEOOTBITHIM.
2. N p-1,u g-1 nOmKHBI UMETHh CPEIU CBOUX MHOXKHTEJNEH OoJblINe MPOCThIe Yuca,

COOTBETCTBEHHO p'H (.

3. N p'-1,u q'-1 1OIKHBI HIMETH CPEAH CBOMX MHOXKUTEJIEH OOJIBIINE MTPOCTHIC YUCTIA.
4. N p+1,u g+1 10omKHBI UMETh CPEN CBOUX MHOXHTENEH O0bIIne MpOCThIe Ynca.
5. U (p-1)/2,u (9-1)/2 nomkHBl OBITH HPOCTBIMU (OOpaTUTE BHUMAHHUE, IPH

BBIITOJTHCHHH 3TOT'0 YCJIOBUA BBIIIOJIHAKOTCA U JIBa HepBBIX).
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Hackonpko CYIICCTBCHHO MPUMCHCHHUC HMCHHO CUJIBHBIX MPOCTBIX YUCE OCTACTCA NPCAMECTOM
MIPOIOJDKAIOIINXCS CHOPOB. JTH CBOMCTBAa OBUIM pa3padOTaHbl, YTOOBI 3aTPYAHUTH BBHIOJHEHHE
psila CTapblX AJITOPUTMOB pPa3jOXKeHUs Ha MHoxuTenu. OIHAKO caMble OBICTPBIC aAITOPUTMBI
OJIMHAKOBO OBICTPHI NPH PA3NOKCHUH HAa MHOMKHUTEIH JIOOBIX YHCEN, KaK YHIOBIETBOPSIOLIMX
IMPUBCACHHBIM YCJIOBHAM, TaK U HCT.

Hekoropeie aBTopbl [4] BBICTYNAIOT MPOTUB CHELUAIBHON TIE€HEpAalMK CHIIBHBIX IPOCTHIX
qHcell, YTBEpP)KAasi, YTO JJIMHA IPOCTHIX YMCEN ropas3/io BaKHEe MX CTPYKTYphl. boiee Toro, cama
CTPYKTYpa YMEHBIIAET CIYy4alfHOCTh YHCIIA © MOXET CHU3UTH YCTOHYNBOCTH CUCTEMBI.

Ho Bce MOXeT W3MEHUTHCH. MOFyT OBITh CO3aHbl HOBBIC MCTOJbI PA3JIOKCHUA Ha
MHOXHUTCJIN, KOTOPLIC JTYy4IIC pa60Ta10T C yucjiaMu, 06H3I[&IOH_[I/IMI/I OMpCACIICHHBIMHA CBOMCTBaMH.

B sTom CJIydac CHOBa MOT'yT HOTpe6OBaTBC$I CWJIBHBIC ITPOCTBLIC YKUCJIA.

3.2. KoMnbOTepHBbIA NPAKTHKYM JJISl HIM(PPOB € OTKPBITHIM KJIIOY0M

3.2.1. I3yyeHue oTe4YeCTBEHHBIX CTAHIAPTOB (PYHKLUMHU X3IIMPOBAHNUS U LU (PPOBOii

MONMCH.

Hean padoTbi

Llenpto manHOM Ma00paTOPHOI pabOTHI SBIAETCS M3yYCHUE MPOIECCOB BBHIYUCICHUS (YHKIIUU
xamupoBanus o 'OCT P 34.11-94, popmupoanus u npoepku L1 Ha AIIUNTHYECKUX KPUBBIX
no I'OCT P 34.10-2001.

Kparkue TeopeTuueckne cBe1eHUsA

JuiekTponHas Hudposas [Mognuce

[Tpu oOMeHe ANIeKTPOHHBIMH JOKYMEHTAaMH 10 CETH CBSI3M CYLIECTBEHHO CHUKAIOTCS 3aTPaThl
Ha 00paboOTKy M XpaHEHHE JOKYMEHTOB, yObIcTpsercs uX nouck. Ho mpu 3TOM BO3HMKaeT
npobiemMa ayTeHTH(HKAIWKA aBTOpa JOKYMEHTAa M CaMOro JIOKYMEHTa, T.€. YCTaHOBJICHUS
MOJUTMHHOCTH aBTOpa M OTCYTCTBUSI HM3MEHEHHH B TIIOJIyYeHHOM JIOKyMeHTe. B 0ObruHON
(OymaxcHO#) HH(OpMATHKE 3TH MPOOIEMBI pelIatoTcs 3a CYET TOro, YTo MHPOpMaLus B JOKYMEHTE
U PYKONHUCHAas TOJMHMCh aBTOPA >KECTKO CBs3aHblI ¢ (pusnuyeckuMm Hocutenem (Oymaroii). B anek-
TPOHHBIX JOKYMEHTaX Ha MAITMHHBIX HOCUTEISX TAKOW CBSI3U HET.

[lenpto ayTeHTH(UKAIMKA SIEKTPOHHBIX JOKYMEHTOB SIBIISIETCSI MX 3allMTa OT BO3MOXKHBIX
BUJIOB 3JI0YMBIIIIJICHHBIX I€HCTBHMA, K KOTOPBIM OTHOCSTCS:

. AKmMueHwlll nepexeam — HAPYIIUTENb, MOJIKIIOYMBIINICI K CETH, Iepe-
XBaThIBAET JOKYMEHTHI ((ailsibl) U U3MEHSIET UX;

. mackapao — aboreHT C mockUIaeT JOKyMeHT a00oHeHTy B oT nMenun aboHeHTa

A
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. peHezamcmeo — AOOHEHT A 3asBJISET, UTO HE MOChUIANT COOOIICHHSI AOOHEHTY
B, xoTs Ha camoM Jielie mocai;

. noomena — aboHeHT B wu3Menser wnm GOpPMHUPYET HOBBIM JOKYMEHT U
3asBIISIET, YTO MOJIYYUII €T0 OT a0OHEHTa A,

. nosmop — aboneHT C MOBTOpSET paHee MepeJaHHBIA JTOKYMEHT, KOTOPBIH
aboneHT A mocbuian aboHeHry B.

OTH BUJIBI 3IOYMBIIUICHHBIX JIEHCTBUI MOTYT HAaHECTH CYIIECTBEHHBIH ymiepOd OaHKOBCKHM U
KOMMEPYECKUM CTPYKTYpaM, TOCYJapCTBEHHBIM MPEANPHUATHIM U OPTaHU3aIUsIM, YACTHBIM JIUIAM,
MIPUMEHSIIOIIMM B CBOCH JIeATEIHbHOCTH KOMIIBIOTEPHBIE HHPOPMAITHOHHBIC TEXHOIOTHH.

[Tpu 06pabOTKE JOKYMEHTOB B AJICKTPOHHOU (JOPME COBEPIIICHHO HEMPUTOIHBI TPATUIIHIOHHEIC
CIOCOOBI YCTAHOBJICHUS TOIJIMHHOCTH IO PYKOIIMCHOW TOAMKUCH M OTTUCKY TI€YaTH Ha OyMa)KHOM
nokyMeHTe. [IpHHIMIUAIBEHO HOBBIM PEIICHHEM SIBJISACTCS AJICKTPOHHAs MHdpoBas MOIMHUCH
(BLIT).

DneKTpoHHas UQPOBas MOIMUCH NMPETHAZHAUCHA [T ayTCHTH(DHUKAIY JIUIA, TTOIITHUCABIIETO
AJIEKTPOHHOE cooOIIeHNe. DYHKIIMOHATLHO OHA aHAJIOTMYHA OOBIYHOW PYKOITMCHOW MOITUCH.

OnekTpoHHas upoBas MOAMUCH 00JIaAaeT CIEYIOIIMMHA CBONCTBAMMU:

. OCYIIECTBIIACT KOHTPOJIb IEJIOCTHOCTH IIEPEaBacMOro  IOIHUCAHHOTO
COOOIIIEHMS;
. [PEJOCTABIIAET BO3MOKHOCTD J0KA3aTEIbHO MOATBEPAMTH aBTOPCTBO JIHIIA,

MOJTNKCABIIETO COOOIICHHE;

. HE JaeT CaMOMY 3TOMY JIMIy BO3MOKHOCTHU OTKa3aThCsl OT 00S3aTENIbCTB,
CBSI3aHHBIX C MOAMUCAHHBIM TEKCTOM;

. o0ecrevnBaeT 3aluUTy OT BO3MOXHOCTEH MOJAENIKHA COOOIIECHHS.

[MudpoBas moOANMUCH TMPEACTAaBIsAET COOOW OTHOCHTEIBHO HEOONBIIOE  KOJHUYECTBO
JOTIOTHUTENBHON M POBON MH(POpPMAINH, TIEpEIaBaAEMO BMECTE C TOIMHUCHIBAEMBIM TEKCTOM.

Cuctema JDLII BriItOUaeT ABE MPOIIETYPHI:

. npoueaypy GopMUpPOBaHUS MTOANUCH;
. MpoLe1ypy IPOBEPKH MOJIHUCH.

B nponierype mocTaHOBKY MOMUCH UCTIONB3YETCSI CEKPETHBIN KITFOY OTIPABHUTEINS COOOIICHU,
B MPOIIEAYPE MPOBEPKH IMOIMUCH — OTKPBITHIN KITFOY OTIIPABUTEIIS.

[Mpu dopmupoBanuu DIl oTmpaBuTens mpexae Bcero Bbrumcisier xami-¢pyHknuto h(M)
noanucekiBaeMoro Tekcra M. Berumciennoe 3HaueHue xam-pyHkiuu h(M) mpencrarnser coGoit
OJIUH KOPOTKHUH 070K MHGOpMAIIMU M, XapaKTepHU3yOIINi BeCch TeKCT M B memom. 3aTteM ducio m
mu@pPyeTcsi CEKPETHRIM KITIOUOM OTHpaBuTes. [lomydaemast mpu 3TOM mapa 4ucen MpeICTaBIIsET

co6oit DUII ms marHOTO TekcTa M.
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[Ipu mposepke DIII momydarens cooOrieHHUs CHOBa BhMHCIACT Xdui-pyHkuuoo m = h(M)
MPUHATOTO MO KaHally Tekcra M, mociie 4ero npu MOMOIIM OTKPBITOTO KIIIO4Ya OTIPaBUTENS
MIPOBEPSIET, COOTBETCTBYET JIM MOJTyYEHHAs MOANUCH BEIYUCICHHOMY 3HAYEHHUIO M XAII-(QYHKITUH.

[IpuniunuansasiM MOMeHTOM B cucteme Ol sBnsercs HeBo3MoOkHOCTH Tmoaaenku LT
MoJIb30BaTess 06e3 3HaHHS er0 CEKPETHOTO KITF0Ua MOIHCHIBAHUS.

B kauyecTBe MOAMHMCHIBAEMOTO IOKYMEHTA MOXKET OBITh MCIIOJIb30BaH JIF000H (aii.

DOyHKIUA XIUHPOBAHMS

OyHKIUSA XOMHUPOBaHUSA (XOMWI-PYHKIUSA, WIM JaipkecT-QyHKIMSA) MPEACTaBIsSeT CcOoOOon
O0TOOpaXeHHE, Ha BXOJ KOTOPOTO TOJAETCS COOOIICHHE NEepEeMEHHOW MIMHBI M, a BBIXOJIOM
SBJISIETCSI CTpOKa (ukcupoBanHoi anunbl h (M). MuHave roBops, xam-dyakuus h (-) npuHuMaer B
KauecTBE apryMeHTa cooOlieHue (AOKyMeHT) M mNpou3BONIBHON AJMWMHBI W BO3BpAIlaeT XoIl-
snayenue h (M) pUKCHpOBaHHOM JUTHHBL.

Xosm-3nauenue h (M) — 310 ckaroe ABOMYHOE NpEACTaBICHHUE (HaiIKECT) OCHOBHOTO
coobmeHuss M npou3BoIbHON UTHHBI. DYHKITUS X3MUPOBAHUS ITO3BOJISIET CKATh MO IITHUCHIBACMBII
JOKYMEHT M 710 HECKOJIBKUX JAECATKOB WM COTeH OuT (Hampumep, 128 umu 256 6ut), Torna kak M
MOXeT ObITh pa3MepoM B MerabaiT wiu 6osiee. CienyeT OTMETHUTh, YTO 3HAUYEHHE X3-GyHKIuU h
(M) 3aBuCHT OT JOKYMEHTa M C105)KHBIM 00pa30M M HE MTO3BOJISIET BOCCTAHOBUTH CaM JIOKyMEHT M.

OyHKIUS ~ XDIMIUPOBAHUS MOXKET HUCIIOJNB30BaThCA JUIsl  OOHApyXEHUs MOJAUPUKALNU
COOONICHUS, TO €CTh CIYXHUTh B KadeCTBE KPHUNTOrpaduyecKOd KOHTPOIBHON CYMMBI (Takke
HA3bIBAEMOW KOJIOM OOHApyXEeHUS M3MEHEHUI MU KOJIOM ayTeHTH(HKAIMU coodiieHus). B stom
KauecTBe (PYHKIMS XIUIUPOBAHUS MPUMEHSETCS MpH (HOPMHUPOBAHUU U TPOBEPKE SICKTPOHHOM

1 poBOI MOAMUCH.

Monyasipuas apugmMernka

ITlycts @ 1 N — HaTypanbHbIE YKCIa. «Pa3IeauTh YUCIIO @ Ha YUCIO N ¢ OCTATKOM» — 3TO 3HAYUT
HAaWTH LEJble Yyucia U I, yIOBIETBOPSIOIINE YCIOBHUIO

a=q-n+r,0<r<n. (32)

IIpn 5TOM 4mCIO ( HA3BIBAIOT HEMOJIHBIM YacTHBIM, a I — OCTATKOM OT JIEJICHUs 4YMClia a Ha
4quCIIo N.

Ecnu ocratok I paBeH Hy/IO, TO T'OBOPAT, YTO YUCIO N JEIUT YUCIO @, WM, IO-APYroMy, N
SIBIISICTCS ACJIMTEIICM YMCJIa a.

Llenbie uncna @ u b Ha3BIBAOTCS CPAGHUMBIMU RO MOOYIO N, €CITA KX OCTATKU TIPH JICICHUN Ha
N coBnaaaroT. OOBIYHO A1 0003HAYEHHUS ATOTO (PaKTa UCTIONIb3YyeTCs 3alUCh

a=b (mod n). (33)
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OTcroza, B 4aCTHOCTH, CJICIYET, YTO YUCIIO N JEIUT pa3HOCTh uncen a u b. Jnsg o0o3HaYeHus
ocTaTKa 0OBIYHO UCTIOJIB3YIOT O€CCKOO0UHYIO 3aMUCh
b =amod n. (34)

Omneparuio HaxoXKACHUs Yrciaa b = a mod n Ha3kIBaIOT npusedenuem uucia a no mooyuo N.

KoHeuHOe MHOXKECTBO IEbIX YHCET &y, ..., 8n-1, TAKHX, YTO I JIOOOr0 LEeloro yucia b
naiinercs K € {0, ..., n—1} co cBotictBoM 8 = b (mod n), Ha3sIBaeTCS noHOU cucmemoll 8bluemos
no moodynio N. OOBIYHO UCIIOJIB3YETCS MOJHAs cucTeMa BbaeToB {0, ..., n—1}.

DIIMNTHYECKUE KPUBbIE

DIMNTHYECKUEe KpUBbIe NpUMEHSIOTCS B kpunrtorpadpuu c¢ 1985 roma. MuHTepec k Hum
OOyCJIOBJIEH TEM, YTO Ha WX OCHOBE OOECIIEYMBAIOTCA T€ K€ KPUNTOrpaduyuecKue CBOWCTBA,
KOTOpPBIMH 00JIa/Ial0T YMCIIOBBIE WJIM MOJUHOMHUAJIbHBIE KPHUIITOCHCTEMBI, HO MPU CYIIECTBEHHO
MEHBIIIEM pa3Mepe KIIIoya.

[lycts 3amano mpoctoe umucio p > 3. Torna swunmuueckou xpusou E, onpenenéHHON Haj
KOHEYHBIM IIPOCTBIM I10JIeM Fp, Ha3bIBaeTCA KpHBasi, KOTOPas 3a1aeTCs ypaBHEHHEM BHA

¥ =x* +ax + b (mod p), (35)

rae a, beFp, n 4a% + 27b° ne CPaBHHMMO C HYJIEM 10 MOJIYJIIO P.

Ommnruyeckass kpuBas E cocrout u3 Beex Touek (X, Y), X, Y € Fp, yIoBIeTBOpSIOIIMX
ToxaecTBy (1.4), u 6eckoHevHO yaaneHHOH Touku O, KOTOopasi Ha3bIBACTCS HY/I€BOU MOUKOIL.

TOYKHM IUTHNITHYECKON KpuBO#t Oymem obo3Hauath Q = (X, Y) wnm npocto Q. JIBe Toukm 37-
JUNTUYECKON KPUBOM paBHbI, €CIIM PABHBI UX COOTBETCTBYIOIINE X- U Y-KOOPAUHATHI.

Hneapuanmom H>ITUNTHYECKOW KpHBOW HasbiBaeTcs BenuunmHa J(E), ymoBierBopsorias

TOXJIECTBY
43°
J(E)=1728- —— (mod 36
(E) a7 - g7z (mod p) (36)
Koaddunmentsr a, b smmntudeckoit kpuBoit E, mo u3BectHomy wuuBapuanty J(E), om-
pEeAENI0TCs CIENYIOINUM 00pa3om
a=3k(mod p),
(mod p) rie z&(mod p), J(E)= 0w 1728. (37)
b =2k(mod p), 1728 - J(E)
Takum oOpa3zoM sumMnTHYECKass KpuBas E MoxeT OBITH OHO3HAYHO 3a/laHa JIMOO CBOUM

naBapuantoM J(E), mmbo xosddunuenramu a, b € Fy.
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®Oyukuus x3ymuposanus FOCT P 34.11-94

Poccuiickuit cranmapt I'OCT P 34.11-94 omnpenenser alropuT™ U IpOLEAYPY BBIYMCIICHUS
Xom-QyHKIMK s JTFOOBIX  MOCIIEIOBATEIbHOCTE JIBOMYHBIX CHMBOJIOB, IPHMCHSEMBIX B
KpUNTOTpaQHUECKUX METo/ax 00pabOTKH U 3amuThl HHGOpMAIMH. DTOT CTaHAApT O0a3upyeTcs Ha
omounom anroputme mmmdpoBanus ['OCT 28147-89, xoTs B NPUHIUMIE MOXHO OBUIO OBl
MCIOJIB30BATh U JIPYTOil OJIOYHBIN anropuT™ mudpoBanus ¢ 64-0UTOBBIM OJIOKOM U 256-0MTOBBIM
KITFOYOM.

BBenem 0003HaueHUs, KOTOPBIE OyIyT UCIIOIB30BaTHCS B TAHHOM ITYHKTE:

{01}* — MHOECTBO JBOMYHBIX CTPOK MPOU3BOJIBHON KOHEUHOM JUTHHBL;

{01}" — MHOKeCTBO JABOMYHBIX CTPOK JUTHHOM N OUT;

{0}" - nBOMuHas cTpoKa u3 N HyIei;

|A| — muHa cioBa A B OuTax;

A © B — nobutHoe cioxenue cioB A u B mo mod 2, unu nonpocty XOR,;

A ® B —ciioskenue cios A u B mo mod 2, rue k = |A| = |BJ;

A H B — ciioxxenue ciioB A u B mo mod 2256;

«— OmepaTop MPUCBOCHMUS;

|| — koHKaTEeHAIHS.

Coo01meHust ¢ MPOU3BOJBHOW JUIMHBI MOXHO CXaTb MCIOJB3Ys X3UI-QYHKLIUIO C
(UKCUPOBaHHBIM pa3MEPOM BXOJa IPH MOMOIIH JABYX METO/I0B:
. NOCJIEI0BATENBHOIO (UTEPALIMOHHOTIO);
. NapaJuIeIbHOTO.
Cozmarenmn  'OCT P 34.11-94 noummm no mnepBoMy IyTH U HCHOJB30BAIM  METOJ
MIOCJIE0BATEIBHOTO X3IMPOBAHUS HCIONB3YIOMNUNA XAUI-PYHKINIO ¢ (PMKCUPOBAHHBIM pa3MEpPOM

Bxoza h: {01}*" — {01}" (cm. pucyrok 1.1), To ecTh GYHKIMIO CKATHS ¢ KOdpHIHEHTOM 2.

my mo m
\ \ '
v h]_ h2 hl—l humoz
—> H > H > —> H —

Puc. 3.2. MeTo1 mociie10BaTeIbHOTO XU POBAHUS

Ecau HeoOXoamMo X3HmIMpOBaTh cooOimeHne M = (Mg, May,..., M), TO X3IIUPOBAHHUE
BBITTOJTHSIETCS CIIEAYIOIIUM 00pa3oM:

hy — IV,

hi < H(mj, hi), msi=1,2, ..., 1,
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humoa — hl-

3neck H — dynkuus cxxarus, a h; — nepemennas cueruieHus, |V — HayanbHbINA BEKTOP.

Ecnu nocnennuil 6510k MeHblie 4yeM N OUT, TO OH HAaOMBaeTCsl OJHUM M3 CYLIECTBYIOIIMX
METOOB 10 JOCTHXEHMs IJIUHBI KpaTHOW N. B oTiauume OT craHAapTHBIX MNPEANOCHUIOK, YTO
cooOmieHne pa30ouTo Ha OJOKM W TNpou3BeJeHa HaOuBKa mocienHero Oyoka (hopmarupoBaHue
BXO/JIa arpuopu), eciu HeoOxoaumo, 10 Hadana xamupoBanus, To B [OCT P 34.11-94 nponenypa
X3LIMPOBAHUS 0’KUJAET KOHLA cooOeHus ((popMaTHpoOBaHUE BXOTHOTO COOOIIEHHS IOCTEPUOPH).
HaOuBka nmpou3BOAMUTCS CIEAYIOIMM 00pa3oM: IMOCIeAHUN OJIOK CIABUraeTcs BIIPAaBO, a 3aTeM

HAOMBACTCSI HYJISIMU JI0 TOCTH)KEHUS JUTMHBI B 256 OuT (pucyHok 3.3).

256 Im|
msq mo . my_q 00...0 m
> 1{0}2567|m||

Puc. 3.3. HabuBka cooOuienus

VYka3biBaTh B MEpPeaBa€MOM COOOIIEHHUU CKOJIbKO ObUIO J00aBJIEHO HyJEH K TOCIeTHEMY
050Ky He TpeOyeTcs, TaK KaK JUTMHA COOOIICHUS y9aCTBYET B XIIMPOBAHUU.

[TapannensHO PacCUUTHIBAIOTCS KOHTPOJIbHAS CyMMa, MPEICTABISIONIas COOOW CyMMYy BCexX
OJIOKOB COOOIICHUS (ITOCICAHUN CyMMHpPYeTCs yKe HaOWThIM) mo mpaBwiy A & B, m OuroBas

2256

JUIMHA X3HIMPYEMOro COOOIeHHs, npuBoguMas mo mod , KoTopble B (UHAIBHOU (DyHKIMH

CIKaTusA UCIHOJIb3YIOTCA IJI BBIYHUCICHUA HTOTOBOI'O X31Ia (pI/ICYHOK 13)

mi ms

Y Y
IV —| H” hy > H” ha > ...
{032 2 >§ )] .
{032 m L Lo .

- B

(256)10 (256)10
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Puc. 3.4. O6mas cxema Qynkuuu xamuposanus mo ['OCT P 34.11-94

Cornacuo ['OCT P 34.11-94 |V — npousBosibHOE PUKCHPOBAHHOE CIIOBO JIHMHOM 256 OuT (1V €
{01}*°). B Takom ciydae, eciE OH ampHOPHO HE W3BECTCH BEPH(DUIMPYIOMIEMY LEIOCTHOCTD
COOOIIIeHUs, TO OH JOJIKEH Iepe/laBaThCs BMECTE C COOOILIEHHEM ¢ rapaHTueil nenoctHoctd. [Ipu
HEOOJBIINX COOOMICHUSX MOXHO YCIOXHHTH 3aqady NpPOTUBHUKY, eciau |V BoiOupaetrcs u3
HEOOJIBIIIOT0 MHOJKECTBA JIOMYCTHMBIX BEIUYMH (HO TPH 3TOM YBEIMYMBACTCS BEPOSTHOCTH
YraJbIBaHMsI XOII BEIMYUHBI IPOTUBHUKOM). TakKe OH MOKET 3a7aBaThCsl B paMKaxX OpraHU3aIHH,
JIOMEHa KaK KOHCTaHTa (0OBIYHO KaK B TECTOBOM MIPUMEpE).

DynKyua cocamus 6HympeHHUX umepayuil

OyHkuus cxarugd BHyTpeHHUX urepauuil (mo 'OCT “maroBast ¢pyHkius xsmupoBanus’) H*
oToOpakaeT JBa CJI0Ba JIMHON 256 OUT B OJTHO CIIOBO JJIMHOM 256 OUT:

H*: {0137 x {01} — {01},

U COCTOUT M3 TpexX mpolenyp (pucyHok 3.5):

. HepeMelnBaloIIero Npeoopa3oBaHus;
. mudpyromiero npeoOpa3oBaHus;

. TE€HEPUPOBAHMS KIIIOUEH.



I
*

hi_1

[epeMeNInBaOIIee
. | mpeoGpazoBanue

x(Ni_1,m;,Si)
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»| mmbpyrouee
npeoOpa3oBaHue,
reHepUpPOBAHHE

> KITIoUei

Puc. 3.5. Crpykrypa pynkiuu cxatus 8 [OCT P 34.11-94

T'enepupoeanusn knwueit

JlaHHas moAmporpaMma UCIOIb3yeT CleAyIomne GyHKIUNA 1 KOHCTAHTHI:

CZ — C4 — {0}256 " C3 — 180811602411608(0818)21808(0818)4(1808)4,

KoncTauTe!

g g g

A€ CTCIICHDb 0003HaYaeT KOJIUIECTBO HOBTOpeHI/Iﬁ 0 mm 1.

[Tpu BeIUMCIEHUN KITFOUEH peannu3yeTcs CIeAYIOUINi anroput™ (pucyHok 1.5):
1.
2.
3.
4.
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DyHKIMHU
o P:{01}* — {01}
Iycrs X = &g || Ean | - || &,
toraa P(X) = Exao) || Epyy || --- Il Ep ) TaE @ (i+1+4(k-1)) = 8i+k, i =0...3, k =

...8.

o A {01}*° > {01}%°,
ITycth X =Xq || X3 || X2 || X1,

Torga A(X) = (Xl@Xz) || X4 || X3 || X2.

j(_19V<_miiu(_hi*1;
WeU®V, Ky — P (W):

j<—j+l;

[TpoBeputs ycioBue j = 5. [Ipu MOJOKUTEIFHOM HCXOJIE IEPEHTH K 1mary 7,

IIpHu OTPULATCIIbHOM — K IIary 5;

5.
6.
7.

U« AU) ®C;, V—AAN), W—U®V, K — P (W);

Ilepeiitu k mary 3;

BI)IXOJI (K]_, Kz, K3, K4)
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=1
V=m
U=hi,
W=UoYV,
Ki=P W)
Y
| > j=]+1
U=AU)® G,
V=A(A(®)), | Her
W=Uo®YV,
KjZP(W) Ja

Brixon
(K1, Kz, K3, Ka)

Puc. 3.6. Anroput™m reHeprpoBaHus KIFOUCH
HIugpyrowee npeodpazosanue

OCHOBHBIM (YHKIIMOHAITLHBIM MIPEAHA3HAUYCHUEM SIBIISICTCS MOJydeHue Sj u3 hi-;.
Mycrs hig = 'y | b2, || b2, |l hiy, rae b, e{01} j=1...4,a

si= st |l s¥|s? |l s, rme s} e{01}* j=1...4.

Torna

Sij — EKJ- (hij—l)l

roe j=1...4, EKJ. — mudposanue o 'OCT 28147-89 B pexxnme MpoCTOi 3aMEHBI.

CxemaTu4ecku 3To M300pakeHo Ha pucyHke 1.6.

~
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Puc. 3.7. lllu¢pyromee npeodpasoBanue

['OCT 28147-89 npenycMaTpuBaeT TpH CIAEAYIOUIUX PEXUMA ITU(PPOBAHUS TaHHBIX:
. IpocTas 3aMeHa,

. TraMMHUPOBaHHC,
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. raMMHpPOBaHUE ¢ 0OPaTHOM CBS3bIO,
. Y OJTUH JIONOJHUTEILHBIA PEKUM BEIPA0OOTKH HMUTOBCTABKHU.

B n1r00oMm M3 3THX peXUMOB JaHHBIE 00OpabaThIBarOTCs Ojokamu 1o 64 OuTa, Ha KOTOpHIE
pa3buBaeTcsl MaccuB, MOABEpracMblii KpunrTorpaguueckoMy mnpeoOpa3zoBaHHUI0, HMEHHO MO3ITOMY
I'OCT otHocUTCS K OJ0YHBIM HIH(pam.

Eciu BaumarensHo u3yuuth opuruHan ['OCTa 28147-89, MOXHO 3aMeTHTh, YTO B HEM
COJICP’KUTCSl ONUCAHHE aJITOPUTMOB HECKOJIIbKMX YpoBHeW. Ha camoM BepxHEM HaxoJsTCs
MPAKTUYECKHUE aJTOPUTMBI, MpeJHa3HAYCHHbIE IJIs MH(PPOBAHUS MAaCCHUBOB JaHHBIX U BBIPAOOTKHU
JUISE HUX UMUTOBCTAaBKH. Bce OHM OMMparoTCs HA TPU alTOPUTMA HUBIIETO YPOBHS, Ha3bIBacMbIC B
tekcte 'OCTa yuxnamu. Dta HyHIaMEHTAIBHBIE aITOPUTMBI YIIOMUHAIOTCS B JAHHOW paboTe Kak
bazo6vie Yukivl, YTOOBI OTIIMYATH UX OT BCEX MPOYNX HUKIOB. OHU UMEIOT CIeNYIONINe Ha3BaHUS U
0003HAYCHHUS:

. []37.3 — uka 3ammdposanus (32-3);
. L]35.p — ikt pacmmdposanust (32-P);

B cBoio ouepenp, Kaxaplii U3 0a30BBIX I[MKIOB MPEICTaBIsieT COOOW MHOTOKpAaTHOE
MOBTOPEHUE OJHOW EIWHCTBEHHOW MpOLEAyphbl, Ha3blBAa€MOW MJis ONpEACIEHHOCTH Jaliee B
HaCTOALLEH paboTe OCHOBHBIM WA2OM KPUNMONPEOoOPA308aHUSL.

B coorBerctBum ¢ mpuHnunoM Kupxroda, KOTOpOMY YIAOBIETBOPSIOT BCE COBPEMEHHBIC
W3BECTHBIE MHIMPOKOH OOLIECTBEHHOCTH IHUQPHI, CEKPETHOCTh 3alIM(PpPOBAHHOTO COOOIIECHUS
obecrieynBaeTcsi CEKpPeTHOCThbI0 KiroueBo uHpopmanuu. B I'OCTe kmroueBas uHpopmarus
COCTOMT W3 JIBYX CTPYKTyp ZHaHHbIX. [loMUMO cOOCTBEHHO KiIt0ua, HEOOXOIUMOTO sl BCEX
HIU(PPOB, OHA COJIEPKUT €Ille U mabauyy 3amen.

1. Kuarou sBisiercs MaccuBOM M3 BOCbMHU 32-OMTHBIX AJIeMEHTOB koja: K =
{Ki}o<i<7. B TOCTe sneMeHTBI KJIFOYa HCIOIB3YIOTCS Kak 32-paspsiiHble Ieble Yuclia
6e3 3naka: 0 < Kj < 2% Taxum o0Opa3oM, pazMep Kiroda coctaBisier 32-8=256 OuT uiam
32 Gaiita.

2. Tabdauuna 3amMeH sBusieTcs wMatpuieir 8x16, coxepskamieit 4-OUTOBBIC
AIIEMEHTHI, KOTOPbIE MOXHO TMPEJCTaBUTh B BUAe Ienbix uucen or 0 go 15: H =
{Hi,j}giijzs, 0 < Hj < 15. Crpoku mabauysl 3amen Ha3bIBAIOTCS V31aMU 3dMeH, OHU
JOJKHBI COAEpXaTh pa3jHYHble 3HAYEHUS, TO €CTh KAXKIBIA y3el 3aMeH JOJKEH
conepkath 16 pasnuunbix yncen ot 0 1o 15 B mpou3BonbHOM nopsiike. Takum oOpazom,

o0mumit 00beM TaONIUIBI 3aMEH paBeH: 8 y370B x 16 sanemMeHToB/y3en x 4 OuTa/>JIeMeHT =

512 out wiu 64 Oatita.
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OcHnosnoit  waz Kpunmonpeoopaszoeanus TO CBOCH CyTH SBISETCA  ONEPaTOPOM,
OTIPECTISAIONUM TIpeoOpazoBanue 64-OMTOBOTO OnOKa JaHHBIX. J[OMOJHUTENIBHBIM MapaMeTpoOM
ATOTO oreparopa sBjsiercss 32-OUTOBBIN OJIOK, B KAa4eCTBE KOTOPOTO HCIIOJB3YEeTCs KaKOW-JINOO

aJIeMeHT Kiaroda. Cxema aJIropurMa OCHOBHOT'O IIara rnpuBei€Ha Ha pUCYHKE 1.7.

( Iolaqano (N, X) )

1 Y
Fs =(N1+X)mod 2%
m=0.7 —
) "y
Sm=Hms,,
3 Y
S= @11(8)
4 Y
S=S® Nz
_ 5 Y
N2:N1, N1:S

6
( Konerr (N) )

Puc. 3.8. Cxema oCHOBHOTO 11ara KpunTonpeoopa3oBaHus
anroputma 'OCT 28147-89
Hwke naHbl NOSICHEHUS K alITOPUTMY OCHOBHOTO II1ara:

0. Omnpenensier WCXOJIHBIC JTAaHHBIC TUIst OCHOBHOTO mrara
KpUNTONIPEOOpa30BaHMUSL:

e N — mpeobpa3yemsblii 64-OMTOBBIN OJIOK JaHHBIX, B XOJ€ BBIIOJIHEHUS LIara
ero mimamgmas (Ni) u crapmas (N2) gactu oOpabaTbIBaroTCsl Kak OTAEIbHbIE 32-
OuTOBBIE 1EbIC unciia 0e3 3Haka. Takum odpazom, MoxkHO 3amucaTh N = (N1, Na).

e X —32-0UTOBBIH 2JIEMEHT KJTFOYA.

1. Cnoxenue ¢ KiIo4yoM. Miaamas TMOJOBMHA IpeodpazyeMoro Oioka
CKITAIBIBACTCS IO MOAYITIO 2% ¢ HCIIOIb3yEeMBIM Ha IIare MEMEHTOM KJII0Ud, Pe3ylIbTar
nepenaeTcs Ha CIeAYONIUI mar.

2. [To6mounas 3amena. 32-OMTOBOE 3HAUCHME, MOTYYECHHOE HA TPEIbLIYIIEM
11are, UHTEPIPETHUPYETCS KaK MacCUB U3 BOCbMU 4-OUTOBBIX OJIOKOB KOJIa:

S= (57, Se, 85, 84, 53, 82, Sl, So)

Jlanee 3HaueHWE KaXIOTO W3 BOCHMH OJIOKOB 3aMEHSIETCS Ha HOBOE, KOTOPOE
BBIOHMpAETCs 10 TaOJIUIE 3aMEH CIISTIYIONIMM 00pa3oM: 3HaUeHUe OJIoKa S; 3aMEHSIeTCs Ha

Si-TBIil IO MOPSZIKY AJEMEHT (HyMepamus ¢ HyJs) I-Toro y3ia 3aMeH (T.e. I-TOH CTpOKH
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TaOJIMIIBI 3aMEH, HyMepaIus Takke ¢ Hyis ). J[pyrumu ciioBaMu, B Ka4eCTBE 3aMEHBI JIJIst
3HaueHUsl OJIOKAa BBIOMPAETCS AJIEMEHT M3 TaOJUIBI 3aMEH C HOMEPOM CTPOKHU, PaBHBIM
HOMEpY 3aMEHsIeMOro OJI0Ka, ¥ HOMEpPOM CTOJIOA, PAaBHBIM 3HAUEHHUIO 3aMEHSEMOTO
0J10Ka Kak 4-O0MTOBOTO 11EJI0r0 HEOTPULIATENILHOTO yKcia. Ternepb CTAHOBUTCS MOHATHBIM
pa3Mep TaOIUIbl 3aMEH: YMCJIO CTPOK B HEHM paBHO YMCITY 4-OMTHBIX DJIIEMEHTOB B 32-
OMTHOM OJIOKE NaHHBIX, TO €CTh BOCBMH, a YHCJIO CTOJOIIOB PABHO YHCIY PA3THMYHBIX
3Ha4eHMH 4-GHTHOrO 6JI0KA JAHHEIX, PABHOMY KaK M3BECTHO 2°, IIeCTHaAIATH.

3. [uxnmuaeckuit cagur Ha 11 Oumt BieBo. PesynbpTaT mpeaplayiiero mara
CABUTAETCS MHUKJIMYECKH Ha 11 OUT B CTOpPOHY CTapuIuxX pa3psjioB W Teperactcs Ha
cnenyromuii mar. Ha cxeme anroputma cumBoiioM 11 o0o3HadeHa (yHKUUSA
[IUKIIUTYIECKOTO CABUTA CBOETO apryMeHTa Ha 11 OUT B CTOpPOHY CTapIiuX paspsaoB.

4. [ToObuToBOE cClOKEHUE: 3HAYEHHE, IOJIy4eHHOe Ha [are 3, MOOUTHO
CKJIQ/IBIBAETCS 110 MOJIYJIIO 2 CO CTapIIel MOoJIOBUHOM nmpeodpa3zyeMoro 01oka.

5. CnaBur mo menoyke: MIaIIas 4acTh MpeodpasyeMoro OJIoKa CABUTACTCS Ha
MECTO CTapiied, a Ha ee MECTO NMOMEMIACTCS PEe3y/IbTaT BBINOJHEHUS TMPEIBITYIIETO
niara.

6. [ToryuenHoe 3HaYeHHE MPeoOpa3zyeMoro OJI0Ka BO3BpAIaeTCs KaK pe3yabTaT
BBITIOJTHEHHMS aJITOPUTMA OCHOBHOTO IIIara KpUIITOpeoOpa3oBaHusl.

bazoevie wuknbl 3aKIOYAIOTCST B MHOTOKPAaTHOM  BBITIOJIHEHHHM OCHOBHO20 wiaza ¢
WCIIOJIb30BAHUEM PAa3HBIX JJIEMEHTOB KJIIOYa M OTIMYAIOTCS JPYr OT JApPyra TOJBKO YHUCIOM
MOBTOPEHUS IIara W TMOPSIKOM HCIIONBb30BAHUS KIIIOYEBBIX AJIEMEHTOB. Hinke mpuBeneH 3TOT
MOPSATIOK JJISl PA3IUYHBIX IIUKIIOB.

1. [uxn 3ammdpoBanus 32-3:

Ko, K1, Kz, Ks, Ka, Ks, Kg, K7, Ko, K1, Kz, K3, Ky, Ks, K, K7, Ko, K1, Kz, K3, K4, Ks, Ke,
K7, K7, Kg, Ks, K4, K3, Kz, K1, Ko.

2. [{ukn pacumdposanus 32-P:

Ko, K1, Kz, K3, Ky, Ks, Ke, K7, K7, Ks, Ks, Ky, K3, Kz, K1, Ko, K7, K, Ks, Ky, K3, Ko, Ky,
Ko, K7, Kg, Ks, Ky, K3, Kz, K1, Ko.

Kaxaplii U3 HHUKIOB MMEET COOCTBEHHOE OYKBEHHO-IIM(pPOBOE 0O0O3HAuUEHUE, T/ie TEePBHII
AJIEMEHT 00O03HAYeHUsl, 3a/1aeT YMCJIO MOBTOPEHUN OCHOBHOTO IIara B IIMKIIE, a BTOPOU AIIEMEHT
o0o3HaueHus, OykBa, 3ajmaeT mnopsaok 3amudpoBanus («3») win pacmudpoBanus («P») B
WCIIOJIb30BAHUH KITFOUCBBIX 3JIEMEHTOB.

[Mukn pacmmdpoBaHus JOMKEH OBITh OOpaTHBIM UKy 3amu@poBaHUs, TO €CTh
MOCIe0BaTENbHOE IPUMEHEHHE ITUX JIBYX IIMKJIOB K MPOU3BOJILHOMY OJOKY JOJDKHO JaTh B UTOTE

I/ICXO)IHI)II\/’I 6J'IOK, YTO OTpaAKaCTCA CICAYIOIINM COOTHOUMICHUEM:
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Lzo-p(L323(T))=T,

rae T — npou3BOIbHBIN 64-OUTHBINM OJIOK TaHHBIX,

LIx(T) — pe3ynbTaT BBIIOIHEHUS [MKIA X HaJ OJIOKOM JaHHBIX T.

Jlns BBITTOJTHEHUS 3TOTO YCJIOBHUS JUIsl anropuTMoB, mono0HbIXx ['OCTy, HeoOxomumo u
JOCTaTOYHO, YTOOBI MOPSIOK HCIIOIH30BAHMS KIFOYEBBIX JIEMEHTOB COOTBETCTBYIONUMU ITUKIIAMU
ObLT B3aUMHO 0OpaTHBIM. M3 MBYX B3aMMHO OOpaTHBIX IHMKJIOB JFOOOH MOXET OBITh MCIOIB30BaH
Ui 3amu@poBaHusl, TOTAA BTOPOM JOKEH ObITh HCHOJB30BaH MJs pacliupoBaHUS JaHHBIX,
onHako ctangapt ['OCT28147-89 3akperiseT poid 3a LUKIAMHM W HE NPEAOCTaBISET
MOJIB30BATENIO TIPaBa BEIOOPA B 3TOM BOIIPOCE.

Cxembl 6a30BBIX IIUKJIOB NMpUBEJACHBI Ha pucyHKax 1.8a, 1.86. Kaxxnplii u3 HUX NMPUHUMAET B
KauecTBE apryMeHTa U BO3BpalllaeT B KauyecTBE pe3yibTara 64-OUTHBIA OJIOK JaHHBIX,

0003HaueHHbIA Ha cxeMmax N.

( Hauamno (N) ) ( Hagano (N) )

k=1..3 j=0.7
j=0.7 Y
Y N = IHar (N,K;)
N = Iar (N,K;)
k=1.3
. j=7..0
J=7..0 v
Y N = IIIar (N,Kj)
N = ar (N,K;)
Y Y
N1 o No N1 < N
Y {
( Konerr (N) ) ( Kowner (N) )
a) 0)

Puc. 3.9. Cxems iukina 3ammdposanus 32-3 (a) u pacumdposanus 32-P (6)

Cumbon IIlar(N,X) o6o3HadaeT BBHIMOJIHEHHWE OCHOBHOIO IlIara KPUIITONPeoOpa3zoBaHMs IS
6moka N ¢ ucronbp30BaHNEM KIIFOYEBOTO dJeMeHTa X.

B koHme 0a30BBIX NWKIOB MHU(PPOBAaHHSA CTaplias W MIaamas 4acTh OJIOKa pe3yibTara
MEHSFOTCSI MECTaMH, 3TO HEOOXOAUMO TS UX B3aUMHOW 00PaTUMOCTH.

Kak yxe ynmomMHHajaoCh BbIIIE, HAC HWHTEpeCyeT MHM(POBaHHE B PEXKUME MPOCTOM 3aMEHBI.
3amudpoBaHue B peKUME MPOCTON 3aMEHbI 3aKJIoYaeTcs B NMPUMEHEHUH Lukia 32-3 k 6i1okam
OTKPBITBHIX JIaHHBIX, paciiu@poBaHue — nukia 32-P k OnokaM 3amupoBaHHBIX JaHHBIX. JTO

Han0oJiee IPOCTON U3 PEKUMOB, 64-OUTOBBIE OJIOKHM JTAHHBIX 00pabaTHIBAIOTCS B HEM HE3aBHUCHUMO
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apyr ot Apyra. CXeMbl aJropuTMOB 3alIH(PpOBaHUs U pacIi(PpPOBaHUS B PEKUME TPOCTON 3aMEHBI

npuBeneHsl Ha pucyHkax 3.10a u 3.106 cooTBeTCTBEHHO.

( Hauwano (7,) ) ( Hawano (Ty) )

i=1..n i=1..n
TiUJ = H32-3(Ti0) Ti0 = L30-p( Tim)
( Konerr (Ty) ) ( Kowner (75,) )
a) 0)

Puc. 3.10. Anroputwmsl 3amudpoBanus (a) u pacmudpoBanus (0)
JTAHHBIX B PEXKHME TPOCTOM 3aMEHBI

Ha pucynke 3.10 ucnons3ytorcs cienyromue 0003HaYeHHUS:

. To, T — MaccuBbI COOTBETCTBEHHO OTKPBITBIX U 3alIU(POBAHHBIX JaHHBIX;

. T.°, T."™ —i-TbIe 0 NOpsAKY 64-OMTHBIC OJIOKH COOTBETCTBEHHO OTKPBITBIX U
sammdpoBanHbiX qaHubx: To= (T, ..., T, T°), T = (T, ..., T,", T,"), 1<i<n;

. N — 1ancino 64-0UTHEIX OJIOKOB B MaCCHUBE JAaHHBIX.

Pa3zMep mMaccuBa OTKPBITHIX WK 3alIU(PPOBAHHBIX JAHHBIX, MTOJIBEPTAOIIUNACSI COOTBETCTBEHHO
3ammpoBaHUI0 WM pacuiMpoBaHHIO, TODKEH ObITh KpareH 64 Ourtam: |To|=[T,[=64-n, mocie
BBITIOJTHEHUS OTIEPAIMH Pa3Mep MOyISHHOTO MacCHBA JAaHHBIX HE U3MCHSICTCS.

Ilepemewusatowiee npeoopasosanue

[TepememnmuBaroiee npeoOpazoBaHUe UMEET BUJ

hi = (mi, his, s) = 97 (his @ (i @ ¥ (51)),

rae ¥ — j-a crenenb IpeoOpa3oBaHus 1.

Cxemarnyecku AaHHOE peoOpa3oBaHue MpecTaBIeHo Ha pucyHke 1.10.

m
! ¥ A
Si —b~ Ve > i
s e
! Y !
1
1 1
! i
: 4 !
i |
1 1
! i
| X L |
hi_1 i |//6 —:—) hi
\\ /’

Puc. 3.11. ITepememmBaroriee npeoopazoanue [OCT P 34.11-94
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3amMeTuM, uTo Sj BIBOIUTCS U3 hi—; (cM. pucyHOK 1.4).

Oyuxums . {01}°°° — {01}%° npeobpasyer cioBo N || Ns || ... || m €01}, i =1...16 B
cI1oBO M1@N2013EN®N13DN16 || N16 || M5 || --. || N2 (pucynok 1.11).
Nie MNi5 Na M3 M2 M1
I/// ‘ \\\\
Y ~D |
a e
| > |
| |
: cee > !
| |
a 2 e
| a |

Puc. 3.12. ®ynkuus y nepeMenmBaroniero npeoopa3oBaHus
DyuKyua corcamus QGUHAILHOU umepayuu
OyHKIM ckaTusl GUHAIBHON UTEepaIlii MPOU3BOIUT UTOTOBYIO X3III BEIMYUHY, 3aBUCSIIYIO OT
pe3ynbTaTa X3IIMPOBAHUA MOCIEeI0BATEIbHBIM METOI0M, KOHTPOJIBHON CyMMBI 110 mod 2 1 IJIHMHBI

cooOmieHust B Outax npuBeAeHHOH o mod 226

m|/ X hI—l X ZI x L — humoa

rIe m,/ Chi-n 2 L e {01}256, m,/ — TIOCJICJTHHI HAOUTBIA HYJISIMH OJIOK (€CiTi HEOOXOJMMO, CM.
pucyHok 1.2).

CHauana BbIYMCISIeTCS OMTOBas UIMHA MOCIETHEro (HeHaOuToro) O6yoka cooOmeHus |m|<256
out. Ecnu |m||<256, To mpon3BouTCs €ro HaOUWBKa CIipaBa HYJISIMH 10 JOCTHXKEHHS JTUHBI 256 OUT

. / 256
U ToJTyyaeTcs HOBbIM 010k M, «— {0} il || M. Beraucsitotest UTOroBasi KOHTPOJIbHAS CyMMa |

2256

— Y11 ® m/ u nmuHa Beero coodmenus Ly « Ly + |my| (mod ). [TapayinensHO BBIMOIHSAETCS

nocaenusas  urepamms hy = H* (m’, hi1). 3arem Berumcnstores 3Hadenus hg — H* (2, hy)
1 hypo. <— H* (Ly, i41), maBast B pe3yabTaTe UTOTOBYIO X3 BETHUUHY Ny

Tenepb 1aauM GopMabHOE ONMUCAHKUE AITOPUTMA!

Bxo0: nBonunoe coobuienne M, 6110ku 3ameH [yt (poBaHUs B peKUME IPOCTON 3aMEHBI 110
I'OCT 28147-89, nauanbuslii BekTop 1V e{01}**".

Boixo0: x»m BenmmuuHa hy,,,,, 1015 coodmenus M.

1. Hnuyuanuzayus areopumma: h «— IV, 3 «— {0}256, L« {0}256.
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2. Qynxyust cocamus enympennux umepayui: Iloka |[M| > 256 BbInoiHIEM
clleAyIoIIee:
2.1. h «— H* (mg, h) (uTeparus MeToaa Mociea0BaTEILHOIO XOIUIMPOBAHU);
2.2. L« L+ 256 (mod 2256) (uTepanus BBIYUCIICHUS JJIMHBI COOOIICHMS);
2.3. 2« 2, ® mg (uTepanms BEIYHUCIECHHS KOHTPOJILHON CYMMBI).
3. Wnaue (¢pynxyus cocamus punanvroti umepayuu)
3.1. L« L + |m| (mod 2%°®) (BbrunciieHHe MOTHOMN JIHHBL COOBIICHNUS);
3.2. m' — {0}%* || m (nabuska nocnemnero GioKa);
3.3. ¥ — ¥ ® m' (BblunCIICHHE KOHTPOJIBLHOI CYMMbI COOBIICHH);
3.4. h—H* (m, h);
3.5. h«—H* (2, h);
3.6. hyme. < H* (L, h).
4, Boixoo (Numo.).

Poccuiicknii crangapt I T'OCT P 34.10-2001
HoBelit oTeuecTBeHHBIN cTaHAapT udpoBoi noanucu obo3Havaercs kak ['OCT P 34.10-2001.
B HeM ucCnonb3yroTCs ClIeayomuye napaMeTphl:

. MPOCTOE YHCIO P — MOJYJh JJUIMNTHYCCKOW KPHBOMW, YIOBJIETBOPSIOIICE
HEPaBEHCTBY p>2255. BepxHsis rpaHMIia JaHHOTO YHCIA JO/DKHA OINPEACNATHCS TpHU
KOHKPETHOW peanu3aliy CXeMbl IIU(PPOBO MOAMNCH;

. JUMNTHYECKass KpuBas E, 3amaBaemas cBoum wunBapuantom J(E) wm
kodddunmentamu a, b € Fp;

. L[€JI0€ YKCII0 M — MOPSAIOK TPYIIIBI TOUEK JUIMITUYECKON KpuBoH E;

. MPOCTOE YHCIO (| — TMOPSJIOK MHUKIMYSCKOW TOATPYIIBI TPYIIBl TOYEK
AITUNITHYECKON KPUBOM E, 17151 KOTOPOTO BHITIOTHEHBI CIEAYIONINE YCIOBHS:

m=ng, neZ, nx1,

2254<q<2256. (38)
. touka P # O osmwmnrudeckoit kpusoit E, ¢ koopamHatamm (Xp, Yp),
yIoBieTBopsitomias papeHcTBy P = O.
. xX3MI-QYyHKIUS, oOToOpaxkaromas cooOLIeHHsl, NpPeICTaBI€HHbIE B BHJE

JBOMYHBIX BEKTOPOB NPOU3BOJIEHON KOHEYHOH JUIMHBI, B JBOMUYHBIE BEKTOpPA JJIUHBI 256
our. Xour-¢pyukuus onpenenena B [OCT P 34.11, ee anroput™ OyeT paccCMOTPEH HUXKE.

Ka)K}IBIﬁ IIOJIB30BATCIIb CXEMBI HI/I(prBOI\/'I IOATIMCH JOJIZKEH O6HaHaTB JJUYHBIMH KJIFOYaMH:
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o KIIFOUOM ITIOAIINCHU — HECJIBIM YHUCIIOM d, yIIOBJICTBOpSIIOH_[I/IM HepaBeHCTBy 0 <
d<aq;
J KJIFOUOM IPOBEPKHU — TOYKOH 3JUIMITUYECKON KpuBOil Q ¢ koopauHaTamu (Xq,

Yq), yRoBieTBopsiforei paseHctBy dP = Q.
Ha npuBenenHbie BbIlIE MapaMeTphbl CXeMbl HU(POBOM MOIMUCH HAKIAIBIBAIOTCS CIICTYIOLIHE
TpeOoBaHUs:
. JIOJDKHO OBITH BBIIONHEHO ycioBue P # 1 (mod ), wis Beex menbx t = 1, 2,
... B, rne B ynosnerBopsier HepaBeHcTBy B > 31;
. JOJI’KHO OBITH BBIMIOJIHEHO HEPABEHCTBO M # ;
. WHBapUAHT KPUBOU JOJDKCH yI0BIETBOPATH yciaoBuio J(E) # 0 wmum 1728.
Hns momydenust 1udpoBoil moanucu 1mox  coodmenneM M HEOOXOAMMO  BBIMOJIHUTH
cienyromue aercrsud (puc. 1.12a):
1. BBIUKUCIIUTD X3II-3HAaYeHHe coobeHuss M: h = h(M);
2. BBIUKCIIHUTD L[EJ0€ YKCIO O, ABOMYHBIM MPECTABICHUEM KOTOPOTO SIBIISETCS
Bektop h, u onpenenuts € = o (Mod ). Ecim e = 0, To onpeaenuts e = 1;
3. CTeHEepHPOBaTh CllydaiiHoe (IICeBIOCTyYaiHOe) 1e0e Yucio K, ymaoBIeTBO-
pstoriee HepaBeHcTBY 0 < K < (;
4. BBIYHCIIUTH TOYKY JutnnTudeckoi kpuBoit C = kP u onpexenuts I = X (mod
q), rue X - X-koopaunara Touku C. Eciu r = 0, To BepHYThCS K mary 3;
5. BeIYHCIUTH 3HaYeHue S = (rd + ke) (mod q). Ecnu s = 0, To BepHYTbCS K 1Iary
3;
[Moamuck st coodtueHust M cocraBuT napa uuncedn (I,S).
Jnsa mposepku uudpoBoi moxanucu € 1MOA MONYy4EHHBIM cooOmeHneM M Heob6xoaumo
BBHITIOTHUTH cleaytomue neicteus (puc. 1.126):
1. Ecnmu Bemonnaensr HepaBenctBa 0 < r < g, 0 < s < (¢, TO mepeitu kK
clleyIonIeMy mary. B mpoTHBHOM ciiydae monich HEBEPHA;
2. BBIYUCIIUTH X3II-3HaU€HHE MOJYyYEeHHOTO coo0meHus M: h = h(M);

3. BBIYUCIIUTH LCJIOC YUCIIO A, ABOUYHBIM MPECACTABIICHUCM KOTOPOTO ABJIACTCA

Bektop h u onpenenuts € = o (Mod q). Ecim e = 0, To onpexenuts € = 1;

4. BBIYHCIINTD 3HaYeHne V = € - (mod q);
5. BBIYUCIIUTH 3HaUeHHs Z3 = SV (Mod q), Z, = —rv (mod q);
6. BBIYUCIIUTH TOUKY AUTHNTHYeCKO KpuBor C = 1P + z,Q u onpenenuts R =

Xc (mod q), rae X; — X-koopauHata Touku C;



376

CCJIU BBIITOJIHCHO PaBCHCTBO R = I, TO IOAIHUCH NPUHHUMACTCS, B IPOTHBHOM

HcxonHble TaHHBIE

M, Q. 0)

7.

cjiydac, moanrcCb HEBCpHaA.

Hauamno

f

Ucxonubie
nauubie (M, d)
v
h = H(M)
¥
e=hmodq
h =H(M)
<=0 > {
na e=hmod q
e=1 @ HeT
—
I'enepanus Ja
CIIy4alHOI O e=1
grcia K r—
v v=e'modq
C=kP I
— v zz=svmod q,
r=x modg Z, =-rvmod q
Y !
aa
<r=0> C=2P +2,Q
HET ¢
s=(rd +ke) mod q R =x, mod q
v
0 na HET
HCT aa v
Konen Konen Konen
E=(rlls) (OLII BepHa) (DLIT He BepHa)

6)

Puc. 3.13. Tlpornecc popmupoBanus UGPOBOI MOAMHCH (), TPOLIECC TPOBEPKU

a)

udposoit moamucu (0).
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HuTepdeiic yauedHoro mporpaMmaoro kommiaekca DigitSign

Ha pucynke 3.14 npuBesnen unrepdeiic rmaBHOro OKHa y4eOHOTO MPOrPaMMHOTO KOMILIEKCA.

Digitsion _____ E

BeMHMCnEHHA  CnpaBka  Berxos

DigitSign

YHEBHBIA NPOrpaMtHBIA KOMNNEK:

M ayd4eHHE OTEYECTEEHHEIS CTAHOANTOE
PYHELMH 53 LUHPOESHHA
H
UM POEDE NOIAMCH

Puc. 3.14. UnTepdeiic rmaBHOr0 OKHA yueOHOTO MPOrPaMMHOT0 KOMILIEKCa
[TyHKT MeHIO “BbI4uciieHus” COAEPKUT CIETYIOIIUE OIIINH:
. Breruncnenue xanr-gyHKIum.
[Ipu BBIOOpE MaHHOW ONIUMM OTKpBHIBAeTCSI OKHO ‘“‘Brrumciienue xaui-QyHKIUU™
(pucynok 3.15), koTOpoe MO3BOJISIET OMPEEIUTh XAII-3HaYeHUE MPOU3BOIBHOTO (aiina
IIPH 33IaHHBIX MTOJIH30BATENIEM HAYaJIbHOM XJII-BEKTOpE U Tabmuie 3ameH. [lomydeHHbIit
pe3yJIbTaT MOXKET OBITh COXpaHeH B ¢ain. Takke 1moibp30BaTelsb MoyrydaeT nH(OpMAaIIHIo

0 BPpEMCHHU XOUIUPOBAHUA COO6H.[CHI/IH.

BbiuvcneHWe H3m-giyHKLHH x|

BrIGEpUTE NYTE K 23 WMPYEMOrY COOGLLEHMID

C:ADocuments and Od=zop ..
SettingsiUseriDocumentsiletter. bt

EBE..IJ.H'I'E HaY3aNLHBIN ¥AW-EELTOR

| B0be99cStacidci 2064025952 adfciGaT ch 2885 2540 224 2d 36907551 d3F1 OF1 O6sop ..

Beequre Tabnuuy sardeH

1daelcfEEME2804 Oazop ... |
4fab1 32bcheB09d7
bedc 791 3F2860ad5
96 04cehd723b8a
ad3ebd 275300113
056e37fd4cBal 2b3
b4afcEd25e 708291
1eR749F382cb5ad0

JHAYEHME ¥3 LG HELLL MM

| 7a2204493124ibcBa903345364 32000 0daT deefd2aBcc 4ebcI0d1 7867 ae2

B pera BRIMMCIEHMA %3 W-thyHE LM [rac]; |?E;5|:| CoxpaHuTe | 3akpeTs

Puc. 3.15. OkHo “Bpruncnenue xau-QyHKkuu”
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. I'eneparop nceBaoCIy4aiiHbIX YUCEIL.
[Ipu BBIOOpE AAHHOW ONIMHM OTKpBHIBAECTCS OKHO “T'eHepaTop IICEBIOCTy4YaiHBIX

grcenx” (pucynok 3.16).

leHepaToOp NCEBA0CAYYARHBIR YMCEn x|

EeeonTe napameTpel 0AT4KKa NCeBA0Cy HaiHBX “MCen

HavaneHoe sHaveHMe =0

| BO0b543b97ECabf 30051 88a4bE0eebb2 3dfe] 2699821 B7dbE04 25767 394 302 O630p ...
MHosmenE &

| 37 afBB07 24043901 BEc4 P eab 7 390359baBe 3797 3be d 2fc097 d8bEN a0AR0T 46 O630p ...
MpupalweHye c

| 19af 3981597 4d5755E7 eBEF20E0529d i fbB381 451 79dde 1165 9eahhe 31 23 O6a0p ...
tooyune m

|EDDIZIEIEIEIEIEIEIEIEIDDDDDDDDDDDDDDDDDDD'I BlfeBa1892976154cb9:fe193accfbb3 O6z0p ...
PesyneTar -

| 25e0f5h1 2 aF 2466 ef2a3c 749201 3b/57hdiB54861 c4f92095bR0201 24506 2e

CoxpaHiTe JaKpETe

Puc. 3.16. Oxno “I'enepaTop nceBaoCIy4aifHbIX yucen”
[Tonp3oBaTenb HMeEET BO3MOXKHOCTh BBECTH MapaMeTpbl CBOErO TI'€Heparopa,
IPOU3BECTH BBIUMCIICHUS U COXPAHUTh MOJYUCHHBIN pe3yibTaT B Gaiii.
. BpIuncnenue oTKpbITOTO KIIFOYa.
[Ipu BBIOOpE HAHHON ONIMU OTKPHIBAETCS OKHO “‘BblunciieHue OTKpBITOro Kiroya”
(pucynok 3.17).

BeeoOmTe napameTpel cxembl LT

FMogyne 3 naunTHyeckol KpMEOHE p

|BEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEII:IEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIDDDDDDDDDDDDDDDDDDDDD431 Of=ap ...
F.o@ PULAEHT '3 3 NAUAT MYECK O KpWB0E
|? Of=sop ..

F.ooparHaTe! ToukK P
KOOPOMHETS ¥

| 2 Od=op ...
KOOPOMHETS |

| Ae2aBalzf5147d4bdR31 60301641 9085037 0a9ca267 1 22b9Gabboearefich Of=op ..

CekrpeTHeIR kaod d
| ¥a329ade783bb3be1 0ed353dd39a7 2211 bED3ET f49397eee] d1 923391 ec3b28 Of=ap ...

OTkpeme ko G
KOOPAMHATA %

I ey

| FF2b49e270dbEdI0d8595bec458b5053585bal d4e9b 7 BRIEEEIdbd3ebEfdE00 CaoXpaHuTE
KOOPAKMHATA 1
| 26 bA83dE7 01 dd185:841 3597 7b3chbafEAd] cB93d2EE2 7 difb] 01 aB7F (77 d0 CompaHuTE

i BemMuocnme 3aKpeTE

Puc. 3.17. OxHo “Brrunciienne oTKphITOro KioJa’
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[Tosnb30BaTens UMEET BO3MOXHOCTb BBIYUCIUTDH OTKPBITHIN KIHOY JUIsl UMEIOLIErocs y
HEro CEKPETHOro Kiro4a v napamerpoB cxembl DLI1.

. ®opmuposanue D11

[Ipu BRIOOpE HaHHOW OmMIMHU OTKpbIBaeTcs oKkHO “@opmupoBanue DI’ (pucynox
3.18).

opMHpoEaHKe LN x|

EepenmTe napamMeTpel cxemel ST
kM aaune 3 nAKMTHYecE ol KpHEail p

| S0000000000000000000000000000000000000000000000000000000000004:31 O630p ...
K.oa e UUMEHT '3’ 3 AAMATHYECKal ERMEDL

| 7 Oazop ...
MopALOK, WHEAMYECKOH NOGrPYNME] S AAMATHYECK.OH KEPUEDEH g

| SO000000000000000000000000000001 50fe8a1 8929761 5dch8cfe] 93accthbl O6a0p ...

K.oopOmMHaTE! ToMEK P
K.OOpDOMHAT S X

| 2 Dazop ...
K.OOQAMHETA

| Be?aBaleft 47ddbde316030e1 Bd1 9285097 0a90a 2671 22b96abboeayebicl O6zop ...

CEKPETHEI Koy d

| ¥a9293de739bbSbe] 0ed3h5dd39a7 201 1bE09E1 (49357 eee] d1 909391 ec3b2E O6zop ...

#310 CO0ELWEHHA

| Fa2284493f 2 4fbcBa38334 2364 339280 I0da¥ deebd 2 aboe 1 4ebcA0d1 78e7F ae O6zop ...

MNcegoocny4aiHoE LENDE YHcno b

|??1 05c3b20bcd3 2282 3c8cibfoc FhAREde 3381 429507 febdfed924594deeab Ofizop ...

aun

41 az28d2(1 ab148280cd3edhbiedad 1 97405355444 2767 b8 3ad04 3fd39dc0493 TR

Bdbfeadabch 955001 23323551 31 B5bf YERFI0F 230531 465884 2645629504

Bperan popradpoeaHda AL (o] |244|:| CoxpaHTe | JaKpETE

Puc. 3.18. Oxno “@opmupoBanue D11
[Tonp3oBaTenb UMEET BO3MOXKHOCTD, I1OCJIE BBO/IA BCEX HEOOXOIUMBIX JJISI PACUETOB
apaMeTpoB, BBIUUCIUTH LU(PPOBYIO MOJNUCh U COXPAHUTH IMOJYYEHHBIH pe3ysbTaT B
daiin.
. [Iposepka DOIIII.

[Tpu BeIOOpE ManHO# oK oTKpbIBaeTcst okHO “TIpoBepka DIIT” (pucynok 3.19).
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Mpoeepxa LN il

EeenuTe napameTpbl cxembl SLT

Fooyne 3 ANMITHYECK Of KPMEDR o

| A000000000000000000000000000000000000000000000000000000000000431 D6aop ...
F.03 pULMEHT '3’ 3 NAMMTHYECK DM KpUED
| 7 Oazop ...
MopALok WHEAMYSCKON NOLrPYNNE! 3 AAMITHYSCKON KPMBON g
| B0000000000000000000000000000001 50fe8a1 89297615459 cfc] 93accfhb3 O6zop ...
F.oopaMHaTe! ToukK P

KOOpOMHAT S &

wi

| 2 M _I Ofzop ...

FODPOMHATS I MoanHCE BEEpHA
| Be2abaleb5147d4bd631 603021641 3: Gabbcearedfcd Dfizap ...
OTEpemeiE Koy [Touka (]

KOOpOMHAT S &
| 7i2b43e270dbEdA0d8595bec 580605858501 d4eAb 7 BRIEEE9dbd2eRE 20D O6sop ...

KOOpAMHATS |
| 26f1 643945701 dd185:841 3397 7 h3chbbafB4d1 593426627 difb1 01 aB7(F7 7da O6zap ...
3 coobWeHHa
| 7a2284493F24fbcBa98334 2364 3398 90da7 deebd2aboc] 4ebe90d1 787 a2 O6zap ...
aun

41 aa28d2f1 ab1 48280cd9ed5kfedad 197 4053554 a4 276703 3ad04 3fd359d=0493 O6aap ...
BdGfead abcha5fE-001 23823881 3165EF7BEF307 29F0831 465884 2645629504

[MpoEepuHTE JaKpETE

Puc. 3.19. Oxno “IIposepka DI

Ilonp30BaTens UMeeT BO3MOXHOCTB, ITOCJIC BBOJA BCEX H€06XOI[I/IMBIX IJId pacucToB

napamMeTpoB, MPOBECPUTH NOAJIMHHOCTD HH(I)pOBOfI IMOAIIUCH.

[TynkT meHio “CrnpaBka’” COAEPKUT CIAEAYIOLINE OMLIUU:
. 3amanue Ha 1abopaTOpHYIO paboTy.
JlaHHas onmus MO3BOJSIET OTKPBITH (Daill CHpaBKM, COAEp)KalIMKA 3a7aHue Ha
nabopaTopHyo paboTy.
. Crnpaska.
JanHas onmusi MO3BOJSET OTKPBITH (haill CIpaBKH, COJEpKamuid HHPOPMAIHIO O
X3UI-PYHKIUH U UPPOBBIX MOITHCSX.

. O nporpamme.

[TyHKT MeHIO “BbIX0” TO3BOJISIET BEINTH U3 TPOTPAMMBI.
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IHopsiiok BHINOJHEHUS PA6OTHI
Bo Bpemst BeinonHeHHS 1a00paTOpHOM paboThl nenaiiTe CKpUHIIOTHL. [Tociae BCTaBUTh B OTYET.
1. O3HakoMbTeCh C TeopHe Mo (GYHKIUSAM XSUIMPOBAHUS, SJUIUINTHYECKUM
KPUBBIM U HU(DPOBBIM MOMUCSM.
2. Osnakombrecs ¢ [OCT P 34.11-94 u T'OCT P 34.10-2001.
3. Ortkpoiite nanky DigitSign u 3amycture nporpammy DigitSign.exe.
4, Nzyuenne ¢pynakuuu xsmmposanus o ['OCT P 34.11-94.
4.1 OTkpbiBaeM MYHKT MeHIO «Bbruncienus» u BbiOMpaeM «BpluncieHue Xsui-
byHKIAN.
4.23anaTh HauaNbHBIC JJAHHBIC IS BBIUMCIHCHHS XdMI-PpyHKIuU (aiiibl

HaxoaAaTCsA B IIAIIKE «XBH_II/IpOBaHI/IC»)Z

. nyTh K (haitny, KoTopbIil moaBepraercs cxatuio (Haspanue texto.txt);
. HavanbHBIA X511-BeKkTOop (HeshVHex. txt);
. tabnuiy 3ameH (TabZamen.txt).

4.3 BbIUnuCIUTD X3MI-()YHKIHUIO.

4.4Tloroputh nyHKTH 4.2 — 4.3 g ¢aitnoB C Ha3BaHueM textl, text2, text3,
text4, textS. CoxpaHUTh TMONYyYCHHbIE 3HAYCHUS XOMI-QYHKIMM B TAINKy
«Bpemennoe», wHazBarh hashl.txt, hash2.txt, hash3.txt, hash4.txt, hash5.txt
cooTBeTcTBeHHO. Ompenenuts Bpemsl XdmupoBaHusa. llomydeHHBIE pe3yibTaThI
3aHECTH B IMepBble ABe cTpoku Tadbmuisl (I — pasmep TekcroBoro (aiina, t, — Bpems
X3IIMpOBaHud, il text0 aenaTh JaHHBIA NMyHKT He oOs3arensHo). BHUMAHUE,
XJIIMPOBAHUE MOXKET MPOU3BOIUTHCS JI0 3X MHHYT, JIydIlle B 3TOT MOMEHT HE Yero

HC J1CJIaTh Ha KOMIIBIOTEPEC, NHAUC BO3MOIKHO MMOJIYUCHUC HEAOCTOBCPHBIX 3HAYCHUH.

I, MGaiit

th, MC

tgun, MC

ts, MC

5. N3zyuenue nudposoii nognucu 'OCT P 34.10-2001.
5.1 BBIYUCIUTD CEKPETHBIN KITHOY.
5.1.1 OTkppiBaéM TYHKT MeHI0 «BbluncneHusi» u  BbIOMpaeM
«["eneparop nceBoCIy4aifHBIX YUCEID.
5.1.2 Beectn mnapamerpsl agatumka ((aiiabl HaxoIsATCSd B IAIKe
«'TICY»):

eHauanbHOe 3HaueHHE Xo (XO0.1Xt);
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e MHOXHTEH a (a.txt);
enipupaiienue C (C.txt);
eMOIYIH M (M.XY).
513 BbruuciuTh nceBpOCIyYaitHOE YHCIO, OHO JKE SIBJSETCS
CEKPETHBIM KJIFOUOM.
5.1.4 CoxpaHuTh NOJYy4YEHHOE 3HaUEHHUE B Nanky «BpemeHHoe»,
Ha3BaB «KeySekr.txt».
5.2 BBIYHCIIATH OTKPBITBIA KITFOY.
5.2.1. OTkpbIBaeM TYHKT MeHIO «Bbrumcinenus» u  BblOMpaeM
“BpIunciaeHre OTKPBITOTO Kiroda’.
5.2.2. 3anaTe mapamerpbl, He0OXOIUMBbIE ISl BbIUMCICHUS ((aiiibl

HaxosaTcs B manke «OTKPBITHIA KITI0U»).

o Moayis smuntadeckoi kpuoit p (modP.txt);
o Koaddunuent smmuntuyeckoit kpuboii a (KOfA.txt);
. Koopaunats! Touku P (koopaunara x — PX.tXt, koopaunara y —
Py.txt);
. Cexpertnblii kitou d (paHee noay4eHHbIN B MyHKTE 5.1.4).
5.2.3. BBIYMCIHTE OTKPBITHIA KITFOY.
5.2.4. CoxpaHuTh TOJIY4YEHHOE 3HAYEHUE B Manky «BpemeHHoe»,

Ha3BaB «QX.tXt» mst koopauHatel X u «QY.tXty» s koopauHater Y.
5.3 Beraucinuts ¢ poByIO OIIHCE.

5.3.1. BBINONHUTE  NPENBAPUTENILHOE  BBIYMCIEHUE  CIy4ailHOrO
uncna K, Heobxoaumoro st popmupoBanust udpoBoit noamucu. st 3Toro
cienyer BBIMONHUTH M. 5.1. CoxpaHMTh pe3ynbTaT B nanky «BpemeHHOe»,
Ha3BaB «psK.txty».

5.3.2. OTkpblBaeM NYHKT MeEHIO «Bbraumcnute» U BbIOHMpaeM
«PopmupoBaHue UPPOBON MOAITUCH.

5.3.3. 3anaTe nmapaMmeTpbl, HEOOXOIUMBIE NIl BbIUMCICHUS ((ailibl

HaxoaaTcsl B manke « OTKPBITHIN KITIOW):

o Moayns srmuntudeckoi kpuoit p (ModP.txt);
o Koaddunuent snmmuntudeckoit kpuoii a (KofA.txt);
. ITopsimoKk LIMKIMYECKON MOATPYIIBI HJUIUIITUYECKOU KPUBOU (

(9.txt);
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. Koopaunats! Touku P (koopauHaTta X — PX.tXt, koopaunara Y
— Py.txt);

. CexkpetHblii k1104 d (paHee MoydeHHBIN B yHKTE 5.1.4);

. Xom  coobmeHust (paHee mMojdydyeHHOe B TyHKTe 4.4, C

Ha3BaHueM hashl.txt);

o [lceBno cmywaitHoe umcio k (paHee MmoiyueHHOE B IYHKTE
5.4.1).
5.3.4. CdopmupoBats mu}ppoByI0 TOANUCHL M 3aHECTH B TAOIHUILY

Bpems co3panus DL (cTpoka tyy).
5.3.5. Coxpanuth 3HayeHue OLII B manky «BpemeHnHoe», Ha3BaB
«podpis.txty»
5.3.6. [ToBropuTh MyHKTHI 5.4.3-5.4.4 nns xom-3HaueHuid hash2.txt;
hash3.txt; hash4.txt; hash5.txt. O6paTtuTe BHMMaHHUE Ha TO, YTO MYyHKT 5.4.5
BBITMIOJHATH MIOBTOPHO HE HY>KHO.
5.3.7. Paccuurares cymmapuoe Bpemsi Bbruucienust DI u 3anectu
pe3ynbTaThl pacueToB B Tabnuny (tx= th+ tgun).
5.4Tlepenaiite npyromy CTYIAEHTY, KOTOPBIM CHAMT 3a APYTHUM KOMIIBIOTEPOM,
oTKpeITHIA Kirou (QX.IXt; Qy.txt), daiin (textl.txt) m cooTBeTcTByIOIIYIO €My
udpoByto moanuck (POdpis.txt) mpu moOMONM JUCKETHl MM CETH M IMOJTYYHUTE OT
Hero Takoi e Habop. [lonyueHHbIe (hailnpl IepenMeHOBAaTh:
o «Qx.txt» B «QxPol.txty;
o «Qy.txt» B «QyPol.txty;
o  «textl.txty B «text1Pol.txt»;
e «podpis.txt» B «podpisPol.txty;
e Ul momecTuth B nmamnky «BpeMeHHOEY.
5.5 IIpoBeputh U(GPOBYIO NOAIMHUCH.
551 Cnenare nyHkt 4, s daiina textlPol.txt, pesymbprar
COXpaHUTh B manky «Bpemennoe», Haspas «hashPol.txty;
5.5.2 OTkpbIBaeM MYHKT MeEHIO «BbluMciauTh», M BbIOMpaeM
«IIpoBepka nupoBO MOATUCK Y.
5.5.3 3amath mapameTpbl, HEOOXOAUMBIC NIJIST BBIYUCICHUS ((Dailsibl
HaxosaTcs B manke «OTKPBITHINA KITI0U»):
o Monyns smuntudeckoi kpuoit p (ModP.txt);

o Koadpunment smmmntudeckoii kpupoit a (KOFA.txt);
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. [Topsimok NMKINYECKOW MOArPYIIbI AJUTMITHYECKON KPUBOU
(9.txt);

. Koopmunarel Toukn P (koopmuHata X — «PX.tXty, Y —
«Py.tXt»);

. OTKpBITHIA KITt04Y Q (MMOyYeHHBINH B MyHKTE 5.4, KOOpAWHATA

X — «QxPol.txt»; koopaunara Y — «QyPol.txty);

. Xomr coobienus (moy4deHHslit B myHkre 5.4.1, «hashPol.txty);
o OUIT (monyuernoe B myHkTe 5.4, «podpisPol.txty).
5.5.4 Ocy1ecTBUTh NPOBEPKY.

BHUMAHMUE! [lannas nporpaMMa HEBEPHO BBIYMCISAET OTKPBITHIA KO
Q, xoopnuHaty y. Ecnu «lloamuce He BepHa»: oTkpbiBaeTe (aiinm QyPol.txt
yepe3 OJIOKHOT U Ao0OaBisieTe K mocjeanei nuudpe enuuuny (mporpamma Bce
BpeMsi BbIJAET mocieAHiow mudpy paBHyio () U cHOBa mpoBepseTe, €Ciu
OIIATh HEBEPHA, TO elle A00aBIseTe eAWHUIYy IO TE€X MOp IMOKa MOIMHCH He
OyZeT BepHa WJIM MOKa He JocTUrHeTe f W MOANHUCH MO MpexHEeMy He BepHa,
TOrJa TMOANKCH JEHCTBUTENHRHO HE BepHa (Mporpamma HCIOIb3yeT 16-Tu
puuHyto cuctemy cuncienus, {0; 1;2; 3;4;5;6;7;8;9; a; b; c; d; e; f}).
5.6 [lonnenka cooOmieHusI.
5.6.1. Ortkpoiite daiin «textlPol.txt» (monydeHHbli B myHkTe 5.4) ¢
MOMOIIIbIO OJIOKHOTa M J00aBbTE, yJAIUTE UIH W3MEHUTE JH00O0W CHMBOJI B
TEKCTE, TI0CIIe COXPAaHUTE U3MEHEHHE B 3TOT ke (haii.
5.6.2. [ToBTOpHUTE MYHKT 5.5.
6. [To momyueHHBIM pe3yJbTaTaM MOCTPOUTH JiBa Tpaduka: Ha MepBOM rpaduke
3aBUCHMOCTh BPEMEHH BBIYHMCIICHHUS XdII-3HaueHHss oT pasmepa daiima tn, = f (l), Ha

BTOPOM rpaduke 3aBHCUMOCTH toy = f (1).

7. [To mponenanHoif paboTe caenaTh BHIBOJIBI.
8. OdopMuUTh OTUET MO IPOAETaHHON padoTe.
9. Ounctuth nanky «BpemeHHOe».

KoHTpoJbHbIE BONIPOCHI
1. Uro Takoe acuMMmeTpuuyHas Kpunrorpaduueckas cuctema? B uem ee
IIPEUMYIIECTBA [TEPE]l CAMMETPUYHON cuctemoi? B yem HenocraTtku?
2. Yro Takoe x>m-pyHkuusa? Kakumu cBoiicTBamMu OHa JOJKHA 00J1a1aTh U B
4eM OHU 3aKJIH0YatoTCs?

3. Omnwumute niporece popmupoBanus xour-pyaxun [OCT P 34.11-94.
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4. Yro Takoe “GyHKUMS CXKATUS BHYTPEHHUX wHTepauuii”? B dyem oHa
3aKirovaercs?

5 Yro Takoe nudposas noanucs? B yem ee oTauYMe OT pyKOMMCHOM MTOITUCH?

6. Onumute npouece popmuposanus mudposoit moanucu 'OCT P 34.10-2001.

7 Onummmre nporecc npoepku nudposoii moanucu [OCT P 34.10-2001.

8 OT KaKuX 370yMBIILUIEHHBIX IEUCTBHUM MO3BOJIAET 3aUTUTHCS DLIT?

BoinosiHeHue padoTbl

10.
1.

Nzyuenue ¢pynkiuu xsmmposanus mo [OCT P 34.11-94.

OTtkppiBaeM IYHKT MeHIO «Bbluncnenus» u BblOMpaeM «BbrumcieHue xaii-

byHKITII.

2.

3a,I[aTI> Ha4daJlbHBIC JaHHBIC 4 BbBIYHCICHHA XOII-

HAxXOoJATCs B Manke «X3IIHMPOBAHUEY):

3.

4
5.
6

byakuu  (Qaitnsl

nyTh K (ailny, KOTOpbIi moBepraercs cxxaruto (HazBanue text0.txt);

HavanbHBIN X31-BekTop (HeshVHex.txt);
Tabnuiy 3ameH (TabZamen.txt).

Beruuciants xa11-QyHKIHIO.

faBhedd31 5301 8a5defb] 010891 ebeb2E638534 238 dfEdA03fedd 72005064 20

Bpera BEMMCAEHHA 33 1W-yHELHME [MC) |0

Boiuncnerue x3ww-dyHKL MK

BrifepuTe NYTE K. &3 WHPYEaY cootiLeHIHD

D:hedahmgh1 22y KO OWMPOBAPKME M
WHFPOBAHWMENTPE 122w KullsCC_
AUMYH3 wWMDoBaHKHe textd. bt

BeeomTe HaYaNEHEIA X3W-BEKTOR
80be33c5fac34cf20b402533 2 adf cf5aV cba 8334254 02 a4 2d 32307351 d3F1 OF1

BeeovTe Tafnuuy sameH
1daelc7REFI32804 Oazop ... |
4fab1 32bcheB09d7
bedc791 A2860ad5
961 04cebd723b8a
ad3ebd 275800113
N56e97fddcBal 203

b4 afcEd25e 708331
1e6749F382cbbadl

IHaueHKE =3 LW-PYHE LI

Dozop ...

Ofzop ...

CoxpaHuTe

Jakpeme

7.

[ToBTroputh TIyHKTHI 4.2 — 4.3 st (aityioB C Ha3BaHUEM

textl, text2, text3,

text4, textS. CoxpaHuTh MOJTyYeHHBbIE 3HAYCHHS XdII-QYHKINHM B Tanky «BpemenHoe,

Ha3BaThb

hashl.txt, hash2.txt, hash3.txt, hash4.txt, hashb5.txt

COOTBETCTBCHHO.
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Onpenenutb Bpems X3uMpoBaHUs. [lodydeHHblE pe3ynbTaThl 3aHECTH B IEPBBIE ABE
crpoku Tabmuubl (I — pasmep texcroBoro aiina, t, — BpeMs xammpoBaHus, i textO
Jenath JaHHBIM TYyHKT He o0s3atensbHo). BHHUMAHUME, xosmumpoBaHue MOXET
MPOU3BOJIUTHCS A0 3X MHUHYT, JIydllle B 3TOT MOMEHT HE Yero He JieJaTh Ha KOMIIbIOTEPE,

HHAa4YC BO3MOKHO IMOJTYUCHUC HCAOCTOBCPHBIX 3HAYCHMI.

|, Gaiit 64 64 64 64 64

th, MC 15550 31390 46490 63940 78150
tonm, MC 540 530 550 540 550
ts, Mc 16090 31920 47040 64480 78700

11. Nzyuenune mudposoit noanucu ['OCT P 34.10-2001.
5.2 BBIYHCIIUTDh CEKPETHBINA KITFOY.
5.15 OTkppiBaéM TYHKT MeHIO «BbluncrneHusi» u  BbIOMpaeM
«["eHepaTop nCeBIOCITyYalHbIX YUCEID.
5.16 Beectu mnapamerpsl natuuka (aiiapl HaxoAsTcs B Ianke
«'TICYy):
eHauanbHoe 3HaueHKE Xo (X0.tXt);
e MHOXKHUTENb a (a.txt);
enipupaiieaue C (C.txt);
eMOayIH M (M.IXL).
5.1.7 BbruucnuTth mnceBpociyyailHOE€ YHCIO, OHO K€ SBJSeTCA
CEKPETHBIM KJITFOUOM.
5138 CoxpaHuTh NOJYyYEHHOE 3HaUEHHUE B Nanky «BpemeHHoe»,

Ha3BaB «KeySekr.txty.
eHepaTop NCEeBAOCAYUARHBIX UACEN

EeenuTe napameTpel OaT4MKE NCeB O0CTyYaiHbK MCe

HauaneHoe zHaueHWe X0

500b549b37Ecabl 30061 88a4bhleebb23die] 22998:a1 B7fdbB04 25767394 3b2 Ofzap ...
MHo#LTENE &

3f7af5807=40d8301 5604 7eab¥ 390359ba8c 3797 3bed 2fc097 d8bE0aEAR01 46 Ot=op ...
MpupaweHHe o

159af 3981 597 44575567 eBEI92060529d b 381 051 79dde1 1/659eab5c31 23 Ofzap ...

W onune m

50000000000000000000000000000001 50fe2a1832376154c59fc1 93acciabl Ot=op ...
Pesynerar

01 dbbeBB0ab2 31 57b7bie7191 036526108391 36e8420chbd 3e 24 2ddiS 3eactdD MEHEpMpOBATE

Jakpeme
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5.3 BBIUMCIUTE OTKPBITHIN KITIOY.
5.2.5. OTkpbIBaeM MYHKT MeHIO «Bbluncienus» u  BblOupaeM
“BprunciieHre OTKPBITOTO KJroya’”.
5.2.6. 3ajaTh mapaMmeTpbl, HEOOXOAUMBIC JJIsi BBIYUCICHUS ((hailibl

HaxoZAaTcs B nanke «OTKPBITHIA KIIIOU»).

o Moaysb SiIunTHYecKoi KpuBoi p (ModP.txt);
o Koaddunuent smmunrtudyeckoit kpuboii a (KOfA.txt);
. Koopaunarte! Touku P (koopaunara x — PX.IXt, koopaunara y —
Py.txt);
. CexkpetHbii k1104 d (paHee MmonydeHHbIH B yHKTE 5.1.4).
5.2.7. BBIYMCINTB OTKPBITHIN KIIFOY.
5.2.8. CoxpaHuTh NOJYyYEHHOE 3HAueHUE B Hanky «BpemeHHOe»,

Ha3zBaB «QX.IXt» mis koopauHaTel X 1 «QY.tXt» miis koopauHaTh! Y.

Boiuncnenwe OTKPbLITOro KAHYa

EeenuTe napameTpel cremel ST
b ooune 3 AMKITHYECK Ol KpUEDE p

S000000000A00A00020000000000000000000000000000000000000000004:31 O6aop ...
K.o3 pepUUMEHT '3’ 3 NAMMTHYECKOM ERMEDL
7 Oazop ...
K.oopaMHaTE! ToukK P
KODPAMHETE ®
2 Oazop ...
KOOPOMHETE Y
Be2alalebhl 47d4bdE 31 603021 Bd1 9085097059022 671 220596 abboeatelfcd O6aop ...
CekpETHRIE Koy d
1 dbbefh0ab2 31570 7hfe 1910368261 08391 96e8delobd Je2ed 2ddn 3eactd O630p ...
OTepeTeIi gy [
KODPAMHETE ®
E105a79fFcBal FEcEal ¥9cladl 4d6acEy deddc2fedb I F3di5 332955004033 CompaHuT
KOOPOMHETE Y
1bbacEddE35e153ceaedbBdoB01 do3Be3f 49582 4d2f30baec0aaB4bdE 3B 270 {Cospatmre |
B Mz T JakpeTE
5.4 Bbraucnuth HUQPOBYIO HOMHCE.
5.3.1. BBINONHUTE  NIPEBAPUTENIBHOE  BBIYUCIEHHE  CIIY4ailiHOTO

gucia K, HeoOxoaumoro st popmupoBanus 1udpoBoit moamucu. s storo
ciaenyeT BbIMOAHUTH M. 5.1. CoxpaHuTh pe3ynbTaT B MHanky «BpemeHHOE»,

Ha3BaB «psK.txt».
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5.3.2. OTkpblBaeM TYHKT MeEHIO «Bpraumcnute» U BbIOHMpaeM
«DopmupoBaHue UPPOBON MOIITHCH.
5.3.3. 3anate mapaMmerpbl, HeoOXOIUMBbIE ISl BbIUMCICHUS ((aiiibl

HaxosaTcs B manke «OTKPBITHIA KITI0U»):

o Moayis smuntTudeckoi Kpusoit p (modP.txt);

o Koaddunuent smnunrtudyeckoit kpuboii a (KOfA.txt);

. ITopsimoK LMKIMYECKOW MOATPYIIIBI AJUIMIITUYECKOW KPUBOU
(9.txt);

J Koopaunatse! Touku P (koopaunata X — PX.txt, koopaunara Y
— Py.txt);

o CexkpetHblii kito4 d (paHee nonydeHHbIN B myHKTE 5.1.4);

. Xom coobmenus (paHee TmoiydeHHoe B TyHKTe 4.4, ¢

Ha3BaHueM hashl.txt);

. [IceBno cmywaitHoe umcino k (paHee monydeHHOE B IYHKTE
5.4.1).

EpenMTe NapameTpel ckemel LT
Mogyne snmMNTMYECKOR KpUMBOA p
| B0000000000000000000000000000000000000000000000000000000000004.31
K. o3 habMuMeHT '3’ 3 nAMITHHeCkOE KpWBDHA
|7
[MOpAROK WHEAMYECK.OM NOArPYINE! 3 AAMITHYECK DM KPHEDH q
| B000000000000000000000000000000150fe3a1 892976154 c59cfc1 93accibbl

KoopawHaTs! Touk P
KOOPOMHETE X

2

KOOpOWMHATA ¥

| Selalaleb5147d4bdE31 603021641 32859704 9ca2671 22b36abbeea? 2B

CexpeTHbIA Koy d
| 01dbbeEb0ab23157b7bfed 1910368261 05351 36e84elcbd Je2ed 2ddiB3eacidn

¥aw coobweHuA
| 45216451 ccb907 7el 2082d9485becBb4de 7 0fe 1 BebB88d95:f1141:33519354

McegnocnyyaiHoe Lenoe Jucno k
|EI'I dbbeBb0abz 31 57b7ble?1 910368561 08391 96e84e0cbd 3e2ed 2ddin 3eactds

aun

6105273 c8a176cEal 73c0adl 4d6acE¥de4dc2fc9db 37 3df03aa29050c4b33
3767 d5afc 7 o0a9241 57 202586 260304245731 3a5a1FFlefBdbactbibad0334

Bperan popravposana LN [rc); | 540 CoXpaHHTE JakpeTe

5.3.4. CdopmupoBats mHU(GPOBYIO TOINUCHL W 3aHECTH B TAOJIHILY

Bpemst cozpanus DI (cTpoka tyy).
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5.3.5. Coxpanuts 3Hauenue OLII B manky «BpemeHHOe», Ha3BaB
«podpis.txty

5.3.6. [ToBTopuTth MyHKTH 5.4.3-5.4.4 nyst xom-3HadeHuil hash?2.txt;
hash3.txt; hash4.txt; hash5.txt. O6parure BHUMaHWEe HA TO, YTO MYHKT 5.4.5
BBITIOJTHSATH IIOBTOPHO HE HYXKHO.

5.3.7. Paccuurare cymmapHoe Bpems Bbruucienust OLII u 3anectu
pe3yabTaThl pacyeToB B Tadbmuiy (tx= th+ tory).

5.6 [lepenaiite apyromy CTyAEHTY, KOTOPbI CHIUT 3a APYTUM KOMIIBIOTEPOM,
OTKpBITHIA Kirou  (QX.IXt; Qy.txt), dain (textl.txt) m COOTBETCTBYIOIIYIO €My
udpoByo noanuch (Podpis.txt) mpu momoIM JUCKEThl WM CETH U TOJIYYUTE OT
HETo Takoi xe Habop. [lomydyennsie ¢ailiibl mepenMeHoBaTh:

o «Qx.txt» B «QxPol.txty;

o «Qy.txt» B «QyPol.txt»;

o «textl.txty B «text1Pol.txt»;

e  «podpis.txt» B «podpisPol.txt»;

e U nomecTtuts B nanky «BpemeHHOE».

5.7 IlpoBeputhb U(GPOBYIO MOIHUCH.

555 Cnenate nyHkt 4, a1 aiina textlPol.txt, pesymbrar
COXpaHuTh B nanky «Bpemennoey», Hazpas «hashPol.txty;

5.5.6 OTkppiBaéM MYHKT MEHIO «BbluMcnuTe», U BbIOMpaeM
«[IpoBepka nnudpoBoit moamnucu».

55.7 3anaTe mapamerpbl, HeOOXOIUMBIE ISl BbIUMCICHUS ((aiiisl

HaxoaaTcs B manke «OTKPBITHIN KITIOW):

J Monysnb smmuntiyeckoid kpuBoi p (ModP.txt);

. Koahdunment smmuntudeckoit kpuBoit a (KOFA.txt);

. ITopsnoK IUKIMYECKON MOATPYIIBI HIUIUIITUYECKOU KPUBOU (
(9.txt);

° Koopounater Touku P (koopmmnata X — «PX.txty, Y -
«Py.txt»);

. OTtkpeIThI K104 Q (TONy4eHHBIN B NMyHKTE 5.4, KOOpAMHATA

X — «QxPol.txt»; koopaunara Y — «QyPol.txt»);
o Xn1r cooOrieHus (moy4deHHsbIi B myHkTe 5.4.1, «hashPol.txty);
o OUIT (momyueHHoe B myHKTe 5.4, «podpisPol.txty).

5.5.8 Ocy1iecTBUTh IPOBEPKY.
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[Npoeepka 3LUMN

EeeomTe NnapamMeTpel cxemel DL
Momyne snmMnTMYecKoil KpUuBoi p

20000000000000000000000000000000000000000000000000000000000004:21 O6=op ...
KoshdMUMEHT 3" 3NNMNTMYECKol KpMB ok

7 Od=sop ...
MopALOK LMKAMYECKOE NOLFPYNAE! S AHMTHYSCKOE KPHEOEH q -
200000000000000000000000000000071 50f=8a12329761 54590t o1 93accfBb3 O6zop ...

KoopmHaTs Touk P
KOODAMHETA X

2 Od=op ...
KOOpAMHETE ¥
fe?aBalef5147d4bdE31 603021 6d1 9085097 0a9ca2671 22b96abboeare8ic O6zap ...

OTpBITRIA Kntoy (Touka Q) L
DigitSign ﬂ

KOOopauHaTa X

F105a79f7c8a1 7Echal 790 *3d5 3832955004033 Deiop ..
|_|I:I,EI,I'II.-1CI: HE EEFIHE
KOOpAMHETa ¥
1bbacEddE35e153ceaedbl A - 1eclaaB4bdB 3622170 O6zap ...
DK

><,3 w CEIEI'jLLlEHHﬂ

70331 7i0ecd3200ccH 258 b753961e717 3ch9a9 Dfizop ..
aun

£105a79F7c8a1 7Echal 79c0ad] 4dBacE 7 ded 4 2fc9db e 73dI5 322295504033 Dfizop ..

767 dBatc 7 c0a9241 57 2025826090224 731 925417 0efBdbacEb3bad0=34

[poEEpUTE Jakpeme

BHUMAHMUE! /lannast mporpaMMa HEBEPHO BBIUUCISET OTKPBITHIN KIIIOY
Q, xoopauHary y. Ecin «[lomnuce He BepHa»: oTkphiBaeTe daitn QyPol.txt
yepe3 OJIOKHOT U Jlo0aBisere K mocjeaHeil nudpe eaunuiy (mporpaMmma Bce
BpeMsi BbIJAeT mocieAaHior mudpy paBHyio () U cHOBa mpoBepseTe, eciu
OISITh HEBEPHA, TO elle Jo0aBiseTe eAMHUILY IO TeX MOp MOoKa MOANUCH HE
OyzeT BepHa WM MOKa He AOCTUrHeTe f M MOANUCH MO MpeKHEMY HE BepHa,
TOTAa TOAMMCH JAEHCTBUTENBHO HE BepHa (IporpaMmMa HCIoib3yer 16-Tu

puunyto cuctemy cuucnenus, {0; 1; 2; 3;4; 5; 6;7; 8;9; a; b; c; d; e; f}).

5.7 Iloanenka cooOieHus..
5.6.3. Ortkpoiire daiin «textlPol.txty (moxydenHsiit B myHKTe 5.4) ¢
MOMOIIBIO0 OJIOKHOTA U J00aBbTe, YJAINTE WIM W3MEHUTE JII0OOH CUMBOJ B
TEKCTe, M0CJe COXPAaHUTE U3MEHEHHE B ITOT ke (aii.
5.6.4. [ToBTOpHUTE MYHKT 5.5.

12. [To momy4eHHBIM pe3yabTaTaM IOCTPOUTH JBa Ipaduka: Ha MepBoM rpaduke
3aBUCHMOCTh BPEMEHHM BBIYHMCIICHUS XdII-3HaueHHWs oT pasmepa ¢aitna tn = f (l), Ha

BTOPOM rpaduke 3aBHCHMOCTB to = T (1).
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90000
80000 /
70000 /
60000 /
50000

/ ——t_h
40000

/ ==t _3un
30000 /
20000

10000

64 64 64 64 64

BreiBoa: B pesynbTaTe BBIMOTHEHHS JaHHOW J1TAOOPAaTOPHOW PabOThl MBI M3YUWIIH MPOIIECCHI
BbruncieHus gynkuuu xamupoBanus mo 'OCT P 34.11-94, popmupoBanus u nposepku DI Ha

samnmuntuaeckux kKpussix o OCT P 34.10-2001.

3.3.2. PGP koaupoBanue u muppoBaHue ¢ OTKPbITHIM KJIKY0M

PGP (auru. Pretty Good Privacy) — kommbroTepHas mporpamma, Tak:ke Ou0ImoTeka GyHKITHIA,
MO3BOJIAIONIAs BHINOIHATE olepauuu mudpoBanus U HUPPOBON MOJNUCH COOOIIEHHH, (ailinoB u
Apyroii WHQPOpPMALWHU, TPEICTABICHHOH B 3JEKTPOHHOM BHJE, B TOM YHCJIE IPO3pavyHOe
mudpoBaHne TaHHBIX Ha 3aIIOMUHAIONINX YCTPOMCTBAX, HATIPUMED, Ha KECTKOM JTHCKE.

[lepBonauanbHO pa3padorana Oummmnmom [lummepmannom B 1991 rony.

OO0mue cBegeHust

PGP umeer MHOKECTBO peasinzaliuii, COBMECTUMBIX MEXAY cO00M U psOM APyTUX MpOorpamm
(GnuPG, FileCrypt u np.) 6maromaps cranmapty OpenPGP (RFC 4880), HO uMerommx pa3HbIHd
Habop (yHKUMOHANBHBIX BO3MOXHOcTed. CymectByroT peanuszanuu PGP nns Bcex Hambonee
pacrpocTpaHEHHBIX ONEPALMOHHBIX cucTeM. Kpome CBOOOJHO pacmpoCTpaHsSeMBbIX peaau3anui
€CTb eIlle 1 KOMMepYECKHe.

CoBMecTHMOCTH

Tax xak PGP pa3BuBaercsi, HEKOTOpbIE CHUCTEMBI MO3BOJSIOT CO3/aBaTh 3alIM(POBAHHBIE
COOOIIEHHUS C UCIIOIH30BAHUEM HOBBIX BO3MOKHOCTEH, KOTOpPBIE OTCYTCTBYIOT B CTAphIX CUCTEMAX.
OTnpaBuTens M MOJNydYaTeslb JOJDKHBI 3HATH BO3MOXKHOCTH JIPYT JApyra Wid, MO KpailHell Mepe,

coryiacoBaTh HacTpoiiku PGP.
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3ammméHHoCcTh

B 1996 romy xpuntorpad bproc Illnaiiep oxapakrepuzoBan paHHIOO Bepcuio PGP kak
«OMmKalIIyo K KpUITOCHCTEMAM BOCHHOTO ypOBHs». Ha JaHHBI MOMEHT HE U3BECTHO HU OJIHOTO
crnocoba B3iOMa JaHHBIX, 3amudpoBaHHeix PGP, npu nomomm mnonHoro mnepebopa wuiu
ySI3BUMOCTH Kpunroanroputma. Pannue Bepcun PGP obnaganu TeopeTHuecKuMH ySI3BUMOCTSIMH,
[I03TOMY PEKOMEHIYETCs M10JIb30BaThCsl COBPEMEHHBIMH BEPCUSIMU.

Kpunrorpaduueckas crovikoctb PGP ocHOBaHa Ha mpenNonoXEeHWH, UYTO HCIIOJIb3yeMbIe
QITOPUTMBI YCTOMYMBBI K KPUIITOAHATM3Y HA COBpEeMEHHOM obOopynoBanuu. Hampumep, B PGP
NEePBHIX Bepcuid AJisl mM(pPOBaHUs KIIOUEH CECCUU MCTIONb30Bacs anroput™M RSA, ocHOBaHHBIH Ha
onHoctoponHedt ¢yHkmuu (dakropmzanusa). B PGP Bepcunm 2 JOMONHUTENTHRHO MOXKHO
ucnoins3oBath anroput™ IDEA. B mocnenyromiem Obu1H 100aBIEHBI JOTOJIHUTEIbHBIE AITOPUTMBI
mdpoBanus. Hu y 0JHOTo UCIONIb3yeMOro anropuTMa HeT U3BECTHBIX YA3BUMOCTEH.

B 2010 rony rpynne yuénsix u3 llBeiinapun, Anonuu, ®pannuu, Hunepnangos, 'epmanuu u
CIIA ynmanocek neKonupoBaTh JaHHBIE, 3amM(poBaHHBIE 1O anroput™My RSA mpu nmomommm Kiroya
uHOM 768 OuT. HaxokaeHwe MNpOCThIX COMHOXHUTENEH OCYIIECTBISIIOCH OOIIMM METOJI0M
pemiera yucinoBoro mnois. Ha mepBeiii mar (BeiOOp mapbl MOJMMHOMOB cTeneHu 6 u 1) ObLIO
MOTPAYEHO OKOJIO MOIyroia BeuuciaeHui Ha 80 mpoieccopax, 4To COCTaBMIIO OKOJI0 3 % BpemeHH,
MIOTPAYEHHOI'0 Ha IJIaBHBIM 3Tal airoputMma (IIPOCEUBAaHKE), KOTOPbIN BBIMOJHAJICS HAa COTHSIX
KOMITBIOTEPOB B T€UEHHUE MOUTH ABYX JeT. Ecnu uHTepnoiaupoBaTh 3TO Bpems Ha pabOTy OIHOTO
npoueccopa AMD Opteron 2.2ITu ¢ 2I'6 mamsatu, To momy4ymnoch Obl mopsinka 1500 mer.
OO0paboTka JaHHBIX IOCJIE MPOCEMBAHMS MJS CIEAYIOIIEr0 Pecypco€éMKoro mara (JIMHEWHON
anreOpsl) moTpedoBasia HECKOIBKO HENETb Ha MaJIOM KOJIMYECTBE MPOILIECCOPOB. 3aKITIOUYUTEIHHBIN
1I1ar 1ocJie HaxoXAeHus HeTpuBHaIbHbBIX petteHnit OCJIY 3ansu1 He Oonee 12 yacos.

Pemenne OCJIY mpoBoauiioch ¢ MOMOLIBI0 MeTona BuaemaHa Ha HECKOJIBKHX pa3lieibHBIX
KJIacTepax U JUIHIIOCh YyTh MeHee 4 mecsieB. [Ipu 3ToM pazMep pa3pekeHHON MaTpULIbl COCTaBUI
192 796 550x192 795 550 nmpu wamuuuu 27 795 115 920 HeHyneBBIX 251eMEHTOB. [l XpaHeHUs
MaTpHIlbl Ha KECTKOM JHCKe MOHanoomuinock okoio 105 rurabaiit. B To ke BpeMs MOHa100UI0CH
OKOJIO 5 TepabaiiT cKaThIX JAHHBIX JUIS TOCTPOEHUSI JAaHHOM MaTpPUIIBI.

B wurore rpynne ypamoch BBIMUCIUTH 232-1MGpOBOM KIIOY, OTKPBIBAIOIIMM JOCTYN K
3au(POBAHHBIM JITaHHBIM.

HccnenoBaTen yBEpeHbI, YTO C UCIOIb30BaHUEM MX MeTojaa (hakropuzanuu B3iomarb 1024-
o6utHblif RSA-Ki1r0u OyieT BO3MOXKHO B TEUEHHUE CIIETYIOLIETO JECATUIICTHS.

[To cnoBam uccnenoBareneil, mocie uX padoThl B KaueCcTBE HAAEKHOM cucTeMbl MUGPOBAHUS
MOKHO paccMaTpuBaTh TOJbKO RSA-kmoun mumnoit 1024 Outa u Oonee. [Ipuuém ot mmdpoBanus

KJIF09OM JUTHHOU B 1024 OUT CTOMT OTKA3aThCsl B OJMKANIITNE TPU-YETHIPE TOIA.
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3Hasi pa3loKeHWe MOAYJS Ha MPOU3BEACHUE JIBYX MPOCTHIX YMCEN, MPOTHBHUK MOXET JIETKO
HaWTHU CEKPETHYIO IKCIIOHEHTY M TeM caMbiM B3iioMaTh RSA. OpnHako Ha CEroOAHSIIHUN JE€Hb
caMbIii OBICTPBIN anropuT™M (akTopu3anuu — pemero 0000mEHHOoro ynciaoporo nosst (General

Number  Field Sieve), ckopocth  koToporo it  k-OuTHOro  1menoro  4wmcia

1 2
cocrapmser €XP((¢ + o(1))k% log? k) JUIL HEKOTOPOro € <. 2, He IO3BONSET Pa3JIOKUTH
Oo0JIbLIIOE 1IEeJI0€ 32 PUEMIIEMOE BpEMSI.

Mexanu3m padorsl PGP

HIudposanue PGP ocymecTBiseTcss mocieaoBaTeNbHO XCIIUPOBAaHUEM, CXKAaTHEM JaHHBIX,
mu(poBaHUEM € CHMMETPUYHBIM KIIIOYOM, M, HAKOHEI, MH(POBAHUEM C OTKPHITHIM KIIIOUOM,
OpUYEM  KaXKABIM OSTall MOXKET OCYLIECTBIATbCA OJHUM M3 HECKOJIBKHUX IOAJEPKUBACMbIX
anroputMoB. CUMMETpUYHOE IH(POBAHUE MPOU3BOAUTCS C MCIIOJIB30BAaHMEM OJHOIO M3 CeMH
cummMerpuunbix  anroputmoB  (AES, CAST5, 3DES, IDEA, Twofish, Blowfish, Camellia) Ha
ceancoBoM Kioue. CeaHCOBBIM KIIOY TEHEPHPYETCS C MCIOJIBb30BaHUEM KPHUITOTpapuIecKu
CTOMKOTO reHeparopa IceBaocaydaifHpix yncen. CeaHCOBBIH KITIOY 3ali(POBBIBAETCS OTKPBITHIM
KJIFOYOM MOJy4aTelsi ¢ UCIoib3oBanueM anroputMoB RSAwumu Elgamal (B 3aBucuMocTu oT THIa
KJto4a nostyyatens). Kakaplii OTKpBITBINA KIIFOY COOTBETCTBYET MMEHHU I0JIb30BATENs WIN aJpecy
aneKTpoHHOMU nouThl. [TepBas Bepcus cuctemsl HazbiBanach CeTb JloBeprs U MPOTUBONOCTABISIIACH
cucreme X.509, wncnosib30BaBIIEH HEPAPXUUECKUN MOJXO0J, OCHOBAaHHOW Ha yJOCTOBEPSIOIIMX
ueHTpax, nodapnenusiii B PGP mo3zxe. CoBpemennsie Bepcun PGP BrirouaroT 06a criocoba.

Kuroun

[Tonb3oBarens PGP co3maér kitoueByro mapy: OTKPBITBIA M 3aKpbIThIN Kito4. [Ipu reneparmn
KJIFOUel 3a7jatoTcsl UX Biajenel (MMs U aJipec 3JIeKTPOHHOM MOYTHI), TUI KIIOYa, JUIMHA KJIoYa U
CpoK ero aedcTBHs. OTKpBITBI KIIOY HCHONb3YyeTCs Ui IU(GPOBAaHUS U NMPOBEPKU LUPPOBOH
MOJNMMCH. 3aKPBITHIN KITIOY - [yl AEKOJUPOBAHUS U CO3AaHUS LIU(PPOBOM MOAMNCH.

PGP momnmepxkuBaer Tpu Tthma kimoueir RSAv4, RSA legacy (v3) wu Diffie-
Hellman/DSS (Elgamal B repmunonorun GnuPG).

s kmoueit RSA legacy mnmHa kiroda MoskeT cocTaBiisaTh oT 1024 no 2048 6ut, a juia Diffie-
Hellman/DSS u RSA — ot 1024 no 4096. Kiroun RSA legacy copepxat oHy KIIIOUEBYIO Mapy, a
kimoun Diffie-Hellman/DSS u RSA Moryrt conepkaTh OJIMH TJaBHBIM KIIIOY U JOMOJHUTENbHBIE
KJIFOUH [uis mudpoBanus. [Ipu 3TOM K04 3JeKTpoHHOM nojmnuck B kimovax Diffie-Hellman/DSS
Bcerna umeer pasmep 1024. Cpok neWcTBUS AN KaXKIOTO W3 TUIIOB KIIOYEH MOXKET OBITh
OIIpeeNéH KaK HEOTPaHUYEHHBIM WM 10 KOHKPETHOW JaThl. J[j1s 3a1uThl KIF0YEBOrO0 KOHTEHHEpa

UCIIOJIb3YETCS CeKpeTHas (pasa.

[Mudposas moanuch
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PGP mnoanepxuBaeT ayTeHTU(DHUKAIIMIO U TPOBEPKY LEJIOCTHOCTH IOCPEICTBOM LU(PPOBOIA
nojanucu. I1o yMOI4aHUIO OHA MCHOJIB3YETCS] COBMECTHO C IIM(PPOBAHUEM, HO TAKXKE MOXKET OBITh
IIPUMEHEHAa U K OTKpBITOMYy TeKcTy. OtmpaBurens ucnosibdyer PGP nmns cosganus noanucu
anroputMoM RSA mnm DSA. Tlpu 53ToM cHayana co34aéTcsl Xell OTKPBITOrO0 TeKCTa (Takxke
M3BECTHBI Kak Jaiijpkect), 3areM — UGpoBas MOAMHMCH Xella IPU MOMOIIU 3aKPBITOTO
Kitoua ornpasutens. s GopmMupoBaHust Xema MOTYT HCHOJb30BaThes anroputmel MD5, SHA-
1, RIPEMD-160, SHA-256, SHA-384, SHA-512. B HoBeix Bepcusax PGP mnommepxka MDS
OCYHIECTBJISIETCA JUISI COXPAHEHUS COBMECTMMOCTHM C paHHUMM Bepcusmu. /[nsg noxanucu
ucnoib3yrorcs anroputMel RSA win DSA (B 3aBUCMMOCTH OT TUIIA KITHOYA).

C:xaTHe JaHHBIX

B nensx ymenbiieHuss o0béMa cooOuieHWil U (ailmoB W, BO3MOXKHO, Ui 3aTPYAHCHUS
kpunrtoananu3za PGP npousBoaut cxxartue naHHbIX nepea mudpoanueM. CxaTue MPOU3BOIUTCS
no oxgHomy wu3 anroputMmoB ZIP, ZLIB, BZIP2. [Ins cxkaThiX, KOPOTKHX M CIa00CKHUMAEMBIX
(aiinoB cxxaTre HE BHIOIHSACTCS.

Cetb 10Bepusi

Kak npu mmdpoBanuu coobuieHuil, Tak U Mpu MpoBepke MUGPOBON MOAMUCH, HEOOXOINMO,
9TOOBI MPHUHSTHIA MONy4YaTeleM OTKPBITBIM KIIIOY JIEHCTBUTENBHO TNPHHAICKAT OTHPABUTEITIO.
[Tpu mpocTOM CKaYMBaHWU OTKPBITOTO KJIF0Ya OH MOKET ObITh mogmenéH. C mepsbix Bepcuid PGP
MOJIEP>KUBACT CEPTU(DUKATHI OTKPBITHIX KIIIOUEH, C TOMOIIBIO KOTOPBIX MOAMEHBI (MK CIyJYaiHbIe
omMOKM Tepenadn) JIerko pacro3Harorcs. OfHAKO HEJAO0CTaTOYHO IMPOCTO cO37aTh cepTU(UKAT,
3alMUMIIEHHBIN  OT MOAU(UKAlMU, TaK Kak TIpUd OSTOM TapaHTUPYETCs JHIIb II€JIOCTHOCTh
ceprudukara mocie ero co3gaHus. [lonp3oBarenu Takke JODKHBI KaKMM-HUOYIh CIIOCOOOM
IIPOBEPUTH, YTO OTKPBITHIN KJIIOY B cepTH(UKaTe AeHCTBUTENBHO MPUHAUIEKUT oTnpaButento. C
nepBbIX Bepcuil npoayktsl PGP BkitodaroT B ce0si BHYTPEHHIOIO CXeMY MPOBEPKU CEPTHU(PHUKATOB,
Ha3BaHHYIO CeTh JOBepHs. 3aJaHHas Mapa «MMs I0JIb30BaTeNsl — OTKPBITHIA KIIIOU» MOXKET OBITH
MOANKCAaHA TPETHUM JIMIIOM, YJIOCTOBEPSIOLUIMM COOTBETCTBHME KJIO4Ya M Biajenblia. B Takux
MOJIIUCSIX MOXET OBbITh HECKOJBKO BIIOKEHHBIX YpOBHEH noBepus. XOTS MHOTHE IMPOrpaMMbl
YUTAIOT M MULIYT 3Ty WH(OpPMAIMIO, OY€Hb HEMHOTHE YYMTBIBAIOT ATOT YPOBEHb cepTHU(UKara,
MIPUHHUMAsL PEIIeHNE O MPUHATHH UM OTKJIOHEHUH cepTUdUKara.

[Tporoxon cetu moBepusi ObuT BHepBble onucad [{ummepmannom B 1992 roay B pykoBOACTBE
PGP Bepcunu 2.0: «C TeueHuemM BpeMeHH Bbl Oy/ieTe HaKaIUIMBaTh KIHOUM IPYTUX JIIOJIEH, KOTOPBIX
Bbl MOKET€ Ha3BaTh JIOBEPEHHBIMH pekoMeHpaaTessiMu. KTo-HuOyap emeé MokeT BBIOpaTh CBOMX
JIOBEpUTENIbHBIX pekoMeHaaTeneil. I Bce OyayT MOCTENEHHO HAKaIUIMBATh M PacHpOCTPAHATH CO

CBOMMH KJIFOYaMH Ha0Op 3aBEPEHHBIX MOAMKCEH IPYruX JIIOACH, 0KUaasi, 4TO 000 mosydaresnsb
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JOBEpsIET 1O KpailHell Mepe OJHOM WM JABYM MOANHUCSAM. OTO TMO3BOJSET CO3/AaTh
JELEHTPATM30BaHHYIO0 YCTOMYUBYIO K COOSIM CETh BCEX OTKPBITHIX KITFOUCH.»

Mexanu3sm  cetu  JoBepus ~ OOJIajaeT  MPEMMYIECTBaMU  HaJ IEHTPaIM30BaHHON
MH(PPACTPYKTYypO# yIpaBieHUs OTKPBITHIMU KJIIOYaMH, Hampumep, ucnoibdyemor B S/MIME, Ho
HE IIOJy4YWs IOBCEMECTHOro mnpuMeHeHus. llonp3oBaTenn XoTenu HNpPOBEPATH KOPPEKTHOCTh
CepTHU(HUKATOB BPYUHYIO UJIH HE TIPOBEPSTH BOBCE.

Ceprudukarsl

B mocnegnux cnemudukanusax OpenPGP noBepeHHBIE MOANMKMCH MOTYT HCIOJIB30BaThCS IS
MOJICP)KKH CO3J[aHUsI LICHTPOB cepTudukanuu. /JoBepeHHOCTh cepTu(uKaTa 03HA4aeT, YTO KIIF0Y
JNEHCTBUTENBHO MPHUHAUIEKUT YKa3aHHOMY BIIAJENbIly U MOKET HMCIOJIb30BaThCS VISl MOANUCU
cepruukaroB onHuM ypoBHeMm Hmxke. Cepruduxar ypoBHs O o3HayaeT OOBIYHYIO MOJIHUCH.
YpoBeHb | 03HauYaeT, YTO MPH MOMOIIM MOJAMUCAHHOTO KJII0Ya MOKHO CO3/1aBaTh CEpTU(UKATHI
ypoBHst 0. Ilpu momomm ceprudukata ypoBHS 2 MOXKHO CO3/1aBaTh CEPTH(HUKATHI ypOBHS 1.
YpoBeHb 2 NPAKTUUECKU UJIEHTUYEH CTENEHH JOBEpHsi, C KOTOPOM I0JIaratoTcsl MOJIb30BaTENId Ha
CIHICKU JIOBEPEHHBIX CEPTHU(PHUKATOB, BCTPOCHHBIE B Opay3ephl.

Bce Bepcun PGP BkitouaroT B cebs crmoco0d oTMeHbI cepThdukara. IT0 HE0OXOIUMO, eCiH
TpeOyeTcsi COXpaHiTh OE30MACHOCTh CBS3HM IMPH MOTEPE WM KOMIPOMETAIUH 3aKPBITOTO KIIOYa.
OTtmeHa cepTudUKaTa IOXOKa HA CIHCKA OT3bIBA CEPTH(PHUKATOB B LEHTPAIN30BAHHON
uHppacTpyKkType OTKpBITHIX Kitoueil. CoBpemeHHble Bepcuu PGP Takke moanepkuBarOT CpOKU
UCTEUEHUs CepTU(UKATOB.

[IpoGiieMa KOPPEKTHOTO OMNPENENICHUs TPUHAAJICKHOCTH OTKPBITOIO KIIOYa BIIAJAEIbILY
XapakTepHa JUIsl BCeX KpUITOrpapMuecKuX CHCTEM C aCUMMETPHUYHBIM IIM(ppoBaHHEM. Y HeE He
CYHIECTBYET AOCTAaTOYHO Xopowmwux pemeHud. OpuruHaneHas cxema PGP mosBomsier pemnth
MOJIb30BATENI0, UCIIOIB30BaTh JIM CXEMY IPOBEPKH CepTU(UKATOB, B TO BpeMs Kak OOJBIINHCTBO
OPYTUX UHPPACTPYKTYP OTKPBITHIX KIHOYEH TpeOyrOT MPOBEPKH KaXI0T0 cepTU(UKATA.

Hcropus

B 1991 rony ®unmunn [{ummepman coznan nepsyro Bepcuro PGP. Ilepsast Bepcus Bkirodasna B
ceOs CUMMETpUYHBIA anroput™m IMmudpoBanus BassOmatic, co3manubiii camum [{uMMepmaHOM.
[{lnMmepMaH ydacTBOBAJI B JIBM)KEHHUH MPOTHUB AI€pHOU sHEpruu U coznan PGP s 3ammménnoro
ucnosib3oBanus BBS u xpanenus ¢ainoB u cooOmenuid. [ HEKOMMEPYECKOTO HCTIOIb30BaAHUS
HE TpeOOBaJOCh JIMIIEH3UH, CO BCEMHU KOIMUSMH DPACIpPOCTpaHsUICA Bech MCXOAHbIi koa. PGP
pacnpoctpanuiack B Usenet, a 3atrem u B IHTEpHETE.

YronoBHOE paccienoBaHue

Bckope mocne Bemmycka PGP crama wucmonmb3oBathes 3a mpenenamu CIIIA, mw B 1993

rony npasutenbcTBo CIIA Hauano paccrnenoBanve npoTuB l{uMMepMaHa IO NOJO3PEHHIO B
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HapylIeHUH  DKCHOPTHOTO  3aKOHOAATENbCTBA, KOTOPOE  PETyJIUPYET  paclpOCTpaHEHHUE
KpUNTOTpapUUECKUX CHUCTEM C JiuHOU kimoya Oonee 40 out. B PGP ucnonp3oBamuch KIHOUU
JUtHHOM 128 Out u 6olee.

[{ummepman octpoymHO obOomén orpannyeHus 3akoHomatenbcTBa CIIA. O omyGiamkoBan
UCXOJHBIA KoJ B KHUre, nzganHod MIT Press. Kox MokHO ObUIO cOCKaHHMPOBATh, paclo3HaTbh U
CKOMIIWJINPOBATh. DKCIOPT KHUT HE MOXKET OBITh 3aIlpelliéH, TaK KaK 3alllUIIEH IIEpPBOM MONpPaBKOn
K Koncturyuuun CIIA.

OpenPGP

PGP Inc. Obiia o0ecriokoeHa MO MOBOJY NAaTeHTOB. B komMmanuu ObLT CO3AaH BHYTPEHHHMA
craanapt Unencumbered PGP («ueoOpemenénnsiii PGP»), He HCHONB3YIOMIMIA alTOPUTMEI,
umeromuye npobieMsl ¢ auueH3usMu. Tak kak PGP mmpoko ucnosb3oBanzack BO BCEM MHUDE,
MHOTHE XOTenu coszaaBath cobctBeHHoe [10, coBmectumoe ¢ PGP 5. B 1997 rony PGP Inc.
npeioxkuna IETF crangapt, nasBannbiii OpenPGP. B IETF Obun co3mansr cranmaptel RFC 2440
(1998 rox) u RFC 4880 (2007 rox).

B 1999 roay cunamu ®oHzna cBOOOJHOrO MpOrpaMMHOro oOecrneyeHus Obljia Cco3JaHa
cBoboanas peanusaius OpenPGP nox nazsanuem GNU Privacy Guard (GnuPG).

ITorsomenne Network Associates

B nexabpe 1997 rona PGP Inc. 6su1a nornomiena Network Associates Inc (Hsine McAfee). NAI
IIPOAOIDKIIIA HKCIOPT MOCPEICTBOM I€4aTH UCXOJIHBIX TekcToB. B coctaBe NAI xomanga PGP
paspaboTtasnia cpeicTBa Juisl IMUGpPOBaHHUS JAUCKOB, OpaHIMaysp, CpeAcTBa Uil OOHapyXeHHs
Bropokeruil u IPsec VPN. Ilocne neranuzamnuu sxcnopta kpunrorpaduueckoro 10 B 2000 roxy
NAI npekparuna myOIuKaIfo UCXOIHBIX TEKCTOB, HECMOTPS Ha BO3paxeHus: KoMaH bl PGP.

B 2001 rogy Hummepman nokunyn NAIL, NAI o6bssuna o mponaxe PGP u ocranoBke
paspabotku PGP. B 2002 ronmy NAI mpekparuna nmoanepxky Bcex npoaykroB PGP PGP E-
Business Server (ncxoanoi koHcoiabHoU Bepcun PGP).

CoBpemeHHOe cOCTOSIHUE

B 2002 romy Heckonbko ObiBnX paspaborunkoB PGP ocuoBamu PGP Corporation u
BoIKynuii PGP (kpome xoHconpHOU Bepcun). B 2003 rony PGP Corporation pa3paboTasia HOBBIN
cepBepHbId Tpoaykt, PGP Universal.

B 2010-m rogy Symantec Corp. Beikynun PGP 3a 300 mutH nomtapos.

Kpunrorpaduueckue npunoxenus PGP Corporation

PGP wusnauanbHO pa3pabareiBajach A MIUQPPOBaHMUS DJIEKTPOHHON MOYTHI Ha CTOPOHE
kiueHTa, Ho ¢ 2002 rojga BKIIOYAET Takke IMHUQPpPOBaHUE KECTKUX IUCKOB IEPEHOCHBIX
KOMITHIOTEPOB, (alijioB M JUPEKTOPHUH, CECCHl MPOrpaMM MTHOBEHHOTO OOMEHa COOOIIEHUSM,

MakeTHOM mnepenaun (aiiaoB, 3amUTy QailioB U AUPEKTOpPUN B CETEBBIX XpPAaHWIMIIAX, a B
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COBpeMEHHBIX Bepcusix — eulé u mugppoBanue HTTP-3ampocoB m oTBETOB Ha CTOpOHE cepBepa
(mod openpgp) u knuenta (Enigform).

Kmuentckue mporpammel o0benuneHsl B cemeiictBo PGP Desktop (Bkmtouaer B ce6s PGP
Desktop EMail, PGP Whole Disk Encryption u PGP NetShare).

PGP Universal Server nmo3BoJsieT U3 KOMaHIHOW CTPOKHU IICHTPAIN30BAHHO aJIMUHHCTPUPOBATH
kiueHThl Ha ocHoBe PGP Desktop.

B 2010 rogy mpaBa Ha TpuIOXKeHHE ObUIM MpUOOpeTeHbl KommaHuii Symantec 3a 300 muiH.
J0JUIapOB.

IIpaBoBbIe acneKThI HCNOIb30BaHus B Poccun

Ha cerognsmnumii 1eHp NpsIMbIX 3aKOHOJIATENIBHBIX 3alpeToB Ha ucnoib3zoBanue PGP B Poccun
HeT. 3aKOHO/IaTeJIbHO OIPaHMYMBAETCS UCIOIb30BAHUE KPUNITOrpahuu TOIBKO B TOCYAaPCTBEHHBIX
U MyHMIMNAIBHBIX yupexaeHusx. ®CBb npennucesiBaeT BCeM TOCYAAPCTBEHHBIM CTPYKTypam
UCTIOJB30BATh TOJBKO cepTU(UIMpPOBaHHBIE CpeacTBa Kpunrorpapuu. Pusmveckue una u
KOMIIAHUM CaM{ YCTaHaBIMBAIOT Kakas MH(OpManus sBISETCS Il HUX KOMMEpPYECKOW TallHOM,
METO/bl XpaHeHUs U nepefauu Takoi uHpopmaiuu 3akoH «O0 nHpopmayu, WHPOPMALIMOHHBIX
TEXHOJIOTUSX M 3alluTe MH()OpMalUM» TaKXkKe YKas3bIBaeT, 4TO CHOCO0 3aluThl MH(OpMaLuH,
NpEICTaBISIONIe TallHy, JUIsi HEroCyJapCTBEHHBIX CTPYKTYP OINPEIENAETCS OIepaTopoM.
Wudopmanmonnsiii  pecypc  Helpdesk24 B cratbe  «IIpaBOMEpPHOCTh  HCHOJIB30BAHUS
KpUNTOrpapUUeCKUX CpeACTB 3alUThl MH(OpMAIUKM» HPUBOAUT BBIACPKKH M3 (enepaabHbIX
3aKOHOB, TOSCHAIOIIME JaHHbIM Bompoc. Takke aBropel mnpoekra «openPGP B Poccumn»
YTBEPKAAIOT, YTO HE CYIIECTBYET 3aKOHOB, 3alpenatoux ucnoiaszoBanue PGP . Yka3 ot 3 anpens
1995r. N 334 «O mepax mo cOONIOJIEHUIO 3aKOHHOCTH B O0JIaCTH pa3pabOTKH, MPOW3BOCTBA,
peanu3alMM W SKCIUTyaTallMd IMHQPOBAJIbHBIX CPEACTB» OTMEHEH. OJEKTPOHHAs MOJIHCH,
resepupyemas ¢ nomoupio PGP n e€ HecepTudUUUMpPOBAHHBIX aHAIOTOB, UMEET IOPUIUYECKYIO
cuny B Poccuiickoit ®@eneparuu, T.K. COTJIacCHO MyHKTY 3 ctathu 5 63-®3 "OO snexkTpoHHOM
MOAMKUCH " TIOMAJAET MO/ ONPECIICHNE YCUIEHHON HEKBATH(UIIMPOBAHHON 3JIEKTPOHHOMN MOATHCH.
CornacHo myHKTY 2 cTtatbl 6 3Toro @3 nns mpusHaHus Takod DIl HeoOXoAMMO cormialieHue

MCKAY YUaCTHHUKAMH 3JICKTPOHHOI'O B3aUMOICHCTBHA.
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2.X0/1 PABOTHBI
1. U3yuure BriIaaku okHa “Hacrtpoiiku PGP”.
(88 perieys i = > - E=EE=)

®aiin  lMpaeka Bwa Knwuw Cepeep pynnel  Cnpaska

Zixd@oired =0

Knroum | BanuaHocTe | Jose... | Pazmep I Onncanne

4
-
Hacrpoiikm PGP . - M

O6iwme | PNk I Mouta I FopRuME Knasumul Cepeeptl I CA I Ewé I

B HEIDTI:II:II:IKH WHPPOEIHMA W N0 NMCEIEaHMA

[~ Brerna paclulbpOELIEATE KAOUOM N0 YMONYaHHIE

|7 Ebll:.‘Tl:IEIFI FEeHEPAUMA KNio4a

¥ Faw napons pacwwdposkiy Ha II:II:I C02. 00 ﬁ
[ Kaw napona nognuscu Ha IEII:I C02 00 ﬁ

K.obArAEHT 3pIA
[HECOASET. ]

— DyHcTEa PalNoE

p nDﬂTBEDHﬂlEITb OYCTEY Hucno NPOE040E © I@

QK I CmaeHa |

Cnpaeka
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o

Hacrpoiikm PGP . —

==

Dﬁu.l.uel ‘?F'Elnnbll I'IuLnEII FopAume knaewwy CEpBEDLI IC.P-. I Fuwa I

[MpaguTe

F.opHEEO

Beepx

Bz

Cepeep I-ﬂ-‘-'“""--- I Mep... I Hogeid |
= Idap://certserver.pgp.com i 2D y
B http://pgpkeys.mit.edu:11371 ) Y el

ikl

— CUHHPOHMEMPOEATE © CEPE&QOM Ha

[ WnepoBaHie HeWsE. KaMaMM [ AnrynuposaHie
[ Knmoun noonuces [” Ypoctoseperue

[T NoBagneHue HMEH POTOA aHHYAMPOBSHHE

QK I CmaeHa |

Cnpaeka

2. Co3pnaiite ¢ nomombio Menemxxkepa PGPkeys kiaroun mudpoBanusi 1Byx TunoB: RSA u

DH/DSS.

-
59 PGPkeys

N e =

[ ) |

Qaiin  Mpaeka

Bug Knwuw Cepeep [pynnel  Cnpaska

Zixdwired =0

Knroum | BanuaHocTe | Jose... | Pazmep I Onncanne
=/ 9@ Ruslan Khabibullin <bigjhontc@g... & [ 2048/1024  Napa wouei DH/DSS
=+[=1 Ruslan Khabibullin <bigjhontc@... o] 1D Monezoeartena
ﬂ_, Ruslan Khabibullin <bigjhont... D55 3kcnopTMpyemMan Nognuce
= @g Ruslan Khabibullin <kigjhontc@grm... Q ([ 2048 Mapa knroyei RSA
=[] Ruslan Khabibullin <bigjhontc@... ] ID Nonesoeatens

i---ﬂ_, Ruslan Khabibullin <bigjhont...

RSA 3kcnopTUpyeman nognuceE




3. CoxpaHnTe NoJIy4eHHbIe KJII0YH (OTKPbIThIE H CEKPETHbIE) B OT/ICJIbHBIN (haiiI.
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-

m@g

a2 |
( ,O [H » Knoun PGP p - [+2 || Moucx: Ko PGP ol
YnopagounTe * fobaente B BuGnMoTERY * Qéwwmi goctyn - 3anucaTte Ha CNTHYECKWA JNCK Hoean nanka = [ &
-~
% Ms6partioe Hma [ata uameHeHna Tun Pazmep
E. 3arpysku E m Ruslan Khabibullin (DH).asc 11.03.201511:00 PGP Armored File 4 KB
E Henaenwe mecta m Ruslan Khabibullin (R54).asc 11.03.201511:00 PGP Armored File 3KB
[EH PaBouwii cron B Anexcarap (DH).asc 06.03.2015 14:41 PGP Armored File 4 Kb
m Anekcanap (RSA).asc 06.03.2015 14:45 PGP Armored File 3 Kb

E Bubnnorekn
[ - —— S
3INeMeHToB: 4

4. HaznaubTe K04 DH/DSS ncnosnb3yeMbIM 10 YMOJTYAHHIO.

-

59 PGPkeys a —

®aiin  lMpaeka Bwa Knwuw Cepeep pynnel  Cnpaska

Zixdwired =0

I Onncanne

Knroum | BanuaHocTe | Jose... | Pazmep
=/ 9@ Ruslan Khabibullin <bigjhontc@g... & [ 2048/1024
=+[=1 Ruslan Khabibullin <bigjhontc@... o]
ﬂ_, Ruslan Khabibullin <bigjhont...
= @g Ruslan Khabibullin <kigjhontc@grm... Q ([ 2048
=[] Ruslan Khabibullin <bigjhontc@... 5]

i---ﬂ_, Ruslan Khabibullin <bigjhont...

Mapa kiroueid DH/DSS

ID Monssoeatens

D55 3kcnopTupyeman nognuce
Mapa knroyei RSA

ID Monesoeatens

RSA 3kcnopTUpyeman nognuceE

5. N3yuure cBoiicTBa KioveBoii napsl DH/DSS.

Co3nanue NOAKJJIIOYA

|
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Ruslan Khabibullin <bigjhontc@gmail.com> |2 [

Otwme  NMogknioum

B anmgHel © WcTekaer Fasrep
= 11.03.2015 BeuHEE 2048
= 11.03.2015 BeuHEE 2048

[ NaBHEIF KoY AnA aToro Koda HCAOAESYETCA TONBED 4NA
noanKcH, Mogkaoym HCNONESYTCA ANA WHPPOEIHHA M
MOaryT ObITE ZaMEHEHE! W AHHYNHPOEAHE! HESAEMCKHRMO OT
rN3EHOMD KAK0Ya Ges NoTEPK NHGEE NOLMHCEN Koua,

M 3EHEHUA, BHOCUMEIE 30&CE, NOTPEGYDT HOBOM OTNPABKH
KJH04E HE CEPEEP 007 HHPOPMHDOBAHMA DpYrHE.

3aKpeITE ‘ Cnpaeka |

h

AHHYJIMPOBaHME MOAKJIIYA

Ruslan Khabibullin <bigjhontc@gmail.com> L2 i)

OBwme  Mogknioum

B anuaHeii o HMeTeraet Paztep
G 11.03.2015 BedHei 2048
6§ 11.03.2015 BedHei 2048

Hoeel ... ‘ |

[ NABHEIN KDY 4NA 3TOMD KAKYa HCNONESYETCA TONBED 4NA
noanuck, Mogknausd WCNONESYOTCA 407 WHPPOEaHKA 1
rOryT AbME ZatdEHEHE! W dHHYAMpOEAHEI HESABMCKMO OT
rNasHoro Kiioda Ges NOTEPH M0 NOANMCER KAK4a.

MstEHEHWA, BHOCHMEIE S0ECk, NOTREGYIT HOBOM OTNRAEKM
KH4a Ha CEPEEP 417 MHPOPMUPOEAHKA OpYrH:.

JaKpeITe Cnpaexa




Job6aBnenue gpororpadgun

-

Ruslan Khabibullin <bigjhontc@gmail.com>

Ofwme | Mogknioun I

ID: PCIAIFF
Tun: IW
Pastep: 204841024
Cozpad: [11.02.2015
Cpok : |BeqHei

Wupp : [CAST
¥ Pazpewsn
CrieHa napana ... |
— OTneyarok
framewwark:, zandalwood surmoLnt | gtanbul
daghboard detergent puipil borderline
endorze celebrate zhapline gociable
breakup |ztanbul prefer belowaraund
zhapline pahdemic Pluta YUcatan
[T lWecTHALLATHEMYHEIA
— Mogene goeeprA
Henelict. (s Neficte. Heoosep. ,_J Hoeep.
WV WrnnuumrHoe gosepue

JaKpeITe Cnpaexa |

6. O6MeHnsiiiTeCH C APYTUM CTYAEHTOM OTKPBITHIMHU KJaw4yamu DH/DSS.

402

-

B9 PGPkeys

___ S— -

——

®aiin  lMpaeka Bwa Knwuw Cepeep pynnel  Cnpaska

Zixdwired =0

Knroum | BanuaHocTe |,ﬂ,oae... | Pazmep

I Onncanne

= E.p ‘Ruslan Khabibullin <bigjhontc@g... [ ] [ 2048/1024  Mapa knroweii DH/DSS
E}IE Ruslan Khabibullin <bigjhontc@... =] ID Monssoeatens
;---&., Ruslan Khabibullin <bigjhont... D55 3kcnopTMpyEmMan Noanuce
E} QoTtorpadua o] PoTorpadua
i\---?., Ruslan Khabibullin <bigjhont... D55 3kcnopTpyemMan Noanuce
= @‘i Ruslan Khabibullin <bigihontc@gm... =] [ 2048 AHHyNMpoEaHHAEA Napa kakedei RSA
=+G=1 Ruslan Khabibullin <bigjhontc@... ] ID MNonbsoeatens
i---ﬂ., Ruslan Khabibullin <bigjhont... RSA 3kcnopTUpyeman nognuceE
=] % Anexcangp <IAS 1994 @mail.ru> ] | 2048/1024 TMMapa knrowei DH/DSS
E}E Anekcangp <IAS 1994 @rail.ru> =] 1D Monezoeatens

i\---ﬁ., Anexcangp <185 1994 @mail....

D55 3kcnopTupyeman nognuce




7. YecTaHOBHUTE NOAJMHHOCTD MOJYYECHHOI'0 KJII04Ya ¢ MOMOIIIBIO €ro oTrnevaTKka.

[ [

MognuckiBas yrasadHee [ Nnones0EaTENEd, Bbl CERTHRMUMPYETE, HA DOCHOBAHMH BalUMy COACBETHHEIR SHAHMI,
yTO EAd[M] M CcBASaHHEIE © HM1eaM |D nonksoBaTEnei NeRHCTEMTENEHD NPMHALNEKAT YlOCTOEERACMBIM NHILA.

Mognwce karoua PGP

I'Iepeu NognHCeD YOoCcTOEERETECE, HTO KoY Okl MEepeaaHel Bard CEEPETHEIM NYTER OT BEA30EnbLa, Hillkd 4To
Ebl CEERIMNM OTAEYATEW C EnagenbUem.

OTneyarok
FERC BC04 947C B145 BIEC DERY 4901 0277 BF33 DF2F

Knou/Ma nonesoearena
[ s nexcanap <1A5_1994@mail s

4| I 3
[ iCosnate 3KCNOpTHPYEMYND NOAMWCE. JPYrie MoryT CoxpaHiT e
Bonewe ak. Orraena Cnpaet.a

L%

8. YcraHoBHTe cTeneHb 10BepHsi K BJIaJebIy MOJTYYeHHOTO

YPOBEHb.
F Bl
87 PGPheys (=] E bS]

©aiin  [Mpaska Bwg Knwoun Cepeep Tpynner  Cnpaska
ExdAgoarer s>
Knroun | BanugHocTe ‘ Joee... | Pazmep Onucanue
=/ 9® Ruslan Khabibullin <bigjhontc@g... & 2048/1024  MNapa wnroueid DH/DSS
—+[=] Ruslan Khabibullin <bigjhontc@... [+ ] 1D Monesoeatena
& Ruslan Khabibullin <bigjhont... D55 skcnopTupyeman nognuce
= DoTorpagua =] ToTorpagua
f., Ruslan Khabibullin <bigjhont... D55 skcnopTupyeman nognuce
= @i Ruslan Khabibullin <bigjhontc@gm... =) 2048 AnHynnposaHHan napa knroqed RSA
- =9 Ruslan Khabibullin <bigjhontc@... =) ID Monezosatena
ﬁ_' Ruslan Khabibullin <bigjhont... RSA skcnopTupyeman nognuce
= % Anexcangp <IAS 1994@mail.ru> 0 T 2048/1024 Mapa wntouei DH/DSS
—1[=] Anekcangp <IAS 1994 @mail.ru> =] ID Monezoeatens

?., Anexcangp <IAS_1994 @mail....
¢ Ruslan Khabibullin <bigjhont...

1 kntou(ei) epibpano

D55 3kcnopTupyeman noanuce
DSS Mognuece
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KJI4Ya HA MaKCUMAJbHbBIH



9. 3ammdpyiite

MPOU3BOJIbHOE

pe3yJabTaToM ¢ APyruMm cryaeHTom. Pacmudgpyiite mosydenHoe cooduieHme.

404

cooOmenue/paiii U o0MeHsITECH IOJYYECHHBIM

g CA\lUsers\Admin'Desktop\login_sber.txt - Notepad++ [Admi...[ =NREl X
Daiin  MNpaeka [Howck Bwa  Kogwpoekw Cwetakcue  Onumw  Makpoce
3anyck Mnaruner Owkna 7 X

pREE! s s & | |#a3g| % =] *”

[=] login_sber bt ml

1 langelinag.":ts
Z 591378628a
4 . ]
5 591378628
&
7 ruslanSS1378628
& 5891378628ruslan
s13282591378628k
Ln:1 Col:1 Sel:0]0 Dos\Windows ANSIas UTF-8 INS

— ™
g Chlsers\Admin\Desktophlogin_sber.txt.pgp - Notepad...[ = |5 éj
®aiin  lNpaeka [Mowck Bug Kogwpoekn Cuntakcwe  Onuwn
Makpocer  3anyck  [MparvHer  Owkna  § X
FRES 5 s & | | & g | % ”

|5 login_sbertd pgp E3 ]

EBSarGET
Il RN O T E T AL GEEG (I @Y Td -c5 - robE
B Hr-EINeNiKyEEYES ARSI TBCE ” Joy
{BN§ U=iFr—piSEEETiClesHzinE2 "pSUqEuelss 7« SPEW
dils
3 QdoRt:

Ln:1 Col:1 Sel:0|0 Macintosh ANSI INS

Decoding File(s)..

8
:
bt g
From Deekiop To Desktop'

MHK.bxt.pgp

10. IHoanuuiute

NMPOU3BOJIbHOE

coo0meHue/pailn m  o0OMeHsNiTECH MOJYYCHHBIM

pe3yjJbTaToOM C JAPYIruM CTYACHTOM. HpOBepre AOCTOBEPHOCTh MCTOYHMUKOB IMOJYYCHHOTO

COOOIIICHHS.

A

MHK.Bxt.sig

MHK.Ext.5ig

Signer Validity

Ruslan Khabibullin <bigjhont...

11.03.201511:25:29

@
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11. YHNYTOXbTE Bce HeHY:KHbI€e (ailiibl, Henoan3ys yruaury PGP Wipe.

Bel gelcTerMTeEnbHO CcobUpasTech GHIMYEcKY YARAWTE 3TK dainpi?

C:AlzersvAdminiDesktophrane. tst. pap
C:AzersvAdminiDesktophrne. bt gig
C:Uzerg™ddminsDeskiop_ tat

KonTposbHbIe BOIPOCHI.

1. Kpunrorpadpuueckas cucremMa ¢ OTKPBITBIM  KJIKYOM (MJIH ACHMMeTPUYHOE
mudpoBanue, aCHMMETPUYHBIH muepp) — cucTeMa MU(PPOBAHUS U/WIIH SJIEKTPOHHON
noxnucu (OII), mpu KOTOpOH  OTKPBITHIM  KIIIOY mepefaércs MO  OTKphITOMY (TO  €cTh
He3aIUIIEHHOMY, JOCTYITHOMY JUIsl HaOJIIOJeHUs) KaHally U UCHosb3yeTcs uid npoBepku D11 u qs
mmdpoBanuss  coobmenus. [ renepanmum DIl w g pacmdpoBKH  COOOIIEHUS
MCTIOJIB3YeTCsl 3aKPBITHIN K04, Kpunrorpadguueckue CHCTEMBI ¢ OTKPBITHIM KIIFOYOM B HACTOSIIIEE
BpeMsl IIHPOKO MPUMEHSIIOTCS B  PA3JIMYHBIX CETEBBIX IMPOTOKONAX, B YaCTHOCTH, B
npotokonax TLS u ero mnpenmectBenHuke SSL (nexamux B ocHoBe HTTPS), B SSH. Taxoke
ucnons3yercs B PGP, SIMIME.

2. JuexktponHasa  moamnuch (), dnexkrponnas  uudpoBas  noamuch (L) —
PEKBU3UT JIEKTPOHHOTO  JOKYMEHTa, IIOJyYEHHBI B  pe3ylbTaTe  KpUITOTrpapuiecKoro
npeoOpa3oBaHus HHMOPMAIIMK ¢ HCIOJIb30BAHUEM 3aKPHITOTO KIIIOYA MOANUCH M IO3BOJSIONINN
YCTAaHOBUTh OTCYTCTBME HCKaK€HUsI HHGOpMAallMd B 3JIEKTPOHHOM JIOKyMEHTE C MOMEHTa
(GbopMHPOBaHUSI TIOJITUCH U NTPOBEPUTH MPUHAIEKHOCTh MOJMUCH BIIAAEbIly cepTUHUKATa KIII0oUa
MOJTUCH.

3. AHHYJIMPOBaHHE — II0CJIE aHHYJIMPOBaHUs OTKphITOro Kitoua PGP cuHxpoHM3upyer ero c
cepBepoM, 1a0bl B JajbHEUIIIEM Ballll KOPPECTIOHACHTHI HE MOTJIM €ro MPUMEHATh. Jle3aKkTuBaLus
— BPEMEHHOE OTKJIFOUEHHE HEHCITI0JIb3yeMOT0 KIII0Ua WIIH KIIFOUEBOH Maphl.

4. OTneYaToK KJKWYa — CepUs 3HAKOB, KOTOPOM COIPOBOXKIAETCA KaxkIbli Kirod. Cam 1o
ce0e OH HE CEKpPETHbIM, HO YHUKaNbHbIM. Eciau oTmedaTrok TOro Kio4a, KOTOPBHIA BBl MOTYYHIIH
(HampuMep) MO BJIEKTPOHHOH MoYTe, W OTIEYaTOK, KOTOPBIM IMOJAeNMics Bam apyr B Skype,

COBIAAYT, 3HAYUT, y BaC B pyKax IPaBUJIbHBIN, HACTOSAIIUN KITFOY.
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5. UMmiuMmuTHOEe A0BepHe — IOJHOE JOBEpPHE 3ape3epBUPOBAHO JIs KIIOYEBBIX Iap,
PacIONIOKEHHBIX HA JIOKAJbHOM KJIto4e. Eciam OJlHa 4acTh KJIFOUEBOM IMAapbl HAXOJIWUTCS HA Ballel
ces3ke, PGP mpeamnonaraer, yTo Bl Biajelell mapbl Kiato4ded u 4to Bel 6e3 mpobiem cmokere

JIOBEPSTH cebe.

3.3. 3aganus Ha caMOCTOSITebHYI0 pPadoTy mo mm@pam ¢ OTKPbITBIM

KJIKY0M
3.3.1. Kpuntoanamm3 aaropurma RSA [10]

Konuemnmus kpuntorpaduu ¢ OTKPHITBIM KIOYOM Oblna mpeanoxena Yurdumaom Juddu
(Whitfield Diffie) u Mapturom Xemmmanom (Martin Hellman), u, nesaBucumo ot nHux, Pansdom
Mepkiiom (Ralph Merkle). OcHoBHas uaes 3akiroyaeTcsi B TOM, YTOOBI HCIIOJIB30BATH KIIFOYH
napamu, COCTOSIIMMHU M3 KITI0Ya 3alIU(PPOBaHMS U KITI0Ya paciin(poBaHus, KOTOPbIE HEBO3MOKHO
BBIUUCIIUTH OJTH u3 JIPYroro.
B 1976 r. Bbimuia ocHoBomounararomias padora [4]. C 3Toro BpeMeHH ObUIO CO3[JaHO MHOTO
QITOPUTMOB,  HCIOJNB3YIOMUX  KOHIEMIIMIO  OTKPBITHIX  KIIOUeH.  AJNTrOpuTM  SIBISIETCS
OOMICTOCTYITHBIM, HET HEOOXOJAMMOCTH B CEKPETHBIX KaHaiax cBs3u. OOImIas cxema BBITIISIUT
CJIEIYIOIIUM 00pa3oMm:

1. Kaxxaplii monp3oBarenb reHEpUpyeT napy KIo4el: OAuH IS muGpOBaHUS, APYrod s
e poBaHusl.

2. Kaxzaplil mosip3oBarens MyOiaMKyeT CBOW KItoU MIM(POBaHUS, pa3MEIIAeT €ro B OTKPHITOM
IS BCEX JOCTYyTE. BTOpOii KiTto4, COOTBETCTBYIOLIHI OTKPHITOMY, COXPAHSETCS B CEKpETe.

3. Ecnu nonb3oBatens A coOupaercst mociaTh COOOIIEHHE Mosib3oBarento B, oH mmdpyer
COOOIIEHNE OTKPBITHIM KIIFOUOM MoJIb30BaTens B.

4. Korga nomnb3oBarenb B momyudaer cooOuieHue, oH JemudpyeT ero ¢ MOMOIIBIO CBOEro
JUYHOTO (CekpeTHoro) kioua. Jlpyroil mnomydareiab HE CMOXET JeMIHU(pOBaTh COOOIIEHUE,
MOCKOJIBKY JIMUHBIN KJTtou B 3HaeT Tosbko B.

B 1978 r. nosiBuiiace pabota [4], B kotopoii Pon Paiieect (Ron Rivest), Aqu Ilamup (Adi
Shamir) u Jlen Aaneman (Len Adleman) npemioxunu anroputM ¢ OTKPBITBIM KirouoMm. Cxema
PaiiBecra—Illamupa—Annemana (RSA) mosydnsiia IMpoKoe pacpoCcTpaHeHHE.

Onumiem mnpouecc mudppoBanus. VcXoaHbl TEKCT JOMKEH OBbITh MEpEeBEIeH B YHCIOBYIO
¢dbopMy, I3TOT METOJ CUMTAETCS M3BECTHBIM. B pe3ynbTare 3TOro TEKCT MPEACTaBIAETCS B BUJC
OJHOTO OOJIBIIOrO YHcia. 3aTeM IMOJIydeHHOe YUCIo pa3OuBaeTcs Ha 4yacTu (OJIOKH) Tak, YTOOBI
Kaxast u3 HUX ObL1a YHCIIOM B MIPOMEKYTKE

[0, N — 1] (o BetOOpe N — cm. Hmxe). Tlpomecc mudpoBaHus OAMHAKOB IS KaI0ro OJIOKa.
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[TosToMy MBI MOXEM CYHMTaTh, YTO OJIOK MCXOJHOTO TEKCTa MPEICTABICH YHCIOM X,
0<x<N-1.

Kaxnp1it aboHeHT BpIpabaThIBACT CBOIO Mapy Kirouel. [l 3Toro oH reHepupyer JBa OOIbIINX
IPOCTBIX Yucia P | , Berumciser npoussenenne N = P-(. 3arem oH BbIpabaThIBaeT CiydaiHOE
YHCII0 €, B3aMMHO IPOCTOE €O 3HaYeHHeM (QyHKuMU Dinepa ot uucia N, (p( N )=( p —1)-(q —1) U
HaxOJHUT YHUCIIO0 d u3 yCJIOBUS

e-d = 1(mod ¢(N)). Tak kak (e, (p( N )) =1, 1o Takoe umcno d cymecTByeT U OHO €IMHCTBEHHO.

[Tapy (N, €) oH 0OBSBISIET OTKPBHITHIM KJIFOYOM M MOMEIIAaeT B OTKPbIThIA moctym. Ilapa (N, d)

ABJISICTCA CEKPETHBIM KIIto4YoM. [t pacium@poBaHus JOCTATOYHO 3HATh CEKPETHBINH Kitod. Yucia
P, q, (p( N ) B JJAJIbHENIIIEM HE HY’KHBI, [I03TOMY UX MOXHO YHUUYTOKUTh.
[Tonb3oBarens A, ornpaistoluil cooOuieHue X aboHeHTy B, BbIOMpaeT M3 OTKPBITOTO

karajora napy (N, €) abonenta B u Bbeuucnser mmdpoBaHHOE cOOOIICHHE yzxe(mod N).

UroGBI MONYdHTh HCXONHBIH TekeT, aGoment B  pemmcnser YO (modN). Tax kax
e-d=1(mod@(N)), 1. e. e-d=@(N)-k+1, rae k — nenoe, To npumensis Teopemy Diinepa,
TIOMTyqHM: cleyromee COOTHOIIEHHE:
yd =(x€)d = xed = xP(N)k+ = (xe(N)YK . x = x(mod N) .77punep 1. Tyers p = 7, q = 17.
Torma N = 717 = 119, @(N)=96. Buibupaem snauenue e: €< 96, (e, 96)=1. ycrs B
Hamewm ciydae € = 5. Haxogum d: d =1/e (mod 96) . Ionyuaem d = 77, Tak kak 77-5 =496 + 1.

OtkpsiTeiil kiar04u (119,5), nuunsnii karou (119,77). Iyers x = 19. na 3ammdpoBanus yucio 19
BO3BOJIUM B 5-10 CT€NEHb 1o Moayito 119, torna numeem 19° =2 476 099 1 ocTAaTOK OT IeneHus 2

476 099 Ha 119 pasen 66. Urax, y = 19° mod 119 = 66, a pacuudposanue X = 66’ mod 119 = 19.
O BLIYHCJIEHUAX

Kak mmudposanme, Tak u pacmmdpoBanue B RSA mpenmnosiiaraioT MCIOIb30BAHUE OTICPAIIUN
BO3BEJIEHUSl LIEJOr0 4Yucia B Ienyio creneHb no moaymio N. Eciau Bo3BeneHHe B CTeNeHb
BBIMIOJIHATh HEMOCPEJACTBEHHO C ILIEJIBIMU YHMCIAaMH U TOJIBKO MOTOM NPOBOJUTH CPaBHEHHUE IO
Moaymo N, TO MpOMEKyTOUHBIE 3HAYCHHSI OKAXKYTCSI OTPOMHBIMHU. 31€Ch MOKHO BOCIIOJIb30BAThCS
CBOWCTBaMHU apuMETUKHI B KJaccax BBIYETOB

(@ mod N)-(b mod N) mod N=(ab) mod N. Taxum o6pasom, MokHO paccMOTpPeETH
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MPOMEXYTOUHbIE pe3ysbTarbl 1o Moayao N. DTo ngemaeT BBIUMUCICHUS MPAKTUUYECKH

BBIITIOJIHUMBIMMUA.
O croiikocTu RSA

besonacnocts anmroputMa RSA ocHOBaHa Ha TPYIOEMKOCTH pPAa3JIOKEHUS HAa MHOXKHTEIN
6onpiux uncena. COBpeMEHHOE COCTOSHHE TEXHHUYECKHX CPEICTB PA3JIOKEHHS Ha MHOXKHUTEIU
TakoOBO, YTO 4YHCIO, cojepkamee 193 nmecaruunHplx 3HaKa, (akrtopuzoBano B 2005 .
CrnenoBarenbHo, BblOupaemoe N gomKkHO ObITh OoJbiie. BONBIIMHCTBO — OOLIETIPHHSTHIX

AJITOPUTMOB BBIYHCJICHUSA IMTPOCTHIX YHUCCII p u q HOCAT BepOSITHOCTHBIfI XapaKTep.
O BbI0OpE uncen P Q

Hust paboter anroputMa RSA HyxHBI mpoctblie umcia. Hawmbosee mpuemiieMbIM SBISETCS
reHepanusi CIydyallHbIX YHCel W TOocleaylomas MpoBepka UX Ha mpocToTy. CyliecTByIOT
BEPOATHOCTHBIE TECTHI, OMPEACISAIONINE C 3aJaHHOW CTENEeHbI0 JTOCTOBEPHOCTH (PAKT MPOCTOTHI
ymucia. Bo3HukaeT Bompoc, 4To MPOU30MAET, €CIU YKClIa OKKYTCS COCTaBHBIMU? MOXXHO CBECTH
BEPOSITHOCTH TAKOTO COOBITHS 10 MPUEMIIEMOT0 MHHUMYMa, UCIIONIBb3YS TECTHI Ha MpocToTy. Kpome
TOTO, €CJIM TaKoe COOBITHE MPOU3OMIET, 3TO OyAeT ObICTpO OOHapyKeHO — IU(POBAHHE H
pacudpoBaHue He OyIyT paboTaTh.

Kpome paspsimHocT P U (, K HUM TPEABSBISIOTCS CIEIYIONINE JOMOTHUTEIbHBIE TPEOOBAHUS:

— YHUCIIa HE JIOJDKHBI COJIEPKATHCS B CIIUCKAX M3BECTHBIX OOJIBIINAX MPOCTHIX YUCET;

— OHHU He JIOJDKHBI OBITh OJIM3KMMU, TaK KaK HHAYe MOKHO BOCIIONIB30BAThCS ISl PaKkTOpU3alun

R R

N metogom ®@epMa U pelInuTh ypaBHEHHE

— B anroput™e RSA Bceryia ecTb 9KBUBAJIEHTHBIE 110 PACHIM(PPOBAHUIO MOKA3ATENHN CTENEHEN,
nanpumvep d u d'=d+[p—1 q—1]. IIpu sToM SKBUBaTEHTHBIX pelIeHUH TeM GoJbIIE, HeM
oomprie (p - 1, q - 1). B oayumem cmywae (p - 1, q - 1) = 2

p=2t+1,q=2s+1,rmes,t— HeyeTHbIC yKcia ¢ yciaoBueM (S, t) = 1.

UToOBl HCKIIOYUTH BO3MOXHOCTh TNPUMEHEHHS METOJ0B (HaKTOpU3AIMH HAKJIAIbIBAIOT
cienyroiee orpannuenue: uncna Pp—1, p+1,q—1, g + 1 He AOKHBI pa3naratbCs B IPOU3BEICHUE
MaJICHbKUX MPOCTHIX MHOXHUTENEH, JOKHBI COJEPKaTh B KAUECTBE COMHOXKHUTENS XOTS OBl OJHO

6ompiioe mpocroe uncio. B 1978 r. PaitBect chopmynupoBan Hambosee CuiabHBIE TPeOOBaHMS.
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_p-1

Yucna pl_ 5 ,p2 :g;]' gil

G 2 g, = o AOIKHEI OBITH TMPOCTBIMH, IPHYEM

_ p+1
=5

yucaa P1— 1 v g1 — 1 He JOJDKHBI pa3aaraTbCs B IPOU3BEACHNE MATICHBKUX MPOCTHIX.
O BbIGOpe mapameTpoB € u d

Paccmotpum Bompoc 0 BEIOOpE 3KCHOHEHT MHdpoBanus U pacudpoBanus. Tak Kak 3HaYCHUS
e u d onpenensror Bpems 3ammppoBaHus U pacuimpoBaHUs, TO MOKHO Ha3BaTh PsJ CUTyalluil, B
KOTOPBIX JKENATeIbHO MMETh Majoe 3HadeHue e u 0. Hampumep, nmpu HCHONB30BAaHMU CHCTEMBI
RSA mnpu 3amuTe 3JIEKTPOHHBIX TUIATEXKeW C MPUMEHEHHUEM KPETUTHBIX KapTO4YeK €CTECTBEHHBIM
SIBJSIETCSI TPEOOBAHKE UCIIOJIb30BAHUS HEOOJIBIINX 3HAYCHHI SKCIIOHEHTHI d y BlIajieNblia KapTOUYKH
1 00JIBIIOTO 3HAYEHUSI SKCIIOHEHTHI € Y [IEHTPaIbHOI'0 KOMIIBIOTEPA.

OnHako BBIOOp MaNbIX MHapamMeTpoB e wid O mpeicTaBiseTcs HEOE30IaCHBIM IO PSAY
cooOpakeHuid. Ecnu ManbIM SIBIISIETCS CEKPETHbBIH mapamerp O, TO MOXXHO MPUMEHHUTH METOJ
nepebopa MajibIX 3HAYCHUH 10 MOJYYEHHUs] HCKOMOro 4yucia 0. A eciid MaJibIM SIBJISIETCS TapamMeTp

e, TO JOCTAaTOYHO OOJBLIOE HYHUCIO OTKPBITHIX COOOIIEHUH, YAOBIETBOPSIOIIMX HEPABEHCTBY
X <&/N, 6yayr sammppossBarscs mpoctsiv Bossemenuem B cremens Y =XC(mod N) u

MMO3TOMY UX MOXKHO HaWTH IMyTEM U3BJICUCHUA KOPHA CTCIICHU €.
I[pyra;[ AHAJIOTMYHAaA CUTyalust MOXKET CJIOXUTBCAI, KOr'’Ja Yy HCECKOJIbKUX a0OHEHTOB
HCIIOJIB3YCTCSA OJWHAKOBAsA OKCIIOHCHTA e. Torma craHoOBHTCS BO3MOXKHA aTaka Ha OCHOBE

KUTaNCKON TeopeMbl 00 ocTaTkax (CM. HUXKE).
IHoaroroBka Tekcra K IM(ppoBaHUIO

ChHauana HYXHO KakuM-IHOO CIOCOOOM TIPEACTaBUTh TEKCT COOOIICHWS B  BHUJC
ymopsiIodeHHoro Habopa uucen nmo moxaymto N. DTo emie He mporiecc mUGPOBAHUS, a TOIBKO

MMOATOTOBKA K HEMY.

Ilpumep 2. JIns mpoOCTOTHI MPEANONOKHM, UYTO TEKCT COOOILIEHUS COAEPKUT  CJIOBA,
3alMcaHHble TOJILKO 3arjiaBHbIMM OykBamu. [lepBblif miar cocTOMT B 3aMeHe KaxJaoh OyKBbI

COO6I_I_ICHI/I${ YUCJIOM. HYCTL Halia Ta6J'II/II_[a 3aMCH UMCCT BHU !
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[Tpoben Mexty cimoBamu OyeM 3aMEHSATh YUCIOM 99.

Hanpumep, mycTh OTKpBITHIA TekeT — 310 aeu3 «[IO3HAWM CEBS». Toraa ero mudposoe
npeacraBieHue uMmeeT Bul: 2524172310199927151141.

[Tycts B nHamem npumepe P = 149, q = 157, torna N = 23393. Ilostomy mmdpoBoe
MPEJCTaBICHUE OTKPHITOIO TEKCTa HYXHO pa3douTh Ha Oioku, MeHbinue, yeM 23393. OmgHo u3
TaKUX pa3OMEHU BBITJISIUT CIEAYIOIUM 00pa3oMm:

2524 — 1723 -10199 — 9271 — 511 — 41.

KoneuHno, BbIOOp OJIOKOB HEOJHO3HAa4YeH, HO M HE COBCeM Ipou3BojeH. Hampumep, Bo
n30eKaHUe JIBYCMBICICHHOCTEW, Ha CTaIuHM paclIMPpPOBKM HE CIEAYyeT BBLICTATH OJOKH,
HAYMHAIOIINECs C HYJISL.

[Tpu pacimmgppoBke cOOOIICHUS MMOIYyYaeM MOCIEeI0BaTEIbHOCTh OJIOKOB, 3aTE€M UX COEIHHSIEM
BMecTe U mojy4yaem uucio. [locne 3Toro umcna 3aMeHs0T OyKBaMU B COOTBETCTBUM C TaOJIMILIEH,
IIPUBEJICHHOM BBIILIE.

OOpatuM BHUMaHHME Ha TO, YTO B ITOM INpUMepe KakIyl0 OYKBY KOJUPYEM IBY3HAUHBIM
qUCIOM. DTO CAENaHO Ul NPeAOTBpalleHUs HeoJHO3HauyHOCTH. Eciu Obl MBI IPOHYMEpoBalu
OyKBBI HE IO TIOPSAAKY, HaunHas ¢ 1, T. e. A coorBercTBYeT 1, b cooTBeTcTBYyeT 2 U T. A., TO OBLIO
Obl HEMOHATHO, 4TO 0oOo3HauaeT Onok 12: mapy OykB Ab wim OykBy JI, nBeHanuatyro OykBYy
angaButa. KoHeuHO, U1 KOJUPOBAHHS MOXHO HMCIIOJIB30BaTh JIFOObIE OJTHO3HAYHBIE COOTBETCTBUS
Mexy OykBamu U uncnamu, Hanpumep ASCII-koanpoBky, 4To ydalie BCero 3To u jAeaercs.

[ponomxkum TpuMep: BbIGHpaem p = 149, g = 157, seruucasem @(N)=23 088. Teneps
HY’KHO BBIOpaTh uncio e, szaumuo npoctoe ¢ O(N). Haumensmee npocroe, ne nensmee G(N),

paBHO 5. ITonoxum e = 5. 3amudpyeM mepBblil 610K cOOBIIEHHs: BorancseM 2524° mod 23393 =
22752; nanee 1723° mod 23393 = 6198.

10199° mod 23393 = 14204,

9271° mod 23393 = 23191,

511° mod 23393 = 10723,

41° mod 23393 = 14065.

Tenepps mHUppoBaHHBINA TEKCT UMEET BUJT

22752619814204231911072314065
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B nantem npumepe N = 23393, e = 5. [Ipumenus anropurm Dekauaa k unciam @(N)=23088

me=>5,mainem d =1 mod 23088=13853. 3naunt s pacumbposku 610K0B mHpTEKCTA

MBI JIOJDKHBI BO3BECTH 3TOT OJ0K B ctemneHb 13583 mo monymo 23393. B mpumepe mepBblil 010K
mudprexcra — ancio 22752, Toraa moxyanm 227522 mod 23393 = 2524,

PazOuenne 4ymcina Ha OJIOKM MOKHO TIPOM3BECTH pa3lUYHbIMU crocobamu. [Ipu 3tom
npoMeNCymoyHvle Pe3ybTaThl 3aBUCAT OT CIIOCO0a pa3OUEHHMSI, OJJHAKO KOHEUHbIl PE3YbTaT — HE

3aBUCHT.
ATtaku Ha aaroputm RSA

Jis  pemmudpanuu  HeoOXoaumo 1o u3BecTHBIM N, € u mmdprekcry Y HAWTH Takoe
Xxe((Z/N))*, uto y=xEmod N .

ITonbITaemces pPCIINTL CPAaBHCHHEC IIpM KOHKPETHBIX Y, 3aTEM HCIIOJIB30BaTh FOMOMOp(I)HOCTB

orobpaxkerus D(X).

OnuH U3 BO3MOXKHBIX CIIOCOOOB CIIEAYIOIIUI: TyCTh UMEETCsl HAOOp Hap {(Xl, yl)...(xk, Yk )}

C YCIIOBHEM, YTO Xie =yimod N, 1 <y <N, (y, N) = 1. Ectu kakuM-mu60 06pa3oM yIaaoch
s

IPEACTaBUTh Y B Buae Y = yfl ykk mod N ¢ uensivu S, To X= )(1Sl et XE" Oyzer penieHueM

cpasrerma Y =X°mod N.

Ilpumep 3. B nHammuum wumeercsa OTKpbIThIA kmou N = 31459, e = 5 u wnaGop map
COOTBETCTBYIOLIMX  JIpyT  JAPYry HMCXOJOHBIX M  3amM(poBaHHBIX  coolOmeHuit: (23,

18707), (755,  26871), (631, 6384). TpebOyercss  pacmudpoBath  MHPPTEKCT
y = 11 638. Jlns sToro npexactasum Y B e Y =18 7077126 87136 38472 =11 638. Orciona

JIETKO BBIYHUCIUTH HCXOIHOE COOOIICHHE: X = 2371.7553.6312 =28 260.
3aMeTUM, 4TO STOT MOJAXOJ HE MEHee TPYJEH, YeM MOMCK aarOpMTMA PEIICHHs CPaBHEHUs

y=x®mod N.
B3;1om RSA npu HeynauHoM BbI0Ope NapaMeTpPOB KPUNTOCHCTEMbI
Camo 1o cebe ucnonbp3oBanue RSA He obOecrieunBaeT Oe3omacHocTH. Jlenmo eme B JeTalisax

peamu3anuu. [lpuBenem psigx mpumepoB. [l mpocTOTHI BBIYUCICHHH OyaeM paboTaTh ¢

HEOOIBIINMH YHCIIAMHU. HCJIB — IIOKa3aTb OCO6CHHOCTI/I, HC 3aBUCAIINC OT pasMepa.
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Ilpumep 4. Ilycts nonb3oBatens BeiOpasn N = 2047, e = 179, d = 411. Tak kak 2047 = 2389, a

¢(23)=22, ¢©(89) =88 umeror naumensInee obmee kpatHoe 88, To M060H 06paTHBIHA K 179 110

Moy 88, Hanpumep 59, Oynet aericTBoBaTh Kak d.

Ilpumep 5. Yucno N = 536813567 sBasiercst mpousBeaeHueM npoctoro unciaa Mepcenna 8191

u ripoctoro yucina depma 65537. 310 0ueHb MIO0XOH BHIOOD.

Ilpumep 6. Yucno 23360947609 siBnsieTcss oueHb TIOXUM BeIOOpoM it N m3-3a TOro, 4To /1Ba

€ro MpOCTHIX JEJIUTENSl CIAMIIKOM OJMu3ku K Jpyr apyry. Ilyete p > (, Torma umeem

N =(pziq)2+(pz;q)2. O603Ha4NM: tzpziq, S =J:%1. Tak kak S mano, To t — memnoe

ymcio, aumb HemHoro Gombiee /N, mpuuem t? — N sBISICTCS TIOTHBIM kBagparoM. [Iposepsem

nozpsan uensle uucna t > «/N. B namem npumepe t; = 152843, t, = 152844, t3 = 152845 u

t3— N =8042, Torza p=152 845 + 804,

p = 152845 — 804. Takum 00pa3oM, MbI C TPEThEH MONBITKH HANLIK P U (. KoaudecTBO MOMBITOK,

HeO6XOI[I/IMBIX JJIA Cl)aKTOpI/BaI_II/II/I N, MOJXHO IpPH H3BECTHBIX P U ( BBIYHUCIMUTHL IIO CJ'ICIIYIOIHGI‘/'I

dopmyne: K :\/ p-q+ (pz;q)2 - [ P-q } , Tie [X] — omepauust OKpyryieHust X 10 OuvbKaniero

OeJIoro yucia.

ATaka NOBTOPHBIM IIHG(POBaHUEM

Crpoum TI0CJIEI0BATETHLHOCT: Yi=Y, Yi= yf_l(mod N), i>1. UTak,
m
Ym=Y® (modN), a tak xax (e,(p(N )):1, TO CYIIECTBYET TAKOE HATYpAIbHOE YKCIO M, UTO

e™m=1(mod ¢(N)). Ho rorna yem‘l =1(modN), orcroma crnenyer, uro yem =y(modN),

3HAYHT, Y1 — peleHne cpapuenns Y = X& (mod N ) .

Ilpumep 7. Ilycth y Hac umeetcsa oTKpbIThIN Kimtou N =84517 | e = 397 u 3ammdpoBaHHOE UM
coobmenue Yy = 8646. HeoOxonnmMo HaTH UCXOTHBIN TEKCT X. Bo3BeneM Y B CTENEHB € U MOTydnuM
Yo = 37043. bynem MOBTOpATH ONEpALMIO A0 TEX IMOpP, MOKAa HE MOJYYHUM Yn = Y. Yp.1 — HCKOMOE

cooOlLIeHnE: Y3 = 5569, Y4 = 61833,

ys = 83891, ys = 16137, y; = 8646. Y sABIACTCA pEIICHUEM CPaBHEHUS y:xe(mod N) , a,

CJIeI0BaTEIBLHO, HCKOMBIM COOOIIEHHEM X.

3ameuanue. AHanM3 MeTOAAa MOBTOPHOIO MHK(POBAHMS XOPOILIO MOKa3bIBAET HEOOXOAUMOCTh
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coOmroieHust TpeOOBaHM Ha BBIOOD P ¥ ( 11 oOecriedeHus cToiikocTH. B qanHoM npumepe d = 82
225. HeynauHblii BBIOOp KPUIITOCUCTEMBI INPHBENI K TOMY, YTO aTaka METOJOM IIOBTOPHOTO
mu(poBaHUs Jana pe3ysbTaT IOYTH Cpa3y, Torjia Kak HaxoxaeHue d morpedoBaio Obl Ha OPSIOK

OO0JIBIINX BBIYUCICHUH.
Ataka Ha ocHoBe Kuraiickoii TeopeMbl 00 ocTaTkax.

Kak oTmeuanmock paHee, cucteMbl MU(GPOBAHUS C OTKPHITBIMU KIHOYaMU pPabOTarOT
CPaBHUTEIHHO MeAJIeHHO. [1J1s mOBbIIeHHs cCKOpocTH mudpoBanus RSA Ha npakTHKe UCTIONB3YIOT
MaJIYIO 9KCIIOHEHTY 3alI(POBAHHUS.

Ecnu BbIOpaTh yMcio e HEOONBIIMM MM TaKUM, YTOOBI B €0 JIBOMYHOW 3amMcu ObLJIO Majo
€IMHULI, TO MPOLEAYPY LMPPOBaAHHUS MOXKHO 3HAUUTENBHO yCKOpuTh. Hampumep, BbiOpaB e = 3
(pu 5ToM HU p — 1, HU ( — | HE TOJKHBI IETUTHCS Ha 3), MBI CMOXEM pean30BaTh MIH(POBAHUE C

IIOMOUIBI0 OJHOIO BO3BEAECHMsI B KBajapaT no monyiato N u ogHoro nepemHokeHus. BriOpas

e=216 —1= 65 537 — uucno, ABOMYHAS 3AIIUCh KOTOPOTO COJAEPKMT TOJBKO JBE €IUHHUIILL, MBI
CMOKEM pean30BaTh MH(ppPOoBaHUE C TOMOIIBI0 16 Bo3BeAeHUM B KBaapat mo Moaysito N u oHOTrO
nepeMHOXKeHusl. Ecnu SKCIoHeHTa e BhIOMpaeTcs ciydailHO, TO peanu3anus mudpoBaHHs O
anroputMy RSA motpelyet S Bo3BeneHU B KBajpar 1o Moayiato N u B cpeqHeM S/2 yMHOKEHUN
0 TOMY K€ MOJYJIIO, TJie 5 — inHa ABonvHOH 3anucu yrciaa N. Bmecrte ¢ Tem BbIOOp HEOOIBIION
AKCITIOHCHTHI ¢ MOXKET NPHUBECTH K HETaTHBHBIM ITOCIEICTBUSAM. /(€70 B TOM, YTO Y HECKOJBKHX
KOPPECMOH/IEHTOB MOT'YT OKa3aThCsl OJJMHAKOBBIEC IKCIIOHEHTHI €.

[Tycth, HampuMep, TPU KOPPECMOHIEHTAa UMEIOT MOMapHO B3aUMHO MpocTeie Momyiu Ni, No,
N3 1 06myto skcroHeHTy e = 3. Eciu elie ouH Mojib30BaTeNb MOCHUTAET UM HEKOE IUPKYJIISIPHOE

COOOIIEHNE X, TO KPUITOAHAIMTUK MPOTUBHHUKA MOXKET MOJYyYUTh B CBOE DACIOPSDKEHHME TPU
1 (POBAHHBIX TeKCTa Y = x3(mod N;),

i =1, 2, 3. Jlaiee OH MOXET HalTH pelICHUE CUCTEMBI CPaBHEHUH, Jiekalee B uHTepBaie 0 <y <
N1-N2-N3

y=yi(mod Ny),

y=Y,(mod N,),

y=Yyz(mod Nj),

[lo «kwuraiickoii Teopeme 00 oOCTaTKax TaKOE pEIIeHWe EIWHCTBEHHO, a TaK Kak
3 -3 o o _3

X2 < Nl’ N 2 N3 , TO Y = X°. 3Ha4€eHne X MOXKHO HAWTH, BHIYKCIMB KyOnueckuii Kopeab X =3[V .

OTMeTHM, 4TO BBHIOOp MasioW SKCHOHEHTHI pacimppoBanus 0 Takke HEXKeIaTelieH B CBSI3H C
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BO3MOKHOCTHIO ompenenenns d mpocTeiM mepeGopom. M3ecTHo Takxke uto ecnm O <«4/ N, o

9KCHOHEHTY O JIETKO HAMTH, UCIIOJIB3YS HEIPEPBIBHBIC APOOH.

Ilpumep 8. Tpu monp3oBatens wumeror woxyaun N; = 26549, N, = 45901,
N3 = 25351. Bce monb3oBatenu HWCHONB3YIOT AKCIOHEHTY € = 3. BceM mosb3oBarensiM ObLIO
MOCJIAHO HEKOE COOOIICHHE X, TPUYEM IMOJIb30BATENH MOIYIHIIA coo0mIeHus Y, = 5366, y, = 814, y;
= 4454, Hatimem Mg = N1-N»-N3 = 30893378827799. [anee Haxoqum
m; = N2'N3 = 1163636251
my = N1-N3 = 673043699
m3 = N3N, = 1218625649

n; = m;  mod N; = 13533
n, =m,* mod N, = 27930
n3 = mg™* mod Nj = 22354

S = yrrnemy + yonpymy + yzngmz = 84501028038745578 + 15301661957638980 + +
121332116653000684 = 221134806649385242
S mod M, = 1000000000

1
X = (S mod Mg)'® = 1000 — ncxoaHOe cOOGIICHHE, OTIPABICHHOE OJIB30BATEIISM.
beckiroueBoe urenune

[TycTh aBa mosib30BaTENs BHIOpaAIN OJIMHAKOBBINM MOYSb N U pa3HbIe SKCIIOHEHTHI €1 U €2. Ecnn

OAVH TII0JB30BATCIIb IOCBUIACT MM HCKOC HIUPKYJIAPHOC COO6HI€HI/I€ X, TO KpPHUIITOAHAJIIUTUK

MPOTHBHUKA MOKET MOJIYyIUTh B CBOE PACIIOPSIKEHHE JIBa INM(PPOBAHHBIX TEKCTA Y = X (mod N)

e
u Yy =X"72 (mod N). B takom ciydae KpUNTOaHATUTHK MOXKET MONYYUTh UCXOJHOE COOOUIEHHUE,

WCIIONB3Ys PacIIMpeHHbId anroput™ EBknuaa, Haxomaum I, S Takume, uro I'€ +S€, =1. Orcrona

re,+se
nomydaem: Y, Y5 =X % —x

Ipumep 9. JIBa monw3oBaTens npuMeHstoT oomwmii Mmoxyns N = 137759, HO pa3Hbie B3aUMHO
MPOCThIE SKCIIOHEHTHI €1 = 191 u €, = 233. [Tonp3oBarenu nonydniu mwudpprekctsl Y1 = 60197 u y,
= 63656, KOTOpBIE COAEPKAT OAHO U TO ke coobmenne. Haiinem ncxomanoe cooOIeHne METOA0M

OeCKIIIOUEBOro uTeHns. Tak KaK €1 U €, B3AMMHO MPOCTHI, TO HaiijeM Takue I u S, uto e, +Se, =1.

C momomipio pacimpeHHoro aaroput™ma Epkinmmaa Haxoaum I = 61, s = —50. Mckomoe coobrieHne
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x=y'-y$=6019751.636567°0 =1234

BriBoabl

Kak BUJIHO U3 NpPUBENEHHBIX BBIIIE IMPUMEPOB (A TaKXKe U3 MPHUMEPOB BBHINOJIHEHUS 3aJaHUM
nabopaTopHbIX pabdoT) BHIOOP MapamMeTpoOB KPUITOCHCTEMBI SIBISETCS OTBETCTBEHHOM 3a/1adei.
[TapameTpsl HEOOXOAMMO BBIOUPATH B CTPOTOM COOTBETCTBUU € TpeOoBaHUAMU. CyIIECTBYIOIIUMU
B HACTOSIIMMH BpeMsl MeToJaMu (M TMpPU HCIOIb30BAaHUM CYIIECTBYIOIIUX B HACTOSIIEE BpeMs
BBIYUCIIUTENILHBIX MOIIHOCTEH) aTaka Ha aJIrOpUTM W/WIA KPUIITOCUCTEMY BO3MOJKHA JIMILIb TPU
HEYJayHOM BBIOOpE MapaMeTpoB. B mporecce BBHIMOMHEHHS 3aaHUi JTaOOPATOPHBIX PAabOT BB
yOenuTech B OOOCHOBAHHOCTH TEPEUYUCIICHHBIX TPEeOOBaHUN K MapaMeTpaM KpPUOTOCHUCTEMBI. B
YaCTHOCTH, HEOOXOIMMO OO0ECIeYuTh KaKIOMY IOJb30BATENI0 yHUKAIbHbIE 3HA4YeHHUS P, ( U

YHHKAJIbHOC 3HAUYCHUE €, YIOBJIICTBOPSIOIIHNEC Tpe6OBaHI/I$IM, IMPUBCACHHBIM BBILIC.

IIpakTH4yeckas 4acTh

JlaGopaTropnas padora 1

ATaka Ha aaroputm mudposanus RSA IlocpencrBom meroga ®@epma

Llenv pabomul: M3yunTh aTaKy Ha anroput™ mudpoanus RSA nocpenctsom merona Oepma.

Xoo pabomul:

— O3HAKOMUTBCS C TeopHeH, u3noxeHHou B . 1.2 («B3nom anropurma RSA mpu HeynauHOM
BBIOOpPE MapaMeTPOB KPUITOCUCTEMBI»);

— TIOJIYYUTh BapHaHT 3aJaHusl y npenoaaBaTests (Talm. 1 mpuioxeHus);

— HCIIOJIB3YSl Pas3OKEHUE MOIYJd Ha MpocTble 4yuciaa MeTtonqoM dPepMa M IMOITYYEHHbIE
UCXOJHBIE JAHHBIE, ONPEAECIIUTD CIIEIYIOINE TOKA3aTEeNN:

— MHOXHTENU MOyJs (P U ();

— 3HadyeHue PpyHKIMU Diiepa A JAHHOTO MOYIIS (p(N) :
— o0paTHOE 3HAYE€HHE IKCIIOHEHTHI 110 MOTYITIO (p(N) X

— nemm@poBaTh 3aIM(PPOBAHHBIA TEKCT, UCXOAHBIA TEKCT JOJIKEH OBITh (Ppa3oil Ha pyccKoM
SI3BIKE;

— PE3YIbTAaThl U TPOMEKYTOYHBIC BEIYUCIICHUA O(l)OpMI/ITI) B BHJI€ OTUYCTA.

HpuMeanue. I[J'ISI BBIITIOJIHCHUA MPAKTUYCCKOro 3aAaHus PCEKOMCHAYCTCA UCIIOJIb30BaATh

nporpammy BCalc.exe, koTopas HaxoAUTCs Ha JUCKE, IPUIAraeMOM K METOIMUSCKUM YKa3aHHSIM.
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IIpumep BBINOJIHEHHS J1a0OpPaTOPHOI padoThI

C noMommb0 nporpammsl BCalc

Hcxonusie manaeie: N = 65815671868057; e = 7423489; C = 38932868535359. Haiitu

1. Beraucissem n = [sqrt(N)] + 1. B mose A momenaem N, B mose B — 2; Haxxumaem KHONKY «D
= AN1/B)». B mone D 3anocutcst umciao 8112686, B mepByt0 CTpOKY TaOJIMIBI — COOOIICHHE
«[error]». 9To CBUAETENbCTBYET, O TOM, 4TO N HE SBJISICTCS KBaIpaTOM II€JIOr0 YUCIA.

2.1 = n + 1. Bo3Bogum uucio t; B kBagpat: A: = 8112687, B: = 2, C: = 0 (Bo3BeacHHUE B

KBaJpaT OyAeT NMPOU3BOJUTHCSA HE IO MpaBWjIaM MOIYJIbHOW apudmeTnku), Hakumaem «D = AMB

mod C» => D = 172 = 65815690359969. Brraucnsem
w; = 12 — N. iug sroro A= 1,72, B:= —N, 3arem Haxxmmaem «D = A + By» = D =
= w; = 18491912. IlposepsieM, sBiIsercs Ju Wi KBagpatroM Ieiaoro umcia: A= Wi,

B:= 2, naxxumaem «D = A™N(1/B)» => B 1iepBOii CTPOKE TAOJIHUIIBI MOABJISIETCS COOOMICHHE «[error]»,
CIIeZIOBATENFHO MPOJIENBIBAEM II. 2 3aHOBO C Iy = N + 2 u Tak jajnee, moka HE HAWIEM, YTO HEKOE Wi
SBIISICTCS KBaPAaTOM IEJIOTO YHUCIIA.

3. Ilpu BbIUKCICHUH KBaJAPATHOTO KOPHsS Ws IepBasi CTPOKa TaOIHIIBI OcTaeTcs mycToi, a D =

sqrt(ws) = 9132, 4TO CBUJCTEIHCTBYET 00 ycrexe (hakTopHu3aIyu.
ts = 8112691.

4. Beruucnsiem p = ts + sqrt(ws); A:= ts, B:= sqrt(ws), naxxumaem «D = A+ By == D =p=
8121823; q = ts - sqrt(ws) = 8103559. Beraucisem

Phi(N) = (p — 1(g — 1), Ai= 8121822, B:= 8103558, maxxumaem «D = AB» => D =
= Phi(N) = 65815655642676. Beruucinsem d, xak oOparHeii k e A= e, B:= -1,
C:=Phi(N), maxxumaem «D = A"B mod C» => D =d = 12490789985101.

5. TlpousBoaum aenrudpanuto mudppomoka C: A:= C; B:= d; C:= N. Haxxumaem «D = A”B mod

C». B mone D naxoautcs ucxoanoe coodmenue M = 3402418120. IlepeBogum M B TeKCTOBBI BUJI.
Jlst atoro A:= M, Haxxumaem «D = text(A)» => D = = «KM3U».

CHUMOK 3KpaHa ¢ OKHOM nporpammbl «BCalcy npuseneH Hioke.



s
3402418120
B
o
C
|u
D
|KM3H
D=f+B | D=A"Bmodl2| D = test(4 ] | D3 A |
D=4 | D=ﬁ3«"[1£B]| D=number[A]| D - |
O =AdvE | A*D-B"E=N| Increasze number of rows |

D=ﬁnde|

Clear O

Clear s, B.C

4

Clear grid |

417

=10l ]
i 65515671868057 =]
n Gl12686
tl 8112637
tl"z2 655315690359969
dil 15491912
t2 8112688
tata 6551570655855 44
dz 34717257
t3 5112689
L3it2 5515722510721
d3 50942564
td 112690
4"z 6551573903 6100
d4 67155043
t5 8112691
LSh2 65515755261451
ds 853393424
sore (d5) 9132
] 5121823
= 103559
Phi (M) 65515655642676
e 7423489
d 1249075399535101 —
] 38932868535359
m 3402415120

JlabopaTopnasi padora 2

ATaka Ha aaroput™ mudposanust RSA meroaom noBTOpHOro MUGpPoBaHU

Llenv pabomei: W3y4nTh aTaky Ha anroput™ mudpoBaHuss RSA mocpeacTBOM MOBTOPHOTO

U PPOBaHUS.

Xoo pabompi:

— O3HaKOMHTbCS C TEOPUEH, N310KEHHOM B 1. 1.2 («ATaka HOBTOPHBIM MIH(POBAHUEM);

— MOJIy4UTh BapUaHT 33JjaHus y penojaBaTess (Tabi. 2 MpuiIoKeHus);

— MO TIOJYYCHHBIM HUCXOAHBIM JaHHBIM, HCIIOJB3YysSd METO/ Hepemn(prBaHm[, OMpCACIINTD

IOPSA 0K YHCJIa € B KOHCYHOM II0JIC Z(p(N) ;

— HCIIOJB3ysd 3HAUCHHUEC IIOPAJKa OKCIIOHCHTHI,

nepemudpoBaHus;

— PE3YyJIbTaThl 1 TPOMCIKYTOYHBIC BEIYUCIICHUA O(pOpMI/ITL B BUAC OTUCTA.

IMMOJIYYHUTH HCXO)IHBIﬁ TEKCT METOJ0M
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HpuMeanue. I[HH BBIITOJIHCHUA MPAKTUYCCKOro 3adaHusl PCKOMCHAYCTCA HCIIOJIb30BaTh

nporpammy PS.exe, KoTopast HaXOAUTCS Ha AUCKE, IPUIIAraeéMOM K METOAMYECKUM YKa3aHHSIM.

IIpumep BbINOJHEHUSA J1a00OPATOPHON PadOTHI

C MOMOIIbI0 porpamMmmel PS

Ucxonnsie nanusie: N = 453819149023; e =1011817; C = 442511634532.

1. OnpenenuTh MOPSAIOK 3KCHOHEHTHI. [[1s1 3TOro HeoOXoIMMO BBECTH 3HA4YCHHE MOJIYJS B
nosie N, SKCIIOHEHTHI B MoJie €, B moje Y 3amuchIBaeTCsl MPOU3BOJIBHOE YMCIIO, MeHble yeM N.
[Tocne 3TOr0 HY)KHO HaXXaThb KHOMKY 3alyCK MOBTOPHOro mU@pPoOBaHMS U J0XKAAThCs, IOKa B

nojie X MOSIBUTCS 3HauCHHE, paBHOE KOPHIO e CTermeHu oT ymcia Y mo moayiaro N, a B mose | —

MOPSIIOK € B KOHEYHOM I10JI€ Z(p(N) . B nannom nipumepe on coctasisiet 435.

2. lemmmdpoBath 3amuppoBaHHBIA TEKCT. JIJIT 3TOT0 HY)XKHO B 00JIACTh PEAAKTUPOBAHUS TTOJIS
C nmomecTuth OJ0KM 3aIM(PPOBAHHOTO TEKCTA, pa3felieHHbIE CUMBOJIOM KOHIIA CTPOKH, 3HAUCHUE
Moayist B rosie N, 3KCIIOHEHTHI B TIOJIE € M [OPSI/IKa YKCIIOHEHTHI B MOJIE i. 3aTeM HaXaTh Ha KHOIKY
Jemm¢panms 1 10X1aThCS NOSIBICHUS UCXOHOTO TeKCTa B 00sacTH pegaktupoBanus M. Otser —

OTKPBITBIN TEKCT — «nully.

JlaGoparopnas pabora 3

Ataka Ha aaroput™m mudpoBanus RSA

MeTtogom 0eCK/II049€BOr0 YTCHHUS

Ilenv pabomul: W3yunTh ataky Ha anroputMm mudpoBanus RSA mocpeacTtBoM Meroja
OECKIII0UEBOI0 YTEHUSI.

Xoo pabomui:

— O3HaKOMHTBCS C TEOpHUe, n310xkeHHoM B 1. 1.2 («beckitoueBoe uTeHne»);

— IOJTyYUTh BapUaHT 3aJjaHusl y npenojasareis (Tadil. 3 NpuiIoKeHns);

— IO TOJY4YEHHBIM JaHHBIM OIpPEAEIUTh 3HAYEHUs I U S IIPU YCJIOBUH, YTOOBI €11 — €2'S =1,
J1st 5T0ro HeoOX0AUMO UCIIOIB30BATh PACIIMPEHHBIN anroput™ EBkinja;

— MCIIOJIB3Ys MTOJTyYEHHBIE BBIIIE 3HAYEHUS I U S, 3aIIUcaTh UCXO/IHBIN TEKCT;

— pe3ynpTaThl M NPOMEXKYTOUHBIE BBIYMCIICHUS 3HAUYEHUH [UIS JIIOOBIX Tpex OJIOKOB
I (PPOBAHHOTO TEKCTa OPOPMUTH B BUJE OTUETA

Ilpumeuanue. Jli1 BBINOIHEHMS] MPAKTUYECKOIO 3aJaHUSl PEKOMEHAYETCS HCIOJb30BaTh

nporpammy BCaIC.exe, KOTOpasaA HaXOAUTCA Ha JUCKE, TPHUIIOKCHHOM K MECTOJAUYCCKHUM YKA3aHUSIM.
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IIpumep BBINOJIHEHHSA J1a0OPATOPHOH PadoTHI

C momMouIb10 nporpammsl «BCalc»

Ucxomueie pmamaeie: N = 357114156277; e, = 1025537; e, = 722983;
C; =68639736967; C, = 204258645263.

1. Pemraem ypaBHeHue €1°F — €S = £1. Jlns aToro B nose A nomeiiaem 3HadeHue €1, B mmose B —
3HayeHue €. Haxumaem kxuomky «A-D —B-C = Ny, 3atem — knonky C = s = 406030; D =r =
286243.

2. [MpousBonum nemmdparnmio: C; BO3BOJUM B CTEIEHB I, a C; — B CTENEHb —S 1Mo MoayJo N,
torza C;r = 189703239311, ¢, (-s) = 104340380259.

[locne o9roro pe3yabTaThl IMEPEMHOKaeM M TOjdydaeM, uto mMMepr — eps) =
=19793708126073817161549. JTanee GepeM MOIY/b OT MOJYyYCHHOTO 3HaYeHUA: (M™(e1T — €2°S)
mod N) = 1381187873 u nmpeobpaszyem B TekcT «RSA!».

Hwxe npuBeieH CHUMOK dKpaHa ¢ OKHOM mporpammel «BCalcy.

I=TES
ra
[13 187873 [sp -~ BC - 1
E
|1D4340380259 1o 357114156277
C el 1025537
|357114156277 ez 722983
o
|RsAl
[=h BEE39736967
D=£+B8 | D-aBmodC| D=-tewia) | D-a |[[=2 2042586452 63
r 286243
D=a-8 | D=a71/8)| D=numbeia)| o> ||s 206030
- el*r — eiZ*s
D=AdivE | A"D-B"C=N| Increase number of rows |
cltr 159703239311

D =AmodC | cZt = 276329736454

1/ (@2*= 104340350253
[=2ay = | 19793705126073517161549
10 13581157873

Clear D |
Clear4, B, C |

Cleargid | | 4] | D
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JlabopaTopnasi paGora 4

Ataka Ha ajaroput™m mudpoanust RSA,

OcHoBaHHBII Ha KUTaNHCKOH Teopeme 00 ocTaTKax

Llenv pabomwi: w3ydnTh ataky Ha anroputMm mmdpoBanus RSA mocpencrBom Kwuraiickoii
TEOpeMBbI 00 OCTaTKax.

Xoo pabomui:

— 03HAKOMUTKCS C TEOpPHEH, N3N0XKeHHOH B 1. 1.2 («ATaka Ha ocHOBe KuTaiickoi TeopeMbl 00
OCTaTKax»);

— MOJYYUTh BapHaHT 3aJaHus y npenojaBatesnis (Tala. 4 npuioxkeHus). DKCIIOHEHTa JJIsl BCeX
BapHUaHTOB e = 3;

— ucnosb3ys Kuralickyro TeopeMy 00 ocTaTkax, MOJTyYUTh UCXOIHBIN TEKCT;
— pe3ynpTaThl M MPOMEXKYTOUHBIC BBIYMCICHUS 3HAUYCHUW [UIS JHOOBIX Tpex OJIOKOB

(G pPOBaHHOTO TEKCTa OOPMUTH B BUE OTUETA

HpuMettaHue. HH?I BBIITIOJIHCHHA IPAKTUYCCKOro 3alaHusA PEKOMCHAYCTCA MCIIOJIb30BaTh

nporpammy BC&IC.GXG, KOTOpasaA HaXOAUTCA Ha JUCKE, TPHIIOKCHHOM K MECTOJAUYICCKHUM YKA3aHUIM.

IIpumep BbINOJIHEHHS J1a0OPATOPHOI padoThI

C momMoub10 nporpammsl «BCalc»

Hcxomneie JaHHEBIE: N, = 363542076673; N, = 728740902979;
N3 =522993716719; C; = 246562834516; C, = 291375746601; C; = 222724269731.

[TocnenoBaTenbHO BHIYUCISIEM CIIEAYIOLINE 3HAYECHUS:
Mo = N1-N2'N3 = 138555669564008119302694433926047373;
m1 = N2-N3 = 381126913374147389205901,
my = N1-N3 = 190130221862955939995887;
m3 = N1-Np = 264927981225542872108867;

ny = my”™ (-1) mod N; = 287993142707;
n, = my™ (=1) mod N, = 106614970676;

ns = m3™ (=1) mod N3 = 32171022265

S =c1ne'my + Co'N'My + C3:N3-M3 = 34867892796403337952181607384067689087012354329;



S mod M = 67675640795094503562173784000;
M = (S mod Mo)(L/e) = 4075154940;

text(M) = «TeHby.
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Hipke mpuBeieH CHUMOK 3KpaHa ¢ OKHOM mporpaMmbl «BCalcy.

ST
o
|4075154340 |
TT1 363542076673
2 Iz 728740902979
E] T3 522993716719
c c1 246562534516
|1 285556695640081192026944 33926047373 ot 201375746601
o 3 222724269731
ITBHb
M 135855566956400811930269443392 6047373
D—t+B I D=A"E|modt| D = test] & ] I DA I ral 3811269133741473 89205901
raz 19013022 1562955939995887
D=A*B I D =A"01/B] I D=number[-“-‘«]| D> I ra3 26402 7951225542572108867
_ ni 287993142707
D =& divB | A0 -B*C =M | Increase number of rows |

D =& modC |

cl¥*nl*ml
CZ *nz fm
o3 *nd *m3

San

106614970676
JEZ1T71I0DEZEZEZ65

2706321444499 623 12609275579 7408561 509279650618
SO06395513461 752169 V2E22 1537870202 63988701925¢
189827963 7O945532429031836813556161274170345359¢8
JA56VE9EZVE640353 37521816073 54067 6590870123535

Sswo mod M 67675640729 5094503562 173754000

message 4075154940

Clear I |
Clear & B.C |

Clear grid |

| |

IIpumep kpunToanaausa aaropurma RSA
ATaka Ha aJITOPUTM U GPoOBaHUS I'SA MOCPEICTBOM

Metoaa ®epma

OcHoBHas HNACA 3aKJIII04YacTCsa B TOM, 9TOOBI MCIOJL30BaTh KIIIOYH mapamMu, COCTOAIIUMHU H3

KJIro4a 3aHH/I(1)pOBaHI/I$I n KJIr4a pacnm(prBaHI/m, KOTOPBIC HEBO3MOXXHO BBIYHUCIWUTH OJUH U3

JpyTroro.
B 1976 r. Beinuia ocHoBomnomnarawomas padota [4]. C 3Toro BpeMeHH OBLIO CO3JaHO MHOTO

AJITOPUTMOB, HCIIOJIB3YIOIIUX KOHIICIIIIN IO OTKPBITBIX KJTFOUEeH. AHFOpI/ITM SIBJISICTCS

OOIIeIOCTYITHBIM, HET HEOOXOAMMOCTH B CEKPETHBIX KaHaiax cBs3u. OOmas cxema BBITJISIUT
CIIEAYIOIINM 00pazoMm:
1. Kaxaplii mosnp3oBaresb reHEpUpYyeT Mapy KI4el: OAMH Uil IU(POBAHUSA, JPYrou JUIs

nemudpoBaHusl.
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2. Kaxnplii monp30Barenb MyOJIMKYeT CBOM KITtoU MIM(POBaHUsS, pa3MEIIaeT ero B OTKPBHITOM
JUTS BCEX JIOCTYIE. BTOPOIi KITt04Y, COOTBETCTBYIOLIUI OTKPBITOMY, COXPAHSETCS B CEKPETE.

3. Eciim monp3oBatens A cobupaercs mociiaTh COOOIIEHUE Mojb3oBarento B, on mmudpyer
COOOIICHNE OTKPBITHIM KIIFOUOM TOJIb30BaTes B.

4. Korna monp3oBarens B momywaer cooOmieHue, oH Aemm@pyeT ero ¢ MOMOIIBIO CBOETO
TUYHOTO (CeKpeTHOro) kioya. Jlpyroil momydarenb HE CMOXET JemudpoBaTh COOOIICHUE,

MOCKOJIbKY JINYHBIH Kito4 B 3HaeT Tospko B.
RSA-k1109M TeHepUPYIOTCS CICIYIONTUM 00pa3oM:

1. BoiGuparoTcs aBa pasIMUHBIX ClydaiHbix mpocteix umcia Pu 93amannoro pasmepa
(manpumep, 1024 6ura kaxxgoe).
2. Beruncnsercs ux npoussenenue ¢ — P 4, xotopoe naszpiBaeTcs MomyneMm.

3. Beruucnsiercs 3HaueHue GyHKIUU Diiepa oT yucia 1i:
p(n)=(p-1)-(g—1).

4. BpiOupaercs 1enoe 4ucio € (1 < €< 99(”}), B3aMMHO IIPOCTOE CO 3HAYECHHEM

byHKIIUN 5'9(”). OOBIYHO B KauecTBE E£0epyT MPOCTHIE YHCIA, COJCpIKAIINe HEOOJbIIOoe
KOJIMYECTBO CAWHWYHBIX OWUT B JBOMYHOM 3alMcH, HAmpumep, mpoctbie yucia depma
17,257 nmm 65537.
o Ywucno £Ha3pIBA€TCS OTKPBITON IKCIIOHEHTON
o Bpewms, HeoOxomumoe s mU(PPOBAHUS C MCHOJB30BAaHUEM OBICTPOTO
BO3BECHUS B CTEIEHb, MIPOIOPIIMOHAIBHO YUCITY €AMHUYHBIX OUT B E.
o CnumkoM Manble 3Ha4eHHsI €, HalpuMep 3, MOTEHIUAIbHO MOTYT OCIA0HUTh

0e301acHOCTh cXeMbl RSA

5. Beramcrsiercs 9ucio (, MyTbTHINIMKATHBHO 0OPATHOE K YHCITy €10 MOLYIIO 5'9(”},

TO €CTh YHUCJIO, YIOBJICTBOPAIOMICC CPABHCHUIO!
d-e=1 (mod p(n)).

o Ymucno dHaSBIBaCTC}I CereTHOﬁ 3KCIOHEHTOM. O6LI‘-IHO, OHO BBIYHUCIIACTCA

IIPU MIOMOIILM PacIIMPEHHOro anroputMa EBknnpa.
6. Ilapa {E! n}ny6n1/11<yerc51 B KaueCTBE OTKPHITOro Kiatoya RSA

7. Tlapa {d! n }HrpaeT poJib 3aKkphIToro Kitoda RSA u nepxkutcs B cexpere.


https://ru.wikipedia.org/wiki/���
https://ru.wikipedia.org/wiki/�������_������
https://ru.wikipedia.org/wiki/�������_�������_�����
https://ru.wikipedia.org/wiki/��������_�������_���������
https://ru.wikipedia.org/wiki/�����_�����
https://ru.wikipedia.org/wiki/��������_��������_����������_�_�������
https://ru.wikipedia.org/wiki/��������_��������_����������_�_�������
https://ru.wikipedia.org/wiki/��������_��������_����������_�_�������
https://ru.wikipedia.org/wiki/�����������������_�������
https://ru.wikipedia.org/wiki/���������_��_������
https://ru.wikipedia.org/wiki/�����������_��������_�������
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Boruucienus

Kak mudposanne, Tak u pacmmdpoBanue B RSA mpenmnonararoT MCIOIb30BAHUE OTEPAIIUU
BO3BEJICHUS 1EJIOr0 4YHclia B Leiylo crerneHb no monayinto N. Eciaum Bo3BeleHHe B CTENEHb
BBITNIOJIHATh HEMOCPEICTBEHHO C LIEABIMU YHCIAMU M TOJIbKO IOTOM IMPOBOJUTH CPaBHEHUE I10
Moayiro N, TO MPOMEKYTOUHBIE 3HAUCHUSI OKAXKYTCS OTPOMHBIMHU. 37I6Ch MOKHO BOCIIOJIb30BaThHCS

CBOWCTBaMHU apudmeTuxu B KJ1accax BBIYETOB

(@ mod N)>b mod N) mod N =(ab) mod N

Takum 00pa3oM, MOXHO pPaccCMOTPETh
MPOMEXYTOUHble pe3ynbTaThl 1o Monayidto N. DTo [emaer BBIUMCICHHUS NPAKTHYECKU

BBIITOJIHUMBIMH.

O BbIOOpe yncea P u g

Hns pabotel anroputMa RSA HyxHBI mpocthle uncna. Haunbonee npuemiieMbIM SBISETCS
TCHEpallusl CIy4alHbIX YHCENl M TOCIeIyIolas NpoBepka HMX Ha mpocToTy. CyIlecTBYIOT
BEPOSITHOCTHBIE TECTHI, ONPENENAIONINE C 3aJaHHON CTENEeHBIO JOCTOBEPHOCTH (aKT MPOCTOTHI
ymucia. Bo3HukaeT Bompoc, 4To MPOU30MAET, €CIU YHClIa OKKYTCS COCTaBHBIMU? MOXXHO CBECTH
BEPOSITHOCTh TAKOTO COOBITHS JI0 MPUEMIIEMOTO MUHHMYMa, UCTIONB3Ys TECThI Ha pocToTy. Kpome
TOTO, €CJIM TaKoe COOBITHE MPOU3OHAET, 3TO OyAeT ObICTpO OOHapykeHO — IU(POBAHHUE H
pacmmdpoBanue He OyIyT paboTaTh.

Kpome pa3psiHOCTH P U (, K HUM IPEABSIBISIFOTCS CISAYIONINE TOTIOTHUTEIbHbBIC TPCOOBAHUS:

— YHcTa He JOJHKHBI COJIEPKATHCS B CIIMCKAX U3BECTHBIX OOJBIITUX MPOCTHIX YHCET;

— OHHU HE JIOJDKHBI OBITh OJIM3KMMU, TaK KaK HHAYe MOKHO BOCIIONIB30BAThCS ISl PaKkTOpU3aLun

(PFAy2. N =(P; 2

N Meroom depma 1 pelIuTh ypaBHEHUE 2 c :

— B anroputMe RSA Bcerna ecTh SKBHBAJICHTHBIE IO PacIM(POBAHUIO TIOKA3ATENN CTEIICHEH,

d'=d+[p-1q-1]

Harnpumep d u . IIpr TOM SKBHBAJIECHTHBIX PEIICHUU TEM OOJIBIIE, YeM
oompie (p — 1, q — 1). B ayumem caywae (p —1,q—-1)=2p=2t+1,g=2s+ 1, tme s, t —

HEUYeTHBIE YhCla ¢ ycioBueM (S, t) = 1.

YroObl HCKIIOYHUTH BO3MOKHOCTH MNPpUMEHCHUSA MECTOJ0B q)aKTOpI/ISaI_H/II/I HaKJIaAbIBAOT
cienymolee orpanuuenue: uncna p—1, p+1,q—1, g + 1 He AOKHBI pa3naratbcs B IPOU3BEICHNE
MaJIEHBKUX MPOCTBIX MHOXXMTENEH, JOJDKHBI COJIEpKaTh B KAUeCTBE COMHOXHUTENSA XOTsS Obl OJJHO

6onpmioe npocroe yuciao. B 1978 r. PaiiBect chopmynupoBan HauOosnee cuibHbIE TpeOOBaHMUS.
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-1 +1 -1 +1
=P p=Pot a= 6=ty

UYucna JOJKHBI OBITH TPOCTBIMHU, MPUYEM

qucia P1— lu J1— 1 HE JOJIKHBI pa3jiaratbCia B IMIPOU3BCACHUC MAJICHBKUX ITPOCTHIX.

O BbIGOpE mapamMeTpoB € u d

PaccMmoTpuM Bomipoc 0 BbIOOpE SKCIOHEHT MU(pPOoBaHus U pacurdpoBanusd. Tak Kak 3HaYeHUs
e u d onpenessroT BpeMsl 3aiudpoBaHus ¥ pacuiu(poBaHus, TO MOKHO Ha3BaTh PsJi CUTYALHi, B
KOTOPBIX JKelaTellbHO UMeTh Masioe 3HaueHue ¢ u 0. Hampumep, mpu MCHONB30BaHUU CHUCTEMBI
RSA npu 3ammre 371eKTPOHHBIX IUIATEXKEH C MPUMEHEHHEM KPEAMTHBIX KapTOYEK €CTECTBEHHBIM
SIBJISIETCS] TPEOOBAHKE UCIIOJIb30BAHUS HEOOJIBIINX 3HAYCHHI SKCIIOHEHTHI 0 y BlIa/ieNblia KapTOUYKH
1 00JIBIIOTO 3HAUEHMsI SKCIIOHEHTHI € Y LIEHTPaIbHOTO KOMIIBIOTEPA.

OnHako BBIOOp MajbIX MHapaMeTpoB ¢ wiu d MpeAcTaBiseTcss HeOe30HacHBIM IO Psay
cooOpakeHuid. Ecnu MaiibiM SIBIISIeTCS CEKpETHBIH mapamerp O, TO MOXXHO TPUMEHHUTH METOJ
nepebopa MajbIX 3HAYCHUH JI0 MOJYYEHHs] KICKOMOro 4ncia d. A eciii MaJibiM SIBJISIETCSl TapameTp

€, TO OOCTAaTO4YHO 6OJ'IBH_IOG YUCJIO OTKPLITBIX COO6HI€HI/II>'I, YAOBJICTBOPSAIOINNUX HCECPABCHCTBY
x<%/N,

IMO3TOMY MX MOXKHO HalTH IMIyTEM U3BJICUCHUA KOPHA CTCIICHU €.

y =x%(mod N)

6y,I[YT BaIHI/I(prBBIBaTBCH IIpOCTBIM BO3BCACHUEM B CTCIICHDb

I[pyras[ aHAJIOTMYHasA CUTyaluss MOXCET CJIOXUTBCA, KOrjga Yy HCCKOJIIBKUX a0OHEHTOB
HCIIOJIB3YCTCA OJMHAKOBAas OJOKCIIOHCHTA ¢C. Torma cTaHOBUTCSA BO3MOJKHA araka Ha OCHOBE

KHUTalCKON TeopeMbl 00 OCcTaTKax (CM. HUXKeE).

Xoa padoTsl

1. Beraucistem n = [sqrt(N)] + 1. B mone A nomemniaem N, B mosie B — 2; Haxkumaem kHOnKy «D
= AN1/B)». B mone D 3anocutcst umciao 8112686, B mepByt0 CTpOKY TaOIHIBI — COOOIICHHE

«[error]». 9To cBHUAETENBCTBYET, O TOM, 4TO N HE SBJISIETCS KBaIpaTOM IIEJIOT0 YUCIIA.

2. 13 = n + 1. Bo3Bogum umcio t; B kBaapat: A: = 8112687, B: = 2, C: = 0 (Bo3BeneHue B

KBazpaT OyzneT IPOU3BOJAUTHCS HE IO MpaBUIaM MOJIYJIbHOW apudpMmeTHku), Haxumaem «D = A"B

mod C» => D = "2 = 65815690359969. Brruncisem
w; = 12 — N. Iug sroro A= 1,72, B:= —N, 3arem Haxxumaem «D = A + By = D =
= w; = 18491912. TIlIpoBepsieM, sBisieTcs 7 Wj; KBaApaToM Ieloro umcua: A= Wy,

B:= 2, naxxumaem «D = A"(1/B)» => B mepBoii CTpoKe TaOJIHIIbI MOSBISACTCS COOOIICHHE «[Error]»,
CIIeIOBATENIFHO MPOJIENBIBAEM 1. 2 3aHOBO ¢ tp = N + 2 u Tak janee, MoKa He HaiileM, 94To HEKoe Wi

ABJIICTCA KBAAPATOM LECJIOTO YHCJIA.
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3. IIpu BBIYMCIIEHUHU KBAJPaTHOTO KOPHS Ws IIepBasi CTpOKa TaONULBI ocTaeTcs mycToid, a D =
sqrt(ws) = 9132, 4TO CBUJICTEIILCTBYET 00 ycrexe (baxTopHu3aImu.

ts = 8112691.

4. Boruncnsiem p = t5 + sqrt(ws); A:= ts, B:= sqrt(ws), naxkumaem «D = A+ B» == D =p=
8121823; q = ts - sqrt(ws) = 8103559. Beraucnsem
Phi(N) = (p — 1)(g — 1), Ai= 8121822, B:= 8103558, maxxumaem «D = AB» => D =
= Phi(N) = 65815655642676. Bpruucnsem d, kak oOparHeii k e A= e, Bi= -1,
C:=Phi(N), mHaxxumaem «D = A"B mod C» => D =d = 12490789985101.

5. IpousBoaum pemmmdpanuto mudponoka C: A:= C; B:= d; C:= N. Haxxumaem «D = A”B mod
C». B moste D nHaxomutcst ucxognoe coodmenne M = 3402418120. IlepeBoaum M B TeKCTOBBII BUI.

Jlst atoro A:= M, Haxkumaem «D = text(A)» => D = = «KM3U».

Bapuant Ne20

|3844092384

= S592Z5060669503
B e 4156793
|48812902038El5? wl7 312761241055943 65655963 60897
C
|559250606639502 wig 31276124108595457157176999358
1]
= wisd 3127612410889660565839035951
D=f+B | D=A"Bmodc| CBTAT] pea | n 7475307
£l F4TEI08
D=A*E | D=A"1/EB] | O = number[ & ] D --> table | 2 F47EI09
O=AdvE a0 BT =M | ber af 3 TATEIL0
= I | - = | NCrease NUmbDer of rows | ta 2475311

D=amodC t5 7475312

sgrt (w5 9471

v TAETVES

=1 TE65541

Phi S55925045712580
=} 49512902035057
M 3591192544

Clear D
Clear & B, C
Clear grid Fe >

OtBert: «30Banms nporokona TCP: dparmenTamnus Ha yposHe 1Py



Bapuant Ne23.

BCalc
2

|4008702656

B

|2503?S?9834‘I 25
c

|4899298857B733

D

|0rrr|4

D=4+8 | D=aBmodc||;

poa |

p=4-8 | D=a71/8)| D=rumbera) | Do raie |

D=sdve | aD-C-n |

Increase number of rows |

D =2 mod C

Clear D
Clear &, B C
Clear grid

45992955576 7T55
4545733
52939501
6999502
£999503

TFEZ6

FoOos5z2
699Z177
45992974577 TES
250379795341z 5

OtBer: «ontuManbHbIM MTU Ha ypoBHe DLC Manenbkuii
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Kax BUIHO W3 IpUBENEHHBIX BbILIE NPUMEPOB (a TakKe U3 MPUMEPOB BHIIOJHEHUS 3a/laHUMN

mabopaTopHBIX padoT) BHIOOP MapaMETPOB KPUITOCHUCTEMBI SIBJISICTCS OTBETCTBCHHOW 3a/1adyci.

HapaMeTpH HeO6XOI[I/IMO BLI6I/IpaTL B CTpOIroM COOTBCTCTBHU C Tpe6OBaHI/IﬂMI/I. CYH_ICCTBYIOH_II/IMI/I

B HACTOAIOUMU BpEMA MCTONAMU (I/I IpHU HUCIOJB30BAHUHN CYIICCTBYIOHIUX B HACTOSAIICC BpPEMS

BBIUHCIIUTENBHBIX MOIIHOCTEN) aTaka Ha ajJrOPUTM W/MIU KPUIITOCHUCTEMY BO3MOYKHA JIUMIIb NPHU

HEy/JauHOM BBIOOpE TapameTpoB. B mporiecce BBITIOMHEHUS 3a7aHUi JIaOOPAaTOPHBIX PabOT BBHI

Y6CI[I/ITCCB B 00OCHOBAaHHOCTH MEPCUNUCIICHHBIX Tpe60BaHHI>i K MapamMeTpaM KPUIITOCUCTEMBI. B

YaCTHOCTH, HeO6XO,[[I/IMO o0ecneyuThb KaXJA0MYy IIOJIb30BATCIII0 YHHUKAJIBHBIC 3HAYCHUS P, ( U

YHHKAJILHOC 3HAUYCHUE €, YIOBJICTBOPSIOIIHNEC Tp€6OBaHI/I$IM, MPUBCACHHBIM BBbIIIC.
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4. KPUIITOTPAOUYECKHUE ITPOTOKOJIBI B CETAX IIEPEJAYUN JTAHHBIX

4.1. Teopusi IM(PPOB € OTKPHITHIM KJIHYOM KPUNTOrpaduuecKue MpoTOKOJIbI
B CeTSX NnepeJayu JaHHBIX

Be3onacHocTh ceTn mepeiayu JaHHBIX HA TPaHCHOPTHOM ypoBHe SSL u TLS [15]

besonacnocmv mpancnopmmnozo yposns obecnieunBaeT ycilyru Oe30macHOCTH "M3 KOHLA B
KoHel" A NPUIOXKEHUH, KOTOpPbIE HCHOJIb3YIOT IMPOTOKOJIBI TPAHCIIOPTHOIO YPOBHSI, TaKue
kak TCP. OcHoBHble WJeH TpeIHA3HAYEHBl Ui TOTO, YTOOBI OOECIEYUTH  YCIyTd
O6esonmacHoctu Ha cetd MutepHer. Hampumep, korma B CeTH HUMEIOTCA HMHTEPAKTUBHO
pabotatomiue onnaiiH(online)-MarasuHsl, TO KeJaTEIbHbI CIEAYIONIUE YCIYTH 0€30MacHOCTH:

1. KnueHT nomxkeH yOenuThCS, YTO CEepBEp NPUHAMICKUT (PAKTHUYECKOMY HpPOJABLY, a He
camo3BaHIly. KiumeHT He xoueT cooOlaTh CcaMO3BaHIly HOMEpP KpEAUTHOH KapTOYKU
(ycTaHOBIIEHUE TTOJIMHHOCTH 00BEKTA).

2. KiameHT ¥ mpopaaBell JOJDKHBI OBITh YOEXKIEHbI, YTO COJAEp)KaHHE COOOLICHHUS He
M3MEHEHO B TeYEeHHUE nepeiau (11eI0CTHOCTh COOOIEHMS).

3. Knment u mponaBen; AOMKHBI OBITh YOEKIEHBI, YTO CaMO3BaHEIl HE TEPEXBATUT
YYBCTBUTEJIbHYIO UHPOPMaLHUIO, TaKylo KaK HOMeEp KpeIUTHOU KapTOUYKU
(KOH(UICHIIHATILHOCTB ).
CeromHsd TpPUMEHSIOTCS B OCHOBHOM JIBa TIPOTOKOJa oOecreuyeHUs 0Oe30MacHOCTH Ha
TpaHCIIOPTHOM ypoBHE: [Ipomoxon "Vposenv 6ezonacuvix posemok" (SSL - Secure Socket
Layer) u Ilpomoxon besonacnocmu Tpancnopmmuozco yposus (TLS - Transport Layer Security).
Msl cHavana obcyaum SSL, 3atem TLS, a moToM HMX CpaBHUM U MOKaXEM HUX OTIUYUS JIPYT OT
Apyra.

Opna 13 1enei 3TuX NPOTOKOJIOB COCTOUT B TOM, YTOOBI 00€CTIEUUTH CEpPBEP U KIUEHTA

yCIyraMyd YCTaHOBJIEHUS! TOMJIMHHOCTH, KOH(UJIEHIMAIBHOCTH U LEIOCTHOCTH JAaHHBIX.
[TpuknagHoil ypoBeHb mporpamMm KiHeHT-cepBep (client-server), Takux kak SI3bIK mepenauu
runeprekcra (HTTP), koropsiiit ucnonszyet ycayru TCP, MokeT HHKaNCyIMpoBaTh CBOU

naHHble B makeTsl SSL. Ecnu cepBep U KIIMEHT COTIacoBaHbl ¢ (G YHKIIMOHUPYIOIUMU

nporpammamu SSL (umu TLS), To kiaueHt moxet ucnonbszoBate URL https: // ... BMecTo

http:// ..., st Toro 4toOsI paspemuth cooduienusm HTTP unkancynmupoBaTbes B HaKeTh

SSL (umu TLS). Hanpumep, HoMepa KpeUTHON KapTOYKH MOTYT OBITh 0€30MacHO MepeaHbl

yepe3 VIHTepHeT 11 OHIIalH-TIOKYIIaTeei.
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IIporokoa SSL

SSL (anru. secure sockets layer — ypoBeHb 3alIMIIEHHBIX COKETOB) — KPUNTOTrpadUUECKUMA
MIPOTOKOJI, KOTOPBIH Mojapa3zymeBaeT Oojee Oe3omacHyio CBsi3b. OH HCIOJIB3YeT aCHMMETPHUYHYIO
Kpunrorpaguio s ayTeHTU(UKAIUM KIoueil oOMeHa, CHMMETpUYHOE IMH(pOBaHUE IS
COXpaHCHUS KOH(PUACHIIUATHHOCTH, KOIbI ayTEHTU(PUKANUU COOOMICHUH IS IEJIOCTHOCTH
coobuieHuit. [IpoTokos MUPOKO HCHOIB30BANCA AJIi OOMEHAa MTHOBEHHBIMH COOOIICHHUSAMHU U
nepeaauu rosoca uepes [P (anrn. Voice over IP — VoIP), B Takux npriioxKeHUIX, KaK dJICKTPOHHAS
nouta, MHTepHer-pakc u nap. B Hacrosmiee BpeMs H3BECTHO, YTO IPOTOKOJN HE SBISETCA
Oe3omacHbIM. SSL 10JKeH OBITh HCKITFOUEH U3 paboThl B oib3y TLS (cm. CVE-2014-3566).

SSL wu3nawanpHO paspaboran kommnanuei Netscape Communications it m006aBieHUs
nporokona HTTPS B cBoit BebO-Opaysep Netscape Navigator. BrocnenctBuu, Ha OCHOBaHUU
npotokojia SSL 3.0 6s11 pazpadotan u npunsaT cranaapt RFC, nonyunsmmii umst TLS.

[Tporoxon SSL obOecneunBaeT 3allMIIEHHBbIH OOMEH JaHHBIX 3a CHET JIBYX CIEAYIOLIUX
AJIEMEHTOB:

e Ayrentuduxanus

e [ludposanue

SSL ucnonp3yer acUMMETPUYHYIO KpUNTOrpaduio Uisl ayTeHTUUKALUM Kito4yed oOMeHa,
CUMMETPUYHBI [P UIsI COXpaHEHHWs KOH(PHUICHIMAIBLHOCTH, KOJIBl ayTEeHTU()UKAIUU
COOOIIEHNH 715 LIETOCTHOCTH COOOLICHU.

[Tpotoxkon SSL mnpenocraBnser "Oe3omacHbli KaHai", KOTOPbIi HMEET TPH OCHOBHBIX
CBOMCTBA:

1. Kanan sBnsercs wactHbiM. llludpoBanue wucnonb3yercs Uisi BCeX COOOIEHUH Mocie
MIPOCTOTO IMANOra, KOTOPBIA CITYXKHUT JUIsl ONPEIEICHNs CEKPETHOTO KITIoYa.

2. Kanan ayrentudunuponas. CepBepHas CTOpOHa AMAlOra BCErJa ayTEHTU(UIMPYETCs, a
KJIMEHTCKas AEJAeT 3TO ONLMOHHO.

3. Kanan nagexen. TpancopTupoBka COOOIIEHUH BKIIFOUAET B ce0sl MPOBEPKY IETOCTHOCTH.

[Tpeumymectsom SSL  sBigercs TO, 4YTO OH HE3aBHUCHMM OT NPHUKJIAJHOTO IPOTOKOJIA.
ITpotokonsl npunoxenut (HTTP, FTP, TELNET wu T.1.) MoryT paboTath noBepx nporokoia SSL
COBEpIICHHO MPO3pavyHo, T € SSL MOKEeT coracoBbIBaTh AITOPUTM HIU(PPOBAHUS U KIIIOY CECCUU, a
TaK)Xe ayTeHTU(PUIMPOBATh CEPBEP J0 TOTO, KaK MPHIIOKEHNE MPUMET WIN MepeaacT NepBblii OalT

COOOIIEHUS.
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2.1 IlpyHnun padoTsl

SSL ucnone3yeT cpemy ¢ HECKOJBKHUMH CJIOSMH, YTO OOecrednBaeT 0e30MacHOCTh OOMEHa
unpopmanueii. KonpuaeHunansHOCTh OOIIEHUS MPUCYTCTBYET 3a CYET TOro, 4TO Oe3omacHoe
COEMHEHNE OTKPBITO TOJIIBKO L[EJEBBIM MOJIB30BATEISIM.

2.1.1 MHorocJi0iiHas cpeaa

ITporoxon SSL pazmemniaercss Mex1y AByMs MPOTOKOJIAMH: IPOTOKOJIOM, KOTOPBII UCIIOIB3YET
nporpamma-kiaueHt (HTTP, FTP, LDAP, TELNET etc) u TtpancnoptHbiM mpotokojom TCP/IP.
SSL 3amuiiaer nanHble BeIcTynas B posiu (GuiabTpa JUisi 00eUX CTOPOH U IepelaeT UX Jajnee Ha
TPAHCHOPTHBIN ypoBeHb. Pab0Ty MpoTOKOIa MOKHO Pa3/IeinTh Ha BA YPOBHSI:

1. Cnoit nporokona noareepxaenus nogxmouenus (Handshake Protocol Layer)

2. Croil mpoToKoOIIa 3aMnucu

IlepBbli1 ClI0H, B CBOIO O4EPEb, COCTOUT U3 TPEX MOAIPOTOKOJIOB:
1. Ilporoxon moareepxxaerus noaxiaroueHus (Handshake Protocol)
2. IIporokon nuszmenenus napamerpon mudpa (Cipher Spec Protocol)

3. Tlpenynpenutenbublii mpotokoin (Alert Protocol)

IIpoToko., noaATBepP KAeHUs MOJAKIIOYEHHS UCIIOJIb3YeTCs JUIsl COIJIaCOBAHUS JAHHBIX CECCUU
MEX]y KIMEHTOM U cepBepoM. K JaHHBIM ceccuu OTHOCATCS:

e lneHTH(UKAIMOHHBII HOMEP CecCHU

e Ceprudukarsl 00euX CTOPOH

e [lapamerps! anropurMa muGpoBaHUS

e Anroputm cxatusi UHpopMauu

e "OOmuit cekpeT" NpUMEHEH AJIS CO3JJaHMs KITF0Uel; OTKPBITHIN KIH0Y

IIpoToxkos moaTBep kIeHUs] MOAKIIOUYEHUs] TPOU3BOANUT LIETIOUKY OOMEHA JaHHBIMH,

YTO B CBOIO OYepeb HAUMHAET ayTEHTHU(UKAIMIO CTOPOH U COIJIACOBBIBAET LIM(pPOBAHUE,
X31MpoBaHue u cxarve.  Crenyromuil 3Tan - ayTeHTU(UKAIUS Y4YaCTHHKOB, KOTOpas

OCYHICCTBIIACTCA TAKKC IMIPOTOKOJIOM NOATBECPIKACHUS IMOAKITIOYCHU.

IIpoTokos W3MeHeHHsI MapaMeTPOB MIM(Pa HCIOIB3YyeTCs UIS U3MEHEHUS JaHHBIX KIIFOYa
(keyingmaterial) - wHpOpManuu, KOTOpas HCIOJB3YETCS JUIS CO3MAAHUSA KIHOYeH MIH(PpPOBaHHUS.
[TpOTOKOJ COCTOMT BCEro M3 OJHOTO COOOILICHHUS, B KOTOPOM CEPBEP T'OBOPUT, YTO OTIIPABHUTEIIH
X0YeT U3MEHHUTh HA0Op KITFOUEiH.

IpenynpenuTeabHbIi MPOTOKOJ COJCPKUT COOOIIECHHE, KOTOPOE MOKa3bIBAET CTOPOHAM

M3MEHEHHUE CTaTyca WA COOOIIaeT O BO3MOXKHOM omuOke. OOBIYHO MPEayNPEkICHUE OTChUIACTCS
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TOrga, KoOrjga IOAKIIFOYCHUC 3aKpPbITO W IMOJYYCHO HCHIPABUIIBHOC COOGH_IGHI/IC, COOGH.ICHI/IG

HCBO3MOKHO paCIJ_II/I(i)pOBaTL HJIU MTOJIB30BATCJ/Ib OTMCHACT OIICpALIUTO.

Hudposbie cepruduraTh

[Tpotokon SSL wucnonb3yer cepTUGHUKATHl Ui NPOBEepKH coeauHeHus. CepTuduKaTsl
pacrioyio’)keHbl Ha 0€30macHOM cepBepe M HUCHOJB3YIOTCS s IHM(POBAaHUS JNaHHBIX U
uaeHTU(DHUKAITAN Web-caitira.

Crnioco6s! mosryuenust SSL-cepTudukara:

1. Hcnonb3oBath cepTudukar, Biganubii CA

2. Hcnonb30BaTh CaMOMOANMCAHHBIN cepTU(UKAT

3. Hcnoaw3oBarh "mycToi" ceprudukar

CamonoanucanHbiii cepTudukar - cepTudukar, Co3TaHHBIM CaMUM I0JIH30BATEIEM - B 3TOM
cllydae u3JaTenib cepru(ukara coBmazaeT ¢ BiaaenbleM ceptudukara. “Ilyctoil” ceprudukar -
ceptudukar, coaepx amuii GUKTUBHYI0 HHPOPMAIINIO, UCIOIB3YEMYIO B Ka4eCTBE BPEMEHHON /ISt

HacTpoiiku SSL 1 mpoBepku ero pyHKIMOHAIBHOCTH B JAHHOU Cpefie.

Mexanu3mbl 00pa3oBaHus KJIK04a 1Js Tekyulei ceccuu B SSL/TLS

Jliis oOMeHa NOJUIMHHBIMU U KOH(QHIEHIIMAIBHBIMU COOOIIEHUSAMH KIMEHTY U CEpBEPY HYKHbI
mecTh Kpunrorpaguyecknx OOBEKTOB CEKPETHOCTH (YeThIpe KIIoYa H  J1Ba BEKTOpa
vHUNHaIm3anun). OaHako 4ToOBI CO3/aTh WX, MEXAY ITUMHU JBYMsI CTOPOHAMH JIOJDKEH OBITH
YCTaHOBJCH OJMH MpEIBapUTENbHbBIA TJIABHBIA CEKpeTHBIH Kkoja (pre-master secret). SSL
oIpeJieIAeT MIeCTh METOA0B OOMEeHa KJIFouaMH, YTOObl YCTAHOBUTh 3TOT MPEABAPUTENbHBIA 00BEKT
cekperHocTi: NULL, RSA, anonumusiii uddu-Xemnman (Diffie-Hellman), kpaTkoBpemeHHbII
Hudpou-Xennman, puxcupoBanusiii Auddu-Xennman u Fortezza

RSA

B stoM MeTone mnpenBapUTeNbHBIN TJaBHBIM CeKpeTHbI Kkox - 48-0aiiToBoe ciyuaiiHoe
YHCII0, CO3/1aHHOE KJIIMEHTOM, 3alIM(pOBaHHOE OTKPBITHIM KitouoM RSA-cepBepa u nepenaBaemoe

cepBepy. CepBep A0KeH niepenarb cBor cepTudukar mudposanus/nemmudpoBanust RSA.
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Krmtent A Cepsep
n—— = o] SanmdpoEaHHBI CepEep oM
- OTERBITBIN KIHOY
Y s| ef
[MpegsapuremBHL T
TTIABHBIH CEKpeTHbIT
Lakis

Puc. 4.1 — RSA — cMeHa kI1to4a; OTKPBITBINA KIIFOY cepBepa
AHOHUMHBIH TPpoTOKO0J AndPpu-Xenamana
D10 camblil IPOCTON U Haubosee HeHaAeXKHbIN MeTo. [IpeBapUTEnbHBIN ITIaBHBINA CEKPETHBIN
KOJI YCTaHABIMBAIOT MEX/y KIIMEHTOM U CEPBEPOM, HCIONB3Ys poTokou Juddu-Xemmmana. [Ipu
3TOM TEpeNaloT MOJOBUHY KIF0Ya B UCXOJHOM TEKCTE - 3TO Ha3bIBACTCS aHOHUMHBIM MPOTOKOJIOM
Huddu-Xennmana, moToMy 4YTO HU OJHA CTOpOHAa HE W3BecTHa Apyrou. Camblil cepbe3HbIi

HEJIOCTATOK 3TOr'0 METOa - BO3MOXKHOCTh aTakH "mocpeHuKa'.
Knuent

____________ Cepsep

s
E gp.g

g2p.gf >

[IpegsapuTe BHEGT MMABHELH CeKpe THBI KO I,

g mod p

Puc. 4.2. AnonumuBIi ipoTtokon Auddu-Xemimana cMeHbI KiTroueit
KparkoBpemennsbiii Mmeron Audpu-Xemmmana
Uto0bl copBaTh aTaky "MOCpeqHHUKa", MOXKET OBITh MCIOJIb30BaHA KPaTKOBpEMEHHas CMEHa
kmouedr MmerogoM [udpou-Xemimana. Kaxnmas cropona mnepenaer kimou Judou-Xemimana,

MOANKUCAaHHBIA CBOUM CCKPCTHBIM KJIFOUOM. Ha HpHeMHOﬁ CTOPOHC HOJI)KHBI ITPOBCPUTH MOAIHCH,
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UCTOJNB3ysl OTKPBITHIA K04 mepenatunka. OOMEH OTKPBITBIMH KJIIIOYaMU Ui TIPOBEPKHU

ucnonb3yet 160 RSA-, mubo DSS-ceptudukar mudposoit noamucu.

Knuenr S1g:: TlogmicadHeIi OTKPEITEIM KIOYOM CEPEEPA
S1g,. [ToAmicaHHeIR OTKPEITEIM KIEOYO0M KIHEHTA

=
e
d

S1gs (2.p.2°%)

Sige (2.p.29) >

[IpegsapuTebHBI MMABHBIA CeKpe THRIA KO

g mod p

Puc. 4.3. KparkoBpemeHHslii mpotokoi Auddu-XemimaHa CMEHbI KITFOUYCH

®dukcupoBannblii MeToa Auppu-Xenamana

Hpyroe pemenue - ¢pukcupoanubiii Mmeroa Auddu-Xemnmana. Bce 00bEKTHI B TpyIe MOTYT
MOJrOTOBUTh (PUKCHpOBaHHBIE MapaMeTpbl ( g U p). 3aTeM KaxIbli OOBEKT MOXKET cO31aThb
(buKCUpOBaHHYIO TMOJNOBUMHY Kiatoda ( OX). s jgomonHuTenbHOM Oe30macHOCTH — Kaxzaas
oTHenbHas nojoBHHA Kimtoda Juddu-Xemnmana BcTaBisieTcs B CepTHUPUKAT, MPOBEPEHHBIN
ueHtpoMm ceptudukanuu (CA). Jpyrumu cioBamu, JBE€ CTOPOHBI OTAEIbHO HE OOMEHHBAIOTCA
nonykmoyamu; CA mepefaer NMOJIyKIo4M B crenuanbHoM ceptudukatre RSA umm DSS. Korna
KIMEHT JIOJDKEH BBIYMCIUTD HNpeo8apumenbHulil 2lasHblll CeKpemmublli KOO, OH HCIOJb3yeT
CBOM COOCTBEHHBIH (UKCUPOBAHHBIA TMONYKIOY U TOJYKIIOY CcepBepa, MOJIyYeHHBIH B
ceprudukare. CepBep nenmaeT TO XK€ camoe, HO B obpaTHOM mopsiake. OOpaTuTe BHUMaHHUE,
YTO B 3TOM METOJIe¢ HE MepelaroTcsi COOOIIEHUsI CMEHbI KIIouel, a MPOUCXOAUT TOJIBKO OOMEH

cepTH(UKaTaMu.

AaroputMsbl mMppoBaHus/aemppoBaHu

EcTh HEeCKOIbKO BO3MOXKHOCTEH BbIOOpa anropuTMa mudpoBanus/aemmdposanus. Mbl MoxeM
pa3fenuTh alropuTMbBl Ha 6 TpyMIN, Kak 3TO IOKa3aHo Ha puc. 2.4. Bce mporokonsl Groka
ucnonb3ytoT 8-0aiiToBbii BekTop mHuIManu3zauuu (IV), kpome Fortezza, kotopsiii npumensier 20

oOaritoB IV.
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Anropumas:
nmdposarma/genndp op aHma
| | | | |
NULL [ToTox Banox Baox Bnox Bnox
RC4 RC2 NES INFEA Fortezza
l: — DES40 CBC IDEA_CBC Fortezza CBC
RC4_40 RC2_CBC_40 o
X b — DES_CBC
RC4_128 3DES0_EDE_CBC
Puc. 4.4. Anroputmsl mudpoBanust/aemmdpoBanus
NULL
NULL KaTeropusi,  KOTOpas  IIPOCTO  ONpeAeNsieT  OTCYTCTBHE  QJITOPUTMA
mmdpanym/ nemudpaniu.
Horox RC

B pexxume notoka RC onpenenens aBa notoka anroputma: RC4-40 (xirod Ha 40 OUTOB) U

RC4-128 (xmrou Ha 128 OuTOB).

Biaok RS

B pexume 6moka RC onpenenen oaun anroputm: RC2 CBC 40 (kmrou Ha 40 6urtoB). CBC

(Cipher Block Chaining) - cuemenwe mmdpoBaHHBIX 0JI0KOB.

DES

Bce anroputmel DES onpenenensl B pexxume Oioka. DES40 CBC wucnonb3yer kiatod Ha 40

o6uroB. Cranaaptasie DES omnpenenensl kak DES CBC. 3DES _EDE CBC ucnonb3yloT K04 Ha

168 OuToB.
IDEA

B pexxume 6510xa IDEA onpenenen onun anroput™m - IDEA CBC, ¢ kintouoMm Ha 128 6uTOB.

Fortezza

B pexume 0roka Fortezza onpenenen ogun anroput™m - FORTEZZA CBC, ¢ kimodoMm Ha 96

our.

2.1.5 AnropuT™mbl X31IMPOBAHUS

SSL HCIOJIB3YCT aJITOPUTMBI XOUIUPOBAHNUA, 4TOOBI 00CCIICUNTh OECJIIOCTHOCTD COO6IJ.I€HI/IH

(ycTaHoBII€HHE MOJUTMHHOCTHU coo0IIeHus ). iMeroTes Xam-QpyHKIuM, oKa3aHHbIe Ha puc. 2.5.
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AJTOpUT™
XOIHPOBAHHA

NULL MD5 SHA-1

Puc. 4.5. AnropuTmbl X3IIMPOBaAHUS

Null (ITycto# yka3arenp)

JIBe CTOPOHBI MOT'YT OTKa3aThCsl UCIIOJIB30BATh aJIrOPUTM X3IIMpPOBaHus. B 3ToM cityuae

coo0I1IeHrE HE 3aBEPEHO.

MD5

JIBe croponbl MoryT BeIOpaTh MDS kak anroputm x3mupoBanusi. B 3ToM citydae ucnosnb3yercs
aroput™ xammpoBanus MDS5 - 128-0uToBBI.

SHA-1

JIBe cTopoHbl MOTYT BbIOpaTh SHA Kak anroputm xsimupoBaHus. B 3ToM ciiydae uCHoiab3yeTcst
anroput™ xsmmpoBanus SHA-1 va 160 6urtos.

AJITOPUTMBI C:KATHUS

Kak MbI y:xe roBopuiIu, cKaTHeE ABJIETCS 10NOJHUTENbHOM yeiyroit B SSLv3. Jlna SSLv3 ne
orpezeneH anroput™M cxkarug. [loaToMy 3agaHHBIM MO YMOIYaHHIO METOJOM CXKaTUSl CIYXKHT
NULL. OnHako cucteMa MOKeT UCTIOIb30BaTh JIF000H alrOpuTM CKaTHUsl IO BEIOOPY CTOPOH.

I'enepupoBanne KpunNTOorpapuyeckux NapaMeTpoB

UtoOb1 00ecneunTh 1ETOCTHOCTh M KOH(PUACHIHAIBHOCT cooOmieHus, B SSL HeoOxoaumo
UMETh: 1IeCTh KpUNTOrpauYeckux OOBEKTOB CEKPEeTHOCTH, 4YeThlpe KiIooya M [JBa
uHumanmupyomux Bektopa (IV). KnmueHty Hy)XKHO: OOWH KIIIOY IS Tepeladyd COOOIIeHUs
ycranosnenus nogamuaHoct (HMAC - HASH-BASED MESSAGE AUTHENTICATION CODE),
OJIMH KJIt0Y JJis mudpoBanus u oauH IV ang mudposanus Onoka. CepBep HYXKIaeTcs B TOM ke
camoM. SSL TpeOyer, yTOOBI KJIIOYM AJISi OJHOTO HAINpPABIEHHUS OTIMYAINUCh OT KIOYed [uis
apyroro HampasieHus. Ecinm Oyaer araka B OJHOM HampaBlI€HUWH, OHA HE 3aTPOHET Jpyroe
HampasliieHue. [[j1s renepanuy napaMeTpoB UCIOB3YIOT CIEAYIOIIYIO IPOLEAYPY:

1. KnueHt u cepBep 0OMEHUBAIOTCS ABYMsI Cy4YailHBIMU YKCIaMH, OJTHO U3 KOTOPBIX CO3/IaHO
KJIMEHTOM, a JIPYro€ - CEPBEPOM.

2. KimmeHt u CCPBCP 00OMEHHMBAIOTCS OOHUM IPCABAPUTCIIbHBIM I''TABHBIM CCKPCTHBIM KOJIOM.
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3. Co3znaercst 48-0aiiTOBBIN TNIaBHBIA CEKPETHBIA KOA (master secret) W3 MperBapUTEIBbHOTO
IJIABHOTO CEKPETHOro Koja (pre-master secret), ¢ mpuMeHenueM xaur-¢pynkuuii (SHA-1 u MDS5),

KaK 3TO IIOKa3aHO Ha pHUcC. 4.6.

et g PM CR SR “BB” PM CR SR “ccc” PM CR SR
S e N 7
3 A
SHA-1 SHA-1 SHA-1
PM PM M
\ J \ J \ ?
A 4 \ 4 N

MD5 MD3 MD3

\\ P PM:  Pre- Master Secret st cexpeiost xon

SR:  Server Random Number Ciryyaitios yueno cepsepa
CR:  Client Random Number Cryyaitios WHen0 KIeKTa
[MasHEGT cexpeTHHI KOA
(48 BaitroE)
Puc. 4.6. Beraucienue raBHOTO CEKPETHOTO KOJIa M3 TIPEIBAPUTEIHLHOTO TIIABHOTO
CCKPETHOI'O KOda

4. I'maBHBII CCerTHLIﬁ KOJ HCHOJIB3YCTCA IJId TOrO, YTOOBI CO3daThb MaTcpuall IJId KIIFoYen
(key material), koTOpblli UMeeT NepeMeHHYI0 AnuHy. JlJis 3TOro NpUMEHSIOT TO K€ caMoe
MHOXECTBO Xd3II-(QYHKIMHI, 4TO U B MPEABIAYIIEM Clydae, U MOJCTABISIOT CHEPEId pa3InyHbIC
KOHCTAHTBI, KaK 3TO IIOKa3aHO Ha pHUcC. 4.7, AJ'IFOpI/ITM IMOBTOPACTCH, IIOKA HEC IOJYUIUTCA MaTCpUall
JJI KIIF0Ya aICKBATHOT'O pa3Mepa.

JnuHa Onoka Marepuaina Jyuisl KJIIOYEH 3aBUCUT OT BhIOpaHHOTO Habopa mmdpa u pazmepa

KJIFOYeH, HEOOXOUMBIX JUIsl 3TOT0 Habopa.
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[-a | [cr |se |[-ee |[a]|cr |[se | ... |-« |[M][cr|se ]

s AN = =3 =

SHA-1 SHA-1 SHA.1 I

MDS3 l MDS5 I MDS$
M:  Master Secret [mased cexpenedt mn
N . SR Server Random Number Caryeaiome oo cepeepa
CR:  Chent Random Numbery Coryesiome wreno xmexTs

Marepian gnx xmosed

Puc. 4.7. Boruncnenue marepuaina i KJroueil U3 IJIaBHOTO CEKPETHOro KoJa

5. U3 Marepuajia i KJII0YCH M3BICKAIOTCS IIECTh PAa3INIHBIX KJ'IIO‘ICIZ, KaK IIOKa3aHO Ha pHuc.

2.8.

&uth Key: Authentication Key Frmoy ayresradaoainn
Enc. Key: Encryption Key Krmou [Inpposarsea
IV Irnutiaization Vector Bexrop Hramamoamm

Matepian gna KIpodeH

Y

AuthKey AuthKey EncKey — EncKey IV IV
Kmenra CepBEpa Kmerra cepEepa Fmesra cepBepa

Puc. 4.8. 13Bnevyenne kpuntorpauueckux CEKPETHBIX KOJIOB U3 MaTeprasa
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2.1.8 Ceanchl 1 coeITMHEHUE

SSL ornuuaer coenunenue ot ceanca. Jlapaiite paccMoTpuMm 3T JiBa TepmMuHa. CeaHc — CBs3b
MEXIy KIMEHTOM M cepBepoM. [locie TOro kak ceaHC yCTaHOBJICH, OTH JIBE CTOPOHBI HMEIOT
oOmyro uH(pOpMaIMio, TaKyl Kak HIACHTH(PHUKATOpP ceaHca, cepTU(]HKAT, MOATBEPKIAIONIUN
MOJJTMHHOCTh KaXJIOTO U3 HHUX (B cllydae HEOOXOIMMOCTH), METOJ CXKaTusi(eciu HEe0OXO0IHUMO),
HaOoOp MH(POB U TIABHBIA CEKPETHBIM KOJA. DTa MH(OpPMAIHS UCHOIB3YyEeTCS IS TOrO, YTOOBI
CO3JIaTh KIIFOYH JUIsI COOOIICHHUS, COAEPIKaIero MH(p YCTAHOBICHUS ITOJTHHHOCTH.

Jns AByX 0OBEKTOB, YTOOBI HauaTh OOMEH JaHHBIMH, YCTAHOBJICHUE CeaHCa HEOOXOIMMO, HO
HE JOCTATOYHO; OHU JOJDKHBI CO3/IaTh MEXKIY CO00M coeMHEeHNE. DTH IBa 00hEKTa OOMEHUBAIOTCS
IBYMsI CIydyallHBIMH YHCIIAaMH M CO3JIAIOT, WCIOJB3yS TJIABHBIA CEKPETHBIM KON, KIIOYH U
napamMeTpel, HEOOXOJAMMBIC Ui TOTO, 4YTOOBI OOMCHHMBATHCS COOOLICHHUSMH, BKIIHOYAs
YCTaHOBJICHHE TOJUTMHHOCTH U CEKPETHOCTH.

CeaHC MOXKET COCTOSITh M3 MHOTHX coennHeHui. CoeTuHEHUE MEXKIY ABYMsI CTOPOHAMHU MOKET
OBITh 3aKOHYEHO M BOCCTAHOBJICHO B TpE/eNax OJHOTO M TOro ke ceaHca. Korma coeamHenue
3aKOHYEHO, 3TH JIBE CTOPOHBI MOT'YT TaK)K€ 3aKOHYUTH CEaHC, HO ATO HeoOs13aTenbHO. CeaHe MOXKET
OBITh IPUOCTAHOBIICH U NIPOJIOJIKEH CHOBA.

UTo0BI co37aBaTh HOBBIA CEAHC, 3TH JIBE CTOPOHBI JOJHKHBI MPOUTH MPOIECC TEPErOBOPOB.
UtoObl BO30OHOBIIATH CTApBI CEaHC W CO3/1aBaTh TOJIBKO HOBOE COCIUHEHUE, OTH JIBE CTOPOHBI
MOTYT IPOIYCTUTh YacTh IEPErOBOPOB, YTO YMEHBIIIAET BpPEMsl BXOXJICHHUs B CBs3b. He Hamo
CO3/1aBaTh TJIABHBIN CEKPETHBIN KO, KOTa CeaHC MPOA0KaeTCsl.

Paznenenue ceanca OT COeMMHEHHS MPEIOTBPAIIACT BEICOKYIO CTOMMOCTH CO3/aHUS TJIABHOTO
CeKpeTHOro Koja. Eciam MBI paspemaeM NPUOCTAHOBJICHUS WM TPOJOJDKEHHUS CeaHca, IMPOIEecC
BBIUHCIICHHS TJIABHOTO CEKPETHOTO KO/Ja MOXKET OBITh YCTpaHeH. puc. 2.9 WITIOCTPUPYET HIICI0

c€aHCa 1 COCAMHCHHUA B OTOM CCaHCC.

Kmenr Cepsep
o -
a— Cou
Cocromae Cocroxune
Coemnternn coemaMerntn
Cocromae Cocromae
ceaEca ceamca

Cocromme Cocroarne
COEMIHEHMA CO&MHEHMA

Puc. 4.9. Ceanc u coenuHeHue
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B ceance ogna CTOPOHA UrpacT pOJib KIIMCHTA U ApYyrasd - poJjib CCpBLpa. HpI/I COCOAMHCHNU o0e

CTOPOHBI UIMEIOT PABHBIE POJIA, OHU PABHBI 110 YPOBHIO.

YeTbIpe NPOTOKOJIA

E Tpmoansoit ypopeHs ;
5
Veramopnerme Mporoxon Apapigonit
COSHEHMA HOMZ MU TIpANe TPpOB NPOTOKGN
SSL

Puc. 4.10. Yersipe npoTokosa SSL

[Iporoxon nepenaun 3anuceii - nepenocsmuii nHGopmanuto. OH MEPEHOCUT Ha TPAHCIIOPTHBII
YPOBEHb COOOIIECHUSI OT TPEX [PYrHX MPOTOKOJOB, a TakKXe JaHHbIC, IOCTYMAIOIIUE OT
npuKiagHoro ypoBHs. CooOmieHWs H3 MNPOTOKOJA 3alMced - 3TO NOJe3Has Harpyska JUis
TpaHCIIOPTHOTO ypoBHs, 00biyHO TCP. IlpoTokom ycTaHOBIEHUS COeAWHEHUs OOecrevnBaeT
napameTpsl 6e3onacHoct Ut [IpoTokona 3amuceil. OH ycraHaBiIMBaeT HaOOp MM(POB U 3a/1aeT
KJIFOYU U ITapaMeTpbl 0€30IacCHOCTH.

OH TarKe MOATBEPHKIACT, €CIIU HEOOXOMMO, OJTMHHOCTh CEepBEpa KIMEHTY U MOJTHHHOCTh
KJIMEHTa cepBepy. [IpoTOoKonm u3MEHeHHs NapamMeTpoB MIM(POBAHHUS HCIOIB3YETCS, YTOOBI
nepenaBaTh CHTHAJbl JUIS TOJATOTOBKH K KPHNTOrpapuyeckoil Oe30macHOCTH. ABapHHBIN
MPOTOKOJ HYXEH, YTOObI U3BECTUTh O CUTYAIIUSAX, OTKIOHSFOIIMXCSI OT HOPMBI.

Iporokoa TLS

besonacuocts TpancmoptHoro ypoBHs (TLS - Transport Layer Security) - nporokon IEFT,
craniapTHasi Bepcus npotokona SSL. DTH qBa MpOTOKOJIAa OYEHb MOXOXKH, HO UMEIOT HEOOJbIINe
ommuns. Bmecto Toro uroOsl onuceiBath TLS MOTHOCTBIO, B ATOH CEKIMH MBI TOJIBKO OTMETUM

otnnuus Mexay nporokogamu TLS u SSL.
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I'enepauus kpunrorpapuueckoi ceKpeTHOCTH

I'enepanms kpunrorpaduyeckoi cekpernoctu B TLS Gomnee cnoxxnas, yem B SSL. TLS cnauana
ornpezenseT ABe GyHKUNU: QYHKIUIO pacIIuPeHUs JaHHBIX U MICEBIOCTyYaiiHy0 (PYHKIIHIO.

DYHKIUA PACIIUPEHUS JAHHBIX

OyHKIUS pacIlIMpeHs] JaHHBIX HCIONB3YeT 3apaHee 3aJaHHbIi KOJA ayTeHTU(UKAUH Ha
ocroBe xamupoBanusi (HMAC-HASH-BASED MESSAGE AUTHENTICATION CODE), wm
MDS5, unmu SHA-1 nmnst Toro, 4To0bl paciupuTh WHOOPMAIUIO 3aCeKpeUnuBaHMs. Ty (YHKIIHIO
MOYKHO paccMaTpuBaTh Kak (DYHKIIHIO, COJIEPKAIYI0 MHOKECTBO CEKIIHH, TJIe KaXKaast CeKIUs

CO37a€T OJHO 3HAUYEHUE XdJIIMPOBaHUA. PaclIMpeHHas CEKpEeTHOCTh — IOCJIEI0BATEIbHOE
cCoeMHEHNe 3HaueHud xoammpoBanus. Kaxmas cekuus ucnonb3yer asa HMAC, undopmarmo
3aceKpeuyrBaHUs U HavajdbHOE 4ucio. DYHKIMS pacHIMpPEHUs [aHHBIX - 3TO (HOPMHUPOBAHHE
[EMOYKH B BUAE€ MHOTHX ceKiuil. OJHaKo 4TOOBI cIenaTh CIEAYIOIIYI0 CEKIMI0 3aBUCHUMOH OT
npeabIayIIeld, BTOpoe HadalbHOE 4Hcio — ¢akTtudecku Bbixon nepsoro HMAC mpensiaymieid

CEeKIIMH, KaK 3TO IMoKa3aHo Ha puc. 4.11.

3
Hispopamargo - - .[ HMAC Hispopaargor - - o[ HMAC Hnpopmuncx - - 3 | HMAC
TACEEPLOOAGUL I8CeXpenBANG JACERpeTEAT
y
& / \ W, \; J
1
Hupopmuger - - HMAC Hudopmagex - -4 HMAC Huboprugor - - HMAC e

JACERPETBAIGE ! SaceRpeamAIaE TACEKPEDBAIG
b =7

Pacuneas 100p0 pIAIL S4CER0e DmAK

Puc. 4.11. ®yHKIUA pacIUpeHus JaHHBIX
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IlceBnocayyaitHast pyHKUMSA

TLS ompenensier mnceBnocnydaitnyro ¢ynakuuo (PRF - PseudoRandom Function), uToGbI
MOJIYYUTh KOMOWHAIUIO JBYX (DYHKUMN pacHIMpeHUsl NaHHBIX: OJHA W3 HUX HcHoiab3yer MD5 u
npyrast - SHA-1. Ha PRF moctynaer Tpu yactu nHGOpMAIIMU: CEKPETHBIN KOJI, METKa U Ha4aIbHOE
YHCIIO.

MeTka ¥ HayaJIbHOE YHUCIIO CBSI3aHBl M CIIY)KaT HAYaJIbHBIM YHCIOM I KaXKAOH (yHKIHUU
pacimpenusi AaHHbIX. MHbopMmanus 3acekpeunBaHHs pa3lieleHa Ha JBE YacTH; KaKJaas 4acThb
UCIONIb3YeTCsl KaKk MHGopMaIusi 3aCEKPEUrMBaHUS U KaKIOW (YHKIUU pPACIIUPEHUS TaHHbBIX.
Bbixonsl nByx (GyHKIMH pacHIMpeHHs NAHHBIX CKJIQIbIBAIOT IO MOMAYNIO J[BA, YTOOBI CO3/aTh
KOHEUHYIO paclIMpeHHYI0 HHpopManuoo 3acekpeunBaHus. OOpaTuTe BHUMaHHE, YTO TOCKOJIBKY
x3m co3naercss MDS u SHA-1, oH umeer pa3nuuHble pa3Mepsbl, IOITOMY JOJDKHBI ObITh CO3JaHbI
JIOTIOJIHUTENbHBIE CeKIMU (PyHKIMM Ha 6aze MDS, yToOBl caenarh JBa BBIBOJA C OJMHAKOBBIM

pasmepowm. puc. 4.12 nokassiBaet ueto npumenenusi PRF.

l HagamHoe wicno Hawamnoe wicno
Manozion
MNomossos HpopMAInE
109POPMAI- - - - - = = P MD5 € - - - SacerpeaE A
3ACe KPS CEAGHT SHA-1

XOR

Puc. 4.12. PRF

I'1aBHBIN CeKPETHBIH KO/

TLS wucnons3yer ¢ynkuuto PRF, uToOBl co3maTh TINaBHBIA  CEKpeTHBIM KOJ  OT
MPEeBAPUTENILHOTO  TJIABHOTO  CEKPETHOrO0  KoJa. JTO  MOXHO  CJeNaTh, HUCIHOJb3Ys
MIpeABAPUTEIIbHBIN TJIABHBIN CEKPETHBIN KOJI Kak MH(OPMAITUIO 3aCEKPEUYNBaHUS, CTPOKY '"TJIaBHBIN
CEKpeTHBI KOA" - KaKk METKy M IOCIeloBaTeIbHOe COeAMHEHUEe MH(popManuu (KOHKATEHALHUIO)
Clly4yailHOro 4mcia KIMeHTa U clydailHoe 4Yuclo cepBepa - Kak HauyanbHoe uucio. ObOparure
BHHMaHUeE, 4yTo MeTKa - (paktuuecku koj ASCII crpoku '"rimaBHOro cekpernoro koma'. Jpyrumm
CIIOBaMH, MeETKa OIpeaenseT BbIXOJ JUIS CO3/1aHHs TJaBHOTO CEKPEeTHOro kKkoxaa. puc. 3.3

WUTIOCTPUPYET UIEIO.



CRISK
Hud oporawps Merxa FOHAYATS
JACERDEYHE aHHA MMCIT0

Mecegmocaydaian Gymecua
(PRF)

:

I'napHLLE CEKPETHRIN KOZ

Puc. 4.13. I'eneparnus r1aBHOTO CEKPETHOTO KITFOYA

Marepuain s KJIw4ei

CR

Chient
Random
MNumber

Nurmber
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Crmyuaione

Crryyaizoe

WHCTO CEPBEpA

Komamermiii

TLS wucnone3yer ¢yukuuio PRF, uToObl co3gath MaTepuan [uisl KiIOued OT TJIaBHOTO

CEKPETHOI'O KOJa. Ha ceit pas I/IH(bOpMaI_[I/ISI 3aCCKpe€UnMBaHus COACPKUT: I JIaBHBIN CGKpCTHLIfI KO,

METKY - 3TO CTpoKa "pacliupeHue Kiro4da'; U HadyaJbHOE YMUCIO — KOHKAaTEHAIMIO CIy4dailHOro

Ypclia cepBepa M CIIy4allHOTO Ynclia KJIMEHTa, KaK 3TO IT0Ka3aHo Ha puc. 3.4.

Hxd opora st

TACAXNAVYNRANNG

Mcernocmyqaiian dysKuua
(PRF)

l

Marepran gna wnoda

Puc. 4.14. I'enepanus Matepuana s Kioya

Client
Random

Server
Random

WEN0 cepBepa

Kormareranua
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IIpoTokoJibl

Asaputinviii npomoxoa B TLS moanepxuBaeT Bce aBapUHBIE CUTHAJIBI, ONpeeieHHbIe B SSL
3a uckmouennem NoCertificate. TLS Taxxe qo6asiseT K crucky SSL HEKOTOpBIE HOBBIE.

Ilpomokon ycmanoenenuss coedurnenus TLS BHOCUT HEKOTOpbIE W3MEHEHHS B IMPOTOKOJ
YCTaHOBIICHHs coeMHeHMs. bbumn crienuansHo n3MeHeHsl aeranu coobuienus CertificateVerify u
coobmienus Finished.

EnuHcTBEHHOE W3MEHEHUE B npomoxone nepedauu 3anuceir — wucnoigb3oBanue HMAC,

dhopmupyemsl ¢ momorsio MAC, 4To0sI moanMcaTh COOOIICHHE.

4.2. be3onacHocth ceTu I1J] Ha ceTeBom ypoBHe IP SEC

IPSec siBnsieTcss HeoTbeMieMol yacTbio [IPv6 - MIHTepHET-IpOTOKOIA CIEAYIOIETrO TOKOJICHNUS,
U paciivpeHueM cyuectByromue sepcun Murepuer-nporokona [Pv4. IPSec onpenenén B RFC ¢
2401 no 2412.

[TpakTHyeckn Bce MEXaHU3MbI CETEBOM 0O€30MAaCHOCTH MOTYT ObITh peali30BaHbl HAa TPEThEM
ypoBHe 3tanoHHor moxenu ISO/OSI B coorBercTtBum ¢ pucynkom 2.1. Kpome toro, IP-ypoBeHs
MOXXHO CYHMTaTh ONTHUMAJIBHBIM IS Pa3MEUICHUS 3alIUTHBIX CPEICTB, MOCKOJIBKY MpPHU STOM
JIOCTHTAeTCs  yAauyHBId ~ KOMIIPOMHCC  MEXAY  3allUIIEHHOCThIO,  3((HEKTUBHOCTHIO

(GYHKIIMOHUPOBAHUS U MTPO3PAYHOCTHIO JUIS MIPHIIOKEHUH.

Ypoeuu TCPIP Vpoeuu ISO/OST

4 Ipwenaguux oporpami | 7. Ipenagses oporpanm
6. [lpegcTaEn enne qaHHLX

i TparcoopTHLH 3. CeancoBr
4. TpadcoopTHEIH

2. Mexcerepoi 3. Cetepoi

1. HocTyoa k ceTh 2. Kananrumii
1. Dmammeckui

Puc. 4.15. Monens OSI/ISO

CranmapTu3oBaHHBIME MexaHu3Mamu [P-OezomacHocTH MOTyT (M JOJDKHBI) TOJIb30BATHCS
MPOTOKOJIBI Oo0Jiee BBICOKMX YPOBHEH M, B YaCTHOCTH, YNPABIAIOLIIUE MPOTOKOJBI, MPOTOKOJIBI
KOH(UTYpUPOBaHUS U MapUIPyTH3AIMH.

CpenctBa Oe3omacHoctu juisi I[P omumceiBatorcs  cemeiictBom cneundukarnmii  [PSec,

paspaboTtaHHbIX paboueil rpynmoii IP Security.
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[Tporokonel IPSec oOecneunBarOT ymHpaBlIeHUE HOCTYIIOM, IEIOCTHOCTh BHE COCTUHEHUS,
ayTeHTU(UKAIMIO MCTOYHHWKA JAHHBIX, 3aIIUTYy OT BOCIPOU3BEACHHS, KOH(DHICHIIUATBHOCTh U
YaCTUYHYIO 3allUTYy OT aHalln3a Tpaduka.

OcHoBonoararomuMu noustuamu [PSec sBasrores:

e - ayTeHTU(UKAITMOHHBIN 3aronoBok (AH);

e - 0Oe3omacHoe cokpbhiTHe AaHHBIX (ESP);

® - PEKUMBI pabOTHI: TYHHEJIBHBINA U TPAHCIIOPTHBIH;

® - KOHTEKCTHI (acconuanuu) 6e3zonacHocTH (SA);

e - ynpasienue kiaoyamu (IKE);

OCHOBHbBIE COCTABJISIONINE APXUTEKTYPHI H HX 0COOEHHOCTH

Apxurektypa cpeacts 6e3onacHocTH 1ia [P-ypoBHs cnenuduirpoBana B 10KyMeHTe Security
Architecture for the Internet Protocol. Ee ocHOBHBIE cocTaBJIstOIINE TPEACTABICHBI B COOTBETCTBUH
C pucCyHKOM 2.2. DTO, TPEXIE BCEro IMPOTOKOIBI OOECIEYCHUsI AyTEHTUYHOCTH (IPOTOKOIM
ayTeHTUUIMpYIONIero 3arojioBka - Authentication Header, AH) u koHbuaeHIHMATEHOCTH
(IpOTOKOJ MHKAINCYIUPYIOLIEH 3amuThl coaepxkumoro - Encapsulating Security payload, ESP), a
TaKkkKe MEXaHM3Mbl yIpaBieHHs Kpunrorpadpuyeckumu kimodamd. Ha Oomnee  HU3KOM
APXUTEKTYPHOM YPOBHE pACIOJIATalOTCsl KOHKPETHBIC QJITOPUTMBI IH(PPOBAHUS, KOHTPOJISL
IIEJIOCTHOCTH M ayTeHTHYHOCTU. HakoHel, posib (hyH/IaMEHTa BBIITOJHIET TaK Ha3bIBACMBIN JTOMEH
untepnpetaimu (Domain of Interpretation, DOI), sBnsromuiica, mo cytu, 06a30il AaHHBIX,

XpaHfIH.[efI CBCACHUA 00 AITOpUTMAX, UX MMapaMeTpax, IPOTOKOJIbHBIX I/I,Z[eHTI/I(pI/IKaToan.

[lpoTokon [NpoTokon [MpoTokon
WHKANCYNMPYIOWER 3aWWTLI YNpaBneH1A AYTEHTUHHUUHPYOWero
cogepsuMoro (ESP) KNEYaMm Faronoeka (AH)
1] ] 1 | I
ANFOPHUTHE! WHPPOBAHHMA ANroOpUTMEl

. ayTeHTHdHKaLMi

[
HDomen
WHTERNPETALMK

Puc. 4.16. OcHOBHBIE 2JIEMEHTBI APXUTEKTYPHI CpeCTB Oe3omacHOCTH [P-ypoBHS
Jlenenue Ha ypoBHHM BaXKHO JUIS BCEX acHEKTOB MH(GOPMAIMOHHBIX TexHojoruil. Tam xe, rae
y4acTBYeT elle M Kpunrorpadus, BakKHOCTb BO3pacTaeT BJIBOWHE, IOCKOJBKY MPUXOAUTCS
CUMTATbCS HE TOJBKO C YHCTO TEXHHYECKMMHU (akTopaMH, HO M C OCOOEHHOCTSIMH
3aKOHOJATENIbCTBA PA3JIMYHBIX CTpaH, C OrPAaHUYEHUSIMH Ha OKCIOPT W/WIM  HMIOPT

KpPUIITOCPE/ICTB.
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IPSec monnepxkuBaer aBe (HOPMBI IEIOCTHOCTH: LEIOCTHOCTh COCJUHEHUS M YaCTUYHYIO
IIEJIOCTHOCTh TOCIIEI0BATEIBHOCTHU. L[e0CTHOCTh COCIMHEHNUS SBIIAETCS CEPBUCOM 0€30MacHOCTH,
KOTOpBI  ompezaenseT MoauduKanuioo KoHkpetHo [P ngararpammbl, 0G€30THOCHUTENBHO
MOCNIEIOBATEILHOCTH  JaTtarpaMM B moToke  Tpaduka.  YacTuyHas  I€JIOCTHOCTh
MOCTIeIOBATEIbHOCTH  sIBJIsieTCsl  anti-reply cepBHCOM, C TIOMOIIbIO KOTOPOTO ONpeAessieTcs
nony4yenue nyonukaroB IP nararpam.

OTH CepBUCHI KaK pa3 U pealu3yloTcs C HCIOIb30BAaHUEM JBYX MPOTOKOJIOB OOecredeHUs
oe3onacHoro Tpaduka, Authentication Header (AH) u Encapsulating Security Payload (ESP), u ¢
MOMOIIBIO TPOLEAYp U MTPOTOKOJIOB YHPABICHHS KPUNTOrpaUUYeCKUM KIFOYOM. MHOXKECTBO
npuMeHsieMbix [PSec MpOTOKONIOB M METOJ WX HCIIOJNB30BAaHUS OINPENENAIOTC TPeOOBAHUAMU
0€30MMacHOCTH.

Korna nannple MEXaHU3Mbl YCTaHOBJICHBI KOPPEKTHO, OHU HE MEIIAIOT MOJIb30BATENsIM, XOCTaM
U JpyruM KoMroHeHTaM Internet, KOTOpble HE TPUMEHSIOT JAHHBIE MEXaHU3MBI O€30MTACHOCTH JIJIs
3ammThl cBoero Tpaduka. [IpoTokonbl obecrnieyeHHns ayTeHTHYHOCTH W KOH(HUIACHIHAIBLHOCTH B
[PSec He 3aBHCAT OT KOHKPETHBIX Kpunrorpapudeckux anroputmosn. (boiee toro, camo nenexnue
Ha ayTEHTHYHOCTh U KOH(UACHIHUATIHHOCTh MPEJOCTaBISAET U Pa3padOTYMKaM, M IOJIb30BATEISIM
JOTIOJTHUTEIBHYIO CTEIICHb CBOOOJBI B CHUTYallMH, KOTJa K KPUNTOTrPa(pUIECKMM OTHOCAT TOJIBKO
mudpoBanbHBIe  cpencTBa.) B Kaxkmol cTpaHe MOTYyT THPHUMEHSTHCS CBOM  allTOPUTMBI,
COOTBETCTBYIOIIME HAIMOHAJIBHBIM CTaHAApTaM, HO JJig JTOro, KaKk MHUHHUMYM, HYKHO
1103a00TUTHCS 00 UX PErHCTPALUMU B IOMEHE MHTEpIpeTalui. ITO 03Ha4aeT BO3MOKHOCTh BbIOOpa
pa3nuyHoro Habopa anrOpuTMOB O€3 BO3JEHCTBHS Ha Jpyrue 4YacTH peanusanuu. Hampuwmep,
pa3NUYHBIE TPYIIBI IMOJIB30BATENEH MOTYT BBIOpAaTh NMpPHU HEOOXOAMMOCTH DPAa3JIMYHBIE HAOOPHI
aJITOPUTMOB.

OnpeneneH  cTaHIapTHBIH HaOOp aJrOpuTMOB IO YMOJUYaHHIO Ul  oOecreueHus
MHTepoIepadenbHOCTH. VICronp30BaHUE ITHX AITOPHUTMOB COBMECTHO C 3allUTON Tpaduka Ha
ocHoBe IPSec m mpoTokomamMu ympaBieHHs KJIIO4Ya IO3BOJIIET OOECIEeUUTh BBICOKYIO CTEINEHb
Kpunrorpapuueckoi 6e30MacHOCTH.

AnropuTMHuyecKas HE3aBUCUMOCTb ITPOTOKOJIOB UMEET U OOOPOTHYIO CTOPOHY, COCTOSIIYIO B
HEOOXOJMMOCTH TIPEIBAPUTEIBHOTO COTJIACOBaHMS Habopa MPHMEHSEMBIX AITOPUTMOB M HX
MapaMeTPOB, MOAICPKUBAEMBIX OOIIAONUMICS CTOPOHAMHU. VIHBIMH CIIOBaMH, CTOPOHBI JOJDKHBI
BbIpaboTaTh 0oOIIMI KOHTEKCT Oe3omacHocTH (Security Association, SA) M 3aTeM HCHOJIb30BaTh
TaKyde €ro 3JeMEHThl, KaK aJrOpUTMbl M MX KJI04d. SA moapoOHO paccMaTpuBaercs jnanee. 3a
dbopMupoBaHHEe KOHTEKCTOB Oe3omacHOCTH B IPSec oTBeuaer ocoboe ceMEMCTBO MPOTOKOJIOB

ISAKMP, xotopoe paccMaTpuBaeTcs TakKe B OTJEIBHOM pasjiede.
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BbezonacHocts, obecnieunBaemas [PSec, 3aBUCHT OT MHOTMX (AKTOPOB ONEPALIMOHHOTO
okpyxkeHus, B koropom IPSec Bbemonnsercs. Hampumep, ot 6e3omacHoct OC, HCTOYHHKA

CJ'Iy‘l&fIHI:IX YHUCCII, IINIOXUX IIPOTOKOJIOB YIIPABJIICHUA CHCTEMOH.

Pasmemenue n pynkuuonupoanme [PSec

[PSec BBIMONHSAETCS Ha XOCTE WM MUII03e Oe3omacHocTH, obecneunBas 3amurty [P- tpaduka.
Tepmun «wm03 0€30MACHOCTHY» HCHOJB3YETCS Uil 0003HAUYEHHUS MPOMEXKYTOYHOH CHCTEMBI,
KoTopas peanusyer [PSec-nmpoTokonsl. 3amuTa ocHOBaHa Ha TpeOOBaHMSIX, ONpeaeNeHHbIX B baze
Hanueix Ilomutuku besomacHoctu  (Security Policy Database- SPD), omnpenensemont u
MOJJICP)KUBAEMON CUCTEMHBIM afaMHUHHCTpaTOpoM. [lakeTbl 00pabaThIBAIOTCS OJHHM W3 TPEX
Croco00B Ha OCHOBAaHUHM COOTBETCTBHSI MH(OpPMAIHMK 3aroyioBka [P wim TpaHCTOPTHOTO ypOBHS
samucam B SPD. Kaxapiii maker nmubo orOpackiBaetrcs cepBucoMm Oe3zomacHoctu I[PSec, nmbo
nporyckaeTrcst 6e3 u3MeHeHus, aubo obpabareiBaeTcst cepBucoM [PSec Ha ocHOBe mpuUMeHEHUs
ONPEACICHHON MOJIUTHKH.

[PSec oGecnieumBaer cepBuChl Oe3omacHOCTH Ha IP-ypoBHe, BbIOMpas HYXHBIE MPOTOKOJIBI
0€30MacHOCTH, OIpeAeNss alrOpPUTMbI, HCIOJb3yeMbl€ CEpBHCAMU, M TMPEIOCTaBIsAs BCE
Kpunrtorpaduueckue Kimoun TpedyembiM cepBucam. [PSec mMoxkeT ucmonp30BaThCs ISl 3aIIUTHI
OJTHOTO WJIM HECKOJBKUX IyTeH MEXIy Mapoi XOCTOB, MEXIY Mapoil MUII030B OE30MacCHOCTH HIIH
MEXy HITI030M 0€301TaCHOCTH B XOCTOM.

[PSec ucmonb3yer ABa MPOTOKONA sl obecrieueHus: OesonacHocTu Tpaduka - Authentication
Header (AH) u Encapsulating Security Payload (ESP). Xotst Ob1 0quH U3 3TUX CEpBHUCOB JOJKEH
OBITH 33/ICCTBOBAH MpH UCTIOIb30BaHnK ESP.

OTH MPOTOKOJIBI MOTYT TPHUMEHSTHCS KaK MO OTJCIEHOCTH TaK M B KOMOMHAIIUY C JAPYT IPYrOM
s obecriedyeHuss HeoOXoAaumoro Habopa cepBucoB OesomacHoctu B [Pv4 u IPv6. Kaxabrit
MPOTOKOJI TMOAJEPKMBAET JBA PEKMMa HCIOJB30BAHUS: PEXKUM TPAHCIOPTA U PEXKUM
TYHHEITUPOBaHUS. B TpaHCTIOPTHOM peKMME MPOTOKOJIBI 00SCTICUNBAOT 3AIIUTY TIIaBHBIM 00pa3oM
JUTSL TIPOTOKOJIOB 00JIee BHICOKOTO YPOBHS; B PEXKHME TYHHEIUPOBAHUS MTPOTOKOJIBI MPUMEHSIOTCS
s CKpbeiTUs  [P-3aronoBKOB  HMCXOAHBIX TakeToB. PasHulla Mexay [ABYyMsS peKUMaMu
paccMaTpuBaeTcs Iajblile.

[PSec mo3BONSET CHUCTEMHOMY QJAMHUHUCTPATOPY VYIOPABIATHh JeTalu3aluend, C KOTOpOi
MPEJOCTABIISIETCSl  CepBUC  Oe3omacHocTH. Hampumep, MOXHO  cO3/1aTh  €IUHCTBEHHBIN
3amu(pPOBaHHBI TYHHENh MEXKIY JABYMsS O€30MAacHBIMH MUTI03aMHu, Wik s Kaxgoro TCP
COCTMHEHHUSI MOXKET OBITh CO3/[aH 3amu(pOBaHHBIA TyHHENIh MEXIy Mmapoil xoctoB. I[PSec

IMMO3BOJIACT YKA3bIBATH CICAYIONIUEC ITapaMETPhI:
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a) KaKue CEpBUCHI HCTIONB3YIOTCS, U B KAKOW KOMOWHAIINH;

0) He0OXOIUMBII YPOBEHB JCTATH3AIUN IPUMEHSIEMOU 3aIlUTHI,

B) QIrOPUTMBI, HCIOJNb3yeMble [UJIsl oOecreueHusi Oe30MacHOCTH Ha OCHOBE
Kpunrorpadumu.

CymiecTByeT HECKOIBKO crtoco0oB peanuzanuu [IPSec Ha XxocTe MM B COETUHEHUN C POYTEPOM
i firewall (st cozmanus 6e3omacHoro nutro3a). Heckonbko o0ImuX mpuMepoB:

a) uarerpanus [PSec B koHKpeTHYIO peanm3anuto IP, 4to Tpedyer mocTyna K HCXOIHOMY KOy
[P 1 npumMeHNMO Kak K XOCTaM, TakK U K [IUI03aM 0e30MacHOCTH;

0) bump-in-the-stack (BITS) peamusanum, rme I[PSec neiicTByeT BHU3Y CYIIECTBYOLICH
peanu3anuu cTeka npoTokosioB IP, mexay oObruHBIM [P M JIOKaNbHBIMH CETEBBIMHU JIpaiiBepamu;
JI0CTYIa K KCXOJAHOMY Kofy cTeka [P B JaHHOM KOHTEKCTe He TpeOyeTcs, UTo JeTaeT TaKo! MOIX0
MIPUTO/IHBIM JIJIsl BCTPAUBaHUs B CYLIECTBYIOIINE CUCTEMBI, H pEalIU3alliK Ha XOCTaX;

B) HCIOJB30BAHWE BHEUIHETO KPHIITONpoIeccopa (OOBIMHO B BOCHHBIX W B HEKOTOPBIX
KOMMEPYECKHUX CHCTEMax), KaK MpaBwio, 3TO siBisiercss Bump-in-the-stack (BITS) peanusanmeii,
UCMOJb3yeTCsl KaKk Ha XOocTaX, Tak M Ha Imuno3ax, oOslyHO BITS-ycrpoiictBa sBistorcs IP-

AApeCyCMbIMU;

TpaHcnopTHBIH pe:kuM padoThI

B sTom BapuanTe MexaHU3MBI O€30MACHOCTH MPUMEHSIOTCS TOJIBKO I IPOTOKOJIOB, HAYMHAS
¢ tpancnioptHoro (TCP) ypoBHS U BbIllle, OCTaBJIsIs JaHHBIE CAMOTO CETEBOTO YPOBHS (3ar0JIOBOK
IP) 06e3 nomonHUTENBHOW 3amMTHL. MecTa pa3MelieHus AOMOJHUTENbHONH HH(pOpMalmu,

BCTaBIISICMOM IIPOTOKOJIaMH B MMAKET, IPCACTABJICHBI B COOTBETCTBUH C PUCYHKOM 2.3.

Viexopmstin TCP OpurvHansHmi
saronoeox IP | 3aronoeox ciinos IP-naxer

Mexoansii TCP Mocne oGpaboru
ssronosox 1P | AH 33ronoBoX Rannsie | o roxonom AH

I‘ AyTeHTHDOUUMPYETCR ,'
(xpoMe nameHsemsix nonen)

Vicxoaww# |Saronosox| TCP |, _|X80CT | AyTenTubukaymon- | Mocne obpaboriu
xIP| ESP [saronosox 77| ESP | nsie paunuie ESP |nporoxonom ESP

IQ— Wudpyerca —>|
|4_ AyTeHTHDHUMPYBTCR —"

Puc. 4.17. TpancnopTHBIN peKuM
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TyHHe1bHBIN peskuM padoTbl

OT1oT PCKUM HHTCPCCCH TEM, YTO obecrieunBaeT 3alUTY TAKKC W JaHHBIX CETCBOI'O YPOBHA
nyreM noOaBieHus HoBoro [P-3aronoBka. Ilocie ompenenenus accoumanuii 6e30macHOCTH
(HanpuMep, MeXay ABYMS IUIIO3aMH) UCTUHHBIE aJpeca XOCTOB OTIPABICHUS M Ha3HA4YeHUsS (U
Apyrue Cciy>KeOHbIe IOJIA) MOJHOCTBHIO 3amMIaoTcs oT moaupukanmit ams AH wnmm BooOie
ckpbIBatoTcs Uit ESP, a B HOBBII 3ar0JI0BOK BBICTABIISIIOTCS aJipeca U APyrue JaHHbIC IS IITI030B
(oTmipaBneHus/MONyYeHNs1). B COOTBETCTBUM C PUCYHKOM 2.4 BUIHBI IPEUMYIIECTBA M HEJOCTATKU
o6oux nporokonoB. ESP obecnieunBaeT COKpHITHE TaHHBIX, HO HE MOJIHYIO ayTeHTH()HUKALIUIO BCErO
naketa. AH momHocThi0 ayTeHTH()UIUPYET, HO HE CKpPBIBAET JaHHBbIC. B 3TOM mpHYuHA TOTO, YTO

JJI o0ecrnieueHus BLICOKOTO YPOBHA 6630HaCHOCTI/I, MPUMCHCHUC ITPOTOKOJIOB COBMCIIACTCH.

Wexoansin TCP
saronosox 1P | saronoeox Asenue
OpurunanscHuii
IP-naxer
Hoswit Ucxognsit TCP
saronoeox IP AH saronosox IP | 3aronosox Rannsie

MNocne oSpaborn

AyTeHTuduumpyeTcn nporoxonom AH
' ; (XpOMeE HaMEeHReMbLIX NONEeR) ’ I

Hosauiit 3aronosok| Mexoamsiit TCP XBoCT | AyTeHTHDUKALUMON-
saronoeox IP ESP  |saronoeok IP|saronosok ESP | nnie gannme ESP

'Q— Wudpyercs —O{ n?fmnpm?onou ESP

le——  Ayrernduumpyercn  ———»

Puc. 4.18. TyHHETBHBIN pekxUM

KoHnTekcTnl 0€30aCHOCTH M YIIPaBJICHHE KJIIOYAMHA

®opmupoBaHue KOHTEKCTOB Oe3omacHocTd B IPSec pasneneno Ha gaBe ¢daspl. CHauvana
CO3/1aeTCsl YIPaBIISIIOIINNA KOHTEKCT, Ha3HAYE€HUE KOTOPOTO - MPEJOCTaBUTh JOBEPEHHBIN KaHAJ, T.
€. ayTeHTU(ULMPOBAHHBIN, 3AlUIICHHBI KaHal s BbIpaOOTKM (B paMkax BTOpoil (a3bl)
MPOTOKOJIBHBIX KOHTEKCTOB M, B YaCTHOCTH, JJS (DOPMUPOBAHMS KPUITOrpahUUECKUX KITIOUEH,
ucnoib3yembix nporokoidamu AH u ESP.

B npunnune, mis yakunonnpoBanus Mmexanu3MoB [PSec Heo6X0aMMBI TOIBKO MPOTOKOJIBHbBIE
KOHTEKCTBI; YIPaBJISIOMINNA UTPaeT BCIIOMOTaTeNbHYIO poiib. bosee Toro, sBHOE BbIAENEHUE JBYX
¢da3 yTsKenser U ycIoXKHSAeT (OpMUpOBaHHE KIIOYEH, €CIM paccMaTpUBaTh MOCJIETHEEe Kak

OIHOKPATHOC neiictBue. Tem He MCHEC, U3 AaAPXUTCKTYPHLIX COO6p&)KCHHI>i YIIPABJIAOIINC
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KOHTEKCTBI HE TOJIbKO MOTYT, HO W JOJDKHBI CYIIECTBOBaThb, ITOCKOJIBKY OOCIYKMBAIOT BCE
npoTokonbHble ypoBHH creka TCP/IP, KoHUEHTpupys B OJHOM MeECT€ HEOOXOAMMYIO
¢byHkunoHanbHOCTh. IlepBas a3a HauMHAETCs B CUTYalMM, KOTAa B3aUMOJICHCTBYIOIINE CTOPOHBI
HE UMEIOT O0IIUX CEeKpeToB (0OLIMX KIItOYeH) U He yBepeHbl B ayTeHTUYHOCTH ApYr Apyra. Eciu ¢
camMOro Hayajga HE€ CO3/aTh JIOBEPEHHBIN KaHal, TO JUIsl BBIINOJHEHUS KaKJIOro YIPAaBISIOLIETO
JEUCTBUS € KIIIoYaMH (MX MOIM(UKAIKS, Bbllaya TUarHOCTUYECKUX COOOIIECHUH H T.II.) B KaKJOM
npotokoiie (AH, ESP, TLS u 1.1.) 3TOT KaHan npuaercs GopMupoBaTh 3aHOBO.

OOume Bompocsl (HOpMUPOBAHMS KOHTEKCTOB O€30MACHOCTH W YNpaBJICHUS KIHOYaMHU
ocBemiaorcss B cnenuduranun «KoHTEKCTh 06€30macHOCTH W yIpaBiieHHE KirouamMu B Internet»
(Internet Security Association and Key Management Protocol, ISAKMP). 3necs BBOusATCS ABE
(a3bl BBIpAOOTKH MPOTOKOJIBHBIX KIIIOUEH, ONPEAeIIIOTCS BUbl YIPABISIIOIINX MH(MOPMAIIMOHHBIX
OOMEHOB M UCHOJb3yeMble (OpPMAaThl 3aroJOBKOB M JaHHbIX. MHBIMH CIIOBaMH CTPOMTCS
IIPOTOKOJIbHO-HE3aBUCUMBIN KapKac.

CymecTByeT HECKOJIBKO CrmocoOoB  (opMupoBaHHs — ympaBisitomero KoHTekcra. OHu
pasnuyaroTcs ABYMS IOKa3aTeNsIMU:

- UCTOJIb3yEeMbIM MEXaHU3MOM BBIPAOOTKH OOIIET0 CEKPETHOrO KII0Ya;

- CTETICHBIO 3alIUTHl UACHTU(PUKATOPOB OOIIAIOLINXCS CTOPOH;

B npocreiiem cinydae CeKpeTHbIE KIIOYHM 33JIal0TCs 3apaHee (PydyHOH METO/ pacIlpeicieHHs
kimoyeit). Jlnsg HeOonpbmMX ceTed Takol IMOAXOJ BIIOJHE paboTOCIOCOOEH, HO OH HE SIBIISETCS
MmacmtabupyembiM. IlocnenHee CBOMCTBO MOKeT OBITh 0OecHeueHO TMpH aBTOMaTHYECKOU
BBIpa0OTKE M pacHpelesIeHNH CEKPETHBIX KIIouel B paMKaX IPOTOKOJIOB, OCHOBAHHBIX Ha
nporokoisie updpu-Xemnmana. [Tpumep Tomy - «IIporokon mist oomena kimodamu B Internet « (The
Internet Key Exchange, IKE).

[Mpotokon duddu-Xénnmana (aurn. Diffie-Hellman, DH) — xpunrorpadgudeckuii mpoTokod,
MO3BOJISIIOIIMKA  JABYM U 0Oojiee CTOPOHAM NONYyYUTh OOIIMHA CEKPETHBIM KII0Y, HUCHOJb3Ys
HE3alUIIEHHbI OT NpOCIyMIMBaHUS KaHal CBs3U. [loydeHHBI KIIIOY HCIONb3yeTcs Ul
mudpoBaHus AajbHEWIEro oOMEHa € IMOMOIIBI0 AJITOPUTMOB CHUMMETPHUYHOTO IIM(PPOBAHUS.
Anroput™m Obul BrepBble onmyOsiukoBaH Yurdunaom uddu (Whitfield Diffie) 1 Maptunom
XenmnmanoMm B 1976 rony.[2]

[Ipu ¢dopmupoBaHUM YHPABIAIOUIETO KOHTEKCTAa HIEHTU(UKATOPHI OOILAIOIIUXCS CTOPOH
(narmpumep, IP-ampeca) Moryt mepenaBaTbcs B OTKPBITOM Buze uiu mmdposarscs. Ilockonbky
ISAKMP npenycmarpuBaeT pyHKIIMOHUPOBaHHE B pexxume KiueHt/cepsep (T. e. ISAKMP-cepsep
MOKET (OPMHUPOBATH KOHTEKCT JJIsi KJIMEHTAa), COKPBbITHE WACHTU(UKATOPOB B ONpPEIEICHHOMN

CTCIICHU MOBBIMIACT 3AIMUIICHHOCTE OT IMMACCUBHOI'O IMPOCITYIIMBAHUA CCTH.
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[TocnenoBaTenbHOCTh  MEpelaBacMbIX  COOOIICHWH,  MO3BOJSIOIIUMX  CPOPMHUPOBATH
VIPABIAIOMUN KOHTEKCT U O00ECHEeYMBAIOIIMX 3AIIUTy WJACHTU(UKATOPOB, BBITJSAUT B

COOTBETCTBHUH C pucyHKoM 4.19.

HMHBuMaTop NapTHep

JafBKE HA KOHTERCT
(1) (ApeARaraetEe BAFOPHTHE & —
H WX NAPAMETPEI)

(2) = [pUHMMEEMBIE ANTOPHTMB
W napaMeTpbl

Knioywepold MaTepuan
3 HHHLWATOPa, .
l: } aQHOpa30EbLIM HOMED

HHHLWATORA

Kniodeeol matepuan
(4) =—— napTHEpa, OSHOPAZ0RLIH
HOMEP NapTHepa

33K POBAHHOE CODOLLEHHE,
5 Cogep¥alWes MaeHTHdHKaToD
(5) HHHLMATORE M NOAMMCAHHOE
Ero CEKPeTHBIM KN KoM

JawndposaHHoe coobWeHHe,

(6) = COAepEaWee HOEHTHDHKATOR
naprtHepa 1M Nnoan¥calHOoe
€ro CEKPETHBIM KNIOUOM

Puc. 4.19. ®opmupoBaHue yrnpaBIstonero KOHTEKCTa

B mepBom coobmiernn (1) WHUIMATOpP HAMpaBISICT MPEAJIOKEHUS 1O HA0OPYy 3aIUTHBIX
QITOPUTMOB U KOHKPETHBIX MEXaHHU3MOB MX peanuszainuu. [IpennoxeHus: yrmopsaouuBaroTCs IO
CTENEHU TMPEANOYTUTEILHOCTH (UIsi WHUIMATOpa). B oTBeTHOM cooOmeHuu (2) mnapTHEp
HH()OPMHPYET O CIEITAHHOM BBIOOpE - KaKWe aTOPUTMBI M MEXaHU3MBI €ro ycTpawBaroT. s
KaXKJIOTO KJjlacca 3allluTHBIX CPEIACTB (TreHepanus Kitouel, ayreHTU(dukanus, mudppoBaHUE)
BBIOMPAETCS TONBKO OJMH JJIEMEHT.

B coobmenusx (3) u (4) UHUIMATOP U TAapTHEP OTIPABISIIOT CBOM YacTH KIIOYEBOTO
MaTepuana, HeoOXOAuMbIe A BBIPAOOTKH OOIIEro CEKpeTHOro Kioua (OMyCKaroTCs eTallu,
cnenuduunbie a5 anroputMa Auddu-Xemnmana). OgHopasoBsle HoMepa (honce) MpecTaBiIsoT
co00¥ TICEeBIOCITYYaitHbIE BEJIMUMHBI, CIY>KaIllUe SIS 3alIUThI OT BOCITPOU3BEICHUS COOOIICHUH.

[TocpeactBoM coobmienuit (5) u (6) mpoucxoauT oOMeH HaeHTU(DUKAIUMOHHONW MHbOpMaIuel,
MOANUCAHHON (C IeNbI0 ayTeHTU(UKALNN) CEKPETHBIM KIIFOUOM OTIPABUTENS U 3aIu(poBaHHON
BBIPAa0OTaHHBIM Ha MPEABUIYIIMX IaraX OOIIMM CEKPETHBIM KiIro4YoM. [l ayTeHTHUKAuu
MIPEJIToJIaracTCs MCIOJb30BaHUE CEPTU(HUKATOB OTKPBITHIX KIIOYEH. B YHCIIO MOAIMHMCHIBAEMBIX
JTAHHBIX BXOMST OJTHOPA30BhIE HOMEPA.

B npencraBieHHOM Buae MPOTOKON (POPMHUPOBAHUS YIPABISIONIETO KOHTEKCTa 3alUINAET OT
aTaK, NPOU3BOJUMBIX HEJICTAIBHBIM TIOCPSJIHUKOM, a TakKe OT HeJIEralbHOTO IIepexBaTa

coeMHEeHM. [l 3amMTBl OT aTak Ha JOCTYIHOCTb, JUISl KOTOPBIX XapaKTEpHO MPEKIE BCETO
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HaBS3bIBAHWE WHTCHCHBHBIX BBIYUCIICHUN, MPUCYIIUX KPUNTOTPAPUH C OTKPBITBIM KIFOUOM,
MPUMEHSIIOTCS TaK Ha3blBaeMble WACHTU(DUIUpYIomue 1enodkd (cookies). DT  1ENOYKH,
dbopMupyeMble WHUIIMATOPOM U €ro MapTHEPOM C HCIIOJIb30BAHMEM TEKYILEro BpPEeMEHH (I
3aIUTHl OT BOCTIPOM3BEACHHMS ), HA CAaMOM Jiejie MPUCYTCTBYIOT BO Beex ISAKMP-coobmenusix u B
COBOKYITHOCTH UJCHTH(PHUIMPYIOT YIPABISIOMUNA KOHTEKCT (B TIEPBOM COOOIIEHUU, TTO TTOHSITHBIM
npuYrHaM, (GUTypUpyeT TOJIBKO Iernodka uHuimaropa). CormacHO CHenu(UKaIUsaM, 3aroJ0OBOK
ISAKMP-coo61mienust uMeeT BUJl B COOTBETCTBUU ¢ pucyHKoM 4.20.

Eciu  370yMBIUIGHHUK TBITAETCA  «3aBAJIMTh» KOro-IMOO 3ampocaMu Ha  CO3JIaHue
YIPaBISIOLIEr0 KOHTEKCTa, MOAJeNbIBas Npu 3ToM cBoi [P-agpec, To B cooOuienun (3) oH He
CMOXET MPEABSIBUTHh UACHTH(PHUIMPYIOIIYIO IEMOYKY MapTHEpa, MO3TOMY J0 BhIPAOOTKH 0OIIero
CEeKpPETHOTrO KItoya M, TeM Ooliee, JJIEKTPOHHOW MOJAMUCH U MOJHOMACIITaOHON MpPOBEpKHU

AYTCHTUYHOCTU ACJIO IOIIPOCTY HE JoneT.

1 2 3
012345678901234567890123456789¢01

MAaeHTHDHUWDYIOWAA LenoYKka reHepatopa
MaeHTHDUUMPYIOWAA Yenouka napTHepa
Cnepn, 3aronoBox HoMep eepoym Tun ofimexa Dnaru

HaenTudrvkaTop coobweHun

AnvHa

Puc. 4.20. ®opmart 3arosnoBka ISAKMP-coobmienus
VYrpaBnsomue KOHTEKCTHI SBISIOTCS JBYHANpaBICHHBIMH B TOM CMBICIE, YTO I00as u3
OOMIAFOIIMXCS CTOPOH MOXKET WHUIIMHPOBATH C WX TOMOIIBIO BBIPAOOTKY HOBBIX MPOTOKOJIBHBIX
KOHTEKCTOB wiu uHBIe neictBusa. ns mepegaun [ISAKMP-cooGmienuit ncnons3yercs 000

IIPOTOKOJI, OJHAKO B KauecTBe cTanaapTHoro npuHiaT UDP ¢ Homepom nopra 500.
IIpoToKOJIBbHBIC KOHTEKCTHI H MOJUTHKA 0€30IaCHOCTH

Cucremsl, peanuzyronie [PSec, 10KHBI TOIEP)KUBATH IBE 0a3bl TaHHBIX:

- 6a3y naHHBIX noaUTHKHU Oe3omacHocTH (Security Policy Database, SPD);

- 0a3y JaHHBIX NPOTOKOJBHBIX KOHTEKCTOB Oe3zomacHocTh (Security Association Database,
SAD);

Bce IP-makeTsr (BXOAsIIME W HMCXOJSIINE) COMOCTABISIOTCS C YIMOPSIOYCHHBIM HaOOpOM
MPaBUJI TIOJIUTUKK Oe30macHOCTH. [IpH comocTaBneHnH UCIOIB3yeTCsl GUTYPUPYIOIINN B KaXKIOM
NIpaBUJIE CEJIEKTOP - COBOKYIHOCTh AHAJIM3UPYEMBIX IOJIEH CETEBOTrO YpOBHS M 0OoJjiee BBICOKHX
MIPOTOKOJIbHBIX YpoBHEH. [lepBoe moaxosiee npaBuiio onpeaesnseT JalbHeHyo cy1p0y nakera:

L4 MaKeT MOXKET OBbITh JIMKBUIUPOBAH;
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. MaKkeT MOXeT ObITh 00paboTan 6e3 yuacTtus cpencts [PSec;
o nakeT 0JbKeH ObITh 00paboTtaH cpeactBamu IPSec ¢ yuerom Habopa IpOTOKOJIBHBIX

KOHTEKCTOB, aCCOLIMMPOBAHHBIX C ITPABUIIOM.

Takum oOpa3om, cuctemsl, peanusymomue [PSec, GyHKIMOHUPYIOT Kak MeKCETeBbIe SKpaHBbI,
¢wibTpys U mpeoOpasys TMOTOKM JAaHHBIX Ha OCHOBE NPEABAPUTENBHO 3aJaHHOW IMOJUTHKH
0€30I1aCHOCTH.

Jlanee paccMaTpuBarOTCsl KOHTEKCTBI M IOJIMTHKA 0€30IaCHOCTH, a TaKXKe MOpSAA0K 00paboTKU
CETEBBIX ITAKETOB.

ITpoTokonbHbI KOHTEKCT Oe3zomacHocTH B IPSec - 3T0 onHOHampaBieHHOE COeqUHEHHE (OT
UCTOYHHMKA K IIOJIy4yaTell0), IpeJoCTaBIsomee O0CIyKMBAEeMbIM IIO0TOKaM JaHHBIX HaOop
3alIUTHBIX CEPBUCOB B paMKaX Kakoro-to ojHoro npotokosna (AH wmmu ESP). B cayudae
CUMMETPUYHOI'O B3aUMOJAECUCTBUSI TapTHEPAM MPUAETCS OPraHU30BaTh JBa KOHTEKCTA (110 OJHOMY
B Kax/1oM Hanpasienun). Eciu ucnonesyrores 1 AH, u ESP, norpeGyeTcst yeTbipe KOHTEKCTa.

OneMeHTh! 06a3bl JaHHBIX MPOTOKOJIBHBIX KOHTEKCTOB COAEPXKAT CIEAYIOLIME MO (B KaXKA0M
KOHKPETHOM CJIy4yae HEKOTOPbIC 3HauUeHUsI 1oJiel Oy 1yT MyCTHIMU):

e uCrosib3yeMblil B mpotokoiie AH anroputm ayreHTH(UKALUY, €ro KIIOYHU U T.IL.;

e ucnonb3yemMblii B mpoTokosie ESP anroputm mmdpoBanus, ero KiIr0uM, Ha4aaIbHBIN
BEKTOD U T.IL.;

® 1CI0JIb3yeMblii B ipoTokosie ESP anroputm ayreHTHUKALUK, €70 KIIIOYU U T.I1.;

® BpeMs )KM3HU KOHTEKCTA;

e pexxuM padoTsl IPSec: TpaHCIOPTHBIN MM TYHHEJIBHBIH;

® MaKCHMAJIbHBIM pa3Mep MaKeTOB;

e rpyImma rnoyue (CYeTYNK, OKHO, (hi1ar) AJis 3aIIUThl OT BOCIIPOU3BECHUS TAKETOB.

[Tonb30BaTeNsIMU MPOTOKOJIBHBIX KOHTEKCTOB, KaK MIPaBUIIO, SIBJISIFOTCS PUKJIaHbIE TIPOLECCHI.
BooOmie roBops, Mexay IBYMs y3JIaMHd CETH MOXKET CYILECTBOBaTh IPOU3BOJIBHOE YHUCIIO
IIPOTOKOJIBHBIX KOHTEKCTOB, TaK KaK YHWCJIO NPWIOKEHMH B y3JIax IPOU3BOJBHO. B kauecTBe
MOJIb30BaTee YNPABJIAIOIINX KOHTEKCTOB OOBIYHO BBICTYMAIOT Y3JbI CETH (IIOCKOJBKY B ATHX
KOHTEKCTaX JKeJIaTelbHO COCPEAOTOUUTH OOIIYI0 (DYHKIHMOHAIBHOCTb, HEOOXOJUMYIO CepBUCAM
0€30MacHOCTH  BC€X  MPOTOKOJBHBIX  YpOBHEH  JSTAJIOHHOW MOJENUW JJs  yIpaBiIeHUS
KPUNTOTpapUUECKUMH KITFOYaMH).

VYnpapisiomye KOHTEKCTHI - IBYCTOPOHHHME, T. €. JII0OOH U3 MapTHEPOB MOKET MHUIIUHPOBAThH
HOBBIN KiTI04eBOM 00MeH. [lapa y3/10B MOXKET OJJHOBPEMEHHO MOAEPKUBATH HECKOIBKO aKTUBHBIX
VIOPABISIOIIUX  KOHTEKCTOB, €CIM  HMMEIOTCS TMPWIOKEHHS] C  CYHIECTBEHHO pa3HbIMU

Kpunrorpapuueckumu TpeboBanusMu. Hampumep, gomyctuma BbeIpaOOTKa 4YacTH KIO4ed Ha
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OCHOBE IIPEJIBAPUTEIBLHO PAaCIPEIEICHHOIO MaTepraia, B TO BpEMs Kak JIpyrasi 4acTh OPOKIAETCS
o anropurmy Jduddu-Xemmana.

[IporokonbHbIil KOHTEKCT miis [PSec maentudunupyercs nenesbiM [P-aapecom, npoTokosiom
(AH wnmu ESP), a Takke AOMOTHUTEIHHOM BEIWYMHOM - MHICKCOM MapaMeTpoB O€30MacHOCTH
(Security Parameter Index, SPI). Ilocmexnss BenuynMHAa HEOOXOIUMa, TOCKOJIBKY MOTYT
CYLIECTBOBATh HECKOJBKO KOHTEKCTOB C oJauHaKoBeiMu [P-aapecamu u mnpotokonamu. Jlanee
MOKAa3aHo, KaK UCTOJb3yIoTcs uHAeKchl SPI npu 06paboTke BXOASIINX MaKETOB.

[PSec 00s3pIBaeT MNOJAEpXKUBATH PYYHOE M ABTOMATUYECKOE YIpaBICHHE KOHTEKCTaMH
0€30macHOCTH M KpunTorpapuueckuMu KirodyaMd. B mepBoMm ciiydae Bce CHCTEMBI 3apaHee
CHAOXKAIOTCS KIIIOYCBBIM MaTepUaIOM W HWHBIMU JIaHHBIMH, HEOOXOTUMBIMH IJI 3alTUIICHHOTO
B3aMMOJICHCTBUS C OpYrMMH cucTtemMamu. Bo BTOpoMm - MaTepuand U JaHHBbIE BbIpaOATHIBAIOTCS
JMHAMHYECKH, HA OCHOBE OMpeieneHHoro nportokoia - IKE, moanep:kka koToporo o0si3areibHa.

[TpOTOKONIBHBIM KOHTEKCT CO3J1aeTcsi Ha 0a3e YIpaBIISIOLIErO C HUCIOJIb30BAHUEM KIIIOUEBOTO
MaTepHalia u CpeJCTB ayTeHTU(UKAIMK U K (poBaHus mocienHero. B mpocreiimem cirydae, Koraa
MPOTOKOJIbHBIE KJIIOYM TE€HEPUPYIOTCS Ha OCHOBE CYIIECTBYIOIIUX, MOCIEAOBATEIHHOCTh

nepcaaBacMbIX COO6I_HGHI/II7[ BBITJIAAUT B COOTBETCTBUU C PpUCYHKOM 2.7.

MHuymaTop NapTHep

3awupoBaHHele pe3yneTaT
X3 ¢'.I'HKLI,HI.-1_, IaABKa Ha

(1) KOHTEKCT (npeanaraeMsie
ANropUTMEl M MX —
NapaMeTpol), OAHOPA30BLIM
HOMER WHAUHATOPA

PeayAuTaT X3l -OyHKLUMMK,
MPHHHMAEMBIE ANFOPUTHME
(2) =— W NapaMeTpel, 04HOPa30BLIA
HOMEp NapTHepa (Bce B
sawwpposanHOM Brae)

JawndpoBAHHLIK pE3YNLTAT
XIW-HYHKLHK, CPEAK

(3) APryMeHToOR KOTOpOA - oba —_—
OAHOPA30BLIX HOMEDE

Puc. 4.21. ®opmupoBaHue NPOTOKOIBHOI'O KOHTEKCTa

AyTeHTH(UKAIMOHHBIH 3aI0JI0BOK

AyteHTu(pUKAIIMOHHBIN 3aromoBok (aHri. authentication header) AH mpennasnaueH s
obecrniedeHrs ayTeHTH(PUKAITUN OTIIPABUTEIISI, KOHTPOJIS IISJIOCTHOCTH JAHHBIX M OMIUOHAILHO JIJIS
MIPEIOTBPAIICHUS TTOBTOPHOM MOCBUIKH (aHTII. replay) makera - MpH YCIOBHH, YTO MPUHHUMAFOIIIAS
CTOpPOHA HACTPOEHA MPOU3BOAUTH MPOBEPKY MOCIeA0BaTeIbHOr0 HoMepa makera. [lons [P-makera,

KOTOPLBIC UBMCHAKOTCA B ITYTU CIICAOBAHUA, HC MOJIC)KAT KOHTPOJIIO LCIOCTHOCTH. AH 3aluumiacT
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JaHHBIE POTOKOJIOB 00Jiee BHICOKUX YpOBHEH 1 Te moiisi [P-3aroioBkoB, KOTOpbIE HE MEHSIOTCS HA
MapuIpyTe TOCTaBKU MM MEHSIOTCS MPeACcKa3yeMbIM 00pa3oM (YUCIO «HENpPeACKa3yeMbIX)» MOJen
HeBenuko - 3T1o prio. (Traffic Class), Flow Label u Hop Limit. IIpeackasyemo MeHsieTCs 11eJIeBOM
azipec Ipy HAJIMYUHU JOIOJIHUTEIBHOTO 3aroj0BKa UCXOAALIEH MapIpyTH3aLUH. ).

@®opmar 3aronoBka AH 1nokazaH B COOTBETCTBMM € pucyHKOM 2.8. moisie «Crnenyrommi
3aroioBok» (Next header) waeHTHGHUIMPYET THI CIEAYIOIMIMX 3HAYMMBIX JIAHHBIX 34
ayTeHTU()UKALMOHHBIM 3arojOBKOM; 3HAYEHHUs I0JIs1 OepyTcsl U3 MpeoNpeie]IeHHOr0 MHOXKECTBA

yctanoBineHHBIX IANA (Internet Assigned Numbers Authority) HOMepoB.

0 7 8 15 16 31 Burn

Cneayowmi [AnNKHa 3HaYUMbIX

3aronosox ASHHbIX I PO

Wnaexc napametpos BesonacHocTi

MNocnegoBaTenbHbii HOMED

Aannbie ayrenTudukayum

Puc. 4.22. ®opmar 3aromnoBka AH

[Tone «J/lnuna 3HaunMux naHHBIX» (Payload length) ompenenser nnmuny camoro AH B 32-
OUTOBBIX CJIOBaX MHHYC 2 CIJIOBa, IIOCKOJIbKY JJIi 3arojloBKOB, pacmupseMblx s IPvo,
YCTAHOBJIEHO TpeOOBaHHE COKpAIIEHUs JITMHBI 3arojIoBKa Ha 64 OuTa;

3ape3epBUPOBAHHOE TI0JIE JOJDKHO OBITh HYJIEBBIM;

[MTone «Munekc mapamerpoB OezomacHocti» (Security Parameters Index - SPI) - aTo 3HaueHwue,
KOTOpPOE€ B COBOKYITHOCTH C aJpecOM Ha3HA4YeHUs M CaMHUM IPOTOKOJOM (B JaHHOM ciydae AH)
OJTHO3HAYHO OIpeAeNsieT accomnuanuio Oe3omacHocTu (Security Association - SA) ans gaHHOU
natarpaMMbl B Buje 32-OuTHoro Homepa; Homepa ¢ 1 mo 255 3apeszepBupoBanbl [ANA; SPI,
paBHBI HYJIO, O3HA4YaeT, 4To SA He YCTaHOBJEHA; accouuanus Oe30MacHOCTH - 3TO Habop
napamMeTpoB (BEpcHUs aJropuTMOB MM(POBaHUS U ayTeHTU(UKALMHU, cXeMa OOMeHa KJIIoYaMH U T.
I1.), OTPEEINAIONINX, KAKUM 00pa3oM OyJeT 00ecrieunBaThCs 3aluTa JaHHBIX;

[Tone «IlocnenoBaTenpHBIN HOMEP» (Sequence number) - 3T0 MOHOTOHHO BO3pacTaromuii ot 0
(nmpu ycranoBneHun SA) HoMmep mnaketa. OH HUCHONB3yeTCS s BO3MOKHOCTH KOHTPOJIS
MoJTy4yaTesieM CUTyallud OBTOPHOW NEePEeChUIKH MAaKETOB;

[Tone «/lannble ayrentu¢ukamum» (Authentication data) coxmepkaT 3HauYeHHE KOHTPOJIS

nenoctHoctu (Integrity check value - ICV), paccumtanHOoe TO BCeM [IaHHBIM, KOTOpBIE HE
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M3MEHSIOTCS B TYTH CJENOBaHMS NaKeTa WIM MPEACKa3yeMbl Ha MOMEHT JOCTIDKEHUS UM
nostyyatens. 3Hadenue ICV paccunTeiBaeTcs B 3aBUCUMOCTH OT JITOPUTMa, ONPEAEIECHHOIO B SA,
HarpuMep Koja ayreHTudukanuu cooodmenus (Message Authentication Code - MAC) ¢ kiarouom

CUMMETPUYHOTO UJIM aCUMMECTPHUYHOI'O aJIrOPUTMaA WA XBH_I(l)YHKHI/II/I;

be3onacHoe COKPLITHE CYHICCTBCHHBIX JaHHBIX

[TpoTokon uHKancymupyroiei 3amutel cogepxkumoro (Encapsulating Security payload, ESP)
MPEIOCTABIISICT TP BHJIA CEPBUCOB 0€30MaCHOCTH:
1. obecneuenue koH(puaeHNHaTbHOCTH (mHUdpoBaHue coaepkumoro IP-makeros, a
TaK)Ke YaCTUYHAS 3alllMTa OT aHAJIM3a TpaduKa MyTeM MPUMEHEHUS TYHHEILHOTO PEXKUMA);
2. obecnedeHue NEIIOCTHOCTH [P-1makeToB U ayTeHTH(PUKAIMY NUCTOYHHUKA TAHHBIX;

3. obecneyenne 3allIUTBI OT BOCIIPOU3BCACHUA IP-HaKeTOB;

OynkuuonansHocTh ESP mmpe, uem y AH (no6asnsiercst mmdposanue); ESP He o6s3arensHO
MPEIOCTABIIIET BCE CEPBUCHI, HO MO0 KOH(PHUICHIHUAIHHOCTh, JIMOO ayTeHTU(UKANUS IOJHKHBI
ObITh 3azericTBOBaHbl. DopMaTt 3arosioBka ESP BBITTISANT B COOTBETCTBUU C PUCYHKOM 2.9. OTO He
CTOJIBKO 3arojIOBOK, CKOJBbKO 00epTKa (MHKAaICyIHpyromas 000J0YKa) Ui 3amu(ppOBaHHOTO
cogepkuMoro. Hampumep, CChUIKY Ha CIIEAYIOUIMH 3arojlOBOK HENb3sl BHIHOCHTH B HAyallo, B

H€3aHII/ICI)pOBaHHyIO 4acCTh, TaK KaK OHa JIMIIUTCA KOH(bPII{GHIII/IaJII)HOCTI/I.

0 1 2 3
012345678901 234567890123456785901

I
Wraexc napameTpos GesonacHocT (SPI) AYTEHTHDHKAUMOHHAA

NopRAKORLIR HoMep HacTH

]

JawMueHHOS cofepUMoe (NONa NepeMaHHel ANUHbL)

Sanonuutens (0-255 BaiT) 3::.“:1’““” Han

AnuHa zanonHuT, | Cneg. 3aronosok |
| L

AYTEHTHDMKAUMOHHLIE AaHHBE (NoNe NepeMedHon AniHE)

Pucynoxk 4.23. ®opmar 3aronoBka ESP
[Tons  "Wapekc  mapamerpoB  Oe3omacHoctu  (SPI)",  "llopsakoBelii  HOMmeEp" U
"AyreHTH(UKAMOHHbIE JaHHbIE" (TOCIEeqHEee MPHUCYTCTBYET TOJIBKO MpPHU  BKJIIOYEHHOM
ayTeHTU(UKALUKM) HUMEIT TOT e cmbica, uto u a1 AH. ESP ayrentudunupyer nuuib

3alM(POBAHHYIO YacTh NaKeTa (IUIFOC 1BA NEPBBIX MO 3arojI0BKa).
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[Tpumenenue npoTtokona ESP k ucxonsumm makeraM MOXKHO MPENICTaBISTh ce0e CIEeTyIOIIUM
obpazom. IlycTh ocTaTOK mMakeTa Ta €ro 4acTb, KOTOpas MOMELIAETCS IMOCIE MPEIrnoIaraeMoro
MecTta BcTaBkM 3arojioBka ESP. Ilpu 3ToM He BakHO, KaKO PeKUM MCIOJIb3YETCS - TPAHCIIOPTHBIN
wiK TyHHenbHbIH. [llaru npoTokoia TakoBbI:

1. - ocraTtok makera konupyercs B Oydep;

2. - K OCTaTKy IPHUIHUCHIBAIOTCS JOMOJHSIOMUE OalThl, UX YHCIO W HOMEp (THUI)
MEePBOr0 3arojioBKa OCTaTKa, ¢ TeM 4YTOObI HOMEp ObLI MpMXKAaT K TrpaHUlle 32-OUTHOTrO
CcJI0Ba, a pa3Mep Oydepa y1oBIeTBOPSI TPeOOBAHUSAM alNropuT™Ma mMudpoBaHUs;

3. - Tekymee coaepxkumoe Oydepa mmdpyercs;

4. - B Havano Oydepa mpunuceBatroTcs mnons "MHaekc mapaMeTpoB 0€30MaCHOCTH
(SPD)" u "IopsaxoBsiii HOMEP" ¢ COOTBETCTBYIOIIUMHU 3HAYCHUSIMU;

5. - mOMONHEHHOoE cojiepkuMoe Oydepa ayTeHTUDUIUPYETCSI, B €r0 KOHEIl TOMEIaeTcs
nosie "AyTeHTu(UKAIIMOHHBIC JaHHBIE";

6. - B HOBBI MakeT TNEPENUCHIBAIOTCS HAYaIbHBIC 3aroJIOBKH CTapoOro IaKeTa |

KOHEYHOe cojiepkumoe Oydepa;

Ecmu B ESP BkimtoueHsl W mudpoBaHHWe, M ayTEHTU(UKAIM, TO ayTCHTU(QHUIHPYETCS
3amu(pOBaHHBINA MakeT. J{JIs BXOASIINX MMaKeTOB JEHCTBHS BBIOIHSIIOTCS B 00PaTHOM IMOPSIKE, T.
€. CHayaja Mpou3BOAMUTCS ayTeHTU(UKaLUsA. DTO MO3BOJSET HE TPATUTh PECYPChl HA paclIu(ppPOBKY

noAACIIBHBIX ITAKETOB, YTO B KaKoOM-TO CTEIIEHHU 3alUIIAeT OT aTaK Ha HAOCTYITHOCTD.

IIpoTokoJ oomena kaouamu — |KE

[TockonbKy OCHOBHBIM MEXaHH3MOM o0ecrieueHusi 0e30MacCHOCTH JIaHHBIX MPOTOKOJIa
SBJISIIOTCS] KpUNITOrpauuecKre METObI, Y4aCTHUKH 3aIIUIIIEHHOTO COETUHEHUs JOKHBI HAJIAUTh
OOMEH COOTBETCTBYIOIIMMHU KpHUNTOrpadguueckumu kitoyamu. OOecnednTh HACTPOMKY Ipolecca
Takoro oOMeHa MO>KHO BPY4YHYIO M aBToMaTuuecku. IlepBblii criocod nomycTuM s HEOOJBIIOro
KOJIMYECTBA JIOCTATOYHO CTATUYHBIX CUCTEM, a B OOIIEM CIIydae 3TO MPOU3BOJINUTCS aBTOMATUYECKHU.

Jliis aBTOMaTHUECKOro oOMeHa KJIFoUaMHM Mo YMOJIYaHUIo ucnonbiyercs [IpoTokon ynpasieHus
karouamu B MaTeprere (Internet Key Management Protocol - IKMP), nnaye Ha3piBaembii OOMeH
kimouamu B MHTepHeTte (Internet Key Exchange - IKE). JlonoaHuTensHO UM allbTEPHATUBHO MOTYT
OBITh IPUMEHEHBI JpyTHe NpoToKoIbl, Takue Kak Kerberos mnn SKIP.

IKE coBMmeriaet B cebe TpU OCHOBHBIX HApaBJICHUs (OTIEIbHBIX MPOTOKOJIA):

o ISAKMP (Internet Security Association and Key Management Protocol) - mporokoin

accoluanuin 0e30IMacHOCTH | YIIpaBJICHHUA KIIHOYaMH B HWHTCPHCTE; ITO 0611_166 OIIMCaHHEC
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(framework) nns oGecriedenus ayreHTHPUKAIUK 1 OOMEHa KiItouel 6e3 yKazaHusi KOHKPETHBIX
MPUKIAAHBIX aJITOPUTMOB,

o Oakley (Oakley key determination protocol) - mpoTokos ompeaencHus KitOueit
OKJ’II/I; OH OIIMCBIBACT ITOCJIECAOBATCIBHOCTU oOMeHa KIIoYaMu - MOIbI (mode) U OIIUChIBACT
MPEA0CTaBIIIEMbIe MU (DYHKITNH;

o SKEMI (Secure Key Exchange Mechanism for Internet) - mexanusm 6e30macHoOro
oOMeHa KIIIoYaMH B I/IHTepHeTe; OH OIIMCBhIBAcCT MHOFO(bYHKHI/IOHaJ'II)HI)Ie TCXHOJIOTHH,
MIPEIOCTABIISAIONINE AaHOHUMHOCTh, HEOTPEKAEMOCTh (AIMETNPYEMOCTh) B OBICTPOE OOHOBJICHHE

KJTFOUEH;

IKE coxepxut nBe (a3el corjacoBaHus Kiawoued. B mepBoi ¢asze MpoucCXomuT CO3IaHHE
3aIlUIIEHHOT0 KaHajla, BO BTOPOM - COTJIacOBaHHWE M OOMeEH KirodaMu, ycraHoBieHue SA. Ilepas
(aza UCToIB3yeT OJIMH U3 JABYX PEKUMOB: OCHOBHOM (aHrin. Main Mode) wiu arpeccuBHBIN (aHTII.
Aggressive Mode). Paznuune Mexay HUMU B YPOBHE 3alllUIIEHHOCTH M CKOPOCTH pPabOTHI.
OcHOBHOH pexuM, Oojiee MEJUICHHBIM, 3alUIIaeT BCIO HHGPOPMAIUIO, MEPEAaBaACMYI0 MEXIY
y371aMH. ATPECCUBHBIN PEXUM JIJIsi YCKOPEHUST pabOTHI OCTaBJISET PsJ MApaMeTPOB OTKPBITBIMU U
YSI3BUMBIMU ISl TIPOCITYIIUBAHUS, €T0 PEKOMEHAYETCS HCIOJIb30BaTh TOJBKO B Cilydae, KOrjaa
KPUTHYECKHM BOIPOCOM SBIISIETCS CKOPOCTh paboThl. Bo BTOpoit (aze ucmonb3yercss OBICTPHIT
pexxum (anrit. Quick Mode), Ha3BaHHBIN Tak IOTOMY, YTO HE MPOU3BOAUT ayTEHTHU(PUKALIUU Y3IIOB,
CUMTas, 4TO 3TO OBUIO clenaHo B mepBoi (aze. Dta (asa obecrieunBaeT OOMEH KIIOYaMH, C

IMOMOIIIBIO KOTOPBIX IMTPOUCXOAUT HH/I(i)pOBaHI/Ie JaHHBIX.

Pacuupennbiii 0030p 6€30NaCHBIX aCCONUANM I

[TonsiTue "6e3omacHble acconanuu” (Security Association - SA) sBnsieTcst pyHIaMEHTaIbHBIM
B IPSec.

SA ecTb cuUMIUIEKCHOE (OAHOHANPABIEHHOE) JIOTMYECKOE COEJUHEHHUE, CO3[aBacMoe Jis
obOecrieuenus Oe3zomacHocTH. Bech Tpaduk, mnepegaBaeMbiii 1Mo SA, HEKOTOPHIM 00pa3oMm
obpabatbiBaercs B 1ensax obecnieueHust 6e3onacHoctu. 1 AH, u ESP ucnons3yror B cBoeit pabote
SAs. Onnoii u3 ocHoBHbIX ¢(yHkumii IKE sBngercs ycranosienue SA. Jlamee mnpuBOIsATCS
pa3iuyYHble acleKThl YIpaBieHus SA, ompeaenuM TpeOyeMble XapaKTepUCTHKU YIpaBJICHUS
MoJIUTUKON SA, 06paboTKy TpadrKa U TEXHOJIOTHH yrpaBieHUs SA.

SA ecTb COBOKYMHOCTb IapaMETpPOB COEOUHEHMS, KOTOPbIE IAlOT BO3MOYKHOCTH CEPBHCAM
obecrieunBath Oe3omacHblid Tpaduk. SA onpenenser ucnonb3oBanue AH wim ESP. Ecnu k notoky

Tpadbuka mnpumeHstorcs o6a mnportokonma, AH wu ESP, To cosmatorcs nBe SAs. Ilpu
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JBYHAIIPABIICHHOM COCIUHEHHHM MEXAY JABYMsI XOCTaMH WM MEXKAY JABYMS [UTFO3aMU
6e3omacHocTr TpeOyercs 1Ba SA (110 0OJHOMY Ha KaXkJI0€ HAIIPABJICHUE).

SA oaHO3HA4YHO Ompeaensercs TPOMKou, coctosmeid u3 Security Parameter Index (SPI), IP
Destination Address (agpecoM Ha3Ha4YeHHS) U HACHTH(PHUKATOpa MpOoTOoKoIa 6e3onacHocTy (AH nm
ESP). B npunnume agpec  Ha3HAUYEHUS  MOXET  OBbITh  €IMHCTBEHHBIM  aJpPecoM,
mpokoBemarenbHeiM  (broadcast) ampecom wim rpynmoBbiM (multicast) ampecom. OmHako
MEXaHU3M YIpaBJIeHUsT SA B HACTOSIIEE BpPEMs ONPEACISAETCS TOJBKO JIsi €AMHCTBEHHOM SA.
CnenoBatenbHo, SAs OyayT omucaHbl B KOHTEKCTe point-t0-point coeaMHEHHUs, AaXe eclu
KOHILICIIIMS TAKXKE IPUMEHSIETCS B ciIydae point-to-multipoint.

Omnpenenensl JBa pexxuMa SA: peKUM TPaHCIOPTA U PEKUM TyHHEIUPOBaHUA. TpaHCIIOPTHBIN
pexxuM SA obecrieunBaeT 0€30MacCHYIO CBSI3b MeXAY AByMs xoctamu. B IPv4 3aronoBok mpoTokosna
0€30MacHOCTH TPAHCIOPTHOTO PeXKHMMa MosBiIseTCa cpa3y mocie [P 3aromoBka m Bcex omuui u
nepen Jr0ObIMU  TipoTokoamu  Oonee Bbicokoro ypoBHs (TCP wmm UDP). B cmyuae ESP
TPAHCHOPTHBIN pexkuM SA 00ecreunBaeT CepBUCH OE30MACHOCTH TOJIBKO ISl MIPOTOKOJIOB OoJee
BBICOKOT'O ypoBHs, HO He s [P-3aronoBka. B cnyuae AH 3ammra Takxke pacmpocTpaHsieTcsl Ha
oTaenbHble yacTu [P-3aronoBka.

Hpyrum pexxumMom SA sBIsS€TCS peXUM TyHHEIUpOBaHUsA. Eciau XoTd Obl OJHUM K3 KOHIIOB
COEIMHEHMS SBJISIETCS IUIF03 OE30MacHOCTH, TO SA 00s3aTellbHO JOJDKHA BBINONHATLECS B
TYHHEITUPYIOLIEM pexuMe. SA MEeXIy ABYMs MLUII03aMU O€30MacHOCTH BCErJa HAaXOAUTCS B
TYHHEJIUPYIOLIEM PEXHUMe, TaK XKe, KaKk 1 SA MeX1y XOCTOM M IIIJII030M 0e30MacHOCTH. 3aMETHM,
YTO KOr/ia TpaduK MpeaHa3zHayeH s MITI03a 0€30MacHOCTH, HanpuMep, B ciaydae SNMP-komang,
1103 O€30MaCHOCTH paccMaTpUBAETCSA KaK XOCT, U JOMYCTHM TPAaHCHOPTHBIA pexxuM. [[Ba xocra
MOTYT IPH JKEeTIAaHUH TaK )K€ YCTAaHABIMBATh TYHHEIUPYIOIIUN PEKUM.

B TyHHenupyromem pexxume SA cyniectByeT "BHeIHUI" IP-3aroiaoBoK, KOTOpBIN onpenesnser
nyHKT Ha3HaueHus [PSec, u "BHyTpeHHuil" [P-3aronoBok, KOTOphI onpenenser KOHEUHbINH MyHKT
Ha3HAa4YeHMs Ul NaKeTa. 3arojoBOK IPOTOKOJIa 0€30MacHOCTH PaclojoXKeH Iociie BHeuHero [P-
3arojioBka M mnepex BHyTpeHHuUM [P-zaronoBkom. Ecim AH wucnonb3yercs B TyHHENUPYHOLEM
pexxume, yactu BHenTHero [P 3aronoBka sIBISIFOTCS 3alIUIIEHHBIMH, KaK M BECh TYHHENUpyeMblit [P-
MIAKeT, T.€. BCE BHYTPEHHUE 3ar0JIOBKM 3aIIUIIEHBI, KaK U BCE IPOTOKOJIBI 00Jiee BHICOKOIO YPOBHS.
Ecmm nmpumensiercst ESP, 3ammra o6ecnieunBaeTcst TOJNBKO 711 TYHHEIIMPYEMOTO TaKeTa, a He IS

BHerrHero [P-3aromosxka.
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4.2. KoMnbOTepHBI MPAKTHKYM 10 CeTeBbIM NPOTOKO0JIaM
Iporpammuas peanu3anus
Jis co3nanus 3alUIIEHHOTO COSTMHEHHS HE00X0UMO MOJIYYUTh CEPTH(UKAT WK CO3/1aTh
ero camomy. Coznatb SSL ceptudurar camomMy MOKHO CpeICTBaMU CBOOOTHO PaCIIpOCTPAHSIEMOTO
nakera [IS6 Resource Kit Tools. Moxet motpeboBarbest ycTaHoBKa ciryx0. Jlist atoro B [lanenu
ympaBieHus: Heo0X0auMo BbIOpaTh pasnen «lIporpaMMbl 1 KOMIIOHEHTBD» M B OTKPBIBIIEMCS OKHE
B MCHIO CJIeBa Ha)KaTh Ha CChUIKY «BriroueHue wim oTkitoueHne komnoneHToB Windowsy. [lanee

B OTKPBIBIIEMCSI OKHE HY)KHO BKJITFOUUTH KOMITOHEHT «Ciryx0b1 11S».

iz MporpaMmel U KOMMOHEHTBI = =
/f—/ v 1 [ « Bce snementsi nanenn ynp... » [porpammesl n KOMNOHEHTBI v ¢ Mouck: Mporpammel 1 koMno... O
Maxens ynpaenexus —
oM b Crna i Yaanexvie nam nsmeHeHne nporpaMmel
o z R
MpocMoTp yCTaHOBAEHHBIX zg’;ci [ KomnowenTel Windows i
oBHoBAEHMI N
w’l‘ BXAiGLUEHIE WK OTKNIOUeHME Bk/toueHne nam oTKAIUeHE KOMMOHEHTOB @
"~ komnonertos Windows Ynopaao'  Windows =y @
Wms Y06kl BKAHOYNTE KOMMNOHEHT, YCTaHOBWTE ero ¢aaxok. Yrobel Yeraroes A
[#7 Micros ~ OTKIFO4MTL KOMMOHEHT, CHUMWTE €ro GNaxoK. 3aTEHEHHDIN dnaxok 19.01.201.
8 Micros  03HAYAET, YTO KOMMOHEHT BKJIHONEH UYaCTUHHO. 12.01.201.
icros [l Mpoctoie cnyxBol TCPIP (takue kak echo, daytimeut.n) A 19.01.201.
=" Micros @[] | Cepeep ouepean coobuennii Maiikpocodt (MSMQ) 19.01.201.
[ Micros [} Ceresoii npoexrop 19.01.201-
ﬁ%] Micros @[]}, Cayx6a aktueaumu Windows 19.01.201.
m Micros [[] |, Cayx6er Active Directory o6aeryeHHOro A0cTyna K KaTanor: 17.01.201.
B Micros | ® (=1 CryxeillS 17.01.201.
O Micros | CoyxOn APS 17.01.201.
i Netspe | | @ g Enyxébl nevat u AOK)}:::HTDB 7 15.01.201.
Q Siype ’ DEACTBO NDCCMOTDA " 15.01.201.
EisTOUV 16.01.201.
(& Teamv OK Otmena 16.01.201-
[ETWCFRI 17.01.201.
|| WebMoney Agent Softomate 15.01.201. ,
<] >
s YCTaHOBNEHHbIE NPOrpaMmel Monneii pasmep: 16,976
porp: P P
l."»q YcranoeneHo nporpamm: 69

Ay

Puc. 4.24. AxtuBauus ciyx0s! ISS

Beioupaem ciryx0y 1SS



1 )« Bee.
~
1 WsBpannoe
23 Dropbox
1§ 3arpyscn

] Heagenne mecta
B Pabounii cron

7@ SkyDrive

1% 3707 KOMNBIOTER
i Bugeo
ﬂ JokymenTel
j 3arpyskn
El Wzobpakennn
i Myseixa
| Pabounii cron
5, Noxansmbii anck
s NokansHiii guck

o Moxansheiii auck

€ Cers

v <€

3nemenTos: 22

@ | [& [l = | AAMWRMCTPHD... Cpeacrsa pa..

- FnasHaa | MNoaenuTscn ‘ Bm,ql ¥YnpaeneHne

Beibpan 1 2nement: 1,10 KB

Hartnniika nanameTnne knmMnsnTena

Cpeacrsa pa... bt = =
YnpaeneHne
« » AGMUHNCTPAPO... v ¢ | Mouck Agunkncrpuposarne 0
Vs . Bari ”
[ Windows Powerbhell Ik (x8b) 240
(@ Windows PowerShell ISE 22.0
[P Bpanamayap Windows & pexunte nossilennoii GesonacHacTi 220
f8 Amcnersep oy 1S 220,
[, Wnuumarop i5CSI 220
Wcrounmin aannbix ODBC (32-paspagras sepcns) 220
Wcrounmin aannbix ODBC (64-paspagras sepcns) 220
@ KoHgurypaumna cuctemel 220
@ JlokaneHas NoAuTUKE Be3onacHoCT 220
@ MonuTtop pecypcos 220
E‘} ONTUMUZALNA JUCKOB 22.0
QOuncTka gucka 22.0
@ MNaHUPOBLUKK 3343H1IA 22.0
(] Npocmotp cobermii 22.0
@ CEEAEHHA O CHCTEME 220
(5]) CucTemmbii moHuTop 20
(8] CryskBoi komnoHeHTOR 20
8 CryoxBien 220
f#F] Cpeacteo nposepiy namsti Windows 220

VK

Bce 3nemeHTEl NaHenu ynpaeneHma

4 [ » Manensynpaenenns + Bee snemenTsi naHen ynpaeneHus

OBNEHWE

e NpoCTpaHCTBa

iA8 rpynna

obnactu

1eHUA

Tpbl Nanok

UEHUA K
IbIM paBounm

AMbI NO

auarn

Puc. 4.25. BeiGop ciyx0b1 1SS

B otkpeiBmiemMcst okHe xmeM Ha «CepTtudukarsl cepBepa

v G

MpacmoTp:

= - onm

Momcr & namenu ynpssnesma

KpynHeie saukm ¥

AAMUHNCTPYPOBaHWE
Mpadwka u meawa Intel(R)
[vcneTuep yCcTpoicTs
3awmTHrK Windows

Wctopua dainos

MaHens zagau n
HaBuraums
MapameTpsl
PacnonoxeHns

MouTta

Pabouve nanku

@ |93 RIANTA-PC

]

OTkpeimne GyHKL MM

Ynpaenenwe cepeepom
MepezanyctuTs

Sanyctute

[ B

OcraHoENTE

MpocmoTpets nyae:
NPUACHEHNI
MpocmoTpeTs caiiTs

Wsnenute seponio MET
Framework

o Mony4uTs HoBbIE

0 Cnpasxa

®aiin  Pexum  Cnpaeka
qa HayanbHana cTpaHuua RIANTA-PC
93 RIANTA-PC (RIANTA-PC\Sid
g ( Sit PuneTpel = ¥ Mepeiitn - %I’Ioma’n: BCE 5
s A
& ) e si%
Begenne  Jowyment no 3aronoekn  Kawwposa..  Mogynm Mpoeepka
HypPHaN2  YMOMYaHWHD  OTBETOE .. BLIBOAMMEL. MOANMHHD...
2 &
) 4
Mpocmotp PaBoune Cowatne ConocTae..  CTpaHuuel
KaTanora NpoLECcEl ofpaioty..  owwbok
= =
Tunet MIME  ®unstpauma
zanpocos
¥npaenenue ~
e,
Jenerupo... OBwan Pesaktop
KOMMOHEHTE  KOHQUIYpP... KOHpUryp...
< 3 | =]l Mpocwmortp sosmoxrocTeii [Z MpocmoTp cogepramoro
loToBHOCTE

KOMAOHEHTBI Be6-nnaThophb

&

Puc. 4.26. Co3nanue ceprudukara
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Co3naeM caM03aBEpEHHBIN CepTUPUKAT

(€ =) |9+ rantaPC » @ @-
®aiin  Pexwm  Cnpaska
I CepTuduKaThl cepsepa I
[2al | % P qJ pBEP Munoptuposate...
“ ‘ﬁ RIANTAEE (R‘ANTA-IzQSId cnonesyiite 31y dyHKWMio 408 3anpoca u obpaboTikn cepTudukatos, koTopele BeB-cepeep Cozgars sanpoc
@ Tlyner npunoseriii MOXKET NCMOMB30BATE C BB-CafiTamu, Te HACTPOEHD WCNonbsoEaHne S50, CEPTMPHKAT...
1 -[&] caiitel 3anpoc yCTaHoBKM
PuneTpel ~ ¥ Mepeiita ~ % Mokasats ece | H CEPTUOUKATOB. .
s Monyuatens ce;nmpuxa'la MocTaeLme CosATiElcen i
1liS Express Devel Certif... localhost iocalhost f‘“"‘m o LT
P
Buga...
JKCMOPTHPOBATE...
x Yaanute
BKAKYNTE BETOMATHHECKYID
MOBTOpPHYHY NPHBASKY
0BHOBNEHHBIX CEpTMhNKATOR
o Cnpaska
< >
< > [=7 NpocmeTp sosmoxrocreii E] MpocmoTp cogepsamoro
FoTeeHocTe ‘ﬂ:i

Puc. 4.27. Co3nanue camo3aBepeHHOr0 cepTudukara

MoHATHOE UMA

cepTudmKam:

MoHaTHoe Mg cepTudukara:

MySettificatd

BriBpate xpaHunuLLE cepTdMKATOB ANA HOBOTO CEPTMdMKATa:

| JMyHEIR

W

YramuTte nma daina AnA zanpoca cepTudukata. CNeayomne AaHHBIE MOTYT BbITe OTOCAAHBI LEHTRY

| ok

| | OTtmena

Puc. 4.28. BBoa umenu cepruduxata
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(&) 5] | % » RANTAPC »
Maiin  Pexwm  Cnpaeka
I CepTudukaTtsl cepeepa
4] l % P qJ paep Munoptrposate...
“ qi RIANTZ, RS (RIANTA*:QS“’ Wenonsayitte 31y dyHKUMIO 4nA 3anpoca u oBpaBoTkn cepTudmkaros, KoTopole Beb-cepeep Co3aaTs 3anpoc
-} Mynes npunosenms MOKET MCNONL30BaTE ¢ BeB-CaifTamu, rae HacTpoeHo Mcnonsaceanme SSL. cepTdnKaTa.,
4@ caiTel 3anpoc ycraHosKn
& 43 Default Web Site DuneTpel: = 0 Oepeiin - i Moxasars gee | A cepmiunkatos..
Mran Monyuarens ce;nmd)mxaﬁ Mocraewmk —COSAEW copndneayach el
II5 Express Development Certif... localhost localhost :::fj;:i:?m“ep%”bm
MySertificate rianta-pc rianta-pc m
NOBTOPHYHO NPHBASKY
0BHOBNEHHLIX CEpTMdNKaTOR
0 Cnpaska
< >
< > @ MpockoTp BosmoxHocTER E MpocroTp cogepsumora
loTosHoCTL 8.

Puc. 4.29. Oto6paxenue ceprudukara
[IpuBsizpiBaeM ceptudukar Kk Hy>)xHomy IP

m ‘o b RIANTA-PC » caiftel » Default Web Site »

Daiin  Pexum  Cnpaeka

0 HauanbHas cTpaHuvia Default Web Site
ﬁ | ,& MpoeogHuk
%3 RIANTA-PC (RIANTA-PC\Sid
4 ‘ﬂ 2 ( _C\ i R - [% Depcitm - G Mo e | H PeaakTuposate paspeLueHna
Mynsi np Hsmenenme seb-caiita
48| caiitel 115 ~ -
- I Default Web Site h, \'j ; PMEASKH...
| 0 i” = OCHOBHBIE HACTPOAKM...
Begenne  Jokymentno 3aroncekn Kswmposa..  Mogyaw  MNapamerpe MpocMoTpeTs NPUNoKEHNA
HYPHANZ  YMOMYEHWIO  OTBETOE . EBIBCAWMEL.. SSL NpocMOTpETs BUpTyabHbIE
— . =Y KaTanoru
-"”“' [ —_—
ﬁ 7 @ = jj Ynpaenenue seb-caiitom @

Mpoeepka  MpocmoTp Cxatne Conoctag..  Crpanngel  Tuner MIME

3

n
MNOAAMHHO..  Katanora obpadoTy.. ownBok v R
B Zanycrime
E B Ocranoeute

DunsTpaLma D630p Beb-caiita

3anpocoe &1 O63op *:80 (http)

O6zop sitename.domain.com
¥npasnenne - &1 B

on 443 (https)

JonenHurensHele

NapamMeTphil...
coniors. e
OrpaHuyeHua...
e Cnpaeka
< > m MpocueTp cogepsmmoro
loTosHoCTS ‘i:g

Puc. 4.30. ITpussizka ceprudukaTa K caiTy (KOMIBIOTEPY)

3arem ¢ momomipio mporpaMmbl THEGREENBOW ycranaBnuBaem 3amumieHHoe SSL —

COCAMHCHUC.



[ESNEn==c)

THEGREEMBOL .-

B MapameTplkE V1 Paramete
E-03 tgbtestiPv4 KoHdurypauma SSL

(¥} tgbtestlPv4
B tgbtestlPVs

I tgbtestIPVE 3Ta Nanka paspelasT co3AaHne TyHHenei S50, MoxHo cosaasaTs
nofoe HeobxoAMMOE KOMMYECTBO 3Tanos TLS. KoHTEKCTHOE MeHo
(lwenuok NpaBoil KHOMKDIA MbiwK Ha S5L) NosBonseT coznaBaTe,
KOMMPOBATh M BCTEBNATE 3Tansl TLS.

MacTep cosaaHWa TyHHena S50

ﬁ\ SKCMOPTUPOBATE BCE TYHHENM S50

4 LU}

@ VPN KIMEHT roTos

Puc. 4.31. OxHo pa3znena SSL

VYka3bIBaeM IyTh K CEpTHUPUKATY

MapameTpbl VPN-TYHHENnA

BeeawTe cnegyrowme napameTpol YPN-TyHHENA:

MyBnuuHbI (BHEWHWA) IP-aapec vnv https: /192, 1658.0,53/
AOMEHHOE MMA

WMMA cepTrdmrkaTta,  <Click the impart button=

[WW&]

Login required

[ < Hazan ” Jdanee = ] [ OTMeHa ]

Puc. 4.32. Oxno macrepa Hactpoiiku VPN-TyHHENs
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MmnopT ceprudmxara

HWMnopTHPOBaT b HOBLIA CepTdUKaT

BoibepuTe dopHaT cepTHduKaTa:

(7) PEM-thopmaT

@ P12-dhoprat

lﬂaneebl[[)‘me:—ta

Puc. 4.33. UmnopT cepTudukara

PaBoumit cron mysertificate. pfx

Bubnnotexn

KomnetoTep  [wa daiina:

Tun gaiinos: [C&pTHﬂJI-‘HETH PEX (" pfx)
Toneko yTeHwe

Puc. 4.34. Beibop co3ganHoro ceprudukara
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BBoaum maposb uist 1ocTyna K cepTudukary

oo PG
MNaponk gaina PKCS12

% MoanyicTa, EBEAMTE NAPONs HAKE:

BeegwuTe cneayrowme napametpel YPM-TyHHERR:

MyGmaHeN (BHewHwi) IP-agpec unk  hitps://192. 168.0.55/
AOMEHHOE WM

WMA cepTudmkaTa, WIN-MKCF435KIHG

l MMNopT cepTudMKaTa I

Login required

| <tesan || genee> | [ omess |

Pucynok 4.36. Oxno Mactepa Hactpoiiku VPN-TyHHEIS



MacTep nactpolics VPN: War 1 w3 m

KpaTK1iA CIWCOK HaCT poeK 3/3

HacTpolika TYHHENA YCMEWHD 3EEeplIEHE:

Tunnel name : TlsGateway
Tunnel type is S5L
Gateway name or address : https: /192, 168.0. 53/

Certificate Common Name : WIN-MKCF4585KIHG

Bl CMOMETE M3MEHWTE 3TH NAPAMETPEI B NIOD0N MOMEHT C NOMOLLEKD NaHEMK
HaCTPOEK.

[ « Hazan ]uomﬁo i [ OTMeHE

Puc. 4.37. ITonTeepkaeHue 00 YCIEIIHO CO3IaHHOM TYHHEIS

it TheGreenBow VPN Clie (===
®aiin  WHcrpymenter  ?

THEGREEMNBOLL

[E] Hacrpoiikn VPN OcrosHoli | BesonacHocTs | [LlononHuTensHo | OTKpbITHE | ABTOMATH3ALMA | Ceplt |2
- IKEV1
P MapamMeTpIKE V1 Paramete
B3 TkeviGateway
i Thev 1Tunnel
i tobtestIPV4
| B0 tobtestlPVs
: o tobtestIPVE

HauanbHana ayTenTudmkauns (TLS)

HT

AyTEHTUOHKALIA Hecko ¥
ABTOMaTHYECKDE
LWndposaHue MD5
SHAL
Coatve  SHA2-256
SHA2-3834
SHA2-512

Extra HMAC (TL5-Auth)

|:| BrnwovdeHo Bazosoe

4 1

@ VPN KIMEHT roTos

Puc. 4.38. ITapameTpbl ayTeHTHDUKAINN TpaduKa
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MapameTplkE V1 Paramete

Tkev1Gateway
< Tkev ITunnel
O tgbtestlPyv4
lw & tgbtestlPV4
=03 tgbtestlPVe

OcrosHoi | BesonacHocTs | il TeAsHD | OTHp

HauanbHhan ayTenTwdmkauyns (TLS)

Maket

TNakeT He30NacHOCTH Tpadmka

AYTEHTHUDMKALA
LUnposaHme

Cwatwe | BF-CBC-128
AES-123-CBC
AE5-192-CBC
AES-256-CBC

aTHYECK)

Extra HMAC (TLS-Auth)

BRMMOUEHO Basosoe :]

s

- IKEV1

MapameTplKE V1 Paramete

Tkev1Gateway
& Tkev ITunnel
£ tgbtestlPv4
e tobtestTPV4
£ tgbtestlPVs
fw & tgbtestIPVE
-] KEV2

OcrosHoli | BesonacHocTs | Ji ATENbHO | OTwpbr

Hauanbhan ayTenTwduxauna (TLS)

MNakeT

AYTEHTHUDMKALMA
LUndpoBaHHe

CaTtie

Extra HMAC (TLS-Auth)

BrnrodeHo bazosoe :]

-

Puc. 4.40. [TapameTpsl coxaTust
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C' | [1192.168.175.50 5 @® =

THEGREEMNBOW

Congratulations, tunnel successfully opened.

Your machine’s connectivity meets the requirements for IPSec VPN. This webpage is located on a webserver reachable through vpn only (extranet)

VPN Client "w “wany Gbtestdyndsorg !
/ ~

&_ your gateway intermet 192.168175.50

Examples of protocols that can be used with tunnelling:

Here is a NetBios link to our demo server. It will open Windows Explorer and browse the shared folder, and download or open a file (txt files).
Of course, the upload speed of our location limits the file transfer speed.

- Demo server

Puc. 4.41. OxHo B Opay3epe 00 yCIEITHOM COSTUHEHUH

BrpiBoasbl
[IpoTokon 6e30mMacHOCTH TPAHCIIOPTHOTO YPOBHS OOECIIEYMBAET YCIYTH O€301acHOCTH
M3  KOHIla B  KOHEI JUIsl  TNPWIOKCHHWH,  KOTOPbIE  IOJB3YIOTCS  IPOTOKOJIAMU
TPAHCIOPTHOTO  ypOBHS, TakUMH Kak, Hampumep, TCP. Ha ceroansmuuii  aeHb
npeoOiiajaeT  MPUMEHEHHE  JABYX  MPOTOKOJNOB:  npomoxon  "Vposenv  Bezonachuwvix
Posemox" (SSL - Secure Sockets Layer) u npomoxon "Bezonacnocmo Tpancnopmmnoeo
yposus" (TLS - Transport Layer Security).

e SSL mmu TLS oOecneunBaroT Takue YCIyrd, Kak (parmMeHrtanus, ckaTue, LEJIOCTHOCTb
coOOlIeHUs, KOHQUAEHIMATBLHOCTh W CO3/JaHUE  KaJapa  JIaHHBIX, IIOJIyYEHHBIX  OT
npukiagHoro yposHsa. Kak mpasunmo, SSL (mmm TLS) MoXeT NOMy4YUTh NPHUKIATHBIE
JAaHHBIE OT JIOOOT0 MPOTOKOJA MPUKIAJHOTO YPOBHs, HO paboTaeT mpoTokoa oObrano ¢ HTTP.
e KomOuHaMss aIropuTMOB CMEHBI KIIOYEH, XJIIUPOBAaHUSA M QITOPUTM UG POBAHUA
OTIPENIETISIOT HAOOP Wudpos Nl KKIOTO CeaHca.

e Jlns Toro utroObl OOMEHMBATHCS 3aBEPEHHBIMU U KOH(HIECHUIUAIbHBIMU COOOLICHUSIMH,
KIMeHTy W cepBepy  HEOOXOAMMO  WMETh  INeCTh  E€AWHUI]  KpHUnTorpaduyeckon
CEKpETHOCTH (YeThIpe KJIF0Ya U JIBa BEKTOpAa MHULIUAIIU3ALINH ).

e B SSL (unmu TLS) ornuuaror nooxknwouenue w ceaHc. B ceaHce ojHa CTOpOHa HUTIpaeT
poib KJIMEHTa, a Jpyras - pojib CepBepa; MpH HOOKIOUeHuu 00€ CTOPOHBI HIPaIOT
OJTMHAKOBEIE POJIH, HA PAaBHOM TTOAYPOBHE.

e SSL (umum TLS) ompenenser 4deTblpe NPOTOKOJA HA JABYX YPOBHSX: HPOMOKOI

VCMAHOBNIeHUsl COCOUHEHUsl, NPOMOKON UBMEHEeHUs Nnapamempos wudposanus, aeaputiHulil
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NPOmMoOKO U NpomoKon nepedadu 3anuceu. IIpomokon ycmanosneHus coeOuHeHusi UCHOIb3YeT
HECKOJIBKO ~ COOOINEHHH, 4TOOBI  JIOTOBOPUTBCS O  Habope  wugpos, NOATBEPIUTH
NOJ/UIMHHOCTh CepBepa s KIMEHTa M KIMEHTa /IS CepBepa, €CIM 3TO HEOOXOOMMO, H
oOMeHUMBaThCs ~ WHPOpPMAIMEH Uil OpraHuM3alMd  KPUOTOTpaduUUecKod  CEKPETHOCTH.
Ilpomokon  usmeHeHus napamempos wuU@pposanus — ONUpPENEsieT IPOoIecC MNepeMELICHUs
nHGOPMALIUK MEXAY COCTOSHHEM OXHJAHHUS W aKTUBHBIM COCTOSIHUEM. A8aputinvili NpoOmoKol
mepenaeT M3BEHmICHHMS 00 OmuOKax W CUTyaluusX, OTKJIOHSIOMIUXCS OT HOPMAJbHBIX.
Ilpomokon nepedauu 3anuceil JOCTaBISIET COOOWICHHWS OT BEPXHETO YPOBHSA (IIPOTOKOI
YCTQHOBIICHHUSI ~ COeIMHEHMs, aBapuiHbli  mpotokos, ChangeCipherSpec-nporokon) wuiu

MPUKIATHOTO YPOBHS.



5. LMIN®POBAHUE B COBPEMEHHbBIX CUCTEMAX CBA3U

5.1. Besonacuocts GSM cereit

469

[Ipexxae yem NpUCTYNUTh K OMHUCAHUIO alrOpUTMa mudpoBanus ucnoiabzyemoro B GSM cetsix

paccMOTpUM KakuM oOpa3oM NPOUCXOAMUT ayTeHTHU(HUKalus Mojib3oBaTenss U (OpMUPOBAHUS

KJIro4a

mmdpoBanus.

s

MoounabHass cTaHuusA

bazoBas cranuus

J

3TOTO BOCIIOJIB3YEMCS KapTUHKOI.
( SIM Rapm\ crpaial ] Istwmevst, | LIEHTP ayTeHTHDHR AL
ecmt LAT &TMST vegoctyrum: * Koy
Koy leHepaUnA FeHepaLya ayTeRTHd KA
ayTeHTHONGAIMY  (rpera Rand jom30sarens
Rand / Beizos : : (Ki)
— 5
Y
msc| |HLRAVLR —
¥ A ANropuTiv
cpasHieaer | | conepxar
ARropuTM ANTODVITH DQSRESO BAND oL e
reHepaLuy kntoua|  [AYTEHT- Neres ke T ANTOpUTM WHPOBaHNA
widposarma(Ag)| [duKaUmK Aol ayTeHTUONKALN (88)
; (A3) N (A3) .
AyTenTiduranus

[laHHble [aHHble
, Kon(uenuaasHocTh
CeaHcoBbli KoY N~ i CeancOBbIt KK
(Ke) v v (Ke)
A RITOPHTV
Anropum - SN PR (] ISR PR >
— = fuadposanus (A5)
Ha JIAHHOM PHCYHKE CXEMaTHYHO NPEICTABIEHbI CIIETYIOLIHE

1. TenedoH oneparopa MOAKIOYAETCS K CETH.

2.

maru:

I[J'IH MMOATBCPIKACHUA CBOEH MOJIJMHHOCTHU TCJ'IC(I)OH MOCKIJIAET CIEIHaIbHBIN

uaeHTU(OUKAITMOHHBIN Ko, Ha3biBaeMblid TMSI(Temporary Mobile Subscriber Identity).

3.

RAND u noceutaer ero Ha Moounsuyro Cranmuo(MC).

4.

MC

3aM(POBBIBACT  MOITYYEHHOE

grucio RAND,

cekpeTHbI K04 K; u anroputm ayreHTHuKanmn A3.

HCIIOJIb3YA

Lentp Ayrentudukanuu(llA) renepupyer 128-6utHoe ciyyailHOoe YuUCIIO

CBOU
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o. MC OGeper mepBbie 32 OuTa M3 MOCIEIOBATEILHOCTH, TOTYyYEeHHOW Ha
npenbiaymeM mmare(HazoBeM ux SRES(signed response)) u oTmpaBisieT uX oOpaTHO Ha
HA.

6. IIA nponenpiBaeT Ty K€ ONEpallMi0 H Tojydaer 32  OUTHYIO
nocnenoBarenbHOoCcTh XRES(expected response).

1. [Tocne wero IIA cpaBauBaer SRES u XRES. B cnyuae, ecnmu o0a 3HaueHUs
paBHBI, TeseOH cUUTACTCS AYTEHTH(PUIIMPOBAHHBIM.

8. MC u [HA BBUHCIAIOT CECCHOHHBIM KIIOY MU(POBAHUS, HCIOIB3YS
cekpetHbId KimtoY K 1 anroputm popmuposanus kiroua A8 K.=A8(RAND)

['oBops 00 anroputmax ayreHTH(UKanuu A3 u anroputMe GopMHpOBaHUs Kitoua A8, cienyer
OTMETUTH YTO Ha MPAKTHKE OOJBIIMHCTBO COTOBBIX OMEPATOPOB UCHOIB3YIOT AJIs STUX LieTeil OuH
anroputm, HazbiBaeMblii COMP128(on umeeT MHOkecTBO Moaudukanuii COMP128-1, COMP128-
2, COMP128-3).
COMP128 mpencraBnsier cob0il OOBIKHOBEHHYIO X3UI-(DYHKIHIO, Ha BXOJE KOTOpas MPUHUMAET
128-6utHyto mocnea0BaTeNbHOCTh U HAa BBIXOIE BO3BpaIiaeT 96-01uTHYIO.

Kak Bcerma B kpunrorpaduu, MOMBITKA COKOHOMUTH BpeMs pazpaboTdyukam oOepHYyIach
MOJIHBIM npoBasioM. be3zonmacHocte GSM cerell H3HAYalbHO OCHOBBIBAJIACh HA IPHUHIIUIE
«0Oe30macHOCTh 3a cu€T Hem3BecTHOCTWY». M xoraa B 1998 rogy anroputm ObLT BCKPBIT TPYIIION
uccienosareneii cocrosumx u3 Marc Briceno, [an Goldberg u David Wagner oO6panysxunach ojiHa
3aHATHasg ocoOeHHOCTh: mocienHue 10 OuT cexperHoro kmoua KjBcerga paBHSIIUCH HYIIO.
Ucnonw3yst 3T0 n00OMBITHOE CBOMCTBO, a Tak ke ys3BUMocTh COMPI28 k «arake nHei
poxxnenuit» Marc Briceno, Ian Goldberg nu David Wagner cmornu u3Bneub cekpeTHblil kimou K u3
SIM-kapTsl.

Pe3ynbprarom 5TOrO HCCienoBaHUS CTal MOBCEMECTHBIM oTka3 oT anroputma COMPI128 u ero
3ameHa Ha Oojyee HajaexHble mMomudukanuu COMP128-2 u COMPI128-3, TexHuueckue nerain
KOTOPBIX JIEPKATCS B TalHE.

Anroput™m mudpoBanus A5/1

B kauectBe anroputma mudposanus B GSM ucnonb3yroTes aaropuTMsl u3 cemeiictsa AS. Ha

CETOIHSIITHUI JIeHb ux BCETO 3:

o A5/1 — motounslii mmdp, HanboIee pacpoCTPaHSHHBINH Ha CETOIHS.
o A5/2-BapuaHT MpPEBIAYILETO ANTOpUTMa sl OeqHBIX». OYEeHb IMOXO0XK Ha CBOETO
«ctapmiero Oparta», HO U3HaYaIBHO 33 TyMBIBAJICS, KaK CUIILHO ociabieHHast Bepcust AS/1.

B HACTOAIICE BPEMA HE UCIIOJIB3YCTCA
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o A5/3-6nounbnii mmdp. Pazpadoran B 2002 romy ¢ Henbi0 3aMEHUTH YCTapeBIIWI
AS5/1. Onmnako B Hacrosiiiee Bpemsi UCHojb3yercss Tonbko B 3GPP cersix. YV anropurma

HaﬁHCH paa YHSBHMOCTCﬁ, HO O MPAaKTUYCCKHUX aTaKaxX pC€yu IIOKa HEC UACT.

PaccMoTpum noapodHee aaropurm AS/1.

1817|16 il 5 8 0
Pl I [ O [
L/ L/ "L/
v
ynpaeneHne
v | TaKTUpOBaHUEM
N
< <— 21|20 10 0 &
L/
A
a7
I
22(21{20 10 7 0 [&—
\]Y\ Fall I I
L/ L/ L/

Buytpennee cocrosHue mmdpa A5/l cocTouT M3 TpeX JHMHEHHBIX PETUCTPOB CIBUTA C
obpartHoii cBs3pto R1, R2, R3, anunoit 19, 22 u 23 6uta cooTBeTCTBEeHHO(BCEro 64 OuTa).

Cneur B peructpax R1, R2, R3 mnpoucxoauT TOJIBKO NpU BBHINOJIHEHUU OMNPEIEIIEHHOTO
ycnoBusi. Kaxnplil peructp conepxut " OuT ynpasineHus taktupoBanuem". B R1 sto 8-ii 6ur, a B
R2 u R3 — 10-ii. Ha xaxoM 11are cIBUTalOTCS TOJBKO T€ PETUCTPBI Y KOTOPBIX 3HaYeHHE OUTa
CHUHXPOHM3ALUU PaBHO OOJIBIIMHCTBY 3HAUEHUH CHHXPOHU3UPYIOIIUX OUTOB BCEX TPEX PETHCTPOB.

Ha ceropnusimiauii 7eHs U3BECTHO OOIBINIOE KOJMUYECTBO yCHemHbIX aTak Ha GSM mudpoBanue
M BCE OHU OTHOCATCA K arakam Tuma known-plaintext, T.e. s BOCCTAHOBJIEHHUS KJIHOYa
aTaKkylolleMy MOMHUMO 3alIM(pPOBaHHBIX (peMOB HEOOXOJUMO 3HATh TaK K€ He3allu(ppOBaHHbIE
JlaHHbIEe, KOTOPBIE COOTBETCTBYIOT 3TUM (peiiMaM. Ha mepBblil B3ryan Takoe TpeOOBaHHE MOXKET
MoKasarbcs (PaHTACTHMUECKHUM, OJHAKO M3-3a creunpuku crangapra GSM, B KOTOpOM MOMHMO
rojocoBOoro Tpaduka MepefaroTcsl pa3uyHble CHUCTEMHBIE COOOIIEHUS, TaKOro pojaa aTaku H3
pa3psa TEOPETUUECKUX NEPEXOIAT B Pa3psil IPAKTUUECKUX.

Cuctemnublie coobuiennss GSM cojepkar MOBTOPSIOMIMECS JaHHBIE U MOTYT HCIIOJIb30BaThCs
3JI0yMBINUICHHUKOM. B wactHOCTH MeTox, mpennoxkerasiii Karsten Nohl B 2010 roxy ocHOBaH Kak

pa3 Takd Ha IMOMCKE TAaKOro pojia JAHHBIX B IIU(POTEKCTe M IPOCTOM Iepedope pa3iHuHbIX
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BapUaHTOB KIIIOUYEH, XpaHIIIUXCS B PalyKHBIX TabIUIlax, 10 T€X MOp MoKa He Oy/eT HaiieH Koy,

MOPOKAAIOLINI HYKHBIN IMH(POTEKCT U U3BECTHOTO 3apaHee CUCTEMHOTO COOOIIICHHMS.

5.2. Kpunrtorpadguueckasi 3amura 0ecipoBoIHbIX ceTeil ctangapToB LTE

Cranpgapr cereit LTE [16] — cranmapt O6ecripoBOAHOM BBICOKOCKOPOCTHOW IMEpeaadd JaHHBIX
IUIE MOOWJIBHBIX TeNe(OHOB M JAPYIMX TEPMHUHAIOB, paloTrarommx ¢ AaHHBIMA. OH OCHOBaH
Ha GSM/EDGE u UMTS/HSPA cereBbIX TEXHOJOTHSAX, YBEIMUYUBAs MPOMYCKHYIO CHOCOOHOCTh U
CKOPOCTb 32 CYET UCTIOIB30BAHUS IPYTOT0 pauoONHTEpdeiica BMECTE C YIYUIIICHUEM SI/Ipa CETH.

Ha pucynke 5.1 npencrabiieHa cTpykTypa cetu ctanaapra LTE.

2G, 3G ceTb TOro Xe oneparopa ———— [aHHble

- CUrHanua3auna

Apyrve onepaTtopii
PUKCUPOBAHHOW W
MOOUNBLHON CBA3K, 3 TaKkke

Serving PDN
eNodeB CEeTU Nepeaaym AaHHbIX
Gateway  Gateway

UE
Puc. 5.1. Ctpykrypa cetu crangapra LTE
13 3TOil cxembl BUJIHO, YTO CTPYKTYpa CeTH CHJIbHO OTJIMYaeTcs oT cerelt cranaaptoB 2G u 3G.
CymiecTBeHHbIE HW3MEHEHHs TIpeTepresia W MoJCHCTeMa 0a30BBIX CTaHIMA, M MOJCUCTEMA
KoMMyTanuu. V3MeHeHa TeXHOJIOTHS Mepeadyd JaHHBIX MEXIy 00OpyIOBaHHEM IOJIb30BATENS U
6a30Boif craHumei. Takxke MOABEPIIIMCH U3MEHEHHMIO W MPOTOKOJBI MEpefayd JIAaHHBIX MEXIy
ceTeBbIMU 3MieMeHTaMH. Bes nndopmanus (rosoc, naHHbIE) IepeaaeTcss B BUAE MakeToB. TakuMm
oOpazoM, yXe HeT pasJeleHuss Ha 4YacTu oOpalareiBaromue JHOO TOJIBKO TOJOCOBYIO
nH(pOopMaInio, 1100 TOIBKO MMaKETHbIE TAHHBIE.
MO>KHO BBIJICJIUTH CIEAYIOINE OCHOBHBIE AJIeMEeHTHI ceTH crtannapra LTE:
e Serving SAE  Gateway mnu  mpocto Serving — Gateway (SGW) —

oOcnyxuBatomii  nuto3  cetu  LTE.  IlpennasHauen st oOpaboTku |


https://ru.wikipedia.org/wiki/GSM
https://ru.wikipedia.org/wiki/EDGE
https://ru.wikipedia.org/wiki/UMTS
https://ru.wikipedia.org/wiki/HSPA

473

MapUIpyTU3alMN TAKETHBIX JAHHBIX IOCTYMAIOUIMX H3/B TOACUCTEMY 0a30BbIX
craniuii. SGW uMeeT mNpsMoOe COEIUHEHHE C CETIMU BTOPOTO U TPETHErO
MOKOJIEHUI TOTO K€ OIeparopa, YTo YINPOIIAEeT Meperadyy COeIUHEHHs B /U3 HUX IO
MPUYMHAM YXYIIICHUS 30HBI MOKPBITH, TIeperpy3ok u 1.m. B SGW Her dyHKIMH
KOMMYTAllUH KaHAJIOB JJISi TOJIOCOBBIX coeanHeHuil, T.k. B LTE Bcsa undopmarms,
BKJIIOYAs TOJIOC KOMMYTUPYETCS U IEPEAAETCS C IIOMOIIbIO TTAKETOB.

e Public Data Network SAE Gateway unmu npocto PDN Gateway (PGW) —
HUTI03 K CeTSM Mepefadyd JaHHBIX Apyrux omneparopoB st cetu LTE. OcHoBHas
3amauya PGW 3akmrouaercst B Mapmipytusanuu tpaduka cetu LTE k npyrum cetsim
nepesavyy JaHHbIX, Takux Kak MHTepHer, a Taxke cetsm GSM, UMTS.

e Mobility Management Entity (MME) — y3en ymnpaBieHuss MOOHJIbHOCTBIO
cet cotoBoit cBsi3u ctannapra LTE. [Ipennaznayuen ajis 00pabOTKM CUTHATU3AINHY,
IIPEUMYIIIECTBEHHO CBSI3aHHOM C yIpaBiIeHHEM MOOMIbHOCTbIO ADOHEHTOB B CETH.

e Home Subscriber Server (HSS)— cepBep a0OHEHTCKMX JaHHBIX CETH
coroBoii cBs3u crangapra LTE. IlpeacraBisier coboii Gonpmryto 0a3y JaHHBIX H
npeIHa3HayeH Ui XpaHeHus JaHHbIX 00 aboneHTtax. Kpome toro, HSS renepupyer
JaHHble, HEOOXOAWMBbIE  JJi1  OCYIIECTBICHHUS  Mpouenyp  mudpOBaHUS,
ayreHTudukanuu u 1.11. Cerb LTE moxer Bximouars oauH wim Heckoinbko HSS.
KommuecTBo HSS 3aBucuT oT reorpaduveckoii CTpyKTyphl CETH U YMCiIa a0OHCHTOB.

e Policy and Charging Rules Function (PCRF) — smemMeHT ceTH COTOBOM
cesa3u cranpgapra LTE, oTBewarommii 3a yNpaBJIeHUWE HAYMCICHHEM IUJIaThl 3a
OKa3aHHBIE YCIIYTH CBSI3M, a TaKXE 3a KAaueCTBO COCIUHEHHM B COOTBETCTBHH C
3aJJaHHBIMH KOHKPETHOMY a0OHEHTY XapaKTepHUCTUKAMHU.

g Toro yToOBbl JaHHBIE MOIJIM OBITH TpaHCIOPTHpOBaHbI uepe3 uHTepdelic paguo LTE,
HCIOJIb3YIOTCS pa3InyHble «KaHaabl». OHU UCHOIB3YIOTCS JUISl TOTO, YTOOBI BBIIEATH pPa3IudHbIE
TUIB!I JTAHHBIX M TO3BOJIMTH MM TPAHCIOPTUPOBAThbCA 4Yepe3 ceTh jAocTymna Oonee 3ddekTuBHO.
Vcnonb30BaHne HECKOIBKHUX KaHAIOB obecrieunBaeT HHTepdeiic 0osiee BBICOKOTO YPOBHS B PAMKax
nporokosia LTE u BxiatogaroT Oosiee 4ETKYIO U ONPEACTIEHHYIO CErPEraiio JaHHbIX.

Ecth Tpu kaTeropuu, B KOTOpble€ MOTYT OBITH CTPYNIHMPOBAHBI pa3IUYHbIE KaHaJbl MEepeaavu
TAHHBIX:

Jlocuueckue Kananbl — TPENOCTABISIET YCIYTM CPENHETO YPOBHS YIPABIEHUS JOCTYIIOM
MAC (Medium Access Control) B mpenenax ctpyktypsl npotokosna LTE. Jloruueckue kaHasbl 1Mo
TUIy TeperaBaeMoil MH(OpMalUU AENATCS Ha JIOTMYECKHWE KaHajbl YIpPaBJICHHS U JIOTUYECKHE

KaHaJIbl Tpa(bm(a. Jlorndyeckue KaHalbl YHOpaBJICHUA HCIHOJB3YHOTCA JId TMEpCAadyr pPa3IMYHBIX
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CUTHAJIBHBIX W WH(POPMAIMOHHBIX cooOmeHuil. [lo normdecknM kaHamam Tpaduka TeperaroT
I10JIb30BATEIbCKUE JIAHHBIE.

Tpancnopmmuvle Kananvt — TPAHCIOPTHbIE KaHajbl (U3NYECKOIO YPOBHA IpelararoT
nepenauy unpopmanuu B MAC u Bblie. MHpOpMaLnio JOrMueckux KaHajaoB Mocie o0paboTKu Ha
RLC/MAC ypoBHSX pa3MemaloT B TPAaHCHOPTHBIX KaHalax i JajJbHEHIIeH mepenadyn 1o
paguounTepdeiicy B (u3MUecKHX KaHanmaxX. TpaHCIOPTHBIA KaHAT OMpENeNsieT KaK M C KaKHuMH
XapaKTepUCTUKAMHU IIPOUCXOIUT Nepeiaya HHpopMaLuu 1o paguountepoeiicy. MupopmarnronHsie
COOOIIEHUSs HAa TPAHCIIOPTHOM YpPOBHE Pa30MBaIOT Ha TPaHCHIOPTHbIE OJ0KU. B Kax10M BpeMEHHOM
untepBanie nepenaayun (Transmission Time Interval, TTI) mo paguonntepdeiicy nepenarot XoTs Obl
OoIUH TpaHcropTHBI On0k. Ilpu mcnonp3oBanum texHonorun MIMO Bo3MOXHa mepepada 0
yeThIpex 0710k0B B ogHOoM TTI.

QDu3uueckue KaHaabl — 3TO KaHAJbI TIepeiaul, KOTOPbIE IEPEHOCST M0JIb30BATENbCKIE JaHHbIE
U ynpasisitonue coodmenus. OHM U3MEHSI0TCS MEXKIY BOCXOISIIMM M HUCXOASILUM IOTOKaMH,
[TOCKOJIbKY KaX/IbIil U3 HUX UMEET pa3jIu4Hble TPEOOBaHUS U AEUCTBYET I10-CBOEMY.

CyuiecTBy0lMe MeTOAbI H CTAHIAPTHI 3aIIUTHI OecnpoBOAHBIX ceTeil LTE

bezonacHocTs B cetsax LTE 3akitouaercss B HECKOIBKUX BUAAX:

e 3amura aDOHEHTOB.

e 3amuTa nepeaaBaeMbIX COOOIIEHUH.

o IudpoBanue coOOOMICHHIA.

o AyteHTudukanus u aDOHEHTa, U CETH.

3amuTa aOOHEHTa 3aKJIIOYaeTcsl B TOM, YTO B TPOIECCE OOCIY)KMBaHHUS €ro CKpbIBAIOT
BPEMEHHBIMHU HJIEHTH(PUKATOPAMH.

Jns 3akpbiTHs AaHHBIX B ceTsax LTE wucnonb3yercss MOTOKOBoe MIM(PPOBaHHE METOIOM
HaJIOXKEHHUs Ha OTKPBITYI0 HH(popManuio IcepaociydaiiHoil mnocnenosarensHoctu (IICID) ¢
nomoteto oneparopa XOR (uckmrouaromee wim). B atux cersix st obecriedeHus: 6€30MacHOCTH
BHYTPM CETH TPUMEHSETCS NPUHIMUN TyHHelIMpoBaHus coeauHenuil. lludpamun MoxHO
nojgeprath maketbl S1 m X2 mpu nomomm IPsec ESP, a rtakke mnonsepratorcs mmdpanun
CUTHAJIbHBIE COOOIIEHUS ITUX UHTEP(DEICOB.

B MOMEHT MOAKITIOYCHHS WM aKTHBH3aImu aboHeHTckoro obopymoBanus (UE) B cetH, ceTh
3amycKaeT mpoueaypy ayreHTudukanuu u cornamenus o kirouax AKA (Authentication and Key
Agreement). Llenpro 3TO# mpoueAyphl SBISAETCS B3aUMHas ayTeHTH(UKays aOOHEHTa U CETH U
BBIpaboTKa mpomexxyrouHoro kmoda Kasye. Pabora mexanmsma AKA 3aHuMaeTr J07u CEKyHIIHI,
KOTOpbIE HEOOXOMUMBI Il BBIPAOOTKM Kiroda B mpuiokeHun USIM u ans ycTaHOBICHHS
coenuHenus: ¢ llentpom perucrpanuu (HSS). BenenctBue 3TOro, IUIS TOCTHIXKEHHS CKOPOCTH

nepegaun AaHHbIX cered LTE HeoOxomumo 106aBuTh (QYHKIUIO OOHOBIEHHS KIHOUEBOM
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uHpopmanuu 6e3 nHuManuzanun mMexanuzma AKA. [l pemenus 3toil npobiemst B cetsix LTE
MIPEeJUIaraeTcsl UCIOJIb30BaTh HEPAPXMUECKYIO KIIOUEBYI0 MHPPACTPYKTYpPY. 37eCh TaKkkKe, KaK U B
cersax 3G, npunokenue USIM u Lentp ayrentudukanuu (AUC) oCcymecTBIAET PeaBApUTEIILHOE
pactpenenenue kiroued. Korma wexanmsm AKA  WHHDMATH3HPYETCsl IS OCYIIECTBICHHS
JIBYCTOPOHHEH ayTeHTHU(UKAIMHN TOJIb30BATENS U CETH, reHepupyroTcs kimou mmdposanus CK u
KIIF0Y OO0IIel 3amuThl, KOTopble 3aTeM nepenaroTcs u3 [10 USIM B MobOuibHOe 000pyI0oBaHHE
(ME) u wu3 llentpa ayrentudukammu B llentp permcrpanuu (HSS). ME u HSS, wucmonssys
kimoueByio mapy (CK;IK) u ID ucnonesyemoii cetu, BeipabarbiBacT K04 Kasve. YcTaHOBUB
3aBucUMOCTh Kimoua oT ID ceru, LlenTp perucrpanuu rapaHTUpyeT BO3MOXKHOCTh MCIIOJIb30BaHUS
KIII0Ya TOJIBKO B pamkax o3Toil ceru. Jlanee Kasme mepemaercs u3 Llentpa perucrpanuu B
ycrpoiictBo MobuiabHOro ympasienus (MME) Tekyiiel ceTH, Tie OH HCIIOJIb3YETCSl B Ka4eCTBE
mactep-kitoda. Ha ocHoBanuu Kagwve BbipaOaTbeiBaeTcst KIOU Kpasenc, KOTOPBIH HEOOXOIUM IS
mmppoBanus naHHbIX nporokona NAS mexay moomibHbiM yerpoiictBoM (UE) 1 MME, u Kpas-int,
HeoOXoaUMBINA s 3amuThl 1enoctHoctd. Korma UE monkmowaercs x cetn, MME renepupyer
kmou KeNB u mepemaer ero 6a3oBeiM craHmussM. B cBoro ouepens, u3 kimoua KeNB
BbIpabatTeiBaeTcst kitod Kup-enc, mcrnosib3yemblid i mudpoBaHUs MOJIb30BATEIBCKUX JaHHBIX
nporokoia U-Plane, kmou Krrc-enc mist nporokona RRC (Radio Resource Control - mpotokosn
B3aUMOJICHCTBUS MEeX1y MOOHIBHBIMUA YCTPOWCTBAMU U 0a30BbIMH CTaHIMsIMHK) U Kirou Krrc-int,
npeHa3HAYCHHBIH JUIS 3alIUThI LIEJIOCTHOCTH.

ANropuT™M ayTeHTH(UKALUK 1 TeHepaluy Kro4da MpeAcTaBiIeH Ha puc 5.2

“uve T AC

NAS Attach Request (IMSI)

Alith Data Request (IMSI)

|
Auth Data Response (AY)

NAS Auth Request|(AUTN, RAND) [Z‘

3
NAS Auth Response (RES)

[ 4]
NAS|Security Mode Command (Integrity algo, Ciphering algo)

E] NAS Security Mode Complete ()
S1AP In Eial Context Setup Resp| [(S?E]curity key = KeNB)

RRC Security Mode Command (Integrity algo, Ciphering algo)

RC Security Mode Conplete ()

Puc. 5.2. Anroputm ayTeHTH(UKAIINH U TEHEPAITUH KITF0Ya
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3necs:

[ar 1. 3ampoc o moakIOYeHHH K ceth oT MoOwmabHOU craniuu (UE). MME 3ampamuBaet
ayTeHTH()UKAIMOHHBIE JaHHBIC, OTHOCAIMECs K KoHkperHoMy IMSI, ormpasasst Authentication
Data Request. AUC/HSS BwiOupaer PSK, oTtHocsmmiics k kKoHKpetHOMY IMSI u Bbrumcisier
ayrenTudukamonnsie nanueie mo PSK. AUC/HSS ornpasnsier o6parHo AV ¢ Authentication Data
Response.

[Iar 2. MME nonyuaer IK, CK, XRES, RAND u AUTH u3 AV. MME otnpasmsier AUTH u
RAND npu nomouu Authentication Request k UE.

[ar 3. UE ayreatudumupyer NW, mpoepsist nomyuenusiii AUTH. Tlocie gero Beruucisier 1K,
CK, RES, XMAC wu3 cBoero kmouda 3amutel, AMF, (OP), AUTH u RAND. Ona ornpasiser RES ¢
Authentication response.

Hlar 4. ITocne momyuenust RES, MME cpaBauBaer ero ¢ XRES u ecnu oHu coBnanaior, To
ayTeHTHU(UKaUMs TPONUIa yCIEeNIHO, B MNpoTHBHOM ciydae, MME otmpasnser cOoi
ayrentudukaruu  (Authentication failure) x UE. MME copaceiBaer cuetynk DL NAS.
PaccunteiBact KASME, KeNB, Knas-int, Knas-enc. Otmpasisier NAS KomaHay pexuma
0e30macHOCTH (ITOPUTM ILEJIOCTHOCTH, anroputMm mudpoBanus, NAS nabop xmroueir D,
¢ynknuto 6e3omacHoctd UE) ¢ 1ETOCTHOCThIO OXpaHSAEMbIX, HO HE 3aIu(ppOBaHHBIX, UCIOJb3Ys
Knas-inc.

[ar 5. ITocne momyuenuss NAS komanasl pexuma 6ezonacHoctd, UE Berunciser KASME,
KeNB, Kbnas-int, Knas-enc. UE otmpasiser NAS pexnma 0e30MacHOCTH BBITOJIHEH C
[IEJIOCTHOCTBIO, 3aIIUIICHHBIX U 3alIU(PPOBAaHHBIX.

ar 6. ITocne nomydenus NAS xomanasl pexxuma 6e3onacHocty ot UE, MME ornpasnser
KeNB B eNB ¢ S1AP nepBoHayanbHas ycTaHOBKAa Ha4aJIbHOI'O KOHTEKCTA (KJIFOY 3aIUTBHI).

[lar 7. IMocne nonyuenuss KeNB, eNB serancaser Krrc-int, Krrc-enc, Kup-enc. 3atem oHo
ormpaensier RRC kimtou 3ammtel koMaHay ¢ AS HENOCTHOCTBIO anroputMma U AS mmdpyrommii
aJITOPUTM.

[lar 8. ITocne mony4yenuss RRC komanapr kimova 3amutel UE Beramcnser Krre-int, Krre-enc,
Kup-enc. UE ornpasisier RRC BrimomHeHHBIH KiTtod mudposanns Ha eNB.

[Tocne Bcex ommcaHHbIX neicTBuil, Bce NAS 1 AS cooOmieHus OyayT HaJIe)KHO 3aIUIICHB U

BaI_HI/I(I)I)OBaHBI, B OTJIMYUC OT ITOJIB30BATCIBCKUX JAHHBIX, KOTOPLIC 6y,I[yT TOJIBKO IJ_II/I(I)pOBaTBCH.
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Puc. 5.3. Ciion 6e3omacHocTH

Apxutektypa 6e3onacHoctu LTE onpenenser mexanusm 6e3omacHoctu u 11t ypoBHs NAS u
U1t ypoBHsT AS.

besomacnocts NAS (cnost 6e3 moctyna): Bemonuena mist NAS cooOmieHuii U npuHaAIEKHAT
obmactu UE u MME.

B »toM cnydsae HeoOxomuma mpu mnepemade cooOmenuit NAS mexny UE u MME —
[EJIOCTHOCTD, 3alUIICHHAs M 3amM(poBaHHAs C JOMOJHHUTEIBHBIM 3arojJOBKOM O€30MacHOCTH
NAS.

bezonmacHocte AS (citost ¢ moctyniom): BemonHera st RRC 1 mIocKOCTH 1MOTh30BaTebCKUX
naHHbIX, npuHaAIexkamux odmactu UE u eNB. Yposens PDCP nHa croponax UE u eNB oTBeuaer
3a IU(POBAHUE U 3ALIUTY LETOCTHOCTH.

RRC coo0riieHust 3aluIneHbl IeT0CTHOCTRIO U 3ammupoBaHbl, 0Hako ganHsie U-Plane tonbko
3amu(pOBaHEI.

Jlis reHepaluy BEeKTOPOB ayTEHTH(UKALMU HCIONb3YeTCs KpUNTOrpapUuecKuil alropUT™M C
nomoleio onHoHanpasineHHbix ¢ynkumi (f1, 2, £3, f4, f5) korna npsiMoii pe3ynbTar momyvaercs
ITyTeM MPOCTHIX BBIUYMCICHUH, a OOpATHBIN Pe3yIbTaT HE MOXKET OBITh MOIyYeH OOPATHBIM IyTEM,
TO €CTh HE CYILECTBYET 3(PPEKTUBHOrO aJrOpUTMa MOIYYeHHs] 0OpaTHOro pe3ynbrara. s 3Toro
alropuT™Ma HUCHoib3yercs ciydaiiHoe 128 OutHoe ciydaitHoe uucio RAND, macrep-kmou K
aboHeHTa, Takxke 128 Out u mopsiakoBeiii Homep tpouenypbl SQN (Sequence Number). Cuerunk
SQN wmenser cBoe 3HaYeHHWE IPH KAXJIOW TeHepanuu BeKkTopa ayreHTH(ukanuu. Iloxoxwmii
cuetank SQN paboraer n B USIM. Takoii MeTo 1MO3BOJISIET T€HEPHPOBATH KAXKIBIH pa3 HOBBIN
BEKTOp ayTeHTU(UKAIMK, HE TOBTOPSs MPEAbIIyIIMA YK€ HCIOJB30BaHHBI  BEKTOP
ayTeHTU(UKALUY.

[Momumo stux Tpex ucxomnbix BenuunH: SQN, RAND u K B anroputme fl yuactByer mose
ynpasnenus ayreHtudukamnueii Authentication Management Field (AMF), a B anroputmax 2 — 15
ucxoansle napamerpel — RAND u K, uro u nponemoncrpupoBano Ha puc. 2.3, 2.4. Ha Beixonax
cooTBeTCTBYIOIMX (GyHkuui momyyaror Message Authentication Code (MAC) - 64 6ura; XRES —

eXpected Response, pesymbTar paboThl anropurMa ayreHTHQuKamuu <32 — 128 OuT>; KiIrod
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mm¢ppamun  CK, renepupyemblii ¢ wucnonb3oBanueM Bxomsmmx (K,RAND)->f3->CK; xitou
nenoctoctd  IK, crenepupoBanHubiii ¢ ucnonb3oBanueM Bxoasmero (K,RAND)->f4->IK; wu
npomexyrounsiid kimrou Anonymity Key (AK), reaepupyemsiii ¢ momornisio (K,RAND)->f5->AK -
64 oura.

[Tpu ob6cnyxuBanun abonenta cetbto E-UTRAN kmioun CK u IK B oTkpeITOM BHIE B SIpO
cetn He mepenaroT. B atom cinydae HSS renepupyer Kasme ¢ momorpsto anroputma KDF (Key
Derivation Function), mms xoroporo mcxomHbimMu mapamerpamu sBisiorcs CK u 1K, a Ttakxke
uneHTHdukaTop obcmyxuparomeii cetn 1 SQNAAK. Bektop ayrentuduxanuu conepxur RAND,
XRES, AUTN u Kasve, Ha OCHOBE KOTOPOTO IMPOUCXOJUT TEHEpamus KIYeld mudpanuu u
[[EJIOCTHOCTH, HCIIOJIb3YEMbIX B COOTBETCTBYIOIINX AITOPUTMAX.

Korma MmoOusbHas craHmus moydaet u3 siapa cetu Tpu nmapamerpa (RAND, AUTN u KSlasme,
rae KSI — Key Set ldentifier, uHgukatop yCTaHOBJIEHHOTO KIIFOYa, OJHO3HAYHO CBS3AHHBIA C
Kasme B MOOHMJIBHOM CTaHIIUH).

[Tocne dwero ucnoms3yss RAND u AUTN, USIM Ha ocHOBe airopuTMoB O€30MacHOCTH,
TOXAeCTBEHHBIX XpaHsammmMcs B HSS, npousoaut Berunciienne XMAC, RES, CK u IK.

3arem B otBeTe RES UE mepemaer 8 MME Brerunciiennoe RES, xoTopoe 10MKHO COBHACTh C
XRES, momyyennbim u3 HSS. Tak cerp ayrentuduuupyer abonenta. Beramcane XMAC, UE
cpaBHuBaetr ero ¢ MAC, nonydyenssim €0 B AUTN. Ilpu ycnemHoit ayrentudukanuu aboOHEHTOM
cetu (MAC = XMAC) UE coobmaer 06 stom B otBere RES. Ecnu ayrentuduxanus cetu He
ynanace (MAC # XMAC), To UE nanpasiser B MME otBer CAUSE, rae ykasbiBaeT npuuuny
HEyJaud ayTCeHTU(UKAIIH.

[Tpu ycnemnom 3aBepuienun npensinyuiero stana MME, eNB u UE npousBonsr renepariuto
KIIIOYEH, NCIOIb3yEeMBbIX JJIs MM (paIK U POBEPKU LEIOCTHOCTH MOJIy4yaeMbIX coolenuil. B E-
UTRAN umeetcst uepapxus Kio4el, KoTopas puBe/ieHa Ha puc. 2.5.

Bekrops! ayrentudukanyu (puc. 2.3, 2.4):

Kimroun IK u CK renepupyrotcs u B rieHTpe ayreHTHuKammu, 1 B USIM;

Kitou AK renepupyercst TOITBKO B IIEHTPE ayTeHTU(DUKALINN;

OtBer XRES renepupyertcs ToabKo B LieHTpe ayTeHTudukanuu, a RES renepupyercs B USIM;

Konx MAC renepupyercs TOIBKO B IIGHTpPE ayTEHTH(HKAIWH, a COOTBETCTBYIOIIUN €My
napamerp XMAC renepupyercst B USIM;

Mapkep AUTH renepupyetcst TOJIbKO B HIEHTPE ayTeHTU(PHUKAIHIH.



Generate SQN

Generate RAND

f1 f2 f3 f4 f5
MAC XRES CK IK AK
AUTN =SQN @ AK ||AMF ||[MAC
AV =RAND || XRES||CK ||IK || AUTN
Puc. 5.4. Co3nanue BEKTOPOB Ha Mepeaaronieil CTopoHe
RAND AUTN
¥ = R
o Ty
—w 5 SQN & AK AMF MAC

|

I
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vV vlvlv
f2

fl 3 f4
XMAC RES CK IK

Verify MAC=XMAC

Verify that SQN is in the correct range

Puc. 5.5. IIpeoOpa3oBanrie BEKTOPOB Ha TPHUHUMAEMOI CTOPOHE



USIM f AuC K
GK‘: IK
UE fHSS
Kasme
UEIMME __—
Knasenc Knasint
K:ne / NH
UE/eNB :
N
Kuper Krrcirt Krrcene

Puc. 5.6. Uepapxus xmoueii B E-UTRAN
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HcxoaupiM  kimrouoM it Beell nenouku sBisiercss Kasve (256 6ut). Ilpu nepenaue B

paaroKaHaie 3amury obecreynBaloT ais  curHanbHoro Tpaduka (Control Plane) w  mns

nojb3oBaTenabckux nakeroB (User Plane). Ilpu sToM Bce coOOIICHUS] CUTHATM3AIMHN PAa3IS/IAIOT Ha

CKBO3HBIE cUTHaNbHBIC coobOmenus Mexay UE u MME mporokosoB MM u SM (NAS — Non

Access Stratum) u curnanbHbie coobrienust mexxay eNB mporokosa RRC (AS — Access Stratum).

I[J'I?I HII/I(l)paIII/II/I 1 3alIMUTHI HEJIOCTHOCTHU MOXXHO HCITIOJIB30BATh PA3HLIC 0a3oBEIC AJITOPUTMBI:

o UEA2 (UMTS Encryption Algorithm 2) u UIA2 (UMTS Integrity Algorithm

2);

e paspaborannsie A ctanaapToB 3G,AES (Advanced Encryption Standard).

NAS-enc-alg, NAS-int-alg
Alg-ID Alg-ID
LA 2 Yy
N\ XoF / \KDF /
256 256
256-6ut 1 ¥ X
S neis Kyasencs Kyasine
256 256
\ 4 A 4
\ Trunc / \, Trun_c/
128 128
v v

128-6nr
ke KyxaAsenct Kyasine

Puc. 5.7. 'enepupoBanue kiroder mudpanun 1 nefocTHocTH st NAS curnanm3sanuu
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CurnanpHble cooOmenus npotokona RRC (AS) rtakke mmdpyroT M oOecreunBarOT HX
11en0cTHOCTh. [TakeTsl Tpaduka TONBKO MUGPYIOT. DTH OmepaIui MPOU3BOIAT B 00CITYKUBAKOIICH
eNB u UE. Cxema monyueHust Kiaroueii mudparmn u mneaoctHoct (puc. 7) mis AS u UP tpaduka
OTJIMYAETCS OT MPEBIAYIIEro cliydas TeM, YTO UCXOAHBIM MapaMeTpOM 3/€Ch CIYKHT BTOPUYHBIN
npomexxyrounbiid kirou KeNB (256 6ut). DToT Kirod reHepupyroT, Takke ucrnoisdys KDF, rae
BXoJHbIMH Tapamerpamu sBisitoTcs: KASME, cuerunk curnHanbHbix cooOmiennii NAS Beepx,
npexxknee 3HaueHue KeNB, upentudukarop coTbl U HOMEP YaCTOTHOIO KaHalla B HalpaBlICHUU
BBepx. ClieoBaTenbHO, IPU KXKIOW mepuoanueckoi sokanuzanuu UE mpoucxomut nsmeHenue
KeNB.

Taxxe KeNB MeHsieTcs u npu X3HI0BEpeE; MIPU 3TOM B aaropurMme reHepauuu HoBoro KeNB
MOJKHO HCIIOJIb30BaTh gononnuteasHbiii mapametp NH (Next Hop), dakrtuueckn cueTdnk umciia
0a30BBIX CTaHIUH, MO LEMoYKe OOCTyKMBaloIIUX a0oHEeHTa. Bce peannszyemble MpoOLEAypHI

6e3onacuoctu B cetn E-UTRAN nponemoncTpupoBansl Ha puc. 2.8.

é RRC uyerocmuocmys’  S1-AP yerocmuocms umdpayur )
wuppayus ) 3

IT10cKoCTD ——

yrpas e NAS yerocmuocmy wuudpayun

\_ X2-CP yerocmuocms uudpayua )
; : ( opay

- . - 2 By

_Hludpayua _ _ IHNudpayuz oarxsx o

TToassosaTemmca DANHBIY

ATLTOCKOCTS X2-UP uudpayur 0arksx
-—>

N J

Puc. 5.8. Peanuzyemsie nponeayps 6e3omnacHoctu B cet E-UTRAN

Anroput™ mudpanru 1 Jemudpanny coo0IIeHni IpeacTaBieH Ha puc. 2.9.

COUNT DIRECTION COUNT DIRECTION
BEARER LENGTH BEARER LENGTH
KEY -,l EE& | KEY —>| EE& |
KEYSTREAM KEYSTREAM
BLOCK BLOCK
PLAINTEXT l CIPHERTEXT l PLAINTEXT
BLOCK —* @ — BLOCK — @ — BLOCK

Sender

Receiver

Puc. 5.9. Anroputm mmdpamuu B E-UTRAN



482

HcxoqHbIME TTapaMeTpaMu B 3TOM alroputMe siBisttores mmpyrommii kiarou KEY (128 6wur),
cuetunk nakeToB (01oxoB) COUNT (32 6ura), uaentudukatop ckBoznoro kanaia BEARER (5
our), ykazarenap HanpasicHus nepemaurn DIRECTION (1 6ur) m mnwHa mu@pyromero Kiroda
LENGTH. B cootBercTtBuu ¢ BbiOpaHHbIM anroputmoMm mmmdpammun EEA (EPS Encryption
Algorithm) BeipabatsiBaetcs mudpyromiee unciio KEYSTREAM BLOCK, kotopoe npu nepeiade
CKJIaJBIBAIOT 110 MOAYJIO JaBa ¢ mmdpyembiM ucxonuasiM Tekctom Omoka PLAINTEXT BLOCK.
[Tpu nemmdpannu Ha NPUEMHOM KOHIIE TOBTOPHO COBEPIIAIOT 3TY K€ OIEPalHIo.

[Mporeaypa 3alIMThI ETOCTHOCTH COOOIIEHUs COCTOMT B reHeparuu “xBocra”“ MAC (Message
Authentication Code) (32 Owura), HTpUCOEAMHIEMOr0 K IepelaBaeMOMY ITaKeTy. AJITOpUTM
reHepaiud MAC 1 npoBepKH LIETOCTHOCTH MOJIY4EHHOT 0 nlakeTa nmyrem cpaBHeHnss XMAC ¢ MAC

(OHM JTOJDKHBI COBIIACTh) 0TOOpaxkeH Ha puc. 5.10.

COUNT DIRECTION COUNT DIRECTION
MESSAGE BEARER MESSAGE BEARER
KEY El & KEY ElA
— J, — -
Sender MAC-I'N AS-MAC XMAC-IZNAS-MAC  Receiver

Puc. 5.10. Anroputm npoBepku nienoctaoctd E-UTRAN
B anropurme EIA (EPS Integrity Algorithm) ucnone3oBan kimrou nenocraoctu KEY (128 6ur),
cuetunk coobmenuit COUNT (32 6uta), uaentudukarop ckBo3Horo kanaia BEARER (5 6wur),

ykazatens Hanpasienus nepegaud DIRECTION (1 6ut) u camo coobuierne MESSAGE.

MoaeaupoBanne texHosnorun LTE B cpene MATLAB ¢ ucnosib3oBaHueM BCTPOEHHOIO
nakera LTE System Toolbox

LTE System Toolbox™ mpenocTaBisieT COOTBETCTBYIOIIHUE CTaHAAPTy (QYHKIUU U
MPWIOXKEHUS ISl MPOEKTHUPOBAHUS, MOJCIUPOBAHUS U TNPOBEPKHM KOMMYHUKAIIMOHHBIX CHCTEM
crangaptoB LTE u LTE-Advanced. JlanHblii MHCTpYMEHT yckopsieT pa3zpabotky LTE-anropurmon
u ¢pusudeckoro yposHs (PHY), mpenocraBnser 3TanoHHbIi 00pasel A1 NPOBEPKU U TECTUPOBAHUS
Ha COOTBET- CTBHE CTaHAAPTY, a TaKXKe MO3BOJISIET T€HEPUPOBATh TECTOBbIE CUTHABI. C MOMOIIBIO
LTE System Toolbox M0XXHO MpOW3BOAUTH HACTPOWKY, MOAETMPOBAHUE, MU3MEPEHUS U aHaIH3
KaHaja CBs3U. Takke MOXXHO CO3/1aBaTh M IOBTOPHO HCIOJIb30BaTh CLEHAPUM TECTOB s

MOATBCPIKACHUSA TOT'O, UYTO MPOCKTLI, IPOTOTHUIILI U pa3p360TK1/1 COOTBCTCTBYIOT CTAHAAPTY LTE.
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OcHoOBHBIEC 0COOCHHOCTH:

* Monenwn, coorBerctBytomue cragaaptam LTE u LTE-Advanced (Release 8, 9, 10 u 11).
Oynkuuu 00pabOTKM Ha KaHAJIbHOM YpOBHE, mojjaepxkka or 1 mo 10 pexxumoB mepenadyu 1o
HUCXOSIIEMY KaHally, 00pa3iibl MpoeKToB, B ToM unciie COMP.

* TecroBeie monenu (E-TM), stanonnsiii usmepurensuslii kanain (RMC) mia LTE, LTE-A, a
takke reneparop UMTS-curnanos.

* llntepakTuBHbBIE HHCTPYMEHTHI AJIs IPOBEPKU HAa cooTBeTcTBHE cTaHAapTy U BER TecToB.

* Ilepenaua u npuém CUrHaJIOB IPU MOMOUIM PAAMOYCTPOUCTB ISl TECTUPOBAHUSA CUCTEM B
peaiib- HoM ddupe.

* Beigenenue CHCTEMHBIX M KOHTPOJBHBIX IapaMeTpOB W3 MPUHATOrO CUTHANA, B TOM YHCIIE

cell ID, MIB u SIB1. * Onenka kaHajia CBA3H.

CksBosznoe moznenuposanue LTE

System Toolbox ma€r BO3MOXXHOCTP MOJECIUPOBATH M WMHUTHPOBATH (PU3HUECKUI YPOBEHb
crangapta LTE. MoaenupoBaHue cucTeMbl Ha KaHAJIbHOM YPOBHE 1103BOJISIET TOOUTHCS TPEOYEeMBIX
3HAYeHUH XapaKTEePUCTHK CHUCTEMbI, B TOM 4HCle MponyckHoil cmocoOHoctu u BER, a Takke
onpejie- JINTb KOHKPETHBIE PEAIN3ALUNA CUCTEMBI HA OCHOBE ITPOU3BOIMMBIX H3MEPEHUN.

LTE System Toolbox Ttakxe NO3BOISIET YyAyYIIUTh IUIAHUPOBAHWE CHCTEMBI, O0Jerdas
MOJIEJIMPOBAHUE KAHAJIBHOTO YPOBHS, KOTOPOE IPENOCTABIIAET HEKOTOPbIE IapaMeTphl,
HEOOXOAWMBIE sl  NPOEKTUPOBaHMS 0a30BBIX CTAaHUMH € 3aJaHHOM TreomeTpued U
XapaKTEPUCTUKAMH PAaCIIPOCTPAHEHHUsI CUTHAJA.

Habop nopnep:xuBaemblx (QYHKIMHA Ui MOJEIMPOBAHUS PEXUMOB Ieperadd U npuéma, a
TaKXe KaHaja CBSA3U, BKJIIOYAET B ceOs:

* pexxuMbl FDD u TDD nHa Hecymux yactorax; ® Bce nosocsl nepenaun LTE-curnanos ot 1,4
no 20 MI'u, LTE-A no 100 MI'm ¢ arperaumeil Hecymieil; * pasnuunble Tunbl LTE-curnanos,
BKJIFOYAsi HUCXOSAIIME U BOCXOSAIINE ONIOPHBIE CUTHANIBI M CUTHAJIBI CHHXPOHU3AINHY;

* ¢usnueckue LTE-kaHanbl, B TOM 4Kcie KaHabl YIPaBICHUS M KaHAJbl OOILIEro J0CTyna; *
TOTOBYIO IpOIelypy 0OpabOoTKH HUCXOJIAIIEr0 KaHaia, B TOM Yuciie (OpMUPOBAHNE HUCXOJIAIIETO
o0miero kaHajla M KaHaja ymnpaBiieHusi, Bce Bo3MoxkHble MIMO-pexumbl u renepanuto OFDM-
CUTHAJIOB;

* TOTOBYIO TpoOLEAYypy OOpabOOTKM BOCXOSIIEr0 KaHaia, B TOM 4Hucie (popMHUpOBaHUE
BOCXOJIIMX oO0mIero kaHaina u kKaHana ympasieHus, SU-MIMO u MU-MIMO pexumsl u

renepanuio SC-FDMA curnanios;
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* aJanTalyio K KaHaly CBS3M, BKJIIOYAs CXEMbl BbIOOpA THIIOB MOIYJSIIMU U KOAWPOBAHUS
(MCS) B cooTtBercTBUM C oOLEeHKOW kaudecTBa kaHana cBa3u (CQI), mupukaropa panra (RI) u
WHIUKAIMK MaTpuIlbl ipexoaepa (PMI);

* BO3MOXKHOCTH U mnpumepbl nocrpoenust LTE-Advanced, B ToM uucie nmpuéMm U mnepegava
¢ HeckoabkuMU eNB (CoMP) u ¢ arperanueit Hecyiei;

» Mozenu pacnpoctpaneHuss LTE-curnanos, B Tom uucie mozaens nemexona (EPA), monens
asromobmis (EVA), monens tunmunbiii ropoackoit 3acrpoiiku (ETU), Mmogens pacnpocTpaHeHus
B JIBIDKCHMH, a Takke Mojenn MIMO-kananoB B ckopoctHoM moesnie. LTE System Toolbox gaér
BO3MOXXHOCTh CO3/IaBaTh TECTHI, H3MEPSIONIME MPOMyckHyto crnocooHocth PDSCH-kanana B
cooTBeTcTBUM C ykasaHHbIMU B cranaapre LTE (TS 36.101) ycnoBusimu ucnsitanuii. CTpyKTypbl
nanHbix B LTE System Toolbox mno3Bomsitor yno6HO oToOpa)kaTh BCE MapaMeTpbl CHCTEMBI.
OYHKIMKM JAaHHOTO MHCTPYMEHTa OTPaXKaloT JHOObIe BO3MOKHbIE KOMOMHAIIMHM PEKUMOB PabOTHI
NepelaTINKOB, MOJIEJIeH KaHAJIIOB U MPUEMHUKOB. Vcrob3ys 3TOT MHCTPYMEHT JJIsl TECTUPOBAHUS
Ha coorBercTBUE craHmapry u BLER-tecTupoBaHus, Bbl MOKETE€ HM3MEPATh XapaKTEPUCTUKH

CHUCTCMBI U CPABHUBATDH UX C YKA3dAHHBIMHU B CHGLII/I(I)I/IKEII_[I/II/I K CTaHAApTy

Ha pucynke 5.11 nzo0paxeHna cTpyKTypHasi cxema IporpaMMHOI0 KOMILIEKCa.

PITY {wanpumep,
cHrHanookanksarTop)

g . B
CHrHanOS
CHrHanos
&\ MATLAB &\ MATIAB
& &

LJE System Toolbox™ , LTE Sywem Toclbax

BY-rewepatop

SDR-nepenaTymx SDR-npremHmx
Puc. 5.12. CTPYKTypHaSI CcX€Ma NporpaMMHOr0 KOMILJIEKCa

Jl1s TeHepany TECTOBOTO CUTHAJIa OT 0a30BOM CTaHLMU K aOOHEHTY MCHOJIb3yeTCs TeHepaTop

LTE-Downlink E-TM Generator.
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Generate PDSCH reference measurement channel (RMC) waveforms. These are specified in TS36.101 Annex A_3 for UE
performance testing.

— RMC parameter summary

Reference channel
MNumber of downlink resource blocks 6
Duplex mode FDD v
Transmit antenna ports 4
issi TxDiversit
Transmission scheme xUversity ~ Modulation QPSK
Cell identity 0 Transmission layers 4
RNTI 1 Total info bits per frame per codeword 3416 bits
RV sequence 012 3]
— Codeword input data
Rho (dB) 0
Transport info bit stream (codeword 1) | User defined v
OCNG Off v
1;0: 0.1
Mumber of subframes 10 (1 0: 0: 1]
Mumber of codewaords 1 v
Transport info bit stream (codeword 2) | User defined
PMI set [
1,0, 001
MNumber of HARQ processes 8 [ ]
Windowing (samples) 0
Waveform output variable rmcwaveform
Resource grid output variable rmcgrid
RMC configuration output variable rmcconfig

Generate waveform

Puc. 5.13. OkHo rereparopa ot 6a30BOi CTaHLIUU K A0OHEHTY
B nmanHOM OKHe 33/1al0TCsl TapaMeTPhl TEHEPUPYEMOTO CUTHANIA Ha 0a30BOM CTaHIINH, TAKHE
kak: KonmuecTBo kKaHaOB, BUJ] MOAYJSALNHN, KOJTHUECTBO OOCITY>KHUBAEMBIX a0OHEHTOB B CEKYHIY,
YHCII0 KOJIOBBIX CJIOB, BEKTOP MHUIMATIU3AIMH.
Ha pucynke 5.14 moka3aH BUJ CIeHEPHUPOBAHHOIO CHMTHalla, a Ha pUCYHKe 5.15 Tpex

MEPHBIN CIIEKTP MOJYYEHHOI'O CUTHAJIA.

File Edit Wiewws INnsert Tools Desktop Windows Help =

T ey i | o | 5 S A T W »2 - 3 | O B | m =D

o2

.15 —

Pucynok 5.14. CreHepupoBaHHBII CUTHAJ CTaHIIUEH
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File Edit View |Insert Tools Desktop Window Help

Ddde |k ARRTDEL- G 08 aD

spectrogram of Test Model E-TM1.1, 1.4MHz

i}
Z
]
E
[=]
o

Frequency (MHz) Time (ms)

Puc. 5.15. CnekTp creHeprupOBaHHOTO CUTHAJA CTaHIMEH B TeueHuu 10 cexyHa

JIJ1s TeHepaIy TECTOBOTO CHTHAJIa OT a0OHEHTa K 0a30BOM CTaHIIMH UCIIOIB3YeTCS TeHEepaTop
LTE-Uplink RMS Generator.
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Generate PUSCH reference measurement channel (RMC) waveforms. These are specified in TS36.104 Annex A for base

station performance testing.

Reforence chiannel A1 w | — RMC parameter summary

Duplex mode FOD - Mumber of uplink resource blocks 6

Cell identity U| Modulation QPSK
Total info bits per frame 5040 bits

RNTI 1

RV sequence [0231] — Codeword input data

Number of subframes 10 Transport info bits stream [1: 0; 0: 1]

Windowing (samples) 0

Waveform output variable rmcwaveform

Resource grid output variable rmegrid

RMC configuration output variable rmceonfig

Generate waveform

Puc. 5.16. OxHo reneparopa LTE-Uplink RMS Generator
B okne Ha pucynke 5.16 mpom3BOmATCS HACTPOWKM MapamMeTpOB TE€HEPHPOBAHUS OT
aboHeHTa K 0a30BOH CTaHIMH, Takue Kak: KonmdecTBo KaHAIOB JJsl IepeJadd MOTOKA ITaKeTOB,
THUI MOJIYJISAIIUH, BEKTOP MHUIIMATH3ALUH, KOJTHMYESCTBO MIEPEIaBACMBbIX ITAaKETOB B CEKYHIY.
Curnain, renepupyemsiii renepatopom LTE-Uplink RMS  Generator, mpezncrasieH Ha

pucynke 5.17.

File Edit Wiewr Insert Tools Desktop Window Help ™

D e | | D E «L- || 0| =

-0_05

0l

-0_15 —

Puc. 5.17. Curnan reaepupyemsiii reaeparopom LTE-Uplink RMS Generator

I[J'IH BBIUUCJIICHUA TIOTCPL U HpOHyCKHOﬁ CIIOCOOHOCTH  CHCTEMBI nepeaadym MOKHO

ucnosb3oBarsk 6ok LTE PDSCH Conformance Testing.
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Simulates PDSCH demodulation performance tests as specified in TS36.101.

Throughput vs. SNR

Reference channel R12 v : : : : :
Duplex mode FDD v = I
o
=]
Transmission scheme TxDiversity hd 8
[:+]
[= 8
PDSCH Rho (dB) -3 £
2
Propagation model EPA v E
o
c = : . . : :
LI A v Op-mmmmmmeeee R [ e bl — — Target throughput |~
| | | | T
Antenna correlation -3 -2 -1 0 1 2 3
SNR (dB)
No of receive antennas 2 )
Running average throughput per frame for all SNR values
T T T T T
SNR (dB) [20-101.020] - I I S I S e ]
2 : : : |
Simulation length (frames) |5 % 11 R e T i SRREESEEEEER _
T e e ]
Mo of HARQ processes 8 (T 11 S b o b b oo -
= : 1 1
Perfect channel estimator | Yes v S M- R et Feooooioes RRRRESRRRELE : fhomsooeeeeos .
= ' ' '
on ] ' '
PMI mode Wideband L e o S EREEELRLEEREES b booseemmnnneees pooeeeeeeee .
= : .
Simulation results simResults L : i i I — —Tarc_?et throughput |»
0 1 2 3 4 5 6
Start simulation End simulation Frame number
Simulation progress bar
0 (%)
Clear graphs Estimated time remaining: 0 sec

Puc. 5.18. Oxno LTE PDSCH Conformance Testing

B maHHOM OKHE MOYKHO TPOM3BECTH HACTPOWKY MapaMeTpOB JIMHUHU TepeIadn, TaKuX Kak:
KOJIMYECTBO KAHAJIOB, THUN MOJIYJISIIHU, JOIUIEPOBCKYIO YacTOTy, YPOBEHb IIyMa, HACTPOHKH
aHTEHHBI U JIpyrue. A Tak ke HarJIsaHO MPOHA0I0aTh U3MEHEHNE KOJIMYECTBa MOTEPh B JIMHUU
nepeaayu U NponycKHYI0 ClIOCOOHOCTb CUCTEMBI.

B pesynbraTe nposaenanHon paboThl ObUTA U3YYEHBI OCHOBHBIC TTOHSATHS OCCIPOBOIHBIX CETEH
LTE, ¢usmueckas crpykrypa moctpoeHus OecrnipoBomnoil cetm LTE. M3ydena cymectByromiue
METO/BI U cpelcTBa 3auuThl 6ecripoBoiHbIX ceTeid LTE. IlocTtpoena mporpaMmHasi CTpyKTypHas
cxema OecripoBoaHoii cetu LTE cpene Matlab ¢ ucnone3zoBanue BecrpoenHoro makera LTE System

Toolbox u mpoBeIeHbI HCCIIeIOBAaHUS OCHOBHBIX y3710B cetn LTE.
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3AK/IIOYEHUE

B yuebHOM mocobuu paccMOTpeHbl KjaccHuecKue IU(pBI, TEOPUS KIACCUYECKUX HIH(POB,
KOMIIBIOTEPHBIN MPAKTUKYM Ul KJIACCHYECKHX MIM(POB M 3aaHUS HA CAMOCTOATEIBHYIO paboTy
no kiaccuueckuM mudpam. IlpectaBieHsl coBpeMeHHbIE MH(PHI C CEKPETHBIM KIIOYOM, TEOPHS
mHU(POB C CEKPETHBIM KIFOUYOM, KOMITBIOTEPHBINA MPAKTHKYM ISl ITU(PPOB C CEKPETHBIM KIHOYOM U
3a/laHusl Ha CaMOCTOSITeNIbHYI0 paldoTy 1o mudpamM C CEKpPEeTHbIM KiIo4o. PaccMoTpeHsl
OTEYECTBEHHbIE U 3apyOexkHble MUMPBI C OTKPBHITHIM KIIOYOM, T€OpUs MIHU(POB C OTKPHITHIM
KIIIOYOM, KOMIBIOTEPHBIM TPAaKTUKyM s MHQPPOB C OTKPBHITHIM KIIOUYOM M 3aJaHusi Ha
CaMOCTOSITENIbHYIO padoTy 1o mudpaM ¢ OTKPHITHIM KirouoM. [IpencraBnensl Kpunrorpadudeckue
MIPOTOKOJIbI B CETAX IMepefauyd JaHHbIX W KOMIBIOTEPHBIA MPAKTUKYM [UISl HCCIIEOBAaHUSA
nporokonioB SSL u TSL. PaccMoTpeno mmdpoBanue B COBpEMEHHBIX CUCTEMaX CBSA3H CTaHAApPTOB

GSM u LTE u koMIbIOTepHBIH NpakTHKYM 7 uccienoanus crangapta LTE 8 MATLAB.



490

JINTEPATYPA
1. Andepos A.IL., 3y6oB A.1O., Ky3pmun A.C., Uepemymikun A.B. OcHOBBI kpuntorpadpuu
— M.: I'ennoc APB, 2001. — 480 c.

2. Mermmukuii }0.B. Pa3zpaboTka mporpaMMHOIO KOMIUIEKCA JJIs BHU3YaJIM3allUd M aHaIu3a
cranaaprta kpunrorpadpudeckoit 3ammutel AES, MUDU 2003 T.

3. 3em3un O.C., MBanoB M.A. Cranmapt kpunrtorpapuyeckoii 3ammtel — AES. Koneunsie
noiist. — M: KYJIUIL[-OBPA3, 2002. -176 c.

4, b. Inaitep «lIpuknagnas kpunrorpadus. 2-¢ wu3gaHue. [IpoTOKOIBI, aaTOPUTMBI H
HCXOJIHBIE TEKCTHI Ha si3bike C». - M.: M3a-Bo "Tpuymd", 2002. - 816 c.

5. http://www.des-crypto.ru/cryptography/rca/

6. AcockoB A.B. u ap. [Torounsie mudpsr. - M.: KYJIUL-OBPA3, 2003. - 336 c.

7. http://www.wisdom.weizmann.ac.il/~itsik/RC4/rc4.html

8. Pomanen FO.B. 3amura nHGOpMaIui B KOMIBIOTEPHBIX cucTeMax u cetsx / Ilox pen. B.®.
Hlanpruna. - 2-e u3n., nepepad. u gon. - M.: Paguo u cBsss, 2001. - 376 c.
9. RSA Laboratories // http://www.rsa.com/rsalabs/node.asp?id=2009

10. AnroputMm RSA : MeTo. yka3zaHUs K BBITIOJHEHHIO JIAOOPATOPHBIX padOT IS CTYJACHTOB
cretnt. 090105 «KomrmiekcHoe obecnieueHrue HHGOPMAITMOHHONW 0€301TaCHOCTH
aBTOMATU3HPOBAHHBIX CUCTEM» OYHOM (hopMbI o0y4deHus / COCT.:
O. H. XKnanos, U. A. JIyoxuHn ; Cub. roc. aspokocMud. yH-T. — KpacHospcK,
2007. - 38 c.

11. Diffie, D. New directions in Cryptography / D. Diffie, M.Hellman // IEEE Transactions on
information theory. November. 1976.

12. Rivest, R. A Method for obtaining digital signatures and public keyCryptosystems
/ R. Rivest, A. Shamir, L. Adleman // Communications of the ACM. February. 1978.

13. Cronunre, B. Kpunrorpadus u 3ammra ceTeii: NpUHIUIBI U MPAKTHKA
/ B. CtonuHre ; mep. ¢ anri. . — 2-¢ u3a. — M. : zn. aom «Bunbsimey, 2001. — 672 c.

14. Ko6muu, H. Kypc teopun uucen u kpunrorpaduu / H. Kobnun ; nep. ¢ aurn. M. A.
Muxaiinooii u B. E. Tapakanosa ; moa. pea. A. M. 3yokosa. — M. : Hayu. u3a-so TBII,
2001. — 254 c.

15. be3zonacHocth Ha TpancnopTHoM ypoBHe: SSL u TLS | Jlekuust | HOY UHTYUT
[DnexTpoHHBIH pecypc]. — Pexxum goctyma
http://www.intuit.ru/studies/courses/553/409/lecture/9387 (nata ob6pamenne 13.04.2015).

16. http://matlab.ru/products/L TE-System-Toolbox/Ite-system-toolbox_rus_web.pdf
(mara 3ampoca 05.04.2016)



http://www.des-crypto.ru/cryptography/rc4/
http://www.wisdom.weizmann.ac.il/~itsik/RC4/rc4.html
http://www.rsa.com/rsalabs/node.asp?id=2009
http://matlab.ru/products/LTE-System-Toolbox/lte-system-toolbox_rus_web.pdf

