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Komnbrorepnbiii npakrukym 1. Mcciaenosanue MmeTonoB ckpeMOanpoBanust nHGopmManum B
ceTsAX U cUCTeMax paJMoCBA3U

eanb padoTsbI

O3HAaKOMHTBCSI C MeToJamMu LU(PPOBOMH 0OpPabOTKM CHTHAJIOB C HCIOJIb30BaHUeM dSp-
CKpeMOJIepoB, cXeMaMHu MOJy4YeHHs] IU(POBAHHBIX CUTHAJIOB U UCCIIEJOBAHMEM HUX CBOMCTB.
W3yunth mnpuHIUOBL paboThl HUQPOBBIX CUTHAIBHBIX IPOLECCOPOB, a TaK >X€ OCHOB HX
MIPOrPaMMHUPOBAHHUS.

Kparkue Teopernyeckue cBeeHHA

C pa3BUTHEM BBIYHCIUTEIBHON TEXHUKH U MH()OPMAIIMOHHBIX TEXHOJOTHHA YBEITHUNBACTCS
CJIO)KHOCTb CHCTEM 3allUThl KOMIIBIOTEpHOW HHpopmanuu. OUHAHCOBBIA KpU3UC 00OCTpseT
KOHKYPEHLIMIO B pa3JIMYHBIX CEKTOpax pblHKA M BBIBOAMT Ha IMEPBBIM IIJJaH BOIIPOCHI
MHGOPMALMOHHOM 0€30IIaCHOCTH JlaXke JUIsl TeX KOMIIAaHUM, KOTOpble paHblle, B 00jee CIIOKOMHBIX
YCIJIOBUSIX, HE IPUJIABAIM 3TUM BOIPOCAM OCOOOT0 3HAUYEHUS.

B nannoM 0030pe mpeAnpHHsTa NONBITKA CONOCTaBUTh 0a30Bble (DYHKIMHM OTE€YECTBEHHBIX
anmapaTHbIX yCTpOMCTB 3amuThl uHpopmanuu (Y3M) Ha ocHOBe CBeACHUH, MPEIOCTABISEMBIX
(bupMaMU-TIPOU3BOAUTENSAMH, U BEIpaOOTaTh PEKOMEHIALIMH 10 BEIOOPY YCTPONCTBA.

[IpenmymiecTBEHHBI HMHTEPEC K OTEYECTBEHHBIM MPOIAYKTaM OOYCIIOBIEH TEM, YTO
IpPUMEHEHHE 3apyOeKHBIX CPEACTB BCTpEYaeT 3HAYUTEIbHbIE TPYAHOCTU. C OJHOM CTOPOHBI, MX
BBIBO3 U3 CTPaHbl MIPOUCXO0XK/IEHUS 3a4acTyt0 BooO1Ie HeBO3MOKeH: Tak, B CIIIA, koTopsie Hapsay
c Poccueil ocratroTcs nuaepoM MUPOBOM KpunTorpaduu, HAJOXKEH 3alpeT Ha 3KCIOPT CPEICTB
mmdpoBanus ¢ “cruinbHBIMU KitoyamMu. C Ipyroil CTOPOHBI, JIETAIbHOE TPUMEHEHNE 3apyO0eKHBIX
KpUNTOrpapUUecKuX CpeJCTB B Halllel CTpaHe JKECTKO PErjaMeHTHUPYETCsS, U B 3TUX YCIOBHSIX
OIIpaBJaHHBIM IPEJCTABIISIETCA COCPEAOTOUNTH BHUMAHUE HA OTEUECTBEHHBIX MPOAYKTaX.

Kak npaBwiio, anmapaTHble CPEeICTBa YCTYNAIOT YUCTO MPOTPaMMHBIM PEIICHUSAM 10 PALY
napaMeTpoB (CKOpOCTH MH(POBAHUS, BO3MOXHOCTH NPHUMEHEHHUS B KOMIIBIOTEpAX Pa3IMYHbBIX
KOHCTPYKTUBHBIX HCIHOJIHEHUN — HampuMep, HOYTOYKax), HO IPEBOCXOJAT UX IO TJIABHOMY
IoKazarento — croiikoctu. Kpome Toro, Henb3s MOJHOCTHIO FapaHTUPOBATh, YTO B MPUMEHSIEMBIX
onepaunoHHblx cucrtemax (OC) M TpPUKIAIHBIX MpOrpaMMmax OTCYTCTBYIOT HEONHCAaHHBIE
BO3MO)XHOCTH, HEBBISIBJICHHbIE OMIMOKM WJIM  yMBIIUIEHHO pa3MEIIeHHbIEe  “‘3aKiIajku’.
[ToreHIIMaNbHO  BO3MOXKHOCTSIMM ~ MX  MOJU(HKAIMKU  00JaJalOT HE TOJBKO AKTUBHBIE
3MIOYMBIIUIEHHUKH, HO Jake OOBIYHBbIE IOJb30BAaTENM  KOMIIBIOTEPOB: HMMEsl  HaBBbIKU
IPOrpaMMUPOBAHUS U aJIMUHUCTPUPOBAHUSA U JJOCTYN K KOMIIBIOTEPHOW CHUCTEME, OHU CIOCOOHBI
MOIU(UIIMPOBATH 3Ty CUCTEMY, CHIXKAsl YPOBEHb €€ HaJIe)KHOCTH.

s obecnedyeHus: NOKHOW Oe3omacHOCTH cieayeT Ju00 3aHUMAThCs AHAIM30M U
aTTecTalMedl CyIIECTBYIOIIMX CHCTEM Ha YpPOBHE UX HCXOJHBIX TEKCTOB, JMOO pa3pabaTbiBaTh
COOCTBEHHYIO, MOJHOCTBIO KOHTponupyemyto OC M NMOCTOSHHO 3a00TUTHCS O MOJAEP)KaHUU ee
1enocTHocTU. Yaie Bcero mojb30BaTeNld BBIOMPAIOT TPETHH MyTh, OTBEYAIOIIMNA HMX pEaIbHBIM
BO3MOXXHOCTSIM: IPUHUMAIOT Hcnoyib3yeMyto OC 3a KOHTpPOJIMPYEMYIO U — B JIYYIIEM Cllydae —
CTpeMSATCS 00ECeUnTh €€ IeIOCTHOCTh MUMEIOIMMUCS B HaJIMYUU CPEACTBAMM (aHTUBHPYCHBIMU
MakeTaMu | T.I1.).

OpnHako MpPOBEPKY LIETOCTHOCTH OJHUX MPOTpamMM IpH MOMOIIM JIPYIHX HEJb3s MPU3HATH
HAJEKHOM, IMOCKOJBKY II0J] COMHEHHME CTaBUTCS LEJIOCTHOCTh CaMOW IPOrpaMMbl IIPOBEPKHU
IETTOCTHOCTU. [[71s1 ToNydeHus JOCTOBEPHBIX CBEIECHWN HEOOXOIMMa HEKas HadajdbHas ‘‘TOYkKa
oTcyeTa”, NOJUIMHHOCTh KOTOPOW HE BBI3BIBAET COMHEHHUH.

B nono6HOI posu M MOTyT BBICTYNHTH paccMaTpUBaeMble YCTPOMCTBA, MPUMEHSEMbIE B
coctaBe cucteM 3aummThl uHGopMaruu (C3U1) u mo3Bosstomue 00ecrneduTh HEeNTOCTHOCTh TaKHX
CHCTEM amnmnapaTHOM peanuzanvell GyHKIHM, KpUTHUECKU BAXKHBIX JUISI MOIJEPKAHUS HAJIEKHOCTH
C3U. K umcny Ttakux (QyHKOMHA, TOJHOCTHIO HMJIM YaCTHYHO BBINOJHIEMbIX anNapaTHBIMU
CpEICTBaMH, OTHOCATCS CIIEIYIOIINE.

3amper Ha MOM(UKALIUIO poLIecca 3arpy3Ku KOMITbIOTepa.



Wnentudukanus u ayreHTU(UKAIMS 1MoJib3oBaTens 1o 3arpy3ku OC.

KOHTpoib 1ETOCTHOCTH  OINEpaliOHHOM CHCTEMbl M MPUKIATHOTO IMPOTPaAaMMHOIO
obecreuenus (I10).

YnpaieHue 10CTYIOM IOJIb30BaTeNs K pecypcaM KOMITbIOTepa.

Benenue xxypHasia J1€MCTBUM 110JIb30BATEIIS.

Peanuzanus kpunrorpadpuyeckux aJropuTMoB, TapaHTUS UX CTOMKOCTH U HEM3MEHHOCTH.

HapnexHoe XxpaHeHHE CEKPETHBIX KpPUNTOTpapHUUECKHUX DIEMEHTOB (KiIroued) BHE
OTIePaTUBHOTO 3aroMuHaromero ycrporncraa (O3Y) kommnsroTepa.

3arpy3ka  CEKpeTHBIX  JJIEMEHTOB CO  CHCIUAJbHBIX  HOCHUTENEH:  cMapT-Kapr,
unentudukatopoB Touch Memory (TM) u 1.n. K mpumepy, cmapT-KapThl 1O CpPaBHEHHIO C
TPaIUIIMOHHBIMH HOCUTENSIMH (MCKeTaMH) 00JalaloT OOJbIIedl CTOWKOCTBIO K MEXaHUYECKHM,
ANEKTPUYECKUM, MATHUTHBIM, KJIIMMaTHUYECKUM BO3JI€UCTBUAM, OoJiee TOJITOBEYHBI (CPOK XpaHEHUS
naHHbBIX — 10 10 yieT) u yaoOHBI B MOJIB30BAHUH, & MUKPOIIPOIIECCOPHBIE KapThl, KPOME TOTO,
00J1a/1at0T eIie U BBICOKOW CTENEeHbIO 3aIMIEHHOCTH OT HECAaHKIIMOHUPOBAHHOT'O UCIOJIB30BaHUS.

Hanuume anmapaTHOro naTdMka CiaydalHbBIX 4MCell. ANMApaTHBINA JAaT4YMK, UCIIOJb3YIOIIHM
dbuzmveckuid  mporecc  (HampuMep, OOpaTHBIM MPOOOHW  CIENHAIM3UPOBAHHOTO  JIHOJA),
o0ecrieynBaeT pacrpeseieHue CIy4ailHbIX YHcel, HanOosee ONHM3KOe K PaBHOBEPOSITHOMY (UTO
HEJOCTYIHO IPOrpaMMHBIM JIaTuuKaMm). TakuM 006pazom, npu GOpMHUPOBAHUH KPUNITOTPAdUIECKIX
KII0Ye C MOMOINBI0 amnmapaTHOTO JaTdyuka OO0ECleYMBaeTCsl MaKCHMAJIBHBIM ypOBEHb HX
HAJECKHOCTH.

[TonHOCTBIO peanu3oBaTh BCE NEPEUHCICHHBIE (YHKIMU OJHHAM TOJIBKO anmlapaTHBIM
crocobOoM HEBO3MOXKHO (@ 4acTO U HE HYKHO), MOATOMY psAl (DYHKIUHA MOKET BBIIOIHATHCS
nporpaMmHO. [IporpamMmmHOe oOecriedyeHre MOKET HAaXOIUTHhCS B IOCTOSHHOM 3allOMHUHAIOIIEM
ycrpoiicte (I13Y) Y3U, mubo pasmemaTbcsi Ha OOBIYHBIX HOCUTENSAX (B 3TOM CiIydae 3allHIIaTh
€ro IMEJOCTHOCTh HEOOXOAMMO OPTraHM3alMOHHBIMH METOJIAMH — OCOOBIM PEKUMOM XpaHEHHS,
OTpaHMYEHUEM YHCIIA JHUI], UMEIoIHX A0cTym K 3Tomy 10, u 1.1.). B mobom ciyuae, I1O gomxHo
OINMPATHCS HA BO3MOYKHOCTH, IPEOCTABIISIEMBIEC YCTPONCTBOM 3aIIUTHl HH(POpMAITUH.

CxpemOIMpoBaHNE aHAJIOTOBBIX CUTHAJIOB

IIpeoOpa3oBanus ¢ MHBepCHell CIEKTPA M CTATHYECKUMH NepecTAaHOBKaMHU
CHEeKTPAIbHBIX KOMIIOHEHT Pe4eBOro CUrHajia

CxeMoTexXHUYECKasl pealu3alus JBYX paccMaTpUBaeMbIX BapMaHTOB 3aMETHO OTJIMYAETCH,
9TO U OOYCJIOBIMBAaeT UX pasleiabHoe paccMoTpeHue. OJHAKO € TOYKM 3PEHMs JTOCTHTaeMBbIX
Pe3yJbTaTOB M0 3alUIIEHHOCTH CUTHAJa B KaHaJe CBsI3U 00a BapHaHTa aHAJIOTUYHBI.

[Ipouiecc MHBEpCHU CHEKTpa CUTHAJIa IPU Ieperade U €ro BOCCTAHOBJIEHHS MpU IpHUEME
WUTIOCTpUpPYETCs Ha pucyHke 1.1.
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Pucynok 1.1. Tlporecc nuBepcuu criekTpa

Cxema MHBEpPTOpa MPEICTABISACT COO0M OamaHCHBIM cMecuTenb. [Ipu yacTore rerepoanHa
F.. paBHOM cymme rpaHuuHblx uactoT F, m F; mpeoOpaszyemoro curnama (3700 I'm mmst
crangaptHoro Tenedgonroro kanaina ¢ Fy = 300 'y u Fy = 3400 ') HUOKHSAS 110JI0CA YacTOT IOCIIe
CMECHUTENs] BOCIIPOU3BOAUTCS B UCXOAHOMU MOJIOCE YaCTOT, T.€. B MOJIOCE KaHajla B UHBEPCHOM BHJIC.
[Ipu nmpreme Npor3BOAUTCS MMOBTOPHAS HHBEPCHS W UCXOJIHBIN CUTHAJI BOCCTAHABIIMBACTCS.

KauecTBO BOCCTaHOBIIEHHOM peud 3aBHCHUT OT KadecTBa (Ha IMepenaroliell U Ha MPUEeMHON
CTOpPOHAX) cMecuTeNnel, GUIbTPOB, OTPAHHUYMBAIOIIUX CIIEKTP BXOJHOTO CHTHANA U BBIACISIONINX
HIDKHIOIO TIOJIOCY YacTOT MPeoOpa30oBaHHOTO CHUTHAJNA, a TakKe OT KOPPEKIUHU Ha MPUEMHOMN
CTOPOHE YACTOTHBIX MCKAKEHUM KaHalla, BIUSHHUE KOTOPBIX TAaKKE CKa3bIBAE€TCS HWHBEPCHO:
3aTyxaHUe KaHaja B BHICOKOYACTOTHOM YaCTH CIIEKTpa Ha MPHEME CKa3bIBAE€TCs B HU3KOUYACTOTHOM
4acTH CUTHAJa ¥ Ha000POT.

[Ipu mepexBaTe CUTHAI C UHBEPTUPOBAHHBIM CIEKTPOM MOXKET OBITH JIETKO BOCCTAHOBJICH
MO00BIM AQHAJIOTMYHBIM amnmaparoM (He o0s3aTeTbHO OJHOTHIHBIM), @ TPHU COOTBETCTBYIOIIEH
TPEHUPOBKE — BOCIIPUHAT YEIOBEKOM HETIOCPECTBEHHO.

JIns TOBBIIEHUSI CTOMKOCTH 3alllUThl HEKOTOPBhIE€ H3TOTOBUTEIM BBOJAT IEPEMEHHYIO
YaCTOTY TeTEpOJINHA, YCTAHABIMBAEMYIO MapTHEpAMH IO JOTOBOPEHHOCTH B (hOpPME UHCIOBOTO
KOJ[a-1apoJisi, BBOJMMOTO B ammapaTt Mpu Mepexoie B 3alIUIICHHBIA PEKUM.

Bo3MoxHOCTH  Takoro JOTOJHUTEIBLHOTO YaCTOTHOTO  CJABUTa, TMPHUBOIAIIETO K
HECOBIIJICHUIO CIIEKTpa MepeJaBaeéMOro CUrHajga 1 HOMMHAJIBHOW YaCTOTHOM MOJIOCHI KaHajla CBS3U
1, COOTBETCTBEHHO, K YXY/IICHUIO KaueCTBa BOCCTAHOBJICHHOW pPEYH, OTpaHUYCHBI HECKOIBKUMH
cotHsamu repi. [locturaempiit 3pdext Bechma yciioBeH. [[eHCTBUTENBHO, MPH MPOCTYITUBAHUU
BOCCTAHOBJICHHOTO CHTHAJla, B CJydae HEpaBEHCTBAa YacTOT TE€TEPOJMHOB Ha TMepenadye W Ha
MpueMe, B MEPBbIE MOMEHT BO3HUKAET ONIYIIEHUE HEECTECTBEHHON M HEMOHSATHON peyu, KOTOPOE,
OJTHAKO, TIOYTH HE MEIIAeT BOCIIPUHUMATD €€ CMBICII ITOCJIe HEKOTOPOU a/lanTallv .

[Tponecc mpeobOpazoBaHus ¢ PUKCUPOBAHHBIME MTEPECTAHOBKAMH CIIEKTPATHHBIX KOMIIOHEHT
pPEYEeBOTO CHUTHAJIA TPU Mepeade U €ro BOCCTAHOBIICHUS MPU MPUEME WIITIOCTPUPYETCS Ha PUCYHKE
1.2.
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Pucynok 1.2. Ilpeobpa3zoBanue ¢ pUKCUPOBaHHBIMU MTEPECTAHOBKAMU

[Tpu Takom npeoOpa3zoBaHUU Pa30OPUUBOCTH PEUEBOTO CUTHAIA HAPYIIACTCS B 3HAYUTEITHHO
Oonpliel cTemeHu, yeM MpH mnpocToi uHBepcuH. CrenyeTr, OJHAKO, YYUTBIBaTh, YTO BBIOOD
BapHaHTOB YAaCTOTHBIX IEPECTAHOBOK BechMa oOrpaHudeH. DUIIbTPBI, BBIIENAIONINE YaCTOTHBIC
MOJIOCHl B MCXOJHOM M B JIMHEMHOM CHTHaJle, UMEIOT KOHEYHYIO KPYTH3HY XapaKTE€pUCTHKH, B
pe3yabpTaTe 4ero Ha 3aMETHOM YaCTOTHOM HWHTEpBAJe B OKPECTHOCTH TPAHMIIBI YACTOTHBIX IMOJIOC
Oy/leT MPOUCXOAUTh 3aMETHOE HEBOCCTAHOBHMOE CMEIICHHME PA3IMYHBIX KOMIIOHEHT CHTHala.
[Tonnas monoca vactot (300-3400 I'y) cocraBusier 3,5 oxtasel. [lpu dhopmupoBanuu Tpex mosoc
(mo 1,2 oKTaBbI Ha KaXJyl0 MOJIOCY) U MPH UCHOIB30BAHUU (HIBTPOB 8-TO MOpsAIKa (HapacTaHHUe
3atyxaHusi okosno 48 nb/okraBy) 3aryxanue B cepeauHe (!) cocemHel MoJIOCkl COCTAaBUT HE Ooiiee
30 nb, uro npenonpenensieT HU3KOE Ka4€CTBO BOCCTAHOBIEHHOM peun. CyliecTBEHHOE yBEIHUEHHUE
nopsiika (GUIBTPOB HACTOJBKO YCIOXHSET ammaparypy, 4TO OHa TepsieT MpPEeUMYIIeCTBa Iepe.
JAPYTUMH BapHaHTaMH IpeoOpa3oBareneil. B Toxe BpeMs 4rciIo BO3MOXKHBIX IEPECTAaHOBOK U3 TPeX
MOJIOC — BCETO JINIIb 6, U3 YeThIpeX Moioc — 24, T.e. Jake B YCIOBHSIX MPSMOTO TepexBara, He
roBOps yXe 00 aHalIu3e 3aIicH, TI0J00p HYKHOI 10ICTAHOBKH HE COCTABUT TPYJIa.

Hanbonee CYIIECTBEHHBIM MTOJIOKUTEITHHBIM KauyeCTBOM paccMaTpUBaEMbIX
npeoOpa3oBareneil  ABJISIETCS UX aBTOHOMHOCTb, T.€. OTCYTCTBHE HEOOXOJUMOCTH BO B3aWMHOMU
CHHXPOHH3AIMY TIEPEIAIOIEeT0 U MPUEMHOTO alnapaTa U, COOTBETCTBEHHO, OTCYTCTBHE 3aJICPKKH
CBSI3U Ha BpEMs MPOBEJCHUS CHHXPOHM3ALMU U BO3MOXKHBIX CPBIBOB 3alllMIIEHHOIO peXUMa M3-3a
KadyecTBa KaHajla, HeIOCTaTOYHOTO U TPOBEIEHUS CHHXPOHU3AIMH. Eciu ynamochk yCTaHOBUTH
CBSI3b B OTKPBITOM DPEXUME IOCIE BKIIOYEHUS MapTHEpaMHU HHBEPTOPOB OYyAET peaan30BaH U
3alIUIIEHHBIA PEXKUM.



ITonoXuTEenbHBIMU KA4YECTBAMHU TAKOW aIlllapaTyphbl TAKKE SABISIOTCS:

. nenieBu3Ha (ICHBI HHBEPTOPOB criekTpa mopsaka 30 — 50 USD);
. BO3MOYXHOCTB TIOCTPOEHUS CXEM, HE BHOCSIINX 33JICPIKKY CHTHANA,
. Mayiasi KPUTHYHOCTh K KadyeCTBY KCIIOJIb3YEMOI0 KaHaja CBS3W W IpelelibHas

IIPOCTOTA B YIPABJICHUH.

AmnmnapaTypa MOKeT BKJIIOUaTbCsl MEXy TeJIe()OHHBIM aIapaToM U JIMHUEH B CTaHJapTHBIN
IBYXIPOBOAHON CTHIK MEXAY Tele(OHHBIM ammaparoM W MHKPOTeNeGOHHOW TPYyOKOH, MOKET
UCIOJb30BAThCS B BMJIE HAKJIAAKU HA MHUKPOTENE(POHHYIO TPYOKy € aKyCTHYECKOH mnepenadeit
peoOpa3oBaHHOTO cHrHama. llepexol B 3alMINEHHBIA PEKAM TPOUCXOAUT IO B3aMMHON
JOTOBOPEHHOCTH IIAPTHEPOB IIOCJIE YCTaHOBJICHUs COeMHEHUs. [lepexon mponcxoquT HeMEUIEHHO
I10CJIE Ha)KaTUsl COOTBETCTBYIOIIEH KJIaBUILY (WK APYroro yIpasIsIIOIIEro 1eHcTBuUs). BritoueHue
U BBIKJIIOYEHHUE 3AIIMIIECHHOIO PEKUMa OCYLIECTBISIETCA KaXKIBbIM IAPTHEPOM CaMOCTOATEIBHO,
CUHXPOHU3AIMS ACUCTBUIN HE TpeOyeTcs.

ITpu pasroBope B JINHUU NPOCITYIIUBAETCS XapaKTEPHBIA CUTHAJL, 110 CTPYKTYPE MOJIHOCTBIO
IIOBTOPSIIOIIUI IIEPEIaBAEMYI0 pedb. BOCCTAaHOBIICHHBI CUTHAJ MMEET BBICOKOE KadecTBo. B
JELIEBBIX ammaparax ¢ HEAOCTATOUYHOW (QHMIbTpalyedl BO3MOXKHO HAJIWYME CBUCTAIIMX TOHOB U
M3MEHEHHe TeMOpa rojoca ToBopsmero. Hamuume MOCTOPOHHHMX WIYMOB B IIOMEIICHUH, W3
KOTOpOTI'0 BEJETCs Iepeaaya, CKa3blBacTCs Ha Ka4eCTBE BOCCTAHOBIECHHOIO CUTHAJA TaK ke, KaK B
OTKPBITOM PEXHUME, Ha CTOUKOCTH 3alIUTHOTO MTPeoOpa30BaHuUs TIOYTH HE BIIHSICT.

IIpeoOpa3oBanus ¢ BpeMeHHBIMH NepecTAaHOBKaMHU (CKpeMOJIMpOBaHUEM) U
BPEMEHHOM HHBEPCHEH 3JICMEHTOB PeYeBOr0 CHIHAJIA CO CTATHYECKHUM 3aKOHOM
NepecTAaHOBKHU

[TpuHun paboThl anmnaparypsl CXOAEH € Pa3pyLICHUEM U IOCIEIYIOLUIMM BOCCTAHOBIEHUEM
MO3aW4YHOM KapTUHBI, YTO OOYCIOBWJIO IIOSIBJIGHME Ha3BaHUS ‘‘anmaparypa MO3au4YHBIX
npeoOpazoBaHmii”.

JlaHHbI Kiacc anmaparypbl TpeOyeT Haluuusi B CBOEM COCTaBe OJIOKa 3allOMHUHAHHMS
CUTHaja C YNPaBJISIEMBbIM JOCTYIIOM IIO 3allUCH WU CYUTBIBAHUIO, IOATOMY AaHAJIOTOBOM TAKYIO
anmaparypy MOXHO Ha3BaTh YCJIOBHO. BpeMeHHas IepecTaHOBKa 3JIEMEHTapHBIX OTPE3KOB
pe4YeBOro CHUrHajga ¥ BOCCTAHOBJICHUE UX IIOCJIEIOBATEIBHOCTH Ha IIpUEME 3aHUMAIOT
COOTBETCTBYIOIIMN HHTEpBasl BpeMeHU. [lo3ToMy 00s3aTeIbHBIM CBOMCTBOM TaKOM ammaparypbl
ABJISICTCA 3aMEeTHas 3aJIepXKKa CUTHalla Ha pueMHoi ctopoHe. [Iporeccrl mpeodpa3oBaHus cCUrHaia
MOKa3aHbl Ha pucyHke 1.3.
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Pucynok 1.3. Ilpornecc npeoOpa3oBanus curHaia

Uem MeHblIIEe JUIUTEIBHOCT 3JIEMEHTAPHBIX OTPE3KOB, HA KOTOpbIE pa30MBaeTCss MCXOIHBII
peueBoil CUTHAT M 4eM OOJIbIIe 3JIEMEHTOB y4acTBYIOT B ONEpAllU MEPECTaHOBKHU, TEM CIIOXKHEE
IIPOLIECC BOCCTAHOBJICHUS PEUH IO IEPEXBAYCHHOMY JTUHEHHOMY CUTHAITY.

Opnako mpu nepenade Mo KaHAIy CBSA3M BO3HHUKAIOT KPAEBbIE MCKaKEHUS DJIEMEHTapHBIX
oTpe3koB. [Ipu BOCCTAaHOBIEHMHM pEeYM Ha MPUEMHON CTOPOHE 3TO HPUBOJUT K TMOSBICHHUIO
“CIIMBOK”, YXYALIAOIIUX Ka4eCTBO BOCCTAaHOBJIEHHOro curHaiga. C ydeToM XapaKTEpUCTHUK
peasIbHBIX TEJIE(POHHBIX KaHAJIOB JJIUTEIBHOCTh DJIEMEHTApHBIX OTPE3KOB CHUTHAja OrpaHUYeHa
CHM3Y Ha ypoBHE 15 — 20 MHIUITMCEKYHA,.

VYBenuueHrne 4ucia MEepeMEIINBAEMbIX 3JEMEHTOB MO3aUKH — YBEIWYEHHE “‘TIIyOHMHBI
IIEPECTAaHOBKN — OIPAaHUYEHO BO3PACTAHMEM 3a/I€P>KKH BOCCTAHOBJIEHHOI'O CUTHAJIa HA MPHEME.
[Ipu nmanore 3ameTHbIE HEYHOOCTBA BO3HUKAIOT NpH 3aaepxke Oonee 0,3 cek, a mpu 3a7epiKKe
6onee 1 cexk AManor cTaHOBUTCSA HEBO3MOXKHBIM. O0a yka3aHHBIX (DaKTOpa ONpEAENsIOT TITyOUHY
IIEPECTAaHOBKH HA YPOBHE 16 — 64 sneMeHTapHBIX OTPE3KOB PEUH.

Mackupyromiee BO3JEHCTBHE Ha CTPYKTYpy CHUTHAJOB B JIMHUU CBSI3U MOXET OBITh
JOCTUTHYTO BPEMEHHOW MHBEpCHEH (BOCIIPOM3BEICHUEM B 0OpaTHOM HaIlPaBJICHUU MO OTHOLLIEHHUIO
K 3aIllUCH) BCEX WJIM OTJIENbHBIX OTpe3koB. Takoe mpeoOpa3oBaHue HEIP(HEKTUBHO HA KOPOTKHX
oTpe3Kax (C MPOAOKUTENBHOCTBIO MEHEE JINTEIBHOCTH OJHOIO 3JIEMEHTApHOTO 3ByKa peun).
[IpumeHeHNEe MAIMHHBIX OTPE3KOB YMEHBIIAET BO3MOXHOCTh MX mHepememuBaHusd. lloatomy
BpEMEHHAsl WHBEPCHUS TMPUMEHSETCS HCKIIOYUTENIbHO KakK JONOJHUTENbHOE IpeoOpa3oBaHUE B



KOMOMHAIIMM C BpPeMEHHBIMU mepecTaHoBKamu. [Ipu 3TomM Hambosiee 3¢ ¢exkTuBHA BpeMEHHas
MHBEPCHS BCEX OTPE3KOB.

BpemenHbie nepecTaHOBKM M BPEMEHHAsi MHBEPCHS MPU MPAaBUIBHOM BBIOOPE MapaMeTpoB
MEePECTaHOBKM HMCKIIIOYAIOT HEMOCPEJCTBEHHOE MPOCIYIIMBAHME PEUd B KaHajle CBS3U, HO IpU
aHaJIM3€ 3alMCU WIM IPU ONEPATUBHOM aHAIM3€ CHUTHAJa Ha MECTE IIepexBaTa CTaTH4ecKas
MEpPEeCTaHOBKA, IOBTOPAIOIIAsACA M3 KaJpa B KaJp, JIETKO BBISBISETCS IO CHEKTPAIbHBIM U
aAMIUTUTY/IHBIM CBSI3SM OTPE3KOB, B PE3yJIbTAaTE YETO MCXOJHAS PeUb MOXKET OBITh BOCCTAHOBIICHA C
MpUMEHEeHUEM HecltoxkHoH amnmapatypsl (II9BM ¢ ayauoraToit).

B 10 Xe BpeMsa MmO cBOeMy COCTaBy U CJIOXXKHOCTH ajroOpuUTMa ammaparypa c
(UKCUPOBaHHBIMU MEPECTAHOBKAMHU HE3HAYUTENIbHO OTJIMYAETCS OT ammapaTypbl ¢ EPeMEHHBIMU
NEPEeCTaHOBKAMH, YIPaBIseMbIMH KpurtoOnokoMm. [losromy B HacTosimiee Bpems Ul Iierei
3alUThl  MHOOPMALMKM MPUMEHSIOTCS TOYTH HMCKJIIOUUTENbHO ammapatbl € I[EePEeMEHHBIMU
[I€PECTaHOBKAMHU.

IIpeoOpa3oBanus ¢ BpeMEHHBIMH MJIH YACTOTHBIMH IePeCTAHOBKAMH
(ckpeMOIMpOBaHUEM) € IEPEMEHHBIMH NEPeCTAHOBKAMU MO/l YIIPAaBJIeHHEeM KPUIITO0JI0KA U
KOMOUHHPOBAaHHbIEC MO3aUYHbIe NPe00pa3oBaHus

[IpuMeHEeHHEe  NEPEMEHHBIX  IIEPECTAaHOBOK  IO3BOJISIET  3HAUMTENIBHO  3aTPYAHMTH
BOCCTAHOBJICHHE HCXOJHOM peuM IO IepexBaTy curHaia B KaHaie. llpu mpaBmiibHOM BbIOOpE
KPUNTOAITOPUTMA YAAYHBIN MOAOOp MEPEeCTaHOBKU HA OJHOM MHTEpBaJle HUKAK HE CIOCOOCTBYET
110100py MEPECTAHOBOK Ha MOCIEAYIOIIMX HHTepBaiax. Kpome Toro, BBeZieHHE KPUIITOAITOPUTMA C
MHIVBUAYAJIBHBIM KIYOM HCKIII0YAeT BO3MOXKHOCTD UCIIOJIB30BaHuUs I [IEpeXBaTa OJJHOTHITHOTO
anmapara.

AmnmnapaTypa CTpOUTCS, KaK MpaBWIO, Ha 0a3e CUTHAJIBHBIX MPOLIECCOPOB , UMEET B CBOEM
cocrae AIIll, IIAIl, xkpunToOJOK yHpaBlIeHUS TICPECTAHOBKOW, CHCTEMY BBOJA HIIU
¢dopmupoBanusa Kimroda. OOs3aTenbHBIM 3TanioM pabouero mpouecca SBISETCSs HavyalbHas
CHUHXPOHHU3ALM B3aMMO/ICHCTBYIOIUX alllapaToB U MX ITOCJIENYOLIas IOJACUHXPOHU3ALUs.

Kak ciencrsue, 3Ta annapaTtypa 3aMeTHO JOPOKe anmnaparypbl yacToTHOM uHBepcun — 200
- 400 USD 3a equnuiy.

[Tpu nepexoze B 3alMIEHHBIN PEKUM I10 IOTOBOPEHHOCTH a0OHEHTOB BO3HUKAET UHTEPBA
IIPEPBIBAHMS PEUYEBOM CBS3M, KOTOPBIA 3aHMMAeT NPOLECC CUHXPOHU3ALMM W YCTAHOBIICHUS
B3aUMOJIEHCTBHS KpUNTOOIOKOB. B psane mznenuit B 310 e BpeMs aOOHEHT, UCHOJb3ys TacTaTypy
TeleQOHHOI0 ammapara WM TacTaTypy cKpeMOisepa, WM NEpPCOHAIbHBIN y3el MaMsTH, JO0JKEH
BBECTH KJII0Y. B pe3ynbrare nepexo/ B 3alIUIIEHHBIN pEeXKUM MOXKET 3aHUMath 10 10 — 20 cexynn.
IIpyn sTOM HaAO Y4YUTHIBATH, YTO MpPHU IJIOXOM KAaueCTBE KaHAJa CHHXPOHM3AIMS U NEPEexXo] B
3aIUIIEHHBIN PEXUM MOTYT HE COCTOSATBCS, XOTS CBSA3b B OTKPBITOM PEXKHUME, IIyCTh U MIPH TIOXOM
Ka4eCTBe, MOICPKUBACTCS.

Hanuune BpeMeHHON 3aiep)KKu IpH Iepejlaue CUTHala MpH paboTe MO ABYXIPOBOJHOM
JMHUM HENW30€XHO MPUBOAUT K BO3HMKHOBEHHIO “IXa” (3TO K€ XapaKTEpHO M JUIsl CTaTHYECKHX
BPEMEHHBIX IEPECTaHOBOK). B coBpeMeHHoi anmapaType cBsA3HM 0TpabOTaHbl BECbMa COBEPILIEHHBIE
QITOPUTMBl TIOAABJICHUS 9Xa, ILIUPOKO IPUMEHSAEMble B CKOPOCTHBIX MojeMax. OnHako
YEJIOBEUECKOE YXO pearupyer Ha YPOBHH 3XO-CUTHAJIOB, 3aBEIOMO HECYILIECTBEHHBIE U1 MOAECMOB.
[ToaTomy nake B Haubosee ylayHbIX MOJENAX CKpeMOJIepoB MOJaBICHHUE 7Xa JJO HE 3aMEYaeMOoro
a0OHEHTOM YPOBHS JIOCTUTaeTCsl TOJIBKO MPHU CIyYalHOM yJauHOM COYETaHWUU MapaMeTpoOB JIMHUH
CBSA3H.

Kpunro0sok, yrnpaBisiomMii MPOLECCOM IEepPEeCTaHOBOK, MOXET HCHOJIb30BaTh Kak
CUMMETPUYHYIO, TaK U HECUMMETPUYHYIO (“C OTKPBITBIM KIIOUOM) KIIIOUEBYIO CHCTEMY.
BapuanTsl ¢ HECUMMETPUYHOM  CHCTEMOM  NPEANOUYTHTENBHEE, TaK Kak  YIpOLIalT
JKCIUTyaTallMOHHBIA IPOLIECC W HCKIIOYAKOT BCKPBITHUE 3alUCH IPU XMIIEHWH JUYHOTO KIHOYa.
OpHaKo U B 3TOM Cllyyae IPUMEHEHNE JIMYHOTO MapoJIs MOJIE3HO, TaK KaK UCKII0YAeT BXOXKIEHUE B
CBA3b TOCTOPOHHUX JIULI.
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YuuteiBasg TO BBIIIEYKAa3aHHOE OOCTOSITEIBCTBO, YTO TMPH CaMOM COBEPLICHHOM
KpUINITOAITOPUTME IepeiaBaeMas pedb MOXKeT ObITh BOCCTAHOBJIEHA IO TMepexBaTy JIMHEHMHOIo
CUTHaja M0 OCTAaTOYHBIM IPU3HAKAM B3aHMHOI'O DACIOJIOKEHHUSI 3JIEMEHTAPHBIX OTPE3KOB,
MPUMEHEHHE B CKpeMOyiepaXx O4YeHb MOIIHBIX KPHUIITOAITOPUTMOB M KIIFOUEBBIX KOJIOB OOJBIION
JUIMHBI HE ONpaBJaHO. BrosHe nocTaTOYHOM SBJSETCS AJMHA KIIOYEBOTO Koja mopsaka 9
necatiyHbIX (30 JABOMYHBIX) 3HAKOB B CHMMETPHUYHON KiIHO4YeBOM cucteme M 30 JECSITHYHBIX
(okono 100 nBoMYHBIX) — B HECUMMETPUYHOM KitodeBoW cucteme. Ilpu pasroBope B nuHUU
MPOCIYIIUBACTCA XapaKTePHbIA ‘“pBaHbIA” CUTHAJ, B KOTOPOM JOCTAaTOYHO JIETKO OMpeAessieTcs
CTPYKTypa IlepeAaBaeMoi pedyd. BOCCTaHOBJICHHBIM CUTHAJ MMEET BBICOKOE KadeCTBO, Majo
OTJIMYAIOLIEECs OT KaYeCTBA PEUYH B OTKPHITOM PEXHMME Ha TOM ke KaHaie. Hannune nocTopoHHHX
IIyMOB B IIOMEIIEHHWH, U3 KOTOPOrO BEIETCS Iepefayda, CKas3blBaeTCsi Ha KauyecTBe
BOCCTAHOBJIEHHOI'O CHUTHaja TaK e, KaKk B OTKPbITOM pexkume. OQHAKO PUTMHUUYECKHE ITOMEXH,
CO3JaloIIMe “IIKalTy BpEeMEHHM TMapajUleNbHYyl0 MpeoOpasyeMoMy CUTHAlIy, MOTYT MOBIHUSATH Ha
CTOMKOCTh 3aIIMTHOTO MpeoOpa3oBaHMs. AIMMaparypa MOXET BKIIYATHCS MEXIY TeIe(pOHHBIM
anmapaToM M JUHHEH B CTaHJAPTHBIA JBYXIPOBOJHOW CTHIK, MEXKIY TeIe(QOHHBIM almapaToM H
MUKpOTeNne(OHHON TpyOKOW, MOMKET HCIIONb30BAThCsl B BHJIE HAKJIAJAKH Ha MUKPOTEICPOHHYIO
TpYOKY C aKyCTHUECKO nepesadel mpeoOdpa3oBaHHOIO CUTHAA.

TakuM 00pa3oM, OCHOBHBIMH TIOJIOKUTEIIBHBIMH KayecTBAMH ammapaTypbl MO3aMYHBIX
npeoOpa3oBaHnil — CKpeMOIEPOB — SIBIISIOTCS:

. OTHOCUTEJILHO BBICOKAs CTOMKOCTb 3alllUTHl IEPEIaBaEMOro pPE4YeBOro CUTHAaa,
UCKJIIOYAKONIasi €ro HEMOCPEACTBEHHOE IMPOCIYIIMBAHME JaK€ TMpPU HAJIWYMM  TPYIIIbI
BBICOKOTPEHEPOBAHHBIX aYJAUTOPOB U TPpeOyIoIas Uil BOCCTAHOBIECHUS PeYH 3HAUUTEIbHBIX 3aTpaT
BpEMEHM  INpPU  HCHOJB30BAHWU  CHELUAIM3HPOBAHHBIX  H3MEPUTENIbHO-BBIYMCINUTENbHbBIX
KOMIUIEKCOB, IPUMEHSIEMbIX TOCYIapCTBEHHBIMU CIEICITYK0aMu;

. OTHOCHUTEJIbHO HU3Kasi CTOUMOCTb;

. MPOCTOTAa OJKCIUTyaTauuu (A7 MoOJeNed, CHeNualbHO pa3paboTaHHBIX IS
HENPO(ECCHOHATBHOTO MOJIb30BATENISN).

K HenocTaTkaMm JaHHOTO KJlacca anmnapaTrypsl ClIeyeT OTHECTHU:

. 3aJIepKKy BOCCTAHOBJICHHOTO CHTHaja Ha TPHEMHOH CTOpPOHE, TPeOYOUIyIo
MPUBBIKAHUS U 3aTPYIHSIONIYIO THAJIOT;

. HAJIMYHE 7Xa, 3aBUCAIIETO OT MapaMeTPOB KOMMYTHPYEMOH JINHUH CBS3H;

. 3aJIepKKY CBSI3U Ha BpeMsl IPOXOXKIEHUS MPOLecca CHHXPOHU3AIMHY anlaparToB;

. BO3MOKHOCTh CPBIBa CHHXPOHH3AIIMY Ha IUIOXHUX KaHaJax.

[To COBOKYIMHOCTM KayecTB 93TOT KJacc ammaparypbl IpeJcTaBiseTcss Haubolee
MPUEMJIEMBIM JUIsI MCIOJIb30BAaHUS B KOPIOPATUBHBIX CHCTEMax 3allMIIEHHOr0 OOMEHa pedeBOi
uHpopManrel onepaTUBHOIO XapakTepa, He TpeOyIolIel JNINTeNbHOTO NepHo/ia CEKPETHOCTH.

CkpemOanpoBanue nM(QpoOBLIX CHTHAJIOB

CyTb CcKpeMOJIMpOBaHMS 3aKJIOYaeTcs B IMOOUTHOM HW3MEHEHHMH MPOXOMSIIEro uepes
CUCTEMY TTOTOKA JaHHBIX. [[pakTHYECKH €TMHCTBEHHOM orepaliueil, HCIoIb3yeMOol B CKpeMOepax
apigercs  XOR  —  "moOutHoe  wmckmrouatomee MJIN".  [lapamnensHo — MPOXOXKIACHUIO
MH(OPMALIMOHHOIO MOTOKA B CKpeMOJIepe MO ONpeeIEHHOMY MTPaBUILy F€HEpUpYyeTCsl HOTOK OUT —
Koaupyronmii motok. Kak mpsimMoe, Tak u oopaTHoe mu(poBaHUE OCYIIECTBISAETCS HAIOKEHUEM T10
XOR xogupyromen mocie10BaTeIbHOCTH Ha UCXOAHYIO.

['enepanus KOOUpYOLIEH MMOCIEI0BATEILHOCTH OUT MPOM3BOAUTCS LUKIMUECKH W3
HeOOJIBIIOr0 HauvaldbHOro o0beMa HHpOpMaMM — KIIOYa MO cieayoueMy airoputmy. U3
TeKyIero Habopa OUT BBIOMPAIOTCS 3HAYECHUS ONPEACTICHHBIX pa3psioB U ckiaapiBatoTcs mo XOR
Mexay coboi. Bce paspsanmbl caBurarorcss Ha | OUT, a TOJBKO UYTO TMOJIYYEHHOE 3HAYCHHE
("0" mim "1") momenraercst B 0CBOOOIUBILUICS CaMbIii MIIAIIINAHN pa3ps]. 3HaUeHHE, HaAXOANBIICECS
B CaMOM CTapuieM pas3psiie OO CIBUra, J00aBisSeTCs B KOJUPYIOIIYIO MOCIEI0BATEIbHOCTb,
CTaHOBSCH OYEpeIHbIM ee OuToM (cMm. puc.1.4).
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Pucynok 1.4. Cxema ckpeMOnupoBaHust

W3 Teopuu mepenadn JaHHBIX KpuUNTOrpadus 3aMMCTBOBAjA JUISl 3alIHCH MOJOOHBIX CXEM
JIBOMYHYIO cucTeMy 3amucu. llo Hell u300pakeHHBI Ha PUCYHKE CKpemOjep 3amuchbIBacTCs
komOuHnammen "10011," — eMHUIBI COOTBETCTBYIOT pa3psijiaM, ¢ KOTOPBIX CHUMAIOTCS OWUTBI IS
dhopmMupoBaHKS OOPaTHOM CBSI3H.

Kak BujmuM, ycTpoicTBO CKpeMOIiepa mpeaesibHO IpocTo. Ero peanm3anusi BO3MOXKHA Kak Ha
ANEKTPOHHOM, TaK M Ha AJIEKTpUYECcKoil 0a3e, 4To M 00eclneymsio ero MUPOKoe NMPUMEHEHHE B
MOJIEBBIX YCIOBHSX. boiiee TOro, TOT (hakT, 4TO KKl OUT BBIXOJHOHM IOCIIEIOBATEILHOCTH
3aBHCHUT TOJBKO OT OJHOTO BXOJHOTO OWTa, emie 0ojiee yNpouuso MOJOKEHHE CKPeMOIEepoB B
3alUTe TOTOKOBOM Mepefadyd JaHHBIX. JTO CBS3aHO C HEM30€KHO BO3HMKAIOIIMMU B KaHaJe
nepenavye nomMexamu, KOTopble MOTYT MCKa3UTh B 3TOM CIy4yae TOJIbKO T€ OUTHI, HA KOTOPbIE OHU
MIPUXOMATCS, @ HE CBSI3aHHYIO C HUMU TPYIITY 0alT, KaKk 3TO UMEET MECTO B OJIOYHBIX MU pax.

JlexonupoBaHue 3acCKpeMOIMPOBAHHBIX MOCIEAOBATEIHHOCTEH MPOUCXOAUT IO TOH Ke
caMoil cxeMe, YTO U KoaupoBaHue. VIMEHHO nJii 3TOro B aQIrOpuUTMax MPUMEHSETCS
pe3ynpTupylolee KoaupoBanue no "uckmovatoremy MJIN" — cxema, 0IHO3HAYHO BOCCTAaHOBUMAS
MPU PACKOJAMPOBAHUU 0€3 KAKMX-THOO JOMOJHUTEIHHBIX BBIYMCIUTENBHBIX 3aTpat. [IpousBenem
JIEKOIUPOBAHKE MTOJIYYEHHOTO ()parMeHTa.

Kakx Bbr moxkere moragathcsi, rjaBHas mnpodieMa muppoB HA OCHOBE CKpPEMOJIEPOB -
CUHXPOHHU3AIMS TIepefaroiero (KOJUPYIOIIero) U MPUHUMAIONIETO (IeKOIUPYIOIIET0) YCTPOMCTB.
IIpu mnpomycke wuiaM OMMOOYHOM BCTABJIEHHWHM XOTA OBl OJHOTO OuTa BCS IepenaBacMast
uHpopmanug HeoOpatuMo Tepsiercs. [losTomy, B cuctemax mu@poBaHus Ha OCHOBE CKpeMOIEpoB
OueHb OOJBINIOE BHUMAHUE YAENAETCS METOJlaM CHHXpOHH3anuu. Ha mpakTuke Iis 3TUX Iesen
OOBIYHO TIPUMEHSETCS KOMOHMHAIMS JBYX METOIOB: a) no0aBleHHWE B MOTOK HHQOpMAIUN
CUHXPOHU3HUPYIOIIUX OWTOB, 3apaHee H3BECTHBIX MPHUEMHOM CTOPOHE, YTO IMO3BOJISIET €U TpH
HEHAXO0X/JICHUU TaKOoro OWTa aKTHMBHO HA4aTh MOWCK CHHXPOHU3AIMU C OTMpaBuUTeneM, u 0)
WCIIOJIb30BaHUE BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX MMITYJIIBCOB, YTO MO3BOJIIET B MOMEHTHI
MOTepU CHHXPOHHU3ALUU MPOU3BOJIUTH JEKOAMPOBAHHE MPUHUMAEMbIX OUTOB HMH(popmammu "o
naMaT" 6€3 CHHXPOHU3AIUH.

Yucno OUT, 0XBau€HHBIX OOPATHOM CBS3bI0, TO €CTh PA3PATHOCTD YCTPOMCTBA MAMSTH IS
MTOPOXKIAONTUX KOJUPYIOIIYIO MOCTIEI0BATEIbHOCTh OUT HA3BIBACTCS Pa3psAHOCTBIO CKpeMOJepa.
N300pakeHHBI BBIIIE CKpeMmOJep HMeeT pas3psAHOCT, 5. B oTHOIIeHWM TapaMeTpoB
KPUIITOCTOMKOCTH JaHHas BEJIWYMHA TOJHOCTHIO MJICHTUYHA JUIMHE KiF04Ya OJIOYHBIX MIH(POB,
KOTOpBIN OyeT nmpoaHaau3upoBaH jnanee. Ha maHHOM ke 3Tarne BaKHO OTMETHTH, YTO YeM OOoJIbIle
pPa3psAIHOCTh CKpemMOJyiepa, TE€M BBIIIE KPUNTOCTOMKOCTh CHCTEMBI, OCHOBAaHHOW Ha €ro
UCIOJIb30BaHUU.
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[Tpu noctarouno nonroit pabote ckpemOiaepa Hen30eKHO BO3HUKAET ero 3amnukinBanue. [1o
BBITIOJTHEHUH OTPEENIEHHOr0 YKciia TaKTOB B suYelKax ckpeMOiepa co3factcs KOMOMHALUs OWT,
KOTOpasi B HEM YK€ OJIHaX/Ibl OKa3bIBAJIaCh, U C 3TOI0 MOMEHTA KOJAMPYIOIasl IOCIEA0BATENbHOCTD
HAYHET [UKIMYECKH MOBTOPATHCS ¢ (GUKCHUPOBAHHBIM NepuoaoM. JlanHas nmpobiema HeycTpaHUMA
0 CBOEH MpuUpo/ie, Tak Kak B N pazpsiax ckpeMOiepa He MOXKeET MpeObIBaTh Ooee 2N komGuHamii
OUT, U, CICNOBATCIBHO, MAKCHMyM, dYepe3, 2"-1 LMKIOB IOBTOp KOMOHHALHH OOS3aTEIBHO
npousoiaer. KomOunamus "Bce Hynmu'" cpasy ke HCKIIOYACTCS U3 IENouykdu rpada COCTOSHUMN
cKkpeMOsiepa — OHa MPUBOJUT CKpPeMOJIep K TaKOMY JK€ IMOJIOKEHHIO "Bce HyiIH'". DTO yKa3bIBaeT
elle M Ha TO, YTO KoY "Bce HYJIH'" HEMPUMEHHMM i cKpemOuiepa. Kaxaplii reHepupyeMslii mpu
CABUIe OWUT 3aBHCHUT TOJIbKO OT HECKOJBbKHUX OUT XpaHMMOW B JAaHHBII MOMEHT CKpeMOiepom
komOuHarmu. [1o3ToMy mociie moBTOPEHUsI HEKOTOPOI CHTYyalllu, OJHAK/BI YK€ BCTpeUaBIICiics B
ckpemOiepe, Bce cleAyronue 3a Heill OyayT B TOYHOCTH MOBTOPSTH LIEMOYKY, YK€ MPOLISAIIYIO
paHee B ckpeMoOuiepe.

Bo3moxxHbI paznuyHble TUIBI TpadoB cocTosiHUS ckpemOepa. Ha pucynke 1.5 npuBeneHsl
OpUMEpHbIE BapuaHThl s 3-paspsigHoro ckpembOnepa. B cmywae "A" xpome Bcernma
npucyrctByroniero mukiaa "000">>"000" mMbl BUAKUM enie JBa IUKIA — ¢ 3-Ms COCTOSIHUAMU U 4-Msl.
B cayyae "B" Mbl BUIUM LIETIOUKY, KOTOpask CXOAUTCSA K LUKIY U3 3-X COCTOSIHUN M YK€ HUKOI/a
oTTyzna He BbIXoauT. M Hakonel, B ciaydae "B" Bce BO3MOKHBIE COCTOSIHHSI KpOME HYIIEBOTO,
OOBEIMHEHBI B OJWH 3aMKHYTHIH UK. OYeBHIHO, YTO UMEHHO B ITOM cCllydae, KOrja BCe 2N-1
COCTOSIHMI CHUCTEMBI 00pa3yIoOT UK, IEPHO]] TOBTOPEHHSI BBIXOIHBIX KOMOMHAIIMM MaKCHUMalleH, a
KOPPEJSALHS MEXIy JJIMHON LMKJIA M HAaYaJIbHBIM COCTOSTHUEM CKpemoOiiepa (KItouoM), KOTopas
npuBesia Obl K MOSIBICHUIO 0oJiee caObIX KITI0Uel, OTCYTCTBYET.

by b
8O I L

Pucynox 1.5. I'padsl ayis Tpex pa3psiaHOro ckpembiiepa

M BOT 3m€ech MareMaTWKa NpernojHecna MPUKIAJIHOM HayKe, KaKOBOW SBIISIETCS
Kkpunrorpadus, ouepenHoi nogapok. CieacTBueM OAHON M3 TeopeM JOoKa3bIBaeTcs (B TEpMHUHAX
MPUMEHHUTEIBHO K CKpEeMOJMPOBaHHUIO), YTO JUId cKpemOiepa 0ol paspsaHocty N Bcerga
CYIIECTBYET TakoW BbIOOp OXBaThIBAEMBIX OOpATHOH CBS3bIO Pa3psAA0B, YTO IeHEpUpyeMas UMH
MOCJIEI0BATENBHOCTh OUT Oy/lEeT UMETh NEPUOJ, PaBHBIN 2MN-1 Guram. Tak, Hanpumep, B 8-OUTHOM
ckpembuiepe, pu oxsate 0-ro, 1-ro, 6-ro u 7-ro pa3psa0B ASUCTBUTEIHHO 3a BpeMs TeHepaluu 255
OUT Mocnea0BaTeIbHO MTPOXOST BCE Uncia oT 1 10 255, He MOBTOPSISACH HU pa3y.

Cxembl ¢ BbIOpaHHBIMM TIO0 JaHHOMY 3aKOHY OOpaTHBIMH CBSI3SIMH HAa3bIBAIOTCS
reHepaTopamu nociueaoBarenbHocTeil Hanbonbei abl (ITH/]), 1 iMeHHO OHM HCTIONIB3YIOTCS B
ckpeMOnupytomei anmapatrype. M3 muoxkectBa reHepatopoB ITH/[ 3amaHHON pa3psaHOCTH BO
BpEMEHA, KOTJ1a OHM PEAlM30BbIBAJIUCH HA 3JIEKTPUUECKOM MM MHUHHUMAJIBHOM 3JEKTPOHHON 0aze
BBIOMpANNCh T€, Y KOTOPBIX YUCIIO Pa3psAI0B, YUACTBYIOUIMX B CO3/IJaHUU O4YepeqHOro OuTa, ObUIO
MUHUMaJIbHBIM. OObyHO TeHepatopa ITHJ[ ynaBamocs noctuup 3a 3 wnm 4 cBsazu. Cama ke
pa3psAIHOCTH CKpeMOJepoB mpeBbiana 30 OUT, 9TO JaBajao BO3MOKHOCTh TIEPEIaBaTh 10 2% 6ur =
100 MoaiiT nadopmaru 6e3 onaceHus: Hayajla MTOBTOPEHHSI KOAUPYIOIIEH MOCIe10BaTEIbHOCTH.
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ITH/] Hepa3pbIBHO CBs3aHbBl C MaTEMaTUYECKOW TEOPUEH HENPUBOJUMBIX IIOJUHOMOB.
Oxka3bIBaeTcsl, TOCTATOYHO YTOOBI MOJMHOM cTerneHd N He ObUT IPeICTaBuM 10 MOJYJII0 2 B BUE
MPOU3BEACHUSI HUKAKUX JPYTUX MOJIMHOMOB, Ul TOTO, YTOOBI CKpeMOJep, MOCTPOSHHBIH Ha €ro
ocHoBe, cosnaBasn [IHJ[. Hampumep, €aMHCTBEHHBIM HENPUBOAMMBIM I[OJMHOMOM CTENEHU 3
sSBIseTc Xo+x+1, B J[BOMYHOM BHIE OH 3ammchiBaercs Kak 10117 (eIMHUIBI COOTBETCTBYIOT
MPUCYTCTBYIOIUM pa3zpsanam). CkpemOiepsl Ha OCHOBE HENPUBOAMMBIX MOJIMHOMOB 00pa3yroTCs
0oTOpachlBaHMEM CaMOTr0 CTapIIero paspsaa (OH BCEraa MPHUCYTCTBYET, a CIEA0BATEIbHO, HECET
MH(OPMALIMIO TOJIBKO O CTENEHH IMOJIMHOMA), TaK HA OCHOBE YKa3aHHOT'O MOJMHOMA, Mbl MOXEM
co3matk ckpemOiiep 011, ¢ meprogoM 3aIUKIMBAHHS 7(=23-1). EcrecTtBeHHO, 4TO Ha MpaKTHKE
MIPUMEHSIIOTCS] TTOJIMHOMBI 3HAYUTENIBHO 00Jiee BBICOKHX IMOPSAKOB. A TaOJIMIbI HEMPUBOAUMBIX
MOJTMHOMOB JTIOOBIX TOPSKOB MOXKHO BCErJa HAMTH B CHEIMATU3UPOBAHHBIX MAaTEMaTHYECKHX
CIPaBOYHHKAX.

CyIiecTBeHHBIM HEIOCTaTKOM CKPEMOIHMPYIOLINX aJTOPUTMOB SIBISIETCS MX HECTOMKOCTH K
dbanbcudukanuu. IlogpobHee nanHas mpoOieMa paccMOTpeHa Ha CIEAYIOLeH JeKILUH,
IIPUMEHUTEIBHO K CO3JJaHUIO LIEJIBIX KPUITOCUCTEM.

I'eneparopsbl nceBaOCAYHANHON MOCTIE0BATEIBHOCTH.

Kak yxe roBopmIIOCh BBIIIE, CKPEMOJIEPhI U JecCKpeMOepbl NH(POBOTO CUTHANIA CTPOSTCS
Ha OCHOBE I'€HEPATOPOB ICEBIOCTyUalHBIX MOCIEA0BATeIbHOCTENH OUTOB. [ eHepaTophl vaile Bcero
BBITIOJIHSIOTCSL C MCIIONIB30BaHUEM M-paspsiIHBIX CIABUTOBBIX perucTpoB RG c¢ memsimu oOpatHoOM
cBs3u (puc. 1.6).

[ToxazaHHbIE yCTpOMCTBa pa3iMyarOTCid NEPUOJOM T'€HEPUPYEMBIX I1OCIEI0BATEIbHOCTEN
outoB. B reneparope mo cxeme Ha puc. 1.6, peructp RG HCXOQHO yCTaHOBJIEH B HEKOTOPOE
HEHYJIEBOE COCTOsIHHE (IeTh HadyaJllbHOW YCTaHOBKM He mokazaHa). [lox neiictBuem ¢(poHTOB
cunxpocurHaia CLK xpaHumblii B peructpe KOJA HENPEepPhIBHO MHUPKYIUPYeT B HEM U
OJTHOBPEMEHHO BHJIOM3MEHSETCSl Ojaromaps NpeoOpa3oBaHUIO OWUTOB JIOTUYECKHM SJIEMEHTOM
«HUckmouatomee NJIN» (XOR). I'enepupyemas mocieqoBaTeabHOCTh OUTOB CHUMAETCS C BBIXOJIA
3TOTO 3JEMEHTa WIM C BBIXOZa JI000ro paspsga peructpa. HampaBieHuwe caBura JaHHBIX B
perucTpe IMoka3aHo CTpeikoil. B monHOM 1ukie paboThl reHepaTopa B PErMCTPe OJHOKPATHO
(dbopmMHpyIOTCSl BCE BO3MOKHBIE M-pa3psiiHble KOABI 32 CKII0UeHUEeM HyJeBoro. L{ukisl crnemytor
OJIVH 3a JpyruM 0e3 nays.
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Pucynok 1.6. I'eneparop nceBaociydaiiHON 11OCIIEI0BATEILHOCTH

B ob0mem cnyyae mpu HCmonb30BaHHM M-pa3psiIHOTO PErucTpa Henb OOpaTHOW CBS3U
noJKiIro4aeTcs K paspsgam ¢ Homepamu M u N (M > N). Jlns Toro 4roObl Ha BbIXOJI€ FeHepaTopa
(dbopmupoBaach MceBaOCTydaiiHas MOCIeI0BATEILHOCTh OMTOB C TIEPUOJIOM TIOBTOPEHHS, PAaBHBIM
2M-1, crienyer BHIGHPATH TOUKH MOKIIOUEHNS TN OOPATHOM CBSA3H B COOTBETCTBHUH C:

M=3456791011151718202122232528293133353639...

N=23356579141411171921182225272820332535

OTtMeTuM, 4TO HE JUIsl JTF000M pa3psaAHOCTU perucTpa M BO3MOXKHO MTOCTPOEHUE TeHepaTopa
¢ nepuonom 2V-1 110 Takoit mpocToit cxeme.

TlceBmoCTydaifHas MOCIEIOBATEILHOCT OUTOB C IEPHOIOM ITOBTOPEHHS, paBHBIM 2M-1,
o0Jaziaet cleayoIUMU CBOHCTBAMHU.

« B monsom ke (2M-1 takToB) uncio nor. 1, popMEpyeMBIX Ha BBIXOE T€HEpaTopa, Ha
enuHuly Oonbire, yeM uyuciao Jjor. 0. /lo6aBounas sor. 1 mosBiseTcs 3a CYET HCKIIOYEHUS
COCTOSIHMSI, TPU KOTOPOM B PETUCTPE MPUCYTCTBOBANI OBl HYJIEBOM KOA. DTO MOXHO HH-
TEPIPETUPOBATh TaK, YTO BEPOATHOCTH NOsABIEHUA jormdeckoro 0 um 1 Ha BbIXOAE reHeparopa
MIPaKTUYECKH OJMHAKOBBI.

BepoATHOCTM TOSABIIEHUS JIOTUYECKOW €OUHUIBI W JIOTUYECKOTO HYNIS B  KaKIOU
MOCNEAYIOEed MO3ULMU TOTOKa OWTOB OJMHAKOBBI M HE 3aBUCAT OT MPEAbICTOPHH.
[TprMeHHUTENHHO K TEIEKOMMYHHKAIIMOHHBIM CHCTEMaM CKpeMOIMPOBAaHUE TOBBIIIAET HAJIE)KHOCTh
CUHXPOHM3AIIMU YCTPOMCTB, MOJAKIIOUEHHBIX K JIMHUUA CBSA3M, U YMEHBIIAET YPOBEHb IOMEX,
U3Iy4aeMbIX Ha COCEIHHME JIMHHUM MHOTOXHIbHOrO kabens. EcTb M mHas o0iacTh mpUMEHEHHs
CKpeMOJIepoB — 3allKTa NepeiaBaeMoil HHPOpMaIMU OT HECAHKIIMOHUPOBAHHOTO JI0CTYIA.

B momuom mukie (2V-1 TakToB) mosioBHHA cepuil M3 mocieAoBaTeNbHBIX JIOT. 1 HMeeT
JUIMHY 1, oHa 4deTBepras cepuid — JUIMHY 2, OJHA BOCbMas — JUIMHY 3 WU T. A. Takumu xe
CBOMCTBaMM 00Ja/1at0T M cepuH U3 Jor. 0 ¢ yueToM npomyiieHHoro jor. 0. 9To TOBOPHUT O TOM, YTO
BEPOATHOCTH TOSIBJICHUSI «OpJIOB» M «pPEIIEK» He 3aBUCAT OT UCXOAOB MpPEeabLAYIINX
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«monopacsiBanuiiy. [103TOMy BEpOSTHOCTH TOTO, YTO CEpUsl M3 IMOCIEAOBATEIbHBIX JIOT. 1 mn 0
3aKOHYHTCS MPHU CIACAYIONIEM IMOA0packIBaHUH, paBHa 1/5.

Ecnu mocnenoBartenbHOCTh TonHoro mukia (2V-1 TakToB) CpaBHMBATH C OTOH ke
MOCJIE0BATEIbHOCThIO, HO IIMKINYECKH CABHUHYTOW Ha jrob6oe uucio taktoB W (W He sBisercs
HYJIEM WJIM YUCJIOM, KPAaTHBIM 2M-1), To umcio HecoBmaseHH OyIeT Ha eIWHHUIly OOJIbIIE, YeM
YHCIIO COBIAJCHUIA.

VY CoBepIICHCTBOBAHHBIA BapuaHT TeHepartopa (puc. 1.7) ¢dopMmupyeT mceBIOCITydaiHyO
MOCJIEI0BATENBHOCT, OUTOB C MEPUOAOM IMOBTOpPEHUS, paBHbIM 2. K HeMy Takxke HNpUMEHHMa
Tabyuia, npuBeAcHHas Ha puc. 1, B. B peructpe RG B onpeneneHHOM mopsiake GOpMUPYIOTCS BCe
BO3MOXHBIE KOJIbl, BKJItOUasi HyJIeBOM. ['eHepaTop AOMOJHUTENBHO coAepKUT AnemMeHT «JIM-HE»,
uHBepTOop U MynbTuiuiekcop MS. Curnan Z na Beixone anementa «JIM-HE» 3anaer nanpasnenue
nepenavyu JTaHHBIX yepe3 Mynbturviekcop. [lpu Z = 0 Ha BBIXOJ MYJIBTUILUIEKCOPA TPaHCIUPYETCS
curHai ¢ Bbixojia anementa «Mckmouaromee MJINW», a npu Z = 1 — curHan ¢ BbIX0/1a UHBEPTOPA.

Bbixaa, CLK

Pucynok 1.7. YcoBepueHCTBOBaHHBIM BapHAHT IeHEPATOPA IICEBAOCITYIAHON
IIOCJIEI0BATEILHOCTH

Jlo tex nop, noka Ha Bxozaax snemeHta «JIM-HE» npucyrcrByer xots Obl oaHa jor. 1, Ha
ero BeIxoje Oynet curaan Z = 0. B atoM ciydae mynbramiekcop MS B kax0M TakTe TiepesacT B
ocBOOOAMBIIMICA  (HIDKHUI) pa3psl CIBUIOBOTO perucTtpa OUT C BBIXOJA DJIEMEHTa
«Hcximouaromee MJIN» Tak e, Kak 1 B cXeMe, TOKa3aHHOW Ha puc. 1.6.

B HekoTopoM TakTe | B peructpe puKcUpyercst KoJ, colepKaliuii eIMHCTBEHHYIO JIOT. 1,
pa3MmenieHHyo B pazpsaae M-1. Tak kak B paspsigax M u N npucyrctByrot Jior. 0, TO Ha BBIXOJE
anementa «Mckmouatomee NJIN» chopmupoBan curaan sor. 0, KOTOpBIH K Hadaly Takra i+1
MOCTYIAeT Ha BXOJ peructpa. B Hadane takta i+1 jor. 1 mepemeraercs u3 paspsaa M-1 B paspsia
M, Ha Bxogax snementa «MJIM-HE» ¢opmupyercs nynesoit kox. Curhan Z = 1 mepeBoAuT
MyabTHITIEKCOP MS B cocTosiHuE, TpH KOTOPOM Ha BXOJ HWKHETO pa3psijia CABUTOBOTO PETHUCTpa
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MOCTYIaeT OMT ¢ BhIXOJA MHBEpTOpa. B maHHOM ciydae 3ToT 6T paBeH 0, modTOMY B TakTe i+2 B
peructpe GpUKCHpyeTCst HyJIeBOU KOI.

K Havany Takta i+3 Ha BXOJ CIBHIOBOTO PErMCTpa C BBIXO/a MHBEPTOPA MOCTYMAeT Jor. 1,
nosTomy 1o ¢ponty cunxpocurnaiga CLK B peructpe dbuxcupyercs koa, coaepkamnuii jor. 0 Bo
BCEX pa3psaax, kpome neporo. CurHan Z BHOBb NMPUHUMAET HYJIEBOE 3HAYCHUE, MYJIbTUILIEKCOP
MEPEKITIOYACTCS] B COCTOSTHHE TIepeau CUTHAJA ¢ Bbixoja 1eMenTa «Mckimouaromee MJIN» u 1. 1.
Takum 00pa3oM perucTp MpoXOJUT Yepe3 BCE COCTOSHUS, BKIIOUYasi HyleBoe. BO3MOXXHBI U MHBIE
BAPHAHTBHI TOCTPOCHHS THEPATOPOB C YHCIOM COCTOSIHHIA, paBHBIM 2.

Cucrema ¢ HEU30JIUPOBAHHBIMU F€HEPATOPAMH.

B cucreme, mokazanHoit Ha puc. 1.8, ckpemOnep u aeckpemOiep comepxar (pparMeHTHI
PacCMOTPEHHOI0 paHee reHeparopa (puc. 1.6) mceBAoCIydaiiHBIX MMOCIEI0BATEILHOCTEH OMTOB. B
ckpemOnepe 1enmb O0OpaTHOW CBSI3M TEHeparopa Ha OCHOBe ciaBuroBoro perucrpa RG1
JOTIOJTHUTENBHO coaepKuT aeMeHT «Mckmouatomee UJI» XOR2. B aeckpemOiiepe nmpuMeHeH
aHAJIOTUYHBIA TeHEepaTop Ha OCHOBE cIBUTOBOrO peructpa RG2 ¢ pazomMkHyTO# 1enbio 0O0paTHOU
CBSI3H.

: Yy ;
; ¥ OR2 Ckpembnep
MeTouruK SCRD :
B aHHEI X D RG1 — :
I W S :
@3 Y
i L X OR1

JIMHKA cBA3Kn
it “pDeckpembaep |
SCRD"
MpuemHuk S :
A aHHBIX o B PLL]
XOR3

Pucynox 1.8. CkpembOiiep u geckpemoIiep ¢ HEM30JIMPOBAHHBIM T€HEPATOPOM

Ha sToM pucyHke moka3aHa cucTeMa «CKpeMOep — JecKpeMOiiep» ¢ HEN30JIMPOBaHHBIMU
reHepaTopaMH IMCeBAOCITyYalHBIX MTOCIE10BaTEILHOCTEH OUTOB.

Bce mporieccsl, mpoTekaromue B CHCTEME, CHHXPOHU3HPYIOTCS OT TaKTOBOTO rereparopa G,
pa3MEeIIeHHOI0 B MCTOYHMKE JaHHBIX (BO3MOXKHO TaKKe €ro pasmMerieHue B ckpembOiepe). Tak-
TOBBIN TeHepaTop ¢opmupyer curHan CLK — HempepbIBHYIO MOCIENIOBATEIHHOCTh TAKTOBBIX
HUMIIYJIbCOB CO CKBaXHOCTBIO, paBHOM NByM. B kaxkaom TakTte mo ¢ponty curHana CLK Ha Bxon
cKkpemOJiepa nmojaercsi HoBbIM OUT nepenaBaeMbix JaHHBIX DATA, a Ko B €ro CBUTOBOM PErHCTpe
RG1 npoxBuraercst Ha OIMH pa3psijl BIIPaBo, IPUYEM B 3TOT e MOMEHT B OCBOOOIMBIIMICS pa3psia
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3aHOCUTCSI CTapblii OMT JAaHHBIX, TPOCYMMHPOBAHHBIM 1O MOJAYIIO JIBa CO CTapbiM OuTOM Y C
Beixona diementa XOR1.

Ctporo roBopsi, Ha TpaHUIAX MEXy OMTOBBEIMH WHTEpBalaMu Ha Bhixoje 3nemeHTa XOR?2
MOTYT c(OPMHUPOBATHCA KOPOTKUE JIOXKHBIE MMITYJIbChl B pe3yJbTaTe HEOJHOBPEMEHHOIO (OpMHU-
pOBaHUs HOBBIX CUTHAJIOB Ha €ro Bxojax (curHain Y1 npuxoaut uyTh nozxke curuana DATA). dns
YCTPaHEHHS JIOKHBIX UMITYJILCOB MOKHO BBeCTH B Iienb curHaga SCRD D-tpurrep, ciHXpoHU3H-
pyembiii cnagom curnana CLK (tpurrep na pucyHke He mokaszaH). KOpoTKMMH JIOXHBIMU
UMIIYJIbCaMU M0Ka IpeHeOperaeM Juisl yIpOLEHHsI 3JI0KEHHsI OCHOBHBIX U MOCTPOCHUSI CUCTEM
«ckpemOep — neckpeMonepy.

Ecny MCcTOYHMK JaHHBIX MTOCBUIAET B CKpeMOJjep AJMHHYIO MOCIIEA0BAaTEIbHOCTh CUTHAIOB
aor. 0 (DATA = 0), to snement XOR2 Mo0xHO paccmMaTpuBaTh Kak MOBTOPHUTENbh cUrHaima Y1,
Torna peructp RG1 daxkTuueckn oka3bIBaeTCsi 3aMKHYTBIM B KOJIBLIO U T€HEPUPYET TOUHO TaKyo
Ke TICEBJOCIYYaliHyl0 MOCJeI0BaTEeIbHOCTh OHTOB, KaK M B PAacCMOTPEHHOM paHee CXeme
reHeparopa, npuBeneHHOW Ha puc. 1.6. OTMETHM, 4TO B 3TOM CHUTyallMH MPU HEOJIArONmpPHATHOM
CTCUCHUU OOCTOSITENILCTB €CTh OMACHOCTh IMOTEpH PabOTOCIIOCOOHOCTH CKpemOiiepa, eclii B
peructpe RG1 k Havany mepenadu 1mociie0BaTeIbHOCTH CUTHANOB Jior. 0 3adukcupoBaH HyJIeBOH
KoJ (moapoOHee ATOT ciydyail paccMOTpuM Hmke). Eciam OT MCTOYHMKA JaHHBIX IMOCTYHAeT
IIPOM3BOJIbHAS OMTOBAsi MOCJIENOBATENBHOCTh, TO OHA B3aUMOJAEHUCTBYET C IOCIIEA0BATEIbHOCThIO
ouroB ¢ Beixoma snementa XORI1. B pesynerate (opmupyercs HoBas (CKpeMOJIUpOBaHHAS)
nociuenoBarenbHOCTh OuTOB AaHHbIX SCRD, mo crpyktype Onuskas K ciaydailHOM. Ota
MOCJIeIOBATEIBHOCTD, B CBOIO OUepelb, poaBuraercs no peructpy RG1, dopmupyer notok 6uto
Y1 ua Breixone aiementa XOR1 u T. 1.

CkpembnmpoBanHasi mocieaoBaTenbHocTh OuToB SCRD mpoxoaut uepes mepenaromuit
YCWIMTENb W N0 JIMHUM CBSI3M IIOCTYNAeT B JecKpemOusiep, Ilie MPOXOIUT uepe3 HpUEeMHBIN
ycunutenb. JIMHUS CBA3M MOXKET OBITh BBITIOJHEHA, HAIpUMeEp, B BHJIE BHTOW MHapbl MPOBOJOB
MHOT'OKHJIBHOTO Kabesst ropojackoii tenedonnoir ceru. C momomipio reneparopa PLL (Phase
Locked Loop) ¢ dha3oBoit aBTONOACTPONKON 4acTOThl M3 BXoAHOro curdaia SCRD* Beigensercs
takToBbIi curnan CLK*, koropelil mepenaeTcss Ha CUHXpOHU3UpYomue BXoAbl peructpa RG2 u
MPUEMHUKA TaHHBIX.

I'enepatop PLL ¢ a3oBoiif aBTOMoACTPONKOM 4aCTOTHI MOKET OBITh MOCTPOEH O OAHOMN U3
U3BECTHBIX cXeM (Hampumep, [6]). OH mpenHazHaueH Uil GOPMHUPOBAHUS BBICOKOCTAOUIBLHOTO
cuaxpocurHana CLK* Ha ocHOBe HemnpephIBHOTO ClIeXeHHUs 3a BXOJIHBIM curHaiom SCRD*. B
naHHOM citydae cnan curaana CLK* mpussizan k MomenTam m3menenus: curnana SCRD* (0 —> 1
wm 1 —> 0), tak uyro ¢pont curHana CLK* dopmupyercs B cepenuHe OUTOBOro MHTEpBala
curHasia SCRD*, 4T0 COOTBETCTBYET €ro yCTaHOBHBIEMYCs 3HaYeHNI0. CIIBUT TaHHBIX B PETHCTPE
RG2 u npuem ouepenHoro 6ura SCRD* B ero ocBoOoauBIIMiiCs pa3ps] MPOUCXOAIT MO (PPOHTY
curHana CLK*. JleckpemOnmupoBannbpie qanapie DATA* mocTynaroT B MpHEMHUK JaHHBIX U (QUK-
cupytorcs B HeM 1o ¢poHTam curHana CLK*. bnaromaps nocraroyHol HMHEPLHMOHHOCTH
reaeparopa PLL curnan CLK* mpakThueckd HEUYBCTBUTENIEH K <«JIPO’KaHUIO (ha3bl» CHTHAa
SCRD* 1 uHBIM €ro KpaTKOBPEMEHHBIM UCKaKEHUSM, BBI3BAHHBIM IIOMEXaMH B JIMHUU CBSI3U.

[Totoxn nmanubix DATA u DATA* coBmagaioT ¢ TOYHOCTBIO /IO 3aJCPXKKHU Teperadu.
JleCTBUTENBHO, B yCTAHOBUBIIEMCS pexXuMe B cABUToBbIX peructpax RG1 u RG2 mpucyrctByror
OJIMHAKOBBIE KOJBI, TAK KaK Ha BXoAbl D 3Tux perucrpoB mojansl omaHu u Te ke ganaeie SCRD =
SCRD* (c yuerom 3a/1ep>KKH Iepesiaun), a TAKTOBas 4acToTa ojHa U Ta xe. [loatomy Y2=Y1 uc
yuetom 3toro DATA* = SCRD* © Y2 = SCRD © Y2 = (DATA© Y1) © Y2=DATA© Y1 ©
Y1=DATA © 0 =DATA.

PaccMmoTpeHHBIiT  crmoco® cKpeMOIupoBaHUs-IECKPEMONTMPOBAHNS JTAHHBIX HE TpedyeT
NPUMEHEHHs KaKoi-110o crenuanbHOM mpoleaypbl HauadbHONW KOJOBOM CHHXPOHHU3AIMHU, MOCIIEe
KOTOPOH KOIBI B OOOMX pPETrHUCTpax CTAHOBSATCS OJUHAKOBBIMH M, CIIEOBATEIbHO, HAYWHAET
BBINOJIHATECS ycioBue Y2 = Y1. CHHXpOHHU3AIMs TOCTUTAETCsl aBTOMAaTHUECKH MOCTIe 3al0JHEHUs
PETUCTPOB OJMHAKOBBIMH JIaHHBIMH. JTO, TOXKaIyH, €IWHCTBEHHOE IPEUMYIIECTBO ITaHHOTO
BapHaHTa Mepe]| KIaCCHUeCKUM YCTPOMCTBOM ¢ M30JUPOBAaHHBIMU IeHepaTopamu (puc. 3).
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K coxaneHnto, ecTb M CyIIECTBEHHbIE HenocTaTku. O IMEepBOM M3 HHUX YXKE BCKOJb3b
YIOMHHAJIOCh — 3TO IUIOXAas YCTOHYMBOCTH IO OTHOLICHHMIO K HEKOTOPHIM HEOIaronpusTHHIM
KOJIOBBIM CUTYallUsSIM, KOTOPbIE MOTYT BO3HUKHYTh KaK IIpM HOPMaJIbHON pabOTe CUCTEMBI, TaK U B
pe3yabTare 3J0r0 YMbICHA. OTOT HEIOCTaTOK M Mepbl €ro YyCTpaHeHHs OyayT HOJpOoOHO
paccMOTpPEHBI JajIee.

Bropoii HenocTaToKk COCTOMT B pPa3sMHOXKEHUM OMMOOK. [Ipu mosBieHMH OXMHOYHOMN
omKrOKM B JHMHUU CBSI3M WACGHTHYHOCTH cojepxkumoro peructpoB RG1 u RG2 BpemenHO
Hapylaercs, HO 3aTeéM AaBTOMATUYECKM BOCCTAHABIMBAETCS, KAaK TOJBKO IPaBUJIbHBIC IAHHBIE
BHOBb 3amoyHAT peructp RG2. Opnako B mporecce NPOABIKEHHS OIMMOOYHOTO OuTa 1Mo
cauropomy peructpy RG2, a ©IMEHHO B MepHO/bl €ro IOIaJaHus CHayajla Ha OJUH, a 3aTeM Ha
apyroii Bxox snemeHta XOR3 curnan Y2 aBakasl NpUHUMAET HEMPAaBUIbHOE 3HAYCHHE. DTO
MIPUBOIUT K Pa3MHOXKCHHIO OJJMHOYHON OIMIMOKK — OHa BIIEpBhIE MosiBisieTcs B curHaie DATA* B
MOMEHT IIOCTYIUIEHUS U3 JIMHUM U 3aTEM BO3HUKAET €Il JIBA pa3a IPH NOCIEAYIOIIEM UCKAKEHUU
curHaia Y2.

CucreMa ¢ H30JIMPOBAHHBIMH I'eHEpaTOPaMH

B cucreme, nokazanHoil Ha puc. 1.9, nmpumMeHeHBl H30JUPOBAHHBIE OT JIMHUU CBA3U
TeHEpaTophl MCEBJOCITYYalHbIX OMTOBBIX MocienoBarenbHocTed. IIpenmyiecTBa 3Toi cuCTEMbI
nepeA MPEIbIAYIIeH 3aKII0YalTCs B TOM, YTO OIIMOKM, TMOCTYIMAIOINIME W3 JIMHUH, HE
pasMHOXKaIOTCA, M Kak OyJeT MoKa3aHO HIXKE, Takas cucrema 0ojiee yCTONYMBA IO OTHOLIEHHIO K
HEOJIaronmpUATHBIM TIOCIIEJOBATEIILHOCTAM OUTOB, KOTOpBIE (POPMUPYIOTCS B CHIYy CIy4YaiHBIX
CTeYEHUH OOCTOATENBCTB, IM00 B pe3yibTaTe NMpeHaMEepEeHHbIX JeHCTBUH 110JIb30BaTENs.

DATA O Ckpembnep SCRD ;
McToOYuHMK : _I-_J
AAaHHbIX 2 4 XOR2 f
: D RG1 I
@— K T —TT-TT-T]
| : C
: L
x Z1 @47
: XOR1
JIMHWKA CBA3K -~
oo STt
: eckpembne
| oma AecrpeMSneD Y
DATA* SCRD*
‘—.C—-I—\= '
Mpuremnrk ry :
OaHHbLIX CLK* c RG2 _ :
R « IEEEEREERE 5
; D :
= — (D s
: XOR3 :
MMULEX B :
ol F=1 PLL | ¢
¢ =0 :
t zZ2 :

Pucynok 1.9. Ckpembiiep u neckpemOiep ¢ H30JIMpOBaHHBIM F€HEPATOPOM
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HenmocraTtok 3TOM CHCTEMBI — CJIOKHOCTb YCTAHOBJIICHUS KOJOBOW CHUHXPOHU3ALUU.
OTMmeTHM, 4TO B KOHIIE CTAaTbU MPEMJIOKEHO pEILIECHUE, JUMIIEHHOE 3TOro HeI0oCTaTka — OHO
IpeJyCMaTpUBAaeT aBTOMATHYECKOE YCTAHOBJICHHWE U MOAJEPKAHWE CHHXPOHHOH paboThI
M30JIMPOBAHHBIX T€HEPATOPOB MCEBAOCTYYaTHBIX OUTOBBIX MOCIEI0BATEIILHOCTEMH.

HauvanpHas KoaoBasgs CHHXPOHM3AMA CHCTEMBI C H30JMPOBAHHBIMH T'€HEPATOPaMH
MICEBIOCTYYailHBIX TOCeA0BaTeNbHOCTEl OUTOB (puc.1.9) ocymiecTBisieTcss ¢ HCHOJIb30BaHUEM
anmapaTHbIX CPEACTB JAecKpeMOiepa 1 MPOrpaMMHBIX CPEICTB HCTOUYHMKA U MPUEMHHKA JaHHbBIX. K
anmnapaTHbIM CpEACTBaM OTHOCATCS MynbTHILIEKcop MUX u mporpamMMHO-ymnpaBisieMblil BBIXOJT
IpUEMHUKA JJAHHBIX, HA KOTOpOM (opMHUpyeTcs yrpapisitomuii curnan F. Ilpu HopmanbHoi padoTte
CUCTEMbI NMPUEMHHUK JAHHBIX MOCTOSHHO MOJJEpKUBaeT Ha Bbixoae curHain F = 0. Ha Bwixon
MYJIBTUIUICKCOpA TpaHCIUpyeTcst curHan Z2 ¢ Beixoaa snemeHTa «Mckmrouatomee NII» XORS3.
I'enepatop mceBnociydaiiHOii OWUTOBOW MOCHEIOBAaTENIBHOCTH Ha oOcHoBe peructpa RG2
M30JIMPOBAH OT BHEUTHUX BO3JEHCTBUN CO CTOPOHBI IUHUH CBS3H.

[Ipenmonoxum, 4TO B HUCXOAHOM COCTOSHUM JIeCKpeMOJep HE CHHXPOHHM3UPOBAH CO
ckpemOniepom. Takasi cuUTyalus MOKET BO3HHUKHYTb, HAIPUMEp, MOCIE BKIIOUEHUS HAINPSHKEHUS
MATAHUS amnmaparypsl MNPUEMHOW CTOPOHBI, IOcie omuOku B pabore reHepatopa PLL
neckpemOiepa W3-3a BO3ACHCTBUS TOMEX HA JIMHUIO CBSI3M WIM 1O WHBIM mnpuuuHam. [lpum
OTCYTCTBHH KOJIOBOW CHHXPOHH3AIMH MEXKIY CKPEMOIEPOM U AECKPEeMOIEpOM COAECPKIUMOE PETHUC-
TpoB RG1 u RG He coBnanaer, notok npuHIMaeMbIx 1aHHBIX DATA* ommboueH u He COBIAIaeT ¢
ITOTOKOM TiepeiaBaeMbIxX JaHHbIX DATA.

[Ipu oOHapykeHHMH yCTOMYMBOrO «Xaoca» B naHHBIX DATA* (korma B IMOTOKE HET
00yCIIOBJIICHHOTO IIPOTOKOJIOM OOMEHa pa3/ielieHus Ha UH(POPMAIIMOHHBIE KaJIPBI U T. 1I.) IPUEMHUK
dopmupyer curnan F = 1. Beneacteue 3Toro MyabTHILIEKCOP HAYMHAET TPAHCIUPOBATh HA Bxoa D
peructpa RG2 curnan ckpemOnrpoBaHHbIX JaHHBIX SCRD*, kak B paHee pacCMOTPEHHOM CUCTEME.

[TpoTokon oOMeHa TpeaycMaTpHBaeT MEPEChUIKY NAaHHBIX B BHUJAE IOCIEIOBATEILHOCTH
KaJpoB. ['pynmbl OOBIYHBIX KaJPOB MEpEMEXAIOTCS CO CIy:KeOHBIMH Kaapamu. Hampumep, mocie
rpynnbsl u3 1000 OOBIYHBIX KaJpoB CleIyeT OAUH CciayXkeOHbli. OH, B YaCTHOCTH, COJAEPIKUT
CUHXPOHU3HUPYIOIIYIO IOCJIEI0BaTeIbHOCTh M3 HEKOTOpOro uucia (Hampumep, 256) HyJIEBBIX
ouros. [Ipu Beigaue stux 6uroB (DATA = 0) B ckpemOuiep smmemeHT XOR2 BBITONHSET QYHKIIUIO
noroputenss curHana Z1 ¢ Beixoga oanemeHTa XORI1. Ilostomy B JaHHOM ciiydae
ckpemOnmpoBanHbiii curHan SCRD npencraBnsier co0oii pparMeHT «MCTHHHON TICEBIOCTyYaifHON
OUTOBOM TOCIEOBATEIILHOCTH B TOM CMBICJE, YTO OHA HE CMelllaHa ¢ MOTOKOM HPOHM3BOJBHBIX
nanHbiX DATA 1 nopoxaaeTcsi TOJIbKO TeHepaToOpoOM CKpemoiiepa.

Ota nocieaoBaTeNbHOCTh 3arpyxaercs B peructp RG2 u npoxoauT uepes Hero, Tak Kak F =
1. ITocne Toro kxak coaepxkumoe peructpoB RG1 m RG2 oka3biBaeTcss OJMHAKOBBIM, CHTHAT Z2
HaunHaeT MoBTOpsATh curHan Z1. KojoBas cuHXpoHu3anus nocTurHyta. Ha BXoj mnpueMHHKa

JAHHBIX TOJAETCs HempepbiBHAs mocienoBaTenbHOCTh Jor. 0, Tak kak DATA* = = DATA = 0.
[Tocme yBepeHHOro OOHapyKEHHUs JOCTaTOYHO [UIMHHOW (Hampumep, cojaepkamieir 220 Owur)
nocieaoBareiabHocTd Jor. 0 mpueMHHMK JaHHbIX (GopMupyer curHan F = 0 u Tem cambiM

BO3Bpall[aeT MeHepaTop ICEeBAOCIy4YailHON MocienoBaTeIbHOCTH OUTOB JAecKkpemOriepa B pexUM
M30JIMPOBAaHHOHN paboThl. Terneps KogoBasi CHHXPOHHU3AIMS HE TOJBKO JOCTHTHYTA, HO U «COXpaHe-
Hay Onarozaps Joruueckoi nzossanuu peructpa RG2 ot aunuu cBs3u. [locie okoHYaHUS nepenadyn
CITy’)K€OHOTO (CHHXPOHHM3HMPYIOIIETO) KaJipa UCTOYHHUK JAHHBIX MPHUCTYIAET K TMepenadye TPYIIbl U3
1000 0OBIYHBIX KaJAPOB COTIACHO MPUHATOMY B CUCTEME IPOTOKOIY OOMEHa.

Takum o0OpazoM, B PAacCMOTPEHHOW CHUCTEME Ui TOJJAEPKAHUs CHHXPOHHOW paboThI
CIIBUTOBBIX PErHCTPOB cKpemOiepa U JeckpeMOiiepa (B cllyyae HapyIIEHUS CHHXPOHHU3ALMH WU
IpH TEePBOHAYAIBHOM BKJIIOUYEHUH TPUEMHON YacTH CHCTEMBI) HEOOXOIUMO TMEPUOIUICCKU
IpepbIBaTh Mepenavy MOJEe3HbIX JaHHBIX U MepelaBaTh 0 JIMHUM CBA3HM CiyxeOHble MH(pOopMa-
LIMOHHBIE KaJPbl, COAEpIKAIUE JOCTATOYHO JUIMHHBIE LIETTOYKN CUHXpOoHU3upyomux outos (DATA
= 0). B pesynprare ymeHnsbiiaercss 3(pQeKTHBHAS CKOPOCTh Iepelauyd JaHHbIX M0 JIMHMH,
YCIIOXKHSIETCST POTOKON oOMeHa. Kpome Toro, ¢ yBenmu4eHHEM WHTEPBAIOB MEXIY CITy)KEOHBIMU
KagpamMu (4to crocoOcTByeT Oosnee 3¢ ¢eKTUBHONW mepenaye MOJIb30BATEIBCKUX JIAHHBIX)
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YBEIIMYMBACTCSI BpEeMs OXXUAAHUS OSTHX KaJpoB JECKpeMmOJepoM B CiIydae IOTEpH KOJOBOM
CUHXPOHHM3ALMH. B TedeHne BpeMeHH 0XKUAAaHUA NIepeladya MOJIE3HbIX TaHHBIX HEBO3MOXKHA.

[ToBbIICHHE YCTOMYMBOCTH CUHXPOHHU3AIINH.

Crnemyet paccMOTpPETh BOMPOCHI YIIYUIICHUS! CHHXPOHU3AIUU U YCTOMYMBOCTH CKPEMOJIEPOB
110 OTHOIIICHUIO K HEXKEJAaTeIbHBIM TOCIIeI0BaTeILHOCTIM OMTOB.IIpu nepenayue qaHHbBIX MO JIMHUH
CBSI3M MIPUMEHSIOT Pa3IMYHbIC CIIOCOOBI KOAUPOBaHUsS. B 4aCTHOCTH, IMPOKOE PaCIPOCTPAHEHHOE
nonyumio NRZ-Ko-gupoBanue u ero moaudukanuu. [ nepenayn HyJIEBbIX U SAMHUYHBIX OMTOB
BBIJICTISIIOTCS. OJIMHAKOBBIC MHTEPBAIbl BPEMEHH — «OHWTOBBIC MHTEPBAIB». B KaxkaoM OUTOBOM
HWHTEpBaJie B 3aBUCUMOCTH OT 3HA4YeHHS IepeaaBaemoro outa (jor. 1 mimm 0) Mexay mpoBoAaMu
BUTOW TMapbl (IBYXNMPOBOAHOM JIMHUM) MPUCYTCTBYET IMOJOKHUTEIBHOE WM OTPULIATEIHLHOE
HarnpspkeHue. [I[pUMEHUTENbHO K ONTOBOJIOKOHHBIM JIMHHUSM B KaXJIOM OMTOBOM HHTEpBAJIC 10
ONTHUYECKOMY BOJIOKHY T€pelaeTcs WIM HE TEPelaeTcs CBETOBOM MOTOK. Takoe KOAMpOBaHUE
HETIPUMEHUMO B CIIy4asxX, KOrja Mo JIMHUM MOTYT IepeIaBaThbCs OYCHb JUIMHHBIC IETIOYKH W3
OJIMHAKOBBIX OWUTOB. Torma cocrosHUE JUHHUHM OYJET OCTaBaThCs HEM3MEHHBIM Ha MPOTSHIKEHUU
JUTMTEIIBHOTO WHTEpBajia BPEMEHHM, U CHHXPOHHU3AIMS NMPUEMHHKA C MEPEAaTIMKOM MOXKET Hapy-
UTHCA. J|eHCTBUTENBHO, MPUEMHUK HAJEKHO BOCCTAHABIMBAET CHHXPOCHUTHAI TOJIBKO TOT/A,
KOT'/la Tay3bl MKy U3MEHEHHUSIMU CHTHaja B JIMHUU HE CIMIIKOM BelUKH. M3MeHeHue curHana B
JUHUW TI0CJI€ HE3HAYWTEIbHOM Tay3bl TMO3BOJISIET BCAKUN pa3 KOPPEKTUPOBATH «XOJ[ YacOBY
npuemHuka. C yBenmu4YeHHEM Tay3bl HaJIEKHOCTh «CIYyXObl BpeMeHW» mnajaaer. Hampumep, mocie
nepenaun cepuu u3 10000 Hynel NpUEMHHK, BEPOSITHEE BCETO, HE CMOXKET C YBEPEHHOCTBHIO
ONpEeNeInTh, HAXOAUTCA NI nocieayomas eauauna Ha nozuuuu 9999, 10000 wnu 10001. To xe
OTHOCHUTCS U K Iepeayde JIMHHBIX Ienovek Jor. 1. Jpyrumu cioBamu, mpu nepeaayde J0CTaTOYHO
0OJBIION TOCIENOBATEILHOCTH HYJIeH WM EAWHWIl TNPUEMHHUK TEepSIeT CHHXPOHHM3AIUIO C
MepeaTUnKOM.

Ha npakTuke naHHble TPyIIUPYIOT B Kaapbl HOCTOSTHHOW WJIHM MepeMEeHHON AMHbL. Kaxkapiii
KaJp COJIEPKHUT HEKOTOPYIO CIIY)KEOHYI0 MH(POpPMaINIo, HapuMep, (aroBelii Koa Havasa Kaapa,
puYeM 3Ta HHPOpPMAIIHUS 3aBEIOMO HE SBIBICTCS MOCISI0BATEIPHOCTHIO OJIMHAKOBBIX OMTOB. DTO
obyeryaer mojamepkaHue CUHXPOHU3AIMHU, TaK KaK BO3MOXKHAS OJHOPOTHOCTH ITOJIb30BATEIIbCKIX
JTAHHBIX TIEPUOJANYECKU HApYIIAeTCs 3aBEAOMO HEOJHOPOIHBIMH CIY)KEOHBIMHM JaHHBIMH. Tem He
MEHEee, MJis TIOBBIICHUS HAJSKHOCTH CHHXPOHM3AIMU JKENATeIhbHO WCKIIOYUTh W3 TOTOKA
MOJIb30BATEIbCKUX JAHHBIX JIUHHBIE TIOCIEI0BATEILHOCTH HYJIEBBIX UM €IUHUYHBIX OUTOB. DTO
U JIeTIAeTCsl C TOMOIIBI0 CKPEeMOJIMPOBaHUSI — II€-TIOYKHU HYJEBBIX WM €IUHUYHBIX OUTOB (M HE
TOJILKO OHH) TPEeoOpaszyroTcs B TICEBAOCTYyYailHble OUTOBBIE MOCIEAOBATEIHHOCTH, B KOTOPBIX
BEPOSITHOCTh M3MEHEHHWs YpPOBHS CHUTHAJIa B KaXIOM TMOCIEIYIONEM OWTOBOM HWHTEpBaie (10
OTHOIIICHHUIO K TEKYIIEMY YPOBHIO) paBHA 2

B mnonreepxaeHue ckazaHHOTO OO0 YCTOMYMBOCTH CHHXPOHM3AIMU PACCMOTPUM IICTIh
BBIJIETICHUS] CHHXPOCUTHAJIA ¥ JAHHBIX U3 CUTHAJA B TMHUH.

Ry PLL™,
CLK : CLK_
J TiF R U j DOUT
1 D Q [ 1 : 5 [ TTQ LB
DIN I - C ’
NuHKuA C i I = 02
-.\\ ,,f‘ R D
Treee .o ——==""  DATA

Pucynok 1.10. Llens BbInE€neHNs CHHXPOCUTHAIA

21



V3en comepkuT BXOJHOW ycuiauTenb, reHepatop PLL ¢ ¢a3oBoii aBTOMOIACTPOUKON
gyacToThl, nHBepTOp U Tpurrep D2. I'eneparop PLL Bkmtouaer B cebs tpurrep D1, ¢punbtp HU3KHX
yactot (RC-uens) u reneparop VCO (Voltage Controlled Oscillator), ynpasisiemblii HanpsbKeHHEM
U. Tpurrepst D1 u D2 npunumaror nansele ¢ BxonoB D mo ¢ponry curnama ma Bxome C.
I'eneparop VCO dopmupyer BoeixoaHoi cuaxpocurHan CL. Yacrora 3Toro curHama B
HE3HAUUTENBHBIX Mpeaesiax MOXET HU3MEHSAThCA B 3aBHCUMOCTH OT Hampsbkenus U Ha ero
yrpagsitoieM Bxojie. C MOBBIIIEHUEM 3TOI0 HAPSHKEHUS YacTOTa YMEHbBIIIAETCs, © HA000POT.

DIN,
DATA | 1 L

oK LI Lo -
oK M
0

pouT

1 1 1 0 1 0 0 1 1
T0O M T2 T3 T4 T5 6 T7 T8 T9 T1d

Pucynok 1.11. ®opmupoBaHue CUHXpOCUTHAIA

Hannbie DATA npencraBnensl kogoM NRZ. I'paHuiibl OMTOBBIX WHTEPBAJIOB IPUMEPHO
COOTBETCTBYIOT MOMeHTaM (hopmupoBanus cranoB curHana CLK, a cepeauHbl 3THX HHTEPBAIOB —
MomenTam TO0—T10.

OOparure BHUMaHUE Ha HECTaHAAPTHBINA pekuM paboTsl Tpurrepa D1. O6pranO Ha BXOA C
CHUHXpOHM3auuu D-Tpurrepa mnopaercst CUHXpOMMITYJbC, a Ha Bxoj D — nansble. Ilpu stom
COINIACHO TEXHUYECKHM YCIOBUSM Ha TpUITEp K MOMEHTY ¢opMupoBaHus (poHTa
CHUHXPOMMITYJIbCA CUTHaJ Ha BXxoJie D maHHBIX NODKEH NPHUHATH YCTAaHOBUBIIEECS 3HAYCHHE B
TE€YEHHE HEKOTOPOTO «BPEMEHU MPETyCTaHOBKU» U COXPAHATh 3TO 3HAUEHHUE B TEUEHHE «BPEMEHHU
yIaepXKaHHUs», KOTOPOE OTCUMTHIBAETCS OT TOro k€ (poHTa. 3]eCh XK€ pealn30BaH HEKUH
IIPOTUBONOJIOXKHBIN pexxuM. B kauecTBe naHHbIx Ha D-BXon Tpurrepa mocrymnaer CHHXpOCHUTHAI, a
B KayecTBE CMHXpOCUTHasa AaHHbIe. [Ipu 3TOM B HieanbHOM ciydae GpoHT curHaia Ha Bxone C
JIOJKEH COBIAAaTh ¢ GpOHTOM curHaia Ha Bxoze D.

Kak mnokazano Ha puc. 1.11 3aTeMHEHHBIMH NPSIMOYTOJbHUKAMM, CYILIECTBYIOT 00JacTH
HEOIpeeIEHHOCTH MOMEHTOB (GopMUpoBaHUsS (POHTOB cHUrHana JaHHbIX. HeompeaeneHHOCTH
00yCJIOBJI€Ha TaK Ha3bIBAEMBIM DKUTTEPOM (IpokaHueM (GpoHTOB). JKUTTEpy B paBHOW Mepe
MO/IBEpP KEHBI U CTIaJIbl BXOJIHOTO CUTHAIa, HO OHU HAC B JAHHOM CIIy4ae HE UHTEPECYIOT.

[Tpeanonoxum, uto reneparop VCO yxke Bomen B CHHXPOHU3ALMIO C CUTHAJIOM,
MocTynaromuM u3 JuHud. B 3tom ciydae ¢gponThl curHana DATA c¢ paBHOU BEpOsSTHOCTBHIO
COBMEILEHBl BO BPEMEHU C HYJIEBBIMH WM €AVMHUYHBIMHU YPOBHSIMH HMHBEPTHPOBAHHOIO CUTHAJIA
CLK. Ha pucyHke BepTHKaJlbHBIE CTpPEIKM MOKa3bIBAIOT, 4TO JaBa (poHTa curHaia DATA
COBMEIIIEHBI C €IMHUYHBIM YpOBHEM MHBepTupoBaHHOro curHana CLK, a Tpetuii — c HyneBbIM
ypoBHeM. Ilpu paBHOBeposiTHoM mipueme B Tpurrep D1 mor. 0 m 1 curnam F Ha ero BeIXoje
MIOCTOSIHHO M3MEHSeTCs, HO B CpeJHEeM NpeObIBaeT B COCTOSHMM JIoT. () CTONBKO K€ BpPEMEHH,
CKOJIbKO | B coctosiHum Jor. 1. [Ipu sTom Hanpsbkerne U Ha BbIxoge mHTerpupytonieir RC-menn
IIPUMEPHO PABHO IMOJIOBHUHE HANPSKEHMSI, COOTBETCTBYIOILIETO YPOBHIO JIOT. 1 Ha BBIXOJI€ TPUITEPA
D1.

[Tpeamnonoxum Temnepb, YTO BEPTUKAJIbHBIE CTPEIKU B OOJBIIMHCTBE CBOEM YKa3bIBAalOT Ha
HYJIeBBIE COCTOSHHSI CHHXpOCHUTHana c¢ Bbixonma reHeparopa VCO. DTo o3Havaer, 4To clemyer
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ClIeTKa YBEIUYHUTh YAacTOTYy CHHXPOCHUTHANIA, YTO MPHUBEAET K €ro HE3HAUUTEIbHOMY (Ha30BOMY
ONEPEeKEHNUI0, T. €. K HEKOTOPOMY «C)KaTUIO BIJIEBO» €ro BPEMEHHOM JuarpaMMmbl. OTO U
npousonaer Omaromaps TOMYy, YTO B JIaHHOW CHTyallMil CHTHAI yhopaeieHuss F  Oyxer
MPEUMYIIECTBEHHO HYJIeBbIM, HampsokeHue U cHusutces, yactora curHana CLK He3HauutenbHO
YBEITUYUTCS.

B npoTHBOMONOXKHOW CHUTyallMM BpEeMEHHasl guarpaMma CHHXpPOCHTHala HCXOJHO YYTh
CMEIIeHa BJIEBO OTHOCUTEIBHO TIOKa3aHHOM HA pHUCYyHKE. Toraa CTPeIKd  JOJIKHBI
MPEUMYIIECTBEHHO IIOMaJgaTh Ha EIWHUYHbIE COCTOSIHMSI CHHXPOCUTHajJa. DTO O3HAYaeT, 4TO
CUHXPOCHUTHAJI BBIPAOATHIBACTCS C OTICPEKECHUEM, U €ro CIeayeT 3anaepkaTh. CpeacTBOM 3aAePKKU
CIIY>)KUT HE3HAYUTENIbHOE CHI)KeHHE 4acToThl. OHO JTocTHraercs: Onaronapsi TOMY, YTO B JaHHOU
CUTYyallMUM YIpPaBISIOMIMK CUTHaT F [peuMylllecTBEHHO paBeH e€IuHMIe, Hanpsbkenue U
MOBBIIIACTCS, YACTOTa HE3HAUUTEIHHO CHUYKAETCS.

B pesynpTare ManbiX IOCTOSIHHBIX —KOJIGOAQHMH OKOJIO PaBHOBECHOTO COCTOSTHHS

OCYILIECTBIISICTCS] CTATUCTHUECKHU Hanbosee mpaBuiibHas npuBsska cunxpocurnana CLK k curnamy
DATA. Takas npuBsizka o0ecrieunBaeT CTaOMILHOCTh JaHHBIX Ha BXoae D tpurrepa D2 B MomMeHT
npoxoxaeHuss ¢ponta curHama CLK. Takum o0pa3om, Ha BBIXOJE CXeMbl (opmupyercs
CUHXPOCUTHAJ U JIaHHBIE, BbIJIEJICHHBIC U3 BXxoaHoro curHama DIN.
Eciu curnan DIN B TedeHHe AMUTENBHOTO BPEMEHH OCTAETCS HEU3MEHHBIM, TO YIIpaBIICHUE
reaepaTopoMm VCO TtepsieTcsi, Tak KaK MOCTOSIHHO JICWCTBYIOIIMI HAa HETO Yepe3 MHTETPHPYIOIIYIO
Lenb HyJIeBOM WM €IUHUYHBIA CUTHAN F BBI3bIBAET HEYKJIOHHOE MOBBIINICHUE WA CHUXXCHHE
9acTOThl CHHXpOocuTHaNA. CKpeMOIupoBaHUE TEpeIaBaeMOoro 1Mo JIMHWHA CHTHAJIA TPEJ0TBpaIIaeT
€ro AJTUTENbHYIO (PUKCAIUIO, T. €. OBBIIIACT HAJIS)KHOCTh CHHXPOHHU3ALINH.

ITopsinok BbINOJIHEHUs PadOThI
Onmncanne 1a00paTOPHON YCTAHOBKH

JlaGopaTtopHasi yCTaHOBKAa IIO3BOJSIET OCYILECTBUTHh (DU3MYECKHH aHAIU3 CHUTHAJIOB,
nabopaTopHasi YCTaHOBKA BKIJIIOYAeT B ceOs ammapaTHyl M IPOTPaMMHYIO YacTh, —amnmapaTHas
4acTh COCTOUT U3 (oTiagoyHas miata DSP 1 nepcoHaibHOro KOMITBIOTEPA COEMHEHHOTO ¢ HEl 1o
mmHae USB) mporpamMHuasi yacte BKITIOYaeT B ceOs (MpOrpaMMHBINA KOJ, Cpela MPOSKTHPOBAHMUS
visual dsp). CtpykTypHas cxema npuBeieHa Ha pucynke 1.12.
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Pucynok 1.12. CtpykTypHas cxema 1ab00paTOpHOTO MaKeTa

I[Mopsiiok BbINOJTHEHHS JTA00PATOPHOH PadoThI

¢ poBaHus JaHHBIX

CHUT'HAJIOB

3. BiitounTh 1a00paTOPHYIO YCTAaHOBKY.
4. BBINONHUTB MCCIEIOBAHNE OTKPBITHIX CUTHAJIOB, IICEBOCITYYaifHON MOCIEI0BATEIbHOCTH,

1. Yacuurs (1)yHKIII/IOHaJ'II)HO€ HAa3HA4YCHUC OTACJIIBbHBIX Y3JI0B MAKCTA, U IPUHIHUIIbL

mu@p CUrHanoB, GOpMHUPYEMBIX B TaOOPATOPHON YCTAaHOBKHU.

MOJIy4a€MbIX

CHUT'HAJIOB

Ipumeuanue. llpennonaraercst U3MEHTH 10 YKa3aHUIO MIPETIOIaBaTeNsl MapaMeTphI:
CxopocTb BBOJIa MH(POPMAITMOHHOM MOCTIEA0BATEIILHOCTH
HauanpHoe cocTosiHuEe perucTpoB (KJIF0U MIH(PPOBAHUS)
JUTMHY CIBUTOBOTO PETUCTPA M PACIIOIOKEHUE OTBOIOB.

I/I306pa)KCHI/I$I npu HNU3MCHCHHNHA YKa3aHHBIX

s e e e e s i e s s i

2. CobOpatb 1ab0paTOPHYIO YCTAaHOBKY JUTS HcciieoBanus MeTo10B [ludposoit 06paboTku

apaMeTpoB

pEKOMEHIyeTCsl MoMellaTh Ha rpadukax OJWH MOA JPYT'MM IPH HEM3MEHHOM Macuitade 1Mo ocu
BPEMEHH.

ook~ wdE

HccnenoBanue NpoBOJUTH B CIEAYIOLIEM MOPSIKE:

3anyctuth VisualDSP++ Environment (Ha pucyHke npescTaBieH uHTepgeiic mporpamMmmsl).
B 3aknmanke Project BeiOpats New.
Haxate CTRL+N u Hanucath KCXOAHBINA TEKCT.
CoxpaHHTh C paCIIMPEHUEM asm.
[Monxmounts 3TOT (haiin B mpoekT, Project->Add to Project->File.

Jlist co3manms daiiina apXuTeKTyphlI ITpoiieccopa He0OX0IMMO BBITIOJIHATH 2-4 MMyHKTHI,

HO COXPaHUTH ¢ pacimupenuem 1df.

Jlj14 ncnonib30BaHus TOTOBOTO (haiiya apXUTEKTYphl IpoLeccopa HEOOXOAUMO BBITTOIHUTD

IIYHKT 5 W HAWTH €ro.
Jlnia noaximrouenus ¢ainos ¢ pacimpenueM dat (Hanpumep, coaepkaux Ko3hGUIneHTs
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10.
11.
12.
13.
14.
15.
16.

17.

¢unpTpa), HE0OXOAMMO HaXxaTh 3akiaaku Project->Add to Project->New Folder.
[ToaxmrounTk B Manky (aiyioB JaHHBIX HEOOXOUMBIE (Pailyibl, OTHOKPATHBIM HAKATHEM
JIEBOM KHOIIKOM MBILIKY HA CO3JJaHHOM MalKe, U IEeITYKOM IIPAaBOM KHOIIKOM MBIIIKH
BeiOpate Add File(s) to folder.

OTpenakTupoBaTh TEKCT UCXOIHON MPOrpaMMbl U OTKOMIUJIMPOBATH HAKATUEM
knapumu F7.

[Tpu nosBnennu omubok B Output window, moCMOTPETh HOMEpa CTPOKH,
OTPEIAKTUPOBATH U CHOBA BBIMOJHUTH MYHKT 10.

Ilomaroso oTnaxuBath KiaBuiie F11

Uccnenosats XxapakTepUCTUKH BXOJIHOTO CUTHAJIA;

UccnenoBars nceBaociyyaiHOM MOCAEA0BATENbHOCTH IPU U3MEHEHUH HAYAJIBHOTO
COCTOSIHUSI pETUCTPOB, [[JTMHY CABUTOBOIO PETUCTPA U PACIIOI0KEHUE OTBOIOB
HccnenoBath XapakTepUCTUKU MIU(p CUTHATIA, TS PA3]TMYHBIX TapaMETPOB
W3MEHEHHBIX B I12.

Onpenenuth KPUMITOCTONKOCTH UG MOCICIOBATETLHOCTH I 3 3HAUCHUH JTTUHHBI
CIBUI'OBOT'O PETUCTpA.

Crenatb HeOOXOIMMBIC BEIBOJIBI 110 KQXKIOMY U3 ITYHKTOB MCCIICOBAHHUS.

Pexomenayemas aureparypa

1. General DSP Training and Workshops: http://www.analog.com/industry/dsp/training
2. DSP Designer’s Reference (DSP Solutions) CD-ROM, Analog Devices, 1999.

4. Mapru-mn. C. JI. [udpoBoil cnexkTpalbHblii aHanu3 U ero npuwioxenus. - M.: Mup, 1990, -

234c.

5. l'ompnen6epr JI.M., Matromkun B. /1., [Tonsk M.H.. Lludposas o6padboTka curuanos. - M: Paguo
" CBsA3b, 1985, - 340 c.
6. Ommanyun C. Aliduuep, bappu V. Jlxepsuc. Ludposas 06paboTka CUTHAIOB: MPAKTUYECKUI
MoJXO0J, 2-¢ u3ganue.- M.: U3n-so Bunbssamce, 2004. — 992 c.
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KomnbrorepHusblii npaktukym 2. UcciieqoBanne annmapaTHbix cpeacTB mM@poBaHus
uH(opMaLNH B CETAX U CHCTEMAaX PAJAUOCBI3U

1. Heab padoTsl

OOBeKTOM HCCIIEIOBAaHUs SIBJIAETCS amnaparHelii mudparop Jid peanus3alud CTaHgapTa
kpunrorpaduueckor 3ammtel AES. Co3xgan anmapatHblii KOMIUIEKC Ui oOecriedyeHus 0e30macHon
nepefayd JaHHbIX M MCCIENOBaHMSA CTaHAapTa Kpunrorpaduueckod 3amutsl. Komrmiekc
npencrasisier coboi anmapatHbiii npoaykt ans IBM-PC cosmectumbix [IK, peammsyromimii
anroput™ 1udposanus Rijndael. B kadectBe ammapaTHOW COCTaBISIONICH HMCHONB3yeTCs ILIaTa
¢dupmbr Analog Devices — EzKit Lite.

2. KpaTtkue TeopeTH4ecKue CBeIeHUs

B coBpeMEHHOM KOHKYpPEHTHOM MHpE HaOII0JaeTcsl TEHICHIUS MOCTOSHHOTO YBEINYCHHS
CTOMMOCTH BaXHOH KOMMEpPYECKOW MH(OPMALMN U, COOTBETCTBEHHO, BO3HHKAET HEOOXOIMMOCTH
muppoBaHuss WHPOPMAIMK JUII COKPBHITUS €€ OT HECaHKIMOHMPOBAHHOTO TIOJNB30BaHUsA. B
JTUTUIOMHOM TIPOGKTE pa3pabaTrhiBacTcs amnmapaTHeli mmdpatop s mudpoBaHus ¢aiiioB H
obecrieueHnss MHPOPMAIIMOHHOW 3alMTHl. B CBA3M € TeM, YTO CYIIECTBYET yrpos3a JOCTyHa K
KOH(HUICHIINATBHBIM JTaHHBIM CO CTOPOHBI 3JI0YMBIIUIEHHUKOB, KOHKYPEHTOB, CJEIyeT OCO3HATbh,
4TO IMU(pOBaHUE (aiIOB U TEKCTOB — 3TO TapaHTUS LEIOCTHOCTH U KOH(PHICHIUAIBLHOCTH BCEX
CBENICHUI, OTYETOB " JTAHHBIX.

C mNOBBILICHHEM IIEHHOCTH M 3HAYMMOCTH MH(OpMAlUU PAacTeT W BaXHOCTH €€ 3allUTH,
MO3TOMY pa3paboTka ammapatHoro mudpaTopa s oOecredeHHuss OCCIPEeCHTHOTO YPOBHS
mrppoBaHus HHHOPMALIUH SBISIETCSI OUYSHD aKTYaJIbHOM 3a/jaueii Ha CEeroMHSIIHHNA ICHb.
ArnmapaTHple mHQPATOPBl  MO3BOJIIIOT 00ECIEYNMBATh BBHICOYAWIIMKA ypOBEHb IMU(BPOBAHUS
uHbOpMallMK s TPEeNOTBpAIEHUs] YTEYKM M yTpaTbl HMHGOPMAIMM U, COOTBETCTBEHHO,
MUHHMH3AIHAN MaTepHALHOTO B MOpaibHOTO yiiepoa. Takke nHpopManus — 3T0 0JTHA U3 BaAKHBIX
COCTABJIIOLIMX TpOLIECCa YIPABICHUs, a HECAHKLIIMOHUPOBAHHOE BMEIIATEIBCTBO B 3TOT MPOLECC
MOKET MIPUBECTH K KaTacTpOPHIECKUM MOCTIEICTBUSIM.

Bue 3aBucumoctH 0T TOro, XOoTuTe JM Bbl o0e3omacuTh cBedeHHS OT JOCTyHa
3JIOYMBIIIJICHHUKOB, COOCTBEHHBIX COTPYIHUKOB, POJCTBEHHHKOB HJIM KOHKYPEHTOB aIlapaTHBINA
AES-mmdparop, kak Kpuntorpapuueckuil CpeiCTBO HOBOIO IMOKOJEHHUs, OOECHEeUUT Ha/lekKHOE
mu@ppoBaHue HHPOPMAIMK U FApaHTHUIO OJHONW MH(OPMALIMOHHON 0€3011aCHOCTH.

Cranmapt kpuntorpapuueckorr 3ammtei AES (Advanced Encryption Standard -—
VY CcoBepIICHCTBOBAHHBIN CcTaHAapT MmH(POBaHUs) SBISETCS HA CETONHSIIHUN JIeHh HambOoiee
Ha/IeKHBIM C TOUKH 3PEHUS JIMHBI KJI0Ya U, KaK ClieICTBUE, HanboJiee BOCTPEOOBaHHBIM.

Ecnmu B3rnsHYTH Ha JIOOYIO JIEATENBHOCTH YEIOBEKa, IJIE€ €CTh MECTO JIi KOMMEPUYECKOH
uHbOpMalMU, MBI MOXXEM BCTPETUTb CTaHAApT Kpunrorpaduyeckoit zammtel AES. Byns To
TEJIEKOMMYHUKAIIHS, T/Ie HOPMOW CTaj0 HMCIONB30BaHWE MOIYIeld Mmu(pOBaHUs, WM Tepenava
JTAHHBIX Yepe3 JIEKTPOHHYIO MOYTY U T. 1.

HIn¢ppoBanue

C pa3BuTHeM HH(POPMALMOHHBIX TEXHOJOTMH BCe OOJBIIYI0 aKTYaJbHOCTb MpUOOpeTaeT
npobieMa 3auUThl MHQOPMAIMM — MPEeIOTBPALEHHNE €€ YTeUYKH, HECAHKIIMOHHUPOBAHHBIX H
HemnpeHaMepeHHBIX BO3eicTBUI Ha Hee. OHa U3 BaKHEHIINX obaacTeil 3Tol AeaTeNnbHOCTH
— kpunrorpadusi, KoTopas NpuU3BaHA O0O0ECNEeYUTh ayTEeHTUYHOCTh M KOH(UIEHINAIbHOCTD
nepeaaBaeMbIxX cooOmeHui. [{ns perienus nepBoil 3ajaun UCHOIB3YETCs] TEXHOJIOTHUS HJIEKTPOHHOM
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U(ppPOBON MOJMUCH KaK KOMIIBIOTEPHOTO AaHAJora IMOJMUCH OTBETCTBEHHOIO JIMIA M Ie4aTu
OpTaHU3aIH, JIsl PEIICHUs] BTOPOH — muppoBaHHeE.

[Ton mmdpom B Kpunrorpaduu MOHUMAETCS COBOKYIHOCTh OOpaTUMBIX HpeoOpa3oBaHuUit
MHOYKECTBa BO3MOKHBIX OTKPBITHIX JIaHHBIX BO MHOKECTBO BO3MOXKHBIX 3allIM(DPOBAHHBIX JTAHHBIX,
pacmmudpoBaTh U MOHATH KOTOPBIE HEJETAIbHBIN MOJIb30BATENb (3OYMBIIIJICHHUK) HE B CHIIaX. DTH
peoOpa3oBaHusl OCYIICCTBISIFOTCS TI0 ONPEACICHHOMY alrOpUTMYy C HPUMEHEHHEM Kitoya —
KOHKPETHOTO CEKpETHOT0 COCTOSIHUSL ~ HEKOTOPBIX  IapaMeTpoB KPUITOAITOPUTMA,
00€eCIIeYrBAOIIETO BHIOOP OJTHOTO MPeoOpa30oBaHus U3 BCEH COBOKYITHOCTH BAPHAHTOB, BOBMOXKHBIX
Ui AaHHoro anroputMa. CTOHWKHE KPUIITOAITOPUTMBI (K YHCIY KOTOPBIX, HAlpUMeEp, OTHOCHTCS
oreuectBeHHbld ['OCT 28147 89 wmm amepukanckuii AES) cmocoOHB  00ecneduTh
KOH(HIEHIIMATBHOCTh COOOIICHUH Jake MPU YCIOBHH, YTO 3JIOYMBIIIJICHHUKY U3BECTHBI OTKPBITHIC
¥ 3amu(poBaHHBICE TEKCTHl W CaMH TpaBWia MpeoOpa3oBaHus. MHBIMH ClIOBaMH, B OTKPBITBIX
KPUNTOCHCTEMaX HEOOXOMMO COXPAHSATh B TaifHE TOJIBKO KIFOYH.

[Tpu 3TOM TOJTHOCTHIO UCKIIFOUEHBI CUTYAIUH, KOT/Ia, CKaYKeM, Kpaxka mmdpaTopa Win myOIrKaIus
TEKCTa aJrOpUTMa JACT 370yMBIIUIEHHUKY BO3MOKHOCTh PACKPBITh 3alIU(POBAaHHbBIC JaHHBIE.
Cxema kpunrorpaguueckod CHCTEMBI, oOecreunBaronieii mmdpoBaHue mepenaBacMoin

nHpopManuy, mpeacTaBieHa Ha puc.2.1.

- | | 3awudbposaume Pacuwkdporanue | |
Ornpoevrents —— E M) DO

Monyyarens

L

3NoYMBILLNEHHMK

Pucynok 2.1. Cxema kpunrtorpaduueckoil cucreMbl

OTnpaBuTenb IreHEPUPYET OTKPHITHIH TEKCT MCXOAHOTO COOOLIeHHs M, KOTOpOE€ JIOJIKHO
OBITh TepelaHO 3aKOHHOMY IIOJMYYaTeNIl0 MO He3aIlUINEHHOMY KaHamy. Jlisg Toro droObI
3JI0YMBIIIJIEHHUK HE CMOT y3HAaTh CojiepKaHue cooOIIeHuss M, oTIpaBUTeNb 3alIu(pOBHIBAET €r0 10
kmouy K ¢ nomompro oOpatumoro mpeoOpasoBanuss E, u cosmaer mmbprekcr (uau

kpunrorpammy) C = E, (M), KOTOpbIil OTOpaBiIseT Noay4arento. 3aKOHHBIN MOIydaTellb, IPUHSIB
umpprexct C, pacimdpoBBIBaET €ro ¢ TOMOMIBI0 06paTHOro npeodpasosanus D, (C) = E(C) = u

TIONy4aeT MCXOHOE cooOIenue B Buje oTkphitoro Tekcra M: D, (C) = E.M[E, (M)] = M . Jlannas
cucTeMa MUGPOBAHUS HA3BIBAETCS CHMMETPUYHOM, MOCKOJIBKY 3ammppoBaHne U pacimdpoBaHue
MPOU3BOJISITCSL C MOMOIIBIO OXHOTO ¥ Toro jke kmoda K. Ilpu stom HeoOxomumo obecreueHue
KOH(DUACHIIMATBHOCTH 3TOr0 KJIF0Ua (CHMMETPHUYHBIE CHCTEMbI HMEHYIOTCS TAK)KE OJJHOKITIOUCBBHIMH

WM CUCTEMaMH C CEKPETHBIM KIIFOUOM).
Kak pa3 nmns peanusanmu neiei mupoBaHHUs CYIIECTBYIOT YCTPOICTBAa Ha3bIBacMble

¢ paTopamu.

Kaacenpukanusi merogos muppoBanusi MHGOpMaLHUU
OcHOBHBIE OOBEKTHI U3yYEHHUsI KIIACCUYECKOM KpuUnTorpaduu Moka3aHbl HAa pUCyHOK 1.2, rre
A u B - 3akonHbIe nonb3oBarenu, W - MIpOTUBHUK WM KPUNTOAHAIUTUK. YUUTHIBasi, YTO CXeMa Ha

pucynke 1.2a akTuyecku sBISETCS YAaCTHBIM CIydyaeM CXeMbl Ha pucyHke 1.26 mpu B = A, B

JaJIbHeHIIeM OyIeT pacCMaTPUBATHCS TOJIBKO OHA.
[Tponenypsi 3ammudposanus (encryption) u pacuudponanus (decryption) MoxHO NpeACTaBUTh

B CIIEAYIOIIEM BHUJIC:
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c= Ex(p),
p= Dx(c),

riue
P U ¢ - oTkpbITHIH (plaintext) u 3ammudposannsiii (Ciphertext) TexcTsr;
Ke 11 Kq - cOOTBeTCTBEHHO KiTFOUH 3aipoBaHus U PacIIu(GpOBUHUS;
Ex u Dy ¢yHkumu 3ammdpoBaHus ¢ KIOYOM Ke M pacminppoBaHus ¢ KiodoM Ky
COOTBETCTBEHHO, IPUYEM IS IFOOOT0 OTKPBITOro TekcTa p crpaBeuiuBo Di(Ex(p))=p.
Knioy k,

Jawucdposanue

Ep)

Nons3osarens MpotusHUK

A Namats W
Kntou k
Pacwudposanue
Dy(c)
a
AGoHeHT A MpotueHuK AboHeHT B —
(oTnpasuTens) w (nonyvarens)
4
p Kmou k, Kmou ky p

3awundposanue ¢ RAnacEam ¢ Pacundposaunue
Elp) D)
6

Pucynok 2.2. Kpunrozamura: a - npu XpaHeHUH nHGopmanuu; 0 - npu rnepepaye
UHpOpPMaLINK 110 KaHaly CBSI3U

Ha pucynke mnpuBeneHa kiaccupuKanus METOJOB IM(poBaHus WHpopManuu. Paznuyaror
7IBa TUIIA aJITOPUTMOB IMKU(POBAHUS: CHMMETPUUYHBIE (C CEKPETHBIM KIIIOUOM) M aCUMMETPUYHBIE (C
OTKPBITBIM KJII0YOM). B mepBom ciydae 0ObIUHO KIIOU pacmiM(pOBaHUS COBIAAAET C KIOYOM
3amupoBaHus, T. €.
ke= kg =K,

100 3HaHUE KJI0Ya 3a1u(POBAHUS [TO3BOJISIET JIETKO BBIUMCINUTD KIIOU PaCHIM(pPOBaHUS.

B acuMMeTpHuHBIX aJropuTMax Takas BO3MOXKHOCTb OTCYTCTBYET: I 3amudpoBaHUsS U
paciindpoBaHUsl HCHOJB3YIOTCS pa3Hble KIIOYM, IPUYEM 3HAHME OJHOTO M3 HHUX HE JaeT
IIPAKTUYECKON BO3MOKHOCTH OIIPEIEIUTH JPYTOH.
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Mertogpi
wudpoBaHuA
v v
Wudposanue lWudposanue
C CEKPETHbIM KNI0YOM C OTKPbITHIM KAIOYOM
v v v
Kom6uHuposaHHbie
Bnountie wugps — [loToYHble wippsl — widp
—P CUHXpOHHblE — CHHXPOHHbIE
N CamocuHxpoHu- |y CamocuHxpoHu-
3upylowmuecs upyiowmecs

Pucynok 2.3. Knaccudukanus MmeTooB mudpoBaHus HHGOpMAIUU

B npouecce mmdpoBanus uHpopmanus AIUTCA HA HOPLMU BEJIWYMHON OT OJTHOTO 0 COTEH
out. Kak npaBuiio, NoToyHble MHUQPHI ONMEPUPYIOT ¢ OUTAMU OTKPBITOTO W 3aKPHITOTO TEKCTOB, a
OsouHble - ¢ Oigokamu (UKCUPOBAaHHOM MiaMHBL. Ho IylaBHOE OTIMYME MEXAY 3TUMHU JBYMs
METOAAMHU 3aKII0YaeTcsi B TOM, 4YTO B OJNOYHBIX mmdpax g mmdpoBaHUS BCEX MNOPIHN
UCHOJIb3YeTCsl OMH U TOT K€ KJII04, @ B MOTOYHBIX - JJIS KaX/10M MOPLUHU UCIIONb3YEeTCsS CBOM KI0Y
TOM ke pasMepHOCTH. VlHaue roBopsi, B MOTOYHBIX HIH(pax UMEET MECTO 3aBHCUMOCTh pe3yJbTara
mudpoBaHus MOpUMH MHPOPMALMU OT €€ IMO3ULMH B TEKCTEe, a B HEKOTOPBIX CiIyyasiX M OT
pe3yabTaTOB MH(PPOBAHUSA NPEABAYIINX MOPIUA Tekcra. Takum o00pa3oM, NpH pearu3aiiu
MIOTOYHOW KPUIITOCUCTEMbI BO3HHKAET HEOOXOJUMOCTb B 3JEMEHTaX MaMATH, U3MEHssSI COCTOSHUE
KOTOPBIX, MOKHO BBIpaOATHIBATh MOCIEI0BATEIBHOCTD (IMMOTOK) KItoueBOM nH(popManuu. biounyro
K€ KPUIITOCUCTEMY MOKHO pacCMaTpUBaTh KaK 3aBUCAIIYIO OT KJIK0Ya MOJCTAaHOBKY HAa MHOXECTBE
3HayeHUI OJOKOB OTKPBITOTO TEKCTA.

JIOCTOMHCTBOM MOTOYHBIX IIH(POB SBISETCA BBICOKAs CKOPOCTh WIU(POBaHMS, KOTOpas U
ornpezenseT 001acTh X UCTONb30BaHMs MIN(POBAHUE JaHHBIX, TPEOYIOIINX OMEPATUBHOM TOCTaBKU
NOTPeOUTENI0, HalpuMmep, ayauo- M BHUACOMH(OpPMAIMM. YUHUTHIBas, YTO NPU MPUMEHEHHU
KJIACCMYECKUX OJOYHBIX IIM(PPOB OAMHAKOBBIM OJIOKAM OTKPBITOIO TEKCTa COOTBETCTBYIOT
OJIMHAKOBbIE OJIOKH MHU(POTEKCTA, YTO SBISAETCS CEPhE3HBIM HEJOCTATKOM, Ha MPAKTHKE MOTYUYHUIIH
HauOoJIbIIee paCIPOCTPaHEHNE KOMOMHUPOBAHHbIE METO/IbI MIN(POBaHMS, UCTIOIB3YIOIINE OJUH U3
CJIENYIOIINX MPUHIUIIOB:

° "crennenue" OJIOKOB;

. dopMupoBaHHE NOTOKa KiO4Yel (raMmbl mK@pa) ¢ MOMOUIbI0 TaK Ha3bIBAEMbIX
reseparopoB mncepaociaydaitHeix konoB (I'TIK), B kauectBe (yHKIMM OOpaTHOW CBSI3U KOTOPBIX
ucnoJb3yeTcst QyHKIMs 3amudpoBaHus 6JouHOro mudpa.

bnounsie cocraBHble MNP

B o0mem citygae gerepmMuHupoBaHHbIA MHGp G omnpeensercs CeIyruM 00pa3omM
G =(P,C,K,F),
rIIe
P - MHOXECTBO BXOJHBIX 3HAUCHUI,
C - MHOKECTBO BBIXOIHBIX 3HAYECHHUH,
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K - npoctpaHncTBO Kitouei,
F - pyaxuus 3ammdpoanus
F: PxK > C
[Tyctb coctaBHOM mudp onpenensercs cemeiicTBoM npeodpazoBanuii G, uMeromuMu oo1IHe
IIPOCTPAHCTBA BXOJHBIX U BBIXOJHBIX 3Ha4eHUH, T. €. Pj = Cj- = M, nipu 3TOM pe3ynbTar AeHCTBUS
bynkuu Fj 3aBucur ot kitodeBoro snementa Ki € Ki. Ha ocHOBe 3TOro cemeiicTBa ¢ MOMOIIIBIO
orepary KOMIIO3ULIUK MOKHO MOCTPOUTH MHU(p, 3a/1aBaeMblil 0TOOpakeHneM
F: Mx (K xK; x...x K;) >M;,
npuyeM
F= Fr°...F2-F1,
a KJTFOYOM SIBJISIETCSI BEKTOP
(K1,Ka,... kr) € Ki x Ky x ... x K;

[TpeoOpa3zoBanue Fi Ha3piBaeTCs I-M payHI0M HIHpoBaHus, K04 Kj - payHIOBBIM KITFOUOM.
B HekoTOphIX ciy4asx payHAOBBIE KJIIOYM IOIYy4alOTCs M3 KJIKOYa BCEM CHUCTEMBI C MOMOIIbIO
QITOPUTMa BBIPA0OTKH PAYHAOBBIX KIIOYEH (MPU ITOM pa3Mep KItoya CHUCTEMBI CYIIECTBEHHO
MEHBIIIE CYMMapHOrO pa3Mepa Bcex payHIoBbIX kimoueit). Eciu kimtoueBble mpoctpanctBa K u
npeoOpazoBanus Fi ans Bcex payHIOB COBIANAIOT, TaKOH COCTaBHOM MIHMQp HA3BIBACTCS
UTEPAIMOHHBIM, TPEACTABISAIONIMM 000 KOMITO3UIIMIO OJHOM U TOHM e KpuUnrorpapuieckon
(YHKITUH, HCITOJIb3YEMOU ¢ Pa3HBIMH KITFOUaMHU.

Wnes, nexaias B OCHOBE COCTaBHBIX (MM KOMIO3UIIMOHHBIX) OJIOYHBIX MIHU(POB, COCTOUT B
MMOCTPOCHUH KPHUIITOCTOWKON CHCTEMBI ITyTEeM MHOTOKPATHOTO MPHUMEHEHHS OTHOCHTEIHHO IMPOCTHIX
Kkpunrorpaduueckux npeoOpa3zoBaHuii, B kauecTBe KOTOpbix K.IIIeHHOH MpenokKuil UCIoib30BaTh
npeoOpa3oBaHus MmojacTaHOBKH (Substitution) u mepecranoBku (permutation), cxemsl, peanusyromme
3TH npeoOpa3zoBaHusl, Ha3bIBaIOTCs SP-ceTsamu.

MHOrokpaTHoe HMCIOJIb30BaHUE MPeoOpa3oBaHUil MOJACTAHOBKU U IepecTaHOBKH (puc.l.4)
MO3BOJISIET 00ECIIEYUTh JIBA CBOMCTBA, KOTOPBIE JOKHBI OBITh MPUCYIIU CTOMKUM HIH(ppaM:

pacceuBanue (diffusion) u

nepememmBanue (confusion) (pucyHok ).

PaccenBanue npeanonaraetT pacnpoCTpaHCHHUE BIUSHUS OJHOTO 3HAKa OTKPHITOIO TEKCTa, a
Tak)Ke OJTHOTO 3HaKa KIF04Ya Ha 3HAYUTENbHOE KOTUYECTBO 3HAKOB MH(poTekcTa. Hannuue y mmdpa
9TOT0 CBOMCTBA IIO3BOJISET:

CKPBITh CTaTUCTUYECKYIO 3aBHCHUMOCTh MEXAY 3HAKaMU OTKPBITOrO TEKCTa, MHA4Ye TOBOPS,
nepepacipeieNiuTh U30BITOYHOCTh MCXOTHOTO SI3bIKA MOCPEACTBOM PACHpPOCTPAHEHUSI €€ Ha BeCh
TEKCT;

HE TI03BOJISIET BOCCTAHABINBATH HEM3BECTHBIN KITFOY 110 YACTSIM.
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Pucynoxk 2.5. PacceuBanue u nepemeniBanue B SP-cetu

Llens mepemernmBaHus - caeNaTh Kak MOXKHO OoJiee CIIOKHOM 3aBHCUMOCTh MEXIy KIIFOYOM U
mmppoTekcToM. KpunToaHaIMTHK Ha OCHOBE CTATUCTHYECKOTO aHAIN3a NIEPEMEIIaHHOTO TEKCTa He
JOJDKEH TOJIYYUTh CKOJb—HUOYIh 3HAYHTEIFHOTO KOJIMYECTBA WH(POPMAIMHA 00 HCIOIB30BaHHOM
KJTFOYE.

[IpumeHeHne pacceMBaHUS M TIEPEMEIIMBAHUS IOPO3Hb HE OOeCreurBaeT HEOOXOIUMYIO
CTOMKOCTb, HAJe)KHAs KPHUITOCHCTEMa TOJIYyYaeTcss TOJBKO B pE3yJbTareé HX COBMECTHOTO
UCTIOJIb30BAHMUSL.

B coBpeMeHHBIX OJIOYHBIX KPHIITOCHCTEMAX PAyHIOBBIC MIHU(PBI CTPOATCS B OCHOBHOM C
UCIIOJIb30BAHUEM OIEpalii 3aMEHbl JIBOMYHBIX KOJOB HEOOJBIIONH pa3psIHOCTH (CXEMBI,
peANTH3YIONIUE Ty HEIMHEHHYIO OINEpaIlfio, Ha3bIBAIOTCS S-0JIOKAMH; KaK MPaBUIIO, MUMEHHO OT HX
CBOICTB B TEPBYIO O4YEpelb 3aBUCHT CTOMKOCTh BCEH CHCTEMBI), TEPECTAHOBKH JJIEMEHTOB
JIBOUYHBIX KOJIOB, apr(PMETHYECKUX U JIOTMYECKUX OIepalii Haa ABOMYHBIMH Komamu. Kaxmbrid
pPayHIOBBI IIM(PpP MOXKET SBISATHCI NPEOOpa3OBaHHEM, CIAOBIM C KPHITOIPApHUYECKOH TOUKH
3peHusi. EMMHCTBEHHOE OrpaHnYeHHe TPH MOCTPOSHHH COCTABHOTO IMU(pa 3aKIF0YaeTCs B 3ampeTe
Ha WUCIIOJIb30BAHUE B JIBYX COCEIHUX payHIaX IMU(PpPOBaHUS MpeoOpa3oBaHUil, MMEIOMINX OOIIYIO
PO3PavYHOCTb.

[Tycts F: x —>y, X, y € M, u Ha MHO)ecTBe M omnpeznenensl npeodpasoBanus g u h. Ecim F(g(X)) =
h(y), F npo3pauno ans g, a g npo3pauno s F.

[IpumepaMu MpO3payHBIX OIEpAIMid MOTYT SBJISATHCS ONEPAUH IHKJIXYECKOTO CIBUTa,
3aMeHbl U T. 1. Ecim aBa mpeoOpa3oBaHusl, BEIOpaHHBIE B KaYECTBE COCEAHUX PayHIOB, UMEIOT
OOIIyI0 MPO3PAYHOCTh J, M MPH 3TOM CYIIECTBYET MPOCTOE Mpeodpa3oBaHue, He MPOo3pavHoe s J,
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3TO mpeoOpa3oBaHUE CIENyeT MOMECTHUTh MEXIY IBYMs payHIaMH IIU(PPOBaHMSA, U TMOIY4YECHHAs
KOMIIO3MLUS YK€ He OyneT npo3pauHoi ais ¢. Takue npeoOpa3oBaHus, dalle BCEro HE 3aBUCAIINE
OT KJIIOYa, Ha3bIBaroTcsa Oydepamu. [loMrnMo BHYTpEeHHHUX WHOT/Aa IPUMEHSIOT U BHEUIHHE Oydepa,
BBINOJIHAOLIME TPe0Opa30BaHus, 3aBUCSIIUE NN HE 3aBUCAIIME OT KII0Ya.

BaxXHBIM JOCTOMHCTBOM MHOTHX COCTAaBHBIX HIM(POB SBISETCS HX CHMMETPUYHOCTH
OTHOCUTEJIBHO Omepanuil 3amu@poBaHus U pacuIM(poBaHUs, KOTOPbIE MO 3TOW NMPUYUHE MOTYT
OBITh peaIn30BaHbl HA OHOM ycTpoiicTBe. [lepexon 0T 0JHOTrO pexxuma K Jpyromy oOecrednBaeTcs
3aMEHOM I0CIIEeJ0BATEIbHOCTH PAayHJOBBIX KJIH04el Ha 0OpaTHYIo.

CocraBHble MHUQPHI, HCIOJIB3YIOIIME B KAa4eCTBE PAyHAOBBIX KpHUNTOTpaduuecKu ciadbie
peoOpa3oBaHusl, CTAHOBATCA HECTOMKMMM, €CJIM  CTAHOBSATCS M3BECTHBIMU  KaKHe-TH0o
MPOMEXYTOUHBIE pe3ysibTaThl TMpeoOpazoBanuii. [lo 3TOM mpUYMHE WCMONB30BaHUE ATON
uHGOpMaLUU IPU KPUIITOAHAIN3E COCTABHBIX IM(POB SABIAETCS HEKOPPEKTHBIM.

Heo0xonnMble u 10cTaTOYHBbIE YCI0BHA a0COJIOTHOM cTOKOCTH KM ppa:

e  IIOJIHAA CIYYalHOCTH KJIK0Ya;

®  PaBEHCTBO JUIMH KJII0Ya U OTKPBITOTO TEKCTA;

e  OJHOKpaTHOE MCIOoNb30BaHue Kiroda.Kinaccupukarus mmdpaTtopos

Bo3moxHas knaccudukanys COBPeMEHHBIX KOMMEPUYECKUX MH(PATOPOB MPUBEICHA Ha
puc. 2.6.

KIJACCHOHKALIHA HNIHOPATOPOB

I
[

[lo konnuecTY Mepeonanbiunie
Ipynnoswie
ORI BRATEIEN {ABOHCHTCKHE)

| |

lo Annaparnme Mporpammnsie CMemanibLIe
CREMOTEXHHEE

[l KOHCTPYELHH |:> Ha Gase MK ABTOHOMHBIE Berpoennee

Pucynok 2.6. Knaccuduxarus mudpatopos

AJNTOpUTMBI 3alIUTHl UHPOPMALMU, B YAaCTHOCTH, ITOPUTMBI HIH(PPOBAHUSA, MOTYT OBITH
peayin30BaHbl KakK IMPOTrpaMMHBIM, TaK M ammapatHbiM crnocoboM. OO0a BapuaHTa HMEIOT SIPKO
BbIp@)KEHHbIE JTOCTOMHCTBA W HejocTaTku. OCHOBHOM HEJOCTaTOK YCTPOWCTB MIM(PPOBaHUSA,
peayin3yIouMX anmnapatHoe Imu@poBaHue HWHQPOPMALMU, - 3TO HX OTHOCUTEIBHO BBICOKAs
CcTOUMOCTb. K TOCTOMHCTBaM € OTHOCHUTCS:

anmapaTHas — peaju3alus  alropuTtMa  KpUOTOrpaduyeckoro mpeoOpa3oBaHUs, 4TO
rapaHTUPYET LIEJTOCTHOCTD AJITOPUTMA;

mugpoBaHue U KIIOYM MH(POBaHUS XpaHATCS B caMOU IJIaTe, a HE B ONEPATUBHOMN MaMATH
KOMIIBIOTEPA;

anmapaTHell JaTYMK CIyYalHBIX YHUCEN CO3JaeT JACUCTBUTENBHO CIIy4alHbIE 4ucaa Ui
(bopMHUpOBaHUS HA/IEKHBIX KIIFOUeH MU(POBAaHUS U AIIEKTPOHHON IM(POBOIl moanucHy;

3arpy3ka kiroued mu@poBaHHs B YCTPOMCTBO MPOU3BOAMUTCS Hampsimyro, Munyd O3V u
CHUCTEMHYIO IIMHY KOMIIBIOTEPA, YTO UCKIHOYAET BO3MOKHOCTh IEpeXBaTa KIItoueH;

XpaHeHue kiouell mudpoBanus He B O3Y kommbioTepa (Kak B ciydyae ¢ MPOrpaMMHOMN
peanu3alyeii), a B maMaTu mWugponpoleccopa;

Ha 0a3e ammapaTHbIX MK(PATOPOB MOXKHO CO3/1aBaTh CHUCTEMbI 3alIUThl MHQOpPMAIUH OT
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HECAHKIIMOHUPOBAHHOTO JOCTYIA U Pa3TpaHUYCHUs JOCTYIa K KOMIIBIOTEPY;

IIPUMEHEHHE CHELUAIN3UPOBAHHOTO mudpomnponeccopa s BBINOJIHEHUS
KpUNTorpaguueckux mpeoOpa3oBaHUN pa3rpykaeT IEHTPaJbHBIA MPOLECCOpP KOMIIBIOTEPA;
BO3MOJKHA TaK)XX€ YCTAHOBKAa Ha OJHOM KOMIIBIOTEPE HECKOJBbKUX YCTPOMCTB, uyTO eme Ooee
MOBBICHT CKOPOCTH MN(POBAHUS,

UCIOJb30BaHUE NapagaszHbIX IIMH B apXUTEKType MHU(PONpOoLEccopa HUCKIYAET yrpo3y
CHSATHS KJTIOUEBOW MH(OPMAIMH MO0 BO3HHKAIOIIUM B XOJAE KpUNTOrpadudyeckux mnpeodpa3zoBaHuit
KOJIEOAHUAM JIEKTPOMArHUTHOTO U3JTyYEHHS B LETISIX «3eMIISI—IIMTaHNE» MUKPOCXEMBI.

oOecriedyeHre HapsAAy CO BCEMH IEPEYUCICHHBIMH JIOCTOMHCTBAMH COIOCTaBHMOHM ¢
IIPOrpaMMHBIMU IPOAYKTaMH CKOPOCTH IIU(POBAHMSL.

Yro e MemaeT MHUPOKOMY NPHUMEHEHHUIO alMapaTHBIX MH(QPAaTOPOB — HIIH, BBIPAXKAsACh
TOYHee, 00YCIOBIMBAET UX MEHBIIYIO PACIPOCTPAHEHHOCTh 10 CPABHEHUIO C KPUNITOTpapUUeCKUM
[10?

IIpexne Bcero 1ieHa — B Jr000M cilyyae CTOMMOCTD alnapaTHOro mudparopa OyAeT BbllIe, YeM
YHCTO MPOrpaMMHOro pemeHus. Ho mis opranuzanuii, Bcepbes 3a00Tsmuxcs 006 nHpopMamoHHoN
0€30I1aCHOCTH, MCII0JIb30BAaHHUE aNMapaTHBIX MIU(PPATOPOB B CUIY NEPEUYMUCICHHBIX BbIIIE MPUYHUH
0€3yCIIOBHO JKEJaTeIbHO — BO BCSAKOM Cllydae, sl 3allUThl Hanbojiee BaXKHBIX PECYPCOB.
[Tpon3BoauTeNN anmapaTHbIX KPUNTOrpahUUECKUX CPEACTB IOCTOSHHO AOMOIHSIOT CBOM MPOJYKThI
HOBBIMH BO3MOXXHOCTSIMH, M TI0 COOTHOIICHHUIO I[€HA/KAa4ecTBO (€CIM MOHWUMATh O] MOCICTHUM
IpeXx/ie BCero (yHKLUMOHAIbHOCTD) allllapaTHble MH(PPATOPbl BBIISAAAT 0oJjiee MPEAIOUYTUTENBHO,
€CITM UX CPaBHHUBATH ¢ cooTBeTCTBYIOmMM [10.

3ayacTyio y IOJb30BaTeled OTCYTCTBYET IOJHOE IOHMMAaHME BCEX HIOAHCOB, CBS3aHHBIX C
MIPABOBBIM PETYIIMPOBAHUEM MPAKTHKH MPUMEHEHUS KpUNTorpaduueckux cpeacTs. BeposiTHo, 31ech
uMeeT MecTo U mcuxojoruueckuil apgexr. Kaxercs, ropazno npoiue nepenucatb u3 VHtepHera
OMHYy ©3 OecIIaTHBIX WM YCJIOBHO-OCCIUIATHBIX MporpamMMm MM(pOBaHUS H AaKTHBHO €€
UCNOJb30BaTh, B TOM YHUCIE Ui 3allUThl HHGOPMAIMOHHOIO OOMEHa CO CTOPOHHUMH
OpraHu3aliisIMM, B TO BpeMsl KaK 3aKylKa ammapaTHOro MmudpaTopa MpEeACTaBISACTCS HAdalIoM
JI0JITOTO Tpoliecca NOJY4YEeHUsl BCEBO3MOKHBIX JIMLIEH3UH, cOopa cornacyromux Bu3 U T. .. HbIMU
CIIOBaMHM, Ha TIEPBBII IJIaH BBIXOIAT Ja)Ke HE JIEHE)KHBIE COOOpa)KeHHs, a TOMBITKA COKOHOMHUTH
BpeMs U 00JIeryuTh cede KU3Hb.

OnHako, B HOPMATHBHBIX aKTaX PErYIHMPYIOUIMX MPAKTUKY MPUMEHEHHs] KPUNTOrpapUIecKux
(g poBalIbHBIX) CPENCTB, HE MPOBOAUTCS PA3TUYUN MEXIY MPOrpaMMHBIMM M arnapaTHBIMHU
cpeacTBaMu: 0GOPMIISATH UCTIOIB30BAHNE KPUIITOCPEACTB HAJO B JIOOOM citydae. Jlpyroe neno, 4Tto
JOKYMEHTbl 3TH MOryT ObITh pasHbiMu — wiM JjuueHsus DAIICHU nHa wucnons3oBaHue
KpUIITOCPE/ACTB, WIN JOTOBOP C OpraHusaunuel, uMmerieid Heooxoaumyro nunensuto GAIICU nHa
NPEJOCTaBIEHUEe YCIYr MO0 KpUOTorpapuueckod 3ammre KOH(UICHIHATbHON HH(OpMaIuH.
[TosTOMy mepexo]; K MPUMEHEHHUIO allapaTHRIX MU(GPAaTOPOB MOKHO COBMECTHTH ¢ o(opMieHHEM
YIIOMSIHYTBIX BBIIIIE JIOKYMEHTOB.

AnnapaTtHbie mu@paTopsbl

AnmnapaTHbIH MIMQpaTOp MO BUAY U MO CYTH HPEACTaBISIET COO0H 0OBIYHOE KOMIBIOTEPHOE
«OKETIe30», Yallle BCero 3TO IulaTa paclIupeHwus, BcraBisemas B pasbeMm ISA unu PCI cuctemuoit
miats! 11K, BeiBaroT u gpyrue BapuaHTsl, Hanpumep depes pazbem USB.

Hcnonp30BaTh LENyl0 MIaTy TOJBKO Uil (YHKIUN IMH(pPOBaHUS — HEMO3BOJMUTEIbHAS
POCKOIIIb, TO3TOMY MPOU3BOJUTENM AalMapaTHbIX IMU(GPATOPOB OOBIYHO CTApaOTCS HACBITUTH UX
Pa3IMYHBIMH TOTOJHUTEIbHBIMA BO3MOXHOCTSIMHU, CPEAN KOTOPBIX:

I'enepanms ciay4alHbIX 4YHCeJ. OTO HYXHO INPEXIE BCEro Juid IOJIy4EHUs
Kpunrtorpadguueckux kioueil. Kpome TOro, MHOTHe anropuTMbl 3alllUThl MCIONB3YIOT UX M IS
ApYTUX Lieneil, HanpuMep anroput™ 3aexkTpoHHoi noanucu 'OCT P 34.10 - 2001. IIpu kaxaom
BBIUHCIICHUH MTOANKUCH €My He00X0IMMO HOBOE CIIy4yailHOE YHCIIO.
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Kontpoar Bxoga Ha komnbroTep. [lpu Brmowenmu I[IK ycTpoiicTBO Tpebyer oT
M0JIb30BATENsl BBECTH MMEPCOHANbHYIO MH(OpManuio (Hampumep, BCTaBUTh JHCKETY C KIIIOYaMu).
Pabora Oyzmer paspemieHa TOIBKO MOCIE TOr0, KaK YCTPOHCTBO OMO3HAET MPEIbSIBICHHBIC KIIIOYH U
coureT ux "coumu'". B mpoTHBHOM ciiydae mpuaeTcs pa3OMpaTh CHCTEMHBIM OJOK W BBIHUMATH
oTTyna mudparop, 4ToObl 3arpy3uThes (0JHAKO, KaK M3BecTHO, HHPopmarus Ha [1IK Toxke moxer
OBITh 3amM(pPOBaHA).

Kontpoas uenoctHocTd (ailiioB OnepanmuoOHHOW CHCTeMbl. OJTO HE TO3BOJIUT
3JI0YMBIIUICHHUKY B Ballle OTCYTCTBHE M3MEHUTh Kakue-nuOo aanuble. [lludparop xpanur B cebde
CIIMCOK BCEX BaXHBIX (HAilJIOB ¢ 3apaHee PacCYMTAHHBIMU JUIS KaKIOTO KOHTPOJIBHBIMH CYMMaMHU
(MM XAII-3HAYEHUSIMU), M €CJIM TIPU CIIEYIOIEH 3arpy3Ke He COBMAJET dTAIOHHAS CyMMa XOTs Obl
OJIHOT'O U3 HUX, KOMIIbIOTEP OyAET OJIOKUPOBaAH.

[Inata co BCeMHM MEPEUYMCICHHBIMA BO3MOYKHOCTSIMH  HA3bIBA€TC  YCTPOMCTBOM
Kpunrorpaduueckoi 3amuTsl AaHHbx — YK3/1.

[udparop, BeIMONHSAIONMNA KOHTPOdIh Bxojaa Ha I[IK w mpoBepsrommuii 1eI0CTHOCTD
OIIEpAIIMOHHOM CHUCTEMBI, HA3bIBAIOT TAKXKE «QJIEKTPOHHBIM 3aMKOM». I[OHATHO, YTO NOCIEAHUM HE
o0oiiTuch 6€3 MporpaMMHOro obOecrneyeHus: — Heo0XoIuMa YTHIINTA, C IOMOIIBIO KOTOPOM
(bopMHpYIOTCS KITFOUHX JJIS1 TIOJIB30BATENIEeH U BEIETCS UX CIIMCOK JUISl PACTIO3HABAHMS «CBOM/TYKOM».
Kpome Ttoro, TpebGyercsi mpuiiokeHue Uis BbIOOpa BaKHBIX (PailioB M pacdyeTra UX KOHTPOJIBHBIX
CyMM. DTH MpPOrpaMMbl OOBIYHO JOCTYITHBI TOJBKO aIMHHUCTPATOPY MO 0€30MacHOCTH, KOTOPBIH
JOJDKEH TpeaBapuTesbHO HacTpouTh Bce YK3Jl nnst mosib3oBateneil, a B cilydae BO3HUKHOBEHMS
npobieM pa3douparbcs B UX IPUIHHAX.

V3K/I nposiBUTCSL yepe3 HECKOJIBKO CEKYH/]I IOCTIe BKIKOYEHHUsS! KHONKU Power, Kak MUHUMYM
coobmmB o cebe u nonpocuB kimoun. Llndparop Becerna nmepexBaTbiBacT yIpaBiIeHHE MIPH 3arpy3Ke
[IK (xorma BIOS xomnbroTepa moouepeIHo ONpaliiBaeT BCe BCTABICHHOE B HETO <OKEJIE30»), IMOCIIe
Yero He TaK-TO JIETKO MOJy4uTh ero obopatHo . YK3]l mo3BOJUT MPOAOIKUTH 3arpy3Ky TOJIBKO
nocne Bcex cBoux mpoBepok. Kceratu, ecnu IIK mo kakoif-nubo mpuyrHe HE OTAACT yIpaBJiCHHE
mmdpaTopy, TOT, HEMHOTO TIOA0XK/IaB, BCE PaBHO ero 3a0iokupyer. U 310 Takke nmpubaBUT paboTHI
aJIMMHHUCTPATOPY MO OE30MaCHOCTH.

CprKTypa IIII/I(l)paTOPOB
LLncbponpoueccop dnaw - namaTtb MamaATb XypHana
Y / i [y
KoHTponnep
CUCTEMHON LWUNHBI
-
Brok ynpaBneHus |«
i i
i v Bnok kommyTaTopoB
[eHepatop YcTpoiicTBo BBOAA A [ A A
cryyaHbIx yncen Kntoven v v Y A

YcTponcTea BBOAA-BbIBOAA U AATUUKK

Pucynox 2.7. Ctpykrypa mudparopa
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bnok ympaBneHusi - OCHOBHOH MOAynb ImdpaTopa, KOTOpbld "3aBemyer" paboToil Bcex
octaibHbIX. OOBIYHO peanu3yercs Ha 0a3ze MUKPOKOHTpOJUIEepa, ceifyac uxX IMpeaaraeTcss Hemaiao U
MO>KHO BBIOpaTh MOAXOAAIIMNA. [ 1aBHOE - OBICTPOCHCTBHE M JOCTATOYHOE KOJIMYECTBO BHYTPEHHUX
PECYPCOB, a TaKKe BHELIHUX IMOPTOB JJIsl HOJIKIIOYCHHS BCEX HEOOXOTUMBIX MOJYJICH.

Kontpomnep cucremuord munbel [IK (manpumep, PCI). UYepe3 Hero ocyuiecTBisieTcs
OCHOBHOM 00MeH JaHHbIMU MeXay Y K3/[ 1 KoMIbroTepoM.

DHeproHe3aBUCUMOE 3arlOMUHaoIIee yCTPorucTBO (3Y) - 00b19HO Ha 6a3e MUKpocxeM (hId1i-
namsaTu. OHO JOJKHO OBITh TOCTATOYHO €MKUM (HECKOJIBKO METabaiT) 1 IOMyCKaTh OOJIBIIOE YHUCIIO
IIUKJIOB 3alyCH. 37eCh pa3MeIIaeTcsl MPOrpaMMHOE OO0ecliedeHne MHUKPOKOHTPOJUIEpa, KOTOpOe
BBITIOJTHSAETCS IPU MHUIIMATIU3allMK YCTPOMCTBa (T. €. Korja mudpaTop nepexBaThiBaeT YIpaBlieHHE
IIPU 3arpy3Ke KOMIIbIOTEPA).

[Tamste xypHana. Taxke nmpeacTaBisieT coool aHeproHe3aBucumoe 3Y; 3T0 JeHCTBUTEILHO
eme ofHa (HIdII-MUKpOCXeMa: BO M30ekKaHWe BO3MOXKHBIX KOJUTM3HHA MaMSATh IS IPOTpaMM U s
KypHaJia He JI0JDKHBI 00beIUHATHCSI.

Iudpomnponeccop (WM HECKONBKO) - O3TO CICUUATN3UPOBAHHAS MHUKpPOCXEMa WU
MUKpocxema mporpammupyemoit joruku PLD - Programmable Logic Device. CobcTBeHHO, OH U
mmdpyer nanasie. [lonpodHee 06 3TOM HEMHOTO TTO3XKE.

I'enepatop cinyuaiinbix uncen. OObIYHO MpeAcTaBisgeT co00il HEKOE YCTPOMCTBO, Aarolee
CTaTUCTHYECKH CIYYalHBI M HENpPEICKa3yeMblii CuUTHan - Oenblii mym. DTO MOXET OBITh,
HampuMep, IIyMOBOW AMOJ. A Tmepes HCIOIb30BAHHEM [0 CHEIHAlbHBIM MpaBuiaM Oemblid 1IyM
npeodpasyeTcs B MUPPOBYIO Gopmy.

brnox BBoma kmroueBod wuH(oOpMmaruu. OOecreuyuBaeT 3alIUIICHHBIA MPUEM KIIOUYeH ¢
KJIFOYEBOTO HOCHUTENS, YEepe3 HEro TaKXKe BBOJUTCS MJIEHTU(PUKALMOHHAS uH(pOpMauus o
MoJIb30BatTesie, HeoOxXoauMast AJisl peleHus Borpoca "cBow/1yxoit".

bnox xommyratopos. [Tomumo mnepedncieHHBIX Bbllle OCHOBHbIX (yHkiui, YK3J moxer
M0 BEJICHUIO aJMHUHUCTpPATOpa O€30MacHOCTH OTKJIIYAaTh BO3MOXHOCTH pabOThl C BHEUTHUMH
ycrpoiictBamu: quckoBogamu, CD-ROM, napaiienbHbIM U IOCTIEI0BAaTENbHBIM MIOPTAMHU, IIMHOM
USB u 1. 1. Ecu nonb3oBaTens paboTaeT ¢ HACTOIBKO BaXKHOW MH(pOpMallMe, 4To ee Helb3s HU
nevyaTaTh, HU KonupoBath, ¥ K3/l npu Bxoje Ha KOMIbIOTEP 3a0JI0KUPYET BCE BHEIIHUE YCTPOICTBA,
BKJIFOYAs AK€ CETEBYIO KapTy.

HIugponpoueccop

OcHoBHoe HaszHaueHue YK3J/| - mmdpoBaHue JIaHHBIX. OJTa onepaunus BbIIOIHIETCS
HUPPONIPOLECCOPOM, MPEJICTABISIIOIIMM COOO0M CHEUaTM3UPOBAHHYI0 MHKpPOCXEMY, KOTopas
BBINOJIHAET KpUNTOrpaguuecKue onepalnuu, WM MHKPOCXEMY MpPOrpaMMHUPYEMOM JIOTHKH, JHOO
uuppoBoit curHanbHbI npoueccop. LlndponporneccopoB MokeT ObITh HECKOJIBKO /ISl TIOBBIIIEHUS
CKOPOCTH W/MJIM HAJEKHOCTH wUdpoBaHus. JlIsg MOBBIIIEHHS CKOPOCTH HMH(POPMALHUIO
pacnapaieIMBaloT MEeXy HUMU. /{1 obecriedeHus: Haie)KHOCTH MPOU3BOJAT 00pabOTKY OAHHUX U
TeX K€ JIaHHBIX JBYMS IIU(PPONPOLECCOPAMU C MOCIETYIOIUM CPABHEHUEM PE3YJIbTaTOB Nepes uxX
BbIJTaYEH.

HIudpoanue B YK3]I 10IKHO BBINOJHATHCS TaK, YTOOBI IOCTOPOHHUM HEBO3MOKHO OBLIO
y3HaTh KJIIOYM U KakUM-THOO0 00pa3oM MOBIUATh HA pealu3yemble B HEM alroputmbl. MHorna
ObIBaeT IOJIE3HO 3aCEKPETUTh W MpaBuia mpeoOpazoBaHus Kiaroued. Ilostomy mumdponpoueccop
JIOTUYECKH COCTOUT U3 HECKOJIBKUX CTPYKTYpPHBIX eaunull (puc. 1.8):
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Pucynoxk 2.8. Ctpyktypa mmdpormnporeccopa

Borunciaurenb - Habop perucTpoB, CyMMaTopoB, OJOKOB MOACTAHOBKH M T. II., CBSI3aHHBIX
MEXJy coOoi ImmHamu nepeaayn JaHHbIX. COOCTBEHHO, OH M BBINOJHAET KpunTorpapuyeckue
JEWCTBUS, TIPUYEM JIOJDKEH JIeNIaTh 3TO MaKCHMalbHO ObicTpo. Ha BXOJ BBIYMCIHUTENH MOTYyYaeT
OTKpBITBIE JaHHBIE, KOTOPBIE ClIeyeT 3aln(poBaTh, U KIOY IUPPOBaHUS, KOTOPbIH, KaK U3BECTHO,
SBIISICTCSA CIyYalHBIM YUCIOM. A IHU(pOBaHUE - 3TO CIIOKHOE MaTeMaThdeckoe mpeoOpa3oBaHue,
[IO3TOMY €r0 Pe3yJbTaT TOXKE OYEHb MOX0XK Ha HAaOOp ciaydalHbIX BEJWYMH (TOHpoOyHTe CKaTh
3amu(poBaHHbIA (ailyl KaAKUM-HHOYIb apXUBATOPOM - MIPH UCIIOIB30BAHUH CEPHE3HOTO aJITOpPUTMA
3aIUTHI 3TO OYJET HEBO3ZMOXKHO).

baox ynpasiaenusi. Ha camoM jpene 3TO anmapaTHO pealu30BaHHAs IPOrpaMma,
yIpasisitonas BelaucaurenaeM. Eciu no kakoi-nubo mpuyuHe nporpamma M3MEHUTCs, ero padora
Ha4yHeT JaBaTh cOOM. DTO YpEeBATO, HAPUMEpP, HOSIBICHHWEM JaHHBIX B OTKPHITOM BHJE BMECTO
3amM(pPOBAHHOIO (XOTsA 3TO KpalHWM ciydaii; Oojiee BEpOSTHO MOJy4YeHHME TaKOM IHM(POBKH,
KOTOPYIO HU BBl CaMH, HU KTO-IIMOO emie yxxe He pacmudpyer Hukorna L). [Tosromy mporpamma
JOJDKHA HE TOJBKO HAJeXKHO XPAaHUTbCS M YCTOWYMBO (PYHKIMOHUPOBATb, HO M PEryJISPHO
npoBepsATh cama cebs. Kcraru, BHemHuMil 050K ynpaBieHUst (OMMCAHHBIN BBIINIE) TOXE
NEePUOINYECKH MTOChUIACT el KOHTPOJIbHBIE 3a1aun. Ha npakTuke a1 60bliei yBepeHHOCTH CTaBAT
nBa ImM@ponporeccopa, KOTOpble MOCTOSIHHO CpPaBHUBAIOT CBOM pE3yJibTaThl (€ClM OHM HE
COBMAJAIOT, WM(pOBaHUE TpUIETCS TMOBTOpUTH). Bce 53T0 Tpebyercs mis  obecrieueHUs
HEM3MEHHOCTH aJIFOPUTMA IU(POBAHUSL.

Bydep BBOma-BbIBOAa HEOOXOOUM JJIsl TOBBIILIEHUS MPOU3BOAUTEIBLHOCTH YCTPOMNCTBA!
noka muQpyercst NepBblii OJIOK JaHHBIX, 3arpykaeTcs ciaenyromuil u T. 1. To jxe camoe MpoucxXoauT
u Ha BbIxoAe. Takas KOHBeliepHas mepeAada JaHHBIX CEPhE3HO YBEIUYMBAET CKOPOCTh
mudpoBaHus.

BbricTpoaeiicrBue

Jlrobomy monb3oBatento [IK kenaTenbHO, 4YTOOBI MPUCYTCTBHE B €r0 KOMITBIOTEPE
mudpaTopa He OTpakajioch Ha yHoOCTBE pabOThl (KOHEYHO, €CIM YEJIOBEK BBIMOIHSAET TOJIBKO
paspemieHHble aeiictBusi). Ho, ectecTBeHHO, MmH(poBaHUe TaHHBIX OTHUMAET HEKOTOPOE BpPEMs, €IlIe
HECKOJIbKO JIeT Ha3zaJl MM@paTopbl OTBJIEKalud Ha ce0s 3HAUMTENbHBIE PECYpChl IMPOLECccopa.
CoBpemennbie mmmdpaTopsl mMUpPyOT gaHHBIE 0€3 ToMolM IeHTpaibHOoro mporeccopa I1K. B
mudpaTop TUIIb NepeJaeTcs KOMaHa, a 3aTeM OH caM H3BiekaeT AaHHele 3 O3Y kommbloTepa,
muppyeT UX U KiIaleT B yKazaHHoe MmecTo. IIporeccop ke mpu 3TOM BIOJHE MOXKET BBINOJIHSATH
npyrue 3anauu. MccnemoBanusi coBpeMeHHbIX YK3Jl mokasbiBaloT, 4TO BO BpeMs HX pabOTHI
npoun3BoaUTENBHOCTH [IK mpakTuyeckn He CHUKAETCS.

Bo3smoxHo npumenenne u Heckosnbkux YK3/[ Ha OnHOM KOMIBIOTEpE, HAIpUMEpP HaA
KpunTorpaguueckoM MapHipyTu3aTope: oAuH mudpyer oTnpasiseMyto B IHTepHeT nHpopmMaiuio,
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BTOpPOW — MpHUHUMaeMylo. [Ipou3BOAUTENBHOCTh TAKOW CHCTEMBbI HE BHOCHUT 3a/iep’KeK B paboTy
nokansHOM cetn Fast Ethernet (100 MowuT/c).

[TorokoBass ckopocTh 00paOOTKM HaHHBIX — 3TO OAWH M3 OCHOBHBIX IIapaMeTpOB, IIO0
KOTOpPBIM OIICHHMBAIOT anmnapaTHbie mudpaTopel. OHa u3Mepsiercs B MerabaiTax B CEKyHAY H
3aBUCUT MPEXAE BCErO OT CIOXKHOCTH airoputMa mudpoBanus. Ilpome Bcero oueHUTH ee 1o
dhopmyie:

V=FiK/n, 2.1
rae F — TakToBast yacToTa,
K — pa3mep cranaapTHoro 010ka mudpoBaHus,
N — YKCII0 TaKTOB, TpeOyIoleecs Ha MPeoOpa3oBaHKe CTaHAAPTHOTO OJIOKa.

Hamnpumep, oteuectBennsiit anroputm 'OCT 28147—89 umeer ObicTponeiicTBue 32 TakTa
Ha 64-OMTOBBINA OJIOK, a 3HAYUT, TEOPETUUECKH CKOPOCTh MU(PPOBAHMS TOJDKHA CTPEMHTHCS K 25
Moaiit/c mpu TakroBoii yactore 100 MI'n. Opnako mocneaHue OMyONMKOBAaHHBIE JTOCTHKECHUS
CKOPOCTH amlmnapaTHOW peanusaiu 3Toro anropurmMa — 9 Moaiit/c. OrpaHuyeHus SBISIOTCA YUCTO
TEXHOJIOTUYECKUMHU: OTCYTCTBHE HEOOXOAMMOTO YpPOBHS pPa3pabOTOK WM 3JIEMEHTHOH Oasbl.
XoTenock Obl OTMETHTB, UTO TporpamMmmHas peanu3anus kpuntol OCTa Ha cambix coBpemeHHBIX [TK
nocturaer 12—16 Mobaiit/c npu TakTtoBoil yacrore mpomeccopa 1 I'Tm. Xors B sTom ciydae
amnmapaTHas CKOPOCTh U(POBaHUS TEOPETHUESCKH MorJa Obl OBITH 0K0JI0 250 MobaiiT/c.

Hpyroii mpumep, amepukaHckuid ctangapt mudppoBanus AES mmeer OwictpoaerictBue 10
TaKTOB (MOXET ObITh M 14 TakTOB, €clii pa3Mmep 0JI0Ka U Kirroda — 256 6ut) Ha 128-0uTOBBIN OJI0K, a
3HAYUT, TCOPETHUYECKU CKOPOCTh MIM(PPOBAHUS JODKHA CTpeMHThCs K 160 MOailT/c mpu TaKTOBOM
gacrote 100 MIu. XoTs st 3TOro anropuTMa TaKKe HMEIOTCS YHCTO TEXHOJOTHYECKHe
orpannueHus. Kpome toro ¢opmyna He yduTeiBaeT miaropMmy Ha KOTOpOW OyneT pearn30BaHbI
naHHble anroput™el. [lpu peanusanuu Ha 32-OutoBbix miardgopmax 'OCT mpourpaer AES Bcero
10-30%, Toraa xak mpH peanu3anusix Ha §-MU OMTOBBIX IUIATBOPMAX pazHUIA B CKOPOCTSX OyIeT B
4-5 pa3za.

HIndpaTopsl A4 3aIUTHI ceTeil

Jns 3ammrtel nepenaBaeMoil B CeTb MHGOpPManUud MOKHO HCIOJIb30BaTh KaK OOBIYHBIN
anmapatHelii mm¢parop, Tak u mnpoxoaHoil mmdparop (III), xoTopsli, MOMHMO BCEro
BBIIIIECTIEPEUNCIIEHHOT O, SIBJIIETCS TaKXKe IIOJIHOIIEHHBIM ceTeBbIM anantepoM Ethernet (1. e.
mudpaTop U ceTeBoi ajanTep BhINOJHEHBI B kayecTBe 0j1HONW PCI-mutatel). Ero 1ocTonHCTBO B TOM,
YTO OH MOJIHOCTHIO KOHTPOJIUPYET BeCh 0OMEH JaHHBIMU IO CETH, a 000MTH ero (Kak U3HYTPH, TaK U
CHapYXH) IPOCTO HEBO3MOXKHO.

[T sBnAIOTCS TOCTATOYHO CJIOXHBIMU YCTPOMCTBaMH, TaK KaKk OHHM BMECTO LEHTPaIbHOTO
nporeccopa KOMIBbIOTEpa BBIHYKICHBI BBINOJIHATH JIOMOJHUTENbHbIE (YHKIMU IO 00paboTke
unopmanuu. OObryro B IIII craBaT aBa mumdpomnporeccopa: OAWH U3 HUX OTBEYAET 3a
mudpoBaHue OTHPABISIEMBIX JaHHBIX, a JApYrod pacimupoBbiBaeT NpuHUMaeMble. Takoe
YCTPOMCTBO MOKET XPaHUTh B ce0€ HECKOJIBKO COTEH KIIIOUeH, YTOOBI Kax bl 010K MHGOpMAIIN
Obul 3amM(poBaH Ha CBOEM, OTJIMYHOM OT JAPYrMX. OTO JelaeT Bce KIYM aOCOIIOTHO
HEJOCTYIHBIMH 3JI0YMBIIUIEHHUKAM, HO HECKOJIBKO 3aTPYyIHSAET MPOIECC YIPABICHUS UMHU.
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Pucynok 2.9. CtpykTypa npoxoaHoro mudpartopa

TexHuueckue TPYAHOCTH HE MO3BOJISIIM IO MOCIETHEr0 BPEMEHU pa3paboTaTh HaJleKHbIE U
osictponeiictByromue [IIII. Onnako ¢ HEJaBHUM NOSBICHHEM Ha PHIHKE TOPOTHX, HO OYEHb
KAaueCTBEHHBIX MHUKpPOCXEM  pEeLIaroTCs MHOTHE pooIeMbI CO3/1aHHUs CJIO’KHBIX
MHOTO(YHKIIHOHAJIBHBIX ~ YCTPOWCTB, YTO CTUMYJIHMPOBAJIO BBITYCK TMEPBBIX MPOXOJHBIX
mudpaTopoB.

Kcraru, IIII nomyckaer M Apyroe NpUMEHEHHE: OH MOXET CTOSATh B Pa3pblBE MEXKIY
KECTKUM JMCKOM KOMIIBIOTEPA U €ro KOHTpoJulepoM. B 3ToM ciywae Bce, uro numerca Ha HDD,
OyZIeT TakKe aBTOMATUYECKH IIH(PPOBATHCS.

Pa3zpaGoTunky annapaTHbIX IIH(PATOPOB U MPOTPaMMHOIO OOecredeHus JUisl HUX,
MOJIararoT, 4To yxe ckopo 0yayt co3gansl 111, ocymecTBisoniye ynpapieHne He TOIbKO padboToi
muckoBosioB, CD-ROM wu moptoB BBona-BbiBoja, HO Bcemu pecypcamu [IK. B Ommkaiimem
OyaylieM KOMIBIOTEpY OCTaHETCS TOJIBKO MEepeaaBaTh OTKPHITHIE JAHHBIE MEXAY MPOIECCOPOM U
OIlEpPaTUBHOW MaMsAThIO U 00pabaThiBaTh MX, BCE OCTaJbHOE clienaeT caM mmudpaTtop. SIcHO, 4TO
abco0THOMY OOJIBIIMHCTBY MOJIb30BaTeei 3To He nmotpedyercs. Ho tam, rae Benercst padota ¢
BaXHBIMH U KOH(PUICHIIMATBHBIMU JJOKYMEHTaMH, HH(OpMAIHs JOKHA ObITh CEPhE3HO 3aLIUILEHA.

IIporpammubie HHTEP(pEHCHI
VYcTaHOBIIEHHBI Ha KOMIIBIOTEpE MIM(PATOpP MOKET HMCIOJIb30BaThCS Cpa3y HECKOJIbKUMHU
nporpaMMaMi, HampuMep MNPOrpaMMON MPO3PAvYHOro MIU(POBAHUSA, «IIPOTOHSIONIEH)» TaHHbBIE

CKBO3b IH(paTop, W MPOTPAMMOMN SIEKTPOHHOW TMOJMUCH, HCIOIB3YIOMIEH s BBIYHCICHUS
MOAMKCH TIoJTydaeMble OT mudpaTopa caydaiiHble YUCTa.
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Pucynok 2.10. IIporpammublii uatepdeiic mmdparopa

Jlis Toro 4yTOOB!I HE BO3HMKAJIO KOJUIM3UN IpPU OJHOBPEMEHHOM OOpalleHuu K HmudpaTopy
pasHBIX MporpamMm (TPeICTaBUM, YTO OJJHA M3 HUX MIM(PYET JIOTHIECKUN HCK, a BTOpasi Ha JPYyrom
KJIIto4e paciiupoBbiBaeT (aiin: ecaum He YHIpaBisATh OUYEPEIbI0 BBINOJHEHUS IMHU(PaTopoM HX
TpeOoBaHWH, moOMydnuTcss abpakanabpa), CTaBAT CIEHUAIBHOE IPOTPaMMHOE OOECIeYeHHe
ynpasieHus uM. Takoe [1O BelaeT KOMaH/bl yepe3 JIpaiiBep MH(paTopa U MeperaeT MnociaeIHeMy
TaHHBIE, CIeNs 3a TeM, YTOObI MOTOKM WH(POPMAIUU OT Pa3HBIX MCTOYHHUKOB HE IMEPECEKaINCh, a
TaKXe 3a TeM, 4ToObl B MmHdpaTope Bcerja HaXoIMWINCh HyXHble Kiaroud. Takum obpazom, YK3]]
BBITIOJTHSET J1Ba TIPUHIMITAAIBHO Pa3HBIX BUA KOMAH]I!

nepes 3arpy3Koi oneparioHHON CUCTEMBI - KOMaH/Ibl, 3alIUThIe B MaMATh mudpaTopa. OHU
OCYIIECTBISIOT BCE HEOOXOIMMBIE MTPOBEPKH M YCTAHABJIMBAIOT TPeOyeMbIii ypOBEHb 0€301TacCHOCTH
- JIOITyCTUM, OTKJIFOYAIOT BHEIIHHUE YCTPOMCTBA.

rocie 3arpy3ku, Harnpumep, Windows - KOMaH/Ibl, TOCTYHAIOLINE Y€PE3 MOAYJIb YIIPABICHUS
mmdpartopamu: muppoBaTh JaHHbIE, IEpe3arpykaTh KJIFOYH, BEIUUCIATE CIydyaiHble yucia U T. 1.

Takoe pazneneHue HEOOXOAUMO M3 COOOpaKeHUM OE30MaCHOCTH — TIOCTE BBITTOJHEHUS
KOMaH/]l IepBOro OJ0Ka, KOTOPbIe HEb3s1 OOOWUTH, 3IIOYMBIIUICHHUK yXe HEe CMOXET cHeslaTh 4To-
00 3ampeIIeHHOe.

Eme onHo HaszHauenue I1O ympasnenus mmudparopamMu — 0OOECIIEUUTh BO3MOXKHOCTh
3aMeHBI OJHOTO mudpaTopa Ha APYroM (Ckaxkem, Ha OoJjiee «IPOABUHYTHIN» MW OBICTPHIN), HE
MEHsIsI TPOrpaMMHOI0 oOecreyeHHs. DTO MPOUCXOAMT AHAJIOTUYHO, HAIpPUMEpP, CMEHE CETEBOM
KapTel: IMM(paTop TOCTABISIETCS BMECTE C JpaiiBEpOM, KOTOPBIH TO3BOJSET IpOrpaMmaM
BBINOJIHATh CTAaHJIAPTHBIA HaO0op ¢yHKuui. Te ke mporpamMmbl MIU(PPOBAHUS M HE 3aMETIT TaKOH
MOJIMEHBI, HO OyyT paboTaTh B HECKOJILKO pa3 ObIcTpee.

Taxum jxe 00pa3oM MOXHO 3aMEHUTh anmapaTHbIi MmudpaTop Ha NporpaMMHBIN. s 3TOrO
MPOTPaMMHBIH MH(PATOP BEIOIHIIOT O0OBIYHO B BUJIE ApaiiBepa, MPeI0CTaBISIFOIIETO TOT ke Habop
GyHKIHH.

Brnpouewm, Takoe 1O Hy»HO BoBce He BceM mudpaTopam — B yactHocTH, [1II, cTostmuit mo
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nopore k HDD, nocTaTrouHo HaCTpOUTH OJUH pas3, MOCcje Yero 0 HEM MOXKHO MPOCTO 3a0bITh.
MaTteMaTHYecKHe MPOCTPAHCTBO ajJroputma mudposanus AES

Anroput™m omnepupyet 6aiTaMu, KOTOPBIE PACCMATPUBAIOTCS KaK 3JIEMEHTHI KOHEYHOTO OIS
GF(2%).

Anementamu nonst GF(2%) seisoTest MEHOrOUWICHB! CTENeHH He Gosiee 7, KOTOPBIE MOTYT ObITh
3aJ]aHbl CTPOKO# cBoMX K03 dunmentos. Ecnu npeacraButh OaiiT B Buje
b7, be, bs, ba, b3, by, by, by,
TO DJIEMEHT I10JIS1 OTMMCHIBAETCS MHOTOWJICHOM ¢ Kodddummerntamu u3 {0, 1}:
b7X7+ b5X6+b5X5+b4X4+b3X3+b2X2+b1X1+bo

Hampumep, 6aiity {11001011} (uam {cb} B mectHamnarepuunoii Gpopme) COOTBETCTBYET
muorowren x' +x° +x3+x + 1.

J1J1s1 57IEMEHTOB KOHEYHOTO TOJISl ONIPEICIICHBI aITATHBHBIC U MYJIbTUIUIMKATUBHBIC OIIEPAIUH.

Caoxenue

Crnoxxenue cyTh onepanus nopaspsgHoro XOR u mostomy o6o3naudaetcs kak @. Ilpumep
BBITOJIHEHUS OTICPAIIMH CIIOKEHUS:
& +xP+x2+x+ 1)@ (X +x+ 1) =x +x° + x* + x? (B BUIE MHOTOUICHOB)
{01010111} @ {10000011} = {11010100} (qBOMYHOE TPEICTABICHHUE)
{57}®{83} = {d4} (mecTHaanaTEpHUHOE MTPEICTABICHHE)

B xoHe4HOM moJie [uIs JIF000r0 HEHYJIEBOTO AJIEMEHTA a CYIIECTBYET OOpATHBIM AJIEMEHT -a,
npu 9ToM a + (-a) = 0, rue HyneBoil anement -3to {00}. B GF(2®) cnpasemmeo a + a = 0, T. e.
KaXX/IbIi HEHYJICBOH 3JICMEHT SIBJIICTCSI CBOCH COOCTBEHHOM aJINTUBHON HHBEPCHUEH.

YMHOXKEHHE

YMHO)keHue, o00o3HaYaeMoe Jajee Kak °, 6osiee ciIo)KHas omeparus. Y MHOKEHUE B GF(28) -
3TO Olepanus YMHOXEHUS MHOTOWICHOB CO B3SITHEM pE3yJibTaTa 10 MOJIYJII0 HETPHBOIMMOTO
MHOrouJieHa m(X) BOCBMOHM CTeleHW M ¢ ucnoib3oBaHueM omepanun XOR mpu npuBeaeHUH
no700HbIx wieHoB. B RIINDAEL Bwiopan m(X) = X+ xt+ 3+ x+ 1, wm B HIECTHAALATEPUYHON
dopme I{1b} (Takas 3amuch 0003HAa4YaeT, YTO MPUCYTCTBYET <JIMIIHHI» AeBAThIA Out). [Ipumep
OTIepaliil YMHOKEHUSI:

{57}{83} = {cl},

1501058

e+ X+ +x+ ) (X +x+D=xB+ X+ + ¢+ X + X + X+ X+ + x + X+ x* + X
Fx+1=xB e+ +xB X+ L

CnengoBartenbHO,

XEHx P+ + X+ X+ 1mod 0+ X+ +x+ D) =x"+x°+1

Pesynbrar siBisiercs IBOMYHBIM IOJIMHOMOM HE BBILIE § CTeNeHH. B oTnmyme or cioxkeHus,
IIPOCTOH ONepay YMHOXKEHUS! Ha yPOBHE OAWTOB HE CYIIECTBYET.

YMHOK€EHHUE, ONpEeNelIeHHOE BBILIE, SBISETCS aCCOLUUATUBHBIM, M CYIIECTBYET €IUHUYHBIN
anemeHT ('01"). s 1r060r0 TBOMYHOTO MOJMHOMA b(X) HE BhIIIE §-i1 CTeNeHN MOKHO HCIIOIh30BaTh
paciMpeHHbIN alropuT™ EBKinia 715 BBIYKMCIIEHUS MTOJIMHOMOB a(X) U ¢(X) TaKHX, 4TO
b(x) a(x) + m(x) c(x) =1

CrnemoBartennsHO,

a(x) b(x) mod m(x) =1
WIu
b-1(x) = a(x) mod m(x)
Bbonee Toro, MoXHO MOKa3aTh, 4YTO

a(x) (b(x) + c(x)) = a(x) b(x) + a(x) c(x)
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N3 Bcero 3TOro ciemyer, YTO MHOXKECTBO M3 256 BO3MOXHBIX 3HAaueHUH Oaiita oOpasyer
koHeuHoe noyie GF (28) ¢ XOR B KayecTBe CIOKEHUS U YMHOXKEHHUEM, ONPEICTICHHBIM BBIIIIE.

YMHOXeHHe HA X

Ecnu yMHOXKUTB
b(x) = by x” + bg x® + bs x> + by x* + by x> + by x* + by x* + by

Ha MTOJIMHOM X, MBI OyJIeM UMETb:

b7X8+b5X7+b5X6+b4X5+b3X4+b2X3+b1X2+boX

Ecnmu by = 0, To MBI cpa3y moiydaeMm pe3ynbTaT yMHOkeHUs. Eciu by = 1, To m(x) cnegyer
BbiuecTh U3 pesynbrata (T.6. XOR) M3 »TOrO ciemyer, 4ro yMHOXXEHHE Ha X MOXKET OBITh
pean30BaHO Ha YpOBHE OailTa Kak JICBBIM CIBUT M BO3MOXKHO Tocienyromuid mooutossiii XOR ¢
{1b}.

IMycts dynkmus xtime() oCymIeCTBASET ONMEpanui0 YMHOXKCHHS Ha X BBIIICOIMHMCAHHBIM
croco6oMm. ITpumeHss GpyHKIHMIO N pa3 MOKHO IOJIYYUTh PE3yIbTaT YMHOXKEHHS Ha X', a CyMMUpPYs
CTENEHU X MOYKHO TIOJIYYHTh JIF000H AyieMeHT mossi. Hanpumep:

{57} ¢ {13} = {fe}, Tak kak

{57}  {02=x}= xtime({57})= {ae}

{57} « {04}= xtime({ae})= {47}

{57}  {08}= xtime({47})= {8e}

{57}  {10}= xtime({8e})= {07}, oTkyna

{57} ¢ {13}= {57} « ({01}® {02}® {10})= {57} @ {ae} @ {07}= {fe}

IHosmuoMmbI ¢ ko3ppunnentamu us GF (28)

PaynnoBeie  mpeoOpazoBanus RIJINDAEL  onepupyror  32-pa3psaHbIMu  CIOBaMH.
YeTpipexO6aiiToBOMY CIOBY MOJET OBITh IOCTAaBJIEH B COOTBETCTBUE MHOrowieH a(X) c¢
kodpdunmentamu u3 GF(2°) crenenu He Oomee Tpex:

aX)=az X +a X +a x +ag

[TommHOMBI ~ MOTYT  OBITH  CJIOKEHBI ~ MPOCTBIM  CJIOXEHHEM  COOTBETCTBYIOIIMX
koa¢dunmentos. Kak cnoxenue B GF (28) sBisgercs moouToBeiM XOR, Tak U crnokeHue aByX CIOB
ABJIAETCS TPOCTHIM TOOUTOBBIM XOR:

a(X)+b(x) = (a3 @ b3)x® + (a2 ® by)X* + (a1 ® by)x* + (3 @ by)

YMHOXEHNE MpeCTaBIseT co0oii 6osee ciaoxkHoe aercTrue. [Ipeamnoaoxum, 9To Mbl UMEEM
nBa nonuHoma B GF (2°).

a(X) =az X +ax X2 + a; X* + ag,
b(x) = by x* + by X* + by x* + by,

c(x) = a(x) b(x),

OIPEACIIACTCA CICAYIOIIUM 06pa30M:

c(X) = g X° + ¢5 X° + ¢ X* + g X+ ¢ X3 + oy xE + ¢,
Co = ap bo,

c1 = aibo @ aghy,

Cr = azbo (&) albl (&) aobz,

C3 = agbo @ a2b1 @ a1b2 @ aobg,

Cyq = a3b1 @ azbz @ albg,

cs = aghy @ ashs,
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Ce = ashs

Jis Ttoro uToObl pe3yabTaT YMHOXKEHHUS MOT OBITh MpeacTaBiieH 4-0alTOBBIM CIIOBOM,
HEO0X0MMO B3STh Pe3yjbTaT MO MOJIYJII0 MHOTOWICHa cTerneHu He Oonee 4. ABTOpbl mudpa
BBIOpAIM MHOTOWJIEH

M(x) = x* + 1
TaK KaK

x'mod (x* + 1) = x

PysynbraT, monyuaembrii u3 a(x) u b(x), obo3navaembrii d(x) = a(x) ® b(x), momyuyaercs
CIIeTYIOIUM 00pa3oMm:

do = aobo (&) a3b1 (&) azbz @ a1b3

d1 = albo @ aob1 @ a3b2 @ a2b3

d2 = azbo @ a1b1 @ aobz @ a3b3

d3 = agbo @ a2b1 @ albz @ aob3

Omnepanus, cocrosilmas W3 YMHOXEHHUS (DUKCHUPOBAaHHOIO IMOJMHOMA a(X), MOXET ObITh
3amnucaHa Kak YMHOXEHUE MaTPHUIIbL, T/I€ MaTPULIA SBISECTCS LIUKIMYECKOM:

imod 4

d 0 | a8 4da; a, & bo
dl a & 8 & b1
d 2 a2 al aO aS b2

_d3_ [d; 8, & 8| _bs_

Ilycts

b(x) = bz X3 + by X* + by x* + by,
YMHOXCHHMIO Ha X MHOrowrena b(x) ¢ kospdunuenramu u3 GF(2%) mo moxymnio x* + 1, yunrsisas
CBOWCTBO IOCJEIHEr0, COOTBETCTBYET LIMKIMYECKUH CIBUI OaiiTOB B Ipelesiax ClIoBa B CTOPOHY
cTapiero 0aiTa, Ta Kak

X ® b(x) = by x> + by X2 + by x* + b,
2.1 Aaroputm mudposanus AES.

B Rijndael Bioku OTKpBITBIX M 3alIU(ppPOBaHHBIX JaHHBIX, COOTBETCTBEHHO 1 u T,
MPEACTABIISIIOTCS B BUJI€ MAaCCUBOB U3 16, 24 unu 32 6ailToB:

T= (tl, tg,...,tN)
T = (tll, tlz,...,t'N)
|t]=]t"| =28, N&{16, 24, 32}.

B cooTBercBMM ¢  WCIONB30BAaHHBIMH  ApPXUTEKTYPHBIMH  TNPHHIOWIIAMH B XOJIE
Kpunrorpapuueckux mpeoOpa3oBaHUil HCXOJHBIN U 3alIM(ppPOBaHHbIN OJOKM JaHHBIX, a TAKXKe BCE
MIPOMEKYTOUHBIE PEe3yNIbTaThl IMpolecca MHM(POBAHUS HHTEPIPETUPYIOTCS KaK MaTpPHUIBI OalTOB
pasmepom 4N, oTkyaa moayudaem N = N/4, n£{4, 6, 8}. MaTpuIlpl 3aN0JTHAIOTCS OafTaMi BXOTHOTO
0s10Ka (OTKPBITHIX JAaHHBIX MPHU 3alIU(PPOBAHUU U 3alIM(POBAHHBIX JAHHBIX MPHU pacHIMPpPOBAHUU
COOTBETCBEHHO) IO CTOJOIAM CBEpPXy BHM3 M CJeBa HAlpaBO, U B TOYHO TAKOM K€ IMOpSJIKE
U3BJIEKAIOTCS OaliThI U3 MAaTPUIBI-PE3YNIbTATa

L L .. Iy, £ .
L. I, A A

T = ":2 ] N-2 Tr: ‘zr 6; E:FE
L Lo By E Lo By

L & .. Iy 6 £ .. fy |

Cxema mnpeoOpa3oBaHMsI JaHHBIX MpH 3alIM(GpPOBaHUU IOKa3aHa HAa PUCYHKE U CXeMa
COOTBETCBYIOILIEIO AITOPUTMA - Ha pycyHKe 2.1 n 2.2.
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0
E“T k ( Haqano: T )
Xl\r 9 ¥
F X, = TRk
- k. =2 R
he— 5 +
v X =F(X, ) 8K
F
l ' T'=F (Xg) ® kg,
E\r k; . i
Azl ( Koney: T’ )
Fi’
b 4 k
E:_: ¢ F+l
\FTF

Pucynok 2.12. Hukn mudposanus Rijndael

p 2.11. Rijndael -
HCYHOK Iukn mnposanua Rijndae - CX€Ma aIropuT™Ma

cXeMa MpeoOpa3oBaHUs JaHHBIX

Ha pucynkax ncnosb30BaHbl cIeIylone 0003HaYeHuUs:
T, T' - OTKpBITHIN 1 3amIMPPOBAHHBIN OJIOKH JTaHHBIX COOTBETCTBEHHO;
Ki - I-TBIi KIIFOYEBOM DJIEMEHT;
F, F' - perynspuoe HennHeitHOe TpeoOpazoBaHue U MpeoOpa3oBaHKe MOCIEAHET0 payHaa
COOTBETCBEHHO;
Xj - MPOMEXYTOYHOE COCTOSTHHE MU(PyeMOro 6iioka mocje IprudaBiIeHus i-TOro KIF0YeBOro
AJIEMEHTA.

Kak BumHO n3 pucynkos 2.11 u 2.12, nporuecc 3amugpoBaHusi COCTOUT U3 YEPEIYIOIIUXCS
puOaBIeHUI KIIOYEBBIX 3JIEMEHTOB K OJIOKY JaHHBIX M HEJIMHEHHOro mnpeoOpa3oBaHHsl ATOrO
Omoxa:

T' = Ex(T) = kpit BF (KR EF (k1. F(EF(ET))...)).

Yucno R paynnoB mudpoBaHus MEpeMEHHOE U 3aBUCUT OT pa3Mepa OJI0Ka JaHHBIX U KIItoYa.
[IpubGaBneHne KIIOYEBBIX OJEMEHTOB, KOTOPHIM HAUMHAETCS M 3aKaHYMBAETCS IpoIiecc
mudpoBaHus, a TaKKEe HEKOTOpBIE JIpyTHe OINepaly payHIO0BOIO MpeoOpa30BaHUs BHIMOIHIETCS
nobaiiTHO B kKoHeuHOM Tonie [amya GF(28), MOJIEBOM OIEpalMell CIOKEHUS B HEM SIBJISIETCA
noOUTOBOE CyMMHpOBaHUE MO MOAYI0 2. COOTBETCBEHHO, KaX/Ibli KIIIOUEBOW 3JI€MEHT SBISIETCS
0aiiTOBOM MaTpuIeil TOro e camoro pasMepa, 4yTo U OJOK JaHHBIX. 32 OJMH payH] MH(pOBaHUS
npeoOpa3yeTcsl MOJHBIN OJOK JaHHBIX, a HE €ro yacTh, kak B ceTsx Peiicrens. Ha nmocnennem
payHae (QYHKIUS HEJIUMHEWHOro TMpeoOpa3oBaHUsl OTIMYACTCS OT AHAJIOTHMYHOW  (YHKIIHH,
UCMOJb3yeMOH B OCTalbHBIX payHAaX - 3TO CAENaHO [uId O0ecledyeHus aaropuTMHUYECKON
AKBUBAJIEHTHOCTH MPSIMOT0 U 00paTHOTO MpeoOpazoBaHuil mupoBaHUS.

[Tponiecc pacmmppoBanuss OJOKa AAHHBIX AJTOPUTMHUYECKH HJCHTUYEH IHPOLECCy €ro
3amu(poOBaHUs U, CIIEJOBATEIBHO, PUCYHKH 2.1 1 2.2 Takxke cripaBeJIMBhI U JUIsl HETO, €cliu yepe3 T
0003HauNTh OJOK 3aIIU(ppPOBAHHBIX JaHHBIX, a 4epe3 ' - OTKPBITHIX. OIHAKO Pa3IHuUs MEXIY
STUMHU ABYMS Tporeaypamu B apxutektype "KBampatr" Heckonapko 0Oojiee CYIIECTBEHHBI, YeM B
ceTsix DeicTens - OHU Pa3IMyaloTCs HE TOJIBKO MOPSIAKOM HCIIOJIB30BAHU KIIFOUEBBIX JIEMEHTOB B
payHaax mudpoBaHUs, HO U CAMUMHU ATHUMH 3JIEMEHTaMH, U HEKOTOPBIMU APYTMMH KOHCTAaHTaMH,
HCIOJIb3YEMBIMU B anroput™e. COOTBETCBYIOIIME BOIIPOCHI pACCMOTPEHBI HUXKE.

Rijnael sto Gmounslit mmdpp ¢ pa3nuuHON UIMHON Onoka MM(POBAHUS M JJIHHOW KIFOYa.
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Jnuabl O610ka W Kiroda mudpoBaHus MoryT Obith 128, 192 m 256 Out. llludposanue Onoka
OCYILECTBIISETCA 3a HECKOJIBKO payH/0B, TaK, HAIpUMED, IPU JuIHHE OJ0Kka 128 OUT u anmuHe Kiova
128 6ut anroput™m BKiovaet 10 payHaoB.

Tabmuua 2.1. 3aBUCHMOCTb KOJIMYECTBA PayHJOB IIM(PPOBAHUS OT JJIUHBI OJIOKA U JUTUHBI
KJTro4Ya mudpoBaHus

Nr Nb = 4 Nb =6 Nb =18
Nk =4 10 12 14
Nk =& 12 12 14
Nk = 8 14 14 14

Yucno crosbioB obo3naueHo kak Nb u paBHO mnmuHe Onoka, aencHHoit Ha 32. Kiou
muQpoBaHus TaKKe MPEICTaBICH B BUE MPSIMOYTOJILHOIO MAacCHUBa C YETHIPhMS cTpokamu. Yucio
cToibIoB 0003HaueHO kKak NK 1 paBHO JJIMHE KITHOYa, JICJICHHOM Ha 32.

[TepBoMy payHy MpeAIIecTBYET onepaius J00aBIeHHs] KPYyroBOro Kioua.

B otnmune ot DES, payuner Rijnael we oGmamaror ¢eiicreneBckoii cTpykTypoil. Bmecto
3TOr0 KaXJbI payHJ BKIIIOYAeT pa3jndHble oOpaThMble MPeoOpa3oBaHUs MOJ] HA3BAHUEM CIIOH.
CxemMaTHYeCKH KaXIbIH payHJ, KpOME IOCIICTHETO, MOKHO IIPEJICTABUTh B BHIE 4 OICpAIIHid.
Jlanee MbI OyZieM paccMaTpuBaTh BapuaHT mm@poBaHus 128 6utHoro 010ka npu JyiuHe Kirova 128
our. [lpu npyrux mmHax Onoka mudpoOBaHWS M JUTMHBI KJIIOYa CXeMa aJTOPUTMA HE MEHSETCS,
W3MEHSIOTCS JIUIIb HEKOTOPbIe KOHCTAHThI peaau3allii airOpuTMa (YUCIIO PAyHIOB U IIPOYEE).

Jlns  nmanbHEHIIero omwcaHusi BBeaeM cienyromme obo3HaueHus: Cocrosue (State)-
MIPOMEXYTOUHBIN pe3ynbTar mudpoBaHus. COCTOSHUE MOXKHO IMPEACTABUTh KaK MPSMOYTOIbHBIN
MaccuB 6aiiToB. [Ipu 5TOM GaiThl cOCTOSHMSA HOPMHUPYIOT OJIOK TAaHHBIX CIEAYIOIIMM 00pasoM: a .,

A1y 130y 0y 8oy s@oys@oseneennannenennns

a0 ao, 8,2 o3 koo ko, ko, ko,
a a a, a3 kl,O k1,1 kl,2 k1,3
a, o a,, a,, a, ; kz,o kz,l kz,z k2,3
a3 as, a;, a3 ks ks, ks, ks s

MaccuB CcOCTOUT U3 YCTBIPEX CTPOK M YCTHIPCX CTOJ'I6I_[OB. Taxxe HaMm HOHa,Z[06I/ITC$I
IIpe/ICTaBIeHHE 3TOro 0J0Ka Kak OJHOMEPHOIro MaccuBa 4-0alTHBIX BEKTOPOB, TJ€ Ka)KJblil BEKTOP
COCTOUT U3 COOTBCTCTBYIOLICTO CTOJ'I6I_Ia nNpsAMOYToJIbHOTO MacCCHUBaA. KJ'IIO‘I LHI/I(I)pOBaHI/I}I
HpCI[CTaBJ'ISICTCH AHAJIOTUYHBIM O6p2130M.

Ka)KI[LIfI payHId, KpOMEC MMOCJICAHETO0, MOKHO IPCACTABUTDH CIICAYIOIIHUM 06pa30M:

Round

{

ByteSub()
ShiftRow()
MixColomn()
AddRoundKey()

¥

[Mocnennuit paynn ve copepxkut oneparmu MixColomn().
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|

| SubBytes |

!

| ShiftRows |

.

| MixColumns |

| AddRoundKey |+— War.. Wi

:

Pucynok 2.13. Paynpg anroputma

ByteSub (3amena 6aiiToB)

ShiftRow (Casur crpok)

MixColomn (CmemiBanue cTOIOIOB)

B kxaxaoM payHjie anropuTMa BITOJHSAIOTCS Cleaytolue mpeodpa3zoBanus (cM. puc. 2.3):
Omneparust SubBytes, npeacrasistonias co0oi TabNINYHYIO0 3aMEHY KaXI0ro Oaiita MaccuBa

JTAHHBIX COTJIACHO clieytomiel Tabnuie (cM. puc. 2.4):

Tabmuna 2.2 — Tabnuma 3amen ucnoibs3dyemas cranaaptrom AES

63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76
CA 82 C9 7D FA 59 47 FO AD D4 A2 AF 9C A4 72 CO
B7 FD 93 26 36 3F F7/ CC 34 A5 E5 F1 71 D8 31 15
04 C7 23 C3 18 9 05 9A 07 12 80 E2 EB 27 B2 75
09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84
53 D1 00 ED 20 FC Bl 5B 6A CB BE 39 4A 4C 58 CF
DO EF AA FB 43 4D 33 8 45 F9 02 7F 50 3C 9F A8
51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2
Ch 0C 13 EC 5F D7 44 17 C4 A7 7E 3D 64 5D 19 73
60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E OB DB
EO 32 3A OA 49 06 24 5C C2 D3 AC 62 91 95 E4 79
E7r C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08
BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A
70 3E B5 66 48 03 F6 OE 61 35 57 B9 8 Cl1 1D O9E
El F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF
8C Al 8 0D BF E6 42 68 41 99 2D OF BO 54 BB 16

Tabnuia mensier BxogHoe 3HaueHue 0 Ha 63 (mectHaguaTepuyHoe 3Hauenue), 1 —na 7C, 2 — na 77
H T.1I.

Xoo | Xo1 | Xoz2 | Xo3 Yoo | Yo | Yoz | Vo3
Xio | Xu|| X2 |pés » S() AL ‘y"{ yiz [[y3
X20 | X21 | X22 | X23 Yao | Y21 | Y22 | Y23
X30 | X31 | X32 | X33 Yao | Y31 | Y32 | Ya3

Pucynok 2.14. Oneparust SubBytes
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Bmecro nanHOW TaOMM4YHOW 3aMEHBI MOXHO BBITOJIHUTH SKBUBAICHTHYIO € KOMOWHAIIMIO JBYX
ornepanui:
Brrurcnenue MyNnbTUTUIMKATHBHOW OOpaTHOW BEIMYWHBI OT BXOJHOTO 3HAYCHUS B KOHEYHOM
moJie GF(28); obpatHoit BenmunHOM OT 0 siBiisiercs 0.
BoixonHoe 3HadeHue b Berumcisiercs cieayrommmM oopa3om:
bi=ai 0 aj+4mods 0 @i+smods [ Ai+e mod 8 [ @i+7mods [ Ci
rie Nj 0003HavaeT I-ii OUT BETMYHHBI N,
a — pe3yJbTaT NpeAbIyIIeH Onepau,
C — HIecTHAaaTepU4Has KOHCTaHTa 63.

3amena OaliTOB mpencTaBiser co0Oil HETMHEHHYIO 3aMeHy OaiToB, NEHCTBYIONIYIO Ha
KaX/Iblii OalT cOCTOSHHS He3aBHCMMO. TaOnuiia 3aMeHbl SIBISETCS OOpaTHUMOW M CTPOUTCS Ha
OCHOBE ITPOU3BEICHHUS ABYX ITPeoOpa3oBaHuUi:
BBIYMCIISIETCS “‘00paTHBIA OaT” (0OpaTuMoOCTh moHuMaetcss Han mojeM GF(256), a 0 smemeHT
oroOpaxkaercsi B ce0s1).
K nonydenHomy OaiiTy npumensiercst apuHHOE ITpeoOpa3oBaHue:

(v, [1 00 0 1 1 1 1x] [1]
ywl 11000 1 1 1|x/] |1
v, |1 1 1.00 0 1 1]x,| [0
yif_|[1 T 11000 1jx| 0
v,/ [T 1 11100 0fx,| [0
yol 01 1 1 1 10 0fxg| |1
yel [0 01 1 1 1 1 0fx,| |1
v, ] 1000 1 1 1 1 1fx| [0]

Pucynok 2.15. Omneparus SubBytes B maTpudHoii popme

Jlns BeImonaHEeHHs 0OpaTHOW 3aMeHbl OalTOB MpHUMEHsETCs oOpaTHas TalJdHIla 3aMEHBI,
KOTOpas TOJIydaeTcsl CJIAeAyloImuM oOpa3oM: CHadaja MpPOU3BOJUTCA oOOpaTHOe aduHHOE
npeoOpa3oBaHue, a 3aTeM BbIYHCIIIETCS 00paTHbIH meMenT Haax GF(256).

2. Omeparust ShiftRows, koTopast BBITOTHSIET UKINYECKUH CIBUT BJIEBO BCEX CTPOK
MaccHBa JIaHHBIX, 3a HCKIOUYeHHeM HyseBod. CuBur i-ii cTtpoku MaccuBa (mis | = 1, 2, 3)
MPOM3BOAUTCS Ha | OaMT.

Xoo | Xo1 | Xoz2 | Xo3 Xoo | Xo1 | Xo2 | Xo3
X0 | X11 | X1z | X113 Caevr eneeo Ha 1 bant X10
| /]
X20 | X21 | X22 | X23 CABUr Bneeo Ha 2 [afwa > X20 | X21
[
X30 | X31 | X32 | X33 Cheur Bneeo Ha 3 EaﬂT[a l/ X30 | X31 | X32

Pucynok 2.16. Onepauus ShiftRows

3. Omnepauusst MixColumns. CmemmBanue CTONOIOB MPOUCXOIMUT CIEAYIOIIUM 00pa3oM:
CTONGEI COCTOSHHUS paccMaTpHBaeTcs Kak moiuHoM Hajg GF(256) u ymMHOMkKaeTcs mo Moaymo x° +1
Ha (ukcupoBaHbIi mommHOM a(X), Tae a(x) =03'x*+'01'x*+'01'x+'02'. Drto mpeobpasoBaHue
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06paTHMO, TIOCKONIBKY TTOIMHOM a(X) B3aHMHO mpocT ¢ X~ +1.
Ot0 peoOpa3oBaHue MOXKHO 3amucaTh B MaTpudHoM Buze: Y(X) = a(x) ® x(x),

o] [02 03 01 017x,
y,| |01 02 03 01]x

y,| |01 01 02 03]x,
y.| 103 01 01 02]x,

Xoo | Xo1| Xoz2 | Xo3 Yoo | Yol | Yoz |[yos

X1 | Xa1f| X1z | X13 Yo | Y| Y12 |[Y13
> *a(x) g

X20 | X21f| X22 | [X23 Yoo | Y21 | Y22 |[y23

X3 | X31| X32 | X33 Yao | Y3 | Y32 (|33

Pucynok 2.17. Omneparst MixColumns

[[J'I}I BBIITOJTHCHU A 06paTHOFO Hp606pa30BaHI/I}I H606XOI[I/IMO MMPONU3BECTU YMHOXCHUC Ha IMOJIMHOM
d(x) ='0B'x>+'0D'x* +'09' x+'0E".

4.  Omnepaust AddRoundKey BbImosHSIET HaOKCHHE HA MACCHB JIaHHBIX MaTepuaa
KJII04Ya. A MMEHHO, Ha I-ii ctonberr MaccuBa AaHHBIX (I = 0...3) MOOUTOBOM JOTMUYECKOW Oneparuei
«uckirovaroniee winm» (XOR) HakiIagpiBaeTCs ONMPENEICHHOE CIOBO pacimupeHHOro Kiroua Wiy,
rae I — HoMep TEKYIIero payHjaa alroputMa, HaunHas ¢ 1 (mpouenaypa pacimpeHus Kioda Oyaer
omucana Hwke). Oneparust AddRoundKey nipencrasiena na puc. 13.
KonmgectBo payHnoB anroputma R 3aBUCHT OT pa3mepa Kirroya CIeIyomuM 00pa3oMm:

Tab6nuia 2.3 - KoaudyecTBo payH/IOB alrOpUTMa B 3aBUCUTH OT pa3Mepa Kirroda

Pa3mep kitoua, 6uT R

128 10
192 12
256 14

[lepen mepBbIM payHIOM aJITOPUTMa BBINOIHSETCS NPEABAPUTEIbHOE HAJOKEHHE MaTepralia
kitoya ¢ nomouisio onepaunu AddRoundKey, koTopas BEIIOJIHSET HAaT0XKEHUE HA OTKPBITHIA TEKCT
MEPBBIX YEThIpeX cJI0B pacirpeHHoro kioya Wo...Ws.

[Tocnenuuii ke payHA OTIMYAETCA OT MNPEABIAYIIMX TEM, YTO B HEM HE BBIIOJIHAETCS
oneparus MixColumns.

Xoo | Xot|| Xo2 |[Xn3 Yoo | Yoi|| Yoz |fyos
Xio | Xi1)| X1z |[X13 - e Yio | Yul| Y12 [[y13
X | Xo1|| X22 |[Xa3 @ = % é g ) Yoo | Ya|| Y22 |[Y23
X30 | X31|| X32 | [X33 Yao | Yau|| Va2 [y

Pucynok 2.18. Omnepanus AddRoundKey

48



ITosryuyeHne KpyroBoro Kiro4a.

Kitou mmdpoBanus Ajisi KaxAOro payHIa IMONIy4aeTcs cleayrmuM oOpasom: ChHauana
MPOUCXOJUT PACIIMPEHUE KIIF0Ya, a 3aTeM IOCIe0BaTeIbHAsl BBIOOPKA M3 PACHIMPEHHOTO KIIFOYa
IUISL KQXKJIOTO payH/a.

w, | w w

14

Round key 0 Round key 1

Pucynok 2.19. Pacmmpenue kimro4a 1 BRIOOPKa U3 PaCIIMPEHHOTO KITF0Ya KITF0Ya JIs
Ka)KI0ro payHaa

[TonHoe ymciio OMTOB KPYroBOro Kiroua, HEOOXOAMMIro Jisl MU(POBaHUS, PAaBHO IJIMHE
0JI0Ka YMHOXXEHHOW Ha KOJMYECTBO PayHAOB muitoc 1, Te st 6moka jumuoi 128 out u 10 payHmoB
HeoOxonumo 1408 6ut. [lepBrie 128 OUT KPYroBOro Kitoua COBMAJAIOT C CAMHUM KIIFOUOM.

dopMHUpOBAaHUE KJIIOYA MPOUCXOIUT CIAEAYIOMMUM OOpa3oM: TEpBBIE 4YEThIpe cToJiOna (c
Homepamu 0-3)coBIafaroT ¢ caMUM KJIIOYOM, Jajiee CTOJOe C HOMEPOM YEThIpe MOJydaeTcs U3
TPETHETO C MOMOIIBIO CIEYIONIEH KOMITO3HUIIMH MPEe0Opa3oBaHMI:

K, = SubByte(RotByte (K;))® C, , nanee i cronbuos 5-7 umeem: K, =K, , ®K,_
JlanbHeHIIHiA MpoIIece ONpeneaeTcs PeKypCHBHO, MeHsieTcst uib koHctanTa C. 3aecs SubByte —
NpUMEHEHHE OIepaluu 3aMeHbl Oaiir, a RotByte- casur, npeoGpasyrommii crosber (a,b,c,d) B
(b,c,d,a).

Pacmmpenue kimrouya BBITIOMHSETCS B JBa 3Tala, Ha TIEPBOM M3 KOTOPBIX IPOU3BOIUTCS
WHUITHATTH3AIINsS CJIOB pacliupeHHoro kioda (obo3nauaembix kak W;): mepsoie NK (NK — pasmep
ucxogHoro kimova mmpposanus K B cnoBax, T.e. 4, 6 wim 8) cioB W; (t.e. 1 = 0...Nk-1)
(bopMUpYIOTCA UX TOCIEI0BATENLHBIM 3aNI0THEHHEM OaiiTamu kiroda (cum. puc. 2.20).

—~/ /Y

Wo
wW

Pucynok 2.20. MHunumanusamnus nepBbIxX CI0B PacIIMPEHHOI0 KIto4a

[Mocnenyromue cnoBa Wi hopMHUPYIOTCS CIIEAYIOIIECH MOCIIEA0BATEIEHOCTBIO OTIepaLUil st
kaxmaoro | = NK...4*(R+1)-1:

Wuunmanusupyercs BpeMeHHas epeMeHHast T
T= Wi-l-
JlanHast nepeMeHHast MOAUDUIPYETCS CIASTYIONIMM 00pa3oM:
eciu | kpatHo NK, T0:
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T = SubWord(RotWord(T)) O RCpinko;
onepanun SubWord, RotWord Oyayr ommcansr Hmke, a koHcTaHThl RC, mpeactaBisitoT co0oit
CJIOBA, B KOTOPBIX BCE OANTHI, KPOME MEPBOTO SIBJISTFOTCSI HYJICBBIMU, a TIEPBBIA 0alT MMeeT 3HaUCHUE
2! mod 256;
eca NK = 8 u (i mod Nk) =4, To:
T = SubWord(T);
B OCTAJIbHBIX CIIy4asix MOJIU(MUKAINS IEPEMEHHON T HE BBIOIHIETCS.
dopmupyeTcst i-¢ CII0BO paCHIMPEHHOTO KJIF0Ya:

Wi=Win OT.

Omnepanus SubWord BeInonHseT HaJl KaXIbM OaliTOM BXOJHOTO 3HAYEHHUS TaOIWYHYIO
3aMeHy, KoTopas Obljla ONTMCaHa BhIIE — CM. orepanuio SubBytes.

Oneparus RotWord mo6aiiTHO BparaeT BXOIHOE CJIOBO Ha 1 GalT BieBO.

Kak BuaHO, Tiporieaypa pacidpeHus Kioda sIBISICTCS JOCTaTOYHO MPOCTON MO CPAaBHEHUIO
CO MHOTHMH JIPYTMMH COBPEMEHHBIMH aJiropuTMamiu mudposanus. [Ipouenypa pacuimpenus kiroya
MMEeT TaK’kKe HECOMHEHHOE JOCTOMHCTBO B TOM, YTO PACHIMPEHUE KITFOYa MOXKET OBITh BBITIOJHEHO
«Ha gery» (on-the-fly), T.e. mapanienbHo ¢ 3amuppoBaHUEM TaHHbBIX.

ABTOpBI aIrOpyUTMa B [3] NUILYT TaKKe, YTO HE CIAEAYET 3aaBaTh HAIIPSIMYIO paCIIMPEHHBIN
KIIOY — MpOorpaMMHasl WM anmnapaTHas peaau3alus airoputMa JOKHA HMMEHHO TOJIyd4aTh
MCXOJHBIN KITtou ¢ poBanusi K 1 BEITOTHATE IPOIEAYPY PACIIMPECHHSI KITFOYa. 3/16Ch CTOMT CHOBA
BCIIOMHUTH anropuT™M DES — u3Bectno, uro DES ¢ He3aBucMMO 3a7aBaeMbIMU KIIFOUYAMHU PAayH/I0B
oKkaszaJicsi cmabee MpOTHUB HEKOTOPBIX aTak, 4eM MCXOAHbIH anroputm DES.

Torpaa Bech mpolecc mudpoBaHs MOXKHO 3aMUCATh TaK:
H3nauanvroe 0obasnenue Kpy208020 Kioud
N-1 payno
[Tocnenuuii payH.

Aaroputm nemndpoBanus AES

Beimie 6110 OTMEUeHa peanu3aiis 00paTHOTO K KaXI0My U3 MpeoOpa3oBaHui payHa:
Lobaesnenue kpy206020 Kkawua
Obpammnoe cmewusanue cmoadoyos
ObpamHubwiii co8ue cmpok
Obpammnas 3amena 6aiim

EnuHCcTBEHHOE 4YTO HEOOXOAMMO 3TO M3MEHUTh MOPSIOK ONepaluil KaXIoro payHaa.
CnoxHocTh omepauuid [uisi anropuTMa mu@poBaHus He wusMeHsercs. OpHako HCXoas Wu3
anreOpandeckux CBOMCTB BXOJMIIMX B payHJ NMpeoOpa3oBaHUM, MOKHO MPHUHUTH K CTPYKType, He
OTJIMYAIOIIUKCS OT MPSIMOTO alNroput™Ma. PaccMoTpum IByXpayHIOBbINH OOpaTHBIN alrOPUTM:

AddRoundKey();
InvShiftRow();
InvByteSub();
AddRoundKey();
InvMixColumn();
InvShiftRow();
InvByteSub();
AddRoundKey();
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| InvShiftRows |

l

| InvSubBytes |

| AddRoundKey |e— War.. Wi

| InvMixColumns ‘

:

Pucynoxk 2.21. Paynn pacumdpoBanus

Jlerko 3amMeTuTh, 4YTO ONEpalMM CABHUra CTPOK U 3aMEHbI 0alT MOYKHO IOMEHSATh MECTaMH,
T.K. 3aMeHa OalT IeHCTBYeT Ha KaXKbli O0alT He3aBucuMo. Kpome Toro, mocienoBaTeabHOCTh
AddRoundKey();

InvMixColumn();

MOYKHO 3aMEHMTb Ha

InvMixColumn()

AddRoundKey(InvRoundKey); 31ecs InvVRoundKey o6o3Hauaet pe3yabTaT IPUMEHESHHUS ONepaiun
InvMixColumn() k kmody. DOTo ciexyer W3 JUHEHHOCTH onepanuid. Torma ™Mbl TOTyddM
CIICAYIOILYIO CTPYKTYPY JUIsl IBYXPayHJIOBOTO OOpaTHOIO ajropuTMa:

AddRoundKey();

InvByteSub();

InvShiftRow();

InvMixColumn();

AddRoundKey(Inv);

InvByteSub();

InvShiftRow();

AddRoundKey();

TakuM o0Opa3oM, Mbl MOIYYMJIM CTPYKTYpy MpsIMOrO JIByXpayHIoBOro amropurma. s
OOoJIbILIIET0 YMCIa PAayHJOB MOJIy4YaeM TaKOHM ke pe3yibTar. Takum oOpa3oM, oOpaTHBIH alroputM
HUMEET TY K€ CTPYKTYpPY.

[Tepen nepBbiM payHaoM pacinppoBanus BeinonHsercs onepauns AddRoundKey (koropas
ABIIAE€TCS 00paTHOM camoi ceOe), BBIMONHSIONIAs HAJIOXKEHUE Ha MHU(PTEKCT YEThIPEX MOCIEIHUX
CJIOB pacIIUpEeHHOro Kitoua, T.e. WiR... Wirs3.

3areM BbIMosHseTCd R payHIoB pacmimpoBaHMs, KaXAblii W3 KOTOPBIX BBIIOJIHSIET
cleayromue npeodpasoBanus (cM. puc. 7):

Omneparust InvShiftRows BBITIONHSIET IUKITNYECKUNA CIBUT BIPABO TPEX MOCIETHUX CTPOK MacCHBa
JAHHBIX Ha TO € KOJM4YecTBO OailT, Ha KoTopoe BhIMONHsUICA caBuUr oneparuei ShiftRows npu
3amu(ppoBaHUN.

Omnepauuss InvSubBytes BeimonHseT no6aiTHO o00paTHYO TaOIMYHYIO 3aMeHy, KOTopas
orpeziesieHa caeayroeil Tadauien:
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Ta6muma 2.4. Tabnuia oOpaTHOM 3aMeHBbI s cTanaapta AES

52 09 6A D5 30 36 A5 38 BF 40 A3 9E 81 F3 D7 FB
7C ES 39 82 9B 2F FF 87 34 8E 43 44 C4 DE E9 CB
54 7B 94 32 A6 C2 23 3D EE 4C 9 0B 42 FA C3 4E
08 2E Al 66 28 D9 24 B2 76 5B A2 49 6D 8B D1 25
72 F8 F6 64 8 68 98 16 D4 A4 5C CC 5D 65 B6 92
6C 70 48 50 FD ED B9 DA 5E 15 46 57 A7 8D 9D 84
90 D8 AB 00 8 BC D3 OA F7 E4 58 05 B8 B3 45 06
DO 2C 1E 8 CA 3F OF 02 Cl1 AF BD 03 01 13 8A ©6B
3A 91 11 41 4 67 DC EA 97 F2 CF CE FO B4 E6 73
9% AC 74 22 E7T AD 35 8 E2 F9 37 E8 1C 75 DF 6E
47 F1 1A 71 1D 29 C5 89 ©6F B7 62 OE AA 18 BE 1B
FC 56 3E 4B C6 D2 79 20 9A DB CO FE 78 CD 5A F4
1 DD A8 33 8 07 C7 31 Bl 12 10 59 27 80 EC 5F
60 51 7F A9 19 B5 4A 0D 2D E5 7A 9F 93 C9 9C EF
A0 EO 3B 4D AE 2A F5 BO C8 EB BB 3C 83 53 99 61
17 2B 04 7E BA 77 D6 26 E1 69 14 63 55 21 OC 7D

JlaHHYIO0 TaONWYHYIO 3aMEHY MO>KHO BBIIIOJHUTH, IPIMEHUB K BXOJHOMY OaiTy mpeoOpa3zoBaHme,
obpatHoe omepammu 1.2 (cMm. onucanume omepamuu SUubBytesS), mociae dYero BBIYHCIHTH
MYJIbTHILIMKATUBHYIO OOpaTHYIO BEJIMUYUHY OT pe3yjbTara Mpenblaylell omepand B KOHEYHOM
none GF(2%).

Omepamust  AddRoundKey, kak u npu 3amm@ppoBaHUM, BBHINOJIHICT HAJIOKCHUE HA
oOpabaTbIBacMbIC JJAaHHBIC YETHIPEX CJIOB paciuiupeHHOro Kirouda War...Warss. OHaKo, HymMepanus
payH/IoB I' ipu pacu(poBaHUN POU3BOIUTCS B 00paTHYIO cTOpoHY — 0T R-1 10 0.

Omeparust  InvMixXColumns  BBIMONIHSACT YMHOXKEHHE KaKIOTO CTOJOIAa MacCHBa JaHHBIX
aHayoru4Ho mpsimMoit oneparmu MixColumns, ogHako, yMHOXKEHUE MPOU3BOIUTCS HA MOJHMHOM @
1(x), ompeieTeH bl C1eyIOmMM 06pa3oM:

a’(x) = Bx® + Dx* + 9x + E.
AHaJorn4yHo 3amu@poBaHuIo, MOCIESAHUN payH]l pacIu(pPOBaHUS HE COAEPIKUT OINEPALIUIO
InvMixColumns.

Otauunst AES ot ucxoanoro anropurma Rijndael

Auroput™ Rindael mo3Bosnsier mudpoBaTh 1aHHBIE HE TOJIBLKO 128-OUTHBIMU OJIOKaMH, HO U
O6mokamu mo 192 wumm 256 Our. Takum oOpazom, AES, ¢axkruueckn, MMeeT JHUIIb OJHO
npuHIMIHaIbHOEe oTianyre ot Rijndael: on mpemxycmarpuBaer ucnosbp3oBaHHe TONBKO 128-OUTHBIX
OJIOKOB JaHHBIX. PaccMOTpuUM H3MeHEHHs B TPHUBEAECHHOM BbIlle onucaHuu anroputMa AES,
CBSI3aHHBIE C APYTUMH pazMepaMu OJIOKOB:

OO0pabaTsIBacMbI€ TaHHBIE MOTYT MPEJACTABIATHCS HE TOJIBKO B BHJEC MaccHBa pasmepoM 4 X 4, HO
n4 X6um4 X8 musa 192- u 256-0UTHBIX 0JI0KOB COOTBETCTBEHHO.

KonuuectBo paynmoB R anropurma Rijndael onpenensercs ciaenyromeii Tabiuieit B 3aBUCHMOCTH
HE TOJIKO OT pa3Mepa KJIrua, HO M OT pa3Mepa Oioka:
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Pazmep Pasmep onoxa, 6um
Kaoud, 128 192 256
oum

128 10 12 14
192 12 12 14
256 14 14 14

KonmuecTBo OUT ciBUTa CTPOK TaOIHIIBI TAKXKE 3aBUCUT OT pasmepa Ooka:

Homep Pasmep Onoxa, 6um
CMpOoKuU 128 192 256
1 1 1 1

2 2 2 3

3 3 3 4

[Tockonbky anst 192- u 256-OGMTHOTO OJOKOB YBEIMUYMBACTCS KOJMYECTBO CTOJOIIOB MacCHBa
naHHBIX 10 6 U 8 coorBercTBeHHO, B omepaiun AddRoundKey ydactByroT yxke 6 mid 8 CIOB
pacmMpeHHOro Kiroya BMECTO udeThipex. CrenoBareibHO, B F-M payHJE ajJrOpUTMa BBITOJHSACTCS
HaJIOXKECHHE CIIOB paciIMpeHHOro kimova Wypr... Wipsr+3, rie ND — xoimndecTBo crosnbioB maccuBa
TaHHBIX.

B cBsi3u C BbIIIECKa3aHHBIM, H3MEHSETCS M TIPOIIeIypa PacIIMpeHus KJto4ya, OJIHAKO, U3MCHCHUE
COCTOMT JIMIIb B TOM, YTO JaHHas mpoleaypa no/bkHa Beipabotath ND*(R+1)-1 cnos
paciMpeHHoro kiroua, a He 4*(R+1)-1 (uto, BIpodem, OCTaeTCsl CIIpaBeUIUBLIM Ui 128-0MTHOTO
01oKa).

Peanuszanus ajaropurma

[Ipocras cTpykTypa oneparuii anroputMa 00ecriedrBaeT JIETKOCTh PeaH3allii U OBICTPOTY
ucnoiHeHusi. OCHOBHBIE OIepalny, MpUMeHseMbl npu 3ToM- 370 EXOR, mnpumenenne S-box, u
casur. [Ipu 3TOM 0COOEHHO JIETKO peain30BaTh JAaHHBIM AITOPUTM Ha TIPOLIECCOPAX C JJTUHOM CIOBa
32 6ut u Gonee. [Ipu 3TOM JUIst OBICTPOTHI peaNM3alMU B MAMATH CO3JIaeTcs Tabyuia, coaepxKanias
3HaueHus S(a), a TaKke eie 4 TabauIlbl, onpenensemMbie yepe3 S(a) (Bcero okoso 4 KOaNT mamsTh),
1ocje 4ero Bce mpeoOpa3oBaHusl CBOAATCS K LIUKIMYECKUM caBuram u omneparusm XOR ¢ stumu
TabMUIaMA W KJIIOYOM. B cmiy TOro, 4ro CTpyKTypa OOpaTHOTO alropuTMa COBIIAJAEeT CO
CTPYKTYpOM MpPsIMOro, CXeMa peaan3alii He U3MEHUTCS], HO 3HAYeHUs HJIEMEHTOB B Ta0InLax OyayT
Apyrue, ¥ K PacHIMPeHHYMY K04y HEOOXOIMMO NMPUMEHHUTH OMEpanuio 00OpaTHOTO CMEIIMBAHUS
CTOJIOIIOB IIPU €ro (POPMUPOBAHHH.

Tabmuua 2.4. CKkopocTh aJIrOpUTMa, IIPU pean3aluy Ha pa3HbIX M1atdopmax

Jnuna (Gnoka, Kirova)

Ansi C, Mbit/sec

VisualC++, Mbit/sec

(128,128) 27.0 705
(192,128) 22.8 59.3
(256,128) 19.8 51.2

Pexumsbl mmdpoBanus
JUis pa3nuYHBIX CHUTyallMid, BCTPEYAIOUIMXCS HA MpPaKTHKe, Pa3paboTaHO 3HAUYUTEIHLHOE
KOJIMYECTBO PEKUMOB HIHU(PPOBAHUS.
Haubonee oueBuaHOE pelleHUE 3a7a4 3aKPBITHS COOOIIEHUH, COCTOSIIMX M3 HECKOJIbKUX
OJIOKOB, 3aKJIIOYaeTCsd B HE3aBUCUMOM IIM(POBAHMM KaXJOro OJI0OKa Ha OJHOM M TOM JK€ KIIIOUe
Kag. [lanHas xnaccuyeckas cxema 0yio4yHoOro mudpoBanus (pUcyHoK 2.12) u3BecTHA 1O/ Ha3BaHUEM
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pexkuma arexkmponnot kooosou knueu (Electronic Code Book (ECB)).
VYpaBuenus 3ammuppoBanus u pacmudposanus B pexxume ECB umeror Bum:

Ci = Eas(pi),
pi = Dag(Ci),
I=1m

Pexum umeeT Tpu CyIIECTBEHHBIX HeJocTaTKa. Tak kKak OJIokd mupyroTcs HE3aBUCHMO
JpyT OT Apyra, MpHU 3amudpPOBAHUH IBYX WU 00JIee OJMHAKOBBIX OJIOKOB IMOIYYAIOTCS OJJMHAKOBBIC
osoku mudpoTekcra u Haobopot. [JanHoe cBoiicTBO pexkuma ECB 1mo3BosisieT MpOTUBHUKY ACNIaTh
BBIBOJIBI O TOXKJIECTBEHHOCTH TE€X OJIOKOB OTKPBITOIO TEKCTa, KOTOPHIM COOTBETCTBYIOT OJMHAKOBBIC
6moku mudporekcra. B Tex ciydasx, koraa AJIMHA UCXOJHOTO COOOIEHHUs HE KpaTHa N, rae N -
pa3psaIHOCTh OJIOKOB, BOSHHKAET MpoOIemMa JOMOJHEHHS MOCeIHEro OJ0Ka 10 HYXKHOTO pasMepa.
JloroyiHEHHE TOCJEIHEro HEIMOJIHOTO OJoKa Hekoel (UMKCHUpOBaHHOW KoMOWHanuel OUTOB B
HEKOTOPBIX CIIydasx MOXET TO3BOJUTh TMPOTHBHUKY METOJIOM Tepedopa OMpeNeiInTh STOT
HenoJHbIM Ook. Y HakoHel, JaHHBIA PEeKUM HEUYBCTBUTEJICH K BBINAJACHUIO WM BCTaBKE LIEIOT0
grciia 6JI0KOB MU(POTEKCTA.

Py P, - Pn

x v

COCD G

(%% (A . C

j
(o) () (-
J

2 vou =

6
Pucynox 2.22. Pexum mudposanus ECB: a - 3ammdposanue, 6 - pacmuppoBaHue

OTMeueHHbIE HEIOCTaTKH OTPaHUYMBAIOT 00JIACTh HCTONb30BaHUs peknmMa ECB TonbKO
mudpoBaHueM KIOueBOW HHpopManuM, O0O0bEM KOTOPOH OOBIYHO KpaTeH N, NpUd 3TOM
Ka4yeCTBEHHBIE KJIIFOYM HE MOTYT COJepKaTh MoBTopsromuxcs 0okoB. [Ipumenenne pexxuma ECB
OIpaBJIaHO TaK)Xe B 0a3ax JaHHBIX, KOTJa TpeOyeTcss MPOU3BOJIBHBIN JOCTYI AJS YTEHMS/3alUCH K
Pa3TMYHBIM TIOJISIM.

Bce ocranbHble peXHMBl pealn3ylOT KOMOMHHPOBAHHBIE CXEeMbl IIH(POBAHUS U
00€eCIeunBaOT 3aBUCUMOCTh KKJIOTO OJI0Ka MHU(PPOTEKCTa HE TOIBKO OT COOTBETCTBYIOIIETO OJIOKA
OTKPBITOTO TEKCTa, HO U OT ero HoMmepa. Ha pucynke 2.13 noka3aHa cxema mu(pOBaHUS B pEeKUME
cyennenus  6nokos wugpomexcma (Ciphertext Block Chaining (CBC)). VpaBHenus
3amm@poBanus U pacumdponanus B pexume CBC umeror Bu:

Ci = Eas (pi @ Ci-1),

Pi = Dag (i) & ci,

i=1m
TZIe CEKPETHOCTh N-pa3psiHOTO OJIoKa €9 (CHHXPOMOCHUIKM WM BEKTOpAa WHUIMATU3AINH) HE
ABIIsIETCS 0053aTENbHOM.

54



Py P, Pn

v !
) L ¢ Cn
I [ | a

Py P, P

6
Pucynok 2.23. Pexum mmdposanus CBC: a - 3ammudpoBanue, 6 - pacimdpoBaHue

OtnuunrensHBIMEA 0coOeHHOCTsIME peskuma CBC SBISIOTCS 3aBUCUMOCTD TIPH 3ai(ppoBaHu i-
ro 0j0ka MUGPOTEKCTa OT BCEX MPEALIECTBYIOIUX OJIOKOB OTKPHITOTO TEKCTa U 3aBUCUMOCTb IPHU
pacmm(ppoBaHUU KaXKA0ro OJOKa OTKPBITOTO TEKCTa pj, TOINBKO OT ABYX OJOKOB Ciq H Ci
mmdporekcra. [leppoe cBONCTBO AenaeT NPUTOJHBIM UCIION  b30BaHUE PeKUMa JUIsl pellieHus 3a/1a4
KOHTPOJIS LIEJIOCTHOCTU nHpopManuu. Bropoe CBOWCTBO JeNaeT pexuM
CAMOCHHXPOHHM3UPYIOIUMCS: OAMHOYHAs omMOKa mpu mepenade (oumuOKa mpu nepegaye OAHOIO

0J10Ka) MOXKET MIPUBECTH K HETIPABUILHOMY paciin(ppoBaHUIO TOIBKO JIBYX OJIOKOB.
Cxema pexuma o6pamnuas céazo no wiugpomerxcmy (Ciphertext Feedback (CFB)) noka3ana Ha

pucyHke 2.14. YpaBHeHus 3ammdpoBaHus U paciinGpoBaHusl UMEIOT BU/L:

C=p ® Ef—\tB) (Si—l)’

P =¢® E,(At\I)S(Si —1)’

S. :(Zt S, +c.jmod2n,
[ -1 i

I=1m

rae

N - pa3psIHOCTh PErucTpa CABUTa,

t - paspsgHOCTh IHPpyeMbIX 0J0KOB naHHBIX (1<t<n),

So - HAa4aJIbHOE COCTOSIHUE PETUCTPA CABUTA (CHHXPOIMOCHUIKA/BEKTOP MHUIIUATN3ALINH),

E/(:B) (SH) - t ctapmux OuTOB N-pazpsaHoil mudporpamMmsl Eag(Si-1).
Cxema mmdpoBanne B pexmme CFB mpm t = n mokazana Ha pucynke 2.15. VpaBHeHus
3amu@poBaHus U paciiupoBaHUsI IPUHUMAIOT BUI:

Ci = Pi @ Eag(Ci-1)
pi = Ci ® Dag(Ci-1)

55



I=1Lm

CgoiicTBa naHHOW cxembl mm@poBaHus aHamornuHbl pexumy CBC: mpu 3ammudpoBanun
KOKIBIA OJIOK MmU(POTEKCTa 3aBUCUT OT BCETO MPEAIISCTBYIONIETO €My OTKPBITOrO TEKCTa, MPH
pacmppoBaHUU OTCYTCTBYET 3P HeKT "pa3zMHOKEHHUA" OMNOOK.

P; b
//t //t
/D
LV Ej
S;“
At xn
Perucrp So
cagura

P; G
// t /’t
EAB
S
An
Perucrp | So
casura
T ™
AR
; ,\ A

Pucynok 2.24. Pexum mmdposanus CFB: a - 3ammdposanue, 6 - pactmdpoBanue
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Pucynoxk 2.25 - Pexxum mmdposanuss CFB (qacTHblit citydaii t = n):
a - 3amudpoBanue; 6 — pacmuppoBaHue

Cxema mudpoBaHus B pexuMe odopamuou ceészu no ewvixody (Output Feedback (OFB))
noka3saHa Ha pucyHke 2.16. ['amma mmgppa cCHUMAeTCsl ¢ BBIXOAHOTO T'€HEepaTopa MCeBA0CTyYaifHbIX
KOJIOB, PCaN30BaHHOTO HAa OCHOBE N- Pa3psAHOTO PETHMCTpa CIABHWIra, B IEMH OOpPATHON CBS3H
KOTOPOTro Hcrnoiib3yercs pyHKuus 3ammdponanus Eag.
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Pucynok 2.26 - Pexxum mudposanus OFB: a — 3ammdpoanue, 6 - paciudpoBaHue
VYpaaenwus 3ammdpoBaHus U paciiiGpoBaHUs HMEIOT BH/I:

Ci=pi Dy,

pi = Ci @ i,

Yi= E,(Atls?(si—l)’

i =(2t Sj_1+C; )mod 2”,
i=1m

rac

Yi — OYEpEAHOM DIIEMEHT FraMMUPYIOILIEHN MOCIE10BATENIBHOCTH,

N — pa3psIIHOCTb pErucTpa CABUTA,

t — pa3psaHOCTD MU(pyeMbIX OJI0KOB JaHHBIX (1<t<n),

So — Ha4aJIbHOE COCTOSTHUE PErMCTpa CJIBUra (CHHXPOINOCHUIKA/BEKTOP HHUIIMAIN3ALINN),

E/(:B) (Si_l) - t crapmiux 6uTOB N-paspsaHoi mudporpammbl Eag(Si-1).

ITocrnenoBarenbHOCTD Y=Y1Y2...Yi...Ym HE 3aBUCUT OT OTKPBITOI'O TEKCTA U ITO3TOMY BCSKUH pa3
npu GUKCUPOBaHHBIX Kag M Sp Oy/eT BbIpabaThiBaThCsl OJJHA U Ta ke ramma. JlaHHbIH (akT Tpedyer
py WK(GPOBaHUU HA OJHOM KIIIOYE JABYX PA3JIUYHbIX MAaCCHUBOB JAaHHBIX HCIIOJIb30BATh Pa3IUYHbIC

CHHXPOIIOCBIIIKH.

Cxema mmudpoBanus B pexxume OFB mpu t = n mokasanma Ha pucynke 2.17. YpaBHeHHS

3ammdpoBaHus ¥ paciH(POBAHUS TPUHUMAIOT BHI:
Ci = Pi @ Eas(Si-1),
Pi = Ci ® Eag(Si-1),
si=Eag(Si-1),
I=1m
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Pucynok 2.27 - Pexxum mmdposanuss OFB (vacTHbii cinydait t = n):
a - 3amupoBanue, 6 - pacmuppoBaHue

[Ton pesrcumom wugposanua noHUMaeTCs TaKOW aJrOPUTM MPUMEHEHUs: OJ0YHOro mudpa,
KOTOPBIHM MPH OTIPABKE COOOIIEHUS MO3BOJIIET MPEOOPa30BbIBATh OTKPBITHIA TEKCT B MIH(PPOTEKCT
U, TOCie Mepefayd d3Toro IMHUGPOTEKCTa IO OTKPHITOMY KaHaly OJHO3HAYHO BOCCTAHOBUTh
NepBOHAYANIbHBIN OTKpBITHIM TekcT. Kak BuAHO W3 ompexaeneHus caM OnO4HBIA mup Tenepb
SBJISICTCS JIMIIb YACThIO APYrOro ajJropuTMa — ajJropurMa pexxuma mudpoBaHus. ITo 00yCIOBIEHO
TeM, 4TO OJIOUHBIN (P paboTaeT TOIBKO C OTACTBHBIM 0J10KOM JAHHBIX, B TO BPEMsI KaK aJlfTOPUTM
pedcuma wugposanus UMEET JEN0 YK€ € LENbIM coobujeHuem, KOTOPOE MOXKET COCTOSITh U3
HeKoToporo uucia N 61okoB. bonee Toro, coobimienne BooOIIe HE 0053aHO COCTOSITh U3 OJIOKOB, B
TOM CMBICIIE, YTO 3TO COOOIIEHHE HE BCErja MOKHO Pa3OuTh Ha yenoe 4uciao N O10koB. B 3tom
cllydae B pa3HbIX peXUMax MHUPPOBAaHUS MPUXOAUTHCA JOMONHITH COOOLICHHE Pa3IUYHBIM
KOoJIM4ecTBOM OuT. Takoe JOMOJHEHHE MOYTH HEU30eKHO, HO MUHMMAJIbHAA BEJIMYHMHA, K KOTOPOM
HY)XKHO "TIOATSIHYTB" IJIUHY COOOIIEHHS pa3inyHa JJIs pa3HbIX PEKUMOB MU(POBAHUS U HAPIMYIO
3aBUCHUT OT JUIMHBI OPIMU COOOIEHHs ¢ KOTOPOM padoTaeT Kaxaas UTepalus alropuTMa JJaHHOTO
pexuma.
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CpaBHenne anroputmoB mmpposanus 'OCT 28147-89 u AES

Cpasuurenbubie xapaktepuctuku anroputMoB 'OCT u Rijndael nmpuBenens! B
crenyroniel Hike Tabnuie.

Tabmuma 2.5. CpaBHUTENbHBIC XapakTepucTHKU anroputMoB 'OCT28147-89 u Rijndael

Ilokazarenb T'OCT28147-89 Rijndael
Pazmep 6noka, But 64 128, 192, 256"
Pazmep knwoua, ouT 256 128, 192, 256

ApxutekTtypa OpHopogHan cBanaHcu- «KesagpaT» (Square)
poBaHHan ceTb PaiicTena
Uncno payHgos 32 10, 12, 14°
IMorkazatean IroCcT28147-89 Rijndael

YacTe 6noka, wugpyeman sa oguH
payHa, Gut

32 (nonBnoka)

128, 192, 256 (nonHbili
Bnok)

Pasmep payHOoBOro KMHYeBoro
anemMeHTa, BUT

32 (nonoewHa pazmepa
Bnoka)

128, 192, 256 (paeeH
pasMmepy Gnoka)

CTpyKkTypa payHga

MpocTan

Bonee cnoxHan

Wcnonbayemele Ha payHAe onepauyuy

Tonbko agaMTHUEHbIE
onepauyunu, NOACTAHOBKM 1
caBuru

LUMpOHOE HMcnone3oeaHe
onepau,MH Hafd KOHe4YHBIMK
nonAami

OKBMBanNEeHTHOCTb NPAMOTo U
obpaTHoro npeobpazoBaHnii.

C ToyHOCTEK A0 NopAaka
CnefoBaHnA KMo4veBsbIx
3MeMEeHTOB

C TouHOCTBEH AC BeKTOpAa
KNHO4YeBblX 3NeMeHTOB,
Yana zamMeH U NpoYnx

KOHCTaHT anroputma

B otinnumne ot 'OCTa, pazmep mmdpyemoro 6510ka u pasmep kitouya B anroputme Rijndael
MOTYT M3MEHSTHCS, YTO JOMYCKAeTCsl MCIOJIb30BAHHOW B HEM apXUTEKTYpOil «kBaapaT». JlaHHOE
CBOWCTBO IO3BOJIIET BapbHPOBATh CTOMKOCTh M OBICTPOJEHCTBHE aNroOpUTMa B 3aBHCHUMOCTU OT
BHEIIHUX TPEOOBAHUH K pealn3alui B HEKOTOPBIX MpeJesiaX, —0THAKO, HE OYeHb IHUPOKUX, — YUCIIO
payH/10B, a BMECTE C HUM U OBICTpPOAEHCTBUE, B KpallHUX CiIydasx pa3nuyarorcs B 1.4 pasa.

CpaBHeHMe 001IMX aPXHTEKTYPHBIX IPUHIUIIOB

Kpunroanroputm 'OCT 28147-89, kak 1 OOJIBIIMHCTBO MH(POB «II€PBOr0 MOKOJIECHUS,
paspabatbiBaBmuxcss B 70-e roasl M B mepBoil mojoBuHe 80-X, Oa3zupyercss Ha apXHUTEKType
«cbamancupoBanHas cetb QDaiictens» (balanced Feistel network). OCHOBHBIM NPUHIMIIOM 3TON
ApXUTEKTYpBI SIBISIETCS TO, YTO BECh IPOLECC MUPPOBAHHUS COCTOMT W3 CEPUU OIHOTHITHBIX
payHnnoB. Ha kaxnom paynzae mmdpyemslii 610k T nenutes Ha ase yactu (T0,T1), oqHa U3 KOTOPBIX
MoaupUIMpyeTCcs MyTeM MOOUTOBOTO CIIOKEHUS 10 MOIYJIIO 2 CO 3HaYEHHEM, BbIpabaThIBAEMOM M3
JApyrol YacTd M KIIOYEBOTO JJIEMEHTa payHJa C IOMOIIbI0 (QYHKIUHM MudpoBaHui. Mexay
payHIamMH 4acTu OJIOKa MEHSIOTCS MECTaMH, M, TAKUM 00pa3oM, Ha CIEIYIOLEM payHAe TEeKYyLIUi
M3MEHEHHBIM OJIOK CTaHeT HEeM3MEHHBIM M HaoOopoT. Cxema anroputma mmdposanus no 'OCT
28147-89 mnpuBenena Ha pucyHke 1(a). IlogoOHas apXWTEKTypa TO3BOJSET JIETKO TOTYyYUTH
obOpatumoe Kpuntorpapuueckoe mnpeoOpa3oBaHUE U3 CIOKHOW M, BO3MOXHO HEOOPaTHMOH,
¢byaknun mudposanus. BakHON 0COOEHHOCTBIO ATOrO MOAXOJA SBISETCS TO, YTO 3a payH[
mudpyeTcst pOBHO MOJIOBUHA 0JIOKA.

[Mudp Rijndael mmeer npuHIUNHAIBHO IPYIYIO apXUTEKTYpPy, IMOJYYMBIIYIO Ha3BaHUE
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«kBaapaT» (Square) Mo UMEHH MEPBOTO BHIMOJTHEHHOTO B Hell mudpa,— oH ObLUT pa3paboTaH TeMH ke
CTIICIMANMCTAMA HECKOJBKUMH TOJaMH paHbIIe. JTa apXUTEKTypa Oa3upyercss Ha TNPSIMBIX
npeoOpa3oBaHusX mudpyemMoro 6J10Ka, KOTOPBIH MpecTaBseTcs B (GopMe MaTpHILIbI OANTOB.

3amu@poBaHUe TaKKE COCTOUT U3 CEPUH OJHOTHITHBIX IIaroB, PayHIIOB, OJHAKO HA KaXKJOM
paynze 670K mpeoOpasyercss Kak €MHOE LIeJI0e U HE OCTAeTCsl HeM3MEHHBIX yacTeil Oioka. Takum
o0pasom, 3a payHa mH@pyercs MONHBIA OJIOK, CIeIOBATEIbHO, ISl 00ECIEUYeHUS COMOCTaBUMOMN
CIIO)KHOCTM W HEJIMHEHHOCTH TpeoOpa3oBaHMsS TaKUX IIaroB TpeOyeTcss BIBOE MEHBIIE II0
cpaBHeHHIO ¢ ceThro Daiictens. Kaxaplid payHa 3aKit04aeTcsi B TOOMTOBOM CIIOKEHHH 11O MOJIYJITIO 2
TEKYILETO COCTOSHUS IMHU(PpPyeMoro OJ0Ka M KIIFOYEBOTO 3JIEMEHTA PayHJA, 3a KOTOPBIM CIEAyeT
CIIO)KHOE HEJMHEWHOe TMpeoOpa3oBaHue OJIOKa, CKOHCTPYHMPOBAHHOE M3 TpeX 00Jee MPOCTHIX
peoOpa3oBaHuii, MOJPOOHO PaCCMOTPEHHBIX B ciemyromieMm pasaene. Cxema anroputMa Rijndael
NIPUBE/ICHA HI)KE HAa PUCYHKE.

T T
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Pucynok 2.28. Cxema npeobpazoBaHus JaHHBIX MPH MU(POBAHUN JaHHBIX 110 aITOPUTMAM
'OCT28147-89 (a) u Rijndael (6)

Ha pucynke 2.18 ncnonb30BaHHbI cle1yromue 0003HaueHus:

I'T" - wvexogHbii v 3awngpoBaHHbli BNokW COOTBETCTBEHHO;
k; — KNIOYEBOW 3INEMEHT payHAaa;
X; — cocTOAHWE Mpoluecca WK poBaHuA nocne i-Toro payHaa;

SJIX k) = dyHrkyna wudpoeanna anroputma MOCT28147-89;
NLT NLT'- perynAapHoe HenWHellHoe npeobpasoBaHWe W HeENWHeHoe npeobpa-
soBaH1e nocnefHero payHga anroputMa Rijndael cooTeeTcTEEHHD;

R =yucne payHgoe B anroputve Rijndael (10, 12 unn 14).
CpaBHeHHe payHA0B IIM(POBaHUSA

B amropurme ['OCT28147-89 wucnonb3yercss CpaBHHUTEIbHO HECIOXKHas (YHKLIUSA
mUQppoBaHus, COCTOSIIAsS M3 AJJAWTHUBHON olepanuy KOMOMHHUPOBAHMSI BXOJHOIO IOJNYOJIOKa C

KJIIOUEBBIM JJIEMEHTOM DPAayHAA — CIOXKEHHS MX MO0 MOAYIH 232, NMOACTAHOBKH, BBINOJIHAEMOU
HE3aBHCHMO B BOCbMM 4-OWTOBBIX TpYINax, U OMTOBOI IMepecTaHOBKM — BpaieHus Ha 11 OuT B
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CTOpOHY cTapmux pa3psanos. Cxema paynaa mudposanus no 'OCT uzo0paxkeHa Ha pucyHke 2(a).

B Rijndael mmdpyemslii 60K ¥ €ro MpOMEXYTOUYHBIE COCTOSHUS B X0JI€ TTPeoOpa3oBaHUs
MPEJCTABISAIOTCS B BUJE MAaTpUIlbl 6aiiToB 4 N, rae N = 4,6,8 B 3aBUCUMOCTH OT pa3zMmepa OJI0Ka.

OyHKIUS HEJIMHEHWHOro mpeoOpa3oBanus B anroputMme Rijndael cocrout w3 Tpex
CIIEYIOIUX
AJIEMEHTapHBIX MPE0OPa30BAHUIM, BBITIOIHAEMBIX MOCIEI0BATENBHO:

OaliToBasg TMOJACTAaHOBKA — KaxIblii OaiiT mpeoOpazyemMoro OJOKa 3aMEHSETCS HOBBIM
3HaYEHUEM, U3BJIEKAaeMbIM U3 OOLIET0 JIJIs BCeX 0alTOB MaTpPHUILIbI BEKTOPA 3aMEHBL;

MOOAWTOBBIM MHMKJIMYECKUH CIOBUT B CTPOKAX MATPHIIBL: TIE€pBas CTPOKA OCTaeTCs
HEU3MEHHOM,
BTOpasi CTPOKa LMUKIMYECKH CABHTaeTCs BJIEBO Ha OAMH OaiiT, TpeTbs M dYeTBEpTas CTPOKa
LMKJIMYECKH CABHUIAIOTCS BJIEBO COOTBETCTBEHHO Ha 2 U 3 Oalita 11 N =4 unu 6, 1 Ha 3 u 4 Oaiita
s n=8;

MaTpUYHOE YMHOKEHUE — MOJIY4YeHHAsl Ha MPEeAbIAYIIeM IIare MaTpulla yMHOXAeTcs cieBa
Ha CJIEYIOLIYI0 MaTpULy—LIUPKYJISHT pa3mepa 4x4:

02 03 01 Ol]
01 02 03 0l
01 01 02 03
103 01 01 02

[lpu sTOM omepanmuu C 3IEMEHTAMH MaTpHll (CIOKEHHE M YMHOXKEHHE) BBIOJHSIOTCS B
koneunoM nosie GF(28), mopoxxnaemom HenpuBoaumbiM Hag GF(2) monmmaoMmom M(X) = X8 + x4 +
X3 + X + 1. B 3TOM KOHEUHOM TI0JIE CIIO’KEHHE OAUTOB BBIMOJIHACTCS KaK MOOUTOBOE CyMMHPOBaHHE
M0 MOAYIIO 2, a YMHOKEHHE — HECKOJIbKO OoJiee CIOXKHBIM criocobom. Cxema payHaa alnropurma
Rijndael uzo0OpakeHna Ha pUCYHKE.
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Pucynok 2.29. Cxema npeo0Opa3oBaHus JaHHBIX JUIs OJJHOTO payH/a u(POBaHUS 110 aJITOPHTMaM
'OCT28147-89 (a) u Rijndael (6) cooTBeTCTBEHHO
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Ha pucynke 2.29 ucnons30BaHHBI CAEAYIOMNUE 0003HAYCHHUS:

XHL) X(H'L") -npeobpasyemblit Bnok (Mnu ero ctapwan v Mnagwan Hactu
COOTBETCTEEHHO) Ha BXOA4E W Ha Bbixode payHaa;

k — KMIOYEBOKM 3NEMEHT payHaa;

S[] - dyHKkumA noacTaHoBKK, rpynnami no 4 Buta ana MOCTa v Balttamu gnAa
anroputma Rijndael;

R:] — onepaynAa LUKNUYecKkoro caeura (epawenHna) 32-butoeoro cnoga Ha 11 our
B CTOPOHY CTapLUMX paspAace,;

R, - onepauwna nocTpodHOro BpalleHa MaTtpuyel anroputma Rijndael;

M= = ymHOMEHWE MaTPUUBI AaHHBIX cneea Ha maTpuyy M e anroputme Rijndael.

IToka3aTesiu CTOMKOCTH AJITOPUTMOB

PaccMoTpuM ycTOHYHMBOCTH 000X aJITOPUTMOB K M3BECTHBIM BU/1aM KPUIITOAHAIIN3A.
Haubonee yauBepcanbHbIMU U 3()(HEKTUBHBIMU /ISl aJITOPUTMOB IIMPOKOTO KJIAcca SBISIOTCS
nuddepeHranbHbIN U JIMHEHHBIN BUIbI KPUIITOAHAIN3A.

Jatb onenky ycroiunBoctu ainropurma 'OCT28147-89 k KOHKpeTHBIM BUaM
KpUNTOAHAJIM3a HEBO3MOXKHO 0€3 creru@uKanuy y3a0B 3aMeH, Tak Kak KadyecTBO 3TOro mudpa
CYLIECTBEHHBIM 00Pa30M 3aBUCHUT OT Ka4€CTBA UCIIOJb30BaHHBIX y3510B. OHAKO HUCCIIETOBaHUS
OJIM3KUX 10 apXUTEKType MHU(POB ¢ 3aaHHBIMU Tabnuuamu nojcranoBok (DES) nokasanu, yro
Kpunroanaiau3 mudpa ¢ 16 paynaaMu B IPUHIUIIE OCYIIECTBUM, OJTHAKO TpeOyeT O4eHb OOJIBIIOro
Yyclia UCXOJTHBIX JTaHHBIX, a npu 20-24 payHaax craHoBUTcs TeopeTnuecku OecrionesnbiM. [[OCT
npenycMarpuBaer 32 payHaa MUQPOBaHHA, M STOTO KOJMYECTBA XBaTaeT C 3amacoM, YTOOBI
YCIIEIIHO MPOTUBOCTOSATh YKa3aHHbIM BHUJaM KpUITOAHaIN3a. B OTKpBITON meyaTH OTCYTCTBYIOT
coobmenust 06 ycrermHoM BekpbiTHH 'OCTa ¢ xakuMu-1mmb0 y3i1amMu 3aMeH, — Kak C TECTOBBIMH,
cnenuduupoBanubiMu B ctangapre ['OCT P34.11-94, tak u ¢ TemMu, ¢ KOTOPBIMU peaU3aliu
I'OCTa nocTaBisuiuch B KOMMEPUYECKHUE OPraHU3alUH.

I[To ouenkam pazpaborunkoB mudpa Rijndael, y)xe Ha yeTblpex payHJax MUGPOBAHUS ITOT
QITOPUTM TPHUOOPETAeT JOCTATOYHYIO YCTOWYMBOCTh K YKa3aHHBIM BHUJAM KPHUIITOAHAIIN3A.
Teopernueckoii rpaHuIei, 3a KOTOPOH JTMHEHHBIN U AU(epeHInanbHbIN BUBI KPUIITOAHAIN3A
TEPSIIOT CMBICI, SIBIsieTCsl pyOex B 6-8 payHIOB B 3aBHCHUMOCTH OT pa3mepa Oioka. CoryacHo
cneun¢pukanuy, B mmdpe npenycmorpero 10-14 paynnos. CaenosarensHo, mudp Rijndael Taxoke
YCTOMYMB K YKa3aHHBIM BHUJIaM KPUITOAHAIN3A C ONPEEIEHHBIM 3aI1acoM.

Takum o6pa3zom, o0a cpaBHUBaeMbIX MIMdpa 00JAAAIOT JOCTATOYHOM CTOMKOCTBIO K
M3BECTHBIM BHUJAaM KpUIITOAHaIM3a. B meuaTu OTCyTCTBYIOT KakHe-TMOO CBEAEHHUS 00 YCHEIIHbIX
CllyyasiX BCKPBITHS yKa3aHHbIX IIM(QPOB, a TaKKe OMHCAHUS INPOLEAYp, KOTOpble TEOPETHUECKU
MO3BOJIMIIN ObI IeMH(ppoBaTh COOOIIEHNE C MEHBIIUMH BBIYUCIUTEIbHBIMU 3aTPATaMH, YEM MOJHBIH
nepedop Mo BceMy KIHYEBOMY IIPOCTPAHCTBY.

IIpon3BoaNTEIBHOCTH M YA00CTBO pean3anuu

[Tpu ouenke nocTmxuMol 3(pQEeKTHUBHOCTH anmapaTHOW peanu3alud MHU(POB TIaBHBIM
KpUTEpUEM SIBJISIETCSI KOJUYECTBO M CIIOKHOCTH JJIEMEHTapHBIX OMNEepalui, KOTOpble HEOOXOAUMO
BBINOJIHUTH B LUKJIE MIM(POBaHUS, a TaKkKe BO3MOXKHOCTh MX MapajjielibHOro BbimosHeHus. [lpu
olieHKe 3(()EKTUBHOCTH BO3MOXKHBIX MPOTPAMMHBIX peai3aliii TJIaBHBIM MHTEpeC MpEeJCTaBIISET
peamuzanus Ha 32-OuToBBIX miatdopmax, Tak Kak 32-pa3psiiHbleé MAaIIMHBI COCTaBISIOT B
HacTodlee BpeMs OOJBUIMHCTBO KOMIBIOTEPHOTO IMapKa uYesloBedecTBa. Takke NpeJcTaBIIseT
MHTEpEC pealn3anus MUPPOB Ha 8§-OMTOBBIX MHUKPOKOHTPOJUIEPAX, SIBJISIOLIMXCS OCHOBOU
TEXHOJIOTUU MHTEIJIEKTYyalbHBIX KapT. [1o100HbIE yCTpOiicTBa MOTYT HCIIONIB30BATHCS B PA3IUUHbBIX
cucreMax OEe3HAJMYHBIX PACUETOB, CTAHOBSIIUXCA Bce Oojee MOMYIIPHBIMH B MHUpPE, — YHCIO
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MOJIb30BaTeNel TAKMX CHCTEM B ITOCIIEAHEE BPEMS pacTeT BeChbMa OBICTPHIMU TEMITAMHU.

Poccutickuii cragmapt mmdposanus ['OCT 28147-89 ynobeH kak aJis anmapaTHO#, TaK U
U1 porpaMMHoOi peanuzanuu. [Ipu pazmepe 61o0ka ganHbIx 64 6uTa, OCHOBHas paboTa BeIeTCs C
MOJIOBUHKAMHU 3TOr0o 0yioka — 32-OMTOBBIMU CJIOBAMHM, UTO MO3BOJIAET 3(D(PEKTUBHO peann3oBaTh
poccuiickuii cTanaapT mWuppoBaHKs Ha OOJBIIMHCTBE COBPEMEHHBIX KOMITBIOTEPOB.

[Tpu peanuzaruu Ha 32-OMTOBBIX MaIIMHAX HauboJIee TPYTOEMKON ONEpaIei SBsSETCS
3amena. Ilpexycmorpennsie 'OCToM moacTaHOBKM B 4-OMTOBBIX TpyNIax MpH IIPOTPaAMMHOM
peaiMzanuyu yIoOHO MONapHO OOBEIWHUTH M BBHINOJIHATH 3aMEHY B 8-OMTOBBIX TIpynmax, 4To
cymectBeHHO 3¢ dekruBHee. Hamexamas opraHu3anus 3aMeHbl MO3BOJSIET Takke H30€XaTh
BBITIOJTHEHUS BPALIEHUS CIIOBA HA BbIXOJE (PYHKIHUU MIUPPOBAHUS, — €CITH XPAHUTD y3JIbI 3aMEHBI
KaK MacCUBBI 4-0aliTOBBIX CJIOB, B KOTOPBIX YX€ BBIIIOJHEHBI HEOOXOIUMBbIE CABHUTH. Takas
«paznyras» Tabiauia 3aMeH moTpedyer s cBoero xpaHeHus 4 28 4 = 212 OGait wim 4K
ornepaTuBHOW mnamsATu. OJHA 3aMeHa pealu3yercs 3a TP OJHOTAKTOBbIE MAalIMHHBIE KOMAaHJbI:
3arpy3ka OaliTa B MHJIEKCHBII pErucTp, 3arpy3ka 3aMEHSIONIEr0 3HAUYeHHUS B PETUCTD,
UCTOJB30BaHUE 3arpy’)KCHHOTO 3HAYEHHS B OIEpalud IMOOWTOBOTO CyMMHpOBaHUs. B wurore
MePEYMCIICHHBIE IIard ONTHUMH3AIUK MO3BOJISIOT peasin3oBaTh payHa mudposanus mo ['OCT 3a 15
OJTHOTAKTOBBIX MAIMUHHBIX KoMmaHa. C yd4eroM BO3MOXKHOCTH mporeccopoB Intel Pentium mo
napajyuiebHOMY BbINOJHEHHIO KomaH, payHa ['OCTa MoxkeTr ObITh peain30BaH 3a 8 TaKTOB PabOTHI
mporeccopa, a Bech mporiece mudposanus —3a 32 8 = 256 takroB. Ha nporeccope Intel Pentium
200 3TO MO3BOJIUT AOCTUYB TIpeeia ObICTPOACHCTBUS MUGPOBAHUS TPUMEPHO 6.0
MoaiiT/c, B pealbHOCTH 3Ta BEIWYHHA Oy/I€T MEHBIIIE.

['OCT moxet ObITh TakkKe 3P PEKTUBHO peann30BaH Ha §-OUTOBBIX MUKPOKOHTPOJLIEPAX,
MOCKOJIBKY COCTABIISIFOLIHME €r0 JIEMEHTApHBIC ONEPallii BXOSAT B CUCTEMY KOMaH]l OOJIbIIMHCTBA
HauboJee paclpoCTPaHEHHBIX KOHTposiepoB. [Ipu sToM cymmupoBaHue o Moayito 232 mpuuercs
pa3zeNIuTh Ha OJHY ONEpALUIO CIOXKEHMs 0e3 MepeHoca, U TPU ONEpalliU CIOXKEHUS C IEPEHOCOM,
BBHITIOJIHSIEMbIE KacKagHo. Bce ocranbHbIe Omepaldy TakKe JIETKO MOTYT OBITh HPEICTaBJICHHI B
TepMUHaX 8-0alTOBBIX OTIEPAHIIOB.

[Ipu anmapatHo¥ peanuszauuu ['OCTa omuH payHA mpeanoiaraeT IOCIeI0BaTeIbHOE
BBIIIOJIHEHUE TpexX omepauuil Hajg 32-OMTOBBIMM apryMEHTaMHU: CYMMHPOBAHUE, BBINOJIHsSIEMas
OJTHOBPEMEHHO 3aME€Ha BO BCEX BOCbMM 4-OMTOBBIX TIpymmax M MOOMTOBOE CYMMHUPOBaHHE I10
Monyio 2. Lluknnueckuil cIBUT He SIBIISIETCS OTAENIBHON omepanuei, T.K. o0ecrieunBaeTcs NpocTon
KOMMYyTallied MpOBOJHUKOB. TakuM o0Opa3oM, MpHU ammapaTHOM peanu3alliu LUK MU(POBAHUS
TpeOyeT BBINOJIHEHMsS] CTa WIECTH DJEMEHTapHBIX Olepaluil, U 3Ta paboTa HE MOXKET OBITh
pacnapaiesneHa.

Tenepr paccMOTpuM OCOOCHHOCTH peanu3anuu ainroputma Rijndael. Dtor anroputm
ABIAETCS OalT-OPHEHTUPOBAHHBIM, T.€. TOJHOCTBIO MOXET OBITh cHOpMyNIHpOBaH B TEepMHUHAX
ornepaiuii ¢ 0aiitamu. B anroputme mMpoKo UCHOB3YIOTCS alredpandeckue ornepanry B KOHEYHbIX
noJjisiX, Hambolee CIOXKHO pealu3yeMoil u3 KOTOpbIX sBiseTcs yMmHoxkeHue B GF(28).
HenocpencTBeHHOe BBINIOJIHEHUE JSTUX oOlepanuil mpuBeno Obl K KpaliHe Hed)PeKTUBHON
peanuzanuu anroputMma. OnHako 6aiiToBas CTpyKTypa HIH(pa OTKPHIBAET MIHUPOKHE BO3MOKHOCTH
M0 ONTUMHU3AIMU MPOTPAMMHOM peanu3alnuu. 3aMeHa OailTa 1Mo TaOnHIle C MOCIEAYIOIINM
YMHOXXEHHEM Ha KOHCTaHTy B koHeuyHoM mosie GF(28) moxeT ObITh MpeacTaBieHa Kak OJJHa 3aMeHa
no tabmuie. B nmpsmom mudpe ucnonwszytores Tpu xkoHcTaHThl (01, 02, 03), u, ciaemoBarensHO,
MOHAZ00ATCA TpH TakuX Tabmumbl, B oOpatHoMm — yetbipe (OE, 0D, 0B, 09). Ilpu namiexamieit
OpraHm3aluu mporecca MmudpoBaHUs MOCTPOUHBIH OaWTOBBIA CIBUT MaTPHIIbl JaHHBIX MOKHO HE
BBIMONHATE. [Ipu peanmmzamum Ha 32-OMTOBBIX MIAaTGOpMax BO3MOXKHO pealn30BaTh OaWTOBYIO
3aMEHY U YMHOXEHHE 3JIEMEHTa MaTpUILIbl JaHHBIX Ha cToj0en Matpuilbl M kak oqHy 3ameHy 8 OUT
Ha 32 Outa. Takum oOpa3zom, npeoOpa3zoBaHHe OJHOIO 32-OMTOBOTO CIIOBA JAHHBIX BKIIIOYAET
4yeTblpe OalTOBBIE 3aMEHbI, KaxJas M3 KOTOPbIX, Kak OBbLIO OTMEYEHO BbIlIe, TpeOyeT Tpex
OJTHOTAKTOBBIX MAIIMHHBIX KOMaHJ. B uTore yacte payHaa st OMHOTO 32-OMUTOBOTO CIIOBA MOXKET
OBITh peanu3oBaHa Ha mporeccopax Intel Pentium 3a 14 xomang wim 3a 7 TakToB, 4TO Tpu 14
paynaax mm@poBaHus 1mo3BosisieT Ha mporeccopax Intel Pentium 200 gocTuyue TEOpEeTHUYECKOTO
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npenena ObICTponeicTBUs puMepHO 7.8 MOaiiT/c BHE 3aBUCMMOCTH OT pa3Mepa OJ0Ka JaHHBIX H
KJto4a. /{7151 MeHbIIero yncia payHJI0B CKOPOCTh MPOMOPIUOHAIBHO BO3PACTET.

Yka3aHHas BbIIIE ONTUMH3AIMS TOTPEOYET, OJJHAKO, OMPEACIICHHBIX PACX0/I0B ONIEPATUBHOM
namsitu. g kaxzaoro cronbua marpuisl M cTpouTcsi cBOM BEKTOp 3aMEHBI OJHOro Oaiita Ha 4-
0aiiTOBOE CIIOBO, TIOJy4aeM TOYHO TaKyIO XKe 1Mo pa3Mmepy, kak u B cixydae 'OCT, Tabnuiy 3aMeH, ee
pasmep paBeH 4 28 4 =212 6aiit unu 4K. Jlanee, TabauIibl, HCIOIb3yeMbIe TIPH 3aITU(POBAHUN U
pacmudpoBaHuy, pa3INdHbI, — 3TO yJBaWBaeT TPeOOBAHUS K OMEpaTUBHOM maMsaTu. Kpome Toro st
BBITIOJTHEHUS TOCJEIHEro payHaa paciin@poBaHMs HYKEH OTIEIbHBIA y3€ll 3aMEH, €ro pa3mep
paBen 256 6Gaiit wim 0.25K. B utore momydaem, uto st 32-OMTOBBIX NMPOTPAaMMHBIX peau3aIiii
mudpa Rijndael HeoOxomumo 8.25 KGalT onepaTBHON MaMsTH IJII XpaHEHUS Yy3JIOB 3aMeH. [l
COBPEMEHHBIX KOMIbIOTEpoB Ha 0asze Intel Pentium mop ympasnennem OC Windows 9x/NT/2000
3TO HE BBIMVISIAUT YpE3MEPHBIM TPEOOBAHHEM.

BaiiT-opuenTupoBanHasi apxurekrypa anroputMa Rijndael mo3Bossier uUpe3BBIYANHO
3¢ (}eKTUBHO peanu3oBaTh €ro Ha 8-OMTOBBIX MUKPOKOHTPOJUIEpAX, MCIOJB3YS TOJIBKO OIEpaliu
3arpy3KH-BBITPY3KH PETHCTPOB, MHIIEKCUPOBAHHOTO W3BIICUCHHs OaliTa M3 MaMsATH U TMOOUTOBOTO
CYMMHUPOBaHMSI MO MOAyI0 JABa. Takxke ykazaHHas OCOOEHHOCTb IIO3BOJIUT BBIIOJIHUTh
3¢ (HEeKTHBHYIO MPOTPAMMHYIO pean3aluio aaroput™a. PayHn mudpoBanus TpeOyeT BBITOJHEHUS
16 GalTOBBIX 3aMEH IUTFOC YETHIPE ONEPAIMH TOOMTOBOTO MCKIIFOYAIOIIETO WIM Haj 128-O0UTOBBIMU
0JI0KaMU, KOTOpPBbIE MOTYT OBITh BBITIOJHECHBI B TP dTana. B urore momydaem 4 orepamuu Ha payH
win 57 onepauuii Ha 14-payHI0BBINA TUKI MHU(DPOBAHUS C YUETOM «JIHIIHENH» Onepalnuy moOUTOBOTO
puOaBIICHUS KITFOYA 110 MOAYIIIO JIBa — 3TO MPUMEPHO BIBOe MeHbIe, yeM B ['OCTe.

Tak xak Rijndael oGmamaer BaBoe GONBIIMM pa3MepoM OJIOKa, 3TO MPUBOJUT K MPUMEPHO
YEeTBIPEXKPATHOMY TIPEUMYIIECTBY B CKOPOCTH TPU YCJIIOBHU allapaTHOM peanw3anuu Ha 0ase
OJIHOM U TOi1 ke TexHonoruu. Heo6xoauMo 3aMeTHTh, YTO YKa3aHHas BBIIIE OI[EHKA SBISETCS OYEHb
rpy0oii.

Tabnuna 2.6. IlokazaTtenu ObICTPOACHCTBUS peain3aliii CPaBHUBAEMbBIX
QJITOPUTMOB Ha s13bIke CH

T'OCT 28147-89 Rijndael, 14 pavagos
Pentinm 166 2.04 Moaiit/c 2.46 Mbaiit/c
Pentium IIT 500 8.30 Maaiit/c 9.36 Moaiit/c

Yro kacaeTcs annapaTHOHM peanuzanuy, To B otnuuue ot 'OCTa, Rijnael nmo3Bonser noctuub
BBICOKOM CTENEHU Mapajuleu3Ma MpHU BHINOJHEHUH IM(POBaHUS, ONEpUpPYeT OJIOKAMHU MEHbILEro
pasMepa U COACPKUT MEHBIIIEE YUCIO PAyHAOB, B CHILY YETrO €ro ammnapaTHoe BOIUIOLIEHUE MOXKET
0Ka3aThCsl CYIIECTBEHHO Oosiee ObIcTphIM. Ecnu cyauth mo AsimHe HauOOJBLIETO MYyTH B CETEBOM
MPEJCTaBICHUN 00OUX AJITOPUTMOB, €T0 MPEUMYIIECTBO IPUMEPHO YETHIPEXKPATHOE.

OnucaHue annapaTHO-MPOrPaMMHOI0 KOMILJIEKca
Omnucanune ADSP-TS101 — TigerSHARC

udposoii CurHanbubiii [Iporieccop ADSP-TS0101 - TigerSHARC™ spisiercst TiepBbIM
DSP kommanun Analog Devices, moCTpOCHHBIM TI0 HOBOW CTaTMYECKOW CYIMEpCKaIspPHOM
apxutektype. IIpomeccop TigerSHARC™  coszman uis  TOpUMEHEHHST B 00OpyIOBaHUHU
TEJICKOMMYHUKAIIMOHHOW WH(GPACTPYKTYyphl W TpenjgaraeT HOBBIM BBICOYANUIINI  YPOBEHb
MHTETPAIlid W YHUKAIBHYIO BO3MOKHOCTH 0OpabaThiBaTh 8-, 16-, 32-pa3psaHble THUIBI JaHHBIX C
(UKCHPOBAHHOW W TUTABAIOIIEH TOYKOW, MCHONB3YS OJHY MUKpocxemy. Kaxkaplii W3 STHUX THUIIOB
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TAHHBIX SIBIISICTCS BAXHBIM IS CIICAYIOIIETO TMOKOJEHUS TEeNeKOMMYHUKAIIMOHHBIX MPOTOKOJIOB,
Haxomsmuxcss B pa3paborke, Brmoyas [IMT-2000 (Takke W3BECTHOTO TIOA Ha3BaHUEM
paaronpoToKoa Tperhero nokosienus) u XDSL (uudposast aboneHTckas imHus). B oTimymnu ot Bcex
apyrux DSP, mponeccop ADSP-TS101 uMmeeT yHUKaJIBbHYIO CIIOCOOHOCTh YBEIUYMBATH CKOPOCTh
00paboTKM B 3aBUCHMMOCTH OT TUIA JAHHBIX. boiee TOro, Kpucramn oOecredrBaeT BhICOYANIINI
YpOBEHb IPOU3BOJUTEIILHOCTH MTPH 00pabOTKe JaHHBIX C MJIaBaIOIIEH TOUKOM.

B o6opynoBanuu TEIeKOMMYHUKALMOHHOW HMHQPACTPYKTYpHl IMPOTOKOJIBI BOKOJEpa U
KaHaJbHOTO Kojepa paszpaboTaHbl aisi 16-paspsaHoro THma AaHHBIX. Jls ynmydilleHus KadecTBa
CHTHAJIa MHOTHE TEJICKOMMYHUKALMOHHBIE TNPUJIOKEHHS HCIOJIB3YIOT JIMHEHHYI0 KOPPEKIHUI0 M
TEXHOJIOTUIO TOAABJIEHUSI 3XO0-CUTHAJIOB, 4YTO CYIIECTBEHHO YIydyllaeT KayecTBO CHUTHAJlAa H
XapaKTePUCTHKH CHCTEMBl. OJTH AJITOPUTMbI BBIMTPHIBAIOT, Olarofaps YBEJIWYEHHUIO TOYHOCTH
00paboTKH Mpu NMpUMEHEHUH 32-pa3psAHbIX JAaHHBIX U JIaHHBIX C IUTaBaromiei Toukoi. [lognepxka
8-mu pazpsaHoro QopmaTta JaHHBIX yHOOHA MPH peaH3aldyd YacTO HCIOJIb3yeMOro alropuTMa
nexkonepa Butepbu um npu o0pabGoTtke uzoOpakenwii, rae RGB curHamel, mnpeacTaBisionIne
OCHOBHBIE 1IBETA, IPUHATO MPEJICTABIATh 8-pPa3psSAHBIMU JaHHBIMA. MHOTHE U3 3TUX MPUIOKECHUN
TpeOyIOT BBICOKOTO YpPOBHS IPOU3BOJUTENLHOCTHY W MOTYT IMpEAnojiaraTh HCIOJIb30BaHUE
AITOPUTMOB, PaOOTAIOIIUX IIOCIEAOBATENIFHO WM JaXe OIHOBPEMEHHO. TouHble TpeOOoBaHUS
OIPEACISIFOTCS KOHKPETHBIMU MPUIOKEHUSIMHU. [ HOKOCTh apXuTeKTyphbl mporeccopa TigerSHARC
MO3BOJISIET pa3pabOoTYMKaM MTPOTPAMMHOTO OOECTIEYECHHUsI BBIOJIHIATH TPeOOBAHUS IO TOYHOCTH,
HEOOXOJMMBIC B TOM WJIM WHOM IPHIOXKEHUH, 0€3 KaKUX-TH00 1moTeph 3P(HEKTUBHOCTH pPabOTHI
cuctemsbl B 11esioM. [Ipu ucrnonb3oBanuu npoueccopoB TigerSHARC npou3BoauTeIbHOCTh CUCTEMBI
oTpezensieTcs MpUMEHsIeMbIM (POPMATOM JTaHHBIX.

Apxwurektypa npoueccopoB TigerSHARC oxBaThiBaeT KJIFOUEBBIC 3JEMEHTHI LIEIOT0 psija
pasnuuHbIX BUA0B MukpompoieccopoB. Oto RISC (Reduced Instruction Set Computer), VLIW
(Very Long Instruction Word) u DSP miast monyuenuss Hanbosee 3(PQGEKTHBHOTO IH(PPOBOro
CUTHaJbHOTO Tpoueccopa. HoBas apxuTekTypa NOIICPKUBAET HAa BBHICOKOM YpPOBHE TaKue
napameTpsl, npucymue DSP nponeccopam, kKak KOPOTKHI MATMHHBIA IIUKII C IETEPMHUHUPOBAHHON
JUIUTEIBHOCTBIO, OBICTpasi peaklys Ha MPEphIBAaHUS W OTIUYHBINA uUHTepdeilc ¢ nepudepuitHpIMU
YCTPOMCTBAMM ISl IOAJEPKKH BBICOKOM IPOM3BOJUTEIBHOCTH BBIYUCIECHUN U BBICOKOW CKOPOCTH
BBOJIa U BbIBOJA JaHHBIX. UTOOBI N1OCTHYL Hambosee BBICOKHMX pe3ysbTaToB B paboTe sipa
mporeccopa, MpeaycMOTpeHbl Takue cBoicTBa RISC-apXUTEKTYypHI, Kak onepanuyd OJHOBPEMEHHOM
3arpy3Kd M COXPaHEHHUs JAaHHBIX, YCTPONCTBO YIpPaBJIEHUS BBHIOJHEHHEM KOMaHJ| C IIyOOKUM
KOHBEHEpPOM U Ipe/iCKa3aHUeM Iepexo0B, OOJBIION PErMCTPOBBIM (ailn Ay nepenadu JaHHBIX
MEX]Jy BBIUUCIUTENbHBIMU Osiokamu. Kpome TOro, Mcrojb30BaHHE OCOOEHHOCTEH apXUTEKTYpHI
VLIW no3Bonsger OGonee 3(PPEKTUBHO HCMONB30BaTh IPOrpaMMHYIO HaMsATh, OCOOEHHO IIpH
peanu3ainuu aJropuTMOB, XapaKTePHBIX IS 3a7a4 yIIPaBICHUS.

« Napannenuam Ha ypoBHe
KOMaHA: HeCKONbKO KOMaHg
BLINOMHAECTCH OHOBPEMEHHO

« 3arpy3ka / coxpaHeHue

« CnyGokuii KoHBeWep KOMaHp,
BLICOKas TaKTOBas Yacrorta DSP

« Npeackasaxnve nepexogos

+ BONbILOW PerucTPoBbIi « fletepmunu3m U o6paboTka B peanbHOM maclrabe
dain BpeMeHUu

. BbicTpas peakuus Ha NnpepbIBaHUsA

+ MopThbl BBOAA/BLIBOAA U BHYTPEHHAA NaMATL
COOTBETCTBYIOT CKOPOCTH Sigpa npoueccopa

+ BbicTpoe Bt Hue P YMHOXEHUs C
HakonneHvweM, noaaepxka UMknuyeckux bydepos,
GuT-peBepcuBHas aapecauus, aBToMaTuyeckas
npoBepKa yCroBWiA BLINOMTHEHUS LIMKIOB
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OcHOBHBIE 0OCOOEHHOCTH apXHTEKTYpHI Tporeccopa TigerSHARC®
SAnpo
1200 MMAC/c na gactore 150 MI't; -16 Gut
¢ GUKCHUPOBAHHOM TOYKOM
300 MMAC/c na yactore 150 MI'nt - 32 Guta
C IUIABAIOLLEH TOYKON
900 MFLOPS - 32 0ura ¢ muiaBaroiieii TOYKOi
IHamsaTe
6 Mout BcTpoennoit SRAM, opraHi30BaHHbIEC KaK €IUHAs TTAMSTh
B OTJIMYME OT TPAJAULIMOHHON ["apBapICKON apXUTEKTYpbI
CpencrtBa BBO/1a-BbIBOJIa, NIepUdepHiiHbIE YCTPOICTBA U KOPITYC
CKopocThb nepeaun JaHHBIX Yepe3 BHENH mmHy 600 Mobaiit/c
CyMMapHasi CKOpOCTb Tepeiaun JaHHbIX dyepes3 4 nopta cBsizu 600
Moaiit/c
[Tonneprkka MHOTOIIPOILIECCOPHOM KIACTEPHON CUCTEMBI 10
8 mporreccopoB ADSP-TS101 6e3 1onoJHUTENBHBIX MUKPOCXEM

4 mopTa BBOJ1a/BBIBO/Ia OOILETO MPUMEHEHHUS

KonTposmnep nuaamudeckoit namsitu SDRAM

Uro0b1 obOecrieunTh Bce (DYHKIMOHAIBHBIE OJOKM KOMaHIaMu, HEOOXOAMMO 3(P(EKTUBHO
UCIOJIb30BaTh JIOCTYIHYIO IIUPHUHY CcJoBa KoMaHAbl. MHaue roBops, MHOTO(YHKIHOHAIIbHBIE
KOMAaHJIbl JOJDKHBI II0JaBAaThCS HAa BBIYMCIHUTEIbHBIC OJOKM OJHOBPEMEHHO U Napaliesu3M
BBITIOJIHEHUS OIMepalii TOJKeH IJIaHUPOBAThCA 3apaHee, MO0 HEMOCPEICTBEHHOTO BBITOTHEHHUS
IPOTPaMMBI.

Apxwurektypa siapa mpoueccopa Tiger SHARC mokasana Ha puCyHKe. Sapo BKiIOYaeT
HECKOJIbKO (YHKIIMOHAJIbHBIX OJIOKOB: BBIYMCIIUTENbHbIE OJOKH, maMaTh, AJIY s omepanuii c
LEeNbIMU YHUCJIAMU M YCTPOMCTBO [JIs YOpaBIIEHUs BBINOJHEHHEM KOMaHI. B apxurekrype
nporieccopa Tiger SHARC mpeaycMOTpeHbI BHIYUCIUTENbHBIC OJIOKH X U Y, KaX/Iblii U3 KOTOPBIX
CONIEPKUT yMHOXHTeNb, AJIY u 64-paspsgHoe ycTpoiicTBO casura. biaromapsi pecypcaM 3THX
OJIOKOB, TMPOIECCOP MOXKET BBIMONHATE BOceMb 40-pa3psIHbIX ONEpaluii YMHOXKEHHUS C
MOCIEAYIOIUM CYMMUpPOBaHUEM 16-pa3psaHbIX JaHHBIX, ABE 40-pa3psIHBIX OMEpalud YMHOXKEHUS
C TOCJENYIOIMM CYMMHUPOBAHHEM |6-pa3psIHbIX KOMIUIEKCHBIX Yucesn win aBe S0-paspsaHbie
Olepali YMHOXKEHUS C IOCIEAYIOIMM CyMMHpOBaHHEM 32-pa3psiHbIX JaHHBIMX. Bce
MEpEYHCIICHHBIC OIEpalliu BHIMONHIOTCA B oxHoM 1wmkie. [Iporeccop TigerSHARC peanusyer
apXUTEKTYpPY, UCTIOJIb3YIOLIYIO MOJHOCTHIO OPTOTOHAIBHBIN PErucTpOBBIi (aiin amuHol B 32 ciosa,
JOMYCKAIONINI YTEHNE U 3aIUCh B OJHOM MAIlTHHHOM IIHKIIE.

CEKBEHCEP [y Any [k Any
0 0
128-entry 5
BTB . J-RF o K-RF
b5 i/ A BHELLUHWN
4 128 4 128 4 128 nopT
128 MD2
728 | g : Y . VA
7 128 11 | | MDO ]
2 / r 9 NEPUDGEPUSE
L Vs - V.
e [ Az 128 Nie Aizs Azs
Bbiy 6n. X Bbiy.6n.Y y 4 4
0 [any]| | e Any Mo || m1 M2
||§ Yun I; T 2Mbit ||2Mbit || 2Mbit
Ccasur IcAaan
o o BHYTPEHHSIS! AMATb

Pucynok 2.30. CtpykTypHas cxema apxutekTypsl mpoieccopa ADSP-TS101 TIGERSHARC
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COMPUTATIONAL BLOCKS ~ PROGEAM SEQUENCER  DATA ADDRESS GENERATION INTERMAL MEMORY 6
|— JTAG PORT
SHIFTER INTEGER | 32 33 [INTEGER MERORY | | MEVIORY | | MEWARY
JALU K ALY 64K =32 || 64K x 32 | | 64K x 32
_,, [s2x32] _I_i_fli [32x32] 4 o|lla olla o SDHAMCONTF!OLLEF?|<—I'
H . Y e k & B j < e
|
MULTIPLIER - EXTERNAL PORT
r 2 I M0 ADDR
X 7 B MULTIPROCESSOR
REGISTER {28 ¥ MO DATA INTERFACE
FILE i 3
3232 E v ..73_..
HOST INTERFACE
»
128 $1zs ™ ¥ i Y | | Y M1 ADDR ADDR
- R | ; o s
DAB =
-+ = 3 DATA
_:..J o OUTPUT BUFFER
DaB r M2 ADDR
— ) va H OUTPUTFIFO | [e—==
128 &12& L™ 12 hd f M2 DATA CNTRL
? | [ CLUSTER BUS
. WO ADDRESS 32 ARBITER
REGISTER VO PROCESSOR 7 3
FILE [ avs o e
32x32 DMA | - | I# 3 3| UNKPORT [+ PLN
CONTROLLER CONTROLLER -
M TMULTIPLIER [] [ -—- 8
l_i DMA ADDRESS A3 s 256 LINK -
- DMA DATA LINK DATA - PORTS . lggsl
CONTROL! contROL  [* T
STATUS STATUS/ 3
SHIFTER TcBs BUFFERS [, ""B_"
=

Pucynoxk 2.31. ®ynkimonanpHas cxema apxutekrypsl mporeccopa ADSP-TS101 TIGERSHARC

[RerenenGe o
— -]
—
SDRAM

MEMORY -~t—»]
(OPTIONAL) »
»CLK TS [
r:>ADDR FAS (e
{—>{DATA TAS [a-»
{ —
pam{ |, |
WE |
CKE la»]
A10 [4—]
—-—
-
LINK [
DEVICES |—]
(4MAX)  fea—]

(OPTIONAL) |
—-—
-
—]
—
—

ADSP-TS101S

!

EEEEIEIE
EXERIN

[TTTUI

ttavy vt

CONTROL

LCLK_P p—
SCLK_P
SILCLK_N
Veer i
LCLKRAT2-0
SCLKFREQ ADDR31-0
RE3-0 paTasa-o
FLAG3-0 un
ID2-0 WRAWHL]
M5S0 ACK
RAS MS1-0
TAS
LDaM WMSH
HDGM HER
SOWE AEG
SDCKE
SDA10

BR7-0
FLYBY

TPA
10EN

DPA
LXDAT7-0 BOFF
LXCLKIN MARG 0
LXCLKOUT
LXDIR
TMRoE
Bm
BUSLOCK
CONTROLIMP2-0
DS2-0

RESET _JTAG

i

[ 4]

Cl L0 vlv v[4e 80 Sl -

ADDRESS

BOOT
EPROM
(OPTIONAL)

[+
ADDR

DATA

MEMORY
(OPTIONAL)

DATA
OE
WE
ACK

4

HOST
PROCESSOR
INTERFACE

(OPTIONAL)

ADDR
DATA

DMA DEVICE
(OPTIONAL)

DATA

DATA S

Pucynok 2.32. OgHomporieccopHas cuctema ¢ BHenmHel mamsiteio SDRAM
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INTERMAL SPACE

002 FFFFF

GLOBAL SPACE

HOST
(WSH)

010000000

N s
. wl BANK 1
~ ol (5T
‘-.\ &l
| 2 0x0C000000
0200200000 | z
| 1 BANK 0
= (WST)
| ::
RESERVED x00280000 : E| 0x08000000
| =1 SDRAM
| N (F5D)
0x00200000 l 0XDA000000
I w s PROCESSOR ID 7 ~
| of 0x03CO0000 1
| g PROCESSOR ID & |
% o
: zI PROCESSOR ID 5 |
w001 B0 TFF -] o
INTERNAL REGISTERS (UREGS) | 5: PROCESSOR ID 4 :
%004 80000 = o
I H PROCESSOR ID 3 |  EACHIS ACOPY
RESERVED | g o | OF INTERNAL SPACE
| @ PROCESSOR ID 2
0001 OFFFF | Sl o |
INTERNAL MEMORY 2 I El PROCESSOR ID 1 ]
X001 00000 £ 002400000
| El PROCESSOR ID 0 |
RESERVED El ommooe )
| N BROADCAST
OXOODEFFFF | N 0x1C00000
INTERNAL MEMORY 1 ~
0X00080000 ~
~ RESERVED
RESERVED S
OX0000FFFF ' OXO03FFFFF
INTERNAL MEMORY 0 INTERNAL MEMORY

Pucynok 2.33. Opranuzanus namstu npoueccopa ADSP-TS101

B apxutektype nporeccopa TigerSHARC BekTopHasi opraHu3aius mamsté MpeacTaBlIcHa B
Bujge Tpex 128 paspsanbix OsnokoB. Ilpum oOpameHuu K HamMsATH U3 HEE MOIYT YHUTaTbCs
y4YEeTBEpPEHHbIE, JJIMHHbBIE 1 HOPMAaJIbHBIE CJIOBA, KOTOPBIE 3aHOCATCS 3aTEM B PETUCTPOBBIN (hailsn st
00paboTku. B KaX1I0M IHMKIIE MOXET BBIIOJIHATHCA BBIOOpKA YeThIpeX 32-pa3psiIHbIX KOMAaHI.
OnHOBPEMEHHO MOTYT OBITh 3arpy’KE€Hbl B PErHCTPOBBIE (pailibl WM 3alKMCaHbl B IaMsTh 256 OUTOB
naHHbIX. JlaHHble ¢ JuMHOM cinoBa 8, 16 wnm 32 paspsaa MOryT 3amMCBIBaThCS B MaMSTh
IIOCJIEZI0BATENBHO B YIAKOBAaHHOM BHJ€. BHYTpEHHs M BHEWIHASA NaMATh OPraHU30BaHbl B BUJC
€IMHOTO aJpPEeCHOro0 MPOCTPAHCTBA, KOTOPOE OCTaBISeT MOJHYIO CBOOOAY MPOTPAMMUCTY IS
pacripenenenust namsatH. Ilpu pabore Ha TakToBOM wacrore 150 MI'n ckopocte oOmeHa c¢
BHYTpPEHHEH MaMsIThIO JJIs JaHHBIX U KOMaHJ coctaisieT 7,2 ['out/c.
iBa AJIY, BBINOJIHAIOIINE ONEPALUHU C LIEIBIMHA YHCIAMM, UCIIONB3YIOTCS AJIS apECAllUU JaHHBIX U
BBIUMCIICHUS] 3HAaueHu ykazarened. OHM TOAAEPKHUBAIOT LUKIWYeckue Oydeppl u  OUT-
PEBEPCUBHYIO aJIpecallyio, MpHYeM KaKJA0€ HMEEeT CBOW pPerucTpoBblii ¢ain amuHoOM 32 cioBa.
PaccmatpuBaembie AJIY He mpocTo sBISIFOTCS OJOKaMM, T€HEPUPYIOLIMMH aapeca AaHHbBIX, HO U
MOTYT COBMECTHO OCYILECTBJISATh BBIUMCIECHMS C LeabiMH uucinamu. Hammume AJIY takoro Buzaa
MO3BOJISIET CYLECTBEHHO YIYUIIUTh 3PPEKTUBHOCTh KOMITUIISATOPA, pa3padaThIBA€MOro JJIsl JaHHOTO
Ipoleccopa, a Tak’ke MOBBICUTh THOKOCTh IPOTPaMMHUPOBAHUSI.

Apxwurektypa mnpoueccopoB TigerSHARC HasbBaeTCs cmamuueckoi CynepckaisipHoll
apxumexmypou, T.K. OHa IIPEATNOaraeT BHIIIOJHEHUE A0 4YEThIpeX 32-pa3psaHbIX KOMaHZ 3a OJUH
LIUKI, W TMpPOrpaMMHCT HMMEEeT BO3MOKHOCTb HE3aBHCHMO 3a/laBaTh KOMaHIbl MJii BCeX
BBIYHCIIUTENFHBIX OJIOKOB. YCTPOWCTBO yIpaBJICHUs BBIIOJHEHHEM KOMaHJ (program sequencer)
MOJAJEPKUBAET TIOCIEOBAaTEIbHOE HCIOJHEHHE KOMaHJ, NpU KOTOPOM Kaxaas ouepenHas
UHCTPYKLHUSI BBIIOJHSAETCS B COOTBETCTBUM C PE3YJIbTaTOM INPEABAPUTEIBHO 3aJlaHHOTO YCJIOBHS.
Kpome Toro, oHa u Ta e KOMaH/la MOKET ObITh BBINOJIHEHA JBYMS BBIYUCIUTEIbHBIMU OJIOKAMHU
OJTHOBPEMEHHO C HCIIOJIb30BAaHMEM Pa3IMYHbIX 3HaueHWH AaHHBIX (3TO Ha3biBaerca SIMD - onna
MHCTPYKLUS - IBOMHOM HaOOp TaHHBIX).

Apxwurektypa npoueccopoB TigerSHARC no3BossieT BBINOMHATE oneparuu Haj 8-, 16- u 32-
paspsaHbIMH JaHHBIMU. [IpoM3BOIMTENHHOCTH MpolleccoOpa MOBBINIAETCS MO MEpe YMEHbIIEHUS
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pa3psAHOCTH 00pabaThIBAEMbIX JAHHBIX.

Jlo6asnenue O0ydepa agpecos nepexona (Branch Target Buffer, BTB) u toruku craruaeckoro
IpecKa3aHus Mepexo/a JeflaeT HeHY)KHBIM 3all0JIHEHHe KOHBeiiepa KoMmaHa mociie nepexona. Kak
O0TMEYaJIOCh paHbIIle, IePeX0 OCYIIECTBIIAETCS 32 OJUH LIUKIL.

Tpu BHyTpeHHHX 128-pa3psaHbIX MIUHBI 00pa3yloT OBICTPOJACHCTBYIOIIMK KaHal OOMeEHa
JAHHBIMU MEXAY BHYTPEHHUMH (QYHKIHOHAJIBHBIMUA OJIOKAMH W BHEIIHUMHU MepUPEpUiHBIMU
ycrpoiicTBaMu. TpexmiMHHas CTPYKTypa OTBEYaeT THUIIOBBIM MaTEeMaTHYeCKHMM KOMaHJIaM,
TpeOyIOIIMM HaJIN4uus ABYX MCXOJHBIX JaHHBIX U Ha BBIXOJE BBIAAIOT OAMH pe3ynbTaT. [Ipoueccop
MMEeT OPTOTOHAIBHYIO MPOrPAMMHYIO MOJIENb M 00€CIeUnBaeT JETEPMUHUPOBAHHYIO PEAKIIMIO HA
MIpephIBaHUSI.

Apxwurektypa mporeccopa TiIgerSHARC ocHoBaHa Ha pas3IM4YHBIX PEKUMAX PabOTHI
anmnapaTtypbl. DTO 03BOJIIET U30€XKaTh MOTEPU LUKJIOB U yIpolnaeT padboTy komnuwistopa. Cucrema
KOMaH]] HEMOCPEJCTBEHHO MOJICPKUBACT Bce 4MCIOBBIe (hopmarbl, nmpumensembie B LIOC u B
00paboTKe H300paKEHUN W BUJICOCHUTHAJIOB, BKIJIOYAs 3HAKOBBIM W OE33HAKOBBIN, IPOOHBIN H
[EJIOUNCIIEHHBIH. Bo Bcex cllydasix CyIIECTBYEeT BO3MOXHOCTh OTPAaHHUCHHS WM YCEUCHUS
PE3yNbTaTOB BHIYMCICHUH.

PaGorass wa TakTOBOM wactore 150 MIm, mnpomeccop ADSP-TS101 o6ecneunBaer
HAWIYYIIYIO TPOU3BOAUTEIBHOCTh cpeau mpoueccopoB cemerictBa SHARC kak mpu o6paboTke
TaHHBIX C (PUKCUPOBAHHOW TOYKOM, TaK U MpU padOTe C TAaHHBIMH B (JOpPMATE C IJIABAIOIIEH TOYKOM.
Kpome Toro, pasmectiB Ha Kpuctauie 6 MOUT cratimueckoit mamstu, kommanus Analog Devices
yBEeNIMYMJIA CTETMEeHb HWHTErpanuu namsatd Ha 50% 1o CpaBHEHUIO C MPEIbIIyIIMMHA WICHAMHU
cemerictBa SHARC. Ilpu mnepexone K MEHBIIMM IPOSKTHBIM HOpPMaM TIPH TPOU3BOJICTBE
kpuctayuioB, kommanus Analog Devices mimaHupyeT yBEIMYUTh TAKTOBYIO 4YacTOTy paOOThI
mporeccopa ¥ 00beM MaMATH Ha KPHUCTAILIE Ui HOBBIX MpeacTaBuTenci cemeiictea TigerSHARC.

OcnoBuble cBoiicTBa TigerSHARC

Boinonnenue ot 1 10 4 32-pa3psiiHbIX onepanuil 3a LUK

[Mpuammn "OxHa naCTpyKUWMs, MEHOTO AaHHBIX " (SIMD) nognepxuBaercs
JBYMS BBIYUCIUTEIIbHBIMU OJIOKaMU

[Tonneprkka pa3HbIX (HOPMATOB TaHHBIX BHIYMCIUTEIBHBIMU OJIOKaMHU

B xaxxnom nmeercst peructposslit daitn, MAC, AJIY, yctpoiicTBo
CIIBUTA
Pabota ¢ 32/40-pa3psaHbIMH TaHHBIMU C TIABAIOIIEH TOUKOM
U ¢ 32-pa3psaIHbIMU JaHHBIMU C (PUKCUPOBAHHOM TOUKOM (6 onepanuii 3a OUH TaKT)
16-6utHbie oneparuu (24 3a MkI) WK §-6utHbIe oneparmu (32 3a
KT
Jloruka cTaTHuecKoro mpejicka3aHus Mepexoios, C LeJaeBbIM Oydepom
nepexona (BTB), nogaepxuBaromum a0 128 BX010B
BuyTpeHnHsis nponyckHas cnocoOHocTs 7.2 I'6aiit/c
[Ipocrast mporpammHasi MOJI€Nb C THOKOM CUCTEMOMN TTpephIBaHUMN

[Tpumenenne nporeccopoB ADSP-TS101 ymenbpmiaer o0mIyr0 CTOMMOCTh MaT€pHAJIOB TPH
MPOEKTUPOBAHUN CHUCTEMBI, Oiarojaps HaJIM4YMIO0 HHTETPUPOBAHHBIX (YHKIUII BBOJA-BBIBOAA
Habopa nepudepuitHbIX yCTPOHCTB, KOTOPhIE YMEHBIIAIOT MM BOOOIE JIUKBUAUPYIOT NOTPEOHOCTh
B IPUMEHEHHUN BCTIOMOTATEIbHBIX U JIOTIOJIHUTEIFHBIX almnapaTHBIX CpeAcTB. PaboTast Ha TaKTOBOMA
gactore 150 MI'm, mpomeccop ADSP-TS101 oObenuHsieT YeTblpe MOpTa CBSI3U CO CKOPOCTBHIO
nepegaun 600 MoOut/c, cpeacTBa MOAACPKKH MYJIbTUIPOIIECCOPHOTO KiIacTepa ¢ BO3MOXKHOCTHIO
NOJKIIOUeHUss 10 BochbMM mporieccopoB ADSP-TS101, xoHTposuiep AWHAMHUYECKOW MaMATH H
uatepdeiic JTAG. JlaHHas, HE MMEIONIAas aHAIOTOB KOMOWHAIMS BO3MOXKHOCTEH peain3oBaHa B
35x35 mm kopnyce SBGA ¢ 360 BeiBOgamu.

[Tpu mporpammupoBaHuU MHU(GPOBEIX CUTHAIBHBIX MPOIECCOPOB MPUXOIUTCS paboTaTh Kak
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Ha SI3BIKE BHICOKOT'O YPOBHS, TaK U Ha SI3bIKE HU3KOTO YPOBHS, TO €CTh Ha accemOiiepe. BriOop si3bika
3aBHCHUT OT IIEJIOT0 psija (hakTOpOB, BKIIOYAIONINX TPEOYEMYIO CKOPOCTh BBITOJHEHHS TPOTPAMMBI,
pasMep UCHONb3yeMOW TMaMsATH M BpeMs, 3aTpauyuBaeMoe Ha pa3padoTKy HpPOrpaMMHOTO
obecrieuenus. Takum oOpa3om, cucTema, MpeaHa3HauYCHHAs I IUGPOBOM 0OpabOTKH CHUTHAJIOB,
JOJDKHA JaBaTh MOJIb30BATEI0 BO3MOKHOCTH MTPOTPAMMHUPOBATh KaK Ha S3bIKaX BBICOKOTO, TaK M HA
S3bIKaX HHM3KOro YpoBHS. Apxurektypa mpomeccopa TigerSHARC B TOYHOCTH OTBEYaeT 3THM
TpeOOBaAHUSM.

JeiictBuTensHo, sapo mporeccopa TigerSHARC Bkimrouaer 128 32-pa3psaHbIX perMcTpoOB
obmiero Ha3HayeHusa. Takoe OOJbIIOE YHCIO pEerucTpoB obecrieunBaeT C-KOMIMISTOPY BBICOKYIO
CTeNeHb THOKOCTH MPHU MaKCHMaJIbHOM HCIIOJIB30BAHUU B pabOTe BCETO MOTEHIMANIA apXUTEKTYPHI.
Jnsi  obecriedeHUs] LEJIOCTHOCTH JIaHHBIX BCE PETHCTPBI IOJHOCTBIO CHHXPOHHU3MPOBAHBI,
BCJICJICTBHH Y€TO MPOTPAMMHUCTY HE TpeOyeTcss KOHTPOJIMPOBATh JETANN, CBSI3aHHBIC C JIBIYKCHHEM
TaHHBIX. KOpPEeKTHOCTh MCHOJB30BAHUS JAHHBIX TPU BBIYMCICHUSX KOHTPOIUPYETCS AarmiapaTHo.
Kpome Toro, mocrtym KO BCEM pETHUCTpaM MOXET OCYIIECTBISITECS C HWCIOJIB30BAaHUEM BCEX
BO3MOXXHBIX PEKUMOB ajpecaru (OPTOrOHAIBHOCTh), ¥ BCE BBIYHCIUTEIBHBIE KOMAaHIBI UMEIOT
JICTEPMUHUPOBAHHYIO 3aJepKKy BbIMONHEHUs (2 mnwmkia). [loMuMo mpodYero, apXuUTEKTypa
nporeccopa TigerSHARC  Bimouaer Oydep aapecoB mepexoia, B KOTOPOM COXPaHACTCS
apdexTuBHBIN anpec nocienHux 128 nepexomoB. [anublii Oydep obnerdaer mporpaMMHpOBaHHE
IIpY 3arO0JIHEHUM KOHBEHepa KoMaHJ rociie nepexonaa. Kak ObIIo MOKa3aHO paHbIIe, apXUTEKTypa
MO3BOJISIET OCYILECTBIIATH MIEPEXO0/I K CICAYIONICH KOMaH/IE B OJHOM IHKIIC.

OCHOBHBIE CBOMCTBA ITPOIIECCOPOB TigerSHARC

128 peructpoB o0111er0 Ha3HAUYEHUS

Bce perucTpsl HOTHOCTBIO CHHXPOHU3UPOBAHBI

s asipecaluu MOXHO UCII0JIb30BaTh LIEJIOYUCIIEHHOE AJlY ob1ero
IPUMEHEHUS

[Ipenckazanue nepexonoB

Het HeoOX0muMOCTH NIEPEKIII0YaTh allapaTHbIC PEeXKIMBI

OpToroHabHBIE PEKUMBI a/IPECAIIH

[Tonneprkka s3p1Ka accemOiiepa

Ha pucyHke npezacrasieHa oHa U3 BO3MOXKHBIX MYJIbTUIIPOLIECCOPHBIX CUCTEM, IOCTPOEHHAs
Ha npoueccopax TigerSHARC. Jlo Bocbmu mnporieccopoB ADSP-TS101 mMoryT B3auMoelCTBOBATh
HanpsIMyI0 4epe3 BBICOKOCKOPOCTHOH 64-paspsaHblii uHTepdeiic BHemHeld mmHbl. [Ipu Takom
B3aMMOJICHCTBUM HIMPOKO HCIOJIb3YEMBIH IPOTOKOJ, MOCTPOEHHBIM MO NPUHLUIY "BERyIIMH -
BemoMblii"  (master-slave), mo3Bomser  JMOOBIM  BYM  IIpOIECCOpaM  HEMOCPEICTBEHHO
B3alMO/JICIICTBOBATH B JTHOOOK MOMEHT BPEMEHH.

B pomosnHeHnMe K BHEIIHEW IIMHE, HEOTPAHUYEHHOE YHCIO IPOLECCOPOB  MOXKET
B3aMMO/ICHCTBOBATh MEXAYy CO0O0I Yepe3 MOpTHI CBSI3M, KOTOPBIMH OCHaIIeH mporeccop ADSP-
TS101. B3aumopeiicTBue depe3 MOPTHI CBSA3U IMPENOCTABISAET OOJBIIYI0 TMOKOCTH NMPHU MEHBIIEH
MPONYCKHOM CIOCOOHOCTH, YeM Ipu OoOMeHe uepe3 HHTepdeiic BHEUIHEW MapauleIbHOM IIHHBI.

Crnenyer eme pa3 ynoMsHYTb, YTO I€pellada JaHHBIX 4Y€pe3 MOPTHI CBSI3U BBINOIHAETCS
OTJIEJIbHBIM MPOIIECCOPOM BBOJA-BbIBOJA U HE TpedyeT BMemarenascTBa LIITY.

Ecnu cnoxxuTh MPOIMyCKHYIO COCOOHOCTh TOpTOB cBsizu (600 MOuT/C) M BHEIIHEro mopTa
(600 M6wuT/c), TO MOMYYUTCS CyMMapHasi MPOITyCKHAsh CIIOCOOHOCTH MPOIECCOPa, COCTABJISIONIAS
1200 MoOwut/c npu pabore Ha TakToBOW yactore 150 MI'm. K ToMy ke cieayeT OTMETHUTh, 4TO
nHTep(eiic, OCHOBAaHHBIN Ha MOPTaxX CBsI3H, KaK W MapajuieabHbIN nHTEpdeiic, He TpedyeT Il CBOEH
pean3alii HUKAKUX JOMOJIHUTENbHBIX allllapaTHBIX CPEJICTB.

[Tporieccop ADSP-TS101 sBnsiercss mepBBIM TPEACTaBUTENIEM IUTAHUPYEMOTO CEMEWCTBa
MPOAYKTOB, OCHOBaHHBIX Ha TexHosioruu Ti1gerSHARC. [Mocnenyroimue npeacTaBUTeNIn ceMeiicTBa
TigerSHARC Oyaytr XxapakTepu30BaThCs ONTUMAIBHBIM COOTHOIICHHEM OO0BEMOB BCTPOCHHOMU
namsITH U TepUPEepUuilHbIX YCTPOHCTB € TOYKM 3pEHUs Hanmbosee IOJIHOTO YIOBIETBOPEHHS
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Tpe6OBaHI/I$IM CIICHUAJIM3UPOBAHHBIX PBIHKOB. Ot PBIHKHU BKJIIIOYAKOT 63.30BI:I€ CTaHIIMHU COTOBBIX
ceTell TpeTbero mokosieHus, npwioxeHus VOIP (romoc mo mpotokonmy WHTepHET), cepBepsl U
CCTCBBIC KOHICHTPATOPHI. O)KI/II[aeMbIe YCOBCPIICHCTBOBAHWA B TCXHOJOIMHM W APXUTCKTYpPC
nporeccopa J0DKHBI IPUBECTH K JIBYKPATHOMY YIIYYIICHHIO 0230BBIX XapaKTEPHCTUK MPOIECCOPOB
cemeiictBa TigerSHARC.

ADSP-TS001

ADSP-TS001

l——> TigerSHARC (::>
A 4

ADSP-TS001

- < > @

<:> CBA3b YEPE3 I.UVIHYV

TigerSHARC (< >
t <:> SRAM
s ADSP-TS001
ga TigerSHARC {':'_?
25 > <:> DRAM
e R SDRAM
oRs
S5
T
3 <

I[e]

PI/ICYHOK 2.34 - Me;xnpoueccopHLIe KOMMYHUKaAMU 4€pE3 NMOPThI UBA3U U IAPAJVJICIIbHYIO HINHY B
MHOFOHpOHCCCOpHOﬁ CUCTEMCE

CpaBHeHne 1HUQPOBBIX CUTHAJIBHBIX MPOIECCOPOB, OCHOBAHHOE TOJBKO HA TaKHX
xapaktepuctukax kak MIPS, MOPS wmu MFLOPS, He nmaer mONHOro MpeACTaBICHUS O
BBIYMCIIUTENIBHBIX BO3MOXKHOCTAX TporeccopoB. [lonesnee cpaauth padoty LICII npumeHuTenbHO
K peanm3anuu cnenupuyeckux anroputMoB. bBII® u KUX-buneTp, Hampumep, SBISIFOTCS
MONYJISIPHBIMHU ATAJIOHHBIMU TECTaMH, Takke Kak U BUX-QuibTp, yMHOXKEHHE MaTpHIl, I€JIEHUE U
BBIUHCJICHHE KBAJAPATHOTO KOPHSI.

B Tabnumax mokasaHbl pe3yibTaThl TecToB mporeccopa ADSP-TS101 TigerSHARC,
pabotatomiero ¢ 16-pa3psaHbIMU JaHHBIMU C (DUKCHpOBaHHOW Toukod. Ha criemyromem pucyHke
MIPEICTABIICHBI PE3YyIbTaThl 00pa0O0TKH 32-pa3psIHBIX JaHHBIX C IUIABAIOIICH TOUKOM.

Tabmuma 2.7. [IponsBoautenbHOCTH nporeccopa ADSP-TS101 ¢ takroBoit wactoroit 150 MI' ipu
paborte ¢ 16 — paspsausiMu qanHbIME. (ITukoBast mpousBoauTensHOCTH 1200 MMAC)

Anroputm Bpewms Heobxoaumo
WUCNOJIHEHUSA LMKINOB
256-ToyeyHoe komnnexkcHoe BId 7.3 mkc 1100
(no ocHoBaHuio 2)
KUX-cpunutp ¢ 50 48 mkc 7200

ko3 cpuumneHtamu npu 1024
BXOAHbIX OTCHYeTax

OAHO YMHOXEeHMe C HaKOMMeHUueMm 0.93 He 0.14
(MAC) B KUX-tbunbTtpe
OQHO YMHOXEHMe C HakomneHUueMm 3.80 HC 0.57
(MAC) KOMNneKCHbIX Yucen B
KUX-punbtpe
OpHa onepauun "6abouka” npm 6.7 HC 1.0

BbinonHeHuu BN

Tabma 2.8. TIpousBoaurensHocTs nporeccopa ADSP-TS101 ¢ takroBoit wactoroit 150 MI'n mpu
paborte ¢ 32 — paspsaubiMu qanHbiMU. ([TukoBas npousBoauTenbrocts 300 MMAC)
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Anroputm Bpems Heob6xoaumo
MCMNONHEHUA LMKINOB
1024-To4yeyHoe KOMMIeKcHoe 69 mkc 10300
BMN® (no ocHoBaHuO 2)
KUX-punbtp ¢ 50 184 mkc 27500
ko3 puumnentamu npm 1024
BXOAHbIX OTCHYeTax
OfHO YMHOXEHUe C HakonneHuem 3.7 He 0.55
(MAC) B KUX-cpunbTtpe
OpHa onepauus "6ab6ouka™ npu 13.3 HC 2.0
BbinonHeHuu 6N
OAHO YMHOXEHUe C HakonneHueM 13.3 HC 2.0
(MAC) xoMnnekcHbIX Yyucen
B KUX-bunbTpe
Henexue 20 HC 3.0
KsappaTHbIil KOPeHb 33.3 HC 5.0
OpuH war gekogepa Butepou 3.3 HC 0.5
(cnoxuTb/cpaBHUTL/BLIGPaTL)

AnnaparHas yacth mudparopa

AnmapaTHasg dacTh Immdporporeccopa OObIYHO TpeacTaBiseT coboil mmbo mary
pactmupenns it [IDBM ( mis mmn ISA, PCI ), mu6o otnensHbIi aBTOHOMHBIN O710K. B manHOM
JWIIOMHOW paboTe B KadecTBE allapaTHOW YacTH HCIOJb3yeTcs miaTa mpousBojactsa Analog
Devices - ADSP-TS101S EZ-KIT Lite (Evaluation Kit for the TigerSHARC Processor). Jlannas
iata oOpabaTeiBaTh HMH(DOpPMAIMI0 MOXKET KaK aBTOHOMHO, TaK M C HCIOJb30BAaHHEM IS
ynpaenenuss [I9BM. JlanHas mnata SBISETCS YHUBEPCAIBHBIM YCTPOMCTBOM IO3BOJISIOIINM
peann30BBIBATh PA3IMYHbIE yCTPOHCTBA, Hampumep: HU(poBble (UIBTPBI, CHEKTpOrpadsl,
mdparopsl U T.A4.. 11 3T0T0 B €e cocTaBe, MOMUMO HU(POBOTO CUTHAIBHOTO MPOILIECCOPa, TAK JKe
MMEETCs: aHAIOTOBO-IIM(POBOIA TIpeoOpa3oBaTelb, U(PPO-aHATIOTOBBINA MPeoOpa3oBaTeib, ABa BUIA
namsitd — SDRAM u Flash Memory ( mocnenHsis uMeeT MEHbIIUN pa3Mep U HCIONb3YeTCs IS
XpaHEHHs Pa3IMYHbIX 3arpy304HBIX MOJyJeH ), pasnuuHbie pazbembl — USB, Stereo Jack, JTAG
Interface ( ¢ MOMOIIBIO HErO MOXKHO OTJIaXHBaTh paboTy riaTel yepe3 VisualDSP, ycranoBieHHoM
Ha KOMITBIOTEPE), HEKOTOPOE KOJIMYECTBO CUTHAIBHBIX CBETOIMOJIOB U TIEPEKIIIOUaTeNeH 1 JIp.
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Pucynok 2.35. Apxutekrypa miatel EZ-KIT Lite

Ho »Ta mnara ckopee A0DKHA MCHOIB30BATHCS TOJNBKO IS MOACIHPOBAHUS MU(PATOPOB U
M3Y4YEeHUS BO3MOKHOCTH KOHKPETHBIX aITOPUTMOB HMIM(PpPOBaHUs. AMIMApaTHbIN xke mudparop - 3To
amnmapaTHOE YCTPOMCTBO ¢ mpeaycraHoBiieHHbBIM MEKposiapoM OC u T10, cymecTBistonmum 06a30BbIi
Ha0op KpUNTOorpapuvecKux NPUMHUTHBOB K poBaHue/AeIMPPOBaHNE/ TEHEpaIUs KIFOYSBOU Mapbl
U Xem (yHKIHUK) ¥ IPOIeypsl 00Jee BHICOKOTO YPOBHS C X MCIOJIB30BAHUEM, IOCTYII K KOTOPBIM
ONpeAeNsaTcs CTaHAapTHBIM uHTepdeiicom. Kpome Toro peanpHblii amnmapartHelii mmdpaTop
OTJIMYAETCs OT JAHHOM IUIaTHl TEM, YTO MMEET amlapaTHBId JaT4UK CIy4alHBIX YUCEN, YTO OYeHb
BaXHO IS JTF00OT0 anroputMma mudposanus. B nanHo# pabote ( ¢ ucnonb3oBaHueM matel EzKit,
KoTopas He uMmeet anmnapatHoro JICY ) Takoi AaT4MK SIBISETCS TICEBIOCIYYAMHBIM U IMYIUPYETCS
IPOrPaMMHO.

®dusndecku, MpeACTaBIseT cO00M BHEIIHEE WJIM BHYTPEHHEE YCTPONCTBO B 3aAIIUIIEHHOM OT
paspyleHUs] U CXEMOTEXHHUYECKOro KOMWpoBaHUs BapuaHTe. OHO HMEET MOJIb30BATENbCKUN U
IIPOrpaMMHBIN UHTEpPeEiiC.

AJTOpUTM HCIOJIL30BAHMS KJIIO4ei
JAByxkJiroueBasi cxeMa mmgpoBaHus

B nanHOM anroputMe HCHOJIB30BaHMS KIIOYEeH JUIsl MUGPOBAHHS HCIONb3YEeTCS HE OJIUH
KoY, a aBa. OauH w3 kimoueil (¢aiyioBblil) B 3TOM ciydae HCHOJIb3yeTcs s MMGPOBaHUS
OTKpBITOTO (haiina, a Apyroi (JOATOBPEMEHHBIN KJI0Y MOJIb30BaTeNs) A UppoBaHus ¢ailioBoro
KJIFOYa.
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Pucynok 2.36. /IByxkiroueBas cxema

MoxeT 1noka3aThCsi, 4TO B JAaHHOM CJIydae HET JIOTMKU B UCIIOJb30BaHUU (DalIOBOrO KItoya:
noyemy Obl He mmdpoBaTh (ailn HEMOCPEACTBEHHO Ha JOJTOBPEMEHHOM KITIOYE, HE 3aTpadnBas
BpeMs M pecypchl Ha I'eHepaluio, udpoBaHue U nepenady ¢ainosoro? OAHAKO HMCHOIb30BAHUE
(aitoBoOro KiIroyYa mpecieayeT HHbIe IeIH.

Bo-nepBbIX, yMeHbIIAeTCS CTAaTUCTHYECKas Harpy3ka Ha JOJTOBPEMEHHBIH Kiou (T. e.
JOJTOBPEMEHHBIM KJIIOUOM IMU(PPYIOTCA TOJIBKO KOPOTKHE (aijIoBbIe KIIIOUH, a (ailyioBble KIHOYH
KaXIbIl pa3 pasHble) - 3TO CYLIECTBEHHO CHIDKAET BEPOSATHOCTb Yycllexa TeX arak Ha
JOJITOBPEMEHHBIN KIII0Y, KOTOPbIE UCIOJB3YIOT 00JbLINE 00BEMBI 3alIM(PPOBAHHON HA KOHKPETHOM
KJIt04e HHPOpMaLUu.

Bo-BTopeiX, mnpu mnepemu@poBaHud (IUIAHOBOM WJIM TpPU KOMIIPOMETAIlMU  KJIFOYa)
3amM(ppPOBAaHHOTO OOBEKTa € OJHOTO JIOJTOBPEMEHHOIO KJH4a Ha JPYrol JOCTaTOYHO JIMIIb
nepemudpoBaTh KOPOTKUHM (DAMIOBBIN KIIOY, XpaHSIIMICS B 3arojioBke. CaM ke OOBEKT MOXKET
OBITh CKOJIb YTOJIHO OOJIBIINM - HallpUMeEp, BECh JIOTHYECKUN JUCK KoMIbloTepa. He cTouT myrarscs
CJIO)KHOCTH CXE€M MHOTOKJIIOUEBOI0 MIHU(POBAaHUS - PUBEIACHHBIE HA HUX OINEpally BBIIOIHSAIOTCS
nporpaMMamu mu$poBaHus aBTomaruyecku. [lomp3oBarens JUIb yKa3blBaeT 3allUIaeMbli (aill u
3aJ1aeT JOIMOJIHUTEIbHBIE MTapaMeTphl, HAllpUMEP, Ha KaKOM KJIIOUEe WM JJIsl KaKoro IOJIb30BaTels
HYXKHO €ro H1@poBars.

TpexkiroueBas cxema muppoBaHusn

AnnapaTHple  mM@paTopbl  JAODKHBI  MOAJIEPKUBATh HECKOJBKO YpOBHEH  Kirouei
mudpoBanusa. OOBIYHO peanu3yercss TPEeXypoBHEBas Hepapxus KIoueil: Oosbliee KOIHYECTBO
YPOBHEH, KaKk IIPaBUJIO, YK€ HE JIa€T 3aMETHOT'O YJIYYILIEHUS KaueCTBa 3aIlMUThI, @ MEHBIIETO MOKET
HE XBaTHUTh JUIS psJia KIFOYEBBIX CXeM. TpexypoBHEBasi UEPAPXUSI IPEAyCMaTPUBAET UCIIOJIb30BAHNE
CEaHCOBBIX WJIM MAaKETHbIX KiIro4ed (1-il ypoBEHb), NOJTOBPEMEHHBIX I0JIb30BATEIBCKUX WIH
CeTeBbIX Kitouel (2-i ypOoBEeHb) U TJIaBHBIX KJIt04el (3-if ypOoBEHb).

Kaxnomy ypoBHIO KIItOYel COOTBETCTBYET KIlOo4eBas sueiika maMaTu Imumporporeccopa.
ITpu »TOM moapaszymeBaeTcs, 4To MUGPOBAHUE JAHHBIX BBITOJIHAETCS TOJIBKO Ha KJIOYaX MEPBOTO
YpOBHSI (CEaHCOBBIX WJIM TAKETHBIX), OCTAJbHbIE K€ IpeJHa3Ha4deHbl JUIsl MHQPOBAHUS CaMUX
KJIFOUEH MPU OCTPOSHUU PA3JINYHBIX KIIFOUEBBIX CXEM.
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TpexypoBHEBYIO CXEeMy JIy4Illeé BCETr0 WJUTIOCTPUPYET YIPOIICHHBIH MpUMep TMpolecca
muppoBanus (daitna (puc. 4). Ha stane HadaibHOW 3arpy3kd B KJIIOUYEBYIO siueiiky Ne 3 3aHOoCHTCS
TIIaBHBIN K04, Ho [utst TpexypoBHEBOTO mK(POBaHKS HEOOXOAUMO TMOTYYHUTH emle 1Ba. CeaHCOBBIN
KIII0Y TeHepupyercsi B pe3yibrare 3anpoca kK JICU mmdparopa Ha moxydeHUe CIydaifHOTO YHUCIa,
KOTOpOE 3arpy’kaercsi B KIIIOYeBYIO siueiiky Ne 1, cOOTBETCTBYIOIIYIO ceaHcoBoMy Kitouy. C ero
MOMOIIBI0 UppYeTes cojepkuMoe (aiiyia U co3IaeTcss HOBBIA (aiil, XpaHsIIui 3amuppoBaHHYIO
H(pOPMALIHUIO.

Omkpbimbil .
mekem HonzospemeHHbIl
KoY nonb3osamens
o
=3
I J’ -
3 CeaHcoebll!
o
S KoY
8
=
S|
Wugppmekem acy
JawugpoearHHsll WugppoeaHue
ceaHcosbIl
KoY
Hmmumoscmaeka

Pucynok 2.37. Illudposanue daiia mo TpexXKIOYEBOM cXeMe

HonzoepemeHHbIl
KoY nonbiosamens

JawugppoeaHHsIl CeaHcoeslll
ceaHcoebil Koy
KoY

OmKpsIMbIl
mekem

Wugppmerem

Pucynok 2.38. JlemugpoBanue (aiisa mo TpexXKIOUEBOU cxeme

Jlanee y momnbp30BaTelNs 3ampallldBaeTCsl JAOJITOBPEMEHHBIN KIIH0Y, KOTOPBIM 3arpy)kaercs B
KITI04eBYyo sueiiky Ne 2 ¢ pacmm@poBKoi MOCPEICTBOM INIABHOTO KJI0YA, HAXOMASIIErocs B siueiike
Ne 3. Kcraru, "ceppe3Hblil" mm@paTop AOKEH HUMETh PEKUM pPACIIU(POBKU OJHOTO KIIOYa C
MOMOIIBIO JAPYroro BHYTpU MIM(pOIpoIieccopa; B 3TOM Cllydae KIIOY B OTKPHITOM BHJE BOOOIIE
HuKorna "He mokunpaer" mmudparopa. M, HakoHel, ceaHCOBBIN KIIOY 3alIn(pOBBIBACTCS MpU
MOMOIIIM JOJITOBPEMEHHOT'0 KJItoYa, Haxozsmerocs B sueiike Ne 2, BeIrpyxkaercs u3 mudparopa u
3aMMCBHIBACTCS B 3ar0JIOBOK 3arupoBaHHOTO (aiia.

[Tpu pacumudpoBke (aiina cHayaga ¢ MOMOIIBIO JOJTOBPEMEHHOTO KIIOYa IMOJIB30BaTENs
pacirdpoBBIBAETCS CEAHCOBBIN KJII0Y, a 3aTEM C €r0 MOMOIIbI0 BOCCTAHABIMBAETCS HHPOpMAIUSI.

B npuHIMIE MOXHO HCMONB30BaTh A IKM(GPOBAHUS M OJUH KIIIOY, HO MHOTOKJIIOYEBas
CXeMa HMMEEeT Cepbe3Hble MpeuMyllecTBa. Bo-mepBhIX, CHI)KAETCS Harpy3ka Ha JIOJTOBPEMEHHBIN
KJII0Y - OH UCIIOJIb3YETCs TOIBKO [T HIM(PPOBAHUSA KOPOTKHX CEaHCOBBIX KIIFOUEH. A 3TO yCIOXKHSIET
MOTEHLIMAJIbHOMY 3JIOYMBIIUIEHHUKY KpHUITOAHAINW3 3amudpoBaHHOW HHQOpPMALUKU C IEJbIO
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MOJIy4EHHUsI JTOJITOBPEMEHHOTO KItoua. BO-BTOpBIX, MPU CMEHE JOJITOBPEMEHHOIO KIIF0Ya MOXKHO
OuYeHb OBICTpO TepemmdpoBarh (Haiyi: JOCTATOYHO Mepemn(poBaTh CEAaHCOBBIM KIIIOY CO CTapOro
JOJTOBPEMEHHOTO Ha HOBBIA. M B-TpEThUX, pa3rpyKaeTcs KIFOUYEBOH HOCUTENb - HA HEM XPaHUTCS
TOJIBKO TJIaBHBIM KIIFOY, a BCE JOJTOBPEMEHHbIE KIIIOUU (a4 MX MOXKET ObIThb CKOJIBKO YTOAHO - JUIsS
Pa3IMYHBIX [EJei) MOTYT XPaHUThCS B 3alIM(PPOBAHHOM C MOMOIIBIO TJIABHOTO KITFOYa BUJE JIAXKE
Ha xecTkoM nucke [1K.

DJIeKTPOHHBIH 3aMOK

UroObl yay4dHIMTh COOTHOIICHHE (DYHKIMOHAIBHOCTH/IICHA, AamnmapaTHble MHPPATOPhI
OCHAIIAIOT PA3IUYHBIMU JIOTIOJTHUTEILHBIME 3alIUTHBIMUA (QYHKIUsIMU. M3 HUX HanOolee mose3Has
W YacTo MNpuUMeHsemas - (QyHKIUS '"IJIeKTpOHHOro 3amka', oOecreuuBaromias IIK 3ammry oT
HECAHKIIMOHMPOBAHHOTO JOCTYa U TIO3BOJISAIONIAs KOHTPOJIUPOBATH IENIOCTHOCTh  (paiiyioB
OTIEePAIMOHHOM CHUCTEMBI U UCIIOIb3YEMbIX MPUITOKECHHIH.

[TamsaTe kaxporo mmdparopa, paboTAOMIEr0 B PEKUME 3JIEKTPOHHOTO 3aMKa, JOJDKHA
coJiepKaTh CIenyrollyo uHbopMauioo, Kotopas (opMHUpPYETCs aJMHUHHUCTPATOPOM O€30MacHOCTH
WJIM aHAJIOTUYHBIM 110 (YHKIUSM JIOJDKHOCTHBIM JIUIIOM:

CIHMCOK TOJIb30BaTeNIel, KOTOPHIM pa3pelleH BXOJ Ha 3al[UIIaeMblil JaHHBIM MIH(PPaTOPOM
KOMITBIOTEP, U JaHHBIC, HEOOXOIUMBIE JUIS KX ayTeHTU(DUKALINH;

CIHUCOK KOHTPOJHPYEMbIX (DalijIOB C pACCUMTAHHBIM JI KaXJAOr0 M3 HHUX XJII-3HAYEHHUEM
(kpoMe (ailyIoB ONeparMOHHON CHCTEMBI, B 3TOT CIIMCOK MOTYT BXOJHWTH JIFOOBIC Npyrue (haiisl,
Hanpumep, mabinon Normal.dot, ucmonmp3yemplii MO YMOJYaHHIO TEKCTOBBIM IIPOIECCOPOM
Microsoft Word);

KypHAJI, COIepKAIIUN CIIUCOK MOMBITOK BXOAa HA KOMIBIOTEP, KaK YCHEHIHbIX, TaK U HET; B
MOCJIEHEM CIIy4ae - C yKa3aHUEM IPUYHMHbBI OTKa3a B IOCTYIIE.

B pexuMme HauanbHOW 3arpy3kd 9JIEKTPOHHBIM 3aMOK mmdpaTtopa mpexae BCero
3aIlpalliBaeT y M0Jib30BaTels ayTeHTU(hUKaunoHHYI0 HHpopMaruo. OOBIMHO OHA XpaHUTCS HA TOM
e KII0YEeBOM HOCHTEJE, YTO W TJIABHBIA KJIIOY, M BBOJWTCA B mmdparop HampsMmyro. B ciydae
YCIIEIIHOM ayTeHTH(UKALUK BBIMOJHAETCS AaHadM3 LEJOCTHOCTH (aMIOB COTJIacHO CIHCKY,
XpaHUMOMY B MaMATU MHM@paropa (IyTeM pacuera X>3ILI-3HaYeHUH (ailloB U CpaBHEHUS HX C
3TajJoHHBIMHU). [Ipy HapymeHMM HEIOCTHOCTH XOTSI Obl OJHOIO M3 KOHTPOJMPYEMBIX (paityioB
3arpy3ka KOMIbIOTepa OJIOKMpYETCs, a MHU(paTop MEePeXOoAUT B CHEIHUAIbHBIN peKuM paboThl -
BIIpEIb BXOJ Ha KOMIIbIOTEp OyIeT pa3pelieH TOJIBKO aJIMHUHHMCTPATOpy MO Oe30MacHOCTH, a
OOBIYHBIM TIOJIH30BATENSIM BXOJA 10 '"pa30opa moneToB" W yCTpaHEHUS HECOOTBETCTBUS OyAeT
3aKphIT. 3aUKCHUpPOBAB IMOMBITKY BXOJa B COOCTBEHHOM JKypHajle, HIM(paTop BO3BpalIaeT
KOMIIBIOTEPY YIIPaBJIEHUE, YTO MO3BOJISET MPOIOKUTH 3arpy3ky OC. OHaKO 37€KTPOHHBIN 3aMOK
MPOOJKAET KOHTPOJIMPOBATH MPOLECC 3arpy3KH, B YAaCTHOCTH, OJIOKMPYs MOMNBITKH 3arpy3KH C
aJIbTEPHATUBHBIX HOCUTEJNIEH - TUCKEThI I KOMITAKT-IUCKA.

®opmart 3amnppoBaHHOr0 00bEKTA

Ocranoch cka3aThb HECKOJIBKO CJIOB O 3aroJIoBKe 3alM(poBaHHOIO o0bekTa. O4eBUIHO, YTO
HEO0XO/UM HEKHUH 3JIeMEHT, KOHTPOJMPYIOIIMNA MPaBUIBHOCTh paciinppoBaHus oObekra. MHaue
pH Kakoh-11bo ommbdke pacmmpoBanus (HallpuMep, PU HECOBMAEHUH TapaMeTPOB aJrOpUTMA,
UCMOJb30BAHUU HEBEPHOI'O JIOJITOBPEMEHHOTO KJI04a W T. J.) HEBO3MOXXHO OyJeT TMOHSATH,
MPaBWJIBHO JIM pacuIM(ppOoBaHbl JaHHbIE (KOHEYHO, 3TO HE OTHOCHUTCS K cly4aro OaHaJIbHOro 0OMeHa
3aM(pPOBAHHBIMA TEKCTOBBIMH COOOIIEHUSIMH, TJ€ KOPPEKTHOCTh pacHU(pOBaHUS MOMKHO
IIPOBEPUTH BU3YyaJIbHO). Takoil 3JIEMEHT pa3MEIIaeTcsl B 3aroJIOBKE 00BEKTa, U OOBIYHO €ro poib
BBINOJIHAET HMMUTOINPHCTaBKA (MM JH00as Jpyras KOHTPOJIbHAs CyMMa) HCXOJHBIX JIaHHBIX,
BbIUKcCIsieMas Ha (pailyioBOM KITtoye.

HmutonpucTaBka BEIYUCISIETCS Tepe]l 3al(poBaHrEeM, 3alIUChIBAETCS B 3ar0JIOBOK, a MOCIe
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pacmudpoBaHus €€ 3HAYCHHE BBIYMCIIIETCS TOBTOPHO M CPAaBHUBACTCS C XPAHSIIMMCS B 3aroJIOBKE.
Kpome Ttoro, utoObl He pacmudpoBBIBaTH BECh OOBEKT, B €0 3arojOBKE XPAaHUTCA M ApyTas
MMHUTONPUCTABKA - (DAHIOBOTO KJIIOYa, KOTOpPAsk BBIYMCISIETCS Ha JOJITOBPEMEHHOM KIIOUE Tepen
3amm@poBanreM GaiIoBOro U MpoBepseTCs mocie ero /pacmudpoBanus, HO (1) 10 pacmmdpoBaHus
Bcero oObekra. C TOMOUIbIO 3TOM BTOPOW WMHUTONPUCTABKH MOXKHO JIETKO JMAarHOCTHPOBATH
OOJIBIIMHCTBO OMMOOK paciiu(poBaHus HA PaHHEH CTaHH.
Wrak, 3amm¢ppoBaHHbIi 00BEKT OOBIYHO CONEPKUT KAK MUHUMYM CIIEAYIOIINE TaHHbBIE:

cobcTBeHHO MH(pOpMalus, 3amudpoBaHHas Ha GailJIOBOM KITIOUE;

(aitnoBbIil KiTI0Y, 3aIM(pPOBAHHBII Ha JT0JITOBPEMEHHOM KITIOYE;

MMUTONPUCTABKA (PaliIOBOr0 KIF0Ya Ha JIOJITOBPEMEHHOM KJTFOYE;

MMUTONPUCTABKA UCXOJHBIX JAHHBIX HA (ail;IoOBOM KITIOUE.

Taxum 00pa3oM, TpEXKIrOUeBasi cCxeMa OpraHU3aliy MaMATH IPEACTaBIIeT co00i cenyromee:

MmaBHLIA
KA
KAwr
. nonkioBaTenAa
Hutepdeiic
. NoOgKNKYEHHA
Y EBBIX ————#  [lauam A2 r— Manmare H3 Nauam A1
HOCHTENER
cny4aiiHoe
4HCno
4
ncuy
Wudponpoyeccop

Pucynoxk 2.39. TpexkiroueBas cxeMa OpraHu3aluy MaMsaTu
TpeOoBanus Kk Ka4ecTBY KJII049eBOi HHPOPMALMH H HCTOYHUKH KJII0Yei

He Bce ximroun u TabauIbl 3aMEeH OOECIEeYMBAIOT MaKCUMAaJbHYIO CTOMKOCTh mudpa. s
Ka)XJJ0r0 aJIrOpuTMa MHU(PPOBaHUS CYIIECTBYIOT CBOM KPUTEPUHU OLEHKU KIHOYEBONH MHPOPMAIH.
Tak, mst anroputMa DES n3BECTHO CylecTBOBaHME TAaK HAa3bIBAEMBIX « C1AObIX Kailoueu », TIpU
HCIOJIb30BAaHNU KOTOPBIX CBSI3b MEXKAY OTKPBITHIMU U 3alIM(POBAHHBIMU JAHHBIMU HE MaCKUPYETCS
JOCTaTOYHBIM 00pa30oM, U MHU(P CPAaBHUTEIBHO MPOCTO BCKPHIBACTCH.

VcuepribIBaromunii OTBET HAa BOIPOC O KPUTEPHSIX KadecTBa Kiroued m Tabmui 3ameH AES
€CIi M MOXHO BoOOLIe TI/Ae-TM00 NOIYy4YUTh, TO TOJBKO Y pa3pabOTYMKOB alrOpUTMA.
CooTBeTcTBYyIOIIME JaHHBIE HE ObUIM ONMYyOJMKOBaHBI B OTKpbITOM nedaTtu. OJHAaKO COTracHo
YCTAQHOBJICHHOMY TMOPAAKY, [UId IU(GpoBaHUS HHPOpMaluu, uUMeromell rpud, AOKHBI OBITh
HCIIOJIb30BaHbl KIIIOUEBbIE JTaHHBIE, MOJYyYEHHbIE OT YIOJHOMOYEHHOM opraHu3anuu. KocBeHHbIM
00pa3oM 3TO MOXKET CBHUIECTEIbCTBOBATH O HAJIUYMU METOJUK IMPOBEPKH KIIOYEBHIX JAaHHBIX Ha
«BIMUBOCTHY. Eciin Hanmmume cnadbix kimoueii B AES— mucKyccHOHHBINA BOTIPOC, TO HATHYUE CIa0bIX
Y3JI0B 3aMEHbI HE BbI3bIBaET COMHEeHUs. OUeBUAHO, YTO «TpUBHANIbHAS TaOJIMIIa 3aMeH, 110 KOTOPOH
mo0oe 3HAueHHWE 3aMEHSETCs WM JK€ CaMuM, SBJSETCS HAacTONbKO Cclabod, dYTo TMpH ee
MCTOJIb30BAHUU IU(P B3IaMBIBACTCS JIEMEHTAPHO, KAKOB ObI HU OBLT KITIOY.

Kak yxe ObuUIO OTMEUEHO BBIIIE, KPUTEPUH OLEHKH KIH0YEeBOH MH(pOpMAlUU HEIOCTYIIHBHI,
OJIHAKO Ha UX CUET BCE K€ MOYKHO BBICKAa3aTh HEKOTOPbIE 00IIIHE COOOpaKeHHUSI.

Kitou 1oymkeH sBISATHCS MACCUBOM CTATUCTUYECKH HE3aBHCHMBIX OMTOB, NMPUHUMAIOLINX C
paBHOM BepOoSITHOCTHIO 3HaueHus 0 u 1. Henb3s MOJHOCTBIO MCKIIFOUHTH MIPU 3TOM, YTO HEKOTOPHIE
KOHKPETHBIE 3HAUEHUS KITF0Ya MOT'YT OKa3aThCs «CIa0BIMU», TO €CTh HIH(P MOXKET HE 00ecreunBaTh
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3aJJaHHBI YpPOBEHb CTOMKOCTH B CIy4ya€ MX HCIOJIb30BaHUA. OJHAKO, MPEANONOKHUTEIBHO, IO
TaKuX 3HA4YCHWH B OOIIEl Macce BCEeX BO3MOXHBIX KIIOUeH HMUYTOXXHO Mania. [lo kpaiiHei mepe,
MHTCHCUBHBIC HCCIEN0BaHUs MHUdpa JO CHX MOp HE BBIIBWIM HH OJHOTO TaKOTO KJII0Ya HH IS
OJIHOM M3 W3BECTHBIX Tabmuil 3ameH. [lodToMy KItOuHM, BhIpAaOOTAaHHBIE C MOMOIIBI0 HEKOTOPOIO
JaTYMKAa UCTUHHO CIIy4alHbIX yncel, OyAyT KauyeCTBEHHBIMU C BEPOSITHOCTBHIO, OTJIMYAIOLIEICS OT
€IMHULIBI HAa HHUYTOXKHO Malylo BenuuuHy. Eciu jxke kirouM BbIpabaThIBAlOTCA C MOMOUIBIO
reHepaTopa IICEBJIOCIYyYalHbIX 4YMCEJ, TO MHCIIOJIb3YEMBI TI'€HEpaTop JOJDKEH OO0eceunBarh
YKa3aHHbIC BBIIIE CTATUCTHUYECKHE XapaKTepUCTUKU, U, KpPOME TOro, o0JaaaTth BBICOKOM
KPUNTOCTOMKOCTBIO, — HE MEHBLICH, YeM y caMoro ainroputma mmdpoBanus. MHbIME ciioBamH,
3aJlaya ONpeeNIeHNs OTCYTCTBYIOIINX YICHOB BhIpabaThIBA€MON T€HEPATOPOM IOCIIEI0BATEILHOCTH
3JIEMEHTOB HE JIOJDKHA OBITH MpoIIe, YeM 3agada BCKpbITHs mudpa. Kpome toro, mis oTOpakoBKu
KIIFOUEH C IUIOXMMH CTaTUCTUYECKHUMH XapaKTEPUCTUKAMU MOTYT OBITh HCIIONb30BaHbl Pa3IHUHBIC
cTaTucTUYeckue Kpurepuu. Ha mpakThke OOBIYHO XBaTaeT IBYX KPUTEPUEB, — JJs INPOBEPKU
PaBHOBEPOSTHOIO pacHpeesieHnus OUTOB Kitoya Mexay 3HaueHusMHU 0 U 1 oObIYHO HCTIOIB3YeTCs
kputepuii [lupcona, a [uIsi MPOBEPKH HE3aBUCUMOCTH OWTOB Kitoya — Kpurepuid cepuit. OO0
YIOMSHYTBIX KPUTEPUAX MOKHO MPOYMTATh B YUeOHUKAX WM CIPABOYHUKAX [0 MATEeMAaTUYECKOM
CTaTUCTHUKE.

B cnyuae ke, xorga HeoOXOAMMO BbIpaOOTaTh OONBINION MO 00BEMY MACCHB KIHOYEBOU
uHbOpMaMY, BO3MOKHO U OYEHb IIHUPOKO PACHPOCTPAHEHO WCIOIB30BAHUE PA3THUHBIX
MIPOrpaMMHBIX JTaTYMKOB IICEBIOCTYYaHHBIX YUCEN.

HawryummMm ke moaxomom it BRIpaOOTKH KITFOUEH HCIIOJIb30BaHUE allapaTHbBIX JTaTYUKOB
CyU.

Tabnuua 3amMeH SBISETCS JOJITOBPEMEHHBIM KIIFOYEBBIM 3JIEMEHTOM, TO €CThb JCHCTBYET B
TE€YeHHE Topa3fo Oosiee ATUTENBHOTO CpOKa, YeM OTAeNbHBIM Kitod. [Ipenmonaraercs, uto oHa
ABIISIETCA OOIIEH Ui BCEX Y3JIOB MM(POBAHUS B PaMKax OJHOW CHCTEMBI KPUITOTrpapUUECKOM
3amuThl. Jlaske mpu HapylIeHuu KOH(GUICHIIMATLHOCTH Ta0JIUIIbI 3aMEH CTOMKOCTH MH(pa ocTaercs
Ype3BbIYaiHO BHICOKOW M HE CHMIKAETCSl HMXKE JIOIyCTUMOTO Ipenena. [loaToMy HET 0co00i HYK/Ibl
JepKaTh TaOJIUILy B CEKpeTe, U B OOJNBIIMHCTBE KOMMEPUYECKUX MPUMEHEHUN Tak OHO U AenaeTcs. C
Apyroi CTOPOHBI, TalOJHIla 3aMEH SBIISETCS KPUTHYECKH BAXKHBIM DIIEMEHTOM ISl 0OecredeHus
cToiikoctu Bcero mmudpa. Beibop HeHamnexameil TabauIbl MOXKET MPUBECTH K TOMY, 4TO LIM(P
OyZeT JIerko BCKPBIBAThCA M3BECTHBIMU METOJIaMU KpuITOaHainu3a. Kpurepuu BbIpaOOTKH Y3JI0B
3aMeH — TaiiHa 3a cembto medarasmu U OAIICU Bpsg nu eil moaenurcss ¢ OOIIECTBEHHOCTHIO B
OmmkaiimeM 00o3puMoM OyayiieM. B kKoHeuHOM wWTOTe, HJI TOrO, YTOOBI CKa3aThb, SIBJISETCS JIU
JlaHHAas KOHKpeTHas TabyiMla 3aMeH XOpolled WM IJIOXOH, HEOOXOJMMO MpPOBECTH OTPOMHBIN
o0beM paboT — MHOTHE THICSUM 4YEJIOBEKO- W MAIIMHO-4acoB. ENMHOXIBI BbIOpaHHAs H
ucrnosib3yemass TalOaMua MOAJEKUT 3aMEHe B TOM U TOJBKO B TOM ciydae, eciau Iupp c ee
HCIIOJIB30BAHUEM OKAa3aJICs YSI3BUMBIM K TOMY WJIM MHOMY BUAY KpunroaHaiusa. [losTomy mydmmm
BBIOOPOM JJIs1 pSAZIOBOTO MOJIb30BaTeNsl mHdpa OyaeT B3SATh OJHY U3 HECKOJIbKUX TaOJMIl, CTaBLIMX
JOCTOSIHUEM TJIACHOCTH.

Kpunrorpaguyeckas cToiikocTh

[Ipu BBIOOpE KpUNTOrpaPUUECKOro ajropuTMa A HCHOJIb30BaHUS B KOHKPETHOU
pa3paboTKe OJHUM U3 ONPEIENAIONINX (PAKTOPOB SABJISETCS €0 CTOMKOCTh, TO €CTh YCTOWYHBOCTH K
MOMBITKAM TPOTUBHHMKA €ro packpbiTh. Bompoc o croiikoctu mudpa mnpu Omukaiiinem
PaccCMOTPEHMH CBOAMTCA K IBYM B3aUMOCBSI3aHHBIM BOIIPOCAM:

MO>KHO JIM BOOOIIE PacKpbITh JaHHBIN muUQp;

€CJIN 74, TO HACKOJIBKO 3TO TPYJHO CAENAaTh IPAKTUYECKH;

[udpel, xoTOpble BOOOIIE HEBO3MOXHO PACKPBITh, HA3bIBAIOTCS AOCOIIOTHO WU
TeopeThyecku cToikumu. CyliecTBoBaHHE MOAOOHBIX MHU(POB ToKa3biBaeTcst TeopeMoii 1llenHoHa,
OJIHAKO IIEHON STOM CTOWKOCTH SIBISETCSd HEOOXOAMMOCTh MCIIONB30BAHMS VIS IIH(PPOBAHUSL
KaX/10T0 COOOIIEHHUs KJI0Ya, HE MEHBIIIEro M0 pa3Mepy caMoro cooOmeHus. Bo Bcex ciydasx 3a
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UCKJTIOUYEHHEM psiia 0COOBIX 3Ta IIEHa Ype3MEepHa, OATOMY Ha IMPAKTHKE B OCHOBHOM HCHOJIB3YIOTCS
mudpel, He obnagarone abCOMIOTHON CTOWKOCThIO. TakuM oOpazoM, HauboJee yrnoTpeOuTeIbHbIe
cxeMmbl MH(POBaHUS MOTYT OBITH PACKPBITHI 32 KOHEYHOE BpEeMs WM, YTO TOYHEE, 32 KOHEYHOE
YUCJIO IIaroB, KaXX/bld M3 KOTOPBIX SIBJISIETCS HEKOTOpPOM omepauue Haj yucinamu. s Hux
HauBaXKHEHIlIee 3HAYEHUE UMEET MOHATUE NPAKTUYECKOW CTOMKOCTHU, BBIPAXKAIOIIEE IPAKTHUECKYIO
TPYIHOCTh HX pacKpbITHs. KoaumyecTBEHHONM Mepoil 3TOW TPYAHOCTH MOXKET CIYXHUTh YHCIIO
AJIEMEHTAPHBIX apU(METUYECKHX M JIOTUYECKUX OIepanuii, KOTOpble HEOOXOAMMO BBIOIHHUT,
YTOOBI PACKPBITh IHGP, TO €CTh, UTOOBI AJIS 3aIaHHOTO MH(PPTEKCTA C BEPOSITHOCTHIO, HE MEHbBIIIEH
3aJJaHHOM BEJIMYUHBI, ONPEJEIUTh COOTBETCTBYIOIIUM OTKPBITBIMA TEKCT. [Ipyn 3TOM B IONOTHEHUH K
nemudpyeMoMy MacCHBY JaHHBIX KPUNTOAHAIMTHK MOXKET pacmojiararb OJIOKaMU OTKPBITHIX
JaHHBIX M COOTBETCTBYIOIIMX MM 3alIM(POBAHHBIX JAHHBIX WIIM AK€ BO3MOXKHOCTBIO MOJIYYHTH
IUIS TFOOBIX BBHIOPAHHBIX UM OTKPBITHIX JTAHHBIX COOTBETCTBYIOIIME 3alIM(POBAHHbIC TaHHbIE — B
3aBUCHMOCTH OT IEPEUYUCIEHHBIX U MHOTHUX JAPYTMX HEYKa3aHHBIX YCIOBHUH pazindaroT OTAEIbHBIC
BH/Ibl KPUIITOAHAJIN3A.

Bce coBpeMeHHBIE KpPUOTOCHUCTEMBI TOCTpOEHBI 1o mnpuHmuny Kupxrodpda, 1O ecth
CEKPETHOCTh 3alIU(POBAHHBIX COOOLICHHUI ONMpeAensieTcs] CEKPETHOCTHIO KII04a. DTO 3HAYUT, YTO
Jake eClIi caM aJTOpUTM MH(POBAHUS HM3BECTEH KPUITOAHAIUTHKY, TOT, TEM HE MEHee, HE B
COCTOSIHMM pacuingpoBaTh COOOIICHHE, €CIM HE pacroiaraeT cOOTBETCTBYOMIMM KitodoM. [Hudp
CUMTAETCS XOPOIIO CIPOSKTUPOBAHHBIM, €CIIM HET crnocoba BCKPBITH ero 0osee 3p(PeKTUBHBIM
criocoboM, 4eM MOJIHBIM IepedopOM 10 BCEMY KITFOUEBOMY MPOCTPAHCTBY, T.€. IO BCEM BO3MOYKHBIM
3HaYeHusM Kimoda. AES, BeposSITHO, COOTBETCTBYET ATOMY NPUHIMUITY — 3a TOJIbl MHTEHCHBHBIX
UCCIIEIOBAaHUM He ObUIO MPEIOKEHO HU OJHOTO Pe3yNbTaTUBHOTO crocola ero KpunroaHanusa. B
IJJaHE CTOMKOCTM OH Ha MHOIO IOPSAKOB IIPEBOCXOAUT INPEKHUM aMEPUKAHCKHW CTaHIApT
mdposanus, DES.

CrTpykTypHas cxema mm@pparopa

B cocraB mm¢paropa BXOAAT:

brok ynpaBieHus, Kak cielyeT U3 ero Ha3BaHUs, CIYXKUT JUIsl yIpaBieHHs paboTol Bcero
mmmdparopa. OOBIYHO OH peanin3oBaH Ha 0aze MUKpokoHTpoiepa. [ludpornpoueccop npeacrasisier
co0Ol crenuanu3upoBaHHYI0 MUKPOCXEMY WM Kak B HameM ciydae DSP, kotopslii BbimonHsET
muppoBanue naHHbIX. BooOmie rosopsi, YK3]J| MoxeT MMeTh HECKOJbKO MIM(POIPOIECCOPOB,
HarnpumMmep, A1 B3aUMHOI'0 KOHTPOJIs (ITyTeM CpaBHEHMs "Ha JeTy" MmojyyaeMbIX 3alI(pOBaHHBIX
WIM OTKPBITBIX JIaHHBIX) W/WIM paclapajieNuBaHus mporecca mudpoBanus. s reHepauuu
KIto4el mugpoBaHus B yCTPOHCTBE MPEAYCMOTPEH annapaTHblid 1aT4uk ciaydaibeix uucen (ACYH),
BBIPA0ATHIBAIOIINI CTATUCTUYECKU CITyUYalHBIA U HETMPEICKa3yeMblil CUTHAI, TpeoOpa3yeMblil 3aTemM
B 1MdpoByto ¢gopmy. OOMEH KOMaHIaMH M JaHHBIMH MEXAYy MHU(PPaTOPOM H KOMIIBIOTEPOM
oOecnieunBaercss KOHTposiepoM, 00b1dyHO PCI (unmu npyroil CUCTEMHOM IIMHBI B 3aBUCUMOCTH OT
uHTepdeiica mudparopa). Bzaumoneiicteue mudparopa ¢ cucremHoi miaroit I1K ocymectsisercs
yepe3 koutpoiep YK3/. ns xpanenus [1O MukpokoHTposiepa HE00X01uMa SHEProHe3aBUCHUMas
IaMsATh, pEalM30BaHHAs HAa OJHOW WJIM HECKOJIBKHX MHKpOcXeMax. JTo ke BHyTpeHHee [I3VY
WCIOJIb3YETCs JIJIS 3aIIMCH JKypHaja ONepaluuil u Apyrux Lesiei.
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B cocraB oneparmonnoro 61oka Bxoaar: O3Y — onepaTUBHOE 3allOMUHAIOIIEE YCTPOUCTBO,
KOTOpPO€ XpaHUT 3HaUYeHHE MHPOPMAIIMOHHOTO OJI0KA OTKPHITOrO TEKTa U MHU(PTEKCTa U KIOYEBOTO
OJ0Ka [T KaKA0ro payHaa mudpoBaHus, OJIOK 3aMEHbI, pETUCTP CABHUIra, MUKIIEP, CYMMATOp — 3TO
OJIOKM OTBEYAIOLIHE 32 COOTBETCTBYIOIINE ONEPaLlUU AIrOpUTMa MU(POBAHHUS.

Kpome Toro B cocraB BXoaaT OJOK MpeoOpa3oBaHMs BXOAHBIX M BBIXOJHBIX JTaHHBIX,
KOTOPBIM CIYXHUT ISl TOrO 4TOOBI M3 MPOCTOW MOCIEAOBATEIbHOCTU OUT (HOpMUPOBATH OJIOKU
pazmepoM 128, 192 unu 256 OuT, KOTOpBIE 3aIOJIHAIOTCA AAHHBIMU CBEpPXY - BHU3 U ClIeBa — Ha
paBo.

IIporpammuas yacts mudparopa

Eme Tpu-4yetsipe roja Ha3aja peain3oBarh cBOil anroputM Ha DSP Bbl Moriu, Ui
JOCKOHAJILHO U3YYHB SI3bIK acceMOiepa KOHKPETHOTO mporeccopa. OnHaKo, pa3BUTHE
MIPOrPaMMHBIX CPEJICTB B MOCIIEAHUE TOJIbI IPUBEIIO K TOMY, YTO B HACTOSAIIEE BpeMs
JOCTaTOYHO CJIOKHBIE 33]]a4l MOXHO IPOTPAMMHUPOBATh Ha S3bIKaX BHICOKOTO YPOBHS —

Ha Cu u naxe Ha C++. CoBpeMeHHbIE KOMITUIISITOPHI U KOMIIOHOBIIUKU T€HEPUPYIOT
kox st DSP, mocrarouyno 3¢ dexTrBHBII B O0JBITUHCTBE ciiydaeB. Mcnons3oBanue
SI3BIKOB IIPOTPAMMUPOBAHHUS BBICOKOTO YPOBHS MTO3BOJISIET HHKEHEPY COCPETOTOUUTHCS
Ha COJIepKaTeIbHON YacTH aJrOPUTMa, CYIIECTBEHHO YMEHBIIIAET BPeMsI CO3TaHuUs
MPUIIOKEHUM.

Opnako, Topazmo Oosiee TPOCTOM W OBICTPBIA MyTh UIsI TpPOBepKH d(H(HEKTHBHOCTH
pa3paboTaHHOTO AITOPUTMA 3aKJTFOYAETCsl B MCIONIb30BAaHUH U MOJIEIHPOBaHUs cucTeMbl Matlab.
Bo Bcem mupe Matlab sBnsieTcst ctanmaprom ae-(akro mpu skcrepuMenTax ¢ anropurmamu L{OC.
Omna BkJIOUaeT B cedst Oorareiinie OUOIMOTEKH FOTOBBIX (DYHKIIUN U MPOLEAYP, B TOM YUCIE U JUIS
00paboOTKH CUTHAJIOB, H300pakeHni. B mocnenneil Bepcun 3Toi CHUCTEMBI (HA MOMEHT HAIMCaHUS
KHUTH 3T0 V.6.1) nMeeTcs naxe OMOJIMoTeKa HaMCaHUs
npuioxxenuit aiist LHIIOC ¢upmel Texas Inst.. BxoaHo# sS3b1K IporpaMMupoOBaHus 3TON
cpenbl Bo MHOroMm noxox Ha Cu. Kpome toro, B coctaB Matlab Bxoaut Simulink, B
KOTOPOM pealin30BaHa KOHIIETIHUS TpaguuecKoro mporpaMMHUPOBAHHSI, TO3BOJISIOIIAS
CO3J1aBaTh MPOrpaMMBbI IIyTeM PUCOBaHMs 0JIOK-cXeM aaroputmoB. Kiaccuueckuit myThb
CO3J/IaHUS HOBBIX YCTPOHCTB Takoi: Matlab -> C -> accemOirep DSP.

[Tponiecc oTnaaku MPOEKTa MOCIE HANMCAHUS KOJAA MPOrpaMMbl U YCHEIIHOW KOMIWISLUU
BKJIIOUAET TPU OCHOBHBIX ATama: MmoaenupoBanue (Simulation), ouenka (Evaluation) u smynauus
(Emulation). Ha »rtame MoaenupoBaHus paboTaeT MOJENHpyIas Mporpamma (CUMYISITOD),
KOTOpasi UMUTUPYET paboTy mpoleccopa.

CuMynSATOp UCHOB3YETCS IS MPOBEPKU U OTJIAZKHU MPOTPaMMHOI0 KO/1a 10 TOro, Kak OyneT
M3TrOTOBJICHA IJ1aTa ¢ mpoieccopoM. Ha BTopom atamne ucnonb3yercsa oneHovyHas miara EZ-KIT s
TOT'0, YTOOBI ONpPENENUTh, KAKOH MPOLECCOop HAWIYUIIUM 00pa3oM MOAXOIUT Ul PELIeHUs Baulen
3amaun. [lmara moakimrouaeTcss K KOMIBIOTEPY C TOMOINBIO Kalens uepe3 MapajuieNbHBIH,
nocinenosarenbHblil uan USB-nmopt. K HacToseMy BpeMeHH OLEHOYHbIE MJIaThl CYIECTBYIOT AJIs
BCEX TUIIOB Iporeccopos, HaunHasg ¢ ADSP-2181 u 3akanuuBas HoBeimuM npoueccopom BlackFin.

Ha tperbem 3Tane, Korja yCTpOWCTBO YK€ M3TOTOBJIEHO, MOYKHO BBINOJIHUTH TECTUPOBAHUE

TUTATHI C TTIOMOIIBIO CIIEMAIBHOTO aNIapaTHO-POrPAMMHOTO MOIYJISI — AMYJIATOpPA. DTOT MOIYIb
yIpaBiisieT Hu(POBbIM CUTHANBHBIM TporieccopoM uepe3 JTAG-unrepdeiic 1 mo3BosseT noapoOHO
OTCJICJIUTH BBITOJIHEHHE TPOTPAMMHOTO KOJIA.
Eme onHOM BaKHOW OCOOEHHOCTBIO, Ha KOTOPYIO CleayeT oOpaTuTh BHUMaHUE, SBISETCS TO, YTO
untepdeiic makera Visual DSP++ enuHbIil 1151 Bcex cepuii CUTHAIBHBIX MPOIIECCOPOB, BKIIFOUast 16-,
32-6utnnle, a Takke TigerSHARC u BlackFin. Otanuus xacarotes aumrs Habopa yCTaHOBJIEHHBIX
KOMITHJISITOPOB ¥ MMEIOIICHCS JINTICH3UH.

B wutore Bcex 3TUX TpexX H3TamoB MOJy4aeM MPOTrpaMMy KOTOPYIO HEMOCPEICTBEHHO WU
ucnonp3yer DSP. [Iporpamma, ncnonmHsiemast TU(POBBIM CHTHAILHBIM TIPOILIECCOPOM, TIPEICTABISIET
coboii HaboOp KOMaHJ, KOTOpbIE MpPOIEecCcOp AODKEH IOCIEA0BAaTeNbHO BBIMONIHATE. KoMaHabl
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MpenCTaBIsaOT 48 — OWTHBIE CIOBa KOTOPBIE MOTYT OBITh 3alMCaHBl BO BHYTPEHHIOI MaMSTh
nporeccopa. B kaxmyro sUeiKy maMsaTH mporieccopa MOXKeET OBITh 3allMcaHa TOJIBKO OJJHa KOMaH/a.
[Tocne 3arpy3ku B TpoLECCOp IMporpaMma NpeACTaBIseT coO0OW MOCIeI0BaTeIbHOCTh 48 —
paspsIHBIX CJIOB XPAHSIIMXCS BO BHYTPCHHEH MaMATH Tpoleccopa. Y KaKIOW SUYCHKU MaMSITH
mporeccopa MMEETCsl ajpec, o0pamasch MO KOTOPOMY, MPOLECCOpP MOXKET CUMTaTh, a 3aTeM U
BBINOJIHUTh KOMaHIy. PaboTa mporpaMMbl HauyWHAETCs € TOTO, YTO MpoIeccop olOpamaercs K
HAYaJIbHOMY aJpecy, B KOTOPOM JISKHT IepBas KOMaHIa mporpammbl. OxaHumBaercs paboTa
MPOTrpaMMBbl UCTIOJTHEHUEM TOCTIeIHEH KOMaHIIbI ¥ MIEPEX0JIOM IPOIIECCOPa B PEKUM ITOHIKEHHOTO
MOTPEOJICHUS TUTAHMSL.

VisualDSP «ymeer» paboraTh ¢ ABYyMS S3bIKaMH IIporpaMMmupoBanus: accembiep u Cu. Tak
KaK B KOHEUHOM HTOTE TeHepupyeTcst kox aist camoro DSP, To HeT pa3HHUIIBI HA KaKOM U3 SI3BIKOB
pabotats BHyTpu VisualDSP.

@OyHkuus 3ammpoBaHus

[udposanne AES cocrourt:

° W3 Ha4aJIbHOTO JI00ABIICHUS PAyHIOBOTO KIJIFOYA;
° N, - 1 payHnos;
. 3aKJIFOUUTEIBHOTO payHIa, B KOTOPOM OTCyTcTBYeT omeparust MixColumns.

Ha Bxox anroputma mnopaaroTcs OJIOKM BXOAHBIX JaHHBIX, B XOJe MpeoOpa3oBaHUi
COJIEP’)KUMOE OJIOKA M3MEHSIETCSI, IOCPECTBOM COOTBETCTBYIOIINX OIEpAIMid (OMMCAHBI BHIIIC) U HA
BbIXOZIe 00pazyeTcs MuGPOTEKCT, OPraHU30BAHHBIHN OMSATH )K€ B BUJIE OJOKOB COCTOSHUS.

[lepen Havamom mepBOTO payHia MPOUCXOJUT CYMMHUPOBAHUE MO MOJYIIO 2 C Ha4aJbHBIM
KIIt0ouoM mudpoBaHusl, 3aTeM - IpeodpazoBaHue MaccuBa 0aiiToB B TeueHue 10, 12 umm 14 paynaos
B 3aBMCHMMOCTH OT JUIMHBI KJtoua. [locnenquuii payH 1 HECKOIBKO OTIWYACTCS OT MPEABIAYIIUX TEM,
YTO HE 33JeHCTBYeT QYHKIHUIO IepeMennBanus 6ait B croadiax MixColumns.

Kpome Toro B anroputm paboTsl mudpaTopa UCTIOIB3YETCS PSJI MPOBEPOK, HANIPABICHHBIX HA
KOPpeKTHYIO0 pabory airoputma mudpoBanus. OQHONW U3 MPOBEPOK SBISETCS MPOBEpPKA JJIUHBI
KITFoYa MHQPOBAHUS — €CIIM JUTHHA KJIF0Ya MUQPPOBAHUS COCTABIISICT MCHBIIE WM OOJBIIE JTUHBI
OTpECNICHHOW AaJITOPUTMOM, TO BBIBOAMTCA COOOIIEHHWE O HEMPaBWIBHON [UIMHE KIo4a |
HEO0OXOMMO BBECTH KJIFOU BEPHOU JVIMHHBI, B IPOTUBHOM CJTy4ae CUTYAIlHsl TOBTOPSETCS.

Bropas mpoBepka 3akiioyaeTcs B CpaBHEHUHU JUIMHBI KJIf04a OJoKa mU(POBAHUS W JITHMHBI
mudpyemMoro 0JI0Ka, €CIM JJUHBI OJIOKOB PaBHBI WJIM JIJIMHA KJIFOYa MEHBIIE, TO MPOU3BOIUTCS
cienymoas Mo CHOUCKY omepanus. B mpoTHBHOM ciydae BO3BpAaT HAa HECKOJBKO IIAroB Ha3al.
Kpome Toro, ecan miuHa kiroua Onoka mudpoBaHus U JUIMHA MH@pyeMoro 0OJioka paBHBI TO
BBIJIa€TCSl peKOMEHJAIMsI BEIOpATh MEHBIIYIO UIMHY KIF0Ya. DTO CIENAaHO C IeNIbI0 MCTIOIb30BaHuUs
QIrOpUTMa PACIIMPEHUsT KiIoYa (KJII0Y 3a7aeTCsi HE MPAMBIM 00pa3oM, 4YTO TMOJIOKHUTEIHHO
CKa3bIBACTCSl HA KPUIITOCTOMKOCTH).
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BriGop AnWHbI

6noka
wudpoBaHnsa

}

BbiGop AnMHbI

Knioda
wudposaHna

}

Beog knwouda
wundpoBaHns

!

Mpoeepka ANVHBI
Koya
wncbpoBaHus

}

CpaBHeHWe OnuHb!
Knioya
wmncppoBaHna ¢
ANWHHOW Bnoka
OaHHBIX

}

AnuHa 6noka
coBnagaeT ¢
ANVHHOWM Kmiova ?

PekomeHgosaTtb
BbiGpaTs
KoY MeHbLero
pasmepa

LLinchy
PECI.IJVIPEHME OI'ISpal.lVIFI 3ameHel
Kntova Bant
Onpeaenenne Onepauna
ANVHEI UMKNUYECKOro
paclWMpeHHoro capura eneso Ha i
Kniova Bant
Onepauws Onepauws
pacwupexva cMeLnBaHnA
kno4va crtonbuos
Onpenenexue
Konu4ecTea HoBGanHeHue
payHaos payHOoBOro Knoua
wuhpoBaHns
MpeapaputensHoe
HanomeHne Mocneanwii payHo
KMOYeBomn ?
MHbopMaLn
Onepauws
PopmMrpoBaHue HMKNUAYEcKoro
Tabnuusl 3ameH CRBura aresa Ha 1
Bant

Onepaums sameHbl
Bant

HoBanHenne
payHAOBOro Knoua

Return
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Pucynok 2.40. Ilponecc muppoBanus/aemmdpopanus ¢aiina

KonupoeaHue
OpPWUrMHANLHOM
KNo4Ya

Y

KonupoBaHue 4-x RoGaenetine
(6,8-mu) BMT KnKoua B TEKYI-IJ.BH-
Ka4yecTBe BpEMEHOro Ll payHnoBown
CMNOB& PAaCLIMPEHHOIO KOHCTaHTHI K

KKo4Ya BPEMEHHOMY CNOBY
Y vy
YcTaHoBRNeHne
TEKYLLEN NO3NLMK B ATty e
PacLuMpeHHomM HOBOrO Crnoea K
KnioHe cnpasa ot npeanocneHemy
OPMIMHANEHOTO
Kn4a
¥ v
MHa
fin [NpogemkeHne K
pacLUMpeHHoro eneayiowmeny
KNnK4a paeHa o
pac4yMTaHHON ? 4
¥ v
Mcnone3oeaHHo

nocnegHee cnogo
W3 OPUIMHAMNBHOTO
Knoda ?

i BPEMEHHOE GMOBO [#—

BpaweHwe cnoea Return
Ha i BanT Bnego

3ameHa Kaxgoro
Bairta e cnope

Pucynok 2.41. Ilponecc pacmmpeHnss OpUrHHAIIBHOTO KIIFO4a



Aaroputm BhipadoTku kaoueit (Key Schedule)

PaynoBbie KIF0UM TOTYYarOTCs U3 KIIH04a MH(pOBaHUS TOCPEACTBOM aITOPUTMA BBIPAOOTKH
kmoyei. OH COAepKHT JBa KOMITOHEeHTa: pacimpenune kimoda (Key Expansion) u BeIOOp
payngoBoro kioda (Round Key Selection). OcHoBormosararomiye mpyHIUIBI aITOPUTMa BBITISIST
CIICAYIOIIAM 00pazoMm:

e  o0miee yuCiIO OMTOB PayHIOBBIX KIIOYEW paBHO JJIMHE OJOKA, YMHOXEHHOW Ha YHCIO
payHioB, 1witoc 1 (Hampumep, mias amHbl Oimoka 128 out m 10 paynmoB TpebOyercs 1408 Out
PayHIOBBIX KIIIOUEH);

e  xirou mMdpoBaHUs paciupsieTcs B pacmupennsii kiarod (Expanded Key);

®  payHIOBBIE KJIIOYM OEpyTCs U3 PACHIMPEHHOTO KIF0Ya CICAYIONIMM 00pa3oM: MepBbIH
payHIOBBIN KJIF0Y coAepxHT nepBbie Ny clioB, BTopol - ciexyromiie Ny ClIoB U T. 1.

Pacuupenue knroua (Key Expansion). PacimpeHHbIH KIFOY PEACTaBIIseT cO0O0M TMHEHHBIH
maccuB W[i] u3 Np(Ni+ 1) 4-6aiitoBeix cios, | = 0,1...Np(N; + 1). B AES maccuB W[i] cocTout u3
4(N; +1) 4-6aiitoBbIX cioB, 1 = 0,1...4(N; + 1).

IlepBeie Ng cioB comepxar kiwod mudpoBaHus. Bce ocTanbHBIE C€I0Ba ONPENCISIOTCS
PEKYpPCUBHO M3 CJOB C MCHBIIUMHU HHJIEKCAMHU. AJTOPUTM BBIPA0OTKH KIFOUYCH 3aBUCHT OT
BeJinunHbI Ni.

Kak M0XHO 3amMeTHTh (pUCYHKaA , a), iepBbie Ny CIIOB 3aMoNHSAIOTCS KIFOYOM MU(POBAHMS.
Kaxnoe mocienyromee cinoBo W[i] momyuaercs mocperacrsom XOR mpensiayiiero ciosa W[i-1] u
cioBa Ha Ny o3unwmii panee W[i - NK]'.

w[i] = w[i - 1] @ w[i -Ny].

Jlist cioB, mo3unus KoTopbix kpatHa N, mepenq XOR npumensiercs npeodpasosanue Kk W[i-1],
a 3areM elie npubasisieTcs payHaoBas koncranta Rcon. IIpeobpasoBanue peann3yercsi ¢ TOMOIIbIO
JBYX JIOTIOJTHUTEIbHBIX (DYHKIIHIA:

RotWord(), ocymiectBasitorieli moOaiTOBbIN CABUT 32-pa3psiiHOro ciioBa mo Gopmyse {ap a1 az as}
d {al aazap} u

SubWord(), ocymectnsromeli moGalTOBYI0 3aMEHY C HCIIOJIB30BaHHEM S-Ooka (QYHKINH
SubBytes(). 3nauenue Reon[j] passo 27,

3HaveHue W[i] B 3TOM ciydae paBHO
wli] - SubWord(RotWord(w[i - 1])) ® Rcon[i/Nx] ©w[i - N].

wo | W, | wy [ w, P | wy | wy | w W | W W W W WL W

Round key 0 Round key 1

Pucynok 2.42. ITpouenypsl:

a - pacmmpeHHs Kio4ya (CBETIO-CEphIM I[BETOM BBIACICHBI CJIOBAa PACHIMPEHHOTO KIIOYa,
KOTOpble QopmupyroTcs 0e3 ucnoib3oBanus (yHkmmii SubWord() u RotWordQ; TemHo-cepbiM
I[BETOM BBIZICTICHBI CJIOBAa PACIIMPEHHOTO KIFOYa, TMPH BBIYMCICHUU KOTOPBIX HCIOIB3YIOTCS
npeobpazosanus SubWordQ u RotWordQ);

0 - Be1OOpa paynoBoro kimroua st NK — 4.

Bri6op paynnoBoro kmoua (Round Key Selection). PaynnoBeiii kiarod | momydaercst U3 CJIOB
maccuBa payHaoBoro kiaroda ot W[Nb i] u 10 W[N, (i + 1)], kak moka3aHo Ha pucyHke 3.8.
IIpumeuarue. ATTOPUTM BBIPAOOTKHU KITFOUEH MOXKHO OCYIIECTBISTH M 0€3 MCIOJIb30BaHUSI MacCUBa
wl[i]. dns peanusaiuii, B KOTOPBIX CYIIECTBEHHO TPeOOBaHHME K 3aHMMAaeMOU MaMATH, pPayHIOBbIC
KJIFOYM MOTYT BBIUMCIATBCA "Ha JeTy" IOCpEeICTBOM Hcmonb3oBaHus  Oydepa m3 Ny cios.
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PacmmpeHHblii KIIOY JOJDKEH BCErJa IONydaThCsl M3 Kioya IMM(POBaHUS M HUKOTIA HE
yKa3bIBaeTcs HanpsAMyro. HeT HUKakuX orpaHMYeHui Ha BHIOOP Kit04a MIM(PPOBaHUS.

3anyck mudparopa

[To GonpmioMy cueTy y ammapaTHBIX HIH(PPATOPOB CYIIECTBYET JBa OCHOBHBIX peXHMa
paboThI: HAYATTLHON 3arPY3KH U BBIITOJHEHHS OTIEPAIIUH.

IlepBblii HauMHaAeTCA MpU 3arpy3ke KOMIbIOTEpa, B TOT MOMEHT, korma BIOS IIK
OIIpalIMBaeT BCE MOJKJIIOUEHHBIE K HEMY BHYTPEHHUE U BHEIIHUE YCTpOMCTBa. B 3TOT MoMeHT
mudpaTop MepexBaTbiBaeT YIPABICHUE U BBIMOJIHACT MOCIEA0BATEIHHOCTS KOMaH/, "3alIuTy0" B
ero mamsTh, IpeJyiaras IOoJIb30BATENI0 MPEXkIEe BCETO BBECTH IUIABHBIA KiII0Y ImM(ppoBaHuUs (T. €.
BCTaBUTh COOTBETCTBYIOIIMH KIIFOUEBOM HOCHTENb), KOTOPbIH OyAeT HCIONb30BaThCsl B
nanpHeimem. [locne 3aBeprienusi HavanpHOW 3arpy3ku mmdparop oxumaer ot IIK komann u
JAHHBIX Ha UCIIOJHEHHUE onepauuii mudpoBaHus.

Kcratn, moMmuMo coOCTBEHHO (GYHKUMH MUGPOBaHHS, KaXAbIM MIH(PPATOP B 3TOM pEKUME
JOJKEH "yMeTh'" KaK MUHUMYM:

BBIMIOJIHATh ~ Pa3fMYHBIE ONEpali ¢ KIIoYaMH [MHQpPOBaHUA: UX 3arpy3Ky B
(GPONPOLECCOP U BHITPY3KY U3 HETO, a TAKXKE B3aUMHOE MU(POBAHUE KITIOYEH;

paccuuThIBaTh UMUTOINPHUCTABKU JUISl JAHHBIX W KJIIOYeH (MMUTONPHUCTaBKa MPEACTABIISAET
co00i1 KpUnTorpapuuecKyro KOHTPOIbHYIO CYMMY, BEIYUCIICHHYIO Ha ONPEAEICHHOM KITI0Ue);

TeHEpUPOBATh CIIy4aiHbIE YMCIIA 10 3aIPOCYy.

Paccmotpum paboty mudpaTopa B onepanoHHbIX cuctemMax cemerictBa Microsoft Windows. B
obmeM ciyvae mudpaTop MOKET MOTydaTh KOMaHIBI Cpa3y OT HECKOJBKUX mporpamMm. Hampuwmep,
3TO MOTYT OBITh KOMaHJbl MpOrpaMMbl mudpoBanus (ailioB; KoMaHAbl MU(POBAHUS JAHHBIX U
BBIUMCJICHUSI HMMUTONPUCTABOK OT JpaiiBepa, BBIMOJHAIOIIEIO Mpo3pauyHoe (aBTOMATUYECKOE)
muppoBaHUE CETEBHIX IMAKETOB (CKAKEM, PEaNM3YIONIEr0 MEXaHU3Mbl BUPTYAIbHBIX YaCTHBIX
ceTel); 3aIpOChl Ha TEHEPAIUIO CIIyYaiHBIX YHCEN OT MPOTrPaMMBI-T€HEPaTOpa KPUITOTpapUIECKIX
KJIFOYEH.

Bo wu30exaHune BO3HMKHOBEHHS KOJUIM3UH MPOrpaMMbl HE HMEIOT MPSIMOTO JOCTyNa K
muQpaTopy U YIpapIsSiOT UM C IIOMOIIBIO CIIEIUATBHBIX MPOTPAMMHBIX MPHIOKEHUH.

BBoja kiroya mugpposanus

[Tonp3oBarenbekuil K04 MUGPOBAHUS MOXXHO BBOJUTH IOCPEACTBOM JIMOO KJIaBHATYpHI,
700 ¢ TOMOIIBID CMEHHOTO HOCUTENS (HAampuMep C MOMOINIBI0 CMapT-KapThl). BTopoii croco®
ABJISIETCA Haubosee MPeaNOYTUTENbHBIM, TaK KaK CYIIECTBYIOT CIIOCOOBI yJalleHHOTO CUMTHIBAHUS
nHbOpMAIUU C KIaBHATYPHI, THOO BO3ZMOXKHBI IPOTPAMMHBIE 3aKJIaJKi. BBO Kirfoua mudpoBaHus
C KJIaBUATYpbl OCYIIECTBISETCS IPU COOTBETCTBYIOLIEM IPOrpaMMHOM 3ampoce. BBon kimroua
mu(pOBaHUs C MOMOIIBI0O CMEHHOTO HOCHTENS OCYIIECTBIISCTCS NMPH BKIIOYCHHH KOMITBIOTEPA,
nociae Toro kak BIOS ompocuT Bce MOAKIIOYEHHBIE YCTPOWCTBA W ammapaTHBIA MIHMdpaTop
BKJTFOYAETCs B paboTYy.
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plaintext: DD112233445566 77889 Faabbecddeef f
key: 2h7elS51i628 abahf 715880%cf4f3c
cipher <encrypt
roundl @7, input 3 ccddeeff
roundl 40753405 TheiBc

round[ o ?

roundl c 264155 PFShe?2E 7he3b291db?F 21 A
roundl 11.k_schdbaa?4f ddZaf7?2f adaabP8F1d6ab?6l e

Pucynok 2.43. Box kiroua mm¢poBaHus C KJIaBUATYpPhl B OTOOpaKEHUE PE3YIhTaTOB
[IpeoOpa3oBaHus B KAKIOM payHIe

Texct st mm@paropa MOXKHO TAaKKe BBOJWTH HETOCPEICTBEHHO C KIABUATYPHI, JHOO
mudpoBaTh HHPOPMAIMK COACPKAITYIOCS B KakoM — 0o (aiine. /g mudpoBanus nadopmanuu
cozepkamieiics B ¢aitie He0oOX0AUMO TPU COOTBETCTBYIOIIEM 3alpoce YKa3aTh IyTh K IMamKe I7e
pacmosoxeH TpedyeMblil (aii.

C:=N\TEST~test4.txt
plaintext: 3ToT TEKCT NpPEAHA3IHAYEH AAA TECTHPOBAHWA PAGOTH WHOPATOPA

key: Zh7el5i628aed2ab

output : “Bk>AotAa+n?*¥Y7N?*RaQSq@’ ?7cTaaa

Pucynok 2.44. OTkpeITHE TEKCTOBOI'O JOKYMEHTA JJIs IU(DPOBaAHUS

3. llopsinok BbINOJTHEHHS PA0OTHI

Metoauka coznanus u ucnoiTanusi AES mmdgparopa na DSP.
IIpakTHyeckasi HHCTPYKIHUSA

Jlst coznanust AES-mdparopa Ha ocHoBe DSP, motpe0yetcst otnanounas miara EzKit Lite,

nporpammubie o0onouku: VisualDSP++ Bepcuu 3.5 wiu Beiie u Borland C++ 6.0.
OCHOBHOI1 KOJ TporpaMMbl co3naercsi Ha C++, Tak KaK JaHHBIA alTOPUTM MO3BOJISIET OoJiee THOKO
peann30BBIBaTh 3aAyMaHHOE. VICIob30BaHME SI3BIKOB IMPOrPAMMHPOBAHHUSI BBICOKOTO YPOBHS
MO3BOJISIET MHXEHEPY COCPENOTOUUTHCS Ha COJAEp)KAaTeIbHOW YacTH aJIrOpPUTMA, CYIIECTBEHHO
YMEHBIIAET BPEMsI CO3JIaHUS TPHIIOKESHHH.

B kauecTBe HCXOHOrO MaTepHaia sl HalucaHus MPorpaMMHOro o0ecreueHus mudparopa
HEOOXOUMO HCITOB30BaTh odunuaibabie qokymenTsl HUCT takme kak: FIPS Publication 197.
Specification for the Advanced Encryption Standard. //http://csrc.nist.gov — November 26, 2001 u
AES Round 1 Information. // http://csrc.nist.gov — January 26, 2001, kpome HHX MOXHO
BOCIIOJIb30BaThCsl OMMCAHUEM U PEKOMEHIALUSIMHU KOTOpBIE JIAIOT CaMU pa3pabOTUMKH alropuTMa -
Joan Daemen and Vincent Rijmen, The Design of Rijndael, AES - The Advanced Encryption
Standard, Springer-Verlag 2002. B naHHBIX TyOJUKAIUsAX JOBOJILHO MOJIPOOHO OMKMCAHO Kak
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paGotaer anroput™M ImH(POBaHUS, TaHBI HEKOTOPble PEKOMEHIAIMH M0 pEealTHu3alydd 3TOTO
aJIropuTM™ma.

[lo OKOHYaHMIO HM3Yy4YCHHS MaTEpUAIOB HEOOXOJUMO pa3paboTaTh OOLIYI0 CTPYKTYDPY,
OTIPEACTUTCS C MOCJIEOBATEILHOCTHIO BBIITOJIHAEMbIX MOIYJICH.

[Tocre 3TOro MOXHO MPUCTYNATh HEMOCPEACTBEHHO K HAIIMCAHUIO KOJIA.

[lepBoe uTO cneayeT HayaTh pEANIM30BBIBATH II0OCJIE OMNHCAHHMS OCHOBHBIX dYacTeil
(TepeMeHHBIX, BXOJHBIX JAHHBIX), 3TO aJITOPUTM PaCIIUPEHUs KIIIoYa.

Crnenyroumii mar 3To co3nanue 01o0ka mudpoBanus U paciiudpoBaHusi, XOTsI 3TH OJIOKH MO
ATOPUTMY U Pa3IMYAIOTCS TOJBKO KOHCTAaHTAMH, Ha S3bIKE IIPOTPAMMHUPOBAHUS 3TO Bce ke OyneT
UMETh 3HaYCHHE.

Tak >xe He0OXOMMO BBIACTUTH HEOOXOAUMOE BpeMs Ha IOBOAKY U OTJIAZKY MPOEKTA.

ITocre co3manus mporpaMMHoro koga Ha C++, MoxHO npecTynarh K padote ¢ VisualDSP++.
JlaHHBIA TPOAYKT Kak pa3 W MpenHa3HauyeH JUIi HEMOCPEICTBEHHOH paboThl C IH(PPOBBIMHU
CUTHaJbHBIMU IPOLIECCOPAMHU, KPOME BCEro IPOYero OH HJMYIHUPYET BBIOpaHHBIN HUPPOBOI
CHUTHAJIBHBIA MpPOIECCOp W TO3BOJSIET IOCMOTPETh pe3yabTaT paboThl TMporpamMmbl  0e3
HEMOCPEACTBEHHOTO OIKITIOYECHHS allapaTHON 4acTH.

VYcranoBka VisualDSP mpou3BoguTcs Tak k€ Kak M YCTaHOBKA JPYTrUX IMPOrPaMMHBIX

npoayktoB. Ilocie 3amycka BeiOHMpaeTcst TOT HU(POBON CUTHAIBHBIN MpOIIECCOp, KOTOPBIA Oymer
amynupoBathcs. Co3maem HOBbII npoekT. Ha mannom stane npoekT «FirstProject» Bkimouaer B ceds
Tpu mycthie manku. [TepBas u3 Hux «Source Filesy mpeanasnadeHa st (GaidioB HCXOTHOTO KOJa
npoekTa (.asm, .cpp, .C). Bropas «Linker Files» npeanasnauena a1 xpaneHnus ¢aiisia KapThl HaMSITH
(.1df ). Tperest «Header Files» comepxwur 3aronoBounsie (aitibsl IpoekTa. B 3aromoBo4HbIX (amax
OOBIYHO XPAHATCS ONMUCAHUS KOHCTAHT, CTAHJAPTHBIX 0003HAUYEHUI, IEPEMEHHBIX, KJIACCOB.
UToOBI MPOEKT MOXKHO OBLJIO CKOMIWJIMPOBATh U MPEBPATUTH B pab0OUyI0 MporpaMMy, He0OX0IUMO
cozmath (aiin «CodeFirst.cpp», KoTopslii OyAeT cojaepaTh HCXOAHBIA KOJ W J00aBHTH €ro K
npoekty. [y co3manust ¢aiina HeoOXoauMo BeIOpaTh MyHKT MeHIO «File->Newy. B pesysbrate Ha
HKpaHe MOHUTOPA MOSIBUTCS OKHO HOBOTO JIOKYMEHTA.

Jlanee B mpoekT no0aBiseTcss Ko HamucaHHbli Ha C++, KOMIMIUPYETCS U Ha BBIXOJE
MOJTy4aeM HCIIONHAEMBI MOIyib. EcCIM HMMEIOT MecTo Kakue-Tu00 OIMOKH, TO HEOO0XOIUMO
BOCITOJIb30BaThCsl TMOIIATOBBIM BBITIOJIHEHHEM mporpaMmbl (Shift+F5), mokanu3oBath ¥ UCIIPaBUTH
OLIHUOKY.

[Ipouiecc oTnagky mpoekTa Mocie HAMUCAHHS KOAa MPOTpaMMbl M YCIEUTHOW KOMITHIISIIUU
BKJIIOUAET TPU OCHOBHBIX 3Tama: MmozenupoBanue (Simulation), ouenka (Evaluation) u smynsanus
(Emulation). Ha »rtame MoaenupoBaHusi paboTaeT MOJENUpYOIas mnporpamma (CHMYISTOP),
KOTOpasi UMUTUPYET paboTy mpoleccopa.

CumynsaTop UCHOAB3YETCs sl TPOBEPKHU U OTIAJAKM MIPOrPaMMHOTI0 KoJia 10 TOro, Kak Oyzaer
M3TrOTOBJICHA IJ1aTa ¢ mporeccopoM. Ha BTopom atamne ucnonb3yercsa oneHovyHas miara EZ-KIT s
TOT0, YTOOBI ONpPENENUTh, KAKOH MPOIecCOp HAMIYUIIUM 00pa3oM MOAXOIUT JUIs pelIeHHs Balleil
3amaun. [lmara moakimrouaeTcss K KOMIBIOTEPY C TOMOINBIO Kalens uepe3 MapajuieNbHBIH,
nocinenosarenbHblil uan USB-nmopt. K HacTosmemMy BpeMeHH OLEHOYHbIE IMJIaThl CYIECTBYIOT AJIs
BCEX THUIIOB TporieccopoB, HaunHast ¢ ADSP-2181 u 3akanunBas HoBeimmM mporeccopom BlackFin.

Ha tperbem 3Tane, Korjga ycTpoHCTBO YK€ M3TOTOBJIEHO, MOXHO BBIIIOJHUTH TECTUPOBAHHE
TUTATHI C TTIOMOIIBIO CIIEUAIBHOTO aIapaTHO-MPOrPAMMHOTO MOIYJISl — AMYJIATOpPA. DTOT MOIYIb
yIpaBiisieT HU(POBbIM CUTHAIBHBIM TporieccopoM uepe3 JTAG-unrepdeiic 1 mo3BosseT NoapoOHO
OTCJICJIUTH BBITOJIHEHHE TPOTPAMMHOTO KOJIA.

B wurtore Bcex 3THX Tpex OTamoB IOJy4aeM MPOrpaMMy KOTOPYIO HENOCPEACTBEHHO H
ucnonp3yer DSP . [Iporpamma, ucrnonaseMast U poBBIM CUTHAITILHBIM TPOIIECCOPOM, TTPEICTABIISIET
coboii HaboOp KOMaHJ, KOTOphIE MpOIeccop AODKEH IOCIEA0BaTeNbHO BBIMOIHATE. KoMaHab
npencTaBisioT 48 — OWTHBIE CIIOBa KOTOpPBIE MOTYT OBITh 3allMCaHbl BO BHYTPEHHIOIO TaMsTh
nporeccopa. B kaxayro sueiiky maMaTu mporeccopa MoXeT ObITh 3allMcaHa TOJBKO OJJHa KOMaH/a.
[Tocne 3arpy3ku B mporleccop MporpaMma MpeAcTaBisieT coOOM IMOciaeaoBaTebHOCTh 48 —
paspAIHBIX CJIOB XPAHSIIMXCS BO BHYTPEHHEH MaMsATH mporeccopa. Y KaXAOH sYeWKH HamsTu
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mporeccopa UMeeTcst ajipec, oOpamasch Mo KOTOPOMY, MPOIECCOpP MOXET CUUTaTh, a 3aTeM H
BBINIOJIHUTh KOMaHTy. PaboTa mporpamMMbl HauWHAETCs C TOTO, YTO IPOIECCOp oOpaimaercs K
HAYaJlbHOMY aJIpecy, B KOTOPOM JISKHT TepBas KOMaHJa mporpammbl. OkaHuuBaeTcs padora
MPOTrpaMMBbI UCTIOJTHEHUEM TOCTIeIHEH KOMaHIIbI ¥ MIEPEX0JIOM IPOIIECCOPa B PEKUM ITOHIKEHHOTO
MOTPEOJICHU ST TUTAHMSL.

Mertoauka ucnsitanus AES mudpartopa na DSP

3amaBasi paznUyYHBIC 3HAYCHHMS BXOJHBIX OJIOKOB M KIIIOYEH MPOHAOIIONATh KaXKIbId STl
UG poBaHUSL.

B kadecTBe BXOIHBIX OJIOKOB TNpU paciin(pOBaHUM yKa3aTh PE3yJIbTaThl MU(PPOBAHUS
npeapiTyniero nyHkra. Kirod ncmonp3oBaTh Takoi jke Kak W B IpeablnynieM myHkTe. Ha Beixone
JOJDKEH TOIYYUTCst OJIOK TOHM JUTMHBI U COJIEPIKAHUS UTO U B IyHKTE 1.

3amaBasi pa3nuYHBIC 3HAYCHUS M Pa3MeEpbl BXOAHOrO OJIOKAa M KIIOYEH 3aMEepUTh BpeMs
mmdpoBanus U e pPOBAHUSL.

PesyabraTsl ucneitanusg AES mmdparopa na DSP

plaintext: DDL122334455%6677889Faabbeccddeef f
key: 2h7Pel5162Baed2abahf 7IS5880%cf4f 3

cipher <encryptl:

poundl 0], inputlBl1223344556677889Yaabhecddeaf £
roundl 1]1.%_bhoxG3eabP040?53405 1 cdble De?ha70elBe
roundl 1l.s_rowb353elfcl?60elB4cd?0bY51bacadle?
roundl 1].m_colSF7?264155 M 5he?2f Yhe3bh2F1dh9E21a
roundl 11.k_schdbaa?4Fdd2al72f adaab78F1dbab?6le

PLAINTEXT (Bxozamnoii 611ok): 00112233445566778899aabbccddeeff
KEY (Kitou mmdposanus): 2b7e151628aed2a6abf7158809cf4f3c
Onepanus mmpposanus CIPHER (ENCRYPT):

round[ 0].input 00112233445566778899aabbccddeeff
round[ 0].k_sch 000102030405060708090a0b0c0d0e0f
round[ 1].s_box 63cab7040953d051cd60e0e7ba70e18c
round[ 1].s_row 6353e08c0960e104cd70b751bacadOe7
round[ 1].m_col 5f72641557f5bc92f7be3b291db9f91a
round[ 1].k_sch d6aa74fdd2af72fadaa678f1d6ab76fe
round[ 2].start 89d810e8855ace682d1843d8ch128fe4
round[ 2].s_box a761ca9b97be8b45d8ad1a611fc97369
round[ 2].s_row a7bela6997ad739bd8c9cad51f618b61
round[ 2].m_col ff87968431d86a51645151fa773ad009
round[ 2].k_sch b692cfOb643dbdf1be9bc5006830b3fe
round[ 3].start 4915598f55e5d7a0daca94falf0a63f7
round[ 3].s_box 3b59ch73fcd90ee05774222dc067fh68
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round[ 3].s_row 3bd92268fc74fb735767cbe0c0590e2d
round[ 3].m_col 4c9cle66f771f0762c3f868e534df256
round[ 3].k_sch b6ff744ed2c2c9bf6¢c590chf0469bf41
round[ 4].start fa636a2825b339¢940668a3157244d17
round[ 4].s_box 2dfb02343f6d12dd09337ec75b36e3f0
round[ 4].s_row 2d6d7ef03f33e334093602dd5bfb12c7
round[ 4].m_col 6385b79ffc538df997be478e7547d691
round[ 4].k_sch 47f7f7bc95353e03f96c32bcfd058dfd
round[ 5].start 247240236966b3fa6ed2753288425b6¢
round[ 5].s_box 36400926f9336d2d9fb59d23c42¢3950
round[ 5].s_row 36339d50f9b539269f2c092dc4406d23
round[ 5].m_col f4bcd45432e554d075f1d6c51dd03b3c
round[ 5].k_sch 3caaa3e8a99f9deb50f3af57adf622aa
round[ 6].start c81677bc9b7ac93b25027992b0261996
round[ 6].s_box e847f56514dadde23f77h64fe7f7d490
round[ 6].s_row e8dab6901477d4653ff7f5e2e747dd4f
round[ 6].m_col 9816ee7400f87f556b2c049c8e5ad036
round[ 6].k_sch 5e390f7df7a69296a7553dc10aa31f6b
round[ 7].start c62fe109f75eedc3cc79395d84f9cf5d
round[ 7].s_box b415f8016858552e4bb6124c5f998a4c
round[ 7].s_row b458124c68b68a014b99f82e5f15554¢
round[ 7].m_col c57e1c159a9bd286f05f4be098c63439
round[ 7].k_sch 14f9701ae35fe28c440adf4d4ea9c026
round[ 8].start d1876c0f79c4300ab45594add66ff41f
round[ 8].s_box 3e175076b61c04678dfc2295f6a8bfcO
round[ 8].s_row 3elc22c0b6fchf768da85067f6170495
round[ 8].m_col baa03de7alf9b56ed5512cha5f414d23
round[ 8].k_sch 47438735a41c65b9e016bafdaebf7ad2
round[ 9].start fde3bad205e5d0d73547964ef1fe37f1
round[ 9].s_box 5411f4b56bd9700e96a0902falbb9aal
round[ 9].s_row 54d990a16ba09ab596bbf40eall11702f
round[ 9].m_col e9f74eec023020f61bf2ccf2353c21c7
round[ 9].k_sch 549932d1f08557681093ed9chbe2c974e
round[10].start bd6e7c3df2b5779e0b61216e8b10b689
round[10].s_box 7a9f102789d5f50b2beffd9f3dcadea7
round[10].s_row 7ad5fda789ef4e272bcal00b3d9ff59f
round[10].k_sch 13111d7fe3944a17f307a78b4d2b30c5
round[10].output 69c4e0d86a7b0430d8cdb78070b4c55a

Onepanus nenmpposanus INVERSE CIPHER (DECRYPT):

round[ 0].iinput 69c4e0d86a7b0430d8cdb78070b4c55a
round[ 0].ik_sch 13111d7fe3944a17f307a78b4d2b30c5
round[ 1].istart 7ad5fda789ef4e272bcal00b3d9ff59f
round[ 1].is_row 7a9f102789d5f50b2beffd9f3dcadea7
round[ 1].is_box bd6e7c3df2b5779e0b61216e8b10b689
round[ 1].ik_sch 549932d1f08557681093ed9cbe2c974e
round[ 1].ik_add e9f74eec023020f61bf2ccf2353c21c7
round[ 2].istart 54d990al16ba09ab596bbf40ealll702f
round[ 2].is_row 5411f4b56bd9700e96a0902falbb9aal
round[ 2].is_box fde3bad205e5d0d73547964ef1fe37f1
round[ 2].ik_sch 47438735a41c65b9e016baf4aebf7ad2

91



round[ 2].ik_add baa03de7alfob56ed5512cha5f414d23
round[ 3].istart 3e1c22c0b6fchf768da85067f6170495
round[ 3].is_row 3e175076b61c04678dfc2295f6a8bfcO
round[ 3].is_box d1876c0f79c4300ab45594add66ff41f
round[ 3].ik_sch 14f9701ae35fe28c440adf4d4ea9c026
round[ 3].ik_add c57e1c159a9bd286f05f4be098c63439
round[ 4].istart b458124c68b68a014b99f82e5f15554¢
round[ 4].is_row b415f8016858552e4bb6124c5f998a4c
round[ 4].is_box c62fe109f75eedc3cc79395d84f9cf5d
round[ 4].ik_sch 5e390f7df7a69296a7553dc10aa31f6b
round[ 4].ik_add 9816ee7400f87f556b2c049c8e5ad036
round[ 5].istart e8dab6901477d4653ff7f5e2e747dd4f
round[ 5].is_row e847f56514dadde23f77b64fe7f7d490
round[ 5].is_box ¢81677bc9b7ac93b25027992b0261996
round[ 5].ik_sch 3caaa3e8a99f9deb50f3af57adf622aa
round[ 5].ik_add f4bcd45432e554d075f1d6¢c51dd03b3c
round[ 6].istart 36339d50f9b539269f2c092dc4406d23
round[ 6].is_row 36400926f9336d2d9fb59d23c42¢3950
round[ 6].is_box 247240236966b3fa6ed2753288425b6¢
round[ 6].ik_sch 47f7f7bc95353e03f96c32bcfd058dfd
round[ 6].ik_add 6385b79ffc538df997be478e7547d691
round[ 7].istart 2d6d7ef03f33e334093602dd5bfb12c7
round[ 7].is_row 2dfb02343f6d12dd09337ec75b36e3f0
round[ 7].is_box fa636a2825b339c940668a3157244d17
round[ 7].ik_sch b6ff744ed2c2c9bf6c590chbf0469bf41
round[ 7].ik_add 4c9c1e66f771f0762c3f868e534df256
round[ 8].istart 3bd92268fc74fb735767cbe0c0590e2d
round[ 8].is_row 3b59cb73fcd90ee05774222dc067fh68
round[ 8].is_box 4915598f55e5d7a0daca94falf0a63f7
round[ 8].ik_sch b692cf0b643dbdf1be9bc5006830b3fe
round[ 8].ik_add ff87968431d86a51645151fa773ad009
round[ 9].istart a7bela6997ad739bd8c9cad51f618b61
round[ 9].is_row a761ca9b97be8h45d8ad1a611fc97369
round[ 9].is_box 89d810e8855ace682d1843d8ch128fe4
round[ 9].ik_sch d6aa74fdd2af72fadaa678f1d6ab76fe
round[ 9].ik_add 5f72641557f5bc92f7be3b291db9f91a
round[10].istart 6353e08c0960e104cd70b751bacadOe7
round[10].is_row 63cab7040953d051cd60e0e7ba70e18c
round[10].is_box 00102030405060708090a0b0c0d0e0f0
round[10].ioutput 00112233445566778899aabbccddeeff

IIpumeuanue:

input: OJIOK BXOIHBIX JaHHBIX

s_box: cocrosiue 610ka nmocie SubBytes()
S_row: cocrosiame 6s1oka mocie ShiftRows()
m_col: cocrosiaue 611oka mocie MixColumns()
k_sch: 3nauenue xiroua

output: OJIOK BEIXOJHBIX JaHHBIX

linput: 670K BXOIHBIX JAHHBIX

IS_box: cocrosiHue 6110ka mocie SubBytes()
IS_row: cocrosinue 6;10ka mocie ShiftRows()
ik_sch: coctosiaue 6s10ka mociie MixColumns()
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ik_add: 3Hauenue xiroua
ioutput: 6JIOK BBIXOAHBIX JaHHBIX

Kak MoxxHO BHIeTh NpH 3amupoBaHUU U paclIupOBAHUN PE3yNbTaT 3alIU(PpOBaHUS MOJIydaeM
OJIMH ¥ TOT K€ OJIOK, 9YTO COOTBETCTBYET O MPABHILHOCTH MU (PPOBAHUSI.
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AES Round 1 Information. // http://csrc.nist.gov — January 26, 2001.

Joan Daemen and Vincent Rijmen, The Design of Rijndael, AES - The Advanced Encryption
Standard, Springer-Verlag 2002 (238 pp.)

VisualDSP 3.5 + User Guide.

CrpaBo4HOE PYKOBOJACTBE IO apxurekrype mpoieccopa Analog Devices ADSP TS101 -
http://www.analog.com/en/prod/0,2877, ADSP%252DTS101S,00.html
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Coepemennvle Memoobl 6CKPbIMUA — A120pumMmoe wiugposanus - http://www.cio-
world.ru/weekly/300850/

Cmanoapm kpunmozpaguueckoii 3amumot AES - http://winaes.narod.ru/
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Nechvatal J., Barker E., Dodson D., Dworkin M., Foti J., Roback E. Status report on the first
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National Institute of Standards and Technology.

AES Round 1 Information. // http://csrc.nist.gov — January 26, 2001.

Pomanen 1O. B., Tumodees I1. A., Hlanerun B. @. "3ammura nadpopmanny B COBpeMEHHBIX
KOMIIBIOTEpHBIX cucrtemax" — M.: TPUYM®, 2002 — 816 c.

[uaiiep b. Ilpuknagnas kpuntorpadus. IIpoTOKobI, aaropuTMbl, UCXOAHBIE TEKCTHI Ha
s3pike Cu. — M.: TPUYM®, 2002 — 816 c.
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Komnbrorepusblii npaktukyMm 3. UccienoBanne MeTo0B ABTOMATU3MPOBAHHOIO NMPOEKTUPOBAHUS
ceTeil U CHCTEM PaJIMOCBS3H

1. Ilean padoTbl

HccnenoBanne METONOB M CPENICTB aBTOMATHU3HPOBAHHOIO MPOEKTUPOBAHUS CETEH pPalnOCBSI3H,
BKJIOYAsi METOMABI YIPABICHUS PAJAMOYACTOTHBIM CIIEKTPOM, OIICHKY SJICKTPOMArHHTHON OOCTaHOBKHU
(BMO) B MecTax MpeArnoiaracMoro pa3MemieHus: paanodieKTpoHHbIX cpeactB (POC) mns obocHoBaHUS
pemeHuit O BBIJACJICHUHM T110J0C, HA3HAYEHUM pPAJAMOYACTOT U TMPHUHATHS MEpP IO MOBBIIICHUIO
3¢ (HEeKTUBHOCTH HUCHOJB30BAaHUS PAJMOYacTOT, HA OCHOBE OINTHMHU3ALMU YaCTOTHBIX MPHUCBOCHUH,
MPOTHO3UPOBAHUS W M3MEPEHUs TPAHUIl 30H YBEPEHHOIO0 MpHeMa U aHaJIU3 AIIEKTPOMArHUTHOMN
comectumoctu (OMC) POC.

2. KpaTtkue TeopeTH4ecKue CBeIeHUs
HudpoBbie paguopesieiinble CTAHIUN

Cospemennas nudposasi PPC - cioxxHbIN TEXHUYECKHI KOMILJIEKC, B KOTOPBIHA BXOIUT
[pUeMOIEpeIaTUUK, MOJAEM, MYJIbTUILIEKCOP, IPUEMOIIEPEIAIOIINE AHTEHHBI, CHCTEMAa aBTOMAaTUYECKOTO
pe3epBUPOBAHUS, CUCTEMA TEJICYNPABICHUS U TEJIECUTHAIN3ALNUN, KOHTPOJIbHO-U3MEPUTEIIbHAS
ammaparypa, yCTpOMCTBa CIIyKEOHOU CBSI3H, CUCTEMA AJIEKTPONUTaHus. PaccMOTpUM PyHKIIMHM OCHOBHBIX
YCTPOMCTB: MpUEMOIIEpPEAATUNKA, MOJEMA U MYJIbTUILIEKCOPA.

[Tpuemonepenarunk PPC — ycTpoiicTBO, KOTOPOE BHIMONHSACT (PYHKIIUH ITPHEMa U Mepeadn
MOJIYJIUPOBAHHBIX JIEKTPUUECKUX KOJICOAHUN 3aJaHHBIX 4acTOT. [[pueMHUK BBIEISIET ANEKTPUIECKU
CUTHaJ 33/1aHHOM YacTOThI U3 CUTHAJIOB, IPUHATHIX IPUEMHOI aHTeHHOU. C BbIXOa IPUEMHHUKA CUTHAI
nocrynaet Ha Mmoaynarop. [lepenaTuuk BeipabaThiBaeT MOAYTHPOBAHHBIN AJIEKTPUUYECKUI CUTHAI
3aIaHHOM YaCTOTHI JJIs ITOCJIEAYIOIIEro ero U3Iy4eHus repearoneil anreHHon. Ha Bxon nepenarunka
CUTHAJI [TIOCTYIAET U3 MOAYJISTOpA.

OpauH KOMIUIEKT IpueMoIepeaaolell annaparypsl, ycranoBiaeHHbll Ha PPC, o6pasyer ctBo. [{ns
yBEIMYEHUS NMPOIyckHOH criocodHocT Ha PPC ycTaHaBiIMBalOT HECKOIBKO KOMIUIEKTOB TaKOM
anmnapaTypbl — CO3/1al0T HECKOJIBKO CTBOJIOB.

Mozem PPC — okoHeuHOe yCTpOHCTBO, Cily>Kalllee A1 MOAYIISALUN/IeMOAYJIALUN CUTHATIA.
[TocTymaroniuit 3 MyJIbTHIUIEKCOPA TUCKPETHBIN CUTHAN MOJIEM MPeoOpa3yeT B aHaJIOTOBbII
(HempepBIBHBIN) CUTHAJI HEKOTOPOH MPOMEXYTOYHON YaCTOTHI U MEPelaeT €ro B IpueMoIepeaTyuk, a
IIpU NpUEMe MOCTYNAIOLIUI U3 IpueMorepeaTynKa aHaJIOTOBbIM CUTHAJI TPeoOpaszyeTcs B IUCKPETHBIM.
Taxum 00pa3oM, B cocTaBe IIUPPOBOrO pagHoOPeIeHHOT0 TpakTa MOJIEM BBIOIHSET GYyHKINU LIU(PPOBOTO
CTBIKA, KOTOPHIH TOJDKEH COOTBETCTBOBATh pekomeHaausam G.703 MKKTT.

Kak npasuno, B Moneme PPC nononHuTrensHoO co3aroTcs:
* pedeBOl KaHall, O3BOJISIFOIINNI OpraHU30BBIBATh CITYKEOHYIO TeNIe()OHHYIO CBSI3b;
* kaHain RS-232 (9600 but/c), KoTOpbIit MOXKET ObITh HCIOIB30BAH KaK JJOMOJHUTEIbHBIN CepBUCHBIN
KaHaJl CBSI3U, TaK U JJIsl IMCTAaHIIMOHHOTO KOHTPOJISl TapaMeTpPOB.
B MHOrOmposieTHsIX cucTeMax CBA3M MIPOrpaMMHOE 0OecrieueHue MO03BOJISET IPOBOANUTh TMCTAHIIMOHHOE
yIpaBieHUE U TUATHOCTUKY MO/IEMOB.
Jnst mpeoGpa3zoBanust curnaia B Mmogemax PPC yarie Bcero npuMeHst0TCS CIEAYIOIINE METO/IbI
MOJYJISALINU:
» FSK (Frequency Shift Keying) — vactornas moayssitust (UM), CyliHOCTh KOTOPOU 3aKITFOYAETCS B TOM,
YTO AUCKpeTHbIe curHaiel 0, 1 mepeaaroTcsi rapMOHUYECKUMU CUTHAIAMHU (CUHYCOMIaMU ), UMEIOIIUMU
pa3IMYHbIE YaCTOTHI;
* PSK (Phase Shift Keying) — ¢pa3zoBas monynsauus, npu KOTOpoil nuckpeTHble curHaisl 1 u 0 nepenatorces
IIyTEM NEPEKIIIOUEHNUS ABYX HECYIIMX, CABUHYTBIX Ha MOJINEPHOIa OTHOCUTEIBHO APYT Apyra. pyroi
BapuaHT PSK — m3menenue ¢dazsr Ha 900 B Kax10M TakTe MpH niepenaye Hys 1 Ha 2700 npu nepepaye
€IMHULIBI.
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Mynwtumiekcop PPC npennazHaueH ajisi aCHHXPOHHOTO 0ObETUHEHHS] HECKOIBKUX MU(PPOBBIX TTOTOKOB B
onuH, HarpuMmep E1 (2048 Mo6wut/c), E2 (8448 MoOwut/c) B curnan E2

(8448 Mo6wuT/c) unu curnan E3 (34368 Mo6uT/c) B coorBeTcTBUU ¢ pekomeHaanueh G.742 (G.751)
MKKTT.

B 3aBucumoctu ot mecta, kotopoe 3anumaetr PPC B paguopeneitnoil InHuu, pa3audaroT
OKOHEYHbIE, TpoMexXyTOouHbIE U y3510Bble PPC. OxoHeunbiMu Ha3biBatoT PPC, pacnosioxkeHHble HA
KOHIIAX paJiMOPEJICMHON JTMHUH; pa3MelIeHHbIe MexX 1y okoHeuHbIMU PPC HOCST HazBaHue
MIPOMEXYTOUHBIX. [[poMexyTOUHBIE CTaHLIMM, HA KOTOPBIX IPELYCMOTPEHO BBIJCIICHUE KaHAJIOB,
Ha3bIBAIOT INIaBHBIMU. ECiiM Ha TI1aBHOM CTaHIUU PEAYCMOTPEHO OTBETBIIEHHUE HA JIPYTYIO
paauopeneiinyto auHuto, To Takyto PPC Ha3bpiBatoT y310Boil. ['maBHbIe U y310Bbie PPC numeror
crienuanbHOoe 000pyI0BaHNUE BBIJCIICHHS KaHAJIOB WM OTBETBICHUS. Kak nmpaBuiio, OKOHEYHBIE U
TJIaBHBIE CTAHIIMU OOCITYKHBAIOTCS CIIELIMATUCTAMU, & OOBIYHBIE TPOMEKYTOUHbIE — JUCTAHIIMOHHO
KOHTPOJHMPYIOTCS C OKOHEUHBIX /WM TJIABHBIX CTAHIIMK M ITepCOHaa He UMEIOT.

Hanuuue stux, Tak Ha3piBaeMbIX HeoOcay)uBaeMbIx PPC, mo3BosIsSIeT CTPOUTH HE TOJIBKO pajuopesciiHbie
JMHUU OOJBIION MPOTSHKEHHOCTH, HO M Pa3BETBIICHHBIE PaIUOpPEICHHBIC CETH.

Panuopeneiinpie muHIM Ha ocHOBE 1M (PpoBbiX PPC cTamu BaxHO# COCTaBHOM YacThIO MHU(PPOBHIX
CEeTel ANEKTPOCBA3H — BEJOMCTBEHHBIX, KOPIIOPATUBHBIX, PETMOHAJIbHBIX, HAIIMOHAIBHBIX U JJAXKe
MEXIyHAPOAHBIX.

PPJI xnaccuguuupyroT 1o cieayronuM B3auMOCBA3aHHbIM IIPU3HAKAM:
* CKOPOCTH Tiepeaun JaHHBIX (IU(POBOro MOTOKA) — MPOIYCKHAs CIIOCOOHOCTH, B 3aBUCIMOCTH OT
Kotopou paznugaror PPJI:
* BBICOKOCKOPOCTHBIE (CKOPOCTh nepenaun cuime 140 Mout/c);
* CPEJHECKOPOCTHBIE
(mo 52 Mb6wut/c);
* HU3KOCKOPOCTHBIE
(mo 8 Mbwut/c);
* €eMKOCTb PaJUOpEICHHON JINHUU (KOJMYECTBO CTBOJIOB U KAHAJIOB B HUX), B 3aBUCUMOCTH OT KOTOPOM
paznuuatot PPJI:
* 0OJIBIIION EMKOCTH;
* CpEeIHEN EMKOCTH;
* MaJIOKaHaJIbHBIE.
* KOJIMYECTBO IMIPOJIETOB B PAJUOPEIIEMHOM JTUHUH, I10 KOTOpOMY pasnudarorcs PPJI:
* OZIHOIPOJIETHHIE;
* MHOTOIIPOJIETHBIE.

BricokockopocTHbIE 0OJBIION EMKOCTH pagropesieiiHble TMHUY TPUMEHSIFOTCS B II100aJIbHBIX
CeTSAX Mepe/lauy JAHHBIX U Ha3bIBAIOTCSI MarucTpaibHbIMU. CpeTHECKOPOCTHBIE CPEAHEN EMKOCTH
paauopeneiiHble TMHUU — JUIsl CO3/IaHUSl PETHOHATIbHBIX, 30HOBBIX CETEH Mepeaul JaHHBIX U Ha3bIBAIOTCS
30HOBBIMU. HakoHell, MajokaHaIbHbIE IMPOKO MCIIOIB3YIOTCS Il OpraHU3alliu CBS3H Ha
KEJIE3HOJOPOKHOM TPAHCIOPTE, Ta30MPOBOJaX, HEPTENPOBOIAX, TUHUAX AIEKTPONepeauu U T. II.
ManokaHanabHble paguopeeiHble JIUHUU ¢ MOABMAKHBIMU PPC npuMeHsI0TCS B BOGHHBIX LIEJIAX.
[Tonocs! paguouactor PPJI pacnionoxxens! B ntuanazone ot 2 10 50 I'T1 1 skecTko peramaMeHTHpYIOTCs
BHYTPH KaX1011 mosiocsl kak pekomeHaausiMu [TU (MexayHapoaHOTO cor03a 3JIEKTPOCBSI3N), TaK U
Pannopernamentom Poccuiickoin @enepannn.
[Tpu opranuzanuu cBsi3u 1Mo MU(PoBoIi paaropeneitHON IMHUU JOHKHA OBITH pellieHa nmpobiema
BBIJICJICHHS 4acTOT npuema u nepenaun. Ee pemenne otHocutcs k komnereHuu ['KPY Pocenn, n niis
POC Bcex Ha3HaueHMi 3Ta IPOLEAYpa OCYIIECTBIIAETCS B COOTBETCTBUU C «IlookeHneM o nopsiike
BbIJIEJICHUS M0JI0C (HOMUHAJIOB) pal04yacToT...» U pPe3yJIbTaTaMU PaCCMOTPEHUS B YCTAaHOBJICHHOM
MOPSAJIKE PAINOYACTOTHBIX 3asIBOK, IOCTYNAKOIINX OT 3asiBUTENEN.
B psze ciayuaeB, HanpuMep B yCJIOBUSAX OOJIBIINX FOPOJOB, MOIy4Y€HHE CBOOOAHBIX PaM0YacTOT Ha
HEKOTOPBIX HAMPABICHUIX 3aTPYJHUTEIHHO, YTO CBA3AHO C MPOOIEMON AIEKTPOMArHUTHOM
COBMECTHUMOCTH ¢ Apyrumu paaunorexundeckumu cucremamu (PTC). Pemenue stux nmpobiem — tema
OTJENBHOIO Pa3roBopa.
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IHocTpoenue nudppoBLIX paguopeIeiHbIX JHHHI

CriexTp mpUMEHEHHs COBPEMEHHBIX IIU(PPOBBIX PATUOIHMHUAN TOCTATOYHO MIHUPOK, 3TO
OOBSICHAETCS TEM, YTO OHU [O3BOJISAIOT:

* OTIEPATHBHO HAPAILIUBATH BO3MOXKHOCTH CUCTEMBI CBSI3H ITyTEM YCTaHOBKHU oOopynoBanus PPC B
IIOMEILEHUAX Y3JI0B CBSI3U, UCIIONIb3Yys aHTEHHO-MAa4YTOBBIE YCTPOMCTBA U IPYTUE COOPYKEHHUS, YTO
YMEHBIIIAET KallUTaIbHbIE 3aTPAThl HA CO3AHNUE PAIUOPEICHHBIX IMHUH CBSI3U;

* OpraHNU30BaTh MHOTOKAHAJIbHYIO CBSI3b B PETMOHAX CO c1a00 pa3BUTOMN (MM C OTCYTCTBYIOLIEH)
MHPPACTPYKTYPOH CBSI3M, a TAK)KE HA YUACTKAX MECTHOCTHU CO CIIOKHBIM peibedom;

* pa3BepTHIBATH PA3BETBICHHbIE LU(POBBIE CETU B PErMOHAX, OOJIBIINX FOPOAAX U HHAYCTPHAIBHBIX
30HaXx, IJie MPOKJIaKa HOBBIX KabeJel CIMIIKOM J0pora MM HEBO3MOXKHA,;

* BOCCTAHABJIMBATh CBSI3b B pailoHaX CTUXUIHBIX O€CTBUN WIN IPU CcllacaTeIbHbIX ONEpaLUsixX U Ap.
Cetb PPC MOXeT cTpOUTBCS KaK OAHOIPOJIETHAS JIMHMSI, MHOTOIIPOJIETHAS JIMHUS U PaIUOpEIeHAs CETh.

OnnonponetrHas PPJI coctont u3 nByx tepputopuainbHo pazHeceHHbix PPC. Takue paarnosunum
MOTYT CO371aBaThCs JJIsi COSAMHEHUS 0a30BBIX LIEHTPOB cOTOBOM CBs3U, ATC U Ipyrux aHaIOrMYHBIX
00beKTOB. [IpuMepamu Takoi CTPYKTYpbl MOTYT CIYXHUTh PaJUOIMHUN, pazpaboTaHHble pupmoii Nera
(Hopgerust). Paguonuaus ¢ mpormyckHOM criocoOHOCTRI0 140 MOUT/C 17151 pOCCHIICKOTO TEICBUICHUS
COeIMHMIIA TeJICLEHTP Ha SIMCKOM IoJie ¢ 3eMHOU CTaHLUel clyTHUKOBOH cBsi3u B Kilnny, o6ecrieuun
OJTHOBPEMEHHYIO Tiepenady 17 TeneBu3noHHbIX KaHanoB. PPJI ¢ mpomyckHo# ciocoOHOCTRIO 155 Mb6uT/C
u eMkocThio 1920 nudpossix kaHanoB PO ces3ana LlenTpobaHk ¢ ero nojapasieneHueM, y1aleHHbIM Ha
140 xMm.

[Tpumepom pannopeneifHON ceTH MOXKET CIIy>KUTh co3aHHas B Kuprusckoii Pecriy6iinke B kauecTBe
MepBUYHOM ceTH udpoBas paguopeneitnas Mmaructpaib u3 16 PPC, 3aMKHYTBIX B KOJIBIIO, OT Y3JIOBBIX
CTaHLUI KOTOPOW OTBEAEHBI TPU paguoarHuu ¢ ceMblo apyrumu PTC. 'opHblii penbed mo3posni
YBENIMYHUTH HEKOTOpbIe TpodieThl Mexay PPC 1o 165 km. CeTh OXBaTBHIBACT BCE PErHOHBI PECITYOIMKH U
MMEET BBIXOJIbI Ha Ha3eMHYI0 cTaHluio ciyTHUKOBOH cBsizu COMSTAT (CILIA) ¢ anteHHoi,
HaIPaBJICHHOW Ha UCKYCCTBeHHBIN ciyTHUK Intelsat 630, uTo oOecreunBaeT MPsIMOIt BBIXOJT CETH CBSI3U
pecnyOIMKU Ha HAlIMOHAJIBHBIE CETH CBS3M MHOTUX cTpaH A3uu u EBpomnsbl.

[upokoe npUMeHEHNE NOTYyYMIIN ManoradapuTHble, ObicTpo pazBopauuBaeMble PPC nuana3onos
18, 23 u 36 I'T11, koTOpBIE CITOCOOHBI IEpeaBaTh Ha PacCTOSIHUE 10 25 KM KaK aHaJIOTOBYIO
(TeneBU3NOHHYIO), TaK U HUPPOBYIO HHPOpMAIHIO (CO CKOpOCThIO 10 34 MOut/c). Tunuunoe
npuMeHeHne uQpoBbix PPC naHHBIX 1Mana3oHOB — OpraHu3alus ceTeil MeCTHOI CBA3H, ceTel COTOBOM
U TPaHKOBOH cBs3U. B mocnenHeM ciydae, Kak npaBuio, IpUMEHI0TCs ogHonposieTHbie PPJI «0azoBas
CTaHLUA» — «0a30Bast CTAaHLM» U «0a30Bast CTAHIMS — KKOMMYHUKAIMOHHAS CTAHIUS.

PTC moryT ObITh HCTIONB30BaHbI TAKKE BMECTO IIMPOKOIIOIOCHBIX ONTOBOJIOKOHHBIX JTUHUH,
CO3/1aBa€MbIX B TOPOACKHX YCIOBHSX AJIS CBSI3U MeX 1y y3710BbIMU ATC u Jpyrumu 00beKTaMH CBS3H.
Takne PPC MoryT ObITh BCTPOEHBI B TEJIEKOMMYHHUKAIIMOHHBIE CETH, OTBEYAIOIINE CTaHAApTaM
SDH/SONET.

OCHOBHBIMU HaNpaBJICHUSIMHI IPUMEHEHUS PAIUOIMHUMI B 3TOM ClIy4dae MOTYT ObITh:

 maructpaib. PPJI BnuceiBaercs B ropojckue cetd SDH/SONET u cayXuT 17151 3aMbIKaHHsT KOJIEIT, TSI
COEIMHEHUS MKy KOJbIIAMH U JUIS ITOAKIIIOUEHUS YJAICHHBIX Y3JI0B JocTyna. JINHUS MOXKeT
HCII0JIb30BaThCS KaK TPAHCIIOPTHAs aJlbTEPHATHBA ONTOBOJIOKHY WM JUISl €T0 PE3EPBUPOBAHUS;

* opranu3zauus goctymna k cetd ATM. PPJI coeaunsiercs ¢ okOHEUHBIM ceTeBbIM ycTpoiicTBoM ATM u
KOHLeHTpaTopoM joctyna ATM;

* conpspkenue mexay coooit cereit ATM, FAST ETHERNET u npyrux.

B nacrosiee Bpems nosiBuiock 0omnpinoe koanyectBo PTC aTux anana3zoHoB, KOTOPBIE BHITYCKAIOTCS
3apyOeXKHBIMU M OT€UECTBEHHBIMU Npou3BoauteasiMu. Ha mupoBom peiake npezacrasiensl PTC okono 15
¢upm, B Tom uncine Microwave Network (CILIA), Ceragon Networks.

[Ipemarator cBou manorabaputasie PTC u oreuectBennsie mpousBogutenu. C 1993—-1994 rr. mavanu
Bointyckatbes PPC cepun «Pagan-MCy», «Panan-MI'», cemeiicTBo ctanumii « pukom», «lluxra-2»,
«Panmnyc-15», «Kommiekc-15» u pan apyrux. B ot nepuon 3t PPC no TexHnueckomy ypoBHIO U
Ha/IeKHOCTH HE MOTJIM CPAaBHUTHCS C 3apyOEKHBIMU aHajoraMu. B nanbHeieM nojaoxkeHne n3MeHUIIO0Ch,
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u Obutn pazpadoransl PTC HOBOro nmokosnenus — cepust cranuuii «IIpocser», cranuuu «Paanyc-/1C»,
«Pamnyc-15M», «3Be3na-11», «Paguyc-18» u psaa apyrux.

O61mme npununsl nocrpoenusi LIPPJI n ocobennocTn coBpeMeHHO annmapaTrypbl

Pannopenelinble IMHUYU CBA3M OCHOBBIBAIOTCS HA MIPUHIUIIAX MHOTOKPATHOW PETPAHCIIALIUN
CUTHaJIa, YTO WILTIOCTPUPYETCS YIPOIIEHHON CTPYKTYpPHOI CXEMOH, MOKa3aHHOU Ha puc.3.1.
Paznuuarorcsi OKOHEUHbIE, IPOMEXYTOUHBIE U Y3JI0BbIE CTAHIHH.
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Pucynok 3.1. Ctpykrypnas Cxema onHoro HarpasieHus PPJI

OKOHeYHbIE CTAaHLIMN YCTAHABIMBAIOTCS B KpallHUX ITyHKTaX JIMHUU CBSA3H U COJIEPKaT
MOJYJISTOPHI U NIEPEAATUYMKU B HAIIPABICHUH Tepelayl CUTHAIOB M IPUEMHUKH C IEMOAYJIATOPaMH B
HaIpaBJIEHUU npueMa. {1 npuema u nepeayu NpUMEHsETCs OJJHa aHTEHHA, COeAMHEHHAs C TPaKTaMu
npueMa U nepeaayu npy MoMoIIK aHTEHHOTO pa3BeTBUTENA (aymiekcepa). Moayssiust U AeMO Ty IS
CUTHAJIOB ITPOBOJUTCS HA OJIHOM U3 CTaHJAPTHBIX TpoMeKyTouHbIX yacToT (70 - 1000 MI'n). [Ipu a3Trom
MOJIEMBbl MOT'YT paboTaTh ¢ IpUEMONEepeIaTIYNKAMU, UCIIOIb3YIOIMMH Pa3IMYHbIE YACTOTHbBIE TUAMAa30HbI.
[lepenaTunku npegHazHaueHbI ISl MpeoOpa30BaHUs CUTHAJIOB IPOMEKYTOUHOM YacTOThI B paboumii
nuanazoH CBY, a npueMHHKH - 1711 0OpaTHOTrO MpeoOpa30BaHMs U YCUIIEHUS! CUTHAJIOB ITPOMEXKYTOUHOM
gacToThl. CymectByroT cuctembl PPJI ¢ HemocpeacTBenHoit monynsnueit curnanoB CBY (mampumep,
anmnaparypa Opukom-11), HO OHM UMEIOT OrpaHHUUYEHHOE PacIpOCTPaHEHHE.

VYnpolieHHas CTpYKTYpHasi cXxeMa OKOHEYHON CTaHIUM M0Ka3aHa Ha puc. 3.2.

Annapartypa
DOpMUpOBEHWE
CHITHEMNDB

HH PO PMELHOHHEDX

OkoHeskan cTaquwa PP

Pucynox 3.2. OkoHeuyHast CTaHIIUS

[TpoMexkyTOUHbIE CTAHILIMU PACIIONIaratoTCs Ha PACCTOSHUU MPSAMON BUAMMOCTH U MPEAHA3HAYAIOTCS
JUId IpUEMa CUTHAJIOB, YCWJIEHHS UX U JAJIbHEHIIEN nepenaye 1o JMHAU cBs3u. [Ipuem u nepenava
CUTHAJIOB Ha MPOMEXKYTOUHBIX CTAHIMX JODKHA MIPOBOAMTCS HA PAa3HBIX YaCTOTaX JUIsl YCTpaHEHUs
Mapa3UTHBIX CBA3EH B MpUeMoIepeaTYMKax 3a CUeT BIUSHUS 0OpaTHOTO U3ITydeHUs OJIM3KO
PacrojoKeHHBIX aHTeHH. Pa3HuIia MeX 1y YacTOTaMH MpreMa U Mepeadu Ha3blBaeTcs YacTOTOM CABUTA
(fcaB). Ha puc. 3.3 nokaszana cTpyKTypHas cxeMa MpOMeXyTOYHOW CTaHIIHH.
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Pucynoxk 3.3. [IpoMexxyTouHas cTaHIus

VY3noBble cTanuu (puc. 3.4) BBIIOIHSIOT KakK (PYHKIUK TPOMEKYTOUHBIX CTAHIIMM, TaK U (PYHKIIHH
BBOJIa U BBIBOJIa HH(popMaluu. [103TOMy OHU yCTaHABIUBAIOTCS B KPYITHBIX HACEIICHHBIX MyHKTAaX WIH B
TOUYKaX MepeceyeHus (OTBETBICHUS) JIMHUN CBS3H.

Yanoean cranyus PFN

Annaparypa
BeBOO0A W B8OOGS
WHGOpMaLMe

Pucynok 3.4. Y3noBasi craHUuus

[TpomexxyTok Mexay OarKalIIiMU CTAaHIMSIMU Ha3bIBaeTCs IposieToM (1iiu uHtepsaioM) PPJL.
[IpoTsieHHOCTh IpOJieTa 3aBUCUT OT MHOTUX NIPUYMH U, B cpeaHeM, gocturaer 50 - 60 kM B Auana3oHax
gacToT 10 6 - 8 I'T'n 1 HeckonbKuX KM B mpuamnazodax 30 - 50 I'T.

[TpomexyTOK MeXay OKOHEYHOU CTaHIMEeH 1 ONMvbKalIIeld y3I0BOM MITH MEXKY Y3JIOBBIMU CTaHIIUSIMHU
Ha3bIBaeTcs cekuueit PPJI, a coBokynmHOCTh pueMornepeaaromiero ooopyaosanust oopaszyer crtsoia PPJL
Pa3nuyaroTcst oJHOHAIpaBII€HHbIE CTBOJIBI U IByHAIPaBJIEHHBIE (JJ1s1 AYTIIIEKCHOU CBS3H).

[Ipu nepeaaun cUrHajaoOB B IPSMOM U OOpaTHOM HAIpaBJICHUSIX MPUMEHSIOTCS 2-4aCTOTHBIE U 4-
YaCTOTHBIE CUCTEMBI.

Mpuem Mpuem Mpuem Mpuen
f1 1 1 f3
f2 f2 4 2
MNepenada MNepenada MNepenava
Pucynok 3.5. Pucynok 3.6.

2-qacToTHas cuctema (puc. 3.5) SJKOHOMUYHA C TOYKU 3PEHHUS UCTIONIB30BaHUSI ITOJIOCHI YacTOT,
BBIJICJICHHOW JJIsl OpraHu3aliy paguopeneiiHoi CBsI3U, HO TpeOyeT NPUMEHEHHUS aHTEHH C XOPOIITUMHU
3alIUTHBIMHA CBOWCTBAMH OT MTpHEMa H Mepeiaddl CUTHAJIOB ¢ OOKOBBIX M OOpaTHBIX HampaBieHui. B
auarnaszoHax 4acToT Bbime 10 I'T mupoko npuMeHsoTes mapaboaudecKue aHTEHHBI YITy4IIeHHOTO
WCTIOJTHEHUS C JIOMTOJTHUTEIHHBIMH SKpaHaMy (BOPOTHUKAMH), IIO3BOJISTFONIMMH JOCTHYB TPEOYEeMbIX
[TOKa3aTeJIECH.

4-yactoTHas cucreMa (puc. 3.6) nonyckaer npuMeHeHue 0osiee IPOCTHIX U JIEHIEBbIX AaHTEHH U
MO3BOJISIET YAYUIIUTh 3alUIIEHHOCTh JIMHUM CBSA3U OT B3aUMHBIX [TOMEX, HO UCIOJIb3YyeTCsl JOCTAaTOYHO
penko. Kak mpaBuito, 4eTHIpEX4acTOTHYIO CHCTEMY MOKHO PEKOMEHIOBATH JIJIsl OpTaHU3aIuHN JIMHUHA
CBSI3U TPU OYEHB CIIOKHOU AIIEKTPOMArHUTHOM 0OCTaHOBKE.
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JU71st TOBBIICHUS SKOHOMHUUYECKOH 3((EKTUBHOCTH U MPOIYCKHON CIIOCOOHOCTH paguopeneiiHbie
CUCTEMBI YacCTO JIEJIal0T MHOTOCTBOJIbHBIMH, B KOTOPBIX Ha KaX/10i CTaHLUHU pabOTaOT € PA3IUYHBIMU
94aCTOTaMHU HECKOJIBKO MPUEMONIEPEAATIMKOB Yepe3 00IIre aHTeHHO-(UAEPHBIE YCTPONUCTBA.

C uenbio yBeIMYEHUS HAZCKHOCTH PabOThI IMHUU CBSI3U MPUMEHSIOTCS Pa3IMYHBIE CIIOCOOBI
pesepBupoBanus. B quanazonax gactort Beie 10 I'T'a B LIPPJI Hanbonbiiee pacnpocTpaHeHUe MOTydaroT
CUCTEMBI pe3epBHpoBaHus 1 + 1, Kora Ha OMH padOYnid CTBOJ MPUXOJAUTCS OJWH pe3epBHBIN. B
CJIO’KHBIX YCIIOBHSIX PACHpPOCTPAHEHUS paAHOBOIH, 00a CTBOJIA MOT'YT OBITh MCTIOIB30BAHBI IS
OpraHu3aliy pa3HEeCEHHOTo MPUEMa, CYIIECTBEHHO YIYUIIAOIEro YCTOMUYUBOCTh pabOThI CUCTEMBI
CBSI3U. 3a4acTYIO CTPOSITCS POCTHIE OJTHOCTBOJILHBIE CHCTEMBI CBSI3U 0€3 pe3epBUPOBAHMS, YUUTHIBAs
BBICOKYIO HaJIe)KHOCTh COBpEMEHHOM anmnapatypsl. K npumepy, BpeMs: HapaOOTKH Ha OTKa3 anmnaparypsl
LPPJI tuna MINI - LINK E mBenckoii pupmbr ERICSSON nocturaer (cornacuo pexname) 20 - 30 mer.

[upokoe pa3BuTHE UHPOPMALIMOHHBIX PaUOCETEH 3aCTABIISIET CTPOTrO PETIIAMEHTUPOBATH
UCTOJIb30BaHUE paboUnX YacTOT B BRIACIICHHBIX IUana3oHax BoiaH. Ha puc. 3.7 noka3an npumep miaHa
pacmpeneneHus pabounx 4yactoT s cuctembl PPJI, paboraromeii B quanazone 11 I'T'n B cooTBeTCTBUY €

Pexomenmauusamu 387-2 MCDO-P.

5300y

B0MMy 1300y
A0My " aomry

mmmiimmmhmiimm | momommomm .
= 1 2 3 4 56 7 8 210 1112 |fa1234b6?391ﬂ11125
E Mpaea MNepenas=a %
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Pucynok 3.7. Ilpumep mnana pacnpeneneHusi pabouux 4acToT

B Gostee BBICOKOYACTOTHBIX JTMANa30HaX BOJIH MPUMEHSIOTCS THOKUE YaCTOTHBIC IJIaHbl. PazHoc
YaCTOTHBIX KAHAJIOB B TAKUX CIy4yasX OMpeeNsieTcs MPOMYCKHOM CITOCOOHOCTHIO (CKOPOCTHIO PabOThI
LPPJI) u Bunom moxymsiiuu. Yaiie Bcero NpuMEHsIeTCs Miar pasHoca padouux 4actoT paBHbIi 3.5 MI1.
Toraa, x mpumepy, pu cKOpocTu padoTsl 4 Mout/c u 4-ypoBHEBOM MOAYISIIMH PA3HOC YACTOT MOKHO
BBIOPATh PAaBHBIM IIATy Pa3HOCa, a MPU KPATHOM YBEJIMUEHUH CKOPOCTH PA3HOC TaKXe KPaTHO
YBEJIMYHMBAETCS U MOKET PaBHATHCS

7, 14 v 28 MI'L.
B nocnennue ronpl pazpaboTaHbl HOBbIE YaCTOTHBIE TUIAHBI C UCIIOIB30BAaHUEM IBOMHOM MONSIpU3aliug

PaZiMOBOJIH, TIO3BOJISIOIIUE CYIIECTBEHHO MOBBICUTH 3()(PEKTUBHOCTH NCIIOIB30BaHUS YACTOTHOIO
CIIEKTDA.

CoBpeMeHHas anmnaparypa paauopereiHbIX CUCTEeM IS Auana3oHoB 4acToT Beime 10 I'T' numeet
OIpeJieJIeHHble OCOOEHHOCTH B KOHCTPYKTUBHOM BBIITOJHEHUH IO CPaBHEHHIO ¢ O0Jiee HU3KOYaCTOTHOM
anmnapatypoil. B nuanazonax uacrot no 10 [Ty npuemonepenaroas annaparypa, Kak npaBuio,
BBITIOJIHAETCS B BUJI€ JOCTaTOYHO IPOMO3AKUX CTOEK, PACIIOIAraloIIUXCsl B allllapaTHBIX TOMEIIECHUSX.
CBsI3b C aHTEHHAMU OCYILECTBISAETCS (PUAEPHBIMU BOJIHOBOIAMHU, UMEIOIIIMMHU 3HAYUTENIbHYIO JJIUHY U,
CJIE0BATEIBHO, BHOCSIIMMH CylleCTBEHHBIE oTepH. [lepexon k nuanazonam vactot Bbime 10 [T
CYLIECTBEHHO U3MEHUJI KOHCTPYKTUBHOE BBIMOJIHEHHE anlaparypbl. Annaparypa, padoraroiias B
nuanasoHe Boime 10 [T, nmeer HeOonbIMe rabapuThl ¥ pacrioyiaraeTcsi Ha BEpIIMHE aHTEHHOW OTIOPHI,
00bEeIMHEHHAS B €IUHBINA OJIOK C aHTEHHOM.
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Pucynok 3.8. IIpuemonepenaromuii 6110k

Ha puc. 3.8 mokazan npumep KOHCTPYKTUBHOTO BBIIIOJIHCHHUS TTpHEMOIIepeatoniero 01oka nudpoBoii
anmapatypsl MINI-LINK myis nuanazona wactot 23 - 38 I'T'n. 3aeck mapabonuueckas aHTEHHA UMEET
arameTp 30 cM U coetuHsAeTCs ¢ MPUEMONIEPEAAIONIIM OJIOKOM HENOCPEICTBEHHO 0€3 BOJTHOBO/IA.
DneMeHTHI 17151 KPEeIIeHUsI BCero MOJyJis K aHTEHHOM OMOope pacnojiaraloTcs Ha aHTeHHOM OJIOKe U
HMMEIOT YCTPOMCTBA Il FOCTUPOBKU B BEPTUKAIBHON U TOPU30HTAIBHON IIJIOCKOCTSIX.
[Tpuemonepenaromnuii 610K MOXKHO JETKO OTCOEIUHUTH OT aHTEHHOT'O OJIOKA JIJIsl 3aMEHbI, HACTPOIKHU U
npodmiakTuku. B Takom ucrionHernnn Bec 0ioka cocrtapiusiet 11-12 kr. Anmaparypa no3BossieT
HCIIOJIh30BaTh aHTCHHBI U OoJjbIero auametpa (0.6 u 1.2 m).

B cniydae npumenenust anTeHHBI uaMeTpoM 0.6 M KOHCTPYKTUBHOE BBITTOJTHEHUE OCTAETCA TaKUM K€,
KakK MTOKa3aHo Ha puC. 3.8, a aHTeHHa JuaMeTpoM 1.2 M COeAMHSAETCS ¢ IPUEMOIIEPEATYMKOM KOPOTKUM
THOKHUM BOJTHOBOJIOM.

[Tpumep pacrmoniokeHHUs MOAYJIEeH anmapaTypbl Ha aHTEHHOMU ormope (0TeuecTBEHHAs anmaparypa
BUCT) nokazau Ha puc. 3.9.

Ul
Pucynok 3.9. AnTeHnHas onopa ¢ anmnaparypoin

KommnakrtHas annaparypa ¢ HeOoIbIIMMU rabapuTaMy U BECOM, KOTOpast IpUMEHSETCS B
nuarna3zoHax gactoT Boire 10 I'Tm, mormyckaer ucmonb30BaHue 00JETYCHHBIX aHTEHHBIX MauT,
BBINOJIHEHHBIX B BUJIE (hepM TPEyroJbHOIO CEUEHUs UM TPYOUaThIX KOHCTPYKLUH, KOTOPbIE MOXKHO
YCTaHOBHTH Ha BBHICOKHX 3/IaHUSX, JBIMOBBIX TPyOax MIIM BO3BBIIICHHBIX MecTax. [IpreMonepenatomniie
OJIOKH COETUHSIOTCS KOAKCHAIbHBIMU KaOeIsIMU ¢ MOJIEMHBIM 00OPY/JJOBaHUEM, PacIOaralolIMcs B
nomenieHnu. COBpeMEHHOE MOJIEMHOE 000PYIOBaHHE - 3TO JIETKO TPAHCHOPMUPYIOMIHUHCST KOMITIEKC,
(GYHKIMOHHUPYIOUIHA O] YIIPABICHUEM IIEHTPAIHHOTO MM MECTHOTO KOMITBIOTEpa
. MogemHoe o0opyioBaHHE MOXKET o0ecrieunBaTh (HOPMUPOBAHHE U 0OPAOOTKY IIU(PPOBBIX TOTOKOB HA
ckopocTH oT 1 10 34 MOuT/c, NpOBOANUTH MYJIbTUIUIEKCHPOBAHUE MTOTOKOB U ()YHKIIMOHUPOBATH B
peKuMax OpraHu3aIllK CEeTeH CBA3U J1I000M KOHPHUTypalHH.

. dns mpumepa, Ha puc. 3.10 mokazaHa cxeMa OpraHU3aluu CUCTEMBI CBSI3M MEXY JIOKATbHBIMU
KOMIBIOTEPHBIMH ceTsIMH. [10100HyI0 cXeMy MOKHO IPUMEHHUTD U JIJIs CBA3H MEXy 0a30BBIMU
CTaHIUSIMU TTOJIBHYKHOM CBSI3H.
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HOMNLIETED - MAHELESD CETA

Pucynok 3.10.

[Tpumep TUIIOBOI KOHUTYpaIy UPPOBON CETH CBA3M NpecTaBieH Ha puc. 3.11. 3aech nmoka3aHbl
paznuunble Tunbl crannuii PPJI, paboTaronmx ¢ pasHbIMH HU(DPOBBIMHU TIOTOKaMH, C PE3E€PBUPOBAHUEM U
0e3 pe3epBUpOBaHUs, (PYHKIIMOHUPYIOIIHE O] YIIPaBICHHEM KOMITBIOTEpa - MEHEKEpa CEeTH

17 x 2 Mbutic

2 x 2 MBuTic 8 x d MButlc
2 % 2 Méur'e

KomMnsrep - MeHeqsap CaT

Pucynoxk 3.11.

B nocnennue rosipl HAYMHAIOT OYPHO pPa3BUBATHCS MUKPOBOIHOBBIE MHOTOKAHAJIBHBIE CUCTEMBI
pacnpenenenus uapopmanuu (MMDS, MVDS, LMDS). Takue cucteMbl O3BOJISIOT OPraHU30BATh
pacnpocTpaHeHHE TEIEBU3MOHHBIX MPOTpaMM UM KOMIBIOTEPHON MHPOPMALMK ISl UHIUBUIYAIbHBIX
WIN KOJUIEKTUBHBIX a00HeHTOB. Cuctembl MMDS npencTaBiisitoT co60i ceTh 6a30BbIX CTAHIIHIA,
paboTtatomux B Auanasone yactot 2.7 I'Th, ¢ aHTeHHaMH, UMEIOLIUMU KPYTOBYIO AMArpaMMy
HaIpPaBJIEHHOCTH B TOPU30HTAIBLHON MIJIOCKOCTH M YTOJI pacKpbIBa OpsAaKa 3 - 6 rpal. B BEpPTUKAIBHOU
wiockocty (G = 12-17 nb).

MHOXecTBO MPHUEMHBIX a00HEHTCKUX YCTPOMCTB (KaK MHAWBUAYAIBHOTO, TAK M KOJJIEKTUBHOTO
10JI30BAHMUS), C HAllPaBJICHHbBIMH AaHTEHHAMU, UMEIOIMMHU K03 duueHT ycunenus 25 - 35 nb,
pacrioyiaratoTcsi B 30He IpsIMOM BUAMMOCTH OT 06a30BbIX cTaHIMii. OOMeH uHpopMarue Mexy
0a30BBIMHU CTAaHLIMSIMH OCYIIIECTBIISIETCS IIPU MTOMOLIH PA3IMYHBIX CUCTEM CBSI3U, B TOM YHCIIE U NIPU
nomouu PPJI.

Haunbonee nepcnekTUBHBI, ¢ TOUKU 3pE€HUS UCIOIb30BaHUS B MOJOOHBIX CUCTEMaX CBSI3U, JAHMAIa30HBI
gactot Bbile 10 I'T'h, Tak kak quana3ons! yacto HUKe 10 I'T'1 cuibHO 3arpy’keHbI U HE TIO3BOJISIOT
CTPOUTH KOMITAaKTHbIE MPUEMHBIE yCTpoicTBa. JlJis TOKAIBHBIX CUCTEM pacnpezeneHus nH(opMalun
(LMDS) npenmnonaraercs UCNoiab30BaTh quamna3oH yactot 27 - 29 I'T'u. [Ipumenenue yactot Bbie 30
I'T no3BossieT npuHUMATh HHPOPMALIMIO C BBICOKUM Ka4eCTBOM TOJBKO HAa HEOOJIBIIMX PACCTOSIHUSIX (2 -
7 KM) H3-32 MAJIOTO KO3 UIIMEHTa YCHIICHHS aHTEHH 0a30BbIX CTaHLUH (B Cllyyae MPUMEHEHUS
KpYrOBOT'O U3JIy4€HHs) U 3HAUUTEIbHBIX MOTEPD MIPHU PACIPOCTPAHEHUH B THAPOMETEOPAX U razax
arMocdepsl. OiHaKo rabapuThl MOJIB30BaTEIBCKUX aHTEHH M PECUBEPOB TMOIYYalOTCSl BECbMa MaJIbIMU.
[TosTomy B EBpone BeineneH aquana3on yactot 40,5.42,5 I'T'w st opraHu3anuu CUCTEM paclpeaesIeHHs
BugeonHpopmanuu (MVDS).

Pa3nuiia B Ha3BaHUIX CUCTEM BECbMa YCIOBHA, IOCKOJIbKY PEKOMEH AU JJIsl HUX pa3padaThIBAIUCh
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Ha pa3HbIX KOHTHHEHTaX. C TEXHUYECKOM e TOUKHU 3PEHMSI 3TO OJHU U T€ K€ YCTPONCTBA,
M3TOTOBJICHHBIE, KAK ITPABUJIIO, IPOU3BOJUTEISIMH paguopeeiiHoro obopyaoBanus. PaaguoTpakt Takoi
cucTeMbl "Mpo3padeH” s Iepeiayr Pa3InYHbIX THIIOB aHAJOTOBBIX MU HU(POBBIX CUTHAIIOB, OYAb TO
NTSC, PAL, SECAM unu DVB. Paznuuus OynyT MuIb B 4uciie KaHAJIOB.

Jlnist mepeiayy CUTHAJIOB TEJICBUICHUS BIIOJIHE MOXET OBITh HCIOJIB30BaH 1udpoBoii ctangapt MPEG-
2, MOJIy4YMBIIUH IIHPOKOE PACIIPOCTPAHEHHE B CITyTHUKOBBIX CHCTEMaX TEIEBU3NOHHOIO BELIAHUS U
monyssiiust COFDM, 3amumienHast oT uHTephepeHIMOHHBIX UCKaXeHUH. [l ymydimeHus
SHEPreTUYECKUX MoKa3aTenel Ha 0a30BBIX CTAHIMAX, BO3MOKHO IPUMEHEHHUE CEKTOPHBIX U
MHOTOJICTIECTKOBBIX aHTCHHBIX CUCTEM ¢ Koddunmentamu ycwienus 1o 30 - 40 nb.

Taxum 00pa3oM, MUKPOBOJIHOBbIE MHOT'OKaHAJIbHBIE CETU pacHpeeseHUs HHPOpMALlUd MOT'YT
SIBIIATHCS JIOTIOJTHEHUEM M KOHKYPEHTOM JJIsi CUCTEM KaOeIbHOM, paiuopeNeiiHON U CITyTHUKOBOM CBSI3H.

H()prI HA M0KA3aTeJIM HeTOTOBHOCTH M HA MOKAa3aTeJIdM Ka4ecTBA 0 OIIHOKaAM

Hopwmsl, no pekomenganuu MCO-T G. 821, cocTosT U3 ABYX OCHOBHBIX KOMIIOHEHT: I1OKa3aTeIn
HErOTOBHOCTH M ITOKAa3aTeIM KauecTBa MO OIIMOKaM.
IMoka3zarenu HerorosHoctu (ITHT)
HerotoBHocTh anmnaparypsl - Takoe coctosinue yyactka L{PPJI, mpu koTopom B TeueHue necsatu
CEKYH/IHBIX HHTEPBAJIOB, CIAEAYIOLINX MOAPSA, UMEET MECTO XOTsI Obl OJJHO U3 COOBITUMA:
npornajiaHue CUrHana (moTepsi CHHXpOHU3ALUN);
ko3 dunuent omudok Korr = Norr / N > 103, rxe N - uncio nepeaHHbIX CUMBOJIOB, Norir -
YHCII0 OUIMOOYHO MPUHATHIX CHMBOJIOB.
[IpuunHbL, NPUBOJALINE K HETOTOBHOCTH allllapaTyphl:
SKpaHUpYIOLLEe BIUSHUE NPENSATCTBUS NPHU cyOpedpakiumy;
BIIUSIHUE TUAPOMETEOPOB (YUUTHIBAETCS IPU yacToTax Bbiiie 6 I'T1);
BJIMSIHUE IIPOMBIIIIJIEHHBIX aTMOC(EPHBIX METEOPOB (3KosIorndyeckue GpakTopsl). JlaHHbIe A5
pacueToB OTCYTCTBYIOT;
HEHaJIe)KHOCTh alnaparyphl;
OLIMOKHU 00CITY’)KMBAIOIIETO IEPCOHANA.
Tab6muna 3.1. 3aBucuMocts kauectsa auaun u [THT

KauecTBO IMHNKN ITHT, %

JIuHUU CBSI3U BHICOKOT'O Ka4eCTBA 0.3 L /2500
1 kanace 0.033 (L=280 xm)
2 kJacc 0.05 (L=280 km)
3kaacc 0.05 (L=50 km)
4 knacc 0.1 (L=50 km)

JInHuA CBSI3U JTOKAJIHHOIO KaUyeCcTBa 0.01-1

JInHnYM CBSI3M CpeAHETO KayecTBa

B psze cinydaeB npuHATO OIEHUBATh COCTOSIHUE 000pyA0BaHUs TEPMUHOM "TOTOBHOCTR". [1pn
3TOM o0I11Iee BpeMs paboThl 000PYIOBAaHMS COCTABIISIETCS W3 TIEPHOIOB TOTOBHOCTH M HETOTOBHOCTH, a
JTUHUS HAXOJUTCS B COCTOSTHUHM TOTOBHOCTH, €CJI 00a ee HampaBieHHs "TOTOBBI'".

IMoka3zaTenu kayecTtBa no omuoxkam (ITKO)

[Tokazarenu kauecTBa MO OMKUOKAM CUCTEMBI CBSI3M OTHOCATCS K TEM IMPOMEKYTKaM BPEMEHHU, B
TE€YEHHE KOTOPBIX CUCTEMA HAXOJUTCSI B COCTOSIHUU TOTOBHOCTH !

PasznuyaroTcs cneayromye napaMmeTpsl:

- cwiibHO nopaxkeHHsle cekyH bl (CIIC);

- MUHYTBI IOHWKeHHOTo KauecTBa (MIIK);

- cekyHabl ¢ omrbdkamu (CO);

102



- ocratounblit Kom (OKO).

CunpHO NopakeHHbIE CEKYH/IbI MPEACTABIISAIOT OO0 MPOLIEHT BPEMEHH MPEBbIICHUS BETHUNHBI
komr =10%3a 1 CeKYHIly. MUHYTBI IIOHM)KEHHOT'O KaueCTBa - MPOLICHT BpeMeHH npeBbiiieHus Kom = 107
®3al MUHYTY. CEKyH/IBI ¢ OIMOKAMH - MTPOIICHT BPEMEHH MTPEBbIICHUS Ko = 10° 3a 1 CeKyHy (3Ta
HOpMa OIpeAeIIIeT KaueCTBO padOThl CUCTEMBI CBSI3M MPHU Mepeaade JaHHbIX). B HEKOTOPBIX UCTOUHUKAX
MMeeTCsl OIpe/ielIeHHEe MapaMeTpa CEKYH/IbI C OIIMOKAaMU KaK MPOLIEHTHOE OTHOIICHHUE YK CIia
OpaKkoOBaHHBIX CEKYH/I, B TCUCHUE KOTOPBIX HUMEETCS OJTHA MJIM OOJIBIIIE OMMOOK K 00IIeMy BpeMEH!
pabotsl cuctemsl. [lapamerp CO ompenensieTcst 1100bIMU IPUUYMHAME (2 HE TOJIBKO 3aMUPAHUSMU Ha
Tpacce JUHHUU CBSI3N).

BenuunHbl Bcex 3THUX MapaMeTpoB 3aBUCIT OT HHTEPHEPEHIIMOHHBIX 3aMUPaHU CUTHAIA Ha
unrepsaie LIPPJI, koTopble ckiaabIBarOTCs U3 TIAJIKUX U YaCTOTHO-CEJIEKTUBHBIX. K riragkum
3aMHUpaHUsIM HEOOXOAMMO OTHOCUTh TaKH€ 3aMHUPaHUs, KOTOPhIE HE HCKAXKAIOT YaCTOTHYIO
XapaKTEPUCTUKY CUCTEMBI CBSI3HU.

COOTBETCTBEHHO YaCTOTHO-CEJIEKTUBHBIE 3aMupanus BiusitoT Ha AUX cTBona PPJI, T.e. B
mpejienax mojIoCkl MPOMYCKAHUS TUHUY CBSI3U BHOCST PAa3IMYHbIC OCJIA0JICHNS Ha Pa3HBIX YaCcTOTaX. JTH
3aMHUpaHKs HE0OX0IMMO YUUTHIBATh MpH ToJioce nponyckanus BY cTtBona 6onpire 10-15 MI .

Taomnuna 3.2. Ilokasarenn kauecTBa 110 OMIMOKAM

CIIC 0.054% L /2500
JIMHMY CBSA3M BLICOKOIO Ka4eCTBa
MIIK 0.4% L /2500
1 xaace CIIC 006%
JIMHUH CBA3M CPETHErO KauecTBa MIIK 045%
Lcexunu = 280 km CIIC 0.0075%
2 RIACC e () 20y,
3 Knace CIIC 0.002%
JInHnYM CBSI3M CpeAHEro KayecTBa MIIK 0.2%
Lcekmuu = 50 km CIIC 0.005%
4 xrace i 0.5%
JIMHMY CBSI3U JIOKAILHOTO Ka4eCTBa CIIC 0.015%
MIIK 1.5%

Heo0xonumMo uMeTs BBHY, YTO AJS NPOCKTHPOBAHHS HOBBIX HH(POBBIX 0eCIPOBOIHBIX
JIMHUH  CBSI3M  PeKOMEHJyeTcsl TMO0JIb30BAaThCSl  HOBbIMH, 0oJiee KeCTKHMH  HOPMaMHu,
YCTAHOBJICHHBIMH B cO0O0TBeTcTBUM ¢ Pek. G.826, 0co0eHHO, NIPH NMPOEKTHPOBAHUM CHCTEM CBSI3H
CHHXPOHHOM TpaHcnopTHOi nepapxuu (SDH).

Pexomengauuu no B6I00py padovyux 4acToT

B Hacrositiee Bpemsi 0CBOEH BeChbMa IMTUPOKUH Arana3oH pabovux 4acTOT JTs IIeJIeH
MUKPOBOJHOBOM panoCBs3H, HaUMHas ¢ quanaszona 2 ['T.

Juanazon 2 I'T'n (1.7-2.1 I'T')

OTOT AMana3oH XapaKTEPU3yeTCsl BO3SMOKHOCTBIO PACIIPOCTPAHEHHS] CUTHAJIOB HA JJOCTATOYHO
POTSKEHHBIX MposeTax (10 50-80 km). YCTONYMBOCTD pacipoCTpaHEHHsI paAHOBOJIH B CUIBHON
CTETEeHU 3aBUCHUT OT SKPaHUPYIOIIETo eHCTBUS NpenarcTBuil Ha uutepBanax PPJI npu atmocdepHoii
pedpakuuu. B 3TOM Anana3zoHe BOJH aHTEHHBI 00J1a/1al0T BECbMa OOJIBIIMMHU rabapuTamMu, U IO3TOMY
ko3¢ duLMeHTh! ycuaeHus He npesbimatoT 35-38 nb npu auamerpax napadonudeckux aHTeHH 10 5 M. C
YMEHBIIIEHUEM pa3MepoB aHTEHH 3((PEKTUBHOCTh CUCTEMBI CBA3H PE3KO Majaer. Jnama3oH nmoasep:keH
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BJIMAHUIO ITOMEX OT APYIrUX paAUOTCXHUYCCKUX CPCIACTB.

Junanazon 4 I'T'y (3.4-3.9 I'T')

HaunbGoiee ocBoeHHbIi 1 3arpykennsiii PPJI nuanason yactor. B aToM auanazone padorarot
MHOT'M€ MarucTpajibHbIe CUCTEMBI CBA3U. XapaKTEPU3IYETCsI BOZMOXKHOCTBIO MOJIY4aTh JOBOJIBHO
MPOTsHKEHHBIE TIPoeThl (40-55 KM) py XOPOIIMX Ka4eCTBEHHBIX MoKazaressx. OcTpoHanpaBieHHbIE
aHTeHHBI (¢ KoddduimenTamu ycmieHus nopsiaka 40 1b) 061agar0T 3HAYUTETPHBIMU Ta0apuTaMu U
BecoM (Ipui1.2) U, Cle0BaTEIbHO, TPeOYIOT BECbMa JOPOTOCTOSIINX aHTEHHBIX OIOpP.

Ha pacnipocTpaneHrne CUTHAIIOB OKa3bIBACT CYIIECTBEHHOE BO3ICHCTBIE aTMOC(epHas pedpakius,
MPUBOJIALIAS K DKPAHUPOBAHUIO CUTHAJIA IPETISTCTBUAMHU Ha MPOJieTax, U HHTephepeHIHs MPSIMBIX U
OTPaKCHHBIX BOJIH.

Jlnana3oH cjI0eH ¢ TOUKH 3PEHHUS AIEKTPOMArHUTHOM COBMECTUMOCTH, TaK Kak B HEM paboTaeT
MHOECTBO PaIUOTEXHHUUECKUX CPEICTB.

Junana3zon 6 I'T'x (5.6-6.2 I'T')

[TonynsapHBI B OCIIEAHUE AECATUIETHS AUANa30H YacTOT, IPEIHAa3HAYECHHBIN JUIs
MarucTpaIbHBIX CHCTeM CBsi3U. [103BoMsIeT MOMyuuTh qOoCcTaTO9HO 3 hekTuBHbIE cucteMsl PPJI,
nepenaroiue 0onpiue 0obeMbl HHPopMmauu. CpeaHsis NpOTsHKEHHOCTD npojeTa gocturaet 40-45 km.
Pa3mephl aHTEHH HE CIUIIKOM BEJIMKH (HAIpUMEp, aHTCHHA ¢ K03 duimerTom ycuienus 43 nb nmeer
auametp 3.5 m).

Ha pacnipocTpaneHye CUTHAIOB OKa3bIBaeT CYIIECTBEHHOE BO3/IeiicTBHE aTMOchepHas
pedpakius, IPpUBOASIIAS K SKPAaHUPOBAHUIO CUTHAJA MPENATCTBUSAMH Ha MPOJIETaX, U UHTepPepeHIns
MPSIMBIX U OTPaKCHHBIX BOJIH.

Jnana3zon 8 I'T'x (7.9-8.4 I'T')

Juanazon 8 I'T'1y ocBOeH B HacTosiIee BpeMsl J0CTaTOYHO Xopoio. B Hem paGotaer Oosnblioe
KOJIMYECTBO paJHopeNeiHbIX cucTeM cpenHeit emkoctu (nopsiaka 300-700 TJI® kananoB B cTBoOJIE AJIs
aHAJIOTOBBIX CHCTEM M 710 55 Mbut/c - 11 uudpossix). CyliecTByeT U annaparypa 0oJbIIoi eMKOCTH,
IpeHa3HaueHHas s nepeaadu norokos STM-1.

B sTOoM nuana3oHe Ha paclpoCTpaHEHHE CUTHAIA HAYMHAIOT OKa3bIBaTh BIUSHUE T'HIPOMETEOPHI
(mox b, cHeT, TyMaH | 1p.). Kpome Toro, Bnusier armocdepHas peppakiusi, IpuBOASILIAs K 3aKPbITHIO
Tpacchl WK K UHTEPPEPEHIIMH BOJIH.

Cpenuss npotsikeHHOCTH nposieta PPJI coctaBnsier 30-40 kM. AHTEHHBI HIMEIOT BBICOKUH
KOX(QPUIMEHT yCUIICHUS ITpU JuaMeTpax rnopsaka 1.5 - 2.5 m.

Yucno paauocpeacts B Poccun, MCIOMB3YIOMIMX ATOT AUAINA30H, IOKA OTHOCUTEILHO HEBEJIHUKO,
U, CJIe/I0BaTeNbHO, FIEKTPOMarHuTHast 00cTaHOBKa Oyarononydna. OJHaKo HE0OXO0AUMO YUUTHIBATh
MIOMEXHU OT COCETHUX PAJAUOPECHHBIX IMHUHN, pabOTAIOUINX B JAHHOM JMANa30He 4acToT.

B HacTod1ee BpeMs quana3zoH NPUMEHSETCS UIsl OpPraHU3aluy 30HOBBIX JIMHUM CBSI3U U
Pa3IMYHBIX OTBETBIIEHUH OT MarucTpajib-HbIX cucTeM. OTeuecTBEHHBIE U 3apyOeKHbIE (PUPMBI XOPOIIO
OCBOMJIM TMIPOMU3BOJICTBO aIMapaTypsl U MpeiiaraloT Ha pbIHKE IIMPOKHUHA CIIEKTP aHAJIOTOBBIX M LU(POBBIX
CUCTEM KaK CpeJIHEH, TaKk U OOJIBIIION €MKOCTH.

HMuanazonnt 11 m 13 I'T'y (10.7-11.7, 12.7-13.2 I'T'n)

OTH Mana3oHbl NEPCIEKTUBHBI C TOUKHU 3peHus 3pdexruBHoctu cucrem PPJL. Tlpu
npoTsHKeHHOCTH mposiera 15-30 kM, BhICOK03(pPEeKTUBHBIE aHTEHHBI UMEIOT HEOObIINE TabapUThl U BEC,
4TO 00€CreuYrnBaeT OTHOCUTEIbHYIO ACUIEBU3HY aHTEHHBIX OTOP.

Jons BnustHUSE aTMOC(EepHOI pedpakiiuy Ha yCTOWYMBOCTD pa-00Thl CUCTEM YMEHbILIAETCs, HO
YBEJIMUUBAETCS BIMSIHHUE THIPOMETEOPOB.

B sTux nuamna3onax, B OCHOBHOM, CTPOSITCSI IU(POBBIE paIuOpeEIeHHbIE CUCTEMBI CBSI3U Ha
CKOpOCTH 110 55 MOuT/c, X0Ts, €CTh IPUMEpPHI Niepeiadn HU(PPOBBIX IOTOKOB CO CKOPOCTSAMH 110 155
Mour/c

AmnmnapaTypa 4acTo CTPOUTCS B BUI€ MOHOOJIOKOB, T.€. IpHEMOIepeIaTuuKi 00bEeTUHEHBI C
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AHTEHHOM U PacIIoIaraloTCs Ha BEPIIMHE aHTEHHOU OIOPHI.

Ho »Tu nuana3oHsl HCTIONB3YIOT OOJIBIIOE KOJTMYECTBO paanocpeacTB. CIIyTHUKOBBIE CUCTEMBI
CBSI3U, pa3IMYHbIC PAJAUOJIOKATOPHI U MIEJIEHTaTOPbl, OXPaHHbBIE CUCTEMBI CO3/1al0T HEOIaronpUATHYIO
3JIEKTPOMArHUTHYIO 0OCTaHOBKY, YTO 3aTPYAHSAET paObOTy B IaHHBIX JUaNa30HaXx.

Jnama3zonnl 15 u 18 I'T'n (14.5-15.35, 17.7-19.7 I'T')

WHTEHCUBHOE PAa3BUTHE CUCTEM CBS3H MIPHUBETIO K OYPHOMY OCBOCHHUIO ATHX JIMANa30HOB YacTOT.
CpenHsist IPOTSHKEHHOCTh MPOJIeTOB AocTuraet 20 KM Ui 30H C YMEPEHHBIM KIMMAaToM. Ammaparypa
BBITOJIHSACTCS B BUJIe MOHOOJIOKA. THroBsie mapaboinyeckue aHTeHHBI UMEOT auaMeTpsl 0.6, 1.2 wnum 1.8
M 11pH KodddunrerTax ycwienus ot 38 no 46 nb.

B psane pernonos Poccun auanason 15 I'T' yxxe neperpyxen paauocpencrtsamu. Juanason 18 I'Tn
noka 0osiee cBOOOIEH.

Ha pacnpoctpanenue CUrHajaoB CHIIBHOE BIMSHUE OKA3bIBAIOT THAPOMETEOPhI U HHTEPPEpEHIH
MPSIMBIX U OTpaXeHHBIX BOJH. OciabiaeHue B T0KIe MOXKET cOCTaBIATh 1-12 nb/kM (pu HHTEHCUBHOCTH
noxaeit 20-160 mm/gac). Hekoropoe BiMsiHEE OKa3bIBaeT U cama atMocdepa (aTOMBI KUCIOpoa |
MOJIEKYJIBI BOJIBI), Ociadiienne B KoTopoit nocturaet 0.1 ab/xwm.

Junanazon 23 I'T'y (21.2-23.6 I'T'n)
CornacHo pexomeHganusm MCO-P B aToM quana3oHne pa3peiieHo CTpOUTh CHUCTEMbI aHAJIOrOBON U
u(poBoi CBA3M JIFOOOH EMKOCTH.

CpenHsist IPOTSHKEHHOCTh TPOJIeTOB MeHbIIe 20 KM, TaK KaK Ha paclpoCTpaHEHHE CUTHAJIOB
CUJIHOE BIIMSIHUE OKa3bIBAIOT rMIpoMeTeohakTopsl U ociabiaeHus B atmocdepe. XKenarenbHo
HCII0JIb30BaTh BEPTUKAIBbHYIO MOJSPU3ALUIO PAIMOBOIIH, XOTS pa3pellieHO UCII0JIb30BAHNE JTH000M
nossipu3ai. TUoBkIEC MapaboJuYecKue aHTeHHBI uMetoT quameTpsl 0.3, 0.6 u 1.2 m.

Ocnabnenne B JOXIAX MOKET ObITh 0T 2 10 18 nb/km, a B atmocdepe nocturaet 0.2 nb/km.
Jlnamna3oH pa3pelieHo UCIO0Ib30BaTh B CIyTHUKOBBIX cucTeMax cBsi3u. [loaToMy npu pacuerax
HE00XO0IMMO YUUTHIBATH BOZMOKHOCTB TIOMEX.

Junana3zon 27 I'T'y (25.25-27.5 I'T')
Jlnama3oH npeaHa3HaueH 7S TOCTPOSHUS CUCTeM (DUKCHPOBAHHOTO Pa000CTy KUBAHHUSL.
XapakTepusyercs HeCKOJIbKO MeHBIIMM ociabienneM (Menbine 0.1 n1b/kM) curnana B armocdepe.

Cpennsist npoTsbKeHHOCTD TposeTa 12 kM. Ocnabrienne B 1oxkaax 3-24 1b/kM. AHTEHHBI UMEIOT TUaMETP
0.3, 0.6 m.

Junana3zon 38 I'T'u (37-39.5, 38.6-40 I'T'y)

CornacHo pexomenaanusm MCD-P B aTom nuana3one pa3penieHo CTPOUTh CHUCTEMBI aHAJIOTOBOU
1 UG poBoii cBs3U 10001 emkocTu. [IpoTskeHHOCTh MposieTa MeHbIle 8 kM. B ciayyae ecnu nokaszaTenb
HErOTOBHOCTH JINHUU CBSI3H COOTBETCTBYET JIOKAILHOMY KaueCTBY, IPOTSKEHHOCTh MHTEpPBaIa MOKHO
JIOBECTH 110 15 KM.

Arnmaparypa npeactaBiseT coooit MOHOOIIOK ¢ anTeHHOH nuameTpom 0.3 M. Mcnonb3yeTcs TONbKO
BEePTHUKAITbHAS MMOJSIPU3AIINS, TaK KaK, IPH 3TOM ITOJIy9aeTCs JIyqIlas yCTOHIHMBOCTh CUCTEMBI CBSI-3H ITPU
HAIMYUA TOK]IEH.

Ocnabnenue B armocepe coctasmisieT nopsaka 0.12 nb/km, a B ruppomereopax - ot 5 10 32
nb/km (ipu UHTEHCUBHOCTHU A0XkAeH oT 20 1o 160 mm/4gac).

Jdunana3zon 55 I'T'y (54.25-57.2 I'Tn)
[TpoTsKEHHOCTH MPOJIeTa COCTABIISIET HECKOJIBKO KMIIOMETPOB IIPU aHTEHHAX AuaMeTpoM 15 cM.
Ocnabnenue curHaia B arMmocdepe 10 5 1b/km, a B 1ok A4 - oT 7 10 40 nb/km.

Jdunana3zon 58 I'T'y (57.2-58.2 I'T'n)

B sTom amanazoHe pa3pemeHo CTpOUTh CHCTEMBI aHAIOTOBOM U IM(PPOBOM CBS3M JIFOOOM
€MKOCTH, HO PEKOMEH/IalINM TAK)Ke IOKa OTCYTCTBYIOT. J{Mamna3oH MOKHO UCIIOJIb30BaTh AJI CO3/IaHUs
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nposiera PPJI Ha paccrosnue B 1-2 KM, HCIIONB3ys aHTEHHBI 1UaMeTpoM MeHbIe 15 cm. Ocnabnenue
cur"aia B armocepe 10 12 nb/xkm, a B 1oxasax - ot 9 no 45 ab/km. CunbHOE BIUSHUE AOKIEH TPUBOIAT
K HEYCTOHYHBOCTH PAOOTHI CHCTEMBI CBSI3U.

Heo0xoaumMo y4uThIBaTh, YTO ATOT AUAINA30H SBJISAETCS MOYTH MPEAEIbHBIM JJIs CO3AaHUS
paarocucTeM, Tak Kak Ha yactoTtax Bbiie 60 [Ty HabmrogaeTcs Hempo3pavyHoCTh aTMochepsl Is
PaZIMOBOJIH M3-3a MOTJIOLIEHUS SHEPTUN B aTOMaxX KUCJIOPoJa (Pe30HAHCHBIE YaCTOTHI MOTJIONIECHUS PaBHbI
60 u 120 I'T'y). OnHako, B MOCHEAHKUE TO/Ibl, TOSIBUJICS MHTEPEC K ATUM JHUANAa30HaM JJIsi CO3/JaHuUs
0€3JIMIIEH3HOHHBIX PAJUOCUCTEM C MPOJIETAMH NMPOTSHKEHHOCTHIO 1-2 KM.

B ycnoBusix oueHb cyxoro Kjiimmara, pu Majaoi BEpOSITHOCTH OCaJIKOB UM HA KOPOTKHUX
MpoJIeTax, MOKET UCIOJIb30BaThCA Auana3oH yacToT 84-86 I'T'u u Beiie B Poccun nmeercs annapatypa
Ha auanasoH yactot 93 I'Tm.

IIpoexTupoBaHue JUHUH CBA3U

Hopwmbl Ha moKka3aTe/ Il KauyecTBA U TOTOBHOCTH

[Ipexx e, ueM mpUCTyNaTh K pacueTy napamMeTpoB paguopereHON TMHUNA HEOOX0IMMO ONPEIeNUTh:
MO0 KakoW METOIAWKH TPOU3BOJUTH pacyeThl, a TaKKe KAaKUM HOPMaM OTH pacueThl JOJDKHBI
COOTBETCTBOBaTh. BriOOp M 000CHOBaHHWE METOAMKHU pacuera MpUBEACH Huxke. A ceifuac pazbepemcs ¢
HOpPMaMH Ha Ka4€CTBEHHBIC [TOKA3ATENH PAIUOPETICHHON CETH.

[Tokazarenn KayecTBa W TOTOBHOCTH i pasnuydbix CBY cucreM TecHO CBs3aHBI C
XapaKTepUCTHKAaMH CETel CBSI3U. DTH XapaKTepUCTHUKU pekoMeHaoBaHbl MCO-P u MCO-T. OcHoBHBIMU
pekoMeHmanusaMu saBisitorcs pekomenaanun MCO-T G.801, G.821 u G.826.

Xapakrepuctuku B G.82| pexomennoBanbl i HU(GPOBBIX CETeH ¢ MHTETPUPOBAHHBIMH YCIYTaMu
(ISDN) u oTHoOcATCS K KaHalaM CO CKOPOCThIO Iepegadd 64 kOut/c B 00ouX HampaBieHusx. Ilpu
U3MEpPEHUsIX Ha KaHalax C Oosiee BBICOKOM CKOpPOCTBIO ME€pelayd MOXHO BOCIOJIb30BaThCsA
pexomennanueit G.821 MCD-T, npunoxenue D. J{ns mpoekTUpOBaHUS CHCTEM CO CKOPOCTBIO Iepeaadu
STM-1 u Beime wucnonb3ylOT pekomeHmanuio G.826 MCD-T «IlapameTpbl W HOPMEBI IOKa3aTeleh
KauecTBa MO OIMMOKaM Al MEeXIYHAPOIHBIX HU(POBBIX TPAKTOB C MOCTOSHHOM CKOPOCTHIO NEpeaayu,
PABHOM WJIM BBILLIE IEPBUYHON CKOPOCTH.

I'unoreTnyeckoe nudposoe coefuHEeHUE, TPAKT U YIACTOK

B Pexomenpanuu G.801 MCDO-T ompenenstorcs moienu HU(POBOH ceTH Kak COBOKYIMHOCTH
TUIOTETHYECKUX 00BEKTOB OINpPEEIECHHOMN JJIMHBI U COCTAaBa.

[lupposoe I'9C — »5TO0 MOAEnb, Ha OCHOBE KOTOPOH MOTYT MPOBOAUTHCA MCCIEAOBAHUS
MPUMEHUTEIBHO K OOIIMM IOKa3aTeNsiM KadyecTBa, 4To obsierdyaeT (OpMUPOBAHHUE COOTBETCTBYIOIIUX
cTaHAapToB U HOpM. [IpuMeHuTenbHO K mokasarensMm kadectBa cetn LICHUC npuHsATO paccmarpuBarh
4iCcTO U(POBOE COETUHEHHE CO CKOpOCThIO mnepenadn 64 x6ut/c. Ilockonbky mokazaTtenu KadecTBa
MOJIHOM CeTH W KaXIbplii ee mapaMeTp B OTAEIBbHOCTH JOJKHBI COOTBETCTBOBAaThH TPEOOBaHUAM
MOJIb30BaTENsA, TO TAaKWE II0Ka3aTeld B OCHOBHOM JOJDKHBI OBITH CBS3aHBl C MOJIENIBIO CETH,
IIPECTaBIIAONIEN OUeHb JAJIMHHBIE coeanHeHnsd. Ha pucynke 3.13 moka3aHo yJIOBIETBOPSIOLIEE 3TOMY
TpeOOBaHUIO TUIIOTETUYECKOE ITATOHHOE COeAMHEHNE MPOTSHKEHHOCThIO 27 500 kM.
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Pucynok 3.13 — I'unoreTnyeckoe 3TalOHHOE COEIMHEHUE
ITpumeuanue 1.— HeB0o3MOXKHO ONpeeNuTh, e IPOXOAUT IPaHULA MEXy Yy4aCTKaMU CPEJHEr0 U
BBICOKOI'O KaU€CTBA T’MIIOTETUYECKOT0 3TaJIOHHOTO COEAMHEHHUS.
[Tpumeuanue 2.— LE o6o3Hauaer "MecTHYIO CTaHIMIO" UM SKBUBAJICHTHYIO TOYKY CXEMBI.

Jlist obnerdyeHus uccienoBaHus yxXyAleHui nudpoBoil nepenauu (Harpumep, omuoKy B OuTax,
IpoXxaHue W Jpeiid ¢aspl, MPOCKaIb3bIBAHUSA, BpEMs IEpeaadn) MOJEeidb CeTH I0JDKHA BKIIOYATH
COUeTaHUE Pa3IMUHBIX TUIIOB 3JIEMEHTOB Iepeadn (HalpuMep, CUCTEMBI Nepeaayuu, MyJIbTUILIEKCOPHI,
JIeMYJIbTHIUIEKCOPHI, MU(PPOBbIE TPAKTHI, TPaHCKOAEPHI). Takas moxaens ompexaensercs kak ['OLJI. B
Pexomenpamnusax MCD-P o6sruno ucnons3yercs tepmud ['DLT. Ero mnna npunumaetcs pasHoit 2500
kM. ['mnorermyeckuil 3TanoHHBIM LUPPOBOM TpakT MpOTsKEHHOCTHIO 2500 KM ISl paguopesielHbIX
CHCTEM COCTOMT U3 JIEBATHU PATUOYUACTKOB, KaX bl U3 KOTOPBIX UMEET AIUHY NpUMepHO 280 KM.

Jis Toro 4ToOBI MPH pacdyeTax Ha OCHOBE MOJEIW MOTJIM OBITH MCIOJIb30BAHBI KAa4eC TBEHHBIE
napaMeTpsl, B3STble HENOCPEJCTBEHHO M3 TEXHUYECKUX ONHUCAHUIl CHCTeM Iepefayd, B COCTaBe
MOJICITH UCIIOJIb3YeTCs TIOHATUE 2unomemuyeckull smaiouusii yugposou yuacmox (I'S1Y). Bxoxnol n
BBIXOJTHOW MOPTBHl YKa3aHHOI'O y4yacTKa — PpPEKOMEHJyeMble HHTep(eichl, COOTBETCTBYIOIIHUE
Pexomenmammmsim G.703 MCD-T u F.556 MCD-P nmns pa3nuuHbIX CKOpOCTeH HU(POBON HEpapXHH.
[TpOTS’KEHHOCTh Y4YacCTKOB BbIOpaHa THUNUYHOW s IHMGPOBBIX YYACTKOB, BCTPEYAIOIIUXCS B
peanbHbIX CETSIX, U I0CTaTOYHO OOJIBIION, YTOOBI COOTBETCTBOBATH pealbHBIM MOKA3aTENsIM KauecTBa
nu(ppoBbIX paanocucTeM. Mojenb SBISETCS OAHOPOJHOW, TO €CTh OHAa HE BKIIOYAET JPYyroro
1ruppoBoro 0b60pynoOBaHUS, TAKOr0 KaK MYJIbTUIIJIEKCOPBHl U JAEMYJIbTUILUIEKCOPHI. DTO MO3BOJSET €il
ObITh OCHOBOHM JUIi TOCTPOEHHS THIOTETHYECKOro AHTalloHHOoro uudposoro tpakrta (I'DLT). B
Pexomennanuu G.921 MCD-T s DY npexycmorpena npotsikeHHOCTh S0 1 280 kM.

XapakTeprcTUKH FOTOBHOCTH M Ka4ecTBa

MCO-T He ycTaHaBIMBaeT XapaKTEpUCTHKU roToBHOCTH st ['DC. XapakTepucTUKU TOTOBHOCTU
st IO ycranosiens! B pekomenaaiuu 557 MCD-P.

I'OUT cunTaeTcst HETOTOBOM, eciin B TeueHue 10 mocnenoBarenbHbIX CEKYHI BOSHUKIIN CIEIYIOINE
YCJIOBHS WJIM OJJHO U3 HUX:

e riepesiada UG pPOBOro CUTHaNA MpepBaHa;
e B K101 cexyHne BER xyxe 10,

HeroTtoBHOCTh ammapaTypbl YIUIOTHEHUs UCKiIrouaeTca. Ee XxapakrepucTuku OyAyT yCTaHOBIIEHBI
MCD-T mno3xe. XapaKTepUCTHUKHM HETOTOBHOCTH JENATCS Ha HErOTOBHOCTh OOOpYIOBaHUS U
HErOTOBHOCTb, BBI3BaHHYIO YCJOBMSIMM pAacIpOCTpPaHEHHUs paAuoOBOJIH. BenuuuHa 3TuX [gose
orpeseNnseTcss aAMUHUCTPALUSIMU WIH MPOEKTUPOBLUIMKAMHU JUHHUM, HO OOJBIIMHCTBO aJMUHHUCTpALIUN
MPUHSIIO BEIMYUHY HETOTOBHOCTH, BBI3BAHHYIO 0%k AeM, Mexay 30% - 50% .

IlapameTpsl 1 HOPMBI HA NOKA3aTeJIH KayecTBa Mo omuodKkam, coraacio G.821
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I'DC, ITOUT u I'DLY canyxatr OocHOBOW IS OmNpeAelieHHs NapaMeTpoB KadecTBa IO
omubOkaM u roroBHocTH [11, 22].

Pexomennarus G.821 MCD-T 6sbina pazpaborana 15 net Ha3am; oHa Obuta epBoii PekoMennamnuei,
MOCBSIIIEHHONW TMOKa3aTeNsiM KadecTBa MO oOmHUOKaM s MEXIYHapoJHOro uudposoro
coenuHeHus. B Hell ompenensiiuch mapaMeTpbl U HOPMBI Ha TOKa3aTeld KadecTBa MO OMIMOKaM st
kaHana 64 x6ut/c, a B [lpunoxxenun D coneprkanach cnenuanbHas mpoieaypa rnepecuera HopM IJis TOro
Cclly4asi, €CJIM U3MEPEHUs MPOBOAMIIMCH HA CKOPOCTH Iepeadyu OUTOB B CHCTEME.

Ha pucynke 4.1 npuBenena koHpurypamnus nojJHocThio muppooro 'DC ¢ mokazaTeasiMu
KadecTBa IO OMMOKaM COEAWHECHHS 10 KOMMYTHpyeMOMYy KaHaly 64 KOWT/C M pacmupeiciieHueM
MoKa3aresei kauecTBa Mo 3JIEMEHTaM COECIUHEHHUS.

[Toka3aTenu kadecTBa Mo OMMOKaM JOJDKHBI OLIEHUBATHCS TOJBKO TOTA, KOT/Ia COSTMHEHNE HAXOIUTCS B
COCTOSIHUM T'OTOBHOCTH.

[Tapamerpsbl mokasaresnel KauecTsa 1o OIIMOKaM MOTy4YaroTCsl Ha OCHOBE CIIEAYIOIINX COOBITHIA:

. Cexynoa ¢ owmubrkamu (ES): mepuon B 1 cekyHay, B Te4eHHE KOTOPOTO HAOIIOIAIOTCS OIIMOKH
B OJIHOM HJIM HECKOJIBKUX OUTaX.
. Cekynoa, nopaoicennas owubkamu (SES): mepuom B 1 cekyHay, B Te4eHHE KOTOPOIO

kod(durmeHt ommoboK 1mo ouram > 1 x 10,

Hapamempamu senntomcsn:

o  Koagdpuyuenm cexyno ¢ owudbkamu (ESR): orHomienue yucina ES x obOmemy 4mciay cekyHz B
MepruoJ TOTOBHOCTH B TeUeHUE GUKCHPOBAHHOTO HHTEPBaJIa H3MEPCHUH;

o Kooppuyuenm cexyno, nopaxcennvix owudxkamu (SESR): otHomenue umciaa SES k obmemy
YHUCITy CEKYH/I B TICPHOJ] TOTOBHOCTH B TeUCHHE (PUKCHPOBAHHOTO MHTEPBAJIa U3MEPCHUM.

B Tabnume 3.3 mnpencraBieHbl TOKa3aTelM KayecTBa IO OMIMOKAM Ui  MEXIYyHApOIHOTO
coemquaenuss cetu ILICHMC u ero ydactkoB B coorBercTBuu ¢ Pekomenpammeirn G.821 MCO-T u
Pexomenmarmamu F.594, F.634 u F.696 MCO-P.

Ta6mnuma 3.3. TlokazaTenu kayecTBa Mo ONIMOKAM IS MEKTyHAPOIHOTO COCTMHEHUS CETH

IICUC u ero yyacTkoB
IHoka3aTe/m KayecTBa B IMoka3aTeu KayecTBa AJsl
Tun yuacrka cootBercTBHH ¢ Pek. G.821 apPprPC
ESR SESR ESR SESR
JlokannrHOE Ka4ecTBO
(3HaueHHNE 0,012 0,00015
kosddumuenTa 0,012 0.00015 | pe F.697 MCD-P | Pex. F.697 MCD-P
YCPEAHEHO TI0
CpenHee ka4ecTBO
(3Hauenne 0,012 0,0004
KkodpPuunenta 0,012 0,00015 Pex. F.696 MCD-P | Pex. F.696 MCD-P
YCPEAHEHO TI0
Arxoxeasc)
BrIcOKO€E KauecTBO 0,032 0,0004 0,0032 0,00054
25 000 kM, 00032 0.00004 Pek. F.594, Pek. F.594,
2500xM ’ ' F.634 MCD-P F.634 MCD-P
MexynapoaHoe
COEIUHEHNE CETH <0.08 < 0,002
LICHUC, : (0,001+0,001)
27 500 xm

IIpumeuanue 1. — K 3nauenusm SESR it ygacTKOB CpeJHETO M BBICOKOTO Ka4eCTBa MPHUOABIISETCS
nonpaoyHas BennurHa 0,001 a1 ydera BO3HMKAIOIIUX BpeMs OT BPEMEHHU HEOJAronpHUATHBIX YCIOBHMA
pacrnpocTpaHEeHHUs] CUTHajla B CeTH (MMeEeTCsl B BUIY XYAIIMN Mecsl roaa). BBumy cimydaiiHoro xapaxrepa
3] HeKTOB, BO3HUKAIONMX B XY/IIHNA MECAIl T0la B COSAMHEHUSX, KOTOPhIE MOTYT HAXOIUTHCS B JIO00OW TOUKE
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3EMHOT0 I1apa, MPUHSATO CISAYIoIee pacnpeaeenue ooieii nonpaBouyHoi Bennunabl SESR 0,001:
e 0,0005 SESR mst I'DUT mpotsokeHHOCTHIO 2500 KM pagropereiiHbIX CUCTEM MPU UCTIOIb30BaHUHT
B COEJIMHEHUU HA YYaCTKE BHICOKOIO KaueCTBa;
e 0,0005 SESR mst I'DUT mpotsbkeHHOCTHIO 2500 KM pagliopeeHbIX CUCTEM MPH UCIIOIb30BaHUHN
B COCJIMHEHUU Ha y4acTKe CPEIHEro KauecTsa.

ITapaMeTpsl H HOPMBI Ha MOKA3aTeJH KayecTBa Mo omudkam, corjacHo G.826

Pexomenmanusa G.826 MCO-T npuMeHsIieTcsl K MEKyHAPOAHBIM TPAKTaM C TIOCTOSIHHON CKOPOCTBIO
nepenayu OMTOB, paBHOW MIIM MPEBBIIAIONICH MEPBUYHYIO CKOPOCTh [23]. DTH TpakThl MOTYT OBITh
OCHOBaHbI Ha IJIE3UOXPOHHOU HUGPPOBOM MepapXUH, CHHXPOHHON HU(POBOIl HepapXuu UIU ObITH
4acThI0 KaKON-muOO Apyrod mepeparouied ceTu, Hampumep, coToBOM. PekoMennanus sBisiercs
obuield B TOM CMBICJE, YTO OMpeessieT mapaMeTpbl U HOPMBI JJI TPAKTOB HE3aBUCHUMO OT THIIA
CeTH, 4YacThI0 KOTOPOW OTH TpakThl sABIsIOTCA. Ecim coenuHeHue 64 KOUT/C  yHAOBIETBOPSET
TpeboBaHuUsM >TON PekoMeHaanuu, MOKHO OBITh YBEPEHHBIM B TOM, YTO OHO B OOJIBIIMHCTBE CIy4YacB
OyneT ymOBIETBOPATh W TpeboBaHUsM, coiepxkamuMmcs B Pexkomenmammu G.821 MCDO-T. Takum
obpazoM, Pexomenparus (G.826 sBisercs eauHCTBeHHOW PekoMenpamueid, HeoOXOAMMOM s
pacueToB IMOKa3aTejeil KadecTBa IO OMHUOKaM TPU MNPOSKTUPOBAHHHM CETEH C TEPBUYHOU
CKOPOCTBIO Mepejaun UU BHIIIE.

Pexomenmarmus G.826 MCD-T cocraBiieHa Ha OCHOBE HW3MEPCHHs IOKa3aTelield KadecTBa I10
omuOkam B Onokax. bnokom Ha3piBaeTcsi HaOOp MOCIEAOBATENIbHO IEpeaaBaeMbIX IO JaHHOMY
KaHaxy OMTOB; KaXAbId OUT MPUHAUICKUT OJHOMY M TOJBKO OgHOMY 0i0Ky. IlocimemoBaTrenbHOCTD
OMTOB MOXXET HE ObITh HEMPEPHIBHOW BO BPEMEHHU.

B Pexomenmanmu G.826 MCD-T yka3bIBalOTCS HOPMBI Ha IMOKa3aTeIM KadyeCcTBa M TOTOBHOCTH,
KOTOpBIE CBEJICHBI B TabmuIry 3.4.

Tabmuma 3.4. HopMbl Ha TTOKa3aTelii Ka4eCTBa M TOTOBHOCTH B COOTBETCTBUH C
pexomeHnamueit G.826

Niuna Ilokasat Koapdun Pacnipenenenn
Vuacrok CIb MEHT e momm SESR u K,
BCC Poccun TpaKTa, SESR HErOTOBHOCTH JUTSL peaIbHBIX JINHUN
KM % HI 1 % CBA3U
MesKIvia [Iponopuumona
v ORAYHap 12500 0.06 15 mEo L
OJTHBIN yJ4acTOK L > 2500 Ku
JbHAs Mamc?;:b Hponopurona
. 2500 0.012 0.3 apHo L mos L >50
(HaIIMOHAJIbHBIN
KM
Yy4acToK)
[Iponopumona
mpHO L s L > 600
KM;
600 0.012 0.05
HeszaBucumo
OT  JUIMHBI  JIJIS
Brytpuszo 200 < L <600 kM
HOBas CCTh
[Tponopmona
200 0.012 0.05 JBHO L JUTS
50 <L <200 xm
50 0.003 0.0125 Hesasncio

oT JUTHHET IS
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L <50 xm

v HezaBucumo
ceTh s 100 0.01 0.05 OT  JUIMHBI  JUIA
L <100 kM
Cetp ) 0015 0.05 HezaBucumo
nocTyma OT JJINHEBI

Takum oOpazoM, B HameMm ciydae OyaeM pacCUMThiBaTh Kod(pduuueHT HeroroBHocTH K, nu
KOJIMYECTBO 3HAYUTEIIHHO MOPAKEHHBIX CeKyHA SESR, ncmonb3ys HopMbl U3 TabauIs! 3.4.

Bo10op MeToaukm pacuera

B Hacrosmiee Bpems CyLIECTBYET JOCTaTOYHO OOJBIIOE KOJMYECTBO METOJMK pacyera
panuopeneiHbIx Tpacc. BpiOop TOil miaM MHON METOOUKHM 3aBHCHUT, KaK MPABMUIIO, OT CIEIYIOLIUX JABYX
(hakTopoB:

1. JOCTYHHOCTH METOJUKHU;
2. COOTBETCTBHE METOJMKU TEXHUYECKUM TPeOOBaHMSAM Ha pacyeT paguopeseiHON JIMHUY.

MHoi1 OblTH HaliZIeHbI CIEIYIOINE METOIUKU:

e Meroauka pacuera Tpacc aHajgoroBbix u mudposeix PPJI mpsmoii Buaumoctu, Mocksa, 1987 r.,
243 ¢.;

e Mopayxosuu JL.I'., CrenanoB A.Il. Cuctemsl paauocBssu. KypcoBoe mpoektupoBanue: Yuel.
[Tocobue st By3oB. — M.: Paguo u cBs3b, 1987.-192 c.;

e IIpoekTupoBaHue pagHOpPENICHHBIX IMHUHN IIpsAMoi BuauMocTtu: Mureap Xenne, Ilep TopBanbacen
— Bepren: Nera Telecommunications, 1994r. 153c.;

e CrpaBo4YHMK IO IMU(POBBIM pagUOpEIEHHBIM cHUcTeMaM, MeXayHapoIHbI CO03 3JIEKTPOCBS3H,
bropo paaunocsssu, r. XKenepa, 1996 r.

[lepBble 1BE METOAMKYU HE OBLIU B3ATHI ISl IPOEKTUPOBAHUS 110 CIEIYIOIIUM IPUUHHAM:

® METOAMKH ObLIM cocTaBieHbl B 1987 roy u yxe MOpaibHO yCTapeny;

e HET IOJIHOTO MPEACTaBlIeHUs O Merojax pacuera IudpoBbix PPJI, XO0Ts OTHOCUTENBHO
anasioroBbix PPJI naercs BnosHe nocrarouHo HHGoOpMauy;

e B OOJBUIMHCTBE CIy4aeB MPHUBOAMTCSA CIUIIKOM TIIOJHBIA pacdeT, OTCYTCTBHE MoOAeJeH
YIPOLIEHHOTO PAcU€Ta;

® OTCYTCTBHUE 3KCIEPUMEHTAIbHbBIX JTaHHBIX.

Cpenn nByx ocraBmmxcs HambOonee mpuemiemass metommka ¢upmMel NERA NETWORKS AS,
Hopgerus. Asrop - MurBap Xenne, Ilep Topsampacen. PaGora noBoinbHO mojpoOHas, coaepikaiias
MPEIBAPUTENIbHYIO U JIETAIBHYIO YacTh Pacu€ToB. YUHUTHIBAET BO3MOXKHOCTH MPOEKTHPOBAHUS BO BCEX
BO3MOXKHBIX YaCTOTHBIX JlMala3oHaxX, MpakTHMYeCKH Ha Jroboi ammaparype. Ilocmennuit w3
IIEPEYMCIICHHBIX JOKYMEHTOB HENb3s IOJHOCTHIO UCIIOIb30BATh B pacdeTax, IOCKOJBKY, IPEXAE BCEro, —
3TO CHpaBOYHas JUTEpaTypa, XOTS HEKOTOpble pacyeThl MPHUBOJATCS JOCTATOYHO MOAPOOHO U
00OCHOBAHHO.

Cpean 4acTHBIX METOIMK MOXKHO BBIJEJINTH JABE, PACIPOCTPAHSIEMBIE B BUAEC KOMIIBIOTEPHBIX
BBIUYHCIUTENbHBIX KOMIUIEKCOB:

1. DRRL 4.0;

2. Territories ¢pupmbl «300Tast KOPOHAY.

O06e >TH METOUKH UCTIONB3YIOT (PUPMBI, 3aHUMAIOIIUECS pacueTaMu paguopeneiHsix Tpace. Kpome
Toro, Territories uMeeT XOpOIIyI0 TEXHHYECKYIO MOICPKKY B BHJC MPEJIOCTaBICHHUS H(PPOBBIX KapT
IpU pacdeTe MpoguiIs Tpacchl, a Takke OoJiee MpaBWIbHBIE pacyeThl B AuanazoHe mMenblie 1 [T u npu
nepenave motoka STM-1.

Taxkum 006pazom, B KauecTBE OCHOBHOM METOAMKH pacueToB MHOI Oblia BbIOpaHa MeTOAMKa (GUPMBI
NERA NETWORKS, kak oOmiemocTynmHas W OTBEYaromash KPUTEPUIO JOCTOBEPHOCTH pacyeToB. B
Ka4yecTBe JOMOJHUTEIbHON crpaBOYyHONH HHGpOpMaLKU ObUIO PEIHIeHO HCIOoNb30BaTh CHpaBOYHUK MO
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U(POBBIM PATHOPETCHHBIM CUCTEMaM MEXIYHAPOIHOTO COI03a IIEKTPOCBS3H.

Pacuer kayecTBeHHBIX NIOKAa3aTeJeld pagruopeseiHbIX JUHUI

OcHOBHBIE 110JI0KEHUS

Pacuer mo0oii panuopeneiiHON JMHUM B TEPBYIO OYepeIb CBOAUTCA K BHIOOPY TPacchl U MecTa
PacCIoOJIOKEHUsI CTAaHIMK TpOoeKTHpyeMou ceTu. Kak mpaBuiio, Jr000H MPOEKT MO CTpouTenbcTBy PPJI
[I0/Ipa3yMEBAET KOHKPETHBIE MECTAa PAaCIOJIOKEHHs CTaHUMM. B Hamem ciydae Bce paauoperneiHble
CTaHIIMM pacrojararTcs BOJIM3U ra30MpoBOOB (OCHOBHAA HUX 3ajadya — oOecrevyeHrne TEXHOIOTHUeCKOn
CBSI3M), & TaKXKe, 110 BO3MOXKHOCTH, KaK MOXHO OJIM)KE K HACEJICHHBIM IMYHKTAM M MPOXO/SIIUM JIOPOTaMm,
yTo obOneruaer oOcioyxuBanue PPJI m momBony HeoOXoauMMBIX KOMMYHHKanuid. Bce BHemHee
o0opyJIoBaHUE pa3Meniaercss MO0 Ha CYIIECTBYIOIIMX aHTCHHBIX OallHAX W Omopax, Jubo Ha
MpOeKTUpyeMbIX. BHyTpeHHe o00opyaoBaHHe pacrojaraercss Ju0o B YK€ CYHIECTBYIOIIMX CTapbIX
3MaHUSAX Ha MECTe JEMOHTHpyeMoro obOopynoBaHus cuctembl «Tpam 400/24», nubo B CHEIHAIBHO
yCTaHaBIIMBaeMbIX KOHTeWHepax Tuma «CeBep». Bce MynbTuIuiekcopHoe 00OpyHOBaHUE U BHYTPEHHE
000pyIOBaHUE PATUOPEIICHHON CBS3H, & TAK)KE UCTOYHUKU MTUTAHHS YCTAHABIUBAIOTCS B IPOSKTUPYEMBbIE
19 mroiimoBbIe TIKa(dbI CBS3H.

O6mas nporsxeHHocTs LIPPJI cocraBusier 275.48 kM. Cpennsisi anuHa uHTepBaia — 35,435 kM.
MunuManbHas JjiMHa uHTepBaia — 14,75 kM. MakcumanbHas ajiuHa uHTepBaia — 46,15 kM. bosbas
qacTh MIomaaok npoekrupyemoit LIPPJI coBmagaror co cranumsimu cymectByromeii PPJI «Tpan-400/24»
HuxneBaprock — Ilapabens — Tomck. Pa3menienue HOBBIX CTaHIMN OyET MPOU3BENECHO PAIOM C H.IL
TynrycoBo u H.n. KpupomenHo, BBuay npou3BoacTBeHHON HeoOxoaumoctu OOO «TomckrpaHcrasy.
Hywmeparus paguopeneiHbix ctaniuii Benercs ot 1. Yaxkemro 1o r. Tomcka.

CToUT OTMETHTH, YTO B CiIy4yae NPEBBIIMICHUS HOPM Ha KAaueCTBEHHbIC mMapameTpsl cBsizu PPJI,
MPUMEHSIIOT CIEAYIOLINE TEXHUUECKIE PEIICHUS:

1. NOIHMMAIOT aHTEHHBI CTAHIIUKA Ha OOJBIIYIO BBICOTY, YTO COMPSHKEHO C PAIOM TPYIHOCTEH:
KaKk C OrpPaHUYEHHOCTHIO caMoOil OamrHM (MayThbl), TaK U BO3MOXKHOW CIOXKHOU 3/M
00CTaHOBKOM C YK€ UMEIOIINMCS 000PYI0BAaHHEM;
BBIOOD PYrOro MECTa MOJOKEHHS paAHOpeeHOM CTaHIUY;
3. mpuMeHeHHUe Apyroro obopymoBaHus (0ojiee TYBCTBUTEIBHBIA MPUEMHHK, 00JIC€ MOITHBIN
nepeaTuuK, aHTEHHBI ¢ OOJIBIIUM JUAMETPOM);
4. eme OAMH OYEHb YAacTO HUCIOJB3YEMBIH CIIOCOO — MPUMEHEHHWE Pa3HECEHHOro MpueMa,
KOTOpBI OBIBaeT ABYX BHAOB — IMPOCTPAHCTBEHHBINH (Pa3HOC AaHTEHH) W YaCTOTHBIN
(mepenmaya Ha JBYX 4acTOTaX), TAK)KE MOXKET MCIIOIb30BAThCS KOMOWHAILIUS dTHX METOOB.
YacToTHBI METOJ B TEPMHUHOJIOTUU DPATUOPETICHHON CBsI3M Ooliee M3BECTEH KaK METO]
BbIOOpa «cucTeM pe3epBUpoBaHMs». I[lOCKONBKY CHUCTEM pe3epBUPOBAHMSI H3BECTHO
HECKOJIbKO, a He BCe paJuopeneiiHoe 00opyIoBaHUE MOAIEPKUBAET BCE M3 HUX, TO HaIla
3a/aua Takxke OyJeT 3aKitouaTbcs B BhIOOpe HanOosiee OMTUMAIBHOTO U3 3TUX CIIOCOOOB
JUIsl IPUMEHEHUS B HAIIEM Cllydae.
Jnst paGoThl TIpU Pa3IMUYHBIX YCJIOBMSIX SKCIUTyaTalldd W OKpPYXKalolled cpenbl BCe aKTHUBHOE
000pyIOBaHUE MOXKET OBITh HCIIOJIB30BAHO B OJTHOM U3 MEPEUNCICHHBIX HUKE PEKUMAX:
e 1+ 0-—mepenaya pagrocurHaia 6e€3 pe3epBUPOBAHNS;
e 1+ 1 ropsuunii peseps — nepeada paJuoCUrHaia ¢ HOJHBIM PE3ePBUPOBAHUEM 000PYI0BAHUS.
e 1 + 1 pe3epBupoBanue nuHuM — nepegaya STM — 1 kaHama yepe3 OCHOBHOM M pe3epBHBIN
paauoKaHa, UCIOJIb3Ys JBa HOMUHAJA YaCTOT C OMOIIBIO OJHOW aHTEHHBI.

Pexum «ropsiuero pesepsupoBanusi» 1 + 1 mpencrasisier coboil pe3epBupoBaHue 000pya0BaHMUS,
npu kotopoMm nepeaaercss oguH STM — 1 MOTOK ¢ KUCMOIB30BAHUEM OJHOTO PAJIMOYACTOTHOrO KaHala.
[Ipu BbIXOHE W3 CTpos OOOPYIOBaHMsS, CHUCTEMa aBTOMATUUYECKH TIEPEKIIOUaeTCs Ha PE3ePBHBIN
KOMIUIEKT. [Ipm 3TOM Bpemsi NEepekiIoYeHUuEe HACTOJIbKO Majo, YTO TaKOoe MpOIaJaHue CUTHAJIA He
MPEBBINIAET HOPMBI TI0 KAYECTBEHHBIM TMOKA3aTeNIsIM PaJdOpEIeHHON JTUHUU, a Ha TPAKTHUKE COCTABJISET
menee 10 He. [lpu ropsuem pesepBHpOBaHUHM HEOOXOAMMO Hanmuyue IByX kKomruiekToB 1Y, xoTopsie
paboTaroT Ha OHY aHTeHHY (pucyHOK 5.1). CymecTBYIOT elie /IBa peKUMa Pe3EPBUPOBAHUS «TETUIBIN» U
«XOJIOJHBIN», UX OCHOBHOE OTJIIMYHME OT «TOPSYEro» 3aKIYaeTcsi BO BPEMEHU IMEpPEKIIIOUYEeHUs] Ha
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pe3epBHBIN KaHam. [Ipu 3TOM, P «XOJOTHOMY U «TEIJIOM» pPe3epBUPOBAHUN MOKHO padOTaTh Ha TOH ke
4acToTe, YTO M OCHOBHOM KaHai. Kak mpaBwiio, B mocieqHee BpeMs MPOWU3BOJIUTEIN COBPEMEHHOTO
paaropeneitHoro 00OPyI0BaHUS CTAPAIOTCS UCIIOJIB30BATh TOJBKO «TOPSIYUN», U JTUIIb B PEIKUX CITyJasx
- «TCTLIBIN.

B HekoTophIX ciydasx 00ECHedMBaIOT MOCTOSHHYIO TepeAady OAHOW M TOH ke MHPOpMAIMH IO
JIBYM HE3aBHCUMBIM KaHaJIaM, IPU 3TOM KaxkJbli kKaHai uMmeeT cBoe [IIIY u cBoto aHTeHHy. Y CTpoHCTBO
Ha MpHUeMe MPOU3BOJUT CPABHEHHUE CUTHAJIOB, MOCTYNAIOIIMX HA BXOJ MPUEMHUKOB U, B 3aBUCUMOCTH OT
YpOBHS CHUTHasa, BEIOMpaeT HamTyqImuid. Takoil crmoco0 mo3BOJISIET CBECTH MOTEPIO MH(POPMAIIUU B CBSI3U
C 3aMHUpaHHsIMH CHTHaja B atMocepe Ha HET, HO 3a 3TO HAJ0 IUIATUTh KaK OOJIBIIUM 3aHUMAaeMbIM
YaCTOTHBIM PECYPCOM, TaK U OOJIBIIEH CTOUMOCTHIO 00OPYIOBaAHUSI.

Tx1 Rl

T2 Fx2

Pucynok 3.14 - [IpyHUMn 4acTOTHOTO pa3HECEHUs! KaHAJIOB

Hcxoanbie 1aHHbIE 1JIS PACYeTOB

Tpacca mnpoextupyemoii LIPPJI mnpoxomut mno knmuMarudeckoir 30He 3amanHo-Cubupckoi
HU3MeHHOCTH 4epe3 Tomckuid, [llerapckuii, KoxxeBHukoBckuil, KpuBomenHckui, MoOI4aHOBCKUN U
Konmamesckwuii paiion TomMckoit o01acT.

Benuunaa HHTEHCUBHOCTH JOXACH cocTaBisieT 70 Mmm/H.

[Tapamerpom anmapaTypsl mudpoBbix PPJI, xapakrepusyrommM HOMEXOYCTOWYHBOCTH SIBISETCS
IIOPOTOBBII ypOBEHb CHIHaJa Ha BXOoJe ImpuemMHuka P, IOpu KOTOpOM 00ecreuynBaeTcs

MaKCHMallbHas HopMupyeMmasl BesmunHa ko3 punuenta ommodok P, , .- (BER). PesynabraTsl kaxaoro

posieTa Tpacchl NPOM3BOMMINMCH IPU IOMOIIM JABYX MeTonoB. Kak oOCHOBHOWM MeTon pacuera
ucrnoip3oBajgack Meroauka Gupmer  Nera, s  TpoBepKH pe3ylbTaTOB  ObUIa  HMCIIOJIB30BaHA
CreIMAM3NpOBaHHas mporpamma Territories. Hopmbl Ha moka3atenu KadecTBa MNPHHSTHI Kak s
BHYTPU30HOBBIX CETEH.

Jlnst pacueTa CTaTUCTHKHU INIyOMHBI CPAaBHUTEIBHO MEUIEHHBIX PEPPaKLMOHHBIX 3aMUpaHHUN C
YUETOM HEJIMHENHOTO M3MEHEHUS TUIIEKTPUYECKON IIPOHUIIAEMOCTH BO3yXa 3aMupaHus & C BBICOTOM,

BBOJUTCS MOHATUE (PPEKTUBHOTO BEPTUKATHLHOTO IPATUEHTa TUAIICKTPUIECKON MPOHUIIAEMOCTH BO3TyXa
g. Ilon BenmuunMHOW @ TOHMMAKOT IIOCTOSHHBIM II0 BBICOTE TPATAUEHT a%n , TIpU KOTOPOM
HaAMpsDKEHHOCTH TOJI B TOYKE MpueMa OyAeT Takoil ke, Kak M B CiIy4yae pealbHOro M3MeHeHus & Ha
Tpacce. Knumaruueckuili paiion mnpoektupoBanuss [[PPJI xapakrepusyercss cpeaHUM 3HaYE€HUEM

IpaJlueHTa  JUAJIEKTPUUYECKOM  NPOHMIIAEMOCTH  BO3Ayxa  ( =-10-10* }{w u  Jaucrepcuen

IMANEKTPUYECKOH MPOHHUIIAeMOCTH Bosayxa o =9-107° %w . Pabouas yactoTa anmapaTypbl COCTaBIseT

f,=74 ITy.

Pacyer kayecTBeHHBIX NOKa3aTeJieil npoJeros LIPPJI
OcHOBHBIE 110JI0KEHUS
B kauecTBe kaueCTBEHHBIX IOKa3aTesel mpojera Jo00i paanopeneiHONH JTMHUU UCTIONB3YIOT ABa
napameTrpa, KOTOpble Mbl ¥ OyJIeM pacCUUTHIBATh:
1. KoadduuneHT HeroToBHOCTH;
2. KoaddunmeHT cekyH1 Co 3HAYUTEITHHBIM KOJTHYECTBOM OIINOOK.

KOB(I)(bI/IL[I/ICHT HETOTOBHOCTH NUHHH K yr CKIAABIBACTCA U3 CICAYIOINHUX BCJIMYHNH.
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KHF = Peyy +Pﬂ0)1< + Bosor (3.1)

rne P, - o0masg BepOATHOCT, HAPYIIECHHA PAIUOCBSA3U, BBI3BAHHAS MHOI'OJYYEBBIM
3aMHUpPAHHUEM;
P o - BEPOATHOCTb HAPYIICHHUS PAJIMOCBA3H, BHI3BAHHAS JIOIKIEM;

P,sop - BEPOSTHOCTb HAPYLIEHUS PAJUOCBSA3H, BBI3BaHHAS OTKA30M 000PYA0BaHMUS.

[Ipexxne, yeM MPUCTYNaTh K pacyeTy BEPOSTHOCTEH HApPYIICHUs CBS3H, pa3depeMcs C TaKuM
MOHATHEM, KaK 3aac Ha 3aMHUpaHue.

Pacuer He00OX0aUMOr0 3amaca Ha 3aMHUpPaHue

ATMoOc(hepHble BO3MYILEHHUS OKa3blBalOT BIUSHHE HA YCIOBHS Iepeladd Ha paJuOpeNIeHHBIX
JUHUSAX TPSAMON BHUIUMOCTH. YPOBEHb MPUHUMAEMOIO0 CHTHajla HW3MEHSETCSd BO BpPEMEHHU U
XapaKTepI/ICTI/IKI/I CUCTCMBbI OHpGl[GJISIIOTCH BepOSITHOCTLIO TOro, 4To ypOBeHB CUIrHaJ1a YHaI[éT HHNXC
MTOPOTOBOTO 3HAYEHUS, WIH CIICKTP MPUHUMAEMOTO CUTHAJIA OYJET CHIIbHO UCKaXKEH.

PaccMoTpuM yIIPOLIEHHYIO CTPYKTYPHYIO CXEMy HMHTEpBaJa PAJUOIMHUM U COOTBETCTBYIOLIYIO
auarpamMmy ypoBHel curHana (pucyHok 5.15). OueBHOHO, YTO KadecTBO palOTHI JIMHUM CBSI3H,
OHpGZIeJIﬁeTCSI ypOBHeM CUTrHaJIa HA BXOEC HpI/IeMHI/IKa PHPH BO3MOXHBIMH OTKJIOHCHUSMHU 3TOTO ypOBHfI

IIPU 3aMHUPAHUSIX.

f G: Loz
-------------- s-
Prp
Ro '
A nb

Lo+ Lr+ Lpon
[

FI'I-FI'

Pnp nop

Pucynok 3.15. luarpamma ypoBHel cursaia Ha nposere PPJI

Ha nuarpamMe ypoBHE# BUJHO, UTO CUTHAJl M3JIy4aeTcs MEepelaTYIUKOM ¢ ypoBHeM P, ., mpoxoaur
yepe3 pazaenurenbHblil GuibTp (PP), B KOTOpOM YpOBEHb ymajeT 3a CueT BHYTPEHHUX INOTeph U
HOCTyMaeT yepe3 (PUAECpHYIO JIMHHUIO B MEPEIaoNlylo aHTeHHY ¢ Koddduuentom ycnnenus G,. 3a cuer
norepb B (uaepHOd nuHMM L, YpOBEHb CHTHANA €Ie YMCHBIUMTHCA, @ B IEPEelarolledl aHTeHHE
yBenMuHuTCs Ha BenuuuHy G, .

[1pu pacnipocTpaneHun curaania 1o narepsary PPJI (mporsbkerHOCTRIO R, Ha pabodeit wacrore f)

YPOBEHb CHUTHAJIa yMaJET 3a cYeT ocialieHnss CBOOOHOTO MMPOCTPAHCTBA, OTEPh B Tazax aTMochepsl U
HEKOTOPBIX JOIMOJHUTENbHBIX MOoTeph. OOmnee ocnalbleHWe CUrHaia 3a CYeT JTUX NPUYUH MOXKET
nocturayTh 130-140 nb u Gonbire.

B mpuemHOIl aHTEHHE ypOBEHb CHrHajla YBEIUYUTCA Ha BenuuuHy G,, 3aTeM yMEHBIIUTCA B
npueMHON (uaepHON JMHUU, B Pa3lEIUTEIbHOM (QHUIBTPE W MOCTYNUT Ha BXOJ MPHEMHHUKA C YPOBHEM
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P,». OT0 3HaueHME NOTy4aeTcs B OTCYTCTBUU 3aMUPaHUi curnana Ha rnposiere PPJL
3amac Ha 3amupaHuss M sBisercs pasHHULEH MEXIy YPOBHEM CUTHAJA Ha BXOJe IpueMHuka P, u
€ro IoporoBbIM 3Ha4eHUEM P, .., , KOTOpoe ompenensercs U3 IapaMeTpoB KOHKPETHOM amlmaparypbl
(102w 10°°).
VYpoBeHb curHajia Ha BX0J1e IPMEMHHMKA MOKHO ONpPEeIUTh IO ciaeayromel Gpopmye:
Por = Pnzz+Gl+Gz_LO_L¢1_L¢2_LF_LP¢_LHOH’ (3.2)

rae P, — ypoBeHb MOLIHOCTH TI€peaTInKa, Obum;

udpossix PPJI m1s 3amanHoi Benmuunabl K

oul

G,,G, — xo3pPuIMEeHTH! yCHIEHHs epeatolel 1 IPUEMHOI aHTEHH;

qul’ L(pz

[Tpu oTcyTcTBUM duaepa (Koraa npuemMorepe1aTIuKu 00bEAUHEHbI ¢ aHTEHHON B BUJIE MOHOOJIOKA)
HE0OXOIMMO YUHTHIBATH KOHCTPYKTUBHBIE OCOOCHHOCTH yCTPOKCTBA 00BEIUHEHHS, KaK IIPABHIIO, B ITHX
cillydasx moTtepu B Quuaepax MokHO mpuHATh paBHbIMU O nb. Ilpu OGonpmmx auamerpax aHTEHH
COCIMHCHHE TPOBOAMUTCS KOPOTKHUM  OTPE3KOM T'HOKOro BOJHOBOJIA, TIOTEpU B  KOTOPOM
L,=L,,=0505;

LP(D—OHpeI[CJ'IHeTCSI U3 1apaMCeTpoOB almapaTypbl. OOBIYHO 3HaYeHHE OCIabjieHus B

— ocnabnenue curHana B ¢puaepusix muHusX (O1, @2), 05;

pa3feNuTeNbHbIX (QUIBTPAX COOTBETCTBYET CyMME IIOTE€ph B MEpeaarolieM u IIPUEMHOM
ycrpoiictBax. Ilpu MOHOOIOYHOW KOHCTPYKIHMH, JaHHBIE Ha ypOBEHb MOLIHOCTH NeEpenaTyuka u
[IOPOrOBbIE 3HAUEHHUs YPOBHS CUIHajla Ha BXOJE IPUEMHHUKA, 4acTO OTHOCIATCS K TOYKaM,
COOTBETCTBYIOIIMM YPOBHSM Ha aHTEHHOM BOJIHOBOJHOM COEJIMHUTEINE (IPYrUMH CI0BaMH, B 3HAUECHHUS
YPOBHEH yXe 3aJ0’KeHbl NOTEPU B pa3/leUTeNbHBIX QUiIbTpax). B 3Tux ciaydasx BeqmuuHa MOTEpb
L,, =0. Ilpu pa3HeceHHOH KOHCTPYKINU IPUEMOINEPEJaTIMKOB U aHTEeHH, oTepu B PO cocrasisitor 4

- 5 1b B 3aBUCUMOCTH OT THUTIA U JUTHHBI puaepa.
L o — ZOIOJHHUTENBHBIE MOTEPH, CKIAABIBAIOIIME W3 IOTEPh B AHTEHHBIX oOTekarensax L ,,u
TIOTEPh OT Mepenajia BLICOT MPUEMHON 1 nepenaromeM antens L, (L, =1-20F);

L, —ocnabneHne  pagMo  BOJNH MNPH  PAaCOPOCTPAaHEHMH B CBOOOJHOM IIPOCTPAHCTBE
paccUYHTHIBaETCs MO CIeayIonel hopmye:

L, =20-1g(4.189-10'R, - ), 05, (3.3)
rae R, —npotsskeHHocTh HHTEpBana PPJI, km;
f —pabouas gactota, I'Tm.

L, —aTMocdepHble oTepH (IIOTEpH B razax) pacCUUTHIBAIOTCSA 10 (popMmyie:

LF:(70+7H)'R027CVM'R0’ (3:4)
rac 7/0 nu }/H — TIOT'OHHBIC 3aTyxaHI/Iﬂ B BOISHBIX Haan n aToMax KI/ICJ‘IOpO,Z[a aTMOC(I)epLI,
paCCLII/ITBIBaeMBIe CHeHyIOH_H/IM O6pa30M.

Pacyer armocdepHBIX OTEPH

ATtmocdepHbIe TOTepH, B OCHOBHOM, CKJIAJIBIBAIOTCS U3 MIOTEPh B aTOMax KHUCIOPOJa U B MOJICKYyJIax
BoAbl. [IpakThuecku mMoNHAs HEMPO3PAYHOCTh arMocepbl AN PaJUOBOJIH HAONIONAETCs Ha YacToTe
118.74 I'T1y (pe3oHaHCHOE MOTJIONIEHHE B aTOMax KUCIOpoAa), a Ha yacTorax 6ombiie 60 ['T moronHoe
3aryxanue mpeBblmaer 15 nb/km. Ocnabnenwe B BOMSHBIX Tapax aTtMocdepbl 3aBUCHUT OT HX
KOHIIEHTPAllMHM M BECbMa BEJIUKO BO BJIAXXHOM TEIUIOM KJIMMAaTe U TOMHUHUPYET HA yacToTax Hrke 45 ['T.

Tloconnvie nomepu 6 amomax Kuciopooa (0b/km):
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: 6.09 N 4.83. £2.10°,
f°+0.227 (f-57)°+15 (3.5)
rae f —pabouas gacrora, I'T.

Orta dopmyna chnpaBemiuBa s pabounx yactor Hmwke S7 ITn  mpu HOpMaIbHOM
aTMoc(epHOM JaBJIICHUH U TIPU TeMIepaType Bo3ayxa +15 rpamycos C.
Tlozonunvie nomepu 6 600aubIX napax (0b/km):

Yo=|7.19-10°+

74 =|0.05+0.0021- p + 3'62 + 10.6 —+ 8'92 f2.p-
(f-22.2)°+85 (f-183.3)°+9 (f—-325.4)"+26.3
) 3.6)
IJIe o —KOHIEHTPAIHs BOISHBIX MApoB B atMocdepe, r/M° (06bH0 p = 7.5 %4 3)-
CyMMapHbI€ MOroHHbIE ToTepH (1b/KM) mpu Temmeparype, oTIMdHou oT 15 rpagycos C:
Veyn =[1-(t=15)-0.01]- 5, +[1- (t—15)-0.06]- 7,,, (3.7)
rze t - Temneparypa Bo3ayxa B rpagycax C.
Taxum 06pa3om, pacyerT 3amaca Ha 3aMUPAHUS MOXKHO TIPOBECTH 0 clieayromien hopmyie:
M =Py = Pop iop 3.8)

rac PHPHOP—MI/IHI/IMaJII)HO-I[OHYCTI/IMBII/I YPOBCHb MOIIHOCTH CHUIHAaJIa Ha BXOJAC IPUCMHHKA

(4yBCTBUTEIBHOCTH PUEMHUKA).

Pacuer BeposiITHOCTH HApYIIIEHHS CBSA3H M3-32 MHOT'0JIY4€BOI0 PACIPOCTPAHEHHS
MeTteoposiornyeckue YCJIOBUS B IPOCTPAHCTBE, PA3JENAIONIEM NEPEeAaTYNK U TMPUEMHUK, MOTYT

MHOTJ]a OKa3blBaTh BPEIHOE BO3JCUCTBHME Ha MpPUHUMAaeMbld curHai. Jlyuw, KoTopbeie OOBIYHO
3aTyxaroT B Tpornocdepe, MOTYT IPETOMIIATHCS M MTONaaTh B MPUEMHYIO aHTEHHY M B IPUEMHUK, T1I€ OHU
CYMMHPYIOTCS C MOJIE3HbIM CUTHAJIOM. AMIUIUTYJHO-(a30Bble COOTHOIICHUSI MEXIY 3THUMHU CUTHaJIaMu
OTIPEIENIAIOT PE3YIBTUPYIONIHIA CUTHAN Ha BBIXO/I€ IPUEMHHKA.

[Tpu >TOM BO3HHKaIOT /ABa 3(deKTa, BIAMIIOMMX HAa KAuyecTBO Iepeladd CUTHalIoB. B oxHux
ClTydasix BCe KOMIIOHEHTHI TOJIE3HOTO CHTHAJIAa YMEHBIIAIOTCS B PABHOW CTENEHU. DTO TaK Ha3bIBAaEMBIC
«IUTOCKHUE» 3aMUPAHUS.

B ngpyrux cny4asx TOAaBISIOTCS TOJIBKO HEKOTOPHIE KOMIIOHEHTBHI CIIEKTpa, BBI3BIBAS €T0
UCKaXEHHUs. OTO TaK Ha3blBa€Mble «CEJIEKTUBHBIE» 3aMHMpaHMs. OTH JABa 3¢¢ekra MpOsBIAIOTCS
pa3aesbHo.

IInockue 3amupanun

B oruére 338-6 MCD-P u B pekomennmanuu 530 maroTcst Ba pa3IMyHBIX METOJA JJis pacuéra
BEPOSTHOCTH TMOSBICHUS 3aMUPAHUI [T XYALIEro Mecsaua. TH MeTO/Ibl Ha3blBatoTCs MeTo] 1 u merox 2.
Metox | ucnonb3yeTcs Uil MPOSKTUPOBAaHUS HAa HAYaJIbHOM dTame, MeToa 2 - uisi 0ojee JeTalIbHOTO
npoekTupoBanusa. HecMoTps Ha TO, 4TO Hpoduiab Ham H3BecTeH, A mnpoiéra Yaxemro -JleGorep
MPOBEIEM pacu€T MEPBBIM METOIOM.

W3mepenus npoBen€HHbIE B pa3IMYHBIX yacTsax mMupa (ot4€r 336-8 MCDO-P u pexomennauus 530),
MOKa3aJii, YTO BEPOSTHOCTH CHIDKEHHS YPOBHS TPUHHMaeMOro curHaia Ha M OB 1o CpaBHEHHIO C

YPOBHEM CHUTI'HAJIA B CBOGOIIHOM IIPOCTPAHCTBC (BepOHTHOCTL HapyIICHHUA CB}ISI/I), paBHaA:

Prrock = R '107'\%0 %, (3.9
rae M — 3amac Ha 3amupanue, 0bwm;
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P,— BEpOATHOCTb MOSABICHUS 3aMUpaHusl, %, KOTOpasi HAXOJUTCA 10 CIeAyIoLen Gpopmye:

P, =K-R®- f%.(L+|E, ), % (3.10)

rae E, — Hakion nponéra (Mummpaguan):

E = |hl B h2|

==
0

rae h,h, —abconroTHBIE BBICOTHI TOBECA AHTEHH, M;

Mmpaf, (3.11)

K — reoxnuMaTtiueckuii Ko3QQHUIHUEHT, €ro MOKHO OLIEHUTH 110 JAHHBIM 3aMHPAHHHA JUIsI CPETHETr0
XYZILIEro Mecsua.

IIpy OTCYTCTBMM TakHMX JAHHBIX MOKHO MCIIOJB30BaTh CIEAYIOIIME SMIIMPUYECKUE COOTHOLICHUS
JUISL CyXOITyTHBIX TPacc:

K=10"'.P*.M (3.12)

rae PL — 3To MmpoIleHT BpeMEHH, B TEYCHHH KOTOPOTO CpeaHHi KOd()(PHUIIMEHT NpPEeTOMIICHUS B
cambix HIKHUX 100 M atmMocdepsr menbine, yem — 100 N/km. B metonuke Nera npuBeneHsl 3HaueHus P
JUISE 9eTBIPEX Ppa3IMYIHBIX MecsleB. BreiOmpaeTcss Mecsi, uMerommii HamOombiiee 3HadeHue Pp. ITlo
pUCYHKaM B HaxoauM 3HadeHue P = 5. M=10"? sror KO3 (ULMEHT HCMONb3YeTCs NpPU CUIBHO
M3PE3aHHBIX MPO(HIIIX MPOIETOB, KOT/Ia HE UMEET CMBICTIA ONPEACIATh CPeIHEE 3HAUCHHE YTiIa KacaHusl.
B namem cnyuae M=1.

CenexkmueHbvle 3amMupanus

XapakTepUCTUKHU PATUOPEIICHHBIX JIMHUN MPSAMONW BUAMMOCTH MOTYT OBITh CEPhE3HO YXYIICHBI
CCIICKTHBHBIMU 3aMHUPAHUSMU H3-32 aMIUIMTYAHBIX M (DAa30BBIX HMCKQKCHHHA B IIOJIOCE CHTHAIA. OTH
MHOTOJIY4EBbIE (MM CENIEKTUBHbBIC) 3aMHpPaHUs MOTYT TMOSBUTHCA B pe3ylbTaTe OTPAKEHUH OT
MMOBEPXHOCTH WJIM aHOMAJIMH B aTMoc(epe, HarpuMep, OOJIBIIOro rpaIueHTa B aTMOC(EPHOM BOJIHOBO/IC.

[Tpu HEM3MEHHOU BO BpEMEHH TOPU30HTAIBLHO PACCIOCHHOM aTMocdepe BepTUKATBHBINA TPAJUEHT
MpeJIOMIICHUsT B aTtMoc(epe BBI3BIBACT TOSBICHHE HECKOJIBKUX JIyded paclpOCTPaHCHHS MEXIY
nepelaTIuKoM M MPUEMHUKOM Ha JIMHUU MPSMOW BUAMMOCTH, Kak MoOKa3aHo Ha pucyHke 3.16. Ho ato
JUIIb YIPOIICHHAs MOJEIb, HA CAaMOM JIeJie B MPUEMHUK MPUXOJAUT MHOXKECTBO OTPaKCHHBIX CHTHAJIOB

Ha OJUH HepeI[aHHBIﬁ.

Pucynok 3.16. Yrpoiménnas 1Byiny4eBast MOJENb CEJIEKTUBHBIX 3aMUPAHUN

Eciu d4epe3 7 0003HaYUTh OTHOCUTEIIBHOE BpeMsS 3aJ€pKKH MEXAY JBYMS IyTSIMHU
pacmpoCTpaHeHUsT PaJMOBOJIH, TO OTHOCHUTENbHAs (a3a MexIy AByMs CUrHaiamu Oyier paBHa 27 fr,

sBisisick yHkimed gactorel f . T.e. ammummTyna u ¢aza OpUHATOTO CHTHajda M3MEHSETCS C YacTOTOH.
Takoe M3MeHeHMe cuUrHaja Ha pPaJUOJMHUM B 3aBUCUMOCTH OT YaCTOTHl HA3bIBAETCS CEIEKTHUBHBIM
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3aMHpaHUEM.
BrusiHuE ceNeKTHBHOTO 3aMUpaHus Ha MU(PPOBYIO paTuopeseHHYIO JIMHUIO MOXKHO KPaTKO OIMUCATh
CIIeTyIOIUM 00pa3oMm:
® YMEHBIIIAETCSI OTHOIICHUE CHUTHAJ/IIYM M, CIEJOBATEIbHO, YBEIMYHMBACTCS BEPOSTHOCTH
omnoku (BER);
e cKakaeTcsi (opMa HUMITYJIbCa, YBEIMYMBAs MEXKCHUMBOJBHYIO HHTEp(EepeHInI0 U
BEpPOSITHOCTH OLITUOKH;
® YBEIIMYMBAIOTCS B3aUMHBIC TTIOMEXH MEXKIY OPTOrOHAIBHBIMU HeCyIMMH, TToTokamu | u Q
U, CJIeI0BaTeNbHO, yBennuuBaercs BER.
Nmeercs nienplid psiji pa3IMdHBIX METOI0B IIPOTHO3a HAPYIICHUH CBSI3U, BBI3BAHHBIX CEICKTHBHBIMHU

3amupanusmu. @upma “Nera” BeiOpana UCIONB30BaHUE METOAA CUTHATYp, ONHCAHHBIX B OT4éTe 784-3
MCD-P.

9TO0T MCTOJ AOCTATOYHO XOpOIIO COIIACYCTCA € PE3yJIbTaTaMUu H3MepeHHﬁ N sICHO IIOKa3bIBACT
CIOCOOHOCTD paguoamnmnapaTypbl IPOTUBOCTOATH CCJICKTUBHBIM 3aMHUPAaHUAM.
BepOSITHOCTB MOSABJICHUA CCIICKTUBHOI'O 3aMHPAHHA paBHA:

2
Pogy =4.3:107 77 -f Im %, (3.13)

%o
rie  sf =1.8-10"° — ko3 duLEEHT CUTHATYPHI 060PYIOBAHHUS;
7, — TUIOBOE 3HAUCHHUE 3aJCP)KKU OTPa)XEHHOIO CUTHAJAa HA MPOJIETE, He, ONpenersieTcs IOo
15
~ R0 .
cnenyromiei popmyne: 7, =0.7-| — | ;
50
T, — BpeMs 3aJep:KKU OTPaKEHHOIO CHTHala BO BPEMs M3MEPEHUSI KPUBBIX CUTHATYPHI; 7, = 6,3
HC;
1 — K03 UIMEHT aKTUBHOCTH 3aMUPAHUs, HAXOAUTCS 110 cenyromei popmyse:

100

O6HL’:1$I BCPOATHOCTb HAPYHICHUSA PAAWOCBA3U, BbI3BAHHAA MHOIOJYYCBBIM 3aMHUpPAaHHUCM, paBHA
CyMMC BCpOfITHOCTCfI HapymeHHﬁ, BBI3BAHHBIX INIOCKUM H CCJICKTUBHBIM 3aMHUPAHUCM!

n =1—exp(—0.2~(ij4) (3.14)

PcyM = PHJ]OCK + PCE/] %, (3'15)

B meromuke Nera mer nmerampHOrO pacuera mapamerpa SESR. Ero 3nauenwe Oymem Opath u3
nporpamMmbl Territories. YmporeHHo 3TOT pacyeT MOXKHO O0TOOPa3uTh cieayroiiei GopMyJoi:

K, -1
SESR =| —#H—+1 'TI/IHT *Punr +To Qo (3-16)

UHT
‘ne 7T, —IpOLIEHT BpEMEHHU, B T€UE€HHE KOTOPOr0 BEIMUNHA K03 (HULIMEHTa OMNOOK Ha
BbeixoJie [[PPJI mpeBocxoauT MakcuManbHO AONYCTUMBIN KO3((UIIMEHT OIHOO0K 13-
32 MHOTOJIY4€BbIX (MHTEp(EPEHIIMOHHBIX) 3aMUPAHUN HA HHTEPBAJIE;

T, — IpOLIEHT BPEMEHH, B TEUECHHE KOTOPOT0 BEIMUYMHA KO PULMEHTA OIIUOOK Ha
BbIX0J1e upoBoit PPJI npeBocxoauT MakcCUManbHO JONYCTHUMBIN KO HHUIIMEHT
omMO0K 13-3a cyOpedpaklIMOHHBIX 3aMUPAaHUN, MPOUCXOASIIUX 10 MPUYMHE FIKPAHU-
PYIOLIETO BIMSHUSA NPEMATCTBUNA IpU cyOpedpakiuu;
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K, — ko3ddunuent unrepdepentuu (00sr4Ho Ky, =1);
@y — KOG OULNEHT TOTOBHOCTU B YCIOBUSX HHTEP(HEPEHIIMOHHBIX 3aMUPaHUI;

@, — KO3 (PUIHEHT TOTOBHOCTH B YCIOBUAX CyOpe(paKIIMOHHBIX 3aMUPaHUI.

Pacuer BeposAITHOCTH HAPYILIEHUSI CBSI3M BHI3BAHHOIO J105KI€M
[lepenaua CBY-curHana mojaBepKeHa BIMSHUIO OCAaAKOB. J[0KIb, CHEr, 4acTUYKU JIbJIa U Ipaj

ocnabstoT U paccenBaroT CBU-curnai, 4ro onpenesnseT roOTOBHOCTh CUCTEMBI ¢ TOUKH 3PEHHUS KayecTBa
nepenayn. DHEPTUs 0ca0sieTcs U3-3a Mepen3aydeHusl (pacCcessHUe) U MOTJIONMICHUs (HarpeBaHus ).

Tak kak paJlOBONHBI MPEACTABISIIOT COOO MEPEMEHHOE BO BPEMEHHU 3JICKTPOMArHUTHOE II0JIE,
OHO HABOJIUT B JIOXKJEBOM KaIlle IUMOJbHBIM MOMEHT. JIUMOJIb JOKIEBOM KAIUIM U3MEHSAETCS BO BPEMEHU
TaK K€, KaK ¥ PaJuoBOJIHA U MO3TOMY JICMCTBYET KaK aHTEHHA, Mepeusiydaroiias sHepruto. [oxaeas
Karuisl MpeJICTaBsieT co00 aHTEHHY C OY€Hb HEOOJBIIONW HAIMPABICHHOCTHIO U KaKas-TO JIOJIS SHEPTUU
MEepEen3IydaeTcss MO Pa3IMYHbIM HAIMpaBJICHUSAM, YTO MPUBOJAMUT K 4YacThIM motepsm sHepruu. Korna
JUIMHHA BOJIHBI MEHBIIIE pa3Mepa JOKIEBbIX Karelb, OOJbIlas 4acTh SHEPTUM YXOJHUT HA HArpeBaHUE
Kaneab. Hanpspk€HHOCTB MOt paauoOBOIHBI CUIIBHO MEHSIETCS M3-3a HABEJICHUS JUITOJILHOIO MOMEHTA.

YBenuueHre TOKIEBhIX Kalelb MPUBOIUT K M3MEHEHUI0 UX (OPMBI, OHH TpHOOpeTaroT Gopmy
OTJIUYHYIO OT cepuyeckoil. IT0 OTKIOHEHHE OT chepruecKkoi (opMbl BBI3BIBAET MX PACTSHKEHUE B
TOPU30HTAILHOM  HampaBieHud. CleloBaTeNbHO, KAl  OyayT  OCHa0isITh  TOPU30HTAIBHO
MOJIAPU30BAaHHYIO BOJIHY OOJIbIIIE, YeM BEPTUKAJIbHO MOJSPU30BAHHYIO. DTO 3HAUUT, YTO BEPTUKAIbHAsS
MoJsipu3alus MPEAINOYTUTEIbHEN HA BBICOKMX YacTOTax, IZI€ JOMUHHPYET «IIPOCTOW» pPaAUOJIMHUU,
BbI3BAHHBIN JTOKIEM.

[TockoNbKY JOXKIh UMEET TEHACHIIUIO UATH 3apsaamMu (0COOCHHO O C BBICOKOH CKOPOCTHIO),
TOJIBKO YacTh MPOJETA PAAUOIMHUN OYIET MOABEPKEHA BIUSHUIO TOXKIS.

OddexTuBHas qITMHA TPOIJIETA, COACPKAIIETO JOKIACBBIC 3aPSAbl, ONPEILSISICTCS BRIPAKCHUEM:

W= Ry KM
1+ R ’ (3.17)
35-exp(-0.015-1)
rne | =70 M% — WHTEHCUBHOCTb JIOX[s (3HaueHHEe OBLIO MPUBEICHO B HUCXOAHBIX JAHHBIX,
BBEIOMPACTCS B 3aBUCUMOCTH OT PETHOHA).
3aryxaHue Ha MpoJIETe, BBI3BAHHOE JOXKAEM, MOXKET OBITh HaliJIeHO MO GopMmyIe:
A=y -k-R*, 0B (3.18)

rae k=0.00454, o= 1.327 — ko3 pUHUEHTH PErPECCHH IS JAHHOTO YaCTOTHOTO JUara3oHa, KakK
(GYHKIIUM 9acTOTHI M MOJsipu3anuu (B3sThl U3 MeToauku pupmer Nera). Pacuér HeroToBHOCTH, BBI3BaHHOMN
n0kEM, OyAeT BECTUCH Ui TOPU3OHTAIBHON MOJSAPU3AlUK, T.K. B 3TOM CIIydae 3aTyXxaHHe B OCaJKax
ANEKTPOMArHUTHOW BOJIHBI BBIIIIE.

HeroTtoBHOCTB, BRI3BaHHAsS JOXKIEM, MOXKET OBITh HalifieHa 0 Gopmyiie:

N

11.628{—0.546+\/0.29812+0.1724log(0.12~Aj
M
10

P =

o / (3.19)

UtoObl n30eXaTh MHUMBIX 3HAYCHHH, HEOOXOIUMO WCIOJIb30BaTh OKPYIJICHHOE 3HAYCHHUE

Ay =0.155, ecmn A <0.155.

Yuer pedppakuuu paguoBoJH

118



Pedpaxnueld Ha3pIBaeTCs MCKPUBJICHUE TPACKTOPUU BOJH, OOYCIOBICHHOE HEOIHOPOIHBIM
ctpoenuem tponochepsl. Koaddbumment npeaomiienus B Tponocdepe:

c+1
nN=vé& zl"‘T (3.20)

TAC & — OTHOCUTCIIbHAA JUIJICKTPHUYICCKAA ITPOHUIIACMOCTDL BO31yXa, KOTOpasd HAXOAUTCA:

o _1,[1552:10° _(P+4810-eJ
= = (3.21)

,
rne T =273°C +t°C — tremmeparypa Bo31yxa M0 aOCOMIOTHOM IIKaIe;
P —o6mee naBnenue Bo3zayxa, ['Tla (1I'ma = 1m06ap);
€ — JIaBJICHHE BOJITHOTO Tapa, [ ma;
Koadduiment npenomieHusN, Takke KaKk M E, B UHTEPECYIOIIEM HAC JUana3oHe YacToT 10
BEJIMYMHE OJIN30K K €JMHUIIC, TOITOMY Yallle O30T K03()(OUIIMEHTOM MPETOMIICHHS BRIPaKCHHOM B
«N—enuHHUIIaX »:

N =(n-1)-10° » {57‘1]106, (3.22)

Tak xak P,eu T sBusroTcss QyHKUuMsMU BBICOTBI, N Tarxke siBisieTcst (yHKOHEH BBICOTHI. Jlist

HOpMaJIbHOW aTMocgepsl (CTaHAAPTHOW, XOpOIIO cMelaHHoM) u3MeHeHrne N ¢ BBICOTOI ompenensercs
BbIpQ)KEHUEM:

N(h) =315.¢ ©3&" (3.23)
rae h— BbICOTA HaJl OBEPXHOCTBIO 3EMIIH, KM.
IToyi BenMYMHON @, MOHMMAIOT TAKOE 3HAYEHHE pPajuMyca 3eMJH, TPH KOTOPOM TPAEeKTOPHIO

PaauOBOJIH MOKHO CUMTATh IPSIMOJIMHEWHON

1 dN

_ 6

9
)

I[J'IH OIIPCACIICHUS KPUBU3HLBI JTyda Ha IMPAKTUKEC UCIIOJIB3YCTCA IIOHATHUC KOB(l)(I)I/II_II/IeHTa pe(bpaKI_II/II/IZ

1
(1+ R, -Cg:.lo-ﬁj (3.25)

K =

Jnst HopManmpHON aTMoOChepsl dN dh:—40. CootBerctBytomee 3HaueHne K mo ¢opmyne 3.25

1 4
paBHO: K = ==
(1+6370-(-40)-10°) 3
Oro 3HaueHWe W OyJEeM HCIIOJIb30BaTh IMPH MOJCIMPOBAHUU PACIPOCTPAHCHUS PATUOBOJIH B
JTaJbHENIINX pacyeTax.

AuaroputMm pacuyera napamerpos LIPPJI
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[To maTepuanaM MpeABIIYIIUX PA3IEIOB MOXXHO COCTaBUThH OOITUI aITOPUTM PACYETOB, KOTOPHIN
3aKJII0YAeTCs B IOCIIEI0BATEILHOM OJ00pe MapaMeTpoB ammaparypbl U TPACCHI ISl JOCTHXKEHUS
3aJlaHHBIX Ka4eCTBEHHBIX MOKa3areneil. Ha mpakTuke BCcTpedaroTcss HECKOIbKO 3a/1a4 MPU pacyeTax
LPPJI. Ilepeuncnum Harboiee 4acTO BCTPEUAIOIINECS BAPUAHTHI.

1. PaccuuTaTh JUHUIO CBSA3H MPH 33JaHHBIX MIPOITYCKHOM CIOCOOHOCTH M KaueCTBEHHBIX
[I0Ka3aTesIX.

2. PaccuuTaTh JIMHUIO CBSI3U MPU 33JJaHHBIX MPOITYCKHOI CIIOCOOHOCTH, AMANa30He padounx
YaCTOT U KaUCCTBCHHBIX ITOKA3aTCIIAX.

3. Onpenenutb OCHOBHBIE MTapaMeTPhl TUHUH CBSI3U IPU 33JJaHHBIX alIaparype

N KOHCUHBIX ITYHKTAax.

[TpoBecTu MOJIEpPHU3AIMIO CYIIECTBYIONIEH JIMHUU CBS3H.

Onpenenutb BO3MOXKHOCTh IOCTPOEHUS JIMHUU CBSA3U MEXAY IIYHKTaMU IIpU

HAaUMEHbIIEH CTOUMOCTH CUCTEMBI.

S

Brifop annaparypel |
W NapameTpos ADT

BriGop MEcT pacionomeH ih CTEHUMA
W NOCTPOEHWE Npohunen NponeTos

| Onpagenayye BeICOT NOOBECA AHTEHH |

| Pacuer HODM Ha NPONET NHHWK CEAZ W |

| Pacyar 3anacoR Ha IAMHDAHHA HA NPONeTa k———-

| FPac4eT BnvAHMA amocipe dbl |

| PECYET NOKBZETENSA HEMOTOBHOCTH | ......... .

" Paguet BNWAHWA riopo-
! METEOPOE M BEDOATHOCTK
| 33KpLITWA Tpacesl

| Pacuer nokazatensai kadecrea [---------- Pacuer CNGC

o7

o|MEPEI NG NOBLILEHAKD
YETOH-MBOETH

Thcp < cncw

b
‘@
I
v
h

| Fac4eT BNHAaHKA NoMex |

L

EctecTBeHHO, aropuT™ pacyera 1o pa3HbIM BapHaHTaM HEOOXOJMMO MOAU(DUIIUPOBATH [T
KOHKPETHBIX YCJIOBUH. B 60JbIIMHCTBE CilydaeB pacueT HauWHAETCs C BbIOOpa nara3oHa pabouux
YacTOT, TUIIOB aIMapaTypsl ¥ MapaMeTpOB aHTEHH. ATIapaTypy *eJlaTelbHO BEIOUPATh C BOZMOKHO
MEHBIINM 3HAY€HHUEM YPOBHsI IOPOrOBOI0 CUTHAJIa Ha BXO/JI€ IPUEMHHUKA MTPH 33/1aHHOM MPOITYCKHOM
CIIOCOOHOCTH U C BO3MOXKHOCTBIO BapbUPOBAHUS HECKOJIBKMMHU 3HAUEHUSIMH YPOBHEH MOIIHOCTEN
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MEepEIarIINX YCTPOUCTB.

[Tpu BbIOOpE aHTEHH HYXKHO I0JIb30BATHCS HECKOJIBKUMHU COOOpaXKEHUAMU. AHTEHHBI C OOJIBLIITIM
KOA(QPHUIUEHTOM YCHIICHUS YBEIIMUUBAIOT YHEPTETUUECKUH MOTCHIIMAJ CUTHAJIOB HA JIMHUU CBSI3HU, YTO
yJIy4llaeT KaYeCTBEHHbIE NIOKa3arenu. Takue aHTeHHbI B ONPEIEICHHON Mepe MOTYT YJIy4IlIUTh
MMOMEXOBYI0 cuTyanuto Ha Tpacce PPJI 3a cuer xopoiero 3amuTtHoro aeicteus. OHaAKO aHTEHHBI €
60bIIUM KO3 (GUIIUEHTOM YCUIICHUS UMEIOT U OoJiblIie pazMepbl. OHU MOABEPKEHBI CUITBHBIM
BETPOBBIM HAarpy3kaM M TPeOYIOT )KECTKOI'O KPEIUIEHUS U )KECTKMX aHTEHHBIX OIOp, UTO YBEJIINYUBAET
CTOMMOCTb JTUHUU CBsI3U. [103TOMY HYHO BHIOMpATh pa3yMHBIM KOMIIPOMUCC MEX]LY CTOMMOCTBIO U
Ka4yeCTBOM.

[Tpu BBIOOpE MECT PACIIONOKEHHS CTAHIUHN U MPOJIOJIbHBIX MPO(DUIICH MPOIIETOB MOKHO
BOCIIOJIb30BaThCSl PEKOMEHJAIUSIMU, IPUBEACHHBIMH BBILIE. DTO OUYEHb OTBETCTBEHHBIN 3Tall, BO MHOIOM
OTpeAeNoIUi pab0TOCIOCOOHOCTD TMHUU CBSI3U. [Ipy TOM HY)KHO MOJIB30BATHCSI KAUECTBEHHBIM
KapTorpagpuuecKuM MaTepruaioM, a B Hanbosee KPUTHYECKUX CITydasiX IPOBOIUTH MPAKTHUECKOE
o0cieIoBaHNE MECTHOCTH CO Ch€MKON OCHOBHBIX BBICOTHBIX OTMETOK. BBICOTHI MO/1BECa aHTEHH
omnpeaensaoTes (B AuanasoHax yactoT Beime 10 I'T') no kputepusm.

[Tocne onpeneneHrs MECT pacoJIOKEHHS CTAHIIMI U YTOYHEHUH POTsHKEHHOCTE! mposieToB PPJI
MO>KHO pacCUUTaTh HOPMBbI, OTHOCSIIIMECS K KaKJIOMY IIPOJIETY, [10JIb3YACh JaHHBIMU, IPUBEECHHBIMU
BhIle. Heo0XxoaumMo HanmoMHUTB, 4TO HOpMBI Ha nudpossie PPJI He ycTaHOBIEHBI OKOHYATENBHO.
[ToaTomy HYXHO creauThb 3a pekomeHaauuaMu MCO-P no naHHbIM BoIipocam.

Ha stane pacuera 3anaca Ha 3amupanus B rposierax PPJI MmoxHO caenate npeaBapuTesbHbIE
BBIBOJIbI O IIPaBUJILHOCTH BbIOOPA OCHOBHBIX [TAPaMETPOB MPOJIETOB, allllapaTypbl U aHTEHH. B
OOJIBIIMHCTBE CIIyYaeB 3amac Ha 3aMUpaHusl He JOJDKeH ObITh MeHbIe 26 - 28 nb. [Ipu Takom 3amace, B
OTIpE/ICTICHHBIX YCIIOBHUSX, C€IIIe BO3MOKHO BBINTOJIHEHUE HOPM Ha rokasarenu [[PPJI. Coumikom Gombiime
3anackl Ha 3amupanus (50-60 n1b) s5KOHOMUYECKH HEONPABIaHHBI U UX HYKHO H30eraTh.

[lepen mpoBeaeHHEM pacueTa MoKa3aTesieii HETOTOBHOCTH TPEOYETCs ONpeNeInTh (haKTOPHI,
MIPUBOJIAIINE K HAPYIIEHUSAM pabOTOCTIOCOOHOCTH JTUHHUH CBsi3u. Kak mpaBuiio B paccMaTpuBaeMbIX
JMara3oHax 4acToT paboTOCIOCOOHOCTh JIMHUH OTIPEIENISIETCs, B OCHOBHOM, BIIUSTHUEM JOXKIEH
(ruapomeTeopoB). 3aKphITHSI TPACC MAJIOBEPOSITHBI IPU MAJION MPOTSHKEHHOCTH MPOJIETOB U
YUUTBHIBAIOTCS B OTJEJIbHBIX CIydasiX.

W3 Bcex mokasaresel kayecTBa 10 OIMOKaM B OOJIBIIMHCTBE CIy4aeB ONPEIesieTcsl MPOLeHTHAs
BEJIMYMHA CHJIBHO MOPa’KEHHBIX CEKYH]I, OCTaJIbHbIE BEIMUNHBI PACCUNUTHIBAIOTCS 110 NOTPEOHOCTH.

Ecnu nocie BeINONMHEHNS BBIIEIEPEYUCIEHHBIX IEHCTBUI HOPMBI HA HETOTOBHOCTD U
KauyeCTBEHHbIE TIOKA3aTeNIN HE BBIMOIHSIIOTCS, pacueT MOBTOPSIETCA € APYTMMU JAaHHBIMH Ha armnaparypy,
AQHTEHHBI WJIN IIPOJIETHI J10 MOIYYEHHS YIAOBIETBOPUTENBHBIX PE3YIbTATOB.

Crnenyrouiuii MyHKT pacyeToB - y4eT IOMEXOBOM CHUTYaIMH JUIsl KaXJI0T0 MpoJieTa. 31ech
HE00XO0AMMO MTPOBECTH aHAJIU3 BCEX UCTOUHUKOB MOMEX, MpoBecTH pacueTsl oTHoueHui C/I1 u
OTIpEICTUTh BEIMYMHBI JETPalallii IIOPOToB MPUEMHBIX YCTpOHCTB. [locie 3Toro, nepecuynThIBatOTCS
3arackl Ha 3aMHUPaHUs C yY€TOM BEJIMYMH JIErpafaliii IOPOroB U MOBTOPSIIOTCS BCE PACUETHI B LIEIIAX
MOJIy4eHus: TpeOyeMbIX KaueCTBEHHBIX MoKa3aTesiel. [Ipu HEBBINOIHEHNH HOPM IPUMEHSIOTCS MEPHI 1O
YBEJIMUEHHUIO YJHEPIETUUECKUX YPOBHEN CUTHAJIOB HA IIPOJIETAX, U3MEHEHHUIO a3UMYTOB IIPOJIETOB, IIJIAHOB
pacnpezeneHus pabourx YacTOT WM CTPYKTYPBI JIMHUU CBSA3H B 3aBUCUMOCTH OT KOHKPETHON CUTYaIUH.

B HEKOTOpPBIX CIOXKHBIX CIy4asX NPUXOAUTCS IPUMEHSITh MEPBI IO MOBBIILIEHUIO YCTOMUYNBOCTH
paboThI CUCTEMBI CBSI3M Ha OTIENbHBIX NpoJieTax. Ho monoOHbIe cnocoObl HY)XKHO MCNOIb30BaTh TOJIBKO B
cllyyasix KpaiiHel He0OXOIUMOCTH, TaK KaK OHU SKOHOMUYECKH HEBBITO/THBI.

ABTOMaTH3alMs NPOCKTHPOBAHUSA M (PPOBBIX paanopeIeHHbIX THHUH

Ha nganHbBIii MOMEHT CYIIECTBYEeT HEOOXOIUMOCTh OBICTPO M TOYHO PACCUUTHIBATH KaUuECTBEHHBIC
MOKa3aTeM MU(PPOBBIX PATUOPETECHHBIX JTUHUN B 3aBUCHMOCTH OT OKPYKAIOIIEH WX 0OCTAaHOBKH — 3TOMU
LIEJIM KaK pa3 U CIyKaT MpOorpaMMHbIE KOMITJIEKCHI IO aBTOMAaTH3aluu rpoektupoanus PPJIL.

CymiecTByeT HECKOIBKO 00pa3ioB nanHoro [10:

1. RPS2: Radio Planning System 2
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2. bantuka-PPJI
3. TlpoextupoBanue u ananms paguoceteit (ITMAP)
4. DRRL Bepcus 3.1

RPS2: Radio Planning System 2

VuuBepcanpHass Cucrema RPS-2 npennaznadeHa s aBTOMaTH3MPOBAHHOIO IMPOECKTUPOBAHUS
OeCIIpOBOJHBIX ~ CETeW pa3IMYHOW apXUTEKTYphl (PagHOpENeHHbIX, TPAHKUHIOBBIX, COTOBBIX),
MPUMEHSIIOIINX Pa3IMYHble CTAaHIAPTHI NIepeaun JaHHbIX. Vcroib30BaHne CUCTEMBI TTO3BOJISET B CXKATHIE
CpPOKM pa3paboTaTh MPOEKT HOBOM CETH WJM PACIIMPUTh YK€ pPa3BEPHYTYIO CEThb, OIICHUTH €€
JOCTOMHCTBA W HEJIOCTATKH, MPOAaHAIM3UPOBATh II0KA3aTe€Id dJICKTPOMArHUTHOM COBMECTHMMOCTH
IIPOEKTUPYEMOIl CETH C APYTMMHU CETSMHU, padOTAIOLIMMU B TOW € MECTHOCTH, U ONTHUMU3HPOBATH
XapaKTePUCTHUKU C YYETOM KOHKPETHBIX Teorpaduyeckux YCIOBUH MECTHOCTH NIPU 3aJlaHHOM
pacripenienieHuu Tpauka U ICTOYHUKOB IIOMEX.

[To cBOMM (HYHKIIMOHAILHBIM BO3MOXHOCTSIM, TOYHOCTH U MOJIHOTE pacueTa XapaKTEepPUCTUK CETH,
mo ynoOCTBY TOJIb30BaTeNbcKkoro mHTep(eiica, mporpamma RPS-2 He ycrymaer mHamboiiee M3BECTHBIM
3apyOeKHBIM aHAJIOTaM, BBITOJIHO OTJIMYAsACh OT HUX LIEHOM, CYIIECTBEHHO 0oJiee HU3KUMHU TPeOOBaHUSIMU
K KOH(UTYpalmu KOMIBIOTEpa, PYCCKUM HHTEp(EHCOM, TOCTYMHOCTHIO TEXHUYECKOH MOIIEPKKH H
COIIPOBOXKACHHSI.

HcxoaHbIMH TAHHBIMH ABJISIIOTCS

e Iludpossie kapThl MecTHOCTH. OHH MOTYT OBITH MPEACTABICHBI B OJHOM U3 CTaHAAPTHBIX
dopmaroB (“Maplnfo”, “Planet” u T.11.) ¥ ¢ TOMOIIBIO MPHIIATAEMOT'0 KOHBEPTOpa MPEoOPa30BaHbI
BO BHYTpeHHU# (hopMar mporpaMmsbl, 00siee SKOHOMHBIA ¢ TOUYKH 3PEHHS] CKOPOCTH MPOBEACHUS
pacueroB. IIpu HE0OX0IMMOCTH, HE BBIXOJS U3 MPOrPAMMBbI, KapTorpaduyeckue JaHHbIE MOKHO
OTPEIaKTHUPOBATh, T00ABUB HOBbIE OOBEKTHI — MPEMATCTBUS U TUIIBI MECTHOCTH.

e ba3za naHHBIX C XapaKTEpUCTHKAMHU IPUMEHSEMOro OOOpyHOBaHUs (YAaCTOTHBIM JHUanasoH,
JyarpamMMbl HAIIPaBIIEHHOCTH U YCHJIGHHWE aHTEHH, YACTOTHBIE U SHEPreTUYECKUE XapaKTEPUCTUKU
IPUEMOTIEPEIaTINKOB, TOTEPH B (huaepax u T.1.).

IIporpamma mo3BoJisier:

e pa3Melarh pajMOCTaHIMM B 33JaHHOM MECTE€ pacCMaTpUBacMOW TEPPUTOPHUM, paboTarolue B
moboM u3 npuMmensieMbix B Poccun u 3a pybexxom crannaproB (NMT-450, AMPS, D-AMPS,
GSM, IS-95, SmarTrunk, TETRA, MPT 1327, EDACS wu T.1.). KpoMe TOro, mojis30BaTe)ib IMEET
BO3MO>KHOCTB OIIPEAEIUTh CBOW CTaHAAPT MPOEKTUPYEMOM CETH, BBE/IS €r0 OCHOBHBIE I1APAMETPHI:
YaCTOTHBIN AMANa30H, UPUHY KaHala U T.1.;

e ONpeAesATh JUIsl paJAUOCTaHIMM ONTHMalbHBIM cocTaB 000pynoBaHMs U3 0a3bl TaHHBIX, KOTOpas
MO>KET MOTIOJIHSTHCS U PEJAKTUPOBATHCA MTOJIb30BATENEM;

e 33/1aBaTh M PEJAKTUPOBATH paclpejelieHne TIOTHOCTU TpaduKka B paccCMaTpUBAEMOM PETHOHE,
YTO IMO3BOJISIET aHAM3UPOBATh XAPAKTEPUCTHKH COTOBBIX M TPAHKHHTOBBIX CHCTEM B YCIOBHUSX
Pa3NUYHOM 3arpy3KH;

e paccuMThIBaTh, OTOOpakaTb Ha JKpaHE M BblIaBaTh HA II€YaTh OCHOBHBIE XapaKTEPUCTHKHU
[IJIAHUPYEMOU CETH;

e paccUMTHIBaTh I1OKA3aTEIM 3JIEKTPOMArHUTHOM COBMECTUMOCTH (YpOBEHb B3aUMHBIX IOMEX)
IJIAHUPYEMOM CETH C APYTUMH CETAMM,

e ONTUMHU3UPOBATHh IapaMeTphbl IJIAHUPYEMOW CETM IyTeM HW3MEHEHHUS MECTONOIOXKEHUS
PaIMOCTAHIINIA, a TAK)KE BaAphUPYS COCTAB M TEXHUYECKHE XapAKTEPUCTUKH Pa3MENIaeMOro Ha HUX
obopynoBanus  (mporpamMma  cHaOXeHa  yJOOHBIM  TIOJIB30BATEIBCKUM  WHTEpGeEncoMm,
o0ecreYrBarOIUM BO3MOKHOCTh HHTEPAKTHBHO NMPOBOANUTH YKa3aHHBIE U3MEHEHN);

e orToOpaxkaTh pe3yJabTaTbl H3MEPEHHH YpOBHS NPUHHMAEeMOro CHUTHaJla M CpaBHUBATh HX C
pesyiabTaTaMH  pacueTa € TOCIEAYyIoLed  ONTHMHU3alMed  MapaMeTpoB  NPUMEHSEMBIX
MaTeMaTUYECKUX MOJIEJIEN pacyeTa.

XapakTepucTHKHU 0ecTIPOBO/IHOI CeTH, pACCUMThIBaeMble ¢ MOMOIIbLIO MporpaMmMmsl RPS-2:
e o0JsacTh IPSIMON BUAMMOCTH PaIHOCTaHIIN;
e ypOBEeHb CUTHaJa (IOKPBITHE) B 33JaHHOM OKPECTHOCTU YKAa3aHHOM paJMOCTAHIMHU C yYETOM
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JUarpaMMbl HAIIPaBJICHHOCTH U3y4alolel aHTEHHBI;
e Tpebyemasi MOILIHOCTb U3JTyuyeHUs: aDOHEHTa, TOCTaTOYHAs JJIsl Ha/IeXKHOTO MpUeMa ero CUrHaa;
e IIOMEXH OT OJIM3NIESKAIINX U yJAICHHBIX PaJiOCTaHIINI;
e 1poduIb 000K paTUOTHHIH;
e IIOTEpHU PACHPOCTPAHEHHUS MEXKIY NEPENAIOLIEH U IPUEMHON aHTCHHAMU
e CHUTHAJ Ha BXO/JIE MPUEMHON aHTEHHbI ADOHEHTA;
e OTHOIIEHHUE CUTHAJI/IIYM B MPSAMOW M OOpaTHOHN JMHUAX C YUYETOM BCEX BUIOB BHYTPHUCHCTEMHBIX

Y BHEIIHUX TIOMEX;

e 30HBI, OOCTyXHBaeMas CEKTOpaMH Oa30BbIX CTAaHIUI B YCIOBHSIX IIOMEX W HX peabHas
3arpyKeHHOCTh (TpaduK, IPUXOIALINICT Ha KaXKIbIA CEKTOP);
e 30HBI, B KOTOPBIX MPOHMCXOIHUT MEPEKIIOUeHIEe aOOHEHTOB C OJHOM CTaHLMU Ha JPYTYIO, WIH C

OJIHOTO Ha JApyroi ux cexrop (30usl hand-off);

e cOaTaHCHUPOBAHHOCTH MPSIMOUN M 0OPATHOM JTUHUI 0A30BbIX CTAHITHIA.

[Ipu pacuere paaIuONOKPHITHS MOJIH30BATEIh UMEET BO3MOXHOCTh BbIOpaTh OJHY U3 HECKOJIbKUX
MOJIENIEH PACHPOCTPAHEHUA PAAUOBONH. Bce oHM pexkoMmeHAoBaHbl K wucnosb3oBanuro MKKP. B
porpaMMe HCIHOJB3YIOTCS CTaTHCTUYECKHUE MOJENH pacmpocTpaHeHus Xara u Yondum-Mkeramu, B
KOTOpBIX TIpy0O YUYUTBIBAETCS XapakTep MECTHOCTH (CelibCKasl, IPUropoj]i, TOpOJCKas, IUIOTHas
ropojackas), mojaens pacnpoctpanenuss MKKP - pexomenpmamusi 370-5, B KOTOpOH HCIHOJB3YIOTCS
CTaTUCTHYECKHE NaHHbIE Npoduis pamuoduHud. Kpome TOro, mmeercs BO3MOKHOCTH HCIOJIB30BATh
MOJIeJIb, OCHOBAaHHYIO Ha CTPOTrOM aHaiu3e Mpoduis paauoIMHUU C BBIICICHUEM MPENSTCTBUI U y4eTOM
T(QPaKIUOHHBIX TIOTEPh HA HUX, TOMCKOM TOYEK OTPAKEHUS M YIETOM COOTBETCTBYIOIIUX MOTEPH. 31€Ch
e UMeeTCs BO3MOKHOCTh YU€CTh JOMOJIHUTEIbHbIC IIOTEPU B JIUCTBE JIEPEBbEB, dPPEeKTh nudpakuuu Ha
KPBIIIax U SKPAaHUPOBKH B TOPOJCKOW MECTHOCTH. VMIMest xopomnyio nudpoByro KapTy, MOXKHO C BBICOKOU
TOYHOCTBIO PACCUMUTATH MOKPBITHE U IPYTHUE XAPAKTEPUCTUKHU CETH.

[IporpamMmmy RPS-2 MoHO HCnonb30BaTh 1S IUIAHUPOBAHMS KaK MaKpo-, TaK U MHUKpPO-S4EEK
COTOBBIX CeTEHl, BKJIIOYash MHUKPOCOTOBBIE CHUCTeMbI, paloTawomue BHYTpu 3aanuil. [Ipum pacuere
XapaKTepUCTUK  pPAacHpOCTPAaHEHUs CHUTHAJIOB BHYTPU  3JaHMM  HCIOJB30BaHAa  OpUTMHAIbHAas
MareMaTuyeckast MoJIeb.

RPS-2 cocTonT U3 cjieAyonux NporpaMMHbIX MOIYJIeii:

e MOAYJb pacueTa paJuOpENICUHbIX CETEM;

e MOJYJb pacyeTa TPAHKUHTOBBIX U COTOBBIX CETEH BCEX CTAaHAApPTOB;

e MOZyJb pacyera ceteil B crangapre CDMA;

e  MOJYJb pacyera ceTeil, paboTaronuX BHYTPH 3aHMI;

e MOJyJdh HUMIOpPTa pPE3yJIbTAaTOB OJKCIEPUMEHTA, MX OTOOpaKEHUS, CPaBHEHHUS C pacdyeToM U

KOPPEKTUPOBKHU IapaMeTPOB UCIOJB3YEMBIX MOJIENIEN MO Pe3yJIbTaTaM 3TOT0 CPAaBHEHUS;

e  MOJYJb pacyeTOB, CBA3aHHBIX C Pa3pabOTKON CAHUTAPHOTO MACIIOPTa MECTA;
e  aBTOMAaTHYECKHI KOHBEpTOp LM(POBOI KapThl U3 CTaHAAPTHOTO (popmaTa BO BHYTPEHHHUN (hopmar

MIpe/ICTaBJICHHs KapTorpaduIecKuX JaHHBIX.

[To »enaHuio 3aka3yvka BO3MOXKHA IIOCTaBKa MpOrpamMMbl C JHOOBIM HaOOpOM YKa3aHHBIX
MOJYJIEH.

MunumajibHbIe TPe0OOBAHMA K KOH(PUIypaluu KOMNbIOTEpa:

e Ilpomneccop Pentium II, 400 MI'11 viin aHATOTUYHBIN;
e MS Windows 9x/Me/NT/2k/XP;
e 32 MO0 O3Y;
e He meHee 120 M6 ¢cBOOOHOTO MPOCTPAHTCTBA HA JKECTKOM JIMCKE;
e MouuTop c pazpeuienuem 800x600 High Color.
OnTuManbHbIe TPeOOBAHUS K KOH(UIypallul KOMIIbIOTEpa:
e mporeccop Pentium 4, 2 I'T'1 unym aHaTOTUYHBIN;
e 128 M6 O3YV;
e 200 MO cBOOOIHOrO MECTa Ha KECTKOM IHCKE;
e MoHuTOp ¢ paspemenueM 1280x1024 True Color.
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E82-45-34 = 55—30‘ : Boicota: 97 [m] !ﬁlﬂ’:’ﬂ
WuTepdeiic mporpammber RPS-2 ¢ kapToi aHaIM3upyeMoro peruoHa

T R S . ‘\': B »;
i E82-31-36 N 54-57-54 Bricota: 123 [m] MacwT.: 1:2
[TokpsiTHE
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ﬁﬂpoem’: D:'Program Files\ITC STS\RPS 2.7 Demo'\Projects‘Cellular.pro cerb: Cellular (CELLULAR)
MpoexT CeTe PeaakTvposaTe [MpocoTp BeiMonHMTE  YTunuTel OBopyacBaHve OkHa [MomMowb

D[] W <ARNA Gl «|]+]+] BFH
{—— = S 7"7

i# iL

|E@3-14-52 [ns5-2-40 [ Beicora: 166 [m]

Heo0xonumast MOIITHOCTE A00OHEHTOB

Eﬂpoexv: D:\Program Files\ITC STS\RPS 2.7 Demo'Projects‘Cellular.pro cerb: Cellular (CELLULAR)

MpoekT CeTb PeaakTvpoBaTe [pocMoTp BeINONHMTE ¥TWAMTel OBopyaoBaHue OkHa [MoMowe

(B2 .
Mogens
[intoD Younerwe  [6.00 abu

Yacrore!

MpoussoauTent MuH. |1UIJD.UIJIJ My
;‘ IUNKNDWN Make |140000.000  pMry

Lloﬁasurbl Wamenwrbl !:Inanvrrbl Peaakr. I Mevate I

Topus. auarpamma ™ Kpocc-auarpamma Bepr. avarpamma | 7
-3 -0

Br16op anTeHH B 0a3e JaHHBIX IPOrpPaMMBbI

baaruka-PPJI
Pemaemblie 3aga4u:
e moctpoenue npoguis tpacc PPJI;
e pacder moTeph PacCIpOCTPaHEHHs PaJHOBOIIH;
e pacuer yCTOWYUBOCTH CBA3U;
e  ONTHUMH3ALUA BBICOTHI [TOBECA AHTCHH.
ITosb30BaTesbCcKuil MHTEP(elC o0ecneynBaer:
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BBOJI IaHHBIX JJIS TOCTPOCHUS TPO(UIICH HHTEPBAJIOB;

BBO/JI M PETAKTUPOBAHUE UCXOIHBIX JAHHBIX JJI paCUETOB;
COXpaHEHHE BCEX JaHHBIX C IEJIbI0 UX MOBTOPHOTO MCIOJIb30BaHUS;
(dbopMUpOBaHHE U TIEYaTh OTYETA.

HpH MPOBECACHUH PACUYCTOB YYUTHIBACTCHA:

Y4acTOTa CHrHaja,
MOJISIPU3ALINS;

MOIIHOCTh MePeIaTInKa;

YYBCTBUTCIIbHOCTb ITPUCMHHKA,

MOTEPH B aHTEHHO-(PUICPHBIX TPAKTaX MepelaTuyhKa U MPHEMHHKA;
BBICOTHI MO/IBECa M KO (UIIMEHTHI YCUIICHNS aHTEHH;

napameTpbl pacpeieieH s rPaJneHTa HHICKCa pepaKIii;
KOHIIEHTPAIIMs BOASIHOTO Tlapa B aTMocdepe;

MHTEHCUBHOCTbH BBIMAICHUS OCAIKOB;

npoduits penbeda MECTHOCTH;

XapakTep MECTHOCTH.

PacuetnI:

MOTEPh PACIIPOCTPAHEHUSA C YUETOM AU(PPAKIIMN Ha OCHOBE aHalIn3a MPO(UIIsi MECTHOCTH;
ocnabyeHust B aTMOC(HEPHBIX rasax;
3araca Ha 3aMUpaHus;
HeyCTOI;'I‘II/IBOCTI/I CBs31 HAa MHTCPBAJIC B YCIIOBUAX HAUXYAUICTO MECALA, B TOM YHUCJIC:
o COCTaBIIAIOIIEH HEYCTOMUMBOCTH CBSI3U IpU CyOpedpakium;
0  COCTaBIIAIOIIEH HEYCTOMYMBOCTH CBSI3U, O0YCIIOBIICHHOW BIMSTHUEM JOXKJICH;
0  COCTaBIISIOIICH HEYCTONYHUBOCTH CBSI3H, 00yCIOBJIEHHOM MHOTOJTy4€BbIM
pacmpocTpaHeHHEM B aTMocdepe.

:F’:Eatrruka PP11 - D:Asample.ril

Pain Mpaeka Bua Cepeuc  Crhpaeka

=|dl 8| =l OlF [f=[¢

a0 a0

45 45

[Mpocesr [Ri#)= 10442 |H= 18.5m [ 277 Ho [ 160 F1 [ 4

WuTepdeiic mporpamMmbl
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OT1uer o6 WHTEpBane [_ o] =]

OCHOBHbIE napaMmeTpbl M pe3ynbTaTel pacy4eTa MHTepBana =
Cranuma A

YROEEHE MECTHOCTH, M 49

HanpaeneHue nepegayuu A>>b

JnuHa MHTepEaNE, KM 26.04

Hactota, My 14000

MonApuzauuMa BENTHRANEHAA

Mol HoCTE Nepedatyuka, BT 0&

Bricota nojeeca nepefakil el aHTEHHEI, W =k

YouneHWe nepefaki el aHTeHHEl, 4Bk 30

MoTtepw B Nepedarowem Tpakte, o6 0

MMM, ABET 26.99

HyYECTEMTENEHOCTE NpHemHMka, ABET -125

Bricota NogEeECa NPUEMHOA GHTEHHEI, M 41.4

YCHNEHWE NPUEMHOA GHTEHHE!, ABEK 30

MoTepw B NpMemMHom TpakTe, 8B 0

Motepw ceofogHoro npocTpadcTea, A6 143.74

Cpegnue noTepu Audpakynu, ob 0

Ocnabnenue B aTMocepHex razax, ob 0.64

CymmapHele noTepu, 4B 144.38

YPOEEHE CMTHANA Ha EX0AE NpHeMHuka, nBBT 3730

3anac Ha 3amupaHuAa, ob 37.61

CocTaBnAwMHe HeycTOHYHBOCTH CHIHANa

(xyamnil mecau):

Wz-2a AMPPAKLMOHHEDE 2amupanui, % i} e

W3-3a AaTMOCHEPHOR MHOTONYYEEOCTH, % 0.001861

W3-33 BMMAHKA A0Haed, % 0.022971 -

4 | aw

PGSYHLTaTH pacdcToOB

Pacuetsl ocHoBaHbl Ha pexkomeHganusx MCD P.530-7, P.526-4, P.676-3, P.838 u "MeTtonuke pacuera
Tpacc aHanorosbix U nuu¢possix PPJI npsmoii Bugumoctu" (HUUP).

3. [lopsiiok BbINOJHEHUS PadOThI
Cucrema IIMAP
IIpoexTupoBanue u ananau3 paaguocereii (IIKMAP)
Bepcus 4.53
TexHonoruu ynpaBlieHUS PaJMOYaCTOTHBIM CHEKTPOM BKJIIOYAIOT B YHUCIIE MPOUYUX CIIEAYIOLINE
3aJ1a4u:

o OIIEHKa JJIEKTPOMarHuTHOM oOcraHoBku (OMO) B mecTtax mpemamnosiaraeMoro pasmemienus POC
U1 000CHOBaHMS PELICHUH O BBLACICHUU MOJIOC, HA3HAYEHUU PAJU0YacTOT U MPUHATHS MEp M0
MOBBIIEHUIO 3(PPEKTUBHOCTH UCHOIB30BAHUS PAJN0OYACTOT, HA OCHOBE ONTHMHU3AINU YaCTOTHBIX
IIPUCBOEHUH, MPOTHO3UPOBAHUS U U3MEPEHMSI TPAHMI] 30H YBEPEHHOTO NIPUEMA;

o aHanu3 aekTpomarHuTHoi copmectumoct IMC POC (BY ycrpoiicT).

Jns perienus ykasanubix 3a1a4 B HII® «SIP» pa3paborana cucrema «IIpoexktupoBanue u aHanusa
paauoceteit» (IIMAP). Ucxonusie nanusie ans pacdyera MO u OMC usmepsroTcst 1 IpOrHO3UPYIOTCS O
BepU(PULIMPOBAHHON METOJMKE, METPOJOrMYecKH aTTecToBaHHO B coorBercTBUM ¢ ['OCT P8.563-96
(CBuperensctBo N 32/037-2002 ot 19.03.2002 rona), B CBSI3U € Y€M UX JOCTOBEPHOCTh rapaHTupyetcs. B
Hactosiee Bpems ['eonndopmarmonnas cucrema (I'MC) TTMAP Bepcun 4.53 HaXOIUTCS B SKCIUTyaTaIlluu
B 52 pernonax Poccuu.

127


http://dsplab.uniyar.ac.ru/map.html

B ok AR | vk s
[ TTS T p——
[ ] T ———" T ———
3 Sy retnrnop B4 e cavms
LI
[T er— ¥
B ol it il i b 5
T it v ar v e 8H
B ol v {0 e g e pri, |

10 Botrcos riivin” de 3 Sr-eTmere D00 ZaTde 000
o & i =
(1] T PR W R———
11 &
14 Crepan e semms B HO A
18 Sapartoia an wTe

1E Pt el

LT

Wurepdeiic mporpammer [TMAP 4.53

I'"C [TMAP no3BossieT pemath CAeAyomne OCHOBHBIC 3aa4H:

MIPOU3BOJIUTH AHATU3 HANIPSPKEHHOCTH JIEKTPOMArHUTHBIX MOJIEH Mepe1aTyiKoB,

BBITOJIHATH PAacdeT KapT HANPSHKEHHOCTH OIS,

CTPOUTH 30HBI YBEPEHHOT'O PaIMOTIpUeMa 1 PaAHOCBS3H,

pacCYUTHIBATH KOJIMYECTBO HACEIICHUS B 30HE YBEPEHHOTO IIpHUEMa,

ananmsuposats OMC POC.
B maker mocTtaBkM BXOIHUT YTWJIMTA JJIsl MaTEMaTHYECKOW OOpaOOTKHM MHOXKECTBA 30H TOKPBITHS,
MO3BOJISIIONIAs, HApUMeEp, CTPOUTh IMepeceueHus, 0ObeIUHEeHHsI 30H U MHoroe apyroe. Kpome toro,
3aKa3yuKy IOCTABISIOTCS 3allOJIHEHHBIC CHpPaBOYHWKU TUIOB POC (Oosiee THICSIYM HAMMEHOBAaHUN),
aHTeHH M KJIAacCOB W3NMy4yeHUil. JlaHHbIE CMpPaBOYHUKU TOCTOSHHO TMOMOJHSIOTCA (DUIBTPYEeMBIMU U3
MHOYKECTBa UICTOYHUKOB JIOCTOBEPHBIMHU CBEJICHHUSIMU.
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BEjurBiu]

Xodercss OTMETHTH TOT (aKT, YTO ITO SAMHCTBEHHBIM MPONU3BOAUTEIH KOTOPHIH MPEIOCTABIII IEMO
— BEpPCUI0 CBOEH MporpaMMbl Juis o3HakKomuieHus. [Iporpamma oOnamaer yAoOHBIM U TOHSTHBIM
uHTEep(dEcoM W TIO3BOJSET BBITIONHATH BCE 3asABICHHBIC JEUCTBHUS, B TMpeAeiiax JOCTYIMHBIX B
JIEMOHCTPALIMOHHON BEPCHUU.

4. Pexomenayemas qureparypa
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1. EBceenxo I'. H. lludposie cucremsl nepenaun: YueodHoe nmocobue. — Pocros-Ha-Jlony: PKCH,
2005. — 100 c.;

2. MaxkoBeeBa M. M., [llnnakos 1O. C., CucteMsbl ¢BsI3H ¢ MOABMKHBIMU 00BEKTaMU: Y4eo.
[Tocobue mist By30B — M.: Paguo u cBsizb, 2002 — 440 c., ui;

3. Mopayxouu JI.I'., CrennanoB A.Il. Cuctemsl paguocsizu. KypcoBoe npoekrupoBanue: Yueo.
nocobue 11t By30B. — M.: Paauo u cBsizp, 1987. — 192c¢.: umn;

4. M. A. bapkyHn, O. P. Xonaceu4 - L{ludpoBbie CUCTEMBI CHHXPOHHOM KOMMYTaluu. -M.: DKo-
Tpenns, 2001.;

5. IlpoekTupoBanue pauopeaeHHbIX JUHUN paMoit BuauMmoct: Mureap Xenne, [lep TopBanbacen
— Bepren: Nera Telecommunications, 1994r. 153c.;

6. Cucrema curnammzanuya OKC Ne7 — M.: Paguo u cBa3e. 2002. 368 c.;

7. CripaBOYHUK 110 paAHOpENeHHbIM cCUCTEMaM; MexXayHapOoaHbIN COI03 AJIEKTPOCBI3H, - bropo
paauocsszu, 1996 r., XKenena;

8. TenexkommyHuKanoHHBIe cucTeMbl U cetu. T1: Yueb. [Tocodue/ Kpyk b. U., [Tomaatononysno B.
H., ysanos B. I1., - U3x. 2-e, ucnp u gom., - HoBocubupck: Cub. npennpusitue «Hayka» PAH, 1998 r.;

9. http://www.kunegin.narod.ru;

10. http://www.micran.ru;

11. http://www.morion.ru;

12. http://www.nec.ru;

13. http://www.nera.com.ru;

14. www.rps2.ru - RPS2: Radio Planning System 2

15. www.loniir.ru — baiikan PPJI

16. dsplab.uniyar.ac.ru — ITMAP 4.53

17. www.ctt-group.ru — DRRL 3.1

Komnbrorepublii npaktukyMm 4. UcciienoBanue 3alMeHHOCTH 0eCIIPOBOAHBIX ceTeil
nepeayM JaHHbIX

1. Hesas padoTsl

OOBekTOM HCceloBaHUs SBIsSIETCS OeCHpOBOJHAs BBICOKO3AIUINEHHAs CeTh Mepefayu
JTaHHBIX. becrpoBoAHAasi BRICOKO3AIIUINIEHHAs CETh Mepefadn JTaHHBIX, paboTaromias Mo CTaHIapTy
802.119g B nuana3zone yactoT 2.4-2.483 I'T. CkopocTh nepeaayn JaHHBIX COCTaBIseT He MeHee 24
Mob6urt/cek, B pacueTe Ha OJHOIrO MoJb30BatTens. B cucreme, obecnieunBaercsi OECIIOBHBIN POYMUHT,
NpUMEHSeTCs HaJleXKHas JABYXCTOPOHHAA ayTeHTH(UKauus, I MUPPOBaHUA IEepeaaBaeMoi Mo
paarokaHany WHGOpPMAWH TpPHUMEHseTcs anroputMm mmdpoBanus AES. B cetm mnpumensiercs
ob6opynoBanue komnannn NETGEAR.

OCHOBHBIMU 33JJa4aMU CETH SIBIISIFOTCSI:

ObecnieueHre pOyMHUHTa HAa TEPPUTOPHH OXBAUEHHOU OECIIPOBOIHON CEThHIO
Onpenenenne 30H NOKPHITHS KaKJOW U3 TOUEK JOCTYyNA U YaCTOTHOE IJIAHUPOBAaHUE
ObecneueHne 3aJaHHOI CKOPOCTH Mepeaavn

Br160p HagexKHBIX METO/ ayTeHTU(DUKAINK U HPpoBaHus Tpaduka

Br160p nporpaMMHO — amnmapaTHOro KOMILIeKca

[IpoBenenne KapTHUPOBAaHUS AT JOCTOBEPHYIO MH(GOPMAIMIO O pa3Mepax 30H IMOKPBITHS
Kax0i u3 touek. Ilpu pa3BepThIBaHMM pajuOKaHa JUIsl MOAKIIOYEHHS YIAJIEHHOro oduca ObuLI
yuTeH TOT (aKkT, 4TO B 3/1aHUU (GUPMBI yXKe pa3BepHyTa OeCpOBO/HAS CETh, ObUIN MPUHATHI MEPHI
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M0 CHIDKGHUIO B3aWMHOTO BIHUSHUS. B ceTw mnpuMmeHsieTcss B3aWMHAs OPUCHTHPOBAaHHAs Ha
nosp3oBatens ayreHtudukanuss EAP-PEAP-MSCHAP V2. Jlns mumdpoBaHus mnepegaBaeMoi 1o
paanokanany wHGoOpMaru npuMeHsercs anroputMm mudposanus AES. Cucrema peann3oBaHa Ha
O0aze oOopymoBanmsi npousBoaumoro ¢upmoir NETGEAR, o0opyaoBaHue TOJHOCTBIO
cootBeTcTBYeT cranaapty 802.11g u obnagaet 1ocTaTouHOM JUTSt peanuzanuu MIPOEKTa
(GYHKIIMOHATBHOCTBIO.

2. KpaTrkue TeopeTu4yeckue cBeleHHsI

becnpoBogusie cetu crangapra 802.11 wmmm  Wi-Fi, npuoGperaror Bce OGOJBIIYIO
HomyJsipHOCTb. B KauecTBe cpeapl meperauu  ucnonbdyercs paauodup. Ilo mepe pasButus
CTaHJapTa YBEJIMYMBAJaCh CKOPOCTb IEpeAayd, COBEPIICHCTBOBAINCH METOAbl  3allUThI
nepeaaBaeMoii nHGopmanuu. Ha cerogHsmHuil JeHb ypoBeHb 3aIIMIICHHOCTH TpaduKa CPaBHUM C
TAaKOBBIM B MPOBOIHBIX ceTsx Ethernet, ommako ckopoctu mepenaun wHGOpPMALUK BCE eIIe
3HAYMTEJIBHO MEHBIIE dYeM B TNpoBoAHbIX ceTsx. Cranmaptel 802.11a/g mnpemocTaBisioT B
pPactopspKeHHE TOJIb30BaTeNIel MOy IYIUIEKCHBIM KaHall ¢ MPOMYCKHOW CIocOOHOCTBhI0 54 MOwuT/C.
OpHako OecTpOBOAHBIE CETH AAPAT IMOJB30BATEISIM MOOMIBHOCTB, ObICTpEe pa3BEepPTHIBAIOTCS U B
HEKOTOPBIX Cllydasix JelieBie. becmpoBOAHbIE CETH pa3BEPTHIBAIOTCA KaK MpPaBHIO TaM Tle HE
HY>KHBI BBICOKHE CKOPOCTH nepenadn (kade, BOK3aJbl, a3pOIOPTHI).

JlanHast paboTa MOCBSIIEHa BOIPOCaM MPOESKTHPOBAHUS OECTIPOBOTHON BBICOKO3AIIUIIIEHHOM
JIOKaJIbHOM CeTH Irepenaun JaHHbIX GupMbl «CTek», B 3a7a4i KOTOPOH BXOJIST:

- OGecnieueHue AOCTyIa COTPYIHUKOB OpraHu3aiuu K pecypcam JIBC

- Opranusanus cBsi3u ¢ yJaJIeHHbIM 0(p1CcOM

- OGecneuenue aoctymna k cetu Internet

Jnst Toro 4roObl HayaTh MPOCKTHPOBAHUE TAKOW CETH, HEOOXOIUMO TPEICTaBUTH €€
CTPYKTYpY, 3adUKCUPOBATh OCHOBHBbIC (DYHKIIMU, PACCMOTPETH CYILECTBYIOIIUE HA CETOAHSIIHUN
JIeHb CTaHJApThl MEepeIaund JAaHHBIX. BBIMOTHUTH MX CPAaBHUTENBHBIN aHAJINU3, KOTOPBINA MO3BOJIUT
OTpeAeNuTh, Kakas M3 PaJuOTEXHOJOTUH MO3BOJHUT MOCTPOUTH AAHHYIO CHUCTEMY ONTHMAJIbHBIM
obpazom. [lng 3TOro HEOOXOaMMO OyneT 3a1aThCsi HEKMMH KaueCTBEHHBIMH TPEOOBAHUSMH K
CUCTeMe. JTO TMO3BOJUT HaM Ha OCHOBE C(HOPMYITHPOBAHHBIX KPUTEPHEB KadyecTBa BHIOpaTh
nporpaMMHoO-anmapatHeii  koMmruiekc. Ha 0aze koTtoporo OyaeT pas3BepHyTa paauoCeTh.
Heo6xoanMo npou3BecTy MIIaHUPOBAHUE Pa3MELEHUs] KOMIIOHEHTOB CUCTEMBI, C TIOCIEAYoLIeH ux
YCTaHOBKOM, a TaKK€ aHaju3 3allMIIEHHOCTH M MPOU3BOIAUTEIBHOCTU CETH, C IPOBEIECHUEM
UCTIBITAHUHN CHCTEMBI. B pe3ynbrare mpOeKTUPOBAHUS MBI MOTYYHM OECIPOBOAHYIO CETh Mepeaadu
JAaHHBIX YAOBIETBOPAIOINLYIO yciaoBusm T3.

Ha3zHaveHue u 001acTh NMPUMEHEHUSA CUCTEMDbI

[Ipoexktupyemas cetb crangapra 802.11g oTHOcHUTCA K Kilaccy OECHpOBOJHBIX ceTeH, T.€. B
Ka4yecTBe Cpebl Mepenaun ucnoib3yercs paaunoddup. Ilepenaua Benercs B quana3oHe 4acToT 2.4
I'Tu. becipoBoaHbie ceTn 00ecreuynBalOT MOOUIBLHOCTH MOJB30BATENI0 UMEIOIIEMY MOPTATUBHBIN
1K, texHonoruu poymusra B cetax 802.11 mo3BosistoT aOOHEHTY MepeMeIaThesl B Mpeienax 30Hbl
o0CHyXMBaHUS U TpPU OTOM COXPAHATH TEKyl[UMe CcoeluHeHus. Bo  MHOrMX KOMMaHMSIX
UCTIONB3YIoTCs Tenedonbl cranaapta 802.11, ux npuMeHeHne AaeT BO3MOXKHOCTh BiajeibliaM 0e3
MOTEPU CBSI3U TEpEeMEIIaTbCs IO 30HE IMOKPBITOM ceThio. Takas CBsSI3b 3HAUUTEIBHO JEIIEBIIE
COTOBOHM, TaKk KakK 3aTparhl CBS3aHbl TOJBKO C NPUOOpPETEHHMEM M HAcTPOHKOHl 00opyaoBaHUS.
Pa3BepThiBaTh OECIPOBOAHBIE CETH 3HAUUTEIHHO OBICTpEE M B HEKOTOPBIX  Clydasx JelleBie, K
TOMY K€ KOH(UTYpaIHio (30HY MOKPHITHS, KOJIMYECTBO TOYEK) MOKHO MEHATh 0€3 3HAUHUTEIIbHBIX
3aTpaT U B KOPOTKOE BpeMs.

OCHOBHBIM Ha3Ha4YeHHEM OECIPOBOAHBIX CeTell, Kak M JIOOBIX ceTeil mepenauyd JaHHBIX,
ABJISIETCS MIPEIOCTABIIEHUE MTOJIH30BATESIM BO3MOKHOCTH OOMEHHBATHCS TAaHHBIMU JIPYT C APYIOM H
npenocrasieHue aoctyna k MHrepHer. He Mano BaKHBIMH XapaKTEpUCTHKAMHU CETH SIBISIOTCS
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CKOpPOCTh MepeAaud M 3aJCpKKUM IpU IEpeJaud IaKeTOB. becnpoBOAHBIE CETH HE MOIYT
MOXBACTAThCA BBICOKUMHM CKOPOCTSMHU TE€pPEIayu. Cern crangapra 802.11¢g mnpennararot
HNOTPEOUTENIO TMONTYAYIUIEKCHBIA KaHAJI ¢ MAaKCHUMAJIbHOM CKOpOCThIO mepenaun 54 Mowut/c. Eciu
IPEANONI0KUTh YTO OJHA TOYKA JOCTyNa OO0CIyKuBaeT 16 KIMEHTOB, TO KaXIOMy H3 HHX
nocranercss mo 3.4 MoOwut/c. 3amepkKu B OECIPOBOAHBIX CETAX HECKOJIBKO OOJbIIe 4YeM B
IPOBOJHBIX, U CHUJIBHO 3aBUCAT OT 3AIIyMJICHHOCTH 3(Hpa, OJAHAKO 3TO HE MEIIAeT YCHEIIHO
nepeaaBaTh roJI0COBON TpauK.

DYyHKUMH CeTH

[lepen HayamoM HPOEKTHUPOBAHUSA CIIEAYET UYETKO OMNPEACTHTh (DYHKIMH MPOEKTHPYEMOM
cetu. B  nanpHelimeM 3TO  MO3BOJUT  IOCTPOUTH  ONTHUMAJbHYIO, C TOYKH 3pEHUS
IPOM3BOIUTENHFHOCTH M 0€30IaCHOCTH CHUCTEMY, YAOBJIETBOPSIOUIYIO MOTPEOHOCTAM OpraHU3aLNH.
['maBHOM QyHKIMENH IPOSKTUPYEMOI CETH SIBJIIETCS MPEAOCTABICHUE COTPYIHUKAM (PUPMBI ToCTya
K pecypcaM JIOKaJbHOM BBIYMCIUTEIBHOW CETH. B KOpHnoparMBHOM CeTH LMPKYIUPYET
KoH(uAeHIManbHass WHGOpMalKs, HYKIAoMascs B 3allUTe, MOITOMY BTOPOM HEMallOBaKHOMN
3amadeil sBiseTcs obOecriedeHrne ee KOoH(UACHIUaTbHOCTH. KOH(UAEHINAIBHOCTh JOCTHTACTCS
IpUMEHEeHHEeM IMU(pPOBaHUS W HAJS)KHOH, MKENaTeJbHO JBYXCTOPOHHEHW ayreHTHU(uKauuend. B
paMKax JaHHOTO MPOEKTa He Tpedyercs mojacyer Tpaduka moTpedICHHOTO MOIh30BATENEM, TaK KaK
9To Oynet nenars nuto3 npoBoanoit LAN. Mtak chopmynupyem OCHOBHBIE (YHKITHH:

[IpenocraBienue q0cTyma K pecypcam KOpIopaTHBHON CETH
3amyTa nepegaBaeMoi o ceTh HHPOPMALUU
Hanexxnas ayrenTuukanus noib3oBaresei

CocTaB ceTH
Wcxons n3 nepedncienHbix PyHKIUH MOKHO yKa3aTh MUHUMAJIbHBIN COCTaB CUCTEMBI:

Knuentckue ycrpoiictBa. bynem mnoHumarbs Jsr00oe  00OpynOBaHUE — I10JIb30BATENS
cootBercTBYytolee cranaapty 802.119. (manpumep IIK miam HOyTOyK ¢ 6€CIIPOBOIHBIMU CETEBBIM
aJ1arTepoM).

VYcerpoiictBo 6ecnipoBogHoro jocryna B JIBC. IlporpamMmHo-anmapaTHbBI KOMILIEKC,
MO3BOJISIONINN TIepeaaBaTh JaHHBIC 0 OECIIPOBOJHOMY KaHATY (TOUYKa JIOCTYTIA).

becnipoBoHOI KOMMyTaTOp, B 3a/laud KOTOPOTO BXOAMUT OOECIEUYEHHUE POYMUHIA MEXIY
TOYKAMHM JIOCTYTIA.

Cucrema ayreHtu¢ukanuu. CucremMa LIEHTPaJIM30BAaHHOIO JOCTyma Ha 0Oas3e cepsepa
RADIUS (Remote Access Dial-In User Service — cepBHC IMCTAHIIMOHHOTO IOJIb30BATEIHCKOTO
JIOCTYTIA).

MeTtoabl HOCTPOEHHUSI COBPEMEHHBIX 0€CIIPOBOIHBIX CeTEH

MOHO BBIICIIHTH TPH OCHOBHBIX BapHaHTa MOCTPOCHUS (TOMOJIOTHIA) OECIIPOBOIHBIX CETEH
craugaprta 802.11:
He3zaBucumeie 6a3zoBbie 30HbI 00cayxuBanus (independent basic service sets, IBSSS).
bazoseie 30HbI 00cTy)kuBaHus (basic service sets, BSSs).
Pacmmpennsie 3061 00cmyxuBanus (extended service sets, ESSS).
30Ha oOciyxuBaHUs (service set) B JaHHOM CJIy4ae — OTO JIOTUYECKH CTPYIITUPOBAHHBIC
ycrpoiictBa. Texnonoruss WLAN oOecneunBaeT 1OCTYH K CETH INyTeM Iepelayd IIHPOKOBe-
IIATEJIbHBIX CUTHAJIOB Yepe3 A(Up Ha HECyIIel B uana3oHe paauodyactoT. [IpuHUMAaroIas CTaHIus
MOJKET TMOJy4aTh CUTHAIBI B JUANa30HE paOdOTHl HECKOJIBKHX Tepemaronux cranmui. [lepenaromas
CTaHIIMsl BHavajie mepenaeT uicHTU(UKaTOp 30HBI oOciyxuBanus (service set identifier, SSID).
CraHius-nprueMHHK ucronb3yeT SSID mus GuiabTpanuy mosydaeMbIX CUTHAIOB U BBIICIEHHUS TOTO,
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KOTOPBIN €1 HYKEH.
He3zaBucumele 6a30Bbie 30HbI 00cmyxuBanus IBSS

IBSS npencrasisier coboii Tpymnmy paboTarommX B COOTBETCTBUU cO cTaHmaptom 802.11
CTaHIIMH, CBSA3BIBAIOIIMXCS HEMOCPEACTBEHHO OJiHA ¢ Apyroi. IBSS Takke Ha3bpIBalOT crnienuanbHOM,
Wik HertaHoBoil (ad-hoc) ceTbro, MOTOMY YTO OHA, MO CYTH, MPEACTABISAECT COOOW MPOCTYIO
onuopanrosyro WLAN. CrennanbHas ceTh, WIM He3aBUCHMas Oa3oBas 30Ha oocmykuBanus (IBSS),
BO3HUKAET, KOTJa OTHEIbHBIC YCTPONCTBA-KIMEHTH (POPMHUPYIOT CaMOMOICPKUBAIOIIYIOCS CETh
0e3 MCIT0IB30BaHUsI OTACIBHOM TOUKH AocTyna (puc. 4.1).

& =&

Pucynok 4.1. Ctpyxkrypa IBSS

/]

[Ipu co3nanuu Takux ceTeil He pa3padbaThIBAIOT Kakue-I100 KapThl MECTa UX pa3BepThIBAHUS
U TpelBapUTElbHbIE IUIaHBl, I[O3TOMY OHH OOBIYHO HEBEJIUKM M HMEIT OTrPaHUYECHHYIO
IPOTSKEHHOCTb, JOCTAaTOYHYIO JUISI IEepeJayd COBMECTHO MCIOJb3YEMbIX JIAaHHBIX IIpU
BO3HUKHOBEHUHM TakoW HEOOXOJUMOCTH. B oTiauume OT BapuaHTa MCIOJIb30BAaHMS PACHIMPEHHOM
30HbI oOciyxuBanusi (ESS), KiIMEHTH HEMOCPEICTBEHHO YCTAHABIMBAIOT COCIUHEHHS IPYr C
JIpyroM, B pe3yibTaTeé Yero CO3/4aeTcsi TOJbKO ojaHa Oa3oBas 30Ha oOciyxuBanus (BSS), He
uMmerouias uHTepgeiica s MOAKIIOUEHUS K POBOJHON JIOKAJIbHON CeTH (T.€. OTCYTCTBYET Kakas-
au0o pacmpenenuTenbHas cUcTeMa, KoTopas HeoOxoauma Juis oobenuHenuss BSS u opranuzanun
takuM oOpazoMm ESS). Ha naHHBI MOMEHT HE CyILECTBYET KaKUX-JIMOO OrOBOPEHHBIX CTaHAAPTOM
OrpaHUYEHUIN Ha KOJIMYECTBO YCTPOMCTB, KOTOPbIE MOTYT BXOJIUTh B OJJHY HE3aBHCUMYIO 0a30BYIO
30Hy oOciyxuBaHus. Ho, MOCKOIBKY KaxJ0€ YCTPOMCTBO SBISETCA KIMEHTOM, 3a4acTylo
ofpeielieHHOe Yucio 4ieHoB IBSS He MoeT CBSA3bIBATHCSA OJMH C JAPYTMM BCIEACTBHE MPOOIEMBI
ckpeitoro y3na (hidden node issue). Hecmorpss Ha 310, B IBSS He cymectByer kakoro-mm6o
MeXaHU3Ma JUIsl peaau3aiuy GyHKIUN PETPAHCIIALUY.

[Tockonpky B IBSS oTcyrcTByeT Touka AOCTyma, paclpeneieHue BpeMeHu (timing) ocy-
IIECTBIIAETCS HELEeHTpaln3oBaHHO. KineHt, HaunHatonmii nepenady B IBSS, 3amaer curnanbHbii
(ero emie Ha3bIBAIOT MasYKOBBIN) MHTEepBas (beacon interval) mist co3gaHusi Habopa MOMEHTOB
BPEMEHH Tepeayu MasukoBoro curHana (set of target beacon transmission time, TBTT). Korna
3aBepuaerca TBTT, kaxnapiil knuent IBSS BemonHseT cnenyromiee:

[TprocranaBnuBaeT Bce HecpaOoraBiMe Taiimepsl 3anepxkku (backoff timer) u3 mpe-
neiaymero TBTT.

Omnpenensier HOBYIO CIy4aiiHYIO 3a/1€PXKKY.

Ecny MasiukoBBIN CUTHAJ TOCTYTAET /10 OKOHYAHUS CIIy4aliHOH 3a/iep>KKH, BO30OHOBIISET
paboTy MPHOCTAHOBIIEHHBIX TaliMepoB 3aaepKKu. Ecnyu HUKakold MasuKOBBIM CUTHaJl HE MOCTYIMAET
JI0 OKOHYAHHWs CIIydyailHOM 3aJep)KKH, MOCHUIAeT MAasyKOBBIM CHUTHAI M BO30OHOBISET paboTy
IIPUOCTAHOBJIEHHBIX TAWMEPOB 3a/IEPIKKH.

Otcrofa BUJHO, UTO paclpeAciieHue BpEMEHH Ul NIEPEJAUYl MassuKOBBIX CUTHAJIOB OCYIIECT-
BJISIETCS B CIIELIMAJIBHBIX CETSAX HE TOUKOM JIOCTyNa U HE KaKUM-TO OJHUM M3 KJIHEHTOB. [Tockombky
TAaKOM CXeMe CBS3UM NpUCYIIa MpobiieMa CKPBITOTO Y37a, BIOJHE BO3MOXKHO, YTO B TEUCHHE
CUTHAJIbHOTO MHTEpBaja OyJeT MepelaHo MHOXKECTBO MassyKOBBIX CUTHAJIOB OT Pa3HbIX KIUEHTOB U
JpyTue KIUEHThI NOJIy4aT MHOXKECTBO MAassUYKOBBIX CHUTHaJIOB. O/IHAKO, CTAaHAAPT BIIOJHE JAOMYCKAeT
TaKyl0 CUTYallMI0 U HUKAKUX PO0JIeM HEe BO3HUKAET, OCKOJIbKY KIMEHTHI 0XKH/IAI0T IIPHEMa TOJIbKO
NEpBOr0 MasYKOBOT'O CUT'HAJIA, OTHOCSIIETOCS K UX COOCTBEHHOMY TalilMepy CIy4ailHOH 3a/1epKKU.
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B masiukoBble curHaibl BCTpoeHa (YHKIUS CHHXPOHH3aLUK TaiiMepa (timer synchronization
function, TSF). Kaxnapiii kueHT cpaBHuBaeT TSF B MasyKkoBOM CHTHaj€ CO CBOMM COOCTBEHHBIM
TaiiMEepOM M, €CIIM MOJIY4YeHHOE 3HAUeHUE OOJIbINe, CYMTACT, YTO YaChl MEPEJAIOIIei CTAaHIIUH UIAYT
ObICTpEE W TOACTPAMBACT CBOW COOCTBEHHBIN TaliMep B COOTBETCTBHH C IOJYYCHHBIM 3HAUCHHCM.
3TO UMeEET ONTOBPEMEHHBIN 2P PEKT CHHXPOHU3ALUHN paOOTHl BCEH HETJIAHOBOW CETH IO KJIMEHTY C
caMbIM OBICTPBIM TaiiMepoM. B OOJbIIMX pacrpele’eHHbIX HEIUIAHOBBIX CETSAX, KOTrJga MHOTHE
KJIMEHTHl HE MOTYT CBS3BIBAaTbCA HAIPSIMYIO, MOXET TOHAJAOOUTHCS HEKOTOPOE BpeMs s
JOCTIHDKEHUS] CHHXPOHHU3AIIUHU BCEX KIIMEHTOB.

bazossie 30HBI 00CTyXuBanus BSS

BSS — at10 rpymnma pabotarouux mo crangapty 802.11 craHiuii, CBI3BIBAIOIINUXCS OJIHA C
npyroi. Texnonorust BSS mpennonaraer Hamuune ocoOOil CTaHIMM, KOTOpas Ha3blBaeTCs TOYKA
noctyta (access point) (puc. 4.2).

(9)

Brixo BO BHELITHIO CETh

Pucynok 4.2. Ctpykrypa BSS
Touka gocTynma — 3TO IEHTPAJIbHBIA MYHKT CBsA3W Ui Bcex cranuumii BSS. Kimentckue
CTaHLIUU HE CBA3BIBAIOTCS HEMOCPEICTBEHHO OJHA C APYrod. BMecTo 3TOro OHM CBSI3BIBAIOTCS C
TOYKOM JOCTYIa, a y’Ke OHa HampapisieT pperdMbl cTaHIMHU-aapecary. Todka JOCTyna MOXKET UMETh
nopT Bocxojsmiero kanana (uplink port), uepe3 kotopsiii BSS nmonkmodaercss k mpoBoIHON ceTn

(manpumep, Bocxonsmui kaHan Ethernet). I[Tostomy BSS wunorma HaseiBaloT MHQGPaCTPYKTYpoOi
BSS.

Pacmmpennsie 30Hb1 00cmyxuBanus ESS

Heckonbko uHdpactpykTyp BSS MoryTr ObITH CO€QMHEHBI Yepe3 UX HHTepdeHchl BOCXO-
nsmiero kanaia. Tam, rae aeiictByet ctangapt 802.11, unrepderic BOCXOAAIIETO KaHaIa COEIUHSET
BSS ¢ pacnpenenutenbroit cucremoit (distribution system, DS). Heckompko BSS, coenmHeHHBIX
MEXIy COOOW depe3 pachpeneuTeNIbHYI0 CUCTEMY, 00pa3yloT pacuIMpeHHYI0 30HY OOCITYy>KHBaHUS
(ESS). Bocxopsiumii kKaHal K pacipeeIUTENbHON CHCTeMe He 00sI3aTelIbHO JJOJDKEH HCIOIb30BaTh
npoBoHOe coenuHeHune. Ha pucynke 4.3 mpencraBieH npumep crpykrypbl ESS. Cnenmdukanms
crangapra 802.11 ocTaBiseT BO3MOXHOCTh peaJIu3alliy 3TOT0 KaHaja B Bujae OecripoBoaHoro. Ho
qame BOCXOISIIME KaHAIBI K pacupeleTUTEIbHON CHCTEME TPEACTaBISIIOT COOOH KaHaIbI
npoBoHou Ethernet.
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BbIX0/1 BO BHEIIIHIOIO CETh

Pucynok 4.3. Ctpykrypa ESS

0030p MexaHM3MOB J10CTYIIA K cpeje

[IpenoTBpaiiieHre KOJUTM3UI SBJISCTCS KJIFOUEBHIM MOMEHTOM JUIsi OSCIIPOBOJIHBIX CETEH,
MIOCKOJIBKY TOCIIEIHUE HE UMEIOT SIBHOTO MEXaHHW3Ma s uxX oOHapyxeHus. Ilpu mcnonbp3oBaHun
texHojoruu CSMA/CA, kou3us OOHApyXHBAaeTCS TOJBKO TMPH HEMOJYYCHHH IEpeaaronei
CTaHIMeH okupaeMoro moarBepxiaeHus. Peanmuzanus texHoisoruu CSMA/CA cranpaprom 802.11
OCYIIECTBIIACTCS MPU HCIOJB30BaHUK pacipeaeieHHon ¢GyHkiun koopaunaiuu (distributed
coordination function, DCF). [lis npenoTBpaimieHuss KOJUIM3WH B CETAX C TOYKOW JOCTyIa
IPEyCMOTPEH OMIMOHATBHBIA MEXaHU3M [EHTpaln30BaHHON (QyHkunu koopaunanuu PCF (Point
Coordination Function).

dyukuusa pacnpeaenenHoi koopaunauuu DCF

Ha mnepBblii B3rIsig OpraHM3oBaTh COBMECTHBIM JIOCTYH K cpele Iepenadd JdaHHBIX
JOCTaTO4YHO TpocTo. s 3TOro HEoOXOAMMO JHUIIb O0ECTIeYNTh, YTOOBI BCE Y3IIBI IEpeaaBalid
JTaHHbIE TOJIBKO TOIJla, KOT/Aa cpela sIBiIsSeTcsl CBOOOJHOM, TO €CTh KOIJa HU OJHMH U3 Y3JI0B HE
NPOM3BOJUT Tiepenavy JaHHbIX. OJHAKO TaKOW MEXaHW3M HEM30€KHO TPUBEICT K KOJUTU3HUSM,
MOCKOJIbKY BEJIMKa BEPOATHOCTh TOTO, YTO JIBa WM 00Jiee Y3JI0B OJTHOBPEMEHHO, MbITAsICh MOTYyYUTh
JOCTYIl K cpelle Tepelavyd JJaHHBIX, pemar, 4To cpeAa CBOOOJHA M HAYHYT OJHOBPEMEHHYIO
nepenayy. MMeHHO TO3TOMY HEOOXOAMMO pa3paboTaTh aIrOPUTM, CHOCOOHBIH CHU3UTH
BEPOSTHOCTh BO3HWKHOBEHHS KOJUIM3UH M B TO JK€ BPEMs TapaHTHPOBAaTh BCEM Y3JIaM CETH
pPaBHONPABHBIN JOCTYI K cpejie Mepeiadn JaHHbIX.

OnHUM W3 BapUaHTOB OPTaHU3AIlMHM TAaKOTO PaBHOIPABHOTO JIOCTyNa K Cpele Iepenadu
JMaHHBIX sBigercss QyHkuus pacrpeneneHHon koopauHauuu (DCF). Orta QyHKuus ocHoBaHa Ha
METO/Ie KOJUIEKTUBHOTO JOCTyIa ¢ OOHapy)KeHHEM HECYIIEH M MEXaHW3MOM H30€XaHWs KOJUTU3UN
(Carrier Sense Multiple Access/Collision Avoidance, CSMA/CA). IIpu Takoit opraHu3aiuy Kaxblit
y3ell, TpeXJe YeM HayaTh Iepeaady, «IIpPOCIYIIMBAET» CpPely, MBITasch OOHAPYKUTh HECYIIUH
CHUTHAJI, ¥ TOJIBKO NPH YCIOBHHM, YTO CpeJa CBOOOAHA, MOXKET HauaTh Mepeavy JaHHbBIX.

OnHako, B 3TOM Ciydae BeJHKa BEPOSTHOCTh BO3HHKHOBEHHS KOJUIM3HIA: KOT/Ia J[BA WA
Oosee y3JI0B CETH OJHOBPEMEHHO (WJIM TOYTH OJHOBPEMEHHO) pellaT, 4To cpela CBOOOAHA, M
HAuHYT TpeAaBarh AaHHbIE. [JIs TOro 4TOOBI CHU3UTH BEPOSTHOCTH BO3HWKHOBEHHS TOJOOHBIX
CUTyalui, wucronb3yercs mexaHusm usbexanus kommmsuii (Collision Avoidance, CA). Cyth
JAHHOTO MEXaHW3Ma 3aKIo4aeTcsi B cleayromeM. Kaxaprii y3enm ceT, yOemuBIIHCH, YTO cpena
cBOOOJHA, MpEeXJe YeM HayaThb Iepenady, BbDKUAAET B TEUCHHE ONPEICNICHHOTO MPOMEKYTKa
BpEMEHHU. JTOT TPOMEXKYTOK SIBIISIETCS CIydallHBIM W CKJIQIBIBACTCS W3 JIBYX COCTaBISIONINX:
oOsizarenbHoro npomexyrtka DIFS (DCF Interframe Space) u BbiOMpaemMoro ciay4aiHbIM 00pa3oM
nmpoMexxyTka oopatHoro orcueta (backoff time). B pesynbpTaTe KaKaplil y3en cetu mepes HadajioM
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nepesavyy BDKUIACT B TCUCHUE CIYIallHOTO IPOMEXKYTKA BPEMEHH, UYTO, €CTECTBEHHO, 3HAUUTEIIHHO
CHI)KAET BEPOSITHOCTh BOSHUKHOBEHMSI KOJUTU3UM, TOCKOJIbKY BEPOSITHOCTh TOTO, YTO J1BA y3ja CETH
OyIyT BEDKUIATH B TEYSHUE OJHOTO U TOTO ke MPOMEKYTKA BPEMEHH, YPE3BBIYAHO MaJIa.

Jy1s TOoro yToOBI rapaHTUPOBATH BCEM Yy3JIaM CETH PaBHOMNPABHBIN JOCTYII K cpejie Iepeiauu
JTAHHBIX, HEOOXOJIMMO COOTBETCTBYIOIIMM O0pa3oM OIPENCIUTh aITOPUTM BHIOOpA JUIMUTEIHLHOCTU
npoMmexxyTka obpatHoro orcueta (backoff time). [IpomexyTok 0OpaTHOTO OTCUETa XOTS U SBIISACTCS
CIIy4aiflHBIM, HO B TO K€ BpeMs ONPEICNSIeTCs Ha OCHOBAHHHM MHOXECTBA HEKOTOPBIX JMCKPETHBIX
IIPOMEKYTKOB BPEMEHHU, TO €CTh, PaBEH LEIOMY YUCIY 3JEMEHTAPHBIX BPEMEHHBIX MPOMEKYTKOB,
Ha3bIBaeMbIX TaiiM-ciotamu (SlotTime). s BEIOOpa MpOMExKyTKa 0OpaTHOTO OTCUETa KaXIbIi y3el
cetu GOpPMHpPYET TaK Ha3biBaeéMoe OKHO KoHKypeHTHoro jgoctymna (Contention Window, CW),
UCTIONB3YIONIeeCs JUISl ONPEICIICHUS KOJIMYECTBA TalM-CIOTOB, B TEYCHHE KOTOPBIX CTaHIIMUS
BbDKHJIANA niepen nepenadeit. @akruyecku okHo CW — 3T0 1uana3oH i BbIOOpa KOJIMYECTBa TalM-
CJIOTOB, MPUYEM MHUHUMAIBHON pa3Mep OkHa ompezaensercs B 31 TallM-cIOT, a MaKCUMAaIbHBII
pasmep — B 1023 Taiim-ciota. I[IpomMexyTok oOpaTHOro OTcuUeTa OMPEASIAeTCsS KaK KOJUYECTBO
TaliM-CJIOTOB, OIIpEeAEIIieMOe UCXO01s U3 pa3mepa okHa CW:

backaff fime=Fandowm CWoy, , W 1 ¥ Slot Tine

KOFI[a y3€1 CCETHU INBITACTCA IMOJYYUTb HJOCTYIlI K CpE€AC IMCpCAadyrd AaHHBIX, TO II0CJIIC
o0s3aTesibHOro mpomexyTka oxkunanus DIFS 3amyckaercs nponenypa oOpaTHOro orcyera, TO €CTb
BKJTIOYAETCSl OOPATHBIN OTCUET CYETYMKA TaM-CIIOTOB HAYMHAs OT BHIOpAHHOTO 3HaueHust okHa CW.
Ecnu B TeueHue Bcero mpoMexyTKa OKUAAHUS Cpefa ocTaBalach CBOOOIHON (CueTdyuk oOpaTHOro
OTCYETa paBEeH HYJII0), TO y3€JI HAaUMHAET [epeaaqy.

ITocne ycnemHoit nepenaun okHo CW ¢dopmupyercs BHOBb. Eciu ke 3a Bpems 0KuJaHUS
nepenady Hadaa Jpyroi ys3ell CeTd, TO 3HaU€HHE CUETYHKAa OOpaTHOr0 OTCYET OCTAHABIMBACTCA U
nepeaaya JaHHbIX OTKiIazbiBaeTcd. Ilocie Toro kak cpena ctaHeT cBOOOJHOM, NaHHBIN y3€l1 CHOBa
HaYMHAET MPOIEeypy 0OpaTHOro OTCYETa, HO YK€ ¢ MEHbIINM pa3MepoMm okHa CW, onpeznernsieMoro
OpeIbIAYIIMM 3HAaYEHUEM CYEeTYMKa OOpaTHOIO OTCUeTa U COOTBETCTBEHHO C MEHBIIMM 3HAUE€HUEM
BpeMeHU oxuanus. [Ipu 3ToM 04eBHIHO, YTO YeM OOJIbIIEee YHCIIO Pa3 y3€l OTKIIABIBACT Mepeaady
[0 MPHUYMHE 3aHATOCTH CPEibl, TEM BBIIIE BEPOSATHOCTh TOIO, YTO B CIEIYIOLIUI pa3 OH MOJYYHT
JOCTYI K Cpeie Nepeiauul JaHHbIX (puc. 4.4).

DIFS DIFS DIFS
Backoff time
Yaen A .F'am | | . ] I | I Crmomeio Eﬂl OrrmoweHn . Frame
Yaan B _]_l]:ﬂ OtnowaHs H Frame | [T
Vaen C [ Frame | Onoweno
| |

TirnesSis
Pucynok 4.4. Peanuzanusi paBHOIPAaBHOTO JI0CTYIA K cpejie nepeaadn gaHHbIX B Metoae DCF

PaccMoTpeHHBIN anropuT™M peanu3aiii KOJJIEKTUBHOTO JTOCTYIA K Cpesie Mnepeavyn JaHHbBIX
rapaHTHUPYEeT PABHOIPABHBIM JOCTYNl BCEX Y3JIOB ceTh K cpene. OQHAKO MpH TaKOM MOAXOME
BEPOSITHOCTh BO3HWKHOBEHHSI KOJUIM3UN XOTS W Maja, HO BCE-TaKu cymecTByeT. [loHSATHO, 4TO
CHU3UTh BEPOATHOCTh BO3HMKHOBEHHUS KOJUIM3UA MOXKHO IYTEM YBEJIMYEHUS MaKCHUMaJbHOTO
pasmepa dpopmupyemoro okaa CW. B To jxe Bpems 3TO yBEIMUUT BPEMEHA 3aJIePKEK MPH Mepenadn
U TEM CaMblM CHM3UT NPOU3BOAMUTENBHOCTH ceTu. Iloaromy B merone DCF nns MuHuMH3anum
KOJUTM3UM HCIOJB3YeTCs CIEAYIOIMA anropuT™. [lociae kakaoro ycmemrHoro mnpuemMa Kaapa
OpUHUMAOIAs CTOpoHa uepe3 KopoTkuii mnpomexxyTok SIFS (Short Interframe Space)
MOATBEPXKJIAET  YCIENMIHBIA  TpHEM, T1OChUIas OTBETHYIO  KBuUTaHimui — kaap ACK
(ACKnowledgement) (puc. 4.5). Ecnu B mpomecce mepenayd AaHHBIX BO3HUKJIA KOJIU3HUSA, TO
nepemaromnias cropona He noiaydaet kaap ACK o6 ycnemHoMm mpueme. B atom ciydae pazmep CW-
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OKHa I MICPCAAOIICro y3ja yBCJIIMYUBACTCA IMOYTH BABOC. TaK, €CIIN 151 HepBOI\/'I nepeaauun pasmMep
OKHa paBeH 31 cinoTy, TO 111 BTOPOM MOMNBITKHA MEPEAAvYH OH YK€ COCTABIISIET 63 ClIOTa, I TPETher
— 127 cnoros, nis yerBepToit — 255, nns nstoit — 511, a st Bcex nocnenyroumx — 1023 cnora. To
eCTh Ul KaxaoH i-i mepenayu (eciiv Bce MpPEbIIyIIMe OKa3aluch OezycrnemHbiMu) pazmep CW-
OKHa YBEJIMYMBAETCS 10 CIEAYIOIIEMY ITPAaBUITY:

CW; =20, +1
Takum 06pa3omM, yBeIHMUueHHE pa3Mepa OKHA IPOUCXOAUT JUHAMUUECKH 10 MEPE POCTA YHCIIA

KOHHHSHﬁ, YTO IIO3BOJIACT, C OHHOﬁ CTOPOHBI, YMCHBIINUTHL BPEMCHHLBIC 3aJCPKKHU H, C I[perﬁ
CTOPOHBI, CHU3UTHb BEPOATHOCTH BOSHUKHOBCHUA KOJIJIU3UH.

DIFS SIFS
OTtnpaBuTens HER Frame

Monyyatenb | - | ACK

PI/ICYHOK 4.5. Kaﬂpm KBUTAHIOHH, OTCHIJIACMBIC B CJIy4ac YCHeHIHOﬁ nepcaauu faHHbIX

I'oBopst 00 anroputme peajau3allMd PaBHOIPABHOIO JOCTyNa K Cpele Iepeiadd JaHHBIX,
HEOOXOJUMO TaKKe€ YYUThIBaThb M pa3Mep Kajpa JaHHbIX. [lefiCTBUTENbHO, €ciu KaJpbl JaHHBIX
OyAyT CIOMILIKOM OOJIBIIMMM, TO IPHU BO3HUKHOBEHUH KOJUIM3MH MpPUIETCS MOBTOPHO IEpe/laBaTh
007b1110M 00BEM MHPOPMALIMK, YTO IPUBEAET K CHUKEHHIO IPOM3BOAUTEIbHOCTU ceTH. Kpome Toro,
npu OOJIBIIOM pa3Mepe KaJpoB JAHHBIX Y3JIbl CETH BBIHY)XJIEHBI IIPOCTAaUBaTh B TEUEHHE JJOBOJIHO
IPOJOKUTEILHOTO BpEMEHH, NPEXK/Ie YEM HadaTh repeiayvy.

B TO ’xe Bpems MCIONb30BaHME KAJApOB JAHHBIX HEOOJBIIOTO pa3Mepa, XOTs U M03BOJIIET
rapaHTUPOBaTh PaBHOINPABHBIA JOCTYN BCEX Y3JIOB K Cpelie NepeJadyd JaHHBIX U MUHHUMHU3HPYET
M3JIEP)KKU TIPU BO3HMKHOBEHMM KOJUIM3UH, HE MOJXKET HE OTPA3UTbCA HETaTUBHO Ha IIOJE3HOM
ceTeBoM Tpaduke. [[eno B TOM, 4TO KaXIblil Kaap HapsAdy ¢ Moje3HoM HMHdopmanuen coaepKuT
UHPOPMALIMIO CIIYy)KeOHYIO (3aroyioBok kazapa). Ilpm yMmeHbIIeHHMM pa3Mepa Kaapa COKpalaercs
BEJIMYMHA MMEHHO IM0JIe3HOW HHQoOpManuu (MOJIb30BAaTENIbCKUX JIaHHBIX), YTO OOYCIIOBIMBAET
nepeaayy Mo CeTH U30BITOYHOIO KOJMUYEeCTBa ciaykeOHoi uHdopmaruu. [TosTomy pasmep kaapa —
3TO CBOETO pojia 30JI0Tasi CepeauHa, OT MPaBHJIBHOIO BHIOOpAa KOTOPOM 3aBUCHUT 3()()EKTUBHOCTH
MCIIOJIb30BaHUs CPE/Ibl NIepelaun JaHHBIX.

PaccMOTpeHHBIN MEXaHU3M PErVIaMEHTUPOBAHUS KOJUIEKTUBHOIO JOCTYIIA K Cpelie Mepeadn
JAHHBIX UMEET OJIHO y3KO€ MECTO — TaK Ha3blBaeMYIO MPOOJIEMY CKPBITHIX y3510B. M3-3a Hammuus
€CTECTBEHHBIX MPEMSTCTBUIM BO3MOXKHA CUTYalusl, KOTJa JIBa y3JIa CETH HE MOTYT «CJBILIATh» APYT
JIpyra HanpsiMyro. Takue y3iibl Ha3bIBalOT CKPBITHIMHU.

Jnsg  Toro 4ToOBl paspemuTh MpodieMy CKpbITHIX y370B, ¢(yHkimus DCF  onunonambHO
IpelycMaTpUBAET BO3MOXKHOCTb HcIoyib30BaHus anroputma RTS/CTS.

Aaroput™m RTS/CTS

B cootBerctBuu ¢ anroputMom RTS/CTS kaxnplii y3en ceru, mepen TeM Kak IOCIaTh
JTaHHbIE B «3(QHp», CHauana OTMPaBIAET CIEUUATbHOE KOPOTKOE COOOIIEHHE, KOTOPOE Ha3bIBaeTCs
RTS (Ready To Send) m o3HauaeT TOTOBHOCTh JAHHOTO y3ja K OTIpaBke daHHBIX. Takoe RTS-
cooO1IeHne COAEPKUT UH(POPMAIIHIO O MTPOAOIDKUTEILHOCTH MPEJICTOAIIECH Mepeadd u 00 ajxpecate
U JIOCTYITHO BCEM y3JIlaM B CETH (€CIIM TOJIBKO OHHM HE€ CKPBITHI OT OTIPaBUTEINSA). DTO MO3BOJSET
JPYTUM y3JaM 3aJepXkaTh Nepefady Ha BpeMs, paBHOE OOBSIBICHHON JIMTEIBHOCTH COOOIICHHUS.
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[Ipuemnas cranmus, nomyuuB curHan RTS, orBewaer noceuikoit curnana CTS (Clear To Send),
CBHJICTEIBCTBYIOIIETO O TOTOBHOCTH CTAHIMHU K mpuemy mHpopmanuu. [locie sToro nepenaromas
CTaHLUS TIOCBUIACT TMAKeT JMJAaHHBIX, a IMpHEeMHas CTaHius JAobkHa nepenatb kaap ACK,
HoATBepXKAatomuil 6e3ommbouynbIi mpreM. [locienoBarenbHOCTh OTHPABKU KaJAPOB MEXIY ABYMS
y3JaMU CETH NTOKa3aHa Ha pucyHke 4.6.

DIFS SIFS SIFS SIFS

Otnpaeutens | _]|_ RTS | | | | Frame

Mony4atens CTs | ACK

Pucynok 4.6. B3aumopneiicTBue Mex1y 1ByMs y3J1aMU CETH B COOTBETCTBUH € AJITOPUTMOM
RTS/CTS

Tenepp paccMOTpPUM CHUTYaIIHMIO, KOT/Ia CETh COCTOMT M3 YeThipex y3io0B: A, B, C u D (puc.
4.4). Ilpenmnonoxkum, 4yto y3en C HaXOIUTCA B 30HE JOCITaeMOCTH TOJIBKO y3na A, y3zen A
HaxoJuTcA B 30He aocaraeMoctd y310B C u B, y3en B HaxoauTces B 30HE 10CATa€MOCTH y3J10B A U
D, a y3en D HaxonuTcss B 30HE AocAraeMocTH TojbKo y3ia B. To ectb B Takoil cetu umerorcs
CKpBITBIE y37bl: y3e1 C cKpbIT OT y3710B B u D, y3en A ckpeit ot y31a D.

B nono6noii cetn anroputm RTS/CTS mo3BossieT cipaBUTHCS ¢ IpoOIeMOi BOSHUKHOBEHUS
KOJUTU3UN, KOTOpas HE PelaeTcsl MOCPEICTBOM PACCMOTPEHHOr0 0a30BOro crocoda opraHu3aluu
koJutektuBHOTO focTymna B DCF. JlelficTBuTensHO, MycTh y3en A TbITaeTCs Nepenath JaHHbe y3i1y B.
Jlna aroro o moceutaer curian RTS, koropslii, momumo y3na B, nonydaer taxke yzen C, HO He
nosyyaeT y3en D. Vien C, nmonyuyuB JaHHBIA cUTHAN, OJOKMpYETCS, TO €CTh IPUOCTAHABIMBAET
IIOTBITKY IIEPElaBaTh CUTHAJ 10 MOMEHTAa OKOHYaHUS Iepefnadn Mexnay ysinamu A u B. Vien B, B
oTBeT Ha nosydeHHbIi curnan RTS, noceaet kaap CTS, kotopslil nonydaroT y3iasl A u D. V3en D,
MOJTyYUB JAHHBINA CUTHAJ, TaK)Ke OJIOKUPYETCsl Ha BpeMs mepeaadn Mexay yznamu A u B.

@ O e o
c A B D
« RTS A
4 CTS N
| DATA A
=
s
]
j=13
o
S F N
C GnokvpoBaH 4 ACK e v

D GnokupoeaH
Pucynok 4.7. Pemenue npo0iaeMbl CKpBITHIX y3710B B anroput™e RTS/CTS

VY amroputma RTS/CTS wumerorcs cBoM NOABOJIHBIE KaMHM, KOTOpBIE B OIPEIEIIEHHBIX
CUTYyallMsiIX MOTYT HPHUBOJUTH K CHIDKEHHIO 3()()EKTUBHOCTUM HCIOJIb30BAaHUS CpPEIbl Iepenadu
naHHbIX. K mpumepy, B HEKOTOPBIX CUTYyalUsX BO3MOYKHO TaKO€ SIBJIEHME, KaK paclpOCTpaHEHUE
3¢ dexTa T0)KHBIX OJIOKUPOBOK y3JI0B, UTO B KOHEYHOM CUYETE MOKET IPUBECTH K CTYIOPY B CETH.
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Paccmotpum, k npumepy, ceTh, oka3aHHyto Ha puc. 4.5. Ilycts y3en B nbitaercs nepenarsb
JaHHble Y311y A, nocbuiasg emy kaap RTS. Ilockonbky 3TOT Kaap mojydaeT Takxke u y3en C, To oH
OJioKHpyeTCcsl Ha BpeMs Iepefaun Mexay ys3inamu A u B. Y3en D, neitasce nepenarb JaHHbIE Y31y
C, moceutaer kanap RTS, Ho mockonbky y3en C 3a0l0OKUpOBaH, TO OH HE IOJy4aeT OTBETAa W
HAuMHAeT MpOoLEeaypy OOpaTHOrO OTCUETa C YBEIMYEHHBIM pa3MepoM OKHAa. B To ke Bpems kaap
RTS, nmocnansbiéi y3mom D, mosydaeT u y3en E, KOTOpbIA, JIOXKHO Tpearosaras, 4To 3a 3TUM
NOCJEayeT CeaHC Iepenadyd JaHHbIX OoT y3nma D kx ysmy C, Onokupyercs. OmHAaKO 3TO JIOKHAsS
OJIOKMPOBKA, MOCKOJBKY peanibHo Mexay y3namu D u C nepenaun Het. bonee toro, ecnu y3zen F
TIOTIBITAETCS TIepeiaTh JaHHbIE JIOKHO 3a0J0kupoBanHOMY y31y E u monuter cBoii kaap RTS, To on
J0XHO 3abmokupyet y3en G.

‘A B!
o<«— @
C.
: .f:noxnp_oaua
T \RTS
=
NoxHasn
6rnokupoBka - . E_ ToxHas
' ® | () 6nokupoBka
F RTS

Pucynok 4.7 - Bo3HUKHOBEHHE JIOKHBIX OJIOKHUPOBOK Y3JI0B CETH

OnucaHHOe SIBICHUE JIOKHOM OJIOKUPOBKHU Y3JI0B MOKET MPUBOAUTH K KPATKOBPEMEHHOMY
CTYyNOpY BCEH CETH.

®parmenrtanus ¢peitma no crangapty 802.11

@parmenranuusa ¢peiima — 310 BbINoJHseMas Ha ypoBHe MAC ¢yHkuus, HazaHaueHUE
KOTOPOH — TOBBICUTh HAAEKHOCTh Ieperaud (QpeiiMoB uepe3 OecrpoBoaHyio cpeny. Iloxg
¢parmeHTanuel noHuMaeTcs IpodiieHne gppeliMa Ha MEHbIINE PparMeHThl U Nepeada Kaxa0ro U3
HUX otaenbHo. Ilpenmonaraercsi, 4TO BEPOATHOCTh YCHEIIHOW MepeJauyd MEHbLIEro (parMeHTa
yepe3 3alryMJieHHYI0 OecrnpoBOoAHYI0 cpeay Beime. [lomydenue kaxaoro (parmenta Qpeiima
HOJTBEPXKIAETCS OTAEIBHO; CIEI0BATENbHO, €CIIU KaKoH-HUOYAb (parMeHT (peiima Oynet nepeaax
C OIMOKON WM BCTYNUT B KOJUIM3MIO, TOJBKO €ro MpHUAETCS IMepeaaBaTh NOBTOPHO, a HE BEChH
¢peiim. DTo yBeInUMBAET MPOIYCKHYIO CIIOCOOHOCTh CPEJIbI.

Pasmep ¢parmenTa MokeT 3ajaBaTh aAMHHHCTpATOp ceTh. PparMeHTallH MOJBEPraroTCs
TOJILKO OfiHOa/ipecHbIe (periMbl. IlIupokoBenarenbHble, UM MHOTOAIpECHBIE, (PpeiiMbl mepeaatoTcs
nenukoM. Kpome Toro, ¢gparmentsl ¢peiima mepenaroTcsi MaKeTOM, C HCIOIb30BAaHHUEM TOJBKO
OJTHOM UTepalnuu MexaHu3ma joctyna k cpene DSF.

XoTs 3a cueT (parMeHTalMd MOXKHO IOBBICUTH HAJEXKHOCTh Iepeaayu (peiimMoB B
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OecCIpOBOIHBIX JIOKANBHBIX ceTsX. OHa MPUBOAUT K YBEIMUYEHHUIO «HAKJIAAHBIX pacxomoB» MAC-
nporokona cranmapra 802.11. Kaxnaeni ¢parmenT ¢pelima Brimodaer uHpoOpMaIuio,
conepskantyrocs B 3arosioBke 802.11 MAC, a takke TpeOyeT mepeaadn cOOTBETCTBYIOMIETO (ppeiima
HOJTBEPXKICHUS. DTO YBEIMYMBACT YUCIO CIYXEOHBIX CHUTHAIOB MAC-TIpOTOKOJNIa M CHHYKAET
pPETbHYIO MPOU3BOJUTEIBHOCTh OCCIPOBOIHON cTaHIMU. DparMeHTanus — 3TO OamaHC MEXTy
HAJIC)KHOCTHIO U HETPOU3BOAUTEIIBHOM 3arpy3K0il CpeIbl.

DOyHKUMUSA HeHTPaau30BaHHOH koopauHanuu PCF

PaccmoTpenHsIit Bolllie MexaHu3M pactpeaeneHHor koopauHaiuu DCF sBrnsercs 6a30BbIM
Ui TpoToKoIoB 802.11 ¥ MOXKET UCTIOIB30BATHCS KaK B OECIIPOBOIHBIX CETAX, (PYHKIIMOHUPYIOLIHX
B pexxume Ad-Hoc, Tak u B ceTsix, pyHKunoHHpyomuxX B pexkume Infrastructure, To ecTh B ceTsX,
UHPPACTPYKTYpa KOTOPHIX BKIIOYAET TOUKY JOCTYIIA.

Opnaxo ans cereit B pexkume Infrastructure Gosiee eCTECTBEHHBIM SIBISIETCS HECKOJIBKO MHOMN
MEXaHU3M  pEerjJaMEeHTUPOBAaHHMS  KOJUICKTHBHOTO  JIOCTyNa, M3BECTHBIM  Kak  (DyHKIHS
nenTpanm3oBanHoil koopauHanuu (Point Coordination Function, PCF). OtMerum, uTto MexaHU3M
PCF sBasieTcst oniuoHaIbHbIM U IPUMEHSETCS TOJIBKO B CETAX C TOUKOW JOCTYTIA.

B cnyuae 3ageiictBoBanus mexanusma PCF oaun u3 y31moB cetu (TOYKa JOCTyMa) SIBISIETCS
HEHTpaJbHBIM W Ha3biBaeTcst neHtpoM koopauHammu (Point Coordinator, PC). Ha uentp
KOOpJMHAIIMM BO3JIAraeTcsl 3ajjadya yNpaBJieHHs] KOJUIEKTHUBHBIM JOCTYIIOM BCEX OCTAJbHBIX Y3JIOB
CeTH K Cpejie NepeJayd JAHHBIX Ha OCHOBE ONPEJEICHHOIO ajJropuTMa OIpoca WM HCXOIS U3
MPUOPUTETOB Y3JIOB CETH. TO €CTh LEHTP KOOPJAMHAIIMK OMPALINBAET BCE Y3JIbl CETH, BHECEHHBIC B
€ro CIIMCOK, U Ha OCHOBAaHUU 3TOr0 ONPOCA OPraHU3YeT Ieperady JaHHBIX MEXIy BCEMH Yy3IaMHu
ceTd. BaxkHO, 4TO TakoW MOAXOJ MOJHOCTHIO MCKIIOYAaeT KOHKYPUPYIOIIUNA JOCTYI K Cpele, KakK B
cnyyae wmexanmdmMa DCF, u pgenmaer HEBO3MOXXHBIM BO3HHMKHOBEHHE KOJUIM3UH, a IS
BPEME3aBUCUMBIX MPHJIOKEHUN rapaHTUPYeT MPUOPHUTETHBIN A0CTyI K cpene. Takum obpazom, PCF
MOJKET UCIOJIb30BaThCs /ISl OPraHU3alMy MPUOPUTETHOTO I0CTYIA K CpeJie Iepeadn JaHHbIX.

OyHKIMS LEHTPATU30BaHHOW KOOpJAMHAIIMM HE OTpULaeT (YHKIMIO pacHpeaeeHHON
KOOpJMHAIIUU, & CKOpEe, JTOMOIHSIET €€, HaKJIaAbIBasCh oBepX. PaKTUUECKH B CETSIX C MEXAHU3MOM
PCF peamusyercs kak mexanusMm PCF, tak m TtpagunuonHelii Mexanusm DCF. B Teuenue
OTIPENIETICHHOTO MPOMEXKyTKa BpeMeHu peanusyercs mexanusm PCF, zarem — DCF, a motom Bce
MOBTOPSIETCS 3aHOBO.

g toro 4troObl MMETh BO3MOXKHOCTh uepenoBarh pexumsl PCF u DCF, neoOxomumo,
YTOOBI TOUKA JOCTYIA, BBIMOIHSAOMAS (QYHKIIUH LIEHTpa KOOPAUHALMY U peanu3ytomias pexxum PCF,
uMena Obl NPUOPUTETHBIM JOCTyNm K cCpefe MepeAayd JAaHHbIX. OJTO MOXHO CJAelaTh, €ClIu
UCIOJIb30BaTh KOHKYPEHTHBIM JOCTYN K cpene nepenaud JaHHbIX (kak U B Merone DCF), Ho s
[IEHTpa KOOPJIMHAIIMK Pa3pelIuTh UCIOIH30BaTh MPOMEXYTOK oxkujanus, MeHbimnii DIFS. B atom
cllyyae e€ciM LEHTpP KOOPAMHALMU TBITAETCS MOJIYUYUTh JIOCTYI K Cpefie, TO OH OXKHUAaeT (Kak U Bce
OCTaJbHbIE Y3JIbl CETH) OKOHYAHHUS TEKYIIeW mnepenauyd M, MOCKOJIbKY JJsi HEro OIpeaensercs
MUHMMAJIbHBIM PEXUM OXUIAHUS TOCIE OOHAPYXKEHUS «TUIIMHBY B 3(Upe, MEpBBIM IMOJIydyaeT
noctyn K cpene. [IpoMexyTok OXuaaHus, ONpeneisieMblid I LeHTpa KOOpAMHALIUY, Ha3bIBAETCS
PIFS (PCF Interframe Space), npuuem SIFS<PIFS<DIFS.

Pexxumbl DCF u PCF 00beIuHSIOTCS B TaK Ha3bIBAEMOM cynepdpeiime, KOTOpbIil oOpasyercs
U3 TPOMEXYTKa OECKOHKYPEHTHOTO JocTyna K cpene, HazsiBaemoro CFP (Contention-Free Period),
U CJIEIYIONIETo 32 HUM NMPOMEKyTKa KOHKypeHTHoro jnocryna k cpeae CP (Contention Period) (puc.

4.8).

CFP cP CFP cP
- - L e | - e ! -
Bascan PCF DCF Beacon PCF DCF
- >
Superframe

Pucynok 4.8. O6wenunenue pexxumoB PCF u DCF B ogHoM cymepdpeiime
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Cynepdpeitm HaunHaeTcs ¢ Kaapa-masdka (beacon), MOTYyYHWB KOTOPBIA BCE Y3JbI CETH
IIPUOCTaHABJIMBAIOT MOIBITKY IIEpEaBaTh JAHHbBIE Ha BpeMs, onpenensemoe nepuoaom CFP. Kaapel
MasyKy HECyT CiIyxeOHyro HHpopMmaiuio o npoaomkurenbHoctd CFP-mpoMexyTka U MOo3BOJISIOT
CHHXPOHHM3UPOBATh Pa0OTy BCEX Y3JIOB CETH.

Bo Bpems pexxuma PCF Touka moctyma ompaimBaeT Bce Y3Jbl CETH O KajapaX, KOTOpbIE CTOAT B
ouepear Ha mepenady, mocbuias UM ciryxeonsie kaapslt CF POLL.

OnpamuBaeMbie y3ibl B OTBeT Ha mnonydeHue kaapoB CF POLL mnoceutaloT mOATBEPKACHUE
CF_ACK. Ecnu noarBepx’AeHUs HE TOJIYY€HO, TO TOUKA JOCTYIa NEPEXOUT K OMPOCY CIEAYIOIIEro
y3ia.

Kpome Toro, uroObl MMETh BO3MOKHOCTH OPraHM30BaTh IMEpelady JaHHBIX MEXIY BCEMH
y3JIaMH CETH, TOYKa JOCTYIa MOKET nepenaBath kaap qaHHbix (DATA) u coBMenath kajap onpoca ¢
nepenaueid gaHHbX (kagp DATA+CF POLL). AHanoru4Ho y3ijibl CETM MOTYT COBMEIIATh KaJpbl
noarBepxkaeHus ¢ nepenaaderd nanubix DATA+CF ACK (puc. 4.7).

JlonyckaroTcs ciieyrolne TUIbl KapoB Bo BpeMst pexxuma PCF:

* DATA — kaap 1aHHBIX

* CF_ACK — kaap noATBepKIeHUS

* CF_POLL — xagp ompoca

* DATA+CF_ACK — KOMOMHUPOBaHHBIN KaJIp NaHHBIX U ITOTBEPIKICHHSI

* DATA+CF_POLL — xoMOMHUPOBAaHHBIN KaJIp JaHHBIX U OIIpoOca

* DATA+CF_ACK+CF_POLL — koMOMHUPOBaHHBIH KaJip JaHHBIX, IIOATBEPKICHUS U OIIpOca
* CF_ACK+CF_POLL — xkoMOMHUPOBaHHBIN KaJIp MOATBEPKIACHHS U OMpOca

CFP (PCF pasmm)

- >
Touka gocTyna Raacon| | Data At ACK+ CF_End+
[4E) Poll & Poll B ACK
Data AP+
Waen A ALK
Data AP
¥aen B
FIFS SIFS SIFS SIFS SIFS SIFS SIFS

Pucynok 4.9. Opranusanus nepeaauu JaHHBIX MEXY y3JaMu ceTH B pesxkxume PCF

du3znueckue YPOBHHM CTAHIAPTOB

OcHoBHOE Ha3HaueHue (pusnueckux ypoBHeu cranmaprta 802.11 — obecrneueHne MexaHu3Ma
OecripoBoHOM mepenaun ans moxypoBHs MAC, a Takxke mojajep)KaHUE BTOPUYHBIX (DYHKIUN
(otreHka coctosiHre O6ecrpoBoaHOM cpebl u coodiienue 00 3 Tom MAC). MAC u PHY He 3aBucuMBI
9TO J1aeT BO3MOXKHOCTh HCIIONIB30BaTh 0o0jiee CKOPOCTHBIE (DU3MUYECKHE YPOBHH, ONHCAHHBIE B
crangaprax 802.11a/b/g.

Kaxnpiii pusznueckuii ypoBeHb CTaHIapTa UMEET JIBa MOIYPOBHSI:

PLCP (Physical Layer Convergence Procedure) — mpormeaypa OmpeaeieHus COCTOSHUS
(bu3NYECKOro YPOBHSA

PMD (Physical Medium Dependent) — moxypoBeHb (pU3NYECKOTO ypOBHS, 3aBUCSIIUH OT
cpezbl mepenayn
Ha pucynke 4.10 mokazaHa Kak 3TH YpPOBHHM COOTHOCSTCS MEXIy COOOH W BBIMIECTOSIIMMHI
YPOBHSIMHU.
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YpoRekbs NPUNoXeHui

YpoBeHs NpeacTasnexui

CeaHcoBblli yposeHb

NopypoBekb LLC TpaHcRopTHbIA ypoBeHb

NoayposeHs MAC CeTeBoih ypoBeHs

KaHansHbii ypoBeHs

DU3NYECKU YPOBEHL

NoayposeHs PLCP

MNoayposens PMD

Pucynok 4.10. Tlogyposuu yposus PHY Monenu B3anmoaeiictBust OTKpoIThIX crctem (OSI)

[TogypoBenr PLCP sBasieTcss ypoBHeM oOecleueHuss B3aMMOJICHCTBHS, Ha KOTOPOM
OCYILECTBIIACTCS MEPEMEIICHUE 3JIEMEHTOB JaHHbIX mporokoaa MAC (MAC protocol data units,
MPDU) mexny MAC — craniusiMu ¢ ucnonib3oBanueM noaypoas PMD, Ha koTopom peanuzyercs
TOT WJIM UHOW METOJ Iepeiadnl U MmprueMa JaHHBIX depe3 OecrnpoBoauyio ceTh. [TogypoBan PLCP u
PMD otnuuarorcsi B pa3HbIX BapuaHTax ctanaapra 802.11.

®uznyeckuil ypoBeHb OeCpoBOIHBIX ceTei cranaapra 802.11

Ucxonusiii cranaapt 802.11 onpeaensier nBa MeTo1a nepeaadu Ha GU3MUECKOM YPOBHE.
»  TexHOJIOTHS paCIIMPEHUS CIIEKTPa IMyTeM CKaukooOpasHoii nmepectpoiiku yactoTsl (FHSS)
. TexHoIOTHA IIUPOKOMOIOCHON MOIYISALMUA C PACIIUPEHHEM CIEKTpa METOAOM MpPsSMOM
nocienosarenbaocTr (DSSS)

O6e TexHoyoruu padboraroT B quanazone 2,4 [T, B KOTOpOM BbIIEJI€HA M0JIOCA MIUPUHOM
82 MI'u 1151 IPOMBINIIICHHOTO, HAYYHOT'O M MEIUIIMHCKOTO TipuMeHeHus (1ISM).

BecrnpoBoiHbIe TOKATBHBIE CETH CO CKAYK000pa3Ho# mepecTpoiikoii yactorsl (FHSS)

becnpoBogubie  nokanbHbie  cetu  FHSS  (Frequency Hopping Spread Spectrum)
HOJ/IEP)KUBAIOT CKOpocTu mnepenaun 1 u 2 Mout/c. Kak cnegyer u3 HaszBanus, ycrpoiictBa FHSS
OCYIIECTBIISIIOT CKauyKOOOpa3HYyl0 TMEpPEeCcCTPOKy 4YacTOThl IO MPEJONpPEeeIEHHON cxeme, Kak
noka3zaHo Ha puc. 4.11. YcrpoiictBa FHSS nensat npeanasnadennyro a1 ux paboTsl HOJIOCY YaCTOT
ot 2,402 no 2,480 I'Tu Ha 79 HemepekpbIBaIOIIMXCS KaHAJIoOB (3TO crpaBeminBo s CeBepHOU
Awmepuku u Oonbiieit yactu EBponst). Illupuna kaxaoro u3 79 kananos cocrasiser 1 MIm.

100 MBT/MI'y, _
M
(o}
ul
H
(o]
C ic
T
b G
/ QQ*}!\
Z
1MBT/MlNy €1 mc
YACTOTA
2,402 1Ty, 2,4831Tuy
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Pucynox 4.11. IIpumep ckaukooOpa3HOil MEPECTPONKH YaCTOTHI

[TocnenoBarenbHOCTh MEPECTPONKH YAaCTOTHl HMMEET CIEAYIOIIHe MapaMeTpbl: YacToTa
MEPECKOKOB HE MeHee 2,5 pa3 B CEKYHIy, KaK MUHUMYM MEXAy 6-10 KaHaimamu. YToObl u30exarh
KOJUTM3UNA MEXAy MEePeKpPhIBAIONIMMUCS 30HAMU  MOKPBITHS, BO3MOXHBIE MOCIEI0BATEIBLHOCTU
NEPEeCKOKOB pa3OMTHl Ha Tpu Habopa MOCIENIOBATEIbHOCTEH, JUIMHA KOTOPBIX Ui CEBEpHOU
Amepukn wu Oombmieli yactd EBpombl paBHa 26. B Tabmune 4.1 mnpeacTaBiIeHBI CXEMBI
CKa4yK0OOPa3HOM MEePEeCTPOUKH YACTOThI, 00E€CIICYNBAIOIINE MUHUMATHHBIC TICPEKPBITHSIL.

Tabmuma 4.1. CxeMbl CKaYK00Opa3HOM MePEeCTPOUKH YaCTOThI
HaGop wactor  Cxema ckaukooOpa3HO MepecTpOKH YaCTOTHI

1 0,3,6,9,12,15,18,21,24,27,30,33,36,39,42,45,48,51,54,57,60,63,66,69,72,75
2 1,4,7,10,13,16,19,22,25,28,31,34,37,40,43,46,49,52,55,58,61,64,67,70,7376
3 2,5,8,11,14,17,20,23,26,29,32,35,38,41,44,47,50,53,56,59,62,65,68,71,72,77

[Tocne Toro kak yposenb MAC mnponyckaer MAC — ¢peiiM, KOTOpBI B JOKaJIbHBIX
OecripoBo/iHBIX ceTsix uMeeT HazBanue PSDU (cokpamenue ot PLCP service data unit), nogypoBeHs
PLCP noGaBinsier aBa moJjsi B Hayano ¢peiima, yTodsl chopMupoBaTh TakuM oodpazom ¢peiim PPDU
(onemenT manubix mpotokonma PLCP). Ho pucynke 4.12 mpencraBmen ¢opmar ¢peiima FHSS
nonypoBusi PLCP.

MNpeambyna PLCP 3aronosok PLCP
Sync SFD | PLW| PSF| HEC | MAC-Gpeiim
{PSDU)
80 6ur 166uT 126uT 46uT 16 6BuT

Pucynok 4.12. ®opmar ¢peiima FHSS nogyposus PLCP

[Tpeambyna PLCP coctouT U3 aByx noamnosiei:

[Toxmosre Sync pasmepom 80 Out. Crpoka, cocrtosmiasi w3 uepenyromuxces 0 u 1,
HauWHAeTCs ¢ Hyms. [IpueMHast CTaHIUs UCTIOIB3YET ATO T0JIe, YTOOBI MPHHATH PEIIEHHE O BBIOOpE
AQHTEHHBI TIPH HAJIMYMH TaKOW BO3MOXKHOCTH, OTKOPPEKTHPOBaTh yxon yactotsl (frequency offset) u
CHHXPOHU3UPOBATH pacipesieiicHue naketos (packet timing).

[Moanone ¢nara Havanma ¢peiima (start of frame delimiter, SFD) pa3mepom 16 Owur.
Cocroutr u3 cnemuduueckoir crpoku (0000 1100 1011 1101, xpaiinuii cineBa OWUT TeEpBbIii),
NPUMEHSETCS ISl CHHXPOHHU3AIUU PPEeHMOB B IPUEMHOMN CTAHIIHH.

3aronoBok ¢peiima PLCP cocTout u3 Tpex moamnosnei

PSDU Length Word (PLW) - cioBo muHbI ciykeOHOTo 35emMenTa aanusix PLCP (PSDU),
ykasbIBaeT pasmep pperima MAC B okTeTax.

CurnaneHoe mone PLCP (signaling field PLCP, PSF) pasmepom 4 Outa. YKa3biBaeT
CKOpOCTB Tepe/iaun JaHHBIX KOHKPETHOTO (peiima.

[Tonyposens PLCP mpeoOpasyer ¢peiiM B TIOTOK OWUTOB W IEpeaaeT ero Ha MOAYPOBEHb
PMD. IlomypoBenr PMD texnonorun FHSS momymupyeT MOTOK AaHHBIX C HCHOJb30BAaHUEM
MOJIYJISIIMH, OCHOBAHHOM Ha TayccoBOM mepekiatoueHnn vactor (Gaussian frequency shift keying,
GFSK). Inst ckopoctu 1 M6ut/c MoxyasTop ucnoib3yer ais nepenaun 0 u 1, qBa pa3inuyHbIX IO
4acToTe curuaia puc 4.13.
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Pucynok 4.13. Moaynsmus GFSK

YToOBI OCYIIECTBIATH Mepeiady co CKOpocThio 2 MoOut/c ucnonb3yercs moxyisiiusa 4GFSK, B
3TOM ciy4ae 2 OuTa MOIYJIUPYIOT CUTHAJ OAHOBPEMEHHO. J{JIs peamu3aiy 3Toro MeToia TpedyeTcs
YeThIpe pa3InYHbIE YacTOThI, B Tabiuie 4.2 mpejacTaBieHa KapTa MpeoOpa3oBaHUs CHMBOJIOB B
4acToTy.

Tabnuma 4.2. Kapra npeoOpa3oBaHus CUMBOJIOB B 4acTOTy nipu Moaysiuuu 4GFSK

CumBon Yacrora
01 fo+fa1
11 o +fyo
01 fo-fq1
00 fe- fa

OCHOBHBIE HETOCTATKH PACCMaTPUBAEMOTO METOIA:
He BpIcOKast ckopocTh nepefaun (Makcumym 2 MouT/c)
Her crannapTu3MpoBaHHBIX MEXaHHU3MOB KOTOpble Obl TO3BOJISUI HMCKJIIOYaTh Te
YaCTOTHBIE KaHAJbI, HA KOTOPBIX IIOMEXH OCOOEHHO OIIYTHMEI
Her MexaHM3Ma  CHHXpOHM3AallMM  WJIM  KOOPJHMHALMM  IOCJIEIOBaTEIbHOCTEH
NEepeKIIOUYEeHUsT  4YacTOThl  JUISL  COCEACTBYIOIIMX TOUYeK JocTynma. B cieactBum — 4ero
MIOCJIEIOBATEIBFHOCTH NEPEKITIOUYEHUI COCETHIX TOYEK JJOCTYIA MOTYT ITEePEKPhIBAIOTCS.
BecnpoBoaHble JT0KAIbHbIE CeTH, HCIOJIb3YIOLIHE IHPOKONOJOCHYI0 Moayasinuio DSSS
¢ pacuiMpeHHeM CIeKTPa MeTO0M NMPSMO¥i MOC/Ie0BATEIbHOCTH
Kak Obuto ykazano B cranzgapre 802.11 paspaborku 1997 roma, texnomoruss DSSS
NOJIEP)KUBAaET cKopocth mepemadn | m 2 MoOwut/c. becnpoBognble nokampHble cetd DSSS
UCIIONB3YIOT KaHanbl mupuHoM 22 MI'n. Kananel mmpunoi 22 MI'l nmo3BoiiOT co3faTh B
nuanasone 2,4—2.483 I'T1 Tpu He nepeKphIBAIOIINXCS KaHala TepeaadH.
Amnanoruuno nogypoBHio PLCP, ucnonszyemomy B texHonorun FHSS, mogyposens PLCP
texnonorun DSSS cranmapra 802.11 noGasnsier nBa mons Bo ¢peitm MAC, utolsl copmupoBath
PPDU: mpeam6yny PLCP u 3aronosok PLCP. ®opmar ¢peiimMa npeacraBieH Ha pucyHke 4.14.

Mpeambyna PLCP 3aronosok PLCP

Sync SFD | Signal | Service | Length | CRC MAC-dpeiim

128 61t 16 6ur 8 6ur 8 6ur 166ur 16 6ur

Pucynok 4.14. ®opmar ¢peiima DSSS PPDU crannapra 802.11

IIpeam6yna PLCP cocTouT u3 1ByX nozmnonen
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[Moamone Sync mwmpuHoi 128 OuT, mpeacrapisioniee co00i CTPOKY, COCTOSIIYIO H3
eAMHMUIIL. 3a]1a4a 3TOTO MOJII — 00ECIEeUYNTh CHHXPOHU3ALUIO JIIsl IPUEMHON CTaHINH

[Moxmone SFD mmpunoit 16 6ut, comepxut crnenuduaeckyto crpoky O0xF3AO;
obecreunBaeT TAUMHUHT JUIsl IPUEMHOU CTaHLIUU

3aronoBok PLCP coctout u3 yetbipex moamnosiei
[Moamosne Signal mupuHoit 8 OUT, yKa3bIBaE€T THUI MOIYJISIIIUKA M CKOPOCTh Mepeaadn
JTaHHoTO (hperima
[Toxnone Service mupuHoii 8 OUT, 3ape3ePBUPOBAHO
[Moamone Length mmpunoli 16 OuWT, yKa3plBaeT KOJIMYECTBO MHKPOCCKYHH (U3
nuarnasona 16 — 2'°-1), Heo6xoaumoe s nepenaun yactu MAC ¢dpeiima

[Tonyposens PLCP mpeobpa3zyer ¢peiiM B MOTOK OUTOB U MepeaaeT NaHHbIC Ha MOJTYPOBEHb
PMD. Becy PPDU mipoxoauT uepe3 mporecc CKpeMOJIUPOBaHUS € 1EIbI0 PAaHAOMU3AIINN JTAHHBIX.
CkpemOmmupoBannast nmpeambyma PLCP Bcerma mepemaercs co ckopocteio 1 MOut/c, B TO
BpeMs Kak ckpemOiupoBaHHbIi ppeiim MPDU nepenaercs co cKOpOCThIO, YKa3aHHOW B TIOJIIOJE
Signal. ITogyposens PMD Moaynupyer OTAEACHHBIH MOTOK OMTOB, UCIIONIB3YS CIICIYIONHNE METOIbI
MO/TYJISIIIAH.
. JlBonuHasi oTHocuTenbHas (asoBas manumyisiius (differential binary phase shift keying,
DBPSK) nns ckopoctu nepegaun 1 Mout/c
. KBanparypuas ¢aszoBas manunymsuus (quadrature phase shift key, QPSK) mnst ckopoctu
nepeaaun 2 Mout/c

Texuonozcuu pacuiupernus cnekmpa

IIpu merome DSSS kaxkapiii mHGOpPMAIMOHHBIA CHMBOJ MpeAcTaBiseTcs 11-pa3psaHbiM
kogoM bapkepa Buzma 11100010010. Konbel Bapkepa o0najnaroT HamIydlIMMU CPEOu H3BECTHBIX
TICEBJIOCITYYaHBIX IOCIICAOBATEILHOCTEH CBOWCTBAMH IIYMOIOJOOHOCTH, YTO ¥ OOYCIOBUJIO HX
NpUMEHEHHE B anmaparype OecrpoBOIHBIX ceTel. J{iIst mepenaun eIMHUYHOTO U HYJIEBOTO CHMBOJIOB
COOOIIEHUS UCTIONB3YIOTCSI MHBEPCHAS U MpsMast OCIe10BaTeIbHOCTH COOTBETCTBEHHO.

0 |

| ]

XOR

| Gur panmenx

_TI_I_I_I_I_I__I_LI_LI_

1110001001 000011101101

1110001001011 100010010 [Npanas Husepenas
NOCHEI0BATEALHOCTE  IOCIEN0BATEILHOCTE
11-aunosas baprepa Baprepa
NOCHSAOBATENEHOCTE
Baprepa

Pucynoxk 4.15 Pacimpenne ciekTpa mo texronorun DSSS

JInst MOmynsAUM HECylero KojeOaHWsS B 3TOM ClIydae HCHOJIB3YIOTCA YK€ HE HMCXOIHBIC
CHUMBOJBI COOOIIEHHs, a TMpsMble WJIM HWHBEpCHbIE TocuenoBarenbHocTd  bapkepa. Ilpu
ucnonp3oBanuu DSSS mpowncxoaut "pazmazpiBaHne" MOITHOCTH CHTHAJIA B TIOJIOCE YacToT, B 11 pa3
IPEBBIMIAIOIIEH TOJ0CY UCXOAHOTO Y3KOMOJIOCHOTO CUTHAIA. 37eCh ClIeAyeT YIOMSHYTh O TOBOJIbHO
94acTO BCTpEUAIONIeMCs B JIMTEpAaType Te3UCe O TOM, YTO MpH Tepexone K TexHomoruu DSSS
BO3MOXHa paboTa Ha MOHMKEHHBIX MOLTHOCTSX MepelaTunKa. ITO BEPHO TOJIBKO B TOM CMBICIIE, YTO
CHMIXACTCA CICKTpajlbHAasA IUIOTHOCTH MOINHOCTH H3JIy4aeMOro CuUrHajla IIpHu HEN3MEHHOH
U3JTy4aeMol nepeaaTIuKoM MOILTHOCTH.

B npuemMHMKe MOTydeHHBIH CUTHATT CHOBA CKJIA/IBIBACTCS TIO MOJTYJTIO J1Ba ¢ KojoM bapkepa, B
pe3ysibTaTe OH CTAHOBHUTCS Y3KOIOJIOCHBIM, MO3TOMY €ro (WIBTPYIOT B Y3KOM IOJIOCE YacToT,
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paBHOM yIBOEGHHOW cKopocTu mnepenaun. Jlrobas momexa, momajaronias B IOJIOCY HCXOIHOTO
IIMPOKONOJIOCHOTO CHUTHANa, TOcie YMHOXeHus Ha kona bapkepa, HaoOOpoT, cTaHOBUTCS
MIMPOKONOJIOCHOH, MO3TOMY B Y3KYI0 MH(OPMAIMOHHYIO IOJIOCY TOMAAaeT JUIIb 4YacTh MOMEXH,
npuMepHo B 11 pa3 MeHbIIas 10 MOLIHOCTH TTOMEXH, JICUCTBYIOLIEH HA BXOJI€ MpUeMHUKA. | TaBHOM
npo0aemMoii, BO3HHUKAIOIIEH MpH pPEIICHWH STOM 3a/aud, SBISETCS OOEeCleYeHHWEe CHHXPOHU3AIUH
IIpUEMHHUKA 110 NepeaBaeMoMy curtainy. Ha ypoBHe ¢usndeckoro kanaina HeoOX0IMMO 00eCeunTh
CUHXPOHM3AIMIO T0 (a3ze Hecymero kosneOaHWs, TAaKTOBOW yacToTe Koja bapkepa W TakTOBOI
yacToTre coobmeHus. s pemeHus 3Toi 3amadyd mepenaTyuk He peke, yeM oauH pas 3a 100 mc
IIepeNacT ClIeUAIbHBIA CHHXPOCUTHAL.

[Ipumenenne TexHomorun DSSS  mosBomser Takke AddexkTuBHO  OOpPOTHCI €
UHTEPPEPEHIIMOHHON MOMEXOH, BO3HMKAIOWIEH B pe3ylbTaTe OTPAXKEHHS CHUTHAjJa OT CTeH H
MECTHBIX MPEAMETOB, YTO OCOOEHHO aKTYaJlbHO JJISl 3aKPBITHIX TOMEIIECHUH.

JIBouuHasi oTHOCHTeIbHas (pazoBast MmanunyJasinus (DBPSK)

JIaHHBII BUJT MOIYJISIIUN UCIIONIB3YETCS IS Tiepeaun nHpopmaimu co ckopocts 1 Mour/c.
JUIsT MOIyNSIIUU CUHYCOMIALHOTO HECYIIETr0 CUTHAjda WCIOJIb3YeTCsl OTHOCHTENbHAS JBOMYHAS
dazoBas moxymsanus (Differential Binary Phase Shift Key, DBPSK). Ilpu stom koaupoBanue
uH(pOpMAIIMK TIPOUCXOAMWT 3a CUET caABHUTra (pa3pl CHHYCOMAAIBLHOTO CHTHANIA [0 OTHONICHHIO K
OpebIAYIIEMY COCTOSIHMIO CUTHana. JlBowuHas a3oBas MOIYNSIHsS TpeaycMaTpuUBacT [Ba
BO3MOXKHBIX 3HadeHus caura (assl — 0 u m. Torma JIOTMYECKUH HYJIb MOXKET TepeaBaThCs
cuH(a3HbpIM curHaioM (caBur mo ¢ase paBeH (), a eUHHUIIA — CUTHAIOM, KOTOPBIH CIBHUHYT IO
¢daze Ha .

KBanparypuas ¢a3oBasa manunyasius (QPSK)

Jlnst mepeauu JaHHBIX Ha CKOPOCTH 2 MOWT/C HMCHOIB3yeTCs] OTHOCUTENbHAS KBapaTypHas
dazoBas monynsuus (Differential Quadrature Phase Shiftey). [Ipu oTHOcuTenbHOM KBagpaTypHOR
(a3oBoOi MOAYISALIMU CABUT (a3 MOXKET MPUHUMATH YETHIpE pa3inuyHbIX 3HaueHus: 0, m/2, © u 3n/2.
Hcnonb3ys yeTblpe pa3iMyHBIX COCTOSHUS CUTHANa, MOKHO B OJHOM JIUCKPETHOM COCTOSHUH
3aK0/IMPOBATH MOCIIEA0BATENIBHOCTh JIBYX MH(GOPMAIIMOHHBIX OUT (AMOUT) U TEM CaMbIM B J[Ba pasa
HOBBICUTh HH(OPMAIIMOHHYIO CKOpOCTh nepeaaun. Jubury 00 cooTBETCTBYET CIBUT (ha3bl, PABHBII
0; muouty 01 — caBur ¢asbl, paBHbIl 7/2; 1uOutTy 11 — caBur ¢assl, paBHbIil m; 1ubutTy 10 —
caBUr (assbl, paBHbIN 37/2.

B 3axmouenue paccmorpenust pusndeckoro yposHs mporokosia 802.11 ormerum, uTo mpu
UHPOPMALIMOHHOM  ckopocTh 2 MOHUT/C  CKOpPOCTh  CIelOBaHMA  OTACIbHBIX  YMIIOB
MOCJIeIOBAaTEILHOCTH bapkepa ocTaeTcsi mpekHEH, TO eCTh 11x10° unm/c, a ciemoBaTelbHO, He
MEHSIETCSl M LIMPUHA CIIEKTpa Mepe1aBaeMoro CUrHaia.

I'maBHBIM HemocTaTkoM TexHonoruit DSSS n FHSS sBnisiercst Hu3kas ckopocTth mepenaun. Ha
CEeTOJIHSAIIHUHN IeHb TEXHOJIOTUU SBJISIOTCS YCTAPEBIIMMU U HE UCTIONIB3YIOTCS.

dusnveckuii ypoBeHb cereii cranaapra 802.11b

[MosiBuBmmiics B 1999 roxy cranmapt 802.11b permameHTHpOBaN MpaBUiIa HCHIOIH30BAHUS
BbICOKOCKOpocTHOM TexHonorun HR — DSSS, obGecnieunBaromeii ckopocTh mepenadu 5,5 Mowut/c n
11 Mb6urt/c. ns TOCTHXKEHUS TAaKUX CKOPOCTEH MPUMEHSIOCh KOJIMPOBAaHHME C HCIOJIb30BAHHUEM
KOMIUIEMEHTapHBIX KomoB (complementary code keying, CCK) wiu TeXHOJOTMH JBOUYHOTO
NaKeTHOTO cBepTouHoro komuposaHus (packet binary convolution coding, PBCC). B texHonorun
HR-DSSS wucronb3oBanack Ta *e cXxeMa OpraHu3ainuy KaHaioB 4To m DSSS — momoca kanama 22
MI ', 11 kananoB, 3 He nepekpoiBatouxcs, ISM nuanazon 2,4 I'T.

MonypoBens PLCP texnonorun HR-DSSS cranpapra 802.11b
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[TogypoBens PLCP texnomorum HR-DSSS wucnonwsizyer ¢peiimer PPDU  aByx Tumos:
JUIMHHBIA W KopoTkuil. IlpeamOyna u 3arojoBOK IIMHHOTO (¢peliMa Bcerga MNEepeaarTcs co
ckopocThio 1 Mout/c, s obecrieueHrss 0OpaTHONW COBMECTUMOCTH ¢ TexHoJjiorue DSSS. JInmuHHbII
¢dpeiim HR-DSSS nouTn Takoii xe kak B DSSS HO ¢ HeOOMbIIMMH OTIAMYMSIMHU, HAITPABICHHBIMHU Ha
TIOBBIIIICHUS] CKOPOCTH TIEpeaayn:

B noamone Signal mMoryt ObITh yKa3aHbI JOMOJHHUTEIBHBIC CKOPOCTH TEpEIaud JaHHBIX
(0x37 — 5,5 Mowurt/c; 0x6E — 11 Mowut/c)

[Moanone Service onpesenseT paHee 3ape3epBupoBaHHbie OuThI (Tabdmuia 43)

[Moamone Length mo mpexHeMy yka3bIBaeT BpeMs B MHUKPOCEKYHIaX, HEOOXOIUMOE JUIs
nepenaun PSDU

Ta6nuua 4.3. Onpenesenne OUTOB MOAIOA Service

bur HaumenoBanue 3HaueHue
B2  T'eHepartopbl CHHXPOHU3UPOBAHBI 0 = He ceHXpaHMU3UpPOBaHbI, | = 3amaroue
(locked clocks) TeHepaToOpbl YaCTOTHI U CHMBOJIOB
CUHXPOHU3UPOBAHBI
B3 Bwibop moaymsiuu (modulation 0=CCK;1=PBCC
selection)
B7 VYBennueHne JUIMHbI Hcnonw3yercs noanoaeM JIMHbI

Kopotkuii ¢peiim PLCP PPDU o0ecrieunBaer cpeacTtBo Il MHHUMHU3AIMH YHCIIA
CIIy’)K€OHBIX CHUTHAJIOB, BCE €Il¢ MO3BOJSIOMINX, MEPEeJaTuYuKy W TMPHEMHHUKY CBS3aTbCA C JPYT
Ipyrom Hajuieskamum odpazom. Kopotkuii ¢peiim mokaszan Ha pucyHke 5.7. OH UCHOIB3YET Te Ke
3aroJioBoK, npeamOyny u ¢popmat PSDU, Ho 3aronmoBok PLCP mepemaercs Ha ckopoctu 2 Mout/c, B
to Bpems kak PSDU mepenmaercs co ckopocthio 2; 5,5; 11 Mo6ut/c. Kpome Toro ero moarosns
MOIU(DHUIIMPOBAHBI CIISIYIOIUM 00pa3oMm:

upuna nmonst Sync cokpaiena co 128 1o 56 6uToB, OHO MPEACTaBIsAET COOON CTPOKY
COCTOSALLYIO U3 OJHUX HYJIEH.

[Tone SFD mmpuno#t 16 OuT yka3piBaeT Ha Hadano ¢peliMa W Ha HCIOJIb3YeMbIi
3aroJI0BOK (KOPOTKHUM WK JUTUMHHBIN )

Mpeambyna PLCP 3aronoeok PLCP
A A

r ' N

Sync SFD Signal | Service | Length | CRC M"}gb%'?j;w

56 6uT 16 6ut 8 6ur B 6ur 16 But 16 But

Pucynoxk 4.16 Kopotkuit PPDU texnonorun HR-DSSS
Monyssuust CCK Ha noxypoBae PMD crannapra 802.11b

B crannapre IEEE 802.11b ncnomnp3yroTcsi KOMIUIEKCHbIE KOMIUIEMEHTAPHbBIE §-UUITOBBIE
MIOCJICIOBATEIbHOCTH, OMpE/ICICHHbBIC Ha MHOXXECTBE KOMIUIEKCHBIX 3nementoB {1, —1, j, —j}.
OnemenTsl 8-unnoBoir CCK-nocnenoBaTebHOCTH MOTYT NPUHUMATH OJJHO M3 CIEAYIOIIUX BOCHMH
sHauennii: 1, -1, j, -, 1+4j, 1, —1+j, —1-j. OcuoBHoe oramune CCK-mociemoBarenbHOCTEH OT
paccMOTpEeHHBIX paHee KoJoB bapkepa 3akirodaeTcst B TOM, YTO CYLIECTBYET HE CTPOTrO 3a/laHHas
MOCJIEIOBATEILHOCTh, MOCPEICTBOM KOTOPON MOXHO OBLIO KOIUPOBATH JIMOO JOTHYECKUUA HYJIb,
0o eauHHUIly, a Uenblii Habop mocienosarenbHocTed. McenonpzoBanne CCK-komoB mosBossier
KOAUPOBaTh 8§ OUT HA OJUH CUMBOJ IIpH ckopocTu 11 Mo6ut/c u 4 OUT Ha CUMBOJI IPU CKOPOCTH 5,5
Mburt/c.
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Jlnst Toro, yToOBI TMepenaBaTh JAaHHBIE CO CKOPOCTBIO 5,5 MOUWT/C, HY)KHO CrpyNIHpOBATh
CKpPeMOJIMPOBAaHHBIN MOTOK OMTOB B cMBOJIHI 110 4 6uta (b0, b1, b2 u b3). [Tocnennue aa 6ura (b2
u b3) ucnonb3yroTes uist onpeaeacHus 4 MocaeI0BaTeIbHOCTSH KOMIUIEKCHBIX YUIIOB, KaK MTOKa3aHO
B Tabm. 4.1, roe {cl, c2, c3, ¢4, ¢5, c6, c7, c8} mpeACTaBIsAIOT YHIIBI ITOCIEAOBATEILHOCTH.

Taomuua 4.4. IlocnenosarensHocTh ynnos CCK

b2b3 [C1|[C2[c3[calcs[ce[C7|Cs
00 T 123111
00 |11 3141
10 |11 2911]7]1
11 YRR

Ternepb, ¥Mes MOCIEAOBATEILHOCTh YHITOB, ompeaciacHuyo outamu (b2, b3), MoXHO wHc-
nosib30Bath nepebie nBa outa (PO, b1) mns onpenenenust moBopota ¢asbl, OCYIIECTBIAEMOTrO MpU
monynsauuu o merony DQPSK, xoTopslit OyaeT npuMeHeH K MOCiIeq0BaTeIbHOCTH.

Tabmumna 4.5. Ilosoport ¢a3sl npu CCK monynsiuu
00 |0 rpamgycoB
01 (90 rpamycoB
11 |180 rpamycoB
10 |90 rpagycoB

Omnpenenennoe OntaMu BpamieHHe (pa3pl MPUMEHSETCS MO0 OTHOIIEHHIO K 8 KOMITJIEKCHBIM
YHIaM CHUMBOJIA, 3aT€M OCYIIECTBISCTCS MOIYIIALMS HA OAXOIIEH HECYIIIeH YacToTe.

CrnenyeTr uMeTh BBHIY, YTO peub uaer o0 ucnombszoBannu DQPSK, a e QPSK, 1 mosromy
Ipe/CTaBICHHbIE B Tabnuie u3MeHeHus (ha3bl OTCUMTHIBAIOTCA MO OTHOIICHUIO K MPEIbIIYIIEMY
CUMBOJY WJIH, B cilydae nepBoro cuMmBoia PSDU, mo OTHOImIEHHWIO K TOCIETHEMY CHMBOIY
npensiayimero DQPSK cumBona.

Jlnst Toro uToOBI TepeAaBaTh JaHHblE Ha ckopoctd 11 MOut/c, ckpemOmupoBaHHas
NOCJIEI0BATENIbHOCTh OMTOB paz0ouBaeTcs Ha rpynmnsl o 8 6ut. [locnenHue 6 OUTOB BEIOUPAIOT OAHY
MOCJIEIOBATEIbHOCTh, COCTOSIIIIYF0 W3 &8 KOMIUIEKCHBIX YHWIIOB M3 4YHcia 64 BO3MOMXKHBIX
IOCJIEI0BATENbHOCTEH, TMepBble OUTBHI TaK XK€ Kak M JUIs ckopocTH 5,5 MOuTt/c ompenensior
U3MeHeHue (azbl CHMBOJIOB.

JIBou4HOe nakeTHOE cBepTOUYHOE KoaupoBanue PBCC

Wnes  cBepTOyHOro  KOOUpPOBaHUS  3aKilo4yaeTcs B CleAylolieM.  Bxopsmas
HOCJIE0BATENbHOCTh UHPOPMALMOHHBIX OUT MpeolOpa3yeTcsl B CHelHalbHOM CBEPTOUYHOM KOJEpe
TakuM 00pa3oM, YTOOBI KaXKJIOMY BXOAHOMY OMTY COOTBETCTBOBAJO 00Jie€ OJTHOTO BBIXOJIHOTO. To
€CTb CBEPTOYHBII KojAep A00aBISET OINpeNeNeHHYI0 H30BITOUHYI0 HH(POpMAalMI0O K HCXOIHOH
nocieaoBaTenbHOCTU. Ecin, kK npumepy, KakJIoMy BXOJHOMY OUTY COOTBETCTBYET /IBa BBIXOJHBIX,
TO TOBOPSAT O CBEPTOYHOM KOJIMPOBAHUM CO CKOPOCThIO I = 1/2.

JIx000i1 CBEpTOUHBIN KOJIEP CTPOUTCS HA OCHOBE HECKOJBKHX TOCIEIOBATEIIFHO CBA3aHHBIX
3alIOMMHAIONIMX SYE€eK M JIOTHYECKUX DJEMEHTOB, CBS3BIBAIOIIMX OJTHU SYEUKH MEXay COOOM.
KommuecTBo 3alIOMHHAIOIINX AYCCK OMPEACTIACT KOJINICCTBO BO3SMOKHBIX COCTOSTHHUH Kozacpa. ECJ’II/I,
K TIpUMEpY, B CBEPTOYHOM KOJEPE MCIOJIb3YETCs ILIECTh 3allOMUHAIONIMX sU€EK, TO B KOJEpe
XPAaHUTCA I/IH(i)OpMaI_II/ISI 0 MECTH MNpEABIAYHIUX COCTOAHHUAX CHIHalla, a C Y4Y€TOM 3HAYCHHA
BXOJsIIero Oura MOJYyYMM, YTO B TaKOM KOJIEpE€ HCHOJIb3yeTCsl CeMb OUT BXOAHOM
nocieA0BaTenbHOCTU. Takol CBEPTOUHBIN KO/Ep Ha3bIBaeTCs KOAEPOM Ha ceMb cocTostHui (K = 7).
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Bbixonneie OUTHI, (QOpMHpYyeMble B CBEPTOUYHOM KOJEpE, OIPEICNSIOTCS 3HAYCHUSIMHU
BXOJHOrO OMTa M OMTaMM, XpPaHUMBIMH B 3alIOMHUHAIONIMX SYEHKax, TO €CTh 3HAYEHUE KaXI0ro
(dopMHEpyeMOro BHIXOJHOTO OWTa 3aBHCUT HE TOJIBKO OT BXOJSIIET0 MH()OPMAIIMOHHOTO OUTa, HO H
OT HECKOJIbKUX IPEIbIAYIINX OUTOB.

B Texnonorun PBCC ucnonb3yrorcs cBepTOUHbIE KOJepbl Ha ceMb coctossHuil (K = 7) co
CKOpOCThIO 1=1/2. I'1aBHBIM JOCTOMHCTBOM CBEPTOYHBIX KOJEPOB SIBJISETCS MOMEXOYCTOWYMBOCTh
dbopmMHpyeMoii IMH TOCIIEA0BATENFHOCTH. J[e710 B TOM, YTO MPH U30BITOYHOCTH KOJUPOBAHUS JIaXKe
B Cllydae BO3HMKHOBEHHUS OLIMOOK IpuUeMa MCXOJHAas IOCJIelI0BaTEIbHOCTh OUT MOXKET OBITh
6e301mM00YHO BOCCTaHOBIIEHA. J[IsI BOCCTaHOBJIEHUS HCXOAHOM TMOCIIEAOBAaTENBHOCTH OWTOB Ha
CTOpOHE ITPUEMHUKA IpUMeHseTcs ekoaep BurepOu.

Jubut, dopmMHupyeMblii B CBEPTOUHOM KOJEpE, HMCIONB3YeTCs B JalbHEHIIEM B KauecTBE
IIepelaBaeéMoro CUMBOJIA, HO MPEIBAPUTENBHO 3TOT JUOUT mojaBepraercs (a3oBoil MOayIALUH.
[IpyueM B 3aBUCUMOCTH OT CKOPOCTH I€peJauyd BO3MOKHA JIBOMYHAs, KBaJApaTypHas WIH JaKe
BOCBMUIIO3MIIMOHHASA (ha30Bast MOTYJISALIMSL.

MeTton 1makeTHOro CBEPTOYHOIO  KOJUPOBAaHUS  ONLMOHAIBHO IPEAYCMOTPEH  Kak
aTbTEPHATUBHBIN MeETOJ KoaupoBaHusi B mpoTokosie 802.11b Ha ckopocTsx mepemaum 5,5 m 11
Mobwurt/c. Kpome TOro, IMEHHO JaHHBIH PEKUM KOAMPOBAHUS JIET B OCHOBY npoTokoia 802.11b+ —
pacummpenus mpotokona 8§02.11b. Cob6ctBeHHO, mpoTokona 802.11b+ kak TakoBOro opunuanbHO HE
CYLIECTBYET, OJJTHAKO JIAHHOE pacIIMpPEHUE MOJAEP>KAaHO MHOTUMU MPOU3BOAUTEISIMU OECIIPOBOIHBIX
yerpoicTB. B mportokone 802.11b+ npenycMarpuBaeTcs elie oHa CKOPOCTh Mepeiaud JaHHbIX —
22 M6wut/c ¢ ucrionszoBanueM TexHojoruu PBCC.

IIpu cxopoctu nepenauu 5,5 MOut/c 11 Moaynauuu 1ubura, GopMupyeMoro cBepTOUYHbIM

KOJIEpOM, HCIONB3yeTCsl JBOMYHAs (a3oBas MOAYISAUMsA, a mpu ckopoctu 11 Mout/c —
KBajpaTypHas (asoBas Moxaymsauus. Ilpu stom ans ckopoctu 11 MOuT/c B KaXaAOM CHMBOJIE
KOJUPYETCS 1O OJHOMY BXOJHOMY OHUTY M CKOPOCTh IEpeJadyd OUT COOTBETCTBYET CKOPOCTH
nepeAays CUMBOJIOB, a IPHU CKOpocTH 5,5 MOuT/c ckopocTh nepenadyd OUTOB paBHA IOJIOBUHE
CKOpPOCTH IIepelladyll CHUMBOJIOB (IIOCKOJIBKY Ka)X/JOMy BXOJHOMY OHTYy B JIaHHOM Ciyd4ae
COOTBETCTBYET JIBa BBIXOJHBIX cUMBoOJIa). [loaTomy u s ckopoctu 5,5 Mout/c, u nist ckopocti 11
MO6wuT/C cHMBOJIBHAS CKOPOCTH COCTaBIIsET 11X 10° cumBoOIIOB B CEKYH]TY.
s ckopoctu 22 MOUT/C o cpaBHEHHIO € yxke paccMoTpeHHoM Hamu cxemoil PBCC mepenaua
JTaHHBIX UMeeT JBe ocoOeHHocTH. llpexne Bcero, ucnonpdyercss  §8-mo3unMOHHas (a3oBas
monyssiuus (8-PSK), To ects ¢aza curnana MoXeT MPUHUMATh BOCEMb Pa3IMUYHBIX 3HAYEHUH, YTO
MO3BOJIIET B OJJHOM CHMBOJIE€ KOAMpOBaTh yxke 3 o6uta. Kpome Toro, B cxeMy KpoMe CBEpTOYHOTO
Kojepa no0aBiieH MyHKTYpHbI kojep (Puncture). Cmbicn Takoro pemeHus JOBOJBHO IPOCT:
M30BITOYHOCTh CBEPTOYHOTO KOJepa, paBHas 2 (HAa KaX/blil BXOAHOM OUT NPUXOAUTCS JBa
BBIXOJIHBIX ), JOCTATOYHO BBICOKA U MPU ONPEAETICHHBIX YCIOBUAX NOMEXOBOW 0OCTaHOBKH SIBISIETCS
U3JUIIHENH, TO0ATOMY MOKHO YMEHBIIUTh H30BITOYHOCTh, YTOOBI, K NPUMEPY, KAXKIbIM JIBYM
BXOJIHBIM OUTaM COOTBETCTBOBAJIO TPU BBIXOIHBIX.

JlJ1g 3TOr0 MOKHO, KOHEYHO, pa3paboTaTh COOTBETCTBYIOUINI CBEPTOUYHBIN KOJEp, HO JIydllle
N00aBUTh B CXEMY CIEIMAIbHBINA MYHKTYPHBIN KO/EP, KOTOPBIA OyJeT MPOCTO YHUUTOKATh JIUITHHUE
OUTHI.

JlonmycTHM, YTO MyHKTYPHBIA KOAEP yAalseT OAUH OUT U3 KaXK/bIX YEThIPEX BXOAHBIX OMTOB.
Toraa xaXabIM YeThIpEM BXOASIIMM OuTamM OYJET COOTBETCTBOBAaTH TPU BbIXOASIIUX. CKOPOCTh
TaKOTro Kojepa coctanisier 4/3.

Ecnu xe Takoil Kojep UCIOIb3yeTCsl B IIape CO CBEPTOUYHBIM KOAEPOM CO CKOPOCThIO 1/2, TO
o011asi CKOPOCTh KOJAWPOBAHMS COCTaBHUT YyXke 2/3, TO eCThb KaXJIbIM JBYM BXOJHBIM OHTaM Oyner
COOTBETCTBOBATH TPH BBIXOTHBIX.

B 3akmrouenue oOcyxnenus mnpotokona 802.11b/b+ mpuBesem TabIUIly COOTBETCTBHS
MEXJly CKOPOCTSMH Iepeladll U TUIIOM KoaupoBaHus (Tadim. 4.2).
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Tabmuma 4.6. CooTHOLIEHUE MEXKIY CKOPOCTSIMH NIEpeiaud ¥ TUIIOM KOJUPOBAHUS B
crangapre 802.11b

CumBoibHa | KonnyecTs
CxopocTh
CkopocTb nepenays, MeTton sl CKOpOCTh, | O OUT B
Moynsiwst CBEPTOYHOTO
Mowut/c KOJIMPOBAHUS 106 OJIHOM
KOJIMPOBaHUS
CUMBOJI/C | CHMBOJIC
1 | (o6s3arenbHo) | Kom Bapkepa DBPSK - 1 1
2 | (obs3atensHO) | Kon bapkepa DQPSK - 1 2
1,37
(o0s3aTENBHO) CCK DQPSK - 2
55 5
(OTIIIMOHAITLHO) PBCC DBPSK 1/2 11 0,5
1,37
(o0s13aTenbHO) CCK DQPSK - 8
11 5
(OTMIIIMOHATIEHO) PBCC DQPSK 1/2 11 1

du3znyeckuii ypopenb cranaapra 802.11g

Cranpmapr IEEE 802.11g sBnsercs norudeckum mnpojoibkeHuem crangapta 802.11b u
mpeanoyaraeT Iepeaadyy JaHHBIX B TOM JK€ YacTOTHOM Juarna3oHe, HO C 0ojiee BBICOKUMH
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ckopoctsimu. Kpome toro, crannmapt 802.11g momnocteio comectum ¢ 802.11b, To ectp moboe
ycTtpoiictBo 802.11g momkHO moanepkuBaTh padbory c¢ yctporctBamu 802.11b. MakcumanbHas
ckopocTh nepenaun B crangapre 802.11¢g cocranser 54 Mowut/c.

IIpu paszpabotke cranmapra 802.11g paccMarpuBalMCh HECKOJIBKO KOHKYPHPYIOIIHX
TEXHOJOTMIl: METOJ OpTOrOHAIBHOrO 4YacToTHoro pasgeneHuss OFDM, mnpennokeHHbId K
paccMoTpenuio kommanued Intersil, 1 MeToa NBOMYHOrO MaKETHOTO CBEPTOYHOTO KOTUPOBAHUS
PBCC, onmumonansHO peanu3oBaHHbI B cTangapre 802.11b u npeanoxxenusii komnanuend Texas
Instruments. B pe3ynbprare cranmapt 802.11g ocHOBaH Ha KOMIPOMHMCCHOM PEIICHUHU: B Kaue€CTBE
0a3oBbix mnpumeHstorcss TexHoiaorun OFDM u CCK, a onmuoHaabHO HPESyCMOTPEHO
ucnonb3zoBanue Texnongorunu PBCC.

OpToroHajibHOE YaCTOTHOE pa3/ieieHHe KAHAJIOB ¢ MYJIbTHILIEKCHPOBAHUEM

PacnipocTpanenue curHajaoB B OTKPBITOM cpefie, Koeil ABisieTcs paguo3dup, CONPOBOKIAETCS
BO3HHUKHOBEHUEM PA3IMYHOTO poja rnomex. Kimaccuyeckuii mpuMep Takoro poaa momex — 3¢ ¢pexr
MHOI'OJIy4€BOM HMHTEp(QEpPEeHLMN CUTHAJIOB, 3aK/IIOYAIOIIMHCA B TOM, 4YTO B pe3yJbTare
MHOTOKPAaTHBIX OTPaKEHUN curaja OT €CTECTBEHHBIX Iperpaj OJUH U TOT K€ CUTHAJI MOMKET
[OMNAaAaTh B HNPUEMHHUK pazauuHbIMU IyTsMH. Ho momoOHble MmyTH paclnpoCTpaHEHHs UMEIT U
pasHble JUIMHBI, @ TIOTOMY JJISi PAa3JIMYHBIX IyTE€H paclpOoCTpaHEHHs OcClabJieHHe CUTHajda Oyner
HEeoJMHAaKOBbIM. ClieZIoBaTeIbHO, B TOUKE IpUeMa Pe3yJIbTUPYIOIIUN CUTHal MpeJCTaBIsieT coOon
CYNEpIO3UIHI0 (MHTEpPEPEHIINI0) MHOTHX CHTHAJIOB, WMEIOMIMX pa3jIHyHble aMIUTUTYAbl H
CMEILIEHHBIX JIPYT OTHOCUTEIBHO Ipyra IO BPEMEHM, YTO SKBHUBAJIEHTHO CJIOXKEHHMIO CUTHAJIOB C
pa3HbIMU (azamH.

CrencTBreM MHOIOJIy4eBOM MHTEphEPEHINH SBIAETCS CKaXEHHE MPUHUMAEeMOro CUTHaIa.
MHoromny4eBass nHTEp(hEpeHIUsT TpUCyIIa JII0OOMYy THITy CUTHAJIOB, B pe3yJbTaTe WHTEPEepeHIINN
OIpeJIeIeHHbIE YacTOThl CKJIAJbIBAlOTCA CHH(A3HO, YTO NPUBOAUT K YBEJIMYEHHUIO CUTHANA, a
HEKOTOpbIe, HA00OPOT, — MPOTUBO(A3HO, BbI3bIBasI OCIa0IEHNE CUTHAJIA HA IaHHOM 4acToTe.

I'oBopss 0 MHOrosyueBoil uHTepdepeHLnH, BO3HMKAIOIIEH @pu MepeAade CHUTHaJoB,
pa3nuyaoT J1Ba KpallHUX ciydas. B mepBom cilydae MakcuMaibHas 3a7epiKKa MEXAy pa3IndHbIMU
CUTHAJIaMHU He NMPEBOCXOUT BPEMEHHU JUIUTEIBHOCTH OJTHOTO CUMBOJIA M MHTEP(PEPEHIIUS BO3ZHHUKAET
B IIpejiesIaX OJIHOTO NEepeAaBaeMoro cuMBoja. Bo BTOpOM cilyyae MakcHMallbHas 3aJ€piKKa MEXIy
pa3IMYHBIMKM CUTHANaMHU OOJIbIIE JTUTEILHOCTH OJTHOTO CUMBOJA, @ B pe3yibTaTe UHTephepeHINN
CKJIQ/IBIBAIOTCS CHUTHAJbBI, IPEACTABISIOLUINE pa3Hble CUMBOJIBI, U BO3HHMKAeT TaK Ha3blBaeMas
MexcuMBOJIbHast nHTepepenius (Inter Symbol Interference, ISI).

Haubonee oTpunareabHO Ha MCKa)KEHUE CUTHANA BIUSET MEXCHUMBOJIbHAsI UHTEp(hEpEeHIHS.
[TockonpKy CHUMBOJI — 3TO JHUCKPETHOE COCTOSHHME CUTHANIA, XapaKTEPHU3YIOLIeecs 3HAYEHUSIMHU
YacTOThI HECYILIEH, aMIUIUTY/AbI U (a3bl, TO AJIS Pa3IMYHBIX CUMBOJIOB MEHSIOTCS aMILIUTYyaa U (a3a
CHUTHAaJIa, I03TOMY BOCCTAaHOBUTB UCXOHBII CUTHAN KpailHe CI0XKHO.

UroObl 4YaCTUYHO  KOMIEHCHpOBaThb A((PEKT  MHOIOIYy4eBOIO  paclpoCTpaHEHMUs,
UCIIOJIb3YIOTCSl YaCTOTHBIE SKBalal3ephl, OHAKO 110 MEpPE POCTa CKOPOCTHU Iepelauu JaHHbIX JINO0
3a CYeT YBEJIWYEHMsS] CHUMBOJIBHOM CKOpPOCTH, JMOO H3-32 YCIOXKHEHHUS CXEMbl KOAMPOBAaHMS,
3¢ (EeKTUBHOCTh MCIIOJIB30BaHUS HKBATai3epOB Ma1aeT.

[ToaTromy mnpu Oosee BBICOKMX CKOpPOCTSAX IEpelayd MPUMEHSETCS] NPUHLIMIHWAIBHO WHOU
METOJl KOJMWPOBAaHMsI JaHHBIX — OPTOIOHAJBHOE YAaCTOTHOE pa3/ieJI€HHE KAaHAJIOB C
mynpTuIuiekcupoBanuemM (Orthogonal Frequency Division Multiplexing, OFDM). Mnes manHoro
METO/Ia 3aKJIIOYaeTcs B TOM, YTO IMOTOK IEpeaBaeMbIX TAHHBIX PACHpPENeNseTcs M0 MHOXKECTBY
YaCTOTHBIX MOJKAHAJIOB U Iepeaaya BeJeTcs NapaulebHO Ha BCeX ATHX NojkaHanax. [lpu stom
BBICOKAsl CKOPOCTb IE€peJjaul JOCTUTaeTCsl MMEHHO 3a CUET OJHOBPEMEHHOM IepeladyM JaHHBIX 10
BCEM KaHajlaM, a CKOpPOCTb IepeAayd B OTIEIbHOM IOJIKaHaJle MOXET ObIThb U HEBBICOKOH.
[TockonbKy B KaXK0M M3 YaCTOTHBIX MOJKAHAJIOB CKOPOCTb Iepelayd JaHHBIX MOXKHO CIeNaTh He
CJIMIIKOM BBICOKOM, 3TO CO3/1aeT MPeAnoChUIKH Ui 3((HEKTUBHOIO MOJABICHUS MEXCHUMBOJIBHON
UHTEpEPEHIIHH.
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[Ipu 9acTOTHOM pa3/eNeHUU KaHAJIOB HEOOXOAMMO, YTOOBI IIMpPUHA OTIENBHOTO KaHaja
Obl1a, C OJHOW CTOPOHBI, JOCTATOYHO Y3KOHM JJIsi MUHMMM3allMM MCKa)KEHUs CUTHaja B Ipejaenax
OTJENFHOTO KaHala, a C APYrod — JOCTAaTOYHO IIMPOKOH It obecriedueHus: TpedyeMoil CKOpOCTH
nepenaun. Kpome toro, /s 5KOHOMHOTO MCIOJIB30BaHUs BCEH MOJIOCH KaHaja, pa3lensieMoro Ha
MOJIKAHAJIBI, KeNaTeIbHO KaK MOXKHO 0o0Jiee TUIOTHO PacHOJIOKHUTh YaCTOTHBIC MOJAKAHAJBI, HO MPU
3TOM H30€KaTh MEKKaHaJbHOW HHTEephEepeHLH, YTOOBl OOECHEeUnTh IOJIHYK0 HE3aBUCUMOCTD
KaHAJIOB JIPYTr OT JApyra. YacTOTHBIE KaHAJIbl, yIOBJIETBOPSIONINE MEPEYHCICHHBIM TPEOOBAHUSM,
HA3bIBAIOTCS OPTOTOHANBHBIMHU. Hecymiye curHambl BceX YacTOTHBIX IOJKaHAlIOB (a TOYHEe,
(yHKLNY, ONMCHIBAIOIINE 3T CUTHAJIBI) OPTOTOHAIBHBI IPYT APYTY.

BaxxHo, 4TO XOTS caMU 4YacTOTHBIEC MOAKAHAIBI MOTYT YaCTUYHO MEPEKPBIBATh APYT Apyra,
OpPTOTrOHAJILHOCTh HECYIIMX CUTHAJIOB FapaHTHPYET YacCTOTHYIO HE3aBUCUMOCTb KaHAJIOB JAPYr OT
Ipyra, a, CJIeA0BaTeIbHO, U OTCYTCTBUE MEKKaHaIbHOU HHTEephepeniuu (puc. 4.17).

HacTtomHeIe KaHisl

& F Y 4 4

Yacrora, [

PI/ICYHOK 4.17. HpHMep MEPCKPBIBAOIIUXCA YACTOTHBIX KaHAJIOB € OPTOTOHAJIbHBIMH HECYIIUMU

PaccMmoTpeHHbIH cr1oco0 AeneHus IMHUPOKOINOIOCHOTO KaHala Ha OPTOrOHAJbHbIE YaCTOTHbBIE
IIOJIKAHAJIbl HAa3bIBACTCSI OPTOTOHAIBHBIM YAacCTOTHBIM pPAa3JEiICHUEM C MYJIbTUIIIEKCHPOBAHUEM
(OFDM). OpnuM u3 kioyeBblX mpeumyiiectB Metoga OFDM sBisieTcs codeTaHHe BBICOKOM
CKOPOCTH nepeaauu ¢ 3p(EeKTUBHBIM IPOTUBOCTOSSHUEM MHOTOJIy4€BOMY pachpocTpaHeHuto. Ecin
TrOBOpUTh TOYHee, TO cama mno cebe TexHoioruss OFDM He ycTpaHseT MHOIOJIY4€BOTrO
pacnpocTpaHeHUsl, HO CO3/JaeT TMpPEeANOChUIKM [  ycTpaHeHUs 3¢ddexkra MeKCHUMBOIbHON
untepdepenu. Heorbemnemoii gacteio TexHosorun OFDM sBnsercs oxpansbiii nuatepBai (Guard
Interval, Gl) — nukIMYeckoe MOBTOPEHUE OKOHYAHHUS CUMBOJIA, IIPHUCTPAUBACMOE B HaYalle CHMBOJIA

(puc. 4.18).

[uknnyeckoe konuposaHue

GI | Symbol |

Pucynok 4.18. Oxpannbiit uarepsan Gl

OxpaHHBI HMHTEpBaN SBISETCS H30BITOUHON MHGpOpMANUeil U B 3TOM CMBICIE CHHXKAET
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noJie3Hy0 (MHGOPMAIIMOHHYIO) CKOpPOCTh MepeAadyd, HO HMEHHO OH CIY)XKHT 3alllUTOH OT
BO3HUKHOBEHHUSI MEKCHMBOJILHONH MHTEpPEpeHINH. DTa HW30BITOYHAS HHPOpMAIHS T00aBIIETCS K
nepeaBaeMoOMy CUMBOITY B IIEpeIaTYlKe U OTOPAChIBAETCS MPH MPHUEME CUMBOJIA B IPUEMHHKE.

Hanmyme oxpaHHOro WHTEpBajla CO3JaeT BpPEMEHHBIC IMay3bl MEXAY OTACIbHBIMH
CUMBOJAMH, W €CIHM JJIUTEIBHOCTh OXPAaHHOTO HMHTEpBaja MPEBBIMIACT MaKCHMAaJIbHOE BpeMs
3aJlep)KKM CHTHAJIa B pe3yjbTaTe MHOTOJIYYEBOTO pPACIpPOCTPAHEHHS, TO MEKCHUMBOJIBHON
uHTEepepeHIy He Bo3HUKaeT (puc. 4.19).

TMepnmia casemoa Bropofi crsmoce
I o C »l = A © H -
Gl | Symibal 41 ' | ai | Symbal #2
Gl Symbol A1 ' T Symihol #2
Gl | Symbol#1 | G Symbal #2
TFerisom BIYTPEC IR EQ BN G1] NHTEpepeiEg i
! Peraion., ree poosien du
Marxcimamaas ICECHMBNTLIERE [ETepepe A

SHICPRKR e i aroyrornonan (Gl

Pucynoxk 4.19. N36exxanue MeXCUMBOJIbHOW HHTEPPEPEHIINH 32 CUET HCIIOIb30BaAHHS
OXPaHHBIX UHTEPBAJIOB

IIpn ucnonpzoBanuu texHonornn OFDM nnuTenbHOCT OXPAaHHOTO MHTEPBAlla COCTABIISIET
OJIHY YETBEPTYIO JJIUTEIBHOCTH caMOro cuMBoJa. [Ipu 3ToM caM CUMBOJI UMEET JUIUTENbHOCTH 3,2
MKC, a oxpaHHbIi umHTepBal — 0,8 Mkc. Takum o0pa3om, IIUTENTBHOCTH CHUMBOJIA BMECTE C
OXpaHHBIM UHTEPBAJIOM COCTaBIISET 4 MKC.

CxopocTHBIE pe;KUMbI M MeTO/IbI KOIMPOBaHus B NpoTokoJe 802.11g

B mporokone 802.11g mpexycMmoTpena nepenayda Ha ckopoctsx 1, 2, 5,5, 6,9, 11, 12, 18, 22,
24, 33, 36, 48 u 54 MoOwut/c. O6s13aTeNbHBIMU SBISIFOTCS] CKOpOCTH niepenayu 1; 2; 5,5; 6; 11; 12 u 24
Mo6ut/c, a 6onee Bricokue ckopoctu nepemaun (33, 36, 48 u 54 Mout/c) — onmuonanbHbIMU. Kak
y’ke oTmeuanoch, nporokon 802.11g Bxiouaer B cedst MOAMHOXeCTBO MpoTokossl 802.11b.
Texnonorus koguposanusi PBCC onimoHanibHO MOXKET UCIIOJIB30BATHCA Ha CKOpOCTAX 5,5; 11; 22 u
33 Mout/c. Kpome Toro, ogHa W Ta € CKOPOCTb MOKET pPEaTH30BBIBATHCA TPHU Pa3THUHOM
TEXHOJOTMH KoaupoBaHus. COOTHOLIEHHE MEXAY pa3IU4YHBIMU CKOPOCTSAMH TMEepelayud MU
UCTIOJIb3YEMBIMU METOJIaMHU KOJUPOBaHUs 0TOOpaXkeHo B Tadu. 5.7.

['oBOpss O TEXHOJOTMM 4YacTOTHOIO OPTOTOHAIBHOTO pasneneHus kaHaioB OFDM,
IPUMEHSIEMON Ha PA3IMYHBIX CKOPOCTSAX B mporokone 802.11g, Mbpl 10 cMX IOp HE KacalucCh
BOIPOCA O METOJIE MOAYJISILIMU HECYIIETO CUTHAJIA.

[Iepeiinem K pacCMOTPEHHIO METO/I0B MOAYJISILIUU MTPUMEHAEMbIX cTanaapTom 802.11g.

Hamomuro, uro B mporokone 802.11b ans Momynsmuu MCIOJIb30Bajach JHOO JTBOWYHAS
(BDPSK), mu6o xBamparypuas (QDPSK) ortnHocurenpHas (asoBas monynsius. B mpoTokose
802.11g Ha HM3KHX CKOPOCTAX Mepeaadd TaKKe HCIONb3yeTcs (a3zoBas MOAYJSAIUS (TOJIBKO HE
OTHOCHTEIIbHAS), TO €CTh JIBOMYHas M KBajaparypHas ¢azossle moxymsiuuu BPSK un QPSK. Ilpu
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ucnonb3oBanuu BPSK-Monynsamuu B 0JHOM CUMBOJIE KOAMPYETCS] TOIBKO OJUH MH(OPMAIIMOHHBIN
6uT, a ipu ucnoib3oBanuu QPSK-monynsaunn — nBa napopmanuonubix 6uta. Moaynsmuus BPSK
UCTIONB3YETCS ISl Mepefadd JaHHBIX Ha CKopocTsax 6 u 9 Mowut/c, a monynsiuss QPSK — Ha
ckopoctsx 12 u 18 Mowut/c.

s mepenaun Ha Oojiee BBICOKMX CKOPOCTSIX MCIONB3YETCS KBaJpaTypHas aMIUIUTYAHAs
monayssitusas QAM (Quadrature Amplitude Modulation), mpu KoTopoit nH(MOpPMAIUs KOIUPYETCS 32
cueT u3MeHeHHs (a3bl U aMIUTUTYIbI curHana. B mporokone 802.11g ucnonsiyercs Mmoaynsuus 16-
QAM u 64-QAM. B nepBoM cityyae umeercsi 16 pasiMuHbIX COCTOSIHUM CUTHajia, YTO IMO3BOJISET
3akonupoBaTth 4 Oura B OAHOM cuMBosie. Bo BTropom ciydae umeercs yxke 64 BO3MOMKHBIX
COCTOSTHUI CUTHAjia, YTO MO3BOJIAET 3aKOAMPOBATh MOCIEA0BATEIBHOCTh 6 OUT B OJHOM CHMBOJIE.
Monaymsmust 16-QAM npumensiercst Ha ckopocTsix 24 u 36 Mo6ut/c, a moaymsiius 64-QAM — na
ckopocTsx 48 u 54 Mowut/c.

Q 4

° e [P e °
0010) (0110) (1110) (1010)
. e ' @ ®
(0011) (0111) (1111) (1011)
] [l [l | ey
I I I 1 -
-3 -1 1 3 !
[ e T, ® [ ]
{0001) {0101) (1101) {1001}
L] e ., @ ]
(0000) (0100) {1100) (1000)

Pucynoxk 4.20. IIpeacrasnenne curnana npu QAM-16

W3 tabnuupl 4.7 BUAHO YTO MPU OJHOM M TOM K€ THUIIE MOJAYJISALIUHA BO3MOXKHBI PA3JIMUHbIE
cKkopocTu mepefaud.  PaccMoTpuM Kak OHM MosydaroTcsi Ha npumepe moayisiuuu BPSK, mpu
KOTOpPOM CKOpOCTh Tepelaud MJaHHBIX cocTaBisier 6 win 9 MoOut/c. I[lpu wucnonbszoBaHun
texHosorun OFDM wucnonb3yercs CBEpTOYHOE KOAMPOBAHWE C pa3IMYHBIMU IYHKTYPHBIMU
KOZIepaMH, YTO MPHUBOJAUT K PA3IMYHOM CKOPOCTH CBEPTOUYHOIO KOJWMpOBaHUA. B pesynpraTte mnpu
UCIOJIb30BAaHUM OJIHOTO M TOTO K€ TUNAa MOJIYJSAIMM MOTYT IIOJIy4aThCsl pa3Hble 3HAUCHHS
MH(OPMALIMOHHON CKOPOCTH — BCE 3aBHCHUT OT CKOPOCTH CBEPTOYHOro KoaupoBaHus. Tak, mpu
ucnonb3oBaHun BPSK-mopynanumm co CKOpPOCTbIO CBEPTOYHOTO KOJIUpPOBaHMA 1/2 mosyyaem
WH()OPMAIMOHHYIO CKOPOCTh 6 MOUT/C, a TpPH HCIOIL30BAHUHM CBEPTOYHOTO KOJUPOBAHUS CO
cKopocThio 3/4 — 9 Mbwurt/c.

Tabnuia 4.7. CooTHOIIEHNE MEX]Ty CKOPOCTSAMU NEepelau U TUIIOM KOJIMPOBaHUS B
crannapte 802.11¢g

CxopocTts niepenaun (Mo6uT/c) Meroa konupoBaHUs Mopynsus
1 (OTIIMOHAIBLHO) Kon bapkepa DBPSK
2 (ONIMOHATIBHO) Kon Bapkepa DQPSK

55 (o0s13aTenbHO) CCK DQPSK
(OMIIMOHATIBLHO) PBCC DBPSK

6 (o0s13aTenbHO) OFDM BPSK

(ONIMOHANIBEHO) CCK-OFDM BPSK

9 (OIIIMOHATIBLHO) OFDM, CCK-OFDM BPSK
11 (oGs13aTenbHO) CCK DQPSK
(OIIIMOHATIBLHO) PBCC DQPSK

12 (00st3aTenBHHO) OFDM QPSK

(OTMIIIMOHATIEHO) CCK-OFDM QPSK
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18 (o0s13aTenbHO) OFDM, CCK-OFDM QPSK

22 (OTMIIMOHATIBLHO) PBCC DQPSK

24 (o0s13aTenbHO) OFDM 16-QAM
(OMIIMOHATILHO) CCK-OFDM

33 (OIIIMOHAILHO) PBCC

36 (OTIIMOHATILHO) OFDM, CCK-OFDM 16-QAM

48 (OTIIIMOHATILHO) OFDM, CCK-OFDM 16-QAM

54 (OMIIMOHATILHO) OFDM, CCK-OFDM 16-QAM

CranmapT Takke MpeaycMaTpuBaeT NPHUMEHEHUE THOPHIHOrO KoaupoBaHus. Jljisi Toro
YTOOBI MOHATH CYINIHOCTh TOTO TEPMHUHA, BCTIOMHUM, YTO JIFOOOH TeEpenaBaeMblii MMAaKeT JTaHHBIX
COJIEPXKUT 3aroJIOBOK/TIpeamMOyiTy co cly>keOHbIH MH(pOpMalMel 1 moJie TaHHbiX. Korma peys uaer o
nakere B popmare CCK, nmeercs B BHIy, YTO 3arojOBOK U JIaHHBIC KaJpa MepenarTcs B popmaTe
CCK. AmnanornyHo mnpu wucnonb3oBanuu TexHosorud OFDM 3aronoBok Kajapa | JTaHHBIC
nepenatorcss nocpeactsom OFDM-kogupoBanus. [lpu npumenenun texnonorun CCK-OFDM
3aroJioBoK kazapa komupyercs ¢ momompbio CCK-ko7oB, HO camMH JIaHHBIC KaJipa IepeaaroTcs
nocpeactBoM MHOrodactotHoro OFDM-koaupoBanus. Takum oOpaszom, texHomorusi CCK-OFDM
sBisieTcst cBoeoOpasHeiM TuOpuom CCK u OFDM. Texnonorus CCK-OFDM — He enuHCTBEHHAs
ruOpuIHasl TEXHOJIOTHS: TPH HCIOIB30BaHUM NakeTHOro koawposanus PBCC 3aronmoBok kaapa
nepenaetcs ¢ nomoiisio CCK-K010B U TOJIBKO TaHHBIE Kaapa koaupytoTcs nocpeactsom PBCC.

be3onacuocts 0ecipoBoanbix LAN

Tak kak OecrnpoBOJHBIE CETH HCIOJB3YIOT B KauecTBE Cpelbl Mepefadyd paanodgup oHu
0o0JbIIE OCTAJIBHBIX MOJBEP)KEHbl ONACHOCTH, JIIOOOM JKENaroIui MOXKET MOIY4YUTh JOCTYH K
uHpOpMaLlMK [epellaBacMOM 10 paJuoKaHaly. EIMHCTBEHHBIM BapuaHTOM obOecredeHus
KOH(HICHIIMATHLHOCTH U IEIOCTHOCTH MH(OPMAIMH SIBISETCS NPUMEHEHHE CTOHKUX aJIrOPHUTMOB
mu(pOBaHUS U HA/IEKHBIX METOJOB ayTeHTU(UKAMK. B mepBbIX peqakiusax cTaHaapra 3aliuTe, Ha
MO B3rAJ, ObUIO YAEJIEHO HE JOCTaTOYHO BHUMAaHUS, OTCYTCTBOBajla BO3MOXHOCTh
UJCHTU(QHUKAIMK TOJIb30BATENs, IPUMEHsUICA He cToWkui anroputM mudposanus WEP. Onnako ¢
T€X MOpP MHOIO€ MU3MEHWJIOCh, U MO0 MEpe IMOBBIIIEHUSI MPOIMYCKHOW CIIOCOOHOCTH U HaJEKHOCTU
OecIpOBOJIHBIX CEeTel COBEPILICHCTBOBAIMCH M CTaHIApThl oOecrieueHHs ux OezonmacHoctu. WPA u
WPA2 — HoBeillume mpoTOKONBI oOecrieueHHss Oe30macHOCTH  OECHpOBOJHBIX  CETEH,
pa3pabortanHbie Ha ocHoBe cranaapTta IEEE 802.111, — moMoraroT HaJeXHO 3allUTHTh TpapukK B
OecrpoBOJHBIX CETSIX Jake B CUTYyallUsX, HPEIbsIBISIIONIMX IOBBIIIEHHBIE TpeOOBaHUS K
6e3onacHocTH. Ilpu nmpaBUIIbHON HACTPOHWKE CHUCTEMBI C MOAJEPKKOM ITUX CTaHAAPTOB 3aAIIUIICHBI
ropaszio HaJleXHee, YeM IMPEeKHUE PEIICHUs, U UX MOXKHO CMEJIO HCIOJIb30BaTh B KOPIIOPATHBHBIX
cucTeMax CPeIJHEro pasMmepa.

B Tabnuie npuBeneHbl OCHOBHBIE MOJAXObl K OOecTeyeHN0 0€e30MacHOCTH OeCpOBOIHBIX

ceTen.
Tabnuua 4.8. CpaBHeHHE MOJIXOA0B K 00eCTIeYeHNI0 Oe3011aCHOCTH OeCIIPOBOIHBIX ceTei
XapaKTepuCTHKHU WPA WPA2 WEP VPN IPsec
Crporas npoBepka NOUINHHOCTH Ha Ha HET Jla* Jla®
Hanexnoe mmdpoBanue qaHHbBIX Ha Ha HET Ja Ja
IIpo3payHoe MOAKIIFOYEHUE U BOCCTAHOBJIEHUE a Ha a HET Her
MTOAKITFOUEHUS
IIpoBepka NOAIIMHHOCTH MOJIb30BATEIIEH Ha Ha HET Ha HET
[TpoBepka NOIMHHOCTA KOMIIBIOTEPOB Ha Ha Ha Her Ja
3amura TpaduKa Npu IMUPOKOBEIATEIbHON U Ha Ha Ha Ha HET
MHOT0aJIPECHOM TIepeaye
[ToTpeOGHOCTh B JOMOTHUTENBHBIX CETEBBIX I[a3 I[al3 Her I[a4 Her
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YCTpPOMCTBAX
3amura 10cTyma K 0eCrpoBOJHON CETH TOMUMO a Ha a Hert Her
JIOCTYTIA K IMaKeTaM

1 - ecyin He UCTIOB3YETCS MPOBEPKA MOAITUHHOCTH C IIOMOIIBIO 00X KITIOUei

2 - eciad UCHONb3yeTcs NpOBEpKa IMOJJIMHHOCTH C IOMOLIbI CepTU(UKATOB MU 10
npotokoiry Kerberos

3 - Tpebyrorcs cepepbl RADIUS

4 - tpebyrores cuctemsl VPN u cepsepsl RADIUS

PaccmoTpum Oostee noapoOHO KaxIbli U3 OIX0/10B K 00ecledeHUI0 0€30acCHOCTH.

Aaroputm mudpoanus WEP

[TepBas Cnemudukarus cragaapra 802.11 npemycmaTpuBaeT oOecriedeHUe 3aIUThl JaHHBIX
¢ ucnonp3oBanueM ainropurma WEP (Wired Equivalent Protection). Dtor anroputm OcHOBaH Ha
NpUMEHEHUH cuMMeTpudHoro mnotoyHoro mmdpa RC4. Cummerpuunocts RC4 o3navaer, 4To
cornacoBanHble WEP-kmtoun pasmepom 40 wunum 104 OuT cTaTuyHO KOH(PUIYpUPYIOTCS Ha
KIIMEHTCKUX YCTPOMCTBaxX M B TOYkax foctymna. [IpowsBoautenn oOOpyaoBaHHs MpeIararoT ABa
crocoba KOH(GUTYpUpOBaHHs KJroueH, BeaeHue B noie «keyy» n-outanoro HEX uucna wim Gosee
yIOOHBIN C TOUKHU 3pEHUs MOJIb30BATENs CIIOco0, BBeeHUE HeKoTopoit nocienoBatenbHocTH ASCII
CHMBOJIOB KOTOpas B JanbpHeimem Ttpanchopmupyercs B kimod. Anroputm WEP Obu1 BeIOpan
[JIaBHBIM 00pa3oM TOTOMY, 4YTO OH He Tpebyer oObemHbIX BblumcieHuit. WEP — mpocrtoit B
NPUMEHEHUU aJITOPUTM, JUIS 3alIMCH KOTOPOTO B HEKOTOPBIX Ciydasx JocTarodHo 30 cTpok Kona.
Maible HemPOU3BOUTENbHBIE PACXO/Ibl, BOSHUKAIOIINE MIPH IPUMEHEHUH TOTO allfOPUTMA, JIeTa0T
€ro UJeaTbHBIM aJITOPUTMOM HMIM(POBAHUS /IS CTICUATN3UPOBAHHBIX YCTPOUCTB.

Yrobsl wu3bexath mmppoBanus B pexkume ECB (Electronic Code Book - mnpu
UCTIOJIB30BAaHUH 3TOTO PEKUMA OJMH M TOT XK€ OTKPBITHIN TEKCT nocie mmdpoBanus mpeodpazyercs
B OJIMH U TOT K€ 3alIM(POBAHHBIN TEKCT). DTOT (HAKTOp MOTEHIIUAIBHO MPEACTABISAET COO0H yrpo3y
Ui 0€30IacHOCTH, IMOCKOJBKY 3JIOYMBINUICHHUKA MOTYT TOJy4aTh 0O0pasisl 3amu(poBaHHOTO
TEeKCTa W BBIIBUTaTh KaKUe-TO MpPEanoyiokeHus o6 ucxomHom tekcte ), WEP wucnonssyer 24-
paspsiIHBIA  BEKTOp HMHUIIUAIM3AIMKN, KOTOPBIA MOOABIAETCS K KUY Teped BBITOJHECHHEM
o0pabotku mo anroputMy RC4. BekTop WHUIIMANM3AIMH JTOMKEH H3MEHITHCS MO(PEHMOBO BO
n30exxanne Koum3uid. Komi3um Takoro poja MpoOMCXOJAT, KOTAa MCIONB3YIOTCS OJUH M TOT XKe
BEKTOP MHUIIMATU3AIMU U OJIUH U TOT ke WEP-kito4, B pesynbrare yero ans mudpoBanus Gpeiima
UCTIONB3YeTCST ONWH H TOT JK€ KJIFOUYEBOW TOTOK. Takas KOJUIM3HS TPEAOCTaBISET
3II0YMBIIIJICHHUKAM OOJbIITNE BO3MOXKHOCTH MO Pa3raJblBaHUI0 JAHHBIX OTKPBITOTO TEKCTa MyTeM
COIIOCTABJICHUSI TOAOOHBIX 3JeMEHTOB. [IpM HCHOJIB30BAHMM BEKTOpa HHHUITHAIU3AIUMH Ba)KHO
NPeIOTBPAaTUTh TMOAOOHBIA  CIEHApUid, MOA3TOMY BEKTOp WHUIMAIM3AIMU YacTO MEHSIOT.
BoNBIIMHCTBO TIPOW3BOIUTENCH NpeAaraloT MmoppeiMoBble BEKTOPhl MHHUIIMAIM3AIUU B CBOUX
yerpoiictBax misi OecripoBoanHbix LAN. Ha pucynke 4.21 moxazan ¢peiim 3amm@poBaHHBIA ¢
ucnoibs3oBanueM anroputma WEP.
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Pucynok 4.21. ®@peiim, 3ammdpoBannsblii anropurmom WEP

Crnemuduramus craggapra 802.11 Tpebyer, uToObl omumHakoBble WEP-kmoun Obutn
CKOH(HTYpHPOBaHbI KaK Ha KJIIMEHTAX, TaK U Ha YCTPOMUCTBAX, 00pa3yoNuX HHPPACTPYKTYPY CETH.
MOHO OTpenemsITh JO YeThIpeX KIIF0Ye Ha OJJHO YCTPOICTBO, HO OJJHOBPEMEHHO JUISl ITU(PPOBAHUS
OTIIPABISIEMBIX (PPEHMOB HCIONB3yeTCsl TOJAbKO ofauH u3 Hux.WEP-mudpoBanue wucnomb3yercs
TOJILKO TI0 OTHOIICHUIO K (ppeiiMaM JaHHBIX M BO BPEMS MPOLEAYPHI AyTCHTU()UKAIIUN C COBMECTHO
ucnonpzyembiM KitouoM. [lo anroputmy WEP mmdpyrotces cnemyromue monst ¢peiimMa JaHHBIX
crangapra 802.11.

Jlanuble nin mose3Has Harpyska (payload).
KonTtponsHbIil mpusHak mnenoctHoctH (integrity check value, ICV).

3HayeHus1 BCeX OCTAIbHBIX Mojed mepenatorcs Oe3 mm@poBaHus. BekTop MHUIMamM3alnuu
JOJKEH OBITh TOCJaH He3amM(pOBAaHHBIM BHYTpU (peiima, 4ToObl NMpUEeMHas CTaHIUS MOorja
HOJY4YUTh €r0 M MCIOJIb30BaTh Ui KOPPEKTHOW pacimudpoBku nosie3Hoil Harpysku u ICV. Ha
pucyHke 4.22 cxeMaTH4HO MPECTABIIEH Npolecc MU(POBAHUS.

B nononHenne k mmdpoBaHHI0 NaHHBIX cnenupukanus crannapra 802.11 mpeanaraer
WCIIOJIB30BaTh 32-pa3psaHOe 3HaueHue, (YHKIHUS KOTOPOTO — OCYIIECTBIATh KOHTPOJb Iie-
JOCTHOCTH. DTOT KOHTPOJIbHBIN MPU3HAK 1IEJOCTHOCTH TOBOPUT MPUEMHHUKY O TOM, 4TO (peiiM ObLI
nojiyueH 0Oe3 TMOBpexJeHuss B mpouecce mnepenadd. KOHTpOIbHBIH NpPU3HAK LEIOCTHOCTU
BBIYHUCIISIETCS [0 BCeM MOJISIM (hpeiiMa ¢ UCIoIb30BaHUEM 32-pa3psiIHON NOTMHOMHUAIBHON (YyHKIIUU
KOHTPOJISI M C TOMOIINBI0 HUKIHYecKoro u30biTounoro koxa (CRC-32). CraHimsi oTmpaBHUTENb
BBIUMCIISICT 9TO 3HaueHue m momemaer ero B nose ICV, nmpuemHas cTtopoHa pacmudpoBBIBaET
¢peiim Beruucisier 3uauenue ICV  u cpaBHuBaer ero co 3HauenueM B mone |ICV. Ecnu 3HaueHus
COBMAJIAIOT CYUTAETCS YTO (PpeiiM He MOJENbHBIN, B MPOTUBHOM ciydae gpeliM oTOpackiBaercs. Ha
pucynkax 4.22 u 4.23 nokaszaH mporiecc aemmdpoBanus (GpeiMOB U BBIYUCICHHUS KOHTPOJBHOTO
MpHU3HAKa [EJIOCTHOCTH.
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Pucynok 4.22. Hludposanue no anropurmy WEP

Kniouesor MparmMeHT ppeiima c
Knioy @ NoToK OTKPbITBIM TEKCTOM i
clICV
-IV ¢
Gparment $peiima c
OTKPHITHIM TRKCTOM
MparmeHT Gpeiiva c Qfx%“;f“" p
28l hPoBAHHEIM

Tekcromu g ICV

Ot6potueHHbIR nnoxoi ICV-dpeim

Pucynoxk 4.23. lemmdposanue no anropurmy WEP

dparmeHT
dpeiiva
C OTKPHITbIM
TEeKCTOM

OparmeHT
. 32-pas-
dpeima K MexaHu3my
C OTKPbITbIM pﬂg\g"ﬁ > wiupposaHws WEP
TEKCTOM

Pucynok 4.24. [luarpamma yHkimonupoBanus Mmexanuzma [CV

Mexanu3mbl ayTeHTH(UKanuu cragaapra 802.11

Crnenuduxanusa cragaapta 802.11 oroBapuBaeT aBa MeXaHHM3Ma, KOTOpbIE MOTYT NpUMe-
HATBhCS A ayreHTUGuKanuu kaueHToB WLAN.
* Ortkpeitas ayreHtudukamms (0pen authentication).
* AyTeHTH(}UKAIHUSA C COBMECTHO HCIOIb3yeMbIM KitouoMm (Shared key authentication).
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OTKpbITas ayTeHTUDHUKALMS [0 CYTH MPEACTaBIAET co00M aNropuT™ ¢ HyJIEBOW ayTeHTU(DU-
karmedt (null authentication algorithm). Touka mocryma mpuHMMaeT T000# 3ampoc Ha ayTCHTH-
dukanuo. ITO MOXKET OBITh MPOCTO OCCCMBICICHHBIN CUTHAJ, WCIOJIB3YEMBIA IS YKa3aHWs Ha
PUMEHEHHE UMEHHO 3TOr0 alrOpUTMa ayTeHTH(PHUKAIIUU, TEM HE MEHEe OTKPBITas ayTeHTU(PUKALIUS
UTpaeT OIpeneieHHyl0 poib B cerax crangapra 802.11. Cromp mpoctele TpeOOBaHHS K ay-
TeHTU(UKALUHU TIO3BOJISIOT YCTPOUCTBAM OBICTPO MOMYYUTH AOCTYII K CETH.

KoHTponb mocTyna mpu OTKPBITON ayTeHTU(UKAIMHA OCYIIECTBISETCS C HCIOIH30BAaHHEM
3apaHee ckoHurypupoBanHoro WEP-kitoua B Touke A0oCTyna M Ha KIMEHTCKOM cTaHUuU. JTa
CTaHIMSI U TOYKA JOCTyNa JODKHBI MMETh OJUHAKOBBIC KJIFOYH, TOT/Ia OHU MOTYT CBSI3bIBATHCS
Mexay coOoi. Ecnu cranums m Touka mocTtyma He mnomnepxkuBarorT anroputm WEP, B BSS
HEBO3MOXKHO 00ecreuuTh 3amuTy. JIro0oe ycTpolcTBO MOKET MOJKIIOYUThCS K Takomy BSS, u Bce
¢bpeiiMbl TaHHBIX NIEpeIatoTCcs He3aPpPOBaHHBIMHU.

[Tocne BHIMOTHEHMSI OTKPBITON ayTEHTH(PUKAIIMU U 3aBEPIICHUS MPOIEcca aCCOIUUPOBAHHUS
KJIMEHT MOKET HayaTh Iepefady W NnpueM JaHHbIX. Eclii KIMEeHT CKOH(UTYpHUpOBaH Tak, YTO €ro
KITFOY OTJIMYAeTCsl OT KIIF0Ya TOYKU JOCTYMa, OH HE CMOXKET MPaBWJIBHO 3alIU(pOBBIBATH U pac-
mupoBeIBaTh (PpeliMbl, U Takue (Ppeimbl OyayT OTOPOIIEHBI KaK TOYKOW JOCTyINa, TaK M KIIH-
EHTCKOM CTaHIMeH. DTOT MPOIECC MPEIOCTABISET COO0H JTOBOJBHO-TAaKU 3PPEKTUBHOE CPEIACTBO
KOHTPOJISI TOCTYTIA.

B ornuume oT OTKpBHITON ayTeHTH()HKAIUH, TPH ayTEHTU(PUKANHUA C COBMECTHO HCIIOJIb-
3yeMBbIM KIIIOUOM TpeOyeTcsi, 4yTOoObl KJIMEHTCKas CTaHIMS M TOYKa JOCTyna ObUIM CIOCOOHBI
noanepkuBate WEP u nmenn omunakoBeie WEP-xmroun. [Ipomecc ayreHTH(UKAIMA ¢ COBMECTHO
UCIOJIb3YEMBIM KITFOUOM OCYIIECTBIIACTCS CIEAYIOIINM 00pazoM.

[(MEHT MOCHUTAET TOYKE JOCTYIIA 3aMpOC Ha ayTEHTU(UKAIIMIO ¢ COBMECTHO UCIIOIB3YEMbIM KITFOUOM.

dKa J0CTyna oTBeuyaeT ppeiimom Bei3oBa (Challenge frame), comeprkaiim OTKPBITHII TEKCT.

(MEHT MU(PYET BHI30B U TIOCHUIAET €T0 0OPAaTHO TOYKE JIOCTYIIA.

U TOYKA JOCTYMa MOXET MPaBUIbHO pacmudpoBarth 3TOT GpeiM W MOTYyYUTh CBOW HCXOIHBIN
BBI30B, KJIIMCHTY MTOCHIIACTCS COOOIICHHE 00 yCIIeTHOW ayTeHTU(DUKAITIH.

meHt nonyyaet noctyn WLAN.

1. 3anpoc Ha ayTeHTUDUKaLMIn ——>

«—— 2.018er Ha 3anpoc (8ui308)
3. 3anpoc ma accol o
(3awwdposarmeit Bmaos) -
«— 4. OTBET HA ACCOUMMPOBEHME (YENBLUHOE) —0n
TOHKM

WEP-kni04 knueHTa ——5. WEP-(peiim 1aHHbIX /1R NPOBOAHON CeT —3
123456 foctyna
123456

NpasogHas ceTb

WEP-xni0

Pucynox 4.25. Tlpouiecc ayreHTH(GUKAITUN C COBMECTHO HUCTIONB3YEMBIM KIHOUOM

[Ipennoceiikyu, Ha KOTOPBIX OCHOBaHa AayTEHTH(HUKAIUS C COBMECTHO HCHOJIb3YEMbIM
KJIFOYOM, TOYHO TaKue e, Kak M Te, KOTOpble MPEeANoarajich Npu OTKPHITON ayTeHTU(UKAIUH,
ucnonesytonieit WEP-kmoun B kauecTBe cpeAcTBa KOHTpOJIA JocTyma. PasHuma Mexay STUMU
JIByMsI CXeMaMU COCTOUT B TOM, UYTO KJIMEHT HE MOXET acCOLMUPOBATh ce0sl ¢ TOUKOI AOCTyna npu
MCIIOJIb30BaHUU MEXAaHN3Ma ayTeHTU(PHUKAIIUN C COBMECTHO HCIOJIb3YEMBIM KIIIOUOM, €CIIU €0 K04
HE CKOH(UTYPUPOBAH JTOJKHBIM 00pa3oM.

Ysazsumoctu aaroputma WEP

[Ipo6nemsbr anroputmMa WEP HOCAT KOMIUIEKCHBI XapakTep M KpOIOTCA B LIEJOH cepuu
CTabbIX MECT: MeXaHWu3Me OOMeHa KIo4aMu (a TOYHee, NMPAKTUYECKH IOJHOM €ro OTCYTCTBHH);
MaJbIX Pa3psIHOCTIX Kio4a M Bekropa mHunmanmsauuu (Initialization Vector - 1V); mexanuzme
NPOBEPKH IEJIOCTHOCTH TMEpeaBaeMbIX JaHHBIX; Ccroco0e ayTeHTH()UKAUU ¥ alTOpUTME
mudposanus RC4.
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[Mpouecc mmudppoBanus WEP BremonHseTcss B ABa dTana. BHagale MOICYUTHIBACTCS
koHTposibHast cymma (Integrity Checksum Value - ICV) ¢ mpumenenuem amroputma Cyclic
Redundancy Check (CRC-32), no0aBisiemasi B KOHEll He3aln(ppOBaHHOTO COOOIICHHS M CITy Karast
JUIsE. TIPOBEPKU €ro IEJNOCTHOCTH TNpUHUMaeMod cTtopoHoil. Ha BTopom 3Tame ocymiecTBisercs
HernocpeacTBeHHO mmdpoBanue. Kiou pans WEP-mmdpoBanus - oOmmMid CEKpeTHBIA KIIHOY,
KOTOPBI JTOJKHBI 3HaTh YCTPOMCTBA Ha 00EUX CTOPOHAX OECIPOBOJHOTO KaHalla Mepelavu JaHHbIX.
O1oT cekpeTHbld 40-OMTHBIA KJIFOY BMECTE CO CIIy4allHbIM 24-OuTHBIM [V sBisleTCS BXOJIHOU
MOCIIEI0BATENbHOCTRIO ISl T€HepaTopa IICEeBIOCIyYalHbIX 4YHCelN, Oasupyromierocss Ha mudpe
Beprama i reHepany CTPOKH CIy4alHBIX CHMBOJIOB, Ha3bIBA€MOH KIIOYEBBIM HOTOKOM (key
stream). JlaHHasi omepaiysl BBINOJHSIETCA C IENbI0 M30€KaHUs METOJOB B3J0Ma, OCHOBAHHBIX Ha
CTaTUCTUYECKUX CBOMCTBAX OTKPBITOTO TEKCTA.

IV ucnonb3yercsi, uyToObl 00€CHEUYUTHh ISl KaXXJIOTO COOOIICHHS CBOW YHUKAJIbHBIM
KITFOYEBOW MOTOK. 3ammugpoBaHHOE COOOIICHHE 00pa3yeTcsi B Pe3yNIbTaTe BBIMOTHEHHS OTEpAIUU
XOR nax HezammdpoBaHHbIM coodmieHHueM ¢ ICV 1 KIIFO4eBbIM MTOTOKOM. YTOOBI MOTyYaTeslb MOT
IpOYNTATh €ro, B MEpeJaBacMblil MakeT B OTKPBITOM Bujae aobOasnsercs V. Korma mndopmanus
MPUHUMAETCS Ha IPYrol CTOPOHE, IPOU3BOIUTCS OOpaTHBIN MPOIECC.

Takum o00pa3om, MBI MOXXEM TIOJIYYHTh HeE3aIM(POBAHHBIA TEKCT, SBISIOMIANCS
pesynbraTom omepanun XOR Mexay IByms IpyruMu OpUTMHANIBHBIMU TekcTamu. [Ipouemypa ux
W3BJICUCHHS] HE COCTaBiIseT Oojbimoro Tpynaa. Hamuume opurmnHanbHOTO Tekcta W IV mo3BoisieT
BBIUMCIUTh KIJIOY, YTO B JajbHEHIIeM JacT BO3MOXHOCTh YHMTaTh BCE COOOILIEHUS HTaHHOMN
OECIIPOBOTHOM CETH.

[Tocne HeCI0KHOTO aHaIM3a MOXKHO JIETKO PAaCCUUTaTh, KOTJa TOBTOPUTCS KIIFOUEBOM MOTOK.
Tak Kak KIIOY ITOCTOSIHHBIN, a KONM4eCTBO BapuanToB IV cocraBmser 2°*=16 777 216, To mpu
JIOCTaTOYHOM 3arpy3Ke TOYKU JOCTYIa, CPEeJHEM pa3Mepe MmakeTa B OECIPOBOAHON CETH, PaBHOM
1500 ©6aiitr (12 000 Out), U cpenHeill cKOpocTH Nepefauyd AAaHHbIX, Hampumep 5 Mbps (mpu
MakcuMaibHOU 11 Mbps), Mbl IOTyduM, 4TO TOUYKOM AocTymna Oyaer nepeaaBarbes 416 cooOiieHui
B cekyHy, uiu xe 1 497 600 cooOuienuii B yac, T. €. HOBTOpeHHUe npou3soiiaer uepes 11 u 12 mun
(224/ 1 497 600=11,2 u). [lannas npoOiema HOCUT HazBaHue "Koyu3usa BekTopoB". CymiecTByeT
00JbIIOE KOJMYECTBO CIOCOOOB, MO3BOJSIOUIMX YCKOPUTH 3TOT Ipouecc. Kpome Toro, moryr
IPUMEHATHCS aTakd '"C M3BECTHBIM IPOCTHIM TEKCTOM'", KOIrZJa OJHOMY M3 IIOJb30BaTele ceTu
MIOCBUIAETCSl COOOIIEHUE C 3apaHee M3BECTHBIM COJEPKAHUEM U MPOCITYIIMBAeTCs 3alIu(POBAHHBIN
Tpadguk. B 3TOM ciiydae, uMest Tpu COCTaBJISIONINE U3 YeThIpeX (He3amm(poBaHHBIM TEKCT, BEKTOP
MHUIMAIN3AalUd U 3alIU(QpPOBaHHBIA TEKCT), MOKHO BBIUMCIMTH Kio4. B pabore "Intercepting
Mobile Communications: The Insecurity of 802.11" Obul0 OmMcaHO MHOMECTBO THIIOB aTak,
BKJIIOYAsi JIOBOJILHO CJIOKHBIE, MCHOJB3YIOIIME MaHUMYJSIIUM C COOOIIEHMSIMH M UX IOJIMEHY,
OCHOBaHHbIE Ha HEHAJEKHOM METOAe NpoBepku IenocTHocTH coobmenuit (CRC-32) wu
ayreHTu¢ukauuu knueHtoB. C ICV, ucnonszyemsiMm B WEP-anroputme, gena o0CTOST aHAIOTUYHO.
3nauenne CRC-32 moicynThiBaeTCs HA OCHOBE TMOJIS TJAHHBIX COOOIICHUS. DTO XOPOILIUI METO AJst
ompeneseHus OIMMOOK, BO3HUKAOIIMX NpHU Tepenadye HHPOPMAIMU, HO OH HE 00OecleurnBaeT
IIEJIOCTHOCTh JAHHBIX, T. €. HE TapaHTUPYET, YTO OHU HE OBUIM MOJMEHEHBI B Mpollecce MepelauH.
Kontpoasnas cymma CRC-32 umeet nauneiinoe cBoiictBo: CRC(A XOR B)=CRC(A)XOR CRC(B),
MPEIOCTABISIONIEE HAPYIIUTENIO BO3MOXHOCTH JIETKO MOAM(HUIIMPOBATH 3alIM(PPOBAHHBIA MaKeT
0e3 3nanus WEP-kimtoua u nepecuntats s Hero HoBoe 3HadeHue ICV. Ilossusmascs B 2001 r.
cnenudukanus WEP2, koTopas yBennuuna anuny kioda 1o 104 6ut, He pemnna npoOiIemMbl, Tak
KaK JUIMHA BEKTOpa WHULMAIM3aIMM M CHOCOO TMPOBEPKH LEIOCTHOCTU MJAHHBIX OCTaJUCh
NpEKHUMU. BOJIBIIMHCTBO THUMOB aTaK peaju30BBIBAIUCH TaK € MPOCTO, Kak W panblie. Ha
CETOJIHAIIHUN JIEHb HUCTIoNb30Banue anroputMa WEP st moctpoenue 3amuieHHbIx 6eCripoBOTHBIX
CeTel HE JI0MYCTUMO.

VPN

Ceronns texnonorust VPN (Virtual Private Network - BupTyanbHas gyactHasi ceTh) 3aBoeBaja
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BceoOIee MNpPHU3HAHME U TMPAKTUYECKH BCE KOMIIAHUS OpraHuM3oBbIBalOT VPN-kaHambl ais
COTPpYAHHUKOB, paboTtaronux BHe oduca. C momompio VPN MOXHO OpraHM30BaTh 3allUIICHHBIA
BUPTYaIbHBIA KaHA uyepe3 MyOiudYHbIe CeTH. 3amuTa Tpaduka OCHOBaHA HAa KpUOTOrpaduu.
HaunGosiee 9acTo HCIONB3yeMBIM alrOpuTMOM KoaupoBaHus sBisiercs Triple DES, kotopwrit
obecnieunBaeT TpoitHOe muppoBanue (168 pa3psaoB) ¢ MCMOIB30BAHUEM TPEX PA3HBIX KITFOYCH.
TexHonorus BKJIOYaeT B ce0s1 MPOBEPKY IEIOCTHOCTH JaHHBIX U UIACHTU(DUKAIMIO MOJIb30BaTeNeH,
3agercTBoBaHHbIX B VPN. IlepBas rapantupyer, 4TO JaHHbIC JOLUIA JO aapecara UMEHHO B TOM
BUJIE, B KaKOM ObutH mociaHbl. CaMble MOMyJsipHbIE aIrOPUTMBI IPOBEPKH LIEIOCTHOCTU JAHHBIX -
MDS5 u SHAI. [anee cuctema mpoBeEPSIET, HEe ObLIU JIM U3MEHEHBI JaHHBIE BO BpEeMs JIBUKEHUS T10
CeTsIM, IO OlIMOKe UK 3IoHaMepeHHo. Takum oOpa3om, noctpoenue VPN mpenmnonaraer co3ianue
3allMIIEHHBIX OT IIOCTOPOHHETO JIOCTYIA TYHHEIEH MEXAY HECKOJIbKUMHU JIOKAJIbHBIMU CETAMU WIN
ylIajaeHHbIMU Tosb3oBareasiMu. s noctpoeruss VPN HeoOxoaumMo MMeTh Ha 000MX KOHIAX JIMHUU
CBSI3U MPOTPaMMBbI MK(POBAHUS UCXOSAIIETO U AemudpoBanus Bxoasmero TpahukoB. OHU MOTYT
paboTaTh Kak Ha CHELMaTU3MPOBAHHBIX ammapaTHbBIX ycTpodcTBax, Tak W Ha [IK ¢ Takumu
orepanMoHHbIME cucteMamu kak Windows, Linux unmu NetWare. UToObl opraHn30BaTh HaJICKHYIO
3alIUTY NepeaBaeMbIX JaHHBIX U 00€CHEeUNTh MPO3PAUYHOCTh ISl YCTPONCTB HAXOMALIUXCS MEXKIY
KOHIIAMHU BUPTYaJIbHOTO TYHHEISI IPUMEHSETCS UHKAICYISALNS, T.€. KaJp CTeHEPUPOBAHHBIN Y37I0M-
ornpaBuTesnieM mudpyeTcs W CcHaOXaeTcs JIOMOJHUTENBHBIM  3aroJIOBKOM  COJIEpKalluM
uHpopManuioo o Mapmpyre. Ha 1apyrom KoOHIlE TYHHENS 3arojioBOK OTOpachIBaeTcs, Kajp
nemudpyercs U JOCTaBISIeTCS M0 YKa3aHHOMY B HEM aJpecy.

s popmupoBanus tyrHeneid VPN ucmonb3yrotes npotokonsr PPTP, L2TP, IPsec, IP-IP.
[Tporoxon PPTP - mo3Bomnsier unkancynuposath [P-, IPX- u NetBEUI-tpaduk B 3aronoBku IP nms
nepenauu o IP-cern, Hanpumep Internet.

[Ipotokon L2TP - mo3Bosser mmdpoBarh W nepenaBath IP-tpaduk ¢ umcnosib3oBaHueM
JTFOOBIX TPOTOKOJIOB, MOAICPKUBAIOIINX PEKUM TOUKA-TOYKA JOCTaBKHU AeWrtarpamm. Hampumep, k
HUM OTHOCATCS mpoTokon [P, peTpaHcismus kagpoB W aCHHXPOHHBIN pexum mnepenaun (ATM).
[Iporokoi IPsec - mo3BossieT mmdpoBaTh U MHKANICYJIMPOBATH MOJIE3HYIO HH()OPMAIUIO MPOTOKOIA
IP B 3aromoBku IP qyst nepenauu o [P-cetsim.

Jns texHuyeckod peanmuzanu VPN, Kpome CTaHZapTHOTO CETEBOro O0OpYAOBaHUS,
noHagoburcs nuto3 VPN, BbImonHsomui Bce QyHKIMHU 1O (HOPMUPOBAHMIO TYHHEJEH, 3amuTe
uH(pOpMallMK, KOHTPOJI Tpaduka, a HEpeIKko M (PYHKUMH [EHTPAIU30BAHHOIO YIPABICHUS.
PaccMoTpeHHas TEXHOJIOTMS SBISAETCS AOCTATOYHO MOIIHBIM CPEICTBOM 3alIUTHI IIEPEIaBAEMOIO
Tpauka, OJHAKO €€ MPUMEHEHHE B OECIPOBOJHBIX CETAX MMEET psa HeAocTaTKoB. OCHOBHOW M3
HUX: JUIs peanu3anuu TexHosoruu HeooxoauM VPN miiro3, muis 60sbLIoro yucia KIMEHTOB TOT
Y4acTOK CETH MOJKET CTaTh Y3KMM MECTOM U CHH3HUT MPOMYCKHYIO crnocoOHocTh. K Tomy xe
0ecTpoBOIHBIM KIMEHTaM MPHUAETCS CHavala MPOXOIUTh MPOUEAYpY ayTeHTU(UKAIMKM HAa TOYKE a
3areM ycraHaBiuBaTh VPN coenuHeHue, 4to He coBceM yao0HO. 1o 310l npuunHe paccmMaTpuBaTh
texHojoruto VPN kak BapuaHT 3allUThl MPH MPOSKTUPOBAHUU OECIPOBOJHON CETH HE CTOWT,
TEXHOJIOTHSI MOXET NPUMEHSTCS JIMIIb B CETSIX HE MNOIIEPKUBAIOLUIMX COBPEMEHHBIE METO/IbI
3amuThl JaHHBIX (WPA umu WPA2) xak mocienHsiss BO3MOXHOCTh MOBBIIICHUST Oe30macHoCTH 0e3
17100aJIbHOTO OOHOBIIEHUS! 000PY10BaHMUSI.

IPSec. Apxurtektypa IPSec

IP Security - 95TO KOMIUIEKT MPOTOKOJIOB, KaCaOIIUXCS BOIPOCOB IIU(PPOBAHUS,
ayTeHTHU(UKaMU U o0ecrieyeHHs 3alUThl IPU TpaHCHOpTUpOBKe IP-makeToB; B ero cocras ceifuac
BxoT mouTH 20 npemioxenuit o crangapram u 18 RFC. Cneumndukamms [P Security (n3BectHas
ceronHs Kak IPsec) pa3pabarteiBaercst padoueii rpynmoii IP Security Protocol IETF. IlepBonauansho
[Psec Bkitouan B cebs 3 anropuTMo-He3aBUCUMbIE 0a30BbIe crienU(UKAIMK, OMYOJIMKOBAaHHBIE B
kagectBe RFC-nokymenToB "Apxutektypa 6e3onacHoctu IP", "AyTeHTHOHUIMPYIOMUI 3ar0JI0BOK
(AH)", "Nukancynauus 3amudpoBanHbix aaHHbix (ESP)" (RFC1825, 1826 u 1827). Ceituac
NpeUIo’KeHbl HOBBIE BepcuM 3Tux crnenudukanmii, 3to RFC2401 - RFC2412. Otmeuy, 4rto
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RFC1825-27 Ha npoTsHKEHMM YK€ HECKOJIBKHX JIET CUUTAloTCsA ycrapeBmmMu. Kpome storo,
CYIIIECTBYIOT HECKOJBKO aJITOPUTMO-3aBUCUMBIX CHEIU(DUKAIIUHN, HCTIOIB3YIONUX MPOTOKOIRI MDS,
SHA, DES.

lapanTun w1enoCTHOCTM M KOH(MUICHIMATBHOCTH JaHHbIX B crneuupukamuu [Psec
o0ecreynBarOTCd 32 CYET HCIOJB30BAaHUSA MEXaHM3MOB AayTEHTH(HUKAIMM ¢ IIU(POBAHUS
cooTBeTcTBeHHO. [locnmeaHue, B CBOIO OdYepelb, OCHOBaHbl Ha MPEIBAPUTEIILHOM COIJIACOBAaHUU
CTOpOHaMH HMH(POPMAIIMOHHOTO OOMEHa T.H. "KOHTEKCTa O€30macHOCTH" — TPUMEHSIEMBIX
KpUNTOrpapUuecKux aJropuTMOB, AJITOPUTMOB YIpPABIECHUS KIIOYEBOM uHHGOpManued U HX
napamerpoB. Crenuduxanus I[Psec mnpenycMmarpuBaeT BO3MOXKHOCTD MOJACPKKH CTOPOHAMH
UH(GOPMALIMOHHOTO OOMEHa pa3lIMYHBIX [POTOKOJIOB U IMapaMEeTpoOB ayTeHTU(PUKAIUH U
mr(poBaHUs TMAKETOB JAaHHBIX, a TaK)K€ PA3JIMUYHBIX CXeM pachpeneneHus kmoueid. [Ipu stom
pPe3yJbTaTOM COTJIACOBAHMS KOHTEKCTa OE30MAaCHOCTH SIBJISIETCS YCTAaHOBJICHUE MHAEKCA TapaMeTpOB
6e3onacuoctu (SPI), mpeacraBmnsronero coboil ykasarenb Ha ONpeeeHHBIN 3JIEMEHT BHYTPEHHEH
CTPYKTYpbI CTOPOHBI HH(OPMALIMOHHOTO 0OMEHa, OIMHUCHIBAIOIIECH BO3MOXKHbIE HAOOPHI TapaMeTPOB
0€30MacCHOCTH.

ITo cyru, IPSec, pabGoTtaeT Ha TpeTheM ypOBHE, T. €. Ha CETEBOM YpoBHE. B pesynbTaTe
nepegaBaemble [P-nakeTsl 3amuieHbl NPO3pauHbIM AJIs CETEBBIX IPUIIOKEHUN U UHPPACTPYKTYpPhI
obpa3zom. B oriamume ot SSL (Secure Socket Layer), koTopslii paboTaeT Ha ueTBepToM (T. €.
TPaHCIIOPTHOM) YPOBHE M TE€CHEE CBsA3aH ¢ 0ojiee BEICOKUMHU ypoBHsMHU Mojaenu OSI, [PSec npusBan
o0ecrneynTh HU3KOYPOBHEBYIO 3aIIUTY.

K IP-manHBIM, TOTOBBIM K Iepegade Mo BHUPTyalnbHOH dwacTHOW cetw, IPSec mobGaBnser
3aroJIOBOK JJIs MACHTU(UKAIIMK 3alIMIIEeHHBIX MakeToB. [lepen nepenaueit mo Internet »Tu makeTs
UHKancynmupytorcst B apyrue IP-nmakersl. IPSec momnepkuBaeT HECKONBKO THUIIOB IIH(POBAHMUSA, B
tom uucie Data Encryption Standard (DES) u Message Digest 5 (MD5).

UToObl yCTAaHOBUTH 3alllMIIEHHOE COEIMHEHHE, 00a y4YyacTHUKAa CEaHCa JOJKHBI HMETb
BO3MOXXHOCTh OBICTPO COIJIACOBAaTh MapaMeTphl 3alIUThl, TAKHE KaK aIrOPUTMbI ayTeHTU(UKAIIUN U
kioun. [PSec monpnepkuBaer 1aBa THIla CXEM YOPABIEHUS KIIOYaMH, C IOMOILBIO KOTOPBIX
Y4aCTHUKH MOTYT COTJIacOBATh MapaMeTphl ceaHca.

C texyweit Bepcueit IP, IPv4, moryr ObiTh mcmonb3oBanbl win Internet Secure Association Key
Management Protocol (ISAKMP), umu Simple Key Management for Internet Protocol. C Bepcueii
[Pv6, mpuaercs ucnons3oBarh ISAKMP.

3aromoBok AH

Aytentudunmpyromniuii 3aroioBok (AH) siBiseTcsi OOBIYHBIM OMIIMOHATIBHBIM 3ar0JIOBKOM H,
KaK IpaBUJIO, PacIojIaraeTcsi MeKy OCHOBHBIM 3aroyloBkoM nakera IP u nonem nanssix. Hannuune
AH Hukak He BAMsSEeT Ha Ipolecc nepenayd UHQOpMalUu TPAHCHOPTHOIO U 0ojiee BBICOKOTO
ypoBHel. OCHOBHBIM M €MHCTBEHHBbIM Ha3HaueHHeM AH sBisercs obecrieyeHue 3alluThl OT aTak,
CBS3aHHBIX C HECAaHKIMOHMPOBAHHBIM H3MEHEHHEM COACPKMMOIO MakeTra, U B TOM YHUCIE OT
HOJIMEHBI UCXOJ/IHOTO ajipeca ceTeBoro ypoBHs. IIpoTokosbl Oosiee BEICOKOTO YPOBHS JTOJKHBI OBITH
MO (ULIMPOBAHBI B IIEJISIX OCYILECTBICHUS MPOBEPKU ayTEHTUYHOCTHU MOJYUYEHHBIX JaHHbIX.

@®opmar AH noctaToyHO NPOCT M COCTOUT M3 96-OMTOBOrO 3aroyioBKa M JIaHHBIX
MEePEMEHHON JUIMHBI, COCTOSIIMX H3 32-OMTOBBIX cioB. Ha3BaHus Tmoiel J0CTaTOYHO SICHO
oTpaxkatoT ux conepxkumoe: Next Header ykaswiBaeT Ha cienyromuii 3arosnoBok, Payload Len
npejcTaBisieT AauHy nakera, SPI sBisercs ykasateneM Ha KOHTEKCT O€30MacHOCTH M Sequence
Number Field conepkut nocienoBatenbHblii HOMEp MakeTa.
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C e ayrongdi Amaa JapesepBEHpOBaHO
3ATOI0BOK HATPYFKH

Hugexc mapaseTpoE besomacHocTH

ITome mocnemoEaTe MEHOTO HOMEPA

Jarmsie ayre HTHHK 0N (Tepede HHOH 3 IHHEBI)

Pucynok 4.26. ®opmar 3aronoka AH

[TocnenoBarensHbIii HOMep makera Obul BBeAeH B AH B 1997 romy B Xxome mporecca
nepecmotpa crneuudukanuu [Psec. 3nauenue 3Toro moist GopMUpPYeTCss OTHPABUTENIEM M CIYKUT
JUISL  3alIUThl  OT aTak, CBS3aHHBIX C TIOBTOPHBIM HCIIOJb30BAHMEM JIAaHHBIX IIpollecca
ayrentuukanuu. [lockonbky cerh WHTEpHET HE TapaHTUPYET NOPSAOK JOCTaBKU IaKETOB,
MOJTyJaTellb JIOJDKeH XpaHUTh MH(POPMAIUI0 0 MAaKCHUMAJIbHOM IIOCJIEIOBATEIbHOM HOMEpPE TaKeTa,
MPOMICIIETO YCICIIHYI0 ayTCeHTH(DHUKAIMIO, W O TMOJIYYCHHH HEKOTOPOro 4YHCiIa MaKeTOB,
CoJIeprKalIiX MpeIbIAyIIHe MocieaoBaTeIbHble HoMepa (0OBIYHO 3TO YHCIIO PaBHO 64).

B oTnnuune ot anropuTMOB BBIUKCICHUS KOHTPOJIBLHON CYMMBI, TPUMEHSEMBIX B IIPOTOKOIAX
nepegayd MHPOpMAIMK M0 KOMMYTHPYEMbIM JIMHUSM CBS3M WIM 10 KaHajlaM JIOKAJbHBIX CeTell U
OpPUEHTHPOBAHHBIX Ha WCIPABJICHHE CIy4YalHBIX OIIMOOK Cpeabl Mepenadd, MEXaHU3MBI
o0ecrieyeHns LEJOCTHOCTU JAHHBIX B OTKPBITHIX TEJICKOMMYHHKAIIMOHHBIX CETSAX JIOJDKHBI UMETh
CpelIcTBa 3allUThl OT BHECEHHUs IEJICHANPABICHHBIX W3MEHEHUH. OIHUM M3 TaKMX MEXaHU3MOB
SBIISICTCSL  CIICIIMAIbBHOE TpuUMeHeHue anroputmMa MDS: B mpomecce ¢opmupoBanus AH
MOCJIEIOBATEIbHO BBIYUCISAETCS XAMI-(QYHKIHUS OT OOBEIWHEHHS CaMOro MakeTa U HEKOTOPOro
MpeBapUTEIbHO COTJACOBAHHOTO KIII0Ya, a 3aTeM OT OOBeAMHEHMs MOJYyYEHHOTO pe3ylbTaTa U
IpeoOpa30BaHHOrO KIII0Ya.

3arosioBok ESP

B cnyuae ucnonb3oBaHMs MHKAMCYISIIMY 3alIM(PpOBaHHBIX TaHHBIX 3arojoBok ESP aBnsercs
NOCJIEAHUM B Py ONIMOHAIBHBIX 3ar0JI0BKOB, "BUAUMBIX" B nakere. [I0CKOIbKy OCHOBHOM LIENIBIO
ESP sBnsercss obecrnieueHne KOHOQUACHIMAIBHOCTH JaHHBIX, pa3Hble BUAbI MH(GOPMAIMUd MOTYT
TpeOOBaTh MPHUMEHEHMs CYLIECTBEHHO PAa3IMUYHBIX alropuTMOB MUdpoBaHud. CienoBaTeibHO,
¢opmar ESP Moker mpereprneBaTh 3HAUMTEIbHBIE M3MEHEHUS B 3aBUCUMOCTHU OT HMCHOJIb3YEMbIX
KPUNTOrpauuecknx aaropuTMoB. TeM He MeHee, MOXHO BBLIEIHTH CIEAYIOIIHNe 00s3aTeabHble
nosist: SPI, ykaspiBaromee Ha koHTEKCT Oe3zomacHocTH M Sequence Number Field, conmepkamee
nocienoBarenbHblii HoMep mnaketa. [lome "ESP Authentication Data" (koHTponpHast cymma), He
aBisieTcss o0s3aTenbHbIM B 3arosioBke ESP. Tlomywarens makera ESP pacummgpossiBaer ESP
3arojOBOK M HCHOJb3yeT MapaMeTpbl M JaHHbIE MPUMEHSEMOro aJropuT™Ma MMUGPOBaHUS s
JEKOAMPOBaHMs UH(POPMALIUU TPAHCIIOPTHOTO YPOBHSI.

Hiaexc napanetpos Besomachocth (SPI)

ITocne 30 aTe b HBIH HODMEP

JarHbie HATPYIKH (Tiepedie HHoH JTHHEIL)

Jomomene (0.255 Gair) Jmoom | Cnegysoupi

JOT0THEHHA | FAT0OBOK

Jamnere ayrerTHHRAIHY (MepenMeod TTHIEL)

Pucynok 4.27. ®opmar 3arosnoska ESP
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Paznuuarot nBa pexxuma npumeHenust ESP u AH - TpaHCnOpTHBIN ¥ TYHHEIBHBIN.
TpaHCTIOPTHBIN PEXUM

TpancnopTHBI peXUM HCHONb3yeTCs A mu@poBaHus nois aaHHbix [P makera,
cojiepxaniero nmpotokoisl Tpancnoptaoro yposus (TCP, UDP, ICMP), koTopoe, B CBOIO O4epe/ib,
COJIepP’KUT MHGOPMAIMIO MPUKIAIHBIX CiyX0. IlpuMepoM mpUMeHEHHsS TPAHCIOPTHOTO pPEKUMaA
SIBJISICTCSL TIepe/iada 3JEKTPOHHOM MOoYThl. Bce MpOMEeKYyTOUHBIC Y3J7bI Ha MAapHIPyTe IMakKeTra OT
OTIPABUTENS K MOJIYYaTENI0 HCIOJIB3YIOT TOJBKO OTKPBITYI0 HH(OpPMAIMIO CETEBOTO YPOBHA W,
BO3MOYKHO, HEKOTOPBIE OMIIMOHAJIbHBIEC 3arojioBkH maketa (B IPv6). Hegocrarkom TpaHCHOPTHOrO
peKHUMa SBJISIETCS OTCYTCTBHUE MEXAHU3MOB CKPBITHSI KOHKPETHBIX OTIPABUTENS M MOTydaTels
MakeTa, a Tak’Ke BO3MOXHOCTh MPOBEACHUS aHal3a Tpaduka. Pe3ynpTaToM Takoro aHaimsa MOXKET
ctath MH(popMmanus o0 oO0beMax W HalpaBlIEHUAX Mepeaadyd HHPOpPMAIHMH, O0JACTH HHTEPECOB
aOOHEHTOB, PacIOIOKEHUE PYKOBOAUTENEH.

TyHHENBHBIN PEXUM

TyHHEnBHBI pEXUM MpEAronaraeT MU(PPOBAaHUE BCETO IaKeTa, BKJIOYAs 3aroji0OBOK
CETEBOT0 YypOBHA. TYHHENbHBIM pEXHUM IMPUMEHSETCS B Cllydyae HEOOXOAUMOCTH CKPBITHS
MH(POPMALIMOHHOTO OOMEHA OPraHU3aIluK C BHEITHUM MUPOM. [IpH 3TOM, afpecHbIe OIS 3aroJI0oBKa
CETEBOTO YPOBHS I1aKeTa, MCIIOJIb3YIOIIEr0 TYHHENbHBIM PpEXHUM, 3alOJHSAIOTCS MEKCETEBBIM
HKpaHOM OpraHM3alMi U HE CcoJepKaT MHQOpMAlMM O KOHKPETHOM oOTIpaBuTene mnakera. [Ipu
nepeaaye MH(GOpManUK U3 BHELIHETO MUpA B JIOKAJIbHYIO CEThb OpraHM3allMd B KayecTBE ajpeca
Ha3Ha4YEeHMsI UCMOJIb3YETCs CETEBOM aipec MexceTeBoro 3kpana. [locne pacimppoBku MeKCETEBBIM
9KPaHOM Ha4yaJbHOI'O 3ar0JIOBKA CETEBOI0 YPOBHSI ITAKET HANPABIIAETCS MOJIy4aTelIto.

Security Associations

Security Association (SA) — 3To coenrHEHHE, KOTOPOE MPEAOCTABISIET CIYKObI 0OecTIeueH s
Oe3omacHOCTH Tpaduka, KOTOpHIN nepeaaéTcs yepes Hero. J[Ba KOMIbIOTEpa Ha KaX10M CTOpoHe SA
XPpaHAT PEXUM, NMPOTOKOJ, AITOPUTMBI U KIIIOUH, Ucnoib3dyeMble B SA. Kaxapiit SA ucnonb3yercs
TOJILKO B OJHOM HampasieHuH. Jlyig AByHampaBiieHHOHM cBs3u TpeOyercst nBa SA. Kaxnawiii SA
peanu3yeT OJUH PEXHM M IPOTOKOJ; TaKUM 00pa3oM, €ciaM JUIsl OJHOro MakeTa HeoOXO0IuMOo
MCIIOJIK30BaTh JBa poTokoia (kak HaripuMmep AH u ESP), To Tpebyercst 1Ba SA.

TTonmutuka 6e30macHOCTH

[Tonutuka G6ezonacHocty xpanurcst B SPD (baza nanHbIx noiutuku 6e3omacHoctu). SPD
MOYET yKa3aTh JUIs MaKeTa JaHHBIX OJHO M3 TPEX NeMCTBUI: OTOPOCHUTH MakeT, He 0OpabaThIBaTh
naket ¢ nomouieto [IPSec, o6padorare naker ¢ momombto [IPSec. B nocneanem ciayuyae SPD taxxke
yKa3bIBaeT, Kako SA HEOOXOIMMO HCIOJIb30BaTh (€CIM, KOHEYHO, MOAXOASIIMi SA yxe ObLI
CO3/1aH) WM YKa3bIBAET, C KAKUMH IMapaMeTpaMu J0KEH OBITh CO3/1aH HOBBIN SA.

SPD sBnsercss o4eHb TMOKMM MEXaHH3MOM YIIPaBIEHHs, KOTOPBIA JOMYCKaeT OYEHb
Xopoliee yrpaieHHe o0paboTkoi kaxaoro mnakera. Ilakersl knaccuduuupyrorcs mo OojbHIOMY
yuciay nosedd, 1 SPD MoxkeT mpoBepsiTh HEKOTOpPBIE MJIM BCE MOJS JUIsL TOTO, YTOOBI OINPENEIUTh
COOTBETCTBYIOIlEE JIEHCTBUE. DTO MOXKET MPUBECTH K TOMY, YTO BeCh TpaduK MEXIy ABYMS
MallMHaMu OyJeT mepenaBaTbcs IPH MOMOLIM ofHoro SA, nubo oraenbHble SA  Oyayr
MCIIOJIb30BAThCS JJIs1 KXKA0T0 MPUIIOKEHUs, WK Aaxke ais kaxaoro TCP coenunenus.

IPseCc nocTaToyHO XOpOLIO MPOTUBOCTOUT OOJBIIMHCTBY  H3BECTHBIM CETEBBIM aTaKaM
(sniffing, spoofing, hijacking). biarogaps ToMy 4TO npeaycMOTpeH MeXaHU3M OTOPAKOBKH MAKETOB
HE YIOBJICTBOPSIOIINX MOJUTUKHU Oe3omacHocTH, IPSeC He mtoxo cipasisiercs ¢ arakamu Denial-Of-

163



Service (DOS). Replay Attack - nuBenupyetcs 3a cuet ucrnonb3oBanus Sequence Number.

K coxanenuto, ¢ ucrnonap3oBaHueM TpoTokoia IPsec mist 3amuThl 6€CipOBOAHBIX ceTei
CBSI3aHBI HEKOTOPBIE TPOOIEMBI

[Iporokon IPsec He mo3BOJiseT 3amuIuath TpaduKk NpU IIHPOKOBEUIATENLHON WU
MHOTOQJIPECHON TIepesade, MOTOMY YTO €ro JCHCTBHE MOXKET pacIpOCTPAHITHCS TOJBKO Ha
B3aMMOJICHCTBHE ABYX CTOPOH, OOMEHSBIIUXCS KIOYaMH U BBIOJHUBIIMX B3aUMHYIO ITPOBEPKY HUX
MOITTUHHOCTH

[Tporoxon IPsec 3amuiaeT TONbKO CETEBbIEC MAKEThI, HO HE caMy OECIPOBOJIHYIO CETh

Hecmotpst Ha mpo3payHOCTh npoTokoda IPsec st nmoap3oBaTesnei, il CETEBBIX YCTPOUCTB
OH MPO3payueH He MOJTHOCTHIO, TOTOMY YTO paboTaeT Ha ceTeBOM ypoBHe, a He Ha MAC-ypoBHe. DTO
PEIbSIBISET TOTOTHUTEIbHBIC TPEOOBAHUS K TIPAaBUIIaM JIJIsi OpaHIMay pOB

Bce ycrpoiictBa, He noanepxkuBatomiue [Psec, ya3BuMbl niepe 30HIMPOBAHUEM WM aTaKaMu
CO CTOpPOHBI JIOOBIX TMOJb30BaTeNIel, CIOCOOHBIX OCYIIECTBISATh MOHHUTOPHHI Tpaduka B
OecrpoBOIHOM ceTH

Ecnu nporokon IPsec ucnonp3yercst B KpynHOW cucTeMe He TOJIBKO JJISl 3alluThl Tpaduka
OecrpoBOIHOM CeTH, HO M ISl KOMIUIEKCHOM 3aIluThl Tpaduka APYTruX MPUIOKEHHM, YIpaBiIsaTh
nonutukamu [PSec Oyner ciioxHO

IToroxon WPA

WPA Britoyaer B ce0st ynydlIEHHBIH MEXaHM3M ayTeHTH(HKanuu u mudpoBaHUs. DTH
U3MeHEHHs ObLIM BHECEHBI B mpoekT crangapra 802.111, ognako Anbsac Wi-Fi cobpas mograbop
KOMITOHEHTOB, COOTBETCTBYMOIMX craHmapty 802.111 He moxuaasch OPHUIUAIBLHOIO MPHUHATHS
BHEIPWJI HX TMOJJEPKKY B BblllyckaemMoe oOopynoBaHue. IIpoTokon modydua Ha3BaHUe
«anieHHbii gocryn k Wi-Fi»n (Wi-Fi Protected Access, WPA).
3amura 6ecIpOBOIHBIX CETEH MMEET YEThIpEe COCTABIISIOIINE:

ba3oBas ayrentudukanus (authentication framework). IIpeacrasiser co6oit MexaHH3M,
KOTOPBII YCHJIMBAET JACHCTBHE AITOPUTMA ayTCeHTHU(UKAUHU IyTeM OpraHU3alUH 3allUIIEHHOTO
o0MeHa COOOLICHUAMU MEXIY KIMEHTOM, TOUKOH JI0CTYyIa U CEPBEPOM ayTEHTU(DHUKALMH.

Anroput™m ayrentu¢ukauuu. IIpencrasnser co0oil anropuT™, MOCPEACTBOM KOTOPOTO
TIOJITBEPIKIAIOTCS TIOJTHOMOYHS TIOJTH30BATEIS.

ANropuTM 3alMTHl AaHHBIX. OOecneunBaeT 3aluTy Mpy nepeaaye yepe3 OeCpoBOIHYIO
cpeny (ppeliMOoB TaHHBIX.

Anroput™M obecriedenust nenoctHocTH. (data integrity algorithm). O6ecneunBaet
LIEJIOCTHOCTh JIAaHHBIX MpH MepeAaye uX uepe3 OeclpOoBOIHYIO Cpefy, MO3BOJSAS MPHUEMHUKY
yOeIHUTHCS B TOM, YTO JTAHHBIE HE OBUIH TIOJMEHEHHBI.

ba3oBas ayrentuduxanus

OcHOBHbBIE KOMIIOHEHTHI, o0ecnieunBaroye 3QHEeKTUBHYIO ayTEHTUPUKALIUIO — 3TO :
IlenTpanu3oBaHHas ayTeHTU(DUKALMSA, OPUEHTUPOBAHHAS HA MOJIb30BATEIS;
JlnHaMu4ecKkue KIouH;

VYnpasienue 3amupoBaHHBIMU KITIOUaMH;
B3anmuas ayreHTHUKAIIS.

AyTreHTH(UKaIMA, OpPUEHTUPOBAHHAs Ha IMOJb30BATENsl, YPE3BBbIYAHO BaXKHA JUIA
oOecrieyeHnsT 3alIuThl CeTH. AYTEHTH(UKAIWI, OPUEHTHPOBAaHHAs Ha YCTPOHCTBA, MOJOOHAS
CKPBITON ayTeHTHU(HUKAIMU U ayTeHTU(UKAIIMN C COBMECTHO MCIIOJIBb3YEMbIM KIIFOUOM, HE CIIOCOOHA
BOCIIPETIATCTBOBATh HEABTOPH30BAHHBIM  TIOJB30BATENISIM  BOCIIOJIB30BATHCS  aBTOPU30BAHHBIM
ycTpoicTBOM. M3 3TOTrO ClieAyeT, 4To MpH MOTepe U Kpaxke TAaKOro yCTPOMCTBA WIIM MO OKOHYaHWU
paboThI IO HAaliMy aAMHHHUCTPATOP CETH OYAET BBIHYKIEH BPYYHYIO U3MEHSTH KIIFOUM BCEX TOUYEK
JocTyna W KiumeHToB cetu crangapta 802.11. Ilpu ueHTpanu3oBaHHOM, OPHUEHTUPOBAHHOM Ha
NI0JIb30BaTE sl YIPABICHUH Yepe3 cepBep ayTeHTU(HKAIMKU, aBTopH3anuu 1 ydera (authentication,
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authorization and accounting, AAA), takoii kak Radius, aAIMUHHCTPATOP MOXKET 3aIPETUTH TOCTYI K
CETH OTAENBHBIM I0JIb30BATENSM, 2 HE UX YCTPOUCTBAM.

AyTeHTH(HKAINA, KOTOpas MOIICPKUBACT CO3/JaHUE JWHAMHYECKHX KIIOYEH, XOpOILIOo
HNONXOMUT JUIs yiydllleHus 3amuThl OecnpoBoaHbix LAN u  Moaenu ymopaBieHUS HMHU.
JluHaMu4eckue  KJIIOYM, WHAMBHIYyalbHbIE JUIA  KaXJIOTO  IOJIb30BATENs, OCBOOOXKIAIOT
aMUHHCTpaTOpa OT HEOOXOJWMOCTH HCIIOJNb30BAHUS CTAaTUYECKU YIPABISEMBIX KIIOYEH.
JluHaMu4eckue KIIOYM CaMH HA3HAYalOTCS W AHHYJIHUPYIOTCS, KOTJAA II0JIb30BaTellb MPOXOAUT
ayTeHTH(HUKALIHIO.

B3anmuass ayreHTHUKaAnMs — O5TO ayTeHTU(UKALUS, MPU KOTOPOH HE TOJIBKO CETh
ayTeHTU(ULHPYET MOJIb30BaTElNsl, HO U MOJI30BATENb CETh.

Texnonorusst WPA, npusBannas BpeMeHHoO (B oxunanuu nepexosa k 802.111) 3akpeits 6permmn WEP,
COCTOMT U3 HECKOJIbKUX KOMIIOHEHTOB:

npotokos 802.1X - yHHMBEpCaJIbHBIH NMPOTOKON IS ayTeHTH(HKALWW, aBTOPU3ALUHN U
yuera (AAA)

npotokos EAP - pacmupsiemsrii mporokon ayrentudukamuu (Extensible Authentication
Protocol)

npotokoa TKIP - npoTokoa BpeMeHHO LIEIOCTHOCTH KIIFOUEH, ApYrol BapHaHT EPEeBOIa
- IPOTOKOJI IIeTOCTHOCTH Kitouei Bo Bpemenu (Temporal Key Integrity Protocol)

MIC - xpunrrorpaduueckas mpoBepka neiaocTHocTr nakeros (Message Integrity Code)

nporokos RADIUS

[TpokTokom 802.1X

[Tporokon 802.1Xx MOXET BBINOJHATh HECKOIbKO ¢yHKIMH. B maHHOM ciiydae Hac
UHTEPECYIOT (YHKIMH ayTEHTU(HUKAIMH TIOJB30BATENsl U paclpe/ielieHue KIoYed mupoBaHusL.
Heo06xoauMo OTMETHTbH, YTO ayTeHTH(HKALMS MPOUCXOAUT «HA YPOBHE IOPTa» - TO €CTh IOKa
NOJIb30BaTENh HE OyAeT ayTeHTHU(UIUPOBAH, €My pPa3pelIeHO IOCHUIATh/IPUHUMATD MaKeTHl,
Kacarolluecs TOJIBKO Ipoliecca ero ayTeHTU(GUKauy (y4eTHbIX JaHHBIX) U He Ooisiee Toro. M Toabko
10CJI€ YCTEIIHON ayTeHTH(HKAIUU MOPT yCcTpoiicTBa (OyAb TO TOYKA JOCTYNA WIH KOMMYTATOP)
OyZaeT OTKpHIT U MOJb30BaTENb MONYYUT nocTyn K pecypcam cetu. IEEE 802.11x onpexnensier Tpu
OCHOBHBIX KOMIIOHEHTa B CE€TE€BOM OKpykeHuu: CamnrumkaHT (supplicant) — oOBEKT KOTOpOMY
HeoOxomuMa ayreHTH(ukanus. CepBep ayrentudukanmu (authentication server) — o0bexr,
oOecnieunBaromUi ciykObl ayreHTH(UKaMU. B cranmapre 4eTko He OMpeNeseHo, YTO JOJDKHO
BBICTYIIaTh B KaueCTBE cepBepa ayTeHTH(UKAIUU, HO, KaK MpaBuUio, UM siBisierca cepsep RADIUS
(Remote Access Dial In User Service).

Ayrentudukarop (authenticator) — oObeKT Ha KOHIIE CerMEeHTa "TOYKa--TOYKA" JOKAIbHOM
BBIUMCIUTENIBLHON CETH, KOTOPBIN CIOCOOCTBYET ayTeHTU(PHUKAIMN 00BEKTOB. J[pyruMu ciioBamMH, 3TO
YCTPOMCTBO-TIOCPETHUK, PACIOaraéMoe MeXAy CepBEpOM ayTeHTHU(HKAIMKA U CANIUIMKAHTOM.
OOBIUHO €r0 POJIb BHITIOJIHIET OECIPOBO/IHAS TOUYKA JOCTYIIA.

AyTeHTH()UKATOP CO3/1aeT JJOTHUECKUH MOPT AJIs yCTPOUCTBA CAllIUIMKAHTA. DTOT JOr MYEeCKUI
NOPT HUMEET JiBa TpaKkTa NPOXOXKIECHUS JaHHBIX: HEKOHTPOJUPYEMBIH U KOHTPOJIHPYEMBIM.
HekonTpoaupyeMmslii TOPT MO3BOJIAET MPOXOJUTh Yepe3 TPaKT BCeMy TpapuKy ayTeHTU(UKAILUH.
KonTponupyemblii TpakT OJOKUPYET MpOXOXKIAEHHE Tpaduka [0 TeX Iop, MOoKa He Oyaer
OCYILECTBIIEHA yCTIeUTHAs ayTeHTH(PuKanus kiaruenTa. CM. pucyHok 6.8.

Bo Bpemst ayTeHTHQHKAIIMN OOMEH COOOLIEHUSIMH OCYLIECTBIISIETCS CIIEYIOIINM 00pa3oM:
KnueHnt-npocuTens accoluupyeTcst ¢ ayTeHTU(PUKaTOpOM TOYKOM JocTyma.
AyTteHTudukaTop npeaocTaBiIsieT mopt npocutento. [lepeBoguT mopT B HEaBTOPHU30BAHHOE

COCTOSIHHE.

KnuenT HaunHaeT ayTeHTuUKaIo

AytenTtudukarop orBevaer coodmienuem ¢ EAP 3anpocom Ha ayTeHTH(DUKALIUIO TIPOCUTENIO,
YTOOBI YIOCTOBEPUTHCS B UIEHTUYHOCTH KJIMEHTA.

Ha cepBep ayreHTHUKAIMM OTHpPABISETCS MaKeT, COAEPKAIIMKA HJICHTU()UKALMOHHBIE
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JaHHBIC KITUEHTA.
B 3aBepmiennu moceutaercs maker RADUIS-ACCEPS, RADIUS-REJECT, nanpaBieHHBII
OT cepBepa ayTeHTH(PUKALUU K TOUKE JOCTYTIA.
AyTeHTH(HUKATOP NTEPEBOIUT MOPT KIUEHTA B COCTOSIHHE “‘aBTOPU30BaH .

&awﬁ@ «
| g
Az S ad
Cepsep ?
ayTeHTudurkaumm |
I
l— — .
| I
| |
| I
1 |
Tpaduk ctaHgapTa .
802.1x yepes 06blq:|zse';pa(pmx
HEeKOHTpOnUpyembI .
nopt KOHTpOnupyembin NnopT
Mpocutens

craHgapTta 802.11

Pucynok 4.28. Jloruueckue noptel ayreHTHUKaTopa cranaapra 8§02.1X
ITporokon EAP

IIporoxon EAP (Extensible Authentication Protocol) Obl1 co3maH ¢ LEIbIO YIpa3JaHEHUS
YACTHBIX MEXaHH3MOB ayTEHTH(HKAIMA W PACIPOCTPAHECHUS CTaHIAPTU3UPOBAHHBIX ITOIXOJ0B —
cxeM tuma "zampoc-otBer" (challenge-response) U MHGPACTPYKTYpbl, OCHOBAaHHON Ha MyOJMYHBIX
KJII0YaX M TIOJbh30BaTeNbCKuX ceprudukarax. Cranmapruzamus MexaHn3moB EAP mo3Bosnwmma
clenatb OpoLenypy ayTeHTH(QHUKAIMM MpOo3payHOH s CEepBEpOB JOCTyHa  pa3iIMYHBIX
npousBoauTeneil. Hampumep, nmpu MoAKIIOYEHNH TIOJIH30BATENS K CEPBEPY YAAJIECHHOTO JOCTYNa H
ucnonb3oBaHun Mexanusma EAP mporokona PPP s ayrenTudukanuu cam cepBep JOCTyna He
JIOJDKEH 3HATh WIIM MOJIEP)KUBATh KOHKPETHBIE MEXaHU3MBbl HJIM aITOPUTMBI ayTeHTH(PHUKAIINH, €ro
3a/la4a B 9TOM cllydae — JIMIIb nepenarh nmaketsl EAP-coobmennit RADIUS-cepBepy, Ha KoTOpoM
(aKTHUECKH TPOW3BOAMTCS ayTeHTH(HKAIMi. B 3TOM cimydae cepBep IOCTyNa HCIOJHSET POJb
nocpegHuka Mexay kimeHToM u RADIUS-cepBepom, B 3agaun KOTOpOro BXoAuT nepenaya EAP-
COOOILIEHUH MEXTy HUMHU.

[Tepeuncinum Hanbonee pacrnpoCTpaHEHHbIE METO/Ibl ayTeHTU(DUKALUT

LEAP — ajroputM B3auMHON ayTeHTU(UKAIMM C UCIOJIb30BAaHUEM  MApOJIs.
[Iponpeoperapusiit Meron ot Cisco systems. [TonnepkuBaercs obopynoBanueM kommnanuu Cisco.

EAP-MD5 - mnpouenypa OZHOCTOpPOHHEW ayTeHTHU(HKAIMK CaNIUIMKaHTa CEepBEPOM
ayTeHTU(UKALMK, OCHOBaHHAs Ha MPUMEHEHUH XdII-cyMMbl MDS mMeHH nosip3oBaTens U maposs
Kak noaTBepxkaeHue mia cepBepa RADIUS. JlaHHbIA METON HE TOIJIECPKUBAET HU YIPABICHUSA
KJIFOYaMH, HU CO3JIaHMsI TMHAMUYECKUX KIItoue. SIBIseTcs MpOCTEHIINM U HE CTOUKUM METOJIOM.

EAP-TLS - mnpomenypa ayreHTH(UKalMM, KOTOpas TIPEAINOJIaraeT WCIOIb30BaHUE
udpoBbix ceptudukatoB X.509 B pamkax uH(pacTpykTypsl OTKphITHIX Kitouel (Public Key
Infrastructure — PKI). EAP-TLS nojnepxuBaeT TUHAMHUYECKOE CO3JaHUE KIIIOUCH W B3aUMHYIO
ayTeHTH()UKANIO MEXIY CANIUTMKaHTOM M cepBepoM ayTeHTHUduKaruu. HemoctaTkoMm TaHHOTO
METO/1a ABJSIETCS HEOOXOIUMOCTh MOAJIEPKKU HHPPACTPYKTYPhI OTKPBITHIX KIHOUEH.
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EAP-TTLS - EAP, paspabGorannenii kommanusiMu Funk Software u Certicom wu
pacmupsitonuii - Bo3aMokHOCTH EAP-TLS. EAP-TTLS wucnons3yer Oe3omacHOe COCTUHEHHE,
ycTaHOBJICHHOE B pe3ynbrate TLS-xBuTHpoBaHus uis oOMeHa OTOJHUTENBHOW HH(pOpMarmei
MEX]y CalIUIMKaHTOM U CepBEpOM ayTeHTH(UKanuu. B pe3ynbraTe nanbHEHIIMN MPOLECC MOXKET
IPOM3BOJUTHCS C TIOMOIIBIO APYTHUX MPOTOKOJIOB ayTeHTU(UKALMHU, HaIpuUMep TakuX, Kak: PAP,
CHAP, MS-CHAP umu MS-CHAP-V2.

EAP-PEAP — sTOT MeTOZ mepes HEeNOCPEACTBEHHOW ayTeHTH(UKAUEH MOIb30BaTENs
cHayana obpasyer TLS-TyHHEN» MeXIy KIMEHTOM U CEpPBEPOM ayTeHTU(HUKAIMH. A yXe BHYTPH
9TOr0 TYHHENS OCYLIECTBISETCS caMa ayTeHTU(UKAIMs C UCIOJIb30BaHMEM cTaHiapTHoro EAP
(MD5, TLS, MSCHAP V2).

EAP-MSCHAP V2 - meton ayreHTH(UKamu Ha OCHOBE JIOTMHA/TIAPOJIsl TIOJIb30BATENS B
MS-cersix. J[lanHblii Meron mnoanepxuBaeT (DYHKIMM YOpaBI€HHUS KIHOYaAMM M CO3JAaHUsA
JTUHAMHYECKUX KIFOYECH.

[Iporokon TKIP

Temporal Key Integrity Protocol (TKIP) — mpoTtokoii, nmpeaycCMOTpEHHBIH crieuduKanneit
WPA. TKIP mnpenna3naueH sl pemieHusi ocHOBHBIX mpoOiem WEP B obGnactu mmdpoBanus
TaHHBIX. J[7151 COBMECTUMOCTH ¢ CYIIECTBYIOMIMM ammapaTHeiM obecriedenrem TKIP ucnoms3yer ToT
ke anroput™m mmdposanus, yto 1 WEP — RC4. TKIP mnonmpa3dymeBaeT HECKOJIBKO CHOCOOOB
MOBBIIICHUS 3aITUIIICHHOCTA OECITPOBOIHBIX CETEH:

JTUHAMHYECKHE KIIIOUU

M3MEHEHHBI METO/1 TeHepaIiy KIrouen

0oJee HaJEKHBIN MEXaHU3M MIPOBEPKHU 1[ETOCTHOCTH COOOIIEHUM

YBEJIMUYEHHBIN MO JIMHE BEKTOP MHULIMAIH3AIUH (110 48-pa3psaiHoro)

HyMepalus MaKkeToB

OcCHOBHBIE YCOBEPIICHCTBOBaHUS, BHECEHHBIE MTPOTOKOJIOM T KIP, TakoBsI:

[TogpeiiMmoBOE M3MEHEHHE KITFOUEH MU (ppOoBaHHUS.

Kontpouss 1ienoctHoctu coobmenus (message integrity check, MIC). O6ecnieunBaercst
3¢ (eKTUBHBI KOHTPOJIb IEIOCTHOCTH (PpeiMOB JAHHBIX C LEJbI0 MPEJOTBPALIEHHs MPOBEACHUS
TalHBIX MAaHUMYJSIIMH ¢ ppeliMaMy U BOCTIPOU3BEACHUS PpeliMOB.

OCHOBHOM MPUHINUI, HA KOTOPOM OCHOBAHO MO PEeHMOBOE U3MEHEHHUE KIII0Ua, COCTOUT B TOM,
yro IV, MAC - agpec mnepenatunka u WEP — xmou oOpabaTeiBaeTcs BMECTE C IOMOIIBIO
JBYXCTYNEHYAaTOM (YyHKIMM NepeMelIuBaHus. BekTop HHUIManM3aluu uMeeT 48 pas3psaHblil
pasmep (B omirune ot 24 pa3psIHOTO B IPYTUX MPOTOKOJIAX) U OH pa3OWT Ha JBE YACTH — CTapIIne
32 pa3psina u Miaawmue 16 pa3psaaos.

[TodpeliMoBO M3MEHSIEMBIN KIIHOY UMEET CHIIy TOJIBKO TOTJa, Koraa 16-pa3psaHble 3HAaUeHUS
IV He wucnonb3yrorcs noBTopHO. Ecnmu 16-paspsasblie 3HaueHus |V ucnonb3yroTcss JIBaX[bl,
IPOUCXOIUT KOJUIM3US, B PE3yJIbTaTe YEro MOSBISETCS BO3MOKHOCTH IPOBECTU aTaKy M BBIBECTH
KJIH04eBoil moTok. YToOs! n3bexath koyumsuii 1V, 3Hauenue kimova 1-oif ¢asbl BEIYUCIAETCS 3aHOBO
nyreM yBenudeHus ctapmux 32 paspsgoB IV Ha 1 M MOBTOPHOTO BBIYMCIEHUS MO(PEHMOBOTrO
KJIIOYa.

[Tpouecc nodpeiiMoBOro N3MEHeHUs KITto4ya MPOUCXOAUT CIETYIOINUM 00pa3oMm.

Ba3oBblii K104, OJTy4EHHBIH BO BpeMs ayTeHTU(UKALMN U UMEIOIIUI pa3MepHOCTh B 128
pa3psAa0B, MEPEMEIINBAETCS CO CTapmUMK 32 pa3psaaamMu 48 pa3psaIHOro BEKTOpA MHUILIMATU3AMI
u 48-pazpsanaeiM MAC anpecom mnepenatunka (TA). Pesymbrar sTOoro neiicTBus HasbIBaeTcs
KJIFOUOM TIepBOit ¢azbl (80-pa3psiaHbIii).

Kmtou mepBoii ¢a3er cHoBa mepememmuBaercs ¢ IV u TA g BbIpaOOTKH 3HAYCHHS
nogpeiimoBoro kiroua (128-pa3psiansiii, mepsbie 16 paspsgos — 3to V).

IV, ucrionp3yemslii 1uis mepenaun pperima umeet pazmep 16 6uros (0-65535)

[TodpeliMOBBIii KITt0U UCTIOIB3YeTCs I NG POBAHUS JaHHBIX.

Korga 16-6utoBoe mpoctpanctBo |V oka3biBaeTcs HcuepnaHHbIM, KiIod 1-i ¢a3sl
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oTOpachIBaeTCs M 32 cTaplliux paspsaa yBeIUUUBaroTcs Ha |
3aHOBO BBIYUCIISIETCS 3HaUEHUE MTOGPEHMOBOTO KiTtoua (pUcyHOK 4.29)

Ko, cremHeprHpoEArGEIE o Crapume 32 paspaga MAC-agpec
crargrapry 202 15 T -
I .
i _-"’l‘
1 -~
i __,f*
|
CHMECH gy | LF
TRIE J_—'- . s
o
Crmecs 16 Tod peit =
. | PeHNMOEEH
Fmow - hazer TeTE - s

@ Sanned porarcont gpefm
HAHHBIX

Fpefot marmmrx

OTFPETRIN TEeXC TON

Pucynok 4.29. I[logpeiimoBoe n3MeHEHUE KiIrouen
IIpoBepka nenocTtHocTu coodmennii MIC

MIC IIposepka menmoctaHocTu coodmenuii (Message Integrity Check, MIC) npennaznadena
JUIsT TIPEeOTBpAIICHUs] 3axBaTa IAKETOB JAHHBIX, M3MEHEHHS] UX COACPKUMOTO M TOBTOPHOMH
nepecsuiki. MIC moctpoeHa Ha 6a3e MOIIHOW MaTreMaTH4ecKoW (YyHKIHUH, KOTOPYIO HMPUMEHSIOT
OTIIPABUTENb U TOJNyYaTesb, a 3aTEM CPaBHUBAIOT pe3ynbTar. Eciau OH He cOBMajgaeT, TO JaHHBIC
CUMTAIOTCA JIOKHBIMU U TTAKET OTOpachIBaeTCA.

B otiimune ot WEP, e s KOHTpoUIs IETIOCTHOCTH NIEPEIaBaeMbIX JaHHBIX MCIOIb30BAIACh
CRC-32, TKIP npumensier MIC, obecrieuanBaroninii KpunrorpapuIeckyro KOHTPOIBHYIO CYMMY OT
HECKOJIbKUX MOJIeH (agpec UCTOUHUKA, apec Ha3HAYCHMs U IO AaHHBIX). Tak Kak KilacCHYecKue
MIC-anroputmsl  (Hanpumep, HMAC-MDS5 wm HMAC-SHAL) s cymiecTBYIOMIETO
O6ecripoBoIHOTO  00OpYy/OBaHMS  SBSUIUCH  OYEHb  "TsDKENbIMH' UM TpeOoBaiu  OOJIBIIMX
BBIUMCJIUTENBHBIX 3aTpaT, TO CHEIHAJIbHO JJI MCIOJIb30BaHMUs B OecrpoBOJHBIX ceTsix Huuibcom
@eprioconom (Niels Ferguson) Obut paspaboran anroputM Michael. [Ing mmdpoBanus oH
npuMeHsieT 64-OMTHBIA KJIIOY U BBITIONHAET ACUCTBUS Han 32-OuTHbIMH Oiokamu AaHHBIX. MIC
BKIIIOUAETCS B 3aIM(PPOBAHHYIO YacTh PperiMa Mex 1y mosieM JaHHbIX U nosneM ICV.

Hns obecrnieuenusi 1eI0CTHOCTH NaHHBIX B mpoTokosie TKIP, momumo mexanusma MIC,
IpeayCcMOTpeHa enle ofHa ¢pyHKuus, orcyrcTBoBasmas B WEP, -- Hymepanus naketo. B kauectse
HoMepa ucnoibzyercs [V, xotopsiii teneps HaszpiBaeTcs TKIP Sequence Counter (TSC) u umeer
muny 48 6ut, B oTiinume ot 24 6utr B WEP. YBenuuenune nnunst [V 1o 48 OuT mo3BomseT u3dexarh
KOJUIM3UM BEKTOPOB U TAPaHTUPYET, YTO OHU HE MOBTOPSITCS Ha MPOTSKEHUH MHOTHUX JIET.

OcHoBHBIM U cambiM BakHbIM oTianuueM TKIP or WEP sBnsercs mexaHusMm ynpaBiieHUs
KJIFOYaMH, TO3BOJISIONINI NEpUOJANYECKM H3MEHATh KIIOYM U MPOU3BOAUTH OOMEH HUMHU MEXIy
BCEMM YYaCTHMKAMM CETEBOTO B3aUMOJEWCTBUS: CANIUIMKAHTOM, ayTEHTH()PUKATOPOM M CEpBEPOM
ayreHTuuKauuu. B mpouecce paboThl ¥ ayTeHTU(UKAMKM Ha Pa3HBIX dTanax B3auMOJEHCTBUS U
JUIS pa3iIMYHBIX LEIed FeHEPUPYIOTCS CHEUATN3UPOBaHHbBIE KITHOUH.

Ha pucynke 4.30 mokazan mexaHu3M padotsl anroputma MIC.
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HazHaqeHua (DA) [5A) CTAHAARTA 202,11

Michael
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Pucynok 4.30. Pa6ota anropurma MIC

Wtak, 3Has kakuM oOpa3oM NPOUCXOAUT MOQPpeiiMOBOE H3MEHEHHUE KIIouei, a Takxke
NOHMMAs TPUHIUI PpaboThl aIrOpUTMa KOHTPOJs wnenocTHoctH coobmenuit MIC, wmoxHO
paccMoTpeTh anroputm mudpoanus gaHHbX T KIP (puc. 4.31)

I'enepupyercst moppeiMOBBII KITIOY.

Anroputm MIC renepupyer MIC s ¢ppeiima Briesnom.

@peiim pparmenTupyetcs B cooTBeTcTBUU ¢ ycraHoBkamu MAC miist dpeiima B 1iesom.
®parMeHTsl Ppeiima HUPPyTCs ¢ MOMOIIBIO MOPPEHMOBOTO KIItOYa.
OcyuecTBisiercs nepenaya 3amn@poBaHHbIX periMOB.

} 1
i Nogpeiimo-
A u
@ g
-m @ QL‘:,?: nfilraé' ’ “"@—r®—hl 3awmdposarnce dparuenTy ppeiiual

Pucynok 4.31 — Anroputm mudposanus TKIP

Cranaapt 802.11i

Crangapt 802.111 wim WPA2 Obu1 npunst B centsope 2004 roma opranmsanueir Wi-Fi
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Alliance u mnpezacraBiasier co0oOi  CcepTUDUIMPOBAHHYIO COBMECTHMMYIO BEPCHIO  OJHOM
cnenudukanuu [EEE 802.111, npunstoii B mroHe 2004 roma. Kak u mpeamecTByrommii emy
crangapt, WPA2 nonnepxxuBaer npoBepky noymuHocTd 1o npotokony IEEE 802.1X/EAP wnm
TEXHOJIOTUIO NPEIBAPUTENbHBIX KIIIOUel, HO, B OTJIMYME OT CBOETO IPEJIIECTBEHHUKA, COAEPIKUT
HOBBII yCOBepIICHCTBOBaHHBIA MexaHu3M mudpoBanus AES (Advanced Encryption Standard) co
128 GUTHBIM KITFOYOM.

AES npumen va cmeny DES, B ero ocHoBe nexur anroput™ Rijndael. CornacHo ornenkawm,
Rijndael He moaBepkeH CIeAYOMIMM BUaM KPUIITOAHATUTHYECKUX aTaK:
1. YV anroput™Ma OTCYTCTBYIOT cllabble KIFOUH, a TAK)KE BOSMOXKHOCTH €0 BCKPBITUS C TTOMOIIBIO
aTaK Ha CBSI3aHHBIX KIIIOYAX.
2. K anroputmy He npuMeHuM audhepeHInanibHbIi KPUIITOAHAINS.
3. AJITOpUTM HE aTaKyeM C ITOMOIIbIO JMHEHHOI0 KPUNTOAHAIN3a U YCEUEHHBIX AuddepeHnnanos.
4. Square-araka (cneun(uyHas aTaka Ha alTOPUTMBI CO CTPYKTYPOH «KBaJpaT», K KOTOPBIM
otHocutcs 1 AES) taxke He mpuMeHnMa K anroputmy Rijndael.
5. AropuTM HE BCKPBIBAETCS METOJOM MHTEPIIOISIIIUH.

Crpykrypa anropurma mudposanus RIJINDAEL

RIJINDAEL — 5T0 urepannoHHBIA OJIOUHBIA MH(P, UMEIOMMNA apXUTEKTYPy «KBaApaT».
[Mudp umeer nepeMeHHYIO UIMHY OJIOKOB U Pa3IMYHbIC JUIMHHBI KIfouel. lvHa kimoya U AnuHa
0JIOKa HE3aBUCHUMO JPYyr OT Jpyra MOTyT cocTaBisath 128, 192 m 256 6ur. B cranmapre AES
ompeescHa JJIMHA 0JI0Ka TaHHBIX paBHsA 128 Ouram.

[TpoMexyTodHbIE Pe3yJabTaThl MPEeOOpPa30BaHUM, BBIMOIHICMBIC AJTOPHTMOM, HA3BIBAIOTCS
cocrossHusiMu (State). CocTosiHUS MOXKHO MPEACTaBUTh B BUIE MPSIMOYTOJIBHOIO MaccuBa OaiToB.
[Ipu pazmepe 6si0ka 1aHHBIX paBHOM 128 Ourtam, 3T0T 16 — GaliTOBBIN MaccuB umeeT 4 cTpoku u 4
cTonbua (Kaxapli cTonbel U Kaxaas CTpOKa IMPH 3TOM MOT'YT pacCMaTpUBaThCs Kak 32 — pa3psiaHbie
cioBa). BxonHbie ganHbIe At mudpa 0003HAYAIOTCS Kak OalThl COCTOSHUS B TIOPSIAKE Soo, S10, S20,
S30,... Ilocie 3aBepieHus AercTBUs g pa BEIXOJHBIC JaHHBIC IOTYYaroTCs U3 0aTOB COCTOSIHUSA B
TOM ke Topsiike. B o6miem cirydae uuciio cronbioB Np paBHO utiHE 0J10Ka, JAeTeHHON Ha 32.

Soo S Soz Soz kap ky kop ko3

Sw | Su | Si S13 kig [ ki | ki ki3

Sz0 821 S22 823 Ko ky koo Koz

S30 831 S32 833 ks k3 ks kss
a ]

Pucynok 4.32. ®opmartsl JaHHBIX: a — puMep npeacTaBieHue oioka (Np=4)
0 — ximroua mudposanus (N=4), rae Sij u Kjj coorBeTcTBeHHO 6aiiThl MaccuBa State u kioya,
HAXOJIAIIUECs Ha TIEPECEUCHUH I-TO U J—T0 CTOJIONA.

Kitou mmdpoBanus Takke MpeAcTaBiIeH B BUAE MPSIMOYTOJIBHOIO MacCHBa C YETHIPbMS
ctpokamu (puc 4.32). Uucno cTondioB 3TOr0 MacCMBa PaBHO JUIMHE KItoya JejeHHod Ha 32. B
cragmapre AES ompenmeneHsl UIMHBI BceX Tpex pasmepoB — 128, 192 m 256 Ourt, TO ecTh
COOTBETCTBEHHO 4, 6 u 8 32-pa3psiaHbIX ciaoBa. UMCIIO payHJ0B B aITOPUTME 3aBUCUT OT 3HAUCHUU
Nk u Np, kak mokazano B Tabmuie 4.9. B crammapre AES ompeneneHO COOTBETCTBHE MEXKIY
pa3MepoM KIro4Ya, pa3MepoM OJIOKa JaHHBIX M YWCIA PayHIOB MH(PPOBaHUSA, KaK MOKA3aHO B
tabnuue 4.10

Tabnuua 4.9 - Yucno paynaos Ny kak pyHKIUS OT JUIMHBI KIIFOYa U pa3Mepa O6j0ka
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N, Np=4 Np= 6 Np = 8
Nk=4 10 12 14
Nk=6 12 12 14
Ny=8 14 14 14

Tabmuma 4.10 CooTBeTCTBHE MEXKIY pPa3MEpOM KIIt04a, pa3MepoM OJI0Ka JaHHBIX U YUCIIa payHIO0B

mmdpoBaHus
Cranmapt Jnuna kmroya  Pasmep Omoka gaHHbIx  YucCiio payHI0B
AES-128 10 12 14
AES-192 12 12 14
AES-256 14 14 14

B cnenndukanuu crangapra 802.111 permameHTHpOBaHO Ucmonb3oBanne AES-128.
PaynjioBoe npeodpasoBanus

PayH1 COCTOHT U3 YeThIpeX MpeoOpa3OBaHHIA:

3amena OaiitoB SubBytes() — moGaiiToBast mojcTtaHOBKa B S-0yiokax ¢ (DUKCHPOBAHHOM
Ta0IMIeH 3aMEH Pa3MEepHOCThIO 8%256;

Casura crpok ShiftRows() — moGaiitoBoro ciusura cTpok MaccuBa Sate Ha paziM4YHOE
KOJINYECTBO OaiT;

[TepemermBanus ctosnboB  MixColumns() — ymHOXeHHE CTONOIOB  COCTOSHHS,
paccMaTpuBaeMbIX Kak MHorowieHsl Hag GF(2®), na Muorounen tperbeii crenenn g(X) 0 MOIYIIO
xH+1;

Crnoxenne ¢ paynaoseiM kiarouom AddRoundKey() — mopaspsimaoro XOR ¢ Tekymmm
MOMEHTOM Pa3BEPHYTOr0 KII0Ya.

3amena 0aliToB

[IpeobpazoBanue SubBytes mpencraisieT co00l HENUHEHHYIO 3aMeHy 0alTOB, BBIOIHIEMYIO
HE3aBUCHUMO C KaXIbIM OalTOM COCTOSHMA. TaOnuiel 3aMeHBl  S-OJIOKOB  SIBJISIFOTCSA
WHBEPTHPYEMBIMH U TOCTPOCHBI M3 KOMIO3UIMH CIEIYIOIINX JIBYX MpeoOpa3oBaHUil BXOJHOTO
Oaifra:

8 .
nojyueHre oOpaTHOro sieMeHTa ymHOXeHuss B mone GF(2°), myneBoit smement 00
NEPEXOJIUT caM B ceOst
npuMeHeHue npeodpaszoBanus Hag GF(2), onpeeneHHOro cieaymuM 00pa3om:

;] [1 0 0 01 1 1 1][h] [2
b/l |1 1 00 0 1 1 1||b]| |1
bl |1 11000 1 1||h| |O
b§_11110001.b3+0
b;{ |1 1 1110 0 0flb]| |O
bl |01 1 1110 0flh] |1
bi| |0 01 1 1 1 1 0flb]| |1
b [0 001111 1]|b| |0

Jlormka paboTel S-Omoka mpm TpeoOpazoBaHWM Oaiita {XYy} oTpakeHa B Tabmuie 4..
Hanpumep, pesynbrar {ed} npeoOpa3oBanus Oaiita {53} HaXOAWTCS Ha MEPECEYCHUU S5-I CTPOKH H
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3-ro cTpoKa.
Taomuua 4.11 - Tabnuna 3amen S-010Ka.
Xy

0O 1 2 3 4 5 6 7 8 9 a b ¢ d e f
63 7c 77 7b f2 6b 6f ¢c5 30 01 67 2b fe d7 ab 76
ca 82 c9 7d fa 59 47 fo ad d4 a2 af 9c a4 72 c0
b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15
04 c7 23 ¢3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
09 83 2c 1la 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84
53 d1 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf
do ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8
51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2
cd Oc 13 e 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73
60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e Ob db
e0 32 3a 0a 49 06 24 5¢c c2 d3 ac 62 91 95 e4 79
e7 ¢8 37 6d 8d d5 4e a9 6¢c 56 14 ea 65 7a ae 08
ba 78 25 2e¢ 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a
70 3e B5 66 48 03 f6 Oe 61 35 57 b9 86 cl1 1d 9e
el f8 98 11 69 d6 8¢ 94 9b le 87 €9 ce 55 28 df
8¢c al 89 0d bf e6 42 68 41 99 2d Of b0 54 bb 16

= DO OO T DY OONO OIS, WNEO

IIpeo6pa3oBanue caura crpoku (ShiftRows)

[Tocneanue Tpu CTPOKU IUKIMYECKU CABUTAIOTCS BJIEBO Ha pazau4Hoe uyncio Oailt. Crpoka 1
c/BUraercs Ha cq OaifT, cTpoka 2 Ha ¢y 0aiiT, CTpoKa TpU Ha c3 OaiiT. 3HaueHUe CABUIOB Ci, Cp, C3
3aBUCAT OT JUTMHBI 010Ka Np. J{nst cranmapra AES-128 cBUTH UMEIOT CIIEAYIONUE 3HAYCHHS €1 = 1,
Co = 2, C3 = 3.

Omeparust capura nocieaHux tpex out, ShiftRows, mokaszana Ha puc ))))

Soo So1 Soz So03 fies coEHTa Soo So1 Soz So3

Sw Sn S1z 813 |UHRDmYecHHME CUEMT Ha o) S Sz Si3 St

Sz0 Sn Sz2 823 [wonraecand oppnr 5 o S22 S23 Sz0 S

H

S30 S5 S3z 833 [mwmigeciui COBMI HA Cz 833 830 831 832

Pucynok 4.33. - JleiictBue ShiftRows Ha cTpoku cocTostHHS
IpeodpaszoBanue nepememmBanus croaounos MixColumns()
B srom mnpeoOpa3oBaHUU CTOJOIBI COCTOSHUS PAcCMATPUBAIOTCS KaK MHOTOWICHBI Ha

GF(2%) u ymuoxarotcs o mMoxyimo X* + lua muorowrer g(x)={03}x® + {01}x* + {01}x + 1. Do
npeo0pa3oBaHUe TAKIKE MOYKET OBITh MPEACTABICHO B MATPHUYHOM BHJIE:
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I'me ¢ — Homep cronbiia maccuBa State.

HpI/IMeHeHI/Ie 3TOU ornepaquui KO BCEM UYCTBIPEM CTOJ'I6HaM COCTOSIHMS O00O3HAUYeHO Kak
MixColumns(State)

I[()ﬁaBJ'[eHI/Ie PayHAOBOI'0 KJIr0O4Ya

B omepanuu payHIOBBIH KIIOY J100ABISETCS K COCTOSIHHIO MO CPEACTBAM MPOCTOrO
nopazpsgHoro XOR. PayHnoBbelii kimrou BbIpaOaThiBacTCs W3 KIO4Ya MIH(POBAaHUS TOCPEICTBOM
anroput™ma BbIpaOboTKH Kioued (Key schedule). Jlnuua paynmoBoro kioua (B 32-pa3psaHbIX
cioBax) paBHa jymHe Omoka Ny. IIpeoOpaszoBanme, comepskamiee gobasieHue mocpeacteom XOR
payHI0BOTO KJTF04a K cocTostHUIO (pucyHok 4.34), o6o3nadeno kak AddRoundKey()

31z
S10 Sn Sz S13 S0 Su S13

Sa0 821 BER Sz 8n

S32 832

kg k3, k33

Pucynok 4.34. Onepauunst AddRoundKey
AJITOPUTM BBIPA0OTKH KJIIOYEH

PayHnoBble KITIOYM MOJMy4yaroTCss W3 KIIOYa MIM(POBAaHUSA IO CpPEACTBAM ajIropuTMa
BBIpa0OTKU Kitoueil. OH COJCpXKUT JBa KOMIIOHEHTa: pacimpenue kmoua (Key Expansion) u
BBIOOp payHmoBoro kimoda (Round Key Selection). OcHoBomonararomye MpHHIMITEL aJTOPUTMA
BBITJISIST CIEIYIOIIMM 00pazoM:

of1iee 4uciio OUTOB pPayHJOBBIX KIIOYEH paBHO JUIMHE OJIOKa, YMHOXXEHHOW Ha
YUCIIO0 payHAOB, Iutoc 1 (Hampumep, Uit AnuHbl O1oka 128 6ut u 10 paynnoB tpeGyercs 1408 Out
PayHIOBBIX KITFOUEH)

KITI0Y IIM(POBAHUS PACIIUPSIETCS B PACIIMPEHHBINA KITHOY
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payHIOBbIe KJIIOYM OepyTCs W3 PACHIMPEHHOTO CIEAYIOIAM 00pa3oM: IepBbIi

payHIOBBIH KIHY coepuT nepsbie Ny ciioB, BTopoit mocieayromue Np 1 T. 1.

ITepbie Ny CIIOB coiepkarT K04 MH(PPOBaHMS, KaxJoe IMocieaytomee cioBo W[i]
noay4daercs nmocpeacrsaM XOR mpenpiaymiero ciaoBa W[i-1] u cioBa Ha Ny mosutiuu paree W[i-N]:

Wil =wii —IJ&wi-N,]

Jlnst cinoB mo3uius kotopsix kpatHa Ny, mepen XOR npumensiercs: mpeodpasoBanue Kk W[i-1],
a 3aTeM ele npubaBiseTcs payHaoBas koHcTanTa Rcon. IIpeobpa3oBaHue peann3yercsi ¢ MOMOIIBI0
JBYX IOMONHUTENbHBIX QyHKIMit: RotWord() — ocymiectBisier modaiToBbIi caBHUr 1o hopmyie { ao,
a1, a, az}> { ai, ap, ag, ao}, u Subword() — ocymecTBIseT MOOANTHYIO 3aMEHY C HCIIOJIb30BaHHEM S —
610ka pyukiun SubByte(). 3uauenne Reon[j] pasro 2. 3Hauenue w[i] B aTom ciaydae paBHo:

w{i] = SubWord (RotWord (Wi —1])) ® Rcon[%\l J®wi—N,]

W[ WPy [ VAR [ 3475

a

PAyVHIOBEIH PAVHIOEEIH PAyVHIOBEIH
Emod [ Emod | EJIOY 2

E
Pucynok 4.34. [Ipouenypsl: a — pacimupeHus Kio4a (CBETI0-CEPhIM LIBETOM BbIIEJIEHO CIIOBA
PacIIMPEHHOro KIIF04a, KOTOpbie GopMupyroTcs 6e3 ucnoab3oBanus ¢pyukimu RotWord u Subword,
CepBIM IIBETOM 0003HAYEHHI CJI0Ba (OPMHUPYEMBIE C MCIIOIb30BaHIEM ITHX (PYHKIHIT) 6 — BBIOOD
paynaoBoro kitoua ams Ng =4

DOyHKUMH 3alIH(PPOBAHUSA

Iudp Rijndael cocrout (pucynok 4.35):
W3 HavanpHOTO T0OABIIEHUS payHIOBOTO KIIOYa;
N-1 paynnos
3aKITIOUMTEIBHOTO PayHa, B KOTOpoM oTcyTcTByeT omeparus MixColumns()
Ha Bxon anroputMma momaroTcs OJIOKM TaHHBIX State, B Xoje mpeoOpa3oBaHUI COACPKUMOE
0J10Ka M3MEHsIETCS M Ha BXOJIe 00pa3yeTcsi MH(POTEKCT, OpraHu30BaHHbIHN B BUIe OoKkoB State.
JU71st TIOTY9eHHUsT UCXOTHOTO TEKCTa HE0OXOAMMO BBITIOTHUTH 00PATHYIO MOCTIEA0BATEILHOCTh
nevictBuid. [Ipn 5TOM HEOOXOIMMO MOMHHTE YTO MOPSIOK PAYHIOBBIX KIIFOUEH SBISETCS OOpaTHBIM
TOMY KOTOPBIH MCIOIB30BAIICS MPH MIHU(POBAHUY.
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Bxoanoii 0110k

A
A JloGaBreHne payHI0BOrO KIl04a
AddRoundKey
3amena OaiiToB A
SubByte
CrBur cTpok
ShiftRows

IMepemeninBanue CTONOLOB
MixColumns

1-i payHn

JloGaBiieHEe payHIOBOrO KII04a

AddRoundKey A

A
3ameHa 0aiiToB A
SubByte
CrBur cTpok
ShiftRows
IepemeninBanue cToa010B
MixColumns
JlobaBiieHHe payHIOBOTO KIIIO4a
AddRoundKey \
3ameHa 6aliToB A
SubByte
CnBur cTpok
ShiftRows 10-it paynn
JlobaBnenue payHI0BOro Kiroya

\ AddRoundKey \i

9-it payHz

Oyukuus Ey3ammpposanus Rijndael

h J

BbIxoqHOM 010K

Pucynoxk 4.35. Cxema ¢ynkimu 3amudposanus kpunroanroputma Rijndael mpu Ny = Np = 4

PexuM cuenjienus 0JI0KOB

Kak yxe oTMedanoch BbIIe B CTaHAapTe WPa2, OMpeNesNeHO HCIOIb30BaHUE ANrOpUTMa
mmdposanus AES B pexxnme cueruienus 61okoB mmdpotekcra (Ciphertext Block Chaining).
JlaHHBII pexxuM oOecneyrBaeT 3aBUCHMOCTH 3alIM(pPOBAHHOTO OJOKAa HE TOJIBKO OT OTKPBHITOTO
TEKCTa HO M OT ero HoMepa B IociIe0BaTeIbHOCTH. Ha prucyHKe moka3aHa cxeMa WILTIOCTPUPYIOIIas
paboty anroputma B pexume CBC.
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Pucynok 4.36. Pexxum mudposanus CBC: a — 3ammdposanue; 6 — pacuudpoBaHue

VpaBHeHHs 3aMMpPOBaHUS M PaCIM(PPOBAHUS UMEIOT CICAYIOIINHA B
¢ =Ep(p ®ciy)
Pi =D (C)®ciysi=1.m

['ne, Eag u Dag — pynkunu 3ammudpoBanust U paciiupoBaHus COOTBETCTBEHHO.
Ci ¥ Pj - 3amm(pPOBAaHHOE M OTKPBITOE COOOIICHIS

OtnnunTtenbHON 0cobeHHOCThIO peskuma CBC siBisieTcs 3aBUCMMOCTD TIPH 3aIIU(POBAHUH I-
ro 6510ka mMUppPOTEKCTa OT BCEX MPEABITYIIUX OJIOKOB OTKPHITOIO TEKCTA U 3aBUCUMOCTH OTKPBITOrO
TEKCTa Pj TOJIBKO OT ABYX OJIOKOB Ci.; U Ci. IlepBoe CBOICTBO AenaeT MPUTOJHBIM HMCIIOJIBL30BaHHE
pekuMa JUIsd peleHHs 3a/1a4 KOHTPOJIS 1IeI0CTHOCTH UH(popMalu. Bropoe cBoCTBO enaeT pexxum
CaMOCHHXPOHU3UPYIOLIUMCS: OJMHOYHAs OMMOKa MpH nepepadye (omubOKa Mpu mepesadyd OJHOTO
6J10Ka) MOXET MPUBECTH K HEMIPABUILHOMY PAaCHIM(PPOBAHUIO TOIBKO ABYX OJIOKOB.

Ha ceroassiiHuii 1eHb HET JJaHHBIX O YCIICIIHBIX aTakax Ha PacCMOTPEHHBIM alrOpUTM, MO
3TOMY €r0 MCII0JIb30BaHHE T'APaHTUPYET BHICOKUH YPOBEHbB 3aIINTHI NIEpeaaBaeMoil HHPOpMaIIHH.

Bb10op cTrannapra 3ammMThI

Jlnist TOCTPOEHUS MOJICUCTEMBI 3alllUThl B JaHHOW paboTe OyAeT MCIOJb30BaThCs CTaHIAPT
802.1i. OH coueraeT B ce0Oc HaJCKHBIE METOIbI AYTCHTH()HUKAIUK W CTOWKUN aJrOpUTM
mudpoBanus. Ilepen TeM kak mepexoAuTh K BBIOOPY MeToJa ayTeHTU(UKALUHU, CHOPMYIUpYeM
HECKOJIbBKO KPUTEPHUEB:

Ayrentudukanus AODKHA OBITh B3aUMHOH (B Tmpolecce ayTeHTHHUKAuu o0e
CTOPOHBI OJATBEPKJIAIOT CBOIO MOAJTUHHOCTD)

AyteHtudukanus J0DKHA OBbITh LEHTPAaJM30BaHHOW M OPHUEHTUPOBAHHOM Ha
II0JIB30BATENS
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JIO0MKHBI MCTIOB30BATHCS TUHAMUYHO MIH(DpyeMble KIIOUH

I[Ipy wWCHONB30BaHMM UEHTPATM30BAHHOW MW  OPUEHTHUPOBAHHOMW Ha  MOJb30BaTENs
ayTeHTU()UKALMU  HEaBTOPU30BAHHBI  3JIOYMBIIICHHHK HE  CMOXET  BOCIIOJIb30BaThCS
ABTOPU30BAHHBIM YCTPONCTBAM JJIsl JOCTYIIA K pecypcaM CeTH, MOXKHO TaK)Ke 3alPETUTh OT/IeIbHBIM
MOJIB30BATENSIM JIOCTYII K pecypcaM ceTu. B3anmHas ayTeHTu(UKaIus OpensTCTBYET aTakaM B XO/e
KOTOPBIX 3JI0YMBIIINIEHHUK BbIJaBasi CBOIO TOUKY 32 «3aKOHHYIO» MOJIYUAET «CEKPET» MOJIb30BaTells.

Haubonee moaxonsfmuM M3 NPEACTABICHHBIX B IyHKTEe 6.5.3 MeTom0B ayTeHTU(UKALUU
siasiectcs  EAP-PEAP  (Protected EAP - sammmenssiii  EAP), mnepen ayrentudukaruei
ycraHaBiuBaeTcs 1 LS — TyHHenb, a BHYTpPH 3TOTO TyHHEIIsI OCYIIECTBIISICTCS caMa ayTeHTU(UKaLus
¢ ucnoib3oBanueM crangaptHoro EAP - MSCHAP V2 (ayreHTudgukanuss Ha OCHOBE JIOTHHA W
napoiisi monb3oBarens). [lomp3oBaTenn KoTopble OyIyT HCHONB30BaTh OECIPOBOAHYIO CETh HE
JOJKHBl UMETh CIIMIIKOM MHPOCTON Mapojb. AJIMUHUCTPATOPOM CeTH OyIeT CO3[JaHO MpaBWio, B
COOTBETCTBUM C KOTOPBIM TOJB30BATEIH JOJDKHBI OyIyT HMETh Mapojb YIOBICTBOPSIOMINUN
TpeOOBaHUSAM CIIOKHOCTH ([JIMHA HE MEHee § CUMBOJIOB, UCIIOJIb30BAHUE 3arjaBHBIX M MPOMHUCHBIX
OyKB, (P 1 3HAKOB).

Paccmorpum cxemy pabGoter mpotokona EAP-PEAP-MSCHAP V2. Tlpu 3ToM MOXHO
BBIJICJIUTH CIEAYIOIINE OCHOBHBIE PEKUMBI paOOTHI:

KnuenTt momydas nocTynm K cpeie MOChbUIaeT Touyke AocTyma coobmenue EAP — Start
MHKAIICYJIMPOBaHHOE 10 cTanaapry 802.1x

Touka gocryma nepenaet coodmenne EAP — Start 6ecipoBolHOMY KOMMYTAaTOpY

KommyTtarop 6mokupyeT mopT MO3BOJISS MepedaBaTh TOJNBKO MaHHBIA cTanmapta 802.1x u
noceutaet cooduienne EAP — 3anmpocom Ha ayTeHTH(UKAITUIO

Touka goctymna nepecbuiaet coodmenue ¢ EAP — 3ampocom Ha ayTeHTU(UKAIHIO

Knuent orBeuaer EAP — 0TBEeTOB comeprkamuM HASHTHPHUKATOP (MM ITOIT30BATEIS)

Touka gocTymna nepenaer MOJy4YeHHOE COOOIIeHHEe OEeClpOBOJHOMY KOMMYTAaTOpY, a OH B
CBOIO OdYepesb IEpenpaBisieT MOJyYeHHOE COOOIIEHHE, WHKAICYIMPOBAaHHOE B IMAKET 3ampoca K
cepepy RADIUS, cepsepy ayreHTuduKanuu.

CepBep ycTaHaBIMBaeT ¢ KIUMEHTOM LS — TyHHenb (B MOEM CiIydae y KIMEHTa UMEETCS
ceprtudukar ceppepa ayreHTHuKauu. CepBep nepenaeT 3amu@pPOBaHHBIN KIIIOY CEaHCa, KIMEHT
UCTIONB3YS OTKPBITHIN KITFOU COJEPIKALIHICS B CEpTUPHUKATE U pacIn(POBEIBAET KITFOY CEaHCa)

CepBep ayreHTHU(UKAUKA BHYTPU CHOPMUPOBAHHOTO TYHHENS HaYMHAET ayTEHTHU(UKAIHIO
KJIMEHTa, JJI 3TOTO MOChUIAETCS 3alpoc Ha MPEeJoCTaBiIeHUE HEOOXOAUMON Ui ayTeHTU(UKaun
UHpOpMaLUu

Taxk xak ucnonb3yercs MSCHAP V2 kiueHT nepecbuiaeT CBOM JOTUH U NTapoJIb

CepBep ayreHTH(UKAIMKM TPOBEPSET MMs TMOJb30BaTens W mapois B Active Directory u
1oCJIe YAauyHON MPOBEPKH MOCKIIaeT OecripoBogHOMY KommyTaTtopy coobmenne RADIUS ACCEPT
coJieprkaliee TMHAMUYECKHH KITtou AJis mu@poBaHus Tpaduka

KOMMYTaTop NepefaeT TMHAMUYECKHI KIItoU KIIMEHTY MCIOIb3Ysl KJII0U ceaHca

KOMMYTaTOp yCTaHaBIUBaeT ¢ KiMeHToM 3amuiieHHoe VPN coequHeHUS M MEepeBOIUT
KJIIMEHTCKUI TOPT B COCTOSIHUE JI0ITyCKalolllee NepeHanpaBieHe Tpapuka
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Pucynok 4.37. [Ipouenypa npoxoxaenus ayrentudukanuun EAP-PEAP-MSCHAP V2
Poymunr B cersix 802.11

PoymuHr nenutcst Ha 1Ba OCHOBHBIX BUJA:
BecmioBHbIii poymuHr (Seamless roaming)
Koueoii poymunr (nomadic roaming)

beciioBHbIi pOyMHUHI oOOeCeYMBaeT «HE3aMETHBIM» s abOHEHTa Mepexol B 30HY
o0ciyXKUBaHUS HOBOW 0a30BOM cTaHIUU, T.€. 0€3 MOTEPU COENNHEHNUS U 32 HEOOJIBIION IPOMEXKYTOK
BpeMeHU (Hampumep, npu mnepexoqe aboneHta cett GSM OH MOXKET IPOJOJDKATh TOBOPHUTH).
KoueBoii poyMHHr 03Ha4aeT, 4TO aOOHEHT JOJKEH pa30pBaTh TEKYLIUI ceaHC CBS3M HAWTH HOBYIO
0a30ByI0 CTaHIMIO M accoluMMUpoBaThCsi C Hel. VIMEHHO KO4YeBOM pPOYMUHI MOXET ObITh
opraHu3oBaH, B ceTsix cranpapta 802.11 6e3 mpuMeHeHUs AOMOIHUTEIBHOr0 o0opynoBanus. Jlis
sToro Ha kiaueHTckoM IIK Heo0XoauMo HAcTPOUTh COEAMHEHHUS C KaXJ0M M3 TOUYeK JOoCTyma
(HacTpouTh mapaMmeTphl ayTeHTHUUKauK). OHAKO TO HE OUYEHb yIOOHO TaK KakK Mepexo/isd B 30HY
00CITy’)KUBaHUs! KIIMEHT JI0JKEH Oy/IeT BHOBb BOCCTaHABJIMBATh BCE CETEBbIE CEAHCHI, K TOMY K€ OH
JOJDKEH OyzleT MOBTOPHO MPOXOIUTH IMPOILEAYpY ayTeHTHHUKanuu Kotopas 3anmmaer 10 — 40
cekyH. Ilo aToMy B mpoekTupyemoii cetu OyneT peainzoBaH OeclIOBHbIM poyMuHr. IIpexnae dem
NEPEXO/IUTh K PAaCCMOTPEHHIO Mpoliecca OECHIOBHOIO POYMUHIA IMO3HAKOMUMCS C OCHOBHBIMH
HOHSITUSMM:

JHomen poymuHnra. Ilog noMeHOM pOyMHHIa IOHUMAETCSI COBOKYIHOCTh TOYEK JOCTYIIA,
OTHOCSILIMXCS K OJHOMY IIHPOKOBEIATEbHOMY JIOMEHY, U CKOH(QUI'YpUPOBAHHBIX, TaK YTO OHH
UMEIOT OJIMHAKOBBINA MICHTU(HHUKATOP 30HBI 00cTykuBanus (SSID).

JnuTenbHOCTh poyMuHra. I1o ATUTETbHOCTBIO POYMUHTA TIOHUMAETCS BpeMsl HE00X 0JJTUMOe
JUIsL OCOLMUPOBaHUsl a0OHEHTa C HOBOW TOYKOW AOCTyINa. DTOT MPOLECC BKIKOYAET CIEIYIOIINE
da3pl: Tpolecc 30HIUPOBAHMA; IMporecc ayTeHTH(ukanumu 1o cranpapry 802.11; mporecc
accouuupoBanus 1o cra"papry 802.11; mpouecc ayreHtudukanuu mno cranpapty 802.1X.
CymMmapHas JUIMTEIbHOCTD ATUX IIPOLECCOB U COCTABIAET IMTEIBHOCTh POYMHHTA.
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IIpoBonHas ceTh

KommyTtartop
VYposus 2

KommyTtartop
pOBHﬂ 2

[Nepememaromuiics
10JIL30BATENb

Jlomen poymuHra

Pucynok 4.38. JlomeH poymuHra ypoBHs JBa

OnpenesieHnusi HANPaBJIeHUs IBUKeHUsI A00OHEHTA

MexaHu3M onpeAessouii TOUKY JI0CTYyIa, B HAIPABJICHUHU KOTOPOM JBMKETCS aOOHEHT He
OIpe/ieNieH CTaHAapTOM, KayKbli IPOU3BOIUTEND PEIIAET 3Ty 3a/1a4y 0 cBoeMy. MOKHO BbIIEIUTh
JIBa BapHaHTa peajin3aluu:

IIpenBaputenpbHOe OOHAPYKEHUE TOYKHU JIOCTYIIA
OO6Hapy>keHue TOYKU AOCTYIa BO BpeMs IepeMeleHuUs

Kaxxnplii 13 1ByX BapHaHTOB MOKET B CBOIO OU€pE/b UCIOJIB30BaTh OJUH M3 CIEAYIOLIUX
MEXAHU3MOB.

AKTHUBHOE cKaHUpoBaHHE. KJIMEHT aKTMBHO MIIET TOYKY JOCTYINa. DTOT Mpolecc OObIYHO
BKJIIOYAET OTNPABKY KJIMEHTOM 30HJIUPYIOIIUX 3alIPOCOB MO KAKJOMY U3 CKOH(UTI'YpUPOBAaHHBIX Ha
HEM KaHaJIOB U OXKUJAHHE OTBETOB OT TOYEK JOCTyIa Ha 30HIMPYIOLIUE 3alpoChl. 3aT€M KJIMEHT
OIpeAeIseT, Kakas U3 TOUEK MOAXOAUT AJI HETO JIy4dlle BCETO.

[TaccuBHoe ckanupoBanue. KimeHT He mnepemaer @peliMbl, a TPOCTO MPOCIYIIUBAET
CUTHAJIbHBIE (peiiMbl, NIepeaBaeMble MO KaKJOMy U3 KaHajoB. KilneHT nmpopoinkaeT nepexoauThb C
KaHaja Ha KaHaJl yepe3 ONpeesIeHHbIE MPOMEXYTKH BPEMEHH, KaK MMPU aKTUBHOM CKaHUPOBAHMH,
HO IIPH 3TOM HE MTOCBUIAET 30HAUPYIOIINE 3aIIPOCHI.

AKTHBHOE CKaHMpPOBAHHE CUUTAETCSI OOJ€€e COBEPIICHHBIM MEXaHM3MOM IOMCKAa TOYKHU
JI0CTyTa, IOTOMY 4TO IIPHU €T0 MCIOJIb30BaHUHM aKTUBHO PAaCCBUIAKOTCS 3aIIPOCHI 10 BCEM YaCTOTHBIM
kaHanaMm. [Ipu sTom TpeGyercs 4TOOBI KIMEHT OCTaBajCs Ha OJTHOM U TOM ke kaHaie ot 10 mo 20
MC, 0KM/1asi OTBET Ha 30HAMPYIOIINHI 3a11poc.

[Ipy maccMBHOM CKaHUPOBAHWU KJIMEHT MEJJIEHHEEe NPOXOJAUT IO KaHajlaM, 4YeM Ipu
aKTUBHOM, TaK KaK TMPOCIYIIMBAET CHTHaJbHble (pelMBbl, MOChUIAEMBbIE TOYKAMHU JIOCTYNA C
npenonpeaeneHHo yactoroi (00bruHO 10 curHanbHbIX (peiiMOB B cekyHAy). Takol KIHEHT
JIOJDKEH OCTaBaThCs Ha KaHalle J0JIbIIe YTOOBI OBITh YBEPEHHBIM UTO MOJYYHII CUTHAIbHbIE (PpeiimMbl
0T MaKCHUMAaJIbHOTO 4Hcia TOYEK JOCTyIa AJs AAHHOIO KaHajla. MHorjga maccMBHOE CKaHMPOBAaHHE
HE MPUMEHUMO, HalpuUMep, €ClId aJIMUHHCTPATOp, B IENAX OE30MacCHOCTH, OTKIIOUMI Mepeaady B
CHUTHAIBHBIX (peiiMax uMmeHn SSID, KIMEeHT He MOXET ONpeAeTNTh MPUHAMIEKHOCTh TOYKH K
JIOMEHY POYMUHTa.
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IIpenBapuTe/ibHOE OOHAPY:KEHHE TOYKH T0CTyNA

[IpenBapuTenbHbIil pOYMUHT — 3TO (YHKIUS, KOTOpas HaJelsieT KJIMEHTa CIOCOOHOCTBIO
NEePeXOoAUTh K OOCITY)XKMBAHUIO MPEIBAPUTEIHHO OINPEACIIEHHOW TOYKOM MOCTyIa IOCHe TOTO, Kak
KIIMEHT MPUMET pelIeHre epeMenaTbes. DTOT mpolecc TpeOyeT MUHUMAaIbHOTO OOIIEro BpeMEeH!
poymuHTra, 61arogaps 4eMy CHUXKAeTCs BO3ACHUCTBHE POYMHUHTA Ha paboTy mpuiioxeHwui. OgHaKo
peBapUTENIbHbIN POYMUHT HEe CBOOOIEH OT HEJJOCTATKOB.

Jis Toro 4to0Obl KJIMEHT MOT ONpEAeiHTh, K KaKOil TOYKE JOCTyNa HYXHO OCYIIECTBIATH
MOJIKJIIOUEHUE, OH JIOJDKEH CKAaHUPOBAaTh TOUKHM JOCTyNa B TEUYEHHE IepHoja HOpMallbHOH, 0e3
poymuHra, padbotsl. Koria KIMeHT OCYIIECTBIISIET CKAaHUPOBAaHKE, OH JIOJDKEH MEePEXOAUTh ¢ KaHaja
Ha KaHall, 4yTOObl WM MPOCIYIIMBATh IPyrue TOYKH JIOCTyNa, WIM pacchUIaTh 30HAMPYIOIINE
3aIIpOCHI. Takoe m3MeHEeHNE MOMKET MOTCHIHAJIIBHO MPUBECTU K BOSHUKHOBCHUIO JIBYX np06neM JJIA
KIIMEHTA, KOTOPhIE MOTYT MOBJIHATH Ha pabOTy MPUITOKEHUH.

KimmeHT He MOXET MOoiydarb JaHHbIE OT TOYKM JOCTYyNa, C KOTOPOM OH B J@HHOE BpEMs
acCOLMMPOBaH, MOKa OH CKAaHUPYeT KaHalbl (aKTUBHO WJIM MAaccHBHO). Ecnmu Touka mocTymna mockuiaer
JTaHHbIE KJIMEHTY B TO BpPEMsl, KOIJla OH CKaHUPYET KaHajbl (MpEeArnoiaraeTcs, 4To KIMEeHT paboTaeT
Ha JPYroM KaHalle, HEeXKEeNIH TOYKa JOCTYIa), KIMEHT MPOIYCTUT 3THU JaHHbIE U MOTpedyercs
MOBTOPHAs Iepeay UX TOYKOH 10CTyna.

[punosxeHre KIMEeHTa MOXKET HUCIIBITaTh BO3ICHCTBUE CHIDKEHHS TPOITYCKHOM criocoOHocTH. KimeHt
HE MOXET Iepe/laBaTh JaHHbIE BO BpPEMsl CKaHMPOBAHUS KaHAIOB (aKTUBHOTO JINOO MACCHUBHOIO),
IMIO3TOMY HCKOTOPBLIC IIPUIOXKCHUA, BBIIIOJIHACMBIC KIMCHTOM, MOI'YyT OIIYTUTb CHHXXCHHUC
MPOIMYCKHON CIIOCOOHOCTH.

OOHapy:keHHe TOYKH I0CTYIIa BO BpeMsl llepeMelieHust

Jpyroii BapuaHT 0OHApY>KEHUSI TOUYKU TOCTYIa COCTOUT B TOM, UTO €€ MOMCK HAUMHAETCS YXKe
1ocje MPUHATUS PEUIEHUs] O POYMHUHIE. OTOT MpOLECC IOX0K Ha TaKOBOM, Korja KJIMEHT
OCYUIECTBJISIET HAYaJIbHOE BKJIIOYEHHE, 33 HCKIIOUYEHHEM TOrO0 YTO 3alpoC Ha AacCOLHMALHUIO,
MOCHIJIAEMBIN KIIMEHTOM HOBOM TOUYKE JIOCTYIIA, SIBISETCS B IEUCTBUTEIILHOCTH (PperiMoM 3ampoca Ha
peacconuanuio.

OOHapyxeHHe TOYKHM JOCTyNa BO BpeMs IEpPEeMELICHHs] HE MPHUBOAMT K IOBBIILIEHUIO Ha-
KJIQJHBIX PAacXO/I0B, XapaKTEpPHOMY ISl IPE/IBAPUTEIILHOTO OOHAPYXEHHsI TOUKU J0CTyma (B TO BpeMms,
KOIJIa POYMHUHI HE OCYUIECTBIISIETCS), MOTOMY YTO KIMEHT HE 3HAET, ¢ KAaKOMl TOYKOH JOCTyna OH
JIOJKEH PEacCOLMMPOBATHCS, HO 3aTO OOJIbIIIE BPEMEHU TPATUTCS Ha CaM MPOLIECC PO-YMHUHTA.

IIpuHuun padoTel 0eCIPOBOAHBIX KOMMYTAaTOPOB

B coBpemeHHOl Moenn 6ecipoBOIHBIX CETEM TOUKH 10CTyNa padOoTalT KaK U30JIUPOBaHHbBIE
cucteMbl, oOecnieuuBas Takue ¢GyHkuuu cra"gapra 802.11, kak mudpoBaHue HTaHHBIX U
ayTeHTU(UKalMs ToJb30BaTeNsd. B apxurekrype, Oa3upyromieiics Ha TEXHOJOTHMH OecrpoBOIHON
KOMMYTAallUH, BCE HHTEJIEKTyalbHble (YHKIHHM, KOTOPHIE BBIMOJHAINCH TOYKAMH JOCTYIIA,
JEJIETUPYIOTCS. LIEHTPAIbHOMY OECIpPOBOJHOMY KOMMYTATOpY, CHELHMAIBHO CHPOEKTUPOBAHHOMY
JUIE CKOPOCTHOM 00pa®oTKM mMmakeToB. Takum o00pa3oM, YNPOIIAIOTCA 3aJaud TOYEK JIOCTYIIA,
KOTOpbIE, TIO CYyTH, BBINOJHIIOT poJib TpaHcuBepoB. CoeANHEHHbIE HEMOCPEACTBEHHO C
0ecrpoBOIHBIM KOMMYTAaTOPOM, OHM CTaHOBATCA Kak OBl €ro yAaJeHHbIMH MOpTaMHu JO0CTYyIa,
HaIPaBJISIOMUMH MTOJIH30BATEIBCKUI TPaQUK KOMMYTATOPY It 00pabOTKHU.

OyHKIMN 0e30MacHOCTH, Hampumep MH(PpoBaHHE, ayTEHTU(UKAIUS U YIOpPaBICHHE JOCTYIIOM,
peaan30BaHbl B OECIIPOBOTHOM KOMMYTATOpE TaK, YTO OHU "OTCIEKUBAIOT" TIOJIB30BATEIs, TTIO3BOJISS
€My IMEepelBUraTbCsi MEXIy TOYKaMHM JIOCTyIla, KOMMYTaTOpamH, BHMPTYaJbHbIMH CETSIMU U
noJiceTsIMU 0€3 MOTepU COeTUHEHUSI.

BecnipoBoiHBIE KOMMYTaTOpPBl 00ECTIEUYMBAIOT TAKXKe HOBBIN MMOAXO0J K aBTOMATU3AIlUK YIIPaBJICHUS
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ceramu  Wi-Fi. Ilockonbky KOH(Urypanum TOYEK JOCTyNa XpaHATCS B KOMMYTaTrope U
3aMUTHIBAIOTCS, Kak MpaBuiio, Takxke oT Hero (Power over Ethernet -- PoE), To GecnpoBoaHoit
KOMMYTaTOp CIIOCOOEH aBTOMATHYECKH OMPEICTUTh OTKA3aBIIYI0 TOYKY JOCTYIA U JaTh KOMaHIY
COCEJIHUM yBEIHYUTh MOIIHOCTb W W3MEHHTh HACTPOWKH KAaHAJIOB, YTOOBI KOMIICHCHPOBATh
HeHcrpaBHOCTh. Koraa BhlIeqiiee U3 CTpost yCTPOHCTBO 3aMEHSETCS,, KOMMYTAaTOp PErHCTPHPYET
9TO cOOBITHE W KOH(PHUTYPHPYET HOBYIO TOYKY JOCTYyINa. becrpoBOJHONW KOMMYTATOp MOCTOSHHO
BBINOJIHSCT MOHUTOPHUHT 3(pHpa ¢ eTbI0 ONpeaeNeHHs MOIKIIOUYEHHBIX MOJb30BaTeNIei U 3arpy3Ku
CETH U B COOTBETCTBUH C MaplIpyTaMu NEPEABMIKEHUS TOJIb30BaTeNICH TMHAMUYECKHA HACTPAMBaET
H0JIOCY MIPOIYCKaHUs, YIPABISIET JOCTYIIOM, KAU€CTBOM OOCITY>KUBAaHUS U JPYTUMH MTapaMeTpaMu.

Apxurtekrypa

Jis BBIMONIHEHHS paclIMpeHHOro Habopa (YHKUMH CTaHAapTHbIE YpoBHM 2 H 3
(KaHaJIBHBIH M CETEBOM, COOTBETCTBEHHO) CTE€Ka IPOTOKOJIOB B cCHCTeME, 0a3MpOBaHHOM Ha
0ecIpOBOIHBIX KOMMYTATOpax, MONOJIHIIOTCSA TPEMSI YHUKAIBHBIMH OJIOKaMHU:

mobility management (ymnpaBieHre MOOMIBHOCTHIO);

security management (yrpasjicHHe 0€30TTaCHOCTBIO);

air traffic management (ympasnenue paauotpaduxkom).

brok ynpasieHuss MOOMIBHOCTBIO 00beauHsieT nporokosnbl Mobile IP u DHCP (Dynamic
Host Configuration Protocol) ¢ Takumu ¢yHKuusMu OjJ0Ka ympaBieHHs O€30MacHOCTBIO, Kak
ayTeHTU(UKALKS TOJIb30BaTels] M MOOWIBHBIM OpaHaMaylp, MOJUTHKH YIPABICHHUS IOCTYIIOM,
MOHUTOPHHI COCTOSIHUSL OecrnpoBOAHBIX coefauHeHuil. CrTaTychl aKTUBHBIX I10JIb30BaTeleH
comepxarcsi B riobanbHO Oa3e maHHBIX (Active User Database), 4To Mo3BOJISIET HEMPEPBHIBHO
IOCTAaBJIATh HEOOXOJMMBbIE CEpBUCHI B IpollecCe€ UX IepeMelleHH ¢  coOiroaeHueM
COOTBETCTBYIOIINX MOJTUTHK 0€3011acCHOCTH.

VYpoBeHb 6€30MacCHOCTH B JIOMOJIHEHHUE K MTPOLEAype ayTeHTH(PUKALNMU U 3aIUTe C TOMOIIBIO
MOOWIIBHOTO OpaHaMayspa BBIIONHIET Takke VPN-mmdpoBanue st KaKI0ro mopTa, TapaHTupyst
KOH(HJICHIIMAIBHOCTh OEeCIpOBOHOM mepefaud JaHHbIX. PaboTas COBMECTHO C  OJIOKOM
yIpaBJIeHUS paguoTpaguKoM, OH OJIOKUpyeT TpapuK OT HEHUCIPABHBIX TOYEK JIOCTYIIA.

VYpoBeHb ympaBieHUs paauoTrpagukoM oOecrieyuBaeT OOHApyXXEHHE CHUrHajla B 30HE
noKpeITHs. OH  peryaupyeT IoJIOCY TMPOMYCKaHWS H TPEAOCTABISET HEOOXOIUMBIA KIlacc
oOciTy’)kuBaHUsl OECIIpOBOAHBIM KJIMEHTaM. Bce HMHCTpyMEHTBHI, BKIIIOYAIOIME aBTOMATHYECKOE
oOHapyXeHHe U KaMOpOBKY TOYEK AOCTyMNa, OecpoBOAHON yaaneHHbIH MoHUTOpUHT (RMON) n
3axBaT NAKeTOB  JAHHBIX, CTPOSTCS  BOKPYT  YPOBHS  YINpaBJICHUSA  PaAMOTPAPUKOM.

AJroput™M padoThl

becripoBOHON KJIMEHT IOJIy4aeT JOCTYH K CETH, INBITasIChb MOJAKIIOUUTBHCSA Ul 3TOrO K
TOYKE JOCTyIa ¢ HanboJiee CUIIbHBIM CUTHAJIOM. 3alIpOC Ha COEIMHEHUE MOKET UCXOAUTh OT HOBOT'O
NIOJIb30BATENs, PETUCTPUPYIOLIETOCS B CETH, WIM OT AaKTUBHOIO, W3MEHHUBIIETO CBOE
MECTOHAXOXkKAECHUE. 3alpoC Ha COEJMHEHUE HANpaBiIsgeTcsl K OECHpOBOJHOMY KOMMYTAaTOpY,
KOTOPBII TBITAETCS BOCCTAHOBUTH COCTOsIHME KiuMeHTa M3 b/l akTuBHBIX mojb3oBarenell. Eciu
MOCHABUIMKM 3ampoc He ObLI paHee aKkTUBEH, TO KOMMYTAaTOp HAauyHET MpPOLECC PEerucTpanuu ¢
nomMoteio npoTtokosna 802.11X m 6a30BbIX MexaHM3MOB ayTeHTH(ukauuu, Hampumep RADIUS,
Active Directory. IIporiecc ayTeHTU(DHKAIMHU 3aBepiiaeTcs A00aBIeHHeM HOBOro KiaueHTa B B/ co
Bceil HeoOxoauMol MH(opMaIe o ero craryce. 3aTeM MeX]y IM0JIb30BaTeNleM U OeCIpOBOIHBIM
KOMMYTaTOpoM ycTaHaBiauBaercsa VPN-ceccus.
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Tabmmua MAC- Tabmuua MAC-
ajpecoB a/[pecoB
Intl: A.B. Int2: A.B.

MAC-anpec

MAC-azpec AB

AB

Pucynox 4.39. Ilporecc poyMuHra ¢ HCTIOJIb30BaHUEM OECITPOBOIHOTO KOMMYTaTOpa

Onucanue AlMmapaTHo-nmporpaMMHoOro KOMILJIEKCa
KpnTepIm OIITUMAJIBHOCTH CUCTEMbI

Jlng mpoexkTtupoBaHus OECIpPOBOIAHON CETH, HEOOXOAMMO 3a/laThCsl HEKOTOPHIMHM KauyeCTBEHHBIMU
TpeOOBaHUSIMU K CHUCTEME. JTO MO3BOJIUT, B AallbHEHIIEM, ONPEAeIUTh TEXHOJIOTUIO, HAUTYUIIUM
00pa3oM MOAXOASILYIO JIJIsl pELIEHHs] IOCTaBICHHOM 3a1a4u.

Utak, chopMynupyeM U MOSICHUM OCHOBHBIE TPEOOBaHMSI, IPEABABIIAEMbIE K BEIOUPAEMOMY
CTaHJapTYy, a, CIEI0BATENIbHO, U K IPOrpaMMHO-aNIapaTHOMY KOMIUIEKCY:

Juana3zon pado4yux 4yactor. J[aHHBII MapameTp SIBISETCS OCOOCHHO Ba)KHBIM, MOCKOIBKY
pa3BepThiBacMas OeclpoBOJHAsl CEThb IEpeJauyd JaHHBIX JOJDKHA MCIOJIb30BaTh amnmaparypy,
paboTaronryro B 4acTOTHOM Auanazone, paspemieHHOM [KPU P® (I'ocymapcTBeHHass koMmuccus 1Mo
paauovactotam). Ha cerogusmuumii nens B Poccum, 1isi BHYTpUOQUCHBIX CHCTEM Iepeladyu
TAHHBIX, pa3pelIeHo UCToIb30BaHue mojaockl yactoT 2400 - 2483,5 MI'u (pemenue Ne 04-03-04-003
ot 6.12.2004r.). ITo sromy npumenenue ctanaapra 802.11a, pacuuranoro Ha paboTy B AuanazoHe 5
I'Tn, He mpencTaBiIseTCS BO3MOXKHBIM.

JlanbHOCTD JAelicTBUA paanocucTeMsl. J[Js oOecrieueHns: KaueCTBEHHOM CBS3M MOOMIIBHBIX
YCTPOMCTB C CEThIO BO BCEX TPeOyEeMBbIX yyacTKaX MOMEILEHHs, paJlocucTeMa J0KHA 00eCeuuTh
JIOCTaTOYHOE YIS YBEPEHHOTO MPHEMa CUTHAIOB TOKpbITHE paauonsinydeHrneM. Ctanaapter 802.11b
u 802.11g npumepHO OAMHAKOBO TOJTOTOBIECHBI K paboTe B YCIOBHUSIX MHOTOJIYYE€BOTO
pacripoctpaneHusi curHaioB. [lokpeiTue m1000TO TOMEIIEHUsT OECIPOBOIHON CEThIO TpeOyeT He
CTOJIBKO MH)KEHEPCKOT'0 pacyeTa, CKOJIbKO OOJIBIIOr0 KOJIMYECTBA 3aMEPOB.

Cxopoctb mnepenaun uHpopmauuu. TpebOoBaHMs K CKOPOCTH Iepeladyd JaHHBIX
OecIpoBOIHONW CETH SBIAIOTCA OJAHMMH M3 OCHOBHBIX. OHM oOmpeaesstoTcss TpeOOBaHMSIMU K
CKOPOCTH JOCTyNla KO BCEM HCIIOJIb3yEMbIM CepBHCaM M pecypcaMm ceTH (K 0a3aM JaHHBIX,
TEPMUHAJIBHBIM U (aiyioBbIM cepBepaM). M3 paccMOTpPEHHBIX BbIIIE CTaHAAPTOB, ONTHMAIBHBIM C
TOYKH 3PEHHS CKOPOCTH, ABJISIETCS CTaHAApPT nepenadyu gaHHeix 802.110, mo3BosAronMil neperaBaTh
UH(POPMAILIHIO CO CKOPOCTh 10 54 Mbur/c.

be3onacHocTh M 3alUMIIEHHOCTH ceTH. J[JIsI KOpPIOpPAaTHBHON CETH, KIIIOUEBOM 3aaadent
aBIsieTcs oOecrieueHre TpedyeMoro ypoBHs 0e30MacHOCTH MH(pOpMAIUK, HIUPKYIUPYIOIIEH B CETH.
Bompocel mH(bOpMaAIMOHHOW W TEXHUYECKON O€30MacHOCTH OeCIpOBOJHONW CETH CTaHOBATCS
OCHOBOITOJIATAIOIIMMHU TIPU MPOEKTUPOBAHUM TaKo cuctembl. OcTpoTa 3TOM MpoOiieMbl CBs3aHa,
IPEKJe BCEro, C UCIOIb3yEMOM Cpeloi nmepeaaun JaHHBIX - paauoddupoM. OcyliecTBUTh EpexBaT
uHpOpMalMKu B paauod(pupe HaAMHOIO MpOIle, YeM B IMPOBOAHBIX CETSAX, - JOCTATOYHO HMETh
KOMIUIEKT I0JIb30BAaTE€IbCKOTO O0OpYJOBaHMS U CHelHanu3upoBaHHbI codpT. OOecneueHue
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0€30MaCHOCTH PAJMOCEeTH, KaK M JI000H JApyroil KOMMYHHKAIlMOHHOW CHUCTEMbI, CBOJUTCA K
pelIeHUIO TpeX MpoOsieM — 3allUThl OT MOAKIIOYEHHS K CETH HellerajbHbIX I0JIb30BaTENeH,
IPEIOTBPALICHUS] HECAHKIIMOHUPOBAHHOIO JOCTyNa K pecypcaM CETH 3aperuCTpUPOBAaHHBIX
norpeduTenel U rapaHTUPOBAHHON MOJJAEPKKU LEIOCTHOCTH U KOH(UIACHLIMAIbHOCTH JaHHBIX,
nepeJaBaeMbIX 10 pajvoKaHagaMm. BeiOnpaemblil cTaHIapT, B paBHOM CTENEHH, KaK U IIPOrpaMMHO-
anmnapaTHbI KOMILJIEKC, JOJKHBI 00€CIIeUnTh pellieHre 3TuX npobieM. [{ns perienus nepBbix ABYX
3aa4 Cero/iHsl MPUMEHSIOTCS MPOLEAYPhl ayTeHTU(UKALUKN, aBTOPU3ALMU U Y4eTa, JJIs PelIeHus
TpeTheil MpoOiIeMbl IPUMEHSIOTCS IPOLEAYphl M (PPOBaHUS, IPOBEPKHU LIETIOCTHOCTH MTAKETOB U T.[I.

AyTeHTH(QHKAIMA TPEACTaBIseT COOOW TPOLECC YCTAHOBJICHUS TOJIMHHOCTH
aboHeHTa.

ABTopu3anys o0ecreynBaeT KOHTPOJIb HAJ JOCTYIOM JIETalbHBIX IOJIb30BaTeNei K
pecypcam ceTH. YCIEIIHO MpOois NaHHYIO MPOLEAypy, MOTPEeOUTENb MOIy4aeT TOJbKO TE MpaBa,
KOTOpPBIE ITPEIOCTABIICHBI EMY aIMUHUCTPATOPOM CETH.

Cucrema ydera ¢ukcupyer Bce COOBITHS, MPOUCXOIAIIME B CETH. JTa CUCTEMa
PETUCTPUPYET KOJIMUYECTBO PECYPCOB, MOTPEOIAEMBIX KaKIbIM IOJIb30BATEIEM, BpEMsI €ro paboThI B
CeTH U T. J., YTO HEOOXOAMMO B IEPBYIO OdYepenb AJS YIPABICHUS CEThbIO, B TOM YHCIE JUIs
KOHTpoJs joctyna. ludpanus maHHBIX TPOM3BOAUTCS C MOMOIIBIO CIEMUAIBHBIX AJITOPUTMOB,
3alMIICHHBIX KOJOBBIMM KJIHOYaMM, C IPELyCMOTPEHHBIMHM IPOLEAYpPAMH AMHAMHUYECKON CMEHBI
KJITI04eH muGpoBaHUs U T.11.

Ha ocHoBe chopMynupoBaHHBIX KPUTEPUEB MOXKHO BBIOpaTh MOAXOAAIMH cTanaapT. Cpa3y
UCKJII0YaeM U3 paccMoTpenus cranaapT 802.11a Tak Kak OH MCHOJIB3YET HE pa3pelieHHbll B Poccun
YacTOTHBIM Auana3zoH. M3 1ByX ocTaBIIMXCA CTaHJIApTOB HambOosiee MEPCIEKTUBHBIM SIBISETCA
802.11g Tak kak OH oOecreunBaeT OOJIBIIYI0 CKOPOCTh MIEpeaun, 000PYI0BAHHE COOTBETCTBYIOIICE
3TOMY cTaHAapTy nojjaepxkuBaet crneuudukanuo WPA2, kotopas B CBOIO ouepeab 00ecreunBaeT
HAJEKHYIO 3allUTy I[epelaBaeMoil MO pajguoKaHany HH(opMmauuu (UCHOJIb3YyEeTCS aITrOPUTM
umdposanust AES) u pasHooOpa3Hbie METOABI HAIEKHOW ayTeHTU(DUKAITIH.

Onucanue u BHIOOP cepBepa ayTeHTH(PUKAIUN

i nmpenocTaBieHMs] TOCTyNa IPAaBOMOYHBIX —IOJIb30BaTENEed K IPOEKTUPYEMOW CETH
oyner mpumensatecst RADIUS ceprep. B ero 3agaun BXoIuT npoBepKa MOUTHHHOCTH B aBTOPU3AITUS
HOJIb30BaTENEH, 3alluTa CeTH OT HECAHKIMOHMPOBAHHOTO JOCTYMA, MPOTOKOJIMPOBAHUE COOBITHH.
Pabora cepBepa ocHoBana Ha npotokosie RADIUS (Remote Authentication Dial-In User Service) —
9TO OTpaciieBOM CTaHAAPTHBI NpPOTOKOJ, omMcaHHBIH B JokymeHTax RFC 2865 «Remote
Authentication Dial-in User Service (RADIUS)» u RFC 2866 «RADIUS Accounting». IIporokon
RADIUS wucnons3yercs [uisi OCYLIECTBIECHHs INPOBEPKH IOJUIMHHOCTH, aBTOPHU3AallMM M Yy4derTa.
Kinunent RADIUS (oObruHO cepBep yamaneHHoro noctyma, VPN-cepBep wiM Touyka AOCTyna K
OecrpoBOJIHON CETH) MOCBUIAET YYeTHbIe JaHHbIE MOJb30BATEIsl U MapaMeTpbl MOJKIIOYECHUS B
¢dopme coobmenus RADIUS na cepsep RADIUS. Cepsep RADIUS nposepsier noaaMHHOCTh U
aBTOpu3yeT 3arnpoc kaueHTa RADIUS, a 3ateM nocsutaer oopaTHo oTBeTHOE cooduienne RADIUS.
Kinentet RADIUS noceinator Ha cepBepsl RADIUS Ttakke coobmienust yueta RADIUS. Kpome
toro crangaptr RADIUS nopnepxuBaer ucnosb3oBaHue mnpokcu-cepepoB RADIUS. Ilpokcu-
cepBep RADIUS — 1o komnstotep, nepecoiiatomuii coodmenus RADIUS mexny koMIbroTepamu,
nojzepxkuBatomumMu npotokosr RADIUS.

Jnst mepemaun coobmennii RADIUS wucnonssyercs mporokon UDP (User Datagram
Protocol). [Ins coobmenuii nposepku noymmuHoctd RADIUS ucnons3yercs UDP-nopt 1812, a ans
coobmenuit yueta RADIUS — UDP-nopt 1813. Hekortopsie cepBepsl gocTyna K CETH MOTYT
ucnonb3oBate UDP-nopt 1645 nna cooGmenuit nposepku nommaHoctd RADIUS u UDP-nopr
1646 s coobmenuii yuera RADIUS. B nmoxkymentax RFC 2865 u RFC 2866 ompenenens
cienyromue Tunbl coodmenuit RADIUS.

Access-Request (3anpoc noctymna) [Mocsutaercs knuenTom RADIUS nnst 3ampoca mpoBepku
MOJJTMHHOCTH M aBTOPU3ALIMH MOMBITKY MOIKIIOUEHUS.
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Access-Accept (mpenocraBnenue noctymna) Iloceumaercs cepsepom RADIUS B oTBer Ha
coo0IieHue 3ampoca 1ocTyma. 1o coobiieHue uHdpopmupyer kauenta RADIUS o tom, dro mns
MONBITKY TOJIKJIIOYSHHS KJIMEHTa ObljIa BBIMOJHEHA TPOBEPKa MOJIJTMHHOCTH U aBTOPU3ALIUS.

Access-Reject (3ampemenne pocrymna) Iloceutaercs cepepom RADIUS B orBer Ha
coolmieHue 3ampoca jaocryna. I9to coodOmenne uHbopmupyer kiaueHTa RADIUS o Tom, drto
MIOTIBITKA MOAKITIOUCHUs KineHTa Obuta oTkiaoHeHa. Cepep RADIUS moceumiaer 310 cooOrmieHne B
TOM cllydyae, €CJId HEeJCHCTBUTENbHbl YYETHbIC JaHHble WM HE AaBTOPU30BAHA TIOMBITKA
MOAKIIOYEHUS.

Access-Challenge (3ampoc yrounenwms) Iloceutaercs cepepom RADIUS B orBer Ha
coo0IleHre 3ampoca JA0CTyna. ITo COOOIIEHHE SBISETCS 3alIPOCOM JTOMOIHUTENbHOU MH(pOpMauu
kiueHTa RADIUS, koTopsiii TpeOyeT oTBeTa.

Accounting-Request (3ampoc yuera) Iloceutaercs kimumentom RADIUS mis  ykasanus
YUETHBIX CBEJICHUN O pa3pelieHHOM MOAKIIOYESHUH.

Accounting-Response (otBet yuera) [Tocsutaercs cepsepom RADIUS B oTBeT Ha cooOIeHHE
3ampoca ydera. ITO COOOIIEHUE MOATBEPKIACT YCIEITHOE MONTY4YeHHe W 00paboTKy COOOIICHUS
3arpoca ydera.

Coobmenne RADIUS cocrout Tonbko u3 3arosioBka RADIUS nnu u3 3aronoska RADIUS u
onHoro unM Heckonbkux arpubyroB RADIUS. Kaxneiii atpubyr RADIUS coxepxkut
oIpeziesIiEHHbIE CBEJCHUS O NoMNbITKe nojkiatoueHus. Hampumep, umerorcs arpudytel RADIUS mst
MMEHH T0JIb30BaTeNs, MapoJsl MOJIb30BaTeNs, TUMA YCIyT, 3alpaliiBaeMbIX Moib3oBaTeneM, u IP-
anpeca cepsepa gocryna. AtpuOyrel RADIUS wucnonb3yrores mist nepenadu WHOOPMAIUA MEKIY
kiueHtamu RADIUS, npoxkcu-cepepamu RADIUS u cepsepamu RADIUS. Hanpumep, crimcok
aTpuOyTOB B COOOIICHWH 3ampoca JOCTyla BKIOYaeT HWHGOpManuio 00 YYETHBIX JaHHBIX
MOJIb30BaTENsl M TapaMeTpax TOMBITKU TMOAKIIYEeHHUA. B oTiaudme oOT 3Toro cooOiieHue
MPEIOCTABIICHUS JTOCTYNA COJACPKUT WH(OPMALMIO O THUIIE IMOAKIIOYCHUSI, KOTOPOE MOXKET OBITh
OCYIIIECTBIICHO, OTPAHUYEHUSIX MOJKIIIOUEHUSI U UMEIOLIUXCA 0co0bIX aTpubyTtax Benaopa (Vendor-
Specific Attribute, VSA).

Ha ceromusmuuii  neHs cymectByer Oosbmoe MHOoxkectBo RADIUS  cepsepos,
peaTn30BaHHBIX KaK MPOrpPaMMHO, TaK U amnmaparHo. BOJBIIMHCTBO M3 HUX — 3TO KOMMEPYECKHUE
npoAyKTHI. [[71st BBIOOpa Gosiee moAXOAIIEro MPOAYKTa CPOPMYITUPYIO JBA OCHOBHBIX KPUTEPHSI:

[Iponykt momkeH uMeETh cepTU(]HUKAT COOTBETCTBUA TpeOOBaHUAM [ ocTexkoMuccuu
Poccun, B obnactu 3ammtel nHGopmanuu ot HCJL.

[IpoaykT nHOMKEH MMETh KaK MOXHO MEHBIIYI0 CTOMMOCTBIO, MPU STOM 00JagaTh
JOCTaTOYHOM (PYHKIIMOHAIBHOCTBIO.

Hcnonp3oBanune ammapataeix RADIUS cepBepoB aiist HeOONMBIIMX ceTe HE OMpaBaaHo U3-3a
UX BBICOKOH cTromMocTdu. CBOOOIHO pacmpocTpaHseMble MPOAYKTHI HE HMEIOT CepTU(UKATOB
COOTBETCTBUS, HX HCIOJIB30BAaHUE MOXET ObITh HE O€30MacHBIM (TporpaMma MOXKET COJepKaTh
BPEIOHOCHBIN KOJ, HE TapaHTHpyeTcs KOHPUIACHIMATbHOCTh M KpHHOTOrpaduyeckas 3aliura
uHpOpMaIMl C KOTOpPOH B3aUMOJAEHCTBYeT mporpamma). [logxoasimuM BapuaHTOM SIBIISIETCS
UCIIONIb30BaHue BKIOUeHHOTo B coctaB Windows server 2003 Enterprise Edition RADIUS —
cepBepa (ciayx0Oa IAS). OmeparmonHas cucrema umeer ceprudukar coorBerctBus (Nell12-0938
BbiiaH 23.10.06 nentpom 6e3omacHoctu cBsizn PCBH Poccum) m MoXeT MpUMEHATCS B COCTaBe
ABTOMATU3UPOBAHHBIX MH(POPMAIIMOHHBIX CHUCTEM, pabOTalomnX ¢ WHQPOpMalMel HE cojep Kallen
TOCYyIapCTBEHHYI0 TalHy. /[l pa3nuyHbIX pelieHrid MOTryT OBITh CO3JaHBl  Pa3IHYHBIC
KoH(urypauuu ciayxo0s! Internet Authentication Service (IAS):

becnpoBoHOI noCTYMI

VYnaneHHslid JOCTYN OpraHu3alMii uyepe3 KOMMYTHPYEMOE€ TOJKIIOYEHHE WU
BUPTYaJIbHYIO YacTHYIO ceThb (VPN).

VYaaneHHbld KOMMYTHUPYEMbIM WM OECpoOBOJHOM JOCTYN 4Yepe3 BHEIIHUX
MOCTAaBITUKOB

Hoctyn k UaTEepHETY

JlocTym ¢ mpoBEpKOM MOAIMHHOCTH K PECypcaM SKCTPAceTH IS JeJIOBbIX TapTHEPOB
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Sl Oyny wucnonb3oBaTh ciayxOy |AS ams aBTOpH3alMM KIMEHTOB OECHpPOBOJHON CETH.
OcHOBHbBIE BO3MOKHOCTH CITYXOBbI:
) [ToanepsxuBaroTCs pa3HO0Opa3HbIe METO/IbI TPOBEPKH MOATHHHOCTH:

[TonnepxkuBatorcs mpotokoiisl PPP mpoBepku MOIIMHHOCTH C MaposieM, Takue Kak
npotokonn PAP (Password Authentication Protocol), mporokon CHAP (Challenge Handshake
Authentication Protocol), mporokoix MS-CHAP (Microsoft Challenge Handshake Authentication
Protocol) u MS-CHAP Bepcuu 2 (MS-CHAP v2)

[Iporokon EAP HWudpactpykrypa, OCHOBaHHas Ha craHaapTax WMHTepHeTa M
pasperaronas A0N0JIHUTENbHbBIE IPOU3BOJIBHBIE METOABI IIPOBEPKU MOJUIMHHOCTH, TAaKUE KaK CMapT-
KapThl, cepTU(UKATHI, OJHOPA30BbIE MAPOJIU M TeHepaTophl Koda noctyma. Crnoco0 mHpoBepKu
HO/UIMHHOCTH, B KOTOpPOM NpuMensercs uHppactpykrypa EAP, sBisercs cnocobom tuna EAP. B
cny:k0y IAS BrmoueHa moaaep:kka crocoooB EAP-Message Digest 5 (MD5) u EAP-Transport
Level Security (EAP-TLYS).

[TonnepkuBaroTcs pa3iMyHbIe CIOCOOBI aBTOPU3ALINU:

ITpotoxonr DNIS (Dialed Number Identification Service). ABropusariusi MOMBITKH
NOJKJIIOUYEHUs] HAa OCHOBe Habupaemoro Homepa. Cmyxx6a DNIS mokaspiBaeT HaOpaHHBIA HOMEp
MOJTy4aTeNI0 BbI30Ba. JTa BO3MOXKHOCTh MPEAOCTABISAETCS OOJBIIMHCTBOM OOBIYHBIX Tele(OHHBIX
KOMIIAHUU.

ITporoxonr ANI/CLI (Automatic Number Identification/Calling Line Identification).
ABTOpH3aIMs MONBITKH TMOAKIOYEHHUS Ha OCHOBE HoMepa TejedoHa, ¢ KOTOPOTO BBINOJIHSIETCS
Bb30B. Cmyxx6a ANI/CLI mnoka3piBaeT MOdy4yaTento BbI30Ba HOMEp TenedoHa, C KOTOPOTro
BBITTOJIHSICTCST BBI30B. DTa BO3MOKHOCTH HPEAOCTABIISETCS OOJBITMHCTBOM OOBIYHBIX TeNIe()OHHBIX
KOMIIQHUU.

ABTOpHU3aIM IS TOCTeH. YUeTHas 3alUCh TOCTS MPUMEHSIETCS Ui UACHTU()UKAIUT
MOJIb30BaTENsl MPU YCTAHOBJICHWU MOJKIIOUEHUS O€3 YYETHBIX [aHHBIX IOJb30BaTessd (MMEHU
MOJIH30BATEIS U TApOJIs).

Heonnopoansie cepBepsl noctyma. Ciyx0a [AS nonaepxuBaeT cepBepsl J0CTyIa,
peanu3oBaHHble Ha ocHoBe JokyMeHTOoB RADIUS RFC 2865 u 2866. Ilomumo cepBepoB
yAQJIEHHOTO JocTyma cinyx0a [AS moanepxuBaeT cienyroime BO3MOKHOCTH.

Touku nocryna k 6ecipoBoaHOM ceTu. [IpuMeHeHne NONNTHK YIaleHHOIo A0CTYIa U
napametpoB mopta Wireless-IEEE 802.11 mo3Bossier ucnonb3oBaTh ciayk0y I[AS B kauectBe
cepBepa RADIUS nns Touek noctyna Kk OeCpoBOAHOM CeTH, B KOTOPBIX MPOBEpPKa MOATUHHOCTU U
aBTOpU3aLUs ISl OECIPOBOIHBIX Y3J10B Mpou3BoaAuTCs ¢ nomouisio RADIUS.

KomMmyTaropbl ¢ IpoBEpKOM NOMIMHHOCTH. IIpyMEHEHHE NOJUTHK YIAJIEHHOIO
nocTyna u mapametrpoB mopta Ethernet mo3Bomsier ucnonb3oBath cnyk0y [AS B kadecTBe cepBepa
RADIUS nns xommyraropos cetu Ethernet, B KOTOphIX HpoBepka MOJIMHHOCTH U aBTOpH3aLUs
npousBoauTcs ¢ nomouisto RADIUS.

WuTterpanus co ciayx00i MapmpyTuzanuu 1 yaaaeHHoro goctyna. CnyxOsl IAS u
MapLIpyTU3allUd U YJAJIEHHOI'O JIOCTyIa HCIHOJIb3YIOT OOIIME MOJUTHKU YAAJIEHHOTO J0CTyrna U
BO3MOXHOCTH BeJieHMs (ailia sxypHana. Takas nHTerpauus o0ecrednBaeT COrjacoBaHHYIO paboTy
cnyx0 IAS m MapuipyTusanuy M yJaJl€HHOTO JOCTyMa. DTO MO3BOJIAET Pa3BEPTHIBATH CIIYXKOy
MapUIpyTU3allud ¥ YAAJCHHOTO JOCTyNa Ha HEOONBLIMX Y3JlaX, He NpeAbsABIsAs TpeOOoBaHMM K
HaJMYHMIO OTJEIBHOTO IEeHTpanu3oBaHHOTO [AS-cepepa. OGecneunBaeTcss TakKe BO3MOXKHOCTH
MacIITaOUpOBaHUsT MOJENN LEHTPAIM30BAHHOTO YIPABJICHUS YAAJCHHBIM JOCTYIOM, KOIJa B
OpTaHU3AIMH MOSBSITCS HECKOJIBKO CEPBEPOB MapIIPyTH3AIIMU U yaajdeHHOTo nocTymna. Cioyxoa [AS
COBMECTHO C CEpBEpPaMM MaplIPYTU3allMM W YAAJIEHHOTO JOCTyNa MWCIONb3YIOT OAHY TOYKY
aJMUHHMCTPUPOBAHUS JJIsl YJAJIEHHOIO JOCTYIa K CEeTH uYepe3 BHEIIHEro MOCTaBIIMKA, BbI30Ba I10
TpeboBanuto u goctyna uepe3 VPN. Ilonutuku cinyx0b1 [AS 60mb110T0 IIEHTPATHHOTO CaliTa MOXKHO
9KCIIOPTUPOBATh HA HE3aBUCUMBIN cepBep MapLIPYTU3aLUU U YAAIEHHOTO I0CTYIa MaJIOTO caiTa.

[Tpokcu-cepsep RADIUS. Cnyx0a IAS mo3Bonisier mepechiiaTh BXOSIINE 3aMPOCH
RADIUS na npyrue RADIUS-cepBepsl i NpoBEpKH MOUIMHHOCTH W aBTOPU3ALMM WU yYeTa.
JeiicTBys B kauecTBe mpokcu-cepBepa RADIUS, cnyx6a IAS mMoxet ObITh IpUMEHEHa BCAKUHN pa3
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KOTJ]a BO3HUKAeT Heo0X0AUMOCTh MapiipyTusanun 3anpoca RADIUS na npyroit RADIUS-cepsep.
Cnyx06a [AS mo3BossieT mepechuiaTh 3alpochl, OCHOBAHHBIE HAa WMEHHU TIOJIb30BaTElIsl, MOJIy4aTh
noctyn k [P-anpecy cepBepa, HACHTHPUKATOPY CEPBEPA U APYTUM TMapaMeTpam

ObecnieueHne yaaJeHHOIO M OECIpPOBOJHOIO JOCTyNa B CETh Yepe3 BHELIHEro
nocrasuuka. [Ipy ynaneHHOM JOCTyne Yepe3 BHELIHETO [TOCTABIIMKA 3aKIII0YAETCs 1I0TOBOP MEXIY
opraHuzamuei (3akazunkoMm) © TmocTtaBiuukoM yciayr HWatepnera (ISP). IlocraBmmk ycmyr
Wutepnera obecneunBaeT NOJKIIOUEHHE COTPYJHUKOB OpraHU3allMM K CBOEH CeTH TIepen
ycTaHoBieHHEM TyHHenss VPN B dacTHyro ceTh opranusauuu. Korja coTpyIHUK MOJKIOYaeTCa K
cepBepy NAS mnocraBmuka ycnyr MaTtepHera, Ha cepep IAS, pacnosoxeHHbIH B OpraHU3alMH,
IIEPECBUIAIOTCA  3allUCU INPOBEPKM MNOMIMHHOCTH M ucnoib3oBaHus. Cepsep I[AS mnosBomser
OpraHM3aly YIpPaB/IsITh INPOBEPKOM MOJJIMHHOCTH IOJb30BATENIEH, OTCIEKHUBATh HCIIOJIb30BaHUE
CETH IOCTaBIIMKa yciyr VHTepHeTa M ympaBiATh JOCTYIIOM COTPYIHUKOB K Hel.IIpenmmymectso
JIOCTYyIa Yepe3 BHEIIHETO MOCTAaBIIMKA 3aKI0YaeTCs B OTEHIMAIBbHON 3KOHOMUU. Vcnonp30BaHue
MapuUIpyTU3aTOPOB, CEPBEPOB CETEBOro JOCTYNAa M JOCTyHNa K KaHalaM TIJ00ajJpHOH ceTw,
NPEOCTABICHHBIX MOCTABIIMKOM YCIyT, BMECTO MPUOOPETEHHS COOCTBEHHBIX, MO3BOJISET MOITYYUTh
3HAUUTENBbHYI0 HSKOHOMHIO Ha 3aTpaTax, CBA3aHHBIX € 00opyloBaHueM (MH(PACTPYKTypoil).
MexnyHapo/aHbIE MOAKIIOUEHHUS 4Yepe3 IOcCTaBIIMKa yciayr MHTepHeTa MO3BOJISIOT CYIIECTBEHHO
COKpaTHThb cYeTa OpraHMu3allud 3a MeXAyropoaHue TeinedoHHble 3BOHKHM. braromaps
NEePEeKJIaJIbIBAHUI0 Ha IOCTaBIIMKA 3a00T MO MOJAEPKKE CETH MCKIIIOYAIOTCS pacxojibl Ha ee
agMuHMCTpupoBaHue.Kpome TOro, d4epe3 BHEIIHEr0o IIOCTABIIMKA MOXKHO OCYILECTBIATh U
OecripoBogHO poctym. [locTaBmMK MOKeT oOecrneuyuTh OECHpOBOAHOM JOCTYN C YyAaJeHHOU
TEPPUTOPUU U, UCTIOJIB3YsI UM II0Jb30BaTENs, IEPECHUIATh 3aIPOC HA MOJKIIOUEHHUE Ul ITPOBEPKU
HNOJJIMHHOCTH M aBTropu3anuu Ha TOT RADIUS-cepBep, KOTOpbII HAXOIWUTCSA MOJ YIpPaBJIEHUEM
opra"usanuu. XopoLMM IPUMEPOM CIIyKUT AOCTYI K MIHTepHETY B a3ponoprax.

[lenTpanu3oBaHHas IpOBEpKa MOJIMHHOCTUM U aBTOpU3allus Mosb3oBareneil. Ilpu
IpOBEpKE IMOJUIMHHOCTU 3ampoca Ha HNoJKIrodeHue ciayxk06a I[AS cBepser ydeTHble IaHHBbIE
HOJKJIIOUEHUS C YYETHBIMU 3alUCAMHU I10JIb30BATENCH B JIOKAJBHOM JIMCIIETYEPE YUETHBIX 3alucein
oe3zonacHoctd (SAM) nomena Microsoft® Windows NT® Server 4.0 wuam gomeHa Active
Directory®. Jlns momena Active Directory B cimyx0Oe IAS mmeercs moanep:kka HCIOJIB30BaHUS
OocHOBHBIX MMeH nojb3oBareneit (User Principal Name, UPN) Active Directory u yHHBepcaIbHBIX
rpynn. Jlns aBTOpM3anuu 3ampoca Ha MOAKIIOYeHHE B ciyxkOe IAS mpumeHstoTcs nmapaMmerpsl
BXOJSIIMX 3BOHKOB ISl YYETHOM 3alMCH IOJIB30BATENS, COOTBETCTBYIOINE KAK YUETHBIM JaHHBIM
MOJIKJIIOUEHUS, TaK U TOJIUTUKAM YJAJIEHHOIO JIOCTyNa. YIpaBJIEHHWE pa3pelieHHEeM YJIAIeHHOTO
JIOCTYINa OCYIIECTBISIETCd OTHOCHTENBHO IPOCTO, OJHAKO TaKOM TMOAXO0J He o0ecrneynBaer
MacIITaOMpoOBaHUs MO Mepe pocTa opraHu3anuu. [IonMuTUKK ynaneHHOro AocTyna oOecrnedyuBaroT
6osiee MOIIHOE M I'MOKOE yIpaBlIeHUE pa3pelIeHUsIMI yIAIEHHOTo A0CTyna. ABTOpHU3aLus 10CTyIa
B CETb MOJKET IMPOU3BOJAUTHCA HA OCHOBE PA3IMYHBIX MApaMETPOB, BKIIOYAs ONHCAHHbBIE JaJee.
(BxoxneHue yueTHOM 3amucH Tojb3oBarens B Ipynmy, Bpems cyrok wnu JeHb Henenu, Tum
YCTPOMCTBA, C MOMOUIbIO KOTOPOrO TMPOM3BOAMTCA NOJKIIOUYEHHE (Hampumep OecrpoBOJHOE
ycrpoiictBo, kommytatop Ethernet, mogem unm tynnenr VPN, Homep BbI3biBaemoro tenedona,
CepBep pocTyma, ¢ KOTOporo Obul modydeH 3ampoc, WHrepBas BpeMeHu Oe3nelcTBuS,
MaxkcumanbHasi TpOJIOJDKUTEIBHOCT OJIHOTO ceaHca, BbIOOp NMpUMEHseMBIX CIOCOO0B MPOBEPKU
NOJIMHHOCTH, [IpuMeHenue muppoBaHus U CTENEHb €ro0 CTOMKOCTH)

[lenTpann3oBaHHOE AAMHHHCTPUPOBAHUE BCEX CEPBEPOB JOCTYIA OPTraHMU3ALMH.
[Tonnepxka crannapra RADIUS mno3Bonsier ciyx0e IAS ynpaBisTe mapameTpamu MOAKIIOUEHUS
s moboro cepepa NAS, ucnonssytomero crangapt RADIUS. Cranpaptr RADIUS Ttakske
MO3BOJIET OTAENbHBIM MOCTABIIMKAM YJAJIEHHOTO JOCTyNa CO3/JaBaThb COOCTBEHHBIE pacCIIMpEHUs,
Ha3bIBaeMble ocoObiMK aTpubyramu Benaopa (Vendor-Specific Attribute, VSA). Cuyxb6a IAS
0o0BeAMHSIET PACIIUPEHUs, NPEIOCTaBICHHbIE HECKOJIbKMMHU IOCTaBIIMKAaMH, B OJUH CJIOBaphb.
JononuurenbHble aTpuOyTel VSA MOryT OBITh BHECEHbI B NPO(GUIL OTAEIbHBIX IOJUTHK
yaJe€HHOTr0 JOCTYyIa

[{enTpanu3oBaHHBIN ayIuUT U y4eT ucrosnb3oBanus. Ilognepxkka cranmapra RADIUS
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no3BoyisieT ciayx6e IAS meHTpaln30BaHHO COOMpATh 3amKMCcH 00 HMCMOJIH30BAHUH (3aMHCH Y4eTa),
OTMpaBJICHHBIE BceMH cepBepamu noctyma. Ciyx6a [AS xpaHuT cBeieHus aynurta (Harmpumep,
yCIeXyu TPOBEPKU TMOJIUHHOCTH M OTKa3bl) W UCIOJB30BaHUS (HAmpuMep, MOAKITIOYCHUS U
oTkitoueHus) B (aitmax skypHamoB. Ciyx06a IAS monnepxkuBaer dopmar (aitna sxypHana,
JIOTTYCKAIOIIUN HETOCPECTBCHHBI UMITOPT B 0a3y AaHHBIX. [locienyromuii aHamn3 NaHHBIX MOXET
OBITH BBIMOJIHEH C TOMOIIBIO JIFOOOT0 OOBIYHOTO MAKeTa aHAIN3a

IAS B kauectBe RADIUS-cepBepa

B nmannoii pabote ciyxk0a Internet Authentication Service 6yaeT KCIIOIB30BaThCS B KA4€CTBE
RADIUS — cepsepa. Cepep RADIUS Oyner BHINONHATE MPOBEPKU MOATMHHOCTH, aBTOPU3ALUIO U
yuer kiaueHToB RADIUS. B moem ciyuyae kiaueHToM pamuyc kimeHtamu RADIUS O6yayt Touku
nocryna. g aBropusanuu noaxkiatoueHus [AS-cepBep npuMeHseT napaMerpbl BXOIALIMX 3BOHKOB
YUETHOM 3aMKCH M0JIb30BATENS U MOJIUTUKY yIaIeHHOTO IOCTYIA, 3apOChl yueTa OyayT COXpaHsATCs
JUIs aHanu3a B JIOKanbHOM (aiine xypHana. Ha pucynke 4.39 nokasan [IAS-cepBep B kadecTBe
cepBepa RADIUS mis knuentoB 6ecripoBogHoro gocrymna. Cepsep IAS ucnonb3yer nomeH Active
Directory s TpoBepKH TOMJIMHHOCTH YYETHBIX JaHHBIX TIOJH30BATENI B IMOCTYIMAIOLINX
coobmenusx 3anpocos nocryna RADIUS.

} KNHeHT kI
oocTyna

o _
Toudka
GecnposogHora [— SEPEEPEI
% A0CTYMNa (| AesTyna
I— MpoTokon
RADIUS

Cepeep IAS

Ay A
VR

KoHTponnep aomeHa
Active Directory

Pucynok 4.39. Ucnons3oBanue |AS B kauectBe RADIUS-cepBepa

Ecnu IAS-cepBep ucnonssyercs kak cepsep RADIUS, coobmenuss RADIUS obecnieunBaroT
MIPOBEPKY MOJTMHHOCTH, aBTOPU3AIINIO U yUET IMOKITIOYCHHH K CETH CIICTYIOIUM 00pa3oM.

CepBepbl 0oCcTyna, HAIPUMEP CEPBEPHI YIAJIECHHOTO J0CTyMa K ceTH, VPN-cepBepbl U TOUKU
JOCTyTa K OECTIPOBOIHOM CETH, MOJIYYarOT 3aIPOCHI MOIKIIOYEHHUS OT KIUEHTOB JOCTYTIA.

CepBep mdocTyma, HACTPOCHHBIM s ucnonb3oBaHuss RADIUS B kadecTBe mNpOTOKOINA
NPOBEPKH MOUTMHHOCTH, aBTOPH3AIMN M Y4eTa, CO3/IaeT COOOIIEHHE 3ampoca JOCTyNa U MOChLIaeT
ero Ha [AS-cepsep.

Cepsep IAS onenuBaet cooOiieHne 3ampoca J0CTymna.

[Tpu HeoOxomumocTu [AS-cepBep mochuIaeT 3ampoc YTOYHEHHs Ha cepBep aoctyma. Cepsep
JOoCTyIa o0pabaThiBaeT 3ampoc YTOUYHEHMsI W TOCHUTaeT OOHOBIIEHHBIN 3ampoc goctyma Ha [AS-
cepsep.

[Tpon3BoUTCS MPOBEpKA YUYETHBIX JAHHBIX IOJIE30BATES, & TAKXKE IMOJYICHHE TTapaMeTPOB
BXO/JISAIINX 3BOHKOB YYETHOM 3aMKCH MOJIH30BATENs Yyepe3 0e30MacHOe COSMHEHHE C KOHTPOILIIEPOM
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JIOMEHA.

[TonbITKa MOAKIIOUEHUS aBTOPU3YETCSA C YYETOM IMapaMEeTPOB BXOMSAILIUX 3BOHKOB YUYETHOMH
3aMKCH M10JIb30BATENS U MOJIMTUKH YAAJIEHHOIO JOCTYIIA.

Ecnu 1151 TONBITKY MOJIKIIIOYEHUS TPOBEPKa MOATUHHOCTH U aBTOpU3AlMs BhIONHEHa, [AS-
cepBep MOCBUIAET COOOIIEHHE TMPENOCTAaBICHUs [OCTyla Ha cepBep AocTyna. Ecim mombiTka
MOJKIIIOUEHUSI HE TMpoIlia MPOBEpPKY IMOMJIMHHOCTU WM aBTopu3anuio, [AS-cepBep mnocbuiaer
COO0O0ILIEHNE 3aIIpelleHus 10CTyIa Ha CEpBEpP 10CTYyIa.

CepBep nocTyma 3aBepliaeT HPOLECC MOAKIIOUEHUS C KIMEHTOM JOCTyMa M IOChLIaeT
coobteHue 3ampoca ydeta Ha [AS-cepBep, Ha KOTOPOM COOOIICHHE 3aMHUCHIBACTCS B KYpHAI.

Cepsep [AS noceaeT oTBET y4yeTa Ha cepBep J10CTyna

Bb10op 000pynoBaHusi 1JI51 IPOEKTUPYEMOIi CeTH

[TpoekTupyemasi ceTb CTPOMTCS Ha OCHOBe OecrpoBogHOoro kommyraropa Netgear ProSafe
Smart WFS709TP. Ero onucanue npuBeneHo B tadbnuie 4.12. Kommyratop criocobeH paborarthb ¢
tToukamu jpocrtymna caeayronmx moxaeneii: NETGEAR ProSafe 802.11a/g Dual Band Light Wireless
Access Point (WAGL102); NETGEAR ProSafe 802.11g Light Wireless Access Point (WGL102); u
NETGEAR WG102 u WAG102. Moxenmun WG102 1 WGL102 wuMeroT oauHakoBbie (U3HYECKUE
XapaKTEPUCTHKH U OTIMYAIOTCS JIUIIb MPOTPAMMHBIM oOecrieueHHeM ()YHKIIMOHUPYIOIIUM Ha HUX.
Mogemn WAGL102 1 WAG102 Takke UMEIOT OJIMHAKOBBIC (PU3NUYECKHE XapaKTEPUCTUKU. TOUKH
WG102 1 WAG102 BeimmymieHs! paHblie O€CpoBOIHOIO KOMMYTAaTOpa M B CBOEH IEpBOHAYAILHON
KOH(QUTYpalluM HE MOTYT B3aWMOJEWCTBOBATh C OECHPOBOJHBIM KOMMYTAaTOPOM, OJHAKO
IPOM3BOJIUTENN BBITYCTHIIM CBEXYIO MPOIIMBKY. Ee MOKHO CBOOOJHO CKadaTh C caiiTa KOMIIAHUH
NETGEAR. Bribop Oyaem mpousBoauth u3 nByx moneneit WG102 u WAGI102, 6onee HOBBIE
MOJIENI HE PAacCMaTPHUBAIOTCSA TaK KaK MPH OJMHAKOBBIX (DM3MYECKHX XapaKTEPUCTHUKax c Ooiee
CTapbIMH TOYKaMHU UX II€Ha MpeBbImaeT nociuennue 6onee yem Ha 1000 pybneit. XapakTepucTuKu
TOueK mpuBeneHbl B Tabaunax 4.13 u 4.14 coorBercrBeHHo. W3 X051 U3 PUBEACHHBIX B TaOIMIIaX
JMaHHBIX OBUIO PpEeHIeHO 4YTO I pelraeMod 3aJaud Haumbojee MOAXOMASIEH SBISETCS MOJAEINb
NETGEAR WG102. WG102 mnomnepxkuBaer TtexHosoruto Power over Ethernet (POE),
CJIeZIOBAaTEeNILHO OTIMAaZaeT HEOOXOIMMOCTh B MPOKIIAJKE DJIEKTPUUYECKON CETH B MeCTa YCTaHOBKHU
ToueKk. Ele oauH He Mayo BaXKHBIA IUTFOC 3TOW TEXHOJIOTHUHU SIBISIETCS BO3MOXXHOCTH YIPABIATH
NUTAHUEM BKJIIOYATh/BBIKIIOYATh TOYKU JOCTYHA C MOMOLIbI0 OECIPOBOJHOIO KOMMYTaTopa (eciu
TOYKa JIOCTYIA 1O KaKUM TO MPUYMHAM ITOBHUCHET aJMHHHCTPATOP CMOXET Tepe3arpy3uTh ee He
BCcTaBas ¢ pabodero meta). Touku nocryna WG102 nmonHocThi0 cOOTBETCTBYIO cTanapty 802.11g.

Tabnuma 4.12 Xapakrepuctuku kommyraropa Netgear ProSafe Smart WFS709TP

Tun obopynoBanus becipoBogHOI1 KOMMYTaTOp
duznyeckue XapakTepUCTUKU

["abaputHbIe pa3mepsl 4.45x44.2x33 cm

Bec 4.5 kr

DHepronoTpebdieHue 200 Br

[Turaromiee HanpsKeHUE 180 — 246 B AC; 47-63 T'y
IIpon3BoANTENBLHOCTD M EMKOCTH 0€CIIPOBOHOI0 KOMMYTATOPA
VYnpaBieHue TOYKaMu JOCTYIa o 16 Touek
[Tonb3oBareneit 256

MAC-anpecos 4096

IP-unTepdeiicos VLAN 128

[Topte! Fast Ethernet 8 moproB 10/100Base-T PoE
[Mopter Gigabit Ethernet 1 mopt uplink
[TocnemoBarenbHBIE TOPTHI 1 TSl IO AKITFOYCHUST KOHYOTH
O61mas mpormyckHasi CltocoOHOCTh 1 Gbps
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[IpomyckHasi ctocOOHOCTH ¢ MU POBAHUEM 200 Mbps

(AES-CCM)

Be3onacHocth OecnipoBoanbix LAN n pyHKuMHM ynpasieHus
besonacnocts 802.111 ceprudunupoBad WFA no WPA2 u WPA
AyTreHTuduKanys noap30BaTENCH U YCTPOUCTB  €CTh

802.1x

[Mognepxka EAP-PEAP, EAP-TLS u EAP- €CTb

TTLS

Ksmmposanue 802.111 PMK st npuioskeHuii — ecthb
pOyMHUHTa

Ayrentuduxanus Stateful 802.1x ms eCTh
otaenpHon AP

Ayrentuduxanus Ha 6aze MAC-aapecos, eCcTh

SSID u mecTopacnonioKeHus

[Monnepxka Multi-SSID st paGoTer eCTh
Heckonbkux WLAN

Br16op cepepa RADIUS na 6a3e SSID ecTh
be3zonacHoe ynpasienue u KoHTposb AP uepe3 ecthb

IPSEC wmu GRE

®yHkuuu ynpaspjienus paguoxanaiom Intell WiFi
ABTOMaTHYECKast HACTPOMKA KaHAJIOB U eCThb

MOIIHOCTH IS YIIPABIAEMbIX TOYEK JOCTYIIA
OnHOBpeMEHHBII MOHUTOPUHT PAaHOKAHAJIOB  €CTh
Y CEPBHCHI JIJIs1 KOHEUHBIX I10JIb30BaTENEH

ABTOMaTHUYECKAas MOJCTPOMKA ITOKPHITHUS Ha eCcThb
OCHOBE U3MEHEHUS yCIOBUM IS IIepenadn
paavocursana

banancupoBka Harpy3ku TOYEK JOCTyIa Ha eCThb
OCHOBE YHCJIa M0JIb30BaTEIEH

OOHapy)xeHHe MEPTBBIX 30H U HAJIOKEHUH eCTh
paZOCUTHAJIOB

DOyHKIUM 32IUTHI OT B3JI0Ma 0eCIIPOBOJHOM CeTH
WuTerpanus ¢ 6ecnpoBoAHON €CThb
UHPPACTPYKTYpOI

QyYHKIINA MOHUTOPHHIA eCThb
OOHapy)xeHue U BCTPOCHHAs! BU3yaIH3alHsI eCTh
MECTOPACHOJIO0KEHUS (albIINBbIX TOUEK

JocTyna

CereBble PyHKIIUM ¥ PacIIMPEeHHbIE CEPBHUCHI
Kommyranus L2 u L3 anst paguokanana u €CTb
MPOBOJHOM CETH

ITyner VLAN muis nerkoro u eCcThb
MacIITabupyeMOro MOCTPOEHUS CETH

Mob6uisHocts VLAN 1u1st poymunra L2 €CThb
[Ipokcu MmobunbHbIX [P 1 pokcu poymuHra eCThb
DHCP L3

DyHKIUHY AAMUHUCTPUPOBAHUA 0eCIIPOBOIHOI0 KOMMYTAaTOpPa
Hoctyn ¢ nomoieio Web-unrtepgeiica ecTb
nosib3oBarens no HTTP u HTTPS

Okpanbl Quickstart 151 ynpoeHus eCTh
KOH(UTYpHUpOBaHUS KOHTPOILIEPA

Orpannuennsiii noctyn CLI ¢ €CThb
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MCTIOJIb30BAHNUEM KOHCOJIH, 3a0JIOKUPOBAHHBIH

o ymosanuto goctyn CLI, koncons SSH u

telnet

PoneBoii KOHTpPOJIb OCTYMA JUIt OTPAHUYEHUS  €CTh
nocryma admin

AyTteHTudukanus 10cTymna ¢ moMOUb0 ecTh
RADIUS, LDAP unu BHyTpeHHel 6a3bl
JTAHHBIX
SNMPv3 u SNMPvV2 nns MOHUTOpUHTA eCcTh
KOHTpOJLIepa
eCTh
CepTudukaTbl COOTBETCTBUS CTaHIApTaM U Mapxkuposka CE (a1 BHemIHero
IpaBuiIaM O€30M1aCHOCTH uctoynuka nutanus AC/DC)

Mapxkuposka PSE (a4 BHemHero
nucrounuka nutanus AC/DC)
Underwriters Laboratories (UL) 60950
Canadian Standards Association
CAN/CSA) C22.2 No. 60950
EN 60950 / IEC 60950 CB Scheme
FCC Part 15 Class A
VCCI Class A
AS/NZS CISPR 22 Class A
AS/NZSA771 (C-Tick)
Y ClioBHsI ACKIUTyaTalluu
Temmepatypa 0—40°C
Bnaxnoct 10% - 70%

Tabnuua 4.13 - Xapakrepuctuku Touku goctyna NETGEAR WG102

OO0mme xapakTepuCTHKHU

Tun o6opynoBanust TOYKa JOCTyNa

Cepus ProSafe

CootBercTBHE CTaHIAPTAM coorBerctByer |IEEE 802.11g, oOpaTHast COBMETUMOCTH C
802.11b

Juanazon pabo4ux 4acToOT 2.4-248351Tn

Pexumbl padboThl

Pexxnm Toukn nocrymna Ectp

Pexum Mocra Ectp

HuTepdeiicol BBOAa/BbIBOAA

LAN nopr 1 nopt 10/100 Base-T Ethernet (RJ - 45) ¢ mommepxkoit
POE u MDI-X

AHTeHHa OJlHa,  CBhEMHas,  BCEHampaBlieHHas  KO3((UIHEHT
ycunenus 5 dBI

WNHnukaTtopsl 4 ceeroquona: Power, LAN, WLAN, TEST

Paszwem s mogxmrouenus bIT ecth, 12B 1,2 A

MoHuUTOPUHT U KOH(UTIYpHpPOBaHHE

Be6 — unTepdeiic €CTh

Telnet ecTb

[Momnepxka SNMP €CThb

be3onacHocrh
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Wi-Fi Protected Access (WPA)

Wi-Fi Protected Access 2(WPAZ2)

Block SSID Broadcast
Ounperpanus MAC — aapecos
AyTreHTH)UKAINA

ecThb
€CTh
€CThb
€CTh
no cragaapry 802.1X, nonnepxka EAP, PEAP

Iloanep:xnuBaemMble CKOPOCTH NepeAavd U YYBCTBUTEIbHOCTH NPHEMHUKA

802.11b

802.11g

[ToTpebnsemas MOIIHOCTD

MakcuMaJjbHasi u3jyvdyaemMasi MOIIHOCTb

802.11b

802.11g mode 6 to 24 Mbps
802.11g mode 36, 48, 54 Mbps
Pu3nYecKue XapaKTepUCTUKU
["aGaputHbie pazMepsl

Bec

YcaoBus IKCIUIyaTaluu

Juana3oH pabo4ux Temieparyp

Bnaxuoctb
Cosmectumocts ¢ OC

2 Mbps —93dBm
55 Mbps —91dBm
11 Mbps —89dBm
6 Mbps —91dBm
9 Mbps —90dBm
12 Mbps -89 dBm
18 Mbps —87dBm
24 Mbps -84 dBm
36 Mbps —81dBm
48 Mbps —77dBm
54 Mbps —75dBm
108 Mbps - 71 dBm
43 Br

+19 dBm

+18 dBm

+17/16/16 dBm
14.1x10x2.7 cm

386 rp.

ot 0 10 +40 °C

OTHOCHUTEIbHAS BIaXXHOCTh He Oosee 90%, 0e3 KoHaeHcaTa
Windows 98/2000/XP/Vista

Tabmuna 4.14 - Xapakrepuctuku Toukn qoctyma NETGEAR WAG102

OO0mme XapakTepuCTUKHU
Tun oGopynoBanus

Cepus

CooTBeTcTBHE CTaHAApTaM

Jlnana3zoH paboyux 4acToT
Pexxumbl padoThbl

Pexum Touku gocrymna
Pexxnm mocra

HuTepdeiicel BBOAA/BBIBOAA

LAN nopt

AHTeHHa

Nuaukatopel
Pazvem niis moakmrouenus b1

TOUKa JJOCTYyIa
ProSafe

cootBercTByeT |IEEE 802.11Qg, oOpaTHasi COBMETUMOCTH C
802.11b

24-248351Tn

Ectp
Ectp

1 mopt 10/100 Base-T Ethernet (RJ - 45) ¢ nmogmepxkoit
MDI-X

JIBE, CheMHbBIE, BCEHAIPaBICHHAs KOI(D(UIIUEHT yCUITeHUS
5 dBi

4 cserommona: Power, LAN, WLAN, TEST

ecth, 12B 1,2 A
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MoHUTOPUHT U KOH(UTIYpHPOBaHHE

Be6 — unTepdeiic €CTh
Telnet eCTh
[Tognepxka SNMP €CThb
be3onacHocTh

Wi-Fi Protected Access (WPA) eCTh
Wi-Fi Protected Access 2(WPA2) ectb

Block SSID Broadcast eCTh

OunbTpanust MAC — aapecoB €CTb

AyTeHTuduKanus o cragaapry 802.1X, noxnepxka EAP, PEAP
Ioanep:xuBaemMblie CKOPOCTH MepPeAavYd U YYBCTBUTEIbLHOCTH NPHEMHUKA
802.11b 2 Mbps —93dBm

55 Mbps —92dBm
11 Mbps -89 dBm
802.11g 6 Mbps —90dBm
9 Mbps —-90dBm
12 Mbps —89dBm
18 Mbps —87 dBm
24 Mbps —85dBm
36 Mbps —80dBm
48 Mbps —75dBm
54 Mbps —70dBm

[ToTpebnsiemast MOLITHOCTH 4,3 Br
MakcumasibHasi H3Jy4aeMasi MOIIIHOCTH
802.11b +19 dBm
802.11g mode 6 to 24 Mbps +18 dBm

802.11g mode 36, 48, 54 Mbps +17/16/16 dBm
du3nyecKkne XapaKTePUCTUKH

["abaputHbIe pa3mepsl 32%190.5%122 mm
Bec 620 rp.

YcaoBus dKCILIyaTaluu

Juana3zoH pabo4yux Temmeparyp ot 0 o +40 °C

BrnaxHocThb OTHOCHTEJIbHAS BIIAXKHOCTh He Oonee 90%, 6e3 KoHaeHcaTa
Cosmectumocts ¢ OC Windows 98/2000/XP/Vista

Br100p aHTeHH 11 NOAKJIIOYEHHUS K yIaJeHHOMY oducy

Jlia opranuzanuu OeCpoBOJHOTO KaHaia MEXIY 3AaHUsIMM npeanpusatus. [Ipennonoxum,
YTO 3JaHMsl yIaJeHbl Ipyr OoT Apyra Ha paccrossHue 400 MeTpoB, Tpacca pacIpOCTPAaHEHUSI CUTHaIa
YaCTUYHO NEPEKPBIBAECTCS BEPIIMHAMHU JepeBbeB. s opranuzanuu O0ecrpoBOAHOIO KaHajla OyayT
ucnonb3oBathesi  opucHble OecrnipoBoanbie Touku ngoctyna NETGEAR WG102, ¢ BHemHuMu
HarpaBJIeHHBIMHU aHTeHHaMHU. HeoOxoammo obecrieunTs CKOpOCTh Tiepenaun He Huxe 54 Mowut/c.

[Ipexne uemM mepexoAuTh K BHIOOPY aHTEHHO-(pUIEpHOrO OOOPYAOBAaHUS —CIEAYyeT
ONpeAeNuTh CyMMapHOE yCHJIEHHE TpakTa, HE0OXOAWMOe JUIsl Mepeladdl CUrHajla Ha paccTOsSHUE
400 wmetpos. Ilo rpaduxy npuBeneHHomy Ha pucyHke 4.40 cienyer OIpeneluTh CyMMapHOE
yCUJIEHUE TpaKTa COOTBETCTBYIOIIEE 3aJlaHHOMY paccTosiHuI0. JlaHHBIN TrpapuK HE y4YUTHIBAET
BIMSHUE aTMOC(EpHBIX OCAAKOB, a TaKKe PA3IUYHBIX I[IYMOB M IOMEX Ha paclpoCTpaHEHUE
curnana. [lo aToMy cTOUT BBIOpaTh 3HaAYEHHE CYMMapHOI'O yCHUJIEHUS TpakTa ¢ 3amacoMm. Urtak st
TOTO YTOOBI OPraHN30BaTh OECIPOBOAHON KaHA MEXY 3JJaHUSIMU YIaJIeHHbIMU Ha paccTosiHue 400
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METPOB, CYMMapHO€ YCHUJIEHUE TPaKTa JOJDKHO COCTaBIsATh He MeHee 105 ab.

OocTynHocTs kanana A=0,9995 (ITU 530-8)

100
10
E
g
8
i
1
0.1
a0 100 110 120 130 140 150 160 170 180
241y CymmapHoe yeunexue Tpaxta, nb
— 3,5y
— 5,8y

Pucynok 4.40. 3aBucuMoCTb JAJIIbHOCTH PAAMOCBSA3H MIPU NPSIMOM BUAUMOCTH OT
CYMMAapHOT'0 YCUJICHHSI TPAKTa PaJUOCUTHANA

CornachHo CYMMApHOC YCHUJICHUC TPAKTA paCCUUTBIBACTCA 1O Q)OPMYJ'IGZ

Yog =Fo5 Y Gros + G o5 — Banos —Lios —Ligs (4.1)

Tm
, T7Ie:
Pt 05 — MOIITHOCTH TIEpeIaTINKA;
Gt 06 — K0 (PpULIMEHT yCUIIeHHS TepeIatoIIei aHTEHHBI;
Gr.06 — KO3 (HUIIMEHT YCUIICHHS TPUEMHON aHTCHHBI;
Pmin,os — 9yBCTBUTENHHOCTh TPUEMHUKA,
L0 — TOTEpH CUTHAJIA B KOAKCHAILHOM Ka0elie M pa3beMax Mepeaarolero TpaKTa,
L 06 — IOTEpH cUTHAJIa B KOAKCHATHHOM Kalele U pa3beMax MPUEeMHOT0 TPaKTa.

Bosee mogpoOHO paccMOTpHUM KaxIbIi TapaMeTp:

1. MouHocTh mepefaaTynuka - MOITHOCTh OeCIpOBOAHON TOYKH OOCTyMa WIM ajanTtepa B
dBm. Oty undpopmanuio MOXHO HaWTH B crneuudukanuu Ha obopynoBanue tabmuua 4.13. Jlns
touku focryna NETGEAR WG102, 16 dBm, ona ckopocmu 54 Moum/c.

2. YyBCTBUTEIBHOCTh TMPUEMHUKA, KOTOPYIO TaKK€ MOXXHO HAWTH B crenu(pHUKAIIN Ha
oOopynoBanue. UyBCTBUTEIBHOCTh NPHEMHHUKA 3aBUCHUT OT CKOPOCTH Ha KOTOpOM paboTaeT
obopymoBaHrMe W 3a7aeTcsi co 3HakoM '"MuHYyC". 3HaueHHWE UYYBCTBHUTEIBHOCTU NPUEMHHUKA MJIs
ckopocTH 54 Mo6ut/c coctasmusier — 75 nbm.

5. Tlorepu B koakcumalbHOM Kabene M pazbémax. Touka pgocTymna OyAeT COeIMHEHa C
anteHnHoit kabenem ANT24-ODU(LMR-200) nnunHO# 2 MeTpa, ¢ 3aryxaHuem 0.6 nb/M.

Jig 3amuThl TOYeK OyAeT mpuMeHsTcs Moaynb rpo3o3auutsl ANT24-SP, BHocumoe
monyinem 3atyxanue cocrasiser 0.5 nb. Ilorepu B paspemax He menee 0.3 nb. Cymmaphoe
3aTyXxaHue BHOCUMOE KabenssMu U pazbeMaMu coctasiseT 2.3 nb. T.kx. koHurypamum npueMHOro u
NepearoIero TPaKTOB OJJUHAKOBEI BHOCUMBIE TTOTEPH TAK)KE OJIMHAKOBEI.

Terepp moacraBuB B hopmyny 4.1 Bce M3BECTHBIE BEIMUYMHBI, ONPENeTUM KOA(OUIIHECHTHI
YCHJICHUSI IPUEMHOU U Mepealoleii aHTeHH.

G5 +G,, =105-16—75+2.3+2.3=18.6 1B
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[Tpeamonaraercss uro OyayT HMCIONB30BATHCS OAMHAKOBBIC AHTEHHA, COTJACHO pacdyeram
K03 PHULIMEHT yCUIeHNS KaX 10 U3 HUX JOJDKEH cocTaBiATh He MeHee 10 ab.

[Tepen BHIOOPOM aHTEHH ONIPENEITNM HEKOTOPbIE TpeOOBaHUS:

- AHTEHHBI JOJDKHBI paboTaTh BHE TOMEIICHUS

-AHTEHHBI IOJDKHBI OBITH HAIIPAaBICHHBIMH

-JlanpbHOCTB pacpoCTpaHEHHsI CUTHAJIOB JI0OJKHA OBITH O0JIbINE JATLHOCTH IO 000PYI0BaHUS
yIOaJICHHOTO oduca, MIOTOMY KaK B Pa3IMYHBIX METEOYCIOBHSX, a TAKXKE B YepTe ropoja AaHHBIC
XapaKTEPUCTHKH MOTYT MEHSTHCS

-AHTEHHBI I0JDKHBI TTIOAKITIOYATHCA K BHYTPEHHUM TOYKaM JIOCTYIIa

-AHTEHHBI IOJKHBI UMETh IIPUEMIIEMYIO CTOUMOCTh

Hcxops 13 mMocieIHero yCIIOBUsl, OCTAHOBUMCS Ha aHTEHHAX MPou3BoIuMbIX (upmoii D-link,
OHM HUMEIOT JIOCTATOYHYIO (YHKIIMOHAJIBHOCTh NPU AOCTaTOYHO HuU3KOM 1eHe. Koadduument
YCUJICHHSI aHTE€HH JIOJDKEH OBITh HE MHOTO OOJIbIIIEe pacCUMTaHHOTO nopsiaka 12 -14 nb.

D-Link ANT 24-1400

AnTeHHa pabotaer B auamnazoHe 4dacTtoT 2,3 —2,5 I'Th, uro mo3BojsieT ee MCIOoJIb30BaTh
COBMECTHO C amnmapaTypoil, BBITyCKaeMoO Juii MenuiuHbel W Hayku. AntenHa ANT24-1400
HNOJKJIIOYaeTcsl K OECHpOBOJHBIM  YCTpOMCTBaM, HMEIOIIMM peBepcHbli SMA-pazseM u
IIPEIOCTABIISAET BO3MOKHOCTh PAaCIIMPUTh IUIOMIA/(b TOKPBITUS CYLIECTBYIOIIEN OECTIPOBOIHON CeTH,
paGoratouieii B auanasone 2,4 I'T'u. Kopryc aHTeHHBI cief1aH yCTOWYMBBIM K TOTOJHBIM SIBJICHHSIM,
YTO IO3BOJISIET MCIOJIb30BaTh €€ HE TOJbKO BHYTPHM MOMEUICHHH. B KOMIUIEKT MOCTaBKM aHTEHHBI
BKJIIOYEH MOJIYyJIb IPO303alUThl U KaOellb-IepeX0oAHUK Ui pazbeMa SMA

Pucynox 4.41. HanpaBnennas antenna ANT24-1400

Tabmmna 4.15 - Texanueckue xapakrepuctiku anteHHsl ANT24-1400

JInana3zoH 4acror Hoasipusanus
Or2.3ITo no 2.5IT1x JIuHeitHas, BepTUKalbHAs
ConporusJieHue JAunarpaMmMa HanpaBJIeHHOCTH
50 Om 1o BepTuKaiu 15 rpan

o Topu30oHTaNM 15 rpajg
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MakcumanbHoe ycuienue (0e3 3aryxanusi B | [loxBoaumasi MOIIHOCTD
Ka0eJie) 50 Br
14 dBi

Teopernueckoe paccrosinue nepenaun npu | Teoperuyeckoe paccrosiHue nepeaaydd npu
ckopoctu 1 Mout/c/11 Mourt/c (nmpu padore ¢ | ckopoctu 1 Mour/c / 11 Mour/c (npm
BHYTPEHHMMHM TOYKAMM J0CTymna)* padoTe ¢ BHEHIHUMH TOYKAMM J10CTYIA)

o 2.5xM/900m o 4xm/1,5km

I opM3OHTABHOE BepTuramHoe
TIOKPBITHE TIOKpPBITHE

Pucynok 4.42. Jlnarpammsl HanipaBieHHOCTH 11 aHTeHHBI ANT24-1400

D-Link ANT24-1201

Hanpasnennas BHemHss antedHa tuma Sru D-Link ANT24-1201 moakmrouaercsts K
OECIIPOBOJHBIM YCTPOMCTBAM, pabOTAIOMMM B 4YacTOTHOM nuamnazone 2,4 I'Tm nius yBenuueHus
IUIONIA/IM TMOKPHITUS OecripoBoAHON ceTu. Kopmyc aHTeHHBI cliefaH U3 YCTOMYMBOTO K MOTOJHBIM
SBIICHUSIM Marepuajia. AHTCHHA TIOCTaBJISETCS C KaOelleM — IePeXOJHUKOM, IMO3BOJISTFOIIAM
MOJIKJIIOYaTh AHTEHHY K 0eCITPOBOJAHBIM YCTPOHCTBAM C peBEPCHBIM pazbeMoM SMA.

Pucynok 4.43. Hanpasnennas BHemHsist anteHHa ANT24-1201
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Pucynok 4.44. JlnarpaMmmbl HalIpaBJI€HHOCTEN B BEPTUKAIBHON ¥ TOPU30HTAIBHOM TIOCKOCTSIX
antenHsl ANT24-1201

Ta6muma 4.16. Texandeckue xapakrepuctuku anteHHBI ANT24-1201

Jlnamna3oH 4acToT
Otr2.4IT go 2.5ITx

[Tonspusanus
Jlunelinas BepTHKaIbHAs

CormnpoTuBieHnE
50 Om

JImarpamMma HanpaBJIEHHOCTH
no Beptukanu 50 rpan
1o ropusoHTanu 50 rpaj

MakcumanbHoe ycuieHue (0e3 3aTyxaHusi B

IloagBoaumas MOILTHOCTE

ckopoctn 1 Mout/c/11 Mb6ut/c (npu pabote ¢
BHYTPEHHUMH TOYKAMH JOCTYyIa)*
o 1.5xm/500m

kabere) 50 Bt
12 dBi
Teoperuueckoe paccTosHHE Tepenaun Tpu | TeopeTHdeckoe pacCTOSHUE Tepenadyd Tpu

ckopoctu 1 Mowut/c / 11 Mbut/c (mpu pabote
C BHEIIHUMH TOYKAMH JIOCTYTIA)

2.5km/1km

D-Link ANT24-1800

AHTeHHa paboTaeT B nuamna3one 4actor 2,4 —2,5 I'Tm, 4To mo3BoyiseT MCHOJb30BaTh €e
COBMECTHO C almaparypoi, BBIIyCKaeMOW uis MeOuIMHbl U Hayku. AHTeHHa ANT24-1800

MNOJKJIIOYaeTcsi K OeCHpoBOJHBIM  yCTPOWCTBaM,

UMeroIUM  peBepcHbli  SMA-pazbeM U

MpeaoCTaBIACT BOSMOXHOCTD PACIHUPUTD TIJIOINAAb IMOKPBITUA CYH_[CCTBYIOH_[eﬁ 6eCHpOBOI[HOI71 CCTH,

paboraronieit B auanazone 2,4 I'T.

Kopnyc AHTCHHBI CACIaH yCTOﬁ‘-IHBBIM K IIOI'OJHBIM SABJICHUAM, YTO ITIO3BOJIACT UCIIOJIB30BATh €€ HC
TOJIBKO BHYTpPHU HOMCHIGHI/Iﬁ. B KOMIIIEKT IMOCTaBKH aHTCHHBI BXOOWUT KPCIICK OJId MOHTAaXa U

Kabenb-nepexoHuK A pazbema RP-SMA.
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Pucynok 4.45. Hanpasnennas anrenna ANT24-1800

I'opusoHTaMBEHOE
IIOKPBITHE

SIS 7

BepmuramHoe
TIOKPBITHE

Pucynok 4.46. Tuarpammsel nokpsiTust s anteHHsl ANT24-1800

Ta6muma 4.17. Texandeckue xapakrepuctuku anteHHBI ANT24-1800

JIlmama3oH yacTor
Or 24T no 2.5ITx

MMoasipusanus
JInneliHas, BepTUKAIbHAA

ConpoTuBieHne
50 Om

Jluarpamma HanpaBJIeHHOCTH
10 BepTuKamu 15 rpan
1o ropu3oHTanu 15 rpan

MakcumanbHoe ycuieHue (0e3 3aTyxaHus B

ITogBoamMast MOIITHOCTB

ckopoctu 1 Mourt/c/11 M6ut/c (mpu pabote ¢
BHYTPEHHUMH TOUKAMU J0CTYyMa)*
Jlo S5km/2km

kabere) 50 Br
18 dBi
TeopeTnueckoe pacCTOsIHHE Tepefayd TMpu | TeopeTHueckoe pacCTOsIHUE TMepeladdl IMpu

ckopoct 1 Mowut/c / 11 Mout/c (mpu pabote
C BHEIIHUMH TOYKAMH JTOCTYTIA)
8kMm/3kMm

D-Link ANT24-1801

HamnpaBnennas antenna tuma SIru. AHTeHHa paboTaeT B nuama3one vactor 2,4 —2,5 I'T,
YTO MO3BOJISIET €€ UCIOJIb30BATh COBMECTHO C alllapaTypou, BBITYCKAEMOM Il MEAULMHBI U HAYKH.
AntenHa ANT24-1801 nonkmrogaercs K O€CHpOBOJHBIM YCTPOMCTBAM, HMEIOIIUM DPEBEPCHBIM
SMA-pazbeM U TpeaocTaBisieT BO3ZMOKHOCTh PACIIMPEHHS TUIOMIAIA MOKPBITUS CYIIECTBYIOMIEH
OecpoBOIHOM ceTH, paboTarorien B nuama3one 2,4 ['T.
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Pucynox 4.47. HanpaiieHas anTeHHa TUna BoJiHOBOM kanaim ANT24-1801

1] L
150 : 30
A
180
i
e t *
AN Lin)
"
[NoprsonTameHas JHA

»r

Bepruramuaa JHA

Pucynok 4.48. lnarpammel HanipaBneHHoctel anteHHbl ANT24-1801

Tabmmna 4.18 - Texanueckue xapakrepuctiuku anteHHBI ANT24-1801

JIlmanma3oH 4acTor
Ot1 24T go 2.5TTx

Hoasipusanus
JIuneliHasg BepTUKaIbHAs

ConportuBienne
50 Om

JluarpaMmma HanpaBJIEeHHOCTH
110 BepTuKanu 15 rpan
1o ropusoHTanu 15 rpan

MaxkcumanbHoe ycuiaenue (0e3 3aTyxaHusi B
Kab0eJie)
18 dBi

IMoaBoaumasi MOIIHOCTD
50 Bt

Teopernueckoe paccTosiHue TmepeJadyud MNpHU
ckopoctu 1 Mout/c/11 Mout/c (npu padore ¢
BHYTPEHHUMH TOYKAMHU A0CTyNa)*

Jlo SxM/2kMm

TeopeTnueckoe paccTosiHue Meperayu Mpu
ckopoctu 1 Mour/c / 11 Mourt/c (npu
padoTe ¢ BHEIIHUMM TOYKAMH 10CTYIIa)
8kMm/3kM

D-Link ANT24-2100

D-Link ANT24-2100 moakimrodaetrcss K OecrpoBoaHbIM ycTpoiictBam D-Link cranmapToB
802.11b m 802.11g (2.4 I'Tn) u umeet kodppunuent ycuwieHus 21 dBi. AHTeHHa Takke MOXKET ObITh

198




noJkiIroueHa Kk OecnpoBogHoMy oOopynoBanuio 802.11b u 802.11g apyrux mpousBoaureneid. D-
Link ANT24-2100 mpegocTaBiseT BO3MOKHOCTH CYIIECTBEHHO PACIIMPHUTH IUTOMIAAb MOKPBITHS
CYIIECTBYIOIEH OeCTpOBOHOM CETH M/MIIM CO3/1aTh OECIIPOBOIHOM MOCT ISl IEpEeAayy JaHHBIX Ha
00JIbIINE PACCTOSHUS.

Uepes kabenp-mepexoqauk SMA N-Tuma, BXOIAIIMH B KOMIUICKT TOCTaBKH aHTCHHBI,
ANT?24-2100 nerko moakiIrO4aeTcs K JIOOBIM BHYTPHO(PHUCHBIM TOYKAM JOCTyNa U OSCIPOBOIHBIM
ajanrtepaM, CO CheMHBIMU IITAaTHHIMU aHTeHHaMHU. CaMa aHTEHHA UMEET Pa3beM IS 110 IKITFOUCHUS
N-tuma (N-type-female), uTo mo3BossieT moakiatoyaTh €€ K BHEIIHUM TOYKaM JOCTyna. Beicokuit
KOX((UITMEHT HANpaBICHHOCTH aHTeHHBI (21 dBi) mo3BoisieT CTPOUTH PagroOMOCTBI Ha OOJbBINKE
paccrosiHus. Teoperndeckas JalbHOCTh Hepeaadu npu ucnoyib3oBanuu ANT24-2100 coBmecTHO ¢
aKTUBHBIM oOopynoBanueM 2,4 T momrHOCTRIO 35SMW* Ha 000X KOHIIAX OECIIPOBOIHOTO KaHaa
cBsa3u (0€3 HCIOIb30BaHMS JOIMOJIHUTEIBHBIX KaOeabHBIX COOpOK) misi ckopoct 1 MoOwut/c
cocraBisieT okoso 10 kM.

B xommiekt moctaBku ANT24-2100 BXOIUT MOIYNIbh T'pO303alIUThI (surge protector),
SIBJISTFOIIUNCS BaKHBIM aKCECCyapoM IS BHEIIHUX aHTCHH. Jlake MpH HaIW4YMK Ha KPBIIIE MadT
IPOMOOTBOJIOB, KOTOPbIE MCKIIOYAIOT MPSAMOE MOIMAaJaHUE MOJHUUA B aHTEHHY, MOUIHBIA TPO30BOM
paspsii B HETIOCPEICTBEHHOW OJM30CTH OT BHEIIHEH aHTEHHBI MOXET TIOJHOCTHIO BBIBECTH M3 CTPOS
Bcé mpuémo-nepeaaroiiee 06opyaosanue. Moaynb rpo303aliUThl BKIOYAETCSI B AHTEHHO-(UAEPHBIN
TPAKT U 3a3E€MIISETCS.

Pucynok 4.49. [Tapabonundeckas HanpasiieHHas aHTeHHa ANT24-2100

[l
183 150 '|?I.‘.|lI 199 mg 170

Pucynok 4.50. JluarpamMbl HalpaBJI€eHHOCTEN B TOPU3OHTAIIBHOM M BEPTUKAIBHOM MIIOCKOCTAX
anteHHsl ANT24-2100
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Tabnuua 4.19 Texunyeckue xapaktepuctuku anteHHsl ANT24-2100

JImana3oH 4acror
Or24IT no 2.5 T

Moasipusanus
Jluneitnas, BepTUKaIbHAs

ConportusJieHue
50 Om

JAuarpaMmma HanpasJICHHOCTH
10 BEPTUKAIU 8§ rpaj
10 TOPU30HTAIM S5 Ipaj

MaxkcumanbHoe ycuwienue (0e3 3aTyXxaHusl B
KaoeJie)
21 dBi

IoaBoguMas MOIIHOCTD
50 Bt

Teopernueckoe paccTosiHHe TIepeJayHd IMpH
ckopoctu 1 Mowut/c/11 Mout/c (mpu padorte ¢
BHYTPEHHMMH TOYKAMHM J0CTyna)*

o 8xm/3km

Teopernueckoe paccTosiHue neperavu npu
ckopoctu 1 Mour/c / 11 Mour/c (npm
padoTe ¢ BHEIHMMH TOYKAMM /I0CTYIA)
10xm/4.5kM

W3 paccMOTpeHHBIX aHTeHH Hamboiee moaxossmeii seisgercs D-Link ANT 24-1400, ona umeer
0oJiee YeM JTOCTAaTOYHBIN KOIPPUITUCHT YCHIICHUS U Y3KYIO TUarpaMMy HaIllpPaBJICHHOCTH.

3. Ilopsinok BHINOJHEHUS PA0OTHI
Hacrpoiika o0opynoBanus

Koun¢urypuposanue RADIUS cepsepa

g xonpurypupoBanus ciyx0bel |AS He0OX0IMMO OTKPBHITH MAHENb YIPABICHUE U ABAXKIBI
HICTKHYTh 3HAY0K «AJIMUHHUCTPHPOBAHHEY, 3aTEM B OTKPBIBIIEMCS CITUCKE BBHIOpATh KOMITOHCHT

((CJ'IY)K6BI MMPOBECPKHU NOATIMHHOCTH B UHTCPHCT».

-'_,;;.D Internet Authentication Service

File  Action Wiew Help

«=|EE 2@ 0

{:l RADIUS - KNHEHTEI
D BeaeHHe #ypHaNa wAANEHHOMD 40CTYNA
% MonuTHEa YAANEHHOMD A0CTYNS

[-{_] OfpafioTka anpoca Ha NoAKNHIYEHHE

Cnyxha NPOBEPKK NOANMHHOCTH B

-y WHTEpHETE

Mcnone30BaHke 185 AnA NPOBEPKH NOANHHHOCTH,
SETOPM3ALHM M YY2Ta ANA YAINEHHELE H
YPN-NoNEs0EaTENEH, OECNPOEDAHBLE H
Etharnet-noAknroueHHE, MasHO HACTpoMTE 1AS
MEPECEINATE 3ANPOCk! MPOBEPKH NOAMHHHOCTH Ha NHofoi
CEpEEp AOCTYNA, COBMECTHMEIN ¢ RADIUS-cnyxbo,

Yrobbl HacTpoHTE [AS YMTaTE CBOMCTEA Y AANEHHOM D
ADCTYNA ANA YHETHBIX 3aMHCEA NONB30BaTENEH B Cywbe
kaTanoroe Active Directory, Hy#HO BEIOPaTE B MEHHD
"AEFCTEME" KOMaHAY "SapErHCTPHPOBATE CEPEEP B Active
Direckary”.

AononHuTEnEHyH HHbopMawkio ob voTanoeke TAS,
CUEHSPHAX PESEEPTLIEEHHA H YCTPAHEHHMH HENONAA0K
MOMHO HEHTH B PasAenax CrpaskH.

Pucynok 4.53. Koncoub ynpasnenus ciayx0oii IAS
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Hacrpoiika cimyx0b1 qoctatouno mpocta. [Ipexae Bcero HeoOXoaumMo 100aBUTH KIMEHTOB
RADIUS (Bce umeromuecss TOYKH JOCTyIa), I TOr0 HEOOXOIMMO MIEIKHYTh MPaBOW KHOIIKOM
MbIH y3en «RADIUS-kauenTs» u BeIOpaTh koManay «Hobwili RAS-kimueHT» pucyHok 4.54.

:_.;;P Internet Authentication Service

File  Action \Wiew Help

«s @@ e BR @z

%}3 Internet Authentication Service {Local)

LcTyna

EHKE

igw ¥

Refrash
Expork List. ..

Help

Pucynok 4.54. Jlo6aBnenne RAS-kimnenrta

Jlanee B OTKPBIBIIEMCS OKHE, MpPEUIaraeTcsi BBECTH IMOHATHOE MMs B KA4eCTBE TAKOBOTO
OyneM ucronb3oBath |P — aapeca Touek pocryna.

&

HoBbid KnMeHT RADIUS
_q Hra v aopec:
L Yicammre NOHATHOS MMA KakeHTa W |P-agpec unu DNS-uma knverTa.
i I MpoTokon
E RADIUS
Aapec kaxeHta [IP waw DHS]:
E ToHATHoE M test
192.168.45.1] MpOBEPMTS. . |
< Hazag I Hanee > I OtreHa
1] | i

Pucynok 4.55. Hacrtpoiika mapameTpoB KIMEHTa

B cnemyromeM okHe TmpemiaraeTcss BBIOpaTh IOCTaBIIMKAa OOOPYAOBaHHS, TaK Kak
UCTIOJIb3yeMOe 00OpYZOBaHUE HE BKIIOYEHO B CIIMCOK, B ITYHKTE KIMEHT — BEHIOP YKa3bIBaeM
RADIUS Standard. [danee ciexyer yka3arh OOImIMI CEKpET Ha OCHOBE KOTOPOTO TOYKA JOCTYNa U
cepeep RADIUS Oynyr uaentudumuposars apyr apyra. Cekper 3amaeTcs i KaKIOoro HOBOTO
RAS-kimenTa MHIMBHIYadbHO U MOXKET cojepxkarb 0 64 CHUMBOJIOB (MCXOAS M3 COOOpaskeHHi
0e30MmacHOCTH OOLIMI CeKpeT AOKEeH coiepkaTh Ludpa, 3arigaBHble U CTPOYHbIE OYKBBI M
CHUMBOJIBI, TAaK)K€ MMEET CMBICI NMEPHOAMYECKH MEHSATh oOumii cexper). Eciau arpulyt mpoBepku
MO/VIMHHOCTU COOOIIeHUsT BKIIIOUeH, Bce cooOmenne RADIUS 3ammdpoBano, a oOmuii cexper
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HCIIOJIB3YCTCA B KAYCCTBC KJIIO4Ya.

" Internet Authentication Service

File Action Wiew Help

cz_nlﬁﬁﬂml-lml-_-hlrmm

e HOEbIA KnveHT RADIUS

JanonHuTEAEHEIE CESIEHUA

I HEDTOKDH

RADILS

TMPH HEN@ABZ0EaHHH MOAMTHE YANEHHOMD GOCTYNA, OCHOBSHHEIX HA STPHOYTE
KJMEHT-BEHLOP, YkanuTe BeHnopa RADIUS -kaveHTa.

K.aueHT-BeHaop:
|RADIUS Standard |

DAwwmi cexper: I

MNogreeptaeHue: I

[v {3anpoc qonen coqepikaTh aTPUAYT NDOBEPKH NOLMHHHOCTM COOBLLEHH:E

< Hazag I loToso I OrteHa |

4| | i

Pucynok 4.56.

Ilocne Toro kak Bce TOYKHM JOCTyna J00aBlieHbl, IepeiiieM K HacTpoWKe >KypHaja
yIOaJIeHHOTO JocTyna. B skypHaie Mo >KelaHWI0 aIMHUHHCTPATOpa MOTYT (HUKCHPYIOTCS 3arpoChl
YUeTBl, 3aIPOChI TPOBEPKH MMOJATMHHOCTH, IPOMEKYTOUHBIE COCTOSTHUSL.

"_.::_9 Internet Authentication Service

File Action Wiew Help

= El R E =
?@ Internet Authentication Service {Local) MeTo4 EedeHHA ¥ypHana | CMHCAHHE
-] RADIUS - KneHTE!

MNokaneHeA dain CWINDOWS syskem32iLogFiles
423 BeagHke #ypHana yAaneHHoro AoCT: =

i % NonHTHES YAANEHHOrD 40CTYNa
{1 OBpafioTka 3anpoca Ha NoAKAKYEHM

CeoMcTBa: NlokaneHeIA daidn HE

MapareTpe! | P aiin #kypHana I

SanuceiBaTe CABAYHOLWHWE CESAEHIA

[V {3anpock! yueTa [HaNEMMED, SaNYCK MW OCTEHOEKE YUeTaf

[V 38MPock MPOBERKM NOLAMHHEETM [HAMPMMER, MPSLOCT 3518HME
AOCTYNE MK OTKAS B A0CTYNE]

[V MpomeskyT o908 SOCTOAHME [HAMPMMED, MPOMERUTOMHEIE SaMpoCE!
yueTa]

Pucynok 4.57. Hactpolika xypHajla yJaJ€HHOIO JOCTyIa

Z[anee HCO6XOI[I/IMO OIMPECACIIUTD MMOJIUTUKHU YAAJICHHOI'O JOCTYyIIa, JIs1 CO3AaHUA IMMOJIUTUKU B
JACPEBC KOHCOJIM HYKHO IICIKHYTH npaBoﬁ KHOnKOM MbImH «IlonuTmka YAQAJICHHOI'0O AOCTYIIa» U
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BBIOPATh U3 KOHTEKCTHOTO MEHIO KoMaHy «Co3/1aTh MOJUTHKY yIAJIEHHOTO JOCTYIIa.

"_.,:.9 Internet Authentication Service

Eile  @ction  MWew Help

€5 | BE R 2E

%3 Internet Authentication Service (Local) Mma
77 RADIUS - KAMEHTE
{7 BeaeHe %yPHANS Y AANEHHON D AOCTYNS

dNEHHOrD 40CTY NS

Wiew 3

Refresh
Export List...

Help

Pucynox 4.58. Co3zianue noauTHUKY yAaJIEHHOTO JOCTYyIa

Jlig co3maHusi MOJIMTUKKA OyleM HCIIOJIb30BaTh MacTepa CO3/aHUs MOJIUTUKH YJAJIEHHOI'O
nocryna. Ilocme 3amycka Mactepa mnpeanaraercs BblOpaTh cHoco® JocTynma K CeTH, U3
NPEIO’KEHHOTO CIIHCKA BBIOMpaeM «becipoBOIHOM TOCTYID»

" Internet Authentication Service

File  Action Yiew Help

il | B B @ pm IJ
e el MAC TEP CO3A,aHHA NOAWTHEM ¥ AaNEHHOM0 A0CTYNa
@_ Internet Authentica |
{0 RADIUS - knver Cnoco6 goctyna f-Q
{1 BeaeHne wypHz YCNOBMA NOAMTMKM OCHOEEHE! HA CNOCOGay NONYYEHUMA AOCTYNA K CETH,

% MonuTHiEa ¥ aan
-] OfpafioTia san

=,

Erifeprre cnocod aocTyna, 408 KOTOPOrD HEOGAOAHMD COS0ETE NONHTHEY,

€ NocTyn K BHPTYANEHOA YacTHON ceTi [VPN)
Wenonezoeare ece WPN-nogkatoueHa. YTobel coS0aTe NOAMTHEY 007 YKaSaHHORD
THNa YPH-nogk iKYeHUa, BEPHMTECE HA NPELEYLIYID CTPAHKLY W ELISEDHTE OCOGYD
MEAMTHEY.

7 UganeHHeii aocmyn [4epes TenedoHHy ceTk)

nOﬂK.ﬂlO‘-laTbCﬂ, HENoAE3YA OﬁbNHHIO TEASPOHHYD AHHHID HAH TSNS POHHYID NHHHID
ISDM.

Wenonezoeate Tonkko 4A GecnposogHE: nogkaueHui [NBC).

 Haocryn no Ethernet

MenonezoeaTe 4na Ethemeat-noak AyeHui, HaNPHIER, ANA NOAKMOYEHM YEpes
MEPEKNHIYSTENM.

< Hazan I Hanee » I OtraeHa |

Pucynox 4.59. Macrtep co3nanus MOJTUTHKA

Hanee cinenyeT BbIOpaTh MOJIb30BATENEN MM TPYNIBI NOJIb30BATENEH KOTOPBIM Pa3pelIeHO
UCIIONIb30BaTh OecrpoBOHOI nocTynm (B MoeM ciydae B Active Directory cosznmana rpymma, Kyzaa

BHECEHBI BCE TIOJIH30BATENH, KOTOpPbIE OYAYT IIOJNB30BaThCS OECIPOBOMHON CBS3BIO, €€ MBI H
no0aBIsieM).
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"_.;;.9 Internet Authentication Service

File Action View Help
& = | @Em| B R @ 6m

| “1ACTED CO3AAHMA NOAKTHEM ¥ 4aNEHHOro A0CTYNA
@ Internet Authentica

{1 RADIUS - knmer Monb30BaTenb HAM rpynna gocTyna

'D BeaeHre HYPHE MamHo ASTE NpaEa QOCTYna OTAENEHEIM NOAES0ESTENAN, 3 MOKHD W
% MonKTHES YAaan EEISPAHHEIM MPYNat,

-] OfipafioTka 3an

HDHHUBHHB Mp3E DCHOESHD Ha

' paspellEHUAY NONB30BATENA,
UKEIEHHEIX B YNETHOM SaMMEH NONES0SATENA.

% paspelEHIUAR [pYnnk!,
KOTOPbIE MOTYT NEE0NPSAEAATECA MHOHEMAYANEHEIMM PESDELEHHAMM NONbS0EETENR.

Hogasmre... |
Ynanme |

Mraa rpynner:

< Hazan I Hanee » I OTreHa |

Pucynoxk 4.60. Co3nanue NOJIMTHKHU yJIaJ€HHOTO J0CTyMa

CrnexyronM 1aroM HeoOXOAMMO OTNPEISIIUTh METOIBI IPOBEPKHU MOITUHHOCTH, KaK OBLIO
OMKCAaHO B MyHKTe 6.7, B JaHHOW paboTe OyIeT WCIOJIB30BAThCS 3alIMIICHHBIH MPOTOKOI
pacmmpenHol mpoBepku momnuHHOCTH (Protected Extensible Authentication Protocol, PEAP).
Bri6upaem PEAP, xMeM KHOTIKY HaCTpOUTh, B MOSIBUBILIEMCS] OKHE «3allUIleHHbIe cBoiicTBa EAPY
HEOOXO0MMO BBIOPATh METOJIbI IPOBEPKHU MOUIMHHOCTH, BhiOUpaeM EAP — MSCHAP v2 (Microsoft
Challenge Handshake Authentication Protocol, Bepcus 2).

MacTep CO3AaHHA NOAWTHKK ¥ AaNeHHOro A0CTYNna E
MeTon NPOBEpKH NOAAHHHOCTH ﬁQ
EAP WMcnonezyeT pazHele THNE! YCTPOMCTE GES0N3CHOCTH, Yotk NPOBEPHTE h’
NOAAMHHOCTE NOAES0ESTE e

BrifepiTe TUN paclwkMpeHHON NPOBEPKM NOGAMHHOCTH [EAP] anA 3Tol noauTHKM,

Tun:

Protected EAP [FEAR) HacTpouTe. . |
|

E
Smart Card or other certificate

¢ Hazan I Hanee > I OTreHa

Pucynoxk 4.61. Hactpoiika ayreHTH(UKAUT
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Jau M EHHBIE CEOHCTEa EAP |

3TOT CEpEEP AOMHEH MAEHTHGHMUMPOEATE CEBA ANA YCMNEWHOrD
NoAKNHYEHHA. BRIBEpHTE ANA cepEepa cepTHBMEAT, HCMONESYEMBIH ANA
ADKASETENECTEA EM0 N0 AHHHOCTH.

epTHHKAT BEIAEH ANA: Ibdc.sample.ﬁrm j

[MoHATHDE HMA: .
Aobaenenve EAP |
MOCTABWHE

MeToALl NPOEEPKH N0 ANHHHOCTH!

CpoK AEHCTEMA!

.............. o
her certificate

V¥ BrenmamTe i

THnel EAF
Ok I OTHEHS |
J—
AoBaEHMTE EHEHHTE ¥ aanvme | 0,4 | OTHEHS |

Pucynok 4.62. Bri6op meTona ayreHTU(DUKAITIH

Ilocre TOro kak IOJMTUKA CO3/aHA IPOU3BEIEM €€ OKOHYATENIbHOE peaakTupoBaHue. [l
ITOTO HYXXHO B OOJIACTH CBENEHUI JABAXKIBI MICTKHUTE MOJUTHKY, KOTOPYIO TpeOyeTcsi N3MEHUTH, B
OTKpBIBILIEMCS OKHE CJelyeT BbIOpaTh JeHCTBHE KOTOpO€ HEOOXOAMMO BBIINOJHUTH €CIU 3aIlpoc
YIIOBJETBOPSIET 3a/IaHHBIM B IOJIMTUKE YCIOBUSAM. BpiOuMpaeMm IpenocTaBUTh MPaBO YAaJIECHHOIO
JI0CTYTA, TaK KaK B JAHHOM IIPOECKTE PEATU3YETCs MOJUTHKA «3aIPELIEHO BCE, UTO B IBHOM BHJIE HE
paspemeHo», T.e. TOJbKO II0Jb30BATENM, BXOAAIIME B IPyHIy auf, cCMOTyT aBTOPHU30BaThCS Ha
cepsepe.

CeoicTEa: aut (7]
MapatieTpel |

Ykammre YENOEMA, FOTOPRIM AO0N#HEl YO0BENETEOPATE SANPOCE] HA
NOQEADHEHHE,

J;l,oﬁaBHTb...l MgMBHHTb...l Haanume |

Ecnu sanpockl Ha NOAKMOYEHME YAOBNETEOPAIOT YCAOBMAN, YK &S aHHEINM
B STOH NOAMTHEE, TO K NOGKAKDYEHHID NPHEHAETCA COOTEET CTEYMLIMA
NPOPHIE.

W atEHWTE NpogUns. .. |

3ta nonuTkEa YNPAENAET AOCTYNOM K CETH, BCAM TOABKD
HWHAMWEWAYSNEHBIE DSSPEWEHMA HS AOCTYN HE YK aSEIESHTCA ABHD B
NpoPHNE NONES0OESTENA.

Ecnu sanpoc Ha noak.AYeHKE Ui 0ENETEOPAET YKa3aHHBIM YCADEMAN:
% MPenocTaEMTE NPAED YWANEHHOMD A0CTYNa

" OTkazaTe B NpaBe WlaneHHoro 40cTyna

Ok, I OtrmeHa | [N pLMeHETE |

Pucynok 4.63. BriGop aeiicTBHsI IPU MPOXO0XKIEHUN ayTeHTHPUKAUU
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[epeiinem k HACTpoOiiKe MPOQUIIS MOMUTUKH yJATCHHOTO JOCTYIA, Ha BKIAJAKE OTpaHUYCHHE
M0 BXOSIIMM 3BOHKAaM pPa3peliuM JOCTYI TOJBKO B ompeneneHHoe Bpems (exemaneBHo ¢ 7.00 mo
22.00). B mynkTe Tun nopra NAS ykassiBaem Wireless — IEEE 802.11.

M3MeHeH1e Npoduna KOMMY THPYEMEIR NoAKAHOYEHHHA

1P I MHorokaHanEHoE NogkaYEHHE
NpoEEpK.a NOAAMHHOCTH | W meposaHue | JonoarurensHo
OrpaHuyeHMA MO BXOLAWMM SEOHEAM

[~ {EpeMA poCTOA cepEeRa An paskeaHHERkA [Taivaur [T =
neocToAl

BpEME, B TEYEHWE KOTOPOMD EAHEHT MOKET BbME m
MOAK.NOYEH [TaHMaYT ceaHoal: =

¥ PaspelwmTe A0CTYN TOAKD B ONPEAENEHHOE BREMA

B 07:00-22:00 -
MMH 07:00-22:00
By 07:00-22:00 2

HatdeHuTE. . |

FPaspewnme Bx0a TonBKD No STOMY Horepy (1D
EBEIZEIEEMOF CTaHUMM]:

w PaspewmTe A0CTyn TOALKD YEPES 3TH HOCHTEAH

[Tun-nopra-HAS]:
O Token Ring Al
Vireless - IEEE 802,11 =
'wireless - Other ;I

Ok I Orrena | I'Ipumer—MTbl

Pucynoxk 4.64. 3menenne npoduiiss KOMMYTHPYEMBIX TTOAKITIOYCHAN

Ha Bknanke IP HeoOxomumo ykazate, uto IP anmpec kimenTta noykeH ObITh Ha3Ha4YeH
cepBepoM. Ha Bkilajike mpoBepka MOJUIMHHOCTH HY>KHO OTKPBITh OKHO BbIOOp noctaBuinkoB EAP u
no6asuth T EAP Protected EAP, wmienkHyTh KHONKY M3MEHUTh M yKa3aTh, YTO HMCIOJB3YETCS
mudpoBanHas nposepka noaauHHoctu MSCHAP v2.

HM3MeHeHWe Npoduna KOMMY THPYEMBIX N0 A KAHYEHHA

IP | MHOMOKaHANEHDE NOGKADYEHKE
OrpaHHEHHA N0 BXROLALLMM SEOHEAM
[MpoEepKa NOGAMHHOCTI | W mepposaHUE | JonanHurensHo

BifiepiTe METOOE! NPOBEPKM NOLIMHHOCTH, KOTOPEIE XOTHTE PASPELMTE
A AHHOMD NOAEAYEHMA.

MeTonw EAP |

Beibpate nocrasmukos EAP ﬂ E

Tuner EAP cornacywmes B NepeyMcieHHoM NopAgKe.

Tunel EAP:

Protected EAP [PEAP)

EBEepy

[ B
BHu1E |

Hotaeure... Ypanure Qk, | OtreHa

| | L= I|

Pucynok 4.65. IIposepka noymmHocTH

206



Hactpoiika To4ek gocTyna

Jly1st TOro 4TOOBI MEPEUTH K HACTPOUKE TOUKH JIOCTYIa HEOOX0uMO MOAKIIYUTE ee K [1K mo
cpenctBam Ethernet u monxirountcs k Heid, ucnons3ys telnet wim WEB — unrepdeiic. Mbr Oyny
ucnonb3oBate WEB — unTepdeiic, on 6onee npocT u HarisigaeH. [Io yMO4aHUIO TOYKH JTOCTYIIa
NETGEAR WG102, umeror IP — agpec 192.168.0.229, ums mnosp3oBarens “admin” u maposib
“password”.

MoaxknroueHwe k 192.168.0.229
[r=
)

R

Wi10z2

Monbs0BaTEN: I?E admin j

Maponk: I [TTTTTITY]

[” CoxpaHnTs napob

QK I OTHEHA |

Pucynok 4.66. IloaximrodeHne Kk OECIPOBOHON TOUKE JOCTYIIA
[Ipexxne Bcero, HEOOXOAMMO BHIOpATh KaHall Ha KOTOPOM Oyner paboTaTh TOdka. B myHKTe
12.2. ny1st ka0l TOYKU OBLIM OIPENEIeHbl COOTBETCTBYIOIINE KaHAJIbl @ TAK)KE YPOBEHb BBIXOIHOM
moiHoctd. s ux Hactpoiiku HeoOxomumo mepeiith Ha Bkuagky Wireless Settings, B mome
Channel/Frequency ycranaBiuBaercst Hy>kHbIH KaHaia (1, 6, 11); UToObI COXpaHUTh COBMECTHMOCTh
co craumaptHom 802.11b B mosre Operating Mode cienyer BoiOpaTh «Auto(802.119/802.11b)».

/A NETGEAR WG102 Access Point - Microsoft Internet Explorer

darin  Mpaeka Bua  Msfpannos  Ceperc  Crpaska

@Hamﬂ - J - d @ ;\J | /..-jﬂomm \;":( 36paHHoE {‘3| - == - - _I ﬁ 3

Aapec: Iﬁj https:/f192.168.0,229/start.htm

NETGEAR ProSafe Wireless Access Point

Generd Wireless Settings

Basic Settings

Wireless Settings Country / Region Europe |
Security Prafil Wireless LAN [ Turn Radio On
ecurity Profile

Settings Operating Mode Auto{B02.115/802.11b) -l
Radius Server Channel | Fragquency Auta vl
Settings
Access Control Data Rate Best :I'

Cutput Power IFL'”—LI
Change Password

pply | Cancel |

Remote

Pucynox 4.67. BpiOop 4acTOTHOTO KaHasa

Ha cnenyromem starne He0OXOAMMO MPUCBOUTH TOUKE MICHTH(PHUKATOP 30HBI OOCTYKHUBAHUS
(SSID) u ycraHOBWTH TapamMeTphl 3allUTHI, JUIS ATOrO MEPEXOJMM Ha Bkiaaky Security Profile
Setting pucynok 4.68. J{ist obecriedeHuss poyMHra TpedyeTcsi 4ToObl BCE TOYKH UMENN OJIMHAKOBBIN
SSID.
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43 NETGEAR WG102 Access Point - Microsoft Internet Explorer

®akn  Mpagka Bua  MsGpaHHoe  CepeWc  Crpaeka

@Hasa,ﬂ © J - Iﬂ @ _;\J ‘ /._-.j Moncis \;n:/ WaGpatHoe €3| <= uf A - _J ﬁ ﬁ

Aapec: Iﬁj https:§/192.168.0.229/start . htm

NETGEAR ProSafe Wireless Access Point

EETEE] Security Profile 1 Configuration

Basic Settings
Profile Definition

Security Profile Narme INETGEAH
Wireless Metwork Mame (81D I
Security Profile ¢ ) otk

Settings Broadeast Wireless Metwork Name (SSI0) @ ves O No
Radius Server
Settings
Access Control

Wireless Settings

Network Authentication: [\wPA2 with Radius =l

Data Encryption:
Change Password

Remote Wireless Client Security Separation ' Enable @ Disable
Management

Upgrade Firmware

Backup/Restore
Settings

Elackl Applyl Cancel |

Pucynox 4.68. Hactpoiika mapameTpoB 6€3011acCHOCTH

Tak kak s ayreHTudukanuu B cetu ucnonb3yercs RADIUS cepsep, B mynkre Network
Authentication crenyer ykazare “WPA2 with Radius”. B kadectBe anroputma mIU(ppPOBAHUSI
cieayet BeiOpath AES. ITapamerpsr RADIUS cepsepa 3agarotcs B nynkre Radius Server Settings.
Crnenyer ykazatsb |IP agpec cepBepa, mopt, u o0uiuii cekpet puc. 4.69.

2 NETGEAR WG10Z Access Point - Microsoft Internet Explorer

Wafin  Mpaeka Bua  MsOpaHHoe  Cepekc  CNpaBka

eHasan @ J E \ﬂ \g _;\J | /._-.j Mok \j"\'\/ I1zbpaHHoe {:‘3‘ <= uf - e _I ﬁ ﬁ

Adpec: I@ https:{{192.168.0,229/start.htm

NETGEAR ProSafe Wireless Access Point

beneal Radius Server Settings

Basic Settings

Wireless Settings Primary Authentication Server
; IP Address [132 Jres [i5 ]
Part Mumhber |1812
Security Profile
Settings Shared Secrat [revtvartnve

RIS Sfeer Secondary Authentication Server
Settings

Access Control IP Address ID_ -ID_-IU— .ID_
Port Mumber IE

Change Password Shared Secret I
Remote Authentication Settings
BliguEnEnt Reauthentication Time |3 600 Secands

Upgrade Firmware
BackupRestore V' Update Global Key everv|3500 Seconds

Settings ™ Update ifany station disassociates
Rehoot AP

Cancel |

Pucynoxk 4.69. Hactpoiiku napamerpoB RADIUS cepsepa

B npoexTtupyemoii cetu Touku goctyna OyayT uMmeTh GukcupoBanHble IP agpeca, mo stomy
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WX HY)KHO TIPOTHCATh HA KaXJO# TOUKe, Takke cTouT yka3zaTh DNS u [1lnro3 pucyHok 4.70.

A NETGEAR WG102 Access Point - Microsoft Internet Explorer

®arn  [Mpaeka Bua Msbpannoe Cepeuc  Cnpaeka

GHaﬁaﬂ. = 'J K \i’.‘ @ _h | /._-j Mowck \j“\'( MzBpaHHoE {_‘3| <]~ L__f - - _J ﬁ ‘3

Aapec: Iféj https:/f192.165.0,229skark. hitm

NETGEAR ProSafe Wireless Access Point

(B Basic Settings

Basic Settings

Wireless Settings Access Point Name InetgearSftlQ?d

IP Address

Security Profile : .

DHCF Client e i~
Settings Enahle Disable
Radius Server IP Address 192|163 [as  [s
Settings

IP Subinet Mask [z55 |zs5 [255 [o
Access Control

Default Gateway [192  |168  [as | |e2s

DN Sanver f19z 168 fas |11

Change Password

Remote
Management Apply | Cancel |

Pucynok 4.70. CereBble HACTPOMKHU TOUKU

B nensix 6e3omacHocTH clielyeT CMEHUTh CTaHJAPTHBIN Mapojb, Ui 3TOr0 MEPeXoJuM Ha
BKIaaKy Change Password, BHauane yka3blBaeTCsl CTaphlil MapoJib 3aT€M HOBBIM U MOATBEPKICHHUE
(>xemaTesbHO YTOOBI MAPOJh YIOBIETBOPSUIT TPEOOBAHUSAM CIIOKHOCTH).

a NETGEAR WG102 Access Point - Microsoft Internet Explorer

Mafin  Mpaska Bwa MsOpanHoe Cepeuc  Crnpaeka

eHasan - d - \ﬂ \ELI _h | /.._j Mawck: \j“\'( Ms6paHHos €}| - “_f H - _J ﬁ ‘3

Aapec: Iﬁj https:{f192.168.0,229/skart, htm

NETGEAR ProSafe Wireless Access Point

Change Password

Basic Settings

Wireless Settings
Current Password quuu
Mew Password I............

Security Profile
Settings Repeat Mew Password

............|
Radius Server
Settings
Access Control

Restore Default Password Cives @ No

Cancel |

Pucynok 4.71. M3MmeHeHune naposist aJMUHUCTpaTOpa

Jlnst BCTYIUIGHHsI HACTPOCK B CHJIY HEOOXOIMMO Tepe3arpy3uTh TOYKY JOCTYIA JUIsS 3TOTO
nepexoauM Ha BKiaaky Rebut AP.
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HacTtpoiika KJIHEeHTKO CHCTeMBbI

Ha Bcex xoMmbroTepax IoJib30BaTeNeil ycTaHOBIeHa omnepanronHas cucrema Windows XP
SP2. Jlns toro 4tro0Bl KIMEHT CMOT INPOBEPUTH NOIJIMHHOCTH CEpBEpa M OPraHW30BaTh C HUM
mu(poBaHHOE COCIMHEHUE — KIHEHTY HY)KHO HMETh cepTU(UKAT cepBepa. ITO MOXKHO CAENATh
HecKoJbkuMH  criocobamu.  OTkpeiTh  Internet explorer u B mome aapeca HammcaTb
http://CA_anpec/certsrv, Ha OTKpBIBLICHCS CTpaHMIE BbIOpATh NMYHKT yCTaHOBKa cepTH(dUKaTa M
CIIeIOBAaTh yKa3aHUSAM MacTepa. bonee momxoasmmii B MOeM ciy4ae BapuaHT (KOMITBIOTEPHI
NOJIB30BATENICH eIlle HEe MMEIOT HOJKIIOUEHHS] K CETH MPEANpHUSATHS), CKONHPOBATh CEpTH(HKAT
BhIaHHBIA cepBepy RADIUS kopHeBBIM IIEHTpOM cepTU(UKAIMM Ha CHhEMHBIM HOCUTEIb |
IPOM3BECTH YCTAHOBKY Ha MAIIMHBI KIIMEHTOB C 3TOro Hocutens. Ilpu nBoitHOM miendke mo ¢aitry
cepTu(duKaTa Ha HKpaHe MOABISIETCS] OKHO H300paskeHHOE Ha puc. 4.72.

Ofime |C0cTaB | My T cepTHMIEELMM |

—:1 Ceepenva o cepTihrkaTe

ItoT cepridukaT Npe gHaA3HAYAETCA ANA:

+BCE NOMMTHEH BbldaqH
#BCE NOMMTHEH NPHMEHEHHA

Komy Bpigan:  bdc

Kem ep1gan: bdc

AesictenTened ¢ 07.04.2005 no 07.04.2010

¥WCTAHOBHTE CEPTHDMKAET. .\ I SEAENEHHE MOCTAEULHES |

Ok |

Pucynok 4.72. YcraHoBka cepTugukara

Ha Bkiazke cocraB MOXHO IPOCMOTPETh XapaKTepUCTUKH cepTudukara (aaroputm
U(PPOBON TOJIICH, CEPUIHHBIA HOMEp cepThu(rKaTa, KeM M KOTJa BbIJaH, JlaTa OKOHYAHHUS CPOKa
JeMCTBUSA, AITOPUTM U JJIMHA OTKPBITOrO Kito4a). YTOOBI yCTAaHOBUTH CepTH(HUKAT HEOOXO0IUMO
KJIMKHYTh KHOIIKY YCTaHOBHTH CEpTH(HUKAT W CIEI0BaTh YyKa3aHWsIM MacTepa YCTaHOBKHU
CepTU(PHUKATOB.

Jlanee cienyet BbIOpaTh pekuM, B KOTOpoM Oyzaer paboraTh cereBas kapra (puc. 4.73). B
onepanuoHHoi cucreme Windows mpeiaraercst 3 OCHOBHbIE HACTPOWKH. JTO MOJCOCTUHEHHE K
JTr000# CyIIeCTBYIONIEH CeTH, MOJKIIOUeHHe K Touke jgocryma AP u pexum pabotsr Ad-Hoc
(coenmuHeHnE MEXIy ByMs KoMIlbloTepamu). B Hamem ciydae, Bo u3zbexaHue KOH(DIMKTOB CETH,
crenyet BeIOpaTh peskum Access Point network only (pexkum oOMeHa JaHHBIMH TOJBKO C TOYKAMHU
JIOCTYTIA).
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http://ca_адрес/certsrv

_l_ BECNpOBDAHOE CETE 2 x|

Ofwwe BecnposogHeie cetH | ,D.ononHMTeanDI

V¥ Wcnonesosars Windows 1nA HACTRORKKM CeTH

x|

CeTu ona gaoctyna

" [iofian 4oCTYNHEA CeTk [ ToukoH 4ocTyna]
% CeTb N0 TOMKE A0CTYNA TOABKD [MHPPACTpYkTYRS)

{~ CETh KOMMBKTER-KOMMEKTED TOAEKD [MPOM3E.]

W ABTOMATUYECKDE NOAKMONEHWE K MNG0HA CaTH ]
3akpeme ]
DosaeuTe... | Hgane | CeolicTea |

MNoapofHee o HacTpoike SecNpOBOAHON
CETH. ﬂnnonHmeanol

Ok | OTtaeHa |

Pucynok 4.73. Br16op pexxuma paboThl CETEBOU KapThl

Crenyrommii 1mar, HacTpoiKa OECIPOBOJHBIX aJANTEPOB IMOJIE30BATEIBLCKUX KOMIIBIOTEPOB,
JUIE  9TOrO0 HEOOXOAMMO OTKPBITh TMANKy CETeBbIe MOJKIIOYCHUS W TEpedHTH B CBOWCTBA
OecrpoBOIHOTO ajanTepa, Ha BKIAJAKY OecrpoBOjHbIe ceTH. Jlanee HE0OXOaUMO 100aBUTh TOUKY
JOCTyIa, ¢ KOTOpOH OyzmeT paboTaTh IOJIb30BATeNb, JUIL STOrO B TMOJE «IPEANOYUTACMBIE
OeCIpOBOJIHBIC CETU» HYKHO HaKaTh KHOINKY J100aBUTh. B MOSBHUBIIEMCS OKHE CBOWCTBA
OecripoBOIHOM ceTn HeoOXxoauMo yka3aTh SSID cetn B MoeM ciyuae «testy, mpoBepka MoUIMHHOCTH
WPA, mudposanue nanusix AES. Jlanee nepexoaum Ha BKIIAJKy MPOBEpPKa MOATUHHOCTH.

CeorcTBa HECNpoBOAHOA CETH ﬂﬂ

CeAzu | MNpoeepka I'ID.IJ.J'IHHHDCTHI I'Io,uKruoueHuel

Ceregoe uraa [S5I0) Itest

r F.nioy BecnposoaHoiM CeTH
JaHHOH ceTH TReGYETCA KA 009 CASAYIOLWLME ONEpaLMi
MpOEEPKA NOAAMHHOCTH: IWPﬂ j
1P pOESHHE 0EHHER: I'&ES j
ooy ceTi: I
oameep#aeHEe: I
WHoere knaya T =
[PACLLIMEEHHEH]: |
[¥ | Knioy MpeaocTaenes SETomaTHHEEKM

l- Ara nparMoe COSAHHEHKWE K.OMMBKTER-KORMMOBKTER TOYK K
A0CTYNA HE HCN0ABSYKTCA

ak. I OTeHa |

Pucynok 4.74. Bpi6op MeTo/1a ayTeHTUDUKALIIH

211



B mone tun EAP ykaspiBaem 3ammmiennsiii EAP (PEAP), nanee HakaB KHOIKY CBOMCTBA
Mepexo MM B OKHO 3aluieHHbIe cBoiicTBa EAP (pucyHok 4.75), ycTaHaBIMBaeM rajodky B IOJIE
NPOBEPATh CEpTHU(HKAT CepBepa M BHIOMpPAeM JTOBEPEHHbIE KOPHEBBIE ILIEHTPHI cepTH(UKAIMU

BBIOMpAEM Halll LEHTp cepTuduKanuu. B mose BbIOOp MeTO/a MPOBEPKH MOUTMHHOCTH YKa3bIBaeM
6e3omnacubIii maponb (EAP-MSCHAP v2).

JamuueHHbIe CBORCTES EAP d |

MNpH NOAEAHIYEHHH:

—Iv TpoEEpATE cepTHdHKAT CepEEpa

l- MoaknHIYeHHE K CEpBEpaM:

AOEEPEHHEIE KOPHEBEIE LEHTPEI CEPTHBHKALMH:
O autoridade Certificadora Raiz Brasilsira
O ealtimore CyberTrusk Roat
O Baltimore EZ by DST
bdc
D Belgacom E-Trust Primary Ca
[ Eelgacom E-Trust Rook CA for normalised certificates
[ Eelgacom E-Trust Rook CA for qualified certificates -
g | o
™ He sanpawHEaTh NONL30EATENA AETOPHI0EATE HOEBIE
CEPBEPEI MNH A0BEPEHHEIE LIEHTPEI CepTHEMEALLMM.

L L]

BeIGOp METOAE NPOBERKH NOANHHHOCTH:

IEesonau:Hblﬁ napont (EAP-MSCHAR w2) j HacTpoMTE. .. |

I7 BR.MHIUMTE BEICTPOE NEPEN0AKNHIYEHKHE

Ok I OTHMEHA |

Pucynox 4.75. 3auumiennsie cpoiicta EAP

[Tpobyem moAKIIOYUTHCS K OECIIPOBOJHON CETH IMOTMBITKA OKa3bIBAaeTCA yAauyHOU. B xypHae
coObITHIf 0TOOpaxkaeTcs yBeIOMIICHHE, CTeHEpUPOBaHHOE Ciyk00i1 |AS, 0 TOM 4TO MONB30BATEIIO
test] BxoasmieMy B rpymiy aut, MpeJoCTaBICH JOCTYII, KIUSHT TaKXKe TOIYyYHII IP aIpec U K HUMY
IPUMEHWIACh TPYIIOBAast MOJIUTHKA.

E Computer Management !E
Q File Action ‘iew window Help | 181l
= | BHEEE R 2 E
Q YNpaBneHHE KoMNEHOTEpoM (nokant | Tun | fJata I Bpema I METoHHME I KaTE:I
- CrxeBiibie nporpanmo: Eyeeaomne... 08102007 170726 145 e
E‘"@ MpocHoTp cobfeThi CeoWcTea: CobbiTHe [ 7] i
!_i MpHno%eHHe
34| Crywdia karanoros Cotemue I
!_i DMS-cepEep
!_i Cnywba pennHiaumK e : Meraune: 185 1+ |
34| Inkernet Explorer Bperaa: 170726 Kareropua: OTCyTCTEYET
34| BesonacHocTe Tun  YeegomneHue Fog (10 1 _l"
@I CheTera Monpzosarens: HA |
- ) Ofwne nankn Komnegrer:  BDC
=44 HYPHENE M ONOESLUEHHA T B
3] HYPHENE! CHETHHKOE OnHcaHHe:
28| HYPHANG! TRACCHROEKH MNonezoeareno "SAMPLE \test]" npegocTaeneH gocTyn. -
#| Onoseweta MNonHoe-uMA-nonesoearend = sample.firm/ias testfest] test]
AHENETYER YOTROACTE MASP-aapec = 0.0.0.0
[—:I@ SaMNOMHHAKIWME YCTPORCTEA MAS-uaerTHeukaTop = 999
-0 ChemHbie 3 M OHATHOE-MMA-K MEHTS = test
|IP-anpec-tamerta = 192.168.11.13
-l AediparMenTaunA Aucka W aEHTHPHEATOR-BRISEIEARW EH-CTaHuwMy = 00-18-E7-02-11-2D
- 32 PerfectDisk Tun-MNAS-nopTa = Wirsless - IEEE 802,11
g ¥NpaBneHne AHCKamK HAS-nopr =0 ) L
[]--@ il M MpHAGKEHHA Mra-noauTHEM-npoked = Use Windows authentication for all uzers =
-
q I > DNanHeie: & Badimer ¢ Coosa I_I
| 00868: 60 60 60 688 Al |

Pucynok 4.76. [IpocMOTp cOOBITHIA
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Hactpoiika o0opynoBaHusi A/ NOAKJIIOYEHHUS YIAJeHHOro oduca

Jlnst opranu3anyy OECpOBOJAHOTO KaHaja HEOOXOAMMO 4TO Obl TOUKH PabOTaId B PEKUME
mocra. /Iyt 3Toro HeoOXOIMMO BOWTH B MEHIO HACTPOWKM TOYKH noctyma. B menro Access Point
Settings Beioupaem nmynkt Wireless Point — to- Point Bridge u BBomum MAC-aapec BTopoii TOUKH
noctyna. Ha Bropoil Touke AocTyna ciefyeT cieiaThb aHaJOTMYHble HAacTpoiiku, u Beectu MAC-
aJpec NepBOM TOUYKH.

£} NETGEAR WG102 Access Point - Microsoft Internet Explorer

®ain Mpaska Bua MWsfipanHos  Cepskc  Chpaeea
- €Y - o @ I 2) o < ﬁ &
G Hazaa J d |EL| ul ‘ y. Momck "‘.,\.7.’ MsBpaxHoe {4 = - a E .‘i

Aapec: Iﬁj https:ff192. 168.0,50(start. htm

NETGEAR ProSafe Wireless Access Point

(SEErED Advanced Access Point Settings

Basic Settings

Wireless Settings Access Point Mode

¥ Enable Wireless Bridging and Repeating on Security Profile 1

Security Profile
Settings

Radius Server
Settings I Enahle Wireless Client Association

Access Control Remote WAC Address  [00 oz | [27).[a6 |23 . [ae]

" Wireless Point to Multi-Point Bridge

© Wireless Point-to-Point Bridge

Chanhge Password = Enable wireless Client Association

Remote Remote MAC Address 1 |
Management
Upgrade Firmware

Backup/Restore Remote MAC Address 3 l_
Settings

Reboot AP

Remote MAC Address 2 |

Remote MAC Address 4 [ [ |-
el Repeater with Wireless Client Association
FarentAP MAC Address ||

Activity Log
Auailable Wireless Child AP MAC Address [

I
I
I
T O I
I
T O I

Station List

Statistics Cancel

Rogue AP Detection

Rogue Station
Detection

Hotspot Settings
Wireless Settings

Access Point
Settings

Pucynok 4.77. IlepeBox TOUKH OCTyNa B pEXKUM MOCTa

3arem cienyeT BbIOpaTh METOJ ayTeHTHU(HUKAIMM M 3aIIUTHI IepelaBaeMoro tpaduka, Juis
9TOro nepexonum B MeHio Security Profile Settings. 113 Bo3MOXHBIX BApHAHTOB CaMbIM HaJICKHbBIM
apisiercs WPA2-PSK, ayrentudukanns Ha OCHOBE OOILEro cekpera, /uisl MM(poBaHUs Tpaduka
npumensiercss AES. Cekper 3amaercs B mynkre WPA Passphrase, makcumanbpHas JUIMHHA IS
JaHHOM Mojenu cocraBisier 63 cumBoia. Takke MoJe3HO OTKIOYUTH mepenadyy SIDD B
HIMPOKOBEIIATENBHBIX MaKeTaX 3TO MOXHO cieiats B myHkTe Broadcast Wireless Network Name
(SSID).
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; NETGEAR WG102 Access Point - Microsoft Internet Explorer
dafin  Mpaeka BWA  Msfipannoe  CepeWc  Cnpaska
Q Hazaa = d - Ij Igl o | 7/ ! Momck \;'\? MsfipaHoe {‘? = - - ° ﬁ E ‘i“
Aapect Iéj https:j/192.168.0.50/start htm
«,  NETGEAR ProSafe Wireless Access Point
2
(BERLE Security Profile 1 Configuration
Basic Settings
Wireless Settings Prafile Definition
Security Profile Mame NETGEAR
Wireless Network Name (S310) k
Security Profile ¢ ) wor
Settings BroadcastWireless Network Name (SS10) Cves & Mo
Radius Server
Settil
etings Netwark Authentication: [wrazrsk =
Access Control
Data Encryption: AES =
I ] WPA Passphrase (Network Key) [iteskthtve
Remote
Management
Upgrade Armware Wireless Client Security Separation " Enable * Disable
Backup/Restore
i Back | Apply | Cancel |
Rehoot AP

Pucynok 4.78. Hactpoiika napameTpoB ayTeHTHQHUKAIUHN 1 MU POBaHUs NIepeaBaeMoro Tpapuka

Cnez[yeT TaK¥XXEC OIPCACIINTD YaCTOTHBIN KaHaJI, CKOPOCTh II€peaavu, 1 ypOBCHb BBIXOI[HOI71
MOIOHOCTHU, B COOTBCTCTBHUU C ITYHKTOM 11 Toukmu A0CTYyIIa JOJI’KHBI pa6OTaTI) Ha MNCPBOM KaHaJIC,
CKOPOCTh Iiepeqauu JaHHbIX 54 Mout/c. [ljis yCTaHOBKHU 3THX MapaMeTPOB HYKHO MEPEHTH B MEHIO
Wireless Settings, pucyrok 4.78.

TCCTI/IPOBaHI/Ie TOYEK A0CTYIIA

B xone mpoBeneHus TeCcTUpOBaHUS OyAyT ONpENENeHbl BO3MOXHOCTH BBIOPAHHOIO st
peanu3alnuy JaHHOTO IPOEKTa 000pYIOBaHUS (TOUYEK JTOCTYIIA).

Ouemca NMPOU3BOAUTEJIBLHOCTH TOYEK JOCTYyIIA

JIaHHBINA TECT HampaBJIeH Ha OLIEHKY MPOM3BOAUTEIILHOCTH HCIOJIb3yeMbIX B paboTe TOYek
noctyma Netgear WG102. Tlon mpou3BOIUTEIEHOCTRIO B JIAHHOM CITy4ae TOHUMAETCS CKOPOCTh
nepenaun mexay LAN u WAN (BHYTpeHHUM U BHELIHMM) MOPTaMU YCTPOMCTBA, T.€. HAa CKOJIBKO
OBICTPO MUKPOMNPOIIECCOP TOYKH JOCTyNMa MOXKET 00padaThiBaTh TOTOK JTAHHBIX, IPOXOJISIIHNA
CKBO3b HETO.

He cMoTps Ha To, 4TO BCe BBIITycKaeMoe 000pyIoBaHWE COOTBETCTBYeT cTanmapry 802.11g,
peanbHas NPOIYCKHas CHOCOOHOCTh MpH pPabOTe TOYKU JIOCTYNAa C PA3IUYHBIM KIMEHTCKUM
o0opynoBaHueM oOka3biBaeTcsi pasiauuHoil. Ilpoextupyemas cerb Oyzmer paboraTh ¢ OOJIBIIUM
YHUCJIOM KIMEHTCKMX aJalTepoB, BBIIYIIEHHBIX pPAa3JIMYHBIMM MPOU3BOAUTEISIMHU, IO 3TOMY
1enecoo0pa3Ho MPOBECTH TECTUPOBAHKUE TOJIBKO TOUYEK M0CTyna. IMEHHO TOYKM JOCTYIA SBIISIOTCS
CBSI3YIOIIMM 3BE€HOM MEXAy IPOBOJHOM U OECHpOBOAHON CEThIO, W IO 3TOMY, AAXKE €CIH
KIIMEHTCKOE 00O0pYJOBaHHE MOXKET 00ecleyuTh OONBIIYI0 CKOPOCTh MepeAayud, MaKCUMalbHas
CKOpOCTh Tepeiaun OyJeT OrpaHndeHa MMEHHO BO3MOKHOCTSIMH TOUKHU JOCTYTIA.

Jns TectupoBanust Oyner mnpumeHsTcss mnporpaMMHbiii maker NetlQ Chariot. Ilaker
npezcTaBisieT co00il KOHCOMb yIpaBieHHs (KOTopas MOXKET HaXOJUThCs Ha JII0OOM KOMIBIOTEpE) U
Habop ceHcopoB. [locieanue SBISIOTCS TpPOTrpaMMaMH, KOTOPBIE YCTAaHABIMBAIOTCS Ha XOCTaX-
reHepaTopax M OCYIIECTBISIOT T'€HEpali0 U MOHUTOPHHT Tpaduka. CeHCOpbl CYHIECTBYIOT IMOJ
MHOkecTBO OC, u3 xoTopeix Hac mHTEepecyeT Windows XP SP2. Cxema TecTHpOBaHHS ITPHBEICHA
Ha pucyHke 15.1. B momenienuu, rjie mpoBOJUTCS TECTUPOBAaHUE, HET 000py10BaHHs pabOTaIOIIEro
B nuamnasone 2.4 ['Tu. Touku pasHeceHbl Ha 3 MeTpa, pabOTaAIOT B peKUME MOCTA.
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Pucynok 4.79. TecToBbIi CTSH]T JIs OTIPEICIICHUS MAaKCUMATbHOU MPOMYCKHOW CIIOCOOHOCTH
TOYEK JO0CTyna

MeTtouka TeCTUPOBAHUS:

Ocymiectisercs nepefada Tpaduka, creHepupoBaHHoro mporpammoit NetlQ Chariot,
mexay yznamu Compl u Comp2. B xonme TectupoBaHMsl HallpaBlIeHHWE Tepefayd M KOJIUYECTBO
IOTOKOB Tpaduka OyIeT MEHATHCS:

[lepenaua Tpaduka ot y3na Compl k y3nmy Comp2 ¢ qimuHHOM nakeTa:
[TakeTs MakcuManbHOTO pazmepa (1500 Gaiir);
[TakeTs! pazmepa 512 GaiT;
[TakeTs! pazmepa 64 Oaiita;
[lepenaya Tpaduka c MaKCUMAIBHOMN JATUHON MaKeTa B 000MX HAIpPaBIECHUIX
[Tepenaua Tpaduka c MaKCUMAJILHOW JUTMHOM TakeTa B 16 MOoTOKOB (8 B HanpaBieHUU
Compl, 8 — B HanpaBineanu Comp2)

Jnist Kaxmoro ciuydas H3MepsieTcs CKOPOCTh Iepeqadyd W CpeAHsSs BEIMYMHA BPEMEHH

oTkiMKa. 3MepeHue cKkopocTy MPOU3BOJUTCS B TEUCHUH 5-TH MUHYT.

Omnucanye TECTOBOIO CTEHAA:
Touxu mocrymna: Netgear WG102
Kondurypanus [1K: Kondurypauus oboux I1K ogunakosa:

Tabmuua 4.20. Kongurypamus [TK
Marepunckas iata Gigabyte GA-945P-DS3

[Mpoueccop DualCore Intel Pentium E2140
[TamsTh 2 x 512 Kingston DDR2

Buneokapra NVIDIA GeForce 8400 GS (512 M0)
HDD Seagate Barracuda ST380811AS

0S Windows XP SP2

Hactpoiika nporpaMMHOro obecrneueHusi:

Ha o6oux I1K ycranaBiauBaroTcs «KOHEUHBIE TOUKU» (ceHcopbl). Ha ofuH U3 KOMIBIOTEPOB
(ma compl) ycranaBnuBaeTcst KoHcoub ynpasinenud. [1IK Ha3HauaroTcs agpeca U3 oqHON MojceTH (B
HameM ciydae compl umeer IP: 192.168.0.1; comp2: 192.168.0.2). Touku 1octyna nepeBosTCs B
PEKUM MOCTa, [T ATOTO, IEPEXOIMM Ha BKJIAJKY HACTPOWKH pexuMa TOYKH Joctyma «AP modey» u
BeiOupaem Wireless Point to Point Bridge, nanee cienyer Bectu MAC — aapec BTOpOH TOUKH
nocryma B monie «Remote Bridge MAC». Bropas Touka HacTpamBaeTCsi aHAJOTMYHO, B MOJE
«Remote Bridge MAC» yka3zsiBaetcs MAC — aipec IepBOi TOUKH.

Jlanee cnenyeT TmepedTH B TJIaBHOE OKHO KOHconmu ympaeienus IXChariot wu
ckoHurypupoBath Tect. B mento Edit BeiOupaem komanmy Add Pair, B OTKpbIBIIEMCS OKHE
BBOJMM azapeca xocToB. Jlamee crenyer BBIOpaTh CKPUNT Ha OCHOBE KOTOpOTO OynmeT
reHepupoBaThCs Tpaduk, s ucnoib3yto ckpunt throughput.scr (TCP Tpaduk 6e3 orpaHnveHui
(muKITMYecKas mepecbuika (GaniaoB CO CIydyailHO-CTeHEpUPOBAHHBIM cojepkaHueMm)). s kaxmoro
U3 BApHAHTOB TECTHUPOBAHMA CJEIyeT M3MEHSATh pa3Mep reHepupyemoro ¢aina. Ilo ymomuanuro
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reHepupyercs Onoku gaHHBIX pazMepoM 100000 6ut. B sTom ciywae Oomblnas 4acTh MaKETOB,
NPOXOMANINX Yepe3 TOUKYy, OyIeT MaKCHMalbHO BO3MOXHOTO pa3zMepa.
reHepupyeMoro ¢aiia MoXHO repeiis B okHo Script Editor pucynoxk 4.80.

N3menuTs pasmep

IxChariot Test - untitled1.tst =101 x|
Yiew Run ‘Window Help
~{§5w1§ S idh e --e-|9g|§t§[w ey L free|ser]eri[erefsa [ [ e | 5 ; ; | DA |
TESASEIUDI
Timing Records: Network | Service | Seript/Stieam | Pair Pait Group | Consol knows | ool | Comscle | Endpornt 1 2]
Group [ Run Status Completed| Endpoint 1 | Endpoint 2 | Protocol | ualty [Fiename | Comment |Name  |Endpoint1 | Protocel | Serv. Qual. | Endpoint 2
x
Pait comment: [test
Endpaint 1 to Endpoint
Endpoint 1 network addiess
[18218801 =l
Endpoint 2 network address
[15218801 =l
. Network protocal Service quality | ﬁ
e [tce =] =l
Edit This Seript | Throughput sor
[Thioughput]
Select Sept
Cancel | Help
Results are not available for graphing.
[Fairs: 0 [Status: Stopped

Pucynox 4.80. Koncosb ynpasieHusi, CO3JaHIE TeCTa

B Script Editor - Throughput.scr

g [ 3]

File Edit Insert Help

|[T hroughput]

AUESR SR

=
@

Endpaint 1

Endpoint 2

COMMECT_IMITIATE
poart = source_port [AUTO]
Loor

START_TIMER
LaopF

4

count = number_of_timing_records [100]

count = transactions_per_record (1]

type = send_datatype (MOCOMPRESS)
rate = send data rate [UMLIMITED]

COMMECT_ACCEPT
port = destination_part [AUTO]
Loap

count = number_of_timing_records [100]

Loop
count = transactions_per_record [1]

“ariable Mame Current ¥alus

100
tranzactions_per_record 1
file_size 512
send_buffer_size DEFAULT
receive_buffer_size DEFAULT

tranzaction_delay 1]

send_datatype MOCOMPRESS
zend_data_rate UMLIMITED
destination_port AUTO
close_type Reset

AUTO

souce port
4

Drefault Yalue
1]
100 How many g records to generate
1 Transactions per timing record

Comment

512 Howe many bytes in the transfered file
DEFALLT How many bytes of data in each SEND
DEFALLT How many bytes of data in each RECEIVE
a Millizeconds to pause

NOCOMPRESS  “What type of data to send

LINLIMITED How fast b send data

AUTO What port to use for Endpoint 2

Feset How connections are terminated

AUTO ‘what port o wse for Endooint 1

ol

Pucynox 4.81. I3menenne pazmepa renepupyemMoro (aiina
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Pe3ynbTaThl TECTHPOBAHMS

WV, MbButie

47
46
451
44 7
43

42 1

41 1

40 T T t
1} 50 100 150 200 450 300 % ¢

Pucynox 4.82. CkopocTh niepeiauu JaHHBIX ¢ pazmepom maketa 1500 Gaii,
B HampaBieHuu y3na Comp2

0 T T T : T
0 50 100 150 200 250 300 tc

Pucynox 4.83. CkopocTh nepeiauu JaHHBIX C pa3MepoM MakeTa 512 OaiT,
B HarpasJyieHuH y3i1a Comp2

WV, W6t/
1.1
11
0.5
0.8
0.7
0.6+
0.5
0.4+
0.3
0.2
0.1

0 T T T T T
0 50 100 150 200 250 300 t.&

Pucynox 4.84. CkopocTh nepeayul TaHHBIX C pa3MepoM naketa 64 OaiT,
B HarmpasieHuu y3iaa Comp2
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W, Mbut/d

22.25

22.004

21.754

21.504

21.254

21.004

20.754

20.50
0

50 100 150 200 250 300 t.C

Pucynox 4.85. CkopocTh niepeiauu JaHHbIX ¢ pazmepoM mnakera 1500 Gair,

B 000X HaIIpaBJICHUAX

50 100 150 200 250 300t ¢

Pucynox 4.86. CkopocTh niepeiauu JaHHBIX ¢ pazmepoM maketa 1500 Gaii,

16 MOTOKOB

IIpu mpoBeneHUM BCEX TECTOB U3MEPSUIOCH CPEIHEE BPEMs OTKIIMKA, Ui 9TOTO B T€YEHUU
BCErO0 BPEMEHHM TECTHUPOBaHHs C TOMOIINBIO KOMaHIbl PiNg or k COMpl k COMP2 MHOCHUTAIHCH
3anpocsl. CpesiHee BpeMsl OTKJIMKOB Ul KaKJOr'O M3 NMPOBEICHHBIX TECTOB MPHUBEICHO B TabJMIE

421

Tabnuua 4.21 - Pe3ynbTaThl U3MEPEHUS] BPEMEHH OTKIIMKA

Ne tecra BpeMH OTKJIHKa, MCCK

la 16
1b 14
1c 12
2 17
3 27

OneHka HAKJIAHBIX PACX00B CBA3aHHBIX ¢ K (poOBaHHEM

IndpoBanue Kak M3BECTHO, TPeOYeT 3HAYMTEIbHBIX BBIYMCICHHMN, B pe3yjbTaTe Magaer
IPOIyCKHAasl CIIOCOOHOCTh U YBEIMYMBAETCA 3aJ€P>KKH IMPH Iepesiade MaKkeToB, TaHHBIM TeCT Oyaer
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HATpaBlIeH Ha OICHKY MPOMYCKHON CIMOCOOHOCTH TOYKH JOCTYIA MPHU MUCIOIB30BAHUU PAa3IHMUHBIX
anroputmoB mudposanus (WEP, TKIP u AES).

Meroanka TeCTUPOBAHUS:

Kak w B mpempyaymieM ciiydae MeEXIy KOHEYHBIMH TOYKaMU OyJIeT TepechUIaThCs
creHepupoBaHHbIi niporpammoii NetlQ Chariot Tpaduk, OyaeT u3MepsATbCS CKOPOCTh Mepeavy H
cpenHee Bpemsi OTKIWKA. [Ipu mpoBeaeHHH TECTUPOBaHUS OyJeM HCIOIb30BaTh TECTOBBIM CTEH]T
n300pakeHHBIH Ha pUCYHKE 4.79. UTOOBI TPOBECTH CPABHUTEIIBHBIA aHAIN3 BIUSHUS MU(DPOBaHUSI
Ha MPOMYCKHYIO CIIOCOOHOCTh KaK M B MPEABLAYIIEM TecTe OyAeM IepechlIaTh MaKeThl ¢ pa3MepoM
1500 u wucmonb3ys aus renepanuu ckpunt throughput.scr. 3mMepenne cKOpoCcTH MPOU3BOAUTCS B
TEYCHUU 5 MUHYT.

Hactpoiika o6opymnoBanus:

OcraBisieM Bce HACTPOWKU CJEaHHbIC JUIS IIPOBENEHUs IepBoro Ttecra. Ha Toukax
HEOoOXO0IMMO BKITIOUUTH mudpoBanue. J[is 3Toro HeoOXoIuMo neperTy Ha BKiIaaky Security Profile
Settings. J{is ucrons3oBanuss WEP B mynkre Network Authentication aeo6xoaumo Beiopars Shared
Key, B mose Data Encryption Beiopars 152 bits WEP u 3amars kimrou. s ucrnons3oBanus TKIP B
nynkTe Network Authentication seioupaem WPA-PSK. [l ucnions3osanust AES B mynkre Network
Authentication Beioupaecm WPA2-PSK. B nocnemHux AByX ciiydasx Takxke HEOOXOAMMO 3a/aTh

; NETGEAR WG102 Access Point - Microsoft Internet Explorer

waiin  Mpaska  Bra  Vifpatdos  Cepedc  Cnpaska

Qs - () - %] [F] D e ot @] 2 L @ - JEH B

Aapec: |2j https:i{192.163.0.229/start. htm

~ % NETGEAR ProSafe Wireless Access Point
o ):
%, -
2h

Security Profile 1 Configuration 2
Profile Definition
Security Profile Mame NETGEAR
Wiireless Metwork Name (SSID) test
Broadeast Wireless Network Name (SSID) Fves O o
Network Authentication: Shared Key -
Data Encryption:

Passphrase: Generate KeyWPA-PSK

Legacy 802.1X

WWPA, with Radius

Keyt: O | \WRA2-PSK
WP A-PSK and WPAZ-PSK
Keyz @ | \WPA2 with Radius
PA and WPAZ with Radius

ey O |
Keys: O [
Wireless Client Security Separation " Enable  Disable

Back | Apply | Cancel

Pucynok 4.87. Hactpoiika mudpoBanus

PGSYJ'II)TaTBI TECCTUPOBAHUA:

219



W, MEur'd
47

46

45 4

44

43 4

424

414

40 ; : : - :
0 50 100 150 200 250 300 t.c

Pucynok 4.88. CkopocTh nepefadu JaHHBIX B HAIIPABJICHUU y3J1a COMP2, npu
UCTOJIB30BaHNU anroputMa mudposanus WEP

WV, Mbur/d
22.50

22254

21.754
21.507
21.254
21.004
20.754
20.504
20.25+
20.00+

13,75 : : " : .
0 50 100 150 200 250 300 te

Pucynoxk 4.89. CkopocTh nepeiadul JaHHBIX B 000MX HAMPABJICHUSIX, TPH UCTIOIB30BAHUN
anroputMa mudposanus WEP

W, Mbnti
48

47

46 -

45

44 1

0 50 100 150 200 250 300 t.¢

Pucynok 4.90. CxopocTb nepeauu 1aHHbBIX B HAlIPaBJIEHUH y3J1a COMP2, pu
UCIoJIb30BaHUU anroputMa mudposanus TKIP
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W, Mburic
22.501

22,254 Vﬁb\wwvvwhﬁ$ﬁwwwvmfmﬂrw”lfﬂ{WL
22.00 A

21754
21.50
21.254
21.001
20.751
20.50
20.254
20.004

18.75 y T T T ;
0 50 100 150 200 250 300 oo

Pucynoxk 4.91. CkopocTs nepesiad JaHHBIX B 000MX HANPABJICHUSIX, TPU UCIIOIb30BAaHUU
anroputma mumdposanus TKIP

W, MbuT/d
45

44
42
414
40+
39

38

37 y T T T T
0 50 100 150 200 250 300 tC

Pucynok 4.92. CkopocTb nepeiauy JaHHBIX B HAIIPaBJICHUHM y3j1a COMP2, npu
UCTIOJIB30BaHUU anroputMa mmdposanus AES

g
. 21.254
21.004
20754
20,501
20,254
20,00+
18,754
18,50+
19,25+
18.00+

17.75 T T T T T
0 50 100 150 200 250 300 t.e

Pucynox 4.93. CkopocTh niepeiadul JaHHBIX B 000MX HAMPABJICHUSIX, TPH UCIIOIB30BaHUN
anroput™ma mugppoBanus AES
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Pe3ynbpTaThl H3MEpeHHs CPEHETO0 BPEMEHHU OTKJIMKA MTPUBEICHBI B TaduIe 4.22
Tabnuua 4.22 - Pe3ynbTaThl U3BMEPEHUST BPEMEHH OTKIINKA

Ne tecra Bpewms oTkinka, Mcek
WEP oaun nmotoxk 15
WEP pgBa moroxka 12
TKIP onun motox 14
TKIP nBa moroka 12
AES onun morox 17
AES nBa moroka 23

®parmenranus ¢ppeiimos

B mynkre 4.3 omnuceiBaeTcst MexaHM3M (parmeHTanuu (peiMoB. JaHHBIN 3KCrIEpUMEHT
HaIpaBJIeH Ha OINpEICIICHUE 3aBUCHUMOCTHM CKOPOCTH II€peJayd OT JUIMHBI IOJA JaHHBIX B
[IepPEaBaeMOM IIaKEeTe.

Meroavka TECTUPOBAHUS:

Kak u B mpenpiaymmx Ttectax, Tpaduk crenepupoBanublidi mporpammoii  NetlQ Chariot,
nepecbutaeTcss Mexay ysnamu Compl mw Comp2, mpu 3TOM B HACTPOHMKAX TOYKH H3MEHSETCS
sHauenre moys gaHHeix (Fragmentation Length) B guamasome 256 — 2346 Our. HM3mepenue
CKOpPOCTH TIPOM3BOJIUTCS B TEUCHUU 5-TH MUHYT, QUKCUpYyETCs cpeanee 3Hadenue. llo pesynpraram
TECTUPOBAHUS CTPOUTCS rpapuk 3aBUCUMOCTH CKOPOCTH MepeAayuu OT AJIMHBI OIS JAaHHBIX

Hacrpoiika 060pyaoBaHus:

OcraBnsiem 0e3 m3menenusi Hactpoiviku [IK, Bwikimowaem mmdpoBanune Ha Toukax. s
HACTPOWKHM JUTMHBI MOJIsI JaHHBIX HeoOxoaumo mepeiti Ha Bkiaaky Advanced Wireless Settings, B
noje Fragmentation Length BBecTu cooTBeTCTBYIOIICE 3HAYCHHUE PUCYHOK 4.94.

A NETGEAR WGL02 Access Point - Microsoft Internet Explorer

oaiin Mpaska Bma  Mafpanros  Cepenc  Crpaska

Qs - ) - [x] [B] D] Pronee fpmseance @) 3+ 02 @ - JE B

Aapec: [{E] htps:jj192.168.0. 229 startim

. ™ NETGEAR ProSafe Wireless Access Point

‘s,
&)
General Advanced Wireless Settings =
Basic Settings
Wireless Settings &
AutoCell Setup = . A l C I
L kN-‘«bLEUM
Security Profile
ngn:g Auto RF management  Enable @ Disable
Radius Server Enhanced RF Security  Enable & Disahle
Eatings Rogue Device Detection  Enahle & Disable
Access Control
Wireless LAN Parameters
ahamj‘e Password SuperG Mods © Erable @ Disabls
lemote
Management Wit support  Enable @ Disahle
Upgradle Firmware RTS Threshold (0-2348) 2346
Backup/Restore "
Settings Fragmentation Length (256-2346) 2346
Rehoot AP Beacon Interval (20-1000) 100 ms
DTIM Interval (1-255) 1
Activity Log Freamble Type  Long  Auto
Available Wireless
Station List -
-Apply Cancel
Statistics

Pucynok 4.94. Hactpoiika AMHBI TOJISI JAaHHBIX TiepeaBaeMoro gpeiima
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Pe3y.]'IBTaTbI TCCTUPOBAHUA

L, 6ur

20001

10001

22 0 22 4 6 ) 40 e a4 v Mbutic

Pucynok 4.94. 3aBucUMOCTb CKOPOCTH NIE€PEIavu OT JIMHBI MOJIS TAHHBIX

Ouenka B3aMMHOT0 BJIMSIHUSI TOYeK PadoTAIONIUX HA OTHOM KaHaJie

HaHHHﬁ TECT HaIpPaBJICH HA IMOJYYCHUC KOJUYCCTBCHHBIX XAPAKTCPUCTHK ITIO3BOJIAIOIINX
OLCHUTh B3aMMHOC BJIMAHHEC TOYCK pa60Tanme Ha OJHOM KaHaJIC, M HaxXOoJAIIUXCA B 30HC
INOKPBITUA APyl Apyra. B X0AC€ OJOKCIICPHUMCHTA 6y,Z[YT HU3MCPATBCA CKOPOCTH IIEp€aadu HdaHHbIX,
CpC€aHEC BpEMs OTKIIMKA U KOJUYCCTBO NOTCPAHHBIX TAKECTOB IIPHU U3SMCHCHUU PACCTOSAHUSA L, MCKOY
TECTUPYCMBIMH TOYKaMHU JOCTYIIA.

TO'(-:I)()a 2 @ >
Q 8 /‘1——(

Comp4
Comp3
omp. L
(D) /—___1———'" @
O &
% Touka 1 3 metpa
Comp2
Compl

Pucynok 4.95. TecToBbIi CTEH/T 1Tl OLIEHKH B3aUMHOTO BJIMSIHUS TOUEK PAOOTAIOIINX HA
OJIHOM KaHaJie

MertoMka TECTUPOBAHUS:

TecroBblil cTeHn u3o0paxkeH Ha pucyHke 4.95. Touku gocTynma mnepeBOAATCS HAa OJUH
YaCcTOTHBIM KaHaJ, B MOEM cllydae TepBeld. Mexay ysznamu compl m comp2, comp3 u compd
ocyllecTBIseTcs nepenada Tpapuka creHeHpupoaHoro mnporpammoit — NetlQ Chariot. Ilpu
TECTUPOBAHUU PACCTOSIHME MEXIY TOUKOM 1 1 Toukoi 2 uzMeHsiercs B npeaenax ot 1 1o 30 meTpos.
Jns xaxzaoro W3 BBHIOpaHHBIX 3HaueHUM paccrosHus L, mas mapsl y3moB compl m comp2
U3MepsieTCsl CpefHee 3HaueHUEe CKOPOCTH Iepelayd, BPEMEHU OTKIIMKA, KOJUYECTBO MOTEPSHHBIX
[IAaKETOB B T€YEHUM 5 MUHYT. [lepBble M3MepeHUs MPOBOIATCS MPH BBIKIOYEHHONW TOYKH JOCTYIIA
Ne2. Ucxons 3 TeopeTHUecKUX cCOOOpaKeHU MMEHHO B 3THUX YCJIOBUSX JOJKHBI ObITh MOTYYEHBI
camble JTy4Illue pe3ynbTaThl. Pe3ynbraTsl u3MepeHuii 3anocstes B Tadiuiy 4.23.

Hactpoiika o6opynoBanus:

Ha o6oux Toukax BbIKIO4aeTcs mu@poBaHue Tpaduka. Touku mepeBoasTcs Ha paboTy B
NepBBIi 4acTOTHBIA KaHal. Touykam HaszHavatorcs pasubeie SIDD, Touka omun umeer SIDD «worky,
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Touka 2 «qqg». Y3mam compl u comp2, comp3 u cCOmp4 Ha3zHAYAIOTCS aapeca U3 OJHON TOJCETH,
KOH(QUTYpHUpYyeTCs TeCT, MO aHAJIOTUM C TMpeNblAyIIMMUA TecTaMu JJisi TeHepaluuu Tpaduka
ucnonb3yercs ckpunt throughput.scr, pasmep nmakera mMakcumalieH. M3HadanbHO TOYKU YIAaJCHHBI
JIpyr oT apyra Ha pacctossHue 30 MeTpoB, ¢ momoibio mporpammel Netstumbler 4.0, ycraHOBIEHHOM
Ha y3Jie COMP2 OCYIIECTBIAECTCS KOHTPOJIb 32 YPOBHEM CUTHAJA.

Pe3y.]'IBTaTBI TCCTUPOBAHUA

Tabnuua 4.23 - Pe3ynpTaThl U3MEPEHUS

Paccrosinue Mexay Ckopocte mnepemaun CpenHee Bpems  KommuecTBo noTep
Toukamu L, M Mowur/c OTKJIMKA, MC maketoB, %
Touxa Ne2 BEIKIIIOYCHA 45 12 0

30 43 12 0

20 36 13 0

15 32 13 0.01

10 31 14 0.05

8 30.5 15 0.1

5 30.5 15 0.6

3 29.5 18 1.5

1 30 23 3

Kak u oxupganocb 00€ TOYKM COXpaHWIM pPabOTOCIOCOOHOCTh, HE CMOTPSl Ha TO, YTO
HaXOJWINCh B HEMOCPEACTBEHHON OJIM30CTH ApYr OT Apyra. Mcronb3yemblil Uil peloTBpalleHHs]
KOJUTM3UA MEXaHH3M pacIpe/ieIeHHOW KOOPIUHALMU 3aCTaBIIsIET TOYKH KOHKYPHPOBAThH 3a CpEmy,
IpeoTBpaLlast TEM CaMbIM OJTHOBPEMEHHYIO Nepeady GppeiiMoB 000MMHU TOUKAMHU.

[lepen mpoBemeHHEM OSKCIEPUMEHTA S IMOJIarajl YTO CKOPOCTh Mepedadd JOoJDKHA Oblia
cHu3uTca Oonee yeM Ha 50% mpu pa3MelleHUH TOYEeK B HENocpelIcTBeHHOW Onmzoctu. OHAKO
Ha0JII0/1a710Ch YMEHbIIeHHEe ckopocTu Beero Ha 30%. Ilpu 3Tom ckopocTh nepenaun Mexay y3jiaMu
comp3 u comp4 pasHsutack 28-30 Mout/c. CymmapHasi CKOPOCTbh JBYX CHCTEM paboTaroIuxX Ha
OJIHOM KaHalle oka3anach paBHOW 58-60 MOuT/c, yero B mpuHUUIE HE MOTJIO0 ObITh. UTOOBI
OOBSICHUTh POMCXOIs1IIee ObUT IeTaIbHO UCCIIEI0BaH MPOLECC BKIOUEHUS Toduek. [Ipu BKiIroueHnH
BTOpOIl TOUKM (TepBasi paboTana) CKOPOCTh Mepeaud MEXAY y3inaMu COMpP3 u comp4 cocrasisiia
okojo 5-8 Moburt/c, uepe3 8-10 cexyHJ ckopocTh Bo3pactaia no 28-30 Mowut/c. Ilpu 3amycke
cereBoro ckaHepa Netstumbler 4.0 oxa3anach 4TO TOYKa HOMEp JiBa MCIHOJB3YET IO MEPEMEHHO
Heckosbko kaHanoB. B toukn NETGEAR WG102 Berpoena yrunuta AutoCell xotopast ciocoOHa
ABTOMATHUYECKH BBIOMpATh HE 3aHAThIE KaHAIBl IOJCTPaWBaTh MOIIHOCTh MepeAaTdynka, OHa
OTKJIFOYEHA, HO MPH KOH(IIMKTAX CAMOCTOATEIbHO aKTUBUPYETCSL.

Il

Fle Edt View Device Window Help =18 x|
DS MG E - EEaa 7

= AT [ ssi0 [ Mame [ Chan [Speed [ Verdor | Type [Erc.[SMA

-2k 55I0s @OMBFFAID  work 1,679 SdMbps  [Fakel AP

- Fikers QO0IB2FTE232  gag 1 BiMbps  (Fake) AP

Pucynok 4.96. CxanupoBanue 3¢pupa npu NpoBeiIeHuN IKCIEPUMEHTa

Hroru rectupoBanus:
Tectupyemoe 000pyAOBaHHE IOKA3al0 JIOCTaTOYHO XoOpoluue pe3ynabTarbl. CpeaHee 3HaueHHUE
CKOpOCTH Tepenadyn 6e3 mudpoBaHus B OJJHOM HampaBJIeHHH cocTaBmio 46 Mout/c. [Ipumenenne
mudpoBaHus Jake caMOro CTOMKOro He HAMHOTO CHMYKAeT MPOU3BOJUTEIBHOCTh TOYEK JOCTYIa,
npumenenne WEP u TKIP mnpaktuyeckn He OKas3bplBalOT BIMSHHE Ha MPOU3BOAMTEIHLHOCTH
(ckopocTh nepenaun paBHa 45,5 Mo6ut/c), npu ucnonszoBanuu AES ckopocTh nepenayn CHIKaeTCs
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no 43.3 Mout/c. U3MepeHHBIe 3HAUYE€HUE CPEJHETO0 BPEMEHH OTKJIMKAa TOBOPSAT O TOM, YTO
YCTpPOMCTBA HE WCHBITHIBAIOT TEPErpy30K TpH Tepenadud  Ooabpmioro obvemMa Tpadwuka, ¢
npuMeHeHneM ImudpoBanus. [locTpoeHHass 3aBUCMMOCTH CKOPOCTH MEpefayd OT JUTHHBI TI0JIs
JIAHHBIX B TIEPEaBaeMbIX IMaKeTaX MOXET ObITh MCIIOJIb30BaHa JJIsi BHIOOpa ONTHMAJIBHOTO pa3mepa
HOJISl TAaHHBIX B CPEeZe C MOTEePSMH, B HAILIEM CIy4yae MPOIEHT NOTEPb MaKETOB HE BEIUK IO 3TOMY
OyZeT YCTaHOBJIICH MaKCHMaJbHBIH pa3Mep. Ha MpOTSHKEHWH BCEX STalloB TECTUPOBAHHS TOYKU
JIOCTYTIAa COXPaHSITU CTAaOMIIbHBIE TIOKA3aTEIH.

[Tpunoxenune A
IIporpaMma KOMIIEKCHBIX HCTIBITAHUI

OO0beKT HCNBITAHUI:  00BEKTOM KOMIUJICKCHBIX HWCIBITAHUNA SBISETCS OECcpoBOIHAS CETh
nepenayu JqaHHbix ctangapra 802.11g.

Bo Bpems mnpoBeneHUsT KOMILJIEKCHBIX HMCHBITAHUM HCCIEAOBAHUIO MOJIEKAT CIIECIYIOIINE
BOIPOCHI:
1. ®usnyeckue napaMeTpel U XapaKTEPUCTUKU PaOOTHI CETH.

1.1 Ionmyuenue (U3HUECKUX XAPAKTEPUCTUK U MApaMEeTPOB CBSI3U MOOHMIIBHBIX KIIMEHTCKHX
YCTPOMCTB ¢ OECTIPOBOHOM TOUKON JOCTYIIA.

1.2 OnpeneneHue 30HBI MOKPBHITUS PAAUOU3ITYYCHHEM OECIIPOBOIHOM CETH.
2. llepenava nahopManuy B OECIIPOBOTHON CETH.

2.1 3Mepenne CKOPOCTHBIX XapaKTEPUCTUK OECIPOBOIHOM CETH.

2.2 OueHka cTadMIbHOCTH pabOTHI CETH.
3. 3anmTa nHbOPMAITIH.

3.2 IIpoBepka paboThl peKMMOB O€30ITACHOCTH Ha YPOBHE OECIIPOBOJIHON CETH.

ANnnapaTrHblii M IPOrpaMMHBIH COCTAB TECTHPYEMOi CUCTEMBbI
1. YerpoiictBo 6ecripoBognoro nocryna B JIBC mpenmpusitus: OecripoBofHasi TOYKa
noctynma NETGEAR WG102.
bazoBas pabouas koHpUTryparus TOKH TOCTyIa MpeACcTaBleHa B CleAyoIIei Tabnule:
Tabmuma A.1 — bazoBas pabouast KOHQUTYpaIUs TOUYKH JTOCTYTIA.

[Tapamerp Kondurypauus

1,2,5.5,6,9,11, 12, 18, 24, 36, 48, 54Mobur/c

1. CkopocTb niepeaauu HHGOpMAaIHH
P pest (bopman (o TpeGoBaHMIO)

2. MouHocTh nepeaTumKa: 16 nb
3. JIMMUT MOIITHOCTH TSI KJIIMEHTA 16 nb
No kanana 1234567891011213
4. Hcnonbs3yemble
KaHaJIbI IICpeIavn Hacrora, MI'n
N N~ N N~ AN N~ (9N N~ [\ N~ (9N N~ N
— i [N [N o™ ™ <t < Lo Lo (o) (o) N~
N R AR AR AR AR AR AR
N N N N N N N N N N N N N
5. IlpeamOyna (preamble) Koportkas 72 6uta: 56 6ut cunxponusaiuu + 16 out SFD
6. ITeproa masika (beacon period) 100 mkc
7. llepumon wuHAMKATOpa COOOILIECHUS
nocraBku Tpaduka (DTIM) 200 mxe
8. MakcumaabHOE YHCIO IIOMBITOK 64

OTIPABKH ITAaKCTa

9. MakcumanpHas ~ paspelieHHas | 2346 6ut
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(dbparMeHTaIus MakeToB
10. MakcumanbHOE YHCIO MOMBITOK
64
otnpaBku RTS
11. MakcumanpHBId pa3mep makera ¢ 2346 6ut
RTS
12. CereBoii uaentudukarop SSID “work”
13. limmuaa AES-kimroua 128 out
14. Tun nporokoia ayreatudukanun | WPA2 — with RADIUS

2. MoOuiapHOE KIMEHTCKOE YCTPOMCTBO: Ha 0aze mepcoHanbHOro KoMmmboTepa HP nx6310

T1350 (1.83)/512/60/DVDRW SM/BT/WiFi. Paboune xoH(purypaumu MOOMIBHOTO KIMEHTCKOTO
YCTPOMCTBA MPHUBEICHBI B CIICIYIOIIEH Ta0unIIe:

Tabmuna A.2 - Paboune koH(UTrypanuu MOOMIBHOTO KIIMEHTCKOTO YCTPOICTBA

[Tapamerp Kondurypanus

1, 2, 55, 6, 9, 11, 12, 18, 24, 36, 48, 54Mour/c

1. Cxopocts nepegaun nHGOpMaILIIU
p pea bopman (aBTOMaTHUYECKAs TTO/JICPIKKA)

2. CereBoit uaentugukarop SSID “work”
3. Jnuaa AES-kmoua 128 out
4. Tun npoTOKOJIa ayTeHTU(DUKATUT WPA2

3 Ilepconaneubiii komnsioTrep DualCore Intel Pentium E2140/RAMIT'6/HDD 80I'6/Acorp

WPCI-G ver2.0
Tabmuna A.3 - Paboune koH(pUTYypanmu MOOMIBHOTO KIIMEHTCKOTO YCTPOICTBA
[Tapametp Kondurypauus
IR remmm—p——— 1, 2, 55, 6, 9, 11, 12, 18, 24, 36, 48, 54Moéur/c
' p pest pMall (aBTOMaTHYECKas MOJIEPIKKA)
2. CereBoii unentuduxarop SSID “work”
3. Nnmura AES-kmroua 128 our
4. Tun npoToKoJIa ayTeHTU()UKALIUT WPA2

4. IIporpaMMHbIe cpeacTBa JUIsl UCCIIEI0BAHUS:

4.1 Netstumbler 4.0 — cereBoii ckaHep, C MOMOIIBIO KOTOPOH MOKHO COOpaTh JaHHBIE O
OecrpoBOIHOM CETH, MO3BOJISET ONPEICIUTh PAagUyC JEUCTBUSA CETH - B pPEalbHOM BpPEMEHHU Ha
JrarpaMMe MOKHO YBUJETh BEJTMUMHY IOJIE3HOTO CUTHANIA. JTa e (PYHKLUS MPOrpaMMbl TOMOXKET
TOYHO HANpaBUTh AHTEHHY [JIS CBS3U HA JaJbHUE paccTOsHUS. [ KakI0M HAWJIEHHOW TOYKHU
JocTymna MokHO y3HaTh MAC-aapec, COOTHOIIEHUE CUTHAN/IIYM, Ha3BaHUE CEPBUCA U CTENIEHb €ro
3alUIIEHHOCTH.

4.2 NetlQ Chariot — mporpaMMHBIi MakeT MO3BOJSIOIINI ONPEACITUTh PEabHYI0 CKOPOCTb
nepenaun Mexay y3amu ceT. Mmeer Oorarble (yHKIIMOHAJIbHBIE BO3MOXHOCTU (BBHIOMpAETCS THUII
reHepupyemMoro Tpaduka, pazMep MakeToB, IPOTOKOJI Iiepeiadr, HapaBJIeHUs U YUCIIO TIOTOKOB).

4.3 Komanma ping — ocHoBHas komaHma TCP/IP wucnonb3yercs s TECTHPOBaHHS
COEIMHEHUS, IPOBEPKHU BO3MOXKHOCTHU JOCTYIIA U pPa3pelIeHHs] UMEH.

AJITOPUTM KOMIJIEKCHBIX HCIIBITAHUI CHCTEMbI:
1. IlpousBogutcs 3amyck OecrnpoBOJHOM ceTH, Ha 0a3bl OeCpPOBOAHBIX TOUYEK AOCTYyIa
NETGEAR WG102.
2. 3amycKk paauoCHUCTEMBI

802.11g MOOWJIBHOTO KJIMEHTCKOTO YCTpPOWCTBA Ha 0ase
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nepcoHanbHOro KoMmeiotepa HP nx6310.

3. Bamyck mporpammsr NetStumbler 4.0 u  mepememieHne MOOHIBHOTO KIHEHTCKOTO
YCTPOMCTBA IO TEPPUTOPUU MPEANPUSATHS, MPOBEPSETCS PabOTOCIMOCOOHOCTh YCTAaHOBJIEHHBIX
ToueK. CBepsIOTCS 30HBI MOKPHITUS U YACTOTHBIE KaHAJIbI KaXKIOW M3 TOYEK. YPOBEHb CUTHAJA B
30HaX 00CITy>KHBaeMbIX TOUYKAaMHU HE JIOJDKEH OBITh MeHee -84 nbwm.

4. OueHuBaeTcsi CTaOWIBHOCTh pabOThl CETH, HA TPaHHUIAX 30H IOKPHITUS, Ha OCHOBE
HaOJI0ICHUS IPOLEHTHOTO COOTHOMICHUSI BEPHO M OIIMOOYHO MPUHATHIX MAKETOB C JaHHBIMH. J[yis
9TOr0 BBINOJHSETCS OTHpaBKa M NPHUEM JaHHBIX KOJMYECTBOM IAKETOB N =1000. B

naxemos
3aBEpIICHHUE [ICJIAETCSl OLIGHKAa KOJMYECTBEHHOIO COOTHOLICHMS YCHEIIHO W HE YCIEIIHO
OTIIPABJIEHHBIX U IPUHATHIX IAKETOB.

5. OueHkKa CKOPOCTHBIX XapaKTEPUCTHK CETH. B 30HE MOKpBITHA OJHOM H3 TOYEK
pasmemaerca IIK ¢ OecrpoBopHbIM amanTepoM M HOYTOykK, Ha obOomx OBM 3amyckaercs
nporpammubiii maker NetlQ Chariot, u ocymecTBisercs mnepeada Tpaduka MEXAy y3jilaMud B
tedeHuH 10 MUHYT, U3MEpPSAETCS CpeiHee 3HAYeHUE CKOPOCTH, 3aTeM HOYTOYK IepeMeIiaeTcs B 30Hy
HOKPBITHUSA CIEAYIOIEN TOYKHU JOCTYIIA U SKCIIEPUMEHT IIOBTOPSAETCS, U.T. 1.

OneHka CKOpPOCTHBIX XapakTEpUCTHK OecrnpoBOAHOro KaHama. K Toukam Jnocryma
noakiatovarorest [IK u HoyTOyk, o6oum DBM BeIatoTCsS aapeca U3 OJHOM IMOJACETH, 3aIyCKaeTCs
nporpammMubnii maker NetlQ Chariot, n ocymecTBiusieTcs nepefada Tpaguka MeXIy y3JaMH B
TedeHUH 10 MUHYT, U3MeEpSIETCs CpeHEE 3HAYEHUE CKOPOCTH.

6. [IpoBepka 3alnIeHHOCTH OecrpoBOIHON ceTu. B mpoekTupyemoii cetu A muppoBaHus
nepeaaBaeMoro Tpaduka ucnonszyercs anroput™M AES, Ha cerofHsmHMNA 1eHb TaHHBIH aJrOPUTM
sBIsieTC He ysA3BUMBIM. OIEHKa 3aIIUIIEHHOCTH CBOAMTCS K MPOBEpKEe KOH(QUTYpauuil TOYEK, C
nomoiieio mporpammsl NetStumbler 4.0, ompexaensiercst MEeTo 3aLIHUTHI.

7. I3mepeHue BpeMeHu TpeOyrolierocs i aBTOpU3aluu moyib3osareis. M3mepsercs Bpems
KOTOpoe TpedyeTcs Ul aBTOPU3ALUHU M MOITY4YEHHUs! CETEBOIO ajpeca, U3MEPEHUs: MPOBOAITCA JUIs
KaXI0M U3 9 TOUEK, BHICUUTHIBAETCS CPEIHEE 3HAUCHHUE.

[Ipunoxenue b
IIpoTOK0J KOMIUICKCHBIX HCIIBITAHHI CHCTEMBbI

1. OObeKT ucnbITaHUN: OECIIPOBOIHAS CETh Mepelaun JaHHBIX.
2. llenb MCTIBITAHWI: BBISIBIICHUE CIIEIYIOIIUX MApaMETPOB U XapaKTEPUCTUK
CHPOEKTUPOBAHHOW CHUCTEMBbI, CPAaBHEHHE UX C PACUETHBIMH U TEOPETUUYECKUMU 3HAUCHHUSIMH.
3. dusnuecKue nmapaMeTphl U XapaKTEPUCTUKHA PAOOTHI CETH.
3.1.1. TIlonydyeHue (U3MYECKUX XaAPAKTEPUCTHK M MApaMETPOB CBA3M MOOMIIBHBIX
KIIMEHTCKUX YCTPOHCTB ¢ OECITPOBOIHBIMU TOYKAMHU JAOCTYTIA.
3.1.2. OnpexneneHue 30H MOKPHITUS PAJUOU3TYyYeHUEM OECIIPOBOJHOM CETH.
4. llepenaya nadopMarii B 6€CIPOBOIHOM CETH.
4.1.M3mepeHne CKOPOCTHBIX XapaKTePUCTUK OECIIPOBOIHOM CETH.
4.2.0nenka cTaOUIbHOCTH pabOTHI CETH.
5.3amuTa nHGOpPMAIUH.
[TpoBepka paboThI pexMMOB 0€30aCHOCTH Ha YPOBHE OECTIPOBOIHOM CETH.
6. Mcnonp3yembl npuOOphI 1 000pyAOBaHKE
1. YcrpoiictBo OecnpoBoaHoro aoctyna B JIBC mnpeanpusitus: OecrnpoBojgHas TOYKa
noctyna NETGEAR WG102.
2. Mo0OuiibHOE KIIMEHTCKOE YCTPOIMCTBO: Ha 0a3e nmepcoHampHOro Kommbrorepa HP nx6310
3. Pabouas cranmus DualCore Intel Pentium E2140/RAMIT6/HDD 80I'6/Acorp WPCI-G,
1oJ1 yrpasjieHuem oneparmonnoi cucremsr Windows XP SP2.
4. TlporpaMMHBIE CpeACTBa JJIsl UCCIEIOBAHUS:
4.1. Netstumbler 4.0 — cereBoit ckaHep, C MOMOIIBIO KOTOPOH MOXHO COOpaTh JaHHBIC O
0ecrpoBOIHON CETH, MO3BOJISIET ONPENCIUTh PAaUyC NEHCTBUS CETH - B PEAIbHOM BPEMEHH Ha
JIMarpaMMe MOKHO YBUJIETh BEJIMUMHY MOJE3HOTO CUTHAJA. /{151 Ka)X 0 HalICHHOM TOYKHU JI0CTYIa
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MoxkHO y3HaTh MAC-anpec, COOTHOIIEHHE CUTHAJ/IIyM, Ha3BaHHE CEpPBHCA U CTENEHb €ro

3aIUIIEHHOCTH.

4.2. NetlQ Chariot — mporpaMMHBIii TTAKET MO3BOJISIOLINE OMPEICIUTh PEATbHYIO0 CKOPOCTh
nepeaayn MeKAy y3amu cetu. Mimeer OoraTbie (yHKIIMOHAJIbHBIE BO3MOXHOCTH (BBIOMPAETCS THII
reHepupyeMoro Tpaduka, pasmMep nakeToB, MPOTOKOJ Mepeiadn, HAllPaBJICHUS U YHUCIIO TTOTOKOB).

4.3. Komanma ping — ocHoBHas komanaa 1CP/IP wucmoms3yercs misi TEeCTHPOBAaHHUS
COCIMHEHUS, IPOBEPKH BO3MOXKHOCTHU JOCTYIA U Pa3peIICHHS] UMCH.
7. Pe3ynbTaThl HCOIBITAHUN

7.1 Onenka cTabUIBLHOCTH PabOThI OECTIPOBOAHOM CETH
[Tpou3sBeneHa OLEHKA CTAOUIBHOCTH PA0OTHI CETH B BHIOPAHHBIX CKOPOCTHBIX PEXUMaX, Ha
T'paHuLlaX 30H IMMOKPLITUA, HA OCHOBC HaGHIO[[eHI/ISI MMPOUCHTHOI'O COOTHOLICHUSA BECPHO U OIInO0YHO
IPHHATHIX TAKETOB C JJAHHBIMHU.

Tabmuma b.1 — CtabuiabHOCTh pabOTHl OECIIPOBOHON CETH.

No TOYKH B | CkopocTh
Yucno Bepno Omu6049HO
COOTBETCTBUU C | mepenauu
OTIPABJICHHBIX nepeaHHbIe nepe1aHHbIe
MJIAaHOM uH(popMalumy,
ITaKeTOB IMaKeThl, %o MaKeThl, %o
PUIIOKECHUE Mowut/c
1 24 98.4 1.6
2 24 98.7 1.3
3 24 99.9 0,1
4 24 99.6 0,4
N, eomoe =1000 | 5 24 97.5 2,5
6 24 99.7 0.3
7 24 99.8 0.2
8 24 98.1 1.9
9 24 97.5 2.5

7.2 OuieHKa CKOPOCTHBIX XapaKTEPUCTHUK CETH
B 30ne noxpsiTus Touku Ne4 pazmerniaercs [1IK ¢ 6ecripoBogHbIM ajanTepoM U HOYTOYK, Ha
ob6oux DBM 3anyckanca nporpamMusblii maket NetlQ Chariot. OcymiectBisiiachk nepenada tpaduxa
(OOMH MOTOK) MEXAY y3J1aMu B TedeHUH 10 MUHYT, U3MEPAIOCh Cpe/IHee 3HAUEHUE CKOPOCTH, 3aTEM
HOYTOYK IepeMelnasics B 30Hy MOKPBITHS CIEAYIOIIEH TOUKH JOCTYNa U 3KCIIEPUMEHT MOBTOPSIICS.
Pe3ynbrarel n3mMepenuii npeAacTaBieHs! B Taduie b.2
Tabnuna b.2 - CKOpOCTHBIX XapaKTEPUCTUK CETH

Ne Touku B 30He KoTOpOM | CKOpOCTH  Tepenaud | YpOBeHb CHUTHaJa B
HaXOJUTCsI HOYTOYK uHpopmanuu, Mout/c | Mecte mpuema, 1bm
1 39 - 80

2 34 -79

3 40 - 76

4 19 -75

5 32 -7

6 38 -76

7 37 -75

8 35 -78

9 33 -80

CkopocTb nepenauu 1o 0ecripoBoIHOMY KaHally cocTtaBuiia 45 Mout/c.

7.3 TlpoBepka 3alUIEHHOCTH OECTIPOBOTHON CETH

C nomormsio mporpammbl NetStumbler 4.0 yaocToBepriicss B TOM, YTO BCE TOUKH IS 3AITUTHI
nepeaaBaeMoro Tpaduka UCIONb3YIOT anroput™ mudpoBanus AES.
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7.4 Ilpou3BeneHa MPOBEPKa BPEMEHU aBTOPU3ALUU MOOUIBHOTO KIMEHTCKOTO YCTPOMCTBA B
OecripoBoiHON ceTtu. Bpems morpeboBaBlieecs Ha aBTOPU3ALMIO M TOIYYEHHE CETEBOTO ajpeca
COCTaBHUJIO 9 CeKyH/I.

8. BrIBOabI

B pesynprare mnpoBeleHHS WCHOBITAHUA CHUCTEMbI, BBIIOJHEHHBIX B COOTBETCTBUU C
IPOTrpaMMOIl KOMIUIEKCHBIX MCIIBITAHUH, CAETaHbI CIEIYIOIIUE 3aKII0OUCHHSL:

8.1 becmpoBomHas ceTh XapaKTepU3yeTcs JOBOJILHO BBICOKOH CKOpPOCTBIO Mepeaadu
uHpopmaruu He MmeHee 24 MOuT/c (B pacuere Ha OJTHOTO IMOJIb30BATEIs).

8.2 Cerp paboTaer AOCTaTOYHO CTAOMIIBLHO, MPOLEHT MOTEPSHHBIX IMAKETOB KpaifHe Mai
(4MCII0 MOTEPSIHHBIX MAKETOB HE IpeBbIaeT 2.5%, oT 0011ero yucia nepeiaHHblx ).

8.3 Jlns 3amuThl mepenaBaeMoro Tpaduka MCIoNb3yeTcss anroputM mudpoBanus AES-
128 (anropuT™ He NOJBEPHKEH BCEM U3BECTHBIM BUAAM aTaK).

8.4 JlanbHOCTh pPagUOCBSI3U I BBHIOPAHHOIO 3HAYEHHs CKOPOCTM HE MpeBblmaer 27
MeTpoB. OCHOBHBIMU NPUYMHAMU CHUKEHUS AaJbHOCTH SIBIISIOTCS:

a) TmpHUeM M Tepelnada JaHHbIX OECIPOBOJHOM CETH B YCIOBHAX HOBBIIIEHHON
UHTEepPEPEeHIIMY PaJUOCUTHAIOB, BO3HMKAIOIIEH M3-3a IMEpPEeOTPaKEHUs IOJE3HOI0 CHTHajla OT
CJIO’KHBIX KOHCTPYKIIMI BHYTPH 3/1aHMUS,;

0) 3aTyXxaHue paJMOCUTHAjJa M3-3a MOIJIOLIEHUS €ro Kejae300€TOHHBIMU KOHCTPYKIMIMH,
MEKKOMHATHBIMU TIEPETOPOIKAMH, CTEIIaKaAMHU.
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