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la SECURITY

VOCABULARY

1 Read and learn the words and phrases.

security
safety
protection
harm
damage
health
property
data
security category
information security
monetary security
describe security measures
terrorist attack
espionage and theft
internal security
economic security
security specialist
telecommunication system
automated system
informational and analytical
security system

0e301macHOCTh, o0ecreyeHre 0e30IacHOCTH
0e30MmacHOCTh, 0€30I1aCHOE MECTO
3aIuTa
Bpen
MOBPEXKJICHUE, yIIEepO
3JI0POBbBE
COOCTBEHHOCTD
JTAHHBIE
KaTeropus 0e30MacHOCTH
uHdopmalmoHHas 6€30MacHOCTb
JICHEeKHAs 0€30ITaCHOCTh
OMMUCaTh MEpPbl OE30MACHOCTH
TEPPOPUCTHUYUCCKAs aTaKa
IIIITUOHAK ¥ BOPOBCTBO
BHYTPEHH:IS1 0€3011aCHOCTh
SKOHOMUYECKast 0€30I1aCHOCTh
CIICIIHAIMCT MO 00ECIIeYCHHIO 0€30IMacCHOCTH
TEJIEKOMMYHHUKAITMOHHAS CHUCTEMA
aBTOMATH3UPOBAaHHAS CUCTEMa
HH(POPMAITMOHHO-aHATUTHYECKAS

cructeMa 0e30IacHOCTH

2 Use the synonyms to do the crossword.

I N I I

AcCross

|
1 expert

[t |

| | 4 automatized

5 6 ‘

' I

5 harm
7 security

Down
2 kind (noun)
3 inner
5 facts
6 money



3 Try to guess the meaning of the words. Pay attention to their parts of speech.
n = noun v =verb adj = adjective

analytical (adj): analyst (n), analyse (v)

automated (adj): automation (n), automate (v), automatic (adj)
category (n): categorize (v), categorical (adj)

economic (adj): economy (n), economize (v)

espionage (n): spy (n), spy (v)

informational (adj): information (n), inform (v)

measure (n): measurement (n), measure (v), measurable (adj)
property (n): proper (adj)

safety (n): safe (n), safe (adj)

10 security (n): secure (v), secure (adj)

11 system (n): systematize (v), systematic (adj)

12 theft (n): thief (n)

O©CooO~NO UL WN -

4 Fill in the gap with the correct word in italics. @\

attackers / attack ) ‘m
Usually bad guys good guys. L
2 The police think he knows her :

-

description / describe

3 Roommates him as a shy and quiet student. ' —
4 The police are asking a of the jewellery.

health / healthy
5 Sueisanormal student.

6 Regular exercise is good for your

protection / protect

7 Itisimportant to your computer from terrorist attacks.

8 This security system doesn’t provide any against hackers.
specialist / specializes

9 The company In computer security.

10 Heisa in information security.

terror / terrorize
11 There is a look of on his face.
12 Two young men with knives local people.



READING
5 Read and translate the information about security.

Security

Security is safety and protection from attack, harm, or

damage. Security is for avoiding dangers or losses. In

L gener_al, security is _similar to sa_fety. The difference between

Code 5t security and safety is that security cares more about dangers
oo LU from the outside than general safety.

Security Information

It is said that the word ‘security’ has two characteristics.
Negative characteristic is about dangers, risks, and threats. It needs military
equipment, armies, or police. Positive characteristic is about opportunities, interests,
and profits. It needs education and social activity of talking and doing things together
with other people.

In people’s life a lot of valuable and important things need protection: their lives and
health, their property and money, different kinds of data and information.
Therefore, there are different security categories: computer security, internet
security, information security, mobile security, and others. Together these make up
IT (Information Technology) security. There is also physical, national, and monetary
security.

IT security deals with the protection of computing devices such as
computers and smartphones, with both private and public computer networks,
including the whole internet.

Physical security includes airport, corporate, home, private, and other kinds of
security. It describes security measures to protect people and their property from
damage or harm (such as terrorist attacks, espionage and theft). National security
consists of military, political, internal, environmental, energy
and natural resources, and other kinds of security. Monetary
security includes social security and economic security.

Engineering universities, including TUSUR (or TUCSR -
Tomsk State University of Control Systems and
Radioelectronics), often have faculties where students can s
study different branches of security to become security
specialists, bachelors and masters. For example, the Faculty of
Security at TUSUR offers programmes in:

e information security,
information security of telecommunication systems,
information security of automated systems,
informational and analytical security systems and

UrHdpopmaymoHHas

economic security. 6e3onackocTs

TENEKOMMYHMKaAUMOHHbLIX CUCTEM



6 Complete the table. Use the information from the text.

Security
T i Physical National Monetary
security security security security

1 1 1 1
2 2 2 2
3 3 3
4 4 4

5

\l

Answer the questions.

What is security?

What is safety?

What do people protect?

What four main security categories do you know?

What does IT security deal with?

What does physical security describe?

Do engineering universities have faculties of security?

Why do students study different branches of security?

What programmes does the Faculty of Security offer?
0 What do you study?

UndopMmaymonHan
6e3onacHocTb
ABTOMATHU3IUMPOBAHHBIX CHMCTEM

P Ooo~NOoO ool WN -

HHpopmalpoHHo-
aHasIMTHYECKKe
cucTembl 6esonacHocTH

8 Match the paragraphs with the headings a —f.

’HI a |IT security
i H b Security categories
W ¢ Security and safety
W d The Faculty of Security at TUSUR
POy S e Two characteristics of the word security
f

Physical, political and monetary security

8
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GRAMMAR

9 Present Simple. Adverbs of Frequency. Study the information.

Spelling of the third person singular
Most verbs add -s in the third person singular.
work —works  spend —spends  live — lives

e do-—does go-goes have —has (NOT haves)

e |f the verb ends in -s, -sh, or -ch, we add -es.
pass — passes  wash —washes  watch — watches

e |f the verb ends in a consonant + -y, the y changes to i + -es.
study — studies  try — tries
If the verb ends in a vowel + -y, the y does not change.

play — plays
Positive Negative Question Short answers
I () Yes, (1 ) do.
You do not work you you
?

we | WOK | ontwork) | D% Ywe [ WOK? INo, Y we (don’t.
They they they
He does not work (he ) Yes, (he ) does.
She | works | (doesn’t work) | Does < she > work? < she >
It it No, (it | doesn’t.

We use the present simple:

e to talk about general facts that are always true, or facts that are true for a long

time
The Earth goes around the sun. | work in a bank. I really love my job.
e for fixed schedules or timetables
| have my driving test next week. The train arrives at 20.12.

e to talk about regular events or habits

We often use always, usually, often, sometimes, never and other adverbs of
frequency for regular events and habits. These adverbs usually come before the

main verb (but after be). Sometimes and usually can also come at the beginning
of a sentence.

| usually get to university by bus.
| am usually late for my classes.
Usually I get to university by bus.




10 Write the following verbs in the third person singular.

Example: | speak — she speaks

1 1lgive—he 8 | begin — Harry

2 we stay —she 9 they have — Amelia
3 you finish — it 10 you go — Oliver

4 we buy —he 11 we use —a dog

5 they pass — it 12 1do - Jessica

6 you take — she 13 you teach — Jack

7 wefly—it 14 they carry — Emily

11 Put the verb in brackets in the right form. Use the adverb of frequency in
the correct place.

Example: Nina (use) her laptop. — often  Nina often uses her laptop.

| (work) on my computer in the afternoon. — never

He (watch) films on his laptop. — sometimes

We (use) free software on our computer. — usually

| (use) my webcam for video calls on the internet. — sometimes
Children (play) computer games at home. — often

She (finish) work late. — sometimes

Max (do) his homework in the evening. — never

| (speak) to my British friends on Skype. — often

My computer (freeze). — sometimes
10 She (go) to university in the morning. — always ‘u
11 You (arrive late) at meetings. — never

12 Victor (buy) things for his computer in that shop. — often
13 Lisa (take) her tablet computer to university. — usually
14 We (get updates) for our computer and our programmes automatically. — always

O©CooO~~NoO ol WwWwN -

12 Complete the sentences with the negative form of a verb from the box.

download make pay text read use have
have know give watch work take |

Example: You do not have (don’t have) an IP phone.

1 1 e-books on my smartphone. | use an e-reader for that.
2 My laptop :

3 We telephone calls every day.

4 | my desktop computer much.

5 They Sandra’s mobile number.

6 Linda her friends very often.

7 1 videos on my netbook.

10



8 James paid apps onto his phone. He prefers free apps.

9 You your mobile number to strangers.

10 | usually photos with my camera.

11 You more than 3,000 roubles a month for using a landline phone.
12 This phone a touchscreen.

13 Write questions from the words in brackets + do-does. Put the words in the
right order. Answer the questions.

Example: you / what / in the evening / do / usually
What do you usually do in the evening?

you / what / do

you / social networks / on your phone / check
TUSUR / in international programmes / take part
your phone / you / how often / replace

days / you / how many / a week / study

tablet computers / your parents / own

study / economics / TUSUR students

you / a landline phone / use / how often

begin / what time / your morning classes FI'EE ZUnE
10 what / mobile phone colour / prefer / you

11 a free Wi-Fi zone / the main building of TUSUR / cover

12 vyour friend / make of laptop / have / what

13 usually / where / go / after university / you

14 their netbooks / bring / to classes / students

15 what places / go to / with your friends / you

OO ~NO OIS, WN B

14 Write short answers to the following questions.

Example: Do you often use your mobile phone?  Yes, I do. / No, I don’t.

Do you have a laptop?

Do all your fellow students know you phone number?
Does your mobile phone hold two SIM cards?

Does every supermarket sell robots?

Does your phone support Google Play?

Do you often use your mobile to message friends?
Does your friend own a tablet computer?

Do you use the alarm clock on your phone?

Does your mobile have a web browser?

10 Do computer stores sell smartphones?

11 Does your friend often phone you?

12 Does a desktop computer usually have a calculator app?

OO ~NO OIS WN B

11



MORE WORDS AND PHRASES TO KNOW

attacker — manamaBmmii

be for avoiding dangers and losses — o3nauath n3bexkaHue OMACHOCTEH U OTEPh
be similar to — 6bITH TOX0KHUM Ha

computing device — BEIYHCIUTEILHOE YCTPOHCTBO

corporate — kopropaTHBHBIH

COVer — 0XBaThIBATh, TOKPHIBATh

danger from the outside — ormacHOCTb U3BHE

dangers, risks, and threats — omacHOCTH, pUCKH U YTPO3BI

description — onmcanue

e-book — snexTpoHHas KHUTA (= KHUTra B 3JICKTPOHHOM (opmarte)
e-reader — 3JIeKTpOHHAs KHUTA (= YCTPOWCTBO IS YTCHUS] KHUT B 3J1. (hopmMarte)
freeze — 3aBucath

healthy - 310poBbIit

kind — Buz; moOpsIi

in general — 0OBIYHO, KaK MPABHUIIO

INNer - BHyTpeHHUIt

it is said that — roBopsrt, ut0

make — mapka

opportunities, interests, and profits — BO3MOXXHOCTH, HHTEPECHI U JTOXObI
protect - 3amuniate

replace — 3amensTh

schedule — rpa¢uk, mnan

specialise in — cenmanusupoBatbes Ha (US specialize)

tablet (computer) — maHIIETHBIH KOMITBIOTEP

terror — yxac

text — ornpaBnsite CMC-coobrmienne(-5)

the whole internet — Becr naTepuer

timetable — pacniucanue

touchscreen — ceHcopHbIii SKpaH

update — oOHOBIIEHHE

12



1b INFORMATION

VOCABULARY
1 Read and learn the words and phrases.

perceive BOCTIpUHUMATH

present mpencraBisATh

purpose Ieib
confidential cexperHblii

interpret ToNKOBaTh, UHTEPIIPETUPOBATH

opinion MHeHue

review perneH3upoBarb, Aeaarb 0030p
point of view Touka 3peHus

current TexyLMii, HBIHEITHUAN

scholarly nayuHbIi

Information accuracy TOYHOCTB

completeness 3aKOHYEHHOCTH

q consistency mociea0BaTeIbHOCTh
uniqueness YHUKaTbHOCTD
timeliness cBoeBpeMEHHOCTH

reliable nanéxnaoCTb
up-to-date coBpeMeHHBIN, HOBEUIITHI
outdated ycrapemnbrii

essential HeoOXoaUMBIH
competitive KOHKYpPEHTOCIIOCOOHBIH

2 Translate the words to do the crossword.
ACross

I nene
3 KOHKYPEHTOCIIOCOOHBIN

NN

’ ‘ l | ‘ ‘ | ‘ ‘ 4 6 HEOOXOIUMBII1

8 coBpeMEHHBIH

>8] | 9 BOCIIPUHUMATH

! 10 peLeH3upoBaTh

8 ] ] | Down

1 mpeacTaBasATh

2 HAy4YHBIN

T T 1] 3 rexyui
4 MHeHue
10 ‘ 5 TonkoBaTh
7 ycTapensblii

13



3 Complete the tables.

Noun Russian equivalent Adjective Russian equivalent
1 TOYHOCTh accurate 2
competitor 3 4 KOHKYPEHTOCTIOCOOHBIT
5 3aKOHYEHHOCTD complete 6
confidentiality 7 8 CEKPETHBIN
9 [I0CJIEI0BATEILHOCTD consistent 10
current 11 12 TEKYIIHUH
essentials 13 14 HEOOXOIUMBIN
15 TOYKA pointed 16
17 1EIb purposeful 18
reliability 19 20 HaEKHBII
scholar 21 22 HAYYHBIN
23 CBOCBPEMEHHOCTH timely 24
25 YHUKAJTHHOCTh unique 26

4 Fill in the gap with the correct word.

1 He worries about the

statistics.

2 Kate is giving the police an

the men.

of government

description of

o O1 w

\l

10

11
12

The list is not
The accuracy and
important to each of us.

of the information is

She 1s the team’s most
It is important to show some

player.
in your work.

.You can trust him.
of these results.

Andy is very
No one believes the

They try to improve the quality and of
medical care.

The car crash is a

of drinking and driving.

example of the dangers

Everyone’s fingerprints are

The author has the of his stille of writing.

14

accuracy
accurate

completeness
complete

consistency
consistent
reliability

reliable

timeliness
timely

unigueness
unique




READING

5 Read and translate about information.
Information

The word ‘information’ i1s used in many different ways.
Originally, it comes from a word that meant to give a form
to something. Information is something that people can
learn, know about, or understand. For example, a newspaper
contains information about the world. This text contains
information about ‘Information’.

Information is knowledge or facts about someone or
something: a person, object, situation, event, etc. There are different kinds of
information.

According to the way of perceiving, information can be visual, audial, etc.
According to the form of presenting, it can be textual, numerical, graphical, acoustic,
and video. According to its purpose, information can be mass (public), specific,
confidential (secret), and personal (private).

We can also speak of many other categories of information:

o factual (e.g. in encyclopedias) and analytical (analyzes and interprets facts,
e.g. in books and articles);

o subjective (one person’s opinion) and objective (reviews many points of view,
e.g. in reference books);

o current and historical;

o scholarly (or academic) and popular (or general interest).

Information needs to be of high quality to be useful. Five characteristics of high
guality information are accuracy, completeness, consistency, timeliness, and
uniqueness. High quality information is true, accurate and reliable, complete
(provides all the necessary facts and details), consistent, unique, and timely (new and
up-to-date, not outdated).

Information is an essential part of any organization. If you use information properly,
it can make a company competitive or can keep a company competitive.

Information in a form that a computer can use is called data. We input information
into a database. The science of computer information systems is called informatics. It
studies data: the methods of their creation, storage, processing, and transmission.

In computer science, data often means a kind of information that
has not been checked. That is why, information can mean data
that has been checked and passed tests for what it must be. A
person can trust that ‘information’ is correct.

This symbol can often be found at places where there is more
information about a topic.

15


https://simple.wikipedia.org/wiki/File:Messagebox_info.svg

6 In the text, find a word or phrase with a similar meaning.

mass = p
confidential = s

personal =
scholary = a
timely = n | u - -
popular = ¢ [

OOl WN -

\l

Are the statements TRUE or FALSE?

We have information only about events.

People get factual information from encyclopedias.
High quality information is useless.

Data is a form of information that a computer can’t use.
Information can’t be different. :
People get analytical information from books and articles. %
Information is an essential part of any organization. —
A database is a place where people store fruit and vegetables.

There is one information category.

10 People get objective information from reference materials.

11 Information can make a company competitive.

12 Informatics studies data creation, storage, processing and transmission.

OO ~NO OIS, WN B

8 Complete the table. Use the information from the text.

| Information
| | | |
] 2 6 9
visual ( )
| | | |
1 7 10
numerical
| | |
’ confidential I
(secret)
| | |
4 8
( ) scholarly and popular
|
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GRAMMAR

9 Present Continuous. Study the information.

Spelling of verb + -ing
Most verbs just add -ing.
do-doing go-going cry—crying play - playing
If the verb ends in -e, we take off the -e and add -ing.
move —moving  take — taking

When a one-syllable verb has one vowel and ends in a consonant, we double the
consonant.
sit—sitting  run —running  put — putting

We use the present continuous to talk about activities which are in progress at
or around the moment of speaking or about temporary states and events.
Chris is writing an email.
She’s working a lot in London at the moment.
I’m not drinking much coffee these days.

We also use the present continuous to talk about plans and arrangements for
the future.
We are moving to Cambridge in July.

Positive Negative
I am (Pm) I amnot (I’mnot)
< | he (he’s) he (he isn’t)
=> | she }is (she’s) she }is not  (she isn’t)
= 1t (it’s) \ it (it isn’t) \ working
working
— | we } (we’re) we } (we aren’t)
5 | you pare (you’re) you are not (you aren’t)
S | they (they’re) they (they aren’t) /
Question Short answers
Am | ) Yes, | am. {No, I’m not.
f_z he he | he
> | Is { she working? | Yes, {she } is.  No, { she } isn’t.
i it > it | it
— we we | we
S you Yes, {you} are. : No, { you} aren’t.
3 |Are {they ) they they

17




10 Add —ing to the verbs.

hurry, study, travel, have, give
taste, prefer, bring, offer, add

a give, take, begin, pay, say Add me
b listen, write, stay, leave, go

c come, dine, put, pass, talk as d

d work, get, sit, look, forget I |

‘ friend!
f

11  Complete the following positive sentences. Use one of these verbs in the
present continuous:

live stay move €ross come sit \
have have work watch try

Example: Look! A little girl is crossing the road.

Turn off the music, please. | to work.
You too much TV these days.
John in hall of residence this year.
I back tomorrow. See you Sunday.
Jane late this evening.
We’re here on holiday. We at the Tomsk Hotel.
‘Where’s Alice?’ ‘She an English class at university.’
Mark and Ann to a new flat next month.
Michael breakfast now. Can you phone again later?
0 ‘Can you show me the president of the company?’ ‘He next to the
window.’

P OO ~NO O WN R

12 What is happening at the moment? Write true (positive or negative)
sentences using the Russian prompts.

Example: s / yntath aHTIHACKYIO Ta3eTy
I'm not (I am not) reading an English newspaper.

1 s/cuners Ha cTyIne

2 MOU OJTHOKYPCHUKH U s / IOKyNaTh TEJIEBU30D
3 Moii ApyT / OBITH HA 3aHATHUAX
4 g/ cMOTpeTh HOBOCTHU

5 ™Mou poautenu / padboTath
6 s /mpocMaTpuBaTh UHTEPHET

{ cHer/ uatu

8 s /wuW3yyaTh aHTIIMHACKHUI S3bIK

9 mam npernogaBateib / CTOATH

10 s/ momb30BaThCSI KOMITBIOTEPOM

18
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Write questions from these words. Put the words in order.

Use is or are.
Example: David / today / working Is David working today?

listening / you / to me

now / you / feeling OK

English / studying / your brother

you / a television / for your new flat / choosing
coming / the bus

why / looking / that woman / at us

going / where / your fellow students

who / Dan / with his report / helping

Use is or are + the -ing-form.
Example: what / at the moment / Ann/do WAhat is Ann doing at the moment?

write / your friend / a text message

to your mother / speak / your teacher

watch / you / at the moment / TV

the film / from your USB flash drive / watch / you

do / you / or / your homework / computer games / play
begin / the company / ULTRA HD TVs/ to produce
what / do / those students

how much / now / spend / the company / on developing

Give short answers to the following questions.
Example: Are you sleeping?  No, I’m not.

Is it raining?

Are you wearing a watch?

Are you standing at the moment?

Are you feeling well?

Is your friend having an English class?

Are you having a mathematics class?

Are you watching much television these days?

Is the dean of your faculty speaking to you now?
Are you working on a laptop at the moment?
Are you watching a TV series this month?

Is your teacher using the internet at the moment?
Are you learning English?

Is your neighbor doing a test?

Are your parents having a holiday now?

Are you studying to become an engineer?

Are you working today?
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MORE WORDS AND PHRASES TO KNOW

according to — coryiacHO; B COOTBETCTBHH C
arrangement — 10roBOpEHHOCTH

article — crarps

be important to — ObITH BayKHBIM IS

browse the internet — mpocmarpuBaTh HHTEPHET

creation, storage, processing, and transmission — co3anue, XpaHeHue, 00paboTKa
rnepeaaya

database — 6a3a gaHHBIX

develop — paspabartbiBaTh, pa3BHBaTh
encyclopedia - saiukIOIE M

event - coObITHE

etc (= et cetera) — u tak ganee

fingerprint — otneuaTok manpia

government - mpaBUTEILCTBO

has been checked — 6bu1 ipoBepen

have classes — ObITh Ha 3aHATHIX

Improve — yny4iarh(cst); COBEpIIEHCTBOBATh(CS)
input — BBOIUTH (UHDOpMayuio, daHmbie)
knowledge — 3Hanme

medical care — meuIIMHCKOE 0OCITY)KHBaHHE
numerical — udpoBoii; YncIoBOM

properly — kak cieayer

reference book — cipaBounmK

report — noxmnanu

state — cocrosiHue

stay — ocTaHaBIMBAThLCS, )KUTh; TOCTUTh
study the English language / study English — u3y4ats aHrIHiCKHIA SI3bIK
syllable — ciror

temporary — BpeMeHHbII

trust — noBepsATH

WOorry about — 6eCIIoKOUThLCS 0, BOITHOBATHCS O
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1c INFORMATION SECURITY

VOCABULARY

1 Read and learn the words and phrases.

distribute

a business and an individual
hold sensitive information on
employee

salary

trade secret

unauthorized access
increase

take steps

avoid a security breach

lead to loss of

financial penalty

expensive lawsuit

identity theft

information assurance
update genuine software
antispyware

keep the firewall on

backup

observe the rules of

pacmipoCTpaHsITh

KOMITIAHUS 1 YEJIOBEK

oOranate KOHGUACHINAILHON HHPOpMAaIueit o
CITy>Kaluu

OKJIaJ1, 3apaboTHas TuIaTa
KOMMepyYecKas TaiiHa
HECAaHKIIMOHUPOBAHHBIN TOCTYII
YBEJIHMUUBATH(CS)

PUHUMATh MEPbI

u30eraTh HapyIICHUS 3alUThI
OPUBOJUTH K MOTEPE YETO-JINO0
¢dbrHa"coBOe B3bICKaHue (1ITpad)
JIOPOTOCTOSIIIHI Cy/1eOHBINA UCK
KpaXka JIMYHON MH(POpMALINH
oOecrieueHure 3auThl THPOPMALIHH
00HOBIATH o TMHHOE 110
antuinuoHckoe [10

OCTaBJISITh BKIIFOUEHHBIM OpaHIMay3p
pe3epBHasi KOMUs

coOJII01aTh MpaBuiIa 4ero-auoo

2 Do the crossword puzzle. Write the terms to the definitions.

1

1 one person

' 2'to get bigger

3 it doesn’t let somebody collect data

without the user’s knowledge
4 who you are, or what your name is

5 money that you earn for your job

6 it limits access to a computer network
7 an act of breaking security

8 an extra copy of computer information
9 a punishment for breaking a rule

10

10 a company pays him/her for work

Down — to give something out to people or places
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3 Match the words from the two columns to make 13 phrases.

1 update a access

2 unauthorized b assurance

3 trade c firewall on

4 take d genuine software
5 observe the e individual

6 lead to f information on
7 keep the g lawsuit

8 information h loss of

9 hold sensitive I penalty

10  financial ] rules of

11  expensive k secret

12 abusiness and an I security breach
13 avoid a m  steps

4 Choose the correct variant. Pay attention to the part of speech.

adjective + -ly = adverb

1
2

w

3 O1

11
12

13
14

15
16

These days people process the data electronic / electronically.
Electronic / Electronically equipment is computers, televisions, and radios.

‘Will you be around next week?’ ‘Possible / Possibly.’
They spend every possible / possibly moment in the laboratory.

You are probable / probably right.
The probable / probably result of global warming will be an increase in sea
levels.

The television isn’t working proper / properly.
Please put these books in the proper / properly place.

There is a regular / regularly bus to the airport.
They meet regular / regularly — usually once a week.

The two houses are similar / similarly in colour.
The first letter is a page long. Her second letter is similar / similarly short.

Mothers typical / typically worry about their children.
This is a typical / typically example of a software bug.

The money is in its usual / usually place.
I usual / usually get home at about six o’clock.

22



READING

5 Read and translate about information security.
Information security

Information security is about protecting information so that
people who should not have access to it cannot distribute,
see, change, or delete it. Information security has to do with
the confidentiality, integrity and availability of data in any
form; e.g. electronic, print, or other forms.

Businesses and individuals hold a lot of information. It is
usually valuable and important to them.

Typically, businesses hold sensitive information on their employees, salary
information, financial results, business plans, and possibly trade secrets and
research.

People (individuals) usually hold sensitive personal information on their home
computers and perform online functions such as banking, shopping, and social
networking.

More and more of this information we store and process electronically and transmit
across company networks or the internet. So, the risk of unauthorized access
increases and we need to protect it.

When you are going to leave your home for study or work, you probably take steps
to protect it from unauthorized access, damage and theft (e.g. turn off the light, lock
the doors, etc.). Similarly, it is important to protect information to avoid an
information or security breach.

For businesses, a security breach usually leads to loss of reputation and business, big
financial penalties and expensive lawsuits. For individuals, a security breach can
lead to identity theft and damage to financial history or credit rating.

If we protect the information properly, the wrong people cannot distribute, see,
change, or delete it. IT (Information Technology) security specialists typically deal
with information assurance in organizations.

On home computers, it is important to do the following:
o use and regularly update genuine software,
use antivirus and antispyware programs,
keep the firewall on,
regularly make backups,
know and observe the rules of internet communication,
use secure passwords.

Information security is a stable and important profession. Information security
professionals are very stable in their employment; more than 80 percent had no
change in employer or employment in the past years.
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6 Match the paragraphs with the headings a — h.

Businesses

Electronic storage and processing
Individuals

Information security

Information security profession
IT security specialists

INFORMATION

Protection of homes and information

Protection of home computers

Security breaches for businesses and individuals
Valuable and important information

bt =5 QO =D OO T D

SECURITY

7 Match the words from the box to the 12 sentences. Use the information from

the text if necessary.

breach individuals sensitive transmit
businesses protect specialists unauthorized

communication secure store valuable

1 All of us hold information.

2 Information is and important to people.

3 hold personal information on their home computers.

4 We a lot of information on computer.

5 Itis important to protect our flats and houses from access.

6 People much information over the internet.

7 For , @ security breach can lead to loss of reputation.

8 For individuals, a usually leads to identity damage.

9 We must information properly.

10IT security usually deal with information.

11People should observe the rules of internet :

120n home computers, it is important to use passwords.

8 In the text find and read aloud:

v one sentence with the adverb ‘electronically’;
v one sentence with the adverb ‘possibly’;
v’ one sentence with the adverb ‘probably’;
v one sentence with the adverb ‘properly’;
v’ one sentence with the adverb ‘similarly’;
v two sentence with the adverb ‘regularly’;
v two sentences with the adverb ‘typically’;
v’ three sentences with the adverb ‘usually’.
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GRAMMAR

9 Present Simple & Present Continuous. Study the information.

We use the present simple to talk about facts and permanent activities or states.

We use the present continuous to talk about activities in progress and temporary
activities or states.

Alice works for a computer company.

Philip is working in Japan at the moment.

For repeated actions we use the present simple.

For actions around the moment of speaking we use the present continuous.
| work every weekday from nine to five.

| am working every weekend this month.

We do not use these verbs in the present continuous:
believe, know, like, love, mean, need, prefer, remember, understand, want.

10 Complete the pairs of sentences with the correct forms of the verbs in
brackets. Use present simple or present continuous.

1 1 (play) football with my fellow students on Saturday.
| like sport. | (play) football at weekends.

2 | usually (take) notes during lectures.
‘I (take) notes of our interview. I hope you don’t mind.” ‘No, that’s OK.’
3 I (not watch) television. | prefer using my computer in my free time.
I (not watch) much television these days.
4 We (study) programming languages this term.
We (study) at the Faculty of Security.
5 Lisa (do) yoga three times a week.
She (do) yoga this year.
6 My sister (live) with me just now.
She (live) in Moscow, Russia.

7 My father (teach) at a London university this
year.
He (teach) economics at university.

8 This company (make) industrial robots.
The company (make) a new kind of robots now.

9 ‘What languages (you / speak)?’ ‘Russian and English.’
‘What language (the man / speak)?’ ‘I think it’s German.’

10 (You /work) for this company?

25



e

P OoO~~NO Ol WN -

10

13

SOOIk WN B

Yes, but this week | also (work) for another company in the evenings.

Put in do/does or am/is/are.
| need a new laptop. Mine not working.
How often you use your landline phone?
Look! The robot moving.
domestic robots move around?
How much It cost to phone Saint Petersburg?
‘Where you come from?’ ‘The US.’
What you looking at?
‘What you doing?’ ‘I studying for an exam.’
‘How much a vacuum cleaner?’ ‘I not know.’
‘What your brother do?” ‘He a security specialist.’

Complete the sentences using the verbs in brackets.

Please be quiet. I'm (work).

What do you usually (do) on weekday evenings?

| sometimes (have) a business meeting at the restaurant.

What time does Andrew (finish) classes on Saturday?

They are (try) to reach David on the phone, but the line is busy.
What make of laptop are you (use)?

All robots (have) mechanical construction, electrical components
and a computer programming code.

Does the company (produce) security

systems?

| am (graduate) next month. |

(want) to find a job as a security
specialist in a big company.
‘What’s Rita (do) now?” ‘She’s
(check) emails.’

IT Security Specialist

Correct the mistakes. Comment on the mistakes.

Example: It is-snowing a lot in winter.  snows is right
We do not use the present continuous for general facts that are true
all the time.

| have an English lesson at the moment. Can you call me back later?
‘What does he do now?’ ‘He browses the internet on his tablet.’
How often are you having a holiday?

Father works late this evening.

Martin isn’t usually driving to university. He’s usually walking.
Christopher is a college professor. He is teaching computer science.
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Jane works for a company that is making smartphones.

Most robots are using electric motors.

9 The Shadow Robot Company in London is designing and
manufacturing robot hands.

10 The Shadow Dexterous Hand is having air muscles.

oo

14 Put the verb in the present simple or present continuous.

Example: Excuse me, do you speak (you / speak) English?

1 1 (go) to the Dean’s office.
(you / come) with me?
2 We (have) an exam in
information security in January. »
3 The new term (start) in
February.
4 | (not understand). What
(you / mean)?
5 What (you / do) tonight?
6 She (not watch) television very often.
7 Turn off the radio, please. | (not listen) to it.
8 What time (Paul / finish) work in the evenings?
9 (your vacuum cleaner / work) OK?’ ‘Oh yes, fine.’
10 He is an engineer. He (design) security systems.
11 1 (not like) PCs. | (prefer) laptops.
12 ¢ (you / know) the manufacturer of this device?’
Yes, but | (not remember) its name.

15 Complete the texts with the verbs from the lists in the present simple or
present continuous.

teach have (2) drive leave

It is 7.30 a.m. Tracy Clark is in her kitchen at home. She (1) breakfast.
She (2) breakfast at this time every morning. She (3) home
at 8.30 a.m. every day and (4) to work. Tracy is a physics teacher. She
(5) at the University of Wales.

get spend come love teach

It is 10.00 a.m. now and Tracy is at university. At the moment she (6)

her class of twelve students. All the students in her class (7) from Wales.
Tracy (8) a lot of time teaching mathematics. She (9) home
in the evening. She (10) her job.
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MORE WORDS AND PHRASES TO KNOW

break a rule — napyars npaBuio

break security — B3;1aMbIBaTh 3aIIHUTy

bug — nedekr, omubdka, cOoit (6 npoecpamme)

collect — cobupats (danmsie)

extra Copy — IOTOJTHUTEIbHAS KOTIHS

global warming — riio6aibpHOE TOTEIICHHE

limit access to — orpanuumBaThH 1OCTYH K

possibly — Bo3amoskHO

punishment for — nakazanue 3a

similarly — Tak sxe, moJ00HBIM 00pa30M, aHAJJOTUYHBIM 00Pa30M
availability - mocrynmHoCTS

banking — 6ankoBcKkue omneparuu

confidentiality - koHuIEHIIHATBHOCTD

credit rating — xpeTUTHBIN peHTHHT

employment — pa6ota, cityx0a

integrity — 1exocTHOCTH

lock the door — 3amupath 1Beph

perform — BeimosHATh (Onepayuio), TIPOU3BOIUTH (deticmeue)
Secure password — HaASKHBIN napoJib

social networking — oO1ieHre B COIUATIBHBIX CETAX

turn off the light — BeikTFOUaTH CBET

air muscles — Bo3ayIiHbIie, THEBMATUYECKUE MYCKYJIbI
computer sCience — Teopust BEIYUCIUTENBHBIX CHCTEM; HH(DOPMATHKa
dexterous — ioBkwmit

domestic robot — 6s1TOBOI pobOT

industrial robot — mpomsItuIeHHBIH pOOOT

manufacturer — mpou3BoUTENb

permanent — MOCTOSIHHBIN; TOJITOBPEMEHHBIN

reach - 1o3BOHUTHCS

Shadow Dexterous Hand — po6otusupoBaHHas pyka
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1d DATA SECURITY

VOCABULARY

1 Read and learn the words and phrases.

raw
a column and a row
intellectual property
market analytics
numerous

software solution

disk encryption

data masking

data erasure

a scheme and an algorithm
scramble

enable

recover lost data

necessary

the last digit

bank card number
overwrite

destroy

media

occur

He0OpabOTaHHBIN

CTOJIOCI U PAJT

WHTEJUICKTyalIbHAs COOCTBEHHOCTH
pPBIHOYHAST aHATMTHKA
MHOTOYHCIICHHBIN

IPOrpaMMHOE pPEIICHHE

JMCKOBOE MM pOBaHUE
MaCKHpPOBKa JIaHHBIX

CTUPAHHE JIAHHBIX

CXeMa U aJrOpUTM

nepeMenInBaTh

JaBaTh BO3MOKHOCTh
BOCCTAHOBUTH TIOTEPSHHBIC TAHHBIC
HEOOXOIUMBIN

nocieaHsis uudpa

HOMEpP OAHKOBCKOU KapThbl
nepe3arrchiBaTh

YHHUTOXKATh

cpencTBa

MPOUCXOIUTH

2 Do the crossword puzzle. All the words are different.

S lalt]® Gl Iel PP T] [P
i 6
7 m 8 9
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lZC‘ e 13
A ] i |a 15 . K
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0
2L Iwl | [ Je [ Zlalw
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3 Complete the sentences.

1

Heat vitamin C.

A data erasure B destroys C numerous

It is the house on the left.

A data masking B last C overwrite

The students sit at desks in for most of the time.

A bank card number B occur C rows

The number 57 306 contains five :

A digits B market analytics C scheme

Add up the numbers in each :

A column B raw C software solution
It is to buy a new computer.

A intellectual property B media C necessary

The software you to create your own DVDs.

A enables B recover lost data C property
Firewalls, and other security mechanisms protect the network.
A algorithm B disk encryption C scramble

4 Complete the table.

Russian un + verb + able = Russian
Verb equivalent adjective equivalent
1 u36erarh unavoidable 2
believe 3 unbelievable 4
break > ® HEOBIOIIUNCS
! M3MEHSTh unchangeable  °
control ’ uncontrollable ~ *°
forgive H unforgivable 1
3 YIPaBJIAThH ungovernable e
imagine = unimaginable ~ *°
read o 18 HEYUTAEMBIN
repeat o i HETIOBTOPUMBIN
think 21 22 HEMBICIIMMBIN
translate 23 untranslatable
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READING
5 Read and translate the information about data security.
Data security

Data is the raw form of information that is stored as
columns and rows in our databases, network servers, and
personal computers. This is a lot of information from
personal files and intellectual property to market
analytics and top-secret details. The unauthorized access to
this data will lead to numerous problems for the
organization or the home user.

Data security means protecting data, such as a database, from destructive forces and
from the unwanted actions of unauthorized users.

There are different options for securing your data from software solutions to
hardware mechanisms. Examples of data security technologies include:

¢ software/hardware disk encryption,

e Dbackups,

e data masking, and

e data erasure.

Disk encryption is a security mechanism that uses mathematical schemes and
algorithms to scramble data into unreadable text. Full disk encryption (FDE) is a
technology that enables you to encrypt data on a disk or hard disk drive. Full disk
encryption is vulnerable, because encryption keys can be stolen.

In the context of computers and computer systems, a backup is a copy of some data.
This copy can be used when the original data is changed, or lost. We use backups to
recover lost data from another source. It is essential to keep a backup of any data in
most industries. The process is necessary for any important files.

Data masking is the process of masking specific data with random characters or data
to protect sensitive information from unauthorized access. This may include masking
the data from other users; for example, when you only see the last four digits of a
bank card number.

Data erasure (also called data clearing or data wiping) is a method of software-based
overwriting that completely destroys all electronic data on a hard drive or other
digital media.

In the UK, the Data Protection Act (DPA) is a law. It governs the protection of
personal data. The law covers personal data which is facts like your address,
telephone number, email address, job history, etc. Data Protection Dayis an
international holiday. It occurs every 28 January.
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Answer the questions.

What is data?

What four examples of data security technologies do you know?

What is disk encryption?
What is full disk encryption?
Why do people use backups?
What is data masking?

What is data erasure?

When do people celebrate
Data Protection Day?

Are the statements TRUE or FALSE?

Personal files are a kind of data.
Top-secret details are a kind of data.

Unauthorized access can’t be dangerous.

There is only one way to secure data.

Disk encryption helps people to scramble data into unreadable text.
Backups are important only for the home user.
Banks and shops do not use data masking.
Data erasure destroys all electronic data on digital media.

Put the sentences together. Use the information about data security.

Data is stored

FDE stands for

DPA stands for

Backups are essential

Data is a lot of information

The Data Protection Act governs
People use software solutions and
We use data masking, data erasure,

a

from intellectual property to market

analytics.

disk encryption and backups to secure data.
hardware mechanisms to secure data.
the protection of personal data.
the Data Protection Act.

C
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as columns and rows.
full disk encryption.
in most industries.



GRAMMAR

Modal Verbs: Can, Should, Must, Need

We often use modal verbs when we want to express an opinion about a possible
fact or to control a possible action.

We use the modal verb can:
1 to talk about ability to do something in the present or future
| can speak English.

2 to ask for or give permission
Can | open the window?
Students can use calculators during the exam.

3 to express possibility or general truths
We can go to Rome next month.
People can be unfriendly.

4 as a question form to make requests
Can | have some tea?

Can comes before another verb and we do not use to after it.

The negative form of can is can’t (cannot).
| can’t speak English. (ability)
You cannot park there. (prohibition)

We do not use do/does in questions with can.
Can you speak English?

We use can/can’t in short answers:
Can you speak English? — Yes, | can. / No, | can’t.

9 Complete the sentences with can/can’t. Comment on the use of can.

Example: A bird can fly. People can’t fly.

1 Babies write.

2 Blind people read.

3 Ascientific book be interesting.

4 You smoke in a classroom.

5 Students use calculators in class.

6 | have your surname?

7 Exams be difficult.

8 Lectures be boring.

9 You use a mobile phone in public transport in Russia.
10 Robots sleep.
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11 Machines think like humans.
12 Students study different branches of information security at the TUSUR
Faculty of Security.

10 What can and can’t you do? Work in pairs. Use the phrases to ask each
other questions, give short answers and make positive or negative statements
with can. Tell about your partner.

Example: Can you speak English?
Yes, | can. | can speak English. Alex can speak English.

spell your name in English
write emails in English
understand German
speak French
drive a car
fly a plane
use a computer
repair a computer
protect your computer from viruses
0 protect the information on your computer

P OO ~NO O WNE

We use the modal verb should to give or ask for advice:
| think you should tell him about it.
Should we try again? — Yes, you should. / No, you shouldn’t.

The negative form of should is shouldn’t (should not).
Your son shouldn’t (should not) play computer games so much.

11 Work in pairs. Use the phrases below to give advice to your fellow student.
Use should / shouldn’t.

Example: | think you should be polite to your parents.

study hard

help your fellow students with homework
miss classes at university

go to bed after midnight

eat fast food

be kind to other people

get married this year

use the internet a lot

play computer games every day

O©ooO~NOoO ol WN -

34



10 speak on your mobile phone very much

11 protect your smartphone from viruses

12 get updates for your computer and your programmes automatically
13 observe security rules

14 protect your home from theft

We use must when we think it is necessary to do something or to give strong advice:
| must talk to you about the new project.
You must go and see that film.

To say it is necessary not to do something (to express prohibition), we use the
negative form mustn’t (must not):

| mustn’t be late.

You must not make noise after 11 p.m.

To say it is not necessary to do something, we use needn’t (need not) or don’t
need to:

You needn’t go there. OR You don’t need to go there.

‘Must I do this?”  ‘Yes, you must.”/ ‘No, you needn’t.”’

12 Put in must/ mustn’t / needn’t.

Example: We have a lot of time. We needn’t hurry.

1 You go to the bank. | can lend you some money.

2 You tell Jack the news. He has the right to know it.

3 You show this letter to anyone else.

4 | arrive at the meeting on time.

5 You go to university today. It’s Sunday.

6 You read the book. It is very interesting.

7 1 pass the exam before 1 February.

8 Nina miss so many classes.

9 You do your homework today. It is only due next week.
10 Keep your documents in a safe place. You lose them.
11 You buy a new computer. Yours is okay.

12 You protect your personal information. Someone can steal it.
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MORE WORDS AND PHRASES TO KNOW

ability — crocobHOCTB

add up — cknageiBath (uucia)

advice — coser

be due — momnexarts caaue (o nucbmennou pabome u m.n.)
blind — cnenoi

create — cozaBathb

Data Protection Day (= Data Privacy Day) — MexayHapoaHblii J€Hb 3allUTHI
MEPCOHATBHBIX JaHHBIX

destructive force — paspymmurensHas cuia

fly a plane — ynpasnsare camonérom

full disk encryption (FDE) — nomHoauckoBoe mudpoBaHue
govern — onpeaensTh, 00yCIOBINBATh

hardware mechanism — anmapaTHbIH MEXaHU3M

heat — teruto, TeroTa, HarpeB

home user — JoMarHuit MOJIL30BaTEIb

human — yenoBek; YenoBeYeCKHiA

hurry — TOponuThCsl, CIIEIIUTh

make noise — mymeThb

network server — ceTeBoii cepBep

observe — coOronath (3axomsl, npasuia, ooviuau); HaOIOAATH
opinion — MHEHHKE

permission — paspericHue

prohibition — 3anper

random -

repair — peMOHTHPOBATh; YNHHUTH

SOUrce — ICTOYHHUK

surname — dpamuius (US last name)

the Data Protection Act (DPA) — AKT 0 3aiuTe JaHHBIX
top-secret detail — cBepxcekpeTHas moapoOHOCTH

unwanted actions of unauthorized users — HexenaTenbHBIE JEUCTBUSA
HECAHKIIMOHMPOBAHHBIX II0JIb30BaTENEH

vulnerable — ys3BuMBbIi, paHUMBIit
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le CULTURE CLIP: TOMSK

VOCABULARY
1 Read and learn the words and phrases.

be located waxoauThCs, pacmonaraTbCs
bank ©Oeper
govern ympasisaTh
be founded ObITH OCHOBAaHHBIM
decree ykas
at the beginning of B Hauane
become — became - become craHoBUTHCA
factory 3aBon, ¢pabpuka
link coenuusaTh
different npyroii, pa3auuHBIA, pa3HBINA
commercial and passenger port KoMMepYecKuil i MacCaXHuPCKUd MOPT
Serve CIyXuTb; OOCITY>KUBaTh
higher education institution BriciIee 0Opa3oBaTEILHOE YUPEKICHUE
research institute HaydJHO-HMCCIIeIOBATEIHCKUN HHCTUTYT
special economic zone oco0as SKOHOMUYECKast 30Ha
resident OCTOSHHEBIN KHTEIb
rich in Oorateiii yem-1160
monument naMATHUK
wooden and stone architecture nepeBsHHas 1 KAMCHHASI ApXUTEKTypa
wood carving pe3nba 1o 1epeBy

2 Can you guess what words are here?

1 bk

2 1k

3 p _ _t

4 s e

5 b e

6 d e

7.9 _ _ _ _n

8 f o y & “-“'-*A.‘ie",'.-;nyggx;.?q,m.um:mm_
o r T T T T T e da
0om _  t

11d

12 a e
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3 Make 10 expressions from the words. Use each word only once. There are no
extra words.

and and architecture at
be be beginning carving
commercial economic education founded
higher in institute institution
located of passenger port
research rich special stone
the wood wooden zone

4 Choose A, B or C to complete the sentences.

1 The English language is in vocabulary.
A research B resident C rich
2 We met at the of 2000. (meet — met — met)
A beginning B commercial C education
3 InRussia, several political parties the country.
A eagle B gas C govern
4 The canal two towns.
A large B links C special
5 | wentto three lecture rooms to find the professor.
(go — went — gone)
A architecture B decree C different
6 The main university building is on the west of the river.
A banner B bank C institution
7 They built the statue as a to all the soldiers who died.
(build — built — built)
A monument B passenger C wooden
8 Both universities are in Tomsk.
A factory B located C serve
9 A Is an area of a city next to water where ships arrive and leave
from.
A population B port C produce
10 He wants to an engineer when he graduates from the university.
A become B economic C wood carving
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READING

5 Read and translate the information about the city of Tomsk.

Tomsk

Tomsk is a Russian city. It is the administrative centre
of Tomsk Region (Oblast). Tomsk is one of the largest
and oldest cities in Siberia. It is located on the bank of
the Tom River in West Siberia. About 600,000 people
live in the city. A mayor and a 33-member Duma
govern Tomsk.

Tomsk was founded under a decree from Tsar Boris
Godunov in 1604. The first university in Siberia was
Tomsk State University. It was founded in 1878. At
the beginning of World War Il Tomsk became the
new home for a lot of factories.

Tomsk is a small railway centre. Trains link Tomsk to different towns, cities and
countries. There is a commercial and passenger port on the Tom River. The
international airport serves the city. Tomsk also has marshrutkas (fixed-route taxis)
and buses, trolleybuses and trams.

Tomsk is an educational, scientific and innovative centre. There are nine higher
education institutions, fifteen research institutes, a special economic zone and six
business incubators in Tomsk. Every eighth resident of the city is a student. The
informal name of Tomsk is Siberian Athens.

In Tomsk there are some cinemas and theatres, concert halls and night clubs,
museums and churches. The city is rich in monuments of wooden and stone
architecture. Tomsk has a lot of examples of wood carving.

(o]
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There are
There are
There are
The Duma of the city consists of members.
Tomsk is

Complete the statements. Use only the numbers from the information above.

resident of the city is a student.
special economic zone in Tomsk.
business incubators in Tomsk.
higher education institutions in Tomsk.
research institutes in Tomsk.

years old.

is the year of the foundation of Tomsk.

is the year of the foundation of the first university in Siberia.
people live in Tomsk.
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Match the paragraphs with the headings A — E.

General Information
Culture

Education and Science
History

Transport

Match the names of the monuments and famous buildings to the pictures.

The Drama Theatre

The Kinomir Cinema

The Big Concert Hall

The Memorial of Glory

Tomsk State University

The Fire Lookout Tower

The Monument to Slippers

The Monument to the First Teacher of Mine
The Monument to the Wooden Rouble
The Monument to the Students of Tomsk
The Monument to a Child in the Cabbage
The Tomsk City Administration Building



https://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D0%BB:Tomsk-students-memorial.jpg
https://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D0%BB:%D0%9B%D0%B0%D0%B3%D0%B5%D1%80%D0%BD%D1%8B%D0%B9_%D1%81%D0%B0%D0%B4.jpg
https://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D0%BB:%D0%A4%D0%BE%D1%82%D0%BE0089.jpg
https://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D0%BB:Kinomir_(Tomsk).jpg

GRAMMAR

9 Cardinal and Ordinal Numbers. Study the information.

1-12 13-19 20, 30, ... 21-29
1 one 21 twenty-one
2 two 20 twenty 22 twenty-two
3 three 13 thirteen 30 thirty 23 twenty-three
4 four 14 fourteen 40 forty 24 twenty-four
5 five 15 fifteen 50 fifty 25 twenty-five
6 six 16 sixteen 60 sixty 26 twenty-six
7 seven 17 seventeen 70 seventy 27 twenty-seven
8 eight 18 eighteen 80 eighty 28 twenty-eight
9 nine 19 nineteen 90 ninety 29 twenty-nine
10 ten 100 one hundred
11 eleven
12 twelve

1,000 = athousand 1,000,000 = a million

Hundred, thousand and million have no -s after a number in the plural.
200 students = two hundred students

6,000 kilometres = six thousand kilometres

3,000,000 people = three million people

We use and to separate hundred, thousand, million from numbers smaller than a
hundred.
250 books = two hundred and fifty books

10 Write the numbers and read them aloud.

Example: two 2 5 five

1 one 13 3

2 SiX 14 4
3 ten 15 8
4 eleven 16 13
5 twelve 17 15
6 twenty 18 18
7 sixty-eight 19 32
8 seventy-five 20 47
9 ninety-six 21 59
10 four hundred 22 120
11 two thousand and fifteen 23 381
12 five million 24 1,000
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11 How much is it?

Example: 8 + 4 =12 (Eight and four is twelve.)

3+4= 2+4= 8+3= 5+10=
71+2= 5+3= 4+7= 13+6 =
2+6= 8+1= 6+6= 14+2=
2+3= 6+4= S5+7= 17+2=
1+2= 4+4= 8+5= 12+8=
4+3= 8+2= 9+3= 10+7=

12 Do the sums. Write the answer in two ways.
Example: How much is5and 15? 20 twenty

How much is 3 and 9?

How much is 12 and 77?

How much is 4 and 14? Addition
How much is 13 and 1?

How much is 26 and 77?
How much is 35 and 63?
How much is 30 and 13?

Subtraction

(o] o N o o1 A wWN -

How much is 83 and 64?

10 How much is 122 and 298? Division
11 How much is 344 and 579?

12 How much is 431 and 675?

 JISCHN Y

13 What number comes before and after?
Example: 2 one, two, three

a 3,81,20,9,58, 74,11, 92, 50, 12, 24, 57,
b 45,30, 14, 63, 60, 15, 38, 40, 19, 56, 36, 89;
c 94,33,27,70,44,98, 77,60, 38, 10, 99, 80.

14 Study the information. Say the years in words.

900 nine hundred 793 seven ninety-three 2000 two thousand
1900 nineteen hundred 1924 nineteen twenty-four 2001 two thousand and one
2100 twenty-one hundred 1504 fifteen oh four = 2010 twenty ten

fifteen and four
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500 1946 800 1970

1926 2002 1943 2011
962 1725 998 1617
1577 2112 1812 2114
1608 1995 1901 1961

12 Look at the numbers in the table. How do you usually form an ordinal
number from a cardinal one? What ordinal numbers are different?

Ordinal numbers

1st  first 11th eleventh 21st  twenty-first
2nd second 12th twelfth 20th twentieth 22nd twenty-second
3rd third 13th thirteenth 30th thirtieth 23rd twenty-third
4th  fourth  14th fourteenth 40th fortieth 24th twenty-fourth
5th fifth 15th fifteenth 50th fiftieth 25th twenty-fifth
6th sixth 16th sixteenth 60th sixtieth 26th twenty-sixth
7th seventh 17th seventeenth | 70th seventieth 27th twenty-seventh
8th eighth  18th eighteenth 80th eightieth 28th twenty-eighth
9th ninth 19th nineteenth 90th ninetieth 29th twenty-ninth
10th tenth 100th one hundredth

13 Do you know ABC?

A is the first letter of the ABC. Gis
Bis . His
Cis . Kis
Dis . Ois
Eis . Ris
Fis . Zis

13 Write the dates in English. What are these days? Do you know their names
in English? Match the dates on the left to the names on the right.

Dates
We use numbers in dates.
You write: You say (in British English):
20 December(,) 1999 the twentieth of December, nineteen ninety-nine
31 May(,) 2003 the thirty-first of May, two thousand (and) three
5 January(,) 2014 the fifth of January, two thousand (and) fourteen/
twenty fourteen
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Example:

1 January (the first of January) is New Year’s Day.

0) 1 suBapn

the first of January

a) New Year’s Day

1) 7 suBaps

b) Spring and Labour Day

2) 14 suBapsi

c) Defender of the Fatherland Day

3) 25 sHBaps

d) Russia Day

4) 14 deBpans

e) International Children’s Day

5) 23 despains

f) Knowledge Day

6) 8 mapTa

g) Unity Day

7) 12 anpens

h) Tatiana Day

8) 1 mas 1) Ivan Kupala Day

9) 9 mas J) Cosmonautics Day

10) 1 urons k) Old New Year

11) 12 urons |) International Women’s Day
12) 7 wronst m)Victory Day

13) 1 ceHTAODSI n) (Orthodox) Christmas Day
14) 4 Hos1Opst 0) Valentine’s Day

14 Write the following in two ways:

O©Coo~~Noolhs, WwWwN -

Example:

The year of the foundation of the first university in Siberia.
1878 / eighteen seventy-eight

The number of days in a weekend.
The number of months in a year.
The number of days in September.
The size of your future monthly salary.
The population of the capital of Russia. (over ...)

The population of your home town and your country. (about ...)
This year (the current year).

The year of the foundation of Tomsk.

The year of the Winter Olympic Games in Sochi.

The year of the FIFA World Cup in Russia.

Today’s date.

New Year’s Day.

New Year’s Eve.

Your date of birth.

Your friend’s date of birth.
Radio Day (in Russia).
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1f REVISION

VOCABULARY AND READING

destroy
uniqueness
accuracy
scheme
property
confidential
timeliness
backup
consistency
10 salary

11 protection
12 completeness
13 data

14 perceive

15 antispyware
16 algorithm

O©oo~Noolhs, WwN -

2 Match the words to make 16 phrases.

point of
identity
automated
take
security
software
monetary
intellectual
financial
10 bank card
11 recover

12 terrorist

13 information
14 espionage
15 market

16 unauthorized

O©OooO~NOoO Ol WN -
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1 Match the following English words with their Russian equivalents.

TOYHOCTD
aJITOPUTM
anTummnuonckoe I10
pe3epBHas KOIHS
3aKOHYCHHOCTD
CEKPETHBIN
MOCJICIOBATEILHOCTD
JTAaHHBIC

YHUYTOXKATh
BOCIIPUHUMATh
COOCTBEHHOCTD

3aIluTa

OKJIaJI, 3apaboTHAs TIaTa
cxema

CBOCBPEMEHHOCTb
YHHKAJIBHOCTh

steps
analytics
lost data
attack
specialist
theft
view
solution
penalty
security
number
and theft
system
property
assurance
access

T OS g —XTToDQ D OO0 T®



A WP

Write the prepositions instead of the numbers in brackets.

Obijective information reviews many points (1) view, for example, in reference
books.

Typically, businesses hold sensitive information (2) their employees, salary
information, financial results, business plans, and possibly trade secrets and
research.

For businesses, a security breach usually leads (3) loss (4) reputation and
business, big financial penalties and expensive lawsuits.

On home computers, it is important to do the following: use and regularly update
genuine software, use antivirus and antispyware programmes, keep firewall (5),
regularly make backups, know and observe the rules (6) internet communication,
use secure passwords.

SPEAKING
Read and translate the following topics. Discuss them in small groups.
Security can be different.
There are a lot of categories of information.

People hold sensitive information.
People use different data security technologies.

WRITING

5 Write an essay (10-15 sentences) about the programme (the security category)
you study at university. Use the questions if necessary.

NSRS N N N N NN

What do you study?
Is it a kind of IT, physical, national or monetary security?
What does it deal with?
Is it for home users or businesses?
How often do people use it?

Where do people use it?

Do you think it is important?

Does it have a future?

Where are you going to work

after graduating from the university?
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6

GRAMMAR

How often do these things happen (always / usually / often / sometimes /

never)? Make up positive sentences with them. Use the adverbs of frequency.

A WPN Bk ~ O©OooO~NO OIS WN B

© 0o

10

11
12

| / watch television in the morning

| / go to the cinema at the weekend

an exam / begin at 9 a.m.

| / fall sleep in class

| / have no classes on a working day

my teachers / forget my name

| / lose money

my friend / change his/her mobile number
my teacher / phone me

| / use a landline phone

my friend / text me

an old computer / freeze

| / forget the password to my email account
| / go to a computer store

| / lose my USB flash drive

Choose the right variant.

It often rains / is raining in autumn,

Do not go out, it rains / is raining heavily.

They still discuss / are still discussing where to go now.

My elder sister has / is having a music lesson. She always has / is having a music
lesson on Friday.

Father reads / is reading a newspaper. He usually reads / is reading something
before going to bed.

Mother cooks / is cooking breakfast in the kitchen. She always cooks / is cooking
in the morning.

| often meet / am meeting you at the corner of this street. Do you wait / Are you
waiting for anybody?

Do you understand / Are you understanding the use of the Present Simple?

Do you usually go / Are you usually going through the park? — Not usually, it is
only today that I go / am going here.

Do you hear / Are you hearing anything? — Yes, somebody knocks / is knocking
at the door.

Why do you smile / are you smiling, Kitty?

What do you write / are you writing? Do you make / Are you making notes about
the two present tenses?
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Open the brackets.

Look, snow still (to fall).

It often (to rain) in October.

The sun (to set) late in summer.

Switch on the light. It (to get) dark.

Some people (to do) everything with their left hand.

You can’t have the book now because my brother (to read) it.

| always (to buy) lottery tickets but | seldom (to win).

You (to understand) the rule?

| (not to know) what he (to want).

Cuckoos (not to build) nests. They (to use) the nests of other birds.

9 Write sentences with the modal verbs from the words.

P OoO~NO UL WN P
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0

Example: 1/ late / be / mustn’t / . — I mustn’t be late.

robots / service / blind / can / people / help /.

the / leave / we / meeting / early / can /.

mustn’t / in / you / laboratory / smoke / the / .

you / job /a/should / summer / the / find / for / .

need / articles / the /to / don’t / all / you / read /.

new / you / me / the / help / with / can / software / ?

he / the / get / conference / on/ must /to / time /.

should / my / to / the / change / | / password / computer / ?

you / spend / much / shouldn’t / so / time / your / at / computer / .

20-120 GB / modern / can / of / computers / data / store / read-only memory / in/

Which is right?

You mustn’t / needn’t tell anyone about the experiment. It’s top secret.
She can / should speak English quite well.

You needn’t / can stay if you want.

You must / can finish the article as soon as possible.

Can / Should you lend me your pen?

| shouldn’t / can’t understand the programme — it’s too complicated.
You can / must see the new software — it’s fantastic!

You shouldn’t / can’t download any suspicious files from the internet.
You mustn’t / should tell anyone your password.

Jack should / can write a programme in ten minutes.
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2a COMPUTER SECURITY

VOCABULARY

1 Read and learn the words and phrases.

prevent

detect

reliance
unintended
destruction
intruder
resource
malicious intent
gain

accidental
apply sth to sth
goal
confidentiality
integrity
availability
modify
authentication
non-repudiation
accountability
reliability

IPEAOTBPAILATh

OOHapy>KUBaTh

YBEPEHHOCTH

HEIpEIHAMEPECHHBIN

YHUYTOKEHUE

3JI0YMBIILICHHUK

pecype

3JI0W YMBICEII

BBITO/1a, TPUOBLIb; MOTYYaTh,
puoOpeTaTh, U3BJIEKATH BBHITOLY

CIIy4alHbIN

NPUMEHSATH YTO-TMO0 K 4eMy-JI00

LEITb

KOH(UIECHIIUAIBHOCTh

L[ETTOCTHOCTh, YECTHOCTh

JOCTYITHOCTh

BUJIOU3MEHSITh

MOAJIMHHOCTh

HEOTKAa3yeMOCTh

MOJIOTYETHOCTD

JIOCTOBEPHOCTH

2 Match the words with a similar meaning.

gain occasional
modify use
malicious ruin
detect find
prevent benefit
accidental purpose
goal evil
resource change
destruction guard
reliance trust
unintended means
apply unplanned
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3 Complete the ‘stairs’ with words from the list in exercise 1.

1 a Pl |y
2 | a i I
3 ]a I y
4 | a n y
5| a t n 16 | d e
17 | i t
6 | r 0 e 18| p e
7r a e
8 | r b 1y
191 d r tiijo|n
20 n- u tiijo|n
911 (n t 21 u n ijo|n
101 |n|t r
1]i|n|t y |
22| v a l{i|t]y
12| g n 23| a I l{i|t]y
1319 I 24| a n l{i|t]y
125 ¢ d ity
14 | m i y
15| m i | [s]

4 Some nouns and verbs have the same form in English. Read and translate
the sentences into Russian. Say which is a noun and which is a verb in each pair
of sentences.

noun = verb

1 Can you find a use for this box?
2 Students use their computers for study and work.

w

She is too shy to ask for help.
4 My fellow students always help me with my English homework.

5 Hackers illegally access information on computers.
For security reasons only scientists gain access to the area.

(@]

7 Constant change is the law of life.
8 1 will ask them if they can change the time of my interview.

9 You will gain a lot of experience working there.
10 The company wants to realize the maximum financial gain.
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READING
5 Read and translate the information about computer security.

Computer Security

> . Computer security, also known as cybersecurity, is a

¥/ ;” e, _ branch of IT (information technology) security which is
f“j/ @ intended to protect computers. Computer security
@ fﬁﬁ prevents and detects unauthorized use of your
computer. It includes both different processes and

diverse mechanisms.

Computer security is of growing importance due to the increasing reliance of
computer systems in most modern countries. Computer security helps to protect
digital equipment, information and services from unintended or unauthorized access,
change or destruction. Intruders can use your computer resources with malicious
intent or for their own gain. They can even gain access to your computer
accidentally.

Computer security is applied to both private and public computer networks, even to
the whole Internet. As well as we apply it to computing devices such as computers
and smartphones, as well as to both private and public computer networks, including
the whole internet. Computer security includes physical security to prevent theft of
equipment and information security to protect the data on that equipment.

Computer security involves telling computers what they are not to do. This makes
computer security unique because most programmes tell computers what they must
do. Security takes much of a computer power.

Computer security has three main security goals. Confidentiality, integrity, and

availability are at the heart of the security. They are also known as CIA.

v Confidentiality: only authorized users are able to access information; other people
cannot acquire information (keeping secrets).

v" Integrity: only authorized users are able to modify the data when they need; other
people cannot change information (protecting data).

v Availability: information is available to authorized users when they need it; other
people cannot stop the computer from doing its job.

Other security goals include authentication, [
non-repudiation, accountability, and
reliability.

Security professionals and home users must
remember the following security measures: a
firewall, antivirus software, an email scan,
passwords, and a lot of others.

51



6 Match the words to make 6 phrases. Use the information from the text.

~ protecting  computing digital diverse authorized keeping

users devices equipment mechanisms secrets data

7 Are the statement TRUE or FALSE?

WD

Information security is a branch of computer security.

Computer security deals with unauthorized use of computers.

Computer security is processes and mechanisms.

Protection of digital services, equipment, and information is the main task for

computer security.

©O© 00 NO O1

All intruders have the only gain.
Some intruders do not have a special reason for breaking a computer security.
Computer security protects the whole Internet.
Nowadays computer security is important.

People cannot apply computer security to smartphones.

10 Computer security tells computers what they should do. ﬂ
11 Computer security is a unigue programme.

12 Security measures are useless.

8 Match the security goals with their definitions.

Confidentiality

Integrity

Availability

Authentication

Non-repudiation

Accountability

Reliability

A must inform B about all A’s actions and decisions, excuse for
them and suffer punishment in the case of wrong behaviour.

The information must be available when an individual needs it.
The computing systems store and process the information, the
security controls protect it.

People communicate with real people. People can access true
information about other people. Do you really communicate
with whom you think you communicate?

It is the property that information is not available to
unauthorized individuals or processes.

People cannot modify information in an unauthorized or
undetected manner.

Individuals and businesses must follow the conditions and terms
of a contract.

The existence of information and correction of errors in
information that people store and transmit.
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GRAMMAR

9 Regular and irregular verbs. Study the information.

Regular verbs
1 The normal rule is to add -ed.
work —worked  start — started

2 If the verb ends in -e, add -d.
live — lived love — loved

3 If the verb has only one syllable + one vowel + one consonant, double the
consonant.
stop — stopped  plan — planned

4 If the verb ends in a consonant + -y, change the -y to -ied.
study — studied  carry — carried

There are many common irregular verbs.

10 Put regular verbs into the Past Simple form.

1 We that device in our laboratory last week. (test)
2 He foreign articles in his course work. (use)

3 My friend me yesterday. (call)

4 The clock three days ago. (stop)

5 When I was five, | ice-cream. (like)

6 Students the task 5 minutes ago. (finish)

7 Last year scientists their innovative idea. (realize)
8 Alexander G. Bell the telephone. (invent)

9 Two years ago he to give up smoking. (try)

10 In 1960s the first communication satellite on the orbit. (appear)
11 Three months ago | with my parents. (live)

12 Media our life greatly. (influence)

11 Putirregular verbs into the Past Simple form.

1 Yesterday Robert in the library. (be)

2 you at the conference last Wednesday? (be)

3 John at the lecture ten minutes ago? (be)

4 We three lessons yesterday. (have)

5 Richard two mistakes in his test last week. (make)

6 The teacher us five minutes to revise the words before the dictation.
(give)
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7 In 2012 my parents and | to Greece. (fly)
8 When | a schoolboy | part in sport competitions. (be;
take)
9 Two days ago Jack a letter to his English penfriend and
it. (write; send)
10 Alex about this meeting and he his groupmates about it.
(know; tell)
12 Complete the tables.
Base Past Past Base Past Past
form Simple  Participle form Simple  Participle
fell speak
draw Knitted
saw keep
come give
began ran
be send
studied swam
write sleep
get thought
went wake
bring catch
flew made
ride stay
sold paid
live do

13 Complete the text with a verb from the box in the Past Participle form.

travel be meet hunt be have
ride be see live be do
My grandfather is 100 years old, and he has (1)
a long and interesting life. He has (2) a lot,
especially in the Far East. He has (3) the Taj

Mahal in India, and the Pyramids in Egypt. He has (4)
lions in Africa, and has (5) a camel

across the Sahara Desert. He says that the most beautiful

place he has (6) to is Kathmandu in Nepal. He
has (7) the Queen on several occasions. In 1959
he was a soldier in New Zealand when she came to visit, and
in 1972 he went to a garden party at Buckingham Palace.
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He has (8) married twice. His first wife died when she was 32. He met
his second wife while he was travelling round France by bike. He and his wife,
Eleanor, have (9) married for 50 years, and they have (10)

in the same cottage in the country since they got married. He says that he has never
(11) il in his life. The secret of good health, according to my
grandfather, is exercise. He goes swimming every day. He has (12) this
since he was a boy. He also has a glass of whisky every night! Perhaps that is his
secret!

14 Do the crossword puzzle.

Across Down
3 past participle of bring 1 past participle of hurt
5 past participle of stick 2 past of choose
8 past participle of sing 3  past participle of be
10 past of eat 4 past participle of take
11 past participle of feed 6 past participle of understand
12 past participle of shake 7  past participle of sit

16 past participle of sell 9 past participle of go
17 past participle of read 13 past participle of hear
18 past participle of leave 14 past participle of swim
20 past participle of meet 15 past participle of write
21 past of draw 19 past of go

24 past of drink 22 past of pay

25 past of fly 23 past of win

26 past participle of stand
27 past participle of make

1
— . i
5 6
______ L :
10
11
12 13
14 15 16
1/ 18
19
20 21 22
23 24 ‘
e B
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MORE WORDS AND PHRASES TO KNOW

conditions and terms — yciioBust ¥ CpoKH (JI0roBopa)
conference — koHpepeHIIUs, COBEIIaHUE

consonant — coryiacHbIH 3BYK, COTjlacHas OykBa

double — ynBouts

email scan — ckaHUpOBaHKE IICKTPOHHON MOYTHI

evil — 3moii

excuse for — onpaBnanue s 9ero-auodo

existence — cymiecTBOBaHHE

experience — omsIT

give up smoking — mepectathb («OPOCUTH») KYPHUTH

greatly — upe3BbIuaiino, oueHb

guard — CTOpOXHTb, OXpaHITh; KapayIuTh

illegally — He3akonHO

keep a secret — xpaHUTb CEKpeT

law — 3akoH

main — 0OCHOBHOM

maximum financial gain — makcumainbsHasi pruHAHCOBasT IPUOBLITH
means — cpezcTBo, criocob (pl means)

occasional — ciyuaromuiicst uHOTAA, HEPETYJIIPHBIT

on occasion(s) — uHoraa, MpM cirydae

realize — ocymecTBasATh (3aMmblcen, meumy), TOCTHTaTh (yeu)
ruin — rudemnb, KpyuieHue; pa3opeHne, Kpax

revise — MoBTOPSITH U3yUCHHBINA MaTepHal

satellite — cyTHUK

security controls — metombl, cpeacTBa odecreucHus: 0€30IaCHOCTH
shy — 3acTeHYMBBIN, CTECHUTEIBHBII

suffer punishment — monecT Haka3aHue

the Far East — ctpanbl BocTouno#t Asum, Bkirouas Kwurait, SImonuio, MHmoHE3MI0
Ceepnyto u IOxnyto Kopen

useless — 6ecriosie3HbIN

vowel — rnacHslif 3BYK, rilacHas OyKBa
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2b INTERNET SECURITY & NETWORK SECURITY

VOCABULARY

1 Read and learn the words and phrases.

optical networking technology
the World Wide Web (WWW)
a website and a webpage
HyperText Markup Language (HTML)
hypertext link
internet security

insecure channel for
exchanging information
intrusion and fraud
disrupt computer operation
local area network (LAN)
campus area network (CAN)
wide area network (WAN)
network security
denial of service (DoS)
zero-day attack
data interception and theft
handle sth
intrusion prevention system (IPS)
virtual private network (VPN)
remote access

2 Match the synonyms.

OIITHYECKas CETeBasi TEXHOJIOTHS
Bcemupnas naytuna
BeO-CaliT 1 BeO-CTpaHHIIa
SI3BIK TUTIEPTEKCTOBOM pa3MeTKH
TUIIEPTEKCTOBAs CChLIKA
0€301acHOCTh pabOThl B MHTEPHETE
HeOe30IMacHbIN KaHaJl IS

oOMeHa nHpopManuen
BTOP)KCHHE U MOIIICHHUYECTBO
HapylmaTh paboTy KOMIbIOTEpa
JIOKaJbHas CETh
KaMITyCHasl CETh
riao0anbHas CeTh
0€e30IMacHOCTh CETH
OTKa3 B 00CITy>KHBaHUU
yS3BUMOCTh HYJIEBOT'O JHS
MepexBaTr U Kpaka JJaHHBIX
HMETB JIEJIO0 C YEM-JIHO0
CHUCTEMa MPEI0TBPAIICHHS BTOPKCHUI
BHUpTYyajbHas YacTHAs CETh
YAAIEHHBIA TOCTYII

activity access
catch channel
communication computer
connection data / information
facts denial
far disrupt
help handle
interrupt interception
machine link
manipulate operation
opportunity/right private
personal remote
refusal service
stealing theft
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3 Use the words to make 12 phrases.

a website networking webpage
data and a Web
denial security and network theft
disrupt channel for exchanging technology
HyperText and system
insecure computer service
internet interception and security
intrusion Wide operation
intrusion Markup network
optical prevention Language
the World of information
wide area fraud

4 Match the terms 1 — 8 with their definitions A — H.

campus area network (CAN)

denial of service (DoS)

HyperText Markup Language (HTML)
intrusion prevention system (IPS)

local area network (LAN)

virtual private network (VPN)

wide area network (WAN)

World Wide Web (WWW)

A It is an information space where documents and other web
resources can be accessed via the internet.

CO~NOoO Ol WN -

B It is the standard markup language for creating webpages and web
applications.

C It is a computer network that interconnects computers within a
limited area such as a residence, school, laboratory or office
building.

D It is a computer network made up of an interconnection of local area
networks within a limited geographic area.

E It consists of several computer networks that connect over the internet.
F It is an attempt to make a machine or network resource unavailable to its
users.

G It is a device or software application that monitors a network or systems for
malicious activity.

H It is used by some workers to connect using a computer to do work — they can
check their work email and see work websites which cannot be seen on the
normal internet.
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READING

5 Read and translate the information about internet security & network
security.

Internet Security & Network Security

The internet is a global system that consists of millions of private,
public, academic, business, and government networks. They are
linked by electronic, wireless, and optical networking technologies.
The history of the internet began with the development of electronic
computers in the 1950s. Tim Berners-Lee from the UK created
the World Wide Web (or ‘the Web”) in Switzerland in 1989.

The Web is the part of the internet that contains websites and webpages. Webpages
are mostly text, images, and links to other web pages. Most webpages are in
the HTML format. Websites consist of pages that are linked by hypertext links.
People use web browsers to find and look at websites on the internet.

Internet security is a branch of IT security that is specifically related to the internet.
The internet is an insecure channel for exchanging information. It leads to a high
risk of intrusion or fraud. Different threats can disrupt computer operation, gather
sensitive information, or gain access to private computer systems. We use diverse
methods to prevent, detect and remove threats and to protect the transfer of data.

A computer network is a system of interconnected computers. The main types
of computer networks are the following:
e local area networks: the computers are geographically close together (in the
same building);
e campus area networks: the computers are within a limited geographic area,
such as a campus or military base;
e wide area networks: the computers are farther apart. We use telephone lines
or radio waves to connect them.

Many network security threats today are spread over the internet: spyware and
adware, worms and viruses, Trojan horses and denial of service, hacker and zero-
day attacks, data interception and theft. Network security refers to any activities to
protect a network. These activities protect the usability, reliability, integrity, and
safety of the network and data. Effective network security targets different threats and
stops them from entering or spreading on the network.

A system administrator typically handles internet security and network security.
Security components often include:

antivirus and antispyware;

firewall, to block unauthorized access to the network;

intrusion prevention systems, to identify fast-spreading threats;

virtual private networks, to provide secure remote access.
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Answer the following questions.

What is the internet?

What does the internet consist of?

What are networks linked by?

When did the history of the internet begin?
Who is the creator of the World Wide Web?
What is the Web?

What is a webpage?

What is a website?

°

Are the statements TRUE or FALSE? Prove your answer.

A LAN means the computers that are in different parts of the world.

People should update the software.

Computer security is a branch of internet security.

Network security helps different threats to enter the network.

A system of interconnected computers makes up a computer network.

We use the internet because it is a very secure way of exchanging information.

To describe the computers that are within a military base we use the term ‘CAN’.
There are Trojan horses as the only network security threat on the internet.

People use the internet and they don’t have any problems like fraud or intrusion.
VPNSs block IPSs.

A WAN means the computers that are in a wide square area.

We use malicious software to prevent, detect, and remove viruses and worms,
Trojan horses and spyware.

Protection of integrity, reliability, safety, and usability of the network and data is
the main goal of the network security.

A zero-day attack is an example of many network security threats.

Look at the three pictures and say which of them is an example of a LAN, a

CAN, and a WAN.

1 2 3

Building 2

Building 1
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GRAMMAR

9 Past Simple. Study the information.

Be in the Past Simple

Positive | / He / She / It was lucky. We / You / They were lucky.

Negative | / He / She / It wasn’t lucky. | We / You / They weren’t lucky.

Question Was | / he / she lucky? Were we / you / they lucky?
Short answer | Yes, lwas. No, | wasn’t. | Yes, we were. No, we weren’t.

Positive
arrived
| / He / We went yesterday.
Negative
| /He / We didn’t (= did not) aré’ (I)VG yesterday.
Question
When did I/ he/we arrive ?
go

Short answer

Yes, | did. No, | didn’t.

Yes, he did. No, he didn’t.

Yes, we did. No, we didn’t.

We use the past simple for:

e an action that occurred at a definite time in the past;
They spent their summer holidays in Italy last year.

e actions that happened in the past, one immediately after the other;
She locked the door behind her and took off her shoes.

e Habits or states which are now finished.
Mr Smith worked in a bank when he was younger.

Time expressions we use with the past simple include: yesterday, ago, last, in 2000.
| got home about an hour ago.

10 Complete the sentences with was, were, or did.

1 1 il 1 not go to work yesterday.
2 Tom not in his office yesterday. He not go to work.
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A: Mr Smith in his office yesterday?
B: Yes, he :
A: you talk to him about your project?
B: Yes,I . He answered all my questions. He very
helpful.
A: you at the meeting yesterday?
B: What meeting?
A: you forget about the meeting?
B: Yes, |
Put the verbs in brackets into the Past Simple form.
Tina and | (go) shopping last Monday. We (go / not)
shopping yesterday.
Jane (get up) at 8 o’clock. She (get up / not) at seven
o’clock.
I (go) to bed early last night. I (finish / not) my
homework.
Sue (read) a magazine yesterday evening. She (watch /
not) TV.
The weather (be / not) cold last week, but it (be) cold
yesterday.
It (rain / not) long last Sunday. The rain (stop) after a
few minutes.
I (stay) home last night. I (go / not) to the cinema.

I (write) a message to my girlfriend yesterday, but she

(answer / not).

Mike ... (come / not) to classes yesterday.

101 (go) to the cinema last night, but | (enjoy / not) the
film. It (be / not) very good.

Write questions. Give short answers.

Example: | walked yesterday. — Did you walk yesterday? — Yes, | did.

| had a cup of tea this morning.

Olga studied English at school.

It didn't rain last week.

| ate lunch at the cafeteria.

Mike didn't go out last week.

| saw Sam at dinner two days ago.

Alex and | went to a party last night.

We didn't do our homework last night.

| didn't speak English when | was 5.

| bought a new MP3 player three weeks ago.
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13 Ask questions to the words in bold. Use question words in brackets.

1 | had an exam two days ago. (When)
2 | went to the park yesterday afternoon. (Where)
3 | watched an interesting film last night. (What)
4 The film started at 7:20. (When)
5 | bought my bag in the city centre. (Where)
p= 6 | came to London five weeks ago. (When)
7 | had three entrance exams. (How many exams)
8 | was absent from lessons because | was sick.
(Why)
9 | lived in a hostel before | found a flat. (Where)
10 | took the bus to the university. (How)

14 Correct a mistake in the sentence.

Best Friends!!

1 She didn’t saw my grandma.
2 The police catched them.

3 Many people dieed in the earthquake.
4 Did she walked alone?

5 Samand I was best friends.
6

7

8

9

1

He losted his job.
| goed to my friend yesterday.
My father tryed to repair his car yesterday afternoon.
Sarah weren’t happy last year.

0 She didn’t sold her house.

15 Fill in the sentences with in, when, ago, or last.

1 Saturday evening we went out to the
concert.
2 the afternoon, we went for a walk.
3 we got home, we listened to music.
4 | bought a car a few weeks :
5 | didn't go home weekend Dbecause
some friends came to stay.
6 | found a flat on my own year.

. * 7 | saw an accident night.

8 | left school three years :

9 1 was bornin Tomsk 2000.

10 My parents moved back to Tomsk

five.
11 We got up late Sunday morning.
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MORE WORDS AND EXPRESSIONS TO KNOW

accident — HecuacTHBIN CiTy4Jaii

are linked by — coemunens! mocpeacTBOM (TIPU TTOMOIIIH)
are spread on the internet — pactpocTpaHeHbI 110
attempt — moneITKa

be absent — orcyrcTBOBaTH

building — 3nanue

cannot be seen — He MOTyT OBITh YBUICHHBIMU
earthquake — semierpsicenne

helpful — mone3ubIit; rOTOBBIN TOMOYb

go for a walk — xoauTh; HITH MENIKOM; TIPOTYJTUBATHCS
Image — u3o0pakeHne

information space — nadopMaIMOHHOE IPOCTPAHCTBO
Interconnection — B3auMOCBsI3b

lead to a high risk of — BecTu k BEICOKOMY PHCKY
markup language — si3bIk pa3MeTKH

military base — BoeHHas 0a3a

ON My OWN — OJIMH, OJTHA

radio wave — pagnoBoJiHa

resource — pecypc

Sir Timothy John Berners-Lee — c3p Tumotu [IxoH bepuepc-JIuG OpuTaHCcKwmii
YYEHBIN, cO37aTelIb BceMupHOU mayTUHBI

software application — npukiagsoe 1O
specifically — ocobenno

system administrator — cucteMHbIl aIMUHUCTPATOP
target — nanpasiATh, IIpeIHA3HAYATD

unavailable — nemoctymHbIH

usability — mpakTruHOCTH

weather — morona

web application — Beo-mpunokenue

web browser — 6Gpaysep

within a limited geographic area — B mpenmenax orpaHuyYeHHO#N reorpaduvecKoit
obnactu
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2c COMMUNICATIONS SECURITY (COMSEC)

VOCABULARY

1 Read and learn the words and phrases.

communications security (COMSEC)
maintain

for public use
voice

text message

hit a send button
advertiser

treat

view

compromise
doubt

case

by the way
certain

privacy policy
from time to time

KOMMYHUKAIIMOHHAs 0€30M1aCHOCTh
MOJIICPKUBATH, COXPAHIThH

JUTS OOILECTBEHHOTO MOJIb30BAHUS
rojoc

TEKCTOBOE COOOIICHHE

Ha)XaTh Ha KHONKY «OTIIPaBUThH)»
peKiIamoaTellb

oOpaiarbcs

OCMaTpHUBaTh

CTaBUTb MO YTPO3y

COMHEHHUE

CiIydan

KCTaTH

onpeaeIEHHbIN

MOJIUTUKA 3alUTHl IEPCOHATBHBIX JAHHBIX
BpEMsI OT BpEMEHH

make an effort mneITaThCs
notify yBemomisITh
agency areHTCTBO
happen mnpoucxoauTh
2 Make 8 phrases from the words.
a an button by
communications effort for from
hit make message policy
privacy public security send
text time time the
to use way
3 Match the terms with their definitions.
| advertiser agency case effort voice

a an attempt to do something
b acompany that advertises things
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a business that provides a service
a particular situation or example of something
the sounds that you make when you speak or sing

button communications doubt policy security

oQ —h

a switch that you press to control a piece of equipment

when you are not certain about something, or do not trust someone or something
protection of a person, building, organization, or country against threats such as
crime or attacks

a set of ideas or a plan of what to do in particular situations that has been agreed
by a government, business, etc

the different ways of sending information between people and places, such as
post, telephones, computers, and radio

certain compromise  maintain notify treat view

~ T o0 S 3 — X
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to watch something

to have a harmful effect on something

to officially tell someone about something

to make a situation or activity continue in the same way

to behave towards or deal with someone in a particular way

used to refer to a particular person or thing without naming or describing them
exactly

Choose the correct word to complete the sentences.

The army happened / maintained / notified order in the region.
You should happen / maintain / notify the police if you are in a real accident.
What happens / maintains / notifies if we can’t get enough tickets?

Jessie has a beautiful singing treat / view / voice.
They were able to treat / view / voice the city from a helicopter.
They treat / views / voice her like one of their own children.

An advertiser / agency / case is a person or company that advertises things.

An advertisers / agency/ case is a business that provides a service.

We usually ask for references, but in your advertiser / agency / case it will not be
necessary.

10 1 have some certain / compromises / doubts about his ability to do the job.
11 Sensational media coverage seriously certain / compromised / doubt the trial.
12 The museum is only open at certain / compromise / doubt times of the day.
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READING
5 Read and translate the information about communications security.

Communications Security (COMSEC)

& Communications security (or simply COMSEC)
prevents unauthorized access to
telecommunications. Its goal is to maintain the
¥ confidentiality, integrity, and availability of
information during transmission. This
¥ information is not for public use.

7 g COMMUNICATIONS SECURITY

COMSEC protects classified and unclassified

information on  military  communications

' N network. It includes data, voice, and video. It is

used for both analogue and digital applications, and both wired and wireless links.

COMSEC also involves some electronic communications such as email, text
messages, posts on social media websites and using smartphones.

Email. When you hit the send button, nobody knows who may have access to the
contents. If a person receives it, he/she may distribute it to any number of people. The
service provider may scan the email contents. Advertisers can target you. Hackers
and other people can intercept it as well.

Text message. Treat text messages, as you email. Once again think and double check
before you hit the send button. When you hit the send button, any number of people
can view the information. The wrong phone number can also get the information.
Think before you send a text message. The information can compromise your
personal, family, or business’s security. If there is any doubt, do not send.

Social media. Posting personal information online can be dangerous. Usually we
want some information to be only accessible by our ‘friends’, but in some cases other
people can view it. Who are your ‘friends’ by the way, do you know? Certain social
media sites update their privacy policies from time to time. They do not make
much of an effort to notify users. This can change who access your information.

Smartphones. Smartphones are not secure for the common user. You must know that
every call is intercepted and the contents of the call are possibly stored somewhere.
The agencies cannot listen to everyone,
because there are simply too many calls.
However, the information is stored, and if
something happens later, they may access
some calls. Keep your smartphone password
protected, so no one can access it.

Stop and think about Who, What, When, and
Where, when you communicate with someone.
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Fill in the gaps. Use the information from the text if necessary.

COMSEC is used for analogue and applications.
Smartphones are unsecure for the user.

COMSEC prevents access to telecommunications.
Sometimes certain sites their privacy policies.

COMSEC protects unclassified and information.

People can receive and distribute the email of other people.
COMSEC is used for wired and links.

The basic components of communications security are the confidentiality,
, and availability of information.

Are the statements TRUE or FALSE?

COMSEC deals with unauthorized access to telecommunications.

The CIA of information during transmission is the main aim of COMSEC.
COMSEC protects only classified information.

Information on military communications network can include voice, video, and
data.

People may distribute your email to other people.
Advertisers and hackers cannot intercept your email.
People should be careful when they send text
messages.

People can view your text message when you hit a
send button.

Posting personal information online is safe.

Social media sites always notify their users about
updates.

Smartphones are secure for all people.

Agencies listen to every call.

Use the text to write the synonyms instead the words in italics.

The aim of COMSEC is to maintain the confidentiality, integrity, and availability
of information during transmission.

COMSEC protects classified and unclassified information on martial
communications network.

COMSEC on military communications network involves data, voice, and video.
COMSEC contains some electronic communications.

Hackers and other people can get the email contents of other people.

Posting personal information online can be risky.

The agencies cannot listen to every call, but the information is stored.

The contents of all our calls are possibly kept somewhere.
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GRAMMAR

Present Perfect. Study the information.

We form the Present Perfect with have/has and Participle 11 of the verb.

I h finished the course work.
Positive | We/ You/ They ave seen the film before.
He / She / It has written the presentation.
I have not finished my course work.,
Negative | We/You/They | (haven’t) seen the film before.
has not . :
He / She / It (hasn’t) written the presentation.
H I finished the course work?
Question ave we / you / they seen the film before?
Has he /she / it written the presentation?
Yes, | have. No, | haven’t.
Short answers Yes, they have. No, they haven’t.
Yes, he has. No, he hasn’t.

We use the present perfect for:

Time expressions we use with the present perfect are: just,

an action that happened at an unstated time in the past. The emphasis is on the
action; when it occurred is unimportant or unknown.

| have washed the dishes.

Natalie has been to France twice.

an action which started in the past and continuous up to the present, especially
with stative verbs such as be, have, like, know, etc.
He has known me for six years.

a recently completed action.

| have (just/already) finished my essay. I> Prassnc

Perfect
Tense

Personal experiences or changes.
She has put on five kilos.

already, yet, for, since, lately, recently, so far, ever, never.

Already is used in statements and questions (to suggest surprise).

| have already spoken to Ann. Have you finished cooking already?

Yet is used with the present perfect in questions and negations.

Have you paid the bill yet? Steven hasn’t finished work yet.
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Open the brackets and put the verbs into the Present Perfect form.

I (see) this film twice. Let’s see another film.
Pete (lose) his keys. He is not able to come into his flat.
John works hard. He (write) three reports on Physics since Monday.
Who is that lady? | (never / see) her before.
I don’t know Jake. I (never / meet) him.
(you / phone) your mother yet? She asked me to remind you.

How much of your course work (you / do) yet?

I’'m looking for Sam. (you / see) him?
(you / hear) about the new album of this rock band? — |
(hear) it’s very popular.
[A]Excuse me. (someone / leave) this bag here? [B]I don’t know. I
(not / notice) it until now.

Choose the right variant to complete the sentence.

I HAVE LIVED
IN PARIS
FOR 10 YEARS

| have known you for / since you were born.

Our parents have known each other for / since 10 years.
| have studied English for / since the second grade.

We have been good friends for / since many years.

| have played tennis for / since ten years. | have won
many competitions.

We’ve been awake for / since 6 o’clock this morning.
Sam has lived in Tomsk for / since 2013.

Fill in the sentences with the right adverb just, already, or yet.

[A]Do you know where Justin is? [B]He has gone. (= a short period
of time ago)
[A]Do you know where Justin is? [B]He has gone. (= a long period

of time ago, before you expected)
Emily and Jack haven’t come

[A]Are Karl and Sam here? [B]Yes, they have come. (= a short
period of time ago)

[A]Have you read this book ? [B]No, I’m still reading it.

[A]What time is Jake coming? [B]He has come. (= a long period of
time, before you expected)

[AJl haven’t read this book . [B]You should read it, it’s very
interesting.

[A]Where is Richard? [B]I’ve seen him in the corridor. (= a short

period of time ago)
[A]Have you finished your project? [B]No, I haven’t. I haven’t even started it
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10 [A]Jake, this is Mary. [B]Yes, | know. We have met. (= a long
period of time, before you expected)

13 Rewrite the following sentences into the
Present Perfect form. Use correct adverbs.

| am learning a new grammar rule.

Jane is telling them an interesting story.

Are you watching the news?

The students are writing an essay.

| am writing my course work.

Pete is not translating an article from
English.

The teacher is explaining the new material.
We are buying the new equipment for our laboratory.

Is Susan making a new dress for the graduation ceremony?
10 Kate is cleaning her room.

11 1| am eating my breakfast.

OOk WN PR
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14 Complete the sentences using the Present Perfect (negative) + today, this
morning, this year, this semester etc. as in the example.

Example: | saw Kate yesterday but | haven’t seen her today.

Cary studied hard last semester but

It rained a lot last autumn but

The company earned much money last year but

Our college basketball team won many games last season but
| read all the email messages yesterday but

We won the competition last year but

Sarah watched a film last week but

George cooked dinner for his family yesterday but

We prepared two course projects last term but
4 | have yet finished my homework.

5 You have ever been to Spain.

@
E n 11 Sh 6 Our team hasn’t already developed a new project.
7 | haven't eaten sushi for I lived in Japan.
8

She has been a student since too long.

O©OooO~NOoO Ol WN -

15 Correct the following sentences.

1 I've lived here since ten years.
2 I've studied English for 1998.
3 I've known her since a long time.
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MORE WORDS AND PHRASES TO KNOW

accessible — oocmynnwiii

activity — 3ansaTue; 1eATeIbHOCTD; 0KUBICHUC
agreed by a government — coryiacoBaHHbIH IIPaBUTEILCTBOM

are stored — xpansrcs
attempt — monbITKa

availability — nocrynmaoCTB

both... and... - u... u...

competition — cocts3anue, COpeBHOBaHHE
confidentiality — koHduaCHIIHATEHOCTD
coverage — pernoprax

emphasis — ocoboe BHUMaHKE

essay — o4epK, COUMHEHHE

grade — kiacc (B 1mKose)

graduation ceremony — repeMOHUS BpyUYCHHSI TUTIIOMOB
harmful — BpenubIii

helicopter — Beptonér

integrity — 4eCTHOCTD, IPUHIMITHAILHOCTD

IS intercepted — mepexBaTbIBaeTCs

IS used — ucnomb3yercs

look for — nckare

military communications network — cetb BOGHHBIX CPEICTB CBSA3U
OCCUr — CITy4aThCsl, TPOUCXOIUTh

order — mopsA0K; MpUKas

particular — koHKpeTHBIN, 0COOCHHBIH; 0COOBIH, 3aCTyKUBAIOIINH BHUMAHNE

prevent unauthorized access — npeoTBpaiaTh HECAaHKITAOHUPOBAHHBIN TOCTYIT

provide a service — npeaoCTaBiIATh YCIyTy
references — pekoMeHgaIMu

statement — yrBepauTENbHO NPENTOKEHUE

stative verb — riraron cocrosiHus, cTaTaabHBIN IJ1aroJI, CTATUBHBIN IJ1aro

unstated time — HeyCTaHOBIIEHHOE BpeMsI
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2d MOBILE SECURITY

VOCABULARY

1 Read and learn the words and phrases.

mobile security
employ

means

arrange
transmit

broad term
cover

reduce a risk
authenticate
restrict access to
undoubtedly
inadvertently
basic advice
make sure

check the ratings
figure out a reason
permission
common sense
cautious
encounter

0€30MacHOCTh MOOMIIBHBIX YCTPOUCTB
UCIIOJIb30BaTh; HAHUMATh

CPEICTBO, CIIOCO0
CUCTEMaTU3UPOBATh

repeaBaTh

o0111e€ NOHATHE

BKJIIOYAThH B ce0s

YMEHBIINUTh PUCK

YAOCTOBEPSIThH

OTrpaHUYMBaTh AOCTYII K
HECOMHEHHO

HEYMBIIIUICHHO

OCHOBHOM COBET

YAOCTOBEPUTHCS, YOS AUTHCS
IIPOBEPUTH PEUTHUHT

MOHUMATh PUYUHY

paspenieHue

3PaBbIM CMBICII

OCMOTPHUTEIIbHBIN, OCMOTPUTEIIbHBIN
CTaJIKMBATHCS C

2 Match the four mobile devices to their definitions.

smartphone tablet netbook laptop

o It is a computer that is small enough to be
carried around and used where you are sitting.

. It is a small laptop computer designed
mainly for using the internet.

o It is a mobile phone that can be used as a
small computer and that connects to the internet.
o It is a small, flat computer that is

controlled by touching the screen or by using a
special pen.
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11

12
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Choose the correct word to complete the sentences.

means / mobile security
We had no ... of communication.

permission / the ratings
He took the smartphone without ... .

encounter / figure out
I never could ... what she saw in him.

broad term / restrict
| ... myself to one cup of coffee a day.

basic / cautious
She is ... about lending money to anyone.

access / advice
She asked me for ... about mobile security.

transmit / undoubtedly
Itis ... one of the best netbooks of the year.

Inadvertently / Make sure
... he’s honest before you lend him your laptop.

common sense / cover
The books ... European history from 1789 — 1914.

reason / reduce a risk
Is there any particular ... why he doesn’t want to come?

employ / security
Companies ... tactics to persuade us to buy their tablets.

arrange / authenticate
They used different tests to ... the claim that the skeleton was two million years
old.

Find the English equivalent to the word or phrase.

rpaduYeCcKuil K0
OMOMETPUYCCKHI CUNTHIBATEIIh
JIUYHBIN ONO3HABATEIBHBIA KOJI
apoJib

CKaHep OTIevYaTKa majblia
CKaHEp CEeTYATKH TJia3a

personal identification number (PIN)
pattern screen lock

password

fingerprint reader

eye scanner

biometric reader

= DO O O T Q2
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READING
5 Read and translate the information about mobile security.
Mobile Security

Nowadays, more and more users and businesses
employ smartphones, tablets, netbooks, laptops, and
other mobile devices as communication tools. People
also use them as a means of planning and organizing
their work and private life. These technologies are the
source of new risks. These devices collect and
arrange  muchsensitive information. Access to them
must be controlled to protect the privacy of the user and
the intellectual property of the company.

Mobile security involves protecting both personal and business information. People
store and transmit it from smartphones, tablets, netbooks, laptops, and other mobile
devices. The term mobile security is a broad one. It covers everything from
protecting mobile devices from malware threats to reducing risks. Mobile security
also deals with securing mobile devices and their data in the case of theft,
unauthorized access or accidental loss of the mobile device.

Mobile security refers to the means by which a mobile device can authenticate users
and protect or restrict access to data that is on the device. Mobile security studies the
using of passwords, personal identification numbers (PIN), pattern screen locks or
more advanced forms of authentication. They consist of fingerprint readers, eye
scanners and other forms of biometric readers.

Malware is undoubtedly a threat to mobile device owners. It is in apps and updates
that you must choose to install. If you are careful and you do a little research, you can
avoid inadvertently downloading something harmful. There are some basic pieces
of advice to keep your mobile device safe and secure from malware.

e Avoid unknown sources and do not install apps and games unless you are
certain it is safe.

e Make sure that you check the
ratings and read the reviews from
other users on each app and game.

e Try to figure out a reason why the
app or game need each permission,
and if you cannot, do not install.

If you apply some common sense and are a
little cautious, the risk of downloading
malware is minimal. Stay safe with a mobile
device and you will never encounter any
malware problems.
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6 Find the paragraphs in the text that tell about these things.

Malware
Basic advices Y 4
Staying safe /
Mobile devices /
Forms of authentication

The meaning of mobile security k

TmMmOoOm>

7 Answer the questions about mobile security.

What mobile devices do users and businesses employ?

Why is access to mobile devices important?

What does mobile security involve?

Why is the term mobile security broad?

What does mobile security also refer to?

What forms of authentication do you know?

What is a threat to mobile devices owners?

Is it possible to avoid downloading something harmful?

Why should we avoid unknown sources?

B . 0 How can the ratings and downloads of apps or games by

OEEn other people help?

11 Is it possible to stay safe with a mobile device? Why? Why
not?

12 What advice can you give to avoid malware?

MOBILE SECURITY
Your devi

ice is protected

P OoO~NO UL, WN B

8 Use the information from the text to complete the sentences.

1 M s deals with
accidental loss of the mobile device.

2 Mobile devices collectand a = much
sensitive information.

3 Mobilesecurityisa bt

4 Mobile security studies howto r
malware r_

5 You can avoid |

downloading harmful if you are careful.

6 ¢C____t _r__ and read review
from other users on each app.
7 Applysome c_ S and be

cautious when you employ a mobile device.
8 Stay safe with a mobile device and you’ll never
e malware problems.
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GRAMMAR

9 Past Simple & Present Perfect. Study the information.

Past Simple or Present Perfect

L~ \VS Bl SpeemaclN D &
/ Mike won many medals when /~ Ben s an athlete. He has won
' he was an athlete. (He is no many medals. (He is still an
longer an athlete. He is a coach. athlete. He may win some more
He cannot win another medal.) medals.)

10 Choose the correct variant.

Maggie gave / has given me a nice birthday present yesterday.

Sam just went / has just gone to the shop.

Helen didn’t write / hasn’t written to us last month.

Pamela wrote / has written a couple of letters yesterday morning.

Were you ever / Have you ever been to Italy?

My brother was born / has been born in 1998.

Did you meet / Have you met our new teacher yesterday?

| can see Peter. He just parked / has just parked in front of the house.

| broke / have broken my leg last summer when | fell down / have fallen down
the roof.

O©CooO~NoOolh~ WwWwN -

11 Explain the difference between of using past simple and present perfect.

1 1t (rain) yesterday.
The grass is wet and the road is dirty because it (rain).
2 | (call) Peter a month ago.

I (call) Peter two times today and
I’ll try again in the evening.

3 | (be) to London when | was 14.
[A] you ever (be) to
Cardiff? [B]Yes, I (be) there two |
times.
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4 1 (go) to Edinburgh last year.
I (be) to Belfast. This is a beautiful city.

12 Choose the best variant to complete the sentence.

1 Don’t worry about your letter. I it the day before yesterday.
A sended B have sent C sent
2 raining yet?
A Did it stop B Is it stopped C Has it stopped
3 My parents to the USA many times.
A have been B were C have being
4 We a holiday last year.
A didn’t have B haven’t had C hadn’t had
5 [A]Have you got any money? [B]Yes, | it from my brother.
A borrowed B have borrowed C did borrow
6 [A]Are you tired? [B]Yes, a little. | the ceiling today.
A have painted B painted C paint
7 Ican’t find my umbrella. I think somebody by mistake.
A took B takes C has taken
8 When | was a child, | late for school.
A have always been B was always late C had always been
9 [A]Where is Jane? [B]She the shops. She’ll be back soon.
A went B has gone to C has beento
10 My husband in the bank for three years since 2010 to 2013.
A has worked B had worked C worked
11 Mom her car keys, so we have to open the door by force.
A has lost B lost C losed
12 One of the passengers in that accident.
A has died B died C have died
13 My sister and her husband since last Christmas.
A were married B have married C have been
married
14 When university?
A had Jill B has Jill C did Jill graduate
graduated graduated
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Correct the mistakes.

Have you yet worked in an office?

He has been married since 10 years ago.

He wrote ten bestsellers already.

I have won three awards last year.

I haven’t played the guitar for I was nine.

Jack has broken his arm yesterday.

Melanie lived in New York since 2013.

Our teacher has gone to London twice.

She’s my best friend and I know her for ten years.
They has arrived a few hours ago.

Complete the sentences.

They got that flat twelve years ago / for / since.

They have lived there ago / for / since 2004.

Jill hasn’t been there ago / for / since three years.

Dad isn’t at home. He went to the work an hour ago / for / since.

He has worked for this company ago / for / since April.

Oh, John! As usual you are late. I’ve waited for you ago / for / since 11 a.m.
I phoned him two days ago / for / since.

We haven’t seen each other ago / for / since that evening at Mr. Grey.

I have never sailed again ago / for / since that journey.

Two years ago / for / since Derry bought a car.

I haven’t spoken to Mary ago / for / since Christmas.

[A]ls it snowing? [B]Yes, it started two hours ago / for / since.

Our family haven’t heard from him ago / for / since five months.

Mr. Pembroke doesn’t often mow the lawn. He hasn’t cut the grass ago / for /
since ages.

Put the verb into the correct form: past simple or present perfect.

David in a bar before going abroad. work
you ever in a big company? work
We to Paris three times. Next week we are going there gain. be
Where you on holiday last year? go
Our town is very different now. It a lot. change
What time you home? get
When | young | always jokes on my friends on April 1.
be /play
Jane in New York since she 12. live / be
Emma three different jobs since she from the university

and now she works in a bank. have / graduate
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MORE WORDS AND PHRASES TO KNOW

accidental loss — cayuaiinas moreps

application — npukiagHas KOMIBIOTEpHAs IporpaMma
apply — npumMeHsATH

biometric reader — OnomeTpruyecKuii IOKa3aTEIIb
ceiling — moTos10K

claim — 3asBnsiTh, yTBEpKIATh

couple — HeckombKO, Mapa

eye SCanner — CKaHep CCTYaTKu rjiasa

fingerprint reader — ckanep oTrneyaTka najibiia

force — cuma

graduate — okOHYUTH yueOHOE 3aBEICHUE, TTOJYUHTh JUILIOM
honest — OTKpOBCHHBIM, IPABIUBBIN, YCCTHBIH

in front — Boepeau

joke — aHekoT, 1IyTKa

lawn — nmy»aiika, ra3on

lend money to sb — naBath B3aiiMbI TEeHBIH KOMY-JIHOO
must be controlled — donoicen konmponuposamuvcs

more advanced forms of authentication — 6oiee ycoBepIIEHCTBOBaHHBIC
Pa3HOBUAHOCTH IIPOBCPKHU IMOIJIMHHOCTHU

MOW — KOCHTb

pattern screen lock — rpadudeckwmii kimroq

personal identification number — nuuHEIi OMO3HABATEIBHBINA KO/
persuade — yroBapuBaTh, yOS)K/1aTh

refer to — oTHOCHTBCS K

review — oT3bIB

sail — coBepiaTh MIaBaHKUe; YIPABIATH MAPYCHBIM CYTHOM
skeleton — ckener

SOuUrceé — ICTOYHUK

threat — yrposa

tool — uHCTpYMEHT, CPEACTBO

update — HoBast BepcusI
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2e EDUCATION CLIP: TUSUR
(TOMSK STATE UNIVERSITY OF
CONTROL SYSTEMS AND RADIOELECTRONICYS)

VOCABULARY

1 Read and learn the words and phrases.

leading engineering university
experienced and qualified
cooperate with

foreign

development

knowledge and skills

be in demand

modern society

establish

win (—won —won) a competition
nowadays

full-time education format
evening education format
extramural education format
native

dynamic and exciting life
various festivals and contests
sporting event

celebrate

wave a flag

2

1 aevw

2 eentyv

3 addemn

4 afmort

5 ginoprst

6 aadnoswy
7 abceeelrt
8 aceeooprt
9 acdeinotu
10 aael mrrtux
11 eiinrstuvy
12 eeeggiinrnn
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BEIyIINIA MHKEHEPHBIN YHUBEPCUTET
OTIBITHBIN ¥ KBATHU(PUIIMPOBAHHBIN
COTPYIHHUYATH C

WHOCTpPAHHBIH, 3apyOekKHBIHI
pa3BUTHE

3HAHUS U YMEHUS

MOJIb30BATHCS CIIPOCOM
COBPEMEHHOE OOIIECTBO
OCHOBBIBaTb, CO37aBaTh

BBIUTPHIBATH COPEBHOBAHUE

Tenepb, B HaIlle BpEMs

ouHas popma oOydeHuUs

BeuepHss (hopma o0ydeHus

3ao4Has hopma 00yueHus

pPOIHOM

JTMHAMHUYHAS ¥ 3aXBaThIBAIOIIAs )KU3Hb
pa3iryYHbIC MPA3AHUKU U KOHKYPCHI
CTIOPTHBHOE MEPOTPUSITHE
Npa3HOBATh

pa3BeBaTth (ar

Here the letters are according to the ABC. What words are here?




Antonyms
static 11
morning 12
boring 13
inexperienced 14
native 15
death 16
old 17
foreign 18
unqualified 19
lose 20

town / city / country.

it.

3 Complete the tables.
Synonyms
contest 1
progress 2
found 3
party 4
banner 5
information | 6
important 7
talent 8
people 9
diverse 10
4  Fill in the gaps with the correct word. Write the extra word.
development / foreign / native
1 Itis from another country. It is :
2 Itis the place where you are from. Itis a
dynamic / knowledge / life
3 Itisalot of information. It is
4 It is the time between a person’s birth and thelr death. Itis
celebrate / skills / win
5 People get a prize in a game or competition. They
6 People show that a day or an event is important. They
competition / contest / exciting
7 Itis a competition or an election. Itis a
8 People test their strength, knowledge and skill. It is a
experienced / qualified / wave
9 People pass exams or courses. They are
10 People have skill and knowledge. They are
flag / various / university
11 Itis a symbol of a country. It is a
12 It is a place where students study to get a degree Itisa
cooperate / establish / society
13 People start a company or an organization. They
14

People work together with someone to achieve the same aim. They
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READING

5 Read and translate the information about the university you study at.
Tomsk State University of Control Systems and Radioelectronics

Tomsk State University of Control Systems and
Radioelectronics is one of the leading engineering
universities in the Russian Federation. TUSUR
has experienced and qualified professionals,
professors and doctors of science.

The university cooperates with more than 20
foreign universities in education, research, and
development. Students get knowledge and skills

that are in demand in modern society. TUSUR is very proud of its graduates.

TUSUR is a young university. The university first opened its doors in 1962. In 2004 a
student business incubator was established at TUSUR. In May 2006 the university
won the competition in the national ‘Education’ project.

Nowadays 13 thousand students study at 13 faculties. There are three education
formats at the university: full-time, evening and extramural. The Faculty of
Distant Education gives the students an opportunity to study at the university and
work in their native cities and towns.

TUSUR students have a very dynamic and exciting life. At the university there are a
lot of clubs. A student can try dancing, sports, music or poetry. The university
organizes various festivals and contests: KVN, the beauty contest ‘Miss TUSUR”,
photo contests and sporting events. Every year TUSUR students celebrate Radio
Day (on 7 May). The students of the university go across the city, sing songs, wave
flags and hold balloons.

6 Answer the questions about TUSUR.

What is the full name of the university you study at?
Who are teachers of the university?
Do foreign universities cooperate with TUSUR?
Is TUSUR an old university?
When was TUSUR founded?
When was a student business incubator established?
How many students are there at TUSUR?
How can students get higher education at TUSUR?
What do TUSUR students do in their free time?

0 Do TUSUR students celebrate any special day?

P OooO~NOoO Ul WN -
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https://en.wikipedia.org/wiki/File:Tomsk_State_University_of_Control_Systems_and_Radioelectronics.jpg

7 TUSUR today. Match the numbers with words and expressions.

10 Bachelor’s degree programmes
26 Master’s degree programmes
30 Postgraduate degree programmes

41% of Students

80% of International students

more than 150 Academic & Research Staff

940 Spin-off companies

2 100 Pegional hi-tech product

11 000 University income comes from research

8 Match the names of TUSUR faculties and their Russian equivalents.

Faculty of Radio Engineering dakyIbTET HHHOBAITMOHHBIX

TEXHOJIOTUN

Faculty of Radio Design
KOpunnuecknii pakynbrer

Faculty of Computer Systems
Pannorexnuueckuil pakynbTeT

Faculty of Control Systems
PannokoHCTpyKTOpPCKHiA (paKyIbTeT

Faculty of Electronic Engineering

%[ 2] PI[DFR

@aKyabpTET IIEKTPOHHON TEXHUKHU

Faculty of Innovation Technologies
@aKyJIbTET CUCTEM yIIPABJIEHUS

Faculty of Economics DaKyabTET BHIYMCIUTENBHBIX

CHUCTEM

|

|
[ Y

Faculty of Human Sciences
['ymanuTapHsbIit pakyabTeT

Qe

Faculty of Law
@akynbTeT 0€30MACHOCTH

Faculty of Security
DOKOHOMUYECKUM PaKyJIbTeT

Faculty of Distance Learning

B

3a04HbBII U BeuepHUll aKkyIbTeT

Faculty of Extramural and Evening
Education

Faculty of Advanced Training
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GRAMMAR

9 Plurals. Study the information. Write the plurals of these nouns.

Nouns usually add -s in the plural: birds, shops, taxis, miles.

If the noun ends in -s, -ss, -sh, or -ch, it adds -es: buses, classes, wishes, matches.
If the noun ends in a consonant + -y, the -y changes to -i + -es: city — cities.

But if the noun ends in a vowel + -y, the -y doesn’t change: boy — boys.

Some nouns are irregular:
person — people, man — men, woman — women, child — children.

Example: key — keys

1 state 6 republic 11 language
2 person 7 bus 12 day

3 river 8 car 13 country
4 man 9 watch 14 child

5 town 10 party 15 woman

10 Putin a singular noun or a plural noun. Choose the nouns from the list.

child population engineer person day city
party sport river man game holiday

Example: Football is a game.
Ice hockey and biathlon are popular winter sports.

1 What’s your job? — I’m an :

2 Tomsk has a of about 600 thousand people.

3 The Ushayka is a in Tomsk. It divides [}
Tomsk into northern and southern parts.

4 Tomsk is one of the largest and oldest in
Siberia.

5 The president is quite popular. The like him.

6 There are four major political in Russia.

7 New Year’s Day and Defender of the Fatherland Day are winter

8 In Russia, normally start school at the age of seven.

9 A week has seven

10 Pilots are usually
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11 Give English equivalents of the following plural nouns. Mind the spelling
and pronunciation of the plurals.

Example: kapangammu — pencils

1 poaurenu 9 crpanbl 17 mecsua

2 IeTv 10 ropona (2 variants) 18 moesna

3 moau 11 nepeBHu 19 aBTOOYCHI

4 MYyKYUHBI 12 mops 20 Ttakcwu (plural)

5 KCHIIHUHBI 13 pexn 21 wuacsl (3 variants)
6 Opatrbs 14 anpeca 22 cnoBapu

[/  nmapTuu 15 nepksu

8 rocymapcTBa 16 npazgHUKH

12 Countable & Uncountable Nouns. Study the information in the table. Which
Is right? Complete the sentences.

Countable nouns have plurals, and can be used with a/an.
anidea—ideas aflag—flags a president— presidents

Uncountable nouns have no plurals, and cannot normally be used with a/an:
oil, gas, energy, culture, weather, water, etc.

Some nouns are both countable and uncountable.
| like coffee. I would like a (cup of) coffee.
She never eats cheese. I like soft French cheeses. (=kinds of cheese)

Example: Do you want achicken / chicken or fish? chicken is right

Would you like glass / a glass of water?

Three black coffees / coffee, please.

It’s fine weather / a fine weather today.

A sugar / Sugar is bad for our health.

Oil / An oil usually does not mix with water.

Swiss watch / watches are very expensive.

Could I have two tea / teas and a cup of coffee,
please?

8 Idon’tlike a tea / tea without milk.

9 Moneys / Money isn’t everything.

10 Maria Sharapova has got green eye / eyes.

11 Rock music / A rock music is quite popular in Russia.
12 Many people in Russia live in city / cities.

13 | like Russian literature / a Russian literature.

14 The Russian Federation is one of the largest producers of an oil / oil.

~No ok wnN -
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13 What are the things in the pictures? Write a ... of ... for each picture. Use
the words in the boxes.

Example: a cup of coffee

1 2 5
i ‘
6 7 8 10
[ :-'3 /
| bottle piece can slice bar glass eup loaf  sheet piece |

|wood paint bread chocolate bread eoffee juice milk paper cheese |

14 Some of these sentences are right but most are wrong. Correct the mistakes
where necessary.

Example: I’'m going to buy some flowers. OK
| like classical and rock musics. | like classical and rock music.

I don’t know these two mens.

| do not like such weathers.

I would like a glass of mineral water.

Denis is married and has two childs.

Would you like a chocolate?

Knowledge is power.

The city centre is usually full of tourist.

Do you know many persons in Tomsk?

How many universitys are there in Tomsk?

10 About 600 thousand peoples live in the city.

11 Tomsk has fine wooden and stone architectures.
12 There are nine higher education institution and fifteen research institute in Tomsk.
13 The coat of arm of Tomsk is a silver horse in a green field.

14 There are some factorys in Tomsk.

15 Tomsk is famous for its beautiful wooden house.

O©CoOoO~NOoO OIS, WN B
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15 Possessive ’s. Study the information. Rewrite these A with ’s, B with of the.

We use possessive ’s to show that something belongs to someone or something.
Is that Olivia’s bag? Show me James’s (OR James’) car.
| like Ann and Andrew’s flat.

We use ’s after a singular noun and ’ after a plural noun.
My parents’ home is in LA.

We use ’s with irregular plural nouns (e.g. children, men, people, women).
‘Cosmopolitan’ is an international women’s magazine.

We normally use possessive ’s for people. For things, places etc. we generally use
an of-phrase.

The address of the main building of TUSUR is 40 Lenin Prospect.

Washington, D.C. is the capital of the USA.

Example: his father + his job his father’s job
the room + its window the window of the room
A B

1 my friends + their home 1 the street + its name
2 his sister + her children 2 the problem + its cause
3 her children + their teacher 3 the town + its centre
4 women + their clothes 4 the faculty + its dean
5 the student + her name 5 the report + its title
6 John + his faculty 6 the tests + their results
7 the teacher + his office 7 Harvard University + its graduates
8 the professor + her lecture 8 MIT + its president
16 Some of the following sentences have a mistake. Correct them.

Example: What is the name of this town? OK
The name of her boyfriend is Mark. Her boyfriend’s name

1 Write your name at the top of the page.

The mobile number of my groupmate is

89095238677.

When is the birthday of your boss?

The film’s beginning is very interesting.

This is the daughter of Victor and Ann, Maria.

George Clooney’s wife is a lawyer.

Concord, California is Tom Hanks’ hometown.

The residence of the MIT president is Gray House in

77 Massachusetts Ave, Cambridge, MA.

The Faculty of Arts and Sciences is the largest

of the seven faculties of Harvard University.

10 Stanford University is one of the world’s leading teaching and research
universities.

N
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2f REVISION

VOCABULARY AND READING

1 Match the following English words with their Russian equivalents.

17 accountability J UEIOCTHOCTh, YECTHOCTD
18 theft I HEOTKa3yeMOCTh

19 integrity S BTOPKCHHE

20 interception t mepexsar

21 authentication U yBEIOMIISTH

22 reliability V  HapyIlarh

23 intrusion W JIOCTOBEPHOCTH

24 fraud X TOAJEpKUBATh, COXPAHATh
25 availability Yy CTaBUTH IOJ yIpo3y

26 permission Z MOIIECHHUYECTBO

27 maintain aa JOCTYITHOCTh

28 disrupt bb mommuHHOCTH

29 compromise CC pa3pelicHue

30 notify dd kpaxa

31 non-repudiation ee KOH(UICHIINATBHOCTD
32 confidentiality ff momoTuéTHOCTH

2 Match the words to make 16 phrases.

17 make an q intent
18 communications r security
19 hita S message
20 internet t send button
21 check the u policy
22 broad v effort
23 basic W security
24 text X term

25 reduce y arisk
26 network z advice
27 wide area aa security
28 malicious bb sure

29 privacy cc ratings
30 mobile dd sense
31 make ee security
32 common ff network
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Write the prepositions instead of the numbers in brackets.

We apply computer security (1) computing devices.
The internet is an insecure channel (2) exchanging information.

Attacks, spyware and adware, worms and viruses, Trojan horses and denial (3)
service, data interception and theft are spread over the internet.

Every person holds on some information that is not (4) public use.

Usually we want some information to be only accessible by our ‘friends’, but who
are your ‘friends’ (5) the way, do you know?

Certain social media sites update their privacy policies (6) time (7) time.

Mobile security refers to the means by which a mobile device can authenticate
users and protect or restrict access (8) data that is on the device.

Try to figure (9) a reason why the app or game need each permission.

SPEAKING

Read and translate the following topics. Discuss them in small groups.

Computer security has three main security goals.

The internet is an insecure channel for exchanging information.

Network security refers to any activities to protect a network.

Communications security prevents unauthorized access to telecommunications.
Mobile devices are a means of planning and organizing people’s work and life.

WRITING

Write an essay (10-15 sentences) about the IT security.

What does IT security mean?

What does IT security consist of?

What does IT security deal with?

What can you say about the history of IT
security?

Is IT security important today? Why/Why
not?

What university should people study to
become IT security specialists?

Is IT security for home users or
businesses?

How often do people use IT security?
Where do people use IT security?

Does IT security have a future?
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GRAMMAR

(o]

Circle the correct answer.

|

My best friend inherited / has inherited a lot of money last month.

We used / have used the same bank for the last ten years and don’t want to
change.

Did you pay / Have you paid back the money yet?

| took / have taken $100 out of the cash machine an hour ago.

Did you ever have / Have you ever had problems with a friend about money?
I called / I’ve called the bank yesterday and they are going to give us the loan.
The company didn’t give / hasn’t given us a pay rise last year.

When did she borrow / has she borrowed the money from you?

We only parked / have parked the car an hour ago but they’ve charged us for
two hours!

10 1 never owned / have never owned money to the bank.

N
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7 Complete the dialogues with the correct form of the verbs in brackets.

1 A How long you your camera? (have)
B Not long. | it about two months ago. (buy)
2 Al shopping at the new mall on Saturday. you there yet? (go,
be)
B No, | time yet. you anything? (not have, buy)
3 A My grandparents each other for 55 years — since they were eight years
old! (know)
B Where they ? (meet)
A At school. They in the class. (be)
4 AJim a new digital TV. It him a fortune. (just / get, cost)
B Really? | he any money. (think, not have)
A you ? He $10,000 on the lottery last week. (not hear, win)
5A you your homework yet? (do)
B Yes, | it this morning, on the bus to school. (do)

8 Choose the correct variant to complete the sentences.

Interviewer Today I’m talking to Harry Fox, the film director. Tell me, Harry, how
long were you / have you been a film director?

Harry Well, | studied / have studied film-making at university in the 1990s, and |
worked / have worked as a director for over 25 years now.

Interviewer What was the first film / has the first film been you made / have
made?

Harry A Prisoner’s Life in 2003, but | lost / have lost the only copy a year later
so nobody saw / has seen it since then! My first successful film was / has
been Always, which came out/ has come out in 2007.
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Interviewer And how many countries did you visit / have you visited ? Did you
make / Have you made films outside Britain?

Harry | didn’t work / haven’t worked in many countries — only Britain, Germany,
and Italy. Last month | flew / have flown to Berlin and spent / have spent
two weeks filming there.

Interviewer When did you go / have you gone to Italy?

Harry 1In 2015.1 wanted / have wanted to make a TV documentary called North
and South, about regional differences in Europe, and | drove / have driven all
the way from the Alps to Sicily.

Interviewer What are the best things about your jobs?

Harry The travel and the people. | travelled / have travelled all over the world,
going to film festivals and so on. And I met / have met some great people.

Interviewer Did you start/ Have you started any new projects recently?

Harry Yes, last week | signed / have signed a contract for a new film set in
China.

Interviewer Well, thank you, Harry — it was / has been very interesting talking to
you ...

9 Present Simple, Past Simple, or Present Perfect. Put the verb in brackets in
the correct tense.

John Tilde
John Tilde is a politician. He (1) (go) to Oxford University in 1995, and in
2002 he (2) (become) a Member of Parliament. He (3) (be) an MP since
then. He (4) (be) Defence Minister from 2009-2015.
He (5) (write) three books, including his autobiography The Time of my Life,
and a spy story called The Time to Run.
He is married to the artist Edna Tilde, and they (6) (have) two children. They
(7) (live) in Oxford for 10 years, then (8) (move) to London in 2015.
They now (9) (live) in a house in Cadogan Square in Central London. He (10)
(be) happy.
10 Write the questions about John Tilde.
1 What ? —He’s a politician.
2  When ? —In 1995.
3 When ? —1n 2002.
4 How long ? — Since 2002.
5 When ? —From 2009 to 2015.
6 How many ? — Three.
7 he ever a spy story? — Yes, he has. It’s called The Time to Run.
8 What ? — She’s an artist.
9 How many ? — Two.
10 How long ? — For ten years.
11 When ? —In 2015.
12 Where ? — In a house in Cadogan Square in Central London.
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3a CYBER CRIMINALS

VOCABULARY
1 Read and learn the words and phrases.

cyber criminal xomMmbIOTEpHBIN NPECTYITHUK
dig through trash xomartbcst B Mycope
intercept mail mepexBaTbIBaTH MOYTY
steal people’s identities kpacTb TMUHYIO0 HHGOPMAIUIO JTIOAEH
hack into an account B371ambIBaTh CUET
reveal the information oGuapogoBath nHbOpMAITHIO
infect sth with sth 3apakars uyTo-1M160 YeM-11O0
commit a cyber crime coBepIath KOMIIBIOTEPHOE TIPECTYTUICHUE
take advantage of sth Bocmosp3oBaTbest YeM-TO0
form a criminal community o00pa30BBIBaTh MPECTYITHOE COOOIIECTBO
share strategies and tools genuThCs CTpaTerusiMu U METOIaMHU
combine forces o0BbEOUHATE CUIIBI
launch a coordinated attack 3amyckath corimacoBaHHOE HACTYIUICHUE
crack down on sb nmpuHHUMaThH CypOBBIC MEPBI OTHOCHUTEIIEHO
from any location on the globe ¢ m000if Toukn 3eMHOTO 1I1apa
move data mnepememaTh JaHHbIC
trace the source of sth ycranaBmuBaTh MPONCXOKICHUE YETO-THOO
swipe a card through mnpoBoxuTs KapTy uepes
(cuumuorsarowee ycmpoticmeo)
out of the owner’s view BHe 10Jis 3peHUs Bajesblia
break into sth BmambIBaTHCSI BO 4TO-JIO0

2 Match words from the three columns to make 12 phrases.

break down of sth
crack the owner’s trash
dig advantage sth

from into identities
hack the on sb
infect strategies an account
out of through with sth
reveal people’s information
share any location of sth
steal into and tools
take the source on the globe
trace sth view
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3 Match the nouns from the box with their definitions. What eight phrases do
you know from exercise 1 where the nouns are used?

data
criminal

mail
card

community
force

cyber crime
attack

A W DN B

someone who has committed a crime
the letters, etc. that are sent to or from people

crime or illegal activity that is done using the internet

the people living in one particular area or people who are considered as a unit
because of their common interests, social group, or nationality

physical, especially violent, strength, or power

a violent act intended to hurt or damage someone or something

information in the form of text, numbers, or symbols that can be used by or stored

in a computer
a piece of plastic that has information printed on it

4 Adjectives describe nouns. Adverbs describe verbs. Choose an adjective or

adverb from the right column to complete the sentences.

1 The house was donated in 2008. ANONYMOUS
2 She’s got too much dignity to descend to writing ANONYMOUSLY
letters.
3 | didn’t see her — | just heard her ACTUAL
voice. ACTUALLY
4 We had estimated about 300 visitors, but the
number was much higher.
5 He’s going to do it this time. REAL
6 There is a very threat that he will lose REALLY
his job.
7 Over time, driving just becomes : AUTOMATIC
8 I turned left without thinking. AUTOMATICALLY
9 Itsa journey. QUICK
10 We’ll have to walk to get there on QUICKLY
time.
11 It’s a asked question. FREQUENT
12 Heisa visitor to the US. FREQUENTLY
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READING
5 Read and translate the information about cyber criminals.
Cyber Criminals

Before the internet, criminals dug through people’s trash or intercept their mail to
steal their personal information. Now that all of this information is available online,
criminals also use the internet to steal people’s identities, hack into their accounts,
trick them into revealing the information, or infect their devices with malware.

Most cyber crimes are committed by individuals or small groups. However, large
organized crime groups also take advantage of the internet. These ‘professional’
criminals find new ways to commit old crimes, treating cyber crime like a business
and forming global criminal communities.

Criminal communities share strategies and tools and can combine forces to launch
coordinated attacks. They even have an underground marketplace where cyber
criminals can buy and sell stolen information and identities.

It’s very difficult to crack down on cyber criminals because the internet makes it
easier for people to do things anonymously and from any location on the globe.
Many computers used in cyberattacks are actually hacked and controlled by someone
far away. Crime laws are different in every country too, which can make things really
complicated when a criminal launches an attack in another country.

Here are a few types of attacks cyber criminals use to commit crimes. You may
recognize a few of them.

e Botnet: a network of software robots, or bots, that automatically spread malware.

e Fast Flux: moving data quickly among the computers in a botnet to make it
difficult to trace the source of malware or phishing websites.

e Zombie Computer: a computer that is hacked into and is used to launch malicious
attacks or to become part of a botnet.

e Social engineering: using lies and manipulation to trick people into revealing
their personal information. Phishing is a form of social engineering.

e Denial of service attacks: flooding a network or server with traffic in order to
make it unavailable to its users.

e Skimmers: devices that steal credit card information when the card is swiped
through them. This can happen in stores or restaurants when the card is out of
the owner’s view, and frequently the credit card information is then sold online
through a criminal community.

Some identity thieves target organizations that store people’s personal information,
like universities or credit card companies. But most cyber criminals will target home
computers rather than trying to break into a big institution’s network because it’s
much easier.
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6 Match the 6 types of mentioned attacks cyber criminals "~
. . . . D A network —
use to commit a cyber crime and their definitions. I ey et )

1 It is a computer connected to the Internet. A hacker, a E
computer virus, or a Trojan horse makes the computer do V_I - 0
unwanted things from far away.

2 It refers to psychological manipulation of people into w |
performing actions or giving confidential information to someone.

3 Itis the slang term for a device used to read and record the magnetic code(s) from
a credit card for later illegal use.

4 It is a DNS (Domain Name System) technique used by botnets to hide phishing
and malware delivery sites.

5 When the software author knows about a flaw, they have zero days to weaken its
exploitation.

6 The word is a combination of the words robot and network. The term is usually
used with a negative or malicious connotation.

7 Answer the following questions. Use the information from the text

How did criminals steal information before the internet?
Why do criminals use the internet today?

Who commits most cyber crimes?

What way do criminal communities act?

Why do criminals use an underground marketplace?
Why isn’t it easy to crack down on a cyber criminal?
What types of cyber criminals’ attacks do you know?
What do most cyber criminals target?

co~NoOolTh WN B

Fill in the gaps with the correct adverb.

The internet makes it easier for cyber criminals to commit a cyber crime
a_ y and from any location on the globe.

Many computers used in cyberattacks are a y hacked and controlled
by someone far away.

Crime laws are different in every country too, which can make things r_ vy
complicated when a criminal launches an attack in another country.

A botnet is a network of software robots that
a__ y spread malware.

Fast Flux means movingdata q y among
the computers in a botnet to make it difficult to trace
the source of malware or phishing websites.

The card is swiped through out of the owner’s view,
and f y the credit card information is

then sold online through a criminal community.
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GRAMMAR

9 The Passive Voice. Present & Past Simple. Study the information.

Form

We form the passive with the verb to be in the appropriate tense and the past
participle of the main verb.

Present Simple am/is/are + done / cleaned etc.

Active:  Somebody cleans this room every day.
Passive:  This room is cleaned every day.

Many accidents are caused by dangerous driving.
I’m not often invited to parties.
How many people are injured in road accidents every day?

Past Simple was / were + done / cleaned etc.

Active:  Somebody cleaned this room yesterday.
Passive:  This room was cleaned yesterday.

During the night we were all woken up by a loud explosion.
The house wasn’t damaged in the storm but a tree was blown down.
When was that castle built?

We use the passive:
e when the person or people who do the action are unknown, unimportant or
obvious from the context;
Linda’s purse was stolen. The robber was arrested (by the police).
e when the action itself is more important than the person/people who do it;
The annual meeting was held on March 20th.
e when we want to avoid taking responsibility for an action or when we refer to an
unpleasant event and we do not want to say who or what is to blame;
Four people were injured in the bank robbery.

Changing from the active to the passive:

e the active verb remains in the same tense but changes into a passive form;

e the object of the active sentence becomes the subject in the passive sentence;
The chef cooked spaghetti. = Spaghetti was cooked be the chef.

e by + the agent is used to say who or what carries out an action;
The sauce was made by Lisa.

e with + instrument/material/ingredient is used to say what the agent used,;
The sauce was made with fresh tomatoes.

e the agent can be omitted when the subject is they, he, someone, somebody,

people, one, etc.

Somebody washed the car. = The car was washed.
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10 Fill in the gaps with the correct form of the verb to be.

1 Satellites used for communication today.

2 Many discoveries made in the field of security in the past century.

3 Nowadays the information sent over the internet.

4 Scientific articles published in this journal every month.

5 Every second millions of calls made in the world.

6 The concert of me favourite band shown on TV last night.

7 A very important decision made by the Dean of the faculty
yesterday.

8 Many songs sung at the music festival last week.

9 Everybody left the room and the TV set switched off.

10 Do you know by whom the radio invented.

11 Make sentences from the given words.

Present Simple

1 The fence / paint / every year.
2 Cheese / make / from milk. 0‘ ‘

3 The singer / show / every day. I-“'?“’*\ X .
‘Q’\

4 Roubles / change into dollars / at the bank. t "

5 The machines / make / in Germany. @ @
Past Simple a

6 My car / damage / last night. :

7 The letter / post / yesterday.

8 This computer / make / in the USA.

9 The children / geve / some pens and pencils.

10 Several people / hurt/ in the accident last night.

12 Rewrite the following sentences into the passive.
Example: Someone broke this mirror last night. — The mirror was broken last night.

1 They play basketball on the beach.

2 Someone visits the palace every weekend.

3 Someone cleans the rooms in the hotel every day.
4 They pay the workers weekly.

5 Someone drives this car every week.

6 They grow bananas in Brazil.

7 Someone stole all my money.

8 They built the house two years ago.

9 Someone found a bike in the lake.

10 They bought this coat in France.
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13 Choose the best answer to complete the information.

The Tower of London

| The Tower of London s built / was built
' by William the Conqueror in 1078 as a
castle and palace. Since that time it has been
expanded to its present size, and used as an
84 armoury, a zoo, a royal mint, a prison, and a
museum. At the time whenit is/was a
prison a lot of people  are locked / were
- : — = |ocked in the Tower for their religious
beliefs or suspected treason. Anne Boleyn Sir Walter Raleigh and Elizabeth the First
are shut / were shut there, too.

Spies are imprisoned / were imprisoned in the Tower during both World
Wars. Some of the prisoners  are allowed / were allowed to walk in the grounds,
live in comfortable rooms and receive visitors. Many convicted are publicly
executed / were publicly executed  on Tower Hill. They  are beheaded / were
beheaded  with the block and axe, which  are kept and shown / were kept and
shown in the Tower Armoury now.

The Jewel House s situated / was situated  at the Tower. The collection of the
Crown Jewels is kept/was kept in it. Saint Edward’s Crown, the Imperial State
Crown, and the royal sceptre  are guarded / were :

guarded there. Saint Edward’s Crown is used
/ was used  for the coronation ceremonies. 3000
precious jewels  are contained / were contained
in the Imperial State Crown. In 1671 a daring
attempt iIs made / was made to steal the =35
Crown Jewels by a man named Thomas Blood.

14 Put the verbs in brackets into the correct tense and voice.

1 Not much (know) about this phenomenon at present time.

2 Peter (run) two kilomtres every day before work.

3 The new nightclub (open) last week.

4  The thieves (steal) the money from the safe yesterday.

5 This photo (take) by my father when | was three.

6 This tree is very old. It (plant) in the 19" century.

7 I’m going home now because I (do) all the work five minutes ago.
8 Jim’s house is very modern. It (build) only two years ago.

9 We (begin) work early, but we (not finish) until late.
10 That song (record) in 2012, but my favourite one

(record) in 2015.
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MORE WORDS AND PHRASES TO KNOW

actually — ¢baktudecku, B HacTosiee BpeMs, B JaHHBII MOMEHT
Anne Boleyn — Anna Boneiin (1501-1536), koposreBa Auriuu ¢ 1533 mo 1536 roabt
anonymously — anoHumMHO

armoury — apceHal

automatically — aBromatruecku

behead — o0e3rnaBmuBaThH

blow down — Hectu BeTpom

castle and palace — 3amok u aBOpeEII

convict — mpu3HaBaTh BUHOBHBIM

descend — omyckaTbcst

dignity — mocTonHCTBO

Domain Name System (DNS) — cucrema JOMEHHBIX UMEH
donate — >xepTBOBaThH

Elizabeth the First — EmuzaBera | (1533-1603), koposieBa AHINIMM W KOpOJIEBa
Npnanguu ¢ 1558 mo 1603 roaer

execute — Ka3HUTh

expand — pacmupsaThb(csi), pacpoCcTpaHsITh(Cs)
frequently — gacro

grounds — TeppuTopusi

Mint — MOHETHBIN ABOP

really — neficTBUTEIHLHO

Saint Edward (or Edward the Confessor) — Dayapn Hcnosemunuk (1003-1066),
koposb AHrinM ¢ 1042 o 1066 roas

scepter — ckumnerp
Sir Walter Raleigh — Yonrep Panu (1552-1618), haBoput xoponessl Enuzasertsi |

the Crown Jewels — Jlparomniennoct KopoHbI, KOPOJIEBCKHE PETaIMU M FOBEIUPHBIC
yKpallleHHs, IPUHaIJIeKaIIie He JMYHO OpUTAHCKOMY MOHAPXY, a TOCYIapCTBY

the Imperial State Crown — Kopona bpuranckoit Umnepun

the Tower of London — Jlounouckuii Tayap

Thomas Blood — Tomac baanx (1618-1680), odumep

Tower Hill — Taysp-Xwumwi, HeOoJIbIIasi BO3BBIIICHHAS MECTHOCTh
treason — rocynapcrBeHHas U3MeHa

William the Conqueror — Bumbsrensm 3aBoeBatens (1028-1087), opranmszaTop u
PYKOBOIUTENTh HOPMAHICKOTO 3aBOCBAHMS AHIJIHH
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3b CYBER CRIMES AND PUNISHMENT

VOCABULARY
1 Read and learn the words and phrases.

target uwenp, MUILIEHD
Weapon opykue
gambling azaptHas urpa
accessory CoydYacTHHK
victim xepTBa
lose dignity TepsATh JOCTOMHCTBO
bet nepath, mapu CTaBUTH
severe CypoBbId
underestimate HemooneHUBATDH
add noGaBusTh
violate a policy HapymaTs HOTUTHKY
jail Toppma
enhance yiydmarh, yCHINBATh
tough punishment cTporoe Haka3zaHue
abuse one's position 3710ynoTpeOISITH MOI0KEHHEM
pay a fine mnatute mTpad
depend on 3aBuceTh OT
cyber defender xubGep3amuTHUK
be prosecuted OBITH OCYKICHHBIM
under the law B cooTBeTCTBHU C 3aKOHOM

2 Match the terms and definitions.

a an amount of money that you pay for breaking a law or rule
1 accessory b a place where criminals are kept as a punishment
2 beprosecuted ¢ the system of official rules in a country
3 defender d when someone is punished
4 fine e a person who protects someone or something from being
5 jail attacked, especially by fighting
6 punishment f something or someone that you attack, shoot at, try to hit, etc
7 target g any object used in fighting or war, such as a gun, bomb, knife
8 thelaw h someone who helps another person to commit a crime but
9 victim does not take part in it
10 weapon I someone who has been hurt, damaged, or killed or has

suffered
J to accuse someone of a crime in a law court
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11
12

13
14

15
16

0 TepsTh ACHBIU

Complete the sentences with the words in italics to find an extra word.

abuses / adds / lose
I hope he doesn’t his job.
Then there’s the service charge which another ten percent to the bill.

accessory / bet / pay
I him a dollar that | was right.
You can by cash or credit card.

cyberdefender /depends / policy
She on her son for everything.
It is company to help staff progress in their careers.

dignity / law / prosecuted
No one was for the murders.
He behaved with great and courage.

enhanced / punishment / severe
Winning that award greatly her reputation.
He had to stay in his bedroom as a for fighting.

fine / targets / violate
The court gave her two weeks to pay the :
Countries that international law will be dealt with severely.

gambling / tough / underestimate
can be an addictive habit.
Many people the cost of owning a car.

jail / victim / weapon
He ended in . 0
Police have found the murder

Match the phrases and their English equivalents.  ©

BKJIFOYATh B C€0s MPECTYIICHUE
JOTIOJIHUTENIBHBIN 1ITpad

commit a cyber crime
damaging attack

U3MEHSATD JaHHbBIC identity theft
Kpaska JIMYHOH nH(pOpMaIiu alter data

JI0’KHAsI HKH(POpMAITHS reveal information
HEIaBHO lose money

additional fine
false information
cover a crime

in recent years

oOHapomoBaTh HHPOPMAITHIO
pa3pyluTenbHas aTaka
COBEpIIATh KHOEPIPECTYIIIICHUE

_———oKQa Hho o O T oD
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READING

5 Read and translate the information about cyber crimes and punishment.
Cyber Crimes and Punishment

A cyber crime is a crime that is committed with the help of a computer or a
communication device and a network, like the internet. According to the United
States Department of Justice, there are three different types of cyber crimes.

e The computer as a target — attacking other people’s computers with malware or
other damaging attacks.

e The computer as a weapon — committing ‘traditional’ crimes that can be
committed offline too, such as theft or illegal gambling.

e The computer as an accessory — using a computer to store illegal or stolen
information.

Some examples include sending spam emails (spamming), stealing personal
information (identity theft), breaking into someone’s computer to view or alter data
(hacking) and tricking someone into revealing their personal information (phishing).

Victims of cyber crimes can lose their dignity, their money, their jobs, and their
good name, and it can take years to repair the damage. Remember, if it’s a crime
offline, you can bet it’s also a crime online, and it can have just as severe of a
punishment.

Different countries have different laws that cover cyber crimes. Don’t underestimate
the seriousness of committing cyber crimes. Here are some examples of the
punishment for cyber crime in the United States.

e The minimum punishment for spamming is a fine of up to $11,000. Additional
fines are added if the spammer violated policies or used automated bots to
collect email addresses. Spammers can be sent to jail if they used false
information or a computer they weren’t allowed to use.

e The laws covering identity theft were enhanced in 2004, requiring tougher
punishments to match the seriousness of the crime. Identity thieves can go to jail
for up to five years. There are also punishments for identity theft used to commit
terrorist acts and for people who abuse their position for identity theft.

e Hacking is covered under a Federal law addressing fraud in connection with
computers. Punishments range from paying a large fine to going to jail for up to
20 years, depending on the seriousness of the crime and how much damage the
hacker has done.

Due to the increase in cyber crimes in recent years, many governments have
enhanced their cyber crime laws. However, they still need the help of cyber
defenders in tracking down cyber criminals. It’s important that you report cyber
crimes, like spam, so that the criminals behind them can be prosecuted and fined
under the law.
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6 Use the words from the tables to complete the sentences.

spamming identity theft hacking phishing

1 When a person tricks someone into revealing their
personal information, the cyber crime is called ... .

2 When a person steals personal information, the
cyber crime is called ... .

3 When a person sends spam emails, the cyber crime
is called ... .

4 When a person breaks into someone’s computer to
view or alter data, the cyber crime is called ... .

target weapon aCCessory

5 When a person use a computer to store illegal or stolen information, they use the
computerasa... .
6 When a person attacks other people’s computers with malware or other damaging

attacks, they use the computeras a ... .
7 When a person commits ‘traditional’ crimes that can be l
LE >
1 What is a cyber crime?

committed offline too, such as theft or illegal gambling,

they use the computer as a ... .

How many types of cyber crimes are there according to the United States
Department of Justice?

What can victims of cyber crimes lose?

What is a minimum punishment for spamming?
What is a maximum punishment for identity theft?
What is a minimum punishment for hacking?

What is a maximum punishment for hacking?
Why is it important to report cyber crimes?

\l

Answer the questions.

N

0O ~NOoO O1h Ww

1 Bpenonocunoe 110 8 moBpexeHue

2 XpaHUThb 9 mo3BONATH

3 HE3aKOHHBIN 10 TpebGoBath

4 xpacThb 11 MoueHHHYECTBO
S BJIaMbIBAThHCS 12 wu3-3a yBenmueHus
6 mnpocmaTpuBaTh 13 mpaBuTENHCTBO

7 oOMaHBLIBAThH 14 cooOmartn
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GRAMMAR

9 The Passive: Present Simple & The Past Simple. Study the information.

Present Simple Passive
Positive English is spoken all over the world.
Negative My children aren’t helped with their homework.
Question Where is rice grown?

Past Simple Passive
Positive The animals were frightened by a loud noise.
Negative The thief wasn’t seen by anyone.
Question Were the plants watered last night?

10 Make the following sentences negative.

1 Jamis made from fruit.

2 The dog is walked by the boys every day.

3 Our newspaper is brought by a boy every
morning.

4 Mushrooms are collected in winter.

5 The waiter was asked to bring some water.

6 The grass was cut by Andrew.

7 An interesting book was published by the company.

8

9

1

We were invited to a concert last Sunday.
Alice was woken up at 7 o’clock by her mother.
0 The meeting was attended by several important scientists.

11 Respond to the situations with a negative sentence using the words and word
combinations after ‘but’.

Example: Cars are made at this factory, but bicycles are not made at this
factory.

Glass is made of sand, but paper
Films are watched by many people, but sports programmes
Our house was built of wood, but their house
My dresses were made by my mother, but jackets
Bread was sold in this shop, but milk
My books are kept on the shelf, but exercise books
This apple tree was planted by me, but that cherry tree
Apples are grown in Belarus, but oranges
Yesterday the words were learnt by students, but rules
0 My younger sister is usually given cereals for supper, but my elder brother

P OO ~NO OIS, WN B
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12 Put the words in order to make passive questions.

1 accepted? / Is / my apology

2 Are / eagles / found / in Alaska?

3 caught / last week? / the thieves / Were

4 by the police? / seen / the accident / Was

5 the beans and carrots / cooked / together? / Were

6 always / Are / in the English language? / the tests /
written

7 built / in 18897? / the Eiffel Tower / Was

8 opened? / the first underground railway / was / Where

Yes, it is. Rice is grown in Spain.

Yes, it is. Portuguese is spoken in Brazil.

Yes, it is. The song is sung by his brother.

No, it isn’t. The story isn’t known.

No, they aren’t. Elephants aren’t found in this area.
Yes, it was. Sushi was first cooked in Japan.

Yes, he was. Max was told to be quiet.

Yes, it was. New York was named after the British
city of York.

9 No, it wasn’t. The bicycle wasn’t sold by my father.
10 No, they weren’t. The trees weren’t cut down.

coO~NOoO UOlhs WN -

14 Choose the correct variant.

1  Chicken soup ... on Sundays.
a are cooked b is cook c is cooked

2 The car ... last afternoon.
a be washed b is washed ¢ was washed

3 Cartoons ... by the kids every evening.
a are watched b is watch c is watched

4 Homework ... by the students yesterday.
a wasn’t done b wasn’t did c isn’t done

5 Grandfather ... by his grandson.
a is often helped b is helped often c often is helped
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6 1...toschool by car every day by my father.
a was driven b am driven c are driven

7  Aletter to uncle Sam ... a few hours ago.
a sent b is sent C was sent

8 More and more trees ... down every year.
a are cut b are cutted C were cut

9 Baseball ... at my university.
a aren’t practiced b isn’t practice Cc isn’t practiced

10 ... the phone ... by you when I called?
a Was / answered b Is / answered ¢ Does / answered

15 Put the positive and negative sentences into the
Present Simple Passive or Past Simple Passive.

1 People keep money in banks.
2 They speak English in Australia.
3 People all over the world know Brad Pitt.
4 Carl Benz made the first motor car.
5 The government ordered them to build a new
bridge.

6 John Lennon and Paul McCartney wrote the
song ‘Yesterday’.

7 She didn’t find the book.

8 Van Gogh didn’t paint ‘Mona Lisa’.

16 Put the questions into the Present Simple Passive or Past Simple Passive.

Do people speak English in Costa Rica?
Do English people drink tea with milk?
Do farmers grow rice in Argentina?
How do people make sushi?
Where do people speak Mandarin?
Did Spain win the last Football World Cup?
When did James Cook discover Australia?
When did Alexander Fleming discover penicillin?
How much money did the police find?
0 Who directed the film ‘Avatar’?

P OO ~NO Ol WN B
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MORE WORDS AND PHRASES TO KNOW

accuse smb of smth— o6BunsATH KOTO-11. B UEM-11.
addictive — BeipabaThIBarONINIT IPUBBHIKAHUE
additional fine — nononHuTEILHBIN 1ITPad
alter data — usmensaTe naHHbBIE

apology — u3BnHeHue

Australia — B 1770 romy [Ixeiimc Kyk cooOmpun o OmarompusTHON CUTyaluu B
ABCTpanuu Ui OCHOBAaHUsI KOJIOHUH; THATICKT aHTJIMICKOTO S3bIKa

Avatar — «ABarapy, aBTOpOM CIIeHapHs U pexxuccépoM sBisiercs Jxeitme Kamepon
break a law — Hapy1ats 3akoH

commit a cyber crime — coBepiiath KHOEPIPECTYIIICHUE

Costa Rica — Kocra-Puka, oduimanbHbIi sI3bIK TOCY1apPCTBA — UCTTAHCKHINA
courage — xpaOpocThb

COVer a Crime — BKJIFOYaTh B ce0s1 MPECTYIUICHUE

damaging attack — pa3pymurensHas ataka

due to — u3-3a

eagle — opén

false information — noxnas uapopmarus

fighting — 6011, cxBaTka

identity theft — kpaxa nmuuno# nHGOPMAaITUH

In recent years — 3a mocjaeIHUe ro/Ibl

lose money — tepsATh AeHbIH

New York — B 1664 roay anrinyane 3aBoeBaiy ropoj M HasBaau ero Hero-Mopk B
yecTh Kopoist Aurnuu Skosa Il (repuora Mopkckoro)

offline — He mocoeMMHEHHBIN K UHTEPHETY

reveal information — o6HaporoBaTH HHPOPMAITHIO

service charge — norutara 3a o0ciyxuBaHue (B pecTOpaHe)
severely — ceprésno, cTporo

spammer — ToT, KTO pacchlIacT CriaMm

suffer — crpamatpb

take part in — mpuHUMATH y4acTHE B

the first underground railway — nepBast TMHHS METPOIOJIMTEHA JJIMHOW 6 KM ObLIa
noctpoeHa B Jlonnone, 3anymiena 10 saBaps 1863 rona

the United States Department of Justice — MunucrepctBo roctuiun CIIA

108



3¢ COMPUTER VIRUSES, WORMES,
AND TROJAN HORSES

VOCABULARY

1 Read and learn the words and phrases.

interchangeable B3anMo3aMeHsEeMBbIi
exact TouHbIN
damaging HaHocsmUH ymepo
attach sth to sth mpukpennsaTh 4.-J1. K 9.-71.
note 3amevars
run ToJb30BaThCs (KOMII. MPOrpaMMOi)
capability cmoco6HOCTB
replicate komupoBathb
single enuWHCTBEHHBIN
devastating pa3pymuTenbHBIN
respond oTBedath, pearupoBaTh
be named after ObITH Ha3BaHHBIM B YECTh
annoying pas3apaskaroIImii
reproduce BOCIPOH3BOJIUTH
sophisticated crmoxxHBIN
vulnerability ys3BumMocTb
initiate HauMHATH, BBOIUTH
multiple MHOXeECTBEHHBIN
intervention BMemaTensCTBO
propagate pacrpocTpaHaTh

2 Match the synonyms from the two columns.

exact ability

damaging advanced

attach begin

note copy
capability destroying

= replicate distribute

a te Crime single harmful
J devastating join
qewall respond notice
intr Udergne‘wm sophisticated numerous
) initiate only
multiple precise

propagate react

109



3 Choose a, b, or c to complete the sentence.
1 | looked the word up in the dictionary to check the meaning.

a exact b be named after ¢ vulnerability
2 Nowadays, everybody knows about the effects of pollution.

a annoying b damaging C sophisticated
3 She a photograph to her letter.

a attached b be named after crun
4 Did you a virus check this morning?

a damaging b interchangeable ¢ run
5 She a distinct chill in the air.

a attach sth to sth b noted ¢ vulnerability
6 Both players have the to win this match.

a capability b run c single
7 There was a light in the corner of the room.

a devastating b propagate c single
8 The fire has had a effect on the local wildlife.

a devastating b reproduce ¢ vulnerability
9 How quickly did the police to the call?

a annoying b interchangeable ¢ respond
10 Paul was after his grandfather.

a named b replicate c reproduce
11 The diagram is by permission of the original author.

a interchangeable b multiple c reproduced
121t’sa computer system.

a annoying b intervention ¢ sophisticated
13 The reforms were by Mikhail Gorbachev.

a initiated b intervention C note
14 We made copies of report.

a intervention b multiple ¢ vulnerability
4 Do you remember these verbs from the previous lessons?
1 infect 5 consume O appear
2 share 6 transmit 10 trick
3 send out 7 cause 11 install
4 destroy 8 spread 12 protect
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READING
5 Read and translate the information about malicious programmes.
Computer Viruses, Worms, and Trojan Horses

0001100101001 10110110011001010101 10010100011001101100110011010101010 [ MAI-INN O (0 &} Trojan horse, worm and virus are

o1 N\ 0100

101 @ 20 \ often used interchangeably, but they are not
o 2011t " ".’ ; :

i’gé N NG \ exaptly the same thing. Viruses, worms and

; *?-"\' o - F'i‘i?i} , Trojan horses are all malicious programmes
m'/.\\% L__m (malware). They can cause damage to your

HTROIA AALUEY {WORMPEE computer, but there are differences among the

1100110010100110010011100101010010011010010010011001100101001010111001 three KnOWIng those dlfferenCES Can help

you better protect your computer from damaging effects.

A computer virus attaches itself to a programme or file. Then it spreads from one
computer to another and leaves infections as it travels. Some viruses can damage
your hardware, software or files. It is important to note that a virus cannot spread
without a human action. The virus may exist on your computer but it actually cannot
infect your computer unless you run or open the malicious programme. People
unknowingly continue to spread a computer virus by sharing infected files or send
emails with viruses as attachments in the email.

A worm spreads from computer to computer and it can travel without any human
action. The biggest danger with a worm is its capability to replicate itself on your
system. A single worm can send out hundreds or thousands of copies of itself and
create a huge devastating effect. A worm can travel across networks, and the end
result in most cases is that the worm consumes too much system memory. It causes
Web servers, network servers and individual computers to stop responding.

A Trojan horse is full of as much trickery as the mythological Trojan Horse it was
named after. The Trojan horse, at first glance, appears to be useful software but
actually does damage once installed or run on your computer. Some Trojans are
designed to be annoying like changing your desktop, adding silly active desktop
icons. Other Trojan horses can cause serious damage by deleting files and destroying
information on your system. Trojans do not reproduce by infecting other files nor do
they replicate.

A blended threat is a more sophisticated attack that includes some of the worst
aspects of viruses, worms, and Trojan horses into one single threat. Blended threats
can use server and internet vulnerabilities to initiate, then
transmit and also spread an attack. A blended threat can do
multiple malicious acts — basically it can cause damage
within several areas of your network at one time. Blended
threats are the worst risk to security, as most blended threats
require no human intervention to propagate.
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Match the malicious programmes and fast facts about them.

a It appears useful but damages
system, requires a human action
to run, does not self-replicate.

computer virus VS

"‘ mputer worm

virus 0

orm b It can replicate itself on system,
w does not require a human action
Trojan horse to spread.
blended threat c It is sophisticated, bundles

aspects of viruses, worms and Trojan horses; most require
no human action.

d It attaches to a file, requires a human action to spread.

Are the statements TRUE or FALSE?

A computer worm, a virus, and a Trojan horse are exactly the same things.

A Trojan horse, a virus, and a worm are examples of malware.

A computer virus requires a human action to spread.

Any attachment in the email from your friend is virus-free.

A computer worm requires a human action to spread.

A worm is capable of travelling across networks.

The mythological Trojan horse and a computer Trojan horse do not have common
features.

Computer Trojan horses differ from computer viruses and worms.

Blended threats exploit vulnerabilities of the internet.

10 A blended threat cannot cause damage to your computer.

8

Read more information about computer viruses, worms, Trojan horses, and

blended threats. Fill in the gaps with the words from the box.

1

2

Vvirus worm Trojan horse blended threats
The most common mistake people make when the topic of a computer virus
arises is to refer to a worm or as a virus.

Like a human virus, a computer can range in severity: some may

cause only mildly annoying effects while others can damage your hardware,
software or files.

3 A can be designed to tunnel into your
system and allow malicious users to control your computer
remotely.

4 cause harm to the system or network; they
propagate using multiple methods, the attack can come from
multiple points, and they also exploit vulnerabilities.
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GRAMMAR
Future Simple Passive. Passive with modal verbs.

Future Simple Passive

1. Form
I I will be asked about my
homework tomorrow.
You, we, they will (not) be Participle 1] The reports will be written in
one hour.
He, she, it The new contract will be
discussed after the meeting.
I Will you be asked to come?
You, we, Will the reports be written?
Will they be | Participle Il
He, she, Will the new contract be
it discussed tomorrow?
2. Use

e When the person who performs the action is not important or unknown.
e The action will happen in the future.

12 Make the sentences with the given words.
5 A ticket will / not / buy.

6 The flowers / will / water?

7 The houses / will / built?

8 The new film / will / show next month.

9 These questions / will / answer /tomorrow.
10 You will/ not / invite / to the cinema.

13 Put the verb in brackets into the Future Simple
Passive.

11 A final decision (make) on Monday.
12 A new airport (build) near here soon.
13 Bill (not/invite) to my party any more.

14 Dinner

15 My new book

16 My work

17 That problem
18 The money

19 This house

20 Your bicycle

(serve) in a minute.
(publish) soon.
(finally/finish) tomorrow.
(not/solve) until next week.
(pay) at the end of October.
(sell) next month.
(repair) as soon as possible.

113



14 Rewrite the sentences using the passive voice.

21 Bill Gates is going to sponsor the
vaccination program.

22 Government forces are going to protect
the villages.

23 Soldiers are going to kill many people
during the war.

24 Somebody will find the cure for AIDS.

25 The painters are going to paint our house
next year.

26 They are going to demolish the old
hospital next month.

27 They will cancel the concert.

28 They will hold the next Rock in Rio festival in Buenos Aires.

29 They will invite the students to attend the debate.

30 They will repair the telephone lines tomorrow.

15 Translate the sentences.

31 Jlom OyaeT moCTpOEH.

32 Kocmoc Oynier ucciaenoBaH.

33 PoauTeneit BCTPETAT Ha CTAHITUN.

34 Hac mompocat mpuiiT KaK MOXHO pPaHbIIIe.
35 1 Oyny mpurnaméH Ha BEYEPUHKY.

36 A 6yny oomanyT!

37 Pabota OyneT cienaHa BOBpEMSI.

38 DTta kHuTa 3aBTpa OYIET C1aHa B OMOIMOTEKY.
39 Tebs BCTpETAT B a3pOINOPTY TBOU JIPY3bsi?

40 OTu po3bl OYTyT BHICAKEHBI CIETYIONIEH BECHOM.

Passive with modal verbs
1. Form
We build Passive with modal verb similar to Future Simple Passive.
Example:  The house will be built.
The house can be built.

2. Use

41 Pancakes can be made on a stove. (Possibility)

42 Bikes may be ridden on this bike path. (Remission)

43 People must be warned that there are crocodiles in the area. (Necessity)
44 Her work has to be done by tomorrow. (Necessity)

45 Something should be done about that mess in the room. (Advice)

16 Make up the sentences using the Passive Voice of modal verbs.
46 The homework /must / do.
47 The ball /can/ use/ in the gym.
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48 The dishes /must/ wash.

49 The essay/ should/write.

50 The dog/should/ feed.

51 This question/could/discuss/.

52 The things/must/pack.

53 The documents/ couldn’t/sign/.

54 Mobile phones/can’t/use/during the lesson.
55 Loud music/shouldn’t/play/here.

17 Rewrite the sentences using Passive with modal verbs.
56 The children can read books.

57 Susan has to learn geography.

58 The dog should bring the bones.

59 Tom must open the window.

60 Poor people can not spend a lot of money.

61 The pupils must answer a lot of questions.

62 How can we solve that problem?

63 You must not touch this button while the experiment is in progress.
64 We should call the police at once after the accident.

65 We must put an end to this quarrel.

66 You shouldn’t make fun of the poor.

67 The policeman should do a good job.

18 Read the following instructions and fill

in the blanks. '
Construction of the road
- Assess the needs

- Plan the route

- Take the soil samples

- Clear and level the route

- Put down thick layers of concrete

- Lay the top surface and add traffic

guides
The needs a) assessed. The soil samples b) and the
route c) . The route is d) thick layers of concrete
e) . The top surface f) and the traffic guides

9)

19 Rewrite the instruction below as in the previous exercise.
Making Soap
- Take some castor oil in a beaker.
- Add an equal volume of sodium hydroxide solution to it.
- Heat the mixture. Keep stirring till a paste is formed.
- Cool the contents.
- Separate the solid soap from the aqueous solution.
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MORE WORDS AND PHRASES TO KNOW

at first glance — cnauana

bundle — 100aBIATH KOMITBIOTEPHYIO TPOTPAMMYy WM JPYrod TPOIYKT K
IPOJIaBa€MOMY TOBApy

cause — MPUYHHSATH, OBITh IPUIUHOM

chill — xonon

CoONSUMe — noTpeOIsTh

distinct — oru€ruBbIiA

distribute — pasmaBats, pactipenensaTh

exploit — ucronk30BaTh, IKCIUTYaTUPOBATH
harmful — BpenubIii

infect — 3apaxxatb

mildly — cerka

multiple — MHO)XeCTBEHHBIH

notice — 3ameyarpb

NUMErous — MHOTOYHCIICHHBIH

precise — TOuHbIN

remotely — coepiieHHO

send out — paccelIaTh

severity — cepbE3HOCTh, CTPOrOCTh

spread — pacnipocTpaHsATh(Cs), pacpeacsaTh
transmit — mepenaBaTh, TPaHCIUPOBATH, PACIIPOCTPAHSATH
trick — oOMaHbBIBaTh, HAYBaTh

trickery — HaryBaTeIbCTBO

tunnel — mpokaapIBaTh TOHHEH

ability — cnoco6HOCTB, yMEHUE

diagram — nuarpamma

human — yenoBeueckuit

interchangeably — B3anmo3amensieMo, paBHO3HAYHO
permission — paspericHue

pollution — 3arpsi3HeHne

wildlife — sxuBas nmpupoaa
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1 Read and learn the words and phrases.

3d SOFTWARE

VOCABULARY

adware

advertising [U]
advertisement [C]
embedded

consider

utility

growing number
freeware

nagware

pop-up window
purchase an application
remind

particular action
shareware

free trial

request

spyware

malware

key logger

financial transaction

pexiamtoe 110
peKJIaMHbIN On3HEC
pekama

BCTPOCHHBIN

CUMTATh, [10JIaraTh

YTHIIUTA

BO3pacTarolee KOJIu4ecTBO
6ecmiatnoe [10
HajgoemuBoe [10
BCILTBIBAIOIIEE OKHO
nokynats npukiaanoe [10
HAITOMUHATh

0COOEHHOE JIENCTBHE
ycioBHO-0ecmuiatHoe 110
OecruiatHas nMpoOHast BepCHsl
MIPOCUTH

mmnuoHckoe 110
BpenoHocHoe 110

KEWJIorrep

(dbuHaHCOBAs OTEpaIys

Fill in the gaps with the words from the box.

purchased particular number requested
transaction pop-up reminds consider

Is there any
We will not allow the violent
Every time we meet he

0 There was no financial

myself to be a great security specialist.
of children are educated at home.

Choose the option you want from the
Tickets must be
The gym offers a 30-day

window.

two weeks in advance.
to all new members.

two computers the other day.
restaurant you’d like to go to?

to change our way of life.

me about the money he lent me.
between us.
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3 Complete the tables. Translate the words.

B~ w

o1

10

11
12

13
14

Noun Verb
advertise
reminder
request

Verb Adjective
considered

embed

grow

Match the terms and their definitions.

embedded / growing
increasing in size or quantity
fixed into the surface of something

application / transaction
a computer program that is designed for a particular purpose
when someone buys or sells something, or when money is exchanged

advertising / advertisement
the business of trying to persuade people to buy products or services
a picture, short film, song, etc. which tries to persuade people to buy something

utility / key logger

a piece of spyware or computer hardware which records keystrokes on a
computer

system software designed to help analyse, configure, optimize, or maintain a
computer

adware / spyware
software that automatically puts advertisements onto a computer screen when a
person is using the internet
software that collects information about how someone uses the internet, or
personal information such as passwords, without the user knowing about it

nagware / malware
computer software that is designed to damage the way a computer works
software that tries to make users buy a programme, service etc. by making pop-
ups appear regularly on their computer screens

freeware / shareware
computer software that you do not have to pay for, for example from the internet
software that you get from the internet that you can use free for a short time
without paying for it
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READING
5 Read and translate the information about different types of software.
Software

Adware, or advertising-supported software, is the common

name used to describe software that is given to the user with

advertisements embedded in the application. Adware is
b & considered a legitimate alternative offered to consumers who

i do not wish to pay for software.

There are many ad-supported E

programmes, games or utilities that are distributed as EE\NP\?‘

adware. Today we have a growing number of software ??‘

developers who offer their goods as ‘sponsored’ freeware

(adware) until you pay to register.

Nagware is a pop-up window or other form of visual
interface asking the user to register a product, purchase an
application or take another form of action. The reminders

‘nag’ the user into taking some particular action. They will

keep appearing until the desired action is performed. The
reminder window is a ‘nag screen’. Nag screens pop up when
the application is activated and can appear at any time during
the application’s use. Nagware i1s used in reference to
‘shareware’. It offers a free trial period of use for the
application and then requests that the user purchase the
rights to use software.

Shareware

Spyware is any software that gathers user information through
the user’s internet connection without his or her knowledge,
for advertising purposes. Spyware applications are as a hidden
component of freeware or shareware that can be downloaded
from the internet. Once installed, the spyware monitors user
activity on the internet and transmits that information to
someone else. Spyware can also gather information about
email addresses and even passwords and credit card numbers.

Malware is short for malicious software. Malware refers to
software designed to damage or disrupt a system. There are
many different types of malware, from spyware to key
loggers and computer viruses or worms. ‘Financial malware’
is designed to scan a computer system for information related
to financial transactions. The standard protection from
malware is anti-malware — software tools and programmes
designed to identify, remove and prevent malicious software
from infecting computer systems or electronic devices.

Malware
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6 Can you match the six types of software and the six pictures?

7 How are the words adware, freeware, nagware, shareware, spyware, and
malware formed?

8 Study extra information. Match the pieces and the six types of software.

a It is a category of software for computers. It is software
that collects some data, usually without the computer

adware ,
users’ knowledge.

b It is an advertising computer programme that can be put
freeware there by other people on someone’s computer, sometimes
without their permission.

c It, short for malicious software, is a kind of software that
nagware can be installed on a computer without approval from the
computer’s owner.

d It (also known as ‘begware’, ‘annoyware’, or ‘nagsceen’)

shareware . : :
Is a type of shareware that persistently reminds (nags) the
user to register it by paying a fee.
spyware e It is software that people may get without paying for it. It
may be free in price, but the users might not be allowed to
distribute the software or source code with others.
malware f It is a way to sell software. The user will get a preview or

demo of the software for free. This way, the user can
decide if he or she likes the programme or not before
buying it.

120



GRAMMAR

Present Continuous & Present Perfect Passive

Present Continuous Passive

1. Form
I am (not) | am being asked a question
now.
You, we, they | are (not) being | Participle 11 The reports are being written
now.
He, she, it is (not) The new contract is being
discussed.
Am I Am | being asked a question
now?
' itten?
Are :r(]g;, we, being | Participle 11 Are the reports being written’
Is He, she, Is the new contract being
it discussed?
2. Use

e When the person who performs the action is not important or unknown.

e The action is happening at the moment.

e The difference between the Present Simple Passive and Continuous is the same

as in the Active Voice,
Example:  The reports are written every week.
The reports are being written now.

Note: We can also use Continuous forms for future.
Example:  The contract is being discussed next week.

Read the sentences and define the tense.
Bob’s secretary is typing the letter
now.

Mum’s making cookies for tomorrow. ks

She’s baking a cake in the kitchen. e
Some pancakes are being made in the s
kitchen. ~d '

5 The animals are being fed by the =
farmer. :
The letter is being delivered by hand. .

6
7 The policeman is questioning the criminal.

8 The students are being taught by a new teacher today.
9

1

= ©

o

The surprise party is being organized by her friends.
0 We’re learning Spanish this year.
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10 Rewrite using the passive voice.

1 A famous interior designer is redecorating their house.

2 A tutor is teaching Jill at home.

3 An experienced dog handler is training the dogs.

4 Greenpeace is informing the public about the global warming.

5 School children are cleaning the beaches.

6 The Civil Defence is warning people to stay at home.

7 They are developing new devices.

8 They are saving the Amazon Forest.

9 They are selling cakes to raise money.

10 They are translating the book into Spanish.

11 Put the verb in brackets into the Present Continuous Active or Passive.

1 Dinner (prepare) by my husband tonight.

2 Drinks (serve) in the lounge bar.

3 He (take) to hospital by ambulance.

4 Jane (help) Bob with his maths.

5 Look! That girl (kiss) by her boyfriend.

6 She (take) her baby to the park.

7 The barman (prepare) the drinks.

8 The cleaning lady (prepare) the rooms.

9 The grapes (pick) next week.

10 The rooms (clean) at the moment.

Present Perfect Passive

1. Form

I, you, we, have (not) The reports have been written

they been | Participle Il now. already

He, she, it has (not) The new contract has been
discussed.

Have (not) I, you, we, Have the reports been written

they - now. yet?

Has (not) He, she, it been | Participle 11 Has the new contract been

discussed?

2. Use

e \When the person who performs the action is not important or unknown.

e The action happened in the past and is connected with present.

e The difference between the Present Perfect Passive and Past Simple Passive is
the same as in the Active Voice.

Example:  The reports were written last week.

The reports have just been written.
The new contract has been discussed recently.
Has the project been finished yet?
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12 Rewrite the sentences in the Present Perfect Passive.
For the last 3 years he has put on stage 4 new performances.
Has the postman delivered our mail yet?
Have the results of your work ever disappointed you?
How many points have the team scored in this game?
Our teacher has given us lots of homework today.
People have asked me this question hundreds of times.
Since 2010 they have built 2 sports centres in our city.
This building looks so old, nobody has ever renovated it.
This cooker doesn’t seem new, somebody has already used it.
0 Thousands of people have visited this small resort this summer.

P OoO~NO Ul WN -

Put the verb in brackets into the Present Perfect Active or Passive.
6 million Euros (steal) from a bank in the
centre of town.

A tiger (capture) in a park in Brighton.
All flights (cancel) because of the strike.

He (go) to Mexico. He’ll be back in a week.

My husband and | (be) together for years.
She (work) as a teacher for over 30 years.
That castle (visit) by hundreds of tourists.
The doors to the museum (not/open) yet.
They (finish) the repairs on the roof.

0 War (declare)!

=
w
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14 Put the verbs in brackets in the Present Perfect Passive or Past Simple
Passive.

We didn’t know that the programme already (broadcast).

I hope that our fight (forget).

I’m angry because my party (spoil).

By June all exams (pass) and we could at last enjoy our holidays.

Jim looks so happy. Do you know that he just (offer) a new job?
The novel | (give) is another science fiction story.

The film that was on was not new: it (show) many times.

~NoO ok wnN -

o1

Translate the sentences; use Present Perfect Passive or Past Simple Passive.
Bce uBets! pacripoaaHsl.

JIoM TOJNIBKO YTO HOCTPOWMJIU.

KHuru BepHynu Ha npoLLIoi HEAEE.

[TuceMo BepHyIH, TaK KaKk Ha HEM HE OBLJIO MapKHu.
CreHbl MOKpacuiiy, MOKa HUKOTro He ObLIO oMa.
Tect nucanu Buepa B yac JiHs.

LIBeThI OBLTM TOJIUTHI BUEpA.

DTOW KOMHATOM MOCJIEIHEE BPEMS HE MOJIb3YIOTCH.
Sina yxe ceapuiu.

OCoO~NOOUOILS, WNPEF B
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MORE WORDS AND PHRASES TO KNOW

advertise — pek1aMupoBaTh

approval — onoopenue

configure — KOH(UIypHPOBaTh; OCHAIIATh
considered — B3BeleHHBIH, 00 yMaHHBI#H
CONSUMEr — moTpeOUTEINb

demo — meMoHCTpaIMOHHBINA 00paserl
disrupt — cpeiBath

embed — BcTpauBath

free in price — OecraTHBIM

gather — cobupatb(cs)

grow — pacT, yBEeJIHYUBATHCS

identify — ycranaBMBaTh, ONpEACIIATH

in reference to — B cBsi3u C

key logger — xeftorrep, mporpamMma Jjis TepexBaTa BBOJUMON C KJIaBUATYPbI
uHbopMaIuu

keystroke — Ha)xaTue KJIaBUIIIH

legitimate — 3akoHHBI#

nag — NHUJIMTh, BOpYaTh

persistently — yrmopHo, HacTOHYHUBO

preview — mpenBapHuTeIbHbIN POCMOTP
reminder — HamOMUHAHKE

request — npocb0a, (BeKJIMBOE) TpeOOBaHUE
surface — moBepXxHOCTb

utility — yrunura, koMIeroTepHas mporpaMMa

violent — HacHJILCTBEHHBIN, 05KECTOUYEHHBIN; OIMACHBIN, )KECTOKHUI
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3e CULTURE CLIP: THE UNITED KINGDOM
OF GREAT BRITAIN AND NORTHERN IRELAND

VOCABULARY

1 Read and learn the words and phrases.

lie — lay — lain
make up
square kilometre

important global city

financial centre
mountainous
all the rest

vast plain

highly developed industrial country
a producer and an exporter

iron and steel products

machinery and electronics

chemicals and textile

aircraft and navigation equipment
constitutional monarchy
parliamentary government

have no real power
chamber
major

traditions and customs

2 Complete the tables.

Synonyms

aeroplane(s)

1

state

economic

POSSESS

extremely

be situated

direction-finding

goods

cloth

large

P OO ~NO UL W

JIEKaTh; HAXOJUThHCS
COCTaBIISITh

KBaJIPATHBIN KHJIIOMETP

BCEMUPHO BaXKHBIA TOPOJI

(bUHAHCOBBIH IIEHTP

TOPUCTBIN

BCE OCTaJIbHOE

oOIMpHas paBHUHA

BBICOKOPA3BUTASI TPOMBINUIEHHAS CTPaHA
IIPOU3BOAUTEIb U DKCIIOPTED

U3CTINS U3 )Kejle3a U CTalu

MaIlIMHHOE 000PYI0BAHKUE U DJICKTPOHUKA
XAMHUYECKUE MPOIYKTHI U TEKCTUIIb
aBHUAIUSl U HABUTAITMOHHOE 000PY/I0BAHKE
KOHCTUTYLIHOHHASI MOHAPXUSA
MapJIaMEHTapHOE MTPABUTEIIBLCTBO

He 00J1a1aTh JEUCTBUTEIBHOM BIaCTHIO
rmajara

BAXKHBIN; KPYITHBIN

TPaIUIIUA U OOBIYaH

Antonyms
unconstitutional 11
undeveloped |12
importer 13
local 14
agricultural 15
minor 16
republic 17
flat (adj) 18
mountain 19
unreal 20
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3 Fill in the squares with vowels. UNITED KINGDOM
1 ¢ h[ Jmb[ |r
m_Jk[ ] [ p

3 ¢ h|[ Im[ Jc[ |1 s ‘,

,;Rsrusuc OF -

4 m D c hl Inl |r[ | “-“J’RELAN:: IENGLAND_

L J1[ Jec t r[ Jn[ Jc s
6 f[ In[ |n c| [ ]I c[ In t r[ ]

N

o1

7os aql | |r[ | k[ Jrm ]t r[L]
8 h| Jv[ | n| | rl ] ]I pl Jw[ |r
9 nl Jv[ Jgl Jt[ | |n Lol [ Jpm[ |n t

10 Jmp[ Jr t[ |n t g I |b[ ]I c| |t ]
1opl Jr tL L dml o e ]r[ ]

gl Jv[ Jr nm[ |n t

12 Jr[ |n [ Ind Stl:mpl)deDcts

4 Choose the correct word or phrase in italics in each sentence.

The UK has a strong city / government.

London is the capital city / government of England.

The Russian Federation plays a major / producer role in the peace process.
Australia is one of the main major / producers of wool.

Japan is a major exporter / navigation of cars.

In the past, exporter / navigation depended on knowledge of the positions of the
stars. (depend — depended - depended)

The river lies / real 30 km to the south.

What is the lie / real reason George is absent?

Usually students have some constitutional / financial difficulties.

10 Freedom of speech is a constitutional / financial right.

11 All the rest / Traditions and customs vary in different countries.

12 Bill and Paul and all the rest / traditions and customs are late for English.

SOOIk wWN PR
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READING
5 Read and translate the information about the United Kingdom.

The United Kingdom of Great Britain and Northern Ireland

U

The northwest part of the country is mountainous. People call it the Highlands. All
the rest is a vast plain. It is the Lowlands. The most important rivers are the Severn,
the Thames and the Trent.

The United Kingdom, or the UK, lies on the British Isles. It
consists of four parts: England, Wales, Scotland, and
Northern Ireland. England, Wales and Scotland also make
up Great Britain. The territory of the UK is about 244,000
square kilometres. The population is more than 63 million.
The capital of the country is London. It is an important
global city and financial centre.

Great Britain is a highly developed industrial country. It is one of the world’s
largest producers and exporters of iron and steel products, machinery and
electronics, chemicals and textile, aircraft and navigation equipment.

The UK is a constitutional monarchy with a parliamentary government. Today,
the monarch has no real power. The Prime Minister is the head of the government.
The British Parliament consists of two chambers: the House of Lords and the House
of Commons. It sits in the Houses of Parliament in Westminster. The major political
parties in the United Kingdom are the Conservative, the Labour, the Liberal parties,
and the Scottish National party.

Great Britain is a country with old cultural traditions and customs. The most
famous educational centres are the Universities of Oxford and Cambridge.

Notes

the British Isles — Bputanckue octpoBa

England, Wales, Scotland, and Northern Ireland — Auraus, Yansc, llloTnanaus u
CeBepnas Mpnanaus

the Highlands — Cesepo-IlloTinanackoe Haropwe (XaitieH )

the Lowlands — Cpennemornanackas Husmennocts (Jloymen)

the Severn, the Thames and the Trent — peku CesepH, Tem3a, TpeHt

the House of Lords — ITanara nopaos

the House of Commons — [TanaTa o6umH

Westminster — BectmuncTep (paiioH, rie Haxoautcs BectMuHCcTEpcKOe a00aTCTBO)

the Conservative party — KoncepatuBHas mapTust

the Labour party — JleiibopucTckas mapTust

the Liberal party — JIubepasbHas naptus

the Scottish National party — Hannonanbsaas naptus Hlotaanguu
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More than
There are

There are
There are

coO~NO Ol HS~ WN -

countries.
square kilometers.

Complete the sentences with the numbers from the text above.

countries make up the United Kingdom.
Great Britain consists of
The UK is about

million people live in the UK.
most important rivers in the kingdom.

The British Parliament consists of

chambers.

major political parties in the state.
most famous educational centres in the country.

\l
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8

Are the statements TRUE or FALSE?

The United Kingdom is an island country.

The UK is the largest country in the world.

The Thames is the only river in the state.

The surface of the British Isles varies very much.
The country has nothing to produce.

The UK is a highly developed industrial country.
The UK is a constitutional monarchy.

There is only one political party in the state.

The UK is not an old country.

The state is not rich in universities.

Complete the table about the four countries of the UK.

Capitals: Belfast, Cardiff, Edinburgh, London

Area, thousand km?: 14; 21: 79; 130: Northern Ireland is the smallest.
Population, million: 2; 3; 5; 53: Northern Ireland is the least populated.
National flower: the daffodil, the flax, the red rose, the thistle

Flag +

X

Contty

Capital

Area

Population

National flower
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https://en.wikipedia.org/wiki/File:Flag_of_England.svg
https://en.wikipedia.org/wiki/File:Flag_of_Wales_2.svg
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https://en.wikipedia.org/wiki/File:St_Patrick's_saltire.svg
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https://en.wikipedia.org/wiki/File:Scottish_Thistle_(Heraldry).svg
https://en.wikipedia.org/wiki/File:Flax_flowers.jpg

GRAMMAR

9 Pronouns. Study the information.

Personal pronouns Possessive Possessive
subject object adjectives pronouns
I me my mine
he him his his
she her her hers
it it its (its)
we us our ours
you you your yours
they them their theirs

10 Change the nouns and noun phrases for subject personal pronouns.

We use personal pronouns in place of nouns and noun phrases.
Mike is eighteen. He is a university student.
My sister is thirty-two. She is an accountant.

We use I, he, she, it, we, you, they as subjects before verbs.
I like physics. We are from Tomsk in Russia.

Example: Mary — she

1 university 6 my mother and father 12 Wiliam and Kate
2 students 7 education programme 13 teacher
3 Pauland | 8 Elizabeth 1l 14 my fellow student and |
4 young man 9 you and Max 15 faculties
5 car 10 dog 16 girl
11 year

11 Rewrite the sentences with subject personal pronouns. Use them in place of
the nouns and noun phrases in italics.

Example: The typical first degree is a bachelor’s degree.
It is a bachelor’s degree.

Mary is a third-year student.

Anastasia and | are from the same group at university.

You and your friend are welcome to our company.

Master’s degrees in the UK take at least a year full-time.
The University of Cambridge has more than 18,000 students.
Sir Tim Berners-Lee, inventor of the World Wide Web, is an Oxford graduate.
Oxford and Cambridge Universities are the two oldest universities in the English-
speaking world.

~No oTh~ wWwN -
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12 Rewrite the sentences with object personal pronouns. Use them in place of
the nouns and noun phrases in italics.

We use me, him, her, it, us, you, them as objects after verbs, after prepositions and
after be.
They know us. Talkto her.  ‘Who's that?’“It’s me.” (NOT normally “fis-1-)

We use the pronoun you to talk about one person or people (it is singular or plural).
It is usually clear from the context.

We also use you to talk about people in general, not someone specific:
Too much coffee is bad for you.

Example: Do you know Mr Stevens? Do you know him?

| do not like examinations.

Do not forget about Lena and me.

I want to come with you and Alexander.

People around the world know Queen Elizabeth I1.
Tell William the homework for tomorrow.

After students complete an undergraduate degree, they have an opportunlty
to take a postgraduate degree.

7 About 20,000 people apply for undergraduate study at the University of Oxford
every year.

OOl WN -

13 Use the correct pronoun.

Example: | know Pete, and he knows me.

1 1 never read English books. I do not like :

2 My brothers Victor and Paul are programmers. live in
London.

3 Andrew never does his homework. Please talk to

4 | think IS a good actress.

5 Kate Middleton (Catherine, Duchess of Cambridge) is quite popular

in Britain. Many people like

6 The University of Oxford is located in England Is over 800 years
old.

7 26 British Prime Ministers studied at Oxford University. David Cameron is one
of :

8 Doctoral degrees wusually take three years full-time.
include programmes of original research.

9 Michael is studying for a bachelor’s degree at Cambridge. IS in his first
year.

10 The Bachelor of Arts and Bachelor of Science are typical first degrees in the UK.

normally last for three years.
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14 Look at the information in the tables. How do you usually form a possessive
pronoun from a possessive adjective? What possessive pronoun is different?

We use pronouns to talk about possession and belonging. There are two types:
possessive adjectives and possessive pronouns.

We use possessive adjectives before a noun.

We use possessive pronouns in place of a noun (without a noun).

Is that your copybook? Mine is the same colour.

‘Is this laptop his or hers?”  ‘It’s his.’

We use Whose ...? t0 ask about which person owns something.
‘Whose (money) is this?’ ‘It is mine.’

I its = possessive adjective it’s =itis

Cambridge is famous for its university.

| like Cambridge. It’s a beautiful city. (= It is a nice city.)

15 Complete the sentences with the correct possessive adjective (my/your etc.).
Example: Each state has its own constitution and government.

1 | have a friend in the States. friend lives in Washington, D.C.

2 We study at TUSUR. university is one of the leading engineering
universities in Russia.

3 You are students and aim is to receive higher education.

4 Do you live in New York City? What is address?

5 The USA is a large country. area is about ten million square kilometres.

6 The President of the United States is the head of state and the head of
government. residence is the White House.

7 The people from the US are Americans. national language is English.

8 Hillary Clinton is an American

politician. husband was the
42nd President of the United States.
9 Barack Obama is a Democrat.
party (the Democratic Party) is one of
the two major political parties in the
USA. : :
10 Natalie Portman is a famous American actress, but homeland is Israel.
11 The state of Indiana is famous for basketball passion.

16 Rewrite the sentences with the possessive pronoun.
Example: It’s our university.  /¢’s ours.

1 They’re his keys. 4 This is my money.
2 1It’s her assessment record book. 5 They are her letters.
3 That’s your computer. 6 Those are their suitcases.
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7 They are my photos. 10 It is his passport.
8 These are our documents. 11 They are her glasses.

9

17
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18
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11

12

13

14

They are your coursebooks.

Choose the right word.
Example: This is an interesting book. Is it yeut/ yours?  yours is right

Is this wallet your/ yours?
Are those your/ yours things?
Which children are their/ theirs?
Americans love their/ theirs country.
The idea is not my/ mine. It’s her/ hers.
‘Where is Chicago?’ ‘Its/ It’s in the US.’
Can we use your car? Our/ ours is in the repair shop.
Our/ ours parents are on holiday in Miami all this week.
‘Whose mobile phone is this?”  “It’s your/ yours. My/ Mine is in my handbag.’
Los Angeles is a big city in the state of California. Its/ It’s nickname is City of
Angels.
The largest city in the United States is the city of New York. It’s / Its total area is
over 1,200 km®.

Put in the correct pronoun (I/ me/ my/ mine etc.).
Example: The USA is in North America. lts capital is Washington, D.C.

have English lessons at unlver3|ty Our lessons are twice a week.
‘Is this your essay?’ ‘Yes, it is

Please give some more time. We are not ready yet.

Tell about the meeting. | want to know all the details.

Jane wants to study languages at university. She likes very much.
Brad Pitt is an actor and producer. wife is also a famous actress.
Oprah Winfrey is famous for talk show 3

The Oprah Winfrey Show on American television.

Las Vegas is famous for casinos.

New Yorkers love city.

The New York Times is an American daily newspaper.
is well known around the world.
call 911 for an ambulance in the United
States.
Hollywood is located in Los Angeles, California. actors and actresses
are popular all around the world.
McDonald’s is the world’s largest chain of hamburger fast food restaurants.
serves around 68 million customers daily in 119 countries.
The City of Chicago has many nicknames. include the Windy City and
the Second City.
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33 interchangeable
34 intervention
35 embedded

36 victim

37 replicate

38 multiple

39 remind

40 underestimate
41 respond

42 request

43 devastating
44 sophisticated
45 accessory

46 consider

47 vulnerability
48 target

2 Match the words to make 16 phrases.

33 particular
34 purchase on
35 forma

36 cyber

37 lose

38 paya

39 reveal the
40 key

41 growing
42 violate a
43 abuse one’s
44 be

45 tough

46 financial
47 free

48 pop-up
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1 Match the following English words with their Russian equivalents.

Jg coy4acTHHK

hh cuurars, mojgarats

Il pa3pylHTeNbHBIHI

J] BCTpOCHHBIH

kk B3auMo3aMeHsIeMBIi

Il BMemarenscTBO

mm MHOYKECTBEHHBII
NN HaITOMUHATH

00 KOITUPOBAaTh

PP IPOCHUTH

JQ oTBEYAaTh, PearupoBaTh
Il CJIOKHBIN

SS IIeJIb, MUIIIEHD

t{t HemooleHUBATH

Uu kepTBa

VV ySI3BUMOCTh

gg position
hh prosecuted
il defender

jJJ transaction
kk criminal community
Il trial

mm number
nn logger

oo dignity

pp action

qq fine

rr window
ss application
tt information
uu punishment
vv policy
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Discuss them in small groups.

10 Criminals use the internet to commit a cyber crime.

Write the missing words instead of the numbers in brackets.

Before the internet, criminals dug (1) people’s trash or intercept their mail to steal
their personal information.

Nowadays criminals also use the internet to steal people’s identities, hack (2)
their accounts, trick them into revealing the information, or infect their devices
(3) malware.

Large organized crime groups also take advantage (4) the internet.

It’s very difficult to crack (5) on cyber criminals because the internet makes it
easier for people to do things anonymously and (6) any location (7) the globe.
Fast Flux is moving data quickly among the computers in a botnet to make it
difficult to trace the source (8) malware or phishing websites.

Skimmers are devices that steal credit card information when the card is swiped
(9) them. This can happen in stores or restaurants when the card is (10) (11) the
owner’s view, and frequently the credit card information is then sold online
through a criminal community.

Most cyber criminals will target home computers rather than trying to break (12)
a big institution’s network because it’s much easier.

Punishments range from paying a large fine to going to jail for up to 20 years,
depending (13) the seriousness of the crime and how much damage the hacker
has done.

It’s important that you report cyber crimes, like spam, so that the criminals
behind them can be prosecuted and fined (14) the law.

A computer virus attaches itself (15) a programme or file.

A Trojan horse is full of as much trickery as the mythological Trojan Horse it was
named (16).

SPEAKING

Read and translate the following topics.

11 Cyber crimes and the punishment go hand in hand.
12 The words Trojan horse, worm and virus are often used interchangeably, but they

are not exactly the same thing.

13 There are different types of software.

5

WRITING

Write an essay (10-15 sentences) about one of the threats a security specialist

deals with.
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GRAMMAR

6 The following sentences are in the active voice. Change them into the passive
voice.

1 My mother will punish me.

2 The children are studying grammar.

3 I had finished my homework.

4 They called off the match.

5 Mrs Smith teaches us English.

6 You must switch off the lights.

7 | must finish this assignment.

8 The children ate the ice cream.

9 The painter created a beautiful painting.
10 Mr Johnson has filed the papers properly.

7 Change the following sentences into the active or the passive voice as
appropriate.

The poet wrote a nice poem.
My camera has been stolen.
My dress is ruined!
Trespassers will be prosecuted.
No smoking.

Keep your city clean.

The milk has soured.

Please switch on the lights.

co~NOoO OlThs WN -

8 The following passage has not been edited. There is an error in each of the
lines. Write the incorrect word and the correct word.

First the chicken was take and chopped a)
It was wash and dried. Salt, chili b)
powder and curd was add. The chicken C)
was marinate for one hour. The pieces d)
were fry in oil. Then it was e)
cook with milk, chilies and sauces. f)
9 Put the verb in bracket in the correct active/passive voice & tense.
1 The watch I’1l take it to the watchmaker (break).
2 Someone at you. Do you know him? (look)

3 The stain on my coat (remove).

4 The criminal (catch) yesterday.

5 REM a compilation album (release)

6 This castle in 1639 (build).

7 Mary a nice birthday present (give).

8 These laptops in China (make).

9 The plane (just/ land).
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10 Underline the best option:

1
2
3
4
5
6
7
8
9
1

11 Rewrite the sentences in the active. When you don’t have a subject use they.

gk wdNE

(o]

The book was published/published in 2010.

My parents will lend/will be lent me some money to buy a new car.

It is said/says that some sports involve serious risks.

Lots of workers have been made/have made redundant as a result of the crisis.
My father was bought/ bought me a CD.

Fewer letters are written/write nowadays.

The TV presenter has been made/has made lots of mistakes today.

Where are you being lived/are you living?

My children are liked/like pasta.

0 Emails are sent/send more and more.

A lot of souvenirs are bought by tourists.

He has been hit by a car.

He has been taken away by the police.

I have been woken up by a strange noise.
«Romeo and Juliet» was written by
Shakespeare.

Their house won’t be sold.

We weren’t told that there was a strike.

12 All the sentences are in the passive. Read them and correct any verb forms
that are incorrect. Tick the correct answers.

OOl WN -

Our passports were taking by a woman in uniform.

Three men were arrested last night when they tried to break into the Museum.
Stamps can be buying at the post office.

Simon’s car has be stolen from the car park.

We have been invited to Helen's party.

The new library won't be building in the town centre.

13 Rephrase the sentences in two ways. Omit unimportant agents.

SOOIk WN PR

Example: The teacher asked them a question.
a) The question was asked by the teacher.
b) They were asked a question.

Their mother read them another story.
Someone handed the judge a document.
He has served us a wonderful meal.
They haven’t sent me the message.

I will give him a birthday present.
They are showing her the photos.
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4a CRYPTOGRAPHY

VOCABULARY

1 Read and learn the words and phrases.

cryptography

intersection

ATM (= automated teller machine)
DRM (= digital rights management)

copyright infringement
prior to

encrypt

conversion
apparent nonsense
recipient

eavesdrop
adversary

carry out

plaintext

code

precisely

cipher
(cryptographic) key
decrypt

ciphertext

KpunTorpadus

MepECEUCHHE

OaHkoMar

TEXHUYECKUE CPEJICTBA 3aIUTHI
aBTOPCKUX IMpPaB

HapyllIeHHuEe aBTOPCKOTo MpaBa

10, TIepe]

3amr(poBbIBATh, 3aKOIMPOBATH

U3MEHEHUE

OUYEBHJIHBIN abCypa

MoJIy4aTelb

MOJICITYIIINBATh

MPOTUBHUK

OCYIIECTBIATH, BITOJHSTH

UCXOJIHBIN TEKCT

KOJ

TOYHO

mudp

KpUnrorpaguueckuii K4

pactppoBHIBATH

UG POTEKCT

2 Write the synonyms to the words to complete the table.

= cash machine, 1
sine B g Gphertextexample cashpoint
£ & ““daigorithm ;. code, v 2
rqureg £ ‘"*P*a'.":i'.ﬂif change 3
e
2_oE D h taker 4
oy a‘acrgPtOgraP g enemy 5
= g stud
ractcal 0 k gc:pherg ';‘J'afc £ execute 6
wed B il Keigtal 2 cipher 7
§ el such °a exactly 8
ueS nforma s § 1 schemes code, n 9
ryptogr: S2E
possigl'e’ R decode 10
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3 Match the terms and definitions.

infringement / conversion / nonsense / recipient
a person who receives something
an action that breaks a rule, law, etc
the process of converting something from one thing to another
language that cannot be understood because it does not mean anything

WD

prior to / apparent / eavesdrop / carry out
seeming to exist or be true
before a particular time or event
to listen to someone’s private conversation without them knowing
to do or complete something, especially that you have said you would do or that
you have been told to do

o N o Ol

cryptography / ATM / DRT / copyright
9 amachine that you get money from using a plastic card
10 the use of special codes to keep information safe in computer networks
11 the legal right to control the production and selling of a book, play, film,
photograph, or piece of music
12 the way that a company controls how users pay for music, films, books, etc. that
are available on the internet or on electronic equipment in a digital form

4 Change the number into one of the words: ATM, DRM, key, code, cipher,
apparent, carrying, nonsense, adversary, copyright, decrypted, encrypted,
precisely, conversion, recipients, intersection, eavesdropping, infringements.

Dr Carter is (1) out research on early Christian art.

There are one or two (2) discrepancies between the two reports.

The translation of the instructions was so poor they were just (3).

The letter was written in (4). (four letters)

The fireworks begin at eight o’clock (5).

Solar power is the (6) of the sun’s energy into heat and electricity.

The (7) of the lines on the graph marks the point where we start to make a profit.
Is there an (8) on this street? | need to get some money out.

Who owns the (9) on this article?

Even minor (10) of the law will be severely punished.

Your financial information is fully (11) and cannot be accessed.

Former Nobel Peace Prize (12) include Jimmy Carter and Barack Obama.

He was (13) on our conversation.

He saw her as his main (14) within the company.

The message was written in (15). (six letters)

(16) can ensure that programs distributed by internet are legal copies for which
the copyright holder is being paid a fee.

e Messages encrypted using the public (17) can be (18) only by someone with the
private key.
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READING
5 Read and translate the information about cryptography.
Cryptography

When Julius Caesar sent messages to his
| generals, he didn’t trust his messengers. So he
replaced every A in his messages with a D, every
B with an E, and so on through the alphabet.
Only someone who knew the ‘shift by 3’ rule
could decipher his messages.

The word ‘cryptography’ comes from the two
| Greek words. The first one means ‘hidden,
secret’ and the second one has the meaning of ‘writing’. Cryptography is the practice
and study of techniques for secure communication. Various aspects in information
security such as confidentiality, integrity, availability, authentication, non-
repudiation, accountability, and reliability are central to modern cryptography.

Modern cryptography exists at the intersection of the disciplines of mathematics,
computer science, and electrical engineering. Applications of cryptography include
ATM cards, computer passwords, and shopping on the internet. Cryptography also
plays a major role in DRM and copyright infringement of digital media.

Cryptography prior to the modern age was effectively synonymous with encryption,
the conversion of information from a readable state to apparent nonsense. The
originator of an encrypted message (Alice) shared the decoding technique needed to
recover the original information only with intended recipients (Bob), thereby
precluding unwanted persons (Eve) from doing the same. The cryptography literature
often uses Alice (‘A’) for the sender, -'
Bob (‘B’) for the intended recipient, and
Eve  (‘eavesdropper’) for  the

|
message to Bob -

Alice Bob

adversary. Nowadays the methods used N ‘ o
to carry out cryptology are increasingly - “
complex and its application is more lfi @
Widespread' (cavc%c\ilrsppu)

When a message (a ‘plaintext’) is sent using cryptography, it is changed (or
encrypted) before it is sent. The method of changing text is called a ‘code’ or, more
precisely, a ‘cipher’. Ciphers use a ‘key’ which is a secret that hides the secret
messages. The changed text is called ‘ciphertext’. The change makes the message
hard to read. Someone who wants to read it must change it back (or decrypt it). How
to change it back is a secret. Both the person that sends the message and the one that
gets it should know the secret way to change it, but other people should not be able
to. Studying the cyphertext to discover the secret is called ‘cryptanalysis’ or
‘cracking’ or sometimes ‘code breaking’.
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6 Match the terms an

a
Cryptography b
Cryptographic key
Encryption c
Decryption S
Code
Cipher f
Plaintext g
Ciphertext
Stenography h
Cryptanalysis |

d the definitions.

the output of the encryption process

the study of methods for obtaining the meaning of encrypted
information without access to the secret information which is
normally required to do so

a way of changing information into something else

a way to change encrypted information back into the plaintext
the art or practice of concealing a message within another
message

a piece of information that allows control over the encryption
or decryption process

the information which the sender wants to transmit to the
receiver(s)

the practice and study of hiding information

an algorithm for performing encryption (coding) or
decryption (decoding)

allows information to be hidden so that it cannot be read
without special knowledge (such as a password)

Answer the questions about cryptography.

What is cryptography?

What does the word

‘cryptography’ mean?

What does modern cryptography include?
Where is cryptography used?

7

1

2

3

4

5 When does a person
6 Whatisa ‘cipher’?
7

8

9

1

encrypt his message: before or after sending it?

Can all people read an encrypted message? A|BICIDIE|F
Is a cryprographic key secret?
What do you know about the Caesar cipher?
0 Does only one cipher exist?
rms at the picture mean. A|BICIDIE|F

8 Explain what the te

<
| &
)

@ Plaintext

Sender

| Ciphertext | Plaintext

Encrypt Decrypt Reciplent
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GRAMMAR

Future Simple. When- and if-clauses

We use Future Simple:

5 to refer to things in the future that we think are certain
She will be here in fifteen minutes.

6 to make predictions about the future
The new computer will probably cost over $500.
We often say I think (I don’t think) ... will ...:
I think Tracy will pass the exam. [ don 't think they will win.
7 for immediate intentions and decisions. We usually use ’Il, not will, after I
think.
I'm tired. I don’t think I’ll work late tonight.
8 to make promises and offers
I will phone you tomorrow.

We use will + the base form of the verb.

Positive Negative Question Short answers
| (1 A (| A
You . you you
We will WV\'IICIWT(Ot we Yes, we will.
They | (‘1) ( e | will { they p work? { they }
He work. v%ork ) he No, he won’t.
She ' she she
It it/ it/

9 Complete the sentences with your own predictions.
Example: It will / will not snow next week. (snow)

1 Russia the next football World Cup. (win)

2 Russia a superpower in 2050. (become)

3 There a world government before 2050. (be)

4  There a new world war before 2050. (be)

5 English the world language in 2050. (be)

6 People very different in 2150. (look)

7 Everybody a car in 2050. (have)

8 Everybody a smartphone in 2050. (have)

9 Everybody a computer in 2050. (have)

10 People all information on computer in 2050. (store)
11 People to avoid security breaches in 2050. (learn)
12 People all information through the Internet in 2050. (transmit)

13 (Write your own prediction.)
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10 Put in will Cll) or will not (won’t).
Example: | need some exercise. | think 1’/ go for a walk.

James be 21 next year.

It rain, so you don’t need to take an umbrella.
I have some spare time. | think | go out.

I’m leaving tonight, so | be at work tomorrow.
I call you at about 6 o’clock.

OK. My diary says I’'m free on Wednesday.

So we meet next Wednesday.

They tell us very much until January.
you be at home early tomorrow?
I keep the firewall on. | think it is not necessary.
10 I am sure you make a brilliant security specialist.
11 Don’t miss so many classes. You pass the credit test.
12 | think Sarah pass the exam. She is very good at technical drawing.

OOk WN PR

O 00

11 Where will you be? Write sentences about yourself. Use I’ll be ... or I’ll
probably be ... .
Example: I’ll (probably) be at home in the evening.

two hours from now

at 9 p.m. today

at midnight tonight

at 11 a.m. tomorrow

at 7 o’clock tomorrow evening
a year from now

six years from now

~NOoO ok wN -

When- and if-clauses
After when or if we use the Present Simple form. In the main clause we use the
Future Simple form or to be going to.
Examples:
When | meet him | will tell him about the conference.
I will tell him about the conference when | meet him.
When the weather is fine we will go for a picnic.
We will go for a picnic when the weather is fine.
If you don’t hurry you will be late.
You will be late if you don’t hurry.
If 1 have time | will help you with your homework.
I will help you with your homework if | have time.
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12 Complete the sentences with the verbs. Write true sentences.
When I’m older I will ...

buy have eat go
68 When I'm older | to parties.
69 When I'm older two children.
70 When I'm older | a car.
71 When I'm older | a lot of sweets.

When I’m older 1 will not....

do write wash go
72 When I’'m older I any homework.
73 When I’m older I my father’s car.
74 When I’m older I to school.
75 When I’m older I so much.

13 Match two columns to make sentences.

76 If you pass the exam | will help you with your homework.
77 If we meet tomorrow you may oversleep tomorrow.

78 If Sam has money we will go for a picnic.

79 If I have time I will have a taxi.

80 If the weather is fine you will get monthly grant.

81 If you go to bed late today he will buy a car.

82 If it is late after party | will give you this book.

Q DO o O T D

14 Write the correct form of the verbs in brackets.

83 If it is hot this afternoon, we (go) -
to the beach.

84 Peter (get) into trouble if he steals that cell © oy o0
phone! ‘
85 You (not pass) if you don’t study
harder!
86 | (make ) dinner if you like.
87 If it (not be) too expensive, we’ll
buy it.
88 | (give) you $5 if you
(wash) my car.
89 I (phone) you if | (have) any news.
90 If we (not help) them, they (not finish) the work on time.
911 (buy) a new laptop computer if | (save) enough money.
92 He (not go) to school tomorrow if he (not feel) better.
93 If they (not hurry), they (be) late.
94 If it (snow), we (build) a snowman.
95 If you (eat) everything now, you (not have) anything to eat at
lunchtime!
96 If you (not turn down) the music, you (wake up) the baby!
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MORE WORDS AND PHRASES TO KNOW

Immediate — HeraBHHUI; TPOUCXOASIINN 3/ICCh M celyac

promise — oberanue
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4b ANTIVIRUS SOFTWARE

VOCABULARY

1 Read and learn the words and phrases.

antivirus software

hateful

day-to-day

schedule

flash drive

behindhand

defender

essentials

suspicious

hence

proliferation

hijacker

backdoor

rootkit

dialler

uniform resource locator (URL)
scam

advanced persistent threat (APT)
distributed denial-of-service (DDoS)

aHTUBHUPYCHAsI IPOTpaMmMa
HEHABUCTHBIN, OTBPATUTEIbHBIN
MTOBCEIHEBHBIN

BKJIIOYATh B paclucaHue, MIaHupOBaTh
baen-naMaTh, Qaen-HaKOMUTEIb

C OIO3/IaHUEM

3aIUTHUK

IpeIMEThI IEPBO HEOOXOIUMOCTH
MOJIO3PUTEIIbHBIN

CJIEIOBATEIBHO

pocT yucna (4ero-ianoo)

YTOHUIUK (CaMOJIETa), TEPPOPUCT

03K 10p

PYTKHUT

auasnep

€IUHBIN yKa3aTeNb pecypca
MOTIIEHHUYECTBO

neseBas kubeparaka

pacnpenenuTeIbHas aTaka TUIA «OTKa3 B

00CITy>KUBaHUI
permanently mocrosiHHO
2 Match the terms and their definitions.
hateful day-to-day schedule suspicious
a extremely unpleasant or unkind
b happening every day as a regular part of your job or your life
c toarrange that an event or an activity will happen at a particular time
d making you feel that something is wrong or that something bad or illegal is
happening

behindhand essentials

hence

proliferation scam

e

for this reason
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- >a -

an illegal plan for making money
the most important or necessary things
when something increases in number very quickly

late in doing something or slower doing something than expected

antivirus flash drive backdoor

dialler

A WD

relating to something that is done secretly or in a way that is not direct or honest
produced and used to protect the main memory of a computer against infection by

a virus

a small piece of equipment that you connect to a computer or other piece of

electronic equipment to copy and store information

a piece of software that allows people to connect to a phone number, for example
over the internet, or by speaking a name or number into their mobile phone

Fill in the gaps in the sentences with the words from the right column.

He moved here in 2012.

She called me the most names.

He’s got an interview today, the suit.

Your appointment has been for next

Tuesday.

| called airport security after noticing a

package.

| worked late last night because | was

with my accounts.

The change was immediately dismissed as a
tax increase.

A web-based is useful for computer

users who do not have access to a traditional

telephone line.
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READING

4 Read, translate and learn about what antivirus software is and how it helps to
protect your computing device.

Antivirus Software

Antivirus software is a program or set of programs that are intended to prevent,
search for, detect, and remove software viruses, and other hateful software like
worms, trojans, adware, and more. These tools are dangerous for users to have
installed and up-to-date since a computer without antivirus software installed will be
infected within minutes of linking to the net. The attack is continuous, with antivirus
companies update their detection tools continually to deal with the more than 60,000
new pieces of malware created day-to-day.

There are some different corporations that build and propose antivirus software and
what each proposal can vary but all achieve some basic functions:

« scan exact files or directories for any malware or identified hateful patterns;
. agree you to schedule scan to automatically run for you;

« agree you to initiate a scan of an exact file or of your PC, Laptop, Mobile,
Android tablet, iPhone, and other device or of a CD or flash drive at all time;

« remove any malicious code detected occasionally you will be informed of an
infection and asked if you want to clean the file, additional programs will
automatically do this behindhand the scenes;

« show you the strength of your PC, Laptop, Mobile, Android tablet, iPhone, and
other device.

In Windows 8, Windows Defender replaces Microsoft Security Essentials (MSE).
Windows Defender runs in the background and notifies you when you need to take
specific action. However, you can use it any time to scan for malware if your
computer isn’t working properly or you clicked a suspicious link online or in an
email message.

Antivirus software was originally developed to detect and remove computer viruses,
hence the name. However, with the proliferation of other kinds of malware,
antivirus software started to provide protection from other computer threats. In
particular, modern antivirus software can protect from: malicious Browser Helper
Obijects (BHOs), browser hijackers, key loggers, backdoors, rootkits, trojan horses,
worms, diallers, fraud tools, adware and spyware.

Some products also include protection from other computer threats, such as infected
and malicious uniform resource locators (URLS), spam, scam and phishing attacks,
online identity (privacy), online banking attacks, social engineering techniques,
advanced persistent threat (APT), botnets, DDoS attacks.

Permanently be sure you have the best, up-to-date safety software installed to
protect your device.
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5 What do the acronyms mean?

APT personal computer
BHO compact disc

CD Microsoft Security Essentials
DDoS Browser Helper Object

MSE uniform resource locator

PC advanced persistent threat
URL distributed denial-of-service

Complete the sentences with the terms from the box.

backdoor dialler flash drive rootkit scam
Antivirus software Browser hijacking Windows Defender
advanced persistent threat distributed denial-of-service (DDoS)
Browser Helper Object (BHO) Microsoft Security Essentials (MSE)
Uniform Resource Locator (URL)

10

11

12

13

can prevent access to computer systems by unwanted computer
programs.
A Is a popular way to store digital information. It is an easy way to
share data or information.

Is another name for a web address. It is made of letters, numbers and
other symbols in a standard form.

APT is an acronym to . It refers to a set stealthy and continuous
computer hacking processes.
A Is a computer virus which allows someone to take control on your

computer. It is very dangerous.

Is designed as a plug-in for Microsoft’s internet Explorer web
browser to provide added functionality.
A Is a cyber attack where the perpetrator uses more than one, often
thousands of, unique IP addresses.
is an application made by Microsoft. It prevents, removes and
quarantine’s spyware in Microsoft Windows.
A Is an attempt to defraud a person or group after first gaining their
confidence, used in the classical sense of trust.
In computing, a Is a way of bypassing security mechanisms to gain
access to a resource that is otherwise secured.

Is a free antivirus software created by Microsoft that provides
protection against viruses, spyware, rootkits, and Trojans for Windows XP.
A is an electronic device that is connected to a telephone line to
monitor the dialed numbers and alter them to seamlessly provide services that
otherwise require lengthy National or International access codes to be dialed.

iIs a form of unwanted software that modifies a web browser’s
settings without a user’s permission, to inject unwanted advertising into the user’s
browser.
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GRAMMAR

Be going to

We use be going to + the base form of the verb:
1 to talk about future plans, decisions and firm intentions, especially in an
informal style

|’m going to buy some books tomorrow.
2 to predict something that we think is certain to happen or which we have
evidence for now

It’s going to snow again soon. (The speaker can probably see dark snow

clouds.)
I am
He/She/lt IS (not) going to work.
We/You/They are
Am |
Is he/she/it going to work?
Are we/you/they

7 Fill in the gaps with am/is/are. Translate the sentences.
Example: The radio says it is going to be sunny tomorrow.

1 We going to drive to London on Saturday.

2 I'm about 100% sure | going to fail in the
gxam tomorrow.

3 Sarah and Sean going to buy a house in

Manhattan.

4  They going to develop a new product next

month.

5 The laboratory going to control the quality of
the test method.

6 The scientists going to repeat Tesla’s
experiment in the autumn of 2016.

7 According to the press release, the company

going to produce a wide range of modules for these

phones.

I going to change the password on my laptop.

It going to cost P8,000 to repair your computer.

O 0o
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8 Put the sentences together, using be going to.

Example: I don’t want to go home by bus. I’m _going to walk.

BEGINNINGS ENDS
A
1 Fdon'twant to go home by bus. a She/stay in a hotel.
2 Jane is going to Cardiff next week. b go down next year.
3 After university | C Qo up next week.
4 The weather forecast says d 1/ walk.
5 The number of students at the e it/snow tomorrow.
university f work as an IT security specialist.
6 The rouble exchange rate
B
7 What / John / do g anew tablet computer next month.
8 Jack and Paul / start h when he graduates from university?
9 Rita/spend more time i my term paper at the weekend.
10 I/ finish j their own business.
11 William / buy k on her studies this term.

9 Look at Alex’s diary. In pairs, ask and answer questions about his plans. Use

be going to

Monday 21

Thursday 24

write report
call mom

course work deadline
buy food for cat
visit grandma at 18.30

Tuesday 22

Friday 25

dinner with Sarah
buy a gift for Sam

meet mom at the station at 14.00

Wednesday 23

Saturday 26

dentist at 14.00
meet Sam at 19.00

party at Sam’s house at 19.00

10 Ask questions for the following answers.
Example: Who are you going to see? - | am going to see my grandparents.

She is going to read a book.
| am going to invite John.

They are going to play football.
My sister is going to study in London.

OO WN B

They are going to live in the countryside.

He is going to visit the British Museum.
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11

Turn the sentences into the future (going to). Follow the example.

Example: | study every day. I'm going to study tomorrow.

1 He does gymnastics once a week.

2 | clean my bedroom every morning.

3 She phones her boyfriend every morning.

4 She plays video games every morning.

5 She reads the papers every day.

6 They have a party every week.

7 They take the rubbish out every night.

8 We go fishing with them every week.

9 We watch television every evening.

12 Answer the questions. Follow the example.

Example: Are you going to study tonight? (attend a concert) No, I'm going to attend a
concert.

1 Are you going to have lunch now? (have/ a rest)

2 Are you going to work today? ( (stay / in bed / all day)

3 Is he going to buy a new pair of shoes? ( buy / a pair of roller skates)

4 Are they going to wash the car tomorrow morning? (mend / the bicycle)
5 Are they going to cook dinner? ( go/ to a pizza restaurant)

6 Is she going to write on the board? (write / in the exercise book)

7 Are they going to wear an anorak? (wear / a rain coat)

8 Are they going to visit the exhibition? ( have / a barbecue/ in their garden)
97

13 Fill in the table below and answer the questions.

My Own Personal Robot...

...1s going... ...1s never going...

1 Do you think people are going to use

N

98

robots in everyday life in a few years?

Is it good or bad to have a machine which works instead of you? Why?

Are the robots going to change man in some professions (doctors, teachers,
drivers)?

Do you know the Three Laws about robots by Isaac Azimov? What is going to
happen if they are broken.
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MORE WORDS AND PHRASES TO KNOW

certain — TOYHBIH, ONpeICIEHHbIIHI

decision — pemrenue

evidence — mokazaTenbCTBO(-a); IpU3HAK(H)
firm — TBEpapIii

identify — onpenensats

Initiate — HauMHATH, BBOIUTH

intention — HamepeHue

predict — nmpecKka3bIBaTh
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4c ACCESS CONTROL

VOCABULARY

1 Read and learn the words and phrases.

access control
barrier

alarm

guard

digital signature
identification
feature
fingerprint
personnel
accompany
intelligent
grant

sensor

make a decision
independent
retina

palm

sweaty

dilate

permit

KOHTPOJIb JI0CTYyIIa

Oapbep, OrpakJICHHE
CUTHAIU3ALUS

CTOPOXHUTb, OXPAHSITh; KapayJIuTh
nudpoBas MOAMUCH
OTO3HaBaHUE, YCTAHOBJICHUE JTUYHOCTH
YepThI JIUIA

OTIEYATOK TJia3a

MepCoHaJ, MITaT

CONPOBOK/IaTh

YMHBIN

BBIJIaBaTh, 1aBaTh Pa3pEILICHUE
JATYUK

MPUHATH PEILICHUE

HE3aBUCUMBII

ceTyarka (ria3a)

Ja70Hb

TTOTHBIN

pacupsaTh(csi)

paspeniarb
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READING

2 Read and translate about many different ways in which individuals/entities
can prevent someone/thing from accessing their premises/belongings.

Access Control

Access control is the term used to describe how a person, mechanical device, or
computer system uses both physical barriers and alarms to keep an unauthorized
person from entering a specific area.

Nowadays, almost every computer user has a firewall or antivirus, a pop-up blocker,
and many other programs running on his/her computer. All of these programs are
access control mechanisms that guard users from intruders. Computers have
complicated access control abilities. They ask for authentication and search for the
digital signatures.

Physical security involves a door, lock, wall, or some other object that physically
prevents a person from entering a room or building. A door with its handle is the
most common form of physical security. Generally, other access control sources such
as identification scanners (which scan physical features, voices, and fingerprints),
alarms, cameras, or armed personnel accompany physical security.

A non-intelligent access control reader (basic reader) is an access control system that
simply reads the user’s input and has no control over whether or not access is
granted. For example, an access control system requires the user to swipe a card in
order to access a room or account. These types of readers are the most common and
can be found on ATM machines and hotel doors.

A semi-intelligent access control reader acts in the same manner as a non-intelligent
access control reader but has some control over the actual physical security that
prevents the user from accessing the room or object. For example, an access control
system that uses a sensor to open a door, such as those often found in supermarkets,
would be considered a semi-intelligent access control reader.

An intelligent access control reader receives input from the user just as any other
reader would, but has full control over whether access is granted or not. These types
of systems can actually make decisions based on the situation and are fully
independent from other computer systems. For example, an access control system
that requires the user to provide a fingerprint and retinal scan would not be
considered an intelligent access control reader by itself. However, if that system were
able to notice that the user’s palms were sweaty and eyes were dilated and made a
decision to not permit the user into the account or building, it would be considered
an intelligent access control reader.
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GRAMMAR

Will vs be going to

We use be going to:

e when we want to talk about a plan
for the future.

I'm going to see him later today.
They're going to launch it next month.

e when we want to make a prediction
based on evidence we can see now.

Look out! That cup is going to fall off.
Look at those black clouds. It's going to
rain soon.

We use will:

e with “I think, I promise, I wish, I
guess, [ hope”.

| think she'll do well in the job.
I hope you'll enjoy your stay.

e at the moment we make a new
decision or plan. The thought has
just come into our head.

Bye. I'll phone you when | get there.
| won't tell him. | promise.

Compare:

L

rain soon.

b )
- Look at those black clouds. It's going to | -

It’s so hot! | hope it will rain
soon!

3 Write A if the decision is made at the moment of speaking or B if itis a

decision made before.

I’m bored! I think I’ll phone Alison.

co~NoOOlTh~ WN -

We are going to have a party next weekend.

Our teacher says he’s going to give us a test next week.

I’m hungry. I think I’ll make a sandwich.

You haven’t got any money? I’ll lend you some.

It’s Steve’s birthday next week. I’'m going to buy him a great present.
There’s a test next Monday, so I’'m going to study over the weekend.
It’s very cold in here, isn’t it? I’ll close the window.
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4

Put the correct words into the sentences:

will going won't not going

P OO ~NO Ul WN -

= o1

= O

AN

7
8

9

10 The dog looks ill. I think it be sick.

I’'m to college today.

I'm to college today because it’s raining.
Jack be at work today. He’s sick.

Next week we are on holiday.

I see you next week. Take care.

I'm shopping tomorrow.

We are shopping in the mall at the weekend.
The doctor see you at 5 o’clock.

I help you paint your house.

01 see you next week because I'm on holiday

Circle the correct words.

| want to visit Paris next year so I’'m
going to / I’ll learn French next term.
There aren’t any good films on TV
tonight, so | think I’m going to / I’ll
watch the football match.

My computer’s old so my dad’s going to /
‘Il buy me a new one for my birthday.

My sister and | have planned our holiday.
We’re going to / ‘Il visit our cousin in
Canada.

I haven’t spoken to John for a long time. I think I’m going to / ‘Il phone him
now.

What can | get Jane for her birthday? | know. I’m going to / ‘Il take her to the
cinema.

Write the correct form of going to, will.

“Why is Sofia getting a passport?” “She

live in Spain for a year

I know she (not) agree with this idea.

| think the film (be) a big success.

There’s someone at the door. “Ok, I answer
it.”

She never see her parents again. She has
moved to South Africa.

“Is that your new stereo?” “Yes, but it doesn’t
work. | to take it back to the shop!”

| think the exam be easy.

“I see Hannah and Peter together a lot.” “ Yes, they
get married”
You probably have a really good time.
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7 With a partner, ask and answer questions about your plans.

Example: — What are you doing tomorrow morning? — I’'m going to university.
tomorrow morning
in two hours

next weekend
today evening
next Friday

in a month

in Summer
after exams
after the lessons
in 10 years

8 Make an interview with a scientist about life in the future. Make the
questions.

1

2

= ©

life, be, better?

I think, life will be better because people will change.

people, take care of each other?
Yes, they will.
what, people, eat?

I'm sure that people will eat more healthy food. Lots of fruit and vegetables.

how, they, travel?

In my view, there will be some electric cars, electric bikes and modern planes,
trains and buses. Some people will also prefer walking to driving any vehicles to

save our planet.
people, fly, on Mars?

Yes, there are some projects but we still have a lot of problems unsolved.

Considering all the uses of will and going to, choose the best form.

“Why are you wearing those old
clothes?” - “Because I will do / am
going to do the gardening.”

“I think I have a temperature.” - “Wait
a minute. |1 will get / am going to get
the thermometer.”

“What time is Ann’s party?” - “I don’t
know but I will phone / am going to
phone her.”

“Why are you buying so much food?”
- “Because I will invite/ am going to
invite some friends for dinner.”

“What will you do / are you going to do in the summer holidays?” - “I will
spend / am going to spend a few weeks at my cousin’s beach house.*
“Don’t forget it’s a secret!” - “Don’t worry, | won’t tell / am not going to tell

anyone.”

“What do you want to eat?” - “I’m not sure. Maybe I will have / am going to

have a cheeseburger.”

“Look how that lunatic is driving! He will kill / is going to kill someone!” - “I
will get / am going to get his number plate. Have you got a pen?”
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MORE WORDS AND PHRASES TO KNOW

account — cuér

authentication — ycTaHOBJICHHE [TOAIUHHOCTH
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4d INTRUSION DETECTION SYSTEMS (IDS)

AND INTRUSION PREVENTION SYSTEMS (IPS)

VOCABULARY

1 Read and learn the words and phrases.

intrusion detection system (IDS)
intrusion prevention system (IPS)
confusing

vendor

acronym

solve a problem

compared to

firewall

packet

wire

deny

drop

absence

implicit

visibility

posture

from the security point of view
excruciating

release

hybrid

cucteMa oOHapyKE€HHUs BTOPKEHUI
crcTeMa MpeI0TBPAIICHUS BTOPKEHUI

cOMBAIOILIUHN C TOJKY
MOCTABIIUK

aKpOHUM (6u0 abbpesuamypol)
pemarb npodeMy

110 CPaBHEHUIO C

OpaHaMay?p

naker (010K OaHmHbIX)

IPOBOJI

OTKa3bIBATh, JIUIIATH
HCKITIOYAaTh

OTCYTCTBHE

0€30rOBOPOYHBI

BUJIUMOCTh

COCTOSIHHE, MTOJIOKEHUE

C TOYKHU 3peHUsI 0€3011aCHOCTH
MYYUTEIbHbBIN

BBITTYCKAaTh

TUOPHT
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READING
2 Read, translate and learn about intrusion defence tools.
Intrusion detection systems (IDS) and intrusion prevention systems (IPS)

Intrusion detection systems (IDS) and intrusion prevention systems (IPS) are a
particularly confusing area because the products are so similar, the vendors are all the
same, and even the acronyms are hard to tell apart. We will explain the capabilities of
each and how to decide whether you need one or both technologies.

It is important to start out with the understanding that IDS and IPS are very, very
different tools. Even though they have a common base, they fit into the network in
different places, have different functions, and solve different problems.

An IPS is best compared to a firewall. In a typical firewall, you’ll have some number
of rules: maybe a hundred, maybe a thousand. Most of those rules are ‘pass’ rules:
‘allow the traffic through’. Thus, the firewall gets a packet off the wire and starts
through its rules, looking for a rule that says ‘allow this packet through’. If it gets to
the end of the list and there’s no rule saying ‘allow this packet through’, then there is
a final ‘deny’ rule: ‘drop everything else’. Thus, in the absence of a reason to pass the
traffic the firewall drops it.

And IPS is like that, but inside out: it has rules, maybe hundreds, maybe thousands.
Most of those rules are ‘deny’ rules: ‘block this known security problem’. When a
packet shows up at the IPS, the IPS looks through its rule list from top to bottom,
looking for some reason to drop the packet. At the end of the list, though, is an
implicit ‘pass’ rule: ‘allow this packet through’. Thus, in the absence of a reason to
drop the traffic, the IPS passes it through.

If an IPS is a control tool, then an IDS is a visibility tool. Intrusion Detection Systems
sit off to the side of the network, monitoring traffic at many different points, and
provide visibility into the security posture of the network. A good analogy is to
compare an IDS with a protocol analyzer. A protocol analyzer is a tool that a network
engineer uses to look deep into the network and see what is happening, in sometimes
excruciating detail. An IDS is a ‘protocol analyzer’ for the security engineer. The IDS
looks deep into the network and sees what is happening from the security point of
view.

If all products were either an IDS or an IPS, then the answer to the question of ‘which
should I buy’ would be easy: buy an IDS if you want visibility, and buy an IPS if you
want control. But IPS and IDS vendors do not make it easy for us, because they have
developed and released hybrid products which combine IDS visibility on top of IPS
control.
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GRAMMAR

Future Forms

Form Situation Example
Present plans | am meeting my friend at the pub this
Continuous evening.
Emma is flying to London next week.
be going to plans We are going to meet George at the

predictions based on
observations

stadium.
Look at those black clouds. It’s going
1o snow.

Present Simple

timetables
schedules

The train leaves at 8.00
The film starts at 7 o’clock.

Future Simple

future facts

Luke left three hours ago, so he will be

in London by now.
decisions at the time of | I’ll carry your bag for you.
speaking

predictions

| think he will pass the exam well.

3 Complete the second sentence so that it has a similar meaning to the first
sentence:
Example: My party is on Thursday. - /’'m having a party on Thursday.

1 Tomorrow’s weather forecast is for rain.
It’s tomorrow.
2 | predict a victory for our team.
| think win.
3 Tomorrow I'll be absent, Mr Jones.
I here tomorrow, Mr Jones.
4 Terry intends to finish painting the kitchen this
evening.
Terry painting the kitchen this evening.
5 I have a plan to go to the cinema on the weekend.
I to the cinema on the weekend.
6 The bus will be here at 5 o’clock.
The bus at 5 o’clock.

4 Open the brackets and complete the sentences. For arranged actions use

Present Continuous, when you decide to do something at the moment of

speaking use Future Simple.

1 -Areyou ready to go? — | (to be) ready in 2 minutes.

2 Oh! My favourite chair is broken! — Don’t worry! I (to repair) itin a
minute.

3 They (to drive) to Novosibirsk next weekends. They told me yesterday.

4 I’m sorry I was late for the lesson. It (not happen) again.
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5 Her parents (to fly) to Greece
next summer. They bought tickets.

6 Tom and Jane (to get married)
next month. They invited us.

7 It’s Kate’s birthday next week. She

(to be) 18. -1 (to
buy) her a present.

8 Carl (not play) football on
Saturday. His leg hurts.

9 | think John (to pass) the
exam. He studied hard all the
semester.

10 Let’s go to the cinema tonight? — I’m afraid I can’t. I (to prepare) for an
important exam.

11 you (to be) at home tomorrow evening?

12 Don’t drink too much coffee before you go to bed. You (not sleep).

5 Open the brackets and complete the sentences. For arranged actions use

Present Continuous, for timetables, schedules, programs, buses, trains use

Present Simple.

1 1 (to go) to the concert this
evening! I can’t wait!

2 What time the film (to
begin)?

3 | (not go) anywhere tonight. |

(to stay) at home.

4 Lucy and James (to go) to the
theatre this evening. The play
(to begin) at 8.00.

5 Excuse me. What time this
train (to get) to London?

6 Lily is doing an Italian course at the moment. The course (to finish) on
Wednesday.

7 Do you know about Alex and Jane? They (to get married)!

8 -My friends (to go) on holiday next Friday. — That’s nice! Where
they ...?

9 I’m bored with this soap opera. When it (to finish)?

10 Hurry up! Our train (to leave) in 5 minutes.

6 Put the verbs in brackets into the Future Simple, the Present Simple or the
Present Continuous form.

11 (to see) Peter at eight o'clock tomorrow. — Really? | thought he is in the
country with his mother.
2 What you (to do) on Sunday morning? — Nothing, | have no plans.
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7

— There is a new movie with Scarlett Johansson. | (to go) to the cinema

tomorrow. Would you like to go with me? — What time it (to
start)?

— Sarah (to have) a birthday party next Saturday. you (to
come)? — Oh! | think | (to come).

— Excuse me! What time the train (to arrive)? — At 5.45.
you (to go) to Novosibirsk?

Put each verb in brackets in the most appropriate Future form. More than

one answer may be possible in some sentences.

1

| think fashion (be) very g —w g
different in the year 2050. R
My brother (study) classical

music in Salzburg.

Don’t lend Paul your car. He

(crash) it.

| bought this camera because |

(take) a photography course next week.
['m sure William (not pass) the - =/
exams again. N
The show (not start) until 7.30
so | think we (have) time to eat a sandwich first.

What (Harry / do) when he leaves school?

He has already decided: he (study) medicine in London.

Choose the correct variant.
Can you give me a lift to Amelia’s party this evening?
a. No problem. I'm going to pick you up at nine.
b. No, problem. I'll pick you up at nine.
Why can’t you come to the cinema tomorrow?
a I've already told you. We are having dinner with our cousins.
b I've already told you. We'll have dinner with our cousins.
Hi Ferry. Are you walking to the bus stop?
a Yes, it's Kate birthday and I'll get the bus to her house.
b Yes, it's Kate birthday and I'm going to get the bus to her house.
Hey folks! The phone is ringing.
a Ok. I'll answer it.
b OK. I'm answering it.
Who do you think is going to get the job in the bank?
a | think James is getting the job.
b I think James will get the job.
This box looks awfully heavy!
a |’m helping you carry it if you like.
b T'll help you carry it if you like.
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MORE WORDS AND PHRASES TO KNOW

apart — Ha yacrtu

prediction — npeacka3anue, MPOrHO3
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4e EDUCATION CLIP:
HIGHER EDUCATION IN THE UK

VOCABULARY

1 Read and learn the words and phrases.

reputation worldwide

P
q

rovide
uality

age
study for a degree
academic degree
award

typical

last

offer

u

ndergraduate

complete

P

ostgraduate

at least
include
research
century

P
li

obtain a personal grant

O b wnNPE-

= ©O© 00 NOoO

ay fee
ving costs

BCEMHpHas penyTalus, peryTaius o BCeMy MUPY
oOecrieunBaTh; MPEAOCTABIIATh

KaueCcTBO

BO3paCT

MOJIy4aTh CTENEHb (BbICIIee 00pa3oBaHueE)
aKaJeMUYEeCKasi CTCTICHb

MPUCYKIATh

THIWYHBINA, OOBIYHBINA

MIPOJIOJKATHCS

npeaiaraTh

CTYJI€HT, IIOJIyYaIOIIHil CTeneHb OaKkaiaBpa
3aKaH4YMBaTh, 3aBEPIIAThH

CTYACHT, Honyqa}oumﬁ CTCIICHb MAarucTpa Uin JOKTOpa

10 KpallHen mepe

BKJIIOUATh

HAy4YHOE UCCIIEI0BaHUE

BEK, CTOJIETHE

30. OIUTaYMBaTh O0OyUEHUE

CTOMMOCTb MPOKUBAHUS

MOJTy4aTh MEPCOHAIBHYIO CTHIICH IO

Match the words and their definitions.

A
award
grant
research
undergraduate
postgraduate

fee

offer

worldwide

reputation
0 living costs

O O O T QD

a detailed study of a subject

money for a special purpose

to officially give someone a prize or money

a student who is studying for a higher degree
a student who is studying for their first degree

to provide something

in all parts of the world

money for professional advice or services
what people think about someone or something

money that a student needs to live in a hall of residence
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Can you guess what words and phrases are here?

1 cenrtuy
2 cdeilnu
3 ailgtuy
4 acilpty
5 aadegoprsttu
6 aaddeegnrrtuu
7 addeeefgorrstuy
8 aaccddeeeeigmr
4 Complete the sentences.
1 Atwhat do people enter a higher education institution in the UK?
A academic B age C at least
2 You should wait for the examination results an hour.
A at least B award C century
3 the sentences with one of the phrases.
A complete B degree C fee
4 How long does the examination ?
A grant B include C last
5 These textbooks are impossible to :
A living costs B obtain C offer
6 Heruncle has a interest in her education.
A offer B pay C personal
7 These booklets useful information about TUSUR.
A postgraduate B provide C quality
8 All over the world students ask for a good of education.
A provide B quality C reputation
9 Both universities have a good :
A reputation B research C study
10 They are doing some interesting on hacking.
A research B study C typical
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READING
5 Read and translate the information about higher education in the UK.
Higher Education in the UK

The UK has a reputation worldwide for providing high quality
higher education. Students usually enter university from age 18,
and study for an academic degree. There are 160 universities
and colleges in the UK. They award a lot of degrees. The
typical first degree is a bachelor’s degree. It usually lasts for
three years. Usually this is a Bachelor of Arts (BA) or Bachelor of
Science (BSc) degree.

Some universities offer a vocational foundation degree. It
usually lasts two years. During the first degree students are

undergraduates.

After students complete an undergraduate degree, they have an opportunity to
take a postgraduate degree. This is a master’s degree, such as the Master of Arts
(MA), Master of Science (MSc) or Master of Business Administration (MBA), or a
doctorate, such as the Doctor of Philosophy degree (PhD or DPhil). Master’s degrees
take at least a year of full-time postgraduate study and include an element of
research. Doctoral degrees wusually take three vyears full-time. They
include programmes of original research.

England has the two oldest universities in the English-speaking world, the
Universities of Oxford and Cambridge with history of over eight centuries. The UK
universities are among the top higher education institutions in the world.

The higher education in the UK is not free. Students pay fees and living costs, but
they often obtain a personal grant from the state.

Notes

Bachelor of Arts (BA) — 6akaiaBp ucKyccTB (CTeIeHb OakajaBpa 1o O JHOU U3
I'YMaHUTAPHBIX HAYK B YHUBEPCHTETAX )

Bachelor of Science (BSc) — 6akayiaBp eCTECTBEHHBIX WM TOYHBIX HAYK

vocational foundation degree — 6a3oBas npodeccruoHaabHas CTEIEHb

Master of Arts (MA) — MarscTp HCKyCCTB, MarucTp I'yMaHUTAPHBIX HAYK

Master of Science (MSC) — MarucTp €CTECTBEHHBIX MM TOUYHBIX HAYK

Master of Business Administration (MBA) — Maructp e0BOro aaMHHACTPUPOBAHHS

doctorate, doctoral degree — mokropckast creneHb

Doctor of Philosophy (PhD, DPhil) — nokrop nayk (o0rias a1s Bcex obnacreit
JIOKTOPCKasl CTETICHb)

original research — opurunanbpHOE, MOMIMHHOE UCCIIEIOBAaHUE (MCCIIeI0BATEIbCKAS
paboTa)
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6 Complete the table.

The System of Higher Education in the UK

Vocational foundation degree, years
(not compulsory)
Undergraduate
Bachelor of Arts, Bachelor of Science,
years years
Master of Arts, Master of Master of
Business Science,
years Administration,
years
Postgraduate years
Doctor of Philosophy, years

7 Correct the mistakes about higher education in the United Kingdom.

The higher education is free.

There are 320 universities and colleges in the UK.

Students usually enter university from age 24.

Doctorates usually take three years extramural.

Universities award only Bachelor of Arts and Master of Arts degrees.

Ok wdNE

oo

Fill in the gaps.

The UK provides high quality education.

Duringthe degree stu_de_n?s_aﬁe_undergraduates.

Doctorates include of original research.

The Universities of Oxford and Cambridge are over centuries old.

The UK has two oldest in the English-speaking world.
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GRAMMAR

Adjectives and adverbs; Degrees of comparison

The book is interesting.
Most common adjectives are members of a pair of opposites (antonyms), e.g.:

big —small early — late high — low loud — quiet
cheap — expensive easy — difficult hot — cold old — new / modern
dead — alive fast — slow light — dark old — young
dry — wet good — bad light — heavy warm — cool

9 Put the words in the right order.
Example: (big / they / a/ live / house / in) They live in a big house.

(British / is / Tracy)

(quiet / please / be)

(you / student / a / are / good)

(his / beautiful / is / girlfriend / very)

(boxes / heavy / are / these / big / and)

(interesting / but / course / is / the / difficult)

(you / any / speak / languages / do / foreign?)

(expensive / an / James / computer / tablet / has)

(do / system / the / you / operating / like / new?)
0 (gain/ phreaks / access / to / systems / unauthorized / telecommunication)

P OoO~NO OIS WN -

Adverbs describe verbs. To form regular adverbs, we add -ly to the adjective.
Adjectives ending in -y change to -ily.

Compare:
This is an easy exercise. | can do that easily.
Be careful! Listen carefully!

These words are adjectives and adverbs: early, late, fast, hard.

Our job is very hard.  We work very hard.

Sorry, I’m late. | never come late.

(Un)Friendly is an adjective.

Philip is a warm and friendly person but his brother is very unfriendly.

The adverb from good is well.
He is a good instructor.  He teaches me well.
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10 Which is right?
Example: Can you speak slew/ slowly, please?

slowly is right

The music is playing very quiet/ quietly. PAsS A

Please be quiet/ quietly. I’m studying. FAIL []
Stephen usually does very good/ well in his exams.
Martin’s English is very good/ well. He speaks English
very good/ well.
It’s going to be an easy/ easily test. You’ll pass easy/ easily.
Don’t worry. Amanda is a careful/ carefully driver. She always drives very
careful/ carefully.
That’s not a bad/ badly idea.
Some companies pay their workers very bad/ badly.
EU citizens can now travel free/ freely between member states.
0 Phreaks trick a phone system to make free/ freely calls.

WD

o O1

= O 00

Comparative adjectives are forms like younger, more expensive.
The comparative is -er (younger) or more ... (More expensive).

Superlative adjectives are forms like youngest, most expensive.
The superlative is -est (youngest) or most ... (most expensive).

e Short (1-syllable) words add -er, -est:

Saint Petersburg is an old city. Tomsk is older than Saint Petersburg, but
Moscow is the oldest.

BUT safe — safer — the safest: It is one of the safest cars in the world.

It is hotter in the afternoon than in the morning.
Russia is the biggest country in the world.

The information in the article is more useful than in the book.
This problem is the most important of the three.

These adjectives are irregular: far — further — the furthest
good — better — the best bad — worse — the worst
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11 Write the comparative and superlative of these adjectives.
Example: old — older — the oldest

happy
difficult

interesting
modern
cheap
nice

far

late
heavy

10 serious
11 new

12 wet

OCoO~NO OIS, WN B

Comparative and superlative adverbs normally have more and most.

Can you drive more slowly?
German is the language he speaks the most easily.

But the following adverbs have -er, -est like adjectives:
early fast hard late near soon

Mary will be back later. Bill works hardest of all.

We can also use better, best, worse and worst as adverbs.
Mike is doing worse in the exams this term.  Which one do you like best?

12 Write the comparative/superlative of a word from the box for each gap.

near good well safe long fast hard
interesting carefully expensive late big slow

Example: Los Angeles is safer than New York.

1 Londonis than other UK cities. Its area is about 1,600 km?.
2 ‘What is river in the world?’ ‘The Amazon.’
3 ‘Life in the country is than city life.’

‘Yes, the city is much faster.’

4 Teachers always say that students must work

5 Children learn things than adults.

6 Linda swims (myuwe) than her sister.

7 Jack’s wife drives than he does.

8 We are going to Rome in the year.

9 Are desktop computers than laptops? I’m thinking which to buy.
10 Excuse me, where is computer shop?

171



11 David is a good programmer but he isn’t in the company.
12 ltis article on robotics in the journal.

13 Translate these sentences into English. Use comparatives/superlatives.

1

O©OoONO OIS, WN

Y MeHs MHOro japysed B HoBoW rpymme. Jlroogm 31eck ropaszmo (much)
IpyKentooHee.

YHHUBEPCUTETCKUI KOPITYC — CAMO€E CTAPUHHOE 3[JaHNUE HA OTOM YJIHIIE.

51 He MOTY TOBOPHUTB TPOMYE.

MarmmHa MO€ero pyra J0p0okKe MOEH.

Kwuralickuit — 310 caMblil TPYIHBIN U1 MEHS SI3BIK.

51 cobupatroch MOCMOTPETH MOCIETHUE HOBOCTH MO TEIEBU30DY.

DT0 camMblil TErKuii MOOMITbHBIN TenedoHn u3 Tpéx (of the three).

B nameit koMmaHuu caMoe COBpEMEHHOE 000pyI0BaHKE B TOPOJIC.

Kakoii u3 3Tux KOMIbloTepoB padboTaet (run) osicTpee Beex?

10 Maiikn cuuTaer, 4To MJIAHIIETHBIA KOMITBIOTED JIyUIlle HOyTOYyKa
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4f REVISION

VOCABULARY & READING

1 Match the terms and their abbreviations.

APT personal computer
ATM Microsoft Security Essentials
BHO compact disc
CD Browser Helper Object
DDoS advanced persistent threat
DRM intrusion prevention system
IDS Intrusion detection system
IPS distributed denial-of-service
MSE uniform resource locator
PC digital rights management
URL automated teller machine

SPEAKING & WRITING

2 Read and translate the following topics. Discuss them in small groups. Choose
one topic to write about it 10-15 sentences.

1 Cryptography

2 Antivirus Software

3 Access Control

4 Intrusion defence tools
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GRAMMAR

6 Complete the sentences using one of the forms: “will” or “going to”.
1 Are you going to the supermarket? - Yes, | ... (to buy) some food.

2 - Where are you going? - | ... (to buy) an ice cream.

3 ...(you/to read) this detective story? Can | take it?

4  Can | use your toothpaste? I ... (to brush) my teeth.

5 [Ican’tsee you in the evening. I ... (to visit) my parents.

6 | promisel ... (to visit) you as soon as | can.

7 I’m not sure but it’s possible that they ... (to ask) to do a test project.

8 Itis her birthday tomorrow. She ... (to be) 19.

9 Ofcoursel ... (totake) you to the station.

10 Oh, I'm sorry. I completely forgot. I ... (to do) it in a minute.

11 We ... (to be) away all day tomorrow. We have a group project.

12 We ... (to spend) our weekend in the country. Do you want to come along?
13 We’ve nothing to do. ... (we/ to watch) a movie?

14 What ... (you/to do) this afternoon?

15 What ... (you/ to study) in next term?

16 What language ... (you/ to study) next year? I’ve decided for German.
17 What would you like, tea or coffee? | ... (to have) some tea.

7 Complete the sentences using one of the forms: Present simple, Future

Simple, Present Continuous, to be going to.

1 (to the waiter): | (have) a steak, please.

2 The boys (start) school on Monday.

3 Our new branch (open) next week.

4 | (take) an exam in October.

5 I'm going (buy) a bicycle.

6 Look at the clouds! It (go) rain!

7 T'msurel (not) lose my key.

8 | suppose they (sell) the house.

9 Birds (build) nests.

10 Listen to the wind! We (have) a rough crossing!

11 The neighbours (come) in to watch television.

12 13. We (leave) at six, (arrive) in Dublin at ten and (take)
the plane to New York.

8 Correct one verb form in each sentence. All the sentences are future.
1 The English class will be at 10.40.

2 | think Jane comes back tomorrow.

3 1 am becoming a security specialist in five years.

4 | buy a new mobile in the next few months.

5 Idon’t think the computer is going to need more repairs.

6 James believes computers are soon replacing books.

7 What do you do on Friday afternoon?
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8
9

The plane is going to arrive at 6 a.m. on Monday.
| do all I can for you — | promise.

10 We’ll be late — look at the traffic jam.
11 I’'m going to have an economics lecture at 10.40 tomorrow.
12 1 can’t come with you today. I’ll go to university. We have classes from 8.50 to

O©Ooo~NoOoUolh~,WNEF O

16.35.

Translate the following sentences into English.

Ecnu 161 moenents Ha aBTOOYCE, 3TO OY/IET ACIICBIIC.

Maiik mouaeT Ha KOHIIEPT, €CJIU TOCTaHEeT OWIIeT.

Korna st motiny Ha yaeOy, st 3aKpOI0 OKHO.

S KyTUTIO MOJIOKO | XJ1e0 KOTJ]a CX0XKY B OMOIHOTEKY.

Korna s npueny Bo @paHIuio, 1 X04y MOCETUTh BCE HHTEPECHBIC MY3CH.
S cnmam paboTy yIUTEIto, KOTIa IPOBEPIO BCE €I Pas.

Korna noctaToyHO MOCTHIIG, THl TIOYYBCTBYEIIH CE0s JIyUIIIE.

Korna s Haiimy Ty crathlo, s 1aM Te0e ee POInTaTh.

Korna st 6yny Ha oTapIxe, s OyIy XOIUTh IO Mara3uHam.

10 Put the verbs in brackets into the right tense: Future Simple, be going to,
Present Simple or Present Continuous

1

Will: What time (your evening class/finish)?
Liz: Half past nine.

Will: (I/come) and collect you?

Liz: Thanks, but | (meet) my sister for a drink.

Sandy and Alison are students who have been sharing a flat. Sandy is leaving to
do a course abroad.
Sandy: It’s hard to say goodbye after so long.

Alison. We must keep in touch. (you/remember) to send me your address
when you (get) to the States?

Sandy: Of course. | (probably/not/have) time next week, because my
course (start) the day after | (arrive), and | (spend) the

weekend with some old friends of my father’s.
Alison: Well, you can phone.

Sandy: Yes, I guess so. Do you know what you (do) this time next
Sunday?

Alison: | (get) ready to go to London.

Sandy: OK. | (phone) about three o’clock next Sunday.

Alison: Great. | (wait) for your call.

Ann: (you two/go) out?

Bill: Yes, why?

Ann: It’s just said on the radio that it (snow).

Bill: Oh, has it? | (take) my big coat then.

Joe: Good idea. So l.
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5a HACKING

VOCABULARY

1 Read and learn the words and phrases.

O©CoOoO~NO O WN B

hacking

explore

expert on programming languages
systematic and tiresome process
complex activity

pleasure and amusement

result in advances

footprinting

gather

scanning

enumeration

identify

penetration

attempt

launch

covering tracks

install a programme (US program)
replace

exist

steal

XaKEePCTBO

HCCIIeIOBATh

AKCHEPT MO SI3bIKaM NPOrpaMMUPOBAHUS
CUCTEMATHYECKUI U YTOMUTEIIBHBIN MPOLIECC
CJIOJKHBIN BHUJ IEATSIHHOCTH
YIAOBOJBCTBUE U PA3BIICUCHUE
MIPUBOJIUTH K IIPOTpPECCy

30HAUPOBAHUE, Pa3BEIKa

coOupaTh

H3y4eHUE

nepebupanue

ONPEAEHATH

MIPOHUKHOBEHUE

MTONBITKA; ITBITATHCS

3aIyCcKaTh

3aMETaHHuE CJICJOB

YCTaHaBJIMBATh IPOTPAMMY

3aMCHSATH

CYIIIECTBOBATH

KpacTh

Write the English equivalent instead of the Russian word in brackets.

| write programming languages but just for my own (paszereuenue).
This is his second (nonsimka) at the exam.

The situation is very (crooichwiii).

My father is an (sxcnepm) on hacking.

The best way to (uccredosams) the city is on foot.

You can’t (cywecmeosams) Without water for more than a week.
You need to (onpedensms) your priorities: family or work.

Joe, can you help me to (ycmanasnusams) this software?

| get a lot of (yoosonvcmeue) from studying at TUSUR.

10 Hacking can be a long and difficult (npouyecc).

11 Pascal is a (s3bix npoepammuposanus).

12 Checking all passwords to a system is a (ymomumensnwiir) task.
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3 Complete the ‘stairs’ with words from exercise 1. Don not use a word twice.

1]e|x t 17| c r
2 le|x]|p t 18| ¢ | x|
3le|xX|p rie
4 e r | [ In]
19| r t
20| r e |
5|p c S
6 |p S e
71p a e 21t |r
8 |p m g 22 | le]
9 1p t n
23| | h
10| s e I 24| | e ]
11| s n g
12 s e ||
25| i I
26| i y |
13| a t t
14 | a a e
15| a Y y 27
16 | a m t| 28 i[n]g
(29 [ [ | inlg

4 Match the words and phrases with their English equivalents.

JTOTIOJTHUTEIbHEBIN

aTaka

TEKYIINM, HbIHEIIIHUI

YHUYTOXATh
riata
OJTy4aTh
Oe3BpeIHbBIN

BUIOU3MCHATH

npejiaraTh
pecypc
yciyra
pelieHne
Mmepa, mar
TEXHHUKA
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harmless
current
technology
step
service
resource
gain
additional
attack
offer

fee
destroy
modify



READING

5 Read and translate the information about hacking.

Hacking

A hacker is a computer enthusiast. Hackers explore,
. play with, and learn about computers. They are
experts on programming languages and computer

. systems. They can write computer programs. Hackers
also find clever solutions to difficult and different

o000
Hacking is a systematic and tiresome process of a

The Glider is an emblem !0t of complex activities. Usually it is for pleasure
of the “hacker community’ and amusement, or to exercise the brgin. Hacking _is
by Eric S. Raymond. usually harmless, and can even result in advances in
current technology.
There are six steps in the hacking process:
1. footprinting: the hacker gathers information about the company;
2. scanning: the hacker understands what specific computer systems and services are
in use;
3. enumeration: the hacker identifies poorly protected computer resources;
4. penetration: the hacker attempts to gain control of one or more computer
systems;
5. advance: the hacker launches additional attacks and/or gathers additional
information;
6. covering tracks: the hacker installs programs; the programs replace the existing
software system, cover his/her tracks and gather new information.
In the modern world there are several types of hackers:
> a white hat hacker legally tests the security system of a computer network;
> a grey hat hacker illegally breaks a secure system and offers the administrator
to correct a security defect for a fee;
> a black hat hacker (or a cracker) destroys, modifies, or steals data.
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Answer the following questions.

What is a hacker?
What do hackers do?
What is hacking?
Can hacking be useful? Why / Why not?
Who is Eric S. Raymond? What is he famous for?
How many steps are there in the hacking process?
What types of hackers do you know?
What does a white hat hacker do?
What does a grey hat hacker do?
0 What does a black hat hacker do?

7 Match the six steps in the hacking process to their explanation.

v' The hacker deletes everything that shows his/her
malicious behaviour. He/She hides hacking files and
avoids detection.

v" The hacker can install a Trojan horse programme to gather
additional information from data that is on the network.
v' For example, the hacker gets a list of usernames during
enumeration, he/she can usually guess one of the user’s passwords
and access that user’s account.

v' It is like a person enters an office, looks through documents and
searches for the necessary information. The hacker identifies user
accounts and connects to computer in the network.

v The hacker gains more detailed information on a company’s network and
understands which systems on the network are reachable from the Internet. It

is like a person knocks on the door to see if it is open or closed.

v The hacker gains information about the place of the company, phone numbers
and employee names. A clever phone call to the technical support department
helps: ‘Hi. This is Bill and I forgot my password. Can you tell me what it 1s?’

oo

Write a word that is similar in meaning to the underlined part.

During footprinting the hacker collects information about the company.

During examining the hacker gains more detailed information.

During enumeration the hacker discovers user accounts.

During moving into the hacker attempts to gain control of the systems.

During the advance step the hacker begins additional attacks.

During the covering tracks step the hacker changes the existing software system.

OO WN B

179



GRAMMAR
Adjectives with —ing and — ed

We can build an adjective with endings —ed or —ing.

Example: to bore (ckyuats) — bored (ckyuarommii) and boring (cky4Hbrii).

We use the adjective with —ed to reflect how the person feels about something:
Example: | was bored by the history lesson. — Mue 0bU10 CKY4HO Ha JISKITUH T10
HCTOPHH.

We use the adjective with —ing to describe something:

Example: The history lesson was boring. — JIekius mo ucropuu Obliia CKY4HOM.

Read the situation and say how you feel about it using — ing adjectives.
You were told that the next lesson is cancelled.
Your sister doesn’t answer her phone the whole day.

You are going home and suddenly a big dog is running towards you.

9
1
2
3 You learnt that you won the first price in the Math Olympiad.
4
5 You had five lessons and a training in one day.

10 Describe these things or situations using —ed
adjectives.

1 Along sad film about relationship.

2 A football game between Manchester and United.
3 A trip to the forest for a week.

4 A weekend in a hotel in Alps.

5 When a friend offers you to drive his BMW.

11 Fill the gaps with the adjectives in brackets and translate the sentences.
Example: He's such a monotonous speaker. | was bored. (bored / boring)

| had such a day I went straight to bed. (tired / tiring)

Everyone's very about the news. (excited / exciting)

| don't like watching films on my own. (depressed / depressing)

| was when she told me she'd got divorced. (amazed / amazing)
He's such a guy. He only ever talks about himself. (bored / boring)

O b wN -

180



6 I'mvery in films and theatre. (interested / interesting)

7 Itwas avery situation. (interested / interesting)

8 There's been some very news. (surprised / surprising)

9 Their hamburgers are . (disgusted / disgusting)

10 Dad always arrives home from work very . (exhausted / exhausting)

12 Rewrite these sentences using adjectives with -ed/-ing endings.
Example: The journey tired us. The journey was tiring.

It was an exciting tennis match. Everyone

The children delighted us. The children

The children delighted us. We :
We are having a relaxing holiday. We all feel

Art is very interesting. | am

| am interested in learning a language. Learning a language is

OO0k WN PR

13 Use one of the adjectives in the box to complete each sentence.
frightening frightened

boring bored
tiring tired
surprising surprised
amusing amused
interesting interested

satisfying satisfied

1 | think baseball is a game. I really don’t understand what attracts people to
it.

2 Areyou with your meal, sir? Perhaps | can bring you some more bread.

3 Being a nurse is a difficult job but I’'m sure it is very

4 T absolutely adore my uncle Bill he’s very

5 I find being alone at night in a strange place very :

6 If two big dogs attacked you, would you be really ?

7 Jenny are you in what I’m saying or not? At least show some enthusiasm!

8 John, don't sit around looking so . Go and do something!

9 Look it's after midnight and I am feeling really . I’'m sorry but I must go to
bed.

10 My brother-in-law thinks he's a very .person but he bores me to tears!

11 My job is so . I work a lot at the office and then have to spend another
hour or two doing paperwork at home.

12 The maths teacher wasn't at all yesterday because the students had played
a funny practical joke on him.

13 The most thing about Linda is that she got promotion and didn’t even tell
anyone.

14 The room was in darkness when | entered and then suddenly the lights came on
and everyone was shouting "Happy Birthday!". | was so
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MORE WORDS AND PHRASES TO KNOW

cracker — B3JIOMIIIMK

Eric Steven Raymond — Dpuk Ctusen PaiiMonn (mporpaMMUCT, IIHCATEIb)
glider — manep, wiau riaaep — oaHa U3 GUryp Urpsl «Ku3Hb»

legally — 3akonHO, Ha OCHOBaHHH 3aKOHA

poorly protected — m1oxo 3amUIIEHHBINA
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5p SOFTWARE CRACKING

VOCABULARY
1 Read and learn the words and phrases.

software cracking B3510M [10
term TEPMUH
remove or disable features YIAJIATh WA OTKJIFOYATh (DYHKITUHU (CBOMCTBA)
annoyance  pasapaxKeHHE
nagware HagoemuBoe [10
adware pexnamuoe [10
costly and unethical JIOPOTOM U HEATHUHBIN
serial number PETUCTPAIMOHHBIN (CEpUIHBIN) HOMEP

tool UHCTPYMCHT
keygen TeHepaTop KIF0YeH
patch maT4, «3ariaTay

loader 3arpy34uK, CPEJCTBO 3arpy3Ku
generate legitimate licenses TCHEPUPOBATh JICTAIBHBIC JINIICH3UN
own COOCTBEHHBIN
startup 3aIyCK ¥ Ha4aJIbHbIC ICUCTBUS
trainer TpeiHep
cheat in a game KYJbHUYATH B UTPE
novice HOBHYOK
crasher pa3pyIImuTeh
thief BOD

2 Match the words from the two columns.

adware breaking
novice delete
nagware harm, weaken
cracking characteristic, function
feature begware, annoyware, nagscreen
costly advertisement + software
remove expensive
disable instrument
tool key generator
keygen produce
legitimate lawful, legal
own beginner
generate personal, proper
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3 Complete the ‘stairs’ with words from exercise 1. Do not use a word twice.

[15] | [n]
l|c t
2 | c y 6lpl | [ [h]
3|cC r
4 |c g| 17] t m
18| t I
511 r 19| t f
6| I 2 20| t r|
7|1 | le]
2tfk| [ [ | [n]
8 |a e
9 |a | le] 22/n| | | [ [r]
10| s I 23| n e
11| s p 24| r e
12| s e | 25| d e
26| f e
13| g 27 e
14] g L | [e]
(28[ul [ | | [ L[
4 Complete the tables. Pay attention to the part of speech.
Noun Russian Noun Russian
equivalent equivalent
cracking B3JIOM cracker 1
espionage IIMTHOHAX spy 2
Verb Russian Noun Russian
equivalent equivalent
distribute pacrpoctpansath | distribution |3
modify Bugon3MeHsaTh | modification |4
protect 3alUIIATh protection 5
Verb Russian Adjective Russian
equivalent equivalent
desire KeJlaTh undesirable | 6
Noun Russian Adjective Russian
equivalent equivalent
harm Bpell harmful 7
value [[EHHOCTD valuable 8
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READING

5 Read and translate the information about software cracking.

Software cracking

Software cracking is the modification of software. The
term goes back to the middle 1980s.

Crackers remove or disable features that they think
undesirable. They are especially copy protection features or
software annoyances like nagware and adware.

The distribution of cracked copies is illegal in most counties. There are some lawsuits
over cracking software. Besides, cracking is harmful, costly and unethical.

A cracker uses a stolen serial number or a tool. Some of these tools are a keygen, a
patch and a loader.

e A keygen (key generator) generates legitimate licenses in your own name.

e A patch modifies the machine code of another program. It changes only a few
bytes.

e A loader modifies the startup of a programme and avoids the protection. With
the help of a trainer (an example of a loader) people cheat in games.

There are several types of crackers in the modern world.

= A novice wants to try proven methods, but does not want to create new techniques.
= A computer student experiments with cracker techniques.

= A tourist breaks in and looks around: emails, databases, and system tools.

= A crasher wants to crash a system and to create a lot of problems.

= A thief steals credit card numbers or other valuable data.

= There is also a spy, a terrorist, an angered ex-employee and a spurned suitor.
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1
2
3
4
5
6
7
8
9

Answer the following questions.

What is software cracking?

What do crackers do?

What three adjectives can you use to describe software cracking?
What do crackers use?

What is a keygen?

What is a patch?

What is a loader?

What does a ‘novice’ cracker do?

What does a ‘computer student’ cracker do?

10 What does a ‘tourist’ cracker do?
11 What does a ‘crasher’ cracker do?
12 What does a ‘thief’ cracker do?

7 Match the terms with their definitions.
adware loader patch startup |
| keygen nagware serial number trainer |

It is an advertising computer programme. It automatically puts advertisements
onto a computer.

It is a unique number. People use it for identification. It contains numbers and
letters.

It is software. People design it to update a computer programme or to support and
improve data.

People use it to modify memory of a computer game. It can manipulate the data
to cheat in the game.

It is a computer programme. It generates a serial number. It is necessary to
activate for use a software application.

It is a part of an operating system. It loads programmes and libraries. It is one of
the essential stages in the process of starting a programme.

It means ‘to start a computer’ or another electronic device. When you start a
computer, your processor looks in the system ROM for instructions and follows
them.

It is small screens. You need to click on them to close. They regularly appear on
computer screens. It is software. It makes users buy a programme or a service.

Use the information about software cracking to complete the sentences.

A thief cracker s_ s bank card numbers or other valuable data.
In most countries, the distribution of cracked copiesis i l.
Therearesome | s over cracking software.
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GRAMMAR

Verb + to + verb

We use the to + the base form of the verb after a number of common main verbs.
These include:

afford forget need prepare
agree help* offer refuse
ask hope plan try
decide learn promise want
fail manage

| want to speak to you. My brother is learning to drive.

We also use to + the base form of the verb after would like, would love and would
prefer.
| would like to meet Sarah.

We do not use to after most modal verbs (can, may, must, should).
Can you drive?

But we use to + the base form of the verb after be able (= ‘can’) and have in the
meaning of ‘need’ or ‘must’:
Irene won’t be able to pass the exam. | have to go to Moscow tomorrow.

*We can also use help without to: Please, help me (to) find my keys.

Translate the sentences from English into Russian.

9

1 Young people often cannot afford to buy a home.

2 They will probably agree to sell the house for $140,000.

3 You should ask your father to give you some advice.

4 If you decide to shop for things online, look for some reviews on the Internet.

5 Mark always fails to arrive on time.

6 Don’t forget to lock the door.

7 These lessons help me to improve my English skills.

8 She hopes to go to university next year.

9 Today’s children learn to use computers at an early age.

10 The hacker manages to gain access to anyone’s
computer in five minutes.

11 1 need to do some shopping on my way home from work.

12 1 think you should offer to help Jason with the report.

13 Do you plan to leave London in the distant future or the near future?

14 The four-year students are preparing to take their final exams.

15 You must promise to call your parents every week.

16 Pamela is very busy during the week, so she refuses to work on Saturdays.

17 We must try to spend less money.

18 Stephen wants to enter the university to become an IT security specialist.
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Put in to where necessary.
Example: We can __ - speak English.

I’'m going ask James help me with my homework.

I can’t find all the necessary information on the topic in this book.

[ think I’11 search the Internet for it.

Entrance exams don’t help the students choose their “dream” college.
They help the colleges choose their “dream” students.

Candidates must answer two questions from each paper.

What do you hope gain from the course?

*N1010010010100100

Does he have do exams this year?
The manager will phone you later. o 10010010000 38810070105

1 PASSWORD : 1
Jason wants become a computer programmer. © 10010100101 Ji0i0i0i010

00100001110

| cannot go there now — | have some work to do.  EEREEICERIHE
Prepare work hard during the summer. 001001010010010010010,
Jim always tries use very secure passwords.

Only authorized users are able modify the data when they need.

You shouldn’t forget log out of a website.

For elderly people it’s often hard to learn use a computer.

We cannot afford make any mistakes at this stage in the project.

Complete the sentences with the proper form of a verb from the box.

promise need afford learn help ask refuse fail
try agree offer want prepare manage forget like

Example: | promise to be there by 6 p.m.

Diana sometimes loses her phone, but she always to call you back.
John to post those letters tomorrow.

| would to make a phone call.
to be more careful next time.

On cold mornings the car always to start.

I’m afraid the team will to reach the final this year.

The newspaper must to apologize for the

Mark cannot to fail in any of his exams.

I to buy a laser printer.

If you to log out, don’t worry — My Account will automatically sign you

out after 15 minutes of inactivity.

Computer security to protect computers from unauthorized access.

The operating system is very old — you to change it.

I to program in Java and C++ now.

Mason to go to University next year. He is in his final school year now.

We hope Mr Jackson will to take part in our research project.
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Put in the English equivalents of the verbs in brackets. Use to where

necessary.
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Example: | want (noexamw) abroad in the summer.
| want_to go abroad in the summer.

I’'m planning (3axonuums) work on my term paper next week.

Mary often fails (coams) an exam from the first.

Try (0enramw) the homework for every class.

Sometimes | decide (nposecmu) the holidays with my family and don’t go out.
My colleague never refuses (pab6omams) on Saturdays.
He’d prefer (e pabomamu) but he doesn’t have much
choice.

I think I’1l agree (nepeexamw) to Europe.

Computer security helps  (zawumums)  digital
equipment, information and services from unintended
or unauthorized access, change or destruction.

Only authorized users can (noayuums docmyn k) information on this computer.
Only authorized users are able (usmenumy) the data when they need.

Authorized

Translate the following sentences from Russian into English.

Bukrtop He moiAET ¢ BAMH — OH TOTOBHUTCS K 9K3aMEHY 10 UH(POPMAaTHKE.
O6emiaro TOroBOPUTH € JEKAHOM O 3aHATUAX B HOBOM J1abopaTopuH.
Ham o0braHO ymaércs oTkianpiBath (Save) mo 300
JOJIAPOB B MECHIII.

S mazmerock 3aBecTr HOBBIX Jpy3er (make new friends) B
KOMIIaHUHU.

Jupexktop coOupaercss nOpeasoxutb J[PBUIy u  ero
KOMaHJie pa3pabaThiBaTh HOBYIO HWH(GOPMAIIMOHHYIO
TE€XHOJIOTHIO.

JIKelK TOBOPHUT, OH HE MOJKET IO3BOJUTH ceOe KYyIUTh HOBBIM HOYTOYK B 3TOM
MecsLe.

MHe Hy»KHO 3aMEHUTb CBOM CTapbld KOMITBIOTEP

B OmokaiiieM OyayIeM.

S1 cobuparoch MOMPOCUTH Jpyra NoMoub MHE HanaauTh (fiX) kommbroTep.

MHe npuxoauTcst MeHATh apoJib ot (for)

nouyToBoro smrka (email account) 1oBoJIbHO YacTo.

Ceiivyac MBI y4rMCsI TUCATh IporpamMmbl B JavaScript.

JIuHga XO4YeT MPOBECTH CBOE COOCTBEHHOE WCCIIECOBAHUE IO BOIPOCAM
KOMITLIOTEPHOI Oe3omacHocTr (0N computer security issues).

He 3a0ynpTe yCTaHOBHTH aBTOMATHYEeCKOe OOHOBIeHHMe Juisi (Set automatic
updates for) Bcex mpuiIoKeHuUA.
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MORE WORDS AND PHRASES TO KNOW

angered ex-employee — paccepKeHHBII OBIBIINI COTPYIHHK

besides — kpome Toro, 6osee Toro

break in and look around — B3mambIBaTh 1 OCMaTPUBATH

cracked — B3;ToMaHHBIN

go back — 6pats Havano

In your own name — oT cBoero coOCTBEHHOTO HMCHH
proven — UCIbITaHHBIN, TPOBEPEHHBIN

spurned Suitor — OTBEpKCHHBIH MOKIOHHUK

stolen — ykpaaeHHBbI#

the middle 1980s — cepenuna 1980-x roaos
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5¢ SOCIAL ENGINEERING

VOCABULARY

1 Read and learn the words and phrases.

social engineering
sophistication
frequency
interaction
legitimate
fraudster

con artist
credentials
masquerade as sb/sth
feign

appeal

vanity

authority

greed

glean

sleuth

divulge

mitigate

con

savvy

coIlMaIbHas UHXKCHEPUS

YTOHUYEHHOCTD, CJIIO)KHOCTD

4acToTa, MOBTOPSIEMOCTh

00IIIeHHE, B3aUMO/IEICTBHE

3aKOHHBIN

MOIIICHHUK

MOIIICHHUK

MM TI0JIb30BATEIIS M IAPOJIh

IIPUTBOPSTHCS, BbIIABATh ce0s 3a KOro-JImbdo
MIPUTBOPATHCS, CUMYJUPOBATH

MIpUBJIEKATh

TIIECIIaBUE

BIIACTH

KaJHOCTh

0OBIBaTh (CBENIEHMS), COOMpPATh M0 MEI0YaM
CHIIINK, ICTCKTUB

pasriamarh

CMsITYaTh, YMEHbBIIIATh

BBIMOT'aTEJILCTBO

CMEKaJKa; CMETIUBbBIN
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READING
2 Read and translate the information about social engineering.
Social Engineering

As social engineering attacks continue to grow in sophistication and frequency,
companies should look to employee education as a first line of defence. Learn how to
recognize and avoid social engineering attacks.

Social engineering is a non-technical strategy cyber attackers use that relies heavily
on human interaction and often involves tricking people into breaking standard
security practices. The success of social engineering techniques depends on attackers’
ability to manipulate victims into performing certain actions or providing confidential
information. Today, social engineering is recognized as one of the greatest security
threats facing organizations. Social engineering differs from traditional hacking in the
sense that social engineering attacks can be non-technical and don’t necessarily
involve the compromise or exploitation of software or systems. When successful,
many social engineering attacks enable attackers to gain legitimate, authorized
access to confidential information.

Social engineers are a modern day form of fraudsters or con artists. They may
attempt to access computer networks or data stores by gaining the confidence of
authorized users or stealing those users’ credentials in order to masquerade as
trusted insiders. It is common for social engineers to rely on the natural helpfulness of
people or to attempt to exploit their perceived personality weaknesses. For example,
they may call with a feigned urgent problem that requires immediate network access.
Social engineers have been known to appeal to vanity, authority, greed, or other
information gleaned from eavesdropping or online sleuthing, often via social media.

Cyber criminals use social engineering tactics in order to convince people to open
email attachments infected with malware, persuade unsuspecting individuals to
divulge sensitive information, or even scare people into installing and running
malware.

Your organization should take steps toward educating employees on the common
types of social engineering attacks, including baiting, phishing, pretexting, quid pro
quo, spear phishing, and tailgating. While there are technological solutions that help
mitigate social engineering (such as email filters, firewalls, and network or data
monitoring tools), having an employee base that is able to recognize and avoid
common social engineering tactics is ultimately the best defence against these
schemes.

Social engineering is a serious and ongoing threat for many organizations and
individual consumers who fall victim to these cons. Education is the first step in
preventing your organization from falling victim to savvy attackers employing
increasingly sophisticated social engineering methods to gain access to sensitive data.
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3 Match the paragraphs and the headings.

A A Definition of Social Engineering
B Conclusion
C Cyber criminals
D Introduction
E The Why and How of Social Engineering
F Types of Social Engineering Attacks
4 Match the names of the social techniques and their definitions.
Baiting Phishing Pretexting
Quid pro quo Spear phishing Tailgating

* An attack occurs when attackers request private information
QUID from someone in exchange for something desirable or some type
[ PRO | of compensation. For instance, an attacker requests login
QUO credentials in exchange for a free gift. Remember, if it sounds
too good to be true, it probably is.

» Attackers conduct attacks when they leave a malware-
infected device, such as a USB flash drive or CD, in a place
where someone likely will find it. The success of a attack
hinges on the notion that the person who finds the device will
load it into their computer and unknowingly install the
malware. Once installed, the malware allows the attacker to
advance into the victim’s system.

4

PRETEXTING < 1t occurs when an attacker fabricates false circumstances

The_eaSi?St wayfor  tg compel a victim into providing access to sensitive data or
anidentity-thef to  nrgtected systems. Examples of attacks include a scammer
j Steslyouricentty  hetending to need financial data in order to confirm the

'Smfk ymfc”;j't' identity of the recipient or masquerading as a trusted entity
oreen Ovsgzn:' such as a member of the company’s IT department in order
) to trick the victim into divulging login credentials or
B AP granting computer access.

* It is a physical social engineering technique that
occurs when unauthorized individuals follow
authorized individuals into an otherwise secure
location. The goal of it is to obtain valuable property
or confidential information. It could occur when
someone asks you to hold the door open because they
forgot their access card or asks to borrow your phone
or laptop to complete a simple task and instead
installs malware or steals data.

TAILGATING
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* Itis ahighly targeted type of phishing attack
that focuses on a specific individual or
organization. Attacks use personal information

Email Scams: that is specific to the recipient in order gain trust
Spear Phishing and appear more legitimate. Often times this
information is taken from victims’ social media
accounts or other online activity. By
personalizing their phishing tactics, spear
phishers have higher success rates for tricking
victims into granting access or divulging
sensitive information such as financial data or trade secrets.

* It occurs when an attacker makes fraudulent communications with a victim that
are disguised as legitimate, often claiming or seeming to be from a trusted source. In
an attack the recipient is tricked into
installing malware on their device or sharing
personal, financial, or business information.
Email is the most popular mode of
communication for attacks, but it may also

utilize chat applications, social media, phone J@

. . CODF
calls, or spoofed websites designed to look " i
legitimate. Some of the worst attacks make s

charity pleas after natural disasters or
tragedies strike, exploiting people’s goodwill and urging them to donate to a cause by
inputting personal or payment information.
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GRAMMAR

Verb + verb with -ing

We use the -ing forms of verbs after some common verbs:
avoid finish stop
enjoy mind suggest

We also use the -ing forms after go for sports and activities:
Let’s go skiing next weekend.

We also use the -ing forms of verbs after verbs + a preposition:
We are thinking of moving to San Francisco.

9 Complete the sentences with the -ing form of a verb from the box.

Fead give get study spend do ring install ski talk
skate read help write ask buy think meet hold

Example: | have a lot of books. | enjoy reading.

1 Wego in the Swiss Alps every year.
2 You should avoid too much time on playing computer games.
3 What do you think of a computer on eBay?
4 When will you finish the book?
You must return it to the library on Friday.
5 That phone never stops !
6 Jill will finish in Australia in 2021.
7 William suggested the meeting on the
hacking issues on Wednesday.
8 Idon’t mind you with the article for the journal.
9 Sheila often goes with her university friends in winter.
10 Stanley enjoys programmes for iPhones and iPads.
11 You must avoid any unnecessary information.
12 Stop , please. You are in class.
13 Do you mind up early for university?
14 T’m thinking of the new version of Windows.
15 | want to travel because | enjoy people and seeing new places.
16 | always suggest your parents for their opinion.
17 Ican’t stop of the problem.
18 We are thinking of a new experiment in the near future.
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After some verbs, both the -ing form and to + the base form of the verb are

begin continue start
hate like love prefer

Do you like playing computer games? Do you like to play computer games?
When do you begin learning the piano?  When do you begin to learn the piano?

We can use either the -ing form or to + the base form of the verb after some

remember stop try |

I don’t remember signing a contract. (=1 don’t have it in my memory.)

Remember to sign the contract tomorrow. (= Don’t forget to do it.)

You should stop working late. (= You should finish doing it.)

Let’s stop to have a rest. (= Let’s pause for a short time and have a rest.)

Try searching the web for the address. (= See if you can find the address on the web.)
I’ll try to reach Jack on the phone. (= It may be difficult but I’ll make the attempt.)

10 Choose the correct verb form, to ... or -ing. Tick the sentences where both of
them are possible.

Example: Do you want geing/ to go to Europe for the New Year? to go is right

Do you want to continue learning/ to learn English?

She hates making/ to make mistakes.

Thanks — I"d love taking/ to take part in the seminar.

Stop worrying/ to worry — we’ll get there in time for the conference.

Remember calling/ to call me when you arrive!

When will you begin writing/ to write your report?

What are you trying doing/ to do?

My friend loves reading/ to read stories about computer

hackers.

| remember reading/ to read something about it in the

newspaper.

10 John isn’t here. Try phoning/ to phone his home
number.

11 Simon prefers travelling/ to travel over long distances by plane.

12 Please just don’t stop thinking/ to think about the consequences.

13 Id prefer discussing/ to discuss this issue right now.

14 1 don’t remember getting/ to get an email from Lisa.

15 TI’ll try repairing/ to repair your computer tomorrow.

16 Try using/ to use a tablet computer. I’m sure you’ll like it.

17 The company started developing/ to develop a new supercomputing technology

last year.

coO~NOoO Ul hs WN -
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Put the verb in the right form, zo ... or -ing.

Example: | enjoy working (work) on my new computer.

When the lecturer finishes (speak), you can ask him questions.
I think I'1l stop (work) when I'm 65.

Why did you decide (take) part in the contest?

We can’t afford (wait) any longer or we’ll miss the plane.
Gillian is preparing (leave) for Berlin on Thursday.

Do you enjoy (visit) other countries?

I don’t mind (use) the Internet for research.

The company is planning (start) the

production of these new industrial robots in autumn.

I’d prefer (keep) the information secret. It is

rather sensitive.

We hope (protect) our network with the new security software.
I’1l help you (choose) the best antispyware programme.
Would you like (hack) into somebody’s home computer?
Complete these sentences. Write about yourself. Use to ... or -ing.

| love

| enjoy

I don’t like

Tomorrow I’d like
When I’'m on holiday, I like
I don’t mind but
I wouldn’t like

| hope
| remember

| often (sometimes) forget

Translate the sentences into English. Use 7o ... or -ing.

B cnenyromumii pa3 He 3a0yabTe cenaTh JOMaUIHIOK padoTy.

MHe Hy’>KHO 3aKOHYHUTH JOKJIaJ HA dTOU HEAEIE.

[Tonpocute pa3pemieHns BOCIOIb30BATHCS KAIbKYJIATOPOM.

Moii apyr HajeeTcs yUuThes 3a rpanuieii (abroad) B ciaemyromiem romay.

S HUKOT1a HE OTKA3bIBAIOCh ITOMOYBL KOMY-TO, eciH (if) y MeHs ecTh Bpemsl.
JlxeliMc 00BIYHO M30€TaeT pa3roBOPOB O CBOEH padoTe.

HekoTtopble 11011 HUKOT1a HE MOTYT MO3BOJIUTh c€0€ KyITUTh COOCTBEHHBIN JTOM.
He 3a0yab BBIKIIOYUTH TEJIEBU30P U KOMIIBIOTED.

Crapaiitech UCIIOIB30BaTh HAAEKHBIE TAPOJIN ISl PA3JIMYHBIX CAUTOB.

Mp1 XoTUM OpeIoKUT, BaM BOCIIOIB30BaTHCS HAIIEH HOBOW IMPOTPAMMOM.
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MORE WORDS AND PHRASES TO KNOW

rely on — 3aBuceTh OT

exploitation — skcryaraius, HCIIOIb30BaHHE
attempt — moneITka

confidence — yBepeHHOCTB, JJOBEpHE
helpfulness — mo:p3a

weakness — ¢i1ad0ocTh; HETOCTATOK

urgent — cpouHsIii

Immediate — HeMeIeHHBIH, O0€30TiIaraTeabHbII
Insider — uHcaliaep; YeI0BEK, UMCIOIIMA KOH(DHUICHIIMATEHYIO HHPOPMAITUIO
convince — yoexxaarb, yroBaprBaTth

ultimately — B koHIIe KOHIIOB

0Ngoing — Mpo10JXKAFOIIUICSI
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5d PHREAKING

VOCABULARY

1 Read and learn the words and phrases.

phreaking
blend

art

get start
predecessor to
creative

take partin
trick

meaning
positive

curious about
experiment with
public

negative

mean

abuse
weakness

make a free call
popular
obsession

bpuKUHT

coueTaHue

UCKYCCTBO

Opath Ha4YaJI0

MPEAIIECTBEHHUK JIs
TBOPYECKHUI

IPUHUMATh y4acTue B
0OMaHbIBAThH

3HAYCHUC

MOJIOKUTEIIbHBIN

JTFOOOTIBITHBIN IO OTHOIIIEHHUIO K
IKCIIEPUMEHTHPOBATH C
00111eCTBEHHBIN
OTPHULIATEIbHBIN

3HAYUTD

OCKOPOJISITh; TOPTUTD

ci1aboe MecTo

3BOHHTH 110 TeIePOHY OECIUIATHO
IOITYJISIPHBIN

0JIEPKUMOCTh

2 Complete the ‘stairs’ with words and phrases from exercise 1.

l]a 13| m n

2 | a e | 14| m | |9

3]p c (5lof [ [ [ [ [ [ [n]

4 1p r

51 p ¢ 16| ¢ a e

6| p g | 17| n a e
18 | w S

7] g S ]t

8 |c s a| | t 19| b d

9 |t t I 20| t k

10| p r t

11| e t w h

12| m fl | e c|l | [1]
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3 Complete the table. Pay attention to the part of speech.

Noun Adjective Verb
abuse abusive 1
2 artful —
3 — blend
4 — call
creativity 5 create
curiosity 6 —
experiment experimental 7
maker — 8
9 meaningful/meaningless | 10
11 obsessive obsess
negative/negation 12 negate
13 partial part
popularity 14 popularize
15 — predate
public 16 —
17 starting start
trick tricky 18
19 weak weaken
4 Complete the sentences with the words from the right column.
1 Heis very good at : art
2 Youarea of the family. blend
3 lamnotreallyill —itis justa experiments
4 He seems a lot better than his : part
5 Their musicisa of pop and rock. predecessor
6 They are doing to test the security system. trick
7 lam about his life in London. creative
8 A number is less than zero. curious
9 Heis about his health. negative
10 ‘Jack’ is one of the most boy’s names. obsessive
11 The government is against smoking in places. popular
12 Her book is full of ways to decorate your home. public
13 me at the weekend. abuse
14 The red light stop. call
15 They are a film about her life. making
16 Usually many factors the economy. means
17 The first lesson at TUSUR at 8.50 a.m.. starts
18 Different football teams’ fans often each other. weaken
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READING

5 Read and translate the information about phreaking.

Phreaking

The term ‘phreak’ is a blend of the words
‘phone’ and ‘freak’. Phreaking is the art
and science of cracking the telephone
network. Phreaking got start in the late
A 1950s in the United States of America.
FthEEHIFIg Some people think that phreaking is the

predecessor to computer hacking.

‘Phone phreak’, ‘phreaker’, or ‘phreak’ are names for creative people who take part
in phreaking. They use a computer or other device to trick a phone system.
Nowadays some people think that phreaking is a form of hacking because phreaks
apply hacking to telephone networks. Phreaking is an intellectual game and a form of
exploration.

The word phreaking has two meanings. On the positive side it describes the activity
of people who are curious about the telephone network. They study, experiment
with and like to explore telecommunication systems, such as equipment and systems
connected to public telephone networks. They explore the phone system to
understand how it works.

25

On the negative side it means the activity of people who like to break into or abuse
the telephone network. Phreaks use weaknesses in the phone system. Then they crack
the phone network and gain unauthorized access to telecommunication systems,
especially to make free calls. Phreaks hack or trick telephone companies.

Phreaking is about or even more than 60 years old but it is still popular. People,
especially teenage boys and young men, want to understand and explore the
telephone network. It is a hobby for some and an obsession for others.
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6 Find the paragraphs in the text that tell about these things.

A Cracking

B The word ‘phreak’

C A hobby or an obsession
D Curiosity

E The word ‘phreaking’

Mobile Phone Phreaking

7 Are the statements TRUE or FALSE?

1 The term ‘phreak’ is a blend of six words.

2 Some curious people take part in phreaking.

3 The words ‘phreaking’ has one meaning.

4 Some phreaks make free calls.

5 All children are phreaks.

6 Phreaking got start in 2012 in Russia.

7 Phreaking can be a form of hacking.

8 All people don’t like to explore systems connected to public telephone network.
9 Some phreaks gain unauthorized access to telecommunication systems.

10 Phreaking is a hobby only for elderly people.

8 Match the beginnings (1 —5), the continuations (6 — 10) and the endings (11 —
15) to make 5 sentences. Use the information from the text.

Beginnings
1 Phreaks are
2 Phreaking is
3 Phreaking is especially
4 Phreaking is the science
5 Phreaks gain unauthorized access

Continuations
6 and art of cracking
7 popular among teenage
8 a form of exploration and
9 creative and curious people
10 to telecommunication systems

Ends
11 to make free calls.
12 an intellectual game.
13 boys and young men.
14 the telephone network.
15 who take part in phreaking.
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GRAMMAR

Infinitive of purpose

We often use to + the base form of the verb (= the infinitive) to say why a person
does something or why something happens.

I’'m going to America t0 learn English.

We need some money to buy food.

9 Complete the sentences. Choose from the box. Translate the sentences.

robotics engineer firewall search engine backup hacker
antivirus program cracker security specialist deecter website

Example: A doctor examines a patient to find out what is wrong with them.

1 A breaks a secure system to gain access to confidential information or
to destroy, modify or steal data.

2 A network builds firewalls and installs
antivirus software on servers and computers within a
network to avoid breaches in security.

3 A uses a stolen serial number or a special tool
to break the software protection mechanisms.

4 An scans the computer to detect and remove
malicious files.

5 A searches the Internet to find the information you want.

6 A uses cookies to remember information about your visit, like your
language and other settings.

7 A designs software systems to control robotic systems.

8 A controls network traffic to prevent unauthorized access to the
network.

9 A is a copy of a computer document, programme etc. that we use to

recover lost data.

10 Answer the questions with an infinitive of purpose.
Example: Why are you going to the café? To meet my friends.

1 Why do you go to university?

2 Why are you learning English?

3 Why are you doing your homework?

4 Why are you going to the gym?

5 Why do you need money?

6 Why do you use a computer?

7 Why do you set up a password for a website?
8 Why do you use a mobile phone?

9 Why do you watch television?

10 Why do people use robots?
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11 Write sentences to say why people go to the following places. Begin You go ...
Example: a school You go to school to get an education.

a driving school o LN

a garage Nlhl uulu !
a library

a book shop »_ :.lUW:fl tm:w»
a supermarket L7
a computer shop
the newsagent’s
the chemist’s

a hospital

10 a post office

11 abank

12 astation

13 an airport

14 a restaurant

15 acinema

16 agym

17 a swimming pool
18 a football stadium

O©CoOoO~NO OIS, WN B

12 Combine the following sentences into one using an infinitive of purpose.

Example: We go to the theatre. We watch plays there.
We go to the theatre to watch plays.

1 We do sport. We want to keep fit and healthy.

2 We go to work. We need to earn money.

3 We earn money. We want to buy food, clothes, and things like a car or a home, to
travel and help our families.

4 We watch the news. We want to know what is EK Q MAVG
happening in the world around us. Uhetee __ -~
5 We read books. We get information about different f —a F;szure
topics from them. ‘sfavasts 62, ,’%ﬁ
6 We learn languages. We need to understand people AVIRA "

from different places and to communicate with them.

7 We participate in conferences. We want to discuss important matters, exchange

information about them.

We use the phone. We speak to someone in another place by it.

9 We use smartphones. We make calls, send text messages, get directions, surf the
web, play games, listen to music, and watch films on them.

10 We install and update antivirus and antispyware programs. We want to protect
our computers.

11 We use the Internet. We search for information, contact people, shop online, play
games, and do many other things on it.

oo
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13 Use your own ideas to finish the sentences below. Use to ... .
Example: I’'m going to the shop to buy a newspaper.

Charles wants to go to university
David wants to study at Harvard University
I’m studying at TUSUR
I’m going to the library
| often use a dictionary
I’m going to the computer shop
| want to watch television tonight
I’m going to phone Alice
I’m going to stay at home for the weekend
10 I’m going out
11 I’m going home now
12 I’m very busy. | haven’t got time
13 Have you got time ?
14 1 need to borrow some money
15 Everybody needs money
16 I’m going to London
17 I’d like to go to America
18 | want to travel around the world

O©CoOoO~NO OIS, WN B

14 Translate these sentences from Russian into English.

1 Tom 4acTo 3BOHUT POAUTENSIM, UTOOBI CIIPOCUTH Y HUX O
3JI0POBBE.

2 Ilo Beuepam JIxeiH MHOT 1A BKIIFOYACT TEIEBU30D, YTOOBI
MIOCMOTPETH HOBOCTHU U MHTEPECHBIEC MMPOTPAMMBI.

3 OOBYHO 5 TOJNB3YIOCh HWHTEPHETOM, 4YTOOBI HAWTH
uH(pOpMaIMIO WIIM TTOOOIIATHECS ¢ APY3bIMHU B COIICETSIX
(in social networks).

4 51 xouy 3arpy3uTh HOBOE MPUJIOKEHNE, YTOOBI OTKpBIBaThH PDF-(aiinbr.

5 'V MeHs HeT BpeMeHHU, YTOOBI UTPaTh B KOMITBIOTEPHBIEC UTPHI.

6 S mmaHMpyrO KYNMUTH TUTAHIIET, YTOOBI HOCUTB €r0 C COOON B YHUBEPCHUTET.

7 Moii gpyr coOupaeTcs HAKOMHWTH JEHBI'HM, YTOOBI KYNUTh MOIIHBIN (powerful)
HOYTOYK.

8 Pobeptr xouer MOCTYNMUTh B YHUBEPCUTET, UYTOOBI M3y4daTh HH(GOPMALMOHHYIO
0e301acHOCTb.

9 JIxoH cTapaTeabHO YUYUTCS, YTOOBI CTaTh XOPOIIUM MPOrPAMMUCTOM.

10 BukTOp M3y4aeT aHTIMICKUN, YTOOBI MTOTYYUTh XOPOIIIYIO paboTy.

11 Ha cnenytromeit Henene Jlunma ener Bo dpaHiuio, 4ToObl TPHUHITH y4acTUE B
KoH(pepeHuu 1o (0N) SKOHOMUYECKON O€30TacHOCTH.

12 Mbpu KaxXIblii JE€Hb IMOJb3YETCS AJIEKTPOHHOW TMOYTOM, YTOOBI CBSI3aTHCSA C
(contact) xomuteramu Mo paboTe B APYrMX perHoHax.
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MORE WORDS AND PHRASES TO KNOW

connected — coeTMHEHHBIN, IPUCOCAUHEHHBIH, CBSI3aHHBIN
freak — (hanaTuk; yemoBek, MOMeIIaHHBIN Ha Y€M-JTHO0

in the late 1950s — B koume 1950-x rr.

on the negative side — ¢ oTpuIaTEIBHON TOYKH 3PCHHS

on the positive side — ¢ MOIOXUTETEHON TOYKU 3PCHUS
still — Bcé€ emé

then — mociie aToroO, TOTOM
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5¢e CULTURE CLIP:
THE UNITED STATES OF AMERICA

VOCABULARY

1 Read and learn the words and phrases.

simply

only

others

capitalist economy

gold, coal, and uranium deposits

top

corn and wheat
sugar and tobacco
federal republic
executive branch
legislative branch
judicial branch
federal court
each

the highest law
be home to
ethnic group
value

have a large influence on

especially

MPOCTO
TOJILKO

JpyTre

KaIUTaIUCTUIECKAss DKOHOMHKA
MECTOPOXKICHUS 30J10Ta, YIJIsl U ypaHa
BEAYILIHNI, OCHOBHOU

KYKypy3a U MIIeHUIa

caxap u Tabak

dbenepatruBHas pecrnyoinKa
HCITOJIHUTEIbHAS BJIACTh
3aKOHOJaTelbHas BJIACTh

cyneOHas BJIacTh

benepalbHbIN CyT

KaXKIIbIN

BBICUINM, BEpXOBHBIN 3aKOH

OBITH TOMOM IS

STHUYECKas TPyIIna

IIEHHOCTh

OKa3bIBaTh 3HAYMTENILHOE BIIMSHUE HA
0COOEHHO

2 Complete the table. Translate the words.

Noun Adjective Verb
capitalism 1 capitalize
2 economical economize
execution 3 execute
4 gold / golden gild
5 group group
6 influential influence
judge 7 judge
8 lawful —
legislation 9 legislate
10 home -
top 11 top
12 valuable value
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3 Fillin the squares with consonant letters.

1oi [T Ju e[ ] Je

2 el [ Jel Ji al [ Jy

3 el [ [ il | L Jo uwl |

4 Jel Jel Jal | L Jo uwl | |

5 Jol | | al | | [ Je al |

6| Jel Jel Jal[ | o del Jul [ i ]

7 Jo al | al [ ] ul Jal i ul |
8| Jal Ji| Jal Jil| | | el _Jo[ Jol[ Jy
ol Jel Jil | Jal Jil[ Je 1l Jal | |

4 Use the words from the box to complete the sentences.

court especially home others
deposit group law simply
each high only wheat
1 of them wants to try.
2 Sheis seventeen years old.
3 Heisnotat at the moment.
4 Kate likes the country, in spring.
5 The doesn’t allow you to do this.
6 You can take them to if they don’t pay.
7 Inthe USA, there is a valuable new of coal.
8 You only know about this book, but there are :
9 Usually Mike goes camping with a small of friends.
10 is an important crop for millions of people all over the world.
11 She is a daughter of the president, and she enjoys status among her
friends.
12 A lot of people miss out on this opportunity because they don’t

know about it.
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READING
5 Read and translate the information about the United States of America.

The United States of America

. The United States of Americais a large country in North
= =& America. People often call it the “USA”, the “US”, the
; “United States”, “America”, or sSimply “the States”. It is the

— EEEE— fourth biggest country in the world. Only Russia, Canada
— and China are bigger. The USA consists of 50 states, the
District of Columbia (Washington, D.C.), and 5 territories.

The capital of the country is Washington, D.C. The largest city is New York. Other
major US cities include Los Angeles, Chicago, Las Vegas, and others.

The United States has a capitalist economy. The country has rich mineral resources,
with many gold, coal, and uranium deposits. America produces

cars, airplanes, and electronics. It is also one of the top producers of corn and wheat,
sugar and tobacco.

The US is a federal republic. The head of state and government is the President of
the United States of America. There are three branches of the federal government.
They are the executive branch (the President and his administration), the legislative
branch (the United States Congress), and the judicial branch (the Supreme Court of
the United States and federal courts). The USA has two major political parties, the
Republican Party and the Democratic Party.

Each state has its own constitution and government, but the United States
Constitution is the highest law of the country.

The United States is home to many cultures and ethnic groups, traditions, and
values. American culture has a large influence on most of the world, especially the
Western world.

Notes

Washington, D.C. (the District of Columbia) — Bamuurros, okpyr Koaymowust
the United States Congress — Konrpecc CHIA

the Supreme Court of the United States — Bepxosusiii Cyx CIIIA

the Republican Party — PecniyOiinkaHckast moJauTHYECKast APTHS

the Democratic party — Jlemokpatudeckasi MOJMTHYCCKAs TAPTHS

6 Answer the questions.

1 How do people call the United States of America?
2 How many states does the USA consist of?
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What is the capital of the country?

What are other major cities in the USA?

What does the USA produce?

What are the three branches of the government according to the US Constitution?
What are the main political parties in the USA?

What is the highest law of the country?

What do you know about the American culture and traditions?

0 Who is the US President now?

Match the paragraphs and their names.

Riches

Culture

Politics

Major cities

The highest law
General information

Each of the fifty states has a nickname. Write the names of the states.

_ - S . - .'.""\__ ) New
Fi % Marth -l Harmpshi
Montana Dakota .Hlmm,"__ P FI,s. ire S,
| e - Vermont
i 4 - Wy \ / .
L { South [ Wisconsin /{4 2 ~ ".,-"" Mzinu
/ — ) } [ "Michigan — New | | -,-/nhud
i ! : g At lowa 5 1 I‘Ea A Y:x f‘ Ishm:llE
i T Mebraska ": il [ T Pennsyh-ama #?1'_ ‘::\\

. Mimois

j, \ Nevada [ Im:iana w1 ;‘ Cnnmcucut

1 | X Colorad
Ly Mk o N\ Utah © Kansas  |pgiccouri | - ‘i-‘“rgma }\ \ Massachusetts
} il ™ | | I Lo Kentuclqr .. 'h"lrgrln New Jersey
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:_-‘_i,'f”? S California ™ New Olahoma .ﬁ.rkansas Tenne.s.‘see — -.':1"‘0“11 2 Maryland
o VY ""'\\_ Arizona T MissnsslpP' 'Earulin_a.-\"

Texas : ' . I‘Genrgk;" f

NE | Flrids
v

-

________ Is The Bread and Butter State and The Wheat State.
_______ Is in the valley of the Great Lakes. It is The Great Lake State.

IS in the central part of the USA. It is The Central State.

______ is in the Green Mountains. It is The Great Mountain State.

The water of theriversof N~~~ is dark. It is The Blackwater State.

The territory of A _ is the largest in the USA. It is The Great Land.

The Great Salt Lake is on the territory of U _ . It is The Salt Lake State.

The northern partof N~~~ H Is in the White Mountains. It is

The White Mountain State.
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GRAMMAR

Prepositions of time, place and movement

We use at + clock time: at 9 o’clock, at 8.20, at noon/ midday
(=12.00), at midnight (=00.00)

We use on + a day or date: on Friday(s), on your birthday,
on 25 January(,) 1995

We use in + a long period of time in April, in winter, in 2001,

(a month/ season/ year/ century): in the 20th century

We also use at, on and in in the following phrases:

at night on Monday morning in the morning

at the weekend/ at weekends  on Tuesday afternoon in the afternoon

at the moment on Friday evening in the evening

at the end of ...

at the New Year (with public holidays)

We do not use at/ on/ in before:

this ... (this week/ this evening etc.) last ... (last July/ last year etc.)
next ... (next week/ next month etc.) every ... (every day/ every Sunday etc.)

9 Complete the sentences. Use at, on, in or no preposition.
Example: We usually sleep at night.

I’m afraid he’s not here the moment.

summer she usually works as a shop assistant.
| want to see you in my office this Wednesday.
The new day starts midnight.
| am leaving Dallas next Thursday.
They usually stay up 1am.
Are you doing anything Friday night?
The working week begins Monday.
Classes at university usually start the morning.
10 The first class begins 8.50.
11 The academic year in Russia starts 1 September.
12 The summer examinations are June.
13 Students do not go to university Christmas.
14 Harvard College (the ‘original’ Harvard) was founded

O©OooO~~NOoO Ol WN -

Other common prepositions of time include during, before, after, and until.
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They work during the night and sleep by day.
Let’s meet at our house before the show.

Go back to university after lunch.

Can you wait until tomorrow?

We use firom ... to ... to give information about a period of time.
The museum is open from Monday to Saturday.

10 Put in during/ before/ after/ until/ from ... to ... .

Example: She’s interested in the period from the early 1940s to now.

1 Emmais usually at home the day.

2 Always wash your hands meals.

3 Let’s wait the rain stops.

4 the summer season, all the hotels are full.

5 Some people believe in life death.

6 | think | will stay here the end of the week. 7o)

7 He’s usually in his office around 9.00 o
6.00.

8 John has an exam the day tomorrow.

9 The academic year in the US lasts September May.

10 In Russia the winter examinations are normally the New Year.

11 Complete the sentences in your own way. Use a noun phrase with a
preposition of time.

Example: Peter usually has a party on his birthday.

| usually phone my parents/ my friend
| usually go to a night club
| always feel tired
| was born

| often do my homework
| leave home for university
| normally get home after university
| usually go to bed
Goodbye! See you
10 Knowledge Day is
11 She has got French lessons
12 Our summer examinations are
13 We have no university classes
14 Radio Day is
15 He is meeting his colleague in San Francisco

O©CoOoO~NO O WN B
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12 Look at these time expressions. Do we use them with at, on, in or no
preposition? Make four lists.

Monday, 3 o’clock, last Wednesday, Sunday, 1st September, the afternoon, May,
next Thursday, 2013, the morning, night, Monday morning, this morning, summer,
every summer, my birthday, the weekend, 8.50, tomorrow morning, June, Friday
night, 1604, 4th July, the spring, weekends, Christmas, Valentine’s Day, yesterday
afternoon.

13 Translate the time expressions into English.

B TCUCHHUE MecsIia
710 3aBTpa
nepen HoBeiM rogom
II0CJI€ 3aHATUM
C IISATU 10 BOCBMHU Bedepa
B 10.40
Ha CJICAYIOUIEH HEAEe
B MPOIIIOM TOAY
JIEBSITOrO Mast

0 B mojimeHb

P OooO~~NOoOoOols, WN -

The most common prepositions of place include in, at, above, below, on, over,
under, in front of, behind, near, next to, opposite and between.
We are in the building opposite the government offices.

aRove behind

over
v ‘ opposite

14 Complete the sentences with a preposition of place. Sometimes two or more
variants are possible.

Example: Atlanta is a city in the south of the USA.
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| want to work England.

What is the largest country the world?

Can | sit next the window?

Put a tick the answer that you think is correct.
The book is on the shelf just your head.

John’s sister lives New York City.

The bank is the university hall.

Paul’s office is the bookshop.

Please print your name clearly your signature.
10 There is a lot of analytical information the article.
11 You can find factual information encyclopedias.

O©CoOoO~NO OIS, WN B

* We use in, at, on in the following phrases:

in a street at home onabus/atrain/
in the city centre at work / university / college  a plane / a ship

in the world at a concert / a football match on the ground floor /
in a newspaper / a book etc. the first floor etc.

in a photograph / a picture at the bus stop on campus

in class / a meeting at the top / bottom on computer

in the middle (of ...) at the beginning / end (of ...)

15 Complete the sentences with in, at or on.
Example: Let’s meet at the bus stop.

1 D’m staying home this evening.

| sometimes spend the Sunday afternoon a
football match.

Let’s meet the bus stop.

My brother is on the left the picture.

We’re going to town the bus, okay?

I’m sorry but she’s a meeting — I’ll ask her to
call you back later.

7 Mr Brown’s office is the end of the corridor.

8 She teaches the University of London.

9 The office is the second floor.

10 The main building of TUSUR is Lenin Prospect.
11 This is my group photo — I’m the one the middle.
12 You must not write text messages class.

13 Write your name the top of the page.

14 There’s an interesting article the newspaper.

15 We store the information computer.

N
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5f REVISION

VOCABULARY & READING

1 Match the words and their Russian equivalents.

footprinting BOD
novice pa3pyIIuTeh
scanning HOBUYOK
enumeration 3aMeTaHHe CIEI0B
crasher porpecc
penetration IIPOHUKHOBEHNE
advance nepeOupanue
thief U3Y4YCHUE
covering tracks 30HIUPOBAHKE, pa3BEIKa

SREAKING & WRITING

2 Discuss the following topics in pairs. Write an essay about one of the topics in
10-15 sentences.

Hacking

Software cracking
Social engineering
Phreaking

WD
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GRAMMAR

w

Put the words in the right order to make sentences with verb + to + verb.

(after / o’clock / plan / to / three / arrive / they)

(we / this / afford / abroad / to / can’t / go / summer)

(always /to / | / a conference / agree / in / take part)

(John / the password / needs / change / to)

(what / to / you / are / do / trying?)

(you / helps / information / the Internet / find / to)

(promise / never / do / do / to / cannot / you / what)

(admit / refuses / wrong / is / Catherine / to / she / that)

(the college / think / Suzan / | / will fail / enter / to)

10 (are/to/ Jessica and Martin / leave / preparing / for New York)

11 (never /at/to/ forgets/ his/ phone / Jake / parents / the weekend)

12 (my/is/ brother / use / learning / six-year-old / a computer / to)

13 (sometimes / me / with / David / to / offers / mathematics / help)

14 (ask / they / the students / to / are going to / the questionnaire / complete)
15 (Stephen /install / new /a/ on / wants / operating system / to / computer / his)

O©CoOoO~NO OIS, WN B

4 Complete the sentences with the English equivalents of the phrases in
brackets. Use verb + verb with -ing.

1 ‘What do you do to keep fit?” ‘I jog and (zanumaroce nrasanuem).’

2 | think I’ll (3axonuy nucamy) the article at the weekend.

3 Do you ((rne) npomue noooaxcoams) for half an hour?

4 Helen (noayuaem yoosonvcmesue om uepwi 8) COmputer games.

5 The chief is going to (npeonoscumos nposecmu scmpeuy) at the company’s office.

6 (Ilepecmanvme nonvzoeamscs) that pirate software. It’s illegal.

7 1 try to (uz6ecams nposooums) more than two hours a day at the computer.

8 Sheila (nooymwvisaem o mom, umobwvr 3amenums) her old mobile with an
expensive smartphone.

5 Complete the sentences with the correct verb form, zo ... or -ing.

1 It’s going to stop (rain) soon.

2 He stopped (pick up) the banknote.

3 Try (not forget) anything this time.

4  Why don’t you try (use) a different antivirus programme?
5 | must remember (send) Christopher an email tonight.

6 Do you remember (turn off) the computer?
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6a PROGRAMMING LANGUAGES

VOCABULARY

1 Read and learn the words and phrases.

programming language
sheer number
overwhelming

flexible

from scratch

high level language
concept

scalable

stable

maintainable

game engine

backend

query

relational database manage system
opportunity

dissuade

resource

relevant

inevitability

ultimately

A3bIK IPOTPAMMHUPOBAHUSA
OTPOMHOE KOJIUYECTBO
HENPEOI0IMMBbIN, TOIABIISIOIIAN
THOKHIA

C HyJIA

A3bIK BBICOKOTO YPOBHSI

MIOHATHE, UIEs

VU3MEHSEMbIN

ITOCTOSIHHBIN

YAOOHBIN B COMPOCOKICHUU
MPOTrpaMMHasi COCTABIIAIOIIASl UTPBI
BHYTpEHHUI HHTEpdeiic

BOITPOC

CUCTEMa yIIpaBJIeHUs Oa3aMu TaHHBIX
BO3MOYKHOCTb, YAOOHBIN CiTydaii
OTrOBapuBaTh

pecype

YMECTHBIN, aKTyaJIbHbIN
HEU30€KHO

B KOHIIE KOHIIOB
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READING
2 Read about programming languages.
Programming Languages

Introduction _
If you’re looking to learn how to code,

the sheer number of programming
languages may be overwhelming — what
language should you indeed learn? This
article hopes to give you some pointers

by comparing different programming
languages. Let us take a look at the
languages we’re going to be covering.

Dynamic Languages

Dynamic languages are generally thought of as easier for total beginners to learn
because they are flexible and fun. You can quickly build an app from scratch with
less lines of code, and there is no hard rule on how to write things to behave in the
way you want them to.

As dynamic languages are usually very high level languages, you would spend less
time trying to get the details right and more time learning programming concepts,
which is another reason dynamically typed languages are popular with beginners who
are motivated by being able to build things and see results quickly.

- @

Java Script Python PHP

Statically Typed Languages

Apps built with statically typed languages are known to be more scalable, stable, and
maintainable. Static languages are usually more strict with catching errors through
type checking, and it takes more code to build a prototype. Game engines, mobile
apps, and enterprise-level backends are usually built with statically typed languages.

&

C
Objective-C
C++

Java r—— C# (C Sharp)

Java Objective-C / Swift (for
10S development)

218



Other

SQL (“Sequel”), or Structured Query Language, is a query language
used to communicate with databases. Although SQL cannot be used

to build apps, it is used to manage the data in apps that use

relational database manage systems (RDMS). ﬁ
Job Opportunities

So, now you know a bit about programming languages and perhaps a bit about their
perceived difficulty. However, not all languages have the same demand or salary. If
your goal in learning how to program is job opportunity and you are not going to be

dissuaded by how hard people say a language is going to be, here are some pointers
to help you figure out what language you should learn.

Programming Resources

If you know a little about the developer world, then you probably know it’s really
important and helpful to have support from other developers, especially if you plan to
learn on your own. Being a part of a supportive community will definitely make your
future development life easier.

The Future of Each Programming Language

How relevant will a programming language be in the future? First of all, the future of
a language will largely depend on the growth of its community, as fresh
blood/adoption rate is what keeps a language popular and ensures that it will continue
to have resources.

Conclusion

What language should a coding beginner learn? Clearly, if you wish to get into web
development, you would inevitably have to learn JavaScript, whether you like it or
not. If you want to do backend web development, you must learn some form of SQL.
Furthermore, if you want to mine websites for data or if you’re interested in being a
data scientist, then Python is a good language to learn. If you want to work for an
enterprise, then Java is the way to go. If you’re actually not that interested in building
things and you’re more interested in job opportunities, then perhaps SQL is a nice
place to start out with (especially if you like math). Altogether, what programming
language you should learn will ultimately depend on what you want to do.
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GRAMMAR
Reported speech

1 We use reported speech to retell somebody’s words.
Direct statement: He said, “I love her so much*.
Indirect statement: He said that he loved her so much.

2 Instead of “say” we can use other verbs:
mention, claim, ask, add, tell, admire, admit, consider, promise

3 In the indirect speech we change the tenses:

Present tense Past tense

He said, “I love her so much”. He said that he loved her so much.

Past tense Past perfect tense

He said, “I loved her so much”. He said that he had loved her so much.
Present perfect Past perfect tense

He said, “I have loved her so much”. He said that he had loved her so much.
Future Simple Would

He said, “I will love her so much”. He said that he would love her so much.
Imperative Infinitive

He said, “Love me!” He told her to love him.

4 Also, we need to change references to time and place:

yesterday the day before

today that day

last week/month/... the week/month/... before
the previous week/month/...

tomorrow the next day

next month/year/... the following month/year/...

this/these that/those

here there

now then/at that moment

5 The questions in the reported speech are changed in the following way:

In questions with Wh/How the question word remains:
He asked me, “Why do you love me?” He asked me why I loved him.
He asked me, “How much do I love me?” He asked me how much I loved him.

Yes/No questions turn into If/Whether questions
He asked me, “Do you love me?” He asked me if I loved him.
He asked me whether | loved him.

Note: In the reported questions there is no change in the word order or auxiliary
verbs.
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Write what Sarah said, making the necessary changes.
“I’'m living in New York.”

“My mother isn’t very well.”

“Jane and Paul are going to visit Italy next
month.”

“My brother had an accident.”

“I haven’t seen Diana last night.”

“Jack and Jill were waiting for the bus.”

“I don’t drink coffee anymore.”

“Tom can speak Japanese.”

“I will go to Anna’s birthday party.”

“My purse was stolen this morning.”

“Kate took my keys.”

“My husband has just finished reading this interesting book.”
“Daniel didn’t buy the tickets for the theatre yesterday.”

Choose the correct word.

She said / told us to stand up.

Mr Jones said / told the manager he was leaving.
Everybody said / told the concert had been terrible.

I didn’t say / tell Meg that | was coming today.

The Prime Minister said / told that things would get better soon.
Alice said / told she was sick.

Nancy didn’t say / tell us anything.

You said / told me you were working tonight.

Transform into direct speech.

He said that she would leave at six.

He said that Peter often went fishing.

Mary asked if she could come back later.

| said that | had just seen Mark.

Alan told me that Angela was watching TV.
They said that the cat had been sleeping on the sofa.
| said that we were late.

She asked what the boys were doing.

Put the questions into reported speech:
“How old are you?”

“Are you married?”

“Do you live nearby?”

“Where have you worked before?”

“Can you speak German or French?”
“Do you have a driving license?”

“How much money do you want?”
Rewrite the following commands.
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1 “Sit down, please.” - The teacher told the students

2 “Give me some more money, please.” “ Bob begged
his parents :

3 “Don’t play with my toys.” - Michael said to his
little brother

4 “Don’t forget to say your prayers.” - Their brother
advised them

5 “Look at me and listen carefully to my words.” -
The Captain ordered his soldiers

6 “Don’t move and keep smiling.” - The photographer went on saying to everybody

7 “I forgot my pen, please lend me yours.” - Peter told Jane

8 “Don’t go away, wait for me.” - He told his friend

9 “Give me another sandwich, please, but this time with a little more cheese.” - She
asked her husband

10 “Just call me if there is anything you need.” - The nurse said to the patient

8 Report the following phrases using the verbs in the box.

promise agree deny apologize congratulate advise
invite offer thank admit insist warn suggest
remind refuse
1 Wendy said to Mrs. Johnson, “Let me feed your
cats”
2 Greg said to his brother, “Why don’t we run a
race?”

3 Mr. Nil said to his secretary, “If 1 were you, |
wouldn’t wear such striking colours”

4  David said to Andy, “Don’t talk to my sister any
more, or you’ll regret it” -

5 Val said to Laura, “Hey, come with us to see the sunset”

6 Paul said to Mrs. Black, “I will never say a bad word about your husband”

7

8

Terry said to Mr. Fandel, “I’m sorry, I damaged your flowerbeds”
Liam said to the policeman, “I didn’t mug this old bag”
9 Sam said to Mrs. Clarens, “Well, it’s me who put soap into your vegetable stew”
10 Henry said to Nick, “We definitely must tell the truth”
11 George said to Deborah, “ I won’t skate together with you”
12 John said to Hugh, “It’s time to return the book to the library”
13 The film director said to the audience, “Thank you very much for such a
wonderful reaction”
14 Finn said to Pete, “They say you got a university degree. Congratulations”
15 Susan said to her mother, “All right, I’1l be back home before eleven”
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MORE WORDS AND PHRASES TO KNOW

introduction — BBeneHuE

conclusion — 3aknroueHue
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6b CYBER WARFARE

VOCABULARY

1 Read and learn the words and phrases.

cyber warfare
involve

alter classified data
criminal

high-tech

military

cyber spy network
belong to

scope

data breach
incident

cause a tension
reveal global surveillance
top security threat
recognize
cyberspace

domain in

critical to
vulnerable

possible

N

change

offence

secret, confidential
vital, crucial, important
the Internet

field, sphere

event, chance

include, contain
probable

10 realize, become aware
11 range, size, scale

12 defenseless

O©CoOoO~NO OIS~ WN B

KuOepBoiiHa

coJiepKaTh

U3MEHSATh 3aCEKPEUCHHBIE TaHHbIE
IIPECTYIHBIN
BBICOKOTEXHOJIOTUYHBIN

BOCHHBIN

CeTh KUOEPIINMHOHOB
IIPUHAJIEKATh

Macitab

yTe€uKa JaHHBIX

CIIy4ai

BBI3BIBATH HAIIPSIKECHUE
00Hapo10BaTh MACCOBYIO CIEXKKY
HauBbICIIas yrpo3a 0e30MacHOCTH
MPU3HABATH

KHOEpIPOCTPAHCTBO

1oJIe JeSATEIbHOCTH B

peIIAOIINN [T

YSA3BUMBIN

BO3MOXKHBIN

Find the synonyms to the following words.

STIS|sle|X |3~ (X — 3 |—
<|lnloClolo|X|o|x|o|x|=
cClo|0o0|ST—AxANK|T|I—Q|X
—|o|0o|ln|—|S |3 |3 |®|—|®
SoQ|n |5 |—|3|olo|un|S|—
DD IS | —|I<|DQA|l=|=|»n|T|—~
S (X |=|T|O0O 0|\ === |D
D ISIN|=— == S [T |+ |=h|D|=
T 0| 0|<|olo|o|=——®|X
——lao|x|o|D|=|O0|0|®|O [—

oS e|lxX—|>|c|o|o|a|ls|z

X X3 83a|~|S|o|—|T|N|xX
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3 Match the terms and their definitions.

belong to classified critical cyber
cyberspace cyberwarfare global high-tech
incident military spy surveillance

using high technology

a bad or unusual event

relating to the whole world

officially kept secret by a government

relating to the army, navy, or air force

to be a member of a group or organization

very important for the way things will happen in the future

relating to electronic communications, especially the Internet

the use of computers to disrupt the activities of an enemy country

someone who secretly tries to discover information about a person or country

the Internet, as an imaginary area where you can communicate with people and
find information

when someone is watched carefully, especially by the police or army, because
they expected to do something wrong

XS5 KQ 0o TwD®

4 Complete the sentences. Use the words from the right column.

ADJECTIVES
1 Shewasa sixteen-year-old. Criminal
2 Hehasa record. possible
3 T'll send the paper today, if vulnerable
NOUNS
4 Do we know the full of the problem yet? domain
5 The police have kept the man under strict scope
6 This information is in the public surveillance
7 The mind cannot be always in a state of mtellectual tension
VERBS
8 They to the same chess club. has altered
9 Thecity very much since 2010. belong
10 We that the situation was hopeless. caused
11 She the secret to us. recognized
12 The loss of freedom and the growth of despotism revealed

the ruin of the empire.

READING
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5 Read and translate the information about cyber warfare.

Cyber warfare

Cyber warfare (or simply cyber war) is Internet-based
conflict. It involves politically motivated attacks on
information and information systems. Cyber warfare attacks
can disable official websites and networks, disrupt or disable
essential services, steal or alter classified data, etc.

Cyber warfare involves nation-states as well as such organizations as terrorist groups,
companies, political or ideological extremist groups, hackers and transnational
criminal organizations.

There are many examples of cyber warfare. Thus, in 2007, an unknown foreign group
hacked into high-tech and military agencies in the United States and downloaded
terabytes of information.

In 2009, the cyber spy network “GhostNet” accessed confidential information. It
belonged to both governmental and private organizations in over 100 countries
around the world.

In 2015, hackers stole the most sensitive information of 21 million people in the
United States. The hack occurred at the Office of Personnel Management (OPM).
They believe that the scope of the data breach is the biggest in US history.

Cyber warfare consists of many different threats. They are cyberattacks and cyber
espionage. Some espionage incidents can cause serious tensions between nations.
For example, in 2013 Edward Snowden revealed global surveillance by the USA. In
2014 Russia let him stay in the country for three years. This has increased tensions
between Russia and the United States.

People now believe that cyberattacks are one of the top security threats. In the
US, the Pentagon formally recognizes cyberspace as a new domain in warfare as
critical to military operations as land, sea, air, and space.

The most effective protection against cyberwarfare attacks is securing information
and networks. If you want to protect your data, it is essential to apply security updates
to all systems because attacks on any vulnerable system are possible.
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6 Find the paragraphs in the text that tell about these things.
A Cyberattacks
B Cyber espionage WWI WWH

C High-tech agencies

D Cyber spy network Wg

E Cyber warfare organizations '

F p r
G

H

The scope of the data breach W

. . = (
Protection against cyber warfare
Possibilities of cyber warfare attacks

7 Answer the questions.

1 What is cyber warfare?

2 What can cyber warfare attacks do?

3 What organizations does cyber warfare involve?

4 What do you know about cyber warfare of the
2007 year?

5 What happened in 2009?

6 What did hackers do in 2015?

7 What does cyber warfare consist of?

8 Can cyber espionage cause a tension between

countries?
9 What is Edward Snowden famous for?
10 What does the Pentagon think about cyberspace?
11 What is the most effective protection against cyber warfare attacks?
12 What should people do to protect their data?

8 Translate the following words. Use the information about cyber warfare.
1 cocrosTh c__ 13 cexpeTHbIi c_____
2 napyrou d_ 14 neobxomumeli € _
3 wHocTpammeii f_ 15 yBeawuuBatp I _

4 upaButenscTBO ¢ 16 HapymicHHE b

5 Takou s 17 oOGHOBIATH u__

6 ycnyra s 18 mpoucxomutb O _

[/ noctym a__ 19 npumeHsTh a_

8 yrposa t 20 xpacTh s_

9 3ammra p___ 21 oTkiIroYaTh d

10 Teppopuct t. 22 06e30macHBIM s __

11 araka a_ 23 3arpyxarh d
12 mmuoHax e 24 Hapymath d
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GRAMMAR

Relative clauses

We often join sentences with who or which (‘relative pronouns’). We use who for
people and which for things.

| have a friend. He can speak three languages. —
| have a friend who can speak three languages.

There’s a problem. |1t worries me. — There’s a problem which worries me.

We often use that instead of which, and instead of who in an informal style, but
who is more usual.

There’s a problem that worries me.

I'’ve got a friend that can speak three languages.

9 Choose from the boxes and write sentences.

0 teacher a teaches in a school or college
1 engineer b tricks a phone system, e.g. using a computer
2 robotics engineer C produces computer programmes
3 programmer d hacks into other people’s computer systems
4 security specialist e designs websites, especially for businesses/organizations
5 hacker f looks after a computer system which has many users
6 cracker g designs or builds machines or electrical equipment
7 phreak h identifies and solves potential and actual security
8 system problems
administrator I designs software to control robotic systems
9 analyst J modifies software to disable copy protection features
10 web designer k studies or examines something in detail

Example: A teacher is someone / a person who teaches in a school or college.

We can also use who(m), which or that as objects*. Who is very informal as an
object; whom is more formal.
Where’s that man? | must help him with the report. —
Where’s that man who(m) 1 must help with the report?
These are problems. You don 't have them. —
These are problems which/that you don’t have.

We normally use that, not which, after all, everything, nothing.
It’s all that | can see.
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Put in who, which or that.
Example: A thief is a person who steals things.

What’s the name of the river flows through the city?

What’s the name of the man works with your father?
There’s nothing you can do about it.

Chinese is the language people speak in China.

The people live in Great Britain are the British.

You can have everything you want.

Is this the train goes to St Petersburg?

The other people live in the house are really friendly.
These are principles we all believe in.

She’s one of those people love to be the centre of attention.
Write a word Is similar in meaning to the underlined one.
A professor is a teacher has the highest rank in a department of a university.
Do you know anybody can repair a computer?

There’s a sentence I don’t understand.

Crackers remove or disable features they think undesirable.

Correct the mistakes where necessary.

Example: A student is someone which is learning in a college or university. who
The bag that he is carrying is very heavy. OK

You always ask questions that are difficult to answer.

That’s the man which lives next door.

Do you know the woman who is sitting next to John?

Kate has a lot of friends at school which want to go on to university.
An economist is a person who studies or has a special knowledge of economics.
Jake keeps telling you things which you already know.

Our director is a person which I really respect.

They’ve got a machine that prints names on badges.

Is this the book in which he describes the experiment?

The job which he has isn’t very interesting.

This is the version who | like most.

A web developer is someone which creates websites.

Join the sentences with who(m), which or that.

Example: Somebody is very intelligent. He/she is a genius.
A genius is somebody who is very intelligent.
The people live in Germany. They speak German.
The people who live in Germany speak German.

Melinda lives in a house. It is 100 years old.
| know the man. He is driving that taxi.
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This is the laptop. It isn’t working. —

An aeroplane is a machine. It flies. n o~
| have a friend. He is very good at programming. ﬁ N—— @;"’)
Do you know a shop? It sells computers and peripherals. o

| know somebody. He/she specializes in computer b w‘)
security.

I’d like to speak to the person. He/she deals with information assurance.

Some students are taking the exam. Most of them will pass.

10 The girl can speak four languages. She is my sister.
11 The people work in the office. They are very friendly.
12 People speak the language in England. It is called English.

We can leave out object pronouns who(m), which and that.

Where’s the book that/ which I'm reading? — Where’s the book I'm reading?
Do you know the man who(m) Robert is talking to? — Do you know the man Robert
is talking to?

13 Join the sentences without using who(m)/which/that.
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Example: That’s the man. [ want to see him.  That’s the man I want to see.

You can see a girl in the picture. The girl is my sister.
I’m reading an article. The article is very interesting
Have you got a pen? Can use it?

Eric wants a paper. Here’s the paper. r
There’s something. I don’t remember it. iy
Do you know the woman? Thomas is talking to her. LT S

You don’t know the words. You should translate them.

The woman is speaking a language. The language is probably Spanish.

The professor is doing scientific research. The research is very important.
They are developing a new computer technology. The technology is amazing.

Translate the sentences into English, using relative clauses.

41 3Ha10 YeoBeKa, KOTOPbI YMEET TOBOPUThH HA YETHIPEX A3BIKAX.

JItoqu, koTophie )XUBYT B Hunepnanaax, roBopsT Ha HUJEPJIaHICKOM S3BIKE.
HayanbHUK — 3TO 4eioBEK, KOTOPbIA TOBOPUT APYTUM, YTO JIE€NaTh.

VY MeHs ecTh HOYTOYK, KOTOpBIN ceiiuac He paboTaeT.

Y MEHs eCTh JPYT, KOTOPBIA YMEET MUCATh MPorpaMMbl B JavaScript.

Knura, KOTOpy!o 51 YuTar0, O4eHb HHTEPECHAS.

Het unuero, yro Bel Ob1 He 3HAH.

Bcé, 4ro ThI MOXKeEIIb CenaTh cenvac, — 3T0 yUTH.

JleBy11Ka, ¢ KOTOPOM pazroBapuBaeT AJEKC, — €ro OJHOKYPCHHULA.

KoMmnbroTep — 3TO YCTpPOMCTBO, KOTOPOE JIOAM HCIOJNB3YIOT ISl XpPaHEHUs
uH(pOpMaLIH, BBIIOJIHEHUS PACUETOB U KOHTPOJISI HAJl IPYTUMHU YCTPOHCTBAMHU.
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MORE WORDS AND PHRASES TO KNOW

GhostNet — large-scale cyber spying operation discovered in March 2009

the Office of Personnel Management (OPM) — otzei KaapoB; HE3aBUCUMBIC
areHTcTBa U Kopnopanuu denepaipHoro npasuteascTea CIIIA

Edward Joseph Snowden; born: June 21, 1983; occupation: system administrator
relative — oTHOCHTEIBHBIMH

leave out — npomyckath

object pronouns — MecTOMMEHHUS-OTIOTHCHUS

object — nomonHeHue
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6c NATIONAL SECURITY

VOCABULARY

1 Read and learn the words and phrases.

N
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national security

promise a lasting peace

propose

subordinate

struggle

overcome

external and internal threats
early mention

in reference to one’s relation with
freedom

according to a typical definition
crisis (plural crises)

pOSsess

authority

environment

stability of the social order
supply

disease and hunger

scarcity

agriculture

HaIlMOHAJIbHAs 0S30MacHOCTh
o0emaTh MPOJOIKUTEIBHBIA MUD
npeaiaraTh

MOAYUHSTH(CST)

ycuiue, 6opboa

IIPEOJI0JICBATh

BHCIIIHHEC U BHYTPEHHHUE YTPO3bI
paHee YIIOMHUHAHUE

B CBSI3HM C B3aUMOOTHOIIIEHUEM C
cBoOoj1a

B COOTBETCTBUU C OOBIYHBIM ONIPECICHUEM
KPHU3HUC

o0J1a1aTe

BJIACTH

OKpYy Xaromas cpeaa

CTaOMJIBHOCTD COLMATIBLHOTO MOPSI/IKA
CHa0XXaTh, TOCTABIIATH

3a00J1€eBaHNE U TOJI0I

HEXBaTKa

CEJILCKOE XO3SIUCTBO

Choose the correct word in italics to complete the sentences.

According to / Agriculture / Authority our records, she was absent last Friday.
The country is in the midst of an economic crisis / definition / disease.

The new road may cause damage to the early / environment / external.

| felt such a sense of freedom / hunger / internal, up in the hills alone. I'm free.
May there be a lasting peace / mention / national between our nations.

Let’s hope she national / order / overcomes her shyness.

He peace / possessed / promised to write to me every week.

She proposed / in reference to / relation to a boycott of the meeting.

The long hot summer has led to serious water scarcity / security / social.

10 It was a real stability / struggle / subordinate to stay awake during the film.

11 What is the supply / threat / typical definition of ‘security’?

12 | am writing to you according to / in reference to / stability of the social order the

job advertised in yesterday’s newspaper.
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3 Common adjective suffixes. Use the words from the box to complete the table.

Note!
sun —sunny create — creative politics — political industry — industrial
fog — foggy fame — famous  economics - economical
attractive cloudy edible energetic enjoyable
famous flexible forgetful furious harmless
historic homeless industrial musical painful
productive smallish stylish suitable sunny
Noun or verb Adjective suffix Adjective
fame; fury -0us
music; industry -al
cloud; sun -y
attract; product -ive
small; style -ish
history; energy -ic
enjoy; suit -able
eat; flex -ible
pain; forget -ful
harm; home -less
4 Pay attention to the part of speech to complete the tables.
Noun Translation Adjective Translation
availability available JTOCTYITHBIN
capability capable BO3MOJKHBII
nature pupoJia natural
power BIIMISTHUC powerful
safety safe 0e30IacHBIH
variety pa3zHooOpasue various
Noun Translation Verb Translation
choice choose BBIOWPATH
creation create CO3/1aBaTh
description OIHCaHUE describe
origin originate IPOUCXOTUTH
protection 3aIuTa protect
prevention  mpenoTBpalcHHUE prevent
ruler rule PAaBUTH
threat yrposa threaten
replacement 3aMeHa replace
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READING
5 Read and translate the information about national security.
National Security

The origin of the modern concept of national security as a philosophy of
maintaining a stable nation state goes back to the 17th century. In 1651, the
philosopher Thomas Hobbes said that people need a powerful ruler who promises a
lasting peace without any kind of war. In 1795, the philosopher Immanuel Kant
proposed a system. In this system, nation states subordinate their national interests
to the common good and international law rules.

As an academic concept, national security was first introduced in the United States
after World War Il. It has replaced other concepts that described the struggle of
states to overcome various external and internal threats. However, the earliest
mention of the term national security goes back to 1790 in Yale University in
reference to its relation with industries of the country.

There is no universal definition of national security. The concept still remains
unclear, because it means the freedom from military threat and includes other forms
of non-military security. According to a typical definition, national security is the
protection of the safety of a county’s secrets and its people; a government, together
with its parliaments, should protect the state and its people against all kind of
‘national’ Crises.

Accordingly, to possess national security, a nation needs to possess different security
elements. Authorities differ in their choice of nation security elements. Besides, the
military aspect of security, the aspects of politics, economics, society, environment,
energy and natural resources are commonly listed.

e Military security means the capability of a nation to protect itself, and/or prevent
military aggression.

e Political security is about the stability of the social order.

e Economic security. The creation and protection of jobs that supply different
needs are important to national security.

e Human security defines people’s safety from repression, disease, and hunger.

e Environmental security deals with environmental problems which threaten a
nation; e.g. climate change, water scarcity, immigration caused by the
agricultural problems.

e Security of energy and natural resources. Availability of natural resources is
important for a nation to develop its industry

and economic power. T ‘!l‘l(}N 1‘]1
SECURITY

234



6 Match the 10 national security elements and some information about them.

cyber security economic security
energy and natural environmental
resources security security

food security homeland security

military security political security

society security women’s security

This is traditionally, the earliest form of national security.

It is the condition of having stable income to support a standard of living.

It is about making peace agreements so that people can live together.

A reason to environmental threats can be warfare.

Nations attempt to get the needed resources by force, agreements, and commerce.
governmental programmes provide money to people who need it.

It includes airport, port, border, transportation and other kinds of security.

It is a condition related to the supply of food, and people’s access to it.
Unauthorized access to governmental companies can create a serious threat.
Women’s rights and violence against women are important problems.

—_——-—oKQa o0 o0 0O oo
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Answer the following questions.

1 When did the modern concept of national security originated?

2 What was the philosopher Thomas Hobbes famous for?

3 What was the philosopher Immanuel Kant famous for?

4 Where and when was national security as an academic concept first introduced?
5 When and where was the term national security first mentioned?

6 Is there a universal definition of national security?
7 What does the concept national security include? [P
8 What is a typical definition of national security?

9 What is necessary to do to possess national security?
1

0 What are important national security elements? ‘ ‘

NATIONAL

8 Write the synonyms instead the words in italics. SECURITY

1 Thomas Hobbes stated that people need a powerful ruler and a lasting peace.

2 States overcome different external and internal threats.

3 There is no single universally accepted definition of national security.

4 The concept of national security still remains ambiguous.

5 National security is the protection a county’s secrets and its Citizens.

6 A government, along with its parliaments, should protect the state and its people.

7 Military security means the capability of a nation to defend itself.

8 The creation and protection of jobs are vital to national security.
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GRAMMAR

Different types of questions

the link verb be before the subject.

Am | late? What are you going to do after university?
Is he writing a report?  When will they arrive?

Canyou drive acar?  What should we do?

If there is no other auxiliary or modal verb in the statement, we use do.
| live in Tomsk. — Do you live in Tomsk?
Security means ‘protection against threats’. — \What does ‘security’ mean?

Sometimes do is also the main verb (do you do etc.):
What do you do? — I'm a student.

They are yes/no questions, special, alternative, and tag questions.

1 We call questions that need a yes/no answer yes/no questions.
We normally give short answers to yes/no questions.

Do you like London? — Yes, | do.

Is Michael learning English? — Yes, he is.

Are they going to move to the USA? — No, they aren’t.
Will Gina go to the lecture? — Yes, she will.

Can you program a computer? — No, I can’t.

9 Write yes/no questions. Give short answers.
Example: | go to university. And you? Do you go to university? — Yes, | do.

1 1am astudent. And you?

2 David is smart. And Jacob?

3 My parents work as programmers. And your parents?
4 Miranda lives in Atlanta. And Ingrid?

5 D’m not surfing the web at the moment. And you?

6 My friend and | are going to the seminar. And Paul?

7 Mason is going to buy a new USB flash drive. And you?

8 We are going to make a backup of all the data. And Linda?

9 Peter will become a brilliant specialist. And your fellow students?
10 I think I won’t go to university on Saturday. And you?

11 My sister can speak Chinese. And your sister?
12 Ann must be in time for the meeting. And Stephen?

13 Jennifer needs to be more careful. And 1?
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We call questions that begin with a question word special questions.
There are different question words: how, what, when, where, which, who, why.
They come first in the question.

How do you do? When are you moving to the new flat?

In the following questions, who/what is the subject:

Who works in this office?  (=somebody works in it — who?)
(NOT Who-does-werk ...7)

What is happening?

In the following questions, who/what is the object:
Who does Jillian work with?
What do you know about it?

Common expressions with what include what time, what sort/kind of, what
colour, what make.

What time do you have dinner?  What sort/kind of books do you like?
What colour is your mobile? What colour mobile do you have?

What make is your laptop? What make of laptop do you want to buy?

Common expressions with how include how many, how much and how often.

How many faculties are there at TUSUR?  How much money do you have?
How often do you phone your parents?

We often answer special questions with a full statement.
What make is your laptop? — It’s a Dell.

10
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10
11
12
13
14
15

Put the words in the right order. Answer the questions.
Example: (you / do / live / where?) Where do you live? — I live in Tomsk, Russia.

(you / old / are / how?)

(job / mother’s / is / what / your?)

(name / best / your / is / friend’s / what?)

(you / are / exam / taking / now / an?)

(your / you / change / do / how often / passwords?)
(of / phone / you / what make / have / do / mobile?)
(your / people / there / how many / in / are / group?)
(going to / are /where / after / you / live / university?)
(get up / usually / in / you / the / when / do / morning?)
(cost / how much / an / does / LED TV?)

(creator / the World Wide Web / is / who?)

(how / the / people / Internet / do / access?)

(the / of / what / Internet / consist / does?)

(people / web / use / why / browsers / do?)

(do / the / people / can / what / Internet / on?)

(computer / personal / have / will / a / everybody / when?)
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Alternative questions give a choice of two or more answers in the question and
include or. We ask them without a question word.
We usually answer alternative questions with a full statement.
Will they move to England or stay in Scotland? — They 'l move to England.
OR They Il stay in Scotland.

Are you a student or a teacher? — I'm a student. OR I’m a teacher.

11 In pairs, ask and answer alternative questions. Use the suggestions below.
Example: prefer —tea / coffee Do you prefer tea or coffee? — | prefer tea.
sit / stand Are you sitting or standing? — I’m sitting.
1 be—well/ill
2 be —from Russia / Kazakhstan
3 live —house / flat
4 would like — live in Russia / move abroad
5 work / study
6 be —student/ information security specialist
7 speak — Russian / Japanese
8 plan —work for a big / small company
9 prefer — SMS / WhatsApp messages
10 want —a new laptop / tablet computer
4 Tags are questions added to a clause to invite a response from the listener. They
consist of an auxiliary or modal verb or the link verb be + a pronoun.
We answer them like yes/no questions.
You re a security specialist, aren’t you? — Yes, I am.
Jane will come back soon, won’t she? — Yes, she will,
The computer shop opens at 9.00, doesn’t it? — No, it doesn ’t.
William is going to Moscow, isn’t he? — No, he isn't.
12 Make tag questions from these statements and answer them.
Example: You are a student.  You are a student, aren’t you? — Yes, | am.
1 You are at university.
2 You are American.
3 You have a mobile phone.
4 Your friend lives in Scotland. h -\ £
5 You are having an English class. g% <4 INTERNET
6 A web browser is a computer game. SRy |
7 The Web is the most used service on the Internet. ; Lo
8 Most webpages are in the PDF format.
9 Websites consist of pages that are linked by hypertext links.
10 People usually access the Internet free of charge.
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MORE WORDS AND PHRASES TO KNOW

auxiliary verb — BcriomorarebHbI# I1aros

link verb — rmaron-cesizka

subject - momexariee

object — normonHeHne

clause — npeaoxenue (4acTh CIOKHOTO)

Invite — BBI3BIBATH, MOOYX/IATh

response — oTBeT

was first introduced — GpL1a BIiepBBIC IIPEICTABICHA
are commonly listed — 0ObIYHO BKIIIOYAIOTCS B CITHCOK

caused by — Be3BanHas
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6d ECONOMIC SECURITY

VOCABULARY

1 Read and learn the words and phrases.
economic security sxKoHOMHYECKas OE30MaCHOCTh
economic activity skoHOMHYECKasl NEATEILHOCTh
consumption of goods and services mnoTpebiaeHne TOBapOB U YCIIyT
stable income crabuabHBII 1OX0A
standard of living ypoBeHb XU3HH
solvency KpemuTocrmocoOHOCTh
cash flow nenexHsIit TOTOK
economic entity sxoHOMHUYECKasi €IUHUIIA
dwelling and health >xunmumie u gom
employment TpynoycTpoiicTBO
citizen xwutenp
monetary support neHexHas oaIepKKa
savings and money management ympaBieHue cOEpEKEHUSIMU U J€HbIaMu
international relations mexyHapoHBIC OTHOLICHUS
CONQUEror 3aBoeBaTellb
enlarge trade yBeau4HMBaTH TOPTOBITIO
interdependence B3auM03aBUCUMOCTD
economic espionage >KOHOMHYECKHUH IIMTHOHAXK
illegal He3akoHHBIH

economic advantage 3KOHOMHUYECKHI ycriex

N

Choose the correct word in italics to complete the sentences.

The company’s citizens and conquerors / solvency is not in question.
Many companies fail through poor cash flow / economic security.
Health / Trade between the two countries has increased.
Gas and oil economic activity / consumption always increases in cold weather.
In Russia, it is illegal / standard of living to sell cigarettes to anyone under 18.
We look for to improve economic entity / relations between our two countries.
Average goods and services / incomes have risen by 5 percent over the past year.
| spent all my economic espionage / savings on a new security system.
The development will consist of 66 dwellings / interdependence and offices.
0 The expansion of the factory will mean the economic advantage / employment of
sixty extra workers.
11 In seven out of 10 households it’s a woman who’s now responsible for monetary
support / money management.

P OO ~NO OIS WN R
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3 Fill in the blanks with adjectives derived from the word in bold. Pay attention

to the spelling and pronunciation.

Common adjective suffixes

| —able -al —ful —ic —ible —ish —ive —less —ous -y |
1 The roads were this morning: it was foggy DANGER
and I couldn’t see far.
2 He was very when he said ‘goodbye’. EMOTION
3 DI’'m afraid you’ll have to clean the floor — it’s very
: DIRT
4  That clown has a very face. EXPRESS
5 TI’ve never had a problem with the car — it’s very
RELY
6 Be ! Don’t spend all your money on a new SENSE
video game!
7 Her advice was very ! HELP
8 His work is full of mistakes. CARE
9 He received the news with enthusiasm. BOY
10 Ireland has a rich tradition. POET
4 Find the English equivalent to each phrase.
1 omnpenemsiercs : .
2 TpencKazyeMoCTh a 15 def_med :
3 HEIOCTaTOK M BHIOOD b ScarCIty.and ChOIPe _
4 CcocTosHHE 0GNaNaHH C productlc_)r_1 and dlstr_lbutlon
5 OTIebHOE JIHIIO H CeMbs d the condition pf having
6 OoJee MHUPOKOE BIUSHUE ¢ prOb.a ble f:c.mtmued
7/ (¢uHaHCOBasg 0€30MACHOCTh t predictability :
8 rapanTHs HaTU4HS PabOTHI g _employm_ent security
9 rapaHTHS TPYIOYCTPONCTBA h JOb.Secu“ty, :
10 HepaGoTAIOMHH TPAKIAHHH | basic needs 1nfras¥ructure
11 BO3MOXHas IPOJOJIKUTEIbHAS ] V\.lork_r.elated S(.ecu“ty
12 mpou3BOJICTBO U paclpe/eyeHre k- financial security
13 sKxoHOMMKA 3aBOEBAHHBIX HAIIUMN ! bro?‘de[ effect .
14 wndpacTpykTypa 0a30BBIX HYKT M society’s prodl}c_tlon level
15 rapanTus HaIM4YUS pabOUNX MECT n pon_-v_vorklng szen
16 >xemaemsblit crioco0O (MeTo, MaHepa) 0 deVId.u al and family
17 npuHyAUTENBHBIN BUJ AEATEIbHOCTU p the desired mgnnef
18 ypoBeHb pa3BUTHS CpEICTB g conquered_ nations: economy
MIPOM3BOJICTBA B CTPaHE r forced activity
READING
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5 Read and translate the information about economic security.
Economic Security

Economics is the social science. It studies
economic activity: how people make choices to get
what they want. Economics is defined as ‘the study
of scarcity and choice’. It is basically about
individual choice. Economics also studies what
changes the production, distribution, and
consumption of goods and services in an
economy.

Economic security is the condition of having stable income and/or other resources to

support a standard of living now and in the future. It includes:

e probable continued solvency;

e predictability of the future cash flow of a person or other economic entity, such
as a country;

e employment security or job security.

Economic security consists of basic social security. It is defined by access to basic
needs’ infrastructure. It relates to information and education, dwelling and health,
social protection and work-related security. The creation and protection of jobs that
supply military and other needs are important to national security. Third world
countries are less secure because of scarcity of employment for their citizens.

Economic security differs from financial security. Economic security includes the
broader effect of a society’s production levels and monetary support for non-
working citizens. Financial security more often refers to individual and family
savings and money management.

We can also speak about economic security in the context of politics and
international relations. It is the ability of a state to follow its choice of policies to
develop the national economy in the desired manner. Today economic security
probably forms as an important part of national security as military security, political
security, environmental security, energy and natural resources security and others.

Historically, conquerors were rich through stealing and access to new resources.
They enlarged trade through controlling of the conquered nations’ economy.
Today, there is a complex system of international trade of the world. Multinational
agreements, interdependence, and availability of natural resources characterize it.

In Canada, threats to the country’s economic security are economic espionage.
Economic espionage is illegal, secret and/or forced activity by a foreign government.
Such government tries to gain unauthorized access to private information or
technology of other countries for economic advantage.
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6 Find the paragraphs in the text that tell about these things.

Basic needs’ infrastructure

Economic espionage

Trade: historically and today

Economic security and financial security
Key concepts of stable income
Economics and its study

Politics and international relations

OGTMMOOmT>

7 Are the statements TRUE or FALSE?

Economics studies only money.

An example of economic entity can be any country.
Employment doesn’t influence economic security.

Economic security and financial security are different concepts.
Economic security is a vital part of national security.

There are no international agreements in the modern world at all.
Economic espionage is a threat to economic security.

2
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8 Match the beginnings (1 — 5), the continuations (6 — 10), and the endings (11 -
15) to make 5 sentences. Use the information from the text.

The beginnings

1 Economics studies what changes 7
2 Information and education, dwelling and health, - ) it "m,
3 Financial security refers to :

4 Economic security is the ability of a state
5

Economic espionage is

¢ SLIE ‘1515 ‘3‘145; ‘.

The continuations
6 individual and family
7 to follow its choice of policies
8 social protection and work security
9 illegal, secret and/or forced activity by
10 the production, distribution, and consumption of

LY Theendings

|11 aforeign government.

12 savings and money management.

13 goods and services in an economy.

14 are important to economic security.

15 to develop the national economy in the desired

manner.
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GRAMMAR
Question tags
Write the correct question tags.

He can play golf well, ...?

You are the new secretary, ...?

Mr. Evans is speaking over the phone, ...?
You like black coffee, ...?

I’'m busy, ...?

You aren’t well enough. You should stay with either me or your son, ...?

I’'mnotill, ...?

It’s a nice day, ...?

There isn’t a cloud in the sky, ...?

We haven’t got much time, ...?

Sam doesn’t work hard, ...?

Oh, there are a lot of photos in the album, ...?

There was nobody there, ...?

Your son didn’t help you much, ..?

They sent a letter the day before yesterday, ...?

My Dad hasn’t read the newspaper yet, ...?

There will be a nice film on TV tonight, ...?

Neither your parents nor mine can lend us some money, ...?
He never uses his car except when it’s necessary, ...?7
There’s little point in doing anything about it, ...?
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6e EDUCATION CLIP:
HIGHER EDUCATION IN THE USA

VOCABULARY
1 Read and learn the words and phrases.

public rocymapcTBeHHBIH
private dYacTHBII
course in  Kypc Jeknwuii (00ydeHus) 1o
arts wuckyccrBa
humanities rymanuTapHble HAyYKH
social and physical sciences o0recTBeHHbIE B (PU3UYECKHE HAYKU
MOSt  OOJIBIIUHCTBO
cheap nmeméBnrii
than uyem
low-cost education Hemoporoe oOpa3zoBaHue
grant a degree mpucyXaath YIEHYIO CTEIICHb
like xak, mogoOHO
such as Takoii kak
earn a credit TomyYUTH KKPEIUTY, 3aUET
unit of study 3auérHas enuHUIIA TPYTOEMKOCTH
term = semester (US) cemectp
week Hemens
tuition oOydeHue; ruIaTa 3a 0Oy4ICHHE
out of pocket wu3 cobcTBeHHOTO KapMaHa
loan 3aéwm, ccyna

1 Can you guess what words and phrases are here?

1 t_ = m

2 t . n

3 ¢ _ _ _p

4 g  _t

5 ¢ _ _ _ _ e

6 p_ _ _ _ ¢

/i s e

g t_ _ n

9 s r

10 o _ _ o t
11 u = o Yy
12 | - n



2 Match the words to make 8 phrases.
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1 earn a as
2 such b loan
3 unitof c study
4 low-cost d acredit
5 the arts and e humanities
6 social and f education
7 private and g physical sciences
8 student h  public universities
3 Complete the sentences.
1 The are some activities such as painting, music, film, and dance.
A arts B cheap C course
2 Timisdoing a in linguistics at Newcastle.
A cheap B course C credit
3 A teacher needs to the respect of their students.
A course B credit Cearn
4 The are literature, history, philosophy, and other subjects.
A education B grant C humanities
5 She can’t study well her brother does.
A like B loan C low-cost
6 He has a bank :
A like B loan C low-cost
7 of our students walk to university.
A Most B Out of pocket C Physical
8 Charles studies at a university.
A private B semester C study
9 We have a test at the end of the :
A such as B term C than
10 I have got two exams this :
A tuition B unit C week
READING



4 Read and translate the information about the higher education in the USA.

Higher Education in the USA

The United States has many public and private institutions
of higher education. There are public universities, private
universities, liberal arts colleges, and community colleges in
the USA.

Liberal arts institutions offer courses in the arts,
humanities, languages, and social and physical sciences.
Most liberal arts institutions are private. Private colleges
and universities are usually smaller than public institutions.

Community colleges are often two-year colleges. They are cheaper than other
institutions. Graduates get an associate’s degree such as an Associate of Arts (A.A.).

State colleges and universities provide a low-cost education to residents of the US.
People also call them “public universities”. These universities are very large.
Universities are research-oriented education institutions. They provide both
undergraduate and postgraduate programs.

In most undergraduate programs you obtain a bachelor’s degree in four academic
years. Postgraduate programs usually last two years. They grant a master’s
degree (like the Master of Arts (M.A.), Master of Science (M.S.) or Master of
Business Administration (M.B.A.)) or a doctorate such as the Ph.D.

In the United States, students usually earn credits for courses they take. A credit is a
unit of study. The US academic year usually is from September to May and consists
of two academic terms (semesters) of 16-18 weeks.

Harvard University and the other seven Universities of the Ivy League, Massachusetts
Institute of Technology (MIT) and Stanford University are among the top higher
education institutions in the world.

Students do not pay all tuition out of pocket. They often get scholarships, student
loans, or grants.

Notes

liberal arts college — komnemk rymanutapusix Hayk (B CIIIA)

community college — MecTHBIH, «OOIIMHHBINY KOJICIK

associate’s degree — cremens accoruaTa

Associate of Arts (A.A.) — accomar UCKyCCTB, acCOIUAT T'YMaHUTAPHBIX HAYK

credit — «kpeaut» (= 3auéTHas eaunuia B BY3e)

the lvy League — JIura miroria (accommanys BOCbMHU YaCTHBIX aMEPHUKAHCKHX
YHUBEPCUTETOB, PACIIONIOKEHHBIX B CEMHU IITaTax Ha ceBepo-BocToke CIIIA,
OTJIMYAIOLIUXCS] BBICOKMM Ka4yeCTBOM 00pa30BaHus)
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Write a word or phrase that is similar in meaning to the underlined part.

Public universities are very big.

Graduate programmes usually continue two years.

Students usually earn credits for programmes they take.

Students often receive student loans, scholarships, or grants.

People name state colleges and universities “public universities”.

In the USA, a student gets a bachelor’s degree in four academic years.

Private colleges and universities are normally smaller than public ones.

There are a lot of public and personal higher education institutions in the USA.
Community colleges are less expensive than other higher education institutions.
Colleges and universities in the USA offer courses in the arts, languages,
literature, history, philosophy, social and physical sciences.

6 Complete the scheme about the higher education system in the USA.
, 2 years _ Jdwyears
|
, 4 years ., 2years

7 Complete the sentences.

1 About students study at higher education 8
Institutions in the USA.

2 Over foreign students attend higher education 30
Institutions in the USA.

3 A student of a private university in the USA pays for tuition 4,300
about $ per year.

4 A student of a public university in the USA pays for tuition 41,000
about $ per year.

5 There are over higher education institutions in 500,000
the country.

6 About percent of the adult population in the 18,000,000
USA have a bachelor’s degree.

7 The lvy League consists of private American 28,000
universities.

8 The Ivy League universities are situated in states 7
of the USA.
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GRAMMAR

9 Articles. Study the information. Write a or an.

We use a before a consonant (p, I, s etc.) and an before a vowel (a, i, 0 etc.).
But it depends on the pronunciation of the following word, not the spelling.
afilm anumbrella an interesting film a useful idea

Example: _a language

1 republic 6 __ European country
2 __ _event 7 oldclock

3 _ animal 8 __ newairport

4  hour 9 __ university student
5 __ country 10 economic problem

10 Study the information. What are their jobs? Make sentences with the words
from the box.

We use a/an ... when we say what a person or a thing is.
Alan = ‘one’. With plural nouns we use no article.
Sam is a nice person.  They are nice people.

A rose is a flower. Roses are flowers.

We also use a/an ... for jobs etc.
She is a doctor. They are doctors.
Are you a student? Are you students?

Al/an also means ‘any example of something’. In the plural we use no article or
some.

A dog has four legs.  Dogs have four legs.

I'd likeacup oftea.  I'd like some sweets.

We don’t normally use a/an with uncountable nouns. (NOT a+ain)

doctor teacher photographer musician police officer
fire fighter nurse shop assistant cook taxi driver

Example: Ais a nurse.

W N (. . e p——
ALY ": /A\ N - T "=
‘: . \.\’\‘;1}.\\\\5}\‘-‘\ ey &/ | P\ \\ &% |
o 1 \( \w /gfrs K 1 _’\\
Y A ﬁ’ e - ! ' - N rS
4".;‘, \’ ¥ ‘\l?\:i I \ q: / ‘.{“é
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11 What are these things and people? Make sentences with the words from the
boxes. Use a/an where necessary

Example: A pigeon is a bird.

mineral water English international language bird
Nina pigeon university cars
engineer biathlon student city
cats Tomsk drink game
undergraduate volleyball beautiful girl sport
Ford and BMW TUSUR animals job

12 Study the information. Put a/an, the or — (no article).

We use the when it is clear which thing or person we mean.
| live far from the centre. (= the centre of my town)

Compare:
| have a leather jacket. The jacket is very expensive.
There is a kitchen in the flat. The kitchen is quite small.

We normally use no article with proper nouns (people’s names, days and months,
names of places such as countries, cities/ towns, streets, squares, universities, etc.).
A lot of tourists visit Trafalgar Square in London.

But we use the +:

e names with ‘kingdom’, ‘states’, ‘federation’:
the United Kingdom (the UK), the United States of America (the USA), the
Russian Federation

e names of rivers, seas, oceans:
the Tom (River), the North Sea, the Pacific (Ocean)

Example: “Where’s Alex?” ‘He is in _the kitchen.’

Please turn off  light. I think I’1l go to bed.

Itis__ fineweather: _ skyisblueand __ sunis bright.
Open __ window, please. It is very hot in here.

lhavegot  car. _ caris____ black Toyota.

A WN B
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Faculty of Information Security is one of the 13 faculties of
TUSUR.

_____Tomsk State University of _ Control Systems and Radioelectronics is
_____engineering university in___ Russia.

_____mainbuildingof ____ university is located in _____ Lenin Prospect.

There is __ sports centre at TUSUR. __ centre includes a gym with modern
fitness machines and a dancing aerobics class.

____students of ___ university celebrate Radio Day every year.

Shelivesin __ centre of _ Manchester.

Correct one mistake in each sentence.

Example: His girlfriend lives in the Oxford Street.  in Oxford Street

| like the classical music. | often go to the opera.
There is the fountain in Novosobornaya Square, opposite the main building of
TUSUR.

TUSUR has big library.

Buildings of TUSUR are situated in different streets.
Tomsk is small railway centre.

The Drama Theatre is located in the Lenin Square.
President is the leader of a country.

Russian Federation is the largest country in the world.
Texas is a large state in the south of USA.

London is a capital of Great Britain.

Study the information. Choose the correct variant.

* We also use the:

BUT play basketball no article with sports and games

* In some common expressions, we use no article, often after a preposition:
(go) to/ (be) at/ (come back) from school, university, college, work

(be) at home; go home (go) by car/ bus/ plane/ train

(go) to bed (be/ go) on holiday

have breakfast/ lunch/ dinner

at night (BUT in the morning/ afternoon/ evening)

with names of hotels, cinemas, theatres, museums, restaurants:

the Ritz, the Odeon (cinema), the Globe (Theatre), the British Museum
with musical instruments:

play the piano, play the guitar

football

volleyball
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11

15

Russian Federation is a member of the Council of Europe.

a)a b)the c¢)-

Red Square is heart of Moscow.
a)a b)the «c¢)-
The Savoy Hotel Moscow is in Rozhdestvenka Street.
a)a b)the ¢c¢)-

lot of Russian people go on holiday to Black Sea.

a)a b)the «c¢)-

Volga is the longest river in Europe.

a)an b)the «c¢)-

Tomsk is old Siberian city.

aya b)an c¢)-

Is there university in your town?
a)a b)the c)an

There are some useful books on the subject in '
university library.
a)an b)the c)-—

| often go to Kinomax cinema with my friends.
a)a b)the «c¢)-

| have PC and notebook.
a)a b)the c¢)-

| goto university at 8 in morning and get home in evening.
a)a b)the «c¢)-

Put in the English equivalents of the nouns or phrases in brackets. Use a/an

or the where necessary.

O©CoOoO~NO O, WN B

10
11

It’s 9 p.m. It’s time to (uomu domoi).

Lisa and her sister are (npoodasyut).

| usually go (6 ynusepcumem) (na mawune).

‘Where is Kate?” ‘She is (6 ynusepcumeme).’

(Vuebnwii 200) consists of two terms.

There are a lot of universities all over (cmpana).

Postgraduates in Russia study three years to get (yuénas cmenens xanouoama nayx).
Moscow is (cmonuya) of (Poccutickas @edepayus).

(horvwoti meamp) is a historic theatre in Moscow, Russia.

Tomsk is located on (pexa Tomv).

There is (kurnomeamp) in the shopping mall. The name of (xkunomeamp) is
(«I'yosumny)
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6f REVISION

VOCABULARY & READING

1 Match the words and phrases and their Russian equivalents.

high level language A3BIK POTPAMMUPOBAHHUS
cyber warfare SI3BIK BBICOKOTO YPOBHSI
programming language CUCTEMa yTpaBIIeHUs 0a3aMu TaHHBIX
relational database manage system KHOepBOliHA
reveal global surveillance 00HAPO0BATh MACCOBYIO CICIKKY
top security threat HaMBBICIIIas Yrpo3a OE30MacHOCTH
economic security HallMOHAJIbHAsA 0€30I1aCHOCTD
external and internal threats BHYTPEHHUE M BHEIITHUE YTPO3bI 0€30IIaCHOCTH
national security CTaOMJIBHOCTD COITHAIBHOTO MOPSAKA
consumption of goods and services YKOHOMHYECKasi OE30MMacCHOCTh
stability of the social order noTpebIeHNe TOBAPOB U yCIyT
monetary support JICHEKHAs MMOJIEPKKA

SPEAKING & WRITING

2 In pairs, discuss the following topics. Use one of the topics to write an essay in
10-15 sentences.

1 Programming languages
2 Cyber warfare

3 National security

4 Economic security
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10 When did they leave?
11 How many cars do you have, Steven?

5
1
2
3
4
5
6
7
8

|

B~ w

GRAMMAR
Finish each sentences so that it means the same as the one printed above it:
“True genius is very rare”, said the expert. The expert said that ...
Frank told me he had bought a new computer. Frank said: ...
“Do you thing I’ll fail my driving test?”, Sally asked. Sally asked me ...
“Mozart wrote music at the age of four”, she said. She said that ...
“Alice, I’'m leaving now”, said Tom. Tom told ...
Mary asked, “How much is this painting?”’. Mary asked ...
“I made breakfast for you”, said mom. Mom said ...

Report the questions.

Where does Belinda work? o
How did Frank know? fﬁm

Why didn’t Jack go to the disco last night? i :
What time does the show start? 4
Who has finished the exercise? ‘: 74 \ "
What are you doing, Mark? gy ‘

How did you do that?
Who was Carol talking to?
How often does Mary play tennis?

Use special structures to report these sentences.

Shall I open the door for you? (offer). Sam

You can go out after lunch, children (allow). Mum

How about sending an email to Paul? (suggest). Andy

Would you like to come for dinner tonight, Pam? (invite) We

I won’t forget to send you a postcard, don’t worry, Carol (promise) Alan

Can you please pass me the pen, Tim? (ask). Susan

Tidy your room, Pete or you’ll be grounded. (tell) Father

I’'m sorry, Meg! I forgot to invite you to the concert last Saturday. (apologize)
Dan

Choose the correct relative pronoun (who, which).

This is the man saved the kid.

The writer won the Nobel Prize
published that article.

He bought a car is 10 years old.

He was wearing a sweater was made
in Norway.

| sold the car my father bought last
year.

She drank the juice she made.
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To calm his angry wife, Joey offered an apology Francine did not accept.
Brian said goodnight to his roommate Justin, continued to play video
games until his eyes were blurry with fatigue.

The children skateboard in the street are especially noisy in the early
evening.

Kerry Ann, hates spiders, wears bug-stomping boots wherever she goes.

Guess the name of the person, thing or place to answer the first part of the
sentence. Then write the correct relative pronoun.

was the Egyptian Queen
loved Julius Caesar and Marc Anthony.

was the place Napoleon was
exiled.

was the Russian princess
parents, brother and sisters were Killed
near Moscow.

was the country did not want
to surrender during World War II, until
two atom bombs killed thousands of its
citizens.

was the painter ear became famous and now a band has got its
name.

was the volcano erupted in Italy and killed thousands in Pompeii
and Herculano.

was the English King wives were always accused of treason and

therefore, beheaded.

Join these sentences to form a relative clause.
Billy The Kid was born in New York in 1869. His
real name was William Bonney.

The house was built ten years ago. Its entrance is in
the corner

Alice had just killed her husband. Alice was
planning her escape.

Madge found the lost book. Madge’s best friend was
Alice.

The woman is a doctor. She lives by the church. :
The garden was full of flowers. We visited it last |
week.

The man went to the police. His car was stolen.
This is the neighbourhood. I grew up here.

The bed was uncomfortable. | was sleeping on that bed

0 This is the time of the year. The flowers blossom then.
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