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Buasbl yue6Hoii padoThl Cemectp 6 Bcero Eaununsl
Jlexknun 28 28 4acoB
JlaGopaTopHbie padoThI 26 26 4acoB
IIpakTHyeckue 3aHATHSA 18 18 4acoB
Kypcogoii npoext/padora (KPC) (ayauropnasn) He npeay- He npexy- 4acoB
CMOTPEHO CMOTPEHO
Bcero ayauTopHbIx 3aHsTHI 72 72 yacoB
W3 Hux B HHTEpaKTHBHOI dopme 10 10 4acoB
CamocrosTenbHas pabora cryaentos (CPC) 72 72 4acoB
Bcero (6e3 3x3ameHa) 144 144 4acoB
CamocTt. pa0oTa Ha NOATOTOBKY U CIa4y K3aMeHAa 36 36 4acoB
O0uias Tpy10eMKOCTH 180 180 yacoB
(B 32a4eTHBIX eIMHUIAX) 5 5 3ET

Ok3aMeH: _6 cemectp
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokon Ne 5 oT « 12 » 2 2016 1|

PaGouast mporpamMma 1o AMCIIUIUIMHE COCTaBJICHA ¢ yueToM TpeboBanuii denepansHoro ['ocymapct-
BEHHOI'0 00pa30BaTEIbHOIO CTaHAApTa BhICIIETo mpodeccuoHanbHoro odpazoBanus (PI'OC BO)
no HampasieHuto moarotoBku 09.03.03 Ilpuknagnas mHpopmatnka (kBanmupuKanus (CTEICHb)
"OakamaBp"), yTBepxkaeHHoro IIpukazom MuHucTepcTBa oOpa3zoBaHus W Hayku Poccuiickoi
Oenepanuu ot 12 mapra 2015 r. Ne 207, paccMoTpeHa U yTBEpiKJI€HA Ha 3aceaHuu Kadeapbl
12 deBpans 2016 ., mpoTokos Ne 5.

Pa3zpaboruuk 1.1.H., mpodeccop kad. ACY A.H. T'opuron

3aB. obecnieunBaromieit kagenpoit ACY
I.T.H., podeccop A.M. Kopukos

Pabouas nmporpamma coriacoBana ¢ (pakyabTeTOM, IPOPHINPYIOIIEH U BBITyCKaroImen Kadea-
paMu CIieHaTbHOCTH.

JlexaH, K.T.H., JOIIEHT I1.B. Cenuenko

3aBenyrommii NpopMIMPYIOIIEH 1 BBITYCKArOIIEH

kadenpoit ACY, n.1.H., mpodeccop A.M. Kopukos
IKcnepr:
Kadenpa ACY, JIOTIEHT AWM. UcakoBa
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1. HEJIM 1 3AJTAYA JTUCIUTIJIMHBI
B coBpeMeHHBIX YCIOBHAX XO3SHCTBOBAHUS aKTyaJbHBIM CTAHOBUTCS TPeOOBaHUE MOATOTOBKH CIIEI[Ha-
JUCTOB, 00JIATAIONINX HEOOXOANMBIMI HaBBIKAMH HCIIOIF30BAHUS COBPEMEHHBIX HH(OPMAITMOHHBIX CHCTEM U
TEXHOJIOTHHA B pa3IUIHBIX 00acTsaX. HeoOxoammoii cocTaBistoneii Takoi OATOTOBKH SIBIISIIOTCS KaK TEope-
THYECKHE 3HAHMS, TaK ¥ MPAKTHYCCKUE HABBIKK B 00JIACTH 3aITUTHI HHMOOpMAITUH ¥ HHPOPMAITHOHHOH 0€30-
MACHOCTH.
IleJb JMCHUIIHHBI — 1aTh CTY/ICHTaM HEOOXOIMMBIEC 3HAHNUS, YMEHUS U HABBIKU B 00JIACTH COBPEMEH-
HBIX HHQOPMAIIMOHHBIX TEXHOJIOTHIA, IPUMEHIEMBIX B HACTOSIIEE BPEeMs, a TAK)Ke 3alUTHl HH(OpMaIny.
IIpyu 5TOM OCHOBHBIMH 32/1a4aAMH TUCIUILIUHBI SBISIOTCS:
e OBIAJCHHE TEOPETHUECKUMH 3HAHUSIMH B 001aCTH HHPOPMAIIMOHHBIX TEXHOJIOTHI U 00eCTIeueHus X
0e301macHOCTH, a TaK)Ke YIPaBIeHU HHPOPMAIIMOHHBIMU PECYpCaMU;
e TproOpeTeHne NPUKIATHBIX 3HAHUN B 00JIACTH CO3/IaHMS CHCTEM 3aIIUTHI HH(OPMAITNH, a TAaKXKe OTl-
TUMU3AIIIN MOJZETIel CIIOKHBIX TPOIlecCOB OM3Heca;
®  OBIAJCHHE HABBIKAMH CAMOCTOSTEIFHOTO HCITOIF30BAHUS COOTBETCTBYIOIINX HHCTPYMEHTAIBHBIX
MPOTPAMMHBIX CHCTEM.

2. MECTO JMCHUIIVIMHBI B CTPYKTYPE OOII

Hucnunnuna «VMHpopManmonHast 6€300aCHOCTE» OTHOCUTCA K YUCIY AWCLMIUIMH BapHaTHBHOW 4YacTu
npodeccuonanpHOro IUKiIa. «MHQOpManMOHHasT 0€30MacCHOCThY Kak ydeOHas MTUCIUILIHHA B CHCTEME TOATO-
ToBKHM OakanmaBpoB o HarpasieHuto 09.03.03 «[Ipukmananas napopMaTHKa» CBA3aHA C AUCIUIUIMHAMUA Y4e0-
Horo miaHa: «Martemartuka», «Jluckpernas matemaruka», «MHpopMaTuka u mporpaMMupoBanuey, «OCHOBBI
AITOPUTMHU3ALMU U A3bIKM MPOTrPaMMHUPOBAHUNY, «BBIUNCINTENBHBIE CUCTEMBI, CETH U TEJIEKOMMYHHKALIUN,
«OnepanoHHbIE CUCTEMBDY.

3HaHUs U HaBBIKY, TOIyYEHHBIE NPU W3YYCHUH ATOM OUCLUIUIMHBI, HCHOIB3YIOTCS B AUCLMIUIMHE IPO-
¢eccuonanpaoro nukia: «lIpoextupoBanue MHGOPMALMOHHBIX CHUCTEM» W BBITYCKHOM KBaJlM(UKALMOHHOM
pabore.

3. TPEBOBAHUS K PE3YJIbTATAM OCBOEHUSA JUCIUITIJINHBI

IIpouecc m3ydeHus: aucuuiuinabl «HopManmoHHas 0e30HMacHOCTH) HampaBiieH Ha (OpMHpPOBaHHUE
CJICAYIOMIMX KOMIIETCHIM:

oowenpogpeccuonanvuvie komnemenyuu (I1K):

—  CIIOCOOHOCTBIO pellaTh CTaHIAPTHBIE 3a/1a41 TPodecCHOHALHON IeATETFHOCTH Ha OCHOBE HH(OP-
MAaIMOHHOW 1 OMOIHoTrpaguecKol KyJabTyphl ¢ MPUMEHEHHEM HH()OPMAIIHOHHO-KOMMYHHKAIIMOHHBIX TEXHO-
JIOTHil ¥ ¢ Y4€TOM OCHOBHBIX TpeOoBaHMii HH(popMaronHoi 6e3onacHoctu (OIIK-4).

[Mocne nzyyenus: aucuuruinHbl «HPOpManoHHas 6€30MaCHOCTEY CTYACHT JIOJKEH 3HATh:
OCHOBHBIC TIOHSITHSI U HAIIPABJICHHUS B 3aIl[UTE KOMITLIOTEpHOU HH(OpMAaIyH,
MPUHIIMITEL 3a0IMTH HHPOPMAIHH,
MIPUHIIMITEL KJIacCU(UKAIIMH U IPUMEPHI yTPOo3 0€30I1aCHOCTH KOMIIBIOTEPHBIM CUCTEMaM,
COBpEMEHHBIE TTOAXOIbI K 3aIUTe MPOILYKTOB M CUCTEM HH()OPMAIIMOHHBIX TEXHOJIOTHIA, pean30BaH-
HbIC B JICHCTBYIOIIMX OTEYECTBEHHBIX M MEXAyHApOAHbIX cTaHmaprax MT-0e3omacHocTH,
®  OCHOBHBIE HHCTPYMEHTHI 00ecrieueHrsT MHOTOYPOBHEBOI 0€30MacHOCTH B MHQOPMAIIMOHHBIX CHCTE-
Max.
yMeTh:
®  BBIIBIIATH YIPO3bl HHOOPMAIIMOHHON 0€301aCHOCTH,
000CHOBBIBaTh OPTraHU3AIMOHHO-TEXHUYECKIE MEPOIPHUSITHA 10 3amuTe nHpopmaruu B MC,
MIPOBOJIUTH aHAJIM3 3aLTUIIEHHOCTH KOMIIBIOTEPA M CETEBOM CPEJIbI;
OpraHu30BBIBaTh Oe30macHyo pabory B lHTEpHET;
MCIIOJIb30BaTh CPEICTBA 3aIUTHI TAHHBIX OT Pa3pyMIAIONINX MPOTPAMMHBIX BO3JEHCTBHI KOMIBIOTEP-
HBIX BUPYCOB.
BJIaJIeTh:
® HaBbIKAMU NPHMEHEHHUsS METOJIOB W CPEJCTB 3amuUThl MHpopMarmu it obecniedeHns: HHPOpMaIu-
OHHOM 0€30IIaCHOCTH Ha IPEANPUATUH WIH OPTaHU3aLKu.
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4. OBFBEM JUCHUIIJIMHBI 1 BUJbI YYEBHOM PABOTbHI
OO61mmas TpyT0eMKOCTh JUCITUIUTHHBI COCTABIISIET 5 3a4eTHBIX €IUHUIL.

Bup yaebHO# paboTHI Bcero wacos | CemecTpsl 6
AyIMTOpHBIE 3aHATHSA (BCero) 72 72
B oM uncae:
Jlexumu 28 28
JlabopaTopHsle pabotsl (JIP) 26 26
IIpaxtuyeckue 3ansrus (I113) 18 18
Cemunapsl (C) - -
Konnoxsuymsl (K) — —
Kypcogoii npoekr (pabora) (ayauTopHas Harpy3ka) — —
Jlpyeue udvl ayoumophoii pabomol
CamocTosiTeIbHasi padoTa (Bcero) 72 72
B Tom uncae:
Kypcosoit mpoekT (pabota) (camocTosiTenpHast paboTa) — —
PacuetHo-Tpadryeckie padoThI — —
Pedepar — —
Hpyaue 6udvl camocmosmenvHoti pabomul
[IpopaboTka JIEKITMOHHOTO MaTepraa 16 16
[MoaroToBKa K MPaKTHUECKUM 3aHATHIM 18 18
[MoxaroToBka K 1a0OPaTOPHBIM 3aHATHIM 26 26
CaMOCTOSITeTbHOE N3YUCHHE TEM TEOPETHUECKON YacTH 12 12
IMoaroToBKa K 3K3aMeHy 36 36
Bun npomexyTouHOH aTTecTalii (3a4eT, 9K3aMeH) 9K3aMEH JK3aMEH
Oo0masi Tpy10eMKOCTh gac 180 180
3a4. el 5 5
5. COAEPKXAHUE JUCHUIIJINHBI
5.1. Pa3nennl IUCHHUILINH U BUALI 3aHATHI
Tabnuua 5.1
Ne J1a6. | Tipaxr, Bce- |®opmupyemsle
n/m HaumeHnoBaHnue paszzgena quCUUTUIIMHBI Jleku. san san CPC ro | KOMIIETEHIIUN
' ' yacoB| (OK, IIK)
1 2 3 4 5 7 8 9
1. | BBenenue B HHGOPMAIMOHHYIO 6€30aCHOCTb. 2 2 3 7 OIIK-4
2. | 3akoHOJaTeNIbHbIEC U IPABOBBIE OCHOBBI 3ALUTHl KOMIIbIO- 3 4 6 13 OIIK-4
TepHOW MHPOPMAIIHH.
3. | MaTtemarnyeckie METOIbI U MOJIENIHU B 3aJa4ax 3aIlnuThl 4 11 2 27 44 OIIK-4
nHpopmanum.
4. | MaTtemaTuueckue OCHOBBI KPHUNTOrpahUIecKUX METOOB. 3 2 4 9 OIIK-4
5. | Kpunrorpadus c OTKpBITEIM KITIOYOM 4 15 - 17 36 OIIK-4
6. | MeToabl uneHTUPUKAIIMK U AyTEHTU(DHUKAIMHN TT0JIb30BaTE- 3 2 4 9 OIIK-4
JIEH.
7. | Mexceresble 3kpasbl 1 VPN cetn. 4 2 4 10 OIIK-4
8. | 3amuTa KOMIBIOTEPHBIX CUCTEM OT BPEIOHOCHBIX MPO- 3 2 4 9 OIIK-4
rpamM.
9. | KomrutekcHas 3anura HH)OPMAIHH. 2 2 3 7 OIIK-4
UTOro 28 26 18 72 144
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5.2. Coaep:xanue pa3aejoB TUCHUNIHHBI (10 JEKITUSIM)
Tabmuma 5.2

Ne
/o

HanmenoBanue
pa3znemnoB

CopeprxaHue pa3eioB

Tpyno-
€MKOCTh
(dac.)

DopmupyeMeble
KOMITCTEHIINT
(OK, IIK)

2

3

4

5

Beenenne B wuH(Op-
MAaIFoOHHYI0 Oe3omac-
HOCTH

Hcropuueckne acrieKTsl U COBPEMEHHAs IOCTAaHOBKA 3a1ad o0ec-
medeHuss mHopManmoHHo# OezomacHoctd (MB) m 3amuTel WH-
¢opmarmu, cBs3p mpobimem Wb ¢ pasBuTHeM HH(POPMAIMOHHBIX
TEXHOJIOTHH M mponeccamu rinobanusanun. OCHOBHBIE HOHITHS U
OTIpEAEIeHNs: KOH()UACHINATBHOCTD, IEIOCTHOCTD, JOCTYITHOCTB,
yTpo3a, ysI3BUMOCTh, puckd. O030p U mapaMeTpsl Kiaccu(pUKaIim
yrpo3 6e3onacHocTd HHPOpMaun. [IpHHIUIEI 3aKUTH HHpOpMa-
mun. Kiacesr cpeacts 3ammtsl mHGOpMarmmu. ['ocynapcTBeHHas
ctpaterus obecneuenns 1b B Poccun.

2

OIIK-4

3aKkOHOAATENbHEIE U
NpPaBOBbIE  OCHOBBI
3aIUTBl  KOMIBIOTEP-
HOU MH(pOpMAaIIH

OCHOBBI POCCHHCKOTO 3aKOHOJATENILCTBA B cepe 3almuThl HH-
¢dopmari. OTBETCTBEHHOCTh 33 MPAaBOHAPYIICHUS W IIPECTYILIE-
HUS B c(hepe KOMIBIOTEPHOH MH(OpMAIUK M 3alIUTHl HH(OpMa-
LML

INomutuka OesomacHocTn. Mogmemn Oe3omacHoctu. Kpurtepun n
KJIaCCHl 3AINUIICHHOCTH CPEACTB BBIYMCIUTEIBHON TEXHUKH U aB-
TOMAaTH3MPOBAHHBIX HH(OPMALMOHHBIX cucTeM. CTaHAAapTH MO
OLICHKE 3aIIHIICHHBIX CHCTEM.

OIIK-4

Marematuueckue
METOABl U MOJCIH B
3agayax 3amlluThl HH-
hopmarm

OcHoBHbIe TOHTHS Kpunrorpadun. KpaTkas ncropust pasBUTHS
kpurtrosioruy. OCHOBHBIE MOHATHS U onpeneneHus. [loacranoBod-
HBIC U TIEPECTAHOBOYHBIC MIN(PHI.

HccnenoBanus lllennona B o0mactu kpunrorpaduu.

Mertoas! mmdposanus. OCHOBHBIE TIOHATHS 1 omnpeaeneHus. Kiac-
CHU(HKANNI METOIOB MI(PPOBAHUS.

Brounsie mmgpel. Cerp deitmrens. AITOPUTMEI OJIOYHOTO IIU}-
poBaHMs. PexXnMbl BBHINOJHEHHUsS alrOpUTMOB InUQpoBaHusi. Bo-
TIPOCHI CTOMKOCTH GJIOYHBIX MIH(POB.

[TorokoBele mmdpsl. OCHOBHBIE TOHATHS. AJITOPUTMBI TIOTOKOBO-
ro mupoBaHUsL.

OIIK-4

MaremaTtudeckue
OCHOBBI  KpHUIITOT'pa-
(I)I/I‘ICCKI/IX METOO0B

OCHOBHEIE TIOHATHS K OIpeaciicHUsA TCOPpUN I/IH(i)OpMaI_II/II/I. OcHOB-
HbIC TCOPEMbI TCOPHUU YUCCIL. I[I/ICerTHBIe J'IOFapI/I(i)MBI B KOHCY-
HOM TIIOjIe. JIECMEHTBI TCOPUU CJIIOKHOCTH HpO6J’I€M. Knaccer
CJIOKHOCTH HpO6J’IGM.

OIIK-4

Kpunrorpadus ¢ ot-
KPBITBIM KITIOYOM

Kpunrrorpadust ¢ oTkpbITEIM KimtodoM. OCHOBHBIE CITIOCOOBI HC-
MIOJIb30BaHUSl ITOPUTMOB C OTKPBITHIM KITIOYOM. AJTOPUTMBI
mmdpoBaHus. Bonpockl CTOMKOCTH.
3asava pacnpeneneHus KIde.
Kpunrorpadpuaeckne xem-pyHKIHN.
OJI0YHBIX MIN(POB.

OnexTpoHHas nudposas noanucs. O0mMe cBeJeHUs 00 IEKTPOH-
HoW 1HppoBoit noamucu. OCHOBHEIE TPOLEAYPHl IH(POBOI TO-
IMCH. AJITOPUTMBI 3JEKTPOHHOWH LM(pOoBOH moamucu. Bompocs
CTOMKOCTH 3JIEKTPOHHOW mmdpoBoii moxmucu. CepTudukar ot-
KPBITOTO KIIHOYa.

Xemr-¢pyHknunm Ha Oase

OIIK-4

Metonel  uaeHTH(H-
Kalluk W ayTeHTH(H-
Kall1H MO0JIb30BaTeIeh

OcHoBHBIE TIOHATHA W ompeneneHus. [lonstne kpunrtorpaduue-
CKOTO TPOTOKOJA. MeTo/bl ayTeHTH(HKALMHA Ha OCHOBE MapoJieH.
Mertonpl cTporoii ayreHTudukanus. buomerpuueckas ayreHTHOH-
Kal¥s 0JIb30BaTellsl.

OIIK-4

MesxceTeBbIe 3KpaHBI
u VPN cetn

MexcereBble 3KpaHbl. PexuMm (DyHKIIMOHMPOBAHHUS MEKCETEBBIX
9KPaHOB U MX OCHOBHbIE KOMIOHEHTHl. OCHOBHBIE CXEMBI CETEBOH
3alUTHl Ha 0a3e MeKCeTeBbIX HKpaHOB. DOPMUpPOBaHHE MOJIUTHKA
ME)XCETEBOTO B3aMMOAEHCTBUs. [lepcoHanbHBIE MEXKCETeBbIE 3K-
paHBI.

BupryanbsHsle 3anuiieHnbie cetd. KoHuenuus mocTpoeHust BUPTY-
anpHbIX 3anmeHHbIx cetedt (VPN). OcHoBHble noHATHS U QyHK-
1. JlocronHcTBa npuMeHeHus Texnosoruu VPN,

OIIK-4
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8. | Bammra KOMIBIOTEpP- | BpemoHOCHBIC mporpaMMbl U WX Kiaccupukamus. Meroasl oOHa- 3 OIIK-4
HBIX CHCTEM OT Bpe- | PYXXCHUsI U y[ajeHHs BUPYCOB. [IporpaMMHbIe 3aKIaKi U METObI
JIOHOCHBIX MPOTPaMM. | 3alIUTHI OT HUX.

9. | KommmiekcHas 3amuTa | KoHIenmms KOMIDIEKCHOHW 3amiuThl HHOOpMAIMHA. AHAU3 CXEMBI 2 OIIK-4
nHpOpPMATII (YHKIUH 3aIIUTH U pe3yIbTaTOB 3alIUTH MH(popMarmm. Mertomo-
JIOTUSL CO3JaHMs, OpraHHM3aluH U obecreyeHUs (QYHKIHOHHPOBA-
HUS CHUCTeM KoMIUteKcHoW 3amuTsl mHpopMmarmu (K3U). Ilytn u
po6IIeMBl IpakTHYecKoi peanu3anmu KoHenuuu K3U.

UTOoro 28

5.3. PazneJsibl AUCHMINIMHBI H MEKANCIMIIMHAPHBIE CBA3H € 00ecIeYHBAIOMMMH (TpeAbIIyIIUMH)
H o0ecrneynBaeMbIMHU (MOCTETYIOINIMMH) THCIUATIHHAMHA

Ne HaumenoBanue obecneunBatomux (mpeasl- | Ne No pa3zienoB qaHHO# AMCIMIUIHHEL, U KOTOPBIX HEOOXOIMMO
n/n JYIIKX) AUCIUILIIMH n3ydeHne obdecneynBaromux (MpeAbIyInX) JUCIHUILINH
1 | 2] 3] 4] 5 | 6 | 7 ]181]09
IpepmecTByOmue JMCHHIIMHBI
1. | Martemarunka + + + + +
2. |duckpeTrHas MaTeMaTHKa + + + + +
3. |MHbopMmaTHKa U IPOrpaMMHPOBAHUE + + + + +
4. |OCHOBBI ATOPUTMHU3AINH 1 SI3BIKHU IIPOTPAM-
+ + + + + +
MUPOBaHUS
5. |BeraucnuTenbHBIC CHCTEMBI, CETH U TEIEKOM- + + +
MYHUKALHU
6. OHepaI_II/IOHHLIe CHCTEMBI + + + +
Hocaeaywomue THCHUIINHBI
1. |[poektrpoBanne HHPOPMAIHOHHBIX CHCTEM + + + + + + + + +
2. |BrimyckHas kBamm@uKannoHHas padoTa + + + + + + + + +
5.4. CooTBeTCcTBHE KOMIIETEHIIHI, JOPMHUPYEMBbIX NIPH H3YYCHHHU AUCOMILIMHBI, H BHI0B 3aHATHIA
[lepeueHb KOMIETEHIUH JI J1ab [pax. CPC DopMBbI KOHTPOJISI
OIIK-4 + + + + Onpockl Ha JIEKIUSX, TOArOTOBKA OTYETOB U 3allUTa
1a0. paboT, TecThl, OTBETHI Ha [Ipak.

JI — nexnus, Ipak — npaktuaeckue padotsl, Jlab — maGoparopusie padotsl, CPC — camocTositensHas paboTta
CTyZAEHTa

6. METObI 1 ®OPMbI OPTAHU3ALIMA OBYYEHUA
i ycnemHoro ocBOSHHS JUCLUIUIMHBI IPUMEHSIOTCS pa3iMyHble 00pa3oBaTesbHbIE TEXHOJIOTHH, KO-
TOpBIE 00ECIIEUNBAIOT TOCTI)KEHHE TUIAHUPYEMBIX PE3ybTaTOB 00yUYEHHS COIJIACHO OCHOBHOW 00pa3oBaTellb-
HOH mporpamme, ¢ yueToM TpeOoBaHuil K 00beMy 3aHATHI B MHTEPAKTUBHON (opMe.
TexH0JI0OTMN HHTEPAKTUBHOIO 00y4eHHsl PU Pa3HbIX popmax 3aHATHI

@®opwmer | Jlekuun | JlabGopartopHble 3ana- | [IpakTmdeckue 3a- Bcero

Mertonbt (dac) THs (4ac) HATHSA (Yac) (gac)
Pabota B komaHze 2 2 4
[pecc-kondepeniys 2 2
TTonckoBBII METOT 4 4
HToro nHTEpaKTUBHBIX 3aHATHH 2 6 2 10

IIpumeuanue.

1. «Pabora B KOMaH/e» MPOUCXOIUT MIPH KOJUICKTHBHOM PEIIEHUHU 3a/add Ha J1abopaTopHOW padboTe
Ne 4 u Ha npakTHyeckoM 3aHATHU No 5.

2.  «llouCKOBBII METO» CTYJEHTHI UCIIOJIL3YIOT MIPU BBIOJHEHUH TabopaTopHoid paboThl N 6.

3. «lIpecc-koH(pepeHIUsD UCIOIB3YETCS U 00CYKCHHUS BOIIPOCOB, CBA3aHHBIX C Pa3pabOTKON airo-
PUTMOB KpUNTOrpaduIecKoi 3aiThl HHPOPMALIUH.
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7. JABOPATOPHBIN ITIPAKTUKYM

No | Ne paznena Tpyno-
/T | JUCIUTUIIHEL HammenoBanne mabopaTOpHBIX padoOT emkocts | OK, IIK
13 Tabi. 5.1 (dac.)
1. 3 Brounoe cummeTpuaHOE MK pOBaHHE 4 OIIK-4
Wzyaenwue [I1I1 cucteM kpuntorpapmuaeckort 3amnTH HHOOPMAINH, KIIacCHde-
2. 3 4 OIIK-4
cKasi KpunTorpagus
3. 5 AcuMMeTpuyHOE MI(poBaHNE 4 OIIK-4
4. 5 OnexrpoHHas nudposas moamuck (DLIT) 4 OIIK-4
5. 5 [IpakTHyeckoe MprIMeHeHHe KPUITOrpadu ¢ OTKPHITHIM KitodoM. [Taker PGP 4 OIIK-4
6 35 Kpunrocucrema oneparmonsoii cucremsr Windows. CryptoAP: mmudposanue n 6 OITK-4
) ' nemudposanne B CryptoAPI, OIII1 B mpoekrax Ha CryptoAPI
UTOro 26
8. MPAKTUYECKUE 3AHATHUSA (CEMUHAPBI)
Ne Ne paznena Tembl IpakTHYECKUX 3aHATHI (CEeMHHApPCKUX) Tpyno- | OIIK, IIK
I/ | JUCHUILUINHEI €MKOCTb
u3 1abu. 5.1 (dac.)
1 1 denepanbublii 3akoH «O0 nHbOpManKM, HHGOPMALMOHHBIX TEXHOJIOTHUSIX U O 2 OITK-4
3amuTe HHHOpMAaLU»
2. 2 MeTo/1pl OLIGHKH YSI3BUMOCTH HH(pOPMAIUU 2 OIIK-4
3. 2 CoBpeMeHHbIe IPUIIOKEHHs. Kpunrorpapuu 2 OIIK-4
4. 3 denepasnbHblil 3ak0H «O0 3IEKTPOHHON 1M(BPOBOI MOIHCH 2 OIIK-4
5. 4 CroxxHbple MaTeMaTH4YeCcKHe 3a1aui U anroputmsl D11 2 OIIK-4
6. 6 Mertopp! ayTeHTH)UKAIMT 2 OIIK-4
7. 7 OCHOBHBIC TEXHOJIOTHH ITOCTPOCHHS 3aITUIICHHBIX HHPOPMAITMOHHBIX CHCTEM 2 OIIK-4
Mecto nHpOpMaMOHHOH 6€30MacHOCTH HH(POPMAIIMOHHON CUCTEMBI B Ha-
8. 8 LIMOHANBHON Ge3onacHocTH cTpanbl. KoHueniys nHhopMaoHHoi Oe3omac- 2 OIIK-4
HOCTHIO
9. 9 KomruiekcHas cucremMa odecneueHrst HHPOPMAITMOHHON 0€30MacHOCTH. 2 OIIK-4
HUTOro 18
9. CAMOCTOATEJIBHASA PABOTA
Ne Ne paznena Temarnka caMOCTOSTETBHOM PabOTHI Tpymo- | OK,IIK | KouTponb BRIOTHEHHS PabOTHI
/T | JUCIUTUTAHBI (Oemanuzayus) €MKOCTh
n3 Tabu. 5.1 (uac.)
1. 1+9 ITpopaboTka JIeKIMOHHOTO MaTepHaa 16 OIIK-4 | Omnpoc Ha 3aHATHAX
2. 1+9 [ToaroToBka K MPaKTUUYECKUM 3aHITHIM 18 OIIK-4 | HdowM. 3amaHuie, MpoBepKa perie-
HUS 3124
3. 3+9 [ToaroroBka k 1a00OPATOPHBIM 3aHATHIM 26 OIIK-4 | Ortuer, 3amuTa jga0. paboThI
4. 3 CamocTosTeNbHOE U3yYCHHE TEM Teope- 12 OIIK-4 | Hdowm. 3amaHme, ompoc
THUYECKOHN YacTH
5. 1+9 IToaroToBka M caaya 3K3aMeHa 36 OIIK-4 |Owenka 3a 3K3aMeH
HUTOro 108

Temvt 0151 camocmoamenbHozo uzyyeHus

1) Buouwnsriii mmdpp BLOWFISH (3 gac.).

2) bnounsiit mmdp RCS (3 gac.).

3) baounsrit mmpp RC6 (3 vac.).

4) bnounsiii mudp IDEA (3 gac.).

TeMbl 17151 CAMOCTOSATEIBHOTO U3Y4eHHs BXOST B pazues Ne 3 u3yyaeMoi TUCIUILTHHBL.

10. MIPUMEPHASI TEMATUKA KYPCOBBIX ITIPOEKTOB
Y4eOHBIM NJIAHOM He NMPeAyCMOTpPeHbI.
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11. PEUTHHT OBASI CACTEMA 11 OHIEHKH YCIIEBAEMOCTH CTYJEHTOB
Kypc 3, cemectp 6 KoHTpons 00y4enmst — IK3aMeH.
MakcuManbHBIH ceMecTpOoBBIA peiTHHT — 100 6amioB.

Tabmuma 11.1 — Jucnmmimaa  «MHbOpManroHHas 0€301acHOCTEY (IK3aMeH, JICKIUH, JabopaTOpHBIC
paboTHI, MPAKTUIECKUE 3aHSATHS)

MakcumanbHbIN N .
MakcumanbHbIH MakcumasbHbIi 6at 3a
. 6amn Ha 1-yto KT Bcero 3a
DJeMeHTBl Y4eOHOH eI TeIbHOCTH 6ay 3a nepuon nepuoa Mexay 2KT u Ha
C HaJasa ceMecT- ceMecTp
pa mexay 1KT u 2KT KOHel ceMecTpa
Iocenienne 3ausTHI 4 3 3 10
TecToBBIff KOHTPOIB 6 6 6 18
BeimonHenue u 3amuTa adboparop- 6 12 12 30
HBIX paboT
KoMnoHeHT CBOeBPEeMEHHOCTH 4 4 4 12
HToro MmakcumMyMm 3a mepmosu: 20 25 25 70
Crnava sk3amMeHa (MaKCUMYyM) 30
HapacTaomum HTOromM 20 45 70 100
Tabmuma 11.2 — Ilepecder cymmbl 6ammoB o 1 12 KOHTPOIBHON TOYKE B TPAAUIIMOHHYIO OIICHKY
Cymma 6a10B, Ha 1-y10 KOH- CymMma 6aJ1510B, HA 2-Y10 KOH-
Ouenka (I'OC) TPOJbHYIO TOUKY € HAYaJa TPOJIbHYIO TOUKY 32 NEePHOJ MEKIY
ceMecTpa 1KT u 2KT

5 (OTIUYHO) 18 -20 40-45

4 (xoporio) 15-17 31-39

3 (yIIOBJIETBOPUTENHHO) 10-14 27-30

2 (HeyIOBJIETBOPHUTEIHHO) Hu:xe 10 6anoB Huske 27 6ai10B

Tabnuna 11.3 — Ilepecuer cyMMbI 0aJUIOB B TPAIUIIMOHHYIO U MEXKAYHAPOIHYIO OLICHKY

HToroBas cymma 6ajuioB, yYUTHIBAET YCIELTHO

Onenka (I'OC) N Onenka (ECTS)
CJIaHHBIN 9K3aMeH
5 (oTIMYHO) 90 -100 A (otnn4HO)
85-89 B (oueHb xopoio)
4 (xopouio) 75-84 C (xoporo)
70-74
65— 69 D (ynoBieTBOpPHUTENEHO)
3 (yrosretsopuTeBHO) 60 — 64 E (nmocpescTBeHHO)
2 (seynoBneTEOpUTENLHO), Hwxe 60 6ammoB F (meymoBneTBOpUTENHHO)

(ue 3auTeHO)

12. YYEBHO-METOANMYECKOE U THOOPMALIMOHHOE OBECIHEYEHHME JUCHUIIIN-
HbI

12.1 OcHoBHas JUTEpaTypa

1. lllanerun B.®. KommnekcHas 3ammra nHGOPMAIIMU B KOPIIOPATUBHBIX cHcTeMax: YueOHoe mocobue
Jutst By30B. — M. ®OPYM, 2012. — 592 ¢. (30 3k3.)

12.2 lonoaHuTEAbHAS JUTEPATYpPa

1. Bamyna A.I1. Madopmanmonnas 6e3onacHocTh: YdueoHoe mocodue. — Tomck: TYCYP, 2007. — 137 c.
(25 2x3.)

2. Mapreika T.JI. Uadopmanmonnas 6e30macHOCTh: YueOHoe nmocodue. 3-e u3j., uci. u jor. - M.: ®o-
pyM, 2007. — 367 c. (20 3k3.)

3. Maniok A.A., [Taszuzun C.B., [Toroxun H.C. Beenenue B 3aniuty WHPOPMAIMH B aBTOMATU3UPOBAH-
HBIX cucTeMax: Y4eOH. mocoOue st By30B. 3-¢ u3fl. — M.: ['opstaast muuus — Temexkom, 2005. — 144 ¢. (50 x3.)

4. MenbuukoB B.I1. MHdopmanronHas 0€30mMacHOCTh U 3amuTa HHGOpMaIUU: yueOH. mocooue i BY-
308 / B. I1. Menbuukos, C. A. Kieiimenos, A. M. Iletpakos ; pexn. : C. A. Kieiimenos. - M.: Academia, 2006. -
330 c. (30 5k3.)

5. Kynpusinor A.W. OcHOBBI 3amuThl HHpOpMaIMK: yueOH. mocodue mis By3oB / A. 1. Kynpusuos, A. B.
Caxapos, B. A. IlleBios. - M.: Academia, 2006. - 253 c. (50 3k3.)
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6. OcHOBBI HH(pOPMAIIMOHHON Oe30macHOCTH: yueOH. mocooue mist By3os / E.b. benos [u ap]. — M.: T'o-
psuas auausa — Tenexom, 2006. — 544 c. (80 ak3.)

7. Cmapt H. Kpunrorpadus: yue6ruK 11 By30B: nep. ¢ anri. / mep. C. A. Kynemos, pen. nep. C. K.
Jlaumo. - M.: Texunocdepa, 2005. — 525 c. (11 3k3.)

12.3 YueOHo-MeTOUYECKHE IOCOOHUS U MPOrPpaMMHOe odecreueHue

1. 'oputos A.H. MadopmannonHas 6€30MacHOCTh: METOANYECKHE YKA3aHUS K MPAKTUIECKUM 3aHATHIM
o aucruiummae «MHpopMarmorHas 6e30macHOCTh I HampaBiaeHus moarotoBku 230700.62 — «lIpukiramnas
unpopmatka». — Tomck: TYCVYP, 2011. — 8 c. [DnekTpoHHbIi pecypc]. — Pexum goctyna:
http://asu.tusur.ru/learning/bak230700/d34/b230700_d34_pract.pdf

2. T'oputoB A.H. UadopmanmonHas 6e30MacHOCTh: METOINYECKIE YKa3aHHs 10 BBHITIOJIHEHHIO JTabopa-
TOPHBIX paboT mo mucnuiminHe «MHQOopMaImonHas 6e301MacHOCTbY I HampaBieHus moaroToBku 230700.62 —
«[Ipuknannas unpopmarukay. — Tomck: TYCYP, 2011. — 6 c. [DnektponHsIid pecypc]. — Pexxum goctyna:

http://asu.tusur.ru/learning/bak230700/d34/b230700_d34_lab.pdf

3. I'oputoB A.H. MadopmaronHas 6e301MacHOCTb: METOANYECKUE YKa3aHUs TI0 CAaMOCTOSITEIbHON 1 HH-
TUBUAYaIbHON paboTe cTyneHTOB No auciuiumHe « HpopManronHas 0e30macHOCTEY U HapaBIeHHS TOI-
rotoBku 230700.62 — «[Ipuknanaas napopmatukay. — Tomck: TYCVYP, 2011. — 8 c. [DnekTpoHHBIH pecypc]. —
Pexxum focrymna: http://asu.tusur.ru/learning/bak230700/d34/b230700_d34_work.pdf

Omnepanronnast cucrema MS Windows, MicroSoft Visual C++ Express Edition.

12.4 ba3bl JaHHBIX, TH(POPMALMOHHO-CIIPABOYHbIE H IOMCKOBbIE CUCTEMbI
He tpebyrorces.
13. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUITJIMHBI

st mpoBeneHust IEKIUH 110 IUCIUIUTAHE UCTIONB3ytoTes nepcoHanbHbni [IK ¢ mpoexTopom. Jlabopa-
TOPHBIE 3aHATHUSI OCYIIECTBIISIOTCS B KOMIIbIOTEpHOM Kiacce Kadenpst ACY.
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IIpuioxenne k padoyeil mporpamme

MUWHHUCTEPCTBO OBPA30OBAHUA U HAYKU PO
®DenepalibHOE TOCYIAPCTBEHHOE OIOIKETHOE 00pa30BaTEIbHOE YUPEKICHUE
BBICILIEr0 00pa3oBaHUs
Tomckuil rocynapcTBEHHBI YHUBEPCUTET CUCTEM YIIPABJICHUS U PAJAUOAIEKTPOHUKHU

YTBEPXIAIO
IIpopekTop no y4yedHoii padote
ILE. Tposin
« » 2016 .

®OH/I OIEHOYHBIX CPEJICTB IO YYEBHOM JUCHUIIJIMHE
NHO®OPMAILIMOHHASA BE3OITACHOCTb

YpoBeHb 0CHOBHOI1 00pa3oBaTe/IbLHON POrPaAMMBbI: OakajiaBpuaT

Hanpag.ienne(s) noarorosku (cnemuansnocts): 09.03.03 (230700.62) — IMpukiaguas nHGOpMaTHKA

Ipopuan: ITpuknagHas I/IHd)ODMaTI/IKa B 3KOHOMHKC

®opma 00yueHHUs: Oo4YHasg

®akyabrer: _ DOCY, DakyabTET CUCTEM YIIPABICHUS

Kadenpa: ACY, Kadenpa aBTOMAaTU3UPOBAHHBIX CHCTEM YIIPABICHUS
Kype 3
Cemecrp 6

Vuednblii miaan nagopa 2013 ¥ mOCHENYIOIIMX JIET

Ok3aMeH: _6 cemectp

Tomck 2016
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1. BBEJEHME

®onx oneHouHBIX cpeAcTB (POC) aBiseTCs TPHIOKEHUEM K pabodel mporpaMMe TUCIUILUIMHBI
(pakTUKH) U MpeAcTaBisieT co00il COBOKYIHOCTh KOHTPOJIbHO-U3MEPHUTENIbHBIX MAaTepHaIOB (TUIIO-
Bble 33/1a4u (3a7aHUsI), KOHTPOJIbHBIE PAOOTHI, TECTHI U JIp.) U METOJIOB MX HCIIOJIb30BAHHUS, MpeIHa-
3HAYEHHBIX 711 U3MEPEHUSI YPOBHS JOCTHXKEHUS CTYJJCHTOM YCTaHOBJIEHHBIX PE3Yy/IbTaTOB OOyUYCHHUSI.

®OC no gucuumivHe (MpaKkTUKe) UCIOJIb3YyeTCs MPHU MPOBEICHUU TEKYIIEro KOHTPOJS ycIe-
BAaEMOCTHU U IPOMEXKYTOYHOU aTTeCTalluu CTYACHTOB.

[Tepevenp 3aKkpeIICHHBIX 3a AUCIUIUTMHON (ITPAKTUKOM ) KOMIIETEHITUI TpUBe/IeH B Tadymiie 1.

Taboauua 1 — IlepeyeHnb 3aKpenieHHbIX 32 JUCHUIJIMHON KOMIIETEHIUI

npodeccroHaNBHOM JeITeTbHOCTH HAa OCHOBE
nHGOPMAIMOHHOW W OuOnHorpadudeckon
KyJbTYpBl ¢ IPUMEHEHHEM HH(OPMAIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C y4ETOM
OCHOBHBIX TpeOoBaHHH WH(POPMAITIOHHON
0e301acHOCTH.

Kon ®opMyJIUPOBKA KOMIIETEHIUH Jranel GopmMuposanus
KOMIIeTeHIHH
OIIK-4 CIIOCOOHOCTBIO pelIaTh CTAaHIAPTHBIC 3a1a4l | JIOJIKEH 3HATh:

OCHOBHBIE TTOHSTHS U HAIIPABJICHUS B
3aIUTe KOMITBIOTEPHON HH(POPMAIIHH,
MIPUHIIUIIBI 3aITUTHl HHPOPMAIIHH,
MIPUHIUIIBI KITACCU(PUKAIIUN U TTPHME-
PBI yTPO3 0E30IMaCHOCTH KOMIIBIOTEP-
HBIM CHUCTEMAaM,

COBpPEMEHHBIE TIOJIXOBI K 3aIUTe
MPOAYKTOB M CUCTEM HH(POPMAIIHOH-
HBIX TEXHOJIOTHH, pealn30BaHHbBIE B
JIEACTBYIONUX OTEYECTBEHHBIX U Me-
KIyHapoAHbIX cTanaaprax UT-
0€e301IacHOCTH,

OCHOBHBIE HHCTPYMEHTHI 00€CTIeUeHHSI
MHOTOYPOBHEBOH 0€301IaCHOCTH B WH-
(hOpMaIMOHHBIX CUCTEMAX.

J1oJKeH yMeTsh:

BBISIBIISITH YTPO3bI HHPOPMALTUOHHON
0€301aCHOCTH,

000CHOBBIBaTh OPraHU3ALMOHHO-
TEXHUYECKUE MEPOIPUSATHS MO 3aIIUTeE
nHpopmarun B UC,

MPOBOJUTH aHAJIH3 3aLIUILEHHOCTH
KOMITBIOTEPA U CETEBOM Cpebl;
OpraHu30BBIBaTh OE30MacHYIO0 padboTy
B UHTEpHET;

WCTIOJIb30BaTh CPECTBA 3AILUTHI 1aH-
HBIX OT Pa3pyLIAOIIUX HPOrPaMMHBIX
BO3/IEMICTBUI KOMIIBIOTEPHBIX BUPY-
COB.

JloJKeH BIIaAeTh:

HaBBIKAMU TPUMEHEHHS METOIOB U
CPeACTB 3alUThl HHGOPMALUU IS
oOecrieyenns: MHPOPMAMOHHOHN 0e30-
MACHOCTH Ha MPEIANPHUITHN WM Opra-
HU3ALMU.
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2. Peanmusaimsi KOMIIeTEHLINN

KomneteHuus OMNK-4

OIIK-4: criocoOHOCTBIO pellaTh CTAaHIAPTHBIC 3aa4l NPOPECCUOHATIBHON NESITEILHOCTH Ha
OCHOBe HWH(MOpPMAIMOHHOW M OuOIMorpaduuecKkoi KyJabTypbl C TpPUMEHEHHEM HWH(OPMAIMOHHO-
KOMMYHHKAIIMOHHBIX ~TEXHOJOTHMH W C YyY4ETOM OCHOBHBIX TpeOOBaHMH WH(POPMALMOHHOM
0€30MacHOCTH.

Jnst  hopMHUpOBaHHS KOMIICTCHIIMM HEOOXOJUMO OCYHIECTBUTH DSJl 3TamoB. OTambl
(GOpMHUpPOBaHUST KOMIICTEHIIMH, TIPUMEHSIEMbIC ISl 3TOTO BUBI 3aHATUH M UCIOJIB3yeMbIE CPEICTBA
OLICHUBAHMSI MIPEIICTABIICHBI B TAOIHUIIE 2.

Ta6auna 2 — Iransl GopMHUPOBAHUS KOMIIETEHIINH U HCIIOJIb3yeMble CPeICTBA OLleHHBAHUS

Cocras 3narhb Ymerb Baanersn
— 3HaeT METOJIbI pe- — VYwmeer pemaTh CTaH- — Bnageer merogamu
IICHHSI CTaHAAPTHBIX JApTHBIC 3aJIa49H MPO- peIIeHUs CTaHAaPT-
3aaq npodeccuo- (heccuoHanbHOM Jiesi- HBIX 3aj1a4 mpodec-
HAJTBHOU JCSITeITLHO- TEJIBHOCTH C YUETOM OC- | CHOHAJIBHOH JeATelh-
Conep:xaHue 3TanoB .
CTH C y4ETOM OCHOB- HOBHBIX TpeOOBaHUI HOCTH C y4ETOM OC-
HBIX TpeOOBaHU WH- UHPOPMALIMOHHOMN HOBHBIX TpeOOBaHUMN
dopManmoHHOM 6€30- | 0€30MacHOCTH. HH(pOpMaLOHHON
MACHOCTH. 0€30IMacCHOCTH.
e JlaGopaTopHsbie pa-
o Jlekmum; paTop p
OOTEI;
o [IpakTuueckue 3a-
. . e BrmonHenue n0- e JlaGoparopHsie pa-
Buasbl 3ansarTuii HATUS,
MaIIIHEro 3aJaHus; OOTEL.
e ['pymnmoBbie KOH-
e CamocrosTenbHas
CYyJIbTAIINH.
paboTa CTy/IeHTOB.
) e Odopmienue oTuert-
o TecCTHI,
HemoaL3veMLie che B HOCTH U 3aIlUTAa JIa- e 3amura nadopa-
M0JIb3yeMbl - | o BemonaHeHwE 10- .
y pel g O60opaTopHbIX padoT; TOPHBIX paboT;
CTBA OLIEHUBAHUS MAITHETO 3a/IaHus;

e KoHcmiekT caMocCTOsI- ® Dx3aMeH.

e DK3aMeH. .
TeIbHOU PadOTHI.

OO1m1re xapaKTepUCTHKY MTOKa3aTeslel U KpUTEpUeB OLIEHUBaHHUS KOMIIETEHIIMH Ha BCEX Tamax
IpUBE/CHbI B TabmuIe 3.

Tab6auua 3 — O0mme XapaKTepUCTUKH NOKa3aTeJiell H KpUTepHeB OlleHUBAHUSI KOMIIETeHIIUH

0 Tanam
IToka3zaTenn
3HATD YMeTh Biaajgern

U KPpUTEepHUH

o Oo6manaer paktuye- OO6manaer nuamna- Kontpomupyet pado-
TJIHYHO
. CKHMU U TE€OpETHYEe- | 30HOM MPAKTHUYECKUX | Ty, IPOBOAUT OIICH-
(BBICOKHMH YPOBEHb) .

CKHMU 3HAHUSIMU B YMEHHU, TpeOyeMbIX | KY, COBEpPIICHCTBYET
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npeenaax u3ydaeMon
o0JacTu ¢ MoHUMa-
HUEM TPaHUI] MpHU-
MEHUMOCTHU

JUISl Pa3BUTHS TBOP-
YECKHUX PEILICHUH,
abcTparupoBaHus

npobiemM

JeHCTBHS pabOTHI

Xopomo
(0a30BbIi YPOBEHDb)

3HaeT (haKThl, IPUH-
ITUIIBI, TTPOIIECCHI,
o0111e MOHATHS B
npeeaax u3y4aeMomn
obOacTH

OO6aagaer quarma3o-
HOM TIPAKTUYECKHUX
YMEHUH, TpeOyeMBbIX
JUTSL peIlIeHUs OTpe-
JIeJICHHBIX MPOOJIeM B
o0J1acTu ucciea0Ba-
HUS

bepet oTBeTCcTBEH-
HOCTD 3a 3aBepIlICHUE
3aJ1a4 B MCCIIeI0Ba-
HUU, TpUcrocadIu-
BaeT CBOE MOBEJICHHE
K 00CTOSITEIbCTBAM B
pelieHuu mpooiem

YnoBJIeTBOPUTEIBHO
(mMoOporoBelii ypoBeHb)

O6mnamaeT 0a30BBIMU
OOIIIMMHU 3HAHUSAMHA

OO0iamaeT OCHOBHBI-
MU YMEHUSIMH, Tpe-
OyeMBIMU TSI BBI-
TIOJTHEHUS TIPOCTHIX
3a7a4

PaGotaet nipu nipsi-
MOM HaOJIIOICHUU

CDOpMy.TII/IpOBKa rokasareljieli u KpUTCPpUCB OLICHUBAHUA JAHHOM KOMIIETCHIIUMN IIpUBCJACHA B

Tabimue 4.

Taoauna 4 — Iloka3aTe/id U KPUTEPUH OIlEHHBAHMSI KOMIIETEHIIMU HA dTanax

IToxa3zaTenu
U KpUTEpHH

3HaTh

YMmerh

Baagernb

OtianyHo
(BBICOKHI YPOBEHb)

— 3HaeT OCHOBHBIE I10-
HSITHS Y HAIIPaBJICHUS B
3alIUTE KOMIBIOTEPHOU
WHPOPMAIIUH;

— 3HaeT NPUHIMIIHI 3a-
IIUTHI HHpOpPMAaLIUY;

— 3HaeT NPUHIIUIIBI
KJaccu(UKaIH U TPH-
MepbI yrpo3 6e301macHo-
CTH KOMITBIOTEPHBIM
cUcTeMam;

— 3HaeT COBpeMEHHbIE
MOJIXOJIbI K 3aIIUTE MPO-
JYKTOB U CHCTEM WH-
(OpMaIMOHHBIX TEXHO-
JIOTHH;

— 3HaeT OCHOBHBIE MH-
CTPYMEHTHI obecreuye-
HUSI MHOTOYPOBHEBOM
Oe3omacHOCTH B HHQOP-
MAalMOHHBIX CUCTEMAX.

Ymeer koHUTYpUPO-
BaTh BCTPOCHHBIC CPEJI-
cTBa 0€301aCHOCTH B
OIepalOHHON CHUCTEME,
YMeeT npoBOJAUTH aHa-
JIU3 3aIIUIIEHHOCTH
KOMIIBIOTEPA U CETEBOM
Cpenibl;

YMeeT ycTaHaBIMBaTh
Y MCTIOJIH30BATh OJTHO U3
cpencTB s mudpoBa-
HUS UHPOPMAIIUH U Op-
raHu3amnuu oOMeHa J1aH-
HBIMU C UCIIOJIB30BAHU-
€M 3JIEKTPOHHOU 1nd-
pOBO TMOJIIUCH;

YMeeT ycTaHaBIMBaTh
" UCII0JIb30BaTh OJAUH U3
MEKCETEBBIX OKPAaHOB,

YMeeT opraHu30BbI-
BaTh PETHCTPAIIHIO
MOJIB30BATENIEH B cETE-
BOM OIEepalMoOHHON CHC-
TeMe;

Bitaneer HaBbIKaMu
IMPUMCHCHUA MCTOJI0B 1
Cp€ACTB 3alIUThbI MH-
tdopmarnum st obecre-
YyeHus1 THQOPMaIIMOHHOH
06e30macHOCTH Ha TIpe-
IMPpUATUHN WIJIN OpraHu3a-
1N
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YMeeT opraHu30BbI-
BaTh 3aMUTy HH(OpMa-
LWU B JOKAJIbHOU CETH
Ha YPOBHSX BXOJIa B CETh
Y CHCTEMEI TPaB JIOCTY-
mna,

YMeeT opraHu30BbI-
BaTh O6e30macHyo pabdo-
Ty B UIHTEpHET;

YMeeT opraHu30BbI-
BaTh OTIIPABKY MOYTO-
BBIX COOOIIEHNH ¢ nc-
MOJIE30BaHUEM TII00aITb-
Hol cetu HTEpHET;

YMeeT ucnonb3oBaTh
CpeJICTBA 3aIINUTHI JaH-
HBIX OT Pa3pyIIaIOIIX
MPOrpaMMHBIX BO3JEH-
CTBUH KOMITBIOTEPHBIX
BHPYCOB;

Xopowo
(0a30BbIi1 YPOBEHbD)

3HaeT OCHOBHBIE T10-
HSTHA U HAIIPABJICHUS B
3aIIUTE KOMIIBIOTEPHOU
nH(pOpMAaINH;

3HaeT NPUHLIUIIBI 3a-
IIUTHI HHPOPMALIH;

3HaeT NPUHLUIIBL
KJaccu(pUKaUK U MIPH-
MEpHI yrpo3 06e30macHo-
CTH KOMIIbIOTEPHBIM
cucTeMawm;

3HaeT COBpEMEHHBIE
MOJXO/IBI K 3aIINTE MPO-
IYKTOB U CHCTEM UH-
(OpMaLIMOHHBIX TEXHO-
JIOTHIA;

Wwmeer npexacrasieHue
0 OCHOBHBIX HHCTPY-
MeHTax o0ecrieyeHus
MHOT'OypPOBHEBOH 0€30-
MacHOCTHU B HH(pOpMa-
LMOHHBIX CUCTEMAX.

YmMmeeT koHDUTYpHPO-
BaTh BCTPOCHHBIE CPEJI-
cTBa 06€30MacHOCTH B
ONEPALMOHHON CUCTEME;

YMeeT npoBOIUTh
aHaJN3 3allUIIEHHOCTH
KOMITBIOTEPA U CETEBOM
Cpensl;

YMeeT ycTaHaBIUBaTh
Y UCTIOJIH30BATh OJTHO W3
cpencTs ais mudpoBa-
HUSl HTHPOPMAIIHH U Op-
raan3anuu oOMeHa J1aH-
HBIMH C UCTIOIH30BAHH-
€M 3JIEKTPOHHOU -
POBOM MOANNUCH;

YMeeT ycTaHaBIUBaTh
1 MCIIOJIb30BaTh OAMH U3
MEXKCETEBBIX IKPAHOB;

YMeeT opraHu3oBbI-
BaTh PETUCTPALIHIO
MI0JIB30BaTENIEH B CETe-
BOH ONEpallnOHHON cHC-
TEeMe;

YMeeT opraHu30BbI-
BaTh 3alIUTy HH(OpMAa-
WU B JIOKAIBHOH ceTH
Ha YPOBHSX BX0JIa B CETh
Y CUCTEMBI IIpaB AOCTY-
na;

YMeeT opraHu3oBbI-
BaTh Oe30IacHy0 pabdo-
Ty B HTEpHET;

— Xopo1o BiaaeeT Ha-
BBIKAMU IIPUMEHEHHS
METOZOB U CPEICTB 3a-
LIUTHl THPOPMALIUH 115
obecniedeHunst HHGpOpMa-
MOHHOH 0€30M1acHOCTH
Ha NPEeIIPUSTHN WU
OpraHu3alky.
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YMeeT opraHu30BbI-
BaTh OTIIPABKY MOYTO-
BBIX COOOIIIEHNH C HC-
MTOJTF30BaHUEM TI100aITh-
Hol cetu HTEpHET;

YMeeT ucroib30BaTh
CpeIICTBA 3aIIUTHI JaH-
HBIX OT Pa3pyIIAIONIIX
MPOTPaMMHBIX BO3JIEH-
CTBUH KOMITBIOTEPHBIX
BHPYCOB.

Y10BJI€TBOPUTEIBLHO
(OporoBbIil ypOBEHBb)

ITonnMaeT Ba)KHOCTB
3aMUTH THPOPMHUIIHH;

3HaeT OCHOBHBIE T10-
HSTHA U HAIIPABJICHUS B
3aIIUTE KOMIIBIOTEPHOU
nH(pOpMAaINH;

3HaeT Oa30BbBIE MPUH-
LIUITBI KJIAaCCH(UKALUYT U
MPUMEPHI yTpo3 6e30-
MACHOCTU KOMIIBIOTEP-
HBIM CHCTEMaM;

Nwmeer npeacrasnenue
0 COBPEMEHHBIM HOAXO0-
€ K 3alUTe IPOIYKTOB
U cucTeM MHPOpMaLH-
OHHBIX TEXHOJIOTHi1;

3HaeT OCHOBHbIE HH-
CTPYMEHTHI obecreue-
HUsl 0€30I1aCHOCTH B
MH(POPMALMOHHBIX CHUC-
TeMax.

YmMeeT koHHUTYpHPO-
BaTh BCTPOCHHBIE CPE-
cTBa 6€30MaCHOCTH B
ONEPALMOHHON CUCTEME;

YMeer npoBOIUTh
aHaIU3 3aILUIIEHHOCTH
KOMITBIOTEPA U CETEBOU
cpenpl;

YMeeT ycTaHaBIUBaTh
U UCIIOJIb30BaTh OJHO U3
cpenctB ans mudpoBa-
HUSl THPOPMAIHH U Op-
raau3anuu oOMeHa JaH-
HBIMH C UCIIOJIb30BaHU-
€M 3JIEKTPOHHOH 1ud-
POBOM MOANNUCH;

YMeer ycTaHaBIMBAThH
Y MCIIOJIb30BATh OJMH U3
MEXKCETEBBIX IKPAHOB;

YMeeT opraHu30BbI-
BaTh PETUCTPALIHIO
M0JIb30BaTEIIEH B ceTe-
BOH ONEepalluOHHON CUC-
TeMe;

YMeeT opraHu30BbI-
BaTh Oe30IacHy pabo-
Ty B HTEpHET;

YMeeT opraHu3oBbI-
BaTh OTIIPABKY MOYTO-
BBIX COOOILIEHHIA C HC-
MOJIb30BaHUEM TT100aITb-
HOMl ceTn MHTEpHET;

YMeeT UcIoib30BaTh
CpeICcTBa 3aIIUTHI 1aH-
HBIX OT Pa3pyLIAIOLINX
MIPOrpaMMHBIX BO3AEH-
CTBHH KOMITBIOTEPHBIX
BUPYCOB.

Bmaneer oCHOBHBIMHU
preMaMy TPUMEHEHUS
METOJIOB M CPEJICTB 3a-
IUTH HTHQOPMAIHA JJIS
obecniedeHunst HHGpoOpMa-
LIHOHHOMH 0€30I1aCHOCTH
Ha TPEIIPUSTAN HITH
OpTaHM3aIIHH.
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3. TUNOBHEHE KOHTPOJIBHBEE 3AIAHUA

Jns  peanuzani  BBILICHEPEUYHCICHHBIX 3aJa4 OOY4YEHHS HCIIOJIB3YIOTCA  CIeIyollne
MaTepuaibl: TUIOBbIE KOHTPOJIbHBIE 3aJaHMsl WIM HHbIE MaTepuasbl, HEOOXOIHWMBIE NIJISi OLICHKU
3HAHWUW, YMEHUH, HABBIKOB M (MJIM) OMBITA JEATEIHOCTH, XapaKTEPU3YIOIUX 3Talbl (OPMUPOBAHUS
KOMIIETEHIINH B Mpoliecce OCBOSHUSI 00pa30BaTeIbHOM MPOrpaMMBbl, B COCTaBEe, IPUBEACHHOM HIKE.

Tembl 1a00paTOPHBIX padoT

1)  baounoe cummeTpuYHOE HIK(POBAHUE.

2)  Wzyuenwue IIIIIT cucrem kpunrorpadudyeckoil 3anuThl HHOOPMAIMH, KIIACCHYECKas KPUIITOrpa-
bus.

3) Acummerpuunoe mudpoBaHue.

4)  Dnekrponnas nudposas noanuck (DLIIT).

5) IlpakTrueckoe mpUMeHEHHE KpUITOrpaduu ¢ OTKPHITHIM KitouoM. [Taker PGP.

6) Kpunrocucrema omneparmontoi cucreMmbl Windows. CryptoAPI: mmdposanue u nemmdpoBanue
B CryptoAPI, DLII B mpoekrax Ha CryptoAPI.

TeMbl NpaKTHYECKUX 3aHATHIA

1)  [punnunet 3amuTel HHGOpMaU. MeTo/Ibl OLIEHKH YI3BUMOCTH HH()OPMALIUH.

2)  ®denepanabHOE 3aKOHOAATENBCTBO O 3aIUTE HHPOPMAIIKH.

3) TocymapcTBeHHBIC CTAHAAPTHI U PYKOBOISIIUE JOKYMEHTHL.

4)  CoBpeMeHHbIC PHIOKEHHS KpUITOrpaduu.

5) Maremarnyeckue OCHOBBI KPUIITOIPAQUUIECKHX METOIOB.

6) MeToabl HACHTU(DHUKAINY U ayTeHTH()UKAIHH.

7)  OCHOBHBIE TEXHOJIOTHH TIOCTPOCHHS 3AIUIICHHBIX HH(POPMAIIMOHHBIX CHCTEM.

8) Mecro uHpOpPMALMOHHOW 0E30MacHOCTH MH(POPMAMOHHON CHCTEMbI B HAlMOHAJIBHOU 0e€30-
nacHocTH cTpanbl. Konuenius nHpopMaimoHHON 6€301aCHOCTH.

9) KowmrutekcHas cucteMa odecreueHns: HHPOPMAMOHHOH 0€30MaCHOCTH.

IIpumep THIOBBIX BONPOCOB O TECTAM

Bonpoc:

K kaxoii rinaBe YK P® otHocsites 1. 272, c1. 273, ¢T1. 274 B 00acT muHGOPMaIuOHHOM 0e30-
MACHOCTH:

Buvibepume ooun u3 3 eapuanmos omseema:

1) 25

2) 28

3) 27

Bonpoc:

Yro Takoe NoJIMTHKA MHPOPMALMOHHOI 0e301aCHOCTH OPraHU3AMU:

Buibepume ooun u3 3 eapuanmoe omeema:

1) COBOKYITHOCTb MEXAHU3MOB KOMITBIOTEPHBIX CUCTEM

2) MHCTPYKIIUH a]IMUHUCTPATOPaM I10 HACTPOiiKe HH(OPMAIIMOHHBIX CUCTEM

3) Habop 3aKOHOB, MTPABUJI U HOPM TOBEICHUS, ONPEICIAIONINX, KaK OpraHu3aius oopadaTsIBaeT, 3a-
IIMIIAET ¥ paclpocTpaHseT HH(HOPMAIHIO

Bonpoc:

K 0nmomerprnueckoii cucreMe 3alMThl OTHOCATCS :
(BbI0EpUTE HECKOJIBKO BAPDHAHTOB O0TBETA)
Buibepume neckonvko uz 5 eapuanmoe omeema:

CornacosaHa Ha noptane Ne 10340



17

1) 3ammra maposem

2) ®usuveckas 3amuTa JaHHbIX

3) AHTUBUpYCHAs 3aIUTa

4) Unentudukamus mo paayHOM 000JI0UYKe TI1a3
5) Unentudukanus no orrneyarkam majableB

Bonpoc:

Bupyc BHenpsiercsi B MCHoJIHAAeMble (pAilJIbl M IPH UX 3allyCKe aKTUBUPYeETCs. ITO...
Buvibepume ooun uz 5 sapuanmos omeema:

1) 3arpy3o0uHsblii BUpyC

2) MakpoBupyc

3) daiinoBbIi BUPYC

4) CereBoii 4YepBb

5) Tposin

TeMbl 111 caMOCTOSATEILHOM PadoThl (TeMbl pedepaToB)

1) Baounsiii mmmdp BLOWFISH.
2) bnounsrii mudp RCS.

3) buounsrii mudp RCE.

4) Bnounsrii mmdp IDEA.

BomnpocsI 1)1 MOATOTOBKH K IK3aMeHYy

1) 3akoHOIaTeNbHBIC U HOPMATUBHBIC JOKYMEHTHI HH)OPMAIIMOHHON 0€301aCHOCTH.
2) AJNrOpUTMBI CHMMETPHUYHOTO MIU(PPOBAHHUSI.

3) Illudpopanue nHpOpMaUK HA OCHOBE ceTH DerTers.

4) PeKMMBI BBITOIHEHUSI AITOPUTMOB CHMMETPHYHOTO I (POBAHUSL.

5) TlotokoBoe mu(ppoBaHue.

6) AJNTOPUTMBI IOTOKOBOTO HIH()POBAHHSL.

7) Kpunrorpaduueckue xeur-hyHKINH.

8) Xemr-hyHKIIMK HA OCHOBE OJOYHBIX HIH(POB.

9) ®ynkuus xemmposanus MD4.

10) OcHOBHBIE TEOPEMbI TEOPHH YHCEL.

11) Haubomnbmuii o0mmii genutenb. AnroputMbl EBkina.

12) OpHOCTOPOHHSIST (DYHKIIHUSL.

13) Kpunrorpadusi ¢ OTKPBITHIM KIFOUOM.

14) 3amayda pacripeqeneHus KIOYeH.

15) Anroputm Inddu-Xemmmana.

16) KomOuHMpOBaHHAast KPUIITOCUCTEMA.

17) DnexTpoHHas TUPPOBast OAIHUCH.

18) MudpacTpykTypa OTKPBHITHIX KIIFOYEH.

19) CepTtHduKkaT OTKPBHITOrO KIIIOYA.

20) Unentudukanms, ayreHTU(HUKAIHS, aBTOPH3ALINS.

21) Metozp!l ayTeHTU(UKAIINHT, UCTIONB3YIOIIHE 0JHOPAa30BbIe U MHOTOPA30BbIE TAPOIIH.
22) Meto/p! ayTeHTU(UKAIINHT, UCTIONB3YIOINEe CHMMETPHUYHBIE U ACCUMETPUYHBIC allTOPUTMBI.
23) buomerpuyeckasi ayreHTU(UKAIHS TOTb30BaTEIS.

24) MexceTeBble SKpaHbl. OYHKIIMU MEKCETEBBIX SKPaHOB.

25) OCHOBHBIE THITBI MEYKCETEBBIX IKPAHOB.

26) BupTyanbHble YaCTHBIC CETH.
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4. METOIMYECKHME MATEPWAIJB

s obecriedenus mpoiiecca 00y4eHHs U pellieHus 3a/1a4 00ydeHus: UCTOJIb3YIOTCS CeIyIolIne
MaTepuaibl, ONPEAESIONe MPOLEAypbl OLIEHUBAHUS 3HAHWM, YMEHUN, HAaBBIKOB M (WJIM) OMbBITA
NEeSTENIbHOCTH, XapaKTePU3YIOIIMUX 3Tabl (POPMUPOBAHUS KOMIIETEHIIH, B COCTaBE:

—  YueOHbIe MOcOOHS IpHUBEACHBI B paboueit mporpamme B pazaene 12.1;

— JlonmomHutensHas IUTEpaTypa MpUBeIeHa B paboueil mporpamme B pazzaene 12.2;

— Meroauyeckue ykazaHus 10 MPAKTHKE MMPUBEICHBI B paboyeil mporpaMmmMe B pasaene 12.3.

OcHoBHasi IMTEpaTYypa
1. Illanprun B.®. KoMruiekcHas 3ammra nHGOpMaLUK B KOPIIOPATUBHBIX CHCTEMax: YueOHOe mocodue
Jutst By30B. — M.: ®OPYM, 2012. — 592 c. (30 3k3.)

JlonoJIHUTE/ILHASI JTUTEpaTypa

1. banyna A.Il. Uadopmanmonnas 6e3omacHocTh: YuebHoe nmocobue. — Tomck: TYCVYP, 2007. — 137 c.
(25 2x3.)

2. [Mapteika T.JI. Madopmanmonnas 6ezomacHOCT: YuebHoe ocobue. 3-¢ u3f., ucl. u aoim. - M.: ®@o-
pym, 2007. — 367 c. (20 3k3.)

3. Manmiok A.A., [Tazuzun C.B., [loroxun H.C. Beenenue B 3amuty HHQOpMau B aBTOMaTH3NPOBaH-
HBIX CHCTeMax: Y4eOH. mocoOue st By30B. 3-¢ u3a. — M.: [opsiyast munust — Tenexom, 2005. — 144 ¢. (50 3k3.)

4. MenbuaukoB B.I1. MauopmanronHas 6e30MacHOCTh U 3amuTa HHGOPMAIUU: yUeOH. ocooue A BY-
308 / B. [1. Menbuukos, C. A. Kneiimenos, A. M. [lerpakos; pen.: C. A. Knetimenos. - M.: Academia, 2006. -
330 c. (30 7k3.)

5. KynpusitnoB A.M. OcHOBBI 3amuThl HHGOpMaLWK: yaeOH. mocobue amns By30B / A. U. KynpusiHos, A. B.
Caxapos, B. A. llleBmos. - M.: Academia, 2006. - 253 c. (50 3k3.)

6. OcHOBBI HH(DOPMAIMOHHO# Oe30macHOCTH: yuebH. mocobue as By3oB / E.B. benos [u ap.] — M.: To-
psuas muaUS — Tenexom, 2006. — 544 c. (80 3k3.)

7. Cmapt H. Kpunrorpadus: yueOHuk ais By30B: nep. ¢ anni. / nep. C. A. Kynemos, pexa. nep. C. K.
Jlanno. - M.: Texunocdepa, 2005. — 525 c. (11 3k3.)

MeTtonuyeckne yKa3aHusi K NPaKTHYECKUM 3aHATHIM

1. F'opuror A.H. UudopmaiinonHast 6€30MacHOCTh: METOMYECKUE YKa3aHUS K MPAKTHUECKUM 3aHSATHSM.
—  Tomck: TYCYP, 2011. - 8ec. [OnexkTpoHHbIi  pecypc]. —  Pexum  mocTyma:
http://asu.tusur.ru/learning/090303/d40/090303-d40-pract.pdf

MeTtoauyeckue yKkazaHus K Ja0opaTopHbIM padoTam

1. TopuroB A.H. MudopmanmonHas 6€30MacHOCTh: METOAWYECKHE YKa3aHHs MO BBHIMOJHEHHIO Jabopa-
TopHbIXx pador. — Tomck: TYCVYP, 2011. — 6c¢. [Dnekrponnsii pecypc]. — Pexum nocryma:
http://asu.tusur.ru/learning/090303/d40/090303-d40-1ab.pdf

MeTonuyeckne yka3aHus 10 cCaMOCTOSITeJILHOI padoTe

1. F'opuror A.H. Mudopmannonnas 0e30MaCHOCTh: METOUYECKHE YKA3aHHUS 110 CAMOCTOSTEIHLHON U UH-
IuBUAyanbHON padoTe ctyneHTtoB — Tomck: TYCVYP, 2011. — 8 ¢. [DnekrponHsbIit pecype]. — Pexxum nocryma:
http://asu.tusur.ru/learning/090303/d40/090303-d40-work.pdf
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