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2 | Ilpaktnueckue 3aHATUS 18 18 4yacoB
3 |JlabopatopHbie pabOThI 36 44 80 YyacoB
4 | Bcero ayJUTOpHbIX 3aHSATUI 54 90 144 yacoB
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7 | Bcero (6e3 3K3aMeHa) 72 144 216 YyacoB
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9 | OO6mas TpyI0eMKOCTb 72 180 252 YyacoB
2.0 5.0 7.0 3.E

3aueT: 5 ceMeCTp
OK3aMeH: 6 ceMeCTp
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1. Ilesiu ¥ 3aauM AUCHUILTAHBI

1.1. ITes1 AMCLUIIIUHBI
OOyuuTh CTYAEHTOB OCHOBAM TIOCTPOEHMSI U IKCIUTyaTalluid BBIUHMC/IUTETBHBIX CeTel, MPUHIUTIaM
¥ MeTojaM 3alUThl UH(QOPMALIMM B KOMITbIOTEDHBIX CEeTSIX, HaBbIKaM KOMILIEKCHOTO TIPOeKTHPOBaHUS,
TIOCTPOEHUSsI, 00CTY>KMBAaHUS M aHa/IM3a 3allUIIeHHbIX BBIYMC/TUTETbHBIX CEeTEH.

1.2. 3agauy JUCIMIIIAHBI
— [laTb OCHOBBI:
—  — apXUTEKTYypbl BbIUMC/IUTEIbHBIX CeTel;
— — IIpOrpamMMHO-arapaTHbIX U TeXHUUeCKUX CPeZCTB CO3AaHUsI CeTel;
—  — TIPUHLMIIOB TIOCTPOEHUS CeTel U yIipaB/eHusl UMU;
—  — WCI0/Ib30BaHus MPOrPaMMHbIX U arfapaTHbIX TEXHOJIOT U 3allUThI CeTel;
—  — MeToJ|0/IOTWU TIPOeKTUPOBAHUSI, Pa3BePThIBAHUS U COTIPOBOKEHUS 6€30TIaCHBIX CeTel;
— —o00c/iefoBaHus ¥ aHa/TM3a 3all[UIIeHHBIX BEIUMC/TUTETbHBIX CETei.

2. MecTo pucouiuinHeel B cTpyKrype OITIOII
HOucuuruivHa «be3omnacHocTs ceteit DBM» (b1.5.9) otHocuTcs K 670Ky 1 (6a3oBast 4acTh).
[MpepiecTByOIMMH  AUCLUMIVIMHAMY,  (OPMUPYIOLUMM  HauajbHble 3HaHUs, SIBJSIOTCS
ciiepyromye aucuruiuHbl: MiHpopMatrika, OcHOBBI HH(POPMAIMOHHON 6€30T11acHOCTH.

3. TpeboBaHus K pe3y/jbTaraM 0CBOEHHs JUCIUII/THHBI

[Mporiecc u3yueHUs JUCLMIUIMHBI HarpaB/ieH Ha (OpMUPOBaHKE CJieyIOIUX KOMITEeTeHL1ii:

— TIK-3 crtoco6HOCTBIO TTPOBOIUTE aHA/IN3 3aIUIIeHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM;

— [TIK-14 cnocoOGHOCTBIO  TIPOBOJAWTH  KOHTPOJIbHBIE — TIPOBEPKU  PabOTOCIIOCOOHOCTH
NpUMeHsIeMbIX T[POrpaMMHO-aNMapaTHbIX, KPUIITOrpaMuecKuX U TeXHUUYeCKUX CpeCTB 3allUThbl
nHbopMaLuy;

— TIK-17 cmocoOHOCTBbIO TIPOBOJWTH HMHCTPYMEHTa/lbHBI MOHHUTOPUHT  3alUIL[eHHOCTH
VMH(pOpMaLM1 B aBTOMaTHU3MPOBAaHHOM CHUCTEMe U BbISB/ATH KaHa/lbl yTeUKU UH(OpMaLUY;

— TIK-26 crmoco6HOCTBI0 aIMUHMCTPUPOBAThH TOACUCTEMY HWH(MOPMAIIMOHHON 0Oe301acHOCTH
aBTOMaTU3UPOBAaHHOW CUCTEMBI;

B pesynbrare n3yuyeHUs JUCLMIVIMHBI CTYAEHT JO/DKEeH:

— 3HaThb CpeJCTBa M MeTO[bl XpaHeHUs1 M Mepefaud HH(OpMaLMY; 3TAJIOHHYI MOJeb
B3aMMO/I€MCTBUS OTKPBITBIX CHCTEM; OCHOBHbIE CTaH/apThl B 00/1aCcT MH()OKOMMYHHKAITMOHHBIX CUCTEM
Y TEXHOJIOTMM; OCHOBHble HODMAaTMBHO IPaBOBble aKTbl U HOPMATHMBHbIE MeTOJUYeCKHe JOKYMEHTHI B
obnactu VH(POKOMMYHHKAL[MOHHBIX CUCTeM; TIPUHLIMITBI NIOCTPOEeHUS 3alUIIleHHbIX
Te/IeKOMMYHHUKALIMOHHBIX CUCTeM; MeXaHU3Mbl peajvd3aljud aTak B KOMIIbIOTEPHBIX CeTsX; 3alliUTHbIe
MeXaHU3MbI U Cpe/iCTBa obecriedeHusi CeTeBOW 0e30TaCHOCTH; CPe/ICTBA U METO/bI NpeJOoTBpalleHus 1
oOHapy»keHHs1 BTOPKeHHUH.

—  yMeTb NPUMEHSTH 3alllvIlleHHble IPOTOKOJIb], Me)KCeTeBble SKpaHbl U CpPeZiCTBa 0OHapy KeHHs
BTOP)KEHUW [/l 3allUThl MHGOPMAaLMU B CeTsX; OCYLIEeCTB/SATb Mepbl MPOTHUBOJENCTBUS HapylLIeHUsM
ceTeBOl 0e30MaCHOCTH C HUCMOJ/Ib30BaHUEM Pas/MYHbIX MPOrPaMMHBIX U amfapaTHbIX CPeJCTB 3alljUThl B
COOTBETCTBMM C TpPeOOBaHMSIMM HOPMATHBHO TIPABOBBIX AaKTOB W HOPMAaTHUBHBIX METOJUUECKHX
JOKYMEHTOB.

— BJIaieThb HaBblKaMU KOH(UIYPUPOBAHHS JIOKA/IbHBIX CeTel, HaBblKaMH peasn3aliii CeTeBbIX
NIPOTOKOJIOB C TIOMOLIBIO TPOrPpaMMHBIX Cpe/CTB; HaBbIKAMU HACTPOMKHU MeKCeTeBbIX SKDaHOB;
HaBbIKAMU NPUMEHEeHUs HOPMAaTMBHO IIPaBOBBLIX aKTOB M HOPMAaTMBHBIX METOAUYECKUX [JOKYMEHTOB B
o65acTi MH(OKOMMYHHUKALIMOHHBIX CUCTEM; MEeTO/IMKOM aHanr3a ceTeBoro Tpaduka; MeToJMKOM aHaiu3a
pe3y/bTaToB paboThI CPeACTB 0OHAPY KEeHUs] BTOPKEeHHI.

4. O0beM AMCHUIIMHBI M BUABI YU4e0HO# padoThI
OO6wjasi TPYAOeMKOCTb [UCLMIUIMHBI CcocTaByisieT 7.0 3ayeTHBIX €JUHUIILI W TIpPeACTaBjieHa B
tabmuie 4.1.
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Tabmura 4.1 — Tpy0eMKOCTb AUCIUTTAHBI

Bujibl yueOHOM /1esITeTbHOCTH Bcero uacos CemecTpel
5 cemecTp 6 cemecTp

AynuTopHbIe 3aHATHS (BCETO) 144 54 90
Jlekuym 46 18 28
[TpakTryeckue 3aHATHS 18 18
JlabopatopHble paboThbI 80 36 44
W3 HUX B UHTepaKTUBHOU hopme 40 16 24
CamocTosiTenibHast paboTta (Bcero) 72 18 54
OdopmieHre 0TYETOB 10 J1Tab0paTOPHBIM 31 9 22
pabotam
ITpopaboTKa JIEKIJMOHHOTO MaTeprasa 35 9 26
[ToaroToBka K NpakTUYeCKUM 3aHATHUSM, 6 6
ceMuHapam
Bcero (6e3 sk3ameHa) 216 72 144
IToaroroBka u c/laua 5K3amMeHa 36 36
OO0111ast TPYJ0OEMKOCTD U 252 72 180
3aueTHble EavHULIBI 7.0 2.0 5.0

5. CopepxaHue AUCHMII/IMHBI

5.1. Pa3jenbl JUCIUIIMHBI U BHABI 3aHATHH
Pa3fenbl AUCLUTIIMHBI ¥ BU/IBI 3aHATUM TPUBe/IeHbI B Tabuiie 5.1.
Tabsuria 5.1 — Pa3zenbl AUCIUIUTAHBI M BUBI 3aHSITUNA

. - =
a}
I N AT
o o =
5 v v T gd 3 2
< 3 >
Has3BaHus pas/ie/ioB AUCLUITAHbI = £ = 5 > 8 & &
= g S 5 | g0 =
= © S O 9 & %
2 & 3 M © g X
@ O =t
SN
O
5 cemecTp
1 OcHOBHBIe MOHATUSI UHPOPMALIMOHHBIX 4 0 8 4 16  |IIK-26, ITK-3
ceTen
2 OCHOBBI TTIOCTPOEHUST COBPEMEHHBIX 4 0 8 4 16 |IIK-17, IIK-3
JIOKa/bHBIX CeTer
3 CeTeBble OMneparjMoOHHbIe CUCTEMBI 2 0 8 3 13 |[IK-26, T[TK-3
4 Cpe[cTBa peanusaliii MeKCeTeBOro 6 0 12 6 24 |TIK-26, [1IK-3
B3aUMO/IeCTBUS
5 TlepcrieKTUBHBIE HArlpaB/IeHUS 2 0 0 1 3 [TK-3
pa3BUTHS U TIPOO/IEMBI
HMH(OPMAaIMOHHBIX CeTel
Wtoro 3a cemecTp 18 0 36 18 72
6 cemecTp
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6 OcHOBHBbIe TTOHSTHSI MH(POPMaI[MOHHOU 4 0 0 4 8 IK-17, TIK-3
Ge3omacHoCTH
7 TexHomoruu obecreyeHns 8 18 12 26 64 |IIK-14, IIK-
0e30MacHOCTH B JIOKA/ILHBIX CeTAX 17, TIK-26,
[K-3
8 ObecrieueHre 6e30MaCHOCTH CeTel Ha 6 0 0 4 10 I1K-14, ITK-
0a3e ceTeBbIX OIMEPALMOHHBIX CUCTEM 26, IIK-3
9 ObecrieueHye 6e30MaCHOCTH 6 0 32 16 54 |TIK-14, IIK-
ME>XCEeTeBOro B3auMO/JeHCTBUS 17, ITIK-26,
IK-3
10 TIpaBoBbIe OCHOBBI 3aLUThI 4 0 0 4 8 [1K-14, TIK-3
vH(pOpMaI[1 B KOMITbIOTEPHBIX CETSIX.
3alUIIeHHbIN JOKyMeHTO000poT
Wtoro 3a cemecTp 28 18 44 54 144
Nroro 46 18 80 72 216
5.2. Copep)kaHue pa3/e/ioB JUCLHHUILUIMHBI (110 JIeKIUAM)
CojiepskaHue pa3/enoB AUCLUIUIMH (T10 JIEKLIUSIM) TIpUBeieHo B Tabsuie 5.2.
Tabsura 5.2 - CofepykaHue pa3/iesioB JUCIUTIIVH (TI0 JIEKIUSIM)
v L =
B L <
S B2
CopeprkaHuve pas/iesioB JUCLIAILIVMHBI 10 = > O
HasBaHus pasjesnos ACP pasa AHEH - o &
JIEKLIUSIM 2 § 2
S g =
=Y o g
= S
5 cemecTtp
1 OcHOBHBIE IOHATUSA Wcropus pa3sutus ceteli SBM. Mecto u 2 [TK-3
HH(MOPMAaI[MOHHBIX CceTel POJIb BEIYMC/IUTE/IBHBIX CeTel B
coBpeMeHHOM MUpe. OCHOBHbIE TIOHSTUSI
u TepMuHosiorus. O01e TpeCcTaBIeHus
0 BBIUMC/TUTE/IbHOM ceTu. Ob11ee
TIOHATHE 00 MepapXu4ecKou CTPYKType
MPOTOKO/IOB. [IpUHLIUTIBI
MHOTOYpPOBHEBOM OpraHu3aLiu
JIOKaJ/IbHBIX U 17106a/bHBIX ceTei DBM.
Mogens OSI. CrangapTHble CTeKu
KOMMYHMKaI[MOHHBIX TTPOTOKO/IOB.
CraHpapTu3aLys B CeTsX. 2
Knaccudukaniysi BIUMCIUTETbHBIX
ceteii. TpeboBaHUs, TIPebABISEMbIE K
COBPEMEHHBIM BbIUHC/IUTEIbHBIM CEeTSM.
MeTo/ bl ¥ TEXHOJIOTUU TTPOEKTHPOBAHUS
CpeJCTB TeJleKOMMYHUKALIU.
Crpykrypu3auuu cetu. Pusudeckas u
noruyveckas Tononoruu ceteii. OCHOBHOe
KOMMYHHKAI[MOHHOE 000py/10BaH1e
Ntoro 4
2 OCHOBBI TTIOCTPOEHUST COBpeMeHHbIX | KaHasibl CBA3U. XapaKTepUCTHUKU KaHaI0B IK-17,
JIOKAJIbHBIX CeTeu CBA3M. Jlornueckoe KogupoBaHUe. [TK-3
ACVHXDPOHHas1 U CHHXPOHHas [epe/jauul.
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Wepapxwus B KabeTbHOM CHUCTEME.

CrpyKkTypupoBaHHas KabeslbHasi CUCTeMa.

Kondurypaumu j1oKanbHbIX
BBIUMC/IUTE/IbHBIX CeTel U MeTO/Ibl
noctyna B HuX. CTpykTypa U hyHKLUN
JoKanbHbIX ceTer. CopeprkaHue
cradzaapra IEEE 802. ba3oBsie
TEeXHOJIOIMH JIOKaIbHbBIX ceTeil. IEEE
802.2 Ethernet. O6opyoBaHMe
JIOKAQ/IbHBIX CeTel.

Htoro

3 CeTeBble OnepaLMOHHbIe CUCTEMBI

IIporpammHble cpefcTBa
Te/leKOMMYHHUKalMu. CTPyKTypa
MPOrpaMMHOTO 0becrieueHUs JTIOKa/IbHOM
cetu. Knaccudukanys nporpaMMHOT0
obecrieueHust JIOKa/IbHBIX CeTel.
[IpyHLIUIIBI IOCTPOEHYS CETEBOIO
MIPOrpaMMHOT0 00ecrieueHusl U CeTeBbIX
orepaluoHHbIX cucteM. Knaccudukarys
cepBepoB. [IpoekTrpoBaHue ceteii S BM
T10 TIPUHLIUIY «KJIUEHT-CepBep».

HToro

[1IK-3

4 Cpe[cTBa peasusaliii MeKCeTeBOro
B3aUMO/IeCTBUS

CeTeBoil ypoBeHb nepejjaun JaHHbIX. [P-
azpecanus. Peanm3anys MexxceTeBoro
B3aumogelicteus cpesncrsamu TCP/IP.
ITopsigok pacripegenenus: [P-agpecos.
OTtobpakeHue IP-ajpecoB Ha JIOKaIbHbIE
agpeca. ARP mipoTokoi.

IIpyvHIMIL MapipyTy3anuu B IP-ceTax.
ITporokonel MapipyTusaumu. [Tonatue
JomeHa. [fomeHHas agpecaiud B IP-
cetsax. DNS nporoko.

[Ipotoxkos IPv6. ITpoTOKO/IBI
TpaHcroptHoro yposHsa TCP u UDP.

HToro

ITIK-3

5 [lepcriekTUBHBIE HallpaB/eHUs
pa3BUTHS ¥ POOIeMbI
MH(OPMaLMOHHBIX ceTel

CoBpeMeHHble TeHJeHLIUU Pa3BUTHS
Te/IeKOMMYHUKALJMOHHBIX CUCTEM.
VHTerpanus pas/iuyHbIX TUIIOB CeTel 1
ceTeBbIX CMyX0. BupTyanusauus
nH(pOopMaLMOHHBIX crcTeM. Ob1auHble
BBbIUMCJ/IEHUS.

Ntoro

[TIK-3

Wtoro 3a cemecTp

18

6 cemecTp

6 OCHOBHBI€ TTOHATUSA
rHMOpPMaI[MOHHOM Ge30macHOCTH

ObGecrieueHue 6e30MacCHOCTH
Te/IEKOMMYHHUKALIMOHHBIX CBSA3€H 1
aJIMUHHCTPATUBHBIN KOHTPOJIb.
OCHOBHbI€ TIOHSITUSI ¥ TEPMUHOJIOTHSL.

[1K-17,
ITK-3
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TurioBbie yrpo3bl CeTeBOM Oe30MacHOCTH.
OcHOBBI KJ1acCU(UKALUKM CeTeBBIX YTPO3
v atak. BivsiHue yenoBeueckoro akropa
Ha CeTeBYIO 0e30MaCcHOCTb.

HToro

7 TexHosorum obecreueHust
0e30MacHOCTH B JIOKAJIbHBIX CeTAX

3aiyTa TOnonoruu ceTu. BupTyanbHble
NIOKasbHble ceTU. [lonomHuTebHbIe
¢byHKLMM KOMMYTaTOpOB. [lepcoHanbHbIe
5KkpaHbl. AGOHeHTCKoe mvdpoBaHue.

3aiuTa ceTeBoro Tpauka u
KOMITOHEHTOB CeTH. 3aluTa
KOMIIOHeHTOB ceTu oT HC/I.
besonacHocTe pecypcos cetu. CpezcTsa
WJeHTU(PUKALIUU U ayTeHTU(PUKALIUH,
MeTO/bI Pa3zesieHHs peCypCcoB U
TeXHOJ/IOTUY pasrpaHUuyeHUs J0CTyIa.

Cpe/icTBa TIOBbIIIIEHUsT HAaJIeXKHOCTH
(GYHKLMOHMPOBaHUs ceTell. 3allyTa oT
c00€B 371eKTPOITHUTaHMS], alfapaTHOTO U
nporpaMMHOro obecrieuenust. KOHTposb
Y pacrpe/iesieHre Harpy3Ky Ha
BBIUHC/IUTENTEHYIO CETh.

PerylaMeHTHpYIOIIHE TOKYMEHTHI B
00/1acTH 6€30MaCHOCTH BBIUUC/IUTENBHBIX
ceteii. CTaHgapThl 6€30MIACHOCTU
BBIUMC/IUTE/ILHBIX CeTer U UX
KOMITOHEHTOB. [IpaBOBbIe OCHOBBI
3aIUThI UHGOPMALIUY B CETSIX.

Ntoro

TIK-14,
TK-17,
TTK-26,
TK-3

8 O0ecmeueHre 6e30MaCHOCTU CeTel
Ha 6a3e ceTeBbIX OIMEpPALMOHHBIX
CHUCTEM

CeTeBble oreparjiOHHbIE CHCTEMBI
Windows, Unix/Linux. OcHOBHBIe
TIPOTOKOJIBI, CITY>KOBI,
(byHKIIMOHUPOBaHUE, CPeZCTBA
obecrieueHust 6e30MIaCHOCTH, CPeZCTBA
yTIpaB/IeHUsI U KOHTPOJIS.

[Tomutrka 6e3onacHocTH: [ToHsSITHE
TIOJTUTUKY Oe30macHOCTH. TUroBbie
3JIEMEHTbI TIOJTUTUKU 0e30T1aCHOCTH.
[TocTpoeHue, peanu3aliusi, MoJiep>KaHue
1 MoAbUKaIUs TTOJTUTUKH
Oe3oracHocTH. Kputepun o1jeHKH
6e3omnacHocTH ceteBbix OC. OCHOBHbBIE
KpUTEpHH aHa/iM3a CeTeBon
6e3omacHocTH. OO1I1as nporeaypa
aHasm3a.

HToro

TK-14,
TTK-26,
TK-3

9 ObecrmeueHre 6€30MaCHOCTH
MEXXCEeTeBOI'0 B3aUMO/[eHCTBHUS

OCHOBHBIe MeXaHU3MbI 00eCIieueHust
6e301MacHOCTH 1 YTIpaBJIeHUs
pacnpe/ieNieHHbIMA PeCypCamH.
Ob6ecrieueHre HaJZIE)KHOCTH

TK-14,
MK-17,
TK-26,
MK-3
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rvH(pacTpyKTypbl VIHTEpHeT.

3alyra KaHasioB CBs3U B VIHTepHeT. 2
Buel vcrnonb3yeMbix B UHTEpHeET
KaHasioB CBsA3U. Mcrnosb30BaHue
MeJKCeTeBbIX 5KpaHOB. BupTtyasbHble
YaCTHbBIe CeTH.

YS3BUMOCTH M 3aluTa 0a30BbIX 2
TIPOTOKOJIOB U Cy>K0: TIpOTOKOJIBI
MapuupyTtusanuu. Cemerictso TCP/IP.
Cy»x0b1 noricka. be3ormacHoctb WWW u
3JIEKTPOHHOMU ITOUTHI.

Ntoro 6
10 IIpaBoBbIe OCHOBBI 3aLUThI CucTeMbl 0OOHapy>keHUs U 2 [1K-14,
MH(OopMaIMK B KOMIBIOTEPHBIX CETSIX. | TIPOTUBOZAENCTBUS BTOP/KEHUSIM. IK-3
3aluILeHHbIH JOKyMeHT0000pOoT Knaccudukaiysi v pUHLMITBL

(bYHKIIMOHUPOBAHHUS CUCTEM
oOHapy»keHus1 BTopkeHnH. CKaHepbl
0e30IacHOCTH.

Kracchbl ckanepoB 6€30macHOCTY U 2
0Cc06EeHHOCTH MPUMeHeHHs. 3all[uTa OT
BUPYCOB.3all1Ta 31eKTPOHHOTO

JIOKyMeHTO00opoTa.

Htoro 4
Wtoro 3a cemecTp 28
Ntoro 46

5.3. Pazjenbl AMCHUIUIMHBI M MEX/JUCIMIT/IMHAPHBIE CBSA3M C 00ecneurBalIUMH (PeAbIAYIMMHA)
U ofecreurBaeMbIMH (MOC/TeYOIAMH) JUCHHUIUTHHAMH
Pa3ziesibl JUCLIUTIIMHBI U MEXXAUCIIUTUIMHAPHBIE CBSI3U C 00eCreuruBaromMu (MpeabIIyuMKi) 1
obecreuriBaeMbIMH (T10C/IeAYIOIIMMUI) JUCLIMTITMHAMHU TIpe/ICTaB/eHbl B Tabuile 5.3.
Tabsura 5.3 - Paszesnbl AUCIUTUTUHBI M MEXIUCIIUITAHAPHBIE CBS3U
Ne pa3ziesioB AAHHOM AWCLIUTIZIMHEIL, [T KOTOPBIX HEOOX0JUMO U3yUeHue
HauMeHOBaHMe AUCLUIUTHH obecrieunBarOLMX U 00€eCIeurBaeMbIX JUCLIATUTH

1 2 3 4 5 6 7 8 9 10

[IpeaiiecTByroOLLIEe JUCLUATITUHBI

1 'ndopmarrika +

2 OCHOBEI
rH(bOpPMaI[MOHHOM +
0e30macHOCTH

5.4. CooTBeTCTBHE KOMIIeTeHIUH, ()OPMUPYeMBbIX NP U3yYeHUH JUCIHUIUIHHBI, U BU/I0B 3aHATHI
CooTBeTCTBME KOMITeTeHI[MM, (OPMUPYyeMbIX TPHU WU3YYeHUU [OWUCLUIUIMHBI, U BUJOB 3aHSTHI
nipeZicTaBeHo B Tabsnutie 5.4
Tabmuma 5.4 — CooTBeTCTBHE KOMIIETEHLUH W BWJIOB 3aHSTHM, (GOPMHUDYeMbIX TMpH HW3yUeHUU
WCLIUTIIUHBI

Bubl 3aHATUM @OpMBI KOHTPOJIA
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[1K-3 + + + + 3ammTa otyeta, OTUeT 1o
naboparopHoii pabore,
Ornpoc Ha 3aHATUSIX
I1K-14 + + + + 3amura otyera, OTuert 1o
naboparopHoii pabore,
Ornpoc Ha 3aHATUSIX
[1K-17 + + + 3amuTa otyeta, OTUeT 1o
naboparopHoii paboTe,
Ornpoc Ha 3aHATHSIX
[1K-26 + + + + 3amuTa otyeta, OTUeT 1o
naboparopHoii pabote,
Ornpoc Ha 3aHATUSIX

6. InTepaKkTUBHBIE MeTOABI M (OPMBI OpraHu3aIuy 00yYeHHs
TexHO/MIOTUM MHTEepPaKTUBHOTO OOyueHMs] MU pa3HbIX (OopMax 3aHSATUM B uvacax IpUBeJEeHbI B

Tabnwe 6.1

Tabnuiia 6.1 — TeXHOMOTMM UHTEPAKTUBHOTO 00yUueHUsI MPHU pa3HbIX opMax 3aHSTHH B Uacax

NuTepakr
VIBHbIE
NHTepakTHUBHLIE
MeToabl NHTepakTHBHBIE JIEKLUU | TIPAKTAUE Bcero
naboparopHble 3aHATHS
CKue
3aHATUSA
5 cemecTp

IT-meToBI 10 10
[Ipe3eHTaLmu ¢ 6 6
WCII0/Ib30BaHHUEM

CalJIoB C 00CYKIeHHEM

Wroro 3a cemectp: 10 6 0 16

6 cemecTp

I'T-meTozbI 12 12
I[pe3eHTanmu ¢ 8 8
WCII0/Ib30BaHVeM

C/1ai10B € 00CyKeHreM

WccnenoBaTenbCKuii 4 4
MeToZ,

WToro 3a cemecTp: 12 8 4 24
Utoro 22 14 4 40

7. JIabopaTopHbie padoThI
HaumeHoBaHue 1abopaTopHBIX paboT nprBeieHo B Tabnwie 7.1.
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Tabmuua 7. 1 — HanmeHoBaHue 1abopaTopHbIX pabot

Hassanus paszenos

HaumeHoBaHuMe 1abopaTopHBIX paboT

Tpyn0eMKOCTb,
q

dopmMupyeMbie
KOMITeTeHLIUU

5 cemecTp

1 OcHOBHEIE TTOHATHUS
MH(OPMaLMOHHBIX CeTel

MopenpoBaHue CeTeBbIX YCTPOUCTB U
TIPOTOKOJIOB B JIOKAJTbHBIX CETSIX

N

MogenvpoBaHyie BUPTya/IbHBIX
nokanbHbIx ceTeit (VLAN) c
pa3rpaHUyeHreM JI0CTyTa K CeTeBbIM
pecypcam

HToro

ITK-26,
[TK-3

2 OCHOBBI TTIOCTPOEHUSI COBPEMEeHHBIX
JIOKQ/ILHBIX CeTen

HaCTpOf/‘IKa MOAKJ/TFOUEHHS y3J/id K CETH.
ABTOMaTHueCKast JUHaAMHWUeCKad 1u
CTaTHU4yeCKasd HaCTpOﬁKH ceTeBoro
IMOAK/THOUEHMS.

Crek nipotokonoB TCP/IP. ITpukagHbie
MIPOTOKOJIbI ceTH VIHTepHeT.

Ntoro

I1IK-3

3 CeTeBble OnepalMoOHHbIe CUCTEMBbI

Cetu Microsoft Windows. YmpaBieHue
CeTeBbIMHU pecypcamu B O[HOPAHTOBOM
ceTH.

Cetu Microsoft Windows. Active
Directory. Yrpas/ieHve ceTeBbIMU
pecypcamMu KOpIIOpaTHBHOW CeTH.
['pymnroBbie MOMUTHKY.

HToro

TTK-26,
TIK-3

4 CpejcTBa peanu3alii Me>KCeTeBOr0
B3aUMO/IeCTBUS

MopenrpoBaHue 6a30BbIX CTYXK0 U
MPOTOKOJIOB MapIpyTU3aLiH B
100a/IbHBIX CeTIX.

bazosble cyx0b1 cetu MHTepHeT. DHCP.
DNS. IIpoToKo/bl MapLipy TU3aLjuu.

[TpuknazsHbie Cay>KObl ceTu IHTEpHeT.
Hactpoiika Web-, FTP-cepBepoB u
cepBepa 3/1eKTPOHHOM MOUTHI.

HToro

12

TTK-26,
TK-3

Nroro 3a cemectp

36

6 cemecTp

7 TexHonoruu obecreyeHus
0e30MacHOCTH B JIOKAJIbHBIX COTSX

PasrpaHuueHue JoCTyMa K JIOKaJIbHbIM U
CeTeBbIM pecypcaM. /JUCKpelMOHHas U
MaH/laTHast MOZIeJT! yTIpaB/IeHuUs
JOCTYTIOM.

WHCTpyMeHTHI /151 UCC/ieflOBaHUs CeTH
(caudepn)

TIK-14,
TK-17,
TIK-26,
TIK-3
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VHCTpYMEHTHI [i71s1 UCCIeI0BaHUS CeTH
(ckaHepb! 6€30T1aCHOCTH)

Nroro 12
9 Ob6ecrieueHue 6e30MacHOCTH MeskceTeBble SKpPaHbI 4 [TK-14,
MeXKCeTeBOIr0 B3aUMO/IeUCTBUS AHTHBHPYCHas 3aL[HTa 4 IK-17,
[TK-26,
BupTtyanbHble yacTHbIe CETH 8 TIK-3
Cucrembl 0OHapyXeHUs U 4
rpe/j0TBpallieHUs] BTOP)KeHUM
DLP-cucremsl
Be3omnacHOCTb NMPUK/IaJAHBIX TPOTOKOJIOB
Ntoro 32
Wroro 3a cemecTp 44
Ntoro 80

8. IlpakTHyeckue 3aHATHUA (CEMUHAPBHI)
HanmMmeHoBaHMe MpaKTHUeCKUX 3aHSATHH (CeMHUHApOB) MpHUBeeHo B Tabsuiie 8.1.
Tabnuna 8. 1 — HaumeHoBaHMe MTPaKTHYeCKUX 3aHSITUN (CeMHUHApPOB)

oo R~
3 4
g ]
HaumeHoBaHMe npakTUUe CKUX 3aHATUN = > T
Hassanws paspenos 2 " =y
(cemuHapoB) s Cl=
S a =
2 o' O
= S
6 cemecTp
7 TexHonoruu obecrieyeHUst [TocTpoeHue CTPYKTYypbI 4 [1K-14,
0e30MacHOCTH B JIOKa/IbHBIX CeTSIX MH(OpPMaL[MOHHOM CeTH, OMKCaHre [TK-26,
XapakTepa CBsI3erd MeX/y 37ieMeHTaMu 1 [1K-3
VMH(OpPMaL[MOHHBIX NTOTOKOB.
[TpopaboTka Moe/T yTpo3 ¥ MOZAEH 4
HapyLLIUTe/Is1 KOMITbIOTePHOU CeTH.
[TpopaboTkKa CTPYKTypbl CUCTEMBI 6
3alMThl HH(OpPMaLMKY, COCTaBa CPeJCTB
3amuThl. V3yueHre criocoO0B yCTaHOBKU
Y1 OCHOBHBIX ITapaMeTpOB KOH(pUrypaLyu
CPe/CTB 3allUThl HPOPMaLIMU
IToaroroBka JOKyMEeHTOB I10 CUCTeMe 4
3alUThI MH(OpPMaLU B
MH(POPMaLMOHHOW cUCTeMe.
Nroro 18
Wroro 3a cemecTp 18
Wtoro 18

9. CamocTosiTe/IbHasA padora

Buzibl camocTosiTesTbHOM paboThI, TPYAOEMKOCTh U (hOpMUPYeMble KOMIIeTEeHLIMH TIPe/[CTaB/IeHbI B

Tabmumie 9.1.
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Tabmuua 9.1 - Busiel camocTosiTenbHOM paboThl, TPYJ0eMKOCTb U (pOpMHUpyeMble KOMITeTEeHLIUH

3 [<5)
& s
= = =
o Q U T
Buzpl camocrosiTenbHOM = > T
Ha3saHus paszenos s =y @DopMBI KOHTPOJIA
paboTel g g g
S =
S =
~ o 2
= S
5 cemecTp
1 OCHOBHBIE MOHATHSA ITpopaboTKa JIeKIMOHHOTO 2 |TIK-26, Ornpoc Ha 3aHATUSIX,
MH(OPMaLMOHHBIX CeTell | MaTepuasa ITK-3 Ortuert 10 y1labOpaTOpHO
OdopmiieHre 0TUETOB TI0 2 paGore
nabopaTtopHbIM paboTam
Ntoro 4
2 OCHOBBI TTOCTPOEHUS ITpopaboTKa JeKIIMOHHOTO [1K-17, Ornpoc Ha 3aHATUSIX,
COBPEMEHHbIX JIOKAJIbHBIX | Marepuasa I1K-3 Otuet 110 1abopaTopHOi
Tel T
cere OdopmiieHre 0TUETOB TI0 2 pabore
nabopaTtopHbIM paboTam
HToro 4
3 CeTeBble ITpopaboTKa JeKIIMOHHOTO [1K-26, Ornpoc Ha 3aHATUSIX,
OreparMoHHbIe CUCTEMBI | Marepuasa IK-3 Otuet 10 1abopaTopHOi
OdopmreHre O0TUETOB T10 2 pabore
naboparopHbIM paboTam
Utoro 3
4 CpeactBa peanu3aiuu | [IpopaboTKa JIeKIIMOHHOTO 3 |IIK-26, Ornpoc Ha 3aHATUSIX,
Me>XCeTeBOro Marepuasna IMK-3 Ortuet 1o 1abopaTopHOi
B3aUMO/IeNCTBUS abore
A OdopmiieHre 0TYETOB 10 3 p
nabopatopHbIM paboTam
Htoro 6
5 IlepcrieKTUBHBIE ITpopaboTKa JeKIIMOHHOTO 1 [1K-3 Ornpoc Ha 3aHATUSIX
HaripaB/IeHUs pasBUTHS U | MaTepuasa
ripobsiembl | Wroro 1
VMH(OPMaL[MOHHBIX CeTel
Wtoro 3a cemecTp 18
6 cemecTp
6 OCHOBHBbI€e MTOHATUSA ITpopaboTKa JeKIIMOHHOTO 4 |TIK-17, Ornpoc Ha 3aHATUSIX
“H(OopMaI[MOHHOU Marepuasa IMK-3
MacHOCTU
Ge3ormacHoC ViToro 4
7 TexHonoruu ITogroroBka K I1K-14, 3amumra otuera, Ornpoc Ha
obecrieueHust MpaKTUYe CKUM 3aHSATUSIM, [MK-17, 3aHaTUsIX, OTUeT 10
6e3omacHOCTH B ceMHHapaMm [TK-26, |mabopaTtopHoii paborte
KaJIbHbIX CeTIX IK-
floxan ce [TpopaboTKa IeKIIMOHHOTO 8 3
Marepuasna
OdopmiieHre 0TUETOB TI0 12
nabopaTopHbIM paboTam
Ntoro 26

CornacoeaHa Ha noptane N2 15399
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8 Obecreuenue ITpopaboTKa JIeKIMOHHOTO 4 |TIK-14, Ompoc Ha 3aHATHAX
0e30mMacHOCTH CeTeli Ha | MaTepuasa [1K-26,
0a3e ceTeBbIX ViToro 4 TK-3
OIepaLjMOHHBIX CUCTEM
9 O6ecrmeueHue ITpopaboTKa JIeKIMOHHOTO 6 |IIK-14, Ompoc Ha 3aHATHSIX,
Ge3omacHoCTH Marepuasa [1IK-17, Ortuert 1o y1labopaTopHO
MECETEBOTO OdopmieHre 0TUETOB 110 10 g?g& pabore
B3aNMOACUCTBI nabopaTtopHbIM paboTam }

Ntoro 16
10 TTpaBOBBIE OCHOBBI ITpopaboTKa JIeKIMOHHOTO 4  |TIK-14, Onpoc Ha 3aHATUAX
3alyThl MHPOPMAaLMM B | MaTepuasa IT1K-3
KOMIIbIOTE€PHBIX CeTSIX. Vitoro 4
3alUIeHHBbIN
JIOKyMeHT0000pOoT
Wroro 3a cemecTp 54

ITogroroBka u craua 36 JK3aMeH

3K3amMeHa
Ntoro 108

10. KypcoBasi padora (nmpoekT)
He mipegycmorpeno PYII

11. PeiiTHHrOBas cucTeMa JJisl OL[eHKH YCIIeBaeMOCTH CTYAeHTOB

11.1. Ban/bHbIE OLleHKH /11 3/IEMEHTOB KOHTP0JIsl
Tabnuiia 11.1 — banbHbIe OLIEHKU ISl 37IeMEeHTOB KOHTPOJIS

CornacosaHa Ha noprane Ne 15399

. . MakcumanbHbIi
o MaxkcumanbHbIN MaxkcumanbHbIN
OJieMeHTbI yueOHO! Oarut 3a epuop, Bcero 3a
6amn Ha 1-yro KT c| ©6as 3a mepuop,
JlesiTeIbHOCTH mexay 2KT u Ha cemMecTp
Havasa ceMectpa | Mexay 1KT u 2KT
KOHel| ceMecTpa
5 cemecTp

Ornpoc Ha 3aHATUSAX 3 4 3 10
Otuer 110 /1Tab0OpaTOPHOM 30 30 30 90
pabore

WToro makcumym 3a 33 34 33 100
Mepuof

Hapacrarorym utorom 33 67 100 100

6 cemecTp

3aiumra otuera 10 10 20
Ornpoc Ha 3aHATUSAX 3 4 3 10
Ortuert 1o ysabopaTopHOi 20 20 40
pabore

Wtoro makcumym 3a 13 34 23 70
Tepuoz,

JK3aMeH 30
Hapacrarouym utorom 13 47 70 100
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11.2. ITepecuet 6a/1/10B B OLIEHKH 3a KOHTPO/IbHBIE TOUKHU
[Tepecuet 6asyI0B B OL|eHKU 3a KOHTPOJIbHbIE TOUKHU Tpe/icTaB/eH B Tabuie 11.2.
Tabsmura 11. 2 — ITepecueT 6asiyioB B OLIEHKHU 3a KOHTPOJIbHbBIE TOUKH

basnnbl Ha jaTy KOHTPOIBHOM TOUYKH Orenka

> 90% oT MaKCHUMaJIbHOM cymMMbI OasiioB Ha gary KT 5

Ot 70% 1o 89% ot MakcMMaJibHOM cyMMbI OasiioB Ha gary KT

4
Ot 60% 10 69% OT MakcMManbHOW CyMMBI O6asioB Ha gary KT 3
2

< 60% oT MakCMMasbHOM cyMMbI 6asinoB Ha gaty KT

11.3. Ilepecuer cymMMbI 0a/IJIOB B TPAAMILIMOHHYIO U MEXX/YHAPO/JHYIO OLI€HKY
[TepecyeT cymMbl 0asijioB B TPAAMLIMOHHYIO U MEXKIYHAPOJHYIO OLIeHKY Ipe/CTaB/ieH B Tab/uiie
11.3.
Tabmuiia 11. 3 — [TepecueT cyMMbI 0a/IJIOB B TPAJAULIMOHHYIO ¥ MEXKAYHAPOAHYIO OLIEHKY

WToroBast cymMmma 6asios,

Ouenka (I'OC) YUUTBIBAET yCMeIIHO CAaHHBIN Ouenka (ECTS)

3K3aMeH

5 (oTIMYHO) (3aUTeHO) 90 - 100 A (oT/1uHO)
85-89 B (oueHn xopol11i0)

4 (xopo1Lo) (3auTeHo) 75 -84 C (xoporo)
70 -74
65 - 69 D (ynoBneTBOpUTEIbHO)

3 (yA0oB/1eTBOPUTEBHO) (3aUTEHO) 60 64 E (H0CpeACTBeHHO)
2 (HeyROB/IETEODUTEILHO) (He Hwxke 60 6annos F (HeyznoBneTBOpUTEEHO)

3aUTEeHO)

12. Yueb6Ho-MeTOAMUYEeCcKOe M HH(OPMAILJMOHHOE 00ecreyeHHe AUCIUILIMHbBI

12.1. OcHoBHas /MTEparypa

1. KowmrbtoTepHble ceTu: [IpUHLIMITBI, TEXHOIOTHH, MPOTOKO/bI [TekcT] : yueGHUK /17151 By30B / B.
I. Omadep, H. A. Onmudep. - 4-e u3g. - CII6. : [TMTEP, 2013. - 944 c. : un., Tabn. - (YueOHUK /151 By30B.
CraHgapT TpeTbero mokoneHus). - And. ykas.. c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p.
(Hamuue B 6ubmioreke TYCYP - 20 3k3.)

2. KowmmbtoTepHble cetu [Tekcr] : HayuHoe u3manue / 3. Tanenbaym, [. Y33epost. - 5-e u3g,. -
CII6. : TIMUTEP, 2013. - 960 c. : un., Tabn. - (KITACCUKA COMPUTER SCIENCE). - Tlep. c aHr. -
And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B 6ubmoreke TYCYP - 15
9K3.)

12.2. lono/siHUTe/IbHASA IUTEpaTypa
1. CereBble orepaljMOHHbIe CHCTeMbI : YuebHoe mocobue fns By3oB / B. I. Omudep, H. A.
Osudep. - CII6. : TTurep, 2007. - 538[6] c. : un. - (YueOHUK /7151 By30B). - Bubmumorp.: c. 525-526. - And.
yKa3.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hamuuue B 6ubmioreke TYCYP - 10 3K3.)

12.3 YuebOHO-MeTOgHUECKHE T0CO0HS

12.3.1. O6sa3aTenbHBbIE YUeOHO-MeTOqHYECKHE M0Co0us
1. bBe3omacHocth ceteli OBM: MeTtonnueckre yKa3aHus [jisi 1abOpaTOPHBIX U MPaKTUYeCKUX
pabotr / HoBoxpectoB A. K., IIpackypun I'A., 2014. — 99 c. [DnekTpoHHbIM pecypc] [DeKTpOHHBIM
pecypcl. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf
2. bBesomacHocTs ceteti OBM: Metoguueckrde yKa3aHUSI [JIi CaMOCTOSITeJTbHOM pabOThI
crygenta / HoBoxpectoB A.K., Ilpackypun I'A., 2014. — 4 c. [DnekTpoHHbIM pecypc] [OneKTpoHHbIN
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf
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12.3.2 YueOHO-MeTOANMYECKHE TTOCO0UA AJIfA JIUI] C OTPAHNYEHHBIMH BO3MO)KHOCTSIMH 3/[0POBbSI

YuebGHO-MeTOAMYECKHE MaTepuasbl JIJIsi CAaMOCTOSTe/TbHOM U ayJUTOPHOM paboThl 00yuaromyxcs
W3 YKC/ia WHBAJU/IOB MPEAOCTaB/sIOTCA B (pOpMax, aalTUPOBAHHBIX K OTPAHUUEHUSIM UX 3/10pPOBbs U
BOCIIPUATHSL MH(OpMaLUK.

JIist id1y ¢ HapyLIeHUsIMM 3peHust:

- B (hopMe 3/1eKTPOHHOTI'0 JOKYMEHTa;

- B IeyaTHOM (hopMe yBe/IMUeHHBIM HIPHU(TOM.

JIist id1 ¢ HapyLIeHUusIMM cJIyXa:

- B (hopMe 3/IeKTPOHHOTO IOKYMEHTa;

- B reyaTHOM (popme.

JI/ist i1 ¢ HapyLIeHUsIMHM OTNIOPHO-JBUraTe/IbHOI0 anmapara:

- B (hopMe 3/IeKTPOHHOTO JOKYMEHTa;

- B reyaTHOU (popme.

12.4. Ba3bl JaHHBIX, HH()OPMALMOHHO-CIIPABOYHbIE, IOMCKOBBIE CHCTEMBI H Tpedyemoe
NMporpaMMHoe obecrieueHue

http://www.lib.tusur.ru — 6ubMoTeKa yHUBEPCUTETA;

http://www.elibrary.ru — HayuHasi 3nekTpoHHasi 6ubivoTeka;

http://www.edu.ru — Be6-caiiT cructembl dhefiepanbHBIX 00pa30BaTe/IbHBIX TTOPTAJIOB.

[TporpammMHOe obecrieueHue:

orepaLMoHHbIe cCUCcTeMbl cemelicTBa Windows;

Cpe/ICTBO 3al[uThl HHGopMaLuu "brnokxocT-ceTh K";

crcTeMa OOHapy)KeHUs BTOpKeHu# "Snort";

cpenctBo MogenupoBanus ceteit Cisco Packet Tracer;

10 DLP-cucrema "KoHtyp unbopmarmonHoi 6e3omacHocty SearchInform";
11. muctpubyTtur Kali Linux;

12. cuctema aHanu3a 3aiuieHHoCcTH ceTH "MaxPatrol".

CONPU A WN

13. MaTepua/ibHO-TeXHHYECKOe o0ecreyeHUue AUCIUILTHHBI
13.1. O61mue TpedoBaHUA K MaTepHa/IbHO-TEXHUYECKOMY 00eCreueHUI0 JUCIHUITUHBI

13.1.1. MaTrepuaibHO-TEXHHUECKOe 00ecrieueHue /Jisi IEKIMOHHBIX 3aHATUHH

Ons  mpoBefeHWsi  JIEKUMOHHBIX  3aHATHN  WCIONb3yeTcsl  yueOHO-MCC/efoBaTebCKast
BBIUKMC/IATE/IbHAsE Jjlaboparopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas obnacts, . ToMck,
KpacHoapmeiickas ynuija, 1. 146, 3 stax, aya. 310. CocraB obopynoBaHus: YuebHass mebOesb;, JKpaH
pasaBWwKHOM - 1 wrt.; /Jocka MarHUTHO-MapkepHas - 1 wrT.; MynbsTumMeaniHbIM nIpoekTop ViewSonic
PJD5151 — 1 wrt; KomnbroTep /ekijuoHHbIM acer travelmate 2300; Mcronb3yeTcsi /ULieH3MOHHOE
nporpaMMHOe obecriedeHue, TakeTbl Bepcueil He Hibke: Microsoft Windows XP SP2, Microsoft
Powerpoint Viewer; lmeercsi momelleHue /s XpaHeHUs] M TIPOPUIAKTUUECKOTO O0O0C/TyKUBaHUS
yuebHOTrO 060pyZ0BaHMSI.

13.1.2. MaTepHa/IbHO-TEXHHYECKOe 00ecreueHne 1A MPAKTHYEeCKHX 3aHATHH

[Ons  mipoBefieHUs]  TIPAKTUUECKUX  3aHATHM  HCIIONB3yeTcss  yueOHO-MCCiefoBaTebCcKast
BBIUMC/IUTE/IbHAs 1abopaTopusi, pacronokeHHass 1o azapecy 634045, Tomckas ob6nacte, T. TOMCK,
KpacHoapmeiickas yiuiia, 1. 146, 8 stax, aya. 804. CocraB obopynoBaHus: YueOHasi Mebenb;— 1 IIT.;
Hocka MarHUTHO-MapkepHasi - 1 mT.; Kommnberotepsl Kinacca He Hwke CPU AMD A4-6300/DDR-III
DIMM 4Gb x2/ HDD 250 Gb SATA-II 300 Seagate Pipeline HD.2 . c IMPOKOMO/IOCHBIM /IOCTYTIOM B
Internet, — 10 1rT.; Vicrionb3yeTcst MUIeH3MOHHOE MPOrpaMMHOe obecrieueHre, TTakKeTbl BePCHe He HIKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VimeeTcsi mioMelrieHre /i1 XpaHEeHUS U TIPOPUIaKTUUECKOTO 00C/Ty)KMBaHUsI y4eOHOTO 000pyZoBaHUS.
OKpaH pa3[BKHOM - 1 mIT.; MynsTumenuiiHbIi npoektop ViewSonic PJD5151

13.1.3. Marepua/ibHO-TEXHUUYECKOe o0ecreueHue /i1 J1ad0paTopHbBIX padoT
Onsi  mipoBefeHusi  /1abOpaTOpPHBIX — 3aHATHM — WCIOMB3yeTcs — y4eOHO-MCC/e[0BaTebCKast
BBIUMC/IUTE/IbHAs j1abopaTopusi, pacronokeHHass 1o azgpecy 634045, Tomckas ob6nacte, I. TOMCK,
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KpacHoapmeiickas ynuiia, 1. 146, 8 staxk, aya. 804. CocraB obopynoBaHus: YuebHasi Mebenb;— 1 10T.;
Hocka MarHuTHO-MapkepHasi - 1 mT.; Kommerotepsl Knacca He Hwke CPU AMD A4-6300/DDR-III
DIMM 4Gb x2/ HDD 250 Gb SATA-II 300 Seagate Pipeline HD.2 . c 1IMPOKOMO/JIOCHBIM /IOCTYTIOM B
Internet, — 10 wT.; Mcrionb3yeTcst TMLeH3MOHHOE MporpaMMHoe obecrieueHue, TakeTbl BepCHel He HUKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VimeeTcsi mioMelrieHre [Jisi XpaHeHUs U TIPOPUIaKTUUECKOTO 00C/Iy)KUBaHUsL yueOHOTO 000pyZoBaHUS.
OKpaH pa3[BKHOU - 1 mT.; MynsTumenuiiHbii npoekrop ViewSonic PJD5151

13.1.4. MaTepua/IbHO-TeEXHHYECKOe obecrieueHue /ijisi CaMOCTOsITe/IbHOH PadoThI
Insi camocTosATe/IbHOM pabOThI MCIONb3yeTcsl y4yeOHas ayauTopuisi (KOMITBIOTEPHBIM Kiacc),
pacrionokeHHast 1o agpecy 634034, r. Tomck, yn. KpacHoapmerickasi, 146, 2 stax, aya. 204. Cocras
obopyoBaHus: yuebHasi Mebeib; KOMITbIoTephI Kinacca He Hke IIDBM INTEL Celeron D336 2.8I'T'w. -
7 wrt.; koMmbioTepbl mozakmoueHsl K ceti MHTEPHET u obecrieunBaroT AOCTYN B 3/1€KTPOHHYIO
MH(pOpMaLMOHHO-00pa30BaTeIbHYI0 Cpe/ly YHUBEpCUTeTa.

13.2. Marepua/ibHO-TeEXHHYECKOe o0ecnedeHne JUCIMITIMHBI /IS JIUI C OTPaHUYeHHbIMH
BO3MO)XHOCTSIMH 3/{0POBbSI

OcBoenue qucHUIIIMHGI ujamu ¢ OB3 oCylecTBseTCS C UCIMOB30BaHHUEM CPeCTB 00yJeHust
00I11ero U CrelyaabHOTO0 Ha3HAUeHMS.

[lpu oOy4yeHUM CTyIE€HTOB C HapPyILIeHUsIMH CJIyXa TIPeAyCMOTPEHO HCIO/Ib30BaHHUe
3BYKOYCH/IMBalOLLleld anmaparypbl, MYJbTUMEAUMHBIX CPeACTB W JPYrMX TeXHUUeCKHUX CpefCTB
nipreMa/mepesiaur yueOHoON MH(pOpMaIu B AOCTYIHBIX (popMax Ajisi CTYAEHTOB C HAapYIIeHUsIMHU CJTyXa,
MOOW/ILHOM CHCTeMbl OOyUeHWs [jiss CTYJEHTOB C WHBaIMJHOCTBIO, TOPTAaTUBHOM WHAYKI[MOHHOM
CHCTeMbl. YueOHasi ayMTOPHs, B KOTOPOW 0O0y4arOTCsl CTYZeHThl C HapylleHHeM ciiyxa, obopymoBaHa
KOMIBIOTEDHOW TEeXHUKOM, ayJJMOTeXHUKOW, BUAEOTEeXHUKOW, SJIeKTPOHHOW [JOCKOW, MY/JIbTUMeOUNHOMN
CUCTEMO.

[Tpu oOyuyeHUM CTYAEHTOB C HAPYyIIeHUSIMH 3PEHHSMH T[IpeJyCMOTPEHO WCII0/Ib30BaHHe B
JIeKIIMOHHBIX 1 yUeOHBIX ayIUTOPUSIX BO3MOXKHOCTH TIPOCMOTPA y/laleHHbIX 00beKTOB (HarpyuMep, TeKCTa
Ha JI0OCKe WU CJlali[ia Ha SKpaHe) NPy TOMOLLY BU/le0yBeTnunTesiel /s ylaJleHHOTO TTPOCMOTpa.

[Tpu oOyyeHHH CTYIEHTOB ¢ HApyLIeHHUSIMH OMOPHO-BUraTe/IbHOTO ammapara HCIOIb3yHTCS
asbTepHaTHMBHbIE YCTPOWCTBA BBOJA WUH(OpMAaLMd U [IpyryMe TeXHUYecKue Cpe[CTBa IpueMa/repefauu
yueOHOM MHGbOpPMALIMK B JOCTYIHBIX (opMax AJisi CTYE€HTOB C HapyLIeHWsMU OTOPHO-ABUraTebHOTO
arrapara, MOOU/IbHOM CHCTeMbI 00yUeHHs JJ1s1 TIOZiel C MHBAIJHOCTBIO.

14. ®oHJ OLeHOYHBIX CPEACTB

14.1. OcHoBHbIe TpedoBaHuA K (OH/Y OLIEHOYHBIX CPEACTB M METOANUYECKHE PeKOMeH/Jal[uH
@OH/, OLIEHOUHBIX CPEeACTB U THUIIOBble KOHTDOJIbHBbIE 3a/laHUs, WCIOJb3yeMble [Jis OLIeHKHU
chOpMUPOBAaHHOCTU M OCBOEHUs 3aKpeIVIeHHbIX 3a JUCLUIUIMHOW KOMIeTeHLIUM TMpU TpOBeJeHUN
TeKyIIlel, TTPOMe>KyTOUHOM aTTeCTal[|H 10 AUCLIMIIIMHE TIPUBe/IeH B TIPUIOKEHUH K pabodeil porpaMMe.
14.2 TpeGoBanus K (hOH/Iy OLIEHOUHBIX CPEJCTB JJIsl JIUI| C OTPAHUYEHHBIMH BO3MO)KHOCTAMH
30POBbA
[nsi CTyIeHTOB C WHBAJUAHOCTBIO TIPEAYCMOTDPEHbI [OIMOJHUTEeIbHbIe OLIeHOYHbIE Cpe/CTBa,
riepeueHb KOTOPBIX YKa3aH B TaO/uIle.

Tabsmia 14 — JlonosTHUTE/IbHBIE CPEACTBA OIeHMBAHUS /ISl CTYIEHTOB C HHBA/IMAHOCTHIO

Bu/ibl IOTIO/THUTE/TBHBIX OL[@HOUHBIX @®opMbI KOHTPOJISI U OLIeHKH

KaTeropuu cTyzieHTOB
CpeJCTB pe3y/bTaToB 00yueHust

TecTbl, MTUCbMEHHBIE CAMOCTOSATE/IbHbIE
paboTBhI, BOTIPOCHI K 3a4eTy,
KOHTPOJTbHBIE PAOOTHI

C HapylieHusIMu
ciyxa

[TpeuMyIiieCTBEHHO MTMChbMeHHast
TIpoBepKa

C napywenusimu | CobeceioBaHue 110 BOTIPOCaM K 3aueTy, | [IperMyIiieCTBEHHO yCTHast TIpOBepKa

3peHus OMpoC MO TepMHUHAM (MHAUBUAYATBHO)
C Hapy1eHHsAMHA Pemenvie JUCTaHLIMOHHBIX TeCTOB, | [IpeMMylljeCTBEHHO MCTaHLJMOHHBIMU
OTOPHO- KOHTPOJIbHBIE pabOThI, MMCbMEHHbIe MeToJaMH
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JIBUTaTeIbHOTr0 CaMoCTOsITe/IbHbIe pPabOThI, BOMIPOCHI K
anmnapara 3aueTy
C orpaHuueHusiMu no | TeCTbl, MMCbMEHHbIE CAMOCTOSTE/IbHbIE [Tpermy11ieCTBEHHO TIPOBEpKa
o01IIeMe U UHCKUM paboThI, BOMIPOCHI K 3aYeTY, MeTO/JaMH, UCXO/IsI U3 COCTOSTHUS
MOKa3aHUsIM KOHTDOJIbHBIE PabOThI, YCTHBIE OTBEeThI | 00ydYarolerocsi Ha MOMEHT TIPOBepPKH

14.3 MeToguuecKkue peKOMeHAaLUM M0 OLeHOUHbIM CPeJCTBaM /Jisl JIUL] C OTPAaHUYeHHbIMU
BO3MO)XXHOCTSAMM 3/J0POBbSI

Ons crygentoB ¢ OB3 mpegycMmarpuBaeTcss AOCTynHas ¢opMma TpeJoCTaB/ieHusl 3aJaHui
OLIeHOUHBIX CPe/ICTB, 8 UMEHHO:

- B [eyaTHOU (hopme;

- B IevaTHol (opMe C yBeJTMUeHHBIM LIPUPTOM;

- B (hopMe 3/IeKTPOHHOTO /I0KYMEHTa;

- MEeTOZIOM UTeHUsI aCCUCTEHTOM 3aJjaHusi BCIyX;

- Trpe/ioCcTaB/ieHHe 3a/laHusl C UCTI0/Ib30BaHUeM CypZoIiepeBoja.

CTyneHTaM C WHBAJIMJHOCTBIO YBe/MYMBAeTCs BpeMs Ha TMOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIE
BOMPOCHL. [l TaKuX CTy[eHTOB MpeJyCcMaTpUBaeTCsl AOCTyMHas (opma MpefoCTaB/ieHUs] OTBETOB Ha
3a/laHusl, & UMEHHO:

- MUCbMEHHO Ha Oymare;

- Habop OTBETOB Ha KOMITBIOTEDE;

- HabOp OTBETOB C UCIO/Ib30BAaHUEM YC/IYT aCCUCTEHTa;

- rpe/iCTaB/ieHre OTBETOB YCTHO.

[Mporienypa oljeHWBaHUsI pe3y/bTaTOB O0yUeHUs MHBAIHU/OB IO AWCLUIUIMHE TpeJyCMaTpUBaeT
nipefjocTaB/ieHre uHbopMaluu B hopMax, aZlalTHPOBAHHBIX K OTPaHUUYEHUSIM UX 3[I0POBbsI U BOCTIPUSTHS
vHdOopMaluu:

Ji/1s1 UL ¢ HapylIeHUsIMU 3PeHusI:

- B (hopMe 3/1eKTPOHHOTO I0KyMEHTa;

- B revaTHo (opMe yBelMYeHHbIM IPUGTOM.

J1 ML ¢ HapyLIeHUsIMH C/IyXa:

- B (hopMe 3/1eKTPOHHOTO I0KYMEeHTa;

- B IleyaTHOU (hopme.

J/1s1 MLy ¢ HapyLUIeHWsIMU OMOPHO-/BUraTe/IbHOr0 anmnapara:

- B (hopMe 3/IeKTPOHHOTO I0KYMEHTa;

- B IleyaTHOU (opme.

[Tpu HeoOXoAMMOCTH /151 00YUarOL[UXCsl C MHBAIMHOCTBIO TpoLieypa OLeHUBaHUS Pe3y/bTaToB
00y4eHUsT MOXKET TTPOBOJJUTHCS B HECKOJIBKO 3TArloB.
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1. BBegenue

®onp oreHouHbIX cpeficTB (POC) sBAsIeTCs MPUIOXKEHHEM K paboueid TIporpaMMe AMCIUTUIAHBI
(MpakKTUKW) U TIpeJCTaB/isieT COO0M COBOKYITHOCTb KOHTPOJIBHO-U3MEPHUTETbHBIX MaTepyuasioB (TUIIOBbIE
3a7iau (3aZjaHus1), KOHTPOJIbHBIE pabOThI, TECTHI U JP.) ¥ METOZIOB UX MUCIIOIb30BaHUs, MpefHa3HaueHHbIX
JUIs ©3MepeHUsi YPOBHSI JOCTKEeHHs CTYAeHTOM YCTaHOBJIEHHBIX Pe3y/IbTaToOB 00yueHwUs..

®OC mno gucuuividHe (TNpakTUKe) WCIOMb3yeTCsl TPU MPOBEAEHUM TeKYIlero KOHTPOJIS
yCreBaeMOCTH M IPOMEKYTOUHOM aTTecTalluu CTyJeHTOB.

[TepeueHb 3aKpeIyIEHHBIX 3a JUCLIUIIIMHOM (TIPAaKTHUKOH) KOMIIETEHI[WH MpUBeeH B Tabwie 1.
Tabnuiia 1 — ITepedeHb 3aKpeIvIeHHBIX 3a JUCIUTUIMHON KOMIEeTeHLIUN

Kopg, @opMy/IMpOBKa KOMITeTeHL|UU Otarbl opMHUPOBaHUST KOMIIETEHITUM
[TK-26 CTIOCOOHOCTBHIO a]MUHUCTPHUPOBATh Lo/mkeH 3HaTh CpefCcTBa YU METO/bI
rozicucTeMy MH(OPMAL[MOHHOM 6e30MacHOCTH | XpaHeHus U Tiepejaur MH(opmaLiy;
aBTOMaTH3UPOBAHHOW CUCTEMBbI 3TaJIOHHYIO0 MOJe/ib B3auMO/IeHCTBUS
[IK-17 CITOCOOHOCTBIO TIPOBOJUTH MHCTPYMEHTATbHBIN OTKPBITBIX CHCTEM; OCHOBHBIE CTaHAAPTLI B

o6s1acT ”HPOKOMMYHHUKAL[MOHHBIX CUCTEM
Y TeXHOJIOTHI; OCHOBHbIE HOPMaTUBHO
TIPABOBbIE aKThl U HOPMATHBHbIE
MeTOIUYeCKHe JOKyMEHThI B 00/1acTh

MOHHUTOPUHT 3all[UIIeHHOCTH UH(OPMaIK B
AaBTOMAaTH3UPOBAHHOM CUCTEME U BISBJISATh
KaHaJlbl yTeuku UHdopMariu

[1K-14 CMOCOOHOCTBIO TIPOBOJIUTH KOHTPOJIbHBIE MH(OKOMMYHHKALIHOHHBIX CHCTEM;
NPOBEPKH PabOTOCIIOCOOHOCTH NPUMEHSIEMbBIX | [IpUHIKIIBI [TOCTPOEHHS 3aLIHILIEHHBIX
HpOrpaMMHO-alllapaTHbIX, Te/TIeKOMMYHHKAL[MOHHbIX CUCTEM;
KPUNTOrpaQuueCcKnX U TEXHUUECKNX CPEACTB | vexaHHU3MbI peatyu3aliii aTaK B
3alUThl HH(OPMALIUK KOMITbIOTEPHBIX CETSIX; 3allUTHbIE

IMK-3 CTIIOCOOHOCTBIO ITPOBOANTD aHAHN3 MeXaHU3MBI ¥ CPeficTBa obecreyeHns

3al[UIIIEHHOCTH aBTOMAaTHU3WPOBAHHBIX CUCTeM | CETEBOM be30macHOCTH; CpeACTBa 1
METO/IbI TTPeIOTBPAIlleHHsT U 00HAPY>KeHUsT

BTOP’KEHUH. ;

[omkeH yMeThb PUMEHSITh 3allUL[eHHbIe
TIPOTOKOJIbI, ME>KCeTeBble KpaHbl U
cpefcTBa 0OHapy>KeHHs1 BTOP>KeHUH J1Ist
3aIUThl MHGOPMALIUU B CETSX;
OCYIIEeCTB/IATh MePbI TPOTUBOZAEHCTBUS
HapylLlIeHUsIM ceTeBol 6e30macHOCTH €
VICTIO/Tb30BAaHUEM Pa3/InYHBIX
TIPOTPaMMHBIX U arfapaTHBIX CPe/ICTB
3aIWTHl B COOTBETCTBUU C TPeOOBAHUSMU
HOPMAaTHBHO TIPaBOBLIX aKTOB U
HOPMaTHBHBIX METOANYECKHUX JOKYMEHTOB.
5

IokeH Ba/ieTb HaBbIKAMU
KOH(UTYpHUPOBaHUS JIOKa/IbHBIX CeTel,
HaBBIKAMU pea3aliiy CeTeBbIX
TIPOTOKOJIOB C TTIOMOIL[bIO TIPOTPAMMHBIX
CpeJCTB; HaBbIKAMU HACTPOUKH
MeXKCeTeBbIX IKPAHOB; HABbIKAMU
TIpUMeHeHHsI HOPMaTHUBHO TPABOBBIX aKTOB
Y HODMaTHUBHBIX MeTOJ1ue CKUX
JOKyMEeHTOB B 00/1acTH
MH(POKOMMYHHKAL[MOHHBIX CUCTEM;
METO/IMKOM aHa/r3a CeTeBOro Tpaduka;
METO/IMKOM aHa/in3a pe3y/ibTaToB PaboThI
cpefcTB 0OHApY>KeHUsT BTOP)KEHUH. ;

O6H_u/1e XdPAKTE€PUCTUKHU roKasarejie u KpUTepUeB OLI€HHWBAHUA KOMHeTEH]_II/II\/JI Ha BCeX 5TdIldaX
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npuBe/ieHbl B Tabsurie 2.
Tabsvija 2 — Ob1IMe XapaKTEPUCTUKY TI0Ka3aTesield U KpUTEPHEB OL|eHUBaHWs KOMIIETEHIIMH 110 3Tarnam

[Tokasarenu v
3HaTh YmeTb Bnagets
KpPUTEPUH
OtnruHo (BeIcOKU | Obmagaet paktrueckumu | O6magaeT quara3oHoOM Kontposupyet paborty,
yPOBEHb) Y TeopeTHuue CKUMH NpaKTUUYeCKUX YMEHUM, | [IPOBOAUT OLIEHKY,
3HaHUSIMU B TIpejiesiax TpeOyeMbIX /sl pa3BUTHUS | COBEPLLEHCTBYeT eHCTBHUS
n3y4yaeMoi 06/1acTH ¢ TBOPYECKUX pelleHuH, paboThI
TOHMMaHHeM TPaHUL] abcTparupoBaHus
TIPUMEHHMOCTH nipobsiem
Xoporio (6a30Be1ii | 3HaeT (akTel, MpuHIMLI, | O6sazaeT AUara30HOM bepet oTBeTCTBEHHOCTH 3a
yPOBEHbB) TMIPOLIeCChI, 00IIHe NpaKTUUeCKUX YMEHUH, | 3aBeplleHue 3a/jau B
TIOHSITHS B TIpefesiax TpeOyeMbIX /JIs pellieHrsT | ICC/IeI0BaHuH,
n3yyaeMoi 061acTH orpefie/IeHHbIX TIP00JIeM B | IPUCTIOCA0IMBaeT CBOe
o0sacTu rcce[0BaHus TIoBe/ieHNe K
oOcTosiTeNIbCTBaM B
peltieHn: TipobieM
YnosnetBopuTenbH | ObOnazaeT 6a30BbIMU O6saiaeT 0CHOBHBIMU PaboraeT npu rpsiMoM
0 (TIoporoBbIii 00IIMMY 3HAHUSIMU yMeHUsIMH, TpeOyeMbIMU | HaOJTroieHUM
yPOBEHbB) 151 BBITIOJTHEHHST TIPOCTBIX
3azau

2 Peanu3anusi KOMIeTeHI[UH

2.1 Komnerenuus I1K-26
[TK-26: criocoOHOCTBIO aJAMHUHHUCTPUPOBATh TOACHACTEMY HWH(OPMAIMOHHOK 6Ge30macHOCTH
ABTOMAaTU3UPOBAaHHOW CHUCTEMBI.
st bopMUpOBaHKST KOMIIETEHIIMH HEOOXOANMO OCYILECTBUTD Psifi ITAMOB. JTaribl HOpMHUPOBaHHMs
KOMITETEHLIUH, TPUMeHsieMble [jIi 3TOTO BUABLI 3aHATHA W UCIONb3yeMble CPeACTBAa OLleHUBaHWUs
Tipe/icTaB/eHbI B Tabsuiie 3.
Tabnura 3 — Ortarnbl HOPMUPOBAHKUS KOMITETEHIIUHU U UCTI0/b3yeMble CPe/ICTBA OLleHUBaHMUSI

Cocras 3HaTb YMmetb Bnagets
CopeprkaHue YCTPOWCTBO MOJACUCTEMBI | IMUHUCTPUPOBATh CIO0COOHOCTBIO
3TaroB VH(OpMaLIOHHOM MOJCUCTEMY aJIMUHHACTPUPOBATh

be3omacHoCTH vH(bOpMaI[MOHHOM MOZICUCTEMY
aBTOMAaTHU3UPOBAHHbBIX 6e30macHOCTU VMH(OpMaLMOHHOMN
cucTeM aBTOMAaTHU3UPOBaHHOMN 6e30macHOCTH
CUCTEMBI aBTOMaTHU3UPOBaHHOW
CUCTEMBI
Buibl 3aHsTHI * VHTepakTuBHbIE * lVIHTepakTHBHbIE * VIHTepakTuBHbIE
TpaKTUYeCKUe 3aHATHS; MpaKTUYeCKHUe 3aHATHS; TpaKkTUYeCKUe 3aHATHUS;
* lHTepakTUBHbIE * llHTepakTUBHbIE * lHTepakTUBHbIE
nabopaTtopHbie 3aHATHS; | JlabopaTOpHbIe 3aHATHS; | J1abOpaTOpHBIE 3aHATHS;
* lHTepakTUBHbIE * llHTepakTUBHbIE  JlaboparopHble
JIEKLIWY; JIEKLI1Y; paboThI;
* [IpakTHueckue * [IpakTuueckue * CamocrosiTenibHast
3QHATHS, 3QHSATHS; pabora;
* JlaboparopHbie * JlabopaTopHbie
paboThI; paboThI;
e Jlekiuy; * Jlekiuu;
* CamocTosiTesbHas * CamocTosiTe/ibHast
pabora; pabora;
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Wcnons3yemsble

¢ Ortuet 110

¢ Ortuet 110

¢ Ortyet 110

CpeAcTBa naboparopHoii pabore; naboparopHoii pabore; naboparopHoii pabore;
OL€HUBaHWA * Ornipoc Ha 3aHATHUSIX; * Onpoc Ha 3aHATHUSAX; * 3aueT;
* 3auerT; * 3aueT; * DK3aMeH;
e OK3aMeH; * DK3aMeH;
dopMyIMpOBKa MOKasaTese W KPUTEepHeB OLeHHMBAaHUS [JaHHOM KOMITeTeHLIUM TpUBeJleHa B
Tabmumie 4.
Tabsmuria 4 — TlokasaTes U KpUTEPUU OLIEHUBAHUST KOMIIETEHI[UM Ha 3Tarax
CocraB 3HaTb YMmeTb Bnagets
OrmuHo * YcTpoiicTBO * CrocoOHOCTEIO

(BBICOKMI YPOBEHb)

TIOZICUCTEM
rH(OpMaI[MOHHOU
0e30macHOCTH U
TIPUHLUITBI KX
TIPOEKTHUPOBAHHUS;

* aIMUHUCTPUPOBATh
MOJICUCTEMY
vH(OpMaIMOHHOM
Ge3omacHoCTH
aBTOMAaTH3UPOBAHHOMN
CUCTEMBI U
OCYILL[eCTBJISATH KOHTPOJIb;

a/IMMHUCTPUPOBATh
MOJICUCTEMY
rH(MOpMalOHHOMN
6e3omacHocTU
aBTOMaTHU3UPOBAaHHOM
CUCTEMBI U
OCYILIeCTB/IATb KOHTPOJIb;

Xoporiio (6a30BbIit

* YcTpoucTBO

* aJMHHUCTPUPOBATH

¢ CrI0COOHOCTBIO

YPOBeHb) MOoACUCTEM MOACUCTEMY aJMMHUCTPHUPOBATh
VH(}OpMaI[MOHHOU rH(MOpMaIMOHHOM TO/ICUCTEMY
Oe3omacHOCTH; Ge3omacHoCTH MH(OPMaLMOHHON
aBTOMAaTU3UPOBAHHOU Ge3ornacHocTH
CUCTEMBI ; aBTOMAaTU3UPOBAHHOU
CUCTEMB;
YioBneTBOpUTEbH | * OCHOBBI YCTPOKMCTBA * aJMUHHCTPHUPOBAThb * CroCcoOHOCTBIO
0 (TIOpOroBbIi M0 CUCTEM MOJCUCTEMY AIMHUHUCTPUPOBATH
YPOBEHb) HGbOpPMal[MOHHOM rHGbOpMalMOHHOM MO/ICUCTEMY
6e3omacHOCTH; 6e3omnacHocTH MH(OPMaLMOHHOM
aBTOMAaTU3UPOBAHHOU be3omacHoCTH
CHCTEeMBbI TIO7;, TIPSIMBIM aBTOMAaTU3UPOBAHHOU
Hab/roieHrem; CUCTeMbI IO, TIPSIMbIM
HaO/moIeHeM;
2.2 Komnerenuus I1K-17
[MIK-17: crnocoGHOCTbIO  TPOBOAUTb  WHCTPYMEHTa/IbHbIi ~ MOHWMTODUHI  3allMIIIeHHOCTU

nH(OpMaLIMKM B aBTOMaTU3UPOBAHHOM CHCTeMe 1 BBISIB/ISTh KaHa/Ibl YTEUKH WH(OPMALHH.

st popMHUpOBaHMS KOMITETEHIL[UM HEOOXOAMMO OCYILeCTBUTH Psifi ITAroB. DTarbl (JOPMUPOBAHUSI
KOMITETEHLIUM, TPUMeHsIeMble [jI 3TOTO BUZBLI 3aHSTHA M UCIO/Nb3yeMble CPeACTBAa OLleHUBaHWUs
TnipeZicTaB/IeHbl B Tabmuiie 5.
Tabnura 5 — Otarbl HOPMUPOBAHKUS KOMITETEHIIVHU U UCTIO/b3yeMble CPe/ICTBA OLleHUBaHMUsI

CHCTeMe U BbISIBJIEHUST
KaHaJIoB YTeuKu
vHbopMalumu

CHCTeMe U BbISIB/ISITh
KaHaJlbl yTeuKu
vHbopMalun

CocraB 3HaTb Ymetb Bnagets
Copep>kaHue MeTozb! IpoBeieHNUs MIPOBOJUTH CITOCOOHOCTHIO TIPOBOJUTH
3TaroB WHCTPYMEHTA/IbHOTO WHCTPYMeHTaJTbHbIN WHCTPYMeHTa/IbHbIH

MOHUTOPUHIa MOHHUTOPUHT MOHHUTOPUHT
3allUIIeHHOCTH 3alUILEeHHOCTH 3alUILeHHOCTH
vHbopMalu B vHbopMaLuu B vHbopMalu B
aBTOMaTU3UPOBAHHOU aBTOMaTU3UPOBAHHOU aBTOMaTU3UPOBAHHOM

CHCTEeMe U BbISIB/ISITh
KaHaJlbl yTeUKu
vHbopMalumn

Buppl 3aHATHI

® I/IHTepaKTI/IBHLIe

® I/IHTep dKTHBHEbIE

® I/IHTepaKTI/IBHBIe
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TIpaKTUYeCKUe 3aHATHS;
* VHTepakTHUBHbIE
nabopaTopHbIe 3aHATHS;
* VHTepaKkTUBHbIE
JIeKLIUY;

* IIpakTnueckue
3aHATUS;

* JlaboparopHbie
paboThI;

¢ Jlekiuy;

* CamocTosTesbHas
pabora;

MpaKTUYeCKHUe 3aHATHS;
* lIHTepakTUBHbIE
naboparopHbie 3aHATHS;
* lIHTepakTUBHbIE
JIeKLIUY;

* IlpakTuueckue
3aHATHS;

* JlabGopaTtopHble
paboThI;

* Jlekiuu;

* CamocTosiTe/ibHast
pabora;

MpaKTUYeCKHe 3aHsTHS;
* VIHTepaKkTUBHbIE
nabopaTopHbIe 3aHATHS;
* JlaboparopHbie
paboThI;

* CamocTodTe/bHas
pabora;

HWcnonb3yemble * Otyet no * Otyet no * Otyet no
CpeAcTBa nabopatopHoii pabore; nabopatopHoii pabore; nabopatopHoii paboTe;
OLleHWBaHUA * Orpoc Ha 3aHATHUSX; * Omnpoc Ha 3aHATUSAX; * 3auert;
¢ 3aueT; * 3auerT; * DK3aMeH;
* OK3aMeH; * 3JK3aMeH;
dopMy/nMpoBKa T[OKasaTesieldd M KpUTepPUeB OLeHMBAHWS [JaHHOW KOMITeTEHL[MM TpuBe/leHa B
Tabuie 6.
Tabnuiia 6 — IToka3aTe/iM M KpUTEPUM OL[eHMBAHMSI KOMIIETEHI[MH Ha JTarnax
CocraB 3HaTb YmeTb Bnanets
OTtnnuHO * Mertogpl npoBefeHuss | * IIpoBoauUTh * CriocoOHOCTBIO

(BBICOKMI YPOBEHb)

WHCTPYMEHTaIbHOTO
MOHHTOPUHTA
3alMIeHHOCTH
MH(pOpMaL1K B
aBTOMAaTH3UPOBaHHOM
cHUcTeMe U BbISIB/IEHUS
KaHa/I0B YTeuKH
MH(popMaLuy;

VHCTPYMeHTa/IbHBIN
MOHHTOPUHT
3alMIeHHOCTH
vHbopMaluu B
aBTOMAaTH3UPOBAHHOMN
cucTeMe U BbISIBJISITh
KaHaJIbl YTeYKH
MH(opMaLuy;

MIPOBOJUTH
HWHCTPYMEHTa/IbHBIM
MOHHUTOPUHT
3alUIeHHOCTU
vHpopmaluu B
aBTOMaTU3UPOBAHHOM
CUCTeMe U BbISIB/IATh
KaHaJTbl yTeUKH
vHpopmaluy;

Xoportio (6a30BbIit

® METO,ZLLI BbISIBJIEHUSA

* IIpoBoguth

¢ CrniocoOHOCTBLIO

ypOBEHb) KaHa/IOB YTEUKHU I/IHCprMeHTaanbH‘?I IIPOBOJUTD
vHbOopMaIu U MOHUTOPHHT HWHCTPYMEHTa/IbHBIN
OCHOBHbIE MeTO/Ibl 3alUILIEHHOCTH MOHUTOPHHT
TIPOBe/IeHUsT vHbopMaluu B 3al[UIIIEHHOCTH
VHCTPYMEHTAa/IbHOTO aBTOMaTU3UPOBaHHOM vH(dopMaluu B
MOHUTOPUHTA CUCTeMe U BBISIB/IATh aBTOMaTU3UPOBaHHOM
3alUILIeHHOCTH KaHasbl yTeUKn CUCTEMe U BbISIB/ISITh
vHbopMaluu B vHbOopMaluK Moj KaHaJIbl yTeUKH
aBTOMaTU3UPOBAHHOM HabsroieHreM Ooree nHbOpPMAaLH TIOf,
cUCTeMe; OTBITHOTO CIelLMauCTa; | HabromeHrueM Oosee

OTBITHOTO CMeLNanCTa;

YIoBIeTBOPUTENIBH | * (OCHOBHBIE METO/bI * BpIgBIATE KAHAJIbI ¢ CrniocoOHOCTBLIO

0 (TIOpOroBEIi BbIfIB/IEHUSI KaHAJ/IOB yTeuku UHhOpMaly; BBISIB/IATH KaHa/lbl YTEUKU

YPOBEHb) yTeuku nuH(popMaluy; vHopMaLy;

2.3 Komnerenuus I1K-14
ITK-14: criocoO6HOCTBI0 TIPOBOJUTHE KOHTPOJIbHBIE MPOBEPKM PAb0TOCTIOCOOHOCTH MPUMEHSIEMBIX
MIPOrpaMMHO-arnapaTHbIX, KPUMITOrpaduuecKuX U TeXHUUeCKUX CPe/ICTB 3all[UThl MH(GOpMAaIUH.
st popMupoBaHUst KOMIIETeHI[UH HEOOXOAMMO OCYIIIeCTBUTD Psifi 3TAroB. DTarbl (hOPMUPOBAHUS
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KOMITeTeHI[UM, TIpUMeHsieMble [ijis 3TOr0 BUJbl 3aHSATUM U HCIO/b3yeMble CpPeACTBa OL|eHUBaHUS
TnipeZicTaB/IeHbl B Tabmuiie 7.
Tabsuria 7 — OTariel HOpMUPOBAHUS KOMIIETEHI[UH U UCITO/Tb3yeMble CPeZICTBA OLeHUBAHUS

Kpunrorpaduueckux u
TeXHUYeCKUX CPeZICTB
3alUThl THPOPMaLUU

CocraB 3HaThb YMmeTb Bnagets
CopeprkaHue MeTo/bI IPOBE/IEHUS [TpoBOAUTb KOHTPO/IbHBIE | CIIOCOOHOCTBIO
3TaroB KOHTPOJIbHBIX TTPOBEPOK | TIPOBEPKU TIPOBOJUTH KOHTPOJIbHBIE
paboTocrocobHOCTH paboTocriocobHOCTH TIPOBEPKHU
TIPUMeHsIeMbIX TIPUMEHsIeMbBIX paboTocrnocobHOCTH
TIPOrpaMMHO-aNapaTHbIX, | IPOrPaMMHO-aIapaTHBIX, | TPUMEHSEeMbIX

KpUnTorpaduyeckux u
TeXHUYeCKHUX CPeZICTB
3alUThl UHGOpMaLUK

MPOrpaMMHO-arapaTHbIX,
KpUIirorpaduueckux u
TeXHUYEeCKUX CPeJICTB
3allUThl UHGOPMAaLIUU

Buzpbl 3aHATHI

* lHTepakTUBHBIE
TIpaKTUYeCKUe 3aHATHS;
* lHTepakTUBHBIE
nabopaTopHbie 3aHSITHS;
* VHTepakTUBHbIE
JIeKLIUY;

¢ [lpakTrhueckue
3aHATUS;

* JlaboparopHbie
paboThI;

* Jlekuuu;

* CamocTosiTe/bHas
pabora;

* NHTrepakTuBHbIE
TpakTUYeCKUe 3aHATHUS;
* NHTrepakTuBHbIE
nabopaTopHbie 3aHSTHUS;
* JHTepaKkTUBHbIE
JIeKLINY;

* [IpakTuueckue
3aHATUS;

* JlabGopaTtopHble
paboThI;

* Jlekuuuy;

* CamocTrosiTe/ibHast
pabora;

* lHTepakTUBHEBIE
MpaKTUYeCKUe 3aHATUS;
* lHTepakTUBHEBIE
nabopaTopHble 3aHATHS;
* JlaboparopHbie
paboThr;

* CamocTosiTe/bHas
pabora;

Wcnone3yemsble * OrtueT 10 * Ortuer no * Otyet no
CpeACcTBa naboparopHoii pabore; naboparopHoii pabore; naboparopHoii pabore;
OLEeHUBaHWA * Ornipoc Ha 3aHATHUSIX; * Onpoc Ha 3aHATHUSAX; * 3aueT;
* 3aueT; * 3auerT; * DK3aMeH;
e OK3aMe€H; * ODK3aMeH;
@dopMyIMpOBKa MOKasaTeseld W KPUTepHeB OLeHMBAaHUS [JaHHOM KOMITeTeHLIMM TpUBeJleHa B
Tabmmie 8.
Tabsuria 8 — IlokasaTes U KpUTEPUU OLIEHUBAHUST KOMIIETEHI[UH Ha 3Tarax
CocraB 3HaTb Ymetb Bnagets
OtmuHo * Mertob! NpoBeeHUsA  [IpoBoguth * CriocoGHOCTHIO

(BBICOKMY YPOBEHb)

KOHTPOJIbHBIX TTPOBEPOK
paboTocrocobHOCTH
TIPUMEHSIEMBIX CPEZICTB
3aIUThl MH(GOPMALHH, a
TaKKe TTPUHITUTIBI UX
TIPUMEHEHWSI. ;

KOHTDOJIbHBIE TIPOBEPKHU
paboTocrocobHOCTH
TIPUMEHSIEMBIX CPEZICTB
3alUThl UHOPMAIUU U
OCYIL[€CTBJIATH KOHTPOJIb;

MIPOBOJIUTH KOHTPOJIbHBIE
TIPOBEPKU
paboTocrocobHOCTH
MIPYMeHsIeMbIX CPe/ICTB
3alUThl THPOPMaLUU U
OCYILLeCTB/IATh KOHTPOJIb
BBITIOJTHEHUST TaKHX
MIPOBEPOK;

Xopotiio (6a30BbIit
YPOBEHD)

* Meto/p! IpoBeeHus
KOHTDOJIbHBIX ITPOBEPOK
paboTtocriocobHOCTH
TIpUMeHsIeMbIX CPe/ICTB
3aluThl MTHGOpMAaLUY;

* IIpoBoguth
KOHTDOJIbHBIE TIPOBEPKHU
paboTocriocobHOCTH
TIpUMeHsIeMbIX CDeZICTB
3alUThl MHpOPMALY;

* CriocoOHOCTBIO
MIPOBO/IUTH KOHTPOJIbHBIE
MIPOBEPKH
paboTocrioco6HOCTH
MIPUMEHSIEMBIX CPEe/ICTB
3alUThl HHGOPMALUY;
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YnoBneTBoOpUTeTbH
0 (1oporoBbIv
YPOBEHb)

* baszoBble MeToAbI
TIpOBe/IeHUsI
KOHTPOJTbHBIX TIPOBEPOK
paboTocrnocobHOCTH
TIPUMEHsIEMbIX CPeJ[CTB
3alUThI UHGOPMalLIUY;

 [IpoBoguth
KOHTPOJIbHBIE MPOBEPKU
paboTtocriocobHOCTH
TIPUMEHSIEMbIX CPE/ICTB
3alUThl UH(OPMALIUK
TI0/1 TIPSIMBIM
HabsroieHrem Oomee
OTBITHOTO CTIEL[Ha/TUCTa;

* CriocoOHOCTBIO
TIPOBOJUTH KOHTPOJIbHBIE
TIPOBEPKU
paboTocrocobHOCTH
TIPUMEHSIEMBIX CPE/ICTB
3alUThI UHGOPMaLIUU
T0/I, IPSIMBIM
HabmogeHreM Oosiee
OTIBLITHOTO CTELUaINCTa;

Tabmuia 9 — Jrarbl

2.4 Komnerenuus I1K-3

[TK-3: crtocobHOCTRIO TIPOBOAWTE aHA/IN3 3aI[UIIIeHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM.

Ilnist bopMUPOBaHUS KOMITETEHIIMK HEOOXO[UMO OCYIIeCTBUTD Psifi 3TANOB. DTarbl HOPMUPOBAHUS
KOMIIeTEHLIMM, TIpUMEHsieMble [JIs 3TOr0 BUJbl 3aHSTUM W HCIIO/b3yeMble CpPeACTBA OLeHUBaHUS
nipe/icTaB/ieHbI B Tabsurie 9.
OPMHPOBAHUS1 KOMIIETEHLIMM U UCTIO/Ib3yeMble Cpe/iCTBa OLleHUBAHUS

CocraB 3HaTb YmeTb Bnanets
CopepxaHue Mertopbl aHanu3a [TpoBoauTh aHanus CriocobHOCTBIO
STaroB 3allUILeHHOCTH 3alUIEHHOCTU MPOBO/IUTH aHAJINA3

aBTOMAaTH3UPOBaHHBIX aBTOMAaTH3UPOBaHHBIX 3allUIL[€HHOCTH
CHUCTEM CHUCTEM aBTOMaTU3UPOBAHHBIX

crucrem

Buapbl 3aHaTHM

* VHTepaKkTHUBHbIE
nabopaTopHbIe 3aHATHSI;
* VHTepakTHUBHbIE
JIeKLIWY;

* JlaboparopHbie
paboTHI;

* Jlekuuu;

* CamocTrodTe/bHas
pabora;

* VHTepakTUBHbBIE
TIpaKTUUeCKUe 3aHSITUS;
* IIpakThueckue

* lIHTepakTUBHbIE
nabopaTopHbIe 3aHATHUS;
* IHTepakTUBHbIE
JIeK1WY;

* JlabGopaTtopHble
paboThI;

* Jlekuuuy;

* CamocrosiTe/ibHast
pabora;

* VIHTepaKTHBHbIE
TIpaKTUUeCKUe 3aHSTUS;
* [IpakTuueckue

* VIHTepaKkTUBHbIE
nabopaTopHbIe 3aHATHS;
* JlaboparopHbie
paboThI;

* CamocTodTenbHas
paborta;

* VHTepaKkTHBHbIE
MpaKTUYeCKUe 3aHsTHS;

3aHSATUS; 3aHSTUS;
Wcnons3yemblie * OtyeT no * Ortuet no * Otyet no
CpezcTBa nabopatopHoii pabore; nabopatopHoti pabore; nabopatopHoii pabore;
OLleHWBaHUA * Ormpoc Ha 3aHATHSX; * Omnpoc Ha 3aHATUSAX; * 3auerT;
* 3auer; * 3auerT; * OJK3aMe€H;
* JK3aMeH; * JK3aMeH;
dopMynMpoBKa TMoKa3aTesell U KpUTepHeB OlleHHMBaHUS [JaHHOM KOMITeTeHLIMM TpuBe/leHa B
tabmuie 10.
Tabmuiia 10 — IMokasaTesv ¥ KpUTEPUH OLIEHUBaHHUSI KOMITETEHIIMU Ha 3Tarax
CocraB 3HaThb YmeTb Bnagets
OminuHo * Metojp! aHaM3a * TIpoBoguTh aHaU3 * CriocoOHOCThIO

(BbICOKMI YPOBEHB)

3alUILIeHHOCTH
aBTOMaTU3UPOBaHHBIX
CUCTeM, a TaKxe
TIPUHLIUTIBI CO3/jaHUsT
TaKUX METO/I0B;

3alUILIEHHOCTH
aBTOMAaTH3UPOBAHHBIX
CUCTeM U OCYLeCTBIATh
KOHTPOJIb IPOBEJIEHUS;

MIPOBO/IUTH aHAJTU3
3aIUIIEeHHOCTH
ABTOMaTHU3UPOBAaHHbIX
CUCTEM M OCYIIIeCTB/ISTh
KOHTPOJIb PaborT;

Xopotiio (6a30BbIii

* Metozp! aHaM3a

* IlpoBoguTh aHanu3

¢ CrniocoOHOCTBLIO
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YPOBEHb) 3alUILEeHHOCTH 3alULLeHHOCTH MPOBOJIUTH aHATN3
aBTOMaTU3UPOBAHHBIX aBTOMaTH3UPOBAHHBIX 3alLUILeHHOCTH
CUCTEM; CUCTEM; aBTOMaTU3UPOBAaHHBIX
CUCTeM;
YIoBneTBOpUTeNIbH | ¢ Ba3oBble METOAbI * TIpoBOAgUTE aHA/MU3 * CrniocoOHOCTBIO
0 (IIOporoBkIi aHa/v3a 3allUIeHHOCTU | 3aljUIl[eHHOCTH IIpOBOJUTL aHaA/IN3
YPOBEHb) aBTOMAaTU3UPOBaHHBIX aBTOMAaTU3MPOBaHHBIX 3allMIeHHOCTU
CUcCTeM; CUCTeM MO NPSMbIM aBTOMaTH3UPOBAHHBIX
Hab/mogeHueM bosee CHUCTEM I10/] TIPSIMBIM
OTIBITHOTO CIIelMauCTa; | HabromeHueM Oosee
OTIBITHOTO CITeL[UanCTa;

3 TunoBbie KOHTPOJIbHbIE 3a/JaHUSA
st peanmu3aniuyl BBIIIETIEPEUMCIEHHBIX 3a/lau 00y4YeHUs! MCIIO/b3YIOTCS TUIOBbIe KOHTPOJIbHBIE
3aflaHUsI WK WHbIe MaTepHasbl, HeoOXoAUMble /IS OLeHKW 3HaHWH, YMeHWH, HaBbIKOB W (W/IM) OIIbITa
JeSTe/IbHOCTH, XapaKTepu3yIOLUX STanbl (OPMHUPOBaHUS KOMIIETEHLIMM B TpoOLlecCe OCBOEHUS
oOpa3oBaTe/IbHOM MPOrpaMMBbI, B C/IEAYIOIIEM COCTaBe.

3.1 Tembl OIPOCOB Ha 3aHATUAX

— MWcropus pa3sutus ceteit OBM. MecTo U posib BBIUMCTUTENBHBIX CeTell B COBPeEMEHHOM MUpe.
OCHOBHBIe TIOHSITUSL U TepMUHOJOrHst. OOIIMe Tpe/iCTaBIeHus O BBIYMC/INTeTbHOU ceT. ObIiiee MOHSTHE
00 Mepapxuueckoil CTPYKType MPOTOKOIOB. [IpUHIMITBI MHOTOYPOBHEBOW OpraHW3aliiH JIOKaJbHBIX M
rnobanbHBIX ceTelt OBM. Mogenb OSI. CraHAapTHbIE CTEKM KOMMYHHUKAL[MOHHBIX TIPOTOKOJIOB.

— Crangapru3aiusgs B cerax. Kiaccudukaiysi BbIUMC/IATENBbHBIX — ceTed. TpebGoBaHwus,
rpe/ibsiB/isieMble K COBPEMEHHBbIM BbIUMC/IUTE/NbHBIM CeTAM. MeToAbl U TEeXHOJIOTUU IIPOEeKTUPOBaHUS
Cpe/ICTB TesjleKOMMYHUKaluil. CTpykTypusauuu ceTtd. dusnueckass M JOruyeckasl TONOJIOTMU CeTeM.
OCHOBHOe KOMMYHUKAIIIOHHOe 000pyZ0BaHue

— Kananbl cBg3U. XapakTepuCTUKU KaHajloB CBSI3U. Jlornueckoe KofvpoBaHue. ACUHXpPOHHas U
CUHXPOHHas iepefjaun. Mepapxusi B kabesnpHol crcTeMe. CTPyKTyprpOBaHHasi KabesibHast CCTeMa.

— KoHdurypaium 10KaabHbIX BbIUMC/IUTENBHBIX CeTeill U MeTo/bl JocTyrna B HUX. CTpyKTypa U
dyHk1mM nokanbHbIX ceteil. Comepxkanue ctavzaprta [EEE 802. ba3oBbie TeXHOMIOTUU JIOKa/IbHBIX CeTeH.
IEEE 802.2 Ethernet. O60opyzoBaHMe JTOKalbHbIX CeTel.

— TlporpaMmHBle Cpe/iCTBa TeleKOMMyHHMKaluu. CTpPyKTypa TPOrpaMMHOTO obecrieyeHust
nokanpHOM cetn. Kiaccudwukanusi mporpaMMHOro obecrieyeHusi JIOKa/JbHBIX —ceTeil. [IpUHIUIIBI
TIOCTPOEHHSI CeTEBOr0 MPOrPaAMMHOT0 00ecrieueHHrsT U CeTEeBBIX OMepaljMuOHHbIX cucTeM. Kaccubukanys
cepBepoB. [IpoektrpoBanue cetert SBM no NpuHLKITY «K/IHEHT-CepBep».

— CereBoli ypoBeHb Iepefjaud JaHHbIX. [P-agpecanms. Peanusaiusi  meXxceTeBOro
B3aumozeiictBusi cpegcrBamu TCP/IP. Tlopsinok pacnipenenenust [P-agpecoB. Otobpaxenue IP-agpecos
Ha JI0KasibHble azpeca. ARP npotokos.

— IlpuHumne! Mapuipytusaumu B IP-cerax. IIpotokosbl Mapiipyrtusauuu. IloHdaTue pomMeHa.
Homennas agpecanus B IP-cetsax. DNS nportokost.

— TIlpotokon IPv6. [Ipotokosisl TpaHcriopTHoro yposHs TCP u UDP.

— CoBpemeHHble TeHJEHLUU PasBUTUS  TeJeKOMMYHUKALIMOHHBIX CuUCTeM. HTerparys
Pa3MUHbIX TUTIOB CeTell W CeTeBhIX Cy)k0. BupTyanmsauusi nHMOPMalMOHHBIX cucTeM. Ob61auHbIe
BBIUKC/IEHUS].

— OGecrieueHrie  0e30TMaCHOCTH  TeTeKOMMYHUKAL[MOHHBIX CBsSi3ed W afMUHUCTPATUBHBIN
KOHTPOJ/Ib. OCHOBHBIe [TOHATUS U TePMUHOJIOTHSL.

— TwunoBble yrposel ceTeBoi 6e3omacHocTH. OCHOBBI KjlacCH(UKaLMU CeTeBbIX yrpo3 U aTak.
Bnusinue yenoBeueckoro aktopa Ha CeTeBYI0 0e301MacHOCTb.

— 3amra TOMOJOIMM CeTH. BupTyanbHble JIOKa/lbHble CeTH. [lOMosHUTeNbHble (QYHKLUU
KOMMYTaTopoB. [TepcoHasbHbIe S5KpaHbl. ADOHEHTCKOe IU(pOBaHHe.

— 3amumra cereBoro Tpadvka M KOMIIOHEHTOB CeTH. 3alljuTa KoMIioHeHTOB cetd ot HCI.
be3onacHocTh pecypcoB cetu. CpejcTBa WJeHTU(UKALMM M ayTeHTU(HUKALMM, MEeTOAbl pasfie/leHUs
pecypCoB ¥ TeXHOJIOTMU pasrpaHUueHust OCTyTIa.
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— CpexcTBa TOBBILIEHUS] HaZeXHOCTU (YHKIMOHMPOBaHUSI ceTeil. 3ammra oT cboeB
3/IeKTPOITMTAHMUS, arrapaTHOro ¥ MPOrpaMMHOro obecrniedeHusi. KOHTposb U pacmipeiesieHrie Harpy3Ku Ha
BBIUKC/IUTE/IbHYIO CeTh.

— PernmameHTupyroime [JOKyMeHTHI B 007acT 0€30MacHOCTH  BBIYUC/IWTENBHBIX —CeTeM.
CraHzapTel 6e30MacHOCTU BBIYMCIUTENBHBIX CeTel M KX KOMIIOHEeHTOB. [IpaBOBble OCHOBBI 3alllThI
MH(pOpMaL1H B CETSIX.

— CereBble onepaioHHble cucteMbl Windows, Unix/Linux. OCHOBHbIE MPOTOKOJIbI, CITY>KOBI,
(yHKIIMOHUPOBaHKe, cpeficTBa obecrieueHNst 6e30MacHOCTH, CPe/CTBA YIIpaB/ieHUsl U KOHTPOJISL.

— Tlomutuka Ge3onacHocTy: [ToHsTHE TIOMUTUKY Ge30MacHOCTH. THUTIOBBIE 3/IeMEHTHI MOJTUTHKU
GesomacHoctn.  [locTpoeHne, — peanu3auysi,  TojfjepkaHhe W MoAUGMKALUS  TOJUTUKA
6e3omacHocTn. Kpurepun oneHku GesoracHoctu ceteBbix OC. OCHOBHble KPUTEDHUHM aHaliv3a CeTeBOW
6e3omacHocTu. OO11ias rpoljeypa aHaau3a.

— OcHOBHBIe MexaHM3Mbl obecriedeHusi 0e30MacHOCTH M yTIpaB/eHHsl pacrpefe/ieHHbIMU
pecypcamu. OGecriedeHrie HaJie)KHOCTA UHPPACTPYKTypbl VIHTepHeT.

— 3ammra KaHajsoB CBsi3U B VHTepHeT. Buzpl ucnosb3dyemblX B VIHTepHeT KaHa/iOB CBSI3U.
Vcnionb30BaHMe MeKCeTeBbIX S5KPaHOB. BUpTyasibHbIe yacTHbIE CETH.

— Ya3BUMOCTM U 3auura 0a30BbIX TIPOTOKOJIOB W CAyKO0: IIpOTOKO/MBI MapIipyTH3aLuu.
CewmetictBo TCP/IP. Cy»x0b1 oncka. besornachocte WWW 1 371eKTPOHHOM MOYTHI.

— Cucrembl OOHapy)KeHHSI W TIDOTHBOJEMCTBUS BTOp)KeHMsM. Kiaccudukanys ¥ TIPUHLIUTIBI
(YHKIIMOHUPOBaHKS CUCTeM OOHapy kKeHHs BTop>keHHi. CKaHepbl 6e301MacHOCTH.

— Kaccel ckanepoB 6e30macHOCTH ¥ 0COOEHHOCTH TIpUMeHeHMs1. 3aluTa OT BUPYCOB. 3aluTa
3JIEKTPOHHOTO JJOKYMeHT00bopoTa.

3.2 JK3aMeHallMOHHbIE BOIPOCHI

— 1. TunoBble KoHQuUrypauuu UWHGOPMALMOHHBIX CUCTeM. BiusHMe KoHGUrypanuu
WH(POPMAI[MOHHOW CUCTeMbl Ha 0e30MacCHOCTb XPAHHUMbIX, 00pabaThbiBa€MbIX U TE€PeJAaBaeMbIX M0 CETH
JAaHHBIX. 2. Yrpo3a. Ysa3BUMOCTb. ATaka. B3auMocCBs3b Mexay 3TUMH NoHsTusMu. 3. Knaccudukaius
yrpo3 WHGOPMAI[MOHHONW 0e30MacHOCTH BBIUMCIUTENBbHBIX ceTel. 4. Knmaccudukaius yssBumocTeid. 5.
Knaccudukaims arak. 6. IlepexBar uHdpopmaiuu B cetd. ViHCTpyMeHThI. CriocoObl TIPOTUBOIENCTBUS
nepexsaty. 7. Spoofing. Crioco6s! noaaenku uaeHTUdUKatopoB. Criocodbl MpoTHBOAEHCTBHS spoofingy.
8. DOS-araku. OcobeHHocTy peanu3anuu. CriocoOsl ipoTuBoecTBUs DOS-arakaM. 9. YHUBepcaibHbIe
MeToAbl oOecrieueHus: WH(POPMAI[MOHHOW 0e30MacHOCTH KOMIIBIOTEPOB M KOMITbIOTEPHBIX ceTed. 10.
CrieriaTM3upOBaHHbIE MeTO/IbI 00ecrieueHUs: MHGOPMAIIMOHHON 0e30TMacHOCTU KOMITBIOTEPHBIX CeTeM.
11. Wpentudukaimss u ayrteHTUdUKauysa. OcobeHHOCTH ayTeHTHU(UKALMKA TI0/ib30BaTesieli B
KOMTIBIOTepHBIX ceTsix. 12. IIpotokon Kerberos. Ha3nauenue. OcobeHHOCTH (YHKLUMOHUpOBaHUS. 13.
Pa3rpaHuuenue f0CTyra K MHGOOPMaI[MOHHBIM pecypcaM KOMITbIOTepPHbIX ceTeid. 14. Kpurnrorpaduueckas
3ammra uHhopMalui B KOMITBIOTEPHBIX ceTsx. JlocTomHCcTBa U HefoctaTKu. CriocoObl TpeoioieHust
KpunTorpaduuecko 3aiuThl nHGoOpMaluu. 15. SnekTpoHHas noAnuck. HasHauenue. [IpuMeHeHue [st
3al[UThl CeTeBOro B3aumozercTBus. I[Ipumepnl. 16. CkaHepnl 6Ge3omacHocTH. CriocoObI BbISBJIEHUS
ySI3BUMOCTeM B WHGOPMAI[MOHHBIX cucTeMax. 17. AyauT B UH(POPMAIMOHHBIX CUCTeMaX. DYHKIUUA U
Ha3HaueHWe ayJWTa, €ro poib B obecrieueHUW WHQPOpPMalMoHHONW 6e3omacHocT. 18. CucTeMsI
oOHapy)XeHus1 BTOpkeHHH. CUCTeMbI TIPeIOTBpallleH!s] BTOP)KeHUH. MeTOIUKH BbISB/IEHUST CETEBBIX aTak.
19. CeTeBble M XOCTOBBbIe CHUCTeMbI OOHApY)KeHHWs] W TpeJOTBPAILeHHs] BTOPXKeHWH. [JoCTOMHCTBa M
HezmocTaTku. 20. MexceTeBble 3KpaHbl. Knaccudukaiys. BapuaHTbl pa3melileHHs MeXCeTeBOTO SKpaHa.
HoctouHcTBa ¥ HegocTatku. 21. [JemMunurapr3oBaHHas 30Hbl. HasHauenue. CriocoObl BbIgeneHus. 22.
Krnaccudukaiiusi MeKCeTeBbIX HSKPaHOB TI0 YPOBHSIM 3all[UIIeHHOCTH. [loka3aTesb 3alllMI[eHHOCTH,
npUMeHsieMble [i1 Knaccudukauuy. [IpuMeHeHHe Me)KCeTeBbIX 5KPAaHOB pa3/MyHbIX KIaccoB. 23.
Texnonoruss VPN (BuptyanbHble uacTHble ceTH). HasHaueHue. [1oCTOMHCTBA YW HeJOCTaTKu. 24.
OcHOBHble KOMITIOHEHTbI TEXHOJOTMM BHUPTya/nbHbIX uacTHbix ceredi (VLAN). 25. BpenoHocHbie
niporpamMmel. Knaccudukaius. Kananbl pacnipocTpaHeHus. BivsiHie Ha nHGOpMaI[MOHHbBIE CUCTEMBI. 26.
AHTUBUpYCHBIe cpefcTBa. Knaccudukaiyis. MeToAWKY BbisiB/IeHUs] BpeJOHOCHOTO koja. 27. CpezcTea
obecrieuenusi uHpopmaroHHol 6Ge3omacHoctd B OC Windows’2003. Pa3srpaHuueHue [ocCTyna K
JaHHbIM. [pynmoBast mosuTvka. OO67acTh AeWCTBUS TPYNIOBBIX TOMATHK. 28. OCHOBHBIE 3Taribl
pa3paboTKy  3alUil[eHHON KommbloTepHOW cetu. 29. IIpobnembl obecrieueHusi 6e30MacHOCTH
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NpUK/IafHbIX cepBrcoB (Bebd, mouta, FTP) u ux pemenus. 30. dusnueckue cpencTBa obecriedeHus
MHGbOpPMaI[MOHHOM 6e301acHOCTH.

3.3 TemblI 1a00paTOpPHBIX padoT

— MopenvpoBaHye ceTeBbIX YCTPOMCTB M IIPOTOKOJIOB B JIOKAJ/IBHBIX CETAX

— MopenvipoBaHve BUPTyalbHbIX JIOKalbHbIX ceTed (VLAN) c pasrpaHuueHreM [OCTyIna K
CeTeBbIM pecypcam

— Hacrpolika nopgk/mroueHus y3jla K CeTW. ABTOMaruyeckas [AWHaMUA4yecKass W CTaTUdeckas
HaCTPOMKH CETEBOrO MOJK/THOUeHUSI.

— Crek nipotokonioB TCP/IP. IIpuksiaHble MPOTOKO/bI CeTHM VIHTepHeT.

— Cetu Microsoft Windows. YrpaBneHue ceTeBbIMU peCcypcaMy B OZJHOPaHTOBOM CeTH.

— Cetu Microsoft Windows. Active Directory. YmpaBieHue CeTeBbIMM pecypcaMu
KOPIIOpaTUBHOM ceTH. [ pynoBble MOMUTUKY.

— MopenvpoBanre 6a30BbIX Cy>KO U IPOTOKO/IOB MapIIPYyTHU3AL[K B T7100a/TBHBIX CETSIX.

— Ba3zossie ciyx0b1 cetn inTeprer. DHCP. DNS. TIpoTOKO/IBI MapILpyTH3al[|H.

— Tlpuknagueie cinyxkbbl cetu WHTepHeT. Hactpoiika Web-, FTP-cepBepoB u cepBepa
3/IeKTPOHHOM MOYTHI.

— Pasrpanunuenuve focTyna K J0KaabHBIM U CETEBBIM pecypcaM. [IMCKpeljMoHHasi U MaH/aTHast
MO/Ie/TA yTIpaB/IeHUs! JOCTYIIOM.

— UWHCTpyMeHTHI JJis MCClie/oBaHus ceTy (CHUGepbI)

— WHCTpyMeHTHI Jjis MCC/leloBaHuUs ceTU (CKaHepbl 6e30MacHOCTH)

— MexceTeBble 3KpaHbl

— AHTHUBUpYCHas 3aluTa

— BupryanbHble yacTHbIe CeTH

— Cucrembl 0OHapy>KeHUs U NpeJoTBpallieHNs] BTOP)KeHUH

— DLP-cucremsl

— be3sonacHOCTE NpUK/IaAHBIX IPOTOKOJIOB

3.4 3auét

— 1. Tlonsitue cetu. TpeboBaHusi, npebsiBiisieMble K ceTH. 2. Knaccudukauus cereit. [Tpyu3Haku
knaccudukarpn. 3. CeteBbie Tomosoruy. [IpenMyiriecTBa ¥ He[OCTaTKA 0a30BBIX CETEBBIX TOTIO/IOTHH. 4.
MeTtogpl KOMMyTaLMU y3/10B ceTH. IIpenmyliiecTBa U HeOCTaTKU Pas3/IMUHbBIX METOZO0B KOMMYTaLUU. 5.
MeTozp! afpecanii B Masibix U Oombimx cetsix. TpebGoBaHusi K afpecaM. 6. OCHOBHBIe anmaparHble U
MIporpaMMHble KOMIIOHEHThbI KOMIbIOTepHBIX ceTeil 7. Ha3HaueHue ¥ cocTaB MMHUN CBsA3W. HasHaueHue
K&X0ro KOMIIOHeHTa JMHUMU CBs3U. 8. OCHOBHbIe BH/bl Nepefarolivx cpef. VX XapakTepuCTHKH.
Orpanvuenusi mepejaroiux cpef. 9. BecnipoBogHasi muHusi cBsisu. CocraB oOopygoBanusi. [loHsiTHe
kaHana. 10. CereBas Mogens OSI. HasHaueHue. YpDOBHM B3aMMOJ€MCTBUSI OTKPBITBIX cucTem. 11.
Crangaptusauus ceteit. [Ipoekt 802.x. 12. MeToapbl focTyna K cpefe rnepefauu AaHHbiX. 13. TloHsTue
npotokosia W uHTepdeiica. Crteku mnpoTokonoB. CraHAapTHble CTeKu MpoTokonoB. 14. CeteBas
apxutektypa Ethernet. basoBreili cTaHzapTr. KoMroHeHTbl peanu3anuu Ha ¢u3dyeckoM YpoBHe. 15.
CrpykTypa kazpa TexHonoruu Ethernet. Texnonorus VLAN. Cranzapt I[EEE 802.1q. 16. CereBas
apxutektypa Token Ring. 17. CeteBasi apxutektypa FDDI. 18. O6opyznoBanue JIBC. I[TpuHIUIbI paboThI
KOHIIEHTPaToOpoB, MOCTOB, KomMmyTatopoB. 19. CeTeBble onepalyoOHHbIe CHUCTeMBL. TpebGoBaHWMS,
nipeabsiBnsiemMble K ceTeBbiM OC. 20. Ba3oBble MpUMHTHBBI Mepejjaud cooOIeHHi B pacripeesieHHON
ceTd. BpI30B yzaneHHbIX npoueayp. Mexannsm coketoB. 21. CeteBble (haiinoBble cucTeMbl. CeMaHTHKa
pa3zenienusi (aiisios. 22. Cayxbbl MeHOBaHUs pecypcoB. Ciy>kOa KaTasoroB. JlomeHHbIN 1ogxos. 23.
Cnyxba karanoroB Active Directory. Ympapnenve oowekramu cetu. [pyrimoBble MomuTHKA. 24. 3afaund
TocTpoeHusi o0beiHeHHbIX ceTel. 25. I'mobanbHas cetb VHTepHeT. [TocTpoenre. OCHOBHbIE TOHSITHSI.
CewmetictBo mpoTtokosioB TCP/IP u ero pons B moctpoeHuy 11obanbHbIX ceTeil. 26. CTeK NMPOTOKOIOB
TCP/IP. O6nactb npuMeHeHusi. OCHOBHbIE XapaKTePUCTUKHU. 27. Tumbl afipecos, NMPUMeHsIeMbIX B CETU
Wurepretr. HasHauenve. TexHonornu paspeienusi agpecoB. 28. IP-agpeca. Knaccer IP-ceten. 29. IP-
anpeca. Texnonorus CIDR. Ilonstue cereBoro mipedukca. 30. O6opygoanue I'BC. Kpatkas
XapakTepuctuka U HasHadeHwe. 31. Crpykrypa cetu IIHTepHeT. ABTOHOMHBIE CUCTEMbI U
Maructpanbsble ceTd. Tumbl IPOTOKOJOB MapuipyTtusauuu. 32. Mapmpytusauus IP-niporokosa.
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Ajroputmel  Mapuipytusauuu. 33. IIporokosnsl mapuipytusanuu RIP u OSPE.  XapakTepucTuky,
JocTouHCTBa M Hepoctatku. 34. Tlpotokon ARP. HasHauenwe. [IpuHUUIT (QyHKIIMOHUpPOBaHUs. 35.
[Tporokon DHCP. Ha3nauenwe. Ilpuniumn ¢ysakuuonupoBanus. 36. Cmayxba DNS. HasHauenwe.
[Mpuniun ¢yHkiMoHupoBaHus. 37. IIpoTokosbl TpaHCOPTHOTO ypoBHs cTeka TCP/IP. CpaBHUTeNbHBIE
XapaKTePUCTUKA W TIPUHIUMBI paboThl. 38. IlepexBar IakeToB B JIOKAaTbHOW ceTH. WHCTpyMEHTHI.
Crpykrypa mnakeToB. 39. TexHonoruu «mocniefHeii Muin». [IporpaMMHbIi U anmnapartHeii coctas. 40.
Cnyx6s1 WWW u FTP. Ilporokonsl. Hactpoiiku cepBepHoro u kmeHTckoro I10. 41. Coyx6a E-mail.
[TpoToKosibl 371eKTPOHHOM mouTkl. HacTpoiiku cepBepHoro u kKnueHTckoro I10. 42. Ciy»kba MrHOBEHHBIX
coobrrienuti Jabber. ITpoTtokonbl. HacTpoiiku cepBepHoro u kiueHTckoro I10. 43. TexHosoruu nepeiaun
ronocoBoi uHpopMaiuu. IIpotokonbl SIP, RTP. 44. TuroBasi CTpyKTypa OTKa30yCTOMUKBOIO KjacTepa.
PesepBupoBanue AaHHbIX. 45. OCHOBHBbIE KOMAaH/bI, WCIIO/b3yeMble TP pPaboTe C CeTbI0 B peKUMe
KOMaH/IHOM CTPOKH.

4 MeTtognueckye MaTepHaJsibl
[nsi obecrieueHus: mporiecca oOyueHHs U pellleHus 3a7ad 00y4yeHUsi MCIIOMb3YIOTCS CIeAyIoIe
Marepuarbl:
— MeToJuuecKhe Marepuarbl, OMpeje/siolide TMpoLeAypbl OLleHWBaHUsS 3HAaHWM, YMeHHH,
HaBBIKOB W (W/M) OIbITa [eATebHOCTH, XapaKTepH3yIOLIUX 3Tarbl (Op-MUPOBaHUSI KOMIETeHI[UH,
coriacHo 1. 12 paboueii mporpamMMbI.

4.1. OcHoBHas /MTEparypa

1. KowmrbtoTepHble ceTu: [IpUHLIMITBI, TEXHOIOTHH, MPOTOKO/bI [TekcT] : yueGHUK /17151 By30B / B.
I. Omadep, H. A. Onmudep. - 4-e u3g. - CII6. : [TMTEP, 2013. - 944 c. : un., Tabn. - (YueOHUK /151 By30B.
CraHgapT TpeTbero mokoneHus). - And. ykas.. c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p.
(Hamuue B 6ubmioreke TYCYP - 20 3k3.)

2. KowmmbtoTepHble cetu [Tekcr] : HayuHoe u3manue / 3. Tanenbaym, [. Y33epost. - 5-e u3g,. -
CII6. : TIMUTEP, 2013. - 960 c. : un., Tabn. - (KITACCUKA COMPUTER SCIENCE). - Tlep. c aHr. -
And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B 6ubmoreke TYCYP - 15
9K3.)

4.2. lonoHUTe/IbHAA IMTepaTrypa
1. CeteBble orepaljoHHbIe CUCTeMbI : YuebGHOe rocobue nys By3oB / B. I. Omudep, H. A.
Osnudep. - CII6. : TTutep, 2007. - 538[6] c. : un. - (YueOHUK /151 By30B). - Bubmuorp.: c. 525-526. - And.
yKa3s.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hasmuuue B 6ubmioreke TYCYP - 10 3K3.)

4.3. O0s3aTe/TbHBIE YUeOHO-MeToJHYeCKHe MoCco0us
1. bBe3omacHocTh ceteli OBM: MeTtonuueckre yKa3aHuUs [jisi 1aOOPaTOPHBIX W TIPAKTUUeCKUX
pabot / HoBoxpectoB A. K., ITpackypun I'A., 2014. — 99 c. [SnekTpoHHBIN pecypc] [DneKTpOHHbBIH
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf
2. be3onacHocth ceteii DBM: MeToauueckrie yKasaHUsl [l CaMOCTOSITEJIbHOM pPaboThI
crygenrta / HoBoxpectoB A.K., Ilpackypun I"A., 2014. — 4 c. [DnekTpoHHbIM pecypc] [OneKTpoHHbIN
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf

4.4. ba3bl JaHHBIX, HH(POPMAIMOHHO CTIPABOYHbIE M MOUCKOBbIE€ CUCTEMBI
http://www.lib.tusur.ru — 6ubsMoTEKa YHUBEPCHUTETA;
http://www.elibrary.ru — HayuHast 371eKTpOHHast 6MbO/IMOTEKa;
http://www.edu.ru — Be6-caliT cuctembl eepanbHbIX 00pa30BaTebHbIX OPTAsIOB.

[TporpammHoe obecrieueHue:

orepaljoHHbIe cHCTeMbl ceMelicTBa Windows;

CpeZiCTBO 3aluThl MHGopMaiuu "baokxoct-cets K";

crcTteMa OOHapy>keHHs BTOp>KeHHi "Snort";

9. cpeactBo mogenvpoBanus ceteit Cisco Packet Tracer;

10. DLP-cucrema "KonTyp uH(popmMaimoHHo 6e3omacHoct SearchInform";
11. gucrpubytuB Kali Linux;

12. cucTema aHa/M3a 3aluIlleHHOCTH ceTH "MaxPatrol".
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