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2 [IpakTyeckue 3aHATUS 20 20 4acoB
3 JlaGopaTtopHbie pabOoThI 20 20 4acoB
4 Bcero aynuTopHbIX 3aHATHIA 72 72 4acoB
5 CamocTosiTenpHas pabora 36 36 4acoB
6 Bcero (6e3 3x3ameHa) 108 108 4acoB
7 IToaroroska u cgaya DKk3aMeHa 36 36 JacoB
8 OO01mas Tpy10eMKOCTh 144 144 9acoB
4.0 4.0 3.E
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokos Ne 4 oT « 24 » 1 2017 1

JIUCT COIJIACOBAHMH
Pabouas nmporpamma cocrtapiieHa ¢ yueToM TpeOoBaHUH (heaepalbHOTO TOCYIapCTBEHHOTO 00pa3o-
BaTeJIbHOTO CTaHAapTa Beicuiero oopasoBanus (PI'OC BO) no HampaBiieHUIO MOATOTOBKH (CIIEUAIBHO -
ctu) 11.03.02 MHbDOKOMMYHHUKAITMOHHBIC TEXHOJIOTHH W CHCTEMBI CBs3H, yTBepxKaeHHoro 2015-03-06

rojia, pacCCMOTpPEHa U yTBEPXkKJICHA HA 3aceNaHud Kadeapwl «  » 20 roma, IPOTOKOM
Ne .

Pa3zpaboTunku:

noueHT kag. P31 XarpkoB H. JI.

3aBenyronuii obecneunBaromeit kad.
P31 3agopuH A. C.

Pabouast nporpamMma cornacoBasa ¢ (GpakyasTeToM, MpoUINPYIOLIeH U BITyCKarolel kadeapamu
HarpaBJIeHUs MOATOTOBKY (CIELHUaIbHOCTH).

Hexan PT® ITonosa K. 1O.
3aBenyromuii BeITTycKaromen kagd.

P31 3agopuH A. C.
OKCIEPTHI:

cTapiuii npenojaasarens kad. P31 3enenenxkas 0. B.
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1. lean u 3agaun AUCHUILIHHBI

1.1. lleau TUCHMIINHBI
U3y4eHUe CrocoO0B 3alIUThl HHPOPMALIMOHHBIX MPOLIECCOB B CETSIX C THOpUAHON (PU3NUYECKOU
cpenou
M3yYeHUE BO3MOXKHOCTEH MPUMEHEHUS IIPOrpaMMHO-aIapaTHBIX CPEJICTB B CETAX CBA3M Ui IO-
BBIIICHUS UX 3allUIICHHOCTU
paboTa B KOMIBIOTEPHBIX BhIYUCIUTENBHBIX ceTsaX (BC) ¢ mpuMeHeHneM mporpaMMHbBIX CPEICTB
3alUTHI ¥ UCIOJIB30BAHUS CYLLECTBYIOINX, BCTPOCHHBIX B apxurekrypy OC, cpencTs cBA3HM.

1.2. 3agaun IMCHMIIINHBI

—  UW3y4YeHHue crocoOOB CO3MaHUS 3AIIUIIEHHOTO CETEBOTO COSAMHEHUS, 3AIUIIEHHBIX MMPOTOKO-
JIOB CBSI3M, 3aIIUTHI OT HECAHKIIMOHHUPOBAHHOTO JIOCTYyMa COOOIIEHHUA IEKTPOHHON TOYTHI, CETEBBIX pe-
CypcoB

—  W3y4YeHUWe NPHUHIUIOB PaboThl OpaHIMay3pOB, CPEACTB MPEAOTBPAIICHUS BTOPKCHUIA, aHTHU-
BHPYCHBIX TIPOIPaMM Ha OCHOBE HUCIIOIH30BAHUS allllapaTHBIX CPEJCTB 3aIIUThI

—  pa3BUTHE HAaBBIKOB HACTPOWKU M aHATN3a MPOTPAMMHBIX CPEJICTB 3aIIUTHI, MOIUTUK Oe30mac-
HOCTH, UCTIOJIb30BaHMSI IPOTPAMMHBIX OTJIATYUKOB, CETEBBIX aHATN3aTOPOB

2. Mecto aucuumimabl B ctpykrype OITIOIIT

Huctunnuna «IIporpaMmMmHo-anmapaTrHbeie cpeAcTBa 3amuThl ceteit u cucreM cesa3u» (b1.B.O/1.10)
OTHOCHTCS K 010Ky 1 (BapHaTHBHAS 4acCTh).

[TpeamecTBYOMMUMH TUCIUILTHHAMH, (QOPMHUPYIOIIUMHI HadaJIbHBIC 3HAHMS, SIBISIOTCS CIIETYHO-
M€ AUCUUIUTMHBL: BhuucnuTensHas TeXHUKa U MH)OpMAIIMOHHbBIE TEXHOIOTUH, KOMIUIEKCHBIE CHCTEMBI
3alIUThl HTHPOPMALIUU B CETAX U CUCTeMax cBsi3u, OOmast Teopust cBsizu, Opranusanus U ynpaBiieHUE
CITy>KO0H 3alIUThl MHPOPMALIUN Ha NPEANPUATHAX cBsA3U, OcHOBBI Kpuntorpadguu, OCHOBBI MOCTPOCHUS
MH(POKOMMYHUKAITMOHHBIX CUCTEM U ceTell, CeTr CBSI3U M CUCTEMBI KOMMYTAITUH.

3. TpeGoBanus K pe3yJbTaTaM OCBOCHMS JUCHHILTHUHBI

[Tpornecc n3yueHust JUCUUIUIMHBI HAIpaBiieH Ha (JOPMHUPOBAHUE CIEIYIOIINX KOMIIETSHIUI:

— TIK-12 roTOBHOCTBIO K KOHTPOJIO COOTBETCTBHSI pa3padaThbIBAEMbIX MPOEKTOB U TEXHHUECKOU
JOKYMEHTAIMM CTaH/1apTaM, TEXHHYECKUM YCJIOBUSAM U JIPYTUM HOPMAaTHBHBIM JOKYMEHTaM;

— TIK-18 criocoGHOCTRIO OPraHU30BBIBATH U MMPOBOIUTH IKCIIEPUMEHTAIbHBIE UCIIBITAHUS C LIe-
JbIO OLIEHKU COOTBETCTBHSI TPEOOBAHUAM TEXHHUUECKUX PENNIAMEHTOB, MEXIYHAPOAHBIX U HALIMOHAJIBHBIX
CTaH/JAapPTOB U MHBIX HOPMAaTUBHBIX JOKYMEHTOB;

B pesynbrate nzyueHust JUCHUIUIMHBI CTYCHT JOJKEH:

— 3HATh OCHOBHBIE NOACHUCTEMBI 3aIUTHl CPEACTB CBSI3U B ONEPALMOHHBIX CHUCTEMaxX IEpCo-
HabHBIX DBM ocHOBBI agmuHuCcTpupoBaHus B OC i KOHTpoish HMH(OPMAIIMOHHBIX MPOIECCOB B
KOMIIBIOTEPHBIX CETAX METObI U CIIOCOOBI 3aIUTHl OT CETEBBIX aTaK MPUHIUIBI TIOCTPOCHHUS NIPOrpaMM -
HO-aIMapaTHbIX CHCTEM OOHAPYXEHHUS aTaK MPUHIUIBI 3alIUThl HH()OpMAIMA Ha KOMITBIOTEpE CPEICTB
CBSI3U C ITOMOILBIO IPOTPAMMHBIX peann3alnii Ha BEICOKOM U Ha HU3KOM ypoBHe Mozenu OS]

—  yMeTb IPOBOJUTH aHAIN3 HAJIUYMS HECAHKIIMOHUPOBAHHOTO JOCTYINa K KOMIBIOTEPAM OIIpe-
JIeNIATh U OLIEHUBATh BEPOSITHBIE YIPO3bl HHPOPMALIMOHHON O€30I1aCHOCTH KOMITBIOTEPA B CUCTEMAX CBA3H
OCYILECTBIIATh PAIlMOHANBHBIM BHIOOp MPOrpaMMHO-AMIAPATHBIX CPEACTB U METOAOB 3aIlUTHl HH(pOpMa-
[IUHA HAa 00BEKTaxX CBI3U

— BJaJeTh NPOrpaMMHO-ANNapaTHBIMU METOJAMU 3aIIUThl MHPOPMAIMM HA KOMIIBIOTEPHOU
TEXHHUKE METOaMU MOUCKA CIa0bIX MECT B HACTPOMKaxX KOMIIbIOTEpA U MOJYUYEHUS MOKa3areled ypoBHS
3alIMIEHHOCTH UH(OpMALUU B CUCTEMaX CBA3M METOIMKON aHallM3a CeTeBOro Tpaduka, pe3ylbTaToB pa-
OO0THI CpenCTB OOHAPYKEHHUSI BTOPKEHUI HaBBIKAMHU HACTPOWKH cucteM Oe3omacHoctn OC mis 6ezomac-
HOM paboTHI B CETAX U CUCTEMaX CBSI3U

4. O0beM IMCHUIIMHBI M BH/IbI Y4eOHOH padoThl
OO01ast TpY10€MKOCTb JUCHHUIUIMHBI cocTapisieT 4.0 3a4eTHBIX eIMHUIIbI U MIPECTaBIeHa B TaOIu -
ue 4.1.
Tabnuna 4.1 — TpyaoeMKOCTh AUCIUITITMHBI

Bunbr yueOHO nesTenbHOCTH Bcero uacos CemecTpsl
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8 cemectp

5. Coneprxxanue QMCUMILIHHBI

5.1. Pa3nennl NUCHUILIMHBI ¥ BUALI 3AaHATHNA
Paznensl TUCIUIUTMHBI M BUBI 3aHATHH TIPUBEICHBI B Tabmuie 5.1.

Tabmuma 5.1 — Pa3gensl TUCHUITUHBI U BUABI 3aHATHI

AynuTtopHble 3aHATHSA (BCETO) 72 72
Jlexuun 32 32
[IpakTnueckue 3aHATUA 20 20
JlaboparopHbie pabOTHI 20 20
CamocTosiTenpHas pabota (Bcero) 36 36
Odopmiterre 0T4EeTOB 110 JIA0OPATOPHBIM paboTam 14 14
[IpopaboTka JEKIIMOHHOTO MaTepuaa 10 10
[ToaroroBka K MpakTUYECKUM 3aHATUSIM, CEMUHApaM 12 12
Bcero (6e3 sx3ameHa) 108 108
ITogroroBka u cmada dK3amMeHa 36 36
OO6miast TpyI0EeMKOCTh 144 144
3aueTHbie EquHuib 4.0 4.0
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8 cemectp
1 ApxuTekTypa nmporpaMmMHO-anmapar- 2 4 0 3 9 [K-12, TIK-18
HbIX cpencts 3amuTbl OC. [IpuynHbl BO3-
HUKHOBEHUS cOOEB B OMEpaTUBHON Mamsi-
TH, OOIIIE IPUHIIUIIBI ITOCTPOCHUS CH-
ctem 3amuThI (triple functions).
2 OCHOBHBIC MTOHSATHSI, KIIACCUDUKAIIUS 4 0 4 3 11 |IIK-12, TIK-18
3a/1ay, penraeMbIX MporpaMMHO-anmapar-
HBIMH CPEJICTBAMU HICHTUDUKAIIIN 1
ayTeHTU(HKAINH B CETSAX CBSI3U.
MHorodaxkTopHast uaeHTHPHUKAUs CyOb-
€KTa, MOHATUE MPOTOKOIA UACHTH(HKA-
U U, UICHTUPUITPYIOIIast HHOOPMAITHS.
3 Knaccudukanus cyObeKTOB U 0ObEKTOB 2 4 0 3 9 [K-12, TIK-18
noctyna. OCHOBHBIE annapaTHbIe OAXO0-
1l K 3amute nanabix ot HCJI. AGcTpakT-
HbIE MOJIEJIH TOCTYIA, UX BIUSHHUE HA
KOH(UTYpaIHIo MPOrpaMMHO-AIIapaT-
HOM 4acTH 3aIIUThl UH()OPMALIUH.
4 Buapl ayauTa KOMIBIOTEPHBIX CETeH U 4 0 4 3 11 IIK-12, ITK-18

CornacosaHa Ha noprtane N2 15637




CHCTEM CBS3H C MOMOIILI0 IPOTrPaMMHO-
anmapaTHBIX CPEJICTB, KIaCCUPUKAIUSI
COOBITUH JJIS POBEACHUS ayUTa.

5 IIporpaMMHO-anmnaparHele CPEeACTBA
mK(pPOBaHUS; TIOCTPOCHUE alapaTHBIX
KOMIIOHCHT KPUIITO3AIUTLI JAHHBIX. Hn-
(bpacTpyKTypa ynpaBiieHHs] OTKPBITHIMU
KJIF0OYaMH, 0a30BbI€ apXUTEKTYPbI CUCTEM
yIlpaBJlieHUs! cepTU(UKaTaMU.

ITK-12, ITK-18

6 [IporpaMMmHoO-anmapaTHbie METOIBI 1
CpEelICTBA OIPaHUYEHUS JOCTYIA K KOMIIO-
HEHTaM CBSI3U B KOMITBIOTEPHBIX CETAX U
3alUTHl TPOrPAMM OT HECAHKIIMOHUPO-
BaHHOTO KOTTUPOBAHMSI.

11

IIK-12, TIK-18

7 IlpuMeHeHune cMapT-KapT AJIs armnapart-
HOW 3allIMTHI JAHHBIX, HX KJIACCU(HKa-
1usi. AnnapaTHble KOMIOHEHTHI CMapT-
kapt. [IporpaMmMHoe oOecnieueHue ams
CMapT-Kapr.

ITK-12, ITK-18

8 PannodacroTHas uaeHTUGUKALIHS -
NpUMEP YAAJCHHOM 3alIUThI JAHHBIX C
MOMOIIBIO aNMapaTHbIX cpencts. Kiaccu-
¢ukamms cpencts RFID, crpykrypa u
¢dbyakuuonupoBanue cuctem RFID.

11

ITK-12, ITK-18

9 Pazpymatoiiue nporpaMMHbIE BO3/CH-
CTBHSI C TIOMOIIBIO MPOTPaMMHO-AIapaT-
HBIX cpenacTB. CrIOCOObl UCTIONH30BAHHMS
MHUKPOKOHTPOJUIEPOB U OHOIIATHBIX MH-
KPOKOMIIBIOTEPOB JJIsI JOCTYTIA B 3aIllU-
IICHHBIC CETH CBSI3H.

21

ITK-12, ITK-18

10 CriocoOblI 3aIUTHI OT pa3pyLIAOIINX
nporpaMMHbIX Bo3zerictuil (PIIB) B

KOMITBIOTEPHBIX CHCTEMAX CBSI3U C IOMO-
IIbIO TPOrPAMMHO-AIAPATHBIX CPEACTB.

11

IIK-12, TIK-18

Hroro 3a cemecTp

32

20

20

36

108

Hroro

32

20

20

36

108

5.2. Conep:xkanue pa3iejioB JUCUUILIMHBI (110 JEKIMIM)

CopeprkaHue pa3esioB TUCUUILIINH (TI0 JIEKIHUSIM) PUBEIEHO B Taduie 5.2.

Tabmuma 5.2 - ConeprkaHue pas3IeiaoB JUCIHUIUIAH (IO JISKITUSM )

Haszpanus paznenos

JICKIIHUAM

Coneprxanue pa3esioB TUCIUTITAHBI 10

TpynoeMKoCTb,

q
dopmupyemblie
KOMIETEHIIUU

8 cemecTp

1 ApxuTekTypa nporpaMMHO-
amnmapartHbix cpeactB 3amuThl OC.
[IpyuunHBl BOSHUKHOBEHHMS COOEB B
OTICPAaTUBHOMW MaMSTH, OOIIIHE

[Ipenmert u 3ama4n 3aUThl HHOPMALTUU
B CETAX U CUCTEMAX CBSI3U C TOMOILBIO
IIPOrpaMMHO-AIIAPaTHBIX CPECTB, €€
B3aMMOCBSI3b C JPYTUMH JUCLHUIUIMHAMM.
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IPUHIHITBI IOCTPOCHUS CHCTEM
3anmThl (triple functions).

Kparkast ucropust pa3Butusi. AKTyasb-
HOCTB 3alIUTHI UH(POPMALIUU B COBPEMEH-
HOM Mupe. [IpudrHBI BOSHUKHOBEHUS
anmapaTHbIX U IPOTPAMMHBIX YSI3BUMO-
cTel, 00Imue MPUHIUITEI TOCTPOCHUS CH-
ctem 3amuThI (triple functions). [TonsTue
MOJIMTHKH 0€30TaCHOCTH U HEOOXOTMMO-
CTH OILIEHKU PUCKOB, KPUTEPUH, UCIIOIh-
3yemble JUIs KiiacCu(UKaIMy ypoBHS 3a-
LIUIEHHOCTH (0€30MacHOCTH) KOMITbIO-
TEPHBIX CETEH U CHCTEMBI CBSI3H.

Hroro
2 OCHOBHBIC ITOHSTHS, OcHOBHBIE TIOHATHS, KIaccu(HUKaIHs 3a- IIK-12,
KjaccuuKanus 3aay, peraeMbix Jlad, pelaeMbIX IIPOrpaMMHO- anmnapar- [IK-18
MPOrPaMMHO-AIMAPATHBIMH HBIMH CPEJICTBAMU HICHTU(UKALINN U
CpeICTBaMH UJEHTU(PUKALIUU U ayreHTuuxanuu. Unenruduxanus cyon-
ayTeHTH(UKAINH B CETSAX CBSI3U. €KTa C MOMOIIBIO aNMapaTHBIX CPENICTB,
MHuorodaxTopHast UASHTUPUKALISL MOHSITHE MTPOTOKOJIA UIEHTU(UKALINY,
CyOBbeKTa, MOHATHE MPOTOKOJA uaeHTudunupyromas napopmams. Me-
HICHTH(UKAIIH, TOJIbI Ay TEHTU(PHUKAIIMH: TApOJIbHAS CXe-
uneHtTuduupyoomas napopmaius. | Ma, bnomerpuueckuii u token crmnocoOsl,
MHOTo(aKkTOpHasi U B3aMHasl ayTeHTH-
¢ukanuu. [IpoTokonsl uACHTU(HUKAIINY C
HyJIEBOM nepeaaden 3HaHu. CXxembl
uneatudukann Deiire-Ouara-1llamupa,
I'mnnoy-Kynckyorepa u 0CHOBHBIE
MPOOJIEMBI TP UX aNapaTHO-TPOTpaMM-
HOH pean3aliuu.
Hroro
3 Knaccudukanusi CyObeKTOB U Kiaccudukanus cyobekToB 1 00bEKTOB ITK-12,
00BbekTOB fgocTyra. OCHOBHBIE noctyra. OCHOBHBIE anmnaparHble MOIX0- [IK-18

anmnaparHble MOIXO0/bl K 3aIlUTe
nansabix ot HCI. AGcTpakTHbIE
MOJIETN IOCTYTIA, UX BIUSHUE Ha
KOH(pUTypaiuio nporpaMMHoO-
annapaTHON 4acTH 3alUThI
UH(pOpMAIIH.

1bl K 3amuTe anabix oT HCI. AGcTpakT-
Hble Moziesin focTtyna. [I[porpamMHo-a-
nmnaparHoe mudpoBaHue, KOHTPOIb J0-
CTyIla M pasrpaHuyeHue pocryna. Mepap-
XUYECKUH MPUHITUIT JJOCTYTIA K (aiiy.
ArmmaparHasi 3aImTa ceTeBoro (haimoBo-
ro pecypca. [Iporpammuas ¢ukcanus 10-
ctymna K ¢ainam. Jluckpenronnas (pas-
IpaHUYHUTENbHAS ) MOJIETh YIIPaBICHUS
JOCTYIIOM Ha OCHOBE ()OpMaIbHON MOjIe-
nu Take-Grant u mpoGiieMbl TIpH €e arna-
patHoil peanuzanuu. Croco0s! mpo-
rpaMMHoO-amnmnapatHoi puxcanuu akra
noctyna. HajnexHoCTh cucTeM orpaHuye-
HUS OCTyMa. YIpaBieHHe TOCTYIIOM Ha
ocHoBe poiseit — RBAC. ba3zoBas mozens
RBAC. MannarHas (pencTaBuTeNIbHAs )
MOJIeNb yrpaBiieHus noctynom. [1po-
rpaMMHasi peanu3aluyd MaHAaTHOM Mojie-
JIM J10CTYyTIA.

Htoro
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4 Bujpl ayniuTa KOMIBIOTEPHBIX CETEH
1 CUCTEM CBSI3U C IOMOIIBIO
MPOrPaMMHO-AITAPaTHBIX CPEJICTB,
KJaccuukanus coObITUN TSt
MIPOBEJICHUS ay/IUTa.

Bunpl aynuta KOMITBIOTEPHBIX CUCTEM
CBSI3U C TTOMOIIBIO TIPOTPaMMHO-aIIapar-
HBIX cpencTB. KOHTpOIb 1ie0cTHOCTH
JaHHBIX, UCTIOIB30BaHUE U(POBOI MO -
MICH C 3alIUTOH anmapaTHBIMH CPEICTBA-
Mmu. [IporpaMMHBIE CUCTEMBI IPEIOTBPA-
IIEHHsI ¥ OOHAPYXEHUS BTOPXKEHUH, JI0-
KaibHbIe U 6ecripoBoanble - [PS IDS
HIPS WIPS.

HUroro

IK-12,
[IK-18

5 IIporpaMMHoO-amnmaparHble CpecTBa
mppoBaHuUs; IOCTPOEHHUE
anmnapaTHbIX KOMIIOHEHT
KPUITO3AIIUTHI JaHHbBIX.
WndpactpykTypa yrpaBieHHs
OTKPBITHIMU KJTFOUaMU, 0a30BbIe
ApPXUTEKTYPBI CUCTEM YIIPABICHUS
ceptudukaramu.

['enepanus kirouel nporpaMmMHoO-aniia-
patHbIMU cpeacTBamu. Kitrouu 1ist cum-
METPUYHBIX U HECUMMETPHUYHBIX aJIro-
puTMOB. DdemepHslii kitod. [Iporpamm-
HO-afnmapaTHble CPeCTBA MU(POBAHUS B
peaIbHOM BPEMEHH, MMOCTPOCHUE amIa-
paTHBIX KOMIIOHEHT KPUINITO3aLUThI JaH-
HBIX. YTPO3bl KpUNITOTPAhUUECKUM KITFO-
yam. [loBpexenue kitouei. 3ammura ai-
roputMma mudposanus. [IpuHiunm gyB-
CTBUTENIbHOM 00JaCTH U MIPHUHIIUII TJ1aB-
HOTO KJTF0Ua, HEOOXOIMMEIE U IOCTaTOY-
HbIe (DYHKIIUU arapaTHOTO CPE/ICTBA
KPHUITO3AIIUTHI CUCTEM CBSI3H.

Hroro

IIK-12,
[IK-18

6 [IporpamMmHO-anmapaTHbie METO/IbI
Y CPEACTBA OTPaHUYEHUS JOCTYMA K
KOMITOHEHTaM CBSI3M B KOMITBIOTEPHBIX
CEeTSAX W 3aIIUTHI IPOTPamMM OT
HECAHKIIMOHUPOBAHHOTO
KOITUPOBAHUSI.

[IporpaMMHoO-annapaTHble METOIBI U
CpeJICTBa OTpaHUYEHUS JOCTYIA K KOMIIO-
HeHTaM DBM, 3a1uThel mporpaMm oT He-
CaHKIIMOHMPOBAHHOTO KOMTUPOBAHUSI.
[IporpaMMHBIe U TEXHUYECKUE CPEICTBA
3amUThl THPOPMAITUHN B CHCTEMaX CBSI3U.
Berpoennas anmaparHasi 3aniura mnpo-
rpaMM OT U3ITy4EHHsI. YCTapEeBIIUE TEX-
HUYECKHUE CpeACTBa 3amuThl. [Iporpamm-
Has 3alUTa OT OTJIaJKH, 3alllUTa OT AU3a-
cceMOIMpOBaHMsl, 3alMTa OT TPACCUPOB-
KH 110 anmapaTHbIM PEPhIBAHUSAM MPO-
1eccopHeIx nmpouenyp. [Ipumenenue 00-
(dyckamuu, IPOTEKTOPOB U YITAKOBIIIHKOB
JUIS YCUJIGHUS 3aIIUThI CHCTEMBI CBSI3U.
MeTo/b1, 3aTpyAHSIONINE CYUTHIBAHHE
ckonrpoBaHHON nHpopmaru. OCHOB-
HbIe (QYHKITUU CPEACTB 3aIIUTHI OT KOTIH-
poBaHUA. ANmapaTHbie MPUEMbI IPOTHBO-
NENUCTBUS TUHAMHUYECKUM CIIoOc00aM CHsI-
THS 3alIUTHl IPOTPaMM OT KOMTUPOBAHUSI.

HUroro

IIK-12,
[IK-18

7 IlpumeHeHne cMapT-KapT Ui
anmnapaTHON 3alUThI JAHHBIX, UX
Kiaccuukanus. AnnapaTHble
KOMITOHEHTBI CMapT-KapT.
[IporpammHoe obecrieueHue s

AnmnapaTHbIe KOMIIOHEHTBI CMapT-KapT.
[MporpammHOe oOecrieueH e sl CMapT-
kapT. KoHTakTHBIC U OECKOHTAKTHbBIE
CMapT — KapThl C COOTBETCTBYIOIIIMMHU UH-
tepdeiicamu SO — 7816, USB (RuToken,

IK-12,
[IK-18
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cMapT-KapT.

eToken), ISO/ IEC 14443.. IaTennekry-
anbHble KapThl. JKU3HEHHBIN [IUKII CMapT-
KapT. Belltyckaemble CEpUITHO UHTErpajb-
HBIE CXeMbI cMapT-KapT. MHppacTpyKTy-
pa noauepxku cmapT-kapt. [IpoGnemsr
6e3onmacHocTH cMapT-KapT. Knaccuguka-
1S aTaK Ha CMapT-KapThl.

Bo3zeiicTBuii (PI1B) B koMIIbIOTEPHBIX
CHUCTEMAax CBSI3H C IIOMOIIBIO
MIPOrPAMMHO-ANIAPAaTHBIX CPEJICTB.

(PIIB). ITpoGnema BocCTaHOBIIEHUS arima-
paTHBIX HACTPOEK OMEPALIMOHHOMN CUCTE-
MblI rtociie Bozaeicteus PIIB u npumene-
HUS CPEACTB MPOTUBOICUCTBUS B CUCTE-
Max CBSI3H.

HUroro

2

Hroro
8 PagnouacrorHas uneHTudukamnys - | bazoBble MPUHIIUITBI PAAHOYACTOTHOM [IK-12,
MIpUMep yIaJeHHOU 3alUThl JaHHBIX ¢ |uaeHTuGukanuu. CTpykTypa u QyHKIHO- [IK-18
IIOMOILIBIO allIapaTHBIX CPEACTB. Huposanue cucreM RFID. Ynanennas
Knaccudukanus cpeacts RFID, nepenayda 1aHHbIX B cucteMax RFID,
CTPYKTypa 1 (yHKIIMOHUPOBAaHUE crocoOb! KoaupoBaHusi. CUNTHIBATENN U
cuctem RFID. TPaHCTIOHAEPHI, JIEKTPOHHBIE U MPO-

rpaMMHbIE€ KOMITOHEHTHI cucteM RFID,

cranaaprusanus. [Ipumeps! npuMeHeHus:

UAeHTU(DHUKAIHS TOBAPOB, TPAHCIIOPTHBIX

CPEICTB, UMMOOUIIali3epHBIE CUCTEMBI,

UAeHTU(DHUKAINS )KUBOTHBIX.

Hroro
9 Pazpymatoiine nporpaMMHbIE KoMribroTepHbIe BUPYCHI, KaK 0COOBII [K-12,
BO3JICUCTBUSI C TOMOIIIBIO KJIaCC pa3pylIaloUX MPOTPaMMHBIX BO3- IIK-18
IIPOrPaMMHO-aMIapaTHLIX CPEICTB. nencTeui. Pa3sutue nporpamMmmHo-ania-
CrniocoObI HCTIONB30BaHUS patHoil BUpyCHOM 6a3bl U TEH/ICHIIUU
MHUKPOKOHTPOJUIEPOB U OHOIUIATHBIX | (DOPMHUPOBAHNS HOBBIX THIIOB BUPYCOB,
MUKpPOKOMIIBIOTEPOB JIJIsl AOCTYIIA B | HOAAEPKUBAEMBIX alllapaTHbIM CIOCO-
3aILUILECHHBIE CETH CBSA3H. 60om. CriocoOBI 3apaKeHHUs! JIOKATbHBIX

KOMIIBIOTEPOB C MIOMOIIIBI0 MUKPO-

KOHTPOJUIEPOB ¥ OJHOILIATHBIX KOMIIbIO-

TepoB. [IporpaMmHbIe YEPBU U 3aKIIAJIKH.

[IporpaMMHO-anmnaparHele CpEeACTBA IIPO-

THUBOZAEICTBUS KOMIIBIOTEPHBIM BUpyCaM

U UX COCTOSTHUE B COBPEMEHHBIX YCIIOBHU-

SX.

Hroro
10 CocoOblI 3a1UThl OT IIporpamMHoO-anmnaparHas 3allUTa OT pas- IIK-12,
pa3pymamIrX MPOrpaMMHBIX PYUIAIOIIKUX TPOTPAMMHBIX BO3JEHCTBUI IIK-18

Hroro 3a cemecTtp

32

5.3. Pazaenbl AMCHUIIMHBI U MEKIUCIUIIMHAPHBbIE CBSI3H € 00ecneYnBAKINNMH (TPeAbILY IMMH)
U obecneyuBaeMbIMU (NMOC/IEAYIONIUMHE) JUCHTUTIIMHAMU
Paznensl AUCIUTUIMHBI M MEXKIUCITUTUTMHAPHBIC CBSI3H C 00€CTICUMBAIOIIMMHE (TIPEIBIAYITUMU) U
obecrnieunBaeMbIMU (TTOCIIETYIONIMMHI ) AUCITUTUIMHAME TPEICTAaBIEHBI B TabIuIe 5.3.
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Tabnuua 5.3 - Pa3nensl AUCHUTUTHHBI M MEXKIUCIUILTUHAPHBIC CBSI3U

Ne pa3nenoB qaHHON JUCUUIUIMHBL, 17151 KOTOPBIX HEOOXOAMMO H3ydeHHUE
HanMeHOBaHHE TUCIUILIMH o0ecreunBaInX U 00eCcTIeYMBaeMbIX TUCITUTLINH

1 2 3 4 5 6 7 8 9 10

HpCIlI_HCCTBy'IOH_[I/IC JAUCIUITIINHBI

1 BoiuncnurenbHas TEXHU-
Ka ¥ UH(QOpMAllMOHHbIE TeX-| + + +
HOJIOTUH

2 KoMILJIEeKCHBIE CUCTEMBI
3aIMUTHl THHOPMAIIMH B Ce- + + + +
TSIX U CUCTEMAX CBS3U

3 OOmas Teopust CBSI3H + +

4 OpraHu3anus 1 ynpasiie-
HUE CIyK00M 3alUThI UH-
(dhopMaruu Ha MpeanpHUsITH-
X CBSA3H

5 OcHoBbl KpunTorpapuu +

6 OCHOBBI TOCTPOEHUS UH-
(hOKOMMYHHKAITMOHHBIX CH- + + +
CTEM M CETEr

7 CeTH CBS3U U CUCTEMEI
KOMMYTaIlu

+ + +

5.4. CooTBeTCTBHE KOMIIETEHIUI, (POPMUPYEMBIX MPU U3YYEHUH TUCHMILUINHBI, U BUA0B 3aHATHH
CooTBeTcTBUE KOMIMETEHUUH, (HOPMUPYEMBIX MPH H3YyYEHUH AUCLUMIUIMHBI, W BHJIOB 3aHATUN
MpeaCcTaBIeHo B Tabmuiie 5.4
Tabnuma 5.4 — CooTBeTCTBHE KOMIIETEHIIUN W BUIIOB 3aHATHH, POPMUPYEMBIX TIPH U3YUCHHUH JUCITUTLIH -
HBI

Bunrnl zaustuit
= = =
: : E
= = o =
= = <Q .
= = s
= 2 2 3
(5} = 0 L I
5 =} = = = @OopMBI KOHTPOJIA
: : : = 5
= 2 O 5] =
5] = = [ S
= S s o)
= (=) =
%) 3] 3
< O =
) = 2
@)
TIK-12 + + + + Ok3ameH, KoHCIIekT camo-
noaroroBku, OT4eT 1o Ja-
O6opatopHoii padote, OTUeT
10 TIPAKTHKE
TIK-18 + + + + Ok3ameH, KoHCIekT camo-
moAaroroBky, OTUeT Mo Ja-
O6opatopHoii padote, OT4YeT
0 TIPAKTUKE
6. UaTepakTUBHBIC MeTOABI U (JOPMBI OPraHU3aANNU 00yYEeHUS
He npenycmorpeno PYII
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7. JIaGopaTtopHbie padoThI
HanmenoBanue nmabopaTopHbIX pabOT npuBeaIeHO B Tadnuie 7.1.
Tabmuua 7. 1 — HaumenoBaHue 1a00opaTopHBIX paboT

v L =
= 2=
=4 = g
Qo 0o T
& > 0
HasBanus paznenos HaunmenoBaHue 1ab0paTopHbIX paboOT 25 &5
S s :
= | £
~ S}
8 cemectp
2 OCHOBHBIC TTIOHATHSA, Hccnenoanue napoyibHOM 3alIATHI 4 TIK-12,
KiaccuuKaius 3aaad, perraeMbIx KOMIIOHEHT CBSI3HM Ha OCHOBE HCIIOIb30Ba- TIK-18
MIPOrpaMMHO-aNNapaTHEIMU HUS Au3acceMOIepoB B pydyHOM, MOTyaB-
CpeAcTBaMH UICHTU(UKAIINY U TOMaTHYECKOM U aBTOMaTHUYECKOM PEKHU-
ayTeHTU(UKAINH B CETSAX CBSI3U. Max.
MHorodakTopHas uaeHTHPUKALUSA Viroro 4
cyObeKTa, MOHATHE IPOTOKOJIA
UIACHTH(UKAIIH,
uaeHTuuIUpyronas nabopmarms.
4 Bunpl ayauta KOMIBIOTEPHBIX ceTel | [Iporpammsl 1uid pydHoro, noixyaBToma- 4 IIK-12,
U CUCTEM CBSI3U C IIOMOLIBIO TUYECKOTO ¥ aBTOMAaTUYECKOI0O ayIuTa [IK-18
IIPOrpaMMHO-AIIAPATHBIX CPEACTB, | KOMIBIOTEPHBIX ceTeil. MccnenoBanue
KkjaccuuKkanus coObITUN IS COCTOSIHUSI KOMIIBIOTEPHOU CEeTH U Ha-
IIPOBEJICHUS AYINTA. CTPOMKa COOTBETCTBYIOLIMX MOIUTHK
ayJluTa 3TUX CETEH.
Hroro
6 IIporpamMmmHo-annaparasie MeToabl | MiccienoBanue JOCTyNa K KOMITbIOTEPHOM IIK-12,
Y CPEACTBA OTPAaHUUYEHUS JOCTYNA K  |CUCTEME CBSI3U C IIOMOIIBIO TECTOBBIX [IK-18
KOMIIOHEHTaM CBSI3U B KOMIIBIOTEPHBIX | yTUIUT. OnpesieeHue BO3MOXKHOCTH
CEeTSX U 3alIUThl IPOrpaMM OT BHEUIHETO yNpaBiIeHUs UHTEep(eiicoM
HECAHKIMOHUPOBAHHOTO CTOPOHHHUX MPOTPAMM.
KOIIMPOBAHUS. Vroro
9 Pazpyiaroiiye nporpaMMHbIE Wzydenue u ananus paboTel cHUEpA. [IK-12,
BO3JIEHCTBHS C IOMOIIBIO Hactpoiika ¢puiasTpoB Ha pa3HbIX YpOB- IIK-18
IIpOrpaMMHO-aINNapaTHeIX cpeacTB.  |HAX monenu OSI mpu nepenaun Tpaduka.
CrniocoObl HCTIONBb30BaHUS Brigenenue nagopmanuu, CBI3aHHOM C
MHUKPOKOHTPOJJIEPOB U OJHOIUIATHBIX |JOCTYIIOM B CETH CBA3H.
MHKPOKOMIIBIOTEPOB JIJISL JOCTYTIA B
POKOMITBIOTEPOB ISl 1OCTyNa Hroro 4
3aIMIICHHBIE CETH CBA3H.
10 CiocoOsl 3a1UThI OT AHTUBUPYCHBIE IPOIPAMMBI U OCHOBHBIE 4 [IK-12,
pa3pymamImMX MPOrpaMMHBIX HAaCTPOMKH MOJIUTUKHU OE30MaCHOCTH. ITK-18
Bo3neiictuii (PIIB) B komnbroTepHbIX | Crienuain3upoBaHHbIE IPOrpaMMBbl 3a-
CUCTEMAX CBSI3U C IIOMOLIBIO LIUTHI OT HECAHKLIIMOHUPOBAHHOT'O 10CTY-
IpOrpaMMHO-aMMapaTHIX CPEACTB. | mMa. MHOroakTopHas 3aiiuTa 10CTyna
anmnapaTHbIMU CPEACTBAMHM.
Hroro 4
Hroro 3a cemecTp 20

8. [IpakTHYeckue 3aHATHSA (CEMHUHAPBI)
HanmMeHnoBaHMe MpakTUUECKUX 3aHATHN (CEMUHAPOB) MPUBEICHO B Tabnuiie 8.1.
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Tabnuna 8. 1 — HanmeHoBaHME MPaKTUYECKUX 3aHATHI (CEMUHAPOB)

IIPOrPaMMHO-AIIAapaTHLIX CPEICTB.
CriocoOBI HCITOIB30BaHMS
MUKPOKOHTPOJIJIEPOB U OIHOILIATHBIX
MHUKPOKOMIIBIOTEPOB IS JOCTYIIA B
3alIUIIICHHBIC CCTU CBsA3U.

MUKPOKOHTPOJIJIEPOB. 3aluTa JOCTyIa B
CHUCTEMBI CBSI3U C TIOMOILBIO MUKPO-
KOoHTpoJsuiepa. OHOIIaTHbIE KOMIIbIOTE-
PBIL, KaK CyIIECTBEHHAs yIrp0o3a CUCTEMaM
nocryna. Hannune HeoOX0AUMBIX
CBOWCTB OJTHOIUIATHBIX KOMITBIOTEPOB IS
HECAHKLIMOHUPOBAHHOIO JOCTyIa. Buasl
YAAQJICHHBIX aTaK Ha CUCTEMBI CBA3H C I10-
MOIIBIO OHOIUIATHBIX KOMIIBIOTEPOB.
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v L =
I L =
2 i
HanmeHnoBaHME MPAKTUYECKUX 3aHATHN =] > 0O
HazBanus pa3zziesnos 25 o 5
(cemuHapoOB) 8 g g
S =
2 &g
= S
8 cemectp
1 Apxurextypa nporpaMMHO- Hanmnumne anpecoB pusnyeckux HOCH- 4 [IK-12,
anmnapaTHbIX cpencTs 3amuTsl OC. teneit undopmanuu. Kapra u ctpykrypa IIK-18
[IpyuumHBI BOSHUKHOBEHHMS COOEB B ONEepaTuBHOM MaMsATHU KoMIlbioTepa.Bo3s-
OTIepPaTUBHOMN MaMATH, 001IHe MO’KHOCTb aIllIapaTHOTO BIUSHUS HA MPO-
MPUHLUIIBI TOCTPOEHUS CUCTEM 1eccsl 0OMeHa HH(popMaluei B onepa-
3amuThI (triple functions). TUBHOM MaMATH KOMIIbIOTEPA.
Hroro
3 Knaccudukanus CyoObeKTOB U AOCTpaKTHBIC MOJIETU I0CTYIA, UICTOPHS [K-12,
00bekToB foctyna. OCHOBHbBIE pasButus. OCHOBHBIE aNIapaTHbIe HIEU IIK-18
anmapaTHbIe TIOJXO/IbI K 3aIUTe JUTs peanu3aiui Mojenent nocryma. O0-
nansbix ot HCII. AGcTpakTHbIe mue TpeOoBaHMs K JJOTMYECKUM MOCTpoe-
MOJIEJIH JOCTyIa, UX BIUSHHUE Ha HUSIM B IPOIrPaMMHOM 00€CTIE€YEHHUHU TTPU
KOH(UTYpaIUIo MPOrpaMMHO- peanu3anum pa3lIndHbIX MOJeNe 1ocTy-
anmnapaTHOM 4acTH 3alUThI mna.
uHbOpMAITIH. Wroro
5 IlporpammMmHo-anmaparsbsie cpeactsa | [IporpammHuas peanusanusi IpoOBOJIHUKA B [IK-12,
M dpoBaHus; MOCTPOCHHE Windows u pyrux (paioBeIX MEHELI- IK-18
annapaTrHbIX KOMIIOHEHT KepoB IS N POBAHUS JOCTYTA K
KPUITO3AILUTEl JaHHBIX. ¢aiinam Ha JOKaJIbHOW KOMIBIOTEPHOMH
HNudpactpykrypa ynpapieHus cucteme. O0mme TpedoBaHUS K CITy)KOam
OTKPBITBIMH KJIIOYaMH, 0a30BbIE Windows it oGecrniedenust ux 6e3omnac-
apXUTEKTYpbl CUCTEM YIPaBJICHUS HOTO MCTIOJIb30BAHUS AJIS 3aILUTHI 1aH-
cepTUudHUKaTaMu. HBIX.
Hroro
8 PaguouacrorHas naeHtTuukanys - | PaguoyactoTHast uaeHTUQUKALMS, KaK [K-12,
npuMep yIajaeHHOM 3alIUThl JaHHBIX C | OOUH U3 BApUAHTOB allapaTHBIX CPEJCTB IK-18
MIOMOIIbIO aNMapaTHbIX CPEJCTB. 3aIlUTHI JOCTYMA YAAJIEHHBIM CIIOCOOOM.
Knaccudukanus cpencts RFID, TpaHCIOHAEPBI U UHTEPPOraTOPBI B MO-
CTpYKTypa 1 (QyHKIIMOHHPOBAHUE HUTOPUHIOBBIX CHUCTEMaX JOCTyNa K
cucrem RFID. 00BEKTaM CBSI3U.
Hroro
9 Paspymaronue nporpaMmMHbIe Crioco0OblI OpraHu3anuy pa3pynaoumx IK-12,
BO3JEHCTBUS C IIOMOIIIBIO MPOTPAMMHBIX BO3JIEHCTBUI C TOMONIBIO TIK-18
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Htoro

Hroro 3a cemecTp

20

Tabnuue 9.1.

9. CamocTtosiTeqbHasi paboTa
Bunbr camoctosTenbHOI pabOThI, TPYZOEMKOCTh U (hOPMHUPYEMbIE KOMIIETCHIINU TIPE/ICTABICHBI B

Tabmuma 9.1 - Buasl caMoCTOSTENBHONU PaOd0ThI, TPYAOEMKOCTh B (POPMUPYEMBIE KOMITETSHIIUH

g O
= a K
2 =
) O =
Bunasr camocTosiTenbHON = )
Hasganus paznenon S = DopMbI KOHTPOJIS
paboThI 8 g 2
S S
a o 2
= S
8 cemectp
1 Apxurekrypa Ilonroroska K nmpaxkruue- 2 |IIK-12, KoHcniekT caMonoaroros-
MPOrPAMMHO-ANIMAPATHBIX | CKUM 3aHSITUSAM, CEMUHA- IIK-18 KH, OTYeT 10 MPaKTHKE,
cpencts 3amuTsl OC. pam DK3aMeH
H6p WAMHBI BOSHHKHOBCHIA [TpopaboTka JIEKITMOHHOTO 1
c00€eB B ONEPATUBHOU MarepHana
naMsTH, o0IIre
IpUHIMIE HocTpoeHns | ATOro 3
CHCTEM 3aIuTHI (triple
functions).
2 OCHOBHBIE MTOHATHSA, [IpopaboTka JIeKIIMOHHOTO 1 [IK-12, Koncnekr camonoaroros-
KiaccuuKanus 3aaad, Marepuaia TIK-18 ku, Otuer o nmaboparop-
[IaeMBIX IT MMHO- HOWM Te, DK3aMeH
periac porpa 0 OdopmieHue 0TYETOB 10 2 ofi pabore, Jxsame
anmapaTHBIMU TBaMU
p cpeac nabopaTopHBIM paboTam
uaeHTU(DUKAITIN U
ayTeHTH(UKAIHH B cetsix | ATOro 3
cBsi3u. MHorodakropHas
uaeHTHPUKAIISL
CyOBeKTa, TOHITHE
MPOTOKOJIA
HJeHTU(DUKAITIH,
UICHTHPUIHPYOIIAs
nH(popMaus.
3 Knaccudukarms [ToaroroBka Kk mpakTuue- 2 TIK-12, KoHcnexT caMonoaroron-
CyOBEKTOB ¥ 0OBEKTOB CKHM 3aHSATHSM, CEMHUHA- IIK-18 k#, OTYeT 1O MPaAKTHUKE,
noctymna. OCHOBHbBIE pam DK3aMeH
annapatHble HOHXOHI_LiICK [TpopaboTka JIEKITMOHHOTO 1
UTE TAHHBIX OT .
saliute 1a 0 A Marepuaia
AOcTpakTHBIE MOJENN
JIOCTyNa, UX BIUSHHUE HA HWroro 3
KOH(uUTrypamuio
IPOrpaMMHO-aNNapaTHON
YaCcTH 3alUTHI
nH(popMaIuu.
4 Buapl aynuta [TpopaboTka JIEKITMOHHOTO 1 TIK-12, KoHcnexT caMonmoaroros-
KOMITBIOTEPHBIX CETEH U | MaTepuaia IIK-18 ku, OTuer no naboparop-
CHCTEM CBfI3H C OMOLIBIO | (OPMIICHHE OTUETOR 110 2 HOM pabote, DK3aMeH

MIPOTrpaMMHO-anapaTHbIX

nabopaTopHBIM paboTam

CornacoeaHa Ha noptane Ne 15637
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CPEACTB, KIacCUpUKALHS
COOBITUH 11 TPOBEICHUS
ayauTa.

Htoro

5 IIporpammHoO- [ToaroroBka k mpakruue- [IK-12, Koncnekr camonoaroros-
anmnaparHble CpeJICTBa CKHMM 3aHSTUSAM, CEMHHA- [IK-18 Kk#, OTUYeT 1O MPaKTHUKE,
mmdpoBaHus; pam DK3ameH

MOCTPOCHHUE AIMIAPATHBIX | 11 pPOPaGOTKA NEKIHOHHOTO

KOMIIOHEHT Marepuana

KPUITO3AIIUTHI JaHHbBIX.

Wndpacrpykrypa Hroro

yIpaBICHUS OTKPBHITHIMU

KJII04aMH, 0a30BEIC

ApPXUTEKTYPhI CUCTEM

YIPaBICHUS

cepTudHrKaTaMH.

6 IIporpamMmmuo- [TpopaboTka JIEKITMOHHOTO [K-12, Koncnekt camonoaroron-
anmnaparHble METObI U Marepuaia IIK-18 k1, Otyer no gaboparop-
CpelCcTBa OrpaHUUYCHUS OQOPMIICHHE OTHETOB T HOM pabote, DK3aMeH
AOCTYNA K KOMIIOHEHTAM | 15 naronmriv paGoTam

CBSI3U B KOMITHIOTEPHBIX

CETSIX U 3allUThI Hroro

porpamMm OT

HECAHKIIMOHUPOBAHHOTO

KOTTUPOBAHMS.

7 Ilpumenenue cmapt- [IpopaboTka IeKIMOHHOTO [IK-12, Koncnekr camononroros-
KapT JJIs arapaTHOU Marepuaia [IK-18 KM, DK3aMeH

3aIUThl JAaHHBIX, UX Viroro

KjaccupuKanus.

AnmnapaTHble KOMIOHEHTbI

cMapT-Kapr.

IIporpammHuoe

o0ecriedyeHue AJis cMapT-

KapT.

8 PagnouactorHas [ToaroroBka Kk mpakTuye- TIK-12, KoHcnexT caMonmoaroros-
UACHTU(DUKALMS - IPUMEp | CKUM 3aHATUSM, CEMHHA- IIK-18 k#, OTYET 1O MPaKTHKE,
yIaJI€HHOU 3alUThI pam DK3aMeH

AQHHBIX C TIOMOTLEIO [TpopaboTka IeKIMOHHOTO

anmapaTHBIX CPEJICTB. Marepuaa

Knaccudukanus cpencts

RFID, ctpykrypa u Hroro

(YHKIIMOHUPOBAHHE

cucteM RFID.

9 Pazpymatomue [ToaroroBka k mpakruue- [IK-12, Koncnekr camonoaroros-
MIpOTrpaMMHBIE CKHUM 3aHSTUSIM, CEMHHA- [IK-18 ku, OTueT 1o Jaboparop-

BO3JICHCTBUS C IOMOIILBIO
MIPOrpaMMHO-anapaTHbIX
cpenctB. CriocoObl
HCITOJIb30BaHMA
MUKPOKOHTPOJUIEPOB U
OTHOILIATHBIX
MUKPOKOMIIBIOTEPOB JJIs
JIOCTyNa B 3alIUIIECHHbBIC

pam

IIpopaboTka JEeKIIMOHHOTO
Mmarepuaia

OdopmieHne 0TYETOB 10
nabopaTopHBIM paboTam

HUroro
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CETH CBSI3U.
10 CriocoOs1 3amutel oT | [IpopaboTka TEKIIMOHHOTO 1 [K-12, Koncnekr camononroros-
pa3pylarImx Marepuala [IK-18 ku, OTyeT 1o Jaboparop-
HpOprlMMHIzIXPHB O(OpPMICHHE OTYETOR 11O 4 HOU pabote, DK3aMeH
Bo3zIeHCTBHI ( ) B nabopaTropHbIM paboTam
KOMITBIOTEPHBIX CHCTEMaX
CBS3H C IIOMOILBIO Hroro 5
MPOrPaMMHO-AIAPATHBIX
CPEICTB.
Hroro 3a cemecTp 36

[ToaroroBka u cnaya sK3a- 36 DK3aMeH

MeHa
Uroro 72

10. KypcoBasi pa6oTa (mpoexr)
He npenycmorpeno PYII

11. PeiiTuHroBasi cucremMa JJisi OCHKH YCIIeBaeMOCTH CTYICHTOB

11.1. banjbHbIe OLEHKH AJIs1 3JIEMEHTOB KOHTPOJIA
Ta6muma 11.1 — banpHbIE OIEHKH [T SIEMEHTOB KOHTPOJISI

. . MaxkcuManbHbIN
. MaxkcuMabHBIH MaxkcumaltbHbII
DneMeHTHI yueOHOU 6asu1 3a mepuoa Bceero 3a
6amn Ha 1-yto KT ¢ | Gamr 3a mepuon
NeSITeIbHOCTH mexay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
8 cemecTp
Koncnekr camonoaroros- 8 8 10 26
KU
OtyeT no naboparopHOM 5 5 6 16
pabote
OTtyeT no npakTuke 9 9 10 28
Wroro makcumyM 3a nepu- 22 22 26 70
on
DK3aMeH 30
Hapacraromum ntorom 22 44 70 100
11.2. IlepecyeT 0aJ1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanyIoOB B OLICHKH 32 KOHTPOJIbHBIC TOUKU TpeACTaBieH B Tadnue 11.2.
Tabmuma 11. 2 — [TepecueT 6aI0B B OIIEHKH 32 KOHTPOJIBHBIC TOUKH
banibl Ha 1aTy KOHTPOJIBHON TOYKH OrneHka
> 90% ot MakcuManbHOU cyMMBbI OatoB Ha gaty KT 5
Ot 70% 10 89% oT MakcuManbHON cymMMbl OaioB Ha naty KT 4
Ot 60% 10 69% ot makcumanbHO# cymmbl OansioB Ha Aaty KT 3
< 60% ot MakcuMalIbHOW cyMMBbI O6autoB Ha aaty KT 2

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULHOHHYIO U MEKTYHAPOAHYIO OLIEHKY
[Tepecuer cymmMbl 0aioB B TPAAMLMOHHYIO M MEXIYHApOIHYIO OLIEHKY MpEJCTaBlIeH B Ta0iuLe

11.3.
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Tabnuma 11. 3 — IIepecuer cyMMBbI 6aJIIOB B TPAAUIIMOHHYIO U MEKIYHAPOIHYIO OLIEHKY
Urorosas cymma 06asnios,

Onenka (I'OC) YYHUTHIBAET YCTCIIHO CAAaHHBINA Onenka (ECTS)

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (odenp xoporiio)

4 (xopor110) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENBHO)

3 (YyIOBJIETBOPUTENHHO) (3a4TEHO) 60 - 64 E (HocpercTaerio)
2 (seynoaeTBOpHTENSHO) (HE Hwxe 60 6aioB F (HeynoBIeTBOPUTENBHO)

3aYTEHO)

12. YuyeOHO-MeTOAMYeCKOe U MH(OPMAIIHOHHOE O00ecnieYeHHe TUCIUIINHBI

12.1. OcHoBHas JIMTEpaTypa

1. Cuctemsl koHTpoJs U ynpasineHus noctynoM. (Cepust «OOecnieueHne 6€30MacHOCTH 0ObEK-
ToB»; Brimyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : Topsiuas nunus-Tenexom, 2013. — 272 c.
[DnexTponHbIit pecypc]. - http://e.lanbook.com/book/5135

2. Muxansuenko, C.I. AnnaparHoe u nporpammuoe obecrnedernne 9BM. M. : TYCVYP, 2007. —
103 c. [DnektponHBIi pecypc]. - https://e.lanbook.com/book/private/11524

3. TonukoB, A.M. OcHoBbl uH(popMannoHHON OezomacHocT.— M. : TYCVYP, 2007. — 201 c.
[DnexTponHbIit pecypc]. - http://e.lanbook.com/book/10927

12.2. lonosiHuTeIbHAS JIUTEPATYpa

1. T.B. Baxuuii, C.IO. Ky3pmun. Pa3paboTka anmapaTHO-IpOTrpaMMHOTO CPEICTBA 3aIIUTHI OT
ysi3BUMOCTH badusb. — // Maremarndeckue cTpyKTypsl B MoaenupoBanue. — 2016. — Ne 2. — C. 116-
125. [Dnexrponnslii pecypce]. - http://e.lanbook.com/journal/issue/298339

2. TomukoB, A.M. CeTH ¥ CHUCTEMBI PAIHOCBSI3H U CPEACTBA UX MH(POPMAITMOHHOM 3aIUTHI. —
M. : TYCYP, 2007. — 34 c. [DnexTpoHHBIi pecypc]. - http://e.lanbook.com/book/11406

3. Ayrentudukanus. Teopus u npakTuka odecreueHrs 0e30MacHoro I0CTyna K HHGOpMaIloH-
HBIM pecypcaM. / A.A. Acdanacees, JI.T. Benenses, A.A. Boponnos, D.P. 'azuzoBa. — M. : Topsiuas mu-
Hus-Tenexkom, 2012. — 550 c. [DnekrpoHHbIi pecypc]. - http://e.lanbook.com/book/5114

4. bammaxkos, A.B. Beibop onTuMaibHOTO MOAXO0AAa K MOCTPOCHUIO 3AIUIICHHBIX O€CIpPOBO/I-
HBIX JIOKAJbHBIX ceTeil.// BecTHUK rocynapcTBEHHOIO YHUBEPCUTETa MOPCKOTO M PEYHOro (pyioTa MMEHU
anmupasia C. O. Makapoa. — 2015. — Ne 1. — C. 222-228. [OneKkTpoHHBIH pecypc]. -
http://e.lanbook.com/journal/issue/296034

12.3. JIuteparypa 1Jisi NPAKTHYECKHUX 3aAHITHH.

1. CeTH CBSI3M U CHCTEMbI KOMMYTAIUU: PYKOBOACTBO K MPAKTUYECKUM 3aHATHSIM / BUHOKYpOB
B. M. - 2012. 41 c. [DnexrponHsIit pecypc] - Pexxum noctyma: https://edu.tusur.ru/publications/1517, nara
obpamenus: 17.02.2017.

12.4. JIuteparypa Ajsi caMOCTOSATEIbHOUH PadoThI.

1. JlokanpHBIC KOMITBIOTEPHBIC ceTH: MeTonnyeckrue yKa3zaHus M0 caMocTosTeIbHOU pabote / Arees E.
10. - 2012. 12 c. [DnekrponHbIil pecypc] - Pexxum moctyma: https://edu.tusur.ru/publications/2037, nata
obparmenusi: 17.02.2017.

2. MeToasl MOJICTUPOBAHHS U OTITUMH3AIMH TEJIEKOMMYHUKAITMOHHBIX CHCTEM H CeTei: Y4eOHO-MeTOIu -
YecKoe MocoOne K MPAKTUYECKUM 3aHATHSIM U CaMOCTOATeNbHOM padoTsl / demumoB A. . - 2012. 55 c.

[OnexkTponHBIi pecypc] - Pexxmm mocrynma: https://edu.tusur.ru/publications/2840, nmata oOpareHus:
17.02.2017.
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12.5 YueOHO-MeTOAHYECKHE OCOOUS

12.5.1. O0s3aTe1bHBIC y4eOHO-MeTOAMYECKHE TOCOOHS

1. U3yyenue cereBoro nporokosna TCP/IP: Meroauueckue ykazaHusi kK J1abopaTopHeIM paboram / Arees
E. 1O. - 2012. 16 c. [Dnexrponnsiii pecypc| - Pexum moctyna: https://edu.tusur.ru/publications/2040,
nara obpamenus: 17.02.2017.

2. Ucnonp3oBanne koMaHAHBIX (haitsioB: MeTtomuyueckue ykazanus K jJaboparopHoii padore / Arees E. 1O.
- 2012. 14 c. [OnexTpoHHbIN pecypc] - Pexxum noctyna: https://edu.tusur.ru/publications/2034, nara 00-
pamenusi: 17.02.2017.

3. IIporpammupoBanue: MeTonuueckue pekoMeHaanuu K sadoparopusiM padoram / TutkoB A. B. - 2011.
13 c. [Dnexrponnslii pecypc] - Pexxum moctyma: https://edu.tusur.ru/publications/661, nara obpamenus:
08.02.2017.

4. Vicionb30BaHUE CETEBBIX NMPOrpaMMHbIX yTHIUT Windows: MeToanueckue yka3aHus K J1a00paTOpHbIM
paboram / Arees E. 0. - 2012. 17 c¢. [Onexkrponnslii pecypc] - Pexum pocrymna:
https://edu.tusur.ru/publications/2041, nara o6pamenus: 08.02.2017.

12.5.2 YyeOHO-MeTOIMYeCKHE MOCOOMS IS JIML ¢ OTPAHNYEHHBIMH BO3MOKHOCTSMH 310POBbSI

YueOHO-MeTOANYEeCKHE MaTepPHaIbl JUII CAMOCTOSITEIBHON M ayJUTOPHOI pabOThl 00ydYaroIuXcs
U3 YMCJIa UHBAIMJOB NPEAOCTABISAIOTCS B (OpMax, aJalTHPOBAHHBIX K OTPAHUYCHUSM UX 370POBbS H
BOCIIPUATHS HH(POpMALINH.

JL1s1 JIMI ¢ HApYIIEeHUSIMM 3PeHust:

- B (hopMe FIIEKTPOHHOTO TJOKYMEHTA;

— B IIeYaTHOW (hOpMe YBETMUEHHBIM HIPHU(PTOM.

JI1s1 i1 ¢ HAPYUIEHUSIMM CJIyXa:

- B (hopMe FIIEKTPOHHOTO IOKYMEHTA;

- B IIe9aTHoOU hopme.

JL1s1 JIMI ¢ HApyUIEeHUSIMM ONIOPHO-ABUTaTe/LHOIO anmnapara:

- B (hopMe FIIEKTPOHHOTO TIOKYMEHTA;

- B IIe4aTHoOU hopme.

12.6. ba3bl naHHBIX, HH(}OPMALMOHHO-CIIPABOYHbBIE, IOMCKOBbIE CHCTEMBI M Tpedyemoe
NporpaMMHoe odecrneyeHue

1. http://www.rambler.ru/

2. http://www.sputnik.ru/

3. https://www.yandex.ru/

13. MarepuaibHO-TEXHMYECKOe 00ecriedyeHue TUCIUIIMHBI
13.1. O0uue TpedOBaHNS K MATePHAIbHO-TEXHHYECKOMY 00eCreYeHUI0 TN CHUIITHHbI

13.1.1. MarepuainbHO-TEXHMYECKOE 00ecreueHue /sl JIEKIMOHHbIX 3aHATHI
Jlnst mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX U MHIWBUYaTbHBIX KOHCYIbTALIUH, TE-
KYIIETO KOHTPOJISI M TPOMEKYTOYHOM aTTeCTAllMy UCTIONb3yeTcs 412 yaeOHast aymuTopus, ¢ KOJIMIECTBOM
MOCa/IOYHBIX MECT He MeHee 22-24, o0opynoBaHHAas JOCKOM U CTaHAApTHON yueOHO# Mebenbio. meroTcs
HarisiAHbIC nocoous B BUJC HpGSGHTaHI/Iﬁ 10 JICKOUOHHBIM pa3acijiaM AUCHUIUIMHBI I JEMOHCTPALUU
Ha KOMIBIOTEPHOM MPOEKTOPE, YCTAHOBICHHOM B ayIUTOPHUHU.

13.1.2. Marepua/jibHO-TeXHUYECKOe o0ecneyeHne IJisi NPAKTHYECKUX 3aHATHI

JIist mpoBeICHUS MPAKTUIECKUX (CEMHHAPCKUX ) 3aHATUI UCTIONb3yeTCs yucOHas aymuTopus, pac-
noJiokeHHas 1o ajapecy 634034, Tomckas obmactsk, . Tomck, Bepmmnanna ynuma, n. 74, 4 stax, aya. 412.
CoctaB obopynoBanusi: YueOHast meOenb; Jlocka marutHO-mapkepHas -lmr.; Kommyrarop D-Link
Switch 24 port - 1mT.; Komnetorepsr kinacca ve Hike [I9BM INTEL Celeron D336 2.8 T -14 m. Uc-
NOJIB3YyeTCs JUIEH3MOHHOE MPOrpaMMHOE 00ecTieueHne, MakeTsl Bepcueil ne Hiwke: Microsoft Windows
XP Professional with SP3/Microsoft Windows 7 Professional with SP1; Microsoft Windows Server 2008
R2; Visual Studio 2008 EE with SP1; Microsoft Office Visio 2010; Microsoft Office Access 2003;
VirtualBox 6.2. mMeetcst momenieHust i XpaHEHUsT U MPO(HIAKTHYECKOTO 00CTYy)KMBaHUSI y4eOHOTO
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000pyIOBaHUSI.

13.1.3. MarepuanbHO-TeXHH4YECKOe o0ecnedyeHue 1Jis J1a00paTopHbIX padoT

s npoBeneHus 1aOOPaTOPHBIX 3aHATHH HCHONb3YeTCs yueOHO-HUCCIIe0BaTeNbCKasi BBIYUCIH -
TeJIbHAs JIabopaTopus, pacnojoxkeHHas 1o agpecy 634034, Tomckas obnacts, I. Tomck, Beprmnuna ynu-
na, a. 74, 4 srax, ayn. 412. CocrtaB obGopymoBanus: YueOHass mMeOelb, DKpaH C 3JIEKTPOIPHUBOIOM
DRAPER BARONET — 1 mrt.; Mynstumenuiiasiii npoexrop TOSHIBA — 1 mt.; Komnbroreps! kinacca He
Huwke Intel Pentium G3220 (3.0GHz/4Mb)/4GB RAM/ 500GB ¢ mmpoxkomnonocHsIM JocTynioM B Internet,
¢ Monutopamu tuna Samsung 18.5" S19C200N- 18 wrt.; Mcnone3yercst IULIEH3MOHHOE ITPOrPaMMHOE
oOecrieueHue, nakeTsl Bepcueil He Hike: Microsoft Windows XP Professional with SP3; Visual Studio
2008 EE with SP1; Microsoft Office Visio 2010; Microsoft SQL-Server 2005; Matlab v6.5

13.1.4. MarepuajibHO-TEXHHYeCKOe o0ecredyeHne Il CAMOCTOSITeIbHON padoThl
s camocrosTenbHONW pabOThl UCIIONB3yeTCsl yueOHas aynuTopusi (KOMIBIOTEPHBIN KJacc), pac-
nojoxeHHas o agpecy 634034, r. Tomck, yn. Bepmmnuna, 47, 1 atax, ayn. 126. CocraB o0opynoBaHUs:
yaeOHast MmeOeib; koMmnbioTepbl Kinacca He Hike [IDBM INTEL Celeron D336 2.81T 1. - 4 mT.; KOMITbIO-
tepsl noakoueHsl Kk cetu MHTEPHET u obecnieunBaroT 1OCTYH B 3JEKTPOHHYIO HH(POPMAIIMOHHO-00-
pa3oBaTeIbHYIO CPEely YHUBEPCUTETA.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecneyeHne TUCUUIJIMHBI JIsl JIMI ¢ OTPAHMYEeHHbIMHU
BO3MOKHOCTSIMU 310POBbA

OcBoenne muctuIUIHbl JuramMu ¢ OB3 ocymiecTBIseTcsl ¢ UCMOIb30BAaHUEM CPEICTB O0yUCHHUS
OOIIIEro M CIEUaJIbHOTO HA3HAUCHUS.

[Ipu 0OydYeHUH CTYCHTOB ¢ HAPYLIEHUSIMH CJIyXa MPEAYCMOTPEHO UCIOJIb30BaHUE 3BYKOYCHIIU-
BAaIOIIEH armaparypel, MYIBTUMEIUUHBIX CPEACTB U JPYTHUX TEXHUYCCKUX CPEICTB TpUeMa/mepenadn
y4ueOHOH MH(pOPMAaIUK B TOCTYIHBIX (opMax JUIsl CTyACHTOB C HAPYIICHHUSIMU CITyXa, MOOMJILHOM CHCTe-
MBI OOYYEHHSI ISl CTYICHTOB C MHBAJIUIHOCTHIO, TOPTATUBHOW HMHIYKITMOHHON CUCTEMbI. YdeOHas aymu-
TOpHUsI, B KOTOPOI 00y4aroTCsl CTYJICHTHI C HApYIICHUEM CIIyXa, 000pyJI0BaHa KOMITBIOTEPHON TEXHHUKOH,
ayINOTEXHUKOH, BUICOTEXHUKOU, WIEKTPOHHOHN JOCKON, MYIbTUMEIUHHON CUCTEMOM.

ITpu 0OyueHUH CTYJICHTOB ¢ HAPYLIEHUSIMH 3PEeHHSIMH TIPETYCMOTPEHO MCIIOIb30BaHUE B JICKITU-
OHHBIX M yUEOHBIX ayJUTOPHSIX BO3MOXKHOCTH MPOCMOTPA YIAJICHHBIX OOBEKTOB (HampuMep, TEKCTa Ha
JIOCKE WJIM ClIali/ia Ha DKpaHe) MPHU IMOMOIIN BHICOYBEIUYUTENCH IS YIAJICHHOTO TPOCMOTpa.

[Ipu 0Oy4yeHUU CTYIEHTOB ¢ HAPYILIEHUSIMH OMOPHO-ABUIATEJIbHOI0 anmapara HUCIOIb3yITCS
aJbTepHATUBHBIE YCTPOWCTBAa BBOJA MH(OpPMAIMK U JIPYrUe TEXHUYECKHUE CPEACTBA IMpHEMa/TIepeaadn
yueOHOM MH(pOPMAIMK B JOCTYNHBIX (OpMax JJisd CTyACHTOB C HApYLIEHUSMH OMOPHO-ABUTATEILHOTO
amnmapara, MOOWJIBHOM CHCTeMbl 00yUeHHUS JIJIS JTFOJISH ¢ WHBATUIHOCTBIO.

14. ®oHja OLIEHOYHBIX CPEACTB

14.1. OcHoBHbIe TpeOOBaHus K (OHIY OLIEHOYHBIX CPEICTB M MeTOAMYeCKHe PeKOMeHAalnu
@OH/ OLIEHOYHBIX CPEJICTB U TUIOBbIE KOHTPOJIbHBIC 3a/laHUs, UCIIOIb3yeMble ISl OLIEHKU cop-
MHPOBAaHHOCTH M OCBOCHMS 3aKPEIUICHHBIX 3a JUCLUIIMHOM KOMIIETEHIMHI IPU MPOBEACHUU TEKYLIEH,
IPOMEXYTOYHOH aTTecTaluy 10 JTUCHUIUIMHE IPUBEIEH B MPUIOKEHUN K pabodeil mporpaMme.

14.2 TpeGoBaHusi K (pOHIY OLIEHOYHBIX CPEICTB JJISA JIMI[ C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI
I[J'ISI CTYIIGHTOB C UTHBAJINIHOCTBHIO HpeI[}’CMOTpCHLI JOITOJITHUTECJIIBHBIC OLICHOYHBIC CpeI[CTBa, Hepe-
YeHb KOTOPBIX yKa3aH B TaOIHIIE.
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Tabnuna 14 — lonoTHUTeIbHBIE CPeCTBA OLICHUBAHNS JIS1 CTYICHTOB ¢ MHBAJTHIHOCTBIO

KaTCFOpI/II/I CTYACHTOB

Bunnl 1OMOIHUTEILHBIX OIICHOYHEIX
CpEICTB

@DOopMBbI KOHTPOJISI U OIICHKHU
pe3ynbTaToB 00yUEHUS

C napyeHusMu
ciryxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIbHbIC
paboTHI, BOIIPOCH K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

[IpenMymeCTBEHHO MUCHMEHHAS
npoBepKa

C napymeHusMu
3peHust

CobGecenoBaHue 10 BOIPOCaM K 3a4eTy,
OIIPOC TIO TEPMHUHAM

[TpenmMyIieCTBEHHO yCTHAsI IPOBEPKa
(MHAMBUIYATBEHO)

C napyeHusMu
OIIOPHO-
JBUTaTEIbHOIO
anmnapara

Pemienne MuCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa60TI)I, IIMCbMCHHBIC
CaMOCTOSTENIbHBIE PabOTHI, BOIPOCHI K
3aueTy

HpCI/IMYIlI€CTB€HHO JUCTaHIITMOHHBIMHA
METOAaMU

C orpaHMyYeHUSIMH TIO
O0IIeMeTUITUHCKIM
MOKa3aHUSAM

TecTbl, TUCEMEHHBIE CAMOCTOSITENILHbIE
paboThl, BOTIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpenMy1ieCTBEHHO IIPOBEpPKA
METOIAMH, UCXOJISl U3 COCTOSTHHS
o0ydaronierocss Ha MOMEHT IPOBEPKHU

14.3 MeTonuueckue peKOMeH/IAINHU M0 OIEHOYHBIM CPeICTBAM /ISl JIUI ¢ OTPAHUYEHHBIMHU
BO3MOKHOCTHAMMU 310POBbA

Hns crynentoB ¢ OB3 npexycMarpuBaeTcs 1octynHas GopMma MpeaoCcTaBlIeHUs 3aJaHUi OI[eHOY -
HBIX CPEJICTB, & UIMEHHO:

- B IeYatHoii hopme;

- B TIEYaTHOH (hOpME C YBEITHYCHHBIM IIPUPTOM;

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTEHHSI ACCHCTCHTOM 3aJIaHuUs BCIYX;

- HpeIoCTaBICHHE 3aJaHuUsl C HCIIOIb30BAaHUEM CYPJIOTIEPEBOIA.

CTYZ[eHTaM C MHBAJIMAHOCTBIO YBCIMYMBACTCA BpPCMA Ha IMOATOTOBKY OTBETOB Ha KOHTPOJIBHBIC
BOIPOCHL. J[JIsl TAKMX CTYICHTOB MpeIyCMaTpUBACTCs AOCTYyIHAsE (hopMa MPEIoCTaBICHHsI OTBETOB Ha 3a-

JaHHs1, a UMCHHO:

— MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

— HaOOp OTBETOB C UCTIOIH30BAHUEM YCIIYT aCCUCTEHTA,

- MPEACTaBICHNE OTBETOB YCTHO.

[Tporienypa oneHUBaHUS PE3yJIbTATOB OOYYEHUS WHBAJIHIOB IO JUCIHUILIMHE MPEIyCMaTpHBaeT
npeaoCTaBJICHUC I/IH(l)OpMaIII/II/I B (1)0pMax, AIalITUPOBAHHBIX K OrPaHUYCHUAM UX 3J0POBbA U BOCIIPUATHA

uHbopmaruu:

JIist Jid1l ¢ HAPYIIEHUSIMH 3PEeHus:

- B (hOpMe DIIEKTPOHHOTO IOKYMEHTA;

- B TIeYaTHOW (hOpME YBEITMUCHHBIM HIPHU(PTOM.

JIJ1s1 Jid1l ¢ HAPYIIEHUsIMH CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JIJ1s1 Jid1L ¢ HAPYIIEHUSIMU OMIOPHO-IBUTaTeJILHOTO annapara:

- B (hopMe DIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

[Tpu HeoOXoqUMOCTH /171l OOYYAIOIINXCS C MHBAIMIHOCTBIO MPOIIEypa OICHUBAHUS PE3YTBTATOB
00y4eHHUsT MOXKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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1. BBenenue

®onp onenounsix cpeacts (POC) sBiseTcs npuiokeHHeM K padodeil mporpaMMe AUCHUIUINHBI
(pakTUKU) U TPEACTABIAET COOONW COBOKYMHOCTh KOHTPOJIbHO-U3MEPUTEIbHBIX MaTepuasioB (TUIIOBbIE
3a1a4M (3aaHus1), KOHTPOJIbHBIE PA0OTHI, TECTHI U JIp.) M METOJIOB UX MCIIOJIB30BAHUS, IPEIHA3HAUYCHHBIX
IUTSL U3MEPEHUS YPOBHSI IOCTHKEHUS CTYJICHTOM YCTAHOBIIEHHBIX PE3YJIbTaTOB O0YUECHHUS.

®OC no pucuuIuivHe (MIPaKTUKE) UCIOJIBb3YeTCs MPU MPOBEICHUH TEKYIEro KOHTPOJIS yCIlieBae-
MOCTH U ITPOMEKYTOYHON aTTecTaluu CTYCHTOB.

[Tepedenp 3aKpeIUICHHBIX 32 TUCIMILTHHON (IPAaKTUKOM) KOMIIETEHIIMH NpUBeeH B Tabnuue 1.
Tabauna 1 — IlepeueHpb 3aKpEIUICHHBIX 33 JUCITUIIMHON KOMIIETEHITUN

Kon DopMynUpOBKa KOMIIETEHIIUN Oranbl HOpPMUPOBAHUS KOMITETEHITHH
[K-12 TOTOBHOCTBIO K KOHTPOIIIO COOTBETCTBUS pa3pa- | JlokeH 3HaTh OCHOBHBIE MOICUCTEMBI 3a-
6aTBIBaeMBIX IMPOCKTOB U TEXHUYECKOU HOKY- IOUTEI CPEACTB CBA3U B OIICPALIMOHHBIX CHU-
MEHTAIMH CTaHJapTaM, TEXHUYECKUM YCJIOBH- |cTeMax repcoHaibHbix DBM 0CHOBBI
SIM M IpYTUM HOPMaTUBHBIM JOKYMEHTaM aamMuHucTpupoBanus B OC a1 KOHTPOIs
MH(GOPMAIIMOHHBIX MPOLECCOB B KOMIIBIO-
IIK-18 CIOCOOHOCTBIO OPTaHU30BBIBATh M TIPOBO/IUTH (bopman POl

OKCIICPUMCHTAJILHBIC UCHIBITAHHUA C LICIIBIO

OLCHKH COOTBECTCTBUA Tpe6OBaHI/IﬂM TEXHUYC-
CKHX PCIIIaMCHTOB, MCIKAYHAPOAHBIX 1 HAITUO-

HaJIBHBIX CTAHAAPTOB U UHBIX HOPMATUBHBIX
JIOKYMEHTOB

TEPHBIX CETAX METOJIbI M CIIOCOOBI 3aIUTHI
OT CETEeBBIX aTakK MPUHIUIIBI TOCTPOCHHS
POrpaMMHO-aIIapaTHBIX CUCTEM OOHapy-
KEHHSI aTaK NPUHINIBI 3aIUTH HHpOpMa-
[[H Ha KOMITBIOTEPE CPEACTB CBSI3H C I10-
MOIIBIO IPOTPAMMHBIX peai3annii Ha BbI-
COKOM U Ha HU3KOM ypoBHe mozenu OSI;
JloiokeH yMeTh IPOBOANTH aHAIU3 Ha-
JMYHS HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
KOMITBIOTEpaAM OTIPEIETSATh U OLICHUBATh
BEPOSATHBIC YTrPpO3bl HHYOPMALIMOHHOI Oe3-
OIIACHOCTH KOMITBIOTEPA B CHCTEMAX CBSI3H
OCYILIECTBIISATH PAllMOHAIBHBINA BHIOOP TPO-
rpaMMHO-aIIapaTHBIX CPEICTB U METO/IOB
3anUThl KHPOPMAITUHN Ha OOBEKTAX CBSI3H;
JloikeH BIaeTh NporpaMMHO-aIIapaTHbI-
MH METOJJaMU 3aIUThl HPOpPMALIUU Ha
KOMITBIOTEPHOI TEXHUKE METOAaMH MTOUCKa
cia0bIX MECT B HACTPOIMKAX KOMIBbIOTEPA U
HOJyYSHHS TIOKa3aTesiel ypOBHS 3aIllu-
IICHHOCTH UH(OPMALIUK B CHCTEMaX CBSI3H
METOZMKON aHaIn3a CEeTEeBOro Tpaduka, pe-
3yJIBTaTOB pabOThI CPEICTB OOHAPYKEHHS
BTOP’KEHHI HABBIKAMU HACTPOUKU CHCTEM
6e3onacuoctu OC aiist 6e30macHOM paboThI
B CETSX M CUCTEMaXx CBS3H;

OO01e xapakTepUCTUKU MOKa3aTeae U KpUTepHUeB

NPUBEACHBI B TabHIIE 2.
Tabnuna 2 — O0ure XxapakTepUCTUKH MTOKa3aTeNIed U KpUTEPHEB OLICHUBAHMS KOMITCTEHIIHI 110 STarnam

OIICHMBAHUS KOMIIETCHIIUM Ha BCEX ATarax

Iloka3arenu u
KpUTEPUU

3HaTh

VYMmeTh

Bnanets

OTiM4HO (BBICOKHI
YPOBEHb)

Ob6nanaer (hakTHIECKUMU
Y TEOPETHYECKUMH 3HAHH-
SIMU B TIpesieNax u3y4dae-
MOi1 06J1aCTH ¢ TOHUMAaHU-
€M IpaHul] IPUMEHUMOCTH

OO6nagaer AMana3oHOM
MIPAaKTUYECKUX YMEHUH,
TpeOyeMbIX Ui Pa3BUTHUSA
TBOPYECKUX pELIeHUH, a0-
CTparupoBaHus NpoodiIemM

Kontponupyet pabory,
IIPOBOJIUT OIICHKY, COBEP-
IICHCTBYET JEHCTBUS pa-
0O0TEI

Xoporto (6a30BbIi

3HaeT (HaKThl, MPUHIIMIIGI,

OOmagaeT quana3oHOM

BCpCT OTBCTCTBCHHOCTD 3a
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YPOBEHB)

TIPOIECCHI, OOITHE MOHS-
TS B TIpeJIesiax u3ydae-
MOH o0J1acTH

MPAaKTUYECKUX YMEHHH,
TpeOyeMbIX Ul peIlIeHUs
OIpeeNIeHHbIX TPO0IeM B
00JIacTH UCCIEIOBAHUS

3aBepIleHHE 33/]1a4 B HC-
CJIEJIOBaHUH, TIPUCIIOCA0-

JIMBAET CBOE TIOBE/ICHUE K
00CTOSITENTLCTBAaM B pellie-
HUHU TTpoOIeM

YIOBIETBOPUTEII-
HO (TTOPOTOBBIN
YPOBEHD)

Tabmuna 3 — Dransl

Oo6namaer 0a30BBIMUA 00-
IAMU 3HAHUSMU

O0namaeT OCHOBHBIMH
YMEHUSAMH, TPEOYECMBIMHU
JJIA BBIIIOJTHCHUA HpOCTBIX
3a/1a4

2 Peaau3zanus KOMIETEHIINA

2.1 Komnerennus I1K-12
[TK-12: roTOBHOCTBIO K KOHTPOJIIO COOTBETCTBHSI pa3padaTbIBAEMbIX POESKTOB M TEXHUYECKOH J10-
KyMEHTALlUX CTaHAApTaM, TEXHUYECKUM YCIIOBUAM U IPYTMM HOPMAaTUBHBIM JOKYMEHTaM.
st hopMHUpOBaHUS KOMIIETEHIIMKA HEOOXOUMO OCYIIECTBUTD Psi/I ATANOB. DTarbl HGOPMUPOBAHUS
KOMITETCHIIMM, IPUMEHSAEMBIE [UIsl 3TOTO BUABI 3aHATHM U MCIOJIb3YEMBIE CPEICTBA OLICHUBAHMS IIPEN -
CTaBJICHBI B TabnuIe 3.
OPMHUPOBaHUsI KOMIIETCHIIMY U UCIIOIb3YEMBIE CPEICTBA OLICHUBAHUS

Pabotaer npu npsimom Ha-
OroneHuNn

Cocrasn

3HaTh

YmeTs

Bnanets

ConepxaHue 3Ta-
OB

MeTtoauku cOopa u aHaJIU-
3a uH(pOpMALIUU IS
IIPOEKTUPOBAHMUS aIIapar-
HBIX CPEJICTB U CETEU CBS-
3U U UX DJIEMEHTOB Ha
OCHOBE ITPUJIOKEHU B 00-
JIACTHU TEJIIEKOMMYHHUKa-
107078

OcCyIIeCTBIATh TOUCK U
aHanu3 uHpopMmalyu B 00-
JACTH 3ALIUTH CUCTEM
CBSI3H alMapaTHbIMU CPE/I-
CTBaMH, PECTABICHHON
B Pa3JIMYHBIX OTCYECTBCH-
HBIX H 3apyOe)KHBIX HCTOY-
HUKaXx JUIsl IPOCKTUPOBa-
HHUSI CPEJICTB U CETeH CBs-
3U.

HaBbikamu pacueToB pas-
JMYHBIX KOH(PHUTYpaui
CeTel, MPOCKTUPOBAHHEM
TOIOJIOTHHU CeTel, HE00XO0-
JMMBIX TIPY aHAJIN3€ WH-
dbopMaruu ISl MPOCSKTH-
pOBaHUS armapaTHbIX
CPEACTB U CETEM CBA3U U
WX DIIEMECHTOB.

Bungnl zapstuit

e [lpakTnueckue 3aHs-
THUSA;

e JlaGopatopHbie pabo-
THI;

o Jlexumuy;

e CamocTrosTenbHas pa-
oora;

e [IpakTnueckue 3aHs-
THS;

e JlaGopartopubie pabo-
THI;

o Jlexumu;

e CamocTrosiTeNnbHas pa-
ooTa;

e Jlaboparopusie pabo-
TBI;

e CamocTosTenbHas pa-
0oTa;

Hcnonb3yembie
CpelCTBA OLICHUBA-
HUS

e Ortuer no naboparop-
HO¥1 pabore;

e KoHcIEeXT caMoIonaro-
TOBKHU;

e OTuer 1o MPaKTHKE;

e Ortuet no naboparop-
HOM1 paborTe;

e KoHCIIEKT caMOIIONTIo-
TOBKH,

e OTt4er No MpaKTHKE;

e Ortuer no naboparop-
HOM1 pabore;

e OTyeT No NMpakTHKeE;
e DK3aMeH;

e DK3aMeEH; e DK3aMeH;
DopMyIUpOBKa MOKA3aTEIE U KPUTEPUEB OLICHUBAHMS JAHHOM KOMIICTCHIUU MPUBEICHA B Ta-
omure 4.
Tabnuia 4 — [TokazaTteny ¥ KpUTEPUU OLIEHUBAHUS KOMIIETEHIIMH Ha 3Tanax
Cocras 3HaTh YMmeTh Bnagets
Omnuno e 3HaeT OCHOBHbIE TEH- | ® YMeeT rpaMOTHO Ipo- | e CBOOOAHO BiajeeT

(BBICOKUI YPOBEHbD)

JEHIVY Pa3BUTHUS CETEHN

Y CHCTEM CBSI3M Ha ara-
paTHOM ypoBHE; AHaJH-
3UpyeT Ha OCHOBE UH-

BOJIUTH aHAJIN3 TEXHUYE-
cKoi nHpopManuu A
anmnapaTHoi yacTu 000-
pyAOBaHUs; YMEET MpHU-

pa3HBIMH cIIocO0aMu
npeacTaBieHus nHpop-
MallMy B almaparHou ya-
CTH YCTPOMCTB Mepenayn
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(hOpMaIIMOHHOTO TIOWCKA
CBSI3M MEXTY Pa3INIHbBI-
MM KOMIIOHEHTAMU €€
arnraparypHou peain3a-
LU U MIOHATHAMH B 3TOMH
o0nacTH; 3HAeT OCHOB-
HBIE BO3MOYKHOCTH IIOHC-
KOBBIX CUCTEM JIIsl pea-
JIU3AIMH KOHKYPEHTHO-
CHOCOOHBIX TEXHUYECKUX
pelIeHui. ;

MEHSITh 3HAaHUS ISl pe-
[ICHUS Pa3TMYHbIX 3a7a4
pacrpocTpaHeHUs HH-
dbopmaiuu B CETIX U CU-
CTeMax CBSI3H. ;

1 00paboTKH HHpOpMa-
uuu; Brnageer pacueramu
napaMeTpoB KOMIIOHEH-
TOB YCTPOMCTB CBSA3HU.
Bnageer metogamu pe-
HICHUS 3a]1a4 aHajiu3a To-
MOJIOTUM CETEeH U CUCTEM
CBSI3M. ;

Xoporo (6a30BbIit

e [lonnmmaeTr cooTHOIIIE-

e YMmeeT OCyILIEeCTBIATh

e BrangeeT HaBbIKaMU

uHpopmanuy; Jlaer
ONpeeIeHUs] OCHOBHBIX
MOHATHH B 00JIACTH CBSI-
3W.;

pe3yabTaThl cBOei pabo-
TBL;

YPOBEHb) HUSL MEX]y Pa3IUYHbIMU | MOMCK M UH(OpMaLUU B paboThI ¢ IUTEPATypPHBI-
MOHATUAMHU B 001acTH o0macTu ceTeil U CUCTEM | MU UCTOYHUKAMU CBSI3aH-
cBs3u; [Ipencrasnser CBSI3H, MPEJCTABICHHON B| HBIMHU C PaclpoCTpaHe-
MIPUEMBI U PE3YJAbTaThI pa3IMYHBbIX OTEUECTBEH- | HUEM MH(POpMAINH B ce-
aHajan3a TEXHUYIECKOU HBIX N 3apy6e>1<Hr,1x nuc- TAX U CUCTEMAX CBA3MH. .
uHGOpPMAIUH 110 anmapa- | TOYHHKAX; YMEET caMo-

TYPHBIM KOMIIOHCHTAaM. ; CTOATCIIBHO HOI[6I/IpaTI>
METO/Ibl peIlIeHUs 3a/1a4 B
00J1aCTH CBA3M. |

VYIOBIETBOPUTENLH | © BOCIPOM3BOAUT e VYmeer paboTarh co e CniocoOeH KOPPEKTHO

0 (IOpOroBeIi OCHOBHBI€ IIOJIOXKEHUA CIIPAaBOYHOM JIUTEpATY- IIpEeNCTaBUTh 3HAHUS U

YPOBEHB) aHaJIM3a TEXHUYECKOM POIi; yMeeT MpeCTaBIsITh | UH(OOPMAIIUIO CBA3aHHYIO

C CETEBBIMU TOIOJIOTUsI-
MU Ha OCHOBE KOMIIBIO-
TEPHBIX CETEN U UX
KOMIIOHEHTOB. ;

2.2 Komnerenuusa ITK-18

[TK-18: cnocoOHOCThIO OPTraHU30BBIBATH U MPOBOIUTH IKCIIEPHUMEHTAIBLHBIE UCTIBITAHUS C LETbI0
OIICHKH COOTBETCTBHSI TPEOOBAHHMSM TEXHUYCCKUX PEIIIAMEHTOB, MEXKIYHAPOJIHBIX W HAIMOHAJIBHBIX
CTaH/JapTOB U MHBIX HOPMATHUBHBIX JTOKYMEHTOB.

st opMupoOBaHHS KOMIIETEHITUH HEOOXOMMO OCYIIIECTBUTH PsIJ] 3TAIMOB. DTarbl ((OPMUPOBAHUS
KOMITETEHITNH, TPUMEHSEMbIE ISl STOTO BUABI 3aHATHI U HCIONb3yeMbIE CPEICTBA OICHUBAHHS IPE -
CTaBJIEHBI B TAONIHIIE 5.
Tabauna 5 — Dranbl GopMHUPOBAHHUST KOMIICTCHIIMHM M HCIIOIb3YEMbIC CPEICTBA OLICHUBAHMS

Cocrasn 3HaTh YMeTh Bnanets

Copeprxanue 3Ta-
II0B

JloJKeH 3HaTh MPUHIUIIBL
MOCTPOCHUS CETEH U CU-
CTEM CBSI3M C anmaparyp-
HOM 4aCThIO; OCHOBBI 3a-
IUTHl HHPOPMAITIH TTPU
nepenadyn HHGOpMaIIH 110
Pa3IUYHBIM TUIAM JIMHUMA
CBSI31, OCHOBHBIE METO/IbI
pacuera rnmapameTpoB
KOMIIOHEHTOB YCTPOWCTB
CBSI3U, aHAJIN3 U MOHUTO-
PHHT CETEH CBA3U OT
BHEIIIHUX U BHYTPEHHHUX
BpPEIIHBIX BO3JICUCTBUI;
OCHOBHBIE IIOJIOKEHUS 110

JIOJKEeH yMeTh IPUMEHSTh
Ha MPaKTHKE TIOJIUTUKY Ha-
ctpoek I10 cereit u cu-
CTEM CBSI3U Pa3INYHOTO
Ha3Ha4YEHUs; OCyLIe-
CTBIISITh TPAMOTHBIN BBI-
60p BuIa 6e30MmacHoO
nepenayu HHPOpMaIuoH-
HBIX COOOILEHUI B 3aBUCH-
MOCTH OT BHYTPEHHUX U
BHEIIIHUN YCIIOBUM BpE.I-
HBIX BO3JICUCTBUI; OCYIIE-
CTBIIATH TPAMOTHBIH BBI-
00p TexHONIOTUH B 00J1a-
CTH aIIapaTHbIX CPEJCTB

JlomkeH BiaJeTh HaBbIKA-
MU (HOPMUPOBAHUS TOIO-
JIOTUM ceTelt CBI3U, UX aji-
pecainuu Ha OCHOBE MpH-
MEHEHUS COBPEMEHHBIX
KOMMYHUKAIIUOHHBIX
KOMITIOHEHTOB CETEM; Ha-
BBIKAMU IIPOEKTUPOBAHUS
3alUThl UH(POPMALIMOH-
HBIX TIPOLECCOB IS JIU-
HUH CBSI3U, IPOKJIa/IbIBaC-
MBIX Ha CEeTAX Pa3InYHOTO
Ha3HA4YEHUs; HaBbIKaMU
paboThl C aHTUBUPYCHBIMU
IIpOrpaMMaMu M CpeCTBa-
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IIPOEKTUPOBAHUIO JIMHUM
CBSI3U; KITaCCU(DUKAIHIO U
TUIIBI BUPYCHBIX IIPO-
IrpaMM: HaCTPOMKH MOJIH-
TUKU 0€30MacCHOCTH aHTH-
BupycHoro [10 u ocHOBbI
MHOTo(aKkTOpHOM amnma-
paTHOM CHCTEMBI 3aILUTHI
uH(bOpMaIH;

3alUTHl U METOJIOB HC-
MIOJIH30BAaHUS AHTUBUPYC-
Horo 1O Ha paznuyHbIX
sTanax (OpMHUPOBAHUS Ce-
Teil CBSI3U; IPUMEHSTh Ha
npakTuke 3 HeKTUBHBIC
METOZbl HACTPOIKHU MOJH-
TUKH 0€30TIaCHOCTH JIMHUAN
CBSI3U U OIpENIETICHUS Me-
CTa U XapakTepa BO3HHUK-
HOBEHHSI BPEIOHOCHBIX
BO3JICHCTBHI; ONPENEIATh
Ha OCHOBE MOHUTOPUHTA
ceTell OCHOBHBIE ITOKAa3a-
TEJH UX 3AIIUIIEHHOCTH;

MU MOHHUTOPHHTA ceTek
CBsI3H, a TaKke HabOpoM
CBOMCTB HACTPOEK IOJIH-
TUKH OC30IaCHOCTHU CETEH
CBSI3M; HaBBIKAaMH Pa0OTHI
¢ o0opynoBaHUEM, HC-
MOJIB3YIOIIEM CpPE/ICTBA
MHOTO(aKTOPHOH ayTeH-
TUQUKAIUK 1 UACHTUDHU-
KaIli1 C IIOMOIILIO TOKe-
HOB;

Bunrwl 3austuit

o [IpakTnueckue 3aHs-
THS;

e JlaGopatopHsbie pabo-
THBI,

o Jlexmnuy;

e CamocTosiTenbHas pa-
0oTa;

o [IpakTrueckue 3aHs-
THS;

e JlaGopatopHbie pabo-
THI,

o Jlexmnuy;

e CamocTrosiTenbHas pa-
oora;

¢ JlaGopatopHsie pabo-
THI;

e CamocTosTeNbHAs pa-
oora;

Hcnons3yemslie
CpEICTBa OLICHUBA-
HUs

e Ortuet no nabopatop-
HOI1 pabore;

e Koncnekr camomnonro-
TOBKU;

e OT4er No MPaKTHKE;

e Ortuet no nabopatop-
HOW paborTe;

e Koncnekr camomnonro-
TOBKU;

e OT4er Mo MPaKTHKE;

e Ortuer o aboparop-
HOM pa0ore;

e OTuer 1o NPAKTHKE;
e DK3aMCH;

e DK3aMeEH; e DK3aMeH;
DopMyTUpOBKa MOKa3aTeNe U KPUTEPUEB OIEHWBAHMS JAHHOW KOMIIETEHIIMU TPUBEIICHA B Ta-
omie 6.
Tabauma 6 — [lokazarenu ¥ KpUTEPUH OIICHUBAHMS KOMIIETEHIIMU Ha dTanax
Cocrasn 3HaTh YMmeTb Bnanets
OTtnruHO e 3HaeT OCHOBHBIC TEH- | ® YMeeT rpaMOTHO Ipo- | ¢ CBOOOAHO BiageeT

(BBICOKHI YPOBEHB)

JEHIINH pa3BUTUS UHDO-
KOMMYHHMKAI[MOHHBIX
TEXHOJIOTUH U CUCTEM
CBSI3U B 00J1aCTH UCTIONb-
30BaHUS 3alIUTHI HHPOP-
MAaIMOHHBIX IIPOLIECCOB;
AHanu3upyer CBA3U
MEXly pa3In4YHbIMU 110-
HATUSIMU B 00JIaCTH MO-
CTPOEHUS 3alIUThl KOM-
MYHHUKAIIMOHHOTO U JIp.
obopynoBaHus. 3HaeT
OCHOBHBIE TTapaMeTpBhl,
UCIIOJIb3YEMBIE B CBSI3U
JUTISI MUHUMU3ALIUU CKO-
pocTu nepenayu uHpop-
MaIuH Mpu ee KOJUpoBa-
HUH, METOJIb] UX pellle-
HUSL.;

2

BOJIMTH AHAJIN3 TEXHUYE-
ckoit uHopmanu; Yme-
€T IPUMEHSTh 3HaHUS
JUISL pELLICHUs] pa3JInYHbIX
CBA3HBIX 33/1a4 110 3aIU-
Te UH(OpPMAIUU B TOM
YHCJIE U C IOMOIIBIO
anmnapaTHbIX CPEICTB. ;

pPa3HBIMHU CIIOCOOaMHU
npeacTaBieHus nHHOp-
mammn;, Bnaneet meToza-
MU PEIICHHUsI CBSI3HBIX 3a-
JIay B 00JIaCTH 3aIMThI
UH(GOPMAITMOHHBIX TIPO-
IIECCOB.;
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Xoporto (6a30BbIi

e [loHMMAaEeT CBI3U MEXK-

e YMmeeT OCyLIEeCTBIATh

e Biajneer HaBLIKAMH

UH(OPMAIUH 10 BPEIO-
HOCHBIM BO3A€HCTBUAM
Ha KOMITIOHEHTHI JIMHUUN

pe3yabTaThl cBOei pabo-
THI. ;

YPOBEHB) Ny Pa3IHYHBIMH MMOHATH- | MOWCK MH(POPMAIINH B paboTHI C TUTEPATypPHBI-
SIMH B OOJTACTH 3aIUTHI 0071aCTH CBSI3M JIJIs1 3aIll- | MM UCTOYHMKAMU CBSI3aH-
WH(GOPMAITMOHHBIX TIPO- ThI UH()OPMALIMOHHBIX HBIMH C aHAJIU30M 3aIlH-
LIECCOB B CETAX CBSA3H; IIPOLIECCOB, MPEACTAB- MIEHHOCTH WH(POpPMAIIH-
[IpencraBiseT IpUEMBI U | JIEHHOM B Pa3JIMYHbIX OHHBIX ITPOLIECCOB B CH-
pe3yabTaThl aHAJIN3a TEX- | OTEYECTBEHHBIX U 3apy- cTeMax CBs3U.;
HUYECKON MHPOpPMAINK B | OEKHBIX UCTOUHUKAX;
Pa3JINYHBIX TOMOJOTHUAX YMeeT caMOoCTOATENbHO
JIMHUM CBA3U.; noa0upaTh METOJIBI Pe-
nieHust npooiem B obna-
CTH 0€30MaCHOCTH CH-
CTEM CBS3H.
VYIOBJIETBOPUTEILH | © BOCIPOM3BOAUT e VYmeet paboTarh co e CniocoOeH KOPPEKTHO
0 (TTOpOroBEI’ OCHOBHGBIE ITOJIOKEHUSA CIIPaBOYHOM JIUTEpATy- IPEACTABUTDH 3HAHUA U
YPOBEHB) aHaJIM3a TEXHUYECKOU POIi; yMeeT MpeaCTaBIiATh | WH(OPMAIUIO, CBSI3aH-

HYIO C IPUMEHECHUEM
anraparHbIX CPEICTB 3a-
LIUTHI B CUCTEMAX CBS3H.;

cBs3u; JlaeT onpenene-
HHUS OCHOBHBIX IMOHITHH
B 00J1aCTH JIMHHH CBI3U
10 ITPOBEJAECHUIO TEXHU-
YECKUX MEPONPUATUH,
CBSI3aHHBIX C 3aIIUTOMN
WH()OPMAITMOHHBIX TIPO-
IIECCOB.;

3 TunoBbie KOHTPOJIbHBIE 3a1aHUS
Jlis peanu3anuy BBIIENIEPEUNCIEHHBIX 3aad 00y4YeHHs MCIIONb3YIOTCS THUIIOBBIE KOHTPOJIbHBIE
3aJJaHUs WIK UHbIE MaTepHalibl, HEOOXOIMMBIE /ISl OLIEHKH 3HAHUI, YMEHUI, HABBIKOB U (UJIM) OIBITA JIe-
ATEJIbHOCTH, XapaKTepU3YIOLINX 3Tanbl (POPMUPOBAHUS KOMIIETEHLUI B Ipolecce OCBOEHUS 00pa3oBa-
TENBHON IIPOTPaMMBL, B CIEAYIOIIEM COCTABE.

3.1 Bonnpochl Ha caMONOATOTOBKY

— CnocoObl TpeIoTBpAICHHS BHITIOJHEHUS JAHHBIX C MOMOIIBI0 BCTpoeHHBIX cpeacTB OC. Uzy-
yuth Data Execttion Prevéntion, DEP — ¢ynkuuu 6e3onacHoctu, BcTpoeHHou B Linux, Mac OS X,
Android n1 Windows. [lomyunTts uH(OpMaLKO 0 TOKEHAM B IIpobieMe MHOTO(QaKTOPHON ayTeHTU(UKa-
. OnpenenuTts cnocoObl yCTAaHOBKH M BUIBI IOCTYIA B CUCTeMY CBs3U. [IpoBecTn aHann3 cOBMEIICH-
HBIX CHCTEM 3aIllUThI JOCTyna B onHoM U Toi ke OC Ha nmpumepe Windows. OcyiiecTBUTh aHAIU3 BO3-
MOKHOCTEH IMMOMCKOBBIX CEpBEPOB B o0nacTu Texuudecko [P anpecanuu ans cereBoro u apyroro ooopy-
noBaHusl. [lomydnTs mocienHne HOBOCTH MO paboTe BUPYCOB B MHPOBOI MPAKTUKE, HOBBIE CIIOCOOBI HC -
cnenoBanud. [IpuBecT MaTepuanbl MO MOBBIMICHUIO YCTOWYMBOCTH MAPOIBbHOM 3alIUTHl KOMIIOHEHT CBS-
31 K CETEBBIM aTaKaM.

3.2 DK3aMeHAlMOHHbIE BOMPOCHI

— Onmnpenenuts MOPTHI BBOJAA BbIBOJA MHPOpMaMK Jist cB3U ¢ oobekraMu OC B 3aBUCUMOCTH
OT UX Ha3HaueHUus. YKa3aTb HaIU4yue ajapecoB (u3nueckux Hocurene nHpopmanuu. OLEHUTh BO3MOX-
HOCTh CO3JaHMsI OJIOKUPYIOIMX U HE OJOKUPYIOIIMX COKETOB C HEJOKYMEHTHUPOBAHHBIM JIOCTYIIOM.
[IpencTaBuTh METOABI BXOAA B CETEBBIE CEpBEpa Pa3IMYHOIO TUIA: MOYTOBBIM, (ailioBkli, BeO-cepaep,
cepBep 0a3 JaHHBIX, KOMMYHHMKALIMOHHBIA CEpBEp CBSI3U, CEPBEp - MPHUHTEP U BUPTYaAJIbHBIE CepBepa.
Onpenenutp oOLIME U YaCTHBIE MPOOJIEMBl annapaTHOW UACHTU(UKALMY U ayTeHTU(UKALUU CeTeH CBs-
3u. [IpeacTaBUTh TONOJIOTHUU CETEN CBSI3U B 3aBUCUMOCTH OT MX Ha3HAYCHMs. YKa3aThb OCHOBHBIC MJIEU U
CBOICTBAa 0OBEKTOB U CYOBEKTOB B YCIOBHIX OTPaHUUYEHHOTrOo JocTyna K HUM. COCTaBUTh JIOTMUECKHE T10 -
CTPOEHUS U KOMOMHAIIMK MOZENEeH JocTyna B cucTeMax CBsi3u. Llean BHYTpEHHEro M BHELIHErO ayauTa
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ceTeil cBA3u. Onucarb py4yHOM, MOITyaBTOMaTHYECKUN M aBTOMAaTHUECKHUM ayIUT KOMIBIOTEPHBIX CETEH C
IIOMOIIIBIO MPOTPaMMHO-aNMNapaTHbIX cpencTB. IIpeacTaBuTh OCHOBHBIEC TOJINTUKHA HACTPOEK B MIPOTPAMM-
HOM 00€CIIeYeHNH, BOZMOXHOCTh IPOBEPOK Ha HIKHEM ypoBHe Monenu OSI. Vka3arb OCHOBHBbIE Hapa-
METpBI IPOrPaMMHO-ANINAPATHBIX CPEeICTB MU(ppoBaHus. [I0SCHUTH AJI 4ero CyHIeCTBYeT OTKPBITBIA J10-
CTYII K pecypcaM M Kak OpraHu30BaTh €ro 3alUTy B cUCTeMe CBA3U. Ha3Barb cpencTsa OrpaHudeHus 0 -
CTylla K CUCTeMaM CBs3U. [IpuBECTH OCHOBHBIE MEpPBI 3aAILUTHI ONEPATUBHON MaMATH KOMMYHHUKAIMOH-
HBIX yCTpoiicTB. [IpencTaBuTh 0COOCHHOCTH anmapaTHON 3aIMThI MPOLIECCOB 3aMCH U BOCHPOM3BEE-
HUs uHpopmanuu. IlpenctaBuTh cTpoeHre NPOCTON CMAapT-KapThl. YKa3aTh BU/bI AOCTYIA K HHPOpMAIM -
OHHBIM IIPOLECCAM CMApPT-KapT B TOM YHUCJIE C TIOMOLIBIO YAAJICHHBIX YCTPOUCTB CBsi3U. Ha3BaTh TUIIOBBIE
BO3MOYKHOCTH IIPOIPaMMHUPOBaHUs cMapT-KapT. [I0SCHUTBH Mpouecchl 3aliCH U CUMTBIBAHUSA JAHHBIX C
cmapT-Kapt. [loka3arh, YTO paguo4acTOTHAsI UACHTHU(PHUKALNS SBISCTCS OAHUM W3 BapUAHTOB YIaJCHHBIX
CPEACTB AOCTyna K oObeKTaM CBs3U. [IpencTaBUTh OpraHm3aluio MEpUMETPATIbHONW 3aIUThl 00BEKTOB
CBSA3U Ha OCHOBE TPAHCIIOHAEPOB U UHTEPPOIraTopoB. [[aTh omucaHue TUIIOB BUPYCOB. YKa3aTb OCHOBHOU
MeXaHM3M pacnpocTpaHeHus. [lokazaTs 0a30Bble IPUHIMIBI IOMCKA BUPYCOB B @aHTUBUPYCHBIX NPOrpam-
max. [IpencraButh criocoObl Oe3omacHOro aHaau3a BUpycoB. [Tokaszare, Kak onpeaemnseTcs Halu4ue BUpy-
COB B CHUCTEMax CBSI3U. YKa3aTb MPUHLMII pabOThl U UCIOIB30BAHMUS POrPaMMHO-aNapaTHIX OJOKHMpa-
TOPOB IIPOTrPaMM.

3.3 Bonpocs! AJ11 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEeMHHAPaM

— Hanuuune agpecoB ¢usmueckux Hocutenei mHpopmanuu. Kapra m cTpykTypa omeparuBHOU
HaMsITH KOMIIbIoTepa. Bo3MOXXKHOCTH anmapaTHOro BIMSHUS HA Ipoliecchl oOMeHa MH(popManuei B onepa-
TUBHOM IaMSITH KOMIIBIOTEPA.

— AOcTpakTHbIE MOJAENH JI0CTyIa, UcTOpUs pa3BUTUS. OCHOBHBIE alapaTHbIE HJIEU JJIs peaju-
3anuu Mozenel gocryna. O6mue TpeOoBaHMs K JIOTHYECKUM MOCTPOCHUSM B IPOTrpaMMHOM olecrede-
HUU MPU peau3aliy pa3InyHbIX MOJIENEH 10CTyna.

— IlporpammHas peanuzanus npoopHuka B Windows u Ipyrux (GaiaoBbIX MEHEIDKEPOB Ul
mmdpoBaHus T0CTymna K (ailiaMm Ha JOKaIbHOM KOMITBIOTepHOU cucteme. O0mue TpeboBaHus K CIIy:k0am
Windows 111 o6ecrniedenust ux 6€301acHOr0 UCTIOJIb30BaHMs Ul 3alUThl JAHHBIX.

— PanuouacrorHas uaeHTU(UKALMS, KaK OJUH U3 BapUAHTOB aMIMapaTHBIX CPEJCTB 3alUTHI J10-
CTyIa ylajJeHHbIM crioco0oM. TpaHCHOHEPhl U UHTEPPOTaTOPbl B MOHUTOPUHIOBBIX CHCTEMAX JOCTYyMa K
00BbEKTaM CBSI3H.

— CnocoObl OpraHM3alnyy pa3pylIAOUIMX MPOTPAMMHBIX BO3IECHCTBHHM C IMOMOIIBIO MHUKpPO-
KOHTPOJUIEPOB. 3allMTa IOCTYNIa B CHCTEMBI CBSI3M C IIOMOIIBIO MHUKPOKOHTposuiepa. OIHOIUIAaTHBIE
KOMITBIOTEPBI, KaK CYLIECTBEHHAs yrpo3a cucteMam foctyna. Hanmnune HeoO0XoquMBbIX CBOWCTB OJHOILIAT-
HBIX KOMIIBIOTEPOB ISl HECAHKLIIMOHUPOBAHHOIO JOCTYyIA. BUabl ynaneHHBIX aTak Ha CHUCTEMBI CBS3H C
MIOMOIIIbIO OIHOIUIATHBIX KOMIIBIOTEPOB.

3.4 Tembl 1200paTOpPHBIX padoT

— HccenenoBanue maposibHOW 3aIIMTHI KOMIIOHEHT CBSI3M HAa OCHOBE HCIIONB30BAHUS JIU3ACCEM-
0JepOB B py4HOM, TIOJTyaBTOMAaTHUYE€CKOM U aBTOMAaTHYECKOM PEKUMAaX.

— IlporpaMmsl Al py4yHOTo, MOJYaBTOMAaTHUYECKOTO U aBTOMATHUECKOTO ayIuTa KOMITBIOTEPHBIX
ceteil. MccnenoBanue cOCTOSHUSL KOMIIBIOTEPHON CETH W HACTPOilKa COOTBETCTBYIOUIMX MOJUTHUK ayAuTa
ITUX CETEM.

— MHccnenoBanue J0CTyna K KOMITBIOTEPHOM CHCTEME CBS3M C TOMOIIBIO TECTOBBIX YTHIIUT.
Omnpenenenre BO3MOXKHOCTH BHEIITHETO yIpaBieHHUsI UHTEP(HEHcOM CTOPOHHUX MPOTPAMM.

— H3ydeHue u ananu3 pabotsl cHudepa. Hactpoiika ¢puibTpoB Ha pazHbIX ypoBHAX Mozaenu OSI
npu nepenauu tpaduka. Beiienenune nandopmaiyu, CBSI3aHHOM ¢ JOCTYIIOM B CEThb CBSI3U.

— AHTUBUpPYCHBIE NIPOrpaMMbl U OCHOBHBIE HACTPOMKH MOJUTHKU Oe3omacHocTH. Crenuanusu-
POBaHHbIE IIPOTrPAMMBI 3aLUTHI OT HECAHKIIMOHUPOBAHHOTO A0CTyna. MHorogakropHas 3amuTa 10CTyna
afnmnaparHbIMU CPCACTBAMMU.

4 MeTtoanyecKkue MaTepuaJibl
s obecnieuenust mpouecca 0O0ydyeHHs M pelIeHus 3a1ad oOy4eHUs UCHOJb3YIOTCS CIEAYIOLIHe
MaTepHAJIbL:
— METOIHYECKUE MATEpHaIbl, ONPENEISAIOIINE POLENYyPbl OLIEHUBAHNS 3HAHUM, YMEHHM, HaBbI-
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KOB U (MJIM) OTIBITA JIEATEbHOCTH, XapaKTePU3YIOIIUX ITarbl (OpP-MUPOBAHHUS KOMIIETCHIIUH, COTJIACHO .
12 paboueit mporpaMmel.

4.1. OcHoBHas JUTepaTypa

1. Cucremsl KoHTpos U ynpasieHus goctynoM. (Cepust «OGecnieuenne 6€30MacHOCTH 00beK-
ToB»; Bhimyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : Topsiuas nunus-Tenexom, 2013. — 272 c.
[DnexTpoHHbI pecypc]. - http://e.lanbook.com/book/5135

2. Muxanpuenko, C.I. AnnaparHoe u nporpammuaoe obecnedenrne IBM. M. : TYCVYP, 2007. —
103 c. [Qnekrponnslit pecypc]. - https://e.lanbook.com/book/private/11524

3. TomukoB, A.M. OcHoBbl uH(poOpMaImoHHoi 6e3omacHocT.— M. : TYCVYP, 2007. — 201 c.
[DnexTpoHHBI pecypc]. - http://e.lanbook.com/book/10927

4.2. lonoiHUTeIbLHAS JTUTEPaTypa

1. T.B. Baxnmii, C.}O. Ky3pmun. Pa3zpaboTka anmapaTHO-IIpOrpaMMHOTO CPEACTBa 3aIlUThl OT
ys13BUMOCTH badusb. — // Maremarudeckue cTpykTypbl U MonenupoBanue. — 2016. — Ne 2. — C. 116-
125. [DnektponHbIi pecypc]. - http://e.lanbook.com/journal/issue/298339

2. TomukoB, A.M. CeTH 1 cuCTEMBI PAJHOCBA3U U CPEICTBA UX WH(POPMALMOHHOW 3alUTHL. —
M. : TYCVYP, 2007. — 34 c. [DnexTponHbIii pecypc]. - http://e.lanbook.com/book/11406

3. Ayrentudukanus. Teopus u mpakTuka odecredeHus 6€30MacHoro T0CTyna K HHGOpMaIMOH-
HbIM pecypcam. / A.A. Adanacwes, JI.T. BenenseB, A.A. Boponmos, D.P. ['a3uzoBa. — M. : T'opsiuast nu-
ausi-Tenexom, 2012. — 550 c. [Dnekrponnslii pecypc]. - http://e.lanbook.com/book/5114

4. bammaxkoB, A.B. Beibop onTumMaipHOTO MOAX0Aa K MOCTPOCHHIO 3aAIUIICHHBIX OECIIPOBO/I-
HBIX JIOKATBHBIX ceTell.// BeCTHUK TOCynapCTBEHHOTO YHUBEPCUTETa MOPCKOTO U PEYHOTO (pJIoTa UMEHU
anmupana C. O. MakapoBa. — 2015. — Ne 1. — C. 222-228. [OnekTpoHHBIH pecypc]. -
http://e.lanbook.com/journal/issue/296034

4.3. Jluteparypa sl NPAKTHYECKUX 3aHATHI.

1. Cetu cBs3UM U CUCTEMbl KOMMYyTaluu: PykoBoicTBO K MpakTuyeckuM 3aHATusM / Bunokypos B. M. -
2012. 41 c. [DnexTponHsIii pecypce] - Pexxum noctyma: https://edu.tusur.ru/publications/1517, nata 06-
pamenus: 17.02.2017.

4.4. Jluteparypa 1Jisl CaMOCTOSAATEJILHOM padoThbI.

1. JlokanpHBIE KOMIIBIOTEpHBIE CETH: MeToauYecKue yKa3aHus 10 CaMOCTOsTeNbHOW padore / AreeB E.
1O. - 2012. 12 c. [Dnekrponnslit pecype] - Pexxum nocryma: https://edu.tusur.ru/publications/2037, mara
obparmenus: 17.02.2017.

2. MeTopl MOJICTHPOBAHMSI ¥ ONITUMHU3AIINN TEJICKOMMYHUKAITMOHHBIX CHCTEM U CeTeil: Y4eOHO-MeTOoIH-
YECKOE MOCOOME K MPAKTHUYCCKUM 3aHATHAIM M CaMOCTOSATENIbHOU padoTel / JlemumoB A. f. - 2012. 55 c.
[OnexTponHbId pecypc] - Pexum nmocrtyma: https://edu.tusur.ru/publications/2840, mara oOparmeHus:
17.02.2017.

4.5. O6s3aTesbHbIE YUeOHO-MEeTOAUYECKHEe MOCoOus

1. U3yyenune cereBoro nporokosna TCP/IP: Meroguueckue ykazaHusi Kk 1abopaTopHeIM pabotam / AreeB
E. YO. - 2012. 16 c. [Dnexrponnslii pecypc] - Pexxum moctyna: https://edu.tusur.ru/publications/2040,
nara obpamenus: 17.02.2017.

2. Ucnonp3oBanne koMaHAHBIX (aityioB: MeTonuyueckue ykazanus K jJaboparopHoii padore / Arees E. 1O.
- 2012. 14 c. [OnexTponHbIi pecypc] - Pexxum mocryma: https://edu.tusur.ru/publications/2034, nata 06-
pamenus: 17.02.2017.

3. IIporpammupoBanue: MeTonnueckne pekoMeHaanuu kK sadoparopusiM padoram / TutkoB A. B. - 2011.
13 c. [DnexrponHslii pecypc] - Pexxum moctyma: https://edu.tusur.ru/publications/661, nara obparmenus:
08.02.2017.

4. Vcrionb30BaHUE CETEBBIX MPOrpaMMHBIX yTHIIAT Windows: Metonuueckue yka3aHus K JJaOOpaTOpHBIM
paboram / Arees E. 0. - 2012. 17 <c¢. [Onekrponnsli pecypc] - Pexum pmocrymna:
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https://edu.tusur.ru/publications/2041, nara obpamenus: 08.02.2017.

4.6. ba3bl JaHHBIX, MH(POPMALMOHHO CIIPABOYHbIE H MOMCKOBbIE CHCTEMbI
1. http://www.rambler.ru/
2. http://www.sputnik.ru/
3. https://www.yandex.ru/
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