MUHUCTEPCTBO OBPA3SOBAHUSA U HAYKH P®
DenepajibHOE TOCYIAPCTBEHHOE OKOIKETHOE 00pa30BaTe/ibHOE YUpe:KIeHue BbICIIero 00pa3oBaHus

«TOMCKHWM TOCYIAPCTBEHHBII YHUBEPCUTET CUCTEM
YITPABJIEHHWA Y PAIMOSJIEKTPOHUKI

(TYCYP)
YTBEPXIAIO
[TpopekTop mo yueGHOM padboTe
I1. E. Tposin
«_» 20 r

PABOYAS I[TPOI' PAMMA YUYEBHOM JUCHUATIIAHBI
3amuTa HHPOPMALIMOHHBIX IPOLECCOB B CHCTEMaX CBS3H

VYpoBenb 00pa3oBaHus: BbicIIee 00pa3oBaHue - HakajaBpuar

Hampasnenue mnoaroroBku (crnenuanbHOCTh): 11.03.02 MHGOKOMMYHMKALMOHHBIE TEXHOJOTMU H
CHCTEeMbI CBSI3U

HanpasnenHocts (poduib): 3amuiieHHble CHCTeMbI H CeTH CBS3H

®opma oOyueHHUs: OUHAA

Qaxkynerer: PT®, Pagnorexnnueckuii paxkyabrer

Kagenpa: P3U, Kadeapa paauodieKTPOHUKH U 3aIIMTHI MH(poOpMauu

Kypc: 4

Cemectp: 7

VYueOnsIii m1an Haoopa 2015 roga

Pacnipenenenue pabouero BpeMeHu

No Bunsl yue6HOM qesTeNbHOCTH 7 cemecTp Bcero Ennnunel
1 Jleximn 24 24 4acoB
2 [IpakTHueckue 3aHATHA 18 18 4acoB
3 JIaGoparopHble paboThI 18 18 4acoB
4  Bcero ayIMTOPHBIX 3aHATUH 60 60 9acoB
5 CamocrosrenbHas paboTa 48 48 4acoB
6 Bcero (6e3 sx3ameHa) 108 108 4acoB
7 OO61as TpyI0eMKOCTh 108 108 4acoB
3.0 3.0 3.E

3ager: 7 cemecTp

Tomck 2017
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokot Ne 5 ot « 10 » 2 2017 1

JIUCT COTTIACOBAHUN
PabGouass mporpamma cocTaBiieHa C y4eToM TpeOoBaHUH (eneparbHOT0 TOCYIapCTBEHHOTO
oOpa3oBarenbHOTO craHmapra Beicimiero ooOpazoanus (PI'OC BO) mo HampaBieHUIO TOATOTOBKU
(cnermmansHOCTH) 11.03.02 MHDOKOMMYHHKAITMOHHBIE TEXHOJIOTHH M CUCTEMBI CBSI3H, YTBEepkaeHHOTO 06
Mmapta 2015 rozna, paccMOTpeHa U yTBEpXkK/I€Ha Ha 3acelaHuu Kaeapsl «  » 20 rona,
poToKoJ Ne

PazpaboTunku:
noreHT kad. P3N H. JI. XarpkoB

3aBeayromuii ooecneunBaronieit kad.
P31 A. C. 3agopun

Pabouas nporpamMma cormnacoBana ¢ pakyabTeToM, Mpo(UINpyIoLIel U BeITycKatole kadeapamu
HAaIpaBJICHUS MTOJTOTOBKHU (CHEIUAIBHOCTH).

Hexan PT® K. 1O. IlonoBa

3aBeqyromInid BEITyCKAOIIEeH Kag.

P31 A. C. 3agopun
DKCHEPTHI:

cTapmuii npenoaasarens kad. P3U 1O. B. 3enenenxas
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1. Heau v 3a1a4m M CHUTLIAHBI

1.1. Heau TUCHUNIHHBI
M3Y4YCHHE CTMOCOOOB 3alTUThl MH(POPMAITMOHHBIX MPOIIECCOB B CETAX C THOPUAHOU (HU3UYECKOM
cpenom
U3yuyeHHE BO3MOXKHOCTEH MPHUMEHEHHUS MPOrpaMMHO-AIIApPaTHBIX CPEICTB B CETSIX CBS3M JUIS
MOBBIIICHUS MX 3alIUIIEHHOCTH
paboTa B KOMIBIOTEPHBIX BhIUUCIUTENbHBIX ceTsaX (BC) ¢ mpuMeHeHueM nmporpaMMHBIX CPEICTB
3aIUTHI U UCTIOIH30BAHUS CYIECTBYIOIINX, BCTPOCHHBIX B apxuTektypy OC, cpencTB CBs3H.

1.2. 3agaum IMCHUIIITHHBI

— UW3Yy4YCHHE CIOCOOOB CO3MaHMS 3AIUIIEHHOTO CETEBOrO COCAWHEHUS, 3allMIICHHBIX
MIPOTOKOJIOB CBSI3M, 3alIUTHI OT HECAHKIIMOHWPOBAHHOTO JOCTYNA COOOIICHHWH JJIEKTPOHHOW ITOYTHI,
CETEBBIX PECYPCOB

—  UW3YYCHHE NPHUHIMUIIOB pabOThl OpaHIMay’poB, CPEICTB TMPEIOTBPAIICHUS BTOPKCHHH,
AHTUBHUPYCHBIX IIPOIPAMM Ha OCHOBE HCITOJIH30BaHUS CPEICTB 3aITUThI HH(POPMAITMOHHBIX TIPOIIECCOB

— pa3BUTHE HABBIKOB HACTPOWKH M aHajlu3a MPOTPAMMHBIX CPEACTB 3alIUThI, MOJUTHUK
0€30I1acCHOCTH, UCIIOIB30BAHUS TIPOTPAMMHBIX OTJIAUYHUKOB, CETEBBIX aHATH3ATOPOB

2. Mecto nucuuniiuHbl B cTpykrype OIIOIIT

Hucunmumna «3ammra  WHOOPMAMOHHBIX mporeccoB B cucremax cBssm» (B1.B.JIB.9.1)
OTHOCHUTCS K 670Ky 1 (BapuaTUBHAs 4acTh).

[IpeamecTBylOUMH ~ JUCUUIUIMHAME,  (DOPMUPYIOIIUMH  HAYaJbHBIC 3HAHHS, SBISFOTCS
CleyIollue NUCUUIUIMHBL: BpruucnurenbHas texHuka, O6mas teopusi cBsizu, OCHOBBI KpumnTorpaduu,
OcHOBBI TOCTPOEHUSI UH(POKOMMYHHUKAIIMOHHBIX CUCTEM U ceTeil, CeTH CBSI3U U CUCTEMbl KOMMYTAIUH.

[TocneayromumMu AUCUUILTMHAMHE SBIIAIOTCS: MHPOpMaIMOHHBIE TEXHOIOTHH.

3. TpeGoBaHusl K pe3yJibTaTaM O0CBOEHHUSI IMCUUTLIHHBI

[Tponecc n3yyeHus QUCUUIUIMHBI HAIpaBJIeH Ha (JOPMHUPOBAHUE CIIETYIOIINX KOMIETECHITUI:

— IIK-15 ymenuem pa3pabarbiBaTh ¥ OGOPMIISATH PA3NUYHYI0 TPOEKTHYI0 M TEXHHYECKYIO
JOKYMEHTAIIHIO;

— ITIK-19 roTOBHOCTBIO K OpraHu3aluy paboT M0 TNPAKTUYECKOMY HCIOIb30BAHUIO U
BHEJIPEHHIO PE3Y/IBTaTOB UCCIICIOBaHUN;

B pesynbprare n3ydeHus TUCIUIIINHBI CTYIEHT JJOJDKEH:

— 3HaTh OCHOBHbIE IIOJICUCTEMBl 3alllUTBl CPEJCTB CBS3M B OINEPALMOHHBIX CHUCTEMax
nepcoHanabHbIX DBM, ocHOBBI aaMuHuCcTpupoBanust B OC 1 KOHTPOIIsE UH(OPMALIMOHHBIX IPOILIECCOB B
KOMIBIOTEPHBIX CETSAX, METOJAbl W CIOCOOBI 3alIUTHl OT CETeBBIX arak TMPUHIMIIBI TTOCTPOCHHUS
IIPOrpaMMHO-aNNapaTHbIX CUCTEM OOHAPYKEHMs aTak, IPUHIMIBI 3alIUThl MH(QOpMAIMK Ha KOMIIbIOTEpE
CPEJICTB CBSI3U C MTOMOIIBIO IPOTPAMMHBIX peaTM3alrii Ha BEICOKOM W Ha HU3KOM YPOBHE

— yMeTb IPOBOJIUTH AaHAIN3 HAINYUS HECAHKIMOHUPOBAHHOIO JIOCTyNa K KOMIbIOTEpaM
OIIPENEIIATh U OLEHUBATh BEPOSITHBIE YTPO3bl HHPOPMAIIMOHHONW 0€30MaCHOCTH KOMITBIOTEPA B CUCTEMAaX
CBSI3W OCYIIECTBIATH PAMOHAIBHBIA BHIOOP MPOTPaMMHO-ANMapaTHBIX CPEIACTB M METOAOB 3allUTHI
nH(pOpMaILuU Ha 00bEKTaX CBA3U

—  BJAJeTh METOJAaMH 3alIUThl HHPOPMAIIMU Ha KOMITBIOTEPHOI TEXHUKE B MPOIECCaX 3aIliCH,
XpaHeHHsI U KONHMPOBAaHUS, METOJAAMHU TIOMCKa clIa0bIX MECT B HAaCTPOWKAX KOMITBIOTEpA W TIOyYSHHS
MoKaszaresiell YpoBHS 3alllMIIEHHOCTH HH(OpMAIMM B CHCTEMax CBA3M METOIMKOW aHaju3a CETeBOro
Tpaduka, pe3yJabTaToB pPadOTHl CpPEACTB OOHAPYKEHHS BTOPKEHHI HABBIKAMH HACTPOWKH CHCTEM
6e3onacHoctu OC 111 6e30nmacHoil paboThI B CETSAX U CUCTEMaX CBA3H

4. O0beM JMCUMILIMHBI M BUbI Y4eOHOU padoThI
OOmast TpyAOEMKOCTh IUCIMIUIMHBI cocTaBisieT 3.0 3aueTHBIX €IWHUIBI U TpE/ICTaBleHa B
tabmuue 4.1.
‘Ta6J11/1ua 4.1 — TpynoeMKOCTb JUCIUILINHBI

Bunbl yueOHOI nesTenbHOCTH Bcero gacos CemecTpsl

7 cemecTp
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AynutopHbI€ 3aHATHS (BCETO)

60

60

Jlexknuu

24

24

[IpakTyeckue 3aHsATUS

18

18

JlaboparopHbie pabOTHI

18

18

CamocrosiTenpHast paboTa (Bcero)

48

48

Odopmiterre oT4eTOB 110 J1abopaToOpHBIM paboTam

[TpopaboTka JeKIMOHHOTO Marepuaia

18
18

18
18

HOI[I‘OTOBKa K IPaKTUYCCKHUM 3aHATHAM, CEMHUHapaMm

Bcero (6e3 sx3ameHa)

12
108

12
108

OO61mas TpyI0eMKOCTh 4

3auetHble EauHuIb

108
3.0

5. ConepxaHue TMCHMILIUHBI

5.1. Pa3aesnl JUCHUILIMHGLI 1 BUABI 3AHATHI
Paznienbl TUCHMIUIMHBI M BUBI 3aHATUH IPUBEACHBI B Ta0uie 5.1.

Tabmuma 5.1 — Pa3gensl IUCHHIINHLI U BUABI 3aHITHI

(o]
Hazpanus pasaciioB AMCHUIIIIMHBI = a E 8

=
M

e
85 88 5F =

bIC

(§

108
3.0

€3
Bl
ye
M
bIC
KO
M

1 MadopmanimoHHbIe POLIECCHI B 2
cHCTeMax CBSI3M, KIaCCH(PUKAIIHSL.
[TprumHBI BOSHUKHOBEHHUS COOEB B
OIIEPAaTUBHON MaMSTH, IepPeaadn
UH(POPMAIUH 110 JTUHHUAM CBsi3u. O01mue
NPUHINIBI TIOCTPOSHUS CUCTEM 3aIUTHI
UH(POPMAITMOHHBIX MTPOIIECCOB.

7 cemecTp

4

10

[K-15, 1IK-19

2 OcHOBHBIE NOHATUS, KJIacCU(UKALUSA 4
3a/1a4, penaemMblx HTHPOPMalnOHHBIMU
npoleccaMu B 00JacTH CPeICTB
UACHTU(DUKAIIMY U ayTeHTU(DUKALMY B
ceTsx cBsi3u. MHOrogakTopHas
uaeHTU(DUKAIIS CYyObEKTa, TTOHITHE
IPOTOKOJIAa UIEHTH(PUKALINHY,
uaeHTU(GUIMpYyroas HHPopMaIHsl.

14

[IK-15, 1IK-19

3 Knaccuguxkanus cyoObeKToB U 0OBEKTOB 2
nocryna. OCHOBHBIE MTOJXO/IbI K 3aIIUTE
nmaaubeix oT HCJI B cucTeMax cBA3M.
AOcTpakTHBIE MOJIENIN JOCTYTIA, UX
BIIMSIHUE HAa KOH(UTYpaAIUIO
MH(OPMAIIMOHHBIX ITPOLIECCOB B 00JIACTH
3alIUTHI UH(OPMALIHH.

4 AynuT KOMIIBIOTEPHBIX CETEH U CUCTEM 2
cBs3u. Knaccuduxarms coObITuii 1y1s
MIPOBEJICHUS AyINUTA.

5 Opranu3zainus 3alMiIeHHOro mpoecca 2
mmmdpoBanus. [locTpoeHre KOMITOHEHT
OC s KpUNTO3AIIUTHI TAaHHBIX.
WNudpactpykrypa ynpaBneHus
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[K-15, 1IK-19

TK-15, TTK-19




OTKPBITHIMU KJIFOUaMU, 0a30BbIe
APXUTEKTYPBI CUCTEM YIIPABICHUS
cepruduKaTaMu.
6 MeTo/ibl ¥ CpeJICTBA OTPaHUYCHUS 2 0 0 2 4 [K-15, TTIK-19
JOCTyNa K KOMIIOHEHTaM CBSI3U B
KOMITBIOTEPHBIX CETSAX M 3aIIUTHI
IPOrpaMM OT HECAHKIIMOHUPOBAHHOTO
KOTIMPOBAHMS.
7 3ammuTa nHGOPMAIIMOHHBIX MTPOIIECCOB 4 4 0 4 12 TIK-15, [TIK-19
Ha OCHOBE HAJICTPOEK HaJl ONEePAITUOHHON
cucteMoil. MHorogakTopHas cucTeMa
ayTeHTU(HUKAIHH.
8 Pa3zpymarorue nporpaMMHbIe 2 0 0 1 3 [1K-15, TTK-19
Bo3neiicrus (PIIB). Knaccugukarms
PIIB. [Ipusnaku nanuuusa PIIB B
UH(POPMAITMOHHBIX MPOLIECCaX.
Bo3MoxHOCTH aHanmu3a pa3pymaonmx
Bo3aencTBuii Ha I10.
9 CriocoOBbl 3aIUTHI OT Pa3pyLIAIONINX 2 0 4 5 11  IIK-15,T1K-19
nporpaMmMHbIX Bo3netictBuii (PIIB) B
KOMITBIOTEPHBIX CHCTEMaX CBSI3H.
Hepocrarku aHTUBUPYCHBIX MPOTpamMM.
10 Cauddepsi, Kak OCHOBHOMH 2 4 4 10 20 | IIK-15,TIK-19
MHCTPYMEHT aHann3a MHPOPMaLMOHHBIX
MIOTOKOB B JIMHHUH CBsI3H. ba3oBbie
HacTPOUKHU (HpUIbTPOB CHUPPEPOB, UX
ypoBHH aHanu3a B moaenu OS]
Hroro 3a cemecTp 24 18 18 48 108
Hroro 24 18 18 48 108
5.2. Conep:xanue pa3aejioB JUCHUIIHHBI (110 JEeKIIUAM)
ConeprkaHue pa3ienaoB TUCIUILIHH (TI0 JEKIUSAM) IPUBEACHO B Tabmuiie 5.2.
Tabnuna 5.2 - ConepskaHue pa3ienoB AUCIUTUINH (10 JICKITHSIM)
Hassasus paszeno ConeprkaHue pas/IeNioB JUCLUILIHHEI [0 % % é s§ E % E
TEKIUAM — o6 =5 2 ¢
7 cemecTp
1 UudopmarimoHHbie IPOIIECCH B [Ipeamer u 3aga4m 3aLUTHI 2 TIK-15,
CUCTEMaX CBSI3U, KJIaCCU(PUKAIUS. MH(OPMAIIMOHHBIX MTPOLIECCOB B IK-19
[IpuunHBI BOSHUKHOBEHUS COOEB B cUCTeMax CBsI3H, €€ B3aUMOCBS3b C
OTIepaTHBHON TIAMSITH, ITepeIadn JIpyruMH quctuiuinHamMu. Kpatkas
uHGOPMAIUH 110 JIMHUSAM CBSI3H. UCTOPHS Pa3BUTHs. AKTyallbHOCTb
OO611re TpUHLIKIIBI TOCTPOEHUS 3alUThl UHPOPMAIIMOHHBIX TPOLECCOB B
CUCTEM 3allluThl UHPOPMALIMOHHBIX  coBpeMeHHOM mupe. CocTaB
MPOLIECCOB. WH(OPMAITMOHHBIX MPOIIECcCOB. [IpuIrHBI
BO3HUKHOBEHUS YSI3BUMOCTEH, 00111e
MIPUHITAITBI ITOCTPOCHUS CUCTEM 3aIUTHI
nH(OPMAITMOHHBIX TIporieccoB. [TonsTHe
MOJINTUKHU O€30TTaCHOCTH H
HEOOXOIMMOCTH OLIEHKH PUCKOB,
KPUTEPHH, UCTIONTH3YEMBIC JUIS
KJIaCCU(UKAIIUU YPOBHS 3aIIUIIICHHOCTH
5

CornacoBaHa Ha noptane N2 16915



(6e301MacHOCTH) CUCTEM CBSI3H.

koMrnoHeHT OC AJi KpUNTO3AIUTHI
nanHbix. MHdpacTpykTypa
YIPABIECHUS OTKPBITBIMHU KIOYaMH,

CUMMETPHUYHBIX 1 HECUMMETPUYHBIX
aJIrOpUTMOB. DPEeMEpHBIN KITF0Y.
WHdopmaimoHHbIe TPOLIECCHI €

CornacoBaHa Ha noptane N2 16915

Hroro
2 OCHOBHBIE TTOHSITHS, OCHOBHBIE TTOHATHS, KJIaCCU(DUKAITIS 4 I1K-15,
KJIaccu(uKaIys 3a/1a4, peraeMbIxX 3aj1a4, penraeMbIX HHPOPMAITMOHHBIMU IK-19
uH(OPMAIIMOHHBIMHU TIpolileccaMu B mporeccamu. [IpoGriemMsr
00JIaCTH CPEICTB UACHTUDUKAIIMA U UICHTU(DUKAMH CyObEKTa, MOHATHE
ayTeHTU(DUKAIINH B CETSAX CBSI3U. MPOTOKOJIA UACHTU(DUKALINH,
MHorogakTopHas UASHTHPHUKALINS UACHTUGHUIHPYIOIas HHPOpMAaLUs B
CyObeKTa, IOHATHE MTPOTOKOJIA nH(OPMAIIMOHHOM Tipoliecce. MeTonbl
uACHTH(DUKAIH, ayTCeHTH(UKAIUK: TApOJIbHAS CXEMA,
uneHTuunupyromas napopmanus.  OMoMeTpuyeckuil u token cmocoOwl,

MHOTO(aKTOpHAs U B3aUMHast

ayreHTHUQUKaUK. [IpoToKoNbI

UJACHTU(HUKALINN C HYIEBOH nepenadeit

sHaHuil. Cxembl uaeHTuGukanun deiire-

@uara-Illamupa, ['ninoy-Kynckyorepa u

OCHOBHBIE MPOOIEMBbI UX PEATU3ALIHH.

Hroro
3 Knaccugukamnus cyObeKTOB U Knaccugukamus cyObeKToB 1 00bEKTOB 2 [IK-15,
00BeKkTOB focTyna. OCHOBHBIE noctyna. OCHOBHBIE MOJIXO/IbI K 3aIIUTE I1K-19
nonxoxas! k 3ammuTe nanubix oT HCI B nanubix ot HCJI. AGcTpakTHBIe MOIETN
cUCTeMax CBsi3U. AOCTpaKTHbIE nocryna. llludposanue B
MOJETIH JIOCTYIIA, UX BIMSHUE HA MH(POPMAITMOHHOM TIpoIiecce, KOHTPOIb
KoH(UTrypauo nHHOPMAIIMOHHBIX JIOCTyIa U pa3rpaHudYeHHe JOCTyIa.
IIPOLIECCOB B O0JIACTH 3aAIUTHI Hepapxnueckuil IpUHIMII TOCTYIIA K
uHpopmaruu. daitny. [Iporpammuas pukcarus goctymna

K Qaitnam. /luckpenronHas

(pa3rpaHuuuTENbHAS) MOJIETH

yIpaBJICHUS TOCTYIIOM Ha OCHOBE

dopmanbuoit mogenu Take-Grant u

npoOnemsl ee peannzanuu. Criocoos

¢ukcanuu daxra nocryna. Hagesxxnocts

CHCTEM OTpaHUYEHUS JTOCTYTIA.

VYrpaBieHue 10CTylIoM Ha OCHOBE poJie

— RBAC. bazoBas monens RBAC.

ManparHas (mpeacTaBuTeNbHas ) MOJIENb

yrpasieHus nocrymnom. [Iporpammaas

peanu3any MaHAaTHON MOJIENIN OCTYyIa.

Hroro 2
4 AymuT KOMITBIOTEPHBIX CeTeH n Buner aymuta KOMOBIOTEPHBIX CHCTEM 2 [TK-15,
cucteMm cBs3u. Kiaccuduxanus cBA3U. KOHTpOIIb IETOCTHOCTH TAHHBIX. IK-19
COOBITHH [ TPOBE/IEHUS ayIUTa. [TporpamMMHBIE€ CHCTEMBI

NPEIOTBPALICHUS 1 OOHAPYKEHHS

BTOPKEHMH, JIOKAJIbHBIE 1 OECIIPOBO/IHBIE

- IPS IDS HIPS WIPS.

Hroro 2
5 Opranu3zanys 3aluIIeHHOTO I'enepanys Kiaro4ei NporpaMMHO- 2 [1K-15,
nporiecca mudposanus. [loctpoenne anmaparHeIMU cpencTBamu. Komroun st IK-19




0a30BbIC APXUTEKTYPHI CUCTEM KOMIIOHEHTaMH KPUIITO3AIIUTHI JaHHBIX.

yIpaBlieHUs cepTU(UKaTaMu. VYrpo3sl KpunTorpadhuueckuM KIrouaMm.
[ToBpexenue kiouen. 3anmra
anroputMa mudpoanus. [IpuHmmn
YyBCTBUTEIHHOM 00JIACTH W TIPUHITUTT
[JIABHOT'O KJIFOUa, HEOOXOIUMBIE U
JIOCTAaTOYHbIC (DYHKIIMH CPEACTBA
KpI/IHTOSaH_II/ITBI CHUCTEM CBSI3H.

Htoro 2
6 Metonb! u cpenctBa orpanuueHust  CpeacTBa OrpaHUYEHHUs JOCTYIA K 2 [IK-15,
JOCTYIa K KOMITOHEHTaM CBSI3H B KOMITOHEHTaM UH()OPMALTHOHHOTO I1K-19
KOMIBIOTEPHBIX CETSIX M 3aIUTHI npoliecca B cucTeMax cBsizu.Bcrpoennas
pOrpaMM OT HECAaHKIIHOHHPOBAHHOTO MPOTPaMMHAas 3aIUTa OT U3Y4CHHUS
KOITUPOBAHMS. MH(POPMAITMOHHBIX MPOLIECCOB B

CUCTEeMax CBSI3U. YCTapeBIIne
TEXHUYECKHUE CPEICTBA 3aIIUTHI.
[TporpammMHas 3amuTa OT OTIAJIKH,
3alIMTa OT AU3acCEeMONIMPOBAHMS, 3aLIUTA
OT TPACCHPOBKH I10 allllapaTHbIM
MIPEPHIBAHUSIM ITPOIIECCOPHBIX MTPOLIEAYD.
[TpumeHnenne oOdycKalyu, IPOTEKTOPOB
Y YIIAKOBIIUKOB JIJISl YCUJICHUS 3aIUTHI
CHCTEMBI CBSI3U. METO/IbI, 3aTPYyIHSIONINE
CUHTHIBAHHE CKOITMPOBAHHOMN
uHpopmaruu. OcHOBHbIE DYHKIIUU
CPEJCTB 3alIUTHI OT KOIMTUPOBAHUS.

Hroro
7 3amuTa HHPOPMAIIHOHHBIX [Iporpammusbie Haactpoiiku Hag OC aiid 4 [TK-15,
MIPOIIECCOB HA OCHOBE HAJICTPOCK HAJ  3aIIUTHl HHPOPMAIMOHHBIX ITPOIIECCOB. IK-19
OTIEPALIMOHHON CUCTEMOIA. [TpoTHBOpEUHst NPOTPAMMHBIX HACTPOEK
MHorogakTopHas cucrema ¥ BCTPOCHHBIX CHCTEM 3aIUTHI
ayTeHTU(HUKALHH. uH(pOpMaIMOHHBIX npoleccoB B OC.

[Tomyuenue MHOrO(akTopHas
ayTeHTU(HUKAIMY 32 CYET IPOTPaMMHBIX
HAaJCTPOEK HaJ ONEPallMOHHON CHCTEMOM.

TokeHBI.

Hroro 4
8 Paspymaromue nporpaMmMHbIe KomnbroTepHble BUPYCHI, KaK 0COOBIi 2 [1K-15,
Bo3zzaeiicteus (PIIB). Knaccudukanus kiacc pa3pymiaromux IporpaMMHbBIX IK-19
PIIB. ITpu3Haku nanuuus PIIB B BO3/1eicTBUA. Pa3BuTHe BUpYCHOI 0a3bl U
MH(OPMAIIMOHHBIX IIPOLECCaX. TEHACHIIMU (HOPMUPOBAHNS HOBBIX TUIIOB
BosmoxxHOoCTH aHanmm3a BHUpycoB. [IporpammHuble 4epBu 1
paspymaromux Bo3nercteuii Ha [10.  3akmagku.

Hroro
9 Crioco0sl 3alMThI OT CpenctBa npoTUBOAECHCTBUS 2 [1K-15,
pa3pyLIarouX IPOrpaMMHBIX KOMITbIOTEPHBIM BUPYCaM U MX COCTOSIHHE IK-19
Bo3zaelicTBuil (PIIB) B KOMIIBIOTEPHBIX B COBPEMEHHBIX YCIOBUAX. MacKUpoOBKa
cucrtemax cBs3u. Henocrarku BUPYCHBIX IIporpamm. CriocoOsbl
AQHTUBUPYCHBIX IIPOTPaMM. IIPOHUKHOBEHUS BUPYCOB B

WH(OPMAITMOHHBIE TTPOIIECCHI CUCTEMBI
cBsi3u. [IpoOrieMbl MUHUMU3AITNH
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MOCJICICTBUH IESITEIIBHOCTH BUPYCOB
MOCJe UX yIaJICHUs U3 CUCTEMBI CBSI3H.

cHu(depoB, UX YpOBHU aHAIIN3A B
moxenu OSI

Hroro 3a cemecTp

Utoro 2
10 Cuuddepsi, kak OCHOBHOMH [IpuHuunuanbHas BO3SMOXHOCTh 2 [IK-15,
WHCTPYMEHT aHaIn3a nepexsara Tpaduka B CCTEMax CBSI3H. IK-19

WH(OPMAITMOHHBIX ITOTOKOB B JIMHHUH
cBsi3u. ba3oBble HACTPOUKHU (PHIIBTPOB

Cuuddeps! - Ha3HAYCHUE, COCTaB U
npuHLuI padotsl. Hactpoiiku GpuiibTpoB
¥ YpOBHH pabOThI B HH(HOPMAITMOHHOM
npouecce. BosamoxHocTH aHanusa
CErMEHTOB Tpa(uKa U ero rnepexnara.
N3ydyenue cBOMCTB HH(DOPMAITMIOHHOTO
IIpoLecca B CUCTEME CBA3H C IOMOLIBIO

cauddepa.
Uroro 2
24

5.3. Pazgesbl AMCHUILUIMHBI U MEKINCHUIIMHAPHBbIE CBSI3U € 00eceYBAKINMMU (MPeabIAYIIMMH)
U o0ecrieynBaeMbIMU (MOCJIeYIONUMH) TUCHUIIMHAMHA
Paznenbl quCHUIIIUHBI U MEXIUCHUILTMHAPHBIE CBSA3M C 00ECIEYMBAIOIIUMHU (TIPEABIAYIIMMHU) U
o0ecrnieurnBaeMbIMH (ITOCJIEAYIONIMMHI ) TUCIUTUIMHAMY MPECTaBIeHbI B Tabnuiie 5.3.
Tabnuua 5.3 - Paznens! AUCHUIUIMHBL M MEXIUCIUITIMHAPHBIE CBA3U

Ne paznenoB gaHHON AMCHUILIIUHBL, 711 KOTOPBIX HEOOXOAUMO H3ydEHHE
HaunmMmenoBauue JYCIUILUINH 06eCHGIII/IBaIOHII/IX 1 00€eCIIEYNBaEMBIX JUCHUITIINH
1 2 3 4 5 6 7 8 9 10
[IpenmecTByromMe TUCIUTLTAHBI
1 BeranciaurensHas
+ + +
TEXHUKA
2 OOuiast Teopus CBS3H + + +
3 OcHoBbl kpunTorpadun +
4 OCHOBBI IOCTPOEHUS
MH(POKOMMYHHUKAIIHOHHBIX + +
CUCTEM U ceTe
TH CBSI3U U CUCTEMBI
5 Cetu CBSI3M U CUCTE + N N
KOMMYTallUH
[Tocnenyromue qUCHUTIITUHBI
1 MudpopmaninoHHbI
(bopmanuo © + + +
TEXHOJIOTUH

5.4. CooTBeTCcTBHE KOMIIETEHIMH, (POPMHUPYEMBIX IPH U3YYCHUHU AUCIMILIMHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHLUH, (OPMUPYEMBbIX MPH HM3YYEHUU IAMCLUIUIMHBL, W BUAOB 3aHATUI

IpeJIcTaBlIeHo B Tabiuie 5.4

Tabmuna 5.4 — CooTBeTCTBHE KOMIIETEHIIMH U BUIOB 3aHATUN, (QOPMHPYEMBIX TpU HU3yUYECHUU
JUCIUTLTAHBI
@] )
= = Bupsl 3ausTHii ®
T OpMBI KOHTPOJIS
g o Vg oo S S 0z L3 0K
B B X = Z888 RLEZ_ ERKEES
I1K-15 + + OTuer no 1abopaTopHoii
pabore, 3aget, OTUeT 1O
MPAKTHYECKOMY 3aHSTHIO
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I1K-19 + + + + Otyet mo naboparopHoi
pabore, 3auet, OTUeT MO

MPAKTHYECKOMY 3aHSTHIO

6. UaTepakTHBHBIE MeTOABI M (POPMBbI OPraHU3ANMHU 00yUEeHUSI

He npenycmorpeno PYII

7. JIabopaTopHbie padoThI

HaumeHoBaHue 1abopatopHbIX padoT npuBeaeHo B Tadmuie 7.1.
Tabnuma 7. 1 — HaumenoBanue 1aboparopHbIx paboT

f o]
Ha3zpanus pa3znenos HaumenoBanue 1aboparopubix pador - S 5 2., = & S
7 cemecTp

2 OCHOBHBIE TTOHSITHSA, Uccnenoanne napoyibHOM 3alUAThI 4 TIK-15,
KJ1accuUKaus 3a1a4, peaeMbix KOMITOHEHT CBSI3M Ha OCHOBE [1K-19
UH(POPMAITMOHHBIMYU MPOLIECCAMH B MCIOJIB30BAaHUS TU3acceMOIepoB B
o0acTu CpeaCcTB UACHTU(DUKALUN U PYyYHOM, IIOJyaBTOMaTHUYECKOM U
ayTeHTU(HUKAINY B CETAX CBA3H. ABTOMAaTUYECKOM PEKUMAX.
MmuorodakropHas uACHTUDUKAIISL Vitoro 4
CyObeKTa, IOHATHUE ITPOTOKOJIA
UICHTU(UKAITIH,
UICHTUPHUIHPYIOIAas HHPOPMALIHSI.
4 AynuT KOMIIBIOTEPHBIX CETEH U [Iporpammel 1st pyyHoro, 4 [TK-15,
cucrteM cBsa3u. Knaccudpuxanus MOJTyaBTOMAaTUYECKOTO U IK-19
COOBITHIA JUIS TPOBECHUS ayIUTA. ABTOMAaTUYECKOTO ayuTa KOMIBIOTEPHBIX

cerell. MccnenoBannue coCTOSTHUSA

KOMITBIOTEPHOM CETH U HACTpOMKa

COOTBETCTBYIOLIUX MOJINTUK ayJIUTa 3TUX

ceren.

Mapupytuzaropsl. CocTaB, Ha3HAYCHUS 2

cBoiicTBa. PaboTa mapuipytusaropa B

MMHTALMOHHOM PEKHUME. YIaJICHHAs

HACTpoOMKa 10ocTymna B ceTb. OCHOBHBIE

KOMaH/Ibl.

Hroro
9 Crioco0bl 3alUTHI OT Hccnenoanue goctyna K KOMIObIOTEPHON 4 [K-15,
pa3pyLIaIIUX MPOrPaMMHBIX CHCTEME CBSA3H C TIOMOLIbIO TECTOBBIX I1K-19
Bo3zeiictuii (PI1B) B koMnbloTepHbIX yTHIUT. Onpenenenre BO3MOKHOCTH
cucremax cBs3u. Henocrarku BHEIIIHET0 yrpaBiieHus! HHTepdericom
AHTUBHUPYCHBIX MIPOTPAMM. CTOPOHHMX MPOTPaMM.

Hroro
10 CHuddepsl, kKak OCHOBHOM Wireshark — ananuzarop ceteBbix IK-15,
MHCTPYMEHT aHajIn3a IIPOTOKOJIOB, (PUKCALIMSI IOTOKOB B CETH IK-19
UH(POPMAILIMOHHBIX TIOTOKOB B IMHUM  CBS3M B MHTEPAKTHUBHOM PEKUME,
cBsi3u. ba3oBble HACTPOUKHU QHIIBTPOB MPOCMATP COAEPKAHMS CETEBBIX
cHu(depoB, UX yPOBHHU aHATIHN3A B ¢bpeiimoB.
moxenu OSI Wroro 4
Hroro 3a cemectp 18

8. Ilpa

KTHYeCKHe 3aHATHS (CEMMHAPbI)

HanmMeHnoBaHMe MpakTHUECKUX 3aHATUIA (CEMUHAPOB) IPUBEICHO B Tabmwiie §.1.
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Tabnuma 8. 1 — HaumeHoBaHMe MPAKTUYECKHUX 3aHATHH (CEMUHAPOB)

HauMeHoBaHue nmpakTHdeckux 3ausatuit 5L £ 4 2 2% E &
Ha3zBanus paszesos p 235 & 2 g ¢
(cemuHapoB) — o3& =3 2 <
7 cemecTp
1 MadopmanimoHHbIe TPOIIECCHI B Hannune aapeco puznyeckux 4 [IK-15,
CHUCTEMaXx CBSI3H, KJIaCCHU(PUKAIIHS. Hocutenei napopmanun.Kapra n [1K-19
[TprumHBI BOSHUKHOBEHHUS COOEB B CTPYKTYypa ONEPaTUBHOMN MaMsATH
OIepaTUBHON MaMSITH, Nepeiadn KOMITbloTepa. Bo3MOKHOCTh anmapaTHOro
UH(POPMAITUH 110 TUHUSM CBSI3H. BJIMSHUS Ha MIPOIecCchl 0OMeHa
OO61re TpUHLHUIIBI TOCTPOCHUS uH(popMaIueil B OrepaTuBHON MaMaTu
CHCTEM 3aIIUThl THPOPMAIIMOHHBIX  KOMITBIOTEpA.
MPOLIECCOB. Vroro 4
3 Knmaccudukanusi cyobeKToB 1 AOCTpaKTHBIC MOJIENIN JOCTYIIA, UCTOPHUS 2 [1K-15,
00beKTOB JocTyna. OCHOBHBIE pa3Butusa. OCHOBHBIE arnmaparHble UIeU IK-19
moaxo/ibl K 3amute Janubix or HCI B 1 peanuzanuu Mozienen 1ocTyna.
cucTeMax CBs3u. AOCTpaKTHBIC OO6ure TpeGoBaHUs K JIOTHYECKUM
MOJIENIN JJOCTYTA, UX BIUSHUE Ha MOCTPOCHUSM B IPOTPaMMHOM
KOH(HUTypaIuo HHPOPMAITHOHHBIX obecrieueHrH MPU pean3aIuu
MPOLIECCOB B OOJIACTH 3AIIUTHI pa3IMYHBIX MOJENEH JOCTYIA.
UHpOpPMaLUH. Vrtoro
5 Opranu3zanus 3aiuIeHHOTO [TporpamMMHas peanusanusi IPOBOJAHUKA B 4 [TK-15,
npornecca mudposanwus. [Toctpoenne Windows u 1pyrux ¢aitioBeix IK-19
koMiioHeHT OC 17151 KpUNTO3alIUThl  MEHEKEepPOB 11 MK (poBaHUs TOCTyIa K
nansbIX. MHppacTpykTypa (aiinaM Ha JIOKaJIbHOW KOMIIBIOTEPHON
yIpaBJIeHUs OTKPBITBIMU KiIo4amMu,  cucteme. Oomue TpeboBaHus K cIrykoam
0a30BbIC APXUTEKTYPHI CUCTEM Windows jist obecriedeHust ux
yIpaBJeHHs cepTUPUKATAMH. 0€30I1acCHOTO HUCIIONIL30BaHUS IS
3alIUTHI JAaHHBIX.
Hroro
7 3ammTa HHPOPMAITMOHHBIX Haznctpoiiku onepaniiOHHONM CUCTEMBI. 4 [1K-15,
MPOIIECCOB Ha OCHOBE HaJIcTpoek HajJ OteuecTBenHas cucrema Dallas Lock 8.0 IK-19
ONEpPallOHHON CUCTEMOM. K - cocras, Ha3HaUYeHHE, CIIOCOO
MHorogakTopHas cucrema YCTaHOBKH, OpTaHU3aUs
ayTeHTU(DHUKAIIIH. MHOTO(aKTOPHOM 3alUThI.
Hroro
10 Cauddepsl, kak OCHOBHOMH Pabota cHuddepa B cuctemax cBs3H. 4 [1K-15,
MHCTPYMEHT aHaJIN3a HacTtpoiika ¢puibTpoB [isl BHISIBICHUS IK-19
UH(POPMAITMOHHBIX ITIOTOKOB B IMHUM  naposiell. OnpeneneHne ypoBHs paboThl B
cBs3u. bazoBrie HacTpoiiku punbTpoB Momenu OSI.
cHU(depoB, UX YPOBHU aHATU3a B Vrtoro 4
moznenu OS]
Hroro 3a cemectp 18

9. CamocTosiTe/ibHasi padoTa
Bunael camocrositensHOM paboThI, TPYAOEMKOCTh U OPMHpYEMble KOMITETEHIIUH MTPEICTABICHbI B
tabmnuue 9.1.
Tabnuua 9.1 - Bunbel camocrosTenbHOU paboThl, TPYI0EMKOCTh U (hOpMUpYEMble KOMITETEHIIUU
o b © -

—_

Buael camocTosTersHON

DdopMbI KOHTPOIS
paboTHI p p

Hassanus paznenos

OEMK
OCTb
MHP
€Mb

Q
4
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7 cemecTp

1 UudopmarnmonHsie [ToaroroBka k [1K-15, 3auet, OTyer no
MPOLIECCHI B CUCTEMAX MPAKTHUYECKUM 3aHATHIM, I1K-19 MIPAKTHYECKOMY 3aHSTHIO
CBSI3U, KIaCCU(HKALMA.  CEMUHapam
[Tpuuunsl BOSHHKHOBEHHS | 11119607 JIeKITHOHHOTO
cO0€eB B ONEpaTUBHOM MaTepHana
naMsTH, Iepe1adn
UHGOPMAIUH 110 JIMHUSM Hroro
cBsi3u. O0I1IKe TPUHLIUIIBI
MIOCTPOCHUS CUCTEM
3aIUTHI
UH(POPMAITMOHHBIX
MPOLIECCOB.
2 OCHOBHBIE ITOHSTHS, [TpopaboTKa JEKIIMOHHOTO ITK-15, 3aget, OT4er 1O
Kiaccudukanys 3aaad, Marepuasa I1K-19 nmabopaTopHOil paboTe
PeIIAacMbIX OdopmieHre 0TYETOB 110
HH(OPMALIEOHHEIMHA 1abopaTopHBIM paboTam
npoiieccamMu B 00J1aCTH
CPEIICTB HICHTU(PUKAIIUN Uroro
U ayTeHTU(UKAIIHU B
CETSIX CBS3H.
MHorogakTopHas
UICHTU(DUKAITIS
CyObeKTa, IOHITHE
MIPOTOKOJIA
UACHTH()UKAIH,
uAeHTU(ULIHUpYIOIIAs
uHpOpMAIHs.
3 Knaccudukanus [ToaroroBka k [TK-15, 3auet, OTyeT mo
CYyOBEKTOB U OOBEKTOB MPAKTHYECKUM 3aHATHIM, I1K-19 MPAKTHYECKOMY 3aHSTHIO
nocrymna. OCHOBHEIE CEeMHHapaM
TTOJIXO/LBL K 3aIIITe [TpopaboTKa JEeKIIMOHHOTO
nanubix oT HCJI B Marepuara
cucTeMax CBSI3U.
AOcTpakTHbIE MOJIENN Hroro
JIOCTYTIA, UX BIUSHHUE HA
KOH(UTypaiuio
UH(OPMAIIMOHHBIX
MIPOIIECCOB B 00JIACTH
3alIUTHI UH(OpMALIHH.
4 Aynut xomnploTepHbix  [IpopaboTka neK1noHHOTO [TK-15, 3aget, OT4er 1o
CETEH U CUCTEM CBSI3U. Marepuala I1K-19 naboparopHoii paborte
Knaccudukanus coObituii T L My m———
JULA IPOBCIICHHA ayITA. - yaGoparoprbiM paboTam
Hroro
5 Opranuzanus IToaroroBka k [TK-15, 3auert, OTyer no
3alIUIIEHHOTO MPOIecca  MPAKTHYECKUM 3aHITHSM, [1K-19 MPaKTUIECKOMY 3aHATHIO

mudpoBaHus.
ITocTpoeHne KOMITIOHEHT
OC a5 KpUNTO3ALUTHI

CCMUHapam

[TpopaboTKa JEeKIIMOHHOTO
marepuaia
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TAHHBIX. Hroro 4
Wndpacrpykrypa
yIPaBJICHUS OTKPHITHIMU
KJIFOUaMH, 0a30BEIC
ApPXUTEKTYPhl CUCTEM
yIIpaBIICHUS
ceptudHrKaTaMu.
6 Metozibl 1 cpeAcTBa [TpopaboTka JIEKIIMOHHOTO 2  TIK-15, 3auer
OTrpaHMYEHUS AOCTyNa K  Marepuaia I1K-19
KOMIIOHEHTaM CBSI3U B Vitoro 2
KOMITBIOTEPHBIX CETAX U
3aLUTHI IPOTPAMM OT
HECAaHKIIMOHUPOBAHHOTO
KOITMPOBAHMS.
7 3amura [ToaroroBka k 2 [1IK-15, 3aueT, OTUET 11O
UH(OPMAITMOHHBIX MPAKTHYECKUM 3aHATHIM, I1K-19 MPAKTUIECKOMY 3aHATHIO
IIPOLIECCOB HA OCHOBE ceMuHapaMm
HAJICTPOCK H
a/ICTPOCK Hall . IIpopaboTka JEeKIIMOHHOTO 2
OMePaLMOHHON CUCTEMOM. | \1aroniraa
MHorogakTopHas
cucTema Hroro 4
ayTeHTU(HUKAIHH.
8 Pazpymaromue [IpopaboTka JIEKITMOHHOTO 1 IIK-15, 3auer
MIpOrpaMMHBIC Marepuaa I1K-19
BoznericTBus (PIIB). Wroro 1
Knaccudukanus PIIB.
[Ipu3nakn Hanuuus PIIB
B MH(OPMAIIMOHHBIX
npoueccax. BoamoxHocTH
aHanM3a pa3pyuaronmx
BoznercTBuii Ha [10.
9 CnocoOpbl 3alUTHI OT [TpopaboTka ITEeKIIMOHHOTO 1 [ IIK-15, 3auer, OTyer no
pa3pylIarnmx Marepuasna I1K-19 nmabopaTtopHoii pabote
nporpuaMMHIzleHB OdopmieHre 0TYETOB 110 4
B HcTBui B
03/1eHC ( ) nmabopaTopHBIM paboTam
KOMITBIOTEPHBIX CHCTEMaxX
cBs3u. Henocrarkn Hroro 5
AHTUBUPYCHBIX MPOTPAMM.
10 Cuuddepsl, kak ITonroroska k 4  TIK-15, 3aget, OT4er 1o
OCHOBHOM MHCTPYMEHT MPAKTHYECKUM 3aHATHIM, I1K-19 naboparopHoii paboTe,
aHam3a CEeMHHapaM OTYeT 1Mo MPaKTHIECKOMY
MH(OPMALHOHHEIX [TpopaboTKa JEeKIIMOHHOTO 2 SAHATHIO
MIOTOKOB B JIMHHUH CBSI3H.
OTOKOB B JI T CBi3 marepuaia
BbazoBbie HacTpoiiku
duasTpoB cuddepos, nx OPopMICHIE 0TIETOB 110 4
YPOBHHM aHANM3a B MOjie/y J1A00PaTOPHBIM paboTam
OSlI Htoro 10
Hroro 3a cemectp 48
Hroro 48
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10. KypcoBasi pa6ora (mpoeKr)

He npenycmorpeno PYII

11. PeiiTuHrOBasi cucTeMa J1Jisl OEHKHU YCIIeBAeMOCTH CTYICHTOB

11.1. baajbHble OLEHKHU IJIS 3J1eMEeHTOB KOHTPOJISI
Tabmuna 11.1 — bayutbHBIC OIIEHKH 711 SJIEMEHTOB KOHTPOJISI

N . MaxkcuMasibHBII
. MakcumanbHbIN MakcumanbHbIN
DneMeHThI Y4eOHOM OaJt 3a rnepuon Bcero 3a
6amt Ha 1-yto KT ¢ Gamnn 3a nepuon
JESITETbHOCTH mexnay 2KT u na cemMecTp
Hayana cemectpa Mexay 1KT u 2KT
KOHEII ceMecTpa
7 cemecTp
3auer 7 8 15 30
OtyeTt no n1aboparopHOM 10 15 15 40
pabore
OT4YeT Mo NMPakTUYECKOMY 10 10 10 30
3aHITHIO
Hroro makcumym 3a 27 33 40 100
nepuoa
Hapacratomum urorom 27 60 100 100
11.2. IlepecyeT 0aJ1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKH
[TepecueT 0asioB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU IIpe/ICTaBiIeH B Tabnuie 11.2.
Tabmuua 11. 2 — Ilepecyer 6amioB B OLIEHKH 3a KOHTPOJIbHBIE TOUKU
banibl Ha 1aTy KOHTPOJIBHON TOUYKHU Onenka
>90% ot MakcuMaabHOU cyMMbI OamioB Ha naty KT 5)
Ot 70% no 89% ot makcumanbHOK cymMbl OaisioB Ha gaty KT 4
Ot 60% 10 69% OoT MakcUMaIbHON cCyMMbI OaiioB Ha nary KT 3
< 60% ot MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. Ilepecyer cymMmMmMBbl 02/1J10B B TPAAHIHOHHYIO M MEKAYHAPOIHYIO OLICHKY

Hepecqu CYMMBI 0ajIoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IPCACTABJICH B Ta6J'II/II_[e

11.3.

Tabmuna 11. 3 — IlepecueT cyMMBbI 6aJUIOB B TPAAMLIMOHHYIO U MEXIYHAPOIHYIO OLIEHKY

Hrorosas cymma 0asios,

2 (HEeyIOBJIETBOPUTEIHHO)
3a4TEHO)

(ue

Huxe 60 6aiuios

Onenka (I'OC) YUUTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

IK3aMeH

5 (oTuyHO) (3a4TEHO) 90 - 100 A (OTIM4HO)
85-89 B (ouensn xoporo)

4 (xopor1o) (3a4TeHO) 75 -84 C (xoporo)
70-74
65 - 60 D (ynoBneTBOpUTENIBHO)

3 (YyAOBIETBOPHUTEIBHO) (3a4TEHO) 60 - 64 E (H0CpeiCTReHHO)

F (HeynoBieTBOPUTEIHHO)

12. YueOHO-MeTOAMYECKOE U MH(OPMAILITHOHHOE O00ecnieyeHue TUCHUIINHBI

12.1. OcHoBHas1 JUTEpaTypa
1. Cucrembl xoHTpodsi u ympaBieHus aoctynom. (Cepus «ObGecrnieueHue 0€30MaCHOCTH OOBEKTOBY;
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Bemyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : lopsuyas nunus-Tenexom, 2013. — 272 c.
[Dnexrponnsii pecypc]. - http://e.lanbook.com/book/5135

2. CucteMmsl 1 cetu cBsizu. [emunos, A.Sl.— y4. mocodue — M. : TYCVYP, 2012. — 61 c. [DneKTpOHHBI
pecype]. - http://e.lanbook.com/book/11030

3. 3ammTa nH(POPMALMOHHBIX POIIECCOB B KOMIBIOTEPHBIX cUCTeMax: YuebHoe nocobue / [Tymkapés B.
B., [Ilymkapes B. II. - 2012. 131 «c¢. [DnekrponHsii pecypc] - Pexum pgocrymna:
https://edu.tusur.ru/publications/1507, nara o6pamenus: 13.03.2017.

4, JleBsaun, II.LH. Mogenun 0€30mMacHOCTH KOMITBIOTEPHBIX CHCTEM. YIpaBiICHUE JOCTYIIOM |
nH(POPMAMOHHBIMUA TIOTOKaMu. — M. : Topsiuas nunusa-Tenekom, 2012. — 320 c. [DnexkTpoHHBII
pecypce] - Pexxum nocrymna: http://e.lanbook.com/book/5150 , nara ob6pamienus: 13.03.2017.

12.2. lonosHuTEIbHAS JIUTEPATYPA
1. KomrmekcHble (MHTETPHPOBaHHBIE) CHUCTeMBbl oOecriedeHuss Oe3omacHoct. (Cepus
«Obecnieuenue 6e3omacHOCTH 00bekTOB»; Brimyck 7). / B.A. Bopona, B.A. TuxonoB.— M. : [opsuas
nuans-Tenekom, 2013. — 160 c. [Dnexrponnslii pecypc]. - http://e.lanbook.com/book/5136
2. Onmnepanuonnsie cuctembl. Konnenmuu noctpoeHus u obecrnedenus 6ezonacuoctu. / 10.0.
MaprembsinoB, A.B. fAxosneB, A.B. fAxoBneB. — M. : lopsiuas nunus-Tenekom, 2011. — 332 c.
[DnexrponHsIii pecypc]. - http://e.lanbook.com/book/5176

12.3. JlutepaTtypa Jisl IPAKTHYECKUX 3aHATHH.

1. CeTH CBsI3M U CHCTEMbI KOMMYyTAIMK: PyKOBOACTBO K MPAaKTHUYECKUM 3aHATUsAM / BuHokypoB B. M. -
2012. 41 c. [Dnekrponnblii pecypc] - Pexum moctyma: https://edu.tusur.ru/publications/1517, nara
obpamenus: 13.03.2017.

12.4. J/Iuteparypa Ajsi cCaMOCTOATEIbHOH PadoThI.

1. OCHOBBI KOMITBIOTEPHBIX CETEBBIX TEXHOJOTWMH: MeToauyeckue pPEKOMEHIAMK K OpraHU3alNH
camocrosTensHoil pabotel / AreeB E. FO. - 2012. 12 c. [DnexTponHslii pecype] - Pexxum pocryma:
https://edu.tusur.ru/publications/1657, nara o6pamenus: 13.03.2017.

12.5 YuyeOHO-MeTOAMYECKHME MOCOOUS

12.5.1. O6si3aTesibHBIE Y4eOHO-MeTOANYECKHE MOCOOHS
1. Meroas! mmdpoBanus uHGopmanuu: Meroguueckue ykasaHHUs K JlabopaTopHbIM paboTam /
Areee E. 0. - 2012, 15 ¢ [OnekrpoHHbii pecypc] -  Pexum  gocryna:
https://edu.tusur.ru/publications/2039, nara o6pamenus: 13.03.2017.
2. Wzyuenue cereBoro npotokoia TCP/IP: Metonndeckue yka3zaHus K 1a00opaTopHbIM paboTam /
Areee E. 1O. - 2012. 16 c. [Onekrponnsii  pecypc] - Pexum  gocryna:
https://edu.tusur.ru/publications/2040, nara o6pamenus: 13.03.2017.

12.5.2 YueOHO-MeTOANYECKHE TOCOOHSA sl JTUIL C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbS

Y4eOHO-MeToIuYeCKHEe MaTeprallbl sl CaMOCTOSATENbHON U ayAUTOPHOM pabOThl 00ydarommxcs
U3 4YMClIa MHBAJIMJIOB MPEIOCTABIAIOTCA B (hopMax, aJalTUPOBAHHBIX K OTPAHUYEHHUSAM HX 3[0POBbS U
BOCHPHUATHS HH(DOPMALUH.

JI1s1 JIML ¢ HApYLIeHUSIMM 3PeHHUsI:

- B (hopMe 3JIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHON (hopMe YBETUUEHHBIM IIPUPTOM.

JI1s1 1M1 ¢ HApYLIEHUSIMM CJIyXa:

- B (hopMe 3JIEKTPOHHOTO IOKYMEHTA;

— B Ie4aTHoM (opme.

JIst i1 ¢ HapyLIeHUsIMH OTIOPHO-ABUTIaTeIbLHOI0 annapara:

- B (hopMe PIIEKTPOHHOTO TIOKYMEHTA;

- B IIe4aTHOU (opme.
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12.6. Pecypcwol cetu UHTEpHET

12.6.1. ba3bl JaHHBIX, HH()POPMAITHOHHO-CIIPABOYHbIE, IOMCKOBbIE CHCTEMbI U TPpedyeMoe
nporpaMMHoe odecrnedyeHue
1. http://www.rambler.ru/
2. http://www.sputnik.ru/
3. https://lwww.yandex.ru/

13. MarepuajibHO-TEXHUYECKOe o0ecredeHue TN CIUTIIUHbI
13.1. O6mue TpedOBaHNS K MATEPHATbHO-TEXHNYECKOMY 00ecne4eHU 0 JUCITUNINHBI

13.1.1. MarepuajibHO-TeXHH4YECKOE O0ecrevyeHue 1Jis1 JIeKIIUOHHBIX 3aHATHIl
Jnis mpoBeneHus 3aHATUN JIGKIMOHHOTO THUIA, TPYNIOBBIX W WHAWBUAYAIBHBIX KOHCYJIBTAIUH,
TEKYILIEr0 KOHTPOJNs W TPOMEKYTOUHOM arrecranuu ucnoib3dyercs 412 ydeOHas ayauTopus, C
KOJIMYECTBOM TIIOCAJIOYHBIX MeCT He MeHee 22-24, o0opymaoBaHHAs IOCKOW M CTaHIAApTHOH ydeOHOM
Mebenbio. MIMeroTcst HarsaHple TocOOus B BUJI€ IIPE3CHTALMM MO JEKIMOHHBIM pa3eiaM AUCIUILTAHBI
ISl IGMOHCTPALIMY Ha KOMIIBIOTEPHOM IPOEKTOPE, YCTAHOBICHHOM B ayJJUTOPUH.

13.1.2. Marepua/ibHO-TeXHHYECKOe o0ecneyeHne JAJIsl NPAKTUYeCKUX 3aHATHI

Jlist mpoBeieHUsT TIPAKTHUYECKUX (CEMHUHAPCKUX) 3aHATHH HCIONBb3yeTCs y4deOHas ayauTopHs,
pacnonoxenHas no aapecy 634034, Tomckas oGnacte, I. Tomck, Bepmmnauna ynuna, n. 74, 4 stax, aya.
412. CocraB obopymoBanusi: YueOHast mebeinb; Jlocka MarHuTHO-MapkepHas -1mt.; Kommyrarop D-Link
Switch 24 port - lmT.; Kommbiotepsr kiacca He Himke [I9BM INTEL Celeron D336 2.8[Tm. -14 mr.
Hcnone3yercs NUIEH3MOHHOE MPOrpaMMHOE oOecreueHue, MakeThl Bepcuei He Huxke: Microsoft
Windows XP Professional with SP3/Microsoft Windows 7 Professional with SP1; Microsoft Windows
Server 2008 R2; Visual Studio 2008 EE with SP1; Microsoft Office Visio 2010; Microsoft Office Access
2003; VirtualBox 6.2. Mmeercs momemeHUs Ui XpaHEHHS U MPO(UIAKTUYECKOTO OOCITY)KUBAHHS
y4eOHOro 000pya0BaHUsI.

13.1.3. MarepuajibHO-TeXHHYecKoe obecnedeHue A5 J1a00paTopHbIX padoT

Jns  npoBeneHus  1aOOpPaTOPHBIX — 3aHIATHHA  MCIOJNB3YeTCsl  y4yeOHO-HCCIeN0oBaTeIbCKast
BBIUMCIUTENbHAS Jlaboparopus, pacnoioxeHHas mo azapecy 634034, Tomckas ob6nacts, I Tomck,
Bepmununa ynmuna, n. 74, 4 ostax, ayn. 412. CocraB oOopynoBaHusi: YdeOHas meOenb; DKpaH ¢
anektpornpuBogoM DRAPER BARONET — 1 wmt; Mynstumeauiineiii npoektop TOSHIBA — 1 mwir;
Komnbroreper knmacca nHe Huxe Intel Pentium G3220 (3.0GHz/4Mb)/4GB RAM/ 500GB ¢
LIMPOKOIIOJIOCHBIM JoCTynioM B Internet, ¢ mMonuropamu tuma Samsung 18.5" SI9C200N- 18 mrt,;
Hcnonp3yercs IUIEH3MOHHOE IPOrpaMMHOE oOOecreueHue, MakeThl Bepcued He Huxke: Microsoft
Windows XP Professional with SP3; Visual Studio 2008 EE with SP1; Microsoft Office Visio 2010;
Microsoft SQL-Server 2005; Matlab v6.5

13.1.4. MaTrepuaJIbHO-TEXHHYECKOe 0O0ecnedyeHue s CaMOCTOATEJIbHOM padoThl
s camocTosTensHOM pabOThl HCIMONB3yeTcss yueOHasl ayauTopus (KOMITBIOTEpPHBINM Kiacc),
pacnionioxkeHHast mo azapecy 634034, 1. Tomck, yn. Bepmmnuna, 47, 1 srtax, ayn. 126. Cocras
obopynoBaHusi: yueOHas mebenb; komnbioTepsl kiacca He Hike [I9BM INTEL Celeron D336 2.8 T. -
4 mr.; xomnbiorepsl noakiroueHbl K ceth MHTEPHET u obGecneunBaroT HOCTYHm B AIIEKTPOHHYIO
MH(pOPMaLMOHHO-00pa30BaTeIbHYIO Cpely YHUBEPCUTETA.

13.2. MaTepuajnbHO-TeXHH4YeCKOe o0ecniedeHre TUCIUIITUHBI JJIS JIUI C OTPAHUYEHHBIMH
BO3MOKHOCTAMM 310POBbA

OcBoenne nucuuruinHbl dunamMu ¢ OB3 ocyiecTBiasieTcsl ¢ UCMOIb30BaHUEM CPENICTB 00yueHUs
O0I1Iero U CHeHMaIbHOrO Ha3HAUEHUSL.

[Ipu o0OydyeHHH CTYIEHTOB € HApPYHIEHHSIMH CJyXa [PEeIyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCHUJIMBAIOLIEH amnmaparypbl, MYIbTUMEAUMHBIX CpPEACTB W JPYIMX TEXHMUYECKHX CPEICTB
npuema/nepenadnd yueOHol nHGopManuu B AOCTYIHBIX (opMax Ijs CTYAEHTOB C HapyLIEHUSIMH CITyXa,
MOOWIJIBHOM CHCTeMBI OOy4eHHUs ISl CTYICHTOB C HWHBAJUAHOCTBIO, MOPTATUBHOM WHIYKIIMOHHOM
CUCTeMbI. YueOHasi ayAuTOpHs, B KOTOPOW 0OydaroTCs CTYIEHThI C HAapyLIEHHEM cllyXa, o0OpydoBaHa
KOMITBIOTEPHOM TEXHUKOM, AyNIUOTEXHUKOM, BUJICOTEXHUKOM, SIEKTPOHHOM JTOCKOM, MYJIBTUMEIHNHON
CUCTEMOM.
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[Ipu oOyyeHHH CTYIEHTOB € HAPYWIEHMSIMH 3PeHHSIMU IPEIyCMOTPEHO HCIOJIb30BAaHHE B
JIEKIMOHHBIX U YU€OHBIX ayAUTOPUSIX BO3MOKHOCTH ITPOCMOTPA YAAJIEHHBIX 00BEKTOB (HapUMep, TEKCTa
Ha JIOCKE WM cjaiila Ha 3KpaHe) pY IOMOIIY BUAECOYBEITUUUTEIEH 7S YIaJE€HHOIO IPOCMOTPA.

[Ipu 0Oy4yeHHUU CTYIEHTOB € HAPYLIEHMSMH ONMOPHO-ABHUIATEJBHOI0 anmapara HCIOJIb3YIOTCS
aJIbTepHATUBHBIC YCTPOMCTBAa BBOJA MH(OPMAIMM M JIPyrMe TEXHHUUYECKUE CPEACTBA MpueMa/Tiepenadu
yueOHOM MH(pOpMaIMU B JTOCTYNMHBIX (opMax IJig CTYIEHTOB C HApyIICHUSIMH ONOPHO-IBUTATEIbHOIO
anmapara, MOOMJIBHOM CUCTeMbI 00y4YeHHS ISl JIFO/IeH C MHBAIUIHOCTBIO.

14. ®oH OLIEHOYHBIX CPEACTB

14.1. OcHoBHbIe TPeOOBaHUS K (JOHTY OLIEHOYHBIX CPEICTB U METOANYECKHE PEKOMEHJalui
@OH/I OLEHOYHBIX CPEICTB U THIIOBBIE KOHTPOJIbHBIE 3aJaHMs, HCIOJIB3yEeMbIE I OLIEHKH
C(OPMHUPOBAHHOCTU U OCBOEHHUS 3aKPEIUICHHBIX 3a AMCLUUIUIMHON KOMIETEHLMI IpU IPOBEIECHUU
TEKYILEH, IPOMEKYTOUHOM arTecTalyy 0 AUCLUILIIMHE IPUBEICH B IPUIIOKEHUH K pabodeil mporpaMme.

14.2 TpedoBanusi K ()OHIY OLEHOYHBIX CPEACTB JIJIsl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMH
310pPOBbS
Jis CcTyneHTOB C HMHBAJIUIHOCTBIO TNPEAYCMOTPEHBI OIMOJIHUTENbHBIE OLIEHOYHBIE CPEICTBA,
MepeYeHb KOTOPBIX YKa3aH B TaOIUIIE.

Tabauna 14 — JlonoiHUTE/ILHBIE CPEICTBA OLEHMBAHUS /IVISl CTYI€HTOB ¢ HHBAJIMIHOCTHIO

Buabl 1ONOIHUTEIBHBIX OLIEHOUYHBIX (DOpMLI KOHTPOJIAI 1 OICHKKU

Kareropuu ctyaeHTos
CPEICTB pe3yabTaToB 00yUEHUs

TecTpl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C HapyleHUsIMU
ciryxa

[TpenmyiecTBEHHO MUCHMEHHAs
HpoBEpKa

C HapylmieHHUAMHAU CO6€CCI[OBEIHI/IC I10 BOIIpOCaM K 3a4€TY, HpeI/IMYH_IeCTBeHHO YCTHas MMPOBEPKa

3pEeHUs OIPOC 10 TEPMUHAM (MHIMBUYaIbHO)

C napyueHusamMu Pemenue nucTaHIIMOHHBIX TECTOB,

OIIOPHO- KOHTpPOJIbHBIE Pa0OThl, MUCbMEHHbIE  [IpenmyIiecTBeHHO AUCTAaHIIMOHHBIMU
JIBUTATEJILHOTO CaMOCTOSITENIbHbIE pabOThI, BOIIPOCHI K METOIaMHU

anmnapara 3a4eTy

C orpannueHussMu o TecTel, TUCEMEHHBIE CAMOCTOSITENILHBIE [IpenmymiecTBEHHO IPOBEPKa
o01IeMeTUIIUHCKUM paboThl, BOIIPOCHI K 3a4ETY, METOJaMH, UCXOJISl U3 COCTOSTHUS
MIOKa3aHUsAM KOHTPOJIbHBIE Pa0OTHI, YCTHBIE OTBETHl ~ 00Y4Yarolerocs Ha MOMEHT IIPOBEPKU

14.3 MeTonnyeckue peKOMEHIAIMHU 110 OLEHOYHbIM CPeACTBaM /JIsl JIUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbS

Hns crynentoB ¢ OB3 mnpemgycmarpuBaercss AocTymHass ¢opMma MpeloCTaBICHUs 3aJaHui
OLIEHOYHBIX CPE/ICTB, & UMEHHO:

- B IleyaTHoM (opme;

- B IIe4aTHOU (hopMe ¢ YBEIMUYEHHBIM HIPU(TOM;

- B (hopMe AIIEKTPOHHOI'O IOKYMEHTA,;

- METOJIOM YTEHHS aCCUCTEHTOM 3a/IaHUS BCIYX;

- Ipe0CTaBIEHNE 33JaHNs C HCIIOIb30BaHUEM CypPJIOTIEPEBO/aA.

CryneHTaM C WHBAJIMIHOCTBHIO YBEJIWYHMBACTCS BpEMs Ha IOITOTOBKY OTBETOB HAa KOHTPOJIbHBIC
BOMpPOCHIL. [ TakuX CTYyAEHTOB NpeaycMaTpUBAeTCs JIOCTyMHas (opMa NpeaocTaBI€HUs] OTBETOB Ha
3a7aHus, @ UIMCHHO:

- NUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIB30BAHUEM YCIYT aCCUCTEHTA;

- IpeCTaBICHNE OTBETOB YCTHO.

[Tponienypa oreHMBaHUS PE3yAbTATOB OOYYEHHUS MHBAJIMIOB IO JUCHMIUIMHE HPEAYyCMaTpHUBAET
npenocraBieHue nHGopmanmun B popmax, afaiTHPOBAHHBIX K OTPAHHUYEHHSIM UX 3I0POBBS H BOCTIPUSTHS
uHpOpMaIuu:
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JLast u1l ¢ HApPYIIeHUSIMH 3PeHusl:

- B (hopMe DIIEKTPOHHOTO TIOKYMEHTA,;

- B Me4aTHON (hOpME YBEITUUCHHBIM MIPUGDTOM.

JIist M1 ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMeE DIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHoO (hopme.

JIJ1s1 JIN1 ¢ HAPpYUIEHUSIMH OTIOPHO-ABUTATEJLHOTO annapara:

- B (hopMe AIIEKTPOHHOTO TOKYMEHTA;

- B TIe4aTHOU (hopme.

[Tpr HEOOXOAMMOCTH JIJIsi OOYUYAOIIUXCS C MHBAJIMIHOCTBIO MPOIICIypa OICHUBAHUS PE3yJIBTATOB
00y4eHUsT MOXKET MPOBOIUTHCS B HECKOJIBKO ATAIIOB.
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1. BBenenue

®onp oneHouHbIX cpeAcTB (POC) sBisieTcss TPUIOKEHHEM K pabodeid mporpaMMe TUCIUTILUTHHBI
(IpakTUKH) W TPENCTABISIET COOOM COBOKYIMHOCTh KOHTPOJIHHO-H3MEPUTENBHBIX MAaTepHaliOB (THUIIOBBIC
3a/1a4M (3a7aHus1), KOHTPOJIbHBIE paOOTHI, TECTHI U JP.) U METOAOB X MCIOIb30BaHMsI, TIPEIHA3ZHAYCHHBIX
JUTSL U3MEPEHUS YPOBHSI IOCTHKEHUS CTYICHTOM YCTAaHOBIICHHBIX PE3YJBTAaTOB 00yUYCHHUSI.

®OC mno pucuuIUIiMHE (MPaKTUKE) HCHOJIb3YyeTCs MpPU TPOBEIECHUU TEKYIIEro KOHTPOJIS
YCTIIEBAEMOCTH U TIPOMEKYTOUHOM aTTECTAI[MH CTYIACHTOB.

[TepedeHb 3aKpeIICHHBIX 32 TUCIUTIIMHOMN (MPAKTUKOMN) KOMITETEHIIUH MTPUBECH B TadmuIe 1.
Tabnuna 1 — [lepeueHb 3aKperIeHHBIX 32 JUCHUTUTMHON KOMIIETEHIIUN

Kon DopMynUpPOBKa KOMIIETCHIIUN Oransl GOPMUPOBAHUS KOMITETCHIIUI
[1K-15 YMEHHUEM pa3padarbiBaTh U OPOPMIIATH JlomKeH 3HaTh OCHOBHBIE MTOJICUCTEMBI
pa3IMYHYIO0 POEKTHYIO U TEXHUYECKYIO 3aIUTBI CPEJCTB CBSI3U B ONEPALIMOHHBIX
JIOKYMEHTAIUIO cucreMax nepcoHanbHbix OBM, 0CHOBBI
[K-19 TOTOBHOCTBIO K OpraHu3aluu pador 1o IMUHECTPHPOBAHKA B OC J1 KOHTpONA

WH(pOPMAITMOHHBIX TIPOLIECCOB B
KOMITBIOTEPHBIX CETSX, METOJIBI U CIIOCOOBI
3aIIUTHI OT CETEBBIX aTaK MPHHIIUIIBI
MOCTPOCHUS TIPOTPAMMHO-aNapaTHBIX
CUCTEM OOHApYKEHHS aTaK, MPUHIIUIIBI
3anUThl THPOPMAITIH Ha KOMITBIOTEPE
CPEJICTB CBSI3H C MTOMOIIBIO TIPOTPAMMHBIX
peanu3annii Ha BEICOKOM M Ha HU3KOM
YpOBHE;

JlomKeH yMeTh TPOBOJIUTH aHAIN3
HAJIMYUs HECAaHKIIMOHUPOBAHHOTO JOCTYIIA
K KOMITBEOTEpaM OIPENIEISTh H OIICHUBATh
BEPOSITHBIEC YTPO3bl HH(GOPMAITMOHHOM
0€30I1acCHOCTH KOMIThIOTEpA B CHCTEMaxX
CBSI3H OCYIIECTBIISITh PallMOHATBHBIN
BBIOOD MTPOTrPAMMHO-AIITAPATHBIX CPEICTB
1 METOJIOB 3aIIMTHI HHGOPMAIIUU Ha
00bEKTax CBS3H;

JlomkeH BIaeTh METOAAMU 3aIlUThI
nH(OpPMAITUU Ha KOMITBIOTEPHOU TEXHUKE B
mpoleccax 3anuch, XpaHeHus: 1
KOITMPOBAHMSI, METOJIAMH ITOUCKA CITA0BIX
MECT B HACTPOIKaxX KOMIIbIOTEpa
MOJTyYEHUS TIOKa3arese ypoBHS
3aIUIIEHHOCTH HHPOPMAIIUH B CUCTEMAX
CBSI3M METOJMKOM aHaIn3a CETEBOTO
Tpaduka, pe3yabTaToB padOThI CPE/ICTB
0OHapY)KCHUSI BTOPKCHHI HaBBIKAMHU
HacTpoiiku cuctem 6ezonacHoctu OC s
0e30macHOM pabOTHI B CETAX M CHCTEMax
CBSI3H;

MIPaKTUYECKOMY HCIIOJIb30BAaHUIO U BHEJIPEHUIO
pPE3yJIbTaTOB UCCIIEIOBAHUI

OO0mue xapakTepUCTUKU TIOKa3aTele U KPUTEPUEB OIICHWBAHUS KOMIIETCHITMH Ha BCEX JTamax
MIpUBEICHBI B Ta0IuUIE 2.
Tabnuna 2 — O0mme XxapakKTepUCTUKHU MTOKa3aTeael 1 KpUTEPUEB OIICHUBAHUS KOMIIETSHITHI 110 dTarnam

Tlokazarenu u

3HaTh VYMeTh Bmagets
KpUTEPUH
OtnnyHo (Beicokuit OOmanaet gaktuueckumu  OOnanaeT 1uana3zoHOM Kontponupyer pabdorty,
YPOBEHD) U TEOPETUUYECKUMHU IIPAKTUYECKUX YMEHUH, IIPOBOJIUT OLIEHKY,
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3HAHMSAMH B IIpeIenax
u3y4aeMoii obiactu ¢
NOHNMaHHEM TPAHUIL

IPUMEHUMOCTH

TpeOyeMbIX I Pa3BUTHSA
TBOPUYECKUX PEILICHUN,
abCTparupoBaHus
npobiem

COBEPUICHCTBYET JCHCTBUSA
paboThI

Xoporo (6a30Beiid  3HaeT (HakThl, MpUHIUIEL, O0NagaeT Auana3oHOM bepeT oTBeTCTBEHHOCTH 32

YPOBEHB) IpoIiecChl, o0mme NPaKTUYECKUX YMEHUH, 3aBepIICHHE 3a71a4 B
TIOHATHS B MpeJenax TpeOyeMbIX ISl PEIICHUsI  UCCIICIOBAHUH,
M3ydaeMoil 00IacTu OTIpe/ICTICHHBIX TPOOJIEM B  MIPHUCIIOCA0INBACT CBOE
00JIaCTH UCCIICIOBAHMSI MIOBEJICHUE K
00CTOSITENTLCTBAM B
perieHuu npoodiieM
VYnosnerBopurenbH Obnagaer 6a30BbIMU Ob6namaer OCHOBHBIMU Pabotaer npu npsimom
0 (TTOPOTOBBIHA 00IMMH 3HAHUSMU YMEHUSMH, TPEOYyEeMbIMH ~ HAOTIOACHUH
YPOBEHB) JUTSI BBITIOJTHEHUS TIPOCTBIX

3a1a4

2 Peasn3anus KOMIeTEHIINIA

2.1 Komnerenuus IK-15
[1IK-15: ymenmem paspabareiBatb ¥ O(GOPMIIATH Pa3IMUHYI0 TPOCKTHYI0 W TEXHHYECKYIO
JOKYMEHTALMIO.
Jist opMHupOBaHUsT KOMIIETEHIIMH HEOOXOANMO OCYIIECTBUTH P/l 3TANOB. JTarbl (POPMUPOBAHUS
KOMIIETEHIIMH, IPUMEHSAEMBIE Ul JTOTO BBl 3aHATUH M MCIOJIb3YEMBIE CPEICTBA OLICHUBAHMS

IpeJICTaBlIeHbI B Ta0nuue 3.
Tabnuua 3 — Dransl GopMUpOBaHKS KOMIETEHIIUH U UCIIOJIb3YEMbIE CPEACTBA OLIEHUBAHUS

Buner 3ansatui

OCHOBE IIPHJIOKECHUH B
oOmactu
TEJIEKOMMYHUKAIIUH.

e [IpakTnueckue

pa3IMYHBIX
OTCUYCCTBCHHBIX U
3apyOeKHBIX UCTOYHHUKAX
JUISL IPOEKTUPOBAHUS
CPEICTB U CETEMN CBA3U.

e [IpakTnueckue

Cocrasn 3Harb YmMmeTb Brnaners
Coneprxanue Metonuku cbopa u OcymiecTBIATh MOUCK U HaBbikamu pacueToB
JTaloB aHanu3a nHGOpMAIMH U aHaJIu3 HHpOpMaIiy B pa3IMYHBIX

IIPOCKTUPOBAHHUS CeTei 00JIaCTH 3alIUTHI CUCTEM  KOH(QUTYpAIUi CeTe,
CBsI3U U UX DJICMCHTOB Ha CBA3H, HpeZ[CTaBJIeHHOfI B HpOCKTI/IpOBaHI/IeM

TOIIOJIOTUH CETEH,
HEOOXOJUMBIX MPU
aHanuze nHopManuu Ass
MPOEKTUPOBAHUS CPEACTB
W CETEU CBA3U U UX
2JIEMEHTOB.

e JlabGoparopHsbie

3aHSTHS, 3aHSTHS, paboThI;

e JlaGoparopHsbie e JlaboparopHsbie e CamocTtosiTenpHas
paboTHI; paboTHI; pabora;

o Jlexumuu; o Jlekuuu;

e CamocrosiTenbHast
pabora;

e CamocTosTeNpHAas
pabora;

Hcnonszyemsie e Ortuer no e Ortyer o e Ortuer no

cpencTaa nabopaTopHOit padoTe; nabopaTopHOit paboTe; naboparopHoii pabore;

OLICHUBAHUSA e Ortuer no e Ortyer no e Ortyer no
MIPAKTHYECKOMY MIPAKTHYECKOMY MIPAKTHYECKOMY
3aHSTHIO; 3aHSTHIO; 3aHSTHIO;
e 3auer; e 3auer; e 3auer;

(DOpMYJ'II/IpOBKa MoKa3areine u KPpHUTCPUCB OLICHUBAHUA JJaHHOM KOMIIETEHITUH IpUBCJCHA B

Tabimuue 4.
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Tabnuma 4 — I[Tokazarenu U KpUTEPUN OLIEHUBAHUS KOMIIETEHIIMM Ha JTarax

Cocrasn

3HaTb

YMeTs

Bnanets

OtauyHO
(BBICOKHI YPOBEHB)

Xoporo (6a30BbIit
YPOBEHB)

e 3HaeT OCHOBHBIE
TEHCHIIUU Pa3BUTHUS
CEeTeH U CUCTEM CBSI3H;
AHanu3upyeT Ha OCHOBE
UH(OPMAITMOHHOTO
MOUCKA CBSA3U MEXKITY
Pa3IMYHBIMU
KOMIIOHEHTaMU €€
anmaparypHou
peanuzainuu u
MOHATHUSIMU B 3TOU
obnactu; 3HaeT
OCHOBHBIE BO3MO)XHOCTH
MMOMCKOBBIX CUCTEM JIsI
peanuzaiuu
KOHKYPEHTHO-CITOCOOHBIX
TEXHUUYECKHUX PELICHHUIA.;

o Jlonumaer
COOTHOIICHHS MY
Pa3IMYHBIMH TTOHATHSIMHU
B 00JIaCTH CBSI3H;
[IpencrarsieT mpueMsl 1
pe3yJIbTaThl aHau3a
TEXHUYECKON
uHpOpMaIu.

e VYMeeT rpaMOTHO
MIPOBOAMTD aHAIIU3
TEXHUYECKOU
uHpopManuu; YMeeT
[IPUMEHATh 3HAHUS JJIS
peLIeHHsI Pa3InIHbBIX
3aJa4y paclnpoCcTpaHEeHus
nH(POPMALIUH B CETSIX U
cucTeMax CBsI3U.;

e YMeeT OCyIIEeCTBIIATh
MOMCK U MH(pOpMAIH B
o0nacTu ceTeil u cucTem
CBSI3U, MPEJICTABICHHOMN B
Pa3IMYHbIX
OTEUECTBEHHBIX U
3apyOeKHBIX
HCTOYHMKAX;, YMEET
CaMOCTOSITENILHO
oJ0MpaTh METO/IBI
pelIeHus 3a/1a4 B
00JIaCTH CBS3U.;

e CB00OOMHO BiIagEET
pa3HBIMH criocobaMu
peICTaBICHUS
uHpopmanuu; Brageer
pacueTamu napaMmeTpoB
KOMIIOHEHTOB YCTPOHCTB
cBs3u. Bimanmeer
METOJ/IaMU PEIICHUS
3a/la4 aHaIMu3a
TOIIOJIOTUI CETEN U
CHUCTEM CBS3H.;

e Biageer HaBBIKaMHU
paboThI C
JUTEepPaTypPHBIMU
NUCTOYHUKAMHU
CBSI3aHHBIMU C
pacrpocTpaHeHHEM
uH(pOpMaIIH B CETAX U
CHCTEMaX CBS3H.;

VYIOBIETBOPUTEIILH
0 (TIOPOTOBBIH
YPOBEHB)

e BocnpousBoaur
OCHOBHBI€ MOJIOKEHUS
aHaJln3a TEXHUYECKOU
unpopmaruy; Jlaer
oTpe/eleHUs] OCHOBHBIX
MOHATHI B 001acTH
CBSI3H.;

e Ymeer paboTarh €O
CIIPaBOYHOM
JIUTEpaTypour; ymeeT
IIPENICTABIISTh
pe3ynbTaThl CBOEH
paloThL.;

2.2 Komnerenuus ITK-19

[TK-19: TOTOBHOCTBIO K OpraHu3aluy padoT MO MPAKTUYECKOMY HCIIOJIb30BAaHUIO U BHEJIPEHUIO
pE3YNBTAaTOB UCCIEOBAHUM.

s popmupoBaHMs KOMIETEHIIMA HEOOXOJUMO OCYLIECTBUTH PSIJ ATANOB. DTarbl POPMUPOBAHUS
KOMIIETEHIIMH, TPUMEHSAEMBIE Ul JTOTO BBl 3aHATUH M MCIOJIb3YEMBIE CPEICTBA OLICHUBAHMSA
MIPE/ICTABIICHBI B TAOIHIIE S.
Tabnuma 5 — Oranel GopMUpOBaHKS KOMIETEHIIMH U HCIIOJIb3yeMbIe CPEICTBA OLIEHUBAHUS

e CrnocobeH KOppEeKTHO
NpEeACTaBUTh 3HAHUSA U
HMH(}OPMAIUIO CBA3aHHYIO
C CeTeBBIMU
TOIIOJIOTHSIMH Ha OCHOBE
KOMIBIOTEPHBIX CeTeH 1
UX KOMIIOHEHTOB.;

Cocrasn 3HaTh VYMeTh Bmagers
Conepxanue JomxeH 3HaTh npuHIUIBEL  J[okeH ymMeTh npuMeHATh JlomkeH BiaieTh
JTaIloB IIOCTPOCHMS CETEN U Ha IIPAKTUKE IIOJIUTUKY HaBbIKaMH (OPMHUPOBAHUS

TOMOJIOTUM CeTEl CBA3N,
WX aJpecaiy Ha OCHOBE
MIPUMEHEHUS

CUCTEM CBSI3U; OCHOBBI
3alUThl HHGOPMAIH TTPU
nepenadn HHGOpMaIUH Mo

Hactpoek [10 cereit n
CHCTEM CBSI3U PA3ITUIHOTO
Ha3HaYEHUs,
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pa3IMYHBIM TUIAM JIMHUU
CBSI3HM, OCHOBHBIE METOJIbI
pacuera rnapaMeTpoB
KOMIIOHEHTOB YCTPOMCTB
CBA3M, aHAJIN3 U
MOHUTOPHUHT CETEU CBSA3U
OT BHEIIHUX U
BHYTPEHHUX BPEIHbBIX
BO3JICHCTBHIT, OCHOBHBIC
MIOJIOKEHMSI 110
IIPOEKTUPOBAHUIO JTMHUI
CBSI3U; KIacCU(UKALHIO U
THUIIBI BUPYCHBIX
MPOTPaMM: HaCTPOMKHU
MOJIUTUKU O€30MaCHOCTH
antuBupycHoro I10;
OCHOBBI 3aIUThI
UH(POPMAITMOHHBIX
IIPOLIECCOB B CETAX CBS3H
Y TIOBBIIIEHUSI UX
HAJCKHOCTH.

OCYUIECTBIIATh IPaMOTHBII
BBIOOp BHJ1a O€30MacHOM
nepenavu
UH(POPMAITMOHHBIX
CO00IIeHUH B
3aBHCHUMOCTH OT
BHYTPEHHUX U BHEITHUI
YCJIOBHUM BPEIHBIX
BO3JICHCTBHI;
OCYILECTBIIATh TPaMOTHBIN
BBIOODP TEXHOJIOTUU U
METOZI0B HCII0JIb30BaHUs
antuBupycHoro 110 Ha
pa3IMYHBIX dTanax
dbopmupoBaHus ceteit
CBSI3M; IPUMEHSATH Ha
npakTuke 3O PeKTHBHBIC
METO/Ibl HACTPOMKHU
MOJUTUKU O€30MaCHOCTH
JIMHUM CBA3U U
oTmpezeNieHusl MecTa u
XapakTepa BO3HUKHOBEHHUS
BPEIOHOCHBIX
BO3JICHCTBHI; ONPEACIIATD
HA OCHOBE MOHUTOPHUHTA
ceTell OCHOBHBIE
MoKa3aTesu ux
3aIUIIEHHOCTH.

COBPEMEHHBIX
KOMMYHHUKAITHOHHBIX
KOMITOHCHTOB CETEH;
HaBBIKAMH
MIPOCKTUPOBAHMS 3AITUTHI
UH(POPMAITMOHHBIX
MIPOIICCCOB ISl TUHUH
CBSI3H, MTPOKJIABIBAEMBIX
Ha CETAX Pa3TMIHOTO
Ha3HAYCHUSI,; HABbIKAMH
paboOTHI C aAHTUBUPYCHBIMU
nporpaMMamMu 1
CpencTBaMH MOHUTOPHHTA
CeTeM CB3H, a TAKXKE
HabOpOM CBOMCTB
HACTPOEK MOJUTUKU
0€30ITaCHOCTH CeTeH
CBSI3M; HaBbIKAMU pabOThI
¢ o0opy/noBaHueEM,
HCIIONB3YIOIIEM CPEICTBA
ayTeHTU(UKauu u
UJIEHTU(UKAITIH.

Bunsl 3austuii

e [IpakTHueckue
3aHATUS;

o JlaGoparopHbie
paboThI;

o Jlexuuu;

e CamocTodATenbHas
pabora;

e [IpakTnueckue
3aHSTHS,

e JlaboparopHsbie
paboThI;

o Jlexiuuy;

e CamocrosiTenbHas
pabora;

e JlaGoparopHbie
paboTHI;

e CamocTosiTenbHast
pabora;

Hcnonszyemsie e Ortuer no e Ortyer o e Ortuer no
cpencTaa nabopaTopHOil padoTe; nabopaTopHoOi padoTe; nabopaTtopHoii pabore;
OLICHUBAHUsA e Ortyer no e Ortyer no e Ortyer no
IIPAKTUYECKOMY IIPAKTUYECKOMY IIPAKTUYECKOMY
3aHSTHIO; 3aHSTHIO; 3aHSTHIO;
e 3ayer; e 3ayer; e 3ayer;
@opMynUpoBKa TOKazaTelnel W KPUTEPUEB OLIEHUBAHUS JIaHHOW KOMIIETEHIIMU TPUBEACHA B
Tabnwuiie 6.
Tabnuna 6 — [Tokazarenu u KpUTEPUU OLICHUBAHUS KOMIIETEHIIMU Ha dTanax
Cocrasn 3HaTh VYMeTh Bmagets
Otnuuno e 3HaeT OCHOBHBIE e VYMeeT rpaMOTHO e CB00OOMHO BiageeT

(BBICOKHUI YPOBEHB)

TEHJICHIINH Pa3BUTHUS
MH()OKOMMYHHKAITHOHHBI
X TEXHOJIOTHI U CUCTEM
CBsI3M B 001aCTH
WCIIONTb30BaHUS 3AIIUTHI
WH(pOPMAITMOHHBIX

MIPOBOJMTD aHAIIU3
TEXHUYECKOU
uHpopmanuu; YmMeer
MPUMEHSTH 3HAHUS JITIS
pelLIeHHs! pa3InIHbIX
CBSI3HBIX 3a]1a4 110

pa3HbBIMU crIoCO0aMu
MIpe/ICTaBICHUS
uHpopmanuy; Brageer
METOJaMH pElICHUs
CBSI3HBIX 3a/1a4 B 00JacTu
3aIUTHI
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MIPOIIECCOB;
AHanu3upyer cBA3U
MEXY pa3TnIHBIMU
MIOHATHSIMHU B 00JIaCTH
MMOCTPOCHUS 3AIUTHI
KOMMYHHUKAI[THOHHOTO H

OCHOBHBIE ITapaMeTpBhI,
UCTIONIb3yeMBbIE B CBSI3H
1. MUHUMU3AIUH
CKOpPOCTH TIepeaadn
nH(pOpMaLIUH TIPH €

pelIeHus.;

np. o0opynoBaHus. 3HaeT

KOAUPOBAHUH, MCTOJbI UX

3amuTe nHpopMaIuu. ;

WH(pOPMAITMOHHBIX
MIPOIIECCOB. ;

o [loHmmaer cBs3u
MEXy pa3InuyHbIMU
IIOHSATHSAMHM B 00JIaCTH
3aIUThI
MH(POPMALIMOHHBIX
MPOIIECCOB B CETAX
cBs3y; [Ipencrasnsier
MIPUEMBI U Pe3yJbTaThI
aHaJIM3a TEXHUYECKOM
nHpopmaIuu B
Pa3IUYHBIX TOTOJIOTHIX
JIMHHUH CBS3H.;

Xoporro (6a30BbIi
YPOBEHD)

VYIOBIETBOPUTEIBH
0 (MOPOTOBBIN
YPOBEHD)

e Bocnpoussogur
OCHOBHBIE MOJIO)KEHUS
aHaJIM3a TEXHUYECKOU
nH(popMaIuu 1Mo
BPEIOHOCHBIM
BO3JICHCTBHSM Ha
KOMITOHEHTBI JINHUI
cBs3y; Jlaer
OIIpENENIEHUS] OCHOBHBIX
MOHATHUH B 001acTu
JIMHUU CBSA3U 110
MIPOBEICHUIO
TEXHUUYECKHUX
MEpOIPHUATHH,
CBSI3aHHBIX C 3aLIUTON
HMH(}OPMaIIMOHHBIX
IIPOLIECCOB.;

e VYMeeT OCyIIeCTBIATh
MOKUCK WH(POPMAITUH B
00JIaCTH CBS3M IS
3aIUTHI
MH(POPMALMOHHBIX
MIPOIIECCOB,
MPEJCTABICHHON B
pa3IMYHbBIX
OTCYECCTBCHHBIX U
3apyOeKHBIX
HCTOYHMKAX;, YMEET
CaMOCTOSITEIILHO
MOIOMPATh METOIBI
peleHust mpooJieM B
obnacTu 6€30MaCHOCTH
CHCTEM CBSI3H.;

e VYmeer paboTark co
CITPABOYHOM
JIUTEPaTypou; yMeeT
MIPEACTABIIATH
pe3ynbTaThl CBOEH
paboTHL.;

¢ Brnaneer HaBbIKaMu
paboThI C
JTUTEPATyPHBIMH
MCTOYHUKaMHU
CBSI3aHHBIMU C aHAJIU30M
3aIIMIIEHHOCTH
UH(POPMAITMOHHBIX
IPOLIECCOB B CUCTEMAxX
CBSI3W.;

e CriocoOeH KOPPEKTHO
MPEJCTaBUTh 3HAHUS U
UH(pOPMAIHIO,
CBSI3aHHYIO C
UH(POPMAITMOHHBIMU
IpoIeccaMy B CHCTEMax
CBSI3H.;

3 TunoBbie KOHTPOJIbHbIE 32/1aHUSA
st peanuzanui BBIMICTIEPEUYUCIEHHBIX 3a/1a4 OOYYEHHS MCTOJB3YIOTCS THUIIOBBIE KOHTPOJIbHBIC
3a/laHusl WM WHBIE MaTepuaibl, HEOOXOMUMBIEC IJis OLICHKH 3HAHWW, YMEHHI, HABBIKOB M (WJIM) OMBITA

ACATCIIBHOCTH, XapPaKTCPUIYIOIIHUX OSTallbl

O6pa30BaTC.HBHOI71 MporpaMmebl, B CJICAYIOMIEM COCTABC.
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3.1 3auér

— IlpencraBute kapTy wuHGOPMAMOHHOTO Tporecca B omeparuBHOW mamsatu OC. VYkazarb
HaJIu4uue agpecoB Gpuanyeckux Hocutenel nadopmannuu. OLEHUTh BO3MOKHOCTh MEPENOTHEHNS TaMsITH
U BO3/ICHCTBHE 3TOTO SIBICHUS HAa MHPOPMAIMOHHBIN mporecc. [IpencraButh MeToAbl BXOJa B CETEBbIC
cepBepa pa3IMyHOro TUIA: TOYTOBBIH, (ailioBbIid, BeO-cepBep, cepBep 0a3 TaHHBIX, KOMMYHUKAIIMOHHBIH
cepBep CBSI3U, CEpBEp - NMPHUHTEP U BHUPTyaJbHBIE cepBepa. Ompenenuts OOIIME W YACTHBIE MPOOIEMBI
uaeHTUQUKAIMK U ayTeHTHUQUKaAKU cepBepoB. [IpeacTaButh aOCTpaKTHBIE MOJAETH JIOCTYIA, UCTOPUS
pa3BUTHs. YKa3aTb OCHOBHBIC HJIEU U CBOMCTBAa OOBEKTOB M CyOBEKTOB B MoAesx nocrtymna. CocTaBUTh
JIOTUYECKUE TIOCTPOCHMSI U KOMOWMHAIMM MOJENel JocTyna B CUCTeMax CBsi3u.. Ha3zHaueHue ayaura
KOMITBIOTEPHBIX ceTel. llenn BHYTpeHHEro M BHELIHEro ayauTa ceTed cBa3u. Omnucarb py4qHOH,
MOJIyaBTOMaTUYECKU M aBTOMAaTUYECKUM ayquT KOMIBIOTEpHBIX cered. IlpenctaButh OCHOBHBIE
MOJIMTUKHA HACTPOEK B MPOrPAMMHOM 00ECIIEUeHUH, BOBMOKHOCTh TPOBEPOK HA HMYKHEM YPOBHE MOJCIH
OSI. VYka3aThb OCHOBHBIE HapaMeTpbl MPOrpaMMHO-ANMNapaTHBIX CpeAcTB Imm@poBaHus. [loscHuTs s
4YEero CyIIECTBYET OTKPBITBIM JOCTYIl K pecypcaM M KakK OpraHM30BaTb €ro 3allUTy B CUCTEME CBSA3U.
Ha3Bars cpenctBa orpaHudeHus AocTyna K cuUcTeMaM CBsA3U. lIpuBeCTM OCHOBHBIE MEphl 3allUThI
OTEPAaTUBHON MaMITH KOMMYHUKAIIMOHHBIX YCTpOicTB. IIpeacTaBuTh 0COOEHHOCTH 3alIUTHI MPOLIECCOB
3anucu U BocmpousBeneHus: nadopmauu. [lpeacraButh crpoeHre NpocTol cMapT-KapThl. YKa3aTh BHUIbI
J0cTyna K MHPOPMAIIMOHHBIM IMPOIleccaM CMapT-KapT B TOM YHUCIIE C IMOMOIIBIO YAaJEHHBIX YCTPOWUCTB
cBs3u. Ha3Barp TMIIOBBIE BOZMOKHOCTH NPOTPaMMUPOBaHUsl cMapT-KapT. [1osicCHUTE mpoueccsl 3anucu u
CUUTBIBAHMS JTAHHBIX C cMapT-KapT. [loka3are, 4TO pagnodacToTHAs WACHTU(PUKAIMS SBISCTCS OJHUM H3
BapHAHTOB YJAJICHHBIX CPEICTB JOCTynma K oObekram cBsizu. llpeactaBuTh — opraHU3alUio
NEepUMETPAIbHON 3alUThl OOBEKTOB CBA3M HA OCHOBE TPAHCIOHJEPOB U HHTEpporaropoB. Jlarh
OMKCAaHHWE THUIIOB BHPYCOB. YKa3aTh OCHOBHOM MexaHM3M pacrnpocTpaHenus. lloka3zath 0a3oBbie
MIPUHITUITBI TIOMCKA BUPYCOB B aHTUBUPYCHBIX IporpamMMax. [IpeacraButh crocoObl 6€30MacHOro aHaimusa
BupycoB. [lokazarb, kak ompeaensieTcss Haluyue BUPYCOB B cucTemax cBs3u. Yto Takoe Lock
onmokuparopsl pyakui 3anucu-urenuss B OC. [[nsg gero Heobxomum UnLock meGrmokarop CBS3aHHBIX
mporpaMM. Yka3aTh MPUHIIUI padOThI U UCTIOIB30BaHMs OJIOKUPATOPOB MPOTPaMM.

3.2 Bonipochl AJis1 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEeMHUHApPaM

— Hannune anpecos gusnueckux Hocutened mHpopmanuu. Kapra um cTpykrypa omnepaTuBHOU
NaMsTH KOMITbIOTepa. BO3MOXKHOCTH ammapaTHOTO BIMSHHUS Ha Tpoliecchl oOMeHa uH(popMmanmend B
OTIepPaTUBHOMN MaMAITH KOMITbIOTEpA.

— AOCTpaKkTHBIE MOJAENU J0CTymna, HUCTOpus pa3BuUTUA. OCHOBHbBIE ammapaTrHble HJAEU JUIs
peanuzaiun Mozeneil goctyna. OOmie TpeOGOBaHHMS K JIOTMYECKMM IOCTPOEHHSIM B IMPOrpPaMMHOM
o0ecreueHnu Ipy peain3aluy pa3InuHbIX MOJeNel 10CTyIa.

— Ilporpammuas peanuzanus npoBoaHuka B Windows u aApyrux (ailloBbIX MEHEIKEPOB IS
mudpoBaHus 10CTyna K (aitnaM Ha JOKaIbHON KOMIIbIOTEpHOM cucteme. O0mmue TpeboBaHusI K ci1yx0am
Windows mi1s o0ecrieueHust X 0€30IaCHOr0 MCIIOIb30BAHMS I 3aIIUTH] TaHHBIX.

— Hancrpoiiku oneparronHoit cuctembl. OTeuecTBeHHas cuctema Dallas Lock 8.0 k - cocras,
Ha3HaYeHHe, CIoco0 YCTAaHOBKHU, OpraHu3alus MHOTO(paKTOPHOM 3alUThI.

— Pabora cHuddepa B cucremax cBs3u. HacTpoiika (QuibTpoB A BBIABIEHUS Mapojeil.
Omnpenenenue ypoBHs pabotsl B Monenu OSI.

3.3 Tembl 1a00paTOpHBIX padoT

— MHccnenoBanue MapoJIbHOW — 3alllUTHI  KOMIIOHEHT CBS3M  HA OCHOBE  HCIIOJIb30BaHMUS
JM3acceMOJICpPOB B PYYHOM, MOJTYaBTOMAaTHYECKOM M aBTOMATHUECKOM PEKHMaX.

— TIporpammsl aj1si py4HOTO, MOIYaBTOMAaTHYECKOTO M aBTOMATHYECKOTO ayInTa KOMITbIOTEPHBIX
cereil. MccrenoBanue COCTOSHHS KOMITBIOTEPHOW CETH M HACTPOIKAa COOTBETCTBYIOIIHMX MOJUTHK ayHTa
JTUX CETEH.

— MHccnenoBanue A0CTynma K KOMITBIOTEPHOH CHCTEME CBS3M C TOMOIINBIO TECTOBBIX YTHJIMT.
OmnpeneneHrne BO3MOKHOCTH BHEITHETO YIPABICHUS HHTEP(EHCOM CTOPOHHUX TIPOTPAMM.

— Wireshark — anamm3aTop CeTEeBBIX MPOTOKOJIOB, (UKCAIMsi TOTOKOB B CETH CBSI3U B
HHTEPAKTHBHOM PEIKUME, TPOCMATP COAEPIKAHHS CETEBBIX (PPEHMOB.

— Mapmpyrtuzaropsl. CoctaB, Ha3HaYCHUs CBOMCTBA. PaboTa MapmipyTu3atopa B UMHUTAIIMOHHOM
pekume. YinaneHHasi HacTpoiika qoctymna B ceTb. OCHOBHBIC KOMaH/IbI.
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4 Meronn4yeckue MaTepuaJIbl
s obecniedueHust mporecca OOydeHUsI M PEIICHHS 3a7ad OOYYCHHS HCIIONB3YIOTCS CIICTYIOITHE
MaTepHuaIbl:
— METOAMYECKHE MaTepuaibl, OINpeaessioulie MpoUeaypbl OIEHUBAaHUS 3HAHUM, YMEHHI,
HAaBbIKOB U (WJIM) OMbBITA JCSATENbHOCTH, XapaKTepU3YIOIIUX ATambl (Op-MUPOBAHUS KOMIIETEHLUH,
cortacHo 1. 12 paGoyeil mporpaMMel.

4.1. OcHoBHAas1 JIUTEpaTypa
1. Cucrembl koHTponss u ympasieHus aoctynom. (Cepus «ObecrieueHre 0€30MaCHOCTH OOBEKTOBY;,
Bemyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : lopsuas nunus-Tenexom, 2013. — 272 c.
[Dnexrponnsii pecypc]. - http://e.lanbook.com/book/5135
2. CucteMmsl 1 cetu cBsi3u. [lemunos, A.Sl.— y4. mocodue — M. : TYCVYP, 2012. — 61 c. [DneKTpOHHBI
pecype]. - http://e.lanbook.com/book/11030
3. 3ammTa nH(MOPMALMOHHBIX MPOIIECCOB B KOMIBIOTEPHBIX cUcTeMax: YuyeOHoe nmocobue / [Tymkapés B.
B., [Ilymkapes B. II. - 2012. 131 «c¢. [DnekrponHsii pecypc] - Pexum pgocrymna:
https://edu.tusur.ru/publications/1507, cBOOOIHBIIA.
4. Jlessaun, II.LH. Mogenun 0€301mMacHOCTH KOMITBIOTEPHBIX CHCTEM. YIpaBiICHUE JOCTYIIOM |
nH(POPMAMOHHBIMUA TIOTOKaMu. — M. : Topsiuas nunusa-Tenekom, 2012. — 320 c. [DnexkTpoHHBII
pecypce] - Pexxum nocrymna: http://e.lanbook.com/book/5150 , nara ob6pamienus: 13.03.2017.

4.2. JlonosiHUTEIbHAS JUTEpaTypa
1. KommekcHble (MHTETpHpPOBAaHHBIE) cHCTeMbl obecneueHust OezomacHoctu. (Cepus
«O0ecneuenue GezomacHOCTU 00bEKTOBY»; Brimyck 7). / B.A. Bopona, B.A. TuxonoB.— M. : Iopsuas
nuaus-Tenexkom, 2013. — 160 c. [DnexrponHbIit pecype]. - http://e.lanbook.com/book/5136
2. Onmneparnuonnsie cuctembl. KoHnenmu noctpoeHust U odecrieueHus: 6e3onacHoctu. / 0. D.
MaptembsinoB, A.B. fxosnes, A.B. fxoeneB. — M. : Topsuas nuaus-Tenexom, 2011. — 332 c.
[Dnexrponnsiii pecypce]. - http://e.lanbook.com/book/5176

4.3. Jluteparypa /sl NPAKTHYECKUX 3aHITHI.

1. CeTH CBsI3M U CHCTEMbI KOMMYyTAIMK: PyKOBOACTBO K MPaKTHUYECKUM 3aHATUsAM / BuHokypoB B. M. -
2012. 41 c. [Dnekrponnbiii pecypc] - Pexum nocryma: https://edu.tusur.ru/publications/1517, nara
obpamenus: 13.03.2017.

4.4. JIuteparypa ajsi CaMOCTOSATEIbHOMH PadoThI.

1. OCHOBBI KOMIBIOTEPHBIX CETEBBIX TEXHOJIOTHH: MeToquyeckue PEeKOMEHIAIMA K OpraHHu3aIiy
camocrosaTenbHon padoTel / AreeB E. 0. - 2012. 12 c. [DnexktponHsIii pecypc] - Pexum mocryna:
https://edu.tusur.ru/publications/1657, nara o6pamenus: 13.03.2017.

4.5. O0s3aTesIbHbIC Y4eOHO-MeTOAHYeCKHe oco0ust
1. Meroas! mmdpoBanus nHpopmanuu: Meroauueckrue yka3aHus K J1abopaTopHbIM paboram /
Areee E. 1O. - 2012. 15 c¢. [Onekrponnsii  pecypc] - Pexum  gocryna:
https://edu.tusur.ru/publications/2039, cBOOOIHBIH.
2. Wsyuenwme cereBoro nporokona TCP/IP: Metonnueckue yka3zaHus K 1a00paTopHBIM pabotam /
Areee E. 0. - 2012, 16 c¢.  [OnekrpoHHbii pecypc] - Pexum  gocryna:
https://edu.tusur.ru/publications/2040, cBOOOAHBIA.

4.6. Pecypcsol cetu UHTEpHET

4.6.1. ba3bl JaHHBIX, TH(POPMALHMOHHO CIIPABOYHbIE H MOMCKOBbIE CHCTEMbI
1. http://www.rambler.ru/
2. http://www.sputnik.ru/
3. https://lwww.yandex.ru/
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