MUHUCTEPCTBO OBPA3OBAHUSA U HAYKHU P®D
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCVYP)
YTBEPXIAIO
ITpopekTop no yueGHOM paboTe
II. E. Tposn
«_» 20

PABOYAS ITPOTPAMMA YUYEBHOM JUCLIUITJIMHBI
IIpukiagnas kpunrorpagus

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampasnenne moaroroBku (cmeruanbHOCTh): 10.05.04 UnHpopManMOHHO-aHATUTHYECKHE CHCTEMBI
0e3omacHOCTH

Hampasnennocts (npoduns): UnpopmanuonHass 0e30nacHOCTh (PUHAHCOBBIX H IKOHOMHYECKHX
CTPYKTYp

dopma oOyueHUs: OUHASA

QaxynbreT: @b, ®aKkyJabTeT 0€30I1aCHOCTH

Kadenpa: BUC, kadenpa 6e3onacHocTd MHGOPMANMOHHBIX CHCTEM

Kypc: 3

Cemectp: 6

Y4eOus1ii man Habopa 2016 rona

PaCHpC,Z[CJ]eHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 6 cemectp Bcero Ennanner
1 Jlexnn 18 18 JacoB
2 IIpaxTryeckue 3aHATUA 18 18 4acoB
3 JlaGopaTopHbie pabOThI 36 36 JacoB
4 Bcero aynuTopHbIX 3aHATUI 72 72 4acoB
5 W3 HUX B MHTEPAaKTUBHOU (hopme 20 20 4acoB
6 CamocrositenpHast paboTa 36 36 4acoB
7 Bcero (6e3 ax3ameHa) 108 108 4acoB
8 OO0m1as Tpy10eMKOCTh 108 108 4acoB
3.0 3.0 3.E

3auer: 6 cemecTp

Tomck 2017
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokosn Ne 3 oT « 27 » 3 2017 1

JIMCT COI'JIACOBAHUI

PaGouas nmporpamma cocTaBiieHa ¢ y4eTOM TpeOoBaHU# (eepalbHOTO TOCYIaPCTBEHHOTO 00pa30-
BaTeNLHOTO CTaHAapTa Bhiciiero oopazoBanus (PI'OC BO) no HampaBieHHIO MTOATOTOBKH (CIIEIIHATLHO-
ctu) 10.05.04 MabopManMOHHO-aHATUTHYECKHE CHUCTEMBI 0€30MacHOCTH, yTBepxaeHHoro 01 mexadpst

2016 roma, paccMOTpeHa U YTBEP)KACHA Ha 3aCeAaHuU Kadenpsl « _ » 20 ropja, nmporo-
ko1 Ne

Pa3zpaboTunku:

[Mporpammuct xad. KUB2BC N. 1O. Ionsikos

Houent kadp. KUBOBC .. Konesn

3aBeayromumii odecreunBaronieii kad.
KH1B2BC A. A. lllenynanos

Pabouast mporpamMma corsiacoBana ¢ (pakyabTeTOM, MPOGMINPYIONIEH U BBITyCKaIOIIeH Kadeapamu

HallpaBJICHUS ITOATOTOBKU (CHCLII/IaJ'IBHO CTI/I) .

Jlexan ®b E. M. /laBeinoBa
3aBeayoNHii BRITYCKAIOMICH Kad.

BUC P. B. MewepsikoB
OKCIIepTHI:

Jexkan, k.H. kadp. KUBSBC .. [laBbI1OBa

CornacoBaHa Ha noptane Ne 17523



1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OcHoBHas nenp auctuiuinibl «[Ipuknagnas kpunrorpadusy» — QGopMUpOBaHHE Yy CTYICHTOB
MPEJCTaBICHUNA O MPAKTHYECKOM HUCIOJIb30BAaHUHM KPUNTOrpapuuecKux METOMOB 3aIIUThl HUH(OPMAIIUU
TSl pEIIeHUs OTACTBHBIX 3a/1a4 o0ecredeHus: HHHOPMAIIMOHHON O€30IaCHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUTITOrpapUUECKUX METOMIOB 3allUThl HHPOPMAIINH, U3YUYUTh OCHOBHBIC KpHUITOTpadude-
CKH€ TIPOTOKOJIBI, U3YYHTh HH(PACTPYKTYPY OTKPBHITOTO KITFOYA.

2. Mecto mucuunimebl B ctpykrype OIIOII
Hucummumna «IIpukmagnas xpunrtorpadus» (b1.B.OJ1.9) otHOocuTcs k Onmoky | (BapmaTtBHas
YacTh).
[TpenmecTBYIOMMUMI TUCIMILTHHAME, (QOPMHUPYIOIIUMH HadaJlbHbIE 3HAHMSA, SIBIISIOTCS CIETYIO-
mue aucuumuiuHbl: Kpunrorpagudeckue MeToasl 3amuTsl HHGopMaru, OCHOBBI HHPOPMALMOHHOM 6e3-
OIaCHOCTH.

3. TpeOGoBaHus K pe3yJbTaTaM OCBOCHUS JUCIHUIIIMHBI

[Tpouecc n3yueHus: AUCUUILIMHBI HApaBjieH Ha (POPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIUH:

— JIK-9 cnocoOHOCTBIO BBISBIISATH OCHOBHBIE YIpo3bl 0€30MacHOCTH MH(OpMAlMU, CTPOUTH U
MCCJIEI0BATh MOJEIIN HAPYILIUTENS B KOMIIBIOTEPHBIX CUCTEMAX;

— IIK-10 cnocoOGHOCTBIO OCYIIECTBISATH BHIOOP TEXHOJIOTMH, MHCTPYMEHTAJbHBIX CPEICTB,
CPEZCTB BBIYMCIUTEIBHON TEXHUKHU U CPENICTB oOecrieueHus MH(POPMAIIMOHHON 0€30MacHOCTH CO3/1aBae-
MbIX crienraiabHbIXx MAC;

B pesynbrare usydeHus IUCLUUILUIMHBI CTYAEHT JOJDKEH:

— 3HATh OCHOBHbIE KPUNTOrpapUUE€CKUE METOJIbl, AJITOPUTMBbI, IPOTOKOJbI, HCIOIb3YEMbIE IS
oOecreyeHrs 6e30MacCHOCTH B KOMIIBIOTEPHBIX CETSX.

—  yMeThb 3(p(HeKTUBHO UCIIOIB30BATH KPUNTOrpahuIecKre METObI U CPEACTBA 3aLUTHI HHPOP-
MaIii B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

—  BJIA/IeTh HAaBBIKAMU UCIIOJIb30BaHUS THIIOBBIX KPUNITOIpaUUECKUX aJITOPUTMOB.

4. O0beM JMCHUIIMHBI M BU/bI y4eOHOH padoThl
OO01ast TpyI0EMKOCTb JUCLUUILUINHBI cocTaBisieT 3.0 3aUeTHBIX €IMHUILIBI U IIPECTaBIeHa B TaOIu -

%Zgﬁilﬁa 4.1 — TpynoeMKOCTh JUCUUILIMHBI

Bunpl yueOHO 1eSITEIBHOCTH Bcero yacos CemecTpsl

6 cemecTp

AymuTopHsble 3aHATHS (BCETO) 72 72
Jlexknuu 18 18
[IpakTrueckue 3aHATHS 18 18
JlaGopaTtopHbIe pabOThI 36 36
W3 Hux B uHTEpakTHUBHON (hopme 20 20
CamocTtosTenbHas paboTa (Bcero) 36 36
OdopmiteHre 0T4ETOB 110 JTabOpPaTOpHBIM paboTam 7 7
[TpopaboTka IEeKIMOHHOTO MaTepralia 13 13
IToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 16 16
Bcero (6e3 3x3amena) 108 108
OO6m1ast TpyI0€MKOCTh 4 108 108
3auetHble EauHunml 3.0 3.0
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5. Conepxxanue I1MCUMILTHHBI

5.1. Pa3gennl AMCHUILIAHBI K BUABLI 3aHATHHA
Paznensl IuCUMIUTAHEI ¥ BUABI 3aHATHN PUBEACHBI B Ta0mmiie S.1.

Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABLI 3aHSITHI

= - =
= 5 ¥
= S s
5 Py = ) =
%) =5 = o & L =
= o o S S O =
= < z 2 S 2 > 5
HazBanus pa3aciioB JUCHUIIINHBI 5 g a 5 o 2 §‘ 5
s 8 £ B &%
= 0 9)
c & £ A8 S e
< e} =
= | 8 5
Q
6 cemecTp
1 Kpunrorpaduueckue npoToKobl: 00- 2 3 18 5 28 |IIK-10, ITK-9
LIUE TIOHSTHS.
2 IIpOoTOKOIMBI pacpeaeneHus KIoYei. 4 7 15 |IIK-10, TIK-9
3 UudpacTpyKkTypa OTKPBITOTO KIIIOYA. 17 |1IK-10, IIK-9
4 TIpoTOKOJBI HACHTU(DUKAIIUH U AyTEH- 0 4 8 I1K-10
TU(UKAITIY.
5 be3zomnacHsIif kaHam oOMeHa COOOIICHH- 2 0 0 2 4 IK-10
SIMH.
6 [IpakTuueckue acreKThl peaan3anuu 2 6 18 10 36 |1IK-10, TIK-9
CPEICTB KpUMTOTpadhuIeCcKO 3aIUThHI
nH(popMaIuu.
Hroro 3a cemectp 18 18 36 36 108
Hroro 18 18 36 36 108
5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.
Tabmuma 5.2 - CogepkaHue pa3aesioB NUCIUIUIHH (TIO JICKIUSIM)
3 zE
s i
ConeprkaHue pa3/ienoB JUCIUILTUHEI [0 = > 0
Haszsanus paznenon ACp pasi Auch 5 S & &
JICKIIASAM 8 § o
= g =
& o 2
= S}
6 cemecTp
1 Kpunrorpaduaeckue nporokonsl: | [loHsTHE KpunTorpadhuyeckoro mpoToKo- 2
o0IIMe TOHATHS. na. Ponb kpunrorpaguueckux mpoToKo-
JIOB B CHCTEMax 3allluThl HH(OPMaIUH.
OcHOBHBIE aTakl Ha KpUNTOrpaduuecKue
MIPOTOKOJIBI.
Hroro
2 [IpoTokonbl pacnpeaeeHus VYnpaBrneHue ceKpeTHbIMH Kitouamu. Pac- 4
KITFOYEH. MpEeACTICHUE CEKPETHBIX KITIOUCH.
Hroro
3 UndpacTpyKkTypa OTKPHITOTO [ToHsiTHE ANEKTPOHHON MOANKUCH. YTIpaB-
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KJIrO4a.

JIEHUE OTKPBITHIMU KitoyamMu. OCHOBHBIE
KOMITOHEHTHI HHPPACTPYKTYPHI OTKPHI-
ThIX Kirouei. [Tonstue ceprudukara
OTKPBITOTO KJIK0Ya. YIOCTOBEPSIOIIUN
HEHTP. ApXUTEKTypa HHPPACTPYKTYPHI
OTKPBITOTO KJIIOYA.

Htoro

4 TIpoTokoibl UACHTU(DUKALIUN U
ayTeHTH(HKALNH.

[IpoTokosnbl HASHTUPHUKAIIMN HA OCHOBE
apoJie, IPOTOKOBI «PYKOIIOKATHUSD U
THUIIA «3anpoc-0TBeT». lIoHATHE IPOTOKO-
JIOB UHTEPAKTUBHOI'O JOKA3aTeIbCTBA U
JOKa3aTenbCcTBa 3HaHUs. [IpOoTOKONBI
UACHTU(PHUKAIIMYA HA OCHOBE IPOTOKOJIOB
J0KA3aTeIbCTBA 3HAHMS C HYJIEBBIM pa3-
[JIAIICHUEM.

HUroro

5 Be3onacublii kaHaI oOMeHa
COOOIIEHUSAMU.

[Toctpoenue 6e30mMacHOT0 KOMMYHHUKAIIH-
OHHOTO KaHalla Ha OCHOBE KpHIITOrpadu-
YCCKUX AJITOPUTMOB.

Hroro 2
6 IIpakTueckne aceKThl [Ipobnemsbl peanuzamnuu Kpuntorpadpude- 2
peanu3aium CpecTB CKHX ainroputMmoB. ['eneparus ciyyqaii-
Kpunrorpaduaeckon 3amuThl HBIX YMCesl. 3alMTa OT yTeuku HHpopMa-
uHpopMaLnu. L1H.

Hroro 2
Hroro 3a cemectp 18

5.3. Paznennbl AMCHUILIMHBI U MEKIUCIMIUIMHAPHBbIE CBSI3H ¢ 00eceYnBAKIINMH (TpeabIy IUMH)

U 00ecrneunBaeMbIMHU (HOCJ’ICIIYIOIHI/IMI/I) AUCHUIIMHAMHA

Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBS3H C 00€CTICUMBAOIIMMU (MTPEABIAYIIUMA) H

obecrnieunBaeMbIMU (TTOCJIETYIONMMHI ) AUCITUTUIMHAME TPEJICTABIEHBI B TabmuIe 5.3.

Tabmua 5.3 - Paznensl AMCIUIUIMHBI 1 MEXIUCITUIUTMHAPHBIE CBSI3H

HaumeHnoBaHue nUCIUILINH

Ne pa3aciioB JIAaHHOM JAUCHUIUINHBI, JJIST KOTOPBIX HCO6XOI[I/IMO
HN3Y4YCHHUC 06€CH€‘~II/IBaIOHII/IX H 00ecIieYnBaeMbIX JUCHUITIINH

HOCTH

1 2 3 4 5 6
[IpenmecTByromue TUCHUILIMHBL
1 Kpunrorpaduueckrie METOIbI 3alIUThI n n
uHpOpMaLUU
2 OcHoBbI HH(pOpMALIMOHHOM Oe3omac- .

5.4. CooTBeTCcTBHE KOMIIETEHIMH, (POPMHPYEMBIX NIPH U3YYEeHHUH JMCIHUILIMHbBI, 1 BUI0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU HM3YYEHUH IUCIUIUIMHBI, W BHIIOB 3aHATHA

MpeJCcTaBiIeHo B Tabmumie 5.4

Ta6muma 5.4 — CooTBEeTCTBHE KOMIIETCHIIMH W BUJOB 3aHITHH, (POPMHUPYEMBIX TIPU W3YYEHHUH TUCIIHATLIH -

HbI

‘ ‘ Bunesl 3anaTHiA ‘ DOpMBI KOHTPOJIA
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= — g
i)
= & 3
= 4 =
~ = < =%
=t o]
= = o > 3
= S a Z z
e = > = =
Q 5 ) = 5]
= o 13 =
s = =) = =
= = S )
M ! (a8 =
i 1) 3}
= S S
=] = 2
@)
I1K-9 + + + CobecenoBanne, OTYET 11O
naboparopHoii pabote, Tect
TIK-10 + + CobecenoBanune, OTuer Mo
naboparopHoii paboTe,
Ornpoc Ha 3aHATHAX

6. UnTepakTUBHBIE MeTOAbI U GOPMBI OPraHU3aANUH 00yYeHUs1
TexHONIOruy MHTEPAKTUBHOTO O0YYEHHUs IpU PasHbIX (popMax 3aHATHI B 4acax MpPUBEICHBI B Ta-
omure 6.1
Tabmua 6.1 — TeXxHOIOTHU HHTEPAKTUBHOTO 00yUYEHHUS MPHU Pa3HbIX (popmax 3aHATUH B acax

HNurepaxr
NHTEepakTUBHbBIE NuTepakTuBHbBIC
MeTtonp! UBHBIC Bcero
MPAKTHYECKHE 3aHITHS | J1a00paTOpHBIC 3aHSATHUS
JCKIUU
6 cemecTp
[IpesenTanuu c 3 5 5 13
WCIOJIb30BaHUEM
CJIaliIOB C 00CYXKACHUEM
IIpesenranuu c 1 5 1 7
WCTIOJIb30BaHUEM
MyIbTUMEHA C
00CyXIIeHHEM
Hroro 3a cemectp: 4 10 6 20
Hroro 4 10 6 20
7. JJaGopaTtopHbie padoThI
HaumenoBanue nabopaTopHbIx paboT npuBeaeHo B Tabmuie 7.1.
Tabmuma 7. 1 — HaumenoBanue 1abopatopHbIX padoT
3 =
3 =
0
= >~ O
Ha3Banus pa3aenon HaumenoBanwue nmabopaTtopHbIX padoT zF &5
o S E
S g =
a S g
= S
6 cemecTp
1 Kpunrorpadguueckue npoTokoisl: | YcTaHOBKa M HacTpoiika Active Directory 18 [1K-9
0011IKE TOHSATHUS. Certificate Services.llenbio nanHo# 1a00-
PaTOpHOI1 SIBJISIETCA 03HAKOMJICHHE C TIPO-
I[ECCOM YCTaHOBKH CITY>KOBI Active
Directory Certificate Services (ciyx0bl
ceprudukanum) u 0cobeHHOCTSIMH pabo-
ThI ¢ cepTU(UKaTaMu.
Hroro 18
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6 IIpakTueckue aceKThl [IIudposanue mucka BitLocker.B mannoi 18 I1K-9
peanu3aiuu CpecTB naboparopHoil paboTe HEOOXOIUMO O3HA-
KpUnTorpahuyeckon 3aiuThl KOMUTBCS C MEXaHU3MOM MIH(PPOBAHUSL
UHPOPMAITIH. tomoB BitLocker.JlabopaTtopHast paGoThI
BBITIOJIHSIETCS] HA BUPTYAJIbHOM MallluHE C
orepannoHHoi cucremoir Windows 7
Enterprise/Ultimate nmu Windows 8.1
Professional.
Hroro 18
Hroro 3a cemectp 36
8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HanmMenoBaHnne npakTHUeCKUX 3aHATHH (CEMHUHAPOB) MpUBeEIeHO B Tabmmie 8.1.
Tabmuua 8. 1 — HameHOBaHUE MPaKTUYECKUX 3aHATHI (CEMUHAPOB)
3 =
s | 33
HanmeHnoBanue npakTHU4E€CKUX 3aHATHI = > O
HasBannus pasnenos zF =
(cemunHapoB) 2 g 2
= g =
& o 2
~ S
6 cemecTp
1 Kpunirorpaduueckue npoToKonbl: | AHaIU3 ySI3BUMOCTEH MPOCTEUIINX MTPO- 3 [IK-10
o0IIHe MOHATHSL. TOKOJIOB
Hroro
2 TIpoToKoIBI pacipeneneHus AHanu3 ys13BUMOCTEN IPOCTEUIINX TIPO- 4 [IK-10
KITFOUCH. TOKOJIOB.
Hroro 4
3 UndpacTpyKkTypa OTKPBITOrO CTpyKTypa cepTU(PHUKATOB OTKPHITOTO I1K-9
KJTFOYa. KJIF04Ya
Hroro
6 IIpakTueckue aceKThl VYnocToBepstomue eHTPbI T1K-9
peanusalyin cpeicTs Wroro
KpunTorpaduyeckon 3aiuThl
UH(pOpMAIIH.
Hroro 3a cemectp 18

9. CamocrosiTesibHasi padora
Bunasl camocTosiTenbHOM paboThI, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIIUU MTPEICTABICHHI B

tabmmue 9.1.
Tabmuia 9.1 - Buasl caMoCTOSTETbHON paboThI, TPYIOEMKOCTh U (pOpMUpPYEMbIe KOMIIETCHLIUU
5 @]
= z £
3 = =
o o
Bunbr camocTosTensHON = > O
HazBanus pa3nenos zF =5 ®opMBI KOHTPOJIS
padoThI B s 2
S g =
e e g
= S
6 cemecTp
1 Kpunrorpadguueckue [ToaroroBka k mpakTuue- 2 | IIK-10, Onpoc Ha 3aHaTusx, Ot-
MIPOTOKOJBI: 001ITHe CKUM 3aHATHUSAM, CEMUHA- [1K-9 YeT 10 JIabopaTopHOil pa-
HOHSITH. pam oote, CobecemoBanue
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[IpopaboTka TeKIIHOHHOTO
Matepuana

OdopmiieHre 0TYETOB 110
naboparopHbeIM paboTam

Hroro

2 IIpoTokomnsl
pacipenencHus KIro4ue.

[ToaroroBka Kk mpakTuue-
CKHMM 3aHSITHSIM, CEMHUHA-
pam

[IpopaboTka JIeKIIMOHHOTO
Marepuana

OdopMmieHre 0TYETOB T10
J1abopaTOpHBIM paboTam

HUroro

[K-9

Koncnekr camonoaroron-
ku, OTuer o naboparop-
Hoii pabote, CobecenoBa-
Hue, Tect

3 Undpactpykrypa
OTKPBITOTO KJTIOYA.

IToaroroBka K mpakTuie-
CKHM 3aHATUSAM, CEMUHA-
pam

[IpopaboTka ITeKIIHOHHOTO
Matepuana

OdopmiieHre 0TYETOB 110
naboparopHbeIM paboTam

Hroro

IIK-10

Omnpoc Ha 3aHsTHIX, OT-
4eT 1o JabopaTopHOi pa-
6ote, CobecemoBanue

4 TIpoToKoJIBI
UACHTUDUKALMY U
ayTeHTU(PUKAIIH.

[IpopaboTka JIeKIIHOHHOTO
Marepuaia

OdopmiieHrE 0TYETOB T10
JabopaToOpHBIM paboTam

Htoro

[IK-10

Ompoc Ha 3ansaTusax, OT-
4eT 1o 1abopaTopHoil pa-
oote

5 be3omnacHbIil KaHa
oOMeHa COOOIIEHUSIMMU.

[IpopaboTka J1eKIIHOHHOTO
Marepuaia

Hroro

[IK-10

Onpoc Ha 3aHATHSIX

6 IlpakTHyeckue acreKThl
peanu3aIuu CpecTB
KpHUITOrpadudecKoi
3alUThl HH(POPMAIINH.

[ToaroroBka k mpakTuue-
CKHM 3aHSITHSIM, CEMHHA-
pam

[IpopaboTka 1eKIIHOHHOTO
Martepuaia

OdopmieHre 0TYETOB 10
nabopaTopHBIM paboTam

Hroro

10

TK-9,
TK-10

Ompoc Ha 3ausTusax, OT-
4eT 1o JJabopaTopHOit pa-
6ote, CobecemoBanme

Hroro 3a CEMCECTP

36

Hroro

36
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10. KypcoBasi paGoTa (IpoexT)
He npenycmotrpeno PYII

11. PeiiTuHroBasi cucreMa JJisi OllEHKH YCIIeBA€eMOCTH CTYJA€HTOB

11.1. banjbHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MakcumanbHbIN
. MaxkcuManbHBIH MaxkcuMabHBIH
DneMeHTH! yueOHOH 6asu1 3a mepuon Bceero 3a
6amn Ha 1-yto KT ¢ |  Gamnn 3a mepuon
NEeITENbHOCTH mexnay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEI[ ceMecTpa
6 cemecTp
Koncnekr camonoaroros- 5 5 5 15
KU
Ormpoc Ha 3aHATUAX 5 5 5 15
Otuet no nmabopaTopHOii 10 10 10 30
pabote
CobecenoBanue 2 2 2 6
Tect 12 12 10 34
Wroro makcumyM 3a nepu- 34 34 32 100
on
Hapacraromum ntorom 34 68 100 100

11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecyet 6amIoOB B OLIEHKHU 32 KOHTPOJIBHBIE TOUKH MpeACTaBiieH B Tadymie 11.2.
Tabmuma 11. 2 — Ilepecuet 6aJIOB B OLIEHKH 32 KOHTPOJIbHbBIE TOYKH

banel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5

Ot 70% no 89% ot makcumasbHOIM cymMmbl OaisioB Ha aaty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMmbl OaiioB Ha Aaty KT 3
2

< 60% oT MakcuMaIbHOU cyMMBbI OaioB Ha naty KT

11.3. IlepecyeT cymMMBbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLIEHKY
[TepecueT cymMmmBbl OAJIIIOB B TPAIUIIMOHHYIO U MEXIYHAPOIHYIO OIEHKY MPEICTABICH B TaOJIHUIIS
11.3.
Ta6muma 11. 3 — IlepecueT cyMMBbI 6aJUIOB B TPAAULIMOHHYIO U MEXKIYHAPOIHYIO OLICHKY

Urorosas cymma 0asmios,

Onenka (I'OC) YUHUTBIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

IK3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (o4enp xoporiio)

4 (xopoI10) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnerBoputeiabHO)

3 (YZIOBJIETBOPHUTEIHHO) (3a4TEHO) 60 - 64 E (Hocpercraenio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)
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12. YuyeOHO-MeTOAUYeCcKOe U MH(OPMAIIMOHHOE O00ecTiedeHHe TUCHUILINHBI

12.1. OcHoBHas1 JIMTEpaTypa

1. Kpunrorpadgus B 3amauax u ynpaxseHusix / B. O. Ocunsn, K. B. Ocunsn. - M. : T'ennoc
APB, 2004. - 143[1] c. : un. - 3ar. o6a. : Kpunrorpadus B ynpaxHEHUsX M 3ajadax. - 3arl. Ha
koperike : Kpunrorpadus B ynpakHeHUsIX 1 3a1a4ax. - bubmumorp.: c. 139. - ISBN 5-85438-009-9 : 52.25
p. (Hanuuue B 6ubmotexe TYCYP - 50 5k3.)

2. Kpunrorpadwus : yae6HUK 1151 By30B: niep. ¢ auri. / H. Cmaprt ; nep. C. A. Kynemos, pen. nep.
C. K. Jlanpo. - M. : Texnocdepa, 2005. - 525[3] c. : mi. - (Mup nporpammupoBanus ; VIII-05). - [Ipeam.
yka3.: . 524-525. - ISBN 5-94836-043-1 : 402.00 p. (maymuue B 6udmmotexke TYCVYP - 11 9k3.)

12.2. lonosiHUTeIbHAS JIUTEPATYpPa
1.  OcHoBbl kpuntorpaduu : yueOHoe nocoodue ans By3os / A. I1. Andepos [u ap.]. - 3-e u3n.,
ucrtp. u jgoi. - M. : I'enuoc APB, 2005. - 479, [1] c. : un. - bubmuorp.: c. 469-475. - ISBN 5-85438-137-0
(mamuume B 6ubmmorexe TYCVYP - 30 3k3.)

12.3 YueOHO-MeTOAHYECKHE MOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYECKHE MOCOOUs
1. Escrotun O.0. Kpunrorpadguueckie METO/IbI 3aIIUTHI HH(GOPMAIIUU: METOANYECKUE YKa3aHUS
JUTSL BBITIOJTHEHHSI MTPAKTHYECKUX M CaMOCTOSTENBHBIX padoT [DnekTpoHHbIH pecypc]. — 2014. [Dnek-
TpOHHBIH pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf
2. Egscrorun O.0O. [Ipuknagnas kpunrorpadus: METOINYECKHE yKa3aHHS JUIs BBITIOJIHEHHS 1a00-
PaTOPHBIX M CAMOCTOSATEIBHBIX padoT [DnekTpoHHBIN pecypc]. — 2014. [DnexTpoHHBIH pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf

12.3.2 YuyeOHO-MeTONMYeCKHe TOCOOHS 1JIsI JIML ¢ OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

VY4aebHo-MeToquYecKre MaTepHalbl sl CAMOCTOSTEIBHON U ayTUTOPHOI paboThl 00yJaroIUXC s
U3 YMClIa MHBAIMJOB MPEAOCTABIAIOTCSA B (hopMax, aAanTHPOBAHHBIX K OTPAHUYEHUSAM UX 37I0POBbS H
BOCIIpUATHS HH(pOpMALIUHL.

JI1s1 M1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMUESHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- B IIe4aTHOU hopme.

JI1s1 1M1 ¢ HAPYIIEHUSIMM ONIOPHO-ABUTaTeJILHOI0 annapara:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

12.4. ba3pl JaHHBIX, HH(POPMALMOHHO-CIIPABOYHbIE, IOMCKOBbIE CHCTEMbI B Tpedyemoe
NporpaMMHoe odecreyeHune
1. Google — mouckoBas cuctemMa HHTEpHETA, MPHHAIeKamas kopnopauuu Google Inc.
2. SlHpekc — moMCKoBasi CUCTeMa MHTEPHETA, MPUHAJICKAITUNA POCCUUCKON KOpHopauu «AH-
JIEKCY.

13. MarepuajbHO-TEXHMYECKOE O0ecneuyeHue JUCIUTINHBI
13.1. O0uue Tpe6OBaHUSI K MATEPHAJIBLHO-TEXHUYECKOMY 00eCie4eHH 0 TN CIUTIINHbI

13.1.1. Marepua/jibHO-TeXHUYECKOe o0ecnevyeHue sl JIEKIIMOHHBIX 3aHATHI

Jnist mpoBeieHus! JTEKIIMOHHBIX 3aHATUH UCTIONIB3YeTCsl YUeOHO-MCCIIEe0BATENbCKasT BEIYUCIUTEIh-
Has JabopaTopusi, pacrnonoxeHHas mo aapecy 634045, Tomckas o6nacts, T. Tomck, KpacHoapmeiickas
ymuua, 1. 146, 3 stax, ayn. 310. CocraB o0opynoBaHusi: YueOHas Mebenb; DKpaH pa3BMKHON - | mT.;
Jocka MarHuTtHO-mapkepHas - 1 mT.; Mynastumenniineiii npoekrop ViewSonic PJD5151 — 1 mT;
KomnbroTep nekiuonHsli acer travelmate 2300; VMicnosnb3yeTcs JIMIIEH3MOHHOE MTPOrpaMMHOe obecreue-
HUe, makeTsl Bepcuen He Hike: Microsoft Windows XP SP2, Microsoft Powerpoint Viewer; Umeetcs no-
MEIlleHHE Ul XPaHEHUs ¥ MPO(UITAKTHIECKOTro 00CITyKUBaHHS y4eOHOT0 000pyI0BaHHUS.
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13.1.2. MaTepuaJbHO-TEXHHYECKOe o0ecnedyeHue I NPAKTHYECKUX 3aHATHI
Jlis mpoBeneHUsl NMPaKTUYECKUX 3aHATHH MCIOIb3YeTCsl yueOHO-HCCIIEe0BaTeIbCKass BbIUUCIU-
TesbHAs J1aboparopusi, pacrmoyiokeHHas 1o azapecy 634045, Tomckas ob6macte, T. Tomck, Kpacnoap-
Melickas ynuna, a. 146, 4 srax, aya. 400. CoctaB o0opynoBaHusi: YueOHass mebenb; J[ocka MarHuTHO-
MapkepHas - 1 mrT.;

13.1.3. MaTepuajbHO-TeXHH4YECKOe o0ecrevyeHue 1Jis1 J1a00paTopHbIX padoT

s npoBeneHus J1aOOPaTOPHBIX 3aHATHI HCHOJIb3yeTcs y4eOHO-MCCIeI0BaTEeNbCKasl BBIYMCIIU-
TeJbHAs Jlaboparopus, pacnojoxeHHas mo aapecy 634045, Tomckas oGmacts, . Tomck, Kpachoap-
Merckas ynuia, 1. 146, 4 atax, ayn. 402. CoctaB o0opynoBanus: Y4uebHas MmeOelnb; KpaH pa3aBUKHOM -
1 mr.; Myneptumenuiiaslii npoektop Benq — 1 mt.; Kommbrotepsl kiacca He Hike AMD A8-5600K/
ASUS A88XM-A/ DDR3 4 Gb/ WD5S000AAKX 500 Gb. ¢ mupoKononocHsIM 10cTynoMm B Internet, — 15
mt.; Mcnonb3yercs JIMLIIEH3MOHHOE MporpaMMHOe oOecrieueHue, MakeThl Bepcuel He Huxke: Microsoft
Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player. Imeetcst mome-
IIEHUE JUISl XpaHEHUS U MPOPUIAKTUYECKOr0 00CTy)KUBaHUS y4eOHOr0 000PYI0BaHMUS.

13.1.4. MaTepuaJibHO-TEXHUYECKOe O0ecredeHue I CaMOCTOATEIbHOH padoThl
s camocTrosTenbHON paboThl UCHONB3yeTcs yueOHas ayauTopusi (KOMIOBIOTEPHBIN Kjacc), pac-
nojioxkeHHast o aapecy 634034, r. Tomck, yn. KpacHoapmetickas, 146, 2 srax, ayn. 204. CoctaB o6opy-
JIoBaHUs: ydyeOHas MeOenb; komnbloTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.81'T1. - 7 it
koMIibroTepsl monkitodeHbl kK ceth MHTEPHET u obecrnieunBaroT HOCTYI B 3JCKTPOHHYIO HH(OpPMAIIH-
OHHO-00PA30BaTENIbHYIO CPEly YHUBEPCUTETA.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecredeHre TUCUUIIMHBI ISl JIMI ¢ OrPAHMYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSA

OcBoenne nucuuIuivHbl guramMu ¢ OB3 ocylecTBIseTcs: ¢ UCMOJIb30BaHUEM CPEACTB OOydeHHUS
00IIIEro U CIEeUaIbHOI0 Ha3HAUCHUS.

[Ipn 00y4eHUH CTY/ICHTOB ¢ HAPYIIEHUAMH CJIyXa MPEAYCMOTPEHO UCIOJIb30BaHUE 3BYKOYCHITU-
BaIOIEH arnmaparypel, MYJIbTUMEIUUHBIX CPEACTB U JPYTHUX TEXHUYCCKUX CPEJICTB TpHeMa/mepenadn
y4ueOHOI MHGOPMAIIMK B TOCTYIHBIX (hOpMax JiIsl CTYJICHTOB C HAPYIICHHUSIMH CITyXa, MOOMJILHOM CHUCTe-
MBI 00Y4EHHUSI JUIsl CTYACHTOB C UHBAJTUAHOCTHIO, MOPTATUBHOM MHAYKIITMOHHOW CUCTEMBI. YueOHas ay/u-
TOpHsI, B KOTOPOH 00yd4arOTCs CTYACHTHI C HapyIIEHUEM Ciyxa, 000pyloBaHA KOMITBIOTEPHONW TEXHUKOM,
ayIMOTEXHUKOM, BUICOTEXHUKOU, IEKTPOHHOMN JOCKON, MYJIbTUMEIUHHON CUCTEMOM.

[Tpu 0OydeHUH CTYICHTOB ¢ HAPYLIEHUSIMH 3PEHUSIMU TIPETYCMOTPEHO MCIIOIb30BaHUE B JICKITU-
OHHBIX M yYEOHBIX ayIUTOPHSIX BO3MOXKHOCTH MPOCMOTPA YIAJICHHBIX OOBEKTOB (HampuMep, TEKCTa Ha
JIOCKE WJIM CJIaii/1a Ha DKpaHe) MPH MOMOIIH BUICOYBEITUYUTENCH IS yIAIIEHHOTO ITPOCMOTpa.

[Ipu 0O0y4yeHUMN CTYICHTOB ¢ HAPYLIEHUSIMM OMOPHO-ABUIATEJIHHOI0 anmapara HCIOIb3YIOTCS
aJbTepHATUBHBIE YCTPOWCTBA BBOJA MH(OpMAIMKM MU JPyrUe TEXHUYECKHUE CPEICTBA IMpHUEMa/TIepeaadn
yaeOHOoI WH(POpMAIMU B JOCTYIMHBIX (opMax i CTYICHTOB C HAPYIICHUSIMH OMOPHO-IBUTATEIHHOTO
armapara, MOOMJIBHOM CHCTeMbI 0OYUEHHUS TS JIFO/IeH ¢ MHBATUIHOCTBIO.

14. ®oHja OLIEHOYHBIX CPEACTB

14.1. OcHoBHbIe TpeOoBaHUs K GOHY OLIECHOYHBIX CPEICTB M MeTOAMYECKHEe PeKOMeHAalluH
@DOH/ OLEHOYHBIX CPEJICTB U TUIIOBbIE KOHTPOJIbHBIC 3a/laHMsI, UCIIOIb3yeMbIe JUIsl OLIEHKU cop-
MHPOBAaHHOCTH U OCBOCHMS 3aKPEIUICHHBIX 3a IUCLUUIIMHON KOMIIETEHIUI NPU MPOBEACHUU TEKYLIEH,
IPOMEXYTOYHOH aTTecTaluy 10 TUCIMIUIMHE IPUBE/IEH B PUIOKEHUN K paboyeil mporpaMme.

14.2 Tpe6oBaHusi K GOHIY OIEHOUYHBIX CPEICTB /IS JIMI C OTPAHUYEHHBIMH BO3MOKHOCTSIMH
310POBbSI
I[J'ISI CTYI[CHTOB C UHBAJIMTHOCTBIO HpeILYCMOTPCHI)I JOITOJIHUTCJIBbHBIC OLICHOYHBIC CpeI[CTBa, Hepe-
YeHb KOTOPBIX YKa3aH B TaOIHIIE.

Tabiauna 14 — lonoTHUTEIbHBIE CPEICTBA OLCHUBAHMS JJIsI CTYICHTOB C HHBAJTHIHOCTBIO

Bupl JONOTHUATENBHBIX OLICHOUHBIX @DOopMBI KOHTPOJIS U OLIEHKU
Kareropuu cTyaeHToB
CpelcTB pe3ynbTaToB 00y4eHUs
C napymenussmMu | TecTbl, TUCbMEHHBIE CAMOCTOSITENIbHBIE [IpenmyiiecTBEHHO MUCbMEHHAS
ciryxa paloThl, BOIIPOCHI K 3a4eTy, IIPOBEpKa
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KOHTPOJIbHBIE Pa0OTHI

C napyueHusMu
3peHUs

CobecenoBanue 1o BOIpOcaM K 3a4eTy,
OIIPOC 10 TEPMHUHAM

[TpenMyIIeCTBEHHO yCTHAs IPOBEPKA
(MHIMBUAYATIBHO)

C HapymeHHIMHU
OIIOPHO-
JIBUTATEIILHOTO
anmnapara

Perenne qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE pabOThI, BOIPOCHI K
3a4eTy

[Ipenmy1ieCTBEHHO TMCTAaHIHOHHBIMU
MeTOonaMH

C orpaHMuYeHUSIMH TIO
o0IIeMe TUITUHCKUM
MOKa3aHUSIM

TecThl, MMCbMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BONIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OThI, YCTHBIE OTBETHI

[Ipenmy1iecTBEHHO IPOBEPKA
METOJIaMH, UCXO/IS U3 COCTOSHUS
o0y4Jaromierocst Ha MOMEHT ITPOBEPKU

14.3 MeTtoauyeckue peKOMEHAAUMHU M0 OLEHOYHBIM CPeICTBAaM JJIfl JIUI ¢ OTPAaHUYeHHBIMH
BO3MOKHOCTSIMU 3/10POBbS

Hns crynenToB ¢ OB3 npenycmaTtpuBaeTcst ocTymHas (popma MpeaoCcTaBICHHs 3aIaHA OIICHOY -
HBIX CPCACTB, @ UMCHHO!

- B IeyaTHou (opme;

- B [e4aTHOU (hopMe C YBETUUECHHBIM LIPUPTOM;

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- METOJIOM UTEHHUSI ACCUCTEHTOM 3aJIaHUs BCIYX;

- MIPeIOCTaBJICHUE 3aJJaHUs C UCIIOB30BAaHUEM CYpIOTIEPEBOIA.

CryaeHTaM C MHBATUAHOCTHIO YBEIMYHBAETCS BpEMsl Ha MOATOTOBKY OTBETOB HA KOHTPOJBHBIE
BOTIPOCHIL. J[JIs1 TaKUX CTYICHTOB MPEIyCMaTPUBACTCS JOCTYITHAs opMa MPEIOCTABICHUS OTBETOB Ha 3a-

JaHus1, a MMCHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- HaOOp OTBETOB C UCTIIOJIH30BAHUEM YCIIYT ACCUCTECHTA;

- MPEJICTaBJICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS PE3y/IbTAaTOB OOy4EHHS] MHBAJIWIOB MO AUCHMILIMHE MpPeaycMaTpHBaeT
npenocTaBieHrne nHbopMaluu B GopMax, aJanTUPOBAHHBIX K OTPAaHUYCHUSM UX 37I0POBBS M BOCTIPUSTHUS

nHbOpMaIUH:

JJ1s1 1ML ¢ HAPYIIEHUSIMH 3PeHusl:

- B ()OpMe ITEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hOpMe YBEITMUCHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B ()OpMe IJTEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

JJ1s1 1M1 ¢ HAPYIIEHUSIMM OTIOPHO-ABUTaTEJLHOI0 annapara:

- B (hOpMe IJIEKTPOHHOTO IOKYMEHTA;

- B IIe4aTHOU hopme.

[Tpu HEOOXOMMMOCTH /1J1s1 OOYYAIOIIUXCS ¢ UHBATUAHOCTHIO MPOLIEypa OLICHUBAHUS PE3yJIbTaTOB
00yueHHS MOYKET MTPOBOAUTHCS B HECKOJIBKO 3TATIOB.
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IIpuniaoxenue 1
MHUHHUCTEPCTBO OBPA3OBAHUA U HAYKHU P®
®enepanbHOe roCyIapcTBeHHOE 0I0/ZKeTHOEe 00pa30oBaTe/IbHOe yUpesk/ieHue BbIcIIero 00pa3oBaHus

«TOMCKUM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUA 1 PAIIMOSJIEKTPOHUKN»

(TYCVYP)
YTBEPXIAIO
[TpopekTtop mo yueGHOMI paboTe
I1. E. Tposin
«_» 20 T

®OHJT OLIEHOYHKIX CPEJCTB I10 YYEBHOUN JUCHUIIIMHE
IIpukiaagHas kpunrorpadgus

VYpoBeHb 00pa3zoBaHMs: BbIcIIee 00pa30BaHNe - CIIEUATHTET

Hampasnenue moaroroBku (cneruanbHOCTh): 10.05.04 UnpopManMOHHO-aHATUTHYECKHE CHCTEMBI
Oe3omacHoOCTH

Hampasinennocts (npoduns): UnpopmanuonHasi 6e30nacHOCTh (PUHAHCOBBIX H IKOHOMHYECKHUX

CTPYKTYp
®opma 0OyueHus: OUHast

QakynbreT: @B, ®aKkyabTeT 6€30I1aCHOCTH

Kadenpa: BUC, kadenpa 6e3onacHocTH MHGPOPMAIMOHHBIX CHCTEM
Kypc: 3

Cemectp: 6

YueOnslii 1an Habopa 2016 roga

PazpaboTunku:
— Iporpammuct kadp. KUEDBC U. 1O. ITonskos
— Jouent xad. KUBSBC . . Konen

3auet: 6 cemecTp

Tomck 2017
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1. BBenenue

®onp ouenounsix cpeacts (POC) sBuseTcs NpuiIokKeHHEM K padoyeil mporpaMMe AUCHUTUTAHBI
(MpaKkTUKU) U TPEACTaBIAET CO00M COBOKYMHOCTh KOHTPOJIbHO-U3MEPUTEIbHBIX MaTepuajoB (TUIIOBbIE
3a/auMl (3a/1aHusl), KOHTPOJIbHBIE PaOOThI, TECTHI U JIP.) U METO/IOB MX MCIIOJIb30BaHMS, TPETHA3HAYSHHBIX
JUTSL U3MEPEHUS] YPOBHSI IOCTHKEHUS CTYICHTOM YCTAHOBJIEHHBIX PE3YJIbTATOB OOYUECHHS.

®OC no pucuuruivHe (IPaKTUKE) UCHOJIb3YETCs MPU MPOBEICHUH TEKYIIEro KOHTPOJIS yCIieBae-
MOCTH U IPOMEKYTOYHON aTTeCTalliu CTYICHTOB.

[Tepedens 3aKpeIICHHBIX 32 TUCHMILTMHON (PAaKTUKOM) KOMIIETEHIIUH MpuBeaeH B Tabmuie 1.
Tabmuna 1 — [lepedeHpb 3aKpEIUICHHBIX 33 TUCITUTIIMHON KOMIIETEHIIUN

Kon DopMyTUPOBKA KOMIETEHIIUN Oranbl GOpPMUPOBAHUS KOMITETEHITUI
[IK-10 CITOCOOHOCTBIO OCYIIECTBIISATh BBIOOP TEXHOJO- | J{0JDKeH 3HaTh OCHOBHBIE KpUnTOorpadude-
U, THCTPYMEHTAJIbHBIX CPE/ICTB, CPEACTB BbI- | CKHU€ METO/Ibl, AITOPUTMBI, IPOTOKOJIBI, UC-
YHUCIIUTEIBHON TEXHUKHU U CPEACTB obecrieye- | Mojb3yeMble it oOecreyeHust 0e301acHo-
HUS “THQOPMAIIMOHHOI 0€30MacHOCTH CO3/]aBa- | CTU B KOMITBIOTEPHBIX CETSX.;
eMbIx cnennaibHbiX MAC Jomxken ymeTb 3pPEKTUBHO HCITOIB30BATh
KpunTorpadguaeckue METOIbI U TB
I1K-9 CIOCOOHOCTBIO BBISIBIISATH OCHOBHBIE YTPO3bI PUITOTpa(IECKHe METOE! H CPE/ICTEA

0e30macHOCTH MHGOPMAIIMH, CTPOUTH M HCCIIe-

3aIUThl THHOPMAIIMK B aBTOMaTHU3UPOBAH-
HBIX CUCTEMaX.;

A0BAaTb MOJCIIN HAPYIIUTCIIA B KOMIIBIOTCPHBIX
CHUCTEMaXxX

PUTMOB.;

JloypkeH BiaaseTs HaBbIKaMH UCIIOJIBb30Ba-
HUS TUTIOBBIX KPUNTOTPahUIECKUX alro-

OOmue XapaKTepUCTHUKU TMMOKa3aTeJeld M KPUTEPHEB OLCHWBAHMS KOMIICTEHIIMH Ha BCEX dTarax
NIPUBEICHBI B TaOHIIE 2.
Tabmuua 2 — O0ume XapakTepUCTUKH MTOKa3aTeNie U KpUTEPHEB OLICHUBAHMS KOMITCTSHIIHIA TI0 3Tarnam

Iloka3arenu u
KpUTEPUHN

3HaTh

VYMeTh

Bnanets

OTaryHO (BBICOKHIA
YPOBEHD)

Ob6nanaer (hakTHUECKUMU
Y TEOPETHUECKUMU 3HAHU-
SIMU B TIpeieNax u3ydae-
MOl 0651aCTH ¢ TOHUMAaHU-
€M IpaHul] IPUMEHUMOCTH

O6nanaer Auana3oHoOM
MIPAaKTUYECKUX YMEHUH,
TpeOyeMbIX Ui Pa3BUTHUSA
TBOPYECKUX pELICHUH, a0-
CTparupoBaHus MpoodsiemMm

Kontponupyet pabdoty,
IIPOBOJIUT OIICHKY, COBEP-
IICHCTBYET JCHCTBUS pa-
0O0TEI

Xoportio (6a30BbIH

3HaeT (aKThl, MIPUHIIMIIGI,

O0nagaeT quana3’oHoOM

BCpCT OTBCTCTBCHHOCTD 3a

YPOBEHB) MPOIECCHI, OOIIHE MOHSA- | IPAKTHYECKUX YMEHUH, 3aBepIICHHE 33124 B UC-
THS B TIpeJieliax u3ydae- | TpeOyeMbIX JJIs PEIICHUS | CIeIOBAHHMH, IPHCIIOCA0-
MO 00J1IacTH OTIpE/ICTICHHBIX MPOOJIEM B | JIMBAET CBOEC IMOBEICHUE K

00J1aCTH HCCIIETOBAHUS 00CTOSATEILCTBAM B peIlie-
HUU NpoOIeM

VYnosnerBopurenb- | Ob6namaer 6a3oBeiMu 00- | O0MagaeT OCHOBHBIMU PabotaeT npu npsiMmom Ha-

HO (TTOPOTOBBIN IIAMU 3HAHUAMHI YMECHUSIMH, TPEOYEeMbIMH | OJIFOJICHUH

YPOBEHD) JUTSL BBITIOJTHEHUSI IIPOCTBIX

3aaa4

muaiabHeIx MAC.

2 Peanu3zanuss koMneTeHIuii

2.1 Komnerennus I1K-10
[TK-10: crtocoOHOCTBIO OCYHIECTBIATH BIOOP TEXHOJIIOTUH, HHCTPYMEHTAJIBHBIX CPEJICTB, CPEJICTB
BBIYHCITUTEILHOW TEXHUKH U CPEJICTB oOecnieueHus: HHPpOpManoOHHON 6€30MacHOCTH CO3/1aBaeMBbIX CIie-

Jsist hopMHUPOBAHUS KOMITIETEHIIMA HEOOXOIUMO OCYIIECTBUTH Psijl ATAoOB. DTarbl HOpMUPOBAHUS
KOMIICTEHI[UH, TIPUMECHSIEMBIE /IS 9TOr0 BHIBI 3aHATHH M HCIIOJIB3yEMbI€ CPEICTBA OLICHUBAHHS IIPE-
CTaBJIEHBI B TA0OIALIE 3.
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Tabmuma 3 — Drarnsl

OpPMHPOBAHUA KOMIICTCHIWU U UCITIOJIb3YCMBIC CPCACTBA OLICHUBAHUSA

Cocras

3HaTh

YMeTb

Braanern

ConepxaHue 31a-
OB

3HaTh KaKk IPUMEHSATh 3HA-
HUS B 00J1aCTH 3JIEKTPOHU-
KU U CXeMOTEXHHUKH, TEX-
HOJIOTHI, METOJIOB U SI3bI-
KOB IIPOIPaMMHPOBAHUS,
TEXHOJIOTUI CBSI3U U EpE-
Jlaud JaHHBIX IIPU pa3pa-
0OTKe MporpaMMHO-ara-
paTHBIX KOMIIOHEHTOB 3a-
UIUIICHHBIX aBTOMATU3H-
POBaHHBIX CUCTEM B cepe
npodeccuoHaNbHOM Jes-
TEJIbHOCTH.

YMeTb NpUMEHSTh 3HAHUS
B 00JIACTH AJIEKTPOHHUKH U
CXEMOTEXHHKH, TEXHOJIO-
THil, METOHAOB U SI3LIKOB
IPOTPaMMHUPOBAHHUSI, TEX-
HOJIOTUM CBSI3M U IIEpeaa-
YH JJAHHBIX TIPU pa3pa-
00TKe MpOorpaMMHO-arIa-
paTHBIX KOMIIOHEHTOB 3a-
IIUICHHBIX aBTOMATH3H-
POBaHHBIX CUCTEM B cepe
npodecCHOHAIBHOM Jesi-
TEJIBHOCTH.

BrnaneTts crmocoOHOCTBIO
IIPUMEHSTH 3HaHUS B 00-
JIACTH JICKTPOHUKH U CXE-
MOTEXHHMKH, TEXHOJIOTHUH,
METOJIOB U SI3BIKOB IPO-
rpaMMHPOBaHUS, TEXHOJIO-
T CBSI3U U IIEpeaun
JTaHHBIX TPH pa3paboTKe
MIPOTPaMMHO-aIapaTHIX
KOMIIOHEHTOB 3aIlUIIICH-
HBIX aBTOMAaTU3UPOBAaHHBIX
cucteMm B cepe npodec-
CHOHAJILHOU JI€ATEBHO-
CTH.

Bunwl 3ansatuit

* HHTepakTUBHBIE TPaK-
THUYCCKHUC 3aHATUA,
* HHTepakTHBHBIC T1a00-

paTopHbIC 3aHATHS;
* HTepaKkTUBHBIEC JIEK-
LHH;

* IIpakTnueckue 3ans-
TUS;

» JlabopartopHbie pabo-
THI,

o Jlexnuwm;

* CamocTosTenbHas pa-
ooTa;

* HHTepaKkTUBHBIE MPaK-
TUYECKUE 3aHSATHUS;

* HHrepakTuBHBIC 1a00-
paTopHBIC 3aHATHS;

* lHTEepakTUBHBIE JIEK-
LK,

* IIpakrTnueckue 3aHs-
TUS;

 JlaGopatopHbie pabo-
THI,

e Jlekumu;

* CamocTosiTenbHas pa-
0oTa;

* HHTepakTUBHBIE TPaK-
THUYCCKUC 3aHATUA,

* HHaTepakTuBHBIEC 1a00-
paTOpHBIE 3aHATHUA;

» JlabGopaTtopHsbie pabo-
THI;

* CamocTrodTenbHas pa-
0oTa;

Hcnosnb3yembie
CpeICTBa OLCHUBA-
HUS

¢ CobecenoBaHue;
* Oruer 1o 1aboparop-

HOM paborTe;
* Omnpoc Ha 3aHATHUSX;
e 3auer;

* CobecemoBanue;
* Otuert no nabopatop-

HO¥ paboTe;
* Ormnpoc Ha 3aHATHSIX;
* 3ayer;

* Oruer o nmaboparop-
HOM pabore;
* 3aver;

DopMyIMpPOBKa MOKa3aTeIe U KPUTEPUEB OLEHUBAHUS JAHHOW KOMIIETEHIMU NPUBEJCHA B Ta-

omute 4.
Tabmuma 4 — [Tokazarenau ¥ KpUTEPUH OIEHWBAHMSI KOMIIETEHIIMU Ha dTamax

CocTasn 3HaTh YmMmeTs Bnanets
OTIn4HO ¢ 3HaeT B MOJIHOM * B nomaom 00neMe ¢ B nosHoM 00BEME Bia-

(BBICOKHI YPOBEHB)

o0beMe KaK IPUMEHSITh
3HAHUS B 00JIACTH AJICK-
TPOHUKH U CXEMOTEXHHU-
KU, TEXHOJIOT UM, METOAOB
U SI3BIKOB ITPOrPaMMHUPO-
BaHUsl, TEXHOJIOTUH CBSI3U
U Tiepefiaunl TaHHBIX MpU
pa3paboTKe MporpaMMHO-
anmnapaTHbIX KOMIIOHEH-
TOB 3aIIUIIEHHBIX aBTO-
MaTU3UPOBAHHBIX CUCTEM
B cepe nmpodeccruoHa b-

yMeeT MPUMEHSITh 3HAHUS
B 00JIACTH ANIEKTPOHHUKH
U CXEMOTEXHUKH, TEXHO-
JIOTHI, METOJIOB U SI3LIKOB
IPOrpaMMHUPOBaHUS, TEX-
HOJIOTUU CBSI3U U IIEpEaa-
YM JaHHBIX MPU pa3pa-
00TKe IPOTrpaMMHO-
anmapaTHbIX KOMIIOHEH-
TOB 3aIIUIICHHBIX aBTO-
MaTU3UPOBAHHBIX CUCTEM
B c(hepe npodeccroHab-

JIEET CIOCOOHOCTBIO MPH-
MEHATH 3HaHUS B 00J1a-
CTH DJICKTPOHUKH U CXE-
MOTEXHHKH, TEXHOJIOTHH,
METOJIOB U SI3BIKOB TIPO-
TrPaMMHUPOBAHUs, TEXHO-
JIOTH CBSI3U U MEepeiadn
JAHHBIX TpU pa3paboTke
IpOrpaMMHO- arapar-
HBIX KOMIIOHEHTOB 3alllH-
IICHHBIX aBTOMATHU3UPO-
BaHHBIX CHCTEM B cepe
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HOM JACATCIIBHOCTHU. |

HOM JACATCIIBHOCTHU. ,

npodeccuoHabHOM J1es-
TEJIHHOCTH. ;

Xoporto (6a30BbIH

* 3HaeT Ha NPOJIBUHY-

* Ha npoasunyrom

* Ha npoaBunyTtom

TPOHUKHU U CXEMOTEXHH-
KU, TEXHOJIOT UM, METOAOB
Y A3BIKOB TPOTPaMMUPO-
BaHMSI, TEXHOJIOTUH CBSI3U
Y Nepeiayu TaHHBIX MPU
pa3paboTKe MporpaMMHO-
armapaTHbIX KOMIIOHEH-
TOB 3aIUIIIEHHBIX aBTO-
MAaTHU3UPOBAHHBIX CUCTEM
B cepe nmpodeccroHa b-
HOM JIeSITCIILHOCTH. ;

M CXEMOTEXHUKH, TEXHO-
JIOTH, METOJIOB U SI3LIKOB
MPOTPaMMHUPOBAHHUS, TEX-
HOJIOTUU CBSI3U U IIEpEaa-
YW JAHHBIX TP pa3pa-
00TKe IPOTrpaMMHO-
anmnapaTHbIX KOMIIOHEH-
TOB 3aIlMIIEHHBIX aBTO-
MAaTHU3UPOBAHHBIX CUCTEM
B c(hepe npodeccroHab-
HOU JeSITEIILHOCTH. ;

YPOBEHB) TOM YPOBHE KaK IIPUME- YPOBHEC YMECT IIPUMEC- YPOBHE BJIaJI€ET CIIOCO0-
HSITh 3HAHUS B 00JIACTU HSTh 3HAHUS B 00JIACTH HOCTbIO IIPUMEHSTH 3Ha-
AIIEKTPOHHUKH U CXEMO- AIIEKTPOHHUKH U CXEMO- HUSI B 00J1aCTH JIEKTPO-
TEXHUKH, TEXHOJIOTUH, TEXHUKH, TEXHOJIOTUH, HUKU U CXEMOTEXHHUKH,
METOJIOB U SI3bIKOB IPO- METOJIOB U SI3bIKOB MPO- | TEXHOJIOTUH, METOIOB U
rpaMMUPOBaHUs, TEXHO- | T'PaMMHUPOBAHUS, TEXHO- | S3BIKOB IPOrPaMMHPOBa-
JIOTUM CBSA3U U NIEPENaYl | JIOTHM CBA3M U NEPEauYd | HUsA, TEXHOJIOTUN CBS3U U
JAHHBIX NP pa3pabOTKe | JaHHBIX PU pa3padOTKe | Meperadyd JAHHBIX MPU
pOTrpaMMHO- arrapar- IPOTPaMMHO- armapar- pa3paboTKe MporpaMMHO-
HBIX KOMIIOHEHTOB 3aIllU- | HBIX KOMIIOHEHTOB 3alllU- | aNlapaTHbIX KOMIIOHEH-
IICHHBIX aBTOMATU3UPO- | INEHHBIX aBTOMATHU3UPO- | TOB 3ALIUIIECHHBIX aBTO-
BaHHBIX CHCTEM B chepe | BaHHBIX CHCTEM B chepe | MaTU3MPOBAHHBIX CUCTEM
npodeccuoHaIBHOM ies- | mpodeccuoHaNBHOM es- | B cdepe mpodecCuoHab-
TEIbHOCTH. ; TEIbHOCTH. ; HOM JeSTeNbHOCTH. ;

VYraoBneTBopuTenbH | * 3HaeT Ha 6a30BOM * Ha 6a3oBoM ypoBHE * Ha 6a3oBoM ypoBHE

0 (IOpOroBeIi YPOBHE KaK IPUMEHATH yMEET IPUMEHSTh 3HAHMSI | BJIAJIEET CIIOCOOHOCTHIO

YPOBEHB) 3HaHUS B 00J1aCTH 3JIeK- | B OOJIACTU DIEKTPOHUKH | TPUMEHSATh 3HAHUA B 00-

JIACTH DJIEKTPOHUKH H
CXEMOTEXHHKH, TEXHOJIO-
T, METOJOB U S3BIKOB
pOrpaMMHUPOBAHUS, TEX-
HOJIOTUU CBSI3U U TIepea-
M TaHHBIX TIPU pa3pa-
0O0TKE MPOTrpaMMHO-
anmapaTHBIX KOMITOHEH-
TOB 3allMIICHHBIX aBTO-
MaTU3UPOBAHHBIX CUCTEM
B c(hepe nmpodeccroHab-
HOM NeITeILHOCTH. ;

Tabmuna 5 — Dramsl

2.2 Komnerennus I1K-9

[TK-9: criocoOHOCTHIO BBISIBIIATH OCHOBHBIC YTpO3bl Oe30macHOCTH MH(OpPMALIUU, CTPOUTH U HUC-
CJIEZIOBATh MOJICTTH HAPYIIUTEIS B KOMITBIOTEPHBIX CHCTEMaX.

Juist opMupoBaHHST KOMIIETEHIIMK HEOOXOMMO OCYIIECTBUTH PSJ] 3TAMOB. DTarbl (HOPMUPOBAHUS
KOMIICTECHITUH, TIPUMEHSIEMBIC JIJISi STOTO BHIBI 3aHITUH M MCIIOJL3YeMbIe CPEICTBA OIICHUBAHUS TP -
CTaBJICHBI B Ta0nHIIE 5.
OPMHPOBAHUS KOMIIETEHIIMH U HCIIOJIh3yeMbIE CPEJICTBA OIICHUBAHUS

CocTasn

3HaTh

VYMeTh

Bnanets

ConepxaHue 31a-
I10B

OCHOBHBIC YTPO3bI 0€3-
OTIaCHOCTH MH(OpMAIINH,
CTPOWTH U HCCIIEIOBATh
MOJIENT! HAPYIINUTEINS B
KOMITBIOTEPHBIX CUCTEMaX.

OPHECHTUPOBATHCS B COBPE-
MEHHBIX TUIATSIKHBIX CH-
cTeMax W MPUMEHSTb 0-
JyYCHHBIC 3HAHUS Ha
MIPaKTHUKE.

CTIIOCOOHOCTHIO BBISIBIISITH
OCHOBHBIE YTPO3bI 0€3-
OTAaCHOCTH MH(pOPMAIINH,
CTPOUTH U UCCIICOOBATH
MOJICTT! HAPYIINUTEIS B
KOMITIBIOTCPHBIX CUCTCMAX.

Buner 3angaTuit

* lHTepakTHBHBIE MPAK-
TUYECKUE 3aHATUS;

* HWHuTepaxkTuBHBIE J1a00-
paTOpHBIC 3aHATHS;

* lHrepakTUBHBIC JIEK-

* VHTepakTHBHBIE ITpaK-
TUYECKHUE 3aHATHS;

* HWuTepakTuBHbIE 1a00-
paTOpHBIC 3aHATHS;

* lHTrepakTUBHBIC JIEK-

* lHTepaKkTUBHBIE NTPaAK-
THYECKHE 3aHATHS,

* HuTepaxkTuBHBIE J1a00-
paTopHbIE 3aHATHS;
 JlaGoparopHsie pabo-
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1IUH;

* [Ipaktuueckue 3aHs-
THUS,

» JlaGopartopHbie pabo-
THI;

e Jlekuuu;

* CamocrosTenbHas pa-
oora;

1UH;

* IlpakTuueckue 3aHs-
THUSA;

 JlaGopatopHblie pabo-
THI;

» Jlexumuy;

* CamocTosiTenbHas pa-
oora;

THI;
* CamocTosTenbHas pa-
oora;

Hcnonb3yemble * CobecenoBaHue; * Co0ecenoBaHnue; * Ortuer no nabopatop-
CpeACTBa OLUEHUBA- | ¢ Otuer no jgabopatop- | * Otuer no naboparop- | HOM pabore;
HUA HOI1 paboTe; HOI1 paboTe; * 3auer;
» Tecr; * Tecr;
e 3auer; * 3ayer;
DopMyJIMpPOBKa MOKA3aTeJIe U KPUTEPUEB OLECHUBAHUS JAHHOW KOMIIETCHIMU IIPUBEIECHA B Ta-
Omune 6.
Tabmuia 6 — [TokazaTeny ¥ KPUTEPUH OLIEHUBAHUS KOMIIETEHIIMH Ha 3Tanax
CocraB 3HaTh YmeTh Bnagets
OTtnruHO * 3HaeT B MOJIHOM * B nonxnom o0bemMe * B nonHoMm o6beme Biia-

(BBICOKHI YPOBEHB)

00beMe OCHOBHBIE YTIPO-
3bI O€30MaCHOCTH UH(OP-
MaIiuH, CTPOUTH U HCCIie-
JIOBaTh MOJICITA HAPYIIIH-
TEJsI B KOMITBIOTEPHBIX
cucTeMax. ;

YMEET OPUEHTHUPOBATHCS
B COBPEMEHHBIX TUIaTEX-
HBIX CUCTEMaxX U IpHUMe-
HSTh TOJTY4YEeHHBIE 3HA-
HUS Ha MIPaKTHUKE. ;

JIeeT CIIOCOOHOCTBIO BBI-
SIBJISITH OCHOBHBIEC YTPO3BI
6e3omacHOCTH HHpOpMa-
IIUHU, CTPOUTH U MCCIIEI0-
BaTh MOJEIN HAPYIIUTE-
JIs1 B KOMIIBIOTEPHBIX CH-
cTeMax. ;

Xoporo (6a30BbIi

* 3HaeT Ha NPO/IBUHY-

* Ha npoxsunyrom

* Ha nponsunyrom

MallH, CTPOUTH U UCCTIEe-
JIOBATh MOJEIN HapYILHU-
TeJ B KOMIIBIOTEPHBIX
CUCTEMaX. ;

HBIX CUCTEMAX U IIPUMC-
HATH NOJYUCHHBIC 3HA-
HUA Ha ITPAKTHKE. |

YPOBEHB) TOM YPOBHE OCHOBHBIC YPOBHEC YMCCT OPHUCHTH- YPOBHE BJIaJI€ET CIIOCO0-
yrpo3bl 0€30MacCHOCTH pOBATbCA B COBPEMEHHBIX | HOCTBIO BBIABIIATH OCHOB-
UH(POPMALIUH, CTPOUTh U | TUIATEKHBIX CUCTEMaX U HBIE YTPO3bl O€3011acHO-
UCCIIEI0OBAaTh MOZIENIM Ha- | NPUMEHATH MOIy4YEHHbIE | CTU MH(OpMaIUH,
pYLUIHUTEIIS B KOMIIBIOTEP- | 3HAHMS Ha IPAKTHUKE. ; CTPOUTH U MCCIIENOBATh
HBIX CUCTEMaX. MOJICJIH HapyIIUTEIII B
KOMIIBIOTEPHBIX CUCTE-
Max. ;
VYnoBnerBoputenbH | * 3HaeT Ha 6a30BOM * Ha 6a3oBoM ypoBHE * Ha 6a3oBom ypoBHE
0 (IIOpOTOBBIH YPOBHE OCHOBHBIE YI'PO- | yYMEET OPUEHTHPOBAThCS | BIIAAEET CIIOCOOHOCTHIO
YPOBEHB) 361 0€30MaCHOCTH UH(OP-| B COBPEMEHHBIX IJIATEX- | BBISBISTH OCHOBHBIC

yYIpO3bl 0€30MaCHOCTH
UH(POPMAIIUH, CTPOUTH U
MCCIIe0BaTh MOJIEIH Ha-
PYLIUTENS B KOMIIBIOTEP-
HBIX CHCTEMaXx. ;

3 TunoBble KOHTPOJIbHbIE 3aIAHUSA

,Z[JISI peanmaunn BLIIHCHGpe‘-II/ICJIeHHI)IX 3a1a4 O6y‘~IeHI/I$I I/ICHOHI)?;yIOTCSI TUIIOBBIC KOHTpOJII)HI)IG
3aJIaHHs WIIM WHBIC MaTepHabl, HEOOXOAMMBIC JIJIsl OIIEHKH 3HAHWUW, YMEHUH, HABBIKOB W (WJIM) OTIBITA JIe-
ATEIHHOCTH, XapaKTePU3YIOMIUX dTarbl (OPMHUPOBAHHS KOMIIETCHIIMA B MPOIIECCE OCBOCHHUS 00pa3oBa-
TEJTBLHOM MPOTrPpaMMBl, B CJICIYIOIIEM COCTaBeE.

3.1 Bonpochbl Ha cAMONIOATOTOBKY
— Jlatb conepxarenbHOEe OOBSICHEHUS TAKUX YCIYT O€30MaCHOCTH KaK KOH(PHUICHIIMATIBHOCTD, 1IE-
JOCTHOCTb, TTOJUIMHHOCTb, HEOTPEKAEMOCTb U JIOCTYITHOCTD.

CornacoBaHa Ha noptane Ne 17523

17



— IlepeuncnuTh W3BECTHBIE MEXAHU3MBI oOecriedeHusi Oe3omnacHOCTU. OOBSCHUTH B3aUMOCBS3b
ycayr 0€30MacHOCTH, MEXaHU3MOB U AJITOPUTMOB.

— OOBICHUTB, YTO TAKOE COBEPILEHHASI CEKPETHOCTh, IPUBECTU MIPUMEP COBEPILIEHHOI0 MHudpa.
OO6BsicHUT cMBICT TeopeMbl LlleHHOHA.

— (xaro, HO OCMBICIICHHO, MOSICHUTh T€ aCMEKThl aJIreOpbl U TEOPUU YHCENl, KOTOPbIE HCIIOJIb3Y -
IOTCSl B COBPEMEHHOMN Kpunrorpaduu. MynbTUIIIIMKaTUBHAS TPYIIa KOHEYHOTO MOJIs, IO MOJYJIIO COCTAB-
Horo uucna. Teopemsl Oiinepa u depma. DUIMNTUYECKHUE KPUBBIE. [ pyIna TOYEK AUIMITUYECKOW KpH-
BOM.

— Pexumbl mmgppoBanus. [lepeuncnuts 1 0OBSICHUTD pa3iIHyusl.

— MuHumanbHas JUIMHA KIF0Ya CHMMETPUYHOM KPHUIITOCUCTEMBI. DKCIOPTHBIE OTPAHUYEHUS HA
JUIMHY KJIIOYa.

— Mero pacmupeHus: KII0YeBOro mpoctpancTBa. [IpuHIMN HecemapabenbHOro mmdpoBaHUs.
MHoroypoBHeBast Kpunrorpagpus.

— Hudpactpykrypa otkpeiThix Kitoueil (PKI). O6ocHoBaTh HE0OX0IMMOCTh TOAOOHOM HH(ppa-
CTPYKTYphlL. [IpeunciuTe 1 00bICHUTH HA3HAUEHUE COCTABISIOLINX KOMIIOHEHT.

— Xowm-dyskuuu. Kakue THIBI CyIIECTBYIOT, B 4eM ux pasiauuue. OO0bsicHUTH cBoiictBa. Ilepe-
YUCJIUTH 00J1aCTH NpUMEHEeHUs. ATaku Ha X31I-QyHKIUHU. UTO Takoe mapagoKce «JIHEH pOKISHUs»?

— bazoBble NPUHIMITEI TOCTPOCHUS KPUNITOrpahUUCECKUX MPOITOKOIOB.

— AHOHUMHOCTb M HEOTCIEKUBaeMOCTb. [Ipobiema «yxkuHaomMx Kpunrorpa-gposy. «Cienas»
noanuck Yayma. OOBSICHUTh IPUHIUI MIOCTPOEHHUS MPOTOKO-J1a JJI1 aHOHUMHBIX YE€KOB Ha OCHOBE «Clie-
IO MOATKCH.

— [punuunsr kBaHTOBOM Kpuntorpaguu. OObSICHUTH KBAaHTOBBIM IMPOTOKOJ pac-MpeaeieHus
KIIIOYEH.

3.2 TecToBBIE 3a1aHUA

— Jlatb conepkaTebHOC OOBSICHEHUS TAKUX YCIYT 0€30MacHOCTH KaK KOHPHUICHIINATBHOCTD, TIe-
JOCTHOCTB, MOUTHHHOCTh, HEOTPEKAEMOCTh M JOCTYITHOCTb.

— Hndpactpykrypa otkpeIThix Kiatoueil (PKI). O0ocHoBaTh HE0OX0AMMOCTh MOA0OHONM MH(ppa-
CTpyKTYypHL. [lepeunciuts 1 00BSICHUTH Ha3HAYEHUE COCTABIISIONINX KOMITOHEHT.

— Xowm-dyskuuu. Kakue THIBI CyIIECTBYIOT, B 4eM ux pasiauuue. OO0bsicHUTH cBoiicTBa. Ilepe-
YUCIUTH O0JIACTH IPUMEHEHH. ATaku Ha Xo1I-QyHKIKU. UTO Takoe mapagoKe «IHEeH posKaeHUs»?

— bazoBbIe MPUHIHITEI TOCTPOCHUS KPUNITOTPAQUIECKHUX MPOTOKOJIOB.

3.3 Bonipochl Ha colecegoBaHme

— JlaTtb conepxaresbHOEe OOBSICHEHUS TAKUX YCIIYT O€30MaCHOCTH KaK KOH(PHUICHIIMATIbHOCTD, LIe-
JIOCTHOCTB, TMIOUTMHHOCTh, HEOTPEKAEMOCTh M JOCTYITHOCTb.

— Hndpactpykrypa oTkpeIThix Kiatoueil (PKI). O6ocHoBaTh HE0OX0AMMOCTbh MOAOOHONM HH(ppa-
CTpyKTypHlL. [lepeunciuts 1 00BSICHUTh Ha3HAYEHUE COCTABISIOIINX KOMIIOHEHT.

— Xoum-¢yaknuu. Kakue Tunel cylmecTByroT, B 4eM uX paziauuue. O0bicHUTH cBoiicTBa. [lepe-
YUCIUTH O0JIACTH IPUMEHEHMA. ATaku Ha Xa1I-QyHKIKU. UTO Takoe napagoke «IHEeH posKaCHUs»?

— bazoBble MPUHIHITEI TOCTPOCHUS KPUNITOTPAYUIECKHUX POTOKOJIOB.

3.4 TemMbl OIPOCOB HA 3AHATHAX

— TlonsTHe kpunrorpadguyeckoro mporokona. Poab kpunrorpaguyeckux MPOTOKOIOB B CHCTE-
Max 3amuThl nHpopMaruu. OCHOBHBIE aTaKW Ha KPUNTOTpaPUIECKUE MPOTOKOIBI.

— TlonsTHE JEKTPOHHON MOAITMCH. YTIPABICHHE OTKPBITHIME KiTF0uaMi. OCHOBHBIC KOMIIOHCHTBI
UHOPACTPYKTYphl OTKPBITHIX Kitoueil. [loHsTHe cepTu(ukara OTKPBHITOTO KIOYa. YIOCTOBEPSIOUIUIL
HEHTP. ApXUTEKTypa HHPPACTPYKTYPBI OTKPHITOTO KITFOYA.

— TlpoTokonsl HACHTU(GUKAIIMA HA OCHOBE MApOJICH, MPOTOKONBI «PYKOMOXKATHs» M THIA
«3anpoc-oteeT». [IoHATHE MPOTOKOIOB HHTEPAKTHUBHOTO JOKA3aTeIbCTBA U I0Ka3aTebcTBa 3HaHus. [Ipo-
TOKOJIBI HJICHTU(UKAITUN Ha OCHOBE IMPOTOKOJIOB JOKA3aTeIbCTBA 3HAHMS C HYJICBBIM Pa3TJIalliCHUEM.

— IlocTtpoenue 6e30macHOr0 KOMMYHUKAIIMOHHOTO KaHalla HA OCHOBE KPUINITOTpaQUUeCKHX airo-
PUTMOB.

— IIpoGnemsl peanuzanuu KpunTorpadguyeckux anroputMoB. ['eHepanus ciiydaiiHbIX 4ncen. 3a-
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IIMTA OT YTEUKU HH()OPMAIIHH.

3.5 Tembl 1a00paTOPHBIX padoT
— VYcranoBka u HacTpoiika Active Directory Certificate Services
— Kpocc-ceprudukarnus
— Hcnonp3oBaHue KIMEHTOB JIEKTPOHHOM MOYTHI
— Iludposannas daiinosas cucrema Windows
— IIudposanue aucka BitLocker
— Tenepatop xiroueit 1y1st Kpuntocuctembl RSA
— PeanuzoBars nporpamMmmy-mm@poBIIHK

3.6 3auér

— Tlonarue kpunrorpadudeckoro mporokosia. Pomb kpunrorpadgudeckux MpOTOKOIOB B CHUCTE-
Max 3amuThl nHpopMaruu. OCHOBHBIE aTaKW Ha KPUNTOTPaPUIECKUE TPOTOKOIHI.

— TloHsATHE BNIEKTPOHHON MOAMKUCH. YTIPABICHUE OTKPHITHIMU Ki1to4yaMu. OCHOBHBIE KOMITOHEHTBI
UHOPACTPYKTYPBI OTKPBITBIX Kitoued. [loHsTHe cepTudukara OTKPBHITOTO KITOYA. YOCTOBEPSIOIIHI
HEHTP. ApXUTEKTypa HHPPACTPYKTYPBI OTKPHITOTO KITFOYA.

— TlpoTtokonbl uaeHTU(UKAIIMK HA OCHOBE IapoJiel, MPOTOKOIBI «PYKOMOXKATHS» M THIA
«3arpoc-oTBeT». [loHsTHE TPOTOKOIOB HHTEPAKTUBHOTO JA0Ka3aTeJIbCTBA U JOKa3aTeslbcTBa 3Hanus. [Ipo-
TOKOJIBI UJICHTU(HUKAITMN HA OCHOBE MPOTOKOJIOB JIOKA3aTEIHCTBA 3HAHUS C HYJIEBBIM Pa3TIallICHUEM.

— IMocTtpoenue 6e30macHOr0 KOMMYHUKAIIMOHHOTO KaHAJIa HA OCHOBE KPUIITOTPaQUUECKHX ajro-
PUTMOB.

— TlpobGnemMbl peanu3anuy KpUOTOrpapuIeCKUX aJrOpuTMOB. | eHepanus ciaydalHbIX duces. 3a-
[IATA OT YTEUKHU HHPOPMAITUH.

4 MeToanuecKue MaTepuabl
Jns obGecnieueHus mpoiiecca OOy4eHHs] U pelIeHus 3a1a4 O0ydeHHs] UCTIOIBb3YIOTCS CIEIYIoIIne
MaTepHaIbl:
— METOJMYECKHe MaTepuaibl, ONpeIesIonIie MPoLeayphl OLICHUBAHUS 3HAHUH, YMEHUI, HaBbI-
KOB ¥ (MJIM) OTIBITA JESATSILHOCTH, XapaKTePU3YIOIINUX 3TAIbl (OP-MHUPOBAHHSI KOMIIETCHIIUNA, COTJIACHO TI.
12 paboyeit mporpaMmel.

4.1. OcHoBHasl JUTEpPaTYypa

1. Kpunrorpadus B 3agavax u ynpaxsHenusix / B. O. Ocumnsn, K. B. Ocumnsin. - M. : T'ennoc
APB, 2004. - 143[1] c. : un. - 3am. o6n. : Kpunrtorpadus B ynpaXHEHUSX M 3aJadax. - 3ari. Ha
kopemke : Kpunrorpadus B ynpakHeHUsX U 3a1a4ax. - bubmumorp.: c. 139. - ISBN 5-85438-009-9 : 52.25
p. (Hamnuue B 6momuorexe TYCVYP - 50 3k3.)

2. Kpunrorpadus : yueOnuk ans By30B: nep. ¢ auri. / H. Cmapt ; nep. C. A. Kynemos, pen. nep.
C. K. JIaamo. - M. : Texnocdepa, 2005. - 525[3] c. : w1 - (Mup nporpammupoBanus ; VIII-05). - ITpenm.
yKa3.: ¢. 524-525. - ISBN 5-94836-043-1 : 402.00 p. (mammuue B 6udmmoreke TYCVYP - 11 3k3.)

4.2. JlonosHuTEIbHAS JJUTEpaTypa
1. OcHoBbl kpuntorpadguu : yueOHoe nocoodue ans By3os / A. I1. Andepos [u ap.]. - 3-e u3n.,
ucnp. u got. - M. : I'emmoc APB, 2005. - 479, [1] c. : un. - bubmwmorp.: c. 469-475. - ISBN 5-85438-137-0
(namuune B 6ubmmorexe TYCVYP - 30 3k3.)

4.3. O0s13aTesibHbIE Y4eOHO-MeTOoAUuYeCKHe NM0CoO0us
1. Esctotun O.0. Kpunrorpaduieckre METOIbI 3alIUTHI HH(POPMALIUU: METOJMUYECKUE YKa3aHUSI
JUISL BBITIOJTHEHUS! TIPAKTHYECKUX M CAMOCTOSTEIBHBIX PaboT [DnekTpoHHBI pecype]. — 2014. [Dnek-
TpPOHHBIH pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf
2. Escrotun O.0O. Ilpuxnannas kpuntorpadus: METOAMUSCKUE YKA3aHUs IJIs1 BHITTOJIHEHHS J1a00-
PaTOPHBIX U CAMOCTOSATEIBHBIX paboT [DneKTpoHHBIN pecypc]. — 2014. [DnexTpoHHbI pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf

4.4. ba3bl JaHHBIX, HHPOPMAILMOHHO CIIPABOYHbIE H IOMCKOBBIE CHCTEMbI
1. Google — nouckoBas cucreMa UHTEpHETa, IpUHAAIexamas kopnopauuu Google Inc.
2. SlHpekc — MOMCKOBas cHCTEMa MHTEpPHETa, MPUHAIICKALINN pOCCHIICKON Kopriopanuu «SIH-
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