MUHUCTEPCTBO OBPA3OBAHUSA U HAYKHU P®D
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCVYP)
YTBEPXIAIO
ITpopekTop no yueGHOM paboTe
II. E. Tposn
«_» 20

PABOYA I [TIPOT PAMMA YUEBHOU JIMCIATIJIMHBI
OcHOBBI IOCTPOCHHS KOMIILIOTEPHBIX ceTeil

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

Hampasnenue noaroroBku (cneruanbHocTh): 11.03.01 Paguorexnnka

HanpasnenHocts (npoduns): PaguorexHudeckue cpeacTBa mnepegayd, npueMa u  o0padoTKH
CHUTHAJIOB

®dopma 00ydeHUs: 3a09HAA

@axynpreT: 3uB®, 3a04Hblii U BeyepHUid paKyIbTET

Kagenpa: TOP, Kadeapa TejjekoMMyHUKALMI M OCHOB PAAUOTEXHUKH

Kypc: 2,3

Cemectp: 4, 5

YueOnsrit man Hadopa 2015 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunpl yueOHOI AeITebHOCTH 4 cemectp 5 cemecTp Bcero Enununne
1 | Jlexuun 4 4 JacoB
2 |IlpakTHueckue 3aHATUS 4 4 4acoB
3 | JlaGopaTopHbie pabOTHI 4 4 4acoB
4 | Bcero ayaqMTOpHBIX 3aHITUI 8 4 12 4acoB
5 | CamocTtosiTensHas pabora 64 131 195 4acoB
6 | Bcero (6e3 ax3aMeHa) 72 135 207 4acoB
7 | IloaroroBka M cmada dK3aMeHa 9 9 JacoB
8 | OOmmas TpyI0eMKOCTb 72 144 216 9acoB
2.0 4.0 6.0 3.E

KontpomnbsHbie paboThl: 5 cemectp - 1
DK3aMeH: 5 cemecTp

Tomck 2017
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(t)ﬁ,:[pbl
npotokon Ne 5 oT « 28 » 3 2017 1
JIUCT COTTTACOBAHUN

PaGouas nmporpamma cocTaBiieHa ¢ y4eTOM TpeOoBaHU# (eepalbHOTO TOCYIaPCTBEHHOTO 00pa30-
BaTeJIbHOTO cTaHaapTa Boicuiero oopazoBanus (PI'OC BO) no HampaBiIeHUIO MOATOTOBKU (CHEIMAIbHO-
ctr) 11.03.01 Pagnorexnuka, yrBepxaeHHoro 06 mapta 2015 roma, paccMoTpeHa U yTBEpKIeHa Ha 3ace -

JTaHUU Kapenpsl «  » 20 ropa, npotokon Ne
PazpaboTunk:
noueHt kag. P3N E. B. CmupHOB

3aBenyromuii odecrieunBaroien kag.
P31 A. C. 3agopun

Pabouas nporpamma corsnacoBana ¢ (pakynbTeToM, NpoQUINpPYyIOLIei U BhITycKatolen kadeapamu
HaIpaBJICHUs TOJITOTOBKH (CHEIMAIBLHOCTH).

Jexan 3uB® . B. Ocurmos
3aBeAyIOIHi BRITYCKAIOIICH Kad.

TOP A. A. T'enbuiep
DKCHepr:

npodeccop kad. P3U A. C. 3apopun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro M3ydeHUs TUCHUIIINHBI SBJISETCS MOATOTOBKA CIICIIMAIMCTOB B 00JIACTH OCHOB TEOPUU U
MPUHIIUIIOB Pa0OThI KOMIIBIOTEPHBIX CETEH.

1.2. 3agaun IMCHMIIINHBI

—  OCHOBHBIMHM 33J]a4aMU U3YYECHUS AUCITUTUTHHBI SBIISIOTCS:

—  O3HAKOMJICHHE C apXUTEKTYpOH COBPEMEHHBIX KOMITBIOTEPHBIX U TEJIEKOMMYHHKAITMOHHBIX
ceTell, MPUHIMIIAMHU CETeBOTO B3aMMOJICHCTBHSI, TEXHOJIOTHSAMHI U CTaHAApTaMH JIOKATbHBIX M TJI00AIh-
HBIX CETEH, XapaKTepUCTUKAMU CeTel, GU3MUECKUMHU CpeaMu repefaun qaHHeixX. [lonydenue npakruye-
CKHX HaBBIKOB MPOCKTUPOBAHUS JIOKATBHBIX CETEH OpraHU3aluii U pabOThI C CETEBBIM 00OPYIOBaHHEM.

2. Mecto mucuuniuebl B ctpykrype OIIOII

Jucuuminaa «OCHOBBI MOCTPOEHUsT KoMIbloTepHbIX ceteit» (b1.B./IB.1.1) otHOcuTCs K 010Ky 1
(BapuaTHBHAsl YacTh).

[TpenmecTByOIKUMH TUCHMIUIMHAMY, (OPMHUPYIOIIUMH HayallbHbIE 3HAHMS, SIBISIOTCS CIEIYIO-
mye aucuuIuinHbl: OcHOBBI Teopuu Lened, Ousuka, DIeKTpOANHAMUKA U pacIpPOCTPaHEHHUE PaJHOBOIIH,
DNEKTPOHUKA.

[TocnenyromumMy TUCHUITIMHAMYA SIBJSIFOTCSA: AHAJIOTOBBIE M IM(POBBIE OBICTPOICHCTBYIOIHE
ycrpoiictBa, OcHOBBI KoMIbIOTepHOTro npoekTupoBanus POC, Pagnorexuuueckue cucremsl, Lludposas
00paboTKa CUTHAJIOB.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCUMILTUHBI

[Tpouiecc n3yueHus: AMCUUILIIMHBI HAMpaBjieH Ha (JOPMUPOBAHUE CICAYIOMIUX KOMIIETCHIIN:

— TIK-6 roTOBHOCTBIO BBITIOIHATH PacueT U MPOCKTHPOBAHUE JETAJICH, Y3JI0B U YCTPONCTB pa-
JTUOTEXHUYECKUX CUCTEM B COOTBETCTBHM C TEXHHUYECKUM 33JaHUEM C MCIOJIb30BAHUEM CPEJICTB aBTOMA-
TH3AIUU IPOSKTHPOBAHNS,

B pesynbrare n3ydyeHust IUCUMIUIAHBI CTYACHT JOJIKEH:

— 3HATh APXHUTEKTYpPY ITI00aIbHBIX U JIOKAIbHBIX ceTed, OOIue NpuHIMIIBI Iepeaadn nHpop-
MaIiH B CETSIX, OCHOBHbIE OpraHU3alUH [0 CTaHIAPTU3ALUN CETEBBIX CPENICTB, APXUTEKTYPY OCHOBHBIX
BUJIOB CETEBOT'0 000PYIOBaHUS, OOIIME TPUHIIUIIBI TIepeaayr HHPOPMAIIMU B CETSIX, IPUHIUIIBI TIOCTPOE-
HUS KOMIBIOTEPHBIX CETEH, CTaHIapThl JOKAIbHBIX ceTeil, Ctek mpotokomoB TCP/IP, Ctpykrypy TI10-
OanbpHOM cetn MHTEpHET, 3TanoHHyto Mozaens OSI.

— yMeThb Opranu3oBBIBaTh U KOH(PUTYPUPOBATH KOMITHIOTEPHBIE CETH, CTPOUTH M aHAIU3UPO-
BaTh MOJETU KOMIIBIOTEPHBIX ceTel, 3(p(PeKTHBHO MCTIOIB30BATh anmapaTHbie U MPOrpaMMHbIe KOMIIOHEH-
ThI KOMITBIOTEPHBIX CETEeH MPU PEIICHUH PAa3IMYHbIX 3a71a4

— BJajeTh MeTopaMu pacyeTa mapaMeTpoB U OCHOBHBIX XapakTepuctuk KC

4. O0beM JMCHUIIMHBI M BUbI y4eOHOH padoThl
OO01ast TpyI0EMKOCTb JUCLHUIUINHBI COCTaBIsIET 6.0 3aUeTHBIX €IMHMILIBI U IIPECTaBIeHa B TaOIH -

%Zgﬁilﬁa 4.1 — TpynoeMKOCTh JUCUUILIMHBI

Bupl yueOHO 1€ TEIIBHOCTH Bcero yacos CemecTpsl

4 cemectp 5 cemecTp

AymutopHsble 3aHATHS (BCETO) 12 8 4
Jlexmn 4 4
[IpakTnueckue 3aHATHS 4 4
JlaGopaTtopHbIe pabOThI 4 4
CamocrosiTenpHast paboTa (Bcero) 195 64 131
OdopmieHue oT4eToB 110 Ja00paTOPHBIM 4 4
pabotam
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 22 22
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[ToaroroBka Kk MpaKTUYECKUM 3aHSATHUSIM, 38 38

CeMHHapam

BrlinonHeHHE KOHTPOJIBHBIX PadoT 131 131
Bcero (0e3 ax3amena) 207 72 135
IToaroroBka u caya sK3amMeHa 9 9
OO6mmas Tpy10eMKOCTh 4 216 72 144
3auetHbie EnuHUIBI 6.0 2.0 4.0

5. Conep:xaHue TUCHMILIMHBI

5.1. Pa3gennl AMCHUILIMHBI K BUALI 3AaHATHHA
Pazniensl IUCUUIUTMHEI ¥ BUABI 3aHATUH IPUBEACHBI B Tabmuiie S.1.
Tabimua 5.1 — Paszgens! fUCHUILIMHEBL U BUABI 3aHATHI

- - g
= ‘] -~ s s
< Q. = 8 =z 2 =
= o © s S O 2 g
= = z 5 s 3 > 5
Has3Banus pa3nenoB QUCHUATIIIMHBL % & = S o O £ 5
= £ £ 5|85 &%
: g 5 =8 &z
= S <}
e, Ic:jvs 5
= @)
4 cemectp
1 CETEBBIE APXUTEKTVYPBI. 1 1 0 4 6 I1K-6
2 CETEBBIE MOJIEJIN 1 0 0 10 |IIK-6
3 CETEBBIE ITPOTOKOJIbI 1 0 0 7 8 ITK-6
4 ®DUSNYECKAS CPEJA TIEPEJJAUYN 0 1 0 10 11 |IIK-6
JAHHBIX
5 METOIbI INTEPEJJAYM TAHHBIX 0 0 8 8 I1K-6
6 OPTAHM3ALMST MEXKCETEBOI'O 1 2 0 26 29 |IIK-6
B3AUMOJIECTBUA
Hroro 3a cemectp 4 4 0 64 72
5 cemecTp
7 BeINoTHEHNE KOHTPOJILHBIX padoT 1Mo 0 0 4 131 135 |IIK-6
COOTBETCTBYIOLIUM paz/iesiaM JUCLHILIU-
HBI
Hroro 3a cemectp 0 0 4 131 135
Hroro 4 4 4 195 207
5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTLINH (TI0 JIEKIHUIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 - CogepkaHue pa3aenoB AUCHUILUIMH (TIO JSKIUSIM)
3 z S
s 5
Haspamms pasieiion Copneprxanue pas3zienoB JUCHUILIMHEI 110 : - § %
JIEKUIUAM Q s 2
=S 22
al >
~ S
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4 cemecTp

1 CETEBBIE APXUTEKTVYPBI.

KomnbrotepHbie cetu. OCHOBHBIE MTOHS-
TrsA. OCHOBHBIE aNIapaTHbIE U IIPO-
rpaMMHbIE KOMITIOHEHTHI ceTu. Kimaccudu-
Kalusl KOMIIBIOTEPHBIX CeTel. ApXUTEK-
Typa cetu HTEpHET

Hroro

[1IK-6

2 CETEBBIE MOJIEJIN

ITousrue cereBoii Monenu. CereBast MO-
nens OSI.

Htoro

[1IK-6

3 CETEBBIE ITPOTOKOJIbI

[Tonsarue nportokona. [Tpunume! paboTe
IIPOTOKOJIOB Pa3HbIX YPOBHEH.

HUroro

[1IK-6

6 OPTAHU3ALIA
MEXCETEBOT'O
B3AMMOJEUCTBUA

[TonsaTue u (GpyHKLIUU CETEBOrO ajlanTepa.
OcHOBHbIE YCTPOWCTBA, MpeAHA3HAUCH-
HBbIE JUIsl OPraHU3aluu MEKCETEBOrO B3a-
umojercTBusa. Mapupyruzarop. [nro3.
bpanamayasp. Moct. KommyraTtop. Anpe-
caius B TCP/IP, PaGota ¢ npoTokonamu
IIPY HaCTPOMKE KOMIIBIOTEPHBIX CETEH:
[Iporokon paspemenus anpeco ARP,
Ceresoii npotokoin [Pv4, IPv6, ICMP,
Tpaucnoptabie mpotokonsl TCP, UDP

HUroro

1

[1IK-6

Hroro 3a CEMCECTP

4

Hroro

4

5.3. Paznenbl JMCUMILVIMHBI M MEXKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYyuBAKIIMMH (NPeAbl Ty IIUMH)

U o0ecrnieynBaeMbIMHU (MOCJIETYIOIIUMHU) TUCHUIIIMHAMHA

Pazgensl qUCIUIUIMHBI U MCKJIUCHUIITIMHAPHBIC CBA3HU C O6CCHC‘-II/IB8.IOH_II/IMI/I (HpC,Z[LI,Z[yIJ_[I/IMI/I) u

obecrnieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBIEHBI B TabmuIe 5.3.

Ta6Jmua 5.3 - Pazgens! IUCHUIINHEL U MCKJIUCHUIIIIMHAPHBIC CBA3U

HaunmeHoBanme JUCHUITIIINH

Ne pa3nenoB maHHOW AMCUUIUIMHBL, IJIs1 KOTOPBIX HEOOXOIMMO
u3y4yeHue 00eCceYMBAOIMX U 00€CIIeUNBAEMbIX JUCLUIUINH

1 2 3 4 5

6

7

Hpe,[[I.HCCTBYIOH_II/IC JAUCIUITIINHBI

1 OcHOBBI TEOpUU TIETICH

2 ®usnka

3 DnexTpoauHaMHKa U PaclpocTpa-

CTPOJICUCTBYIOIIME YCTPOHCTBA

+ +
HEHHE PaTUOBOITH
4 DneKTpoHUKa + +
[Tocnenyrouue TUCHUIIIMHBL
1 AnanoroBsie 1 TU(PPOBHIE ObI- N n N N 4

2 OCHOBBI KOMIIBIOTEPHOTO MPOEK-
tupoBanus POC
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3 PagnoTexHUYECKUE CUCTEMBI + +

4 Tludposas 0O6pabOTKa CUTHAIIOB + +

5.4. CooTBeTCTBHE KOMIIETEHIUI, (POPMHUPYEMBbIX PHU U3YUYEHUH TMCUMILIUHBI, 1 BUAOB 3aHATHI
CootBercTBHE KOMIETEHLUH, (HOPMUPYEMBIX MPHU H3YyYECHUM AMCLUMIUIMHBI, W BHUJIOB 3aHATUN
MpeJICTaBICHO B Tabmwmie 5.4
Tabmuma 5.4 — CooTBETCTBHE KOMIIETEHIIUNA ¥ BUIOB 3aHATHN, POPMUPYEMBIX TIPH U3YICHHUH JTUCITUTIIIH -
HBI

Bunnl zansatuit

DopMBI KOHTPOJIA

Kommerenimmn
Jlexknun

+ | IlpakTudeckue 3aHATUS
+ | JlaGopaTopHbie pabOTHI
+ | CamocrosTrenbHas paboTa

I1K-6 + [IpoBepka KOHTPOJBHBIX pa-
60T, OTueT no 1abopatop-
HOH paboTe, Onpoc Ha 3aHsI-
THsx, Pedepar, Otuer no

IMPAKTUYCCKOMY 3aHATHUIO

6. UnTepakTHUBHBIE MeTOAbI U GOPMBI OPraHU3aANNH 00yYeHUs
He npenycmorpeno PVYII

7. JIaGopaTtopHbie padoThI
HaumenoBanue nabopaTopHbIX padboT npuBeaeHo B Tabauue 7.1.
Tabmuua 7. 1 — HaumenoBanue 1abopaTopHbIX padoT

3 =
S ==
Z 25
O
HasBanus paznenos HaumeHnoBaHue 1a60paTopHbIX padoT zF &5
- 2 g
> Sz
o Q Z
= S
5 cemecTp
7 BolnosHeHNE KOHTPOJIbHBIX paboT | IP-agpecanus B KOMIIBIOTEPHBIX CETSX. 2 [1IK-6
10 COOTBETCTBYIOLIUM pa3ieiiam CraTnueckas MapIIpyTu3anus
AMCTTHILTHHDL becnpoBOHBIE KOMIIBIOTEPHBIE CETH 2
Hroro 4
Hroro 3a cemectp 4
Hroro 4

8. lIpakTHYeckue 3aHATHSA (CEMUHAPHI)
HanmMeHnoBaHnue npakTUUeCKUX 3aHATHN (CEMHUHAPOB) MpUBEIeHO B Tabmmie 8.1.
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Tabmuua 8. 1 — HaumeHoBaHUE MPaKTUYSCKUX 3aHATHI (CEMUHAPOB)

HanmMeHoBaHME NPAKTHYECKUX 3aHATUN

HasBanus pasnenos
(cemuHapoOB)

TpynoeMkocTsb,
q
dopmupyembie
KOMIIETEHIIUU

4 cemecTp

1 CETEBBIE APXUTEKTYPHI. ApXUTEKTYypa JOKaJTbHOW BBIYUCIUTEIb-
Holi cetn u cetu UuTepuer. TpeboBanus
K POEKTUPOBAHUIO KOMIIBIOTEPHBIX CE-

TEeH.

—_—

I1IK-6

HUroro 1

4 DUBNYECKASA CPEJA becnpoBoansbie mHUM cBs3u. M3Mepenne 1 [TK-6
IIEPEJAYN TAHHBIX CKOpPOCTH Tlepeiayn TaHHbIX. Buabl u xa-
pakrepuctuku kabenei. Ethernet: Ha Bu-
Toii mape. OGKUM BUTOW Napsl U
npokajaka kaoens. Pabota ¢ ceTteBbiM
o0opynoBaHUEM

HUroro 1

6 OPTAHMU3ALNA OcCHOBHBIE YCTPOWCTBA, IPEAHA3HAUCH- 2 [1IK-6
MEXCETEBOI'O HBIE JUIsl OpTaHU3alMi MEXKCETEBOrO B3a-
B3AUMOJIEMCTBUSA umoieiicTBus. PaboTa ¢ ceTeBbIM 000pY-
JIOBAaHUEM IIPU HACTPOMKE MEKCETEBOIO
B3auMOJEHCTBUA: MapipyrusarTop.
[nro3. Bpanamaysp. Moct. Kommyratop.
Anpecarus B TCP/IP, [IpoTtokon pa3spe-
menus aapecoB ARP, CereBoii mpoToKom
[Pv4, IPv6, TpancnOpTHBIE IPOTOKOJIBI
TCP, UDP. YnasenHoe IOOKIIOUEHHE K
pabouemMy cronry u3 BHemHel ceTu. Ha-
CTpOIKa TOCTEBOM CETH. YTIPaBJIEHUE J10-
CTYIIOM K CETEBBIM PECYpCaM.

HUroro

Hroro 3a cemectp

Hrtoro

9. CamocrosiTesibHasi padoTa
Bunsl camocTosiTenbHOIM paboThl, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETECHIIUU MTPEICTABICHHI B
tabmune 9.1.
Tabmuia 9.1 - Buasl caMoCTOSTETbHON paboThI, TPYIOEMKOCTh U (POpPMHUpPYEMbIe KOMIIETCHIIUU

3 @]
= z =
2 5 =
Bunabr camocTosTensHOM & > O
HasBanus pasnenos = & B @opMBbI KOHTPOJIA
paboTsI 2 s 2
=S 22
a e g
= S
4 cemectp
1 CETEBBIE [ToaroroBka k mpakTuye- 2 |IIK-6 Onpoc Ha 3anatusax, Ot-
APXUTEKTYPHI. CKHUM 3aHATHSIM, CEMHHA- 4eT 1o J1JabopaTopHOil pa-
pam oore, Pedepar
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[IpopaboTka TeKIIHOHHOTO
Matepuana

Htoro

2 CETEBBIE MOJIEJIN

[ToaroroBka k mpakTuue-
CKHMM 3aHSITHSM, CEMHUHA-
pam

IToaroroBka K mpakTuie-
CKHM 3aHSATUSAM, CEMUHA-
pam

[IpopaboTka ITeKIIHOHHOTO
MaTepuana

Htoro

[IK-6

Onpoc Ha 3aHaTusax, Ot-
4eT 1o 1abopaTopHOil pa-
oore, Pedepar

3 CETEBBIE
[MTPOTOKOJIbI

[ToaroroBka k mpakThye-
CKHMM 3aHSITHSIM, CEMHUHA-
pam

[IpopaboTKa JIEKIUOHHOTO
Marepuaia

OdopMmieHre OTYETOB IO
J1abopaToOpHBIM paboTam

HUroro

[IK-6

Onpoc Ha 3aHaTusax, Ot-
4eT 1o 1abopaTopHOil pa-
oore, Pedepar

4 ®U3NYECKAS
CPEJIA TIEPEJJAUN
JIAHHBIX

IToaroroBka K mpakTuie-
CKHM 3aHATHUSAM, CEMUHA-
pam

[IpopaboTka JIeKIIHOHHOTO
Marepuaia

Htoro

10

I1IK-6

Omnpoc Ha 3ausaTusx, Ot-
4eT 1o JabopaTopHOi pa-
6ote, Pepepar

5 METO/IbI TIEPEJIAUN
JIAHHBIX

[ToaroroBka Kk mpakTuue-
CKHM 3aHSITHSIM, CEMHHA-
pam

IIpopaboTka JIEKIIUOHHOTO
Marepuaia

Hroro

I1IK-6

Ompoc Ha 3ausTusax, OT-
YeT 10 JIaDOpaTOpHOIt pa-
6ote, Pedepar

6 OPTAHU3ALINA
MEXCETEBOT'O
B3AMMOJENUCTBUA

[TonroToBka k nmpakTuye-
CKHM 3aHSTHSAM, CEMHHA-
pam

16

[IpopaboTka JIEeKIIMOHHOTO
Mmarepuasna

OdopmiieHre 0TIETOB TIO
nabopaTopHbIM paboTam

Hroro

26

I1IK-6

Onpoc Ha 3aHaTusx, Ot-
4eT 1o JabopaTopHoOi pa-
oore, Pedepar

Hroro 3a cemectp

64

5 cemecTp

7 Beimmonngenue
KOHTPOJBHBIX padoT 1O
COOTBETCTBYIOIIUM

Brmmonaenne KOHTPOJIbHBIX
pabot

131

Hroro

131

[IK-6

[TpoBepka KOHTPOIBHBIX
pabor
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pasnenam JTUCIUIUIAHBI

Hroro 3a cemectp 131
IToaroroBka u ciada sK3a- 9 OKk3aMeH
MeHa

Hroro 204

9.1. TeMbI KOHTPOJIBHBIX padoT

[Tporokonsr ARP, RARP, ICMP

Ceresoil nporokon [Pv4,

. CereBoii npotokon [Pv6,

10. IIporokomnst TCP, UDP.

11. 1IEEE 802.11 (Wi-Fi) - ocHOBHbIE CTaHIApPTHI

12. 1IEEE 802.11 (Wi-Fi) - knaccudukanus ceteil BONpOCkl MPOSKTUPOBAHUS OECTIPOBOIHBIX Ce-

1. OcHOBHBIC anmapaTHbie U MPOTPaMMHBIC KOMITOHCHTHI CETH.
2. Ilpunnunsl paboThl TPOTOKOJIOB Pa3HBIX YPOBHEM.

3. Texnomorus Ethernet.

4. @wusuueckoe u Jorudeckoe koauponanue B Ethernet.

5.  Mapupyruzamusi.

6. Anpecanus B TCP/IP,

7.

8.

9

TEH.
13. Texuosoruss VPN
14. TIpotokon IPsec
15. Texuomorust NAT

10. KypcoBasi paGoTa (Ipoexr)
He npenycmorpeno PVYII

11. PeiiTuHroBas cucremMa JJisi OHEHKH yCIIeBAeMOCTH CTYJICHTOB
He npenycmotpeno

12. Y4yeOHO-MeTOANYeCKOEe 1 MHPOPMALMOHHOE 0OOecreYeHre JUCHMIIIMHbI

12.1. OcHoBHas JUTEpaTypa
1. Omudep, Buktop I'puropreBuy. KommbroTepHbie cetu: [IpUHIUIBI, TEXHOIOTUH, TIPOTOKOIIBI
[Tekct] : yueOnuk ans By3oB / B. I'. Omudep, H. A. Omudep. - 4-e uzn. - CII6. : [IMTEP, 2013. - 944 c. :
WL, Ta0m. - (YueOHuk it By30B. CTaHIapT TPEThEro MoKoneHus). - And. ykas.: ¢. 918-943. - ISBN 978-
5-496-00004-8 : 470.69 p. YIIK 004.72(075.8) PYB 004 (manuune B 6udmotexke TYCYP - 18 7k3.)

12.2. lonosiHUTEIbHAS JIUTEPATYpPa

1. Tamenbaym, Duupro. Kommbrorepusie cetu [Tekct] : Hayunoe m3manue / J. Tanenbaym, /1.
Vazepomr. - 5-¢ w3n. - CII6. : [IUTEP, 2013. - 960 c. : wn., Tabm. - (KJIACCUKA COMPUTER
SCIENCE). - Ilep. ¢ anr. - Ang. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B
oubmmoreke TYCVYP - 15 9k3.)

2. Omudep, Bukrop I'puropseBud. Kommbrotepusie cetu: [IpUHIUIIBI, TEXHOIOTUH, TPOTOKOIIBI
[TekcT] : yaebHOE mocobue anis By3oB / B. I'. Omudep, H. A. Omudep. - 4-¢ uzn. - CII6. : [IMTEP, 2012. -
944 c. : un. - (Yuebnuk 1t By30B) (CtaHmapt TpeTbero rnoxkosneHus). - bubmorp.: c¢. 917. - ISBN 978-5-
496-00004-8 : 440.44 p. (maymmuue B 6udmmotexe TYCVYP - 11 9k3.)

12.3 YueOHO-MeTOANYECKHE MTOCOOHS

12.3.1. O0s3aTesibHbIE y4eOHO-MeTOAuYeCKH e MOCO0Uus
1. OCHOBBI KOMIBIOTEPHBIX CETEBBIX TEXHOJOTH: MeToaudecKknue peKOMEeHIAIusIMu K Jabopa-
TopHbIM pabotam / Aree E. FO. - 2011. 83 c. [OnekrtponHsiii pecypc| - Pexum npocryma:
https://edu.tusur.ru/publications/901, nara obpamenus: 26.04.2017.
2. JloxanbHble KOMIIBIOTEpHBIE CeTH: MeToAuuYecKue yKa3zaHUs MO0 CaMOCTOSTEIbHOU padote /
Areee E. 1O. - 2012. 12 c. [Onexkrponnsii  pecypc] - Pexum  pocryna:
https://edu.tusur.ru/publications/2037, nara o6pamenus: 26.04.2017.
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3. Okcrutyaranysi 1 pa3BUTHE KOMIBIOTEPHBIX CHUCTEM U ceTel: PyKoBOACTBO K OpraHW3amuu
camocrosTenbHON padoTel / Muxanbuenko C. I'. - 2012. 127 c¢. [DaexTponHsIii pecypce] - Pexxum gocryna:
https://edu.tusur.ru/publications/929, nara obpamenus: 26.04.2017.

4. Hcnonw3oBaHUE CETEBBIX MpOrpaMMHBIX yTHIIHT Windows: MeTonudeckue ykazanusl K J1abo-
paropubiM pabotam / Arees E. 0. - 2012. 17 c. [Dnekrponssiii pecypc] - Pexxum pocryma:
https://edu.tusur.ru/publications/2041, nata o6pamenus: 26.04.2017.

5. 3ammra MHOOPMAIMOHHBIX MPOLECCOB B KOMIBIOTEPHBIX CUCTEMax: YUeOHO-METOIMYECKOe
nocobwue 1o nmpoBeAcHUIo npakTudeckux 3anatuii / AreeB E. 1O. - 2012. 35 c. [DnekrpoHHBIA pecypce] -
Pexxum noctyna: https://edu.tusur.ru/publications/1850, nata obpamenus: 26.04.2017.

12.3.2 YuyeOHO-MeTOAMYeCKHUE MOCOOHS AJIsl JIML C OTPAHMYEHHBIMHU BO3MOKHOCTSIMHU 310POBbS

Y4eOHO-MeToIMUeCKUEe MaTepHalibl Il CAMOCTOSITENIbHOM U ayAUTOPHOM pabOThl 00ydaroluxcs
U3 YKClia WHBAIUAOB NPEJOCTABISAIOTCA B (OopMax, aJaNTHPOBAHHBIX K OTPAHUYEHUSM WX 3I0pPOBbS U
BOCHPHUSATHS UH(OPMALUH.

JLisl JInI ¢ HAPYIIeHUSIMU 3PEHUSI:

- B (hpopMe FIIEKTPOHHOTO TOKYMEHTA;

- B Me4aTHOU (hopMe yBETUYCHHBIM MIPUPTOM.

JIJisl I ¢ HAPYIIEHUSIMU CJIyXa:

- B (hpopMe FIIEeKTPOHHOTO TOKYMEHTA;

- B Me4aTHOU opme.

JlJiis1 NI ¢ HAPYIIeHUSIMU ONIOPHO-ABUIaTeIbHOT0 ANNaparTa:

- B (hopMe FJIEKTPOHHOTO TI0KYMEHTA;

- B Ie4aTHOU hopme.

12.4. ba3pl JaHHBIX, HH(POPMANMOHHO-CIIPABOYHbIE, IOMCKOBbIE CHCTEMBbI B Tpedyemoe
nporpamMMHoe odecrieyeHne
1. O6pazoBarenbHblii mopTan ynusepcureta (https://edu.tusur.ru/, https://lib.tusur.ru); snexTpoH-
Hble HH(OPMAIIMOHHO-CIIPABOYHBIE PECYPCHI BBIUMCIUTEIbHBIX 3a10B Kadenpsr P3U.

13. MarTepuajibHO-TEXHHYeCKOe o0ecredyeHue QU CHUNINHbI
13.1. O6mue TpedoBaHNS K MATEPHATbHO-TEXHUYECKOMY O0ecreYeHU 0 TN CHUTITHHbI

13.1.1. MaTrepuaibHO-TEXHMYECKOe o0ecrevyeHue /sl JIEKIMOHHbIX 3aHATHH
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJAbTALIUH, TE-
KYILEro KOHTPOJISI M IPOMEXKYTOUYHOM aTTecTallui UCIIONIb3YyeTCsl yueOHas ayIuTopusi, C KOJIMYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHoIl meOenbto. MMeroTes
HaIJIAHbIE TOCOOMS B BUJIE MTPE3CHTALIMI 110 JIEKIIMOHHBIM pa3/iesiaM JTUCIUITIIHHBI.

13.1.2. MaTepuaJbHO-TEXHHYECKOe o0ecnedyeHue I NPAKTHYECKUX 3aHATHI

Jlns mpoBeeHnsl MPaKTUYECKUX (CEMUHAPCKUX) 3aHATHI UCTIOb3yeTcs yueOHas ayauTopus, pac-
noJioxkeHHast o azapecy 634034, Tomckast 06nacts, . Tomck, Bepmmnuna ynuua, a. 74, 4 stax, ayn. 412.
CoctaB obopynoBanus: YueOHass mebOenb; Jlocka MarHuTHO-mapkepHas -lmT.; Kommyratop D-Link
Switch 24 port - 1mT.; Komneroreps! knacca He Hike [I9BM INTEL Celeron D336 2.81T1. -14 mr. Uc-
MOJIb3yeTCs JIMIIEH3MOHHOE MPpOorpaMMHOE obecrieueHre, makeTbl Bepcueil He Hike: Microsoft Windows
XP Professional with SP3/Microsoft Windows 7 Professional with SP1; Microsoft Windows Server 2008
R2; Visual Studio 2008 EE with SP1; Microsoft Office Visio 2010; Microsoft Office Access 2003;
VirtualBox 6.2. meeTcst moMerneHust sl XpaHeHUS U NPO(UIAKTUYECKOr0 OOCITYKUBAaHHUs y4eOHOTO
000opynoBaHUs.

13.1.3. MaTepuajibHO-TeXHHYecKOe ofecnedeHue A5 J1a00paTopHbIX padoT

Jlnis mpoBeieHus J1abOPATOPHBIX 3aHATUN MCIIONb3YeTCsl yueOHas ayJUTOPHs, PACHOI0KEHHAs! MO
anpecy 634034, Tomckas obmacts, . Tomck, Bepminauna ynuma, a. 74, 4 stax, ayn. 412. CoctaB o0opy-
noBaHus: YueOHas mebenb; Jlocka MarHuTHO-MapkepHas -1mrt.; Kommyratop D-Link Switch 24 port -
lt.; Komneroreps! kinacca He Huke [IDBM INTEL Celeron D336 2.81Tw. -14 wr. Mcnons3yercs mu-
[IEH3MOHHOE MPOrpaMMHOE o0ecTieueHue, makeTsl Bepcueit He Hinke: Microsoft Windows XP Professional
with SP3/Microsoft Windows 7 Professional with SP1; Microsoft Windows Server 2008 R2; Visual
Studio 2008 EE with SP1; Microsoft Office Visio 2010; Microsoft Office Access 2003; VirtualBox 6.2.
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Hmeetcs moMeIeHus Uit XpaHeH!s. U TPOYUIaKTUIECKOTro 00CTyKUBaHHsI y4eOHOT0 000pyI0BaHHUS.

13.1.4. MaTepuaJbHO-TEXHUYECKOE O0ecIedeHne I CaMOCTOATEIbHOH padoThl
st caMocTosSITeNIbHOM pabOThI UCMIOJIB3YeTCs ydueOHasi ayauTopusi (KOMITBIOTEPHBIN KJlacc), pac-
nojoxeHHas 1o aapecy 634034, r. Tomck, yn. Bepummnauna, 47, 1 stax, aya. 126. CoctaB 000pyaoBaHus:
yueOHast Mmebeinb; komnbioTepsl kKiacca He Hike [IDBM INTEL Celeron D336 2.81Tw. - 4 mt.; KOMITbIO-
tepol noakmoueHbl k ceth UHTEPHET u o0ecreunBarOT AOCTYN B AJIEKTPOHHYIO HH(OPMAIIMOHHO-
00pa3oBaTeIbHYIO Cpely YHUBEPCHUTETA.

13.2. MaTtepuajibHO-TeXHHYECKOe o0ecnedeHne JUCHUILTHHBI VISl JIMI ¢ OTPAHHUYCHHBIMU
BO3MO’KHOCTSIMH 3710POBbSI

OcBoenne nucuuruinHbl aunamMu ¢ OB3 ocyiecTBiIseTcsl ¢ UCONb30BAHUEM CPEICTB O0yUeHUs
00II1ero U CIeNUaIbHOI0 Ha3HAYCHUS.

[Tpu oOy4eHUH CTYACHTOB ¢ HAPYHIEHUSIMHU CJIyXa MPEIyCMOTPEHO MCIOIb30BaHUE 3BYKOYCHIIH-
BAIOIICH amnmapaTypbl, MYJbTUMEIUUHBIX CPEACTB M JIPYTrUX TEXHUYECKUX CPEJICTB IpHUEMa/TIepeaadn
y4eOHOM MHpOopMAIMK B TOCTYIMHBIX (popMax JUisi CTYACHTOB C HAPYIICHUSMHU CIyXa, MOOUIBLHOU CHCTe-
MBI 00Y4eHHSI ISl CTYACHTOB C MHBAJTUAHOCTHIO, MOPTATUBHOM MHAYKIITHOHHOW CHUCTEMBI. YueOHas ay/u-
TOpHS, B KOTOPOMl 00ydaroTCsl CTYACHTHI C HAPYIICHHEM CIyXa, 000pyI0oBaHa KOMITBIOTEPHOU TEXHUKOM,
ayIMOTEXHUKOW, BUACOTEXHUKOW, SJIEKTPOHHON TOCKOM, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 0OydeHUH CTYACHTOB ¢ HAPYLIEHUSIMU 3PEHUSIMU MTPEAYCMOTPEHO HUCIIOIBL30BAaHUE B JIEKIIH-
OHHBIX M y4EOHBIX ayIUTOPHUSAX BO3MOXXHOCTH MPOCMOTPA YAAJEHHBIX OOBEKTOB (HAIpUMEpP, TEKCTa HA
JIOCKE WJIM CJIaiiJla Ha HKpaHe) MpU MOMOILU BUIEOYBEIUYUTENEH 17151 yIaJIEeHHOTO TPOCMOTpa.

[Ipu oOydeHHH CTYIEHTOB ¢ HAPYIUIEHUSIMH ONOPHO-IABUIaTEJbLHOI0 ANNAPATA HCIOJB3YIOTCS
aJbTEpPHATUBHBIE YCTPONCTBA BBOJAA MH(GOpPMAIUU U JAPYTrUe TEXHUYECKUE CPEICTBa MpueMa/mepenadn
yueOHOM mHbOpMAIMK B HOCTYNHBIX (hOpMax IS CTYACHTOB C HApYIIEHUSMH OMOPHO-ABUTATEIHLHOTO
amnmnapara, MOOMIEHOUM CUCTEMBbI OOYUEHUS TS JIFOJIEH ¢ MHBAIHMIHOCTBIO.

14. ®oHa OLEHOYHBIX CPEACTB

14.1. OcHoBHBbIE TPeOOBaHMS K (POHIY OLIEHOYHBIX CPEICTB U METOANYECKHE PEKOMEHIAIUH
@DOHJ OIIEHOYHBIX CPEJCTB U THIIOBbIE KOHTPOJbHBIC 3aJaHMsI, UCTIOIb3yeMbIe I OLIEHKH Chop-
MHPOBAHHOCTH M OCBOECHUS 3aKPEIJICHHBIX 32 JHUCIUIUIMHOM KOMMETEHUIHMN MpU MPOBEACHUU TEKYIIEH,
MIPOMEXKYTOYHON aTTeCTallMU MO JUCIUILTUHE MPUBEICH B MPUIIOKEHUH K paboueil mporpamme.

14.2 TpeGoBanusi K (pOHIY OLEHOYHBIX CPEACTB JIf JHUI[ C OTPAHUYEHHBIMH BO3MOKHOCTAMM
310POBbA
I[JISI CTYACHTOB C MHBAJIMJJHOCTBHIO IMTPEAYCMOTPCHBI JOIMMOJIHUTCIIBHBIC OCHOYHBIC CPECACTBA, ICPe-
YeHb KOTOPBIX YKa3aH B TaOJUIIE.

Tabauna 14 — lonoTHUTeIbHBIE CPeICTBA OLCHUBAHMS JISI CTYICHTOB C HHBAJTH/IHOCTBIO

Buanl 1OMOIHUTEILHBIX OLIEHOYHEIX
CpEJICTB

q)OpMBI KOHTPOJIA U OICHKH

Kareropuu ctynentoB
pe3yabTaToB 00yUEHUS

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C napyumeHusMu
ciryxa

[TpeumyIieCTBEHHO MUCHMEHHAS
npoBepKa

C napymeHusMu
3peHus

CobecenoBanue 1o BOIPOCaM K 3a4eTy,
OIIPOC TIO TEPMUHAM

[TpenmMyIieCTBEHHO yCTHAs IPOBEPKa
(MHIMBUAYATBHO)

C napyumeHusMu
OIIOPHO-
JBUTATEJIBHOTO
anmapara

Pemenne MUCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI>I, IIMCBbMCHHBIC
CaMOCTOSTENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpCI/IMyme()TBeHHO JUCTaHIITMOHHBIMU
MCTOAaMM

C orpaHUuYEHHUSIMH 11O
OO0IIeMeTUITUTHCKIM
MOKAa3aHUSIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboThl, BOMIPOCHI K 3a4ETy,
KOHTPOJIbHBIC Pa0OTHI, YCTHBIE OTBETHI

[IpenMy1iecTBEHHO IPOBEpPKA
METOJIaMH, UCXO/ISl U3 COCTOSTHUS
00ydaronierocss Ha MOMEHT IPOBEPKHU
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14.3 MeToau4ecKue peKOMEHIANMH 110 OLEHOYHBIM CPeICTBaM JIsl JIMI ¢ OTPAHNYECHHBIMH
BO3MOKHOCTSIMH 3/10POBb

Hns crynentoB ¢ OB3 npenycmarpuBaercst ocTynHas popMa MpeIoCTaBICHHS 33/1aHUI OLIEHOY -
HBIX CPEJICTB, & IMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHO (hopMe ¢ YBETHUEHHBIM MIPUPTOM;

- B (hopMe 3NIEKTPOHHOI'O IOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABICHUE 3a/1aHUs C UCTIOJIb30BAaHUEM CYPIONIEPEBO/A.

CryneHTaM C MHBAJIUAHOCTBIO YBEJIMYMBAETCS BpEMs Ha IMOJATOTOBKY OTBETOB HA KOHTPOJIbHBIE
BOMPOCHI. J[JIs1 TAKMX CTYAEHTOB IIpeIycMaTpuBaeTcsl JOCTyNHas (popMa MpeaocTaBiIeHUs] OTBETOB Ha 3a-
JTaHUsl, @ UMEHHO:

- MUCbMEHHO Ha Oymare;

- HabOp OTBETOB Ha KOMIIBIOTEPE;

- HabOp OTBETOB C UCHOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPEJICTABICHUE OTBETOB YCTHO.

[Tponienypa oneHHBaHUS pPe3yAbTATOB OOYUEHHsS] MHBAIHMJOB IO JUCIUILIMHE IMpeaycMaTpUBaeT
npenocTaBieHne nHbopMau B popMax, aJanTHPOBAHHBIX K OTPAaHUYEHUSM UX 37I0POBbS U BOCTIPUSTHUS
UHpOpPMaIUH:

JLst i1 ¢ HapylIeHUSIMM 3peHus:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETMYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHou (opme.

J1s1 1M1 ¢ HAapyIIeHUsIMM ONIOPHO-ABUIaTe/IbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (opme.

ITpu HeoOxoaMMOCTH /17151 00YYAIOIIUXCSl ¢ MHBAIUIHOCTBIO MPOLEypa OLIEHUBAHUSI PE3yIbTaTOB
00y4eHHUsT MOXKET MPOBOIUTHCS B HECKOIBKO ITAIOB.
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1. BBenenue

®onp ouenounsix cpeacts (POC) sBuseTcs NpuiIokKeHHEM K padoyeil mporpaMMe AUCHUTUTAHBI
(MpaKkTUKU) U TPEACTaBIAET CO00M COBOKYMHOCTh KOHTPOJIbHO-U3MEPUTEIbHBIX MaTepuajoB (TUIIOBbIE
3a/auMl (3a/1aHusl), KOHTPOJIbHBIE PaOOThI, TECTHI U JIP.) U METO/IOB MX MCIIOJIb30BaHMS, TPETHA3HAYSHHBIX
JUTSL U3MEPEHUS] YPOBHSI IOCTHKEHUS CTYICHTOM YCTAHOBJIEHHBIX PE3YJIbTATOB OOYUECHHS.

®OC no pucuuruivHe (IPaKTUKE) UCHOJIb3YETCs MPU MPOBEICHUH TEKYIIEro KOHTPOJIS yCIieBae-
MOCTH U IPOMEKYTOYHON aTTeCTalliu CTYICHTOB.

[Tepedens 3aKpeIICHHBIX 32 TUCHMILTMHON (PAaKTUKOM) KOMIIETEHIIUH MpuBeaeH B Tabmuie 1.
Tabmuna 1 — [lepedeHpb 3aKpEIUICHHBIX 33 TUCITUTIIMHON KOMIIETEHIIUN

Kon

®opMyIHpOBKa KOMIETEHIIUH

Otanbl GOpMUPOBAHUS KOMIIETEHLIUH

I1IK-6

TOTOBHOCTBIO BBINIOJIHATH pacyeT U MPOEKTUPO-
BaHUE JETAJICH, y3JI0B U YyCTPOUCTB paJiuOTEX-
HUYECKHUX CUCTEM B COOTBETCTBUU C TEXHHYE-
CKHM 33JJaHUEM C HCII0JIb30BAaHUEM CPE/ICTB aB-
TOMaTU3alUH IPOEKTUPOBAHUS

JlomkeH 3HaTh ApXUTEKTYpPY II100aTbHBIX
U JIOKAJIbHBIX ceTel, O01me MpuHIUIIBI
nepenadyu HHPOpPMAIMH B CETAX, OCHOBHBIE
OpraHu3alMy M0 CTAHIAPTU3AIMH CETEBBIX
CPEICTB, ApXUTEKTYPy OCHOBHBIX BUJIOB
ceTeBoro o00pya0BaHusl, OOIIHME TPUHIIH-
MBI Nlepeiaur HHOPMAIUH B CETAX, IPUH-
IIUIIBI TTOCTPOCHHUS KOMIIBIOTEPHBIX CETEH,
CTaHJIaPTHI JIOKAIbHBIX ceTel, CTeK mpoTo-
kosioB TCP/IP, CtpykTypy riobansHON
cetu MHTEpHET, ATanoHHyto Mojens OSI.;
Jomxken ymers Oprann3oBbIBaTh U KOHU-
T'YpUpPOBaTh KOMIIbIOTEPHBIE CETH, CTPOUTD
Y aHAJM3UPOBATH MOJIEIH KOMIIBIOTEPHBIX
cetel, 3 HEeKTUBHO UCTIOIH30BaTh arra-
paTHbIE ¥ IPOrpaMMHbIE KOMITOHEHTHI
KOMITBIOTEPHBIX CETEl MPU PEIICHUU pas3-
JMYHBIX 3a]1a4;

JomxkeH Bnanets Meronamu pacyera napa-
METPOB U OCHOBHBIX XapakTepuctuk KC;

OO01re XapakTepUCTHKHU MOKa3aTelned u KpUTEepHeB

NpUBENICHBI B Ta0OmmIe 2.
Tabmuia 2 — O0mue XapaKTepUCTHKH MOKa3aTesed U KPUTEPUEB OLICHUBAHUS KOMIIETEHIIHIA IO ATaram

OLICHHUBAaHU KOMHGTCHHI/II\/JI Ha BCEX 3Talax

Tlokazarenu u
KpUTEpUU

3HaTh

YMeTh

Braanern

OTinn4HO (BBICOKUI
YPOBEHbB)

O6nanaet hakTHUECKUMU
Y TEOPETHYECKUMHU 3HAHH-
SIMH B TIpEJICIIax u3ydJac-
MO 00JIaCTH ¢ IOHUMAaHU-
cM FpaHI/III HpI/IMCHI/IMOCTI/I

O0mnamaer quaa3oHOM
MPAKTHYECKUX YMEHUH,
TpeOyeMBIX IS Pa3BUTHS
TBOPYECKUX pEIICHHUIA, a0-
CTparupoBaHus MPooIeM

KonTpomupyet padory,
IIPOBOJIUT OLIEHKY, COBEP-
LIEHCTBYET JEHUCTBHUS pa-
60TbI

Xoporo (0a30BbIN

3HaeT (aKThl, IPUHIINIIBI,

O06namaer quamna3oHOM

beper oTBETCTBEHHOCTSH 3a

3a1a4

YPOBEHB) IpOLIECCHI, OOIIME MOHSA- | TPAKTUUECKUX YMEHHUH,  |3aBeplleHHe 3a/1a4d B UC-
THS B TIpeJieNiaX u3yvae- | TpeOyeMbIX JUIsS PEIICHHs | CIICJOBaHUM, IPUCIIOCA0-
MO oOmacTu OIIpEICIEHHBIX IPOOJIEM B | TMBACT CBOE TMOBEJICHUE K

00JIaCTH UCCIIEIOBAHUS 00CTOSITEILCTBAM B pellie-
HUU TIpoOIeM

VYnosnerBoputenb- | Obnagaer 6a3oBbiMu 00- | OGagaeT OCHOBHBIMH PaboTaer npu npsimom Ha-

HO (TIOPOTOBBIH IIUMH 3HAHUSAMHU YMEHHSMH, TpeOyeMbIMH | OIMIOICHUN

YPOBEHB) TS BBITIOJTHEHUS! TIPOCTHIX
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Tadmmua 3 — Draresl

2 Peann3anua KOMIEeTEeHIINH

2.1 Komnerennus I1K-6

[1K-6: TOTOBHOCTBIO BBITIOJIHATH PAacyeT U MPOCKTUPOBAHHUE JETANICH, y3JI0B U YCTPOUCTB Pauo-
TEXHUYECKUX CUCTEM B COOTBETCTBHM C TEXHUYECKUM 3aJaHUEM C UCIIOJIb30BAHUEM CPEJICTB aBTOMATU3a-
UM IPOCKTUPOBAHUS.

Jnst popmupoBaHHs KOMIIETEHIIMH HEOOXOIMMO OCYIIECTBUTH P/l TANOB. DTambl (HOPMUPOBAHUS
KOMIIETECHIIMY, TPUMEHSIEMBIE U1 3TOrO BHUJIbl 3aHATUWA W WCIIOJIb3yEMbIE CPEACTBA OLECHUBAHUA IpE-
CTaBJIeHbI B Tabmnuiie 3.
OpPMHUPOBAHUs KOMIIETCHIIMU U UCTIOJIb3YEMbIE CPEJICTBA OLICHUBAHUS

CocTasn

3HaTh

VYMeTh

Bnanets

Copeprxanue dTa-
OB

ApPXUTEKTYpY TI00aTHHBIX
U JIOKaJIbHBIX cetelt, O0-
IIMe TPUHIIHITEI TTIepeIaun
nHPOPMALIUH B CETHIX,
OCHOBHBIE OpTraHU3aIHN
10 CTaHJIapPTU3ALUH CeTe-
BBIX CPEJICTB, APXUTEKTYPY
OCHOBHBIX BUJIOB CETEBOTO
obopymoBaHus, o01mre
MPUHIUIIBI TIepelaudl UH-
dbopmanmu B ceTsIX, IPUH-
LUIBI TOCTPOCHUS
KOMIIBIOTEPHBIX CETEH,
CTaHJAPTHI JIOKAIBHBIX Ce-
Teit, CTeK MpOTOKOJIOB
TCP/IP, CtpykTypy IJ10-
OanbHOI cetn HTEpHET,
3TaJIOHHYI0 Mozenb OSI

Opranu30BBIBaTh U KOH-
¢burypupoBarh KOMIbIO-
TEPHBIC CETH, CTPOUTH U
aHAJIU3UPOBATh MOJAEIH
KOMITBIOTEPHBIX CETEH, -
(EKTHBHO HCIIOIb30BATh
anmaparHble ¥ IPOrpamMM-
HbI€ KOMITOHEHTBI
KOMIIBIOTEPHBIX CETEl ITPU
peLIeHUH Pa3INYHbIX 3a-
na4

Meronamu pacyeTa napa-
METPOB U OCHOBHBIX Xa-
pakrepuctuk KC

Bunnl zanstui

» JlabGopaTtopHsie pabo-
THI,

* CamocTosTenbHas pa-
oora;

* IlpakTuueckue 3aHs-
THS;

o Jlekuuu;

» JlabopaTtopHbie pabo-
THI,

* CamocTosiTenbpHas pa-
0ora;

* [IpakTrueckue 3aHs-
THS;

» Jlexumuy;

* JlaboparopHbie pabo-
THI;

* CamocTosTenbHas pa-
oora;

Hcnons3yembie * Oruer no naboparop- | ¢ Otuer no maboparop- | * Otyet no nabopaTop-
CpeICTBa OLEHUBA- | HOU padoTe; HOI1 paboTe; HOI1 pabore;
HUS * Ompoc Ha 3aHATHUSAX; * Omnpoc Ha 3aHATHIX; * Pedepar;
* Pedepar; * Pedepar; * Otuer 1o mpaxkTH4e-
* Ortyer 1o nNpaxKTHye- * Ortyuer no npakTuye- CKOMY 3aHSTHIO;
CKOMY 3aHSTHIO; CKOMY 3aHSTHIO; * DK3aMeH;
e JK3aMeH; * DK3aMeEH;
dopmynupoBKa TMOKa3aTelield U KPUTEPUEB OICHUBAHUS JaHHOW KOMIICTCHIIMU MPUBEACHA B Ta-
omune 4.
Tabmuma 4 — Iloka3arenu U KpUTEPHH OIICHUBAHMS KOMITETCHITMU HA dTanax
Cocras 3HaTh Ymerthb Brnanets
OTimaHO * OoGnmanaer akTuue- * OOyuatomuiics cioco- | * OOyuaromuiics Bia-

(BBICOKHI YPOBEHB)

CKUMH U TCOPCTHICCKU-
MU 3HaHHSIMU B ITpeaeIax
M3y4aeMoil 00sacTH ¢ mo-
HUMaHHEM T'PaHUIl IPH-

OCH MOHWMATh U UHTEP-
NPETUPOBATH OCBOCHHYIO
UH(OPMAITHIO, YTO SIB-
JSIETCSE OCHOBOM yCIIEIII-

JIEeT METOIOJIOTHEN U
WHCTPYMEHTApUEM IS
peueHus npaKkTUKO-0pHU-
€aKTHTHUPOBAHHBIX 3a/1a4;
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MCHHMOCTH,

HOTO (hOPMHUPOBAHUS
YMEHUM U HABBIKOB JIJIS
pelIeHus: TPaKTUKO-OpH-
€HTUPOBAHHBIX 33]1a4;

Xoporto (6a30BbIH

* 3naet (aKThl, IPUHIH-

* OOyyaromuiics croco-

* OOyuaromuiics BJa-

YPOBEHB) bl TIPOIIECCHI, O0IIHe OeH aHaJIM3UPOBAThH, IIPO- | JIEET HHCTPYMEHTApUEM
HOHATHS B IIpeJiesiaX U3y- | BOJUTH CPAaBHEHHE U 00- | JUISl peLICHUsI TPAKTUKO-
yaeMoii 001acTH; OCHOBaHHE BHIOOpA METO- | OPHEAKTHTHUPOBAHHBIX

JIOB pELICHU 3aJaHuil B | 3a1ad;
IIPAKTUKO-OPUEHTHUPO-
BaHHBIX CUTYalMsX;

VYnosnerBoputenbH | * O6nagaet 6a30BBIMU » OOyuvaromuiicst 061a- | ¢ OOydaromuuiics Bia-

0 (MOpOTroBBIN OOIIMMH 3HAHHSIMH. ; aeT HeOOXOIUMOM CH- JeeT OOIIMMY 3HAHUSIMHU

YPOBEHD) CTEMOM 3HAHUU U Ba- 0 METOIOJIOTH PEIIEHUS

JIeeT HEKOTOPbIMU yMe-
HUSM;

3a/1ad4;

3 TunoBble KOHTPOJILHBIE 3a1aHUS

Jnis peanuzanyy BhILIENEPEYUCIECHHBIX 3a/1a4 00y4eHHS! UCIOJIb3YIOTCS TUIIOBbIE KOHTPOJIbHBIE
3aJJaHUs WIM UHBIE MaTepHajbl, HEOOXOIUMBbIE /ISl OLEHKU 3HAHWM, yMEHUH, HaBBIKOB M (WJIM) OIBITA Je-
ATEIBHOCTH, XapaKTEPU3YIOUINX dTarbl (JOPMHPOBAHUS KOMIETCHIIMI B MPOIECCE OCBOCHHS 00pa3oBa-
TEJIbHOMN MPOrpaMMBl, B CICAYIOLIEM COCTABE.

HUHA

3.1 Tembl pedepartoB
» JlokanbHas BEIYUCIIHATEIbHAS CETh
* JloManisssi KOMIBbIOTEPHAS CETh
* AHanu3 cnoco0o0B 3aIUTHI OT OMIMOOK B MepeaBaeMoil HHPOPMAIIUN B KOMITBIOTEPHOU CETH
* Bupryansusie JIKC HasHauenue, cpenctsa (GOpMHUPOBAaHUS, OpraHu3anus (yHKIHOHHUPOBA-

* Kopnopatususie nnpopmarmonnsie nopransl (KUIT) 8 KKC na3nauenue, crpykrypa, QyHK-

HUOHHUPOBAHUC

» CocTaB M XapaKTepHCTUKA YPOBHEBBIX MPOTOKOJIOB B ceTH Internet

* Metozp! nepeaaun nadopmanuu B TKC Ha pusnyeckom ypoBHe

Cucrembl BuneokoHgpepeni-cBsazu B KC

* CoctaB u ¢yHkuuu cereBoro odopynonanusi KKC

 Crioco0sl afipecanuu B ceTu Internet cocTas, olleHKa, 00JaCTH MPUMEHEHUS

* CTpyKTypa u GyHKIIMH KOMMYTaTOpOB U MapuipyTu3aTopoB B KC

becnipoBoHbIE KOMITBIOTEPHBIE CETH

* XapaKTepUCTHKa U 0COOEHHOCTH JIOKAJIbHBIX KOMITBIOTEPHBIX CETeH

* CTpyKTypa U QYHKIIUH IPOrPAMMHOTO 00eCTIeUeHHS JOKATbHBIX KOMIIBIOTEPHBIX CETEH
* CTpyKTypa U GYHKIUH IPOrPaMMHOI0 00ecreueH sl KOpIOpaTUBHON KOMIIbIOTEPHOH ceTH
* Crioco0b! MapIIpyTH3alMK AKETOB B CETSAX COCTaB, OLEHKA, 00IaCTH IPUMEHEHHUS

3.2 TeMbI KOHTPOJIBHBIX PadoT
OcHOBHBIE anmapatHbie U MPOTPAMMHbBIE KOMIIOHEHTHI CETH.
[TpuHIIUTIEI paOOTHI TPOTOKOJIOB PAa3HBIX YPOBHEH.
Texnonorus Ethernet.
dusnueckoe u Joruueckoe koguposanue B Ethernet.
Mapmpyruzanus.
Anpecanus B TCP/IP,
[Iporokonst ARP, RARP, ICMP
CereBoii npotokon [Pv4,
CereBoii nporokoin [Pvo,
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TEMN.

ITpotokoner TCP, UDP.
IEEE 802.11 (Wi-Fi) - ocHOBHBIE CTaHAAPTHI
IEEE 802.11 (Wi-Fi) - knaccudukaius ceTeil BOmpochl MPOSKTUPOBAHUS OECIIPOBOIHBIX CE-

Texuonorus VPN
[TpoTtoxon IPsec
Texuonorusg NAT

3.3 TeMbl OIPOCOB HA 3AHATHAX
KOMHBIOTepHBIe cetd. OcHoBHbIE NMOHATUA. OCHOBHLBIE armapaTtHbIC U MMPOrpaMMHBIC KOMIIO-

HeHTHI ceTH. Kitaccudukaius KOMIbIOTEpHBIX ceTell. ApxUTekTypa cetu MHTepHeT

HU3aIIun

ITonsitue cereBoit mopenu. CereBast Mozaenb OSI.

[Tonsitue mporokona. IIpunHnumbl paboThl MPOTOKOJIOB Pa3HBIX YPOBHEM.

ITonsitue u pyHkuuu cereBoro aganrtepa. OCHOBHbIE YCTPOMCTBA, IpeIHa3HAYECHHBIE I Opra-
MeXCceTeBOro B3aumozeiicTBusa. Mapumpyruszatop. [llmro3. bpanamaysp. Moct. Kommyrartop.

Anpecarnust B8 TCP/IP,

PaboTa ¢ mpoTokonaMu mpu HacTpolke KOMIBIOTEpPHBIX ceTeil: [IpoTokon paspemenus aape-

coB ARP, CereBoii mporokoin [Pv4, IPv6, ICMP, Tpaucnioptasie npotokonsl TCP, UDP

3.4 Dx3aMeHallHOHHbIE BONIPOCHI
Komnbrorepnsie ceti. OCHOBHBIE ONPEAEICHUS.
OcCHOBHBIE amnmnaparHble U IPOrpPaMMHBIE KOMIIOHEHTBI CETH.
Knaccugukaryst KOMIBIOTEPHBIX CETEH.
CeteBasg monenb OSI.
[Tonsitue npotokona. IlpuHIMIEl paboThl TPOTOKOIOB Pa3HBIX YPOBHEI.
CocTaB U XapaKTEpUCTHKU JIMHUHN CBSA3U. BUIbI U XapakTepuCTUKU Kabemne.
Texnonorus Ethernet. OcHOBHbIE cTaHIAPTHI.
dusnueckoe u Joruueckoe koguposanue B Ethernet.
Bunel kommyTanuu.
Mapmpyruzanusd. [IpoTokonsl THHaAMHYECKON MapIIpyTH3aLNH.
Anpecanus B TCP/IP,
[Iporokonst ARP, RARP, ICMP
CereBoii npotokon [Pv4,
CeteBoii npoTokoi [Pv6,
[Iporokonsr TCP, UDP.
IEEE 802.11 (Wi-Fi) - ocHOBHBIE cTaHAAPTHI
IEEE 802.11 (Wi-Fi) - knaccudukanus cereii BOMpOChl MPOSKTUPOBAHUS OECIPOBOIHBIX Ce-

Texnonorus VPN

IIporokon IPsec

NAT

Cereas texaonorus ATM, SDH.

3.5 Bonpocsl AJ11 NOATOTOBKH K MPAKTHYECKUM 3aHATHAM, CEMHUHAPaAM
ApXUTEKTypa JOKaJIbHOM BRIYUCINUTENbHON ceTu U ceTu MHTepHeT. TpeboBaHus K IPOEKTUPO-

BAaHHWIO KOMIIBIOTCPHBIX CceTel.

Ka0ens.

becnpoBoanbie muHUE CBs3H. MI3MepeHne CKOPOCTH Mepeladun JaHHBIX.
Bunsr u xapakrepuctuku xkadeneii. Ethernet: Ha BuToit mape. OGXUM BUTOM Mapbl M IPOKJIAIKA

Pabora c cereBbIM 000pyI0BaHUEM
OcHOBHEIE YCTPOI\/'ICTBa, MNPEAHA3HAYCHHBIC JJIS OpraHru3alnu MEKCETCBOTO BBaI/IMOJIeI\/’ICTBI/ISI.
PaboTta ¢ ceTeBbIM 000pYIOBaHUEM IPU HACTPOMKE MEKCETEBOrO B3aUMOJAEHCTBH: Mapuipy-

tuzarop. [1lmo3. bpanamaysp. Moct. Kommyrarop.
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— Appecauus B TCP/IP, IIpotokon paspemenus agpecoB ARP, CereBoii nmpotokon 1Pv4, IPv6,
Tpancnoptasle npotokoisl TCP, UDP.

— VYjaneHHoe NOAKIYeHHE K paboyeMy CTOJy U3 BHEILIHEH CeTH.

— Hactpolika rocreBoii ceTu.

— VYnpaBieHUe JOCTYIIOM K CETEBBIM PECypcaM.

3.6 Tembl 1a00paTOpPHBIX padoT
— [P-agpecanus B KOMIIBIOTEPHBIX ceTsAX. CTaTnueckas MapIipyTH3aIus
— CyxeOHbIE CeTeBbIe KOMITBIOTEPHBIE MPOTPAMMBI
— Oprazuzanys KOMIbIOTEPHON CETH C BBIXOIOM B HHTEPHET
— Mertoap! KoaupoBaHus (HU3UUECKOTO YPOBHS
— becnpoBoHbIe KOMITBIOTEPHBIE CETH
— Hacrpolika npocTOro ceTeBOro COeIMHEHUS

4 MeToanuyecKkue MaTepuabl
Jns obGecnieueHus mpoiiecca OOy4eHHs] U pelIeHus 3a1a4 O0ydeHHs] UCTIOIB3YIOTCS CIEAYIOIINe
MaTepHaIbl:
— METOJMYECKHe MaTepuabl, ONpeaessIoNIie MPoLueayphl OLICHUBAHUS 3HAHUN, YMEHUI, HAaBbI-
KOB ¥ (WJIM) OMBITA JESATEIbHOCTH, XapaKTePU3YIOIIUX 3TaIbl (OP-MUPOBAHHS KOMIIETSHIIUN, COTJIACHO 1.
12 paboueit mporpaMmel.

4.1. OcHoBHasl JUTEpPATYypa
1. Omudep, Bukrop I'puropseBuy. KommbroTepusie cetu: [IpHHIUIIBI, TEXHOIOTUH, TPOTOKOIIBI
[Tekct] : yueOnuk aysa By3oB / B. I'. Omudep, H. A. Omudep. - 4-e uzn. - CII6. : [IMTEP, 2013. - 944 c. :
WL, Ta0x. - (YueOHuk it By30B. CTaHIapT TPEThEro MOKoneHus). - And. ykas.: ¢. 918-943. - ISBN 978-
5-496-00004-8 : 470.69 p. YIIK 004.72(075.8) PYb 004 (manuuue B 6ubmotexke TYCYP - 18 3k3.)

4.2. lonoiHUTEILHAS JIMTEPaTypa

1. Tamenbaym, Dunupro. Komnbrotepusie cetu [Tekct] : Hayunoe m3manue / J. Tanenbaym, /l.
Vazepomn. - 5-e mw3n. - CII6. : T[IUTEP, 2013. - 960 c. : wun., tadn. - (KJTJACCUKA COMPUTER
SCIENCE). - ITep. c anrn. - And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B
oubmmoreke TYCVYP - 15 9k3.)

2. Omudep, Buktop I'puropreBud. Kommbrotepusie cetu: [IpUHIUIIBI, TEXHOIOTUH, TIPOTOKOIIBI
[TekcT] : yaebHOE mocobue ans By3oB / B. I'. Omuadep, H. A. Omudep. - 4-e uzn. - CII6. : [IMTEP, 2012. -
944 c. : un. - (YuebHuk i By30B) (CtaHnapt TpeTbero noxkosneHus). - bubmorp.: ¢. 917. - ISBN 978-5-
496-00004-8 : 440.44 p. (maymuue B 6udmmotexe TYCVYP - 11 9k3.)

4.3. O0s13aTesibHbIE Y4eOHO-MeTOoAUuYeCKHe NM0Co0us

1. OCHOBBI KOMIBIOTEPHBIX CETEBBIX TEXHOJIOTHIA: MeToaudecKkiue peKOMEHJAIusIMu K Jabopa-
TopHbIM pabotam / AreeB E. FO. - 2011. 83 c. [OnekrtponHsiii pecypc| - Pexum npocryma:
https://edu.tusur.ru/publications/901, cBOOOIHBEIA.

2. JloxanbHble KOMIIBIOTEpHBIE CeTH: MeToAuuecKue yKa3zaHUsl MO CaMOCTOSTeNbHOU pabdoTte /
Areee E. 1O. - 2012. 12 c. [Onexkrponneii  pecypc] - Pexum  pocryna:
https://edu.tusur.ru/publications/2037, cBOOOTHBIHA.

3. Dkcrutyaranids U pa3BUTHE KOMITBIOTEPHBIX CHCTEM U CeTeil: PYKOBOJCTBO K OpraHW3alvu
camocrosTelbHON padoThl / Muxanpuenko C. I'. - 2012. 127 c¢. [DnexTpoHHBINA pecypc] - Pexxum goctymna:
https://edu.tusur.ru/publications/929, cBoOOIHEIA.

4. Hcnonp3oBaHHE CETEBBIX MporpaMMHBIX yTHIUT Windows: Meronuueckue yka3zaHus K 1a0o-
paropubiM pabotam / Arees E. 0. - 2012. 17 c. [Dnekrponnsiii pecypc] - Pexxum pocryma:
https://edu.tusur.ru/publications/2041, cBOOOTHBIHA.

5. 3ammra WHPOPMAIMOHHBIX MPOIECCOB B KOMIBIOTEPHBIX CHCTEMaxX: Y4eOHO-METOIUIECKOE
nmocobwue 1o nmpoBeAcHUI0 npakTudeckux 3aHatuii / Aree E. 1O. - 2012. 35 c. [DnekrpoHHBIA pecypce] -
Pexxum noctyna: https://edu.tusur.ru/publications/1850, cBOOOHBIIA.

4.4. Ba3bl JaHHBIX, HHPOPMALIMOHHO CIIPABOYHBIE U MOUCKOBbIE CHCTEMBI
1. O6pa3zoBarenbHbiii moptan yauepcutera (https://edu.tusur.ru/, https:/lib.tusur.ru); smekTpoH-
HbIE MH()OPMAIIIOHHO-CIIPaBOYHbIE PECYPChI BEIUMCIUTENBHBIX 3a710B Kadenpsr P3U.
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