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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM TOCTPOEHHUS U KCIUTyaTallii BHIYMCIUTEIBHBIX CETEH, MPUHITAIIAM
¥ METo/aM 3alUThl HHPOPMAIMU B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUSA,
MTOCTPOCHHMS, OOCTY)KUBAHUS U aHAIIN3a 3AIIUIICHHBIX BEIYUCITUTEIHHBIX CETEH.

1.2. 3agaum qMCHUNINHBI

JlaTh OCHOBBI:

—  — apXUTEKTYPHI BHIYUCITUTEIIbHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEICTB CO3AAHUS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETeH U yNPaBICHUS UMU;

—  — HCIOJIb30BaHUS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTUM 3aIUThl CETEH;

— — METOJIOJIOTHH MPOEKTUPOBAHUS, Pa3BEPTHIBAHMSI M COITPOBOXKIACHUS OE30TIaCHBIX CETEH;
— —o0cnenoBaHUs M aHAIW3a 3aMIUIICHABIX BIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniauebl B ctpykrype OIIOII
Hucnunmaa «bezonacHocTs BeruncautenbHbix cerein» (b1.B.JIB.4.1) otHOoCcuTCs K Oioky 1 (Ba-
pUaTHBHAS YacCTbh).
[TpenmecTByOIMMU TUCHMITIMHAMY, (POPMHUPYIOIIMMH HayaJlbHbIE 3HAHMS, SIBIISIOTCS CIETYHO-
mue aucuuruael: MadopmaTtrka, OCHOBBI HHPOPMAITMOHHON 0€30MaCHOCTH.

3. TpeGoBaHusl K pe3yJbTaTaM OCBOEHUSI IMCHUTLIMHBI

I[pouecc n3ydeHuns: TUCUMIUIMHBI HApaBJieH Ha (YOPMHUPOBAHUE CIEAYIOIINX KOMITETCHIIUIH:

— TICK-2 cnocoOHOCTBIO BBISIBIISITH YCJIOBHS, CIIOCOOCTBYIOIIME COBEPIICHUIO MPAaBOHAPYILE-
HUI B OTHOIICHUHU CBEACHHI, COCTABIAIONUINX TOCYIAapCTBEHHYIO, OAHKOBCKYIO, KOMMEPYECKYIO TaiHY,
IIEPCOHAJIBHBIX JIAHHBIX, IPYTUX CBEACHUM OIPAHUYECHHOIO JOCTYIIA;

B pe3ynbTarte n3ydeHus: JUCHUILIMHEI CTYACHT JOJDKCH:

— 3HATh CPEJACTBA U METO/BI XPAaHEHUS U Nepeaadn MHGHOPMAIMK; STATOHHYIO MOJIENb B3aMO-
HeﬁCTBHH OTKPBITBIX CUCTEM; OCHOBHBIC CTAHAAPTHI B obmactu I/IH(i)OKOMMyHI/IKaL[I/IOHHBIX CHUCTEM U TCX-
HOJIOTHi{; OCHOBHBIC HOPMaTUBHO MPABOBBIE aKThl 1 HOPMATUBHBIE METOANYECKHE JOKYMEHTHI B 00J1aCTH
I/IH(i)OKOMMYHI/IKaHI/IOHHBIX CUCTCM; IIPUHIOUIIBI IMMTOCTPOCHUA 3AIMUIICHHBIX TCJIICKOMMYHHKAIIMOHHBIX CHU-
CTEeM; MEXaHU3MBbI peasn3aliy aTak B KOMITBIOTEPHBIX CETAX; 3al[UTHBIC MEXaHU3MbI M CpEACTBa odecre-
YEHUS CETEBOM 0E30MaCHOCTH; CPEICTBA U METOJIBI IPEAOTBPAIICHUS 1 OOHAPYKEHHUS BTOPKECHUH.

—  yMeTh NIPUMEHSTH 3alIMIIEHHbIE TIPOTOKOIIBI, MEKCETEBBIE SKPAHbI M CPECTBA OOHAPYKEHUS
BTOPKEHHUH IS 3alIUTHI HH(POPMAIHH B CETAX; OCYHIECTBISATH MEPBI MPOTHBOACHCTBHS HAPYIICHUSIM Ce -
TeBOM 0€30MaCHOCTH C UCTIOIB30BaHUEM PA3IMYHBIX MMPOrPAMMHBIX U allIapAaTHBIX CPEJICTB 3aIINUTHI B CO-
OTBETCTBHU C Tp€6OBaHI/ISIMI/I HOPMATUBHO MPABOBLIX AKTOB U HOPMATHUBHBIX METOAUYCCKUX TOKYMCHTOB.

—  BJajieTh HaBbIKAMU KOH(UTYPUPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMHU PEaM3allii CETEBBIX
IPOTOKOJIOB C IMOMOIIBIO POTPAMMHBIX CPEACTB; HAaBBIKAMH HACTPOWKH MEKCETEBBIX SKPAHOB; HABBIKA-
MU IMPUMCHCHUA HOPMATUBHO ITPABOBLIX AKTOB W HOPMATHBHLIX MCTOJUYCCKUX JOKYMCHTOB B obnacTu
MH()OKOMMYHUKAIIMOHHBIX CHUCTEM; METOAMKOI aHaiu3a CeTeBOro Tpaduka, METOIUKOW aHalu3a pe-
3yJABTaTOB pabOTHI CPENICTB OOHAPYKEHHS BTOPIKECHHH.

4. O0beM ITMCUMILIHHBI M BUbI Y4eOHOH padoThI
OO0m1ast TpyI0EMKOCTh AUCIUIUTHHBI COCTaBIIsIET 6.0 3aU€THBIX €MHUIIBI U TIPEJCTaBICHA B TA0JIN -

ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCITUILTAHBI
Bunel yueOHOI nesTenbHOCTH Bcero gacos CemecTpsl
8 cemecTp
AynaTopHbI€ 3aHATHS (BCETO) 108 108
Jlexuuu 36 36
JlaGopatopHble pabOThI 72 72
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CamocrosTenpHas paboTa (BCero) 108 108
OdopMieHrEe OTYETOB IO JTAOOPATOPHBIM paboTam 95 95
IIpopaboTKa JTEeKIMOHHOTO MaTepuana 13 13
Bcero (0e3 sx3amena) 216 216
OO6m1ast TpyI0€MKOCTh 4 216 216
3auetHble EauHunml 6.0 6.0
5. ConepsxaHue TUCHUTLINHBI
5.1. Pa3znesnl JuCHUIIMHELI 1 BUALI 3aHATHI
Paznensl AMCHUITITNHBI U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuua 5.1 — Pa3nens! AUCHUTUIMHBI U BUJIbI 3aHATHH
<
= =
E g
¥ = - o
g = g 2 z £
s o < S 9 =5
= F | i | &z 25
HaspaHus pa3aenoB IUCHUTUIMHBI % = 5 o O & 5
S = S m =
= 8 8 3 o 2 g
o, = m S o O
o] Q ~ ’e‘ =
O o
= 2
@)
8 cemecTp
1 OcHOBHBIE TOHATHUS HH()OPMAIIMOHHBIX Ce- 4 0 2 6 [1CK-2
Tel
2 OCHOBBI ITOCTPOEHHSI COBPEMEHHBIX JIO- 4 16 20 40 [ICK-2
KaJIbHBIX CETEN
3 CpencTsa peann3alui MEKCETEBOrO B3au- 6 12 18 36 IICK-2
MOJACUCTBUSA
4 TlepcnieKTUBHBIE HANIPABIICHUS PA3BUTHS U 2 0 1 3 [1CK-2
po6IeMbl HH()OPMAIIMOHHBIX CeTel
5 OcHOBHBIE TTOHATHUS HH(DOPMAITMOHHON 0e3- 4 0 1 5 [ICK-2
OIACHOCTH
6 TexHnonmoruu obecnieueHus: 6€30MaCHOCTH B 4 12 20 36 [1ICK-2
JIOKAJIbHBIX CETSIX
7 Obecrnieuenne 6e30MacHOCTHU ceTelt Ha Oase 2 0 1 3 [1CK-2
CETEBBIX OTMEPAIMOHHBIX CUCTEM
8 ObecneueHne 6E30MACHOCTH MEKCETEBOTO 6 32 44 82 |IICK-2
B3aMMO/ICHCTBUS
9 IIpaBoBBIE OCHOBBI 3AIIUTHI HHPOPMALIUH B 4 0 1 5 [1CK-2
KOMITBIOTEPHBIX CETAX. 3alIUIIEHHBIN JOKY-
MEHTO000POT
Hroro 3a cemectp 36 72 108 216
Uroro 36 72 108 216
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)

CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.

Tabmuua 5.2 - CogepkaHue pa3aesioB NUCIUIUIHH (TIO JICKIUSIM)

HasBanus paszgennos

Copeprkanue pa3aesioB TUCHUTLTAHBI IO
JICKIUSIM

TpynoeMKocCTsb,

q

dopMupyembie

KOMIICTCHIIUU

8 cemecTp

1 OcHOBHBIEC TTOHATHS
MH(POPMALMOHHBIX ceTei

Uctopus pazsurtus cereit 9BM. Mecto u
pOJ'H: BBIYHUCIINTCIIBHBIX CeTeﬁ B COBpe-
MeHHOM Mupe. OCHOBHBIC TTOHSATHSA U TEP-
muHoJorus. O01ue npeacTaBIeHUs O
BEIUUCIIUTENBbHON ceTr. O0IIee HOHITHE
00 MepapXu4eckor CTPYKType MPOTOKO-
J10B. [[pUHIIMTIBI MHOTOYPOBHEBOM Opra-
HHU3aIlIUuHU JJOKAJIbHBIX U I‘JIOG&JIBHBIX Ce-
teit OBM. Monenbs OSI. CrannaptHbie
CTCKHU KOMMYHI/IKaLII/IOHHBIX HpOTOKOJIOB.

[\

Crannaptuzanus B ceTsx. Kimaccuduka-
1I1s1 BEIYMCIUTENBHBIX ceTeil. TpeboBa-
HUSI, TPEABSIBISIEMbIE K COBPEMEHHBIM
BBEIUMCIIMTEIBHBIM CETSIM. METOJIbI M TeX-
HOJIOTUH MPOEKTUPOBAHUS CPEJNICTB TeEJIE-
KOMMYHHMKaui. CTpyKTypU3alMK CETH.
dusznyeckas M JIOTHUECKAsT TOITOJIOTHH
cereil. OCHOBHOE KOMMYHUKAIIMOHHOE
obopynoBanue

HUroro

I1CK-2

2 OCHOBBI TOCTPOCHHST COBPEMEHHBIX
JIOKAIBbHEIX ceTel

Kanaunsl cBa3u. XapaKTepUCTUKH KaHAJIOB
cBs3u. Jlornueckoe KoTupoBaHUeE. ACHH-
XPOHHAsl M CHHXPOHHAs Mepeay.
Wepapxus B kabenbHOM cucteme. CTpyk-
TypUpOBaHHas KaOeJlbHasi CUCTEMA.

Kondurypanuu 10KanbHbIX BEIYUCIIH-
TEJIbHBIX CETEW U METOJIbI IOCTYyTAa B HUX.
CtpykTypa u GyHKIIUU JTOKAITBHBIX CETEH.
Conepxanue crangapra IEEE 802. ba3zo-
BBIE TEXHOJIOTUH JOKaNbHBIX ceTel. IEEE
802.2 Ethernet. OGopynoBaHue 10Kajb-
HBIX CETCH.

Hroro

[1ICK-2

3 Cpencta peaan3aluyd MEKCETEBOIO
B3aMMOJIECTBUA

CeteBoil ypoBeHb Nepeaun JaHHbIX. [P-
angpecanus. Peann3anns MexceTeBoro
B3aumozeiicteus cpeacrsamu TCP/IP.
[Topsnok pacnpenenenns [P-agpecos.
OTtob6paxenue [P-agpecoB Ha nTOKaNbHBIE
anpeca. ARP npotokon.

[Tpuniuner mapmpyruzanuu B [P-ceTsx.
[TpoTtokonsl mapupyTusanuu. [louarue

[ICK-2
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nomeHa. Jlomennas aapecanus B [P-
cetsix. DNS npoTokornt.

[Ipotoxon [Pv6. IIpoTokosnbl TpaHCTIOPT-
Horo ypoBHs TCP u UDP.

Hroro

4 TlepceKTUBHBIE HAIIPABIECHUS
pa3BUTHA U IPOOIIEMBI
MH(OPMAIIMOHHBIX ceTel

CoBpeMeHHbIE TEHACHITUN PA3BUTHUS
TEJIEKOMMYHHUKAIIMOHHBIX cucTeM. MHTe-
rpaiws pa3JIMuHbIX TUTIOB CETEH U ceTe-
BbIX ci1yx0. Buptyanuzauus undopmanu-
OoHHBIX cucTeM. O0NMaYHbIE BEIYMUCIEHUS.

Hroro

[1CK-2

5 OCHOBHBIE NOHATUA
MH(POPMALMOHHON 0€30MaCHOCTH

OO0ecrieueHne 0€30aCHOCTH TCIICKOMMY-
HUKaAIIMOHHBIX CBsI3CH U AIMUHUCTPATUB-
HBIN KOHTPOJIb. OCHOBHBIE TTOHATHS U
TCPMUHOJIOTHA.

TuroBsie yrpo3sl CETEBOM OE30MACHOCTH.
OcHOBBI KJ1acCU(UKAIIMHN CETEBBIX YyTPO3
U atak. BnusHue yenoBeueckoro hakropa
Ha CETeBYIO 0€30MacHOCTb.

Hroro

[ICK-2

6 TexHosoruu ooecIieyeHus
0€30IaCHOCTH B JIOKAILHBIX CETIX

3amura TonoJIoTuu ceTu. BupryanbHbie
JIOKAJIbHBIE CETHU. JlOMOIHUTENIbHBIE
¢byHKIIMH KOMMYTaTOpoB. [lepconanbHbIe
sKkpaHbl. AOOHEHTCKOE MU POBaHUE.

Pernamentupytoiue 10KyMEeHTHI B 00J1a-
CTH 0€301aCHOCTH BBIYHCIUTEIBHBIX Ce-
teil. CtanaapThl 6€30MaCHOCTH BHIYHUCITH-
TEJIbHBIX CETE€W U UX KOMIIOHEHTOB. [Ipa-
BOBBIE OCHOBBI 3aLIUTHI HHPOPMAIINH B
CeTsX.

Hroro

[1ICK-2

7 O0Oecrieuenne 0e30I1aCHOCTH CETENR
Ha 0a3e CeTeBbIX OMEePaAIMOHHBIX
CUCTEM

CerteBblIe ONEPAMOHHBIC CHCTEMBI
Windows, Unix/Linux. OcHOBHBIE ITPOTO-
KOJIBl, CIIY>KOBI, ()yHKIIHOHUPOBAHUE,
cpencTBa obecrieueHus: 0€30MacHOCTH,
CpeAcCTBa yIpaBJICHUS U KOHTPOJISL.

HUroro

[1CK-2

& ObecrieyeHre 6e30aCHOCTH
MEKCETEBOI'0 B3aUMOACHCTBHUSA

OcHoBHbIE MEXaHU3MBI 0OecTieyeHust 0e3-
OIIACHOCTH U yNPABJIECHUS pacIpeIeIIeH-
HbIMH pecypcamu. O0ecrieueHue Haiex-
HOCTU MH(]pacTpykTypsl HTEpHET.

3amuTa KaHaJIoB CBsi3U B MIHTEpHeET.
Bupel ucnonbzyembix B IHTepHET KaHa-
JIOB CcBs13U. MCITONIb30BaHNEe MEKCETEBBIX
SKpaHOB. BUpTyanbHbIE YaCTHBIE CETH.

VYS3BUMOCTH U 3aIUTa 0a30BBIX MPOTOKO-
710B | ci1yx0: [TpoTokoIel MapiipyTr3a-
. CemeiictBo TCP/IP. Cnyx0bl mouc-

[ICK-2
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ka. besonacnoctb WWW 1 a51eKkTpoHHO#
MOYTHI.

Htoro

9 IIpaBOBBIE OCHOBBI 3aITUTHI

nH(pOpMAIUU B KOMIIBIOTEPHBIX CETSX.
3amuIeHHbIH JOKYMEHTOO00POT

Cucrembl 00HapYXEeHUS U TPOTUBOJEH-
cTBUs BTOop>)keHUsM. Kitaccudukanus u
MPUHLIMIBI PYHKIIMOHUPOBAHUS CHCTEM
oOHapyxeHus: BTopxeHuid. CkaHepsl 6€3-
OIIACHOCTH.

[ICK-2

Knaccel ckanepoB 06€30MacHOCTH U 0CO- 2

OCHHOCTH MPUMEHEHHMS. 3alIuTa OT BUPY-

COB.3aIMTa AEKTPOHHOTO TIOKYMEHTOO-

oopora.

Hroro 4
Hroro 3a cemectp 36

5.3. Paznenbl AUCHUILNIMHBI U MEKIUCIMIUIMHAPHbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TpeabIy IuMH)

H 00ecrneunBaeMbIMHU (l'[OC.]'IeI[leI[lI/IMI/I) AUCHHUIIVINMHAMHU

Paznensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBSI3M C 00€CTICUMBAOIIMMU (TIPEABIAYIIUMA) H
obecreunBaeMbIMH (ITOCIETYIOMUMUI ) TUCIUTUTHHAMH MTPEICTAaBICHBI B Tabmie 5.3.
Tabmua 5.3 - Paznensl AMCIUIUIMHBI 1 MEXIUCITUIUTMHAPHBIC CBI3H

HanmmenoBanmne JUCIUITIINH

Ne paznenoB qaHHOUM TUCIMIUIAHEL, 1711 KOTOPBIX HEOOXOIUMO U3YUCHHE
00eCIIeunBaIOINX U 00ECIIEYNBAEMBIX JUCIIUITINH

1

2 3 4 5 6

7

8 9

[IpenmecTByronme qUCUUILIHHBI

1 Uudopmatuka

+

2 OcHOBBI HH(OPMAITHOHHON
0€e301acHOCTH

+

5.4. CooTBeTCTBHE KOMIIETEHIUI, GOPMUPYEMBIX NPU U3Yy4YeHUH TUCHUIIINHBI, U BUA0B 3aHATHH
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MPHU HM3YUYEHUH IUCHUIUIMHBI, ¥ BHJIOB 3aHATHU

MpeICTaBICHO B Tabiuiie 5.4

Tabmuma 5.4 — CooTBEeTCTBHE KOMIIETCHIIUN U BUJIOB 3aHITUH, (POPMHUPYEMBIX TIPU W3YYEHHUH TUCIIHILIH -

HbI

Bunel 3ansatuit

Komnerenimu
Jlexun

DOpMBI KOHTPOJIA

TICK-2 +

+ | JlabGopaTopHbIe pabOThI
+ | CamocTrosiTenbHas pabota

Ot4er no maboparopHoii paboTe,
Omnpoc Ha 3aHATHUSIX

6. UnTepakTBHBIE MeTOABI M GOPMBI OPraHU3alMU 00yYeHUs
He npenycmorpeno PYII

7. JIaGopaTtopHbie padoThI

HanmvenoBanue nabopaTopHbIX paboT npuBeIeHo B Tabmmie 7.1.
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Tabmuua 7. 1 — HanmeHoBaHue 1a0OpaTOpHBIX padoT

HasBanus pasnenos

HaunmeHnoBaHue 1a00paTopHBIX padoT

TpynoeMkocTsb,

q

dopmupyembie

KOMIICTCHLIUU

8 cemecTp

2 OCHOBBI TOCTPOEHUSI COBPEMEHHBIX
JIOKaJIbHBIX CETEU

HacTtpoiika moak toueHus y3Jjia K CETH.
ABTOMaTHYeCKasd JUHAMHWU4YECKass U CTaTU-
YyecKasi HaCTPOMKHU CETeBOro MOIKII0Ue-
HUA.

N

Crex mpotokonoB TCP/IP. [Ipuknanusie
IIPOTOKOJIBI ceT MIHTEpHET.

Cetu Microsoft Windows. Ynpasnenue
CETEBBIMH PECYpCaMU B OTHOPAHTOBOM
CETH.

Certu Microsoft Windows. Ynpasnenue
CETEeBBIMHU PeCypcaMu B OJTHOPAHTOBOI
CeTH.

Hroro

I1CK-2

3 CpezcTBa peaan3ainii MEKCETEBOIO
B3aUMOJICHCTBUS

MogenupoBanue 6a30BbIX CIyk0 U Tpo-
TOKOJIOB MapIIPyTU3AIMH B ITI00aIbHBIX
CeTsX.

basossie ciyx0b1 cetn Murepner. DHCP.
DNS. IIpoTokonsl MapIIpyTH3aLuu.

[Ipuxnanueie cayx0bl cetn HTEpHET.
Hacrtpoiika Web-, FTP-cepBepoB u cep-
BEPA JIEKTPOHHOU MOYTHI.

Hroro

[ICK-2

6 TexHosOrNM od0ECTIEUEHUS
0€30IaCHOCTH B JIOKAIBLHBIX CETIX

PazrpaHI/IquHe A0CTYyIIa K JIOKAJIbHBIM U
CCTCBLIM pECypcCaM. I[I/ICKpCLII/IOHHaH u
MaHaaTHasg MOJACIIN YIIPaBJICHUA NOCTY-
IIOM.

WHCTpyMEHTHI U1l HCCIIEAOBAHUS CETH
(caudepsr)

WHCTpYyMEHTHI TSl UCCIICIOBAHUS CETH
(cxanepsl 0€30MaCHOCTH)

Hroro

—
\S]

[ICK-2

8 ObecrieueHre 0€30aCHOCTH
MEKCETEBOr'0 B3aUMOICHCTBHUS

MexceTeBble SKpaHbl

AHTHBUpYCHAas 3aIMTa

BI/IpTyaJ'IBHLIe HYaCTHBIC CCTU

CucteMbl 0OHapyXeHHsI ¥ IPeAOTBpallie-
HUs BTOP’KEHUU

N e R N

DLP-cucremsl

be3omacHOCTh NPUKIAAHBIX IIPOTOKOJIOB

[ICK-2
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Utoro

32

Hroro 3a cemectp

72

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)
He npenycmotpeno PYII

9. CamocTrosiTesqibHasi padoTa
Bunasl camocTosiTenbHO paboThl, TPYOEMKOCTh U (hOpMUpPYEMble KOMIIETCHIIUU MIPEICTABICHHI B

tabiune 9.1.
Tabmuua 9.1 - Bunbl caMmocToATebHON padOThI, TPYAOEMKOCTh U (hOPMUPYEMbIE KOMIETCHIIMH
3 z §
: | i:
Bunrr camoctosaTensHON & > O
HazBanus pa3nenos zF = @®opMBI KOHTPOJIS
paboThI 8 s 2
3 S~
al g
= S
8 cemecTp
1 OCHOBHBIE TOHATHUS [TpopaboTka JIEKITMOHHOTO 2 Ormpoc Ha 3aHATHAX
MH(OPMAIMOHHBIX CEeTeH |Marepuaia
Hroro 2
2 OCHOBBI TOCTPOCHUS [IpopaboTka JIEKIIMOHHOTO 2 |TICK-2 Ompoc Ha 3ausTusax, OT-
COBPEMEHHBIX JIOKAJIbHBIX | MaTepuasa 4eT 110 JJabopaTopHoil pa-
Tel T
cere OdopmiteHre 0TIETOB TIO 18 Gote
nabopaTopHbIM paboTam
Hroro 20
3 Cpencta peanuzauuu | [IpopaboTka JIEKIIMOHHOTO 3 |TICK-2 Ompoc Ha 3ausTusax, OT-
MEKCETEBOT0 MaTepuana 4eT 10 J1JabopaTopHoil pa-
B3aUMOCHCTBUS
3aHMMOJCHC OdopmiieHre 0TYETOB 110 15 Gote
J1abopaToOpHBIM paboTam
Hroro 18
4 TlepcrieKTUBHBIE [IpopaboTka TeKIHOHHOTO 1 Omnpoc Ha 3aHATUSIX
HaIpaBJICHUS Pa3BUTHUS U | MaTepHaia
po0
pobrembl . |Hroro 1
MH(OPMAIMOHHBIX ceTel
5 OCHOBHBIE TTOHATHUS [TpopaboTka JIEKITMOHHOTO 1 Ormpoc Ha 3aHATHAX
uHGOPMAITOHHOM MaTepuana
I
0€e301acHOCTH Hroro 1
6 Texnonoruu [TpopaboTka TeKIHOHHOTO 1 [ICK-2 Ompoc Ha 3ansaTUAX, OT-
obecmieueHus Marepuaia 4eT 1o JabopaTopHOi pa-
0€30MMacHOCTH B T
30TacHOC OdopmiieHre 0T4ETOB 110 19 Gore
JOKAJTBHBIX CETIX
OKan ce nabopaTOpHBIM paboTam
Uroro 20
7 ObecnieueHue [TpopaboTka JIEKITMOHHOTO 1 Onpoc Ha 3aHATUAX
0e30IacHOCTH CeTeil Ha | MaTepuaa
0aze ¢
€TEeBBIX Vroro 1
ONEPALMOHHBIX CUCTEM
8 ObecnieueHme [TpopaboTka TeKIHOHHOTO 1 [ICK-2 Ompoc Ha 3ansTUAX, OT-

0€e301acHOCTH

Marepuaia

4eT 1o JabopaTopHOi pa-
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MEKCETEBOTO OdopmiteHre 0TIETOB TIO 43 oote
B3aUMOJICHCTBUS JabopaTOpHBIM paboTam

Hroro 44
9 IIpaBOBBIE OCHOBBI [TpopaboTka JIEKITMOHHOTO 1 Onpoc Ha 3aHATHSIX
3amuThl MHQOPMAIIUU B | MaTepHuala
KOMIIBIOTEPHBIX CETSX. Vroro 1
3aluIeHHbII
JIOKYMEHTO000POT
Hroro 3a cemectp 108
Hroro 108

10. KypcoBas pa6ora (IpoeKT)
He npenycmorpeno PYII

11. PeiiTuHroBasi cucremMa Jisi OLEHKH YCIIeBA€MOCTH CTYICHTOB

11.1. banabHble OLIEHKH /JIsl 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bajuibHBIC OIICHKH IS JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbII
. MakcumanbHbIN MakcumanbHbIN
DneMeHTHl y4eOHOM 0aJut 3a mepuos Bcero 3a
Oamn Ha 1-yto KT ¢ | Oam 3a nepuoa
NESATEIBHOCTH mexnay 2KT u Ha CEMECTP
Hayana cemectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
8 cemecTp
Onpoc Ha 3aHATUSIX 3 4 3 10
OtyeT no nabopaTopHOM 30 30 30 90
pabote
Hroro makcumym 3a nepu- 33 34 33 100
on
Hapacratomum urorom 33 67 100 100
11.2. IlepecyeT 6a/1J10B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKH
[TepecueT OasnoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKH MPE/ICTaBiIeH B Tabmuie 11.2.
Tabmuma 11. 2 — ITepecuet 6aJuTOB B OIIEHKH 32 KOHTPOJIBHBIE TOYKH
baynel Ha 1aTy KOHTPOIBHOW TOUYKH Onenka
> 90% oT MakcuMabHOK CyMMBI OamioB Ha naty KT 5
Ot 70% 1o 89% ot MakcuMaabHOM CyMMBI OaiioB Ha gaty KT 4
Ot 60% 110 69% oT MakcuMaIbHOM CyMMBI OaiToB Ha aaty KT 3
< 60% ot MakcuManbHOU cyMMbI O6astoB Ha aaty KT 2

11.3. Ilepecyer cyMMBbI 02/1710B B TPAAULHOHHYIO M MEKIYHAPOIHYIO OLCHKY
[Tepecuer cymMbl 0aljIOB B TPAAULIMOHHYIO M MEXYHApOIHYIO OLICHKY NPEJCTABIEH B TabIuLe

11.3.
Tabmuua 11. 3 —IlepecueT cymMMbl 6AJJIOB B TPAJAULIMOHHYIO U MEXIYHAPOJIHYIO OLIEHKY
Hrorosas cymma 6asmios,
Onenka (I'OC) YUMTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)
HK3aMEH
5 (oTIMYHO) (3a4TEHO) 90 - 100 A (0TIIMYHO)
4 (xopor1o) (3a4TeHO) 85 -89 B (ouens xoporiio)
75 - 84 C (xopor0)
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70 - 74 D( )
TIOBJICTBOPUTEIIHHO
3 Y ) 65 - 69 Y P
TIOBJICTBOPUTEIIBHO) (3a4TEHO
Y P 60 - 64 E (mocpencTBeHHO)
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6ainos F (Hey1oBIETBOPUTENBHO)
3a4TEHO)

12. YuyeOHO-MeTOAUYeCKOe U MH(OPMAIIMOHHOE O0ecTieyeHHe TUCHUILINHBI

12.1. OcHoBHas1 JIMTEpaTypa

1. Komnbsrotepusie cetu: [IpuHIMIBI, TEXHOIOTUH, MPOTOKOIBI [ TekcT] : yueOHUK A1 By30B / B.
I'. Onudep, H. A. Onudep. - 4-e uzn. - CIIG. : IIUTEP, 2013. - 944 c. : un., Tabmn. - (YueOHHUK I BY30B.
Cranmapt TpeThero nokonenus). - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p. (na-
auuue B ondmmoreke TYCVYP - 20 5k3.)

2. Kowmmbrorepnsie cetu [Tekcr| : Hayunoe uzmanue / 3. TanenOaym, J[. Yazepomn. - 5-e usm. -
CIIG. : [TUTEP, 2013. - 960 c. : un., Tabn. - (KIIACCUKA COMPUTER SCIENCE). - Ilep. ¢ aHr. -
And. ykaz.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (nanmuuue B 6ubmorexke TYCYP - 15
9K3.)

12.2. lonostHUTEILHAS JIATEPATypa
1. CereBsbie onepamoHHbIE CUCTEMBI | YueOHoe nocobue it By3oB / B. I'. Omudep, H. A. Onu-
dep. - CIIG. : ITurep, 2007. - 538[6] c. : un. - (YueOHUK 11 BY30B). - bubmuorp.: ¢. 525-526. - And.
yka3.: ¢. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hanmuuue B 6udmotexke TYCYP - 10 3k3.)

12.3 YyeOHO-MeTOAUYECKHE ITOCOOUSH

12.3.1. O6s3aTeibHbIE YUeOHO-MeTOAHuYEeCKH e MOCO0Uus
1. besonacHocts cereit OBM: Meroanueckue yka3zaHus Ajs 1a0OpaTOPHBIX U MPAKTHUECKHUX
pa6ot / HooxpectoB A. K., Ilpackypun I".A., 2014. — 99 c. [DaexkTpoHHBIN pecypc]| [DIEeKTpOHHBIH pe-
cypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf
2. bezonacHocTh cereit OBM: Meronuueckue yka3aHus Il CAaMOCTOSATEILHON paboThl CTYICH-
ta / HoBoxpectoB A.K., IIpackypun I"'A., 2014. — 4 c. [DnexTpoHHBIH pecypc] [DneKTpoHHBIN pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM_sam.pdf

12.3.2 YuyeOHO-MeTOAMYECKHE TOCOOUS IJIsI JIUI[ ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMU 310POBbSA

Y4eOHO-MeTOqMUECKHe MaTeprabl sl CAMOCTOSTEIBHON U ayTUTOpHOM paboThl 0Oydaromumxcs
U3 YWCIIa MHBAIHMOB MPEAOCTABISAIOTCS B (hopMax, adalTHPOBAHHBIX K OTPAHUYCHUSM WX 37I0POBbS H
BOCIIPUSTUS WH(OPMAITUH.

JIJ1s1 I ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- B IeYaTHON (hopMe YBEITMUEHHBIM MIPUGTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (hopme.

JlJ1s1 I ¢ HAPYIIEHUSIMHM OTIOPHO-IBUTATEJILHOT0 anmapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (popme.

12.4. ba3bl 1aHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE, IOUCKOBbIE CUCTEMbI U TpedyeMoe
NporpaMMHoe odecrnevyeHue

http://www lib.tusur.ru — 6u6GIMOTEKa YHUBEPCUTETA,

http://www.elibrary.ru — Hay4Hast 3eKTpOHHast OMOIMOTEKA;

http://www.edu.ru — BeO-caiiT cuctemsl (herepaIbHBIX 00pa30BaTEIbHBIX TOPTAJIOB.

[IporpammHuoe obecrieueHue:
OIepalMOHHBIE CHCTEMBI cemeilicTBa Windows;
cpencTBo 3amuThl HHGopManuu "biaokxoct-cets K";

NV AE WD =
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8. cucrema oOHapy>keHHs BTOp>KeHHi "Snort";

9. cpenctBo monenupoBanus ceteit Cisco Packet Tracer;

10. DLP-cuctema "Kontyp undpopmannonnoit 6ezonacHoctu SearchInform";
11. guctpuOyrur Kali Linux;

12. cucrema aHanu3a 3amuiieHHOCTH cetr "MaxPatrol".

13. MarepuajbHO-TEXHMYECKOE 0O0ecneuyeHue JUCHUTINHBI
13.1. O0uue Tpe6OBaHUSI K MATEPHAJILHO-TEXHUYECKOMY 00eCleYeHH 0 TN CIUTIINHbI

13.1.1. Marepua/jibHO-TeXHUYECKOe o0ecnevyeHue sl JIEKIIMOHHBIX 3aHATH I

Jnist mpoBeieHus! JIEKIIMOHHBIX 3aHATUH UCIIONIB3YeTCsl YUeOHO-MCCIIeI0BATENbCKasi BEIYUCIUTEIh -
Has jaboparopusi, pacroyiokeHHas 1o azapecy 634045, Tomckas ob6macts, T. Tomck, KpacHoapmeiickas
ymuua, 1. 146, 3 stax, ayn. 310. CocraB o0opynoBaHusi: YueOHas Mebenb; DKpaH pa3aBMKHON - | mT.;
Jocka MarHuTHO-mapkepHas - 1 mT.; Mynastumenniineiii npoekrop ViewSonic PJD5151 — 1 mr;
KomnbroTep nekiuonHbli acer travelmate 2300; Vicnosnb3yeTcs JIMIIEH3MOHHOE MTPOrpaMMHOe obecreue-
HUe, makeTsl Bepcuel He Hike: Microsoft Windows XP SP2, Microsoft Powerpoint Viewer; Umeetcs no-
MEIlleHHE I XPaHEHUs ¥ MPO(UITAKTHIECKOTro 00CITyKUBaHHS y4eOHOT0 000pyI0BaHHUSI.

13.1.2. MaTepuajibHO-TeXHHYeCKOe oOecnedeHue s J1a00paTopHbIX padoT

Jns mpoBeneHust 1a60paTOPHBIX pabOT UCTONb3YeTCsl Y4eOHO-HCCIe0BaTeNbCKasl BEIUNCITUTEIh-
Hasi Taboparopus, pacroiiokeHHast mo anpecy 634045, Tomckast obnacts, T. Tomck, KpacHoapmetickas
ymuna, 1. 146, 8 stax, ayn. 804. CoctaB obopynoBanus: YueOHas MeOenb;— 1 mT.; Jlocka MarHUTHO-Map -
kepHas - 1 mT.; Komnberoteps! kiacca He Hmwke CPU AMD A4-6300/DDR-IIT DIMM 4Gb x2/ HDD 250
Gb SATA-II 300 Seagate Pipeline HD.2 . ¢ mmpokononocHsiM goctynom B Internet, — 10 m.; Mcmons3y-
eTCsl JIMIIEH3MOHHOE IMPOrpaMMHOE OOecTieyeHne, MakeThl Bepcuel He Himke: Microsoft Windows 8.1
Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player. Umeercst momenienue s
XpaHeHHs U MPO(YUIAKTUYECKOTO 00CITYyKNBaHHs yueOHOTO 000pyHOBaHUs. DKpaH Pa3aBMKHOM - 1 mT.;
MynbsTuMenuiiabii poekTop ViewSonic PJD5151

13.1.3. MarepuajibHO-TeXHUYECKOe o0ecrnevyeHne 1JIsi CAMOCTOSITeIbHOH PadoThI
Jnst camocTosATebHOM paboThl HCIIONb3yeTcsl yueOHas ayauTopHs (KOMIBIOTEpHBIN Kiacc), pac-
noJiokeHHast 1o agpecy 634034, r. Tomck, yin. KpacHoapmetickas, 146, 2 stax, aya. 204. CoctaB o6opy-
noBaHUs: yueOHast MeOenb; KommbioTepsl kinacca He Hke [I9BM INTEL Celeron D336 2.81T1. - 7 it
kommbioTepsl moAkItodeHbl Kk cetd MHTEPHET u oGecrieunBaroT 10CTyI B AJIEKTPOHHYIO MH(OpMAITH-
OHHO-00pa30BaTEIBHYIO CPEY YHUBEPCUTETA.

13.2. MaTepuajibHO-TeXHHYECKOe oOecreyeHre TUCUMIIIMHBI JIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 3/10POBbS

OcBoenue mucuuruivHbl guramMu ¢ OB3 ocymecTBIseTcs: ¢ UCMOJIb30BAaHUEM CPEACTB OOydeHUS
00IIero U CIEUaIbHOTO Ha3HAUCHHUSI.

[Tpu oOy4yeHUH CTYAEHTOB ¢ HAPYLWIEHUSIMHU CJIyXa MPeIyCMOTPEHO MCIOIb30BaHUE 3BYKOYCHIIH-
BalOIEH amnmaparypbl, MYJIbTUMEIUWHBIX CPEACTB U APYIHUX TEXHUYECKUX CPEICTB MpHeMa/mepenadn
y4ueOHON MHGOPMAIMK B TOCTYIHBIX (hopMax JjIsl CTYJICHTOB C HAPYIICHUSIMU CITyXa, MOOMJILHOM CHUCTe-
MBI OOYYCHHSI JJIs1 CTYJACHTOB C WHBAJIUIHOCTHIO, MOPTATHBHOW MHIYKIIMOHHON CUCTEMbI. YueOHas ayiu-
TOpUSl, B KOTOPOM 00ydaroTCs CTYAEHTHI C HApYIICHUEM CilIyxa, 000pyIOoBaHa KOMITbIOTEPHOU TE€XHUKOM,
ayIMOTEXHUKOW, BUACOTEXHUKOU, FJIEKTPOHHON JTOCKOM, MYJIbTUMEIUIMHON CUCTEMOM.

[Tpu 0O0ydeHnH CTYAEHTOB ¢ HAPYLIEHUSIMU 3PEeHUSIMHU MTPEAYCMOTPEHO HUCIIOJIB30BaHUE B JIEKIIH-
OHHBIX M yYEOHBIX ayIUTOPHSIX BO3MOXHOCTH MPOCMOTpA YIAJICHHBIX O0BEKTOB (HAmpuUMep, TEKCTa Ha
JTIOCKE WJIU Cllaiifla Ha SKpaHe) MPH MOMOIIHN BUICOYBEIMUUTENEH A yAaJleHHOTO TPOCMOTpa.

[Tpu 0O0y4eHHUU CTYICHTOB ¢ HAPYIIEHUSMH OMOPHO-ABUraTeIbHOI0 ANNAPATA UCIOIB3YIOTCS
aJbTEpPHATUBHBIE YCTPONCTBA BBOJAAa MH(GOpPMAIMU U JAPYrUe TEXHUUYECKUE CPEICTBa MpueMma/mepenadu
yaeOHOM MH(pOpMAIUU B JOCTYIMHBIX (OopMax JJisi CTYICHTOB C HAPYHICHUSIMH OMOPHO-IBUTATEIHHOTO
anmnapara, MOOMIIbHOM cUCTEMBbI 00YyUEHUS IS JIFOJIEH ¢ MHBAIMIHOCTBIO.

14. ®oH OLIEHOYHBIX CPEICTB

14.1. OcHoBHBIE TpeﬁoBaHHﬂ K (l)OHL[y OLHCHOYHBIX CPEACTB U METOAUYIECCKUE PEKOMECHAAIIUN
(DOHI[ OLCHOYHBIX CPCACTB U THUIIOBBIC KOHTPOJBHBIC 3adaHusl, UCIIOJIB3YEMBIC JIs1 OLICHKHU C(l)Op-
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MUPOBAaHHOCTH U OCBOCHHS 3aKPEIUICHHBIX 32 JUCUUILIMHON KOMMETEHIUH MpU MPOBEACHUHU TEKYIIEH,
MIPOMEKYTOYHOM aTTECTAIUH 110 AUCITUIUIMHE MPUBEICH B MIPUIIOKEHUH K pabodeil mporpaMme.

14.2 TpedoBanusi K (POHIY OLEHOYHBIX CPEACTB JJIsl JIUI] ¢ OTPAHUYEHHBIMHM BO3MOKHOCTAMU

3/10pOBBSI

JUIs CTYIEHTOB ¢ MHBAJIMAHOCTbBIO MPEyCMOTPEHBI IOIMOJIHUTENbHbIE OLIEHOYHbIE CPEJCTBA, Iepe-
YeHb KOTOPHIX yKa3aH B TabnuIe.

Tabauua 14 — JlonoJHUTEIbHbIE CPEACTBA OLICHUBAHUS JIJIsl CTYA€HTOB ¢ HHBAJWJIHOCTHIO

Kareropuu ctyneHToB

Bup! TOMOIHATENBHBIX OLIEHOYHBIX
Cpe/CTB

@®opMBI KOHTPOJISL U OIICHKH
pe3yabTaTOB O0YUCHUS

C HapymeHHIMHU
ciyxa

TecTbl, MICEMEHHBIE CAMOCTOSTENTLHBIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PaOOTHI

[IpenMy1ieCTBEHHO MMChMEHHAS
IIPOBEPKaA

C HapymeHusiMu
3peHus

CobecenoBaHue 1O BOTIPOCAM K 3a4€TYy,
OIPOC 0 TEPMHHAM

[TpenMyIIeCTBEHHO yCTHAs IIPOBEPKa
(MHIUBUYaTBHO)

C HapymeHHIMHU
OIIOPHO-
JIBUTATEILHOTO
anmnapara

Perenne qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE pabOThI, BOIIPOCHI K
3a4eTy

[Ipenmy11eCTBEHHO THMCTAaHUIHMOHHBIMU
MeTOonaMH

C orpaHUYEHUSIMH T10
00LLIEMETUIIMHCKUM
MOKA3aHUSM

TecTbl, NCEMEHHBIE CAMOCTOSTEIILHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyiiecTBEHHO POBEPKa
METOAAMM, UCXOJSI U3 COCTOSIHUS
00y4arouierocss Ha MOMEHT IPOBEPKHU

14.3 MeTtoauuyeckue peKOMEHAAUMHU M0 OLEHOYHBIM CPeICTBAaM JIJIf JIUI ¢ OTPAaHUYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI

Hns crynenToB ¢ OB3 npenycmaTpuBaeTcst oCTymHas (popma MpeaoCTaBICHHs 3aJaHA OTICHOY -
HBIX CPEACTB, a UMEHHO:

- B IeyaTHou (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHUYEHHBIM HIPUPTOM;

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTEHHSI aCCUCTEHTOM 3aJIaHusl BCIIYX;

- MIPeIOCTaBJICHUE 3aJJaHUs C UCIIOIF30BAaHUEM CYpPIOTIEPEBOIA.

CryneHTaM C MHBAJIUAHOCTBIO YBEJIMYMBAETCS BpEMs Ha IMOJATOTOBKY OTBETOB HA KOHTPOJIbHBIE
BOMPOCHL. J[J1s1 TaKUX CTYAEHTOB MpelycMaTpUBaeTcs AOCTyMHas ¢popMa MpeaoCcTaBlIeHUs OTBETOB Ha 3a-

JaHHsA, a UMCHHO!

- IIMCBbMCHHO Ha 6yMare;

- H8.60p OTBCTOB Ha KOMIIBIOTECPE;

- Ha60p OTBCTOB C UCITIOJIb30BAHUCM YCIIYI' aCCUCTCHTA,

- IMpEaACTAaBICHHUE OTBCTOB YCTHO.

Hpouez[ypa OLICHUBAHUSA PC3YJIILTATOB 06yquI/151 WHBAJIMAOB IO JUCHUINUIMHC IMPEAYCMATPHUBACT
npeaoCTaBJICHUC I/IH(bOpMaIII/II/I B (bOpMaX, aIallTUPOBAHHBIX K OIPaHUYCHUAM UX 300POBbA U BOCIIPUATHA

UHpOpMaLUH:

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHUsI:

— B (hOpMeE AJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hOpMe YBEITMUCHHBIM HIPUPTOM.
JUJ1s1 JIMI ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hOpMeE IJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

J1J1s1 JIMI ¢ HAPYIIEHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:
— B (hOpMeE IIIEKTPOHHOTO TIOKYMCHTA;
- B IIe4aTHOU hopme.

[Tpu HEOOXOAMMOCTH ISl OOYUYAIOIIUXCS ¢ MHBATHUAHOCTBIO MPOISIYpa OIICHUBAHUS PE3YJIbTATOB
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06yquHH MOKCET NPOBOAUTHCA B HECCKOJIBKO 3TAIlOB.
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IIpuniaoxenue 1
MHUHHUCTEPCTBO OBPA3OBAHUA U HAYKHU P®
®enepanbHOe roCyIapcTBeHHOE 0I0/ZKeTHOEe 00pa30oBaTe/IbHOe yUpesk/ieHue BbIcIIero 00pa3oBaHus

«TOMCKUM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUA 1 PAIIMOSJIEKTPOHUKN»

(TYCVYP)
YTBEPXIAIO
[TpopekTtop mo yueGHOMI paboTe
I1. E. Tposin
«_» 20 T

®OHJT OLIEHOYHKIX CPEJCTB I10 YYEBHOUN JUCHUIIIMHE
be3onacHOCTH BHIYHCIUTEIBHBIX ceTel

VYpoBeHb 00pa3zoBaHMs: BbIcIIee 00pa30BaHNe - CIIEUATHTET

HampaBienue noarotoBku (cneruanbHOCTh): 38.05.01 IxoHOMHYecKas 0e30MacHOCTh
Hanpasnennocts (mpouis): IKOHOMHKO-IIPABOBOE 00ecnedeHue IKOHOMUYEeCKOi 0e301acHOCTH
®opma 0OyueHus: OUHast

QakynbreT: @b, ®aKkyabTeT 6€30I1aCHOCTH

Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii uHHPOPMANMOHHOH 0€30MACHOCTH 3JIEKTPOHHO-
BBIYMCJIUTEIbHBIX CHCTEM

Kypc: 4

CemecTtp: 8

YueOHs1ii man #Habopa 2013 rona

Pa3paborumk:
— accucrenT kap. KUBOBC A. K. HoBoxpectoB
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1. BBenenue

®onp ouenounsix cpeacts (POC) sBuseTcs NpuiIokKeHHEM K padoyeil mporpaMMe AUCHUTUTAHBI
(MpaKkTUKU) U TPEACTaBIAET CO00M COBOKYMHOCTh KOHTPOJIbHO-U3MEPUTEIbHBIX MaTepuajoB (TUIIOBbIE
3a/auMl (3a/1aHusl), KOHTPOJIbHBIE PaOOThI, TECTHI U JIP.) U METO/IOB MX MCIIOJIb30BaHMS, TPETHA3HAYSHHBIX
JUTSL U3MEPEHUS] YPOBHSI IOCTHKEHUS CTYICHTOM YCTAHOBJIEHHBIX PE3YJIbTATOB OOYUECHHS.

®OC no pucuuruivHe (IPaKTUKE) UCHOJIb3YETCs MPU MPOBEICHUH TEKYIIEro KOHTPOJIS yCIieBae-
MOCTH U IPOMEKYTOYHON aTTeCTalliu CTYICHTOB.

[Tepedens 3aKpeIICHHBIX 32 TUCHMILTMHON (PAaKTUKOM) KOMIIETEHIIUH MpuBeaeH B Tabmuie 1.
Tabmuna 1 — [lepedeHpb 3aKpEIUICHHBIX 33 TUCITUTIIMHON KOMIIETEHIIUN

Kon DopMyIMpOBKa KOMIETEHIINN Oranbl GOpPMUPOBAHUS KOMITETEHITUI
IICK-2 CIIOCOOHOCTBIO BBISBIISITH YCIIOBHS, CITIOCO0- JlomkeH 3HaTh CpeacTBa U METOJIbI XpaHe-
CTBYIOIIIUE COBEPIIICHUIO TPABOHAPYIIICHHUA B |HUA U TIepeaaur HH(pOopMaluy; STAIOHHYIO
OTHOILIGHUY CBEICHUMN, COCTABISIONUINX [OCY- | MOJIEIb B3aUMOJICHCTBUS OTKPBITHIX CHU-
JApCTBEHHYI0, 0aHKOBCKYI0, KOMMEPUYECKYIO CTEM; OCHOBHBIC CTaH/IaPTHI B 00J1aCTH UH-
TaliHy, IEPCOHAIbHBIX JAHHBIX, JPYTUX CBele- | (POKOMMYHUKAIIMOHHBIX CUCTEM U TEXHO-
HUN OrPaHUYEHHOTO J0CTyNa JIOTUI; OCHOBHBIE HOPMAaTHUBHO IPABOBbBIE

aKThl © HOPMAaTUBHBIE METOJJHYECKUE JIOKY-
MEHTBI B 00J1aCTH MH()OKOMMYHHKAIIMOH-
HBIX CUCTEM; IPUHIUIIBI TIOCTPOCHHUSI 3a-
[IUIICHHBIX TEJICKOMMYHHKAIIMOHHBIX CH-
CTEeM; MEXaHH3MbI peaJIn3alluy aTaK B
KOMITBIOTEPHBIX CETSX; 3allIUTHBIC MeXa-
HU3MBI ¥ CPENICTBA 00ECTICUCHHST CETEBOM
0€30IacCHOCTH; CPEICTBA U METO/IBI
NPeJOTBPANICHUS M OOHAPYKEHHSI BTOPIKE-
HHH. ;

JloJDKeH yMeTh IPUMEHSTh 3alllUIICHHBIC
MIPOTOKOJIBI, MEKCETEBBIC SKPAHbI M CPE/I-
cTBa OOHAPYKCHHUSI BTOPIKCHUH JIJIS 3alllH-
ThI HH(POPMALIUH B CETAX; OCYIIECTBIATH
MEpbI TPOTHBOACHCTBHSI HAPYILICHHUSIM Ce-
TEBOW 0E30MAaCHOCTH C UCIIOJIb30BaHHEM
Pa3IMYHBIX IPOTPAMMHBIX M allllapaTHBIX
CPEJ/ICTB 3aIlUThI B COOTBETCTBUH C TPeOO-
BaHUSIMH HOPMATHBHO TIPABOBBIX aKTOB U
HOPMATHBHBIX METOANYCCKHX JIOKYMEHTOB.
5
JloybKeH BiaieTh HaBbIKaMU KOH(UTYPUPO-
BaHUsI JIOKAJBHBIX CETEH, HABBIKAMH pea-
JIM3AIMU CETEBBIX MIPOTOKOJIOB C TOMOIIBIO
NPOTPaMMHBIX CPEJICTB; HABBIKAMH Ha-
CTPOMKH MEKCETEBBIX SKPAHOB; HABBIKAMHU
NPUMEHEHHS HOPMATHBHO TIPABOBBIX aKTOB
U HOPMATHUBHBIX METOJJHUECKUX JTOKYMCH-
TOB B 00J1aCTH WH(OKOMMYHHKAIIMOHHBIX
CHCTEM; METOJIMKOM aHaJIN3a CETEBOro Tpa-
(buKa; METOMKOW aHAIIN3a Pe3yJIbTATOB pa-
OOTBI CPEIICTB OOHAPY)KECHHS BTOPIKCHHIA. ;

OO0me XapaKTepUCTUKU TOKa3aTeleid M KPUTEPHEB OIICHWBAHMS KOMIIETEHIIM Ha BCEX JTamax
NpUBENICHBI B Ta0OmuIe 2.
Tabmuia 2 — O0mue XapaKTepUCTHKH MOKa3aTesed U KPUTEPUEB OLICHUBAHUS KOMIIETEHIIHIA IO ATaram

Tlokazarenu u

3HaTh YMeTh Braanern
KpUTEpUHU
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OTnu4uHO (BBICOKHI
YPOBEHD)

O6nagaet hakTHUECKUMU
U TEOPETUYECKUMHU 3HAHU-
SIMH B TIPEJIeIIax u3yJae-
MOIi 00JIACTH C TOHUMAaHH-
€M TPaHMI] IPUMEHUMOCTH

OO6nagaer Auana3oHOM
MIPaKTUYECKUX YMEHUH,
TpeOyeMbIX Ui Pa3BUTUSA
TBOPYECKUX pELICHUH, a0-
CTparupoBaHus Mpoodem

Kontpomupyer pabory,
MIPOBOJIMT OIIEHKY, COBEP-
IIIEHCTBYET ACHCTBUSA pa-
0OOTBI

Xoporio (6a30BbIi

3HaeT (aKThl, MPUHIIMIIEI,

OOiagaeT quanas’oHoOM

beper oTBETCTBEHHOCTH 3a

3aaa4

YPOBEHB) IPOLIECCHI, OOIIKME MOHA- | TPAKTHYECKUX YMEHUH, 3aBeplICHHE 33134 B HC-
THS B IIpeJeNiaX u3ydae- | TpeOyeMBbIX JJIsl pelieHHsl | CIIeIOBaHUH, ITpHCIIocad-
MO¥ obmacTu OIIpECIeHHBIX IPOOJIEM B | IMBACT CBOE TMOBEJICHUE K

00JIaCTH UCCIIEIOBAHUS 00CTOSITEIHCTBAM B pellie-
HUU TIpoOIeM

VYnosnerBopurens- | Obnanaer 6a30BbiMH 00- | O0naaeT OCHOBHBIMU PaGoraer npu npsimom Ha-

HO (TIOpPOTOBBII IIMMHU 3HAaHUSAMU YMEHUSMH, TpeOyeMbIMH | OJTFOJICHUN

YPOBEHB) JUTSL BBITTOJTHEHHUST TIPOCTHIX

Tabmuma 3 — Dramsl

2 Peasn3zanuss KOMIETeHIHM I

2.1 Komnerenuus IICK-2

[1CK-2: cnocoOHOCTBIO BBISBIATH YCIOBHS, CHOCOOCTBYIOLIUE COBEPILIEHUIO MTPABOHAPYIICHUN B
OTHOIIICHUU CBEJICHUH, COCTABISIOIINX T'OCYIapCTBEHHYIO, OAHKOBCKYIO, KOMMEPUECKYIO TaifHy, Mepco-
HaJIbHBIX JAHHBIX, IPYTUX CBEICHUN OTPaHUYEHHOTO JOCTYTIA.

st hopMHpOBaHUS KOMIIETEHIIMA HEOOXOIMMO OCYILECTBUTH PsiJ ATAroB. DTarbl GOpMUPOBaHUS
KOMITETEHIH, IPUMEHSEMbIE ISl 3TOTO BUABI 3aHATHI U MCMOJIb3yeMbl€ CPEJICTBA OLCHUBAHUS Ipen-
CTaBJIeHBI B TabnuIle 3.
OPMHUPOBaHUsI KOMIIETEHIIMH U UCIIOJIb3YEMbIE CPEACTBA OLICHUBAHUS

CocTasn

3HaTh

YmMmeTs

Bnanets

CopepxaHue 3Ta-
OB

YCIIOBHS, CIIOCOOCTBYIO-
[I1€ COBEPIIEHHUIO MPABO-
HapyILIEHUH B OTHOLLICHUH
CBEJICHUH, COCTABIISIONINX
rOCyJapCTBEHHYIO,
0aHKOBCKYI0, KOMMepYe-
CKYIO TaliHY, IIEPCOHAJIb-
HBIX JJAHHBIX, JPYTHX CBE-
JIEHUI1 OTPAaHUYEHHOTO J10-

cTyna

BBISIBJISITH YCIIOBUS,
CrocoOCTBYIOIINE COBEP-
LICHUIO NIPaBOHAPYILIECHUN
B OTHOIIICHHH CBEJICHUM,
COCTaBJIAIOLIMX rocyaap-
CTBEHHYIO, 0aHKOBCKYIO,
KOMMEPUYECKYIO TalHY,
MIEPCOHAJIBHBIX TAHHBIX,
JOPYIUX CBEJICHUN OTpaHU-
YEHHOT'0 JI0CTYyINa

HaBBIKAMH BBISIBJICHHS
YCIIOBHH, CIIOCOOCTBYIO-
LIUX COBEPUICHUIO MPaABO-
HapyIIeHUH B OTHOIIEHUH
CBEJICHUM, COCTABIISIONINX
rOCyIapCTBEHHYIO,
0aHKOBCKYI0, KOMMepye-
CKYIO TaliHYy, IEPCOHAb-
HBIX JAHHBIX, JPYTHX CBE-
JIEHU OTPAaHUYEHHOTO J10-

CTyIa

Bunrwl 3ansatuit

 JlaGoparopusle pabo-
TBI;

o Jlexmum;

* CamocrosiTenpHas pa-
oora;

* Jlaboparopusie pabo-
TBI;

* Jleknummu;

» CamocrosiTenbHas pa-
Oora;

 JlaGoparopHsie pabo-
THBI;

* (CamocrodTenbHas pa-
OorTa;

Hcnons3yemslie
CpEICTBa OLCHUBA-
HUs

* Ortuer no nabopatop-
HOU pabore;

* Onpoc Ha 3aHATHSIX;
* JTuddepenuuponan-
HBIH 3a4eT;

* Oruer no 1aboparop-
HOU pabore;

* Onpoc Ha 3aHATHUAX;
» Jluddepenuponan-
HBIH 3a4eT;

* Ortuer no nabopatop-
HOH pabore;

* JludpdepeHurpoBan-
HBIM 3a4€ET;

DopMyJIMpPOBKa MOKA3aTeJIe U KPUTEPUEB OLCHUBAHUS JAHHOW KOMIIETCHIMU IIPUBEJCHA B Ta-

omune 4.

Tabmuia 4 — [TokazaTeny ¥ KPUTEPUU OLIEHUBAHUS KOMIIETEHIIMH Ha 3Tanax

Cocras

3HaTh

YMmeTs

Baaners
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OtnnuHO
(BBICOKUI YPOBEHbD)

* 3HAET B MOJHOM
o0BeMe ycloBus,
CIIOCOOCTBYIOIITUE COBEP-
HICHUIO TIPaBOHAPYIIIC-
HUM B OTHOILLICHUH CBEJIE-
HUI OTPaHUYCHHOTO JI0-

CcTyIa;

* yMEET B IIOJIHOM
0o0BbeMe BBISBISTh YCIIO-
BUSI, CTIOCOOCTBYIOIIIHEC
COBEPILECHHIO TPABOHAPY-
[IEHWH B OTHOIIICHUH
CBEJICHUN OTpaHUYEHHO-
ro JOCTYIa;

* B IOJHOM 00beME BIIa-
JIEET HaBBIKAMU BBISIBIIC-
HUS YCJIOBHM, crIoco0-
CTBYIOILIMX COBEPILIECHUIO
IIPaBOHAPYIICHUH B OT-
HOILEHUU CBEJICHUN
OTPaHUYEHHOIO T0CTYIIA;

Xoporio (6a30BbIi

* 3HAET Ha IPOJABUHYTOM

* yMEeT Ha NPOABUHY-

* Ha IPOJBHHYTOM YpPOB-

IIPaBOHAPYLICHUH B OT-
HOILIEHUY CBEICHUN
OTPaHUYEHHOT'O IOCTYIIA;

COBEPUICHMIO IIPABOHAPY-
LICHUH B OTHOILICHUU
CBEJICHUN OTPaHUYECHHO-
ro I0CTYIa;

YPOBEHB) YPOBHE YCJIOBUSI, CIIOCOO-| TOM YpOBHE BBISIBJIATH HE BJIaJCCT HABBIKAMU
CTBYIOIIIME COBEPIICHUIO | YCIIOBUS, CIOCOOCTBYIO- | BBISIBIEHUS YCIOBH,
IIpaBOHAPYLICHUH B OT- A€ COBEPIICHUIO IIpa- CIOCOOCTBYIOIIUX COBEP-
HOILIEHUU CBEICHUN BOHApYILIEHUH B OTHOLIE- | IIEHUIO NTPaBOHApyLIeE-
OTPAaHUYEHHOIO IOCTYIA; | HHUM CBEICHUN OIpPaHHU- HUI B OTHOILLIEHUU CBEJE-

YEHHOTO JOCTYIIa, HUI OIPaHUYEHHOIO J10-
CTyIa,

VYI0BNETBOPUTENIBH | * 3HAET Ha 0A30BOM * ymeeT Ha 0a30BOM * Ha 0a30BOM ypOBHE

0 (IIOpPOTOBBIN YPOBHE yCIIOBHS, CIIOCO0-| ypPOBHE BBIABIATH YCIIO- BJIaJCCT HAaBbBIKAMU BbISIB-

YPOBEHB) CTBYIOIIIME COBEPLICHUIO | BUs, CIOCOOCTBYIOLIHE JIeHUs YCIOBHUH, CIIOCO0-

CTBYIOILIMX COBEPILICHUIO
MPaBOHAPYIIECHUH B OT-
HOIIICHUH CBEJCHUI
OTPaHUYEHHOTO JOCTYTa;

HUA.

— OO0ecrieyenue

3 TunoBble KOHTPOJILHBIC 3a1aHUS

Jis peanuzanyy BhIIENEPEYUCIECHHBIX 3a/1a4 00y4EHHs! UCIOJIb3YIOTCS TUIIOBbIE KOHTPOJIbHBIE
3aJJaHUs WIM UHBIE MaTepHajbl, HEOOXOIUMBIE /ISl OLEHKU 3HAHWM, yMEHUH, HaBBIKOB M (WJIM) OIBITA Je-
ATEIBHOCTH, XapaKTEPU3YIOUINX dTarbl (JOPMHUPOBAHUS KOMIETCHIIMI B MPOIECCE OCBOSHHS 00pa3oBa-
TEJIBHON IIPOTPaMMBl, B CJIIELYIOIIEM COCTABE.

3.1 TeMbI OIPOCOB HA 3AHATHAX
— MHcropus passutus cereit 9BM. MecTo U posib BBIYMCIUTENBHBIX CETEN B COBPEMEHHOM MHUPE.
OcHOBHBIE OHATUS U TepMUHOJIOTHsL. OOIIME NPeACTaBICHUS O BEIUUCIUTENbHON ceTH. Ob1ee noHsaTHe
00 MepapXuyecKoil CTPYKType MPOTOKONOB. [IpMHIIUIIBI MHOTOYPOBHEBOW OpraHU3allUd JIOKAJIBHBIX U
robansHbIX ceteit DBM. Monens OSI. CtangapTHbIE CTEKH KOMMYHHKAITMOHHBIX ITPOTOKOJIOB.

— Crannapruzanus B ceTsax. Knaccudukanus BeruuciauTenbHbIX ceTeill. TpeOoBaHMs, MpENbsB-
JsieMble K COBPEMEHHBIM BBIYMCIIUTENBHBIM CETSM. METo/bl U TEXHOJOTHMH NPOEKTUPOBAHUS CPENICTB
TenekoMmyHukanui. Crpykrypusannun cetu. dusudeckas M JIorHyeckas Tonosoruu cerei. OCHOBHOE
KOMMYHHUKAI[HOHHOE 000pYy/I0BaHHE

— Kanansl cBa3u. XapakTepUCTUKH KaHAJIOB CBs3U. Jlornyeckoe KomupoBaHue. ACHHXpOHHAs U
CHHXpOHHaA nepenaqn. Mepapxus B kabenpHOH cucteme. CTpyKTypupoBaHHas KaOelbHask CUCTEMA.

— KoHburypanuu g0kaabHbIX BBIYUCIUTENBHBIX CETEH M MeTONbl JocTyna B HUX. CTpyKTypa U
¢bynkuun nokaneHbIX cereil. Copepkanue cranaapra IEEE 802. bazoBble TEXHOIOTHH JIOKAIBHBIX CETEH.
IEEE 802.2 Ethernet. O60pynoBaHu€ JTOKAIBHBIX CETEH.

— CereBoll ypoBeHb nepenaud naHHbIX. [P-ampecanus. Peanuzanuss MexceTeBOro B3auMOJEH -
ctBus cpencreamu TCP/IP. Iopsimok pacnpenenenus [P-agpecoB. OtoOpakenne [P-agpecoB Ha J0Kaib-
Hele agpeca. ARP mporokon.

— IlpuHnmns! mapupyrusanuu B [P-cersax. [Ipotokonsl mapmpyrusanuu. [lonsatue nomena. Jlo-
MeHHas aznpecanus B [P-cetsx. DNS nportoxor.

— IIporokoin IPv6. IIpotokons! TpancnioptHOro ypoHs TCP u UDP.

— CoBpeMeHHbIE TEHICHIIMH PAa3BUTHS TEIEKOMMYHUKALMOHHBIX CUCTeM. MHTerpauus pasnnd-
HBIX TUIIOB CeTeil U ceTeBbIX ciayx0. Bupryanuzanus nHpopManmoHHbix cucreM. OOnavHble BbIUUCIIE-
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KOHTPOJIb. OCHOBHBIE MOHATHS U TEPMUHOJIOTHS.

— TumnoBeie yrpo3sr ceteBoil 6e3omacHOCTH. OCHOBBI KIAaCCHU(HUKAIIMKA CETEBBIX YIPO3 M aTak.
Bnusinue yenoBedeckoro gakropa Ha ceTeByr0 0€30MaCHOCTb.

— 3ammra TONoJOTHH CeTH. BUpTyanibHbIe JOKaNbHbIE CeTH. JJomoMHUTEIbHBIE QYHKIIMH KOMMY -
TaTopoB. [lepcoHanbHbIe 3KpaHbl. AGOHEHTCKOE IH(pPOBaHUE.

— Pernamentupyronue 10KyMEHTBI B 00JIaCTH O€3011aCHOCTH BBIYUCIIUTENbHBIX ceTeil. CTaHmap-
TBI 0€30MaCHOCTH BBIUYMCIUTENBHBIX CETEH U MX KOMIIOHEHTOB. [IpaBoBbIE OCHOBBI 3aITUTHI HHPOPMAITUH
B CETIX.

— Ceresble oneparnuonnbie cucteMbl Windows, Unix/Linux. OCHOBHBIE TIPOTOKOJBI, CIYXOBI,
(YHKIMOHUPOBaHME, Cpe/ICTBA oOecieueH s 0€30MacCHOCTH, CPEICTBA YIIPABICHHs U KOHTPOJIS.

— OcHOBHBIE MEXaHU3MBI OOecTiedeHusT 0E30MaCHOCTH U YIPABICHUS PacHpeaeIeHHBIMUA Pecyp-
camu. ObecrieueHre HaIeKHOCTH HHPpacTpYKTypsl MIHTEpHET.

— 3amura KaHanoB cBA3M B MHTepHeT. Buasl ncnonb3yemslx B MHTEpHET KaHanoB cBs3u. Mc-
M0JIb30BaHUE MEKCETEBBIX 3KPaHOB. BUpTyanbHbIE YaCTHBIE CETH.

— VYM3BUMOCTH M 3amura 0a30BBIX MPOTOKOIOB M ciyx0: IIporokonsr mapmpyrusauuu. Ce-
meiictBo TCP/IP. Cityx6b1 noucka. bezonachocts WWW 1 351€KTpOHHOH MOYTHI.

— CucreMbl OOHapyXeHHS M HPOTHBOJAEHCTBUS BTOp)keHUsM. Kilaccudukauus v OpUHLHUIIBL
(YHKIMOHUPOBaHMS CUCTEM OOHapyXeHus: BTopxeHni. CkaHepbl 6€30aCHOCTH.

— Kitaccel ckanepoB 6€30macHOCTH U 0COOEHHOCTH MPUMEHEHHMSI. 3allluTa OT BUPYCOB.

— 3amuTa 3JeKTPOHHOTO TOKYMEHTO000pOTa.

3.2 Tembl 12a060paTOPHBIX PadoT

— Hacrpolika nogkiaroueHus ysja K ceTH. ABTOMaTHUYECKas JUHAMHUYECKass U CTaTUYECKas Ha-
CTPOMKHU CETEBOTO MOJIKIIOYECHHUS.

— Crex nporokonoB TCP/IP. Ilpuknanneie npoTokossl ceTi HTepHeT.

— Cern Microsoft Windows. YnpasieHue ceTeBbIMU peCypcaMu B OJJHOPAHTOBOI CETH.

— Ceru Microsoft Windows. YnpaBiieHue ceTeBbIMU pecypcaMy B OTHOPAHTOBOM CETH.

— MonenupoBanue 6a30BbIX CIYX0 U IPOTOKOJIOB MapIIPYTU3aLUU B ITI00AIbHBIX CETSIX.

— bazosslie cnyx0b1 cetn Mutepuer. DHCP. DNS. IIpoTokosnsl MapipyTHu3aim.

— Ipuxnanusie cnyx0sl cetn UaTeprer. Hactpoiika Web-, FTP-cepBepoB u cepBepa 3JIeKTpOH-
HOM MOYTHI.

— MHCTpyMeHTSHI [UIs UcCleloBaHus ceTH (CHU(EpDI)

— MHHcTpyMeHTHI 1715 MCClIe0BaHUs CETH (CKaHEpbl OE30M1aCHOCTH)

— AHTUBHpYCHAas 3alIUTa

— BupryanbHble 4acTHBIE CETH

— CucreMbl OOHapyKEHUS U NPEIOTBPALICHUS BTOPKEHHM

— DLP-cucremsl

— be3onacHOCTh NpUKIIAAHBIX TPOTOKOJIOB

3.3 Bonpocsl qugdepeHIIHPpOBAHHOIO 3a4eTa

— 1. Ilonstue ceru. TpeGoBanus, npenbsBisiembie kK ceTd. 2. Kmaccudukanus cereit. [Ipusnaku
knaccudukaruu. 3. CereBbie Tononoruu. [IpenmyiecTa u HETOCTATKU 0A30BBIX CETEBBIX TOMOJIOTHA. 4.
MeToabl KoMMyTaluu y3710B ceTu. [IpenMyIiecTBa U HEJOCTATKU Pa3IMYHBIX METOJOB KOMMYTAIUH. 5.
MeTtozp! afgpecanui B ManbIX M OonblIuX ceTsx. TpeboBaHus k aapecaM. 6. OCHOBHbIE amnmapaTHbIE U
MPOrpaMMHbIE KOMIIOHEHThI KOMIBbIOTEpHBIX ceTeil 7. HasnadueHue u coctaB nuHU cBs3u. HaszHaueHue
KaX10r0 KOMIIOHEHTa JUHUI cBsa3u. 8. OCHOBHBIE BU/bI Nepeaaromux cpea. Mx xapaxkrepuctuku. Orpa-
HUYEHUs mepenaromux cpel. 9. becnpoBonnas nuaus csizu. CoctaB obopynoBanus. [lonsrtue xanana.
10. CereBast moaens OSI. Ha3znauenue. YpoBHU B3aUMOAECUCTBUSI OTKPBITBIX cucTteM. 11. Cranmaprusa-
uus cererd. [Ipoext 802.x. 12. Metoasl AocTyna K cpene nepenayn gaHHbeix. 13. [loHsTue npoTtokona u
untepdeiica. Ctexu nporokonoB. CtanmapTHele cTeku mpoTokonoB. 14. CereBas apxutekrypa Ethernet.
bazoBwrii cranmapt. KoMroHneHThI peanu3anuu Ha ¢puzndeckoM ypoBHe. 15. CTpykTypa Kajapa TeXHOJIOTHH
Ethernet. Texaonorust VLAN. Crannapr IEEE 802.1q. 16. CereBas apxutekrypa Token Ring. 17. Cere-
Bas apxutekrypa FDDI. 18. O6opynoBanue JIBC. IlpuHimme! paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMY -
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taTopoB. 19. CereBble onepaoHHble cUCTeMbl. TpeboBanus, npeabsasisiemble K ceteBbiM OC. 20. bazo-
BbIE€ MPUMUTHUBBI TIEPEIaud COOOIICHUN B pacTpeeICHHOW ceTH. BBI30B ynaieHHBIX mporenyp. Mexa-
HU3M cokeToB. 21. CereBble daiinoBbie cuctembl. CemanTrKa pasaeneHus ¢aitnos. 22. CiayxObl UMEHO-
BaHus pecypcoB. Cmyx6a karamoroB. Jlomennsiii momxon. 23. Cmyx6a karamoroB Active Directory.
VYnpasienue o0beKkTaMu ceTH. [ pynmoBsie momuTuku. 24. 3agaun TOCTPOCHHUS OObETMHEHHBIX CeTeH. 25.
I'mo6anpHas ceth MuTEpHET. [locTpoenne. OcHoBHbie noHsATHA. CemeiicTBo mpotokonoB TCP/IP u ero
pOJIb B MOCTPOCHHUHU I00anbHbIX cerei. 26. Crek npotokonoB TCP/IP. O6nacts npumenenust. OCHOBHbIE
xapaktepucTuku. 27. Tunsl anpecos, npuMeHsieMbix B cetu MHTepHer. Haznauenue. Texnonoruu paspe-
menus aapecos. 28. [P-anpeca. Knaccel IP-cereit. 29. [P-anpeca. Texnonorus CIDR. Ilonarue cereBoro
npedukca. 30. O6opynoanne 'BC. Kparkas xapakrepuctuka u HazHadeHue. 31. Ctpykrypa cetn MH-
TEepHET. ABTOHOMHBIE CUCTEMBI U MaructpasibHble ceTu. THUIbI IPOTOKOJIOB MapuipyTu3anuu. 32. Map-
pyruzanus [P-nporokona. Anroputmsl MapiipyTtusanuu. 33. [Iporokonsl mapuipyrusanuu RIP u OSPF.
XapaKkTepUCTHKH, JOCTOMHCTBA M HenocTaTtku. 34. [Ipotokon ARP. Haznauenwue. IIpuHuun QyHKIIHOHM -
poBanus. 35. [Iporokon DHCP. Haznauenune. [Ipunnun gyakuunonuposanus. 36. Ciy:x6a DNS. Haznaye-
uue. [Ipunuun ¢pynkimonupoBanus. 37. IIporokons! TpancnopTHoro ypoBHs creka TCP/IP. CpaBHutens-
HbIC XapaKTEPUCTUKU W MPHUHIUIEI paboTel. 38. [lepexBaT makeToB B JIOKaIbHOW ceTH. ITHCTpYMEHTHI.
Crpykrypa nakeroB. 39. TexHonoruu «mocinenHeit munm». [IporpaMMubIil U anmapatHblii coctas. 40.
Cnyx661 WWW u FTP. Ilpotokonsl. Hactpoiiku cepeproro u kiaueHtckoro I10. 41. Cnyx6a E-mail.
[TpoTokonsl 3nekTpoHHOM nouThl. HacTpoiiku cepBepHoro u knueHTckoro 110. 42. Crnyx0a MrHOBEHHBIX
coobmenuii Jabber. IIpotokonsl. Hactpoiiku cepBepHoro u kimeHTckoro I10. 43. TexHomoruu nepemaayn
rosiocoBoil nHpopmarmu. [Ipotokonsr SIP, RTP. 44. TunoBas cTpyKTypa OTKa30yCTOWYHMBOIO KiIacTepa.
PezepBupoBanne maHHbIX. 45. OCHOBHBIE KOMaH]IbI, UCIIOJIb3yeMbIE TIPH PabOTE C CEThIO B PEXKUME KO-
MaHJIHOW CTPOKH.

4 MeToanuyecKkue MaTepuabl
Jns obGecnieueHus mpoiecca OOy4eHHsI U pelieHus 3a1a4 O0y4eHHs] UCIOJIBb3YIOTCS CIEAYIOIINe
MaTepHaIbl:
— METOJMYECKHe MaTepuabl, ONpeaestonIie MPoLUeaypbl OLICHUBAHUS 3HAaHUN, YMEHUI, HaBbI-
KOB ¥ (MJIM) OTIBITA JESATCILHOCTH, XapaKTePU3YIOIINX 3TAIbl (JOP-MUPOBAHHSI KOMIIETCHIIUNA, COTJIACHO II.
12 paboyeit mporpaMmel.

4.1. OcHoBHas JUTEpPaTypa

1. KomnbrotepHsie cetu: IIpuHIMMIbI, TeXHOIOTHH, TPOTOKOINBI [ TekcT] : yueOHuK 1i1st By30B / B.
I'. Omudep, H. A. Onudep. - 4-e uzn. - CII6. : IIUTEP, 2013. - 944 c. : un., Tabn. - (YueOHUK 1) By30B.
Crangapt TpeTbero mokoneHus). - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p. (ua-
nugne B onbmmoreke TYCVYP - 20 5k3.)

2. Kommnsiotepubie cetu [Tekcr] : HayuHoe uznanue / J. Tanenbaym, [[. Yazepomr. - 5-e usg. -
CII6. : TIMTEP, 2013. - 960 c. : wir., tadn. - (KIIACCUKA COMPUTER SCIENCE). - Ilep. ¢ anrm. -
And. yxaz.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (nanuuue B 6ubmoreke TYCYP - 15
9K3.)

4.2. lonoiHUTEILHAS JIUTEPATypa
1. CereBbie onepalioHHBIE CUCTEMEBI : YdeOHoe mocobue s By3oB / B. I'. Omudep, H. A. Onu-
dep. - CII6. : ITutep, 2007. - 538[6] c. : wi. - (YueOHUK 11 By30B). - bubnmorp.: ¢. 525-526. - And.
yka3.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (manuuue B 6ubmorexke TYCYP - 10 3k3.)

4.3. O6s13aTesibHbIE YUeOHO-METOAUYECKHIE MOCOOs
1. bezomacHocTh cereit OBM: Metoauueckue ykasaHUsl ) JTaOOPAaTOPHBIX U MPAKTHYECKHUX
pabot / HoBoxpectoB A. K., IIpackypun [''A., 2014. — 99 c. [DnekTpoHHbI pecypc] [DNeKTpOHHBIH pe-
cypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf
2. beszomnacHocTs ceteit D9BM: Meroauueckue yka3zaHHs sl CAMOCTOSATENIbHOW paboThl CTY/ICH-
ta / HoBoxpectoB A K., [Ipackypun ["'A., 2014. — 4 c. [DnekTpoHHBINA pecypc]| [DIeKTpOHHBIN pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM_sam.pdf

4.4. Ba3bl JaHHBIX, HHPOPMAIMOHHO CIIPABOYHBIE  TOUCKOBBIE CHCTEMbI
1. http://www.lib.tusur.ru — GubIMOTEKa YHUBEPCUTETA,
2. http://www.elibrary.ru — Hay4Hast SJIeKTpoHHast OMOIMoTEeKA;
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[TporpammHoe obecrieueHue:

oTepallMOHHbIE CHCTEMBI cemeiicTBa Windows;

cpencTBo 3anuThl nHpopMaruu "brokxoct-cets K";

cucteMa oOHapyKeHus BTOpKkeHu# "Snort";

. cpeactBo moaenupoBanus ceteit Cisco Packet Tracer;

10. DLP-cucrema "Kontyp nndopmarmonHoit 6e3omacaoctu SearchInform";
11. muctpubyrus Kali Linux;

12. cucremMa a”Haimu3a 3amuInesHoctT cetu "MaxPatrol".

O 0N o U A W
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http://www.edu.ru — BeG-caiiT cuctemsl (hefeparbHBIX 00pa30BaTEIbHBIX TOPTAJIOB.
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