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Paccmorpena u onoOpena Ha 3acenanuu kadeapsl
npotokon Ne 5 oT « 30 » 5 2017 1

JIMCT COI'JIACOBAHUI

PaGouas nmporpamma cocTaBiieHa ¢ y4eTOM TpeOoBaHU# (eepalbHOTO TOCYIaPCTBEHHOTO 00pa30-
BaTeNLHOTO CTaHAapTa Bhiciiero oopazoBanus (PI'OC BO) no HampaBieHHIO MTOATOTOBKH (CIIEIIHATLHO-
ctr) 38.05.01 DxoHOMMUECKasi O€30MacHOCTh, yTBEpKIeHHOTro 16 stHBaps 2017 roma, paccMOTpeHa H

YTBEp)KJCHA Ha 3aceJaHuU Kadenpsl «  » 20 ropa, npoTtokoin Ne
Pazpabotunku:
ITporpammuct xad. KUB2BC H. 1O. Ionsxos
Houent xadp. KUB5BC .. Konen

3aBenyroumii o0ecnieunBaromeit kad.
KNB3BC A. A. lllenynaHoB

Pabouas nporpamMma corsnacoBasa ¢ (pakyabTeToM, MpoUINpyIOIIel 1 BeITyCKaroel kadeapamu

HaIpaBJICHUS TOJrOTOBKH (CHIEIIUATBLHOCTH).

Hexan ®b E. M. JlaBrii0Ba
3aBenyromnuii BeITycKaroIen kag.

KNB3BC A. A. lllenynanos
DKCIepr:

Hexan, k.H. kadh. KUB3BC .. JlaBe110Ba

CornacoeaHa Ha noptane Ne 21071



1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OcHoBHas nenp auctuiuinibl «[Ipuknagnas kpunrorpadusy» — QGopMUpOBaHHE Yy CTYICHTOB
MPEJCTaBICHUNA O MPAKTHYECKOM HUCIOJIb30BAaHUHM KPUNTOrpapuuecKux METOMOB 3aIIUThl HUH(OPMAIIUU
TSl pEIIeHUs OTACTBHBIX 3a/1a4 o0ecredeHus: HHHOPMAIIMOHHON O€30IaCHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUTITOrpapUUECKUX METOMIOB 3allUThl HHPOPMAIINH, U3YUYUTh OCHOBHBIC KpHUITOTpadude-
CKH€ TIPOTOKOJIBI, U3YYHTh HH(PACTPYKTYPY OTKPBHITOTO KITFOYA.

2. Mecto mucuunimebl B ctpykrype OIIOII
Hucuunnuna «[Ipuxknagnas xpunrorpadgus» (b1.B.O/1.12) otHocutcs k Onoky 1 (BapuartuBHas
YacTh).
[TpenmecTBYIOMMUMI TUCIMILTHHAME, (QOPMHUPYIOIIUMH HadaJlbHbIE 3HAHMSA, SIBIISIOTCS CIETYIO-
mye AucuumIuHbl: OCHOBBI HHPOPMALMOHHONW 6€30MaCHOCTH.

3. TpeGoBaHusl K pe3yJbTaTaM OCBOEHUSI TMCIUTLIMHBI

[pouiecc n3ydyeHns: TUCUMIUIMHBI HAaIpaBJieH Ha (YOPMHUPOBAHUE CICAYIOIINX KOMITETCHIIUIH:

— TICK-2 cnocoOHOCTBIO BBISIBIISITH YCJIOBHS, CIIOCOOCTBYIOIIME COBEPIICHUIO TPAaBOHAPYIIE-
HUN B OTHOILEHUU CBEICHUM, COCTABISIOUIMX IOCYJAPCTBEHHYIO, 0AaHKOBCKYIO, KOMMEPUECKYIO TailHY,
HEePCOHAJBHBIX JAHHBIX, IPYTUX CBEICHUI OrpaHUYEHHOTO JOCTYIIA;

B pesynbraTe n3ydeHus IUCHUILIMHBI CTYIEHT JOJDKEH:

— 3HATh OCHOBHBIE KPUIITOrpaUueCKHe METO/bl, AJITOPUTMBbI, IPOTOKOJIBI, UCIIOIb3YEMBbIE IS
oOecrieyeHrs 6€30MaCHOCTU B KOMIIBIOTEPHBIX CETSX.

—  yMeTb 3(p()EeKTUBHO UCIIOIB30BATH KPUNTOrpahuIecKre METObI U CPEACTBA 3aIUTHI HHPOP-
Mallly B aBTOMAaTU3HPOBAHHBIX CUCTEMAX.

— BJIaJ€Th HaBbIKaMH HCITIOJIb30BaHUS TUIIOBBIX KpI/IHTOFpa(l)I/I‘IeCKI/IX AJITOPUTMOB.

4. O0beM TMCHUIIMHBI U BUAbI Y4e0HOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI cOCTaBsgeT 3.0 3a4eTHBIX €AWHUIIBI U MIPE/ICTABICHA B Ta0JIH -

%264&114.1121 4.1 — TpynoeMKoCTh JUCIUILINHEI

Buabl yueOHOI gesTebHOCTH Bcero gacos CemecTpsl

8 cemecTp

AynuTopHbI€ 3aHATUSA (BCETO) 72 72
Jlexun 18 18
[IpakTuyeckue 3aHATUS 18 18
JlabopaTtopHbIe pabOThI 36 36
W3 Hux B MHTEpaKTUBHON (hopme 24 24
CamocTtosiTenbHas paboTa (Bcero) 36 36
OdopMieHrE 0TYETOB IO JTAOOPATOPHBIM paboTam 7 7
[IpopaboTKa JEKIIMOHHOTO MaTepuaa 13 13
[ToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 16 16
Bcero (6e3 sx3ameHa) 108 108
OO6mmas Tpy10eMKOCTh 4 108 108
3auetHble EauHuIb! 3.0 3.0
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5. Conepxxanue I1MCUMILTHHBI

5.1. Pa3gennl AMCHUILIAHBI K BUABLI 3aHATHHA
Paznensl IuCUMIUTAHEI ¥ BUABI 3aHATHN PUBEACHBI B Ta0mmiie S.1.

Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABLI 3aHSITHI

. i, =
= 5 ¥
= S s
5 Py = ) =
S =¥ = o = g =
= o o S S O =
= | 8| B | 8 | 82| 2B
HazBanus pa3aciioB JUCHUIIINHBI 5 g a 5 o 2 §‘ 5
SHIEE N I -
= 0 9)
c & £ A8 S e
< e} =
EE G
Q
8 cemecTp
1 Kpunrorpaduueckue npoToKobl: 00- 2 3 18 5 28 |IICK-2
LIUE TIOHSTHS.
2 IIpOoTOKOIMBI pacpeaeneHus KIoYei. 4 7 15 |IICK-2
3 UHdpacTpyKTypa OTKPHITOrO KITHOYA. 17 |TICK-2
4 TIpoTOKOJBI HACHTU(DUKAIIUH U AyTEH- 0 4 8 I1CK-2
TU(UKAITIY.
5 be3zomnacHsIif kaHam oOMeHa COOOIICHH- 2 0 0 2 4 [1CK-2
SIMH.
6 IIpakTHdecKkre acreKThl pean3aluu 2 6 18 10 36 |IICK-2
CPEICTB KpUMTOTpadhuIeCcKO 3aIUThHI
nH(popMaIuu.
Hroro 3a cemectp 18 18 36 36 108
Hroro 18 18 36 36 108
5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.
Tabmuma 5.2 - CogepkaHue pa3aesioB NUCIUIUIHH (TIO JICKIUSIM)
3 3 =
g 5 =
ConeprkaHue pa3/ienoB JUCIUILTUHEI [0 = >
Haszsanus paznenon ACp pasi Auch 5 S o %
JICKIIASAM 8 § o
= g =
& o 2
= S}
8 cemecTp
1 Kpunrorpaduaeckue nporokonsl: | [loHsTHE KpunTorpadhuyeckoro mpoToKo- 2 IICK-2
o0IIMe TOHATHS. na. Ponb kpunrorpaguueckux mpoToKo-
JIOB B CHCTEMax 3allluThl HH(OPMaIUH.
OcHOBHBIE aTakl Ha KpUNTOrpaduuecKue
MIPOTOKOJIBI.
Hroro
2 [IpoToKOIBI pacnpeeseHus VYnpasieHue CeKpeTHbIMU Kiroyamu. Pac- 4 [ICK-2
KITFOYEH. MIpE/IeTICHNE CEKPETHBIX KITIOUeH.
Hroro
3 UndpacTpyKkTypa OTKPHITOTO [ToHsiTHE ANEKTPOHHON MOANKUCH. YTIpaB- IICK-2
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KJIrO4a.

JIEHUE OTKPBITHIMU KitoyamMu. OCHOBHBIE
KOMITOHEHTHI HHPPACTPYKTYPHI OTKPHI-
ThIX Kirouei. [Tonstue ceprudukara
OTKPBITOTO KJIK0Ya. YIOCTOBEPSIOIIUN
HEHTP. ApXUTEKTypa HHPPACTPYKTYPHI
OTKPBITOTO KJIIOYA.

Hroro
4 TIpoTokoibl UACHTU(DUKALIUN U [IpoTokosnbl HASHTUPHUKAIIMN HA OCHOBE [ICK-2
ayTeHTH(HKALNH. apoJsiei, MPOTOKOJBI «PYKOIOKATHSD U

THUIIA «3anpoc-oTBeT». [loHaTHE IPOTOKO-

JIOB MHTEPAKTUBHOTO JJ0KA3aTeIbCTBA U

JoKa3aTenbcTBa 3HaHUs. [IpoToKoIbI

UACHTU(PHUKAIIMYA HA OCHOBE IPOTOKOJIOB

JI0Ka3aTeIbCTBa 3HAHUS C HYJEBBIM pa3-

IJIAIIEHUEM.

Hroro
5 be3omnacHslif kaHa oOMeHa [Toctpoenue 6e30mMacHOT0 KOMMYHHUKAIIH- [1CK-2
COOOLICHUSAMHU. OHHOTO KaHaJla Ha OCHOBE Kpunrorpadu-

YECKUX aJITOPUTMOB.

Hroro 2
6 IIpakTHUecKkue acreKThl [IpoGrieMbl peanu3aiu Kpunrorpaduye- 2 [ICK-2
peanusaiuu CpeicTB CKHX aJITOPUTMOB. [ eHepanus ciayyaii-
KpunTorpaduueckoi 3amuThl HBIX YMCesl. 3alMTa OT yTeuku HHpopMa-
uHpopMaLnu. L1H.

Hroro 2
Hroro 3a cemectp 18

5.3. Paznennbl AMCHUILIMHBI U MEKIUCIMIUIMHAPHBbIE CBSI3H ¢ 00eceYnBAKIINMH (TpeabIy IUMH)

U 00ecrneunBaeMbIMHU (HOCJ’ICIIYIOIHI/IMI/I) AUCHUIIMHAMHA

Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBS3H C 00€CTICUMBAOIIMMU (MTPEABIAYIIUMA) H

obecrnieunBaeMbIMU (TTOCJIETYIONMMHI ) AUCITUTUIMHAME TPEJICTABIEHBI B TabmuIe 5.3.

Tabmua 5.3 - Paznensl AMCIUIUIMHBI 1 MEXIUCITUIUTMHAPHBIE CBSI3H

HaumeHnoBaHue nUCIUILINH

Ne pa3aciioB JIAaHHOM JAUCHUIUINHBI, JJIST KOTOPBIX HCO6XOI[I/IMO
HN3Y4YCHHUC 06€CH€‘~II/IBaIOHII/IX H 00ecIieYnBaeMbIX JUCHUITIINH

1 2 3 4

5

6

[IpeamecTByromMMe TUCITUATIIUHBI

1 OcHoOBBI HH(OPMALIMOHHOM Oe3011ac-
HOCTH

+

5.4. CooTBeTCcTBHE KOMIIETEHIMI, (POPMHUPYEMBIX NPU M3YYECHUH IMCUMILVINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU M3YUYEHUHM IUCHUIUIMHBI, M BHJIOB 3aHATHN

npeJcTaBiIeHo B Tabuie 5.4

Tabmuna 5.4 — CooTBeTCTBHE KOMIIETCHIIUN U BUJIOB 3aHATUH, (POPMHUPYEMBIX TPU W3YYEHUH TUCIUILIH -

HBbI

Bunwl 3austuit

@DopMbl KOHTPOJIS
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Kommierenimu
Jlexun

+ | IlpakTuyeckue 3aHATHS

TIICK-2 +

+ | JlabopaTopHbie pabOTHI
+ | CamocrosrenbHas paboTa

KoncnekT caMonoaroToBKH,
CobecenoBanne, OTUeT MO
nabopaTopHoi padore,
Omnpoc Ha 3ansaTHsIX, Tect

6. UnTepakTBHBIE MeTOABI M GOPMBbI OPraHU3alMU 00yYeHUs
TexHONIOrMM MHTEPAaKTUBHOIO 00YYEHHUs IPU PasHbIX (popMax 3aHATHI B 4acax MPUBEJCHBI B Ta-

omune 6.1
Tabmuma 6.1 — TeXHOJIOTHHM HHTEPAKTHBHOTO O0YUICHMSI PH pa3HBIX (opMax 3aHATHI B yacax
HNutepakt
HNHurepakTuBHBIC NHTrepakTuBHbBIE
Metonpt HUBHBIC Bcero
MPAKTUYECKHE 3aHIATHS | J1a00OpaTOpHbIC 3aHATUS
JICKITUU
8 cemecTp
[Ipesenramuu ¢ 5 5 5 15
WCIIOJTb30BAaHUEM
CIIaliJI0B ¢ 00CYKIEHUEM
[IpesenTanuu c 1 7 1 9
WCIIOJIb30BaHUEM
MyJIbTUMEHA C
00CcyXIeHreM
Hroro 3a cemecTp: 12 24
Hroro 12 24
7. JIabopaTopHblie padoThI
HanmenoBanue naboparopHbIx padoT npuBeaeHo B Tadbaune 7.1.
Tabmuua 7. 1 — HanmeHoBaHue 1a00paToOpHBIX padoT
3 =
3 = 5
O
= )
HazBanus pasznesnos HaumenoBanue nabopaTopHbIX paboT z - &5
o S E
= o =
2 o' 2
= S
8 cemecTp
1 Kpunrorpaduueckue npoTokonsl: | YcTaHOBKa M HacTpoiika Active Directory 18 |TICK-2
oO111e ITOHATHSL. Certificate Services.llenbro manHo# 1a00-
PaTOPHOI SIBJISIETCS 03HAKOMIICHHE C TIPO-
1IECCOM YCTaHOBKH CITY>KOBI Active
Directory Certificate Services (cy»0bt
cepTUdUKAINKA) U 0COOCHHOCTIMH pado-
THI C CepTH(HUKATAMH.
Hroro 18
6 IIpakTHuecKkue acreKThl udposanue aucka BitLocker.B nannoit 18  |IICK-2
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peau3aIuu CpecTB
KpUnTorpaduIecKon 3anuThl
uHdopMaIuu.

JabopaTOpHOM paboTe HEOOXOIMMO O3HA-
KOMHUTBCS C MEXaHU3MOM MIH(PPOBAHUS
tomoB BitLocker.JJabopartopHast paboTbI
BBITIOJTHSICTCSI HA BUPTYAJIBHON MaIluHe C
onepanroHHoi cuctemoit Windows 7
Enterprise/Ultimate mmu Windows 8.1
Professional.

HUroro

18

Hroro 3a cemectp

36

8. IIpakTHyeckue 3aHATUSA (CEMUHAPDHI)
HaumeHoBaHMe NpakTHUECKUX 3aHATUH (CEMUHApPOB) MpuBeieHo B Tabnue 8.1.
Tabmuua 8. 1 — HaumeHoBaHue MpaKTUYECKUX 3aHATHI (CEMUHAPOB)

A v o=
= 2 E
: | i3
HanMeHoBaHMe IPAKTUUECKUX 3aHATUN g > O
Ha3Banus paznenos z 5 & &
(cemuHapoB) 2 g 2
X g =
a B>
= o
8 cemecTp
1 Kpunrorpadguueckue npoTokonsl: | AHAIN3 YSI3BUMOCTEH MpocTeHIuX mpo- 3 [ICK-2
oO1111€e TTOHATHSL. TOKOJIOB
Hroro
2 IIpoTokosnbl pacripeaeneHus AHanu3 ys3BUMOCTEN MPOCTEUIIINX TTPO- 4 IICK-2
KITFOYEH. TOKOJIOB.
Hroro 4
3 UndpacTpyKTypa OTKPBITOTO CrpykTypa cepTu(rKaToB OTKPHITOIO [ICK-2
KJIIOYa. KJII0Ya
Hroro
6 [IpakTuueckue acreKThbl VY ocToBepsromue HEHTPbI [1CK-2
peainsalii CpejIcTB Viroro
KPHUNTOrpadUIeCcKOi 3a1uThl
uHdopMaIuu.
Hroro 3a cemectp 18

9. CamocTrosiTesqibHasi paboTa

Bunel camocrosTensHOM paboThl, TPYIOEMKOCTh U (pOpMHpyeMble KOMITETEHITMH TPECTaBICHbI B

tabmure 9.1.
Tabmua 9.1 - Buasl caMoCTOATENBHOM PaOb0ThI, TPYIOEMKOCTh B (POPMUPYEMBIE KOMITETSHIIUH
3 =
3 = =
) O =
Bunnr camocTosTeInHON & )
HasBanus paznenos z =l @DopMBbI KOHTPOJIS
paboThI 2 g 2
X g8 =
> &3
= =
= S
8 cemectp
1 Kpunrorpaduueckue IToaroroBka K npaxkTuye- 2 IICK-2 Omnpoc Ha 3aHsaTHAX, OT-
MIPOTOKOJIBI: 00IIKe CKHM 3aHATHSAM, CEMHUHA- 4eT 1o J1JabopaTopHoil pa-
TIOHATHS. pam 6ote, CobecenoBanue
[IpopaboTKa JIEeKIUOHHOTO 2
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Marepuaia

OdopmieHre 0TYETOB TI0
J1abopaToOpHBIM paboTam

HUroro

2 IIpoTokoisl
pacnpeneneHus KIIIoUei.

IToaroroBka K mpakTuie-
CKHM 3aHATUSAM, CEMUHA-
pam

[IpopaboTka IeKIIHOHHOTO
MaTepuana

OdopmiieHre 0TYETOB T10
naboparopHbIM paboTam

Hroro

[1ICK-2

KoHcnekT camomnoaroros-
ku, OTueT no JabopaTtop-
Hoii pabote, CobecenoBa-
Hue, Tect

3 Undpactpykrypa
OTKPBITOT'O KJIFOUA.

[ToaroroBka Kk mpakTuue-
CKHMM 3aHSITHSM, CEMHUHA-
pam

[IpopaboTka JIeKIIMOHHOTO
Mmarepuana

OdopmieHre 0TYETOB 10
J1abopaToOpHBIM paboTam

HUroro

[1CK-2

Ompoc Ha 3ansaTusax, OT-
4eT 1o 1abopaTopHoil pa-
oote, CobecenoBanue

4 IIpoTokoibl
UACHTU(PUKALMY U
ayTeHTH(UKaLUH.

[IpopaboTKa JIEKIUOHHOTO
Mmarepuaia

OdopmieHre OTYETOB IO
J1abopaTOpHBIM paboTam

Hroro

[1CK-2

Omnpoc Ha 3ansaTusx, Ot-
4eT 1o JabopaTopHOi pa-
6ote

5 be3omnacHEbII KaHaN
oOMeHa COOOIIEHUSIMU.

IIpopaboTka JIEKIIUOHHOTO
Marepuaia

Hroro

[1CK-2

Ornpoc Ha 3aHATUAX

6 IIpakTueckue aceKThl
peanu3aium CpecTB
Kpunrorpaduueckon
3alIUThl HH(POPMALINH.

[TonroToBka K mpakTuye-
CKHM 3aHSTHSAM, CEMHHA-
pam

[IpopaboTka JIeKIIMOHHOTO
Mmarepuana

OdopmiteHre 0TIETOB TIO
nabopaTopHbIM paboTam

HUroro

10

[1CK-2

Onpoc Ha 3aHaTusx, Ot-
4eT 1o JabopaTopHoOi pa-
6ote, CobecemoBanue

Hroro 3a cemectp

36

Hrtoro

36

10. KypcoBasi padota (mpoekr)

He npenycmorpeno PYII

11. PeiiTuHroBasi cucremMa AJIl OHEHKH yCII€EBA€EMOCTHU CTYACHTOB

11.1. baajbHble OLEHKH JJIS 3JIeMEHTOB KOHTPOJISI
Tabmuma 11.1 — bamipHbIE OLIEHKH JUTSI JIEMEHTOB KOHTPOJISI

DneMeHTHl y4eOHOU

MaxkcuManbHbIN

MaxkcuManbHbIN

MakcuMaibHbIA

Bcero 3a
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OaJut 3a rmepuos
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
JESITENbHOCTH mexny 2KT u Ha cemMecTp
Hayana ceMectpa | mexnay 1KT u 2KT
KOHEII ceMecTpa
8 cemectp
Koncnekr camonoaroros- 5 5 5 15
KH
Omnpoc Ha 3aHATHAX 5 5 5 15
OtyeT no nabopaTopHOM 10 10 10 30
pabore
CobecenoBanue 2 2 2 6
Tect 12 12 10 34
Hroro makcumym 3a nepu- 34 34 32 100
on
Hapacraromum utorom 34 68 100 100
11.2. IlepecyeT 02J1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer 6a/IOB B OIICHKH 32 KOHTPOJIBHBIE TOUKH MpeIcTaBieH B Tadmmie 11.2.
Tabmuma 11. 2 — [TepecueT 6AJIJIOB B OIICHKH 32 KOHTPOJIbHBIE TOUKH
bannbl Ha 1aTy KOHTPOIBHON TOYKHU Onenka

> 90% ot MakcuManbHOU cyMMBbI OamoB Ha gaty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
Ot 60% 10 69% OoT MakcMMaIbHON cyMMbl OaisioB Ha naty KT 3
< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULMOHHYIO M MEKTYHAPOIHYIO OLIEHKY
[Tepecuer cymMMBl 0aIOB B TPaIUIMOHHYIO M MEXIYHAPOAHYIO OLIEHKY TPEACTaBICH B TalOmuIle
11.3.
Tabmuua 11. 3 — [epecuer cymMmMbI 6aJUIOB B TPAAMIMOHHYIO H MEKIYHAPOIHYIO OLCHKY

HtoroBas cymma Oasios,
Onenka (I'OC) YUHTBHIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)
9K3aMEH
5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (ouens xoporiiio)
4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74 D )
TOBJIETBOPUTENEHO
. 5 ) 65 - 69 ’ P
TOBJIETBOPUTENIBHO) (3a4TE€HO
Y P 60 - 64 E (mocpencTBenHo)
2 (HeyROBICTBOPHTENSHO) (HE Hwxe 60 6aiioB F (HeyoBIETBOPUTEIIBHO)
3a4TEHO)

12. YuyeOHO-MeTOAUYeCKOE U MH(OPMAIIMOHHOE O00ecneyeHHe TUCIMIINHBI

12.1. OcHoBHas JUTEpaTypa
1. Kpunrorpadus B 3amavax u ynpaxsHenusix / B. O. Ocumsin, K. B. Ocumisin. - M. : T'ennoc
APB, 2004. - 143[1] c. : un. - 3arn. o6n. : Kpunrorpadus B ynpaXHEHUSX M 3ajJadax. - 3ari. Ha
kopemke : Kpunrorpadus B ynpakHeHUsIX U 3a1a4ax. - bubmumorp.: c. 139. - ISBN 5-85438-009-9 : 52.25
p. (Hamnuue B 6momuoreke TYCVYP - 50 2k3.)
2. Kpunrorpadus : yueOnuk as By30B: nep. ¢ auri. / H. Cmapt ; nep. C. A. Kynemos, pen. nep.
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C. K. Jlanmo. - M. : Texnocdepa, 2005. - 525[3] c. : un. - (Mup nporpammupoBanus ; VIII-05). - [Tpeam.
yka3.: c. 524-525. - ISBN 5-94836-043-1 : 402.00 p. (Haymuue B 6udmotexke TYCVYP - 11 9k3.)

12.2. lonoiHUTEIbHAS JIUTEPATYpPa
1.  OcHoBbl kpuntorpaduu : yueOHoe nocodue ans By3os / A. I1. Andepos [u ap.]. - 3-e u3n.,
uctp. u jpoi. - M. : I'enmoc APB, 2005. - 479, [1] c. : un. - bubmuorp.: c. 469-475. - ISBN 5-85438-137-0
(namuune B 6ubmmorexke TYCVYP - 30 2k3.)

12.3 YueOHO-MeTOAHYECKHE MOCO0OUS

12.3.1. Obs3aTebHBbIC y4eOHO-MeTOAMYEeCKHE TOCOOHs
1. Escrotun O.0. Kpunrorpaguueckre METO/IbI 3a1IUTHl HH(OPMAIIMU: METOANYECKUE YKa3aHUS
JUIS BBITIOJTHEHUS NMPAKTHYECKUX M CaMOCTOATENbHBIX paboT [DnexTpoHHbI pecypc]. — 2014, [Onek-
TpOHHBIN pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf
2. Esctorun O.0O. [Ipuknaanas kpunrorpadus: METOIMYECKHE yKa3aHHs JUIs BBINOJIHEHHS J1a00-
PaTOPHBIX U CAMOCTOSATEIBHBIX paboT [DnekTpoHHBIN pecypc]. — 2014. [DnexTpoHHBIN pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf

12.3.2 YuyeOHO-MeTONMYecKHe TOCOOMS 1JIs1 JIML € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

YueOHO-MeTOANYEeCKHEe MaTepHaibl JUISI CAMOCTOSTENBHON M ayTUTOPHOI paboThl 00yJaroIuXCst
U3 YMClIa MHBAIHMJOB MPEAOCTABIAIOTCS B (hopMax, adalnTHPOBAHHBIX K OTPAHUYEHUSM UX 37I0POBbS H
BOCIIpUATHS HH(OpMALIUHL.

JL1s1 i1 ¢ HApYIIEHUSIMM 3PeHust:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

— B TIEYaTHOH (hopMe YBEINYEHHBIM MIPH(TOM.

JI1s1 M1 ¢ HApYIIEHUSIMH CJIyXa:

— B (hOpME DIIEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHoOU (opme.

JlJ1s1 1ML ¢ HAPYIIEHUSIMHM ONIOPHO-ABUTaTeJLHOI0 annapara:

- B (hopMe INIEKTPOHHOIO IOKYMEHTA;

- B Ie4aTHOU opme.

12.4. ba3bl JaHHBIX, HH(POPMALMOHHO-CIIPABOYHbIE, IOMCKOBBIE CHCTEMbI U TPpedyeMoe
NporpaMMHoOe odecrie4yeHue
1. Google — nouckoBas cuctTeMa MHTEpPHETA, IpUHAIexKalas kopnopauuu Google Inc.
2. Slnpexc — mouckoBasi CUCTEMAa MHTEPHETA, MPUHAIISKAIUN POCCUIICKON Kopriopanuu «SH-
JEKCY.

13. MaTrepuaibHO-TEXHMYECKOE O0ecniedeHue TUCIHIINHBI
13.1. O61ue TpedOBaHNS K MATEPHATbHO-TEXHUYECKOMY 00ecreYeHU 0 TUCIUTITUHBI

13.1.1. MarepuajibHO-TeXHUYECKOE o0ecneyeHue sl JIEKIIMOHHBIX 3aHATH I

JList mpoBeieHs ISKIIMOHHBIX 3aHATUN HUCIIONB3YeTCS Y4eOHO-UCCIEN0BATEIbCKAS BRIYUCIIUTENh-
Has jJabopaTopusi, pacroioxeHHas 1o aapecy 634045, Tomckas oGmactb, T. Tomck, KpacHoapmeiickas
yiuna, 1. 146, 3 srax, ayn. 310. CoctaB obopynoBanus: YuebHass MeOelnb; DKpaH pa3IBUKHON - | mT.;
Jocka MarHuTHO-MapkepHas - | mT., Mynprumenuiineiii npoekrop ViewSonic PJD5151 — 1 mr;
Komrmerorep nexunonHbli acer travelmate 2300; Mcmonb3yeTcst TUIICH3MOHHOE TIpOrpaMMHOe obecriede-
HUe, TakeThl Bepcuelt He Huxke: Microsoft Windows XP SP2, Microsoft Powerpoint Viewer; meercs mo-
MEIICHHE I XpaHEHUS! U MPOPUIAKTUIECKOrO 00CTYKUBaHHS YI€OHOTO 000PYIOBAHHUS.

13.1.2. MaTepuaJbHO-TEXHHYECKOe o0ecnedeHue I NPAKTHYECKUX 3aHATHI
Jns mpoBeAeHUsI MPAKTHUUECKHUX 3aHATHI HCHONB3yeTcs y4eOHO-UCCIIeIOBATENIbCKAsl BBIYUCIIH -
TeJIbHAs J1aboparopusi, pacrnoyiokeHHas 1o azapecy 634045, Tomckas ob6nacte, T. Tomck, KpachHoap-
Merickas ynuna, a. 146, 4 srax, aya. 400. CoctaB obopynoBanusi: YueOHas mebenb; [Jocka MarHuTHO-
MapkepHas - | mrT.;

13.1.3. MaTepuajibHO-TeXHHYeCKOe oOecnedeHue s J1a00paTopHbIX pador
Jlns mpoBeneHHs 1a0OpPaTOPHBIX 3aHATHI MCIONB3YETCS Y4eOHO-HCCIIeN0OBaTeNbCKasi BBIYMCIIN-
TeNbHAsI JTaboparopus, pacroyiokeHHas 1o anpecy 634045, Tomckas obnacte, T. Tomck, Kpachoap-
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Meiickas ynuua, a. 146, 4 stax, ayn. 402. CocraB obopynoBanus: YueOHas MeOeinb; DKpaH pa3aIBHKHOM -
1 mr.; MynmeTumenuitaeiii mpoektop Benq — 1 mr.; Kommberotepsl kiacca He Hmwke AMD A8-5600K/
ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb. ¢ mupokonoiocHsIM goctynoM B Internet, — 15
mT.; Vcronb3yercs JUIIEH3NOHHOE TPOrpaMMHOE oOecIiedeHre, MakeThl Bepcueil He Huxke: Microsoft
Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player. Umeetcst mome-
HICHUE I XPaHSHHUS ¥ TPOQUIAaKTUIECKOro 00CTyKUBaHUS Y4eOHOTO 000PYI0BAHHS.

13.1.4. MaTepuaJibHO-TEXHUYECKOe oO0ecredeHue IJI CAMOCTOATEIbHOH PadoThl
s camocTosATeIbHOM paboThl HCIONb3yeTCsl yueOHas ayauTopHs (KOMIBIOTEpHBIN Kiacc), pac-
noJiokeHHast 1o agapecy 634034, r. Tomck, yin. KpacHoapmerickas, 146, 2 stax, aya. 204. CoctaB o6opy-
JoBaHUs: ydeOHas mebenb; kommnbroTepsl kinacca He Huke [I9BM INTEL Celeron D336 2.81'Tw. - 7 it
koMmiibtoTepsl nojkiodeHbl kK cetu MHTEPHET u obecneunBatoT 10CTYI B 3JEKTPOHHYIO MHQOpMAIH-
OHHO-00pa30BaTEIbHYIO CPEY YHUBEPCUTETA.

13.2. MaTepuajibHO-TeXHUYECKOe oOecnedeHne JUCHUIITHHBI 1JIs1 JIHI ¢ OrPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSA

OcBoenue nucuuiuivHbl unaMu ¢ OB3 ocyiecTBisieTcsl ¢ UCIONIb30BAHUEM CPEICTB 00ydeHUs
00I1Iero 1 CrenuaIbHOTO Ha3HAYCHHMS.

[Ipu 00y4eHUH CTY/ICHTOB ¢ HAPYLIEHUAMHM CJIyXa MPEAYCMOTPEHO UCIOJIb30BAaHUE 3BYKOYCHITU-
BalOIIEH amnmaparypbl, MYJIbTUMEIUUHBIX CPEACTB U APYIHMX TEXHUYECKUX CPEICTB MpUeMa/mepenadn
yueOHOM MHpOpMaLMK B TOCTYIHBIX (pOpMax JUisl CTYAEHTOB C HapYIICHUSMHU ClIyXa, MOOUILHOU cHCTe-
MBI OOY4YeHHsI JAJIs1 CTYJCHTOB C MHBAJIUIHOCTHIO, MOPTATUBHOW MHIYKIIMOHHON CUCTEMbI. YueOHas ayau-
TOpHUsI, B KOTOPOH 00y4arOTCsl CTYACHTHI C HApYIICHUEM CIIyXa, 000pylIOBaHA KOMITBIOTEPHOU TEXHUKOM,
ayMOTEXHUKOW, BUACOTEXHUKOU, SJIEKTPOHHON JOCKOM, MYJIbTUMEIUIMHON CUCTEMOM.

[Ipu oOyueHnn CTYICHTOB ¢ HAPYLIEHUSIMH 3PEHUSIMU TIPEIYCMOTPEHO MCTIOIB30BAaHUE B JICKITU-
OHHBIX M y4€OHBIX ayIUTOPHSIX BO3MOXHOCTH MPOCMOTpA YIAJICHHBIX OOBEKTOB (HAmpuUMep, TEKCTa Ha
JIOCKE WJIM CJIaii/la Ha DKpaHe) MpH MOMOIIN BUICOYBEIUYUTENCH IJIs1 yIAJICHHOTO ITPOCMOTpa.

[Tpu 0O0y4eHHUU CTYICHTOB ¢ HAPYUIEHUSIMH ONOPHO-ABUraTeIbHOI0 ANNAPATA UCIOIb3YIOTCS
aJbTepHATUBHBIE YCTPOMCTBA BBOJA MH(OpPMAIMK U JPyrue TEXHUYECKHUE CPEICTBA IMpHUEMa/TIepeaadn
yaeOHOM MH(pOpMaUU B JOCTYIMHBIX (opMax AJisl CTYICHTOB C HapYyHICHUSIMH OMOPHO-IBUTATEIHHOTO
arnmapara, MOOWJIHHOM CUCTEMBbI 0OYUEHUS TS JIFO/ICH ¢ MHBAJTUIHOCTBIO.

14. ®oH OLIEHOYHBIX CPEICTB

14.1. OcHoBHBbIE TPeOOBaHMA K (JOHTY OLIEHOYHBIX CPEICTB U METOANYECKHE PeKOMEH/1allun
q)OH}I OLCHOYHBIX CPCACTB U THUIIOBBIC KOHTPOJBHBIC 3aAaHWsA, UCIIOJIB3YEMBIC IS OLICHKU C(l)Op-
MHUPOBAaHHOCTH U OCBOCHMS 3aKPEIUICHHBIX 32 JUCUMILIMHON KOMMETEHIMI MpU MPOBEACHUU TEKYUIEH,
MIPOMEKYTOYHOM aTTECTAIUH 110 AUCITUTUIMHE MPUBEICH B MIPUIIOKEHUH K pabodeit mporpaMmme.

14.2 TpeOoBanus K (POHIY OLEHOYHBIX CPEACTB JJIsl JIUI[ ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMU
310POBbA
J171s CTyA€HTOB C MHBAJMAHOCTHIO MPETYCMOTPEHBI JOMOIHUTENbHbIE OLIEHOYHBIE CPECTBA, Mepe-
YeHb KOTOPBIX yKa3aH B TabnuIe.

Taboauua 14 — JlonoJHUTEIbHbIE CPEACTBA OLICHUBAHUS /IJIsl CTYA€HTOB ¢ HHBAJWJIHOCTBIO

BI/I,Z[H JOITOJTHUTCIBHBIX OLICHOYHBIX cI)OprI KOHTPOJIA U OLICHKHU

Kareropuu ctyneHToB
CPEJICTB pe3ynbTaToB 00y4eHuUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

C napyueHusMu
ciyxa

[IpenMy11ieCTBEHHO MMCHMEHHAs
IIPOBEpKa

C napymenusmu | CobecenroBaHue 1o BoIpocam K 3aueTy, | IIpenmyiiecTBeHHO yCTHasi mpoBepKa

3peHus ONpoC MO TEPMUHAM (MHIWBUYaTbHO)
C HapyuieHus MU Pemenue qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHbIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSITeNIbHBIE PAOOTHI, BOITPOCHI K METOIaMHU
anmnapara 3aueTy
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C OTpaHUYCHUAMMU I10 TCCTBI, INHMCHbMCHHBIC CaMOCTOATCIBHBIC HpeI/IMYH_IeCTBeHHO IIPpOBCpPKa
O6HI€M€I[I/IIII/IHCKI/IM pa60TI)I, BOIIPOCHI K 3a4€TYy, METOAaMU, HCXOO U3 COCTOAHUA
INOKa3aHUsAM KOHTPOJIbHBIC pa6OTBI, YCTHBIC OTBCThBI o6yqa10meroc;1 Ha MOMCHT ITPOBCPKU

14.3 Meroauyeckue peKOMEHAAUMH 110 OLEHOYHBIM CPeICTBAM /JIsl JIML C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbS

Hns crynenTtoB ¢ OB3 npenycmaTtpuBaeTcst 1ocTymHas (popma MpeaoCTaBICHHs 3aJaHU OTICHOY -
HBIX CPEJICTB, @ HMEHHO:

- B reyaTHou (opme;

- B IIeyaTHO! (hopMe ¢ YBETHMUYEHHBIM IPUPTOM;

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- METOJIOM YTEHHUS aCCUCTEHTOM 3aJlaHusl BCIIYX;

- MIPeIOCTaBJICHUE 3aJJaHUs C UCIIOJIb30BaHUEM CYpPIOTIEPEBOIA.

CryneHTaM C WHBIMAHOCTBHIO YBEJIIMYHMBACTCS BPEMs HA IMOJITOTOBKY OTBETOB Ha KOHTPOJBbHBIE
BOMNPOCHL. J[JIs1 TaKUX CTYAEHTOB MpelycMaTpUBaeTcs AOCTyNHas ¢popMa MpeaoCcTaBlIeHUs OTBETOB Ha 3a-
JaHWA, @ UMEHHO:

- MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB HA KOMITBIOTEPE;

- HabOp OTBETOB C UCHOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouienypa oreHUBaHUS PE3y/IbTATOB OOy4YEHHS] MHBAIUIOB MO AUCIHILIUHE MpeaycMaTpuBaeT
npenocTaBieHue nHGopmamu B popMax, afanTHPOBAHHBIX K OTPAaHHUYCHHUSM UX 3I0POBBSI H BOCTIPUSTHSI
uHbOpMaIuu:

JL1s1 ML ¢ HApYIIEHUSIMH 3PeHust:

- B (hopMe AIIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JList JiM1 ¢ HapyLIeHUusIMH CJIyXa:

- B (hopMe INIEKTPOHHOT'O IOKYMEHTA;

- B Me4aTHOU (opme.

JLst M1 ¢ HapyLIeHUsIMY OIIOPHO-ABUTaTeJILHOIO annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

[Tpu HEOOXOAMMOCTH 1711 OOYUAIOLIUXCS ¢ MHBAIUIHOCTBIO MPOLIEypa OLIEHUBAHUS PE3YJIbTATOB
00y4eHHUsT MOXKET MPOBOIUTHCS B HECKOIBKO ITAIOB.
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IIpuniaoxenue 1
MHUHHUCTEPCTBO OBPA3OBAHUA U HAYKHU P®
®enepanbHOe roCyIapcTBeHHOE 0I0/ZKeTHOEe 00pa30oBaTe/IbHOe yUpesk/ieHue BbIcIIero 00pa3oBaHus

«TOMCKUM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUA 1 PAIIMOSJIEKTPOHUKN»

(TYCVYP)
YTBEPXIAIO
[TpopekTtop mo yueGHOMI paboTe
I1. E. Tposin
«_» 20 T

®OHJT OLIEHOYHKIX CPEJCTB I10 YYEBHOUN JUCHUIIIMHE
IIpukiaagHas kpunrorpadgus

VYpoBeHb 00pa3zoBaHMs: BbIcIIee 00pa30BaHNe - CIIEUATHTET

HampaBienue noarotoBku (cneruanbHOCTh): 38.05.01 IxoHOMHYecKas 0e30MacHOCTh
Hanpasnennocts (mpouis): IKOHOMHKO-IIPABOBOE 00ecnedeHue IKOHOMUYEeCKOi 0e301acHOCTH
®opma 0OyueHus: OUHast

QakynbreT: @b, ®aKkyabTeT 6€30I1aCHOCTH

Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii uHHPOPMANMOHHOH 0€30MACHOCTH 3JIEKTPOHHO-
BBIYMCJIUTEIbHBIX CHCTEM

Kypc: 4

CemecTtp: 8

YueOHs1ii man #Habopa 2013 rona

Pa3zpaborunku:
— Tlporpammuct kadp. KUB2OBC U. IO. ITonskos
— Jouent xad. KUBSBC . . Konen

3auer: 8 cemecTp

Tomck 2017
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1. BBenenue

®onp ouenounsix cpeacts (POC) sBuseTcs NpuiIokKeHHEM K padoyeil mporpaMMe AUCHUTUTAHBI
(MpaKkTUKU) U TPEACTaBIAET CO00M COBOKYMHOCTh KOHTPOJIbHO-U3MEPUTEIbHBIX MaTepuajoB (TUIIOBbIE
3a/auMl (3a/1aHusl), KOHTPOJIbHBIE PaOOThI, TECTHI U JIP.) U METO/IOB MX MCIIOJIb30BaHMS, TPETHA3HAYSHHBIX
JUTSL U3MEPEHUS] YPOBHSI IOCTHKEHUS CTYICHTOM YCTAHOBJIEHHBIX PE3YJIbTATOB OOYUECHHS.

®OC no pucuuruivHe (IPaKTUKE) UCHOJIb3YETCs MPU MPOBEICHUH TEKYIIEro KOHTPOJIS yCIieBae-
MOCTH U IPOMEKYTOYHON aTTeCTalliu CTYICHTOB.

[Tepedens 3aKpeIICHHBIX 32 TUCHMILTMHON (PAaKTUKOM) KOMIIETEHIIUH MpuBeaeH B Tabmuie 1.
Tabmuna 1 — [lepedeHpb 3aKpEIUICHHBIX 33 TUCITUTIIMHON KOMIIETEHIIUN

Kon

DopMyaHpOBKa KOMIIETEHLIUU

Otanbl GOpMUPOBAHUS KOMIIETEHLIUH

[1CK-2

CIIOCOOHOCTBIO BBISBIIATh YCIIOBUS, CIIOCO0-
CTBYIOLIME COBEPILICHUIO IIPAaBOHAPYLICHUN B
OTHOILIEHUY CBEICHUH, COCTABISAIONINX IOCY-
JTapCTBEHHYI0, 0aHKOBCKYIO, KOMMEPUYECKYIO
TaliHy, IEPCOHAJIBHBIX JaHHBIX, JPYTHX CBENE-
HUW OIPaHUYEHHOTIO J10CTyIa

JlomkeH 3HaTh OCHOBHBIE KpUITorpaduue-
CKHME€ METO/IbI, JITOPUTMBI, IIPOTOKOJIBI, HC-
MOJIb3yeMble /17151 o0ecrieueHus: 6e30macHo-
CTH B KOMITIOTEPHBIX CETSX.;

JomxkeH ymeTb 3¢ (EeKTUBHO HCIIONIb30BATh
KpunTorpadguueckue MeTo/ bl U CpeaCcTBa
3a1UThl UHGOPMAIMU B AaBTOMATU3UPOBAH-
HBIX CUCTEMAX.;

PUTMOB.;

JloypkeH BiaaseTs HaBbIKaMH UCIIOJIBb30Ba-
HUS TUTIOBBIX KPUNTOTPahUIECKUX alro-

OOmue XapaKTepUCTHUKU TMMOKa3aTeJeld M KPUTEPHEB OLCHWBAHMS KOMIICTEHIIMH Ha BCEX dTarax
NIPUBEICHBI B TaOHIIE 2.
Tabmuua 2 — O0ume XapakTepUCTUKH MTOKa3aTeNie U KpUTEPHEB OLICHUBAHMS KOMITCTSHIIHIA TI0 3Tarnam

Iloka3arenu u
KpUTEPUHN

3HaTh

VYMeTh

Bnanets

OTaryHO (BBICOKHIA
YPOBEHD)

Ob6nanaer (hakTHUECKUMU
Y TEOPETHUECKUMU 3HAHU-
SIMU B TIpeieNax u3ydae-
MOl 0651aCTH ¢ TOHUMAaHU-
€M IpaHul] IPUMEHUMOCTH

O6nanaer Auana3oHoOM
MIPAaKTUYECKUX YMEHUH,
TpeOyeMbIX Ui Pa3BUTHUSA
TBOPYECKUX pELICHUH, a0-
CTparupoBaHus MpoodsiemMm

Kontponupyet pabdoty,
IIPOBOJIUT OIICHKY, COBEP-
IICHCTBYET JCHCTBUS pa-
0O0TEI

Xoportio (6a30BbIH

3HaeT (aKThl, MIPUHIIMIIGI,

O0nagaeT quana3’oHoOM

BCpCT OTBCTCTBCHHOCTD 3a

3aaa4

YPOBEHB) MPOIECCHI, OOIIHE MOHSA- | IPAKTHYECKUX YMEHUH, 3aBepIICHHE 33124 B UC-
THS B TIpeJieliax u3ydae- | TpeOyeMbIX JJIs PEIICHUS | CIeIOBAHHMH, IPHCIIOCA0-
MO 00J1IacTH OTIpE/ICTICHHBIX MPOOJIEM B | JIMBAET CBOEC IMOBEICHUE K

00J1aCTH HCCIIETOBAHUS 00CTOSATEILCTBAM B peIlie-
HUU NpoOIeM

VYnosnerBopurenb- | Ob6namaer 6a3oBeiMu 00- | O0MagaeT OCHOBHBIMU PabotaeT npu npsiMmom Ha-

HO (TTOPOTOBBIN IIAMU 3HAHUAMHI YMECHUSIMH, TPEOYEeMbIMH | OJIFOJICHUH

YPOBEHD) JUTSL BBITIOJTHEHUSI IIPOCTBIX

2 Peanu3zanuss koMneTeHIuii

2.1 Komnerennus I[ICK-2

IICK-2: ciocoOOHOCTBIO BBISIBIISITH YCIOBUS, CIOCOOCTBYIOIIHE COBEPIICHUIO TIPABOHAPYIIICHUH B
OTHOIICHUU CBEJICHUH, COCTABIISIONINX TOCYJAPCTBEHHYI0, OAHKOBCKYIO, KOMMEPYECKYIO TaifHy, Mmepco-
HAJIbHBIX JAHHBIX, IPYTUX CBEICHUN OTPaHUYEHHOIO JOCTYTIA.

Jist opMupoBaHHST KOMIIETEHIIMK HEOOXOMMO OCYIIECTBUTH PsJ] ATAMOB. DTarbl (HOPMUPOBAHUS
KOMITETEHI[MH, MIPUMEHSEMbIE ISl 3TOTO BUABI 3aHATHI U HCIOJIb3yeMbI€ CPEJICTBA OLCHUBAHUS Ipel-
CTaBJICHBI B TabmnuIie 3.
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Tabmuma 3 — Drarnsl

OpPMHPOBAHUA KOMIICTCHIWU U UCITIOJIb3YCMBIC CPCACTBA OLICHUBAHUSA

Cocras

3HaTh

YMeTb

Braanern

ConepxaHue 31a-
OB

YCJIOBHSI, CIIOCOOCTBYIO-
M€ COBEPILICHUIO MPABO-
HapyIIeHUH B OTHOIIICHUHU
CBEJICHUI OTPaHUYECHHOIO
JIOCTyIaA.

CTaBUTH U pe€uIaTh IIpHU-
KIIaJHBbIC 3a1a4u.

CHOCOOHOCTBIO BBISIBIISITH
yCIIOBUS, CTIOCOOCTBYIO-
LI1E COBEPILIEHUIO MPABO-
HApYyILIECHU B OTHOLIEHUH
CBEJICHUH, COCTABJISIFOLIUX
rOCYIapCTBEHHYIO,
0aHKOBCKYI0, KOMMepYe-
CKYIO TallHYy, IEPCOHAJb-
HBIX JJAHHBIX, JPYTHX CBE-
JIEHUI OTPAaHUYEHHOTO J10-

cTyna.

Buner 3ansaTuit

* lHTepakTUBHBIE MPAK-
TUYECKHE 3aHATHS,

* HurepakTuBHBIE 1a00-
paTopHbIE 3aHSITHUSA;

* HHrepakTUBHBIC JIEK-
LHH;

* Ilpaktuueckue 3aHs-
THS;

» JlabGopaTtopHsie pabo-
THI;

e Jlexnum;

* CamocrosTenbHas pa-
ooTa;

* VHTepakTHBHBIE ITpaK-
TUYECKHE 3aHATHS;

* lHTepaKkTuBHBIE 1a00-
paTopHbIE 3aHATHUS;

* lHrepakTUBHBIC JIEK-
LMK,

* IlpakTHueckue 3aHs-
THS;

» JlabGopaTtopHbie pabo-
TBI;

o Jlexmnu;

» CamocrosiTenpHas pa-
oora;

* lHTepakTUBHBIE NTPAK-
TUYECKHE 3aHATHS,

* HurepakTuBHBIE 1a00-
paTopHbIE 3aHATHS;
 JlaGoparopHsie pabo-
THI;

* CamocrosrenbHas pa-
ooTa;

Hcnonb3yembie
CpeICTBa OLICHUBA-
HUS

* KoHcnekT camororo-
TOBKH,

¢ CobecenoBanue;

* Ortuet o mabopatop-
HOI1 paborTe;

* Omnpoc Ha 3aHATHSX;

e TecrT;

» Koncmekt camonoro-
TOBKH,

* CobecemoBanue;

* Oruer no 1aboparop-
HOI1 paboTe;

* Omnpoc Ha 3aHATHSIX;

* Tecr;

* Ortuet o nmabopatop-
HOM1 pabore;
e 3auer;

e 3auer; * 3auer;
DopMyJIMpPOBKa MOKA3aTeJIe U KPUTCPUEB OLCHUBAHUS JAHHOW KOMIICTCHIUU IIPUBEIECHA B Ta-
omune 4.
Tabmuua 4 — Iloka3arenu U KpUTEPHUH OIICHUBAHMS KOMIIETSHIIMU HA Tanax
CocTtaB 3HaTh YmMmetrs Bnanets
OTan4HO * 3HaeT B MOJIHOM * B nomxnom o0neme * B nonaom o0neme Bia-

(BBICOKUI YPOBEHbD)

o0beMe ycIlIoBHs,
CIOCOOCTBYIOLINE COBEP-
LICHUIO [IpaBOHApYILLIe-
HUH B OTHOLLEHUH CBEJlE-
HUW OTPAaHUYEHHOTO J10-

cTyma . ;

YMCCT CTaBUTh U PCIIATH
IMPUKIAJHBIC 3aaa4H. ;

JIEET CIIOCOOHOCTBIO BBI-
SIBJIATH YCJIOBHS, CIIOCO0-
CTBYIOIINE COBEPIICHUIO
MpaBOHAPYIICHHUH B OT-
HOIIICHUH CBEACHUM, CO-
CTaBJISIOIINUX TOCyIap-
CTBEHHYI0, 0aHKOBCKYIO,
KOMMEPYECKYIO TalHY,
NIEPCOHAIBHBIX JTaHHBIX,
JIPYTUX CBEJICHUN OTpa-
HUYEHHOTO JIOCTYyTIA. |
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Xoporto (6a30BbIH

* 3HaeT Ha NPOJIBUHY-

* Ha npoasunyrom

* Ha npoaBunyTtom

IIPaBOHAPYLICHUH B OT-
HOILIEHUH CBEICHUN
OTPaHUYEHHOTO
JocTyna . ;

YPOBEHB) TOM YPOBHE YCJIOBUS, YPOBHE yMEeT CTaBUTh U | YPOBHE BJIAJIEET CIOCO0-
CIIOCOOCTBYIOIINE COBEP- | pelIaTh MPHUKIAAHBIC 3a- | HOCTBIO BBISBISATDH yCIIO-
HIEHUIO TIPaBOHApYIIE- JlauH. ; BUSI, CIIOCOOCTBYIOIIUE
HUI B OTHOILICHUH CBEJIe- COBEPUICHHIO ITPABOHAPY-
HUI OrpaHUYEHHOTO J0- IIEHUI B OTHOLLICHUH
crymna. CBEJICHUH, COCTABJISIO-
IIUX TOCYAAPCTBEHHYIO,
0aHKOBCKYIO, KOMMeEpYe-
CKYIO TaliHy, IepcoHalb-
HBIX TAaHHBIX, IPYTHX
CBEJIEHUI OrpaHUYEeHHO-
ro J0CTyIa. ;
VYrnoBnerBoputeabH | * 3HaeT Ha 0a30BOM * Ha 06a3oBoM ypoBHE * Ha 6a3oBoM ypoBHE
0 (IIOpPOTroOBLIN YPOBHE YCIIOBHS, CIIOCO0-| YMEET CTaBUTh U pPellaTh | BJIAJEET CIOCOOHOCTHIO
YPOBEHb) CTBYIOIIIME COBEPLICHUIO | TPUKIAIHBIC 33/1a4H. ; BBISIBIISITH YCIIOBUS,

CIOCOOCTBYIOIIKE COBEP-
HIEHUIO [TpaBOHapyIlIe-
HUI B OTHOILLICHHH CBEJIE-
HUM, COCTaBJISIOIINX TO-
CYJapCTBEHHYIO,
0aHKOBCKYIO, KOMMepYe-
CKYIO TaliHy, IEPCOHAJb-
HBIX JAHHBIX, APYTUX
CBEJICHUI OTPaHUYECHHO-
ro JOCTYyIA. ;

ycIyr 0€30MacHOCTH, MEXaHU3MOB M aJITOPUTMOB.

3 TunoBble KOHTPOJILHBIC 3a1aHUS

Jis peanuzanuy BhILIENEPEYUCICHHBIX 3a/1a4 00y4eHHs! UCIOJIb3YIOTCSI TUIIOBbIE KOHTPOJIbHBIE
3aJJaHUs WIM UHBIE MaTepHajbl, HEOOXOIUMBIE /ISl OLIEHKU 3HAHWM, YMEHU, HAaBBIKOB U (WJIM) OIBITA Je-
ATEIbHOCTH, XapaKTEPU3YIOIUX ATanbl (GOpMUPOBaHMS KOMIETEHIMH B Mpoliecce OCBOEHHUS 00pa3oBa-
TEJIBbHOM IPOrPaMMBl, B CIEAYIOLIEM COCTABE.

3.1 Bonpochbl HA cAMONIOATOTOBKY
— Jlatb conepkaTenbHOE OOBSICHEHUS TAKUX YCIYT 0€30MacHOCTH KaK KOH(PHUICHIINATHHOCTD, 1Ie-
JIOCTHOCTb, MOATUHHOCTb, HEOTPEKAEMOCTb U JOCTYITHOCTb.
- HepetII/ICJ'II/ITB W3BECTHBIE MEXAHU3MEI oOecreueHnss 0e30IIaCHOCTH. O6’I)$ICHI/ITI> B3aUMOCBA3b

— OOBICHUTB, YTO TAKOE COBEPILEHHAS] CEKPETHOCTh, MPUBECTU MPUMEP COBEPILIEHHOTo MHupa.
OO0bsacHUTE cMbIca TeopeMbl L1lenHona.
— (xaro, HO OCMBICIICHHO, MOSICHUTh T€ aCMEKThl aJIreOpbl M TEOPUU YHCEN, KOTOPbIE HCIIONb3Y -
IOTCSl B COBPEMEHHOU Kpunrorpaduu. MynbTUIIIMKaTUBHAS TPYIIa KOHEYHOTO MOJIs, IO MOJYJIIO COCTAB-
Horo yucia. Teopembl Diinepa u depma. DUIUNTUYECKUE KpUBBbIE. [ pyrna TOYeK AUIMITUYECKOW KpHU-

BOI.

— Pexumbl mudponanus. [lepeuncnute u 0ObSICHUTD pa3Iuyusl.
— MuHumanbHas JUIMHA KIIF0Ya CUMMETPUYHOM KPUIITOCUCTEMBI. DKCIOPTHBIE OTPAHUYEHUS HA

AJINHY KJTr04a.

— Mertoa pacmupeHusi KI4eBOro mnpocTpaHncTBa. IlpuHnun HecenapaOenbHOro mudpoBaHUs.
MHoroypoBHeBast Kpunrorpagusi.

— MHudpactpyxrypa otkpeiThix kiatoueit (PKI). ObocHoBare HEOOX0AMMOCTh MOI00HOM MH(pa-
CTpYKTYypHlL. [Ipeuncnute 1 0OBSICHUTH HA3HAYEHUE COCTABIISAIOIIMX KOMIIOHEHT.

— Xom-dyaknuu. Kakue THIBI CyIIEeCTBYIOT, B 4eM ux pasiauuue. OO0bsiacHUTH cBoiicTBa. Ilepe-
YUCJIUTH 00JIaCTH MPUMEHEHHsI. ATaki Ha X3MI-QyHKIHH. YUTO Takoe mapaioKe «THEeH POKIACHUS?

— bazoBble NPUHIMITEI TOCTPOCHHUS KPUNITOTPA(YUICECKUX TPOITOKOIOB.
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— AHOHUMHOCTb M HEOTCJIEKUBAEMOCTb. [Ipobiema «yxuHarommx Kpunrorpa-gosy. «Cienas
noanuck Yayma. OObSICHUTH IPUHLUI IOCTPOEHHUS IIPOTOKO-J1a JJI1 AaHOHUMHBIX YEKOB HAa OCHOBE «ClIe-
IIOM» MOIIHUCH.

— Ilpunnunsl kBaHTOBOM Kpuntorpaduu. OOBICHUTH KBAHTOBBIA IMPOTOKOJN pac-TPENeIeHUs
KIIIOYEH.

3.2 TecToBbI€C 3a1aHUA

— Jlatb conmepxkarenbHOEe OOBSICHEHUS TAKUX YCIYT 0€30MaCHOCTH KaK KOH(PHICHIINATBHOCTD, I1e-
JIOCTHOCTb, MOAJTUHHOCTb, HEOTPEKAEMOCTb U JOCTYIHOCTb.

— HWndpactpykrypa otkpbeiThix Kiatodei (PKI). O6ocHoBaTh HE0OXOAMMOCTh TOI0O0HON MH(pa-
CTpYKTYpHl. [lepeurcnuTh 1 00BICHUTH HA3HAUCHUE COCTABJISIONINX KOMIIOHEHT.

— Xom-dyaknuu. Kakue THIBI CymecTBYIOT, B 4eM ux pasianuue. OO0bsicHUTH cBoiicTBa. Ilepe-
YHUCIUTH O0JIACTH MPUMEHEHUS. ATaKu Ha XdII-QyHKIUHU. UTO Takoe mapagoKe «JIHEH POXKICHUS»?

— bazoBble NPUHIMITEI TOCTPOCHUS KPUNITOTPAPUIECKUX MPOTOKOJIOB.

3.3 Bonpochl Ha coleceoBaHme
— Jlatb conmepxareibHOEe OOBSICHEHUS TAKUX YCIIYT O€30MAaCHOCTH KaK KOH(PHICHIIMATBHOCTb, 11€-
JIOCTHOCTD, INIOAJIMHHOCTH, HCOTPCKACMOCTh U JOCTYITHOCTD.

— Hudpactpykrypa otkpriThix Kiatoueil (PKI). O6ocHoBaTh HE0OX0IMMOCTh MOA0OHOM HH(ppa-
CTpYKTYpHl. [lepeurcinuTh 1 00bACHUTH HA3HAUEHUE COCTABIISIOIIMX KOMIIOHEHT.

— Xom-¢yaknun. Kakue TUMbI CymiecTBYIOT, B ueM ux pasznuuue. OObsICHUTH cBoiicTBa. [lepe-
YHUCIUTH O0JIACTH MTPUMEHEHHA. ATaku Ha Xo1I-QyHKIHUU. UTO Takoe mapagoKe «IHEeH pOsKICHU)?

— bazoBble NPUHIMITEI TOCTPOEHUS KPUNITOIpaUUEeCKUX MPOTOKOJIOB.

3.4 TeMbl OIPOCOB HA 3AHATHAX

— TlonsTne kpunrorpaduyeckoro mporokona. Poas kpunrorpaguyeckux MpOTOKOIOB B CHCTE-
Max 3amuThl HHPopMaui. OCHOBHBIEC aTaKH HA KPUNTOrpaduuecKue IpOTOKOIIBL.

— TloHATHE 3MEKTPOHHON MOANUCH. YTIPAaBICHUE OTKPBHITHIMH KitouaMH. OCHOBHBIE KOMITOHEHTHI
UHPPACTPYKTYpPhl OTKPBITHIX Kitoueil. lloHsTHE cepTHduKaTra OTKPBITOTO KIIOYA. YJIOCTOBEPSIOLIHIA
HEHTpP. APXUTEKTypa HHPPACTPYKTYpBI OTKPHITOTO KITFOYA.

— Ilporokonsl WACHTUUKAIMKA HA OCHOBE MAapOJCH, MPOTOKONBI «PYKOMOXKATHS» M TUIA
«3anpoc-otBeT». [IoHsATHE MPOTOKOIOB MHTEPAKTHBHOTO JIOKA3aTEIbCTBA U JI0Ka3aTeNbcTBa 3HaHuA. [1po-
TOKOJIBI UACHTH(UKAIIMY Ha OCHOBE MPOTOKOJIOB JI0KA3aTENILCTBA 3HAHMUS C HYJICBBIM pa3IIalllCHUEM.

— TlocTpoenue 6€30mMacHOr0 KOMMYHUKAIIMOHHOTO KaHala Ha OCHOBE KPUNITOrpadUuecKuX aro-
PHUTMOB.

— IlpoGnemsl peanu3anuy KpUnTorpadpuiIeckux aaropuTMoB. ['eHepanus ciydaifHbIX ducel. 3a-
IIATA OT YTEUKH HH()OPMAIIHH.

3.5 Tembl 1a00paTOpHBIX padoT
— VYcranoBka u HacTpoiika Active Directory Certificate Services
— Kpocc-ceprudukarus
— Hcnonp3oBaHKe KIMEHTOB JICKTPOHHOH ITOYTHI
— IIudposannas daiimosas cucrema Windows
— HIudposanue nucka BitLocker
— Tenepatop xiroueit 1y1st KpuntocuctemMbl RSA
— PeanuzoBars nporpaMmy-nmm@poBIrK

3.6 3auér
— Tonsatue kpunrtorpaduueckoro npoTokona. Poms kpunrorpadu4ecKux MPOTOKOJIOB B CHUCTE-
Max 3amuThl nHpopMaruu. OCHOBHBIC aTaKW Ha KPUIITOTPAPUIESCKUE TIPOTOKOIEI.
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— TloHsTHE 21EKTPOHHON MOJMUCH. YTIPaBICHHE OTKPHITHIMH KiIt0o4aMu. OCHOBHBIE KOMITOHEHTHI
UHPPACTPYKTYphl OTKPBITHIX Kitoueil. lloHsTHe cepTHduKaTra OTKPHITOTO KIIOYA. YJIOCTOBEPSIOUIHIA
HEHTpP. APXUTEKTypa HHPPACTPYKTYpBI OTKPHITOTO KITFOYA.

— Ilporokonsl WACHTUHUKAIMKA HA OCHOBE MAapOJCH, MPOTOKONBI «PYKOMOXKATHS» M TUIA
«3arpoc-oTBeT». [IoHATHE MPOTOKOJIOB MHTEPAKTHBHOTO J0KAa3aTeNIbCTBA U JI0Ka3aTelbcTBa 3HaHus. [1po-
TOKOJIBI MICHTH(HUKALIMY Ha OCHOBE NMPOTOKOJIOB JOKA3aTEIbCTBA 3HAHUS C HYJIEBBIM Pa3IJIAllICHUEM.

— TIloctpoenue 6e30macHOro KOMMYHUKAIIMOHHOTO KaHalla Ha OCHOBE KPHUIITOrpaduyeckux anro-
PHUTMOB.

— IlpoGnemsl peanu3anuy KpuntorpadhuiIeckux aaropuTMoB. ['eHepanus ciydaifHbIX ducel. 3a-
IIUTa OT YTEYKH HHPOPMAIIHH.

4 MeToanuecKkue MaTepuabl
Jlist obecniedeHus mporecca OOydICHHSI M PEIICHUs 3a1a9 O0yUICHHS UCTIONB3YIOTCS CIICTYIOIINE
MaTepHUabl:
— METOAMYECKHE MaTepUalibl, OMPEACISIONINE MPOIeAYPhl OIICHUBAHUS 3HAHUM, YMEHUN, HABbI-
KOB M (WJIM) OTIBITA JESATENbHOCTH, XapaKTePU3YIOIINX 3TaIbl (OP-MUPOBAHHS KOMIIETSHIIUN, COTJIACHO 1.
12 paboueit mporpaMmel.

4.1. OcHOBHas1 JIMTEpaTypa

1. Kpunrorpadus B 3amadax u ynpaxkaeHusx / B. O. Ocumsn, K. B. Ocunsn. - M. : T'enmoc
APB, 2004. - 143[1] c. : wi. - 3arn. o6mn. : Kpunrorpadus B ympaxXHEHHSIX W 3aqadax. - 3ari. Ha
kopemke : Kpunrorpadus B ynpakHeHHsIX U 3a1a4ax. - bubmmorp.: ¢. 139. - ISBN 5-85438-009-9 : 52.25
p. (Hanmuue B 6ubmoteke TYCYP - 50 9k3.)

2. Kpunrorpadwus : yaeOHUK 1y1s1 By30B: niep. ¢ anri. / H. Cmapr ; nep. C. A. Kynemos, pen. nep.
C. K. Jlanmo. - M. : Texnocdepa, 2005. - 525[3] c. : wn. - (Mup nporpammupoBanus ; VIII-05). - [Tpeam.
yKka3.: ¢. 524-525. - ISBN 5-94836-043-1 : 402.00 p. (Haymuue B 6udmotexke TYCVYP - 11 9k3.)

4.2. lonoTHUTEIbHAS JTATEPaTypa
1. OcHoBbl kpunrorpadguu : yuebHoe nocodue ans By3oB / A. Il. Andepos [u np.]. - 3-e uzn.,
uchp. u goin. - M. : 'enmnoc APB, 2005. - 479, [1] c. : un. - bubmuorp.: c. 469-475. - ISBN 5-85438-137-0
(nanmuuue B 6ubmmorexe TYCVYP - 30 3k3.)

4.3. O6s13aTesibHbIE YUeOHO-MeTOAUYeCKHEe MOCOOH S
1. Escrotun O.0. Kpunrorpadguueckie METO/IbI 3aIIUTHI HH(GOPMAIIUU: METOANYECKHE YKa3aHUS
JUTSL BBITIOJTHEHHSI TTPAKTHYECKUX M CaMOCTOSTENBHBIX paboT [DnekTpoHHbIH pecypc]. — 2014. [Dnek-
TpOHHBIH pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf
2. Egscrotun O.0O. [Ipuknagnas kpunrorpadus: METOINYECKHE yKa3aHUS JUIs BBITIOJIHEHHS 1a00-
PaTOPHBIX M CAMOCTOSATEIBHBIX padboT [DnekTpoHHBIN pecypc]. — 2014. [DnexTpoHHBIH pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf

4.4. ba3bl JaHHBIX, HHPOPMALMOHHO CIIPABOYHBIE M MOUCKOBbIE CHCTEMbI
1. Google — nouckoBas cucteMa MHTEpHETA, MPUHAIeKalas kopnopauuu Google Inc.
2. SHpexkc — IOMCKOBasi CHCTEMA MHTEPHETA, MPUHAJIEKAIINA POCCUICKOW Kopriopauu «IH-
JEKCY.
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