MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA ITPOTPAMMA JTUCHUATUIMHBI
3amura nHpopManuu B HHPOKOMMYHHKAIMOHHBIX CHCTEMAX H CeTAX

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampasnenue noarorosku / cneruaibHOCTh: 11.05.01 Paguno3sieKTpoHHbIE CHCTEMbI H KOMILIEKCHI
HanpasnenHocts (mpoduib) / cnenuanu3anvs: PaanosiekTpoHHblie cUCTeMbI epeaayu nHgopmanuu
dopma oOyueHUs: OUHaASA

Qakynerer: PT®, Pagnorexunyeckuii paxkyabrer

Kadenpa: PTC, Kadenpa paguorexHn4ecKux CUHCTEM

Kypc: 4

Cemectp: 7

Y4eOns1ii mnan Habopa 2013 rona

PaCHpC,Z[CJ]eHI/IC paGoqero BpEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 7 cemectp Bcero Ennaunner
1 Jlexnn 36 36 JacoB
2 IIpaxTryeckue 3aHATUA 18 18 4acoB
3 JlaGopaTopHbIie pabOThI 18 18 JacoB
4 Bcero aynuTopHbIX 3aHATUI 72 72 4acoB
5 CamocTosiTenbHas paboTa 36 36 4acoB
6 Bcero (0e3 sx3amena) 108 108 4acoB
7 [ToaroroBka u ciaya sK3amMeHa 36 36 4acoB
8 OO0m1as Tpy10eMKOCTh 144 144 4acoB
4.0 4.0 3.E.

DKk3aMeH: 7 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()J()(’)peHLl Ha 3aCCJaHuM Kil(i)ﬁ:[pbl
npotokos Ne 9 OT « 26 » 4 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKkH (crenmanbHOcTH) 11.05.01 PamnosnekTpoHHBIE CHUCTEMBI W KOMIUIEKCHI, YTBEP)KICHHOTO
11.08.2016 roma, paccmoTrpena u omoOpena Ha 3acenanuu kadeapel PTC «  » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:
noueHt kag. PTC A. M. l'onukos

3aBenyronmii o0ecnieunBaromeii kad.
PTC C. B. MenuxoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan PT® K. 1O. Ilonosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

PTC C. B. Menuxos
OKCIIepTHI:

JoneHT Kadeapbl paTuoTeXHUIECKUX

cucteMm (PTC) B. A. I'pomoB
Crapuuii npernonaBateib Kadeapbl
paguotexuuueckux cuctem (PTC) . O. Hoznpesatbix
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
Jucuunnuna "3amuTta uHGOpManuu B MHPOKOMMYHUKAUMOHHBIX cuctemax U cersax" (BUBUK-
CuC) oTHOCHUTCS K YUCTY TUCHMIUIMH CHEIMaIN3aluy paboyero yueOHOro miaHa Juis MOArOTOBKH MHXKe -
HepoB 1o cneruanbHOoCcTH 11.05.01-PaanosnexTpoHHbIE CHCTEMBI U KOMIUIEKCHI (crienuanu3anus Paano-
3IIEKTPOHHbIE CUCTEMBI Nepesaun nHpopmanun). Llensro npenogaBanus AUCHUILTUHBI SBIISETCS U3yYEHUE
METOIOB 3allIUThl 1 OCHOBHBIX 3aKOHOMEpHOCTEH mnepeaayn nHpopMauu B HU(POBBIX TEIEKOMMYHUKA-
LIMOHHBIX CUCTEMAX

1.2. 3agaun JIMCHMIIINHBI

— OcHOBHOH 3a/aueil AMCUUIUIMHBI SBISIETCS (POPMHUPOBAHUE y CTYICHTOB KOMIETEHIUH, TO-
3BOJIIFOLIMX CAMOCTOSITEIbHO NMPOBOJUTH MaTeMaTHYeCKU aHau3 QU3NUECKUX MPOLECCOB B aHA JIOTr0-
BBIX U IU(PPOBBIX YCTPOIcTBaX (GOpMHUPOBaHMUsI, MpeoOpa3oBaHus U 00pabOTKK CUTHAJIOB, OIICHUBATh pe-
aJbHbIE U INpeJesbHbIe BO3MOXKHOCTH MPOMYCKHOM CIIOCOOHOCTH M MOMEXOYCTONYHU "BOCTH TEIEKOMMY -
HUKAIMOHHBIX CUCTEM U CETEH.

— — B kypce 3UBUKCuC npuHAT eauHbIi METOIOJIOTMUECKUN MOAXOA K aHAIM3Y U CHUHTE3Y
COBpPE-MEHHBIX TEJIEKOMMYHUKALMOHHBIX CHUCTEM M YCTPOICTB Ha OCHOBE BEPOSTHOCTHBIX MOEeH
COOOILIEHNH, CUTHAJIOB, TIOMEX M KaHAJIOB B cUcTeMax cBs3u. IlpegycMoTpeHHBIE MporpamMmoi Kypca
3UBUKCuC 3HaHus SBISAIOTCS HE TOJBKO 0a30d I TOCIHEAYIOLIET0 W3Y4YeHHs] CHELMATIbHBIX
JUCLUI VIMH, HO UMEIOT TaKXXe CaMOCTOATENIbHOE 3HaueHue Uil (POPMHUPOBAHUS UHIKEHEPOB IO CIIEIH -
anbHOCTH 11.05.01 PagnosnexkTpoHHbIE CUCTEMBI M KOMILIEKCHI.

2. Mecto mucuuninebl B ctpykrype OIIOII

Jucuunnuna «3amura nHpopManuy B HHHOKOMMYHHUKAIIMOHHBIX cuctemax U cetax» (b1.5.31.1)
oTHOCHUTCS K 610Ky 1 (6a30Bas 4acTh).

[TpenmecTByOUMMH TUCUUIUIMHAMHU, (POPMUPYIOIIMMHU HavalbHbIEC 3HAHUS, ABIsAIOTCSA: BBeneHue
B crieruaibHOCTh, KocMuyeckue cucremsl, CTaTucTudeckas paJuoTEXHUKA.

[Tocnenyromumu  TUCUUIUIMHAMU — SBJSIIOTCS:  be30macHOCTh  JKHU3HENESATENIbHOCTH, 3alliuTa
BBIITYCKHON KBaJIM(PUKALMOHHOW paboThl, BKIIIOYAsl MOJATOTOBKY K HPOLEIYpe 3allUThl U MPOLEAYpY 3a-
muThl, IH)XKeHepHO-TexHuuecKas 3amura nHpopmanuu, Kananel nepenaun unpopmanuu, Konuposanue
u mu¢ppoBanue uHpopManMK B cucTeMax cBsi3u, HayuHo-uccnenoBarenbckas pabota cryaeHTa, Cucre-
MoTexHHKa, CUCTEMBbI paJHOCBsI3U.

3. TpeGoBanus K pe3yJibTaTaM 0CBOEHMS JUCUMIIIIMHbBI

[Tponecc n3yueHus JUCUMIUIMHBI HapaBieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIIETSHIUI:

— TICK-2.1 cnocoOHOCTBIO pa3zpabaTbiBaTh CTPYKTYpHbIE U (DYHKIIMOHAJIbHBIE CXEMbl MOOWIIb-
HBIX, IIIUPOKOIOJIOCHBIX U CITyTHUKOBBIX CHCTEM Iepetau nHPOpMalny;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLIUICs TOJKEH:

— 3HaTh B pesynbraTte M3ydyeHuUs TUCHUIUIMHBI CTYJICHT JIOJDKEH: 3HATh - POJIb U MECTO MH(OP-
MAaIMOHHOM 0€301MacHOCTH B CHCTEME HAIMOHAIBHOM 0€30MacHOCTH CTPaHbl; - yrpo3bl HH(POPMALIMOHHOM
0€30I1aCHOCTH TOCYJApPCTBA; - COBPEMEHHBIE MOIXObl K MOCTPOECHUIO CUCTEM 3alllUThl MH(pOpMALUU; -
KOMIIBIOTEPHBIEC CUCTEMBI U CETH KaKk 00bEKT MH(OPMALIMOHHOTO BO3JEHCTBUSA, KPUTEPUHU OIICHKH HX 3a-
IIUIIIEHHOCTH M METO/IBI o0ecreueHust nX HHGOPMAIIMOHHON 0€30TacHOCTH

—  YMeThb YMETh - BEIOMPATh M aHATM3UPOBATH IMOKA3aTeIN Ka4eCTBA M KPUTEPUH OLICHKH CUCTEM
U OTAEIbHBIX METOJIOB U CPEJCTB 3aILUTHl HH(POPMALIUY; - TIOJI30BaThCs COBPEMEHHON Hay4yHO-TEXHHYE-
CKOM MH(OpMAIME 1o UCCIIeayeMbIM polieMaM U 3aJadaMm; - IPUMEHSTh MOJyYeHHbIE 3HAHUS TPU BbI-
MOJTHEHUHU KYPCOBBIX ITPOEKTOB U BBITYCKHBIX KBAIM(UKAMOHHBIX PaldoT, a TaKXkKe B XOJe HaAy4HBIX UC-
CJIEIOBAHUU

—  BJAJIeTh BJIAJETh - aHAIU30M UH(POPMAIIMOHHON HUH(QPACTPYKTYPhI TOCYIApCTBA; - METOIaMU
(dopManbHOM MMOCTAHOBKM U pEIleHMs 3ajaud oOecredeHus: HH(POPMALMOHHOM 0e30IaCHOCTH KOMIIbIO-
TEPHBIX CUCTEM U CeTel
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4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aUeTHBIX €IMHUILIBI U IIPECTaBIeHa B Ta0Iu -

ne 4.1.
Tabmuna 4.1 — Tpy1oeMKOCTh AUCIUILUIMHBI

Bunpl yueOHO 1eSITEIBHOCTH Bcero yacos CemecTpsl
7 cemecTp
AyrmuTopHsble 3aHATHS (BCETO) 72 72
Jlexumm 36 36
[IpakTueckue 3aHATHS 18 18
JlaGopaTtopHbIe pabOThI 18 18
CamocrosiTenpHas paboTa (Bcero) 36 36
OdopmieHue oT4eToB 110 Ja00paTOpHBIM paboTam 14 14
[TpopaboTka JIEKITMOHHOTO MaTepuaia 10 10
[ToaroroBka K NpakTUYECKUM 3aHATUAM, CEMUHApaM 12 12
Bcero (6e3 ax3amena) 108 108
Iloaroroska u ciaya sK3aMeHa 36 36
OO6miast Tpy1I0€MKOCTb, 4 144 144
3auetHble EauHunel 4.0 4.0
5. ConepixaHue TUCHUILIMHBI
5.1. Pa3nessl JuCHUIIMHGLI 1 BUALI 3AHATHI
Paznensl AMCHUIIITMHBL U BUBI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuna 5.1 — Pa3gensl AUCHUIUIMHEL U BUIBI 3aHATUH
Bcero
yacoB | PopMupyeMsl
[Tpak. | Jlab. Cam. PMHDPY
HazBaHus pa3aenoB IUCIUTUIUHBI Jlek., u (Ge3 e
3aH., 4 | pab., 9 | pab., q
9K3aMe | KOMIIETEHIIUN
Ha)
7 cemecTp
1 IIpeamer kypca. Unpopmannonnas 2 0 0 1 3 I1CK-2.1
0€30I1acHOCTh B CHCTEME HAaIlMOHATbHON
6e3onacuoctu Poccuiickoit denepanun
2 OcHOBHbIE MTOHATHUS TEOPUHU UH(OpPMa- 6 4 0 4 14 |IICK-2.1
IMOHHOM 0€30MacHOCTH. AHAIIN3 YIPO3
MH(POPMALMOHHON O€30MaCHOCTH.
3 Meronpb! U cpeacTBa oOecrneueHus uH- 6 6 14 14 40 |TICK-2.1
(hopMarmoHHO# 06€30MacHOCTH.
4 OCHOBBI KOMIIJIEKCHOTO 00€CTIeYeHUs 10 4 4 10 28 | IICK-2.1
nHpopManoHHON 6e3onmacHocTH. Moje-
JIM, CTpaTeruu (MOJUTHUKU) U CUCTEMBI
obecrnieueHurs ”HGOPMAITMOHHOM Oe3omac-
HOCTH.
5 Crangaptsl nH)OPMALITMOHHOHN O€3- 8 4 0 6 18 |TICK-2.1
OIACHOCTH, KPUTEPHUH U KIIACCHI OLIEHKH
3aIUILIEHHOCTHA KOMIBIOTEPHBIX CUCTEM
U ceren
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6 MeTo10510THs MIOCTPOCHUS U aHAJIN3a 4 0 0 1 5 T[1ICK-2.1
cucTeM obecriedeHus1 HH)OPMAITMOHHON
0€30macHOCTH.
Hroro 3a cemectp 36 18 18 36 108
Hroro 36 18 18 36 108
5.2. Conep:xanue pa3aesioB AMCUMIIMHBI (110 JEKIHSIM)
ConeprkaHue pa3ienaoB TUCIUILINH (TI0 JIEKIMSIM) IPUBEACHO B Tabmuiie 5.2.
Tabmuma 5.2 — Coneprkanue paseioB JUCIUILIAH (TI0 JISKIIHSIM)
Haspatis pasienos Copneprxanue pazznenoB quctuminiel (mo | Tpynoemkocts, | Dopmupyemsble
JICKIIHSIM) q KOMIIETCHITUHN
7 cemecTp
1 IIpeamer kypca. Ienun u 3anaun kypca. [Ipenmer,ctpykrypa u 2 [1CK-2.1
Nudbopmarnmonnas KpaTkoe cojepxanue Kypca.lctopust Bo3-
0€30macHOCTh B HUKHOBEHUS ¥ Pa3BUTHUACHCTEM 3aIUTHI UH-
cucreme dopmaruu.IlonsTueHanoHaNBHON Oe30mac-
HaITMOHAILHOH HocTH. Buapioe3onacHocTH TMYHOCTH, 00-
0€30MacHOCTH IIECTBA UTOCYIapPCTBA: IKOHOMUYECKASI,BHY-
Poccniickoit TPUMIOJIUTAYECKAS, COLNATbHAS,MEXKIyHA -
Oenepauun ponHasi, uH(GOpMaIllMOHHAS,BOCHHAs, TOTpa-
HUYHAs1, IKOJIOTUYECKast uapyrue. Busbr 3a-
mmmaemorinaopmanuu. OCHOBHBIE TIOHS-
THS UOOIIEMETOAO0IOTHIECKHUE PUHIIUTIBI-
TEOpUHU MHPOPMAIIMOHHOM Oe30macHO-
ctu.Pons naopmarmonHoii 6e30macHOCTH
BOOECIIEYCHUH HAIMOHATILHOM0E30acCHOCTH
rocynapctBa.Obecrneuenre nHPOpMaIOH-
HO0€30MaCHOCTH B HOPMAJIBHBIX UYPE3BBI-
YalHbIX cuTyanusix. OCHOBHBICIIPABOBBIC U
HOpPMAaTHUBHBIE aKThl BOOJIaCcTH MHGOpMAITH-
OHHOMOe30macHoCcTH. MeTom4YecKue yKas3a-
HUSAIO U3YYECHHIO Kypca. Pekomenayema-
SIOCHOBHASI M IOMOJIHUTEIbHASIIUTEPATYpA.
Hroro 2
2 OcHoBHbI€ MOHATUSA | OCHOBHBIE MOHSTHUS TEOPUU KOMITBIOTEPHOI 6 IICK-2.1

TEOPUU
nHOOPMAITMOHHON
0e30MacHOCTH. AHAIH3
yrpos
UH(POPMALTMOHHON
0€30MacHOCTH.

6e3onacuoctu. [lonsruenndopmarym, uH-
dbopmanmronnoit 6e3onmacHocTr AC. Cy0b-
€KTHO- 00BEKTHAsI MOJIETh MH(OPMAIIMOH-
HoicucteMbl. OCHOBHBIE ONpeeIeHU. S -
3b1K. O0BekThI. CyonekTsl. JlocTyn. Mubop-
MAaI[MOHHBIN MOTOK. MOHUTOPOE30MaCHOCTH.
SAnpo 6ezonacHoctu.Mepapxuueckue Mojie-
JUBBIYUCIUTEIBHBIX CUCTEM U MOJICTIbB3aH-
MoJieicTBHS OTKPBITHIX cuctem(OSI/ISO).
[lenHnocth nHMOpMaLUu. AITUTUBHAS MO-
nens. [TopsakoBasiikana. Pemerka nenHo-
CTH. AHaIU3yrpo3 uHpopmMalnoHHON 6e3-
OIaCHOCTH. YTPO3bI
KOH(pHIEeHIINATBHOCTH,IIEJIOCTHOCTH, J0-
CTYHMHOCTHHH(OpMAIMH, paCKPBITHS Mapa-
MEeTpOBUH(OPMAITMOHHON crcTeMbL. CTpYyK-
TypaTeopuH KOMIIBIOTEPHON O6e30macHo-
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ctu.OCHOBHBIE YPOBHH 3alIUTHIMH(GOpMA-
U, 3alIiTa MAaIMHHBIXHOCUTENIeH HHPOP-
manuu (MHW).3amura cpeacTs B3aumoei-
ctBusi cMHU. 3amura npeactaBieHUsINH-
dbopmanmu. 3anmTa coaep:kaHusImHGOpMa-
1uu. OCHOBHBIC BHJIBI aTaK HaWH(pOpMAaIH-
onnsle AC. KiaccudukanusocHOBHBIX aTak
Y BPEJOHOCHBIXIIPOTPAMM.

Hroro

3 Meronpb! U cpeacTBa
obecrieueHus
nH(pOPMaIMOHHON
0€30MacHOCTH.

ITocTpoeHue cucTem 3amuThl OT YTPO3bIHA-
pYIIEHUS] KOHPHIEHIIMATbHOCTUHHpOpMa-
un. OpraHu3aliMOHHOPEKUMHBIE MEPBI. 3a-
LIUTa OTHECAHKIIMOHUPOBAHHOIO TOCTYIIA
(HCH).ITocTpoeHune naposibHbIX CUCTEM.-
Kpunrorpadudeckue MeTop! 3amuThl.3a-
IIUTA OT YTPO3bl HAPYIICHUSIKOHPHUIECHIIN -
AIbHOCTH Ha ypOBHeCOAepKaHus HH(popMa-
un. [TocTpoeHnecucTem 3amuThl OT YrpO3bl
HapyLIIEeHUALEIOCTHOCTH UH(popMmanuu.Op-
TaHU3ALMOHHO-TEXHOJIOTNYECKHEMEPHI 3a-
IIUTHI. 3aIIUTa HEITOCTHOCTUIIPOTPAMMHO-
anmaparHoi cpenbl. OCHOBHBIE METOBI 3a-
muTel namsaTu. Lludposas noanuce. 3amura
OT YI'PO3BILEIOCTHOCTH HA YPOBHE COAEPKA-
HustnH(opMmarmu. IloctpoeHue cucreMsiza-
IIUTHI OT YIPO3bl TOCTYMHOCTUUH(DOPMALIUH.
OKCIITYyTallMOHHO-TEXHOJIOTUYECKUE MEPBI
3alUTHL. 3alIUTa0T cOOEB MPOrpaMMHO-
anmnapaTHONCpe/Ipl. 3aluTa CEMaHTUYECKOTO
aHanM3au akTyaibHOCcTUHMHpopMmarmu.[lo-
CTPOCHUE CUCTEMBI3AIIMTHI OT YTPO3bI pac-
KPBITUATIApaMETPOB UHPOPMAITIOHHOM CH-
cteMbl. COKpBITHE XapaKTEPUCTUK HOCH-
Tenel.MOHUTOPHHT UCIIOJIB30BAHUS CUCTEM-
3aIUTHL. 3alUTa apaMeTPOBIIPEICTABIIE-
HUS U cOAepKaHUSMH(DOPMALINH.

Hroro

I1CK-2.1

4 OCHOBEBI
KOMILJICKCHOTO
obecneyeHus
MH(POPMAIIMOHHOM
0€30MacHOCTH.
Mopenu, cTpareruu
(TIOTUTUKH) U CUCTEMBI
oOecneyeHus
UH(OOPMAITMOHHON
0€30IaCHOCTH.

[TonsiTne momutuku 6e3onacHocTu.[TommTH-
Ka (cTparerus) 6e3onacHOCTH.J{UCKpeInoH-
Hasl MMOJIUTHKApa3rpaHUYCHHS JOCTYTIA.
ManatHasi(oJIHOMOYHAs ) TOJTUTUKApasrpa-
HUYEHUS JocTyna. PazpaboTka upeann3amnus
NOJUTHKHU Oe3omacHocTh.Mozenu 6e3omac-
HOCTH. ONIMCAaHNECHCTEM 3aIUTHI C TOMO-
b0 MaTpuUblAoCcTyna. Moaens Xap-
pucoHna-Py330-Ympmana (HRU). Pa3pemu-
MOCTBITPOOJIeMBI Oe30macHoCcTH. Mo-
JeNbpacpocTpaneHus mpas gocrymna Take-
Grant. Pactimpennas mozaens Take-
Grant,aHanu3 HH()OPMAIIMOHHBIX KaHa-
noB.Onucanne moaenu benna-Jlamaymbt
(BL). OcHoBHas TeopeMa 6€301macCHOCTUMO-

I1CK-2.1
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nenu benna-Jlananynnel. DKkBUBaJIE€HTHbBIE
MOIXObI KOMPEIEICHUIO O€30IaCHOCTH MO-
nenubenna-Jlamanynel. Pemerka manaar-
HBIXMOJIeIeH. PoneBas monuTrkade30macHo-

CTH.
Uroro 10

5 Crangaptsl OcCHOBHBIE KPUTEPUU 3AIMILEHHOCTUHH- 8 I1CK-2.1

nH(pOPMaITMOHHON (bopMaIOHHBIX aBTOMAaTU3HUPOBAHHBIXCH-

0€30IacHOCTH, creM (AC). Knaccsl 3amuieHHocTuAC.

KpUTEPUHU U KIIacChl Kputepuu u xinacchbl 3aMIIEHHOCTUCPEICTB

OLIEHKH BorunciurensHo Texuuku (CBT) u AC.

3alUIIIEHHOCTH CrangapTtsl o oneHku3ammeHHoctu AC.

KOMITBIOTEPHBIX cucTeM | CTaHIapT OLEHKHMOE30MacHOCTH KOMIIbIO-

U ceTen tepHbIx cucTeMTCSEC («OpamnxeBas

KHUTa»).OCHOBHBIE TPEOOBaHUS K CHUCTE-
mam3amutel B TCSEC. Kitacesr 3amm-

TeI TCSEC. Konnenmus 3amutel AC u CBT-
M0 PYKOBOJSIIIUM JOKyMeHTaml ocTeXKkoMuc-
cun PO.KnaccuduxauusCBT no goxkymen-
taM ['octexkomuccuu.Knaccudukamus AC
1o JOKyMeHTaMl 0CTeXKOMHUCCUH, TpeOoBa-
HUS KiaccoB3aluTel. Equnbie Kputepunbde-
30MaCHOCTH MH(POPMALMOHHBIXTEXHOJIOT Uil
(Common Criteria).OCHOBHBIE TOJIOKEHUS
«Enunbixkpurepuen». TpeboBanus Ge3omac-
HocTu.[Ipodunu 3amuTe.

Hroro

6 Metononorus [IpumeHeHre nepapxXudecKkoro MeToaa s 4 [1ICK-2.1
NOCTPOEHMS M aHaiu3a |noctpoenus 3auumenHo AC.Mccnenosa-
CUCTeM oOecTieyeHHs] | HHe KOPPEKTHOCTUPEATN3allui U METObI Be-
MH(POPMAIIMOHHOM pudukammu AC.Teopust 6e30MacHBIX CHCTEM
0€30macHOCTH. (TCB).Nudopmarmonnsie AC u mporpamm-
HBIECPE/ICTBA, CEPTUDUITUTPOBAHHBIC BCOOT-
BETCTBUU C TpeboBaHUAMU«KOpaHKeBOU
KkHUTHY. [TpobnembIkoMnIbIOTEpHOM Oe30mac-
HocTh.[lepcriekTHBHBIEC HaNpaBIeHUIHCCIIE-
JIOBaHMIA B 00J1aCTH KOMIThIOTEpHOMOe30mac-
HOCTH. L|eHTpbI KOMIIBIOTEPHOIIOE30MacHO-
cTu. PexoMeH1alium nocaMmocTosTEIbHOMY
YIITyOJIeHHOMYHU3YUYSHHIO pa3/IesioB Kypca.
O063opnuTepaTypsbl.

Hroro 4

Hroro 3a cemectp 36

5.3. Paznenbl JMCUMILNIMHBI M MEXKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (NPeAbl Ty IIUMHU)
U o0ecnieynBaeMbIMH (MOCJIEAYONIUMH) TUCHUIIHHAMU
Paznmensl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECTICUMBAIOIIMMHU (TIPEABIAYIIUMU) U
obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAME TIPEICTAaBIEHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nensl AUCHUTUIMHBI M MeXKAUCIUIINHAPHBIEC CBSI3U

HanmenoBanue JUCHUIIIINH No pasaciion HaHHOfI AUCHUIUINHEBI, JJIS1 KOTOPBIX HCO6XOIII/IMO
HN3Y4YCHHUC 06€CH6LII/IBaIOHII/IX H 00ecIieunBaeMbIX JUCHUITIINH
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1

2

3

[Ipen

INCCTBYHOIIUEC OUCIIUITIINHBI

1 Bpenenue B cieliuagbHOCTD

+

2 KocMmuueckue cucTeMBI

3 Cratuctuueckasi paAOTEXHUKA

[Tocnenytromu

€ JIUCIIUILI

HWHBbI

1 Be3omacHOCTE KU3HEIEATEIHFHOCTH

+

2 3amuTa BBITYCKHOW KBaIH(PHUKALIMOH-
HOM paboThl, BKIIIOYas MOJTOTOBKY K
IIPOLEAYPE 3aIUUTHI U IPOLEAYPY 3aLH-
TBI

3 UmKeHepHO-TeXHHYECKas 3aIl1uTa UH-
dhopmanmm

4 Kanansl nepenaun vH(GopManuu

5 KoaupoBanue u mudpoBanue HHPoOp-
MaIlfH B CCTEMax CBSI3U

6 Hayuno-uccrnenoBarenbckas paborta
CTyICHTA

7 CUCTEMOTEXHUKA

8 CucreMbl palioCBsI3U

5.4. CooTBeTcTBHE KOMIIETEeHIIMIi, GOPMHUPYEMBIX PH U3YyYEeHUM TUCHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU HM3YUYEHUH IUCIUIUIMHBI, M BHIOB 3aHATHN

MPEICTAaBICHO B Tabmuiie 5.4.

Ta6muia 5.4 — CooTBETCTBHE KOMIIETEHIIMN, (DOPMUPYEMBIX NIPU U3YUYEHUH AUCLUIUIMHBI, U BUOB 3aHS -

TAN
Komreten Bunsl 3anaThii
®opMbI KOHTpOIIS
1A Jlek. [Tpak. 3aH. JIab. pao. Cam. pa0.
IICK-2.1 + + + + KonTponbhas pabota, OT-

9eT 110 HHIUBUIYAThHOMY
3aJIaHHI0, DK3aMeH,
KoncnekT caMonoaroToBKH,
Komnoksuywm, [IpoBepka
KOHTPOJBHBIX padot, Cobe-
cenosanue, Otyer 1o j1abdo-
paTtopHoii pabote, Ompoc Ha
3aHATUAX, PacueTHas pabo-
Ta, Tect, OTYET O MpPaAKTHU-
YECKOMY 3aHSTHIO

6. UHTepakTUBHBIEC MeTOAbI U (JOPMBI OPraHu3anMu 00y4eHUst

He npenycmorpeno PVYIIL.

7. JlabopaTtopHble padoThl
HanmenoBanue 1abopaTopHBIX padoOT MpuBeAeHo B Tadmmue 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTOpHBIX padboT

Ha3zBanus pasznenos

HaumenoBanue 1abopaTtopHbIX padoT

TpynoemkocTs,

dopmupyemslie
q KOMIIETCHIIUU
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7 cemecTp

3 Metogp! u cpenctBa | M3ydeHne MexXayHApPOAHOTO CTaHaapTade30- 14 [ICK-2.1
obecrieueHus MacHOCTH UH(MOPMAITMOHHBIX cUcTeMISO
nH(OPMAITMOHHON 17799 ccnienoBaHnre CUCTEMBI 3AIUTHINH-
0€30macHOCTH. dbopmanmn «Ctpax NT»Cucrema 3amuThl

unpopmarmuSecretNetCucrema 3auThl UH-

dbopmanuu Dallas

Uroro 14
4 OcHOBBI Cucrema aHanm3a pUCKOB U IPOBEPKUIIONH- I1CK-2.1
KOMIUIEKCHOTO TUKH TH(HOPMAIIMOHHONOE30TaCHOCTH TIPE/I-
obecrieyeHus TPUSATHUSL
nHOOPMAIMOHHOM

(bopManHOHHO Uroro 4
0€30IaCHOCTH.
Mopenu, ctpareruu
(TIONMUTHUKH) U CHCTEMBI
oOecrnieueHus
MH(POPMALMOHHON
0€30I1acCHOCTH.
Hroro 3a cemectp 18
8. IIpakTuyeckue 3aHATUSA (CEMUHAPBHI)
HanMenoBaH#e MPaKTUYECKUX 3aHATUN (CEMHHAPOB) MPUBEICHO B Tabmmie 8. 1.
Tabmuna 8.1 — HammeHoBaHME MPaKTHYECKUX 3aHATHHA (CEMHHAPOB)
HaunmenoBanue npaktuueckux 3anatui | Tpynoemkocts, | DopMupyembie
Hazpanus pa3znenos
(cemuHapoB) q KOMITCTCHITH
7 cemecTp

2 OcHoBHble NTOHATUA | CTaHgapTHl HHGOPMAITMOHHOHOE301TaCHOCTH 4 IICK-2.1
TEOPUH Y KPUTEPUU OLICHKUOE30IaCHOCTH KOMITbIO-
UHGOPMAITMOHHOM TEPHBIX CUCTEM HCETeH
0e30macHOCTH. AHAIA3 |y oro 4
yrpos
UH(POPMALTMOHHON
0€30IacCHOCTH.
3 Meronp! u cpeacTBa | PazpaboTka apXUTEKTYphl MOJIETHOE301macHo- 6 [1CK-2.1
obecrnieueHust CTH UH(OPMALIMOHHBIX CUCTEMU CETEH
nH(pOPMaIMOHHON Hroro 6
0€30I1aCHOCTH.
4 OCHOBBI Pa3zpaboTka mpakTH4ecKuXpeKOMEH Ialui 110 4 [1CK-2.1
KOMILUIEKCHOTO obecrneyeHn00e30nacHOCTH HH(POPMAITUOH-
oOecrnieueHus HBIX CUCTEM
nH(pOPMAITMOHHON Wroro 4
0€30I1aCHOCTH.
Mopnenu, crpateruu
(TOJUTHUKH) U CUCTEMBI
obecrieyeHus
nH(pOPMaIMOHHON
0€30I1aCHOCTH.
5 CraHzapTel 3aKOHOAATEILCTBO B 00JaCTHMH(POPMAITHOH- 4 [1ICK-2.1
UH(POPMAITMOHHON HOU 0€30MacHOCTH
0€e30IacHOCTH, Vroro 4

KPUTEPUU U KJIACCHI
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OLIEHKHU
3aIlUIICHHOCTH
KOMITBIOTEPHBIX
CHCTEM U ceTeH

Hroro 3a CEMCECTP

18

9. CamocrosiTesibHasi padora
Bunasl camocTosiTenbHOM paboThI, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIIUU MTPEICTABICHHI B

tabmmue 9.1.
Tabmuma 9.1 — Busiel caMOCTOSTENBHON padOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIICTCHIIUU
HasBaEmA pasIeos Bunsl camocrostensHol | TpynoemkocTs, | PopMupyemMslie DOpPMEI KOHTPOIA
paloTEI q KOMIETEHIH
7 cemecTp
1 [Ipeamer kypca. | [IpopabGoTka JIeKIIMOHHO- 1 I1CK-2.1 Koncnekr camonon-
WNudopmanmonnast | ro marepuaia rotoBk#, KoHTpoIb-
6e30macHOCTb B Vroro 1 Has pabota, Onpoc
CHUCTEME Ha 3aHATHAX, OTUeT
HaIMOHAJILHOU 110 UH/UBUYAIbHO-
0€30MMacHOCTH My 3aj1aHut0, OTyer
Poccuiickon 1o jJabopaTopHOU
denepanun pabore, OT4eT Mo
MPAKTUYECKOMY 3a-
Hatuto, [IpoBepka
KOHTPOJIBHBIX paborT,
Pacuernas pabora,
Tect, DKx3ameH
2 OCHOBHBIE IToaroroBka Kk nmpaxkTu4e- 2 [1CK-2.1 Komnoksuym,
MIOHATUS TEOPUHU CKUM 3aHATUSAM, CEMUHA- Koncnekr camonon-
MH(OPMAIMOHHON | pam rotoBku, KoHTpoIb-
0€30IaCHOCTH. TIpopaGoTKa AeKIHOHHO- 2 Has pabota, Onpoc
Amnanus yrpo3 . |ro matepuana Ha 3aHATHAX, OTUeT
MH(POPMALMOHHON 10 UH/AUBUYaJIbHO-
0€30I1aCHOCTH. Hroro 4 My 3aaHuto, OTyer
1o JabopaTopHOU
pabore, OT4eT mo
MIPAKTUYECKOMY 3a-
Hatuto, [IpoBepka
KOHTPOJIBHBIX paboT,
PacueTnas pabora,
CobecenoBanue,
Tect, DKx3amMeH
3 Metoap! 1 IToaroroBka K nmpaxkTuye- 2 I1CK-2.1 Komnoksuym,
cpeacTBa CKHUM 3aHATUSAM, CEMUHa- KoHncnekT camonon-
oOecrnieueHus pam rotoBku, KoHTposs-
UH(OOPMAITMOHHON TpopaGoTKa NEKIHOHHO- 2 Has pabota, Ompoc
0€30MIaCHOCTH. ro Matepuaia Ha 3aHATHAX, OTUeT
10 UH/AUBUYaJIbHO-
OdopmieHne 0TYETOB TI0 10 My 3a1aHuio, OTder
nabopaToOpHBIM paboTam 110 J1a6OPaTOPHO
HWtoro 14 pabote, Otyer no

MPaKTUYECKOMY 3a-
HATHIO, PacueTHas
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pabora, Cobeceno-
Banue, Tect, Dk3a-
MEH

4 OcHOBBI IToaroroBka K nmpaxkTuye- 4 I1CK-2.1 Komnoksuym,
KOMILJIEKCHOT'O CKHUM 3aHATUSAM, CEMUHA- KoHncnekT camonon-
obecrieyeHus pam roToBKHu, KoHTpOIIb-
nHOOPMAITMOHHON TpopaGoTKa TeKIHOHHO- 2 Has pabora, Ompoc
0e30I1acHOCTH. ro Matepuana Ha 3aHATHIX, OTU4eT
Mopgenu, cTpateruu 10 UH/AUBUYaJIbHO-
(monuTUKK) U OdopmieHne 0T4ETOB 110 4 My 3ajanuto, OTuer
CHUCTEMBI 11abopaToOpHBIM paboTam 110 J1abopaTopHO
obecrieyeHus Htoro 10 pabote, Otyer no
UH(QOPMAIMOHHON IIPAKTUYECKOMY 3a-
0€301aCHOCTH. ustHio, [IpoBepka
KOHTPOJIBHBIX padoT,
Pacuernas pabora,
CobecenoBanue,
Tect, Dx3ameH
5 Crangaprtsl IToaroroska K nmpaxkTuye- 4 I1CK-2.1 Komnoksuywm,
WH()OPMAITMOHHOW | CKMM 3aHATHUSM, CEMHHA- KoncnexT camonon-
0€301acHOCTH, pam rotoBKu, KoHTpOIIb-
KPHTEPHH ¥ KNACCHL | [111546011ca eKIHOHHO- 5 Has paborta, Onpoc
OLIEHKHU ro Matepuana Ha 3aHATUAX, OTUeT
3alIUIIEHHOCTH 10 WH/IUBUTYATBHO-
KOMIIBIOTEPHBIX Hroro 6 My 3a1aHuto, OTyer
CUCTEM U ceTel 1o 1abopaTopHOt
pabote, Otyer no
MPAaKTUIECKOMY 3a-
HATHIO, [IpoBepka
KOHTPOJIbHBIX pador,
Pacuernas pabora,
CobecenoBanue,
Tect, DKx3ameH
6 Mertononorus [IpopaboTka JIEeKITMOHHO- 1 [1CK-2.1 KonnoxBuywm,
MOCTPOEHUS U ro MaTepuaa KoHncnekT camomnon-
aHaJIn3a CUCTEM Hrtoro 1 rotoBku, KoHTpoIb-
obecrieyeHus Has pabota, OTueT
WHPOPMATMOHHON 10 WH/IUBUYAIBHO-
0€30I1aCHOCTH. My 3a1aHuio, OTueT
1o 1abopaTopHOit
pabote, Otyer no
MIPAKTUIECKOMY 3a-
HATHIO, [IpoBepka
KOHTPOJIbHBIX padoT,
Pacuernas pabora,
CobecenoBanue,
Tect, Dx3ameH
Hroro 3a cemectp 36
ITonroroBka u cnava sk- 36 OK3ameH
3aMeHa
Hroro 72
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10. KypcoBoii npoekrt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banjbHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MakcumanbHbIN
. MaxkcumanbHbIN MaxkcumaTbHBIT
DneMeHTH! yueOHOH 6asu1 3a mepuon Bceero 3a
6amn Ha 1-yto KT ¢ |  Gamnn 3a mepuon
NEeITENbHOCTH mexnay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
7 cemecTp
Komnoksuym 5 5
KoncnexT camMmomoaroros- 5 5 5 15
KU
KonTponbhas pabota 5 5 10
OTyer no MHIUBUAYATb- 10 10
HOMY 3aJJaHUIO0
OTuet no nabopaTopHOit 4 4 8
pabore
OTyer 1o NpakTUIECKOMY 4 4 8
3aHATHIO
Pacuernas pabora 6 12
CobecenoBanue 2
Wroro makcumym 3a nepu- 5 26 39 70
on
DK3aMeH 30
Hapacraromum ntorom 5 31 70 100
11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeAcTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJUTOB B OIICHKH 32 KOHTPOJBbHBIE TOYKH
Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
> 90% ot MakcuManbHOU cyMMBbI OamioB Ha gaty KT 5
Ot 70% 10 89% oT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT 4
Ot 60% 10 69% ot MakcuManbHOUM cymMbl OanioB Ha Aaty KT 3
< 60% oT MakcuMaIbHOU cCyMMbI OauioB Ha naty KT 2

11.3. IlepecyeT cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[TepecueT cymmbl 6a/IOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MpEACTaBIeH B TaOiule

11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJUIOB B TPAAUITMOHHYIO M MEXKTYHAPOIHYIO OLICHKY

Htorosas cymma 0aos,

Onenka (I'OC) YYMTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)
9K3aMEeH
5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
4 (xopo1110) (3a4TEHO) 85-89 B (ouenb xoporiiio)
75 - 84 C (xoporo)
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70 - 74 D( )
TIOBJICTBOPUTEIIHHO
3 Y ) 65 - 69 Y P
TIOBJICTBOPUTEIIBHO) (3a4TEHO
Y P 60 - 64 E (mocpencTBeHHO)
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6ainos F (Hey1oBIETBOPUTENBHO)
3a4TEHO)

12. YueOHO-MeTOnMYecKOe M1 HHPOPMALMOHHOE 0O0ecTeYeHre I CIHIIIMHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. 3ammra uHpopManuu B MHPOKOMMYHUKAIIMOHHBIX CHUCTEMaxX U CETAX [DJIEKTPOHHBIA pe-
cypc]: Kypc nexiuii, KOMIbIOTEpHBIE JIaOOpAaTOpHbIE PAOOThI, KOMIIBIOTEPHBIA MPAKTHKYM, 33JJaHUE Ha
camocTosiTenibHyto  pabory / TomukoB A. M. - 2017. 655 c. — Pexum pgocryna:
https://edu.tusur.ru/publications/7079 (nata obpamenus: 04.06.2018).

12.2. lonostHUTEILHAS JIATEPATypa
1. 3amura mHGOPMALMK OT YTEYKH IO TEXHUYECKUM KaHajaM [DJIEeKTpOHHBIH pecypc]: Yuebd-
Hoe mocobue / T'omukoB A. M. - 2015. 256 c. — Pexum nmoctyna: https://edu.tusur.ru/publications/5263
(mara ob6pamenus: 04.06.2018).

12.3. YueOHO-MeTOAUYECCKHE MTOCOOUH

12.3.1. O6s3aTeibHbIE YU4eOHO-MeTOAuYeCKHe MOCO0Uus
1. 3ammra wHGOpMaUK B MHOOKOMMYHHKAIIMOHHBIX CHCTEMax M CETAX [DIEKTPOHHBIN pe-
cypc]: Kypc nexuuii, KoMIbloTEepHbIE J1aOOpPATOpPHbIE PaOOThI, KOMIIBIOTEPHBIA MPAKTHKYM, 33JJaHHE Ha
camocrosTensHyto pabory / TomukoB A. M. - 2017. 655 c¢. — Pexum pgocryna:
https://edu.tusur.ru/publications/7079 (nara oopamenus: 04.06.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS [IJIsI JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU 310POBbS U
HHBAJINI0B

Y4eOHO-MeTOIMUEeCKUE MaTepHalibl 11l CAMOCTOSTENIbHOM U ayAUTOPHOM paboThl 00ydaromuxcs
U3 YHCIia JIUI ¢ OTPAHHYEHHBIMA BO3MOYKHOCTSIMU 3JIOPOBBSI U WHBAIHJIOB MPEAOCTABISAIOTCS B PopMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSIM UX 3I0POBbS U BOCTIPUATHUS UHPOPMAITIH.

Jlaist I ¢ HApYIIeHUSIMU 3PeHUst:

- B (hopMe FJIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHO! (hopMe YBEITMUECHHBIM HIPHUPTOM.

JL1st i1 ¢ HAapYLIeHUsIMH CJIyXa:

- B (hopMe FJIEeKTPOHHOTO IOKYMEHTA;

- B IIe4aTHOU hopme.

JL1s1 711 ¢ HAapYLIeHUsIMY OIIOPHO-ABUTIaTeJILHOIO annapara:

- B (hopMe AJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHoOU hopme.

12.4. IIpodpeccunonaibHbIe 0a3bl JAaHHBIX H HH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
1. https://lib.tusur.ru/

2. https://elibrary.ru/

3. http://archive.neicon.ru/

13. MartepuajibHO-TEXHUYECKOe o0ecnedyeHue TMCIUILINHBI U TPpedyeMoe MporpaMMHoe
o0ecrneyeHune

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUILIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbIX 3aHATHH
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJAbTALIUH, TE-
KYILEr0 KOHTPOJISL U MPOMEXKYTOUHON aTTeCTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUECTBOM I10-
CaJIOuYHBIX MeCT He MeHee 22-24, 000pyaoBaHHAs TOCKON W CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JIEMOHCTpaIMOHHOE 000pyI0BaHNHE U yUeOHO-HAITBIIHBIE TOCOOMs, 00eCcIeunBaloIIie TeMaTHIeCKUe Uil -
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JIIOCTpAlUU 110 JICKIHMOHHBIM pa3jciiaM AUCHUILIAHBI.

13.1.2. MaTepHaJbHO-TEXHHUYECKOE H MPOrPaMMHOE o0ecredyeHne I MPAKTHYeCKUX 3aHATHI

Jlaboparopusi paauo3JIeKTPOHHBIX CHCTEM Tepeaauu HHPOpMAaIUU

yueOHas ayTUTOPHsI ISl IPOBEACHHSI 3aHATHI MPAKTUYSCKOrO TUTIA, YICOHAsT ayIUuTOPHS IS TIPO -
BEJICHUS 3aHSATUHN J1a00paTOPHOTrO TUIIA, TOMEIIEHUE AJIi KypCOBOTO MPOEKTUPOBAHUS (BBITIOTHEHHS Kyp-
COBBIX padoT)

634034, Tomckas o6macts, T. Tomck, Bepmnnuna ynuna, a. 47, 401 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- Kommbrotep (8 mit.);

- MonwuTtop (19”7 SAMSUNG 1730S) (8 mit.);

- KnaBuarypa (8 mr.);

- Mpims (ontryeckast) (8 mir.);

- Kommnekr cnenuanuzupoBanHoi yueOHo# mebenu;

- Pabouee mecto mpenogaBares.

[TporpammHoOe obecrieueHue:

- 7-Zip

— Adobe Acrobat Reader

— Far Manager

— Free Pascal

— Free Pascal Lazarus (Bepcust 1.6)

— GIMP

— Google Chrome

— Microsoft Windows Server 2008

— Microsoft Windows XP

— Mozilla Firefox

— OpenOftice

— Opera

— Opera Developer

— PTC Mathcad13, 14

— Scilab

13.1.3. MaTepHaJbHO-TEXHHYECKOE H IPOrPaMMHOe o0ecredeHne 1JIs J1adopaTopHbIX padoT

JlaGopaTopust paIMO3IEKTPOHHBIX CUCTEM Tepeiaund nH(popMaIuu

yueOHasi ayTuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAKTUYECKOTO TUTIA, ydeOHas ayaAuTOpus IS PO -
BE/ICHUS 3aHSATHI JJAOOPAaTOPHOTO THIIA, TIOMEIIEHHE JUIsI KyPCOBOTO NMPOSKTUPOBAHUS (BBIIOIIHEHHS KYp-
COBBIX padoT)

634034, Tomckast obnacts, . Tomck, Bepmununa ynwuia, 1. 47, 401 ayn.

Ornucanue UMeIIerocs 000pyIOBaHUS:

- Komnetorep (8 mrT.);

- Mounutop (197 SAMSUNG 1730S) (8 mt.);

- KnaBuarypa (8 mr.);

- Mpimb (ontuyeckas) (8 mr.);

- Kommutekt crienmanusupoBanHoi yaeOHOW Mebenu;

- PaGouee mecto nmpenogaBarens.

[IporpamMMHoOe obecrieueHue:

— Microsoft Windows XP

— PTC Mathcad 13, 14

13.1.4. MarepuajibHO-TEXHUYECKOE U MIPOrPaMMHoOe o0ecrneuyeHue JIsl CAMOCTOSATeIbHOW padoThI
Jiiss caMoCTOsTENbHON pabOThl MCTIONB3YIOTCS y4eOHBIE ayAUTOPHH (KOMITBIOTEPHBIE KIIACCHI),
PAcIIONIOKEHHBIE TI0 a/ipecam:
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- 634050, Tomckast o6macTb, T. Tomck, Jleanna mpocrexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;

- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUS:

- yueOHasi MmeOerb;

- komneroTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJIKIIOUYECHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JAOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHne TUCUMIIIMHBI JIS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [IPEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuU B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENOIaBaHus 11 00yJaroIXcs
C MHBAJIHMIHOCTHIO, MOPTATUBHON MHIYKIIMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEM cllyxXa, 000py/oBaHa KOMIIBIOTEPHON TEXHHUKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSAMH [IPEyCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U y4EOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPU MOMOIIY BUACOYBETUUHUTENCH 1151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0O0y4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA HH(OPMAIIMU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/mepe-
naun yuyeOHOM MHPOpPMa B JOCTYIHBIX (hopMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHS[ OCBOCHHA SaerﬂJIeHHI)IX 3a HHCHHHHHHOﬁ
KOMIIETCHITUI MCTIONB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBbIe 3a1aHUA

1. Kakue Tpu OCHOBHBIE COCTABIISIONMINE HHPOPMAITMOHHON 0€301TaCHOCTH BaM U3BECTHHI?

- 321 POBAHHOCTD, IIETIOCTHOCTD, JIOCTYIHOCTD,

- KOHQUIEHINATbHOCTh, 3aKPBITOCTh, IOCTYITHOCTD,

- KOH()UACHINAIBHOCTD, IIEIOCTHOCTD, 3aIIUIIIEHHOCTb,

* KOHQUACHIIUATIBLHOCTD, LIEJIOCTHOCTb, JOCTYITHOCTh

2. Yem xapakTepu3syrorcs, corinacHo «OpaHkeBoi KHUre», ypoBHU OezonacHoctu C, B, A?

* TIPOU3BOJIHBIM YIIPaBJICHUEM JIOCTYNOM, NMPUHYAUTENbHBIM yIPABICHUEM JOCTYIIOM, Bepudu-
UpyeMoii 6€30MacHOCTbIO;

- TIPUHYIUTEIBHBIM YIPaBIEHUEM JOCTYIIOM, POU3BOJIHBIM YIIPaBICHUEM JIOCTYIOM, Bepudu-
UpyeMoii 6€30MacHOCTbIO;

- BepuuupyemMoi 6e30MacHOCThIO, IPOU3BOJIBHBIM YIIPABIEHUEM JOCTYIIOM, POJIEBBIM YIIpaBiie-
HUEM JIOCTYIIOM;
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- POJIEBBIM YTPABICHHUEM JOCTYIIOM, MPUHYIUTEIHHBIM YIPABICHUEM JOCTYIIOM, Bepudumupye-
MO 6€30MacCHOCTHIO.

3. Kakue kmaccsl AC HanOosee 3aluieHbl, COrAacHO PYKOBOSIIUM TIOKYMEHTaM

I'ocrexxkomuccun PO:

-3bu3A;

-2bu2A;

- 11, 1T, 1B;

* 16, 1A.

4. Kakas MOZeIb SBJISIETCSI MOJIENBIO TPOU3BOJIBHOTO (AUCKPEIIMOHHOTO) YIPABICHUIO T10CTYIOM?

- Monens benna - Jlallagyna;

- Mogens buoa;

* Xuppucona—Py330-YibmaHa;

- Mopens Knapka - Buscona.

5. Kakast mozenp sIBISI€TCS. MOJIETbIO MAHIATHOTO YIIPABJIECHUIO JOCTYIIOM?

yrpo3a HapyleHus: KOH(PHUISHIIMATBHOCTH, YTPo3a HAPYIICHHSI [IETOCTHOCTH, YIrpo3a HapyIICHUs
JIOCTYITHOCTH®

* Mognens bemna - Jlallanyna;

- Monens buba;

- Xuppucona—Py330-YibMmana;

- Monens Kinapka - Buscona.

6. [lepeuricnuTe Tp OCHOBHBIX BUA YIPo3 HHGOPMAITMOHHON 0€30MacHOCTH:

- Yyrpo3a HapylmeHHUs KOH(QHUIEHIMAIbHOCTH, yrpo3a HapylIeHUs LIETOCTHOCTH, yrpo3a Hapylle-
HUS 3alUIIEHHOCTH;

* yrpo3a HapyleHUs] KOHQUIESHINATbHOCTH, Yyrpo3a HapylIeHUs LIEJTOCTHOCTH, Yrpo3a Hapylle-
HUS JIOCTYITHOCTH;

- yrpo3a HapyleHus] KOHPUASHINATbHOCTH, YTPo3a HapyLICHUs 3aKPBITOCTH, YIPO3a HapyIIECHUS
JIOCTYITHOCTH;

- yrpo3a HapylleHHUs 3alIM(ppOBaHHOCTH, YIpo3a HApyLIEHUS LIETOCTHOCTH, Yrpo3a HapYIICHUS
JIOCTYITHOCTH.

7. YTo Takoe MoJMTHKa O€30MacHOCTH?

- OCHOBHBIE TIOJIO’KEHHUSI HH(POPMALMOHHON O€30MTaCHOCTH;

- OCHOBHBIE TIOJIOKEHUS MHPOPMAITMOHHOM 0€30MMacHOCTH;

* CHCTEMATU3MPOBAHHOE M3JIOKECHUE IIeNIeH, 3a/1a4, TPUHIIUIIOB M CIIOCOOOB TOCTIKEHUS MH(OP-
MAaIMOHHOM 0€30MacHOCTH;

- pacmpeieNieHue poJiei ¥ OTBETCTBEHHOCTH.

8. Ha xakom ypoBHE paccMaTpuBaeTcsl yrpaBieHUE pUCKaMU (WIIM UX aHaIK3) Tpu (GOopMUPOBaHHS
TIOJTUTUKY TPEIIPUSTHS?

- Ha TIPOLIETYPHOM YPOBHE;

* Ha AIMUHUCTPATUBHOM YPOBHE;

- Ha YpOBHE yIpaBJIEHUS TIEPCOHATIOM;

- Ha YpOBHE (PU3MUECKOMN 3aAIIUTHI.

9. HazoBute pusznueckue MeToqa OMOMETPUICCKON ayTeHTH(PUKAIIAN

* pacrio3HaBaHHE YEPT JIUIIA;

- aHaJIU3 TOJINCH;

- aHaNM3 TeMOpa ronoca;

- aHaJIM3 TOYepKa.

10. Kakas ayrentudukanus Hanbosee CuiibHa?

* rpoBast MOJIUCH;

- Iapob;

- OMomMeTpHuUecKas;

- YHUKQJIBHBIN IIPEIMET.

11. Kakue 1Ba OCHOBHBIX BHIa TpEOOBaHMI O€30MacHOCTH coepkaT «O0mme KpuTepun»?

- TpeGOBaHUAX OE30MaCHOCTH, IPOSKTUPOBAHUE U Pa3pabOTKa;

- HCTIOJIb30BAaHUE PECYPCOB, KpUIITOTrpapuuecKas MoAIEPKKa;
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- OIICHKA YS3BUMOCTEH, OLICHKA 3a/JaHHsI 110 0e30MacHOCTH;

* GyHKITMOHAIIbHBIC, TPEOOBAHUS TOBEPHSI.

12. Kakue mexceTeBble SKpaHbl HCIIOIB3YIOT Ha IPAaHULIE JIOKAIbHON ceTH U ceTu MHTepHeT?

- KOMMYTaTOPbI, PYHKIIHOHUPYIOIINE HA KaHAIHLHOM YPOBHE;

- CETeBbIC WJIH MAKETHbIC (PUIBTPHI;

* IIIJTI03BI CEAHCOBOTO ypoBH: (circuit-level proxy);

- TAKETHbIE (DUITBTPBI.

13. Kaxoii BaprantT VPN mo3BossieT peann3oBarh 3alIMIIEHHOE B3aUMOJCHCTBUE MEXKIY CETMEH-
TOM KOpPIIOPATUBHOW CeTH (LEHTPAIbHBIM OprcOM MU (PUIHATIOM) U OAMHOYHBIM HOJIb30BaTEIEM, KOTO-
pBIA TMOJKIIIOYAaeTCss K KOPIOPAaTHUBHBIM pecypcaM M3 JoMa (IOMAalIHWM IOJb30BaTeNb) WIM Yepe3
notebook (MOOUIBHBIN MTOTB30BATENH):

* BapuanTt "Remote Access VPN";

- Bapuant «Intranet VPNy;

- BapuanT «Client/Server VPNy;

- BapuaHT «Extranet VPN».

14. YkaxxuTe Kakoil mmdp SBISETCS TOTOYHBIM?

* RC6;

- DES;

- AES;

- RSA.

15. CxonbKo KITIOYEH HMCIONB3YIOT OJIOYHBIE, MTOTOYHBIE, ACCUMETPUYHbIE aJITOPUTMBI HIH(poBa-
HusA?

°1,1,2;
3

b 3

N —

-2,
-3,21;

-2,2, 1.

16. Kakue metozp! 3amuThl nHGOpMaLuu ucnoib3ytores B cranaapre IEEE802.11 (WiFi)?

- PAW, EWR;

- WER, WAP;

- PEW, APW;

* WEP, WPA.

17. Kakue mmdpsl ucnonb3ytorcs B ctangapre GSM?

- HE UCIIOJIb3YIOTCS;

* IOTOYHBIE;

- OJIOUHBIE:

- C OTKPBITHIM KJIFOUOM.

18. Yto sBIAETCS UCTOYHUKOM MOOOUYHBIE 3JEKTPOMArHUTHbIE W3nydeHus U HaBoaku ([IDMIUH),
WCTIOJB3YEMbBIX PAAMOTEXHUUECKON pa3BEIKOM:

- aBTOMOOUIILHBIN TPAHCIIOPT;

- BJIEKTPUYECKUI TPAHCIIOPT;

* PAAMOAJICKTPOHHAS alllaparypa;

- IMHHUHM 3JIeKTporepeaay

19. Kakue BBl CKpeMOJIEPOB SBISIFOTCS HAMOOJIEE 3aIUIEHHBIMHU:

- BpEMEHHBIE;

- YaCTOTHBIE;

- KOMOMHUPOBAHHBIEC;

* IOTOYHBIE.

20. Kako#i muamna3oH 4acTOT UCIIONB3YeTCs B cTeraHorpadun (CO3JaHuMU CTera) akyCTHIECKOro Ka-
HaJa:

*50-300 I';

- 300 - 3400 I';

-50- 1800 I'ry;

- 0-20000 I'm.
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14.1.2. Dx3aMeHAIlHOHHBbIE BONPOCHI

1.BeigenuTe 1Ba OCHOBHBIX THIIA MEXKCETEBBIX KpaHOB. Kakue neicTBHS MO0 YMOTYAHUIO OCYIIIE-
CTBIISIFOTCSI MEKCETEBBIM DKPAHOM B OTHOIICHHH Tpaduka? SIBiseTcs U OJUH U3 THUIOB MEKCETEBBIX
9KpaHOB 0oJiee 0€30TMaCHBIM, HEXENMH APYroi? UTo MeKCETeBOM IKpaH MPUKIAAHOTO YPOBHS M0 yMOI4a-
HUIO JIEJIaeT ¢ BHYTPEHHUMH ajapecamu? 2. B yem CXOACTBO MEXCETEBOIro SKpaHa ¢ (hMiIbTpaluei make-
TOB 1 MapmipyTu3aropa? Korma pekomeHayeTcst BRIOMpaTh MEKCETEBOM IKpaH ¢ MAaKeTHOW (priIbTparueii?
Yro nomkeH obecreunBaTh MEXKCETEBON IKPaH JJIs MPOBEPKU cOCTOsIHUSA? [IpH KakoM yCIIOBHH MEXKCeTe -
BOHM 3KpaH MPUKIATHOTO YPOBHS MOXKET Ha3bIBaThCs THOpUAHBIM? 3.Y1po3sl nHpopmaruu. Buasl yrpos.
OcHoBHbIE HapylIeHUs. XapakTep NpOUCXoXkaAeHUs yrpo3. Mctounuku yrpos. Ilpennocsiiky nosBiaeHUs
yrpo3. 4. Uto takoe mHpopManroHHas 6e3omacHOCTh? Kakue KOMIOHEHTHI BXOISAT B HHPOPMAITMOHHYIO
6e3onacHocTh? 5. Ha3oBute aBa Tuna 6uomerpuyeckux cucteM. Ha3oBHUTE OCHOBHBIE KaTETOPUM aTak.
6.CucremMa 3amuThl HHQopManuu. Kiaccel kaHalnoB HECAHKIIMOHUPOBAHHOTO MOJMYYEHUS MH(GOpMaIUH.
[TpuunHBI HapyIIEHUS IETTOCTHOCTU WH(GOpMAIUU. 7. MeToapl U MOJIENTH OIICHKH YSI3BUMOCTH WH(pOpMa -
nuu. O0mas Moaens Bo3aeicTBUA Ha nHGopManmio. O0mas Moienb mporecca HapynieHus GU3nIeCcKon
HenocTHocT  uHpop—Mauuu. 8.  CTpyKTypupOBaHHas  CXeéMa  MNOTEHIMAJIbHO  BO3MOXKHBIX
3JIOYMBIIIJICH "HBIX JIEHCTBUI B aBTOMAaTU3MPOBAHHBIX CUCTEMax 0O0paOOTKW MaHHBIX. 9. Jlyist mpenoTBpa-
IIEHUS TIepexBaTa JOHKHO UCTIOIb30BaThes MIM(poBaHUE - BMECTE ¢ KaKoi Ciry»k00ii 6ezomacHocTu? Mo-
KET JIU CcTy)k0a oOecriedeHus TOCTYIMHOCTH MIPEIOTBPATUTh aTaku Ha oTKa3 B obcmyxkuanuu? 10. Hazo-
BUTE TPU THIA ayTeHTH(PHUKAIUOHHBIX (pakTopoB. [Touemy nByxdakropHas ayrentudukanu 11. Merono-
JIOTUYECKHUE TOJXObl K OLEHKE YA3BUMOCTU MH(pOpMalmu. Mojenb 3alMThl CUCTEMBI C TMOJHBIM Iepe-
KpbITHEM. PekoMeHaIiy 10 UCTIONIb30BaHUIO MOJIENIEH OLIEHKH YSI3BUMOCTH MH(popmMarun. JlomyneHus
B MOJICJISIX OIIEHKH ysI3BUMOCTH MH(MopMmaruu. 12. MeToas! onpenenenus TpeOoBaHUM K 3amuTe nHpop-
Maruu. PakTophl, 00YCIOBIMBAIONINE KOHKPETHBIE TPeOOBAaHUS K 3allUTe, 00YyCIOB JICHHbIE Crienupu-
KOM aBTOMaTH3WPOBaHHOU 00paboTku mHbopmanmu. Kiraccudukanus TpeOOBaHHU K CpEICTBaM 3aIIUThI
uHpopmanun. 13. TpeboBanus K 3ammre, onpeaeIsieMble CTPYKTypOl aBTOMAaTU3MPOBAH "HOM CHUCTEMBI
00paboTku naHHBIX. TpeboBaHMs K 3amuTe, 00yCIOBIMBAEMbIC BUIAOM 3amuiaeMoi nahpop—Maruu. Tpe-
OoBaHMs, 00yCIOBINBAaEMbIE B3aUMOICHCTBUEM I0JIb30BATENS ¢ KOM TUIEKCOM CPEJCTB aBTOMAaTH3AIUH.
14. JlomkHa 1M MONUTHKA 0€30IaCHOCTHU ONPEAEIIAThH KOHKPETHbIE TPEOOBaHUS peann3aluy s KaxXI0Tro
TUTIA CUCTEM BHYTpU caMoi monuTuku? [louemy B MOMMTUKY 0€30MACHOCTH BKIFOYAIOT OTKA3bI OT 3alllH-
Th1? 15. HazoBute nBe cocTaBisonux pucka. KakoB ypoBeHb pucka Mpu OTCyTCTBHM yrpo3? 16. HazoBu-
T€ JIBE COCTABJIAIONIMX pUcka. KakoB ypoBeHb pHucKa npu oTcyTcTBUM yrpo3? Uto Takoe ysa3BumocTs? Ha-
30BHUTE YETHIPE IETH ISl yrpo3. MOXKET U yrpo3a uMeTh Oosiee ogHou nenu? 17. [ne pacmonoxeHs! 10-
CTYINHbIEC U3 UHTEPHETA CUCTEMBI B apPXUTEKTYPE C OHUM MEXCETEBbIM 3KkpaHoM? [louemy nmopsaok mpa-
BWJI B Ha0Ope MpPaBWJI MEKCETEBOTO JKpaHa MIPaeT BaKHYIO poib? 18. MOXHO M paccMarpuBarh HC-
nojib3oBanue SSH kak peanuzanuio VPN? Ilouemy nonb3oBarenbckiue VPN TpeOylOT CTporoii ayreHTH -
bukamuu? 19. Moxer nu mm@poBaHne MOTHOCTHIO 3alIUTUTh JaHHBIE, TepeaaBacmbiec uepe3 VPN. C yuem
HE0O0X0IMMO KOMOMHUPOBATh MOJIUTUKY, YTOOBI obecrieunTs Oe3omacHocTh VPN? 20. [Tpuroass! am Mex-
y3noBbie VPN 17151 Mcnonp30BaHusa MexAy opranuzanusmu? [lodemy anpecanus siBAs€TCsl NOTEHIUAIb-
HOU MpoOsIeMOH, CBA3aHHOU ¢ MeXKy3m0BbIMH VPN? 21. AHanu3 cymecTBYIOIMIMX METOAUK ONpPEICTICHHS
TpeboBanmii k 3ammute nHbopmanmu. 22. Crangapt CIIA «Kpurepuun orieHKr rapaHTHPOBAHO 3aIIHIICH-
HBII BBl IHCIUTENBHBIX CUCTEM B HHTepecax Munuctepcta 00oponsl CIIIA». OCHOBHBIE MOJIOKEHUS.
O PykoBomsmeMm noxkymente ['ocrexkomuccun Poccun «Knaccudukarus aBTOMaTu3UPOBAHHBIX CUCTEM U
TpeOoBaHUH MO 3ammTe UHPOPMAIUN», BeITyIeHHOM B 1992 r. Y. 1. Knaccel 3alMIIEeHHOCTH CPECTB
BBIYMCIIUTEIILHON TEXHUKU OT HECAHK TIMOHUPOBAHHOTO jaoctyna. 23. dakTopsl, BIUAIONINE HA Tpedye-
MBI ypOBEHb 3alUThl HHGOpManuu. OyHKIUU U 3a1a4d 3aiuThl nHPopMmanuu. OCHOBHBIE MOJIOKEHUS
ME€Xa"HHU3MOB HEMOCPEACTBEHHOM 3alllUThl 1 MEXaHU3MbI YIPABICHUS MEXa HHU3MaMH HEMOCPEACTBEH-
HOU 3amuThl. Metoas! popmupoBanust GyHKUIUH 3amuThl. COOBITHS, BO3HUKAIOIIUE MTPU (OPMUPOBAHUH
byHkud 3amuThel. 24. Eciin nHpOpMaIus O4eHb CEKpeTHa, KaKOW METOJ ayTeHTHU(PUKAIUU CIEAYyeT UC-
110J1b30BaTh? ['1e TOJHKHBI XpaHUTHCS 3alMCH ayuTa B MIeadIbHOM citydae? 25. B ueM cXoncTBo MexceTe-
BOT'0O 9KpaHa ¢ (GUIbTpalnei makeToB U Mapipyrusaropa? Korma pekoMeHmyeTcs: BRIOUpaTh MEXKCETEBOM
9KpaH ¢ makeTHou uibTpanueit 26. Kakoe ckpeMOnupoBaHue peaau3yeT JaHHbIH ckpeMOnep? (aHamoro-
Boe win nudposoe). Kakolr B "yacTOTHOrO mpeoOpa3oBaHUs OCYIECTBISACT AaHHBIM ckpemOiep? 27.
KakoBbI mpeumyIecTBa U HeAOCTATKU JaHHOTO BHJa cCKpeMOnupoBanusi? KakoBa pa300purBOCTh BBIXO/-
Horo curHana? Kakyio mojocy 4acToT 3aHUMaeT BBIXOAHOW curHai? 28. CrocoObl U cpeAcTBa 3alluThI
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uHpopmarun. CriocoObl «aOCOTIOTHOM CHCTEMBI 3aIUTHD). APXUTEKTYpa CHCTEM 3alIUThl HHPOPMAIIUH.
TpeboBanus. OOIMIEMETOAOIOTHYSCKUX TPUHITUTIOB apXUTEKTYPhl CHCTEMBI 3aluThl HHpopManuu. 29. Ha
KaKdX CHUCTEMax JIOJDKHBI yCTaHABJIMBATbCA aHTUBUPYCHbIE Mporpammbl? Kakoil UIMHBI AOMKHBI OBITH
naposu? 30. Uto momkeH obecrneunBaTh MEKCETEBOM IKpaH JjIsl MpoBepKu cocTostHus? [Ipu kakom ycio-
BUU MEXCETEBOM PKpaH MPUKIATHOTO YPOBHS MoOXeT HasbiBaThesi TuOpuanbM? 31. Cormacno 'OCT P
NCO/MDK 17799:2005 - xakue Tpu rpynmbl (HaKTOpoB HEOOXOAUMO YUUTHIBATh MPU (POPMUPOBAHHUH TPE-
OoBanuii B obmactu nHGOpMaronHoi 6ezonacnoctu? 32. Kakue ocHOBHbIE HH(POPMALIMOHHBIE AaKTHUBBI
1.0. YYTEHBI M 3aKPEIUICHBI 332 OTBETCTBEHHBIMH BJIaJIeTbIIaMU ISl 0OecTieueHnss HHPOpMaImoOHHOW 0e3-
onacHocTu oprann3auun? 34. KiroueBble MOMEHTBHI 3Talla aHaJIn3a pUcKoB: (nepeuncaute) 35. Ilpurogust
1 Mexy3ioBbie VPN 115 ncnionb3oBanus Mexay oprannzauusmu? [louemy anpecanus sSBIsS€TCS MOTEH-
UaTbHON Tpo0IeMoid, cBsi3aHHOM ¢ Mexy3n0BeIMU VPN? 36. Kakue aBa Kputepus JOIDKHBI HCIIONB30-
BaTbCs JUISl ONPEACIICHUS TOTO, KAKOE YCTPOMCTBO CIIEIYET UCIOIB30BaTh - MEKCETEBOM AKpaH uin VPN-
cepBep Ha oTAenbHOM cucteme? Ecnu ucnonb3yercs otaenbHbelii VPN-cepBep, A0KEH 1M OH pa3Menarh-
cs B IEMUJIUTAPU30BaHHON 30HEe MHTepHeTa? 37. Kakum HaGOpoM mapamMeTpoB MOXKET OBITh UACHTHU(U-
poBaH puck. 1o xakoit Gpopmyse MoxeT ObITh BbIUUCIIEHa cTouMoCTh pucka? 38. Ilepeuncnure craH-
napte OK 11 xmaccoB ¢yHKIMOHANBHBIX TpeboBanmid. 39. Kak mpou3BoaUTCS BBIUMCICHUE TOTECHIIMAJIA
HanazneHus? 40. MoxHo 1 paccMaTtpuBarh ucnosnb3oBanue SSH kak peanuzanuio VPN? [louemy nosb-
3oBarenbckue VPN TpeOyroT ctporoit ayrentudukanuu? 41. MoxeT nu mudpoBaHre MOTHOCTHIO 3alllH-
TUTH JaHHbIE, epenaBaeMblie yepe3 VPN. C yem Heo0XoauMo KOMOMHHPOBATH MOJIMTHKY, 4YTOOBI oOecre-
YUTH 0€301aCHOCThH?

14.1.3. Tembl 0NIPOCOB HA 3aHATUSX

[Tenu u 3agaun Kypca. [Ipenmer, cTpykTypa u KpaTkoe coznepkaHue Kypcea. Mcropus BO3HUKHOBe-
HUSL ¥ Pa3BUTHs cucTeM 3aiuThl uHopmanuu.llonsarue HanmoHansHOM Oe3onacHocTu. Buasl 6e3omac-
HOCTH JINYHOCTH, OOIIECTBA M FOCYAAPCTBA: SKOHOMHUYECKAs!, BHYTPUIIOIUTHYECKAS, COLIUAIIbHAS, MEXKITY -
HapojHas, HH(OPMaIlMOHHAs, BOEHHAs!, IOTpaHUYHasl, SKOJIOTUYecKas u apyrue. Bunel 3amuiaemMoil uH-
¢dopmaruu. OCHOBHBIE MOHATUS U OOLIEMETOJ0JIOTNYECKHE MPUHIMIIBI TEOPUU WH(POPMALMOHHON 0Oe3-
ornacHocTu. Ponb nHdopmannoHHON 6€30MacHOCTH B 00€CleYeHNH HaIlMOHAJIbHOW 0€30MacHOCTH Tocy-
napctBa. OOecrnieyeHne MH(OPMAIMOHHON 0E30MaCHOCTH B HOPMAJBHBIX U YPE3BBIYAMHBIX CHUTYAIHSX.
OcHoBHbIE ITPaBOBbIE U HOPMATUBHbBIE aKThl B 007acT UH(OPMaLMOHHON Ge3omacHocTU. MeTtonnyeckue
yKa3aHHus 110 U3Yy4EHUIO Kypca. PekoMeH1yeMas OCHOBHAsI U JJOTIOJIHUTENbHASL TUTEPATYPA.

14.1.4. Tembl UHANBUAYAJTbHBIX 321aHUI

1. UccnenoBanue u pa3paboTka METOJIMKU pa3BepThiBaHUA U aaMuHHCTpupoBanus WEB-cepsepa
Ha Windows Server 2012 2. MccienoBanue CUCTeMbl 00eCIIeUeHHs 3alIMIEHHOTO MapIIpyTH3UPYEMOTO
B3aMMOJICHCTBHS MPH KCIIOIB30BaHUU TIporpammHoro obecrnieuenus ViPNet Custom 3. Cuctema 3ammuThbl
uHpOpMAIMU OT HecaHKIHOHMpoBaHHOTO goctyma "Crpax" 4. MccnemoBanue 3amlUIICHHONW CHCTEMBI
XpaHEHUsl JaHHBIX Ha 0a3e MPOrpaMMHOIO OOECIEUEHUsI C OTKPBITHIM UCXOMHBIM KomoM 5. Cucrema 3a-
mutel nHpopMarmu "SecretNet" 6. MeTonsl OLEHKH KayecTBa JITOPUTMOB MOTOYHOTO IIU(PPOBAHUSA H
nporpammHas peanmsaius cratuctuaeckux tectoB HUCT 7. Cucrema 3amutel nHpopmaruu Dallas
Lock 8. 3ammra 6ecripoBognbix cerei crannaptoB IEEE 802.11 9. MccnenoBanue METO0B aHAIOTOBOTO
ckpeMmOnupoBanus Ha 6a3ze LabView 10. UccnenoBanne cuctembl 00ecrieueHrs 3alUIIEHHOTO MapIipy-
TU3UPYEMOTO B3aMMOJICHCTBHS MPH MCIIONB30BaHUU IporpaMMuoro obecnieuenus ViPNet CSP 11. 3amu-
Ta 6ecpoBoAHbIX cerer ctangapToB IEEE 802.15 12. MccnenoBanue 3amuineHHON MHOTOTOUYEYHON BH-
neokoH(pepeHn cBsa3u Ha 6aze WEB-texnomoruu 13. 3ammura 6ecripoBoaHbIX cereil ctannaproB GSM,
CDMA 14. 3amuTa 6ectipoBofHbIX ceteit ctangapToB WiIMAX. 15. 3amura 6€cipoBOIHBIX CETEH CTaH-
naptoB LTE 16. VMccnenoBanue TEXHOIOTHH MHOXECTBEHHOTO noctyna Ha 6aze OFDM-monpynsuuu u
texHojorun MIMO 17. ®opMabHbIe TOJIUTUKH U MAaTEMAaTUYECKUE MOJEIIM KOMITbIOTEpHOH 0e30IacHo-
ctu 18. Opraam3arnus 3amuthl ceteir CISCO 19. O630p u aHanu3 HanOoJee BaXHBIX CTAaHAAPTOB U CIIE-
nudukanuii B odnactu undopmannonHon 6ezonacHoctu 20. O630p U aHATU3 KIACCUYECKUX KPUIITOrpa-
¢uueckux mudpos 21. O630p U aHATU3 CUMMETPUYHBIX KpunTorpadguueckux mudpos 22. O630p u aHa-
JIN3 aCCUMETPUYHBIX KpurnrTorpadpuueckux mudpon 23. [IporpaMMHbIe KOMIUIEKCHI ISl CO3AHUSI KPUII-
TOBaIOTHl butkoiin 24. Anroput™m mudpoBanus naHHsix AES u ero nporpamMuas peanuzanus 25. UH-
bpacTpyKTypbl OTKPBITHIX Kiroueid PKI.

CornacoBaHa Ha noprane Ne 24550 19



14.1.5. Bonnpochl Ha codeceoBaHme

1.BeigenuTe 1Ba OCHOBHBIX THIIA MEXKCETEBBIX KpaHOB. Kakue neicTBHS MO0 YMOTYAHUIO OCYIIIE-
CTBIISIFOTCSI MEKCETEBBIM DKPAHOM B OTHOIICHHH Tpaduka? SIBiseTcs U OJUH U3 THUIOB MEKCETEBBIX
9KpaHOB 0oJiee 0€30TMaCHBIM, HEXENMH APYroi? UTo MeKCETeBOM IKpaH MPUKIAAHOTO YPOBHS M0 yMOI4a-
HUIO JIEJIaeT ¢ BHYTPEHHUMH ajapecamu? 2. B yem CXOACTBO MEXCETEBOIro SKpaHa ¢ (hMiIbTpaluei make-
TOB 1 MapmipyTu3aropa? Korma pekomeHayeTcst BRIOMpaTh MEKCETEBOM IKpaH ¢ MAaKeTHOW (priIbTparueii?
Yro nomkeH obecreunBaTh MEXKCETEBON IKPaH JJIs MPOBEPKU cOCTOsIHUSA? [IpH KakoM yCIIOBHH MEXKCeTe -
BOHM 3KpaH MPUKIATHOTO YPOBHS MOXKET Ha3bIBaThCs THOpUAHBIM? 3.Y1po3sl nHpopmaruu. Buasl yrpos.
OcHoBHbIE HapylIeHUs. XapakTep NpOUCXoXkaAeHUs yrpo3. Mctounuku yrpos. Ilpennocsiiky nosBiaeHUs
yrpo3. 4. Uto takoe mHpopManroHHas 6e3omacHOCTh? Kakue KOMIOHEHTHI BXOISAT B HHPOPMAITMOHHYIO
6e3onacHocTh? 5. Ha3oBute aBa Tuna 6uomerpuyeckux cucteM. Ha3oBHUTE OCHOBHBIE KaTETOPUM aTak.
6.CucremMa 3amuThl HHQopManuu. Kiaccel kaHalnoB HECAHKIIMOHUPOBAHHOTO MOJMYYEHUS MH(GOpMaIUH.
[TpuunHBI HapyIIEHUS IETTOCTHOCTU WH(GOpMAIUU. 7. MeToapl U MOJIENTH OIICHKH YSI3BUMOCTH WH(pOpMa -
nuu. O0mas Moaens Bo3aeicTBUA Ha nHGopManmio. O0mas Moienb mporecca HapynieHus GU3nIeCcKon
HenocTHocT  uHpop—Mauuu. 8.  CTpyKTypupOBaHHas  CXeéMa  MNOTEHIMAJIbHO  BO3MOXKHBIX
3JIOYMBIIIJICH "HBIX JIEHCTBUI B aBTOMAaTU3MPOBAHHBIX CUCTEMax 0O0paOOTKW MaHHBIX. 9. Jlyist mpenoTBpa-
IIEHUS TIepexBaTa JOHKHO UCTIOIb30BaThes MIM(poBaHUE - BMECTE ¢ KaKoi Ciry»k00ii 6ezomacHocTu? Mo-
KET JIU CcTy)k0a oOecriedeHus TOCTYIMHOCTH MIPEIOTBPATUTh aTaku Ha oTKa3 B obcmyxkuanuu? 10. Hazo-
BUTE TPU THIA ayTeHTH(PHUKAIUOHHBIX (pakTopoB. [Touemy nByxdakropHas ayrentudukanu 11. Merono-
JIOTUYECKHUE TOJXObl K OLEHKE YA3BUMOCTU MH(pOpMalmu. Mojenb 3alMThl CUCTEMBI C TMOJHBIM Iepe-
KpbITHEM. PekoMeHaIiy 10 UCTIONIb30BaHUIO MOJIENIEH OLIEHKH YSI3BUMOCTH MH(popmMarun. JlomyneHus
B MOJICJISIX OIIEHKH ysI3BUMOCTH MH(MopMmaruu. 12. MeToas! onpenenenus TpeOoBaHUM K 3amuTe nHpop-
Maruu. PakTophl, 00YCIOBIMBAIONINE KOHKPETHBIE TPeOOBAaHUS K 3allUTe, 00YyCIOB JICHHbIE Crienupu-
KOM aBTOMaTH3WPOBaHHOU 00paboTku mHbopmanmu. Kiraccudukanus TpeOOBaHHU K CpEICTBaM 3aIIUThI
uHpopmanun. 13. TpeboBanus K 3ammre, onpeaeIsieMble CTPYKTypOl aBTOMAaTU3MPOBAH "HOM CHUCTEMBI
00paboTku naHHBIX. TpeboBaHMs K 3amuTe, 00yCIOBIMBAEMbIC BUIAOM 3amuiaeMoi nahpop—Maruu. Tpe-
OoBaHMs, 00yCIOBINBAaEMbIE B3aUMOICHCTBUEM I0JIb30BATENS ¢ KOM TUIEKCOM CPEJCTB aBTOMAaTH3AIUH.
14. JlomkHa 1M MONUTHKA 0€30IaCHOCTHU ONPEAEIIAThH KOHKPETHbIE TPEOOBaHUS peann3aluy s KaxXI0Tro
TUTIA CUCTEM BHYTpU caMoi monuTuku? [louemy B MOMMTUKY 0€30MACHOCTH BKIFOYAIOT OTKA3bI OT 3alllH-
Th1? 15. HazoBute nBe cocTaBisonux pucka. KakoB ypoBeHb pucka Mpu OTCyTCTBHM yrpo3? 16. HazoBu-
T€ JIBE COCTABJIAIONIMX pUcka. KakoB ypoBeHb pHucKa npu oTcyTcTBUM yrpo3? Uto Takoe ysa3BumocTs? Ha-
30BHUTE YETHIPE IETH ISl yrpo3. MOXKET U yrpo3a uMeTh Oosiee ogHou nenu? 17. [ne pacmonoxeHs! 10-
CTYINHbIEC U3 UHTEPHETA CUCTEMBI B apPXUTEKTYPE C OHUM MEXCETEBbIM 3KkpaHoM? [louemy nmopsaok mpa-
BWJI B Ha0Ope MpPaBWJI MEKCETEBOTO JKpaHa MIPaeT BaKHYIO poib? 18. MOXHO M paccMarpuBarh HC-
nojib3oBanue SSH kak peanuzanuio VPN? Ilouemy nonb3oBarenbckiue VPN TpeOylOT CTporoii ayreHTH -
bukamuu? 19. Moxer nu mm@poBaHne MOTHOCTHIO 3alIUTUTh JaHHBIE, TepeaaBacmbiec uepe3 VPN. C yuem
HE0O0X0IMMO KOMOMHUPOBATh MOJIUTUKY, YTOOBI obecrieunTs Oe3omacHocTh VPN? 20. [Tpuroass! am Mex-
y3noBbie VPN 17151 Mcnonp30BaHusa MexAy opranuzanusmu? [lodemy anpecanus siBAs€TCsl NOTEHIUAIb-
HOU MpoOsIeMOH, CBA3aHHOU ¢ MeXKy3m0BbIMH VPN? 21. AHanu3 cymecTBYIOIMIMX METOAUK ONpPEICTICHHS
TpeboBanmii k 3ammute nHbopmanmu. 22. Crangapt CIIA «Kpurepuun orieHKr rapaHTHPOBAHO 3aIIHIICH-
HBII BBl IHCIUTENBHBIX CUCTEM B HHTepecax Munuctepcta 00oponsl CIIIA». OCHOBHBIE MOJIOKEHUS.
O PykoBomsmeMm noxkymente ['ocrexkomuccun Poccun «Knaccudukarus aBTOMaTu3UPOBAHHBIX CUCTEM U
TpeOoBaHUH MO 3ammTe UHPOPMAIUN», BeITyIeHHOM B 1992 r. Y. 1. Knaccel 3alMIIEeHHOCTH CPECTB
BBIYMCIIUTEIILHON TEXHUKU OT HECAHK TIMOHUPOBAHHOTO jaoctyna. 23. dakTopsl, BIUAIONINE HA Tpedye-
MBI ypOBEHb 3alUThl HHGOpManuu. OyHKIUU U 3a1a4d 3aiuThl nHPopMmanuu. OCHOBHBIE MOJIOKEHUS
ME€Xa"HHU3MOB HEMOCPEACTBEHHOM 3alllUThl 1 MEXaHU3MbI YIPABICHUS MEXa HHU3MaMH HEMOCPEACTBEH-
HOU 3amuThl. Metoas! popmupoBanust GyHKUIUH 3amuThl. COOBITHS, BO3HUKAIOIIUE MTPU (OPMUPOBAHUH
byHkud 3amuThel. 24. Eciin nHpOpMaIus O4eHb CEKpeTHa, KaKOW METOJ ayTeHTHU(PUKAIUU CIEAYyeT UC-
110J1b30BaTh? ['1e TOJHKHBI XpaHUTHCS 3alMCH ayuTa B MIeadIbHOM citydae? 25. B ueM cXoncTBo MexceTe-
BOT'0O 9KpaHa ¢ (GUIbTpalnei makeToB U Mapipyrusaropa? Korma pekoMeHmyeTcs: BRIOUpaTh MEXKCETEBOM
9KpaH ¢ makeTHou uibTpanueit 26. Kakoe ckpeMOnupoBaHue peaau3yeT JaHHbIH ckpeMOnep? (aHamoro-
Boe win nudposoe). Kakolr B "yacTOTHOrO mpeoOpa3oBaHUs OCYIECTBISACT AaHHBIM ckpemOiep? 27.
KakoBbI mpeumyIecTBa U HeAOCTATKU JaHHOTO BHJa cCKpeMOnupoBanusi? KakoBa pa300purBOCTh BBIXO/-
Horo curHana? Kakyio mojocy 4acToT 3aHUMaeT BBIXOAHOW curHai? 28. CrocoObl U cpeAcTBa 3alluThI
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uHpopmarun. CriocoObl «aOCOTIOTHOM CHCTEMBI 3aIUTHD). APXUTEKTYpa CHCTEM 3alIUThl HHPOPMAIIUH.
TpeboBanus. OOIMIEMETOAOIOTHYSCKUX TPUHITUTIOB apXUTEKTYPhl CHCTEMBI 3aluThl HHpopManuu. 29. Ha
KaKdX CHUCTEMax JIOJDKHBI yCTaHABJIMBATbCA aHTUBUPYCHbIE Mporpammbl? Kakoil UIMHBI AOMKHBI OBITH
naposu? 30. Uto momkeH obecrneunBaTh MEKCETEBOM IKpaH JjIsl MpoBepKu cocTostHus? [Ipu kakom ycio-
BUU MEXCETEBOM PKpaH MPUKIATHOTO YPOBHS MoOXeT HasbiBaThesi TuOpuanbM? 31. Cormacno 'OCT P
NCO/MDK 17799:2005 - xakue Tpu rpynmbl (HaKTOpoB HEOOXOAUMO YUUTHIBATh MPU (POPMUPOBAHHUH TPE-
OoBanuii B obmactu nHGOpMaronHoi 6ezonacnoctu? 32. Kakue ocHOBHbIE HH(POPMALIMOHHBIE AaKTHUBBI
1.0. YYTEHBI M 3aKPEIUICHBI 332 OTBETCTBEHHBIMH BJIaJIeTbIIaMU ISl 0OecTieueHnss HHPOpMaImoOHHOW 0e3-
onacHocTu oprann3auun? 34. KiroueBble MOMEHTBHI 3Talla aHaJIn3a pUcKoB: (nepeuncaute) 35. Ilpurogust
1 Mexy3ioBbie VPN 115 ncnionb3oBanus Mexay oprannzauusmu? [louemy anpecanus sSBIsS€TCS MOTEH-
UaTbHON Tpo0IeMoid, cBsi3aHHOM ¢ Mexy3n0BeIMU VPN? 36. Kakue aBa Kputepus JOIDKHBI HCIIONB30-
BaTbCs JUISl ONPEACIICHUS TOTO, KAKOE YCTPOMCTBO CIIEIYET UCIOIB30BaTh - MEKCETEBOM AKpaH uin VPN-
cepBep Ha oTAenbHOM cucteme? Ecnu ucnonb3yercs otaenbHbelii VPN-cepBep, A0KEH 1M OH pa3Menarh-
cs B IEMUJIUTAPU30BaHHON 30HEe MHTepHeTa? 37. Kakum HaGOpoM mapamMeTpoB MOXKET OBITh UACHTHU(U-
poBaH puck. 1o xakoit Gpopmyse MoxeT ObITh BbIUUCIIEHa cTouMoCTh pucka? 38. Ilepeuncnure craH-
napte OK 11 xmaccoB ¢yHKIMOHANBHBIX TpeboBanmid. 39. Kak mpou3BoaUTCS BBIUMCICHUE TOTECHIIMAJIA
HanazneHus? 40. MoxHo 1 paccMaTtpuBarh ucnosnb3oBanue SSH kak peanuzanuio VPN? [louemy nosb-
3oBarenbckue VPN TpeOyroT ctporoit ayrentudukanuu? 41. MoxeT nu mudpoBaHre MOTHOCTHIO 3alllH-
TUTH JaHHbIE, epenaBaeMblie yepe3 VPN. C yem Heo0XoauMo KOMOMHHPOBATH MOJIMTHKY, 4YTOOBI oOecre-
YUTH 0€30MaCHOCTb.

14.1.6. TeMbI KOLTTOKBUYMOB

HccnenoBanue u pa3paboTka METOAMKH pa3BepThIBaHUS U anMuHUcTpupoBanus WEB-cepBepa Ha
Windows Server 2012 HccnenoBanue cucteMbl o0ecreyeH sl 3alUIIeHHOT0 MapIIpyTU3UPyeMOro B3au-
MOJICHCTBUS P UCIIOIb30BaHUU NporpammHoro obecneuenus: ViPNet Custom Cucrtema 3amurthl nHpOp-
Mallid OT HECAaHKIMOHUpOBaHHOTO mocTymna "Crpax" MccnenoBanue 3amuIEeHHON CHCTEMBI XpaHCHUS
JTAaHHBIX Ha 0a3e MPOrpaMMHOr0 0OECIEeYEeHUsl C OTKPBITHIM UCXOAHBIM KofoM CucTema 3amuThl HHPOp-
Mmanuu "SecretNet" MeTopl OIIEeHKH KauyecTBa aJIrOPUTMOB IMIOTOYHOTO MK(POBAHUS U ITpOTrpaMMHast pea-
mu3anusa cratuctuueckux TectoB HUCT Cucrema 3amuntsl nHpopmanuu Dallas Lock 3ammuTa 6ecnpo-
BoanbIx ceteit ctanaapToB IEEE 802.11 UccnenoBanne METO0B aHAJIOTOBOTO CKpEMOIMpPOBaHUs Ha 0ase
LabView HccnenoBanue cucteMbl 00€CIEUEHHUs 3aLIMIIEHHOTO MapLIpyTU3UPYEMOI0 B3aUMOAEHCTBUS
IpU HCIOJIb30BaHUU mporpammHoro oOecrieuenus ViPNet CSP 3ammra OecripoBOAHBIX ceTeil cTaH-
naproB [EEE 802.15 HccnemoBanue 3alMIEeHHOH MHOTOTOYEYHOW BHICOKOH(EpEeHI] CBs3U Ha 0ase
WEB-texnonoruu 3ammura OecripoBoHbIX cererd ctangaptoB GSM, CDMA 3ammTa 6ecipoBOIHBIX ce-
teil crangaproB WiIMAX 3ammra GecripoBonHbix cereil crangaptoB LTE HccnenoBanue TeXHOIOTUU
MHO>KECTBEHHOr0 jocTymna Ha 6aze OFDM-Monynsiun u texHonaorun MIMO ®opmanbHble MOJIUTUKUA U
MaTeMaTH4YeCKUE MOJIENM KOMIBIOTEpHOH Oe3omacHocTr Opranuzanus 3amuthl ceteit CISCO O630p u
aHanu3 HauOoJsiee BaXKHBIX CTAHIAPTOB M creuudukanuii B 00sacTd MHPOPMALIMOHHONW 0€30MacHOCTU
O0630p ¥ aHAIN3 KIACCHYECKUX KpunTorpaguueckux muppoB O030p U aHATU3 CUMMETPUYHBIX KPUITO-
rpadpuueckux muppo O030p U aHANIM3 aCCUMETPUUYHBIX KpunTorpaduyeckux mudpon [Iporpammubie
KOMIUIEKCBI JUIsl CO3JIaHMsl KPUNTOBATIOTH butkoiiH AnroputM mudpoBanus aaHHbix AES u ero mpo-
rpaMMHas peanuzanus MHdpacTpykTypsl OTKpbIThIX Kittoueit PKI

14.1.7. TeMbl KOHTPOJILHBIX Pa0dOT

1. Uro Takoe nnpopmannonHas 6ezomnacHocTh? Kakre KOMIOHEHTHI BXOIAT B HH()OPMAIIMOHHYIO
0e3onacHocTh? 2. HazoBuTe 1Ba TMIAa OMOMeTpHuecKux cucteM. Ha3oBUTEe OCHOBHBIE KaTeropuu aTak. 3.
Jnis mpenoTBpalleHus epexnara JOJDKHO UCTIOIb30BaThCs MH(PPOBAHUE - BMECTE C KaKOW CIyk00i 6e3-
onacHocTu? Moxer 1 cityx0a obecrieueHust JOCTYITHOCTH IPEJOTBPAaTUTh aTaKU HA OTKa3 B 0OCITyKUBa-
Hun? 4. HazoBure Tpu Tuna ayreHTU(UKanoHHbIX Gakropos. [louemy aByxdakTopHas ayreHTHPHUKALINS
cuiibHee, yeM oiHo(akTopHas? 3aueM HykeH aymuT? 5. JlomkHa JIn MONUTUKA 0€30IIaCHOCTH ONpENeNTh
KOHKPETHBbIE TpeOOBaHUS peanu3aliy ISl KaKI0ro THIIA CUCTEM BHYTpH camoi noiutuku? [Touemy B
HOJUTUKY 0€30IIaCHOCTH BKJIIOYAIOT OTKa3bl OT 3amuThl? 6. HazoBure nBe cocrapistomux pucka. Kakos
YPOBEHb pHCKa IpU OTCYTCTBUM yrpo3? 7. Uto takoe ysa3BumocTb? Has3oBure ueTbipe 1enu ajis yrpos.
Moxxet i1 yrpo3a umets Oosee ofHoi nenu? 8. Ha kakux cucTtemMax JOJKHBI YCTaHABIMBATHCS AHTUBH -
pycHble nporpammbl? Kakoil ynHbI JOKHBL ObITH aposn? 9. Ecnu uHGopmaius oueHb CeKpeTHa, KaKoi
METOJl ayTeHTU(UKALMK CJeAyeT UCHOIb30BaTh? [ 7ie NOJKHBI XpAaHUTHCS 3alUCH ayJUTa B HJI€AJIbHOM
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ciydae? 10. B ueM cxoicTBO MEXCETEBOIro 3KpaHa ¢ (uiIbTpalel makeroB u Mapuipyrusatopa? Korna
PEKOMEHTYEeTCsl BRIOMpaTh MEXKCETEBOM dKpaH ¢ makeTHou ¢unbTpanueit? 11. Uto nomken odecrneuynBaTh
MEXCETEBOM 3KpaH Il MPOBEPKU COCTOSHUA? [Ipym KakoM yCIOBHUM MEKCETEBOW IKpaH NPHUKIIAJTHOTO
YPOBHS MOXKET Ha3bIBaThCsl THOpUIHBIM? 12. MOXXHO 1M paccMaTpuBaTth Mcmoiab3oBanne SSH kak peanu-
3anuio VPN? ITouemy nomnp3oBatensckue VPN tpeOytoT ctporoit ayrentudukamuu? 13. Moxer au mmd -
pOBaHUE MOJHOCTHIO 3aIUTUTD JTaHHBIE, TIepeaaBaembie uepe3 VPN. C yem HeoOXoauMo KOMOMHUPOBATh
HOJUTHUKY, 4TOOBI 0becrieunTs 6e3onacHocTs VPN? 14. Ipuronus! a1 mexysnoBsie VPN 111 McTions30-
BaHUS MEXIy opranmzanusmu? [louemy aapecarus sBIsSETCS MOTCHIIMATBHOM MPOOJIEMOM, CBSI3aHHOM C
Mexy3noBeiMu VPN? 15. Kakue nBa KpuTepust AOKHBI MCIIOJIB30BATHCS Ml ONPEAEICHUS TOTr0, Kakoe
YCTPOMCTBO CJIEAYET UCIOJIb30BATh - MEXCeTeBOM dKpaH win VPN-cepBep Ha oTaenbHOM cucteme? Ecin
UCrosb3yercs oTAeibHbIl VPN-cepBep, TODKEH 1M OH pa3MeIlaThCs B IEMWIATAPU30BAHHON 30HE WH-
tepHeta? 16. [louemy npornecc peanuzanuu VPN npencrasisier codoii ropasno O6osbliee, ueM BBIOOp ai-
roputMa mudposanus? Kakue MexaHu3Mbl ayTeHTU(UKAIIMH JIY4Ile BCETO MCIOIB30BaTh I MOJIb30Ba-
tenabckoil VPN? 17. Moxet i ObITh B3JIOMaH IIPABUIIBHO pealn30BaHHbBIN "o1HOpa30BbIi O10kHOT"? Ka-
Kyl anuHy umeror kmroun DES? 18. B uem 3axitouaercst ocHoBHOM Henoctatok DES? 3a cuer wero
tpoitHoii DES mossimaer ypoBeHs OezonacHoctu anroputma DES? 19. Jnsg dero mpemHasHaueH anro-
putM AES? Ha cnoxHOCTH Kakoi 3amaun Oasupyercsi 06e30macHOCTb, oOecreyrBaeMasi ajJropuTMOM
Hudbdu-Xenmmana? 20. Yro takoe mudpoas noanuck? [loyemy OTKpBIThIC KITFOYH JTOJDKHBI OBITH CEPTHU-
(GuIMpOBaHHBIMU?

14.1.8. Bonnpochl Ha caMONIOATOTOBKY

1.BeraenuTe 1Ba OCHOBHBIX THIIA MEXCETEBBIX 3KpaHOB. Kakue NeiCcTBUS 10 YMOTYaHUIO OCYIIIE-
CTBJISIFOTCSL MEKCETEBBIM 3KPAaHOM B OTHOLIEHMM Tpaduka? SIBIseTcs IM OJUH U3 TUIIOB MEXCETEBBIX
9KpaHOB OoJiee OE30MaCHBIM, HEKENU Ipyroi? YTo MeKceTeBOM 3KpaH MPUKIAIHOTO YPOBHS 110 yMOI4a-
HUIO JIeJIaeT ¢ BHYTPEHHUMHU ajapecamu? 2. B yem cX0ACTBO MEXCETEBOIro 3KpaHa ¢ (huiIbTpalueil nake-
TOB M Mapuipytuzaropa? Koraa pekomeHayeTcst BBIOMpaTh MEXCETEBOM IKpaH C MaKeTHON puibTpauuen?
Yro nomkeH obecreunBaTh MEKCETEBON IKpaH AJIs IPOBEPKU cOocTossHUA? [Ipu KakoM yCIIOBHM MexKceTe -
BOIl SKpaH MPHUKIAIHOTO YPOBHS MOXKET Ha3bIBaThCsl THOpUAHBIM? 3.Y1po3bl uHpopmauuu. Buasl yrpos.
OcHoBHblE HapyleHUs. XapakTep IpOUCX0XkaeHUs yrpo3. Mctounuku yrpos. Ilpennocsinky nossiaeHus
yrpo3. 4. Uro Ttakoe nHpopMaimonHas 6e3onacHocTb? Kakue KOMIIOHEHTHI BXOJST B MHGOPMAIIMOHHYIO
6e3onacHocTb? 5. Ha3oBute aBa Tuna 6uomerpuyeckux cucteM. Ha3oBUTE OCHOBHBIE KaTeropuH arak.
6.CucremMa 3amuthl HHQopMmanuu. Kiaccel kaHal0B HECAHKIMOHUPOBAHHOIO MOJY4YEHUS] MH(OpMaIUU.
[TpuunHbI HapylIeHHs LEI0CTHOCTH HHpopMaluu. 7. MeToasl U MOJIENIU OLIEHKH YSI3BUMOCTU HH(pOpMa-
nuu. O61mas Moaens Bo3aeicTBUA Ha nHGopmanmio. OOIas Moienb mporecca HapymieHus: GU3nIecKon
HenocTHocT  uHpop—Mauuu. 8.  CTpyKTypUpOBaHHas  CXeéMa  MNOTEHIMAJIbHO  BO3MOXKHBIX
3JI0YMBIIJIEH "HBIX JE€UCTBUN B aBTOMaTHU3UPOBAaHHBIX cucTeMax oOpaboTku JaHHBIX. 9. Jlns npepoTspa-
IIEHUs TIepexBaTa JOKHO UCIOIb30BaThes MIM(poBaHUE - BMECTE ¢ KaKoi Cily»k00il 6e3omacHocTu? Mo-
JKET JIM CciIy>k0a obecriedeHus JOCTYITHOCTH MPEIOTBPAaTUTh aTaku Ha oTka3 B oocnyxuBanuu? 10. Hazo-
BUTE TPU THIA ayTeHTH(PUKALMOHHBIX (pakTopoB. [Touemy nByxdakropHas ayrentudukanu 11. Merogo-
JIOTUYECKHUE TOJXO0bl K OLEHKE YA3BUMOCTU MH(pOpMaruu. Mojenb 3alMThl CUCTEMBI C MOJHBIM Iepe-
KpbITHEM. PekoMeH1a1iiy 10 UCTIOJIb30BaHUIO0 MOJIENIEN OLIEHKH YS3BUMOCTH MH(popmMarun. [lomyneHus
B MOJIEJISIX OIIEHKH ysi3BUMOCTH MH(Mopmaruu. 12. MeTtoasl onpenenenus TpedoBaHUi K 3amuTe nHpop-
mManuu. PakTophl, 00YCIOBIMBAIOLINE KOHKPETHbIE TpeOOBAaHUS K 3alluTe, 00YyCIOBJIEHHbIE crienupu-
KOM aBTOMaTH3WPOBaHHOU 00paboTku mHpopmannu. Kiiaccudukanus TpeOOBaHU K CpeCTBaM 3aIIUATHI
uHpopmanun. 13. TpeboBanus K 3amure, onpeaeisieMble CTPYKTypOl aBTOMAaTU3MPOBAH "HOM CHUCTEMBI
00paboTku gaHHBIX. TpeboBanms K 3amuTe, 00yCIOBIMBAEMbIC BUIOM 3amuiiaeMon nahpop—mamnuu. Tpe-
OoBaHMs, 00YyCIIOBIMBAaEMbIE B3aUMOCHCTBUEM I10JIb30BATENsl ¢ KOM TUIEKCOM CPEJCTB aBTOMAaTU3AIUH.
14. JlomkHa 1M MONUTHKA 0€30IIaCHOCTU ONPEAEI AT KOHKPETHbIE TPEOOBaHUS pean3aly s KaxX10ro
TUIIA CUCTEM BHYTpH caMoil monutuku? IloyeMy B moauTuky 6€30MaCHOCTH BKJIIOYAIOT OTKa3bl OT 3allli-
TeI? 15. HazoBuTe aBe cocrapistonux prcka. KakoB ypoBeHb pucka mpu oTcyTcTBuu yrpos? 16. Hazou-
T€ JIBE COCTABJIAOIIMX pUcka. KakoB ypoBeHb pUCKa pu oTCyTCTBHM yrpo3? Uto Takoe ya3Bumocts? Ha-
30BUTE YEThIpE 1eNu il yrpo3. MoxeT nu yrpo3a uMets 6osee onHoi uenu? 17. ['ne pacnonoxensl 10-
CTYIIHBbIE U3 NHTEPHETA CUCTEMBI B apXUTEKTYpE C OIHUM MeXkceTeBbIM dKkpaHoM? [loueMy nopsaok mnpa-
BUJI B HaOOpe MpaBUiI MEXKCETEBOI0 HIKpaHa UrpaeT BaxHylo posib? 18. MoxkHO 1M paccMaTpuBaTrh UC-
nojib3oBanue SSH kak peanuzanuto VPN? Ilouemy nonb3oBarenbckue VPN TpeOyOT cTporoii ayreHTH -
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¢uxarmu? 19. MoxeT 11 mudpoBaHue TOJTHOCTHIO 3aIIUTUTH JaHHbIE, tepenaBaeMblie yepe3 VPN. C yem
HE0OX0AMMO KOMOMHHPOBATH MOJIUTHKY, YTOOBI 00ectieunTh 6e3omacHoctb VPN? 20. [Ipuroansl au Mex-
y3noBble VPN 1715 vcnionb3oBanus Mexay opranuzauusaMmu? Ilouemy aapecanns siBIsieTCsl NOTEHIMAIb-
HOU MpoOJIeMOii, CBSI3aHHOMN ¢ MexKy3M0BbIMA VPN? 21. AHanu3 CyIecTBYIONIMX METOIUK OTPEISICHUS
TpeboBanuii k 3amure uHGopmarmu. 22. Crangapt CLIA «Kputepun orieHKH rapaHTHPOBAHO 3alUIIEH -
HBIM BRI YHCIUTEIBLHBIX CHUCTeM B MHTepecax MunuctepcTtBa 060poHsl CIIIA». OCHOBHBIC MOTOXKCHHUS.
O PyxoBomsamiem nokymente ['octexkomuccun Pocecun «Knaccudukarus aBToMaTU3HPOBAHHBIX CHCTEM U
TpeboBaHuil 10 3amuTe WHPOpMaIuny, BeimynieHHOM B 1992 1. Y. 1. Knaccel 3amuImeHHOCTH CPeaCTB
BBIYUCIIUTENIFHOW TEXHUKH OT HECAaHK "[IHOHUPOBAHHOTO AocTymna. 23. dakropsl, BIusionume Ha Tpedye-
MBI ypoBeHb 3alUThl HHGOpManuu. OyHKIUU U 3a1a4d 3auUThl HHPopMauuu. OCHOBHBIE MOJIOKEHUS
ME€XaHHU3MOB HEMOCPEACTBEHHOM 3allUThl U1 MEXaHU3MBbI YIPABICHUS MEXa HMU3MaMM HEIOCPEACTBEH-
HOH 3ammThl. Metoabl popmupoBaHus GyHKIUH 3amuThl. COOBITHS, BO3HUKAIONINE MTPU (OPMUPOBAHUHT
¢bynkuuii 3amuTel. 24. Ecan nHpopManus o4eHb CEKpeTHa, KaKOW METOJ ayTeHTH(HKALUU CIenyeT uc-
MOJIb30BaTh? [71€ TOJKHBI XPAaHUTHCS 3aMKMCH ayIuTa B UAealbHOM ciiydae? 25. B uem cxoacTBo mexcere-
BOT'0 9KpaHa ¢ (puibTpanueii naketoB U Mapupyrusaropa? Korga pekomeHyeTcs: BRBIOUpaTh MEKCETEBOM
9KpaH ¢ MmakeTHou ¢uibTpanuen 26. Kakoe ckpeMOarpoBaHre peaausyeT JaHHBIA cKkpemonep? (aHaioro-
Boe win nugposoe). Kakoil Bua 4acToTHOrO mpeoOpa3oBaHUs OCYIIECTBISIET NaHHBIN ckpemOnep? 27.
KakoBbl npeumyIecTBa 1 HEAOCTATKU JaHHOTO BHJa ckpeMOnupoBanusi? KakoBa pa300purBOCTb BBIXO/-
Horo curHaia? Kakyro monocy 4acTor 3aHuMaeT BbIXoqHOW curHan? 28. CrocoObl U CpeacTBa 3aIIUThI
nHdopmaruu. CriocoObl «aOCOIOTHON CHCTEMBI 3alIUTh). APXUTEKTypa CUCTEM 3aIlliThl HHPOpMAITUH.
TpeboBanus. OOIIEMETOAOTOTHUECKUX IPUHLIUIIOB aPXUTEKTYpPBl CUCTEMBI 3alIUThl nHpopManuu. 29. Ha
KaKMX CHCTEeMax JOJDKHBI YCTaHaBJIMBATHCS aHTUBHUPYCHBbIE MporpaMMbl? Kakoil JIMHBI TOMKHBI OBITH
naponu? 30. YUto nomkeH obecreunBaTh MEKCETEBOM SKpaH JUIs MPOBEpKH cocTosHus? [Ipu kakom ycio-
BHHM MEXCETEBOUM DKpaH MPHUKIATHOTO YPOBHS MOkeT HazbiBarbesi THOpuaHbIM? 31. Cormacao 'OCT P
NCO/M3K 17799:2005 - kakue Tpu rpyninsl GaKTOpoB HEOOXOJUMO YUUTHIBATH NP (POPMUPOBAHUU Tpe-
O6oBanmii B o0mactu uHdopmarmonHoi 6ezonacHoctu? 32. Kakue ocHOBHBIE MH(DOPMAITMOHHBIC aKTHBBI
1.0. YITEHBI U 3aKpEeIUICHBI 32 OTBETCTBEHHBIMU BIIAJCNblIaMU ISl oOecrieueHus] nH()OpMaIMOHHON 0e3-
omnacHocTH opranu3anun? 34. KiroueBble MOMEHTBI ATamna aHanu3a puckoB: (mepeunciute) 35. [puromanst
1 Mexy3noBsle VPN i ucnonb3oBanus Mexay opranusanusmu? [louemy agpecanus sBiseTcs NOTEH -
UaJbLHON TpOoOIeMOH, CBsA3aHHOU ¢ Mexy310BbiMH VPN? 36. Kakue nBa Kputepus JOKHBI UCIIOIB30-
BaTbCs IS OIPENEICHUS TOT0, KAKOE YCTPOMCTBO CIEAYET UCIIOIb30BATh - MEKCETEeBOM dKpaH i VPN-
cepBep Ha otaenbHoM cucteme? Ecnu ncnonbs3yercs otnenbHblid VPN-cepBep, TOMKEH JIM OH pa3MenaTh-
csl B IEMHJIUTapU30BaHHOM 30He mHTepHeTa? 37. Kakum HaOopoM mapaMeTpoB MOKET ObITh MIACHTU(U-
nypoBaH puck. [lo kakoi dhopmyse MokeT OBITh BBIYMCIICHA CTOUMOCTh pucka? 38. [lepeunciaure cTaH-
napte OK 11 kmaccoB ¢yHKIMOHaNBHBIX TpeboBaHuii. 39. Kak mpon3BoauTcs BBIYUCICHHE MOTEHIMATIA
Hamanenus? 40. MoxxHo au paccmarpuBarh ucnoib3oBanue SSH kak peanuzanuto VPN? [loyemy moss-
3oBarenbekre VPN Tpebyrot crporoit ayrentudukanuu? 41. MoxeT 11 mudpoBaHue MOJTHOCTHIO 3alll-
TUTH JlaHHbIE, TIepenaBaembie uepe3 VPN. C uem HE00X0MMMO KOMOMHUPOBATH MOJUTHKY, YTOOBI 0OecTie-
YUTh 6€30MacCHOCTh?

14.1.9. Bonipocs! /151 NOATOTOBKH K MPAKTHYECKUM 3aHATHAM, CEMHHAPaM
CrangapTel THPOPMALIMOHHOM 0€30MaCHOCTH M KPUTEPUU OLEHKU 0€30IaCHOCTH KOMIBbIOTEPHBIX
CUCTEM U ceTe
Pa3zpaboTka apXuTeKTypsl MOETH 6€30MaCHOCTH HH(POPMAIIMOHHBIX CUCTEM U CETEH
Pa3zpaboTka mpakTHUECKHUX pPEKOMEHAaluil 1o olecrneyeHHto 0e30MacHOCTH MH()OPMAIMOHHBIX
CUCTEM
3aKOHO/IATENbCTBO B 001aCTH UH(OPMALIMOHHOM 0€30MacHOCTH

14.1.10. Tembl pacueTHBIX padoT

1. UccnenoBanue u pa3paboTka METOJIMKU pa3BepThiBaHUA U aaMuHHCTpupoBanuss WEB-cepsepa
Ha Windows Server 2012 2. MccienoBanue cUCTeMbl 00eCIIEUeHHS 3alIMIEHHOTO MapIIPyTU3UPYEMOTO
B3aMMOJICHCTBHS MPU MCIIOIB30BaHUU TIporpammHoro obecrnieuenus ViPNet Custom 3. Cuctema 3ammuThbl
uHpOpMAIMU OT HecaHKIHOHMpoBaHHOTO goctyma "Crpax" 4. MccnemoBanue 3amlUIICHHONH CHCTEMBI
XpaHEHUsl JaHHBIX Ha 0a3e MPOrpaMMHOIO OOECIEUEHUsI C OTKPBITHIM UCXOMHBIM KomoM 5. Cucrema 3a-
mutel nHpopMarmu "SecretNet" 6. MeTonsl OLEHKH KayecTBa JITOPUTMOB MOTOYHOTO IIU(PPOBAHUSA H
nporpammHas peanmsaius cratuctTuaeckux tectoB HUCT 7. Cucrema 3amutel nHpopmaruu Dallas
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Lock 8. 3ammra GecipoBoanbix ceteii cranaaptoB IEEE 802.11 9. MccnenoBanue METO10B aHAJIOTOBOTO
ckpeMmOnupoBanus Ha 6a3ze LabView 10. UccnenoBanne cuctembl 00ecTieueHns 3alUIIEHHOTO MapIipy-
TU3UPYEMOTO B3aMMOJICHCTBHS MPH MCIIONB30BaHUU IporpaMMHoro obecnieuenus ViPNet CSP 11. 3amu-
Ta 6ecipoBoaHbIX cerer ctangapToB IEEE 802.15 12. UccnenoBanue 3amuineHHON MHOTOTOUYEYHON BH-
neokoH(pepeHn cBa3u Ha 6aze WEB-texnomoruu 13. 3ammura G6ecripoBoaHbIX cereil ctannaproB GSM,
CDMA 14. 3amuTta 6ectipoBofHbIX ceteit ctangapToB WiIMAX. 15. 3amura 6€cipoBOIHBIX CETEl CTaH-
nmaproB LTE 16. HccnenoBanne TEXHOIOTUM MHOXECTBEHHOTO JaocTymna Ha 6aze OFDM-monymsnuu u
texHojorun MIMO 17. ®opMabHbIe TTOJIUTUKH U MAaTEMAaTUYECKUE MOJEIIM KOMITbIOTEpHON 0€30IacHo-
ctu 18. Opranumzanus 3aumrsl ceteit CISCO 19. O630p u ananu3 Hanbosee BaKHBIX CTAHIAPTOB M CIIE -
nudukanuii B oo6mactu nHPpopManmoHHoi 6e3onacHocTd 20. O630p M aHAN3 KJIACCUYECKUX KPUTITOTpa-
¢uueckux mudppos 21. O630p U aHATU3 CUMMETPUYHBIX KpunTorpaguueckux mudpos 22. O630p u aHa-
JIN3 aCCUMETPUYHBIX KpunrTorpadpuueckux mudpon 23. [IporpaMMHbIe KOMIUIEKCHI ISl CO3aHUSI KPUII-
TOBaIOTHl butkoiin 24. Anroput™m mudpoBanus naHHbXx AES u ero nporpamMHuas peanuzanus 25. UH-
bpacTpyKTypbl OTKPBITHIX Kiroueid PKI.

14.1.11. Tembl J1a60paTOPHBIX PadoT
N3yyeHne MexyHapOIHOTO cTanaapTa 6e3onacHocTy HHpopMaoHHbix cucteM ISO 17799
UccnenoBanne cuctemsl 3amuthl nHGopManun «Ctpax NT»
Cuctema 3amutel nHGopmanuu SecretNet
Cucrema 3amutsl nHQopmanuu Dallas
Cuctema aHau3a pUCKOB M MPOBEPKH MOJUTHKH UH(OPMALIMOHHOM 0€30M1aCHOCTH MPEANPUATUS

14.2. TpeﬁoBaHnﬂ K OICHOYHBIM MaTepuajJamMm AJd JUll ¢ OrPpaHHYCHHBIMHA BO3MOKHOCTAMU
310PpOBbS U UHBAJIUA0B
I[J'IH JiI ¢ OrpaHU4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHb KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6J'H/IIIa 14 — I[OHOJ'IHI/ITeJ'II)HBIe MaTtepuajibl OLUCHUBAHUA AJId JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunpl TOIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHaJioB pe3yJIbTaTOB O0y4YCHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHBIE
paboThI, BOMIPOCHI K 3a4E€TY,
KOHTPOJbHBIE Pa0OTHI

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C HapymieHusiMu
ciyxa

C napymenussmu | CobecenioBaHme 10 BONpocaM K 3a4eTy, | [IpenMyliecTBeHHO yCTHas IpoBepKa

3peHus ONpOC IO TEPMHUHAM (MHIUBUYaJIbHO)
C HapyuieHusMu Pemienne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMyllecTBEHHO 1MCTaHIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSATENIbHbIE Pa0OTHI, BOIPOCHI K METO/laMH
anmapara 3a4eTy
C orpanunueHusiMu 1o | TecTbl, TUCbMEHHBIE CAMOCTOSITENILHBIE [IpenmymiecTBEHHO IPOBEPKA
o0IIeMeIMIINTHCKIM paloThl, BONIPOCHI K 3a4ETy, METO/IaMH UCXOJS U3 COCTOSIHUSA
MOKa3aHUsIM KOHTPOJIbHBIE Pa0OTHI, YCTHBIE OTBETHI | 00YYaloIIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckune peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM JIsl JTUI ¢ OTPAHHYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSIMH 370POBbSI M MHBAIMIOB TPEIyCMAaTPUBACTCS J0-
cTymnHas (hopMma Mpea0CTaBICHUS 3aJaHUH OIIEHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUs BCIYX;

- NPEOCTABJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTrpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. 11 Takux 00ydaromuxcs mpeycMaTpuBaeTcst JOCTYII -
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Has popMa MpeoCTaBICHHS OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- NMMCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIL30BAHUEM YCIIYT aCCHCTCHTA;

- NPE/ICTaBICHUE OTBETOB YCTHO.

[Iporneypa orleHUBaHUS PE3yJIbTATOB OOYUSHHSI JIMII C OTPAaHUYECHHBIMU BO3MOKHOCTSIMH 3JI0pO-
Bbsl M1 MHBAIMJIOB IO JMCUHUIUIMHE TPeIyCMaTpUBAET MpeaocTaBiIeHne nHpopmanun B Gopmax, aaarnTH-
POBaHHBIX K OTPAHUYCHUSM X 370POBBS M BOCTIPUATHS HHPOPMAIINH:

JJ1s1 JIMI ¢ HAPYIIEHUSIMM 3PeHUsI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hOpME YBEITMYCHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMHM CJIyXa:

- B (hopMeE AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU (opme.

JJ1s1 JIMI ¢ HAPYIIEHUSIMHM OTIOPHO-ABUTaTEJLHOI0 anmapara:

— B (hOpMeE IJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU (opme.

HpI/I HeO6XO)II/IMOCTI/I JJI 1AL € OTpaHUYCHHBIMU BO3MOXHOCTAMMU 30J0POBbSA U UHBAJIM0B IIPOLC-
Jlypa OIICHUBAHUsI Pe3yJIbTaTOB 00yUCHHUS MOXKET MPOBOJIUTHCS B HECKOIBKO ATAIOB.
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