MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYAS ITPOTPAMMA TV CHUTIMHBI
3amura nHpopManMu B paaMo3JIeKTPOHHBIX CHCTeMaXx nepeaayu HHpopManuu

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampasnenue noarorosku / cneruaibHOCTh: 11.05.01 Paguno3sieKTpoHHbIE CHCTEMbI H KOMILIEKCHI
HanpasnenHocts (mpoduib) / cnenuanu3anvs: PaanosiekTpoHHblie cUCTeMbI epeaayu nHgopmanuu
®dopma 0O0ydeHHS: OUHASA

Qakynerer: PT®, Pagnorexunyeckuii paxkyabrer

Kadenpa: PTC, Kadenpa paguorexHn4ecKux CUHCTEM

Kypc: 4

Cemectp: 7

Y4eOus1ii man Habopa 2016 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 7 cemectp Bcero Ennaunner
1 Jlexnn 36 36 JacoB
2 IIpaxTryeckue 3aHATUA 18 18 4acoB
3 JlaGopaTopHbIie pabOThI 18 18 JacoB
4 Bcero aynuTopHbIX 3aHATUI 72 72 4acoB
5 CamocTosiTenbHas paboTa 36 36 4acoB
6 Bcero (0e3 sx3amena) 108 108 4acoB
7 [ToaroroBka u ciaya sK3amMeHa 36 36 4acoB
8 OO0m1as Tpy10eMKOCTh 144 144 4acoB
4.0 4.0 3.E.

DKk3aMeH: 7 cemecTp

Tomck 2018

JOKyMEeHT MOATMCAH IPOCTO 3IEKTPOHHO MOANNCHIO
VHdbopmaius o Biagesblie:

OUO: [lenyriaHoB A.A.

HoisxkHOCTh: PekTop

Hata mognucanus: 23.08.2017

VHUKaIbHBIN IPOrPaMMHBIN KJIIOY:
c53e145e-8b20-45aa-9347-a5e4dbb90e8d
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PilCC.\l()TpCH&l 151 ()J()(’)peHLl Ha 3aCCJaHuM Kil(i)ﬁ:[pbl
npotokos Ne 9 OT « 26 » 4 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKkH (crenmanbHOcTH) 11.05.01 PamnosnekTpoHHBIE CHUCTEMBI W KOMIUIEKCHI, YTBEP)KICHHOTO
11.08.2016 roma, paccmoTrpena u omoOpena Ha 3acenanuu kadeapel PTC «  » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:

JOLIEHT KadeaApsl, K.T.H., CT.H.C. Kad.
PTC A. M. I'onukos

3aBenyromuii odecrieunBaroen kag.
PTC C. B. Menuxos

Pabouast mporpaMma qUCHUIIIMHBI COTJIacOBaHa ¢ (paKkyJIbTETOM U BhITyCKaromel kadenpoii:

Hexan PT® K. 1O. IlomoRa
3aBenyromnuii BeITycKaroIen kag.

PTC C. B. MenuxoB
OKCIEPTHI:

CTapIIuii MpernoaaBaTesb Kadeapol

PTC xadempsr PTC . O. HoznpeBatbix
JoueHT kadeapsl paaAuoTeXHUIECKUX
cuctem (PTC) B. A. I'pomoB
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
Hucuumnuna "3amura nHGOpMaUu B PaaUMO3JIEKTPOHHBIX CHCTEMax IMepefaud HH(opmanuu
(BUBPOCIIN) 0THOCUTCS K YUCITY AUCHMILIUH CHeIHaNn3alun pabodero yueOHoro rmiana Jijisi HOAroTOB -
KH MH)XEHEpoB 110 crienuanbHocTh 11.05.01-PaanosnexkTpoHHbIE CHCTEMBI U KOMIUICKCHI (CTIeIIMaIn3aIus
PannosnexTpoHHsle cucTeMbl mepeaaun uHdopmanun). Llenpio npenogaBaHusi AUCHUILIMHBL SBISETCS
M3y4eHUE METOJIOB 3aIIUTHl U OCHOBHBIX 3aKOHOMEPHOCTEU mnepenadurd MHPpopManuu B MU(POBBIX TeJe-
KOMMYHHUKAIIUOHHBIX CUCTEMAX.

1.2. 3agaun JIMCHMIIINHBI

— OcHOBHOH 3a7a4yeil JUCIHHUILTUHBI ABJISIETCS (DOPMUPOBAHUE Y CTYJICHTOB KOMIICTCHIIUH, IO~
3BOJISIFOIIHUX CAMOCTOSATEIBLHO MPOBOJIUTh MAaTEMAaTHUECCKUN aHAIN3 (U3UYECKUX TPOIECCOB B aHA JIOTO-
BBIX U IU(PPOBBIX YCTPOIcTBaX (GOpMHUPOBaHMUsI, MpeoOpa3oBaHus U 00pabOTKK CUTHAJIOB, OIICHUBATh pe-
aJbHBIC W TIPEICIbHBIE BOBMOXHOCTH TPOIYCKHON CIIOCOOHOCTH M MOMEXOYCTOMYHU "BOCTH TEICKOMMY -
HUKAIIMOHHBIX CHCTEM U CETEM.

— B kypce 3UBPOCIIN mnpuHAT €IUHBIM METOMOJIOTHYECKUN TMOAXOI K aHAIM3y M CUHTE3Y
COBPEMEHHBIX TEJIEKOMMYHUKAIIMOHHBIX CHUCTEM M YCTPONCTB HAa OCHOBE BEPOSTHOCTHBIX MOJENEH
COOONICHMI, CHTHAJIOB, TIOMEX M KAaHAJIOB B CHUCTeMax cBs3u. [IpemycMOTpeHHBIE MPOrpaMMoOi Kypca
3MBPOCIIN 3HaHus SBISIOTCS HE TONBKO 0a30il A7 TOCHEAYIOUIEr0 W3YYCHHs CIeUaIbHBIX
JTUCLHUIT JIMH, HO UMEIOT TAaK)XK€ CaMOCTOSATEIbHOE 3HAYCHHE I (POPMUPOBAHMS MHXEHEPOB IO CIEIH -
anpHOCTH 11.05.01 PagnosnekTpoHHbIE CUCTEMBI U KOMILJIEKCHI.

2. MecTo nucuuiiiuebl B cTpykrype OIIOII

JucuumuinHa «3ammra nHGOpMaLUU B PaIHOdIEKTPOHHBIX CHUCTEMax Mepefadd WHGOpMaLUu»
(b1.b.31.1) otHOCHTCS K Gi10KY 1 (Ga30Bast 4yacTh).

[TpeamecTByOIMKUMU AUCHUIUTMHAMH, (POPMHUPYIOLIIMMH HavalbHbIE 3HAHUS, SBIAIOTCSA: BBenenue
B clieuuaigbHOCTh, MHpopMannonHbie TexHonoruu 2. CeTeBble MHPOPMALMOHHBIE TEXHOJIOTHH. basbl
naHHbIX., HaydHo-uccienoBarenbckas padora, Teopus paguocucteM nepeaadu HHPOpMaLum.

[TocnenyromumMu TUCHUIUIMHAMY SBJISIOTCA: 3allUTa BIMYCKHON KBaJM(UKALIMOHHOW paboThI,
BKJII0YAs OATOTOBKY K MPOLIEAYPE 3aLUThI U MpoLeaypy 3aumThl, Konquposanue u mudpoBanue HHPOp-
Maliy B paJuo3IeKTPOHHBIX cUCTeMax Iepenaurd uHpopManuu, MoJenupoBaHue B painodJeKTPOHHBIX
cucreMax nepegauu uHpopmarmy, [IpakTruka 1o noixydeHuro npopecCUOHAIBHBIX YMEHHUM U OIbITa MPO-
(deccruoHanbHOM NesATeNIbHOCTH, Paino31eKTpOHHBIE CUCTEMBI IIEpeIaul HHPOPMALIHUH.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tpouecc n3yueHus: AUCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIIETEHIU:

— TICK-2.1 cnnoco6HOCTBIO pa3pabaThiBaTh CTPYKTYpHBIE U (DYHKLIMOHAJIBHBIE CXEMbl MOOUJIb-
HBIX, IIUPOKOIOJIOCHBIX U CITyTHUKOBBIX CHCTEM Iepefaul nHPOpMalny;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLUICs TOJKEH:

— 3HaTh B pesynbraTte M3ydyeHUs TUCHUIUIMHBI CTYJICHT JIOJDKEH: 3HATh - POJIb U MECTO MHGOP-
MAaI[MOHHOI 0€30MaCHOCTH B CUCTEME HAllMOHAJIbHOM 0€30MaCHOCTH CTPAHBI; - YTPO3bl HH(OPMAITMOHHON
0€30IacHOCTH TOCYIapCTBa; - COBPEMEHHBIE MOJIXO/bl K MOCTPOEHUIO CHUCTEM 3alllUThl MH(pOpMALUU; -
KOMITBIOTEPHBIE CUCTEMBI U CETH KaK 00BEKT MH(OPMAIMOHHOTO BO3JEHCTBUS, KPUTEPUN OLIEHKH UX 3a-
MIMIIEHHOCTH U METOJIbl 00ecreueHust X MHHOpMaIlMOHHON 0e301macHOCTH

— yMeTb YMETb - BEIOUpATh U aHAIM3UPOBATh IMOKA3aTEIN KauyeCcTBa U KPUTEPUH OLIEHKU CUCTEM
U OTJICJIbHBIX METOJIOB U CPEJICTB 3allUThl HHPOPMALINH; - TI0Ib30BATHCS COBPEMEHHON HAayYHO-TEXHUYE-
CKOM MH(OpMAIMe 1o UCCIeayeMbIM polieMaM U 3aJadaMm; - IPUMEHSTh MOJyYeHHbIE 3HAHUS TPU BbI-
MOJTHEHUH KYPCOBBIX MTPOEKTOB M BBITYCKHBIX KBATH(PHUKAIIMOHHBIX paloT, a TaKkKe B XOJIe HAYYHBIX HC-
CJICIOBAHUM.

—  BJAJeTh BJIAJIETh - aHATU30M MHPOPMAIIMOHHOW MHPPACTPYKTYPhI TOCYAapCTBA; - METOJAMHU
(dbopMaNbHON MOCTAHOBKU M PELICHUS 3a/aun oOecrieueHus: nHGOpMaMOHHONW 0€30MacHOCTH KOMIIBIO-
TEPHBIX CUCTEM M CETEH.
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4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aUeTHBIX €IMHUILIBI U IIPECTaBIeHa B Ta0Iu -
ue 4.1.
Tabmuna 4.1 — Tpy1oeMKOCTh AUCIUILUIMHBI

Bunpl yueOHO 1eSITEIBHOCTH Bcero yacos CemecTpsl

7 cemecTp
AyrmuTopHsble 3aHATHS (BCETO) 72 72
Jlexumm 36 36
[IpakTueckue 3aHATHS 18 18
JlaGopaTtopHbIe pabOThI 18 18
CamocrosiTenpHas paboTa (Bcero) 36 36
OdopmieHue oT4eToB 110 Ja00paTOpHBIM paboTam 10 10
[TpopaboTka JIEKITMOHHOTO MaTepuaia 16 16
[ToaroroBka K NpakTUYECKUM 3aHATUAM, CEMUHApaM 10 10
Bcero (6e3 ax3amena) 108 108
Iloaroroska u ciaya sK3aMeHa 36 36
OO6miast Tpy1I0€MKOCTb, 4 144 144
3auetHble EauHunel 4.0 4.0

5. ConepixaHue TUCHUILIMHBI

5.1. Pa3nessl JuCHUIIMHGLI 1 BUALI 3AHATHI
Paznensl AMCHUIIITMHBL U BUBI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuna 5.1 — Pa3gensl AUCHUIUIMHEL U BUIBI 3aHATUH

Bcero
yacoB | PopMupyeMsl
[Tpak. | Jlab. Cam. PMHDPY
HazBaHus pa3aenoB IUCIUTUIUHBI Jlek., u (Ge3 e
3aH., 4 | pab., 9 | pab., q
9K3aMe€ | KOMIETEHLIUN
Ha)
7 cemecTp

1 IIpeamer kypca. Unpopmannonnas 2 0 0 2 4 I1CK-2.1
0€30I1acHOCTh B CHCTEME HAaIlMOHATbHON
6e3onacuoctu Poccuiickoit denepanun
2 OcHOBHbIE MTOHATHUS TEOPUHU UH(OpPMa- 4 4 0 4 12 |IICK-2.1
IMOHHOM 0€30MacHOCTH. AHAIIN3 YIPO3
MH(POPMALMOHHON O€30MaCHOCTH.
3 Meronpb! U cpeacTBa oOecrneueHus uH- 6 4 10 8 28 |TICK-2.1
(hopMarmoHHO# 6€30MacHOCTH B Paino-
ANIEKTPOHHBIX CUCTEMAaX Mepesadu UH-
dhopmaruu
4 OCHOBBI KOMIIJIEKCHOTO 00€CTIeYeHUs 8 4 4 6 22 | IICK-2.1
nH(POPMALMOHHOW O€30MTaCHOCTH B pa-
JTMOAJIEKTPOHHBIX CHUCTEMax IMepeiaun
5 Crangaptsl nH)OPMALITMOHHOHN O€3- 8 2 0 4 14 |TICK-2.1
OIACHOCTH, KPUTEPHUH U KIIACCHI OLIEHKH
3aLUIIIEHHOCTH
6 Merononorust HOCTPOEHHUS U aHan3a 4 0 0 4 8 IICK-2.1
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cucteMm obecrnedeHust HHHOPMAMOHHON
0€e301acHOCTH
7 Texnuueckue KaHabl YTeUKH HHDOP- 4 4 4 8 20 |TICK-2.1
Malllu{ B PaJM03JIEKTPOHHBIX CUCTEMAX
nepenaun
Hroro 3a cemectp 36 18 18 36 108
Uroro 36 18 18 36 108
5.2. Conep:xanue pa3aesioB JMCHUILIHHBI (110 JIEKIIASIM)
ConeprkaHne pa3IesoB TUCIUIUIAH (TI0 JICKITHSAM) IPUBEICHO B Tabmwmie 5.2.
Tabmuua 5.2 — CopeprkaHue pa3ienaoB TUCIUILIKH (TI0 JIEKITHSIM)
Copeprxanue pa3aenoB JUCHUILIUHEL (0 | TpynoemkocTs, | DopMupyemblie
Hazpanwus paznenon Aep pasit fmch ( pyA ’ PMHPY
JIEKIIHSIM) q KOMITETEHITUT
7 cemecTp
1 IIpeamer kypca. [enu u 3anaun kypca. [Ipeamer, cTpykTypa 2 IICK-2.1
Nudopmarnmonnas Y KpaTKoe coaepkanue Kypca. Mctopus Bo3-
0€30I1acHOCTb B HUKHOBEHUS M PA3BUTHS CUCTEM 3aAIIUTHI
CUCTEME uHpopmarun.[loHsITHE HalMOHATIBLHOM 0e3-
HaI[MOHATHHON omacHOCTU. Buibl 6e30macHOCTH TUYHOCTH,
0€e301acHOCTH oO1iecTBa ¥ rocyJapcTBa: 3KOHOMUYECKas,
Poccwuiickoit BHYTPHUIIOIIUTHYECKAS, COI[HANIbHAS, MEXTY-
®enepaunu HapojHasi, "H(OPMAIIMOHHAsI, BOSHHAsI, 110~
rpaHUYHas, SKOJIoru4eckas u apyrue. Bussl
3amuiiaemMoi nHpopmarwu. OCHOBHBIC TIO-
HATHUS ¥ 00IIEMETOJ0JIOTHUYECKUE TPUHITUIIBI
TEOpUU MHPOPMALIMOHHON 6€30MacHOCTH.
Ponb nadopmanronHoii 6€30macHOCTH B
o0ecreyeHnr HallMOHaJIbHOW O€3011acHOCTH
rocyaapctBa. Obecrneuenne HHPOPMAIHOH-
HOI1 6€30MMaCHOCTH B HOPMAJIbHBIX U Ype3-
BbIYaWHBIX CUTYalusX. OCHOBHbIE MPABOBBIE
¥ HOPMATUBHBIC aKTHI B 00JIACTH HHQOpMa-
IIMOHHOM Oe3omacHocTH. MeTtoanyeckue
yKa3aHHus [0 U3Y4YEeHUIO Kypca. Pekomenye-
Masi OCHOBHAs U JIONOJHUTENbHAS JINTEpaTy-
pa.
Hroro
2 OcHoBHbIE NTOHATHA | OCHOBHBIE NTOHATHS TEOPUH KOMITBIOTEPHON 4 I1CK-2.1

TEOpPHUHU
nH(pOPMaITMOHHON
6e30macHOCTH. AHAIU3
yrpos
UH(POPMALTMOHHON
0€30I1acHOCTH.

6e3onacHoctH. [Tonarue nnpopmanuu, MH-
dbopmanmonnoit 6e3omacHocTr AC. Cy0b-
€KTHO-00BbEKTHast MOJIeNIb MH(POPMAITMOHHON
cucteMbl. OCHOBHBIE OnpeeneHus. SA3bIK.
O6mwexThl. Cyonextsl. loctyn. Mubopmarnu-
OHHBINA MOTOK. MOHUTOP 6€30TaCHOCTH.
SAnpo 6ezonacHocTu. Mepapxuyueckue Moie-
JIM BBIYUCIIUTENIBHBIX CUCTEM M MOJETH B3a-
umoieicTBus OTKPBITHIX cucTeM (OSI/ISO).
[lenHocTh MH(MOpPMaLUU. ATUTHBHAS MO-
nenb. [Topsakosas mkana. Pemerka nenHo-
CTH. AHanu3 yrpo3 nHGOpMalmoHHOMN 6e3-
OIAaCHOCTHU. YTPO3bl KOH(HUAECHIINATIBHOCTH,
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HEJIOCTHOCTH, JOCTYITHOCTH UH(POpMAIIIH,
PacKpbITHS TapaMeTPOB HH(POPMAIIMOHHOM
cucteMbl.CTpYKTypa TEOPHH KOMITbIOTEPHOM
6e3omacHOCTH. OCHOBHBIE YPOBHU 3aILUThI
uHbopMaIuy. 3aluTa MalllMHHBIX HOCH-
teneit naopmann (MHN). 3amura
cpencts B3aumojeiicteua ¢ MHU. 3amura
npezcTaBiIeHus HHpOopMaIin. 3anmra co-
nepskanust nHpopmaru. OCHOBHBIE BUIBI
atak Ha uH(popmanmonusie AC. Kiaccugu-
Kallisl OCHOBHBIX aTaK M BPEJOHOCHBIX MPO-
rpamM.

Hroro

3 Meronp! U cpeacTBa
obecrieyeHus
nH(pOPMaIMOHHON
0€30IacHOCTH B
Pano3JIEKTPOHHBIX
cucTeMax Iepenadu
nH(popMauu

ITocTpoeHue cucTeM 3amuThl OT YTPO3bl Ha-
pYLIEHUS! KOHPHUIEHIIMATILHOCTH HH(OpMa-
nun. OpraHu3alMOHHO PEKUMHBIE MEPBI.
3amuTa OT HECAaHKIIMOHUPOBAHHOI'O 10CTYIIA
(HCLH). [TocTpoenue napoyibHbIX CUCTEM.
Kpunrorpadudeckue MeTobl 3alUTHI. 3a-
IIUTA OT YTPO3bl HAPYIIEHUS KOHPUIEHIIU-
AIbHOCTH Ha YPOBHE CoJiepXKaHusl HHPpopMa-
nun. [TocTpoenue cuctem 3aliuThl OT YIpo-
3bI HAPYIIEHUS ETIOCTHOCTU UH(DOPMAITHH.
Opraan3alliOHHO-TEXHOJIIOTHYECKUE MEPBI
3aIUTHL. 3alUTa LEJTOCTHOCTHU IPO-
TPaMMHO-aIIapaTHON cpepl. OCHOBHBIE Me-
TOJIBI 3aIUTHl MaMATu. L{uppoBas moanuce.
3amuTa OT yrpo3bl LIEJIOCTHOCTH Ha YPOBHE
conepxanus uHopmarmu. [loctpoenue cu-
CTEMBI 3aLIUThI OT YIPO3bl JOCTYITHOCTH HUH-
dopmanuu. DKCILTYTallMOHHO-TEXHOJIOTHYE-
CKHE MEepBI 3aIUThI. 3aIIuTa OT cO0EB Mpo-
IrpaMMHO-AIAapaTHON cpenibl. 3aluTa ce-
MaHTHUYECKOT0 aHAJIN3a U aKTyaJIbHOCTH HUH-
¢dopmanuu.IlocTpoeHne cuCTEMBI 3aIUTHI
OT yIpo3bl PACKPBITHS TApaMeTPOB UHPOP-
MAaIMOHHOM cucteMbl. COKpBITHE XapaKTe-
PUCTUK HOcHUTENEH. MOHUTOPHHT HCITONIB30-
BaHUs CUCTEM 3alllUThL. 3alUTa MapaMeTpoB
MIPEJICTaBJICHUS U CoJepKaHUs HHPopMa-
L1Y.

Hroro

I1CK-2.1

4 OCHOBEBI
KOMIIJIEKCHOTO
oOecneyeHus
UH(OOPMAITMOHHON
0e30IacHOCTH B
PaMO3JIEKTPOHHBIX
CUCTEeMaXx Tepeaadn

[Tonsarue nonutuxu 6e3onacHocTH. [lomuTH-
Ka (cTparerus) 6e30nacHOCTH. JIUCKpEIrOoH-
Hasl TIOJIMTHKA Pa3rpaHUYCHHSI TOCTYTIA.
Manparsas (MOJIHOMOYHAs) IOJIUTHKA Pa3-
rpaHnyeHus noctyna. Pazpaborka u peanu-
3a1ys MOJUMTUKU Oe3omacHocTH. Moaenu
6e3onacHoCcTH. ONMCaHNE CUCTEM 3alllUThI C
MOMOIIIbIO MaTpHIIBI AocTyna. Mozaens Xap-
pucona-Py330-Ymsmana (HRU). Paspemu-
MOCTb Mpo0eMbl 6e3onacHocTi. Mojenb

I1CK-2.1
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pacmnpocTpaHeHus mpas goctyna Take-
Grant. Pactimpennas mozens Take-Grant,
aHanu3 MHPOPMAIIMOHHBIX KaHaoB. Onuca-
Hue mozenu benna-Jlanamaynst (BL). OcHoB-
Has Teopema Oe3omacHocTy Mojaenu bemna-
Jlanagynbl. DKBUBaJIEHTHBIE TOIXO/IBI K
ornpezeneHuto 6e30macHoCcTi Moaenu bemnna-
Jlanagynsl. PemeTka MaHAATHBIX MOJEIIEH.
PoneBas monutuka 6€30MacHOCTH.

Hrtoro

5 CranpapTtsl
nH(pOPMaIMOHHON
0€30ITacCHOCTH,
KPUTEPHH U KIIaCChI
OIICHKU
3aIUIIEHHOCTH

OCHOBHBIE KPUTEPHUH 3aLUUIIEHHOCTH HH-
(hOpMaIMOHHBIX aBTOMATH3WPOBAHHBIX CH-
creM (AC). Knaccest 3amuiennoctu AC.
Kpurtepuu u Kaccel 3aUIIEHHOCTH
cpenctB BeruuciuteabHor Texuuku (CBT) u
AC. CranmapTsl 110 OIICHKHU 3aIIUIIEHHOCTH
AC. CtanaapT orieHKH 6€30MacHOCTH
kommbioTepHBIX cucTteM TCSEC («Opanxe-
Basi KHUTa»). OCHOBHBIE TPEOOBaHUS K CH-
cremam 3anuTel B TCSEC. Kimacce! 3amuTe!
TCSEC. Konuenmus 3amutel AC u CBT no
PYKOBOJSAIIUM TOKyMeHTaM ['ocTexxoMuc-
cun PO.Knaccuduxanus CBT no noxymen-
taM ['octexkomuccuu. Knaccuduxarms AC
1o IoKyMeHTaM [ ocTexxkoMmuccuu, TpedoBa-
HUS KJIACCOB 3aIUTHl. ErHbBIC KpUTepun
0e30MmacHOCTH HHPOPMAIIMOHHBIX TEXHOJIO-
ruit (Common Criteria). OCHOBHBIE MOJIOXKeE-
Hus «Equnbix kpurepuen». TpeboBanus 6e3-
onacHocTH. [Ipodunu 3amuThI.

Hroro

I1CK-2.1

6 Metononorus
MOCTPOCHHUSI M aHAJIH3a
CHCTEM 0OecIIeUeHUS
MH(POPMAIIMOHHOM
0e30IacHOCTH

[TpuMeHeHne nepapXuuecKoro MeToaa Juis
noctpoenus 3amuieHHon AC. Mccnenosa-
HHE KOPPEKTHOCTHU pean3aluu 1 METObI
Bepudukanuu AC. Teopus 6e30MMacHBIX CH-
creM (TCB).Mudopmanmonusie AC u mpo-
TpaMMHBIE CPENICTBA, CEPTH(PHUIINPOBAHHEIE B
COOTBETCTBUM ¢ TpeboBaHUAMH «OpaHike-
BOI KHUTHY. [IpoOIeMBbl KOMITBIOTEPHOH Oe3-
onacHocTu. [lepcrieKTHBHBIE HANIpaBICHMS
UCCIIEIOBAaHUN B 00JIaCTH KOMIIBIOTEPHOM
6e3onmacHocTH. LleHTphl KOMIIBIOTEPHOM 0€3-
oracHocTu. PekoMeHanum no caMocTosi-
TEJILHOMY yTIIyOJIEHHOMY U3y4EeHHIO pasjie-
70B Kypca. O030p TUTEpaTyphl.

Hroro

I1CK-2.1

7 Texandeckre KaHaJbI
yT€YKH UHPOPMAIIIH B
PaarO3IEKTPOHHBIX
CUCTEeMax Mepenavn

[TonsiTe 1 0COOEHHOCTH yTEUKH MHPOpMAa-
uu. CTpyKTypa, KiacCupUKAIUs U OCHOB-
HBIE XapaKTEPUCTUKNA TEXHUYECKUX KaHAJIOB
yreuku uHpopmaruu. [Ipo-cTeie u cocTas-
HbIC TEXHUYECKHE KaHAIBl YTEUKH HHPOpMa-
UK. XapaKTePUCTUKA U BOBMOXXHOCTH OIl-

I1CK-2.1
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TUYECKUX, aKYCTHUECKHX, PaTUOITIEKTPOH-
HBIX U MaTepHAIbHO-BEIIECTBEHHBIX KaHa-
JIOB yTeUKH HHGOPMAIUH.

Hroro 4

Hroro 3a cemectp 36

5.3. Pa3esbl AMCUMINIMHBI M MEKIMCUMINIMHAPHBIE CBSA3H ¢ 00eceYnBAKIIMMH (NPeAbITyLIUMHU)
1 o0ecreynBaeMbIMHU (IOCTEAYIOIMMH) THCHUIIIHHAMHA
Paznenbl qUCHUIIIUHBL U MEXIUCUUIUIMHAPHBIE CBSI3M C 00€CTIeYMBAIOIIMMHU (TIPEAbIAYIIUMU) U
oOecrnieyrBaeMbIMH (TIOCIIEAYIOIIMMHI) TUCIMIUIMHAMU MIPE/ICTaBlIeHb! B Tadmuie 5.3.
Tabmua 5.3 — Pa3gens! AUCHUIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

Ne pa3zenoB naHHON TUCHUIIIMHBI, A1 KOTOPBIX HEOOXOIUMO
HayMeHOBaHME TUCLUILIHH u3ydyeHue 00ecIeunBaOIINX U 00eCIICUNBAEMbBIX AUCIUILINH

1 2 3 4 5 6 7

[IpenmecTByronme quCUUILIMHBI

1 BBenenue B CrieiuaIbHOCTE + + +

2 adopManiMOHHBIC TEXHOJIOTHH 2.
CereBble HHPOPMAITIOHHBIE TEXHO- + + +
noruu. basel 1aHHBIX.

3 HayuHo-uccnenoBatenbckas padbo-
Ta

4 Teopus paguocucTeM nepeaadn

- +
uHpOpMaLUU

[Tocaenyromuye TUCITUTITUHBI

1 3amuTa BBITYCKHOW KBanH(puKa-
IIMOHHOM paboThl, BKJItOYAs HOAr0-
TOBKY K IIPOLIEYPE 3aIUUTHI U IIPO-
Lelypy 3alIUThI

2 KonupoBanue u mudppoBaHue UH-
(bopmanuu B paiMOdJIEKTPOHHBIX + + +
cCUCTeMax mepeaayr HHpopmanuu

3 MogaenupoBaHue B paluodJIeK-
TPOHHBIX CUCTEMAX Mepeaay UH- + + +

¢bopmanuu

4 TIpakTuka 1o mojay4eHuto mpodec-
CHOHAJIBHBIX YMEHHUM U OMBITA MPO- + + +
(heccruoHaNbHOI 1eATeNbHOCTH

5 PaguosneKTpOHHBIE CUCTEMBI

+ + +
nepenaun “HGopmManuu

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, GOPMHUPYEMBIX MPH U3yYEeHUM TUCHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU HM3YUYEHUH IUCIUIUIMHBI, M BHIOB 3aHATHN
MPEICTAaBICHO B Tabmuiie 5.4.
Ta6muia 5.4 — CooTBETCTBHE KOMIIETEHIIMN, (DOPMUPYEMBIX NIPU U3YUYEHUH AUCLUIUIMHBI, U BUOB 3aHS -
TUH

Komneren Bunwl 3austuit

DopMbI KOHTPOJIS
1A Jlek. [Tpak. 3aH. JIab. pao. Cam. pa6.
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IICK-2.1 +

KonTpoasnas pabora, Jlo-
MalHee 3aganne, OT4yeT 1mo
WHANBUAYAIBHOMY 3a]1a-
HMIO, DK3aMeH, KoHcrekT
CaMOIIOATOTOBKH, 3aIInTa
otuera, Komnoksuym, Cobe-
cenoBanue, Otyer o n1ado-
paropHo#t pabote, Onpoc Ha
3aHATUAX, BrICTyIIeHIE
(moknan) Ha 3aHsATUU, Pac-
yeTHas padota, Tect, Pede-
pat, OT4eT 1o npakTU4ECKO-
My 3aHaTHIO, J(nddepenim-
POBaHHBIN 3a4€T

6. UnTepakTBHBIE MeTOABI M OPMBI OPraHN3aLMU 00yYeHH s
He npenycmorpeno PVYII.

HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnure 7.1.

7. JlabopaTtopHble paGoThl

Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHbIX paboT

Tpynoemkoctsb, | DopMupyemblie
Ha3Banus pa3zaenos HaumenoBanue mabopaTtopHbIX padoT Py ’ PMIPY
q KOMITETCHIIUHI
7 cemecTp
3 Meronp! u cpencTBa | Mzydenne MexyHapOIHOTO cTaHaapTa 6e3- 2 [1CK-2.1
obecrieyeHus OMAaCHOCTH MH(POpPMAIMOHHBIX cucteM [SO
nH(pOPMaIMOHHON 17799
Gesonacnoctu B HccnenoBanue cuctemMsl 3aluTsl HHGOpMa- 2
17} KTPOHHBIX
Pa/IHOSMICKTPO uu «Ctpax NT»
cucTeMax mnepejadu
HHPOPMALIHH Cucrema 3amuthl nHGopmanuu SecretNet
Cucrema 3amutsl nHopmaruu Dallas
Uroro 10
4 OcHOBBI Cucrema aHanm3a pyUCKOB U IPOBEPKH IOJIH- 4 I1CK-2.1
KOMIUIEKCHOTO TUKU MHPOPMAIIMOHHON 0€30IaCHOCTH Tpe/-
obecrnieueHus MPUSITHS
nHOOPMAITMOHHOM
(popmanHOHHO Hroro 4
0€30MacHOCTH B
PaAMOAIIEKTPOHHBIX
CUCTEeMax Mepeaadu
7 Texuuueckue DHEPreTHUeCcKOe CKPhITUE peueBOi HHGOP- 4 IICK-2.1
KaHAJIbl YTEUKU Maluu (C UCIOJIb30BAaHUEM 3BYKOBOU KapThI
uH(dopMaIuu B 1 3BYKOBOTO pefakropa [I9BM).
PaaMOlIIEKTPOHHBIX Vitoro 4
CUCTEeMax Mepeaadyu
Hroro 3a cemectp 18

8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HanmMeHnoBaHue npakTHUeCKUX 3aHATHH (CEMHUHAPOB) MpUBeEIeHO B Tabmmie 8.1.

Tabmuua 8.1 — HaumeHOBaHME MPAKTUUECKHUX 3aHATUH (CEMHUHAPOB)

Hazpanus pa3aciioB

HanmeHnoBanue NpakTUYECKUX 3aHATUN
(cemMuHapoB)

TpynoeMkocTs,
q

dopmupyemsle
KOMITETEHIIUU
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7 cemecTp

2 OcHoBuble oHATust | CTanmapTel UHPOPMATUOHHON O€30IaCHOCTH 4 I1CK-2.1
TEOpPUHU U KPUTEPUU OLICHKH 0€30MaCHOCTU KOMIIbIO-
UH(POPMALTMOHHON TEPHBIX CUCTEM U CeTeH
0Oe30macHOCTH. AHAIA3 | [y oro 4
yrpos
nHOOPMAITMOHHON
0€30MacHOCTH.
3 Merons! u cpenctBa | PazpaboTka apXuTeKTypbl MojieNin O6e3omnac- 4 I1CK-2.1
o0ecrnieueHus HOCTH MH(OPMALIMOHHBIX CUCTEM U ceTei
UH(POPMALTMOHHON Wroro 4
0€30MacHOCTH B
PaaMOdIIEKTPOHHBIX
CUCTEeMax Mepeaadyu
uHpOpMaLUU
4 OCHOBBI Pa3zpaboTka mpakTH4eCKuX pPeKOMEH AU 110 4 [1CK-2.1
KOMILJIEKCHOTO o0ecrieyeHHto 6e30MacHOCTH UH(OPMAIIUOH-
oOecrnieueHus HBIX CUCTEM
MH(POPMALMOHHON Wroro 4
0€3011acHOCTH B
pazrodIEKTPOHHBIX
CUCTEMax Mepeaadyu
5 Crangaptsl 3aKoHO/IATEIHCTBO B 00JacTH HH(OpMAIHOH- 2 I1CK-2.1
uH(OOPMAITMOHHON HOI 6€30MacHOCTH
0€e30I1acHOCTH, Wroro 5
KPUTEPHUHU U KJIACCHI
OLICHKH
3alUILEHHOCTH
7 Texunueckue [TonsaTHe 1 0COOEHHOCTH YyTEUKU UHPOpPMa- 4 I1CK-2.1
KaHaJIbl yTEUYKH un. CTpyKTypa, Knaccu(puKanus 1 OCHOB-
nHpOpMaLIUH B HBIE XapaKTEPUCTUKU TEXHUUECKUX KaHAJIOB
Pazno3J1EKTPOHHBIX yTeuku uHpopmanuu. [Ipo-cTeie u cocTas-
CUCTEMaX Iepeaadn HbIE TEXHUYECKUE KaHaJbl YTEUKU HHPOpMa-
UK. XapaKTepUCTHKA U BO3MOXKHOCTHU OITH-
YECKUX, aKYCTHUECKHUX, PAIUO0IEKTPOHHBIX
U MaTepuaJIbHO-BEIIECTBEHHBIX KaHAIOB
YTE€UYKH UH(pOpMALIUH.
Hroro 4
Hroro 3a cemectp 18

9. CamocTrosiTesqibHasi paboTa

Bugapl camocTosTenbHOM paboThl, TPYAOEMKOCTh U (hOpMUpPYEMble KOMIIETEHIIUU MTPEICTABIICHbI B

tabmune 9.1.
Tabmuua 9.1 — Buasl caMOCTOSATENBHON pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETSHIIUU
Bunel camocrostensnon | Tpynoemkocts, | DopMupyembie
HasBanwus pasnenon a PYA ’ PMHPY DopMbI KOHTPOJIS
paboThI q KOMIIETEHIINHT
7 cemecTp
1 Ilpenmer xypca. |IIpopaboTka JeKIIMOHHO- 2 IICK-2.1 BricTynnenne
Nudopmarmonnas | ro matepuasa (moksan) Ha 3aHs-
0€30I1acHOCTb B Hroro 9 Ty, Jlomaixee 3a-
CHCTEME JaHue, 3aluTa oT-
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HaIlMOHAJILHON
0e30IacHOCTH
Poccuiickoit
®enepauuu

yeTa, KoHCcekT
CaMOIIOJITOTOBKH,
KonTponsnas pado-
Ta, Onpoc Ha 3aHs-
THAX, OTYeT 110 MH-
JTUBUJTyaJIbHOMY 3a-
nmannio, OTYeT 110
naboparopHoii pabo-
Te, OTYeT Mo Mnpak-
TUYECKOMY 3aHs-
TH10, PacuetHas pa-
6orta, Pedepar, Tecr,
OK3aMeH

2 OcHOBHBIE
TIOHSITHS TCOPUH
UH(POPMALTMOHHON
0€30MacHOCTH.
AHanu3 yrpos
nHOOPMAITMOHHON
0€30IMacHOCTH.

[ToaroroBka k nmpakTuye-
CKHM 3aHATHSIM, CECMHUHA-
pam

ITpopaboTKa JEeKIIMOHHO-
ro Marepuana

Hroro

I1CK-2.1

BeicTyruienue
(mokian) Ha 3aHs-
Thu, JloMamHee 3a-
JlaHue, 3almTa OT-
yeTta, Koncnekr
CaMOIIOJITOTOBKH,
KontponpHas pabo-
Ta, Onpoc Ha 3aHs-
tiax, OTdeT no uH-
JTUBUJTyaJIbHOMY 3a-
nanuro, OT4YeT 110
nabopaTopHOi pabo-
te, OTUeT 1o npak-
TUYECKOMY 3aHs-
Thro, PacuetHas pa-
oora, Pedepar, Tecr,
DK3amMeH

3 Mertoap! u
CpencTBa
obecneueHuUs
nH(pOPMaITMOHHON
0C30ITaCHOCTH B
PaHOAIEKTPOHHBIX
CUCTEeMax Tepeaadn
nH(popMauu

[ToaroroBka K mpakTuie-
CKUM 3aHATHUSIM, CEMHHa-
pam

[IpopaboTka JeKInOHHO-
ro MaTepuaa

OdopmiteHre 0TYETOB 110
nabopatopHbIM paboTam

OdopmiteHre 0TYETOB 110
nabopartopHbeIM paboTam

Hroro

I1CK-2.1

BeicTyruienue
(moksan) Ha 3aHs-
tiu, Auddepenun-
POBaHHBII 3a4€T,
JloMariHee 3aaHue,
3amura oT4eTAa,
Koncnekt camonon-
rotoBku, KoHTpoIb-
Has pabota, Onpoc
Ha 3aHsATHAX, OTUeT
110 UHIUBUYaIbHO-
My 3aaaHuto, OT4eT
1o jJabopaTopHOU
pabore, OT4eT Mo
IIPAKTUYECKOMY 3a-
HATHIO, PacueTHas
paborta, Pedepar,
CobecenoBanue,
Tect, DKx3ameH

4 OCHOBBI
KOMILUIEKCHOI'O
oOecrieueHns

[ToaroroBka kK mpakTuye-
CKHMM 3aHSATHSIM, CEMHHA-
pam

[1CK-2.1

Jomarraee 3amanue,
3ammuTa oT4YeTa,
KoncnekT camonoz-
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uHdopmarmonHorr | [IpopaboTka JIEKITMOHHO- 2 rotoBku, KoHTpoJIb-
0€30MacHOCTH B ro MaTepuasa Has pabora, Ompoc
PA/IMOONIEKTPOHHBIX | (34, s\ rere OTUETOR 110 2 Ha 3aHATUsAX, OTYeT
CHCTEMaX MEPENATH | 1a60naropHbIM paGoTaM 10 WHIUBUYaTHHO-
My 3aaHut0, OT4er
Hroro 6 1o J1abopaTopHOH
pabore, OTYeT Mo
MPAKTHYECKOMY 3a-
HATHIO, Pedepar,
Tect, DKx3ameH
5 CraHzapTel [ToaroroBka k mpakTuye- 2 [1ICK-2.1 Jomarraee 3aganue,
WH(POPMALIMOHHOW | CKMM 3aHATHUSIM, CEMHHA- 3amura oT4era,
0€e30I1acHOCTH, pam Komnoksuywm,
KPUTEPHH H KIACOBI | [11 260 1res fIEKTIHOHHO- 2 Koncnekrt camonon-
OLICHKH ro Matepuana rotoBku, KoHTpob-
3aIIUILIEHHOCTH Has pabora, Ompoc
Hroro 4 Ha 3aHATHAX, OTUeT
10 WHUBUIYaTHHO-
My 3a1aHut0, OT4er
10 J1abopaTopHO
pabore, OTYeT Mo
MIPAKTHYECKOMY 3a-
HsATUI0, Pacuetnas
pabota, Pedepar,
TecTt, Ok3aMeH
6 Metononorus [TpopaboTka JIeKITMOHHO- 4 IICK-2.1 HomanHee 3aganue,
MOCTPOEHUS U ro Marepuana 3amuTa oT4era,
aHaJIM3a CUCTEM Wroro 4 KonTponsnas pado-
obecrieyeHus ta, Onpoc Ha 3aHs-
nH(pOPMaIMOHHON THsIX, OTYeT 1o uH-
0€30MacHOCTH TUBUAYATHHOMY 3a-
nmaanto, OTUeT mo
nabopaTopHoii pabo-
te, OTYeT no npak-
TUYECKOMY 3aHs-
tuto, Pedepar, Tecr,
DK3aMeH
7 Texandeckue [ToaroroBka kK mpakTuye- 2 IICK-2.1 Jomarraee 3amanue,
KaHaJbl yTEUKU CKUM 3aHATHUSIM, CEMUHA- Koncnekt camono-
nH(pOpMAIUU B pam roToBku, KOoHTpOIIh-
PaJIHOINEKTPOHHEIX | 110506 mees fIEKTIHOHHO- 2 Hast pabora, Onpoc
CHCTEMaX NEPENATH | 1\ arenyana Ha 3aHATUAX, OTYeT
0 UHIUBUIYaTbHO-
OdopmieHre 0TYETOB TI0 4 My 3a1aHu0, OTder
nabopaTtopHbeIM paboTam 110 J1aGOPATOPHOi
Htoro 8 pabore, Ot4er 1o
MIPAKTHYECKOMY 3a-
HsaTuto, Pedepar,
CobecenoBanue,
Tect, DKx3amMeH
Hroro 3a cemectp 36
ITonroroska u cgada dK- 36 DOK3aMeH

CornacoeaHa Ha noptane N2 24570

12



3aMCHa

Hroro

72

10. KypcoBoii npoekT / kypcoBasi padota
He mpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4a0IuXcs

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbIi
. MakcumanbHbIN MakcumanbHbIN
DJeMeHTHI y4eOHOM 0aJut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamn 3a nepuon
NS TeNbHOCTH mexay 2KT u Ha CEMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEIl ceMecTpa
7 cemecTp
Brictymuienne (okiam) Ha 2 4 6
3aHATHH
Jomarraee 3aganue 2 6
3amuTa oT4eTa 4
KomnokBuym 4
KoncnexT camMmomoaroros- 2 4
KH
Kontponpnas paborta
Ormpoc Ha 3aHATUAX 2 2
OTt4er o UHANBUAYANb-
HOMY 33/1aHHIO
Otuet no nabopaTopHOii 4 4 8
pabote
OT4er 1o NpakTU4IECKOMY 2 2 2 6
3aHATHIO
Pacyernas paGora 4 4
Pedepar 4 4
CobecenoBanue 2 4
Tect 2 2 2 6
Hroro makcumym 3a nepu- 24 40 70
on
DK3aMeH 30
Hapacraromum ntorom 6 30 70 100
11.2. IlepecyeT 0a/1J10B B OLICHKH 32 KOHTPOJIbHBbIC TOYKH
[Tepecyet OamIOB B OLIEHKHU 32 KOHTPOJIBHBIE TOUKH MpeCTaBiieH B Tadbymie 11.2.
Ta6muma 11.2 — IlepecueT 0anioB B OLIEHKU 332 KOHTPOJIbHBIE TOUKU
basnel Ha 1aTy KOHTPOJIBHOW TOYKHU Onenka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumasbHOUM cymMmbl OaisioB Ha aaty KT 4
Ot 60% 1o 69% ot makcumasbHOI cymMmbl OaiioB Ha aaty KT 3
13
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< 60% oT MakcuMaIbHOU cCyMMBbI OaioB Ha naty KT 2

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY

[TepecueT cymmbl 6a/JIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MpEACTaBIeH B TaOiuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJTTOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YUMTBIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouens xoporiiio)

4 (xopoI10) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnetrBoputTeanHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaentio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITIHHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. 3amwura nHPOpPMAIMK B PAJAMOINEKTPOHHBIX CHCTEMaX Mepenadr MHPpopManuu [DIEeKTPOH-
HBIH pecypc]: Kypce nexmuii, komMnbroTepHble TabopaTopHble padOoThl, KOMIBIOTEPHBIM MPaKTUKYM, 3a1a-
HUE Ha camocTosTenbHyto pabory / TlommkoB A. M. - 2017. 913 c¢. — Pexum pgocrymna:
https://edu.tusur.ru/publications/7072 (nata obpamenus: 05.06.2018).

12.2. lonosiHuTEIbHAS JIUTEpaTypa
1. 3ammra wHGOpPMAMHA OT YTEYKU MO TEXHUYCCKUM KaHaiaMm [DIIEKTPOHHEIN pecypc]: Yueo-
Hoe nocobue / T'omukoB A. M. - 2015. 256 c. — Pexum nmoctyna: https://edu.tusur.ru/publications/5263
(mata oopamenwus: 05.06.2018).

12.3. YueOHO-MeTOAHYIECKHE ITOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYECKHE MOCOO U
1. 3ammra uHGOpMaLUK B PATUONIEKTPOHHBIX CHCTeMax Iepenauyd MHpopManuu [DIeKTpoH-
HbII pecypc]: Kypc neknuii, komnbroTepHble JabopaTtopHble paboThl, KOMIBIOTEPHBIN MPaKTUKYM, 3a/1a-
HUE Ha caMmocTroATeNbHyl0 paboty / lomukoB A. M. - 2017. 913 c. — Pexum pgocryna:
https://edu.tusur.ru/publications/7072 (nara obpamenus: 05.06.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS ISl JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMU 310POBbS U
HHBAJINI0B

Y4eOHO-METOIMYECKIE MaTepUalIbl IJIsi CAMOCTOSTEIFHOU M ayTUTOPHON pabOThl 00YJarOITUXCS
U3 YHCTia JIUI ¢ OTPAHMYEHHBIMHA BO3MOYKHOCTSIMH 3JIOPOBBSI U WHBAIHJIOB MPEAOCTABISAIOTCS B PopMax,
aJIaNTUPOBAHHBIX K OTPAHUYCHHAM UX 37I0POBBS U BOCIIPHUATHS HH(DOPMAITHH.

Jliis1 I ¢ HApYIIeHUSIMU 3PeHust:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeYaTHON (hopMe YBEITMUEHHBIM MIPUGTOM.

JlJis1 U1 ¢ HAPYIIEHUSIMHU CJIyXa:

- B (hopMe DIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

Jlais1 I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJIbLHOTO aNnapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU (opme.
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12.4. IIpopeccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALMOHHBIE CIPABOYHBIE CHCTEMbI
1. Slunexc

13. MartepuajibHO-TEXHUYECKOE o0ecnedyeHue TNUCIUILINHBI U TPpedyeMoe MporpaMMHoe
o0ecrneueHune

13.1. O0uue Tpe6OBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnIo
AUCHHUILIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbBIX 3aHATHH
Jlns mpoBenieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaIbHBIX KOHCYJIbTALIUH, TE-
KYILEr0 KOHTPOJISL U MPOMEXKYTOUHON aTTECTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUECTBOM I10-
CaJIOuYHBIX MeCT He MeHee 22-24, 000pyaoBaHHAs TOCKOM U CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JIEMOHCTpaIMOHHOE 000pyI0BaHNHE U yUeOHO-HAITIIIHBIE TOCOOMS, 00ecIeunBaroIie TeMaTHIeCKUe Uil-
JIIOCTPALIMHU 10 JIEKLIMOHHBIM pa3jieiaM JTUCIUIUINHBI.

13.1.2. MaTepuaJibHO-TEXHUYECKOE H MPOrPAaMMHOe o0ecrevyeHne Ui NPAKTHYeCKUX 3aHATHI

Jlaboparopust paauo3JIeKTPOHHBIX CHCTEM Tepeaadu HHPOopMAaIUu

yueOHast ayTuTOpHsl IJIsl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YIeOHAsT ayIUuTOPHS IS TIPO -
BEJICHUSI 3aHATUHN J1a00paTOPHOTrO TUIIA, TOMEIEHHE AJIi KypCOBOTO MPOEKTUPOBAHUS (BBITIOTHEHHS Kyp-
COBBIX padoT)

634034, Tomckas obnactb, T. Tomck, Bepmuauna ynuia, 1. 47, 401 ayn.

Onucanue UMeroIerocs 000py10BaHUs:

- Komnwtorep (8 miT.);

- MonwuTtop (19”7 SAMSUNG 1730S) (8 mir.);

- KnaBuarypa (8 mrt.);

- Mbims (ontuyeckast) (8 miT.);

- KommiexT cnenuaan3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenoaBarers.

[IporpamMmMHoOe obecrnieueHue:

- 7-Zip

— Adobe Acrobat Reader

— Far Manager

— Free Pascal

— Free Pascal Lazarus (Bepcust 1.6)

— GIMP

— Google Chrome

— Microsoft Windows Server 2008

— Microsoft Windows XP

— Mozilla Firefox

— OpenOftice

— Opera

— Opera Developer

— PTC Mathcadl3, 14

— Scilab

13.1.3. MaTepua/ibHO-TeXHUYECKOE U NIPOrPaMMHOe odecrnedyeHue sl JIadoOpaTOpHbIX padoT

Jlaboparopusi paauo3JIeKTPOHHBIX CHCTEM TIepeIauu HHPOPMAIHH

yueOHas ayuTOpHsl 171l IPOBEACHUSI 3aHATHI MPAKTUYECKOro TUIA, ydeOHas ayauTopus Ui Mpo-
BEJICHHSI 3aHSATUH J1a00paTOPHOTrO TUIIA, TOMEIIEHUE JJII KypPCOBOTO MPOSKTUPOBAHUS (BBITIOTHEHHUS Kyp-
COBBIX padoT)

634034, Tomckas o6macts, T. Tomck, Bepmmauna ynuua, a. 47, 401 aym.

Onucanue UMeroIerocs 000pyI0BaHUS:

- Komnstorep (8 mit.);
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- MonwuTtop (19”7 SAMSUNG 1730S) (8 mir.);

- KnaBuarypa (8 mrt.);

- Mbis (ontuyeckast) (8 miT.);

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;
- Pabouee mecTo mpemnoaBares.

[TporpamMHOe oOecrieueHue:

— Microsoft Windows XP

— PTC Mathcad 13, 14

13.1.4. MarepuajibHO-TEXHMYECKOE U IPOrPaAMMHOe odecreyeHue JIs CAMOCTOATEIbHOI padoThI
Jist caMoCTOSTeNbHOM paboThl HCTONB3YIOTCA yueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIaccChl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmexr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuia, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUSA:

- yueOHasi MmeOerb;

- komneroTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJIKIIOUYEHBI K ceTu «/HTepHeT» U 00ecreynBaroT JAOCTYI B AIIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[TepeyeHb MPOrpPaMMHOTO 00ECTICUCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuabHO-TeXHHYECKOe o0ecriedyeHre JUCIUIITHHBI /ISl JIMI C OTPAHHYeHHBIMHU
BO3MOKHOCTSIMM 310POBbSI M HHBAJINU/I0B

OcBoeHME NUCUUIUIMHBI JIMLAMU C OTPAHUYEHHBIMU BO3MOYKHOCTSMHU 3JI0pPOBbS U MHBAIHMJIAMU
OCYUIECTBIISIETCA C UCIOIb30BAaHUEM CPEJICTB 00yUEHHs OOILIEro U CIelnaaIbHOTO0 Ha3HAYEHHS.

[Tpu 3aHATHAX ¢ O0YYAIOLUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa MPelyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLEH anmapaTypbl, MyJIbTUMEIUWHBIX CPEJICTB U APYTUX TEXHUUYECKUX CPEACTB Mpuema/nepesa-
4yy yuyeOHOM nHpOpPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI ITpenoiaBaHus il 00YJaroLIHXC s
C WHBAJIMTHOCTHIO, TOPTATUBHON MHIYKIIMOHHON CUCTEMBI. Y4eOHasl ayTuTOpUs, B KOTOPOU 3aHUMAIOTCS
oOyyaroliecsi ¢ HapyllIeHHEeM CllyXa, 00Opy/lI0BaHA KOMITBIOTEPHOM TEXHMKOM, ayIMOTEXHUKOH, BUIEO-
TEXHUKOM, FJIEKTPOHHON JOCKOW, MYJIbTUMEAUMHON CHCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYLIEHUSIMH 3PEHUSIMH IIPEIYCMOTPEHO HCIIOJIb30BaHKE B
JIEKIMOHHBIX U YU€OHBIX ayJUTOPUAX BO3MOXKHOCTH MPOCMOTPa yAaJIEHHBIX 00BEKTOB (Hanmpumep, TeKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO POCMOTpA.

[Tpu 3aHATHAX C O0OYy4YaIOIIUMUCS € HAPYLIEHUSIMH ONOPHO-ABUIaTeIbHOIO anmnapara HCIojb-
3YIOTCS aJbTepPHATUBHBIE YCTPOHCTBA BBO/IA MH(OPMAIIMK U IpYTHE TEXHUUECKUE CPENICTBA ITpreMa/nepe-
nauu yueOHo# nHpopMaluu B TOCTYIHBIX (opMax, MOOMIIbHOM cucTeMbl 00ydeHHs ISl JTr0/Iel ¢ WHBa-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepuaJdbl H METOAUYECCKHUEC PCKOMECHAAIUHA 110 OPraHu3aiuu U3y4cHus
AUCHHUITINHBbI

14.1. Conep:xaHue OLEHOYHbIX MATEPHAJIOB U METOANYECKHE PEKOMEHAAIUN
Jlnst onieHKH cTenieHH C(HOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIUVICHHBIX 3a JUCITUTIIMHOM
KOMHeTeHLII/If/'I I/ICHOJIB3yIOTC$I OILICHOYHEBIC MaTepI/IaJII:I B COCTaBC:
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14.1.1. TecToBble 3agaHus

1. Kakue Tpu OCHOBHBIC COCTABIISAIOMNE HHPOPMAITMOHHOM 0€301TaCHOCTH BaM U3BECTHBI?

- 32 POBAHHOCTD, IIEIOCTHOCTD, JTOCTYIHOCTh

- KOHQUIEHUINATbHOCTb, 3aKPBITOCTh, IOCTYITHOCTb

- KOH()UACHIMAIBHOCTD, IIEIOCTHOCTD, 3AIIUIIIEHHOCTD

* KOHUACHIIUATBHOCTD, LIEJIOCTHOCTb, JOCTYITHOCTh

2. Yem xapakTepu3syrorcs, corinacHo «OpaHkeBoi KHUre», ypoBHU OezonacHoctu C, B, A?

* TIPOU3BOJIBHBIM YIIPaBICHUEM JIOCTYNOM, NMPUHYAUTENbHBIM yIPABICHUEM JOCTYIIOM, Bepudu-
UPYeMOii 6€30MTaCHOCTHIO

- MPUHYIUTEIBHBIM YIPaBIECHUEM JOCTYIIOM, IPOU3BOJIbHBIM YIPABICHUEM JTOCTYIOM, Bepudu-
UPYeMOii 6€30MTaCHOCTHIO

- BepudunupyemMoi 6e30MacHOCThIO, IPOU3BOJILHBIM YIIPABIEHUEM JOCTYIIOM, POJIEBBIM YIIpaBiie-
HUEM JIOCTYIIOM

- pOJIEBBIM YTIpaBJICHHUEM JIOCTYIIOM, MPUHYIUTEIBHBIM YIpPaBICHUEM AOCTYIOM, Bepuduuupye-
Mo#i 6€30MTaCHOCTHIO

3. Kakue xnaccet AC Hanbosee 3alyIneHbl, COTJIACHO PYKOBOSIIINM JTOKYMEHTaM

TI'ocrexxomuccuu PO:

-3bu3A

-2bu2A

-1, 1T, 1B

*1b, 1A

4. Kakast Mozienpb SIBJISIETCS. MOJIENBIO TIPOU3BOJIBHOTO (UCKPEIMOHHOTO) YIIPABJICHUIO JOCTYIOM?

- Mognens benna - Jlallagyna

- Monens buba

* Xuppucona—Py330-Yismana

- Monens Kinapka - Buncona

5. Kakas Mozienp ABIIsS€TCS MOJEINIBbIO MAaHJATHOTO YIIPABIEHUIO JOCTYIIOM?

* Monens benna - Jlallagyna

- Mogens buba

- Xuppucona—Py330-YibmaHa

- Mopens Knapka - Buicona

6. [lepeuncnure Tpy OCHOBHBIX BUA YIPO3 HHPOPMAIIMOHHOHN 0€30IMacHOCTH

- yrpo3a HapymeHUs KOH(PHICHIIMATHHOCTH, yrpo3a HApYIICHUS IETOCTHOCTH, yrpo3a HapyIle-
HUS 3alIUIEHHOCTH

* yrpo3a HapymeHUs: KOHPHUICHIIMATHHOCTH, YyTpo3a HAPYIIEHUS IIETOCTHOCTH, yrpo3a HapyIle-
HUS TOCTYITHOCTH

- yrpo3a HapymeHUs: KOHPUACHIMATHHOCTH, YyTPo3a HAPYIICHUS 3aKPBITOCTH, YIPO3a HAPYIICHUS
JOCTYITHOCTH

- yrpo3a HapylIeHHUs 3ali(ppOBaHHOCTH, YIpo3a HAPYIIECHUS IETOCTHOCTH, Yyrpo3a HaPYIICHHUS
JOCTYITHOCTH

7. YTo Takoe MoJMTHKa O€30MacHOCTH?

- OCHOBHBIE TIOJIO’KEHUS HH(POPMAITMOHHOM 0€3011aCHOCTH

- LEJIM ¥ 3a]1a4u obecrieueHust UH()OPMAIIMOHHOM 0€301MacHOCTH

* CUCTEMaTU3UPOBAHHOE U3JI0KEHUE IIeNIeH, 3a1a4, MPUHIIUIIOB U CIIOCOOOB TOCTHKEHUST MHPOP-
MAaIMOHHOM 0€30MacHOCTH.

- pacnpeziefieHue poJiei 1 OTBETCTBEHHOCTH

8. Ha xakom ypoBHe paccMaTpuBaeTcs yrpaBlieHHE PUCKaMU (WM UX aHAJIU3) IPH (POPMUPOBAHHS
MOJTUTUKY TPEaNpUsThs?

- Ha IPOLIETYPHOM YPOBHE

* Ha aIMUHHCTPATUBHOM YPOBHE

- Ha YPOBHE YIIpaBJICHUS IEPCOHATIOM

- Ha ypoBHE (PU3UUECKOM 3aIIUThI

9. HazoBute (puznueckue Meroga OMOMETPHUUECKON ayTeHTH(PHUKALUU

* pacrio3HaBaHHE YepT JIUIIa
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- aHAJIU3 TIOATNCH

- aHanM3 TeMOpa ronoca

- aHAJIU3 TIOYepKa

10.Kakas ayrenTudukamnms Haubosee CuiibHas?

* nudpoBast MoANUCH

- apoJb

- bnomeTpuuecKas

- YHUKAJbHBIN PEIMET

11. Kakue 1Ba OCHOBHBIX BUIa TpeOOBaHU Ge30macHOCTH coepkar «O0Imue KpUuTepum»

- TpeboBaHUAX 0E30MaCHOCTH, TPOCKTUPOBAHKE B pa3pabOTKa

- UCTIOJIb30BaHKE PECYPCOB, KpUNTOrpaduyeckast moiep:xka

- OIICHKA YS3BMUMOCTEH, OlleHKa 3aJJaHus 110 0€30M1aCHOCTH

* (pyHKIIMOHANBHBIE, TPEOOBaHUS JOBEPUs

12. Kakne mexceTeBble SKpaHbl UCIIOJIB3YIOT Ha TPAHUIIC JIOKAIbHOM ceTh U ceTh MHTepHeT?

- KOMMYTaTOPbI, (PYHKIIMOHUPYIOIINE Ha KaHATBHOM YPOBHE

- CEeTeBble UJIU MAKETHbIE (PHIIBTPHI

* IUTIO3BI CEaHCOBOT'0 YpOBHS (circuit-level proxy);

- MMaKEeTHBIC (DUITBTPHI

13. Kaxoit Bapuant VPN no3BossieT peanu3oBarh 3alIMILEHHOE B3aUMOAECHCTBUE MEXKY CEIMEH-
TOM KOPIIOPaTHBHOM ceTH (IIeHTpaTIbHBIM O0HUCOM UK (UITHUATIOM) M OJMHOYHBIM IOJIb30BaTEIEM, KOTO-
pBIH TOAKIIIOYAETCS K KOPIOPATMBHBIM pecypcamM M3 JoMa (JOMAIlHUM IOJb30BATENlb) WM Yepes3
notebook (MOOHMIIbHBIHN TIOJIE30BATEIIh)

* Bapuant "Remote Access VPN",

- Bapuanr «Intranet VPNy,

- Bapuant «Client/Server VPN,

- BapuaHT «Extranet VPN»

14. Ykaxxure Kakoil mudp ABIIETCS MOTOYHBIM?

* RC6

- DES

- AES

- RSA

15. CxonmbKo KITIOUEH HCIIONB3YIOT OJIOYHBIE, MMOTOYHBIC, ACCUMETPHYHBIE aTOPUTMBI MIHQPOBa-
Hus?

16. Kakue meTop! 3amuThl nHGopManuu ucrnoiab3ytores B cranaapte IEEE802.11 (WiF1)?

- PAW, EWR

- WER, WAP

- PEW, APW

* WEP, WPA

17. Kakue mm¢psl ucnons3ytores B crangapre GSM?

- HE UCTIOJIb3YIOTCS

* [IOTOYHBIE

- OJIOUHBIE

- C OTKPBITBIM KIIFOYEM

18. Uto sByISIETCSI HCTOYHUKOM TTOOOYHBIE 3JIEKTPOMAarHUTHBIE M3nydeHust 1 HaBoaku (IIDMUH),
UCIIOJIb3YEMBIX PAJUOTEXHUYECKOU pa3BEIKON

- aBTOMOOMJIBHBINA TPAHCTIOPT

- DJIEKTPUYECKUNA TPAHCIIOPT

* paAMOAJIEKTPOHHAA anmnaparypa

- JIMHUU 3JIEKTporiepeaay

19. Kakue BuIbI CKpeMOJIEpOB SBIISFOTCS HANOOJIee 3alUIIICHHBIMHI
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- BpEMEHHbIE

- YaCTOTHBIE

- KOMOMHHPOBaHHbBIE

* IOTOYHbIE

20. Kaxoii tuamna3oH 4acTOT MCIIOIB3YeTCsl B CTeraHorpaduu (CO3JaHUM CTera) aKyCTHYECKOro Ka-
HaJsa

*50-300Tn

-300 - 3400 I'n

- 50 - 1800 I'y

-0-20000 I'rg

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI

OK3aMEHaIMOHHBIE BOIIPOCHI

1.BergenuTe 1Ba OCHOBHBIX THIIA MEXCETEBBIX 3KpaHOB. Kakue NeiCTBHS 10 YMOTYAHUIO OCYIIIE-
CTBIISIFOTCSL MEXKCETEBBIM 3KPAaHOM B OTHOLIEHHM Tpaduka? SIBiseTcs au OJUH U3 TUIIOB MEXCETEBBIX
9KpaHOB OoJiee OE30MaCHBIM, HEKENH Ipyroi? YTo MeKceTeBOM 3KpaH MPUKIAIHOTO YPOBHS 110 yMOI4a-
HUIO JI€JIaeT C BHYTPEHHUMH aJpecamu’?

2. B ueM cX0/CTBO MEXCETEBOI0 dKpaHa ¢ QuiibTpauuel maketoB U mapuipyruszaropa? Korma pe-
KOMEHJIyeTCsl BBIOUPATh MEXCETEBOM SKpaH ¢ MakeTHOM (uibTpanueit? Urto gomkeH obecreunBaTh MEX-
CETEeBOM 3KpaH Uil NPOBEPKHU cocTosiHUA? [Ipy KakoM yCcI0BUHM MEXKCETEBOM 3KpaH NMPUKIAJAHOTO YPOBHS
MOYET Ha3bIBaTbCs THOPUTHBIM?

3.¥Yrpo3sl unpopmanuu. Buasl yrpo3. OcHOBHbIE HapylleHUs. XapaKTep MPOUCXOKIEHUS YIpo3.
Hcrounuku yrpo3. IIpeanocbulku nosBiaeHus yrpos.

4. Yro Takoe nHpopmanronHas 0ezonacHocTh? Kakue KOMIOHEHTHI BXOAAT B UH()OPMALMOHHYIO
Oe3omnacHOCTb?

5. HazoBuTe n1Ba THna Ouomerpuueckux cucteM. Ha3oBuTe OCHOBHBIE KaT€ropuu aTax.

6.Cuctema 3amuthl HHGopMaru. Kiaccel kaHaIOB HECAaHKIIMOHUPOBAHHOTO MOTy4eHUs! UHDOP-
Maruu. [IpuunHbl HapyEeHUs [eTOCTHOCTH HHPOPMAIUH.

7. MeTtopl U MOZIETH OLEHKH Ys3BUMOCTH HHpopmanuu. OO011as MoJiesib BO3ACHCTBHS Ha UH(POP-
Manuro. OO01as Mojiesb Tpoliecca HapyIeHus: (PU3NIECKON eTOCTHOCTH HHPOP "MaIuH.

8. CTpyKTypupOBaHHasl CXeMa IOTEHIMAJIBLHO BO3MOXHBIX 3JI0YMBIIIJIEH HBIX JEMCTBUM B aBTO-
MaTU3UPOBAaHHBIX cUCTEMaxX 00pabOTKU JaHHbIX.

9. lns mpenoTBpalleHUs MepexBara JOKHO MCIONIb30BAThCs IM(POBAHHE - BMECTE C KaKOU
ciryx00i1 6ezonacHocTu? MoxeT Jiu cityx0a obecrieueHus: JOCTYITHOCTH NPEAOTBPATUTh aTaku Ha OTKa3 B
oOcity>)xuBaHUU?

10. HazoBute Tpu Tuna ayreHTU(UKanMoHHbIX (akTopoB. [louemy nByxdaxtopHas ayreHTu(uKa-
iVl

11. Merononoruueckue noaxo/ibl K OIIEHKE ySI3BUMOCTU MH(popManuu. MoJesnpb 3aluThl CUCTEMbI
C MOJIHBIM NEpEeKphITHEM. PekoMeHAaluu 110 NCIOIb30BAHUIO MOJIENIEN OLEHKH YSI3BUMOCTH MH(popMma-
uuu. Jlomynienus B MOZIENSIX OLIEHKHU YSI3BUMOCTU UH(POpPMAIIIH.

12. Metonsl onpexeneHuss TpeboBaHui K 3amuTe uHpopmanuu. dakTopsl, 00yCIOBIUBAIOIINE
KOHKpPETHBIE TPeOOBaHUs K 3alluTe, 00YCIOBJIEHHbIE ClieU(UKON aBTOMAaTU3UPOBAHHON 00pabOTKH UH-
dopmanuu. Knaccudukanus tpeboBaHuil K CpeAcTBaM 3allUThl HH)OpMAIHH.

13. TpeOGoBanust K 3amuTe, ONpeAesieMble CTPYKTYpOl aBTOMAaTU3MPOBAH "HOM CHCTEMbI OOpa-
00TkM naHHbIX. TpeGoBaHUs K 3aInTe, 00YCIOBIMBAaEMbIE BUIOM 3aluiaeMoi nHpop—marun. TpedoBa-
HUSl, 00YCJIOBIMBAEMbIE B3aUMOJICHCTBUEM MOJIH30BATENS C KOMTIEKCOM CPEJICTB aBTOMATHU3ALIMH.

14. JlomkHa 1M NOJAUTHKA OE30MACHOCTH ONPEAEATh KOHKPETHbIE TPEOOBaHUS pealn3aluy A
KaXI0r0 TUIIA CUCTEM BHYTpH caMoil moiauTuku? [louemy B moiIuTHKY 0€30MaCHOCTU BKJIHOYAIOT OTKA3bl
OT 3aIUTHI?

15. HazoBure aBe coctapistonmx prcka. KakoB ypoBeHb pucka npu OTCYyTCTBUH yTpo3?

16. Ha3oBure nBe coctaBisiolux pucka. KakoB ypoBeHb pHUcKa IIpU OTCYTCTBUM yrpo3? Uro Ta-
Koe ys3BUMOCTh? HazoBuTe uetkipe 1enu a1 yrpo3. MoxeT Jin yrpo3a UMeTh 0oJiee OTHOM 1en?

17. T'ne pacnonoxXeHbl JOCTYIIHbIE U3 UHTEPHETA CUCTEMBI B APXUTEKTYPE C OJHUM MEXKCETEBBIM
skpaHoM? [louemy nopsA0K npaBuil B HAOOpe MpaBUII MEKCETEBOI0 SKpaHa UrPAET BaXKHYIO POJIb?

18. MoxHo 11 paccmarpuBarh ucnonb3oBanue SSH kak peanusanuio VPN? Ilouemy monb3oBa-
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tenbekue VPN TpeOyroT ctporoii ayreHTudukanmn?

19. Moxer nu mudpoBaHUe MOTHOCTHIO 3AIUTUTH JaHHBIC, TiepenaBaembie yepe3 VPN. C uem
HE00X0IMMO KOMOMHUPOBATh MOJIUTUKY, 4YTOOBI 00ecTieynTh Oe30macHOCTs VPN?

20. ITpuroansl i1 Mexxy3soBble VPN 1111 ucnonb3oBanust Mexay opranuzanuamu? [louemy anpe-
carus SBJSIETCS MOTCHIIMATBHOM MTPOOIEMOA, CBI3aHHOMN C MEKYy3T0BEIMU VPN?

21. AHanu3 CylmIeCTBYIOIIMX METOIMK OINpeAeSICHUs TPeOOBaHUH K 3aIuTe HH()OpMAaITUH.

22. Cranpapt CIIA «Kputepun OLEHKM rapaHTHPOBAHO 3AIIMILEHHBIA BBl UHMCIUTEIBHBIX CH-
creM B nHTEepecax Munucrepcta 000ponsl CIIIA». OcHoBHBIC TonokeHUs1. O PykoBositiieM JOKyMeHTe
[octexxomuccun Poccun «Kiaccugukanys aBTOMaTU3HPOBAHHBIX CUCTEM U TPeOOBAHUH IO 3aIIUTE WH-
dbopmanmmy, BeimymeHHoM B 1992 1. Y. 1. Knacchl 3amuiieHHOCTH CPEICTB BRIUUCTUTEIFHON TEXHUKH
OT HECAHK "[[MOHUPOBAHHOTO JOCTYyIa.

23. ®akTophl, BIUSAIOMNE HA TPeOyeMbIi YpOBEHb 3antuThl HHGopMaruu. OyHKIMKM U 3372494 3a-
muTel nHGopManuu. OCHOBHBIE IMOJIOKEHUS MeXa "HU3MOB HETOCPEACTBEHHON 3aIWTHl U MEXaHU3MBI
yIOpaBJIeHUS] MeXa HU3MaMU HEMOCPEICTBEHHOM 3amuThl. Metonsl GopmMupoBaHus (YHKIHMHA 3aIIUTHI.
CoObITHs1, BO3HUKAIOLIHME ITPU (POPMHUPOBAHUHU (PYHKIMH 3aLTUTHI.

24. Ecnu uH(opMmaIus 04eHb CEKpeTHA, KaKOW METOJ ayTCeHTH(UKAIMKA CJICTYET HCIOIb30BaTh?
['ne MoyKHBI XpaHUTHCA 3alKiCH ayuTa B UacalbHOM ciydae?

25. B 4em cX0ICTBO MEXCETEBOTO 3KpaHa ¢ (puiIbTpalvel makeToB u Mapmpyrusaropa? Korma pe-
KOMEHJTyeTCsl BRIOMpaTh MEXKCETEBON dKpaH C MaKeTHOH (unbTpanueit

26. Kakoe ckpemOmmpoBaHue peann3yeT JaHHbIN ckpeMOnep? (anamoroBoe wiH 1udpoBoe). Ka-
KOW BUJI YaCTOTHOTO MPeoOpa3oBaHUs OCYIIECTBIISIECT JaHHBINA CKpeMOiep?

27. KakoBbl mpeuMyIIecTBa U HEJOCTATKH JAHHOTO BHJa ckpemOiupoBanus? KakoBa pa3z0oopumn-
BOCTb BBIXOAHOTO curHana? Kakyro 1ojsocy 4acToT 3aHMMAaeT BbIXOAHON CUTHAN?

28. CniocoOsI u cpenctBa 3amuTsl nHPopMaruu. CriocoObl «a0COIOTHOW CUCTEMBI 3aIlUThD. Ap-
XUTEKTypa CHCTEM 3aIluThl HHpopmaruu. TpedoBanus. OOMIEMETOI0TOTHYECKUX MTPUHIIUIIOB apXUTEK-
TYpBI CUCTEMBI 3aIUTHI HHGOPMAIIH.

29. Ha kakux cuUCTeMax JOJDKHBI yCTAaHABIMBATbCS aHTUBHUPYCHBIE MporpaMMbl? Kakoil nimvHb
JOJKHBI OBITH MapoJIu?

30. Yro nomkeH obecnieuyrBaTh MEKCETEBOM KpaH Ui MpoBepku cocTossHusA? IIpu kakoMm ycio-
BUU MEXXCETEBOM 3KpaH MPUKIIATHOTO YPOBHS MOXET Ha3bIBAaThCsI THOPUAHBIM?

31. Cormacao I'OCT P MCO/MDK 17799:2005 - xakue Tpu rpynmsl (aKTOPOB HEOOXOAUMO YUH -
TBIBaTh MPH (HPOPMUPOBAHUU TPEOOBAHMIA B 00JIACTH HHPOPMALTMOHHON O€30MaCHOCTH?

32. Kakue ocHOBHbIE HH()OPMAIIMOHHBIE aKTUBBI J1.0. YUTEHBI M 3aKpPEIUICHBI 32 OTBETCTBEHHBIMU
BJIQJICIBIIAMHU JIJIsl oOecTieueHus] HHPOPMAIIMOHHOW O€30MacHOCTH OpTraHu3alun?

34. KitoueBble MOMEHTHI 3Tara aHajin3a PUCKOB: (TIEPEUNCITUTE)

35. Ilpuroansl iu Mexy3noBble VPN aiis ncnonp3oBanus Mexay opranuzanusmu? [louemy anpe-
canus SIBJISIETCS TOTCHIIMAILHON TTPOOIEeMOM, CBSI3aHHOW ¢ MEXKY3JIOBBIMU VPN?

36. Kakue nBa Kputepus JOKHBI UCIIOIb30BATHCS U1 ONPEAEIEHUS TOr0, KAKOe YCTPOUCTBO Clle-
JIyeT UCIIOJIb30BaTh - MEKCETeBOM AKpaH win VPN-cepBep Ha otnenbHOM cucteme? Eciau ucnonbiyercs
otaenbHblil VPN-cepBep, JODKEH 1M OH pa3MenaTbes B JEMUJINTaPU30BAaHHOM 30HE NHTEpHETA?

37. Kakum HaOOpOM MapamMeTpoB MOXET ObITh uaeHTHu(HUIMpoBaH puck. [1o kakoit ¢popmyrne mo-
KeT OBITh BHIYMCIIEHA CTOMMOCTb pUcKa?

38. Ilepeuncaute cranmapre OK 11 kiaccoB GyHKIIMOHATBEHBIX TPEOOBAHUIA.

39. Kak npou3BOIUTCS BEIYMCIICHUE MTOTEHIMAIa HaMaIeHUs?

40. MoxHo 51 paccmaTpuBarh ucnosb3oBanne SSH kak peanuzamuio VPN? [louemy nonb3oBa-
tenbekue VPN TpeOyroT ctporoii ayreHTudukanmmn?

41. Moxer i1 mm@poBaHUE TOJHOCTHIO 3alIUTUTh JTaHHBIE, TepeaaBaembie yepe3 VPN. C dem
HE0OX0IMMO KOMOMHUPOBATh MOJIUTUKY, YTOOBI 00ECTICUUTh OE30MaCHOCTH?

14.1.3. Tembl 0IPOCOB HA 3aHATHAX
Llenu u 3agaun kypca. [Ipeamer, cTpykTypa U KpaTkoe coaep:kaHue Kypca. Victopus BO3HUKHOBe-
HUS U Pa3BUTHS CUCTEM 3AIIUTHI HHPOPMALIUH.
[ToHsTHE HalMOHAIBHOW 0€30macHOCTH. Buapl 6€301macHOCTH JMYHOCTH, OOLIECTBA U rocynap-
CTBA: SKOHOMUYECKasl, BHYTPUIIOJIMTHYECKAs, COLIMATIbHASL, MEXyHapoiHasl, UH(OPMALIMOHHAs, BOCHHAs,
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NOTpaHUYHas, SKOJIOrHuecKkas u apyrue. Buapl 3amumniaemoit nudopmarmu. OCHOBHBIE IOHATHS M 001IIE-
METOJIOJIOTHYECKHE TIPUHIIUIBI TeOpuru MHGOPMAIMOHHON Oe3omacHocTH. Ponb mHbOpManmonHon 6e3-
OIMAaCHOCTU B 00ECIIEYEHNH HAIIMOHAIbHOW Oe3omacHoCcTH rocyaapceTa. Obecnedenne nHpOPMALMOHHOM
0€30MacHOCTH B HOPMAJIbHBIX M Ype3BbIYAHBIX cUTyalusx. OCHOBHbBIE NMPaBOBbIE U HOPMATHUBHBIE AKThI
B 0071acTH MHPOPMALIMOHHOW Oe30macHOCTH. MeToauuecKue yKa3aHus 1Mo U3y4eHuIo Kypca. Pekomennuy -
eMasi OCHOBHAs U JIONOJHUTEIbHAS JINTEpaTypa.

OcCHOBHBIE MOHATHS TEOPUU KOMIIBIOTEpHOH Oe3onacHocTu. [lonsaTue ndopmarmu, nHGopmarm-
onHoi 6e3onacHOCTH AC. CyOBeKTHO-00BEKTHASI MOJIENh HHPOPMAITMOHHOM cucTeMbl. OCHOBHBIE OIpe-
nenenus. S3pik. OObexTbl. CyObekthl. Joctyn. MHbopmanmmoHHbI mOTOK. MOHUTOp 0G€30MacHOCTH.
SAnpo GeszomacHoctu. Mepapxuueckre MOIEIH BBIYMCIUTENBHBIX CHCTEM M MOJENIb B3aUMOACHCTBUA
oTkphIThIX cucteM (OSI/ISO). Llennocts uHpopManuu. AnautuBHas monenb. [lopsakoBas mkana. Pe-
[IeTka [eHHOCTU. AHalau3 yrpo3 MHGOPMAIMOHHON 0e30MacHOCTH. YTpo3bl KOHGUACHIIMAILHOCTH, 1Ie-
JIOCTHOCTH, TOCTYIIHOCTH WH(OPMALIUH, PACKPBHITHS TapaMeTPOB HH(POPMALIMOHHON CUCTEMBI.

CtpyKTypa T€OpHUH KOMIBIOTEpHOU Oe3onacHocTH. OCHOBHBIC YPOBHU 3alTUTHI HHGOpMaIHH. 3a-
[IMTa MalIMHHBIX HOocuTened uadopmammu (MHU). 3ammra cpencts B3anmoaeiicteus ¢ MHU. 3amura
npencTaBieHus nHdopmaiuu. 3anmrTa coaepxanus nadopmannu. OCHOBHbBIE BUBI aTak Ha MH(OpMaIU-
onnble AC. Knaccugukarysi OCHOBHBIX aTak U BPEJAOHOCHBIX MPOTPaMM.

[IpuMeHeHre nepapxuyeckoro mMetona sl nmoctpoenus 3amuineHHo AC. MccnenoBanue Kop-
peKTHOCTH peanu3aiuu U MeToasl Bepudukanuu AC. Teopus 6e3onacubix cucreM (TCB).Mudopmaru-
onnble AC u mporpaMMHBIE€ CpEACTBA, CEPTU(PUIIMPOBAHHBIE B COOTBETCTBUU ¢ TpeOoBaHUsIMH «OpaHxe-
BOM KHUTHY». [IpobieMbl KoMIbIoTepHOM Oe30macHOCTH. [lepcnekTBHbIE HAaNpaBIEHUS HCCIIEJOBAaHUH B
00J1aCTH KOMITBIOTEpHOU Oe3omacHOCTU. L[eHTphl KOMIBIOTEpHON Oe30macHOCTH. PexoMeHmanuu 1o
CaMOCTOATEIIFHOMY YIITyOJIIEHHOMY U3y4YeHHIO pa3ziesioB Kypca. O630p auTeparypsl.

[Tonsitue u ocobeHHoCTH yTeuku uHpopmanuu. CTpykTypa, KiaccuuKalys U OCHOBHBIE Xapak-
TEPUCTUKN TEXHUUECKUX KaHAJOB yTeuku HH(popmauuu. [Ipo-cTeie U cOCTaBHBIE TEXHHUYECKUE KaHAIIbI
yTeuku nHpopMauu. XapakTepUCTUKa U BO3SMOXXHOCTH ONTUYECKUX, AKYCTUYECKUX, PAH0OIEKTPOHHBIX
¥ MaTepUaJIbHO-BEIIECTBEHHBIX KAHAIOB YTEUKHA HHPOPMAIIUH.

14.1.4. TeMBbI KOLTTOKBHYMOB

1. UccnenoBanue u pa3paboTka METOMKU pa3BepThiBaHUs U agmMuHUcTpupoBanus WEB-cepsepa
Ha Windows Server 2012

2. UccnenoBanue cucteMbl 00ecredeHUs 3alllMIIEHHOTO MapUIpyTHU3UPYEMOIO B3aUMOJAEHUCTBUS
IPY UCIIOJIb30BaHUU IporpaMMHoro odecnedenus: ViPNet Custom

3. Cucrema 3amuThl HHQOPMALIUK OT HECAHKIIMOHUpPOBaHHOTO foctyna "Crpax”

4. UccnenoBaHue 3alUIEHHON CHCTEMbl XpaHEHHUs JaHHBIX Ha 0a3e mporpaMMHOro o0ecrieyeHus
C OTKPBITBIM HCXO/HBIM KOJIOM

5. Cucrema 3amuthl nHGopmarmu "SecretNet"

6. MeTonbl OLleHKH KadecTBa ajJrOpUTMOB MOTOYHOIO MIH(POBaHMS U MPOTpaMMHAs peanu3ariius
cratuctnyeckux recro HUCT

7. Cucrema 3amuthl uHpopmanuu Dallas Lock

8. 3amuTa GecipoBoanbIx cereit cranaaptoB IEEE 802.11

9. UccnenoBanre METOIOB aHAJIOTOBOTO CKpeMOmpoBaHus Ha 6a3e LabView

10. UccnenoBanue cucteMbl 00ecreueH sl 3alUIeHHOr0 MapIIpyTH3UPYEMOTO B3auMOJICHCTBUS
IIPU UCIIOJIb30BaHUU nporpammHoro odecrieuenuss ViPNet CSP

11. 3ammra 6ecnipoBoaubIx cetel ctanaaptoB IEEE 802.15

12. ViccnenoBanue 3alMILEHHON MHOTOTOUEUHOH BuaeokoHpepeHI| cBsi3u Ha 6aze WEB-TexHom0-
THH

13. 3amumra 6ecipoBoHbIX ceTelt crangapToB GSM, CDMA

14. 3amuTa 6ecripoBoHbIX ceteil cranaaproB WiMAX

15. 3amumra 6ecipoBoHbIX ceTelt crangapToB LTE

16. UccnenoBanue TEXHOJIOIMM MHOXECTBEHHOro joctyna Ha 6aze OFDM-Monymsainuu 1 TeXHO-
noruu MIMO

17. ®opmanbHble MOJIUTUKH U MaTeMaTHYE€CKHE MOJIETTH KOMITBIOTEpPHON 6€30aCHOCTH

18. Opranusanus 3amutsl cereir CISCO
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19. O630p n aHanu3 Haubosiee BAKHBIX CTAHJIAPTOB U crielu(HUKanuil B 00671acTH UH(POPMALIUOH-
HOM 06€30I1aCHOCTH

20. O630p 1 aHAIN3 KIACCUIECKUX KpUTITOrpadhudecKux mudpon

21. O630p 1 aHAJIN3 CUMMETPUYHBIX KPUOTOTpaQUUECKuX MH(pOB

22. O0630p 1 aHAINU3 ACCUMETPUYHBIX KPUITOrpaPUIECKUX MHPPOB

23. [IporpamMMHbIe KOMILJIEKCHI 7151 CO3aHusl KPUTITOBAIIOTHl BUTKOMH

24. Anroputm mudpoBanus nanabix AES 1 ero nporpamMmMHas peaau3aims
25. UndpactpyKTypbl OTKpbITHIX Kiaroueit PKI

14.1.5. Tembl JOMAIIHHUX 3aJaHAN

1. UccnenoBanue u pa3paboTka METOMKU pa3BepThiBaHUA U agmMuHUcTpupoBanus WEB-cepsepa
Ha Windows Server 2012

2. UccnenoBanue cucteMbl 00ecredeHUs 3alllMIIEHHOIO MapUIpyTHU3UPYEMOIO B3aUMOJAEUCTBUS
IPY UCIIOJIb30BaHUU IporpaMMHoro odecnedenus: ViPNet Custom

3. Cucrema 3amuThl HHPOPMALIUK OT HECAHKIIMOHUPOBaHHOTO foctyna "Crpax”

4. UccnenoBaHue 3alUIEHHON CHCTEMbl XpaHEHHUs JaHHBIX Ha 0a3e mporpaMMHOro o0ecrieyeHus
C OTKPBITBIM HCXOTHBIM KOJIOM

5. Cucrema 3amuthl nHGopmaruu "SecretNet"

6. MeTonibl OLleHKH KadecTBa ajJrOpUTMOB MOTOYHOIO MIM(POBaHMS U MPOTpaMMHAs peanu3arius
cratuctnyeckux recro HUCT

7. Cucrema 3amuthl uHpopmanuu Dallas Lock

8. 3amuTa GecipoBoanbIx cereit cranaapToB IEEE 802.11

9. UccnenoBanre METOIOB aHAJIOTOBOTO CKpeMOmpoBaHus Ha 6a3e LabView

10. UccnenoBanue cucteMbl 00ecreueH sl 3alUIeHHOr0 MapIIpyTH3UPYEMOTO B3aUMOJICHCTBUS
IIPU UCIIOJIb30BaHUU nporpammHoro odecrieuenuss ViPNet CSP

11. 3ammra 6ecnipoBoaubIx cetelt ctanaaptoB IEEE 802.15

12. ViccnenoBanue 3alMIEHHON MHOTOTOUEUHOH BuaeoKkoHpepeHI| cBs3u Ha 6aze WEB-TexHo0-
THH

13. 3amumra 6ecipoBoHBIX ceTelt crangapToB GSM, CDMA

14. 3amuTa 6ecripoBoHbIX ceteil cranaaproB WiMAX

15. 3amumra 6ecipoBoHbIX ceTel crangapToB LTE

16. UccnenoBanue TEXHOJIOIMH MHOXECTBEHHOro joctyna Ha 6aze OFDM-Monymsinuu U TeXHO-
noruu MIMO

17. ®opmarnbHbIe MOJUTUKH U MAaTEMaTHYE€CKHE MOJIETTH KOMITBIOTEpPHON 6€30IaCHOCTH

18. Opranusanus 3amutsl cereid CISCO
19. O630p u ananu3 Haubosee BaXXHBIX CTAHJAPTOB U cHEHUPUKAIUI B 00JacTH MH(OPMAIIMOH-
HOU 6€30I1aCHOCTH

20. O630p 1 aHAJIN3 KJIACCUYECKUX KPUNTOrpaduieckux muppon

21. O630p 1 aHAIN3 CUMMETPUYHBIX KpUIITOrpapUuecKuX MHUPpoB

22. O630p 1 aHAJIN3 ACCUMETPUYHBIX KpUNTOrpaduyeckux mudpos

23. IIporpaMMHbI€ KOMIUTEKCHI JIJIsI CO3/IaHUSI KPUNITOBAIKOTHI BUTKOMH

24. Anaroput™ mudpoBanus naHubix AES u ero nporpammuas peanuszanus
25. UndpactpykTypbl OTKpBITHIX Kiatouel PKI

14.1.6. TeMmbl MHAMBUIYAJIbHBIX 3aJaHUI

1. UccnenoBanue u pa3paboTka METOIMKU pa3BepThIBaHUA U agMuHUcTpupoBanus WEB-cepsepa
Ha Windows Server 2012

2. HccnenoBanue cHCTEMBl OOECTIEYECHHUS 3AIIMIICHHOTO MapHIPyTH3UPYEMOTO B3aMMOJCHCTBUS
MIPH UCTOJIL30BaHKUH MporpaMMHoro obecnieuenus ViPNet Custom

3. Cucrema 3amuThl HTHPOPMAIMH OT HECAHKIIMOHUPOBaHHOTO gocTyna "Crpax"

4. VccnenoBanue 3alMIIEHHON CUCTEMBI XpaHEHUS JaHHBIX Ha 0a3e mporpaMMHOro o0ecreyeHus
C OTKPBITHIM UCXOJTHBIM KOJOM

5. Cuctema 3amuthl nHGopmaruu "SecretNet"
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6. MeTonbl OlleHKH KadecTBa aJrOpUTMOB MOTOYHOTO MIM(POBAHMS W MPOTPAMMHAS PEaTH3AIIH
cratuctuueckux tecto HUCT

7. Cucrema 3amutsl nHGopmarmu Dallas Lock

8. 3amuTa GecripoBoaHbIX ceTeit ctanaaptToB IEEE 802.11

9. UccnenoBanre METOAOB aHAJIOTOBOTO CKpeMOmupoBaHus Ha 6aze LabView

10. UccnenoBanne cUCTEMBbI 0OCCIICUCHHSI 3alTUIIICHHOTO MAapUIPYTU3HUPYEMOTO B3aUMOACHCTBUS
IPY UCTIOJIb30BaHUU TiporpaMMHoro obecniedenust ViPNet CSP

11. 3amura 6ecipoBoanbix ceteit ctanaaptoB IEEE 802.15

12. VccnenoBanue 3alMIEHHON MHOTOTOUEYHOH BuaeokoHDepeHI] cBsa3u Ha 6aze WEB-TexHom0-
TUu

13. 3amuTa 6ecipoBoHbIX ceteit cranaaproB GSM, CDMA

14. 3amuTa GecripoBoIHBIX ceTel ctaHaapToB WiMAX

15. 3amuTa 6ecripoBoHbIX ceteit crannapros LTE

16. UccnenoBanne TEXHOJIOTHMH MHOXECTBEHHOTO JocTyma Ha 6aze OFDM-Monynsnuu U TeXHO-
soruu MIMO

17. ®opManbHBIC MOTUTHKNA U MAaTEMaTHUYECKHUE MOJICTTH KOMITBIOTEPHON 0€301aCHOCTH

18. Opranuzanus 3amutsl cereit CISCO
19. O630p n aHanu3 Haubosiee BAKHBIX CTAHJIAPTOB U crielUHUKanuil B 00671acTH UH(OPMALIUOH-
HOM 06€30I1aCHOCTH

20. O630p 1 aHAIN3 KIACCUYECKUX KpUTITOrpadhudecKux mudpon

21. O630p 1 aHAJIN3 CUMMETPUYHBIX KPUOTOTpaQUUECKuX MH(PPOB

22. O0630p 1 aHAIU3 ACCUMETPUYHBIX KPUITOrPaPUICCKUX MHPPOB

23. [IporpamMMHbIe KOMILJIEKCHI 17151 CO3JaHusl KPUIITOBAIIOTHI BUTKOMH

24. Anroputm mudpoBanus nanabix AES u ero nporpamMmMHas peaau3aims
25. UndpactpyKTypbl OTKpBITHIX Kiaroueit PKI

14.1.7. Bonipocsl Ha co0eceroBaHue

1.BeraenuTe 1Ba OCHOBHBIX THIIA MEXCETEBBIX 3KpaHOB. Kakue NeicTBUS 10 YMOTYaHUIO OCYIIIE-
CTBIISIFOTCSL MEXKCETEBBIM 3KPAaHOM B OTHOLIEHMM Tpaduka? SIBiIseTcs IM OJUH U3 TUIIOB MEXCETEBBIX
9KpaHOB OoJiee OE30MaCHbIM, HEKENU Ipyroi? YTo MeKceTeBOM 3KpaH MPUKIAIHOTO YPOBHS 110 yMOI4a-
HUIO JI€JIaeT C BHYTPEHHUMH aJpecamu’?

2. B ueM cX0/CTBO MEXCETEBOI0 dKpaHa ¢ QuiibTpauuell maketoB u mapuipyruszaropa? Korma pe-
KOMEHJIyeTCsl BBIOUPATh MEXCETEBOM SKpaH ¢ MakeTHOM (uibTpanueit? Uto gomkeH obecreunBaTh MEX-
CETEeBOM 3KpaH Uil IPOBEPKHU cocTosiHUA? [Ipy KakoM yCcI0BHHM MEXKCETEBOM 3KpaH NMPUKIAJAHOTO YPOBHS
MOYET Ha3bIBaTbCs THOPUIHBIM?

3.¥Yrpo3sl unpopmanuu. Buasl yrpo3. OcHOBHbIE HapylleHUs. XapaKTep MPOUCXOKIEHUS YIpo3.
Hcrounuku yrpo3. IIpennocbuiku nosBiaeHus yrpos.

4. Yro Takoe nHpopmanroHHas 0ezonacHocTh? Kakue KOMIOHEHTHI BXOAAT B UH()OPMALMOHHYIO
Oe3omnacHOCTb?

5. HazoBuTe nBa THna Ouomerpuueckux cucteM. Ha3oBuTe OCHOBHbIE KaT€ropuu aTax.

6.Cuctema 3amuthl HHGopMaruu. Kinaccel kaHaIOB HECAaHKIIMOHUPOBAHHOTO MOTy4eHUs: UHDOP-
Maruu. [IpuunHbl HapyEeHUs [eTOCTHOCTH HHPOPMAIIH.

7. MeTtopl U MOZIETH OLEHKH Ys3BUMOCTH HHpopmanuu. OO01as MoJiesib BO3ACHCTBHS Ha UH(POP-
Manuro. O01as Mojienb Tpoliecca HapyIeHus: (PU3NIeCKON 1eTOCTHOCTH HHPOP "MaIUH.

8. CTpyKTypupOBaHHasl CXeMa IOTEHIMAJIBLHO BO3MOXHBIX 3JI0YMBIIIJIEH HBIX JIEMCTBUM B aBTO-
MaTU3UPOBAHHBIX cUCTEMaxX 00pabOTKU JaHHbIX.

9. lns mpenoTBpalleHUsl MepexBara JOKHO MCIONb30BAThC IIM(POBAHHE - BMECTE C KaKOU
ciryx00i1 6ezonacHocTu? MoXeT Jiu cityx0a obecrieueHus: JOCTYITHOCTH NPEAOTBPATUTh aTaku Ha OTKa3 B
oOcity>)xuBaHUU?

10. HazoBuTte Tpu Tuna ayreHTU(UKanMoHHbIX (akTopoB. [louemy nByxdaxtopHas ayreHTuuKa-
iVt

11. Merononoruuyeckue noaxo/bl K OIIEHKE ySI3BUMOCTU UH(popManuu. MoJesnp 3aluThl CUCTEMBbI
C MOJIHBIM NEpEeKphITHEM. PekoMeHAaluu 10 NCIOIb30BAHUIO MOJIENIEN OLEHKH YSI3BUMOCTU MH(popMma-
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un. JlomyIieHus: B MOZIEISIX OLEHKH YSI3BUMOCTH HH(OpMAIIHH.

12. Metonsl omnpezeneHust TpeOoBaHui K 3amuTe WHpopmaruu. PakTopbl, 00yCIOBIMBAIONINE
KOHKpETHbIE TpeOOBaHUs K 3alIUTe, 00YCIOB JIEHHBIE CIIeU(UKON aBTOMAaTU3UPOBAHHONW 00pabOTKM UH-
dbopmanmn. Kimaccudukanus TpedboBaHU K CpeACTBaM 3alTUTHI HHPOPMAITUH.

13. TpeGoBanus K 3amiuTe, ONpeAeNseMble CTPYKTYpOH aBTOMAaTH3HPOBAH "HOM CHUCTEMBI 0Opa-
00TkH maHHBIX. TpeOoBaHUA K 3amuTe, 00YCIOBIMBAEMbIC BUIOM 3amiuimaeMon napop—manun. Tpedosa-
HUs1, 00YCIIOBIMBaEMbIe B3aUMOACHCTBUEM MOJIH30BATENS C KOM TIJIEKCOM CPEJCTB aBTOMATU3ALHH.

14. JlomkHa M MONUTHUKA OE30MacHOCTU ONPEAEIsATh KOHKPETHbIE TPEOOBaHUS pean3aluu s
Ka)XXJIOTO THIIA CUCTEM BHYTpU caMoil moimutuku? [louemy B MONMUTUKY 06€30MaCHOCTH BKJIIOYAIOT OTKA3bI
OT 3alUTEI?

15. HazoBure nBe cocTaBistommx prucka. KakoB ypoBeHb pucKa Ipyu OTCYTCTBUH YIpo3?

16. HazoBute nBe cocraBistommx pucka. KakoB ypoBeHb pHUCKa MpU OTCYTCTBUU yrpo3? YUto Ta-
Koe ys3BUMOCTh? HazoBuTe ueTsipe Lenu s yrpo3. MoxXeT I yrpo3a UMeTh 0osiee oJHOH neinun?

17. T'ne pacnonoxeHbl JOCTYIHbIE U3 UHTEPHETA CUCTEMBI B apXUTEKTYpE C OJHUM MEXKCETEBbIM
skpanom? IloyeMy mopsAoK mpaBuil B HAOOpe MPaBUII MEXKCETEBOIO KpaHa UTPACT BAXKHYIO POJIb?

18. MoxHo nu paccMmarpuBaTh ucnoias3oBanue SSH kak peanuzanuio VPN? Ilouemy mosb3oBa-
tenbekue VPN TpeOyroT ctporoii ayreHTudukanmmn?

19. Moxer nu mudpoBaHUE MOTHOCTHIO 3AIIUTUTH JaHHBIC, TiepenaBaembie yepe3 VPN. C uem
HE00X0IMMO KOMOMHUPOBATh MOJIUTUKY, 4TOOBI 00ecTieunTh 6e30nacHOCTs VPN?

20. ITpuroansl i1 Mexxy3soBble VPN 1111 ucnonb3oBanusi Mexay opranuzanusamu’? [louemy anpe-
caius SBJSIETCS MOTCHIIMATBHOM MTPOOJIEMO, CBI3aHHOMN C MEKy3T10BEIMU VPN?

21. AHanu3 CylIIeCTBYIOIIMX METOIMK OINpeAeSICHNUs TPeOOBaHUH K 3aIuTe HH(OpMAITUH.

22. Cranpapt CIIA «Kputepun OLEHKH rapaHTHPOBAHO 3AIIMILEHHBIA BBl UHUCIUTEIbHBIX CH-
cteM B nHTEepecax Munucrepcta 000porsl CIIIA». OcHoBHBIC TonokeHUsA. O PykoBosiiieM JOKyMeHTe
[octexxomuccnn Poccun «Knmaccugukanys aBTOMaTU3HPOBAHHBIX CUCTEM U TPeOOBAHUH IO 3aIIUTE WH-
dbopmanmmy, BeimymeHHoM B 1992 1. Y. 1. Knacchl 3amuiieHHOCTH CPEICTB BRIUUCTUTEIFHON TEXHUKH
OT HECAHK "[[MOHUPOBAHHOTO JOCTYyIa.

23. ®akTophl, BAUSAIOMNE HA TpeOyeMbIi YpOBEHb 3anuThl nHGopMaruu. OyHKINKM U 337494 3a-
muTel nHGopManuu. OCHOBHBIE IMOJIOKEHUS MeXa "HU3MOB HETOCPEACTBEHHON 3aIUTHl U MEXaHU3MBI
yIOpaBiIeHUS] MeXa HU3MaMU HEMOCPEICTBEHHOM 3amuThl. Metonsl GopmMupoBaHus (YHKIHMHA 3aIIUTHI.
CoObITHs1, BO3HUKAIOLIHME ITPU (POPMHUPOBAHUU (PYHKIMH 3aLTUTHI.

24. Ecnu uH(opMmaIusi 04eHb CEKpeTHA, KaKOW METOJ ayTCeHTH(UKAIMK CJICTYET MCIOIb30BaTh?
I'ne nOKHBI XpaHUTHCS 3aIIMCH ayJUTa B UIEAIBHOM cilydae?

25. B 4em cX0ICTBO MEXCETEBOTO 3KpaHa ¢ (puiIbTpalvel makeToB u Mapupyrusaropa? Korma pe-
KOMEHJIyeTCsl BBIOMpATh MEXKCETEBON 3KpaH C MaKeTHOH (unbTpanueit

26. Kakoe ckpemOmmpoBaHue peann3yeT JaHHbIN ckpeMOnep? (aHamoroBoe wiH 1udpoBoe). Ka-
KOW BUJI YaCTOTHOTO MPe0Opa30BaHUs OCYIIECTBIISIET JaHHBINA CKpeMOep?

27. KakoBbl mpeuMyIIecTBa U HEJOCTATKH JAHHOTO BHJa ckpemOiupoBanus? KakoBa pa3z0oopum-
BOCTb BBIXOAHOTO curHana? Kakyro 1ojsocy 4acToT 3aHMMaeT BBIXOAHON CUTHAN?

28. CniocoOsI u cpenctBa 3amuThl nHPopMaruu. CriocoObl «a0COIOTHOW CUCTEMBI 3aIlUThD. Ap-
XUTEKTypa CHCTEM 3aIliuThl HHpopmaruu. TpeboBanus. OOIIEMETO0TOTHYECKUX MTPUHIIUIIOB apXUTEK-
TYpBl CUCTEMBI 3aIUTHI HHGOPMAIIH.

29. Ha kakux cuUCTeMax JOJDKHBI yCTaHABIMBATbCS aHTUBUPYCHBIE MporpaMMbl? Kakol nimvHb
JOJKHBI OBITH MTapoJIu?

30. Yro nomkeH obecnieuyrBaTh MEKCETEBOM KpaH Ui MpoBepku cocTossHusA? IIpu kakoMm ycio-
BUU MEXXCETEBOM 3KpaH MPUKIIATHOTO YPOBHS MOXET Ha3bIBAThCsI THOPUAHBIM?

31. Cormacao I'OCT P UCO/MDK 17799:2005 - xakue Tpu rpynmsl (aKTOPOB HEOOXOAUMO YUH -
TBIBATh NPH (HOPMUPOBAHUU TPEOOBAHMI B 00JIACTH HHPOPMALITMOHHON 6€30MaCHOCTH?

32. Kakue ocHOBHbIE HH()OPMAIIMOHHBIE aKTUBBI J1.0. YUTEHBI U 3aKPEIUICHBI 32 OTBETCTBEHHBIMU
BJIQJICIBIIAMHU ISl oOecTieueHus] HHPOPMAIIMOHHOW O€30MacHOCTH OpTraHu3alun?

34. KitoueBble MOMEHTHI 3Tara aHajin3a PUCKOB: (TIEPEUNCITUTE)

35. Ilpuroansl iu Mexy3noBble VPN aiis ncnonp3oBanus Mexay opranuzanusmu? [louemy anpe-
canus SIBJISICTCS TOTCHIIMAILHON TTPOOIeMOM, CBSI3aHHOW ¢ MEKY3JIOBBIMU VPN?
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36. Kakue nBa kputepus JOKHBI UCIIOIb30BATHCS U1 ONPEAEIEHUS TOr0, KAKOe YCTPOUCTBO Clle-
JIyeT UCIOJIb30BaTh - MEKCETeBOM AKpaH win VPN-cepBep Ha otnenbHOM cucteme? Eciu ucnonbiyercs
otaenbHblil VPN-cepBep, JODKEH 1M OH pa3MenaTbes B JEMIJINTaPU30BAHHOM 30HE NHTEpHETa?

37. Kakum HabOpOM MapamMeTpoB MOXET ObITh uaeHTH(HUIMpoBaH puck. [1o xakoit ¢popmyne mo-
KeT OBITh BHIYMCIIEHA CTOMMOCTb pUcKa?

38. Ilepeuncaute cranmapre OK 11 kiaccoB GyHKIIMOHATBEHBIX TPEOOBAHUIA.

39. Kak npou3BOIUTCS BEIYMCIICHUE MTOTEHIMAIa HaMaIeHUs?

40. MoxHo 51 paccmaTpuBarh ucnosb3oBanue SSH kak peanuzamuio VPN? [louemy nonb3oBa-
tenbekue VPN TpeOyroT ctporoii ayreHTudukanmmn?

41. Moxer i mm@ppoBaHUE TOJHOCTHIO 3alIUTUTh JTaHHBIE, TepeaaBaembie yepe3 VPN. C gem
HE0OX0IMMO KOMOMHUPOBATh MOJIUTUKY, YTOOBI 00ECTIEUYHTh OE30MaCHOCTH?

14.1.8. Tems! pedepaToB

1. UccnenoBanue u pa3paboTka METOMKU pa3BepThiBaHUs U agMuHUcTpupoBanus WEB-cepsepa
Ha Windows Server 2012

2. UccnenoBanue cucteMbl 00ecredeHUs 3alllMIIEHHOTO MapUIpyTHU3UPYEMOIO B3aUMOJAEUCTBUS
IPY UCIIOJIb30BaHUU IporpaMMHoro odecnedenus: ViPNet Custom

3. Cucrema 3amuThl HHPOPMALIUK OT HECAHKIIMOHUpPOBaHHOTO foctyna "Crpax”

4. UccnenoBaHue 3alUIEHHON CHCTEMbl XpaHEHHUs JaHHBIX Ha 0a3e MporpaMMHOro o0ecrieyeHus
C OTKPBITBIM HCXOTHBIM KOJIOM

5. Cucrema 3amuthl nHGopmaruu "SecretNet"

6. MeTonibl OLlEeHKH KadecTBa ajJrOpUTMOB MOTOYHOIO MIH(POBaHMS U MPOTpaMMHAs peanu3alius
cratuctnyeckux recro HUCT

7. Cucrema 3amuthl uHpopmanuu Dallas Lock

8. 3amuTa GecipoBoanbIx cereit cranaapToB IEEE 802.11

9. UccnenoBanre METOAOB aHAJIOTOBOTO CKpeMOmpoBaHus Ha 6a3e LabView

10. UccnenoBanue cucteMbl 00ecreueH sl 3alUIeHHOI0 MapIIPYTU3UPYEMOTO B3aUMOJICHCTBUS
IIPU UCIIOJIb30BaHUU nporpammHoro odecrieuenuss ViPNet CSP

11. 3ammra 6ecnipoBoaubIx cetelt ctanaaptoB IEEE 802.15

12. ViccnenoBanue 3alMIEHHON MHOTOTOUEUHOH BUaeoKkoHpepeHI| cBs3u Ha 6aze WEB-TexHoo-
THH

13. 3ammra 6ecipoBoiHbIX ceTe crangapToB GSM, CDMA

14. 3amuTa 6ecripoBoHbIX ceteil cranaaproB WiMAX

15. 3amumra 6ecipoBoiHbIX ceTei crangapToB LTE

16. UccnenoBanue TEXHOJIOIMM MHOXECTBEHHOro joctyna Ha 6aze OFDM-Monymsuuu 1 TeXHO-
noruu MIMO

17. ®opmarnbHbIe MOJIUTUKH U MAaTEMaTHYE€CKHE MOJIETTH KOMITBIOTEpHON 6€30MaCHOCTH

18. Opranusanus 3amutsl cereid CISCO
19. OG30p u ananu3 Haubosee BaXKHBIX CTAHJAPTOB U cHElUPUKAIUIl B 006JacTH MH(OPMAIIUOH-
HOU 6€30I1aCHOCTH

20. O630p ¥ aHAJIN3 KJIACCUYECKUX KpUNTOrpaduieckux mudppon

21. O630p 1 aHAIN3 CUMMETPUYHBIX KpUIITOrpapUUeCcKUX MHUPPOB

22. O630p 1 aHAJIN3 ACCUMETPUYHBIX KpUNTOrpaduyeckux mudpos

23. IIporpaMMHbI€ KOMIUTEKCHI JIJIs1 CO3/IaHUSI KPUNITOBAIKOTHI BUTKOMH

24. Anaroput™ mudpoBanus nanubix AES u ero nporpammuas peanuszanus
25. UndpactpykTypbl OTKpBITHIX Kiatouel PKI

14.1.9. TeMbI 1OKJI210B
HccnenoBanue u pa3paboTka METOAMKH pa3BepThIBaHUS U anMuHUcTpupoBanus WEB-cepBepa Ha
Windows Server 2012
HccnenoBanue cUCTeMbl 00ECTIEUCHHUS 3aIUIIEHHOTO MapUIPyTU3UPYEMOTO B3aUMOJICUCTBUS TIPU
MCIIOJIb30BaHUU TIporpammHoro ooecnedenust ViPNet Custom
Cucrema 3amuThl ”HPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JocTymna "Crpax"
HccnenoBanue 3alUIEHHON CUCTEMbI XpaHEHUs JaHHbBIX Ha 0a3e MpOrpaMMHOIo o0ecreyeHus ¢
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OTKPBITHIM UCXOJHBIM KOJIOM

Cucrema 3amutsl nHGopmaruu "SecretNet"

MeTo/ibl OLIEHKH KauecTBa aITOPUTMOB ITOTOYHOTO IU(PPOBaHUS U MPOTpaMMHast peau3alus cTa-
tuctudeckux rectop HUCT

Cucrema 3ammtsl nHpopmanuu Dallas Lock

3ammra 6ecripoBonHbIX ceteid crannaptoB IEEE 802.11

HccnenoBanne METOJIOB aHATIOTOBOTO ckpeMOmpoBanus Ha 6aze LabView

HccnenoBanue cucteMbl 00eCIeYeHUs 3alUILEHHOI0 MapUIpPyTU3UPYEMOT0 B3aUMOJICHCTBUS IIPU
UCTIOJIb30BaHUU IIporpaMMHoro obecrnieuenus: ViPNet CSP

3ammura 6ecripoBoHbIX cererd cranaapToB IEEE 802.15

HccnenoBanue 3alIMIIIEHHON MHOTOTOUEYHOW BUAeOKOH(pepeHI] cBs3u Ha 0aze WEB-TexHonoruu

3ammra OecripoBoHBIX ceteit crannapToB GSM, CDMA

3ammra 6ecripoBOIHBIX ceTei ctanaapToB WiIMAX

3ammra OecrpoBoHbIX ceTe crannapToB LTE

HccnenoBanue TEXHOJIOTMHA MHOXKECTBEHHOTO focTymna Ha 6aze OFDM-Monyasuuu U TeXHOIOTUH
MIMO

q)OpMaJII:HBIe IOJIMTUKHY U MaTEMAaTHYCCKUC MOJACIIN KOMHBIOTepHOfI 0e30ImacHOCTH

Opranuzanus 3aumuTsl ceteit CISCO
O0630p u aHanu3 Hanboyiee BaXKHBIX CTAHIAAPTOB U CHECHUPUKAIMA B 00JaCTH WH(DOPMAITMOHHON
0€30MacHOCTH

0O030p 1 aHaTN3 KIACCUYECKUX KpUNTOrpapuuecKux mudpos

O0630p 1 aHAIM3 CHMMETPHUYHBIX KPUITOrpaPUIeCKUX MHppPOB

O0630p 1 aHATN3 ACCUMETPUYHBIX KPUNITOrpahuUecKuX MuppoB
[IporpamMMHbIE€ KOMITIEKCHI JUIsl CO3JIaHUSI KPUTITOBAIIOTHI BUTKOWH
Anroput™m mugpoBanus faHHbIX AES 1 ero nporpamMMHas peanusanus
NudpacTpykTypsl OTKpBITHIX Kirouei PKI

14.1.10. Bonnpocsl Ha CaMONOATOTOBKY
- YCBOEHUE JIEKIIMOHHOTO MaTepualia 1o y4eOHbIM TOCOOHUSIM ¢ CaMONPOBEPKOI MO KOHTPOJIbHBIM
BOIpocaM (KOHTPOJIbHBIE BOIIPOCHI COAEpPKATCS B yueOHOM ITOCOOMU — CM. - MIOATOTOBKA K dK3aMeHy [3a-
muTa MHGOopMaIy B ”HPOKOMMYHHUKALMOHHBIX CUCTEMAaX U ceTsaX: YuebHoe nocobue / ['onukoB A. M. —
2015. 284 c. https://edu.tusur.ru/training/publications/5262]

14.1.11. TeMmbl KOHTPOJILHBIX PadOT

1. Uro Takoe nnpopmannonHas 6ezomnacHocTh? Kakre KOMIOHEHTHI BXOIAT B HH()OPMAIIMOHHYIO
0€e301acHOCTb?

2. HazoBure /1Ba THIIa OMOMETpUYECKUX cUcTeM. Ha30BUTe OCHOBHBIE KaTETOPUH aTak.

3. Jns mpenoTBpalleHus MepexBara JOJKHO MCIIOJIb30BaThCS MIM(PPOBAHUE - BMECTE C KaKou
ciyx00# 0ezomacHocTH? MOXeT JM Ciry:k0a oOecrieueHust JOCTYITHOCTH NPEAOTBPATUTh aTaky Ha OTKAa3 B
o0cmy>XxuBaHUHN?

4. HazoBute Tpu Tumna ayreHTH(UKauoHHBIX (pakropoB. [Touemy nByxdakropHas ayreHTHDUKA-
WS CUJIbHEe, YeM ofHo(akTopHas? 3aueM HYKEH ayauT?

5. JlomkHa M MOMUTHKA OE30HMacCHOCTH OIPENeNATh KOHKPETHBbIE TPeOOBaHMS pealu3aluu s
KaXI0T0 TUIIA CUCTEM BHYTpH camoil monuTuku? [loueMy B moiauTHKY 0€30MaCHOCTH BKIIOYAIOT OTKAa3bl
OT 3aIUTHI?

6. HazoBuTe n1Be cocTaBisomuxX pucka. KakoB ypoBeHb pucKa IpH OTCYTCTBUU YIpo3?

7. Urto Takoe ys3BUMOCTh? HazoBuTe 4eThipe menu aiist yrpo3. MOXeT Jii yrpo3a UMeTh 0oJiee of1-
HOM 1enu?

8. Ha kxakux cucTemax HOJDKHBI yCTaHABIMBATbCA AHTUBUPYCHBIE mporpammbl? Kakoi JUIHHBI
JOJKHBI OBITH MTapoJIu?

9. Ecniu mHpOpManus o4eHb CEKpETHA, KAaKOH METOJ ayTeHTHU(HUKAIMU CIIEAYEeT HCIIOJIb30BaTh?
['ne DOKHBI XpaHUTHCSA 3alMCH ayJUTa B UCAIbHOM cliydae?

10. B 9em cX0CcTBO MEKCETEBOTO dKpaHa ¢ (GUIBTpAIMe MakeToB U Mapiipyruzaropa? Korna pe-
KOMEH/TYETCsI BRIOMPATh MEKCETEBOM IKpaH ¢ MaKeTHOH uiabTpanuen?
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11. Yto momxeH oOecrieunBaTh MEKCETEBOM SKpaH Ui MpoBepku coctosHus? Ilpu xakom ycio-
BUU MEXCETEBOM SKpaH NPUKIIAJHOTO YPOBHS MOXET Ha3bIBAaTbCs TMOPUIHBIM?

12. MoxHo nu paccmarpuBarh ucnonb3oBaHnue SSH kak peanusanuio VPN? Ilouemy monb3oBa-
tenbckre VPN TpeOyroT cTporoit ayreHTHdUKAIIm?

13. Moxer nu muppoBaHUE MOJHOCTHIO 3alIUTUTH JaHHbIE, nepenaBaeMblie yepe3 VPN. C uem
HE0OX0AMMO KOMOMHHPOBATH TIOJUTUKY, YTOOBI oOecreunTsh 6e30nacHoCTs VPN?

14. Ilpuroans! 11 Mexy3nosble VPN 14 ucnonb3oBanus Mexay opranusanusamu? [louemy anpe-
canus SIBJISICTCS TOTCHIIMAILHON TTPOOIeMOM, CBSI3aHHOW ¢ MEKY3JT0BBIMU VPN?

15. Kakue nBa Kputepust 10JKHBI UCIIOIB30BaThCA ISl ONPEEIIEHUS TOTO, KAKOE YCTPOICTBO clie-
JIyeT UCIIOJIb30BaTh - MEKCEeTeBOM AKpaH win VPN-cepBep Ha otnenbHOM cucteme? Eciau ucnonbiyercs
otnenbHblil VPN-cepBep, JODKEH 1M OH pa3MenaTbes B JEMUINTaPU30BAaHHOM 30HE NHTEpHETa?

16. ITouemy mporecc peanuzanuu VPN npencrapiser co0oi ropa3ao Oosbiiee, 4eM BHIOOp ajiro-
putMa mudposanusa? Kakue MexaHW3Mbl ayTeHTH(HUKALUK Jy4Ille BCETO MCIOJIb30BATh ISl MOJIb30Ba-
Tenbckon VPN?

17. Moxet i ObITh B3JIOMaH MPaBUWIBHO peaTn30BaHHbIN "o1HOpa30BbIil 61J0kHOT"? Kakyto mmm-
HY uMeroT kimoun DES?

18. B uem 3akitouaercs ocHoBHOM HenocTaTtok DES? 3a cuer uero TpoitHoit DES nossimaer ypo-
BeHb Oe3omnacHocTu anroputma DES?

19. dns wero npeanasnaden anroputm AES? Ha cnoxnocTn kakoit 3amaun Oazupyercs 6e3omac-
HOCTb, oOecrieunBaeMas anroputMom {uddu-Xemmmana?

20. Yro takoe mudposas noanuck? IloueMy OTKpBITBIE KIIFOUM JOJDKHBI OBITH CEpTH(GUINpPOBAH-
HBIMU?

14.1.12. Bonpocsl 1J11 NOATOTOBKHU K MPAKTHYECKUM 3aHATUSIM, CEMHHapaM

Crannaptel HHQOPMAIIMOHHON 0€30MaCHOCTH U KPUTEPHH OLIEHKH OE€30MaCHOCTH KOMIBbIOTEPHBIX
CHUCTEM U ceTel

Pa3paboTka apxXUTEeKTypbl MOJETH 0€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM U ceTei

Pa3paboTka MpakTHYECKUX PEKOMEHAAIMI MO 00eCleueHUI0 0e30MacHOCTH HH(POPMAIMOHHBIX
CUCTEM

3aKoHOAATEIHCTBO B 0071aCTH HH(POPMAITMOHHOM 0€30IMaCHOCTH

[TonsitTne n ocobeHHOCTH yTeuku uHpopmaruu. CTpyKTypa, Kiaccu(uKalus 1 OCHOBHbIE Xapak-
TEPUCTUKH TEXHUYECKUX KaHAJIOB yTeuku MHpopmauuu. [Ipo-cTbie U cocTaBHbIE TEXHHUUECKHE KaHAJbI
yTe4uKkH UH(popMauu. XapakTeprUCTUKA U BOBMOKHOCTH ONTHYECKUX, aKyCTUUYECKUX, PaIUO3TEKTPOHHBIX
U MaTepHalibHO-BEILIECTBEHHBIX KaHAIOB YTEUKU UH(POPMAIIUH.

14.1.13. Bonipocsl nupepeHupoBaHHOIO 3a4eTa

1.BeiienuTe 1Ba OCHOBHBIX THIIA MEXCETEBBIX 3KpaHOB. Kakue neiCTBUS O YMOJTYAHHUIO OCYIIIE-
CTBIISIFOTCSI MEKCETEBBIM 3KPAHOM B OTHOIICHUU Tpaduka? SIBisercs U OOUH U3 TUIIOB MEXKCETEBBIX
9KpaHOB OoJiee 6e30MacHBIM, HEXENH Apyroi? YUTo MexKceTeBON SKpaH MPHUKIAAHOTO YPOBHS IO yMOJIda -
HUIO JIeJIaeT C BHYTPEHHUMHU a/ipecamu’?

2. B "eM cX0/ICTBO MEXKCETEeBOT0O dKpaHa ¢ QuiIbTpanuel makeToB u mapiipyruzaropa? Korna pe-
KOMEH/IyeTCsl BBIOMpaTh MEKCETEBOM KpaH ¢ nakeTHou ¢unbrpanuei? Uto nomkeH obecrieunBaTh MEx-
CETEBOM 3KpaH Uil IPOBEPKHU cocTosiHUA? [Ipy KakoM ycI0BUM MEXKCETEBOM 3KpaH NMPUKIIAJIHOTO YPOBHS
MO>KET Ha3bIBAThCSI THOPUTHBIM?

3.Yrpo3sl unpopmanuu. Bunsl yrpos. OCHOBHBIE HAapyIIEHHUs. XapakTep MPOUCXOKICHHS YTrPo3.
Hcrounuku yrpo3. [Ipeanocsuiky nosiBieHus: yrpos.

4. Yto takoe nH(opMarmonHas 6e3onacHocTh? Kakue KOMIOHEHTHI BXOAAT B MHPOPMAITHOHHYIO
0€e301acHOCTb?

5. HazoBuTe n1Ba Tna OnoMeTpudeckux cucreM. Ha3oBUTE OCHOBHBIE KaTErOPUH aTak.

6.Cucrema 3amuthbl nHpopmanuu. Kinaccel kaHanoB HECAHKIIMOHUPOBAHHOTO MOJIy4YeHUs: UHGOp-
Maruu. [IpuanHbl HapyIeHNs HEeTOCTHOCTH HH(POPMALIUH.

7. MeTozbl U MOJIENIA OLEHKHU YSI3BUMOCTH MHpopMmanuu. OO011ast MoJenb BO3AeHCTBHS Ha HH(OP-
maruio. Ob1ast MoJelb Tporiecca HapyieHus: (PU3NIECKOH LEIOCTHOCTH HH(POP "MAIIHH.

8. CTpyKTypHUpOBaHHasl cXeMma MOTEHIMAIbHO BO3MOXKHBIX 3JIOYMBILIJIEH "HbIX JACHCTBUN B aBTO-
MaTU3UPOBAHHBIX CHCTEMaX 00pa0OTKHU JTaHHBIX.

9. Ins mpenoTBpalleHus MepexBara JOJKHO MCIIOJIb30BaThCS MIM(PPOBAHUE - BMECTE C KaKou
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ciyx00# 0ezomacHocT? MoOeT M ciry:xk0a oOecrieueHust JOCTYITHOCTH NPEAOTBPATUTh aTaky Ha OTKAa3 B
o0cmy>XxuBaHUHN?

10. HazoBuTe Tpu THIA ayTeHTUPHUKAIMOHHBIX (hakTopoB. [Touemy nByxdaxkropHas ayreHTH(HKA-
iVt

11. MeTononornyeckue noaxoAbl K OILIEHKE YSI3BUMOCTH MH(pOpMaIuu. Mojesnb 3aliuThl CUCTEMbI
C TOJHBIM MepeKphITHEM. PekoMeHIaluy 0 UCIOIB30BAaHUIO MOJENel OLIEHKH YS3BUMOCTH MH(opma-
un. JlomyIieHus: B MOZICISIX OLEHKH YSI3BUMOCTH HH(OpMAIHH.

12. Metonsl omnpezeneHust TpeOoBaHuid K 3amute nHpopmaruu. PakTopbl, 00yCIOBIMBAIONINE
KOHKpETHbIE TpeOOBaHUs K 3alIUTe, 00YCIOB JIEHHBIE CIIeHU(UKON aBTOMAaTU3UPOBAHHONW 00pabOTKU HH-
dbopmanmu. Kimaccudukanus TpedboBaHui K CpeACTBaM 3alTUThI HHPOPMAITUH.

13. TpeGoBanus K 3amuTe, ONpeAeNsieMble CTPYKTYpOH aBTOMAaTH3HPOBAH "HOM CHUCTEMBI 0oOpa-
00TkH maHHBIX. TpeOoBaHU K 3amuTe, 00YCIOBIMBAEMbIC BUIOM 3amiuimaeMon napop—manun. TpedoBa-
HUs1, 00yCIIOBIMBaEMbIe B3aUMOACHCTBUEM MOJIH30BATENS C KOM TIJIEKCOM CPEJCTB aBTOMATHU3ALHH.

14. JlomkHa M MonUTHKa O€30MacHOCTU ONPEAEsATh KOHKPETHbIE TPEeOOBaHUS pean3aluu IS
Ka)XXJIOTO TUIIA CUCTEM BHYTpU caMoil moimutuku? [louyemy B MONMUTUKY 06€30MaCHOCTH BKJIIOYAIOT OTKA3bI
OT 3alUTEI?

15. HazoBure nBe cocraBistommx prucka. KakoB ypoBeHb pucKa Ipyu OTCYTCTBUH YIpo3?

16. HazoBute nBe cocraBistommx pucka. KakoB ypoBeHb pHuCKa Mpu OTCYTCTBUU yrpo3? YUto Ta-
Koe ys3BUMOCTh? HazoBuTe ueTsipe Lenu s yrpo3. MoxXeT JIu yrpo3a uMeTh 0osee oJHOH neinun?

17. T'ne pacnonoxeHbl JOCTYIHbIE U3 UHTEPHETA CUCTEMBI B apXUTEKTYpE C OJHUM MEXKCETEBbIM
skpanom? IloyeMy mopsAoK mpaBui B HAOOpe MPaBUII MEXKCETEBOTO KpaHa UTPACT BAXKHYIO POJIb?

18. MoxHo 71 paccMmarpuBaTh ucnoias3oBanue SSH kak peanuzanuio VPN? Ilouemy mosnb3oBa-
tesnbekue VPN TpeOyroT ctporoii ayreHTudukanmn?

19. Moxer nu mudpoBaHUE MOTHOCTHIO 3AIUTUTH JaHHBIC, TiepenaBaembie yepe3 VPN. C uem
HE00X0IMMO KOMOMHUPOBATh MOJIUTUKY, 4TOOBI 00ecTieunTh 6e30macHOCTs VPN?

20. ITpuroansl 1 Mexxy3soBble VPN 111 ucnonb3oBanusi Mexay opranuzanuamu’? [louemy anpe-
carus SBJSIETCS MOTCHIIMATBLHOM MTPOOIEMOM, CBI3aHHON C MEKYy3T0BEIMU VPN?

21. AHanu3 CylmIeCTBYIOIIMX METOIMK OIpeAeSICHNUs TPeOOBaHUH K 3aIuTe HH()OpMAITUH.

22. Cranpapt CIIA «Kputepun OLEHKM rapaHTHPOBAHO 3AIIMILEHHBIH BBl UHUCIUTEIBHBIX CH-
cteM B nHTEepecax Munucrepctsa 000porsl CIIIA». OcHoBHBIC TonokeHUsA. O PykoBosiiieM JOKyMeHTe
[octexxomuccun Poccun «Knmaccugukanys aBToOMaTU3HPOBAHHBIX CUCTEM U TPeOOBAHUH IO 3aIIUTE WH-
dbopmanmm», BeimymeHHoM B 1992 1. Y. 1. Knacchl 3amuiieHHOCTH CPEICTB BRIUUCTUTEIFHON TEXHUKH
OT HECAHK "[[MOHUPOBAHHOTO JOCTYyIa.

23. ®akTophl, BAUSAIOMNE HA TpeOyeMbIi YpOBEHb 3antuThl nHGopMaruu. OyHKIMKM U 332494 3a-
muTel nHGopManuu. OCHOBHBIE IMOJIOKEHUS MeXa "HU3MOB HETOCPEACTBEHHON 3aIUTHl U MEXAHU3MBI
yIOpaBiIeHUS] MeXa HU3MaMU HEMOCPEJCTBEHHOM 3amuThl. Metonsl GopmMupoBaHus (YHKIHMHA 3aIIUTHI.
CoObITHs1, BO3HUKAIOLIHME ITPU (POPMHUPOBAHUU (PYHKIMH 3aLTUTHI.

24. Ecnu uH(opMmaIus 04eHb CEKpeTHA, KaKOW METO/ ayTCeHTH(UKAIMK CJICTYET MCIOIb30BaTh?
I'’ne nOKHBI XpaHUTBHCS 3aIIUCH ayJUTa B UIEAIBHOM cilydae?

25. B 4em cX0ICTBO MEXCETEBOTO 3KpaHa ¢ (puiIbTpalve makeToB u Mapupyrusaropa? Korma pe-
KOMEHJTyeTCsl BBIOMpATh MEXCETEBON dKpaH C MaKeTHOH (uibTpanneit

26. Kakoe ckpemOmmpoBaHue peann3yeT JaHHbINH ckpeMOnep? (anamoroBoe wiH 1udpoBoe). Ka-
KOW BUJI YaCTOTHOTO MPe0Opa30BaHUs OCYIIECTBIISIET JaHHBINA CKpeMOep?

27. KakoBbl mpeuMyIIecTBa U HEJOCTATKH JAHHOTO BHJa ckpemOiupoBanus? KakoBa pa3z0oopumn-
BOCTb BBIXOAHOTO curHana? Kakyro 1ojsocy 4acToT 3aHMMaeT BBIXOAHON CUTHAN?

28. CniocoOsI u cpenctBa 3amuTsl nHPopMaruu. CrocoObl «aOCOIOTHOW CUCTEMBI 3aIlUThD. Ap-
XUTEKTypa CHCTEM 3aIliuThl HHpopmaruu. TpedoBanus. OOMEMETO0TOTHYECKUX MTPUHIIUIIOB apXUTEK-
TYpBl CUCTEMBI 3aIUTHI HHGOPMAIIH.

29. Ha kakux cuUCTeMax JOJDKHBI yCTaHABIMBATbCS aHTUBUPYCHBIE MporpaMMbl? Kakol nimvHb
JOJKHBI OBITH MTapoJIu?

30. Yro nomkeH obecnieuyrBaTh MEKCETEBOM KpaH Ui MpoBepku cocTossHusA? [Ipu kakoMm ycio-
BUHU MEXXCETEBOM 3KpaH MPUKIIATHOTO YPOBHS MOXET Ha3bIBAaThCsI THOPUAHBIM?

31. Cormacao I'OCT P UCO/MDK 17799:2005 - xakue Tpu rpynmsl (aKTOPOB HEOOXOAUMO YUH -
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TBIBATh NPH (POPMUPOBAHUU TPEOOBAHMIA B 00JIACTH HHPOPMALTMOHHON 6€301aCHOCTH?

32. Kakue ocHOBHbIE HH()OPMAIIMOHHBIE aKTUBBI J1.0. YUTEHBI U 3aKpPEIUICHBI 32 OTBETCTBEHHBIMU
BJIQJICIBIIAMHU ISl oOecTieueHus] HHPOPMAIIMOHHOW O€30MacHOCTH OpTraHu3alun?

34. KitoueBble MOMEHTHI 3Tara aHaJln3a PUCKOB: (TIEPEUNCITUTE)

35. Ilpuroansl iu Mexy3noBble VPN aiis ncnonp3oBanus Mexay opranuzanusmu? [louemy anpe-
canus SIBJISICTCS TOTCHIIMAILHON TTPOOIeMOM, CBSI3aHHOW ¢ MEKY3JIOBBIMU VPN?

36. Kakue nBa Kputepus JOKHBI UCIIOIb30BATHCS U1 ONPEAEIEHUS TOr0, KAKOe YCTPOUCTBO Clle-
JIyeT UCIIOJIb30BaTh - MEKCEeTeBOM AKpaH win VPN-cepBep Ha oTnenbHOM cucteme? Eciau ucnonbiyercs
otnenbHblil VPN-cepBep, JODKEH 1M OH pa3MenaTbes B JEMUJINTaPU30BAHHOM 30HE NHTEpHETa?

37. Kakum HaOOpOM TMapamMeTpoB MOXET ObITh uaeHTH(HUIMpoBaH puck. [1o kakoit ¢popmyne mo-
KeT OBITh BHIYMCIIEHA CTOMMOCTb pUcKa?

38. Ilepeuncaute cranmapre OK 11 kiaccoB GyHKIIMOHATBEHBIX TPEOOBAHUIA.

39. Kak npou3BOIUTCS BEIYKMCIICHUE MTOTEHIMAIa HaMaIeHUs ?

40. MoxHo 51 paccMaTpuBarh ucnosib3oBanre SSH kak peanuzamuio VPN? [louemy nonb3oBa-
tesnbekue VPN TpeOyroT ctporoii ayreHTudukanmn?

41. Moxer iu mm@poBaHUE TOJHOCTHIO 3alIUTUTh JTaHHbIE, TepeaaBaembie yepe3 VPN. C gem
HE00X0IMMO KOMOMHUPOBATh TOJIUTUKY, YTOOBI 00ECTICUYUTh OE30MaCHOCTH?

14.1.14. Tembl pacyeTHBIX padoT

1. UccnenoBanue u pa3paboTka METOMKU pa3BepThiBaHUA U agMuHUcTpupoBanus WEB-cepsepa
Ha Windows Server 2012 2. MccienoBanue CUCTeMbl 00eCIeUeHHs 3alMIEHHOTO MapIIpyTU3UPYEMOTO
B3aUMOJICHCTBHS MPU MCTIOIB30BaHUU TIporpammHoro obecrnieuenus ViPNet Custom 3. Cuctema 3amuThl
uHbOpMaAIMK OT HecaHKUHOHHpoBaHHOTO Aoctyma "Crpax" 4. MccnemoBaHue 3allUIIEHHON CHCTEMBI
XpaHEHUsl JaHHBIX Ha 0a3e MPOrpaMMHOIO OOECIeUeHUsI C OTKPBITBIM UCXOIHBIM KojoM 5. Cucrema 3a-
muTel uHpopmarmu "SecretNet" 6. MeTonpl OLEHKH KauecTBa aJFOPUTMOB MOTOYHOTO IIU(PPOBAHUSA U
nporpammHas peanmsaius cratuctuaeckux tectoB HUCT 7. Cucrema 3amutel uHdopmaruu Dallas
Lock 8. 3ammra 6ecipoBoanbix ceteit ctannaptoB IEEE 802.11 9. MccnenoBanue MeTOA0B aHAIOTOBOTO
ckpembOnupoBanus Ha 6a3ze LabView 10. MccnenoBanue cucteMbl obecrnieyeHusl 3allMIEHHOrO Mapuipy-
TU3UPYEMOTO B3aUMOJICHCTBHS MPH MCIIONB30BaHUU IporpaMMHoro odecnieuenuss ViPNet CSP 11. 3amu-
Ta 6ecipoBoanbIX cerer ctangaptoB IEEE 802.15 12. UccnenoBanne 3amuieHHON MHOTOTOUYEYHON BH-
neokoH(pepeHl cBa3u Ha 6aze WEB-texnonoruu 13. 3ammura G6ecripoBoHbIX cereil ctannaproB GSM,
CDMA 14. 3ammra 6ectipoBogHbIX cetert ctangaptoB WIMAX. 15. 3amura 6€cipoBOIHBIX CEeTEH CTaH-
naproB LTE 16. HccnenoBanue TEXHOIOTUHM MHOXECTBEHHOTO jaocTymna Ha 0aze OFDM-monymsauuu u
texHosorun MIMO 17. @opMasbHbIe TOJIUTUKH U MAaTEMaTUYECKUE MOJEIIM KOMITbIOTEpPHON 0€30IacHo-
ctu 18. Opranuzanus 3aumrsl ceteit CISCO 19. O630p u ananu3 Haubosee BaKHBIX CTAHJAPTOB U CIIE-
nudukanuit B odnactu uudopmanronHon 0ezonacHoctu 20. O630p U aHAIU3 KIACCUYECKUX KpUIITOrpa-
¢uueckux mudpos 21. O630p U aHATU3 CUMMETPUYHBIX KpunTorpapuueckux mudpos 22. O630p u aHa-
JIN3 aCCUMETPUYHBIX Kpunrorpadpuueckux mudpon 23. [IporpaMMHbIe KOMIUIEKCHI ISl CO3aHMsI KPUII-
TOBaIOTHI butkoiin 24. Anroput™m mudpoBanus naHHbIX AES u ero nporpamMuas peanuzanus 25. UH-
bpacTpyKTypbl OTKpBITHIX Kitouel PKI.

14.1.15. Tembl JJa00paTOPHBIX PadoOT

N3yyeHne MexIyHApOIHOTO CTaHaapTa 6e3omnacHocTy nHpopMaoHHbIx cucteM ISO 17799

Cucrtema aHanu3a pUCKOB U IPOBEPKH MOJUTHKH UH(OPMALIMOHHOM 0€3011aCHOCTH NPEANPUATUS

HccnenoBanue cuctemsl 3amuThl HHPopMaun «Ctpax NT»

Cucrtema 3amuthl nHGopmaruu SecretNet

Cuctema 3amutsl nHpopmaruu Dallas

OHepreTuyecKkoe CKphITHE pedeBoil HH(opMaIK (C UCTIOIb30BaHUEM 3BYKOBON KapThl U 3BYKOBO-
ro peaaktopa [I9BM).

14.2. TpeOoBaHMS K OLIEHOYHBIM MAaTepHaJIaM /JIsl JIUI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st munr ¢ orpaHUYEHHBIME BO3MOXKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTOTHU -
TeJbHBIC OLICHOYHBIE MaTepUaJIbl, IEPEYCHh KOTOPBIX yKa3aH B Tabmuiie 14.
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Ta6mx1ua 14 — I[OHOJIHI/ITGJIBHLIG MaTCpuajibl OLUCHUBAHUSA IJId JIUL C OrPpaHUYCHHBIMU BO3MOXKHOCTAMU

3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu
00y4arommxcs

Bup! JONOTHATEBHBIX OIEHOYHBIX
MaTepuaioB

@®opMBI KOHTPOJISL U OI[CHKH
pe3yabTaTOB 00yUCHUS

C napyueHusMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOThI

[IpenMy111eCTBEHHO MMChMEHHAs
IIPOBEPKa

C HapymeHHIMHU
3peHus

CobecenoBanue 1Mo BOIpOcaM K 3a4eTy,
OIIPOC 0 TEPMHHAM

[TpenMyIIeCTBEHHO yCTHAs IPOBEPKa
(MHIUBUYaTbHO)

C napyueHusmMu
OIIOPHO-
JIBUTATEITLHOTO
armapara

Perienue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE PA0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE PabOThI, BOIIPOCHI K
3a4eTy

HpeI/IMyIJ_[eCTBCHHO JAUCTaHIIMOHHBbIMHA
METOAAMU

C orpaHUYEHUSIMH I10
00LIEMETUIIMHCKUM
MOKA3aHUSIM

TecTbl, MICEMEHHBIE CAMOCTOSTENTLHBIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyriecTBEHHO TPOBEPKA
METOJIaMU UCXOs U3 COCTOSIHUS
o0ydJaromierocst HA MOMEHT ITPOBEPKHU

14.3. MeTroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEPHAIaM JIsl JIML C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis M ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAJTUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUI OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B IIeyaTHO! (hopMe ¢ YBETHMUYEHHBIM IPUPTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABIICHUE 3a/laHUs C UCTIOJIb30BAaHUEM CYPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOIPOCHL. [l TaKUX 00y4aroIuXcs peycMaTpuBaeTCsl JOCTYII -
Has popmMa mpeoCTaBICHHS OTBETOB HA 3a/1aHUs, @ IMEHHO:

- IUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- HabOp OTBETOB C UCIOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTAaTOB OOYYEHMs JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl M1 MHBAIHJIOB IO JUCUUIUIMHE TPEIyCMaTPUBACT MPEAoCTaBIeHne HHpopManuy B popMax, aaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 3A0POBbS M BOCIPUATHS HH(POpMALIUK:

JL1s1 i1 ¢ HApYIIEHUSIMH 3PeHust:

- B (hopMe 3NIEKTPOHHOI'O TIOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JList JiM1 ¢ HapyLIeHUusIMH CJIyXa:

- B (hopMe INIEKTPOHHOIO IOKYMEHTA;

- B Me4aTHOU (opme.

JLst M1 ¢ HapyLIeHUsIMY OIIOPHO-ABUTaTeJILHOIO0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

ITpu HEoOXomUMOCTH /TS JIUL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUIOB IpOILIE-
Jypa OILICHUBAHUSI PE3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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