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1. Heau v 3a1a4m M CHUTLIAHBI

1.1. Heau TUCHUNIHHBI
Hucnunmuna "KomupoBanue u mmdpoBanue uHpopmamu B cucremax cBszu" (KullllIBCC)
OTHOCHUTCS K YHCIy JUCIHIUIMH CIIeIHaIN3aui pabouero y4eOHOro Tiana Jjisi MOATOTOBKH HHXKEHEPOB
mo cneruaidbHOCTH  11.05.02-PagnosnekTpoHHBIE  CHCTEMBI M KOMIUIEKCHI  (CIIeHaIA3aIus
PanuosnexTponHbie cucteMbl mepenaadn uHpopMmaruu). Llensio mpenonaBaHus TUCIUILUIMHEI SBISICTCS
M3Y4YCHUE OCHOBHBIX 3aKOHOMEPHOCTEH Iepemaadyu WHPOpMalud B IUGPOBBIX TEICKOMMYHHKAITMOHHBIX
CHCTEMaX.

1.2. 3agaum IMCHUIIITHHBI
— [J OcHOBHO# 3amauell TUCHMIUIMHBI SBISETCS (POPMHPOBAHUE y CTYACHTOB KOMIIETEHIIHH,
MO3BOJISIIOIIMX CaMOCTOSITEIbHO IPOBOAUTH MareMaTH4eCKMH aHanu3 (U3MUYECKUX IPOLECCOB B
aHAJIOTOBBIX M IM(POBBIX YCTpoiicTBaX (opMupoBaHus, mpeoOpa3oBaHUs M OOPaOOTKH CHTHAJIOB,
OLIEHUBATh peasibHbIe U IMPEJe/IbHbIE BO3MOXHOCTH IPOIYCKHONH CIIOCOOHOCTH M IOMEXOYCTOHYHMBOCTH
TEJIEKOMMYHUKAI[HOHHBIX CUCTEM U CETEH.

— [ B xypce KulllMBCC npuHST €IuHBIA METOMOJIOTUUYECKUM MOJIX0J K aHaM3y U CHUHTE3Y
COBPEMEHHBIX TEIEKOMMYHHKAIIMOHHBIX CHUCTEM M YCTPOMCTB Ha OCHOBE BEPOATHOCTHBIX MOjeNeit
COOOIIIEHUH, CUTHAJIOB, MIOMEX W KAHAJIIOB B CHCTEMax CBs3u. [IpemycMOTpeHHBIE TporpamMMoi Kypca
KulllIBCC 3HaHUS SBISIOTCS HE TOIBKO 0a30ii 715 MOCIEAYIONIET0 U3YUEeHHsI CTIeUaIbHbIX IUCIUIUINH,
HO HMMCIOT TaKXKE CaMOCTOATEIbHOE 3HA4YCHHE s (DOPMUPOBAHUS WHKCHEPOB IO CIECNUATBHOCTH
11.05.02 PagnosaeKTpOHHbBIE CUCTEMBI M KOMIICKCHI.

2. MecTto mucunniunbl B ctpykrype OITIOII
Hucnunmuna «KomupoBanue u mmdpoBanue uHopMmanuu B cuctemMax cBs3u» (b1.5.31.2)
OoTHOCUTCS K 070Ky 1 (Oa3o0Bast 4acThb).
[IpenumiecTByIOUMMH ~ TUCHUIUIMHAMHY, (OPMHUPYIOIIMMU HayalbHbIE 3HAHUS, SBISIOTCS:
Komaupoanue n mmdpoBanre nHOPMALIUU B CUCTEMAX CBS3H.
[Tocnenyromumu aucuuIiimHamMu  aBisitorces: KomupoBanue u mmdpoBaHue HHPOpMALMKU B
CUCTEMax CBSI3U.

3. TpeOoBaHus K pe3yJbTAaTaM OCBOCHHS IHCIUILIHHBI

[Tpouecc n3yueHus: AMCUUILIIMHBI HApaBjieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIIETEHIIUN:

— TICK-2.4 cnocoGHOCTBIO TPOBOAUTH KOMITBIOTEPHOE MPOEKTUPOBAHWE M MOJAEIMPOBAHUE
ParMo3IEeKTPOHHBIX CUCTEM Nepeaay HHPOPMAIIUU U UX MOJCUCTEM;

B pesynbrare u3ydeHus IUCHUIUIMHBI 00Y4atoIUNCs JOIKEH:

— 3HaTh 3HaTh - (pU3MUYECKUE U MaTeMaTH4YecKHe MOJEIM MPOILECCOB U SBJICHUH, JeXalluX B
OCHOBE IPUHILIMAIIOB ACUCTBUSA PAJIMOTEXHUYECKUX YCTPOMICTB M CHUCTEM; - OCHOBHBIE 3aKOHOMEPHOCTHU
HCTOPUYECKOTO Mpoliecca B HaAyKe M TEXHHKE, ITAlbl HCTOPUUYECKOTO Pa3BUTHS PAaJUOTEXHUKH, MECTO U
3HauEHHE PaJMOCHCTEM Iepenadyn MH(POPMALMU B COBPEMEHHOM MHUPE; - METOJO0JIOIMYECKHEe OCHOBBI U
IIPUHIUIIBI COBPEMEHHON HAYyKH.

—  yMeThb YMeTb - GOpPMYIUPOBATh U pelliaTh 337a4i, FPaMOTHO MCIIOJIb30BaTh MaTeMaTHYeCcKHil
anmnapar M 4YHUCICHHBIE METOABI JUISl aHajdu3a M CHHTE3a PaJUOTEXHUYECKUX YCTPOMCTB U CHCTEM;
TOTOBUTh METOJI0JIOTHYECKOe OOOCHOBAHME HAy4YHBIX HCCIIEAOBAaHUNH W TEXHUYECKHUX pa3paboTOK B
00JIaCTH PaUOCUCTEM NEpeaaun HHPOPMAIIH.

— BJaJeThb BJIAJ€Th - MAaTEeMAaTHYECKUM alllaparoM JUJIsl pelleHus 3aJa4 TeOpPeTHYeCKOu U
NPUKIAJHON paAMOTEXHUKHU, METOAAMM HCCIENOBaHMS M MOJEIMPOBAHUS CHCTEM Iepeladu
uH(pOpMaLIUH.

4. O0beM JMCUMILIMHBI M BUJbI Y4eOHOH padoThI
OOmast TpyAOEMKOCTh IUCIHMIUIMHBI cocTaBisieT 4.0 3aueTHBIX €IWHHUIBI U TpE/CTaBleHa B
tabmuue 4.1.
‘Ta6J11/1ua 4.1 — TpynoeMKOCTb JUCIUILINHEI

‘ Bunbl yueOHOI nesTenbHOCTH ‘ Bcero gacos CemecTpsl
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8 cemectp 9 cemectp

AynutopHbI€ 3aHATHS (BCETO) 58 32 26
Jlexumn 16 16

[IpakTudeckue 3aHATUSL 34 16 18
KoHTposis camocTosTensHOM paboThl (KypcoBOi 8 8
POEKT / KypcoBasi paboTa)

CamocrosTenpHas pabota (Bcero) 86 40 46
[IpopaboTka IeKIMOHHOTO MaTepuaa 7 7

[TonroroBka K MPakKTHYECKUM 3aHSATHSM, 79 33 46
ceMUHapam

Bcero (6e3 ax3amena) 144 72 72
OO6mmas Tpy10eMKOCTb, 4 144 72 72
3auetHbie EquHuITBI 4.0 2.0 2.0

5. Conep:xaHue TUCUMILIAHBI

5.1. Pa3nenanl AMCHUILIMHBI 1 BUALI 3aHATHH
Paznmensl AMCHMITIUHBL U BUABI 3aHATUH MPUBEICHBI B Tabuie 5.1.
Ta6muna 5.1 — Pasgensl IuCHUIUINEBL U BUIBI 3aHATUNA

Ha3BaHus pas3enoB JUCHUIIINHBI R rR e 8.5 868 - 8\4 m S 8&' e=2¢
8 cemectp
1 Hudpossie BUABI MOAYISINU U 4 4 14 0 22 |IICK-2.4

CUTHAJIbHOT'O KOAWPOBAHUWSA, UX
CIICKTpaJibHad U SHCPICTHYCCKAA

3P PEKTUBHOCTH

2 [IpomyckHas cCHOCOOHOCTh KaHaja 2 4 11 0 17 TICK-2.4
cBs13u. KomupoBaHne ncToYHNKA

3 IlomexoycTONYMBOE KOAUPOBAaHUE B 4 4 10 0 18 IICK-2.4
TEJIEKOMMYHUKAIIHOHHBIX CUCTEMAX.

4 CurHaabHO-KOJOBBIE KOHCTPYKIIUU B 3 4 4 0 11 TICK-2.4
TEJIEeKOMMYHUKAIIMOHHBIX CHCTEMaX

5 Onrumusanus METOI0B 3 0 1 0 4 TICK-2.4

MIOMEXO0YCTONYMBOTIO KOAUPOBAHUS [
TEJIEKOMMYHUKALMOHHBIX CHUCTEM
(3a1aHMe Ha CAaMOCTOSTENIbHYIO PadoTy)

Hroro 3a cemectp 16 16 40 0 72

9 cemectp
6 Kimaccuueckue mmdps 0 4 4 8 8 [1CK-2.4
7 llludposanme ¢ CEKPETHBIM KIFOUOM 0 4 12 16 TICK-24
8 HIudpoBaHue ¢ OTKPHITHIM KIIFOUOM 0 4 14 18 IICK-2.4
9 Kpunrorpadudeckne mpoTOKOJIbI B 0 4 12 16 TICK-2.4
CeTAX Mepesiauyl TaHHBIX
10 HIudpoBanue B COBpeMEHHBIX 0 2 4 6 [1ICK-2.4
cHCTeMax CBSI3U
Hroro 3a cemectp 0 18 46 8 72
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'Yrtoro 16 34 86 8 144

5.2. Conep:xkanue pa3aesioB JUCHUIIMHBI (110 JEKIIUAM)
ConeprkaHue pa3ienoB TUCIUILIAH (TI0 JIEKIUSAM) IPUBEACHO B Tabmmie 5.2.
Tabnuna 5.2 — ConeprkaHue pa3ieoB JUCIUILUIMH (I10 JICKITUSM )

HasBanus paszenos CofepaHue pa3aeIoB JUCIMILUIAHEL IO TekmmsaM - 3 5 2.5 8 2
8 cemectp
1 LudpoBsie BUIbI Mopemsl cotoBoii cBs3u FSK, MSKGMSK u 4 [ICK-2.4
MOJIYJISILIAU U YUCJICHHBIA aHAJTM3BEPOSTHOCTH CUMBOJIBHOU
CUTHAJIBHOT'O omnOku cucnoip3zoBanueM 110 LabVIEW.Moxemsl
KOJIMPOBAHUS, UX CIyTHUKOBBIX cucteM cBsiz M-QAM, M-PSK u
CHEKTpaJibHas U YHCJICHHBINA aHATU3BEPOSTHOCTU CUMBOJILHOM
SHEpreTUYecKas omnOku cucnonb3oBanueM 110 LabVIEW.
3¢ peKTUBHOCTD Viroro
2 [IponyckHas HccnenoBanne KOOUPOBaHUS UCTOUHUKAUCKPETHBIX 2 [1CK-2.4
CIOCOOHOCTD KaHaja coobmenuit merogamulllennona-dano.
cBa3u. Koguposanue NccenenoanneanroputMos Jlemmnens -
UCTOYHHKA 3uBa.DpakTanbHbIE METObI
KOJMPOBaHUAN300pakeHuil. Belipner
peoOpa30BaHUSICUTHATIOB U U300paKEHHIA.
Hroro
3 [TomexoycToiunBOE Uccnenosanue koqoB Xemmunra, bBUX(boyza- 4 T[ICK-2.4
KOJIMPOBaHUE B Yoynxypu-Xoksenrema), Puna-Coiaomona Ha
TeleKoMMYHUKalMOHHBIX 0a3¢e MATLAB. Luknnueckue nu3dbitounbiekoasl CRC
cucTeMax. (Cyclic redundancycheck). CBeprounsie
KOJIb1. JleKomUpOBaHUE CBEPTOUYHBIXKO/IOB.
JexonupoBaHue CBEPTOUHBIXKOJIOB IO METOY
Burepbu cucnonszoBannem [IOMATLAB.
Typ6oxonuposanue.0O60011eHHas cxeMa TypOoKoaepa
criapaJuieIbHbIM KackaaupoBaHueM.CBepTOUHbIE
TypOoKo/b1. JleKonupoBaHUETYPOOKOIOB.
XapakTepuCTUKUTIOMEXOYCTOMUYUBOCTH
CBEPTOYHBIXTYPOOKO/IOB . MccnenoBanue
TypOoKog0BC ucnoias3oBanrem [10 MATLAB
3.6.HuzkomnotHocTHbIe Koabl. Knaccudukarms
LDPC-kxomoB. MeTONBIOCTPOCHUS TPOBEPOIHBIX
MaTpuIl. AITOPUTMBI AEKOAUPOBAHUSHU3KOTIOTHBIX
K0/10B. OIIEHKACTIO)KHOCTH aJITOPUTMOB
nexoaupoBanusiHa 6aze MATLAB uLabVIEW.
HccnemoBanne KaCKaHBIXKOIOB.
Hroro
4 CrArHanpHO-KOAOBBIE CHUTrHAJIBHO-KOJIOBBIE KOHCTPYKI[MM HAOCHOBE 3 [1CK-2.4
KOHCTPYKLIMH B Tpennuc xonoBoit Mmoayasuu(TCM) u ux aHanus ¢
TEJIEKOMMYHHUKAIIMOHHBIX Hcnob3oBaHnEMMATLAB. UccnenoBanue
cucreMax CUTHAJIbHO-KOJIOBOW KOHCTPYKIIMH Ha 0a3€ CHCTEMBIC
OpPTOTOHATBHBIM YACTOTHBIMMYJIBTHUILICKCUPOBAHUEM
UIIPOCTPAHCTBEHHO-BPEMEHHBIMKOANPOBAHUEM
OFDM - MIMO cucnione3oBanneM NI LabVIEW.
Hroro
5 Onrumu3zanust MeTofoB  [loMexoycToYrBOE KOTMPOBAHUESIBIISETCS 3 TICK-2.4
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MIOMEX0YCTOMYHUBOTO
KOAUPOBAHUS I
TEJIEKOMMYHUKAIIMOHHBIX
cucTteM (3aaHue Ha
CaMOCTOSITENIbHYIO
pabory)

s dexTuBHBIM criocobomontumuzanuu TKC. Ha
MPaKTUKEUHKEHEPY MTPOECKTUPOBIIUKY
TKCnpuxoautcs pemars 3aJa4uonTUMU3AIuN Ha
OCHOBE YMCJIEHHBIXPACYETOB U
COOTBETCTBYIOIIETOCPABHEHUS] METOJIOB
MTOMEXO0YCTOHYMBOTOKOTUPOBAHUS M BBIOOpA
KOHKPETHBIXMETOJIOB U COOTBETCTBYIOIIUM UM
KOJI0B.Pemenrne NMEHHO TaKOH 3aJIaUMITONI0KEHO B
ocHoBy CP.

Uroro 3
Hroro 3a cemectp 16
Hroro 16

5.3. Pasznennl AMCHUNIMHBI U MEKIUCHUIIIIMHAPHBIE CBA3HU C OﬁeCHe‘ll/lBalOIIII/IMI/I (l'[pe):[bl)lyllll/lMl/l)

H 00ecreYynBaeMbIMU (HOCJIeL[yIOIIII/IMI/I) JAUCHHUINVIMHAMH

Paznenbl quCHUTIIMHBI M MEKIUCIUTIIMHAPHBIC CBS3M C 00CCIECUMBAOITUMU (MIPEABITYIIUMHA) U

obecrnieunBaeMbIMHE (TTOCIICIYIOMIMMH ) TUCIUTUTHHAMY TTPEICTABICHBI B Ta0mwmIe 5.3.

Tabnuna 5.3 — Pa3aenbl AMCIUTUIMHBI 1 MEXKIUCITUTIIMHAPHBIC CBS3U

HawnmenoBanue JUCHUITIINH

Ne pa3nenoB gaHHON AMCIUTUIMHBL, 711 KOTOPBIX HEOOXOIMMO H3y4eHUE

06CCH6‘II/IB3.I-OH_II/IX 1 00ecrieYnBaeMbIX JUCHUITIINH

B CUCTEMAX CBA3U

mudpoBanue uHpopMaun + + + + + +

1 2 3 4 5 6 7 8 9 10
[IpeniecTByronme 1UCHUITUHbBI
1 KonupoBanue u
mmdpoBanue nHPOPMALUU + + + + + + + + + +
B CUCTEMaXx CBSI3U
[Tocnenyromuye TMCUUTUIAHBI
1 KonupoBanue u
+ + + +

5.4. CooTBeTcTBHE KOMIIETEeHIM I, (POpMHUPYeMBbIX IPH U3YUYEHUH JUCUMILIMHBI, M BH/I0B 3aHATHI
CootBercTBHE KOMMETEHUUH, (HOPMUPYEMBIX MpPH H3YyYEHUH AUCUMIUIMHBL, U BHUJIOB 3aHITUN
IpeZCTaBiIeHo B Tabmuie 5.4.
Tabnmuua 5.4 — CooTBeTcTBUE KOMIETEHUUH, (GOPMUPYEMBIX NPU HM3YYEHHM JWCUUIUIMHBI, U BHUIOB

3aHATUHA

Buner 3angTnii

Komrie
TEHIIU
nu
Jle
K

m 2 SEloadEY SsS86

(DOpMBI KOHTPOJIA
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I1CK-2.4 +

Otuer no
WHIUBUAYAILHOMY
3aganuio, Koncrekr
CaMOIIOITOTOBKH,
CobGecenoBanue, Onpoc Ha
3aHATHUAX, 3aIIUTA
KYPCOBBIX TIPOEKTOB
(pabor), 3aueT, PacuerHas
pabota, Tect, OTueT Mo
KypcoBoi pabore, OT4er mo
MPAKTHYECKOMY 3aHSTHIO,
HuddepennmpoBanHbIit

3a4cT

KonTpomnsHas pabdora,

6. UnTepakTHBHBIE MeTOABI M GOPMbI OPraHU3alMU 00yYeHUs
He npenycmorpeno PVYII.

7. JlabopaTtopHble padoThI

He npenycmorpeno PYIIL.

HaumeHoBaHUe MPaKTHUECKUX 3aHATUH (CEMUHAPOB) MpHBeIeHO B Tabnue 8.1.

8. IIpakTHyeckue 3aHATUSA (CEMUHAPDHI)

Tabnuua 8.1 — HaumeHoBaHUE IPAaKTUYECKUX 3aHATHI (CEMUHAPOB)

KOOAUPOBAHUC B
TCJIICKOMMYHHUKAIITUOHHBIX
CHUCTCMAX.

Yoyaxypu-XokseHrema), Puna-Conomona Ha
06a3eMATLAB. Luknmnaeckue n3oprrounsiekoasl CRC
(Cyclic redundancycheck). Ceprounsie

KOJIb1. JleKoIMpOBaHNE CBEPTOYHBIXKOJIOB.
JlexogupoBaHKe CBEPTOUHBIXKOOB 110 METORY
Burepbu cucnonszoBannem [IOMATLAB.
Typ6oxonuposanue.O6001eHHas cxema TypOoKoaepa
criapaJuleJIbHBIM KackaaupoBaHueM.CBepTOUHbIE
TypOOKOBI. JleKomupoBaHUETYPOOKOIOB.
XapakTepruCTUKUIIOMEXOYCTOHYNBOCTH
CBEPTOYHBIXTYpPOOKONIOB . VMccnenoBanue
TypOokooBC uctonb3oBanueM [10 MATLAB
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HazBanus pa3znenos HauMeHOBaHHE MPAKTHYECKHX 3aHsTHiT (cemunapos) ; S £ 8, = e
8 cemectp
1 Hudpossie BUIBI Monemsi cotoBoii cBsizu FSK, MSKGMSK u 4 [1CK-2.4
MOJYJISIIIY U YHCIICHHBINA aHATU3BEPOSTHOCTH CUMBOJILHOM
CUTHAJILHOTO om0k cucnoip3zoBarreM [10 LabVIEW.Mopxembt
KOJIMPOBAHMS, MX CIyTHUKOBBIX cucteM cBsizu M-QAM, M-PSK u
CIIEKTpaJIbHAS U YUCIICHHBIM aHAJTN3BEPOSTHOCTH CUMBOJIBHOM
JHEPreTUYeCcKast omunbku cucnonas3zoBanreM [10 LabVIEW.
KTHB
abhde HOCTh Vroro
2 [IpomyckHas HccnenoBanue KOAMPOBAHUS NCTOUHUKATUCKPETHBIX 4 [1CK-2.4
COCOOHOCTH KaHana coobuienuit Mmerogamulllennona-dano.
csi3u. KomupoBanue Hccnenopanueanroputmos Jlemmens -
WUCTOYHHUKA 3uBa.DpakTanbHBIE METOIBI
KOAMpOBaHUsAM300paxkeHui. Belipner
PeoOPa30BaHUSCUTHAIIOB M U300PaKCHHUIA.
Hroro
3 [TomexoycToiunBoe Uccnenosanue kogos Xemmunra, bBUX(boyza- 4 [1CK-2.4




3.6.HuskomnotHocTHBIE Kobl. Kitaccudukanms
LDPC-kxonoB. MeTOnBIOCTPOCHUS TPOBEPOUHBIX
MaTpHIl. AJITOPUTMBI ICKOAMPOBAHUSTHIU3KOTUIOTHBIX
K0J10B. OIIEHKACIIO)KHOCTH aJTOPUTMOB
nexkonupoBanusina 6aze MATLAB uLabVIEW.
HccnenoBanue KacKagHBIXKOIOB.

Hroro
4 CurHajibHO-KOJIOBbIE CurnanbHO-KOAOBbIE KOHCTPYKIIMM HAOCHOBE 4 [1CK-2.4
KOHCTPYKIIMH B Tpemmc komoBoi monyasuuu(TCM) u ux aHanu3 ¢
TEJIEKOMMYHUKALMOHHBIX Hcnonb30BaHUEMMATLAB. MccnenoBanue
CUCTEMAX CUTHAJIbHO-KOJIOBOI KOHCTPYKIIMH Ha 06a3e CUCTEMBIC

OpPTOTOHAJILHBIM YaCTOTHBIMMYJIBTUILICKCUPOBAHUEM
UIIPOCTPAHCTBEHHO-BPEMEHHBIMKOAMPOBAHUEM
OFDM - MIMO cucnomns3zosauuem NI LabVIEW.

Utoro 4
Hroro 3a cemecTp 16
9 cemectp
6 Knaccuueckue mudpsr  Teopus knaccuyeckux mudpon.OCHOBHBIE 4 [1CK-2.4

XapaKTePUCTUKH OTKPBITOTOTEKCTA.
Knaccudukanusmmdpos. Kiaccudukanus
mmdpo3amensl. Hnudpsr nepecranoBku. [LLndpst
npocToi 3amenbl. Cuctemamudposanus Llesaps.
Ad¢unHascucTema rnojactTaHoBok Llesaps.
Cucremallezaps ¢ kiaroueBbIM cll0BOM. burpamMMHslii
umdp [neideiipa. uppXunna. Ludpsr cnoxHOM
3ameHsl Ludp "nBoitHoM KBagpar"
Yurcrona.OgHopasoBas cuctrema
mmdposanus.llndposanue Mmetonom
raMMHpOBaHUs. MeTObI TeHEpaluu
MICEBJIOCTYYaHBIXITOCIEI0BATEIbHOCTEN YHCEll.
JIMHEeNHBINKOHT PYIHTHBIN TeHeparop. Perucrpeasura
C IMHEHHOM 00paTHOM CBS3BIO.

Hroro
7 Uudposanue ¢ Teopus mupoB ¢ CeKPeTHHIM KIt04OM.biouHble n 4 [1CK-2.4
CEKPETHBIM KITFOYOM MOTOYHBIE CUCTEMBIIU(PpOBaHUs. [[puHIHIIET

MOCTPOEHUSOIOUHBIX MHUPPOB.
Cranpaprumdposanus ganHbsix [OCT 28147-
89.AMepuKaHCKUN CTaHAAPT MU(POBAHUATAHHBIX
DES. bnounsrii kpunroanroputTMRIJINDAEL u
cranaapt AES. Ilotounbsiecuctemsl mudpoBaHus.
[TorounbiepesxuMbl 671049HBIX MH(POB.CTPOUTETHHBIE
0710KkM MOTOYHBIXIIU(POB. Peructpsl casura ¢
00paTHOMCBA3bI0. Peructpsl ciBura ¢
JTUHEHON00paTHOI! cBsI3bt0. Peructpel casura
coOpaTHOi cBA3bI0 10 nepenocy.lloTounsii mmdp
HC-128. ITorounsriimudp Rabbit. [ToTounsnii mmdp
Salsa20.[Torounsrit mmupp SOSEMANUK.SERPENT
u ero npousBoanbie.[Torounsrii mmdp F-FCSR-H.
[Torounsritmugp Grain-128. [Torounsrit
mppMICKEY-128. ITorounstit mmdpTrivium.
Poccuiickuii Gnounstit muppl OCT 28147-89 B
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nmoTo4HOM pexkume. biounsnii mudp AES B
MOTOYHOMpPEXKHUME. METOIbl OLIEHKU
Ka4eCTBaaJTOPUTMOB IIOTOYHOTO

mmdposanus. Kpunroananus
mudpos.CraTucTUUECKUN aHATTU3 TaMMBILIH(POB.
Ha6op craructuueckux tectoBHUCT. UccnenoBanue
AJITOPUTMOBIIOTOYHOTO IU(POBAHMSL.
Kpunroananmsmugppos. CTaTucTHYECKHA
aHaJIu3raMMbl KQPoB. AHAIN3
PE3yNbTaTOBTECTUPOBAHUS.
HccnenoBaHHenpoOn3BOJUTEILHOCTH IU(PPOB.

Hroro
8 llIndpoBanwue ¢ Teopust mUGPOB C OTKPHITHIM 4 [ICK-2.4
OTKPBITHIM KITFOUOM KITFOYOM. ACUMMETPHYHBIC

kpuntocucremsl. [ Ipennoceuiku
MOSIBJICHUIACUMMETPHYHBIX
kpurnrocucteM.O0001IeHHas cxema
ACHMMETPUYHONKPHUITOCUCTEMBI.
Anrebpanyeckaso0001eHHas: MOJICITb
mmdpa.Ogaocroponnue pyHkunu. dakropuzamms.
Huckpertnsiit norapudm.Kpunrocucrema RSA.
OcHoBHbleoONpeeneHus: U TeopeMbl. ATTOpuTMRSA.
[Tpouenyps! mudpoBanus upacmudpoBaHus B
kpuntocucreme RSA Kpunrtocucrema Dinp-I"amans.
MeTon3KCTIOHEHITMATBHOTO KIIF0YEBOTO
oomena/luddu-Xennmana. ATTOPUTMBITIPAKTHIECKON
peANU3AIMUKPUIITOCUCTEM C OTKPBITHIM

kirodoM. Asroput™ Padbuna-Musiepa (Rabin-Miller).

Hroro
9 Kpunrorpadpuueckue  Certu mudpoBaHHOH cBsi3U. OpraHuzanuscereit 4 [1CK-2.4
IIPOTOKOJIBI B CETSIX KOH(UACHIMAIBEHOH cBsA3U.OCHOBHBIE TEPMUHBI U
nepesadn JaHHbIX NOHATHUS. Yrpo3biceTsM. [IpoTokosnsl

pacnpeneneHUsIKIIIoUed U UX

xapakrepuctuku. Kommpomerarus aOOHEHTOB
CETH;CIOCOOBI TOCTPOCHUS
MIPOTOKOJIOBPACTIPEAEICHUS
KIII04€ii,00€CIIeunBaIOIINX 3aIUTY
oTkommpomeTanuu. KpunrorpahudeckuenpoToKombl,
MIPOTOKOJIBI pACIIPEICTICHUSKITIOUEH, TapoIbHbIE
CUCTEeMbIpa3TpaHUYCHUS JOCTYIIA.
CnocoOBIBOCCTAaHOBJICHHS IIU(PPOBAHHON CBA3UTIOCIIE
KoMIipoMeTaruu. [1oaxonbl KIIoKaIu3auu
HETaTUBHBIX MOCeACTBUHKOMITpoMeTannu. Cetn
CBSI3U COTKPBITHIM pacIpeiesieHueM

kitoueit. [IpoGrieMbl cCHHXpOHU3aUU B
CeTAXIU(POBAHHON CBSI3U M METOJIBI UXPEIICHHSL.
[ToBTOpHOE MUCTIOIL30BAHUEKITIOUEH B CETSIX
mdpoBaHHON CBs3H.I10IX0BI K CHIYKEHUIO
BEPOSTHOCTUIIOBTOPHOTO

ucnonb30BaHusA. COBpeMEHHbIE TEHEHIIUN
Pa3BUTHUSACPEICTB U METO/IOB
KpunTorpaduueckoi3amuTsl HHGOpPMAIIUH.
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[IporpammHoO-annapaTHas peanu3anus
COBPEMEHHBIXKPHITOTPA(hUIECKUXCPEICTB.
KpunrorpaduuecknenpoToKkoibl: IpOTOKOJIbI C
MOCPETHUKOM,apOUTPa’KHBIE TIPOTOKOJIBI U
LEHTPBIIOBEPUS, CAMOJ0CTATOYHBIN
IIPOTOKOJI,IIPOTOKOJIbI HA OCHOBE CUMMETPUYHON
MACCUMETPUYHON KpunTorpaduu, Xau-QpyHKIuu 1
IIPOTOKOJIbI, TPOTOKOJIBICMEUIAHHBIX KPUIITOCUCTEM.
PGPxomupoBanue u mudpoBaHUE COTKPHITHIM
kitouoM. O6mmue ceenerns. COBMECTUMOCTb.
Zammménnoctb. Mexanusm padbotsl PGP. Kiroun
PGP.Iudposas nonnucek Ha PGP. CxxarnenanHbIx.
Cetsb noBepusi. Ceprudukarsl.Open PGP.
[Tormomenue NetworkAssociates. CoBpeMeHHOE
coctosiHue.l [paBoBbIE aCIIEKTHI UCIIOJIB30BAHUS
BPoccun. Kpunrorpadgudaeckast cuctema COTKpPBITBIM
KITFOUOM (MJIM aCHMMETpHUYHOEIIH(ppoBaHUe,
ACHMMETPHUYHBIN mHU(p).DNEKTPOHHAS TOIIHICH
(OI0),2nexTponHas uppoBas MOIIUCH

(BLIT). AHHyIUpOBaHUS OTKPBITOTO KITFOUA
PGP./le3akTuBanus — BpeMEHHOE
OTKJIFOUYEHHEHENCII0NIb3YEMOT0 KIIH0ua WK
KJIFoueBoinapsl. OTne4arox Kitoya.
NMmnimmuuTHOEI0BEpUE — TTOTHOE
JIOBEPHE3aPE3EPBUPOBAHO JJIS1 KIIFOUEBBIX
1ap,pacroiokKeHHbBIX Ha JIOKAJTbHOM
KJItoue.be30MmacHoCTh CeTH nepeayn JaHHbIX
HarpaHcniopTHoM ypoBHe SSL u TLS.IIpotokon SSL.
[Tpuntun pabotsl SSL.MHorocnolinas cpena
npotokosia SSL.IIporokon
NOATBEPKACHUsNOAKIIoueHHs. [IpoTokon
u3MeHeHusnapaMmerpos mudpa.llpenynpenurensHblil
npotokoi. Lludpossie cepTrduxars! mporokonaSSL.
MexaHnu3Mbl 00pa3oBaHus KU TEKYILEH CeCCUu
B SSL/TLS.IIpenBapurenbHble 00bEKTHICEKPETHOCTH:
NULL, RSA, anounmusiii/lupdu-Xennman (Diffie-
Hellman),kparkoBpemennsiit Anddu-
XemnnMman,pukcupoBanublil {udppu-Xenaman
uFortezza.
AnroputMblinpoBaHus/ e PppoBaHus. AIITOPUTM
bl X31IMpoBaHus.l eHepupoBaHue
KpunTorpaduueckuxnapaMeTpon. [ TaBHbIHI
cekpeTHbINKOA. CeaHChl U COEJUHEHHUE.
ITporoxonTLS. I'enepanus
KpunrorpaduueckoiicekperHocTu. OyHKIUSA
pacmmpenusiiansbix. [lceBnocnyyaitnas

¢bynkuus TLS. I'maBHbII ceKpeTHBIH KOJ
TLS.Marepunan mis kinrouend TLS.
Asapuitnsiiinporokon B TLS.
[TpoToKOTyCTAaHOBIEHUS COETMHEHUS
TLS.be3onacnocts cetu I1]] Ha cereBoMypoBHE
[Psec. IPsec sBisercsiHeoTpeMiIeMol yacTbio [IPvO
HHTEpHET-TIPOTOKOIA CIEAYIOIIETO

MOKOJICHUA. APXUTEKTYpa CpeICTB 0€30MacHOCTH
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10



mslP-ypoBHs crienuduIimpoBana BIOKyMEHTE
Security Architecture for thelnternet Protocol.
Pazmemnienune upyHKIIMOHNPOBAHKE

[Psec.TpancniopTHbIi pexxum paboThl. TyHHEIbHBIH

pexxuM padoTbl. KOHTEKCTHIOE30MaCHOCTH U

ynpasieHue kirodamMu.IIpoTokoiabHbIE KOHTEKCTHI U

MOJIUTUKA0E30IMaCHOCTH.

AyTeHTH(UKAIIMOHHBIN3aro0BoK. bezomacHoe

COKPBITHECYIIECTBEHHBIX JaHHbIX. [[poTokonoOMeHa
kmouamu — IKE. Pacmmpennsiito630p 6e30macHbIx

acCOLMAIIUN.

Hroro

10 [lIudpoBanue B
COBPEMEHHBIX CUCTEMAaX
CBSI3U

Hroro 3a cemecTp

be3onacHocts GSM cereli. AnroputMinmu@poBaHus 2
A5/1. Cucremusiecoobmenust GSM.
Kpunrorpaduueckassamura 6ecipoBOAHBIX ceTel

cranaptoBLTE. CymiecTBytoiine MeTo bl

MCTaHIapThI 3aIUTH OecipoBOoaHbIX ceTeLTE.
AnropuT™ ayTeHTH(DHUKAIIMHA UTCHEPAITUH KITF0Ya.

Cnou 6e3onacnoctu.Mepapxus kitoueit B E-
UTRAN.I'enepupoBanue KiIrouei mudpanim

UIIEJIOCTHOCTH JUisi NAS curnaiuzanuu. AJropuT™

mmdpanmu B E-UTRAN.Anroputm mpoBepku
nenoctHoct E-UTRAN. MonenupoBanue

texHonoruuLTE B cpene MATLAB cucnonbs3oBanuem

BcTpoeHHoro naketalLTE System Toolbox.

Hroro

IICK-2.4

2
18

Hroro

9. CamocrosiTeibHasA padoTa
Bunel camocrosTenbHO paboThl, TPYAOEMKOCTh U (POPMUPYEMbIE KOMIIETEHIIUU MIPE/ICTABIEHBI B

34

tabnuue 9.1.
Tabnuua 9.1 — Bunel caMmocTosTenbHON pabOThI, TPYIOEMKOCTh U (OpMUPYEMbIE KOMIETEHIINH
Bubl camocTosITeNnbHOM 2428 E
HasBanus paszienos A 552 2 DopMBI KOHTPOJIS
paboThI © o =0 Z
8 cemectp
1 Hudpossie BuIbI [TonroroBka k 12 TICK-2.4 3auet, Koncmekt
MOIYJISIITUH U NPAaKTUIECKUM 3aHSATHIM, CaMOTIOATOTOBKH,
CUTHAJILHOTO CeMHMHapaM KonTponbHas pabora,
KOJIMPOBAHUSI, UX MPOC Ha 3aHATHIX
ONMPOBAHH, [TpopaboTka JIEKITMOHHOTO 2 8 poc Ha 3a ’
CHEeKTpalbHas U MatepHana TYET 10
SHepreTuvecKas WH/IUBUIYaIEHOMY
3¢ (HeKTUBHOCTH Hroro 14 3amanuto, OT4eT 1o
PaKTUIECKOMY 3aHSTHIO,
Pacuernas pabora,
CobecenoBanue, Tect
2 [IponyckHas ITonroroBka k 10 TIICK-2.4 3auet, Koncnekr
CIOCcOOHOCTh KaHaJa MPAaKTUIECKUM 3aHSATHIM, CaMOTIOATOTOBKH,
cBs3u. KonupoBanue CeMHMHapaM KonTponbHas pabota,
UCTOYHHUK MPOC Ha 3aHATHSIX
cro a [IpopaboTka JTEKITMOHHOTO 1 Onpoc 1a 3a ’

Marepuajia
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Hroro

11

WHUBUIYATEHOMY
3aganuio, OTdyer no
MIPAKTHYECKOMY 3aHSTHIO,
Pacuernas pabora,
CobGecenoBanue, Tect

3 ITomexoycToitunBoe [TonroroBka k 8 IICK-2.4 3auer, Koncnekr
KOJMPOBaHUE B MPAKTHYECKUM 3aHATHIM, CaMOIIOITOTOBKH,
TEJICKOMMYHUKAIIMOHHBIX  CEMUHapaM KontponwsHas pabora,
CUCTEMax. TpopaGoTka JIEKIHOHHOTO 2 Omnpoc Ha 3aHATHSX,
marepuaia Orser no
WHIUBUAYAILHOMY
Hroro 10 3amanuio, OT4YeT 110
MPAKTHYECKOMY 3aHSATHIO,
Pacuernas pabora,
CobecenoBanue, Tect
4 CUrHanbHO-KOHAOBEIC [ToxgroroBka k 3 I[ICK-2.4 3auer, Koncrekr
KOHCTPYKIIMH B MPAKTHYECKUM 3aHATHIM, CaMOIIOATOTOBKH,
TEJICKOMMYHUKAIIMOHHBIX  CEMHHapaM KontponpsHas padora,
CUCTEMax TpopaGoTKa JICKIHOHHOTO 1 Omnpoc Ha 3aHATHSX,
Mmarepualna Orser no
WHIUBUIYAILHOMY
Hroro 4 3agannro, OTyer 1mo
MPAKTHYECKOMY 3aHSTHIO,
Pacuernas pabora,
CobecenoBanue, Tect
5 Onrumusanus metonoB  IIpopaboTka JIEKIIMOHHOTO 1 I[ICK-2.4 3auet, Koncnext
MTOMEXOYCTOHIHBOTO Marepualia CaMOIIOITOTOBKH,
KOJMPOBAHUS /ISt Vitoro 1 Kontponshas pabora,
TEJICKOMMYHHUKAITHOHHBIX Ornpoc Ha 3aHATHUSX,
cucTeM (3aJaHue Ha Otuer o
CaMOCTOSITENTEHYIO WHINBUTYATEHOMY
paborty) 3agaHuio, OTyer no
MIPAKTHYECKOMY 3aHSTHIO,
Pacuernas pabora,
Cobecenoanue, Tect
Hroro 3a cemectp 40
9 cemectp
6 Knaccuueckue mmdpsr  [loaroroska k 4  TICK-2.4 3auet, Koncnekr
MPAKTHYCCKUM 3aHATHSIM, CaMOIIOITOTOBKH,
ceMUuHapaM KontponwsHas padora,
Wroro 4 Ornpoc Ha 3aHATHSIX,
Ortuer no
WHIUBUIYATEHOMY
3aganuio, OT4eT no
MPAKTHYECKOMY 3aHSATHIO,
Pacuernas pabora,
CobecenoBanue, TecT
7 Uudposanue ¢ ITonroroBka k 12 TICK-2.4 luddepeHupoBaHHbIH
CEKPETHBIM KITFOUOM MPAKTHYCCKUM 3aHATHSIM, 3a4eT, 3amuTa KypCOBBIX
CeMHUHapaMm MPOEKTOB (pador),
Hroro 12 Koncnekr
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8 Hudposanue ¢
OTKPBITBIM KIFOYOM

9 Kpunrorpaduueckue
IPOTOKOJIBI B CETAX
nepe1adn JaHHBIX

10 IlIudposanue B
COBPEMEHHBIX CHCTEMax
CBSI3U

IloaroroBka k
MPAKTUYECKUM 3aHSATHUSIM,
ceMHHapam

14

HUroro

IloaroroBka k
MPAKTUYECKUM 3aHSATUSIM,
CeMHHapam

14

12

Hrtoro

IloaroroBka k
MIPAKTUYECKUM 3aHATHUSIM,
ceMHHapam

12

4

Hroro

[1CK-2.4

[1CK-2.4

[1CK-2.4

CaMOIIO/ITOTOBKH,
KonTponbsHas pabora,
Onpoc Ha 3aHATHSX,
Otuer o KypcoBoit
pabore, OTyeT mo
MPAKTUYECKOMY 3aHATHUIO
CobGecenoBanue, Tect

JuddeperunrpoBaHHbII
3a4eT, 3aluTa KypCcoBBIX
MPOEKTOB (pador),
Koncnekr
CaMOIIOATOTOBKH,
KonrtponwHhas pabora,
Otuer 1o KypcoBoit
pabore, OTyeT mo
MPAKTUYECKOMY 3aHATHIO
CobecenoBanue, Tect

JuddepenunpoBaHHbIi
3a4eT, 3aluTa KypCcoBBIX
MPOEKTOB (pador),
Koncnekr
CaMOIOATOTOBKH,
KonrtponwsHhas pabora,
Ornpoc Ha 3aHATHSIX,
Otuer 1o KypcoBoi
pabore, OTyeT no
MPAKTHYECKOMY 3aHSTHIO
CobecenoBanue, Tect

HuddepennmpoBannbiit
3a4eT, 3aluTa KypCcoBBIX
MPOEKTOB (pabor),
Koncnekr
CaMOIIOITOTOBKH,
KontponwsHas pabora,
Ornpoc Ha 3aHATHSIX,
Otuer 1o KypcoBoi
pabore, OTyeT mo
MPAKTHYECKOMY 3aHSATHIO
CobecenoBanue, Tect

b

9

5

5

Hroro 3a cemecTp

Hroro

46
86

10. KypcoBas pa6ora (mpoekr)
TpynoeMKoCTh ayTUTOPHBIX 3aHATUH W (POpMUpyEeMble KOMIIETEHIIMM B PAMKaxX BBIMOJHEHHS
KypcoBoii paboThl (mpoekTa) npeacrasiaeHs! Tadmuie 10.1.
Tabmuma 10.1 — TpynoeMKoCTh ayTUTOPHBIX 3aHATHH U (opMUpyeMble KOMIIETEHIMM B paMKax
BBITIOJITHEHHSI KyPCOBOM pabOTHI (TTPOEKTA)

o % Q
HanMmeHoBaHMe ayTUTOPHBIX 3aHSATHI il SO E = E‘ 2 = 3 g =

9 cemectp

AnmnapaTHO-IIPOrpaMMHBII KOMIUIEKC BU3yaIU3aluU U 2 [1CK-2.4

ncciaenoBanus MogeMoB coTtoBoi cBsizu FSK, MSK GMSK u
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YUCJICHHBIM aHaJIN3 BEPOSTHOCTH CUMBOJILHOM OIIMOKH C
ucnonp3oBanueM [10 LabVIEW.

AnmnapaTHO-IIPOrpaMMHBIN KOMIUIEKC BU3yaJIU3alUA 1 2
uccienosanus kogoB boysza-Hoynxypu-Xoksenrema (bUX) ¢
ucnonb3oBanueM MATLAB. Pa3paboTka mporpaMmmMHOTo

KOMILJIEKCA JIJIsl UCCIIeI0BAHUS METO/IOB aHAJIOTOBOTO

ckpeMOnupoBanus Ha 6aze LabVIEW. AnmapaTHo-nmporpaMMHBIT

KOMILIEKC BU3yalin3aluu U uccienoBanus cxem OFDM-

MOIYJSATOPOB U JEMOIYAATOPOB. AIIIapaTHO-IIPOrpaMMHBII

KOMILJIEKC BU3yaJlM3alluu U UccienoBaHus koj1oB Puna-ConomoHna B

KaHajax ¢ He3aBUCUMBIMHU omnOkamu Ha 6aze MATLAB

AnmnapaTHO-IPOTPaMMHBIN KOMILIEKC BU3yaJu3alluu 1 2
HcclieIoBaHus HU3KOIIOTHBIX Koj0oB LDPC. AnmnaparHo-

MPOTrpaMMHBIN KOMILJIEKC BU3YATU3alUHA U UCCIEAOBAHUS

MUKJIMYECKUX U30bITOuHBIX K010B CRC. AnmaparHo-

MPOTrpaMMHBIN KOMILJIEKC BU3YATU3aLUHA U UCCIEAOBAHUS

kackaaHbIX KojoB. AnmaparHo-IporpaMMHBIA KOMILICKC

BU3YJIM3AIHH U UCCIICOBAHUS (PpaKTaTbHBIC METOIBI

KOJIMPOBAHUS U300PKCHUM.

AnmnaparHO-IpOrpaMMHBIN KOMIUIEKC BU3yaJIU3alluy U 2
UCCIIEIOBAHUS METOIa CBEPTOUHOIO IEKOAUPOBAHUS Ha OCHOBE
IIOCJIEZIOBATENILHOTO AJITOPUTMA. ANIIapaTHO-IIPOrPaMMHBIN

KOMIUIEKC BU3yaJIM3aluu 1 uccienoBanus Typ6o Komos.
AnmnaparHO-IpOrpaMMHBIN KOMIUIEKC BU3yaJIU3alluK U

WCCIIEI0BAHUS IEPEMEKUATEIICH

Hroro 3a cemecTp 8

10.1. Tembl KypcoBBIX padoT (IPOEKTOB)

[TpumepHas TemMaTuka KypcoBBIX paboT (IPOEKTOB):

— [J AnmaparHo-mporpaMMHBIM KOMIUIEKC BH3yaldH3allMM U UCClefoBaHUA ApudMeTHuecKux
KOJOB. AMNINapaTHO-NPOTPaMMHBINA KOMIUIEKC JJIsi MCCIEAOBAaHUS W BHU3yaIM3allMM Koja XEMMUHra.
AnmapaTHO-IPOrpaMMHBIN KOMIUIEKC BH3yaJlM3allUM WU HCCIEJOBAHUS MOJIeMOB coToBOM cBsizu FSK,
MSK GMSK u uucieHHbI aHaldM3 BEPOSTHOCTH CHMBOJIBHOM OWIMOKM ¢ wucnoiab3oBanuem I10
LabVIEW. AnnaparHo-nmporpaMMHBIA KOMIUIEKC BU3yajdu3alldd M HcclefoBaHus koma Xaddmena.
AnnapaTHO-IPOrpaMMHBII KOMIUIEKC Ul BHU3YaJIM3allMd W HCCIEAOBaHMs airoputma Butepbu ams
JEKOJMPOBAHMS CBEPTOYHOIO KOZAa. ANIIapaTHO-IIPOTrPaMMHBIN KOMIUIEKC BU3YaIM3alluHA U UCCIIEIOBAHNUS
HCTOYHHUKA JUCKPETHBIX cooOuieHuit merogom lllenHona-daHo. AnmapaTHO-IPOrpaMMHBIM KOMIUIEKC
BU3yaJIM3alluM W HccaenoBaHus konoB boysza-Uoynxypu-Xoksenrema (BUYX) c¢ wucnons3zoBaHuem
MATLAB. Pa3paboTka nOporpaMMHOIO KOMIUIEKCA [UI HCCIIEAOBAaHHMS METOJIOB aHaJOroBOIO
ckpemOnupoBanuss Ha Oaze LabVIEW. AmnmaparHo-nmporpaMMHBI KOMIUIEKC BH3yalM3alud W
UCCIIeN0BaHNs alroputMoB Jlemmens - 3uBa. AmnmaparHO-NPOTrPaMMHBINA KOMILIEKC BH3yallM3allMM U
uccnenoBanusi Tpemnuc xkomoBot moxymsiiuu (TCM). CurHanbHO-KOAOBBIE KOHCTPYKIIMH. ATMMapaTHO-
IIPOrPaMMHBIN KOMIUIEKC BU3yaJln3alMK U uccienoBanus cxeM OFDM-MonynsTopoB U JeMOAYIATOPOB.
AnmapaTHO-IPOrpaMMHBIN KOMILUIEKC BU3yaJIN3alluy U UccienoBanns konoB Puia-ConomMoHa B KaHaax ¢
He3aBUCUMBbIMH ommmbkamu Ha 6aze MATLAB. AnmapartHo-mporpaMMHBIM KOMIUIEKC BU3yaJdH3allMd U
UCCIIEIOBAaHNUS HU3KOIUIOTHBIX KomoB LDPC. AmnmapaTHo-mporpaMMHBIN KOMIUIEKC BH3YyalM3alMd U
UCCIIEIOBAaHUSA LUKIMYeCKUX u30bITouHbIX KomoB CRC. AmnmapaTHO-IpOTrpaMMHBIA — KOMIUIEKC
BU3YaJIM3allMK U UCCIIeIOBaHMS KaCKaJHbBIX KOJIOB. ANIapaTHO-MIPOrPaMMHBIN KOMIUIEKC BU3YyaIU3alu U
UccleIoBaHus (paKTaIbHbIE METO/bI KOAMPOBAHUS M300pakeHUH. ANMmapaTHO-IPOrpaMMHBIH KOMIUIEKC
BU3YyaJIM3allUM W MCCIEJIO0BAaHUS PEHIeTYaToro KOAUPOBAaHUA. AMNMAapaTHO-TPOTPAMMHBIA KOMILIEKC
BU3YyaJHM3allMM U MCCIIEIOBAaHHUS MOJEMOB CIIyTHUKOBBIX cucteM cBsisu M-QAM, M-PSK u uucnenusiit
aHaJIN3 BEPOSITHOCTU CUMBOJIbHON omnOKH ¢ ucnonb3oBanueM [10 LabVIEW. AnnaparHo-nporpaMMHBIii
KOMIIJIEKC BM3yaJlU3alliM M HUCCIEJOBAHHUA METONAa CBEPTOYHOIO JEKOAMPOBAHMS Ha OCHOBE
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MOCJIEZIOBATEILHOTO ~ aIrOpuTMa ¥ Jekomepa ButepOu. AmnmapaTHO-IPOTPAaMMHBIN  KOMIUIEKC
BH3yaJu3alMi W uccheaoBanus TypOo KOmOB. ATMMaparHO-NMPOTPAMMHBIA KOMILUIEKC BH3YyaIU3allMH U
uccienosanus [lepemexurenei.

11. PeiiTuHroBasi cucreMa JJisi OEHKHU YCIIeBA€MOCTH 00y4aroIIuXCst

11.1. BanabHbIe OLIEHKH /Il 3JIEMEHTOB KOHTPOJIA
Tabnuma 11.1 — bannabHbIE OIEHKH TSI JIEMEHTOB KOHTPOJIS

. . MakcumanbHbIi
. MaxkcuMabHbIH MaxkcuManbHbIH
DneMeHTHl y4eOHOI 0as 3a mepuos Bcero 3a
6amt Ha 1-yto KT ¢ Gamr 3a mepuon
NEeITEIbHOCTHA Mexny 2KT u Ha ceMecTp
Hauana cemectpa  Mexnay 1KT u 2KT
KOHEI[ CeMecTpa
8 cemecTp
3auer 30 30
Koncnekr 2 2 2 6
CaMOIOATOTOBKH
KonTponbhas pabora 10 10 20
Ornpoc Ha 3aHATHAX 5 5 10
OTueT 1Mo NPaKTHYECKOMY 10 10 20
3aHATHUIO
CobecenoBanue 8
Tect 6
Hrtoro makcumym 3a 4 33 63 100
nepuoa
Hapacratommm urorom 4 37 100 100
9 cemectp
JuddeperunpoBaHHbIi 30 30
3a4er
3amura KypcoBBIX 10 10 20
poeKToB (paboT)
Koncnexr 2 2 2 6
CaMOMNOATOTOBKH
Omnpoc Ha 3aHATUSIX 5 5 10
OTt4er 1o NpakTU4ECKOMY 10 10 20
3aHSATHIO
CobOecenoBanue 8
Tecr 6
Hroro makcumym 3a 4 33 63 100
nepuoa
Hapacraromumm urorom 4 37 100 100
11.2. Ilepecyer 02/1J10B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[lepecuer 6ayI0B B OIIEHKH 32 KOHTPOJIbHBIE TOUKH MpeCcTaBieH B Tabnuue 11.2.
Tabnuna 11.2 — Iepecuer 6amioB B OIEHKH 332 KOHTPOJIBHBIC TOUKH
basiel Ha 1aTy KOHTPOJIBHON TOUKU Onenka
> 90% ot MakcuManbHON cyMMBbI O6astoB Ha aaty KT 5
Ot 70% no 89% ot makcumabHOM cymMmMbl 6aisioB Ha fgaty KT 4
15
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‘ Ot 60% 1o 69% oT MakcuManbHOM CyMMBI OaiT0B Ha aary KT 3

‘< 60% oT MakcuManbHOU cyMMBI OatoB Ha aaty KT

11.3. Ilepecyer cymMMbI 02J1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYIO OLIEHKY
[lepecueT cymmbl 6alJIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBIeH B TaOIuIle
11.3.

Tabmuna 11.3 — I[lepecuer cymmbl 0aIOB B TPATUITMOHHYIO M MEXITYHAPOIHYIO OLICHKY

Hrorosasi cymma 6aiiios,

Onenka (I'OC) YYHUTHIBACT YCIEIIHO CAAHHBIN Omenka (ECTS)

IK3aMEH

5 (oTuuHO) (3a4TEHO) 90 - 100 A (OTIM4YHO)
85 -89 B (ouenb xoporio)

4 (xoporo) (3a4TeHO) 75-84 C (xopor1o)
70-74
65 - 69 D (ynoBneTBOpHUTENBHO)

3 (yAOBIETBOPHUTENIBHO) (3a4TEHO) 60 - 64 E (HoCpeiCTBeHHio)
2 (1eynoBIICTBOPHTE L HO) (HE Hwxe 60 6ammos F (HeynoBneTBOpUTENBHO)

3a4TEHO)

12. Y4yeOHO-MeTOAUYECKOE M MH(OPMALIMOHHOE OOecriedeHne JUCHMIIIMHBI

12.1. OcHoBHas iuTEparypa
1. KomupoBanue u mmdpoBanre WHPOPMAIMU B PATUOIICKTPOHHBIX CHCTEMaxX IMepeaadu
unpopmaruu: Kypc Inekiuii, KOMIbIOTEpHBIE J1aOOpaTopHble padOThl, KOMIIBIOTEPHBIH MPAKTUKYM,
3aJlaHue Ha CaMOCTOATENbHYIO paboTy / TomukoB A. M. - 2017. 746 c. [DnekTpoHHbIid pecype| - Pexum
nocrtymna: https://edu.tusur.ru/publications/7063, nara obpamenus: 08.05.2018.

12.2. lonoiauTeIbHAS JIUTEpPaTypa
1. PagmorexHuueckue cucrteMsl nepeaaun MHPopmanuu: YuedbHoe nocodue / Axynunudes lO.
II., bepurapar A. C. - 2015. 196 c¢. [Onekrponssii pecypc] - Pexum pocryna:
https://edu.tusur.ru/publications/5851, nara oopamenus: 08.05.2018.

12.3. YueOHO-MeTOOUYECKHE OCOOUS

12.3.1. O0s3arenbHBbIC y4eOHO-METOAMYECKHE T0COOHS

1. KoamupoBanue u mmdpoBaHue HHPOPMAIMK B PaJMO3IEKTPOHHBIX CHUCTEMax Iepenadn
nHpopmanmu: Kypc nekmmid, KOMITBIOTEpHBIE JIa0OpaTOpHBIE pPAaOOTHI, KOMITBIOTEPHBIH MPAaKTHKYM,
3aJJaHMe Ha CaMOCTOsTeNbHYI0 paboTy / ['onukoB A. M. - 2017. 746 c. [DnexkTpoHHbIi pecypc] - Pexum
noctyna: https://edu.tusur.ru/publications/7063, nara oopamenus: 08.05.2018.

2. lonmukoB, A. M. KogupoBanue u mudpoBanue nHhHOpMaIuu B CHCTEMaX CBSI3U:
Meronuyeckue yka3zaHus 1o KypcoBoit padote [DnekTponHsblil pecypc] / l'onmukoB A. M. — Tomck:
TYCVYP, 2016. — 123 c¢. — Pexxum goctyna: https://edu.tusur.ru/publications/6155. gara oOpamieHus:
08.05.2018.

12.3.2. YyeOHo-MeTOAUYECKHE OCOOUS A5l JIUI[ C OTPAHMYEHHBIMHU BO3MOKHOCTSIMHM 310POBbS U
HHBAJIN/10B

Y4eOHO-MeTOoMUeCcKre MaTepuabl sl CAMOCTOSTENIbHOW U aylIUTOPHONH paboThl 00YJaroIuXCs
U3 YHClia JIMI C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSl M MHBAJIMI0B MPEAOCTABISAIOTCA B popmax,
alalTUPOBAHHBIX K OTPAaHMYCHUSM UX 37I0POBbsS M BOCHPUATHUS HH(DOPMAIIHH.

Jlst M1 ¢ HapylIeHUsIMH 3peHust:

- B (hopMe PIIEKTPOHHOTO TIOKYMEHTA;

- B Ile4aTHOW (hopMe YBETMUEHHBIM IIPH(PTOM.

JI1st 1M1 ¢ HAapYIIEeHUsIMH CJIyXa:
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- B (hopMe DIIEKTPOHHOTO TOKYMEHTA,;

- B Tie4aTHOU (opme.

J1J1s1 JIMIL ¢ HAPYIIEHUSIMH OTIOPHO-IBUTaTeILHOTO anmnapara:
- B (hopMe DIIEKTPOHHOTO TIOKYMEHTA,;

- B TIe4aTHOU (hopme.

12.4. TIpodeccuonabHbIe 0a3bl JAHHBIX M HHGOPMAIHOHHBIE CIIPABOYHbIE CHCTEMBbI
1. www.elibrary.ru
2. uisrussia.msu.ru

13. MarepuaibHO-TeXHHYECKOe 00ecneyeHue TUCHMILINHBI U TpedyeMoe MPporpaMMHoe
o0ecreuenue

13.1. O6mue TpeGoBaHNs K MATEPHAIBLHO-TEXHHYECKOMY M IPOrPAMMHOMY 00ecrie4yeHn 10
AUCHUTINHBI

13.1.1. MarepuajibHO-TeXHHYECKOE H MPOrpaMMHOe odecnedeHne ISl JJeKIMOHHBIX 3aHATHI
Jnis mpoBeneHus 3aHITUN JICKIIMOHHOTO THUIIA, TPYIIOBBIX W WHAWBUIYAIBHBIX KOHCYJIBTAIUH,
TCKYIICTO KOHTPOJIA U HpOMe)KYTOqHOI;'I aTTCCTAllMU UCIIOJB3YCTCA quGHaH aAyauTopusda C KOJHUYCCTBOM
MOCAIOYHBIX MECT HEe MeHee 22-24, 000pynoBaHHas JIOCKON M CTaHAapTHOW yueOHOM Mebenbio. MMeroTcs
JEMOHCTPAIIMOHHOE 000pyIOBaHNWE M Yy4eOHO-HAIIAIHBIC TOCOOWS, OOSCICUMBAIONIUE TEMATHYCCKHE
WLTIOCTPAIUH T10 JICKIIHOHHBIM pa3ziesiaM JUCIUTUINHBL.

13.1.2. MarepuaJibHO-TeXHHYECKOE U POrPaMMHOe o0ecredyeHne JAJIsl NPAKTUYeCKUX 3aHATHI
Jlaboparopusi paauo31eKTPOHHBIX CUCTEM Tepeaadu HHPOopMaIiu
yueOHasi ayAuTOpUs JUIS MPOBEICHUS 3aHATHH MPAKTHYCCKOTO THIA, ydeOHAas ayquTOPHS IS
MIPOBEJICHUS 3aHATUH JTa0OpATOPHOTO THIA, MOMEIIEHUE JJIi KYPCOBOTO MPOEKTUPOBAHUS (BBITOIHEHHUS
KYpCOBBIX paboT)
634034, Tomckas obmnacte, . Tomck, Bepmnnuna ynuua, a. 47, 401 ayn.
Onucanue uMmeroIerocs 000pya0BaHus:
- Komnerotep (8 mrT.);
- Mounurop (197 SAMSUNG 1730S) (8 mrt.);
- KnaBuarypa (8 mr.);
- Mpims (ontuueckast) (8 1mir.);
- Kommnekr cnenuanu3upoBanHoi yaeOHo# Mebenu;
- Pabouee mecTo mpenoaaBarens.
[TporpamMmmHoOe obecrieueHue:
- 7-Zip
— Adobe Acrobat Reader
— Far Manager
— Free Pascal
— Free Pascal Lazarus (Bepcus 1.6)
- GIMP
— Google Chrome
— Microsoft Windows Server 2008
— Microsoft Windows XP
— Mozilla Firefox
— OpenOffice
— Opera
— Opera Developer
— PTC Mathcad13, 14

13.1.3. MarepuaJIbHO-TeXHHYECKOE M IPOrPaMMHOe o0ecredeHne I CaMOCTOATEIbHOM padoThI
Jiis caMoCTOsTEeNbHON pabOThl UCHONB3YIOTCS y4eOHble ayIUTOPHH (KOMITBIOTEPHBIE KIIACChl),
PacIoIOKEHHBIE 10 aipecaMm:
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- 634050, Tomckast o6macTb, . Tomck, Jlennna mpocriekT, 1. 40, 233 ay.;

- 634045, Tomckas obmacTs, T. Tomck, yi. KpacHoapmeiickas, a. 146, 201 aygx.;
- 634034, Tomckast o6nacTh, . Tomck, Bepimmauna ynuna, 1. 47, 126 ayn.;

- 634034, Tomckast obnacTs, T. ToMmck, Bepmmanna ynuma, 1. 74, 207 ayn.

CocrtaB 000py1OBaHUS:

- yaeOHast meOerb;

- komneroTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.8I'T. - 5 mit.;

- KOMIBIOTEPHI MOJKIIOUYEHBI K ceTu «HTepHeT» M 00eCrednBarOT JOCTYI B JIEKTPOHHYIO
nH(pOpPMAITMOHHO-00pa30BaTEILHYIO CPElY YHUBEPCHUTETA.

[Tepedenp nmporpaMMHOTO 00€CTICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MarepuajibHO-TeXHUYeCKOe o0ecriedeHne TUCHUIITUHBI IS JTUI[ ¢ OTPAHUYEeHHBIMU
BO3MOKHOCTSIMH 3/I0POBbSI U HHBAJIM/10B

OcBoeHUE NUCHUMIUIMHBI JIMIIAMU C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMU
OCYIIECTBIISIETCS C UCIIOIB30BAHUEM CPEJCTB OOYUECHHsI OOILEro U ClelnaaIbHOr0 Ha3HAUYCHUSI.

[Ipu 3aHsaTusX ¢ OOydalOIIMMHCS € HAPYUIEHHMSIMH CJyXa MPEIyCMOTPEHO HCIOIb30BaHUE
3BYKOYCWJIMBAIOLLIEH amnmaparypbl, MYJIbTUMEAUNHBIX CpPEICTB U JPYrUX TEXHUYECKUX CPEICTB
npreMa/mepenadd yaeOHoW WH(POpPMAIMU B JOCTYIMHBIX (hopMax, MOOMIBHOH CHUCTEMBI MPEIOIaBaHUs
Ui 00y4aronuXxcsi ¢ UHBAIMIHOCTBIO, MOPTAaTUBHON MHAYKIIMOHHOMN cHUCTEMBbl. YueOHasl aylnuTopus, B
KOTOPOH 3aHUMAIOTCSI OOydalolIuecsi C HapYyIICHUEM cliyxa, 00OpyIOBaHA KOMITBIOTEPHOW TEXHUKOM,
ayIMOTEXHUKOM, BUICOTEXHUKOU, FIEKTPOHHOMN JOCKON, MYIbTUMEIUUHON CUCTEMOI.

[Ipu 3aHATHAX ¢ OOYYAIOMIMMHUCS ¢ HAPYLIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO HUCTIOIb30BaHUE B
JIEKIMOHHBIX U YY€OHBIX ayAUTOPUSIX BO3MOXKHOCTH IIPOCMOTPA YAAJIEHHBIX 00BEKTOB (HapuMep, TeKCTa
Ha JIOCKE WM CJlaii/ia Ha KpaHe) MPHU MOMOIIY BUCOYBETUIHUTENEH sl KOM(DOPTHOTO MPOCMOTPA.

[Ipu 3aHATHAX ¢ OOYYAOIIMMHUCA € HAPYLIEHHMSIMH OINOPHO-IBHUIraTeJIbHOIO amnmapara
WCIIONB3YIOTCSl aJbTepHATUBHBIE YCTPONCTBAa BBOJAa WH(MOpPMAIMM W JAPYTHe€ TEXHUYECKHE CPEJCTBA
npuema/mepenadu ydeOHOW HMH(pOpMALUU B AOCTYMHBIX (popMax, MOOMIIBHOW CHUCTEMbI OOyuYeHMS JUIS
JIFOAEH C MHBAJIMIHOCTBIO.

14. OneHovHbIE MaTepvajJbl H METOANICCKUE PEKOMECHAALIMMA 110 OPraHU3ali U3YYCHUSA
AUCHHUITIJIMHbI

14.1. Cozlepma}me OLCHOYHBIX MaT€puaJOoB U METOAUYECCKHUE PCKOMECH AL
I[J'IH OLCHKHU CTCIICHH C(l)OpMI/IpOBaHHOCTI/I H YPOBHS OCBOCHHUSA 3aKPCIVICHHBIX 3a JUCHUILIMHON
KOMHGTGHHI/II\/'I HCIOJIB3YIOTCA OLICHOYHBLIC MAaTCpHalibl B COCTABE!

14.1.1. TecToBble 3aJaHUA

1. Kakoii u3 ¢a30BbIX BUIOB MOIYISINHA 00€CTIeYBAECT HAUOOIBIIYIO TTOMEX0YCTOMYUBOCTE?

- BPSK

- QPSK

- 8-PSK

- 16-QAM

2. Kakoit u3 (a30BBIX BHJIOB MOMY/ISAIMKA OOECIEUMBACT HAWOOJBINTYI0 CKOPOCTh TEpenaqu
uHpopmanuu?

- BPSK

- QPSK

- 8-PSK

- 16-QAM

3. Kako#i u3 BUJOB YaCTOTHON MOAYJIAILIMM UMEET MUHUMAJIbHYIO IIUPUHY CIIEKTpa?
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- FSK

- MSK

- GMSK

- M-FSK

4. Kakoil ©3 METO/I0B KOJUPOBAHMS HICTOUHHKA ITPOU3BOUT KOJUPOBAHUE C MOTEPSIMU?

- Kozxpl lllennona-dano

- Anroputw™ Jlemnens - 3uBa

- BeiiBner npeoOpazoBanue

- Kogpr Xaddpmana

5. Kakoii xox sBiisieTcst OJTIOKOBBIM?

- Kog XemMmunra

- BUX (boy3a-Yoynxypu- XokBeHrema)

- Puna-Conomona

- daiipa

6. Kaxoii u3 kojj0B o0ecrieurBaeT HanOOJIbIIEe YUCIO 0OHAPYKEHHBIX OIHOOK ?

- Kog XemMmuara

- BYX (boy3a-Hoynxypu-XokBeHrema)

- Puna-ConomoHna

- Qaiipa

7. Kakoii u3 nuknnyeckux u36ntounbix kogoB CRC (Cyclic redundancy check) oGecnieunBaer

HanOoJbIIee YHCIO OOHAPY)KEHHBIX OMMOOK OT YHCIAa KOHTPOJBHBIX CYMM Ui pa3iIHYHBIX
nonnHoMoB CRC-kona?

- CRC-1

- CRC-16-1BM

- CRC-30

- CRC-4-1TU

8. Kakoii u3 ko10B 00ecrieynBaeT HAMMEHBIITYIO0 BEpOoATHOCTh OuToBO# ommoOku (BER) mpu SNR
> 5 J16?

- CBepTOUHBIN

- Kackagaprit

- Puna-Conomona

- TypGoxon

9. Kakne u3 KOMOB M CUTHAJIBHO-KOJIOBBIX KOHCTPYKIIMK HanOoyiee MpUOMMKEHBI K BEPXHEH
rpanute [llennona?

- AOM-16-CK

- BUX

- ®M-2

- AM-2

10. Kakoe paccTosiHHMEe MEXIy CHUTHAJIbHBIMU ToukamMu DPMH-8 olecriednBaeT HauOOJBITYIO
MTOMEXO0YCTOWYNBOCTh?

- 0,765

-1,414

-1,848

- 2,000

11. Uemy paBHa BeIMUMHOM TIpeeabHOM dHepreTraeckon addextuBnoctu (penen [llennona)?

- 1,59 J16

- 1,69 /16

- 2,56 J16

- 3,22 16

12. KakoBa qnuHa paitoxecra Xem-gynkmun [OCT?

- 56

-128

-192

- 256
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13. KakoBa ayuHa kimoua mugpa DES?

-48

- 56

- 128

- 256

14. KakoBa qymmna xiroua mudpa 'OCT 281477

-48

- 56

-128

- 256

15. Kakoe komuaectBo payHaos mudppa DES?

-16

-32

-48

- 56

16. Kakoe xonmnuectBo payHoB mudpa 'OCT 281477

-16

-32

-48

- 56

17. KakoBa mmHa xiroda mmdpa AES?

- 128, 192, 256

- 32, 48, 56

- 48, 56, 128

- 56, 128, 256

18. Cranpmaptsl 6mounoro mudposanuss DES (Data Encryption Standard) u AES (Advanced
Encryption Standard) wumeror ciemyromue OCHOBHBIC pexuMbl. Kakoli w3 Hux paboTaer Kak
CaMOCHHXPOHHU3HUPYIOIIUICS TOTOYHBIN mHdp?

- Pexxum anexrponnoii komooit kauru, ECB (Electronic Code Book).

- Pesxum crierienus 6mokos mugprekcra, CBC (Ciphertext Block Chaining).

- Pexxum o6parnoit cszu no mupprexcty, CFB (Ciphertext Feedback).

- Pexxum o6parHoii cBs3u o Beixoay, OFB (Output Feedback).

19. OreuectBennslii crangapt OmouHoro mmdposanus ['OCT 28147-89 moxer paborarh B
crenyomux pexumax. Kakoi u3 Hux paboTaeT Kak CHHXPOHHBIM MOTOYHBIH Mg p?

- PexxuM npocToii 3aMeHbl

- Pexxum raMMupoBaHus

- Pexxum raMmmupoBaHus ¢ 0OpaTHOM CBA3BIO

- Pexxum BrIpaOOTKM UMUTOBCTABKH

20. Kakoit wu3 mOTOYHBIX MMHU(POB sBIsAEeTCS TModenureneM MexXIyHapOoIHOTO KOHKypca
eSTREAM?

- Rabbit

- Sosemanuk

- HC-128

- LEXVv2

14.1.2. Tembl OIPOCOB HA 3aHATHAX

Anamu3 1mH@poBBEIX MeTonoB Monyisimu. Mogemsl cotoBoit cBsizm FSK, MSKGMSK wu
YHUCIIEHHBI aHAIU3 BEPOATHOCTH CHMBOJIBHON ommuOku ¢ ucnoip3oBanueMm [10 LabVIEW. Monemsi
CIYTHUKOBBIX cucTeM cBsi3 M-QAM, M-PSK u uncieHHBIN aHaIn3 BEPOITHOCTH CHMBOJIBHOHM OIMOKH
¢ ucnonb3oBanueM [10 LabVIEW

[IpomyckHasi cnocoOHOCTh KaHaia cBsizu. OOBEM CHUTHAIA U €MKOCTh KaHajla CBSI3M, YCIOBHS HX
cornacoBaHus. VccnemoBaHue KOIMPOBAaHUS MCTOUHUKA. MeToasl 3(PPEeKTUBHOTO KOAMPOBAHMSL.
@pakranbHble METOAbl KOJUPOBaHUS H300paxkeHuil. BeiiBner mnpeoOpa3oBaHMsl CHUTHAJOB U
M300paKeHUH.

UccnenoBanne xkomoB Xemmunra, bUX (boy3a-Uoynxypu-Xoksenrema), Puna-ConomoHna.
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Huknuyeckue uzobirounbiekoqpl CRC (Cyclic redundancycheck). Ceprounsie kofpbl. JlekonupoBaHue
CBEPTOUHBIX KOZIOB. JleKkonupoBaHME CBEPTOYHBIX KOAOB MO Merony Burtep6u. TypOokoaupoaHue.
OO6oOmienHass cxema TypOOKoJepa ¢ MapajuleJbHBIM KackaaupoBaHHeM. CBepTOuHBIE TYpOOKOIBI.
JexonupoBaHue TypOOKOmOB. XapaKTEpUCTHKH IOMEXOYCTOMYMBOCTH CBEPTOYHBIX TYpOOKOIOB.
HuskornorHoctHbie koabl. Knaccuduxanus LDPC-konoB. MeToabl mOCTpOSHHS MTPOBEPOUHBIX MATPHIL.
ANropuT™MBl J€KOIUPOBaHUS HU3KOIUIOTHBIX KO/10B. VcciienoBaHMe KacKaJHbIX KO/IOB.

CurnanbHO-KOAOBbIE KOHCTPYKIIMM Ha ocHOBe Tpemtuc kogoBoi Monyassuuu(TCM) u ux ananus.
HccnenoBaHue CHUTHaJIbHO-KOJOBOM KOHCTPYKUMH Ha 0a3e CHUCTEMbl C OpPTOrOHAJIBHBIM YaCTOTHBIM
MYJIBTHILICKCHPOBAHUEM U IPOCTPAHCTBEHHO-BpeMEeHHBIM KoaupoBanuem OFDM - MIMO.

ITomexoycToliunBoe KoaupoBaHue sBisgeTcs 3pdexktuBHbIM criocodbom ontumuzanmuu TKC. Ha
IpakTUKe WHXkeHepy npoekTupoBuky TKC npuxomurces pemars 3aaud ONTHMU3ALMM HAa OCHOBE
YHUCJIEHHBIX PACYETOB M COOTBETCTBYIOLIETO CPABHEHUS METONOB IOMEXOYCTOMUMBOIO KOAMPOBAHUS U
BbIOOpa KOHKPETHBIX METOJOB M COOTBETCTBYIOUIMM MM KOAOB. PelieHue WMMEHHO TakoW 3anadu
MOJI0’KeHO B 0OCHOBY CP.

Teopuss  kmaccmuecknx  muUppoB. OCHOBHBIE  XapaKTEPHUCTUKU  OTKPBITOTO  TEKCTa.
Knaccudukanusmmdpon. Knaccudbuxamus mmdpos3amensl. [udper nepectanoBku. udpsr mpocroit
3amenbl. Cucrema mudposanus Llezaps. Apdunnas cucrema noacranoBok Llesaps. Cucrema Llesaps c
KJIFOUEBBIM ci10BOM. burpammusiii mudp Ilneideiipa. [ludpXumra. udpsr caoxuoit 3amensl. udp
"nBoitHOM kBampar" YurcroHa. OpnHopaszoBas cuctema mudposanus. I[ludposanue wmeTomom
raMMUpPOBaHMs. MeToibl TeHepaluu ICeBAOCIyYaliHbIX HocienoBaTenbHoCcTell uncen. JInHeiHbIi
KOHIPY?HTHBIN reHeparop. Peructp casura ¢ IMHENHHOM 00paTHOM CBS3bIO.

Teopuss mMHUPPOB € CEKPETHBIM KIIOUYOM. biloYHBIE U TOTOYHBIE CHUCTEMbI HIM(POBaHUS.
[Mpunmunel  moctpoenus Onounbix mudpos. Cranmapr mudpoBanus ganaeix [OCT 28147-
89.Amepukanckuii ctanaapt mudpoBanus nanueix DES. bnounsiit xpunro anroputM RIJNDAEL u
crangapt AES. Ilorounbsie pexxume. MeTonbpl OLIEHKH KauecTBa aJITOPHUTMOB IOTOYHOTO MIM(POBAHHUSL.
Kpunroananus mudpos. Craructudeckuid aHann3 rammbimugpoB. HaGop crarucTHdeckux TECTOB
HUCT. UccnenoBanue aaropuTMoB 1motoyHoro mm@posanusi. Kpunroananus mmdpos. CTaTucTHUeCKuit
aHamu3raMMbl UGPOB. AHaIM3 pe3ylbTaroB TecTUpoBaHus. lcciienoBaHue MTPOU3BOIUTEIBHOCTH
mmdpoB cucrembl mudppoBanus. I[lorounsle pexxumbl OnouHBIX MHGPOB .CTpoUTENbHBIE OJIOKU
NOTOYHBIX MUGPOB. Peructpel capura ¢ obpartHoM cBs3bro. Peructpsl casura ¢ JuHeHHOMOOpaTHOM
cBsi3blo. Peructpel capura ¢ oOparHo#l cBsa3bio mo nepeHocy. [Torounsnii mmdp HC-128. ITorounsrii
mmpp Rabbit. [lorounsii mmdp Salsa20.Ilotounsiit mmpp SOSEMANUK.SERPENT wu ero
npousBogHbie. [lotounsni mudp F-FCSR-H. ITorounsiii mmudp Grain-128. [Morounstii mmppMICKEY-
128. IMotounsiii mmdp Trivium. Poccuiickuii 6mounsiii mmdp I'OCT 28147-89 B mOTOUHOM pexHUME.
bnounstit mudp AES B norounom

Teopust muppPoB C OTKPHITHIM KIIOYOM. ACHMMETpPUYHBIE KpuUITOcUCTeMbl. [Ipennochuiku
MOSIBIIEHUSI aCUMMETPUYHBIX KpunTtocucteM. OOoOIIeHHass cXeMa aCUMMETPUYHOM KPUIIOCHUCTEMBI.
Anrebpanueckas o0o0meHHas mozens mudpa. OgHocroponnue ¢pyHkiun. dakropuzanus. JJuckpeTHbIi
norapudm. Kpunrocucrema RSA. OcHoBHble onpeznenenus u teopembl. AnroputM RSA. Tlponenypsr
mmdpoBanus U pacmugppoBanus B Kpuntocucteme RSA. Kpuntocucrema Omnb-I'amans. Merton
SKCIOHEHILIMAJIBHOIO KitoueBoro obmena Jludpdu-Xemnmana. AIropuTMbl MPAKTUYECKON peasln3aluu
KPUIITOCHUCTEM C OTKPBITHIM KITF04oM. Aroput™ Pabuna-Musnepa (Rabin-Miller).

Cetu mmdpoBaHHOM cBs3u. Opranuzanus cetel KoHPUAECHIIMAIbHON CBsA3U .OCHOBHBIE TEPMUHBI
U TOHATHA. YTpo3blceTsM. IIpoTokomnsl pacnpeneneHus Kiroueld U UX XapakrepucTuku. Komnpomeranus
aOOHEHTOB CETH; CHOCOOBI MOCTPOEHHUS MPOTOKOJIOB IMIKM(POBAHHOM CBA3M U METOIbl MX pEIICHUS.
IToBTOpHOE HCIIONB30BAHUE KITFOUEH B CETAX MIU(PPOBAHHOM CBsA3U. [10X0ABI K CHIKEHHIO BEPOSITHOCTH
MOBTOPHOTO  Hcroyib30BaHusl.  CoBpeMEHHblE  TEHJIEHLUUU  Pa3BUTHUS  CPEICTB UM METOJOB
Kpunrorpaduueckoil 3ammTel uHQOpManuu. I[IporpammHO-anmaparHas peaju3alMs COBPEMEHHBIX
Kpunrtorpapuueckux cpeactB. Kpumnrorpaguueckue MpPOTOKONBI: MPOTOKOJIBI €  OCPEAHHUKOM,
apOUTpakHbIE MPOTOKOJIBI M LIEHTPbHI JIOBEPHs, CaMOJOCTAaTOYHBIH MPOTOKOJ, MPOTOKOJIBI HAa OCHOBE
CUMMETPUYHON U aCCUMETPUYHOMN KpunTorpaduu, xa3u-(yHKIIMH U TPOTOKOJIBI, IPOTOKOJIBI CMEIIaHHbIX
kpunrocucreM. PGP kogupoBanune u mmppoBaHHE C OTKPHITBIM KitouoM. OOImue CBEACHUS.
CoBmectumocTs. 3anmiéHHocts. Mexanusm pabotsl PGP. Kitoun PGP. [udposas noanucs Ha PGP.
Cxarue nannbix. Cerb npoBepusi. Ceprugukarsl. Open PGP. Ilornmomenune Network Associates.
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Copemennoe coctosinue. [IpaBoBbie acriekTsl nucnonb3oBanus B Poccun. Kpunrorpaguueckas cucrema ¢
OTKPBITHIM KIIFOYOM (MM aCHMMETPUYHOE MU POBAHUE, ACHMMETPUYHBIN MUDP). IISKTPOHHAS TTOITHCH
(3I0),2nexrponnas uudposas noanuck (SLI1). AurynmupoBanus oTkpeiToro kioda PGP. Jle3akTuBarus —
BPEMEHHOE OTKJIOYEHHE HEHCIONb3yeMOro Kiloua MM KiIroueBol mapbl. OTmedarok Kiodya.
NMnMuuTHOE JOoBEpUE — MOJHOE JIOBEPUE 3apE3EPBUPOBAHO JJIS KIIOUEBBIX I1ap, PACIONOKEHHBIX Ha
JIOKAJIbHOM KJto4e. be3omnacHoCcTh ceTu mnepedaud JaHHbIX Ha TpaHcnopTHoM ypoBHe SSL u TLS.
IIporokon SSL. Ilpununun paborel SSL. MuorocnoiiHas cpeaa mnporokosna SSL.  IIporokon
MOATBEPKACHUS monakiItodeHus. [Iporokon u3aMeHeHus mapameTpoB mmmdpa. I[lpeaynpenuTenbHblit
npotokoi. [{udpoBeie ceprudukarsl mporokona SSL. MexaHu3mbl 00pa3oBaHMs KJIHOYa IS TEKYIICH
ceccun B SSL/TLS. IlpensaputenpHbie 00bekThl cekperHocTd: NULL, RSA, anonumusii Juddu-
Xemnman (Diffie-Hellman), xparkoBpemennsiii duddu-Xemnman, duxcupoanusii Auddu-Xemnaman
uFortezza. Anroputmbl mudpoBaHus/AemndpoBaHus. AJITOPUTMBI X3IIUPOBaHUS. [eHepupoBaHUe
Kpunrorpadguueckux napamerpoB. [naBHeli cexkperHblii koa. Ceancel u coenunenue. IIporokon TLS.
I'enepanus kpuntorpaduyeckord cekperHocTH. DyHKIUS pacmupeHus naHHbIX. llceBmocmydaiinas
¢ynkuust TLS. I'maBubiii cexpernsiii kon TLS. Marepuan mis kmoueit TLS. ABapuitHblii pOTOKON B
TLS. TIporokon ycranoBienus coeauHenuss TLS. bezomacHocts cetu IIJ] Ha cereBom ypoBHe [Psec.
[Psec sBnsiercs HeorbemsieMoM uacThio [Pv6 HMHTepHeT-mpoTOKONa CHEAYIOLIEro MOKOJICHHS.
Apxurektypa cpeinctB Oe3omacHoctd ans  [P-ypoBHs cnemudunupoBaHa B AOKyMeHTe Security
Architecture for thelnternet Protocol. Pasmermenune n ¢pynkunonnposanue [Psec. TpancropTHBIN pexum
pabotel. TyHHenbHBI pexxum paboThl. KoOHTEKCTHI 0€30MacHOCTH U yIpaBICHHE KIHOYaMHU.
[IpoTokosbHBIE KOHTEKCTHI M MOJUTHKA 0€30MacHOCTH. AyTeHTU(HUKAIIMOHHBIN 3arojoBoK. bezomacHoe
COKpBITHE CYIIEeCTBeHHBbIX MJaHHbIX. [Iporokon oOmena xmrouamu — IKE. Pacmupennsiii 0630p
0€30IacHBIX AacCOUMAIM pacHpeleNieHusT KIIoUuei, O00eCIeYnBaONMX 3allUTy OTKOMIIPOMETAINH.
Kpunrorpadguueckne mOpOTOKONBI, TMPOTOKONBI  pacHpelesieHuss KIIoued, MapoibHbIE CHCTEMBI
pasrpannueHus noctyna. CrnocoObl BOCCTAHOBICHHS IIHU(PPOBAHHOW CBS3HM IOCIE KOMIIPOMETAIIHH.
[Tonxonpl KJIOKamM3allUM HETaTHUBHBIX TMOCIHEACTBUNA KoMmImpomeTanud. CeTh CBA3H C  OTKPBITHIM
pacrnpenenenueM kiroue. [Ipo0GiemMbl CHHXpPOHM3AIUMHU B CETAX

besonacnocts GSM ceteii. Anroputm mmdpoBanus AS/1. Cucremusie coobuenuss GSM.
Kpunrorpaduueckast 3ammra OecnpoBoaHbix cereil crapmaproB LTE. CymecrtByroniye MeToasl |
CTaHAapThl 3aUThl OecripoBoaHbIX ceteid LTE. Anroputm ayreHtudukanuu u renepauuu kioda. Ciaou
6e3onacHocTH. Mepapxus kimtoueid B E-UTRAN. I'eneprpoBanue kitodei mudpanuy 1 1eI0CTHOCTH AJis
NAS curnanmuzauuu. Anroput™ mudpanuu B E-UTRAN. Anroputm nposepku nenocraoctd E-UTRAN.
MonenupoBanne texHonmoruu LTE B cpene MATLAB c¢ ucnonb3oBanueM BcTpoeHHoro makera LTE
System Toolbox

14.1.3. 3auér

1. TypOokoabl. CocrtaBHble koabl 2. Kak Bo3pacTteT cloxHOCTb Jekojepa Burepbu npu
YBEJIIMYEHUH JUIMHBI KoJoBoro orpanndeHus CK BaBoe? 3a cueT 4ero moBBILIAETCS CIOXKHOCTDH AEKoAepa
ButepOu npu mepexone K MITKOMY peHIeHHIO0 Ha Bbixone Aemoxayistopa? 3. Uro Takoe uHdpopmarus,
cooOuieHue, curHan? Yrto Takoe JMHUSA CBsI3M, KaHal cBs3u? Kakue paanoTexHHYecKHe yCTpOHCTBa
00s3aTeNIbHO  BXOIAT B cucTeMy odmnekTpocBsizu? 4. IlpomyckHas crnocoOHOCTh KaHalla CBSI3H.
KonupoBanue ucrounuka 5. Jalite XapakTepUCTUKY 3aBUCUMOCTH MIPOTSHKEHHOCTH MarucTpajiy CUCTEMBI
nepenauyu ¢ BOJIC oT BenMUYMHBI SHEPreTUYECKOro BBIMIPbIIIA, 00ECHeUnBaEMOro MOMEX0YCTONYMBBIM
koqupoBaHueM. 6. Yro mnoHuMaeTrcs MOA ANAUTHBHBIMU U MYJIBTUILNIMKATUBHBIMU ITOMEXaMH?
[lepeuncnure u3BecTHple BaM ucTouHMKHM momex. B uem cocTouT cymiecT BEHHOE OTIMYME MOMEX OT
uckaxeHuil? 7. CUrHaIpHO-KOJIOBBIE KOHCTpYKIMM §. Kak ompezensercs dHEpreTUHUeCKU BBIMTPHINI OT
MIPUMEHEHHUS TOMEX0"YCTOWYMBOTO KoipoBaHusa? KakoBbl MPUUMHBI pacHIMpPEHUs CIIEKTpa CUTHAja IpU
MCMOJIb30BaHUM KO upoBanus? 9. UTo Ha3bIBaeTCs KOJUPOBAHWEM UCTOUHUKA? YTO Takoe cCOOCTBEHHas
uHpopmanus cumposa? [lepeuncnure cBoiicTBa coOCTBeHHONW MHPOpManuu. UTo Ha3bIBaeTCsl SHTPONHEN
CUTHaJla M Kak oHa Bbruucisercs. Kak Bbrumcnsercss koddduinment uzdbirouHoctu? 10.Kackannoe
koqupoBanue. 11. Jlaiite omnpenenenue curHaabHO-KOAOBbIM KoHCTpykuusM (CKK). Ilpusenute
CTPYKTypHYIO0 cxemy Koaepa-monyisropa CKK. 12. aiite dopmynupoBky Teopembl IlleHHOHa 0
KOJUPOBAaHUU B JIUCKPETHOM KaHasie 0e3 momex. 13. DHepreTuueckas M cnekTpaibHas 3(pPeKTUBHOCTD
mudpoBoil paaunocssa3u 14. Kakumu napamerpamMu OMOKOBBIX KOPPEKTHPYIOIIMX KOJOB OIpENeseTcs
BEPOSTHOCTh OIIMOKM JEKOAMPOBAHMSI B JBOMYHOM CHUMMETpUYHOM Kanaje? 15. Jlaiite ompenenenue
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NPOMYCKHOW crocoOHOCTH KaHaia ©Oe3 mnomex mnpuseaure ¢opmyny. IlpuBenute Qopmyny ams
MIPOMYCKHOM CIIOCOOHOCTH HEMPEPHIBHOTO KaHama ¢ mrymoM. 16. IlpomyckHas crmocoOHOCTH KaHaja
cBs3u. Konuposanue ncrounnka 17. KakoBo Ha3HaueHNE KOPPEKTUPYIOIIETO KOAUPOBAaHUS MPH Nepeade
muc—kpetHor mHpopManuu? 18 JlaiiTe ompeneneHne CUTHAIbLHO-KOAOBBIM KOHCTPYKIIMSM, YTO OHH B
ce0s BritouaroT? Uro Takoe nnpopmannonnas spdexruBHocts TKC? IIpuBenure hopmyny st pacuera.
19. Meton CBEPTOYHOTO JEKOAMPOBAHUSA Ha OCHOBE mocieaoBarenbHoro ainroputma 20. IlpuBenute
OCHOBHBIE ITapaMeTphbl Kojla XeMMHHra. B ueM cocTosAT nmpenmyiecTBa HUKINYECKUX K010B? MOXHO 1
UCIONB30BaTh KOAbl XEMMMHra M IMKIMYECKHE KOIbl JJIs HCIPaBICHUS OJHOKPATHBIX OLIMOOK?
Kakumu Oynyt mapamerpsl 3tux konoB? 21. Ilepeuncnure nokaszarenu 3pQeKTHBHOCTH HCHOIB30BAHUS
pecypcoB TKC. IIpuBemute dopmynsl mis pacuera. Uto moHumaercs mnojn mpenenoM lllennona? 22.
JlaiiTe ompeneneHre NPOCTPAHCTBEHHO-BpeMeHHOMY koaupoBanuio (MIMO). 23. K kakoi rpanuiie
(BepxHel MO0 HIKHEH) CIIeAyeT CTPEMHTHCS MPH pa3—paboTKe HOBBIX OJIOKOBBIX KoAoB? 24. UTo Takoe
yAeIbHast CKOPOCTh Nepeaadn MHGopMauy U Kak OHa 3aBHCUT OT OTHOLICHHS cUTHAJ/myMm? 25. MeTtoabl
perieTyaToro KOAUpOBaHMs/IeKoqupoBanus Ha Oaze Tpemmuc xkomoBoit mopymsmuu (TCM). 26.
BpemenHble ¥ 4acTOTHBIE aHAJIOTOBbIE CKpemOyepbl 27. KakoBa 3aBHCHMOCTb BEPOSITHOCTH OIIMOKH
ONTUMAJIPHOTO TIPHEMa CUTHAJIOB OT uucia mo3uiuii M? 28. Moaemsl cotoBoii cuctembl cBsizu (FSK,
MSK, GFSK, GMSK). 29. Iuknuueckue xkoasl. 1. OrmpeneneHne UIUKIMYECKOTO Koja. 2.
[TonunomuansHOEe omnucanue uukiaudeckux komoB 30. IlpuBemute dopmyny Onpenensouyo
3aBHCUMOCTB SHEPreTHYecKo 3PPEKTUBHOCTH OT YaCTOTHON 3((HEKTUBHOCTH ISl HICATBHOW CHCTEMBI,
o0ecreurBaroliell paBeHCTBO CKOPOCTU TMepenayd MHGOpMAlMK TMPOIYCKHON CIOCOOHOCTH KaHaua,
onpeaenstonryto 3apucumocts "[Ipenen Illennona". 31. TexHomOrnn MHOXKECTBEHHOI'O JIOCTyIa Ha Oa3e
OFDM-mopynsauuu u texnonorun MIMO 32. [Ipumeps! nuHEWHBIX KO0B. 1. I'paHUIBI MUHUMATBHOTO
paccTosHusS 7151 JTMHEHHBIX KoAoB. 33. Komel Xommunra. 3. Q-wunsiii kon Xsmmunra. 4. Koasl Puna-
Mamnnepa 34. Kakyio BenM4iHy HE MOXKET MPEBBIIIATh YHEpreTHueckas 3PpPeKTUBHOCTD JTHOO0H CUCTEMBI
nepepaun  uHpopmanmu 1o [ayccoBckomy KkaHany (NpuBEOuTE 4dHCIeHHOE 3HaueHue)? Kakum
TpeOOBaHUSM JIOJDKHBI YIOBIETBOPSATH CUTHAJIBHO-KOAOBBIE KOHCTPYKIUHU? 35. MeTonbl MORyasSIUU
QPSK 1 QAM. 36. Kakumu napameTrpamMy ONUCBIBAIOTCS CUHYCOMJAJIbHBIN CUTHAI U MEAHJp, & TAKKe
ux crnekTpel? 37. OnuiuTe MeTOoA MOCIEeI0BATEIbHOIO KaCKaJHOTO KOIUPOBAHUS/JIEKOAUPOBAHUS
npemioxeHHoro . ®opuu. 38. MHOroypoBHEBbIE METOJbl MOAYJIALIMHM CHUTHAJIOB, HCIIOJIb3YEMbIE B
CIYTHUKOBBIX cucTeMax cBsizu 39./laliTe xapakTepucTuky cmecu AB+iryMm Ha BXojie ¥ BbIXO€ (PUIBTPOB
HKHUX yacToT (lowpass): barrepBopra, UebrimeBa, YeOblieBa HHBEPCHOTO, AIIMNTHYECKOTO, beccens.
40. Omnummrte cTpyktypy TypOokomoB. 41. IlomexoyctoiiumBeie kombl Xomuura. 42. Kaxoso
MIPaKTUYECKOE 3HAYE€HHE MCIIONb30BAHUS HIKHEH rpaHulbl BapmamoBa-I'mnOepra u BepxHEH TpaHUIIbI
XeMMHUHTa Ui OILIGHKH XapaKTepUCTUK OJI0TKOBBIX KOppekTHpyroomux komo? 43. Kak crpowutcs
aBTOKOppENALMOHHAs (YHKIMS M KaKUMHU CBOMCTBaMHM OHa oOmajgaer. Jljis 4Yero mnpou3BOIUTCS
KBAaHTOBAaHME CHUTHaja M KAaKUM NPUHOUIAM OHO JOJDKHO yaoBieTBopsATh? 44. Texnonoruum
MHOXXECTBEHHOTO jaoctyna Ha 0aze OFDM-monynsiuu. 45. UcnpaBienue u oOHapyKeHHE OIIMOOK ¢
MOMOIIBIO JTIUHEHHBIX KofoB. 2.1. CrangapTHoe pacnonoxenue. 2.2. Mcnpasnenue omubok 46. Jlaiite
onpenenenne moxymsuuu FSK, MSK u GMSK, onumure ux cBoiicTBa, JlaiiTe XapakTepUCTUKY
3aBUCHUMOCTH BelnuuHbI ook (B BER) oT oTHOIIEHHS cHUTHAN/IIyM MpU KUCMONB30BaHUM (UIBTPOB.
Haiite xapakTepucTUKy "IIa3koBoW nuarpaMMmbl’ u jkutTepa. 47. OOpaboTKa 3BYKOBBIX CHUTHAJIOB C
UCIOJIb30BaHUEM BelBieT npeodpazoBanuil. 48. KakoBa ocHoBHas uzaes aiaropurma Jlemmnens-3uBa? 3a
CUET Yero MPOUCXOAUT YBEIMYEHHE H30BITOYHOCTH BMECTO YMEHBUIEHMS NpPHU MalblX IMHAX
IIPOM3BOJIBHONM  BXOAHOM  mocienoBarenbHocTH?  49.  IlpuBenuTe  XapakTEpUCTUKH  METO/OB
nomexoycTorunBoro komupoBanusi B cucremax BOJIC. 50. Metoasl cxxartusi ¢ moTepeil mHGOpMAIUU.
Komuposanue mnpeoOpazoBanuii. Crangapt cxarus JPEG u JPEG 2000. ®pakranbHbiii meron. S1.
[Ipobnema xomupoBanus. 1. CummerpuuHblldi KaHail. brokoBeie kompl. 2. OmuOKH THIA 3aMEIICHUS
CHMBOJIOB M MPHUHLHUI MakCHUMajbHOTro mpaspomnonodbus . 3. KomoBoe paccTosHMEe W HCHpaBlieHHE
omu0Ook. 53. IlpuHnmn mocnemnoBarenbHOTO AekoaupoBanus? OTIWYHE MOCIEA0BATEIHFHOTO aJTOpUTMa
or airoputMa BurepOu? 54. Meroasl CBEPTOYHOTO KOAMPOBAHUS M JIEKOAWPOBAHHMS Ha OCHOBE
rocsenoBarenbHOro ainroputma. lloporoBoe nexkomupoBanue. S55. JluHeiHbIe OMOKOBBIE KOABL 1.
CtpykTypa JMHEHHBIX OJOKOBBIX KOMOB. 2. MarpuyHOe OIMCaHHe JIMHEHHBIX OJOKOBBIX KOmoB. 2.1.
[Topoxkmaromas marpuna JuHeitHoro koxa. 2.2. IlpoBepounas marpuua JuHerHOro koga. 56. IlosicHure
TepMuH «CBEPTOUHBINA KOa». BaskHel e oTinuus CBEpTOYHBIX KOJJOB OT OJ10KOBBIX? UTO mpeacTaBiseT
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co6oii cBéprounsiii konep? 57. Koasl boy3a-Uoynxypu-Xoksenrema (BUX). 58. KogupoBanue ucTouHnka
JMCKPETHBIX cooOmmeHnii mMertonoMm BeiiBner mpeoOpazoBanuit. 59. Kak ciemyer BeiOparh CBOOOmHOE
paccrosinue CK, obecrieunBaromiero ucrpanieHle JBYXKpaTHbIX omnoOok? K ueMy npuBoanT yBenuYeHHE
cBobogHoro paccrosiuus CK? 3aBHCHT M CIOKHOCTh pealu3aliuu ajroputMa Butepbu oT ayuHBI
cBobomnoro paccrosuuss CK? 60. KogupoBanue u nekogupoBaHUE C HCHOJIb30BaHUEM TypOOKOIOB.
61.KonmupoBanue MCTOYHHMKA JAMCKPETHBIX COOOIICHUN MeTofoM. DpakTajbHBIX MpeoOpa3oBaHuid. 62.
[TpuHUMI MOCIENOBATENBHOIO AeKoAupoBaHusA? OTIn4Me NOCIEA0BaTENIBHOTO AJITOPUTMA OT AJITOPUTMA
Butep6u? 63. Anropurm Butepbu s nexoaupoBaHus cBepToyHOTO Koaa 64. KomupoBaHue MCTOYHUKA
IMCKpPeTHBIX cooOmenuit Mmeronom Xaddmena. 65. Maiite omnpeneneHust (mpuBenute (OPMYIIbI)
nokasaresieii HHGOpMalMOHHOM, dHepreTuueckoi u yactotHoi 3¢ddexruBHoctn TKC. 66. Konsr Puna-
CosnomMoHa B KaHajlax C HE3aBUCUMBbIMU omuOkamu. 67.KoaupoBaHMe HMCTOYHHMKA JUCKPETHBIX
coobmenuit Mmeromom Jlemmensa-3uBa. 68. Jlaiite omnpeneneHue mnpenenbHas  AGEHEKTUBHOCTH
TEJIEKOMMYHUKAIIMOHHBIX cucteM u rpanunsl K. Illennona. 69. KoaupoBanue/nexkogupoBaHue B
OecnpoBOIHBIX cucTeMax mudpooro Bemanus u cBsizu. Kompit LDPC 70. KomupoBanue HCTOYHHMKA
TUCKpeTHBIX coobmenuit metogoM lllennona-®ano 71. Kak cynst o coBeplieHCTBE METOAOB Nepeiadun
uudpoBoit HH(GOPMAIIUU MO CTETIEHU MPUOIMKEHUS pealbHbIX 3HaUeHUHN A3(P(EKTUBHOCTH K MpEAETbHBIM
3HaueHusM? 72. Metoabl aHamoroBoro ckpemonupoBanusi. 73. KoanpoBaHHe HCTOYHHMKA JTUCKPETHBIX
coobuieHuit meronoMm Apudmernueckoro koaupoBaHus. 74. OddekTuBHOCTH CHUCTEM Mepenadu
JUCKPETHBIX COOOIIEHUH MOYHO CYLIECTBEH "HO IOBBICUTH IIYTEM NPUMEHEHHUS MHOTOINO3UIIMOHHBIX
CUTHAJIOB U KOPPEKTHPYIO IIMX KOJIOB, a TakKkKe WX KOMOMHamwii. BpiOOp cHUrHANOB U KOJOB B ITHX
Cllydasx sBUIAETCA ONPEIENSIOIIUM JUIsi TOCTPOEHMSI BBICOKOI((EKTHBHBIX CHUCTEM Iepeaaqu
(cormacoBaHHBIX MeXay cOOOM KOAEKOB W MoOIeMOB). B uem 3akitouaercs ux cornacoanue? 75. Ha
CEKPETHOCTHU KAaKOTO 3JIEMEHTa OCHOBaHA 3aIlUTa HH(OPMAMU Ha/IeKHBIMU AITOPUTMaMU UG poBaHus?
KakoBel Tpu Bujga arak Ha cxemy mudpoBanus? 76. Onummute noTtounble pexumbl AES, pexum
obparnoii cBs3u o mmdprercty (CFB), pexum ob6parHoii cBszu 1o Beixoay (OFB) u pexxum cuerymka
(Counter mode). 77. Jlaiite onpeneneHue >MeKTpoHHON mudposoii noanucu (SLI1) npusenere TepMuHbL,
cBazanHple ¢ OLII. Onummure nopsiiok peopraHu3aly, JUKBUAALMM, MPEKPALIEHUS BbIIOTHEHUS
¢byukuuit Lentpos ceprudukarmu oTkpbIThix kimroueit DLII. 78. IMokaxwure, kak [PSec pearupyer Ha
araky rpyooi cuibl. Eciny 3710yMBIIIEHHUK MOXET CIENIaTh MCUEPIbIBAIOIINN KOMIIBIOTEPHBIN MOUCK,
CMOXeT JH OH HaWTu Kirou mudposanus mis [PSec? 79. Kakywo mmuny umerotr kioun DES? B uem
3akmroyaercsi OocHOBHOM Henoctarok DES? 3a cuer uero tpoitHoit DES mnoBblmaer ypoBeHb
6e3onacHoctn anroputma DES? 80. Omnummre norounsie pexumsl ['OCT 28147-89, anroputm
kpunrorpaduueckoro mpeodpazoBanus ['OCT 28147-89, peanuzanuio anroputva 3amu@poBaHus B
peXHMe TaMMHUPOBAHUS, PEaU3alfI0 ATOPUTMa 3alu(POBaHUs B PEKMME TaMMUPOBAHUS C OOPATHOM
cBs3bt0. KakuM 00pa3oM npousBoguTCs paciindpoBaHre B peKUME raMMHUPOBAHUS ¢ OOpaTHOMN CBSI3bIO?
81. B 3akoH 00 3JIEKTPOHHOH TOProBji€ MCIOAB3YIOTCSA CIEAYIOUIMEe TEPMHUHBI M  OIpPEIeTCHUS:
AIIEKTPOHHASI TOPIOBJISL; AIEKTPOHHBINA JTOKYMEHT; OTIPABUTENb 3JIEKTPOHHOIO JOKYMEHTA; IOJIydaTellb
JJIEKTPOHHOI'O JOKYMEHTA; YYaCTHUK 3JIEKTPOHHOM TOPrOBIIM; JIMIO, OCYIIECTBISIOLIEE IEKTPOHHYIO
TOPTrOBJIO; KJIMEHT; WH(QOPMAllMOHHBIM TOCpeAHMK; HH(OpMannoHHas cucrema. 82. Omnpexnenute
cTpareruio 0e3omacHocTd U o0bsicHUTe ee 1enb B oTHomeHun K IPSec. Onpenenure IKE u oObsicauTe,
nmouemMy 3TOT npotokos HeooxonuM B [PSec. Onpenenute dazer IKE u nenu xaxmoit ¢asel. Onpenenure
ISAKMP u ero ornomenue k IKE. 83. Ha crnoxnocTn kakoi 3amauu Oasupyercsi 0€3011acHOCTH,
obOecrieunBaeMas anroputMoMm Juddu-Xennmana? MoXHO M HCHOIB30BaTh anroput™m Juddu-
Xemnmana juis mudpoBanus Tpaduka? Ha3oBuTe OCHOBHYIO araky, KOTOPOW TMOABEPKEH AalTOPUTM
Hudpou-Xennmana (¢ npaBuibHO BeIOpaHHBIMU a U b). 84. I'eneparopsl Ha ocHoBe LFSR. Ha kakue
CHCTEMBI MOJPa3/IeNA0T NoTouHble mudpbl Ha ocHoBe LFSR. Jlaiite um onpenenenus. Onuimre padboty
PETUCTPOB CABUTAa C HEIMHEHMHON OOpaTHOW CBSI3bI0 U PEruCTPOB CABUTA C OOpaTHOW CBSI3bIO IIO
nepeHocy. 85. JloroBopsl ¢ JuIaMH, OCYIIECTBISIOIIMMHU IPEANPUHUMATENBCKYIO JAEATEIbHOCTD C
HCTOJb30BAaHUEM DJIEKTPOHHBIX CPEACTB. M CMONb30BaHUWE AIEKTPOHHBIX MOANMKHCEH B AIEKTPOHHOU
koMMep1uH. 1IpaBoBoi pexuM CHENOK , 3aKIH0UAEMBIX IIPU OCYIIECTBIEHUHN IEKTPOHHON TOPrOBIH. 86.
[Toxkaxure pasmuuna wmexnay naByms pexumamu [PSec. Ompenenure mnporokon AH wm  ycnyrm
6e30macHOCTH, KoTopble OH oOecnieunBaeT. Onpenenure nporokosn ESP u ycnyru 6e3omacHoCTH, KOTOpbIE
oH obecneunBaet. Onpenenure yciayru odecrnedeHus: 6e3omacHocTr (SA) u 00bsAcHUTE UX 11eTb. 87. Uto
Takoe mudposas moanuch? l[louemy OTKpBHITHIE KIIOYHM JTOMKHBI OBITH cepTUGHUIMPOBAaHHBIMU? B dem
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3aKJII0YaeTCsl MpodiieMa, CBA3aHHAas C YIPABICHUEM KITI0YaMHU, KOTOpast BEI3bIBAET COOM B OOJNBIIEH YacTH
cuctem PKI? 88. CrpoutenbHbie OIOKH MOTOYHBIX MUGPOB. OMUIIMTE PETHCTPHI CABUTA C OOpaTHOM
cBs3pi0. ONMIINTE PErucTpbl CABHra C JHUHEHHOW oOparHOW cBs3blo. 89. Omnpenenute (QyHKIHIO
kpunrorpaduaeckoro xsmupoBanus. [lepeunciure npencraBuTeNeld ceMecTBa XMI-QyHKIIUH, KOTOPBIE
UCIIONB3YIOT MmUGp Kak (QYHKOUIO cokarus. [lepeduciuTe HEKOTOPhIE CXEMbl, KOTOPBIA ObUIH
paspaboTaHbl, 4YTOOBI HCIOJIb30BaTh OJMOYHBIM mHGpP Kak ¢yHKIUO cokaruda. 90. CpaBHuTE H
IIPOTUBOIIOCTABLTE MPOTOKOJIBI ycTaHOBIeHUs coequHenust B SSL u TLS. CpaBHuTe 1 npoTUBONIOCTaBbTE
npoTokoibel nepenayn 3anuced B SSL um TLS. 91. Jlaiite ompenesneHUs KIIOYEBOWM CUMMETPHUYHOM
KPUNTOCHCTEMBl W KIIOUEBash aCHUMMETPUYHONH KPHUNTOCHCTEMBI, a TaKkKe KPUNTOTpapuuecKoi
cToiikocTu. YTo Takoe Kpunrorpauueckuii MpPOTOKOJ M MPOTOKOJ pacmpeneieHus Kiwoder? Yrto
npenctaBisier co6oil mudposas moaAnuck (COOOIICHHSI UM AIEKTPOHHOTO JoKymeHTta)? 92. Ilorounbie
mndpel.  JlaliTe omnpeneceHds CHHXPOHHBIM W CaMOCHHXPOHU3HPYIOIIMMCSA IOTOYHBIM HIU(pam.
[Torounslie pexxumbl 6J09HBIX MH(poB. JlaiiTe onpeneneHnss OCHOBHBIM IOTOYHBIM PEKUMaM CTaHIapTOB
omounoro mudposanuss DES (Data Encryption Standard) m AES (Advanced Encryption Standard) u
oTe4ecTBeHHOro cranmapra Omounoro mudpoBanus ['OCT 28147-89. 93. Tlepeuncnute TIIaBHBIC
ocobeHHocTH (pyHKIMHM KpunrTorpadpuueckoro xsmupoBanuss SHA-512. Kakoit tuna GyHKIUM CoKaTUs
ucnone3yercss B SHA-512? Ilepeunciure HEKOTOphle OCOOEHHOCTH (YHKIUMH KpPUOTOTPapruecKoro
xomupoBanus. Kakas ¢yHkuus cxkarusa wucnonb3yercs B Whirlpool? CpaBHuTe KOHTpacTHBIE
ocobenHoctu SHA-512 u ¢ynkuumit kpunrorpapudeckoro xsmmpoBanus Whirlpool. 94. Tlepeuncnute
yenyru, obecneuennbie SSL mnu TLS. [lepeuncnurte 1einb 4eThlpex MPOTOKOIOB, OMpeneleHHbIX B SSL
wm TLS. Omnpenenure 1enb Kaxaoin (a3sl B MPOTOKOJE YCTAHOBICHHS coeauHEHUs. 95. Ommmute
cTpykTypy cetu Deiictena. Uto sBISETCS OCHOBHOM XapaKTEPUCTUKOM anropuTMa, MOCTPOSHHOIO Ha
ocaoBe cern Deiicrens? 96. Onmmmre crnenudukanun anroputma Rijndael. CocrosHue, xioq
mdpoBanus U ynciao paynnoB. [IpeoOpasoBanue paynna. [IpeobpazoBanue ByteSub. IIpeoOpa3oBanue
ShiftRow. IIpeobpazoBanne MixColumn. Crnoxenue ¢ kimrodoMm payHiaa. CosmaHue KIIOYeH payHIa
Pacimpenue xmroua. Bpibop kimoua paynHga. Onummre airoputM Iu@poBaHUs, NTPEUMYIIECTBa
anroputMa, (GOPMHUPOBAHUE PA3TUYHON JUIMHBI OJloka M Kiroua mudpoBaHus, kak Rijndael moxer
MpUMEHSThCs B kauecTBe anroputMa MAC, xsm-dynkius Rijndael, reneparop rnceBaociiydaiiHbIX Yncent
Ha ocHoBe Rijndael 97. Ilepeuncnute mIaBHBIE OCOOCHHOCTH (YHKIHUU KpUIITOrpaduuecKoro
xamupoBanust SHA. Kakoii Tuna ¢yHkiuu cxarus ucnonb3yercst B SHA-5127? I[lepeuniciute HEKOTOpbIE
0Cco0eHHOCTH (DYHKIMM KpHUOTOrpaguyeckoro x3mmupoBaHusa. Kakas (yHKIUS CKaTHS UCIOJIB3YeTCS B
Whirlpool? CpaBuute koHTpacTHble ocoOeHHocTH SHA-512 u  ¢yHKuuil kpuntorpapuyeckoro
xamupoBanuss Whirlpool. 99. HazoBute cempb TUNOB nakeToB, ucnonb3dyeMblx B PGP, u o0bsicHuTe MX
nenu.HazoBure Tpu tHna coobmenuit B PGP u oObsicuure ux nenu. Kakue TUIBI MakeToB HYXKHO
nepenarb B PGP, utoOb1 obOecnieunts cnemyromue ycinyru OezonmacHocTtu: a. KondunenumanbHOCTh b.
LlenoctHOCTH coobuienus c. Onpenenenue NOAIMHHOCTH 2. [lepeuncnure ncnonab3yemble KPUTEPUH TPU
pa3zpaboTKe  aJIropuTMOB CUMMeTpuyHOro Imudposanus. JlaiiTe ompeneneHus  aaropuTMam
cumMerpuyHoro mudpoBanus DES (Data Encryption Standard) Tpoitnoit DES ¢ nByms kmouamu. 100.
Haiite xapaxtepuctuky anroputMam RC6 u Rijndael B coorBercTBMM ¢ mapameTpaMu: o0Imas
0€301acHOCTb; MPOrPaMMHBIE peaJIn3allui; OKPYKEHHUS C OrpaHUYEHUSIMUA IPOCTPAHCTBA; MM (POBAHUE U
nemdpoBaHUe; CBOMCTBA KIIOYA; JAPYrHe€ BO3MOXXHOCTH HAcTpoiiku. llpuBenutre maremarnyeckue
MOHATHUS, JieXkale B ocHoBe airopurMma Rijndael. Kakue Tpu KpuTepHs HCIOIb30BAIUCH INPHU
obocHoBaHuu paspabotku anroputma Rijndael? 101. KakoB poccuiickuii cTaHmapT Ha alrOpUTM
¢dbopmupoBanus kpunrorpaduyeckoit xem-¢pynkuuu? Kakum o0pa3oM MOXXHO HCIOJIB30BaTh OJIOYHBIHN
anroput™m 1mudpoBaHus s ¢GopmupoBaHus xem-¢pyHkiuu? 102, Jlaiite ompeneneHue IEHTpa
cepruduranuu (CA) u paccKaxuTe O €ro OTHOIIECHUH K KpUnTorpaguu o01en0CTynHoro kitoua. Jlaite
onpenaeneHue pexomenaauuu X.509 u paspsicuute ee uenb. llepeuncnure pexxumsl padotsl PKI. 103.
Kakum 00pa3om BBIMHCISAIOTCS MOJIKIIIOUU C HCToIb30BaHueM anroputma Blowfish?. Jlaiite onpenenenue
anroputmy IDEA (International Data Encryption Algorithm). Kakue xapakrepuctuku IDEA
XapaKTepU3ylOT €ro KpunTorpapuueckyro CTOMkocTh? OMNUIIKMTE aJropuTMbl MIHQPPOBAHUS U
nemnppoanust IDEA  104. Jlaiite XxapakTepucTHKy mporpaMMHoil peanuzanun  AES. Jlaiite
XapaKTEePUCTUKY B 3aBUCUMOCTHU CKOPOCTH BbIosHEeHUsI AES B 3aBUCHMOCTH OT JJTMHBI KJIF0YA U KPATKHii
BBIBOJ] O CKOPOCTH BBIMIOJIHEHUSI Ha OCHOBHBIX IporpaMMHbIX miaardopmax. 105. Uem acummerpuyHbie
aNrOpuTMbl MUGPOBAHUS OTIMYAIOTCA OT CHUMMETPUYHBIX? J[ns pelneHusl Kakux 3ajad MOTYT Ha
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NPAaKTUKE MPUMEHATHCS AaJITOPUTMBl IIHM(PPOBAHUSA C OTKPHITHIM KiroyoM? KakoB anroputm
¢dopmupoBaHus LU(POBOM NOANUCH MPHU HCIOJIB30BAaHUM AJITOPUTMOB IMUGPOBAHHUS C OTKPBITHIM
kmouoM? 106. B yem 3akitouaercs mpobiaeMa cepTH(PHUKALUU OTKPBITHIX Kitodei? YTo BKiIrodaercs B
MOHATUE HMHQPACTPYKTYPbl OTKPHITHIX Kitodel? KakoBbl (YHKIUM LEeHTpa cepTU(UKAUN OTKPBITHIX
kimoueit? Yro Takoe ceprudukar oTKpbIToro kimoua? Kakas cxema pacrnpeneneHusi OTKPBITHIX KITFOUeH
aOOHEHTOB MOJKET MCIIOJIb30BaThbCsl B CUCTEME CBS3M, UMEIOLIEH B CBOEM COCTaBe LIGHTP CepTU(UKALIU
OTKpBITHIX Kirouei? 107. Ommmmre anroputmbl mmdpoBanus u aemudpoBanus ['OCT 28147,
SBJISIFOIIMNCS OTEUECTBEHHBIM CTAaHAAPTOM JUIs aJrOPUTMOB CUMMETpHUYHOro mudposanus. Onummure
ocnoBHble paznuuus Mexay DES u TOCT 28147. 108. B cnydae nunelHoi win auddepeHnnanbHoMl
araku Ha DES Tpebyercs 243 u3BecTHOro Hezamu(poBaHHOTO TeKcTa U 247 mudpoBaHuil BEIOpAHHOTO
HezammdpoBanHoro tekcra. Kakosa xpunrtocroiikocts AES? Uto onpenensier "daktop 6e3onacuoctu”
asiroput™ma mudposanua? Kak npou3BOAUTCS CTaTUCTUYECKOE TECTUPOBAHUE alrOpUTMa MM(ppoBaHus?
Haiite onucanue. 109. Kakum o0pa3om aiaroputMbl MH(POBAHUS C OTKPBITHIM KIFOUOM MOTYT
UCIONb30BaTbes Uil (OPMUPOBAHMs OOILEro CEKpEeTHOro Kiua y rpymnbl nojib3oBareneit? Kaxue
TpeOOBaHUS MPEIBABIAIOTCS K aCHMMETPHUYHBIM anroputMaM? J[ns Kakux Ieneil MOXKeT MPUMEHSTHCS
anroput™ RSA? 110. Hanumure aBa anroputMma mjist DSS-cxeMbl: oMH 111 Tpoliecca MOAMUCAHUS U
OJIMH JUIs ITpouecca MpoBepku. Hanmummre aBa anropuTtMa i CXeMbl JUIMIITHYECKON KPUBOM: OAUH IS
mpouecca MOANKMCAHNA M OJUH Ul Ipouecca nposepku. 111. JlaiiTe onpeneneHus 4eTbIpeM peKUMaM
BBINIOJIHEHUsI anropuTMoB cummeTpuunoro mudposanus (ECB - Electronic Codebook, CBC - Cipher
Block Chaining, CFB - Cipher Feedback, OFB - Output Feedback). Onuiiure aaroputmbl muappoBaHusI
u neumdposanus B pexume CFB. 112. Kakue versipe QyHIaMEHTaNbHBIX MPHUHIKIA BBIOOpA
anroputMa ucmnoinb3oBaia komanaa NIST mpu BeiGope anroputma AES? Jlaiite cpaBHEHHE aaroputMam
tpoiiHoil DES u AES. MoxHo 11 u3MeHsTh konumdecTBO payHnoB AES-amroputma? 113. Onwumure
nporecc mudpoBaHus ¢ Hcnoib3oBaHueM anroputma RSA. s Kakux neneidl MOXXeT NPUMEHSATHCS
anroput™ ndpu-Xemmana? OnummnTe mociie0BaTeIbHOCTh ISHCTBUN TPU MCIIOIBF30BAHUN AIITOPUTMA
Huddu-Xennmana. Kakue araku BO3MOXKHBI ITPU UCHOIb30BAHUM AJITOPUTMOB HIM(PPOBAHUS C OTKPBITHIM
kmouom? 114, Jlalite omnpenenenne cxeme 1uppood moanmucu RSA  w  cpaBHMTE ee ¢
kpunrorpaduueckoii cucremoir RSA. Jlalite onpenenenue cxeme cranaapra uudposoii noanucu (DSS) u
cpaBHUTEe ee co cxemamu Onb-I'amans m HlHoppa. [laiite ompenenenue cxeme HUPPOBOH MOANHCH
IIMITUYECKON KPUBOM U CPABHUTE €€ C KPUITOCUCTEMON HA OCHOBE METO/A MIIMITHYECKUX KPUBBIX.

14.1.4. Tembl UHAUBUAYAJILHBIX 3a]aHU

AnmnapaTrHO-IPOrpaMMHBIN  KOMILUIEKC BH3yalM3alMd W MCCIEIOBAaHUS MeToJa CBEPTOUHOTO
JEKOMPOBAHMSI HAa OCHOBE IOCIEN0OBATEIbHOIO aJIropuTMa AMNNAapaTHO-NPOTPaMMHBIA KOMIUIEKC IS
uccnenoanus u Busyanuzauuu «KOIAEP KOOJA XEMMUHIA» AnmnaparHo-nporpaMMHBINA KOMIUIEKC
Ul BU3yaJIM3alliM W HUCCIIEAOBaHMS alroputMa Butepdbu nis JeKOIUpOBaHMS CBEPTOYHOIO KoJa
VYyeOHBIN anmapaTHO-MPOTPAMMHBIN KOMIUIEKC IS BU3YyalW3alluM M UCCleoBaHWE KomoB Puma-
ConoMoHa B KaHajax ¢ He3aBUCHMMbIMHM omuOkamMu Ha 6aze MATLAB VYueGHblif ammapaTHO-
MPOTPaMMHBIN KOMIUIEKC ISl BU3yalW3alluud W uccienoBaHus anroputma Jlemnens - 3uBa YueOHBIM
anmnaparHoO-IPOrpaMMHBIM KOMIUIEKC Ul BU3yalM3alUd U HcciaenoBaHus konoB boysa-Hoynxypu-
Xoksenrema (BYX) ¢ ucnonszoBanuem MATLAB VYueOHblil anmapaTHO-IPOrpaMMHBIM KOMIUIEKC IS
BU3yaJM3allMM U HcciefoBaHus TypOokooB VYueOHbIN anmmapaTHO-NPOrPAaMMHBIN  KOMILIEKC st
BU3yaJqu3alluM W HCCJIENOBAaHHE  INPOLECCOB  KOAMPOBAHMS  MCTOYHMKA W IOJOCOBOU
MOAyIsAUK/ ieMoaynsauun B cpene LabView VYueOHBIN anmapaTHO-IPOTpaMMHBIA  KOMIUIEKC TSt
BU3yaJu3alluM W HUCCJIENOBAaHMWsS  TPOLECCOB  KOAMPOBAHHWS  MCTOYHMKA W IOJOCOBOM
MOAyIsAUK/ ieMoaynsauun B cpene LabView VYueOHBIN anmapaTHO-IPOTpaMMHBIA  KOMIUIEKC —JIJIst
MCCIIEIOBAHUS, BU3yanu3auu Metosbl cxxatus ¢ norepei nudopmanuu. Koguposanue npeoOpa3zoBaHHiA.
Crannapr cxarus JPEG. ®pakranbHblii Meron Y4eOHBIN anmapaTHO-IPOTrPAMMHBIA KOMIUIEKC JIJIs
BHU3YyaJIM3allMM U UCCIIeI0OBaHUS KOAMPOBAHMS MCTOYHUKA JUCKPETHBIX coobmeHuir MmerogoMm lllenHnona-
@®ano VY4yeOHBIN anmmapaTHO-NPOrPAMMHBIM KOMIUIEKC JUIsl BH3yaJH3allMM M HCCIIEAOBAHHUS METOJOB
KaHaJbHOTO KOAMPOBAHMS/IEKOJUPOBAHUS B OECIPOBOIHBIX CHCTeMax HU(POBOro BELIAHUS U CBS3H.
Koapr LDPC YueOHbIii anmapaTHO-IPOrpaMMHBIN KOMILIEKC JUIsl BU3YaJIM3allMd M HCCIE0BaHUS KOIOB
Puna-Mannepa 1. Pa3paGoTka mporpaMMHOTO KOMILIEKCA JJISI MCCIEIOBAaHMS METOIOB aHAJIOTOBOTO
ckpeMOnmupoBanus Ha ©Oasze LabVIEW VYueGHoro ammapaTHO-IpOrpaMMHOIO KOMILIEKca s
UCCIIEIOBAHUS W BU3YaJM3allUd METOAOB KaHAJIbHOIO KOAMPOBAHMS/IEKOJUPOBAHUS B OECIPOBOIHBIX
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cucremax uupposoro Bemanuss u cBsa3u. Komet LDPC PaspaGoTka mporpaMMHOrO KOMIUIEKCA JUIS
HCCJIEIOBaHMsI QJITOPUTMA acCUMeTpruyHOro mudpoBanus Dnb-I'amans Poccuiickuii anroput™ GyHKIMNA
xammpoBanus 'OCT P 34.11-94 u ero nporpammuas peanuzanus MeToabl OLIEHKH KadyecTBa aJlfOPUTMOB
MOTOYHOTO MHUGPOBAaHUS W TporpaMmHas peanmsarus cratuctudeckux tectoB HUCT Anroputm
mmdposanus ganueix DES u ero mporpaMmHas peanuszanus AJTOPUTM acCCHMETPUYHOTO MH(pPOBaHUS
Huddu-Xennmmana u ero mporpammHas peanusanus AnroputMm mudpoBanus naHHbix AES u ero
mporpaMMHasi peanu3anus Pa3zpaOoTka mnporpaMMHOrO KOMIUIEKCA JUIsl MCCIEN0BAaHUS METOOB
aHaAJIOroBOro ckpeMOnupoBaHus Ha Oa3e LabView Pa3spaboTka cuctembl oOecrieueHHUs 3aliuieHHOTO
mapiipytusupyemoro B3aumoneiictsus ViPNet OFFICE Hogwiii poccuiickuii crangapt DLITI T'OCT P
34.10-2001 u ero mporpammHas peanm3aius AnaroputMm 1udposoit moamucu RSA u ero mporpammnas
peanuzanus Pa3zpaboTka cucteMbl oOecrieueHHs 3allMIIEHHOTO0 MaplIpyTU3UPYEeMOTO B3aUMOACHUCTBUS
ViPNet CUSTOM

14.1.5. Bonpocsl Ha cobecenoBanmne

Kpunroananus anropurmMa RSA. Araku Ha anroputm RSA. B3nom RSA npu HeynauHoMm BbiOOpe
MapaMeTpoB KPUNITOCUCTEMBL. ATaka MOBTOPHBIM mIMdpoBaHueM. ATaka Ha ocHOoBe Kuraiickoil Teopembl
00 ocrarkax.beckioueBoe uTeHme.

Artaka Ha anroputM mudpoanus RSA Ilocpeactsom metona depma.

Araka Ha anroputm mmdposanus RSA MeTomoM noBTOpHOTO HIM(POBAHUSI.

Araka Ha anroput™ mudposanust RSA MeTtonom GecKITI04eBOro YTeHUSI.

Araka Ha anroput™ mmdpoBanus RSA, ocHOBaHHBII Ha KUTaCKOI TeopeMe 00 OCTaTKax.

Kpuntoananus mu@poTeKCTOB MOIYYEHHBIX METOJOM TaMMHPOBaHHS. 3aJaHHeM JUIs TaHHOM
CaMOCTOSITENIbHOM  pabOThl  SIBISIETCS  OTBICKAHUE OTKPBITOTO TeKca 3alM(pOBAaHHOIO METOJ0M
raMMHPOBAHHS TIPHU MOMOIIU CIBUTOBOTO PErHcTpa ¢ JUHEIHOW oOpaTHOW cBs3bio. [t crnaun paGoThI
HEOOXOIMMO TPEAOCTaBUTh TeKCT (aiima ordera. I[locie modydeHuss BEpHOTO OTKPBITOrO TEKCTa
HEe0o0XOUMO MO HANJAEHHON YacTH KI04a BPYYHYIO ONPEAETUTH MOJIOKEHUE OTBOJOB B PETHCTpE MpHU
noMomu anropurma bepinexksmna-Meccu U npeicTaBUTh TadIUIy BbIBOJA JUIs IpoBepku. Heobxomumo
3aMETHUTh, UYTO ATO SBISIETCA 00S3aTENBbHBIM IIArOM YK€ MOCIIE HaX0XKIEHUSI BEPHOTO OTKPHITOIO TEKCTA.
Jns mpOMEKYTOUHBIX HAXOXKACHUW TOJIOKEHUW OTBOJOB B PETHCTpPE alroput™m beprnexsmma-Meccu
UCIIONIb30BaTh HE00s3aTeIbHO, MOXKHO BOCIIOJNIB30BATHCS METOIOM, OCHOBAHHBIM Ha HaXOXKICHHUU
00paTHOM MaTpPUIBL.

14.1.6. Bonnpocbl Ha caMONIOATOTOBKY

Bonpocel Ha caMONIOATOTOBKY

Kpunroananus anropurmMa RSA. Araku Ha anroputMm RSA. B3nom RSA npu HeynauHoMm BeIOOpe
napaMeTpoB KPUNTOCUCTEMBI. ATaka MOBTOPHBIM IIM(ppoBaHUEeM. ATaka Ha ocHOBe Kuraiickoil TeopeMsl
00 ocrarkax. beckitoueBoe ureHue.

Artaka Ha anroput™ mudposanus RSA Iocpencrsom merona ®Pepma.

Artaka Ha anroput™ mudposanust RSA MeTo0M NOBTOpHOTO MU POBAHUS.

Artaka Ha anroput™ mmdposanus RSA Metogom OecKiIro4eBOro YTeHus.

Araxa Ha anroput™ mudposanust RSA, ocHoBaHHBIN Ha KUTalcKol Teopeme 00 OCTaTKax.

Kpunroananus mugppoTekCTOB MOIYYEHHBIX METOJOM TaMMHUPOBAaHHUA. 3aJaHueM JUIsl JaHHON
CaMOCTOSITENIbHOM  paboOThl  SIBISIETCS  OTHICKAHHME OTKPBITOIO TeKca 3alu(pOBaHHOTO METOJ0M
raMMUPOBaHMsI MPU MOMOIIM CIBUTOBOIO PETHCTpa C JIMHEHHON oOpaTHOM cBs3bto. [l caaun paboThl
HEe0oOXOUMO TMpeNoCTaBUTh TeKCcT (aitna ordera. Ilocne momydeHus BEPHOTO OTKPBITOrO TEKCTa
HEOOXOIMMO TIO HaWJEHHOW YacTH KI0Ya BPYUYHYIO ONPEAETHTH IMOJOKEHHE OTBOJOB B PETUCTPE IPH
noMmonu anroputma bepnexksmna-Meccu u npeacTaBUTh TaOIUIy BbIBOJA IS mpoBepku. Heobxomumo
3aMEeTHTb, UYTO 3TO SBJSIETCS 00S3aTENbHBIM IIarOM YXK€ MOCIe HaXOXKIACHUSI BEPHOTO OTKPHITOTO TEKCTA.
Jns mpOMEKYTOUHBIX HAXOXKIACHUW TMOJIOKEHUNA OTBOJIOB B PETHCTpE alroput™m beprnexsamma-Meccu
UCMOJIb30BaTh HEO0O0s3aTeNIbHO, MOXKHO BOCIIOJIB30BaTbCs METOJOM, OCHOBAaHHBIM Ha HaXOXKACHUHU
0o0paTHOM MaTpHUIIbI.

14.1.7. Tembl KOHTPOJIBHBIX PadOT
AnmnapaTrHO-IpOrpaMMHBIN  KOMIUIEKC BHM3yalM3alMd U MCCIENOBAaHUS MeEToJa CBEPTOUHOTIO
JIEKOIUPOBAHMSI HAa OCHOBE IOCJENI0BAaTE€IbHOIO aJIropuTMa AMNMapaTHO-MPOTPaMMHBIA KOMIUIEKC IS
uccinenosanusa n Busyanuzaunn «KOAEP KOOJA XEMMUHI'A» AnmaparHo-nporpaMMHBINA KOMIUIEKC
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UL BU3YaJIM3allMM W HUCCIICAOBaHMSA alroputMa Butepdu nmis IeKOIUpOBaHHUS CBEPTOYHOTO KoJa
VY4eOHBIN ammapaTHO-MPOTPAMMHBIN KOMIUIEKC IS BU3YyalIHM3alldd W HCCIeqoBaHWE KomoB Puma-
ConmoMoHa B KaHajax C He3aBUCHUMbIMH omuOkamMu Ha 0aze MATLAB VYuyeGHblii ammapaTHO-
MPOTPaMMHBIN KOMIUIEKC ISl BU3yalW3allud W uccienoBaHus anroputma Jlemmens - 3uBa YueOHBIM
annaparHoO-IpPOrPAMMHBIM KOMIUIEKC JUIsl BU3yaIM3allUd W HCCIenoBaHus KonoB boysa-Hoynxypu-
Xoksenrema (BUX) c¢ ucnonpzoBanueM MATLAB YueOHbll anmapaTHO-MPOTPAMMHBIA KOMIUIEKC IS
BU3yaJHM3allil W HccienoBaHus TypOokonoB VY4ueOHBIH anmmapaTHO-NPOTPAMMHBIN  KOMIUIEKC st
BU3yaJIM3allUM M HUCCIECJOBAHHE  IIPOLECCOB  KOAMPOBAHMS ~ HCTOYHMKA M IOJIOCOBOHU
MOAyISuK/ neMonynsinuun B cpene LabView VYueOHBIN anmapaTHO-IPOTPAMMHBIA  KOMIUIEKC —JIJIst
BU3yaJIM3allUM M HUCCICJOBAHMA  IPOLIECCOB  KOOUPOBAaHUS  MCTOYHHKA U IIOJOCOBOM
MOAyISUK/ ieMonynsinun B cpene LabView VYueOHBIN anmapaTHO-IPOTPAMMHBIA  KOMIUIEKC TSt
UCCIIeIOBaHts, BU3yanu3auuu Metosel cxarus ¢ norepeit undopmanuu. Koguposanue npeodpazoBaHuii.
Cranpmapr coxarus JPEG. ®pakranbHplii MeTon Y4eOHBIH amnmapaTrHO-POTPAMMHBIA KOMIUIEKC JIJIst
BU3YyaJM3allMM U UCCIIEIOBAHUS KOAMPOBAHUS MCTOYHMKA JUCKPETHBIX cooOueHui MetonoM LlleHHOHA-
®ano YueOHBIM ammapaTHO-TPOTPAMMHBIA KOMIUICKC JUIsl BH3YaJIM3allMM W WUCCIICIOBAHUS METO/IOB
KaHAJIBHOTO KOJIMPOBaHMA/IEKOAUPOBaHUs B OECHPOBOAHBIX CHCTEMax LU(POBOrO BELIAHHUsS U CBA3H.
Kompt LDPC YueOHbIi anmapaTHO-IIPOrPaMMHBIN KOMILIEKC ISl BU3YaJIM3allud M MCCIEOBaHUS KOIOB
Puna-Mannepa 1. Pa3paboTka mporpaMMHOro KOMILJIEKCa JAJsl MCCIIEOBaHMS METOJOB aHAJOroBOIO
ckpemOnupoBanuss Ha 0Oaze LabVIEW VYueOHoro ammapaTHO-IPOTpaMMHOTO KOMIUIEKCA IS
UCCIIEIOBAaHUS M BM3yallM3allMM METO/OB KaHAJIbHOIO KOAMPOBAHUS/AEKOAMPOBAHUS B OECIIPOBOIHBIX
cucremax mudposoro Bemanus U cBs3u. Komet LDPC PaspaboTka mporpaMMHOTO KOMIUIEKCA st
HCCIIEIOBaHUS aIrOpUTMa acCUMETpudHOro mudposanus nb-I'amans Poccuiickuil anroput™ GyHKIUU
xampoBanus 'OCT P 34.11-94 u ero nporpammuas peanuzanus MeTobl OLIEHKH KadyecTBa aJlfOPUTMOB
NOTOYHOTrO IMM(poBaHUs W mporpammHas peanuzanus craructuyeckux tectoB HUCT Anroputm
mmdposanus ganHeix DES u ero mporpamMmHas peanuzanus AJTOPUTM aCCHMETPHYHOTO MIM(pPOBaHUS
Huddu-Xemnmana u ero nporpammuas peanuzanuss AnroputMm mmdposanus naHHbix AES u ero
nporpaMMHas peann3zauus Pa3zpaOoTka mnporpaMMHOIO KOMIUIEKCA JUIsl MCCIEIO0BAaHUS METO/OB
aHasioroBoro ckpemOnupoBanus Ha 0aze LabView Pa3paboTka cuctembl oOecreueHus: 3alMIEHHOTO
mapmpytusupyemoro B3aumoneiicteuss ViPNet OFFICE Hogeiii poccmiickuii crangapt DLIT TOCT P
34.10-2001 u ero mporpammuasi peanuzanus Anroputm udpoBoil nmoanucu RSA u ero mporpammuas
peanuzanus Pa3paboTka cuctembl 0OecleyeHHs 3alUIIEHHOI0 MapLIpyTH3UPYEMOrO B3aUMOJICHCTBUS
ViPNet CUSTOM

AnmnapaTrHO-IPOrpaMMHBIN  KOMIUIEKC BH3yalM3alMd W MCCIENIOBAaHUS MeToJa CBEPTOUHOTO
JEKOMPOBAHMSI HA OCHOBE IOCIEN0BATEIbHOIO AJIrOpuTMa AMNINAapaTHO-IPOTPaMMHBIA KOMIUIEKC IS
uccnenoanus u Busyanuzauuu «KOAEP KOAA XEMMUHI'A» AnmnaparHo-nporpaMMHBINA KOMIUIEKC
Ui BU3yaJIM3alldM W HUCCIIAOBaHMS alroputMa Butepdu nis JeKOIUPOBaHMS CBEPTOYHOIO KoJa
VY4eOHbIi anmaparHO-NPOTpaMMHBIN KOMIUIEKC JJIsl BU3yallM3allUM W HCCleNoBaHME KonoB Puna-
ConoMoHa B KaHajax C He3aBUCHUMbIMM omuOkamMu Ha O6aze MATLAB VYwuyeOublii anmapaTHo-
MPOTPaMMHBIN KOMIUIEKC ISl BU3yalM3allud W uccienoBaHus anroputma Jlemmens - 3uBa YueOHBIM
anmnapaTHO-IIPOrPaMMHBIA KOMIUIEKC JJIs BU3yalM3allUM W HcciaenoBaHus konos boysa-YUoynxypu-
Xoksenrema (BUX) c¢ ucnonpzoBanueM MATLAB YueOHblii anmapaTHO-IPOTPAMMHBIA KOMIUIEKC IS
BU3yaJM3allMM U HcciefoBaHus TypOokoqoB VYueOHbIN ammapaTHO-NPOrPAaMMHBIN  KOMILIEKC s
BU3yaJlu3alluM W  HCCIENOBAaHHME  INPOLECCOB  KOAMUPOBAHMS  MCTOYHMKA W TOJOCOBOM
MoOAyIsuK/ neMoaynsauun B cpene LabView VYueOHBIN anmapaTHO-IPOTpaMMHBIA  KOMIUIEKC ISt
BU3yaJu3alluM ¥ HUCCJIENOBAaHMUsS  TPOLECCOB  KOAMPOBAHHWS  MCTOYHMKA W IOJOCOBOM
MOAYIsAUK/ ieMoaynsiuuun B cpene LabView VYueOHBIN anmapaTHO-IPOTpaMMHBIA  KOMIUIEKC TSt
MCCIIEIOBAHUSI, BU3yanu3auu Metosbl cxkatus ¢ norepeit nndopmanuu. Koguposanue npeodpazoBaHUii.
Crannapr cxarus JPEG. ®pakranbHblii Meron Y4eOHBIN anmapaTHO-IPOTrPAMMHBIA KOMIUIEKC s
BU3YyaJIM3allMM U UCCIeI0OBaHUS KOAMPOBAHMS MCTOYHUKA JUCKPETHBIX coobmeHuir MmerogoMm lllenHnona-
@®ano VY4yeOHBIN anmmapaTHO-NIPOrPAaMMHBIM KOMIUIEKC JUIsl BH3yaJH3allMM M HCCIIEAOBAaHHUS METOJIOB
KaHaJbHOTO KOAMPOBAHMS/IEKOJUPOBAHUS B OECIPOBOIHBIX CHCTEMax LU(POBOro BELIAHUS U CBS3H.
Koapr LDPC YueOHbIi anmapaTHO-IIPOrpaMMHBIN KOMILIEKC JUIsl BU3YaJIU3allMU M HCCIEOBaHUS KOI0B
Puna-Mannepa 1. Pa3paboTka mporpamMMHOrO KOMIUIEKCAa AJIsi MCCIEIOBaHUS METOJOB aHAJIOrOBOIO
ckpeMOnupoBanus Ha ©Oasze LabVIEW VYueGHoro ammapaTHO-IpOrpaMMHOIO KOMILIEKca s
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WCCIICIOBAHUA M BH3YalM3allMM METOIOB KAaHAJIBHOTO KOIAMPOBAHUS/ACKOAMPOBAHUS B OECIPOBOIHBIX
cuctemax mudpoBoro BemaHus U cBsi3n. Kompt LDPC Pa3paboTka mporpamMMHOro KOMIUIEKCA st
MCCIIIOBAaHUS AJITOPUTMa acCUMETpUYHOro mmdposanus Dnb-I'amans Poccuiickuii anroput™ GyHKIUU
xammpoBanusa ['OCT P 34.11-94 u ero nporpammuas peanuzanusi MeTobl OIIEHKM KayeCcTBa alrOPUTMOB
MOTOYHOTO IMM(pOoBaHUS W mporpammHas peanuzanus craructudeckux TectoB HUCT Anroputm
mdpoBanus qaHHbix DES u ero mporpammuas peanuzanus AJTOPUTM aCCUMETPUYHOTO MIM(POBAHUS
Huddu-Xemnmana u ero mporpammuas peanuzanus AnroputMm mmdposanus naHaeix AES u ero
mporpaMMHasi peanu3anus Pa3paboTka mnporpaMMHOrO KOMIUIEKCA [UIsl HCCIEIOBAaHUS METO/OB
aHaJioroBoro ckpembnupoBanus Ha 6aze LabView Pa3paborka cuctembl oOecrmedeHus 3alluIIeHHOTO
Mapmpyruszupyemoro B3aumoneirictBus ViPNet OFFICE Hoseiii poccuiickuii cranmapt DT 'OCT P
34.10-2001 u ero mporpammMHasi peanuzanus Anroput™m nuppooil moamucu RSA u ero mporpammHast
peanuzanus Pa3paboTka cuctembl oOecredeHHs 3allUIIeHHOr0 MapUIpyTHU3UPYEMOI0 B3aMMOACHCTBUSA
ViPNet CUSTOM

14.1.8. Bonipocskl U1 MOATOTOBKM K NPAKTHYECKHM 3aHATHAM, CEMUHAPaAM

Monemsbl cotoBoii cBsizu FSK, MSKGMSK u 4nciieHHBI aHaiu3 BEPOSTHOCTH CUMBOJIBHOMU
omnOku ¢ ucnonszoBanueMm [10 LabVIEW.Monemsl ciyTHHKOBBIX cucteM cBsisu M-QAM, M-PSK u
YUCJICHHBIA aHAJIN3 BEPOSTHOCTH CUMBOJIBHON OMMOKH ¢ ricnioiab3oBanueM [10 LabVIEW.

HccnenoBanue KOAMPOBaHUS MCTOYHUKA JUCKpPETHBIX cooOuieHuit Meromgamu lllenHona-®dano.
Uccnenoanue anroputmoB Jlemmnens - 3uBa. @pakraibHble METOABI KOTUPOBAHUS H300PAKCHHII.
BeiiBneT npeoOpa3oBaHMs CUTHAJIOB U M300pa)keHUH.

Uccnenosanue xogoB Xemmunra, BUX (boy3a-Uoynxypu-Xoksenrema), Puna-Conomona na 6asze
MATLAB. Hukmumaeckue u30bitounbie koapl CRC (Cyclic redundancycheck). CeepTounbie KOMBI
JlekonupoBaHWE CBEPTOYHBIX KOAOB. JleKoqupoBaHME CBEPTOUHBIX KOAOB IO MeTony BurepOu
cucnonb3zoBaneM [0 MATLAB. TypOokomupoBanue. O06oOmenHas cxema TypOokogepa ¢
napajuieNibHbIM  KackagupoBaHueMm.  CBeprouHble  TypOokonmbl.  JlekomupoBaHue  TypOOKOIOB.
XapakTepUCTUKH ITOMEXOYCTOMYMBOCTH CBEPTOYHBIX TypOokonoB . MccinenoBanue TypOOKOIOB C
ucnionb3zoBanueM [IO MATLAB. HuskommotHoctHble kKombl. Knaccudukamus LDPC-komoB. Metombl
IIOCTPOEHUSI TPOBEPOUHBIX MAaTpULl. AJITOPUTMBI JIEKOJUPOBAHUS HU3KOIUIOTHBIX KoJOB. OleHka
CIIOXKHOCTH aJropuTMOB nekomupoBanusiHa 0aze MATLAB u LabVIEW. HccrnenoBanue KackKaaHBIX
KOJIOB

CuUrHanbHO-KO/I0BbIE KOHCTPYKIIMU Ha ocHOBe Tperutuc konoBoit moaysiuun(TCM) u ux ananus ¢
ucnonbs3oBanueM MATLAB. VccnenoBanue cUrHaabHO-KOJOBOW KOHCTPYKIIMU Ha 0a3€ CUCTEMBI

Teopus knaccndyeckux mugppoB. OCHOBHBIE XapaKTEPUCTUKU OTKpPBITOro Tekcra. Kinaccudpukanms
mdpos. Knaccudukanus mmdponzamensl. [Hndpsr nepecranoBku. Llnudper npoctoit 3amensl. Cucrema
mmdposanus Llesapsa. Apdunnas cucrema noacraHoBok Llezaps. Cucrema Lle3aps ¢ Ki1r0o4eBBIM CIIOBOM.
burpammusiii mmdp [neideitpa. HndpXumna. udpsr cnoxuoit 3amensl. [1ludp "aBoiiHoi kBagpat"
VYurcrona. OpHopaszoBasi cuctema mupposanus. [luppoBanue MmeTonoM raMMuUpoBaHHA. MeToabl
TrE€HEpalUl TCEBAOCITYYalHbIX MOCJIEA0BATeIbHOCTEN 4YHUCEN. JIMHEHMHBIM KOHTPYIHTHBIM TIE€HEpaTop.
Peructpcasura ¢ nuHelHOW 00paTHOM CBSI3BIO.

Teopuss MmHUPPOB C CEKPETHBIM KIOYOM. biiouyHBIE M TOTOYHBIE CHUCTEMBI MIMPPOBAHUS.
[Tpuniunsl noctpoeHus Onounblx mHU@poB. Cranpapr mudpoBanus ganHelx [OCT 28147-
89.Amepukanckuil crangapt mudposanus aaHHbiX DES. bnounsnii kpunroanroputm RIINDAEL u
crangapt AES. TIlotounsle cucrembl mudpoBanusd. IloTouHble peXUMbl OIOYHBIX — IIU(POB.
CrpoutenbHble OJIOKM MOTOYHBIX MIMQPPOB. Peructpel casura ¢ oOparHoil cBsA3bI0. Peructpsl casura c
TUHEHON 00paTHOM CBA3BIO. Peructpsel ciBura ¢ ooparHoit cBs3bio 1o nepenocy. [lorounsnii mudp HC-
128. Tlotounsit mmdp Rabbit. [Torounstit mudp Salsa20.Ilotounsiii mmpp SOSEMANUK.SERPENT u
ero npousBoanble. [lorounsiii mmpp F-FCSR-H. Ilotounsnii mudp Grain-128. Ilotounsii mmdp
MICKEY-128. TTotounsiii mudp Trivium. Poccuiickmii 6nounsni mmpp OCT 28147-89 B moTtoyHOM
pexxume. brounsnii mmgp AES B morouHom pekume. MeTo/ibl OLEHKH KauecTBa aJrOPUTMOB IMTOTOYHOTO
mdpoBanus.  Kpunrtoananusz  mmdpos. Craructudeckuil  aHanu3  rammbimugpos.  HaGop
craructuyeckux tectoB HUCT. HccrnenoBanue anropuTMoB MOTouHOro mm@posanus. Kpunroanamms
mudpoB. CTaTucTUYecKuil aHaIu3 raMMbl UGPOB. AHAINU3 pe3ynbTaToB TecTUpoBaHus. ccinenoBanue
MIPOU3BOUTEIHHOCTH LI (PPOB.

Teopus muppoB € OTKPBHITHIM KIIOYOM. ACHMMETpUYHbIE KpUOTOcHUcTeMBbI. [Ipenmochuiku
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MOSIBJICHUS ACHUMMETPUYHBIX KpunTocucteM. OOoOIIieHHass cXemMa acHMMETPUYHON KpPUIIOCHCTEMBI.
AnrebOpandeckas o0o6menHas Mmonensb mudpa. OnHocroponnue Gynkuu. Dakropuszanus. JMCKpeTHBIN
norapudpm. Kpunrocucrema RSA. OcHoBHble ompenenenus U teopemsl. AnroputM RSA. Ilpouenypst
mudppoBanuss W pacmmdpoBanus B kpunrtocucteme RSA.  Kpunrtocucrema  Onb-Tamans.
MeTonPKCIOHeHIIMAIBHOTO  KitoueBoro obmena Juddu-Xemnimana. AJNTOPUTMBI  MPAKTHUYECKON
peanu3aiui KpUITOCUCTEM C OTKPBITHIM KiTrouoM. AnroputM Pabuna-Musuiepa (Rabin-Miller).

Ceru mmdpoBanHoit cBs3u. Opranuszanus cerTeil KoHpUASHIMATbHON cBsA3U .OCHOBHBIE TEPMUHBI
U MOHATHUSA. Yrpo3bl ceTsaM. [IpoTokoibel pacnpeneneHus KI04ed U X xapakrepucTuku. Komnpomeranys
aOOHEHTOB CETH; CIIOCOOBI MOCTPOCHUS MPOTOKOJIOB PACHPEACICHHS KITI0YeH, 00eCIIeUnBaIOINX 3aIUTY
oT xomnpomeranuu. Kpunrorpapudeckue mpoToKoibl, IPOTOKOJbI PACHPEACICHHs KIIIOUEH, MapoibHbIe
cucTeMbl pasrpanuyeHus joctyna. CrocoObl BOCCTaHOBIEHHS IIM(POBAHHONH CBSI3W  IOCHE
koMIrpoMeTranuu. [loaxonpl K JIOKanM3auuu HETaTUBHBIX IOCIECICTBUN Komnpomeranuu. CeTH CBA3M ¢
OTKPBITBIM pactpeneneHueM kitoueil. IIpoOGneMbl CHHXpOHHM3AIMM B CeTSAX MU(GPOBAHHON CBS3U H
MeTonbl ux pemeHus. [loBropHoe ucnonp3oBaHue Kiroded B ceTsx Im¢ppoBaHHON cBs3u. [logxonmel k
CHIDKEHHUIO BEPOSTHOCTH IOBTOPHOTO HCHOJIb30BaHUS. COBpEMEHHBbIE TEHICHLMM Pa3BUTUS CPEICTB U
METOOB  Kpunrorpaduyeckol  3amutel uHpopmauuu. IlporpamMmHo-anmnaparHas — peanu3anus
COBPEMEHHBIX KpurTorpadpuieckux cpeacts. Kpumnrorpapuueckue MPOTOKOJIBI: TMPOTOKOIBI  C
MOCPETHUKOM, apOUTPaXKHbIE TPOTOKOJIBI U LEHTPBI TOBEPHsI, CAMOJOCTATOUHBIH MPOTOKOJ, ITPOTOKOJIBI
Ha OCHOBE CHMMETPUYHON M aCCUMETPUYHON Kpunrorpaduu, X3m-(QyHKIUHA U TPOTOKOJBI, TPOTOKOJIBI
cMelaHHbIX kpunrocucteM. PGP xonupoBanue u mudpoBanue COTKphITEIM KitodoM. OO1Iue cBe1eHus..
CoBmectumocts. 3amuménHocts. Mexaamsm pabotsl PGP. Kimoun PGP. Ludposas nmomnuce Ha PGP.
Cxaruenannbix. Cerbp npoBepus. Ceprudukarsl. Open PGP. ITlommomenue Network Associates.
Cospemennoe cocrosinue. [IpaBoBbie acriekThl ncnonb3oBanus B Poccun. Kpunrorpaduyeckas cucrema ¢
OTKPBITHIM KJIFOUOM (MJIM aCUMMETPUYHOE MU POBaHUE, AaCUMMETPUYHBIHN U (P). DINEKTPOHHAS MOAMNUCH
(BI1),2nexrponnas uudposas noanuch (D). AnnynupoBanus otkpeitoro kitoua PGP. [lezaktuBanus —
BPEMEHHOE OTKJIIOYEHHE HEHCIIONb3YyEMOIO KJIYa WIM KI4eBOM mnapsl. OTHe4arok —KIIo4a.
NMnnnuTHOEe 0oBepue — MOJHOE JIOBEPUE 3apE3€PBUPOBAHO /ISl KIIIOUEBBIX I1ap, PACIONIOKEHHBIX Ha
JIOKAJIbHOM Kirode. be3omacHOCTh ceTu mepenaud JaHHBIX Ha TpaHcnoptHoM ypoHe SSL u TLS.
[Iporokon SSL. Ilpununun paborer SSL. MuorocnoiiHas cpeaga mnporokosna SSL.  IIporokon
HNOATBEPXKIeHU noakioueHus. IIpoTokon u3menenuss mapamerpoB mubpa. I[IpenynpenutenbHbiit
nporokoi. [{udposeie ceprudukarsr npotokona SSL. Mexanusambl oOpa3zoBaHus KJIIO4a I TEKYIIEH
ceccun B SSL/TLS. Ilpeasapurensusie o0bekThl cekpeTHocTH: NULL, RSA, anonumssii Judpou-
Xemnnman (Diffie-Hellman), kparkoBpemennsiit uddu-Xemnman, puxcupoBannsiii Audpdu-Xemiman u
Fortezza. Anroput™mbl mudpoBaHus/IemudpoBaHus. AJNTOpUTMBI  XdUIMpoBaHUs. [eHepupoBaHue
Kpunrorpapuueckux napamerpon. [naBHbIN cekpeTHbId kol. Ceanchl u coeauHenue. IIporokon TLS.
I'enepanust kpunrorpaduyeckoil cekpeTHocTH. DyHKIUS pacliupeHus AaHHbIX. [lceBnocmyuaiiHas
¢byukuus TLS. I'maBubiii cexpernsiit kox TLS. Marepuan mist kimroueit TLS. ABapuiiHblii mpOTOKON B
TLS. IIporokon ycranosienus coenunenus TLS. besonacnocts cetn I1/] Ha cereBomypoBHe [Psec. IPsec
SBIIIETCS HeoThbeMyeMoN 4YacTeio [Pv6 MHTepHeT-npoToKosa CeayloIIero MOKONEeHUsS. ApXUTEKTypa
cpeactB OesomacHoctd ans IP-ypoBHs crneundunupoBana B JnokymeHTe Security Architecture for
thelnternet Protocol. Pasmemenne u ¢yHkunonupoanue IPsec. TpaHCHOPTHBIA pekUM pabOTHI.
TyHnHenbHbIH pexxuM paboTel. KoHTeKCThl 0e30macHOCTM M ympaBieHue Kiaroyamu. I[IpoTokonbHbIe
KOHTEKCTbI U TMOJUTHKAa O€30MacHOCTH. AyTEeHTH(HUKAIMOHHBIM 3arojoBok. be3omacHoe cokpeiThe
cyliecTBeHHBIX JaHHbIX. [IpoTokon oOmena kmodamu — IKE. Pacmmpenssiii 00630p Oe3omacHbIX
acconuanui.

bezonachocts GSM certeii. Anroputm mmdpoBanus AS/1. Cucremusle coobmenuss GSM.
Kpunrorpadpuueckas 3ammura OecnpoBogHbix cerei crangaproB LTE. CymectByronme MeTosl
UCTaHJapThI 3auThl OectipoBoaHbIX cetel LTE. Anroputm ayreHTH(UKaluu 1 reHepanuu kitoda. Cioun
6e3onacHoctH. MUepapxus kmtoueid B E-UTRAN. I'enepupoBanue kitodei mudpaniu 1 1eI0CTHOCTH JJis
NAS curnanuzanuu. Anroput™ mudpanun B E-UTRAN. AnroputM nposepku nenoctHoctd E-UTRAN.
Monenuposanue texnosornu LTE B cpene MATLAB c¢ ucnonb3oBannem BcTpoeHHoro mnakera LTE
System Toolbox.

14.1.9. Bonipocsl nu¢depeHIupoOBaHHOIO 3a4eTa
1. TypOokoabl. CocrtaBHble Koabl 2. Kak Bo3pacTteT cinoxHOCTb Jekojepa Burepbu npu
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YBEJIUYCHUH JTUHBI KojoBoro orpannyeHuss CK BaBoe? 3a cdyeT 4ero MmoBbIIIAETCS CIIOKHOCTh JEKoJepa
ButepOu mpu mepexome K MIATKOMY peNIeHHIO0 Ha Bbixone AemoxayisaTopa? 3. Uro Takoe mHpopMaIus,
cooOmienue, curHan? Yrto Takoe JHMHUS CBsI3M, KaHal cBs3u? Kakue paanoTeXxHHYEecKHe yCTpOHCTBa
00s3aTeNTbHO BXOASAT B cucTeMy dnekTpocBsizu? 4. IlponmyckHas CcrmocoOHOCTh KaHajla CBSI3U.
Konuposanue ncrounuka 5. /laiite XapakTepUCTUKY 3aBUCUMOCTH IIPOTSKEHHOCTH MaruCTpald CUCTEMBbI
nepenauu ¢ BOJIC oT BenMUYMHBI SHEPreTUYECKOrO BBIMTPHIIIA, 00ECHEUNBAEMOr0 MOMEXOYCTONYMBBIM
koqupoBaHueM. 6. Yro moHuUMaeTcs NOA AJJUTHUBHBIMA U MYJIBTUIJIMKAaTUBHBIMU IIOMEXamu?
[lepeuncnure u3BecTHple Bam HCTOUHMKK nOMeX. B 4eM COCTOMT CylIeCTBEHHOE OTJINYME MOMEX OT
uckaxeHuit? 7. CUrHanpHO-KOJIOBbIE KOHCTpYKIMM §. Kak ompezensercs SHEpreTUHUeCKU BBIMTPHILI OT
MIPUMEHEHHUS TTIOMEX0"YCTOMYMBOr0 KOAUPOBaHUs? KakoBbI IPUYMHBI PACHIMPEHUS CIIEKTPA CUTHAJIA MIPU
MCTOJIb30BaHUH KO aupoBanus? 9. UTo Ha3pIBaeTCs KOJUPOBAHHWEM HUCTOUHUKA? YTO Takoe COOCTBEHHAs
nHpopmarus cumposa? [lepeunciure cBoiicTBa cOOCTBeHHOW MH(MOpManK. UTo Ha3bpIBaeTCsS YHTPOIUEH
cUrHaja W Kak oHa Bbraucisgercs. Kak Berumcisercs koddumument u3dsirounoctu? 10.Kackaanoe
konupoBanue. 11. JlaiiTe omnpenenenne curHanbHO-kom0BBIM KoHCTpykiusM (CKK). IlpuBenute
CTpYKTypHYIO cxemy Koaepa-monyistopa CKK. 12. Maiite dopmynupoBky Teopembl llleHHOHA 0
KOJUPOBAaHUU B JUCKPETHOM KaHane 0e3 momex. 13. DHepreruueckas v crekTpajibHas 3(h(HEeKTUBHOCTH
mudpoBoi paanocsszu 14. Kakumu mapamerpamMu OIOKOBBIX KOPPEKTHPYIOMIMX KOJIOB OIPENENsSeTCs
BEPOSATHOCTh OINMOKU JEKOAMPOBAHMSI B JBOMYHOM CHUMMETpUYHOM Kanane? 15. Jlaiite ompeneneHue
MPOITYCKHOM CITOCOOHOCTH KaHayia 0e3 momex mnpueaute Gopmyny. IlpuBemute dopmyny s
MIPOIYCKHOM CIIOCOOHOCTH HEMpPEephIBHOTO KaHaia ¢ mymMoM. 16. IlpomyckHas crnocoOHOCTH KaHala
cBsa3u. KonupoBanue ncrounnka 17. KakoBo Ha3HaueHNE KOPPEKTUPYIOIIETO KOIAUPOBAHUS IIPY IIepeaade
nuc—kpeTHor uHpopmanuu? 18 [laiiTe omnpeneneHre CUTHAIbHO-KOJOBBIM KOHCTPYKIIMSIM, YTO OHU B
ce0s BritouaroT? Uro Takoe nnpopmannonnas spdexruBHocTs TKC? IIpuBenure Gopmyy mist pacuera.
19. Meron cBEPTOYHOrO AECKOAMPOBAHUS HAa OCHOBE mocienoBareinbHoro ainroputma 20. IlpuBenure
OCHOBHbIE IIapaMeTpbl Kojila XeMMHUHra. B ueM cocTosT nmpeuMyIiecTBa MUKINYEeCKUX KooB? MOXKHO 1
UCIONB30BaTh KOAbl XEMMHHra M IMKIMYECKHE KOIbI JJs HCIPaBICHUS OJHOKPATHBIX OMIMOOK?
Kakumu Oynyt mapametpsl 3tux komoB? 21. Ilepeuncnure mokazarenu 3pHeKTHBHOCTH HCIIOIB30BAHUS
pecypcoB TKC. IlpuBenute dopmynsl 1 pacyeta. Yto moHumaetcs non npeaenom Illennona? 22.
Jaiite ompeneiaeHre NPOCTPAaHCTBEHHO-BpeMeHHOMY koaupoBanuio (MIMO). 23. K kakoil rpanwuie
(BepxHeil mMO0 HUKHEI) CIeyeT CTPEMUTHCS MPHU pa3z—paboTKe HOBBIX OMOKOBBIX KoM0B? 24. UTo Takoe
yaenbHasi CKOpOCTh Nepeaun HHGOPMallUA M KaK OHA 3aBUCHUT OT OTHOIIEHUS CUTHAN/ym? 25. MeTossl
peleTyaToro KOAUPOBAaHUs/IeKoIupoBaHus Ha ©Oaze Tpemtuc komoBoit monymsauuu (TCM). 26.
BpemenHble U 4YacTOTHBIE aHaANOroBble ckpeMOsepsl 27. KakoBa 3aBHCHMMOCTH BEPOSITHOCTH OIIMOKU
ONTUMAJIHOTO MpHEMa CUTHAJIOB OT 4Mcia no3uuuii M? 28. Mozaemsl cotoBoil cuctemsl cBsizu (FSK,
MSK, GFSK, GMSK). 29. Iuknuueckue xoapl. 1. OrmpeneneHne NIHUKIMYECKOTO Koma. 2.
[TonuHomMHuanbHOE omucaHue nUKIHYeckux KomoB 30. IlpuBenute QopMmylny ONpeAesSIONIyIO
3aBUCUMOCTD DHEPreTHYeCKON 3P(HEKTUBHOCTH OT YaCTOTHOM d(PPEKTUBHOCTH ISl UI€ATbHOM CUCTEMBI,
o0ecreuynBarolieil paBeHCTBO CKOPOCTH Iepenayd HMH(GOpMaluu MPOMYCKHOH CIIOCOOHOCTH KaHaja,
onpeaenstonryto 3apucumocts "[Ipenen Illennona". 31. TexHomOrnn MHOXKECTBEHHOIO J0CTyIa Ha 0aze
OFDM-mopynsuuu u texHonorun MIMO 32. [Ipumeps! TuHEWHBIX KOo0B. 1. I'paHUIBI MUHUMATHHOTO
paccTostHuS 17151 JTMHEHHBIX KomoB. 33. Kombl Xommunra. 3. Q-wunsii kon Xsmmunra. 4. Koasl Puna-
Manepa 34. Kakyto Benu4uHy HE MOXKET MPEBBIIIATh dHEpreTudeckast 3pPeKTUBHOCTH JII0O00H CUCTEMBbI
nepepaun  uHpopmanmu 1o [ayccoBckomy KkaHanmy (NIpuUBEOUTE 4dHCIEHHOe 3HaueHue)? Kakum
TpeOOBaHUAM JIOJDKHBI YIOBIETBOPSTH CHUTHAIBHO-KOJAOBBIE KOHCTpYKIMH? 35. MeToasl MORyssiuuu
QPSK n QAM. 36. KaknuMu mapaMeTpaMu ONUCHIBAIOTCA CHHYCOMAAIBHBIN CUTHA U MEAHJIP, a TaKKe
ux cnektpbl? 37. Onummre MeTol MOCIe0BaTeNbHOIO KacKaJHOTO KOAMPOBAHUS/AEKOAUPOBAHUS
npeoxkenHoro JI. ®@opuu. 38. MHOroypoBHEBBIE METOABI MOAYJSIIMA CUTHAJIOB, HUCIOJI3YEMBIE B
CIIYTHHMKOBBIX cucTemax cBs3u 39.JlaiiTe xapakTepucTuky cmecu AB-+irym Ha BXozie U BbIxozie (GUIBTPOB
HxHUX yacToT (lowpass): barrepBopra, UebrimeBa, YebblieBa HHBEPCHOTO, AITMITHYECKOTO, beccens.
40. Omnummrte cTpyktypy TypOokomoB. 41. IlomexoyctoiiumBeie kombl Xomuura. 42. KaxoBo
MPaKTHUYECKOEe 3HAY€HHE MCIIONIb30BaHUS HIKHEN rpaHulbl Baprmamosa-I'mnOepra u BepxHEl IpaHUIIbI
XeMMHHTra Il OILEHKH XapaKTepUCTUK OJOTKOBBIX KOppeKTupyromux komoB? 43. Kak crpoutcs
aBTOKOppENALMOHHAs (YHKIMS M KaKUMHU CBOMCTBaMH OHa oOmajgaer. s 4Yero mpoM3BOIUTCS
KBAaHTOBAaHME CHUTHAJla M KakUM I[PUHLOUIAM OHO JOJDKHO yaoBieTBopsATh? 44. TexHonoruu
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MHOKECTBEHHOTO noctyna Ha 6aze OFDM-monpynsuuu. 45. HcnpaBneHue u oOHapy:KeHUE OIMUOOK C
TTOMOIIBIO JIMHEWHBIX KOmoB. 2.1. CranmaptHoe pacnonoxenue. 2.2. Mcnpasienue ommbok 46. [laiite
onpenenenue moxymauuu FSK, MSK u GMSK, omumurte nx cpoiicTBa, JlaliTe XapaKTepUCTHKY
3aBUCUMOCTH BennuuHbl om0k (B BER) oT oTHOmIEHHs curHam/mym mpu MCTOIB30BaHUH (DUIIBTPOB.
JlaliTe XapakTepUCTUKY "IIa3KoBOM nuarpammbl’ u jokutTepa. 47. OO6paboTKa 3BYKOBBIX CHUTHAJIOB C
WCIIONIb30BaHUEM BeiBieT mpeoOpaszoBanuii. 48. KakoBa ocHoBHas wjaest anroputma Jlemnens-3uBa? 3a
CUET YEero MPOUCXOJUT YBEIMYECHHUE H3OBITOYHOCTH BMECTO YMEHBIICHUS MpPHU MAalbIX JUIMHAX
MPOU3BOJIBHOM  BXOIHOW  mocienoBarenbHOCTH?  49. IlpuBenure  XapakTepUCTHKA  METO/IOB
nmoMexoyctoiunBoro komupoBanus B cuctemax BOJIC. 50. Meronsl cxartusi ¢ motepeid nHGOpMAIUH.
KonupoBanue mnpeobpazoanuii. Cranmapt cxarus JPEG m JPEG 2000. ®pakranenbiii metom. S1.
[Tpo6rnema xommpoBanws. 1. CummeTpuuHbli KaHai. brmokoBbie koabl. 2. OmuUOKM THUMA 3aMeEIIeHUs
CUMBOJIOB M TPHUHIMI MaKcUMajbHOro mpasaonofobusi . 3. KomoBoe paccTosHue U HUCHpaBICHHE
omnOok. 53. [IpuHIUI MOCHenoBaTeNIbHOTO JAeKOoAUpOoBaHUA? OTINYME MOCIEI0BATEIBHOTO ArOpUTMa
or aimroputMa Butep6u? 54. Mertoapl CBEPTOYHOTO KOAUPOBAHMS M JCKOAUPOBAHHMS Ha OCHOBE
nocienoBaresnbHoro aiaroputma. lloporoBoe nekomupoBanue. 55. Jluneinbie OOKOBbIE KOABI. 1.
CtpyKkTypa JIMHEHHBIX OJIOKOBBIX KOJOB. 2. MarpuyHOE ONHCAHWE JMHEWHBIX OJOKOBBIX KOAOB. 2.1.
[Topoxparonias Marpuna auHerHoro koaa. 2.2. [Iposepounas Marpuia jauHeiHoro kona. 56. Ilosicuute
TepMuH «CBEPTOUHBIN Koa». BaskHele oTinuus CBEpTOYHBIX KOJOB OT OJ0KOBBIX? UTO mpeacraBiseT
co6oii ceéprounsiii komep? 57. Koasl boy3a-Uoynxypu-Xoksenrema (BUX). 58. KogupoBanue ucTouHnka
JTUCKPETHBIX coo0IeHuit meronoMm BeiiBner mpeoOpazoBanumii. 59. Kak crmemyeT BbIOpaTh cBOOOAHOE
paccrosiaue CK, oOecrieunBaroliero uCnpapieHue IByXKpaTHbIX omKn00k? K yeMy npuBOAUT yBeIUUYEHHUE
cBobogHoro paccrosHus CK? 3aBUCHT 1 CIOXKHOCTh peaju3aluu ainroputmMa Burtepbu oT IIMHBI
cBobomnoro paccrosuuss CK? 60. KogmpoBanue u nekogupoBaHUE C HCHOIb30BaHUEM TypOOKOIOB.
61.KomupoBaHue MCTOYHHMKA JMCKPETHBIX COOOIIECHUH MeTomoM. DpakTaiabHBIX IpeoOpa3oBaHub. 62.
[IpuHUMn nmocienoBaTebHOro AekoaupoBanusa? OTan4Mue NOCIeA0BaTeIbHOTO AITOPUTMA OT aJIrOPUTMA
Butep6u? 63. Anroputm Butepbu s aexoaupoBaHus cBepTouyHOTo Koaa 64. KomupoBaHue MCTOYHMKA
IMCKPETHBIX cooOmeHnit Metomom Xaddmena. 65. Jlaiite omnpexaeneHus (MpuBEIUTE (OPMYIIHI)
nokasareneil UHQOpPMalMOHHOU, dHepreTudeckoil u yactotHoil addexkruBHocTH TKC. 66. Konsl Puna-
CosnomMoHa B KaHajlaXx C HE3aBUCUMBbIMU omuOkamu. 67.KoaupoBaHMe HMCTOYHHMKA JUCKPETHBIX
coobmenuit metonom Jlemmnens-3uBa. 68. [laiite onpenenenue mpenenbHas 3((EKTUBHOCTH
TEJIEKOMMYHUKALMOHHBIX cucteM U rpanunbl K. Illennona. 69. KoaupoBaHue/nekonupoBaHue B
OecripoBoAHBIX cucTeMax Iudposoro Bem@anus u cBs3u. Kogst LDPC 70. KomumpoBaHue ucTOYHHMKA
TUCKpeTHBIX cooOuiennit merogoM lllennona-®ano 71. Kak cyasT o coBeplIeHCTBE METOJOB Mepeaadu
1 poBoi HH(POPMALIMHU N0 CTENEHU NMPUOINKEHUS PeabHbIX 3HAYeHUH 3PPEKTUBHOCTH K IpeAETbHBIM
3HaueHussM? 72. Metonapl aHanoroBoro ckpemonupoBaHus. 73. KomupoBaHue HMCTOYHHMKA JUCKPETHBIX
cooOmieHnit MeroaoM Apudmernueckoro komupoBaHua. 74. DPPEKTUBHOCTb CHUCTEM Iepeaayu
JUCKPETHBIX COOOIIEHWH MOYHO CYIIECTBEH "HO IMOBBICUTH IYTEM NPUMEHEHHUS MHOTOMNO3UIIMOHHBIX
CUTHAJIOB U KOPPEKTUPYIOIIMX KOJOB, a TAaKK€ MX KOMOMHaUuWH. BpIOOp CUTHamoB M KOJAOB B 3THX
Cllydasx SBUIAETCS ONpPENENSIOMUM JUIsl TOCTPOEHMSI BBICOKOI((EKTHBHBIX CHCTEM Ieperadn
(cormacoBaHHBIX MEXAYy COOOM KOAEKOB M MozeMoB). B uem 3akiodaercss ux cornacoBanue? 75. Ha
CEKPETHOCTH KaKOTO 3JIEMEHTa OCHOBaHa 3alllUTa HH(OpMAIlMU Ha/IeKHBIMU aITOPUTMaMHM UG pOBaHUs?
KakoBbl Tpu Buaa arak Ha cxemy mmdpoBanus? 76. Onummure mnotouHsle pexumbl AES, pexum
oOparHoii cBs3u no mmdprekcty (CFB), pexum obparHoii cBsa3u no Beixoay (OFB) u pexxum cuerumnka
(Counter mode). 77. laiite onpeneneHue anekTpoHHon nudposoit noamucu (SLIT) mpusenere TepMuHSbI,
cea3anHbie ¢ OLII. OnummTe NOpANOK pEOpraHu3alvu, JTUKBUIALMH, MPEKPAIICHUS BBITOJIHEHUS
¢byukumii LentpoB ceprudukarmu oTkpbIThIx Kimroueit DIIII. 78. IMokaxwure, kak [PSec pearmpyer Ha
araky rpyooi cuibl. Eciy 3M0yMBIIIIEHHUK MOXET CIeNiaTh MCUYEPIbIBAIOIINNA KOMITBIOTEPHBIN MOUCK,
CMOXET JIM OH Haitu kmou mudposanus ans [PSec? 79. Kakyto mmuny umeror kmoun DES? B yem
3aKiarodaeTcss OcHOBHOM Henmoctarok DES? 3a cuer dero TtpoiiHoi DES mnoBeimaer ypoBeHb
6e3onacHoctn anroputma DES? 80. Omnummre norounsie pexumsl ['OCT 28147-89, anroputm
kpunrorpaduaeckoro mpeodpazoBanus ['OCT 28147-89, peanmmszanuio anroputma 3amu@poBaHUs B
peXuMe raMMHUPOBAHUS, PeaTU3alfio aJrOpUTMa 3alu(poBaHus B pekUMe raMMHUPOBAaHUS ¢ 0OpaTHOM
cBs3bto. KakuM 00pa3oM npousBoauTCs paciindpoBaHre B peKUME raMMHUPOBaHUS ¢ OOpaTHON CBSI3bIO?
81. B 3akoH 00 3JIEKTPOHHOH TOPTOBIE HCIONB3YIOTCA CJEAYIOUIMEe TEPMUHBI M ONpPEIETICHUS:
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AJIEKTPOHHAsI TOPIOBJISL; NIEKTPOHHBIN JTOKYMEHT; OTIPABUTENb 3JIEKTPOHHOIO JOKYMEHTA; I0JIydaTellb
AIIEKTPOHHOTO JOKYMEHTA; YYaCTHUK 3JIEKTPOHHOM TOProOBIM; JIUIO, OCYIIECTBISIONIEE IEKTPOHHYIO
TOPTOBIIIO; KJIMEHT; WH()OPMAIMOHHBIA IOCPEAHUK; HH(pOpMaMoHHas cucrema. 82. Ompenenure
CTpareruto 0e30MacHOCTH U 00BsACHHUTE ee 1enb B oTHomeHun K [PSec. Onpenenure IKE u o0bsicHuTe,
no4yeMy 3TOT mpoTokosn Heooxoaum B IPSec. Onpenenure ¢aszel IKE n nenn kaxmnoit ¢asel. Onpenennre
ISAKMP u ero ornomenue k IKE. 83. Ha crnokHocTH KakoW 3amadu Oa3upyercs O€30MacHOCTb,
obecnieunBaemasi anroputMoM Juddu-Xennmmana? MoxHO 1M UCHONB30BaTh anroput™ Juddu-
Xemnmana ana mugpoBanus tpaduka? Ha3oBure OCHOBHYIO araky, KOTOPOHM MOABEPKEH alrOPUTM
Hupdu-Xemnmana (¢ mpaBuiabHO BbIOpaHHBIMU a u b). 84. I'eneparopsl Ha ocHoBe LFSR. Ha kakue
CUCTEMBI TIOJPA3ACIIAIOT MoToYHbIC mUdpbl Ha ocHOBe LFSR. Jlaiite um onpenenenus. Onumure padoTy
PETUCTPOB CABHra C HEIMHEHHOW OOpaTHOW CBS3bI0 M PETUCTPOB CIABUTa C OOpPATHOHM CBS3BIO IO
nepenocy. 85. JloroBopsl ¢ JWIaMHU, OCYIIECTBISIOIIMMHU MPEANPUHUMATEIBCKYIO JIEATEIbHOCTh C
HCIIOJIB30BAaHUEM DJJIEKTPOHHBIX CPEACTB. VCIIONBb30BaHME JIEKTPOHHBIX IIOANUCEH B 3IEKTPOHHOM
koMMepIH. [IpaBoBoii pexuM CHENOK , 3aKII0UAEMBIX MIPU OCYIIECTBICHUHU IEKTPOHHON TOPrOBIH. 86.
[Tokaxxure paznuuuss Mmexay aAByms pexumamu IPSec. Omnpepenure mnporokon AH u  ycmyru
0€e3011acHOCTH, KOTOpble OH obecnieunBaet. Omnpenenure nporokon ESP u ycnyru 6e3omacHocTH, KOTOpbIe
oH oOecnieunBaeT. Omnpenenure ycayru odecrnedenust 6e3omacHocTH (SA) u o0bscHUTe UX 1enb. 87. Uto
Takoe 1udposas noanuch? Ilouemy OTKpBITBIE KIIOUYM JIOJKHBI OBITH cepTUGHUIMpPOBaHHBIMU? B yem
3aKITI0YaeTCst MpodJieMa, CBA3aHHAas C YIPABICHUEM KIIFOYaMH, KOTOpast BEI3bIBaET cOOM B OOJBIIEH YacTH
cucrem PKI? 88. Ctpoutenbhbie 00kM MOTOYHBIX MmK(POoB. ONMUIIMTE PETUCTPHI CIBHUra C 0OpaTHOM
cBs3pl0. ONMIINTE PErucTpbl CABHTa C JIMHEHHON oOpaTHON cBs3bio. 89. Omnpexenurte (QyHKINIO
KpunTorpaduueckoro xsmupoBanus. [lepeuncnure npeacraBureneit ceMencTBa X31-QyHKIUH, KOTOpbIe
ucnonp3yloT mmdp kak QyHKmMoo ckatus. llepeducnuTe HEKOTOpBIE CXEMBl, KOTOPBIA OBLTH
pa3zpaboTaHbl, 4YTOOBI MCHOJB30BaTh OyouHBIM muUpp kak ¢yaknuio cxaruda. 90. CpaBHute
IIPOTUBOIOCTABHTE MPOTOKOJIBI ycTaHoBIeHUs coequHenust B SSL u TLS. CpaBHuTe 1 npoTUBONOCTaBbBTE
npotokoibl nepepaun 3anuceid B SSL m TLS. 91. Jlaiite ompeneneHus KIHOYEBOH CHUMMETPUYHOM
KPUNTOCHCTEMBl W KIIOUEBasi ACHMMETPUYHOH KPHITOCHCTEMBI, a TaKkKe KpHUNTOrpadudecKoit
cToiikocti. YUTO Takoe KpuUnTorpaduyecKuid MPOTOKON M MPOTOKON pacrpeneieHus kiwouer? UYro
npezacTaBisier co0oi mudpoBas MOANUCH (COOOIIEHUST WM ANIEKTPOHHOTO MokyMmeHTta)? 92. Ilorounsie
mmdpel.  JlaliTe ompeneceHus CHHXPOHHBIM U CAaMOCHHXPOHU3HUPYIOIIUMCS TOTOYHBIM IHIH(paM.
[ToTtounble pexxumMbl OJ104HBIX MK(pPOB. JlaiiTe onpeeneHns OCHOBHBIM IIOTOYHBIM PEKMMaM CTaHIapTOB
o6nouynoro mudposanuss DES (Data Encryption Standard) u AES (Advanced Encryption Standard) u
OTE€YECTBEHHOTO craHmapta Omounoro mmmdpoBanus ['OCT 28147-89. 93. Ilepeuncnure rIaBHBIC
ocobeHHOCTH (GYHKIUHU Kpunrtorpapudeckoro xsmupoBanus SHA-512. Kakoil tuna ¢yHKumMm cxatus
ucnionb3yercs B SHA-5127 Tlepeunciure HEKOTOpPhIE OCOOCHHOCTH (YHKIIMH KPUNTOTPahUUEeCcKOro
xommpoBanus. Kakas ¢yHkius coxatus wucnoibdyercss B Whirlpool? CpaBHuTE KOHTpacTHbIE
ocobenHoctu SHA-512 u ¢ynxuuit kpunrorpapudeckoro xsmmpoBanust Whirlpool. 94. Ilepeuncnure
ycayru, odecniedennble SSL umu TLS. Ilepedncnure 1enb yeTsipex MPOTOKOJIOB, ONpeeneHHbIX B SSL
i TLS. Omnpenenure nenb Kaxaod ¢aszbl B MPOTOKOJE YCTAHOBJIEHMs coenuHeHus. 95. Onummre
CTpykTypy cetu ®Deiictena. Uto sABISETCS OCHOBHOM XapaKTEPUCTUKOM alrOpUTMa, MOCTPOEHHOIO Ha
ocHoBe ceru @eiicrens? 96. Onwumurte crnenudukanuu anropurMa Rijndael. CocrosiHue, ki
mmdpoBanus U uucio payHaoB. [IpeoOpazoBanue paynna. [IpeobpazoBanue ByteSub. [IpeobpazoBanue
ShiftRow. IIpeoOpazoBanne MixColumn. Crnoxenue ¢ kimtodoM payHaa. CosnaHue KIo4el payHia
Pacmimpenne kmoua. BeiOop kimoua payHga. Onummure aiaropuT™ IMUGPOBaHMS, MPEHMYILECTBA
anroput™a, (GOpPMHpPOBAHWE PA3TMYHOW JUIMHBI ONoka W Kiatoda ImudpoBanus, kak Rijndael moxer
IpUMEHAThCS B KauecTBe anroputma MAC, xsmi-¢pynkuus Rijndael, reneparop ncesnocnyyaifHbIX yucen
Ha ocHoBe Rijndael 97. Ilepeuncnure mIaBHBIE OCOOCHHOCTH (YHKIIMH KPUNTOTpapUIecKoro
xammpoBanus SHA. Kakoii Tuna ¢ynkuuu cxarust ucrnonsdyercs B SHA-512? [lepeuncinre HEKOTOpbIE
oco0eHHOCTH (DYHKIMHM KpUOTOrpadguyeckoro x3mmpoBaHusa. Kakas (yHKIUS CKaTHS WCIIOJIB3YeTCS B
Whirlpool? CpaBaute koHTpacTHbie ocoOeHHOocTH SHA-512 u  ¢yHkumii kpunrorpaduueckoro
xamupoBanuss Whirlpool. 99. HazoBute cemp TUnoB maketoB, ucnosib3yembix B PGP, u o0bsicHuTe ux
nenu.HazoBure Tpu tuna coobmenuit B PGP u o0bsicuure ux nenu. Kakue THUIBI MakeTOB HYXKHO
nepenarb B PGP, utoOb1 obecrieunts ciepyrommue ycayru OezomacHocTd: a. KonduaenmuamsHOCTh b.
LlenocTHOCTH cooluieHus ¢. OnpeaeneHue NOTMHHOCTH 2. [lepedncnure uCnonb3yeMble KpUTEPUU TIPH
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pa3paboTKe  aJIrOpUTMOB CHUMMETpUYHOro Imu¢poBanus. Jlaiite onpeneneHus  ajaropurMam
cumMerpuuHoro mudposanus DES (Data Encryption Standard) tpoiinoit DES ¢ nByms kmrouamu. 100.
Haiite xapakrepuctuky anroputMamMm RC6 u Rijndael B coorBercTBHMM ¢ mapamerpaMu: ooOmias
0€30I1aCHOCTb; MPOrPAMMHBIE peaJIN3aLUU; OKPYKEHHUS C OrpaHUUYEHUSIMUA IPOCTPAHCTBA; MIM(POBAHUE U
nemngpoBaHue; CBOMCTBAa KIIOYA; Ipyrue BO3MOXXHOCTH HacTpoiku. llpuBemaure maremarnuyeckue
NOHATHUS, Jiexaue B ocHoBe anropurMa Rijndael. Kakme Tpu Kputepus HCIOIb30BAIUCH IPH
obocHoBaHuu pazpaborku anroputma Rijndael? 101. KakoB poccuiickuii craHmapT Ha ajlropuTM
¢bopmupoBanus kpunrorpaduyeckoil xem-¢pynkunu? Kakum o0pa3oM MOXHO HCIHONB30BaTh OJOYHBIN
anroput™M mmdpoBaHus s GopmupoBanus xem-¢pyHknuu? 102. Jlaiite ompeneneHue IEHTpa
ceprudukanuu (CA) U pacCKaXUTE O €ro OTHOIIEHWH K KpunTorpaduu obmienocTynmHoro kitoda. Jlaiite
ompenenenue pexkomenganun X.509 u paszwsicaure ee 1ens. [lepeuncnure pexxumsl padotsr PKI. 103.
KakuM 00pa3oM BBIYMCISAIOTCS MOJIKIIOUHU C UCHodb30BaHueM anroputma Blowfish?. Jlaiite onpenenenue
anroputmy IDEA (International Data Encryption Algorithm). Kakue xapakrepuctukun IDEA
XapaKTepU3ylOT €ro KpunTorpaguueckyro CToMkocTb? OINUIINTE alropuTMbl IIU(PPOBAHUA U
nemmdpoBanus IDEA 104, Jladite xapakTepucTuky mporpammuoil peammsamuu AES. [laiite
XapaKTEePUCTUKY B 3aBUCUMOCTHU CKOPOCTH BbInosHeHUsI AES B 3aBUCMMOCTH OT JUIMHBI KJIt0YA U KPAaTKHUii
BBIBOJI O CKOPOCTH BBIITOJHEHHUS Ha OCHOBHBIX MPOrpaMMHBIX Iutatgopmax. 105. YUem acummerpuyHbie
QJITOPUTMBI MIM(POBAHUS OTIMYAIOTCA OT CUMMETpUYHbIX? JIJIi pelleHus KakuxX 3ajad MOryT Ha
NPaKTUKE TPHUMEHATHCS AJITOPUTMBl IIHU(PPOBAHUS C OTKPBITEIM KirodoM? KakoB —anroputm
¢dopmupoBaHus LU(POBOM NOANUCU IPH HCIOJIB30BAaHUM AJITOPUTMOB IU(QPOBAHUS C OTKPHITHIM
kioyoM? 106. B uem 3akitouaercs nmpobiema cepTU(PUKAUU OTKPBITHIX Kitoued? YTo BKIOdaercs B
MOHATUE HHQPACTPYKTYPbl OTKPHITHIX KiItoued? KakoBbl (yHKIUM LeHTpa cepTU(UKALUH OTKPBITHIX
kimoueii? Yro Takoe ceprudukar oTKpbITOro kimouda? Kakas cxema pacrmpeneneHusi OTKPBITBIX KITIOUei
a0OHEHTOB MOJKET MCIOJIb30BaThCsl B CUCTEME CBS3M, MMEIOLIECH B CBOEM COCTaBE LIEHTP cepTU(UKALUU
OTKpBITHIX Kirouei? 107. Ommmmre anroputmbl mmdpoBanus u aemmudpoBanus [OCT 28147,
SBJISIFOIIMNACS OTEUECTBEHHBIM CTAaHAAPTOM JUISl aJTOPUTMOB CUMMETPHUUYHOro mu@posanus. Onuuiute
ocHoBHble paznmumuus Mexay DES u TOCT 28147. 108. B ciydae nuneliHoi win auddepeHnnanbHoMl
araku Ha DES tpebyercst 243 u3BecTHOro HezamuppoBaHHOro Tekcta u 247 mudpoBaHuil BEIOPAHHOTO
HesammdpoBanHoro Tekcra. Kakosa kpunrtocroiikocts AES? Uto ompenenser "dakrop 6e3omacHocTH"
asroput™ma mudposanusa? Kak npou3BoaAUTCS CTaTUCTUYECKOE TECTUPOBAHUE alropuTMa mudpoBaHus?
Haitre onmcanue. 109. Kakum o6pa3om airoputmsl mu@poBaHUs ¢ OTKPHITHIM KIOUOM MOTYT
UCMONB30BaTbesl s (OPMUPOBAHMS OOILEro CEKpeTHOro Kikoua y Trpynmbl nonb3oBareneil? Kakue
TpeOOBaHUS MPEABIBIAIOTCA K aCUMMETPUYHBIM anroputMaM? [ Kakux Lened MOXeT MPUMEHSAThCS
anroput™ RSA? 110. Hanumure aBa anroputma st DSS-cxemsl: oquH as npouecca NOANUCAHUS U
OJIH JJIs1 TIpoliecca NnpoBepku. HanuimTe aBa anroputMa JUisi CXeMbl SJUTMIITUYECKOW KPUBOM: OJTMH IS
mpouecca MOANKUCAaHNsA M OOUH Ul Ipouecca nposepku. 111. Jlaiite onpeneneHuss 4eTbIpeEM peKUMaM
BBINIOJIHEHUsI aNropuTMoB cummeTpuunoro mudposanus (ECB - Electronic Codebook, CBC - Cipher
Block Chaining, CFB - Cipher Feedback, OFB - Output Feedback). Onuiiire aaroputmsl i poBaHust
u aemugpposanus B pexume CFB. 112. Kakue yerbipe pyHmaMeHTaIbHBIX NPHUHIIMIIA BbIOOpA
anroput™ma ucnoab3obaiga koManaa NIST npu BeiGope anroputma AES? JlaiiTe cpaBHEeHHE aJlrOpUTMaM
tpoiiHoii DES u AES. MoxHo n1 u3MeHsTh konudecTBo payHnoB AES-anropurma? 113. Onumure
nporecc mudpoBaHus ¢ HUcnoib3oBaHueM anroputMa RSA. s Kakux neneid MOXXeT NPUMEHSATHCS
anroput™ Juddu-Xennmana? Onumunre nocaea0BaTeIbHOCTb 1eHCTBUN IPU UCIIOIB30BaHUH AJITOPUTMA
Huddu-Xemnmana. Kakue araku BO3MOKHBI IIPU UCIOIb30BAHUH AJITOPUTMOB HIM(PPOBAHUS C OTKPHITHIM
kimouom? 114, [laiite omnpenenenne cxeme mudpoBoir momnucu RSA  w  cpaBHUTE ee ¢
kpunrorpaduueckoit cuctemoit RSA. Jlaiite onpenenenue cxeme cragaapra iudposoit noanucu (DSS) u
cpaBHUTE ee co cxemamu Onb-I'amans u IllHoppa. [aiite ompenenenue cxeme HU(GPOBON MOAMHCH
AIIMNTUYECKON KPUBOM U CPAaBHUTE €€ C KPUNTOCUCTEMON HA OCHOBE METO/IA AIIUITHUECKUX KPUBBIX.

14.1.10. Tembl pac4eTHBIX padoT
Kpunroananus anropurmMa RSA. Araku Ha anroputMm RSA. B3nom RSA npu Heynaunom BeiOOpe
apaMeTpoOB KPUNTOCHCTEMBI. ATaka MOBTOPHBIM MK poBaHHEeM. ATaka Ha ocHOBe Kurtaiickoit TeopeMbl
00 ocrarkax.beckitodeBoe uTeHue.
Artaka Ha anroput™m mmdposanus RSA IMocpenctom merona @epma.
Araka Ha anroput™ mudposanust RSA MeTon0oM noBTOpHOrO MKGPOBAHUS.
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Araka Ha anroput™ mudposanus RSA Meronom GecKiII04eBOro YTeHHUSI.

Artaka Ha anroputm mudpoBanus RSA, ocHOBaHHBIN Ha KUTAHCKOM TeopeMe 00 OCTaTKax.

Kpunroananus mugppoTeKCTOB MOIYYEHHBIX METOAOM TaMMHMPOBAaHUS. 3aJaHUEM Uil JaHHOU
CaMOCTOSITENIbHOM  paboOThl  SIBISIETCA  OTHICKAHME OTKPHITOTO TeKca 3alli(pOBAaHHOTO METOIOM
raMMUPOBAHMS TPU TOMOIIHM CIBUTOBOTO PETHCTpa C JIMHEHHON 0o0paTHO# cBsa3bto. s caaum paboThl
HE0OXOUMO TMpeNoCTaBUTh TeKCT (aitna ordera. [locie momyueHuss BEPHOTO OTKPBITOIO TEKCTa
HEOOXOIMMO TI0 HAaWJCHHOW YacTH KJI0Ya BPYYHYIO ONPEACIHTH IOJOKEHHE OTBOJOB B PETUCTPE MPHU
noMmonu anroputma bepnexsmna-Meccu u npenacTaBUTh TaOIUIy BbIBOJA IS mpoBepku. Heobxomumo
3aMETHTb, YTO 3TO SBJSIETCS OOS3aTENBbHBIM IIarOM yXe MOCIEe HAXOXICHUS BEPHOTO OTKPHITOTO TEKCTA.
Jlis mpOMEXYTOUHBIX HAXOXKICHUN TIOJIOKEHUIl OTBOJOB B peructpe aiaroput™m beprnexsamma-Meccu
HCIIOJIb30BaTh HE00sA3aTeIbHO, MOXKHO BOCIIOJIB30BAThCS METOIOM, OCHOBAHHBIM Ha HaXOXKICHHUU
00paTHOM MaTpHUIIbL.

OnTumu3zanus METOJ0B IIOMEXOYCTOMUYHMBOIO KOJUPOBAHUS I TEIEKOMMYHUKAIIMOHHBIX CUCTEM.
ConeprkaHue NOSCHUTENBHOMN 3aIMCKU PAOOTHI:

1. 3amanue U UCXOOHEIE JaHHEIE.

2. OmnwucaHue CTPYKTYPHOH CXEMBI MPOEKTUPYEMOHW TENIEKOMMYHHKAIIMOHHON CHUCTEMBI C
yYKa3aHHEM MECT BKJIIOUEHHUS KOJEpa TOMEX0YCTOMYMBOIO Kojia, MOJYJISI "TOpa, IEMOAYIIATOPA U IeKoJIepa
C TOAPOOHBIMH MOSICHEHUSIMH BBIMTOIHAEMbIX UMHU (YHKIIHIA.

3. Knnaccudukaiusi KOppeTUPYIOUINX KOJOB MO CTPpyKType. CpaBHUTEIbHBIA aHAINU3 PEUMYIIECTB
U HEJOCTAaTKOB ITOMEXOYCTOMYHMBBIX OJIOKOBBIX M CBEPTOYHBIX KOJ0B. OOOCHOBaHHWE NPUMEHEHUS B
MIPOEKTE CBEPTOYHBIX KOOB.

4. Knaccudukanus ¥ CpaBHUTEIBHBIN aHAIU3 aJrOPUTMOB JIEKOAWPOBAHUS CBEPTOYHBIX KOJNOB.
Ob6ocHoBanme BbIOOpa anroputma Burepou mist nexonuposanust CK.

5. Pacuet mmpuHb ciekTpa HudpoBOro CUrHajia ¢ 3aJJaHHBIM BUIOM MOIYJISIINH.
6. PacueT mupuHbI ciekTpa KOAUPOBAHHOTO MU(POBOTO CHTHANA C 33/IaHHBIM BUJIOM MOAYIISALIUN
B 3aBUCHMOCTH OT CKOPOCTH KOJa.

7. OnpeneneHue AONYCTUMON CKOPOCTHM KOAAa W3 YCJOBHSI HENPEBBIIIEHUS IOJOCOM YacToT
KOJTUPOBAHHOTO CUTHAJIA MOJOCH MPOITYCKaHus KaHana (orpanuye—Hue 1.1).

8. OnpeneneHI/Ie MepeuHsaA KOAOB CO CKOPOCTAMH, HNPCBBIMIAIOINIMMU OONYCTU MYKO CKOPOCTH ,
KOTOPBIC MOT'YT OBITH MICITOIL30BaHbI AJId pCIICHUA IMOCTaBJICH "HOMU 3aJa4Hu.

9. Beibop CK u3 3Toro mepeuHsi, oOecCHeYMBAIOUIEr0 3aJaHHYIO BEPOSITHOCTh OMIMOKM OuTa

(yCHOBI/Ie 1) " YAOBJICTBOPAROUICTO Tpe6OBaHI/II-O OrpaHHUYCHUS ITIO CIOKHOCTHU ACKOJACpa (OFpaHI/I‘leHI/IC
1.2).

10. IIpoBepouHbIil pacueT 3aBUCUMOCTH BEPOSITHOCTH OIIMOKY Ha BBIXO/E 1€ KOJ€pa BEIOPAHHOTO
CK.

11. Pa3paboTka M omnucaHHe CTPYKTYpPHBIX M (YHKIMOHAJIBHBIX CXEM KoJepa U JeKonuepa
BbIOpanHoro CK.

12. 3aktoveHue ¢ MoABEICHHEM UTOTOB BBITTOJTHEHHOM PaOOTHI.

13. CriMcok MCHoJIb30BaHHBIX UCTOYHUKOB.

14.1.11. Tembl KypcOBBIX NPOEKTOB (padoT)
[] AnmapaTHO-IpOrpaMMHBIN KOMIUIEKC BHU3yaJW3allid U HUCCIEAOBAaHUS MeEToAa CBEPTOYHOIO
JIEKOIMPOBAHMSI HAa OCHOBE IOCJENI0BAaTE€IbHOIO aJIropuT™Ma AMNMapaTHO-MPOTPaMMHBIA KOMIUIEKC IS
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JUISL BU3yaJIM3aluy U UCCIIEI0BaHUs aJiropuT™Ma BurepOu [uist 1eKoJUpOBaHUs CBEPTOYHOIO KOAA
VY4eOHblil annmapaTHO-NPOrPaMMHBIN KOMIUIEKC JUll BHU3yalW3alMM M HCCIEelOBaHHME KomoB Puna-
ConmoMoHa B KaHajax ¢ He3aBUCHUMBIMH omuOkamu Ha O0aze MATLAB VYuyeOuwiii anmapaTHo-
IIPOrpaMMHBIM KOMIUIEKC AJIsl BHU3yaJM3allMM M HccieqoBaHus ainropurMa Jlemmens - 3uBa Y4eOHBbIN
anmnapaTHO-IPOrPaMMHBIA KOMIUIEKC JJIs BU3yalM3allud W HcciaenoBaHus konos boysa-YUoynxypu-
Xoksenrema (BUX) c¢ ucnonpzoBanueM MATLAB YueOHblii anmapaTHO-MPOTPAMMHBIA KOMIUIEKC IS
BU3YyaJHM3alMy U uccienoBanus TypOokoqoB YueOHbIH armapaTHO-IIPOrpaMMHBINA KOMILIEKC JUIs

BU3yaJM3allMM W  HCCIEAOBAaHUE IMPOLIECCOB  KOAUPOBAHUS HMCTOYHHKA U  IOJOCOBOM
MOIYJISAIHH/ AeMoayisauu B cpene LabView YueOHbIi anmapaTrHO-MPOTPpaMMHBIN KOMILIECKC TS

BU3yaJIM3allUM M  MCCIENOBAaHUSA IIPOLECCOB  KOAMPOBaHWS HMCTOYHHMKA M IIOJIOCOBOMU
MOIyJsuK/ neMonynsinuu B cpene LabView VY4eOHBIN —anmapaTHO-IPOTPAMMHBIA  KOMIUIEKC JIJISt
UCCIIeIOBaHUs, BU3yanu3auuu Metojiel cxarus ¢ norepeit undopmanuu. Konuposanue rnpeodpa3oBaHUM.
Crangapr cxarus JPEG. ®pakranpHbiii MeTon YueOHbIM anmapaTHO-IPOrPaMMHBIM KOMIUIEKC JUIs
BU3YyaJM3allMM U UCCIIEIOBAHUS KOAMPOBAHUS MCTOYHMKA JUCKPETHBIX cooOueHuii MetonoM LlleHHoHa-
®ano YueOHBIM amnmapaTHO-TPOTPAMMHBIA KOMIUICKC JUIsl BH3yaJIM3alldd M HWCCIICIOBAHWS METOJIOB
KaHAJIBHOTO KOJIMPOBAHMSA/IEKOAUPOBaHMsI B OECHPOBOAHBIX CHCTEMax LU(POBOrO BELIaHUS U CBA3H.
Konpt LDPC VYuebHbIl anmnapaTHO-MPOrpaMMHBIN KOMIUIEKC JJIsl BU3yaJIU3allMM U MCCIIE0BAaHUS KOJOB
Puna-Mannepa 1. Pa3paboTka mporpaMMHOrO KOMILJIEKCA JUIsl MCCIEIOBaHHS METOJOB aHaJOrOBOIO
ckpemOnupoBanuss Ha 0Oaze LabVIEW VYueOHoro ammapaTHO-IPOTpaMMHOTO KOMIUIEKCA IS
UCCIIEIOBAaHUSA M BH3yallM3allMM METO/OB KaHAJIbHOIO KOAMPOBAHUS/AEKOAMPOBAHUS B OECIIPOBOIHBIX
cucremax mudposoro Bemanus U cBs3u. Komet LDPC Pa3spaboTka mporpaMMHOTO KOMILICKCA IS
HCCIIIOBaHUS aIrOpUTMa acCUMeTpudHoro mudposanus Dnb-I'amans Poccuiickuil anroputM GyHKIUU
xamupoBanus 'OCT P 34.11-94 u ero nporpammuas peanu3zanus MeTobl OLIEHKH KadyecTBa aJlfOPUTMOB
NOTOYHOTro IMMdpoBaHUs W mporpammHas peanuzanus craructudeckux TectoB HUCT Anroputm
mudpoBanus qaHHblx DES 1 ero mporpammuas peanuzanus AJTOPUTM acCUMETPUYHOTO MIM(POBAHUS
Huddu-Xemnmana u ero mporpammHas peanuzanus AnroputMm mmdposanus naHHeix AES u ero
nporpaMMHasi peanu3anusi Pa3zpaOoTka mnporpaMMHOro KOMIUIEKCA JUIsl MCCIEIOBAaHUS METOJOB
aHaJIOrOBOro ckpeMOiaupoBaHusi Ha 0aze LabView PaspabGoTka cuctembl obecrieueHHs 3alUIEHHOIO
mapupytusupyemoro B3aumonenictsus ViPNet OFFICE Hossiit poccuniickuii crangapt SLII T'OCT P
34.10-2001 u ero mporpammMHas peanuzanus Anroput™ nugpoBoi nmoamucu RSA u ero mporpamMMmHas

peanuzanus Pa3paboTka cuctembl 0OecredeHHs 3allUIIEHHOr0 MapUIpyTHU3UPYEMOI0 B3aMMOAEHCTBUSA
ViPNet CUSTOM

14.2. TpeGoBaHuA K OLICHOYHBIM MaTepHAJIaM /JIsl JTHI[ C OTPAHMYEHHBIMHU BO3MOKHOCTAMH
310pPOBbS 1 HHBAJIH/I0B
Jns ymnm ¢ OrpaHUYEHHBIMH  BO3MOXKHOCTAMM  3J0POBbS M HMHBAJIHUJIOB IPELYCMOTPEHBI
JIOTIOJIHUTENbHBIE OLIEHOYHbIE MaTepHallbl, IepeueHb KOTOPBIX YKa3aH B Tabnuue 14.
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Ta6Jmua 14 — I[OHOJIHI/ITGHBHLIC Marcpualibl OLICHUBAHUA JJIA JIUL C OTPAHUYCHHBIMH BO3MOKHOCTSAMU

3I0pPOBbSI M HHBAJIHMIOB

Kareropun
00yJarommxcst

C HapyueHusaMu
cryxa

C HapyueHusaMu
3peHus

C HapymeHusiMu
OIIOPHO-
JIBUTATEIBHOTO
anmnapara

Buasl 1OIMOIHUTEIILHBIX OLICHOYHEBIX
MarepuanoB

TecTbl, MUCEMEHHBIE CAMOCTOSATENBHBIC
paboThI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI

CobecenoBaHue 110 BOIIPOCAM K 3aUETY,
OIIPOC 0 TEPMHUHAM

Pemenne MuCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCbMCHHBIC
CaMOCTOSATENIFHBIE PA0OTHI, BOIIPOCHI K
3auery

@opMbI KOHTPOJIS U OLEHKHU
pPe3yJIbTaTOB O0yUYCHUS

[IpenMy111eCTBEHHO TMCbMEHHAs
IIPOBEpKa

[TpenMyIIeCTBEHHO yCTHAsI IPOBEPKA
(MHAWBUIYATIBHO)

HpeI/IMyH_IeCTBeHHO JUCTaHIITMOHHBIMHA
MCTOJaMH

C orpaHMyYeHUSIMH 11O
O0IIEeMETUITUTHCKIM
MOKa3aHUsM

TecTbl, MUCbMEHHBIE CAMOCTOSITEIIbHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIBbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1ieCTBEHHO IPOBEPKA
METOJIaMH UCXOSl U3 COCTOSHUSA
00yyaronierocst Ha MOMEHT ITPOBEPKU

14.3. MeToauueckne peKoMeHAalMH M0 OL[eHOYHBIM MaTepUasIaM JJIsl JTUI ¢ OTPAHUYEeHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSI 1 MHBAJIN/10B

Jns nun ¢ OrpaHMYeHHBIMH BO3MOXKHOCTSIMHU 3JI0POBbSI M WHBAJIMJOB IIPEIYyCMAaTPUBACTCS
nocTynHas popMa nperocTaBIeHHs 3aJaHUH OLIEHOYHBIX CPE/ICTB, 8 UMEHHO:

- B TIeYaTHOU (opMe;

— B TIe4aTHOU (hOpMe C YBEITMUYSHHBIM MIPU(TOM;

- B (hopMe PIIEKTPOHHOTO TOKYMEHTA,;

- METOJIOM YTEHHS aCCUCTEHTOM 33/IaHUS BCIYX;

- NpeAO0CTaBICHUE 3aJaHHsI C UCIIOJIb30BAaHUEM CYpJI0IIEPEeBOIa.

JIuaM ¢ OrpaHMYeHHBIMH BO3MOXKHOCTSIMU 3/I0pOBbsI M MHBAJMJIaM YBEIMUYUBAETCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. [l Takux OOydYaromuXcsi MpeayCcMaTpUuBaeTCs
nocTynHas popMa npeocTaBiIeHHsl OTBETOB Ha 3a/1aHUs, 3 UMEHHO:

— MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIOJIB30BAHUEM YCIYT aCCUCTECHTA;

- NPEACTaBICHNE OTBETOB YCTHO.

[Iponienypa oOueHWBaHHS pPE3YJAbTaTOB OOYYEHHUS JIUI] C OrPAaHUYECHHBIMH BO3MOXXHOCTSIMH
310POBbS M MHBAJIMJIOB MO JUCLUIUIMHE MpPEIycMaTpUBaeT MpelocTaBleHue MHpopManuu B (opmax,
aIalTHPOBAHHBIX K OTPAHUYCHHUSM UX 37I0POBbSI M BOCHIPUATHS HH()OPMAIIHIH:

JL1s1 1ML ¢ HApyLIeHUSIMM 3PeHust:

- B (hopMe DIIEKTPOHHOTO IOKYMEHTA,;

- B [Ie4aTHON (hopMe YBETUUEHHBIM IIPUPTOM.

JI1s1 1M1 ¢ HApYLIeHUsIMM CJIyXa:

- B (hopMe DIIEKTPOHHOTO TIOKYMEHTA;

— B re4aTHoM (opme.

JIJ1s1 i1 ¢ HAPYUIEHUSIMHM ONIOPHO-ABUTATEJLHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B MIe4aTHOU (opme.

[Tpy HEOOXOOUMOCTH JUIS JIMII C OrPAaHMYEHHBIMH BO3MOXHOCTSIMHM 37I0POBbS M HHBAJIMJIOB
MpoIieTypa OIICHUBAHUS PE3YIBTaTOB 00yYSHHS MOYKET MTPOBOAUTHCS B HECKOJIBKO ITAIOB.
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