MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
CeTH ¥ TeJIeKOMMYHUKALIMH

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

Hampasnenue noarorosku / cneruaibHOCTh: 09.03.01 UHdopmaTuka M BHIYHCIUTEIbLHASI TEXHUKA
Hanpaenennocts  (mpoduns) /  cmenmanu3anusi:  [IporpammHoe  obecnedeHue  CpeacTB
BBIYHMCJIUTE]bHOH TEXHMKH M AaBTOMATU3HPOBAHHBIX CHCTEM

®opma o0ydeHus: OUHaA

@axynpreT: PCY, PakyJabTeT CUCTEM YIIPABJICHUA

Kagenpa: ACY, Kadenpa aBToMaTH3MPOBAHHBIX CHCTEM YNIPaBJIeHUS

Kypc: 3

Cemectp: 5

YueOnsrit man Hadopa 2015 roma

Pacnipenenenne pabouero BpemeHu

No Bunet yaeOHOIM nesTeIbHOCTH 5 cemectp Bcero Ennauner
1 Jlexnuu 54 54 JacoB
2 JlaGoparopHbie pabOThI 72 72 4acoB
3 Bcero aymuTopHbIX 3aHATHN 126 126 4acoB
4 CamocrosTenpHas paboTa 126 126 4acoB
5 Bcero (6e3 sx3amena) 252 252 4acoB
6 ITonroroBka u cgada sK3aMeHa 36 36 JacoB
7 OO0m1as Tpy10eMKOCTh 288 288 JacoB
8.0 8.0 3.E.

DK3ameH: 5 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 ot « 17 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnemuanbHOCTH) 09.03.01 HWHopmaTka W BBIYUCIHWTENbHAS TEXHUKA, YTBEP)KICHHOTO
12.01.2016 roma, paccmoTpena u onoOpeHa Ha 3acemanuu kKadenapbl ACY « _ » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:
noueHt kap. ACY A. 4. CyxaHoB

3aBenyronmii o0ecnieunBaromeii kad.
ACY A. M. Kopukos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

JHexkan OCY I1. B. Cenuenko
3aBeAyIOIHi BRITYCKAIOIICH Kad.

ACY A. M. Kopukos
OKCIIepTHI:

3aBemyrommii kKadeapoil aBTOMaTH3H-
POBAHHBIX CUCTEM YIIPABJICHUS

(ACY) A. M. Kopuxkos
JlonieHT kadenpbl aBTOMaTU3UPOBaH-
HBIX cucTteM ynpasieHus (ACY) A. U. UcakoBa
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
L{enbr0 MUCIIUTIITUHEI SIBISIETCSI 0OyUeHHEe CTYJICHTOB OCHOBaM MOCTPOCHUS U ()YHKITMOHUPOBA-HUS
BbrunciauTensHbIX cetei (BC) u tenekommynukanmonnsix cucteM (TKC). Ha marepuane 3ot nuciumim-
HbI 0a3UPYIOTCS MPAKTUYECKH BCE JUCIHUIUIMHBI CBS3aHHBIC C IPUMEHEHUEM TEXHOJIOTHIN BBIUUCIUTEN-
HBIX CETEH.

1.2. 3agaun IMCHMIIINHBI

— OcHOBHOH 3amaueil W3ydeHUs] TUCHUIUIMHBI SBISETCS MPHUOOpPETEHHE CTYIACHTAMH MPOYHBIX
3HAHUM U MIPaKTUYECKUX HABBIKOB B 00JIACTH, OMpENEIsieMOil OCHOBHOI 11ebI0 Kypca. B pesynbrate usy-
YEeHUS TUCIUILTUHBI CTYACHTHI JOJDKHBI YCBOUTH CIIEAYIOIIUE MOHITUS M ONPEACTICHUs: KIacCupUKaIHs
MH(QOPMALMOHHO-BBIUUCIIUTENIBHBIX CeTeH, CIOCOObl KOMMYTAllMM, B3aUMOJAEHCTBHE NPOTrPAMMHOIO U
anrmapaTHOro oOeCTIeYeHHUsI CeTeH, MPOTOKOIbI M MHTEp(ENCHI, ITaTIOHHAs MOZETh B3aUMOCBSI3H OTKPHI-
TBIX CHCTEM, QHAJIOTOBbIEe M IM(POBBIE KaHAJIbl Nepefayn JaHHbIX, MOJEMbI, 0a30Bble TEXHOJIOTUH JIO-
KaJIbHBIX CeTeH, III00aIbHBIE CETH, TEXHOJIOTUU COBPEMEHHBIX TEIIEKOMMYHHUKAITHH.

— B yactu opranuzanuu nporpaMMHOTO 00ecIeueHus CeTel U3ydaroTcsl CIIocoObl ajipecaluy B
npotokonax TCP/IP, anroputMel MapipyTu3anuu, IpoTOKoIbl (GailioBoro oOMeHa, 3eKTPOHHOM MOYTHI,
JTVICTaHIIMOHHOTO yripaBiieHus, Web-TexXHOIoTnu, crioco0bl OpraHu3ayy pacipeesIeHHBIX BBIYUCICHUH,
OCHOBHBIE€ BO3MOKHOCTH CETEBBIX ONEPAIlMOHHBIX cHcTeM. PaccMarprBaroTCsl Kak HU3KOYPOBHEBBIE (CO-
KEThl) TaK U BBICOKOYPOBHEBBIEC MPOIPAMMHBIE TEXHOJOTUH (TexHojorus Java, .Net) myisg paboThl B BbI-
YHUCJIUTEIIBHBIX CETAX.

2. MecTo nucuuiiiuebl B cTpykrype OIIOII

Hucuuminna «Cetu u tenekommyHukamuu» (b1.B.O/1.2) otHocutcs x 6moky 1 (BapuaTuBHas
4acTh).

[TpenmecTByOIKUMU TUCHMIUIMHAMY, (POPMHUPYIOLUIUMH HayajbHbIE 3HaHUS, sABJstOTCA: MHPOD-
MaTuka, OCHOBBI pa3paboTKH MporpaMMmHoro obecneuenus, ®uzuka, IBM u nepudepuiinbie ycrpoii-
CTBa.

[Tocnenyromumu nuctmmuinaamu sBisitores: GRID-texnonmorun, baser nanueix, 3ammra uHGOP-
manuu, Onepannonsslie cucteMsl, Cuctemsl HU(POBO 00pabOTKHU CUTHATIOB.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCHMILTHHBI

[Tponecc n3yueHus JUCUMIUIMHBI HapaBiieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— OIIK-4 CnocoOGHOCTh yd4acTBOBaTh B HAacTpOilke M HajlaJKe MpOrpaMMHO-aNNapaTHbIX
KOMILJIEKCOB.;

— TIK-3 CnocoOHOCTh 000CHOBBIBATH MIPUHUMAEMBIE MPOEKTHBIE PELICHHUs, OCYIIECTBIATh 10~
CTaHOBKY U BBINOJHSATH SKCIIEPUMEHTHI 110 MPOBEPKE UX KOPPEKTHOCTH U IPPEKTUBHOCTH.;

B pesynpTare u3ydeHus IMCIUIIIMHBI 00YyJatOIUNACs TO0JIKEH:

— 3HaTh OCHOBHBIEC MPUHIIUIIBI TOCTPOCHUS JIOKAJIBHBIX U TJI00ANBHBIX CETeH, CIOCOOBI mepe-
JlayMl TaHHBIX ¥ OpraHu3aliy TEJIECKOMMYHUKAIMNA. YPOBHU B3aUMOACHCTBHS OTKPBITBIX CUCTEM. OCHOB-
HbI€ CYILIECTBYIOIINE TPOTOKOJIbI CETEBOIO B3aUMOACHUCTBHS, OCHOBBI O€30MTaCHOCTH CETEil U yrpo3bl, BO3-
HUKAIOIIUE MpU padoTe B CETU U CIIOCOOBI yCTpaHEHUS ¥ OOPHOBI C 3TUMH YIPO3aMH.

— yMmetb Pabortath ¢ cokkeramu bepkin, OCHOBHBIMU NMPOTOKOJIaMHU cTeka nmpoTokonoB TCP\IP,
C IPOTOKOJIAMHU JIOKAJIbHBIX CETEH.

— Baaaerb OCHOBHBIMU BO3MOXHOCTSIMU SI3bIKOB IporpammupoBanus Java, C, C#, Python ans
pa3pabOTKH CeTeBbIX NMpUIOKeHNH. CTaHJapTHBIMH ITPOrPAMMHBIMH CPEJCTBAMU JIJIsl pabOThI B CETH.

4. O0beM IMCHUILIMHBI U BHAbI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI COCTAaBIsACT 8.0 3a4eTHBIX AWHUIIBI U MIPE/ICTABICHA B Ta0JIH -
ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCIUILTHHBI

Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl

5 cemecTp

CornacoeaHa Ha noprane Ne 26624 3



AynuaTopHbI€ 3aHATHUS (BCETO) 126 126
Jlexuun 54 54
JlaGopatopHble pabOThI 72 72
CamocrositenbHas paboTa (Bcero) 126 126
OdopMieHrE OTYETOB IO JTAOOPATOPHBIM padboTam 72 72
[TpopaboTka JICKIIMOHHOTO MaTepHraia 54 54
Bcero (0e3 ax3amena) 252 252
[ToaroroBka u ciava 3K3aMeHa 36 36
OO01mas Tpy10eMKOCTb, 4 288 288
3auetHbie Equnuib 8.0 8.0

5. Conep:xaHue TUCHHUILIMHBI

5.1. Pa3gennl AMCHHUILIMHBI K BUALI 3AaHATHHA
Pazniensl TUCUUIUTMHEI ¥ BUABI 3aHATUH PUBEACHBI B Ta0muiie 5.1,
Tabimua 5.1 — Pasgens! fUCHUILIMHEBL U BUABI 3aHSATHI

- = | 2% z g
= g ¥ g 3 g 2
- 3 s TS 2 0
HazBanus pa3aenoB IUCHUTUIMHBI 5 o, o, o 9 =l
o] . . = @]
= S z S 9 2 3
= @) M @ g S
5 cemecTp
1 BBenenue B ceTU U TEIEKOMMYHUKALIMH 2 0 6 OIIK-4, IIK-3
2 OCHOBBI IIEpPEIAYM TAHHBIX 4 0 OIIK-4, IIK-3
3 Ilpunnuns! noctpoenus ceteit IBM. Mo- 4 8 OIIK-4, I1K-3
JIeNIb B3aUMOAECUCTBUS OTKPBITHIX CHCTEM
(BOC)
4 ®usnueckuii ypoenb moaenu BOC 4 4 8 OIIK-4, I1IK-3
5 Kananbenbiii ypoBeHnb mojzienu BOC 2 10 18 OIIK-4, I1K-3
6 CeteBoii ypoBeHb Mozenu BOC 4 12 24 | OIIK-4, IIK-3
7 TpaHCTIOPTHBIM, CEAHCOBBIM YPOBHH U YPO- 4 16 20 40 OIIK-4, T1K-3
BEHb IMPECTaBICHUS
8 [Ipukiagnoit yposenb mozenu BOC. 12 16 30 OIIK-4, I1K-3
9 ba3oBbie TEXHOJIOTHH CETEH. 10 OIIK-4, TIK-3
10 CoBpemeHHBIE TEIEKOMMYHUKAIITMOHHBIC 4 8 OIIK-4, I1K-3
CUCTEMBI
11 Ctexu ceTeBbIX MPOTOKOIOB 0 4 8 OIIK-4, [1K-3
12 IlporpammHoe obecnieuenue cereit. Cere- 10 18 OIIK-4, I1IK-3
BbI€ ONEPALIMOHHBIE CUCTEMBbI
13 I'moGanbHbIE ceTH. SI3bIKH U CpecTBa COo- 4 12 16 32 OIIK-4, IIK-3
3nanus Web-npunoxeHu.
14 Be30macHOCTh B BEIYUCIUTENBHBIX CETSIX. 6 12 16 34 OIIK-4, IIK-3
Hroro 3a cemectp 54 72 126 252
Hroro 54 72 126 252
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)

CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.

Tabmuua 5.2 — ComepkaHue pa3AenaoB TUCIUILIKH (TI0 JICKITHSIM)

HasBanus pasnenos

Coz[epncaHHe pa3aciioB AUCHUITIMHEI 110 JICKIUAM

TpynoeMKocCTsb,

q

dopMupyembie
KOMIIETEHIIUU

5 cemecTp

1 Beenenue B ceTy U
TCJIGKOMMyHI/IKaI_II/II/I

[Ipenmet u conepkanue Kypca. BeraucnurenbHbie Ma-
LIUHBI, CETU U CUCTEMBI TEJIEKOMMYHUKAILIUN - BaXK-
HBIH (PaKTOp HAYYHO-TEXHUUECKOTO Mporpecca u mpo-
rpecca nuBUiIn3aluy. Pa3zinudre noHATH BHIYUCITH-
TeJIbHAs MalllMHA U BBIYUCIUTENbHAS ceTh. MicTopus n
COBPEMEHHBIEC TEH/ICHLIUU PA3BUTHUS BEIYMCIUTEIbHBIX
cereil. 3aaun, perraeMble COBPEMEHHBIMU BHIYUCITH -
TEJILHBIMU CETSAMU: (ailJIOBbII CepBHC, CEPBUC MeYa-
TH, CEPBUC COOOIICHUH, CEPBUC TMPHUIIOKECHUI, CEPBUC
0a3 TaHHBIX.

[\

HUroro

OIIK-4,
[1K-3

2 OcHOBBI Ilepeaun
JTAHHBIX

[TonsTHE cpensl nepenayn NaHHbIX. XapaKTEPUCTUKU
cpea. lkana snekTpoMarHuTHBIX Konebanuil. CtaH-
JapThl cpell nepenaun JaHHbIX. [loHsATHE MOT0Ch
nponyckanus. KoanuecTBo HHGOpMaMK U SHTPONHS,
eANHUIIBI u3Mepenus. 3akoHbl HaiikBucra, [llenHoHa,
KorenbHukoBa. AHanorosas u nudponas GopMbl
npeacTaBiIeHns HHPOpMamoHHoro curHana. Croco-
061 MonyauMu. MHpopMalMoHHas U TEXHUYECKast
CKOpOCTb Iepeiaun. AJITOPUTMbI KOAUPOBAHUS U CKa-
TUSL ”HPOPMAITHH.

HUroro

OITK-4,
TK-3

3 [IpuHIMIBI TOCTPOECHHUS
ceret OBM. Moxaens
B3aMMOJEHCTBUSA
oTKpbITEIX cucteM (BOC)

Knaccudukarus cereit. MHOroypoBHEBBIN MOAXOI K
opranuzanuu ceteil. [[poTokonsl u uHTEpdEHCH.
Crangaptel 1 uctounuku crangapros BC. OTkpbiThie
cuctembl. Moziesib B3aUMOACHCTBHS OTKPBITBIX CH-
cteMm (BOC). Ilonsrue creka npoTokosioB. Bzaumo-
JIEWCTBUE PA3JINYHBIX YPOBHEH CTEKA.

Hroro

OIIK-4,
I1K-3

4 ®uznyeckuil ypoBeHb
moaenu BOC

3anaun puznyeckoro ypoBHs. TUIIBI COeTMHEHUS.
duznueckas TONoJIorusi. AHAJIOTOBOE U U(PPOBOE
npenactaBieHue curnana. Cuaxponusanus Out. Mc-
TM0JIb30BAaHUE TIOJIOCKHI MPONyCKaHus. MybTUIIIIEKCH -
posanue (TDMA, FDMA, CDMA, OFDMA). Kox
Xs3MMHHTA.

Htoro

OIIK-4,
[1K-3

5 KaHanbHbIi YPOBEHb
mozaenu BOC

3ajaun KaHaJIBLHOTO YpOBHSA. Jlornueckas Tononorus.
Mertopl TOCTyMA K Cpejie epeiaun JaHHbIX. AJlpeca-
11l KaHAIbHOTO YpoBHsI. CHHXPOHHU3ALINSA MTepelaun.
CepBuc COeTMHEHNS KAHAJIBHOTO YPOBHS.

OIIK-4,
[1K-3
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Htoro

6 CeteBoli ypoBEHb
mozenu BOC

3amauu ceteBoro ypoBHs. CepBHC LUTIO30B. AJipeca-
LU B CeTAX. 3ajada MapupyTusanuu. Mertoasl
Mapuipytuzauud. Kommyranus. BupryanbHble kaHa-
bl [TpOTOKOIEI M @NTOPUTMBI ITPYNIIIOBOM MapIIPyTH-
3alUH.

Hroro

OITK-4,
TK-3

7 TpancnOpTHBI,
CEaHCOBBIN YPOBHU U
YPOBEHb NPEICTaBICHUS

Pazpemenue umeH. Aznpecanys TpaHCIOPTHOTO CO-
enuHeHus. CermeHTanus, 6J10KupoBaHKe, CLEIUICHNE
JaHHBIX. AJITOPUTM MeJIeHHOro mycka. CepBuc
TPAHCIIOPTHOI'O COEAMHEHNUS. 3a]a4ul YPOBHSI IIpe-
craienus. lllupposanue.

HUroro

OITK-4,
TK-3

8 IlpuknagHoi ypoBeHb
moaenu BOC.

CepBuchI PUKIAIHOTO ypoBHA. ONOBEIEHUE O Cep-
BUCax. cnonp30BaHuE CEPBUCOB.

Hroro

OIIK-4,
[1K-3

9 ba3oBbIe TEXHOJIOTHH
ceTel.

Ethernet, TokenRing, Frame Relay, ATM, FDDI,
100VG ANYLAN, Wifi, WiMax. TeppuropuajibHbie
ceTu. AnmapaTtHoe obecrieueHrne CeTel: CeTeBbie NH-
TepdeiicHbIe KapThl, KOHLIEHTPATOPBI, KOMMYTATOPHI,
MOCTHI, Mapuipytu3aTopbl. Cermenranus. [llupoxose-
mareabHbIN mTopM. [IpoToKoN MOKPBIBAOIIETO Aepe-
Ba.

HUroro

OITK-4,
TK-3

10 CoBpeMeHHbIE
TEJIEKOMMYHHUKAIITMOHHbBIE
CUCTEMBbI

KommyTrpyemsie TenedonHbie ceTr. VIHTErpaibHbie
cetu udpoBoro oocayxuBanusi. CotoBas tenedo-
Hus1. CIyTHUKOBBIC CUCTEMBI CBSI3U M HABUTAIIWY.

HuszkoopOuranbHble 1 BEICOKOOPOUTATBHBIE CUCTEMBI.

Cuctemsl 1100aTLHOTO TTO3UITMOHUPOBAHKS M CHH-
xponuzaiuu. CrnytHukoBbsiii THTEpHET. Cuctema
Iridium, GlobalStar, GPS, VSAT. Texnonoruu coto-
Boii cBa3u. UMTS, GSM.

Hroro

OIIK-4,
[1K-3

11 Creku cereBBIX
MIPOTOKOJIOB

TCP/IP (IPv4, IPv6, ICMP, DHCP, DNS, ARP, RARP,
SCTP, UDP), IPX/SPX, SMB/NetBIOS, DNA, SNA,
AppleTalk, DecNet, ctex OSI.

HUroro

OITK-4,
TK-3

12 IIporpammHuoe
o0ecrieueHre ceTei.
CereBble ornepaloHHbIE
CUCTEMBI

Onpenenenue ceteBoii OC. OIHOpaHTOBBIE CETH U
cetu «kiueHT\cepepy. 0630p ceteBbix OC (Unix,
Win32, Novell Netware). Cry»0a ceTeBbIX KaTaJoroB
KaK CpeJICTBO MHTErPALIUH CETEBBIX MPOYKTOB.
HpatiBepbl ceTeBbIX ycTpoicTB. Cokersl bepkiu.
[IporpamMmMupoBaHue Ha YpOBHE COKETOB.

Hroro

OIIK-4,
[1K-3

13 I'noGanbHBIE CETH.
S3bIkK U cpeacTBa
co3manusg Web-
MIPUIIOKCHUMN.

Wcropust BOSHUKHOBEHUS M pa3BUTHUS ITI00AIBHBIX Ce-
teit (AOL, Compuserv, Internet). Cny:x6a WWW.
SA3b1k runeprexcroBoi pazmMetkn HTML — ocHOBHBIE
BO3MOXHOCTH. CriocoObI OpraHu3aluu AuHaMHuye-

OITK-4,
TK-3
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ckoit 0opadoTku napopmaruu B WWW: Ha cTopoHe
cepBepa, Ha cTopoHe KineHTa. OpraHu3anus pacrpe-
neneHHbIx Berancnennii. Texnomorun SONET/SDH,
10\40\100\ Gigabit Ethernet.

Htoro 4
14 Be3omacHocTh B O6mmwme nmpaBwiia 6e3onacHocTu. Kiaccer 6e3omacHo- 6 OIIK-4,
BBEIUMCIUTENBHBIX ceTaX. |cTu. be3omacHocts B BC mo ['OCT. [Toustue TIK-3

Firewall. Ayrentuduxanms. SASL. SSL. be3zonac-
HOCTh OecripoBoaHbIX ceTeit, WEP, ataku Ha WEP,
WPA, WPA2. KBanToBble alnropuTMbl MHU(YPOBaHHUSL.
DoS, DDoS araka, cryuHr, aTaka He NepernojHeHne
Oydepa. JIykoBas u yecHOUHAsT MAPIIPYTU3ALIHS
(TOR, 12P).

HUroro 6

Hroro 3a cemectp 54

5.3. Paznenbl AMCHUILIMHBI U MEKIUCIMIUIMHAPHbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TpeabIy UMH)
U obecnneynBaeMbIMU (MOCJAEYIONIUMH) TUCHUIIMHAMHA
Paziensl AUCIIUTUIMHBI M MEKTUCITUTUIMHAPHBIC CBS3M C 00€CTICUMBAOIIMMU (TTPEABIAYIIMMA) H
obecrnieunBaeMbIMU (TTOCJIETYIONMMHI) AUCITUTUIMHAME TPEJICTABIEHBI B TabmuIe 5.3.
Tabmua 5.3 — Pa3aensl AMCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

Ne pa3acioB JIaHHOM AUCHUIUIUHEBI, JJIST KOTOPBIX HCO6XOI[I/IMO HN3Y4YCHUC

Haumenosanue 00eCTICUMBAIOIINX U 00ECIICUNBASMBIX JUCIATUTHH
TACHUATUINH
1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13 | 14
[IpenmecTByroMUE TUCIUATUTHHBI

1 Uudopmaruka + + +
2 OcHOBHI pa3zpa-
OO0TKH IpOrpaMMm- + | +
HOTo 00ecIeueHus
3 dusnka + +
4 5BM wu nepude- N + o+l + |+

puiiHbIe YCTpOKCTBA

[Tocnenyromume TUCIUITITUHB

1 GRID-TexHomorun + + +
2 ba3bl JaHHBIX +

3 3amuTa nHpOpMa- N .
1017071

4 OnepalvioOHHbIE CH- N N

CTCMBI

5 Cucremsl nugpo-
BOI 00pabOTKU CHUT- + + | +
HAJIOB

5.4. CooTBeTCTBHE KOMIIETEHIIHIT, (POPMUPYEMBIX NPH U3YYEeHUU THCHHILUINHBI, 1 BUI0B 3aHSI THIi
CoOTBeTCTBHE KOMITETCHIMH, (OPMUPYEMBIX NPH W3yYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHIH
npeCcTaBIeHo B Tabmmie 5.4.
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Ta6muia 5.4 — CooTBETCTBHE KOMIIETEHIIMN, (DOPMUPYEMBIX NIPU U3YUYEHUH AUCLUIUIMHBI, U BUOB 3aHS -

THH
§ Bunwr zagsatuit
=4
5 © ©
= ; s 8 DopMBI KOHTPOJIS
Y % o, o, p P
=
= = 'S 2
<z = @)
OIIK-4 + + + JoMamHee 3aganaue, DK3aMeH,
3amura otyeta, CobecenoBaHue,
Otuet o mabopaTopHoii padore,
Omnpoc Ha 3aHsaTHX, Tect
I1K-3 + + + JomarmHee 3aganue, DK3aMeH,
3ammuTa otuera, CobeceqoBanue,
Ot4er no naboparopHoii padote,
Onpoc Ha 3anarusx, Tect

6. UuTepakTHBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUeHUsI
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI

HaumeHnoBanue nabopaTopHbIx padboT npuBeaeHo B Tabauue 7.1.
Ta6muna 7.1 — HaumeHnoBanue 1abopaTopHbIX paboT

3 z S
Q P=a=t
2 S 2
Ha3zBanus pa3znenos HaumeHnoBaHue 1a60paTopHbIX padoT z 7 & %
= | ES
al >
= S
5 cemecTp
5 KananbHblil ypOBEHb N3ydenue u MoienupoBaHue NpOTOKOJIOB KAHAJILHOTO 6 OIIK-4,
Mozenu BOC YPOBHS [1K-3
Hroro 6
6 CereBoll ypOBEHb Mapmpyruzanus 8 BC 8 OIIK-4,
mozenu BOC Hroro 8 T1K-3
7 TpaHnCcnOpTHBIH, UDP npotokon (pacnpeneneHHbIe BEIUUCICHHUS). 8 OIIK-4,
CCAHCOBbIM YPOBHH H ITpokcu cepsep (SOCKSS, HTTP), uenouku npokcu. 8 TIK-3
YPOBEHB IPEACTABICHUS
Hroro 16
8 IlpuxnanHoii yposens | IIporokonsr SMTP, POP3 6 OIIK-4,
mozemn BOC. HTTP bpaysep u FTP xiuent 6 TIK-3
Hroro 12
12 [Iporpammuoe PaGora ¢ cokeramu bepkiu (time cepBep, KIIUEHT, 6 OIIK-4,
obecrieueHne ceTe. finger xJMeHT U cepBep) ITK-3
CeteBbie orepaluoOHHbIC Hroro 6
CHCTEMBI
13 I'mo6anbHbBIE CEeTH. HTML u JavaScript, Texnonorus PHP 6 OIIK-4,
SISBIKH M CPEACTBA N3yuenue texnomorun XML 6 TIK-3
coznanust Web-
TIPUITOKCHUH. Hroro 12
14 be3omnacHoCTb B Texunonorust Wi-Fi. Peanuzanus cauddepa. 6 OIIK-4,
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BBIYUCIIUTENBHBIX CEeTAX. | ABTOpH3anusa SASL 6 T1K-3
Htoro 12
Hroro 3a cemectp 72

Tabmuie 9.1.

8. IIpakTHyeckue 3aHATUSA (CEMUHAPBI)
He npenycmorpeno PYIIL.

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUPYEMbIE KOMIIETCHIIUHU TIPE/ICTABIICHBI B

Tabmuua 9.1 — Buasl caMoCTOSATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIIUN

3 z 5
s 3%
Bunael camocrosTensHON = > 0
HazBanus pa3znenos 57 = DopMbI KOHTPOJIS
paboTEI L s 2
S o =
2 o 2
= S
5 cemecTp
1 BeneHue B ceTu u [IpopaboTka JIeKIIMOHHOTO 4 |OIIK-4, |3amwuTa otuyera, Onpoc Ha
TEJIEKOMMYHUKAIIUU Marepuala [1K-3 3aHatusax, CobecenoBanue,
Hroro TecTt, OK3amen
2 OCHOBBI Niepeaun [TpopaboTka TeKIHOHHOTO OIIK-4, |Jlomamnee 3aganue, 3a-
JTAHHBIX Marepuaia [IK-3 nTa oryera, Onpoc Ha
Hroro 4 3ansaTusx, CodbecenoBanue,
TecT, DK3amMen
3 IIpunnuns! noctpoenus |[IpopaboTka JIEKIHOHHOTO 4 |OIIK-4, |/lomaiuHee 3agaHue, 3a-
cereit OBM. Monenb Matepuaia [1K-3 muTa otyera, Onpoc Ha
B3aMMO/ICHCTBUS Hroro 4 3anaTusax, CobecenoBanue,
oTKpHITHIX cucteM (BOC) Tect, Dx3ameH
4 ®usunueckuii ypoenb | IIpopaboTka nekmoHHOTO 4 |OIIK-4, |/lomamHee 3agaHue, 3a-
mozenu BOC Marepuasa TIK-3 uMTa oryera, Onpoc Ha
Hroro 4 3aasaTHax, CobecenoBanue,
TecT, OKx3amMenH
5 KaHasbHbIl ypOBEHD [IpopaboTka JIEeKIIMOHHOTO 4 |OIIK-4, |/lomaiuHee 3anaHue, 3a-
mozenu BOC Marepuala T1K-3 uMTa oryera, Onpoc Ha
OdopmiieHre 0TYETOB T10 6 SQHATHAX, O?GT Hg Hg60'
nabopatopHbeIM paboTam PATOPHOU paboTe, Lobece-
noBanue, Tect, Dxk3aMeH
Hroro 10
6 CereBoll ypOBEHb [TpopaboTka JIEKITMOHHOTO 4 |OIIK-4, |Jomamnee 3aganue, 3a-
mozenu BOC Marepuasa T1K-3 uMTa oryera, Onpoc Ha
OdopmiieHHE OTYETOB I10 8 SaHATHAX, O?GT ng Hg60'
J1abopaToOpHBIM paboTam PATOPHON paboTe, L.obece-
nosanue, Tect, Dxk3aMeH
Hroro 12
7 TpaHCTIOPTHBI, [IpopaboTKa JIEeKIUOHHOTO OIIK-4, |/lomamHee 3anaHue, 3a-
CEaHCOBBIN YPOBHU U Marepuaia I1K-3 mmTa otyeta, Onpoc Ha
YPOBEHb IPEACTABICHM | (343 rremmre OTUETOB 11O 3 SAHATHAX, Og{eT ng Jlg6o-
TOPHOU T -
J1abopaToOpHBIM paboTam PATOPHOM paboTe, L.obece
nosanue, Tect, Dx3aMeH
OdopMmieHre 0TYETOB T10 8
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JabopaTOpHBIM paboTam

Hroro 20
8 [IpukmanHoii ypoBenb | [IpopaboTka JIEKIIMOHHOTO 4 |OIIK-4, |[omamnee 3aganue, 3a-
mozaenu BOC. Marepuaia [IK-3 mTa oryera, Onpoc Ha
O(OpMIEHHE OTUETOB 11O 6 3aHATUAX, OTYeT 1o n1abo-
TOPHOM T -
abopaTOpHBIM paboTam paTopHoli pabote, Cobece
nosanue, Tect, Dx3aMeH
OdopmieHre 0TYETOB T10 6
J1abopaToOpHBIM paboTam
Hroro 16
9 BazoBble TEXHOIOTUU [IpopaboTka TeKIHOHHOTO OIIK-4, |Jlomamnee 3aganue, 3a-
ceTen. Marepuaia [IK-3 nTa oryera, Onpoc Ha
WUtoro 3aHATHUAX, TecT, DK3aMeH
10 CoBpeMeHHbBIE [TpopaboTka JIEKITMOHHOTO 4 |OIIK-4, |omamHee 3ai1anue, 3a-
TEJIEKOMMYHUKALMOHHBIE | MaTepHalia [1K-3 muTa otuera, Onpoc Ha
CUCTEMBI Wroro 4 3aHatusax, CobecenoBanue,
Tect, Dx3amen
11 Cteku ceTeBBIX [TpopaboTka JIEKIIMOHHOTO 4 OIIK-4, Jomamnee 3aganue, 3a-
IIPOTOKOJIOB Marepuana [1K-3 muTa otyera, Onpoc Ha
Vroro 4 3anatusax, CobecenoBanue,
Tect, Dx3amen
12 ITporpamMMHO€E IIpopaboTka JIEeKIIUOHHOTO 4 |OIIK-4, |/lomamHee 3aganue, 3a-
oOecrievyeHue ceTeil. Marepuaia [IK-3 mTa oryera, Onpoc Ha
CereBble ornepanuoOHHbIE T T i ———— 6 SAHATHAX, O%qu ng ngGo-
UCTEMBI TOPHOU T -
cuere nabopaTOpHBIM paboTam PATOPHOH paboTe, L.obece
nosanue, Tect, Dx3aMeH
Uroro 10
13 I'nobGaspHBIE CETH. [TpopaboTka JIEKITMOHHOTO 4 OIIK-4, Jomamnee 3aganue, 3a-
S3bIKu U cpencTBa Martepuana [1K-3 muTa otyera, Onpoc Ha
CO3/IaHUsA Wueb- O r————— 6 SaHHTI/I}I)\(’, OgleT ng n§6o-
TIPHIIOKEHUH. TOPHOU T -
PrIIoHC nabopaTopHBIM paboTam PATOPHOH paboTe, L.obece
nmoBaHue, Tect, Dk3aMeH
OdopmieHre 0T4ETOB IO 6
n1abopaTOpHBIM paboTam
Uroro 16
14 be3zonacHOCTE B [TpopaboTka JIEKITMOHHOTO 4 OIIK-4, Jomamnee 3aganue, 3a-
BBIUMCIIUTEIbHBIX CETAX. |Marepuasa [1K-3 muTa otyera, Onpoc Ha
3aHATUAX, OTYeT 1o J1abo-
OdopmieHre 0TYETOB 10 6 J 5 Cob
TOPHOU T -
nabopaTopHBIM paboTam PATOPHOH paboTe, L.obece
nmoBaHue, Tect, Dxk3aMeH
OdopmieHre 0TYETOB IO 6
nabopaTtopHbIM paboTam
Uroro 16
Hroro 3a cemectp 126
IToxroroBka m cimada dK3a- 36 OK3aMeH
MeHa
Hroro 162
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10. KypcoBasi paGoTa (IpoexT)

He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banjbHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MaxkcumanbHbIN
o MaxkcuManbHBIH MaxkcuMabHBIH
DneMeHTH! yueOHOH 6asu1 3a mepuon Bceero 3a
6amn Ha 1-yto KT ¢ |  Gamnn 3a mepuon
NEeITENbHOCTH mexnay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
5 cemecTp
JlomamHee 3aganue 3 3 4 10
3amura oTueTa 5 5 5 15
Onpoc Ha 3aHATUSX 3 3 3 9
OTuet no nmabopaTopHOii 5 5 5 15
pabote
CobecenoBanue 3 3 4 10
Tect 11 11
Hrtoro makcumyM 3a nepu- 19 19 32 70
on
OK3aMeH 30
Hapacratomum urorom 19 38 70 100
11.2. IlepecyeT 0a/1710B B OLIECHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT 0aIOB B OIIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
Ta6muma 11.2 — IlepecueT 0anioB B OLIEHKU 332 KOHTPOJIbHBIE TOUKU
bannel Ha 1aTy KOHTPOJIBHOM TOUKH Onenka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT 3
< 60% oT MakcuMaIbHOU cyMMBbI OauioB Ha naty KT 2

11.3. IlepecueT cyMMbI 6A/UI0B B TPAAMIMOHHYI0O U MEKIYHAPOIHYIO OLIEHKY
[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBICH B TaONuUIe
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXYHAPOIHYIO OLICHKY

HtoroBas cymma 0asos,
Onenka (I'OC) YYHUTHIBACT YCTICIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (ouens xoporiiio)

4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENBHO)

3 (yZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (ocpecTaerio)
2 (HeynOBJIETBOPUTEIBHO) (HE Huxe 60 6annos F (HeynoBIeTBOPUTENBHO)
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3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE 00ecTiedeHrue TUCIHIIINHBI

12.1. OcHoBHas JUTEpaTypa

1. KomnbrotepHsie cetu: [IpuHIHIBI, TEXHOIOTHH, TPOTOKOIEI [ TekcT] : yueOHuk aiist By30B / B.
I'. Onmudep, H. A. Omudep. - 4-e u3a. - CII6. : IIMTEP, 2013. - 944 c. (Haymmuune B 6mbmuorexke TYCYP -
20 9K3.)

2. BbruucnuTenbHble CUCTEMBI, CETH M TEJIEKOMMYHUKAIMK : YuebHoe rmocodue s By30B / B.
JI. Bpoiino. - 2-e u3a. - CIIO. : ITutep, 2006. - 702[2] c. (Hanuuue B Oubmotexke TYCYP - 30 3k3.)

3. KommnsrotepHsie cetu: [IpuHIUNIBI, TEXHOIOTMH, IPOTOKOMBI : YueOHoe mocobue ais By30B /
B. I'. Omudep, H. A. Omudep. - 3-e u3n. - CII6. : [Turep, 2007. - 957[3] c. (Hanuuue B 6ubamnoreke TV -
CVYP -40 sk3.)

12.2. lonosiHUTEIbHAS JIUTEPATYpPa

1. Kommnberotepusie cetu [Tekcr] : HaydHoe uznanue / J. Tanenbaym, [[. Yazepomr. - 5-e us. -
CIIb. : [TUTEP, 2013. - 960 c. (nanuune B Oubnmoreke TYCVYP - 15 5k3.)

2. KowmmbiotepHbie cetu: [IpuHIMIIBI, TEXHOIOTUH, TPOTOKONbI [TekcT] : yueOHOe mocobue s
By30B / B. I'. Omudep, H. A. Onmudep. - 4-e uzn. - CII6. : IIUTEP, 2012. - 944 ¢ (manuune B OMOIMOTEKE
TYCVYP - 11 3k3.)

3. becnpoBonnbie koMMmyHuKanuu [Tekct] : HayaHo-TiomynsipHOe u3aanue / A. omgeMur ; pen.
B. A. bepesosckuid. - M. : Texnocdepa, 2011. - 904 c. (manuuue B 6udbmoreke TYCYP - 20 3k3.)

4. OcHoBbl nporpammupoBanus Ha JAVA: Yue6Hoe mocobue/ P. B. FOnaxun; - Tomck: TYCVYP,
2004. - 195 c. (mannuue B 6udmoreke TYCVYP - 85 7k3.)

12.3. YueOHO-MeTOAHYECKHE MTOCOOUH

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs

1. Cern OBM u TeneKOMMyHHMKAIIUW: METOAMYECKUE yKa3aHHs K JJabopaTopHbIM padoTam / .
B. Boituenko, A. B. Mapusmos; deaepanbHoe areHTCTBO 10 00pa3oBaHuio, TOMCKHIA roCyJapCTBEHHBIN
YHUBEPCUTET CUCTEM YIPAaBICHUS U paauodaekTpoHuku, Kadenpa aBroMaTU3MpOBAaHHBIX CUCTEM YIpaB-
nenwus. - Tomck : TYCVYP, 2007. - 98 c. (mHanuune B 6ubmmorexke TYCVYP - 88 3k3.)

2. Cetu U TeIEKOMMYHHKAIIMHN: METOINYECKUE yKa3aHUs K JaOOpaTOPHBIM 3aHITHIIM, CAMOCTOS -
TEJILHOW M MHAMBHIYyalnbHOH pabore ctynenToB / A.Sl. CyxaHoB; @enepaibHOE areHTCTBO MO 00pazoBa-
HUto, TOMCKUI rocylapCTBEHHBIN YHHUBEPCUTET CUCTEM YIPABIEHUS U paauo3aeKTpoHuku, Kadenpa as-
TOMaTH3aIuu 00padoTku uHpopmarmu. - Tomck : [0. u.], 2012. - 70 ¢ [anexTpoHHBIN pecypc]. — Pexum
noctyma: http://asu.tusur.ru/learning/090301/d32/090301-d32-work.doc (a5 3aperucTpupOBaHHBIX TOJTb-
3oBareneil) [DnekTpoHHbIil pecype] - Pexxum nmocryma: http://asu.tusur.ru/learning/090301/d32/090301-
d32-work.doc, nara ob6pamenus: 22.05.2018.

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIML C OTPAHMYEHHBIMHU BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUYECKUE MaTepHallbl AJIsi CAMOCTOSTENLHON M ayAUTOPHOW pabOThl 00ydaroIuXcs
13 yuciia JIvun C Ol"paHI/I‘-ICHHI)IMI/I BO3MOXHOCTAMHAU 3I[OpOBI>$I 1 MHBAJINI0B HpGZ[OCTaBJ'ISII-OTCSI B (bopMax,
aJaNTHPOBAHHBIX K OTPAHUYCHUSM UX 3/I0POBbS U BOCTIPUATHUS UHPOPMAIIHIH.

JLJist M1 ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU (hopMe yBETUISHHBIM MIPUPTOM.

JUJ1s1 JIMI ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

JlJ1st NI ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IIe4aTHOU hopme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
1. https://e.lanbook.com
2. www.elibrary.ru
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3. www.ieeexplore.ieee.org
4. http://znanium.com/
5. https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHue JUCIUILJIMHBI U TpedyeMoe MPorpaMMHoe
ob0ecreueHue

13.1. O6uue TpedGOBaHMA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPAMMHOe o0ecrneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHSATUH JICKIIMOHHOTO TUTIA, TPYIIIIOBBIX U MHIWBUYyaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MPOMEKYTOYHOW aTTECTAIlUU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TIO-
CaJIOYHBIX MeCT He MeHee 22-24, 006opynoBaHHAs JOCKOW M CTaHAApTHOH ydueOHOI mebenbpro. MMeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4€OHO-HATIIAIHBIE TTOCOOMsI, 00€CTIEUNBAOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuajibHO-TeXHUYECKOE U MIPOrPaMMHOe o0ecneyeHue sl JJadoOpaTOPpHbIX padoT

Y4eOHast BEIAUCIUTENbHAS JIabopaTopust / KoMITbIOTepHBIN Kilacc

yueOHas ayTuTOpHsl 7Sl TPOBEACHUSI 3aHATHI MPAaKTUYECKOrO TUTIA, ydeOHas ayauTopus Ui Mpo-
BEJICHHSI 3aHSATUH J1a00paTOPHOTO TUIIA, TOMEIIEHHUE JJII KypPCOBOTO MIPOSKTUPOBAHUS (BBITIOTHEHHUS Kyp-
COBBIX PadOT), TOMEIIEHHE JIJIsl TPOBEJCHHUSI TPYIIOBBIX U WHANBUAYAIBHBIX KOHCYIbTAIN, TOMEIIEHNE
JUTSL TIPOBEJICHUSI TEKYIIETO KOHTPOJIS M IPOMEKYTOYHON aTTECTAlUU, TTOMEIIEHUE ISl CAMOCTOSITEIbHON
paboThI

634034, Tomckast obnacts, . Tomck, Bepumnuna ynuia, n. 74, 435 ayn.

Ornucanune UMeroIerocs 000pyI10BaHUS:

- Pabouas crannus Aquarius Pro P30S79 Intel Core 17/4 T'6;

- RAM/500I'6 HDD/LAN (10 mT.);

- [Ipoextop ACER X125H DLP;

- Konauimonep;

- Buneokamepa (2 mr.);

- Touka noctyna WiFi;

- Kommutekt crienmanusupoBanHoi yueOHON MeOenu;

- PaGouee mecto npenogaBarens.

[IporpamMmMHoe obecnieueHue:

— Adobe Acrobat Reader

— Code::Blocks

— FireFox

— IntelliJ

— Java

— Java SE Development Kit

— Microsoft Visual Studio 2013 Professional

— Scala

— VirtualBox

13.1.3. MarepuajibHO-TEXHMYECKOE U IPOrPaMMHOe odecredeHue JIs CAMOCTOATEIbHOI padoThI
Jyist camMocTOsTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIacchl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckas obmacts, r. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepummauna ynuna, 1. 47, 126 ayz.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CoctaB 000pyIOBaHUA:
- yueOHast mebenb;
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- koMnbroTeps! kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T11. - 5 wiT.;
- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT OCTYI B AJICKTPOHHYIO WH-
(opManoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHO-TeXHHYecKoe o0ecnieueHre TUCHMIIIMHBI VIS JIMIL ¢ OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeNUaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTeMBbl. YueOHas aynuTopHus, B KOTOPOH 3aHUMAIOTCS
oOydJaronyecs: ¢ HapylIEeHHEM ClIyXa, 00OpYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLUIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WJIM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEINIUTENIEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/epe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBaA-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCINNICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpUajibl B COCTABE!

14.1.1. TecToBble 3a1aHUs
1. Mogens OSI conepxur
a) 6 ypoBHEH
b) 7 ypoBHei
¢) 3 ypoBHs
d) 4 ypoBHs

2. TpaHCIIOPTHBIN YPOBEHD
a) Han ceteBbIM ypoBHEM
b) Han ¢pusnyeckum

¢) Hag xanansHBIM

d) Han npukiagaeimM

3. Mogens OSI npenHa3HadeHa

a) Jist BOSMOYKHOCTH HE3aBUCHMOTO Pa3BHUTHUS KaXKIIOTO YPOBHS CETEBOTO B3aMMOJICHCTBHS, OT/IE-
JeHus GU3NIECKOM Cpeibl OT MPHUKIATHBIX TPOTpaMM

b) Jlnst OTIeNeHusI TOHKOTO OT TOJICTOTO KJIIMEHTA, Pa3BUTHS BEO TEXHOJIOTHI U HHTEPHETA

¢) Ansa Hanenenus paznuyHbIMU QYHKIUSIMH PA3JIMYHBIX CETEBBIX YCTPOICTB

d) [ns pa3BUTHS CETEBBIX MPOTPAMMHBIX MPOTYKTOB
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4. TCP nmpoTokon o0beuHseT B cebe pyHKIMn
a) TpaHCIOpTHOTO ¥ CEaHCOBOTO YPOBHEH

b) [IpuknagHOTO U MPENCTABUTEIHCKOTO

c¢) CereBoro u TpaHCIIOPTHOTO

d) TpancnopTHOTO YpOBHSA

5. IP mpoTokon

a) OTHOCUTCS K IPOTOKOJY CETEBOTO YPOBHSI

b) OTHOCHUTCS K TPOTOKOITY TPAHCIIOPTHOTO YPOBHS

¢) OtHOcuTCs K mpoTtokoiy mozaenu OSI

d) OTHOCHTCA K IPOTOKOIY MPEICTABUTEIHCKOTO YPOBHS

6. ITpotokon CBT (core base trees)

a) OTHOCHUTCS K MMPOTOKOJIaM TPYIIIOBOM MapIIPyTHU3AINH
b) OTHOCHUTCS K TPOTOKOIAM MapIIpyTH3AIHH

¢) [IpoTrokonaMm TpaHCIOPTHOTO YPOBHS

d) K nporokonam npHukiIagHOro ypoBHs

7. HenocraTtok anroputma rpymnoBoit mapipytuzanuu RPF (reverse path forward) B
a) BEEPHOM PacChUIKE MEPBHIX MPOOHBIX JAeHTarpaMm

b) HEBO3MOXKHOCTH MOCTPOCHHSI ONTUMAIBHOTO JepeBa PacChUIKU

C) HEOOXOIMMOCTH CTPOUTD CIIOKHBIN MapIIpyT

d) HEBO3MOXKHOCTH ONPEAETUTh KpaT4alliiii MyTh 10 UCTOYHUKA

8. Henocrarok anroputma rpynmnosoit mapmpyrusauun RPF (reverse path forward) B

a) HeoOxoanmocTy nocTyna K BHyTPEHHUM Ta0IHIaM MapHIpyTH3alUuH JPYTHX TPOTOKOJIOB
b) [Toucke caMmoro JUIMHHOTO MapuIpyTa

c¢) BeepHoii pacchuike Bcex nedTarpaMmm

d) Heo6xommMoCTH OTCIEeKUBaTh MyTH OTPE3AIOIIUX BETBH JIeHTarpaMm

9. Ilpotokon IGMP otHocuTCst

a) K mpoTtokonam nmoaaepKKu rpyImnoBoi nepenadn TaHHbIX

b) K npoTokonam noagepKKu B3auMOICHCTBHS TOUYKA-TOYKA

¢) K mpoTokonam TpaHCIOPTUPOBKHU AeHTarpaMM OJHOMY Y31y Ha3HauCHHs
d) K nporokonam 3amuiieHHON epeadn JaHHbIX

10. IP anpec Bepcuu 4 3aHnuMaet
a) 8 GauT

b) 2 GaiiTa

c) 4 Gaiita

d) 12 Gaiit

11. B Bepcun mectoii npotokona IP yOpana KOHTpoibHAs cymMMa HU3-3a

a) He0OXOIMMOCTH PACCUMTHIBATH €€ Ha y3JIe OTIPABUTEIIC

b) HeoOGxonmumocTu ee paccunThiBaTh HA y3J€ MoyJarese

¢) HeoOxomumocTu ee paccuuThiBaTh Ha y3JI€ OTIpPABUTEINE, MOIydareie U KakJOM MPOMEKyTOoU-
HOM MapuIpyTH3aTOpe

d) Toro 4to omuOOK MpH Mepeade MPaKTUIECKH HET

12. ITpotokonsl ARP 1 RARP HyxHBI 1514

a) nonydeHus cootBeTcTBUsa Mexay I[P agpecom u MAC aapecom
b) moucka cootBercTBus [P agpeca u mopra

C) HaCTPOMKH KOMMYTaTOpOB

d) BeImaun cooOmieHuit 06 ommoOKax B CETH
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13. Onun u3 ypoBHen OSI
a) TpancnopTHBIN

b) ['maBHBII

¢) [logunHeHHBII

d) I[ToTokoBbI#

14. IlpencraButensckuid ypoBenb OSI npeaHazHaueH st
a) KomupoBanus, 1ekoqupoBaHus

b) IIpencraBneHuns BO3MOXHOCTEH MPOTOKOJIOB

¢) Pa3H00Opa3HbIX ceTeBBIX QYHKIHUI

d) BzaumopeicTBrs ¢ KOMMYTaTOpaMH

15. Cucrema DNS
a) Mepapxuueckas
b) PaBHonpaBHas
¢) OnHopaHroBas
d) Croxactuueckas

16. ITpotokon HTTP oTtHOCHTCSI

a) K nporokonam npukiagHoro ypoBHs
b) K mpoTokonam TpaHCTIOPTHOTO YPOBHS
¢) K nporokonam ceaHcoBOro ypoBHs

d) K npoTokonam morcka TaHHBIX

17. K mupokoBemareabHOMY ITOPMY MPUBOIUT
a) Hanuuue nukioB B ceTu

b) Haymmuune mmpokoBenareasHON neperayn

¢) Hannune kommyTaTopoB

d) Hanmnuune koHIIEHTpAaTOpOB

18. Macka IP agpeca HyxHa st

a) Beimenenus aapeca cetu u agpeca ysna
b) CokpsITus ampeca cetu

¢) Beigenenus mimaammx OuT

d) CoxpbITHs IEHCTBHIA MMOTH30BATEIIS

19. Texunomorus CSMA/CD

a) He nomyckaer Hanuuue KO3

b) Ucnonw3yetcs B ceTsax Ethernet

c¢) TpeOyeT moaTBep:KICHUS TIepeaayn JaHHBIX

d) [ToaxomuT TONMBKO 1151 6€CIIPOBOIHBIX Cpel Mepeadn

20. TCP nmpoTtokoin obecrieunBacT

a) Hagexxnyto nepenady 1aHHBIX

b) [loaTBepkIeHUE TOTEPH JTAHHBIX

c) [ToaTBepskIeHUE KaXKIOTO MEePEeIaHHOTO CErMEHTa
d) Henanexxnyto nepempady JaHHBIX

21. Anroputm megiienHoro crapra TCP

a) OGecrieunBaeT ONTUMAIBHYIO CKOPOCTD NEPEAadn MOTOKA JaHHBIX
b) I[lo3BonsieT HayaTh B3auMoaecTBHe 1o npotokony TCP

¢) Unnnuupyer paboTy mpoTOKOIA IyTeM MEAJICHHOTO PYKOIIOKATHUS
d) Haet Bo3moxkHoCTh MOAyisiM TCP HauaTh B3anmoeiicTBrE
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22. AnroputM TpoiiHoro pykonoxarus TCP

a) "He no3BoiisieT n3bexars TCP flood SYN arak

b) ITo3Bonser nzodexars TCP flood SYN arak

¢) JlaeT BO3BMOXXHOCTh OBICTPO HAYaTh Mepeaady TaHHbIX
d) 3aBepmaer coenunenue TCP

23. MynbTUXOYMHHT 00eCIieuuBaeT

a) [lepenavy maHHBIX Yepe3 HECKOIBKO CETEBBIX HHTEPHEHCOB
b) MHOKECTBEHHYIO IOMAIITHIOI CETh BCEMHU JaHHBIMU

¢) [lepenady HECKOIBKUX MOTOKOB JaHHBIX

d) Pa30oueHue ceT Ha HECKOJIBKO MOJICeTel

24. MynbTUIIIIEKCHPOBaHHE ObIBACT
a) BpemenHoe, yacTOTHOE U KOJOBOE
b) MHoromnoTo4uHoe

c¢) CereBoe 1 MHOTOIIOTOYHOE

d) Cranngaprtaoe

25. BekTopHbIe IPOTOKOIBI MapIIPYTU3AIUN TPEOYIOT aNTOPUTMOB PACHICTIICHUS] TOPU30HTA, 3a-
MOpPaKUBAHUS U3MEHECHHUM, TPUTTEPHBIX OOHOBICHUH

a) VI3-3a cIUIIKOM MEIJIEHHOTO PacIpOCTpaHeHHUs HHPOPMALIMU O HOBBIX MapIIpyTax

b) 13-3a BO3MOKHOCTH CYIIECTBOBAHUS B MAapIIPYTHBIX TAOIUIIAX Y’KE OTKIOUEHHOTO MapIIpyTH-
3aropa

¢) 13-3a npocTanBaHusi MapIIpyTU3aTOPOB

d) 3-3a BbIXOMa M3 CTPOSI MAPIIPYTU3ATOPOB

14.1.2. Dx3aMeHALIMOHHBbIE BONPOCHI

buner 1.

1. Buasl cepBUCOB, MPEAOCTABISIEMBIX COBPEMEHHBIMU ceTAMU. [IprBecTr npuMepsl CylIeCTBYIO-
X TEXHOJIOTUH.

2. I'no6anwHbie U NOKaIbHBIE ceTH. COBpeMEHHbIC TEHACHIIUN PA3BUTHSL.

3. Heo6xonumocTs cranaaptuzanuu cereit OBM. McTounnku opuumanbHbIX CTaHIAPTOB U PEKO-
MeHaanui. Mcrounuku crangaptoB MHTEpHET.

buner 2.

1. Mogenb B3auMOAEUCTBUS OTKPBITHIX cucTeM. [IpuHuun noctpoenus. [loHATHA: TPOTOKON, UH-
Tepderic.

2. Tlonarue cpenpl mepenaun gaHHbIX. lllkana snekrpomarHuTHOrO crekrpa. JlocToMHCTBa U
HEJ0CTaTKU KaKJI0T0 U3 TMana30HOB.

3. [IpoBoiHBIE TEXHOJIOTUH NIepeaun JaHHbIX. OCHOBHBIE XapaKTEPUCTUKHU.

buter 3.

1. AnmapartHoe obecnieuenue ceteit 9BM (ceTeBble KapThl, MOCTBI, KOMMYTATOPbI, MapIIpyTH3a-
TOPBI, MOJIEMBI, MYJbTUILUIEKCOPHI). Pa3nenenue yctpoiicts no yposHsam OSI.

2. Ilonsatue creka npoTokonoB. CyllecTBYIOLIME CTEKU MPOTOKOJIOB (Ha3BaTh He MeHee 4-5 cTe-
koB). Crexu TCP/IP u IPX/SPX. [IpuHnunuanbHoe OTJIMYUE ITUX CTEKOB.

3. [Ipumep B3anMOJEHCTBUA IBYX KOMIIBIOTEPOB B ceTU. KimeHT u cepBep. 3agauu peliaemble, ce-
TEBBIMU OTIEPAIMOHHBIMU cucTeMamMHu. O030p CETEeBBIX OMEparMOHHBIX cucTeM. OCHOBHBIE KPHUTEpUU
OLICHKH.

burner 4.

1. KoMmMyTanusi maketoB U KOMMyTarus kananoB. CpaBHUTENbHAsl XapaKTepUCTHKA, 001acTu U
TEXHOJIOTUU MPUMEHEHHUS.

2. Ananoropoe u nudpoBoe koaupoBanue. CBsi3b YaCTOTHI, METOAOB KOAMPOBaHUS U MH(OpMALIU -
OHHOM CKOPOCTH IIepejaull CUrHana, sHTponus: popmynia lllenHona.

3. ®usnyeckuii ypoBeHns Monenu OSI. Equnauib! JaHHBIX GU3NYECKOro ypoBHS. MeTo/ibl CHHXPO-
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HU3anuu OuT. du3uveckas Tomoyorus. JIOCTOMHCTBA M HEJOCTATKH PA3UYHBIX TOMOJOTHH. MyIbTH-
TUIEKCUPOBaHUE (PU3NYECKOTO YPOBHS: METO/bl MYJbTUIUIEKCUPOBAHMSI, O0JIACTH MPUMEHEHU. MeTobl
MOMEXOYCTOMYUBOTO KOJUPOBAHMUSL.

16. KananbHbiil ypoBenb Moaenu OSI. Jlornueckas Tonosorusi ceteid. EAMHUIIBI TaHHBIX KaHAIb-
HOTO ypOBHS. MeTO/IbI IOCTYMA K cpefie epenaun JanHbiX. CuHXpoHu3aius 6ait. CepBUC COCTUHEHHM.

17. Texnomorun kaHanpHOTO ypoBHs: Ethernet, Token Ring.

18. Texnonorus 100 VG-AnyLAN, FDDI.

19. CeteBoit ypoenb mojenu OSI. EnviHWIBI IaHHBIX, aapecanus ceTeBoro ypoBHs. CepBHC
nu10308. Mapmpyruszanus. Kommyranus.

20. TpancnioptHsiil ypoBeHb Moaenu OSI. CepBuc TpaHcnopTHOTO ypoBHS. CEerMeHThI.

buner 5.

1. CeaHcoBBIH, ypOBEHb IIPEACTABICHUS U IPUKJIIATHONW YPOBHHU.

2. Anpecanus B cetax. Anpecarus B ceTsix TCP/IP. Ilporokonst ARP, DHCP.

3. Anroputm JIeHKCTpbl HAXOXKECHUS KpaTyanuiero mytu. Metoz 3ajIuBKU.

buner 6.

1. ApxutekTypa U ciy>XObl 2IeKTpOHHON MoYTHl. [1071h30BaTEILCKNN areHT M areHT NepeIadn Co-
obmienus. [lepeunciante TpOTOKOIBI AJIEKTPOHHOM 1mouTh! Internet.

2. ®opmartsl coodmennii. RFC822. MIME. I1paBuna kogupoBku base64, quoted-printable.

3. IIpotokonst SMTP, POP3, IMAP4. Haznauenue. OcHOBHBIC OTinH4us. Be6-moura.

burer 7.

1. lunamuyeckue BeO-TOKyMEHTHI Ha cTopoHe cepBepa. Hasnauenue. Ilpumepsl peamuzanuu.
Texnonoruu CGI, ISAPI, PHP, ASP, JSP. [Ipumeps! kona. JIOCTOMHCTBA U HETOCTATKH.

2 Jlunamudeckre BeO-IOKYMEHTHI Ha CTOpOHe KiueHTa. JavaScript, Java, ActiveX, SWF. [Ipume-
pBI peanu3anuu. JJoCTOMHCTBA U HETOCTATKH.

3. Onucanue cepBuca B moaenu OSI. dyHKIMM ypoBHEH.

burer 8.

1. ITporokon mapuipyruzanuu OSPF.

2. IIporokon mapupytuzamnuu RIP.

3. Ilpotokon IP Bepcun 6. Otimuus ot Bepcuu 4. IP anpeca v6.

burer 9.

1. ITporokomnsl 6ecripoBoHBIX ceTeil. WPA.

2. bezonacHOCTh B OECITPOBOTHBIX CETSX.

3. CoroBas cBsa3. CDMA, TDMA, FDMA.

burer 10.

1. JIykoBas mapmpyrusanus. TOR.

2. Taitmepsr TCP. Anroput™ MeJIEHHOTO ITyCKa.

3. IIpoTtokomnsl rpynnoBoil Mmapmpyruzauuu. RPF

burer 11.

1. ITpoTokonel rpynnosoi mapupyruzanuu. CBT.

2. Anroputm MeaienHoro nycka. TCP.

3. Ornnuus Bepcuu 1P4 ot IP6.

buner 12.

1. Anroputm TpoiiHoro pykonoxarus TCP.

2. IIporokon SCTP.

3. I'pynnoBas mapupyruszanus. IGMP.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX

[TonsiTue cpeapl nepenaun JaHHbIX. XapakTepucTuku cpen. llkana smekTpoMarHUTHBIX Koneba-
Huil. Crannaptel cpen nepenauu JaHHbIX. [loHsTHE monockl npomyckanus. KonudectBo nHpopmanuu u
SHTPOIHS, eIUHUIIBI n3MepeHus. 3akonbl HaitkBucrta, [llennona, KorenpHukoBa. AHanorosas u 1nudpo-
Bas (hopMbl IpenacTaBieHus HH(opManoHHoro curxaina. Crioco6sl Momymsinuu. MuHdopmarnronHas u
TEXHUYECKasi CKOPOCTh Iepesiaun. AJITOPUTMbI KOAUPOBAHUS U CKATUS UHPOPMAITUH.

Knaccugukanus cereii. MHOroypoBHeBbII OAX0A K opranuzanuu cereil. IIporokonsl u uHTEp-
¢eiicel. Cranmaptsl U uctoyHuku cranfgaproB BC. OtkpeiTbie cucteMbl. Mopenb B3auMOJEHCTBUS
oTKpbIThIX cucteM (BOC). ITonstue creka npoTokonoB. B3anMoneiicTBue pa3IuyuHbIX YPOBHEH CTEKa.
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3anaun puzuueckoro ypoBHs. Turibl coequaenns. Gu3ndeckas TOmoaorus. AHaIoroBoe u nudpo-
BOE MpezcTaBieHue curuaiga. Cuaxponusanus Out. Micnonb3oBaHue MONIOCH MponycKaHus. MynbTHILIEK -
cuposanue (TDMA, FDMA, CDMA, OFDMA). Kog XsMmMuHra.

3anaun kaHaibHOro ypoBHs. Jlornyeckas tomosorus. Meronsl gocTymna K cpeie mepeiayd JaH-
HBIX. Azpecanisi KaHajabHOTO ypoBHs. CuHXpoHuU3anus mnepenaud. CepBUC COCTUHEHHUS KaHAIBHOTO
YPOBHSI.

3anaun ceteBoro ypoBHs. CepBuc HUTI030B. Azipecanus B ceTsaX. 3ajada Mapupyrusanuu. Meto-
Il MapuipyTtuszanuu. Kommytanus. BupTyanbhabie kaHanbl. [IpoTOKONBI M alrOpUTMBI TPYHIIOBON MapIii-
pyTHU3aLUH.

Paspemienne nMeH. Apecaius TpaHCIIOPTHOTO coenuHeHus. CerMeHTaIus, OJIOKUpOBaHUE, CIICTI-
JICHWE JAaHHBIX. AITOPUTM MENJIeHHOTro mycka. CepBHC TPAaHCIOPTHOTO COEAMHEHUsS. 3aJaud ypPOBHS
npeacrasnenus. [lludposanue.

CepBucChI IPUKIATHOTO ypoBHs. OnoBemieHne o ceppucax. Mcmnonb3oBaHne cepBUCOB.

Ethernet, TokenRing, Frame Relay, ATM, FDDI, 100VG ANYLAN, Wifi, WiMax. Tepputopu-
aTbHBIC CETH.

AnmapatHoe oOecTieueHHne CeTel: ceTeBble MHTEP(EHCHBIE KapThl, KOHIICHTPATOPHI, KOMMYTATO-
pBI, MOCTBI, MapiipyTu3aropbl. Cermentanus. [llupokoBemaTensHplii ITOpM. [IpOTOKON TOKPHIBAIOIIETO
JepeBa.

KommyTrpyembie Tenedonnbie cetu. MHTerpansHbie ceTu nudpoBoro odcmyxuBanus. CoToBas
tene@onus. CIlyTHUKOBbIE CUCTEMBI CBSI3U M HaBUranuu. HuskoopOuTanbHbIe U BBICOKOOPOUTANIbHBIE CH-
ctembl. CHCTEMBI TTI00aJIBHOTO TTO3UIIMOHUPOBaHUS U cHHXpoHu3anuu. CiytHukoBeIi UHTepHeT. Cucte-
Mma Iridium, GlobalStar, GPS, VSAT. Texnonoruu cotoBoii csizu. UMTS, GSM.

TCP/IP (IPv4, IPv6, ICMP, DHCP, DNS, ARP, RARP, SCTP, UDP), IPX/SPX, SMB/NetBIOS,
DNA, SNA, AppleTalk, DecNet, crex OSI.

Omnpenenenne cereBoit OC. OMHOPAHTOBBIE CETH U CETH «KIHEHT\cepBep». 0030p cereBrix OC
(Unix, Win32, Novell Netware). Cnyx0a ceTeBbIX KaTajJOroOB KaKk CPEACTBO MHTETPAIMU CETEBBIX IMPO-
nykToB. JlpaiiBepbl ceTeBbIX ycTpoicTB. Cokersl bepxin. IIporpaMmmupoBaHue Ha ypoOBHE COKETOB.

Hcropust BOBHUKHOBEHHUs W pa3BuTus rnodanpHbIx ceteit (AOL, Compuserv, Internet). Ciyxoa
WWW. A3pik runeprekcroBoit pazmetku HTML — ocHOBHBIE BO3MOXHOCTH. CIIOCOOBI OpraHU3aIiH 1 -
HaMuueckoi o0paboTku nHpopmann B WWW: Ha cTopoHe cepBepa, Ha CTOpoHE KireHTa. Opranu3arus
pacnpenenenubix Beruucienuid. Texnonmoruun SONET/SDH, 10M40\100\ Gigabit Ethernet.

O6mme npaBuia 6e3onacHoctu. Kimaccewr 6e3omacHocTH. bezonmacHocts B BC mo 'OCT. Ionsitue
Firewall. Ayrentudukamus. SASL. SSL. be3onacnocts OecnpoBoanbix ceteit, WEP, araku na WEP,
WPA, WPA2. KBanToBsie anroputmsl mudpobanus. DoS, DDoS araka, criyduHr, aTaka He TIeperoHe-
Hue Oydepa. Jlykosas u yecHounast mapupyruzanus (TOR, 12P).

14.1.4. Bonipocsl Ha co0eceoBaHue

[Tpumep 3aganus Ha IEPBYIO J1aOOPATOPHYIO PabOTYy.

PeanuzoBarh KiMeHT-cepBepHOE MpUIIOKEHUE ¢ nUcnonab3oBaHnueM UDP cokkeros. Tpu npuioxe-
HUSI OOMEHHUBAIOTCSI COOOLICHUSIMH, [IEPBOE MPUIIOKEHUE MEepPeiaeT BTOPOMY MapKep, 3aTeéM BTOpPOE Tpe-
TBEMY U TPEThe CHOBa IlepBoMy. PazpaboTarh npoTOKON nepeaun cOOOIIEeHU U CMOAETHPOBAThH MPOLIECC
nepenaydu, popmar nepegaBaeMoro Mapkepa.

OTBeTUTH NpH 3aLIMUTE HA CIEAYIOLIUE BOIPOCHIL:

Otinuust nporokonoB TCP u UDP.

ObecnieueHne HaaexKHOCTH Tiepeaaun cooduiennii TCP.

Taitmepst TCP. Anroputm memennoro mycka TCP. [Ipouenypa TpoitHOTO pyKOIOKaTHSI.

ITpotokon SCTP. Muoronorounocts. MyneTrxoymuHr. IIpoueaypa 4eTBEpHOTro pyKOIOXKaTusl.

TCP flood araxka.

[Tpu onenke pabOTHI OLICHUBACTCSI YMEHHE MOJONTH TBOPUYECKHU K peaiu3aliy MPUIOKEeHUs, pea-
JN30BaTh U OCBETUTHh pPa3IMYHbIE aCHEKThl pa3zpabaThlBa€MOro NMPUIIOKEHUs U MpoTokona. Hampumep,
yueT HaJIe)KHOCTU Iepeiau, UCIOIb30BAHNE KOHTPOJIBHBIX CyMM, TaliMEpOB, MOJIEIINPOBAHUE COOBITUI
OT JIMLIA TO0JIB30BATEINS U 110 TaliMepy, BO3MOKHOCTH OLIEHKH HaJI€KHOCTH PadOThI MPOTOKOJIA U MOJIEIIH -
POBaHUS BHELITATHBIX CUTYaLUil.

KoHTposibHBIE BOIIPOCHI KO BTOPOIi J1abopaTopHOii padore.
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HNudpacTpykTypa Kak cepBUC, TPUIOKEHHUE KaK CEPBUC, MIaTGopma Kak CEpBHC.
[IprMepbl TEXHOJIOTUH.

KoHTponbpHBIE BOIIPOCHI K TPEThEH TabopaTOpHOI padoTe.

Texnonorun kananpHOTO ypoBHS. Ethernet (Buabl coequnennii). CSMA/CD. FDDI. Token Ring.
Xaobb1. KommyTtatopsl. UHTeIIeKTYanbHbIe KOMMYTaTophl. [1IupokoBemarenpHbiid mropM. dopmarsr kaj-
poB. MAC anpec. Buabl kommyrtanuu. Bupryansasie kanansi, ATM. MeTtoap! TMHEHHOTO KOAUPOBAHMSL.
Buner mogynsuuu curnanos. [IponyckHasi cmiocoOHOCTh KaHaia cBsi3u. KoaupoBaHue B yCIOBHSIX TOMEX.
Kon X>mmuura.

KoHTposibHBIE BOIIPOCH K YETBEPTOI JTabopaTopHOi paboTe
[TpoTokon DNS. MX 3anucek. Komanasl npotokonoB SMTP u POP3. IIporokon IMAP. [Tpumepst
IIOYTOBBIX ITPOTOKOJIOB PA3JIMYHBIX CTEKOB IIPOTOKOJIOB.

KoHTponbHBIE BOMPOCHI K MATOH TabopaTtopHOii paboTe
Komanner FTP, HTTP. YcrpoiictBo NAT. AxtuBHBIN U maccuBHBIN pexum FTP. [Ipobiemsr B ak-
THBHOM PEXHME.

KoHTponbHBIE BOMPOCH K MIECTON 1ab0paTOpHO padoTe

Texnomoruu Ha cropone cepepa (CGI, PHP, ASP, JSP, Python), oTnuyus, o6sactu nmpuMeHeHuUs,
MOHSTHUS KOMITIJISITOPA, HHTEPIPETATOPa, jit-KOMIUIsATOpa. TeXHOIOTHU Ha cTOpoHe KineHTa (JavaScirpt,
AJAX, SWF, Dart, ActiveX). ®peiiMBOpKH pa3pabOTKH.

KoHTponbpHBIE BOIIPOCHI K CEIbMOM JJabopaTOpHO padoTe
XML. XSL. Ia6nonsl. Ommmune for-each or match. JSON. IMapcepst SAX u DOM. RDF u
OWL, cemanTrueckas nayTuHa.

KoHTponpHBIE BOIIPOCHI K BOCKMO# J1a00paTopHO# padoTe
Bunet npoxkcu. ITporokon HTTP u SOCKSS npoxkceu. Llenouka SOCKSS nmpokcen.

KoHTponbHBIE BOIPOCH K JIEBATOM JTab0paTopHOii paboTe

Meroa 3anuBKU. BEKTOpHBIN airOpUTM MapHIpyTU3alMU. AJITOPUTM MapUIPyTHU3AIMM Ha OCHOBE
COCTOSIHUSI CBSI3EH.

RIP. [Ipobnema oTKIIOYeHHS] MapHIpyTH3aTopa. Pacuiemienne ropu3oHTa, TPUTTEPHBIE OOHOBIIE-
Hus, 3amopaxuBanue n3MmeHenuii. OSPF. BGP. I'pynnosas mapmpyrusanus. CBT. RPF. PIM DM, SM.

KoHTponbHBIE BOIPOCH K JIECATON 1ab0paTOpHOit padoTte
WiFi. CSMA/CA. WiMax. CortoBbie cetn. CriocoOsl MynbTuIUiekcupoBanus FDMA, TDMA,
CDMA, OFDM

KoHTponbHBIE BOMPOCH K OAWHHAIIATON TabopaTtopHOii paboTe

CRAM-MDS. DIGEST-MDS. SSL, IPSec o6miuie mpuHIMITBI 1 0COOEHHOCTH.

KoHTponbHBIE BOIPOCHI K IBEHAIIATON Tab0paTopHOii paboTe

IPv4, IPv6 otnuuusa. @opmMar makera ¥ OCHOBHbIE TOJIA 3aroyioBka. dparmenrtanus. [IpoTtokossl
ARP u RARP. [Tpuunnsl oTkaza or KoHTposibHOM cyMMbl. @opmar cermenToB UDP u TCP. IIporokon
ICMP, ocHOBHBIE KOMaHIEI U THITHI KOMAaH/.

14.1.5. Tembl foMalIHKUX 3aaHUH
1. 3anucate kox XoMMHUHTa Ui CBOETO IOfia POXKACHUAH1aTa POKICHMS.
2. Ha cxonbko mozceTeid pa30rBaeT ykazaHHasi Macka JaHHYIO CETh, U
KaKO€ MaKCHMaJIbHOE KOJIMUECTBO y3JI0B Oy/IyT COAEP)KaTh MOJCETH:
cethb: 197.239.196.0
Macka: 255.255.255.192
3. K kakomy kiaccy otHocutes aapec 223.211.222.111
4. MapuipyTu3upyeTcs JIM IakeT ¢ agpecoM HazHaueHus 192.168.0.5.
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5. Kak co3nare nenouky npoxcu SOCKSS.
6. [Tokazarp kak paboraeT NAT ycTpoiiCTBO MpH MPOXOXKICHNUH TTaKeTa.
7. Pacckasath kak paboTaet anroputM Mapupyrusauuu RPF.

14.1.6. Temb1 1a00paTOpHBIX padoT
Pabora c cokeramu bepknu (time cepBep, KineHT, finger KJIMEHT U cepBep)
UDP npoTokoin (pactpeaeseHHble BEIYUCICHUS).
N3yuenue u MOAETUpPOBaHUE IPOTOKOIOB KaHAJIBHOTO YPOBHS
[Iporokonst SMTP, POP3
HTTP bpayzep u FTP xnuent
HTML u JavaScript, Texnonorus PHP
N3yuenne Texnonornn XML
[Tpoxcu cepsep (SOCKSS, HTTP), uenouku npokcu.
Mapupyruzanus 8 BC
Texnonorust Wi-Fi. Peanuzanus cauddepa.
Aprtopu3zanus SASL

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEPHAJIAM /JIsl JIUL C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310pOBbS1 1 HHBAJIH/I0B
Jnst nui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI 1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TCIIBHBIC OIICHOYHEBIC MaTepI/IaJ'IBI, HepequL KOTOpBIX YKaSaH B Ta6J'II/III€ 14
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYECHHBIMH BO3MOXKHOCTSIMU
310POBbsl U HHBAJIUJOB

Kareropun Bupl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLICHKH
00y4JaroLIXCs MaTepuaioB pe3ynbTaToB 00y4eHus

TecThl, MICEMEHHBIE CAMOCTOSTEIbHbIE
paloThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

[IpenmyiieCTBEHHO MUCbMEHHAS
MIpOBEpKa

C napymeHusMu
cryxa

C mapymenusamu | CobeceoBaHue 1Mo BOpocam K 3aueTy, | [IpenmyiiecTBeHHO yCTHas TPOBEpKa

3peHHs OTIPOC MO TePMUHAM (MHIUBUYaJIbHO)
C HapymeHusMu Pemenue qucTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEJILHOTO CaMOCTOSITENIbHBIE PadOTHI, BOPOCHI K METOJaMH
ammapata 3a4ery
C orpanuuenusiMu 1o | TecThl, TUCbMEHHBIE CAMOCTOSITENILHBIC [IpenmymiecTBEHHO pOBEpKa
00IIEeMEeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METOJAMM UCXOJS U3 COCTOSTHUS
MOKa3aHUsIM KOHTPOJIbHBIE Pa0O0ThI, YCTHBIE OTBETHI | OOY4alOIIErocsi Ha MOMEHT NMPOBEPKU

14.3. MeToauuecKue peKOMEHIANMNH M0 OIEHOYHBIM MATepPHAJIaM JIJIsl JIMI[ C OTPAHHYEHHBIMU
BO3MO’KHOCTSIMU 3/I0POBbsI 1 HHBAJIN/I0B

I[J'IS[ JiiL ¢ OrpaHU4YCHHBIMHU BO3MOXHOCTAMHU 3J0POBbA WU HHBAJIWAOB IMPEAYCMATPUBACTCA HO-
cTymnHas (hopMma Mpe0CTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, 8 UMEHHO:

- B IIe4aTHOU (hopme;

- B TIeYaTHOM (hOpMe C YBEITHUEHHBIM MIPUPTOM;

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTCHHS aCCUCTCHTOM 3aJIaHUs BCITYX;

- MPEIOCTABICHUE 3a/IaHUS C UCTIONB30BAaHUEM CYpPJIOTIEPEBO/IA.

Jluiam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHMIAM YBEJIHMUUBACTCS BpEMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJbHBIE BONpPOCHL. [Iiist Takux oOyuaromuxcsi npeaycMaTpuBaeTcs TOCTyI -
Has popMa mpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & UMCHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- HA0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT ACCUCTCHTA;
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— MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3YIbTATOB OOYYEHHS JIMII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TpeIyCMaTpUBaeT IpenocTaBieHne nHpopManuu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSAM HX 3A0POBBS M BOCIPUATHS HH(POPMALIUU:

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IIEYaTHOM (hOpMe YBEINYEHHBIM MIPH(TOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JI71s1 JIM1 ¢ HAPYLIEHHSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHoOU opme.

[Tpy HEOOXOMUMOCTH /TS JIUIL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOILIE-
Jypa OIICHUBAHUSI PE3yIbTaTOB 00yIECHHUST MOXKET IIPOBOIUTHCS B HECKOIBKO ITAIIOB.
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