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JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crienuanbHocTH) 10.05.02 MHbopmManmonHas 0€30MacCHOCTh TEJIEKOMMYHHUKAITMOHHBIX
cucremM, yrBepxaeHHoro 16.11.2016 roga, paccMorpena u onoOpena Ha 3acenanuu kadenpst BUC «  »
20 ropa, mpoTtokoi Ne

PazpaboTunku:
Houent kad. BUC . A. PaxmaHeHKO
Houent kad. KUBDBC K. C. Capun

3aBeayronuii odecreunBaromiei kad.
BUC P. B. MewepsikoB

Pabouast mporpaMma JUCIUILIMHBI COTIIACOBaHa ¢ (PaKyJIbTETOM U BBITyCKaOIIeH Kadeapoi:

[exan ©b E. M. 1aBbiioBa
3aBenyronIuii BeITycKaromiei kad.

BUC P. B. MemepsikoB
OKCHepThl:

JHouent kad. BUC O. O. EBcrotun
Houent xad. BUC A. 1O. UcxakoB
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[lenpro mpenogaBaHusl AUCIUIUIMHBI SBISIETCS OCBOSHHWE METOJIOB YIPABJICHHUS MPOTPAMMHBIMH
CpeICTBaMU 3alIUTHl HHPOPMAINH, PEAIN30BAHHBIMHA Ha OCHOBE KIIMEHT-CEPBEPHON TEXHOJIOTHH.

1.2. 3agauy JUCHUIIIMHBI

— Ilonyuyenue 3HaHMI W YMEHHMH IO MeTojaM cOopa M ayauTa COOBITHH HH(POPMAIIMOHHOMN
0€30MMacHOCTH B COBPEMEHHBIX CPEJICTBAX 3aIIUTHI HH(POpMAIIHH;

— Ilonmyuenue ymMeHMI 1 HABBIKOB IIEHTPAIN30BAHHOTO YIPABICHUS KIMEHTCKUMU MOAYIISIMH U
pearupoBaHUsl Ha yrpo3bl O€30MaCHOCTH;

— Tlomyuenue 3HaHUMI 0 MeTOHaX KOHTPOJIS PabOTOCIIOCOOHOCTH M IENOCTHOCTH KIIMEHTCKHUX
MOJTyJIei CPEICTB 3alUThl HH(pOpMaIUH;

— H3ydeHue MeTOIOB KOHTPOJIS U OLIEHKH YCTAaHOBJIEHHOI'O MPOrPAMMHOTO M anmapaTHOTo
o0ecrniedeHurs Ha 3alUIIAaeMbIX KOMIBIOTEPAX B JIOKAJIbHOW CETH;

— H3ydeHnue mMeTonoB obOecriedeHHs] U KOHTPOJISI aHTUBUPYCHOW 3alIUThl pa0OYUX CTaHIUI B
CETH OpraHu3alNH.

2. Mecto aucnuniaunnsl B cTpykrype OIIOII

Jucuumimna «YnopasieHue cpenctsamu 3amurtbl uHpopmauun» (b1.B.OJ1.10) otHOCcHTCS K
650Ky 1 (BapuaTHUBHAs 4acTh).

[IpenmecTBylOMMMHA ~ TUCHMIUIMHAMY, (OPMHUPYIOIIUMH  HAa4daJlbHBIC 3HAHUS, SBISIFOTCA:
bezonacHocTh onepalMoHHbIX cucTeM, OpraHu3alMOHHOE U MpaBoBoe obecreyeHne MHPOPMalUOHHOM
0e30macHOCTH, YTIpaBJI€HUE CPEICTBAMU 3aIIUTHI HH(OPMAIIHH.

[Tocnenyromumu AMCUUIUIMHAMU SBIsAIOTCA: [IporpaMMHo-anmapaTHbele cpeicTBa obecrnedeHus
MH(POPMAIIMOHHON 0€30MacHOCTH, YTIPaBJICHUE CPEICTBAMH 3aLIUTHI HH()OPMAIIHH.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HAPaBJIeH Ha (JOpMUPOBAHHE CIEAYIOLUINX KOMIIETCHIIMI:

— IIK-13 cnocoOHOCTbIO OPraHU30BBIBaTH BBHINOJHEHHE TPEeOOBaHUM peEKKMMa  3aIIUThI
uHpOpMAIMK OTPAaHUYEHHOTO JIOCTYINa, pa3pabaThiBaTh MPOEKTHI JTOKYMEHTOB, PETJIaMEHTHUPYIOIINX
paboTy 1o obecnedeHno THPOPMALMOHHON O€30MaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CUCTEM;

— IIK-14 cnocoOHOCTBIO BBINOJIHATH YCTAHOBKY, HAaCTPOHKY M 0OCITy>KHMBaHUE, IUAarHOCTHUKY,
HKCIUTyaTallMl0 M BOCCTAHOBJIEHHWE PaOOTOCHOCOOHOCTH TENEKOMMYHHMKAIMOHHOTO OOOpYAOBaHUS U
pruOOPOB, TEXHUYECKUX U IPOrPaMMHO-AINAPATHBIX CPE/ICTB 3AIUTHI TEJIEKOMMYHHKAIIMOHHBIX CETEH U
CHUCTEM,;

B pesynbrare uzydeHus: JUCHUTUITMHBI 00YYaIOIIUNICS TOJDKEH:

—  3HATh [PUHIUIBI OPraHU3ALUU HHPOPMALIMOHHBIX CUCTEM B COOTBETCTBUU C TPEOOBAHUAMU
o 3ammre UHGOpPMAIMK; BO3MOKHOCTH U Ha3HAYEHHE COBPEMEHHBIX CPEICTB 3alMThl HHPOPMALUU OT
HECaHKLMOHUPOBAHHOTO JOCTYTIA.

— YMeTb BBIIOJHATH paOOThl MO YCTaHOBKE, HACTPOWKE M OOCIY)KMBAHHIO, SKCILTyaTallud U
BOCCTAHOBJICHHIO paboToCIOCOOHOCTH IIPOrpaMMHO-aMNIAPaTHBIX CPEICTB 3aILUTBI
TEJIEeKOMMYHUKALIMOHHBIX CeTel U cucteM; 3(P(PEKTUBHO HUCIIOJIBb30BATh PA3IMYHbIE METOJbI U CPE/ICTBA
3alIUThl UHPOPMALIUU Ul KOMIIBIOTEPHBIX CETeH; aIMUHUCTPUPOBATh MOACUCTEMBI WH(POPMAIIMOHHOMN
0€30MacHOCTH aBTOMaTHU3UPOBAHHBIX CUCTEM.

— BJAJIeTh CIOCOOHOCTBIO OpPIraHM30BBIBATH BBIOJHEHHE TPEOOBAaHUM peXUMa 3allUThI
uH(pOpMAaIUU OTPAHUYEHHOTO OCTYIA; HABBIKAMHU BBISIBICHUS U YHUUTOKEHUS KOMITbIOTEPHBIX BUPYCOB;
METOJIaMH M CPEACTBAMM BBISIBJICHUS YIPO3 O€30IMaCHOCTH aBTOMATHU3UPOBAHHBIM CHCTEMaM.

4. O0beM AUCHHMILVINHBI U BUJbI y4eOHOH padoThl
OO6mas TpyOeMKOCTh JUCHUIUIMHBI cocTaBiseT 3.0 3a4eTHhIX €IWHHUIBI U Mpe/ACTaBieHa B
Tabimue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTb IUCIUILTUHBI

Bunbl yueOHOI nesTeNbHOCTH Bcero gacos CemecTtpbl

6 cemectp 7 cemectp
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AynuTopHbIe 3aHATHSI (BCETO) 64 46 18
Jlexiuu 18 18

JlaGopaTopHbie pabOThI 28 28

KonTpons camocrosiTeIsHON paboThl (KypcoBOH 18 0 18
MIPOEKT / KypcoBasi paboTa)

W3 Hux B MHTEpakTHUBHOHN popme 16 16 0
CamocrosiTenbHas paboTa (Bcero) 44 26 18
BrimonHenue KypcoBoro mpoekra / KypcoBon 18 0 18
paboThI

OdopmieHne 0T4eTOB 10 Ta00PATOPHBIM 21 21 0
paboram

[TpopaboTka JEKIIMOHHOTO MaTepHasa 5 5 0
Bcero (6e3 ax3ameHna) 108 72 36
OO61mas TpyA0eMKOCTb, U 108 72 36
3adetHbie EnuHUIIBI 3.0 2.0 1.0

5. Conep:xkanue U CHUNTHHBI

5.1. Pa3nesnsl JUCHUIIIMHEBI H BUALI 3aHATHHA
Paznenbl AUCHMIUIMHBI U BUBI 3aHATUI TPUBEACHBI B Ta0uIe S.1.
Tabmuma 5.1 — Pa3gensl AUCHMINIMHEI U BUABI 3aHITHH

Bcero
JIa6. |KII/KP,| Cam. yacoB | PopMupyemsie
Ha3zBanus pa3nenoB TUCIHUITLIHHBI Jlek., u
pab., 4 q pab., u (6e3 KOMIICTCHITHH
AK3aMeHa)
6 cemecTp
1 [leHTpanu30BaHHOE yIIPABICHUE 4 16 0 13 33 [1K-13, I1K-14
CpeACTBaMH 3aIIUTHI HHPOPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JI0CTYyIIa B
JIOKaJIbHOU CETH.
2 llenTpanu3oBaHHasi ”HBEHTAPU3ALIH 2 4 0 4 10 IK-13, T1IK-14
PECYPCOB JIOKaJIbHOU CETH. Y NTAIIEHHBIN
KOHTPOJIb paO0TOCIIOCOOHOCTH CPEJICTB
3alUThl UH(OpMAIMK Ha pabounx
CTaHIIUSX.
3 LlenTpanu3oBaHHas 3anIUTa OT 4 4 0 4 12 [1K-13, T1K-14
BHUPYCOB B JIOKAJIBHOMN CETH.
4 lleHTpaIU30BaHHBIN yUYET U 4 4 0 4 12 I1K-13, [1IK-14
yIpaBJIeHUE MTPOrPaMMHO-
anmapaTHBIMH CPEICTBAMU 3aIUTHI
uH(pOpMaLIUH.
6 AHanmu3 HOPMATUBHBIX TPEOOBAHUI 4 0 0 1 5 ITK-13
TI0 YIIPABIICHUIO CPEICTBAMH 3aIUTHI
uHpopMaun
Hroro 3a cemectp 18 28 0 26 72
7 cemecTp
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5 AIMUHHCTPUPOBAHUE U yIIPABIICHUE 0 0 18 18 18 IK-13, T1IK-14
CpeICTBAMU 3aIUTH HHPOPMAITIH OT
HECaHKIIMOHUPOBAHHOIO JOCTYTIA.
Htoro 3a cemecTp 0 0 18 18 36
Utoro 18 28 18 44 108
5.2. Conep:xanue pa3iesioB JUCUMILIMHBI (110 JEKIMAM)
Copepxanue pa3esioB AUCUUILUINH (I10 JIEKLKAM) MpUBEEHO B Tabnuue 5.2.
Tabnuna 5.2 — Coneprxkanue pa3/iejaoB JUCHUILIUH (IO JICKIUSM)
Coneprxanue paszaenoB auciuiuinisl (mo | Tpynoemkocts, | Dopmupyemblie
HazBanus paznenon p p ( Py ’ PMHPY
JICKLUSAM) q KOMIIETEHIINH
6 cemecTp
1 [lentpanu3oBanHoe | [IpUHIMITBI TOCTPOCHUS CPENICTB 3AIUTHI 4 ITK-13
yIpaBIcHUE uH(}OpPMAIINN; OCHOBHBIC MEXaHU3MBI
CpEICTBAMU 3alIUThI 3allUTHI; allapaTHbIE CPEJICTBA;
uH(pOpMAIIUU OT KOH(UTYPHPOBAHUE; AYJAUT; MOHUTOPHHT U
HECaHKIMOHUPOBAHHOTO | ONIEPATUBHOE YIIPABJICHUE; TOTHOMOYHOE
JOCTYTIA B IOKAJIBHOK | yIIpaBJICHUE JTOCTYIIOM M KOHTPOJIb TICUaTH.
CeTH.
Utoro 4
2 lenTpanu3zoBanHass | OCHOBBI IIPOBEICHUS HHBEHTApU3ALIUN [1K-13
WHBEHTapHU3aIs PECYPCOB B JIOKAJIbHOM CETH; MOATOTOBKA K
PeCypCoB JIOKaJIbHOM WHCTIEKIUSIM; HHCTICKITUU KOMITHIOTEPOB;
ceTH. Y JanéHHbIi MOJIy4YE€HUE OTYETOB C pe3yIbTaTaMu
KOHTPOJTb WHCIICKTUPOBAHUS. Y NaIEHHBIA KOHTPOIIb
paboTocrnocoOHOCTH paboTOCIIOCOOHOCTH CPEJCTB 3AIIUTHI
CPEJICTB 3alTUThHI uH(pOpMaIIUK Ha pabOYNX CTAHIIHSIX.
uH(pOopMaIuu Ha
(opman Hroro 2
pabouux CTaHIUSX.
3 llentpanu3oBanHas | YrpaBlieHUE cEpBEpaMu 4 I1K-13
3aIIUTa OT BUPYCOB B | aIMUHUCTPUPOBAHMSI; YIIPABICHUE
JIOKQJIBHOH CeTH. rpynnamMu aIMUHUCTPUPOBAHHS,
yIpaBieHNe KINEHTCKUMUA KOMITBIOTEPaMH;
pabota ¢ oT4eTaMH, CTATUCTUKOM.
Hroro
4 llentpanu3oBanHblii | HasHaueHue cpeacTB ydyeTa U ypaBiICHUs I1K-13
yueT U yIpaBleHUe anmnapaTHBIMHU UIECHTH(PUKATOPAMU U
IPOrPaMMHO- HOCHTEJISIMU KJTFOUEeBOH MH(POPMAITUH;
anmapaTHbIMU BO3MOXKHOCTH; apXUTEKTypa; HaCTPOHKa;
CPEJICTBAMU 3alTUTHI yIpaBJiCHUE )KU3HCHHBIM IIHKJIOM CPEJICTB
uH(pOpMaIIUH. ayTeHTU(UKAINU; ayTUT UCTIOIh30BaAHUS
CPE/ICTB ayTeHTU(PUKAIIHIH.
Hroro
6 AHanu3 HOpMATUBHBIX | AHAJIM3 HOPMATUBHBIX TPeOOBaHUH 1O [1K-13
TpeboBaHuUii MO YIPaBIEHUIO CPECTBAMU 3AIIUTHI
YIIPaBICHUIO nH(pOpMaIu. AHAIIN3 HOPMATHBHBIX
CpEICTBAMU 3alUTHI TpeboBanuit denepanbHOIi CTyXKOBI IO
uH(pOpMaITIN TEXHHYECKOMY U IKCITOPTHOMY KOHTPOJTIO
(O®CTIK) npu obecriedueHrn Mep
0€30IMaCHOCTH ITePCOHATBHBIX JJAHHBIX, B
5)
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TOCY/IapCTBEHHBIX HH(OPMAIIHOHHBIX
cucremax. AHanu3 TpeOoBaHUN
0€30MacHOCTH K aBTOMAaTH3UPOBAHHBIM
CHCTEMaM YIPABJICHUS TEXHOJIOTHUECKUMHU

IPOIIECCAMH.

Hroro 4
Hroro 3a cemectp 18
Utoro 18

5.3. Pa3znenbl AMCHUMILVIMHBI M MEXKIMCUMILIMHAPHBIE CBSI3HU ¢ 00eceYnBAIOMIMMU (MPeIbIyIMMM)
U o0ecne4ynBaeMbIMHU (MOCJIeTYOIIMMH) U CHUILTHHAMMA
Pazaenbl quctuIInHbl 1 MEXAUCIUIUIMHAPHBIC CBSI3M C 00€CTICUHMBAOIIMME (MTPEABIAYIIMMA) H
obecrnieurBaeMbIMU (ITOCIICYIOIIUMHI ) JUCIUTIIMHAMH MIPEICTaBIEHBI B TaduIe 5.3.
Tabmmma 5.3 — Pa3aenbl AMCHUIUIMHBI U MEXAUCITUTUIMHAPHBIE CBS3U

Ne pazaenoB naHHO#M AUCHMIUIMHBL, I KOTOPBIX HEOOXO0IMMO

HayMeHOBaHHE TUCIUILINH n3y4deHue 00eCreuynBaOIINX U 00ECTICYMBAEMBIX JTUCIUTIIIUH
1 2 3 4 5 6
[IpenmecTByronme JUCUUILTMHBI
1 be3onacHOCTh OIEepaIMOHHBIX CUCTEM + + + + +
2 OpraHu3aliOHHOE U IPaBOBOE
obecrieueHre HHPOPMAITMOHHOMN +
0€30MacHOCTH

3 YnpaBnenue cpeicTBaMu 3alUThI

+ + + + + +
uHpopmanuu

[Tocnenyromme TUCIUTIITMHBI

1 IIporpamMMmHoO-anmapaTHbIe CpeACTBa
oOecnieueHus HH(GOPMALIMOHHON + + + + +
0e30macHOCTH

2 YupaBiieHHE CPeACTBAMU 3aIUThHI

+ + + + + +
uHpOpMaLun

5.4. CooTBeTcTBHE KOMIIETEHIN, GOPMHPYEMBbIX IPH H3Y4YCHHH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3yYEHUM TUCHMIUIMHBL, U BUJIOB 3aHATHH
IpesicTaBiIeHo B Tabmauue 5.4.
Tabmuua 5.4 — CooTBeTcTBHE KOMHIETEHLUH, (HOPMUPYEMBIX NpPU H3yYEHUM JUCLUIUIMHBL, U BHJIOB

3aHITUH
Bunnl zanstuit
Komnerenuuun DopMBbI KOHTPOJIS
Jlek. JIa6. pa6. | KCP (KII/KP)| Cawm. pa6.
ITK-13 + + + + Koncnekr

CaMOMOJrOTOBKH, 3aIiura
otuera, OTYET 110
nabopaTopHoii pabdore,
Onpoc Ha 3aHATHSX,
3ammra KypcoBbIX
MIPOEKTOB / KYpPCOBBIX
pabor, 3auer, Tect
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[1K-14 + + + 3amura otdyeta, OTYET IO
naboparopHoii padore,
3anmTa KypCcoBbIX
MIPOEKTOB / KYPCOBBIX
pabor, Tect

6. UHTepakTUBHBIE METObI M (POPMBI OPraHM3ALMU 00yUEHUS
TexHoMOrNM UHTEPAKTUBHOTO 00YYEHUS MPH Pa3HBIX (opmax 3aHATHI NpuBeeHbI B Tabmuie 6.1.
Tabnuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YUYEHHUS IPU PA3HBIX (OpMax 3aHITUN

HurepaktuBHeie 1adopaTopHble | MIHTEpaKTHBHEIE
MeTtonasl P patop P Bcero, u
3aHATHUS, 9 JIEKLIMH, 9
6 cemecTp
[Ipe3eHTanum ¢ UCIOIB30BAHUEM 6 6
CIIaliJI0B C 00CYKJIEHUEM
Case-study (MeTo1 KOHKPETHBIX 4 4
CUTyalui)
Pemmennie cuTyallnoHHBIX 33734 6 6
Hroro 3a cemectp: 10 6 16
7 cemecTp
Hroro 3a cemectp: 0 0 0
Htoro 10 6 16

7. JlabopaTopHbie padoThl
HanmenoBanue nabopaTtopHbIX paboT mpuBeaeHo B Tadmume 7.1.
Tabnuma 7.1 — HaumeHoBaHue 1a00paTOpHbIX paboOT

TpynoemkocTs, | Popmupyembie
Hazpanwus paznenos HaumenoBanue nabopaTopHbIX paboT pyA ’ PMHPY
q KOMIIETEHIINHT
6 cemectp
I LlenTpanu3zoBanHoe | PasrpaHnyeHue JOCTYIA K JAHHBIM. 4 IK-13, T1IK-14
yIpaBJICHHUE Pasrpannuenune nocTtymna K ycTpolCTBaM.
CpEJICTBAaMU 3alIUThI KonTtponb nevatu KoHPUACHIINATBHBIX
uH(pOpMaIIUU OT JTAHHBIX.
HECaHKIIMOHUPOBAHHOTO
1 P . |3aMKHyTas nporpammHas cpeaa. Kontposnb 4
JIOCTYTIa B JTIOKAJIbHOMN
LIEJIOCTHOCTH.
CeTH.
AyauT coObITHIT HHGOPMAITMOHHON 4
oe3omacnoctu C3U or HC/I. Pabora co
CBEJICHUSIMH B JKypHaJle pErUCTpaluu
coObITHil. TeHeBOe KOITUpPOBaHHUE.
OrnepaTUBHOE YIIPaBICHHE 3alUIIAEMBIMU 4
pabovyrMu CTAaHITUSIMU ¥ MOHUTOPUHT
coObITHI HH()OPMALIMOHHON OE€30MMaCHOCTH
Hroro 16
2 llenTpanu3oBaHHAas [{enTpann30BaHHas UTHBEHTAPU3ALINS 4 IK-13, T1IK-14
WHBEHTapU3aIus pecypcoB JokaibHOH cetu. [IpoBenenue
PECYpPCOB JIOKaJIbHOU WHCHEKIINN U y4eT U3MEHEHUI
CeTH. Y Ja€HHBIN KOH(UTYpAINK 3allUIIaeMbIX pab0dX
KOHTPOJIb CTaHIUN.
aboTocr HOCTHU
paboTocmocobHOC Wroro 4
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CPEJICTB 3alIUThHI
uHpOpMaLIUU HA
pabouux CTaHITUSIX.
3 lentpanuzoBannas | YrpaBiieHUE cepBEpamMu 4 IK-13, I1K-14
3alUTa OT BUPYCOB B aamunuctpupoBanus Kaspersky Security
JIOKAJIbHOU CETH. Center. LlenTpanu3zoBaHHasi HaCTpOHKa
cpencTBa aHTUBUpYCHOU 3amuThl Kaspersky
Endpoint Security. Aynut coObiTHii 1
JOTIOTHUTEIIbHBIE BO3MOKHOCTH.
Hroro
4 [leHTpanu30BaHHBIM | YIIpaBiieHUE KU3HEHHBIM LIMKJIOM CPEACTB IK-13, I1IK-14
YUeT U yIpaBJIEeHUE ayTeHTU(UKAIMH alapaTHBIX
IPOrpaMMHO- UACHTU(PUKATOPOB C MOMOIIBIO CPEJCTB
annapaTHbIMU LEHTPAJIN30BaHHOIO y4eTa U YIPaBICHUS
CpEICTBAMU 3alIUThI IPOrpaMMHO-AIAPATHBIMU CPEACTBAMHU
uHpOpMaLUH. 3aIIUTHl HH(OPMAIIHH.
Utoro 4
Hroro 3a cemectp 28
Utoro 28
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
He npenycmorpeno PVYIIL.

9. CamocrosiTejibHasi pabora
Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUPYEMbIe KOMIIETCHIINU TIPEACTABICHBI B

Tabimue 9.1.
Tabmuua 9.1 — Buasl caMoCTOSTENbHOM Pa0OTHI, TPYI0OEMKOCTh U (hOPMHUPYEMbIE KOMITETSHIHH
Bunsr
. | TpynoeMkocts, | @opmupyembie
HazBanwus paznenos CaMOCTOSITENTbHOM DopMBI KOHTPOJIS
q KOMIICTCHITHH
paboTsl
6 cemectp
1 LlenTpanuzoBanHOE [TpopaboTka 1 [IK-13, TIK-14 |3auer, 3amnura
yIIpaBICHUE JICKITUOHHOTO otueta, KoHcrekT
CpEICTBAMU 3alTUThHI MaTepuaia CaMOIIOATOTOBKH,
uH(pOpPMAIIUU OT TYET T
(opman Odopmnenue oTueToB 12 0 5 ermo
HECaHKIIMOHHUPOBAHHOT nabopaTtopHoOi
1 po 'OT0 1o n1abopaTopHBIM 6013 f;p 0
OCTyTIa B JIOKAJILHOM abore, Tect
OCTyT paboram P » 16C
CeTH.
Hroro 13
2 UentpanuzoBannas | [IpopaboTrka 1 [IK-13, I1K-14 |3auer, 3ammra
WHBEHTapHU3aIUsI JEKIIUOHHOTO otueta, KoHcrnekr
PECYPCOB JIOKATLHOM MaTepuraia CaMOITO/ITOTOBKH,
CeTU. Y NAIEHHBIN Jul Ha
a OdopmneHne oT4eToB 3 Onpoc o
KOHTPOJTb 3aHsITHIX, OTUeT
P 10 JIabOpaTOPHBIM ’ T
paboTOCTIOCOOHOCTH paGoTam 10 J1ab0paToOpHO
CPEJICTB 3aIUTHI pabore, Tect
UHpOpPMaLIUU Ha Hroro 4
pabouux CTaHITUSX.
3 LlentpanuzoBanHas [IpopaboTka 1 [IK-13, T1IK-14 |3auer, 3amnura
3alIUTa OT BUPYCOB B | JICKIIMOHHOTO otueta, KoHcriekT
JIOKAJIbHOM CeTH. MaTepuana CaMOIIOATOTOBKH,
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Odopmienue oTueToB 3 Otyet mo
10 J1a00paTOPHBIM 1abopaTopHOii
pabotam pabore, Tect
Utoro 4
4 IlentpanuzoBanueiii | [IpopaboTka 1 [IK-13, I1K-14 |3auer, 3amura
y4eT U yIpaBlieHHE JEKIIMOHHOTO oryera, Koncrnexr
IPOrpaMMHO- MaTepuaia CaMOIIOATOTOBKH,
arrnapaTHbIMU Otuer no
P OdopmieHne oT4eTOB 3 .
CPEICTBAMU 3alIUThHI 6 nabopaTtopHoi
dbopmarun 1O EOPETOPHEM abore, Tect
uH .
pMatt paboram p ’
Utoro 4
6 Ananu3 HopMatuBHBIX | [IpopaboTka 1 IK-13 3auer, Koncnexr
TpeOoBaHUil MO JICKIUOHHOTO CaMOIIOATOTOBKH,
YIIPABJICHUIO Marepuana Tect
CpEICTBAMU 3alUThI
peld m Utoro 1
uHpOopMaun
Hroro 3a cemectp 26
7 cemecTp
5 AnMuHKCTpUpOBaHue | BeinmonaHenue 18 [IK-13, I1K-14 |3amura KypcoBbIX
U yIIpaBJICHUE KypCOBOTO MPOEKTa / IPOEKTOB /
CpPEACTBAMU 3aIUThI KYpPCOBOM pabOThI KYPCOBBIX paloT,
MH(pOpMALUU OT Tect
(opman Hroro 18
HECAaHKIIMOHUPOBAHHOTO
JOCTyTA.
Hroro 3a cemectp 18
Hroro 44

10. Kypcosoii npoexT / KypcoBasi padora
TpynoeMKOCTh ayJUTOPHBIX 3aHATUH M (QOpMHUpyeMble KOMIETEHIIMM B paMKax BBIIOJHEHUS
KypCOBOT'O IPOeKTa / KypcoBoil paboThI npencTaBiensl Tadiauue 10.1.
Tabnuna 10.1 — TpynoeMKOCTb ayIUTOPHBIX 3aHATHM M (OpMUpYEeMble KOMIETEHIIMM B paMKax
BBINOJIHEHUS] KYPCOBOT'O ITPOEKTA / KypCOBOM pabOThI

Tpynoemkocts,| PopMupyembie

HanmeHnoBaHue ayIMTOPHBIX 3aHATHN
q KOMIIETEHIINHT

7 cemecTp

Boinonnenue kypcoBoii paboTsl Ha TeMy “AJIMUHHUCTPUPOBAHUE U 18 I1K-13, I1K-14
ynpasieane C3U or HC/I”. CoBMeCTHO ¢ pyKOBOJIUTEIEM
BO3MOXEH BBIOOp JAPYroif TeMbI KypCOBOW pabOThI, OJJHAKO
HEOOXOIUMBIM SIBJISIETCS YCIOBHE MPUMEHEHHSI B paMKax KypcoBOH
paboThI CpeaCTBa 3alUTH HH(POPMAITUN OT
HECaHKIIMOHMPOBAHHOIO JOCTYTIA B JOKAJILHOM CETH C
PUMEHEHHEM BBIJJAaHHBIX MpernojaBaTeieM BUPTYaIbHbIX MAIlIuH
U BBINOJIHEHNE TpeOOBaHMM 3a/1aHUs IO BApUAHTY.

Hroro 3a cemectp 18

10.1. TeMbI KypCOBBIX IPOEKTOB / KYpPCOBBIX padoT
[TpumepHas TeMaTHKa KypCOBBIX MPOEKTOB / KypCOBBIX paboT:
— Tema xypcoBoii pabotsl: "Anmunuctpupoanue u ympasienne C3U ot HC/I". Kypcoas
paboTa BBIMOJIHAETCS MO0 BapUAHTaM.
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11. PeliTuHrOBasi cUCTEMA /IVIsl OLIEHKH yCIIeBAeMOCTH 00y4ar0 M XCS

11.1. bajuibHbIE OLEHKH JJISl 3JIeMEHTOB KOHTPOJIS
Tabmmma 11.1 — bayutbHBIC OIIEHKH JIJIS1 2JIEMEHTOB KOHTPOJISI

N N MakcumanbHbIi
. MakcumanbHbIi MakcumanbHbIi
DneMeHTHl y4eOHOI 0asut 3a mepuos Bcero 3a
6amn Ha 1-yro KT ¢ | Gamn 3a nmepuon
NEeATEIbHOCTHU Mexny 2KT u na ceMecTp
Hauyana cemectpa | Mexay 1KT u 2KT
KOHeIl ceMecTpa
6 cemectp
3ayer 20 20
3amura oTyeTa 15 15 15 45
Koncnekr 5 5 10
CaMOIIOJrOTOBKH
Otuer no 1adbopaTtopHoOit ) S) ) 15
pabore
Tect 10 10
Htoro makcumym 3a 20 25 55 100
epuo.
Hapacratroum nrorom 20 45 100 100
7 cemecTp
3amuTa KypcOoBBIX 100 100
IPOEKTOB / KypCOBBIX
pabot
Htoro makcumym 3a 100 100
epuos
Hapacratouum nrorom 0 0 100 100
11.2. Ilepecuer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuet OansioB B OLIEHKH 32 KOHTPOJIbHbIE TOUKHU MpeAcTaBieH B Tabmnuue 11.2.
Tabauna 11.2 — [lepecueT 6a/I0B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
baynel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka
> 90% oT MakcuManbHOM cyMMbl 6aytoB Ha gaty KT 5
Ot 70% no 89% ot MakcumanbHOM cymmbl 6ayioB Ha aaty KT 4
Ot 60% 10 69% OT MakcUManbHOI cymMMbl 6ayioB Ha naTy KT 3
< 60% oT MakcuMalIbHOM cyMMBbI 6ansioB Ha naty KT 2

11.3. IlepecueT cyMMbI 0a/1710B B TPAAUIIHOHHYI0 M MEKIYHAPOJAHYIO OLIEHKY
[Tepecuer cymmbl OajIOB B TPaJAULIMOHHYIO U MEXAYHAPOJHYIO OLIEHKY IPEJICTABICH B TalOuIe

11.3.

Tabnuna 11.3 — [lepecuer cyMMbl 0aJlsIoB B TPAAUIIMOHHYIO U MEXAYHAPOIHYIO OIICHKY

Wrorosast cymma 6asmios,

Onenka (I'OC) YUMUTBIBAET YCIIEUIHO CIaHHBIN Onenka (ECTS)
9K3aMeH
5 (oTnU4HO) (3aYTEHO) 90 - 100 A (OTIMYHO)
85-89 B (ouens xopormio)
4 (xopori0) (3a4TeHO)
75-84 C (xoporio)
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70-74
D (ynoBneTBopHUTEIBHO)
3 (Y1OBJIETBOPUTEIIBHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpenctBeHHo)
2 (HCYROBIICTBOPHTEIBHO) (e Hwmxe 60 6amios F (HeynoBneTBOpUTEIIBHO)
3a4TEHO)

12. Y4ueOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE 00ecTeYyeHHe TUCIHILTHHbI

12.1. OcHoBHasi 1MTEpPaTYypa
1. Hesstaun, [I.H. Monmenu 6e30macHOCTH KOMIIBIOTEPHBIX CHUCTEM. YTIPABICHHE JOCTYIIOM U
MH(POPMAIIMOHHBIMU TIOTOKaMH [DJEKTPOHHBIM pecypc| [DIeKTpoHHBIH pecypc]: yued. mocobme —
OnektpoH. naH. — MockBa : T'opsiuas nunusg-Tenexkom, 2013. — 338 c. — Pexum nocryna:
https://e.lanbook.com/book/63235. — 3arin. c 9KpaHa. — Pexum JIOCTYyTIA:
https://e.lanbook.com/book/63235 (nata oopamenwus: 19.05.2018).

12.2. lomoaiHUTEIbHAS JIUTEPATYpPa

1. KowmmiekcHas 3amurta WHGOpMaluu B KOPHOPATUBHBIX CHUCTEMax [DJIEKTPOHHBIA pecypc]:
yueb. nocobue / B.®. [anbrun. — M. : U] «®OPYM» : UHOPA-M, 2018. — 592 c¢. — (Bricmiee
oOpazoBanue: bakanaBpuar). — Pexum pgocrtyma: http://znanium.com/catalog/product/937502 (mara
obpamenus: 19.05.2018).

2. Ilporpammuo-anmapaTHas 3auuTa HHGopMaIuu [DIeKTpoHHbIH pecypc]: YueOHoe mocodue /
I1.b. Xopes. - 2-e u3n., uctp. u gon. - M.: ®opym: HUL[ UHDPA-M, 2015. - 352 c.: un.; 60x90 1/16. -
(Beiciee  oOpaszoBanue).  (mepemier) ISBN  978-5-00091-004-7. —  Pexum  pgocryma:
http://znanium.com/catalog/product/489084 (nara obparenus: 19.05.2018).

12.3. YueOHO-MeTOAHYECKHE ITOCOOH

12.3.1. O0s13aTesibHBIE Y4eOHO-MeTOAUYECKHE MOCOOHus

1. JlaGoparopHbIii IPAKTUKYM IO JUCIUIUIHHE Y TIpaBICHHE CPEACTBAMH 3aIIUTHI HHPOpMAIUN™
/  Paxmamenko MW.A. - 2017. - 83 «c. [DnekrpoHHbli pecypc]: — Pexum mgocryna:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/gia/uszi_lab.pdf (mara obpareHus:
19.05.2018).

2. Meroanyeckue yKa3aHus JUIsl BBITOJIHEHHU] KypCOBOM paOOoThI M0 AUCHUILIMHE "YIIpaBiIeHHe
cpencTBamu 3anuThl nHGopMaruu'" / Paxmanenko M. A. - 2016. - 6 ¢. [DnekTpoHHBI pecypc]: — Pexum
J0CTyna: http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi course.pdf (ata
obpamenus: 19.05.2018).

3. Meroanueckue yKkazaHus AJs BBIITOJHEHHUS CaMOCTOATENbHOM U HHAMBUYaIbHOM paboThl IO
mucnuIuiiHe "YrpaBieHne cpeacTBamMu 3amuThl nHpopmammu" / Paxmamenko M.A. - 2017. - 3 c.

[DneKTpOHHBIN pecypcl: — Pexum JIOCTyTA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/gia/uszi_sam.pdf (mata oOpaleHus:
19.05.2018).
12.3.2. YyeOHo-MeTOAMYeCKHE IIOCOOMS 1JIsl JIMIL C OTPAHMYEHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
WHBAJIU/10B

Y4eOHO-MEeTOIMYEeCKHE MaTepHaIbl ISl CAMOCTOSTEILHOM U ayTUTOPHOIN pabOThl 00yJarOIIIXCs
M3 4Yucia JuI ¢ OTpaHMYC€HHBIMHA BO3MOXKHOCTSAMHA 340POBbS U MHBAJIWJ0B IMPEAOCTABIAIOTCA B (1)OpMaX,
aIalTUPOBAHHBIX K OTPAaHUUCHUSIM UX 3JI0POBbSI U BOCIIPHUATHS HH(DOPMAITUH.

JJ1st M ¢ HAapyleHUsIMM 3PeHus

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA,;

- B TICUATHOHN (pOpPME YBEITUUCHHBIM IIPUPTOM.

JIJ1s1 JINI ¢ HAPYUIEHUSIMH CJIyXa:

- B (pOpMe 3EKTPOHHOTO JOKYMEHTA,;

— B IeUaTHOM opme.

JUJ1s1 JIML ¢ HAPYLIEHUSIMU ONIOPHO-IBUIaTEJbHOIO aNIapara:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA,;

- B MIEYaTHOH (opme.
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12.4. IIpo¢eccuonanbHble 0a3bl JAHHBIX U HH(POPMAINMOHHBbIE CIIPABOYHbIE CHCTEMbI

1. TocymapcTBeHHBIH peecTp CEepPTHPUIUPOBAHHBIX  CPEACTB  3alIUThl  WH(POPMAIIUH:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. MHudopmanmonHo-nouckoBbie cucteMbl Google; Wikipedia.

3. HWudopmanmonssie, CIIPaBOYHbIE u HOpMaTHUBHbIE 6a3b1 JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TeXHUYeCKOe o0ecnedeHne JUCHUIJINHBI U TPpedyemMoe NporpaMMHoe
ol0ecreuenue

13.1. O6mue TpeGoBaHus K MaTepPHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecrie4eHHI0
AUCHUIINHBI

13.1.1. MaTepuajibHO-TeXHHMYECKOE U POrPaMMHOe o0ecredeHue JJIsl JJEeKIIMOHHBIX 3aHATH I
Jlns mpoBeneHus 3aHATUN JICKIIMOHHOTO THIA, TPYIIOBBIX M MHIAWBUAYAJIbHBIX KOHCYJIbTAIUH,
TEKYIIET0 KOHTPOJIS U MPOMEKYTOUHOM aTTeCTAI[UU UCTIOIb3YeTCs y4eOHasi ayTUTOPHUsS C KOJTHMYECTBOM
MOCAIOUYHBIX MeCcT He MeHee 22-24, o0OopymoBaHHas JIOCKOM M CTaHAAPTHOW Y4eOHOW Mebenblo.
Hmerorcss AeMOHCTpallMOHHOE OOOpYIOBAaHWUE H  y4eOHO-HATIISATHBIC TOCOOWS, O00eCIeYHBAIOIIHE
TEMAaTHYECKHUE WILTIOCTPAIIMH 110 JICKITMOHHBIM pa3/ieiaM JUCIUILUIHHBIL.

13.1.2. MaTepua/ibHO-TeXHUYECKOE U POrpaMMHoOe o0ecriedeHue 1Jisl JJa0opaTOPHBIX padoT

Aynuropust MOICTUPOBAHUS, IPOSKTUPOBAHUS U IKCIUTyaTallui UH()OPMALIMOHHBIX U
AQHATUTUICCKUX CUCTEM

yueOHasi ayAuTOpus AJS MPOBENEHUS 3aHATHH MPAaKTHUUECKOTO TUMA, yuyeOHas ayIuTopus Uit
MIPOBE/ICHUS 3aHATUHN JIAOOPATOPHOTO THIIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 407 ayn.

Onucanue uMeromerocss 000py10BaHus:

- Kommnbroreps! kiacca He Hipke: miara Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core i3 3.06 GHz/ DDR 1III Kingston CL9 (2 mr.) mo 2048 Mb/ SATA-II 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mr.);

- KommekT cnenuanuzupoBaHHol yueOHON MeOen;

- PabGouee mecTo npenogaBates.

[TporpamMmmHoe obecrieueHue:
Kaspersky endpoint security
— KasperskySecurityCenter
Microsoft Windows 7 Pro
VirtualBox

13.1.3. MaTepuaJbHO-TEXHHYECKOE  IPOrpaMMHOe o0ecredeHne 1Jisi CAMOCTOATEIbLHOH padoThI
Jns camocToATeNbHOM pabOThl MCMONB3YIOTCS Y4eOHbIE ayTUTOPUHU (KOMIIBIOTEPHBIE KJIAccChl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, T. ToMck, Jlennna mpocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnacte, T. ToMmck, yi. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnactp, T. ToMck, Bepmnauna ynuna, 1. 74, 207 ayn.

CocraB o6opy1oBaHUS:

- yueOHas meOerb;

- komnbrotepsl knacca He Hike [I9BM INTEL Celeron D336 2.81T1. - 5 miT.;

- KOMITBIOTEPHI TOJKIIOYEHB K ceTu «VHTepHeT» U 00ecrnedynBarOT JOCTYN B DJIEKTPOHHYIO
nH(pOPMaMOHHO-00pa30BaTEIBHYIO CPEly YHHBEPCUTETA.

[lepedyers mporpaMMHOTO OOECTICYCHHUS:
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- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qyis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKO€E O0ecrieyeHne M CUMILTUHBI JJIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOKHOCTSIMM 3710POBbSI 1 HHBAJIM/I0B

OcBoeHUE TUCHUHUIUIMHBI JIMIIAMU C OTPAaHUYCHHBIMH BO3MOKHOCTSIMH 3/I0pPOBbSI U MHBAJIUAAMHU
OCYIIECTBJISIETCS C UCIIOJIB30BAHUEM CPEACTB OOYUCHHS OOIIEro 1 CrenruaJbHOTO Ha3HAUCHHUS.

[Ipu 3aHATHSAX € OOYyYalOIMMUCS € HAPYWIEHUSIMM CJyXa MPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCHUJIMBAIOIICH ammaparypbl, MYJIbTUMEIUHHBIX CPEACTB M JPYrUX TEXHUYECKUX CPEJICTB
npuema/mepenadn yueOHol MHGOpMaMu B JAOCTYIMHBIX (hOpMax, MOOWIBHON CHCTEMBI MPEIOIaBaHUS
JUIsl 00YYAIOMIUXCsl ¢ WHBAJTUIHOCTHIO, MOPTATUBHON MHIYKIIMOHHON CHCTEMbl. YueOHas ayJauTopusi, B
KOTOpPOU 3aHUMAIOTCs OOYydYarolMecs ¢ HAapyIICHHEeM clyxa, 000pyJAOBaHAa KOMITBIOTEPHOH TEXHUKOM,
ayIMOTEXHUKOU, BUACOTEXHUKOU, FJIEKTPOHHOU IOCKOU, MYJIbTUMEIUNHON CUCTEMOM.

[Ipu 3aHATHSAX C 00YYAIONIUMUCS € HAPYIIEHUSIMHU 3PEHUSIMU TIPEIYCMOTPEHO UCIIOIB30BAHUE B
JEKIUOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH MPOCMOTpa YAaJeHHBIX OOBEKTOB (HAMpHUMeEp,
TeKCTa Ha JOCKEe WIM Cllalij]a Ha SKpaHe) MPU IOMOIIY BHJICOYBEIUYHUTEICH T KOMGPOPTHOTO
MPOCMOTpa.

[Ipu 3ansTHAX ¢ OOydYalOIUMHCS € HAPYUWIEHUSMH ONOPHO-JABUIaTEeJbHOI0 amnmnapara
UCIOJNIB3YIOTCSL allbTePHATUBHBIE YCTPOMCTBa BBOJAa HMHGOpPMAIMM U APYyrue TEXHUUYECKUE CpEeACTBa
npuema/mepenayn yaeOHoil mHGOpManuHM B JOCTYHHBIX (popMax, MOOMIIBHOW CHUCTEMBbI OOyUeHUS JUIs
JIIOJIEH ¢ HHBAJIUIHOCTEIO.

14. OneHo4HbIe MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAIIUH 110 OPraHU3allui U3YYCHUSA
JAUCHHUIIIMHBI

14.1. CoaeprxkaHue OLEHOYHBIX MATEPHUAJIOB U METOAUYECKHE PEKOMEHIALNU
I[JISI OILICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBH?I OCBOCHUA SaerHJIeHHLIX 3a I[I/ICIII/IHJIHHOﬁ
KOMIIETEHIINI UCTOJIb3YIOTCS OLIECHOYHBIE MATepUalbl B COCTaBE:

14.1.1. TecToBbIe 3a1aHUA
1. Kako#t u3 MeTog10B KOHTPOJIs 11e1ocTHOCTH daiinos orcyrctByet B C3U ot HC/I?
a) KonTpons cogepxumoro
b) KonTtpomas arpubyTos
¢) KoHTponb caHKIIMOHUPOBAaHHBIX U3MEHEHUI
d) Kontposns cymiecTBoBaHUs
2. Jlnia yero npeaHa3sHadyeHa nporpamma oneparusHoro ynpasienus B C31 ot HCI?
a) [{nst 3amnThl KOHPUIEHIMANbHON HHPOPMAIITT
b) ns unentudukanuu 1 ayreHTHGUKaIKU noiab3oBatenel 1o 3arpy3ku OC
¢) st LeHTpaln30BaHHOrO YIPABJIEHUS 3alUIIAEMbIMI KOMITbIOTEpAMU
d) 115t KOHTpOJIA BBIBOAA KOH(HIECHIIMAIBLHON HHOpMAIIH
3. HazoBuTe 01H U3 pexXxMMOB paboThl IporpaMMel onepatuBHoro ynpasienus B C3U or HCJ1?
a) Pexxum yripaBiieHUs 3aIlIUTHBIMU MEXaHU3MaMHU
b) Pexxum unentudukanyu u ayreHTU(UKaIUY M0JIb30BaTenen
¢) PesxuM MOHMTOpPHHTA U ONIEPATUBHOTO YIIPABJICHUS
d) Pexxum annapaTHON GJIOKMPOBKH 3alIUIIAEMOr0 KOMIIbIOTEPA
4. BpiOepuTe TUIOBBIE 337a4dl aAMHHUCTpaTOpa OE30MacHOCTH, AJS BBINOJIHEHUs KoTopelix HE
ucnosp3yercs nporpamma oneparusHoro ympasinenus C3U or HCJI B pexxume KoHGUTYpUpPOBaHHUS:
a) PegakTupoBanue cTpyKTyphl ONIEPaTUBHOTO YIIPaBJICHUS
b) Hactpoiika mapameTpoB cOopa JIOKaTbHBIX KYPHAJIOB
¢) KonTponupoBaHue coCTOSHMS 3aIIUIIEHHOCTH CUCTEMBI
d) Hactpoiika napaMeTpoB CeTeBBIX COETUHEHHM
5. Ilepeuncaure TUMOBBIE 3a/a4d aJMHHHUCTpaTOopa 0E30MaCHOCTH, IS BBIMOJHEHUS KOTOPBIX
UCIIOJIb3YETCsI MporpaMma ONEepaTUBHOTO YIIPABICHUS B PEXKUME YIIPaBICHHUSL.
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a) KoHTponmupoBaHHEe M OMOBEIICHHWE O TMPOU3OIICAIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO
nocTyna

b) KoHTponupoBaHue TEKYIIET0 COCTOSIHHSI 3aIIUIIAeMBIX KOMITBIOTEPOB

¢) Hactpoiika mouToBo#i pacchuiku yBegomieHui o coosrtrsix HCJJ

d) BemonHeHuWe NEHCTBHI ¢ 3alIMINaeMbIMH KOMIIBIOTEPAMH IMPH BO3SHHUKHOBCHHH YIPO3 JUIS
0€30MacCHOCTH CUCTEMBI

6. lns wero Heo6xonumo kButupoBanue coosituit HCJ 8 C3U1 ot HC1?

a) Jlns ycrpanenus nocneacteuii HCJI

b) s npenotepamenuss HCJI B Oynymem

¢) Jlns dukcanuu peakuuu agMUHACTpaTopa 6e3onacHocTy Ha coobiTre HCJ]

d) dnst ynanenus coosituss HCJI u3 sxypHaiioB ayaura

7. Kakoli u3 MexaHH3MOB yAaJIEHHOTO YIPaBJIEHUS 3alUIIaeMbIM KOMIIBIOTEPOM HE peain30BaH B
Kaspersky Security Center?

a) YaneHHas yCTaHOBKA IMPUJIOKCHUM

b) Ynanennas nepesarpyska 3aliiacMoro KOMIbIOTEpa

¢) Y naneHHbIi KOHTPOJIb LIETOCTHOCTH UH(OpMAIIMKU OTPAaHUYEHHOTO JIOCTYIa

d) Y nanennoe ynpapieHre HaCTPOWKaMU aHTUBUPYCA

8. Kakue BO3MOXKHOCTM yIpaBiieHUs amnmapatHeiMu  ujaeHTuukaropamu eToken HE
IIPEIOCTABIIAIOT CPEICTBA yUeTa U YIPaBIIEHUs IporpaMMHo-annapatHbiMu C31?

a) O6HoBneHue conepxkumoro eToken

b) OGciyxuBaHue 3apPOCOB Ha pa3dIoKUpoBKY eToken

¢) M3Bneuenue kmoueii mudpoBanus u3 namsatu eToken

d) CamocrosrenpHas peructpanus eToken mons3oBarenem Ha oTaeasHoM WEB-caiite

9. Kakoii U3 BapuaHTOB OTBETAa HE OTHOCUTCS K BO3MOKHOCTSIM LIEHTPAJIU30BAHHOTO ayaAuTa
COOBITHH, CBSI3aHHBIX C MHPOPMALMOHHOW 0€30MaCHOCTHIO B JIOKAJIBHON CETH OPraHU3alUH C MMOMOIIBIO
nporpammsl onepatuBHoro ynpasienus C3U or HCI?

a) KonTtponupoBanue cOCTOSHUS 3aIIUIIIEHHOCTH CUCTEMBI

b) Onpenenenne 0OCTOSATENBCTB, KOTOPbIE MPHUBEIM K M3MEHEHHIO COCTOSHUS 3allUIICHHOCTH
cuctembl win kK HCJJ,

¢) Hacrpoiika koHUTypaIlMOHHBIX TApaMETPOB CEPBEPOB OE30MACHOCTH U ar€HTOB

d) BeisiBiIeHME IPUYHH TPOU3OIICIIITNX U3MEHEHUH COCTOSIHUS 3aIIHIEHHOCTH CHCTEMBI

10. Kakoii wu3 BapuaHTOB OTBETOB HE WCHOJB3YEeTCAd MJi1 OINEPATUBHOTO W3BEIICHUS
aZIMUHHUCTpaTopa OE30MacHOCTH O COOBITHSIX HECAaHKIMOHMPOBAHHOTO JIOCTya B IpOrpamme
onepatusHoro ynpasienus C3U1 or HCI?

a) Busyansnoe oroopaxkenue HCJl Ha nuarpamme yrpaBieHUs

b) [luceMo Ha NEKTPOHHYIO MOYTY aIMUHUCTPATOPY 0€30MacHOCTH

¢) YBegomiienue Ha TenedoH aAMUHUCTpaTopa 6e3omacHoCcTH 1o SMS

d) 3BykoBOe yBeoMIIeHHE B TIpOrpaMMe ONEPaTUBHOTO yrpaBieHus npu Bo3HuKHOBeHNH HCJ]

11. Mexanusm 3amkHyTOM mporpammuoit cpenbl B C3M or HCJl mo3BomsieT ynoOBIETBOPUTH
CIIEYIOIIMM MepaM 3alluThl UH(HOPMAILIMK B TOCYIaPCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMAX:

a) BeigBieHme, aHamM3 ysA3BUMOCTEH WH()OPMANMOHHOW CHCTEMBI M OIEPATHBHOE YCTPAHCHUE
BHOBbB BBISIBJICHHBIX YSI3BUMOCTEH

b) brokupoBanue ceanca 1ocTymna B HHGOPMAIIMOHHYIO CUCTEMY TTOCJI€ YCTAaHOBJICHHOTO BPEMEHHU
0e3eiicTBUs (HEAaKTUBHOCTH) TIOJIL30BATEINS UITU 110 €T0 3aMpocy

¢) YmpaneHue 3amyckoM (OOpameHusiMH) KOMIIOHEHTOB MPOTPAMMHOTO OOECTICUYeHHs, B TOM
quclie OMpeJeNieHne 3allyCKaeMbIX KOMIIOHEHTOB, HACTpPOWKa MapaMeTpoB 3alycka KOMIIOHEHTOB,
KOHTPOJTh 32 3aITyCKOM KOMITOHEHTOB IPOTPaMMHOT0 00eCTIeYeHHUS

d) 3ammura apxuBHBIX (ailioB, MapaMeTpPOB HACTPOWKH CpPEICTB 3aIIUTHl HHPOPMAIUH H
MPOTPAaMMHOTO OOECTIEYeHHS M MHBIX JIaHHBIX, HE IOJISKAIINX W3MEHEHHIO B Iporiecce oOpaboTKH
uHpopMaIuu

12. Jnsg peaym3amuu Mepbl 3allUThl MHOOPMAMA B TOCYJApCTBEHHBIX HWH(GOPMAITMOHHBIX
cucremax «KoHTponb wucmonbp3oBanusi MHTEpGEHCOB BBOAA (BBIBOAA) HMH(OpMAMM HA MAIIUHHBIC
nocutenu uapopmanun» B C3U ot HCJI ciaexyer ncnonp30BaTh CAEAYIONMYIO MTOACUCTEMY:

a) Monaynb Bxoga
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b) [Toacucrema KOHTPOJIS LIETIOCTHOCTH

¢) [loxcucrema pasrpaHU4eHHS HOCTYyNA K yCTPOMCTBAM

d) 3amkHyTas nporpaMMHas cpesia

13. Kakyro u3 Mep 3auuThl HHPOpPMAIMK B TOCYJApPCTBEHHBIX MH(POPMAIMOHHBIX CHCTEMax He
no3BossieT peanuzoBats C3U ot HCI?

a) Peanu3zanusi HEOOXOIUMBIX METOIOB (JIMCKPEIIMOHHBIN, MaHAATHBIN, POJIEBOM MJIM MHOW METOJ),
TUTIOB (YTEHUE, 3aMUCh, BBHIIIOJIHEHUE WM WHOM TUIT) U TPaBUJI pa3rpaHUUYEHUs JOCTyIa

b) Ympanenue 3amyckoMm (0OpalieHUsSMH) KOMIIOHEHTOB MPOTPAMMHOIO OOECICYEHUs, B TOM
qlclie OINPEIENIEHUE 3allyCKaeMbIX KOMIIOHEHTOB, HAacTpOWMKa IIapaMeTpOB 3alyCcka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIIyCKOM KOMIIOHEHTOB IPOrPaMMHOT0 00ecTieueHus

¢) Peanuzanust aHTUBUPYCHOM 3aLITUTHI

d) Yopasnenue 10CTYNOM K MalllMHHBIM HOCUTEISIM UH(GOpMauu

14. Jns peanu3amuu Mepbl 3alUThl MHOOPMALMKA B TOCYJAPCTBEHHBIX WH(GOPMAIIMOHHBIX
cucremax «MOHUTOPUHT (IIPOCMOTpP, aHAIMU3) PE3YJIbTATOB PETHUCTPALlMU COOBITUH 0€30MacHOCTU U
pearupoBanue Ha Hux» B C3U ot HC/] ciienyeT ucnonb30BaTh CIEAYIONIYIO TOJICUCTEMY:

a) [Togcucrema KOHTPOJIS LIETIOCTHOCTH

b) [Toacucrema pasrpaHHueHHs JOCTYIA K YCTPOHCTBaM

¢) [Toacucrema onepaTUBHOTO yrpaBIeHUS

d) 3amkHyTas nporpamMMHas cpesia

15. [Inst gero mpenHa3Hau€H MEXaHU3M KOHTPOJIA MOJIKIIOUEHHS U U3MeHeHus ycTpoiictB B C3U
ot HCJI?

a) [lnst cnexxeHus 3a HEM3MEHHOCTBIO COJIEP>KUMOTO PECYPCOB KOMITbIOTEpa

b) nst orpanmuenus ucnois3zoanus [10 Ha kommbroTepe

¢) Jnst obHapyskeHus U pearupoBaHusl HA U3MEHEHHUSI allllapaTHON KOH(PUTypaluu KOMIIbIOTEPa

d) JIo1st meHTpann30BaHHOTO YIPABICHHS 3alIUIAEMBIMI KOMIIBIOTEpPaMH

16. Jlns uero npennazHadeH mexanusM KoHTpostst neiaoctHoctu (KL) 8 C3U ot HCA?

a) [{nst orpannyenus ucnonbs3oBanus [10 Ha kommibroTepe

b) s obHapykeHusi U pearupoBaHMs HA U3MEHEHUs anlapaTHOW KOH(UTYpalli KOMITbIOTEepa

¢) st ieHTpaln30BaHHOrO YIPABIICHUS 3aLUIIAEMbIMU KOMIIbIOTEPAMU

d) [Ans cnexxeHus 32 HEU3MEHHOCTBIO COACPKUMOI0 PECYPCOB KOMIIBIOTEPA

17. Jlng yero npeaHa3zHauyeH MEXaHU3M 3aMKHYTOH mporpammHoit cpeast B C3U or HCI?

a) [Inst oOHapykeHUs U pearupoBaHUs Ha U3MEHEHHUSI allllapaTHON KOHPUTypaIlluu KOMIIbIOTEPA

b) Jlst ieHTpaIn30BaHHOTO YIPABIECHUS 3aIUIIAeMbIMUA KOMITbIOTEpaMH

¢) st cnexxeHus 3a HEM3MEHHOCTBIO COJIEP>KUMOTO PECYPCOB KOMITbIOTEpA

d) Ans orpannuenus ucnoiab3zoBanus 110 Ha koMnbroTepe

18. HazoBute pesxuMsbl 1715 3aMKHYTON nIporpammHoii cpeast B C3U ot HCIL?

a) KonduneHunanbHbIi 1 CEKPETHBIN

b) DTanoOHHBIN U TTOJITHOMOYHBIN

¢) Msrkuii u )xecTKuit

d) AuckpennoHHBIA U MaHIaTHBIN

19. Kakas u3 3amutHbix pyakuuii HE otHocuTcs k Kaspersky Security Center?

a) YaneHHoe ynpaBlieHuEe aHTUBUPYCHBIMHU CPEACTBAMH 3aIlIUTHI

b) Yyer ycTaHOBIEHHOIO MPOrPaMMHOT0 OOECTIeUeHNs U MIOUCK B HUX YS3BUMOCTEN

¢) Pasrpanudenue gocTtyma mnoyib3oBareiei K HHPOpMAaIi OrPaHUISHHOTO JI0CTYIa

d) Ayaut coObiTuii WHGOPMAITMOHHOW O€30MacHOCTH, TMPOUCXOANINX Ha 3alIUIIAeMbIX
KOMITbIOTEpaX B CETH OpPraHU3aluU

20. Kakune u3 mepeunciieHHbIX 3amuTHBIX Mexanu3moB B C3U or HCJ/] HE ucnonp3yrorcs ms
obecrniedeHus 3auuThl HHPOPMAIIUU OTPAHUYEHHOTO JoCTyma?

a) KonTpoms nienoctHocTH

b) Pasrpanudenue g0CTymna K ycTpocTBam

¢) Unentudukanus u ayreHTUGUKALUS TOJIb30BaTeIen

d) ITorHOMOYHOE pa3rpaHUYEHHUE JOCTYIa

21. Cornacuo mpukazy ®CTOK Poccum or 11 c¢espans 2013 r. N 17 o0 yrBepxaeHuu
TpeboBaHUi O 3amuTe WHPOpPMAIMK, HE COCTABISIONIEH TOCYAapCTBEHHYIO TaliHy, COJepiKalleiics B
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rOCy/IapCTBEHHBIX HH(OPMAIMOHHBIX CHUCTeMaX, Kakoe u3 jaeiictBuii HE oTHocuTCs K BBISBICHUIO
MHIUJICHTOB MH()OPMAIIMOHHON 0€30I1aCHOCTH U pearupoBaHMIO Ha HUX?

a) OnpeneneHue aul, OTBETCTBEHHBIX 3 BBISIBICHUE UHIUIEHTOB

b) AHaiu3 HMHUUAEHTOB, B TOM 4YHCJIE ONPEAEICHHE HCTOYHUKOB M NPUYMH BO3HHUKHOBEHUS
MHIUACHTOB, a TAK)KE OLIEHKA UX MOCIEICTBUI

¢) OnpeneneHue JMll, KOTOPbIM pa3pelIeHbl JEHCTBUSA IO BHECEHUIO M3MEHEHHUH B 0a30BYIO
KOH(HUTypauo nHHOPMAIIMOHHON CUCTEMBI M €€ CHUCTEMBbI 3aIllUThl HHPOPMaIIUN

d) IlnanupoBaHme H TPHHATHE MEp MO NPEIOTBPALICHUIO I[TOBTOPHOIO BO3HHUKHOBEHHS
WHIMJICHTOB

22. CornacHo mpukazy ®@CTOK Poccum ot 11 despans 2013 r. N 17 o0 yTrBepkIeHUH
TpeOoBaHUI O 3amTe MH()OPMAIMKM, HE COCTABISIONICH TOCYAapCTBEHHYIO TaiiHy, COAepiKauleics B
rOCYJapCTBEHHbIX HH(GOPMALMOHHBIX CHCTEMaX, Kakoe M3 JeHCTBMH OTHOCHUTCS K KOHTPOJIIO
(MOHHMTOPUHTY) 3a OOECIeYeHHEM YpOBHS 3aIIMIICHHOCTH WHPOpPMALUHU, COJepKameiics B
nH(pOpMaAITMOHHON cucTeme?

a) AHanu3 MHUMJEHTOB, B TOM 4YHCJI€ ONPEIECIIEHUE HCTOYHUKOB U IPUUMH BO3HUKHOBEHUS
MHIUJIEHTOB, a TAKXKe OLIEHKA UX MOCIEICTBHM

b) Omnpenenenue napaMeTpoB HACTPOWKH MPOTPAMMHOTO OOECIICUEHUS, BKIIOYAs MPOrPaMMHOE
obecriedeHne CpeACTB 3alMThl MH(MOPMALUHM, COCTaBa M KOH(UIYpallMUM TEXHUYECKHUX CpPEACTB U
MPOTPaMMHOTO O0ECIIEUeHHUsI 10 BHECEHHs HM3MEHEHHH B 0a30ByI0 KOH(UTyparuio WHGOPMAIUOHHOM
CHCTEMBI U €€ CUCTEMbI 3allUThl HH(OpMALUU

c) AHamu3 W oneHKa (QYHKIIMOHUPOBAHHMS CHUCTEMBI 3alIUTHI WHpOpMANUKA HHPOPMAMOHHOU
CHCTEMBI, BKJIIOYasl BbISBIICHUE, aHAIM3 U YCTPAaHEHUE HEJOCTATKOB B ()YHKIIMOHMPOBAHUU CUCTEMBI
3anIUThl HH(GOPMAIKA HHPOPMALMOHHON CUCTEMBI

d) Ympasnenue cpeacTBaMu 3aluThl HHGOpPMALUU B MHPOPMALMOHHOM cHCTEME, B TOM 4YHUCIIE
napaMeTrpamMu HaCTPOUKH NMPOrpaMMHOI0 00ecreYeHUsI

23. Cornacuo mpukazy ®CTOK Poccum or 11 cdespans 2013 r. N 17 o0 yrBepxaeHUu
TpeOoBaHMH O 3ammTe MH(OPMAIMK, HE COCTABISIONICH TOCYNapCTBEHHYIO TaifHy, COepiKalieiics B
rOCYJJapCTBEHHbIX MH(OPMAIMOHHBIX CHUCTEMax, K MepaM [0 OrpaHMYEHHIO IPOTrpaMMHOM cpelibl
OTHOCHTCSI BbICKa3bIBaHUE:!

a) Jomxubel oOecrieuuBaTh YNpaBICHUWE IpaBaMM M HPUBUIETUSAMH CyOBEKTOB JOCTYyIIa,
pasrpaHUYeHre JOCTyla CYOBEKTOB JOCTyna K OOBEKTaM JOCTyla Ha OCHOBE COBOKYIHOCTH
YCTaHOBJICHHBIX B MH(OPMALMOHHOM CHCTEME MpaBWJI pasrpaHMUYCHMs JOCTYIa, a TaKkke 00ecreuynBaTh
KOHTPOJIb COOJIIOJIEHUS 3TUX MPABUII

b) JlomxHbl oOecrneunBaTh cOOp, 3amUCh, XpaHEHHE M 3alIUTy HMHGOPMAIMM O COOBITHUAX
0€e30MacHOCTH B UH(OPMALIMOHHON CHCTEME, a TAK)KE€ BO3MOKHOCTh IIPOCMOTpPa U aHaiIMu3a MH(opMaluu
O TaKUX COOBITUSX U pearupoBaHHe Ha HUX

¢) JlomkHbl o0ecnieunBaTh YCTAaHOBKY M (MJIM) 3aITyCK TOJIBKO Pa3pelieHHOro K MCIOIb30BaHHIO B
MH(GOPMALIMOHHOM cHCTEeMe MPOrpaMMHOT0 O0eCTedeHUsl WM UCKII0YaTh BO3MOXKHOCTh YCTAaHOBKU U
(unm) 3amycka 3ampelieHHOr0 K HCIHOJB30BaHMIO B HMH(POPMAIIMOHHOM cHCTEME MpPOrpaMMHOTO
obecrieyeHus

d) HomxHbl oOecnieunBaTh OOHapyk€HHE B HH(OPMALIMOHHOW CHCTEME KOMIBIOTEPHBIX
porpaMM JIMOO MHOM KOMIBIOTEPHOH MH(pOpMaLuu, NpeJHAa3HAYEHHOH AJi HEeCaHKLMOHUPOBAHHOTO
YHUUYTOXKEHHUS, OJIOKUPOBAHUS, MOAU(PHUKAUN, KOMHPOBAHUS KOMIBIOTEPHONH UWHGOpMaAUU WIH
HeHTpaln3aum cpesICTB 3alIUThl HHPOPMALIKH, a TAKXKE pearupoBaHrue Ha OOHApYKEHUE 3TUX MPOrpamMm
1 uHbopMauu

24. Jlns gyero npenHazHayeHo TeHeBoe konuposanue B C3U ot HC/I?

a) [lns HakoruieHus: UHQOpPMaMM O COOBITUSIX, PETUCTPUPYEMBIX Ha KOMIIBIOTEPE CpelCTBaMU
CHUCTEMBI 3aIIUThI

b) /111 KOHTPOJIS ¥ OMOBELEHUS O MPOU3OLIEIIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO JOCTYIIA

¢) [na mepemerenuss AyOnuKaTOB (KOMMI) JaHHBIX, BBIBOJAMMBIX Ha OTYYKIaeMble HOCHUTEIH
uH(popManun

d) HenpaBuiibHBIH OTBET

25. ns xakux ycrpoiictB HE ocymectBnsiercs TeneBoe konupoBanue B C3U ot HCJL?

a) [IpunTephI
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b) USB-nocurenun

c¢) CereBble KapThl

d) CD-npuBoib1

26. C kakoW menplo MOXxeT ucrnoyib3oBaThess Kaspersky Security Center B rocyaapCTBEHHBIX
MH(POPMALMOHHBIX CHCTEMAaXx?

a) 3amuTa KOH(MUIEHIMATBbHON WHGOpPMANUU, B TOM YHCIE NEPCOHAIBHBIX JIaHHBIX, & TaKXKe
CBEJICHHUI COCTABJISIIOIIMX FOCYJApPCTBEHHYIO H KOMMEPYECKYIO TaliHy

b) Ympasienue )XU3HEHHBIM [IUKIJIOM alMapaTHbIX ayTeHTU(HUKATOPOB

c) Coop, oOpaboTka u cucTemMaru3anmus HHPOPMALMU O TMPOTPAMMHOM U ammapaTHOM
o0ecrneueHnH, yCTaHOBIIEHHOM Ha KOMITBIOTEpAxX U cepBepax B JIOKAJIBHOM BHIYMCIUTENLHOM ceTn

d) LleHTpann30BaHHOE PELICHWE OCHOBHBIX 33/1a4 IO YIPABJICHUIO M OOCITY)KHBAHUIO CHCTEMBI
3alUThI CETH OpPraHu3aluu

14.1.2. TeMbl OIPOCOB HA 3aAHATHAX

1. OcHOBHBIE (PYHKIIUHU CPENICTB LEHTPATMIOBAHHON HHBEHTAPHU3AINN PECYPCOB JIOKAIBHOM CETH.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocHoBuele ¢pynkuuu B Kaspersky Security Center?

4. Kak nmomyuuts HHGOPMALIUIO O KOHKPETHOM KOMIIbIOTEpPE B CETH?

5. Yrto Takoe macnopt KoMmibloTepa?

6. Ilepeuncaure TUNOBBbIE 3a/a4d aJMHHHUCTpaTOopa OE30IACHOCTH, IS BBINOJHEHUS KOTOPBIX
HCIIOJIb3YETCsI porpaMma ONEpaTUBHOIO YIIPABJIECHUS B PEXKUME YIIPABICHMUSL.

7. Kakoii popmaT naHHbIX ucnonb3yercs B xypHanax C3U ot HC/I?

8. J11s1 Kakux yCTpOMCTB peaaru30BaH MEXaHU3M KOHTPOJISI TOAKIIOUYEHUS U U3MEHEHUS?

9. Kakue ecTb pexxumbl 151 3aMKHYTOM TPOrpaMMHOM cpeibl?

10. Iepeuncnure TUTIOBBIE 33Jaud aJIMHHHUCTpAaTOpa OE30MACHOCTH, JJIS BHIIOJIHEHUS KOTOPBIX
UCHOJIb3YyeTCsl IporpaMma OIepaTUBHOTO YIPABJICHUS B peXXUMe KOH(PUTYpUPOBAHUSI.

11. Jlng yero HyXHbl OTYETHI O pe3yiabTaTax HHCIEKTHpoBaHMsI? Kakue rpynmnbsl OT4ETOB
[IPEJUIAaraloTCs CpeACTBAMU LIEHTPAIM30BaHHONW HHBEHTAPU3ALUU PECYPCOB JIOKAIbHOM ceTn?

12. Yto Takoe «CepBep aAMUHUCTPUPOBAHUS)?

13. Yro Takoe «Y jajieHHasi ycTaHOBKa» M Kak el MOJIb30BaThCs?

14.1.3. 3auér
. Jly1g yero npeaHa3Hau€H MEXaHU3M KOHTPOJIS TIOJKIIOUEHHS] U U3MEHEHUS yCTPOUCTB?
. JU1 KakuX yCTpOMCTB pealn30BaH MEXAHU3M KOHTPOJIS NOJKIIOUEHHUS U U3MEHEHUS?
. st gero nmpeaHazHaueH MeXaHu3M KOHTPOoJIs 1ienoctHocT (KIT)?
. Jlu1d 9ero npeaHasHaue€H MEXAHU3M 3aMKHYTON IIPOrpaMMHOMN cpenbl?
. [lepeuncnure u NOSCHUTE METO/bI KOHTPOJIS LIETOCTHOCTH.
. Kakue ectb pesxnMsl JU1sl 3aMKHYTON IIPOrpaMMHOM cpenbl? B ueM 3akiirouaroTes X OTIINYus?
. J1J1g 9ero Hy»XeH *ypHas COObITHII?
. Kakoit popmar nannbix ncnosas3yercs B xypHanax C3U or HC/I?
. [IpuBeuTe M NOSICHUTE HECKOJBKO KaTErOPHil perucTpanuy COObITHIA.
10. Kto MmoxxeT paboTats ¢ )xypHamom?
11. Jlyis yero Hy>KHO TeHEBOE KOITUpPOBaHUE?
12. JIns1 KakuX YCTPOMCTB MOYKET OCYILECTBIIATHCS TEHEBOE KOMMPOBAaHUE?
13. [Ins yero npeaHazHadeHa nporpamma oneparuBHoro ynpasieauss C31 or HC/I?
14. Kakue pexxumbl paboThl UIMEET porpamma onepatuBHoro ynpasienus C3U ot HC/I?
15. TlepeuncnuTe THMOBBIC 3aJa4l aIMUHHCTpPATOpa OE30MAaCHOCTH, JJIsi BBHITIOJHEHUS KOTOPBIX
UCIOJIb3YyeTCsl TporpaMma OIepaTUBHOTO YIPaBIECHUS B peXXKUMe KOH(PUTYpUPOBaHUS.
16. TlepeuncnuTe THMOBBIC 33aa4d aJIMHUHHCTpPATOpa O€30MAaCHOCTH, JJISi BBHITIOJHEHUS KOTOPBIX
UCIOJIb3YETCS porpaMma ONEPATUBHOIO YIIPABJICHUS B PEKUME YIIPABICHUS.
17. B kako# mociie10BaTeNbHOCTH IIPUMEHSFOTCS TApaMETPhI TPYIIOBBIX MOJIUTHK?
18. [yt uero HeoO6xoxuMo KBUTHpoBaHue coobiTrii HC/1?
19. Kakue BUIBI OTYETOB MOKHO OCTPOUTH C TOMOIIIBIO porpammel OY?
20. B kakux ciyyasix He00X0AMMO U3MEHEHHE CEeTEBbIX HACTPOEK?
21. Ilepeuncnute QpyHkuuu cepBepa aamuHuctpupoBanus Kaspersky Security Center.
22. Jlng d9ero HeEOOXOIUM TMAcCIOpPT KOMIIBIOTEpAa B CpPEACTBAaX IEHTPATU30BaHHOM

O 00 1IN DN K W —
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WHBEHTapU3alliu PECYPCOB JIOKAJIbHOU ceTu?
23. HazoBuUTE OCHOBHBIC 3aJ]a4H, BOSHUKAIOIINE MMPU YIIPABICHUHU KU3HEHHBIM ITUKJIOM YCTPOICTB
ayTeHTU(UKALUH.

14.1.4. Bonipochbl Ha caMONIOATOTOBKY

1. C3U ot HCJI — apxutekTypa.

2. C3U or HCI- 3amuTHbBIE MEXaHU3MBI.

3. C3U ot HCJI - OnepaTuBHOE yIpaBJICHHUE.

4. llenTpanu3oBaHHasi ”HBEHTAPU3AILUS PECYPCOB JIOKAJIbHOM CETH .

5. LlenTpanu3oBaHHas 3allUTa OT BUPYCOB B JIOKAJIBLHOM CETH.

6. LlenTpanii3oBaHHOE YNPABJICHHE CPEACTBAMU 3aIIUTHl OT HECAHKIIMOHUPOBAHHOIO JIOCTYIA B
JIOKaJIbHOM CETH.

7. lleHTpanu30BaHHBIM y4YeT M YNpaBICHUE NPOrPAMMHO-ANMAPATHBIMU CPEJICTBAMU 3aIUTHI
nHpopManuu.

14.1.5. Temsbl J1a60paTOPHBIX padoT

[{enTpasin30BaHHAasi UHBEHTAPU3ALUA PECYPCOB JIOKaJIbHOU ceTu. [IpoBeaeHrne HHCIIEKUNA U yueT
M3MEHEHUN KOH(PUTYpALUU 3alUIIaeMbIX pa00UHX CTAHLIUM.

VYmpasinenue cepBepamu anmuuuctpupoBanus Kaspersky Security Center. IleHTpanm3oBaHHas
HacTpoiika cpeactBa anTuBUpycHOM 3amuthl Kaspersky Endpoint Security. Aymut coObiTuii u
JIOTIOJTHUTETHHBIC BO3MOKHOCTH.

Pasrpannuenue noctymna K JaHHbBIM. Pasrpanuyenue qoctymna K yctpoiictBam. KoHTponbs medatu
KOH(UICHIIMATLHBIX JaHHBIX.

3aMkHyTas mporpamMmmHas cpeaa. KoHTposb 11eT0CTHOCTH.

Aymur cobbituit mHpopManmonnoi Oe3zomacHoctn C3U or HCJ. Pabora co cBemeHusMU B
KypHaJle perucTpauuu coObITuii. TeHeBoe KOMUPOBaHUE.

OrniepaTMBHOE YIpaBIICHWE 3allWIIAeMbIMA PAOOYMMHU CTAHIMSIMH W MOHUTOPUHT COOBITHIA
nH(pOpMaMOHHOM 06€301MacHOCTH

VYrpasieHrne XKHU3HECHHBIM ITUKJIOM CPEJICTB ayTeHTU(UKAIMKA anmnapaTHBIX HICHTU(UKATOPOB C
MOMOIIBIO CPEJCTB IIEHTPAIM30BAHHOTO y4yeTa U YIPaBICHUS MPOrpaMMHO-aINapaTHBIMU CPEACTBAMHU
3aIuUThl HHPOPMAITUH.

14.1.6. TeMbI KypCcOBBIX IPOEKTOB / KYPpCOBBIX padoT

Beinonnenue kKypcoBoil paboTel Ha TeMy “AnmuHucTpupoBaHue u ynpasieHue C3U or HCJ”.
CoBMECTHO € pyKOBOJUTENIEM BO3MOXKEH BBIOOp IpYroil TeMbl KypCOBOWM pabOThI, OJHAKO HEOOXOAUMBIM
ABIISICTCA YCIIOBHE INPUMEHEHHUS B paMKax KypcoBOM pabOThl cpencTBa 3aliUThl MHGOpMAIMH OT
HECaHKLIMOHUPOBAHHOTO [JOCTyNa B JIOKaJbHOW CETH C MPUMEHEHHMEM BBIJAHHBIX IPENOoJIaBaTeIeM
BUPTYaJIbHBIX MAIIMH U BBIIIOJIHEHUE TPEOOBaHUMN 3a1aHUs TI0 BApUAHTY.

PaccMoTpuM 3anmaHue, KOTOpo€ HEOOXOIMMO BBIMOJIHUTH B paMKaX BBINOJHEHHUS KypCOBOM
paloThI:

1. B cooTBeTcTBMM C BapuaHTOM, OIpeAenuTb uH(MopMmaiuoo, o0pabaTeiBaeMyl0 B
aBTOMAaTU3MPOBAHHBIX CcHCTeMax opraHuzanuu. OmnpeaenuTs yrpo3bl, a Takke HHPpOpMAIHIO,
HYKJAIOIIYIOCS B 3alllUTe.

2. O0beIMHUTD BUPTYaJIbHbIE MAIlIMHBI, BBIAHHBIE TIPENOJaBaTeIeM B JOMEH.

3. IlpousBectn ycTtaHoBKY cepBepHOor u kiueHTckux 4dacteit C3U ot HCJl Ha BupTyasibHBIE
MAalIVHBbI.

4. Tlpoussectu HacTpoiiky monacuctemM C3U or HCJ/] B cooTBeTcTBUU C BapHaHTOM (CO31aTh
KaTaJoru 1 (aiisisl Ha BUPTYalbHBIX MaIIMHAX, KOTOPbIe Obl COOTBETCTBOBAJIH

naHHou nHpopmanun). Crofa BXOAUT HACTPOIiKa, a Takke 00bsICHEHNE IPUYHH, B COOTBETCTBUH C
KOTOPBIMH OBLITM HACTPOEHBI JJAHHBIE MTOJICUCTEMBI:

— IMomutux C3U ot HCJI.

— Pasrpannuenue nfocryna K yCTpoHCTBaM.

— 3ajaHne MaHJaTHOTO WM TUCKPEIIMOHHOTO METO/1a YIIPABICHUS TOCTYIIOM.

— Hacrpoiika 3aMKHYTOH IporpaMMHOM cpefibl (00s13aTenbHa Il HEUETHBIX BapUAHTOB).

— Hacrpoiika KOHTpOJIS HEIOCTHOCTH JAaHHBIX (00s3aTenbHa JIJIsl YETHBIX BAPUAHTOB).

— Hacrpolika 3aTupaHus JaHHBIX.
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— Hacrpolika KOHTpOJIs I1eyaTH.
5. IloAroTOBUTH MOSICHUTENIBHYIO 3aIUCKY, COJEpPIKalllyl0 ONHCaHHE BBIIOJHEHHBIX paloT, a

TaK>Ke BBIBOJIBI 10 BCEH paboTe.

14.2. TpeGoBaHUA K OLEHOYHBIM MATEPHAJIAM JIJIAl JIMI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU
310POBbSI H HHBAJIWI0B
Jns nunm ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSMM 3JI0POBbS M HHBAIUAOB IPETYyCMOTPEHBI

AOIOJHHUTCIIBHBIC OIICHOYHBIC MAaTCpHUaAJIbl, IICPCUYCHb KOTOPBIX YKAa3aH B Ta6n1/1ue 14.
Ta6mz1ua 14 — HOHOJ’IHI/ITCJ'IBHI)IG MaT€pHralibl OLCHUBAHUA IJId JIKI C OTPaHUYCHHBIMHU BO3MOKHOCTIMU

3710pOBbSI U UHBAJIIUOB

Kareropuun
00yJaroImxcst

Buasl 10mMoIHUTENEHBIX OLICHOYHBIX
MaTepHalioB

@OpMBI KOHTPOJIS U OLICHKH
pe3yJabTaTOB 00Y4YEHUs

C HapyleHus MU
ciyxa

TecThl, TUCbMEHHBIE CAMOCTOSTEIIHLHBIE
paboTHI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE paOOTHI

[IpenMytiecTBEHHO MUCHMEHHAS
IpoBEpKa

C HapyleHus MU
3peHUst

CobecenoBanue 1o BOIpocaMm K 3a4eTy,
OIIPOC IO TEPMHHAM

[TpenmymiecTBEHHO yCcTHAs MMPOBEPKa
(MHAMBUIYATBHO)

C HapyueHusIMHI
OIOPHO-
JIBUTATEIILHOTO
armapara

Pemenue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE pabOThI, TUCHMEHHBIE
CaMOCTOSITENIbHbIE PabOThI, BOIPOCHI K
3ayery

[Ipenmy1ieCTBEHHO TUCTAHIMOHHBIMU
MeToIaMU

C orpaHryYeHUSIMU TIO
o0IIeMeTUIINHCKUM
MOKAa3aHUSIM

TGCTI)I, INHUCBbMCHHBIC CaMOCTOATCIBHBIC
pa6OTLI, BOIIPOCHI K 3a4€TY,
KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBCTEIL

[Ipenmy1iecTBEHHO IPOBEpPKA
METO/IaMHU HCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanuyeckne peKOMEHIAIUM M0 OLEHOYHBIM MaTepuaJiaM JIsl JIMI ¢ OTPAHMYeHHbIMH
BO3MOKHOCTSIMM 3/10POBbSI H HHBAJIN/10B

Jlis i ¢ OrpaHMYEHHBIMM BO3MOXKHOCTSIMU 3/10pOBbS. M HMHBAJIUAOB IMPEAyCMaTpUBAETCS
nocTynHas popMa npeaocTaBIeHUs 3aJaHU OLIEHOYHBIX CPEJICTB, @ UMEHHO:

— B [1I€YaTHOM (opme;

- B [I€YaTHOH opMe ¢ yBeIMUEHHBIM HIpU(TOM;

- B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;

- METOJIOM YTEHHS ACCUCTEHTOM 3aJIaHUs BCIIyX;

- IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYP/AONEPEBO/IA.

JlunaM ¢ OrpaHHYE€HHBIMH BO3MOXHOCTSIMM 3/10pOBbSl M MHBAJMJaM YBEJIMYMBAETCS BpeMs Ha
MIOAATOTOBKY OTBETOB Ha KOHTPOJBHBIE BOIpPOCHL. J[ns Takux oOyuaromuxcs MpeaycMaTpuBaeTcs
nocTynHas popMa npeaocTaBIeHHsI OTBETOB HA 3aJaHUs, a UMEHHO:

— MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB Ha KOMIIBIOTEPE;

- HaOOp OTBETOB C UCIOJIb30BAHUEM YCIYT aCCUCTEHTA;

- IIPEJICTaBICHUE OTBETOB YCTHO.

[Tpouenypa olueHUBaHMSI pPE3yAbTAaTOB OOYUEHHS JIML C OrPaHMYEHHBIMH BO3MOKHOCTSIMH
3I0pOBbSI U MHBAJIMJIOB 0 JAMCLUIUIMHE NPEIyCMaTPUBAET NpeAocTaBlieHUue MH(opMaruu B ¢opmax,
aIaTHPOBAHHBIX K OTPaHIYEHISIM UX 3I0POBbBS U BOCIIPHUSTHS MHPOPMAITUH:

JI1s1 JIMI ¢ HApYIIeHUsIMHM 3PeHHUs:

- B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOI (popMe YBETUUEHHBIM LIPUPTOM.

JI1s1 1ML ¢ HApYLIEHUsSIMM CJIyXa:

- B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

Jlst M1 ¢ HApYIIeHUsIMU ONIOPHO-ABUIATEJILHOTO annapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA,;

CornacoeaHa Ha noptane Ne 28322

19




- B MIEYaTHOH (opme.
HpI/I HeO6XOI[I/IMOCTI/I UL Jing, € OrpaHUYCHHBIMU BO3MOXHOCTAMU 300POBbA W HWHBAJINIO0B
IpoIleypa OICHUBAHUS PE3yIbTaTOB 00YUEHHSI MOXKET IPOBOJUTHCS B HECKOJIBKO ITATIOB.
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