MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0ZKeTHOE 00pa3oBaTe/ibHOE YUpeK/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20 T

PABOYAS ITPOTPAMMA TV CHUTIJIMHBI
YnpasiieHue cpeicTBaMu 3alMThI HHPOPMALHHA

YpoBeHb 00pa3zoBaHus: BbIcIee 00pa30BaHue - CIEIUATUTET

HampaBnenne moarotroBku /  cnenuanbHOCTh:  10.05.03 HWudopmanuonHas  6e30MacHOCTb
aBTOMATHU3HPOBAHHBIX CHCTEM

HampaBneHHoCTh (mpoduiip) / CIIeaIn3ays: HNudopmannonnas 0e30macHOCTh
aBTOMATHU3UPOBAHHBIX 0AHKOBCKHMX CHCTEM

dopma 0OyueHUs: OUHaASA

daxynbreT: @B, ®akyabTeT 6€30MaCHOCTH

Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii uHPOPMAUNMOHHOW 0€30MACHOCTH JIEKTPOHHO-
BbIYHMCJIUTEJIbHBIX CHCTEM

Kypc: 3, 4

Cemectp: 6, 7

YuebOnsrit man Hadopa 2013 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunpl yueOHOI 1eITeNbHOCTH 6 cemectp 7 cemecTp Bcero Enununner
Jlekuuun 18 18 4acoB
JlaGopaTtopHbie paboThHI 28 28 4acoB

3 | KoHTpoib caMOCTOSTENHHOU PabOTHI 18 18 4acoB
(KypcoBoii poeKT / KypcoBasi paboTa)
4 | Bcero ayiMTOpHBIX 3aHATUI 46 18 64 4acoB

5 |U3 HUX B MHTEPAKTUBHOM (hopme 16 16 4acoB

6 | CamocTtosTenpHas pabora 26 18 44 4acoB

7 | Bcero (6e3 3x3ameHa) 72 36 108 4acoB

8 | OO6mas TpyI0eMKOCTh 72 36 108 4acoB
2.0 1.0 3.0 3.E.

3auer: 6 cemecTp
KypcoBas pabota (mpoekr): 7 cemectp
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(t)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamMma AUCIUIUIMHBI COCTaBJeHA C y4eTOM TpeOoBaHUU (eaepaabHOTO Trocymap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaaprTa Bhiciiero oopazosanus (PI'OC BO) no HampaBieHHIO MOATO-
toBkH (cnernuanpHOCcTH) 10.05.03 WMHbopmanmnonHas 0€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM,
yrBepxkaeHHoro 01.12.2016 ronma, paccMorpena u omobpena Ha 3acemanuu kageapst KUBOBC «  »
20 ropma, mpotokos No

Pa3zpaboTunku:
Houent xad. BUC U. A. Paxmanenko
Houent xah. KUBSBC K. C. Capun

P

3aBeayromumii odecreunBaronieii kad.
KH1B2BC A. A. lllenynanos

Pabouas mporpamma TUCIIUIUIMHBI COTIIacoBaHa ¢ (DaKyIbTETOM M BBITyCKaroIIel Kadeapoii:

Hexan ®b E. M. JlaBeii0Ba
3aBenyromnuii BeITycKaroIen kag.

KNB3BC A. A. lllenynanos
OKCIEPTHI:

Houent xad. BUC O. O. EBcrotun
Houent xad. KUB2BC A. A. Konen
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1. lean 1 3aga4n AUCHUILIHHBI

1.1. Heau qucuumJInHbI
Ilenpro mpernonaBaHusl AUCIHUIUIMHBI SBISIETCA OCBOCHHUE METOJOB YIPABJICHHS MPOTPAMMHBIMH
CpelICTBaMH 3aIIUTHI HH(POPMALIUHU, peaTU30BaHHBIMU Ha OCHOBE KIIMEHT-CEPBEPHON TEXHOIOTHH.

1.2. 3agaun (MCHUIIINHBI

— Tlomyuenue 3HaHWI ¥ YMEHHI 110 METO/IaM cOOpa M ayauTa cOOBITUI WH(POPMAIIMOHHOMN 0e3-
OIMaCHOCTHU B COBPEMEHHBIX CPEJCTBAX 3alUTHl HH(POpMaIH;

— IlonyueHnue ymeHMI ¥ HaBBIKOB IIEHTPAIM30BAHHOIO YIPABICHUS KIMEHTCKUMU MOAYIISIMU U
pearupoBaHusi Ha yrpo3bl O€30M1aCHOCTH;

— Ilomyuenue 3HaHUI O MeTOHaX KOHTPOJS PabOTOCIIOCOOHOCTH M LIEITOCTHOCTH KIMEHTCKUX
MOJTyJIeH CPECTB 3alUThl UHPOPMAIIHH;

— M3ydeHue MeTONOB KOHTPOJIS U OLIEHKM YCTaHOBJIEHHOIO IPOrPAMMHOIO M aIIapaTHOro
o0ecrieyeHHs Ha 3alUIIAEMbIX KOMIIBIOTEpaX B JIOKAJIILHOW CETH;

— H3yuenue meTonoB oOecrieyeHUss U KOHTPOJS aHTUBUPYCHOM 3allUThl pabOYMX CTAaHLUN B
CETH OpraHu3alLuH.

2. Mecto mucuuniuebl B crpykrype OITOII

Hucnunnuna «YnpaBinenue cpeactBamu 3amuThl nHGopmanum» (b1.B.O/1.12) otHOCHTCS K OIIOKY
1 (BapuaTuBHAs 4acTh).

[TpenmecTBYIONMME TUCITUTUTMHAMH, (POPMHUPYIOIIMMH Hava bHBIC 3HAHUS, SBISIFOTCS: be3omac-
HOCTb ONEPAIMOHHBIX cucTeM, be3onacHocTh ceteit OBM, OpranusanoHHOE U MpaBOBOE oOecreueHue
nH(})OpMaITMOHHON 0€30MTaCHOCTH, YTIPABJICHHE CPEACTBAMH 3alIUTH HHPOPMAITUH.

[TocnenyromumMu TUCIUTUIMHAME SBIISIOTCS: 3allliTa BHIMYCKHON KBAIM(UKAIIMOHHOW pabOTHI,
BKJIIOYasl MOATOTOBKY K MPOLIEType 3alUThl U Mpolenypy 3amuThl, [IporpaMMHo-anmnapaTHbeie cpeacTBa
oOecrieueHns HHPOPMAITMOHHON O€30MaCHOCTH, YTIPaBJICHUE CPEICTBAMH 3AIIUTHI HHPOPMALIUH.

3. TpeGoBanus K pe3yJibTaTaM OCBOCHMS JUCHMILIHUHBI

[Tponecc n3yyeHns QUCUMIUIMHBI HAaNpaBiieH Ha (YOPMHUPOBAHUE CIEAYIOIUX KOMIIETSHIIUI:

— IIK-19 cnocobHOCTRIO pa3pabaThiBaTh MPEUIOKEHUS [0 COBEPIICHCTBOBAHUIO CHCTEMBbI
ynpaBieHus: UHQOPMalMOHHOHN 0€30MacCHOCTBIO aBTOMATU3UPOBAHHOM CUCTEMBI;

— TIK-26 criocoOHOCTBIO aIMUHUCTPUPOBATH OJACUCTEMY MWH(POPMALIMOHHONW 0€3011acHOCTH aB-
TOMAaTU3UPOBAHHON CHCTEMBI;

— TIK-28 cnocoOHOCTBIO YIPaBisATh WHPOPMALMOHHON OE30MaCHOCTHIO aBTOMATU3UPOBAHHOMN
CHCTEMBI;

B pesynbrarte nzyueHust JUCUUIUIMHBL 00yJaroIUics JODKEH:

—  3HATh NPUHIUIBI OPraHU3alUN HHPOPMALMOHHBIX CUCTEM B COOTBETCTBUH C TPEOOBAHUSIMHU
10 3amure MH(GOpMaIMK; BO3MOXKHOCTH U Ha3HAY€HHE COBPEMEHHBIX CPE/CTB 3aIUThl HHPOPMALUK OT
HECAaHKIIMOHUPOBAHHOTO JAOCTYTIA.

—  YMeTb BBIOJHATH pabOThl 110 YCTAHOBKE, HACTPOIKE U 00CITy’)KUBAaHUIO IIPOIPAaMMHBIX, IIPO-
rpaMMHO-aINIapaTHBIX CPEJICTB 3aIllUThl MH(OpMAIMK; OPraHU30BbIBaTh TEXHOJOTHUECKUH MpoIecC 3a-
MIUTHl MHQOPMAIIMK OTPAHWYEHHOTO JIOCTYNa B COOTBETCTBHM C HOPMATHBHBIMH IPABOBBIMU aKTaMHU U
HOPMAaTHBHBIMH METOIMYECKUMH JOKyMeHTaMu DenepaibHON Ci1yKObI Oe3onacHocTH Poccuiickoit dene-
panuu, @enepanbHOIl CITyKObI IO TEXHUYECKOMY M SKCTIOPTHOMY KOHTPOJIIO; aIMUHUCTPUPOBATH TOJICH -
cTeMy HMH(pOpPMallMOHHON 0e30MacHOCTH aBTOMAaTU3UPOBAHHOM CHUCTEMBI; yIPaBIATh MH()OPMAIMOHHON
0€301acHOCThIO aBTOMAaTHU3MPOBAHHON CUCTEMBI; 3(PPEKTUBHO HCIIOIB30BATh PA3TUYHBIE METOBI U Cpe-
CTBa 3aIIUThl MHQOPMAIMK JUIsI KOMIIBIOTEPHBIX CETEH; aIMUHUCTPUPOBATH MOJICHCTEMbI MH()OPMAIIMOH -
HOM 0€30IaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

— BJAJIeTh CIOCOOHOCTBIO pa3palaThiBaTh MPEATOKEHUS 10 COBEPLICHCTBOBAHUIO CHCTEMBI
yrpaBieHus: HHPpOPMaAIIMOHHON 0€30aCHOCTHIO aBTOMAaTU3UPOBAHHON CHCTEMBI; HABBIKAMH BBISIBIICHUS U
YHUUYTOXKEHHSI KOMITBIOTEPHBIX BUPYCOB; METOJAMU U CPEJICTBAMHU BBISBIEHUS yIpo3 0€30MacCHOCTH aBTO-
MaTU3UPOBAHHBIM CUCTEMAaM.

4. O0beM TMCHUIIMHBI M BU/IbI y4eOHOH padoThl
OO011ast TpyI0€MKOCTh JUCLHUIUINHBI cocTaBiseT 3.0 3aueTHBIX eIMHUILIBI U IIPECTaBIeHa B Ta0IH -
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ne 4.1.
Tabmuna 4.1 — Tpy1oeMKOCTh AUCITUILUIMHBI

Bupl yueOHO A€ TEIIBHOCTH Bcero yacos CemecTpsl
6 cemectp 7 cemecTp
AymuTopHsbIe 3aHATHS (BCETO) 64 46 18
Jlexuun 18 18
JlaboparopHbie pabOTHI 28 28
KonTpoas camocTosTensHOi paboThl (KypcoBOH 18 18
MPOEKT / KypcoBasi pabora)
W3 HuX B MHTEpaKTUBHON (hopme 16 16
CamocrositenpHast paboTa (Bcero) 44 26 18
BrimonHaeHne KypcoBoro npoekra (paboTs) 18 18
OdopmiieHre 0TYETOB 10 JIA0OPATOPHBIM 21 21
pabotam
[IpopaboTka TEeKIMOHHOTO MaTepHralia 5 5
Bcero (6e3 3x3amena) 108 72 36
OO6m1ast TpyI0€MKOCTb, 4 108 72 36
3auetHble EauHunol 3.0 2.0 1.0
5. ConepsxaHue TUCHUTLINHBI
5.1. Pa3znesnsl JUCHUILIMHELI 1 BUALI 3aHATHI
Paznensl AMCHUIIITMHBL U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuna 5.1 — Pasgensl AUCHUIUIMHEL U BUIBI 3aHATUN
_ (D]
= = = | 8% 2 £
= g g s | § 3 5 g
H o s s 8 FoS 2 0
a3BaHUs pa3Jcia0B AMCHUIIINHBI % o o > o 9 % 5
S © = 2 o 0 = E
S s s o 9 sz
= @) N7 m S & )
6 cemecTp
1 IleHTpanu30BaHHOE YIIPABICHHUE CPEI- 4 16 13 0 33 |TIK-19, IIK-
CTBaMH 3aIIUTHl HHPOPMALIUU OT HECAHK- 26, I1K-28
LMOHUPOBAHHOTI'O JIOCTYIIA B JIOKAJILHOU
CETH.
2 llenTpanu3oBaHHasi ”HBEHTApU3ALIHs 2 4 4 0 10 |IIK-19, TIK-
PECYPCOB JIOKAJIBHOM CETH. Y TAJIEHHBIN 26, I[1K-28
KOHTPOJIb pab0TOCTIOCOOHOCTH CPEACTB
3aImuThl HHGOPMAIIMK Ha pabOYuX CTaH-
USX.
3 IlenTpanu3oBaHHas 3alIUTa OT BUPYCOB 4 4 4 0 12 |TIK-19, TIK-
B JIOKQJILHOM CETH. 26, IIK-28
4 [leHTpaIM30BaHHBIA YUYET U yIIpaBie- 4 4 4 0 12 |TIK-19, IIK-
HHUE [IPOrPaMMHO-AMIAPATHBIMU CPEJl- 26, I1K-28
CTBaMH 3alllUThl UH()OPMALIUH.
6 AHau3 HOPMAaTHUBHBIX TPEOOBaHUII 11O 4 0 1 0 5 I1IK-19
YIPABJICHUIO CPEICTBAMH 3aAIIUTHI WH-
¢bopmanuu
5
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Hroro 3a cemectp 18 28 26 0 72
7 cemecTp
5 AIMUHHCTPUPOBAHUE U YIIPABICHUE 0 0 18 18 18 |1IK-19, IIK-
CpeCTBaMH 3aIUThl HH()OpMAIUHU OT He- 26, I11K-28
CaHKLIMOHUPOBAHHOI'O IOCTYTIA.
Wroro 3a cemectp 0 0 18 18 36
Hroro 18 28 44 18 108
5.2. Conep:xanue pa3aesioB IMCUUIJIMHBI (110 JEKIHSIM)
ConeprkaHue pa3/iesoB TUCIUIUIAH (TI0 JICKIHSIM) IPUBEICHO B Tabmuie 5.2.
Tabmuma 5.2 — ConeprkaHue pasieiaoB JUCIUILIMH (TI0 JISKIIHSIM)
3 =
2 s 5
Z = 5
HasBanus paznenos Coneprkanue pas3zienoB JUCIUILIMHEI 110 JIEKIHUAM - &5
o S E
=3 g =
a e g
= o
6 cemecTp
1 LlenTpannzoBanHoe [IpyHIMIIBI TOCTPOEHUS CPENICTB 3aLIUTH HHPOpMa- 4 [IK-19
yIpaBJIeHHE CPEICTBAMHU | LIMU; OCHOBHbIE MEXaHU3MBbI 3aIUTHI; allllapaTHbIe
3anIUThl UH(POPMALIUHU OT | CPENICTBA; KOH(UTYPUPOBAHHE; ayIUT; MOHUTOPHHT H
HECAHKIIMOHUPOBAHHOTO | ONEPATUBHOE YIIPABICHHE; IOJTHOMOYHOE yIIPaBIECHUE
J0CTyNa B JIOKAJIbHON JOCTYIIOM ¥ KOHTPOJIb [1€4aTH.
ceti. Hroro 4
2 IlenTpanu3oBaHHas OCHOBBI IPOBEJICHUSI NHBEHTAPU3ALUU PECYPCOB B [IK-19
VMHBEHTapU3aLus JIOKQJIbHOM CETH; MOJrOTOBKA K MHCIIEKIIUSAM; NHCIIEK-
PECYpCOB JIOKAIbHOMN LIMU KOMITBIOTEPOB; MOJIy4€HUE OTYETOB C pe3yibTarTa-
CeTU. Yan€HHbIN MU MHCIIEKTUPOBAHUS. YAaNEHHBIA KOHTPOJIb paboTo-
KOHTPOJIb CIIOCOOHOCTH CPEACTB 3alTUThl HHPOpMAIUU Ha pado-
paboTocrnocoOHOCTH YUX CTaHITUSIX.
TB UTHI
CPC/ACTB 3arll Htoro 2
nHpOpMaLUU Ha PabOUNX
CTaHIHSIX.
3 LenTpanu3oBaHHas VYnpasneHue cepBepamMu aIMUHUCTPUPOBAHUS; YIIPAB- 4 [IK-19
3alUTa OT BUPYCOB B JICHWE TpyNIaMy aIMUHUCTPUPOBAHHUS; yIIpaBIICHUE
JIOKAJIbHOM CeTH. KIIMEHTCKUMHU KOMITbIOTEpaMH; paboTa C OTYeTaMH,
CTaTUCTUKOM.
Hroro
4 IleHTpanu30BaHHBIN HasnaueHue cpencts yyera u ynpasiIeHHUs ammapar- IIK-19
yUeT U YIpaBiCHHUE HBIMU MJIEHTHU(PUKATOPAMU ¥ HOCUTESIMU KITFOUEBOH
IIPOrpaMMHO- MH(OPMALIMHU; BO3MOKHOCTH; apXUTEKTYPa; HACTPOIA-
annapaTHbIMU Ka; YIpaBJIeHUE KU3HEHHBIM IIUKJIOM CPEJCTB ayTeH-
CPEICTBaMHU 3alLUTHI TU(QUKAIUN; ayJJUT UCTIOJIb30BaHUS CPECTB ayTeHTH-
nH(popMaIuu. (dbuxarum.
Hroro
6 AHanu3 HOPMATUBHBIX | AHAJTU3 HOPMATUBHBIX TPEOOBAHUII 110 YIIPABICHUIO [IK-19
TpeOoBaHMil 110 CpeICTBaMHM 3alllUThl HH(OpMauu. AHaIU3 HOpMa-
yIIpaBJICHUIO CPEICTBAMU | TUBHBIX TpeOoBaHui denepabHON CiIy>KObI 110 TeX-
3a1UThl HH(OpMaUU HUYECKOMY U SKCcIOpTHOMY KoHTpoJito (PCTIK) npu
6

CornacoeaHa Ha noprtane Ne 28328




obecrieyeHnn Mep 0€30MacCHOCTH ePCOHAIbHBIX J1aH-
HBIX, B TOCY/IapCTBEHHBIX HHPOPMAITHOHHBIX CHUCTE-
Max. AHanu3 TpeboBaHMH 6€301aCHOCTH K aBTOMATH-
3UPOBAHHBIM CUCTEMaM YIPABJICHHS TEXHOJIOTMYE-
CKMMH IPOLECCAMH.

Hroro 4
Hroro 3a cemectp 18
Hroro 18

5.3. Pa3znesibl AUCHUIIMHBI M MEKIUCUMILUINHAPHBIE CBSA3M ¢ 00ecneYuBAKIIMMH (TPeabl Ty IIIUMHU)
U o0ecneynBaeMbIMH (NOCJIeAYOMIUMHU) JUCHUATIIMHAMHA
Pazgenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAOIIMME (TIPEABIAYIIMMU) U
o0ecrneynBaeMbIMH (ITOCIEIYIOMMMHI) TUCHUTUTMHAMHU MIPEICTaBICHbI B Tabuie 5.3.
Tabmuma 5.3 — Pa3aensl IUCIMIUIMHBI U MEKIMCIUTUIMHAPHBIC CBS3U

No pa3nenoB qaHHOM MUCIMIUIAHEL, I KOTOPBIX HEOOXOIUMO

HaumeHOBaHME TUCITUTUIHH U3yueHHe 00eCTIeUMBAIONIUX U 00eCTeYnBaeMbIX JUCIIUILTHH
1 2 3 4 5 6
[IpenmecTByronme qUCUUILIMHBI
1 be3onacHOCTh ONEpalMOHHBIX CUCTEM + + + +
2 bezomacHocTh ceTeit OBM + + +

3 Opranu3anroHHOE U IPpaBoBoe odec-
nevyeHrne nHGOpMaIMOHHOM 0e30macHo- +
CTH

4 yr[paBJ'IeHI/Ie cpeacTBaMu 3alllUTBI UH-

+ + + + + +
(bopmanuu

[Tocnenyromuye TUCITUTITUHBI

1 3amuTa BbIMYCKHON KBaTU(UKALNOH-
HOW paboTHhI, BKJIIOYAst MOJI'OTOBKY K

+ +
MPOIIeType 3aIIUTHI U MPOIIeTyPy 3allln-
ThI
2 IIporpaMmHoO-anapaTHble CpeICcTBa
obecnieyeHus: HHPOPMATMOHHON 6e3- + + + + +
OTIaCHOCTH
3 VnpaBneHue cpecTBaMH 3alIUThl UH- . i . i L+ n

dhopmanmm

5.4. CooTBeTCcTBHE KOMIIETEHIUIi, POPMHUPYeMBbIX TPU U3YYEeHUH TUCHMIIUHBI, 1 BUI10B 3aHATHI
CooTBeTCTBHE KOMITETEHIMH, (OPMUPYEMBIX MPH W3yYEHUW IUCHUIUIMHBI, W BUAOB 3aHATHH
IpeJICTaBlIeHO B Ta0nuie 5.4.
Tabmuna 5.4 — CooTBeTCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3YyYSHUH JAUCIMIUIMHBI, ¥ BUJIOB 3aH-
THHN

Bunnl zanstui

@®opMbl KOHTPOJIS

Kommerenmun

Jlex
JIa6. pab.
KCP (KII/KP)
Cawm. pa0.
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I1IK-19 +

KoHCIeKT caMoIoIroToBKH,
Ormpoc Ha 3aHATHUSAX, 3allU-
Ta KypCOBBIX MPOEKTOB (pa-
oor), 3auer, TecT

I1IK-26

3amura otuera, OTYET 11O
naboparopHoii pabote, 3a-
IIUTa KYPCOBBIX MPOEKTOB
(pabor), Tect

I1K-28

3amuTta otyera, OTYET IO
nmabopaTtopHoii padbore, 3a-
IIUTa KYPCOBBIX MTPOEKTOB
(pabort), Tect

6. UaTepakTuBHBIC MeTOABI M (POPMBbI OPraHU3ANMHU 00yUEeHHUS
TexHONI0ruM UHTEPAKTUBHOTO O0yUYEeHHs PU pa3HbIX (popMax 3aHATUHN NMpUBEIeHBI B Tabmuie 6.1.
Tabmuia 6.1 — TexHOIOrMM HHTEPAKTUBHOTO 00yUYEeHHUs IPU Pa3HbIX HOpMax 3aHITUI

WNuTepakTuBHble T1abopaTopHbie | MIHTEpakTUBH
MeTtonbl P partop P Bcero, u
3aHSTHSA, U bI€ JICKI[UH, Y
6 cemecTp
[IpeseHTanuu ¢ uCnoap30BaHUEM 6 6
CJIaliJIOB C 00CYKIEHUEM
Case-study (MeTO KOHKPETHBIX 4 4
CUTYaIIUH)
Pemenne cutyalimoHHbIX 3a1a4 6 6
Hroro 3a cemectp: 10 6 16
7 cemecTp
Pemenne cuTyalmoHHbIX 3a1a4
HUroro 3a cemectp:
Hroro 10 16
7. JIaGopaTtopHbie padoThI
HaumenoBanue nabopaTopHbIx paboT npuBeaeHo B Tabmuie 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paToOpHBIX padboT
3 =
3 =
O I
= > 0O
HasBanus pasnenos HaunmenoBanue nmabopaTtopHbIX padoT zF &5
o S E
S 8 =
Y 9 2
= S
6 cemecTp
1 LlenTpanu3oBanHOE Pasrpannuenue noctyna kK 1aHHbIM. Pasrpanndenue 4 [1K-26,
ylpaBJIeHHE CPEICTBAMHU | O0CTyMa K ycTpoiicTBaM. KoHTposb neyatn koHpuU- I1K-28
3a1UThl UHGOPMAIUH OT | IEHUUATbHBIX TaHHBIX.
HECaHKIIMOHUPOBAHHOT
CCAHKIMORHIPO 1oro 3amMKHYyTas nporpaMMHasi cpeaa. Kontpois 1ie- 4
TyI1a B JIOKAJIbHOM
JOCTYIA B JIOKANBHO JIOCTHOCTH.
CETH.
Aymut coOpITHil HHYOPMAIMOHHOH 0€30MMacHOCTH 4
C3U ot HC/I. PaGoTa co cBeneHUsIMH B JKypHAJIE
peructpanuu coobIThil. TeHeBOe KOMPOBAHHUE.
8
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OnepatuBHOE yHpaBlieHUE 3alIUIAEMBIMUA PA0OUUMHU 4

CTaHLUSIMH 1 MOHUTOPHHT COOBITUH MH(OPMAIOH-

HOM 0e30macHOCTH

Hroro 16
2 llenTpanuzoBaHHas [lenTpanu3oBaHHas HHBEHTAPU3ALUS PECYPCOB JIO- [1K-26,
WHBEHTApU3aLIN KaJIbHOU ceTu. [IpoBeneHne HHCTIEKINI U y4eT u3Me- [TK-28
pECYpCOB JIOKAJIbHON HEHMI KOH(UTYpalluy 3allUIaeMbIX pab0ounX CTaH-
ceTu. YanéHHbBIN IUH.
KOHTPOJIb Hroro 4
paboTocrnocoObHOCTH
CPEICTB 3aIIUThI
nH(popMaIuu Ha pabounx
CTaHIMSIX.
3 lleHTpanu3oBaHHAs VYnpaienue cepBepamMu aIMAHUCTPUPOBAHUSA 4 [TK-26,
3allUTa OT BUPYCOB B Kaspersky Security Center. LlenTpanu3zoBanHas Ha- I1IK-28
JIOKaJIbHOW CETH. CTpOMKa CpeCTBa aHTUBUPYCHOM 3amuThl Kaspersky

Endpoint Security. Aymut coObITHIA U AOTIOTHUTEINb-

HbIE BO3MOKHOCTH.

Hroro
4 [leHTpaIM30BAHHBIN VYnpapieHue KU3HEHHBIM IUKJIOM CPEJICTB ayTeHTH- [1K-26,
y4YeT U yIpaBlIeHUE (buKayy anmapaTHeIX UICHTU(UKATOPOB C IOMOIIBIO [1K-28
IPOrpaMMHO- CPEICTB LIEHTPAIM30BAHHOT'O YU€Ta U yIpPaBICHHUS
anmnapaTHbIMU IIPOrpaMMHO-AIIAPATHBIMU CPEICTBAMU 3AIUTHI UH-
CPEICTBaMHU 3aIlUTHI dbopmaru.
uHpOpMaLnH. Wroro 4
Hroro 3a cemectp 28
Hroro 28

8. [IpakTHyeckue 3aHATHSA (CEMUHAPBHI)
He npenycmotrpeno PVYII.

Bunel camocrosiTensHOM paboThl, TPYIOEMKOCTh U (pOpMHUpyEeMble KOMITETEHITMH TPEICTaBICHbI B

Tabimie 9.1.

9. CamocTrosiTesqibHasi padoTa

Tabmuua 9.1 — Buasl caMoCTOATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIIUN

3 i
Q ==
o e O T
Bunbl camocrositenbHON & > O
HasBanus paznenon = = = @DopMbl KOHTPOJIS
6 (] = O
paboThI L s 2
X g8 =
a o 2
= S
6 cemecTp
1 LlenTpanuszoBaHHoe [TpopaboTka TeKIHOHHOTO 1 [IK-19, 3augeT, 3ammuTa 0T4YeTA,
yIPaBIECHUE CPEICTBAMU | MaTepuaia [1K-26, Koncnexkr camonoaroros-
3alIUThl UH(POPMALIUU OT OdopMIIEHHE OTHETOB 110 12 I1K-28 KH, OTtéeT HOTJ'Ia6OpaTOp-
HECAHKIIMOHUPOBAHHOT HOM T T
CCAHKIMOHMPOBAHHOTO nabopaTOpHBIM paboTam on papore, 1ec
JIOCTYTIA B JIOKATBHOU
CETH. HUroro 13
2 llenTpanu3oBaHHas [IpopaboTka TeKIHOHHOTO 1 IIK-19, 3ayeT, 3amuTa 0T4YeTA,
WHBEHTApU3aLINs Marepualia [1K-26, Koncnexr camonoaroros-
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PECYPCOB JOKAIBLHOM OdopmiteHre 0TIETOB TIO 3 I1K-28 ku, Onpoc Ha 3aHATHSIX,
ceTu. Yan€HHbIN JabopaToOpHBIM paboTam Otuer no taboparopHo
KOHTPOJIb Wroro 4 pabote, Tect
paboTocrnocoObHOCTH
CPEICTB 3aIIUTHI
UH(POpMaIH Ha pabounX
CTaHIIHSIX.
3 LlenTpanuzoBaHHas [IpopaboTka JIEKIIMOHHOTO 1 [IK-19, 3auer, 3amura oTueTa,
3al[uTa OT BUPYCOB B Marepuasa [1K-26, Koncnekrt camonoaroron-
KaJIbHOM CETH. [IK-2 kH, OTYeT 1o 1 TOp-

JIOKAJIPHOM CC OdopmiieHre 0TIETOB TIO 3 8 ,uO 6e OT aboparop

nabopaTopHBIM paboTam Hou pabote, 1ect

UTtoro 4
4 1lenTpain30BaHHBIM [TpopaboTka JIEKITMOHHOTO [TK-19, 3auer, 3amura oTUeTa,
YYET U yNpaBJiIcHUE Marepuasa [1K-26, KoncnekTt camonoaroron-
IPOrpaMMHO- OQOpPMIICHIE OTHETOB 11O 3 [1K-28 K, OT‘éeT HoTﬂa6opaTop-
aNmapaTHBIMK CPECTBAMH | 1. & oo niv paGoTam HO1 paboTe, Tect
3anIUThl HH(POPMALINH.

HUtoro 4
6 Ananuz HopMmaTuBHBIX | [IpopaboTka JIeKIIMOHHOTO I1IK-19 3auet, KoHcniekT camonon-
TpeOOBaHMI1 IO Marepuaia roToBKH, Tect
YHPaBJIEHHIO CPEACTBAMH | . 1
3a1uThl HHOPMAUN
Hroro 3a cemectp 26

7 cemecTp

5 AIMHUHHCTpUpPOBAHUE U | BBINIOJIHEHHE KypCOBOTO 18 |TIK-19, 3ammra KypCcOBBIX IPOEK-
yIpaBJIeHHE CPECTBAMHU | IPOEKTa (paboThl) I1K-26, ToB (pabor), Tect
3aIUTHl THHOPMAIIHH OT Hroro 18 TIK-28
HECaHKIIMOHUPOBAHHOTO
JOCTyTIA.
Hroro 3a cemectp 18
Hroro 44

10. KypcoBas pa6ora (IpoeKr)

TpyaoeMKOCTh ayIUTOPHBIX 3aHATUH U HOPMUPYEMble KOMIIETCHIIMN B paMKaX BBITIOJTHEHUS Kyp-
COBOI paboTHI (TIpoekTa) npeacTaniaeHs! Tadmmie 10.1.
Tabmuma 10.1 — TpyaoeMKOCTh ayIUTOPHBIX 3aHATUN U (POpMUPYEMbIE KOMIIETCHIIMU B paMKaX BBIMOJIHE -
HUsI KypCOBOM paboOTHI (TIPOEKTa)

v Y =
= 2 =
3 = 5
Z > 5
HaumeHoBaHMe ayTUTOPHBIX 3aHATHH =" &5
° 2 S
= Q=
2. e 2
= o
7 cemecTp
Brinonnenye kypcoBoit paboThl Ha TeMy ‘A IMHUHUCTPUPOBAHHUE U 18 I1K-19, 11K-26,
ynpasinenne C3U1 or HC/I”. CoBMECTHO C pyKOBOAMTEIIEM BO3MO- [1K-28
’KEH BBIOOp JIpyroi TeMbl KypcOBOW pabOThI, OHAKO HEOOXOIUMBIM
SBJISIETCS YCIIOBHE MPUMEHEHUS B paMKaxX KypcOBOI paboThI cpe-
CTBa 3alIUThl HH(POPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA B
JIOKaJIbHOM CeTH C MPUMEHEHNEM BbIJJaHHBIX MPEToaBaTeieM BUp-
10
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TyaJIbHBIX MAallIUH U BBIITOJIHCHUC Tpe60BaHPII>i 3a/IaHuA 110 BapruaH-

Ty.

Hroro 3a CEMCECTP

18

— Tema kypcoBoit pabotsl: "AnmunuctpupoBanue u ynpasienne C3U or HCI". Kypcosas pa-

10.1. TembI KypcoBbIX padoT (IIPOEKTOB)
[TpumepHas TeMaTHKa KypCOBBIX padoT (IPOEKTOB):

00Ta BBINOJIHAETCS I10 BapuaHTaM.

11. PeliTuHrOBasi cucTeMa AJISl OHCHKHU yCII€BaA€EMOCTHN oﬁyqammnxm

11.1. BanjabHbIe OLleHKH IS 3JIEMEHTOB KOHTPOJIS
Tabmuma 11.1 — bayuibHBIC OIIEHKH TSI 2JIEMEHTOB KOHTPOJIS

. . MakcumanbHbIN
. MakcumanbHbBIN MakcumanbHbIN
DneMeHTHl y4eOHOI 0aJut 3a nepuos Bcero 3a
6amt Ha 1-yto KT ¢ | ©Oamn 3a nepuon
NEeITENbHOCTH mexay 2KT u na ceMecTp
Hayana ceMectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
6 cemecTp
3ayer 20 20
3amuTa oT4eTa 15 15 15 45
KoncnexT camomoaroros- 5 5 10
KH
Otuet o nabopaTtopHoii 5 5 5 15
pabote
Tect 10 10
Htoro makcumyM 3a nepu- 20 25 55 100
on
Hapacraromum utorom 20 45 100 100
7 cemecTp
3amuTa KypcoBbIX MTPOCK- 100 100
TOB (pabor)
Wroro makcumyM 3a nepu- 100 100
on
Hapacratoium nurorom 0 0 100 100
11.2. Ilepecyer 6a/1J10B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[TepecyeT 0ayuIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUYKH MpecTaBiieH B Tadymie 11.2.
Ta6mmma 11.2 — IlepecueT 0anioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH
banel Ha 1aTy KOHTPOJIBHOM TOYKU Onenka
> 90% ot MakcuMaiIbHOU cyMMBbI OamioB Ha gaty KT 5
Ot 70% no 89% ot makcumasibHOM cymmbl 6aiioB Ha aaty KT 4
Ot 60% 10 69% OoT MakcUMaIbHON cyMMbl OayioB Ha gaty KT 3
< 60% oT MakcuManbHOM cyMMBbI OaioB Ha naty KT 2

11.3. Ilepecuer cyMMBbI 02/1710B B TPAAULMOHHYIO M MEKIYHAPOIHYIO OLIEHKY
[TepecueT cymmbl 6aIOB B TPAIUIIMOHHYIO U MEXIYHAPOJIHYIO OIEHKY MPEACTaBICH B TaOJIHUIE
11.3.
Tabmuma 11.3 — Ilepecuer cyMMbl 0aJLIOB B TPAAUITMOHHYIO ¥ MEKITYHAPOIHYIO OLICHKY

Onenka (I'OC) Hrorosas cymma 6aios, Onenka (ECTS)
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YUUTBIBACT YCIICIITHO CIAaHHBIH

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (o4enp xoporiio)

4 (xopor1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTEIBHO)

3 (YZIOBJIETBOPUTEIHHO) (3a4TEHO) 60 - 64 E (Hocpercraenio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6amios F (neynoBneTBopUTENIbHO)
3a4TEHO)

12. YueOHO-MeTOAMYecKOe U MHGOPMAIIHOHHOE 00ecTieYeHue TUCIUIIMHBI

12.1. OcHoBHas auTEpaTypa
1. [esanun, II.H. Monenu 6€30macHOCTH KOMIIBIOTEPHBIX CUCTEM. YTIpaBJIeHHUE JOCTYIIOM U HH-
(dbopMaLMOHHBIMU MTOTOKaMHU [DJEKTPOHHBINA pecypc] : yueOd. mocobue — DeKTpoH. JaH. — MockBa :
lopstuast munums-Tenekom, 2013. — 338 ¢. — Pexum moctyma: https://e.lanbook.com/book/63235. —
3arn. ¢ skpaHa. [DnekTpoHHBIH pecypc] - Pexum moctyma: https://e.lanbook.com/book/63235 , nmara
ob6pamenus: 30.05.2018.

12.2. lomosiHuTEILHAS JIUTEPATYypa

1. KommuekcHas 3amura WHPOPMAUM B KOPIOPATHBHBIX cHUCTeMax : yuyeO. mocobue / B.O.
[Manprun. — M. : U] «DOPYM» : UTHOPA-M, 2018. — 592 ¢. — (Bricmiee o6pa3oBanue: bakanaBpu-
at). [DnekTponHbIi pecypc] - Pexum goctyma: http://znanium.com/catalog/product/937502 , nara
ob6pamenus: 30.05.2018.

2. IIporpammuo-anmapaTHas 3amuTa uHGopmanun: Yuedbnoe nmocodbue / I1.b. Xopes. - 2-e u3zn.,
uctp. u jgomn. - M.: ®opym: HULl UHD®PA-M, 2015. - 352 c.: ui.; 60x90 1/16. - (Briciiee obpazoBanue).
(nepermmer)  ISBN  978-5-00091-004-7.  [Onextponnbli  pecypc] -  Pexum  nmocrtyma:
http://znanium.com/catalog/product/489084 , nata oopamenus: 30.05.2018.

12.3. YueOHO-MeTOAMYECKHE ITOCOOUS

12.3.1. O6s3aTesibHbIE Y4eOHO-MeTOAuYEeCKHe T0COOUus

1. JlaGopaTopHbIi MPAaKTUKyM IO JUCHUIUIMHE ““YTpaBieHHE CPeACTBaMHU 3aIUTHI MH(pOpMa-
mun” / Paxmamenko W.A. - 2017. - 83 c¢. [DnektpoHHbIi pecypc] - Pexum mgoctyma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi lab.pdf , Jara oOparie-
Hus: 30.05.2018.

2. Meronuueckue ykasaHMsl JUIsl BBIIIOJIHEHUSI KypCcOBOW paOOThl MO AUCHMILIMHE "YIIpaBieHue
cpeactBamu 3anuThl nHGopManuu" / Paxmanenko M.A. - 2016. - 6 c. [DnekTpoHHBIi pecypc] - Pexxum
nocrymna:  http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi course.pdf , mara 006-
pamenusi: 30.05.2018.

3. Meroauueckue yka3aHus JIJIsl BHITOJTHEHHS] CAMOCTOSTENIbHOW U MHANBUYabHON pabOThI 1O
qucnuIruHe "YrpaBiaeHue cpeacTBamMu 3anuThl nHGpopMmanuu" / Paxmanenko M.A. - 2017. - 3 c¢. [Dnek-
TPOHHBIN pecypc] - Pexnm JOCTYyIIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi sam.pdf , naTa oOparie-
Hus: 30.05.2018.

12.3.2. YueOHO-MeTOOMYeCKHE MIOCOOMS 1JIsl JIMI ¢ OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIH/I0B
Y4eOHO-MEeTONMUECKHEe MaTepUalbl sl CAMOCTOSTEIBLHON M ayTUTOPHOM paboThl 00ydyaromumxcs
U3 YHCIa JIUI] C OTPAaHUYCHHBIMU BO3MO)KHOCTSIMH 370POBbSl M MHBAIHIOB MPEJOCTABISAIOTCSA B (hOpMax,
aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3/J0POBbS U BOCHPUATHUS HH(POpMAIHH.
JIJ1s1 JIMI ¢ HAPYIIEeHUsIMH 3PeHusI:
- B (hopMe BIEKTPOHHOTO IOKYMEHTA;
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- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.

JL1s1 JIMI ¢ HApYIIEHUSIMM CJIyXa:

- B ()OpME IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU hopme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:
— B (hOpMe DITEKTPOHHOTO JIOKYMEHTA;

- B Ie9aTHoOU hopme.

12.4. IIpopeccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI

1. TocymapcTBeHHBI peecTp  CepTU(PHUIIMPOBAHHBIX  CPEJICTB  3alIUTBI  HH(POPMAIIUU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/1 53-sistema-
sertifikatsii/S91-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. HudopmammonHo-nouckoBsie cuctrembl Google; Wikipedia.

3. HWudopmanuonHsle, CIpaBOYHbBIC U HOpPMAaTUBHBIC 0a3bl TAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MartepuajibHO-TEXHUYECKOE o0ecnedyeHue TUCIUIINHBI U TPpedyeMoe MporpaMMHoe
o0ecneyeHune

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnIo
AUCHHUILIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbIX 3aHATHH
Jlns mpoBeieHus 3aHATUH JIEKIITMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaIbHBIX KOHCYJAbTALUH, TE-
KYILIEr0 KOHTPOJISL U MPOMEXKYTOUHOU aTTeCTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUECTBOM I10-
CaJIOuYHBIX MeCT He MeHee 22-24, 000pyaoBaHHAs TOCKOH M CTaHAApTHOW ydeOHO# mebenbro. Mmerorces
JIEeMOHCTpaIMOHHOE 000pyI0BaHNHE U yueOHO-HAITIIIHBIE TOCOOMS, 00eCIeunBaroIIie TeMaTHIeCKUEe Ul -
JIOCTPALIMHU 10 JIEKLIMOHHBIM pa3ieiaM JTUCIUIUINHBI.

13.1.2. MaTepuaIbHO-TEXHUYECKOE U POrpaMMHOe odecreveHue JJIs JJaGopaTopHbIX padoT

Ayautopus MOIETUPOBAHUS, TPOSKTUPOBAHUS U IKCIUTyaTallud MH(OPMALIMOHHBIX U aHAIUTHYE-

CKHX CHCTEM

yueOHas ayTUTOpHs ISl IPOBEACHHUSI 3aHATHI MPAKTUYECKOro TUTA, ydeOHas ayauTopus Ui Mpo-
BEJICHHSI 3aHITHIA Ta00OPaTOPHOTO THUTIA

634045, Tomckas obmacts, T. Tomck, yi. KpacHoapmetickast, 1. 146, 407 ayn.

Onucanue nMeromerocs 000py10BaHUS:

- KommproTepsl kimacca He Hmwke: mata Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core 13 3.06 GHz/ DDR III Kingston CL9 (2 mt.) mo 2048 Mb/ SATA-II 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mrT.);

- KommuiekT cienmannsupoBanHoi yaeOHON Mebenu;

- PaGouee mecto npenoaBares.

[Iporpammuoe obecrieueHue:

— Kaspersky endpoint security

— KasperskySecurityCenter

— Microsoft Windows 7 Pro

— VirtualBox

13.1.3. MarepuajibHO-TEXHMYECKOE M IPOrPaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
JIns caMoCTOSATEIbHON PabOThl MCIOIB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMIIBIOTEPHBIE KIIAcChl),
PacTOI0XKEeHHBIE 110 aJIpecam:
- 634050, Tomckast o6macTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast obmacTts, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast o6macTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast ob6macTs, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 ayz.
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CocTtaB 060pyI0OBaHHS:

- yueOHast MmeOerb;

- koMnbroTepsl kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T11. - 5 mwiT.;

- KOMIBIOTEPHI MOIKITIOYEHB! K ceTH «/HTepHeT» M 00ecneYnBaloT OCTYI B AJICKTPOHHYIO WH-
(opManmoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ans Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYeCKoe o0ecneyeHne TUCHMIIJIMHBI JUIS JIMIL ¢ OTPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbS1 1 MHBAJIM/10B

OcBoeHHe NUCIHMIUIMHBI JTUIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIB30BAHUEM CPEJICTB 00yUEeHHUs OOIIEro U CHelUaIbHOI0 Ha3HAUEHMSL.

[Tpu 3aHATHAX ¢ 00YYAIOUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa MPEyCMOTPEHO UCIIOIB30BAaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
i yuyeOHOM nHpOpPMALIMU B TOCTYMHBIX (hopMax, MOOMIBHOI CUCTEMBI MPETIOAaBAHMS I 00yJarOITIXCS
C MHBAJIMAHOCTHIO, IOPTATUBHOM MHIYKIIMOHHON CUCTEMBl. Y4eOHas ayAUuTOpHs, B KOTOPOI 3aHMMAIOTCS
oOydJaroniecs: ¢ HapyllIeHHEeM CllyXa, 000OpYy/lI0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayIMOTEXHUKOH, BUICO-
TEXHUKOMU, 3JIEKTPOHHOM JTOCKOH, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOUIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSAIMHM I[IPETYCMOTPEHO HUCIIOJIb30BAHUE B
JIEKIIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOKHOCTH IIPOCMOTPA YJAJICHHBIX 00BEKTOB (HaIpumep, TeKcTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) P MOMOLIHM BUACOYBEIUIUTEICH A1 KOM(POPTHOTO IIPOCMOTPA.

[Tpu 3aHATHAX ¢ OOYYaIOUIMMHUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIIOJIb-
3yIOTCS aJbTEPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMK U IPYTHE TEXHHUYECKUE CPEJICTBA IIpreMa/mepe-
Jau yuyeOHOM MHpOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMBbl OOy4eHUs [UIs JIOAeH ¢ UHBa-
JIUTHOCTBIO.

14. OneHoYHBbIE MATEPHAJIBI M METOAUYECKHE PEKOMEHIAIMHU 110 OPTaHU3ANUM H3YYeHHUs
JTUCIHHUILINHDI

14.1. Couepmalme OLHCHOYHBLIX MAaT€PHUAJI0B U METOAUYECCKHUE PEKOMECHAALI NN
]_IJ'ISI OLI€CHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMIICTEHITHM HCIOJIB3YOTCA OLICHOYHBIC MaTCpUaJibl B COCTABE!

14.1.1. TecToBbIe 3agaHusA

1. Kaxkoii 13 MeToZ10B KOHTPOJIS 1IeJI0CcTHOCTH aitnos orcyrcTByeT B C3U oT HC/I?

a) KoHTposb copepxumMoro

b) Kontposns arpulyroB

¢) KonTposib caHKIIMOHHPOBAaHHBIX U3MEHEHUI

d) KonTpons cymecTBoBaHUS

2. /Ins yero npeaHa3zHavyeHa nporpamma oneparuHoro ynpasienus B C3U or HCJ?

a) Jlns 3amuThl KOH(QUASHIMATEHOW HHPOPMALUU

b) [Ans uaeHTHQUKAIMN U ayTeHTUPHUKAUH MoIb3oBatesnel 10 3arpy3ku OC

¢) [y IeHTpaIM30BaHHOTO YIIPABICHUS 3alUIIAeMbIMH KOMITBIOTEpaMHU

d) 5 KOHTpOJIs BBIBOAA KOH(PHIEHIUAIBHON HH(POpMAIIH

3. HazoBuTe oiuH U3 peskuMOB pabOThI TporpamMmMbl onepatuBHoro ynpasinenus B C3U ot HC/?

a) Pexxum yripaBiieHus 3aIUTHBIMU MEXaHU3MaMU

b) Pexxum unenTrdUKanuy 1 ayTeHTUUKAIIMY T0JIb30BaTeNei

¢) PexxuM MOHUTOpPUHTA U OTIEPATUBHOIO YIIPaBJICHUS

d) Pexxum anmapaTHO# GIIOKMPOBKH 3aIUIIAEMOT0 KOMIIbIOTEpa

4. BriOepuTe TUIOBBIE 3314 aJMUHUCTpaTOpa 0€30MacHOCTH, /7S BhInoHeHus kotopbix HE uc-
noJb3yeTcs nporpamma onepatuBHoro ynpasieHus C31 or HC/I B pexxuMe KOHGUTypUpOBaHUS:

CornacoeaHa Ha noprane Ne 28328 14



a) PemaktupoBanue CTpyKTYpHI ONEPATUBHOTO YIIPABICHUS

b) Hactpoiika mapameTpoB cOopa JOKAIbHBIX )KYPHAIOB

¢) KontponupoBanue coCTOSIHUS 3alIUILEHHOCTH CUCTEMBbI

d) Hactpoiika mapamMeTpoB CETEBBIX COCTMHEHHI

5. [lepeuucnure TUMIOBBIC 3a/1a4H aIMUHUCTpATOpPa OE30MACHOCTH, JIJIsl BHITIOJTHEHHSI KOTOPBIX UC-
MOJIb3YeTCs MPOrpaMMa OTNIEPATUBHOTO YIIPABJICHUS B PEXKUME YIIPABICHHUSL.

a) KonTponupoBaHue 1 OMOBELICHUE O MPOU3OMIEANINX COOBITUAX HECAHKIIMOHUPOBAHHOTO JI0-
cTymna

b) KonTposimpoBaHue TEKyIIEero COCTOSHUS 3alUIIAEMbIX KOMITBIOTEPOB

¢) Hactpotika moutoBoi pacceliku yBeaomieHni o coobrtrsix HCJI

d) BeimonHenue OeiCTBUI € 3alUIIIAEMBIMU KOMITBIOTEPaMH TIPU BOSHUKHOBEHHH YIpo3 s 0e3-
OMACHOCTHU CHCTEMBbI

6. lns uero Heooxomumo ksutupoBanue codbitTrii HC/[ 8 C3U ot HC/I?

a) Jlns ycrpanenns nocnenctuid HCJJ

b) s npenorspamennss HCJI B Oymymiem

¢) Jns duxcamuum peakiuu agMuHucTpaTopa 6e3omacHoct Ha coobrtrie HCJL

d) dns ymanenust coosrtuss HCJI u3 s)xypHanioB aynura

7. Kakoil u3 MexaHU3MOB Y/IaJIEHHOTO YNPaBJICHUS 3aIIMIIAEMbIM KOMIIBIOTEPOM HE peau30BaH B
Kaspersky Security Center?

a) YianeHHasi yCTaHOBKA MPHIIOKCHHMA

b) Ymanennas nepesarpyska 3aliyIaeMoro KOMIboTepa

¢) YraneHHbI KOHTPOJIb LIETOCTHOCTH MH(POPMAIIMK OTPAaHUYEHHOTO TOCTyIa

d) YnanenHnoe yrpaBieHre HaCTpOKaMU aHTUBHPYCA

8. Kakue BO3MOXHOCTH yIpaBieHHs armapaTHeIMH uaeHTHUukaropamu eToken HE mpemocTas-
JSIOT CPEACTBA yueTa U yIpaBJIeHUs IporpaMMHo-anmnaparieiMu C31?

a) O6noBnenue comepxumoro eToken

b) O6cnyxuBaHue 3apocoB Ha pa30nokupoBKy eToken

¢) UzBnedenne kiroueid mudpoBanus u3 mamsata e Token

d) CamocrosTensHas peructpauus eToken mons3oBarenem Ha otaeabHOM WEB-caiiTe

9. Kaxkoii u3 BapraHTOB OTBETA HE OTHOCHUTCSI K BO3MOYKHOCTSIM IIEHTPATM30BaHHOTO ay/IuTa COObI-
THUH, CBA3aHHBIX ¢ MH()OPMAIIMOHHON 0e30MaCHOCTHIO B JIOKAIBHOM CETH OPraHU3allu € MOMOIIBIO TIPO-
rpammbl oniepatuBHoro yrnpasieausst C31 or HCI?

a) KontponupoBaHue COCTOSIHUS 3aIUILEHHOCTH CUCTEMBbI

b) Onpenenenue 006CTOATEILCTB, KOTOPbIE MPUBEIH K U3MEHEHUIO COCTOSIHUSI 3alIUILIEHHOCTH CH-
crembl win Kk HCJL

¢) Hactpotika KoH(HUTypallMOHHBIX ITAPaMETPOB CEPBEPOB OC€30MACHOCTH U ar€HTOB

d) BeisiBieHre MPUYMH TPOU3OIIEIINX H3MECHEHHUI COCTOSHUS 3aIIHIIEHHOCTH CUCTEMBI

10. Kakoi1 u3 BapuaHTOB OTBETOB HE MCIIOJIb3YETCS JIJIsi ONEPATUBHOTO U3BEIIEHUS a[IMUHUCTPATO-
pa 0e30macHOCTH O COOBITHSX HECAHKIIMOHMPOBAHHOTO JIOCTYNA B MPOTPaMME ONEPATUBHOTO YIIpaBIie-
aust C3U ot HC/?

a) Buzyansnoe orobpaxenne HC/] Ha nuarpamme ynpaBieHUs

b) [TuceMO Ha PIEKTPOHHYIO MOYTY ATMUHUCTPATOPY OE30MaCHOCTH

¢) YBenomieHue Ha TeneoH aAMUHUCTpaTopa O6e3onmacHocT Mo SMS

d) 3BykoBOE yBeOMIICHUE B TTPOTrPaMMeE OTIEPATUBHOTO yIpaBiieHus pu Bo3HUKHOBeHUH HC/|

11. Mexanu3m 3aMkHyTOM nporpammuoi cpeasl B C3U ot HC/] mo3BoasieT ynoBIE€TBOPUTE ClIELY-
IOLUM MepaM 3allUThl THPOPMAIMH B FOCYIapPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX:

a) BrisBienue, aHanm3 ysa3BUMOCTEH WH()OPMAIMOHHONW CHUCTEMBI M OIEPATHMBHOE YCTPaHEHUE
BHOBbB BBISIBJICHHBIX YA3BUMOCTEH

b) brokupoBanue ceanca qoctyna B HHQOPMAIIMOHHYIO CHCTEMY MOCIIE YCTAHOBJIEHHOTO BPEMEHH
0e31eicTBUS (HEAaKTUBHOCTH ) TTOJIH30BATEIIS UITH TI0 €T0 3alpocy

¢) YnparieHue 3armyckoM (00panieHIusIMI) KOMIIOHEHTOB MMPOTPAMMHOT0 OOECIICUEHUsI, B TOM YHC-
Jie ompeNielieHHe 3alyCKaeMbIX KOMIIOHEHTOB, HACTpPOilKa mapaMeTpoB 3ayCcka KOMIIOHEHTOB, KOHTPOIb
3a 3aIlyCKOM KOMIIOHEHTOB IMPOTPaMMHOI0 00ecIieueHus

d) 3ammuTa apXuBHBIX (ailyioB, MapaMeTPOB HACTPOWKH CPEICTB 3alIUThl MHPOPMAIUA U TPO-
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rPaMMHOTO 00€CIIEYeHHs U WHBIX JTaHHBIX, HE MOJISKAIIUX U3MEHEHUIO B Ipoiiecce 00paboTku nuHdop-
Maiuu

12. JInst peaiv3anii Mephbl 3alIUTH HH(QOPMALIMK B TOCYIaPCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «KonTpons ucnonbszoBanus nHTepdeiicoB BBoAa (BbIBOAA) MHGOPMAIMA HA MAIIMHHBIC HOCUTEIH
uHpopmarum» B C31 or HCJ] cnenyer UCTONB30BaTh CIEAYIOIIYIO TIOJICUCTEMY:

a) Monymb Bxona

b) [Toncucrema KOHTPOIIS EIOCTHOCTH

c¢) [loacucrema pa3rpaHMUeHUs TOCTYIA K YCTPOHUCTBAM

d) 3amkHyTas mporpamMMHas cpezia

13. Kakyro u3 Mep 3amuThl HHGOPMAUU B rOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMaxX He
no3BosisieT peanuzoBarb C3U or HCI?

a) Peanu3zanus HEOOXOIMMBIX METOIOB (JIMCKPEITMOHHBINA, MAaHIATHBIN, POJICBOM MIJIM MHON METO),
TUTIOB (YTCHHE, 3aMMCh, BBIMIOJIHEHUE WJIM UHOW TUIM) U TIPABIII pa3rpaHUUCHUs JOCTYIa

b) YnpasneHnue 3amyckom (0OpaiieHusIMH) KOMIIOHEHTOB TIPOTPaMMHOTO 0OECIIEYECHHSI, B TOM YHC-
Jie OTpeNeICHHEe 3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOIKa MapaMeTpoB 3ayCcka KOMIIOHEHTOB, KOHTPOIb
3a 3aIyCKOM KOMIIOHEHTOB MPOTrPaMMHOI0 00ecrieueHust

c¢) Peanuzanys aHTUBUPYCHOMN 3aIIUTHI

d) YnpaBnenue 0CTYOM K MallliHHBIM HOCHUTEISIM HH(OpMaIuu

14. JInst peaniu3anyy Mephl 3alIUTH HHQOPMAILIMK B TOCYIAPCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «MOHUTOPUHT (IPOCMOTP, aHAIHM3) PE3YJIBTATOB PETUCTPAIIMK COOBITHI 0€30MaCHOCTH U PearnpoBa-
Hue Ha Hux» B C3U ot HC/] crenyet ncnonb30BaTh CIAEAYIONIYIO MOACUCTEMY:

a) [Toacucrema KOHTPOIIS LIETTOCTHOCTH

b) [Toncucrema pasrpaHudeHus: AOCTyNa K yCTpoicTBamM

c¢) [Toacucrema onepaTuBHOTO ypaBICHUS

d) 3amkHyTas mporpamMMHas cpezia

15. [Ins yero npeaHa3HA4eH MEXaHU3M KOHTPOJIS MOAKIIOYEHUS M U3MEHEeHUs ycTtporctB B C3U
or HCII?

a) Jlnst cnexxeHns 32 HEM3MEHHOCTBIO COJIEPKUMOTO PECYPCOB KOMITbIOTEPA

b) ns orpannuenus ncnonb3oBanus [10 Ha koMITbIOTEpe

c¢) [nst obHapyx)eHHs 1 pearupoBaHUs HAa U3MEHEHHS allapaTHON KOHPUTYpaluyu KOMITbIOTEpa

d) s neHTpann30BaHHOTO YIIPABJICHUS 3aIUIIIAEMBIMU KOMIIBIOTEpAMU

16. Jlns uero npennasHadeH Mexanu3M KoHTpouts rnenoctHocty (K1) 8 C3U ot HCI?

a) Jlnst orpannyenus ucnonb3oBanus [10 Ha komnbroTEpe

b) Jlnst oOHapyKeHUs U pearupoBaHus Ha U3MEHEHUS anapaTHOl KOH(PUTYpaIuu KOMITbIOTEpA

¢) st IeHTpai30BaHHOTO YIIPABICHUS 3aIIUIAEMBIMUA KOMITBIOTEPaMH

d) [ns cnexxeHus 3a HEU3MEHHOCTBIO COIEP)KUMOT0 PECYPCOB KOMIIBIOTEPA

17. Jlns uero npeaHasHaueH MEXaHU3M 3aMKHYTOM nporpammHoi cpensl B C3U ot HC/I?

a) [lns obHapyXeHHs U pearupoBaHUs HAa U3MEHEHHS allapaTHON KOHPUTYpalluyd KOMITbIOTEepa

b) [yt eHTPaTU30BaHHOTO YIPABICHHSI 3aIUIIIAEMBIMUA KOMITBIOTEPAMH

c¢) st cnexxeHns 3a HEU3MEHHOCTBIO COJEPKUMOTO PECYPCOB KOMITbIOTEPA

d) st orpannyenus ucnonb3oBanus [10 Ha komnbroTepe

18. HazoBure pexxumsl 11 3aMKHYTOM nporpamMmmHoit cpenbl B C31 ot HCL?

a) KonpuaeHmanbHblii U CEKPETHBIN

b) DTanoHHBIN U TOJTHOMOYHBIHA

¢) Msrkuit u xKecTKkuit

d) IuckpennnoOHHBIN 1 MaHIaTHBIN

19. Kaxkas u3 3ammurabix Qyakiuit HE otHocutes k Kaspersky Security Center?

a) YraneHHoe ynpaBieHHe aHTUBUPYCHBIMH CPEICTBAMU 3aIUThI

b) Yder ycTaHOBIEHHOTO POTPaMMHOTO 00€CIIeYeHUS U TIOUCK B HUX YS3BUMOCTEH

¢) Pasrpannuenue gocrtymna nosp3oBatesnieil K ”HGOpMAIMK OrPaHUYEHHOTO JIOCTyIa

d) Aymut coObITHII HHOOPMAITMOHHON 0€30MaCHOCTH, IPOUCXOSIINX HA 3alTUIIAEMbIX KOMITBIO-
Tepax B CETH OpraHu3aluu

20. Kakne u3 mepeunciieHHbIX 3amUTHBIX MexaHu3MoB B C3U or HCJ] HE ucnons3yrorcs ans
oOecrevyeHus 3auThl HHGOPMAIMN OIPaHUYSHHOT0 10CTyma?
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a) Kontpoup nenoctaoctu

b) Paszrpanndenne 1ocTymna K ycTpoicTBam

¢) Unentudukanus u ayreHTH(GUKALUS TOIb30BaTeIeh

d) [TorHOMOUYHOE pa3rpaHUYEHUE JOCTYIIa

21. Cornacuo npukazy ®CTIK Poccum ot 11 deBpans 2013 r. N 17 00 yrBepxkaeHuu tpedoBa-
HUW O 3amuTe WH(OpMAIMU, HE COCTABJISAIONIEH TOCYIAapCTBEHHYIO TalHYy, COAEpIKalleics B rocyaap-
CTBEHHBIX MH(POPMAITMOHHBIX CUCTeMax, Kakoe u3 aeiicTBuii HE OTHOCUTCS K BBISABICHUIO WHIIUJACHTOB
nH(OpPMAITMOHHON 0€30MaCHOCTH M PEarupoBaHUIO HA HUX?

a) OnpezeneHne ML, OTBETCTBEHHBIX 32 BHISBICHHE WHIMICHTOB

b) AHanu3 UHIKUJAEHTOB, B TOM YHMCJIE OIpe/ie]IeHe UCTOYHUKOB U MPUYHH BOSHUKHOBEHMS MHIIM -
JICHTOB, a TAK)KE OLICHKA UX MOCIIEACTBUI

¢) OnpeneneHue Ui, KOTOPBIM pa3pelIeHbl ISUCTBUS M0 BHECEHUIO M3MEHEHUH B 0a30BYIO0 KOH-
¢urypanuo HHGOPMAIIMOHHON CUCTEMBI M €€ CUCTEMBbI 3aIUThl HHPOpMAIIH

d) [lnanupoBaHue U NPUHATHE MEP MO MPEIOTBPALICHUIO IOBTOPHOIO BO3HUKHOBEHHSI MHIUICH-
TOB

22. Cornacuo npukazy @CTIK Poccum ot 11 derpans 2013 1. N 17 06 yTBepkneHnn TpedoBa-
HUI 0 3amuTe MH(pOpPMALNU, HE COCTaBISIOIIEH TOCYJapCTBEHHYIO TaifHy, COAEpIKalleicss B rocymaap-
CTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMaX, KaKoe M3 JEeHCTBUI OTHOCHUTCS K KOHTPOJIO (MOHUTOPHUHTY) 3a
o0ecrieyeHreM YpOBHS 3aIIUIIEHHOCTH HH(POPMAINH, CoeprKalieiicss B MH(GpOpMaIlmoHHOH cucteme?

a) AHaiu3 UHIUIEHTOB, B TOM YHCII€ ONPEEIEHNE HCTOYHUKOB U MPUYMH BOSHUKHOBEHHS MHIIH-
JICHTOB, a TAK)KE OLICHKA UX MOCIIEACTBUI

b) Omnpenenenre mapaMeTpoB HACTPOWKH MPOTPAMMHOIO OOECIIeUeHUsI, BKIIIOUasi MPOrpaMMHOE
o0ecrieyeHrne CpeCTB 3alUThl MH(OPMAIMK, COCTaBa W KOH(UTypaluu TEXHUYECKUX CPEACTB M MpPO-
rPaMMHOTO 0OecTieueHUs 10 BHECCHHS U3MEHEHU B 0a30BYI0 KOH(pUTypamuo nHPOPMAIIMOHHON CHUCTe-
MBI U €€ CHCTEMBI 3aIUThl HH(popManuu

¢) AHanu3 M OlleHKa (PYHKIIMOHMPOBAHUS CUCTEMBI 3alTUThl HHPOpMaIuu HHHOPMAIIMOHHON CH-
CTEMBI, BKJIFOUAs BBISBIICHHUE, aHAIN3 U YCTPAHEHUE HEJOCTATKOB B (DYHKIIMOHHPOBAHUH CUCTEMBI 3aIllH -
ThI HHGOpMAIIMH HHPOPMAITUOHHON CUCTEMBI

d) YnpaBnenue cpencTBamMu 3auiuThl MHGOpMAMK B MHPOPMALMOHHOW CUCTEME, B TOM YHCIIE Ta-
pamMeTpaMiy HaCTPOIKU MPOrpaMMHOT0 00ecTedeHUs

23. Cornacno npukazy @CTIK Poccum ot 11 deBpans 2013 r. N 17 00 yrBepkaeHuu tpedoBa-
HUW 0 3amuTe WH(OpMAIMU, HE COCTABJISAIONIEH TOCYIAapCTBEHHYIO TalHYy, COACpIKalIehcs B rocyaap-
CTBEHHBIX WH(POPMAITMOHHBIX CHCTEMaX, K MEpaM 0 OTPAaHUYEHHUIO MPOTPAMMHOMN CPellbl OTHOCHUTCSI BBI-
CKa3bIBaHUE:

a) JlomkHBI 0OecrieunBaTh yIpaBlieHUE IPaBaMU U MPUBUIICTUSAMU CYOBEKTOB JOCTYTIA, pa3TpaHHu-
YeHHe TOCTyIa CyObEKTOB JIOCTyMa K 00BbeKTaM JI0CTyIa Ha OCHOBE COBOKYMHOCTH YCTaHOBJICHHBIX B HH-
(dbopMaLMOHHOM cUCTEMe TIPAaBUII pa3rpaHUYCHUs JOCTYIIA, a TaKXkKe 00eCIeynBaTh KOHTPOJIb COOMIOICHHS
ATUX MPaBUII

b) JlomxHbl obecrieunBarh cOOp, 3aMKCh, XpaHEHUE U 3alUTY HH(OpMAIMK O COOBITUAX Oe3omac-
HOCTH B UH(GOPMAIIMOHHOM cHcTeMe, a Tak)Ke BO3MOXKHOCTh MPOCMOTpPa U aHalln3a HHPOPMALIUK O TaKUX
COOBITHSIX ¥ pearupOBaHKE HA HUX

¢) JomxkHbl 00ecTieunBaTh YCTAHOBKY W (MJIM) 3aIlyCK TOJIBKO Pa3pelIeHHOTO K MCIIOJIh30BaHUIO B
MH(POPMALMOHHONW CHUCTEME NMPOrPAaMMHOT0 OOECIEYEeHUs] WM MCKII0YaTh BO3MOXKHOCTh YCTAHOBKH H
(wyn) 3amycKa 3anpernieHHOro K UCIOIb30BaHUI0 B MH(POPMAITMOHHOM CUCTEME TTPOrpaMMHOTO obecreue-
HUS

d) JommkHbl oOecrieunBaTh OOHApYKEHUE B MHPOPMAITMOHHOM CHCTEME KOMITBIOTEPHBIX MPOTPaMM
1100 MHOW KOMITBIOTepHOM MH(pOpMALIUY, TPeTHA3HAYCHHOW JIJIsl HECAaHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS,
OJIOKMpPOBaHUS, MOAU(PHUKAIINH, KOMUPOBAHUS KOMITBIOTEPHONU MH(DOPMALIUY UIIN HEHTpaIu3aluu CpeacTB
3alUThl MH(OpPMAIINH, a TAKXKE pearupoBaHre Ha OOHApYKEHHE 3TUX MPOrpamMM U HHPOPMAITIH

24. Jlns yero npeaHasHadeHo TeHeBoe konupoBanue B C3U or HCJI?

a) Jlns HakoruieHUst HHPOPMAIIMK O COOBITHUSIX, PETUCTPUPYEMBIX HA KOMITBIOTEPE CPEACTBAMHU CH -
CTEMBbI 3aLUTHI

b) 515t KOHTPOJIS U OTIOBEILEHHSI O MPOU3OIIEANINX COOBITHIX HECAHKIIMOHUPOBAHHOTO IOCTYIa

¢) st mepemernieHus 1yOarKaToB (KOMUN) TaHHBIX, BEIBOJUMBIX Ha OTUYK/1aeMble HOCUTEIT HH-
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dopmaruu

d) HenpaBuiibHBIN OTBET

25. Jlna xakux yctpoiictB HE ocymectBusiercs TeneBoe konuposanue B C3U1 ot HC/I?

a) [IpunaTephI

b) USB-HOoCcuTEIN

c¢) CereBble KapThI

d) CD-mipuBoBI

26. C kakoil 1eipio MoXxeT ucmnoiib3oBarbes Kaspersky Security Center B rocymapcTBEHHBIX HH-
(dhOopMaIMOHHBIX CUCTEMAaX ?

a) 3ammTa KoH(pUIeHIMaIbHON nH(GOpMaIUK, B TOM YKCJIE ePCOHABHBIX TAaHHBIX, a TAKXKE CBE-
JICHUN COCTABJISIONIUX TOCYIAPCTBEHHYIO M KOMMEPYECKYIO TaliHy

b) YnpaBneHue KU3HECHHBIM IUKJIOM annapaTHbIX ayTeHTU(PUKATOPOB

c) COop, obpaboTka U cucTeMaru3anus HH(GOpMaIMKU O MPOrPaMMHOM M amlapaTHOM obecrede-
HUH, YCTAaHOBJIEHHOM Ha KOMIIBIOTEPAX U CEpPBEPAX B JIOKATHHOW BBIYMCIUTEIHLHON CETH

d) LlenTpanu3oBaHHOE pelIeHNUEe OCHOBHBIX 33]a4 110 YIPABICHUIO U 00CITY)KMBAHUIO CHCTEMBI 3a-
IIUTHI CETU OpraHU3aluu

14.1.2. Tembl ONIPOCOB HA 3aHATHAX

1. OcHOBHBIE (DYHKIIH CPEJCTB LIEHTPATU30BAaHHON HHBEHTAPU3ALUU PECYPCOB JIOKAIBHOM CETH.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocHoBuble ¢pynkuuu B Kaspersky Security Center?

4. Kak noiay4uts nH(OPMALUIO 0 KOHKPETHOM KOMIIBIOTEPE B CETHU?

5. Yto Takoe nmacnopT Kommbrorepa’?

6. [lepeuncnure TUIIOBBIE 3a/1a41 aIMUHUCTpAaTOpa OE30MACHOCTH, JIJIs1 BHIIIOJHEHUSI KOTOPBIX UC-
II0JIb3YETCS ITPOrpaMMa OIEPaTUBHOIO YIIPABJICHUS B PEKUME YIIPABICHHUS.

7. Kakoii (hopmat nanHbIxX ucnonb3yercs B xxypHanax C3U ot HC/I?

8. J11s1 Kakux yCTpOMCTB peaan30BaH MEXaHU3M KOHTPOJIS TOAKIIOYEHUS U U3MEHEHUS?

9. Kakue ecTb pexKuMbl JUIs 3aMKHYTON POrpaMMHOUN cpejibl?

10. Ilepeuncnure TUIIOBBIE 3a/la4d aJMUHHMCTpAaTOpa OE30MACHOCTH, IS BBIOJHEHUS KOTOPBIX
HCIIOJIb3YETCS ITPOrpaMMa ONEPaTUBHOIO YIIPABJICHUS B PeKUME KOH(DUTYPUPOBAHUSI.

11. Jlns yero Hy>KHbI OTYETHI O pe3ysbTaTax MHCIEKTUpoBaHUA? Kakue rpymisl oT4ETOB Ipeyia-
raroTcsl CpeJCTBAMU LIEHTPAIN30BaHHONW HHBEHTApU3alMH PECYPCOB JIOKAIBbHOM ceTn?

12. Yto Takoe «CepBep aAMUHUCTPUPOBAHUSI»?

13. Yrto Takoe «YaaneHHasi yCTAaHOBKa» M KakK i MOJIb30BaThCsI?

14.1.3. 3auér

. Jly1g 9ero npenHa3HaueH MEXaHNU3M KOHTPOJIS IOJKIOUEHUS U U3MEHEHUSI YCTPOMCTB?
. J1J1g KaKuX yCTPOWUCTB peasin30BaH MEXaHU3M KOHTPOJISI OJKITFOUEHUS U U3MEHEHUS?
. st yero npeaHa3zHayeH MexaHu3M KOHTpodIs nenoctoctu (KIL)?
. Jns wero npeaHazHaueH MEXaHU3M 3aMKHYTOM POrpaMMHOM cpeibl?
. Ilepeuncnure 1 NOSACHUTE METO/IbI KOHTPOJIS LIEJIOCTHOCTH.
. Kakue ecTb pexxumbl JJ1s1 3aMKHYTOM MPOrpaMMHOM cpefibl? B ueM 3aKiIr04aroTcs UX OTIIHYHS?
. Jlnst uero Hy>KeH KypHai COObITHIA?
. Kako#i hopmar nannbix ucnonb3yercs B xxypHanax C3U1 ot HCII?
. [IpuBeanTe M MOSICHUTE HECKOIBKO KAaTETOPH PETUCTPAIIH COOBITHIA.

10. KTo Mmoxer paboTath C )xypHaiIoM?

11. Jlnst yero HyKHO TEHEBOE KOITUPOBAHHE?

12. [Ins KakuX yCTPOMCTB MOXKET OCYIIECTBISATHCS TEHEBOE KOMMUPOBaHUE?

13. Jlns uero npeanasHaueHa nporpamMma onepatusHoro ynpasienus C3U or HC?

14. Kakue pexxuMbl paboThl UMEET Iporpamma oneparuBHoro ynpasieaus C3U1 or HCI?

15. Ilepeuncnure TUIIOBBIE 3a/1a4M aIMHUHHCTpAaTOpa OE30MACHOCTH, IS BBINOJHEHUS KOTOPBIX
HCIIOJIB3YETCS ITPOrpaMMa ONEPaTUBHOIO YIIPABJICHUS B PeKUME KOH(DUTYPUPOBAHUSI.

16. Ilepeuncnure TUIIOBBIC 3a/1a4M aIMHUHHCTpAaTOpa OE30MACHOCTH, IS BBINOJHEHUS KOTOPBIX
UCIIOJIB3YETCs MIPOrpaMMa OIEPATUBHOTO YIIPABJICHHUS B PEKUME YIIPABICHHUS.

17. B xakoli HoC/I€0BaTEIbHOCTH IPUMEHSIOTCS TapaMeTPbl IPYNIIOBBIX IOJUTHK?

18. Jliis uero Heo6xonumo kBuTHpoBanue coobrtuii HCJI?

O 00 1N DN K W —
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19. Kakue Bubl OTYETOB MOKHO IOCTPOUTH € MTOMOIIBIO porpaMmbl OY?

20. B xakux cirydasx HeOOX0IUMO H3MEHEHHE CETEBBIX HACTPOCK?

21. llepeuncnure GpyHKIUM cepBepa anmuHucTpupoBanus Kaspersky Security Center.

22. Jlyist 9ero HeoOXOUM TACIIOPT KOMIIBIOTEPa B CPEACTBAX IEHTPATM30BAaHHOW WHBEHTApHU3AIIUN
pECypCoB JIOKaIbHOU ceTu?

23. HazoBuTE OCHOBHBIE 33]1a4H, BOZHUKAIOIIUE TIPU YIIPABICHUH )KU3HEHHBIM IIUKJIOM YCTPONCTB
ayTeHTU(HUKALINY.

14.1.4. Bompocbl Ha CAMONIOATOTOBKY

1. C3U ot HC/I — apxurekrypa.

2. C3U ot HC/I- 3amuTHBIE MEXaHU3MBI.

3. C3U ot HCJ] - OniepaTuBHOE yIipaBJcHHE.

4. llenTpannu3oBaHHas THBEHTAPU3ALIUs PECYPCOB JIOKAJIBHOM CETH .

5. lleHTpanu3oBaHHas 3alIMTa OT BUPYCOB B JIOKAJIbHOM CETH.

6. LleHTpanM30BaHHOE yNpABIEHUE CPEACTBAMH 3aLUTHl OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA B
JIOKaJIbHOM CETH.

7. LlenTpanu30BaHHBIN y4eT U YIPaBICHUE MPOTrPaMMHO-ANNAPATHBIMU CPEICTBAMU 3aIUTHl MH-
dbopmanuu.

14.1.5. Tembl 1a00paTOpHBIX padoT

[{enTpasin30BaHHAs: THBEHTAPU3aLU PECYPCOB JIOKaIbHOU ceTH. [IpoBeneHne HHCIEKUUIA U yYET
M3MEHEHUI KOH(UTYpaIiK 3alliI[aeMbIX pab0YUX CTaHIIUM.

VYnpasnenue ceppepamu aamuaucTpupoBanus Kaspersky Security Center. [lenTpanu3zoBanHas Ha-
CTpoOiiKa cpejncTBa aHTUBHpYCHOW 3amuThl Kaspersky Endpoint Security. AymuT cOOBITHII M TOTIOJHU-
TEJbHbIEC BO3MOXKHOCTH.

Pasrpannuenue noctymna K naHHbIM. Pasrpanuuenue noctymna k yctpoiictBam. KoHTpounb nevyatu
KOH(HICHITUATBHBIX TAHHBIX.

3aMKHyTas mporpaMMmHas cpeqa. KoHTpoub 1enocTHOCTH.

Aymut coObituii napopmarmonnoii 6ezomacuoctu C3M or HC/I. PabGora co cBeneHUsAMH B KypHa-
Jie peructpanuu coobiTuil. TeHeBoe KonupoBaHuUe.

OnepatuBHOE yIpaBlieHUE 3aAIIMIAEMBIMA PAOOYUMU CTAHIUSIMU U MOHUTOPUHT COOBITHI WH-
dhopmanmoHHON 6€30IacCHOCTH

VYrpaBiieHue KU3HEHHBIM IIMKJIOM CPEJCTB ayTCHTH(DHKAIIMK alapaTHbIX HICHTH(PHUKATOPOB C
MOMOIIBIO CPEJCTB IIEHTPAIM30OBAHHOIO Y4YeTa M YIPaBJICHUS MPOrPaMMHO-AINIApPaTHBIMU CPEACTBAMU
3amUThl UHOOPMAITUH.

14.1.6. Tembl KypcOBBIX NPOEKTOB (PadoT)

BrimonHenue kypcoBoil paboThl Ha TeMy “‘AnmuHucTpupoBanue u ynpasienune C3U ot HCI”.
CoBMECTHO C pYKOBOAUTENIEM BO3MOXKEH BBIOOP JPyroil TeMbl KypcOBOil paOOThl, OHAKO HEOOXOTUMBIM
ABJISIETCSl YCIIOBHE MPUMEHEHHS B paMKaX KypcOBOM pabOThl CpeCcTBa 3alIUThl HH(OPMALMK OT HECaHK-
LIMOHUPOBAHHOT'O JI0CTYTIA B JIOKAJIbHON CETU C IPUMEHEHUEM BBIJAHHBIX IPEIIOIABATENIEM BUPTYaJIbHBIX
MaIIMH U BBINOJHEHNE TpeOOBaHUM 3a/1aHus IO BApHAHTY.

PaccmoTpum 3aanue, KOTopoe HEOOXOIMMO BBIIOJHUTH B paMKaX BBIINOJHEHHUS KypcoBOi pabo-
THI:

1. B cooTBeTCTBUU ¢ BapHaHTOM, ONPEACTUTh HHPOpPMAIUIO, 00padaThiBa€My0 B aBTOMaTU3HPO-
BaHHBIX CHCTeMax opranuzauuu. OnpenenuTs Yrpo3bl, a Takke HHPOpMaIINIo, HYKIAIOUIYIOCS B 3alllUTe.

2. O0beMHUTD BUPTYyaJIbHbIE MAIIMHBI, BBIJJAHHBIE MIPETOIaBaTEeIeEM B JIOMEH.

3. IlpousBecTn ycTaHOBKY cepBepHOM U kinueHTckux yacted C3U ot HCJ Ha BuUpTyanbHbIE Ma-
LIMHBI.

4. Ilpoussectu Hactpoiiky noacucteM C3U ot HCJI B cOOTBETCTBUM C BapHAHTOM (CO31aTh KaTa-
JIOTH U (ailyipl Ha BUPTYaJbHBIX MAIIMHAX, KOTOPbIE ObI COOTBETCTBOBAJIH

naHHoi nHpopmanun). Croa BXOAUT HACTPOIiKa, a Takke 00bsICHEHHE PUYHH, B COOTBETCTBUU C
KOTOPBIMH OBIIT HACTPOEHBI JTAHHBIE MTOJICUCTEMBI:

— IMomutuk C3U ot HC/I.

— Pasrpannyenue nocryna K yCTpOHCTBaM.

— 3a/laHie MAaHIaTHOTO WA JUCKPEHHOHHOTO METOAA YIIPABIECHUS JTOCTYIIOM.
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— Hacrpoiika 3aMKHYTO# porpaMMHOU cpeabl (00s3aTeIbHa Il HEYETHBIX BAPHAHTOB).

— Hacrpolika KOHTpOJIsI LIEJOCTHOCTH JIaHHBIX (00s13aTeNbHA /171 YETHBIX BApUAHTOB).

— Hacrpoiika 3atupaHus JaHHBIX.

— Hactpoiika KOHTpoJIs evatu.

5. IloAroTOBUTH MOSICHUTENBHYIO 3aIUCKY, COJEPKAIIYIO ONMMCAHNE BBIITOJTHEHHBIX Pa0OT, a TaKKe
BBIBOJIBI 110 BCE paboTe.

14.2. TpeOoBaHUs K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
s aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M1 MHBAJUIOB MPEIyCMOTPEHBI JTOMOTHH -
TEJIbHBIC OLICHOYHbIE MaTepUalibl, IEPEYCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHuTENbHbIE MaTepHallbl OLIEHUBAHUS ISl JIUI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 HHBAJIUIOB

Kareropun Bunbl 1OMOMHUTETBHBIX OLIEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
00y4JaroLXCst MaTepHasoB pe3ynbTaToB 00y4eHus

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIEC pabOTHI

[IpenMy111€CTBEHHO MMCHMEHHAs
IIPOBEpPKa

C napyuieHusMu
ciyxa

C napymenussimu | CobecezioBaHme 10 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO YCTHas MPOBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapymeHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHbIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMu
ammapata 3a4ery
C orpannuenussMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
O0IIeMeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. MeTroauyeckue peKOMEHIAUMH 110 OLEHOYHBIM MATEPHAIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis nMIr ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMAaTPUBACTCS JI0-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUI OLIEHOUYHBIX CPEJICTB, @ UMEHHO:

- B reyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- METO/IOM YTE€HHUS ACCUCTEHTOM 33/IaHUs BCIYX;

- IIPEJOCTABIICHUE 3a/laHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHMYeHHBIMH BO3MOXHOCTSIMU 3/I0pOBbsI M MHBAJIMJAM YBEIMUYUBAETCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. Il Takux 00y4aromuxcs MperycMaTpiuBaeTcst TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT aCCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS PE3yJIbTATOB OOYUYEHHUS JIUI] C OIPAHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-
Bbsl M MHBAIMJOB M0 JUCLHUIUIMHE MpelycMaTpUBaeT MpeocTaBieHue nHpopmanun B popmax, aJanTH -
POBaHHBIX K OTPAHUYCHUSM X 370POBBS i BOCTIPUSATHS HHPOPMALINH:

JL1s1 M1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUEHHBIM HIPUPTOM.

JL1s1 JIMI ¢ HAapyIIeHUsIMM CJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;
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- B Ie4aTHOU hopme.

JJ1s1 1M1 ¢ HAPYIIEHUSIMM OTIOPHO-IBUTaTEJLHOI0 anmapara:

- B (hOpMe IJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

HpI/I HeO6XOI[I/IMOCTI/I JJIg JIAL € OTPpaHUYCHHBIMU BO3MOKHOCTAMU 30J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OlICHUBAHHS PE3YJIbTATOB OOYUCHHUST MOXKET IIPOBOTUTHCS B HECKOJIBKO ITAIOB.
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