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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(t)ﬁ;[pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JIMCT COI'JTACOBAHUA

Pabovas mporpamma TUCIHMIUIMHBI COCTaBJIEHA C Y4e€TOM TpeOOBaHUH (enepaabHOro rocyaap-
CTBEHHOT'0 00pa3oBaTelbHOr0 cTaHAaprta Beicuiero oopazoanus (PI'OC BO) mo HampaBieHHUIO TOATO-
toBkH (cnernuanbHocTH) 10.03.01 MHpOpMannonHas Oe3omacHOCTh, yrBepxkaeHHoro 01.12.2016 rona,

paccMoTpeHa U onoOpeHa Ha 3acemanuu kKadeapbl BUC «_ » 20 roga, MpoOTOKOI
Ne

PazpaboTunku:

Houent xad. BUC H. A. Paxmanenko

Houent kadp. KUBSBC K. C. Capun

3aBenyronuii odecneunBaronien kag.
BUC P. B. Memepsiko

Pabouas nporpamma IMCHUIUIMHBI COTIacoBaHa ¢ (DaKyJIbTETOM M BBITyCKaroei kadeapoii:

[ekan ®b E. M. laBbiioBa
3aBeyronuii BRITyCKaOeH kad.

KHNB2BC A. A. lllenynanos
OKCHepThl:

Houent kag. KUBOBC A. A. Kones
JHouent kag. BUC O. O. EBcrotun
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1. Ilean ¥ 331249 TUCIHILIAHbBI

1.1. Hean aAuCHUNIAHBI
®dopMupoBaHUE y CTYICHTOB 3HAHUI 10 OCHOBAM 3aIlUThl HHPOPMAIMH B KOMITBIOTEPHBIX CHCTE-
Max MMPHU MTOMOIIIH MPOTPAMMHO-ANTIAPaTHRIX CPEJICTB, @ TAK)KE HABBIKOB U YMEHHH 1O MIPUMEHEHHIO TIPO-
IPaMMHO-AIIAPaTHBIX CPEJICTB 3aIIUTHI HH()OPMALMK B KOHKPETHBIX YCIIOBHUSX.
Pa3zBuTHe B mporiecce 00ydeHUs] CUCTEMHOTO MBIIUICHHSI, HEOOXOAMMOTO JIJISl PEIICHUs 3a7a4 3a-
IIMTHI HKHPOPMAIUH ¢ YIETOM TPEOOBAHUIN CHCTEMHOTI'O OIX0/a.

1.2. 3agauy qUCHUIIINHDI

— Jlate 3HaHUS MO KOHIENIHMH obecredeHuss HHOOPMAIIMOHHONW OE30MaCHOCTH KOMITHIOTEPHBIX
CHCTEM;

—  TpOrpaMMHO-AIAPATHBIM CPEACTBAM, PEATU3YIONIUM OTACNbHbIC ()YHKIIMOHAIBHEIE TPEOO-
BaHHUS 110 3alUTE;

—  METOJ/IaM M CPEJICTBaM XpaHEHUs KIIFOUeBOW MHGOPMAIIHH;

—  METO/IaM U CPEJICTBAM OT'PAHMYEHHUSI IOCTYIA K KOMIIOHEHTaM BBIYUCIUTEIbHBIX CUCTEM;

—  METOJIaM 3aIlIUThI OT BPEAOHOCHBIX MPOTPaMM;

—  3alMTe MPOrpaMM OT U3MEHEHHS M KOHTPOJIIO IIEJIOCTHOCTH;

— 3a7a4aM M TEXHOJOTHUU CepTU(UKAIIUU MTPOrpaMMHO-ANIapaTHBIX CPEJACTB HA COOTBETCTBHE
TpebOoBaHUSAM HH(POPMALITMOHHOM 0€30MMaACHOCTH.

2. Mecto nucunyimibl B crpykrype OITIOIT

Hucnummna «[IporpammHo-anmnaparsble cpeacTBa 3amuTel ntHPpopmanum» (b1.5.6) otHocuTes k
6noky 1 (6azoBas yacTsb).

[IpenmecTByOMMMH AUCHUIUTHHAMA, (OPMUPYIONIMMH HadaJIbHBIC 3HAHUS, SBISAIOTCA: be3omac-
HOCTb OIIEPALMOHHBIX cucTeM, [liuckpeTHas MaTeMaTHka, MoieapoBaHue aBTOMaTU3UPOBAHHBIX HH(OP-
MalMOHHBIX cucTeM, OpraHu3aloHHOE M TpaBOBOE obOecneueHne HWH(GOPMAIMOHHON 0e30macHOCTH,
OcHoBbl HH(popMaroHHON Oe3onacHocTH, [Ipuknannas kpunrorpadus, YnpaBieHue cpeAcTBaMu 3allly-
TBI UHPOPMALIUH.

[Tocnenyromumy AUCHUIUIMHAMU SBJISIOTCS: 3alllUTa BBIMYCKHONW KBaJU(HUKAIIMOHHON PabOTHI,
BKJTI0Yast OJTOTOBKY K IMPOLIEAYPE 3alUTHI U TPOLEIYPY 3AIIUTHL

3. TpeGoBaHus K pe3yJibTaTaM OCBOCHHS M CIUTIMHBI

[Tpouecc u3yueHus: AMCUUIIIMHBI HAaNpaBJieH Ha (pOpMHUpPOBAHHE CIAEAYIOUINX KOMIETEHIIHIHA:

— TIK-1 cnocoGHOCTHIO BBHITIOJNHSTH paOOTHI 1O YCTAHOBKE, HACTPOUKE M OOCITYKMBAaHUIO TPO-
I'PaMMHBIX, TPOrPAaMMHO-AIMAPATHBIX (B TOM 4YMCII€ KPUNTOrpapUuecKux) U TeXHUYECKUX CPEACTB 3a-
IIUTHI HTHPOPMAIUH;

— IIK-12 crnocoGHOCThIO PUHUMATh Y4acTHE B NMPOBENECHUU IKCIEPUMEHTAIbHBIX HCCIEA0Ba-
HUI CUCTEMBI 3allIUThI MH(OpMAaIIH;

B pe3ynbrare nzyueHus: AMCUUIIIMHBI 00 yYaIOLIUICS T0JIKEH:

— 3HATh IPOTrpaMMHO-alapaTHBIE CpeJICTBa obecreueHus] MH(YOPMAIIMOHHON 0e30IacHOCTH B
TUINOBBIX ABTOMATU3HPOBAHHBIX CUCTEMAaX; OCOOEHHOCTH MPUMEHEHMsI MPOrPaMMHBIX U MPOrPAMMHO-
anmnapaTHbIX CPEJCTB 3alUThl HH()OPMALIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX; TUIIOBBIE CPE/ICTBA, METO-
JIbl U TIPOTOKOJIBI MACHTU(UKALINY, ayTeHTU(UKALMY U aBTOPU3ALUH; PYKOBOSAIINE U METOJUYECKHE J10-
KYMEHTBI YIIOJIHOMOUYEHHBIX (heiepaibHbIX OPraHOB MCIIOJHUTEIHHON BIACTH IO 3allUTe UH()OPMALIUH.

— ymerb [IpoBoauTH BBIOOP MpOrpaMMHO-aNMapaTHBIX CPEeACTB olecredyeHus MHGOPMaIUOH-
HOM 0€301acHOCTH ISl UCTIOJIB30BaHMSI MX B COCTaBE aBTOMATHU3HPOBAHHON CHCTEMBI C 1LIE€JIbI0 obecreye-
HUsl TpeOyeMOoro ypoBHS 3aIMIEHHOCTH aBTOMaTHU3MPOBAHHOMN CUCTEMBI; KOH(DUTYpHPOBAThH MapaMeTphl
CUCTEMBI 3alUThl HH()OPMALIUK aBTOMATU3UPOBAHHON CHCTEMBI B COOTBETCTBHH C €€ SKCILTyaTallHOHHOM
JOKyMEHTaIMel; UCIoIb30BaTh MPOrpaMMHbBIE M IIPOTPAMMHO-ANNapaTHBIE CPEJICTBA AJISl YHUUYTOKEHUS
uH(pOopMaluu U HocuTesel nHpopMaIuu.

— BJaaeTb HaBbikamu pa3pabOTKH apXUTEKTYphl CUCTEMBI 3aIIUTHI HH(OOPMAaLUK aBTOMAaTU3U-
POBaHHON CHCTEMBbI; HABBIKAMU MTPOTUBOAECUCTBUS BPEAOHOCHOMY MPOTrPAMMHOMY 00€CIIEUeHHIO; HaBbl-
KaMU pa3pabOTKH MPOrpaMMHBIX U IPOTPaMMHO-AINAPATHBIX CPEJICTB ISl CUCTEM 3aIlUThl HHPOPMALIUU
aBTOMATHU3UPOBAHHBIX CHCTEM.
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4. O0beM TUCHUNJIMHBI U BUAbI Y4eOHOIH padoThl
OO01mast TpyA0€MKOCTh JUCIUTLIINHBI COCTABIAET 5.0 3a4eTHBIX €IMHUIIBI U TIPEJICTABICHA B TA0IH-
e 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh JUCIHILTUHBI

Bunbl yueOHOM 1eaTeTbHOCTH Bcero uacos Cemectpbl

7 cemectp
AynutopHsble 3aHATHS (BCErO) 74 74
Jlexnun 28 28
[TpakTudeckue 3aHATH 18 18
JlaGopaTopHbie pabOThI 28 28
W3 HUX B MHTEPAKTUBHOU (hopme 20 20
CamocrostenpHas pabora (Bcero) 70 70
BrimonHenue ToMaNiHuX 3aaHi 30 30
Odopminenne oT4eToB 1O J1a00paTOPHBIM paboTam 16 16
[IpopaboTka JEKIIMOHHOTO MaTepuasa 14 14
[ToaroToBKa K MPAaKTUYECKUM 3aHATHSAM, CEMUHApaM 10 10
Bcero (6e3 ax3ameHa) 144 144
[ToaroroBka u craya 3K3aMeHa 36 36
OO01mas TpyA0eMKOCTh, 4 180 180
3auerHble EnUHUIED 5.0 5.0

5. Conepxxanue QM CHUNITHHBI

5.1. Pa3zgennl IMCUUILIMHBI 1 BUABI 3AHATHIA
Pazensr qUCIMIUTMHEI ¥ BUBI 3aHATUN TIPUBEICHBI B TabmuIe S.1.
Tab6muna 5.1 — Pa3aens! IUCIHUILIMHGBL U BUbI 3aHITHI

~ o]
= 2 © = 8 = 0 =
o Q I, s S > 0
Ha3zBanus pa3aenoB IMCUUILIAHBI :4 ” =) o, o 2 g« g
= 5 g = | 52 z g
o, < < o ™M o =
= = @) m & _@ S
7 cemecTp
1 TeopeTnueckue acieKThl IPUMEHEHUS 8 6 0 12 26 |IIK-1, TIK-12
IporpaMMHO-aNnapaTHBIX CPeJCTB obec-
nevyeHus nHOpMallMoOHHON Oe30MmacHo-
CTH.
2 IIporpamMMHoO-anmapaTHble CpEICTBA 16 8 28 44 96 IIK-1,IIK-12
obecnieueHus nHHOpPMALIMOHHON Oe3omac-
HOCTH.
3 HopMaTuBHbIE TOKYMEHTHI, pETYIINPY- 4 4 0 14 22 | IIK-1,TIK-12
IOIIHEe NMPUMEHEHHE MPOrpaMMHO-aIa-
PaTHBIX CPE/ICTB 3aIIUTHI HH(OpMAIUU
Hroro 3a cemectp 28 18 28 70 144
Htoro 28 18 28 70 144
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5.2. Coaep:xanue pa3aeoB TUCHMILINHBI (110 JEKIHAM)

Cogepxanuie pa3aesioB JUCIUTLUINH (IO JIEKIKSIM) TPUBEICHO B TabnuIe 5.2.

Tabmuma 5.2 — Coneprkanue pa3/ieJoB TUCIHUIUIAH (TI0 JICKITUSIM)

Hazsanwns pa3aciioB

Conepn(aHI/Ie pasaciioB JUCHUITIIMHBI 110 JICKIHUAM

TpynoeMKoCTb,

9

dopmupyemble

KOMIIECTCHIINU

7 cemectp

1 TeopeTuueckue
ACTICKTBI IPUMCHCHHUS
POTPaMMHO-AIIaPATHBIX
CPEICTB 00eCTIeYeHUS
nH(pOpMaITMOHHOM
0€30MacCHOCTH.

[Tonsarue nonmutuku 6e3omacHoctd. OnMUcaHue TUIIO-
BBIX ITOJIUTUK 0€3011aCHOCTU. YTPO3bl 0€30IaCHOCTH
KOMIIBIOTEPHBIX CHCTEM. MOZE€IIb KOMIIBIOTEPHOM CH-
cremsl. [lonstue monutopa 6ezonacuoctu. Konnen-
1us aucnerdyepa gocryna. OdecnieueHue rapaHTuit
BBITIOJIHEHUS TTOJIMTHKH 0e30macHOCTH. MeTox rene-
panuy U30JUPOBAHHON TPOrPaMMHOM Cpeabl IpU
MIPOEKTUPOBAHUU MEXAHU3MOB rapaHTUPOBAHHOIO
NoJiiep>KaHus MOJIUTUKY Oe3omacHocTu. Monenu 6e3-
onacHoro B3aumozaeiicteus B KC. Ilponenypa naen-
TUGUKALMY U ayTeHTU(UKALUK: 3a11Ta HAa YPOBHE
pacmmpenuii Bios, 3amuTa Ha ypoBHE 3arpy3uMKOB
OIIEpPaLlMOHHOM Cpenbl.

oo

Hroro

I1K-1

2 IIporpammHoO-
anmapaTrHbIe CpPelICTBA
obecnieueHus
UH(POPMALIMOHHOM
0€30I1aCHOCTH.

OCHOBHBIE IPUHIIMITBI CO3aHUS TIPOTPAMMHO-ATIIIA-
paTHBIX CpeACTB oOecredeHnss HHPOPMALMOHHON Oe3-
onacHocTH. [IporpamMMmHo-annapaTHbIe cpelICTBa, pea-
TU3YIOUINE OTAeNbHBIC (PYHKIMOHAIBHBIE TPEOOBAHNUS
I10 3aLIUTe, UX NPUHIHUIIBI AEHCTBUS U TEXHOJIOTHYe-
CKHe ocoOeHHOoCTH. B3aumoelicTBre ¢ 00IIeCUCTEM-
HBIMU KOMITOHEHTaMH BBIUUCIUTENBHBIX CUCTEM. Me-
TOJIBI I CPEJICTBA OTPAHMUYCHHS JJOCTYIA K KOMITOHEH-
TaM BBIYMCIIUTENBHBIX CUCTEM. MeTO/IbI U CpecTBa
MIPUBSI3KU TIPOTPAMMHOT0 00ECTIEYeHHUS K alapaTHoO-
MY OKPY>KEHHUIO M (PU3MUECKIM HOCUTENSAM. Y TIpaBiie-
HUE KJII0YaMH KpUnTorpadguyeckumu Kirrogamu. Me-
TOJIbI ¥ CPEJICTBA XPAHEHHsI KJIIOYeBON MH(OpMAIIH.
3amuTa nporpamm ot uzyyeHusi. Cnoco6sl BCTpauBa-
HUS CPEJICTB 3aIIUTHI B IPOrPAMMHOE 00ECTIEUeHHE.
3amyTa OT pa3pymarIIuX MPOrPaMMHBIX BO3IEH-
CTBHMH U BPEJOHOCHOTO MTPOrPaMMHOT0 00ecreueHusl.
3amTa mporpaMM OT U3MEHEHHSI U KOHTPOJIb Tie-
JIOCTHOCTH.

16

Hroro

16

I1K-1

3 HopmaTtuBHbIE
JIOKYMEHTHI,
perynupymoiye
IIPUMEHEHNE
MIPOrpaMMHO-aIapaTHBIX
CPEJICTB 3alUThI
uH(popMalun

Posnb cTrangapToB MHGOPMALIMOHHOM 0€301acCHOCTH.
JoxymenTsl ['ocyapcTBEHHON TEXHUYECKONU KOMHUC-
cum Poccun. 3agaun u TeXHONIOTHA cepTUDUKAIIH
IIPOrpaMMHO-AIIAPaTHBIX CPEICTB HA COOTBETCTBUE
TpeboBaHUIM HH(DOPMAITMOHHON 0€30MMaCHOCTH.
OcCHOBHBIE KaTeropuu TpeOOBaHHUI K MPOrpaMMHON U
MPOrpaMMHO-aIIapaTHON pean3aluu CpeacTB odec-
nedeHust “HGopMaoHHoi 6e3onacHoctu. [lokazare-

I1K-1
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JIM 3aIIMIIEHHOCTH CPEJICTB BEIYMCIUTEILHON TEXHU-
KM OT HECAHKLIIMOHUPOBaHHOTO AocTyna. Kiaccer 3a-
MIAIIEHHOCTH aBTOMAaTH3HPOBAaHHBIX cUCTEM. Tpebo-
BaHU K MpoLEecCy cepTu(UKanuy npoaykTa HHQop-
MAaIMOHHBIX TEXHOJIOTUH

Hroro 4

Htoro 3a cemectp 28

5.3. Pa3esibl IMCHMIJIMHBI M MEKTUCIIUNITMHAPHBIE CBSI3H ¢ 00eCeYHBAKIUMEU (MPeAbITY IIUMU)
U o0ecneynBaeMbIMHU (MOCJIEYOIMMHU) AU CHUNIIMHAMM
Pazensr TUCIIMIUTMHBL ¥ MEXKTUCIUTUTMHAPHBIC CBS3H ¢ 00eCeUnBAOIIMMHA (TIPEIBIIYIIAMHI) |
obecrieunBaeMbIMH (ITOCICAYIOIMMHA ) JUCITUTIIIMHAMY IIPEICTABIICHBI B Ta0auIe 5.3.
Tabmuua 5.3 — Pa3nensl TUCHMITIMHBI U MEKIUCIUIUIMHAPHBIC CBS3U

Ne paznenoB qaHHON TUCIUIUTMHBL, IS
KOTOPBIX HEOOXOIMMO U3yYCHHE
HayuMeHOBaHUE TUCLUILIMH o0ecreynBaroIuX U 00eCIIeYnBaeMbIX
JVCTIUTUTHH
1 2 3
[TpenmecTByroNIe AUCIUTUTAHBI
1 Be3onacHOCTH OnepanuoOHHBIX CUCTEM + +
2 JluckpeTHas MaTeMaTHKa +
3 MozaenupoBaHue aBTOMaTH3UPOBAaHHBIX HH(POPMAIIMOH- + +
HBIX CHCTEM
4 OpraHu3alMoOHHOE | ITPaBOBOE o0ecrieueHrne nHpopMa- +
UOHHOW 06€301acHOCTH
5 OcHOBBI HH(MOPMAITMOHHON 0E30MMaCHOCTH + +
6 Ilpuknannas kpunrorpagpus +
7 YnpaBiieHue cpefcTBaMH 3allUThl HHpOpMauu +
[Tocaenyronue TUCIMUITITMHB
1 3amuTa BBIMYCKHON KBaTU(pUKALMOHHON pabOThI, BKIIIO-
Yas MOATrOTOBKY K MPOLEAype 3aIUThI U MPOLEAYPY 3alu- + + +
TBI

5.4. CooTBeTCTBHE KOMIIETeHIMH, (POPMHPYEMBbIX PH U3YYEHUHU TN CUMILJIMHbBI, U BU10B 3aHATHI
CootBeTcTBHE KOMIETEHIINH, (POPMUPYEMBIX ITPU U3YUEHUH TUCLUIUINHBI, U BUIOB 3aHITHH
npezcTaBiIeHo B Tabaule 5.4.
Tabnuna 5.4 — CooTBeTCTBUE KOMIETEHLUH, POPMUPYEMBIX MPU U3YUYEHUU AUCLUIIINHBI, U BUJIOB 3aHS -
TUN

Bunel 3ansaTuit

q)OpMBI KOHTPOJIA

Jlex
IIpak. 3an
Jlab. pad.
Cam. pab

Komnerenuun
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[1K-1 + + + + JlomamrHee 3aganue, DK3a-
MeH, Koncrekt camomoaro-
TOBKH, 3amura otdera, OT-
4eT 1o labopaTopHou pabdo-
te, Onpoc Ha 3aHATHUSX,
Tect

[1IK-12 + + + JlomamiHee 3aganue, 3amu-
Ta otueTa, OTUeT 1O J1abo-
patopHoii pabote, Ompoc Ha
3aHATHAX, TecT

6. IMHTepakTUBHBbIE MeTOAbI U (POPMBI OPraHU3aI UK 00yUYeHUsI
TexHONIOruH HHTEPAKTUBHOTO 00YYEHUS MIPH pa3HbIX (hopMax 3aHSATHI MPUBEACHBI B Tabnwmie 6.1.
Ta6mmma 6.1 — TeXHOJ0THY HHTEPAKTUBHOTO OOYUCHHUSI PU Pa3HbIX popMax 3aHATHIA

HNuTepakTrBHbBIC Nutepaxr
HHTepakTuBHBIE
MeTto bl naboparopHsble 3aHATHsS, | UBHble | Bcero, u
NPAaKTUYECKHUE 3aHATHS, U
q JEKIHH, 9
7 cemecTp

[TpesenTanmu ¢ 8 8
UCTIOJIb30BaHUEM
CIaliI0B ¢ 00CYK/IEHUEM
Pemenne cuTyannoHHBIX 4 4 8
3a1au
Case-study (meton 4 4
KOHKPETHBIX CUTYaIHi)
Hroro 3a cemectp: 4 8 8 20
Htoro 4 8 8 20

7. JlabopaTopHbie padoThl
HaumenoBanue nabopatopHbix padboT npuBeaeHo B Tadbaune 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTOpHBIX paboT

) o
5 z 3
Z L5
s (D]
HasBanus paznenos HaumeHnoBanue nabopaTopHbIX paboT 55 25
S s £
> &3
o Q Z
~ S
7 cemecTp
2 IlporpamMmHO- Pa3pabotka 3amumiensoro [10 ¢ npumeHeHnem arra- 16 IK-1, ITK-
armapaTrHble CPeICTBA patHbIx Kimrodert eToken 12
obecredeHns . [IporpaMMHo-amnmapaTHOe CpeJCTBO 3alUThl HHPOP- 8
HH(OPMAlHOHHOH MallMu OT HECAHKI[MOHWPOBAHHOT'O JOCTYyIa.3aluTa
0€30IaCHOCTH.
MporpaMM OT U3MEHEHHUS U KOHTPOJIb LIEJIOCTHOCTH.
3ammra nporpaMM OT pa3pylIaroIuX IPOrPaMMHBIX 4
BO3/ICHCTBUH U 3allliTa aBTOMAaTU3UPOBAHHOM CUCTE-
MBI OT BPEJOHOCHOTO MPOTrPAMMHOI'0 00ECIICUEHHS.
Hroro 28
Hroro 3a cemectp 28
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8. IpakTHYeckue 3aHATHS (CEMHHAPbI)

HanmeHoBaHMe NIpaKTUYECKUX 3aHATUN (CEMHUHAPOB) MpUBEAEHO B Tabmuie 8. 1.
Ta6mmma 8.1 — HanMeHoBaHME MPAKTHYECKUX 3aHATHN (CEMUHAPOB)

o]
z .5
Ha3Banus paznenos HaumeHnoBaHue MpakTU4YECKUX 3aHATUIN (CEMUHAPOB) z &5
2 s £
S s 2
- e =
7 cemectp
1 TeopeTuueckue PazpaboTka apXUTEKTYpbI CUCTEMBI 3aIUTH HH(OP- 6 ITK-1, IIK-
ACIEKThI IPUMEHEHHUS Malluy aBTOMAaTU3UPOBAHHON CUCTEMBI C IPUMEHEHU - 12
MIPOrPAMMHO-AIIIAPATHBIX | €M MPOrPaMMHO-AIIAPATHBIX CPEACTB 3alUThI UH-
CPEICTB 00eCTIeYeHUS dopmaruu. [TocTpoeHue Mozerneit 3anuimeHHON aBTo-
nH(pOPMaLMOHHON MaTHU3UPOBAHHOU cUcTeMbl. MI3yueHue MeTo10B naeH-
0€30MacCHOCTH. TUDUKAIMY U AyTeHTU(DUKAIUH ¢ TIPUMEHEHUEM T1PO-
IpaMMHO-aIMapaTHBIX CPEJICTB 3aLIUTHI HH(OPMAIUH.
Hroro
2 IIporpammHoO- N3yueHne cOBpEMEHHBIX IPOrPaMMHO-aNIapaTHbIX IIK-1, ITK-
anmnaparHble CpesicTBa cpeacTB obecrnieyeHuss MHPOPMATMOHHOHN 0€301acHo- 12
obecrnieueHus ctu. Haznauenue, pyHkuuu, o01acTb MpUMEHEHUS
UH(POPMALIMOHHOM [IPOrpaMMHO-AINAaPaTHBIX CPEICTB 3aLUThI HH(POP-
0e30MacHOCTH. Maruu. M3yuenue u cpaBHeHUE 0COOGHHOCTEN U aHa-
JIOTOB NPOrpaMMHO-aNNapaTHbIX CPEJCTB obecreye-
HUs HHGOPMAIIMOHHON 0€30MaCHOCTH Pa3IMYHBIX Ka-
TErOpUil.
Hroro
3 HopmaTuBHbIE N3yueHne HOpMATUBHOUN TOKYMEHTALIUH, B TOM YHCIIE 4 IIK-1, ITK-
JIOKYMEHTHI, PYKOBOJSAIIMX U METOANYECKUX JTOKYMEHTOB YIIOIHO- 12
perynupymoinne MOYEHHBIX (heJiepaibHbIX OPraHOB HUCIIOIHUTEIbHON
IIPUMEHEHNE BJIAcTH 1O 3amuTe uHpopmarnuu. Ilouck npo-
IPOrpaMMHO-aINapaTHbIX | TPAMMHO-AINIAPaTHBIX CPEACTB 3alllUThl HH(OPMALIUH,
CPEJICTB 3alIUThI COOTBETCTBYIOLINX TPEOOBAHUAM PYKOBOJSIINX JIOKY-
uH(popManun MEHTOB.
Hroro 4
Hroro 3a cemectp 18

9. CamocrosiTesibHasi paboTa

Bugpsl camocTosTensHON paboThl, TPYA0EMKOCTh U (POpMUpPYEMbIEe KOMIIETEHIIUHU MPEICTaBIEHBI B

tabnuue 9.1.
Tabmuua 9.1 — Bussl caMoCTOSATENIbHOM pabOoThI, TPYIOEMKOCTh U (POPMHUPYEMbIE KOMIIETEHINH
o >
= Z =
3 = =
. S Oz
Bunel camocTosTenbHON = > O
HasBanns pasznenos g " = @OpMBI KOHTPOJIS
paboThI 3 s 2
53 &2
a o 2
- S
7 cemecTp
1 Teopetnueckue acnektsl | [loaroroBka k npakruye- 2 |IIK-1, JlomanHee 3anaHue,
IIPUMEHEHHUS CKUM 3aHSITHUSAM, CEMUHA- [1K-12 Omnpoc Ha 3ansaTHsX, Tecr,
MPOrpaMMHO-aINapaTHHIX | paM DK3aMeH
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CpencTB oOecreyeHus [TpopaboTka JEKIIMOHHOTO 4

UH(POPMALIMOHHOM Marepuana
GesomacHoCTH. Brimonnenue qoMariHux 6
3aJaHuN
Hroro 12
2 IIporpammHoO- [lonroroBka k mpaxkTHye- 6 |IIK-1, Jomaminee 3aianue, 3a-
armapaTHbIe CpeCTBa CKUM 3aHATHSAM, CEMHHA- [1K-12 mTa otyeta, Onpoc Ha
obecrnieueHus pam 3aHATHsIX, OTUeT 1o ynabo-
HHGOPMAIIHOHHON atopHoi paborte, Tect
5 (bopman [IpopaboTka JTeKITMOHHOTO 8 g p p ’ ’
IIACHOCTH. K3aMeH
€30I1aCHOC MaTepuana 3aMe
OdopmieHre 0TIETOB 1O 16
nabopaTopHbIM paboTam
Brimoanenne gqomMamHux 14
3aJaHuN
Hroro 44
3 HopmaTuBHbIE IloaroroBka k mpakTuye- 2 [1K-1, JlomaliHee 3agaHue,
JIOKYMEHTHI, CKHUM 3aHATHAM, CEMHHA- [1K-12 Omnpoc Ha 3ansaTUAX, Tect,
perynupymoime pam DK3aMeH
[IpUMEHEHUE
P [IpopaboTka JIEKIMOHHOTO 2
[IPOrpaMMHO-aNIIapaTHBIX
porpa O-arrapa MaTtepuaa
CPEJICTB 3aIUThI
uH(OpMALIH BreinosniHenre qoMamiHux 10
3aJaHuN
Htoro 14
Hroro 3a cemectp 70
IToaroroBka u crada dK3a- 36 DK3ameH
MeHa
Hroro 106

10. KypcoBasi padora (nmpoekT)

He mpenycmorpeno PYIL

11. PeiiTuHrOBasi cMcTEMA JIVISl OLEHKH YCII€BA€MOCTH 00y4alommxcst

11.1. BanabHble OLIEHKH /1JIs1 3JIEMEHTOB KOHTPOJIsI

Tabnuna 11.1 — bannbHble OLIEHKH ISl 3JIEMEHTOB KOHTPOJIS

N o MaxkcuManbHbIN
. MakcumanbHBIH MakcumanbHBIH
DJIeMEHTHI y4eOHOM Oasm 3a mepuon Bcero 3a
6amn Ha 1-yto KT ¢ | Gann 3a mepuon
JIeATeTLHOCTH mexnay 2KT u Ha cemMecTp
Hayana cemectpa | mexnay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
JlomaiHee 3aaHue 10 5 5 20
3amuTa oTueTa 10 10 20
KoncnekT camonoarotos- 5 5
K1
Ormpoc Ha 3aHATHAX 5 5
Otuert o mabopaTopHOH 10 10 20
pabore
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Hrtoro makcumym 3a nepu- 10 30 30 70
on

DK3aMeH 30
Hapacratoum ntorom 10 40 70 100

11.2. IlepecyeT 6a/1J10B B OLIEHKH 32 KOHTPOJIbHbIE TOUYKH
[TepecueT OaIOB B OLIEHKH 32 KOHTPOJIbHBIC TOUKU MPEICTaBICH B Tabmuie 11.2.
Ta6mmma 11.2 — Ilepecuer 6aJ10B B OIIEHKH 32 KOHTPOJIbHBIE TOYKU

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuMalbHOM cymMbl 6ayioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl OayutoB Ha gaty KT

4
Ot 60% 1o 69% oT MmakcuMabHOM cyMMBbI O6aiioB Ha naty KT 3
2

< 60% ot MakcuManbHOM cymMMbl OaisioB Ha naty KT

11.3. IlepecyeT cyMMBbI 0AJJIOB B TPAAUIMOHHYIO U MEKTYHAPOIHYIO OI[EHKY
[TepecueT cymMBbl OaJIJIOB B TPAAUIIMOHHYIO U MEXIYHAPOAHYIO OIICHKY MPEACTABICH B TA0IHIIE
11.3.
Tabmuna 11.3 — [lepecueT cymMBbl 0alisioB B TPAAUIIMOHHYIO U MEXAYHAPOIHYIO OIICHKY

Hrorosas cymma 6amios,

Onenka (I'OC) YYHUTBIBAECT YCIEUIHO CIAHHBIN Onenka (ECTS)

HK3aMeH

5 (oTnM4HO) (3a4TECHO) 90 - 100 A (0TIM49HO)
85 -89 B (ouensn xoporio)

4 (xopoti10) (3a4TEHO) 75-84 C (xopomio)
70-74
65 - 60 D (ynoBneTBOpUTENBHO)

3 (YIOBIIETBOPUTEIHHO) (324TEHO) 60 - 64 E (nocpercraentio)
2 (HCYIOBIICTBOPUTEILHO) (HE Hwxe 60 6ammoB F (HeynoBieTBOpUTENHHO)

3a4TEHO)

12. YueoHO-MeTOoAUYEeCKOE U HHPOPMAIMOHHOE 00ecTieYeHUe T CIHITNHbI

12.1. OcHoBHas JuTepaTypa

1. TlporpamMHo-anmapaTHas 3amuTa nHpopmanuu: YueoHoe nmocodue / I1.B. Xopes. - 2-e u3m.,
ucnp. u nom. - M.: ®opym: HUL] UTHOPA-M, 2015. - 352 c.: un.; 60x90 1/16. - (Beicuiee o6pazoBaHue).
(meperuter)  ISBN  978-5-00091-004-7  [DnekrtponHbli  pecype] -  Pexum  mocryna:
http://znanium.com/catalog/product/489084, nara o6pamienus: 04.06.2018.

2. AnmapaTHble M TIPOTpaMMHBIE CPEJCTBA 3aIIUTHI HH(popMarmu: YdyeOHoe mocodue / JymkuH
A.B., Konbio A., KpaBuenko A. - Boponexx:Hayunas kaura, 2016. - 232 c. ISBN 978-5-4446-0746-6
[DnexTponnsIii pecypc] - Pesxxum poctyma: http://znanium.com/catalog/product/923168, nara obparteHus:
04.06.2018.

12.2. lonoaHuTEIbHAS JIUTEPATYPA

1. 3ammra uHGOpPMALIUHN C UCTIONB30BAaHUEM CMapT-KapT U 3J1eKTpoHHBIX OpenokoB / JI. K. ba-
oenko, C. C. Umyxkos, O. b. Makapesuu. - M. : "T'e;mmoc APB", 2003. - 351[1] c. : w1, Tab:x1., mopTp. -
Bbubnuorp.: c. 348-349. (nanuuue B Oubnuorexke TYCVYP - 29 5k3.)

2. IIporpammMHo-anmapaTHBIE CpeicTBa oOecrieueHUs] NHPOPMAIMOHHOW 0€30MacHOCTH : yued-
Hoe nocobue: B 2 paznenax / A. I1. 3aiineB; MunucrepctBo oOpazoBanus 1 Hayku Poccuiickoit @enepa-
uu, ToMckuil rocygapCTBEHHBIM YHHUBEPCHUTET CHCTEM YIpaBleHUS U paauoldiexkTpoHuku, Kadenpa
KOMIUIEKCHON WH(pOpPMalMOHHON 0€30MacHOCTH 3JIEKTPOHHO-BBIYUCIUTENbHBIX cUCTeM. - Tomck : B-
Crextp, 2007 - . Pasznen 1. - 2-e u3n., mepepad. u gom. - Tomck : B-Cnektp, 2007. - 143[1] c. : un. - B. 1.
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(raymmume B 6udmoteke TYCVYP - 66 3k3.)

3. IIporpammuo-amnmapaTHble CpeAcTBa obecreueHuss nHPOPMAIMOHHON 0e30MacHOCTH @ y4el-
Hoe mocobue: B 2 paznenax / A. I1. 3aiitieB ; MunucrepcTBo ob6pazoBanus U Hayku Poccuiickoit denepa-
1K, TOMCKHIT TOCYIapCTBEHHBIN YHHBEPCHTET CHCTEM YIPABICHUS U paaunodickTponuku, Kadenpa
KOMIUIEKCHOH WH(pOPMAIMOHHON 0€30MacHOCTH 3JIEKTPOHHO-BBIYUCIUTEIBHBIX cUCTeM. - Tomck : B-
Crektp, 2007 - . Paznen 2. - 2-e u3a., nepepad. u gor. - Tomck : B-Crekrp, 2007. - 118[2] c. : . - buob -
auorp.: ¢. 37. - b. u. (Hasmuue B 6ubmmoreke TYCVYP - 66 5k3.)

12.3. YueOHO-MeTOAMYECKHE IIOCOOUA

12.3.1. Ob6s13aTesibHbIE Y4eOHO-MeTOAHYECKH e OCO0Hs

1 Meronuyeckue ykasaHMsl K NMPAKTUYECKUM 3aHATHSIM 10 aucuuiuinHe "[IporpamMHo-anna-
paTHbIe cpencTBa obecrniedeHusi nHGopmanmonHo O6e3onmacHocTH" / Paxmanenko U.A. - 2017. - 10 c.:
[DneKTpOHHBII pecypc] - Pexxum JOCTYyIIa:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/gia/pasoib_pract.pdf, = mgara  oGpamicHwus:
04.06.2018.

2. JIaGopatopHbIii TpakKTUKYM 10 aucturuinHe “TIporpamMmHo-anmapaTHbeie cpefcTBa odecrede-
Hus nHpopmammoHHoi 6e3omacHoctr” / Paxmanenko M.A. - 2016. - 37 c.: [DnekrponHsIii pecype] - Pe-
xuM moctyna: http://kibevs.tusur.ru/sites/default/files/upload/work_progs/gia/pasoib_lab.pdf, mata 06-
pamenus: 04.06.2018.

3 Meroaunueckue yKazaHus JUIsl BBIMOJTHEHUS CAMOCTOSATEIbHON U MHANBUAYAIbHON pabOTHI 1O
mucuurunHe "TIporpamMMmHO-anmapaTHeie cpencTBa oOecredeHuss WH(GOpMAMOHHON Oe3omacHocTh" /
Paxmanenxko W.A. - 2017. - 6 c.: [DOnektpoHHsli pecypc] - Pexum  gocryma:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/gia/pasoib_sam.pdf, nara oOparieHus:
04.06.2018.

12.3.2. YueOHO-MeTOAMYECKHE TOCOOMSI 1IJIsI JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU 3/I0POBbSI M
HHBAJU/I0B

Y4eOHO-MeTOINYEeCKHEe MaTepUaibl UII CAMOCTOSTEIbHOW M ayAUTOPHOM pabOThl 00yJaromuXxcs
U3 YUCIIa JIUI] ¢ OTPAaHUYEHHBIMU BO3MOXXHOCTSIMU 370POBbsl U MHBAJIHUIOB MIPEIOCTABIAIOTCA B (hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBBS U BOCTIPHUSTHS HHPOPMALIUH.

JL1s1 ML ¢ HAapyLIeHUsIMHU 3PeHM:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHON (popMe YBETUUEHHBIM IIPUPTOM.

JI1s1 1M1 ¢ HAPYLIEHUSIMH CJIyXa:

- B (hOpMe IIEKTPOHHOTO JOKYMEHTA,;

- B MIeYaTHOH opme.

JI1s1 1ML ¢ HAapylLIeHUsIMM ONIOPHO-ABUIaTeIbHOI0 aNnapara:

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA,;

- B IeUaTHOM opme.

12.4. IIpodeccuonabHbIe 0a3bl JaHHBIX U HH(POPMALIHOHHBIE CIPABOYHbIC CHCTEMbI

1. TocynmapcTBeHHBI  peecTp  CepTU(UIMPOBAHHBIX  CPEIACTB  3alIUTHl  MH(POpMALUU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. ®enepanbHas cyx0a Mo TEXHHYECKOMY M DKCIIOPTHOMY KoHTpoutto https://fstec.ru/

3 Nudopmannonnsie, CIIPaBOYHEIE Hu HOpPMAaTHBHBIE 0a3el JAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TEXHHYECKOE o0ecneyeHue JUCHUILUINHBI U TPedyeMoe MporpaMMHoe
odecrnieueHue

13.1. O0mue TpeGOBaAHMA K MATEePHATBLHO-TEXHHYECKOMY H IPOrPaAMMHOMY 00ecnedeHHI0
JUCIHUIIINHDBI

13.1.1. MaTepuaJibHO-TeXHHYECKOE H MPOrPaMMHOe obecneyeHue s JeKIMOHHbIX 3aHATH
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO THIIA, TPYIIIIOBBIX M MHIMBUYalbHbIX KOHCYJIbTALUN, TE-
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KYIIIET0 KOHTPOJIS U TPOMEKYTOUHOM aTTeCTaI[iU UCTIOIb3yeTCs YueOHas ayIuTOPUS ¢ KOJTUYSCTBOM I10-
CaJIOuHBIX MECT He MeHee 22-24, o0opyaoBaHHAs TOCKOW M CTaHIAPTHOHW yueOHOU Mebenbio. MeroTcs
JIEMOHCTPAIIMOHHOE 000PYIOBaHKE M y4eOHO-HATJIAIHBIE TTOCOOHS, 00ECIIEYMBAIOIINE TEMATHICCKUE HJT-
JIOCTPALIUU TIO JIEKIIMOHHBIM pa3/iejaM TUCIUTUTHHEL.

13.1.2. MaTepua/JbHO-TeXHHYECKOE H MPOrPaMMHOe ofecrieyeHHe I MPAKTHYEeCKHX 3aHATHI
JlaGopartopus mporpaMMHO-aMNIMapaTHbIX CPeACTB obecredeH st MHPOPMAIIMOHHOM 6€30MacHOCTH

yueOHast ayJUTOpHUs JJIsl IPOBEICHHS 3aHATUI MPAKTHYECKOTO TUIA, yueOHas ayAUTOPUS JUIsl TpOBe-
JICHHS 3aHATHH J1a00paTOPHOTO TUTIA

634045, Tomckas ob6nacTs, . Tomck, yin. Kpacnoapmeiickas, 1. 146, 405 ay.

Onwucanue UMeroNIerocs 000pyI0BaHUS:

- Komneroteps! knacca He Hmke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mt.);

- Kommiext cienmanusupoBanHoi yueOHOM Meben;

- AnmapatHble cpeicTBa ayTeHTHU(PHUKAUK noib3oBatens «eToken Proy;

- [Iporpammuo-anmnapatHbiit komiuieke 3anuTbl nHGopMmaruu: [TAK ViPNet Coordinator HW100 C

4.x, ITAK ViPNet Coordinator HW 1000 4.x, ITAK Axkopx;

- PabGouee mecTo mpemnogaBarens.

Crenapl A7 U3y4EeHUS TPOBOJAHBIX U OECIPOBOIHBIX KOMIBIOTEPHBIX CETEH, BKIIOYAIOIINE:
- aDOHEHCKHE yCTPOUCTBA: KOMIIBIOTEpPHI SuperMicro;
- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;
- mapupytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;
- CPEICTBA aHAJIN3a CETEBOTO Tpa(uKa U YrIIyOJIeHHOH MPOBEPKH CETEBBIX NMAKETOB: aHAINU3ATOP
tpaduka Wireshark, nuctpubytus Kali Linux;
- mexxcereBble skpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO ASA
5505, MD B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;
- CHCTeMBI OOHApYKEHUSI KOMITBIOTEPHBIX aTak: Snort, Suricata, COB B coctaBe mapmipytuzatopa Check
Point CPAP-SG1200R-NGFW;
- Touku pocryna: D-link dwl3600ap;
- CHCTEMBI 3allIUThI OT yTeukH naHHbIX: KoHTyp nndopmannonnoii 6ezonacuoct Searchlnform;
- CPEICTBAa MOHUTOPUHIA COCTOSHUS aBTOMATU3UPOBAHHBIX CUCTEM: CUCTEMa MOHUTOpUHTa Zabbix;
- Cpe/ICTBAa CKAHUPOBAHMSI 3aILMIIEHHOCTH KOMITbIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucreMa anannza 3anumenHoctd cetd MaxPatrol Education;

[Iporpammuoe obecrnieueHue:

AHTHUBUPYCHBIN nporpaMMHbINA koMiuiekc: Kaspersky endpoint security ;
Microsoft Windows 7 Pro;
VirtualBox;
Kpunrorpadudaeckoe cpenctso 3amnmutsel nHGpopmanuu Kpunrollpo CSP;
— AnmnapaTHO-IIpOrpaMMHBIE CPEJICTBA YIPaBICHUsI JOCTYNOM K JTaHHBIM mudpoBanus: [10 ViPNet
Administrator 4.x, I[TIO ViPNet Coordinator for Windows 4.x, [0 ViPNet Coordinator for Linux 4.x, I1O
ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, KpuntolIlpo CSP, DallasLock;
— Visual Studio.
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13.1.3. MaTepuajbHO-TeXHHYECKOE H MPOrPaMMHoe o0ecniedeHue IUIsl J1a0opaTOpHbIX padoT
JlaGopaTopus mporpaMMHO-aNMapaTHBIX CPEICTB oOecriedeHust HHGOPMAITMOHHOM Oe301ac-

HOCTH

yueOHast ay JUTOPHs JJIsl TIPOBECHHS 3aHATUI MPAKTHYECKOTO THUIA, ydeOHas ayAUTOPHUS IS
MPOBEJCHUS 3aHATHI 1TaO0OPaTOPHOTO THMA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 405 ayn.

Onucanue nMeronierocs 000pya0BaHus:

- Komneroteps! knacca He HIvke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mt.);

- KommnekT cnenuanuzupoBaHHol yueOHON Mebeny;

- AnmapatHble cpeicTBa ayTeHTU(PHUKAIUK moib3oBaTens «eToken Proy;

- [Iporpammuo-anmapatHbiii Komrieke 3anuTsl nHGopmarn: [TAK ViPNet Coordinator
HW100

C 4.x, I[TAK ViPNet Coordinator HW 1000 4.x, [TAK Akkop;

- PabGouee mecto nmpenogaBarens.

Crenapbl A1 U3y4YEHUS TPOBOJAHBIX U OECIPOBOIHBIX KOMIIBIOTEPHBIX CETEH, BKIIOYAIOIINE:
- aOOHEHCKHE yCTPOMCTBA: KOMIIbIOTEpPHI SuperMicro;
- kommyTaTtopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;
- mapmipytuszaTtopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;
- CPEJCTBA aHAJIN3a CETEBOT0 TpaduKa U yriIyOJIeHHOM MPOBEPKH CETEBBIX NMAKETOB: aHAIN3ATOP
tpaduka Wireshark, nuctpubytus Kali Linux;
- mexxceteBbie dkpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctase mapuipytuszaropa Check Point CPAP-SG1200R-NGFW;
- CUCTEMBbI OOHapyEHHUsI KOMITBIOTEPHBIX aTak: Snort, Suricata, COB B coctaBe mapiipytuzaTopa
Check Point CPAP-SG1200R-NGFW;
- Touku noctymna: D-link dwl3600ap;
- CUCTEMBI 3allUThI OT yTeuku AaHHbIX: KoHTyp nHdopmanonHoit 6e3onacuoctu SearchInform;
- CpelICTBAa MOHUTOPUHTA COCTOSIHUSI aBTOMATU3UPOBAHHBIX CUCTEM: CUCTEMa MOHUTOpHHTa Zabbix;
- CpecTBa CKAaHMPOBAHMS 3AIIUIIEHHOCTH KOMIIBIOTEPHBIX CeTeil: ckaHep Oe3omacHocTH Xspider
Education, cuctema ananu3a 3amnuiieHHocTH cetd MaxPatrol Education;

[IporpamMmMHoe obecrieueHue:
— AHTHUBHpYCHBINH IporpaMMHbIi komiuiekc: Kaspersky endpoint security ;
— Microsoft Windows 7 Pro;
— VirtualBox;
— Kpunrorpaguueckoe cpenctso 3amutsl nHpopmanuu Kpunrollpo CSP;
— AnmnapaTHO-IIpOrpaMMHbBIE CPEACTBA YIIPABICHHS JOCTYIIOM K JaHHbIM mudposanus: I10 ViPNet
Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, II0 ViPNet Coordinator for Linux 4.x,
I1O ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, Kpunrollpo CSP, DallasLock;
— Visual Studio.

13.1.4. MaTepuajibHO-TeXHUYECKOE U MPOrPaMMHOe oOecrevyeHue I CAMOCTOSITeIbHOM
pa6oTsl [l caMoCTOSATENbHOM pabOThl UCIIONIB3YIOTCS yUeOHbIE ayTUTOPUH (KOMIIbIOTEPHBIE
KJIacChl),

PacmoJoKeHHBIE MO apecam:
- 634050, Tomckas o6macth, . Tomck, JlennHa npocnexT, 1. 40, 233 ayn.;
- 634045, Tomckas o6macTts, r. Tomck, ya. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckas o6nactb, T. Tomck, Bepmmnuna ynuua, 1. 47, 126 ayn.;
- 634034, Tomckas o6nacTs, r. Tomck, Bepmmnuna ynuna, 1. 74, 207 ayn.
CoctaB 06opy10BaHHUS:
- yueOHast meOerb;
- koMmnbroTepsl kiacca He Hike [[9BM INTEL Celeron D336 2.81Tw. - 5 mit.;
- KOMITBIOTEPHI ITOIKIFOUCHBI K ceTH « HTepHEeT» 1 00eCTIeunBarOT TOCTYI B 3JIEKTPOHHYIO WH-
(hopMalinoHHO-00pa30BaTENBHYIO CPEAY YHUBEPCUTETA.
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[TepeueHs IpPOrpaMMHOTO 0OECTICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuabHO-TeXHHYECKOe o0ecrieyeHne TUCHMIIUHBI JJIs1 JUI[ ¢ OTPAHHYEeHHbIMU
BO3MO’KHOCTSIMH 310POBbSI H HHBAJIH/IOB

OcBoeHue TUCHUITIMHBI JUIAMU C OTPAHUYCHHBIMU BO3MOXXHOCTSIMU 3/I0POBbS M HHBAJIMIAMHU
OCYIIECTBIISICTCS C UCTIOJIB30BAaHUEM CPEACTB 00yUEHHs OOIIEro U CIIEIHaIbHOTO Ha3HAYEHHUS.

[Tpu 3aHATHAX C 00YYAIOIIMMHUCS ¢ HAPYIIEHHSIMHU CJIyXa IPEAyCMOTPEHO UCTIOIb30BAHUE 3BYKO-
YCUIJIMBAIOILEH armaparypsl, MyJIbTUMEUIHHBIX CPEJCTB U APYTUX TEXHUUECKHX CPEJICTB ITpHeMa/Tiepea-
4yi yueOHO# nHpopMaIK B AOCTYIHBIX (hopMax, MOOMIIHOW CHCTEMBI IPENOJaBaHUs I 00yJarOIHXCS
C MHBAJIMJHOCTHIO, IOPTATUBHOW MHIYKIMOHHOW CHUCTEMBI. Y4eOHask ayauTopusl, B KOTOPOIl 3aHUMAIOTCS
oOyuaroluecs: ¢ HapylIeHHEM CilyXa, 0o0OpyJOBaHa KOMIIBIOTEPHOW TEXHUKOMW, ayJUOTEXHHUKOH, BUAEO-
TEXHUKOH, YJICKTPOHHOI JOCKOW, MyJIbTUMEANIHON CUCTEMOH.

[Tpu 3aHATHAX ¢ 00YUYAIOMIMMUCS ¢ HAPYILIEHUSIMHM 3PEHUSIMH TIPEIYCMOTPEHO HCIIOJIb30BAHKE B
JEKIIMOHHBIX U YUYEOHBIX ayJJUTOPHUSIX BO3MOXKHOCTH ITPOCMOTpPA yIaJICHHBIX 00BEKTOB (HAapuMep, TeKCTa
Ha JIOCKE WM ClIaijia Ha 9KpaHe) NP MOMOIIY BUIACOYBEINUNTENCH 11 KOM(OPTHOTO IPOCMOTPA.

[1pu 3aHATHAX C OOYUYAIOIIMMHUCS ¢ HAPYUIEHUSIMH ONMOPHO-IABHUTATEJbHOI0 aNMmapaTa HCIojb-
3YIOTCSI aJJbTEPHATUBHBIC YCTPOMCTBA BBOJIA MH(OPMAIIMY U IPYTHE TEXHUUECKUE CPENICTBA IpUeMa/Tiepe-
na4n yaeOHoW MH(pOPMALUK B JOCTYIHBIX (popMax, MOOMIIBHOM CHCTEMbI OOYYEHUs IS JIFO/IeH C MHBA-
JUHOCTBHIO.

14. OueHo4Hble MaTEPHAJIbI U METOAUYECKHE PEKOMEHIAIUM 110 OPraHU3AIUH U3YYeHHs
JTUCIHHUIIINHEI

14.1. ConeprkaHue OlleHOYHBIX MATEPHAJIOB U MeTOAUYECKHE PEKOMEH 1Al
Juist onieHKH creneHr ¢(hOPMUPOBAHHOCTH U YPOBHS OCBOCHUS 3aKPEIIJICHHBIX 3a TUCIIMILTHHOM
KOMTIETCHITHIA UCIIOJIb3YIOTCS OIICHOYHBIE MaTePHAIIBI B COCTABE:

14.1.1. TecroBbI€e 3a7aHUA

1. V6epure numinee. [Ipumenenne annapatHeix Moaynen 6e3onacHoctu (HSM) Bo3mMoxkHO B Ta-
KHX 00J1acTsX, Kak:

a) PKI, nentp ceprudukannu

b) bankoBckue omnepanum

C) DKCOPT KPUNTOrpapUIECKUX KITFOUeH

d) Vcranosnenne SSL coennnennii

2. Kakast u3 QpyHKIHUIT HE OTHOCUTCS K alapaTHbIM MO/ siM Oe3omnacHoctr (HSM):

a) Be3omnacHas reHepanus KIrouei muppoBaHus

b) bezomacHoe XxpaHeHUE U yIIpaBICHHE KIFOYaMU

C) PaboTa ¢ 3TN THYECKUMH KPUBBIMH

d) [lIuppoBanue u paciupoBbBaHUEe KOHPUICHIIMATBHON HHPOpMAIIUN

3. Bribepure BepHbIii BapuanT otBeTa. Kimroun mm@posanus kmoueit (KK), ucnonb3yemsie st
NEPECHUIKH KIIIOUe MeX Ay ABYMs y3J1aMH CETH, Ha3bIBAOTCS:

a) Kimrouamu st nmpoBanus MK (mactep-kiroua)

b) Paboune nnu ceancorbie KK

¢) Kirouamu o6mena mexxay yznamu cetr (cross-domain keys)

d) Kirouamu ayreHTHQHUKAIIMHA COOOIICHUI

4. K ocobGenHocTAM mporpaMMHo-anmnapaTtioro kommiekca MKTrusT He oTHOcHTCS:

d) Ilo3Boxisier paboTaTh B OJJHOM U3 JBYX PEKMMOB — 3allWIIeHHOM (Hampumep, pabora ¢ JJbO
WIM WUHBIMH KPUTUYHBIMU K 3alllMIIEHHOCTH CEPBUCAaMM) U HE3ALUIIEHHOM, 0€3 OrpaHUYeHUs BO3MOX-
HOCTEHN

b) 3amumennas OC — Linux codoctBeHHO# cOopku, Hesammmernas OC — Android
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0 B crangapraoii komnektammun MKTrusT npucyrctByet IP-TenedoH, moCTpOCHHBIH Ha «Trap-
BapJICKOI» apXUTEKType

d) MKTrusT tpebyeT mist pabOThI TOJIBKO TEIEBU30P (MOHUTOP Wik IpoekTop) uepe3 HDMI mopr,
nuranue ot USB nopra (He menee 1 Amnep), cets — WiFi

5. Bribepute BepHbIil BapuaHT oTBeTa. Kak ocyiiecTBisieTcs BHIOOP OAHOTO U3 JIBYX PEKUMOB Ha
BHIOOP — 3AIIMIICHHOTO WM 00OBIYHOTO — B IPOrpaMMHO-annapaTHoM komruiekce MKTrusT:

a) Hcnonp3yetcst BLIOOP pesKMMa B MPOIECCE 3arPy3KH KOMITIOTEpa

b) Hcnonb3yeTcs AOMONHUTENBHOE YCTPOUCTBO, COJIEPIKAIIIee ONICPAIIMOHHYIO CHCTEMY UISl COOT-
BETCTBYOIIEro pexxuma padotet MKTrusT

C) Ucnonp3yercst GU3NUECKHIA IEPEKITIOYATENh

d) Ucnonp3yercs cneruranbroe 110, peanusyroliiee mogo0ue «BUPTYaIbHON MAITHHbD)

6. BcraBpTe mpOMyIIEHHOE BBIPAKEHHE. ... — MEpUOJ paboThl KOMIIBIOTEpa, B paMKax KOTOPOTO
oOecnieunBaercs AoBepeHHas 3arpy3ka OC, opranusyercs 3allUIIEHHOE CETEBOE COSAMHEHUE U MOAJIEp-
KHUBAIOTCA JOCTaTOYHBIE yCIoBus 1 padotsr CK3U:

a) Mudpopmanmonno-nouckosas cucrema (UI1C)

b) BesomnacHsiit pesxum (BP)

) Mosepennsiii ceanc casa3u (JJCC)

d) ABTomaTH3HpoOBaHHBI pabounii peskum (APP)

7. UTO HE OTHOCHUTCS K CJIOXKHOCTSIM oOecrieueHusi 0€30IMacHOCTH YAIEHHOTO AOCTyNa K HH(Op-
MAaI[MOHHBIM pecypcam?

a) Cro)HOCTh KOHTPOJIS BBINOJIHEHUs TpeOoBanmii monutrku Ub Ha ynanéaasix APM nosb3oBa-
Tenei

b) Heooxomumocts ucnonb3oBanus ceprupuiupoBanubix OC, C3U HCJl u CK3U mis mmdposa-
HueM u pabotsl ¢ DI

€) HeoOxoauMOCTh MPOBEICHUS ATTECTALIMOHHBIX, aJallTAIIMOHHBIX U MHCIICKIIMOHHBIX JCHCTBUN
JUIs I0ITyCKa osib3oBareneil kK APM

d) Orpanunuenue pynkiuonana cepruduuupoanubix OC u npukiagHoro I10 (B T.4. CI0KHOCTD
npoueaypbl OOHOBICHUN)

8. Kakue u3 pynkuumii He otHOCSTCS K Bo3MoxkHOCTsIM KC3U «ITanmups-K»

a) Unentudukanus u ayrearudukanus: Console, flash, eToken USB, ...

b) Pasrpanndenue u ayaut qeHCTBHIA OIb30BaTENCH M MPUIIOKEHUH, KOHTPOJIb EIIOCTHOCTH

C) BpemeHHOE rapaHTUPOBAaHHOE yAalleHHE HHPOPMAIIUH C BO3MOYKHOCTHIO BOCCTAHOBIICHUS Ue-
pe3 BCTPOCHHBIE MEXaHU3MBI

d) udposanue: 3DES, AES, DES, T'OCT 28147-89

9. YTo HEe OTHOCHTCSI K OCHOBHBIM MIPHHIIUTIAM pa3TpaHUYeHHs JOCTyNa K (paioBoii cucteme B
KC3U «I1anuupp-K»?

a) CylIecTByeT JiBe MOJIMTHKH KOHTPOJIS IOCTYIA K PeCypcaM — pa3pelinTeNibHas U 3alpeTHTEIb-
Hast

b) TIpaBa nocTyma Ha3HAYAIOTCS CyObEKTaM, a He MPUCBAMBAIOTCS 00BEKTaM B KaYeCTBE UX aTpH-
OyToB

C) AIMUHHCTPATOp UMEET TaKKe K€ MpaBa Ha Ha3HauYeHue (M3MEHEHHE) MpaBa J0CTyIa CyObeKTa
K 00beKTY, Kak 1 “Brnagenen”

d) s mro6oro cydobekTa JOCTyIa MOKET ObITh peai30BaHa COOCTBEHHAS pa3rpaHUIUTEIbHAS
TIOJIUTHKA

10. BeibepuTte BepHbIil BapuaHT oTBeTa. K Mmexanusmam kouTpos nenoctHocta KC3U «lannups-
K» otHOCHTCS:

a) KoHTpoJTh 11e7T0CTHOCTH KaTaioroB U (hailiioB JaHHBIX (CHHXPOHHBIN M aCHHXPOHHBIN )

b) KoHTpOJIb 1IE7T0CTHOCTH UCTIONHASMBIX (PailyioB (IIPOrpamMM Iepe 3amyCKOM)

C) Bce nepeuncnennoe

d) Koutposs nenocraoctu daitmos KC3U

11. Kakoe yTBepsKJeHHE HE OTHOCUTCS K OJJHOMY U3 BapuaHTOB 00xo/a cuctembl 3amuThl [10 ¢
TIOMOTIBIO KITFOUEH 3aIIUTHI 37I0YMBIIIIIEHHAKOM:

a) [TepexBar, NpOTOKOJIMPOBAHKE U aHAIHM3 OOPAICHHUH K KITFOUY 3aIUTHI C MTOCIEAYIOIICH IMYJIsi-
€N OTBETOB
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b) BaeceHre n3MeHEHHMIA B IPOTPAMMHBINA MOAYJIb (B3JI0M)

) Co3nanue BpeAOHOCHOM MPOrpaMMbl, BpeMEHHO OJIOKHPYIOIIEH 3arpoChl K KITFOUY 3aIHThI

d) DmynupoBaHue HATHUHUS KITFOYA IIyTEM MepexBaTa Bbi30BoB Oubnmoreku API mis oOmeHa ¢
KIIFOYOM

12. Kakue yrBepxacHust He oTHOcATCA K 3amuTe 110 ¢ momomtsto APl ¢pyHKIMN KITFoue 3auThi?

a) CamocrosTenbHas pazpadboTka 3amutsl [10

b) MaTerpupoBanue caMOCTOSATEILHO pa3paboTaHHO CHCTEMBI 3aIIUThI B IPUIIOKEHHUE HA YPOBHE
UCXOJIHOTO KOJa

€) OTcyTcTBHE HEOOXOAUMOCTH U3YYCHHUS M MOAM(DUKAIIMH UCTIOTHIEMOT0 KOJa 3alMIIIEHHOTO
NPUIIOKEHUS 7151 00X0/1a 3aIUThHI

d) CnoxHOCTh B HEHTpaIM3aliH 3al[UThI BCICACTBHE € YHUKAILHOCTH U «Pa3MBITOCTH» B TEJC
POTPaMMBI

13. K srany nHHMIIMaNM3aK MPOrpaMMHO-anmnapaTHoro komruiekca «Co0ob» HE OTHOCUTCS:

) YcTaHOBKA IIaThl KOMILIEKCA

b) Hactpoiika o0Ommx mapaMmeTpoB

C€) Hactpoiika nmapaMeTpoB MOJKIFOUCHUS K CETH

d) Hactpoiika KOHTPOJISI IIEJIOCTHOCTH

14. K nepeBojly nporpaMMHO-anmnapaTHoro koMiuiekca «Co001b» B peKUM IKCIUTyaTallli HE OT-
HOCHUTCSI ICCTBHE:

a) Ussnekute miaty komruiekca "Cobous" u3 pazbema munbl PCI-E/PCI

b) Ycranosure miary komriekca "Cobouis" B pazbeM cucremuoi muubsl PCI-E/PCI

C) Beitamure kabenp u3 mopra «HacTpoiikay v MepeKIIOYNTE €ro B MOPT « DKCILTyaTaIHsD»

d) [MoaxrounTe K TUIaTe CYMTHIBATENDb IBUtton

15. Boibepute BepHBIif BapHaHT OTBEeTA. BricTaBbTe B MPaBUIBLHOM MOPSAIKE JIEUCTBUS NPU yCTa-
HOBKE IPOrpaMMHO-ANIapaTHOro KoMmiuiekca «Akkopa». 1. IlogcoeanHeHre KOHTAKTHOTO yCTpoOMcCTBa
(cremHuKa nH(MOpMaLKK). 2. YCTaHOBKA IUIaThl KOHTpoJUIiepa B cBOOOAHBIN cinoT [IDBM. 3. Peructpanus
agMuHucTpatopa BU, HacTpoiika KOMIUIEKCa B COOTBETCTBHHM C KOH(UTYpaIHeld TEXHHYECKUX CPENICTB
[I15BM. 4. Ha3znaueHue crnucka JUCKOB, (pailyioB, pa3aenoB peecTpa, KOHTPOIUPYEMbIX Ha IETOCTHOCTb.
5. Perucrpanus nmoip3oBaTeneil, Ha3HAYCHHUE TTOJIb30BATEISM [IEPCOHATBHBIX HACHTH(PHUKATOPOB, TAPOJIEH
U BPEMEHU J0CTyIa

a)2,1,34,5

b)1,2,35,4

€)21,35,4

d)1,2,5,4,3

16. Kakoe 13 nmepedyrcaeHHbIX IPpOTrpaMMHO-alapaTHBIX CPEACTB HE HUCMONB3YIOT IS XpaHSHHUS
KpunTorpagpuueckux Kirouen?

a) eToken

b) Cmapr-kapThI

c) iButton

d) Anmapatusiit Moy 6e3omacHoctd (HSM)

17. Kakoe u3 BbICKa3bIBaHUI HE OTHOCUTCS K IPEUMYILIECTBAM alnapaTHOro reHepaTopa cirydaii-
HBIX YHCEN:

a) 3amac 4ucen He OrpaHUYEH

b) Huskue BbIUMCIUTEIBHBIC 3aTPATHI

¢) Ucnonp3yercst criennaibHOE YCTPOHCTBO

d) He 3annmaercss MECTO B aMsITH

18. Kakoe u3 aeiicTBUil HE OTHOCUTCS K OpraHM3allui 3aMKHYTOH mporpammHoi cpeasl B KC3U
«[Tarumpb-K»:

a) 3ajaHKe CIHCKa pa3pelIeHHBIX MPOLECCOB (CHCTEMHBIX U MPHUKIIAJHBIX) C BO3MOXKHOCTBIO
3aIrycKa TOJIBKO TeX MPOLECCOB, KOTOPbIE OTHECEHBI K pa3peIIeHHbIM

b) 3amaHue mamnok, OTKy/a pa3peraeTcs 3amycKaTh MPOrpaMMbl (C 3aIIPETOM 3aluCH ¥ MOIU(pUKA-
MU B HUX (hailiioB)

C) 3amaHue CrenuaIbHOTrO OOIIEro MOJIb30BATENs, OT YbETo JIMIIA COBEPIIASTCS YCTAHOBKA U
3aIycK MporpaMm
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d) JlomoTHUTEBHBIN aHATH3 COAEPKUMOTO (haiiioB (MOMCK MPU3HAKOB UCIIOIHIEMOrO (aiina)

19. Ilpu B311OME MPOTpPaMM, 3AIMUIICHHBIX ¢ TOMOIIBIO aNMapaTHBIX KIIOYEH 3alUThl HE UCIIOb-
3yeTcsl CIeAYIONIMH METO/;

a) Ornazaka

b) duzacceMOupoBaHus

C) duBepcudurarius

d) Jlamm onepaTHBHOM MaMsATH

20. Yto He BXOJUT B KOMIUIEKTAIIUIO IIPOTPAMMHO-ANIIAPATHOTO KoMILIekca «AKKopA-AM/I3»?

a) Konrpoimiep

b) CremHUK MHPOpPMALINU C KOHTAKTHBIM YCTPOHCTBOM

) CekpeTHBIH JIOTHH U TapoJjib, HEOOXOAMMBIN IS IEPBOHAYAILHOTO 3amycka AM/I3

d) [TepcoHanbHbIi HACHTUPHUKATOP MMOIH30BATEIS

14.1.2. Dx3aMeHAIMOHHBIE BOMPOCHI

1. Merozp! obecnieueHust UH(HOPMAIIMOHHON 0€301MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM (OCHOB-
HbI€ MIOHATHSL, YIPO3Bl).

2. Metoap! obecnieueHust ”HPOPMAIIMOHHOHN 0€301MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM (METO-
JIbl B3JIOMA, 3allUTa OT B3JIOMA).

3. Metoap! obecrnieueHust ”HPOPMAITMOHHOHN 0€301MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM (3aIlu-
Ta OT MPOIPAMMHBIX 3aKJIa/I0K).

4. ITonmTuka 6e3omacHoctu. Mozens KC.

5. 3aMKHyTas IporpaMMHas cpeja.

6. ®opMupoBaHKE ¥ TOAEPKKA H30JIMPOBAHHON MMPOTPAMMHOM CPEIBI.

7. Peamuzanus UIIC c ucnionb3oBanreMm MexaHnu3ma pacimpenus BIOS

8. UEFI. [IpuHuums! paboTsl

9. IlepconanbHOe cpeacTBo ayreHTHGUKamu eToken

10. eToken API

11. be3onacHoe B3aumozeiicteue B KC. Ilpouenyps! naeHTHGUKanIuy 1 ayTeHTU()UKALINY.

12. Ayrenrudukanus go 3arpysku OC

13. Kontpons u ynpasiaeHue goctynom. Jucneruep gocryna.

14. Haznauenue, pynkuuu, npuauun padbots! [TAK «Akkopay.

15. Ha3nauenwue, ¢pynkuuu, npuHuui padotsl [TAK «Co6omb».

16. IlepconanbHbie HACHTUGUKATOPHI. Bubl, Ha3HaYCHNE, PYHKITUH.

17. Ha3nauenwue, GyHKINHU, IPUHLIKI paObOTHI KIrOUeH 3auThl. Fi3BecTHBIE MOJIEINH.

18. Buupt 3ammthl [1O ¢ TOMOIIBIO 3JIEKTPOHHBIX KITFOUYei. MeTo Il B3jI0Ma.

19. KC3U Nanmupe-K. CepBepHas 1 KIMEHTCKHE YaCTH, UACHTU(DUKALMS U ayTeHTU(DUKALUS
I10JIb30BATEIECH

20. KC3U INanumps-K. KonTpoas u pasrpannyeHue noctyna

21. KC3U INanumps-K. AyauT u JOMOJHUTETbHBIE BO3ZMOXHOCTH

22. YnpaBneHrue KpunTorpaguuecKuMu KIroyamMu

23. Konrernus nepapxuu KIrO4ei, reHepamnus KIoJden.

24. Anmapatabie Moayau 6e3onacHoctd (HSM)

25. Konnermus noBepeHHBIX ceancoB cBsi3u.. Komrmieke «MAPI !y, «M!&M»y.

26. 3ammieHHbsie MUKpokoMmmbioTepbl « MK T». Haznauenue, pyHKIuu.

27. 3ammmennsie Hocutenn «CEKPETy. Bubl, HazHaueHue, yHKITHH.

14.1.3. TeMbl ONIPOCOB HA 3AHATUSAX

YTrpo3bl 6€30MacCHOCTH KOMITBIOTEPHBIX CUCTEM

[TpoTuBOACiicTBHE yrpo3aM O0e30MacHOCTH

3anmTa KOMIOBIOTEPHON CUCTEMBI OT B3JIOMA

Mopnens KC

MeTon renepanuy H30IMPOBAHHON MPOrPaMMHOM cpeibl PU MPOEKTUPOBAHUN MEXAHU3MOB ra-
PAHTUPOBAHHOT'O MOJIEPKAHUS TOJTUTHKH 0€30MacCHOCTH

Peanusamus MmexaHu3MoB O€30MMaCHOCTH Ha anmnapaTHOM ypoBHE be3onacHOCTh KOMIBIOTEPHOMN
CEeTH

3amuTa OT aHAJIM3aTOPOB IPOTOKOJIOB
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TexHonorus 3amuThl HHGOPMALIMK HA OCHOBE CMapT-KapT

CocraB komIiekca «AKKOpI»
[TpuntU paboThl KOMIUIEKCA «AKKOPI»
MexaHnu3M 3aMKHYTOH IporpaMMHO# cpenbl Secret Net

KC3U “Ilanunpb-K”. KoHTpOJb U pa3rpaHudeHue J0CTyma.

14.1.4. TeMbl JOMANIIHUX 3adaAHUI
Apxurekrypa I[TAK “Co6omnp”.

OynaknuoHanbHbie Bo3MokHOCTH [TAK “Cobomp”.
VYcranoBka [TAK “Co6onp”.

Cocras ITAK “Axkopa AM/I3”.

Oyukuuu [TAK “Akkopn AM3”.

KC3U “Tlanunpb-K”. CepBepHas v KJIMEHTCKUE YACTH.
KC3U “Tlanuups-K”. MUnentudukanus u ayreHTH(GUKALNNS T0JIb30BaTe-JICH.

KC3U “Ilannups-K”. Ayaur.
KC3U “Tlanuupb-K”. JlonoJIHUTEIbHBIE BO3MOKHOCTH.

O©CoOoONO O, WN B

14.1.5. Bonnpochbl Ha CaMOIIOATOTOBKY

10. MeTozp! 1 cpeicTBa UCCIICIOBAHMSI IPOTPAMM

11. Merobl U CpeACcTBa OrpaHUYCHHSI JOCTyMa K KomrnoHeHTam OBM

12. Metoabl 1 CpeaCTBa MPUBS3KU POTPAMMHOTO 00ECIICUCHHSI K allmapaTHOMY OKPY>KEHHUIO U
(bu3NYECKUM HOCUTEIISIM

13. 3amuTa OT pa3pyIIAOIIKX MPOTPAMMHBIX BO3ICHCTBUN

14. 3amuTa OT U3MEHEHUS U KOHTPOJIb 1IeTOCTHOCTH
15. Knaccugukanusi KOMObIOTEPHBIX BUPYCOB

16. [IpoGnemsl oOecrieueHus: 6€30MaCHOCTH MPH YAAJIEHHOM JOCTYTIE

17. TlporpammHoO-anmnapaTHble cpesicTBa o0ecneueHns NHHOPMaIMOHHON O€301MaCHOCTH B BHIYHC-

JIUTCJIIbHBIX CCTAX

18. IToHsATHE MEKCETEBBIX 9KpPaHOB, UX KJ'IaCCI/I(i)I/IKaL[I/I}I

3aH_II/ITa nporpamMmm OT UIBMCHCHHA U KOHTPOJIb HCJIOCTHOCTH.

. IToacucrema Ge30macHOCTH onepaoHHoit ciuctemsl Windows

. Ayt coObITHIA Oe30macHOCTH B onepannonHoi cucteme Windows
. IMocTaBumk cinyx6 kpunrorpapuu OC Windows
. [MocTaBumk ciyx6 kpunrorpapuu Kpunrollpo u ero unrerpamuu 8 OC Windows

. DJEKTPOHHBIE TUIATEKHBIE CHCTEMbI — MPUHIHIEI ()yHKIMOHUPOBAHUS U 3aIIUTHI HH)OpMaLUH
. YrpapieHre KpuntorpaduaecKiuMe KirrodaMu. ['eHepanms Kirroueit

. YrpaBneHue KpunrorpaguyeckuMu Kito4aMu. XpaHeHHe KIIFoueit

. Ynpasnenue kpunrtorpapuuecKuMu Kiitoyamu. Pacripenenenune kirouei

. MeTozpl 3auThl IPOrpaMM OT H3Y4EHHS

14.1.6. Tembl J1a60paTOPHBIX PadoT
Pazpabotka 3amumensoro [10 ¢ npumenennem annapaTHbIx Kiaroueit eToken
[TporpaMMHo-amnapaTHoe CpeACTBO 3alUUThl HH(OPMAILIUU OT HECAHKIIMOHUPOBAHHOI'O JOCTYTIA.

3amura nporpaMM OT pa3pyIIaroNuX MPOrPaMMHBIX BO3JIEUCTBHM U 3alllMTa aBTOMATU3UPOBaH-
HOM CHCTEMBI OT BPEAOHOCHOT'O MTPOrPaMMHOT0 O0eCTIieueHusl.

14.2. TpeGoBaHus K OLIEHOYHBIM MAaTepPHAJIaM JIJIsl JIUI[ ¢ OTPAHNYEHHBIMU BO3MOKHOCTSIMH

310POBbS1 U HHBAJIU/I0B

I[J'I}I JiIy ¢ OrpaHUYCHHBIMU BO3MOKHOCTAMUA 310POBbA 1 UHBAJIMJOB NPCAYCMOTPCHBI JOIIOJIHU -
TCJIBHBIC OLICHOYHBIC MaTCPUAJIbI, IICPECUCHL KOTOPBIX YKa3aH B Ta6J'II/IH€ 14.
Ta6ﬂ1/1ua 14 — I[OHOJIHI/ITCJ'ILHLIC MaTCpHraJibl OUCHUBAHUSA JJI JIMI C OTPaHUYCHHBIMH BO3MOXKHOCTAMU

300POBbA U HHBAJIUJI0B

Kareropun
o0yyJaronmxcs

Buaber 1OTTOTHUTEIHFHBIX OIIEHOYHBIX
MaTepHaioB

q)OpMBI KOHTPOJIA U OLICHKHN
pe3yIbTAaTOB OOYUCHHS

C HapymeHusIMH
ciyxa

TCCTLI, INHUCBbMCHHBIC CaMOCTOATCIbHBIC
pa60TBI, BOIIPOCHI K 3a4€TY,

IIpenMy11€eCTBEHHO MMCbMEHHAs
IIPOBEpKa
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KOHTPOJIbHBIC PAaOOTHI

C HapymeHusIMH
3peHus

CoGecenoBaHue 10 BOIPOCaM K 3a4eTy,
OIpOC 110 TEPMUHAM

[IpenmyIiecTBEHHO yCTHAs IPOBEPKa
(MHIUBUTYaTTBEHO)

C HapylieHusIMu
OIIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, TMCbMEHHBIE
CaMOCTOSITeNIbHBIE PaOOTHI, BOIIPOCHI K
3a4yery

[Ipenmy1iieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUSIMH 110
O0IIEeMETUITUHCKIM
MOKa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEIIbHBIC
paboThl, BOIPOCH K 3aUeTy,
KOHTPOJbHBIE pA0OTHI, YCTHBIE OTBETHI

[IpenMy1iecTBEHHO IPOBEpPKA
METOJIaMH UCXOZs U3 COCTOSHUSA
00y4aroIerocst Ha MOMEHT IIPOBEPKH

14.3. MeToanyecKue peKOMEHIAIUH M0 OI[eHOYHBIM MAaTEePHAJIaM JJIsl JIMI C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIU/I0B

I[JISI Jiju1y ¢ OrpaHUYCHHBIMU BO3MOKHOCTAMU 310POBbA U HHBAJIMIOB IPCAYCMAaTPUBACTCSA 10~
cTynHas (hopMa MpeoCTaBICHHS 3aJaHHI OLIEHOYHBIX CPEJICTB, @ UMEHHO:

- B [IEYaTHOH (opme;

- B IICUATHON ()OpPME C YBEITHMUCHHBIM HIPUDTOM;

- B (hopMe IIIEKTPOHHOTO JOKYMEHTA,;

- METOJIOM YTEHHSI aCCUCTEHTOM 3aJIaHusl BCIYX;

- MPEOCTABIICHUE 3aJIJaHKS C UCIIOJIb30BAHUEM CYPJIOTIEPEBO/IA.

.HI/IIIaM C OrpaHMYCHHBIMH BO3MOXHOCTSAMU 3J0POBbA U HHBAJIMAAM YBCIUMYMUBACTCSA BPCMsS Ha
HOJITOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHI. J[JIs1 TaKUX 00YYarOUIMXCs IPEyCMaTPUBACTCS TOCTYII-
Hast (hopMa IpeIOCTaBIICHHS OTBETOB Ha 3a/IaHKs, @ UMEHHO:

- MUCHbMEHHO Ha Oymare;

— Ha0Op OTBETOB HA KOMITHIOTEPE;

- Ha0Op OTBETOB C UCIIOJIb30BAHUEM YCIIYT aCCUCTCHTA,;

- MPEJICTaBJICHUE OTBETOB YCTHO.

[Ipornenypa olleHUBaHUS PE3yJIbTATOB OOYUEHUS JIUII C OTPAHUYCHHBIMH BO3MOXHOCTSIMH 37I0PO-
BbSl 1 MHBAIHJIOB 10 JUCIUIUIMHE MPEIyCMaTpUBaeT NpeaocTaBieHne nHpopmanuu B Gopmax, anantu-
POBAHHBIX K OTPAHUYCHHUAM UX 300POBbBA U BOCIIPUATUS I/IH(bOpMaHI/II/II

JIJ1s1i JIMI ¢ HAPYIIEHUSIMH 3PeHusI:

- B (hOpMe 3JIEKTPOHHOTO JOKYMEHTA;

- B TIeYaTHON ()OpMe YBETUUECHHBIM HIPH(PTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (pOpMeE 3IEKTPOHHOTO JOKYMEHTA;

- B Ie4aTHOM Gopme.

J171s1 JIMIL ¢ HAPYIIEHUSIMM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hOpMe 3JIEKTPOHHOTO JOKYMEHTA;

- B Ie4aTHOM dopme.

HpI/I HCO6XOI[I/IMOCTI/I JJ1d JIM ¢ OrpaHUYCHHBIMHA BO3MOYKHOCTAMU 3JO0POBbS 1 HHBAJIMAOB IIPOLC-
Jypa OLCHUBAHHS PE3yJIbTaTOB 00yUEHHUS] MOKET MPOBOAMUTHCS B HECKOJIBKO ITAIIOB.
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