MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
Nudopmannonnas 6e3onacHOCTh U 3aIMTa HH(popManuu B cetax IBM

YpoBeHb 00pa3oBaHus: BbIcLIee 00pa3oBaHue - MArHCTPaTypa

Hampasnenue noarorosku / cneruaibHOCTh: 09.04.01 UHdopmaTuka M BHIYHCIUTEIbLHAST TEXHUKA
HanpasnenHocts (mpoduis) / crnenuanuzanus: HWudopManuoHHoe olecnedeHue AamnmnapaTrHo-
NPOrpaMMHBIX KOMILJIEKCOB

®opma o0ydeHus: OUHaA

@PaxynpreT: PBC, @aKy/JabTeT BHIYUCIUTEIBHBIX CHCTEM

Kagenpa: KCYII, Kajdeapa koMnbIOTEpHBIX CHCTEM B YIIPABJIEHHH H NPOEKTHPOBAHUM

Kypc: 2

Cemectp: 3

YuebOnsrit man Habopa 2017 roma

Pacnipenenenne pabouero BpemeHu

No Bunet yaeOHOIM nesTeIbHOCTH 3 cemecTp Bcero Ennauner
1 Jleknuu 12 12 JacoB
2 [IpakTryeckue 3aHATHA 10 10 4acoB
3 JlabopaTtopHbie pabOThI 18 18 4acoB
4 Bcero aynuTopHbIX 3aHATHN 40 40 4acoB
5 CamocTosiTenpHas paboTa 104 104 4acoB
6 Bcero (6e3 ax3amena) 144 144 4acoB
7 ITonroroska u cgada pK3aMeHa 36 36 JacoB
8 OO01mast Tpy10eMKOCTh 180 180 9acoB
5.0 5.0 3.E.

Ox3ameH: 3 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnemuanbHOCTH) 09.04.01 HWHopmaTka W BBEIYHCIHWTENbHAS TEXHUKA, YTBEP)KICHHOTO
30.10.2014 rona, paccmoTpeHa u onoOpena Ha 3aceganuu kagenpst KUBOBC «  » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:
noueHt kap. KUBSBC E. 1O. KocTrouenko

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan ®BC JI. A. Koznosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KCVYII 10. A. llypeirun
OKCIIepTHI:

JlonieHT Mabopatopuu 6€30macHBIX
onoMemuIuHcKkuX TexHojorui L{Th
KHMB2BC A. A. KoneB

JlotieHT Kadeapbl KOMITBIOTEPHBIX
CUCTEM B YIPABICHUH H TPOCKTHPO-
Banuu (KCVII) H. 1O0. Xabubynuna
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpernogaBaHus JUCITUIUTHMHBI SBISICTCS M3YYCHHE KOMILIEKCa MpoosieM WH(DOpMAIMOHHOM
0€30MacHOCTH MPEANPUATHI U OpraHU3alUi PA3IMYHBIX TUIIOB U HAPABICHHUM NEATEIHLHOCTH, TOCTPOE-
HUsA, QYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMS COBOKYITHOCTHU MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUYE-
CKHX M TEXHOJIOTHYECKHX MPOIECCOB, 00ECTICYNBAOIINX HHPOPMAIIMOHHYIO 6€30MacHOCTh U (hOPMUPYIO-
X CTPYKTYPY CHUCTEMBI 3aIIUTHl IIEHHOW W KOHPUACHIIMAIHHOU HH(OpMAIuu B cepe OXpaHbl UHTE -
JIEKTyalbHOU COOCTBEHHOCTH U COXPAaHHOCTH MH(OPMALIMOHHBIX PECYPCOB.

1.2. 3agaun JIMCHMIIINHBI
—  O03HAKOMJICHHE CTY/ICHTOB C TEOPETUYCCKUMHU OCHOBAMH, OCHOBHBIMH MOHITHSIMH U TIPUHITH -
naMu odecrieueHuss HHPOPMaITMOHHOM 0€30MMacCHOCTH
— oOydyeHHe CTYJICHTOB pabOTe C OCHOBHBIMH CPEJICTBAMH 3aIHUTHI

2. MecTo nucuuiiiuebl B cTpykrype OIIOII
Hucuuminna «MHpopmanonHas Oe3onmacHOCTh M 3amura MHGopMamuu B ceTsix OBM»
(b1.B.OJ1.4) otHOocuTCs K O510KY 1 (BapuaTuBHas 4acTh).
[TpeamecTBYOIKUMY TUCHUILTMHAMY, (OPMUPYIOIIMMHU HaYaJIbHbIC 3HAHUS, SBIAIOTCS: Borauciu-
TEJIbHBIE CUCTEMBI.
[Tocnenyromumu TucUUIUIMHAMUE siBIsitoTCs: HayuHo-uccnenoBarensckas padora (paccpen.).

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCUMILTUHBI

[Tpouiecc n3yueHus: AMCUUILIIMHBI HAMpaBjieH Ha (JOPMUPOBAHUE CICAYIOMIUX KOMIIETCHIIN:

— OIIK-5 B1ageHreM METOaMU U CPEICTBAMHU TIOTyUCHHUS, XPAaHEHUS, IEPEPaOOTKH U TPAHCIIS -
IUU UHOOPMAITUN ITOCPEICTBOM COBPEMEHHBIX KOMITBIOTEPHBIX TEXHOJIOTHIA, B TOM YHCIIE B TIIOOATBHBIX
KOMITBIOTEPHBIX CETSX;

— [TIK-4 BrmajgeHneM CymIECTBYIOIIMMU METOJAMU U allTOPUTMAaMU PENICHU 3aJa4 paclo3HaBa-
HUS U 00pabOTKH TaHHBIX;

— TIK-5 BmameHueM CyIIECTBYIOIIUMH METOJaMU M aJTOPUTMAMHU PEIICHHS 3a7a4 [u(poBOi
00pabOTKH CUTHAJIOB;

B pesynbrare u3ydeHus TUCIUTUTMHBI O0YJarOIIUNACS JODKEH:

— 3HaTh 0a30BBIC KOHIICTIIMM ¥ MOJACTH WH(POPMAITMOHHOW OE30MacHOCTH; OCHOBBI (DYHKITHO-
HUPOBaHUs 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM 3a7a4d MHPOPMAITMOHHOW 0€30IacHOCTH; 3aKOHO-
JIaTeIbCTBO TI0 o0ecreueHno HHHOPMAIIMOHHON 0€301MaCHOCTH CTaHAApThl B 001acTH WH(OPMAITMOHHON
0€30MacHOCTH; METOJBI M CPEJCTBA 3aIIUTHl MHPOPMAIIMOHHOW OE30MMaCHOCTU HAIPABICHUS U METOMbI
BEJICHUSI aHAIUTUYECKONH pabOThl MO BBIABICHUIO YIPO3 TEXHUUYECKHE MPOIEAyphbl MO ACHCTBUSIM B He-
HITATHOW CUTYyallMW; METOAOJIOTHH OIICHKU PUCKOB M yTpo3 HHPOPMAIIMOHHON O€30MacHOCTH

— yMeThb BeIOMpaTh (pa3pabaTbiBaTh) CTpATETUN 3alTUTHI HHOOPMAITMOHHONW 0€301MacHOCTH pa3-
JIMYHBIX UH(POPMAIIMOHHBIX CUCTEM MPOBOJUTH ayIUT ISl OTOOpaKeHHs YPOBHSIM COOTBETCTBHUSI CTaH-
Japram o0nacTy MHPOPMAMOHHONW 0€30MacHOCTH /sl WH(POPMALMOHHOW CHCTEMBI B LIEJIOM U JUIA €e
AJIEMEHTOB OLIEHWBATh U BbIOUpATh HEOOXOAUMBIE CPEICTBA 3AIIUTHI OCYIIECTBIATH MOHUTOPUHT COCTOS -
HUSI THPOPMALMOHHOM 06€30MacHOCTH 00beKTa 0OecreunBaTh MPOTUBOJACHCTBUE aTakaM Ha MH(OpMAaIu-
OHHYIO CHUCTEMY BBIIIOJIHATH (KOHTPOJIMPOBATH BBHIIIOJHEHUE) TPEOOBAHUI MHCTPYKIUU 1O 00ECTICUCHUIO
UH(POPMALIMOHHOW OE€30MaCHOCTH

— BJaJeTh HaBbIKaMHU PabOTHI C MPOrPaMMHBIMH M allapaTHBIMU CPECTBaMU 00eCIeunBar0-
MMM 3aIIUTy WHHOPMAITUU B KOMIIBIOTEPHBIX CUCTEMAaX

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO011ast TpyI0€MKOCTb JUCHUIUINHBI cocTaBisieT 5.0 3aUeTHBIX eIMHMIIBI U IIPECTaBIeHa B Ta0uu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIHHBI

Bunbl yueOHOI nesTENbHOCTH Bcero yacos CemecTpsl

3 cemecTp

CornacoBaHa Ha noptane Ne 33444 3



AynuaTopHbI€ 3aHATHUS (BCETO) 40 40
Jlexuun 12 12
[IpakTnueckue 3aHATHS 10 10
JlabopaTtopHbie pabOThI 18 18
CamocTosiTenbpHas paboTa (Bcero) 104 104
[ToaroroBka K KOHTPOJBHBIM paboTam 8 8

BrinosnHeHNE MHAWBUAYAIBHBIX 3aJaHUN 20 20
OdopmieHue oT4eToB 110 Ja00paTOpHBIM paboTam 38 38
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 24 24
[ToaroroBka K NpakTUYECKUM 3aHATUAM, CEMUHApaM 10 10
BrinmonHeHe KOHTPOJIBHBIX PaboT 4 4

Bcero (0e3 sx3amena) 144 144
[ToaroroBka u ciava sK3aMeHa 36 36
OO61mas Tpy1I0eMKOCTb, 4 180 180
3aueTHnie EanHAIIEI 5.0 5.0

5. Coneprxanue 1MCUMILTHHBI

5.1. Pa3aesnl AMCHUIIMHBI M BUALI 3aHATHH
Paznensl AMCUMIIITMHBL U BUABI 3aHATUIN NPUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasgensl AUCIUIUIMHEL U BUIBI 3aHATHHA

N (D]
- < = S
% L S8 : 2
Ha3zBaHus pa3zienoB AUCHUILIMHBI i ® a a o © & E
= = g = 3 0 = E
s | = S | 23 g2
= © g =
3 cemecTp
1 bazoBeie nousTHs B chepe obecmneue- 1 2 0 4 7 OIIK-5
HUsI HH(OPMALIMOHHOM 6e30MacHOCTH
2 KoMIuteKcHBIN OAX0 K 00ECTIEYEHUTO 1 0 0 2 3 OIIK-5
HH(OPMAITMOHHON O€301aCHOCTH
3 OpraHu3anroHHO-TIPAaBOBOE 0OecTeye- 2 2 4 20 28 | OIIK-5
HUE, CTaHJIapPTU3AIMs, CePTUPUKAINS U
JMLIEH3UPOBaHKE B 00JIACTH 3alUThl UH-
¢bopmanuu
4 Metozp! OLIECHKH PUCKOB U YIpO3 HH- 1 2 2 20 25 |IIK-4
(hopMarmoHHO# 6e30macHOCTH
5 [IporpamMMHO-anmnapaTHble, TEXHUYE- 2 2 10 20 34 | IIK-4
CKHE M KpUNTorpadguyeckue cpencTna 3a-
IIUTHI HTHPOPMALIH
6 OCHOBHBIE TPUHIIMIIBI, HAIIPABJICHUS U 1 0 0 8 9 I1K-4
TpeboBaHMs obOecriedyeHus: HH(OPMAIOH-
HOM 0€30IaCHOCTH OpTaHU3aLUU
7 KoHuenuus u moimTHKa UH(GOPMAIIMOH- 1 0 0 2 3 I1K-5
HOM 06€30acHOCTH
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8 Peanuzaruu cTpareruu odecreueHus 1 0 2 20 23 [1K-5
UH(POPMAIIMOHHON 0€30IacHOCTH
9 MenemxmMeHT HHGOPMAIIMOHHOHN 0e3- 2 2 0 8 12 [1K-5
OIIACHOCTH
Hroro 3a cemectp 12 10 18 104 144
Uroro 12 10 18 104 144
5.2. Conep:xanue pa3aejioB IUCHUILIUHBI (110 JTEKIIUSIM)
CopeprkaHue pa3iesaoB TUCIUILINH (TIO JIEKIMSAM) IPUBEACHO B Tabmuiie 5.2.
Ta6mura 5.2 — ConeprkaHue pa3faesoB JUCIUIUIAH (IO JICKIIHSIM)
3 =
3 = =
< > 5
Ha3zBanus paznenos Copeprkanue pa3aesioB TUCHUTITUHBI (110 JICKIUSM) zF &5
o
= g g
2 o 2
= S
3 cemecTp
1 ba3zoBrble MOHATHS B Nudopmarus. KondbuaennuansHocTs. L{en10cTHOCTS. 1 OIIK-5
cdepe obecrieueHust HocrtynHocTh. CBolicTBa nHpOpManuu. Yrposa. Ha-
UHGOPMAITMOHHOM PYLIUTENb.
0€e30MacHOCTH Hroro 1
2 KomrutekcHblii moaxoa K | CTpyKTypa CUCTEMBbI 3allUThl HH()OpMAITHH. 1 OIIK-5
o0ecreveHuno Wroro 1
MH(POPMALTMOHHON
0€30MacHOCTH
3 Opranu3anoHHO- OCHOBHBIE HOPMATUBHO MPABOBBIE AKTHI 110 3AIIUTE 2 OIIK-5
npaBoBoe obecrieueHue, |uHbopmarmu. Ctangaprusamnus. Cepruduxamus. Ju-
CTaHJapTH3aIHs, LIEH3UPOBAHHUE.
ceptudukanus u Wroro 2
JULEH3UPOBAHUE B
001acTu 3alIUThI
uHpOpMaLUU
4 MeToanl OLIEHKHU Onenka puckoB. MHdopmanmonnsie n3mepenus. He- 1 T1K-4
PHUCKOB U yrpo3 qeTKas Kiacrepusanus. neHTudukanus u aHamu3
UHGOPMAITMOHHOM PHUCKOB.
0€e30MacHOCTH Hroro 1
5 IIporpammHoO- VYnpasnenue nocrynom. Pasrpanndenue ypoBHen J10- 2 [1IK-4
arraparHele, cryna. JIuckpetHoe pacnpenenenue noctyna.Manaar-
TEXHUYECKHUE U HO€ pacupeaesieHue A0CTyTa.
Kpunrorpaduaeckue Wroro 2
CPEICTBA 3alLUTHI
nHpopmaruu
6 OcHOBHBIE TPUHIMIEI, | OnpeaeneHre opraHu3alMOHHBIX TPeOOBAHUH 3allu- 1 [1K-4
HaIpaBIICHUA U o1 UT.
TpeOoBaHUs OGGCI}G‘JCHI/I}I Hroro 1
nH(pOPMaITMOHHON
0€301acHOCTH
OpraHu3aIu
7 Konuenuus u moautuka |[lonutuka 6€30macHOCTH. 1 TIK-5
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UH(OOPMAITMOHHON Hroro 1
0€e301acHOCTH
8 Peanuzanuu crparerun | OnpeneneHrne opraHu3aldOHHbIX 1EJIeH U CTpaTerui 1 T1K-5
obecrieyeHus sanmtel UT. UneHTudukanys u anaau3 yrpo3 akTu-
nHOOPMAITMOHHON Bam UT B npenenax opranuzanuu. OnpeneseHue co-
0€301acHOCTH OTBETCTBYIOIIMX 3aIIUTHBIX MEP.

Hroro 1
9 MeHeKMEHT Kontposp BeinonHeHns U GyHKIIMOHUPOBAHUS 3a- 2 [IK-5
nH(OPMAITMOHHON IIUTHBIX Mep. Pa3paboTka u peanuzanus mporpaMMbl
0€301acHOCTH OCBEIOMJIEHHOCTH 0 3amure. OOHapyXeHHe UHLU-

JICHTOB U pearupoBaHUe Ha HUX.

Uroro
Hroro 3a cemectp 12

5.3. Pa3nenbl JMCHMILVIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3M ¢ 00eceYuBAKIIMMH (Peabl Ty IIUMHU)
U o0ecrieynBaeMbIMH (MOCJIETYIONIUMH) TUCHHTIHHAMU
Paznmenpl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECIICUMBAOIIMMHU (TIPEABIAYIIIUMH) U
obecrieunBaeMbpIMHU (TTOCIETYIONTUMHA ) AUCITUTUTMHAME TIPEICTAaBICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXAUCIUILTMNHAPHBIC CBSI3U

Ne paznenoB qaHHOM AUCHUIUIMHBL, 17151 KOTOPBIX HEOOXOIUMO U3yYEHHE
HauMeHOBaHME TUCIMILIMH o0ecrneunBaroIuX U 00ecreunBaeMbIX JUCIUILTUH

1 2 3 4 5 6 7 8 9

HpC,Z[HICCTBYIOIJ_II/IC JAUCITUITIINHBI

1 BeruucnurenbHbIE CUCTEMBI + + + + + + + + +

[Tocnenyromue TUCIUITITUHBL

1 Hayuno-uccienoBaTenbcKas

+ + + + + + + + +
pabota (paccpen.)

5.4. CooTBeTCcTBHE KOMIIETEeHUM I, JopMHUPyeMbIX TP M3YyYEeHUH TUCHUILIUHBI, 1 BU0B 3aHATHI
CootBercTBHE KOMIETEHLUH, (HOPMUPYEMBIX MPHU HM3YyYECHUM AUCLUUIUIMHBI, W BHUJIOB 3aHATUN
npezcTaBiIeHo B Tabmuie 5.4.
Tabmuma 5.4 — CoOTBETCTBHUE KOMITETCHIINHA, (POPMUPYEMBIX MTPU W3YYCHUU NHUCHIUILIAHBI, U BUJOB 3aHS -

TUH
§ Bunnl zansatuit
=f .
5 5 g g
5 & 0 &, S, DOpMBI KOHTPOJIA
s = 2 & Z
M = = @)
OIIK-5 + + + + KonrtponrHnas pabora, Bei-
MOJIHEHUE KOHTPOJIbHOM pa-
00thI, DK3ameH, OTUYET 110
naboparopHoii pabote, Tect
[1K-4 + + + + KonTponsnas padora, OT-
YeT 10 UHIUBUAYATEHOMY
3aJjaHuI0, BeinonHenue
KOHTPOJILHOW paboThl, DK3a-
MeH, OTuet no sadopatop-
HoM paborte, Tect
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ITK-5 +

+ + + KonTpomasnas padora, OT-
4eT 10 HHIUBUIYaTHHOMY
3aJlaHuto, BeinoiaHeHue
KOHTPOJILHOW paboThl, DK3a-
MeH, OtueT no nadopaTop-

HOW pabote, Tect

6. UnTepakTBHBbIE MeTOABI M (GOPMBI OPraHN3aLMU 00ydeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl

HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHBIX paboT

A v s
= 2 =
3 ==
Z > 5
Haspanus paznenon HaumenoBanue nabopatopHbIx padboT zF &5
: 2 s
> o =
a o g
= o
3 cemectp
3 Opranu3anoHHO- 3amuTa NepCOHABHBIX JAHHBIX U KOMMEPUYECKOU 2 OIIK-5
MPaBOBOE OOECIICUCHUE, |TalHBI
cranfiapTisanui, [TonuTrka 6€30MaCHOCTH U MHCTPYKLUH JUIsS COTPYI- 2
R HUKOB TIPEATIPHUSITHS
JULICH3UPOBAaHUE B
001acTu 3alIUThI Hroro 4
uHpOpMaLUU
4 MeTtoapl OIICHKU OrneHka puckoB HH(OOPMAITMOHHON O€30MaCHOCTH 2 [1K-4
PHCKOB U YIpo3 Hroro
nH(pOPMaIMOHHON
6€301acHOCTH
5 TlporpammHoO- 3amuTa KOMIBIOTEPHON HH(POPMAIIUK HAa YPOBHE J10- 2 I1K-4
anrnapaTHbIe, CTyIla B CUCTEMY
TEXHITHCCKHC 1 3amyra OT aTtak o JOKaJIbHBIM U [IOOAIBHBIM CETSIM 2
Kpunrorpadgudeckue
CPECTBA 3AIUTHI 3amuTa ot BpeaonocHoro [10 2
uH(OpMALHU Hcnonb3oBaHue MUPPOBAHUS IS 3aLUTh] JAHHBIX 2
Hcnonb3oBanue Gpru3nYecKUX HOCUTENEH U 3alUTHBIX 2
CUCTEM Ha UX OCHOBE
Hroro 10
8 Peanuszanuu crpaterun | Pa3paboTka cuctemsl 3alUThl TPEAIPUATHS 2 [IK-5
obecrieyeHus § Vroro
nH(pOPMaITMOHHON
0€301acHOCTH
Hroro 3a cemectp 18

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)

HanmMeHoBaHue NpakTHYECKUX 3aHATUH (CEeMMHApOB) NpuBeaeHO B Tabmuie 8.1.
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Tabmuua 8.1 — HaumeHOBaHME MPAKTUUYECKHUX 3aHATUH (CEMHUHAPOB)

3 z§
3 =
Z = 5
HasBanus pasnenos HaumeHoBaHME IPAKTUUECKUX 3aHATUHN (CEMHHAPOB) zF 2 5
5 ¥
> Sz
e e 2
= Sl
3 cemecTp
1 bazoBbie mOHATHS B Nudopmarnus. KonpuaenmansHocTh. LlenocTHOCTD. 2 OIIK-5
cdepe obecrieyeHus HoctynHocTh. CBolicTBa nH(popManuu. Yrposa. Ha-
MH(POPMALMOHHON PYLIUTENb.
0€301acHOCTH Vroro 2
3 Opranu3anyoHHO- OCHOBHBIE HOPMATUBHO NPABOBBIE AKTHI 110 3AIIUTE 2 OIIK-5
npaBoBoe obecrniedenne, |uHpopmanuu. Crangapruzanus. Ceprudukanys. Jn-
CTaHJapTH3aLUs, LIEH3UPOBAHUE.
ceprudukanus u Hroro 5
JMLIEH3UPOBaHKE B
001acTH 3alIUThI
uHbOopMaIun
4 Meto/pl OLIEHKH Onenka pucko. Mapopmanmonnsie n3mepenns. He- 2 [IK-4
PHCKOB U YIpo3 yeTkas Kiacrepusanus. aentudukanus u aHamus
MH(POPMAIIMOHHOM PHCKOB.
0€30MMacHOCTH Viroro 3
5 IIporpammHO- VYnpasnenue nocrynom. Pasrpannuenne ypoBHei J10- [1IK-4
anrnapaTHbIE, ctyna. JluckpetHoe pacnpenenenue nocryna.Manjar-
TEXHUYECKUE U HOE€ paclpe/iesieHne J0CTyTa.
Kpunrorpaduyeckue Hroro 2
CPEICTBA 3aIUTHI
uHpOpMaLUU
9 MeHeKMEHT Kontpons BeimonHeHus U GyHKIIMOHUPOBAHUS 3a- 2 [IK-5
H(pOPMaIMOHHON IUTHBIX Mep. Pa3paboTka u peanuzanus nporpaMMbl
0€301acHOCTH OCBEJJOMJIEHHOCTH 0 3amurte. OOHapyKeHUue UHIU-
JICHTOB U pearupoBaHUE HA HUX.
Hroro 2
Hroro 3a cemectp 10

Bunel camocrosTensHOM paboThl, TPYIOEMKOCTh U (pOpMHUpyeMble KOMITETEHIIMH TPEICTaBICHbI B

9. CamocTrosiTesqibHasi paboTa

tabmure 9.1.
Tabmua 9.1 — Buasl caMoCTOSTENIbHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMBbIE KOMIIETEHITUN
3 =
3 = =
) O =
Bunnr camocTosTeILHON & )
HasBanus paznenos z =l DopMBbI KOHTPOJIS
paboThI 2 g 2
X g8 =
a e g
= S
3 cemecTp
1 ba3oBble NOHATHS B IToaroroBka K npaxkTuye- 2 |OIIK-5 Tect, Ox3ameH
chepe obecnieueHus CKHM 3aHSATHSAM, CEMHUHA-
MH(POPMALTMOHHON pam
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0€30MacHOCTH [IpopaboTka TeKIIHOHHOTO 2
Marepuaia
Hroro
2 KommnekcHsiii moaxon K | [IpopaGoTka geKImoHHOTO OIIK-5 TecT, Ok3ameH
00ecTeYeHnIo Marepuaia
nH(pOPMaIMOHHON Hroro 7
0€301acHOCTH
3 Opranu3alnoHHO- [ToaroroBka K nmpaxkTu4e- 2 |OIIK-5 BelniosniHeHrE KOHTPOIIb-
MpaBOBOE OOECIIEUeHUE, |CKUM 3aHSATHUSM, CEMHHA- HOM paboTsl, OTUeT 1o na-
CTaHJapTU3AIu, pam O6opatopHoii padore, TecT,
TUUKALIUS U K3aMEH
cepTHHKaL [TpopaboTka JIEKIIMOHHOTO 4 Jksame
WIICH3UPOBAHHE B
/THHCH3NPOBAHNC MaTepuana
001acT 3alUThI
urdopMaLMH OdopmiieHre 0TYETOB 110 10
J1abopaToOpHBIM paboTam
[ToaroroBka Kk KOHTPOJIb- 4
HBIM paboTam
Hroro 20
4 Metoap! otieHKH puckoB | [IpopaboTka JIEKIIMOHHOTO 2 |IIK-4 OT4eT 1Mo UHANBUYAITb-
U YIpo3 MaTepuana HOMY 3afanuio, OTYeT 1o
gH@)opMauHOHHOH O(OpPMIEHHE OTUETOR 1O ] J;&GOpgTOpHOI/I pabore,
€30MacHOCTH 11aGOPATOPHBIM PAGOTaM ecT, DK3aMeH
BrinonHenne nHIUBUIY- 10
ANbHBIX 3a/1aHUN
Hroro 20
5 IlporpammHoO- [ToaroroBka k mpakTuue- 4 |IIK-4 Otuet no taboparopHoi
anmapaTHbIE, CKUM 3aHSATHUSAM, CEMUHA- pabote, Tect, Dx3amMeH
TEXHUYECKHUE U pam
KpunTorpapuyeckue [TpopaboTka JIEKITMOHHOTO 4
TB WTHI
CPeCTBA 3alll Marepuaia
uHbOpMaIu
OdopmieHre 0TYETOB 10 12
nabopaTtopHbIM paboTam
Hroro 20
6 OCHOBHBIC PUHITUIIBI, | BhIOJHEHNE KOHTPOJIBHBIX 4 |TIK-4 BrinonHenre KOHTPOJIb-
HanpaBJICHUS U pabor HoMl paboTsl, TecT, Dk3a-
TpeOoBaHUS 06601}6‘IGHI/I}I TIpopaBoTKa JEKIHOHHOTO 4 MeH
UHPOPMAITMOHHOM
(popmankoHHO Marepuaia
0€30MacHOCTH
OpraHu3alu Hroro 8
7 Konnernuus u monutuka | [IpopaboTka JICKIIMOHHOTO 2 T1IK-5 TecT, DK3amMenH
UHPOPMALTMOHHON Martepuana
0€30MacHOCTH Vroro 2
8 Peanuzamuu ctparerun | [IpopaboTka JTE€KIIMOHHOTO 2 |IIK-5 OT4eT Mo UHANBUTYaITb-
obecrnieueHus Marepuaa HOMY 3aauuto, OT4eT no
nHOOPMAIMOHHOMN TOPHOU T
(bopManHOHHO OdopmiteHre 0TIETOB TIO 8 naboparoproi padore,
0e30I1acHOCTH Tecrt, Dx3amen

JabopaToOpHBIM paboTam
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Brinonnenne nHIUBUIY- 10
aJbHBIX 33JIaHUN
Hroro 20
9 MeHeKMEHT [ToaroroBka Kk nmpakTu4e- 2 |IIK-5 BelmiosniHeHrE KOHTPOJIb-
UH(POPMALTMOHHON CKHM 3aHATHUSM, CEMUHA- Hol paboTsl, Tect, Dk3a-
0€30macHOCTH pam MEH
[IpopaboTKa JIEKIIUOHHOTO 2
Matepuaina
IToaroroBka K KOHTPOJIb- 4
HBIM paboTam
UTtoro 8
Hroro 3a cemectp 104
IloaroroBka u caaya sK3a- 36 Ok3ameH
MeHa
Hroro 140
10. KypcoBoii npoekT / kypcoBasi padota
He npenycmorpeno PVYIIL.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBaeMOCTH 00y4aroumuxcst

11.1. banabHble OLIEHKH /JIsl 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayuibHBIC OIICHKH IS 2JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbII
. MakcumanbHbIN MakcumanbHbIN
DneMeHTHl y4eOHOM 0aJut 3a mepuos Bcero 3a
Oamn Ha 1-yto KT ¢ |  0am 3a nepuoa
NEeSATENbHOCTH mexny 2KT u Ha ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
3 cemecTp
BrinosiHeHrE KOHTPOJIb- 7 7 7 21
HOM paboThI
OTyeT no MHAUBUTYAITb- 11 11 22
HOMY 3aJJaHUIO0
OTuet no nmabopaTopHOii 5 5 5 15
pabote
Tect 4 4 4 12
Hrtoro makcumyM 3a nepu- 27 16 27 70
on
DK3aMeH 30
Hapacraromum nrorom 27 43 70 100
11.2. Ilepecyer 0a/1710B B OLICHKHU 32 KOHTPOJIbHbIE TOYKH
[TepecueT OanioB B OLIGHKH 32 KOHTPOJIbHBIE TOUKH MPE/ICTaBiIeH B Tabmuie 11.2.
Tabmuua 11.2 — [lepecueT 06ayuI0B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
> 90% ot MakcuMabHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumanbHO# cymmbl OansoB Ha Aaty KT 4
Ot 60% 1o 69% ot makcumasbHON cymMMbl OaiioB Ha aaty KT 3
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< 60% oT MakcuMaIbHOU cCyMMBbI OaioB Ha naty KT 2

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[Tepecuer cymMMBI 0aIOB B TPaIUIMOHHYIO M MEXIYHAPOAHYIO OLIEHKY NPEACTaBIEH B TalOmuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJTTOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YUMTBIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouens xoporiiio)

4 (xopoI10) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnetrBoputTeanHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaentio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITIHHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. OcHoBbl 3amuThl nHMopManuu. YuedHoe nocobue / [llenynanoB A.A., ConoB M.A. u 1p.,
Wznanue nstoe, nepepad. u gomon. I'pudp Cu6POYMO. — Tomck [DnekTponHbiit pecypc]: U3a-Bo «B-

Crextpy, 2011. - 244 C. ISBN 978-5-91191-214-7 - Pexxum  mocrtyma:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mata oOparteHus:
09.07.2018).

12.2. lonoiHuTEIbHAS JIUTEpaTypa

1. HopmaruBHO-paBOBBIE aKThl MH(OpMAIMOHHON Oe3omacHOCTH. YuebHoe nocodue / Ilemy-
naHoB A.A., CormoB M.A. u 1p. B Tpex gactax. U.1. U3ganue cenpmoe, nepepad. u gomoir. — ['pud Cu-
6POYMO Tomck [DnektponHslit pecypc]: B-Cnekrp, 2011. - 223¢. ISBN 978-5-91191-227-9 - Pexxum
noctyna: http:/kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mara 006-
pamenusi: 09.07.2018).

2. HopmaruBHO-TIpaBOBBIE aKThl HH(POPMAIMOHHON Oe3omacHOCTH. YueOHoe nmocobue / Ilemy-
naHoB A.A., ConoB M.A. u ap. B Tpex wactax. U.2. U3nanue cenpmoe, nepepad. u gonoi. — I'pugp Cu-
6POYMO Tomck [Dnextponnsiii pecypc]: B-Cnextp, 2011. - 223¢. ISBN 978-5-91191-227-9 - Pexxum
noctyna: http:/kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mara 06-
pamenusi: 09.07.2018).

3. HopmaruBHO-npaBOBbIE aKThl MH(OPMAMOHHOHN Oe3zomacHocTH. YueOHoe nocobue / Llemy-
naHoB A.A., CormoB M.A. u 1p. B Tpex gactax. U.3. U3nganue cenpmoe, nepepad. u gomoir. — ['pud Cu-
6POYMO Tomck [DnektponHslit pecypc]: B-Cnekrp, 2011. - 223¢. ISBN 978-5-91191-227-9 - Pexxum
noctyna: http:/kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mara 006-
pamenusi: 09.07.2018).

12.3. YueOHO-MeTOAHYECKHE TOCOOUSHA

12.3.1. O0s3aTenbHbIC y4eOHO-METOAMYECCKHE TOCOOHS
1. 3ammra nndpopmanuu. Meronuueckue ykasaHusl 10 J1abOpaTOPHBIM, MPAKTUYECKUM U CaMmo-
crositenbHbIM padotam / EBctotun O.0., KoneB A. A., Koctiouenko E.}O., ComoB M.A. 2011. — 96 c.
[OneKTpOHHBIH pecypc]: - Pexum JocTyna:
http://kibevs.tusur.ru/sites/default/files/files/upload/metod labnew.pdf (nata o6pamenus: 09.07.2018).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS 1JIs1 JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIM/I0B
Y4eOHO-MEeTOqMUECKNE MaTepUabl ISl CAMOCTOSTEIBHON U ayTUTOPHOU paboThl 00ydaromumxcs
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U3 YMCIIa JIUI] C OTPAaHMYEHHBIMH BO3MOKHOCTSIMU 370pOBbSI U MHBAJIHJIOB MPEIOCTABISIOTCA B (popMax,
aIalITUPOBAHHBIX K OTPAaHHYCHHUSIM UX 3JI0POBbS U BOCIIPHUATHUS HH(DOpMAIIHH.

JI1s1 i1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPHUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU opme.

12.4. IIpo¢eccuonasibHble 0a3bl JAHHBIX U HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMBI

1. https://lib.tusur.ru/

2. https://edu.tusur.ru/

3. Pexomenayercst UCIONIB30BaTh MH(OPMALMOHHBIE, CIIPABOYHbIE U HOpPMAaTHBHbBIE 0a3bl JaH-
HbIX https:/lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TEXHMYECKOE O0ecreuyeHre JTUCIUILJIMHBI U TPedyeMoe MPorpaMMHoe
ob0ecreueHue

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IPOrPAMMHOMY 00ecre4eHnIo
AUCHHUIIMHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U IPOrPAMMHOE o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHATUH JICKIIMOHHOTO TUTIA, TPYIIIIOBBIX M MHIWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ IPOMEKYTOYHOM aTTECTAI[UU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TI0-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKOM M CTaHIApTHOH y4ueOHOI mebenbro. MeroTces
JIEMOHCTPAIIMOHHOE 000pPYIOBAaHUE U YU4€OHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3/ielaM TUCIUTUINHEI.

13.1.2. MaTepHaJbHO-TEXHUYECKOE H MPOrPAMMHOE o0ecredyeHne I MPAKTHYeCKUX 3aHATHI

Jlaboparopust alropuTMHUYECKOT0 00eCTIeYeHUs

yueOHas ayIuTOpHs JUIS POBEICHUS 3aHATUH JICKIIMOHHOTO TUTIA, YIeOHAs ayTUTOPHS JUISI IIPOBE -
JICHUS 3aHATHI MPAKTUYECKOTO THIA, yueOHast ayTuTOPUS AJsl IPOBEACHUS 3aHATUN 1a00paTOPHOTO THIIA,
MOMEIICHHE JIUIS TIPOBEICHUS TEKYIIETO KOHTPOJISI ¥ IIPOMEKYTOUHOM aTTECTAIMH, TOMEIEHUE JIJIST CaMO-
CTOSITENILHOM pabOTHI

634034, Tomckast obnacts, . Tomck, Bepmununa ynuna, n. 74, 327 ayn.

Ornucanue UMEIIErocs 000pyIOBaHUS:

- NnrepaxtuBHas nocka SMARTBOARD;

- [IBM: SWS-1, SWS-2, SWS-3, SWS-4, SWS-5, SWS-6, SWS-7, SWS-8, SWS-9, SWS-10,
SWS-11;

- Kommnekr cnennanuzupoBanHoi yueOHOI mebenu;

- Pabouee mecto mpemnoaBares.

[IporpamMmMHoOe obecrieueHue:

— Windows XP Professional

13.1.3. Marepua/ibHO-TeXHUYECKOE U NIPOrPaMMHOe o0ecrnedyeHue 1Jisl JIadOpaTOPpHbIX padoT

Jlaboparopus alrOpUTMHYECKOTO 00ECIICYCHUS

yueOHas ayuTOpUs JUIsl IPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUIA, yueOHas ayIUTOpUs JIsl IPOBE -
JICHUS 3aHSATUI MPAKTUYCCKOTO THITA, y4eOHAast ayTUTOPUS sl IPOBEACHUS 3aHATUI 1a00paTOPHOTO THIIA,
MOMEIIEHHE ISl MPOBEICHUS TEKYILIEr0 KOHTPOJIS ¥ POMEXKYTOUHOM aTTeCTalllH, TOMEIEHUE JIJIsl camMo-
CTOSITETILHOM paboThI

634034, Tomckas obnactse, . Tomck, Bepmununa ynuna, n. 74, 327 ayn.

Ornucanmne UMEIIErocs 000PYIOBAHUS
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- UnrepaktuBHas focka SMARTBOARD;

- IIDBM: SWS-1, SWS-2, SWS-3, SWS-4, SWS-5, SWS-6, SWS-7, SWS-8, SWS-9, SWS-10,
SWS-11;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmmMHoOe obecrnieueHue:

— Windows XP Professional

13.1.4. MaTrepuajibHO-TEXHMYECKOE U IPOrPaMMHOe odecredeHue JIs CAMOCTOATEIbHOI padoThI
Jiist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIacchl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckast obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmnauna ynuna, 1. 47, 126 ayz.;
- 634034, Tomckast obmacts, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CocTtaB 000pyIOBaHUA:

- yueOHasi meOelb;

- komnetoTepsl kinacca He Hke [I9BM INTEL Celeron D336 2.8['Tw. - 5 miT,;

- KOMOBIOTEPHI MOJKIIOUYEHBI K ceTu «VHTepHeT» U 00ecreynBaroT JAOCTYI B AIIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[lepeueHb MPOrpaMMHOTO 0OCCIICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecnedeHre JUCHUIIHHBI VIS JIMI ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBoeHHe NUCHUILUIMHBI JIMIAMU C OTPAHUYEHHBIMU BO3MOXKHOCTSMHU 3/I0POBbS U MHBAIHMJAMU
OCYILIECTBIISIETCS C UCIOIb30BAHUEM CPEJCTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ 00yUYaAIOLIUMUCS ¢ HAPYIIEHHUSIMH CJIyXa MPEeTyCMOTPEHO UCIOIb30BaHHE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKUX CPEACTB IpueMa/mepena-
yl yueOHOI nH(OpMaLny B JOCTYIHBIX (pOopMax, MOOMIIbHOM cHUCTEMBI NTPENoJaBaHus sl 00ydaronuxcs
C MHBAJIUAHOCTbIO, TIOPTATUBHOM MHIYKIIMOHHOM cHCTEMBI. YueOHas aymuTopusi, B KOTOPOU 3aHUMAIOTCA
oOyuyaromyecsi ¢ HapylleHUEeM cllyxa, 000py/l0BaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHKOH, BUJIEO-
TEXHUKOMU, SJIEKTPOHHOMU JOCKOU, MYJIbTUMEAUNHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYyUYAIOUIUMUCS ¢ HAPYIIEHUsIMU 3PEHUSAMM I[IPETyCMOTPEHO HUCIIOJIb30BaHUE B
JEKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX OOBEKTOB (HaIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) IpHU MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIUMHCS € HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIoJib-
3YIOTCS aJIbTepHAaTHUBHBIE YCTPOMCTBA BBOAA MH(OPMAIIMU U IpyrHe TEXHUUECKHE CPe/ICTBa IprueMa/mepe-
Jau yuyeOHOM MHpOpMau B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbl OOYUeHUs JUIs JItoJel ¢ UHBaA-
JHUJTHOCTBIO.

14. OIIGHO‘IHI)IC MaTepuaJabl H METOAUYECCKUE PCKOMEHAAIUHA 110 OPraHu3aiuu U3y4cHUus
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
Jnis o1leHKH cTeneHn C(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JUCLUTUIMHON
KOMIIETCHITUI MCTIONB3YIOTCS OLIEHOYHBIE MaTepUalibl B COCTARBE:
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14.1.1. TecToBbIe 327aHUA

1. Kakas u3 HHKENEpEeunCICHHBIX 3a/1a4, U3JI0KeHHBIX B JlokTpuHe nHpopMaImoHHoi Oe3omac-
Hoctu Poccuiickoit denepanuu, He OTHOCUTCA K 3aJla4aM I'OCYJapCTBEHHBIX OPraHOB B PAMKAaX JECATENb-
HOCTH TI0 00ecrieueH0 HH(HOPMAITMOHHON O€30IaCHOCTH:

a) obecrieueHue 3alIUThI PaB U 3aKOHHBIX WHTEPECOB IPAXKAAH U OpraHu3aluil B MHQOpMAIMOH-
HO¥1 cdepe;

b) omeHka cocTossHUS WHPOPMALMOHHONW 0€30MacHOCTH, MPOTHO3UPOBAHUE U OOHAPY)KEHUE UH-
(bOpMaIMOHHBIX yTPO3, ONpEesieHuEe MPUOPUTETHBIX HANpPaBICHUN UX MPEAOTBPALIEHUS U JTUKBUIALUU
MOCTICICTBUM UX MIPOSIBIICHUS,

C) TUTAaHUPOBAHUE U pa3paboTKa Mep MO MPOBEACHUIO KHOEppa3BEI0BATEIbHBIX ONIEPAIIHii;

d) opranuzanus nesTENIbHOCTH U KOOPAWHAIMS B3aMMOJEHCTBHS cuil obecrieueHust nHGopMaIy-
OHHOM 0€30I1aCHOCTH, COBEPILIEHCTBOBAHNUE UX MPABOBOT0, OPraHU3AI[MOHHOTO, ONIePaTUBHO-Pa3bICKHOTO,
pa3BeIbIBATEILHOTO, KOHTPPa3BEAbIBATEILHOTO, HAYYHO-TEXHUUECKOr0, HHPOPMAITHOHHO-aHATUTHYECKO-
ro, KaJIpOBOr0 ¥ 3KOHOMHUYECKOTr0 00eCTieueHUs;

2. B crangapte CIIA "Kputepuu OneHKH rapaHTHPOBAHO 3alIUIIEHHBIX BBIYUCIUTEIBHBIX CH-
CTeM B UHTepecax MHHUCTepcTBa 000poHbl CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHUH, KOTOPHIM
OTBEYAIOT AaBTOMATU3WPOBAHHBIE CUCTEMBI, OHH pa3ZelieHbl Ha... a

) 5 KJ1accoB;

b) 4 rpynmsr;

¢) 3 MHOXKECTBA;

d) 2 moarpynmsl.

3. YTOo M3 HMXKENEPEUNCIEHHOIO HE OTHOCUTCS K IIEPEUHIO CBEICHUH KOH(PUICHIINAIBHOTO XapakK-
Tepa, yrBepaxaeHHoro [Ipesnnentom Poccuiickoit ®denepanun?

a) Ciy)xeOHble CBECHMA, JOCTYN K KOTOPBIM OTPAaHUWYEH OpraHaMu IOCYJapCTBEHHOM BJIACTH B
cooTtBeTcTBUU ¢ ['parknanckum konekcom Poccuiickoii denepanuu u GpenepalbHBIMU 3aKOHAMH (CITyKeO-
Hasl TaliHa);

b) 3amuiiaemblie roCy1apcTBOM CBEACHUS B 001aCTH €ro BOSHHOM, BHEITHETIOIMTHUECKON, IKOHO-
MHYECKOM, pa3BebIBATEIbHOM, KOHTPPA3BEIbIBATEILHON U ONEPATUBHO-PO3BICKHON JE€ATEIBHOCTH, pac-
NPOCTpaHEHHE KOTOPHIX MOXET HaHecTH yiiepo 6e3onacHoct Poccuiickoit denepanmu;

c¢) Ceenenus, cBsi3aHHbIE C TPOPECCUOHATIBHON JESITEIbHOCTBIO, TOCTYI K KOTOPBIM OIpaHUYEH B
cootBercTBUM ¢ Koncrutynuei Poccuiickoit ®@eneparyu u (eaepalbHBIMU 3aKOHaMU (BpaueOHasi, HOTa-
puanbHasl, aJBOKATCKas TaiiHa, TailHa Mepenucky, Tele(OHHBIX MEPEroBOPOB, MOYTOBBIX OTIIPABIECHUH,
TeserpadHbIX WIM UHBIX COOOILEHUH 1 Tak Janee);

4. Crannapt CIIA «Kpurepun oieHKH rapaHTUPOBAHO 3ALIUILEHHBIX BBIUNCIUTEIbHBIX CUCTEM B
uHTepecax MmuHucrepcTBa 00oponsl CIIIA» Ha3bIBaIOT ...

a) «Kentoit KHUTOI»;

b) «OpaHXKeBbIM TOKYMEHTOM;

¢) «OpaHXkeBOI KHUTOW»;

d) «KpacHbIM criuckom».

5. Monens yrpo3 6e3omacHocTH HH(pOpMAIUK HE BKIIFOYAET B ceOsl:

a) Onucanue MHQGOPMAIIMOHHON CHUCTEMBI U €€ CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHK;

b) Onmcanue yrpo3 6e30macHOCTH HHPOPMAIINH;

¢) Onucanue BO3MOXKHOCTEN HapylIUTENeH (MOEIb HAPYILIUTEINS), BOBMOXKHBIX ySA3BUMOCTEH MH-
(GhOpMaIOHHON CUCTEMBI;

d) Cranuu (3Tansl paboT) cO3aHus CUCTEMBI 3alIUTHl HH(POPMALMOHHOW CUCTEMBI.

6. Ilpu MakeTUpPOBAaHMM W TECTUPOBAHHM CHUCTEMBbI 3aIUTHl UHPOPMAIMK HUH(OPMALIMOHHON CH-
CTEMBI B TOM YHUCJIE OCYIIECTBISIOTCS:

a) [IpoBepka pabOTOCIIOCOOHOCTH U COBMECTHMMOCTH BBIOPAHHBIX CPEICTB 3aLUTHI MH(OpMALUN
¢ MH(OPMAIIMOHHBIMHU TEXHOJIOTUSIMH ¥ TEXHHYECKHUMH CPEJICTBAMH;
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b) YcraHoBKa cpeCTB MOHUTOPHHTA CETEBOW HHPPACTPYKTYPHI,

c¢) Pa3paboTka TOKYMEHTOB, ONPEACIAIONINX HpaBHia M MPOLETYphl, pealnu3yeMble OIepaTopoM
JUIs 00eCTIeYeHU s 3aIlUThl HPOPMALUU B HH(OPMALIMOHHOM CUCTEME B XOZIE €€ SKCIUTyaTalliH;

d) BHenpenne NOKyMEHTOB, peTJIAMEHTHPYIOIIUX OPTaHMU3aI[MOHHBIE MEpPHI MO 3aIuTe HH(POpMa-
L,

7. Meroquueckuit nokymeHT ®CTOK Poccun «Meroauka onpeaeneHus 0e30macHOCTH HHPOpMa-
UM B UHPOPMALMOHHBIX CUCTEMAX)» PUMEHSETCS COBMECTHO C:

a) basoii manHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHOM ciayx0oi 6e3omacHocTH Poccwmii-
cko denepanuu

b) bankom maHHBIX yrpo3 Oe3omacHocTd uHpopmauuu, chopmupoBanHeiM OCTIK Poccun
(ubi.fstec.ru);

¢) O6menocTynHoit 0a30ii JaHHBIX KOMITBIOTEPHBIX YIPO3;

d) [Tepeunem cBeneHMI KOH(PHUICHIIMAIBHOTO XapaKTepa.

8. AHanu3 ysa3BUMOCTEH HH(GOPMAIIMOHHON CUCTEMBI IIPOBOIUTCS B IEIIAX:

a) O1leHKHM BO3MOYKHOCTH MPEOOJICHUSI HApYIIUTENIEM CUCTEMBI 3aIlUThl HH(popManuu nHpopma-
IIMOHHOM CHCTEMBbI 1 MPEIOTBPAILECHHS PEATN3alliH yIpo3 0e30MacHOCTH HH(POPMAIIHH;

b) Onenku 3¢ HEKTUBHOCTH UCIOIB30BAHUS MOJIMTHK pa3rpPaHUYEHUs TOCTYIIA;

¢) OnTuMH3anuy IPOU3BOAUTEIHHOCTH MPOrPaMMHO-AINTIAPaTHBIX CPEICTB 3alIUThHI HH(pOopManuy;

d) CermenTanuu MHPOPMAITIOHHON CHCTEMBI.

9. CucreMHBIN nmponecce MnoJyuCHuUus 06’[)€KTI/IBHI>IX Ka4€CTBCHHBIX N KOJIMYCCTBCHHBIX OILICHOK O
TEKYIIEM COCTOSHUM HWH()OPMAIMOHHOW O€30MacHOCTH KOMITAHWH B COOTBETCTBHH C ONPEACIEHHBIMU
KPUTCPUAMU U MMOKA3ATCIIAMU 6€3OHaCHOCTI/I Ha3bIBACTCA:

a) Arrecranus;

b) Aymur;

c¢) Ceprudukanms;

d) ITenrecr.

10. Yto u3 HWKCTICPCUUCIICHHOTO HC OTHOCHUTCH K MCXKAYHAPOAHBIM MCTOAUKAM IMPOBCIACHUS TC-
CTHPOBaHUSI HA NMPOHHUKHOBEHHWE, OPHEHTHPOBAHHBIX Ha MOJCITHPOBAHUE aTaK, HANIPABJICHHBIX Ha CETE-
BYIO HH)PACTPYKTYPY OpraHU3aIHH:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AGctpakTHOe (popManu3oBaHHOE WM HE(POPMATU30BAHHOE) ONMMCAHUE HAPYIIUTENS MPABUI
pa3rpaHUYCHHUS TOCTYTIA Ha3bIBACTCS:

a) XapaKTepUCTHKA HAPYILIUTEIS;

b) Moaens HapymIuTeNs;

c¢) Crenapuii HapyluTeNs;

d) Mopnens UCTOYHUKOB YTPO3.

12. Kakoe u3 HMKENEepEeUnCICHHBIX HANPABICHU HE OTHOCHUTCS K aTTeCTallid 00BEKTOB MH(MOP-
MaTH3AI|H 110 TPeOOBAHUSAM OE30MaCHOCTH HHPOPMAIIUH:

a) Atrectamysi aBTOMAaTU3UPOBAHHBIX CHCTEM, CPEICTB CBS3H, 00pabOTKHM | mepenaun nHpopma-
Luy;

b) ATrectanus noMeeHui, npeaHa3HavYeHHbIX 1 BeJeHHs KOHPUACHIINAIbHBIX IEPErOBOPOB;

¢) ATrecTtanus paboYux MECT C LIEbIO OLICHKH YCIOBUU TPYAa;

d) AtTecTanus TEXHUYECKUX CPEICTB, YCTAHOBJICHHBIX B BBIJACIEHHBIX MOMEIIEHUAX U 3allulllae-
MBIX TTIOMEIICHHUSIX.
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13. Crpaterust (MeTof) TECTUPOBAaHUS (DYHKIIMOHAIBLHOTO MOBEACHUS 00BEKTa (IIPOrpamMMBbl, CH-
CTEMBbI) C TOUKH 3PEHUS] BHEIIHETO MUPA, IIPU KOTOPOM HE MCIIOJIb3YETCsl 3HAHUE O BHYTPEHHEM YCTPOM -
CTBE TECTHPYEMOTO 00BEKTa

a) TecTupoBeHNE YEPHOTO SIIIUKA;

b) TectupoBaHue OEIOTO AMUKA;

¢) TectupoBaHHEe KPACHOTO SIINKA;

d) TecTupoBaHue HEN3BECTHOTO SIIUKA.

14. Meroauka TecTUpOBaHMs Ha IPOHUKHOBEHUE HA3BIBAETCS:
a) Aynur;

b) Ilenrecr;

¢) Honeypot;

d) Metasploit.

15. Yto u3 HIDKENEPEYNCIEHHOTO HE OTHOCUTCS K ATally aHalln3a pUCKOB MH(OpMAIMOHHON Oe3-
OINAaCHOCTH:

a) [TocTpoenue Mozenu HapyUIUTE;

b) Unentudukaius pecypcos;

¢) Unentuduxanus 6uzHec-rpeboBaHni U TpeOOBAHUI 3aKOHOIATEIHCTBA, IPUMEHUMBIX K HICH-
TUGUIMPOBAHHBIM pecypcam;

d) OnenuBanue UACHTU(OUIUPOBAHHBIX PECYPCOB C YUETOM BBISABICHHBIX OM3HEC TpeOOBaHUN U
TpeOOBAaHUI 3aKOHOJATENbCTBA, a TAKXKE MOCIEACTBUI HApYIIEHNUs UX KOH(QUAECHIUAIBHOCTH, LIEIOCTHO-
CTH U IOCTYIHOCTH.

16. Kakast yrpo3a 0e3omacHocT HHPOPMAIUH ABJISIETCA NPEAHAMEPEHHON ?
a) OmmOKku nepcoHana;

b) Cooit mporpaMmMHOTrO 0OeCTIeUeHUS;

¢) Ganbcudukanus, MoaaeIKa JOKyMEHTOB;

d) OTKpBITHE 3JEKTPOHHOTO MHCbMA, COJIEPKAILETO BUPYC.

17. TeppuTopusi BOKPYT MOMEIIEHUH aBTOMAaTU3UPOBAHHON CUCTEMBI 00pabOTKH JaHHBIX, KOTOpast
HENPEPHIBHO KOHTPOJIUPYETCS MEPCOHATIOM WIIM CPEACTBAMU aBTOMATU3MPOBAHHOW CHUCTEMBbI 00pabOTKU
JTAHHBIX Ha3bIBACTCH ...

a) Hexontponupyemoit 30HO#

b) 30H0# MOMeleHN aBTOMAaTH3UPOBAHHOM CUCTEMBI

¢) 30H0i#1 06a3 TaHHBIX 3AITUIIIAEMON CUCTEMBI

d) 30HO# KOHTPOJIHPYEMON TEPPUTOPHH.

18. Yrpo3a nuBepcun OTHOCUTCH K ...

a) CyObeKTUBHOM TTPETHAMEPECHHON MTPUYMHE HAPYIICHUS IIEIOCTHOCTH WH(OPMAIIHH;
b) CyObeKkTUBHON HETIpeHAMEPEHHOM MPUYUHE HApYILIECHHS LEJIOCTHOCTH HH(POpMALINY;
¢) OOBEeKTUBHOW HEMpPeTHAMEPEHHOW MPUYNHE HAPYIIICHUS 1IETOCTHOCTH HH(POPMAITUH;
d) OOBEeKTHBHOM NTpeJHAMEPEHHOW MPUYHHE HAPYIICHHUS [IEIOCTHOCTH MH(POPMALIUH.

19. IlepexBar gaHHBIX SBISETCS YIPO3OM:
a) JloctynmHocTH;

b) KondunennuanpHOCTH;

¢) llenoctHocTy;

d) HocroBepHOCTH.

20. IIponomxwure Te3uc BepHo: Kiacc 3anau «JlerennupoBanue» 1o 3ammre HHPOPMAIUH. . .

a) He cymectsyer;

b) [ToTepsis1 akTyanbHOCTH B CBSI3U C MEPEXOJOM Ha HOBBIE CTAHAAPThl CHMMETPUYHBIX KPUIITOCH-
CTEM;
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c¢) [Ipennonaraer BKJIIOYEHHE B COCTaB 3JIEMEHTOB CHCTEMBbI 00pabOTKH MH(pOpPMALUU JOTOTHHU -
TEIBHBIX KOMITOHEHTOB;

d) O6bpenunseT 3a7aun 10 0OECIICUESHHUIO TOTYUEHHS 3I0YMBIIIIJICHHUKOM UCKaKeHHOTO MPEICTaB-
JICHUS O XapakTepe U MpeaHa3HauYeHUH 00bEKTa.

21. Puck nHpOpManMOHHON 6€30TTaCHOCTH 3TO

a) Uncino ys3BUMOCTEN B CUCTEME;

b) OTHOIIEHNE CTOUMOCTH CHUCTEMBI 3aIIUThI K BEPOSTHOCTH €€ «IIPOCTOS;

¢) Couetanue BEpOSTHOCTH yrpo3bl HHPOPMALMOHHOW 0€30IaCHOCTH M TOCIEICTBUMA €€ HacTyII-
JICHMS;

d) OneHKa CTOMMOCTH 3aIIUTHBIX CPEICTB.

22. COBOKYNHOCTb YCJIOBUH U (DaKTOPOB, ONPENENAIONMX MOTEHIIMAIbHYIO0 UM PealbHO CyIIe-
CTBYIOIILYIO OITACHOCTh HApYIIEHUs1 KOH(UAECHIUAIBHOCTH, LIETIOCTHOCTH, TOCTYITHOCTH UH(OpMALIUU Ha-
3bIBaeTCA ...

a) Yrpo30ii 6e30MacHOCTH;

b) KomnbroTepHoii 6€30MacHOCTHIO;

¢) AHanu30M yrpos;

d) Atakoii Ha UH()OPMAITMOHHYIO CUCTEMY.

23. Y10 U3 NepeyrcIeHHOro IPOUCXOIUT MpH Ucnoib3oBaHud RAID-maccuBoB?
a) [IpousBoauTcs moHOE MU pPOBaHUE TaHHBIX

b) Ob6ecneunBaercs 60see BBICOKHI YPOBEHb 3allIUTHI OT BUPYCOB

¢) [loBblmaercst HAAEKHOCTb XPaHEHUS JAHHBIX

d) YBennuuBaeTcs MakCcUMaibHasl MPOITYCKHAas CIIOCOOHOCTh CETH

24. 3aKTI0YUTENIbHBIM TAllOM [MOCTPOCHUS! CUCTEMBI 3AIUTHI SBISETCS ...
a) AHanu3 ysI3BUMBIX MECT;

b) [TnanupoBanue;

c¢) Ob6cnenoBanmue;

d) CompoBoxaeHHe.

25. Yro 13 NepevrcIeHHOro He UCTIONb3YyeTCs B OMOMETPHUECKON ayTeHTH(PUKauu?
a) PucyHok manwiisipHOTO y30pa;

b) KnaBuarypHslii mouepk;

¢) [ImactukoBas kapTa ¢ MAarHUTHOM TOJIOCOM;

d) PagyxHas o6onouka riasa.

26. K kakoif moxcucreme He NMpeabaBIsoTcs TpeOoBanus B PykoBomsamem nokymenrte «Kmaccu-
(duKamys aBTOMaTU3UPOBAHHBIX CUCTEM W TPEOOBAHMIA 110 3aIIUTE WHHOPMAITII?

a) yIpaBJIEHUs HOCTYIIOM;

b) peructpamnuu u y4eTa;

C) TEXHUYECKOW 3aIUThl HHPOPMALINY;

d) obecnieueHHs 1IETOCTHOCTH.

27. 3amura uHGOpPMAITUHU ITO:

a) JleATenbHOCTD TIO MPEIOTBPAILICHUIO YTEUKH MHPOPMAIIUH, HECAHKIIMOHUPOBAHHBIX U HENPE -
HaMEpPEHHBIX BO3JCHCTBUI Ha HEE;

b) CoBOKYITHOCTb MpaBuJl, PETJIAMEHTUPYIOIIUX MOPSIOK U YCIOBUSA TOCTYNA CyOBbEeKTa K HH(OP-
Malll{ ¥ €€ HOCUTEIISM;

¢) [Iponecc cbopa, HakomeHst, 00pabOTKU, XpaHEHUsI, paclpeesieH s ¥ TOMCKa HH(OpMaIIUH;

d) ITomydyenne cyObEKTOM BO3MOYKHOCTH O3HAKOMJICHHS ¢ HH(OpMaIlUEH, B TOM YHCIIE TPU TOMO-
1M TEXHUYECKUX CPEICTB.
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28. YpoBens 6e3onacHoctu C, cornacHo "OpaHxkeBoi KHHUTre", XapaKTepu3yeTcs:
a) OTcyTCTBHEM YIPABICHHUS JOCTYIIOM.

b) [Ipon3BOIBHBIM YIPABICHUEM OCTYIIOM;

¢) [IpuHyMTeIbHBIM yIIpaBIeHUEM JOCTYIIOM;

d) Bepudummpyemoii 6€301macHOCTBIO.

29. CBOICTBO AOCTYIHOCTHU AOCTUTAETCA 3a CYET IPUMEHEHUS MEp, HAIIPABJICHHBIX HA MTOBBIILE
HHE:

a) AyTeHTUYHOCTH;

b) HenpotuBopeunBocTy;

¢) OTKa30yCcTONYMBOCTH;

d) HeotkazyemocTu.

30. KakuM TepMHHOM Ha3bIBACTCS 3aIIUIIAEMbIE TOCYIAPCTBOM CBEJIEHHUS B 00JIACTH €T0 BOCHHOM,
BHEIIHEIIOJIMTUYECKON, SKOHOMUYECKOU, Pa3BEIbIBATEILHOM, KOHTPPA3BEAbIBATEILHON U ONIEPAaTUBHOPO-
3BICKHOM JIEATEILHOCTH, PACIIPOCTPAHEHUE KOTOPBIX MOXKET HaHECTH yiiepO OezonmacHocTH Poccuiickoit
Denepauun?

a) Konduaennuanpaas nabopmanms;

b) CekpeTHas uHpopmanus;

c) Boennas Taiina;

d) l'ocynapcTBeHHas TaiiHa.

31. [Tony4yenue nocryna K MHPOPMAIMH CyOBEKTOM B HapylICHHE ACUCTBYIOIICH MOJIUTUKU pa3-
TPAHUYEHHUS TOCTYNA HA3bIBAETCH. . .

a) HecaHKIIMOHMPOBAaHHBIN JOCTYII;

b) 370yMBITUICHHBINA JOCTYTI

¢) Hepaspeuiennsiii 1oCTyII;

d) 3anpeTHblit JOCTYII.

32. Kakoii Bug nHGOpMaiuu He OTHOCHUTCS K KaTeropuu KoHpuaeHnapbHOW nHpopmarmun?
a) Kommepueckas Taiina;

b) Taiina cymonpon3BOACTRA;

c¢) IlepconanbHble TaHHBIE;

d) l'ocymapcTBeHHas TaifHa.

33. Kakum TepMHUHOM (COTJIaCHO 3aKOHOJATeNbCcTBY PD) HaszwiBaeTcs Jr06ast nHGOpMaIus, OTHO-
CSAIIAsICSI K TPSIMO WITM KOCBEHHO OIPEICICHHOMY WJIH ONPeaeIIeMOMY (DU3HUECKOMY JIUILY?

a) Kondunennuanpaas nabopmanms;

b) [lepconanbpHBIC JaHHEIE,

¢) Mudopmanus mpo JIMIHOCTS;

d) Uudopmaryst ¢ orpaHU4eHHBIM JOCTYIIOM.

34. KanaJibl HeCaHKIIMOHUPOBAHHOTO MOTyYeHHU HHPOPMALIMHU CTPYIITUPOBAHHI B. ..
a) 3 kiacca,

b) 4 kmacca;

¢) 7 KJ1accos;

d) 9 xnaccos.

35. HaGop HOpM, IpaBWII M PAKTHYECKUX NPHUEMOB, PErYIHPYIOIUX YIIPaBICHUE, 3aIUTY U pac-
NpOCTpaHEHHE IICHHOH WH(POpMAIIK, Ha3bIBACTCA ...

a) Mozpenpro 0e30MMacHOCTH;

b) Meronom mmdpoBanus;

¢) KommnbrorepHoii 6€3011acHOCTBIO;

d) I[MonuTHkoi 6€30MacHOCTH.
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36. OOmias, pyKOBOAAIIAs YCTAHOBKA MPU OPTaHU3AIIMN U 00ECTICUeHUH COOTBETCTBYIOIIETO BH/IA
NESITENILHOCTH, HalpaBJIeHHAsl HA TO, YTOOBI Hanboyiee BaKHBIC IEJIM 3TOW JACSITETbHOCTH JOCTUTAIUCH
pu HanboJsiee paloHaIbHOM PACX0I0BAaHUH UMEIOIUXCS PECYPCOB — 3TO ...

a) Muccus;

b) Ctparerus;

c) OyHKIus;

d) IIpomecc.

37. Yto U3 mepeunCICHHOTO HE SBIIACTCS IEJIbIO TIPOBEICHUS ayIuTa 0€30MacHOCTH?

a) AHallM3 PUCKOB, CBSI3aHHBIX C BOZMOXKHOCTBIO OCYIIIECTBIICHHUS YyTPO3 OE30MACHOCTH B OTHOIIIE-
HUH PECYPCOB CUCTEMBI;

b) BripaboTka pekoMeHIaIHii 10 BHEAPSHUIO HOBBIX U MOBBIIICHUIO Y3PGEKTUBHOCTH CYIIECTBYIO-
X MEXaHU3MOB 0€30MTACHOCTH CUCTEMBI;

¢) OreHka OymyIero ypoBHsI 3aIIUIIICHHOCTH CUCTEMBI;

d) OrneHka COOTBETCTBHS CHCTEMBI CYIIECTBYIOIIMM CTaHIAapTaM B 00JacTH WH(OpPMAIMOHHON
0€301MacHOCTH.

38. Bribepute HeBepHOE yTBepkaeHUE. CUTHATYPHBIN METO/I BHISBICHHS aTaK XapaKTepU3yeTcs:
a) CpaBHEHHEM HCCIIEyeMOro 00BEKTa ¢ paHee U3BECTHBIMH 00pa3iaMy-3TaJIOHAMH;

b) CriocoOHOCTHIO OOHAPYKUBATh paHEee HEM3BECTHBIEC aTaKH;

¢) [IpocToToli B HACTPOITKE M IKCILUTYaTAIlUH JJII KOHEYHOTO TI0JIb30BaTENsl CUCTEMBI;

d) [TomynsspHOCTHIO HCIIONIL30BAHUS B CUCTEMAX aHTHUBUPYCHOM 3aIUTHI.

39. 3aaun o pe3epBUPOBAHUIO CUCTEMBI 3aILUTHI IESATCS Ha:
a) Terutoe u X0MOJHOE pe3epPBUPOBAHUE;

b) XonoaHoe u ropsyee pe3epBUPOBAHUE;

¢) benoe u cepoe pesepBupoBanue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mogenb CUCTEMBI C MTOJIHBIM NIEPEKPBITUEM XapAKTEPU3YETCS CIELYIOIIUM MOJI0KEHUEM:

a) B aBTOoMaTH3uMpOBaHHON CHUCTEME CpPEACTBaMHU 3aIIMUTHI «IEPEKPHITO» OOJBIIMHCTBO KaHAJIOB
YTEUKH;

b) B Mexanu3Me 3aIUThl JOMHKHO COAEPKAThCA M0 KpaliHel Mepe OJTHO CPENICTBO [Tl IEPEKPHITUS
JT1000T0 MOTEHIMAIBLHO BO3MOXKHOTO KaHalla YTeUKH HH(OpMAIIUH;

¢) B cucreme 3auThl IPUCYTCTBYET TOJIBKO OJHO CPEACTBO JJISl IEPEKPHITHS BCEX YIpo3 Oe3omac-
HOCTH;

d) ABTOMaTH3UpOBaHHAs CHCTEMA SIBJISIETCSI CHCTEMOM MHOXKECTBEHHOTO JJOCTYTIA.

41. UHCTpyMEHTaIbHAST KOMILIEKCHOCTD B chepe HHPOpMaITMOHHOM 0€301MaCHOCTH MOIpa3yMeBa
eT:

a) HenpepbIBHOCTH OCYIIECTBICHHS] MEPOTIPUSATHIL 1O 3alIUTe HH(DOPMALIUK;

b) 3ammty nHOpMaLIMK OT BHEIIHUX M BHYTPEHHUX YTPO3;

¢) UnaTerpanuto Bcex BUAOB U HarpaBieHui b mist mocTHyKeHus MOCTaBICHHBIX 1EJeH;

d) Obecneuenne TpeOyeMOro ypoBHs 3alIUTHI BO BCEX 3JEMEHTaX CHCTEMbl 00paboTKH HHPOpMa
LUH.

42. Kakoif TOKyMEHT yCTaHaBIMBAET 11€J1b, 33]Ia41 U CTPYKTYpPY CTaHAAPTOB IO 3amuTe nHpopma-
¥, 00BETUHSIONINI aCTIEKThI CTAHAPTU3AINN B JAHHON 0OACTH U SIBJISIFOIIHMIICS OCHOBOTIOIATAIONUM
CTaHJapPTOM B 00JaCTH 3alTUTHI HH()OpMAIUK:

a) 'OCT P 52069.0-2013

b) ®3 Nel52 ot 27.07.2006

c¢) ITocranosnenue IlpaBurensctBa P® Nell9 ot 01.11.2012

d) Konctutyuust PO
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43. [lesTenbHOCTh MO MOATBEPXKIICHUIO XapaKTEPUCTHK CPEJCTB 3allUThl MH(pOpMauu TpeGoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB WM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3alIUTe WH(OPMAIIHH,
yTBEpKIeHHBIX ['ocymapcTBeHHOW TexHuueckoil komuccueit npu Ilpesumaente Poccuiickoit @enepanuu
(I'ocTexxomuccuei Poccun) HazbiBaeTcs

a) Atrectanus CpeJCTB 3aUTh HHGOPMAITUH

b) Ceprudukarys cpecTB 3aUTh HHQOpMAIUK

¢) KomriekcHoe TecTupoBaHUE CPEJICTB 3aIUTH HHGOPMAITHHI

d) BeiGopka cpencTB 3amuThl HHPOPMAITHIH

44. ITonoxenus PenepanbHoro 3akoHa Nel49 ot 27.06.2006 He paciipocTpaHSIIOTCS Ha:

a) OTHOUIEHHUs, BO3HUKAIOUIME IPU OCYILECTBIECHUM IIpaBa Ha IOMCK, NOJy4YEeHHE, Nepenauy,
MPOM3BOJCTBO U PACIPOCTpaHEHHE HHPOPMALINY;

b) OTHOIIEHNUS, BOSHUKAIOIIUE TTPU MPUMEHEHHH HH(POPMAITMOHHBIX TEXHOJIOTHI;

¢) OTHOIIEHHUS!, BOZHUKAIOIINE PU 00ECTIEYCHUH 3aIUThl HH(POpMaIK

d) OTHOmIEHUs, BOSHUKAIOLIME NP NPAaBOBOM OXpaHE Pe3y/bTaTOB MHTEIUIEKTYaJbHON AEATeNb-
HOCTHU ¥ NMIPUPABHEHHBIX K HUM CPEJCTB WHAWBUIYAIU3ALUN

14.1.2. Dx3aMeHALIHOHHBbIE BONPOCHI

1. OcHOBHBIE PETYIATOPBI

2. OcHOBHBIE HOPMAaTHBHO-IIPABOBBIE AKThI

3. Onpenenenusi: uuopmanus, 6e30macHOCTh HHGOPMAINH, 3alUTa HH(OPMaALUKU, HH(OPMAIH -
OHHas 6€30MacHOCTb, UHPOPMALTMOHHBIN MPOLIECC, TOKYMEHT, HOCUTEIb

4. CoiicTBa nH(popMauu

5. Buzbl uHpopManuu 1 UX ONpeaeieHus

6. l'ocynapcTBeHnHas TaiiHa

7. Onpenenenus: yrpossl, HECAHKIIMOHUPOBAHHBIHN JOCTYII.

8. ®opmbl npeAcTaBiIeHUs HHPOPMALIUU

9. Knaccuduxanus yrpo3

10. Crioco0OsI peanuzainuu yrpos

11. Onpenenenus: 3amuiiaeMast HHGopMarus, J0CTyI, TOMYCK, YSI3BUMOCTb, C3H...

12. Buapl 3amutsl H”HPOpMaLUU

13. KoHCTUTYLIMOHHBIE OCHOBBI B HH(OpMALIMOHHOH chepe

14. Joxtpuna Ub P® (cocraBistoniyie HalMOHAIbHBIX HHTEpecOB PD)

15. @3 «O6 undopmanyu, HHGOPMAIIMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE HHPOPMALUID)

16. Ilpectynnenus B unpopmannonHoi chepe (YK)

17. 3agaun opranuzannoHHOro odecneuenus 31

18. Ynpasnenue b

19. Mognens yrpo3 1 MOAEIb HAPYLLIUTEIS

20. Cno>xxHOCTH B paboTe € IEPCOHAIOM

21. Knaccuduxanus MHCallIepCKuX yrpo3

22. ConmanbHasi HUHXEHEPHS

23. Onpenenenus (nporpammuo-anmnaparias 31): CBT, noctymn, nomyck, HaeHTU(UKALMS, ayTeH-
TuduKanus

24. JIncKpeMOHHOE U MaHJATHOE YIIPaBJIEHUE JOCTYIIOM

25. Cepruduxanus

26. I'pynnel knnaccoB 3amuieHHoctd AC or HCJL

27. MexceteBoii skpaH, antuBupyc, COB

28. Kpunrorpaduueckoe npeodpazoBanue, 3amuppoBaHue, pacindpoBaHue.

29. Xou-pyHKIMS U ee CBOWCTBa

30. DnexTpoHHAas NOAIUCH

14.1.3. Tembl HHANBUAYAJTbHBIX 321aHUI
Bp16path 00BEKT 3aIMTHl U3 HIDKETIPUBEICHHOTO CIHCKA

I[J'ISI BBI6paHH01"0 o0BeKTa IMPOBECTHU aHAJIU3 3allIUIIICHHOCTH.
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Jlyist BBIOpaHHOTO B paMKax MPEABIAYIIETo 3a/laHusi 00BEKTa MPOBECTH Pa3padOTKy (YCOBEPIICH-
CTBOBaHHE) CHCTEMBI 3aIIHTHI.

14.1.4. Tembl KOHTPOJILHBIX padoT
1. OcHoBHbIe NOHATHS MH(OPMAMOHHON Oe3zomacHocTH. OpraHn3alMoOHHO-IIPaBoOBoe obecreye-
HUE HH()OPMAITMOHHON O€301TaCHOCTH.
2. Onenka puckos. IIporpaMMHo-anmnaparHbie CpeAcTBa 3alUThl HH(POpMAIHH.
3. [lonmutuka 6e3omacHocTr. MeHemKMEHT HHPOPMAIIMOHHON 6€30MacHOCTH.

14.1.5. Tembl 1a60paTOpHBIX padoT
3amuTa NepCOHAIBHBIX JAHHBIX U KOMMEPUYECKOW TallHbI
[TonuTrka 6€30MaCHOCTH U UHCTPYKIIUH JJISi COTPYIHUKOB MPEATPUSITHS
Orenka puckoB HHPOPMAIIMOHHOW O€30MMaCHOCTH
3amuTa KOMIOBIOTEPHOI HHPOPMALIMK HA YPOBHE JOCTYIA B CUCTEMY
3amuTa OT aTak I10 JIOKAIbHBIM U [NI00aJbHBIM CETSIM
3amuTa oT BpeaoHocHoro I10
Hcnonp3oBanue muppoBaHus AJIs 3aITUTHl JAHHBIX
Hcnonp3zoBanue PU3NUECKUX HOCUTENIEH U 3aIIUTHBIX CUCTEM Ha UX OCHOBE
Pa3zpaboTka cucTembl 3alUTHl TPEIIPUITHS

14.2. Tpeﬁ()BaHI/Iﬂ K OIICHOYHBIM MaTepuajgam AJsd JUll ¢ OrPpaHHYCHHBIMHA BO3MOKHOCTAMU
3A0POBbH U HHBAJIHUI0B
I[JISI JijI) ¢ OrpaHM4YCHHBIMH BO3MOXHOCTAMU 30POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIBHBIC OICHOYHBIC MAaTCPHaAJIbI, IICPCUCHDb KOTOPLIX YKAa3aH B Ta6J'II/II_Ie 14.
Ta6J11/ma 14 — I[OHOJIHI/ITGJII)HI)IC MaTepuajibl OLUCHUBAHUA IJId JIUL C OrpaHUYCHHBIMU BO3MOXKXHOCTAMU
300POBbA U UHBAJIUJIOB

Kareropun Bupl 1O0NOTHUTENBHBIX OLICHOUHBIX @DOopMbI KOHTPOJIS U OLICHKU
00y4aroLMXCsl MaTepHasoB pe3yabTaToB 00yUEHUs

TecTbl, MICEMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BONIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OTHI

[MpeumytecTBEHHO MUCHMEHHAS
poBepKa

C napymeHusMu
ciyxa

C napymenusmu | CobeceroBaHue 1o BoIpocam K 3auety, | lIpenmyiiecTBeHHO yCTHas mpoBepKa

3peHus OIIPOC 110 TEPMUHAM (MHIUMBUYaJIbHO)
C napymeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIMOHHBIMU
JIBUTATEJIBHOTO CaMOCTOSITENIbHbIE PaOOTHI, BOMPOCHI K METOJAMH
anmapara 3a4eTy
C orpanunuenusiMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITENIbHBIE [IpenmyniecTBEHHO IPOBEPKA
o01ieMeTMIUHCKUM paboThl, BOIIPOCHI K 3a4ETY, METOJAMH UCXOJIS U3 COCTOSTHUS
[IOKa3aHUsAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYaroLIErocss HA MOMEHT IPOBEPKU

14.3. MeToanueckue peKOMeH/IALMH 110 OLIeHOYHBIM MaTepuajaM AJs JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMM 310POBbsI H HHBAJIH/I0B

Jis M1l ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBS M MHBAJIUIOB HPEAYyCMAaTPUBACTCS J10-
cTynHas Gopma npeoCcTaBIeHNs 3aJaHNil OIIEHOYHBIX CPEZCTB, @ IMEHHO:

- B IleyatHoi (opme;

- B IIeYaTHO (hopMe ¢ YBETHUYEHHBIM IPUPTOM;

- B (hOpME ITEKTPOHHOTO JIOKYMEHTA;

— METOJIOM YTEHHsI aCCHCTEHTOM 3aJJaHusl BCIYX;

- Ipe0CTaBIEHUE 3aJaHUs C HCIIOIb30BaHUEM CYPIONIEPEBO/A.

Jlumam ¢ OrpaHWYEHHBIMH BO3MOXXKHOCTSIMH 3/I0OPOBBSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. /I TakuX 00y4arommxcst MpeayCcMaTpUBaeTCsl JOCTYII-
Hast popmMa mpeToCTaBICHHS OTBETOB HA 3a/IaHUs, @ IMEHHO:

— MHCBMEHHO Ha Oymare;
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— HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIB30BAHNUEM YCIIYT aCCUCTEHTA;

- IPE/ICTaBICHUE OTBETOB YCTHO.

[Ipouienypa orneHUBaHUS PE3yNIBTATOB OOYUYEHUS JIMII C OTPAHUYEHHBIMUA BO3MOYKHOCTSIMH 3/10PO-
Bbsl M1 MHBAIMJIOB IO JMCUHUIUIMHE TPeIyCMaTpUBAET MpeaocTaBiIeHne nHpopmManun B Gopmax, aJaarnTH-
POBaHHBIX K OTPAaHHYCHUSAM HX 3[JOPOBBS U BOCHPUATHS HH()OPMALIIH:

JL1s1 i1 ¢ HApYIIEHUSIMM 3PeHust:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMYECHHBIM HIPHUPTOM.

JI1s1 M1 ¢ HApYIIEHUSIMH CJIyXa:

— B (hOpME IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU hopme.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMHM OTIOPHO-ABUTaTeJILHOI0 annapara:

- B (hopMe INIEKTPOHHOT'O IOKYMEHTA;

- B reyaTHou (opme.

[Tpy HEOOXOMUMOCTH /IS JIUT] C OTPAHMYCHHBIMHA BO3MOXXHOCTSIMH 3/I0OPOBbS 1 MHBAJTUIOB TIPOIIE-
Jypa OLICHUBAHUsI Pe3yIbTaTOB 00yUEeHHsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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