MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
Nudopmannonnas 6e3onacHOCTh U 3aIMTa HH(popManuu B cetax IBM

YpoBeHb 00pa3oBaHus: BbIcLIee 00pa3oBaHue - MArHCTPaTypa

HampaBnenue noarotoBku / cnenuaibHOCTh: 27.04.04 YnpaBiieHne B TEXHHYECKUX CHCTEMAax
HanpasnenHocts (npoduip) / cnenuanuzanus: YNpaBjeHHe W aBTOMATH3ALUS TEXHOJOIMYeCKHX
NpoLeccoB U MPON3BOJCTB

®opma o0ydeHus: OUHaA

@PaxynpreT: PBC, @aKy/JabTeT BHIYUCIUTEIBHBIX CHCTEM

Kagenpa: KCYII, Kajdeapa koMnbIOTEpHBIX CHCTEM B YIIPABJIEHHH H NPOEKTHPOBAHUM

Kypc: 2

Cemectp: 3

YuebOnsrit man Habopa 2017 roma

Pacnipenenenne pabouero BpemeHu

No Bunet yaeOHOIM nesTeIbHOCTH 3 cemecTp Bcero Ennauner
1 Jleknuu 12 12 4acoB
2 [IpakTyeckue 3aHATUA 10 10 4acoB
3 JlabopaTtopHbie pabOThI 18 18 4acoB
4 Bcero aynuTopHbIX 3aHATHN 40 40 4acoB
5 CamocTosiTenpHas paboTa 68 68 4acoB
6 Bcero (0e3 ax3aMeHa) 108 108 JacoB
7 ITonroroska u cgada pK3aMeHa 36 36 JacoB
8 OO01mast Tpy10eMKOCTh 144 144 9acoB
4.0 4.0 3.E.

Ox3ameH: 3 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (cmeruanbHOCcTH) 27.04.04 YnpaBineHue B TEXHHYECKHX cHCTemax, yTBepkaeHHoro 30.10.2014

rojia, paccMOTpeHa u ofgoopeHa Ha 3acenannu kapeapst KUBOBC «  » 20 ropa, mpo-
TOKOJ Ne

PazpaboTuuk:

noueHt kap. KUBSBC E. 1O. KocTrouenko

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan ®BC JI. A. Koznosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KCVYII 10. A. llypeirun
OKCIIepTHI:

JlonieHT Mabopatopuu 6€30macHBIX
onoMemuIuHcKkuX TexHojorui L{Th
KHMB2BC A. A. KoneB

JlotieHT Kadeapbl KOMITBIOTEPHBIX
CUCTEM B YIPABICHUH H TPOCKTHPO-
Banuu (KCVII) H. 1O0. Xabubynuna
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpernogaBaHus JUCITUIUTHMHBI SBISICTCS M3YYCHHE KOMILIEKCa MpoosieM WH(DOpMAIMOHHOM
0€30MacHOCTH MPEANPUATHI U OpraHU3alUi PA3IMYHBIX TUIIOB U HAPABICHHUM NEATEIHLHOCTH, TOCTPOE-
HUsA, QYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMS COBOKYITHOCTHU MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUYE-
CKHX M TEXHOJIOTHYECKHX MPOIECCOB, 00ECTICYNBAOIINX HHPOPMAIIMOHHYIO 6€30MacHOCTh U (hOPMUPYIO-
X CTPYKTYPY CHUCTEMBI 3aIIUTHl IIEHHOW W KOHPUACHIIMAIHHOU HH(OpMAIuu B cepe OXpaHbl UHTE -
JIEKTyalbHOU COOCTBEHHOCTH U COXPAaHHOCTH MH(OPMALIMOHHBIX PECYPCOB.

1.2. 3agaun JIMCHMIIINHBI
—  O03HAKOMJICHHE CTY/ICHTOB C TEOPETUYCCKUMHU OCHOBAMH, OCHOBHBIMH MOHITHSIMH U TIPUHITH -
naMu odecrieueHuss HHPOPMaITMOHHOM 0€30MMacCHOCTH
— oOydyeHHe CTYJICHTOB pabOTe C OCHOBHBIMH CPEJICTBAMH 3aIHUTHI

2. MecTo nucuuiiiuebl B cTpykrype OIIOII
Hucuuminna «MHpopmanonHas Oe3onmacHOCTh M 3amura MHGopMamuu B ceTsix OBM»
(b1.B.OJ1.6) otHOCHUTCS K O510KY 1 (BapuaTuBHas 4acTh).
[TpeamecTBYOIKUMY TUCHUILTMHAMY, (OPMUPYIOIIMMHU HaYaJIbHbIC 3HAHUS, SBIAIOTCS: Borauciu-
TEJIbHBIE CUCTEMBI.
[Tocnenyromumu TucUUIUIMHAMUE siBIsitoTCs: HayuHo-uccnenoBarensckas padora (paccpen.).

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCUMILTUHBI

[Tponecc n3yyeHus JUCUMIUIMHBI HapaBieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— OIIK-1 cnocoOHOCTHI0 TOHUMATh OCHOBHBIE ITPOOJIEMBI B CBOEH IPEMETHOM 00J1aCTH, BHIO -
paTh METOJIBI M CPEJICTBA UX PEUICHHUS;

— TICK-3 cnocoOHOCTBIO 00ecnieunTh 3amuTy nHpopmanuu B cuctemax ACY TII;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLUICs TOKEH:

— 3HaTh 0a30Bble KOHLENIMUA U MOJAETU MHPOPMAIIMOHHON 0€30MaCHOCTH; OCHOBBI (DYHKIIMO-
HUPOBaHUs 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM 3a7a4d MHPOPMAITMOHHOW 0€30IacHOCTH; 3aKOHO-
JIaTeIbCTBO 0 o0ecreueHnto HHGOPMAIIMOHHON 0€301MaCHOCTH CTaHAApThI B 001acTH WH(OPMAITMOHHON
0€301acHOCTH; METOJbl M CPEACTBA 3aLIUThl MHPOPMAMOHHOW 0€30MacHOCTH HAIPABICHUS M METOJIbI
BEJICHUSI aHAIUTUYECKON pabOThl MO BBIABICHUIO YIPO3 TEXHUUYECKHE MPOIENyphbl MO ACHCTBUSIM B He-
IITATHOM CUTYAIMH; METOAOJIOTHH OLICHKH PHCKOB U yIpo3 HHPOPMAITHOHHON 0€30MacHOCTH

— yMeThb BeIOMpaTh (pa3pabaTbiBaTh) CTpATETUN 3alTUTHI HH(OOPMAITMOHHONW 0€301MacHOCTH pa3-
JMYHBIX WHPOPMALTMOHHBIX CHUCTEM NPOBOAUTH AYIHUT JAJsl OTOOPa)KEHHs YPOBHSM COOTBETCTBHUSI CTaH-
JapTam oOnactd WHGOOPMAITMOHHONW O€30MacHOCTH Il MH(OPMAIIMOHHONW CHUCTEMBI B LIEJIOM U IS €€
AJIEMEHTOB OLICHUBATh U BBIOMPATh HEOOXOJMMBbIE CPE/ICTBA 3AIIUTHI OCYIIECTBISTH MOHUTOPUHT COCTOS -
HUs WHOOPMAIIMOHHON 0€30MacHOCTH 00beKTa 0O0ecTieunBaTh MPOTUBOACHCTBIE aTakaM Ha WH(OpMaIu-
OHHYIO CHUCTEMY BBITNOJIHATH (KOHTPOJIMPOBATH BBHIIOJHEHNE) TPEOOBAHUI MHCTPYKIUHU 110 00ECTICUCHHIO
nH()OPMAITMOHHON 0€30TTaCHOCTH

—  BJIAaJIeTh HAaBBIKAMH PabOTHI C MPOTPAMMHBIMU U allapaTHBIMU CPEJCTBAMU OOECHICUMBAIO-
VMU 3aIIUATY UHPOPMAIIUH B KOMIIBIOTEPHBIX CUCTEMaX

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI COCTaBIsAeT 4.0 3a4eTHBIX IWHUIIBI U MIPE/ICTABICHA B Ta0JIH -

%264&11/1.1121 4.1 — TpynoeMKoCTb JUCIUILINHBI
Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl
3 cemecTp
AynuaTopHbIe 3aHATHS (BCETO) 40 40
Jlexknuu 12 12
[IpakTuueckue 3aHATHS 10 10
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JlaGopaTopHbIe pabOThI 18 18
CamocTosiTenbHas paboTa (Bcero) 68 68
[ToaroroBka K KOHTPOJIBHBIM paboTaM 8 8
BrinonHenne MHAMBUAYAIbHBIX 3a1aHUI 8 8
OdopMieHrE OTYETOB IO JTAOOPATOPHBIM padboTam 16 16
[TpopaboTka JICKIIMOHHOTO MaTepHraia 22 22
[ToaroroBka K MpakTUYECKUM 3aHATUSAM, CEMUHApaM 10 10
BeInonHeHe KOHTPOJIBHBIX paboT 4 4
Bcero (0e3 ax3amena) 108 108
[ToaroroBka u ciava sK3aMeHa 36 36
OO01mas Tpy10eMKOCTb, 4 144 144
3aueTHpie EanHnIie 4.0 4.0

5. Conepxanne TUCUMIIIIHMHBI

5.1. Paznesbl IMCHUIIIMHLI M BUABI 3AHATHI
Paznensl AMCUMITITMHBL U BUABI 3aHATUI NPUBEICHBI B Tabmuie 5.1.
Tadommua 5.1 — Pa3mensl AUCHUIUINHBI U BUABI 3aHATHI

_ [P]
= o o 2 g 3 =
: o o S O = =
=2 = O O 8 = [P s
H Y s S, < S 20
a3BaHM Pa3/eNIOB IUCIUITIIMHbI i ) Q. o, o 2 g =
= = g = S z g
o, < < o M o =
= = O m & g )
3 cemecTp
1 ba3oBsie oHsTHS B chepe odecmeue- 1 2 0 4 7 OIIK-1
HUSI THPOPMAIIMOHHOM 0€30MacHOCTH
2 KoMIuiekCHBIN ITOIX0X K 00ECIEUeHUIO 1 0 0 2 3 OIIK-1
UH(POPMALMOHHON 0€30MaCHOCTH
3 OpraHu3anroHHO-TIPABOBOE 0OecTIeye- 2 2 4 12 20 | OIIK-1, IICK-
HUe, CTaHJIapTU3aLMsl, CepTUPHUKAINS U 3
JUIEH3UPOBAaHUE B 0OJIACTH 3aIUThI UH-
¢bopmanuu
4 Metozpl OLICHKH PUCKOB U YIPO3 UH- 1 2 2 10 15 |IICK-3
(hopMaImoHHO# 6e30macHOCTH
5 TlporpamMmMHoO-anmapaTHbie, TEXHUYE- 2 2 10 12 26 |IICK-3
CKHE M KpUnTorpaduyeckue cpeacTna 3a-
MIUTHI HHpOpMaLIUU
6 OCHOBHBIEC PUHITUITBI, HATTPABIICHUS U 1 0 0 8 9 OIIK-1, TICK-
TpeGoBaHus obecrieueHust UH(HOPMALIUOH- 3
HOM 0€30IacHOCTH OpraHU3al|U
7 KoHuenuus u moJuMTHKa HH(OPMAIIMOH- 1 0 0 2 3 OIIK-1, IICK-
HOM Ge3omacHOCTH 3
8 Peanuzamuu ctpareruu odecrneueHus 1 0 2 10 13 | OIIK-1, IICK-
uHGOPMAIIMOHHOM 0e30macHOCTH 3
9 MenemxmMeHT HH(POPMATMOHHOHN O€3- 2 2 0 8 12 |OIIK-1, IICK-
OMacHOCTH 3
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Hroro 3a CEMCECTP

12 10 18 68

108

Hroro

12 10 18 68

108

5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComepkaHue pa3AenaoB TUCIUILIKH (TI0 JICKITHSIM)

3 3 £
3 s 5
2 > 5
Ha3zBanus pasznenos Copeprkanue pa3aesnoB JUCHUILTUHBI (110 JIEKIUSM) 5 &5
5 2 E
> sz
e 9 2
= S}
3 cemecTp

1 bazoBbie mOHATHS B Nudopmarnus. KonpuaenmanbHocTh. LlenocTHOCTD. 1 OIIK-1

cdepe obecrieyeHus HoctynHocTh. CBolicTBa nH(popManuu. Yrposa. Ha-

nH(pOPMaITMOHHON PYLIUTE.

0€3011acHOCTH Vroro 1

2 KommuiekcHbl noaxon K | CTpyKTypa CUCTEMBI 3aLUThl HH(OpMALIHH. 1 OIIK-1

00ecIe4eHuno § Hroro 1

UHGOPMAITMOHHOM

0€e30MacHOCTH

3 Opra"nu3aioHHO- OCHOBHBIE HOPMATUBHO MTPaBOBbIE AKTHI MO 3aITUTE 2 OIIK-1

npaBoBoe obecriedenue, |uHpopmanuu. Crangapruzanus. Ceprudukanus. Jlu-

CTaHJapTH3aIHs, LIEH3UPOBAHHUE.

TUDUKALUS U

cepTuduxan Hroro 2

JUIIEH3UPOBAHUE B

00J1acTH 3aUThI

uHbOpMaIu

4 Metopl OIIEHKH Onenka puckoB. Madopmanronnsie uamepenus. He- 1 IICK-3

PHUCKOB U YyIpo3 4yeTKas Kinactepusanus. MneHtudukanus u aHamms3

“H(pOpMAITMOHHOM PHCKOB.

0€301acHOCTH Vroro 1

5 IIporpammHoO- VYnpasnenue nocrynom. Pasrpanndenue ypoBHen 10- 2 [1CK-3

anmnaparHsle, crymna. /luckperHoe pacnpenenenue nocryna.Mannar-

TEXHUYECKUE U HOE pacmpe/esieHne J0CTyTa.

Kpunrorpaduyeckue Hroro P

CpEICTBA 3aIIUTHI

nH(popMauu

6 OcHoBHBIC TPUHIUIIEI, | OTpeneneHne opraHu3alMOHHBIX TPEOOBAaHUH 3aIITH- 1 TICK-3

HaNpaBJICHUSA U Tb1 UT.

TpeOoBaHUS 06601}6‘IGHI/I}I Viroro 1

MH(POPMAIIMOHHOM

0€30MacHOCTH

OpraHu3aluu

7 Konnenus u nonutuka | [lonutrka 6e30macHOCTH. 1 OIIK-1

“H(pOpMAITHOHHOM Wroro 1

0€301acHOCTH

8 Peanuzanuu crparerun | OnpeneneHrne opraHu3allMOHHbIX 1EJIEH U CTpaTerui 1 OIIK-1

obecrieyeHus
nH(pOPMaITMOHHON

sanmtel UT. UnenTtudukanys u aHaau3 yrpo3 akTu-
BaMm UT B npenemnax opranuzanuu. Onpenernenme co-
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0e30IacHOCTH OTBCTCTBYIOIIIMX 3aIlIUTHBIX MEP.

Hroro 1
9 MeHnenxmMeHT KoHTposib BeINOMHEHNUS U QYHKIIMOHUPOBAHHUS 3a- 2 OIIK-1
nH(pOPMaIMOHHON IIUTHBIX Mep. Pa3paboTka u peanuzanus nporpaMMbl
0€301acHOCTH OCBEJJOMJIEHHOCTH 0 3ammurte. OOHapyKeHue UHIU-
JICHTOB U pearupoBaHUE HA HUX.
Hroro
Hroro 3a cemectp 12

5.3. Pa3nenbl JMCUMILNIMHBI M MEXKIMCUMILIMHAPHBIE CBSA3H ¢ 00ecedyuBAKIIMMH (Mpeabl Ty IIIUMHU)
U o0ecnieynBaeMbIMH (MOCJTETYIONIUMH) TUCHTUTIHHAMU
Pazaenbl qucHUIIMHBL U MEKIUCHUILTHHAPHBIE CBS3H C 00ECTICUUBAIOIIMMU (MIPEABIAYIIMMU) U
obecrnieunBaeMbpIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBICHBI B TabmuIE 5.3.
Tabmuua 5.3 — Pazfensbl AUCHUIUIMHBI M MEXAMCIUIITIMHAPHBIE CBSI3U

Ne paznenoB qaHHOM AUCUUIUIMHBL, 17151 KOTOPBIX HEOOXOAUMO U3yYeHHE
HayMeHOBaHUE TUCIUILINH o0ecneynBaroLIX U 00eceunBaeMbIX JUCIUIUINH

1 2 3 4 5 6 7 8 9

[IpenmecTByronme quCUUILIMHBI

1 BeruncnurenbHbIE CUCTEMEI + + + + + + + + +

[Tocnenyromue TUCIUITITUHBI

1 HayuHo-uccnenoBarenbckas

- + - + + - + - -
paborta (paccpen.)

5.4. CooTBeTCTBHE KOMIIETEHIUIi, pOPMHUPYeMbIX TPU U3YYEeHUH TUCHMIIUHBI, 1 BUI10B 3aHATHI
CoOoTBeTCTBHE KOMIIETEHIMH, (OPMUPYEMBIX NPH W3yYEHUU IUCHUIUIMHBI, W BUIOB 3aHATHH
IpeJCTaBIeHO B Tabnuie 5.4.
Tabmuma 5.4 — CooTBeTCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3yYSHUH JAUCIMIUIMHBI, ¥ BUJIOB 3aH-

THI
= Bunel 3auaTHIT
= = ;
© o
) <
5 y & 8 S DopMBI KOHTPOJIS
> = 5 g 2
S = = O
~ =
OIIK-1 + + + KonTponbHas pabota, Bei-

MOJTHEHNUE KOHTPOJIBHOM pa-
60Tb1, OTUET IO UHAUBUIY-
ATHHOMY 33JIaHUI0, JK3a-
MeH, OTuet no nabopatop-
HoMi pabote, Tect

I1CK-3 + + + + KonTposnbHas pabota, OT-
4eT 110 HHIUBUIYATHHOMY
3ajanuio, Jk3ameH, OTyer
o maboparopHoii padoTe,
Tect

6. UnTepakTUBHBbIE MeTOABI M (GOPMBI OPraHN3aLMU 00yYeHH s
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI
HanmenoBanue nabopaTopHbIX paboT npuBeaeHo B Tabmuie 7.1.
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Tabmuua 7.1 — HaumeHoBaHue 1a00paTOpHBIX padboT

3 3 £
3 s 5
Z > 5
HasBanus paznenos HaumeHnoBaHnue 1a00paTopHBIX padoT zF &5
= 2 E
> sz
(a¥ Q <
= S}
3 cemecTp
3 Opra"nu3aioHHO- 3anuTa nepCcoHaNbHBIX JAHHBIX U KOMMEPYECKOM 2 IICK-3
paBoBOE o0OecTeYeHne, |TalHbI
CTaHfapTHsaud, [TonuTuka 6€30MacHOCTH U MHCTPYKLUU AJISl COTPY/- 2
cepriduKaLus 1 HUKOB MPEATPUATHS
JUIIEH3UPOBaHUE B
00J1aCTH 3aIUTHI Hroro 4
nHpopmaruu
4 Metop!l OLIEHKH OneHka puckoB HH(POPMALIMOHHON 6e30M1acHOCTH [1CK-3
VICKOB H
PHCKOB 1 yTpOs3 . Hroro
UH(POPMALTMOHHON
0€301MacHOCTH
5 IIporpammHoO- 3amuTa KOMIBIOTEPHON HMHPOpPMAIIK HAa YPOBHE J10- 2 [1CK-3
anmapaTHbIE, CTyIa B CHCTEMY
TCXHITHCCKHC 1 3amuTa OT aTak 1o JIOKATbHBIM U TII00ATEHBIM CETIM 2
Kpuntorpaduyeckue
CPEICTBA 3AIIUTHI 3ammra ot BpeaoHocHoro 110 2
uH(popMaHuK Wcnonp3oBanue muppoBaHus Ui 3alUThI JaHHBIX 2
Hcnonp3oBanne GU3NICCKUX HOCUTEIICH U 3aIlIUTHBIX 2
CHUCTEM Ha UX OCHOBE
Uroro 10
8 Peanu3zaruu crpareruu | PazpaboTka cucTEeMBbI 3aIIUTHI TPEATNPUATHS [1CK-3
obecrnieueHus } Wroro
MH(POPMALTMOHHON
0€30MacHOCTH
Hroro 3a cemectp 18
8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HanmMeHnoBaHnue npakTUUeCKuX 3aHATHN (CEMHUHAPOB) MpUBEIeHO B Tabmmie 8.1.
Tabmua 8.1 — HauMeHoBaHUe MPaKTUYECKUX 3aHATHH (CEMHUHAPOB)
3 =
3 = 5
Z > 5
Ha3zBanus pa3znenos HaumeHoBaHue NPaKTUYECKHUX 3aHATHIH (CEMHHApOB) | 2 & &5
S 2, S
> sz
o Q Z
= S
3 cemecTp
1 ba3zoBbie mOHATHS B Nudopmanusa. KonpuaenmmansHocTs. LlenocTHOCTD. 2 OIIK-1
cdepe obecnieyeHus HoctynHocTth. CBolicTBa nH(pOopManuu. Yrposa. Ha-
WHPOPMAITMOHHON PYLIUTEb.
6€3011aCHOCTH Wroro
3 OpraHu3aloHHO- OCHOBHBIE HOPMaTUBHO MPAaBOBbIE AKTHI 110 3aIIHUTE OIIK-1

paBoBOE oOeCTeYeHue,

uHpopmanuu. Crangapruzanus. Ceprudukanus. Jlu-
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CTaHAapTH3aIHS, LIEH3UPOBAHHUE.
ceprudukanus u Hroro 5
JUIIEH3UPOBaHUE B
00J1acTH 3alUThI
uHbOpMaIu
4 MeTo/pl OLIEHKH Onenka pucko. Madopmanmonnsie nsmepenus. He- 2 [1CK-3
PHUCKOB U yIpo3 yeTKas kinacrepusanus. Mnentudukanus u aHauums
UH(POPMALTMOHHON PHUCKOB.
0€30MacHOCTH Vroro 2
5 IlporpammHo- VYnpasnenue goctynom. Pasrpannuenue ypoBHei 10- 2 IICK-3
anmnaparHsble, ctyna. Jluckpetnoe pacnpenenenue nocryna.Manjar-
TEXHUYECKUE U HOE€ pacipe/esieHre J0CTyTa.
Kpuntorpaduyeckue Hroro 5
CPEICTBA 3alLUTHI
uHpOpMaLUU
9 MeHeKMEeHT KonTposs BeImoaHeHNS U (QYHKIIMOHUPOBAHUS 3a- 2 IICK-3
MH(POPMAIIMOHHOM IIUTHBIX Mep. Pa3paboTka u peanuzanus mporpaMMbl
0€30MacHOCTH OCBEIOMIIEHHOCTH 0 3amure. OOHapyXeHHe UHIIU-

JICHTOB U pearupoBaHUE HA HUX.

Hroro 2
Hroro 3a cemectp 10

9. CamocrosiTesqibHasi pabdora
Bunel camocrosiTensHOM paboThl, TPYIOEMKOCTh U (pOpMHUpyeMble KOMIIETEHITMH TPEICTaBICHbI B
tabmune 9.1.
Tabmuua 9.1 — Buasl caMoCTOATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIIUN

3 =
: | i3
Bunel camocTosTeIbHON & )
HasBanus paznenos = = =T ®opMbI KOHTPOJIS
6 Q = O
paboThI g g 2
X g8 =
Y <
= S
3 cemecTp
1 ba3oBble NOHATHSA B IToaroroBka K mpaxkTuye- 2 |OIIK-1 Tect, Ox3ameH
chepe obecnieueHus CKHM 3aHSATHSAM, CEMHUHA-
nH(OPMAITMOHHON pam
MTACHOCTH
Gesonacnoc [IpopaboTka TeKIHOHHOTO 2
MaTepuana
Hroro 4
2 KommiekcHsbii mogaxon k | [IpopaGoTka JIEKITMOHHOTO 2 OIIK-1 TecT, Dx3amMenH
00€eCTeYeHU IO Marepuaia
“H(pOpMAITMOHHOM Wroro 2
0€301acHOCTH
3 OpraHu3anoHHO- [ToaroroBka K mpaxkTu4e- 2 |OIIK-1 BelmiosniHeHrE KOHTPOJIb-
[IpaBOBOE OOECTIEYCHNE, | CKUM 3aHATHIM, CEMHHA- HOM paboTsl, OTUeT 1o na-
CTaHJapTU3AIH, pam O6opatopHoii padore, TecT,
TUDUKALUS U K3aMEH
cepTHHKal [TpopaboTka JIEKITMOHHOTO 2 Jksame
WIICH3UPOBAHKE B
JTHHCH3NPOBAHNC MaTepuana
001acT 3aIUThI
OdopmieHre 0TYETOB T10 4

CornacoBaHa Ha noprane Ne 33469 8




uHbOpMaIu

JabopaTOpHBIM paboTam

IToaroroBka K KOHTPOJIb- 4
HBIM paboTam
Hroro 12
4 Mertonp! onieHKH puckoB |[IpopaGoTka JeKIIMOHHOTO [1ICK-3 OT4er no MHANBUYAIIb-
U yrpo3 Matepuaia HOMY 3a7aHuto, OTYeT 1o
IgH(I)OpMaLII/IOHHOI/I O(OpPMIEHHE OTUETOR 11O 4 ¥a60pgTOpHOI/I paoore,
MACHOCTH T, DK3aMeH
C30MacHOC J1abopaToOpHBIM paboTam CCT, JK3aMe
Brinonnenue nHAMBUAY- 4
aJbHBIX 3a/1aHUN
Hroro 10
5 IIporpammHoO- IToaroroBka K mpaxkTuye- I1CK-3 Otuet o nabopaTopHoOH
anmaparHeble, CKUM 3aHSATHAM, CEMHMHA- paborte, Tect, Dx3ameH
TEXHUYECKUE U pam
Kpuntorpadguaecku
punTorpagurieckue [TpopaboTka JIEKITMOHHOTO 4
TBa 3aIUTHI
CpelcTBa 3alll MaTepuana
uH(popManuu
OdopmiieHre 0TIETOB TIO 4
naboparopHbIM paboTam
Hroro 12
6 OCHOBHBIE IPUHLIMIIBI, | BhINoNHEHNE KOHTPOIbHBIX OIIK-1 BelnosniHeHrE KOHTPOIIb-
HaNpaBICHUS U pabor Hoit paboTsl, TecT, Dk3a-
BaHUS TICYCHHUS MeH
Tpebosa 06ecve c [TpopaboTka JIEKITMOHHOTO 4 ¢
nH(pOPMAITMOHHON
(opmanmonHo MaTepuana
0€301acHOCTH
OpraHu3aluu Hroro 8
7 Konnenus u monmmtuka | [IpopaboTka JTEKIIMOHHOTO 2 TICK-3 TecT, Ox3amMenH
MH(POPMAIIMOHHOM Marepuaia
0€30MacHOCTH Wroro 2
8 Peanmuzaruu ctparerun | [IpopaboTka JTEKIIMOHHOTO 2 |IICK-3 OTtyer 1o MHAUBUAYATb-
obecrnieueHus Marepuaia HOMY 3aJauuto, OT4eT no
Iqu)opMauHOHHon OQOPMIICHHE OTHETOB T 4 J%a6opgTopH0H pabore,
€30I1aCHOCTHU AGOPATOPHBIM PAGOTaM €cT, DK3aMeH
Brinonnenne nHIUBUIY- 4
aJIbHBIX 3aJIaHUI
Hroro 10
9 MeHeKMEHT [ToaroroBka Kk npaxkTuye- 2 |OIIK-1 BelnioniHeHrE KOHTPOIIb-
nH(OPMAITMOHHON CKHM 3aHATUSAM, CEMHHA- Hoit paboTsl, TecT, Dk3a-
0€30macHOCTH pam MEH
[IpopaboTka TeKIHOHHOTO 2
Matepuaia
IToaroroBka K KOHTPOJIb- 4
HBIM paboTam
UTtoro 8
Hroro 3a cemectp 68
IloaroroBka u caaya sK3a- 36 Ok3ameH
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MCHa

Hroro

104

10. KypcoBoii npoekT / kypcoBasi padota
He mpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4a0IuXcs

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbIi
. MakcumanbHbIN MakcumanbHbIN
DJeMeHTHI y4eOHOM 0aJut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamn 3a nepuon
NS TeNbHOCTH mexay 2KT u Ha CEMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEIl ceMecTpa
3 cemecTp
BrinosiHeHrE KOHTPOJTb- 7 7 7 21
HOM paboThI
OTyer no MHIUBUAYATb- 11 11 22
HOMY 3aJJaHUIO0
Otuet o nabopatopHoii 5 5 5 15
pabore
Tect 4 4 4 12
Hrtoro makcumyM 3a nepu- 27 16 27 70
on
OK3aMeH 30
Hapacratomum nurorom 27 43 70 100
11.2. IlepecyeT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaIOB B OIIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
Tabmuua 11.2 — [lepecueT 6aIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUKH
Bannel Ha 1aTy KOHTPOIBHOM TOUKHU Onenka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
Ot 60% 10 69% OT MakcUMaIbHON cyMMbI OaisioB Ha naty KT 3
< 60% oT MakcuMaIbHOU cyMMBbI OaioB Ha naty KT 2

11.3. IlepecueT cyMMbI 6A/UI0B B TPAAMIMOHHYI0O U MEKIYHAPOIHYIO OLIEHKY
[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBICH B TaOIuIe
11.3.

Ta6muma 11.3 — IlepecueT cymMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXYHAPOIHYIO OLICHKY

HtoroBas cymma 0aos,
Onenka (I'OC) YYHUTHIBACT YCTCIIHO CAAHHBIN Onenka (ECTS)

9K3aMEeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (o4ens xoporiiio)

4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74 D (ynoBneTBOpHUTENBHO)

3 (yIOBJIETBOPUTENHHO) (3a4TEHO) 65 - 69
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60 - 64 E (mocpencTBeHHo)

2 (HeynOBJIETBOPUTEIIBHO) (HE

Huxe 60 6aiuios F (HeynoBieTBOpUTEIHLHO
3a4TEHO) (meyn P )

12. YueOHO-MeTOAMYecKOe U MHGOPMAIMOHHOE 00ecTieyeHue TUCIHIIIMHBI

12.1. OcHoBHas JUTEpaTypa
1. OcHoBbl 3amuThl uHpopManuu. Yuedbnoe nocodue / lllenynanoB A.A., ConoB M.A. u np.,
W3nanue nsaroe, nepepad. u ponoi. ['pud Cu6POYMO. — Tomck [DnekTponHbIil pecype]: M3a-Bo «B-

Crnextp», 2011. — 244 c. ISBN 978-5-91191-214-7 - Pexum JIOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mara oOpareHus:
10.07.2018).

12.2. lonosiHUTeIbHAS JIUTEPATYpPa

1. HopmaruBHO-mpaBOBBIE aKThl MH(POPMALIMOHHOW Oe3omacHOCTU. YueOHoe mocobue / Ilemny-
nanoB A.A., ConoB M.A. u ap. B Tpex uactsx. U.1. U3manue cenpmoe, nepepad. u gomnoi. — I'pud Cu-
6POYMO Tomck [Dnextponnsiii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 - Pexum
noctyma: http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mata 06-
pamenusi: 10.07.2018).

2. HopmaruBHO-IIpaBOBBIE aKThl MH(POpPMALIMOHHOW Oe3omacHOCTU. YueOHoe nocobue / [leny-
naHoB A.A., ConoB M.A. u ap. B Tpex wactax. U.2. U3ganue ceapmoe, nepepad. u gomoin. — ['pud Cu-
6POYMO Tomck [DnektponHsiit pecypc|: B-Cnektp, 2011. - 223¢. ISBN 978-5-91191-227-9 ). - Pexxum
noctyna: http:/kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mara 06-
pamenusi: 10.07.2018).

3. HopwmaruBHo-mipaBoBbie akThl HH()OPMALMOHHON Oe30macHOCTH. YuebHoe mocobue / [lemy-
nanoB A.A., ConoB M.A. u ap. B Tpex uactsx. U.3. U3manue cenpmoe, nepepad. u gomnoi. — I'pud Cu-
6POYMO Tomck [Dnextponnsiii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 - Pexum
noctyma: http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mata 06-
pamenusi: 10.07.2018).

12.3. YueOHO-MeTOAHYECKHE ITOCOOUS

12.3.1. O0s3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs
1. 3amwmra nHpopmanuu. Mertonuueckue yka3aHus 10 J1aOOpaTOPHBIM, MPAKTUYECKUM U CaMmo-
crositenbHBIM pabotam / EBctotun O.0., KoneB A. A., Koctiouenko E.1O., Como M.A. 2011. — 96 c.
[DneKkTpoHHBII pecypc]: - Pexum JIOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/files/upload/metod _labnew.pdf (nata oopamenwus: 10.07.2018).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIML C OTPAHMYECHHBIMHU BO3MOKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-MeTOIMUECKUE MaTepHallbl sl CaMOCTOSTENLHON M ayAUuTOPHOM paboThl 00ydaroImuxcs
U3 YHCIIa JIUI ¢ OTPAHHYECHHBIMHA BO3MOYKHOCTSIMH 3JIOPOBBSI M WHBAIHJIOB MPEAOCTABISAIOTCS B PopMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSM UX 3/I0POBBS U BOCTIPUATHUS HH(POPMAIIHIH.

Jlis1 U1 ¢ HApPYIIeHUSIMU 3PeHust:

- B (hopMe AIIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMICHHBIM HIPUPTOM.

JLJis1 1M1 ¢ HAPYIIEeHUSIMHU CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JlJist JInI ¢ HAPYIIEHUSIMU OTIOPHO-ABUIaTeIbHOTO aNnapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

12.4. TIpodeccuonaabHbIe 6a3bl JAHHBIX H HHGOPMAIIMOHHBIE CTIPABOYHBIE CHCTEMBI

1. https://lib.tusur.ru/

2. https://edu.tusur.ru/

3. PexomeHayeTcs HCIOIB30BaTh MH(GOPMAIMOHHBIE, CIIPAaBOYHBIE M HOPMAaTHBHBIC 0a3bl JIaH-
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HBIX https:/lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TEXHMYECKOE O0ecneyeHue TUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O6uue TpedGOBaHMS K MATEPHAJBHO-TEXHUYECKOMY H IIPOrPAMMHOMY 00ecrie4YeHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U IPOrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHSATUH JICKITMOHHOTO TUTIA, TPYIIOBBIX U MHIWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MIPOMEKYTOYHOW aTTECTAI[UU HCITONIB3YeTCs yueOHas ayTuTOPHUS ¢ KOJTMYECTBOM TI0-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKOM M CTaHAApTHOH y4ueOHOI mebenbro. MMeroTces
JIEMOHCTPAIIMOHHOE 000pPYIOBAaHUE U Y4eOHO-HATIIAIHBIE TTOCOOMsI, 00€CTIEUNBAOIINE TEMATHUECKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3JielaM TUCIUTUINHEI.

13.1.2. MaTepuaJIbHO-TeXHUYECKOE U MIPOrPAMMHOE o0ecnedyeHue JAJisi NPAKTHYECKUX 3aHA T

Y4eOHast BEIAUCIUTENbHAS JIabopaTopust / KoMITbIOTepHBIN KIlacc

yueOHas ayuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAaKTUYECKOrO TUTIA, ydeOHas ayauTOpus Ui Mpo-
BEJICHUS 3aHATUN JIaDOPATOPHOTO THUIIA, IIOMEIIEHUE TSI KYpCOBOTO MPOEKTUPOBAHUS (BBIMOTHEHUS KYp-
COBBIX PadOT), MOMEIIEHHE JIJIsl TPOBEJCHHUSI TPYIOBBIX U WHANBUAYAIBHBIX KOHCYIbTAIN, TOMEIIEHNE
JUTSL TIPOBEJICHUSI TEKYIIETO KOHTPOJIS ¥ IPOMEXKYTOYHON aTTECTAlUU, TTOMEIIEHUE ISl CAMOCTOSITEIbHOM
paboThI

634034, Tomckast obnacts, . Tomck, Bepimnuna ynuia, 1. 74, 435 ayn.

Ornucanue UMerIerocs 000pyI0BaHUS:

- Pabouas crannus Aquarius Pro P30S79 Intel Core 17/4 I'6;

- RAM/500I'6 HDD/LAN (10 mt.);

- [Ipoextop ACER X125H DLP;

- Konauimonep;

- Buneokamepa (2 mr.);

- Touka noctyna WiFi;

- Kommutekt crienmanusupoBanHoi yueOHON MebOenu;

- PaGouee mecto npenogaBarens.

[IporpamMmMHoe obecnieueHue:

— Microsoft Windows 7 Pro

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne IS J1a0opaTopHbIX padoT

VYueOHas BeIUHCIUTEIbHAS JabopaTopus / KoMmbroTepHBIN Kitace

yueOHas ayuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHast ayaAuTOpHs IS TIPO -
BEJICHUSI 3aHATUHN Ja00paTOPHOTrO TUIIA, TOMEIIEHHE AJIi KypCOBOIO MPOEKTUPOBAHUS (BBIIOJHEHUS Kyp-
COBBIX Pa0OT), TOMEIICHHE JIJIsl TPOBEICHHSI TPYIIOBBIX U WHANBUAYAIBHBIX KOHCYIBTAINH, TTOMEIICHNE
JUTSL TIPOBE/ICHUS TEKYIIETO KOHTPOJIS U MPOMEXYTOUHOM aTTeCTalllH, IOMEIIEHNE ISl CAMOCTOSITETbHOM
paboThI

634034, Tomckas obnacts, . Tomck, Bepmmauna ynuia, n. 74, 435 ayn.

Ornucanmne UMEIIErocs 000PyIOBAHHUS:

- Pabouas cranmus Aquarius Pro P30S79 Intel Core 17/4 T'6;

- RAM/500I'6 HDD/LAN (10 mt.);

- [TIpoextop ACER X125H DLP;

- Kongunuonep;

- Bugeokamepa (2 mir.);

- Touka nocryma WiFi;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmmMHoOe obecrnieueHue:

— Microsoft Windows 7 Pro
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13.1.4. MaTrepuaJibHO-TEXHHYECKOE H MPOrPaMMHoOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON padoThl
Jlnst caMoCTOSATEIbHOM PabOThl MCTONB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMITBIOTEPHBIE KIIAcChl),
PaCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. Kpacnoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast o6macTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepmmanna ynuima, 1. 74, 207 aya.

CocTtaB 060pyI0OBaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl ki1acca He Huke [IDBM INTEL Celeron D336 2.8 T11. - 5 wiT.;

- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT OCTYI B AJICKTPOHHYIO WH-
(opMarnoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHb MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ans Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecnieueHre TUCHMIIJIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHUE NUCHMIUIMHBI JUIIAMH C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI U WHBAIUIAMHU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEICTB 00ydeHHs OOIIEro U CHEeUaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTEMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOydarolnyecs: ¢ HapylIEeHHEM CllyXa, 000pYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JEKIIMOHHBIX U YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WJIM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEIUIUTEICH A1 KOM(POPTHOTO POCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIIOJIb-
3YIOTCS aJbTEPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/nepe-
Jau yuyeOHOM MHpOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOM CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBaA-
JIMTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PeKOMEHIAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PECKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBble 3a1aHus

1. Kakas u3 HIKenepeuucaeHHbIX 3a]a4, U3JI0KEeHHBIX B JlokTpuHe MH(OpMaMoHHOM Oe3omac-
HocTh Poccuiickoit Denepannu, He OTHOCUTCS K 3a7a4aM rOoCyAapCTBEHHBIX OPTaHOB B pPaMKax JesITelh-
HOCTH T10 00ecTieueHII0 HHPOPMAITMOHHOW 0€30MacHOCTH:

a) obecrieueHne 3alIuThI TIPaB U 3aKOHHBIX WHTEPECOB IPAXKIAaH U OpraHW3anuii B HHQOpMAIHOH-
HOM cepe;

b) oueHka coctosiHUsI MHGOPMAIIMOHHOM 0€30MacHOCTH, IPOrHO3UPOBaHUE M OOHApYKEHHUE HH-
(OpMAITMOHHBIX yTpO3, ONpeelieHue MPUOPUTETHBIX HAMPABICHUN WX MPEAOTBPALICHUS U TUKBHUIAIIUU
MOCIIEICTBUI UX MPOSBICHUS;

C) IUTAaHUPOBAHME U pa3padoTKa Mep MO MPOBEICHUIO KUOeppa3BeI0BATENbHBIX ONEpalIHii;
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d) opranuzamus nesTENbHOCTH U KOOPAWHAIMS B3aMMOJEHCTBHS cuil obecrieueHust MHGopMary-
OHHOW 0€301TaCHOCTH, COBEPIICHCTBOBAHUE MX MPABOBOT0, OPraHU3alMOHHOTO, ONIEPATHBHO-PA3bICKHOTO,
pa3BebIBATENILHOTO, KOHTPPa3BEAbIBATEILHOTO, HAYYHO-TEXHUUECKOr0, HHPOPMAITMOHHO-aHATUTHYECKO-
0, KaJpOBOTO ¥ SKOHOMHUYECKOT0 00ECTICUCHHST;

2. B crangapte CIIA "Kputepun OneHKH rapaHTHUPOBAHO 3alIUIIEHHBIX BBIYUCIUTEIBHBIX CH-
CTeM B UHTepecax MHHUCTepcTBa 000poHbl CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHUH, KOTOPHIM
OTBEYAIOT AaBTOMATU3WPOBAHHBIE CUCTEMBI, OHH pa3elieHbl Ha... a

) 5 KJ1accoB;

b) 4 rpynmsr;

¢) 3 MHOXKECTBA;

d) 2 moarpynmsl.

3. YTO M3 HMXKENEPEUNCIEHHOI0 HE OTHOCUTCS K IIEPEUHIO CBEICHUM KOH(DUICHIINAIbHOTO XapakK-
Tepa, yrBepxaeHHoro [Ipesnnentom Poccuiickoit denepanun?

a) Ciy)xeOHble CBECHMS, JOCTYN K KOTOPBIM OTPAaHUYEH OpraHaMu IOCYJapCTBEHHOM BJIACTH B
cootBeTcTBUU ¢ ['parknanckum komekcom Poccuiickoii denepanuu u GpenepalbHBIMU 3aKOHAMH (CITyKeO-
Hasl TaliHa);

b) 3amuiiaembie rocy1apcTBOM CBEACHHUS B 001aCTH €ro BOSHHOM, BHEITHETIOIMTHUECKON, IKOHO-
MHYECKOM, pa3BebIBATEIbHOM, KOHTPPA3BEAbIBATEILHON U ONEPATUBHO-PO3BICKHON JEATEIIBHOCTH, pac-
NPOCTpaHEHHE KOTOPBIX MOXKET HaHeCcTH yiiepo O6e3onacHoct Poccuiickoit denepanmu;

c¢) CeeneHnus, cBsi3aHHbIE C IPO(PECCHOHATIBHON JESITEIBHOCTBIO, TOCTYI K KOTOPBIM OIpaHUYEH B
cootBercTBUM ¢ Koncrutynuei Poccuiickoit deneparyu u (eaepalbHBIMU 3aKOHaMU (BpaueOHasi, HOTa-
puanbHasi, aJBOKATCKas TaiiHa, TailHa Mepenucku, Tele(OHHBIX MEPEroBOPOB, NMOYTOBBIX OTIIPABICHUH,
TeserpadHbIX WIM UHBIX COOOILEHUH 1 Tak Janee);

4. Crannapt CIIA «Kpurepun onieHKH rapaHTUPOBAHO 3ALIUILEHHBIX BEIUMCIUTEIbHBIX CUCTEM B
uHTepecax MmuHucrepcTBa 000oponsl CIIIA» Ha3bIBaIOT ...

a) «Kentoit KHUTOI»;

b) «OpaHXKeBbIM TOKYMEHTOM;

¢) «OpaHXkeBOi KHUTOW»;

d) «KpacHbIM ciuckom».

5. Monens yrpo3 6e3omacHocTH HH(pOpMAIIUK HE BKIIFOYAET B ceOsl:

a) Onucanue MHGOPMAIIIOHHON CUCTEMBI U €€ CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHK;

b) Onmcanue yrpo3 6€30macHOCTH HHPOPMAIINH;

¢) Onucanue BO3MOXKHOCTEN HapylIUTENeH (MOEIb HAPYILIUTEINS), BOBMOXKHBIX ySA3BUMOCTEH MH-
(GhOpMaIOHHON CUCTEMBI;

d) Cranuu (3Tansl paboT) cO3aHus CUCTEMBI 3alIUThl HH(POPMALMOHHOW CUCTEMBI.

6. Ilpu MakeTUpOBAaHUM U TECTUPOBAHHM CHUCTEMBbI 3aIUTHl UHPOPMAIMK UH(OPMALIMOHHON CHU-
CTEMBI B TOM YHUCJIE OCYIIECTBISIOTCS:

a) [IpoBepka pabOTOCIIOCOOHOCTH U COBMECTHUMOCTH BBIOPAHHBIX CPEICTB 3aLIUTHI MH(OPMALUN
¢ MH(OPMAIIMOHHBIMU TEXHOJIOTUSIMH ¥ TEXHHYECKHUMHU CPEJICTBAMH;

b) YcraHoBKa cpeCTB MOHUTOPHHTA CETEBOW HHPPACTPYKTYPHI,

c¢) Pa3paboTka TOKYMEHTOB, ONPEACIAIONINX HpaBHia M MPOLETYPhl, pealnu3yeMble OIepaTopoM
JUIs 00eCTIeYeHU s 3aIUThl HPOPMALUU B HH(OPMALIMOHHOM CUCTEME B XOZIE €€ SKCIUTyaTalliH;

d) Baenpenune NOKyMEHTOB, peTJIAMEHTHPYIOIIUX OPraHMW3aI[MOHHBIE MEpPHI 0 3aIuTe HH(pOpMa-
L,

7. Meroquueckuit nokymeHT ®CTOK Poccun «Meroauka onpeneneHus 0e30macHOCTH HHPOpMa-
M B UHPOPMALMOHHBIX CUCTEMAX)» IPUMEHSIETCS COBMECTHO C:

a) bazoii manHbIX ysa3BUMOCTEH, pazpaboranHoi DenepanbHOM ciayx0oi 6e3omacHocTH Poccwmii-
ckon denepanuu
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b) bankom maHHBIX yrpo3 Oe3omacHocTd uHpopmauuu, chopmupoBanHeiM OCTOK Poccun
(ubi.fstec.ru);

¢) O6menocTynHoi 0a30ii JaHHBIX KOMITBIOTEPHBIX YIPO3;

d) [Tepeunem cBeaeHMI KOH(PHUACHIIMAIBHOTO XapaKTepa.

8. AHanu3 ysa3BUMOCTEH HH(GOPMAIIMOHHON CUCTEMBI IIPOBOIUTCS B IEIIAX:

a) O1leHKH BO3MOYKHOCTH MPEOOJICHUSI HApYIIUTENIEM CUCTEMBI 3aIlUThl HH(popManuu nHpopma-
IIMOHHOM CHCTEMBbI 1 MPEIOTBPAILECHHS PEATN3aIliH yIpo3 0e30MacHOCTH HH(POPMAIIHH;

b) Onenku 3¢ HEKTUBHOCTH UCIOIB30BAHUS MOJIMTHK pa3rpPaHUYEHUs TOCTYIIA;

¢) OnTuMH3anuy IPOU3BOAUTEIHHOCTH MPOrPaMMHO-AINTIAPaTHBIX CPEACTB 3alIUThHl HH(pOopManuy;

d) CermenTanuu MHPOPMAITIOHHON CHCTEMBI.

9. CucreMHBIN nmponecce MnoJyuCHUs 06’[)€KTI/IBHI>IX Ka4€CTBCHHBIX W KOJIMYCCTBCHHBIX OILICHOK O
TEKYIIEM COCTOSHUM HWH()OPMAIMOHHOW O€30MacHOCTH KOMITAHWHM B COOTBETCTBHH C ONPEACIEHHBIMU
KPUTCPUAMHU U MMOKA3ATCIIAMU 6€3OHaCHOCTI/I Ha3bIBACTCA:

a) Atrecranus;

b) Aymur;

c¢) Ceprudukanms;

d) ITenrecr.

10. Yto u3 HWKCTICPCUHUCIICHHOTO HC OTHOCHUTCA K MCKAYHAPOAHBIM MCTOAUKAM IMPOBCIACHUS TC-
CTHPOBaHUSI HA NMPOHHUKHOBEHHWE, OPHEHTHPOBAHHBIX Ha MOJCITUPOBAHUE aTaK, HANIPABJICHHBIX Ha CETE-
BYIO HH)PACTPYKTYPY OpraHU3aIHu:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AGctpakTHOe (popManu3oBaHHOE WM HE(POPMATU30BAaHHOE) ONMHCAHUE HAPYIIUTENS MPABUI
pa3rpaHUYCHHUS TOCTYTIA Ha3bIBACTCS:

a) XapaKTepUCTHKa HAPYILIUTEIS;

b) Moxens HapymIuTeNs;

c¢) Cuenapuii HapyluTeNs;

d) Monens UCTOYHUKOB YTPO3.

12. Kakoe u3 HMKENEpEeUnCICHHBIX HANIPABICHU HE OTHOCHUTCS K aTTeCTallid 00BEKTOB MH(MOP-
MaTH3aI|H 110 TPEOOBAHUAM O€30MaACHOCTH HHPOPMAIIUH

a) Atrectamus aBTOMAaTU3HUPOBAHHBIX CHCTEM, CPEICTB CBS3HM, 00pabOTKM W mepenaun nHpopma-
Luy;

b) ATrectanus noMeueHui, npeaHa3HavYeHHbIX 1 BeJeHHs KOHPUACHIINAIbHBIX IIEPErOBOPOB;

¢) ATrecTtanus paboYux MECT C LIEbIO OLICHKH YCIOBUU TPYAa;

d) AtTecTanus TEXHUYECKUX CPEICTB, YCTAHOBJICHHBIX B BBIJACIEHHBIX MOMEIIEHUAX U 3allulllae-
MBIX TTIOMEIICHHUSIX.

13. Crpaterust (MeTof) TECTHPOBAaHUS (DYHKIIMOHAIBHOTO MOBEACHUSI 00BEKTa (IIPOrpamMMbl, CH-
CTEMBbI) C TOUKH 3PEHUS] BHEIIHETO MUPA, IIPU KOTOPOM HE MCIIOJIb3YETCsl 3HAHUE O BHYTPEHHEM YCTPOM -
CTBE TECTHPYEMOTO 00bEKTa

a) TecTupoBeHNE YEPHOTO SIIIUKA;

b) TectupoBaHue OEIOTO AMUKA;

¢) TectupoBaHHEe KPACHOTO SIINKA;

d) TecTupoBaHue HEN3BECTHOTO SIIUKA.

14. Meroauka TecTUpOBaHMs Ha IPOHUKHOBEHUE HA3BIBACTCS:
a) Aynur;
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b) Ilenrecr;
¢) Honeypot;
d) Metasploit.

15. Yto u3 HIDKENEPEUNCIIEHHOTO HE OTHOCUTCS K ATaIly aHalln3a pUCKOB MH(OpMAIMOHHON 0e3-
OINaCHOCTH:

a) [TocTpoenue Mozenu HapyIIUTE;

b) Unentudukaius pecypcos;

¢) Unentuduxanus 6uzHec-rpeboBaHni U TpeOOBAHUI 3aKOHOATEIHCTBA, IPUMEHUMBIX K HICH-
TUQUIMPOBAHHBIM pecypcam;

d) OnenuBanue UACHTU(OUIIUPOBAHHBIX PECYPCOB C YUETOM BBISABICHHBIX OM3HEC TpeOOBaHUN U
TpeOOBAaHUI 3aKOHOJATENbCTBA, a TAKXKE MOCIEACTBUI HApYIIEHNUs UX KOH(QUAECHIUAIBHOCTH, LIEIOCTHO-
CTH U IOCTYIHOCTH.

16. Kakast yrpo3a 0e3omacHocT HHPOPMAIUH ABISIETCSA MPEAHAMEPEHHON ?
a) OmmOku nepcoHana;

b) Cooit mporpaMmMHOTO 00eCTIeUeHUS;

¢) Ganbcudukanus, MoaaeIKa JOKyMEHTOB;

d) OTKpBITHE 3JEKTPOHHOTO MHCHbMA, COJIEPKAILETO BUPYC.

17. TeppuTopusi BOKPYT MOMEIIEHUH aBTOMAaTU3UPOBAHHON CUCTEMBI 00pabOTKH JaHHBIX, KOTOpast
HENPEPBHIBHO KOHTPOJUPYETCS MEPCOHATIOM WIIM CPEACTBAMU aBTOMAaTU3MPOBAHHOW CHUCTEMBbI 00pabOTKU
JTAHHBIX Ha3bIBACTCH ...

a) Hexontponupyemoii 30HO#

b) 30H0# MOMeleHNH aBTOMAaTH3UPOBAHHOM CUCTEMBI

¢) 30H0i#1 06a3 MTaHHBIX 3aAITUIIIACMON CUCTEMBI

d) 30HO# KOHTPOJIHPYEMON TEPPUTOPHH.

18. Yrpo3a nuBepcun OTHOCUTCH K ...

a) CyObeKTUBHOM TIPETHAMEPECHHON MTPUYMHE HAPYIICHUS IIEIOCTHOCTH WH(OPMAIIHH;
b) CyObeKkTUBHON HETpeIHAMEPEHHOM MPUYUHE HAPYILIECHHS LEIOCTHOCTH HH(POpMALNY;
¢) OOBEeKTUBHOW HEMPeTHAMEPEHHOW MPUYNHE HAPYIIICHUS 1IEJTOCTHOCTH HH(POPMAITUH;
d) OOBEeKTHBHOM NTPpeJHAMEPEHHOW MPUYHHE HAPYIICHHUS [IEIOCTHOCTH HH(POPMALIUH.

19. IlepexBar gaHHBIX SBISETCS YIPO3OM:
a) JloctynmHocTH;

b) KondunennuanpHOCTH;

¢) llenoctHocTy;

d) HocroBepHOCTH.

20. IIpomomxwure Te3uc BepHo: Kiacc 3anau «JlerennupoBanue» 1o 3amure HHPOPMaIUH. . .

a) He cymectsyer;

b) [ToTepsis1 akTyanbHOCTH B CBSI3U C MEPEXOJOM Ha HOBBIE CTAHAAPThl CHMMETPUYHBIX KPUIITOCH-
CTEM;

c¢) IIpennonaraer BKJIIOYEHHE B COCTaB 3JIEMEHTOB CHCTEMBbI 00pabOTKH MH(pOpPMALUU JOTOTHHU -
TEJIbHBIX KOMIIOHEHTOB;

d) O6bpenunseT 3a7aun M0 0OECIICUESHHUIO MTOTYUEHHS 3II0YMBIIIIJICHHUKOM UCKaKeHHOTO MPEICTaB-
JIEHU O XapaKTepe U NpeAHa3HaueHUH 00BEKTA.

21. Puck nHpOpMamMOHHON 6€30TTaCHOCTH 3TO

a) Uucino ys3BUMOCTEN B CUCTEME;

b) OTHOIIEHNE CTOUMOCTH CHCTEMBI 3aIIUThI K BEPOSTHOCTH €€ «IIPOCTOS;

c¢) Couetanue BEpOSTHOCTH yrpo3bl HHPOPMALMOHHOW 0€30IaCHOCTH M MOCIEICTBUMA €€ HaCTyII-
JICHMS;
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d) OneHKa CTOMMOCTH 3aIIUTHBIX CPEICTB.

22. COBOKYNHOCTb YCJIOBUH U (DaKTOPOB, ONPENENAIONNX MOTEHIIMAIbHYIO UM PealbHO CyIIe-
CTBYIOIILYIO ONTAaCHOCTh HApYIIEHUs1 KOH(UAECHIUAIBHOCTH, LIEIOCTHOCTH, TOCTYITHOCTH UH(OpMALUU Ha-
3bIBaeTCA ...

a) Yrpo30ii 6e30MacHOCTH;

b) KomnbroTepHoii 6€30MacHOCTHIO;

¢) AHanu3oM yrpos;

d) Atakoii Ha UH()OPMAITMOHHYIO CUCTEMY.

23. Y10 U3 NepeyrCcIeHHOro IPOUCXOIUT MpH Hcnoib3oBaHud RAID-maccuBoB?
a) [IpousBoauTcs moHOE MU pPOBaHUE TaHHBIX

b) Ob6ecneunBaercs 6osee BBICOKHI YPOBEHb 3alIUTHI OT BUPYCOB

¢) [loBblmaercst HANEKHOCTb XPaHEHUS JAHHBIX

d) YBennuuBaeTcs MakcUMaibHask MPOITYCKHAs CIIOCOOHOCTh CETH

24. 3aKII0YUTENIbHBIM 3TAllOM [MOCTPOCHUS! CUCTEMBI 3AIUTHI SBIISETCS ...
a) AHanu3 ysI3BUMBIX MECT;

b) [TnanupoBanue;

c¢) Ob6cnenoBanue;

d) CompoBoxaeHHe.

25. Yro 13 NepevrcIeHHOro He UCTIONb3YyeTCs B OMOMETPHUECKON ayTeHTH(PUKauu?
a) PucyHok manwiisipHOTO y30pa;

b) KnaBuarypHslii mouepk;

¢) [ImactukoBas kapTa ¢ MAarHUTHOM TMOJIOCOH;

d) PagyxHas o6onouka riasa.

26. K kakoiif moxcucreme He NMpeabaBIsioTcs TpeOoBanus B PykoBomsmem nokymenrte «Kmaccu-
(duKamys aBTOMAaTU3UPOBAHHBIX CUCTEM U TPEOOBAHMIA 110 3aIIUTE UH(OPMALII?

a) yIpaBJIEHUs JOCTYIIOM;

b) peructpamnuu u y4eTa;

C) TEXHUYECKOW 3aIlUThl HHPOPMALINY;

d) obecrnieueHHs IETOCTHOCTH.

27. 3amura uHGOpPMAITUHU ITO:

a) JleaTenbHOCTD TIO MPEIOTBPAILICHHIO YTEUKH MHPOPMAIIUH, HECAHKIIMOHUPOBAHHBIX U HENPE -
HaMEpPEHHBIX BO3JCHCTBUI Ha HEE;

b) CoBOKYITHOCTb MpaBuJI, PETJIAMEHTUPYIOIIUX MOPSIOK U YCIOBUSA TOCTyNA CyOBbEeKTa K HH(OP-
Malll{ ¥ €€ HOCUTEIISM;

¢) [Iponecc cbopa, HakomeHust, 00pabOTKU, XpaHEHUsI, paclpeaesieH s ¥ TOMCKa HH(OpMAIIUH;

d) ITomydyenne cyObEKTOM BO3MOYKHOCTH O3HAKOMJICHHS ¢ HH(pOpMaIlUel, B TOM YHCIIE MPU TOMO-
1A TEXHUYECKUX CPEICTB.

28. Yposens 6e3onacHoctu C, cornacHo "OpaHxkeBoi KHHUTre", XapaKTepu3yeTcs:
a) OTcyTCTBHEM YIPABICHHUS JOCTYIIOM.

b) [Ipon3BOIBLHBIM YIPABICHUEM JOCTYIIOM;

¢) [IpuHyMTeIbHBIM yIIpaBIeHUEM JOCTYIIOM;

d) Bepudummpyemoii 6€301macHOCTBIO.

29. CBOICTBO AOCTYIHOCTHU AOCTUTAETCA 3a CYET IPUMEHEHUS MEp, HAIIPABJICHHBIX HA MTOBBIILE
HHE:

a) AyTeHTUYHOCTH;

b) HenpotuBopeunBocTy;
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¢) OTKa30ycTONYMBOCTH;
d) HeotkazyemocTtu.

30. KakuM TepMHHOM Ha3bIBACTCS 3aIIUIIAEMbIE TOCYIAPCTBOM CBEJICHHUS B 00JIaCTH €T0 BOCHHOM,
BHEIIHEIIOJIMTUYECKON, JKOHOMUYECKON, Pa3BEIbIBATECILHOM, KOHTPPA3BEAbIBATEILHON U ONIEPAaTUBHOPO-
3BICKHOM JIEATEILHOCTH, PACIIPOCTPAHEHUE KOTOPHIX MOXKET HaHEeCTH yiiepO OezonmacHocTH Poccuiickoit
Denepauun?

a) Kondunennuanpaas nabopmanms;

b) CekpeTHas uHpopmaLus;

c) Boennas Taiina;

d) l'ocynapcTBeHHas TaiiHa.

31. [Tony4yenue nocryna K HHPOpPMAIMH CyOBEKTOM B HapylICHHE ACUCTBYIOIICH MOIUTUKU pa3-
TPAHUYEHHUS TOCTYNA HA3bIBAETCH. . .

a) HecaHKIIMOHMPOBAHHBIN JOCTYII;

b) 370yMBITUICHHBINA JOCTYTI

¢) Hepaspeuiennsiii 10oCTyII;

d) 3anpeTHbIii JOCTYII.

32. Kakoii Bug nHGOpMauu He OTHOCHUTCS K KaTeropuu KoHpuaeHInapbHOW nHpopmarun?
a) Kommepueckas Taiina;

b) Taiina cymonpon3BOACTRA;

c¢) IlepcoHanbHble TaHHBIE;

d) l'ocymapcTBeHHas TaifHa.

33. Kakum TepMHUHOM (COTJIAaCHO 3aKOHOJATeNbCcTBY PD) HaszwiBaeTcs J1r06ast nHGOpMaIus, OTHO-
CSAIIAsICSI K TPSIMO WITM KOCBEHHO OIPENICICHHOMY WJIH ONPeaesiieMoMy (DU3HIeCKOMY JIUILY?

a) Konduaennuanpaas nabopmanms;

b) [lepconanbHBIC JaHHEIE;

¢) Mudopmanus mpo JIMYHOCTE;

d) Uudopmarust ¢ orpaHU4eHHBIM JOCTYIIOM.

34. KanaJibl HeCaHKIIMOHUPOBAHHOTO MOJTyYeHHU HHPOPMALIUHU CTPYIITUPOBAHHI B. ..
a) 3 kiacca,

b) 4 kmacca;

¢) 7 KJ1accos;

d) 9 xnaccos.

35. HaGop HOpM, IpaBWII M MPAKTHYECKUX NMPHEMOB, PErYIHPYIOIUX YIIPaBICHUE, 3aIUTY U pac-
NpOCTpaHEHHE IICHHOU WH(POpMAIIH, Ha3bIBACTCS ...

a) Mogpenbpro 0e30IMacHOCTH;

b) Meronom mmdpoBanus;

¢) KommprotepHoii 6€3011acHOCTBIO;

d) I[MonuTHkoi 6€30MacHOCTH.

36. O0mias, pyKOBO/AIIAs YCTAHOBKA MPU OPTaHU3AIIMU U 00ECTICUEHUH COOTBETCTBYIOIIETO BH/IA
NESITENIbHOCTH, HAaNpaBJIeHHAsl HA TO, YTOOBI Hanboyiee BaKHBIC IEJIA 3TOW ACSITETbHOCTH JOCTUTAIUCH
pu HanboJsee paloHaIbHOM PACX0I0BAaHUH UMEIOIUXCS PECYPCOB — 3TO ...

a) Muccus;

b) Ctparerus;

c) OyHKIus;

d) IIpomecc.

37. Yto U3 mepeunCICHHOTO HE SBIIACTCS MEJIbIO TIPOBEICHUS ayIuTa 0€30MacHOCTH?
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a) AHallM3 PUCKOB, CBSI3aHHBIX C BOBMOXKHOCTBIO OCYIIIECTBIICHHUS YyTPO3 OE30MACHOCTH B OTHOIIIE-
HUH PECYPCOB CUCTEMBI;

b) BripaboTka pekoMeHIaIHii 10 BHEAPSHUIO HOBBIX U MOBBIIICHUIO Y3PPEKTUBHOCTH CYIIIECTBYIO-
X MEXaHU3MOB 0€30MTACHOCTH CUCTEMBI;

¢) OreHka OymyIero ypoBHsI 3aIIUIIICHHOCTH CUCTEMBI;

d) OneHka COOTBETCTBHS CHCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 00JacTH WH(OpPMAIMOHHON
0€30IacHOCTH.

38. Bribepute HeBepHOE yTBepkaeHUE. CUTHATYPHBIN METO/I BBISBICHHS aTaK XapaKTepU3yeTcs:
a) CpaBHEHHEM HCCIIEyeMOro 00BEKTa ¢ paHee U3BECTHBIMH 00pa3IaMU-3TaJIOHAMH;

b) CriocoOHOCTHIO OOHAPYKUBATh paHEe HEM3BECTHBIEC aTaKH;

¢) [IpocToToli B HACTPOIKE M IKCILUTYaTAIlUH JJII KOHEYHOTO TI0JIb30BaTENsl CUCTEMBI;

d) [TomynsspHOCTHIO HCTIONIL30BAHUS B CUCTEMAX aHTHUBUPYCHOM 3aIUTHI.

39. 3aaun o pe3epBUPOBAHUIO CUCTEMBI 3aIUTHI IESATCS Ha:
a) Teruoe 1 X0OJHOE pe3epPBUPOBAHNE;

b) XonoaHoe u ropsuee pe3epBUPOBAHUE;

¢) benoe u cepoe pesepBupoBanue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mogenb CUCTEMBI C MTOJIHBIM NEPEKPBITUEM XapAKTEPU3YETCS CIETYIOIINM MOJI0KEHUEM:

a) B aBTOMaTH3MpOBaHHON CHUCTEME CpPEICTBaMU 3aIIMUTHI «IEPEKPHITO» OOJBIIMHCTBO KaHAJIOB
YTEUKH;

b) B MexaHu3Me 3aIUThI JOHKHO COAEPKATHCA M0 KpaliHEel Mepe OJTHO CPENICTBO ISl IEPEKPHITUS
JT1000T0 MOTEHIMAIHLHO BO3MOXKHOTO KaHajla YTeUKH HH(OpMAIIUH;

¢) B cucreme 3auThl IpUCYTCTBYET TOJIBKO OJTHO CPEACTBO JJISl IEPEKPHITHS BCEX YIpo3 Oe3omac-
HOCTH;

d) ABTOMaTH3MpOBaHHAs CHCTEMA SIBJISIETCSI CUCTEMOM MHOKECTBEHHOTO JJOCTYTIA.

41. UaCTpyMEHTaIbHAST KOMILIEKCHOCTD B chepe HHPOpMaITMOHHOW 0€301MaCHOCTH MOApa3yMeBa
eT:

a) HenpepbIBHOCTH OCYIIIECTBICHHS MEPOTIPUSATHIL 1O 3alIUTe HH(DOPMALIUK;

b) 3ammty nHpOpMaLIMK OT BHEIIHUX M BHYTPEHHUX YTPO3;

¢) UnaTerpanuto Bcex BUAOB U HarpaBieHui b mist mocTHyKeHUs MOCTaBICHHBIX 1IEJeH;

d) Obecneuenne TpeOyeMOro ypoBHs 3alIUTHI BO BCEX 3JIEMEHTaX CHCTEMbl 00paboTKH HHPOpMa
LUH.

42. Kakoif TOKyMEHT yCTaHaBIMBAET 11€J1b, 33JIa41 U CTPYKTYpPY CTaHAAPTOB IO 3amuTe nHpopma-
U, 00BETUHSIONINI aCTIEKThl CTAHAPTU3AINN B JAHHON OOACTH U SBJISIFOIIHMIICS OCHOBOTIOIATAIONUM
CTaHJAapPTOM B 00JIaCTH 3alTUTHI HH(DOpMAIUK:

a) 'OCT P 52069.0-2013

b) ®3 Nel52 ot 27.07.2006

c¢) [Tocranosnenue IlpaBurensctBa P® Nell9 ot 01.11.2012

d) Konctutynust PO

43. [lesTenbHOCTh MO MOATBEP)KIICHUIO XapaKTEPUCTHK CPEJCTB 3allUThl MH(pOpMauu TpeGoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB WM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3alIUTe WH(OPMAIIHH,
yTBEpKJIeHHBIX ['ocymapcTBeHHOW TexHuueckoil komuccueit npu Ilpesumaente Poccuiickoit @enepanyn
(I'ocTexxomuccuei Poccun) HazbiBaeTcs

a) Atrectanus CpeJCTB 3aUTh HHGOPMAITUH

b) Ceprudukarys cpeacTB 3aUTh HHQOpMAIUK

¢) KomrinekcHoe TecTupoBaHUe CPEICTB 3aIUTH HHGOPMAITHHI

d) BeiGopka cpencTB 3amuThl HHPOPMAITHIH
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44. ITonoxenus PenepanbHoro 3akoHa Nel49 ot 27.06.2006 He pacnipocTpaHSIIOTCS Ha:

a) OTHOUIEHHUs, BO3HUKAIOUIME IPU OCYILECTBIECHUM IpaBa Ha IOMCK, NOJy4YEeHHE, Neperauy,
MPOM3BOJCTBO U PACIPOCTpaHEHHE HHPOPMALINY;

b) OTHOIIEHNS, BOZHUKAIOIIKE TTPU MPUMEHEHHH HH(POPMAITMOHHBIX TEXHOJIOTHI;

¢) OTHOIIEHUS!, BOZHUKAIOIINE PU 00ECTIEYSHUH 3aIlUThl HH(POpMaIK

d) OTHOmIEHUs, BOSHUKAIOLIME NP MPABOBOM OXpaHE Pe3y/bTaTOB MHTEIUIEKTYaJIbHON AEATeNb-
HOCTH ¥ MIPUPABHEHHBIX K HUM CPEJCTB WHAWBUIYAIU3ALUN

14.1.2. Dx3aMeHALIHOHHBbIE BONPOCHI

1. OcHOBHBIE PETYIATOPBI

2. OcHOBHBIE HOPMAaTHBHO-IIPABOBBIE AKThI

3. Onpenenenus: uudopmanus, 6e30nacHOCTh HHPOPMAIMH, 3alUTa HH(OpPMaLUKU, HH(OPMAIH -
OHHas 6€301acHOCTb, UHPOPMATMOHHBIN MPOLIECC, TOKYMEHT, HOCUTEIb

4. CoiicTBa nH(popMauu

5. Buzbl uH(popMaLuy U UX ONpeAeIeHus

6. l'ocynapcTBeHnHas TaiiHa

7. Onpenenenus: yrpossl, HECAHKIIMOHUPOBAHHBIN TOCTYII.

8. ®opmbl npeAcTaBIeHUs HHPOPMALIUU

9. Knaccuduxanus yrpo3

10. Crioco0sI peanu3ainuu yrpo3

11. Onpenenenus: 3amumiaeMast HHGopMarys, J0CTyI, TOMYCK, YSI3BUMOCTb, C3H...

12. Buap! 3amutsl H”HPOpMaLUK

13. KoHCTUTYLIMOHHBIE OCHOBBI B HH(OpMALIMOHHOH chepe

14. loxtpuna Ub P® (cocraistoniyie HalMOHAIbHBIX HHTEpecOB PD)

15. @3 «O6 unpopmanyu, HHGOPMAILIMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE HHPOPMALUID)

16. Ilpectynnenus B unpopmanuonHoii chepe (YK)

17. 3agaun opranuzannoHHoOro odecneuenus 31

18. Ynpasnenue b

19. Mozens yrpo3 1 MOAEIb HAPYLLIUTEIS

20. Cno>xHOCTH B paboTe € NMEPCOHAIOM

21. Knaccuduxanus mHCallIepCKUX yrpo3

22. ConmanbHasi MUHXEHEPHS

23. Onpenenenus (nporpammuo-anmnaparias 31): CBT, noctymn, nomnyck, uaeHTU(UKALM, ayTeH-
TuduKanus

24. JIncKpeMOHHOE U MaHJATHOE YIIPaBJIEHUE JOCTYIIOM

25. Cepruduxanus

26. I'pynnsl knaccoB 3amuieHHoctd AC or HCJL

27. MexceteBoli skpaH, antuBupyc, COB

28. Kpunrorpaduueckoe npeodpazoBanue, 3amuppoBaHue, pacindpoBaHue.

29. Xou-pyHKIMS U ee CBOWCTBa

30. DnexTpoHHAas NOAIUCH

14.1.3. Tembl HHANBUAYAJTbHBIX 321aHUI
Bp16path 00BEKT 3aIMTHl U3 HIDKETIPUBEICHHOTO CIHCKA

J151s1 BBIOpaHHOTO 00BEKTa MPOBECTH aHAJIH3 3AIIUIIICHHOCTH.
Jlyist BBIOpaHHOTO B paMKax MPEABLAYIIETO 3a/laHusi 00BEKTa MPOBECTH Pa3pabOTKy (YCOBEPIICH-
CTBOBaHHE) CHCTEMBI 3aIIIHTHI.

14.1.4. TeMmbl KOHTPOJILHBIX PadoT
1. OcHoBHBIE TIOHATHS MH(OPMAIMOHHON Oe3zomacHocTH. OpraHn3alMoOHHO-TIPaBOBOe obecreye-
HUE HH()OPMAITMOHHON O€30MTaCHOCTH.
2. Ouenka puckoB. [IporpaMmHoO-anmapaTHbIe CpeACTBa 3alTUTHI HHGOPMAITUH.
3. [lonmutuka 6e3omacHoCcTH. MeHeHKMEHT HHPOPMAITMOHHON 6€30MacHOCTH.

14.1.5. Tembl 1a60paTOpHBIX padoT
3amuTa NepCOHANBHBIX JAHHBIX U KOMMEPUYECKOW TallHbI
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[Tonutrka 6€30MaCHOCTH U MHCTPYKIUH JUIS COTPYIHUKOB MPEATPUSTHS
OrneHka prucKkoB HH()OPMAITMOHHON 0€30MacCHOCTH
3amyTa KOMIOBIOTEPHOH MH(OpMAIMK Ha YPOBHE JOCTYIA B CUCTEMY
3ammTa OT arak Mo JOKAIBHBIM U TII00ATBHBIM CETSIM
3amuTa ot BpegoHocHoro [10

Hcnonb3oBanue mmdpoBaHus ISl 3alUTHl TaHHBIX
Hcmons3oBanue (1)I/I3I/I‘ICCKI/IX HOCHTENEeH u 3alllUTHBIX CUCTEM Ha UX OCHOBEC
Pa3paboTka crcTeMbl 3aIIUTHI TPEATPHUSITHS

14.2. TpeOoBaHus K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU

3A0POBbH U HHBAJIHUI0B

st i ¢ orpaHUYEHHBIME BO3MOYKHOCTSIMU 3JI0POBbSI M HHBAIHMJIOB MPEAYCMOTPEHBI JOTIOTHU -
TEJIbHBIC OLICHOYHbIE MaTepUalIbl, IEPEYCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuna 14 — JlonosHUTEIbHBIE MaTepUaIbl OLICHUBAHUS JIJIS JIUI] C O'PaHUYEHHBIMU BO3MOXHOCTSIMHU

310POBbsI U MHBAJIUJIOB

Kareropun
00yJarommxcs

BI/II[I)I JOIIOJTHUTCIBbHBIX OLICHOYHBIX
MaTepualioB

@DopMBbI KOHTPOJISI U OLIEHKU
pe3ynbTaToB 00y4eHUs

C napyueHusmMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

[IpenMy111eCTBEHHO MMCHMEHHAs
IIPOBEpKa

C napyumeHusMu
3peHHUs

CobecenoBanue 10 BOIIPOCaM K 3a4eTy,
OIIpOC MO TEPMUHAM

[TpenMyIIeCTBEHHO yCTHAsI IPOBEPKa
(MHIMBUAYATBHO)

C napyueHusmMu
OIIOPHO-
JIBUTATEITLHOTO
armapara

Perienue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE PabOThI, BOIIPOCHI K
3a4eTy

HpeI/IMyIJ_[eCTBCHHO JUCTaHIIMOHHBIMHA
METOAAMU

C orpaHMuYEHUSIMH 11O
OO0IIEeMeTUITTHCKIM
MTOKa3aHUSM

TecThl, MICEMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[Ipenmy1iecTBEHHO IPOBEpPKA
METOJJAMHU HCXOAS U3 COCTOSTHUS
00ydJaronierocst Ha MOMEHT IPOBEPKHU

14.3. MeTroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEepPHaIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis nui ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAJTUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUI OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 33/1aHUs BCIYX;

- IIPEJOCTABIICHUE 3a/laHUs C UCTIOJIb30BAaHUEM CYPJIOTIEPEBO/IA.

JIluam ¢ OrpaHWYeHHBIMH BO3MOXHOCTSIMU 3/I0pOBbsI M MHBAJIMJAM YBEIMUYUBAETCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakuxX 00y4aromuxcsi MpeIycMaTpiuBaeTCsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHUs, & UMEHHO:

- MUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OIPAaHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-
Bbsl M1 MHBAJIMJOB M0 JUCLUIUIMHE MpelycMaTpUBaeT MpeocTaBieHue nHpopmanuu B popmax, aJanTH-
POBaHHBIX K OTPAHUYCHUSM X 370POBBS i BOCTIPUATHS HHPOPMALINH:

JI1s1 1ML ¢ HApYIIEHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIeHUsIMM CJIyXa:
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- B (hOpMeE IIIEKTPOHHOTO TIOKYMCHTA;

- B IIe4aTHOU hopme.

J1J1s1 JIMI ¢ HAPYIIEHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B ()OpME IJIEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHoOU hopme.

[Tpu HEOOXOMUMOCTH ISl JIUIL C OTPAaHUICHHBIMH BO3MOXKHOCTSIMU 37I0POBbS 1 HHBAIUIOB TPOIIE-
Jypa OLIEHUBAHUS PE3yIETATOB O0YICHHSI MOXKET TIPOBOIUTHCS B HECKOIBKO 3TAIIOB.
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