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Kypc: 3
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Ne Bunpl yueOHO# nesTebHOCTH 6 cemectp Bcero Ennaunner
1 Jlexnn 16 16 JacoB
2 IIpaxTryeckue 3aHATUA 34 34 4acoB
3 JlaGopaTopHbie pabOThI 16 16 JacoB
4 Bcero aynuTopHbIX 3aHATUI 66 66 4acoB
5 CamocrosrenbHas paboTta 42 42 4acoB
6 Bcero (06e3 sx3amena) 108 108 4acoB
7 [ToaroroBka u cpaya sK3amMeHa 36 36 4acoB
8 OO0m1as Tpy10eMKOCTh 144 144 4acoB
4.0 4.0 3.E.

Dx3aMmeH: 6 cemecTp
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npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpernogaBaHus JUCITUIUTHMHBI SBISICTCS M3YYCHHE KOMILIEKCa MpoosieM WH(DOpMAIMOHHOM
0€30MacHOCTH MPEANPUATHI U OpraHU3alUi PA3IMYHBIX TUIIOB U HAPABICHHUM NEATEIHLHOCTH, TOCTPOE-
HUsA, QYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMS COBOKYITHOCTHU MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUYE-
CKHX M TEXHOJIOTHYECKHX MPOIECCOB, 00ECTICYNBAOIINX HHPOPMAIIMOHHYIO 6€30MacHOCTh U (hOPMUPYIO-
X CTPYKTYPY CHUCTEMBI 3aIIUTHl IIEHHOW W KOHPUACHIIMAIHHOU HH(OpMAIuu B cepe OXpaHbl UHTE -
JIEKTyalbHOU COOCTBEHHOCTH U COXPAaHHOCTH MH(OPMALIMOHHBIX PECYPCOB.

1.2. 3agaun JIMCHMIIINHBI
—  O03HAKOMJICHHE CTY/ICHTOB C TEOPETUYCCKUMHU OCHOBAMH, OCHOBHBIMH MOHITHSIMH U TIPUHITH -
naMu odecrieueHuss HHPOPMaITMOHHOM 0€30MMacCHOCTH
— oOydyeHHe CTYJICHTOB pabOTe C OCHOBHBIMH CPEJICTBAMH 3aIHUTHI

2. MecTo nucuuiiiuebl B cTpykrype OIIOII

Jucuumuinza «3amuTa nHGopmau u napopmanronsas 6esonacHoctsy (b1.B.O1.10) otHOCHT-
cs k 650Ky 1 (BapuaTuBHas 4acTh).

[TpenmecTByOIKUMH TUCHMIUIMHAMY, (POPMHUPYIOLUIMMH HayajbHbIE 3HaHUS, sABJstOTCA: MHPOD-
MaTuKa.

[Tocnenyromumu TUCHUIUIMHAMME SIBIISIOTCS: BuneonnpopmanoHHble CUCTEMBI B CepBHCE, 3ally-
Ta BBITYCKHOW KBaJM(UKAIIMOHHON pa0OThI, BKIIIOYAs MMOJITOTOBKY K MPOIEAYPE 3aIUTHl U MPOLEAYPY
3aIIUTBHI.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCUMILTAHBI

[Tponecc n3yueHus JUCUMIUIMHBI HapaBiieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— OIIK-1 croco6HOCTBIO pemiaTh CTaHIapTHBIE 3a1a4d MPO()ECCHOHAIBHON ACSITEIIBHOCTH Ha
OCHOBE MH(pOpMaIMOHHOW M OubIMorpaduyeckoi KyiabTypbl ¢ IPUMEHEHUEM HH(OPMaIMOHHO-KOMMY-
HUKAIIMOHHBIX TEXHOJOTMH M C y4eTOM OCHOBHBIX TpeOoBaHUI MH(OpMAIMOHHON 0€30MacHOCTH, HUC-
TI0JTH30BaTh PA3IMIHBIE HCTOYHUKHA UHPOPMAITIH IT0 OOBEKTY CEpPBUCA;

— TIK-3 roTOBHOCTBIO K H3YUYEHHUIO HAYYHO-TEXHUUECKOM HH(pOpMAaILIUU, OTE€YECTBEHHOTO U 3apy-
0€XHOTO OTIBITAa B CEPBUCHOM JIESITEIHHOCTH,

B pesynpTare u3ydeHus TMCIUIIIMHBI 00yJatOIUNACS TOJIKEH:

— 3HaTh 0a30BBIC KOHICTIIMA U MOJAETH WH(POPMAITMOHHOW OE30MacHOCTH; OCHOBBI ()YHKITHO-
HUPOBaHUS 0€30MacCHOCTH MH(POPMAITMOHHBIX CUCTEM 3aJ1aud WH(POPMAITMOHHOW 0€30MaCHOCTH; 3aKOHO-
JATeTBCTBO 10 00ecTeueHNI0 NH()OPMAITMOHHON 0€30MacHOCTH CTaHAApPTHI B 001acTH MH(POPMAITMOHHON
0€30MacHOCTH; METOJbl M CPEJCTBA 3aIUThl MHPOPMAIIMOHHON OE€301MacCHOCTH HAIpPABIECHUS U METOMIbI
BE/ICHUS aHAJIMTHUYECKON pabOThI MO BBISBICHUIO YTPO3 TEXHUYECKUE MPOLEAYPHI MO JCHCTBHIM B HE-
HITATHOM CUTYallMu; METOAOJIOTMH OLICHKH PUCKOB U YTpo3 HHPOPMALIMOHHON O€301MacHOCTH

—  yMeTh BBIOHMpaTh (pa3padareiBaTh) CTPATETUHU 3aALIUTHI HHPOPMALIMOHHONW 0€301MacHOCTH pa3-
JMYHBIX UH(POPMAIIMOHHBIX CHCTEM MPOBOJUTH ayIUT JUIsl OTOOpaKeHHs YPOBHSIM COOTBETCTBHUS CTaH-
Jnaptam o0nacTy MHPOPMAIMOHHONW 0€30MacHOCTH sl MH(POPMALMOHHOM CHCTEMBI B LIEJIOM U Ui €e
AIIEMEHTOB OLIEHMWBATh U BbIOUpATh HEOOXOAUMBIE CPEICTBA 3AIIUTHI OCYIIECTBIATH MOHUTOPUHT COCTOS -
HUSI ”HPOPMALMOHHOM 6€30MacHOCTH 00beKTa 0OecreunBaTh MPOTUBOJACHCTBUE aTakaM Ha MH(OpMAaIu-
OHHYIO CHCTEMY BBITIOJIHATH (KOHTPOJHMPOBAThH BBHIMOJIHEHUE) TPEOOBAHUI HHCTPYKIIUU MO 0OECIICYCHHIO
UH(POPMALIMOHHON O€30MaCHOCTH

— BJaJeThb HaBbIKaMH pabOTHI C MPOTPaMMHBIMH M allapaTHBIMU CPECTBAaMHU 00eCIeunBar0-
MMM 3aIIUTy HH(GOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAaX

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aueTHBIX €IMHMILIbI U IIPEJCTaBIeHa B Ta0mu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh AUCIUILUIMHBI

Bune! yueOHOI nesTeNbHOCTH Bcero yacos Cemectpsl
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6 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 66 66
Jlexuun 16 16
[IpakTnueckue 3aHATH 34 34
JlaboparopHbie pabOTHI 16 16
CamocrosTenbHas paboTa (BCero) 42 42

[TonroroBka Kk KOHTPOJILHEIM paboTam

BrinonHeHne HHAUBUAYATbHBIX 3a1aHUN 4 4

OdopmiteHre 0TYETOB 110 JTabOPaTOPHBIM paboTam

[TpopaboTka IeKIMOHHOTO MaTepralia 11 11

IToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 12 12
BoinonHeHne KOHTPOJIbHBIX padoT 2 2

Bcero (6e3 3x3ameHa) 108 108
IToaroroBka u caada dK3aMeHa 36 36
OO6mmast Tpy1I0€MKOCTb, 4 144 144
3aueTHble EquHuIb 4.0 4.0

5. Conepxxanue I1MCUMILTHHBI

5.1. Pa3gennl AMCHHUILIMHBI K BUABLI 3aHATHHA
Paznensl IUCUMIUTAHEI ¥ BUABI 3aHATHN PUBEACHBI B Ta0mmie S.1.
Tabmua 5.1 — Pasgens! IUCHUILIMHEL U BUABI 3aHSITHI

N @]
" o o 2 g 3 =
: o ° S 9 = g
g 5 G ' g 2 2
HazBanus pa3aenoB TUCHUIUINHBI i “ o e, o 2 & %
S 5 = s & 0 ==
. s < o 9 2 =
= = © | ag S g
6 cemecTp
1 bazoBbie onsTHSA B chepe obecneue- 1 2 0 2 5 OIIK-1
HUSI THPOPMALIMOHHOM 6e30MacHOCTH
2 KoMIIeKCHBIN MOAX0a K 00eCIIeYeHHIO 2 4 0 4 10 | OIIK-1
nH(pOpMaAITMOHHOMW 0€301TacCHOCTH
3 OpraHu3anroOHHO-IPaBOBOE o0ecTeye- 2 4 4 6 16 | OIIK-1
HUe, CTaHJapTU3alus, cepTuUKaIns U
JMLIEH3UPOBaHKE B 00JIACTH 3aIUTHI UH-
(dhopmaruu
4 Metop! OLIEHKH PUCKOB U yTPO3 UH- 2 4 2 6 14 |IIK-3
(hopMarmoHHO# 6e30macHOCTH
5 IIporpaMMHoO-anmnaparTHele, TEXHUYE- 2 4 8 4 18 | OIIK-1, ITIK-3
CKHe U Kpunrorpaduieckue cpeacTna 3a-
MUTH HHpOpMau
6 OCHOBHBIE IPUHLIMIIBI, HAIIPABJICHUS U 2 4 0 5 11 |OIIK-1, IIK-3
TpeboBaHus oOecriedyeHus: HH(OPMAIOH-
HOM 0€30MaCHOCTH OpraHU3aLUU
7 Konuenuust 1 moauTHKA HHHOPMAITOH- 1 4 0 3 8 OIIK-1, IIK-3
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HOI 6€30MacHOCTH

8 Peanuzanuu ctpareruu odecrneueHus 2 4 2 7 15 | OIIK-1, ITIK-3
HH(OPMAITMOHHON 0€301aCHOCTH

9 MenemxmeHT HHGOPMAITMOHHOHN 0€3- 2 4 0 5 11 |OIIK-1, [TIK-3
OITaCHOCTH

Hroro 3a cemectp 16 34 16 42 108

Hroro 16 34 16 42 108

5.2. Conep:xanue pa3aesioB IMCUUILIMHBI (110 JEKIHSIM)
ConeprkaHue pa3/iesoB TUCIUIUIAH (TI0 JICKITHSAM) IPUBEICHO B Tabmuie 5.2.
Tabmuma 5.2 — CoaeprkaHue paseiaoB JUCIUIUIMH (TI0 JISKIIHSIM)

3 =
3 =
Z = 5
HasBanus paznenos Coneprkanue pas3zienoB JUCIUILIMHEI 110 JIEKIHUAM - &5
o S E
= o =
2 o' 2
= o
6 cemecTp

1 ba3oBble NOHATHS B WNudopmanus. KonpunerunanbHOCTh. Le10CTHOCTD. 1 OIIK-1

chepe obecnieueHus JHoctymHocTh. CBOMcTBa MHpOpManuu. Yrposa. Ha-

MH(POPMAIIMOHHOM PYLIUTEND.

0€30MacHOCTH Viroro 1

2 KommnekcHbid moaxof K | CTpyKTypa CUCTEMBI 3alIUThl HHGOPMAITUH. 2 OIIK-1

00ecTeYeHnIo } Vitoro

nH(pOPMaITMOHHON

0€301acHOCTH

3 Opranu3anyoHHO- OCHOBHBIE HOPMATUBHO NPABOBBIC AKTHI 10 3AIIUTE 2 OIIK-1

npaBoBoe obecrniedenne, |uHpopmanuu. Crangapruzanus. Ceprudukanys. Jn-

CTaHJapTH3aLHUs, LIEH3UPOBAHHUE.

ceptudukanus u Hroro 5

JMLIEH3UPOBaHKE B

00J1acTH 3aLIUThI

uHbOopMaIun

4 MeTo/pl OLIEHKH Onenka pucko. Mapopmanmonnsie n3mepenns. He- 2 [1K-3

PHCKOB U YIpo3 yeTkas Kiacrepusanus. aentudukanus u aHamus

MH(POPMAIIMOHHOM PHCKOB.

0€30MacHOCTH Viroro 3

5 IlporpammHoO- VYnpasnenue qoctynom. Pasrpannuenue ypoBHei 10- 2 [1IK-3

anrnapaTHbIE, ctyna. JluckpetHoe pacnpenenenue nocryna.Manjar-

TEXHUYECKUE U HOE€ paclpe/esieHne J0CTyTa.

Kpunrorpaduyeckue Hroro 2

CPEICTBA 3aIUTHI

uHpOpMaLUU

6 OcHoBHBIC TPUHLIUIEI, | OnpeneneHne OpraHu3aluOHHBIX TPEOOBAHU 3alH- 2 T1K-3

HaIpaBIICHUA U 161 UT.

TpeOoBaHUS O6eCl}equI/I}I Wroro 2

nH(pOPMaIMOHHON

0€30MacHOCTH

OpraHu3aIu
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7 Konuenumsa u nonuruka | [lonuruka 0€30I1acHOCTH. 1 OI1IK-1
MH(POPMAIIMOHHOM Hroro 1
0€30MMacHOCTH
8 Peanuzanuu ctparerun | OnpeneneHue OpraHu3allMOHHbIX LeJIel U CTpaTerui 2 OIIK-1
obecrnieueHus 3amuthl UT. UnenTudukanus 1 aHamu3 yrpo3 akTh-
nH(OPMAITMOHHON Bam UT B npenenax opranuzanuu. OnpeesieHue co-
0€30MacHOCTH OTBETCTBYIOIIUX 3AIIUTHBIX MEP.

Hroro 2
9 MeHnexMeHT KoHTposib BeINONHEHNUS U QYHKIIMOHUPOBAHHUS 3a- 2 OIIK-1
“H(pOPMAITMOHHOM IIUTHBIX Mep. PazpaboTka u peanuzamusi mporpaMMbl
6€301acHOCTH OCBEIOMIIGHHOCTH 0 3amute. OOHapyKEHHE UHIIU-

JICHTOB M pearnpoBaHe HA HUX.

Hroro 2
Hroro 3a cemectp 16

5.3. Paznenbl AUCHUILNIMHBI U MEKIUCIMIUIMHAPHbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TpeabIy IuMH)
U obecneynBaeMbIMU (NOCJAEAYIONIUMHE) JUCHUNIIMHAMHA
Paznenbl qUCHUIIMHBL U MEXIUCIUIUIMHAPHBIE CBSI3M C 00€CTIeYMBAIOIIUMHU (TIPEAbIAYIIUMU) U
obecreunBaeMbIMH (ITOCIETYIOMUMUI ) TUCIUTUTHHAMH MTPEICTAaBICHBI B Tabmie 5.3.
Tabmua 5.3 — Pa3aensl AMCHUIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

Ne pa3nenoB gaHHON AMCHUIUIMHBL, JIs1 KOTOPBIX HEOOXOAUMO U3yUEHHE
HauMeHOBaHHE IUCIIATUINH 00€eCTIeYnBAIONINX M 00eCTIeUnBaeMbIX JUCIUTUINH
1 2 3 4 5 6 7 8 9
[penmecTByroN#e AUCIUTUIAHBI
1 Uudopmatuka + + + + + + + + +
[Tocnenyrouue TUCHUIIIMHBL
1 BuneonndpopmamoHHbIe 4 N n N N 4 N 4 4
CHCTEMBI B CEpPBUCE
2 3ammTa BBITYCKHOM KBaJIN-
(uKaMOHHOHN paboThI, BKITIO- . N 4 . " . N . .
Yast MOJIrOTOBKY K TPOLIEAYPE
3alIUThI ¥ TPOLIETYPY 3AIIUTHI

5.4. CooTBeTcTBHME KOMIIETCHUM I, JopMHUpyeMbIX IPH M3YYEHUH AUCHHUILIUHBI, 1 BUI0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MPU HM3YUYEHUH IUCHUIUIMHBI, M BHJIOB 3aHATHN

MPEICTaBICHO B Tabymiie 5.4.

Tabmuna 5.4 — CooTBETCTBHE KOMIETEHIIMN, (POPMUPYEMBIX MIPU U3YUYE€HUH AUCLUIUIUHBI, U BUJOB 3aHS -

THI

§ Bunwl 3austuit

] z : ~
o ©

& g S g S MDOpMBI KOHTPOJISE

S & S &)

~ =

OIIK-1 + + + + KonrtposnpHnas pabora, Ot-

YeT [0 UHIUBUIYaTbHOMY
3aJaHunio, Brimonmnenne
KOHTPOJIBHOM paboThI, DK3a-
MmeH, OtueT mo 1abopatop-
HoM pabdoTe, Tect
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I1K-3 + + + + KonTpomasnas padora, OT-
4eT 10 HHIUBUIYaTHHOMY
3aJlaHnio, JKx3aMeH, OTdeT
o maboparopHoii padoTe,

Tect

6. UuTepakTHUBHBIE MeTOAbI U (JOPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JIaGopaTtopHbie padoThI
HaumeHnoBanue nabopaTopHbIX paboT npuBeaeHo B Tabmuie 7.1.
Ta6muna 7.1 — HaumeHnoBanue 1abopaTopHBIX paboT

3 2 E
9 S 5
Z = 5
Ha3Banus paznenos HaumeHnoBaHue 1a00paTopHBIX padoT z 7 & 5
2 2 E
> Sz
(o¥ Q <
= S
6 cemecTp
3 OpraHu3anoHHO- 3ammra nepCcoHaIbHbIX JaHHBIX U KOMMEPUYECKON 2 OIIK-1
paBoBOe oOecreyeHne, |TalHbI
CTaHapTU3AIH
AapTH3ALITA, [TonuTuka 6€30MacHOCTH U MHCTPYKLUU JJISl COTPY/- 2
TUDUKAINSA U
cepriduian HUKOB NPEANIPUATHS
JUIIEH3UPOBaHUE B
00JIaCTH 3alIUTHI Hroro 4
nH(popMauu
4 Metop! OLIEHKH OneHka puckoB HH(POPMALIMOHHOM 6€3011acCHOCTH 2 [1K-3
VICKOB U
PUCKOB M yIpos Hroro
MH(POPMALMOHHON
0€301acHOCTH
5 IIporpammHoO- 3anmra KOMOBIOTEpHON HH(POPMAIK HA YPOBHE J10- 2 [K-3,
arraparHsle, CTyma B CUCTEMY OIIK-1
TEXHUYECKHE U
N ceKme 3ammra oT aTak 1o JOKaJIbHBIM U TII00aJIbHBIM CETSIM 2
Kpunrorpaduyeckue
CPEICTBA 3AIIUTHI 3amuTa ot BpenoHocHoro 10 2
HH(OpMaLHH Wcnonp3oBanue muppoBaHus Ui 3alUThI JaHHBIX 2
Hroro 8
8 Peanuzamuu ctparerun | PazpaboTka cHCTEMBbI 3aIIUTHI TPEITPUATHS 2 OIIK-1,
1T -
obecrieyeHus § Vitoro 2 [K-3
UH(QOPMAIMOHHON
0€301acHOCTH
Hroro 3a cemectp 16
8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHMe MpakTHUECKUX 3aHATUH (CEMUHApPOB) MpuBeneHo B Tabnue 8.1.
Tabmuua 8.1 — HaumeHoBaHKE MPAaKTUYECKUX 3aHATUH (CEMHUHAPOB)
A v o
= 2 E
3 = =5
Z > 5
Ha3Banus paznenos HaumeHOoBaHNE IPAaKTUYECKHUX 3aHATHH (CEMHUHApOB) | = & &5
: 2 S
> o =
a B>
= o
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6 cemecTp

1 ba3oBble NOHATHS B WNudopmanus. KonpunenunanbHocTs. Le10CTHOCTD. 2 OIIK-1
chepe obecnieueHus HoctynHocTtb. CBoiicTBa nHpOopManuu. Yrposa. Ha-
UH(POPMALTMOHHON PYLIUTED.
0€30MacHOCTH Vroro
2 KommiekcHblit noaxon K | CTpyKTypa CUCTEMBbI 3alllUThl HH(OpMaLUK. OIIK-1
o0ecreyeHuno } Virtoro
nH(pOPMaIMOHHON
6€301acHOCTH
3 Opra"nu3aioHHO- OCHOBHBIE HOPMATUBHO MTPABOBbIE AKTHI MO 3aITUTE 4 OIIK-1
npaBoBoe obecrieuenue, |uHPopmanuu. Crangapruzanus. Ceprudukanus. Jlu-
CTaHAapTH3aIHS, LIEH3UPOBAHHUE.
ceprudukanus u Hroro 4
JUIIEH3UPOBAHUE B
00J1acTH 3alUThI
uHbOpMaIu
4 MeTo/pl OLIEHKH Onenka pucko. Madpopmanmonnsie n3mepenus. He- 4 [1K-3
PHUCKOB U yIpo3 yeTKas kinacrepusanus. Mnentudukanus u aHauums
UH(POPMALTMOHHON PHUCKOB.
0€30MacHOCTH Vroro
5 [IporpammHo- VYnpasnenue nocrynom. Pasrpannuenne ypoBHei J10- [IK-3
anmnaparHsble, ctyna. Jluckpetnoe pacnpenenenue nocryna.Manjar-
TEXHUYECKUE U HOE€ paclpe/esieHne J0CTyTa.
KpunTorpaduyeckue Hroro 4
CpEICTBA 3alLUTHI
uHpOpMaLUU
6 OcHoBHBIC TPUHIUIIEI, | OnpeneneHne opraHu3alMOHHBIX TPEOOBAaHUH 3aIITH- 4 OI1IK-1
HaNpaBJICHUSA U b1 UT.
TpeOoBaHUs 06601}6‘IGHI/I}I Wroro 4
MH(POPMAIIMOHHOM
0€30MMacHOCTH
OpraHu3alu
7 Konnenuus u noiautuka | [lonutrka 6e30macHOCTH. OIIK-1,
UH(POPMALTMOHHON Wroro [1K-3
0€30MacHOCTH
8 Peanuzanuu crparerun | OnpeneneHrne opraHu3allMOHHbIX 1EJIEH U CTpaTerui 4 OIIK-1,
obecrieyeHus 3anmtel UT. UnenTtudukanys u aHaau3 yrpo3 akTu- [IK-3
“H(pOPMAITMOHHON Bam UT B npenenax opranuzanun. OnpeneieHue co-
0€301acHOCTH OTBETCTBYIOIIMX 3AIIUTHBIX MED.

Hroro
9 MeHenxMeHT KoHTposb BeIMOMHEHNUS U QYHKITHOHUPOBAHHUS 3a- [1K-3
UHGOPMAITOHHOM IIUTHBIX Mep. Pa3paboTka u peanuzanus mporpaMMbl
0€e301acHOCTH OCBEIOMJIEHHOCTH 0 3amure. OOHapyXeHHe HHIU-

JICHTOB U pearupoBaHUE HA HUX.

Hroro 4
Hroro 3a cemectp 34

Bunasl camoctosiTenbHOM paboThl, TPYI0EMKOCTh U (hOpMUpYEMble KOMIIETEHIIUU MTPEICTABICHHI B

9. CamocTrosiTe1bHasi padoTa
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Tabimue 9.1.

Tabmura 9.1 — Buasl caMoCTOSTEIBHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMBbIE KOMIIETEHITUN

3 =
S i
Bunabr camocTosTensHOM & > 0O
Hassanus paznenon 2 = ®opMbI KOHTPOJIS
paboTEI L s 2
X g =
al o g
= S
6 cemecTp
1 ba3oBble NOHATHSA B IToaroroBka K npaxkTuye- 1 OIIK-1 Tect, Ox3ameH
chepe obecrieueHus CKHM 3aHSATHSAM, CEMHHA-
MH(POPMALTMOHHON pam
GesonacHocTn [TpopaboTka JIEKITMOHHOTO 1
Marepuaia
Uroro 2
2 KommiekcHslit noxxon x |Ilogroroska k mpaktuye- 2 |OIIK-1 OTtuer N0 MHAUBUAYAIIb-
o0ecreyeHno CKHUM 3aHSTUSAM, CEMUHA- HOMY 3aJaHu1o, Tect, Dk-
MH(POPMAIIMOHHOM pam 3aMeH
GesonacrocTn [IpopaboTka JIEKIIUOHHOTO 2
Marepuaia
UTtoro 4
3 OpraHu3anyoHHO- IToaroroBka K mpaxkTuye- OIIK-1 BelnonHeHrE KOHTPOIIb-
MpaBOBOE OOECIIeUeHUe, |CKUM 3aHSATHSM, CCMHHA- HO# paboThl, OTUET 110 JIa-
CTaHJapTH3aLHUs, pam 6opatopHoii padore, Tecr,
TUDUKAIHS U K3aMeH
cepTudukan [TpopaboTka JIEKIIMOHHOTO 1 Jksame
JMLIEH3UPOBaHKE B MaTepuaa
001acTH 3alIUThI
uH(OpMAIIHN OdopmieHne 0T4eTOB IO 2
nabopaTopHBIM paboTam
[ToaroroBka Kk KOHTPOJIIb- 2
HBIM paboTam
Hroro
4 Mertonp! ouieHKH puckoB |IIpopaboTka aeKImoHHOTO [1K-3 OTt4er N0 MHAUBUAYAIIb-
U yIpo3 Marepuaia HOMY 3aaHuio, OTueT 1no
MH(QOPMALTMOHHOM TOPHOM T
5 (popmankoHHO OdopmiieHre 0TIETOB TIO 2 J;a60pg OpHOH paborTe,
€3011aCHOCTHU 11260pATOPHBIM PaGoTaM ecT, DK3aMeH
BrinosnHenne nHAUBHUIY- 2
QJIbHBIX 3a/1aHUHN
Uroro 6
5 IlporpammHoO- [ToaroroBka k mpakTuue- 1 [IK-3 Otuer no 1aboparopHoi
anmnaparHsle, CKHUM 3aHSTUSAM, CEMUHA- pabore, Tect, Dx3ameH
TEXHUYECKUE U pam
KpunTorpaguieckue [IpopaboTka JIEKIIHOHHOTO 1
TB UTBI
CPEAICTRA 3aTl Marepuaia
uHbOpMaIu
OdopmiieHre 0TYETOB 110 2
nabopaTtopHbIM paboTam
UTtoro 4
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6 OCHOBHBIC PUHITUIIBI, | BhIOJIHEHNE KOHTPOJIBHBIX 2 |OIIK-1 BrinonHenne KOHTPOJIb-
HaIlpaBJICHUS U pabort HOM pa0oThl, OTYET MO WUH-
TpeOoBaHUs 06e01}equH;1 TIOrOTORKA K IPAKTHYE- 2 ELFI/IBI/IzganLHOMy 3aJIaHuIo,
MH(POPMAIIMOHHOM CKHM 3aHSTHSIM, CCMHHA- €CT, DK3aMEeH
0€30MacHOCTH

pam
OpraHu3aluu

[IpopaboTka JTeKIIHOHHOTO 1

MaTepuana

Hroro
7 Konnenuus v nonmtrka |[loaroroBka k npaktuye- 2 OIIK-1, OT4eT 1Mo UHANBUYAITb-
UH()OPMAITMOHHON CKHUM 3aHSATUSIM, CEMHHA- I1K-3 HOMY 3aJianuto, Tect, Ok-
0€30MacHOCTH pam 3aMeH

[TpopaboTka JIEKITMOHHOTO 1

Marepuaia

Utoro 3
8 Peanuzamuu crparerun | [logroroBka K mpaktuue- 2 OIIK-1, OT4eT Mo MHANBUTYaITb-
obecrieueHus CKHMM 3aHSTUSAM, CEMHUHA- [IK-3 HOMY 3aanuto, OT4eT no
nH(pOPMaIMOHHON pam naboparopHoii padoTe,

[MACHOCTH Tect, Dx3ameH

Gesonactoc [TpopaboTka JIEKITMOHHOTO 1 ect, Jk3ame

MaTepuana

OdopmieHre 0TYETOB T10 2

J1abopaTopHBIM paboTam

BrinonHenne nHIUBUIY- 2

ANbHBIX 3a/1aHUN

Htoro 7
9 MeHexMeHT IToaroroBka K nmpaxkTuye- 1 OIIK-1 BelniosiHeHME KOHTPOJIb-
uH(OOPMAITMOHHON CKHUM 3aHSATUSIM, CEMHHA- HO¥ paboTsl, TecT, Dk3a-
0€30MacHOCTH pam MEH

[TpopaboTka JIEKITMOHHOTO 1

Marepuaia

[ToaroroBka K KOHTPOJIb- 3

HBIM paboTam

Hrtoro 5
Hroro 3a cemectp 42

[TonroroBka u ciava sK3a- 36 DK3amMeH

MeHa
Hroro 78

10. KypcoBasi padota (mpoekr)
He npenycmotrpeno PVYII.

11. PeiiTuHroBas cucremMa JJisi OlleHKH YCIIeBAeMOCTH 00yYAIOIIHXCS

11.1. banabHbIe OLIEHKH AJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuma 11.1 — bayuibHBIC OIIEHKH TSI 2JIEMEHTOB KOHTPOJIS

. o MaxkcuMaJIbHBIN
o MakcuMaLHBIN MakcuMaLHEBIN
DeMeHTHl y4eOHO 0aJut 3a nepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamnn 3a nepuon
NEITENbHOCTH mexay 2KT u na ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEI] cemecTpa
10
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6 cemecTp

BoinonHeHne KOHTPOJIb- 7 7 7 21
HOM paboThI

OTyer no MHIUBUAYATb- 11 11 22
HOMY 33IaHUIO0

Otyet no nabopaTopHO 5 5 5 15
pabote

Tect 4 4 4 12
Hroro makcumyM 3a nepu- 27 16 27 70
on

OK3aMeH 30
Hapacrarommm urorom 27 43 70 100

11.2. IlepecyeT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaIOB B OIIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
Tabmuua 11.2 — [1epecueT 6aIOB B OLIEHKH 32 KOHTPOJIbHBIE TOUKH

banel Ha 1aTy KOHTPOIBHON TOYKHU OreHka

> 90% ot MakcuManbHOU cyMMBbl OaioB Ha gaty KT 5

Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT

4
Ot 60% 110 69% oT MakcuMaIbLHOM CyMMBI OaiToB Ha aaty KT 3
2

< 60% oT MakcuMaIbHOU cyMMBbI OasuioB Ha naty KT

11.3. Ilepecyer cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLCHKY
[Tepecuer cymmMbl OajIoB B TPAAMLIMOHHYIO M MEXIYHApOIHYIO OLIEHKY NPEJICTABIEH B TaOIHLe
11.3.

Tabmuua 11.3 — [lepecueT cymmbl 0aJI0B B TPAAUIIMOHHYIO M MEXAYHAPOAHYIO OLICHKY

Hrorosas cymma 6aiisos,

Onenka (I'OC) YUMTBHIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouenb xoporiio)

4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENBHO)

3 (yIOBJIETBOPUTENHHO) (3a4TEHO) 60 - 64 E (mocpexcreerio)
2 (HeYHOBIICTBOPHTENSHO) (HE Hwxe 60 6ayioB F (Hey1oBIETBOPUTEIBHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE 00ecTiedeHrue TUCIHIIINHBI

12.1. OcHoBHas JUTEpaTypa
1. OcHoBbl 3amuThl HHpOpManuu. Yuedbnoe nocodue / lllenynanoB A.A., ConoB M.A. u np.,
W3nanue nsaroe, nmepepad. u gomon. I'pud Cu6POYMO. — Tomck: Uzn-Bo «B-Crektpy», 2011. — 244 c.
ISBN 978-5-91191-214-7 [OnextpoHHbli pecypc] [DnexTpoHHbli pecypc] - Pexum nocryma:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mara oOparreHus:
21.06.2018). [OneKTpOHHBIN pecypc] - Pexum JocTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mara oOparreHus:
22.06.2018).
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12.2. lonotHUTEILHAS JTATEPATYpPa
1. HopwmaruBHO-TIpaBOBBIE aKThl HHPOPMAIIMOHHON Oe3omacHOCTH. YueOHoe mocobue / [lemy-
naHoB A.A., CooB M.A. u 1p. B Tpex wactax. U.1. U3nanue cenpmoe, nepepad. u gomon. — ['pud Cu-
6POYMO Tomck: B-Crmektp, 2011. - 223c. ISBN 978-5-91191-227-9 [DnexktponHsbIii pecypc]| [Dmek-

TPOHHBII pecypc] Pexum JocTyma:
http://kibevs.tusur. ru/51tes/default/ﬁles/upload/manuals/sopov ~poib/npa-ib-1ch.pdf (mara oOpamenus:
21.06.2018). [DeKTpOHHBII pecypc] - Pexum JIOCTyna:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mara oOpamenus:
22.06.2018).

2. HopwmaruBHO-TIpaBOBBIC aKThl HHPOPMAIMOHHON Oe3omacHOCTH. YueOHoe mocobue / [lemy-
naHoB A.A., CooB M.A. u 1p. B Tpex wactax. U.2. U3nanue cenpmoe, nepepad. u gomon. — ['pud Cu-
6POYMO Tomck: B-Crnektp, 2011. - 223c. ISBN 978-5-91191-227-9 [DnexktponHbIii pecypc]| [Dmek-

TPOHHBII pecypc] Pexum JocTyma:
http://kibevs.tusur. ru/51tes/default/ﬁles/upload/manuals/sopov _poib/npa-ib-2ch.pdf (mara oOpameHus:
21.06.2018). [D5eKTpOHHBIHI pecypc] - Pexum JIOCTyna:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mara oOpamenus:
22.06.2018).

3. HopmatuBHO-TIpaBOBBIC aKThl HHPOpPMAIMOHHOW Oe3omacHOCTH. YueOHoe mocodue / [lemy-
naHoB A.A., CoroB M.A. u 1p. B Tpex uwactax. U.3. U3nganue cenpmoe, nepepad. u gomon. — ['pud Cu-
6POYMO Tomck: B-Crnekrtp, 2011. - 223c. ISBN 978-5-91191-227-9 [DnexktpoHHbIil pecypc]| [Dmek-

TPOHHBII pecypc] Pexum JocTyma:
http://kibevs.tusur. ru/51tes/default/ﬁles/upload/manuals/sopov _poib/npa-ib-3ch.pdf (mara oOpamenus:
21.06.2018). [D5eKTpOHHBII pecypc] - Pexum JIOCTyna:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mara oOpamenus:
22.06.2018).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUSHA

12.3.1. Obs3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs

1. «Meroauueckue ykazaHus K J1abopaTopHbIM pabotaM mo aucuuiuinHe «HbopmanmonHas
6e3omacHocTh», / KoneB A. A., Koctrouenko E.1O., Como M.A. 2011. — 39 c. [DnekTpoHHBINA pecypc]
[D5eKTpOHHBIN pecypc] - Pexxum JlocTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod lab.pdf (mara o6pamenus:
21.06.2018). [D5eKTpOHHBIN pecypc] - Pexum JIOCTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod lab.pdf (mara o6pamenus:
22.06.2018).

2. «Meroauueckue yKa3aHHs [0 CAMOCTOSTEIIBHON U MHIMBUYyaTbHOU padOTe MO ITUCIUTUIMHE
«Mudopmanmonnas 6e3omacHocTb»» / ConmoB M.A., 2012r. — 2 ¢. [DneKkTpoHHBINA pecypc] [DneKTpOHHBIH

pecypc] - Pexxum JOCTYyTIa:
http://keva.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod srs.pdf (mara oOpamieHus:
21.06.2018). [D5eKTpOHHBIHI pecypc] - Pexxum JOCTYyTIA:

http://keva.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod srs.pdf (mara oOpamieHus:
22.06.2018).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS 1JIs1 JIMI C OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
WHBAJIUI0B

Y4eOHO-MeTOqMUeCKrue MaTeprabl sl CAaMOCTOSTEIbHON U ayTUTOpHOM paboThl 0Oyyaromumxcs
U3 YMCIIa JIUI] C OTPaHMYEHHBIMI BO3MOKHOCTSIMU 3I0POBBSI 1 MHBAJHJIOB MPEIOCTABISIOTCS B (opMax,
a/IalITUPOBAHHBIX K OTPAaHMYEHUSM UX 3/I0POBbS U BOCIIPUATHUS HH(DOpMAIIHH.

JL1s1 I ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B [e4aTHOU (hopMe yBETUYEHHBIM MIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou opme.

J1s1 1ML ¢ HAapyIIeHUsIMM ONIOPHO-ABUIaTe/IbHOI0 annapara:
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— B (hOpMeE IIIEKTPOHHOTO TIOKYMCHTA;
- B IIe4aTHOU hopme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI

1. https://lib.tusur.ru/

2. https://edu.tusur.ru/

3. Pexomennyercs ucnonp30BaTh MH(OPMALMOHHBIE, CIIPAaBOYHbIE U HOPMAaTHUBHbIE Oasbl JaH-
HBIX https:/lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TEXHHYECKOe o0ecneyeHrue JUCHUILIMHBI U TpedyeMoe MpPorpaMMHoe
o0ecneyenmne

13.1. O6uue TpeGOBaHNA K MATEPHAJIBHO-TEXHUYECKOMY H IIPOIPAMMHOMY 00ecrie4eHHI0
AUCHMILTAHBI

13.1.1. MaTepuaibHO-TEXHMYECKOE M MPOrpaMMHOe olecriedeHne IS JeKIIHOHHBIX 3aHATHI
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHAWBUYaJIbHBIX KOHCYJAbTALIUH, TE-
KYILEro KOHTPOJIS U MPOMEXKYTOUHON aTTeCTAallMU UCTIONb3YyeTcs yueOHasi ayIUTOpUs ¢ KOTUUYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHoIl meOenbio. MMeroTes
JIEMOHCTpalMOHHOE 000pyA0BaHKHE U yueOHO-HAITIIIHbIE TOCOOMs, 0OecIeunBaroIie TeMaTHIeCKue Ui-
JIIOCTPALIMHU IO JIEKLIMOHHBIM pa3ieiaM JUCIUIUINHBI.

13.1.2. MaTepuaJIbHO-TeXHUYECKOE U NIPOrPAMMHOe o0ecnevyeHue JJisi NPAKTHYECKUX 3aHA T

VYueOHast BerunciuTenpHas nadoparopus / KoMmnbroTepHbIii Kitace

yueOHas ayuTOpHsl 171l IPOBEACHUSI 3aHATHI MPAKTUYECKOro TUIA, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHATHI JJaOOPATOPHOTO TUIIA, TIOMEIIEHHE JUIsI KyPCOBOTO MPOSKTUPOBAHUS (BBIMOJIHEHHUS KYp-
COBBIX Pa0OT), MOMEUICHHE JIJIsl TPOBEJCHUSI TPYIIOBBIX U MHANBUAYAIbHBIX KOHCYJIbTAIU, TOMEIIEHNE
JUTSL IPOBE/ICHUS TEKYIIETO KOHTPOJISL U IPOMEKYTOYHOH aTTeCTalluu, IOMEIIEHHE I CaMOCTOSTEIbHOM
paboThI

634034, Tomckas o6macts, T. Tomck, Bepmmauna ynuua, a. 74, 435 ayn.

Ornucanue UMeroIIerocs 000pyI0BaHUS:

- Pabouas cranuus Aquarius Pro P30S79 Intel Core 17/4 I'0;

- RAM/500I'6 HDD/LAN (10 mt.);

- [Ipoextop ACER X125H DLP;

- Konauimonep;

- Bugeokamepa (2 mir.);

- Touka noctyna WiFi;

- Kommuiekt cienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecto npenogaBares.

ITporpaMMHoO€e obecrieueHue:

— Microsoft Windows 7 Pro

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne 1JIs J1adopaTopHbIX padoT

VYueOHas BerurcIuTeNbHAs JabopaTopus / KoMmbroTepHBIN Ki1ace

yueOHasi ayTUTOpus JJIsl IPOBEICHHs 3aHIATUI PAKTUYECKOrO THIA, yuyeOHast ayUTOpHUs IS TIPO-
BEJICHUSI 3aHATUHN Ja00paTOPHOTrO TUIIA, TOMEIEHHE JJI1 KypCOBOI'O MPOEKTUPOBAHHUS (BBIIIOJHEHUS Kyp-
COBBIX pa0oT), MOMEIIEHHE [yl IPOBEACHUS TPYIIOBBIX U WHAMBUIYATbHBIX KOHCYIbTAIIUN, TOMEIEHUE
JUTSL IPOBE/ICHUS TEKYIIETO KOHTPOJIS U POMEXYTOUHOM aTTeCTalllH, IIOMEIIEHNE ISl CAMOCTOSITETbHOM
paboThI

634034, Tomckas obnacts, T. Tomck, Bepmuauna ynwuia, n. 74, 435 ayn.

Onucanue uMeronierocs 000pya0BaHuUs:

- PaGouas cranuusa Aquarius Pro P30S79 Intel Core 17/4 1°6;

- RAM/500I'6 HDD/LAN (10 mt.);

- IIpoextop ACER X125H DLP;

- Kongunmonep;

- Buneoxawmepa (2 mr.);
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- Touka nocryma WiFi;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;
- PaGouee mecto mpenogaBarens.

[IporpammHuoe obGecrieueHue He TpeOyeTcs.

13.1.4. MaTrepuaJbHO-TEXHHYECKOE H MIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON PadoThI
s camocTosTeNnbHOM pabOThl HCMONB3YIOTCA yYeOHblE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),
PacCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, 1. 40, 233 ayn.;
- 634045, Tomckast o6nacTb, T. Tomck, yi. Kpacnoapmetiickas, a. 146, 201 ayn.;
- 634034, Tomckast 06macTh, r. Tomck, Bepmmanna ynmuua, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepimmanna ynuia, 1. 74, 207 aya.

CoctaB 000pyI0BaHUSA:

- yueOHast MmebOerb;

- koMnbroTepsl ki1acca He Huke [IDBM INTEL Celeron D336 2.8 T, - 5 wiT.;

- KOMIBIOTEPHI MOJKIIOUYEHbI K ceTh «/HTepHeT» U 00ecrneynBaroT JOCTYI B AJIEKTPOHHYIO HH-
(dbopMaLnoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[Tepedens nporpaMMHOro obecredeHus:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qyigs Windows;
- 7-Zip;

- Google Chrome.

13.2. MatepuajbHO-TeXHHYeCKOe o0ecniedeHre TUCHUTIIUHBI IS JIUI C OTPAHUYeHHBIMH
BO3MOKHOCTSIMH 310POBbsI 1 HHBAJIN/10B

OcBoeHME NUCUUIUIMHBI JIMIAMU C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10pPOBbS U WHBAJIUIaMHU
OCYILIECTBIISETCS C UCIOIb30BAHUEM CPEJCTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYEHUS.

[Tpu 3aHATHAX ¢ 00yUYaAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa [IPEeTyCMOTPEHO UCIOIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUUYECKUX CPEACTB IpueMa/mepena-
yl yueOHOI nH(OpMaLuy B JOCTYNHBIX (pOpMax, MOOMIIbHOM cUCTEMBI MIPenoAaBaHus sl 00ydarouxcs
C MHBAJIUJAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOM cHCTEMBbI. YueOHas ayTuTopusi, B KOTOPOW 3aHUMAIOTCS
oOyyaroniyecsi ¢ HapylleHUEM cllyxa, 000py/l0BaHa KOMIIBIOTEPHON TEXHHUKOM, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOMU, SJIEKTPOHHOMU JOCKOU, MYJIbTUMEAUMUHONU CUCTEMOM.

[Tpu 3aHATHAX ¢ OOYyUYAIOLIUMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPEyCMOTPEHO UCIIOJIb30BaHUE B
JIEKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX OOBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJaifjla Ha 3KpaHe) MpU IOMOIIY BUCOYBEITUUUTENEH JIJ1s1 KOM(POPTHOrO IPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMUCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPaTa HCIOJIb-
3YIOTCS aJIbTepHAaTUBHbIE YCTPOMCTBA BBOAA HH(OPMAIIUKU U IpYTHe TEXHUUECKHUE CPe/ICTBA IpreMa/mepe-
Jau yuyeOHOM MHpOpMaluy B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbl OOyUeHUs JUIs JIoJel ¢ UHBaA-
JUIHOCTBIO.

14. OneHoYHbIE MATEPHAJIBI M METOAUYECKHE PEKOMEHIAIMN 110 OPraHu3alu U3yYeHUs!
JUCHUILINHBI

14.1. Conep:xaHue OLEHOYHbIX MATEPHAJIOB U METOUYECKHE PEKOMEHAIlUN
st otieHKH cTeneHu c(hOPMUPOBAHHOCTH U YPOBHSI OCBOCHHSI 3aKPEIUICHHBIX 32 AUCIMILTUHON
KOMIIETEHITUI MCTIONB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBBI€E 3aaHuSs
1. Kakast 3 HIKENEepeunucIeHHbIX 3a/1a4, U3JI0XKEeHHbIX B JlokTpuHe nH(pOpMallMoHHON Oe3omac-
Hoctu Poccuiickoit deneparuu, He OTHOCUTCA K 3aJladaM TOCYIaPCTBEHHBIX OPraHOB B PaMKax JEsTENb-
HOCTH 110 00ecTieueHNI0 HHPOPMAIIMOHHOM 0€30MacHOCTH:
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a) obecrieueHue 3alIUThI PaB U 3aKOHHBIX WHTEPECOB IPAXKAAH U OpraHu3aluii B MHQOpMaIMOH-
HOM cdepe;

b) omeHka cocTossHUS WHPOPMALMOHHONW 0€30MacHOCTH, MPOTHO3UPOBAHUE U OOHAPY)KEHUE WH-
(OpPMAIIMOHHBIX YTPO3, OTPEIEICHNE MPUOPUTETHBIX HANPABICHUIH UX MPEIOTBPAIICHHUS W JIMKBHIAIMA
MOCTICICTBUI UX MIPOSIBIICHUS,

C) TUTAaHUPOBAHUE U pa3paboTKa Mep MO MPOBEACHUIO KHOEppa3BeI0BATEIbLHBIX ONIEPAIIHii;

d) opranuzanus nesATENIbHOCTH U KOOPAWHAIMS B3aMMOJEHCTBHS cuil obecrieueHust MHGopMaIy-
OHHOM 0€301TaCHOCTH, COBEPIICHCTBOBAHUE MX MPABOBOT'0, OPraHU3alMOHHOTO, ONIEPATHBHO-PA3bICKHOTO,
pa3BeIbIBATENILHOTO, KOHTPPa3BEAbIBATEILHOTO, HAYYHO-TEXHUUECKOr0, HHPOPMAITHOHHO-aHATUTHYECKO-
0, KaJpOBOTO ¥ SKOHOMUYECKOT0 00ECTICUCHHUST;

2. B crangapte CIIA "Kputepuu OnEeHKH rapaHTHPOBAHO 3alIUIIEHHBIX BBIYUCIUTEIBHBIX CH-
CTeM B UHTepecax MHHUCTepcTBa 000poHbI CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHUH, KOTOPHIM
OTBEYAIOT AaBTOMATU3WPOBAHHBIE CUCTEMBI, OHH pa3ZelieHbl Ha... a

) 5 K71accoB;

b) 4 rpynmsr;

¢) 3 MHOXKECTBA;

d) 2 moarpynmsl.

3. YTOo M3 HMXKENEPEUNCIEHHOIO HE OTHOCUTCS K IIEPEUHIO CBEICHUH KOH(PUICHIINAIBHOTO Xapak-
Tepa, yrBepaxaeHHoro [Ipesnnentom Poccuiickoit denepanun?

a) Ciy)xeOHble CBECHM, JOCTYNl K KOTOPBIM OTPAaHUYEH OpraHaMu IOCYJapCTBEHHOM BJIACTH B
cooTtBeTcTBUU ¢ ['parknanckum konekcom Poccuiickoii denepanuu u GpenepalbHBIME 3aKOHAMH (CITyKeO-
Hasl TaliHa);

b) 3amuiiaembie roCy1apcTBOM CBEACHUS B 001aCTH €ro BOCHHOM, BHEITHETIOIMTHUECKON, IKOHO-
MHYECKOM, pa3BebIBATEIbHOM, KOHTPPA3BEIbIBATEILHON U ONEPATUBHO-PO3BICKHON JEATEIIBHOCTH, pac-
NPOCTpaHEHHE KOTOPHIX MOXKET HaHeCTH yiiepo 6e3onacHoct Poccuiickoit denepanmu;

c¢) Ceenenus, cBsi3aHHbIE C IPOPECCHOHATIBHON JESITEIbHOCTBIO, TOCTYI K KOTOPBIM OIpaHUYEH B
cootBercTBUM ¢ Konctutynuei Poccuiickoit deneparyu u (eaepalbHBIMU 3aKOHaMU (BpaueOHasi, HOTa-
pHuanbHasl, aJBOKATCKas TaiiHa, TailHa Mepenucku, Tele(OHHBIX MEPEroBOPOB, MOYTOBBIX OTIIPABIECHUH,
TeserpadHbIX WIM UHBIX COOOILEHUH 1 Tak Janee);

4. Crannapt CIIA «Kpurtepun olieHKH rapaHTUPOBAHO 3aLIUILEHHBIX BEIUNCIUTEIbHBIX CUCTEM B
uHTepecax MmuHucrepcTBa 000ponsl CIIIA» Ha3bIBaIOT ...

a) «Kentoit KHUTOI»;

b) «OpaHXKeBbIM TOKYMEHTOM;

¢) «OpaHXkeBOI KHUTOW»;

d) «kKpacHbIM ciuckom».

5. Monens yrpo3 6e3omacHocTH HH(pOpMAIIUK HE BKIIFOYAET B ceOsl:

a) Onucanue MH(POPMAITMOHHON CHUCTEMBI M €€ CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHK;

b) Onmcanue yrpo3 6e30macHOCTH HHPOPMAIINH;

¢) Onucanue BO3MOXKHOCTEN HapylIUTENeH (MOEIb HAPYILIUTEINS), BOBMOXKHBIX ySA3BUMOCTEH MH-
(GhOpMaIOHHON CUCTEMBI;

d) Cranuu (3Tansl paboT) cO3aHus CUCTEMBI 3alIUThl HH(POPMALMOHHOW CUCTEMBI.

6. Ilpu MakeTUpPOBAaHMM U TECTUPOBAHHH CHUCTEMBbI 3aIUTHl UHPOPMAIMK HUH(OPMALIMOHHON CH-
CTEMBI B TOM YHUCJIE OCYIIECTBISIOTCS:

a) [IpoBepka pabOTOCIIOCOOHOCTH U COBMECTHUMOCTH BBIOPAHHBIX CPEICTB 3aLIUTHI MH(OPMALUN
¢ MH(OPMAIIMOHHBIMU TEXHOJIOTUSIMH ¥ TEXHHYECKHUMHU CPEJICTBAMH;

b) YcraHoBKa cpeCTB MOHUTOPHHTA CETEBOW HHPPACTPYKTYPHI;

c¢) Pa3paboTka TOKYMEHTOB, ONPEACIAIONINX HpaBHia M MPOLETYPhl, pealnu3yeMble OIepaTopoM
JUIs 00eCTIeYeHU s 3aIUThl HPOPMALUU B HH(OPMALIMOHHOM CUCTEME B XOZIE €€ SKCIUTyaTalliH;

d) Baenpenune NOKyMEHTOB, peTJIAMEHTHPYIOIIUX OPraHMW3aI[MOHHBIE MEpPHI 0 3aIuTe HH(pOpMa-
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LHH;

7. Meroguueckuit nokymeHT ®CTOK Poccun «Meroauka onpeneneHus 0e30macHOCTH HHPOpMa-
UM B UHPOPMALMOHHBIX CUCTEMAX)» PUMEHSETCS COBMECTHO C:

a) basoii manHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHOM ciayx0oi 6e3omacHocTH Poccwmii-
ckon denepanuu

b) bankom maHHBIX yrpo3 Oe3omacHocTd uHpopmanuu, chopmupoBanHeiM OCTOK Poccun
(ubi.fstec.ru);

¢) O6menocTynHoi 0a30ii JaHHBIX KOMITBIOTEPHBIX YIPO3;

d) [Tepeunem cBeneHMI KOH(PHUICHIIMAIBHOTO XapaKTepa.

8. AHanu3 ysa3BUMOCTEH HH(GOPMAIIMOHHON CUCTEMBI IIPOBOIUTCS B IEIIAX:

a) O1leHKH BO3MOYKHOCTH MPEOOJICHUS HApYIIUTENIEM CUCTEMBI 3aIUThl HH(popManuu nHpopma-
IIMOHHOM CHCTEMBbI 1 MPEIOTBPAILECHHS PEATN3aIiH yIpo3 0e30MacHOCTH HH(POPMAIIHH;

b) Onenku 3¢ HEKTUBHOCTH UCIIOIB30BAHUS MOJIMTHK pa3rPaHUYEHUs TOCTYIIA;

¢) OnTuMH3anuy IPOU3BOAUTEIHHOCTH MPOrPaMMHO-AINTIAPaTHBIX CPEACTB 3alIUThHI HH(pOopManuy;

d) CermenTanuu MHPOPMAITIOHHON CHCTEMBI.

9. CucreMHBIN nmponece MnoJyuCHUs 06’[)€KTI/IBHI>IX Ka4€CTBCHHBIX W KOJIMYCCTBCHHBIX OILICHOK O
TEKYIIIEM COCTOSHUM HWH()OPMAIMOHHOW O€30MacHOCTH KOMITAHWH B COOTBETCTBHH C ONPEACIEHHBIMU
KPUTCPUAMU U MMOKA3ATCIIAMU 6€3OHaCHOCTI/I Ha3bIBACTCA:

a) Arrecranus;

b) Aymur;

¢) Ceprudukanms;

d) ITenrecr.

10. Yto u3 HWKCTICPCUHUCIICHHOTO HC OTHOCHUTCA K MCXKAYHAPOAHBIM MCTOAUKAM IPOBCIACHUS TC-
CTHPOBAHUSI HA MPOHUKHOBEHHWE, OPUEHTHPOBAHHBIX Ha MOJCITHPOBAHUE aTaK, HANIPABJICHHBIX Ha CETE-
BYIO HH)PACTPYKTYPY OpraHU3aIHu:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AGctpakTHOe (popManu3oBaHHOE WM HE(POPMATU30BAHHOE) ONMMCAHUE HAPYIIUTENS MPABUI
pa3rpaHUYCHHS TOCTYTIA Ha3bIBACTCS:

a) XapaKTepUCTHKA HAPYILIUTEIS;

b) Moaens HapymIuTeNs;

c¢) Crenapuii HapyLuTeNs;

d) Monens UCTOYHUKOB YTPO3.

12. Kakoe u3 HMKENEpEeUnCICHHBIX HANPABICHU HE OTHOCUTCS K aTTeCTallid 00BEKTOB HH(MOP-
MaTH3aI|H 110 TPEOOBAHUAM O€30MaACHOCTH HHPOPMAIIUH

a) Atrectamys aBTOMAaTU3HUPOBAHHBIX CHCTEM, CPEACTB CBS3H, 00pabOTKM W mepenaun nHpopma-
Luy;

b) ATrectanus noMeueHuni, npeaHa3HavYeHHbIX 1 BeJeHHs KOHPUACHIINAIbHBIX IEPErOBOPOB;

¢) ATrecTtanus paboYux MECT C LIEbIO OLICHKH YCIOBUU TPYyAa;

d) AtTecTanus TEXHUYECKUX CPEICTB, YCTAHOBJICHHBIX B BBIJACIEHHBIX MOMEIIEHUAX U 3allulllae-
MBIX TTIOMEIICHHUSIX.

13. Crpaterust (MeTo) TECTHPOBAaHUS (DYHKIIMOHAIBLHOTO MOBEACHUS 00BEKTa (IIPOrpamMMBbl, CH-
CTEMBbI) C TOUKH 3PEHUS] BHEIIHETO MUPA, IIPU KOTOPOM HE MCIIOJIb3YETCsl 3HAHNUE O BHYTPEHHEM YCTPOM -
CTBE TECTHPYEMOTO 00bEKTa

a) TecTupoBeHNE YEPHOTO SIIIUKA;
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b) TectupoBaHue OEIOTO AMUKA;
¢) TecTupoBaHue KPaCHOTO SIIUKA,
d) TecTupoBaHue HEU3BECTHOTO SIIUKA.

14. Meroauka TecTUpOBaHMs Ha IPOHUKHOBEHUE HA3BIBAETCSA:
a) Aynur;

b) Ilenrecr;

¢) Honeypot;

d) Metasploit.

15. Yto u3 HIDKENEPEUNCIEHHOTO HE OTHOCUTCS K ATally aHaln3a pUCKOB MH(DOpMAIMOHHON Oe3-
ONaCHOCTH:

a) [TocTpoenune Mozenu HapyUIIUTE;

b) Unentudukaius pecypcos;

¢) Unentuduxanus 6uzHec-rpeboBaHni U TpeOOBAHUI 3aKOHOATEIHCTBA, IPUMEHUMBIX K HICH-
TUGUIMPOBAHHBIM pecypcam;

d) OnenuBanue UACHTU(OUIIUPOBAHHBIX PECYPCOB C YUETOM BBISABICHHBIX OM3HEC TpeOOBaHUN U
TpeOOBaHUI 3aKOHOJATENbCTBA, a TAKXKE MOCIEACTBUI HApYIIEeHNUs UX KOH(QUAESHIUAIBHOCTH, LIEIOCTHO-
CTH U IOCTYIHOCTH.

16. Kakast yrpo3a 0e3omacHocT HHPOPMAIUH ABISETCSA IPEAHAMEPEHHON ?
a) OmmOKku nmepcoHana;

b) Cooit mporpaMmMHOTO 00eCTICUeHUS;

¢) Ganbcudukanys, MoaaeIKa JOKyMEHTOB;

d) OTKpBITHE 3TEKTPOHHOTO MHCbMA, COJIEPKAILETO BUPYC.

17. TeppuTopusi BOKPYT MOMEIIEHU aBTOMAaTU3UPOBAHHON CUCTEMBI 00pabOTKH JaHHBIX, KOTOpast
HENPEPHIBHO KOHTPOJIUPYETCS MEPCOHATIOM WIIM CPEACTBAMU aBTOMATU3MPOBAHHOW CHUCTEMBbI 00pabOTKU
JTAHHBIX Ha3bIBACTCH ...

a) Hexontponupyemoii 30HO#

b) 30H0#i MOMeleHN aBTOMAaTH3UPOBAHHOM CUCTEMBI

¢) 30H0i1 06a3 MTaHHBIX 3aITUIIIAEMON CUCTEMBI

d) 30HO# KOHTPOJIHPYEMON TEPPUTOPHH.

18. Yrpo3a nuBepcun OTHOCUTCH K ...

a) CyObeKTUBHOM TIPETHAMEPECHHON MTPUYMHE HAPYIICHUS IIEIOCTHOCTH WH(OPMAIIHH;
b) CyObeKkTUBHON HETpeIHAMEPEHHOM MPUYUHE HAPYILIECHHS LEIOCTHOCTH HH(POpMALINH;
¢) OOBEeKTHBHOW HEMPeTHAMEPECHHOW MPUYNHE HAPYIIICHUS 1IEJTOCTHOCTH HH(POPMAITUH;
d) OOBEeKTUBHOM NTpeJHAMEPEHHOW MPUYHHE HAPYIICHHUS [IETOCTHOCTH HH(POPMAIIUH.

19. IlepexBar gaHHBIX SBISETCS YIPO3OM:
a) JloctynmHocTH;

b) KondunennuanpHOCTH;

¢) llenoctHocTy;

d) HocroBepHOCTH.

20. IIponomxwute Te3uc BepHo: Kiacc 3anau «JlerennupoBanue» 1o 3amure HHPOPMAIUH. . .

a) He cymectsyer;

b) [ToTepsis1 akTyanbHOCTH B CBSI3U C MEPEXOJOM Ha HOBBIE CTAHAAPThl CHMMETPUYHBIX KPUIITOCH-
CTEM;

c¢) [Ipennonaraer BKJIIOYEHHE B COCTaB 3JIEMEHTOB CHCTEMBbI 00pabOTKH MH(pOpPMALUU JOTOTHHU -
TEJIbHBIX KOMIIOHEHTOB;

d) O6bpenunseT 3a7aun M0 0OECIICUESHHUIO MTOTYUEHHS 3II0YMBIIIIJICHHUKOM UCKaKeHHOTO MPEICTaB-
JIEHU O XapaKTepe U NpeAHa3HaueHUH 00BEKTA.
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21. Puck nHpOopManmMoOHHON 6€30ITaCHOCTH 3TO

a) Uucino ys3BUMOCTEN B CHCTEME;

b) OTHOIIEHNE CTOUMOCTH CHUCTEMBI 3aIIIUThI K BEPOSTHOCTH €€ «IIPOCTOS;

c¢) Couetanue BEpOSTHOCTH yrpo3bl HHPOPMALMOHHOW 0€30IacCHOCTH M MOCIEICTBUMA €€ HacTyII-
JICHMS;

d) OneHka CTOMMOCTH 3aIIUTHBIX CPEICTB.

22. COBOKYNHOCTb YCJIOBUH U (DaKTOPOB, ONPENENAIONMX MOTEHIIMAIbHYIO UM PEalbHO CyIIe-
CTBYIOIILYIO OITACHOCTh HApYIIEHUsI KOH(QUAECHIUAIBHOCTH, LIEIOCTHOCTH, TOCTYITHOCTH UH(OpMALIUU Ha-
3bIBaCTCA ...

a) Yrpo30ii 6€30MacHOCTH;

b) KomnbroTepHoii 6€30MacHOCTHIO;

¢) AHanu30oM yrpos;

d) Atakoii Ha UH()OPMAITMOHHYIO CUCTEMY.

23. Y10 U3 NepeyrCcIeHHOro IPOUCXOIUT MpH Ucnoib3oBaHud RAID-maccuBoB?
a) [IpousBoauTcs moHOE MU pPOBaHUE TaHHBIX

b) ObecneunBaercs 60see BBICOKHI YPOBEHb 3allIUTHI OT BUPYCOB

¢) [loBblmmaercst HAAEKHOCTb XPaHEHUS JAHHBIX

d) YBennuuBaeTcs MakCUMaibHask MPOITYCKHAs CIIOCOOHOCTh CETH

24. 3aKII0YUTENIbHBIM TAllOM [MOCTPOCHUS! CUCTEMBI 3AIUTHI SBISETCS ...
a) AHanu3 ysI3BUMBIX MECT;

b) [TnanupoBanue;

c¢) Ob6cnenoBanue;

d) CompoBoxaeHHeE.

25. Yro 13 NepeurcIeHHOro He UCTIONb3YyeTcs B OMOMETPHUECKON ayTeHTH(PUKauu?
a) PucyHok manwiisipHOTO y30pa;

b) KnaBuarypHslii mouepk;

¢) [ImactukoBas kapTa ¢ MAarHUTHOM TOJIOCOM;

d) PagyxHas o6onouka riasa.

26. K kakoif mozncucreMe He MpeabaBIsioTcs TpeOoBanus B PykoBomsmem nokymenrte «Kmaccu-
(duKamys aBTOMaTU3UPOBAHHBIX CUCTEM W TPEOOBAHMIA 110 3a1IUTe HHHOPMAITII?

a) yIpaBJIEHUs JOCTYIIOM;

b) peructpamnyu u y4eTta;

C) TEXHUYECKOW 3aIlUThl HHPOPMALIUY;

d) obecrnieueHHs 1IETOCTHOCTH.

27. 3amura uHGOpPMAITUHU ITO:

a) JleaTenbHOCTD TIO MPEIOTBPAILICHHIO YTEUKH MHPOPMAIIUH, HECAHKIIMOHUPOBAHHBIX U HENPE -
HaMEpPEHHBIX BO3JCHCTBUI Ha HEE,

b) CoBOKYITHOCTb MpaBuJI, PETJIAMEHTUPYIOIIUX MOPSIOK U YCIOBUSA TOCTyNA CyOBbEeKTa K HH(OP-
Malll{ ¥ €€ HOCUTEIISM;

¢) [Iponecc cbopa, HakomeHst, 00pabOTKU, XpaHEHUsI, paclpeesieH s ¥ TOMCKa HH(OpMaIIUH;

d) ITomydyenne cyObEKTOM BO3MOYKHOCTH O3HAKOMJICHHS ¢ HH(pOpMaIlUel, B TOM YHCIIE MPU TOMO-
1A TEXHUYECKUX CPEICTB.

28. Yposens 6e3omnacHoctu C, cornacHo "OpaHxkeBoi KHHUre", XapaKTepu3yeTcs:
a) OTcyTCTBHEM YIPABICHHUS JOCTYIIOM.

b) [Ipon3BOIBLHBIM YIPABICHUEM JOCTYIIOM;

¢) [IpuHyMTeIbHBIM yIIpaBIeHUEM JOCTYIIOM;
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d) Bepudummpyemoii 6€301macHOCTBIO.

29. CBOICTBO AOCTYIHOCTHU AOCTUTAETCA 3a CYET IPUMEHEHUS MEp, HAlIPABJIECHHBIX HA MTOBBIILE
HHE:

a) AyTeHTUYHOCTH;

b) HenpotuBopeunBocTy;

¢) OTKa30yCcTONYMBOCTH;

d) HeotkazyemocTtu.

30. KakuM TepMHHOM Ha3bIBACTCS 3aIIUIIAEMbIE TOCYIAPCTBOM CBEJICHHUS B 00JIACTH €T0 BOCHHOM,
BHEIIHEIIOJIMTUYECKON, JKOHOMUYECKOU, Pa3BEIbIBATEIILHOM, KOHTPPA3BEAbIBATEILHON U ONIEPAaTUBHOPO-
3BICKHOM JIEATEILHOCTH, PACIIPOCTPAHEHUE KOTOPHIX MOXKET HaHEeCTH yiiepO OezonmacHocTH Poccuiickoit
Oenepaunn?

a) Konduaennuanpaas nabopmanms;

b) CekpeTHas uHpopmanus;

¢) Boennas Taiina;

d) l'ocynapcTBeHHas TaiiHa.

31. [Tony4yenue nocryna K HHPOpPMAIUH CyOBEKTOM B HapylICHHE ACUCTBYIOIICH MOJIUTUKU pa3-
TPAHUYEHHUS TOCTYyNA HA3bIBAETCH. . .

a) HecaHKIIMOHMPOBAHHBIN JOCTYII;

b) 370yMBITUICHHBINA JTOCTYTI

¢) Hepaspeuiennsiii 10oCTyII;

d) 3anpeTHblii JOCTYII.

32. Kakoii Bug nHGOpMauu He OTHOCHUTCS K KaTeropuu KoHpuaeHInaipbHOW nHpopmarun?
a) Kommepueckas Taiina;

b) Taiina cymonpon3BOACTRA;

c¢) IlepcoHnanbHble TaHHBIE;

d) l'ocymapcTBeHHas TaifHa.

33. Kakum TepMHUHOM (COTJIaCHO 3aKOHOJATeNbCcTBY PD) HaszwiBaeTcs Jr06ast nHGOpMaIus, OTHO-
CSAIIAsICSI K TPSIMO WITM KOCBEHHO OIPEICICHHOMY WJIH ONPeesieMoOMY (DU3HUECKOMY JIUILY?

a) Kondunennuanpaas nHbopmanms;

b) [lepconanbHBIC JaHHEIE;

¢) Mudopmanus mpo JIMIHOCTS;

d) Uudopmarust ¢ orpaHU4eHHBIM JOCTYIIOM.

34. KanaJibl HeCaHKIIMOHUPOBAHHOTO MOTyYeHHU HHPOPMALIMHU CTPYIITUPOBAHHI B. ..
a) 3 kiacca,

b) 4 kmacca;

¢) 7 KJ1accoB;

d) 9 xnaccos.

35. HaGop HOpM, IpaBWII M MPAKTHYECKUX NMPHEMOB, PErYIHPYIOIUX YIIPaBICHUE, 3aIUTY U pac-
NpOCTpaHEHHE IICHHOH WH(POpMAIINH, Ha3bIBACTCS ...

a) Mozenbpro 0e30IMacHOCTH;

b) Meronom mmdpoBanus;

¢) KommprotepHoii 6€3011acHOCTBIO;

d) I[MonuTHkoi 6€30MacHOCTH.

36. O6mas, pykoBosIllas YCTAHOBKA MIPHU OPraHU3alMd U 00ECIeYeHUH COOTBETCTBYIOIIErO BUA

ACATCIIbHOCTH, HAIIPpABJIICHHAA Ha TO, ‘ITOGBI HaI/IGOJICC BaXHBIC LIC]IN STOU ACATCIIbHOCTU AOCTUTAJINCH
npy HanOoJiee PaMOHaIHbHOM PACcXOI0BAHUU HMEIOLIUXCS PECYPCOB — 3TO ...
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a) Muccus;
b) Ctparerus;
c) OyHKIus;
d) IIpomecc.

37. Yto U3 mepeunucIeHHOTO HE SBIICTCS MEJIbIO TIPOBEICHUS ayauTa 0€30MacHOCTH?

a) AHallM3 PUCKOB, CBSI3aHHBIX C BOZMOXKHOCTBIO OCYIIIECTBIICHHUS YyTPO3 OE30MAaCHOCTH B OTHOIIIE-
HUH PECYPCOB CUCTEMBI;

b) BripaboTka pekoMeHIaIHii 10 BHEAPESHUIO HOBBIX U MOBBIIICHUIO Y3PPEKTUBHOCTH CYIIIECTBYIO-
X MEXaHU3MOB 0€30MTACHOCTH CUCTEMBI;

¢) OreHka OymyIero ypoBHsI 3aIIUIIICHHOCTH CUCTEMBI;

d) OneHka COOTBETCTBHS CHCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 00JacTH WH(OpMAIMOHHON
0€30MacHOCTH.

38. Bribepute HeBepHOE yTBepkaeHUE. CUTHATYPHBIN METO/I BHISBICHHS aTaK XapaKTepU3yeTcs:
a) CpaBHEHHEM HCCIIeyeMOro 00BEKTa ¢ paHee U3BECTHBIMH 00pa3IaMu-3TaIOHAMH;

b) CriocoOHOCTHIO OOHAPYKUBATh paHEe HEM3BECTHBIEC aTaKH;

¢) [IpocToToli B HACTPOIKE M IKCILUTYaTAITUH JJII KOHEYHOTO TI0JIb30BaTENsl CUCTEMBI;

d) [TomynsspHOCTHIO HCTIONIL30BAHUS B CUCTEMAX aHTHUBUPYCHOM 3aIUTHI.

39. 3aaun o pe3epBUPOBAHUIO CUCTEMBI 3aIUTHI IESATCS Ha:
a) Terutoe 1 X0OJHOE pe3epPBUPOBAHUE;

b) XonoaHoe u ropsyee pe3epBUPOBAHUE;

¢) benoe u cepoe pesepBupoBanue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mozenb CUCTEMBI C MTOJIHBIM NIEPEKPBITUEM XaPAKTEPU3YETCS CIIELYIOIINM MOJI0KEHUEM:

a) B aBTOoMaTH3uMpOBaHHON CHUCTEME CpPEICTBaMHU 3aAIIMUTHI «IEPEKPHITO» OOJBIIMHCTBO KaHAJIOB
YTEUKH;

b) B Mexanu3Me 3aIUThl JOHKHO COAEPKATHCA M0 KpaliHelH Mepe OJTHO CPENICTBO [Tl IEPEKPHITUS
JT1000T0 MOTEHIMAIBLHO BO3MOXKHOTO KaHalla YTeUKH HH(OpMAIIUH;

¢) B cucreme 3auThl IpUCYTCTBYET TOJIBKO OJTHO CPEACTBO JJISl IEPEKPHITHS BCEX YIpo3 Oe3omac-
HOCTH;

d) ABTOMaTH3UpOBaHHAs CHCTEMA SIBJSIETCSI CUCTEMOM MHOKECTBEHHOTO JJOCTYTIA.

41. UaCTpyMEHTaIbHAS! KOMILIEKCHOCTD B chepe HHPOpMaITMOHHOW 0€301MacCHOCTH MOApa3yMeBa
eT:

a) HenpepbIBHOCTH OCYIIECTBICHHSI MEPOTIPUSATHIL O 3alIUTe HH(DOPMALIUK;

b) 3ammty nHbOpMaLIMK OT BHEIIHUX M BHYTPEHHUX YTPO3;

¢) UnaTerpanuto Bcex BUAOB U HarpaBieHui b mist mocTHyKeHus MOCTaBICHHBIX 1eJeH;

d) Obecneuenne TpeOyeMOro ypoBHs 3alUTHI BO BCEX 3JEMEHTaX CUCTEMbl 00paboTKH HHPOpMa
LUH.

42. Kakoif TOKyMEHT yCTaHaBIMBAET 11€J1b, 33JIa41 U CTPYKTYpPY CTaHAAPTOB IO 3amuTe nHpopma-
U, 00BETUHSIONINI aCTIEKThl CTAHAPTU3AINN B JAHHON OOACTH U SBJISIFOIIHMIICS OCHOBOTIOIATAIONUM
CTaHJapPTOM B 00JIaCTH 3alTUTHI HH(DOpMAIUK:

a) 'OCT P 52069.0-2013

b) ®3 Nel52 ot 27.07.2006

c¢) [Tocranosnenue IlpaBurensctBa P® Nell9 ot 01.11.2012

d) Konctutynust PO

43. [lesTenbHOCTh MO MOATBEPXKJICHUIO XapaKTEPUCTHK CPEJCTB 3allUThl MH(pOpMauu TpeGoBa-

HUAM TOCYAAPCTBCHHBLIX CTAHAAPTOB WM HWHBIX HOPMATHUBHBIX JOKYMCHTOB IIO 3alllUTC HHq)OpMaHHH,
yTBEpKJIeHHBIX ['ocymapcTBeHHOW TexHuueckoil komuccueit npu Ilpesumaente Poccuiickoit @enepanyn

CornacoeaHa Ha noprane Ne 33539 20



(I'ocTexxomuccuei Poccun) Ha3zbiBaeTcs
a) Atrectanusi CpeJCTB 3aUTh HHGOPMAITUH
b) Ceprudukaryst cpeacTB 3aUThl HHQOpMAIUU
¢) KomriekcHoe TecTupoBaHUE CPEJICTB 3aIUTH HHGOPMAITHHI
d) BeiGopka cpencTB 3amuThl HHPOPMAITUH

44. ITonoxenus PenepanbHoro 3akoHa Nel49 ot 27.06.2006 He paciipocTpaHSIIOTCS Ha:

a) OTHOUIEHHUs, BO3HUKAIOUIME IPU OCYILECTBIECHUM IIpaBa Ha IOMCK, MOJy4YEeHHE, Nepenauy,
MPOM3BOJCTBO U PACIPOCTpaHEHHE HHPOPMALINY;

b) OTHOIIEHNS, BOZHUKAIONINE TTPU MPUMEHEHUH HH(POPMAITMOHHBIX TEXHOJIOTHI;

¢) OTHOIIEHUS, BOZHUKAIOIINE IPU 00ECTIEYSHUH 3aIlUThl HH(POpMaIK

d) OTHoOmIEHUs, BOSHUKAIOLIME NP MPAaBOBOM OXpaHE Pe3y/bTATOB MHTEIUIEKTYaJbHON AEATeNb-
HOCTH ¥ MIPUPABHEHHBIX K HUM CPEJCTB WHAWBUIYAIU3ALUN

14.1.2. Dx3aMeHALIHOHHBbIE BONPOCHI

1. OcHOBHBIE PETYIATOPBI

2. OcHOBHBIE HOPMAaTHBHO-IIPABOBBIE AKThI

3. Onpenenenus: uuopmanus, 6e30nacHOCTh HHPOPMAIMH, 3alUTa HH(OpPMaLUKU, HH(OPMAIH -
OHHas 6€30MacHOCTb, UHPOPMALIMOHHBIN MPOLIECC, TOKYMEHT, HOCUTEIIb

4. CoiicTBa nH(popMauu

5. Buzbl uHpopManuu 1 UX ONpeaeieHus

6. l'ocynapcTBeHnHas TaiiHa

7. Onpenenenus: yrpossl, HECAHKIIMOHUPOBAHHBIN JOCTYII.

8. ®opmbl npeacTaBIeHUs HHPOPMALIUU

9. Knaccuduxanus yrpo3

10. Crioco0OsI peanuzainuu yrpos

11. Onpenenenus: 3amuiiaeMast HHGpopMarys, J0CTyI, TOMYCK, YSI3BUMOCTb, C3H...

12. Buap! 3amutsl H”HPOpMaLMK

13. KoHCTUTYLIMOHHBIE OCHOBBI B HH(OpMALIMOHHOH chepe

14. Joxtpuna Ub P® (cocraBistoniyie HaMOHAIbHBIX HHTEpecOB PD)

15. @3 «O6 undopmanyu, HHGOPMAILIMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE UHPOPMALUID)

16. Ilpectynnenus B unpopmanuonHoi chepe (YK)

17. 3agaun opranuzannoHHOro odecneuenus 31

18. Ynpasnenue b

19. Mozens yrpo3 1 MOAEIb HAPYLLIUTEIS

20. Cno>xHOCTH B paboTe € MEPCOHAIOM

21. Knaccuduxanus mHCallAEpCKUX yrpo3

22. ConmanpHasi MUHXEHEPHS

23. Onpenenenus (nporpammuo-anmnaparias 31): CBT, noctymn, nomnyck, HaeHTU(UKALMS, ayTeH-
TuduKanus

24. JIncKpeMOHHOE U MaHJATHOE YIIPaBJIEHUE JOCTYIIOM

25. Cepruduxanus

26. I'pynnsl knnaccoB 3amuieHHoctd AC or HCJL

27. MexceteBoli skpaH, antuBupyc, COB

28. Kpunrorpaduueckoe npeodpazoBanue, 3amuppoBaHue, pacindpoBaHue.

29. Xou-pyHKIMS U ee CBOWCTBa

30. DnexTpoHHAas NOAIUCH

14.1.3. Tembl HHANBUAYAJTbHBIX 321aHUI
Bp16path 00BEKT 3aIMTHl U3 HIDKETIPUBEICHHOTO CIHCKA

I[J'ISI BBI6paHH01"0 o0BeKTa IMPOBECTHU aHAJIU3 3allIUIIICHHOCTH.

Jlyist BBIOpaHHOTO B paMKax MPEABLAYIIETO 3a/laHusi 00BEKTa MPOBECTH Pa3padOTKy (YCOBEPIICH-
CTBOBaHHE) CHCTEMBI 3aIIIHTHI.
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14.1.4. Tembl KOHTPOJILHBIX padoT
1. OcHOBHBIC MOHATHS HHPOPMAITMOHHOMN Oe3omacHOoCTH. OpraHnu3aIMOHHO-TIPaBOBOE o0ecreye-
HHUE HH(POPMALIMOHHON OE301TaCHOCTH.
2. Ounenka puckoB. [IporpamMMHoO-anmapaTHbeie CpeCTBA 3alTUTH HHPOPMAITUH.
3. INonmuTHka 6e3onacHOCTH. MeHEHKMEHT HH(POPMAITMOHHOHN 0€30MaCHOCTH.

14.1.5. Tembl 1a00paTOpHBIX padoT
3amuTa NepCcoOHANbHBIX JAHHBIX U KOMMEPUYECKON TallHbI
[Tonutuka 6€30MaCHOCTH U MHCTPYKIUH JUIS COTPYIHUKOB MPEIIPUATHS
OrneHka prucKkoB HH(MOOPMAITMOHHON O€30MaCHOCTH
3amuTa KOMObIOTEPHON MH(OpMALMK Ha YPOBHE JOCTYIA B CUCTEMY
3amuTa OT aTak I10 JIOKAIbHBIM U [NI00aJIbHBIM CETSIM
3amuTa ot BperoHocHoro [10
Wcnonp3oBanue mm@ppoBaHUst 7151 3aIIATHI TaHHBIX
Pa3paboTka cucTeMbl 3alUThI IPEAIPUATHS

14.2. TpeﬁoBaHnﬂ K OICHOYHBIM MaTepuajgamMm AJd JUll ¢ OrPpaHHYCHHBIMHA BO3MOKHOCTAMU
310PpOBbS U UHBAJIUA0B
I[J'IH JijI ¢ OrpaHM4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIMAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIBHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHb KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6J'H/IIIa 14 — I[OHOJ'IHI/ITeJ'II)HBIe MaTtepuajibl OLUCHUBAHUA AJIA JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunnl TOIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHalioB pe3yJIbTaTOB O0y4YCHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHBIE
paboThI, BOIIPOCHI K 3a4E€TY,
KOHTPOJbHBIE Pa0OTHI

C HapymieHusiMu
ciyxa

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C napymenussmu | CobecenioBaHme o BOIpocaM K 3a4eTy, | [IpenMyIiecTBeHHO yCTHas IpoBepKa

3peHus ONpOC IO TEPMHUHAM (MHIUBUYaJIbHO)
C HapyuieHusMu Pemienne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBEHHO 1MCTaHIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSATENIbHbIE PaOOTHI, BOIPOCHI K METO/laMH
anmapara 3a4eTy
C orpanunueHusiMu 1o | TecTbl, TUCbMEHHBIE CAMOCTOSITENILHBIE [IpenmymiecTBEHHO IPOBEPKA
o0IIeMeTUIIUTHCKIM paloThl, BONIPOCHI K 3a4eTy, METO/IaMH UCXOJSl U3 COCTOSIHUSA
MIOKa3aHUsIM KOHTPOJIbHBIE Pa0OTHI, YCTHBIE OTBETHI | 00YYaloIlIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckune peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM JIsl JTUI ¢ OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYCHHBIME BO3MOXKHOCTSIMH 37I0POBbSI U MHBAIHIOB IPEIyCMAaTPUBACTCS 10-
cTymnHas (hopMma Mpea0CTaBICHUS 3aJaHUH OIIEHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUs BCIYX;

- NPEOCTaBJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTrpaHWYEHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 Takux 00ydaromuxcs mpeycMaTpiuBaeTcst JOCTYII -
Hast popmMa mpeToCTaBICHHSI OTBETOB HA 3a/IaHUS, 8 IMEHHO:

— MUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIL30BAaHUEM YCIYT aCCHCTEHTA;

- IPE/ICTaBICHNE OTBETOB YCTHO.
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[pouenypa oreHUBaHUS PE3yIBTATOB OOYYCHUS JIUII C OTPAHUYCHHBIMUA BO3MOYKHOCTSIMH 3J10PO-
BbSl 1 MHBAIHIIOB 110 TUCLUILIMHE TpeIycCMaTpUBaeT IpenocTaBieHne nHopMarun B popMax, aganTh-
POBaHHBIX K OTPaHMYCHUSM HX 3[J0POBBS U BOCHPUATHS HH)OPMALIVH:

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHusI:

- B ()OpME IIIEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMUECHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B ()OpME IIIEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B Ie"yaTHOU hopme.

[Tpn HEOOXOMUMOCTH ISl JIUIL C OTPAaHUYCHHBIMHI BO3MOXKHOCTSIMU 37I0POBbS M MHBAIUIOB TIPOLIE-
Jypa OLCHUBAHHS PE3YJIbTATOB O0YUCHHUSI MOXKET IPOBOIUTHCS B HECKOJIBKO ITAIOB.

CornacoeaHa Ha noprane Ne 33539 23



	1. Цели и задачи дисциплины
	1.1. Цели дисциплины
	1.2. Задачи дисциплины

	2. Место дисциплины в структуре ОПОП
	3. Требования к результатам освоения дисциплины
	4. Объем дисциплины и виды учебной работы
	5. Содержание дисциплины
	5.1. Разделы дисциплины и виды занятий
	5.2. Содержание разделов дисциплины (по лекциям)
	5.3. Разделы дисциплины и междисциплинарные связи с обеспечивающими (предыдущими) и обеспечиваемыми (последующими) дисциплинами
	5.4. Соответствие компетенций, формируемых при изучении дисциплины, и видов занятий
	6. Интерактивные методы и формы организации обучения
	7. Лабораторные работы
	8. Практические занятия (семинары)
	9. Самостоятельная работа

	10. Курсовая работа (проект)
	11. Рейтинговая система для оценки успеваемости обучающихся
	11.1. Балльные оценки для элементов контроля
	11.2. Пересчет баллов в оценки за контрольные точки
	11.3. Пересчет суммы баллов в традиционную и международную оценку

	12. Учебно-методическое и информационное обеспечение дисциплины
	12.1. Основная литература
	12.2. Дополнительная литература
	12.3. Учебно-методические пособия
	12.3.1. Обязательные учебно-методические пособия
	12.3.2. Учебно-методические пособия для лиц с ограниченными возможностями здоровья и инвалидов
	12.4. Профессиональные базы данных и информационные справочные системы

	13. Материально-техническое обеспечение дисциплины и требуемое программное обеспечение
	13.1. Общие требования к материально-техническому и программному обеспечению дисциплины
	13.1.1. Материально-техническое и программное обеспечение для лекционных занятий
	13.1.2. Материально-техническое и программное обеспечение для практических занятий
	13.1.3. Материально-техническое и программное обеспечение для лабораторных работ
	13.1.4. Материально-техническое и программное обеспечение для самостоятельной работы
	13.2. Материально-техническое обеспечение дисциплины для лиц с ограниченными возможностями здоровья и инвалидов
	14. Оценочные материалы и методические рекомендации по организации изучения дисциплины
	14.1. Содержание оценочных материалов и методические рекомендации
	14.1.1. Тестовые задания
	14.1.2. Экзаменационные вопросы
	14.1.3. Темы индивидуальных заданий
	14.1.4. Темы контрольных работ
	14.1.5. Темы лабораторных работ

	14.2. Требования к оценочным материалам для лиц с ограниченными возможностями здоровья и инвалидов
	14.3. Методические рекомендации по оценочным материалам для лиц с ограниченными возможностями здоровья и инвалидов

