MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
NHpoxoMMyHHKAIMOHHBIE CHCTEMbI U CETH

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

Hampasnenue noaroroBku / cneruaibHOCTh: 09.03.02 UHdopmaumnoHHbie cMCTEMbI U TEXHOJIOTHHI
HanpaenenHocts (mpoduib) / cnenuanu3anus: AHAJTUTHYeCKHe HH(POPMALMOHHbIE CHCTEMbI
®dopma 0O0ydeHHS: OUHASA

QaxkynbreT: PBC, ®aKyJbTeT BHIYMCIUTEIbHBIX CHCTEM

Kadenpa: IMUC, Kadenpa 3xoHoMuueckoii MaTeMaTUKH, MHPOPMATHKHN U CTATUCTHKH

Kypc: 4

Cemectp: 7

Y4eOusiii mnan Habopa 2018 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 7 cemectp Bcero Ennaunner
Jlekun 36 36 4acoB
JlaGoparopHble pabOThI 36 36 4acoB

3 KoHTpons camocTosaTensHO# paboThl (KypcoBOM 18 18 4acoB
MPOEKT / KypcoBasi paboTa)
4 Bcero aynuTopHbIX 3aHATHN 90 90 4acoB
5 CamocTosiTenpHas paboTa 54 54 4acoB
6 Bcero (6e3 ax3amena) 144 144 4acoB
7 ITonroroska u cgada pK3aMeHa 36 36 JacoB
8 OO01mast Tpy10eMKOCTh 180 180 9acoB
5.0 5.0 3.E.

Ok3ameH: 7 ceMecTp
Kypcooii mpoekt / kypcoBast paboTa: 7 ceMecTp

JOKyMEeHT MOATMCAH IPOCTO 3IEKTPOHHO MOANNCHIO
Vudopmaliysa o Bajenblie: Tomck 2018
OUO: [lenyriaHoB A.A.

HoisxkHOCTh: PekTop

Hata mognucanus: 20.12.2017
VHUKaIbHBIN IPOrPaMMHBIN KJIIOY:
c53e145e-8b20-45aa-9347-a5e4dbb90e8d
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PilCC.\l()TpCH&l 151 ()J()(’)peHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cremmanbHOocTH) 09.03.02 WMHDOpManMOHHBIE CHUCTEMBI M TEXHOJOTHUH, YTBEPXKICHHOTO
12.03.2015 rona, paccmotpena u onoOpena Ha 3aceganuu kadenpsl KUBOBC «  » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:

Crapmmii npenoaBareins Kag.
KHNB3BC I'. A. TIpackypun

3aBenyromuii odecrieunBaroen kag.
KHMB2BC A. A. lllenynanos

Pabouast mporpaMma qUCHUIIIMHBI COTJIacOBaHa ¢ (paKkyJIbTETOM U BhITyCKaromel kadenpoii:

Hexan ®BC JI. A. KoznoBa
3aBenyromnuii BeITycKaroIen kag.

OMHUC . I'. BopoBckoit
OKCIEPTHI:

Houent xadeapst KUBOBC, TYCYP A. A. Kones

JlotieHT Kadeapbl IKOHOMUIECKOM
MaTeMaTUuKu, THPOPMATUKH U CTATH-
ctuku (OMUC) E. A. lllenpmuna
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[{enpro npenogaBanus AUCHHAILTUHBI « THOOPMAITMOHHBIE CHCTEMBI U CETH» SBIISETCS TEOpETHUYC-
CKasi M MHXKEHepHasi MOATr0TOBKA clyliaTeNeil B 00IacTH MPOEeKTUPOBaHUS WH(GOPMAIIMOHHO-TEJIEKOMMY -
HUKAIIMOHHBIX CETEH M CHCTEM Pa3IMYHOTO Ha3HAYCHMs, B 00IaCTH BBIOOPA U OIIEHKH CIIOCOOOB peain3a-
MU UHPOPMAIIMOHHBIX CUCTEM U YCTPOWCTB (MPOTrpamMMHO-, alllapaTHO- WIH MPOrpaMMHO-AIapaTHO-)
JUTSL PEIICHUs] TIOCTABJICHHBIX 3a/1a4, a TaK K€ B 00JIACTH pa3pabOTKH CPEACTBA aBTOMATH3MPOBAHHOTO
MPOEKTUPOBAHUS MH(DOPMAITMOHHBIX TEXHOJIOTHIA.

1.2. 3agaun JIMCHMIIINHBI
— H3ydeHne oCHOB OCTpOEHUSI KOMIIBIOTEPHBIX ceTel, moaenu OSI.
—  l3ydeHune TeXHOJIOTUI MOCTPOEHUS JTOKAIbHBIX CETEH.
— V3ydeHue TeXHOJIOTUI OCTPOECHHUS IT100aTBHBIX CETEH.
— VI3ydeHue ceTeBhIX CEPBUCOB JOKAIBHBIX U IOOATBHBIX CETEH.

2. MecTo nucuuiiiuebl B cTpykrype OIIOII

Hucuumuinna «MHpoxkommyHukanonusie cuctemsl u cet» (b1.B.OJ1.5) otHOcuTCs K 670Ky 1
(BapuaTHBHAs YacTh).

[TpenmecTByOIUMU AUCHUIUIMHAMY, (POPMHUPYIOLIMMH HadalbHble 3HaHUS, sBistoTCs: MHTen-
JIeKTyalbHbIE CUCTEMBI U TeXHOI0ruu, KoprnopaTuBHble ”HPOPMAILIIOHHBIE CUCTEMBI.

[Tocnenyomumy AUCHUIUIMHAMU SIBISIOTCS: 3alMTa BBITYCKHOW KBAIM(UKAIMOHHONW paloThI,
BKJIIOYasl MOATOTOBKY K MPOLIEAYPE 3aIIUThI U MPOLEAYPY 3alUThl, IHCTpyMeHTanbHbIE CpeacTBa UHDOP-
MalMOHHBIX chcTeM, MH(pOpMallMOHHO-aHATUTUYECKUE CUCTEMBI YIIPABICHHS.

3. TpeGoBaHus K pe3yJbTaTaM OCBOCHUS JUCHUIIJIMHBI

[Ipornecc n3ydeHus QUCIUTUTMHBI HATIPaBJIeH Ha (JOPMHUPOBAHUE CIEIYIOIINX KOMIETCHITUH:

— OIIK-6 cnocoOHOCTBIO BBIOMpATh M OLEHHUBATH CHOCOO pean3alui MHPOPMALMOHHBIX CH-
CTEM W YCTPOMCTB (MPOTrpaMMHO-, alllapaTHO- WM MPOTPaMMHO-AIMIAPATHO-) ISl PEIICHUS TOCTaBIICH -
HOI 3a7a4u;

— IIK-13 cnocobHOCTBIO pa3padarbiBaTh CpeACTBA aBTOMATU3UPOBAHHOTO NMPOESKTUPOBAHUS UH-
(OpMAaLMOHHBIX TEXHOJIOTHIA;

B pesynpTare u3ydeHus IUCIHUIIMHBI 00YJalOIUNACS TOJIKEH:

— 3HATh JTAJOHHYIO MOJEIb B3aUMOJECHCTBUSA OTKPBITBIX CHUCTEM, METOIbl KOMMYTAllUH M
MapUIpyTU3aIUH, CETeBbIE MPOTOKOJIBI, CHUTHAJBI JIEKTPOCBSA3M, HPUHIMIBI TOCTPOSHHUS CHCTEM H
CpPEICTB CBSA3U.

— YMeThb NPOBOJUTH aHAIM3 MOKa3aTeJe KayecTBa CETe U CUCTEM CBS3M; OTCIIC)KUBATh TEH-
JICHIIMU Pa3BUTHUS CUCTEM U CETEH AIIEKTPOCBSI3U, BHEAPEHHS HOBBIX TEXHOJIOTHIA OCTPOCHUS CETEH.

—  BJAJleTh METOAMKON aHan3a CETEeBOro Tpauka; HaBbIKAMH aHAJIN3a OCHOBHBIX XapaKTepH-
CTHK ¥ BO3MOXXKHOCTEH TEJIEKOMMYHHMKALMOHHBIX CUCTEM I10 Nepe/iadye ONEepPaTUBHBIX U CHEIHAIbHBIX CO-
OOLICHUIA.

4. O0beM IUCHUILIMHBI U BUABI Y4eOHOI padoThl
OO0m1ast TpyI0EMKOCTh AUCIUIUTMHBI COCTaBIIsET 5.0 3aU€THBIX €IMHUIIBI U MPEJICTaBICHA B TA0JIM -
e 4.1.
Tabmuma 4.1 — Tpya0eMKOCTh TUCITUTLTAHBI

Bunel yueOHOI nesTebHOCTH Bcero gacos Cemectpsl
7 cemecTp
AynuTopHbIe 3aHATHS (BCETO) 90 90
Jlexknun 36 36
JIaGoparopHble pabOThI 36 36
KonTpoas camocTosTensHON paboThl (KypCOBOM MPOEKT / 18 18
KypcoBasi paboTa)
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CamocrosTenpHas paboTa (BCero) 54 54
OdopMieHrEe OTYETOB IO JTAOOPATOPHBIM paboTam 26 26
IIpopaboTKa JTEeKIMOHHOTO MaTepuana 28 28
Bcero (6e3 3x3amena) 144 144
[ToaroroBka u ciava sK3aMeHa 36 36
OO6mmas Tpy10eMKOCTb, 4 180 180
3aueTHnie EanHAIIEI 5.0 5.0

5. Coneprxxanue I1MCUMILTHHBI

5.1. Pa3jenbl AUCHUILJIMHBI U BU/ALI 3aHATHHI

Paznensl AMCUUIIITMHBL U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasgensl IUCIUIUIMHEL U BUIBI 3aHATHHA

N (&)
] = o Z =
- o . S5 ==
& [t} - © S = o
: S & S Foa 20
HazBanus pa3aenoB TUCHUIUIUHBI i a, =~ o, o © &5
= < - s SR =
S 2 & 23| b5z
=2 e =
7 cemecTp
1 OcHOBHBIEC TOHATHS HH)OPMAITHOHHBIX 10 0 18 8 18 | OIIK-6, I1K-
cerel 13
2 OCHOBBI MOCTPOEHUSI COBPEMEHHBIX JIO- 10 16 18 44 | OIIK-6, TIK-
KaJIbHBIX CEeTel 13
3 CpencTia pean3aini MEXCETEBOr0 10 16 18 44 OIIK-6, IIK-
B3aMMOJEHCTBUSA 13
4 TlepcrieKTUBHBIE HANIPABJIEHUS Pa3BU- 6 4 10 20 | OIIK-6, ITK-
TS ¥ IPOOJIeMbl HH(POPMALIMOHHBIX Ce- 13
Teu
Hroro 3a cemectp 36 36 18 54 144
Hroro 36 36 18 54 144
5.2. Conep:xanue pa3aesioB TMCUUIIMHBI (110 JeKIHSIM)
ConeprkaHue pa3iesoB TUCIUILIAH (TI0 JICKIHSAM) IPUBEACHO B Tabmuiie 5.2.
Tabmuna 5.2 — CoaeprkaHue paseiaoB JUCIUILIMH (TI0 JISKIIHSIM)
3 z £
2 > 5
% 2 5
HazBanus pa3znenos Copneprkanue pa3ienoB TUCHUILIMHBI (1O JIEKIUSIM) z 7 &5
o E
X 2 3
a o g
= S
7 cemecTp
1 OcHOBHBIE OHSTHS [Ipeamer, uens U conepkaHue TUCUMILIAHGL. McTopus 2 OIIK-6,
WH()OPMAITMOHHBIX CeTell | pa3BUTHA ceTeit DBM. MecTo 1 poJib BBIYUCITUTEIb- IIK-13

HBIX CETEH B COBpeMEHHOM MHpe. OCHOBHBIE TOHATHS
u TepMuHoJiorusi. OOuue npeacTaBIeHus O BEIUUCIIH-
TEJIbHOW CETH. BBIUMCIUTENBHBIE CETH U pacpee-
neHHble cucTeMbl. OCHOBHBIE MTPOOJIEMBI TOCTPOCHUS
cereid. Tononorus cereit. adopmanmoHHbie pecypchl
ceTeil, ceTeBble CIyXKOBbI.

CornacosaHa Ha noprtane N2 34530




Oob1iee noHATHE 00 MepapXUUYECKON CTPYKTYpE Mpo-
TOKOJIOB. [IpHHIIMIIBI MHOTOYPOBHEBOM OpraHU3aluu
JIOKAJBbHBIX U III00aNBHEIX ceTeid DBM. Monenu u
CTPYKTYpBI HHPOPMALIMOHHBIX ceTeit. Moaens OSI.
YpoBuu mozenu OSI. CtaHnapTHbIE CTEKH KOMMYHU-
kannoHHbBIX potokonoB. (TCP/IP, IPX/SPX, OSI,
NetBIOS/SMB).

Crannaptuzanus B cetsix. Kimaccudukanms cran-
naptoB. OcHOBHBIE BUBI ceTel. Kitaccudukanus Bbi-
YUCIIUTEIbHBIX ceTel. JIoKaabHbIE U TTI00aILHBIE
cetu. Cetn pabouux rpyIi, OTJAEIOB, KAMITYCOB, KOp-
MopaTUBHBIC CETH. TpeOOBaHUs, IPEIbSIBIIEMBIE K
COBPEMEHHBIM BBIYUCIUTEIBHBIM CETSIM.

MeTo/bl ¥ TEXHOJIOTUH TTPOSKTUPOBAHUS CPEJICTB
TerekoMMyHuUKauil. CTpykrypuszanuu cetu. Puznye-
CKasl ¥ JIOTHYECKas TOIoJIornu ceTe. OCHOBHOE KOM-
MYHHKAIIHOHHOE 000py/I0BaHKE (CETEBBIC aanTephl U
KOHIIEHTPATOPHI, MOCTBI U KOMMYTATOPbI, MapIIPYyTH-
3aTOpBHI).

Hroro

2 OCHOBBI TOCTPOEHUS
COBPEMEHHBIX JIOKAJIbHBIX
ceren

@u3nuecKkuil ypoBeHb Nepeaadu JaHHbIX. KaHamsl
CBSI3H. XapaKTEPUCTUKU KaHAJIOB CBA3H. MeTozbl
nepeaay TUCKPETHBIX AaHHBIX. JIornueckoe Koaupo-
BaHUE. ACHHXPOHHAsI U CHHXPOHHAs IIEPEIayn.
Nepapxus B kabenbHOU cucteme. CTpyKTypUpOBaH-
Hasl KaOeJlbHas CUCTEeMA.

KananbHelii ypoBeHb niepeiaun ganHbix. Kongurypa-
LMY JIOKAJIbHBIX BBIYMCIUTEIBHBIX CETEH U METO/bI
nocryna B HUX. CTpykTypa U GyHKIIUH JTOKAIbHBIX
cereil. LleneBoe Ha3HaYeHNE U MIEPCIIEKTUBBI CTaHJAp-

TU3AIMU B JIOKAJIbHBIX ceTsX. CofeprkaHue cTanaapTa
IEEE 802.

Bazosrie Texnoornn nokaibHBIX ceTeil. IEEE 802.2
Ethernet. IEEE 802.5 Token Ring. ANSI FDDI. O60-
PYZIOBaHUE JIOKAJIBHBIX CETEH.

[IporpaMMHBIe cpencTBa TeleKOMMYyHUKauuu. CTpyk-
Typa IporpaMMHOro 00ecIrie4eHus J0KaJIbHOU CEeTH.
Knaccudukarus nporpaMmHoro odecredeHus jgo-
KaJIbHBIX ceTell. [[puHIMIBI TOCTPOEHMS CETEBOTO
[IPOrPaMMHOI0 00ECTIeYeHHUs U CETEBBIX ONEepaI[OH-
HbIX cucTeM. CpaBHUTENIbHBIN aHAJIU3 ONePAllMOHHBIX
cucTeM pasznuuHoro tumna. Kiaccudukanus cepBepos.
[IpoextupoBanue cereit 9BM 1o npuHIMITY «KJIWEHT-
cepBep».

Htoro

OIIK-6,
IIK-13

3 CpenctBa peanu3ainuu
MEKCETEBOT0
B3aMMOJEHCTBUSA

Kondurypanuu rinodansHbix ceteit 9BM 1 MeToIbI
KoMMyTaluu B HUX. CeTeBoil ypoBeHb Nepejaun 1aH-
HbIX. [locTpoeHue cereii Ha OCHOBE CETEBOIO YPOBHSI.
[Tpuniuner mapmpyruzanuu. [P-anpecanus. [Iporo-
KOJTBI Mapipytu3anuu. OyHKInu U Knaccuduxanms

OIIK-6,
IIK-13
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MapIIpyTU3aTOPOB.

Peanu3zanus MexceTeBOro B3auMoJIeCTBHSI CPEICTBA-
mu TCP/IP. Ctpykrypa creka. Knaccopas u 6ec-
KyaccoBas agpecanus. [lopsaaok pacnpenenenus 1P-
anpecos. [Ipuniunel Mmapuipytuzanuu B [P-cetax.
[IpoTokosbl MapIIpyTHU3allMd BHYTPEHHUX LIUTFO30B
RIP u OSPF. [IpoTokon MapiipyTr3alui BHEITHUX
nuti030B BGB. Oto6paxenue [P-agpecoB Ha nokaib-
Hble agpeca. ARP npotokon. [Tonsitue nomena. [lo-
MeHHas azapecanus B [P-cetsax. DNS nportokoi.

IIporoxoin IPv6. IIpoTOKOIBI TPaHCIIOPTHOTO YPOBHS
TCP n UDP.

CereBble IMPpOrpaMMHBIC U TCXHUYCCKUC CPCACTBA.
MGHGJI)KMCHT B TCJICKOMMYHHUKAIIMUOHHBIX CUCTEMAX.

HUroro

4 TlepcrieKTUBHbBIE
HamnpaBIICHUS Pa3BUTHS U
poOIeMbl
MH(POPMALMOHHBIX CeTei

CoBpeMeHHbIE TEHICHIIUN PAa3BUTHS T€IEKOMMYHHUKA-
LHUOHHBIX cucTeM. HTerpanus pa3inuHbIX TUIIOB Ce-
Tel U ceTeBbIX Ci1yk0. becrpoBoiHbIe ceTu.

ObecneueHre 6€30MaCHOCTU TEIEKOMM YHUKAIIOH-
HBIX CBSI3€W U aJIMUHUCTPATUBHBIN KOHTPOJIb.
[Ipobnemsl cexpeTHOCTH B ceTsix DBM u MeTombl
Kpunrorpaduu.

Hroro

6

OIIK-6,
[IK-13

Hroro 3a cemectp

36

5.3. Paznenbl AMCHUILIMHBI U MEKIUCIMIUVIMHAPHBbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TpeabIy UMH)
U obecneynBaeMbIMU (MOCJAEYIONIUMH) TUCHUIIMHAMHA
Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBS3M C 00€CTICUMBAOIIMMU (TTPEABIAYIIUMA) H

obecrnieunBaeMbIMHU (TTOCJIETYIONMMHI ) AUCITUTUIMHAME TPEJICTABIEHBI B TabmuIe 5.3.

Tabmua 5.3 — Pa3aenbl AMCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

Ne pa3aenoB qaHHONM NUCHMIUIMHBL, 7151 KOTOPBIX
HE00XOIMMO H3yuyeHHe 00eCIeUnBaIOLIUX U
HanmeHoBaHye TUCLAILIIH 00€CIIEeYNBAEMBIX JHUCLUILIMH
1 2 3 4
[IpenmecTByromue AUCHUILIMHbBI
1 MHTennekTyalibHble CUCTEMBI U TEXHOJIOTHUHU
2 KopnopatuBHble HH)OPMALIMOHHBIE CUCTEMBbI
[Tocnenyromue TUCIUITITUHBL

1 3ammTa BRIMYCKHOM KBaau(UKAIITMOHHON pado-
Thl, BKJIIOYasl IOATOTOBKY K IIPOLIEAYPE 3alLUThI U + + +
IPOLENYPY 3aLIUThI
2 UHCcTpyMEHTaNIbHBIE CPeACTBA MH(OPMAIIMOHHBIX . .
CUCTEM
3 adpopManinoHHO-aHATUTUYECKUE CUCTEMBI . . N
YIPABICHUS

5.4. CooTBeTCcTBHE KOMIIETEHIN I, (POPMHUPYEMBIX IPH H3YYCHUHU AUCUMIIMHBI, 1 BU/0B 3aHATHH
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU WM3YYEHUH IWUCIUIUIMHBI, W BHIOB 3aHATHA
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npezcTaBiIeHo B Tabmuie 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMITETCHIINHA, ()OPMUPYEMBIX MTPU W3YYCHUU NHUCHIUILIAHBI, U BUJAOB 3aHS -

THHN

Bunnl zansatuit

Kommerenmmn
Jlek.

JIa6. pao.
Cawm. pa0.

®opMbI KOHTPOJISI

o
=
N
o

+ |KCP (KII/KP)

_|_
_|._

Ok3ameH, OtueT no Jabopa-
TOpHOM pabote, Onpoc Ha
3aHATHUSAX, 3alIUTa Kypco-
BBIX MTPOEKTOB / KypCOBBIX
pabort, Tect, OTuer 1o Kyp-
COBOMY IPOEKTY / KypcOBOM
pabote

IIK-13

Ok3amen, OTtyer 1o nadopa-
TopHOU pabore, Onpoc Ha
3aHATHUSX, 3alIUTa Kypco-
BBIX TIPOCKTOB / KYPCOBBIX
pabort, Tect, OTueT mo Kyp-
COBOMY IPOEKTY / KypCOBOM
pabote

6. UnTepakTBHBIE MeTOABI M (GOPMBI OPraHU3aALMU 00yYeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl

HaumenoBanue nabopaTtopHbIX padoT npuseneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHbIX paboT

4 ¥ =
= 2 E
3 S 5
Z 25
O
HasBanus paznenos HaumenoBanue nmabopaTtopHbIX padoT zF &5
- =
> (= =
a g
= o
7 cemecTp
2 OcHOBBI IOCTPOEHUsT | MozenupoBaHKe CETEBBIX YCTPOMCTB U IIPOTOKOJIOB B 4 OIIK-6,
COBPEMEHHBIX JIOKAJIBHBIX | JOKAJIBHBIX CETAX [IK-13
ceren Hactpoiika nogxmitoueHus y3na k cetu. CTek mpoTo- 4
kosioB TCP/IP. Ilpuknanneie mpoTokosl ceti MHTep-
HeT.
Cetu Microsoft Windows. YnpaBieHue ceTeBbIMHU pe- 4
cypcamy B OJJHOPAHTOBOW CETH.
Cetu Microsoft Windows. Active Directory. Ympase- 4
HUE CETEBBIMU PECYPCAMU KOPIIOPATUBHON CETH.
I'pynnoBsle MOMUTHKY.
Uroro 16
3 CpenctBa peanuzanuu | MozaenupoBaHue 6a30BbIX CIIYKO U IPOTOKOJIOB 4 OIIK-6,
MEKCETEBOI0 MapIIpyTU3alUHU B TII00AJBHBIX CETSIX [IK-13
B3aHMOACHCTBIA bazoBeie ciryx0b1 cetn Matepaer. DHCP. DNS. I1po- 4
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TOKOJIbI MapPIIPYTHU3alUU.

[Tpuknanneie cnyx0sb1 cetu Uutepuer. Hactpoiika 4

Web- u FTP-cepBepos.

[Ipuknanueie cayx0bl cetu UnTepuer. Hactpoiika 4

cepBepa AIIEKTPOHHOM MOYTHI.

Uroro 16
4 TlepcnieKTUBHBIE AHTuBUpYCHas 3amuTa. [lepconanbHble cETEBbIE OIIK-6,
HaIlpaBJICHUS Pa3BUTHA U | SKPAHBI IIK-13
pOOIEMBI _ Hroro 4
UH(QOPMAIIMOHHBIX CeTeil
Hroro 3a cemectp 36

8. [IpakTHYeckue 3aHATHSA (CEMUHAPHI)
He npenycmotrpeno PVYII.

9. CamocTrosiTesqibHasi padoTa
Bunasl camocTosiTenbHO paboThl, TPYIOEMKOCTh U (hOpMUpPYEMble KOMIIETCHIIUU MTPEICTABICHHI B

tabiune 9.1.
Tabmuua 9.1 — Buasl caMOCTOSATENBHON pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETCHIIUU
3 z§
s i
Bunbl camocrosiTenbHON = > O
HazBanus pa3nenos zF = @®opMBI KOHTPOJIS
paboThI 8 s 2
= S~
2 o 2
= S
7 cemecTp
1 OcHOBHBIC TTOHATUS [TpopaboTka JIEKIIMOHHOTO 2 OIIK-6, |Omnpoc Ha 3aHsATHAX, TecT,
MH(GOPMALMOHHBIX CeTel | MaTepualia IIK-13 OK3amMeH
[TpopaboTka JIEKITMOHHOTO 2
MaTepuana
[TpopaboTka JIEKITMOHHOTO 2
Martepuana
[TpopaboTka TeKIHOHHOTO 2
MaTepuaita
Hroro
2 OCHOBBI TOCTPOCHUS [TpopaboTka JIEKITMOHHOTO 2 |OIIK-6, |Omnpoc Ha 3aHsATHsIX, OT-
COBPEMEHHBIX JIOKAJIbHBIX | MaTepuasa IK-13 4eT 1o JabopaTopHoOi pa-
ceTen TIpopaGoTKa TEKIHORHOTO 2 oote, Tect, DK3aMeH
Martepuaia
[TpopaboTka TeKIHOHHOTO 2
MaTepuaita
[IpopaboTka TeKIHOHHOTO 2
Matepuaina
OdopmieHre 0TYETOB T10 10
JabopaTOpHBIM paboTam
Hroro 18
3 CpenctBa peanmuzanuu | [I[popaGoTka JEKIIMOHHOTO 2 |OIIK-6, |Ompoc Ha 3anatusx, Ot-
MEKCETEBOTO Marepuaia IK-13 4eT 1o JabopaTopHOi pa-
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B3aUMOIEHCTBUI [TpopaboTka JIEKITMOHHOTO 2 oote, Tect, DK3aMeH
Marepuaia
[TpopaboTka JIEKITMOHHOTO 2
Marepuaia
[TpopaboTka TeKIHOHHOTO 2
Marepuaia
OdopmieHre 0TYETOB IO 10
nabopaTOpHBIM paboTam
Uroro 18
4 TlepcrieKTUBHbBIE [TpopaboTka JIEKITMOHHOTO 2 |OIIK-6, |Omnpoc Ha 3ansATHsIX, OT-
HAIIPaBJICHUS PA3BUTHU U | MaTepuasa [IK-13 YeT 10 JIabopaTopHOil pa-
poOIeMbl . |TIpopaGotka neximonHoOro 2 oote, Tect, DK3ameH
MH(OPMAITMOHHBIX CeTel
(opmanmo cere Marepuaia
OdopmieHre 0T4ETOB IO 6
J1ab0paTOPHBIM paboTam
Uroro 10
Hroro 3a cemectp 54
IToxroroBka m cimada dK3a- 36 OK3aMeH
MeHa
Hroro 90

10. KypcoBoii nmpoekT / KypcoBasi padota
TpynoeMKOCTh ayAMTOPHBIX 3aHATUN U POpPMUpYEMble KOMIETEHIIMN B paMKaX BBITIOJIHEHUS Kyp-
COBOTO MPOEKTa / KypcOoBOM paboThl pencTaBiieHbl Tadmuie 10.1.
Ta6muma 10.1 — TpynoeMKoCTh ayIUTOPHBIX 3aHATUN U (OPMUpPYEMbIe KOMIIETCHIIMY B PAMKaX BBIIIOJIHE -
HUs KypCOBOTO MPOEKTa / KYpCOBOM pabOThI

v v s
= 2=
3 = g
Oz
o & > 0
HanmeHnoBanue aynmuTOpHBIX 3aHATHI E - S
o S E
X g =
> &3
= =
~ S
7 cemecTp
ITocranoBka 3amaun.O030p CyIIECTBYIONUMX PEUICHUH U TEXHOJIO- 18 OIIK-6, I1K-13
ruii.Onucanue NpeagoKeHHOro peiieHus. TeCTupoBaHue mpeasio-
KEHHOT'O pelIeHMs. 3aKI0UEHHE.
Hroro 3a cemectp 18

10.1. TembI KypCcOBBIX IPOEKTOB / KYPCOBBIX padoT

[TpumepHas TeMaTHKa KypCOBBIX IPOEKTOB / KYpCOBBIX paboT:

— 1. [IpoexkTupoBaHue JOKAJIbHBIX U PACHPEICIIEHHBIX CETEH TUIIOBBIX KOH(UTYpaIHii;

— 2. [IpoexTupoBaHHe U HACTPOHKa CUCTEMBI YIIPABJICHHSI CETEBBIMU pecypcaMu Ha Oaze Active
Directory;

— 3. TlpoexktupoBaHne W HACTPOWKa KOMMYHHUKAIIMOHHBIX CEPBHUCOB Ha 0a3e CTaHIAPTHBIX
cyx0 cetn MaTEepHeET;

— 4. Pa3paboTKu KIUEHT-CEPBEPHOTO MPUIIOKEHHUS;

— 5. IIpoexTrpoBaHKWe W HACTPOWKA CETEBBIX XPAHWIIUIL U CETEH IOCTyNa B BUPTYAIbHON WH-

pactpykrype.
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11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4arouXxcst

11.1. banibHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MaxkcumanbHbIN
o MaxkcuManbHBIH MaxkcuMabHBIH
DneMeHTHl yueOHOH 6asu1 3a mepuon Bcero 3a
6amn Ha 1-yto KT ¢ | ©0amn 3a mepuon
NEITENbHOCTH mexnay 2KT u na CeMecCTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
7 cemecTp
3amura KypcoBBIX MTPOCK- 5 5 10 20
TOB / KYpCOBBIX paboT
Onpoc Ha 3aHATUSAX 5 5 5 15
Ot4er o KypcoBoMy 5 5 5 15
MPOEKTY / KypCOBOM pado-
TE
Otuer no nabopaTopHOii 5 5 10 20
pabote
Hroro makcumym 3a nepu- 20 20 30 70
on
DK3aMeH 30
Hapacraromum ntorom 20 40 70 100
11.2. Ilepecyer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer OanyoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeAcTaBieH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJ10B B OIIEHKH 32 KOHTPOJBHBIE TOUKH
Bamibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% 1o 89% ot MakcuMaabHOM cyMMbl OaisioB Ha naty KT 4
Ot 60% 1o 69% ot makcumasbHON cymMmbl OaiioB Ha Aaty KT 3
< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. IlepecyeT cymMMBbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLIEHKY

[TepecueT cymMmmBbl OAJIIIOB B TPAAUIIMOHHYIO U MEXIYHAPOIHYIO OIEHKY MPEICTABICH B TaOJIHUIIS
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMIIMOHHYIO U MEKIYHAPOIHYIO OIICHKY

Hrorosas cymma 0asmios,
Onenka (I'OC) YUHUTBIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)
IK3aMEH
5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (o4enp xoporiio)
4 (xopomio) (3a4TeHO) 75 - 84 C (xopor1wo)
70 - 74 D )
TIOBJIETBOPUTEIHHO
3 Y ) 65 - 69 4 P
TIOBJICTBOPUTEIHLHO) (3a4TEHO
Y P 60 - 64 E (mocpencTBeHHO)
2 (HCYROBIICTBOPHTENLHO) (HE Hwxe 60 6ammon F (HeynoBneTBOpHUTENIHHO)
3a4TEHO)
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12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE O0ecnieYeHrue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa
1. Omudep, Buktop I'puropresuy. Komnbrorepuslie cetu: [IpuHIMNBI, TEXHOIOTUH, IPOTOKOIBI :
yaeOHoe nocobue ains By30B. - CII6. : [Tutep , 2006. - 960 c. (manuuue B 6ubmrorexke TYCVYP - 92 7k3.)
2. Ilatubparos, Anekcannp IlerpoBuu. BeruncnuTenbHble CUCTEMBI, CETU U TE€IEKOMMYHUKALUN
: yueOHUK Juig BYy30B. - M. : duHaHcel U ctatuctuka , 2006. - 558[2] c. (nanuuue B 6ubdmotexke TYCYP -
90 7k3.)

12.2. lonosiHuTEIbHAS JIUTEPATYpPa
1. boituenko, iBan BanentunoBuu. Cetu OBM u TenexomMmmyHukauuu : YueOHoe mocoOue. -
Tomck : TYCVYP , 2007. - 240 c. (Hanuuue B 6ubauoreke TYCVYP - 47 5k3.)
2. Ileckosa, CBetnana AnekcanapoBHa. CeTH U TeJIEKOMMYHHKALWH : Y4eOHOe mocodue ajis By-
30B. - M. : Akagemus , 2006. - 349[3] c. (nanuune B 6ubiaroreke TYCVYP - 30 5k3.)

12.3. YueOHO-MeTOAUYECKHE MTOCOOU

12.3.1. O6s3aTeibHbIE YUeOHO-MeTOAHUYEeCKH e MOCO0Uus
1. Meroauueckue yka3aHus 1o 1a00paTOpHBIM, CAMOCTOSITENIbHBIM padoTaM U KypcoBOi paboTe
CTYZIeHTOB Mo aucuuiuinHe "CeTu W TeleKOMMYHUKauu'". [DneKTpoHHbIN pecypc] - Pexxum goctymna:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/pga/seti.pdf (mara obpamenus: 01.07.2018).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS 1JIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbSI H
HHBAJIMI0B

Y4eOHO-MeTOqUECKre MaTeprabl sl CAMOCTOSTEIBHON U ayTUTOpHOM paboThl 0Oyyaromumxcs
U3 YHCiIa JIUI ¢ OTPAaHNYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINAOB MIPEAOCTABISIOTCS B (OpMaXx,
aIalITUPOBAHHBIX K OTPAaHMYCHUSIM UX 3/I0POBbS M BOCIIPUATHUS HH(DOPMAIIHH.

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHusI:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B Ie4aTHOW (hopMe YBEITMUEHHBIM MIPUGTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (opme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

12.4. IIpodeccuonasibHble 0a3bl JAHHBIX U HH(POPMAMOHHbIE CIIPABOYHbIE CHCTEMBI

1. https://edu.tusur.ru — oOpa3oBaTeIbHBIN MOPTA YHUBEPCUTETA;

2. http://www.iqlib.ru — snekTpoHHas UHTEPHET-ONOIMOTEKA;

3.  http://www.biblioclub.ru — monHoTecToBas 31eKTpoHHas OMOIHOTEKA;

4. http://www.elibrary.ru — HaydHas 2JIEKTpOHHasI OMOINOTEKA,;

5. http://www.edu.ru — BeG-caliT cuctemsl (eepanbHbIX 00pa30BaTeIbHbBIX OPTAJIOB.

13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHue JTUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O6uue TpeGOBaHMA K MATEPHAJIbHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4YeHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus! 3aHSATUH JICKIIMOHHOTO TUTIA, TPYIIIIOBBIX M MHIWBUYaTbHBIX KOHCYJABTALIUH, TE-
KYIIIETO KOHTPOJISI ¥ MIPOMEKYTOYHOW aTTECTAI[UU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TIO-
CaZIOYHBIX MeCT He MeHee 22-24, 0060opyIoBaHHAs JOCKON M CTaHAApTHOH ydueOHOI mebenbro. MeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4€OHO-HATIIAIHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3JielaM TUCIUTUINHEI.

13.1.2. MaTepuaJibHO-TeXHUYECKOE U NTPOrPaMMHOe o0ecrneyeHue sl JJadoOpaTOPpHbIX padoT
Jlaboparopus "UHTEepHET-TEXHOIOTHUH U HHPOPMAIIMOHHO-aHATUTUIECKON ACSITETLHOCTH"
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yueOHasi ayuTOpus JUIs POBEICHUS 3aHATUH JIGKIIMOHHOTO TUTIA, YIeOHAs ayIUTOPHS JIsI TIPOBE -
JIEHUS 3aHATHI MPAKTUYECKOTO THUIA, yueOHas ayAuTOpHs AJis IPOBEACHUS 3aHITHI Ja00paTOpHOTO THUMA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 402 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- DKpaH pa3aABHKHOM;

- MyneTaMenuitabii ipoekTop View Sonic PJID5154 DLP;

- Kommerorepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15
IIT.);

- Kommutekt cienmanuzupoBanHoi yueOHoOW Mebenu;

- PaGouee mecto npenogaBares.

[TporpamMHOe obecrieueHue:

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

13.1.3. MarepuajbHO-TEXHUYECKOE U IPOTPaMMHOe odecredeHue IS CAMOCTOATEILHOI padoThI
Jist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA yueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIaccChl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmexr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacTs, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuia, 1. 74, 207 aya.

CoctaB 000pyIOBaHUS:

- yueOHasi MmeOelb;

- komneroTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJKIIOUYEHBI K ceTu «/HTepHeT» U 00ecreynBaroT JAOCTYI B AIIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[TepeyeHb MPOrpPaMMHOTO 0OECTICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecreyeHre TUCUMIIIMHBI IS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAaHUYEHHBIMM BO3MOYKHOCTSIMH 3/10POBbSl U WHBAJIWJIAMHU
OCYILECTBIISIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CIEIMaIbHOI0 Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 00YyUYaAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa MPEeIyCMOTPEHO MCIOIb30BaHHE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
yy yueOHOM HH(POPMAaIUK B TOCTYIMHBIX (hOpMax, MOOMIILHON CUCTEMBI MPEIOaBaAHUS I 00YJarOIINXCS
C MHBAJIUJAHOCTbIO, TIOPTATUBHOM MHIYKIIMOHHOM CHCTEMBI. YueOHas aymuTopusi, B KOTOPOW 3aHUMAIOTCA
oOyJaromuecs: C HapylIeHUEeM Cyxa, 000pyJIOoBaHa KOMIBIOTEPHOW TEXHUKOW, aymMOTEXHUKOH, BHJIEO-
TEXHUKOU, SJIEKTPOHHOU JOCKOU, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYyYAIOUUMUCS ¢ HAPYIIEHUSIMU 3PEHUSAMHM [IPETyCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX O0OBEKTOB (HaIIpUMep, TEKCTa
Ha JIOCKE WM CJlaif/la Ha 3KpaHe) MpU MOMOIIY BUCOYBETUUHUTENCH 1151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIoJib-
3YIOTCS aJIbTepHAaTHUBHBIE YCTPOICTBA BBOAA MH(OPMAIIUU U IpYrHe TEXHUUECKHE Cpe/ICTBa IprueMa/mepe-
naun yuyeOHOM MHpOpMaIui B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUeHUs JUIs JIIOJeH ¢ UHBA-
JUAHOCTBIO.
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14. Ouenoqnme MaTepuaJdbl H METOAUYECCKHUEC PCKOMECHAAIUHA 110 OPraHu3aliuu U3y4cHus
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
Jnis onleHKH cTenieHr C(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUUIUIMHON
KOMIICTCHITUI MCTIOJIB3YIOTCS OLIEHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBBI€ 3a7aHUA

1. I[To macmTaby KOMITBIOTEPHBIE CETH TOPA3ACIIAIOTCS Ha

a) 3B€31000pa3HbIe, KONbLIEBHIE, ITUHHBIC

b) onHOpaHTOBBIE U CeTH "KIIMEHT-cepBep”

C) IPOBOJHBIE U OECTIPOBOIHBIE

d) nokanpHBIC U TTI00ATEHBIE

2. Kakoe U3 yTBepKIEHHUI BEPHO

a) becripoBosiHbIe ceTH SIBIAIOTCS Oosiee HAAEKHBIM CPEJCTBOM IE€PEIaui CUTHAJIOB, YEM IIPOBOJ-
HbIE

b) [y mepenayn CUTHAIOB B OECIIPOBOMHBIX CETSAX HMCIOJB3YIOTCS PATUOCUTHAIBI ONITUIECKOTO
JanazoHa

¢) OIHOMOJOBBIN BOJIOKOHHO-ONITHYECKUN KaOelb MO3BOJIICT NEpe/iaBaTh CUTHAJIBI HA OOJbIINE
paccTosiHUs, YeM MHOTOMOJIOBBI

d) Kabenp Tina «BuTas mapa» mo3BoJsieT NepeaaBaTh MICKTPUUECKUE CUTHAJIBI HA PACCTOSHUSA J10
40 kuIOMETpOB

3. Bagaueil kakoro ypoBHsi mozaenu OSI sBisercs ynpaBieHHE JTOCTYIIOM K Cpele B CETsX, IMOo-
CTPOCHHBIX Ha OCHOBE pa3/ieNisieMOi cpeibl?

a) MPUKJIAJTHOTO

b) cereBoro

C) KaHAJIbHOTO

d) dbusuueckoro

4. B texnonoruu Ethernet pa3mep moJsi JaHHBIX CTaHIAPTHOTO Kajpa

a) He nomxken npessimats 1500 Gaiit

b) He orpanunuen

c¢) He nomxken npeBplaTe MakCUMaJIbHBINA pa3Mep ip-nakera — 65536 Oait

d) 3aduxcupoBan u Bceraa coctasisier 1500 Oait

5. Kakoe MuHHMMaiabHOE KOJIMYECTBO YpOBHEW MPOTOKONOB (B TepMuHax mozaenan OSI) momxHb
MOJ/IEP)KUBATh MApIIPYTHU3ATOPHI CETEH ¢ KOMMYTAIMel akeToB?

a)l

b) 2

c)3

d) 4

6. [IP-agpec 192.168.0.5 otHOCHUTCH K

a) 3ape3epBUPOBAHHOMY [UANa30HY aJPECcOB JJsl YACTHBIX CETEH, HE MapUIpyTU3UPYEMOMY B
cetu MHTEpHET

b) Inana3ony myOIuM4HbIX aApecoB, MApUIPYTU3UPYEMOMY B ceTu MIHTepHeT

¢) lIupokoBemarenbHbIM apecam, KOTOpPbIE MCIIONB3YIOTCS Ul PACCBUIKM MAKETOB BCEM Y3JlaM
JIOKaJIbHOM CETH

d) I'pynnoBbIM agpecam, UCIOIb3yEMbIM JIJIS1 MAPIIPYTU3ALUN

7. Macka nojiceTu yka3blBaeTcs BMECTE C Ip-apecoM U HeoOxoauma Jiist

a) onpenenenuss MAC-aapeca ycTpoiicTBa-nony4daTens

b) omnpeneneHus HoOMepa MOACETH, KOTOPO MPUHATICKHUT 1p-aapec

C) BBIUMCIICHUS JOMEHHOT'O UIMEHH cepBepa

d) BeIUHCIICHHS aapeca TPYNIIOBON PACCHIIKU B JIOKAJBHON CETH

8. Ilepexon Ha mpoTokon IPv6 1Mo3BoJsET yCTpaHUTh CIAEAYIOILYIO IPodieMy

a) HeXBaTKa aJpeCcHOT0 MPOCTpaHCTBa poTokoia [Pv4

b) nexBatka MAC-aapecoB ycTpoiicTB

C) MEJUIEHHOE COIOCTaBJIEHUE JOMEHHOro umenu u [P-anpeca

d) HEeBO3MOXKHOCTH MpsiMoro npeodpazoBanuss MAC-agpeca B JOMEHHOE UM
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9. K tpancnioprHoMy ypoBHI0 Moaenu OS] oTHOCSTCS IPOTOKOJBI:

a) IP, RIP, OSPF

b) SSL, TLS

¢) SMTP, IMAP, POP3

d) UDP, TCP

10. Kakoe u3 yTBEpKICHHI BEPHO

a) IIporokon UDP rapantupyeT 10CTaBKy JaHHBIX MOJIYYaTENO 3a CYET yKa3aHUs HOMEpa Mopra
NPUIOKEHUH OTIIPABUTENS U MOTydaTess

b) IIpotokon TCP sBnseTcss HEHAAEKHBIM CPEACTBOM JOCTABKM JAHHBIX, TaK Kak TpeOyeT ycra-
HOBJICHHS JIOTHYECKOTO COETMHEHUS

c¢) IIporokon TCP rapanTupyer AOCTaBKy JaHHBIX 3a CYET YCTAHOBJIEHUS JIOTMUYECKOTO COEIHMHE-
HUS U IOATBEP)KICHUS MOTY4YEHUS KQKI0T0 CETMEHTA JaHHBIX

d) [Ipotokon UDP sBnsiercs Haa&KHBIM CPEICTBOM JOCTAaBKU JaHHBIX, TaK KaK MCIIOJB3YET ajro-
PUTM CKOJIB3SIILETO OKHA

11. Io xaxoit npuunHe B npotokone RIP paccrosiHue B 16 X0NoB MeX Ay CETAMU MOJIaracTcs HeJl0-
CTUKUMBIM?

a) 1oJie, OTBEACHHOE AJIs1 XpAaHEHUS 3HAUEHUS pacCTOSHUSA, UMEET JUIMHY 4 IBOUYHBIX pa3psaa

b) a5 mosy4eHust NPUEMIIEMOTO BpEMEHN CXOANMOCTH aJIFOpUTMa

C) ceTH, B KOTopbIX padoraet RIP, penko ObIBAIOT GOIBIIUMHU

d) TaGnuIpl MapIIpyTH3alUA HE MOTYT XpaHUTh Oouibie 16 3anmceit

12. IIpotokon OSPF npu noctpoeHn# TabIUIIbl MApPIIPYTU3ALUN YIUTHIBACT

a) TonbKO paccTOsIHUE 10 CETU Ha3HAYEHUs

b) CocrosiHue KaHasa 0 CETH Ha3HAYCHHUs, BKIIIOYAsl TAaKKUE MapaMeTpbl KaK MPOIMYCKHas CIIOCO0-
HOCTb, 3a/Iep’KKa, HaJJEKHOCTh KaHaJla

¢) Ip-agpeca Bcex nozceTel, exkalmx Ha MyTH K CETH MOJTydaTens

d) Homepa aBTOHOMHBIX CHCTEM NPH NEPECHUIKE MAKETOB Yepe3 MarucTpaibHyIO CETh

13. Yto nyxHo caenats Ha DHCP cepBepe uTOOBI HCKIIOUUTD BBIZauy omnpeaeneHHoro IP aapeca
13 CYILIECTBYIOILIETO IUamna3oHa’?

a) co3nars auana3oH [P agpecos

b) coznats mapametp DHCP

¢) co3marb obiaacts DHCP

d) cozmate uckmouenue nis [P agpeca

14. Inst TectupoBanus mpeoOpa3oBaHus JOMEHHBIX UMEH B ip-aapeca cimyx0o0it DNS B oneparu-
OHHBIX cucTteMax Windows nMpuMeHseTCsl KoMaHa

a) Nslookup

b) Arp —a

c¢) Netstat —n

d) Tracert

15. Kakoe u3 yTBepk’/A€HUH SBISETCS BEPHBIM

a) IIportokoun http siBisieTcst 6e30MacHBIMU IPOTOKOJIOM NEPEAAYX JAHHBIX, T.K. T03BOJISIET UCIOMb-
30BaTh ayTEHTU(HUKAIIMIO [TOJIH30BATENs Ha BeO-cepBepe

b) IIporokon https siBisieTcss 6€30MacHBIM TPOTOKOIOM MEPEeaun TaHHBIX, T.K. MU(PPYET Bce AaH-
HbIE C MoMoIIbI0 ipoTtokona SSL/TLS

¢) I[Iporoxkon ftp mmdpyeT naHHBIC HA TTAPOJIE TOIB30BATENS

d) IIpoTokon telnet mo3BonsgeT 6e30MaCHO MOJKITIOYATHCS U YIPABIATH YAATEHHBIM CEPBEPOM, TaK
KaK ero JaHHbIE BCErJa MIPOXOAAT IPOBEPKY MEXKCETEBON IKpaH

16. [l oTpaBKH COOOLICHUI 3JIEKTPOHHOM MOYTHI UCIIOIB3YETCSI TPOTOKOI

a) Smtp

b) Pop3 nnu imap

¢) Snmp

d) Smime

17. Kak Ha3wiBaeTcsi 00beKT Active Directory, KOTOpBIi XpaHUT WH(POpMAIHIO 00 yUYETHBIX 3aru-
csiX, OOIIUX pecypcax, NoJpa3AeIeHUAX ?

a) CETEBOM JIOCTYI
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b) kaTayor

C) mamnka

d) nomen

18. Kakoit mpOoTOKOI UCTIONB3YETCs IS JOCTYIIA K ciyk0e kataigoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

19. KomnbroTep, 3aHUMAIOLINICS 00CITy)KUBAaHUEM CETH, YIIpaBJICHHEM Mepenadcii cooomeHni, u
MPEOCTABIAIOMNN YAaJCHHBINA JOCTYII K CBOUM pecypcaM, Ha3bIBaeTCs

a) xabom

b) cepsepom

) paboueii cTaHITHEH

d) xoctom

20. Metop nepenadd JaHHBIX, IPU KOTOPOM JIaHHBIC TEPECHUTAIOTCS B JIBYX HAMPABICHUSX OJI-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUIEKCHBIM

b) nymiaeKCHbIM

C) CUHXPOHHBIM

d) momymymieKkCHBIM

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI
. ITonsitue cetu. TpeOoBaHus, NPEAbSIBIIEMBIE K CETH.
. Kimaccudukanus cereit. [Ipusnaku knaccudukanum.
. CereBsle Tonosnoruu. [IpenmyiecTBa 1 HeIOCTATKU OA30BBIX CETEBBIX TOMOJIOTUH.
. MeTonpl afipecaniiy B MJIBIX B OOJIBIINUX CETSAX. TpeOoBaHUs K aipecam.
. O6opynoBanue cereil. duznyeckast U Joruyeckas CerMeHTalUs CETH.
. OcHoBHBIE BUIbI IEpeatouX cpell. X XapakTepucTHKY.
. CereBasa mozenb OSI. HazHaueHne. YpoBHM B3aUMOJEHCTBUSA OTKPBITBIX CUCTEM.
. Cranpapruzauus cereil. [Ipoext 802.x.
. MeToapl 1ocTyna K cpelie nepeaayu JaHHbIX.
10. TTonsiTue nporokona u uaTepdeiica. Crexku npoTokonoB. CTaHJapPTHBIE CTEKU ITPOTOKOJIOB.
11. CereBas apxutekrypa Ethernet.
12. CereBas apxutextypa Token Ring.
13. CereBas apxurexrypa FDDI.
14. CeteBble onepaliluoHHbIE cCUCTEMBI. TpedoBaHus, IpeabsBiseMble K ceTeBbiM OC.
15. ba3oBble IPUMUTHUBEI IIEpeau COOOIEHHH B paclpeielleHHON ceTH. BbI30B yaleHHbIX Mpo-
aenyp.
16. Pacnpenenennsie (aitnoBsie cucrembl. CemaHTUKa paszeneHus (Haitios.
17. Ciy:x0Op1 uMeHOBaHUs pecypcoB. Cinyx0a katanoros. JIoMeHHBIN TTOIXO/.
18. I'moGanpHast cerb Uurepner. Iloctpoenue. OcHoBHble MmoHATUSA. CeMEHCTBO MPOTOKOIOB
TCP/IP 1 ero poib B IOCTPOEHUU TTI00ATBHBIX CETEH.
19. Crex npotokosnioB TCP/IP. O6nacts npuMeHeHus. OCHOBHbBIE XapaKTEPUCTHKH.
20. IP-anpeca. Knaccsl IP-cereii. Cetn nepeMeHHOM IHHBI.
21. O6opynosanue ['BC. Kparkast xapakTepucTHKa U Ha3HAYECHUE.
22. Mapumpytuszanus [P-iporokona. AJropuTMel MapIpyTru3aiu.
23. IIpotokons! mapmpyTtuzanuu RIP n OSPF. XapakTepucTuku, 10CTOMHCTBA U HEJOCTATKH.
24. Ilpotokon ARP. Haznauenue. [Ipunuun ¢yHKIMOHUPOBAHUS.
25. IIporokon DHCP. Hazunauenue. [Ipuniun GpyHKIIMOHMPOBAHUS.
26. Cnyx0a DNS. Haznauenue. [IpuHiun QyHKIMOHUPOBaHHUS.
27. Cetp UnTepHet. CriocoOb! noakitoueHust k cetu. OCHOBHBIE CiTykO0bI ceTu HTEpHeT.
28. Cnyx0b61 WWW u FTP. ITapametps! noaxmtouenuss Kk WWW wiu FTP cepsepy.
29. Cnyx06a E-mail. [TapameTp nouroBoro kimueHTa ajs paboThl ¢ JIEKTPOHHOM OYTOMH.
30. Ciyx6a UseNet. [Touck rpynn HoBoctei. [loanucka Ha paccbUIKy IpyIii HOBOCTEH.
31. Cetu Ha ocHoBe OC Windows. OCHOBHbIE MOHATUS M IPHUHLUIBl OpPraHU3ALUH CETH

O 0 1IN DN B W~
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Microsoft.

32. OcHOBHBIE KOMaH/IbI, UCIIOJIb3yeMbI€ TIPH paboTe C CEThIO B PEKUME KOMAHIHOW CTPOKH.

33. IIporpamMMHbBIE KOMIIOHEHTBI, HEOOXOAMMBIE NIl pabodeil CTaHIIMKM B ceT. Ha3HaueHune Kax-
JIOM KOMIIOHEHTHI. [IpumMepsl.

14.1.3. Tembl 0NIPOCOB HA 3aHATUSX

OCHOBHbIE MOHATHS KOMIBIOTEPHBIX ceTeil. TUIbI KOMIBIOTEPHBIX ceTeil. Ddu3nyueckas U Jorude-
ckas Torosiorus cetu. OCHOBHBIE CETEBbIE CITYKOBbI.

MHoroypoBHeBasi OpraHU3aIusi KOMOTHIOTEpHBIX ceTel. [loHsTust mpoTokona, uHTepdeiica, creka
poTokosoB. Moaens OS], e€ ypoBHU 1 UX Ha3HAYCHHE.

Ou3nyeucKkuil ypoBeHb. THIbI GU3NYECKUX CPell Iepelaun CUTHANIOB, UX XapakTepucTuku. Komu-
pOBaHUE JBOMYHBIX TaHHBIX. Buabl Momysaum.

KananbHblii ypoBeHb. MeToabl 1ocTyma K cpee nepeaayun. TexHomnorus Ethernet.

CocraB ceTeBOro 000pyi0BaHus JOKaJIbHbIX ceTeil. [IpuHIuIbl paboThl KOHIEHTPATOPOB, MOCTOB,
KOMMYTATOpPOB.

CeteBoil ypoBenb. [Ipunimuner mapmpyruzanuu. Haznadenne u crmocoObl OCTPOCHHS TaOIIUIL
MapuipyTh3aluid. BeKTopHbIe MPOTOKOIIBI MapLIPYTU3AILMU U IPOTOKOJIBI COCTOSIHUS KaHaua.

Tpaucnioptaeiii ypoBeHb. [Ipotokonst UDP u TCP. Otamnsl co3nanust 1 oOMeHa JaHHBIMH B paMKax
JIOTUYECKOT0 COEMHEHUS. AJITOPUTM CKOJIB3BILIETO OKHA.

[TpuknagHoit ypoBeHb. [lomynspHbie TPOTOKOIBI MPUKIAAHOTO YPOBHS. Ciiy)KeOHBIE MPOTOKOIIBI
npuknaanoro yposas DHCP u DNS. Dnexrponnas noura. Be6. FTP.

14.1.4. Tembl 1a00paTOpHBIX padoT

MogenupoBaHue CeTeBbIX YCTPONUCTB U MPOTOKOIOB B JJOKATBHBIX CETSIX

Hacrpotika nogxrouenus y3na k cetu. Crek nportokonoB TCP/IP. IlpuknagHpie MPOTOKONBI CETH
HNutepHer.

Ceru Microsoft Windows. YnpaBiieHue ceTeBbIMU peCypcaMy B OJJHOPAHTOBOM CETH.

Cetu Microsoft Windows. Active Directory. YnpaBieHue ceTeBbIMH pecypcaMu KOPIIOPaTHBHOM
ceTu. ['pynnoBble NOIUTHUKY.

MogenupoBanue 0a30BbIX CIIyK0 U MPOTOKOIOB MapIIPYTHU3aLUHU B TII00ATBHBIX CETIX

Bbazoseie ciyx0b1 cetu Marepuer. DHCP. DNS. IIpoTokomnbsl MapmpyTu3anuu.

[Tpuknagasie cayx0nl cetn MHTepHET. HacTpoiika Web- u FTP-cepsepos.

[Tpuknannsie ciyx0b1 cetn MaTepHet. HacTpoiika cepBepa 37€KTPOHHON MOYTHI.

AHTUBUpYCHas 3amuTa. [lepcoHanbHbIE CeTeBbIE IKPAHbI

14.1.5. Tembl KypcOBBIX POEKTOB / KypCOBBbIX padoT

1. IlpoexTrpoBaHue JOKATbHBIX U pACIPEIEICHHBIX CETe TUIIOBBIX KOH(UTYpaIHii;

2. IlpoexkTupoBaHHe W HACTpPOIIKa CHCTEMbI YIIpaBJIEHHS CETEBBIMH pecypcamMu Ha Oaze Active
Directory;

3. IlpoexTupoBaHue M HACTpOilka KOMMYHUKAIIMOHHBIX CEPBUCOB Ha 0a3e CTaHIAPTHBIX CIYKO
cetu MHTEpHET;

4. Pa3paboTKH KIIMEHT-CEPBEPHOTO MPUIIOKEHHUS,;

5. IlpoexTHpoBaHUE M HACTPOIKa CETEBBIX XPAHWJIMIL U CETeH NOCTyna B BUPTYyaJbHON MH(pa-

CTPYKTYpe.

14.2. TpeGoBaHHs1 K OLCHOYHBIM MATEPHAJIAM JJIsl JIHI C OTPAHUYCHHBIMHU BO3MOKHOCTAMH
310POBbS U HUHBAJIN10B
Jis i ¢ orpaHMYEHHBIMA BO3MOYKHOCTSIMU 3/I0POBbSl M1 MHBAJIUIOB MIPELYCMOTPEHBI TOMOIHU -
TeJbHBIE OLIEHOYHbIE MaTepHUaIIbl, IEpeUYeHb KOTOPBIX YKa3aH B Tabnuue 14.
Tabmuma 14 — JlononHuTeNbHBIE MaTepUaiIbl OLIGHUBAHMS JUIS JIUI] C OTPAaHMYEHHBIMH BO3MOXXHOCTSIMU
310POBbS U HHBAJINIOB

Kareropuu Bupl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJISL M OLICHKH
oOyyaronuxcs MaTepuaoB pe3ynbTaToB 00y4eHuUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEITBHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PAOOTHI

C napyueHusaMu
ciyxa

[IpenMy111eCTBEHHO MMCbMEHHAs
MpOBEpKa
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C HapymieHusiMu
3peHus

CobecenoBaHue 1O BOTIPOCAM K 3a4eTY,
OIPOC 0 TEPMHHAM

[TpeumymiecTBEHHO yCTHAs TIPOBEPKA
(MHIMBUAYATIBHO)

C HapymieHusiMu
OIOPHO-
JIBUTATEJILHOTO
anrmapara

Pemenne MMCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHLIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOSATENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpeI/IMYH_[eCTBeHHO JUCTaHIIMOHHBIMUA
METOAaAMU

C orpaHuueHUsIMH TIO
00ILIEMETUITMHCKIM
IMOKa3aHUsIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIbHbIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpenmyniecTBEHHO IPOBEPKA
METOJaMH UCXOJISl U3 COCTOSTHUS
00y4aroierocss Ha MOMEHT IPOBEPKHU

14.3. Mertoauuyeckue peKOMEHIAUMH M0 OLEHOYHBIM MATEPUAJIAM JIJIfl JIMI C OTPAHUYEHHbIMU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns muIp ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 370POBbSI U MHBAIMIOB TPEIyCMAaTpPUBACTCS 10-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUH OIIEHOUYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

— METOJIOM YTEHHsSI aCCHCTCHTOM 3aJJaHus BCIYX;

— NIPEOCTABJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. [ TaKuX 0Oy4arommxcsi MpeayCcMaTpUBaeTCst JOCTYII-
Has opmMa mpeoCTaBICHHSI OTBETOB HA 3a/IaHUs, & IMEHHO:

- NICbMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCITOJIL30BAHNEM YCIIYT aCCUCTEHTA;

- IPE/ICTaBICHAE OTBETOB YCTHO.

[Ipoueypa olleHUBAaHUS PE3YIILTATOB OOYYCHUS JIMII C OTPAHUYCHHBIMUA BO3MOXKHOCTSIMH 3J10PO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TpeIyCMaTpUBaeT IperocTaBieHne nHdopmarun B popMax, aganTH-
POBaHHBIX K OTPaHMYCHHUSM HX 3[J0POBBS U BOCHPUATHS HHOOPMALIVH:

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

[Tpn HEOOXOMUMOCTH ISl JIUIL C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbS M MHBAIUIOB TIPOLIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yIEHUST MOXKET IPOBOUTHLCS B HECKOIBKO ITAIOB.
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