MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0ZKeTHOE 00pa3oBaTe/ibHOE YUpeK/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20 T

PABOYA I ITPOI'PAMMA TN CIHUITIIMHBI
Be3zonacuocth cereii DBM

YpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajaBpuaT

Hampanenue noarorosku / cnermaabHOCTh: 10.03.01 Undopmaunonnasi 6e30nacHocTb
HanpasnenHocts (rpo¢uis) / crienuanu3anys: be3onacHocTh aBTOMATH3MPOBAHHBIX CHCTEM

dopma oOyueHUs: OUHaASA

QaxynbreT: @b, ®aKkyabTeT 6€30I1aCHOCTH

Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii uHPOPMAUNMOHHOW 0€30MACHOCTH JIEKTPOHHO-
BbIYHMCJIUTEJIbHbIX CHCTEM

Kypc: 3

Cemectp: 5, 6

YueOnsrit man Habopa 2014 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunpl yueOHOI 1eITeNbHOCTH 5 cemecTp 6 cemecTp Bcero Enununner
1 | Jlekuun 18 28 46 4acoB
2 |I[IpakTU4ecKue 3aHATUS 0 18 18 4acoB
3 | JlaGopaTopHbie pabOTHI 36 44 80 4acoB
4 | Bcero ayaqMTOpHBIX 3aHITUI 54 90 144 4acoB
5 | V3 HUX B UHTEpAaKTUBHOU Qopme 16 24 40 4acoB
6 |CamocTosTenbHas pabora 18 18 36 4acoB
7 | Bcero (0e3 sx3amMeHa) 72 108 180 JacoB
8 |IlogroroBka u caya 3K3aMeHa 0 36 36 4acoB
9 | OO0mas TpyI0eMKOCTb 72 144 216 4acoB

2.0 4.0 6.0 3.E.

3auer: 5 cemecTp
Ok3ameH: 6 cemecTp

Tomck 2018
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokot Ne 6 ot « 15 » 5 2018 1

JINCT COI'TTACOBAHU A
Pabouas mporpamMma AUCIUIUIMHBI COCTaBJeHA C y4eTOM TpeOoBaHUU (eaepaabHOTO Trocymap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaaprta Bhiciiero oopazosanus (PI'OC BO) no HampaBieHHIO MOATO-
toBkH (crneruanbHOCcTH) 10.03.01 MHpOpManmonHas GezomacHOCTh, yTBepkaeHHoro 01.12.2016 rona,

paccmoTpena u onobpena Ha 3acenanuu kapeapsl KUBOBC «  » 20 roma, MpOTOKOI
Ne

Pa3zpaboTunku:

IIpenonaBatens kagp. KUBOBC A. K. HoBoxpecToB

Houent xad. KUBSBC A. A. Kones

3aBenyrommii obecrieunBaromien kag.
KNB2BC A. A. lllenynaHoB

Pabouas mporpamma JTUCIUIUIMHEI COTIIacoBaHa ¢ (DaKyIbTETOM M BBITyCKaroIel Kadeapoii:

Hexan ®b E. M. JlaBeii0Ba
3aBenyromnuii BeITycKaroIen kag.

KNB3BC A. A. lllenynanos
OKCIEPTHI:

Houent xad. KUB5BC E. 1O. Koctrouenko
Honent kad. KUBOBC K. C. Capun
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1. lean 1 3aga4n AUCHUILIHHBI

1.1. Heau qucuumJInHbI
OOy4YuTh CTYICHTOB OCHOBaM TOCTPOEHHUS U IKCIUTyaTallMd BHIYMCIUTEIBHBIX CETEH, MPUHITATIAM
¥ METo/aM 3alUThl HHPOPMAIMK B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUS,
MOCTPOCHMS, OOCTY)KUBAHUS U aHATIN3A 3AIIUIICHHBIX BEIUUCITUTEIHHBIX CETEH.

1.2. 3agaum JUCHUNIIHHBI

JlaTh OCHOBBI:

—  — apXUTEKTYpPbl BHIYUCIIUTEIBHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEJICTB CO3AAHMS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETEH U yNPaBICHUS UMU;

—  — UCIIOJIb30BaHMS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTHM 3aIUThI CETEH;

—  — METOJIOJIOTHH MPOEKTUPOBAHUS, PAa3BEPTHIBAHMS M COITPOBOXKIACHHUS OE30TaCHBIX CETEH;
— —o0cnenoBaHMs M aHATW3a 3aMIUIICHHBIX BRIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniuebl B crpykrype OIIOII
Hucnununa «be3zonacHocTs cereit 9BM» (b1.5.36) otHOcuTCs K 610Ky 1 (6a30Bast yacTsb).
[TpenmecTByOMKUMHU TUCIUIIMHAMY, (POPMUPYIOIIMMHI HavalbHbIe 3HAaHUS, ABIAOTCS: be3omac-
HOCTh ceteit DBM, NndopmaTrka, OcHOBBI HHPOPMAITMOHHON Oe30macHOCTH, CHCTEMHOE aJMUHUCTPH -
poBaHue.
[Tocnenyromumu AUCHUILIMHAME SBIISIIOTCS: bezonacHocTh cereidr DBM.

3. TpeGoBanusi K pe3yJbTaTaM OCBOEHMS JUCHMILIHUHBI

[Tpornecc n3yyeHns QUCUMIUIMHBI HApaBiieH Ha (YOPMHUPOBAHUE CIECAYIOIUX KOMIIETSHIINI:

— JIK-2 criocoGHOCTBIO PUMEHATH MPOrPaMMHBIE CPEJICTBA CUCTEMHOI0, IIPUKIIAJHOTO U CIIe-
[IUAJIFHOTO Ha3HAYEHUS, HHCTPYMEHTAJIbHBIE CPEJCTBA, SI3BIKH U CUCTEMBI IPOTPAMMHUPOBAHUS [T pelle -
HUS IPO(heCCUOHANBHBIX 33/1a4;

— TIK-6 cnocoOHOCTBIO MPUHUMATH YYAaCTHE B OPraHU3AIUH U MIPOBEICHUHN KOHTPOJIBHBIX IPO-
BEPOK paboTOCTIOCOOHOCTH M 3(PPEKTUBHOCTH MPUMEHSIEMBIX NMPOrPAMMHBIX, TPOTPAMMHO-aNapaTHBIX
U TEXHUYECKHUX CPEJCTB 3aIllUThl HHPOPMALIUY;

— TIK-15 cnocoOHOCTBIO OPraHU30BBIBATh TEXHOJOTHYECKUM MPOIIECC 3aIIUThl HHGOPMAIIUU
OTPaHUYEHHOTO JOCTYIA B COOTBETCTBUU C HOPMATHUBHBIMH MPABOBBIMHU aKTaAMU U HOPMAaTUBHBIMU METO-
nuueckuMu gokymentamu denepansHoit ciyxk0b1 6e3omacHocTu Poccuiickoit @eneparn, denepanbHOi
CILY’KOBI 110 TEXHUYECKOMY M S3KCIIOPTHOMY KOHTPOJIIO;

B pesynbrare usydeHus IMCHUIUIMHBI 00Y4arOIUNCs JOKEH:

— 3HATh CPEJACTBA U METO/bl XpaHEHUs U Nepeaadd MHGOpMalMK; STAJIOHHYIO MOJIENIb B3aMO-
JeMCTBUS OTKPBITBIX CUCTEM; OCHOBHBIE CTaHJIAPThI B 00JIACTH MH()OKOMMYHHUKAIIMOHHBIX CUCTEM M TeX-
HOJIOTHIA; OCHOBHBIE HOPMAaTHBHO TPABOBBIE aKThl 1 HOPMATUBHBIE METOANYECKHIE TOKYMEHTHI B 00JaCTH
MH(POKOMMYHHUKAIIMOHHBIX CUCTEM; MPUHLUIBI TIOCTPOCHUS 3ALIUIEHHBIX TEIEKOMMYHUKAIIMOHHBIX CH-
CTEM; MEXaHU3MBI PEATH3AIMH aTaK B KOMIIBIOTEPHBIX CETSX; 3alIUTHBIC MEXaHU3MBI U CPEICTBA o0ectIe -
YEHUS CETEBOM 0€30MacHOCTH; CPEeICTBA U METO/Ibl IPEAOTBPAIIECHUS U OOHAPYKEHUS BTOPKEHUH.

—  YMeTh NMPUMEHATH 3alUIIECHHBIE TIPOTOKOJIBI, MEKCETEBBIC SKPAHBI M CPEICTBA OOHAPYKECHUS
BTOPKEHUH IS 3aLUThl MHMOPMAIH B CETAX; OCYLIECTBIATh MEPBI IPOTHUBOACHCTBHS HAPYIIEHUSIM Ce-
TeBOI 0€30I1aCHOCTH C MCMOIb30BAHUEM PAa3IMUHBIX IPOIPAMMHBIX U allllapaTHBIX CPEJCTB 3aIIUTHI B CO-
OTBETCTBHMHU C TPEOOBAaHUSIMU HOPMATUBHO NPABOBBIX aKTOB M HOPMAaTUBHBIX METOANYECKUX JOKYMEHTOB.

—  BJAJIeTh HAaBBIKAMU KOH(HUTYPUPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMU PEaTM3alii CETEBBIX
MPOTOKOJIOB € TIOMOIIBIO TPOTPAMMHBIX CPEJICTB; HABBIKAMH HACTPONKH MEXKCETEBBIX SKPAHOB; HABbBIKA-
MU IPUMEHEHUS HOPMATUBHO IMPABOBBIX AKTOB U HOPMATUBHBIX METOIMUYECKUX JOKYMEHTOB B 00JaCTH
MH(OKOMMYHHMKAIIMOHHBIX CHUCTEM; METOJMKOM aHajau3a CeTeBOro Tpauka; METOIUKONW aHanu3a pe-
3yJAbTAaTOB pabOThI CPEJICTB OOHAPYKEHHS BTOP)KEHUIA.

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOi padoThl
OO011ast TpPyI0EMKOCTh JUCHUILUINHBI COCTaBIAET 6.0 3aUeTHBIX eIMHUILIBI U IIPECTaBICHA B Ta0IU -
ue 4.1.
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Tabmuma 4.1 — TpyA0eMKOCTh TUCITUILTAHBI

Bunbl yueOHO fesITeIbHOCTH Bcero uacos CemecTpsl
5 cemectp 6 cemecTp
AynuTopHbI€ 3aHATHUSA (BCETO) 144 54 90
Jlexknuu 46 18 28
[IpakTuyeckue 3aHATUS 18 18
JlaboparopHbie pabOTHI 80 36 44
W3 HuX B MHTEpaKTUBHON (hopme 40 16 24
CamocrositenpHast paboTa (Bcero) 36 18 18
OdopMieHrE OTYETOB IO TAOOPATOPHBIM 18 9 9
pabotam
[TpopaboTka IEeKIMOHHOTO MaTepralia 14
[ToaroroBka K MpakTUUYECKUM 3aHSATHUSM, 4 4
CeMHHapam
Bcero (0e3 3x3aMeHa) 180 72 108
TToaroroBka u caada dK3aMeHa 36 0 36
OO6m1ast Tpy1I0€MKOCTb, 4 216 72 144
3aueTHble EquHuib 6.0 2.0 4.0
5. Conepxanne TUCUMIIIIMHBI
5.1. Pa3nenbl AMCUMILIMHBI M BUABI 3aHATHI
Paznensl mUCHUIUTAHEI ¥ BUBI 3aHATHH IPUBEACHBI B Ta0mmiie S.1.
Tabmunia 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI
B ] = 2 § 2 =
o o o o o Q9 = 5
. ) S 'S S 3 >z
Haszpanus paznenoB JuCHUIUIMHBL 5‘ © Q. Q o 9 §‘ 5
= 5 © S 5o S =
o, < [a+] Q 8 8—1 g
5 cemecTp
1 OcHOBHBIE TOHATHS HH(OPMALIMOHHBIX 4 0 8 4 16 |IIK-15, IIK-2
ceren
2 OCHOBBI TTIOCTPOCHHS] COBPEMEHHBIX JIO- 4 0 8 4 16 |IIK-2
KQJIBHBIX CETEH
3 CereBble ONEPALIMOHHBIE CUCTEMBI 8 13 |IIK-2
4 CpenctBa pean3aii MEXCETEBOrO 12 6 24 T1IK-2
B3aUMOJICHCTBUS
5 IlepcrieKTUBHBIE HANIPABIEHUS Pa3BH- 2 0 0 1 3 [1K-2
TUS ¥ Ipo0IeMbl HHPOPMAIIOHHBIX Ce-
Teu
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OCHOBHBIE TTOHATHS HH)OPMAITMOHHON 4 0 0 1 5 [TK-15, TIK-2,
0e30IacHOCTH [K-6
7 TexHonoruu odecrieueHus: 0€30IacHo- 8 18 12 8 46 | TIIK-15, IIK-2,
4
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CTH B JIOKQJIBHBIX CETSIX [1K-6
8 ObecnieueHue OE30MaCHOCTH CETEH Ha 6 0 0 1 7 IIK-15, IIK-2,
0a3e ceTeBBIX ONMEPAIMOHHBIX CHCTEM [1IK-6
9 O0OecrieyeHne 0€30IaCHOCTH MEKCETE- 6 0 32 7 45 |TIK-15, TIK-2,
BOI'O B3aUMOJICUCTBUSA [1K-6
10 [IpaBOBBIE OCHOBBI 3aIIUTH HH(OPMa- 4 0 0 1 5 [IK-15, TIK-2,
LMY B KOMIIBIOTEPHBIX CETAX. 3alUIICH- IIK-6
HBIM TOKyMEHTO0O0POT
Hroro 3a cemectp 28 18 44 18 108
HUroro 46 18 80 36 180
5.2. Conep:xanue pa3aesioB TMCUUILIMHBI (110 JEKIHIM)
Coneprkanue pa3ienoB TUCIUILIAH (TI0 JICKIHSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuma 5.2 — ConeprkaHue pasieiaoB JUCIUILIMH (TI0 JISKIIHSIM)
3 z £
3 ==
g 2 5
HazBanus pa3znenos CopneprxaHue pa3ienoB JUCIHUIUIMHBEI (TT0 JEKLIUAM) z 7 &5
o S E
X g =
al o g
= S
5 cemecTp
1 OcHOBHBIE NOHSTHS Hcropus passutus cereii OBM. MecTo u posb BbI- 2 IK-2, TIK-
MH(POPMAITMOHHBIX CETEH |YMCIUTEIBHBIX CETeH B COBpeMeHHOM Mupe. OCHOB- 15
HbIE TIOHATHS U TepMHUHONIOTUs. O0IIMe pecTaBie-
HUS O BEIUUCIIMTENBbHON ceTtr. O0Iee moHsTue 00
HEpapXUUYECKON CTPYKTypE NPOTOKONIOB. IIprHIIUIIBI
MHOTOYPOBHEBOM OpraHU3aIuH JIOKAIbHBIX U TJI0-
6anbHbIX ceTeit OBM. Monens OSI. CrannaptHbie
CTEKH KOMMYHHMKAIIHOHHBIX POTOKOJIOB.
Crannaptuzanus B ceTsix. Kiaccudukanms Beauciu- 2
TeNbHBIX ceTell. TpeGoBaHUsl, MpeIbIBIsIEMbIE K
COBPEMEHHBIM BBIUMCIUTENBHBIM CETIM. MeTO/bI U
TEXHOJIOTUU MTPOEKTUPOBAHUS CPEJICTB TEIEKOMMYHH-
kauuii. CtpykTypuzanuu ceti. Pusznueckas U JIOTH-
YecKast TONoJIOTHH cetel. OCHOBHOE KOMMYHHMKAIU-
OHHOE 000pYyJOBaHUE
Hroro
2 OcHoBbl nocTpoeHust | Kanainbl cBsi3u. XapakTepuCTUKH KaHAIOB CBsI3U. Jlo- [K-2
COBpPEMEHHBIX JIOKATbHBIX | THYECKOE KOAUPOBaHHE. ACUHXPOHHAS M CHHXPOHHAs
ceren nepenauu. Mepapxus B kabenbHoM cucteme. CTpyKTy-
pupoBaHHas KabenpHas cUCcTeMa.
Kondurypanun mokanbHBIX BEIYUCIUTEIBHBIX CETCH 2
Y METOABI 10ocTymna B HUX. CTpyKkTypa ¥ QyHKIUH JIO-
kanbHBIX ceTed. Conepkanue cranaapta IEEE 802.
bazoBbie Texnonoruu nokaiabHbiX cereid. IEEE 8§02.2
Ethernet. OGopynoBaHue JIOKATLHBIX CETEH.
Hroro
3 CeteBble [IporpaMMHBIE cpencTBa TelleKOMMyHUKanuu. CTpyk- IIK-2
OTIEPALIMOHHBIE CUCTEMBI | Typa MPOrPaMMHOTO 00eCTIeUYeHHS JTOKATBHOM CETH.
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Knaccudukanus nporpaMmHoro obecrnedeHus jo-
KaJIbHBIX ceTel. [[pUHIMIBI MOCTPOEHUSI CETEBOTO
MPOrPaMMHOTO 00ECTIEYeHHSI U CETEBBIX OTEpaIOH-
HbIX cucTeM. Kiaccudukarus cepepos. [Ipoextupo-
BaHue ceteit OBM 1o npuHIUITY «KIUEHT-CEPBEPY.

HUroro

4 CpencTBa peanusanuu
MEKCETEBOTO
B3aUMOJICHCTBUS

CereBoii ypoBeHb niepeiaun JaHHbIX. [P-aapecarnus.
Peanu3anus MexceTeBOro B3aMMOJCHCTBUS CPEACTBA-
mu TCP/IP. TITopsanok pacnpenenenus [P-anpecos.
OTtob6paxenue [P-anpecoB Ha JoKallbHBIE apeca.
ARP npotokon.

[IpuHnumne! mapupyrusanuu B [P-cetsax. [IpoTokosnst
Mapupyrusanuu. [lonsatue nomena. Jlomennas aznpe-
canus B [P-cetsax. DNS mpotoxkor.

[Iporoxoin IPv6. IIpoToKOIBI TPaHCIIOPTHOTO YPOBHS
TCP u UDP.

HUroro

[1K-2

5 IlepcnekTuBHBIE
HanpaBJIEHUs Pa3BUTHS U
MPOOIJIEMBI
MH(OPMAIIMOHHBIX ceTel

CoBpeMeEHHbIE TEHIEHIIUN PAa3BUTHS TEIEKOMMYHHUKA-
LMOHHBIX cucTeM. MHTerpanus pa3nuyHbIX TUIIOB Ce-
Tell U ceTeBbIX clyk0. Bupryanuszauus nadopmaru-
OHHBIX cucteM. OOnayHbIe BHIYUCIIECHUS.

Hroro

[1K-2

Hroro 3a CEMCECTP

6 cemecTp

6 OCHOBHBIE TTOHATUSI
nH(pOPMaITMOHHON
0€30I1aCHOCTH

Obecnieuenne 6€30MaCHOCTH TEIEKOMMYHHUKAIIMOH-
HBIX CBA3€U U aIMUHUCTPATUBHBIN KOHTPOJb. OCHOB-
HbIE TIOHSTHUS U TEPMUHOJIOTUSL.

TurnoBsie yrpo3sl ceTeBoil 0ezonacHocTU. OCHOBBI
KJ1accU(UKAIIMK CETEBBIX YTPO3 U aTtak. BiusHue ue-
JIOBEYECKOro (pakTopa Ha CETEBYIO OE30MacHOCTb.

Hroro

TK-15,
TK-2, TIK-

7 TexHOJIOTHH
obecnieueHus
0€30IacCHOCTH B
JIOKAJIBLHBIX CETAX

3amura TONoJOruu ceTu. BupTyanbHble JTOKaJIbHbBIE
ceTd. JlomonHuTenbHbIE PYHKIIMH KOMMYTAaTOPOB.
[lepconanbHble 3KpaHbl. AGOHEHTCKOE IMIH(pPOBaHHE.

3ammTa ceTeBoro Tpaduka 1 KOMIIOHEHTOB CETH. 3a-
umta komrnoHeHToB cetu o HCJI. be3omacHocts pe-
cypcoB cetu. CpencTBa UIeHTUGUKALIUU U ayTeHTH-

(uKanuu, METOMIbI pa3eNieHUs] PECYPCOB U TEXHOIIO-
THUU pa3rpaHUYEHUs TOCTYTIA.

CpencTsa NOBBIILIEHUS HAZIGKHOCTU (PYHKIIMOHUPOBA-
Hus ceTell. 3amuTa oT cO0EB AMEKTPONUTAHNUS, aNlla-
paTHOrO M NMporpaMmMHoro odecreuenust. Kontposs u
pacnpeneneHyue Harpy3Ku Ha BIYUCIUTEIbHYIO CETh.

PernamenTHpYOIME JOKYMEHTHI B 001acTi Oe3o0mac-
HOCTHU BBIYMCIUTENbHBIX ceTel. CTaHaapThl 6e3omnac-
HOCTH BBIYMCIIUTENIBHBIX CETEN U UX KOMIIOHEHTOB.
IIpaBoBbIE OCHOBBI 3aIIUTHI MHPOPMAIIUH B CETSX.

TK-15,
TK-2, TTK-
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Htoro

8 ObecnieucHue CereBble onepanoHHbie cucteMbl Windows, 2 IIK-2, TIK-
6e3onacHocTH ceTeit Ha | Unix/Linux. OCHOBHBIE IPOTOKOJIBI, CITYXKObI, yHK- 6, I[IK-15
0aze ceTeBbIX IMOHUPOBAHKE, CPEICTBA 0OecieueH s 0e301MacHO-
ONEPALMOHHBIX CUCTEM | CTH, CPEJCTBA YIPABICHUS U KOHTPOJIS.

[TonuTuka 6e3onacHoctu: [loHsTHE MONMUTUKH O€3- 4

OMMAaCHOCTH. TUTOBBIE NIEMEHTHI TIOJTUTUKH Oe30mac-

HocTH. [locTpoenue, peanusanus, noaaepKaHue u

MonupUKalus NOTUTHKU 6e3onacHocTH. Kpurepun

otieHku OezonacHocTu ceTeBbIX OC. OCHOBHBIE KpH-

TepUU aHajHu3a ceTeBoi 6e3onacHocTH. Ob1Ias npo-

Leaypa aHajausa.

Hroro
9 OOecnieueHne OcHOBHBIE MEXAHU3MBI OO€ecIIeueHHs1 0€30IIaCHOCTH U TIK-15,
0e30MacHOCTH yIpaBJICHUS pacrpeielieHHbIMU pecypcamu. Obecrie- [TK-2, TTK-
MEXCETEBOTO YeHHe HaJIe)KHOCTU HHPpaCcTpyKTypsl IHTEepHET. 6
B3aUMOCHCTBUS

3aMOJIeHe 3ammra KaHayoB cBs3u B HTepHeT. Bubl nenos3y- 2

eMbIX B MIHTepHeT kaHayloB cBs3u. Mcnonb3oBanue

MEKCETEBbIX KpPaHOB. BupTyasibHble YaCTHBIE CETH.

VYS3BUMOCTH U 3aIIUTa 0a30BBIX MPOTOKOJIOB U CITYXKO: 2

[Iporoxonel mapmpytuszanuu. Cemerictso TCP/IP.

Cayx651 noucka. besonacnocte WWW u 31eKTpOoH-

HOU IMMOYTBHI.

Hroro 6
10 IIpaBoBBIE OCHOBBI Cuctembl 0OHAPYKEHHSI M IPOTHUBOJICHCTBUSI BTOPIKE- 2 [IK-15,
3anuThl nHGopManuu B |HusAM. Kiaccudukanus 1 mpuHIUIB (YHKITHOHUPO- [K-2, TIK-
KOMITBIOTEPHBIX CETSIX. BaHUs CUCTEM OOHapyeHHsI BTOpxkeHHit. CKaHepsl 6
3auIIeHHbIH 0€30MacHOCTH.

OKYMEHTO000POT

JOKYM p Kiaccel ckanepoB 6€30macHOCTH U OCOOEHHOCTH IPH- 2

MEHEHUS. 3aluTa OT BUPYCOB.3aIUTa 3JIEKTPOHHOTO

JOKYMEHTO00O0pOTA.

Hroro 4
Hroro 3a cemectp 28
Hroro 46

5.3. Pa3nenbl JMCUMILNIMHBI M MEXKIMCUMILIMHAPHBIE CBSA3H ¢ 00ecneYyuBAKIIMMH (NMpeAbl Ty IIUMHU)
U o0ecnieynBaeMbIMH (MOCJIETYIONIUMH) TUCHTUTLIHHAMUA
Paznensl quCHUIUIMHBL M MEXIUCHUIUIMHAPHBIE CBSI3U C 00ECIEUMBAIOIIMMHU (TIPEABIAYIIUMHU) U

obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTABICHBI B TabHIIE 5.3.

Tabmuma 5.3 — Pa3aensl IMCIMIUIMHBI U MEKIUCIUIUIMHAPHBIE CBSA3U

HanmenoBanne qUCIAILINH

Ne paznenoB jaHHON AMCHUILIMHGL, 17151 KOTOPBIX HEOOXOAUMO U3yUYeHHE
o0ecreunBaOMX U 00eCIIeYnBaeMbIX JUCIUIUINH

1 2 3 4 5 6 7 8 9 10
[IpenmecTByronye AMCUUIUINHBI
1 be3zonacHocTs ceTeit
SBM + + + + + + + + + +
2 Undopmaruka +
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3 OcHoBBI HH(OPMAITHOH- n
HOH 0€30I1aCHOCTH
4 CucTeMHO€ aJIMUHUCTPHU- n . N "
poBaHue
[Tocnenyrouire TUCHUTIIIUHBI

1 Be3omacHOCTE ceTei

- - - - - + + + + +
5BM

5.4. CooTBeTCcTBHE KOMIIETEHINI, (POPMHUPYEMBIX IPH H3YYCHUHU AUCUMILIMHBI, 1 BU/A0B 3aHATHH
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPH WM3YYEHUH IUCIUIUIMHBI, W BHUIOB 3aHATHA
npezcTaBiIeHo B Tabmuue 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMIIETEHIINN, (DOPMUPYEMBIX NIPU M3YUYECHUH JAUCIUTUINHBI, U BUIOB 3aHS -

TUN

Bunwl 3ansatuit

Kommerenimn
Jlexk.

®opMBbl KOHTPOJIS

=
7
[\
+

+ | IIpak. 3aH.
+ | JIa6. pab.

+ | Cam. pa0.

3amuTa otyera, OTYET I10
nmabopaTopHOU padore,
Ompoc Ha 3ansTUAX, Tect

[1IK-6 +

+ 3amuTa otyera, OTYET MO
nmabopaTopHO pabore,
Ornpoc Ha 3aHATUAX

IIK-15 +

+ 3amuTa otyera, Onpoc Ha
3aHATHAX

6. UnTepakTBHBIE MeTOABI M (GOPMBI OPraHN3aLMU 00yYeHH s
TeXHOIOTUH HHTEPAKTUBHOTO O0YUICHHUSI PH pa3HBIX (popMax 3aHATUH MpUBEICHBI B Tabmwie 6.1.
Tabmura 6.1 — TeXHOIOTHH MHTEPAKTUBHOTO O0YUYEHHS ITPHU Pa3HBIX (hopMax 3aHATHI

HNurepakr
VBHbBIE
HNHrepakTuBHBIC
VHTEpaKTUBHBIE JIEKIIUY, | IPAKTUYE
Meronbt nabopaTopHbIe 3aHATHSA, Bcero, u
" q CKHE
3aHATHS,
q
5 cemectp
IT-meTonm! 10 10
[IpesenTanuu c 6 6
HCIIOJIb30BAaHUEM
CJIaliIOB C 00CYXKACHUEM
Hroro 3a cemectp: 10 6 0 16
6 cemecTp
IT-MeTonbI 12 12
[Ipe3enTtamuu c 8
HCIIOJIb30BAaHUEM
CJIaIOB ¢ 00CYKICHHEM
UccnenoBarenbckuii 4 4
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METO/

Hroro 3a cemectp:

12

24

Hroro

22 14

40

7. JlabopaTtopHbie paGoThl

HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnue 7.1.
Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHbIX paboT

0€30IaCHOCTH B
JIOKAQJIBHBIX CCTIAX

YOpaBIEHUS JTOCTYIIOM.

WNHcTpyMeHTHI AJist ucclieZIoBaHus ceTH (CHUDEpH)

I/IHCTPYMeHTLI JJIA UCCIICA0BAaHUA CCTU (CKaHepH 0e3-

8 v o
= 2 =
Q = =
Q O T
< > 0O
Ha3Banus paznenos HaumeHnoBaHue 1a60paTopHbIX padoT zF &5
o) S E
X g =
2 o 2
= S
5 cemecTp
1 OcHOBHBIE OHSTHS MonenpoBaHue CETEBBIX YCTPONCTB U IIPOTOKOJIOB B 4 [1K-2
MH(OPMAITMOHHBIX CETEN |JIOKAIbHBIX CETAX
MonenpoBaHne BUPTYaAJIbHBIX JIOKAJIbHBIX CETEH 4
(VLAN) ¢ pasrpaHu4eHueM JOCTyTa K CETEBBIM pe-
cypcam
Uroro
2 OCHOBBI TOCTPOCHUS HacTtpoiika nogkimtoueHus y3ia K ceTi. ABTOMaTnye- 4 [1K-2
COBPEMEHHBIX JIOKAIbHBIX | CKasl JTMHAMUYECKasi U CTaTHYECKasi HACTPOUKH CceTe-
ceren BOI'O IMOJIKJIIOUCHHUS.
Crex nporokonos TCP/IP. [IpuknaaHbie MpOTOKOIBI 4
cetu MHTEpHET.
Hroro
3 CereBble Cetn Microsoft Windows. YnpaBneHue ceTeBbIMHU pe- 4 I1K-2
OIIEpAIMOHHBIE CUCTEMBI |CYpCaMHU B OJTHOPAHTOBOM CETH.
Cetu Microsoft Windows. Active Directory. Ynpasiie- 4
HHE CETEBBIMH PECYPCAMH KOPIIOPATUBHOM CETH.
I'pynmoBbIe OIUTUKH.
Hroro
4 Cpencta peanuzanuu | MoaenupoBanue 6a30BbIX CIYKO U MPOTOKOJIOB 4 [TK-2
MEXCETEBOTO MapIIpyTH3aluU B TI100aTbHBIX CETSIX.
B3aNMOACHCTBIA bazossie ciyx0b1 cetn Uatepuer. DHCP. DNS. I1po- 4
TOKOJIbI MapIIPyTH3ALUH.
[Ipuknagueie cnyx0bl cetn MaTepHET. HacTpoiika 4
Web-, FTP-cepBepoB u cepBepa 3JIEKTPOHHOM MOUTHI.
Hroro 12
Hroro 3a cemectp 36
6 cemecTp
7 TexHnonoruu Pasrpannuenue noctymna K JOKaJdbHBIM U CETEBBIM pe- 4 I1K-2, T11K-
obecrieyeHus cypcaMm. /luckpeniioHHas ¥ MaHaTHasE MOJIENIH 6
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OTIAaCHOCTH)
Htoro 12
9 OGecneuenue MexceTeBble SKpaHbl 4 ITK-2, TIK-
GesomacHOCTH AHTUBHpYCHAas 3aIIATA 4 6
MEKCETEBOr0
B3AUMOJICICTBHS BupryanbHabie yacTHbIE CETH 8
Cuctembl OOHAPY)KEHHSI M TIPEAOTBPAIIICHUS BTOPIKE- 4
HUHU
DLP-cucremMsl
be3zonacHOCTh IPUKIIAAHBIX TPOTOKOJIOB
Hroro 32
Hroro 3a cemectp 44
Hrtoro 80
8. [IpakTHYeckue 3aHATHSA (CEMUHAPHI)
HanmMeHnoBaHue npakTHUeCKUX 3aHATHH (CEMHUHAPOB) MpUBeEIeHO B Tabmmie 8.1.
Tabmuua 8.1 — HaumeHoBaHME MPAKTUUECKHUX 3aHATUH (CEMUHAPOB)
3 =
3 =
g 25
HasBanus paznenos HaumeHoBaHue MpakTUUECKUX 3aHATUIN (CEMHHAPOB) zF 2 5
2 2 E
= 8 2
Y 9 2
= (S
6 cemecTp
7 Texnonoruu [TocTpoenue cTpykTypbl HHPOPMAIIMOHHOM ceTH, 4 [IK-2, IIK-
obecnieyeHust OMMCaHUE XapaKTepa CBA3EH MEXY JJIEMEHTaMHU U 6, IIK-15
0€e30I1aCHOCTH B MH()OPMAITMOHHBIX TTOTOKOB.
JIOKAJIBHBIX CETIX
0 ce [TpopaGoTka Mozienu yrpo3 U MOACIN HAPYIITUTENS 4
KOMITBIOTEPHOM CeTH.
[TpopaboTka CTPYKTYpHI CHCTEMBI 3alIUTHI HHpOpMa- 6
IIH, COCTaBa CPEJICTB 3anuThl. M3ydeHue cnoco0oB
YCTAaHOBKH M OCHOBHBIX IMapaMeTPOB KOH(UTYpAIHH
CPENCTB 3aIUThl HH(DOpPMAITUH
[ToaroroBka TOKYMEHTOB 110 CUCTEME 3aIIUTHI HHOP- 4
Maly B HHPOPMAITHOHHON CHCTEME.
Htoro 18
Hroro 3a cemectp 18
Htoro 18

9. CamocrosiTesibHasi padoTa
Bunasl camocTosiTenbHOM paboThl, TPYAOEMKOCTh U (hOpMUpYEMbIe KOMIIETCHIIUU MTPEICTABICHEI B
tabmune 9.1.
Tabmuia 9.1 — Buabl caMoCTOSTEIbHOM paboThl, TPYAOEMKOCTh B (HOPMHUPYEMbIE KOMIETECHIHH

Buasl camocTosTENBHOM
paboThI

9

Hazpanus pasaenos @DopMbl KOHTPOJIS

KOMIIECTCHIIN U

TpynoeMkocTsb,
dopmupyembie
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5 cemecTp

1 OCHOBHBIE MOHATUS [IpopaboTka JIEKIIMOHHOTO 2 |IIK-15, Ompoc Ha 3ausTusax, OT-
WH(OPMAITMOHHBIX CETEH | MaTepHalia [1K-2 4eT 1o JabopaTopHOi pa-
OdopmieHne 0T4eTOB 10 2 Gote
nabopaTopHBIM paboTam
UTtoro 4
2 OCHOBBI TOCTPOCHUS [TpopaboTka JIEKIIMOHHOTO [K-2 Ompoc Ha 3ausTusax, OT-
COBPEMEHHBIX JIOKAJIbHBIX | MaTepuasa 4eT 10 J1JabopaTopHoil pa-
Tel
cere OdopmieHre 0TYETOB 10 2 Gore
J1abopaToOpHBIM paboTam
Utoro 4
3 CereBble [IpopaboTka TeKIHOHHOTO [IK-2 Ompoc Ha 3ansTUsAX, OT-
OTICPAIIMOHHBIE CUCTEMBI | MaTepuasa 4eT 110 JJabopaTopHoil pa-
OdopmiieHre 0TYETOB 110 2 Gote
J1abopaTOpHBIM paboTam
UTtoro 3
4 CpenctBa peanm3anuu | [IpopaboTka JeKIIMOHHOTO 3 [K-2 Omnpoc Ha 3ausaTUAX, OT-
MEXCETEBOT0 MaTepuaita 4eT 1o JJabopaTopHoil pa-
B3aMMOJENUCTBUSA
SAHMOJCHC OdopmieHre 0T4ETOB 110 3 Gote
nabopaToOpHBIM paboTam
UTtoro 6
5 IlepcniekTHBHBIE [TpopaboTka JIEKITMOHHOTO 1 [1K-2 Onpoc Ha 3aHATUSAX
HaIpaBJICHUsS Pa3BUTUSI U | MaTepHaia
i
pOOIEMBI _ Hroro 1
MH(POPMALMOHHBIX CeTei
Hroro 3a cemectp 18
6 cemecTp
6 OCHOBHBIE MMOHSATHUS [TpopaboTka JIEKITMOHHOTO 1 [IK-15, Ormpoc Ha 3aHATUAX
UH()OPMAITMOHHON Marepuasa I1K-2,
0€e301acHOCTH Hroro 1 |HK-6
7 Texnonoruu IToaroroBka K mpaxkTuye- 4 |TIK-15, 3amuTa ortyera, Onpoc Ha
obecnieyeHus CKHMM 3aHSTHSAM, CEMHUHA- IIK-2, 3aHITUAX, OTYeT 1o Ja00-
0€30MacHOCTH B pam [IK-6 patopHoii pabote
JOKAJTBHBIX CETIX
an ce [IpopaboTka JIeKIIMOHHOTO 1
MaTepuana
OdopmiieHre 0TYETOB TIO 3
JabopaToOpHBIM paboTam
Hroro 8
8 ObecrnieueHue [TpopaboTka JIEKITMOHHOTO 1 ITK-15, Ormpoc Ha 3aHATHAX
0e30IacHOCTH ceTeil Ha | MaTepuaia [K-2,
0ase ceTeBbIX Wroro 1 |HK-6
ONEPALMOHHBIX CUCTEM
9 Obecneuenue [TpopaboTka JIEKIIMOHHOTO 1 [TK-15, Ompoc Ha 3ausaTusax, OT-
0€30MacHOCTH Marepuaa [K-2, 4eT 1o 1abopaTopHoil pa-
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MEKCETEBOTO OdopmiteHre 0TIETOB TIO 6 |IIK-6 oote
B3aUMOJICHCTBUS JabopaTOpHBIM paboTam
Hroro 7
10 ITpaBoBBIE OCHOBBI [TpopaboTka JIEKITMOHHOTO 1 [IK-15, Ornpoc Ha 3aHATHAX
3amuThl MHQOPMAIIUU B | MaTepHuala [K-2,
KOMITBIOTEPHBIX CETAX. Hrtoro 1 [IK-6
3aluIeHHbII
JIOKYMEHTO000POT
Hroro 3a cemectp 18
TloaroroBka u caaya dK3a- 36 DK3aMeH
MEHa
Hroro 72
10. KypcoBoii npoekT / KypcoBasi padora
He npenycmorpeno PVYII.

11. PeiiTunroBas cucremMa JiJisi OlleHKH YCIIeBAeMOCTH 00yUYaloIIUXCs

11.1. baajbHble OLEHKH JJIS 3JIeMEHTOB KOHTPOJISI
Tabmuma 11.1 — banipHbIE OLIEHKH JUTSI JIEMEHTOB KOHTPOJISI

. . MakcumanbHbIN
o MaxkcuMalibHBIN MaxkcuMmalbHbIN
DOneMeHTHI yueOHOH 6asu1 3a nepuoa Bcero 3a
6amn Ha 1-yto KT ¢ | Gamn 3a mepuon
NESITEIbHOCTH mexny 2KT u na cemMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEI[ ceMecTpa
5 cemecTp
Omnpoc Ha 3aHATHAX 3 4 3 10
Otuer no naboparopHoit 30 30 30 90
pabote
Hroro makcumym 3a nepu- 33 34 33 100
on
Hapacraromum utorom 33 67 100 100
6 cemecTp
3amuTa oTuera 10 10 20
Omnpoc Ha 3aHATHAX 3 4 3 10
OTueTt no nabopaTopHOi 20 20 40
pabore
Hrtoro makcumyM 3a nepu- 13 34 23 70
on
DK3aMeH 30
Hapacraromum utorom 13 47 70 100
11.2. IlepecyeT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaIOB B OLIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
Ta6muma 11.2 — IlepecueT 0anioB B OLIEHKU 332 KOHTPOJIbHBIE TOUKU
banbl Ha 1aTy KOHTPOJIBHON TOYKH Onenka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
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Ot 60% 110 69% oT MakcuMaabLHOM CyMMBI OaiToB Ha aaty KT

< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. IlepecyeTr cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLCHKY
[Tepecuer cymMbl OaIoB B TPAAMLIMOHHYIO U MEXIYHAapOIHYIO OLIEHKY NPEJCTABIEH B TabauLe
11.3.

Tabmuma 11.3 — Ilepecuer cymMmbl 6aJUTOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

Urorosas cymma 6aisos,

Onenka (I'OC) YUMTBHIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

HK3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopo1io) (3a4TeHO) 75 - 84 C (xopor1wo)
0-74 D (ynoBnerBopuTeabHO)
65 - 69

3 (yZIOBJIETBOPUTENHHO) (3aYTEHO) 60 - 64 P ———
2 (seynOBICTBOpHTENSHO) (HE Hwxe 60 6ammos F (HeynoBneTBOpHUTENHHO)

3a4TEHO)

12. Y4yeOHO-MeTOAN4YecKOe M HHGOPMALMOHHOE o0ecreyeHre JUCHMIITTHHbI

12.1. OcHoBHas JuTEpaTypa
1. TlocTpoeHue 3alIUIICHHBIX KOPIIOPATUBHBIX CETeH [DNEeKTpOHHBIN pecypc] : yuyebHOe moco-
oue / PH. AuunoB. — Dnextpon. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c. [DnekTpoHHBIHI pecypc]
- Pexxum poctyna: https://e.lanbook.com/book/66472 (nata oOpamenus: 26.06.2018).

12.2. lonotHUTEILHAS JIATEPATYpa
1. KommbproTepHbIe CETH U CIYKObI YAaJIGHHOTO JOCTYIA [ DIEKTPOHHBIN pecypc] : ClpaBOYHUK /
O. Ube. — Dnektpon. nan. — Mocksa : JIMK IIpecc, 2007. — 336 c. [DnekTpoHHbIi pecypc] - Pexxum
noctyma: https://e.lanbook.com/book/1169 (nata o6pamenus: 26.06.2018).

12.3. YueOHO-MeTOAHYECKHE MOCO0OU

12.3.1. O6s3aTeibHbIE YUeOHO-MeTOAUYEeCKH e MOCO0Uus

1. besonacHocts cereit OBM: Meroanueckue yka3zaHus Ajs J1a0OpaTOPHBIX U MPAKTHUECKHUX
pabot / HoBoxpectoB A. K., HpaCKypI/IH I''A., 2014. — 99 c. [DnekTpoHHBIN pecypc] [DneKTpOHHBIN pe-
cypc] Pexum JocTyna:
http://kibevs.tusur. ru/51tes/default/ﬁles/upload/work _progs/mak/BSEVM _lab_pract.pdf (nara obpamenus:
26.06.2018).

2. be3onacHocTh cereit OBM: Meronuueckue yka3aHus Il CAaMOCTOSATEILHON paboOThl CTYICH-
ta / HoBoxpecroB A.K., [Ipackypun I"'A., 2014. — 4 ¢. [DnekTpoHHBIA pecypc| [DIEKTpOHHBIH pecypc] -
Pexxum nmoctyna: http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM_sam.pdf (nara
obparmenusi: 26.06.2018).

3. besomacHocTth cereit DBM. Yacts 1: JlabopaTtopusiii npaktukym / HoBoxpectoB A. K., I'yis-
eB A. W. - 2017. 92 c. [DnekrponHsiii pecypc] - Pexxum moctyna: https://edu.tusur.ru/publications/7225
(mara obparmenus: 26.06.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS IJIsI JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
UHBAJIU/I0B
Y4eOHO-MeTOIMUEeCKUE MaTepHalibl Il CAMOCTOSTENIbHOM U ayAUuTOPHOM paboThl 00ydaromuxcs
H3 49ucjia Ji ¢ OrpaHUYCHHBIMU BO3MOXKHOCTAMU 340POBbA U MHBAJIMIOB NIPCAOCTABIISIIOTCA B (popMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSIM UX 3/I0POBbS U BOCTIPUATHUS UH(POPMAITIH.
Jlaist I ¢ HApYIIeHUSIMU 3PeHust:
- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;
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- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.

JL1s1 JIMI ¢ HApYIIEHUSIMM CJIyXa:

- B ()OpME IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU hopme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:
— B (hOpMe DITEKTPOHHOTO JIOKYMEHTA;

- B Ie9aTHoOU hopme.

12.4. IIpopeccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
1. 1. http://www.elibrary.ru - Hay4Has 2JIeKTpOHHAsI OMOINOTEKa;

2. 2. http://www.edu.ru - BeG-caliT cucTeMbl (eiepaabHbIX 00pa30BaTeIbHbBIX OPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pa3oBarenbHbIN TOpTaT PaKyIbTeTa 6€30MACHOCTH;

4. 4. https://fstec.ru/ - @enepanbHas Ciyx0a M0 TEXHUIECKOMY U HKCTIOPTHOMY KOHTPOJTIO.

13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHue TUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O6uue TpedGOBaHNA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus! 3aHSATUH JICKIIMOHHOTO TUTIA, TPYIIIIOBBIX M MHIWBUYaTbHBIX KOHCYIBTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MPOMEKYTOYHOW aTTECTAIlUU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TI0-
CaJIOYHBIX MecT He MeHee 22-24, 00opyIoBaHHAs JOCKON M CTaHAApTHOH y4ueOHOIl mebenbro. MMeroTes
JIEMOHCTPAIIMOHHOE 000PYIOBAaHUE U YU4eOHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAILUHU 10 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTrepuaJIbHO-TeXHUYECKOE U IPOTPAMMHOE o0ecnevyeHue 1Jisl NPAKTHYECKUX 3aHATHI
Jlaboparopus 6e3omacHoctr cereit 9BM / Jlaboparopus kpuntorpaduu B 0aHKOBCKOM JIeie
yueOHas ayTUTOPHs ISl IPOBEACHHUSI 3aHATHI MPAKTUYECKOrO TUTIA, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHATHUH JIAOOPATOPHOTO THUTIA

634045, Tomckas obmacts, T. Tomck, yi. KpacHoapmetickast, 1. 146, 804 ayn.

Onucanue nMeromerocs 000py10BaHUs:

- Kommerotepsr knacca He Hmwke GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mrT.);

- OOyuaromuii CTeH/T JIOKaJIbHbIE KOMITbIOTEpHBIEC ceTH Microtik routerboard (2 mrT.);

- VIPNET YMK «be3omacHoCTh ceTein;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 mit.);

- Komnsrotep knacca ne ke 15-7400/8DDR4/SSD120G;

- AraimmzaTop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mt.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- Cepgep knacca He Hwke 4XxE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mt.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mr.);

- Mapmpyrtuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommiekt cnenuann3nupoBaHHON yaeOHONW MeOeH;

- PaGouee mecTo mpernoiaBares.

[TporpamMmMHoOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema monuTOpuHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanusatop tpadpuka Wireshark

— Huctpubytus Kali Linux

— Mexceresoii skpan UKC Lite
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— MexcereBoiidkpanPositive Technologies Application Firewall Education
— Cucrema ananu3a 3amuineHHocty cetu MaxPatrol Education

— Cucrema oOHapykeHUsl BTOp>)KeHUH Snort

— Cucrema oOHapy)KeHUs BTOp)KEHUH Suricata

— CpezacTBo NoCcTpoeHUs BUPTYalbHbIX YacTHbIX ceTell OpenVPN

13.1.3. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoe ofecnedyeHne 1JIs J1adopaTopHbIX pador

JlaGopaTopus mporpaMMHO-anmapaTHBIX CPeACTB obecneueHust nH(POPMAIIMOHHOH 0€30macHOCTH
yueOHast ayJUTOPHS IS IPOBEJICHUS 3aHATHH MPAKTUIECKOTO THIIA, YIeOHAsT ay TUTOPHS JJISl TIPOBE-
JICHUS 3aHATHI JJAOOPATOPHOTO THIIA
634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 405 ayn.

Onucanue nMeroLerocss 000py10BaHus:
- Kommnbroteps knacca ve Huxe M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mrt.);
- KommuiekT cnenmanu3npoBaHHON yueOHONU MeOeu;
- AnmapaTHble cpeacTBa ayTeHTHuKanuu nomas3osarens «eToken Proy;
- [Iporpammuo-anmapaTtHbiii KoMmruteke 3anmThl nHpopmarmu: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW1000 4.x, [TAK Akkop;

- Pabouee mecTo npenoaaBarens.
CteHibl 17151 U3Y4YEHUs TPOBOJIHBIX U OECITPOBOJIHBIX KOMIIBIOTEPHBIX CETEH, BKIIIOUAIOIIIHE:

- a0OHEHCKHE YCTPOMCTBA: KOMIBIOTEPHI SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuszaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpPEICTBa aHAJIN3a CETEeBOro Tpaduka u yriryOIeHHOW MPOBEPKH CETEBBIX MAKETOB: aHAITU3ATOP
tpaduka Wireshark, nuctpubytus Kali Linux;

- mexxceteBbie dkpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO ASA
5505, M3 B coctaBe mapmpytuzaTopa Check Point CPAP-SG1200R-NGFW;

- CHUCTeMBI OOHApYKEHUsT KOMIBIOTEPHBIX aTak: Snort, Suricata, COB B coctaBe mapmipytuzaropa Check
Point CPAP-SG1200R-NGFW;

- Touku jnocryna: D-link dwl3600ap;

- CUCTEMBI 3aIlIUTHI OT yTeuku AaHHbIX: KouTyp nnpopmanmonHoi 6ezonacnoctu SearchInform;

- CpPelICTBAa MOHUTOPUHTA COCTOSTHUSI aBTOMATU3UPOBAHHBIX CUCTEM: CUCTEMa MOHUTOpUHTA Zabbix;

- CpPeIICTBAa CKAHUPOBAHMS 3aLUIIEHHOCTH KOMIIBFOTEPHBIX CETEH: CkaHep Oe3onacHocTh Xspider
Education, cucrema ananu3sa 3amnuiieHHocta cetd MaxPatrol Education;

[TporpammHOe oOecrieueHwue:
— AHTHBUpYCHBIH porpaMmMHsbIil komiieke: Kaspersky endpoint security ;

— Microsoft Windows 7 Pro;

— VirtualBox;

— Kpunrorpaduyeckoe cpenctso 3amuthl nHGopmanmu Kpunrollpo CSP;

— AnmapaTHO-porpaMMHbIE CPEJCTBA YIIPABIEHUS AOCTYNOM K AaHHbIM mudposanus: [10 ViPNet
Administrator 4.x, ITO ViPNet Coordinator for Windows 4.x, IIO ViPNet Coordinator for Linux 4.x, I1O
ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, Kpunrollpo CSP, DallasLock;

— Visual Studio.

JlaGoparopus 6ezonacHoctu ceteit 9BM / JIabopaTopust kpuntorpaduu B 6aHKOBCKOM Jielie
ydeOHasi ayuTOpHs 7Sl TIPOBEICHHSI 3aHATHIH TIPAKTUYECKOTO THITA, ydeOHast ayIuTOPHs IS TIPO -
BE/ICHUS 3aHATUH JJAOOPATOPHOTO TUTIA
634045, Tomckas ob6mnactp, T. Tomck, yi. KpacHoapmeiickas, a. 146, 804 ayx.

Omnucanue UMEIOIErocs 000PYI0BAHUS:

- Komnsroreps! kinacca He Huxe GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mmrt.);

- OOyyaromuii cTeH/1 JOKallbHbIe KOMIbIOTEpHBIE ceTu Microtik routerboard (2 mirt.);
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- VIPNET YMK «be3omacHoCTh ceTel»;

- Kommyratop Mikrotik CRS125-24G-1S-IN (6 mirt.);

- Komnsrotep knacca e nuxe 15-7400/8DDR4/SSD120G;

- Ananmu3zatop kabenbHbIx ceteid MI 2016 Multi LAN 350 (3 mwr.);

- Anamuzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- Cepgep kiacca He Huxe 4xE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;
- Mapupyruzarop Cisco 891-K9 (2 wr.);

- Mapuipytu3zatop Cisco C881-V-K9 (2 mir.);

- Mapupyruzarop Check Point CPAP-SG1200R-NGFW (2 mt.);

- Komiutekr cnennanu3upoBanHol yueOHON Mebenu;

- PabGouee mecTo mpernoaBares.

[IporpammHoe obecnieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Anammzatop tpaduka Wireshark

— JuctpuOyrus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoiidkpanPositive Technologies Application Firewall Education
— CucremMa ananu3a 3amuineHHocty cetu MaxPatrol Education

— Cucrema oOHapyXeHuUsl BTOpKeHu# Snort

— Cucrema oOHapyXeHHUs BTOpKEeHHUH Suricata

— CpencTBo NoCTpoeHMSI BUPTYaIbHbIX YacTHBIX cereit OpenVPN

13.1.4. MaTepuaJIbHO-TeXHUYECKOE U MIPOTPAMMHOE o0ecrnedyeHue IJIsl CaMOCTOSITEIbHOM padoThI
Jlnist caMOCTOSITEIbHON PabOThl MCIIONB3YIOTCS y4eOHBIE ayIUTOPHH (KOMITBIOTEPHBIC KIJIACCHI),
PacIoJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckas o6sacts, r. Tomck, Jleanna npocrnekr, 1. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmetickas, a. 146, 201 ayn.;
- 634034, Tomckas o6sacTs, r. Tomck, Bepmmnauna yiuma, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, r. Tomck, Bepmununa ynuna, 1. 74, 207 aya.

CoctaB 000pyI0BaHHUS:

- yueOHast MeOeb;

- koMrbroTephl Kaacca He Hke [IDBM INTEL Celeron D336 2.81Tw. - 5 miT.;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTn «HTepHeT» u 00ecrneunBaOT AOCTYI B AJIEKTPOHHYIO HH-
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(opMannoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrPaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ans Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TeXHHYeCKoe o0ecneyeHne TUCHMIIJIMHBI JUIS JIML ¢ OTPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbS1 M MHBAJIM0B

OcBoeHHE NUCHMIUIMHBI JUIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIB30BAHUEM CPEJICTB 00yUEeHHUs OOIEro U CHelUaIbHOI0 Ha3HAUEHHMSL.

[Tpu 3aHATHAX ¢ 00YYAIOUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa MPEeyCMOTPEHO UCIIOIB30BAaHUE 3BYKO-
YCUJIMBAIOILEH anmnapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKUX CPEACTB IIpUeMa/nepena-
4yi yuyeOHOM nH(pOpPMALIMU B TOCTYMHBIX (hopMax, MOOMIBHOI CHCTEMBI MPETIOAaBAHMS I 00yJIarOIIIXCs
C MHBAJIMAHOCTHIO, IOPTATUBHOM MHIYKIIMOHHON CUCTEMBl. Y4eOHas ayAUuTOpHs, B KOTOPOI 3aHMMAaIOTCs
oOydJaroliecs: ¢ HapylIeHHEeM CllyXa, 000Opy/lI0BaHA KOMIIBIOTEPHOW TEXHHMKOH, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, 3JIEKTPOHHOM JTOCKOH, MYJIbTUMEIMIHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOUIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSAIMHM I[IPETYCMOTPEHO HUCIIOJIb30BAHUE B
JIEKIIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOKHOCTH IIPOCMOTPA YAAJICHHBIX 00BEKTOB (HaIpuMmep, TeKcTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) P MOMOIIHM BUACOYBEIUIUTENCH A1 KOM(POPTHOTO IIPOCMOTPA.

[Tpu 3aHATHAX ¢ OOYYaIOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3yIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMK U IPYTHE TEXHHUECKUE CPEJICTBA IIpreMa/mepe-
Jau yuyeOHOM MH(pOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBa-
JIUTHOCTBIO.

14. OuneHoYHBIE MATEPHAJIBI M METOAUYECKHE PEKOMEHIAIMHU 110 OPTaHU3ANUH H3YYeHUs
JTUCIHHUIIINHDI

14.1. Couepmalme OLHCHOYHBLIX MaT€pPHUAJI0B U METOAUYECCKHUE PEKOMECHAALINN
]_IJ'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITICTEHITHUM HCIOJIB3YOTCA OLICHOYHBLIC MaTCpUaJIbl B COCTABE!

14.1.1. TecToBble 3a1aHNUs

1. ITo macmTaly KOMIBIOTEPHBIE CETH MOIPA3IENISIOTCS HA

a) 3Be37000pa3HbIe, KOJIbIIEBBIC, ITTHHBIC

b) onHOpaHTOBBIE U CETH "KIIMEHT-cepBep”

C) POBOJIHBIE M OE€CTIPOBOTHBIE

d) nokanapHBIC U INT0OATLHBIE

2. 3amaueit kakoro ypoBHsa Mozaenu OSI sBisieTcss ynpaBiaeHUE TOCTYIIOM K Cpelle B CETSX, IO-
CTPOEHHBIX Ha OCHOBE pa3JeisieMOi cpeabl?

a) TPUKJIATHOTO

b) cereBoro

C) KaHaJIbHOTO

d) dusmueckoro

3. Kakoe MUHUMaJIbHOE KOJIMYECTBO YpOBHEH MpPOTOKONOB (B TepmuHax moaenu OSI) momxHb
MOJIEPKUBATh MapLIPYTU3aTOPBI CETEN C KOMMYTALUEN TaKETOB?

a)l

b) 2

c)3

d) 4

4. K TpancniopTHOMY ypoBHIO MoJieiu OS] OTHOCATCS TPOTOKOJBI:

a) [P, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3
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d) UDP, TCP

5. Ilo kakoit mpuuuHe B npoTokose RIP paccrosiHue B 16 XOMOB MEXIy CETSIMU OJIaraeTcsi HeJlo-
CTHXXKUMBIM?

a) 1oJie, OTBEACHHOE JJIsl XpaHEHUS 3HAUEHUS pacCTOSHUS, UMEET JUIMHY 4 IBOUYHBIX paszpsaa

b) ISt TOJTydeHUsT TPUEMIIEMOTO BPEMEHH CXOAUMOCTH allTOPUTMA

¢) ceTH, B KoTophix padoraet RIP, peako ObIBatOT OOMBIIMMH

d) TabGnuIel MapIIpyTU3AIUK HE MOTYT XpaHUTh OoJblie 16 3amuceit

6. Uro nyxHo caenats Ha DHCP cepBepe uT0oOBI UCKITIOUMTH BbIAauy ompeaeneHHoro IP agpeca
U3 CYIIECTBYIOIIETO AMana3oHa?

a) co3marh auana3oH IP agpecor

b) co3nare napamerp DHCP

¢) cozmars obmacte DHCP

d) co3mats uckmrouenue nis [P agpeca

7. Kak nHazwpiBaeTcsi 00beKT Active Directory, KOTOpPBIM XpaHUT MH(POpPMAIHIO 00 YYETHBIX 3aIlv-
csiX, OOIIUX pecypcax, NoJApa3AeIeHUAX ?

a) CETEBOM JIOCTYII

b) karayor

C) mamnka

d) momen

8. Kakoit mpoTOKOI HCTIONB3YeTCs s JOCTYIIA K ciyk0e katainoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KomnbroTep, 3aHUMAIOLIMICS 00CTY)KMBAaHUEM CETH, YIpaBJICHHEM Iepeaadeii coOOIeHH, 1
MPEOCTABIAIOMINN YAaJCHHBIA JOCTYII K CBOUM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepBepom

) paboueii cTaHITHEH

d) xoctom

10. MeTox mepenaun JaHHBIX, IPU KOTOPOM JIaHHBIE MEPECHUIAIOTCS B JIBYX HAMPABICHUSX OJI-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUICKCHBIM

b) nymiaeKCHbIM

C) CHHXPOHHBIM

d) momymymieKkcHbIM

11. AHanu3 3aUUIIEHHOCTH - 3TO ...

a) BBIOOp 000CHOBAaHHOTO HaOOpa KOHTPMEP, MO3BOJISIOMIUX CHU3UTh YPOBEHb PUCKOB JI0 TIPUEM-
JIEMOM BEJIMYUHBI

b) He3aBHCHMas IKCIIEPTHU3a OTACIBHBIX 001acTe (PYHKITMOHUPOBAHUS MIPEATIPUSITH

C) mpotueaypa ydeTa JeHCTBUH, BHITOTHIEMBIX TIOJIh30BaTEIeM HA MPOTSHKEHUU CEaHca I0CTYIa

d) mouck ys3BUMBIX MeCT UH(POPMAITMOHHOW CHUCTEMBI

12. Bo3neiicTBuE Ha CUCTEMY C LIETbIO CO3JaHUs YCIOBUM, IIPU KOTOPBIX JIETaJbHBIE M0Ib30BaTE-
JIM CUCTEMBI HE MOTYT MOJIYYUTh JOCTYI K MPEAOCTaBIsEMbIM CUCTEMON pecypcam, TU00 3TOT JOCTYI 3a-
TPY/IHEH.

a) DoS-araka

b) HeCaHKIIMOHUPOBAHHBIN TOCTYII

C) HE3aKOHHOE HCIT0JIb30BaHUE MPUBUIIETUN

d) nmporpamMmHas 3aknaaka

13. TIporpamMmMHO€ CpeACTBO IS YIAJIECHHON WM JIOKAIHbHON JUArHOCTUKU PA3IMYHBIX 3JIEMEHTOB
CETH Ha MPEIMET BBISIBIICHUS B HUX PA3THYHBIX YSI3BUMOCTEH.

a) areHT 0e30MmacHOCTH

b) moiauTHKa 6€30MaCHOCTH

C) CPECTBO JIeJeTUPOBAHUS aAMUHUCTPATUBHBIX TOJIHOMOYUIN
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d) ckanep GezomacHOCTH

14. ... - mporecc OIOKMPOBKH BBISIBICHHBIX BTOPKCHHIA.

a) aHaJIM3 3alUIICHHOCTH

b) oOHapy)eHHUE aTaK

C) MpEeNOTBPALIECHHUE aTaK

d) aymut GezonmacHoOCTH

15. B xypHane ayreHTudukanmu oOHAPYKEHO HECKOIBKO 3alMCEH HEYCIICITHBIX MOMBITOK BOUTH
B CHCTEMY T0J1 yU€THBIMU 3alUCSIMH TOJIb30BaTesneil. Bo3mokHo Oblia mombITka moadopa naposei. Kakoe
CTaHAAPTHOE CPEICTBO CJIEAYET UCIOIb30BaTh JUIsl yMEHbBILIEHUSI PUCKa TAKOIo poja aTak?

a) UCTOJIb30BaTh CUCTEMY OOHAPYKEHUS BTOPIKEHUH

b) nepeuMeHOBaTh YYETHYIO 3alUCh aIMUHHCTPATOPa

C) MCTIOJIL30BaTh MYJILTU(AKTOPHYIO ayTCHTHU(DHUKAIHIO

d) BKITIOUMTH OJOKHUPOBKY YUETHBIX 3alMCEN NIPU ONMPEIEICHHOM KOJIMYECTBE HEYCIEIIHBIX OB~
TOK perucTpanuu

16. Ilonutuka 6e3omacHOCTH TpeOyeT COKphITUs cxembl IP-anmpecannu, ncnonbp3yeMoil BO BHY-
TpeHHel cetu. Kakasi u3 nepeynciaeHHbIX TEXHOIOTHI MO3BOJUT PEUIUTh MOCTABIECHHYIO 3a1a4y?

a) cucteMa OOHapyKEeHUs! BTOP)KEHU I

b) mepcoHaIbHBIN MEXCETEBOM dKpaH

c) NAT

d) aHTHBHpPYCHOE MPOTPaMMHOE 0OECTICUCHHE

17. Texnomnorus, kotopas st 0OOHApyKEHHS aTak UCIOJIb3YeT, HarpuMmep, oopaser [P-nakera, xa-
PaKTEpPHOTO JIJIsl KaKOH-HUOY/Ib OTIPEICTICHHON aTaKH.

a) MOHUTOP PETUCTPAIMOHHBIX (haiiIoB

b) KOHTPOJIb 1IETOCTHOCTH

C) BBISIBIICHHE aHOMAJIbHOU JEATEIbHOCTH

d) aHanu3 curHatyp

18. Cornacuo knaccupuxanuu @CTIK Poccun, MexcereBoil 3kpaH MpUMEHSEMbIl Ha Joruye-
ckoit rpanunie UC nnm Mexy gorudyeckumu rpanuiamMu cermentoB C, ato MO ...

a) Tuma A

b) Tuma b

c) tuna B

d) tuma I

19. CornacuHo knaccugukanun @CTIK Poccun cuctembl 0OHapyKeHUsI BTOP)KEHUH IEeNATCS Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHEIIHUE U BHYTPEHHUE

C) CHMMETPHYHbIE U aCUMMETPUYHBIE

d) KoMMyTHpYyeMble 1 HEKOMMYTHPYEMBbIE

20. CormacHo mpouiII0 3alTUTHI CPEJICTBA AaHTHBUPYCHOM 3amuThl TUMA «b» ycTaHaBiamBaroTCs
Ha ... ”HPOPMALIMOHHON CUCTEMBI, (PYHKIMOHUPYIOIIEH Ha Oa3e BHIYUCIUTEIBHON CETH.

a) paboure CTaHIIUU MOJIh30BaTEIICH

b) cepepsl

¢) pabouyro CTaHIIUIO aJIMHHUCTPATOPA

d) cepBepsl u paboune cTaHINH

21. 3amuTa pecypcoB CeTH OT HECAHKIIMOHUPOBAHHOTO UCIOJIB30BAHHUS - 3TO

a) oxpaHa 000pyIOBaHHs CETH

b) 3ammTa siapa 6€30MacHOCTH

C) KOHTPOJIb JOCTYyIa

d) 3ammra mepumerpa 6€30MaCHOCTH

22. CpencTBO 3alMThI, 00ECTIEYNBAIOIIEE 3AUTUIIEHHOCTh HH(OPMALIUK OT YTPO3 HEJIETUTUMHOU
nepesayd JaHHBIX W3 3al[UIIEHHOTO CErMEHTa CHCTEMbI MyTeM aHalu3a U OJIOKMPOBAHUS HCXOASAIIETO
Tpaduka

a) MEXXCETEBOM IKpaH

b) cpeacTBO aHTUBUPYCHOM 3aIUTHI

¢) DLP-cucrema
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d) ckanep GezomacHOCTH

23. CpenctBo, pemiaroniee 3a1a9i KOHCOJIUIAIMN U XPaHESHUS KYPHAJIOB COOBITUN OT Pa3IMYHBIX
MCTOYHHKOB, a TaK)Ke MMEIOIee MHCTPYMEHTHI JJIs aHalIu3a COObITUI U pa300pa MHLUACHTOB Ha OCHOBE
WX KOPPEISAIHUHA U 00pabOTKH O MPaBHIIaM — 3TO ...

a) DLP-cucrema

b) cucrema oOHApYKEHUST BTOPKEHUI

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco0 nepexBata MH(OpMAIUU, TIPH KOTOPOM Ha MAIIMHY yCTaHABIMBACTCS MPOrPaAaMMHOE
CpeACTBO, cobuparoiee 1 nepeaaroniee HHPOPMAIHIO — ITO ...

a) repexaar B pa3phiB

b) cereBoii mepexBar

C) areHTCKU nepexsar

d) mepexBar myTeM MHTErpali CO CTOPOHHUMU MPOAYKTaMHU

25. IIporpaMMHOE WJIM armapaTHOE CPEAICTBO, KOTOPOE OCYIIECTBIISIET MOHUTOPHHT CETH B pealb-
HOM BPEMEHH C LENbIO BBISIBICHUS, TPEAOTBPAILLIEHUS U OJOKUPOBKU BPEIOHOCHOM aKTUBHOCTH.

a) MEKCETEBOM IKpaH

b) cucrema oOHApYKEHUST BTOPKEHUI

C) CUCTEMa MpeIOTBPAILCHHS BTOP)KEHHUH

d) cpeacTBO aHTUBUPYCHOM 3aITUTHI

26. K xakuM metonam cOopa JaHHbBIX, HCHOJIB3YIOIIMXCS TPU ayauTe HH(OpMaIMOHHON Oe3omac-
HOCTH, oTHOcuTCcSd MaxPatrol?

a) aHaJIU3 TOKYMEHTalUN

b) mpenocTaBieHUE OMPOCHBIX JUCTOB

C) UCIIOJIb30BaHUE CTICIIMATU3UPOBAHHBIX MTPOTPAMMHBIX CPEICTB

d) uHTEpBHIOMPOBAHKE

27. Kakoil U3 METOJI0B MPOBEPKH HANPABJICH Ha OINpPECNICHUE HAIWYHS YSI3BUMOCTU MO KOCBEH -
HBIM MpU3HaKaM?

a) aKTUBHBIE 30HIUPYIOLIUE MPOBEPKHU

b) mpoBepka 3aroJIOBKOB M aKTUBHBIE 30HIUPYIONTHE TPOBEPKHU

C) IpOBEpKa 3aroJioBKOB

d) umuTamnus atak

28. B KakoM pekuMe CKaHMPOBaHMs CHCTEMBbl aHanM3a 3amuiieHHoctu MaxPatrol MmoxxHO mpouns-
BECTH MOA00P maposeit?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakom pexxume ¢pyHkunonupoBanus [Psec mmdpyercst Bech ncxonusiit [P-naker, a 3arem ox
BCTaBJISIETCS B 110JI€ JAHHBIX HOBOTO MakeTa’?

a) TPaHCIIOPTHOM

b) TyHHETEHOM

) B 000MX pexXxuMax

d) IPsec He ucnons3yeT mudpoBanue

30. IIpouecc monydeHus: 0ObEKTUBHBIX KA4€CTBEHHBIX U KOJMUECTBEHHBIX OLIEHOK O TEKYIIEM CO-
CTOSIHUM MH(POPMAIIMOHHOM 0€30MacHOCTH OpTraHU3allui B COOTBETCTBUH C OMPEIEIEHHBIMU KPUTEPUSIMU
U MOKa3aTeIsIMU 0€30MacHOCTH — 37O ...

a) BBISIBJICHHE aHOMAJIbHOM IS TEIIbHOCTH

b) aHaM3 3aMUIIEHHOCTH

¢) aymuT HHGOPMAIMOHHOHN 06€30MacHOCTH

d) ycTaHOBKa CHCTEMBI 3aIUTHI

14.1.2. Dx3aMeHAIHOHHBbIE BONIPOCHI
1. Tunossle KoH(pUTypaK HHHOPMALIMOHHBIX cUcTeM. BiusiHue koHdurypanuu nHdopmamuoH-
HOM cHCTeMbl Ha 0€30MacHOCTh XPAHUMBIX, 00padaThIBa€MbIX U IE€PEIaBaeMbIX 110 CETH JAHHBIX.
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. ¥rpo3a. Ya3BumocTbh. ATaka. B3auMocBsI3b MEXy 3TUMU OHATUSMHU.
. Kimaccudukanus yrpo3 nuapopmMarimoHHOM 0€301MaCHOCTH BBIYUCITUTEIIBHBIX CETEH.
. Knaccugukanus ys3BumocTeii.
. Kimaccudukanus arak.
. IlepexBat unpopmanuu B cetu. MHCTpyMeHTH. CrIOCOOBI TPOTHUBOACHUCTBHS IIEPEXBATY.
. Spoofing. CriocoObI moaaenku uaeHTUGuKaropoB. CriocoObl MPOTUBOAEHCTBUS Spoofing'y.
. DOS-araku. Ocob6ennoctu peanuzanun. Criocoos! npotuBoaericTBus DOS-aTakam.
VYHuBepcaabHble METONBI oOecredeHus: WH()OPMAIMOHHONW O€30MaCHOCTH KOMIIBIOTEPOB H
KOMIIBIOTEPHBIX CETEH.

10. Crienmanu3upoBaHHBIE METOBI oOecrieueHuss NHHOPMAIIMOHHON 0€30MacHOCTH KOMIIBIOTEP-
HBIX CETEH.

11. Unentuduxamus wu ayreHtudukanus. OcoOeHHOCTH ayTeHTH(UKAIIMU I0JIh30BaTeNIe B
KOMIIBIOTEPHBIX CETSIX.

12. TIporokon Kerberos. Haznauenune. OcoOeHHOCTH (HYHKITMOHUPOBAHHS.

13. Pasrpannuenue 1octyna K ”HPOPMALMOHHBIM pecypcaM KOMITBIOTEPHBIX CETEH.

14. Kpunrorpaduueckas 3ammura HHGOPMAIMA B KOMIBIOTEPHBIX CeTsAX. JloCTOMHCTBA M HEIO-
ctatku. CriocoObl MPeooIeHHsI KpUNTOTpapuUuecKoi 3auTsl HH(POpMAIHH.

15. Dnexrponnas noanuck. Haznauenue. [IpuMeHeHne 1uisi 3aIMTHI CETEBOIO B3aMMOJICHCTBUSI.
IIpumepsl.

16. Ckanepsl 6e30nmacHOCTH. CITOCOOBI BBISIBJICHUS YSI3BUMOCTEH B HH(OPMAIIMOHHBIX CUCTEMaX.

17. Ayaut B nHGOpPMAaLMOHHBIX cucTeMax. DYHKIIMM M Ha3HAYEHHUE ayJuTa, €ro pojb B odecreye-
HUU WH()OPMAITMOHHOM 0€30MaCHOCTH.

18. Cuctembl oOHapykeHHs BTOpxKeHUH. CHCTEMBI NPeIOTBPAICHHUs BTOpKEHUH. MeTOTUKHU BbI-
SIBJICHUS CETEBBIX aTaK.

19. CereBble U XOCTOBBIE CHCTEMBI OOHAPYXEHHUS U MPEIOTBPAILCHHs BTOpKeHUH. JlOCTOMHCTBA 1
HEJOCTaTKH.

20. MexcerteBble dKkpanbl. Kinaccudukanus. BapuanTsl pazMerieHust MexceTeBoro skpana. Jlo-
CTOMHCTBA M HEJJOCTATKH.

21. lemunurapuzoBanHas 30Hbl. Haznauenne. CriocoObl BbIIEIEHUS.

22. Kiaccudukanusi MEXCETEBBIX PKPAHOB IO YPOBHSM 3aluIIeHHOCTH. [loka3aTenp 3amuiieH-
HOCTH, IPUMEHsIeMbIe 17151 Kinaccudukaryu. [IpuMeHeHrne MeXCeTeBhIX SKPAaHOB Pa3IUYHBIX KIIACCOB.

23. Texuonorust VPN (Buptyanbsubie yactHbie ceTH). Haznayenne. JlocTOMHCTBA ¥ HETOCTATKH.

24. OCHOBHbIE KOMIIOHEHTBI TEXHOJIOTUN BUPTYalbHBIX 4acTHBIX ceTeil (VLAN).

25. Bpenonocueie mporpammel. Kimaccudukanus. Kanans! pacnpoctpanenus. Biusaue Ha nHpOp-
MAaIMOHHBIE CUCTEMBI.

26. AutuBupycHbie cpeacTBa. Kmaccudukarms. MeToauky BEISIBICHUS BPEJOHOCHOTO KO/,

27. CpenctBa obecnieuenus nHpopmarmonHoit 6ezomacaoctd B OC Windows’2003. Pasrpanuue-
HUE JI0CTYTa K JaHHBIM. [ pymnnoBas nonutuka. O61acTb 1eHCTBUS TPYIIIOBBIX MOJUTHK.

28. OcHOBHBbIE ATarbl pa3padOTKHU 3AIIUIIEHHOW KOMIBIOTEPHOMN CETH.

29. IIpoGnemsbl obectieueHnst 0€30MaCHOCTH MPUKIIATHBIX cepBrCcoB (Beb, moura, FTP) u ux perme-

NJ- IS e NV NN

HUA.
30. dusnueckue cpeacTra obecrneueHus HHGOPMAITMOHHONW 0€30TTaCHOCTH.

14.1.3. Tembl 0NIPOCOB HA 3aHATHAX

Ucropus pazsutus cereii OBM. MecTo U poisib BBIUUCIUTEIBHBIX CETE B COBPEMEHHOM MHUDE.
OcHoBHbIE MOHATHS U TepMUHOJOTUs. OOLIMe NPEACTaBIEHUS O BRIYUCIUTEIbHON ceTu. OO1iee noHaTue
00 MepapXu4ecKol CTPyKType MpOTOKOIOB. [IpMHIIMIIBI MHOTOYPOBHEBOM OpraHU3allMy JIOKAJbHBIX U
robanbHbIX cereit OBM. Mogens OSI. CrangapTHble cTeKH KOMMYHUKAIIMOHHBIX ITPOTOKOJIOB.

Cranpaptuzanus B cersax. Knaccudukanus BbIUMCIUTENBHBIX ceTeil. TpeGoBanus, nmpeabssise-
MbI€ K COBPEMEHHBIM BBIUMCIHUTEIbHBIM CETSIM. METObl M TEXHOJOTHH MPOESKTHUPOBAHUS CPEACTB Teje-
KOMMyHHMKaiui. CTpykTypusanuuu cetTu. @u3nyeckas 1 JJoruueckasi Tonojaoruu cered. OCHOBHOE KOMMY -
HUKAIIMOHHOE 000pYyI0BaHNE

Kanansl cBsA3u. XapakTEepUCTUKU KaHAIOB cBA3M. Jlornueckoe kogupoBaHue. ACUHXPOHHAs U CHH-
xpoHHas nepeaaun. Mepapxus B kabenabHOU cucteme. CTpyKTypupOBaHHas KabOellbHas CUCTEMA.

Kondurypaiuu noKalbHBIX BBIYUCIUTENBHBIX CETEH W METOAbl J0CTyma B HuX. CTpyKTypa u
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¢bynkiun nokaneHbix cereil. Coaepskanue cranaapra IEEE 802. bazoBble TEXHOIOTHH JIOKAIBHBIX CETEH.
IEEE 802.2 Ethernet. O60pynoBanue JOKaTbHBIX CETEH.

[TporpaMMHBIe cpencTBa TeneKoMMyHHKauu. CTpyKTypa MpOrpaMMHOTO OOECTICUeHHS JIOKab-
Ho#t cetn. Knaccudukanus mporpaMmMHOro obecredeHus JOKAIbHBIX ceTeid. [IpuHIUIIBI TOCTPOCHUS ce-
TEBOTO MPOTPAMMHOTO OOECIIEYEHHsI M CETEBBIX ONEPalMOHHBIX cucTeM. Kiaccuduxamus cepBepos.
[IpoekTupoBanue ceteit 9BM 1o npuHIMIY «KIUEHT-CEPBEPY.

CereBoil ypoBeHb nepenaun gaHHbIX. [P-agpecanus. Peanusanusi MexceTeBOro B3auMoOACHCTBUS
cpeactBamu TCP/IP. ITopsinok pacnpenenenus [P-angpecos. Otobpaxenue IP-agpecoB Ha JOKaIbHBIC a-
peca. ARP npotoxkon.

[Tpunnmner Mmapuipytuzanuu B [P-cetsax. [Iporokonsr Mapuipyruzauuu. [lonsarue nomena. /JlomeH-
Has aapecauus B [P-cersax. DNS nporoxor.

IIpoToxkon IPv6. IIpotokomnel TpancnioptHOro ypoBHst TCP u UDP.

CoBpeMEHHbIE TEHJICHIIMM PAa3BUTHUS TEJIEKOMMYHUKAIIMOHHBIX cUCTeM. MHTerpamusi pa3inyHbIX
TUIIOB CEeTel U CeTeBBIX cNyk0. Bupryanuzanus nHpopmMamoHHbIX cucteM. O0auHble BEIUUCICHHUS.

ObecrieueHre GE30MACHOCTH TEIEKOMMYHHUKAIIMOHHBIX CBS3eH M aJMHUHHCTPATUBHBIA KOHTPOIIb.
OcHOBHbIE TIOHATHUS U TEPMUHOJIOTHSI.

Tumnossle yrpo3sl ceTeBoi Oe3omnacHOCTH. OCHOBBI KJIaCCU(UKAIIUKM CETEBBIX yIrpo3 U aTak. Bmms-
HUE YEJIOBEYECKOTo (haKTopa Ha CETEBYIO OE30MaCHOCTb.

3amuTa TONOJOTHH ceTH. BupTyanbHble TOKaNbHBIE CETH. JlOMONHUTENbHBIE PYHKIIMU KOMMYTa-
topoB. [lepconanpHbIC SKpaHbl. AOOHEHTCKOE MU(POBAHNE.

3ammra ceTeBoro Tpaduka M KOMIIOHEHTOB ceTH. 3amura komnoneHToB cetu oT HC/I. be3zonac-
HOCTh pecypcoB ceTH. CpencTBa uIeHTUGUKAMU U ayTeHTU(UKALUK, METOAbI pa3eieHHs] pecypcoB U
TEXHOJIOTUU pa3rpaHUYCHU TOCTYyIA.

CpezacTBa MOBBILICHUS HAIEAKHOCTH (PYHKIIMOHUPOBAHUS ceTel. 3ammTa OT cO0eB 3JIEKTPONHTA-
HUSl, almnapaTHOTO U MPOrpaMMHOTO oOecrieueHusi. KOHTpOIb U pacrpeneneHne Harpy3Ku Ha BBIYUCIIH-
TEJIbHYIO CETh.

Pernamentupytromme JOKYMEHTB B 00JacTH 0€30MacHOCTH BBIYMCIUTENBHBIX ceTell. CTaHaapThl
0€30MMacCHOCTH BBIYMCIUTENBHBIX CETEH M MX KOMIIOHEHTOB. [IpaBoBbIe OCHOBBI 3aIIUTHl HH(GOPMAIIUU B
CeTsX.

Ceresnie oneparnonnbie cuctembl Windows, Unix/Linux. OCHOBHBIEC POTOKOJIBI, CITY>KObI, (yHK-
[IMOHUPOBAHKE, CPEJICTBA OOecTieueHHs: Oe30MacCHOCTH, CPEICTBA YIIPABICHHS U KOHTPOJIS.

[Tonutuka 6e3onacHoctu: [loHaTue monmuTuku 6e30macHOCTH. TUITOBBIE 3JIEMEHTHI MOJIUTUKH Oe3-
onacHoctu. [locTpoenue, peanu3alys, moiepkaHiue U MoauuKanus MoJuTuku OezomacHoctu.Kpure-
pun oneHku O6e3omacHOCTH ceTeBbIXx OC. OCHOBHBIC KPUTEPUM aHAIW3a ceTeBoi Oe3omacHocTh. OO6tmas
IIpOLEAYpa aHAIH3A.

OcHoBHBIE MeXaHHU3MbI obOecriedeHrs 0e30MacHOCTU U YIIPaBJIEHUS pacHpelesieHHbBIMU pecypca-
mu. Ob6ecrieueHne HaeKHOCTH HHPpacTpyKTypsl IHTEpHET.

3anuTa KaHajioB cBsi3u B IHTepHeT. Buabl ucnons3yeMbix B UHTEpHET KaHAIOB CBA3U. Mcnomnb30-
BaHUE MEKCETEBBIX SKPaHOB. BupTyaibHble YaCTHBIE CETH.

Vs3BUMOCTH | 3amiuTa 0a30BBIX MPOTOKOJIOB U CiIyk0: [Iporokonsr Mapmpyruzanuu. CeMencTBo
TCP/IP. Cnyx0nb1 noucka. bezonacnocts WWW U 371eKTPOHHO TOYTHI.

CucreMbl 0OHapy»KeHHsI U MPOTUBOAEHUCTBUS BTOpKeHUAM. Kiaccudukanus u NpUHLIUIB QYHK-
IIMOHUPOBAHHUS CHCTEM OOHapYKeHUs BTopkeHui. CkaHepbl 0€30MacHOCTH.

Knaccrel ckanepoB 6€30MacHOCTH U 0COOEHHOCTH MPUMEHEHHUS. 3aluTa OT BUPYCOB.

3ammTa 3JeKTPOHHOTO JOKYMEHT0000pOoTa.

14.1.4. Tembl 1a00paTOpHBIX padoT

MogenupoBaHue CETEBBIX YCTPONCTB U MPOTOKOIOB B JJOKAJIBHBIX CETSIX

MogenupoBanue BUpPTyanbHbIX JOKanbHbIX ceTed (VLAN) ¢ pasrpaHndyeHneM J0CTyna K CETe-
BBIM pecypcam

Hacrpolika noaknroueHus y3na K ceTu. ABToMaTudeckas JUHAMUUYECKas U CTaTUYECKas HACTPOU -
KU CETEBOT0 MOJIKIIOYECHHUS.

Crex nporokonos TCP/IP. IIpuknaanbie mpoTOKOibl ceTd MHTEpHeT.

Cetu Microsoft Windows. YnpaBieHue ceTeBbIMU pecypcaMy B OJIHOPAHTOBOM CETH.

Cetn Microsoft Windows. Active Directory. YnpaBieHue CETEeBbIMH pecypcaMy KOPHOPATUBHON
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cetu. [ pynmoBbie TOTUTHKY.

MonenupoBanue 60a30BbIX CITY>KO ¥ TIPOTOKOJIOB MAPIIPYTU3AIMH B TII00QTBHBIX CETSX.

bazoseie ciy:x051 cetn Uutepaer. DHCP. DNS. [IpoTokomisl MapipyTH3amnmu.

[Tpuknagasie cayx0bl cetn MuaTepHet. Hactpoitka Web-, FTP-cepBepoB u cepBepa 31eKTpOHHOM
MIOYTHI.

Pasrpannuenue nocTymna K JIOKaJbHBIM U CETEBBIM pecypcaM. JIMCKpelnOHHass U MaHAaTHas MO-
JIENTHA YIPABICHHSI TOCTYIIOM.

NHCcTpyMeHTBI 1)1 UcclieoBaHus ceTH (CHU(EPHI)

WHCTpYMEHTHI 7151 KICCIIE0OBaHUs CETH (CKaHephl O€30MacHOCTH)

MexceTeBble SKpaHbl

AHTUBHpYCHas 3alUTa

BupTtyanbHble yacTHbIE CETH

CucreMbl 0OHAPYKCHHS U TIPEIOTBPAIIICHHUS BTOPKCHUN

DLP-cucremsl

Bbe3omacHOCTh MPUKIAAHBIX POTOKOIOB

14.1.5. 3auér
. [lonstue cetu. TpeGoBanust, mpeIbsABISIEMbIE K CETH.
. Knaccugukanus cereil. [Ipusnaku kinaccudukaum.
. CereBble Tonosioruu. [IpeumyiiecTa 1 HEJOCTATKU OA30BBIX CETEBBIX TOMOJIOTHH.
. MeTtoas! koMMyTanuu y3i10B cetd. [IpenMyiiecTsa 1 HEIOCTATKU PA3IMYHBIX METOLOB KOMMY-

AW N —

Talyu.
. Meronp! anpecannu B MajbIX U O0sbIIMX ceTsX. TpeGoBaHus K apecam.
. OcHOBHBIE anmapaTHBIE U IPOrPAMMHbIE KOMIIOHEHThI KOMITBIOTEPHBIX CeTel
. Haznadyenue u coctaB nuHMi cBs3u. HazHaueHne Kakaoro KOMIIOHEHTA JIMHUM CBS3H.
. OcHoBHbIE BUIbI epeaatomux cpel. Mx xapakrepuctuku. OrpaHuyeHus nepearoiimux cpe/.

9. becnipoBoanas muuus csa3u. CoctaB o6opynoBanus. IlonsTue kanana.

10. CereBas moznens OSI. Haznauenue. YpoBHU B3aUMOAEHCTBUS OTKPBITHIX CUCTEM.

11. Cranpapruzanus cereit. [Ipoext 802.x.

12. Metoapl 1ocTyna K cpeie nepeiayu JaHHbIX.

13. [lonarue nporokona u uHTepdeiica. Creku npoTokonoB. CTaHAAPTHBIE CTEKU MPOTOKOJIOB.

14. CereBas apxurektypa Ethernet. ba3zossiii ctanapt. KomnoneHTs! peanuzannu Ha GU3NYECKOM
YPOBHE.

15. Ctpykrypa kaapa texnosoruu Ethernet. Texnonoruss VLAN. Crannapt IEEE 802.1q.

16. CereBas apxurektypa Token Ring.

17. CereBas apxutextypa FDDI.

18. O6opynosanue JIBC. IIpunuumsl paboThl KOHLEHTPATOPOB, MOCTOB, KOMMYTATOPOB.

19. CereBble onepalinoHHbIE CUCTEMBI. TpeboBaHus, npeabsaBiseMble K ceTeBbiM OC.

20. ba3oBble IPUMUTHUBEI IIEpeJaul COOOILEHH B pacrpeielieHHON ceTH. BbI30B yaleHHbIX Mpo-
uenyp. Mexanusm COKETOB.

21. CereBsle (haitnoBele cucteMbl. CeMaHTHKa pasaeneHus (Haiios.

22. Cnyx0bl nMeHOBaHUS pecypcoB. Ciyx0a karanoros. [JoMEeHHBIH MOIXOI.

23. Ciyx06a xatanoroB Active Directory. YnpaBienue oobeKTaMu ceTH. I pynnoBbie MOJTUTHKH.

24. 3amaun MOCTPOEHUS OOBETUHEHHBIX CETEH.

25. I'moGanpHast cetb Wurtepner. Iloctpoenue. OcHoBHbIe MOHATHA. CeMEHCTBO MPOTOKOIOB
TCP/IP 1 ero poib B IOCTPOEHUU TII00ATBHBIX CETEH.

26. Crek npotokonoB TCP/IP. O6nacts npumeneHust. OCHOBHBIE XapaKTEPUCTUKH.

27. Tunsl agpecos, npuMeHsemblx B cetu MHTepHeT. Haznauenue. TexHonorum paspemenus au-
pecoB.

28. IP-agpeca. Knaccsr IP-cereit.

29. IP-anpeca. Texnonorust CIDR. Ilonsitue cereBoro npedukca.

30. O6opynoBanue I'BC. KpaTkas xapakTepucTrika U Ha3HauYCHUE.

31. Crpyktypa cetu MHTEepHET. ABTOHOMHBIE CUCTEMBI U MaructpajibHble ceTU. THUIIbI IPOTOKO-
JIOB MapIIPyTU3ALIUH.

32. Mapupyruzanus IP-nporokona. AIropuTMbl MapIIpyTH3ALMU.
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33. IIporokonsl mapmpyruzanuu RIP u OSPF. XapakTepucTiku, 10CTONHCTBA U HEJOCTATKH.

34. IIporokon ARP. Haznauenue. [TpuHIMI GYyHKITMOHUPOBAHUS.

35. IIpotoxon DHCP. Haznauenwue. [punimn GyHKIHMOHUPOBAHUSL.

36. Cnyxx6a DNS. Haznauenue. [TpuHiun ¢GyHKIIMOHUPOBAHMS.

37. Ilporokomnsl TpancnopTHoro ypoBHs cteka TCP/IP. CpaBHUTENbHBIE XapaKTEPUCTUKU U TIPUH-

IIUTIBI paOOTHI.

38. IlepexBar nakeToB B JIoKadbHOU ceTH. IHCTpyMeHTBI. CTpyKTypa MaKeToB.

39. TexHonoruu «mnocyueaneil Muan». [IporpaMMHBIi 1 anmapaTHBI COCTaB.

40. Cy>x661 WWW u FTP. IIporokonsl. Hactpoiiku cepBeproro u kiueHtckoro I10.

41. Cnyx6a E-mail. IIporokonsl 31eKTpOHHOM MOYTH. HacTpoiku cepBEpHOro W KIMEHTCKOTO

I10.

42. Cnyxx6a MruoBeHHbIX cooOrmieHuit Jabber. [IpoTokonbl. HacTpoiiku cepBEepHOTO M KIMEHTCKO-

ro I10.

43. Texnonoruu nepenauu roiaocopor nHopmaruu. [Iporokonsr SIP, RTP.
44. TunoBas CTPyKTypa OTKa30yCTOMYMBOIo Ki1actepa. PesepBupoBaHue JaHHbBIX.
45. OCHOBHBIE KOMaH/Ibl, HCTIOJIb3YEMbIC MPU PAOOTE C CETHIO B PEKMME KOMAHTHOM CTPOKH.

14.2. TpeOoBaHuS K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU

3A0POBbH U HHBAJIHUI0B

st i ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3JI0POBbSI M HHBAIHMJIOB MPEAYCMOTPEHBI JOTIOTHH -
TEJIbHBIC OLIEHOYHbIE MaTepUalIbl, IEPEYCHb KOTOPBIX yKa3aH B Tabmule 14.
Tabmuna 14 — JlonosHUTEIbHBIE MaTepUaIbl OLICHUBAHUS JIJIS JIUI] C OTPaHUYEHHBIMH BO3MOXHOCTSIMHU

310POBbsI U MHBAJIUJIOB

Kareropun
00yJarommxcs

BI/II[I)I JOIIOJTHUTCIIBHBIX OLICHOYHBIX
MaTepualioB

@DopMBbI KOHTPOJISI U OLIEHKU
pe3ynbTaToB 00y4eHUs

C napyueHusMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOThI

[IpenMy11eCTBEHHO MMCHMEHHAs
IIPOBEpPKa

C napyumeHusMu
3peHHUs

CobecenoBanue 1o BOIIPOCaM K 3a4eTy,
OIIpPOC MO TEPMUHAM

[TpenMyIIeCTBEHHO yCTHAsI IPOBEPKa
(MHIMBUAYATBHO)

C napyueHusMu
OIIOPHO-
JIBUTATEITHHOTO
armapara

Perienue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHBIE PabOThI, BOIIPOCHI K
3a4eTy

HpeI/IMyIJ_[eCTBCHHO JUCTaHIIMOHHBIMHA
METOAAMU

C orpaHUuYEHHUSIMH 11O
OO0IIeMeTUITUTHCKIM
MOKAa3aHUSM

TecThl, MICEMEHHBIE CAMOCTOSTEIbHbIE
paloThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[Ipenmy1iecTBEHHO IPOBEpPKaA
METOJJaMHU MCXOAS U3 COCTOSTHUS
00y4Jaronierocss Ha MOMEHT TIPOBEPKHU

14.3. MeToanyeckue peKOMEHIAUMHU 110 OLIEHOYHBIM MATEepHaIaM /sl JIUL C OTPAHUYEHHBIMHU
BO3MOKHOCTSIMH 3/10POBbSI M MHBAJIM/10B

Jnis nMIr ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAJIUIOB TPEAYCMATPUBACTCS JI0-
cTynHas (opMma MpeoCTaBICHUS 3aJaHNH OLIEHOUYHBIX CPEJICTB, @ HMEHHO:

- B IeyaTHOU (hopme;

- B IeYaTHOU (pOopMe C YBEITMUECHHBIM MPUDTOM;

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTEHUSI ACCUCTEHTOM 3a/laHusl BCIyX;

- IIPEJOCTABIICHUE 3a/1aHUs C UCIIOJIb30BaHUEM CYPIONIEPEBO/IA.

JIluiam ¢ OrpaHMYeHHBIMH BO3MOXKHOCTSIMU 3/I0pOBbsI M MHBAJMJAM YBEIMUYUBAETCA BpeMs Ha
MOJITOTOBKY OTBETOB HAa KOHTPOJIbHBIE BONpPOCHL. [Ijist Takux oOydarounuxcsl npeaycMaTpuBaeTcs TOCTyI -
Hast (popMa npeocTaBIEHHsI OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- MUCbMEHHO Ha Oymare;

- Habop OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIB30BAHNUEM YCIYT aCCUCTEHTA;
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— MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3YIbTATOB OOYYEHHS JIMII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TpeIycCMaTpUBaeT IpenocTaBieHne nHpopManuu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSAM HX 370POBBS M BOCIIPUATHS HH(POPMALIUN:

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IIEYaTHOM (hopMe YBEINYEHHBIM MIPH(TOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI71s1 JIM1 ¢ HAPYLIEHHSIMH OTIOPHO-IBHI aTeJILHOTO anmapara:

- B (hopMe IIMEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

[Tpy HEOOXOMUMOCTH /TS JIUIL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbS U MHBAJIUI0B pOILIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yIECHHUST MOXKET IIPOBOIUTHCS B HECKOIBKO ITAIIOB.
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