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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(t)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crnenuanbHocTh) 10.03.01 MudopmanmonHas Ge3omnacHOCTh, yrBepkaeHHoro 01.12.2016
roga, paccMorpeHa u onoOpena Ha 3acenanuu kadenpst KUBDBC «  » 20 rona,
poTOKOJ Ne

PazpaboTunku:
npenoaasatesb kad. KUBOBC A. K. HoBoxpecToB
nouent kad. KUBSBC A. A. Kones

3aBenyronmii odecneunBaronien kad.
KHNB3BC A. A. lllenynanos

Pabouas mporpamma JTUCHUIUIMHBI COTJIacoBaHa ¢ (hakyJIbTETOM M BBINTyCKaroIel kadeapoii:

[exan ©b E. M. 1aBbiioBa
3aBeyrOnIMi BeIMTycKaromen kad.

KHUB3BC A. A. lllenynanos
OKCIEPTHI:

noueHt kad. KUBOBC E. 1O. Koctrouenko
nouent kad. KUBOBC K. C. Capun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YuTh CTYJIEHTOB OCHOBaM IMOCTPOCHHS U SKCIUTYaTallMH BBIYUCIUTEIBHBIX CETCH, MPUHIIUITIAM
¥ METOJIaM 3alIUThl WH(OPMAIUKM B KOMIBIOTEPHBIX CETSIX, HaBBIKAM KOMILIEKCHOTO MPOCKTHPOBAHMSI,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3agauy JUCHUIIIMHBI

JlaTh OCHOBBI:

—  — apPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUSI CETEH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJIOJIOTHUHU MTPOCKTUPOBAHMS, Pa3BEPTHIBAHUS U COMPOBOXKICHHS O€30MaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3alIUIIIEHHBIX BBIYUCIUTEIIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Hucnumnnuna «be3zonacuocts ceteit 9BM» (b1.65.32) otHocuTcs k 6i10ky 1 (6a3oBast uacts).
[IpenimecTByOmUMU  TUCHUIUIMHAMHY, (DOPMHUPYIOIIMMU  HayajbHble 3HAHUS, SBISIOTCA:
beszonacnocts cereit 9BM, NudopmaTika, OcHOBBI HH)OPMAIIMOHHON 6€3011aCHOCTH.
[Tocnenyromumu qucuuIImHaMu ABisitoTes: bezonacHocts cereit OBM.

3. TpeGoBaHusi K pe3yJibTaTaM OCBOCHHS TUCHUIIHHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HAPaBJIeH Ha (POpMUPOBAHUE CIEAYIOLUINX KOMIIETCHIIM:

— TIK-2 crmocoOHOCTBIO MPHUMEHSATh HPOTPaMMHBIE CPEACTBA CHCTEMHOTO, MPUKIAIHOTO M
CIELMAJIbHOTO Ha3HAYEHUs, UHCTPYMEHTAJIbHBIE CPEICTBA, SI3bIKM M CUCTEMBI IIPOIPAMMHPOBAHUS IS
peleHust MpoecCUOHANBHBIX 3a/1a4;

— TIK-6 cnocoOHOCTBIO NMPHHMMATh y4acTHE B OpraHW3alMd M TPOBEICHHH KOHTPOJIBHBIX
IpOBEpOK paboTocrocoOHOCTH W A(G(EKTUBHOCTH NPUMEHSEMBIX IPOTPAMMHBIX, MPOTPAMMHO-
annapaTHbIX 1 TEXHUYECKUX CPEJICTB 3allUThl HH(OpMaIH;

— IIK-15 cnocoOHOCThIO OpraHU30BBIBATH TEXHOJOTWYECKUH IMPOLECC 3alluThl MHPOpMaLUu
OTPaHUYEHHOI0 JOCTYIIa B COOTBETCTBUHM C HOPMATHBHBIMHM IIPABOBBIMHM aKTaMM W HOPMAaTHUBHBIMHU
MEeTOAMYECKUMH JTIokyMeHTamu DenepanbHol cimyx0bl  OGe3omacHocT  Poccuiickoit  ®denepanuu,
®denepalibHOM CITy>KOBI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

B pe3ynbrate u3ydyeHus IUCHUILTUHBI 00YYatoLUIHics JOKEeH:

— 3HaTh CpEACTBa M METOJAbl XpaHEHHS U TIepeladyd HHPOpMAaIUH; STAIOHHYIO MOJEIb
B3aMMO/JICHCTBUS OTKPBITHIX CHCTEM; OCHOBHbBIE CTaHAPThl B 00J1aCTH MH(POKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOTHH; OCHOBHBIE HOPMAaTUBHO IIPABOBBLIE aKThl U HOPMATHBHBIE METOAMYECKUE JTOKYMEHTHI B
obnactu MH(POKOMMYHUKALMOHHBIX CUCTEM; IIPUHIUIIBI IIOCTPOCHHUS 3alUIICHHBIX
TEJIEKOMMYHUKALIMOHHBIX CHUCTEM; MEXAaHU3Mbl PEAM3aLUN aTaK B KOMIBIOTEPHBIX CETSX; 3aILUTHBIC
MEXaHM3MBbl U CpeJCTBa 00ecredyeHns ceTeBOi 0€30IacHOCTH; CPEeICTBAa U METOAbl NMPEAOTBpAIlleHUs U
OoOHapyKeHHs BTOP)KEHUH.

—  yMeThb NIPUMEHSTH 3aIIMIEHHbIE TPOTOKOJIbI, MEKCETEBBIE SIKPAHbI U CPEJICTBA OOHAPYKEHUS
BTOP)KEHUH ISl 3aIIUTHl MH(OPMAIMK B CETSIX; OCYLIECTBISATh MEPhl MPOTHUBOACHUCTBHS HapyIIEHUSIM
CeTeBOM 0OE30MaCHOCTH C UCIOJIb30BAHUEM PA3JIMYHBIX MPOTrPaMMHBIX U allapaTHBIX CPEICTB 3aIlUTHI B
COOTBETCTBMM C TpeOOBaHUSMU HOPMAaTHUBHO IIPABOBBIX AaKTOB M HOPMATHUBHBIX METOJIUYECKHX
JOKYMEHTOB.

—  BJAaJeTh HaBbIKAMU KOH(QUTYpUPOBAHUS JOKAJIBHBIX CETel, HABBIKAMU PEaU3allii CETEBBIX
IIPOTOKOJIOB C IIOMOLIbIO IIPOrPAMMHBIX CPEICTB; HABBIKAMU HACTPOMKU MEXKCETEBBIX HKPAHOB;
HaBbIKAMHM TNPUMEHEHUS HOPMATHBHO IPABOBBIX aKTOB M HOPMATHBHBIX METOJAMYECKUX JTOKYMEHTOB B
obnacTi MHPOKOMMYHHKAIIMOHHBIX CHCTEM; METOAMKOM aHalu3a CeTeBOro Tpaduka; MEeTOIUKOM
aHaJIM3a pe3yJbTaTOB paObOThI CPEACTB OOHAPYKEHUS BTOPKEHUH.

4. O0beM AUCHHMILVIMHBI U BUJbI Y4eOHOH padoThl
OOmast TPyIOEMKOCTh IUCHUIUIMHBI COCTaBisieT 6.0 3a4eTHBIX €AMHHUIBI U TpEACTaBlIeHA B
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Tabauie 4.1.
Tabmuma 4.1 — Tpy10eMKOCTb JUCITUTITMHBI

Bunbr yueOHOM eaTenbHOCTH Bcero gacos Cemectpsbl
5 cemectp 6 cemectp

AynuTopHbIe 3aHATHSI (BCETO) 144 54 90
Jlexun 46 18 28
[IpakTrueckue 3aHATHS 18 0 18
JlaboparopHbie pabOTHI 80 36 44
W3 HUX B HHTEpaKTUBHOU (popme 40 16 24
CamocTtosTenpHas padora (Bcero) 36 18 18
OdopmiieHne 0T4€TOB 10 1a00PATOPHEIM 18 9 9
paboram
[IpopaboTka JEeKIIMOHHOTO MaTepraia 14
[ToaroToBKa K MPAaKTUYCCKUM 3aHATHSM, 4 0 4
CeMUHapaM
Bcero (0e3 ax3ameHa) 180 72 108
[ToaroroBka u caada 3K3aMeHa 36 0 36
OO61mas Tpya0eMKOCTb, U 216 72 144
3adeTHbie EauHuIb 6.0 2.0 4.0

5. Conepskanue QU CHUNTHHBI

5.1. Pa3nennl AMCHHUILIMHBI M BUALI 3aHATHHA
Paznenbl AMCHMIUIMHBI U BUBI 3aHATUH TTPUBEACHBI B Ta0OuIe S.1.
Taomumna 5.1 — Pa3aensl AUCIUIUINHEBL U BUIBI 3aHITHHA

Bcero
[Tpak. | Jlab. Cam. yacoB | PopMupyemble
Ha3zBanus pa3nenoB AMCUUTUIAHBI Jlek., u
3aH., 4 | pab., 9 | pad., g (6e3 KOMITETCHITHT
HK3aMEHa)
5 cemecTp
1 OcHOBHBIEC TOHSATHS 4 0 8 4 16 IIK-15, TIK-2
WH(OPMAIIMOHHBIX ceTel
2 OCHOBBI TOCTPOEHUSI COBPEMEHHBIX 4 0 8 4 16 [1K-2
JIOKAJIbHBIX CeTeil
3 CeTteBble ONepalioOHHbIE CUCTEMBI 2 0 8 3 13 I1K-2
4 CpexacTBa peanu3aiii MeXCeTeBOro 6 0 12 6 24 I1K-2
B3aMOJICUCTBHUA
5 IlepcnieKTUBHBIE HATTPABICHUS 2 0 0 1 3 [1K-2
pa3BUTHUSA U TIPOOJIEMBI
nH(OPMAIIMOHHBIX ceTel
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OCHOBHBIE IOHATHS 4 0 0 1 5 IIK-15, TIK-2,
nH(MOPMaIMOHHON 06€30MacHOCTH [1K-6
7 TexHoyorun o0ecneueHus 8 18 12 8 46 IIK-15, TIK-2,
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0€30MacHOCTH B JIOKAIBbHBIX CETAX I1K-6
8 ObecneueHue 6E30MaCHOCTU CETEeH Ha 6 0 0 1 7 IIK-15, TIK-2,
0a3e ceTeBBIX OMEPAIMOHHBIX CHCTEM [1K-6
9 ObecnieucHre 0€30IaCHOCTH 6 0 32 7 45 IIK-15, TIK-2,
MEXKCETEBOI'0 B3aUMOIENUCTBU [1K-6
10 IIpaBOBBIE OCHOBBI 3aIIUTHI 4 0 0 1 5} [TK-15, T1K-2,
uH(pOpMallUU B KOMIIBIOTEPHBIX CETAX. I1K-6
3anuIeHHbI TOKYMEHTO000pOT
Hroro 3a cemectp 28 18 44 18 108
Htoro 46 18 80 36 180
5.2. Conep:xanue pa3ie0B JMCUUILIAHBI (110 JIEKIUSIM)
Copneprxanue pa3ieioB AUCUUILINH (I10 JEKIHSIM) IPUBEACHO B Tabuie 5.2.
Tabmmma 5.2 — Coneprkanue pas/ieoB JUCIUIUIMH (IT0 JICKITUSIM)
Copepxanue pa3aenoB aucuuiuindsl (mo | Tpynoemkocts, | Dopmupyemoie
HaszBanus pasnenos Aep pasit AHcn ( pyA ’ pMHIPY
JICKIIHSIM) q KOMIICTCHITHH
5 cemecTp
1 OcHoBuble nousatusa | Mcrtopus passutus cereii 9BM. Mecto u 2 [1K-2
UH(}OPMaIIMOHHBIX POJIb BBIUMCIUTENBHBIX CETEH B
ceren coBpeMeHHOM Mupe. OCHOBHBIE TOHATHS U
tepmuHojorus. OOIe npeacTaBIeHus o
BBIYHCIUTENLHOM ceTr. OOIiee moHsTHE 00
HepapXUUeCcKOi CTPYKTYpe MPOTOKOJIOB.
[IpuHIMIIBI MHOTOYPOBHEBOW OpPraHHU3aluU
JIOKAJIbHBIX U TTI00anbHbIX ceTeit OBM.
Monens OSI. CrangapTHble cTEeKU
KOMMYHHKAITMOHHBIX TPOTOKOJIOB.
Crangapruzanus B cetsix. Knaccudukanus 2
BBIUHCIIUTENbHBIX ceTeil. TpeboBanus,
IpEIbsIBIIIEMbIE K COBPEMEHHBIM
BBIUUCIIUTENILHBIM CETSIM. MeTOIbI U
TEXHOJIOTUH NPOEKTUPOBAHUS CPEJICTB
TeJeKOMMYHUKaIi. CTpyKTypHU3aIliH CETH.
dusnueckas 1 Joruyeckas TOMoJIOTun
ceteil. OCHOBHOE KOMMYHHKAIIMOHHOE
o0opynoBaHue
Hroro 4
2 OcHoBel nocTpoenust | Kanainel cBsi3u. XapakTepUCTUKN KaHAJIOB [1K-2
COBPEMEHHBIX cBs3u. Jlormaeckoe KogupoBaHUeE.
JIOKAJIbHBIX CeTei ACHHXpOHHAs U CHHXPOHHAs TIepe/IavH.
Wepapxus B kabenbHOM cucteme.
CrtpykrypupoBaHHas kabenbHas CHCTEMa.
Kondurypanmm nokaibHBIX 2

BBIYMCIIUTENIbHBIX CETEH U METOAbI JOCTYIA
B HUX. CTpyKTypa U QYHKIINH JIOKAJTBHBIX
cereil. Conepxanue cranaapra IEEE 802.
bazoBrIie TeXHOJIOTNH JTOKAJbHEBIX CETSH.
IEEE 802.2 Ethernet. O6opynoBanue
JIOKAJTbHBIX CETEH.

CornacoBaHa Ha noptane N2 34574




Htoro

3 CereBrle
OTepaIMOHHbIC
CHUCTCMBI

IIporpammHBIe cpencTaa
TenekoMMyHukanuu. CTpykTypa
POrPaMMHOTO 00eCreueHus JIOKAIbHON
cetu. Knaccuduxarnus mporpaMMHOT0
o0ecriedeHus JJOKaNbHbIX ceTeil. [TpuHuumsl
IIOCTPOEHHUS CETEBOT0 MPOrPaMMHOI0
00ecTeYeHNs U CETEBBIX ONEPAIITOHHBIX
cucreM. Knaccuduxanus ceppepos.
[IpoexktupoBanue cereit 9BM no npunumy
«KIJINEHT-CEPBEPH.

HUroro

[K-2

4 CpenctBa
peanusanuu
MEKCETEBOIO
B3aNMOICHCTBHSA

CeTteBoll ypoBEHb Nepeiaun JaHHbIX. [P-
aapecanus. Peanuzanus MexceTeBoro
B3auMozeicTBus cpeacreamu TCP/IP.
[Topsnok pactpenenenus IP-anpecos.
OTto6paxkenue [P-agpecoB Ha TOKaIbHBIE
anpeca. ARP nipoTokon.

[IpuHiuner Mapupyrusauuu B [P-cersx.
[Iporokossl mapmpyruzauuu. [lonstue
nomeHa. /[fomenHas agpecarus B IP-ceTsx.
DNS npotoxour.

[Ipotokon IPv6. IIpoToKoJIbI TPAaHCIIOPTHOTO
ypoBHsi TCP u UDP.

Hroro

[1K-2

5 IlepcrieKTUBHBIE

HaIlpaBJICHUA Pa3BUTUA

U IpOOJIeMBI
MH(OPMaLMOHHBIX
ceTei

CoBpeMeHHbIE TeHAEHIIUN Pa3BUTHS
TEJIEKOMMYHUKAITUOHHBIX CHCTEM.
WHTerpanus pa3auyHbIX TUIIOB CETEH U
ceTeBbIX clyk0. Bupryanuzanus
nHpOpMalMOHHBIX cucTeM. O6nauHble
BBIUUCIICHHSL.

Hroro

[1K-2

Hroro 3a cemecTp

18

6 cemectp

6 OCHOBHBIE ITOHATHSA
UH(POPMALIMOHHOM
0€30I1aCHOCTH

ObecnieueHne 0€30IMaCHOCTH
TEJIeKOMMYHUKAIIMOHHBIX CBSI3eH U
aHMHHHCTpaTHBHBIﬁ KOHTpOJ'II). OCHOBHI)IG
TIOHSTHS U TEPMUHOJIOTHSL.

TunoBsle yrpo3sl ceTeBoil 0€30M1acHOCTH.
OcCHOBBI KJ1acCU(PUKALMU CETEBBIX YTPO3 U
atak. Bimsane genoBedeckoro hakropa Ha
CEeTEeBYI0 0€30MacCHOCTb.

Hroro

TK-15, TIK-2,
TK-6

7 TexHoIoruun
obecrieueHus
0€30I1aCHOCTH B
JIOKAJIBHBIX CETAX

3amuTa TOnoJoruu ceTu. BuptyanbHbie
JIOKQJIbHBIE CETH. JlOMOJHUTENbHBIE
GbyHKIIMN KOMMyTaTopoB. [lepcoHanbHbIe
sKpaHbl. AGOHEHTCKOE mudpoBaHUE.

3aH_[I/ITa CETEBOI'O Tpa(I)I/IKa N KOMIIOHCHTOB

[K-15, TIK-2,
[1K-6

CornacoBaHa Ha noptane N2 34574




ceTH. 3amuTa KoMnoHeHToB cetn oT HC/I.
bezomacHocTh pecypcoB cetu. Cpenctsa
UIeHTU(DHUKAIIMN U ayTCeHTU(PUKALIIH,
METO/IbI Pa3/ICJICHUS PECYPCOB U
TEXHOJIOTHUH Pa3rpaHUYCHUS JTOCTYIIA.

CpencTBa MOBBIIICHUS HAJIS)KHOCTH
(YHKIIMOHUPOBAHUS CeTeH. 3amuTa OT
cOO0EB 2JIEKTPONUTAHHUS, AlIIAPATHOTO U
porpaMMHOro obecneueHusi. Kontpons u
pacnpe/iesieHue Harpy3Ky Ha
BBIYHUCIIUTENIbHYIO CETh.

PernamenTtupyroiine 10KyMEHTHI B 0071aCTH
0€30I1aCHOCTH BLIYMCIUTENBHBIX CETEM.
CrangapTsl 0€301aCHOCTH BBIYUCIUTEIHHBIX
ceTel U uX KOMIoHEHTOB. [IpaBoBbIe
OCHOBBI 3aIIUTHI UH()OPMAIIUH B CETSX.

Hroro

8 Obecneuenue
0e30IMacHOCTH CeTer Ha
0ase ceTeBbIX
OIEepaIMOHHBIX CUCTEM

CereBble onepalliOHHbIE CUCTEMBbI
Windows, Unix/Linux. OcHOBHBIE
IIPOTOKOJIBI, CYKObI, PYHKIIMOHUPOBAHUE,
cpezacTBa obecreyeHus 6e3011acHOCTH,
CPEICTBA YIIPaBJICHUS U KOHTPOJISL.

ITonutuka 6e3omacHocth: IToHsTHe
IMOJUTHUKHU Oe30MmacHOCTH. THIIOBEIC
9JIEMEHTHI MMOJIMTUKU 0€30IIaCHOCTH.
[Toctpoenue, peanusanus, NoJAEpKaHUE U
MoauUKaIs TOJIUTUKH

6e3onacHoctu. Kpurepun oneHKn
oe3omacHocTH ceTeBbIX OC. OCHOBHBIC
KpUTEpPUH aHaTN3a CETEBOM OE30MacCHOCTH.
O6mas nporeaypa aHaausa.

Hroro

[K-2, T1K-6

9 Ob6ecneucHue
0€30I1aCHOCTH
MEXCETEBOTO
B3aMMOJIEHCTBHS

OcHOBHBIE MEXAaHU3MBI 00€ecIIeYeHHs
0€30MacCHOCTH U YIPaBICHUS
pacnpeeieHHBIMHA PECYPCAMH.
OO0ecrieueHNE HAJEKHOCTH

uHppacTpykTypsl UHTEpHET.

3amuTa KaHaJoB cBsA3U B MIHTepHET. Bubl
HCIIONBb3YEMBIX B VIHTEpHET KaHAJIOB CBS3U.
Hcnons30BaHKe MEKCETEBBIX YKPAHOB.
BupryanbHble YacTHBIE CETH.

VYS3BUMOCTH | 3a1UTa 6a30BbIX IPOTOKOJIOB
u cayx0: [IpoTOKOIBI MapuIpyTH3AIHH.
CewmeiictBo TCP/IP. Ciyx0bI oucka.
bezonacnocte WWW 1 anextpoHHOM
MOYTHI.

Hroro

TK-15, TIK-2,
TK-6

10 IIpaBOBBIE OCHOBBI
3alUThl HH(OPMaLUU

CucteMbl 0OHapyXeHUs ¥ IPOTUBOACHCTBUS
BTOpKeHUsAM. Kitaccudukanust 1 mpUHIMIIBI

[K-15, TIK-2,
[1K-6
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B KOMITBIOTEPHBIX (GYHKIIMOHUPOBAHUS CHCTEM OOHAPYKCHUS
ceTsX. 3allluIIeHHbIH | BTOpxKeHUl. CKkaHephl Oe30MaCHOCTH.
OKYMEHTO000pOT
JOKYM p Kitaccrbl ckanepoB 6€301acHOCTH 1 2
O0COOCHHOCTH MPUMEHEHWMSI. 3aIIUTa OT
BUPYCOB.3al1Ta dJIEKTPOHHOTO
JOKYMEHTO000pOTA.
Hroro 4
Htoro 3a cemectp 28
Hroro 46

5.3. Pazgenbl AMCHUIVIMHBI M MEKIUCIHMIUIMHAPHBbIE CBA3M € 00ecneYuBalOUMH (MPeablLIy IMMHU)
U o0ecnieynBaeMbIMHU (MOCJIEAYOIIMMHU) TUCUUIIIMHAMMA
Pazensl IUCHIUTUTMHBI U MEXKIUCIUTUIMHAPHBIC CBSI3U C 00ECTICYMBAIONIUMHE (TIPEABIIYIITIME) H
obecrieunBaeMbIMHU (ITOCIIEIYIONMMHA ) JUCITUTIIMHAMY TIPEICTABJICHBI B Tabmwuie 5.3.
Tabnuna 5.3 — Pa3aenbl JUCHUIUIMHBI U MEXIUCUUIUIMHAPHBIE CBA3H

Ne paznenoB qaHHON AMCUMIUIMHBL, 17151 KOTOPBIX HEOOXOAUMO U3yUEHHE
HayuMeHOBaHME TUCLUILIMH o0ecrneunBaroIuX U 00ecIIeYMBAEMbIX JAUCIUILINH

1 2 3 4 5 6 7 8 9 10

[IpeniecTByronue AUCUUTIIMHBI

1 BezomacHocTs cereit

+ + + + + + + + + +
O5BM
2 Undopmartnka +
3 OcHOBBI
nH(pOpMaITMOHHOM +
0€30MacHOCTH

HOCHCI{YI'OH_[I/IC JAUCIUITIIMHBI

1 be3omacHocTh ceTelt

+ + + + + + + + + +
9BM

5.4. CooTBercTBHE KOMIIETECHINI, GOPMHPYEMBIX IPH U3Y4YCHHH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHUM TUCHMIUIMHBI, U BUAOB 3aHATHH
IpesicTaBiIeHo B Tabmuue 5.4.
Tabmuua 5.4 — CooTBeTcTBUE KOMIIETEHLUH, (pOpMUPYEMBIX MpPHU W3YYEHUH IUCLUIUIMHBI, U BUIOB

3aHITUH
Buner 3angTnit
Komnerenuumn DopMBI KOHTPOJISI
Jlex. IIpak. 3aH. JIa6. pad. Cawm. pa0.
[1K-2 + + + + 3amura otyera, OTYET MO
nabopaTopHoii paboTe,
Omnpoc Ha 3aHsaTUsAX, Tect
[1K-6 + + + + 3amuTa otuera, OT4ET MO
nmabopaTopHO# paboTe,
Ornpoc Ha 3aHATUSAX
[1K-15 + + + 3amuta ot4yera, Onpoc Ha
3aHATUIX

6. UnTepakTHBHBIC MeTOABI U (pOPMBI OPraHu3anuy 00y4eHust
TexHOI0rMM UHTEPAKTUBHOTO O0YUEHUS NP pa3HbIX pOpMax 3aHATUH NpUBeIeHb! B Tabnure 6.1.
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Tabnuna 6.1 — TexHOIOTMH HHTEPAKTUBHOT'O O0YUYEHHUS IPU PAa3HBIX (opMax 3aHITUN

HHTepakTUBHBIC WNHTepakTUBHBIC
WNHTepakTUBHBIC
Mertobl 1a00paTOPHBIC 3aHATHS, npaktuueckue | Bcero, u
JeKIUH, 4
q 3QHSITHS, 9
5 cemecTp
IT-mMeTob 10 10
[IpesenTanuu ¢ 6 6
HCIIOJIb30BaHUEM
CJIAIOB C
00CyXIeHUEM
Hroro 3a cemectp: 10 6 0 16
6 cemecTp
IT-mMeTOmBI 12 12
[Tpe3enTanmu ¢ 8 8
UCIIOJIb30BaHUEM
CJIAI0B C
o0cyxeHueM
Hccnenosarensckuii 4 4
METO]T
Hroro 3a cemectp: 12 8 4 24
Hroro 22 14 4 40

7. JlabopaTopHbie padoThl
HanmenoBanme mabopaTopHbIX paboT npuBeneHo B Tadmuue 7.1.
Tabmuma 7.1 — HauMeHoBaHKEe 1aO0paTOPHBIX pabOT

Tpynoemkocts, | Dopmupyemslie
HazBanus pasnenos HaumenoBaHue 1a60paToOpHBIX paboT pyA ’ PMHPY
q KOMIIETEHIIUH
5 cemecTp

1 OcHoBHBIE IOHATHUST | MOAETMPOBAHNE CETEBBIX YCTPOICTB U 4 [1K-2
UH(POPMALMOHHBIX IIPOTOKOJIOB B JIOKAJBHBIX CETAX
ceTen

MopenupoBaHre BUPTYaJIbHBIX JIOKAIBHBIX 4

cereil (VLAN) ¢ pasrpaHudeHueM J0CTyma K

CETEBBIM pecypcam

Hroro
2 OcHoBsl tocTpoeHust | HacTpolika moaKIFOYeHHs y31a K CETH. 4 ITK-2
COBPEMEHHBIX ABTOMaTHUYECKas JUHAMHUYECKAS U
JIOKaJbHBIX CETEN CTaTUYeCKasi HACTPOMKH CETEBOTO

MOAKIIIOYEHUS.

Crek nporokosnoB TCP/IP. Ilpukiagasie 4

IIPOTOKOIIBI ceTh MHTEepHeT.

Hroro
3 CereBble Cetu Microsoft Windows. Ynpasienue 4 [1K-2
OIEPALIMOHHBIE CETEBBIMU PECYpPCaMU B OJHOPAHI'OBOM CETH.
CHUCTEMBI : . . .

Cetu Microsoft Windows. Active Directory. 4

VYIpaBieHue CeTEBBIMU peCypcaMu

KOPIOPAaTUBHOMU ceTU. [ pynnoBsIe MOIUTHUKN.
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Hroro

4 CpencrBa MonenupoBanue 6a30BbIX CITYX0 U [K-2
peanuzanuu MIPOTOKOJIOB MapUIPyTHU3AINH B II100aIbHBIX
MEKCETEBOTO CeTsX.
B3aUMOJICUCTBUS
a bazossie ciyx0b1 cetnt MaTeprer. DHCP. 4
DNS. IIpoTokoJibl MapIIpyTHU3aLHH.
[Tpuknagaeie ciyx0bl ceTn MHTEpHET. 4
Hacrpoiika Web-, FTP-cepBepoB u cepsepa
AIEKTPOHHOU MOYTHI.
HUroro 12
Hroro 3a cemectp 36
6 cemecTp
7 TexHoyoruu Pasrpannuenue gocryna K JOKaJIbHBIM U 4 ITK-2, TTIK-6
obecrieueHHs CETEeBBIM pecypcam. JIucKpenronHas u
0e30MacHOCTH B MaHJaTHas MOJICTIN YIPABICHUS JOCTYIIOM.
KaJTbHBIX CETSIX
floxall ce WHCTpyMEHTBI AJIs UCCIIEOBAHMS CETH 4
(cauepsrn)
WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETU 4
(cxaHepsl 6€301TaCHOCTH)
Htoro 12
9 O6ecnicueHue Me:xceTeBbie SKpaHbI 4 [1K-2, ITK-6
0e30MacHOCTH A
HTUBUPYCHAs 3allUTa 4
MEKCETEBOTO
BSaHMOHeﬁCTBHﬂ BI/IpTyaJII)HI)Ie YaCTHBIC CCTU 8
CucreMbl 0OHApY>KEHUS U TPEOTBPAIICHUS 4
BTOP>KEHUI
DLP-cuctemsl
be3omacHOCTh MPUKIIAIHBIX TPOTOKOJIOB
Hroro 32
Hroro 3a cemectp 44
Hroro 80
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPHI)
HaumeHnoBaHue MpakTUYECKUX 3aHATHI (CEMUHAPOB) MpUBEACHO B TaduIe 8.1.
Tabnuna 8.1 — HanmeHoBaHMe MPaKTUYECKUX 3aHITHH (CEMUHAPOB)
HaumenoBanwue npaktudeckux 3anatuii | Tpymoemkoctsb, | Dopmupyembie
HasBanus pasznenos
(cemHnHapoB) q KOMIIETEHIIUH
6 cemecTp
7 TexHosornu [Toctpoenue cTpyKTypbl HHPOPMAILIHOHHON 4 [1K-2
o0ecrieueHus CETH, OMIMCAHKE XapaKTepa CBsI3el MEXIy
0€30IacCHOCTH B 3JIeMEHTaMHU ¥ HHPOPMAITHOHHBIX TTIOTOKOB.
JIOKAJIbHBIX CETSIX
[IpopaboTka Moenu yrpo3 ¥ MOJENIu 4
HaPYIIATEIS KOMITBIOTEPHOM CETH.
[IpopaboTka CTPYKTYpbI CHCTEMBI 3aIIUTHI 6

nH(opMaIu, CocTaBa Cpe/ICTB 3aIIHTHI.
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N3yueHne ciocoO0OB YCTAaHOBKH M OCHOBHBIX

napamMeTpoB KOH(PUTYPAIUH CPEICTB 3aIlUThI

uHpopmaruu

[ToaroroBka JOKYMEHTOB 110 CHCTEME 4

3alMThl HHOpPMAIUU B HH(POPMAITMOHHON

CUCTEME.

Hroro 18
Htoro 3a cemectp 18
Hroro 18

9. CamocrosiTesibHasi padoTa
Bunael camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUU MIPE/ICTABICHbBI B

tabmuie 9.1.
Tabmmma 9.1 — Bunibl camocToATenbHON paboThI, TPYJO0EMKOCTh U (HOPMUPYEMBIE KOMIIETEHITUN
Bunel camocrosarensHoli | Tpynoemkocts, | @opMupyemsie
HasBanns pasznenos a pyA ’ PMIPY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIINHU
5 cemecTp
1 OcHoBHBIE [IpopaboTka 2 IK-15,1K-2 | Omnpoc Ha 3aHATHUSX,
MOHSITUS JIEKIIMOHHOTO MaTepuaia Otuer no
UH(OPMAITMOHHBIX nabopaTopHOI
(10vp I Od¢opmieHue 0T4ETOB 10 2 patop
ceren pabore
nabopaTopHBIM paboTam
Hroro
2 OCHOBBI [IpopaboTka [K-2 Ormpoc Ha 3aHATUSX,
MOCTPOCHHUS JIEKIIMOHHOTO MaTepuaia Otuer no
COBPEMEHHBIX nabopaTopHOI
P . |OdopmieHue oT4E€TOB 1O 2 patop
JIOKAJIbHBIX CeTeil pabote
1abopaToOpHBIM paboTam
HUroro 4
3 CerteBble [TpopaboTka [K-2 Onpoc Ha 3aHATUSX,
OTIEpaIIMOHHBIE JIEKIIMOHHOT'O MaTepuaia Otuer mo
HCTEMBI J1a00paTOPHOU
cuete OdopmneHne 0T4eTOB MO 2 gop OpHO
abore
nabopaTopHBIM paboTam p
Hroro 3
4 CpenctBa [TpopaboTka 3 IK-2 Ompoc Ha 3aHATHUSX,
peanuzamnuu JIEKIIMOHHOTO MaTepuania Otuer o
MEKCETEBOT0 nabopaTtopHoOi
. Odopmienue oTueToB 1O 3 5 patop
B3aMMOJICHCTBHS abor
3aUMOJeHC 1abopaTopHBIM paboTam pabote
Uroro 6
5 IlepcniektuBubie | [IpopaboTka 1 IK-2 Onpoc Ha 3aHATHSIX
HaTpaBICHUS JIEKIIMOHHOTO MaTepuania
pa3BUTHS U Vitoro 1
poOIIeMbI
MH(OPMaLMOHHBIX
cere
Hroro 3a cemectp 18
6 cemecTp
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6 OCHOBHBIC [TpopaboTtka 1 IIK-15, T1IK-2, | Omnpoc Ha 3aHATHIX
TIOHSITUS JCKIIMOHHOTO MaTepuana ITK-6
nH(pOpMaITMOHHOM Vitoro 1
0e30MmacHOCTH
7 TexHonoruu IToaroroBka k 4 IIK-15, I[IK-2, |3ammTa oTYeTa,
obecneucHus MPAKTUYECKUM 3aHATHUSIM, I1K-6 Ornpoc Ha 3aHATUSX,
0e30MacHOCTH B ceMHUHapaM Otuer no
JIOKQJIBHBIX CETIX naboparopHoit
[IpopaboTka 1 patop
pabore
JIEKIIMOHHOTO MaTepuaia
OdopmieHne 0TIETOB TIO 3
nabopaTopHBIM paboTam
Hroro 8
8 OGecnieueHue [IpopaboTtka 1 IIK-15, I1IK-2, | Omnpoc Ha 3aHATHIX
0€30MacCHOCTH ceTel | JIEKIIMOHHOIO MaTepuania [1K-6
Ha 0a3e CEeTEBbIX
Hroro 1
OTIePAITMOHHBIX
CUCTEM
9 O6ecnicueHue [IpopaboTka 1 IK-15, I1IK-2, | Omnpoc Ha 3aHATHSX,
0e30MacHOCTH JIEKIIMOHHOTO MaTepuaia I1K-6 Otuer no
MEKCETEBOT TOPHOM
CAKCCTCBOTO OdopmieHmne 0T4eTOB MO 6 nagopa OPHO
B3aMMOJICICTBUS abote
A nabopaTopHbIM paboTam p
Hroro 7
10 [IpaBoBbIE [IpopaboTka IIK-15, I1IK-2, | Omnpoc Ha 3aHATHAX
OCHOBBI 3aIIUTHI JIEKIIMOHHOTO MaTepuaia I1K-6
uH(pOpMaIuu B
(opman Hroro 1
KOMITBIOTEPHBIX
CeTSX.
3aluIeHHbIH
JIOKYMEHTO000pOT
Hroro 3a cemectp 18
IToaroroska u ciada 36 DK3aMeH
JK3aMeHa
Hroro 72
10. Kypcogoii npoekT / kypcoBasi padora
He mpenycmorpeno PYIL

11. PeiiTnHroBasi cucreMa /Ui OLCHKH YCIIeBAeMOCTH 00y4aI0IINXCs

11.1. BaanbHbIe OLEHKH ISl 3J1eMEHTOB KOHTPOJIs

Tabnuna 11.1 — banmibHble OLIEHKH JUIsI 3JIEMEHTOB KOHTPOJIS

CornacoBaHa Ha noptane N2 34574

. . MakcuMalibHBII
o MaxkcumanbHbBIH MaxkcumanbHbBIH
OneMeHTHl yueOHOH 6asu1 3a Iepuos Bcero 3a
6amn Ha 1-yro KT ¢ | 0Gainn 3a mepuon
NESITeIbHOCTH Mexny 2KT u na CEMECTp
Hayana cemectpa | Mexay 1KT u 2KT
KOHell ceMecTpa
5 cemectp
Omnpoc Ha 3aHATHAX 3 4 3 10
OtueT o mabopaTopHOH 30 30 30 90
pabote
12



Hroro makcumym 3a 33 34 33 100
epPHO

Hapacratomum nrorom 33 67 100 100

6 cemecTp

3amura oTyeTa 10 10 20
Ompoc Ha 3aHATHSIX 3 4 3 10
Otuyet no nabopaTopHOH 20 20 40
pabore

Hrtoro makcumym 3a 13 34 23 70
ePHOT

DKk3aMeH 30
Hapacratoum nrorom 13 47 70 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT Oa/TIOB B OLIEHKH 32 KOHTPOJIbHBIC TOYKHU MIPEICTaBICH B Tabmme 11.2.
Tabnuna 11.2 — [lepecueT 6aI0B B OLIEHKH 32 KOHTPOJIBHBIE TOUKH

bannbl Ha 1aTy KOHTPOIBHON TOYKU Orenka

> 90% oT MakcuManbHOM cyMMbl 6ayuioB Ha naty KT 5

Ot 70% no 89% ot MakcumanbHOUM cymMmbl 6ayioB Ha aaty KT

4
Ot 60% 1o 69% ot MakcuManbHOM cymMMbl 06ayuioB Ha aaty KT 3
2

< 60% oT MakcuMalIbHOHM cyMMBbI 6aisioB Ha naty KT

11.3. IlepecueT cyMMBbI 02/1710B B TPAAUIIHOHHYIO M MEKIYHAPOAHYIO OLIEHKY
[Tepecuer cymMMBbl OaIOB B TPAJAUIIMOHHYIO U MEXKIYHAPOTHYIO OLIEHKY MPEJICTAaBIEH B TaliHIe
11.3.
Tabauna 11.3 — [lepecuer cyMMbl 0alyioB B TPAAUIIMOHHYIO U MEXAYHAPOIHYIO OIICHKY

Urorosast cymma 6asmios,

Onenka (I'OC) YUHTBIBAET YCHEIIHO CAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTM4HO) (3aYTEHO) 90 - 100 A (0TIHYHO)
85-89 B (ouens xoporio)
4 (xopori10) (3a4TEHO) 75-84 C (xoporio)
70-74
D (ynoBneTBopuTENBHO)
3 (YAOBIETBOPUTEIBHO) 65 - 69
(3a4TeHO) 60 - 64 E (nmocpencTBenHo)
2 (HCYZIOBIICTBOPUTEILHO) (e Hmxe 60 6amios F (HeynoBneTBOpUTEIBHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE o0ecneyeHne JUCIUNIMHBI

12.1. OcHoBHas JuTEpaTypa
1. TlocTtpoenue 3amMIEHHBIX KOPIOPATUBHBIX ceTel [DIEKTPOHHBIM pecypc| [DneKTpOoHHBIN
pecypc]: yuebnoe mocodbue / P.H. AunnoB. — DnektpoH. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexwum noctyna: https://e.lanbook.com/book/66472 (nata oopamenus: 19.05.2018).

12.2. lonoiHMTEIBHAS TUTEPATYPA
1. KowmmbloTepHble CeTH M CIYXObl YAaJeHHOTO JOoCTyna [DJEeKTpOHHBIH pecypc]
[DnexTponHbIit pecypc]: cripaBounuk / O. Moe. — Dnexrpon. gan. — Mocksa : JIMK Ilpecc, 2007. —
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336 c. — Pexxum pocryma: https://e.lanbook.com/book/1169 (narta obpamenus: 19.05.2018).
12.3. YueOHO-MeTOAUYECKHE TTOCOOHS

12.3.1. O0s13aTesibHbIE Y4eOHO-METOAMYECKHE NTOCOOU

1. besomacHocts cereit OBM [OnektpoHHBIM pecypc]: MeTonuueckue yKazaHUS IS
nabopaTopHbiX M mnpakTuueckux pador / HosoxpecroB A. K., Ilpackypun I'.A., 2014. — 99 c.
[DnexTpoHHbIH pecypc] — Pexxum JIOCTYyMa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (mata obpamienus:
19.05.2018).

2. besomacHocth cereii OBM [DnekTpoHHBIM pecypc]: Meroauueckue yKazaHWs IS
camocTtosaTelbHON padoThl cTyneHnTa / HoBoxpectoB A K., Ilpackypun I'.A., 2014. — 4 c¢. [DneKTpOHHBIN
pecypc] — Pexum JOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara oOpamicHus:
19.05.2018).

3. besonacHocth cereii OBM. Yacte 1 [DnekrponHbIi pecypc]: JlabopaTopHBIi MpakKTHKyM /
HoBoxpectroB A. K., Tymses A. W. - 2017. 92 c¢. — Pexum jgocrymna:
https://edu.tusur.ru/publications/7225 (xara obparmienus: 19.05.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE IIOCOOMS JIsl JIML C OTPAHMYEHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
HHBAJIU/10B

YueOHO-MEeTOMUECKHE MaTepHalbl Uil CAaMOCTOSATENILHOM U ayJUTOPHON PadOTHl 00YUYarOIIUXCS
U3 YMCIIA JIUI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/I0OPOBbSI M1 MHBAINIIOB MPEAOCTABISIOTCS B (hopMax,
aJlalITUPOBAHHBIX K OTPAaHHYCHUSM HUX 30POBBS U BOCHPUATHS HHOOpMALIUY.

JL1s1 ML ¢ HAPYLIEeHUSIMHM 3PeHHUs:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B I1€4aTHON (popMe YBEITMUCHHBIM IIPU(TOM.

JI1s1 1ML ¢ HAPYLIEHUSIMM CJIyXa:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B [1IeYaTHOH opme.

J1J1s1 JIMIL ¢ HAPYIIEeHUSIMHM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B [1I€4aTHOU opme.

12.4. TipodeccnoHaibHbIe 0a3bl JAHHBIX U HH(OPMAIIMOHHbIE CIIPABOYHbIE CHCTEMBbI
1. 1. http://wwwe.elibrary.ru - Hayunas 3neKTpoHHass OMOJIMOTEKA;

2. 2. http://www.edu.ru - BeG-caiit cuctemsl (enepabHbIX 00pa30BaTeIbHBIX OPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pa3zoBarenpHbIil MOpTan aKyapTeTa 6E30MaCHOCTH;

4. 4. https://fstec.ru/ - denepanbHas ciy)0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajbHO-TeXHU4YeCKoe o0ecneyeHue TUCUMILIMHBI U TpedyemMoe MporpaMMHoe
o0ecneyenue

13.1. O6uue TpedOBaHUSA K MATEPUAIBLHO-TEXHUYECKOMY U MPOrPAMMHOMY 00ecne4yeHuIo
AMCUMILINHBI

13.1.1. MaTepuaJbHO-TeXHMYECKOE H IPOrpaMMHOe o0ecrnedeHne 1Jisl JJeKIIHOHHbIX 3aHATHH
21.]'[5[ IIPOBCACHUA 3aHATHI JICKOMOHHOT'O THIIA, I'PYIIIOBBIX U WHIAWBHUAYAJIbHBIX KOHCYHBTaHHﬁ,
TEKYIIETO KOHTPOJIA U HpOMC)KYTO'-IHOI\/’I aTTeCTall HCIIOJIB3YCETCA yqe6Ha$[ aAyauTopusa C KOJIMYECTBOM
MOCaZ0YHbIX MeCT He MeHee 22-24, o0opyaoBaHHas JOCKOW M CTaHAApTHOH y4deOHOW MeOenblo.
NmeroTcst aeMOHCTpallMOHHOE OOOpYJOBaHWE U y4eOHO-HATJSAHBIE TMOCOOWS, OOeCreYnBaIOIINe
TeMaTU4YeCcKHe WILTIOCTPAIMH 0 JEKIIMOHHBIM pa3ziesiaM JUCIUILIHHBI.

13.1.2. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecrnedeHne JJIsl MPAKTHYeCKUX 3aHATHH
Jlabopatopust 6e3omacuoctu cereit IBM / JIabopatopust kpurnrorpaduu B 6aHKOBCKOM JIeNIe
yueOHasi ayIuTOpHs Al MPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs AJs

MIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOTO THIIA
634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

CornacoBaHa Ha noptane N2 34574 14



Omnucanue UMEIOLIErocss 000PYI0BaHUS:

- Komnbroteps! ki1acca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tbh Gb SATA-III Seagate (10 mr.);

- OOy4aronuii CTeH 1 JIOKaJbHbIE KOMIBIOTepHBIE ceTH Microtik routerboard (2 mT.);

- VIiPNET YMK «be3onacHOCTh ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mt.);

- Kommsrotep kiacca ne ke i5-7400/8DDR4/SSD120G;

- AranmmzaTop kabenpHbIX ceteid MI 2016 Multi LAN 350 (3 mT.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- Cepsep ki1acca He Hmke 4xE7-4809v4/512GBRE16/1L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mir.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mir.);

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommuiekT cnenmann3upoBanHoi yueOHOM Mebenu;

- Pabouee mecTo mpemnogaBates.

[IporpammHoe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MonuTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop Tpaduka Wireshark

— JHuctpubytus Kali Linux

— Mexceresoii axkpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocT cetu MaxPatrol Education

— Cucrema oOHapyKeHMsI BTOpKEHUN Snort

— Cucrema oOHapyXeHHs BTOp)KEHUH Suricata

— CpencTBo nocTpoeHus: BUPTYalbHbIX YacTHbIX cereil OpenVPN

13.1.3. MaTepuaJbHO-TeXHHYECKOE U IPOrPaMMHOe o0ecrnedeHne 1Jisi JIa00paTOPHBIX padoT
JlaGopaTopus mporpaMMHO-annapaTHbIX CPeCTB obecneueHust HH(OPMAIIMOHHON 0€30MacHOCTH
ydeOHas ayIuTOpHs JJISi TMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIIA, ydeOHas ayIuTOpHs s
IIPOBE/ICHUS 3aHATUH J1aOOPATOPHOTO THIIA

634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 405 ayn.

Onucanue UMeroLIerocs 000pyA0BaHUS:

- KomnbroTepsr ki1acca e Hmke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II

DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mit.);

- KommexT cnennanu3upoBaHHoi yueOHON MeOenu;

- AnmmapaTHble cpeJCcTBa ayTeHTH(pHUKaMK noiab3osarens «eToken Proy;

- [Iporpammuo-annapaTtHbiii Komiuiekc 3amuThl uHGopmanuu: [TAK ViPNet Coordinator HW100

C 4.x, ITAK ViPNet Coordinator HW 1000 4.x, ITAK Axkopx;

- PaGouee mecTo mpermogaBates.

Crenipl U1 3y4eHHs! TPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- a0OHEHCKHE YCTPOUCTBA: KOMIBIOTEPHI SuperMicro;

- kommytaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeJICTBA aHaJlM3a CETEeBOro Tpaduka u yriayOleHHONW MPOBEPKU CETEBBIX MAKETOB: aHAIM3aTOP
tpadpuka Wireshark, nuctpudyrus Kali Linux;

- mexcereBbie 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B cocraBe mapmipyruzaropa Check Point CPAP-SG1200R-NGFW,

- CUCTEMbI OOHapYXEeHUs KOMIBIOTEpHBIX aTak: Snort, Suricata, COB B coctaBe MapuipyTuszaropa
Check Point CPAP-SG1200R-NGFW,;

- Touku gocryna: D-link dwl3600ap;
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- CUCTEMBI 3alIUTHI OT yTeuKku AaHHbIX: KouTyp nnpopmanmnonnoit 6ezonacHoctu Searchlnform;

- CpeACTBa MOHHTOPHHIA COCTOSIHHS aBTOMATH3MPOBAaHHBIX CHCTEM: CHCTEMa MOHUTOPHHTA
Zabbix;

- CpeJICTBA CKAaHUPOBAHUS 3AIIUIICHHOCTH KOMITBIOTEPHBIX CETEH: CKaHep Oe3omacHOCTH Xspider
Education, cuctema ananu3a 3anuineHHocTH cetu MaxPatrol Education;

[TporpaMmmMHOe oOecrieueHue:

— AHTUBUpPYCHBIH nporpamMmHbIil koMiuteke: Kaspersky endpoint security ;

— Microsoft Windows 7 Pro;

— VirtualBox;

— Kpunrorpadudaeckoe cpenctso 3anuthl nHGopmanuu Kpunrtollpo CSP;

— AnmapaTHO-TIpOTpaMMHBIE CPEICTBAa YIpPaBJIEHUS IOCTYNOM K JaHHbIM ImmdpoBanus: [10
ViPNet Administrator 4.x, ITO ViPNet Coordinator for Windows 4.x, ITO ViPNet Coordinator for Linux
4.x, 1O ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, Kpunrollpo CSP, DallasLock;

— Visual Studio.

JlaGopatopust 6e3omacHoctu ceteit OBM / JIaboparopust kpunrorpaduu B 6aHKOBCKOM JIEIIe

yueOHasi ayiuTOpHs AJISl NMPOBEACHUS 3aHATHI NMPAKTUYECKOTO THIIA, ydyeOHas ayIuTOpHs s
MIPOBEJICHUS 3aHATUH JIaOOPATOPHOIO TUTIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanne UMeroIIerocs 000pyI0BaHUS:

- Kommrotepsl kiacca ne ke GigaByte GA-F2ZA68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mir.);

- OOyuaromnuii CTeH;1 JIOKaIbHBIE KOMITBIOTEpHBIE ceTr Microtik routerboard (2 mit.);

- VIPNET YMK «be3onacHoCTb ceTeii;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Komnerotep kimacca e mike i5-7400/8DDR4/SSD120G;

- Ananmu3zarop kabenpnbix cereit M1 2016 Multi LAN 350 (3 mr.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mIT.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapurpyrtuzarop Cisco 891-K9 (2 mir.);

- Mapuipyruzarop Cisco C881-V-K9 (2 mit.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommekT cnenunanu3upoBaHHoi yueOHOM MeOen;

- Pabouee mecTo npenopaBates.

[TporpammMHuoe obecrieueHme:

— Cisco Packet Tracer

— Cucrema MoHUTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop tpaduka Wireshark

— Huctpudytus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education

— Cucrema ananu3za 3amuinennoctu cetu MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort

— Cucrema oOHapyxeHHs BTOpKeHU# Suricata

— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.4. MaTepuajibHO-TeXHUYECKOE U POrpaMMHoOe o0ecnedyeHue 1JIsi CAMOCTOSITeIbHOI padoThl
s camocToATenbHOW pabOThl MCMONB3YIOTCS y4eOHbIE ayTUTOPUHU (KOMIBIOTEPHBIE KJIAcchl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obmacth, T. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. ToMck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
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- 634034, Tomckas obnacts, T. ToMmck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas o6sactb, T. ToMck, Bepmmanna ynuna, 1. 74, 207 ayn.

CocraB 000py/I0BaHUS:

- yaeOHas meOeb;

- komnbrotepsl kinacca He Hiwke [I9BM INTEL Celeron D336 2.81Tw. - 5 miT.;

- KOMIIBIOTEPHl MOAKIIOYEHBl K ceTu «MHTepHeT» M 00eClneurBaOT JOCTYI B 3JIEKTPOHHYIO
nH(pOpPMaMOHHO-00pa30BaTEILHYIO CPEly YHUBEPCUTETA.

[TepedeHp MporpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKOe o0ecrieueHne M CUMILTHHBI IS JTUI] ¢ OTPAaHUYeHHbIMH
BO3MOSKHOCTSIMH 3/10POBbSI U HHBAJINI0B

OcBoeHUE TUCHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMHU
OCYILIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00yUeHHUs OOIIET0 U CIIeUaTbHOIO Ha3HAYCHHUS.

[Ipu 3aHATHAX € OOYYAIOIMMUCS € HAPYIIEHUSIMM CJyXa TMPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCUJIMBAIOIIEH anmaparypbl, MYJIbTUMEIUWHBIX CpPEACTB U JPYIrUX TEXHUUYECKUX CpEICTB
nprema/mepeaadn yaeOHoH WHPOpPMAIMU B JAOCTYIHBIX (hOpMax, MOOWIBHON CHCTEMBI TPEIOIaBaHUS
U O0yYaroUUXCs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBbl. YueOHas ayauTopus, B
KOTOpPOU 3aHUMAIOTCs OOYydYaroIuecs ¢ HapyIICHHEeM Clyxa, 00OpyIOoBaHAa KOMITBIOTEPHOW TEXHUKOM,
ayJIMOTEXHUKOM, BUJEOTEXHUKOM, 3JIEKTPOHHOU JJOCKOM, MYJIbTUMEIUNHON CUCTEMOII.

[Ipu 3aHATHSAX C 00YYAIOUIUMHUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPEIYCMOTPEHO UCIIOIH30BaHUE B
JEKUMOHHBIX U Y4YEOHBIX ayIUTOPHUSAX BO3MOKHOCTH IPOCMOTpPA YJAICHHBIX OOBEKTOB (HAIpHUMeEp,
TeKCTa Ha JOCKEe WIHM Cllalij]a Ha SKpaHe) MPU IOMOIIY BHJICOYBEIUYHUTEICH T KOMGPOPTHOTO
MIPOCMOTpA.

[Ipu 3aHsATHAX ¢ OOydYaIOMIMMHCS € HAPYUIEHUSMH ONOPHO-JABUIaTEeJIbHOI0 amnmnapara
UCIIONIB3YIOTCSL allbTePHATUBHBIE YCTPOICTBAa BBOAa WHGOpPMAIMU M APYrUe TEXHUYECKUE CpEe/ICTBa
npuema/nepeaayn yuyeOHoW MHpoOpManuu B JAOCTYMHBIX (OopMax, MOOMIIBHOM CHUCTEMBI OOy4YeHUS AJs
JII0JIEH C MHBAIMIHOCTBIO.

14. OneHovHble MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAIUH 110 OPraHU3allui U3Yy4YCHUSA
AUCHHUIIIMHBI

14.1. ConepxxaHue OLEHOYHBIX MATEPHATIOB U METOANYECKHE PEKOMEHAAM U
I[J'ISI OIICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHUA Saerl'IJ'IeHHI)IX 3a I[I/ICIII/IHHHHOﬁ
KOMIIETEHIINI UCTOJIB3YIOTCS OLIEHOYHBIE MATepUaibl B COCTaBE:

14.1.1. TecToBbIe 3a1aHus

1. I[To macmTaby KOMITBIOTEPHBIC CETH TTOAPA3ACISIOTCS Ha

a) 3B€3/1000pa3HbIe, KOJBIEBbIC, ITMHHBIE

b) ogHOpaHroBBIE U CeTH "KIMEHT-cepBep”

C) IPOBOJIHBIE M OECTIPOBOIHBIE

d) nmokanpHBIE U TI100aTBHBIC

2. 3agaveil kakoro ypoBHs mojnenu OSI sBisieTcst ynpaBiieHHE JIOCTYIIOM K Cpelie B CeTsX,
MOCTPOEHHBIX HA OCHOBE Pa3/IeiIsIEMOMN CpebI?

a) MPUKIIAHOTO

b) cereBoro

C) KaHaJbHOTO

d) pusuueckoro

3. Kakoe MUHHUManbHOE KOJIUYECTBO YpPOBHEH MPOTOKOIOB (B TepMmuHax Moaenu OSI) momkHbI
MO/IEPKUBATH MAPIIPYTHU3ATOPHI CETEH ¢ KOMMYTAIIUEH MMaKeTOB?

CornacoBaHa Ha noptane N2 34574 17



a)l

b) 2

c)3

d) 4

4. K tpancnioptHOMy ypoBHIO Mozenu OS] oTHOCSATCS TPOTOKOJIBL:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoil mpuuuHe B mporokoisie RIP paccrosiHne B 16 XONMOB MEXIy CETSIMHU I0JIAraeTcs
HEOCTHIKUMBIM?

a) 1oJie, OTBEJICHHOE ISl XPAHEHUS 3HAYEHUS PACCTOSHUS, UMEET JUTMHY 4 TBOMYHBIX pa3psia

b) A1 MOTy4eHUs! MPUEMIIEMOTO BPEMEHH CXOJMMOCTH alrOpUTMa

¢) cetH, B KOTOphIX paboraer RIP, penako ObBatOT OOMBIIMMHU

d) TabnuIel MapIIPyTU3AUKA HE MOTYT XpaHUTH Oouibie 16 3amuceit

6. Uto nyxHo cuenate Ha DHCP cepBepe uToOBI MCKIIOUNTH BhIAady onpeaeneHHoro P agpeca
U3 CYILLECTBYIOIIEro Juana3zoHa?

a) co3aarh nuarnas3o [P agpecos

b) co3nats mapamerp DHCP

¢) cozaarb oomacte DHCP

d) co3narte uckmouenue st [P agpeca

7. Kak HasbiBaeTcsi 00BekT Active Directory, KOTOpbId XpaHUT HH(OpMALHUIO 00 YUETHBIX
3ammucsx, O0IMX pecypcax, MoApa3aeieHusx?

a) ceTeBoil 10CTyn

b) karanor

C) marmka

d) nomen

8. Kakoit mpoToKoJI UCIoNIb3yeTcs AJis AOCTYIa K cayx0e karanoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. Komnbrotep, 3aHMMarOMIMcS 00CITy)KUBaHUEM CETH, YIPaBJIEHUEM Iepeadyeld cooOIIeHu, u
MPEAOCTABIIAIONINI YJAIEHHBIA TOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepsepom

¢) paboueii cTaHIMeH

d) xocTom

10. Meton mnepenauu JaHHBIX, IPU KOTOPOM JaHHbIE MEPECHUIAIOTCA B JABYX HalpaBICHUSIX
OJIHOBPEMEHHO, Ha3bIBAETCH ...

a) CUMIUIEKCHBIM

b) nynaeKCcHbIM

C) CUHXPOHHBIM

d) nonyaymiekcHbIM

11. Ananu3 3alUIeHHOCTH - 3TO ...

a) BBIOOp OOOCHOBAHHOTO Habopa KOHTPMEp, MO3BOJIAIONIMX CHU3UTh YPOBEHb PHCKOB J10
MIPUEMIIEMOM BEITMYHUHBI

b) He3aBHCHMast SKCTIEPTH3a OTJCNBHBIX 00JacTel PyHKIIMOHUPOBAHUS TPEIIPUITUS

C) mpolueaypa ydeTa JeiCTBUHN, BHIITOJIHIEMbIX MOJIb30BATEIEM Ha MPOTSKEHUH CeaHca JI0CTyma

d) mouck ys3BUMBIX MeCT HH()OPMAIIMOHHON CUCTEMBI

12. BozgeicTtBue Ha CHCTEMY C UEIbI0 CO3JAaHUS YCIOBUW, NIpPU KOTOPBIX JIETaJbHbIC
MOJIb30BATEIN CUCTEMBI HE MOTYT MOJIYYUTh JOCTYII K MPEAOCTaBISIEMBIM CUCTEMOM pecypcaM, In00 3TOT
JIOCTYTI 3aTPyIHEH.

a) DoS-araka
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b) HECAaHKIIMOHUPOBAHHBIN TOCTYII

C) HE3aKOHHOE HCIOJIb30BaHE MPUBUIIETUI

d) mporpaMMmHas 3aknaaka

13. TIporpamMmMHO€ CpencTBO ISl YAAICHHON WIM JTOKAJIbHOM AUArHOCTUKH PA3JIUYHBIX 3JIEMEHTOB
CEeTH Ha MPEIMET BBISIBICHUS B HUX Pa3IMYHBIX YSI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) moauTHka 6€3011aCHOCTH

C) CPECTBO JCNETUPOBAHUS aIMUHUCTPATUBHBIX TOJTHOMOYUI

d) ckanep GezonmacHOCTH

14. ... - mporecc OJIOKMPOBKH BBISIBJICHHBIX BTOPKCHUM.

a) aHaJIM3 3alIUIICHHOCTH

b) oOHapykeHue aTak

C) Npe0TBpallleHHE aTaKk

d) ayaut 6e3omacHoCTH

15. B xxypHane ayreHTU(UKAIMH 0O0OHAPYKEHO HECKOJIBKO 3aIUCEe HEYCIENIHBIX TOMBITOK BOUTH
B CHUCTEMY IOJ] YYETHBIMHU 3alHCSIMH IoJib3oBareneil. Bo3mMoxkHO Obuta mombiTKa Moa0Opa Maposei.
Kakoe cranmapTHOe CpeCTBO CIIEAYET UCIOIB30BATh Uil YMEHBIIEHUS pUCKa TAKOTO poja aTtak?

a) UCII0JIb30BAaTh CUCTEMY OOHAPYKEHUS BTOPKEHUIA

b) nepenMeHOBaTh YUETHYIO 3alTUCh a]MHHHUCTPATOPA

C) UCIIOJIb30BAaTh MYJIbTU(AKTOPHYIO ayTEHTUDUKAIIIO

d) BKIIOUMTH OJOKHMPOBKY YYETHBIX 3alMCel MpH ONPENEICHHOM KOJMYECTBE HEYCICIIHBIX
MOTBITOK PErHCTPAIIUU

16. Ilonutuka Oe3omacHocTH TpeOyeT COKpbITUS cxeMbl [P-agpecanuu, ucnonb3yemMol BO
BHyTpeHHel cetu. Kakas U3 mepeyrcieHHbIX TEXHOIOTUH TTO3BOJIUT PEIIUTh MOCTABICHHYIO 337a4y?

a) cucreMa OOHapyXEHHS BTOP)KEHUH

b) mepcoHaIbHBIN MEKCETEBOM IKpaH

c) NAT

d) anTHBUpYCHOE TPOrpaMMHOE OOecrieyeHe

17. TexHomorusi, KOTOpasi UIsi OOHAPY)KEHUsSI aTaK HMCIOJb3yeT, Hampumep, obpasenr IP-makera,
XapaKTepHOTo sl KaKOM-HUOYIb ONpeeICHHON aTaKu.

a) MOHUTOP PEruCTPAMOHHBIX (haiiIioB

b) KOHTPOJIb LIENTOCTHOCTH

C) BBISIBIICHUE aHOMAJIBHOH IS TEIbHOCTH

d) ananu3 curnaryp

18. Cornacno xknaccudpukanuu DOCTOK Poccum, MmexcereBoll HSKpaH MNpPUMEHSEMbIH Ha
noruueckoii rpanune UC unu mexay Jorudyeckumu rpanunamu cermentoB MC, ato MO ...

a) Tuna A

b) Tuna b

c¢) tuna B

d) tuna I’

19. Cornacno knaccuduxanuun @CTIK Poccun cucrembl 00HapykeHUsI BTOPKEHUM JensTcs Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHELIHNE U BHYTPEHHUE

C) CHMMETPHYHBIE U ACUMMETPUYHBIC

d) koMMyTHpyEeMbIE U HEKOMMYTHPYEMBbIE

20. CornacHo mpoQMII0 3aMIUTH CPEICTBA AHTUBUPYCHOW 3aIIUThHI THMA «bY» ycTaHaBIMBAIOTCS
Ha ... MHPOPMAIIMOHHOMN CHCTEMBI, (DYHKIIMOHHUPYIOIIEH Ha 0a3e BEIYUCIUTEILHON CETH.

a) paboume CTaHIIMU TOJIb30BaTENIEH

b) cepBepbl

¢) pabouyIo CTaHIIMIO AAMUHUCTpATOPa

d) cepBepsl 1 paboure CTaHIIUA

21. 3amuTa pecypcoB ceTH OT HECAaHKIIHOHUPOBAHHOT'O UCIOJIB30BAHUSA - 3TO

a) oxpaHa 00OpyZOBaHUS CETH

b) 3ammuTa siapa 6e30macHoCcTH
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C) KOHTPOJIb 10CTyNa

d) 3ammTa nmepumerpa 6€30MaCHOCTH

22. CpencTBO 3aUIUThI, 00ECTIEYMBAIOIEE 3AUIIEHHOCT HHQOPMAIIMK OT YIrpo3 HEIEeTUTUMHON
nepeayy JaHHBIX M3 3alIUIIEHHOTO CerMEHTa CHCTEMBbl MyTeM aHaiu3a U OJOKHPOBAHUS UCXOMSIIErO
Tpaduka

a) MEXCETEeBOM IKpaH

b) cpeacTBO aHTUBUPYCHOM 3aIIUTHI

¢) DLP-cucrema

d) ckanep GezonmacHOCTH

23. CpeacTBo, pelaroliee 3aaui KOHCOIUIAUU U XPAHEHUS KyPHAJIOB COOBITUI OT Pa3InYHbIX
MCTOYHHKOB, a TAK)K€ MMEIOIIee MHCTPYMEHTHI JUIsl aHaJIM3a COOBITHI M pa30opa MHIIMICHTOB HA OCHOBE
UX KOppENsuu 1 00paboTKH M0 MpaBuiIaM — 3710 ...

a) DLP-cuctema

b) cucrema oOHapYKEHUS BTOPKEHUHN

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco6 mepexBaTta uH(pOpMAIMH, TIPU KOTOPOM HA MAIIMHY YCTaHABIMBAETCS MPOTPAMMHOE
CpencTBO, coduparoliee u nepeaaromiee HHGopMaIuo — 370 ...

a) repexaar B pa3pbiB

b) cereBoii mepexnar

C) areHTCKUM nepexBaT

d) mepexBat myTeM MHTETPALMKA CO CTOPOHHUMU MPOAYKTAMU

25. IlporpaMMHOE WJIM amImapaTHOE CpPEACTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHI CETH B
peaIbHOM BPEMEHHU C IIEJIbIO BBISIBICHUS, IPEAOTBpAIEHUS! U OJOKHPOBKU BPEIOHOCHON aKTUBHOCTH.

a) MEXCETeBOM IKpaH

b) cuctema oOHapyKEeHUS BTOPKEHUI

C) cucTemMa NpeoTBPAIIEeHUs BTOPKEHUIN

d) cpencTBO aHTUBUPYCHOM 3aIUTHI

26. K kakum ™erogam cOOpa MaHHBIX, HCHOJB3YIOIUXCA NpU ayAuTe HHPOPMALMOHHON
0e3omacHocTH, oTHOcUTCa MaxPatrol?

a) aHaJIu3 JOKyMEHTAIUH

b) npenocTaBieHNe OMPOCHBIX JINCTOB

C) UCTIOJIH30BAHUE CIICIUATM3UPOBAHHBIX TPOTPAMMHBIX CPE/ICTB

d) uHTEpBBHIOMpPOBAHHE

27. Kakoii U3 METOJOB MNPOBEPKH HANpaBIEH Ha ONpeAeNeHuE Halu4Msl YS3BHUMOCTH IIO
KOCBEHHBIM ITpU3HaKaM?

a) aKTUBHBIC 30HIUPYIOIINE TIPOBEPKU

b) nmpoBepka 3aroJ0BKOB U aKTUBHBIE 30HAUPYIOIINE TPOBEPKU

C) MpOBEpKa 3aroJ0BKOB

d) umuTamms aTak

28. B kakom pexuMe CKaHHpPOBAaHUs CHCTEMBbl aHanu3a 3anmuiieHHoctu MaxPatrol MoxHO
IIPOU3BECTH MOJI00P Maposiei?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B kakom pexume ¢pyHknuonupoBanus [Psec mmdpyercs Becy ucxoausiii [P-maker, a 3atem
OH BCTaBJISI€TCS B MOJIE JAHHBIX HOBOTO MaKkeTa?

a) TPaHCIIOPTHOM

b) TyHHEIBHOM

) B 000UX pexuMax

d) IPsec He ucnomnb3yer mudpoBaHue

30. Ilponecc mosnydyeHuss OOBEKTHBHBIX KAaUECTBEHHBIX M KOJMYECTBEHHBIX OLEHOK O TEKYILEM
COCTOSIHUM MH(OPMAIMOHHONH 0€30MacHOCTH OpraHu3allid B COOTBETCTBHUM C ONpPEIAEIEHHBIMU
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KPUTEPHUSIMH U TIOKA3aTeJIIMUA 0€30IaCHOCTH — 3TO ...
a) BBISIBIICHUE aHOMAaJIbHOH IS TEIILHOCTH
b) aHanmM3 3aMUIIEHHOCTH
¢) ayauT uHMOPMAITMOHHOM 0€301MacCHOCTH
d) ycraHOBKa CUCTEMBI 3alTUTHI

14.1.2. Dxk3aMeHaIIMOHHBIE BONIPOCHI

1. TunoBele KoHGUrypauuu HHGOPMALMOHHBIX  CUCTEM. BiusHue  KoHpUrypauuu
MH(POPMALIMOHHON CHCTEMBbl Ha 0€30IacCHOCTh XPAaHUMBIX, 00pabaThIBAEMbIX U MEPElaBaeMbIX IO CETH
JAHHBIX.

. ¥rpo3a. Ysa3BuMocTb. ATaka. B3auMocBs3b MEXKIy STUMH ITOHATHUSAMMU.

. Knaccugukanus yrpo3 nHpopmaiioHHOH 0€301aCHOCTH BBIYUCIUTEIbHBIX CETEH.

. Knaccugukanus yszBumocteit.

. Knaccugukanus arak.

. [lepexBart ungopmanuu B cetu. UuctpymenTsl. CriocoObl MPOTHBOCHCTBUS TIEPEXBATY.

. Spoofing. Crioco0s1 moaaenku uaeHTudukatopoB. CriocoObl IPOTUBOIEHCTBUS Spoofing'y.

. DOS-araku. Ocobennoctu peanuzanuu. CrnocoOsl mpoTuBozAeiicTBust DOS-aTakam.

. YHuBepcaJbHble METObl obOecneueHus MH(POPMALMOHHON 0€30MacCHOCTH KOMIBIOTEPOB U
KOMITBIOTEPHBIX CETEH.

10. Cpoeumanu3upoBaHHbIE  MeTOAbl  oOecrmeyeHHs  HMH(OPMAIMOHHOW  0E3011aCHOCTH
KOMITBIOTEPHBIX CETEH.

11. Unentudukanus u ayreHtudpukamus. OcoOEHHOCTH ayTeHTH(HKALMK MOJb30BaTeleld B
KOMIIBIOTEPHBIX CETSX.

12. IIporokon Kerberos. Haznauenne. OcobeHHOCTH (PYHKIIMOHUPOBAHMSL.

13. Pasrpanndenue noctymna K ”HPOPMALMOHHBIM PECYpcaM KOMITBIOTEPHBIX CETEH.

14. Kpunrorpaduyeckas 3amuTta HHQOpPMauM B KOMIBIOTEPHBIX ceTsaX. JlocTomHCTBa M
HemocTtaTku. CrocoObl IPeo10JIeHHsI KpUNTOrpaduuecKoi 3auIiThl HH(OPMAIIHH.

15. Dnexkrponnas noanuck. Haznauenue. [IpuMenenue 11 3alUThl CETEBOIO B3aUMMOJIEHCTBHS.
[Ipumepsl.

16. Cxaneps! 6e3onacHoCTU. CriocoObI BBISBIEHUS YSI3BUMOCTEH B HH()OPMAIIMOHHBIX CUCTEMAX.

17. Aynut B uHGOpMalMOHHBIX cUcTeMax. DYHKIMM M Ha3HAYeHHE ayAuTa, €ro pojib B
obecrnieueHnr HHHOPMAITMOHHON 0€30MaCHOCTH.

18. Cucrembl oOHapykeHusi BTOpkeHuil. CuCTeMbl MpPENOTBpALICHUs BTOpKEHHH. MeTonuku
BBISIBIICHUS! CETEBBIX aTak.

19. CeTeBble U XOCTOBBIE CHUCTEMBI OOHAPYKEHUS U MpEeAOTBpallleHus: BTopKeHui. JlocTonHcTBa
Y HEJIOCTaTKHU.

20. MexcereBble skpanbl. Knaccudukanus. BapuaHTbl pasmenieHuss MEXCETEBOTO HKpaHa.
JIOCTOMHCTBA U HEOCTATKHU.

21. demunutapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIICTICHUS.

22. Knaccudukays MeXCEeTeBbIX HKpPaHOB [0 YpOBHAM 3amuiieHHocTd. Ilokasarens
3alUIIEHHOCTH, MpUMEHseMble s Kiaccupukanuu. [IpuMeHeHre MeXCeTeBbIX 3KpaHOB Pa3IMYHbIX
KJIACCOB.

23. Texnonoruss VPN (Buptyanbsslie yacTHble ceTH ). Haznauenue. JlIocTOMHCTBA U HEIOCTATKH.

24. OcHOBHbIE KOMIIOHEHTHI TEXHOJIOTUU BUPTYaIbHBIX YacTHBIX ceTeil (VLAN).

25. Bpemonocuwsie mporpammbl. Knaccubukarmus. Kanansl pacnpoctpanenusi. BnusHue Ha
MH(POPMAIIMOHHbBIE CUCTEMBI.

26. AntuBupycHsle cpezctBa. Kiaccudukanus. MeToauky BbIsIBICHUS BPEIOHOCHOTO KOJA.

27. CpenctBa obecnieyenus uHpopmannoHHoil Oe3omacHocty B OC  Windows’2003.
Pasrpanunuenue noctyna Kk gaHHbIM. [ pynmnosast nonutuka. O6acTs AeWCTBUS IPYIIOBBIX MOJUTHK.

28. OcHOBHBbIE 3Tarbl pa3padOTKU 3aIUIEHHON KOMIIBIOTEPHON CETH.

29. Ilpobnemsl obecrieueHus: 0e30MacHOCTH MpPUKIATHBIX cepBucoB (Bed, mourta, FTP) u ux
peLIeHus.

30. dusnueckue cpencTBa odecnedyeHrs nHHOPMaMOHHON O€30MaCHOCTH.

O 00 1N Dn K~ W

14.1.3. TeMbI OIPOCOB HA 3aAHATHAX
Ucrtopus paszsutus cereii OBM. MecTo U posib BEIYMCIUTEIBHBIX CETEH B COBPEMEHHOM MHUPE.
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OcHoBHBIE TOHATHS U TepMHUHOJOTHS. OOIIMEe TPEICTABICHUS O BEIYUCIUTENbHOM ceTr. O01ee moHATHe
00 MepapxuuecKkod CTPYKType HMpPOTOKOJOB. [IpMHIMIIBI MHOTOYpPOBHEBOM OpraHM3ally JIOKAIbHBIX U
rinobanbHbIx cereit OBM. Mogaens OSI. CtannapTHble CTEKM KOMMYHUKAIIHOHHBIX TPOTOKOJIOB.

Cragmaptuzanusi B cerax. Kiaccudukammss — BBIUMCITUTENBHBIX — ceTeld.  TpeboBaHwms,
MpEAbSIBISIEMbIE K COBPEMEHHBIM BBIYUCIUTEIBHBIM CETSIM. METOJbl U TEXHOJOTUU MPOECKTHUPOBAHUS
CpelncTB TesleKOMMYHHMKauuid. CTpyKTypuzauuu cetd. Pusznueckas M JIOTMYECKash TOMOJIOTMH CETEH.
OcHOBHOE KOMMYHHKAIIMOHHOE 000pyI0BaHNE

Kananbl cBsizu. XapakTepucTUKH KaHalOB CBs3u. Jlormueckoe KoaupoBaHue. ACHHXpPOHHas U
CHHXpOHHas nepenayn. Mepapxus B kabenbHO# cucteme. CTpyKTypupOBaHHas KaOelnbHas ccTeMa.

Kondurypauuu j1okaabHBIX BBIUHUCIUTENBHBIX CeTEl W MeTonbl AocTyna B HuX. CTpykTypa U
¢bynkuuun nokanbHbIx ceteil. Conepxanue crangapra IEEE 802. ba3oBbie TeXHOIOTHY JIOKAJIBHBIX CETEH.
IEEE 802.2 Ethernet. O6opynoBaHue JTOKaIbHBIX CETEH.

[IporpaMMHBIe  cpeacTBa TelneKOoMMyHHKanuu. CTpykTypa IpOrpaMMHOro oOecnedyeHus
nokanbHOM cetu. Kiaccudukanuss mnporpaMMmHOro oOecrieueHus: JIOKajdbHBIX ceTell. [IpuHiumnsl
MOCTPOCHHSI CETEBOTO POTPAaMMHOTO 00ECTIEYCHHUsI M CETEBBIX ONepalMoHHbIX cucteM. Knaccudukanus
cepBepoB. [IpoekTupoBanue ceteit 9BM 1o NpUHIUITY «KIUEHT-CEPBEPY.

CereBoil ypoBeHb nepeaun JaHHbIX. [P-agpecanus. Peanu3zanus MexxceTeBOro B3auMoIeHCTBUS
cpenctBamu TCP/IP. Ilopsimok pacnpenenenust [P-agpecoB. OtoOpaxenue [P-anpecoB Ha OKambHBIE
anpeca. ARP npoTokon.

IIpuHuuner mapupyrtuzanuu B IP-cersax. IIporokonsl mapupyrusanuu. llonstue nomena.
Homennas aapecanus B [P-cetsix. DNS npoToxo.

IIporokon IPv6. ITporokomnsl TpancnioptHoro yposust TCP u UDP.

CoBpeMeHHbIEC TEHJICHIIMM PAa3BUTUS TEICKOMMYHHUKAIIMOHHBIX cucTeM. VHTerpaius pa3inyHbIxX
THUIIOB CeTel U CeTeBbIX cyk0. Bupryanuzanusa nndopmannoHHbix cucteM. OOJauHble BHIYUCICHUS.

ObecnieueHne 6€30MaCHOCTH TEJIEKOMMYHUKAIIMOHHBIX CBA3€M M aJMUHUCTPATUBHBIA KOHTPOJb.
OCHOBHbBIE NOHATHUS U TEPMUHOJIOTUS.

TumoBeie yrpo3sl cereBoil Oe3omacHOCTH. OCHOBBI KJIACCH(DHMKAIIMKA CETEBBIX yIrpo3 M aTak.
Brnusinue dyenoBeueckoro ¢akropa Ha CETEBYIO O€30MaCHOCTb.

3ammTa TOMOJIOTMM CEeTH. BupTyanpHble JOKaJdbHBIE ceTH. JlomodHUTENbHBIE (QYHKINH
KOMMYyTaTopoB. [lepconanbHble skpanbl. AGOHEHTCKOE Mu(ppPOBAHUE.

3amuTa cereBoro Tpapuka M KOMIIOHEHTOB CeTH. 3amura KoMmioHeHToB cetu ot HC/.
besomacHocth pecypcoB cetu. CpenctBa HIeHTUDUKANUUA U ayTCHTH(PHUKAIMU, METOIbl pa3/eieHUs
PECYPCOB U TEXHOJIOTMH pa3rpaHUYeHHsl TOCTyIa.

CpencTtBa TOBBIIMIEHUS HAAGKHOCTH  (PYHKIMOHUPOBaHUs ceTed. 3ammra oOT cOoeB
ANEKTPONUTAHMUS, alllIapaTHOTO U MPOrpaMMHOT0 obecrnieueHusi. KoHTpoIb U pacnpeiesieHne Harpy3ky Ha
BBIYMCIIUTENIbHYIO CETh.

PernamenTtupytonme 10KkyMeHTbl B 00JaCTH 0€30MaCHOCTU BBIUMCIUTENBHBIX ceTei. CTaHaapThl
0€30MacCHOCTH BBIYMCIUTENBHBIX CETe U WX KOMIOHEHTOB. [IpaBoBbIe OCHOBBI 3alIMTH HH(OPMALIUU B
CeTsIX.

CereBble onepanuonnbie cucteMbl Windows, Unix/Linux. OCHOBHBIE MPOTOKOJBI, CIIYXOBI,
(GyHKIIMOHUPOBaHME, CPEJCTBA OOecTieueHus1 O€30MMaCHOCTH, CPEJICTBA YIIPABIECHUS U KOHTPOJIS.

[Tonmutuka Oe3zonmacHoctu: [loHsATHE MONMMTHKH O€30MacHOCTH. THUMOBBIE AIEMEHTHI MOJUTHKHU
0€30I1acCHOCTH. [Toctpoenue, peanuzanus, noJAep>KaHue Hu MoauUKaIUs MMOTATHKHA
6e3onacHoctu.Kpurepun onenku OezomacHoctu cereBbiXx OC. OCHOBHBIE KpUTEpUHU aHAJIM3a CETEBOM
6e3onacHoctH. OO0Ias mpoleaypa aHaau3a.

OcHOBHBIE MEXaHU3MBI 00ecTieyeHHs Oe30MMacCHOCTH U YIIPaBIEHUS paclpeieIeHHBIMUA PECYPCaMHU.
ObecrieueHre HaJIE)KHOCTH HHPPACTPYKTYpbl IHTEpHET.

3amura kKaHaioB cBsi3M B MHTepHeT. Buasl ucnonb3yembix B MHTEpHET KaHAlOB CBS3M.
Hcnonb30BaHne MeXCETEBbIX SKpaHOB. BUpTyanbHble YaCTHBIE CETH.

VY3BUMOCTH U 3aIIKUTa 0a30BBIX MPOTOKOJIOB U cyk0: [IpoTokonsr mapipyTtu3anuu. CeMencTBO
TCP/IP. Ciyx651 noucka. besonmachoct WWW 1 371€KTpOHHOI MOYTHI.

CucreMbl OOHApyXeHHS M TPOTUBOACUCTBUSA BTOpKeHUsM. Kiiaccupukanus W TPUHIUIBI
(GYHKIIMOHUPOBAHMS CUCTEM OOHapyKeHUsI BTOp>keHUH. CkaHephl 6€30IacHOCTH.

Knaccel ckanepoB 0e301acHOCTH M OCOOCHHOCTH PUMEHEHHUs. 3alluTa OT BUPYCOB.
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3amuTa 3MEKTPOHHOTO TOKYMEHTO000pOoTa.

14.1.4. Tembl 12a00paTOPHBIX PadoOT

MonenrpoBaHe ceTeBbIX YCTPOUCTB U IPOTOKOJIOB B JIOKAJIBHBIX CETAX

MopenupoBanue BUpPTyaldbHbIX JOKambHbIX cereii (VLAN) ¢ pasrpaHnueHueM JoCTyrna K
CETEeBBIM pecypcaM

Hactpoiika noxaxitoueHuss ysjia K CeTH. ABTOMAaTHYECKas JUHAMHUYECKass M CTaTHYecKas
HACTPOMKHU CETEBOTO MOAKIIOUEHUS.

Crex npotokonioB TCP/IP. IIpuknagasie mpoTokossl cetu MHTEpHeT.

Cetu Microsoft Windows. YmpaBieHue ceTeBBIMU pecypcamMu B OJTHOPAHTOBOM CETH.

Ceru Microsoft Windows. Active Directory. YnpaeieHue ceTeBbIMU pecypcaMu KOpIOpaTUBHOMN
ceTu. ['pymnmoBbie MOMUTUKH.

MonenupoBanue 6a30BbIX CIIY)KO U TPOTOKOJIOB MAPIIPYTH3AIMH B TTTOOAIBHBIX CETAX.

bazossie ciyx0b1 cetrt MaTeprer. DHCP. DNS. TIpoTokoiibl MapuipyTU3aiuu.

[Tpuknanueie ciyx0bl cet MuTepuer. Hactpoiika Web-, FTP-cepBepoB u cepBepa 31eKTpoHHOM
MIOYTHI.

Pasrpannuenue nocryna K JIOKaJbHBIM U CETEBBIM pecypcaM. JlMCKpelnoHHass M MaHJaTHas
MOJIETIH YIIPABIICHUS JOCTYIIOM.

WMHCTpYMEHTHI TSl KCCIIEI0OBAaHUS CeTH (CHU(EPHI)

WHCTpyMEHTBI AJIsl UCCIIEIOBAHUS CETHU (CKaHephl 0€30IaCHOCTH)

MexkcereBble DKpaHbl

AHTUBHpYCHAs 3alUTa

BupryanbsHbie yacTHbIE ceTU

CucreMbl 00HApY>KEHUS U MPEJOTBPAIICHUS BTOPKEHUIN

DLP-cucremsl

be3zonacHOCTh MPHUKIaIHBIX TPOTOKOJIOB

14.1.5. 3auér

1. I[Tonsitue cetu. TpeboBaHus, NPEAbSBISIEMbIE K CETH.

2. Knaccudukarus cereit. [Ipusnaku kinaccupukamm.

3. CereBble Tonosoruu. [IpeumyniecTBa 1 HEJOCTaTKU 0A30BbIX CETEBBIX TONOJIOTUH.

4. Meronsl KOMMyTalMu y3i10B ceTu. [IpeummymiecTBa M HENOCTAaTKH Ppa3IUYHBIX METOJOB
KOMMYTallUH.

5. Metojbl aipecaniuu B MajibIX U O0JIbIIMX ceTsaX. TpeboBaHMs K afpecam.

6. OcHOBHBbIE annapaTHbIE U IPOTPaMMHbIE KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH

7. HaznaueHnue 1 coctaB TUHUN CB3U. Ha3zHaueHne Kak10ro KOMIIOHEHTa JIMHUH CBSA3H.

8. OcHoBHbIE BUIbI Tepeaaromux cpel. x xapakrepuctuku. OrpaHu4eHus Nepealonx cpel.

9. bectipoBoaHas nuHus cBs3u. CoctaB obopynoBanus. [lonsTie kanana.

10. CereBas monens OSI. Haznauenue. YpoBHU B3aUMOAEUCTBUS OTKPBITHIX CHCTEM.

11. Cranmapruzanus cereid. I[Tpoexrt 802.x.

12. Meroap! nocTyna K cpejie nepeaadn JaHHbIX.

13. [Nonsarue nporokosna u uHTepdeiica. Creku npoTokonoB. CTaHJapTHBIE CTEKU MPOTOKOJIOB.

14. CeteBas apxutekrypa FEthernet. ba3zoBeiii crangapr. KommoHeHTHl peanu3anuu Ha
(bu3n4IeCKOM ypOBHE.

15. Crpykrypa kaapa texrosmoruu Ethernet. Texnomorust VLAN. Crangapt IEEE 802.1q.

16. CereBas apxurektypa Token Ring.

17. CereBas apxurektypa FDDI.

18. O6opynoBanue JIBC. IIpuHiumbl paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CeteBnle onepaiuoHHbIe cucTeMbl. TpeboBaHus, npeabsasisieMble k cereBbiM OC.

20. bazoBble MPUMHUTHBBI NEepeAaydl COOOLIEHUN B pacIpelesieHHONW ceTH. BBI30B yaaneHHbBIX
npouenyp. MexaHns3m COKETOB.

21. CereBsle (aitioBble cucteMbl. CeMaHTHKa pa3iesieHus Gpaios.

22. Cny>x0b1 ”MeHOBaHUS pecypcoB. Ciyx0a kaTanoros. JJoMeHHBII MOIXO/I.

23. Ciyx6a karanoroB Active Directory. YrpasneHue o0beKTaMu ceTH. I pynmnoBbie MOTUTHKH.

24. 3amaun MOCTPOEHUS OObETUHEHHBIX CETEH.

25. T'nobanbuas cetb MurepHer. Iloctpoenne. OcHoBHbIE TOHATHS. CeMEHCTBO MPOTOKOJIOB
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TCP/IP u ero poib B IOCTPOSHUH III00ATBHBIX CETEH.

26. Crek potokosoB TCP/IP. O6macts npumenerusi. OCHOBHBIE XapaKTEPUCTHKH.

27. Tunel agpecoB, npumeHsemblx B cetd MHrepHer. Ha3znauenue. TexHomoruu pasperieHus
a/IpecoB.

28. IP-anpeca. Knaccor [P-cereii.

29. IP-anpeca. Texnonorus CIDR. ITonsitue cereBoro npedukca.

30. O6opynosanue I'BC. KpaTkast xapakrepucTuka 1 Ha3HaUCHUE.

31. Crpykrypa cetu HHTepHEeT. ABTOHOMHBICE CHUCTEMbl M MarucrpaiabHble CeTH. THIIbI
IIPOTOKOJIOB MapLIPyTH3aL1H.

32. Mapuipytuzanus [P-nporokosna. AJIropuTMbl MapiipyTHU3aIUuU.

33. IIporokomnsl MapmpyTtusanuu RIP u OSPF. XapakTepucTiku, JOCTOMHCTBA U HEJOCTATKHU.

34. IIporokon ARP. Haznauenwue. [Ipunnun ¢yHKIIMOHUPOBAHHMS.

35. IIpotokon DHCP. Ha3nauenwue. [IpuHumn ¢GyHKIMOHUPOBAHUSI.

36. Cnyxx6a DNS. Haznauenue. [Ipuanun ¢yHKIIMOHUPOBAHHMS.

37. Tlporokonbl TpancnopTHoro ypoBHsi creka TCP/IP. CpaBHuTENbHBIE XapaKTEPUCTUKH U
MPUHIIMIIBI pAOOTHI.

38. IlepexBar nakeToB B JIOKaJIbHOU ceTH. IHCTpyMeHThl. CTpYKTypa [aKeTOB.

39. TexHonorum «mocaeane Muwiny. [I[porpaMMHbIi 1 anmapaTHBINA COCTaB.

40. Cy:x6651 WWW u FTP. [Ipotokonsl. Hactpoiiku cepBepHoro u kiuertckoro [10.

41. Cayx6a E-mail. IIpoTokomnsl 3eKTpoHHON MOYTHl. HacTpoWku cepBEpHOTrO M KIMEHTCKOTO
I10.

42. Cnyxba MrHOBEHHBIX cooOmeHuii Jabber. Hacrtpoiiku cepBepHoro u
kiuenTckoro [10.

43. Texnonoruu nepenauu roaocoBoit undopmanuu. [Iporoxonsr SIP, RTP.

44. TurnoBas CTpyKTypa 0TKa30yCTOMYMBOTrO KiacTepa. PesepBupoBaHue 1aHHbBIX.

45. OcHOBHBIE KOMaH/Ibl, UCIIOJIb3yEeMBbI€ ITPH pabOTe C CEThIO B PEXKUME KOMaHIHON CTPOKH.

[Ipotokomsl.

14.2. TpeGoBaHus K OLIEHOYHBIM MATEPHAJIAM ISl JIMI ¢ OTPAHUYEHHBIMHU BO3MOKHOCTAMHM
310POBbSI H HHBAJINI0B
Jnst 5y ¢ OrpaHUYEHHBIMH  BO3MOXKHOCTSIMH  3JJOPOBbSI M HMHBAJIUJOB TIPEIYCMOTPEHBI
JIOTIOJTHUTENBHBIE OLIEHOYHbIE MaTepHalIbl, IEPeUeHb KOTOPBIX YKa3aH B Tabnuie 14.
Tabmuma 14 — JlonomHUTENbHBIE MaTepUaAIbl OIEHUBAHMS JJIS JIUIl C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
310pOBBSI U UHBAJIMJIOB

Buael OMOTHUTEIHHBIX OIEHOYHBIX
MaTepuasoB

@OpMBI KOHTPOJISL U OLICHKU
pe3yabTaTOB OOYUECHHUS

Kareropun
00yJaronmxcst

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE PaOOTHI

IIpeuMy1ieCTBEHHO MUCbMEHHAs
IIPOBEpPKa

C HapyleHUsIMU
ciyxa

C HapyuieHusIMH
3peHus

CobecenoBaHue 10 BOIpocaM K 3a4eTy,
OTIPOC TI0 TePMUHAM

[IpenmyIiecTBEHHO yCTHAs IPOBEPKa
(MHANBUIYATBHO)

C HApyICeHUAMUA Perienne qucTaHIIMOHHBIX TCCTOB,

OIIOPHO- KOHTPOJIbHBIC pa6OTI)I, IIMCBMCHHBIC HpeI/IMYHICCTBCHHO JUCTAHIINOHHBIMHU
JIBUTATEIILHOTO CaMOCTOSITEIIbHBIC pa0OTHI, BOIIPOCHI K METOIaMHU
ammapara 3a4eTy
C orpannueHusiMu 1o | TecThl, MUCbMEHHBIE CAMOCTOSITEIIbHBIC [IpeumyIiieCTBEHHO MTPOBEpKa
06I_HeMe)II/IHI/IHCKI/IM pa6OTBI, BOIIPOCHI K 3a4€TYy, METOAAMM UCXOOAA U3 COCTOSTHUA
MOKa3aHUSM KOHTPOJIbHBIE paOOThI, YCTHBIC OTBETHI | 00YYarOIIErocsi HA MOMEHT MPOBEPKHU

14.3. MeToanyecKkue peKOMeHIAMM 110 OLIEHOYHBIM MaTepHaJiaM /Uil JHI ¢ OrPAHHYeHHbIMHU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

Jnis Ui ¢ OrpaHWYeHHBIMH BO3MOKHOCTSMH 3]I0POBbSI M MHBAIHMJOB IPEAYyCMAaTPUBAETCS
nocTymHas popMa IpeaocTaBIeHHs 3aJaHIH OIIEHOYHBIX CPENICTB, 8 IMEHHO:

— B IIeyaTHOI popme;
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- B IIEYaTHOH (JOpMeE C YBEIIMUYCHHBIM HIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTCHHSI ACCHCTEHTOM 3a/IaHUS BCIYX;

- NPeI0CTaBIICHUE 3aJaHKS C HCIIOJIb30BAaHHEM CYPIOTIEPEBO/IA.

JlumaM ¢ OorpaHUYEeHHBIMH BO3MOXXHOCTSIMH 3/I0POBbSl M MHBAJIMIaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBbHBIE BOIMPOCHL. [l Takux oOy4aromuxcs IperycMaTpuBaeTCs
nocTymHas popMa mpeocTaBlIeHHsI OTBETOB HA 33JJaHHs, @ UMEHHO:

- MUCHhMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C HCIIOJIb30BAHUEM YCIYT aCCHCTEHTA,

- IPEeCTaBICHNUE OTBETOB YCTHO.

[Iporienypa oOlLlEHUBaHHS pPE3YJIbTATOB OOYYEHUS JHMII C OrPAaHHUYCHHBIMH BO3MOXXHOCTSIMHU
3I0POBbSI U MHBAIMJOB 0 AMCLUUIUIMHE MPEAyCMaTpPUBAET NpeAOoCcTaBiieHHe HH(opManuu B ¢Gopmax,
aIalTHPOBAHHBIX K OTPaHUYEHHSIM UX 3I0POBbsI U BOCIIPHUSTHS HHPOPMAIUH:

JI1s1 JIML ¢ HAPpYLIEeHUsIMH 3PeHHUs:

- B (hOpMe AIEKTPOHHOTO JJOKYMEHTA;

- B IICUATHOHN OpPME yBETUUCHHBIM IIPHPTOM.

JIJ1s1 1M1 ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

JI1s1 IM1 ¢ HAPYLIEHUSIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B [1I€YaTHOH opme.

[Ipy HEOOXOOUMOCTH ISt JIUI] C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMH 3[I0POBbSI M HMHBAIHJOB
poIielypa OICHUBAHUS PE3YJIbTATOB 00YYCHHUSI MOXKET ITPOBOJIUTHCS B HECKOJIBKO JTAIOB.
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