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(TYCYP)
YTBEPXIAIO
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VYpoBens 00pazoBaHus: BbIcHIee 00pPa30BaHUeE - CIIENHAJIUTET

HampaBnenne mnoxaroroBkn /  crnenmanbHOcTh:  10.05.03 HMudopmamuonHass 06e30macHOCTH
ABTOMATH3HPOBAHHBIX CHCTEM

HamnpasnenHnocts (mpoduip) / CrieIaIn3aIus: HNudopmanuonnas 0e301acHOCTh
aBTOMATH3HPOBAHHBIX 0AHKOBCKHX CHCTEM

dopma 00yUyeHHS: OUHAsA

QaxynpreT: @B, ®aKyJbTeT 6€30I1aCHOCTH

Kadenpa: KHUBIBC, Kadeapa komiuiekcHOii HHGOPMAUMOHHOW 0€30MACHOCTH JJIEKTPOHHO-
BBIYHCJIUTEIBHBIX CHCTEM

Kypc: 3

Cemectp: 5, 6

VYueOnslii man Haoopa 2013 roxa

Pacnpez[eneHI/Ie pa60qer0 BpPEMCHU

No Bupl yueGHOI nesTenbHOCTH 5 cemecTp 6 cemecTp Bcero Ennanne:
1 | Jlexuun 18 28 46 JacoB
2  |[IpakTHyeckue 3aHATHS 0 18 18 9acoB
3 |JlabopaTopHble paboThI 36 44 80 4acoB
4 | Bcero ayIuTOpHBIX 3aHATUN o4 90 144 4acoB
5 |3 HUX B HHTEpaKTUBHOM (Gopme 16 24 40 4acoB
6 |CamocrosTensHas pabora 18 54 72 9acoB
7 |Bcero (0e3 sx3ameHa) 72 144 216 4acoB
8 |IloaroroBka u ciada dK3aMeHa 0 36 36 JacoB
9 |OO0mas TpyI0eMKOCTh 72 180 252 9acoB
2.0 5.0 7.0 3.E.

3auer: 5 cemectp
DKk3aMeH: 6 ceMecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHDOpManmonHas 6€301macCHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yrBepxxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acenannu kadeapsr KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTunku:
npenonaasarenb kad. KUBOBC A. K. HoBoxpecToB
noteHt kad. KUB3BC A. A. Kones

3aBenyronuii odecneuuBaromei kag.
KNB3BC A. A. lllenynaHos

Pabouas mporpamma JTUCHUIUIMHBI COTJIacoBaHa ¢ (hakyJIbTETOM M BBINTyCKaroIel kadeapoii:

Hexan ®b E. M. JlaBbiioBa
3aBenyrONIHiA BHITyCKAIOIICH Kad.

KHNB3BC A. A. lllenynanos
OKCIEPTHI:

noteHt kad. KUBOBC A. A. Kones
noreHT kad. KUEDBC K. C. Capun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YnTh CTYJIEHTOB OCHOBaM MOCTPOCHHS U IKCIUTYyaTallUd BHIUUCIUTEIBHBIX CETCH, TPUHITUIIAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3agauy JUCHUIIIMHBI

JlaTh OCHOBBI:

—  — apPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUS CETEH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJIOJIOTHUHU MTPOCKTUPOBAHMS, Pa3BEPTHIBAHUS U COMPOBOXKICHHS O€30MaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3aIIUIIEHHBIX BBIYUCIUTEIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Hucnurnnuna «bezonacuocts ceteit 9BM» (b1.65.9) otHocuTcs k 610Ky 1 (6a30Bast 4acTh).
[IpenimecTByOmUMU  TUCHUIUIMHAMHY, (DOPMHUPYIOIIMMU  HayajbHble 3HAHUS, SBISIOTCA:
beszonacnocts cereit 9BM, Nudopmartika, OcHOBBI HH)OPMAIIMOHHON 0€301aCHOCTH.
[Tocnenyromumu qucuuIImHaMu ABisitoTes: bezonacHocts cereit OBM.

3. TpeGoBaHusi K pe3yJibTaTaM OCBOCHHS TUCHUIIHHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HAPaBJIeH Ha (POpMUPOBAHUE CIEAYIOLUINX KOMIIETCHIIM:

— IIK-3 criocoGHOCTHIO IPOBOJUTH aHATIU3 3ALUIIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM;

— TIIK-14 cnocoOHOCTBIO  MPOBOJUTH  KOHTPOJIBHBIE  TIPOBEPKH  PabOTOCIIOCOOHOCTH
MPUMEHSEMBIX IPOrPAMMHO-AMIAPATHBIX, KPUNTOIPAQUUECKUX ¢ TEXHUYECKHX CpPEACTB 3allUThI
nHpopManuu;

— TIK-17 cnocoOHOCTBIO TPOBOJUTH WHCTPYMEHTAIBHBI MOHHUTOPHHT  3aIIUIICHHOCTH
nHbOpMaUY B aBTOMATU3UPOBAHHOW CHCTEME U BBISABIISTH KaHAJIBI YTEUYKH WH(POPMAIIHH;

— TIK-26 cnocoGHOCTBIO aJAMHUHUCTPUPOBATh MOJCUCTEMY HH(OPMAIMOHHOW 0€30MacHOCTH
aBTOMATHU3UPOBAHHON CUCTEMBI;

B pe3ynbrare nzyueHus: AMCUUIIINHBI 00yYaOLIUICS JOKEH:

— 3HaTh CpEACTBA M METOJbl XpaHEHHs U Iepelauyd HH(POpMAlMM; 3TATOHHYIO MOJENb
B3aMMO/JICHCTBUS OTKPBITHIX CCTEM; OCHOBHbBIE CTaHAAPTHI B 00J1aCTH MH(POKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOTUH; OCHOBHBIE HOPMAaTHUBHO IPaBOBBIE AKThl MU HOPMAaTHBHBIE METOAMYECKHUE JOKYMEHTHI B
obnactu MH(POKOMMYHUKALMOHHBIX CHUCTEM; MIPUHIIMIIBI MOCTPOEHUS 3aIUIIEHHBIX
TEJIEKOMMYHUKALMOHHBIX CHUCTEM; MEXAaHU3Mbl PEAM3aLUN aTaK B KOMIBIOTEPHBIX CETSX; 3aILUTHBIC
MEXaHHM3MBbl U CpeJCTBa 00ecrevyeHns ceTeBOi 0€30IacHOCTH; CPEeICTBAa U METObl NMPEAOTBpAIlleHUs U
OoOHapyKeHHs BTOP)KEHUH.

—  yMeThb NIPUMEHSTH 3aIIMILEHHBIE TPOTOKOJIbI, MEKCETEBBIE SIKPAHbI U CPEJICTBA OOHAPYKEHUS
BTOPKEHUH JJIs 3alIUThl MHPOPMAIMU B CETSX; OCYIIECTBISATH MEpPHI MPOTHUBOJIEHCTBUS HApYIIECHUSM
CeTeBOM 0OE30MaCHOCTH C UCHOJIb30BAHUEM PA3JIMYHBIX MPOIPAMMHBIX U allapaTHBIX CPEJCTB 3aIUTHI B
COOTBETCTBUM C TpeOOBaHUSIMU HOPMAaTHUBHO TMPABOBBIX AaKTOB M HOPMATUBHBIX METOJUYECKHX
JIOKYMEHTOB.

—  BJAaJeTh HaBbIKaMU KOH(QUTYpUPOBAHUS JOKAJIBHBIX CETEl, HABBIKAMU PEaU3allii CETEBBIX
IIPOTOKOJIOB € IIOMOIIIBIO IPOrPaMMHBIX CPEICTB; HAaBBIKAMHU HACTPONKH MEKCETEBBIX IKPAHOB; HABBIKAMHU
NPUMEHEHHsT HOPMATHBHO IPABOBBIX AKTOB M HOPMATHBHBIX METOAMYECKHX JIOKYMEHTOB B OOJIACTH
MH()OKOMMYHUKAIIMOHHBIX CHUCTEM; METOJMKOW aHalu3a ceTeBoro Tpaduka;, METOIMKOM aHaau3a
pe3yabTaToB pabOThI CPEeICTB OOHAPYKEHUSI BTOPIKEHUI.

4. O0beM AUCHUIIMHBI U BUABI Y4eOHO# padoThI
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OO0masi TpyIOeMKOCTh ITUCIUIUIMHBI cocTaBiseT 7.0 3a4eTHBIX EIWHUIBI U MPEICTaBICHA B
Tabymue 4.1.
Tabmuma 4.1 — Tpy10eMKOCTh TUCIUILINHBI

Bunbt yaeOHOIM nesTeIbHOCTH Bcero gacos CemecTtpbl
5 cemecTp 6 cemecTp

AyIuTOpHBIE 3aHATHUS (BCETO) 144 54 90
Jlexknun 46 18 28
[TpakTHyeckue 3aHATHS 18 0 18
JlaGopaTopHbie pabOThI 80 36 44
W3 HUX B MHTEPAKTUBHOU (hopme 40 16 24
CamocrositenpHas paboTa (Bcero) 72 18 54
OdopmieHne oT4eTOB MO JA00OPATOPHBIM 31 9 22
paboram
[TpopaboTka JEKIIMOHHOTO MaTepHasa 35 9 26
[ToAroToBKa K MPAKTUICCKUM 3aHATHSIM, 6 0 6
CEeMHHapaM
Bcero (6e3 sx3amena) 216 72 144
[ToaroroBka u craya 3K3aMeHa 36 0 36
OO6mias TpyA0€MKOCTb, U 252 72 180
3ayerHble EMUHUIEL 7.0 2.0 5.0

5. Conep:xkanue QU CHUTITTHHBI

5.1. Pa3nesnsl AUCHUIIMHBI 4 BUALI 3aHATHHA
Paznensl AUCIUTUIMHBI ¥ BUJIBI 3aHATUN TIPUBEIEHBI B Tabmuie S.1.
Tabmumna 5.1 — Pa3gens! JUCIHUILIMHGBL U BUALI 3aHATHI

Bcero
[Ipak. | Jla6. | Cam. gacoB | PopMupyemsbie
Ha3zBanus pa3aenoB JUCHUIUIMHEI Jlek., u
3aH., 4 | pab., 9 | pad., u (6e3 KOMITETCHITHT
HK3aMEeHa)
5 cemectp
1 OcHOBHBIC TOHSATHS 4 0 8 4 16 [1K-26, I[1K-3
MH(OPMaLIMOHHBIX ceTel
2 OCHOBBI TOCTPOECHUSI COBPEMEHHBIX 4 0 8 4 16 I1K-17, I1IK-3
JIOKaJIBHBIX CeTeN
3 CeTteBble ONEepaliOHHBIE CUCTEMBI 2 0 8 3 13 ITK-14, TIK-
26, TIK-3

4 CpencTBa peanu3alii MeXCETEBOTO 6 0 12 6 24 I1K-26, I1K-3
B3alUMOJICUCTBHUA
5 IlepcrieKTBHBIE HANIPABIICHUS 2 0 0 1 3 I1K-3
pa3BUTHUSA U TIPOOJIEMBI
UH(POPMALIMOHHBIX ceTei
Hroro 3a cemectp 18 0 36 18 72
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6 cemectp
6 OCHOBHEBIC IOHATHS 4 0 0 4 8 IIK-17, TIK-3
nH(pOpMaIMOHHOM 0€30MMacHOCTH
7 TexHooruu od0ecneYeHUst 8 18 12 26 64 I1K-14, IIK-
0€30ITaCHOCTH B JIOKAIBHBIX CETIX 17, I1IK-26,
I1K-3
8 Obecneyenne 0€30MacHOCTH ceTell Ha 6 0 0 4 10 [IK-14, IIK-
0a3e ceTeBbIX OMEPAMOHHBIX CUCTEM 26, I1K-3
9 ObOecneueHne 030IaCHOCTH 6 0 32 16 54 [IK-14, IIK-
MEXKCETEBOI0 B3aUMOACHCTBHS 17, IIK-26,
I1K-3
10 IIpaBOBBIE OCHOBBI 3aIIUTHI 4 0 0 4 8 [1K-14, TIK-
nH(pOpMaIUK B KOMIBIOTEPHBIX CETSX. 17, TIK-26,
3amuIeHHbIH TOKYMEHTO000pOT I1K-3
Hroro 3a cemectp 28 18 44 54 144
Htoro 46 18 80 72 216
5.2. Conep:xanue pa3ieoB JMCUUILIAHBI (110 JIEKIUSIM)
Coneprkanue pas3iesioB JUCIUIUIHH (T10 JICKIIMAM) IPUBECHO B Tabuie 5.2.
Tabnuna 5.2 — Coznepkanue pa3AenoB TUCHUIUIMH (TIO JEKIUSIM)
Cogepxanue pa3aenoB aucuuiuindsl (mo | Tpynoemkocts, | Dopmupyembie
HasBanus pasnenos Aep pasit AHcn ( pyA ’ pMHIPY
TICKIUSIM) q KOMIICTCHITHH
5 cemectp
1 OcunoBnble nonsiTua | Mcropus pazsurus cereit 9BM. Mecto u 2 IK-3
UH(OPMAITMOHHBIX POJIb BEIUMCIIUTEILHBIX CETCH B
ceTeit coBpeMeHHOM Mupe. OCHOBHBIE MTOHATHS U
TepMuHOJorus. OOLIMe npeacTaBIeHUs O
BbIUMCIIUTENbHON ceTu. O01iee noHsATHE 00
HEepapXUUECKON CTPYKTYpe MPOTOKOJIOB.
[TpuHIMITBEI MHOTOYPOBHEBOH OpTraHU3aINH
JIOKAJBHBIX U TJI00ABHBIX ceTeit DBM.
Mognens OSI. CrangapTHele cTEKH
KOMMYHHKAITUOHHBIX MTPOTOKOJIOB.
Crangapruzanus B cetsix. Knaccudukanus 2
BBIUHCIIUTENbHBIX ceTeil. TpeboBaHus,
MpeIbsBIsiEMbIe K COBPEMEHHBIM
BBIYHACITUTEILHBIM CETM. MeTOIbI 1
TEXHOJIOTUH MPOESKTHUPOBAHUS CPEICTB
TeeKOMMYHUKaui. CTpyKTypHU3aliuu CETH.
duznyeckas ¥ Jorudeckasi TONoJIOTUH
cereil. OCHOBHOE KOMMYHHUKAIIHOHHOE
obopynoBaHue
Hroro 4
2 OcHoBel nocTpoenust | Kanainsl cBsi3u. XapakTepUCTHKU KaHAJIOB [K-17, 11IK-3
COBPEMEHHBIX cBs3u. Jlormueckoe KoAMpPOBaHHE.
JIOKAJIbHBIX CeTei ACHHXpOHHAs ¥ CHHXPOHHAsI TepeIayn.
5
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Hepapxust B kabenbHOM cUCTEME.
CrpykrypupoBaHHas KabelbHask CUCTEMA.

Kondurypanuu nokanbHbIX
BBIYHUCIUTEILHBIX CETEH U METOJIBI JOCTYIIA
B HuX. CTpyKTypa U (QYHKLUHU JOKATbHBIX
cereil. Conepxanue cranaapra IEEE 802.
ba3oBble TEXHOIOTHUH JTOKATBHBIX CETEH.
IEEE 802.2 Ethernet. O6opynoBanue
JIOKaJIbHBIX CETEH.

HUroro

3 CereBrle
OIepalOHHbBIE
CUCTEMBI

[IporpammusIe cpencTBa
TeaeKkoMMyHuKauu. CTpykTypa
[IPOrpPaMMHOTO O0€CTeueHus JTOKaIbHOM
ceru. Kimaccuduxanus mporpaMMHOTO
oOecrnieueHus JOKalbHbIX ceTei. [IpuHiumbI
IIOCTPOEHHUSI CETEBOT0 MPOrPaMMHOI0
00ecCreueHu s U CETEBBIX OMEPAIMOHHBIX
cucrem. Knaccuduxanus cepepos.
[IpoextupoBanue cereit 9BM no npunuumny
«KJINEHT-CEPBEPY.

Hroro

I1K-3

4 CpenctBa
peanu3aiu
MEKCETEBOTO
B3aUMO/ICHCTBUS

CereBoil ypoBeHb Iiepeiauu JaHHBIX. [P-
anpecanus. Peanuzanus MexceTeBoro
B3anmozeictus cpeacrsamu TCP/IP.
ITopsinok pacnipenenenus [P-agpecos.
OTtobpaxenue [P-anpecoB Ha JTOKaIbHbIE
anpeca. ARP nporoko.

[IpuHnune! mapupyrusanuu B [P-cersx.
[IpoTokosel mapmpyrusanuu. Ilonstue
nomena. JlomenHas agpecanus B IP-ceTsax.
DNS npotoxout.

IIporokoi IPv6. IIpoToKOIBI TPAaHCIIOPTHOTO
ypoBHsi TCP u UDP.

Hroro

[K-3

5 IlepcnekTUBHBIE
HaIlpaBJICHUs Pa3BUTH
U TIpOOJIEMBI
UH(OPMaIIMOHHBIX
ceren

CoBpeMeHHbIE TEHICHIIUN Pa3BUTHS
TEJIEKOMMYHUKALMOHHBIX CHCTEM.
WHTerpanus pa3ian4HbIX TUIIOB CETEU U
ceTeBbIX Cclyk0. Bupryanuzanus
nH(popMalMoHHBIX cucTeM. O0IauHbIe
BBIYHCIICHUS.

Hroro

I1K-3

Hroro 3a cemecTp

18

6 cemectp

6 OCHOBHBIE TOHATUSI
nH(pOpMaAITMOHHON
0€30MacCHOCTH

Obecnieuenue 0€30MaCHOCTH
TeJ'IeKOMMyHI/IKaHI/IOHHBIX CBH3€I>'I %1
aJIMUHUCTPATUBHBIN KOHTPOJIb. OCHOBHBIC

IK-17, 11IK-3
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IOHATHUA U TCPMHUHOJIOTUA.

Tumnossie yrpo3sl ceTeBoil 0€30MacHOCTH.
OcHOBBI KJIaccU(PHUKAIIUU CETEBBIX YTPO3 U
atak. Biousiaue yenoBedeckoro gakropa Ha
CETeBYIO0 0€30MacHOCTb.

HUroro

7 TexHoI0ruN
obecreucHus
0€30I1aCHOCTH B
JIOKAJIBHBIX CETAX

3amumra TOIoJIOruu ceTu. BupryanbHbie
JIOKQJIbHBIE CETHU. JlOMOJIHUTEIbHBIE
¢byHkIMM KoMMyTaTopoB. [lepconanbHbie
9KpaHbl. AGOHEHTCKOE MU POBAHNUE.

3amuTa ceTeBoro Tpaduka ¥ KOMIIOHCHTOB
cetu. 3amura KomrnoHeHToB cetu o HCJI.
Bbe3omacHocTh pecypcoB cetu. CpeacTsa
UICHTH(UKAIUY U ayTeHTU(DHUKAIIH,
METO/IbI pa3JICIICHUs PECYPCOB U
TEXHOJIOTUH pa3rpaHUUYCHUS JTOCTYIIA.

CpencTBa NMOBBILIEHUS HAJIE)KHOCTH
(GyHKIMOHMPOBaHUS ceTeil. 3ammTa ot
cO0€eB IIEKTPONTUTAHYS, AlAPaTHOTO U
nporpaMMHOTro obecnieueHus. KoHTpons u
pacnpezeieHue Harpy3Kky Ha
BBIYUCIIUTEIILHYIO CETh.

PernameHTupyromue 10KyMeHTbI B 00J1aCTH
0€30MaCHOCTH BBIYUCIIUTEIILHBIX CETEH.
CrannapTbl 6€30MaCHOCTH BBIYUCIUTEIbHBIX
ceTed U UX KOMIIOHEHTOB. [IpaBoBbIe
OCHOBBI 3aIIUTHl HHPOPMAIIUHU B CETSIX.

Hroro

[1K-14, I1K-17,
[1K-26, I1K-3

8 Obecieuenue

0€30ITaCHOCTH CETEl Ha

0a3e ceTeBBIX

ONCpAalOHHBIX CUCTCM

CereBble ONIEpAIMOHHBIC CHCTEMBI
Windows, Unix/Linux. OCHOBHBIE
IIPOTOKOJIBI, CYKObI, PYHKIIMOHUPOBAHUE,
cpeacTBa obecrieueHus: 6e30MacHOCTH,
CpeJICTBA YIIPABJICHUS U KOHTPOJISL.

ITonutuka 6e3omacHocTh: IToHsTHe
MMOJINTHKH 0€3011aCHOCTHU. THIIOBEIE
3JIEMEHTHI IMOJUTHKN O€30IMacHOCTH.
[Toctpoenue, peanusanus, NoaaepKaHuE U
MoaU(UKAIHS TOTUTUKH
6e3onacHoctu.Kpurepun orieHKH
oe3omacHocT ceTeBbIXx OC. OCHOBHBIC
KpUTEpPUHU aHaTN3a CETEBOM OE30MacHOCTH.
O6mas mporeaypa aHaau3a.

Hroro

TIK-14, TIK-26,
TK-3

9 O0ecnieueHue
0€30I1aCHOCTH
MEKCETEBOTO

OcHOBHBIE MEXaHU3MBbI 00ECTICUEHUS
0€30MMacCHOCTH U yIIpaBICHUS
pacripeielIeHHbIMU PEeCypCaMu.

TK-14, TIK-17,
TK-26, TIK-3
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B3aUMOJICUCTBUA

O0ecrieueHre HaEKHOCTH
uHpPacTpyKTYpsl IHTEpHET.

3amuTa KaHajaoB cBs3u B IHTepHeT. Buabl
UCIIONb3yeMbIX B IHTEpHET KaHAJIOB CBSI3U.
Hcnonb30BaHnEe MEKCETEBBIX SKPAHOB.
BupryanbHble 4aCTHBIE CETH.

VY13BUMOCTH U 3a1UTa 6a30BbIX IPOTOKOJIOB
u cityx0: ITpoToKoJIbI MapIpyTH3aIUH.
CewmeiictBo TCP/IP. Cityx0bI TOMCKA.
besonacnocte WWW 1 anexTpoHHOM
HIOYTBHI.

HUroro

10 IIpaBoBbIE OCHOBBI
3alUThl HHQOPMAIHH
B KOMITBIOTEPHBIX
CeTsX. 3aluIIeHHBIN
JIOKyMEHTO000pOT

Cucrembl 0OHApYKEHUS ¥ TPOTUBOICHCTBHS
BTOp keHusIM. Kiaccudukanus 1 mpruHIUTIBI
(YHKIIMOHHPOBAHHS CHCTEM OOHAPYKEHUS
BTOp>KeHUH. CKaHepbl O€30MaCHOCTH.

Knacchl ckanepoB 0e30nacHOCTH U
OCOOCHHOCTH MPUMEHEHWMSI. 3aIlUTa OT
BUPYCOB.3al1Ta IIEKTPOHHOTO
JIOKYMEHTOO00O0pOTA.

Hroro

4

[1K-14, I1K-3

Hroro 3a CEMECTP

28

Hroro

46

5.3. Pa3nesibl AUCHMILIMHBI U MEKIMCHUIIIMHAPHBIE CBSAI3H ¢ 00eceYHBAKIMMU (NPeAbIIYIHMH)

U 00ecrneuynBaeMbIMHU (l'[OCJ'Ie)]yIOIIH/IMH) JAUCHHUIVIMHAMH

Pazgenpl JUCHUIIIUHEL U MCKIAUCHUIIIIMHAPHBIC CBA3U C O6€CH€‘II/IBaIOH_[I/IMI/I (Hpe)lbIILYH_II/IMI/I) u

o0ecreunBaeMbIMU (ITOCIIEIYIOMMMHA ) JUCITUTIIIMHAMY TIPEICTaBIICHBI B Ta0umIe 5.3.

Ta6J'II/II_[a 53— Pazgensl AUCHUILIMHEBL U MCKIUCHUIINIMHAPHBIC CBA3U

HaunmenoBanme JUCIUITIINH

Ne paznenoB qaHHON AMCHUITINHBL, A7 KOTOPBIX HEOOXOAUMO H3yYeHHE
o0ecIIeunBaroInX U 00eCIIeUMBaAEMBIX JUCIIAIIINH

1 2 3 4 5 6 7 8 9 10
[TpenmmecTByroMuUe TUCIUATIINHBI

1 Be3omacHOCTH ceTeit

+ + + + + + + + + +
5BM
2 Undopmaruka +
3 OCHOBEI
UH(POPMALIMOHHOM +
0€30I1aCHOCTH

[Mocneayronye AUCIUTIITTHBI

1 be3onacHOCTE ceTeit

+ + + + + + + + + +
5BM

5.4. CooTBercTBHE KOMIIETEHIUH, GOpPMHPYEeMBbIX IPH U3Y4YCHUH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHHHM TUCHMIUIMHBI, U BUAOB 3aHATHH
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IpeJCTaBIeHO B Tabmuie 5.4.

Tabmuma 5.4 — CoOTBETCTBHE KOMIIETCHIIMM, (POPMUPYEMBIX TPH W3YYCHUH AUCIUIUIMHBI, U BHJIOB

3aHATHI
Bunrwl 3anstuit
Komnerenuuun DopMBbI KOHTPOJISL
Jlek. [Ipak. 3aH. JIab. pab. Cawm. pa0.

[1K-3 + + + + 3amura otyera, OT4ET O
nabopaTopHO# paboTe,

Omnpoc Ha 3aHsaTHSX, Tect

[1K-14 + + + + 3amuTa otyera, OTYET IO
naboparopHoit padore,

Onpoc Ha 3ansATHsX, Tect

IIK-17 + + + 3amura otyera, OT4ET MO
nabopaTopHO# pabdoTe,

Omnpoc Ha 3aHsaTHSX, Tect

[1K-26 + + + + 3amuTa oTyera, OTYET MO
naboparopHoOit padore,

Omnpoc Ha 3ansTusx, Tect

6. UnTepakTHBHBIE METOAbI U (POPMBI OPraHU3aNMHN 00yUeHHS
TexHoIOrNM UHTEPAKTUBHOTO 00yYEHUS MPH Pa3HBIX (popmax 3aHATHI IpUBeIeHbI B Tabmuie 6.1.
Tabmuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YYEHHUS IPU PA3HBIX (GOpMax 3aHITHN

HNHTepakTuBHBIE HNHTepakTHBHBIE
WuTepakTuBHBIC
MeTto b1 nabopaTtopHbIe npaktuueckue | Bcero, u
JeKINH, 9
3aHATHUS, Y 3QHSITHS, 9
5 cemecTp
IT-mMeTo b1 10 10
[Tpe3enTammu ¢ 6 6
UCIIO0JIb30BaHUEM
CJIAMJIOB C
o0cyXIeHuEM
Hroro 3a cemectp: 10 6 0 16
6 cemectp
IT-meToan! 12 12
[Ipe3entanuu c 8 8
UCTIOJIb30BaHUEM
CIaiIO0B C
00CyXICHIEM
UccnenoBarenbckuit 4 4
METOJ
Hroro 3a cemectp: 12 8 4 24
Hroro 22 14 4 40
7. JlabopaTopHbie padoThl
HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tadnuie 7.1.
9
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Tabnuma 7.1 — HauMmeHnoBaHue 1abopaTopHbIX padboT

CornacoeaHa Ha noptane N2 34590

Tpynoemkocts, | Popmupyemble
HasBanus paznenos HaumenoBanue 1ab0paTopHBIX paboT PyA ’ PMHDY
q KOMIIETEHIINH
5 cemectp
1 OcHoBHbIC OHATUSA | MoaenpoBaHUE CETEBBIX YCTPOIMCTB U 4 [1K-26, ITK-3
UH(OPMAIMOHHBIX IIPOTOKOJIOB B JIOKAJIBbHBIX CETAX
ceren
MonenrpoBaHie BUPTYaIbHBIX JIOKAJIbHBIX 4
cereil (VLAN) ¢ pasrpannueHuemM Joctymna K
CETEeBBIM pecypcam
Hroro
2 OcHoBbl nocTpoeHus | Hactpolika noakitoueHus y3ia K CeTH. [1K-3
COBPEMEHHBIX ABTOMaTHUECKas IMHAMUYECKas U
JIOKQJIbHBIX ceTeil CTaTHYecKas HaCTPOIKU CETEBOrO
HOJIKJIIOUEHUS.
Crek nporokonoB TCP/IP. Ilpukianasie 4
IIPOTOKOJIBI ceTh VIHTEepHeT.
Hroro
3 CeteBble Certu Microsoft Windows. Ynpasienue I1K-26, I1K-3
OlepaliOHHbIE CETEBBIMU PECYPCAMHU B OJHOPAHTOBOW CETH.
CUCTEMBI . . . .
Cetu Microsoft Windows. Active Directory. 4
VYpaieHue ceTeBbIMU pecypcaMu
KOPIOPATUBHOM ceTH. [ pyIInoBbie MOTUTUKH.
Hroro
4 CpencrtBa MonenupoBanue 6a30BbIX CIYk0 U T1IK-26, I1K-3
peanuzanuu IIPOTOKOJIOB MapUIPyTU3AIMH B II100aJIbHBIX
MEXKCETEBOTO CeTsX.
B3aMMOICUCTBUS
SAHMOZICHC bazossle ciyx6b1 cetn Mutepuner. DHCP. 4
DNS. IIpoToKoasl MapuIpyTH3aLHuH.
[Ipuknanueie cayx0bl ceTn IHTEpHET. 4
Hactpoiika Web-, FTP-cepBepoB u cepBepa
ANEKTPOHHOM MOYTHI.
Hroro 12
Hroro 3a cemectp 36
6 cemectp
7 TexHosoruu Pasrpannuenne noctyna K JJOKaJIbHBIM U 4 [1IK-14, I1K-17,
obecrieueHus CeTeBBIM pecypcaM. JIucKpernoHHas u ITK-26, I1K-3
0€3011aCHOCTH B MaHJaTHAas MOJIETH YIIPABIICHUS JOCTYIIOM.
KQJTbHBIX CETSIX
floxal ce WHCTpyMEHTBI AJIs1 UCCIIEIOBAHMSI CETU 4
(cHudepsr)
WHCTpyMEHTBI AJIs1 UCCIIEIOBAHMSI CETU 4
(ckaHepbl 0€30MaCHOCTH)
Hroro 12
10




9 ObecrieueHne MexceTeBbie SKpaHbI 4 I1K-14, I1K-17,
MMacHOCTH [1K-26, TIK-
Gesomacroc AHTHUBUpPYCHAas 3alllUTa 4 6, 3
MEKCETEBOTO
B3aﬂMOI[eﬁCTBHH BHpTyaJILHBIe YaCTHBIC CETHU 8
CucreMbl 00HapYyKEHUS U IPEJOTBPAILCHUS 4
BTOPKEHUI
DLP-cucremsl
be3omnacHoCTh MPUKIaIHBIX TPOTOKOJIOB
Hroro 32
Hroro 3a cemectp 44
Utoro 80
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanmeHoBaHMe IpaKTUYECKUX 3aHATUN (CEMHUHAPOB) MpUBEACHO B Tabmuie 8. 1.
Tabnuna 8.1 — HaumeHoBaHue MPaKTUYECKUX 3aHIATHI (CEMUHAPOB)
HaumenoBanue npaktudeckux 3anatui | Tpynoemkocts, | Dopmupyembie
Ha3zBanus pa3genon
(cemuHapoB) q KOMITETCHIIUH
6 cemecTp
7 TexHoyoruu [Toctpoenue CTpyKTypbl HHPOPMAIIHOHHOM 4 [1K-14, TTK-26,
oOecrnieyeHus CETH, OIIMCaHME XapaKTepa CBsI3el MEXy [K-3
0e30MacHOCTH B 3JIeMEHTaMU U HH(POPMAIIHOHHBIX TTOTOKOB.
JIOKAJIBHBIX CETSIX
[IpopaboTka Moaenn yrpo3 U MOJEIH 4
HaAPYIIUTENS KOMIIBIOTEPHOH CETH.
[IpopaboTka CTPYKTYpbl CUCTEMBI 3aILUTHI 6
uH(pOpMaIIUU, COCTaBa CPECTB 3AIIUTHI.
N3yyenne crnocoOOB yCTaHOBKH U OCHOBHBIX
napaMeTpoB KOH(PUTypaIIuU CPEJCTB 3AIIUTHI
uH(popMalun
[ToaroroBka JOKYMEHTOB 10 CUCTEME 4
3aIuThl HHGOpPMaLUK B HH(OPMaLMOHHON
CUCTEME.
Hroro 18
Hroro 3a cemectp 18
Htoro 18

9. CamocrosiTejibHasi pabora

Bunel camocTosTensHOM paboThl, TPYAOEMKOCTh U (pOpMHpyeMble KOMIETEHIINH NPEACTAaBIEHBI B

Tabimue 9.1.

Tabauna 9.1 — Busl camocTosITeNbHOM paboThl, TPYA0EMKOCTh M OPMUpPYEMbIE KOMIIETEHIIMH

HazBanus pa3aenon
past paboThI

Bunper camocTossTensHOM

TpynoemMkocTs,
q

dopmMupyemsie
KOMIIETEHIIUU

(I)OpMLI KOHTPOJIA

9]

ceMecTp

1 OcHOBHBIE
OHSATUSA

[IpopaboTka

JICKOMOHHOI'O MaT€puraia

2

I1K-26, I1K-3

Ornpoc Ha 3aHATUSX,
Otuer no
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nHpopmanmoHHex | OdopmIIeHHE OTYETOB MO 2 nabopaTopHOH
cerei n1abopaTopHBIM paboTam pabote, Tect
Hroro
2 OCHOBBI [IpopaboTka [K-17,11IK-3 | Ompoc Ha 3aHATHUSAX,
MOCTPOCHUS JIEKIIMOHHOTO MaTepuaia Otuer no
COBPEMEHHBIX TOPHOH
P . | OdopmieHne 0TIETOB 1O 2 Hagop a %p N
JIOKAQJIbHBIX ceTeil abote, Tect
nabopaTopHBIM paboTam p ’
Uroro 4
3 CereBblie [IpopaboTtka [IK-26, IIK-3 | Omnpoc Ha 3aHATHSX,
OTIepAIIMOHHEIC JICKIIMOHHOTO MaTepuaia Otuer o
CUCTEMBbI nabopaTopHoOH
OdopmiaeHue oTyeToB 1O 2 5 p Tp =
abor T
nabopaTopHbIM paboTam p e, 1ec
Utoro 3
4 CpencrBa [TpopaboTka 3 [IK-26, [1K-3 | Onpoc Ha 3aHATHUSAX,
peanu3anuu JICKIIMOHHOTO MaTepraia Otuer o
MEKCETEBOTO nabopatopHoit
. OdopmieHne 0T4eTOB MO 3 5 p Tp
B3aMMOJICHCTBHS T T
a nabopaTopHbIM paboTam pabote, lec
Utoro 6
5 IlepcniektuBubie | IIpopaboTtka 1 IK-3 Ormpoc Ha 3aHATHUAX
HaIpaBIICHUS JIEKIIMOHHOTO MaTepuaia
BUTHS U
pa3 Hroro 1
POOJIEMBI
UH(POPMAIIMOHHBIX
cerei
Hroro 3a cemectp 18
6 cemectp
6 OCHOBHBIE [TpopaboTka 4 IK-17,IK-3 | Ompoc Ha 3aHATHIX
MOHSITUS JIEKIIMOHHOTO MaTepuania
UHOOPMAITMOHHOMN
(bopmarmonKo Hroro 4
0e30macHOCTH
7 TexHoI0ruNn IToaroroBka k 6 IIK-14, IIK-17, |3ammTa oTuera,
obecreueHust MIPAKTUYECKUM 3aHATHUSIM, [IK-26, I1K-3 | Ompoc Ha 3aHATHUSAX,
0€30MmacHOCTH B CeMUHapam Otuer mo
JIOKAJIbHBIX CETSIX nabopatopHoit
[TpopaboTka 8 gOP OpHO
T
JICKITMOHHOTO MaTepraia pabote
Odopmienue oTueToB 1O 12
n1abopaTopHbIM paboTam
Htoro 26
8 ObecrieueHue [IpopaboTka 4 [TK-14, TTIK-26, | Ompoc Ha 3aHATHUIX
0€30MacHOCTH ceTel | JIeKIIMOHHOTO MaTepuania I1K-3
Ha TEBBIX
Gase cete Hroro 4
OTIepaIMOHHBIX
CUCTEM
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9 ObGecrieuenue [TpopaboTtka 6 [1IK-14, T1IK-17, |Omnpoc Ha 3aHATHSX,
0€e301acHOCTH JEKIIMOHHOT'O MaTepuania [IK-26, [IK-3 | Otuer no
MEHKCCTCBOTO OdopmieHue oTueToB 1O 10 nagopaTopHon
B3AMMOZICHCTBIA nabopaTopHbIM paboTam pabote

Utoro 16
10 [IpaBoBbIE [IpopaboTka 4 [IK-14, IIK-3 | Ompoc Ha 3aHATHIX
OCHOBBI 3aIIUTHI JIEKIIMOHHOTO MaTepuaia
uHpopManuu B Wroro 4
KOMITBIOTEPHBIX
CeTX.
3aluIeHHbIN
JOKYMEHTO000POT
Hroro 3a cemectp 54

[MonroroBka u cnava 36 OKk3aMeH

JK3aMeHa
Htoro 108

10. Kypcogoii npoexT / KypcoBasi padora
He npeagycmorpeno PYIL.

11. PeliTuHroBasi cucreMa JJisi OlEHKHU yCIeBAeMOCTH 00y4aro M XCH

11.1. baanbHble OLEHKH JJIS1 3J1eMEHTOB KOHTPOJIs
Tabnuma 11.1 — bayuibHbIe OLIEHKHU U1 3JIEMEHTOB KOHTPOJIS

N N MakcruMalibHbIN
N MaxkcumanbHbII MaxkcumanbHbIA
OneMeHThl y4eOHOM 6asu1 3a Iepuos Bcero 3a
O6amn Ha 1-yto KT ¢ | Gain 3a nepuon
NEeATEIIBHOCTU mexny 2KT u na ceMecTp
Hayana cemectpa | Mmexay 1KT u 2KT
KOHell ceMecTpa
5 cemectp

Onpoc Ha 3aHATHAX 3 4 3 10
Otuet no nabopaTopHOH 30 30 30 90
pabote

HToro MakcumyM 3a 33 34 33 100
nepuos

Hapacratouum nrorom 33 67 100 100

6 cemecTp

3amuTa oTueTa 10 10 20
Ompoc Ha 3aHATHSIX 3 4 3 10
Otuet no nabopaTopHOH 20 20 40
pabore

HToro MakcumyM 3a 13 34 23 70
epro.

OK3aMeH 30
Hapacratomum ntorom 13 47 70 100

13
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11.2. IlepecueT 0a/U10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJILHBIEC TOUKH MpeCTaBieH B Tadymie 11.2.
Tabmuua 11.2 — IlepecueT 6ayijIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuMabHOM cymMbl 6aiioB Ha aaty KT 5

Ot 70% no 89% ot MakcumanbHOM cymmbl OaiioB Ha gaty KT

4
Ot 60% 1o 69% oT MmakcuMabHOM cyMMBbI O6aiioB Ha naty KT 3
2

< 60% ot MakcuManbHOIM cymMMbl OaiioB Ha naty KT

11.3. IlepecueT cyMMbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY
[Tepecuer cymmbl 0aIioB B TPAJAULMOHHYIO U MEKAYHAPOJIHYIO OLIEHKY MPEACTaBICH B Ta0JIHUIE
11.3.

Tabmuna 11.3 — [lepecueT cymMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXAYHAPOAHYIO OLIEHKY

Hrorosas cymma 0asmios,

Omnenka (I'OC) YYHUTHIBAET YCIEITHO CAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (0TIMYHO)
85 -89 B (ouens xopormio)
4 (xopor1o) (3a4TeHO) 75-84 C (xoporo)
70-74
D (yaoBneTBOpUTENHHO)
3 (y1OBIETBOPUTEIHHO) 65 - 69
(3auTeHo) 60 - 64 E (mocpenctBeHHo)
2 (HEYROBICTBOPUTEILHO) (11 Huxe 60 6ayios F (neynoBieTBOpUTENHHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHne JUCIUIIMHBI

12.1. OcHoBHas JuTEpaTypa
1. TlocTtpoenue 3amMIEHHBIX KOPIOPATUBHBIX ceTel [DIEKTPOHHBIM pecypc| [DNeKTpOoHHBIN
pecypc]: yuebnoe mocodbue / P.H. AunnoB. — DnektpoH. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexwum noctyna: https://e.lanbook.com/book/66472 (nata oopamenus: 19.05.2018).

12.2. lonotHuTEIBHAS TUTEPATYPA
1. KowmmboTepHble CETH U CITy>KO0bI yJJaIeHHOTO 10CTyTa [DNeKTpoHHbIH pecypc] [DaeKTpOHHBIN
pecypc]: cipaBounuk / O. U6e. — Dnexrpon. gan. — Mocksa : JIMK IIpecc, 2007. — 336 ¢. — Pexum
nocryma: https://e.lanbook.com/book/1169 (nara obparmenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE MTOCO0U A

12.3.1. O6s13aTesibHBbIE YUeOHO-METOAUYECKHE MTOCOOUSA

1. besomacHocts cereit OBM [OnektponHBIM pecypc]: MeTtonuueckne yKazaHUS TS
nabopaTopHbIX M mnpakThueckux pador / HosoxpecroB A. K., Ilpackypun I'.A., 2014. — 99 c.
[DneKkTpoHHBII pecypc] — Pexum JIOCTyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (mata obpamenus:
19.05.2018).

2. besonacHocts cereii OBM [DnekTtpoHHBI pecypc]: Meroauueckue yKazaHus Ui
camocTosTenbHOM padoTsl cryaenta / HoBoxpectoB A.K., Ilpackypun I'.A., 2014. — 4 c. [DneKTpOHHBIH
pecypc] — Pexum JIOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara  oOpamieHwus:
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19.05.2018).

3. bezonacHocth cereri OBM. Yacte 1 [DnektponHbIi pecypc]: JlabopaTopHBIi MpakTHKyM /
HosoxpectoB A. K., I'ymsieB A. U. - 2017. 92 ¢. — Pexum poctyna: https://edu.tusur.ru/publications/7225
(mata obpamienus: 19.05.2018).

12.3.2. YyeOHO-MeTOAMYECKHE IIOCOOMS 1JIsI JIML] C OTPAHMYECHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
HHBAJHI0B

Y4ueOHO-MEeTOJMUECKHE MaTepHalbl Ui CAaMOCTOSATENILHOM U ayJUTOPHOIN PabOTHl 00yUJarOIIUXCs
U3 YMCIIA JIUI ¢ OTPAaHUYEHHBIMH BO3MOXHOCTSIMH 3/I0POBbSI 1 MHBAINIIOB MPEAIOCTABISAIOTCS B (hopMax,
alalITUPOBAHHBIX K OTPAaHHYCHUSM X 3[0POBBS U BOCHPUATHS HHYOpMALIUH.

JI1s1 JIML ¢ HAPpYLIEeHUsIMH 3PeHHUs:

- B ()OpME ITEKTPOHHOTO JOKYMEHTA;

- B II€4aTHOH (popMe yBEITMUCHHBIM IIPU(TOM.

JI1s1 1ML ¢ HAPYLIEHUSIMM CJIyXa:

- B ()OpMe ITEKTPOHHOTO JOKYMEHTA;

- B [1Ie4aTHOM dopme.

JIJ151 JIMIL ¢ HAPYIIEHUSIMHM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYAaTHOH (opme.

12.4. IipodeccnoHaibHbIe 0a3bl JAHHBIX U HHPOPMAIIMOHHbIE CIIPABOYHbIE CHCTEMBbI
1. 1. http://wwwe.elibrary.ru - Hayunas 3neKTpoHHast OMOJIMOTEKA;

2. 2. http://www.edu.ru - BeG-caiit cucreMs! hefepanbHbIX 00pa30BaTeIbHBIX TOPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pazoBarenbHbIil mopTan GaKyabTeTa 0E30MaCHOCTH;

4. 4. https://fstec.ru/ - denepanbHas ciry)0a M0 TEXHUYECCKOMY U SKCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajbHO-TeXHUYECKOe o0ecneyeHne JUCIUILIMHBI U TpedyeMoe NporpaMMHoe
ol0ecreueHue

13.1. O6uue TpedOBaHUS K MATEPUAIBbHO-TEXHMYECKOMY U POrPAMMHOMY 00ecne4yeHHUIo
AMCUMILTNHBI

13.1.1. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecnedeHne 1Jisl JICKIHOHHbBIX 3aHATHI
Jlis mpoBenieHHs 3aHATUI JIEKIIMOHHOTO THIIA, IPYNIOBBIX U MHIUBUAYAJIbHBIX KOHCYJIbTAlLUM,
TCKYIICTO KOHTPOJIA U HpOMe)I(YTO‘{HOﬁ arTeCTal UCIIOJIB3YCTCA yqe6Ha${ ayauTopus ¢ KOJIMYECTBOM
M0CaJI0YHbIX MeCT He MeHee 22-24, 000py10BaHHas TOCKOW U CTaHAApTHOM yueOHOoM Mebenbio. MiMeroTcs
JIEMOHCTPAIIMOHHOE 00O0PYy/IOBaHME W Y4eOHO-HATJISAIHBIE MOCOOUs, OO0ECNeYMBAIOIINE TEeMaTHYECKUE
WITIOCTPALMHU 110 JIEKIIMOHHBIM pa3ziesiaM JUCIUILUIMHBI.

13.1.2. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecrnedeHne JJIsi MPAKTHYeCKUX 3aHATHH
JlaGopatopus 6e3omacHoctu ceteit 9BM / JIaboparopus kpuntorpaduu B 6aHKOBCKOM Jiene
ydeOHas ayIuTOpHs JJISi NMPOBEACHUS 3aHATHI TMPAKTUYECKOTO THITA, ydeOHas ayIuTOpHs s
IIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOTO THIIA

634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue UMeroerocs 000pya0BaHUs:

- Kommbrotepsl kiacca ne ke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tbh Gb SATA-III Seagate (10 mr.);

- OOy4aronuii CTeH 1 JIOKaJbHbIE KOMIBIOTepHBIE ceTH Microtik routerboard (2 miT.);

Crenpl U1 U3y4eHHs! TPOBOIHBIX U OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- a0OHEHCKHE YCTPOUCTBA: KOMIBIOTEPHI SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeJICTBA aHaJlM3a CETeBOro Tpaduka u yriayOleHHONW MPOBEPKU CETEBBIX MAKETOB: aHAIM3aTOP
tpadpuka Wireshark, nuctpudyrus Kali Linux;
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- mexcereBbie 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B cocrae maprupytusatopa Check Point CPAP-SG1200R-NGFW;

- CUCTEMbI OOHapYXEeHUs KOMIBIOTEpHBIX atak: Snort, Suricata, COB B coctaBe MapuipyTuszaropa
Check Point CPAP-SG1200R-NGFW,;

- Touku gocryna: D-link dwl3600ap;

- CUCTEMBI 3aIUTHI OT yTeuku JaHHbIX: KoHTyp nundopmaruonHoit 6ezonacnoctu Searchlnform;

- Cpe/ICTBa MOHUTOPUHTA COCTOSIHUS aBTOMATU3UPOBAHHBIX CUCTEM: CHCTEMa MOHUTOpUHTA Zabbix;

- CpelCTBa CKaHUPOBAHUS 3aAIIUIEHHOCTH KOMITBIOTEPHBIX CeTel: ckaHep Oe3omacHocTu Xspider
Education, cuctema ananu3za 3anuiieHHocTH cetu MaxPatrol Education.

- ViPNET YMK «be30macHoCTb ceTei;

Amnanunzarop kabenbnbix cereit MI 2016 Multi LAN 350, Ananmuzarop Wi-Fi cereit NETSCOUT
AirCheck G2

- Kommyratop Mikrotik CRS125-24G-1S-IN (6 mwr.);

- KommneroTep kimacca e mimke i5-7400/8DDR4/SSD120G;

- Ananu3zarop kabenpnbix cereit M1 2016 Multi LAN 350 (3 mr.);

- Araimmmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapurpytuzarop Cisco 891-K9 (2 mir.);

- Mapmpyruzatop Cisco C881-V-K9 (2 mT.);

- Mapuipyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommiexT cienmanusupoBanHoi yueOHOW Mebenw;

- PaGouee mecto npemnoaaBares.

[TporpammMHuoe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Amnammzarop tpaduka Wireshark

— Juctpubyrus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocT cetu MaxPatrol Education

— Cucrema oOHapyXeHHs BTOpKEeHU# Snort

— Cucrema oOHapyXeHHs BTOpKEeHUH Suricata

— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.3. MaTepuajabHO-TeXHHYECKOE ¥ MPOrpaMMHOe ofecrnedeHne 1Jis1 JJa00paTOPHBIX padoT

JlaGopaTopust mporpaMMHO-arapaTHRIX CPEACTB oOecriedeHus: HH(OOPMaAITMOHHOM
0€e30MacHOCTH

yqe6HasI ayauTopus JJId MPOBCACHUA 3aHSATUU MMPAKTHUYICCKOIo TUIia, yqe6Ha$[ ayauTopus IJid
MIPOBEICHUS 3aHATUH JIaOOPATOPHOTO TUTIA

634045, Tomckas o6nacTs, . Tomck, yn. Kpacnoapmeiickas, 1. 146, 405 ayn. Onucanue
HUMEIOIIETOCS 000pYyI0OBAHUS:

- Kommsrorepsr kiacca ve Hmxe M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-I11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);

-  KowmrmiekT cnienmanu3upoBaHHON yaeOHON MeOenH;

- Pabodee MecTo mpemnoaBaTes.

[IporpammHuoe obecrieueHue:

— Microsoft Windows 7 Pro

— Visual Studio
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— VirtualBox

CpencTBa ckaHMPOBaHUS 3AIIUIEHHOCTH KOMIIBIOTEPHBIX CETEH:

— MaxPatrol Education,

— XSpider Education

CTeHpl U U3YYCHHS IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIOYAIOIINE:

- a0OHEHCKHE YCTPOHUCTBA: KOMITBIOTEPHI SuperMicro;

- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpelCTBa aHAJIM3a CETEBOTO TpaduKa U YriIyOJICHHON MPOBEPKHU CETEBBIX MAKETOB: aHAIU3ATOP
tpaduka Wireshark, nuctpubyrus Kali Linux;

- mesxceteBbie 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education,
CISCO ASA 5505, MD B cocrase mapmpyrtuzatopa Check Point CPAP-SG1200R-NGFW;

- CUCTEeMBI OOHApPYKEHHUSI KOMITBIOTEPHBIX atak: Snort, Suricata, COB B coctase
mapmpytusaropa Check Point CPAP-SG1200R-NGFW;

- Touku gocryna: D-link dwl3600ap;

- CUCTEMBI 3aIIUTHI OT yTeuku JaHHbIX: KoHTyp nHpopmannonHoii 6e3onacuoctu Searchlnform;

- CpelICTBa MOHHTOPHHTA COCTOSIHHSI aBTOMATH3UPOBAHHBIX CUCTEM: CHCTEMa MOHUTOPHUHTA
Zabbix;

- CpelCcTBa CKAHUPOBAHHUS 3AIIUIIICHHOCTH KOMITBIOTEPHBIX CETEH: CKaHep 0e30MacHOCTH
Xspider Education, cucrema ananu3a 3anuiieHHocTH cet MaxPatrol Education.

JlaGopaTtopus 6e3omacHoctu ceteit OBM / JIaboparopust kpunrorpaduu B 0aHKOBCKOM JIEIIe

yueOHasi ayIuTOpHs JJISi MPOBEACHUS 3aHATHI MPAKTUYECKOTO THIIA, ydeOHas ayIuTOpHs s
MIPOBEJICHUS 3aHATUH JIaOOPATOPHOIO TUIIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanye UMeroIIerocs 000pyI0BaHUS:

- Kommsrotepsl kiacca ne Himke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mir.);

- OOyuaromnuii CTeH;1 JIOKaIbHBIE KOMITBIOTEpHBIE ceTr Microtik routerboard (2 mit.);

CteHpl U U3Y4YeHUs IPOBOAHBIX U OECIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIOYAIOIINE:

- a0OHEHCKHE YCTPOUCTBA: KOMIBIOTEPHI SuperMicro;

- kommytaTopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpelICTBa aHaJIM3a CeTEeBOTo Tpaduka U yriIyOJIeHHON MPOBEPKH CETEBBIX MAKETOB: aHAIU3ATOP
tpadpuka Wireshark, nuctpudyrus Kali Linux;

- mesxceteBbie skpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B cocraBe mapuipytuzaropa Check Point CPAP-SG1200R-NGFW,

- CHUCTeMbI OOHApYKEeHUs KOMITbIOTEpHBIX aTak: Snort, Suricata, COB B cocTaBe mMapuipyTu3aTopa
Check Point CPAP-SG1200R-NGFW,;

- Touku gocryma: D-link dwl3600ap;

- CHCTEMBI 3allIUThI OT YTEUYKH JaHHbIX: KoHTYp nHpopMaimonHoit 6e3onacHocTu Searchinform;

- CpeJICTBa MOHUTOPHHTA COCTOSIHUSI aBTOMAaTU3UPOBAHHBIX CUCTEM: CICTeMa MOHUTOpPUHTA Zabbix;

- CpeJICTBA CKaHUPOBAHUS 3aIIUIIEHHOCTH KOMITBIOTEPHBIX ceTel: ckaHep Oe3omacHocTH Xspider
Education, cucrema aHanau3a 3amummennocty cetd MaxPatrol Education.

- ViPNET YMK «be3omacHocTE ceTeiiy;

Amnanuzarop kabenbHbix cereit MI 2016 Multi LAN 350, Ananuzarop Wi-Fi cereit NETSCOUT
AirCheck G2

- Kommyratop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Kommsrotep kiacca ne mmke i5-7400/8DDR4/SSD120G;

- AHanm3atop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mt.);

- Anaimmuzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mT.);
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- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;
- Mapmpyruzarop Cisco 891-K9 (2 mit.);

- Mapmpytuzatop Cisco C881-V-K9 (2 mt.);

- Mapmpytusatop Check Point CPAP-SG1200R-NGFW (2 mir.);

- Kommniext cienmanusupoBanHoi yueOHOU Mebenu;

- PaGouee mecto npemnoaasaress.

[TporpammMHuoe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHUHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnammzarop tpaduka Wireshark

— Juctpubytus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education
— Cucrema aganmsa 3amumieHaoctd cetd MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort

— Cucrema oOHapyXeHHs BTOp>KEHUN Suricata

— CpeactBo nocTpoeHus BUPTYalIbHBIX YacTHBIX ceTeid OpenVPN

13.1.4. MaTepuajibHO-TeXHUYECKOE U POrpaMMHoOe oOecneyeHue 1JIs1 CAMOCTOATEIbHOIH padoThl
s camocToATEnbHOW pabOThl MCIONB3YIOTCS YUEOHbIE ayTUTOPUHU (KOMIBIOTEPHBIE KJIacchl),
PACIIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas oOsacts, T. ToMck, Jlennna pocnexT, 1. 40, 233 ayn.;
- 634045, Tomckas obnacts, . Tomck, yin. KpacHoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, r. ToMmck, Bepuinauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMmck, Bepmmnuna ynuua, n. 74, 207 ayn.

CoctaB 000py10BaHUS:

- yueOHast meberb;

- komnbroTepsl kiacca He Hibke IIDBM INTEL Celeron D336 2.81T. - 5 mt.;

- KOMIIBIOTEPHI MOJKIIOYEHbl K ceTu «HTepHeT» M o0ecrnedyuBaroT JOCTYN B 3JEKTPOHHYIO
MH(POPMALMOHHO-00pa30BaTENbHYIO Cpe/ly YHUBEPCUTETA.

[TepeueHs mporpaMMHOTO 0OECTICYSHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. Matepua/ibHO-TEXHHYECKOe o0ecriedeHne M CUUIIMHBI JUIS JIMI ¢ OTPAHUYEHHBIMH
BO3MO’KHOCTSIMHU 310POBbSI H HHBAJIHI0B

OcBoeHME TUCIUIUIMHBI JUIAMH C OIPaHUYEHHBIMH BO3MOKHOCTSMHM 3/10POBbS U HWHBAJIUJaMU
OCYILECTBISIETCS C UCIIOJIb30BAaHUEM CPEJCTB 00yUEHUs OOIIEro U CHEeHaIbHOI0 Ha3HAYCHHUS.

[Tpu 3aHATHAX ¢ OOy4YaIOIUMHUCS € HApPYHIEHUSIMH CJyXa MpPeIyCMOTPEHO HCHOJIb30BaHUE
3BYKOYCWJIMBAIOLLEH anmapaTypbl, MYJbTUMEAMMHBIX CPEACTB U JAPYTUX TEXHUYECKHX CpPEICTB
npuema/nepeaadu yueOHoi nHdopmanuy B TOCTYIHBIX popMax, MOOMIIBHON CHUCTEMBI TPETIOAaBaHUS IS
o0yJaromuxcs ¢ HHBAJIUAHOCTBIO, MOPTATUBHOM HMHIYKIMOHHOM cHUCTeMBbl. Y4eOHas ayAuTOpus, B
KOTOPOHM 3aHUMArOTCA OOydaroluecs ¢ HapylIeHUEM cllyxa, 00OpyAoBaHa KOMIIBIOTEPHON TEXHHKOH,
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ayIMOTEXHUKOW, BUACOTEXHUKOU, IJIEKTPOHHOU TOCKOW, MYJIbTUMENUNHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 00yYalOIMMKCS ¢ HAPYLIEHUSIMU 3PEeHUSIMHM IIPEYCMOTPEHO UCIOIb30BaHUE B
JICKIIMOHHBIX U YYEOHBIX ayJUTOPUAX BO3ZMOKHOCTH ITPOCMOTPA yIaleHHBIX 00BEKTOB (HalpuMep, TeKCTa
Ha JIOCKE WM Claiifia Ha 9KpaHe) MpHU MOMOIIH BUEOYBEINUUTENEH sl KOM(POPTHOTIO MPOCMOTpA.

[lpu 3aHATHSAX ¢ OOydYalOUIMMHUCS € HAPYUIEHHWSIMM OINOPHO-IBUIaTebHOI0 amnmapara
UCIOJb3YIOTCS aJbTEPHATUBHBIE YCTPOMcTBAa BBOJAa HMH(GOpPMALMKU M ApPYrMe TEXHUYECKHUE CPENCTBa
npuema/mepenayn yueOHoil mHGOpManM B JOCTYHHBIX (popMax, MOOMIIBHONW CHUCTEMBbI OOyuUeHUS JUIs
JHoeH C MHBAJIMIHOCTBIO.

14. OIIeHO‘lHLIe MaTepHaJdbl U METOAUIECCKNE PEKOMCHAAILIUH I10 OPraHU3AlNU U3YICHUSA
AUCHHUIIIMHBI

14.1. Conep:xaHue OlleHOYHBIX MATEPHAJIOB U MeTOAUYECKHE PEKOMEeH1aluu
Jnis onleHKH creneHu chOpMUPOBAHHOCTH M YPOBHSI OCBOCHHSI 3aKPEIJICHHBIX 33 TUCIMILTHHOM
KOMIIETEHIIUH UCIIOJIB3YIOTCS OLICHOYHBIE MaTEpUalbl B COCTaBE:

14.1.1. TecToBbIe 3agaHus

1. ITo MacmTaby KOMITBIOTEPHBIE CETH TOPA3ACTSIOTCS Ha

a) 3Be3/1000pa3Hble, KOJBIEBbIC, IIMHHBIE

b) omHOpaHTOBBIE U CeTH "KJIMEHT-cepBep”

C) IPOBOHBIC U OECITPOBOTHBIC

d) nokanbHBIC U TII00ATBHBIC

2. 3ajmadeil kakoro ypoBHs monenu OSI sABisieTcsl ynpaBlieHHE OCTYIOM K Cpele B CEeTsX,
MTOCTPOCHHBIX HA OCHOBE Pa3/IesIeMON CpeIbl?

a) MPUKJIATHOTO

b) cereBoro

C) KaHaJILHOTO

d) ¢pusmueckoro

3. Kakoe MHHHUManbHOE KOJUYECTBO YPOBHEH MPOTOKOIOB (B TepMmuHax Mojaenu OSI) momxHbI
MOJIJICP’KUBATH MAPIIPYTU3ATOPHI CETEH C KOMMYTAIUEH TaKeTOB?

a)l

b) 2

c)3

d) 4

4. K tpancnioptHOoMy ypoBHIO Mozenn OS] oTHOCATCS MPOTOKOJIBL:
a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoii nmpuunHe B nportokosie RIP paccrosHue B 16 XOmoB Mexay CeTsIMH MoJlaraercs
HEJOCTHXKUMbIM?

a) 1oJie, OTBEJIEHHOE JUIsl XPAHEHUS 3HAYCHUS PACCTOSHUSA, UMEET JUIMHY 4 JBOMYHBIX pa3psaia

b) A1 MOTy4eHUs: MPUEMIIEMOT0 BPEMEHH CXOJUMOCTH alropuT™Ma

c) cetH, B KOTOpbIX padoTtaeT RIP, penko 6p1BatoT O0NBIIMMU

d) TaGnuIel MapUIPyTU3aLMU HE MOTYT XpaHUTh Oonbiie 16 3amuceit

6. Uto myxHo craenats Ha DHCP cepBepe uTo0bI HCKITIOUNTD BhIady omnpeaenenroro IP aapeca u3
CYLIECTBYIOILErO AMana3oHa’?

a) co3aarh nuamas3oH [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomacte DHCP

d) co3nate uckmouenue st [P agpeca

7. Kak Ha3bpiBaeTcst 00beKT Active Directory, KOTOpbIN XpaHUT HH(GOPMAIIMIO 00 YUETHBIX 3aIUCSX,
o0IIKX pecypcax, Hoapa3aesieHusIX?
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a) CeTeBOM OCTYI

b) katanor

C) mamka

d) momen

8. Kaxoii mpoTOKOJI HCTIONB3YeTCs AJIs IOCTYyMA K Ciryk0e katanoroB AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KommbroTep, 3aHUMArOIIUICS 00CITYy)KMBAaHUEM CETH, YIPaBJICHUEM Iepeaadeld coOOImeHn, 1
MPEJOCTABIISIONINH yIAIEHHBIA JOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii cTaHIIHEH

d) xocTom

10. Meton mepenaud JaHHBIX, IPU KOTOPOM JaHHBIE NEPECHUIAIOTCS B JBYX HAalpaBICHUIX
OJTHOBPEMEHHO, Ha3bIBACTCH ...

a) CUMILJIEKCHBIM

b) nynaeKCHbIM

C) CHHXPOHHBIM

d) momynymiekCHBIM

11. AHanu3 3amuIleHHOCTH - ITO ...

a) BBIOOp OOOCHOBAaHHOTO Ha0Opa KOHTPMEp, IMO3BOJIIONIMX CHU3UTH YPOBEHb PHCKOB JI0
MIPUEMJIEMOM BETUYUHBI

b) He3aBUCHMAas HKCIIEPTH3a OTACIBHBIX 00acTel (YYHKIIMOHUPOBAHUS TPEATIPUSATHS

C) mpoleaypa y4deTa JeiCTBUH, BHIIIOJIHIAEMBIX MOJb30BaTEIeM Ha MPOTSHKEHUH CeaHca JI0CTyIa

d) mouck ys3BHUMBIX MeCT HH(POPMAIIMOHHON CUCTEMBI

12. BozneicTBUE Ha CHCTEMY C LENbIO CO3/IaHUS YCIOBUM, MPU KOTOPBIX JIETaIbHbBIE MOJIH30BATENN
CHCTEMBI HE MOTYT IOJyYUTHh JOCTYI K IPEIOCTaBISIEMbIM CHCTEMOW pecypcam, MO0 3TOT JIOCTYII
3aTpyJaHEH.

a) DoS-araka

b) HECAaHKIIMOHUPOBAHHBIN TOCTYI

C) HE3aKOHHOE HCITOJIb30BAHNE TIPUBUIICTHIA

d) nporpaMMHas 3aknajka

13. TIporpamMmMHOE CpeACTBO IS YAAJICHHOHN MU JIOKAIbHOW JTMArHOCTHKH Pa3IMYHBIX 3JIEMEHTOB
CEeTH Ha MPeIMET BBISBICHUS B HUX Pa3IMYHbBIX YSI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) monuTHKa 6€301MacCHOCTH

C) CPEICTBO JICIECTUPOBAHMS aIMHUHUCTPATHBHBIX TTOJTHOMOYHIA

d) ckanep GezomacHOCTH

14. ... - mpornecc GJIOKMPOBKH BBISIBJICHHBIX BTOP>KEHUM.

a) aHaAJIM3 3alMIEHHOCTH

b) oOHapykeHue aTak

C) MPEJOTBpAIlEHUE aTaK

d) ayaut 6e3omacHoCTH

15. B xypHaie ayTeHTU(UKAUN OOHAPYKEHO HECKOJIBKO 3alMCcel HeYCHEIIHBIX MOIMBITOK BONTH
B CHCTEMY I10]] YYE€THBIMH 3allUCIMHU N0JIb30BaTenel. Bo3MoskHo Obliia monsiTKa moadopa mapoieit. Kakoe
CTaHJapTHOE CPEJICTBO CIIEYET UCIIONb30BaTh /Ul YMEHBIIEHUS pUCKA TaKOTO pojia aTtak?

a) UCTIOJIH30BATh CHCTEMY OOHAPYKEHHSI BTOPKCHUN

b) nepeuMeHOBaTh YUETHYIO 3alIUCh a]MHHUCTPATOPa

C) UCIIOJIb30BAaTh MYJIbTU(AKTOPHYIO ayTEHTU(DUKAIIIO
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d) BKIIOUNTH OJOKHMPOBKY YYETHBIX 3aluCeil MPH ONPEAEICHHOM KOJWYECTBE HEYCIIEUIHBIX
MOTBITOK PErHCTPaIuU

16. Tlomutuka Oe3omacHOCTH TpeOyeT COKpBITHS cxembl [P-anpecanuu, HCHOIB3yeMOW BO
BHYTpeHHeH ceTu. Kakas u3 nepedyrcieHHbIX TEXHOIOTHI MO3BOJIMT PEIIUTh MOCTAaBIECHHYIO 3a1a4y?

a) cucreMa OOHapyXEHUS BTOP)KEHUH

b) mepcoHaIbHBIN MEXKCETEBOM IKpaH

c) NAT

d) aHTHUBUPYCHOE IPOTPAMMHOE 00ECTIICUCHUE

17. TexHomorusi, KOTopasi Jyisi OOHAPYKEHUsI aTaK HMCIOJIb3yeT, Hampumep, obpasenr IP-makera,
XapaKTepHOTo ISl KaKOM-HUOYIb ONpeIeNICHHON aTaKu.

a) MOHUTOP PErUCTPALMOHHBIX (PaiiIoB

b) KOHTPOJIB IIEITOCTHOCTH

C) BBISIBIICHUE aHOMAJIbHOH JIeSTETbHOCTH

d) aHanu3 curHatyp

18. Cornacuo knaccudpukamn @CTOK Poccnn, MexxceTeBoi SKpaH MPUMEHSIEMBIN Ha JIOTHYECKOM
rpanuue MC uim Mexay Jorudeckumu rpanunamu cermeHToB UC, ato MO ...

a) Tuna A

b) tuna b

c) tuna B

d) tuma I

19. Cornacuo knaccudukamnu @CTIK Poccun cuctemMbl 00HapyKEHUST BTOPIKEHUH JIENATCS Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHEIIHNE U BHYTPEHHUE

C) CHMMETPHYHBIE U ACUMMETPUYHbBIC

d) kxoMMyTHpYeMBbIE 1 HEKOMMYTHPYEMBIE

20. CornacHo mpo¢uII0 3alIUTHl CPEACTBA AHTUBUPYCHOW 3aIIUThl THMA «bY» ycTaHaBIMBAIOTCS
Ha ... ”HPOPMAIIMOHHOHN CUCTEMBI, (DYHKIIMOHUPYIOIIEH Ha Oa3e BEIYUCIUTENLHON CETH.

a) pabourie CTaHIIUU MOJIb30BaTeNeH

b) cepBepbl

¢) pabouyro CTaHIMIO aIMUHHUCTPATOPa

d) cepBepsl u paboune CTaHIIUU

21. 3amuTa pecypcoB ceTH OT HECAaHKIIHOHUPOBAHHOTO UCIOJIb30BAHUS - 3TO

a) oxpaHa 00OpyZOBaHUS CETH

b) 3ammuTa siapa 6e30macHoCTU

C) KOHTPOJb AOCTyMa

d) 3amuTa nepumeTpa 6€30MaACHOCTH

22. CpencTBo 3alluThl, 00ecneunBarollee 3alliIlleHHOCTh HHQOPMALIUK OT yTrpO3 HEJIETUTUMHOM
nepeaayd AaHHBIX U3 3alIUIIEHHOIO CErMEHTa CUCTEMbI IMyTEM aHajiu3a U OJOKHPOBAHHS MCXOJSIIEro
Tpaduka

a) MEXCETeBOU IKpaH

b) cpencTBO aHTUBHPYCHOM 3aIUThHI

c) DLP-cuctema

d) ckanep Ge3omacHOCTH

23. Cpenctso, pemiaroniee 3a1a4i KOHCOIUAAUN U XPAaHEHHUS )KYPHAJIOB COOBITUH OT pa3nYHbIX
MCTOYHHKOB, a TAaK)K€ MMEIOIIee HHCTPYMEHTHI ISl aHalIM3a COOBITHI M pa30opa WHIMIEHTOB Ha OCHOBE
UX KOppEeJsui U 00pabOTKU MO MpaBUIaM — 3TO ...

a) DLP-cuctema

b) cucrema oOHapyKeHHs BTOP)KEHUH

¢) SIEM-cucrema

d) ckanep GezomacHOCTH

24. Cnoco6 nepexBaTa UH(OpMaLMK, TPU KOTOPOM HAa MAalIMHY YCTaHABIMBAETCS MPOrPAMMHOE
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CpenCTBO, coOuparoliee U nepeaaroiiee HHGopMamuo — 370 ...

a) TIepexBaT B pa3phiB

b) ceteBoil mepexBaT

C) areHTCKUH mepexBaT

d) mepexBaT myTeM MHTETPAIMHA CO CTOPOHHUMH MPOTYKTaMHU

25. IlporpaMMHOE WM ammapaTHOE CpPEICTBO, KOTOPOE OCYHIECTBISCT MOHUTOPUHI CETH B
pEaTbHOM BPEMEHHU C IIEIIBIO BBISIBICHUS, IPEAOTBPAIICHUS U OJOKHPOBKH BPETOHOCHON aKTUBHOCTH.

a) MEXCETEBOM IKPaH

b) cucrema oOHapyKeHUS BTOP)KEHUH

C) cucTeMa MpeI0TBPAIICHUST BTOPIKECHHI

d) cpencTBO aHTUBUPYCHOM 3aIIUTHI

26. K kakum Meromam cOOpa JaHHBIX, HCIOJB3YIOIIUXCS TPH ayauTe WHPOPMAIMOHHOM
0e3omacHocTH, oTHOCHTCA MaxPatrol?

a) aHAIIU3 JOKYMCHTAIUH

b) npenocTaBiieHNe OMPOCHBIX JINCTOB

C) UCTIOJIH30BAHUE CIICITUATU3UPOBAHHBIX TPOTPAMMHBIX CPE/ICTB

d) uHTEpBBHIOUpPOBAHHE

27. Kakoii 3 MeTO10B IPOBEPKHU HAIIPABIICH HA OIIPE/ICIICHUE HATUYHUS YI3BUMOCTH 110 KOCBECHHBIM
npu3Hakam?

a) aKTUBHBIC 30HIUPYIOIINE TIPOBEPKU

b) mpoBepka 3aroJ0BKOB M aKTUBHBIE 30HAMPYIOIINE IPOBEPKU

C) MpOBEpKa 3arojI0OBKOB

d) umuTarus arak

28. B kakoM peKUME CKaHHMPOBaHUS CHCTEMbl aHajiW3a 3aluiieHHoctd MaxPatrol MoxHO
MIPOU3BECTH MOAO0P MapoIei?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakoM pexxume ¢pyHkimonuposanus [Psec mmdpyercs Bech ucxoausiii [P-naker, a 3arem oH
BCTABIISIETCS B MOJIE TAHHBIX HOBOTO TIaKeTa?

a) TPAaHCTIOPTHOM

b) TyHHETEHOM

) B 000MX pexxuMax

d) [Psec He ucnonb3yer mudpoBaHue

30. Ilponecc monydeHHUss OOBbEKTHBHBIX KAaYECTBEHHBIX W KOJUYECTBEHHBIX OIEHOK O TEKYILEM
COCTOSIHUM HMH(OPMAIMOHHONW 0€30MacHOCTH OpraHW3allid B COOTBETCTBHHM C ONpPEICIEHHBIMU
KPUTEPUSIMH U TIOKa3aTeNIMHU O0€30MacHOCTH — 3TO ...

a) BBISIBJICHUE aHOMAJIBHOH JICITeITLHOCTH

b) aHanmM3 3aUIIEHHOCTH

¢) ayauT uH(OPMAIMOHHOM 0€30MMacHOCTH

d) ycraHOBKa CUCTEMBI 3alTUTHI

14.1.2. Dxk3aMeHAMOHHBIEC BONIPOCHI

1. TumnoBele KoHpUrypauuu UHOOPMALMOHHBIX  cucTeM. BnusHue  KoHUrypauuu
MH(POPMAIIMOHHOM cHCTeMBbl Ha 0€30MacCHOCTh XPAaHUMBIX, 00pabaThIBA€MbIX U NEpelaBaeMbIX IO CETH
JAHHBIX.

2. Yrpo3a. Ysa3BuMocTb. ATaka. B3auMocCBs3b MEKIY STUMH TOHATHSAMM.

3. Kimaccudukanms yrpo3 nHGOpMAIMOHHON 0€30MaCHOCTH BBIYUCITUTEIBHBIX CETEH.

4. Knaccuukanus ya3BUMOCTEH.

5. Kimaccudukanms arak.

6. IlepexBat undopmaruu B cetn. UHCTpyMeHTHI. CIOCOOBI TPOTUBOAECHCTBHS ITEPEXBATY.
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7. Spoofing. Crioco6s! moaaenku uaeHTuduKaTopoB. CriocoObl IpOTUBOACHCTBHS spoofing’y.

8. DOS-araku. Ocobennoctu peanm3aiuu. Criocoos! mpotuBoaericTBus DOS-atakam.

9. YHuBepcanbHble MeTOAbl oOecreyeHHs HHQPOPMALMOHHOW 0€30MacHOCTH KOMITBIOTEPOB U
KOMIIBIOTEPHBIX CETEH.

10. Cnenmanu3upoBaHHBIE  METOABI  OOecredeHus  HHPOPMAIMOHHOW  0€30MacHOCTH
KOMITBIOTEPHBIX CETEH.

11. Unentuduxamms u ayreHTudukanus. OcoOeHHOCTH ayTeHTU(UKAIMK TOIbh30BaTEeNICH B
KOMITBIOTEPHBIX CETSX.

12. IIporokon Kerberos. Haznauenne. OcobeHHOCTH (PYHKITMOHUPOBAHHMSL.

13. Pa3rpanndenue qoctyna K UHQOPMAIIMOHHBIM PECypcaM KOMITbIOTEPHBIX CETEH.

14. Kpunrorpaduyeckas 3amura HHPOpPMAMK B KOMIBIOTEPHBIX ceTsaX. JlocTomHCTBa M
HegoctaTku. CriocoObl MPeoA0IeHHs KpUIITOTpaduuecKor 3auThl HHGOPMaIUH.

15. Dnexrponnas noanuch. Haznauenue. [lpumenenue yist 3alidThl CETEBOIO B3aMMOJICHCTBHUS.
[Ipumepsi.

16. Cxaneps! 6e30nacHocTd. CriocoObI BBISIBICHUS YS3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

17. Aynut B uHGOpMalMOHHBIX cUcTeMax. DYHKIMM M Ha3HA4YeHHE ayduTa, €ro pojib B
obecrnieueHnr HHPOPMAITMOHHOHN 0€30MIaCHOCTH.

18. Cucrembl oOHapykeHUsi BTOp>KeHUil. CUCTeMbl MPEIOTBpALICHHUS BTOpKEHHH. MeTonuku
BBISIBIICHUS CETEBBIX aTaK.

19. CeTeBble U XOCTOBBIE CHCTEMbI OOHAPYKEHUS U IPEIOTBPAICHHs BTOpP>KeHUH. JJoCTOMHCTBA U
HE/IOCTATKH.

20. MexcereBble 2kpanbl. Kiaccubpukanus. BapuanTel pa3MenieHHs: MEXCETeBOr0 JKpaHa.
JlocTOMHCTBA M HEAOCTATKU.

21. lemunutapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIIETICHUS.

22. Knaccudukammss MEXKCETEeBBIX OJKPaHOB II0 YpOBHSAM 3ammiieHHOCTH. [lokaszarens
3aIUIICHHOCTH, MpUMEHseMble aJs Kiaccupukanuu. [IpuMeHeHrne MeXCeTeBbIX 3KPAaHOB Pa3IUYHBIX
KJIACCOB.

23. Texuonorusi VPN (Buptyanbnbie yactHbie ceTH ). Haznauenue. JlocToMHCTBA U HEAOCTATKHU.

24. OCHOBHbIE KOMIIOHEHTBI TEXHOJIOTUU BUPTYalbHbIX YacTHbIX ceTell (VLAN).

25. Bpenonocublie mnporpammsel. Kmaccuduxamnus. Kananel pacnpoctpaHenus. BnusiHue Ha
WH(POPMAIIMOHHBIE CUCTEMBI.

26. AatuBupycHble cpeacTta. Knaccudukanus. MeToauKy BhISIBICHUS BPEIOHOCHOTO KOJA.

27. CpenctBa obecrieueHuss uHpopMannonHoi oOesomacHocth B OC  Windows’2003.
Pasrpannuenue noctyna Kk ganabiM. ['pynmnoBas monutuka. O6nacTs AEMCTBUS TPYIIOBBIX MOJTUTHUK.

28. OcHOBHBIE 2Tarnbl pa3pabOTKH 3aTUIIICHHOW KOMITBIOTEPHOM CETH.

29. Ilpobnembl obecrieueHus: 0e30MacHOCTH MPUKIATHBIX cepBucoB (Bed, mouta, FTP) u ux
pereHus.

30. ®usnueckue cpeacTBa odbecrnedeHuss MHGOpMaMoHHONH 0€30acHOCTH.

14.1.3. TeMbI OIPOCOB HA 3AHATHUSIX

Uctopus passutus cereii DBM. MecTo U poib BBIUMCIUTEIBHBIX CETEHl B COBPEMEHHOM MHpE.
OcHoOBHbIE IOHATHUS U TepMUHOIOTUs. O0IIKe IpeACTaBICHUs O BBIYUCIUTENbHOI ceTu. O011ee NoHsATHE
00 MepapxuuecKkoll CTPYKType HpOTOKOJOB. I[IpMHIMIBI MHOTOYPOBHEBOW OpraHU3allid JOKAJIBHBIX U
rinobanbHbIX cereit 9BM. Mozens OSI. CtannapTHble CTEKM KOMMYHHKAIIMOHHBIX TPOTOKOJIOB.

Cranpapruzanus B cetsix. Kimaccuduxanus BeranciutensHbix ceteil. TpeboBanus, npeabaBiseMble
K COBPEMEHHBIM BBIUMCIUTEIBHBIM CETAM. MeETOApl M TEXHOJIOTHH IPOEKTHUPOBAHUS CPEICTB
TeneKkoMMyHuKaui. Ctpykrypusanun cetu. @usznyeckas M JOru4eckas TONOJIOrMH ceTeil. OCHOBHOE
KOMMYHHKAIIHOHHOE 000pYA0BaHNE

Kananbr cBsi3u. XapakTepuCTUKM KaHAIOB CBs3W. Jlormdeckoe KoaupoBaHUE. ACHHXpPOHHas M
CHUHXpOHHas nepenayn. Mepapxus B kabenbHO cucteme. CTpyKTypupOoBaHHas KaOenbHas cucTeMa.

Kondurypauuu okaabHbBIX BBIUHMCIMTENIBHBIX CeTel M MeTonbl aocTyna B HuX. CTpykTypa u
¢bynkuun nokanbHbIx ceteit. Conepxanue ctangapra IEEE 802. ba3oBble TeXHOIOTHH JIOKAJIBHBIX CETEH.
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IEEE 802.2 Ethernet. O60pynoBaHu€e JOKaJIbHBIX CETEH.

[IporpaMmmHuble cpencTBa TelnekoMMyHHKanuu. CTpykTypa HOporpaMMHOro oOecrnedeHus
nokanbHOM cetH. Kiaccupukamuss mporpaMMHOro obecneueHusl JOKaJdbHBIX ceTed. [IpuHuumsl
MTOCTPOCHHUSI CETEBOT0 MPOrpaMMHOr0 00eCreYeHHs U CETEBbIX OIepaloHHbIX cucteM. Kiaccudukanus
cepBepoB. [IpoexkTupoBanue cereit 9BM 1o npuHIUNYy «KIHMEHT-CEPBEPY.

CereBoli ypoBeHb nepefauu AaHHbIX. [P-agpecanus. Peanuzanus MeXceTeBOro B3auMOICUCTBUS
cpenctBamu TCP/IP. Tlopsimok pacnipenenenust [P-aapeco. OtoOpakenue IP-aapecoB Ha JOKalbHBIC
anpeca. ARP nipoTokosn.

ITpunuuner mapmpyruzanuu B IP-cersax. Ilporokonmsl Mapmpyrtusanmu. Ilonstue nomena.
Homennas aapecanus B [P-cersx. DNS npoTtoko.

ITporoxoin IPv6. IIporokons! TpancnoptHOro ypoBHs TCP n UDP.

CoBpeMeHHbIE TEHACHIIUM PAa3BUTUS TEIECKOMMYHUKAIIMOHHBIX CUCTeM. MHTerpanus pa3nudHbIX
TUIIOB CETEW U CETEBBIX CcIyk0. Bupryanuzanus napopMannoHHbIX cucteM. O0IauHbIe BEIYUCIICHUS.

ObecnieueHne 6€30MACHOCTH TEIEKOMMYHHUKAIIMOHHBIX CBSI3€H U aMHUHHCTPATUBHBIA KOHTPOJIb.
OCHOBHBbIE MIOHATUS U TEPMUHOJIOTUS.

Tunosble yrpo3sl ceteBoil Oe3zomacHOCTH. OCHOBBI KiacCHU(PHUKAIMU CETEBbIX Yrpo3 U arTak.
Brnusinue genoBeueckoro ¢akropa Ha CETEBYIO O€30MaCHOCTb.

3ammra TOMOJIOTUM CeTH. BupTyanbHble JOKajdbHbIE CeTU. JlONOJHUTENbHbIE (DYHKIUH
KomMMyTatopoB. [lepconansHbie 3Kkpanbl. AOOHEHTCKOE MU (POBaHUE.

3ammra cereBoro Tpaduka M KOMIIOHEHTOB ceTH. 3ammra KommoHeHToB cetu ot HC/.
bezonacHocth pecypcoB ceru. CpencTBa MACHTH(QHKAIMKA W ayTeHTH()HUKAIMK, METOMABI pa3/IeicHUs
PECYPCOB U TEXHOJIOTHH pa3rpaHUYeHHs] TOCTyTA.

CpencTBa NoBBIIEHUS HAIKHOCTH (PYHKITMOHUPOBAHMS C€TEH. 3aluTa OT COOEB AJIEKTPOIUTAHMUS,
anmnapaTHOrO U MporpaMMHoro odecnedenus. KoHTponb 1 pacnpeneneHne Harpy3ku Ha BBIYUCIUTEIbHYIO
CETb.

PernamenTupytomiye T10KyMEHTHl B 001acTU 0€30MaCHOCTH BBIYMCIUTEIBHBIX ceTeld. CTaHaapTh
0€30MaCHOCTH BBIYUCIUTEIBHBIX CETeH W MX KOMIIOHEHTOB. [IpaBoBbIe OCHOBBI 3aIIUTHl MHPOPMALIUH B
CeTsIX.

CereBbie omeparnmionHbie cucteMbl Windows, Unix/Linux. OCHOBHBIE TPOTOKOJBI, CIIYXOBI,
(GyHKIIMOHUPOBAHKE, CPEJICTBA OOECTieueHUs: OE30MaCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJISL.

[Tonmutuka Oe3zonacHoctu: IloHsTHE MonuTHKKM Oe30macHOCTU. THUMOBBIE 3JIEMEHTHI IMOJUTUKH
6e3onmacHoctu.  [loctpoenuwe,  peanuzanus,  HOAAEp)KaHHE W MOAU(UKAUSA  MOJUTHUKH
6e3onacHoctu.Kpurepun onenku OezonacHoctu ceTeBbIXx OC. OCHOBHbBIE KPUTEpUHU aHAINW3a CETEBOU
6e3onacHoctu. OOm1as mporenypa aHaiausa.

OcHoBHbBIE MEXaHU3MBbI 00ecIIedeHHs OE30MACHOCTH U YIIPABJIEHUS paclpeIeIeHHBIMU PECYPCAMH.
ObecnieueHne HaIKHOCTH UHPPACTPYKTYpHI IHTEpHET.

3amuTta kaHaloB cBs3M B UMHrepHer. Bunel wucnonb3yembix B MHTEpHET KaHajIOB CBSI3M.
Hcnonbp30BaHne MEXCETEBBIX SKpaHOB. BUpTyanpHbIe YaCTHBIE CETH.

Va3BUMOCTH 1 3amuTa 0a30BBIX MPOTOKOJIOB U ciyk0: [IpoTokonsl mapuipytuszanuu. CeMencTBo
TCP/IP. Cnyx0b1 noucka. bezonachocte WWW 1 351eKTpOHHON TOYTHI.

CucreMbl OOHapy)XeHHMsT M MPOTUBOAEUCTBUSA BTOpKeHUsAM. Kilaccupukanuss W OpPUHLUIBI
(YHKIIMOHUPOBAHUS CUCTEM OOHapyKeHUs BTOpkeHH. CkaHepbl 0€301MacHOCTH.

Knaccel ckanepoB 6€30MacHOCTH U 0COOEHHOCTH IPUMEHEHUs. 3aliiuTa OT BUPYCOB.

3ammra 3JeKTPOHHOT 0 IOKyMEHTO000poTa.

14.1.4. Tembl 1200paTOPHBIX PadOT
MopnenrpoBaHue CETEBBIX YCTPONUCTB U MPOTOKOJIOB B JIOKAIBHBIX CETAX
MonenupoBanue BUpPTyalbHbIX JoKambHBIX ceTel (VLAN) ¢ pasrpaHrnueHreM 10CTyna K CETEBBIM
pecypcam
Hactpolika nogkimtoueHus y3ia K ceTu. ABTOMaTHYECKasl AMHAMUYECKasi U CTaTUUECKasi HACTPOUKH
CETEBOT0 MOJKIHYECHUS.
Crex npotokosioB TCP/IP. IIpukinagasie mpotokossl cetu MHTepHeT.
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Cetu Microsoft Windows. YpaBineHue ceTeBbIMH pecypcamMy B OJTHOPAHTOBOM CETH.

Cetu Microsoft Windows. Active Directory. YnpasieHue ceTeBbIMH pecypcamMy KOPITOpaTHBHOM
ceTu. [ pynmoBbie NOIUTUKH.

MopenupoBanue 6a30BbIX CITYKO U TPOTOKOJIOB MapIIPyTU3AIIUHU B TIIO0ATBHBIX CETSX.

bazoseie ciy:x6n1 cetu MaTepaer. DHCP. DNS. IIpoTokoibsl MapipyTH3aIum.

[Tpuknagusie cnyx0n cetn MaTepHeT. HacTtpoiika Web-, FTP-cepBepoB u cepBepa 2JIeKTpOHHON
MOYTHI.

Pasrpannuenue aocTyna K JIOKaIbHBIM U CETEBBIM pecypcaMm. JIuCKpelroHHas W MaHAaTHas
MOJIENIN YIIPABICHUS JJOCTYIIOM.

NHCcTpyMeHTHI U1 MicciieioBaHus ceTu (CHUdephI)

NHcTpyMeHTsI Ui UCClieIoBaHUs CeTU (CKaHepbl 0€30MacHOCTH)

MesxceTeBble SKpaHbI

AHTUBHpYCHAas 3alUTa

BupTtyanbHble 4acTHbIE CETH

CucreMbl 00HapyKEHUS U NPEJOTBPAIIECHNS BTOPKEHUIN

DLP-cuctembl

Be3onacHOCTh MPHUKIIAAHBIX TPOTOKOJIOB

14.1.5. 3auér

1. ITonsitue cetu. TpebGoBaHus, IPeabsBIsSEMbIE K CETH.

2. Knaccugwukamus cereii. [Ipusnaku knaccudukanuu.

3. Cetesble Tononoruu. [IpenmyiiecTBa u HelOCTaTKU 0a30BBIX CETEBBIX TOMOJIOTUH.

4. Mertoapsl KOMMYyTalMu Y3i0B ceTu. [IpeumyliecTBa UM HEJOCTATKU Pa3IUYHBIX METOJOB
KOMMYTAIIHH.

5. Meroabl afpecanyiv B MAJIBIX M OOJBIINX ceTsAX. TpeboBaHus K aqpecam.

6. OCHOBHBIE armapaTHbIe U IPOrpaMMHbIE KOMIOHEHTBI KOMITBIOTEPHBIX CETEHl

7. Ha3naueHnue u coctaB TuHUN CBs3U. Ha3HaueHne Kak10ro KOMIIOHEHTA JIMHUH CBSA3H.

8. OcHoBHbIe BUJIbI epeaaronux cpel. Mx xapakrepuctuku. OrpaHuyeHUs NepeAaox cpes.

9. bectipoBoanas uaus cBsizu. CoctaB o0opynoBanus. [lonsTue kanana.

10. CereBas mogens OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUS OTKPBITHIX CUCTEM.

11. Crannaptuzanus cered. [Ipoext 802.x.

12. Meroab! nocTyna K cpelie nepeaadn JaHHbIX.

13. TlonsiTue npotokoia u uatepdeiica. Creku mporokosioB. CTaHAAPTHBIE CTEKH MPOTOKOJIOB.

14. CereBas apxutektypa Ethernet. bazoBslii crangapt. KoMnoHeHTsl peanu3annu Ha GU3HUECKOM
YpOBHE.

15. Crpykrypa kaapa texnosnoruu Ethernet. Texnonorus VLAN. Crannapt IEEE 802.1q.

16. CereBas apxutextypa Token Ring.

17. CereBas apxurextypa FDDI.

18. O6opynoBanue JIBC. Ilpunuumsl paboTel KOHIEHTPATOPOB, MOCTOB, KOMMYTAaTOPOB.

19. CereBble onepannoHHble cucteMsl. TpeboBanust, npeabsasisembie k cereBbIM OC.

20. ba3oBple MPUMHUTHUBBI Ieperadl COOOIIEHUH B paclpeleleHHON ceTu. BhI30B ynaneHHbIX
npouenyp. MexaHusm COKETOB.

21. CereBsie (aitsioBbie cucTteMbl. CeMaHTHKa pa3aesieHus Gaitios.

22. Ciryx06b1 ©MeHOBaHuUs pecypcoB. Ciryx0a kaTtanoro. JJoMEHHBIH OIXOI.

23. Cnyx0a katanoroB Active Directory. YnpaBrnenne o0bekTamMu ceTd. [ pynmoBbie MOTUTHKH.

24. 3agauu NOCTPOCHUS OOBEIMHEHHBIX CETEH.

25. T'nobansHas cerb WHuTepHeT. [loctpoenue. OcHoBHBIC MOHATHSI. CEMEHCTBO MPOTOKOJIOB
TCP/IP u ero posb B IOCTPOEHUH INI00ATBHBIX CeTEH.

26. Crex porokosioB TCP/IP. O6nacts npumeHenust. OCHOBHBIE XapaKTEPUCTUKH.

27. Tunel agpecoB, npumeHsemblx B ceTd MHrepHer. Ha3znauenue. Texnomorum pasperieHus
aJpecoB.

28. IP-anpeca. Knaccor IP-cereii.
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29. IP-anpeca. Texnonorust CIDR. ITonsitue ceteBoro npedukca.
30. O6opynoBanne I'BC. KpaTkast xapakTepucTuka U Ha3HAYCHHE.
31. Ctpykrypa cetu UHnTepHeT. ABTOHOMHBIE CUCTEMBI 1 MaructpanbHbie ceTH. THIBI TPOTOKOJIOB

MapIIpyTU3ALUH.

32. Mapupytuzanus IP-nporokosa. AIropuTMsl MapuIpyTH3aLuu.

33. [Iporokonsl mapmpytuzauuu RIP u OSPF. XapaktepucTuku, 10CTOUHCTBA U HEIOCTATKH.

34. IIporokon ARP. Haznauenwue. [Tpuniun GpyHKIMOHUPOBAHHUS.

35. IIporokon DHCP. Ha3nauenue. [IpuHimn ¢yHKIIMOHUPOBAHUSI.

36. Cnyx6a DNS. Haznauenue. [Tpuniun GyHKIIHOHUPOBaHHUS.

37. Ilporokonsl TpancnoptHoro ypoBHs crteka TCP/IP. CpaBHUTEIbHBIE XapaKTEPUCTUKH H

MPUHIUITBL paOOTHI.
38.
39.
40.
41.
42.

I10.
43,
44,
45.

IlepexBat nakeToB B JoKajlbHOU ceTH. MHCTpyMeHThl. CTpyKTypa MakeToB.

TexHosoruu «nociuenHen Munn». [IporpaMMHBIN 1 annapaTHbId COCTaB.

Cny:x661 WWW u FTP. IIporokomsl. HacTpoiiku cepBepHoro u kinueHtckoro I10.

Cnyx06a E-mail. [IpoTokossl anextponHoi noutsl. Hactpoiiku cepsepHoro u kimentckoro [10.
Cny>x06a MrHOBEHHBIX cooOmenuii Jabber. [Iporokonsl. HacTpoiiku cepBepHOTo U KIMEHTCKOTO

TexHnonoruu nepenayu ronocoBoit uudopmarnuu. [Iporoxonsr SIP, RTP.
Tumnosas CTpyKTypa OTKa30yCTOMYMBOIO KiacTepa. PesepBupoBaHue 1aHHBIX.
OcHOBHBIE KOMaH/Ibl, UCIIOJIb3yeMbI€ IIPH pabOTe C CEThIO B PEKUME KOMAHIHOU CTPOKH.

14.2. TpeﬁoBa}mﬂ K OHCHOYHBIM MaTepHuajJdaM Jisl JUll ¢ OrPaHUYCHHBIMHA BO3MOKHOCTAMMU

310POBbsI H HHBAJINI0B

I[JISI Jyan ¢ OrpaHUYCHHBIMHM  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB MPCAYCMOTPCHBI
AOHNOJHHUTEIIBHBIC OIICHOYHBIC MATCpHUAJIbl, IICPCUYCHDb KOTOPBIX YKA3aH B Ta6J'II/II_IC 14.
Ta6Jmua 14 — I[OHOJIHI/ITCJII)HI)IG MaTCpHraJibl OLCHUBAHUA IJId JIMI C OTPaHUYCHHBIMHU BO3MOKXHOCTIAMU

3A0POBbA U HUHBAJINAOB

Kareropun
o0yJaromuxcs

Buael 1onoTHUTEIBHBIX OLEHOYHBIX
MaTepUajoB

@DopMBbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHS

C HapyleHusIMU
ciyxa

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE PaOOTHI

[IpenMy11eCTBEHHO MTUCEMEHHAs
IIPOBEPKA

C HapyuieHUsIMH
3peHust

CobecenoBaHue 1o BOIpocaM K 3a4eTy,
OTIPOC TI0 TEPMUHAM

[IpenmyIiecTBEHHO yCcTHAs IPOBEPKa
(MHAMBUTYATIBHO)

C HapyuieHUsIMH
OIIOPHO-
JBUTATEILHOTO
anmapara

Pemenne nuCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI)I, IIMCbMEHHBIC
CaMOCTOSITENTbHBIE PAa0OTHI, BONPOCHI K
3a4ery

Hpel/IMYHIGCTBeHHO JAUCTAaHIIMOHHBIMHU
METOdaMH

C orpaHu4eHUsMHU IO
00IIEMETUITTHCKUM
[IOKa3aHUAM

TecTbl, NMCbMEHHBIE CAMOCTOSITEIbHBIE
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI

HpeI/IMYH_IeCTBCHHO IMpOBEPKa
METOJaMHM UCXOOs U3 COCTOSAHUSA
06y‘IaIOIlIel"OCH Ha MOMCHT ITPOBCPKU

14.3. MeToanyecKkue peKOMeHIAHM 110 OLIEHOYHBIM MaTepHaJiaM /Uil JHUI[ ¢ OrPAHHYeHHbIMHU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

Jnis Ui ¢ OrpaHWYeHHBIMH BO3MOKHOCTSMH 3]I0POBbSI M MHBAIMJOB IPEAyCMaTPUBAETCS
nocTymHas popMa IpeaoCcTaBIeHHs 3aJaHIH OIIEHOYHBIX CPENICTB, & IMEHHO:

— B IIeyaTHOI popme;

- B IIEYaTHOH (OopMe C YBEITMUYCHHBIM HIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTEHHS aCCUCTEHTOM 33/1aHUs BCIYX;
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- IpeOCTaBIICHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYP/I0TIepEBO/Ia.

JIunam ¢ OrpaHMYCHHBIMH BO3MOJYKHOCTSIMHU 3J0POBbS W WHBAJIHIAM YBEJIHMYMBACTCS BpEeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. /[l Takux o0Oydaromuxcsi INperycMaTpuBaeTCs
nocTynHasi popMa npegocTaBIeHHs OTBETOB HA 33JJaHUs, a UMEHHO:

- NICBMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C HCIIOJIb30BAHHEM YCIYT aCCHCTEHTA,

- IPEeCTaBICHNUE OTBETOB YCTHO.

[Tponeypa olleHMBaHUA PE3yIbTATOB 00YUESHHUS JIUI] C OTPAaHHYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbSI
U WHBAIMAOB 10 JHUCHUIUIMHE TIpeIycCMaTpUBaeT MpeAocTaBieHHe UHpopManmuu B (opmax,
alalTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbs U BOCIIPUATHS HHPOPMALIUH:

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHusI:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (popMe yBETMUECHHBIM MIPU(TOM.

JI1s1 1ML ¢ HAPpYLIEHUSIMM CJIyXa:

- B ()OpMe ITEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

JI1s1 1M1 ¢ HAPYLIEHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOH opme.

[lpn HEOOXOOMMOCTH Uil JIMII C OTPAaHWYCHHBIMH BO3MOKHOCTSIMH 3/I0POBbSl M HMHBAIUIOB
mpolielypa OICHUBAHUS PE3yJIbTATOB O0YYSHHS MOXKET ITPOBOJIUTHLCS B HECKOJIBKO TATOB.
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