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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTH) 10.05.04 HHpOpManmoHHO-aHAIMUTUYECKHE CHUCTEMBl O€30MacHOCTH,
yrBepxxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acenannu kadeapsr KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTunku:
[Ipenomasatens kad. KUBOBC A. K. HoBoxpecToB
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3aBeayroniuii odecreuynBaromiei kad.
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Pabouast mporpaMma JUCIUILIMHBI COTIIACOBaHa ¢ (PaKyJIbTETOM U BBITyCKaOIIeH Kadeapoi:

[exan ©b E. M. 1aBbiioBa
3aBenyronIuii BeITycKaromiei kad.

BUC P. B. MewepsikoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
JouenT xadeapsl 6€30MacHOCTH

nHpopmannonssix cucreM (BUC) O. O. Escrotun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YuTh CTYJIEHTOB OCHOBaM IMOCTPOCHHS U IKCIUTyaTalluH BHIYUCIUTEIBHBIX CETCH, MPUHIIUIIAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3agauy JUCHUIIIMHBI

JlaTh OCHOBBI:

—  — QpPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUS CETECH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJI0JIOTUH MTPOCKTUPOBAHMS, Pa3BEPTHIBAHUS U COMPOBOXKICHHS O€30MMaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3alTUIIIEHHBIX BBIYMCIUTEIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Hucnurnnuna «bezonacnocts cereit 9BM» (b1.B.O/I.5) otHOcutcst k Onoky 1 (BapmaTuBHas
4acTh).
[IpeamiecTBYIOMMUMH  TUCHUIUIMHAMHA, (HOPMUPYIOIIMMHA Ha4yalbHBIC 3HAHUS, SIBISIOTCS:
bezonachocts ceteit 9BM, Mudopmatika, OCHOBBI HHPOPMAIIMOHHON 0€30IaCHOCTH.
[Tocnenyromumu qucuUIInHaMu aBisitoTes: bezonacHocts ceteit DBM.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tpornecc n3y4yeHHs JUCIUIUIMHBI HAIIPABJICH Ha (POPMUPOBAHHE CIEAYIOUINX KOMITETCHIINA:

— IIK-9 cnocoOGHOCTRIO BBISBISITH OCHOBHBIE YTpO3bl 0€30MacHOCTH MH(GOPMAIUU, CTPOUTH H
UCCIIEIOBATh MOJENU HAPYIIUTENs] B KOMITBIOTEPHBIX CUCTEMAX;

— IIK-10 cnocoOGHOCTBIO OCYHIECTBIIATH BBIOOP TEXHOJIOTMHM, WHCTPYMEHTAJIBHBIX CPENCTB,
CPEACTB BBIUYMCIUTEIBHOM TEXHUKH W CpPEACTB obOecredeHus: HWHPOPMAIMOHHOW Oe30MacHOCTH
co3jJaBaeMbIX crenuanbHeIXx MAC;

B pe3ynbrare nzyueHuss AMCUUITINHBI 00 yYaOLIUICS TOJKEH:

— 3HaTh CpEICTBA M METOJbl XpaHEHHs MU IMepefdayd WHGPOpMalUK; 3TATOHHYIO MOETb
B3aUMOJICHCTBHS OTKPBITBIX CUCTEM; OCHOBHBIE CTaHJAPThI B 00J1aCTH MHPOKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOTUH; OCHOBHbIE HOPMAaTHUBHO IPaBOBBIE aKThl U HOPMAaTHBHBIE METOAMYECKHUE JOKYMEHTHI B
obsactu UH(POKOMMYHHKAIIMOHHBIX CHCTEM; HPUHIUITBI HOCTPOCHHUS 3alMIIEHHBIX
TEJIEKOMMYHUKALIMOHHBIX CHUCTEM; MEXaHU3Mbl pEaM3alliyd aTak B KOMIBIOTEPHBIX CETSX; 3allUTHBIE
MEXaHU3MBl U Cpe/icTBa OOECIeUeHUsl CeTeBON 0€30MacHOCTH; CPEACTBA U METOJbI MPEJOTBPAILCHHS U
0OHapYKEHHS BTOPIKEHUM.

—  YMeTb IIPUMEHSATH 3allUIIEHHBIE TPOTOKOJIbI, MEXKCETEBbIE IKPaHbl U CPEICTBA OOHAPYKEHUS
BTOP)KEHUH JUIsl 3alUThl MH(QOPMAIIMKM B CETSIX; OCYLIECTBIATh MEPbl MPOTHUBOAEHCTBHS HapyILIEHUSIM
ceTeBOi 0€30MaCHOCTU C HCIOJIb30BAHUEM Pa3IMYHbIX MIPOrPAaMMHBIX M alllapaTHBIX CPEACTB 3aLUTHI B
COOTBETCTBUM C TpeOOBaHMAMU HOPMATHBHO TIPABOBBIX AaKTOB M HOPMATUBHBIX METOJNYECKHUX
JIOKYMEHTOB.

—  BJIA/IeTh HaBbIKAMU KOH(UTYPHUPOBAHUS JIOKAJIBHBIX CETEH, HABBIKAMU PEAIU3aLUU CETEBBIX
IPOTOKOJIOB C TOMOUIbIO MPOrPaMMHBIX CPEJCTB; HABBIKAMU HACTPOMKM MEXKCETEBBIX HKPAHOB;
HaBBIKAMU TIPUMEHEHHUSI HOPMAaTHBHO TNPAaBOBBIX aKTOB M HOPMATHBHBIX METOIWYECKHX TOKYMEHTOB B
obnacTi MHPOKOMMYHHUKAIIMOHHBIX CHCTEM; METOAMKOM aHalu3a CEeTeBOro Tpaduka; MEeTOIUKOM
aHaJIn3a pe3yJbTaTOB pabOThI CPeICTB OOHAPYKEHUSI BTOPKEHHH.

4. O0beM AUCHHMILVINHBI U BUJbI y4eOHOH padoThl
OO6mass TpyOEeMKOCTh JUCIHUIUIMHBI cocTaBisieT 7.0 3a4eTHBIX €AMHULBI U TpeACTaBlieHa B
tabmuie 4.1.
Tabnuna 4.1 — Tpy10eMKOCTb JUCIUIINHBI

Bunel yueGHOIM nesTeNIbHOCTH Bcero gacos CemecTpbl

5 cemectp 6 cemecTp
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AynuTopHbIe 3aHATHSI (BCETO) 144 54 90
Jlexiuu 46 18 28
[TpakTuueckue 3aHATHS 18 0 18
JlaboparopHbie pabOTHI 80 36 44
W3 HUX B HHTEpaKTUBHOU (popme 40 16 24
CamocTtosTenpHas padora (Bcero) 72 18 94
OdopmieHne oT4eTOB MO JA0OPATOPHBIM 31 9 22
paboram
[TpopaboTka JIEKIIMOHHOTO MaTepHuasa 35 26
[TonroroBka K MPaKTUYECKUM 3aHSITHIM, 6 6
ceMHUHapam
Bcero (0e3 ax3amena) 216 72 144
[ToaroroBka u cmada sK3aMeHa 36 0 36
OO01ast TpyA0E€MKOCTb, U 252 72 180
3adeTHbie EauHuIb 7.0 2.0 5.0
5. Conep:kanue QU CHUNTHHBI
5.1. Pa3nesnsl JUCHUIIMHBI 1 BUALI 3aHATHHA
Pa3nensl AMCUMITIIMHBI U BUBI 3aHATHI NpUBeeHBI B Tabuie 5.1.
Tabnuna 5.1 — Pa3nensl IUCHMIUIMHBI U BUIBI 3aHATUI
Bcero
Haspasms pas/ie/on MUCIAIMHEL Tex., [Tpak. | Jlab. Cam. yacoB | PopMupyemble
3aH., 9 | pab., 9 | pad., q (6e3 KOMIICTCHITHH
AK3aMeHa)
5 cemectp
1 OcHOBHBIE TOHATHUSA 4 0 8 4 16 I1K-10
MH(OPMaLIMOHHBIX ceTel
2 OCHOBBI TTIOCTPOCHHS COBPEMEHHBIX 4 0 8 4 16 I1K-10
JIOKAJIbHBIX CeTeil
3 CeTteBble ONepaliOHHbIE CUCTEMBI 2 8 3 13 ITK-10, ITK-9
4 CpencTBa peanu3aii MeXCEeTeBOro 6 12 6 24 I1K-10
B3aUMOJICVCTBHUS
5 IlepcrieKTUBHBIE HANIPABIICHUS 2 0 0 1 3 I1K-10
Pa3BUTHUSI U TPOOIIEMBI
UH(OPMAIIMOHHBIX ceTel
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OCHOBHEBIE IOHATHS 4 0 0 4 8 ITIK-10, ITK-9
UH(POPMALIMOHHOM 6€30M1acCHOCTH
7 TexHoyorun o0ecneueHus 8 18 12 26 64 ITIK-10, ITK-9
0€30MacHOCTH B JIOKATBHBIX CETAX
8 O0ecnieuenue 6E30MaCHOCTH CETEH Ha 6 0 0 4 10 I1K-10, ITK-9
0a3e ceTeBhIX ONEPALMOHHBIX CHCTEM
9 Obecnieuenne 0€30aCHOCTH 6 0 32 16 54 I1K-10, ITK-9
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MEXKCETEBOI'O B3aI/IMOI[CI\/'ICTBI/ISI

10 ITpaBoBbIE OCHOBBI 3aLUTHI 4 0 0
MH(POPMALIUU B KOMIIBIOTEPHBIX CETSX.
3anMIeHHbI TOKYMEHTO000pOT

I1K-10, ITK-9

Uroro 3a cemecTp

28 18 44

54 144

Hroro

46 18 80

72 216

5.2. Conep:xanue pa3ie0B JMCUUILIAHBI (110 JIEKIUSIM)
Copneprxanue pas3ieiaoB AUCUUILIAH (I10 JEKIHMsIM) IPUBEACHO B TabuIe 5.2.
Tabmmma 5.2 — Coneprkanue pas3ieoB JUCIUIUIAH (IT0 JICKITUSIM)

HasBanus pasnennos

CopepxaHue pa3aesnoB AUCHUILTUHBI (TI0
JICKIIHSIM)

TpynoemMKkocTsb,
q

dopmupyembie
KOMITETCHIIHI

5 cemecTp

1 OCcHOBHBIE TOHATUI
UH(OPMAIIMOHHBIX
ceTren

Wctopus passutus cereii 9BM. Mecto u
POJIb BBIYUCITUTEIBHBIX CETCH B
coBpeMeHHOM Mupe. OCHOBHBIE TIOHATHUS U
TepMuHOIorUs. OOIIME MpeICTaBICHUS O
BBIUMCIUTENIBHOM ceTu. O0I1ee moHsaTHe 00
HepapXUUeCcKOl CTPYKTYpe MPOTOKOJIOB.
[IpuHIMIIBI MHOTOYPOBHEBOW OpPraHU3aluu
JIOKAJBHBIX U TJI00AIBHEIX ceTelt DBM.
Monens OSI. CrangapTHble cTEeKU
KOMMYHHKAITMOHHBIX TPOTOKOJIOB.

Crannaptuzanus B cersix. Kimaccudukarms
BBIYHMCIIUTENBHBIX ceTeil. TpeGoBaHms,
MIPEIbSIBIIIEMbIE K COBPEMEHHBIM
BBIYHCIIUTEIILHBIM CETSIM. MeTo/IbI 1
TEXHOJIOTUH NPOSKTUPOBAHHUSI CPEJICTB
TeleKoMMYyHUKaIuil. CTpyKTypHU3aliu CETH.
dusnueckas v JOTHYECKasi TOTIOJIOTUN
cereil. OCHOBHOE KOMMYHHKAIIMOHHOE
o0opynoBaHue

Uroro

[1K-10

2 OCHOBBI TOCTPOCHHUS
COBPEMEHHBIX
JIOKQJIBHBIX CeTeM

Kananel cBa3u. XapakTepUCTUKH KaHAJIOB
cBs3u. Jlornueckoe KoAUpOBaHUE.
ACUHXpOHHAsI U CHHXPOHHAs IIepeiayn.
Wepapxus B kabenbHOM cucteme.
CrpykTypHpoBaHHas KabeabHas cUCTEMA.

Kondurypamuu nokaibHbIX
BBIYMCIIUTENIbHBIX CETEH U METOABI JOCTYIA
B HUX. CTpyKTypa U QYHKIINH JIOKAJTBHBIX
cereil. Conepxanue cranaapra IEEE 802.
bazoBrIie TeXHOJOrNH JTOKAJbHBIX CETSH.
IEEE 802.2 Ethernet. O6opynoBanue
JIOKAJTbHBIX CETEH.

Hroro

I1K-10

3 CereBble
ONEepPaLMOHHbIE
CHUCTCMBI

[IporpammuBIe cpencTBa
TenekoMMmyHukanuu. CTpykrypa
MIPOrpaMMHOTO O0eCTeueHNs JTOKaIbHOM

IK-10
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cetu. Knaccudukamus nporpaMmMHOTO
obecrniedeHus TOKAIbHBIX ceTel. [IpuHIuIbI
MOCTPOEHUSI CETEBOT'O MPOTrPAMMHOTO
00eCTIeUYeHHUS U CETEBBIX OMEPAIIMOHHBIX
cucteM. Knaccudukanus cepBepos.
[IpoexktupoBanue cereit IBM no npuHumy
«KJIMEHT-CEPBEP.

Hroro 2
4 CpenctBa CereBoii ypOBeHb Mepeiauu JaHHbIX. [P- 2 I1K-10
peanu3anuu aapecanus. Peannzaius MexceTeBoro
MEXKCETEBOI'O B3auMozeicTBus cpeacreamu TCP/IP.
B3aUMOJICHCTBHUS [Topsinok pacnpenenenus [P-agpecos.

Otobpaxenue [P-aapecoB Ha JOKaIbHBIC
aapeca. ARP mportoko.

[Tpuniune! Mmapupyruzanuu B [IP-cetsx. 2
IIpoTokoisl mapmpyrusanuu. Ilonstue
nomeHa. /[fJomenHas agpecarus B [P-ceTsx.
DNS npotoxour.

[Ipotokon IPv6. IIpoToKOJIBI TPAaHCIIOPTHOTO 2

ypoBHsi TCP u UDP.

Hroro
5 IlepcrieKTUBHBIE CoBpeMeHHbIE TEHICHIIUN Pa3BUTHS 2 [1K-10
HaIlpaBJICHUs Pa3BUTHS | TEIEKOMMYHUKAIIMOHHBIX CUCTEM.
U TIPOOJIEMBI NHTerpanus pa3ian4HbIX TUIIOB CETEU U
UH(}OPMaILIMOHHBIX ceTeBbIX cNyk0. Bupryanuzamus
ceren nHpOpMaMOHHBIX cucTteM. OOmauHbIe

BBIYHCIICHUS.

Hroro 2
Hroro 3a cemectp 18

6 cemectp

6 OcHoBHbIe noHATHA | O0OecnieueHHE 0€30IIaCHOCTH 2 I1K-10, TTIK-9
UH(POPMALIMOHHOM TEJIEKOMMYHUKALMOHHBIX CBSI3€H U
0€30MacHOCTH aJIMMHHUCTPAaTUBHBIA KOHTPOJIb. OCHOBHBIE

MOHATHUA U TCPMHUHOJIOTUS.

TumnoBbie yrpo3bl ceTeBOi 6€30MaCHOCTH. 2
OCHOBBI KJ1acCU(DMKAIIUU CETEBBIX YTPO3 U
arak. BiusiHue denoBedyeckoro akropa Ha
CETEeBYIO0 0€30MacHOCTb.

Hroro 4
7 Texnosorun 3amuTa TOnoJIoruu ceTu. BupryanbsHble 2 [1K-10, I[TIK-9
obecrnieyeHus JIOKaJIbHBIE CeTU. J|ONOTHUTENbHBIE
0€3011aCHOCTH B ¢ynkunn kommytaropos. IlepcoHanbHble
JIOKAJIBHBIX CETSX sKpaHbl. AOGOHEHTCKOE mudpoBaHUE.
3amura ceTeBoro Tpaduka 1 KOMIOHEHTOB 2

ceTu. 3anurta KomnoHeHToB ceth o HC/I.
besonacHocTh pecypcos cetu. Cpeacrsa
UICHTU(PUKAIUN U ayTeHTU (UKL,
METO/]Ibl pa3JeJIEHUs] PECYPCOB U
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TEXHOJIOTUH pa3rpaHUYEHUS 10CTyNa.

CpeI[CTBa ITOBBIIICHUA HAACKHOCTHU
(YHKIIMOHUPOBAHUS CEeTeH. 3amuTa OT
cOO0EB 2JIEKTPONUTAHHS, AIIAPATHOTO U
porpaMMHOro obecneueHusi. Kontpons u
pacnpe/iesieHue Harpy3Ky Ha
BBIYHUCIIUTENIbHYIO CETh.

PernamenTtupyromine 10KyMeHThI B 0071aCTH
0€3011aCHOCTH BLIYMCIUTENBHBIX CETEM.
CrangapTsl 0€301aCHOCTH BBIYUCIUTEIHHBIX
ceTel U uX KOMIoHEeHTOB. [IpaBoBbIe
OCHOBBI 3aIIUTHI UH()OPMAIIUH B CETSX.

Htoro

8 ObecneueHue
0e30IMacHOCTH CceTeH Ha
0ase ceTeBbIX
OIEepaIMOHHBIX CUCTEM

CereBble OnepalliOHHBIE CUCTEMBI
Windows, Unix/Linux. OcHOBHBIE
IIPOTOKOJIBI, CTYKObI, PYHKIIMOHUPOBAHUE,
cpezacTBa obecreyeHus 6e3011acHOCTH,
CPEICTBA YIPaBJICHUS U KOHTPOJISL.

ITonmutuka 6e3omacHoctu: IToHsaTre
IMOJUTHUKHU 0e30MacHOCTH. THIIOBEIC
9JIEMEHTHI IMOJIMTUKU 0€30IIaCHOCTH.
[Toctpoenue, peanusanus, NogAEpKaHUE U
MoauUKaIUS TTOJIUTUKH

6e3onacuoctu. Kpurepun oneHkn
6e3omacHocTu ceTeBeIX OC. OCHOBHEBIE
KPUTEpPHUU aHAIN3a CETEBOM OE30MacCHOCTH.
O6mas nporeaypa aHaausa.

Hroro

[1K-10, I[1K-9

9 Ob6ecneucHue
0€30I1aCHOCTH
MEXCETEBOTO
B3aUMOJIEHCTBHS

OcHOBHBIE MEXaHU3MBI 00€ecIIeYeHHs
0€30MacCHOCTH U YIIPaBICHUS
pacnpeeieHHBIMHA PECYPCaMH.
OO0ecrieueHrE HAJEKHOCTH

uHppacTpykTypsl UHTEpHET.

3amuTa KaHaJoB cBsA3U B MIHTepHET. Bubl
HCIIONB3YEMBIX B VIHTEpHET KaHAJIOB CBS3U.
Hcnons30BaHne MEKCETEBBIX JKPAHOB.
BupryanbHble 4aCTHBIE CETH.

VYS3BUMOCTH M 3a1UTa 6a30BbIX IPOTOKOJIOB
u cayx0: [IpoTOKOIBI MapuIpyTH3AIHH.
CewmeiictBo TCP/IP. Ciyx0bI moucka.
bezonachocte WWW 1 anexTpoHHOM
MOYTHI.

Hroro

[K-10, IIK-9

10 [IpaBOBBIE OCHOBBI
3alUThl HH(OPMaLUu
B KOMIIBIOTEPHBIX
ceTdX. 3anuIIeHHbIN
JIOKYMEHTO000POT

Cuctembl 0OHapyXeHUs ¥ IPOTUBOACHCTBUS
BTOpKeHUsAM. Kitaccudukanust 1 mpHUHIIMIIBI
(YHKIIMOHMPOBAHUS CUCTEM OOHAPYKEHUS
BTOp>KeHUH. CKaHepbl O€30MaCHOCTH.

Krnaccel ckanepoB 6e30macHOCTH U
0COOEHHOCTH IPUMEHEHHS. 3aIuTa OT

[1K-10, I[TIK-9
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BHUPYCOB.3alUTa 3JIEKTPOHHOTO

JTOKYMEHTO000pOTa.
Utoro 4
Hroro 3a cemectp 28
46

Hroro

5.3. Pazgenbl AMCHUIVIMHBI M MEKIUCHMIUIMHAPHBbIE CBA3M € 00ecneYuBalOUMH (MPeablLIy IMMHU)
U o0ecnieynBaeMbIMHU (MOCJIEAYHOIMMHU) TUCUUIIIMHAMM
Pazensl MTUCHUTUTMHBI U MEXIUCIUTUIMHAPHBIC CBSI3U C 00ECTICYMBAIONIUMHE (TIPEABIAYIITIME) H
obecrieunBaeMbIMHU (ITOCIIEAYIOMMMHA ) JUCITUTIIIMHAMY TIPEICTaBIICHBI B Ta0mIe 5.3.
Tabnuna 5.3 — Pa3aenbl JUCHUIUIMHBI U MEXIUCUUIUIMHAPHBIE CBA3H
Ne paznenoB qaHHOW AMCHUILIMHBL, 711 KOTOPBIX HEOOXOAUMO H3yYCHHE
o0ecrneuynBaroux 1 00eceYnBaeMbIX TUCIAILINH

1 2 3 4 5 6 7 8 9 10

[IpeniecTBytonue AUCUUTIIHHBI

HanmenoBanmne JUCHUITIINH

1 BezomacHocTs cereit
5BM

2 Undopmaruka +

+ + + + + + + + + +

3 OcHOBBI
nH(pOpMaITMOHHOM
0e301macHOCTH

[Tocnenyronye AUCHUTIITNHBI

1 BezomacHocTs cereit
5BM

5.4. CooTBeTcTBHE KOMIIETEHIMH, (OPMUPYEMBbIX IPH W3Yy4YeHHUH AUCHUILIMHBI, 1 BUI0B 3aHATHI
CooTBeTcTBHE KOMIIETEHIUH, (POPMUPYEMBIX NPU HU3YYEHUH IUCHUIUIMHBI, ¥ BHUJOB 3aHITHIA

IpesicTaBiIeHo B Tabmauue 5.4.
Tabmuua 5.4 — CooTBeTcTBUE KOMIETEHLUH, (HOpPMUPYEMBIX NPU H3YYEHUHM IUCLHUIUIMHBI, ¥ BHJIOB

3aHATUU

+ + + + + + + + + +

Buner 3angTnit

Komnerenuuu DopMBbI KOHTPOJISI

Jlex. IIpak. 3aH. JIa6. pad. Cawm. pa0.

I1K-9 + + + + 3amura otyera, OTYET MO
nabopaTopHoii paboTe,
Omnpoc Ha 3aHATHSX, TecT

I1K-10 + + + + 3amuTta otdyera, OTYET 110
nabopaTopHoO# paboTe,
Omnpoc Ha 3aasTHsIX, Tect

6. UnTepakTHBHBIC MeTOABI U (hpOPMBI OPraHu3anuy 00y4YeHus!
TexXHOIOrMM UHTEPAKTUBHOTO 00YUEHUS NP pa3HbIX POpMax 3aHATUH NpUBeIeHb! B Tabnue 6.1.
Tabnuna 6.1 — TexHoJIOrMK UHTEPAKTUBHOTIO O0YyUEHUs IPU pa3HbIX popMax 3aHITHH

WNHTepakTHBHBIE WNHTepakTUBHBIE
WNHTepakTUBHBIE
Meronsl nabopaTOpHbIE 3aHATHUS, npaktudeckue | Bcero, u
JEKLUH, 4
9 3aHATHA, 9
5 ceMecTp
IT-MeTOIBI 10 10
[Ipe3enranuu c 6 6
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HCIIOJIb30BaHUEM
CJIAiI0B ¢
00CyXICHIEM
Htoro 3a cemectp: 10 6 0 16
6 cemectp
IT-meToABI 12 12
[IpesenTanuu ¢ 8 8
HCII0JIb30BaHUEM
CJIAIOB C
00CyXIeHUEM
HccnenoBaTenbCkuii 4 4
METOJ
Hroro 3a cemectp: 12 8 24
Hroro 22 14 40
7. JlabopaTopHbie padoThl
HanmenoBanme mabopaTopHbIX paboT npuBeneHo B Tadmure 7.1.
Tabmmma 7.1 — HauMeHoBaHKEe 1a00paTOPHBIX pabOT
Tpynoemkocts, | Popmupyemsoie
Ha3zBanus pa3genon HanmenoBanue 1ab0paTopHBIX padoT pyA ’ PMHIPY
q KOMIICTCHITHH
5 cemectp
1 OcHoBHbIE IOHATUA | MoJleTupOBaHUE CETEBBIX YCTPOMCTB U 4 I1K-10
UH(POPMAIIMOHHBIX IIPOTOKOJIOB B JIOKAJIBbHBIX CETAX
cerei
MonenupoBaHue BUPTYaIbHBIX JOKAIbHBIX 4
cereit (VLAN) ¢ pasrpannueHuemM Joctymna K
CETEBBIM pecypcaM
Hroro
2 OcHoBbl nocTpoeHust | Hactpolika moaxiro4eHns y3ia K CEeTH. I1K-10
COBPEMEHHBIX ABTOMaTHUECKas JUHAMHUYECKAs U
JIOKAJIbHBIX CeTeil CTaTH4YEeCKasl HACTPOMKHU CETEBOIO
MOJIKJIIOUEHUS.
Crek nporokonoB TCP/IP. Ilpuknanasie 4
IIPOTOKOJIBI ceTh VIHTEepHeT.
Hroro
3 CereBble Ceru Microsoft Windows. Ynpasienue [1K-10, ITIK-9
OIlepallMOHHBIE CETEBBIMU PECYPCAMH B OJTHOPAHTOBOM CETH.
HUCTEMBI . . . .
cuere Ceru Microsoft Windows. Active Directory. 4
VYpaBieHne CETEBBIMU pecypcaMu
KOPIOPAaTUBHOMU ceTU. [ pynnoBsIe MOJIUTHUKH.
Hroro
4 CpenctBa MonenupoBaHue 6a30BbIX CIYKO U I1K-10
peanuzanuu MIPOTOKOJIOB MapUIPYTHU3AINH B TI100AIbHBIX
MEXKCETEBOTO CeTsX.
B3aMMOJICUCTBHS
3aMMOZACHC bazossie ciyx0b1 cetnt MaTeprer. DHCP. 4
DNS. ITpoToK0JIbI MapIIpyTH3aLHH.
[Tpuxnanueie cyx0b1 cetu HTEpHET. 4
9
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Hacrpoiika Web-, FTP-cepBepoB u cepBepa
ANEKTPOHHOM MMOYTHI.

Utoro 12
Hroro 3a cemectp 36
6 cemectp
7 Texnosoruu Pasrpannuenne n1ocTyna K JJIOKaJIbHBIM U 4 I1K-10, ITIK-9
obecrnieueHus ceTeBbIM pecypcaMm. JlucKpenronHas u
0€30MacCHOCTH B MaHJIaTHasl MOJCIIA YIPABICHUS JOCTYIIOM.
JIOKAJIbHBIX CETSIX
WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETU 4
(cuueps)
WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETU 4
(cxaHepsl 6€30MaCHOCTH)
Utoro 12
9 O6ecnieuenue MexceTreBble SKpaHbl 4 I1K-10, T1K-9
MaCHOCTH
Gesonacroc AHTHUBUpYCHAs 3allIUTa 4
MEKCETEBOTO
B3aMMOICHCTBUS BupryanbHbie yacTHbBIE ceTU 8
CucreMbl 0OHapYyKEHUS U IPEJOTBPAILCHUS 4
BTOPKEHUI
DLP-cuctemsi
be3omnacHoCTh MPUKIAIHBIX TPOTOKOJIOB
Hroro 32
Hroro 3a cemectp 44
Htoro 80
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPHI)
HaumeHnoBaHme mpakTHYECKUX 3aHATHIA (CEMUHAPOB) pHUBEACHO B TaduIe 8.1.
Tabnuna 8.1 — HanmeHoBaHMe MPaKTUYECKUX 3aHITHH (CEMUHAPOB)
HaumenoBanue npaktudeckux 3anatuii | Tpymoemkocts, | Dopmupyembie
Ha3zBanus pazgenon
(cemuHapoB) q KOMITETCHITHT
6 cemectp
7 TexHosoruu [TocTpoenue cTpykTypbl HHPOPMATUOHHOMN 4 [1K-10, ITIK-9
o0ecrieueHus CETH, ONIMCAHKE XapaKTepa CBsI3el MEXy
0€30MacHOCTH B 9JIEMEHTaMU ¥ HHPOPMAIIMOHHBIX TIOTOKOB.
JIOKAJIbHBIX CETSIX
0 ce [IpopaboTka Mozenu yrpo3 u MOJeNIu 4
HAPYIIUTENS KOMITBIOTEPHOM CETH.
[IpopaboTka CTPYKTYPBI CHCTEMBI 3aIIUTHI 6
uH(pOpMAaIIUU, COCTaBa CPECTB 3AIIUTHI.
N3yuenne cnoco00B yCTAaHOBKH W OCHOBHBIX
napaMeTpoB KOH(UTYpaAIIUU CPECTB 3AIIUTHI
uH(popMalun
[ToaroToBKa TOKYMEHTOB MO CUCTEME 4
3alUThl HHGOPMauu B HTHPOPMAITMOHHOMN
CUCTEME.
Htoro 18
10
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Uroro 3a cemecTp

18

Hroro

18

Tabymue 9.1.

9. CamocrosiTejibHasi pabora
Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOPMUPYEMbIe KOMIIETEHIIUU TIPEACTABICHBI B

Tabnuua 9.1 — Buasl caMoCcTOsATENNbHON PadOThI, TPYAI0EMKOCTh U (hOPMHUPYEMbIE KOMIIETECHIHH

Bunael camocrositensHol | Tpynoemkocts, | Dopmupyembie
HasBanus pasznenos Py ’ pMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIINH
5 cemectp
1 OcHOBHBIE [IpopaboTtka 2 I1K-10 Ompoc Ha 3aHATUSX,
TIOHSITHS JICKIIMOHHOTO MaTepuaia Otuer o
MH(pOPMaLIMOHHBIX nabopatopHoit
d)vp Tt OdopmiaeHue oTueToB 1O 2 5 patop
ceTei abore
nabopaTopHbIM paboTam p
Hroro
2 OCHOBBI [IpopaboTka IK-10 Ormpoc Ha 3aHATUSX,
MOCTPOCHHUS JIEKIIMOHHOTO MaTepuaia Otuer no
COBPEMEHHBIX I TOPHOH
P . | OdopmieHune 0T4ETOB 1O 2 aGoparopHo
JIOKAJIbHBIX CeTeil pabote
nabopaToOpHBIM paboTam
Utoro 4
3 CeteBbie [IpopaboTka IIK-10, I[TK-9 | Ompoc Ha 3aHATHSX,
OTepaIOHHbIE JIEKIIMOHHOTO MaTepuaia Otuer no
CUCTEMBI naboparopHoOit
Odopmienue oTueToB 1o 2 5 PpaTopHO
abote
nabopaToOpHBIM paboTam p
Hroro 3
4 CpencrBa [TpopaboTka 3 I1K-10 Ornpoc Ha 3aHATUSX,
pea3anuu JICKITMOHHOTO MaTepuaia OT4er 1o
MEXKCETEBOTO J1a00paTOPHOU
. OdopmieHne 0T4eTOB MO 3 gop OpHO
B3aMMOJICHCTBHS abore
A nabopaTopHBIM paboTam p
Hroro 6
5 IlepcniektuBubie | I[IpopaboTka 1 IK-10 Ompoc Ha 3aHATUAX
HaIpaBlIEeHUS JIEKIIMOHHOTO MaTepuaia
pa3BHUTHS U Viroro 1
poOIeMbI
MH(OPMaILMOHHBIX
ceren
Hroro 3a cemectp 18
6 cemecTp
6 OCHOBHbIE [IpopaboTka 4 IIK-10, ITK-9 | Ompoc Ha 3aHATUIX
TTOHSITHS JICKITMOHHOTO MaTepuraia
MH(pOPMaMOHHON
(opmaonHo Hroro 4
0e30MacHOCTH
7 TexHOI0TUN IIoarororka k 6 IIK-10, IIK-9  |3ammura otuera,
obecrieueHUs MPAKTUICCKUM 3aHATHSIM, Omnpoc Ha 3aHATHSIX,
0e30MacHOCTH B ceMHUHapam Otuer o
JIOKaJBHBIX CETAX nabopaTtopHoOit
[TpopaboTka 8 patop
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JICKIITMOHHOTO MaTepuasa pabore, Tect
OdopmieHne 0T4ETOB 1O 12
nabopaTopHBIM paboTam
Hroro 26
8 OGecnieueHue [TpopaboTtka 4 IIK-10, ITK-9 | Omnpoc Ha 3aHATHIX
0€30I1aCHOCTH CEeTeH | ICKIIMOHHOTO MaTepuasa
Ha 0a3e ceTeBbIX
Utoro 4
OTIePAITMOHHBIX
CHCTEM
9 O6ecnieuenue [IpopaboTka 6 IIK-10, I[TK-9 | Ompoc Ha 3aHATHSAX,
0€301acHOCTH JIEKIIMOHHOTO MaTepuasa Ortuer 1o
MEKCETEBOTO nabopaTopHOI
. OdopmieHne 0TIETOB IO 10 patop
B3aUMO/ICHCTBUS pabore, Tect
nabopaTopHBIM paboTam
Hroro 16
10 ITpaBoBBIC [TpopaboTka 4 IIK-10, I[TK-9 | Onpoc Ha 3aHATUAX
OCHOBBI 3aIIIUTHI JICKIIMOHHOTO MaTepraia
uHpopmaruu B Wroro 4
KOMITBIOTEPHBIX
CeTSX.
3aluIeHHbI
JIOKyMEHTO000pOT
Hroro 3a cemectp 54
[MoxroroBka u cnava 36 DKk3aMeH
JK3aMeHa
Htoro 108
10. Kypcogoii npoekT / kypcoBasi padora
He mpenycmorpeno PYIL

11. PeiiTuHroBasi cucreMa jJisl OLEHKHU YCIeBAeMOCTH 00y4aI0 M XCH

11.1. bajuibHbBIE OLIEHKH JJIS1 3JIEMEHTOB KOHTPOJISA
Tabauna 11.1 — banibHble OLIEHKH JUIsl 3JIEMEHTOB KOHTPOJIS

CornacoeaHa Ha noptane N2 34641

. . MakcuMalibHbIN
o MaxkcumanbHbBIH MaxkcumanbHbBIT
OneMeHTsl ydeOHOM 6asu1 3a Iepuos Bceero 3a
6amn Ha 1-yro KT ¢ | Gann 3a mepuon
NEeATEIIbHOCTU mexny 2KT u na ceMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHell ceMecTpa
5 cemectp
Omnpoc Ha 3aHATHAX 3 4 3 10
OTueTt o mabopaTopHOH 30 30 30 90
pabote
HToro makcumym 3a 33 34 33 100
nepuos
Hapacraromum urorom 33 67 100 100
6 cemecTp
3ammra oTyera 10 10 20
Omnpoc Ha 3aHATHAX 3 4 3 10
12




Otuet no nmabopaTopHOMH 20 20 40
pabote
Hroro makcumymM 3a 13 34 23 70
nepuos
DKk3aMeH 30
Hapacraromum utorom 13 47 70 100

11.2. IlepecueT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaIOB B OLIEHKH 32 KOHTPOJIbHBIC TOUKU MPEICTaBICH B Tadmuie 11.2.
Tabmuma 11.2 — Ilepecuer 6aJIJIOB B OIICHKH 32 KOHTPOJIBHBIE TOYKH

banibl Ha 1aTy KOHTPOJIBLHOM TOYKU Ouenka

> 90% oT MakcUManbHOM cyMMbl 6ayutoB Ha gaty KT 5)

Ot 70% no 89% ot makcumanbHOM cyMMbI O6amioB Ha naty KT

4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI OayutoB Ha naty KT 3
2

< 60% oT MakcuMasbHOM cyMMbI 6aytoB Ha naty KT

11.3. Ilepecuer cymMbl 02JUI0B B TPAAULUOHHYIO H MEKAYHAPOIHYIO OLIEHKY
[Tepecuer cymmbl OaJIOB B TPaJAULIMOHHYIO U MEXAYHAPOIHYIO OLIEHKY IPEJCTaBIeH B TaliuLe
11.3.

Tabnuua 11.3 — IlepecueT cymMMbl 0aJIJI0B B TPAAULIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTmu4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85-89 B (ouens xopormio)
4 (xopori10) (3a4TEHO) 75-84 C (xoporio)
70-74
D (ynosnerBoputeabHO)
3 (YZ1OBIETBOPUTEIBLHO) 65 - 69
(3auTeHO) 60 - 64 E (nmocpencTBenHo)
2 (HEYROBIICTBOPUTEILHO) (1S Huxe 60 6amnos F (HeynoBneTBOpHUTEIBHO)
3a4TEHO)

12. YuyeboHO-MeTOAMYECKOE M HH(POPMALIMOHHOE o0ecTieyeHue JUCIUNINHBI

12.1. OcHoBHasi IMTEpPaTypa
1. TlocTtpoeHne 3amMINEHHBIX KOPIOPATUBHBIX ceTed [DIEKTPOHHBIM pecypc| [DNIeKTpOHHBIN
pecypc]: yueonoe mocodue / P.H. AumioB. — DnexrpoH. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexxum nocryma: https://e.lanbook.com/book/66472 (nata oopamienus: 19.05.2018).

12.2. lonoaiHUTEIbHASA JIUTEpPATYypa
1. KommbloTepHBIE CETH MW CIYXObl YAAJIEHHOTO JOCTyMa [DJIEeKTPOHHBIN pecypc]
[DnexTpoHHbIi pecypc]: cnpaBounuk / O. M6e. — Dnekrpon. nan. — Mocksa : IMK IIpecc, 2007. —
336 c. — Pexxum mocryma: https://e.lanbook.com/book/1169 (nata obpamenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE MMOCOOU S

12.3.1. O0s13aTesibHBbIE Y4eOHO-MeTOAUYECKHE MOCOOUs
1. besomacHocts ceteit OBM [OnektpoHHbIi pecypc]: Meroandeckue yKkazaHus Ul
nabopatopHbix W mpakTuueckux padotr / HosoxpecroB A. K., Ilpackypun I'.A., 2014. — 99 c.
[D71eKTpOHHBIN pecypc] — Pexxum JOCTyIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (mara oOparmeHust:
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19.05.2018).

2. besomacHocth cereii OBM [OnexkTpoHHBIN pecypc]: Meroauueckue ykazaHUS IS
camocTtosTenbHON paboTsl ctynenta / HosoxpecroB A.K., Ilpackypun I'.A., 2014. — 4 c. [DnexTpoHHBII
pecypc] — Pexxum JIOCTyTA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara  oOpamieHwus:
19.05.2018).

3. beszonacuocts cereit OBM. Yactp | [DnekrponHsiii pecypc]: JlabopaTopHblii mpakTUKyM /
HoBoxpectroB A. K., Tymes A. HW. - 2017. 92 c¢. — Pexum jgocrymna:
https://edu.tusur.ru/publications/7225 (nara obpamienus: 19.05.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOMS /IJIs1 JIUI] ¢ OTPAHUYEHHBIMHM BO3MOKHOCTSIMH 310POBbSI M
WHBAJIU/I0B

Y4eOHO-METOAMUECKHE MAaTePUATBI JIJISI CAMOCTOSTEIBLHOM U ayAUTOPHON paOdOThl 00YJarOIINXCS
U3 YKCIIA JIUI C OTPAaHMYEHHBIME BO3MOXKHOCTSIMH 3JIOPOBbSI 1 MHBAIUIIOB TMPEAOCTABISIOTCS B (hopMax,
aIalTUPOBAHHBIX K OMPAaHUUYCHHSIM UX 3I0POBbSI U BOCIIPHUATHS HH(DOPMAITUH.

JIJ1s1 JIM1 ¢ HAPYIIEHUsSIMH 3PEeHHUsI:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (OpMe yBETMUECHHBIM MIPH(PTOM.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

JIist JId1L ¢ HAPYIIEHUsIMU OMOPHO-IBUTATEJILHOTO annapara:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B [I€YaTHOH opme.

12.4. IIpo¢eccuonanbHbie 6a3bl JAHHBIX 1 HMH(POPMAINMOHHBIE CIIPABOYHBbIE CHCTEMbI
1. 1. http://www.elibrary.ru - Hayunas 3aeKTpoHHast OMOIHOTEKA;

2. 2. http://www.edu.ru - BeO-caiiT cuctembl (eepalibHbIX 00pa30BaTEIIbHBIX TIOPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pazoBarenbHbIil mopTan aKyapTeTa 6€30MaCHOCTH;

4. 4. https://fstec.ru/ - denepanpHas ciryx0a Mo TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILINHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O6mue TpeGoBaHus K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecIe4eHHI0
AUCHHUTINHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHoOe oOecneyeHue 1J1s1 JTIeKIIMOHHBIX 3aHATHIl
Jlns mpoBeneHusi 3aHATUHN JIEKIIMOHHOTO THUIIA, TPYNIOBBIX M WHIAMBUAYAIbHBIX KOHCYJbTAllUH,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHON aTTeCTallMM UCHOJb3yeTcsl yueOHasi ayAUuTOpPHUs C KOJIMYECTBOM
MIOCAJIOYHBIX MECT He MeHee 22-24, oOopymoBaHHas JOCKOM M CTaHAAPTHOW Yy4yeOHON Mebenblo.
HwmeroTcss A€MOHCTpallMOHHOE 00OpyJIOoBaHHWE U y4eOHO-HarjsiiHble MOocoOus, oOecreynBaronue
TEMaTUYECKHE WJUTIOCTPALIUU 110 JIEKIIMOHHBIM pa3ziesiaM AUCIUILITUHBL.

13.1.2. MaTepuajabHO-TeXHHYECKOE 1 MPOrpaMMHOe o0ecnedeHne 1Jisl MPAKTHYEeCKHUX 3aHATHH
Jlabopatopust 6e3omacHoctu ceteit OBM / JIaGoparopust kpunrorpaduu B 6aHKOBCKOM JIeNe
yueOHasi ayAuTOpus AJsl MPOBENEHUS 3aHATHH MPAKTHUYECKOTO THUMA, yuyeOHas ayJuTopus IS
MIPOBEJICHUS 3aHATHH JIAOOPATOPHOTO THTIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 804 ayn.

OrnrcaHue HMEIOIIErocss 000pyI0BaHUS:

- Kommbroteps! kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-I11 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mit.);

- O0yuaromuii cTeH IoKalbHbIe KOMIBbIOTEpHBIE ceT Microtik routerboard (2 mT.);

- ViPNET YMK «be3omacHocTE ceTeiiy;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Kommsrotep kiacca ne mimxe i5-7400/8DDR4/SSD120G;
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- Anamm3atop kabenbHbIx ceteit MI 2016 Multi LAN 350 (3 mr.);
- Arammmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;
- Mapmpyruzarop Cisco 891-K9 (2 mt.);

- Mapmpytuzatop Cisco C881-V-K9 (2 mT.);

- Mapmpyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommniext crienmanusupoBanHoi yueOHON Meben;

- PaGouee mecto npemnoaasaress.

[TporpammMHuoe oOecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnammzarop tpaduka Wireshark

— Juctpubytus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoiidkpanPositive Technologies Application Firewall Education
— Cucrema ananu3a 3amuiieHHocT cetu MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort

— Cucrema oOHapyXeHHs BTOP>KEHUN Suricata

— CpenctBo nocTpoeHus BUPTYalIbHBIX YacTHBIX ceTeid OpenVPN

13.1.3. MaTepuajbHO-TeXHHYeCKOe 1 POrpaMMHOe olecriedeHne 1Jis JIaO00paTOPHBIX padoT
Jlaboparopus 6e3onacaocTH cereit 9BM / Jlaboparopus kpuntorpaguu B 0aHKOBCKOM JIeTie

yqe6Ha;I ayauTopust Ui INpOBCACHUSA 3aHATUMN IIPAaKTUYICCKOr'o THIIA, y‘Ie6Ha${ ayauTopuda i

IIPOBEJICHUS 3aHATUH JIaOOPAaTOPHOIrO TUIIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue uMeronerocss 000py10BaHus:

- Kommneroteps! knacca He Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /

DDR-I11 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mit.);
- OGyuaromuii cTeH IoKalbHbIe KOMIbIOTEpHBIE ceTu Microtik routerboard (2 mit.);

- ViPNET YMK «be30macHoCTb ceTeii;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mrt.);

- Kommerotep kiacca ne ke i5-7400/8DDR4/SSD120G;

- Ananm3atop kabenbHbIx ceteit MI 2016 Multi LAN 350 (3 mwr.);
- Anaimmuzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mT.);

- Cepaep kinacca He Hike 4xE7-4809v4/512GBRE16/L9300-8i/5T6000G7;
- Mapuipyruzarop Cisco 891-K9 (2 mir.);

- Mappyru3zatop Cisco C881-V-K9 (2 mir.);

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);
- Komnnext cnienmanusupoBanHoi ydeOHOU Mebenu;

- Pabouee mecTo npenomaBaTes.

[TporpammMHoe oOecrieueHue:

— Cisco Packet Tracer

— Cucrema moHutopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Amnamuzarop Tpaduka Wireshark

— Juctpubytus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education
— Cucrema ananu3a 3amuieHHoctH cetn MaxPatrol Education
— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort
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— Cucrema oOHapyXeHHsI BTOpKEHUH Suricata
— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.4. MaTepuajbHO-TeXHHYECKOEe 1 IPOrpaMMHOe ofecredeHne 1Jisi CAMOCTOATEIbHOH padoThI
Jii caMOCTOATENbHOM pabOThl MCIIONB3YIOTCS y4eOHbIE ayJUTOpUU (KOMITBIOTEPHBIE KIJIACCHI),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsactb, r. Tomck, Jlennna npocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnactb, T. ToMmck, yin. KpacHoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas ob6nactb, r. Tomck, Bepuinauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas o6sactb, T. ToMck, Bepmnauna ynuna, 1. 74, 207 ayn.

CocraB 000pyI0BaHUS:

- yueOHas meOeb;

- komnbrotepsl kinacca He Hike [I9BM INTEL Celeron D336 2.81Tw. - 5 miT.;

- KOMIIBIOTEPHl MOAKIIOYEHBl K ceTu «MHTepHeT» M 00eclneunBaOT JOCTYI B 3JIEKTPOHHYIO
nH(pOpPMaMOHHO-00pa30BaTEILHYIO CPEly YHUBEPCUTETA.

[Tepedenp MpOrpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHUMIIIMHBI JJIS JIMI ¢ OTPAaHUYEeHHbIMU
BO3MO’KHOCTSIMHU 310POBbSI H HHBAJIH/I0B

OcBocHME TUCLUIUIMHBI JMIAMHU C OIPAaHUYEHHBIMH BO3MOYKHOCTSMM 3/10pPOBbS U WHBaJIUJaMU
OCYIIECTBISIETCS C MCIIOJIb30BAaHUEM CPEICTB 00YUEHUS OOIIEro U CEeHaIbHOTO Ha3HAYCHHUS.

[Tpu 3aHATHAX C OOy4arOIIMMHUCS € HAPYWIEHHSIMM CJYyXa IPEAyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCUJIMBAIOLLIEH amnmapaTypbl, MYJIbTUMEAMMHBIX CPEICTB U JAPYTUX TEXHUYECKUX CpPEICTB
npuema/mepenaun yueOHoil MHpopManuu B AOCTYMHBIX (hopMax, MOOMIIBHOM CHUCTEMBI IpEroiaBaHUs
U1 00y4aroUMXcs ¢ MHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIMOHHON CUCTEMBbl. YueOHas ayauTopus, B
KOTOpOHM 3aHUMaroTCs OoOydaroluecs ¢ HapylIeHHEeM cllyxa, 00OpyAoBaHa KOMIIBIOTEPHON TEXHHKOH,
ayJINOTEXHUKOM, BUJEOTEXHUKOU, IIEKTPOHHON JOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 00YUYAIOIIMMUCS ¢ HAPYLIEHUSIMHM 3PeHUSIMH IIPEYCMOTPEHO HCIIOJIb30BaHKE B
JEKUMOHHBIX W Y4YEOHBIX ayJUTOPHUSAX BO3MOXHOCTH IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TEeKCTa Ha JOCKe WIM claiila Ha JKpaHe) MpH IOMOIIM BUACOYBEIMUYUTENCH Uil KOM(OPTHOrO
IIPOCMOTpA.

[Ipu 3aHATHSX ¢ OOy4yarOIIMMHUCS € HApPYLWIEHUMSAMH ONOPHO-ABUIaTeJIbHOI0 anmnapara
HCIOJIb3YIOTCSl aJIbTEPHATUBHBIE YCTPOMCTBA BBOJa MHGOpPMAIMU U ApPYyrue TEXHUYECKUE CPE/ICTBa
npuema/mepenaun yueOHoil MHpopManuM B JOCTYHHBIX (popMax, MOOWIIBHOW CHUCTEMbI OOydeHUs s
JIIOJIEW ¢ UHBAJIMTHOCTEIO.

14. Oue}mqnme MaTepuajJbl U METOAUYCCKUE PCKOMECHIAIUHA 110 OpraHu3aluu U3y4YCHU S
AUCHHUIIJIMHbI

14.1. ConepkaHue OLEHOYHBIX MATEPHAJIOB U METOANYECKHE PEKOMEeHIalluU
Jlnst olileHKH cTerneHdu cHOpMHUPOBAHHOCTH U YPOBHS OCBOCHHS 3aKPEIUICHHBIX 32 TUCIUTUITMHON
KOMITETEHIIMI HCTIOB3YIOTCS OIIEHOYHBIE MaTepHaIbl B COCTABE:

14.1.1. TecToBbIC 327aHUA
1. ITo macmTaby KOMIBIOTEPHBIE CETH MOAPA3ACIAIOTCS Ha
a) 3Be371000pa3HbIe, KOJIBIIEBBIC, ITMTHHBIC
b) olHOpaHrOBBIE U CETH "KJINEHT-cepBep”
C) IPOBOHBIE U OECITPOBOTHBIE
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d) nmokanabHBIC B II100aIbHBIC

2. 3apaudeit kakoro ypoBHsi monenu OSI sBnsieTcs ynpaBieHUE IOCTYIIOM K Cpelie B CETX,
IIOCTPOCHHBIX HAa OCHOBE pa3/esieMo cpebl?

a) TPUKJIATHOTO

b) cereBoro

C) KaHaJILHOTO

d) dusmueckoro

3. Kakoe MUHMMaJIbHOE KOJIMYECTBO YPOBHEH MPOTOKOJIOB (B TepMuHax mojneaun OSI) momkHbI
MOIEPKUBATh MapILIPYTU3aTOPhI CETEN C KOMMYTAIUEN 1akeToB?

a)l

b) 2

c)3

d) 4

4. K tpancniopTHOMY ypoBHIO Mojesr OS] 0THOCATCS MPOTOKOJIBI:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoii nmpuuuHe B nportokosie RIP paccrosHue B 16 XOmMOB Mexay CETSIMH IoJlaraercs
HEJOCTUKUMBIM?

a) 1oJie, OTBEJIEHHOE JUIsl XPAHEHUSI 3HAYEHUS PACCTOSHUSA, UMEET JUIMHY 4 JBOUYHBIX pa3psaia

b) 11st MOMy4eHUs MPUEMIIEMOTO BPEMEHHU CXOAMMOCTH allrOpUTMa

C) ceTH, B KOTOpbIX padoTaet RIP, penko ObBaroT 00IBIIMMU

d) Tabnuiel MapuIpyTU3aluKd HE MOTYT XpaHUTH Oouibie 16 3amuceit

6. Uto nyxHo caenate Ha DHCP cepBepe uTOOBI HCKIIIOUUTH BblAauy omnpenenenHoro IP agpeca
U3 CYILIECTBYIOIIETO quana3zoHa?

a) co3aarh nuamnas3od [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomacts DHCP

d) co3nate uckmouenue st [P agpeca

7. Kak Ha3biBaeTcsi 00bekT Active Directory, KOTOpbIi XpaHUT HH(OpMaLNI0 00 YYETHBIX
3aIucsX, O0IUX pecypcax, MoApa3AeIeHUIX ?

a) ceTeBOl 10CTyI

b) katamor

C) marka

d) nomen

8. Kaxoii mpoToKO0JI UCTIONB3YeTCs I JOCTYIA K cliy>x0e katanoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. Kommnbrotep, 3aHUMAIOIIUIC 00CTyKHUBAaHUEM CETH, YIpPaBICHUEM Nepeaayeil cooOleHuni, n
MPEIOCTABIISAIOMINN yIAIEHHBIN T0CTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii craniuei

d) xocTom

10. Merox mepenaud NaHHBIX, NPU KOTOPOM JaHHBIE MEPECHUIAIOTCS B JIBYX HaNpaBICHUSIX
OJTHOBPEMEHHO, Ha3bIBAETCH ...

a) CUMIUJICKCHBIM

b) TymIeKCcHBIM

C) CHHXPOHHBIM

d) momymymiekCHbIM

11. Ananu3 3alMIIEHHOCTH - 3TO ...
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a) BBIOOp OOOCHOBAHHOTO HabOpa KOHTPMEp, IMO3BOJIAIOUIMX CHU3UTh YPOBEHb PHCKOB [0
IIPUEMIIEMON BEITMUMHBI

b) He3aBUCHMAas HKCIIEPTH3a OTACIBHBIX 00acTel ()YHKIIMOHUPOBAHUS PEATIPUATHS

C) Impolenypa y4era JAeHCTBHM, BBITOIHAEMBIX [I0JIb30BATEIEM Ha IPOTSHKEHNUH CeaHca JOCTyIa

d) mouck ys3BUMBIX MeCT HH(POPMALIMOHHON CUCTEMBI

12. BozgeiicTBUe Ha CHCTEMY C ILEIbK0 CO3JaHUsl YCJIOBHM, IPU KOTOPBIX JIETAJIbHBIC
MOJIb30BATEIM CUCTEMBI HE MOTYT MOJIYYUTh JOCTYI K PEIOCTABIIIEMBIM CHCTEMON pecypcam, JIM00 3TOT
JOCTYI 3aTPy/IHEH.

a) DoS-araka

b) HECAaHKIIMOHUPOBAHHBIN JTOCTYII

C) HE3aKOHHOE MCI0JIb30BaHUE IPUBUIIETUI

d) mporpamMmHas 3akiaaaKa

13. IIporpamMmmHOe CpeACTBO AJIs YAAJICHHON WU JIOKAJIbHOW JTUArHOCTHKH Pa3IMYHBIX 3JIEMEHTOB
CETU Ha IPEIMET BBISBICHUS B HUX Pa3IMYHBIX YSI3BUMOCTEH.

a) areHT 0e30I1aCHOCTH

b) monuTHKa 6€3011acCHOCTH

C) CPEICTBO JICIECTUPOBAHMS AAMUHUCTPATUBHBIX TTOJTHOMOYHIMA

d) ckanep Ge3ormacHOCTH

14. ... - npouecc 6JIOKMPOBKH BBISIBJICHHBIX BTOP>KEHUM.

a) aHaJIM3 3alMIEHHOCTU

b) oOHapykeHue aTak

C) IPEIOTBpALLECHHE aTaK

d) aynut 6e3omacHocTH

15. B xypHaie ayTeHTU(UKALUN OOHAPYKEHO HECKOJIBKO 3aIMCel HEeYCHEIIHbIX MOMBITOK BONTH
B CHCTEMY IO/ YYETHBIMH 3aIllUCSIMH TOJb3oBareneld. Bo3MokHO ObUTa TOMBITKAa TMOAOOpa Mapoliei.
Kakoe craniapTHOe CpeCTBO ClIeAYeT UCIOIb30BaTh Uil YMEHbIIEHUS pUCKa TAaKOTO poja aTtak?

a) UCTIOJIB30BATH CHCTEMY OOHAPYKEHHSI BTOPKCHUN

b) nepeuMeHOBaTh YUETHYIO 3alIUCh a]MUHUCTPATOPa

C) UCTOJIB30BATh MYIBTU(AKTOPHYIO ayTEHTH(PHUKALINIO

d) BKIIOUNTH OJOKHMPOBKY YYETHBIX 3aluceil MpH ONpENEICHHOM KOJIMYECTBE HEYCIEHIHbIX
MIOTIBITOK PETHCTPALIUU

16. Ilomutuka OGe3omacHOCTH TpeOyeT COKpBITHS cxembl [P-anpecanuu, HCHOIB3yeMOW BO
BHYyTpeHHeH ceT. Kakas u3 nmepedncieHHbIX TEXHOJIOTHI MO3BOJIMT PEIIUTH MOCTABJICHHYIO 3a/1a4y?

a) cucreMa OOHapyXeHHs BTOP)KEHUH

b) nepcoHanbHBIN MEXKCETEBOM IKpaH

c) NAT

d) aHTUBUPYCHOE POTPAMMHOE 0OECTICUCHUE

17. TexHonorusi, KOTopas il OOHapyXeHMs aTaK MCIOIb3yeT, Hampumep, obpasen IP-makera,
XapaKTEepHOTo JUIsl KaKOM-HUOYIb ONpeIeIEHHON aTaKu.

a) MOHUTOP PEruCTPALMOHHBIX (aifoB

b) KOHTPOJIB IIEITOCTHOCTH

C) BbISIBIIGHUE aHOMAJIbHOH /1€ TeIbHOCTH

d) ananu3 curHatyp

18. Cormacno xnaccudpukammu DPCTIK Poccum, MexcereBol 5SKpaH NpPUMEHSIEMBbIH Ha
nornueckoy rpanuie MC nnm mexnay tormaeckuMu rpanunamu cermeHtos MC, ato MO ...

a) Tumna A

b) tuna b

c) tuna B

d) tuma I'

19. Cornacno knaccudukanuu @CTIK Poccun cucteMbl 00HapyKeHUsI BTOPIKEHUH IeNATCs Ha

a) YPOBHS y3J1a M YPOBHS CETH

b) BHEIIHUE U BHYTPEHHUE

C) CHMMETPHYHBIC M ACHMMETPHYHBIC

d) koMMyTHpYyeMBbIe 1 HEKOMMYTHpPYEMbIe
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20. CornacHo mpoQWII0 3alIUTH CPEICTBA AHTUBUPYCHOW 3aIIUTHI THMA «bY» ycTaHaBIUBAIOTCS
Ha ... MHPOPMAIIMOHHOHN CHUCTEMBI, (DYHKIIMOHHPYIOIEH Ha 0a3e BEIYMCIUTEILHON CETH.

a) paboume CTaHIIMU TOJIb30BaTENIEH

b) cepBepbl

¢) pabouyro CTaHILIMIO aJIMUHUCTPATOpa

d) cepBepsl 1 paboune CTaHIIUN

21. 3amura pecypcoB CeT OT HECAHKIIMOHUPOBAHHOTO MCIHOJBb30BaHUS - 3TO

a) oxpaHa 00OpyZOBaHUS CETH

b) 3amuTa sapa 6e30macHoCTH

C) KOHTPOJIb JIOCTYIIa

d) 3amuTa mepumeTpa 6€30MaACHOCTH

22. CpencTBo 3alIuThl, 00ECIICYMBAOIIEE 3AMUIIEHHOCTh HH()OPMAIMH OT YIpO3 HEJIETUTHMHOM
nepeaayd JaHHBIX U3 3alIUIIEHHOTO CETMEHTa CHCTEMbI IIyTEM aHajn3a U OJOKHPOBAHHS MCXOJSIIErO
Tpaduka

a) MEXCETEBOM IKpaH

b) cpeacTBO aHTUBUPYCHOM 3aIUTHI

¢) DLP-cuctema

d) ckanep Ge3omacHOCTH

23. CpeacTBo, pelarolee 3aJaud KOHCOIMIAUU U XpPaHEHUs KYpPHAJIOB COOBITHI OT pa3iIMuHbIX
MCTOYHUKOB, a TAK)KE MMEIOIIEe HHCTPYMEHTBI JIJIsl aHAJIM3a COOBITUH U pa300opa WHIMICHTOB Ha OCHOBE
UX KOppEesuu 1 00paboTKH 110 MpaBuiIaM — 3710 ...

a) DLP-cucrema

b) cucrema oOHapyKeHUS BTOP)KEHUH

c¢) SIEM-cucrema

d) ckanep GezonmacHOCTH

24. Cnoco6 mepexBata uH(MOpMAIMH, TIPU KOTOPOM HA MAIIMHY YCTAaHABIUBACTCS MPOrPAMMHOE
CpeICTBO, coOMparoIiee U nepeaaromniee HHGpopMammmo — 370 ...

a) epexBar B pa3phiB

b) ceteBoii mepexBaT

C) areHTCKUH MmepexBaT

d) mepexBar myTeM WHTETPALMU CO CTOPOHHUMHU MPOTYKTaMHU

25. IlporpaMMHOE WM amnmapaTHOE CPEICTBO, KOTOPOE OCYLIECTBISET MOHUTOPUHI CETH B
peaTbHOM BPEMEHH C IIEITBIO BRISBIICHHS, IPEIOTBPAICHUS M OJIOKHPOBKH BPEJOHOCHOM aKTHBHOCTH.

a) MEXCeTeBOM IKpaH

b) cuctema oOHapyKE€HUS BTOPKEHUI

C) cUCTeMa MpeAOTBPAIECHUS] BTOP)KEHHI

d) cpecTBO aHTUBUPYCHOM 3aIUTHI

26. K kakum wmetomam cOopa MAaHHBIX, HCHONB3YIOUIMXCA MPH ayAuTe HH(DOPMAIMOHHON
0e3omacHocTH, oTHocuTcs MaxPatrol?

a) aHaJIu3 JOKYMEHTAINH

b) npenocTaBieHNE ONMPOCHBIX JIHCTOB

C) HUCIIOJIb30BAHKE CTICIUAN3UPOBAHHBIX MPOTPAMMHBIX CPEICTB

d) uHTEpBHIOMPOBAHHUE

27. Kakoif M3 METOJOB IPOBEPKH HANpaBJIeH Ha ONpeAeieHHE HaTU4us YA3BHUMOCTH IO
KOCBEHHBIM NpH3HAKaM?

a) aKTHUBHBIC 30HAUPYIOIINE TPOBEPKU

b) mpoBepka 3aroJIOBKOB U aKTUBHBIE 30HUPYIOIINE TPOBEPKU

C) MpOBEpPKa 3arojOBKOB

d) umuTamus atak

28. B kakoM pexXuMe CKaHHUpPOBAaHUS CHUCTEMBbl aHanu3a 3ammiieHHoctd MaxPatrol MoxxHO
MIPOM3BECTH OO0 MapoIeii?

a) Audit

b) Compliance

c) PenTest
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d) Pentest u Compliance

29. B kakom pexume ¢yHkunonupoBanus [Psec mmdpyercs Beck ucxoansiii [P-nmaker, a 3aTtem
OH BCTaBJISIETCS B MMOJI€ JAHHBIX HOBOTO TakeTa?

a) TPaHCIIOPTHOM

b) TyHHETEHOM

C) B 000MX pexuMax

d) IPsec He ucnonb3yer mudpoBaHue

30. Iponecc momydeHuss OOBEKTHBHBIX KaYECTBEHHBIX M KOJMYECTBEHHBIX OIICHOK O TEKYIIEM
COCTOSIHUM HMH(OPMAIIMOHHOW O€30MacHOCTH OpraHU3allid B COOTBETCTBUU C  OMNpPEACIEHHBIMU
KPUTEPHUSIMH U TIOKa3aTeJIIMUA 0€30IIaCHOCTH — 3TO ...

a) BBISIBIICHUE AaHOMAJIBHOU JIEATEIbHOCTH

b) anHanu3 3anUIIEHHOCTH

¢) ayauT HHHOPMAIIMOHHON 0E30MacCHOCTH

d) ycTaHOBKA CHCTEMBI 3aIIUThI

14.1.2. Dx3aMeHallMOHHbIE BOIPOCHI

1. TumoBele KoHGUrypauuu HHGOPMAIMOHHBIX  CUCTEM. BiusHue  KOH(HUrypanuu
MHGOPMALMOHHOM cHCcTeMbl Ha 0€30MaCHOCTh XPAaHUMBIX, 00pabaThIBAEMBIX U NEpeJaBaeMbIX MO CETH
TaHHBIX.

. Yrpo3za. Ysa3BumMocTh. ATaka. B3auMocBsI3b MEX1y 3TUMH OHATUAMHU.

. Knmaccugukanus yrpo3 nahpopmamoHHO#H 0€301aCHOCTH BBIYHCIUTEIBHBIX CETEH.

. Knaccugukanus yszsumocreit.

. Kimaccudukanus atax.

. IlepexBat unpopmanuu B cetu. UnctpymenTsl. CriocoObl IPOTUBOECHCTBUS IIEPEXBATYy.

. Spoofing. Cioco6s! nognenku uaeHTudukaropos. CriocoObl MpoTHBOACHCTBUS spoofing’y.

. DOS-araku. Ocobennoctu peanuzaiuu. Crioco0br mpotuBoaeiicTBus DOS-aTakam.

. YHuBepcaJbHBIE METOJbl oOecredueHus WH(GOPMAIMOHHON Oe30MacHOCTH KOMITBIOTEPOB H
KOMIIBIOTEPHBIX CETEH.

10. Croenmanu3upoBaHHBIE  METOIABI  OOecredeHUs  HHPOPMAIMOHHOW  0€30MacHOCTH
KOMIIBIOTEPHBIX CETEH.

11. Unentuduxamus u ayreHtuukanus. OcoOeHHOCTH ayTeHTH(UKAIMKM TOJb30BaTeNel B
KOMITBIOTEPHBIX CETSIX.

12. TIpotokon Kerberos. Haznauenne. OcobeHHOCTH (YyHKIITMOHUPOBAHHUS.

13. Pasrpannyenue 1octyrna K MHPOPMALMOHHBIM pecypcaM KOMIBbIOTEPHBIX CETEH.

14. Kpunrorpaduueckass 3ammura WHOOpPMAIMU B KOMIBIOTEPHBIX ceTsaX. JlOCTOMHCTBa M
HeznocTaTku. CrocoObl Mpeo10JeHHs KpUnTorpaduuecKoi 3auThl HH(OPMAIIUH.

15. Dnexrponnas noanuch. Haznauenue. [IpuMmeHeHue yisi 3aUTHI CETEBOTO B3aMMOICHCTBHS.
IIpumepsl.

16. Cxanepsl 6e30macHocTH. CriocoObI BBISIBICHUS YS3BUMOCTEN B MHPOPMAIIMOHHBIX CUCTEMAX.

17. Ayautr B uH(OpManMOHHBIX cucTeMax. (DYHKIMM W Ha3HAUYEHUE ayAuTa, €ro poJjib B
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH.

18. Cucrembl oOHapyxeHUsI BTOp)keHHH. CHCTeMbl NperoTBpAIlEeHUs] BTOp)KeHUH. MeTtoauku
BBISIBJICHMSI CETEBBIX aTak.

19. CereBble 1 XOCTOBBIE CUCTEMbI OOHAPY)KEHUS M MPEIOTBpAIlleHHs] BTOpKeHUH. JlocTonHCTBA
Y HEIOCTaTKHU.

20. MexcereBble sKpaHbl. Kiaccudukanus. BapuaHTbl pasMmelieHHs MEXCETeBOrO 3KpaHa.
JlocTonMHCTBA M HEAOCTATKU.

21. emunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIIETEHUS.

22. Krnaccudukanus MeXKCETeBBIX OKpPaHOB IO YpOBHSAM 3amuieHHocTd. [lokaszarens
3alMIIEHHOCTH, MpUMEHseMble s kiaccudukanuu. IlpuMeHeHne MeXCeTeBBIX 3KPaHOB Pa3IHMUHBIX
KJIACCOB.

23. Texnonorust VPN (BuptyanbHbsle yacTHble ceTH). Ha3nauenue. JJocTouHCTBA M HEIOCTATKU.

24. OCHOBHbIC KOMITOHEHTBI TEXHOJIOTUH BUPTYaabHbIX yacTHBIX ceTell (VLAN).

25. Bpenonocueie mnporpammbl. Kmaccuduxamnus. Kanansl pacnpoctpanenus. Bnushue Ha
MH(OPMALIMOHHBIE CUCTEMBI.

O 00 1N DN K~ W
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26. AntuBupycHsle cpeactsa. Kimaccudukarus. MeToanku BbISIBICHHS BPEIOHOCHOTO KOJIA.

27. CpenctBa obecrneuenuss wuHpopmarmonHo Oe3omacHocty B OC  Windows’2003.
Pasrpannuenue noctyna k ganabM. ['pynmnoast monmutuka. O0iacTh AEUCTBUS TPYIIIOBBIX IMOJHUTHUK.

28. OcHOBHBIE ATarbl Pa3pabOTKH 3aNTUIIICHHOW KOMITBIOTEPHOM CETH.

29. Ilpobnembr obecrieueHus: 0€30MACHOCTH MPUKIATHBIX cepBucoB (Bebd, mourta, FTP) u ux
pereHuUs.

30. ®dusndeckue cpencTra odecnedeHrs nHHOPMAIMOHHON O€30MaCHOCTH.

14.1.3. TeMbI OIIPOCOB HA 3AHATHUAX

Ucrtopus paszsutus cereit 9BM. MecTto U posib BBIUUCIUTENIBHBIX CETE B COBPEMEHHOM MHpE.
OcHoBHBIE IOHATHUS U TepMuHOIOTUs. O0IIKe IPEACTaBICHUS O BRIYUCIUTENBHON ceTu. O0Iiee noHsATHE
00 MepapxuuecKol CTPYKType HMpOTOKOJOB. [IpMHIMIIBI MHOTOYpOBHEBOM OpraHM3aldy JIOKAJIbHBIX H
rinobanbubix cereit OBM. Mogens OSI. CtannapTHbie CTEKHM KOMMYHUKAIIHOHHBIX TPOTOKOJIOB.

Cranpgaptuzanuss B ceTsix. Kiaccudukanus — BBIUMCIMTENBHBIX — ceTeil.  TpeGoBanus,
IIPENBABISEMbIE K COBPEMEHHBIM BBIYMCIUTEIBHBIM CETAM. MeETOJbl M TEXHOJIOTMH NPOEKTHPOBAHUS
cpelncTB TenekoMMyHHKauuid. CTpykTypuzanuu cetd. Pusndeckas U JIOTMYECKash TONOJIOTMH CETEH.
OcHOBHOE KOMMYHHKAIIMOHHOE 000pyI0BaHNE

Kananbl cBsizu. XapakTepucTUKM KaHalOB CBsi3u. Jlormdeckoe KoaupoBaHuE. ACHUHXpPOHHas U
CUHXpOHHas nepenaun. Mepapxus B kabenpHoM cucteme. CTpyKTypuUpOBaHHas KaOelbHasi cUCcTEMa.

Kondurypanuu 1okaabHBIX BBIUHACIUTENBHBIX CETEH M MeTonbl AocTyma B HuX. CTpyKTypa U
¢bynkuun nokaneHbIx ceteil. Conepxanne crangapra IEEE 802. ba3oBbie TeXHOIOTHY JIOKAIBHBIX CETEH.
IEEE 802.2 Ethernet. O6opyaoBaHue JOKaIbHBIX CETEH.

[IporpaMmMHble  cpenacTBa  TelneKoMMYyHHKanuu. CTpykTypa OpOrpaMMHOro oOecnedeHus
nokanbHOM cetu. Kiaccudukanuss mnporpaMMmHOro oOecrieueHus: JIOKaJdbHBIX ceTell. [IpuHIumsl
MOCTPOCHHSI CETEBOTO MPOTPAMMHOTO OOECIIEYCHHS M CETEBBIX ONEpalMOHHBIX crcTeM. Kiaccupukarus
cepBepoB. [IpoextupoBanue cereit 9BM no npuHUUITY «KIHEHT-CEPBEP».

CereBoil ypoBeHb niepeaun gaHHbIX. [P-agpecanus. Peanu3zanus MexxceTeBOro B3auMoIeHCTBUS
cpenctBamu TCP/IP. Tlopsaok pacnpenenenus [P-aapecos. Otobpaxkenue [P-aapecoB Ha JoKalbHBIE
anpeca. ARP npoTokon.

IIpuHumner mapumpyruzanuu B IP-cersax. IIporokonsl mapupyrusanuu. llonstue nomena.
HNomennas aapecanus B [P-cetsix. DNS npoToxo.

ITporoxoin IPv6. IIporokons! TpancnioptHOro yposHs TCP n UDP.

CoBpeMeHHbIE TEHACHIIUN Pa3BUTHS TEIEKOMMYHUKAIIMOHHBIX cUCTeM. VHTerpanus pa3iudHbIX
THUIIOB CEeTeH U CeTEeBBIX cNyk0. Bupryanuzanus nadopmannoHHbIX cucteM. OOIadHble BHIYUCICHUS.

ObecnieueHne 6€30MaCHOCTH TEIEKOMMYHUKAIIMOHHBIX CBA3€M M aJMUHUCTPATUBHBIA KOHTPOJb.
OCHOBHBIE MIOHATHUS U TEPMUHOJIOTUS.

Tunosble yrpos3sl ceteBoil Oe3zomacHOCTH. OCHOBBI KiIacCHU(PHMKAIMU CETEBbIX Yrpo3 U arTak.
BnusiHue yenoBedeckoro akTopa Ha CETeBYIO0 0€30MacHOCTb.

3amuTa TOMOJOTMM CETH. BupTyalbHble JOKalbHbIE CETH. JlomoOJIHUTENbHBIE (QYHKUMU
KoMMyTaTopoB. [lepcoHanbHbIe 3kpaHbl. AGOHEHTCKOE MHU(pPOBaHUE.

3amuTa cereBoro Tpapuka KW KOMIIOHEHTOB CeTH. 3amura KoMroHeHToB cetu ot HC/.
bezonacHocts pecypcoB ceru. CpencTBa MAGHTH(QHUKAIMKM U ayTeHTH(PUKALMK, METOABI pa3JesIeHUst
PECYPCOB U TEXHOJIOTMH pa3rpaHUYeHHsl 1OCTyIa.

CpencTBa TMOBBINICHUS  HAJASKHOCTH  (YHKIMOHUpOBaHMSA  ceTei. 3ammra oT cOoeB
ANEKTPONUTAHUS, alllIapaTHOTO U MPOrpaMMHOT0 obecrieueHusi. KoHTpoIb U pacnpeielieHne Harpy3ky Ha
BBIYMCIIUTENIBHYIO CETh.

PernamenTupytomiyie TOKyMeHTbI B 00J1acTH 0€30MacHOCTH BBIYUCIUTENbHBIX ceTel. CTaHaapTh
0€30MaCHOCTH BBIYUCIUTENBHBIX CETeH W MX KOMIIOHEHTOB. [IpaBoBbIe OCHOBBI 3alIUTHl HH(POPMAIUH B
CeTsIX.

CereBble onepanuonnbie cucteMbl Windows, Unix/Linux. OCHOBHBIE MPOTOKOJBI, CIIYXOBI,
(GYHKIIMOHUPOBaHME, CPEJICTBA OOecrieueHus: 6€30MaCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJIS.

[Tonutuka Ge3omacHocTu: IloHsATHE MONMMTHKM Oe3omacHOCTH. THUIMOBBIE 3JEMEHTHI MOJUTHKH
0€30I1aCHOCTH. [Toctpoenue, peanuzanus, noJep>KaHue u MoauUKaIIs MOTATHKHA
6e3onacHoctu.Kpurepun onenku OezomacHoctu cereBbiXx OC. OCHOBHBIE KpUTEpUHU aHAIM3a CETEBOM
6e3onacHoctr. OOmmas mpoleaypa aHaausa.
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OcHOBHBIE MEXaHU3MBbI 00eCTIeyeHHs OE30MaCHOCTH U YIIPaBICHHs paclpeieIeHHBIMU PECYpPCaMHU.
Obecnevenne HaIe)KHOCTH UHGpACTPYKTYphl UHTEpHET.

3amuTta KaHaloB cBsA3M B MHrepHer. Buael wncnonb3yembelx B HTEpHET KaHaioB CBA3M.
Hcnonb30BaHne MEXCETEBBIX JKPAaHOB. BUpTyalbHbBIC YaCTHBIE CETH.

VYS3BUMOCTH U 3a1uTa 0a30BBIX MPOTOKOJIOB U cayk0: [IpoTokomnsl mapuipyTusanuu. CemeincTBo
TCP/IP. Cnyx6s1 noucka. bezonacaocte WWW # 371€eKTpOHHO# TOYTHI.

Cucrembl OOHapyXeHHMS M TPOTUBOJCHCTBHA BTOpXkKEeHUAM. Kiaccupukanmuss M MIPUHIMITEL
(YHKLIMOHMPOBAHUS CUCTEM OOHapyKeHuUs BTOp:keHUI. CkaHepbl 0€30IacHOCTH.

Knaccel ckanepoB 6e301acHOCTH M OCOOCHHOCTH IPUMEHEHHS. 3aIlInuTa OT BUPYCOB.

3amura 3JeKTPOHHOI0 I0OKyMEHTO000poTa.

14.1.4. Tembl 1a60paTOPHBIX padoT

Hactpoiika noxaxitoueHuss y3jia K ceTH. ABTOMaTHYeCKas IMHAMUYecKass M CTaTudecKas
HACTPOMKHU CETEBOTO MOAKIIOYEHUS.

Crex npotokonioB TCP/IP. IIpuknagasie mpoTokossl cetu MHTEpHeT.

Cetu Microsoft Windows. YmpaBieHue ceTeBBIMU pecypcamMu B OJTHOPAHTOBOM CETH.

Ceru Microsoft Windows. Active Directory. YnpaeieHue ceTeBbIMU pecypcaMu KOpIOpaTUBHON
ceTH. ['pymnIoBble NOIUTUKH.

MonenupoBanue 0a30BbIX CIYXO0 U IPOTOKOJIOB MAPLIPYTU3ALMH B II100AJIbHBIX CETSX.

bazoBeie ciyx6n1 cetn Matepuer. DHCP. DNS. [IpoTokosibl MapiipyTu3aium.

[Mpuknaaueie cayx0b1 cetn Mutepuer. Hactpoiika Web-, FTP-cepBepoB u cepBepa 371eKTpOHHOMN
IIOYTHI.

Pasrpannuenue nocryna K JIOKaJbHBIM U CETEBBIM pecypcaM. JMCKpelnuoHHass U MaHJaTHas
MOJIEIN YIIPABJICHUS JOCTYIIOM.

WHCTpYMEHTHI TSl HCCIIE0BaHUS CeTH (CHU(EPHI)

WHCTpYMEHTBI JUIsl HCCIIE0BAaHUS CETH (CKaHEephbl O€3011acHOCTH)

MesxkcereBble DKpaHbl

AHTUBHpYCHAs 3alIUTa

BupryanbsHbie yacTHbIE ceTU

Cuctembl 00HapYKEHUS U NPEIOTBPAILEHUS BTOPKEHUN

DLP-cuctemsl

be3onacHOCTh MPUKIAIHBIX TPOTOKOJIOB

MonenupoBaHue CETEBBIX YCTPOMCTB U MPOTOKOJIOB B JIOKAJIbHBIX CETIX

MogenupoBanue BUPTyalbHBIX JoKalbHBIX ceTel (VLAN) c¢ pasrpaHuyeHueM JocTyna K
CETEBBIM pecypcaM

14.1.5. 3augér

1. ITonsitue cetu. TpeboBaHus, IpeabIBIsSEMbIE K CETH.

2. Knaccudukarus cereit. [Ipusnaku kinaccudpukamm.

3. CereBble Tononoruu. [IpenMyniecTBa u HeOCTaTKU 0A30BBIX CETEBBIX TOMOJIOTHH.

4. Metoasl KOMMYyTalMu y3i0B ceTu. [IpeummymnecTBa M HEJOCTATKU Pa3IUYHBIX METOJOB
KOMMYTallUH.

5. Metozp! aapecanuu B MaJibIX U OonblIuX ceTsax. TpeOoBaHUs K ajpecam.

6. OcHOBHBIE annapaTHbIE ¥ IPOrPaMMHBIE KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEH

7. Hazgaduenwne U cocTaB TUHUM CBI3U. Ha3zHadeHne ka)ka0ro KOMIIOHEHTA JHHUI CBSI3H.

8. OcHOBHbIE BUIBI Tepeaaromux cpel. Mx xapakrepuctuku. OrpaHu4eHus NepEJaoX Cpesl.

9. becipoBoanas M cBsi3u. CoctaB o0opynoBanus. [lonsTue kanana.

10. CereBas monens OSI. HazHaueHne. YpoBHU B3aUMOAEUCTBUS OTKPBITBIX CUCTEM.

11. Crannapruzanus cereit. [Ipoext 802.x.

12. Meroab! nocTyna K cpelie nepeaadn JaHHbIX.

13. TlonsiTue npotokoia u uaTepdeiica. Crexku mpotokosnoB. CTaHIAPTHBIE CTEKH MPOTOKOJIOB.

14. CereBas apxurektypa Ethernet. bazoBelii crangapt. KoMmoHeHTBHl peanu3anuu Ha
(hbU3UIECKOM YpPOBHE.

15. Crpykrypa xaapa texnosnoruu Ethernet. Texnonorust VLAN. Crannapt IEEE 802.1q.

16. CereBas apxutextypa Token Ring.

17. CereBas apxurektypa FDDI.
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18. O6opynoBanue JIBC. [IpuHiummnbl paOboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CereBbie onepanioHHbIe cUCTeMBI. TpeboBanus, mpeabsBisieMbie kK ceTeBbIM OC.

20. bazoBble MPUMHUTHBBI NEpeAayll COOOLICHUN B pacIpelesieHHONW ceTH. BBI30B yaaneHHBIX
npoueayp. Mexanus3m COKETOB.

21. CereBsie (aiinoBbie cucteMbl. CeMaHTHKA pa3/ieicHus PaiiioB.

22. Cny>x0b1 ”MeHOBaHUs pecypcoB. Ciyx0a kaTanoros. JJoMeHHBIN MOIXO/I.

23. Cnyx06a karanoros Active Directory. Ynpapinenue o0beKTaMu ceTd. [ pynmoBbie TOJUTHKH.

24. 3amaun MOCTPOEHUs OObETUHEHHBIX CETEH.

25. I'mobanpnast cerb MutepHet. Iloctpoenue. OcHoBHble TOHSTHS. CEMEHCTBO MPOTOKOJIOB
TCP/IP u ero poib B TOCTPOEHUH TJIOOATBHBIX CETEH.

26. Crek nportokonoB TCP/IP. O6nacte npumeHenus. OCHOBHBIE XapaKTEPUCTHKH.

27. Tunsl agpecoB, npuMeHsieMblx B cetu MuHtepHer. Haznauenue. TexHosoruu pazpenieHus
a/IpecoB.

28. IP-anpeca. Knaccer IP-cereid.

29. IP-anpeca. Texnonorust CIDR. ITonsitue ceTeBoro npedukca.

30. O6opynoBanne I'BC. KpaTkast xapakreprucTuka 1 Ha3HAUCHUE.

31. Crpykrypa cetu HMuTepHer. ABTOHOMHBIE CHCTEMbl W MarucrpaiabHble Ce€TH. THIIbI
MIPOTOKOJIOB MaplIpyTU3aLUU.

32. Mapupytuzauust IP-nporokona. AIropuTMsl MapuIpyTH3aLUH.

33. IIporokonsl MapmpyTtusanuu RIP u OSPF. XapaktepucTuku, JOCTOMHCTBA U HEJOCTATKHU.

34. IIpotokon ARP. Haznauenwue. [IpuHnmn ¢yHKIMOHHPOBAHUSI.

35. IIporokon DHCP. Haznauenue. [Ipunuun ¢GyHKIIMOHUPOBAHHUS.

36. Cnyx6a DNS. Haznauenue. [Tpuniun GyHKIHOHUPOBAHHUS.

37. Tlporokonsl TpancnopTHoro ypoBHsi creka TCP/IP. CpaBHuTenbHBIE XapaKTEPUCTUKH U
MPUHLIMIIBI paOOTHI.

38. IlepexBar nakeroB B JIOKanbHOU ceTH. IHCTpyMeHThl. CTpyKTYypa NaKkeToB.

39. TexHonoruu «mocneaHet Munan». [lporpaMMHBIii 1 annapaTHbIM COCTaB.

40. Cnyx661 WWW u FTP. IIpotokossl. Hactpoiiku cepBepHoro u kiauentckoro [10.

41. Ciryxx6a E-mail. [IpoTokomnbl smekTpoHHON mouThl. HacTpoiiku cepBepHOro M KIMEHTCKOTO
I10.

42. Cnyxba MraoBeHHbIX coobOmenuil Jabber. IlpoTtokonsl. HacTpoiiku cepBepHOoro u
kimentckoro 110.

43. Texnosnoruu nepenaun roaocoBoit uupopmanuu. [porokxonsr SIP, RTP.

44. Tunosas CTPyKTypa OTKa30yCTOMYMBOIO KiacTepa. PesepBupoBaHue NaHHBIX.

45. OcHOBHBIE KOMaH/Ibl, UCII0JIb3yEMBbIE ITPH pabOTE C CEThIO B PEXKMME KOMAaHHOW CTPOKH.

14.2. TpeGoBaHus K OLEHOYHBIM MATEPHAJIaM JJIsl JIMI ¢ OTPAHMYCHHBIMH BO3MOKHOCTAMH
310POBbSI M HHBAJTHI0B
I[J'ISI Jan; ¢ OrpaHMYCHHBIMHM BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB MPCAYCMOTPCHBI
JIONIOJTHUTENbHbIE OILICHOUHBIE MaTepHabl, IEpeueHb KOTOPBIX YKa3aH B Tabuuie 14.
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Tabmuma 14 — JlononHuTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBHBIX OIEHOYHBIX
MaTepHuasioB

@®opMbI KOHTPOJIS ¥ OTICHKH
PE3yNIbTaTOB O0yUYCHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylieHusIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. Meroanueckue peKOMeHAAIMN 110 OLEHOYHBIM MaTepUAaJIaM JIsl JIUI ¢ OTPAHUYEeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MpeIoCTaBICHUS 3a/IaHUiH OLIEHOYHBIX CPEJICTB, 8 UMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITMUEHHBIM HIPUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHUSI ACCUCTEHTOM 3aJIaHUs BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMpochl. [[ms Takux oOywarommxcs MpeaycMaTpuBaeTcs
nocTyrHas (opMa mpeIocTaBiIeHrs OTBETOB Ha 3a/IaHUsI, @ UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Tpouenypa oueHHMBaHMSI pPE3yIbTATOB OOYUYEHHUS JIMI C OrPAaHWUYEHHBIMH BO3MOXHOCTSMU
3/I0pOBbsI U MHBAJIMJOB 0 AUCLUIUIMHE MpEeIycMaTpUBaeT MpeAocTaBlieHHe MHpopManuu B (opmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHM:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpn HEoOXOMUMOCTH JI JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 3/I0pPOBbS U HMHBAIUIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TAIOB.
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