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1. Heau v 321241 JUCHUNJIMHBI

1.1. Hean TUCHUILTHHBI
OOy4uTh CTYJJCHTOB OCHOBAM MOCTPOEHUS U SKCILTyaTalliy BHIYMCIUTENBHBIX CeTeH, MPUHIIUIIAM
U METOJIaM 3alllUThl WHPOPMAIIUU B KOMITBIOTEPHBIX CETSX, HABBIKAM KOMILJICKCHOTO TPOSKTHPOBAHUSA,
MOCTPOCHHUSI, OOCITY>)KUBAHHSI U aHATTN3a 3AIUIICHHBIX BEIUUCIUTEIBHBIX CETEH.

1.2. 3amauy TUCHMILINHBI
— JlaTh OCHOBBI:
—  — apXUTEKTYpPbl BBIUUCIUTEIbHBIX CETEH;
—  — IpOrpaMMHO-aNMNapaTHBIX U TEXHUYECKUX CPEJICTB CO3/IaHUSI CETEH;
—  — OPUHIMIIOB NOCTPOCHUS CETEH U YIPABICHUS UMU;
—  — UCIOJIb30BAHUS MPOTPAMMHBIX M aIMapaTHBIX TEXHOJOTHH 3aIUThl CETEH;
— — METOJOJIOTHUHU MTPOCKTUPOBAHUS, Pa3BEPTHIBAHUS U COMPOBOKICHHS 0€30MaCHBIX CETEH;
— —00cuemoBaHys U aHaIK3a 3alUIIEHHBIX BEIYUCIUTEILHBIX CETEH.

2. Mecto aucuumuinnbl B cTpykrype OIOII
Hucuunnuna «bezonacnocts cereit 9BM» (B1.B.O/1.5) otHocutcs k Onoky 1 (BapuaruBHas
YacTh).
[IpenmecTByOMMME JUCHUIUITMHAME, (POPMUPYIOIIMMHI HaYalbHbIC 3HAHUS, SBIAIOTCA: besomnac-
HOCTh ceTeit OBM, Mudopmarnka, OCHOBBI HHPOPMAIIMOHHON 0€30TIaCHOCTH.
[locnenyromuymu AucuMIIMHaAMHU SIBISIOTCS: bezonacHocTs ceteit OBM.

3. TpeboBaHus1 K pe3yJIbTaTAM OCBOECHMS THCIMIIJIHHBI

[Tponecc n3yueHust JUCUUIUIMHBI HAalpaBiIeH Ha (POpMUPOBAHHE CIIEIYIOIMX KOMIIETCHIIUMI:

— TIK-9 crocoOHOCTBIO BBIABISATH OCHOBHBIC YIPO3bI 0€30MacHOCTH WH(GOpPMAIMU, CTPOUTH U
UCCIIeI0BaTh MOJICNIU HAPYIINUTEIIS B KOMIIBIOTEPHBIX CUCTEMAX;

— TIK-10 cnocoOHOCTBIO OCYIIECTBIATH BBIOOP TEXHOJOTHUH, HHCTPYMEHTAIBHBIX CPEICTB,
CPEJICTB BBIUMCIUTEILHON TEXHUKHU U CPEICTB oOecrieueHusi H(PpOpMaIlMOHHOM 0€30IacCHOCTH CO3/1aBae-
MbBIX crienaiabHeIX MAC;

B pesynbrare n3ydeHus: AUCUUIIIMHBI 00yYatOIIUICS TOJKEH:

— 3HAThb CPEJCTBA U METO/bl XPAHEHUs U Iepeiauu HHPOPMALUH; STAIOHHYI0 MOJIENb B3aUMO-
JEHCTBUSL OTKPHITBIX CUCTEM; OCHOBHBIC CTAHAaPTHI B 00JacTH WHYOKOMMYHHUKAIIMOHHBIX CUCTEM U TeX-
HOJIOTUI; OCHOBHbIE HOPMATHUBHO MPABOBBIE aKThl U HOPMATUBHBIE METOAMYECKHE TOKYMEHTHI B 001aCTH
MH(POKOMMYHHUKAITHOHHBIX CUCTEM; TIPUHIIUITHEI TOCTPOCHHS 3aIIUIICHHBIX TEJIEKOMMYHHKAIIMOHHBIX CH-
CTEM; MEXaHU3MBbI PeaJ3alliu aTaK B KOMIIBIOTEPHBIX CETAX; 3alIUTHbIE MEXaHU3MBbI U CpeICTBa obecre-
YEHHs CETeBOM 0€30MaCHOCTH; CPEICTBA U METO/IbI IPEIOTBPALIICHUS U OOHAPYKEHUS BTOPKEHHH.

—  yMeTb IPUMEHATH 3allUIICHHbIE TPOTOKOJIbI, MEKCETEBbIE IKPAHbI U CPEICTBA OOHAPYKEHUS
BTOP)KEHUH JIJIs1 3aIIUTHl HHPOPMALIMHU B CETAX; OCYIIECTBIATh MEPHI MPOTUBOACHCTBHS HAPYIICHUSM Ce-
TEBOI 0€30I1aCHOCTH C UCMOJIb30BAaHUEM PA3IMYHBIX IPOTPAMMHBIX U alllIapaTHBIX CPEJCTB 3aLIUTHI B CO-
OTBETCTBHH C TPEOOBAHUSIMH HOPMATUBHO IMPABOBHIX AKTOB M HOPMATUBHBIX METOAMYECKUX IOKYMEHTOB.

—  BJIajIeTh HaBbIKAMH KOH(QHUTYPUPOBAHMS JIOKAIBHBIX CETEH, HABBIKAMH PeaU3alliH CETEBBIX
IIPOTOKOJIOB C IMOMOILBIO ITPOIPaMMHBIX CPEJCTB; HABBIKAMHM HACTPOMKH MEXKCETEBBIX IKPAHOB; HaBbIKa-
MU NPUMEHEHHUSI HOPMATUBHO MPABOBBIX AKTOB U HOPMATHUBHBIX METOJMYECKHUX JIOKYMEHTOB B 00JacTH
MH(POKOMMYHHUKAIIMOHHBIX CHCTEM; METOAMKOW aHali3a CETEeBOro Tpaduka, METOAUKOW aHaiIu3a pe-
3yJIBTATOB PaOOTHI CPEJCTB OOHAPYKEHUST BTOPIKEHUI.

4. O0beM AUCHMILIMHBI M BUABI Y4eOHOI padoThI
OO6mast TpyJ0€MKOCTh AUCHUIUINHBI cocTaBisieT 6.0 3a4eTHBIX eIMHHIIBI U TIPE/ICTaBIeHa B Ta0IH-

%Zgﬁ;ua 4.1 — Tpya0eMKOCTb TUCHUILIAHBI
Bunpl yueOHOIl nesTenbHOCTH Bcero gacos CemecTpbl
5 cemectp 6 cemecTp
AynIuTOpHBIE 3aHATHS (BCETO) 144 54 90
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Jlexmun 46 18 28
[TpakTHdeckue 3aHITHS 18 18
JlaGopaTopnbie pabOThI 80 36 44
W3 HUX B MHTEpaKTUBHOU popme 40 16 24
CamocTositenpHast paboTa (BCero) 36 18 18
OdopmiteHne 0TYETOB 10 J1A0OPATOPHBIM 31 9 22
paboram

[TpopaboTKa JIEKIIMOHHOTO MaTepuaa 35 9 26
[ToAroToBKa K MPAKTUICCKUM 3aHATHSM, 6 0 6
ceMUuHapaM

Bcero (6e3 ax3ameHa) 180 72 108
[ToaroroBka u caaya 3K3amMeHa 36 0 36
OO0m1as TpyJI0€MKOCTb, 4 216 12 144
3auernble EnuHUIEL 6.0 2.0 4.0

5. Coneprxkanue IUCHUNITHHBI

5.1. Pa3genn! AMCHUILIMHBI 1 BUABLI 3AHATHH
Pazensr TUCIMIUTMHBL U BUBI 3aHATUN IPUBEICHBI B Ta0imie 5.1.
Taomuua 5.1 — Pa3gesnsl AUCHMILINHEI U BUIBI 3aHATUH

~ o]
o < = =
S - s g
) = o) [t} 8 = O
H ° s ® < o a O
a3BaHUS Pa3/CIIOB JUCIIATLINHBI i ) e, a, o O S
= = = = s 0 = £
= 8 % i3 5
= he g =
5 cemectp
1 OcHOBHBIE MOHATHS HH()OPMALIMOHHBIX 4 0 8 4 16 |TIK-10
ceren
2 OCHOBBI ITOCTPOCHUSI COBPEMEHHBIX JIO- 4 0 8 4 16 |TIK-10
KaJIbHBIX CETEN
3 CeTteBble ONepaliOHHbIE CHCTEMBI 2 0 8 3 13 |TIK-10, ITK-9
4 CpencTBa peajiu3aliuu MEXCETEBOTO 6 0 12 6 24 |TIK-10
B3aMMOJICHCTBUS
5 TlepcrieKTUBHBIE HAIIPaBJICHUS Pa3BU- 2 0 0 1 3 IK-10
TUS ¥ TIpoOIeMbl HH(OPMALIMOHHBIX Ce-
Teu
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OcHOBHBIC TOHATHS WH()OPMATMOHHON 4 0 0 4 8 IK-10, ITK-9
0e301macHOCTH
7 TexHomoruu odecneueHus 0€30macHo- 8 18 12 26 64 |IIK-10, TIK-9
CTH B JIOKQJITBHBIX CETAX
8 ObecneucHre 0€30MaCHOCTU CETEH Ha 6 0 0 4 10 IIK-10, IIK-9
0a3e ceTeBBIX ONECPAIMOHHBIX CHCTEM
9 ObecnieueHne 0€30IACHOCTH MEKCETE- 6 0 32 16 54 |TIK-10, TIK-9
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BOTI'0O B3aUMOJEUCTBUS

10 ITpaBoBbIE OCHOBBI 3aLTUTHI HHPOPMa- 4 0 0 4 8 IIK-10, ITK-9
IIUH B KOMIBIOTEPHBIX CETSIX. 3aIlUIICH-
HBII TOKYMEHTO000POT

Uroro 3a cemectp 28 18 44 54 144

Hroro 46 18 80 72 216

5.2. Conep:xkanue pa3iesioB JUCHHUIJIHHBI (0 JTeKIUIM)
Coneprkanue pa3iesioB JUCIUIUTHH (I10 JICKIIUSAM ) TIPUBEEHO B Tabmuie 5.2.
Tabnuna 5.2 — ConepkaHue pa3aenoB TUCIUILIAH (TI0 JEKIUSIM)

Hazpanus pa3aciioB ConepmaHI/Ie pa3aciioB JUCHUTIIIMHBL (HO J'IeKI_II/ISIM)

TpynoeMKoCTb,
q
dopmupyemble
KOMITETCHIINH

5 cemectp

N

1 OcHOBHBIE OHSTUS UcTopus pa3sutus cereit 9BM. MecTo u posnb Bbl- [1K-10
MH(POPMALMOHHBIX CETEeH |YMCIUTEIbHBIX CETEH B COBpeMEHHOM Mupe. OCHOB-
HbIE TIOHATHA U TepMuHONOorus. O0Imue npeacrasie-
HUS O BBIYMCIUTENBbHON ceTu. Ob1ee noustue oo
MEPapXUYECKON CTPYKTYpE MPOTOKOJIOB. [IprHIIUIIBI
MHOI'OYpPOBHEBOW OpraHU3al1H JOKAJIbHbIX U IJI0-
OanpHbIX ceTeit OBM. Moaens OSI. Crannaptabie

CTE€KHM KOMMYHHKAIIMOHHBIX ITPOTOKOJIOB.

Crannaptuzanus B ceTsix. Kinaccupukarus BIYucin- 2
TenbHBIX ceTeil. TpeboBaHus, NpeabsIBIsEMble K
COBPEMEHHBIM BBIYHMCIUTENBHBIM CETSIM. MeToIbI 1
TEXHOJIOTHH MPOESKTUPOBAHUS CPECTB TEIEKOMMYHHU-
kauuid. Ctpykrypusanuu cetu. dusndeckast U J0ru-
yecKast Tonosoruu ceteil. OCHOBHOE KOMMYHMKAIIN-
OHHOE 000py/I0BaHME

Hroro

2 OCHOBBI TOCTPOECHHUS Kanans! cBsA3u. XapakTepUCTUKU KaHAIOB CBs3U. JIo- 2 [1K-10
COBPEMEHHBIX JIOKAJIbHBIX | THYECKOE KOJIUpPOBaHUE. ACUHXPOHHAS U CUHXPOHHAS
ceTeit nepenaun. Mepapxus B kabenbHOi cucteme. CTpyKTy-
pHpOBaHHAas KabeabHas cUCTEMA.

Kondurypanuu 10KkaabHBIX BEIYUCIUTENBHBIX CETEH 2
U METOJIbl locTyma B HUX. CTpyKTypa U (PyHKIMH JIO-
kanpHBIX ceteil. Conepxanue cranaapra IEEE 802.
bazoBeie TexHonoruu okanbHbix cereil. IEEE 802.2
Ethernet. O60pyn0BaHuE TOKATBHBIX CETEH.

Hroro 4

3 CeteBble [IporpammHBbIe cpencTBa TeaeKoMMyHUKAIUu. CTpyK- 2 I1K-10
OIIEpALIMOHHBIE CUCTEMBI | Typa MPOrpPaMMHOI0 00eCTIeYeHUs JTIOKATBHOM CeTH.
Knaccudukanus mporpaMMHOTO 00€CTICUESHHS JIO-
KQJIBHBIX ceTel. [I[pUHIUIIBI TOCTPOEHUS CETEBOTO
MIPOrPaMMHOT0 OOeCTIeUeHUs U CETEBBIX OMEepPalliOH-
HbIX cucteM. Knmaccugukanus cepsepos. [IpoexTupo-
BaHuE cereid OBM 1o npuHIUITY «KIUEHT-CEPBEPY.
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Hroro

4 CpencTBa peannzanuu
MEKCETEBOT0
B3aUMOJICHCTBUA

CereBoil ypoBeHb niepenaun gaHHbIX. [P-anpecanus.
Peanuzanus MexxceTeBOro B3aMMOAECHCTBUS CPEACTBA-
mu TCP/IP. Iopsanok pacnpenenenus [P-agpecos.
OTtob6paxenue [P-anpecoB Ha jOKaNIbHbIE ajpeca.
ARP nporokos.

[Tpunimnel MapupyTtusanuu B [P-cetsx. [IpoTokosib
MapuipyTtuzauuu. [louarue nomena. Jlomennas aape-
canus B [P-cersax. DNS mpoToko.

[Iporokoi IPv6. IIpoTOKOIBI TPAHCIIOPTHOTO YPOBHS
TCP u UDP.

Hroro

I1K-10

5 IlepcrieKTUBHBIE
HAIpPaBIICHUS PA3BUTHS U
pOOJIEMBI
nH(GOPMaLIMOHHBIX ceTel

CoBpeMeHHbIE TEHACHIIUN Pa3BUTHI TEIEKOMMYHHUKa-
IIMOHHBIX cucTeM. VIHTerpanus pa3InyHbIX TUIIOB Ce-
Tel U ceTeBbIX Ciry:k0. Bupryanuzanus nadopmaru-
OHHBIX cucTeM. OOaYHbIe BEIYUCIICHUS.

Hroro

[1K-10

Hroro 3a cemectp

18

6 cemectp

6 OCHOBHBIE TOHATUA
nH(})OpMAITMOHHOM
0e30ImacHOCTH

Obecnieuenue 6€30MaCHOCTH TEIEKOMMYHHUKAIIMOH-
HBIX CBSI3€W U aJIMUHUCTPATUBHBIN KOHTPOJIb. OCHOB-
HBIE MTOHTHUS U TEPMHUHOJIOTHS.

Tumnossle yrpo3sl ceTeBoii 0e3omacHocTi. OCHOBBI
KJaccu(UKauy CeTEBBIX YIPO3 U aTak. Biusiaue ve-
JIOBEUECKOTo (pakTopa Ha CETEBYIO O€30MaCHOCTb.

Hroro

[1K-10,
[1K-9

7 TexHOIOTUH
obOecrieueHust
0e30IacHOCTH B
JIOKAJIBHBIX CETAX

3amura TONoJOTHH CeTH. BupTyanbHble I0KalbHbIE
ceTu. JlonmonHuTenbHbIe GYHKIIUA KOMMYTAaTOPOB.
[TepconanbHbIe 3KpaHbl. AGOHEHTCKOE MH(POBaHUE.

3amuTa ceTeBoro Tpaduka U KOMIIOHEHTOB CETH. 3a-
uta komnoHeHToB cety ot HC/I. bezomacHocTs pe-
cypcoB cetu. CpenctBa uACHTU(PHUKAIIUN U ayTCHTU-

(dbuKaIu, METOIbI pa3/IelICHUs PECypCOB U TEXHOJIO-
TUU pa3rpaHUUuEHUs JIOCTYTIA.

CpelcTBa MOBBINICHUS HAJIS)KHOCTH ()YHKIIHOHHPOBA-
HUs ceTei. 3amura oT cO0eB IIEKTPOINUTAHMS, arma-
paTHOTro M porpaMMHoro obecrieueHus. KoHTposb 1
pacrpeieseHne Harpy3Ky Ha BEIYUCIUTENBHYIO CETh.

PernameHTupytomue 10KyMeHThI B 00s1acTH 6e301ac-
HOCTH BBIYMCIHUTENbHBIX ceTell. CTaHaapThl 6e30mac-
HOCTH BBIYHCIIUTEIBHBIX CETEW U UX KOMIIOHEHTOB.
[IpaBoBbIe OCHOBBI 3aIIUTHI MHPOPMALIUU B CETSAX.

Hroro

[1K-10,
I1K-9

8 ObecncucHue
0e30macHOCTH CeTel Ha
0a3e ceTeBBIX
OTIEPAITUOHHBIX CUCTEM

CerteBble onepanuonHble cucteMbl Windows,
Unix/Linux. OCHOBHBIE MPOTOKOJIBI, CITYKObI, GyHK-
IMOHUPOBAHME, CPEICTBA OOecreyeHns: 6e30ImacHo-
CTH, CPEJICTBA YIIPABJICHUS U KOHTPOJIS.

[1K-10,
I1K-9
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ITonuTuka 6e3onacHocTy: IloHATHE MOIUTHKHN O€3-
oracHOCTH. THIIOBBIE BIIEMEHTHI ITOJIUTHKH Oe3omac-
Hoctu. [locTpoeHue, peanu3arus, MoaIepKaHnue u
Moaudukanys momutTuku 6ezonacHoctu. Kpurepuun
onieHkH OezonacHocTu ceTeBbix OC. OCHOBHBIE KpHU-
TEepHUH aHaH3a ceTeBoi 6e3omacHocTu. O0IIas mpo-
1eaypa aHajausa.

Hroro
9 O0ecrieuenue OCHOBHBIE MEXAaHU3MBI 0OecrieueHuss 0€30IMacCHOCTHA U [1K-10,
Oe3o0macHOCTH yIOpaBlieHUs! pachpeieieHHbIMU pecypcamu. Obecte- [1K-9
MEKCETEBOTO YeHUe HaJS)KHOCTU UHPpacTpyKTyphl MHTEpHET.
B3aHUMOJICHCTBIA 3amuTa KaHaIOB CBs3u B UHTepHeT. Buasl nucnomnsy- 2
eMbIx B MIHTepHeT kaHanoB cBsi3u. Mcnonb3oBanue
MEXKCETEBbIX SKpaHOB. BUpTyalibHbIe YaCTHBIE CETH.
VYS3BUMOCTH U 3alIUTa 6a30BBIX IPOTOKOJIOB U CITYXKO: 2
[IpoTokonsl mapmpyTuzanuu. Cemeiictso TCP/IP.
Ciyx06b1 moucka. bezomacaocts WWW u a51ekTpoH-
HOM MOYTHI.
Uroro
10 IIpaBoBbIE OCHOBBI CucreMbl 00HapYKEHUS U IPOTUBOJIEHCTBUS BTOpXKE- [1K-10,
3amuThl HHGopManuu B | HUAM. Kinaccudukanus u npuHIUnbl GyHKIHOHUPO- I1K-9
KOMITBIOTEPHBIX CETSX. BaHUs CUCTEM OOHApYKEeHUs BTOp)eHUH. CKaHEepbI
3anuieHHbIN 0€30I1aCHOCTH.
AOKyMEHTO060pOT Krnaccer ckanepoB 6e30macHOCTH U OCOOCHHOCTH TPH- 2
MEHEHHsI. 3aliTa OT BUPYCOB.3aIUTa JJICKTPOHHOTO
JIOKYMEHTOO000pOTa.
Hroro 4
Hroro 3a cemectp 28
Hroro 46

5.3. Pa3enbl AMCUMIIMHBI M MEKTUCIUIIJIMHAPHBIE CBSI3H ¢ 00ecneYnBaAIOIIMMHU (MPeAbIIyIIHMHU)

1 o0ecneyrBaeMbIMHU (TMOCJIETYOIMMH) AMCHUIINHAMHU

Paznenpl AUCIIUTUIMHBI ¥ MEXKIUCITUTUTMHAPHBIC CBSI3U C 00€CTICUNBAIOIIMME (TIPEIBITYIITUMHI) 1

obecrneyrBaeMbIMU (TIOCIETYIOIIMMH) AUCIUITTMHAMH MPEACTaBIEHBI B TabmuIe 5.3.

Tabmmia 5.3 — Pa3nensl TUCIMIUIMHBI M MEXIUCIIUTUIMHAPHBIE CBSI3H

HaunmenoBaHue IUCHUILINH

Ne pas3aciioB HaHHOﬁ JUCHUILIIMHBI, TJISI KOTOPBIX H€O6XO,I[I/IMO HU3YyUCHHUC
06€CH€‘II/IBaIOHII/IX u 00ecreYnBaeMbIX JUCIHHUITIIINH

1 2 3 4 5 6 7 8 9 10
[IpeamecTByoNIMe TUCIUTLTAHBI

1 bezonacHoCTE ceTel

+ + + + + + + + + +
5BM
2 Undopmaruka +
3 OcHoBBI HH(OPMAIHOH- +
HOI 0€30I1aCHOCTH

[Tocnemyromnme AUCUUTITHHBL

1 bezonacHocTE ceTel

+ + + + + + + + + +
5BM

7
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5.4. CooTBeTCTBHE KOMIIETEHINH, (POPMUPYEMBIX IPU H3YYECHHH AUCHHUIIMHBI, U BU0B 3aHATHI
CooTBeTcTBHE KOMIIETEHIIUH, (OPMUPYEMBIX NIPH N3YUYEHUH TUCUUIUIMHBL, U BUJIOB 3aHATUI

NpeCTaBIeHO B TabmuIe 5.4.
Ta6muma 5.4 — CooTBeTCTBHE KOMIETEHINH, (YOPMHUPYEMBIX TIPU U3yUCHHUU TUCIUTUINHBI, U BUJOB 3aHsI-

THHN

= Bune! 3ausaTuil
a .
= (o) o
) <
5 < & s g ®DopMBI KOHTPOJIS
= o o o =
s = < - =
S = = O
N =
T1IK-9 + + + + 3amuTa oTyera, OTYET MO
nabopaTopHoii pabdote,
Omnpoc Ha 3ansTHsX, Tect
I1K-10 + + + + 3amura otyera, OTYET MO
nabopaTopHoii pabdote,
Omnpoc Ha 3ansaTHsX, Tect

6. UHTepaKkTHBHBIE MeTO/AbI M (OPMBI OPraHU3ALNU 00yYeHHUs
TexHoMOrNM MHTEPAKTUBHOTO 00YYEHUS MIPH Pa3HBIX opMmax 3aHATHI NpuBeIeHbI B Tabnue 6.1.
Tabnuua 6.1 — TeXHOJIOTUH UHTEPAKTUBHOTO O0YUYEHHS ITPH PAa3HBIX (hopMax 3aHATHHA

HNutepaxr
WBHBIC
WNuTepakTuBHBIC
HHTepakTHBHBIC JICKIMH, | IPAKTHYC
Mertobl n1abopaTopHBIC 3aHATHS, Bcero, u
N q CKHe
3aHSATHSA,
q
5 cemectp
IT-meTonb! 10 10
[Ipe3enrtanuu c 6 6
UCTIOJIb30BaHUEM
CITaiJIOB ¢ 00CYXIeHUEM
Hroro 3a cemectp: 10 6 0 16
6 cemecTp
IT-meToaBI 12 12
[Ipe3enrtanuu c 8 8
UCTIOJIb30BaHUEM
CIIaiiZIoB ¢ 00CYXICHUEM
Uccnenosarennckuii 4 4
METO/T
Hroro 3a cemectp: 12 8 4 24
Hroro 22 14 4 40
7. JJabopaTopHble padoThI
HanmenoBanue 1abopaTopHbIX paboT nmpuBeaeHO B Tadnuie 7.1.
8
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Ta6mmma 7.1 — HaumeHoBaHue 1a00paTOPHBIX paboT

V) o
2 z S
3 = =
Z L 5
= > O
Ha3Banus pasnenoB HaunmenoBanue 1abopatopHbIx paboT g " &5
2 : &
> &3
Q Q Z
= S]
5 cemectp
1 OcHOBHBIE NOHATHS MonenupoBaHue CETEBBIX YCTPOICTB U IPOTOKOJIOB B 4 [1K-10
MH(POPMALIMOHHBIX CeTeH |JOKAJIBHBIX CETIX
MopnenupoBaHue BUPTyaJIbHBIX JOKAJIBHBIX CETEN 4
(VLAN) c pazrpaHuyeHHeM J10CTyIa K CETEBBIM pe-
cypcam
Hroro
2 OcHoBbl nocTpoeHust | Hactpolika noakitoueHus y3ia K ceTu. ABTomMaTHye- [1K-10
COBPEMEHHBIX JIOKAJIbHBIX | CKasi AMHAMUYECKasl U CTaTUYECKas HaCTPOMKHU ceTe-
ceteit BOT'O MOAKTIOYEHUS.
Crexk nporokosnioB TCP/IP. [Ipukiaaabsie mpoOTOKOIIBI 4
cetu MHTEpHeT.
Hroro
3 CeteBble Cetu Microsoft Windows. YnpaBieHue ceTeBbIMH pe- [1K-10,
OIIEPALMOHHBIE CUCTEMBI | CypCAMH B OJTHOPAHIOBOW CETH. [1K-9
Cetu Microsoft Windows. Active Directory. Ympasie- 4
HUE CETEBBIMU pecypcaMu KOPIIOPATUBHOM CETH.
['pynnoBble NOIUTHKH.
Hroro
4 CpenctBa peasimzanuu | MojaenupoBaHue 0a30BbIX CITyKO U TPOTOKOJIOB I1K-10
MEXKCETEBOTO MapUIpyTU3aLKU B TI00aTbHBIX CETAX.
B3aUMOJICVCTBHUS
3aHMOJICHC bazossie ciyx0b1 cetn Uatepuer. DHCP. DNS. IIpo- 4
TOKOJIbI MapIIPyTH3ALNH.
[Tpuxnanueie cayx6sn1 cetu UnTepuer. Hactpoiika 4
Web-, FTP-cepBepoB u cepBepa 31€KTPOHHOM MOYTHL.
Utoro 12
Uroro 3a cemectp 36
6 cemectp
7 Texnosorun PasrpannueHne n0CTyIa K JIOKaJIbHBIM U CETEBBIM pe- 4 [1K-10,
obecrieueHus cypcam. JluckpeninonHas 1 MaHaTHAs MOJICIIH I1K-9
0e30macHOCTH B YIPAaBIEHUS JOCTYIIOM.
JIOKAJIbHBIX CEeTIX
WHcTpyMeHTHI 1715 McciieIoBaHus ceTu (CHUugepbl)
WHCTpyMEHTHI 1715 HCCIeIOBaHUs CeTH (CKaHephl 0e3-
OTIAaCHOCTH )
Htoro 12
9 O0ecnieueHue MesxcereBble SIKpaHbl I1K-10,
0e30MmacHOCTH [TK-
0c AHTUBHpYCHAas 3alUTa 9
MEKCETEBOTO
BupryanbHble yacTHBIE CETH 8
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B3aUMOJICHCTBUA

Cuctembl 00OHApYKEHUS U TIPEIOTBPAIICHUS BTOPKE-
HUN

DLP-cucremsr

be3onacHOCTb NpUKIIaAHBIX IPOTOKOJIOB

Hroro 32
Hroro 3a cemectp 44
Uroro 80

8. IlpakTHYecKkue 3aHATUS (CEMHUHAPHI)

HanMeHoBaHME MPaKTUYECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TabuIe 8.1.
Tabmuua 8.1 — HammeHoBaHHE MPAKTUYECKHUX 3aHATHH (CEMUHAPOB)

) o
3 3 £
Z 25
HasBanus paznenos HaumeHnoBaHue npakTH4eCKUX 3aHATUN (CEMHHAPOB) 3 = S
S : £
> &3
joF Q Z
= S
6 cemecTp
7 TexHoyoruu [TocTpoenue cTpyKTypbl HHGOPMAIIMOHHON CETH, 4 ITK-10,
obecrieycHHs ONMCAHUE XAPAKTEPA CBA3EH MEKIY JIEMEHTAMU U I1K-9
0€e301acHOCTH B MH(GOPMALIMOHHBIX TTOTOKOB.
JIOKAJIHBIX CCTAX [IpopaboTka Moaenu yrpo3 1 MOJIEIH HapyIIUTEIs 4
KOMITBIOTEPHOU CETH.
[IpopaboTka CTPYKTYpbI CUCTEMBI 3aIIUTHI HHPOpMa- 6
1M, COCTaBa CPEJICTB 3aIUTHI. M3ydeHne crmocoOoB
YCTaHOBKHM U OCHOBHBIX MapaMEeTPOB KOH(UTY AU
CPEJICTB 3alIUThl HHPOPMAIIUU
[ToaroroBka JOKYMEHTOB IO CUCTEME 3aIUThl HHPOP- 4
MaIiy B UHPOPMALIMOHHOW CUCTEME.
Hroro 18
Hroro 3a cemectp 18
Utoro 18

Bunel camocTosaTenbHON paboThl, TPYI0EMKOCTh U (POPMUPYEMbIE KOMIIETEHIIUU TPECTABJICHBI B

9. CamocroniTesibHasi paboTa

tabmuue 9.1.
Tabauna 9.1 — Buasl caMocTosITeNIbHOM pabOThl, TPYA0EMKOCTh U (pOpMHUpYEMble KOMIETEHIIMH
ol 0 =
= 4 =
3 = =
. g O =
Bunsl camocTosATenbHON = > O
Ha3zBanus pazzienos = = DopMbI KOHTPOJIS
6 ) = o
paboTsI o g g2
> &z
a <
= S
5 cemectp
1 OcHOBHBIE MOHATHUSA [IpopaboTka TEKIMOHHOTO 2 |IIK-10 Ormpoc Ha 3ansTusax, Ot-
MH(POPMAIMOHHBIX CeTEeH |MaTepuana YeT 110 JlabopaTopHOU pa-
6ote
Odopmienue oTueToB 1O 2
nabopaToOpHBIM paboTam
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Hroro

2 OCHOBBI TOCTPOCHHUS [TpopaboTKa JIEKIIHOHHOTO I1K-10 Omnpoc Ha 3ansaTusx, OT-
COBPEMEHHBIX JIOKAITLHBIX | MaTepuaia YeT 10 J1abopaTopHoOii pa-
ceten OdopmieHne 0T4ETOB 1O 2 Gore

nabopaTopHBIM paboTam

Utoro 4
3 CeteBble [TpopaboTka JEKIIMOHHOTO ITK-10, Omnpoc Ha 3ansaTusAx, OT-
OIEpallMOHHBIE CUCTEMBI | MaTepHUasa I1K-9 YeT 1o JabopaTopHOM pa-

OdopmiaeHue oTyeToB 1O 2 Gore

n1abopaTopHbIM paboTam

Hroro
4 Cpenctsa peanuzanuu | [IpopaboTka JIEKITHOHHOTO [1K-10 Ormpoc Ha 3ansTusx, Ot-
MEXKCETEBOTO MaTepuasa 9eT 10 J1adopaTopHOii pa-
B3aUMOJICUCTBHUS T

3AMMOZICHC Odopmienue oTueToB 1O 3 Gore

nabopaTopHBIM paboTam

Hroro
5 IlepcnieKTUBHBIE [IpopaboTka TeKIIMOHHOTO [1K-10 Ornpoc Ha 3aHATUAX
HATIPABIICHUS PA3BUTHUS U | MaTepuaia
POOJIEMBI | Hroro 1
MH(POPMALIMOHHBIX CeTei
Hroro 3a cemectp 18

6 cemecTp

6 OCHOBHBIE MTOHATHUSA [IpopaboTka TEKIMOHHOTO 4  TIK-10, Ornpoc Ha 3aHATUAX
MH(POPMALMOHHOM MaTepuaa [1K-9
0e30macHOCTH Wroro
7 TexHomornu [ToaroroBka K mpakTUye- 6 [1K-10, 3amura otdyeta, Onpoc Ha
obecreyeHus CKUM 3aHSTHSM, CEMUHA- I1K-9 3ansaTusx, Otuet no nabdo-
0€3011acHOCTH B pam paTtopHoii padote, TecT
JIOKAJIbHBIX CETIX

[IpopaboTka JIeKIHOHHOTO 8

MaTepuasa

Odopmienue oTueToB 1O 12

nabopaTopHBIM paboTam

Hroro 26
8 ObGecrieueHue [TpopaboTka JEKIIMOHHOTO 4  |TIK-10, Ornpoc Ha 3aHATHAX
0e30macHOCTH ceTedd Ha | MaTepuasa [1K-9

TEBBIX

0aze cere Viroro 4
OTIEPAI[MOHHBIX CUCTEM
9 ObGecrieuenue [TpopaboTka JEKIIMOHHOTO 6 |TIK-10, Omnpoc Ha 3ansaTUAX, OT-
0e3omacHOCTH MaTepuana I1K-9 YeT 1o J1abopaTopHOii pa-
M€>KC6T€B9FO Odopmienue oTueToB 1O 10 Gote, Teer
B3aMMOICHCTBIA n1abopaTopHBIM paboTam

Utoro 16
10 IIpaBOBBIE OCHOBBI [IpopaboTka TEKIMOHHOTO 4  TIK-10, Ornpoc Ha 3aHATUAX
3amUThl UHQOPMANMK B | MaTepuaia I1K-9
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KOMITBIOTEPHBIX CETSX. Hroro 4
3alMIeHHbIN
JIOKYyMEHTOO0OpOT
Htoro 3a cemectp 54
IToaroroBka u ciada 3K3a- 36 DK3ameH
MeHa
Uroro 108
10. KypcoBoii npoekT / KypcoBasi padora
He npexgycmorpeno PYIL

11. PeliTHHTOBasi cCHCTEMA /IS OIEHKH YCIIeBAeMOCTH 00y4aromuxcst

11.1. banjbHbIe OL[EHKH IJISl 3JIEMEHTOB KOHTPOJIA
Tabnuna 11.1 — banipHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJIS

N N MaxkcumanbHbII
o MaxkcumanbHbIi MaxkcumanbHbI
DNeMEeHTHI yueOHOM a1 3a mepuon Bcero 3a
6amt Ha 1-yto KT ¢ | Gayun 3a nmepuon
JEeSITEIIbHOCTH mexnay 2KT u Ha CeMecTp
Hauana cemectpa | Mexay 1KT u 2KT
KOHEI] ceMecTpa
5 cemectp
Ornpoc Ha 3aHATHAX 3 4 3 10
Otuer no nabopaTtopHOn 30 30 30 90
pabore
HToro MmakcumyM 3a mepu- 33 34 33 100
on
Hapacraromum urorom 33 67 100 100
6 cemectp
3ammra oTyera 10 10 20
Ornpoc Ha 3aHATHAX 3 4 3 10
Otuert o nmadbopaTopHOH 20 20 40
pabote
HToro MakcumyM 3a repu- 13 34 23 70
on
OK3aMeH 30
Hapacratomum urorom 13 47 70 100
11.2. TlepecuyeT 6a/1JI0B B OLIEHKH 32 KOHTPOJIbHbIE TOUKH
[Tepecuer 6a/UIOB B OIIEHKH 32 KOHTPOJBHBIC TOUKH MpeIcTaBlieH B Tadmmie 11.2.
Ta6mmma 11.2 — IlepecueT 6aJIJIOB B OIICHKH 32 KOHTPOJIBHBIC TOYKH
Bannel Ha 1aTy KOHTPOIBHON TOYKU Orenka
>90% oT MakcuMalIbHOI cyMMBbl OansioB Ha qaty KT 5
Ot 70% 1o 89% oT MakcuManbHOM cyMMbI OaiioB Ha maty KT 4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI OaiioB Ha naty KT 3
< 60% oT MakcUMabHOM cyMMbI OaiioB Ha naty KT 2

11.3. IlepecyeT cyMMBbI 02J1JI0B B TPAAHIMOHHYIO H MEKTYHAPOAHYIO OLIEHKY
[lepecuer cyMMBbI 6aJIIOB B TPAIUIIMOHHYIO U MEKAYHAPOIHYIO OIICHKY MPEICTaBICH B Ta0OIUIE

11.3.
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Ta6mmma 11.3 — Ilepecuer cymmBbl 0a/IOB B TPAAUITMOHHYIO M MEXKIYHAPOIHYIO OIIEHKY

Htorosast cymma 6asios,

Onenka (I'OC) YUMTBIBAET YCIEUIHO CAAHHbBIN Onenxka (ECTS)

SK3aMeH

5 (oTM4HO) (3a4TEHO) 90-100 A (OTIMYHO)
85 -89 B (ouens xoporio)

4 (xopor1o) (3a4TeHO) 75-84 C (xoporo)
70-74
65 - 69 D (yZ10oBIETBOPHUTEIHHO)

3 (y10BIETBOPUTENIHHO) (3aYTEHO) 60 - 64 E (nocpeactnentio)
2 (HeyAOBNCTBOPHTELHO) (HE Hwxe 60 6amios F (HeynoBneTBOpUTEIBHO)

3a4TEHO)

12. YueOHO-MeTOAUYECKOE U HH(POPMAIHOHHOE 00ecTieueHue TUCIIUIIHHbI

12.1. OcHoBHasi IUTEpPaTYpa
1. TlocTtpoeHwre 3alIUIICHHBIX KOPIIOPATUBHBIX CETEH [DIEKTPOHHBIN pecypc]| : yueOHOe Mmoco-
oue / P.H. AuunoB. — Dnektpon. nan. — Mocksa : JIMK Ilpecc, 2013. — 250 c. [DnekTpoHHBIH pecypc]
- Pexxum noctyna: https://e.lanbook.com/book/66472 (nara oopamenus: 26.06.2018).

12.2. lononHuTeIbHAS JTUTEPATYPA
1. KomnbroTepHble CeTH U CIY>KObI YAAIEHHOIo AOCTyIa [DIeKTPOHHBIN pecypc] : cpaBOYHUK /
O. U6e. — Dnekrtpon. naH. — Mocksa : JIMK Ilpecc, 2007. — 336 c. [DnexTpoHHbIi pecypce]| - Pexxum
nocryna: https://e.lanbook.com/book/1169 (nara o6pamienus: 26.06.2018).

12.3. YueOHO-MeTOAUYECKUE ITOCOOU

12.3.1. O6s13aTe/ibHBIE YUeOHO-METOAMYECKUE MOCOOUsI

1. besomacHocth cereit OBM: Mertonndeckue ykasaHus Uil JaOOPaTOPHBIX U MPAKTHUYECKHX
pabot / HoBoxpectoB A. K., [Ipackypun I'.A., 2014. — 99 c. [DOnexkTpoHHBIN pecypc] [DAEKTPOHHBIH pe-
cypce] - Pexum JIOCTyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf (nara oOpameHwus:
26.06.2018).

2. besomacHocTh ceteit OBM: Metoanueckue yka3zaHus JJiI CAMOCTOSTEIbHON pabOThI CTYICH-
ta / HoBoxpecroB A K., IIpackypun I'.A., 2014. — 4 c. [DnekTpoHHBIN pecypc] [DneKTpoHHBIH pecypc] -
Pexxum noctyma: http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara
obpamienus: 26.06.2018).

3. bezomacHocts cereit O9BM. Yacts 1: JIabopatopuslit npaktukym / HoBoxpectos A. K., I'yns-
eB A. U. - 2017. 92 c. [OnexTponnsii pecypc| - Pexxum nocryma: https://edu.tusur.ru/publications/7225
(mata oOpamenwus: 26.06.2018).

12.3.2. YueOHO-MeTOANYECKHE TIOCOOHS /ISl JIMII C OTPAHUYEHHBIMHI BO3MOKHOCTSIMH 310POBbS U
WHBAJIU/I0B

Y4eOHO-MEeTOINYECKHE MaTepHaIbl UISl CAMOCTOSTEILHOW M ayJUTOPHOM pabOThl 00YJarOIIUXCs
H3 YucJia JIul ¢ OrpaHMYCHHBIMH BO3MOXKHOCTAMU 3J0POBbA U MHBAJIMAOB NPCAOCTABIISAIOTCA B (bopMax,
a/IalITUPOBAHHBIX K OTPaHUYEHUSIM HUX 3I0POBBS U BOCTIPHUSITHS HHPOPMAIIUH.

Jlist M1 ¢ HAPYIIEHUsIMU 3PeHUst:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B [€YaTHOU (OpMe YBEITUICHHBIM MIPUPTOM.

Jst U ¢ HApYIIeHHsIMU cJIyXa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA,;

- B [IEYAaTHOH (opme.

JlJist M1 ¢ HAPYIIEHUsIMU OMOPHO-IBUTaTeIbHOTO annapaTa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;
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- B IIeUaTHOM opme.

12.4. IipodeccnoHabHbIe 6a3bl JAHHBIX U MH(OPMAIIMOHHbIE CIIPABOYHbIE CHCTEMBbI
1. 1. http://www.elibrary.ru - Hay4nast 3neKTpoHHast OUOIHOTEKA;

2. 2. http://www.edu.ru - BeO-caiiT cucteMsl (peaepatbHbIX 00pa30BaTEIbHBIX IOPTAJIOB,;
3. 3. http://edu.fb.tusur.ru/ - o6pazoBarenpHbIil mopTan dakynbTeTa 6€30MACHOCTH;

4. 4. https://fstec.ru/ - denepanbHas ciryk0a M0 TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajbHO-TeXHHYECKOE 00ecniedeHHue JUCHUILIMHBI U TpedyeMoe MporpaMMHOe
ob0ecneueHmne

13.1. O6mue TpeGOBaAHMA K MATEPHAIBLHO-TEXHHYECKOMY H IPOrpaMMHOMY 00ecrieYeHHI0
AUCHUILIHHBI

13.1.1. MaTepuajibHO-TeXHHYECKOe U MPOrpaMMHoOe oOecrevyeHue JJIs JTeKIIHOHHbIX 3aHATHI
J1y1s IpoBeieHs 3aHATHUH JICKIIMOHHOTO THITA, TPYIIOBBIX U WHAWBUIYaIbHBIX KOHCYJIBTAIUH, TC-
KYIIET0 KOHTPOJIS M TIPOMEXKYTOYHOM aTTECTAI[MN UCTIONB3YETCs yueOHas ayTUTOPUs C KOJHMYECTBOM II0-
CaJIOYHBIX MECT He MeHee 22-24, o0opyIoBaHHAs JTOCKON W CTaHIApPTHOW y4deOHOU Mebenbro. Mmerorces
JEMOHCTPAIIMOHHOE 000PYIOBaHHE U Y4eOHO-HATIISITHBIE TTOCOOHSI, 00ECTICUNBAOIINE TEMAaTHICCKUE UJI-
JIOCTPALIHAH 110 JICKIIMOHHBIM pa3JiejiaM JTUCIUTUTHHEL.

13.1.2. MaTepuaJibHO-TeXHHYECKOE H MPOrPaMMHOe o0ecniedeHHe VISl MPAKTHYECKUX 3aHATHI
JlaGopatopus 6e3onacHocTu ceteid 9BM / JIabopatopust kpuntorpaduu B 6aHKOBCKOM Jienie
y4deOHast ay IUTOPHs ISl TIPOBEICHHS 3aHATHI MMPAKTHYECKOTO THIA, ydeOHas ay AUTOPHS IS TIPO-
BEJICHUS 3aHATUI J1aOOPaTOPHOTO THIA

634045, Tomckas o6sacTs, . Tomck, yi1. KpacHoapmeiickas, 1. 146, 804 ayn.

Onucanue uMeronierocs 000py10BaHuUs:

- Kommbrorepsl kinacca ue Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mr.);

- OGyuaromuii cTeH/ IoKanbHble KOMITbIOTepHBIE ceTu Microtik routerboard (2 mrt.);

- VIPNET YMK «be3omacHoCTh ceTeiin;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 wmt.);

- Kommsrotep kiacca He Huxe 15-7400/8DDR4/SSD120G;

- Aranmuzatop kabenpHbIX ceteid MI 2016 Multi LAN 350 (3 mt.);

- Anammzatop Wi-Fi ceteit NETSCOUT AirCheck G2 (2 mir.);

- Cepaep kiacca He Hmke 4XE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mr.);

- Mapmpytuzatop Cisco C881-V-K9 (2 mir.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mt.);

- KomrmiekT cienpaim3upoBanHon yueOHON MeOenH;

- PabGouee mecTo nmpernoiaBaTens.

[TporpamMmMHOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema monuropunra Zabbix

— Microsoft Windows 10

— XSpider

— Amnanu3zatop tpaduka Wireshark

— Huctpubytus Kali Linux

— MexcereBoii 3kpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education

— Cucrema ananuza 3amuiieHHocty cet MaxPatrol Education

— Cucrema oOHapyXeHUsI BTOPKEHH SNort

— Cucrema oOHapysKeHHUS BTOp)KeHHI Suricata

— CpencTBo NOCTpOSHUS BUPTYyallbHBIX YacTHBIX ceTeit OpenVPN
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13.1.3. MaTepuajbHO-TeXHHYECKOe H IPOrPaMMHOe o0ecnieyeHue IS J1a00pPaTOPHBIX padoT
JlaGopatopus 6e3onacHocTtu ceteid 9BM / JIabopatopus kpuntorpaduu B 0aHKOBCKOM Jienie
y4eOHast ay IUTOPHs JJIsl TIPOBECHUS 3aHATHI MPAKTHYECKOTO THUIA, yueOHast ay AUTOPHS LIS TIPO-
BE/ICHHS 3aHATHH T1a00paTOpHOro TUMA

634045, Tomckas o6sacts, r. Tomck, yi1. KpacHoapmeiickas, a. 146, 804 ayn.

Onucanne UMeroIerocs 000pyA0BaHuUSs:

- Kommbroreps! kiacca ve Hike GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mr.);

- OGyuaromuii cTeH/ JIoKanbHble KoMITbloTepHbIe ceTu Microtik routerboard (2 mrt.);

- VIPNET YMK «be30macHoCTh ceTeiin;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 mt.);

- Komnetotep kinacca ne Hmke 15-7400/8DDR4/SSD120G;

- Ananuzatop kabenpHbIX ceTeid MI 2016 Multi LAN 350 (3 mt.);

- Ananmuzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- CepBep kiacca He Hmke 4XE7-4809v4/512GBRE16/L9300-8i/5T6000G7;

- Mapupytuzatop Cisco 891-K9 (2 mr.);

- Mapmpytuzatop Cisco C881-V-K9 (2 wir.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mt.);

- KommiexT crienmanusupoBanHoi yueOHOM Mebenu;

- Pabouee mecto nmpemnoaBaTens.

[TporpamMmMHoOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema monuropunra Zabbix

— Microsoft Windows 10

— XSpider

— Amnanu3zatop tpaduka Wireshark

— JuctpubyTtus Kali Linux

— MexcereBoii axkpan UKC Lite

— MexcerteBoitakpanPositive Technologies Application Firewall Education

— Cucrema ananmza 3amuineHHocty cet MaxPatrol Education

— Cucrema oOHapy>KeHHs BTOpXKeHUH Snort

— Cucrema oOHapysKeHHUsS] BTOp)KeHHH Suricata

— CpencTBo NoCcTpoeHUs BUPTyalbHBIX YacTHBIX ceTeit OpenVPN

13.1.4. MaTepuajabHO-TeXHHYECKOE U MPOTrPaMMHOe ofecriedyeHue I CaMOCTOSITeIbHOI pa6oThl
Jnist caMOCTOSITENFHON pabOThI UCTIONB3YIOTCS YUeOHBIE ay AUTOPUH (KOMITBIOTEPHBIE KJIACCHI),
pacrojIoKEHHBIE TI0 aJpecam:
- 634050, Tomckast 06macTh, T. Tomck, JlennHa nipocnexT, 1. 40, 233 ayn.;
- 634045, Tomckas o6macTtb, . Tomck, yi. KpacHoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckast 06acTh, T. Tomck, Bepmmauna ynuna, 1. 47, 126 ayn,;
- 634034, Tomckas o6mactp, T. Tomck, Bepmuauna ymuna, 1. 74, 207 ay.

CocraB 000pyA0BaHUS:

- yueOHast MeOerb;

- komrbroTepsl Kitacca He Huke [IDBM INTEL Celeron D336 2.8 T - 5 mir.;

- KOMIIBIOTEPHI MOAKIIOUEHBI K ceTH « IHTepHeT» 1 00eciedyBatoT JOCTYII B 3JIEKTPOHHYIO UH-
dbopMalmoOHHO-00Pa30BaTENBHYIO CPEAY YHUBEPCUTETA.

[Tepeuens mporpaMMHOTO 0OECTICUEHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

CornacoBaHa Ha noprane Ne 34643 15



- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne TUCUMIIIMHBI JIS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMM 310POBbS 1 HHBAJIHM/IOB

OcBoeHUE TUCHUILUIUHBI JIULIAMH C OTPAaHUYEHHBIMU BO3MOXHOCTSIMU 3/I0POBbSI 1 MHBATHIAMH
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEHHSI 0OIEro U CrelnaIbHOr0 Ha3HAYEHUS.

[Tpu 3aHsATHAX ¢ 00YYAIOMIUMUCS ¢ HAPYIIEHUSAMH CJIyXa MPEIyCMOTPEHO HCIIOIb30BAHHUE 3BYKO-
YCUJIMBAIOIIEH anmnaparypbl, MyJIbTUMEIUINHBIX CPEJICTB U JPYTUX TEXHUYECKUX CPEACTB MpueMa/nepea-
yr yueOHOM nH(opManmu B JOCTyIHBIX popMax, MOOMIBHON CUCTEMBI PEMOAaBaHUS ISl O0YYaOLITHXCS
C MHBAJIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHOW CHCTEMBI. YUeOHas ayJuTOpUs, B KOTOPOH 3aHUMAIOTCS
oOydaroriuecss ¢ HapylIeHHEeM CiIyxa, 000pyJoBaHa KOMITBIOTEPHOM TEXHUKOW, ayTUOTEXHHKOH, BUICO-
TEXHHUKOM, dJIEKTPOHHOU JTOCKOM, MYJIbTUMEIUINHON CUCTEMOM.

[Ipu 3aHATHAX C 0O0YUYAIONIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPEAYCMOTPEHO HCIIOIb30BaHUE B
JIEKIIMOHHBIX M YYEOHBIX ayJUTOPUAX BO3MOKHOCTH MTPOCMOTpPA yAAJIEHHBIX 00BEKTOB (HAIpUMep, TEKCTa
Ha JIOCKE WM Claif/ia Ha 9KpaHe) MPU MOMOIIY BUICOYBEIHMUUTENCH 1711 KOM(POPTHOTO MIPOCMOTPA.

[Tpu 3aHATUAX ¢ 00YHAIOMIMMHKCS ¢ HAPYWIEHUSIMHA ONOPHO-ABUIaTEeJIbHOI0 aNnapaTa HCIOJb-
3yI0TCA aJbTepHATUBHBIC YCTPOICTBA BBOAA MH(GOPMALIMU U IPYTUE TEXHUYECKHE CPEICTBA IpreMa/mepe-
nadu yueOHoW nH(popManuu B JOCTYIHBIX (hopMax, MOOMIBHONW CUCTEMBI 00yUYeHHUs ISl JIFOJIEH ¢ WHBa-
JIMHOCTBIO.

14. OueHo4YHbIe MATEPHUAJIBI 1 METOIMYECKHE PEKOMEHIAIMHU 110 OPTaHU3AINH U3yYeHUsl
JTUCIHHUIIINHBI

14.1. ConepxxaHue OleHOYHBIX MATEPHAJIOB U MeTOANYECKHE PEKOMEeH AU
J1J1s1 OIICHKH CTeNeH: C(OOPMHUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIUICHHBIX 33 TUCIUILIHHOM
KOMIIETCHIIHIA UCTIOJIb3YIOTCSI OIICHOYHBIE MAaTEPUAIIBI B COCTABE:

14.1.1. TecToBbI€e 3a7aHus

1. ITo macmTaly KOMOBIOTEPHBIE CETU TOAPA3ACAIOTCS Ha

a) 3Be3/1000pa3HbIe, KOJBIICBBIC, ITHHHBIC

b) ogHOpanTrOBBIE U CeTH "KIHEHT-CepBEp"

C) MPOBOJIHBIC U OECIPOBOIHBIC

d) okanbHbIE U TI00aTBHBIE

2. 3anayeii kakoro ypoBHs Mozienu OS] siBisieTcst ynpaBieHHne J0CTYIIOM K Cpefie B CETSIX, 10-
CTPOEHHBIX Ha OCHOBE pa3fesiieMoil cpebl?

) IPUKIIaJHOTO

b) ceresoro

C) KaHaJIBHOTO

d) ¢pusugeckoro

3. Kakoe MUHMMaIbHOE KOJTMYECTBO YPOBHEH MPOTOKOJIOB (B TepMuHax Mozenu OSI) nomKHbI
MOJJIEP)KUBATH MapIIPYTU3aTOPHI CeTel ¢ KOMMYTAIlMel MakeToB?

a)l

b) 2

c)3

d) 4

4. K tpancnioptTHOMy ypoBHIO Mozenu OS] 0THOCSTCS MPOTOKOJBI:
a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo xakoii npuumnHe B npotokosie RIP paccrosiHue B 16 XONOB MEXy CETAMHU MOJIaraeTcs HEA0-
CTUKUMBIM?

a) moJte, OTBEICHHOE JIJIsl XPAaHESHUsI 3HAYCHUSI PACCTOSHHS, HMEET JIHMHY 4 TBOUYHBIX pa3psiia

b) anst moydeHUs MpUEMIIEMOT0 BPEMEHH CXOIMMOCTH aJrOpUT™Ma

C) cetu, B KOTOpBIX padoTaet RIP, penko ObiBatoT OONBIIMME

d) TabnuIel MapIIPyTH3alUK HE MOTYT XPaHUTh OotbIie 16 3amuceit
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6. Uro nyxHo caenath Ha DHCP cepBepe 4To0BI HCKITIOUUTE BbIIauy onpeaeneHHoro [P anpeca
U3 CYIICCTBYIOIIETO Tuarna3oHa?

a) cos3math auarnas3on IP aapecos

b) coznars mapamerp DHCP

C) cozmath obsmacts DHCP

d) cosmats uckmouenue s [P agpeca

7. Kax Ha3piBaeTcst 00beKT Active Directory, KOTOpbIi XpaHUT UH(OPMALIMIO 00 YUETHBIX 3aIu-
csiX, 0OLIMX pecypcax, NoJpa3aeIcHusIX?

a) CeTeBOM I0CTYII

b) karanor

C) narka

d) nomen

8. Kaxoii mpoToKOII UCTIONB3yeTCsl U JOCTYIIA K CITy»K0e Kataioros AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KommbioTep, 3aHUMAOLIHICS 00CTy)KUBAaHHEM CETH, YIIPaBJICHHEM Iepeaaucii COoOIIeH i, 1
NPEIOCTABIISIONINI YAaJICHHBIN JOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepsepom

C) paboueii cTaHIen

d) xoctom

10. MeTton niepeayun JaHHBIX, IPH KOTOPOM JIAaHHBIC MIEPECHIIAIOTCS B JABYX HAIIPABICHHUSIX O
HOBPEMEHHO, Ha3bIBACTCH ...

@) CUMILIEKCHBIM

b) mymnekcHbIM

C) CHHXPOHHBIM

d) momyayTuIeKCHBIM

11. AHanu3 3alUIEeHHOCTH - 37O ...

a) BBIOOP 00OCHOBAHHOTO HAbOpa KOHTPMEP, MO3BOJISFOIINX CHU3UTh YPOBEHD PHCKOB 10 TIPHUEM-
JIEMOM BEJTUYNHBI

b) HezaBMCHMast SKCTIEPTH3a OTACIBHBIX 00IaCTel PYHKIIMOHUPOBAHUS IPEATIPHUSTHSI

C) mporieypa y4era JeHCTBHIA, BBITOIHAEMBIX MOJIH30BATEIEM Ha MPOTSKEHUN CEaHCa IOCTYIa

d) mouck ysi3BUMBIX MeCT HH()OPMAIIMOHHON CUCTEMBI

12. Bo3zaelicTBHe Ha CHCTEMY C LENBbIO CO3JaHUs YCIOBUI, MIPH KOTOPBIX JIETAIbHBIE MOJIb30BaTE-
JIM CUCTEMBI HE MOTYT TIOJIyYUTh JOCTYII K PEIOCTABIIEMBIM CHCTEMOM pecypcam, JIM00 3TOT JOCTYI 3a-
TpPYTHEH.

a) DoS-araka

b) HecaHKITMOHUPOBAHHBII TOCTYII

C) HE3aKOHHOE MCIOJIb30BAHUE IPUBUIICTHIA

d) mporpammHast 3akiaka

13. TIporpaMMHOE CPEICTBO JJIsl yIAICHHOM WK JIOKAJIBHOM JUArHOCTHKH PA3JIHYHBIX JICMEHTOB
CETH Ha MPEIMET BBISBJICHUS B HUX Pa3IMUHBIX ySI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) monutHka GezomacHocTH

C) Cpe/ICTBO JIeruPOBaHHS AIMUHUCTPATUBHBIX TIOJTHOMOYHIA

d) ckanep Oe3omacHoCTH

14. ... - mporiecc 6JOKUPOBKH BBISBICHHBIX BTOPKEHUH.

a) aHaJIU3 3alUIIEHHOCTH

b) o6Hapyxenue arak

C) IpeoTBpalICHUE aTaK

d) aymur GezomacHOCTH

15. B xypHane ayTeHTU(UKAIH 0OHAPYKEHO HECKOIBKO 3aMuceil HEYCIEITHBIX MOMBITOK BOUTH
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B CHCTEMY TOJI YYCTHBIMHU 3aITUCSIMU TT0JIb30BaTese. Bo3MoxHO ObuTa momneITKa moadopa maposieid. Kakoe
CTaHJAPTHOE CPEJCTBO CJICIYET UCIIOIb30BaTh JIUIsl YMEHBIICHUS PUCKA TAKOTO POJa aTak?

d) UCIIOJIb30BATh CUCTEMY OOHAPYKECHUSI BTOPIKEHHI

b) mepeumeHOBaThH yUETHYIO 3aMTUCh aAMUHHCTPATOPA

C) UCTIOJIb30BATh MYJIbTH()AKTOPHYIO ayTeHTH(HUKAIIHIO

d) BKJIFOUMTH OJOKHPOBKY YUCTHBIX 3alTHCEH MPH ONMPEICICHHOM KOJHUYECTBE HEYCIEITHBIX MOIbI-
TOK PETUCTPAIIH

16. Ilonutuka 6e30macHOCTH TpeOyeT COKPHITHA cxeMbl |P-aipecaniuu, nCnoiab3yeMoil BO BHY-
TpeHHel cetu. Kakas u3 nepeyrciIeHHbIX TEXHOJIOTHH TTO3BOJIUT PEIIUTh MTOCTABICHHYIO 331a9y?

a) cucremMa 0OHapy>KEHHsI BTOP)KESHHI

b) mepconanbHBIN MEKCETEBOI IKpaH

c) NAT

d) anTHBHpyCHOE MPOrpaMMHOE 00eCTICUCHHE

17. Texnomnorus, KoTopas /i1 oOHapy>KEHHsI aTak UCIOIb3yeT, Hanpumep, odpaser IP-nakera, xa-
pPaKTEpHOro AJisl KaKOW-HUOYIb OIIPE/IeIICHHON aTaKy.

a) MOHHTOP PETUCTPALIMOHHBIX (aiIoB

b) kouTpOINIE TIETOCTHOCTH

C) BBISIBJICHUE aHOMAJILHOM JIESITEIEHOCTH

d) ananu3 curuaryp

18. Cornacno knaccudukamu @CTIK Poccun, MexxceTeBoi 3KpaH NPUMEHSIEMBI Ha JIOTHYe-
ckoii rpanuiie MC unu Mexy norndeckumu rpanunamu cermentoB UC, ato MO ...

a) tuma A

b) tuna b

C) tuna B

d) Tuma I’

19. Cornacno knaccupukanun @CTIK Poccun cucrembl 00Hapys>KeHHsI BTOPKEHUHN EISTCSA Ha

@) ypOBHSI y3J1a U YPOBHS CETH

b) BHemIHME U BHYTpEHHHE

C) CHMMETPHYHbBIC U ACHMMETPUYHBIC

d) KoMMyTHpYyeMbIe 1 HEKOMMYTHPYEMBIC

20. CormacHo pOQHITIO 3aIUTHI CPEACTBa aHTUBUPYCHOW 3alIUTHI THIA «bY ycTaHaBIMBaIOTCS
Ha ... ”HPOPMALIMOHHOM CUCTEMBI, (HYHKIIMOHUPYIOIIEi Ha 6a3e BEIYUCIUTENFHON CETH.

a) paboyne CTaHIIMH MOJIb30BaTeCH

b) cepsepsr

C) pabo4yro CTaHIUIO a]MUHHCTPATOPA

d) cepBepbl 1 paboure CTaHIIUU

21. 3ammTa pecypcoB CETH OT HECAHKIIHOHUPOBAHHOTO UCTIOIH30BAHUS - 3TO

a) oxpaHa 000pYyIOBaHHS CETH

b) 3ammuTa sapa 6e3omacHoCTH

C) KOHTPOJIb TOCTyTIa

d) 3amura mepuMeTpa 6€30MaCHOCTH

22. CpencTBO 3alIMThI, 00EeCTIeYNBAIOIIEe 3AUTUIIEHHOCTh HH(POPMALIUK OT YIPO3 HEJIETUTUMHOU
nepeiaud JaHHBIX W3 3aIIUIICHHOTO CETMEHTa CHCTEMBI ITyTeM aHalInu3a M OJIOKMPOBAHUS HCXOJSIIETO
Tpaduka

a) MEKCETEBOM dKpaH

b) cpencTBo aHTHBUPYCHOI 3aIIUTHI

¢) DLP-cucrema

d) ckanep Oe3omacHoCTH

23. CpenctBo, peniaroniee 3a/1a4d KOHCONIUIAINN U XPaHEHHS Ky PHAIOB COOBITHH OT Pa3IMYHBIX
MCTOYHMKOB, a TAK)KE MMEIOIIee MHCTPYMEHTHI ISl aHau3a cOOBITHI U pa300opa MHLUACHTOB HA OCHOBE
WX KOppEJSAIuy U 00pabOTKH 10 MpaBUiiaM — 370 ...

a) DLP-cuctema

b) cucrema oOHapyKeHUST BTOP)KCHUI

¢) SIEM-cucrema
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d) ckanep Ge3omacHOCTH

24. Cnioco0 nepexBata HHPOPMALIUH, TIPH KOTOPOM Ha MAILIHY YCTAHABIMBACTCS MIPOrPAMMHOE
Cpe/ICTBO, cOOMparoIiee U Ieperaroliee HHPOPMAIIHIO — 3TO ...

a) mepexBaT B pa3phiB

b) cereBoii mepexBat

C) areHTCKUi mepexsar

d) mepexBar myTeM MHTETPAIlK CO CTOPOHHUMH MTPOJTYKTaMHU

25. [IporpaMMHOE WK anmapaTHOE CPEICTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHT CETH B peallb-
HOM BPEMEHH C IIeJIbIO BBISIBJICHUS, TPEIOTBPAICHHS  OJIOKUPOBKU BPEIOHOCHON aKTHBHOCTH.

) MEKCEeTEeBOW dKpaH

b) cucrema oOHapyKeHHUST BTOpIKESHHI

C) cucTema NpeI0TBPALICHUS BTOP)KEHHIA

d) cpencTBO aHTHBUPYCHOM 3aIUTHI

26. K kakum MeTonmaM cOOpa JaHHBIX, HCIOJIB3YIOMIMXCS TIPH ayAuTe HHYOPMALMOHHOH Oe3omac-
HocTH, oTHOocuTCcst MaxPatrol?

a) aHaJ M3 JOKyMEHTALUH

b) mpenocraBacHre OMPOCHBIX JIUCTOB

C) UCIIOJIb30BaHUE CIICHUATU3UPOBAHHBIX IPOTPAMMHBIX CPE/ICTB

d) uHTEpBHIOMpPOBAHKE

27. Kaxoii 13 METOZI0B IPOBEPKU HAIIPABJICH HA ONPEACICHUE HATMYUS YSI3BUMOCTH 110 KOCBEH-
HBIM ITpU3HaKaM?

) aKTHBHBIC 30HANPYIOIIUE TPOBEPKU

b) mpoBepka 3aroylOBKOB ¥ aKTUBHBIC 30HIUPYIOIIHE TPOBEPKH

C) IpoBepKa 3aroJ0BKOB

d) umuTarms atak

28. B kakom pexnMe CKaHHMpPOBaHHs CHCTEMBI aHaln3a 3auuiieHHocTn MaxPatrol MoxHO mpous-
BECTH MMOJ00P Mapoieii?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakoMm pexxuMme ¢pyHkunonupoBanus [Psec mmugpyercs Beck ucxoanslit [P-naker, a 3atem oH
BCTaBJISIETCS B M0JI€ JAHHBIX HOBOTO MakeTa?

) TPaHCIIOPTHOM

b) ryHHeaBHOM

C) B 000MX peKUMAx

d) IPsec He ucnosb3yeT mmbpoBaHue

30. [porecc mosmyyeHns: OObEKTHBHBIX KAYECTBEHHBIX M KOJMYECTBEHHBIX OLIEHOK O TEKYIIEM CO-
CTOSTHUU MH()OPMAIIMOHHON 0€30MaCHOCTH OPTraHU3aI[MK B COOTBETCTBUH C ONPEICAEHHBIMU KPUTEPUSIMHU
Y [OKa3aTeNsiMU 0€30MacCHOCTH — 3TO ...

a) BBISIBJICHUE aHOMAIILHOM JIESITEIbHOCTH

b) ananu3 3amuIéHHOCTH

C) ayauT HH(GOPMAITHOHHON 0E€30MaCHOCTH

d) yctaHOBKa CHCTEMBI 3aIUTHI

14.1.2. Jk3aMeHAINMOHHBIE BOMPOCHI

1. TunoBsle kKoHpUTYparK HHHOPMAIIMOHHBIX CHUCTeM. Biusaue kondurypamnuu nHGOpMaImoH-
HOU CHCTEMBI Ha 0€30MacCHOCTh XPAHUMBIX, 00padaTHIBAEMBbIX U TIEPEIaBAEMBIX 110 CETH IaHHBIX.

2. Yrpo3sa. Ysa3BuUMocCTh. ATaka. B3auMocBsI3b MEKTy STUMH TTOHITHSIMHU.

3. Knaccudukanus yrpo3 uHGpoOpMaIioHHOW 0€30MaCHOCTH BBIYUCIUTEIHHBIX CETEH.

4. Knaccudukamus ysi3BUMOCTEH.

5. Knaccugukarus arax.

6. [Tepexsat unpopmaruu B cetu. MTaCcTpyMeHTHI. CrTOCOOBI TPOTHUBOICHCTBHSI TIEPEXBATY.

7. Spoofing. Crioco6b! moaenku uaeHTuGUKaTopoB. CrocoObl NpOTUBOAECHCTBU spoofingy.

8. DOS-araku. Ocobennoctu peanuzanun. Crioco0sr npotuBoaeiictBus DOS-aTakam.

CornacosaHa Ha noprane Ne 34643 19



9. VYHuBepcanbHbBIE METOBI OOecTieueHrs HHPOPMaAITMOHHOM 0€30MacHOCTH KOMITBIOTEPOB U
KOMITbIOTEPHBIX CETEH.

10. Cneunanu3upoBaHHBIE METOIBI OOECTIeUeHUsT HH(DOPMAITMOHHON 0€30MaCHOCTH KOMITBIOTEP-
HBIX CETEH.

11. Wpentuduxanms u ayreHTUUKanus. OcoOEHHOCTH ay TeHTU(HUKAIIMY TI0JIh30BaTENCH B
KOMITbIOTEPHBIX CETHX.

12. TIpotokoin Kerberos. Haznauenune. OcobeHHOCTH (DYyHKIIMOHHUPOBAHUS.

13. Pasrpanuuenue 10cTymna K HH(QOPMAIMOHHBIM peCcypcaM KOMITBIOTEPHBIX CETEH.

14. Kpunrorpaduueckas 3amura HHOpMAIMU B KOMIIBIOTEPHBIX ceTsaX. JlOCTOMHCTBA U HEO-
ctatku. CriocoObl MPeogoIeHus KpunTorpaduueckoil 3auTsl HHOPMAILHH.

15. Dnexrponnas noanuck. Haznauenue. [Ipumenenue 11sl 3aIUThl CETEBOTO B3aUMO/IEUCTBUS.
IIpumepsl.

16. Ckanepsl 6e3omacHocTH. CIIOCOOBI BBISIBIICHHS YSI3BUMOCTEH B MH(POPMAIIMOHHBIX CHCTEMAX.

17. Ayaut B uHGOpMamoHHBIX cucTtemMax. OyHKIMU M Ha3HAYEHUE ayJIUTa, €ro poib B o0ecreye-
HUU UHPOPMAIIMOHHOM 0€3011aCHOCTH.

18. Cuctemsl oOHapy-xeHus BTOp>keHuid. CUCTEMBbI TPe10TBpAILleH s BTOPKEHUH. MeTOIMKY BbI-
SIBIICHHSI CETEBBIX aTaK.

19. CereBble 1 XOCTOBBIE CUCTEMBI OOHAPYKEHUS U NPEIOTBPAILEHUS BTOpKEHUN. JlocTonHCTBA N
HEJO0CTaTKH.

20. MexceteBble 3kpanbl. Knaccudukanus. Bapuantsl pazmenieHust MexcereBoro skpasa. J{o-
CTOMHCTBA U HEJIOCTATKH.

21. lemunurapuzoBanHas 30Hbl. HazHauenue. CriocoObl BbIIEIEHUS.

22. Knaccudukanmst MeKCETEBBIX AKPAHOB 10 YPOBHSM 3amuineHHocTH. [Toka3aTens 3amuiieH-
HOCTH, ITpUMEHsieMble Tl Kiaccudukanuu. [IpuMeHeHne MexceTeBbIX SKPaHOB PA3IUYHBIX KIaCCOB.

23. Texnonorust VPN (Bupryanbubie yactHbie cetn). HazHauenue. Jl0CTOMHCTBA W HEIOCTATKH.

24. OcHOBHBIE KOMITOHEHTHI TEXHOJIOTUH BUPTYyaibHbIX YyacTHbIX cereil (VLAN).

25. Bpenonocusie nporpammsl. Kitaccudukanms. Kananer pacripoctpanenns. Biusaue va nagop-
MAaIMOHHBIE CUCTEMBI.

26. AaTuBHpYCHBIE cpeacTBa. Kimaccudukanms. MeToIMKN BBISIBICHHUS BPEIOHOCHOTO KOJIA.

27. CpenctBa obecnieuenust uHpopmarronHoi 6ezonacnoctu B OC Windows’2003. Pasrpannye-
HUE JIOCTYTA K JaHHBIM. [ pyrmoBas momuTtuka. O01acTh AEWCTBUS TPYNIIOBBIX MOJTUTHK.

28. OCHOBHBIE ATaITbl Pa3pabOTKHU 3AIUIIIEHHOW KOMITBIOTEPHOM CEeTH.

29. ITpobnemsl obecriedeHnst 6e30MacHOCTH MPUKIIAIHBIX cepBUCOB (BeO, moura, FTP) u ux peme-
HUSL.

30. dusnueckue cpencTsa odecneueHuss HHHOPMAMOHHON 0€30TaCHOCTH.

14.1.3. TeMbl OIPOCOB HA 3AHATHAX

Ucrtopus pazsurtus cereir 9BM. MecTo u poJib BEIUUCIUTENBHBIX CETEH B COBPEMEHHOM MHUPE.
OcHoBHbIE OHATHS U TepMUHOJOTHS. OOIIMe IPEACTaBIEeHNS O BEIUNCIUTENbHON ceTu. OO1ee noHaTre
00 MepapxXuuecKol CTPYKType MPOTOKOJIOB. IIpUHIMIIEI MHOTOYPOBHEBOM OpraHM3alliy JIOKAIbHBIX U
rnobanpHbIX ceTeit OBM. Monens OSI. CtaHngapTHbIE CTEKH KOMMYHHUKAIIMOHHBIX MPOTOKOJIOB.

Crannaptusanus B cerTax. Knaccupukanus BHIUMCIUTENBHBIX ceTeil. TpeOoBaHus, MpeabsBiisie-
MbI€ K COBPEMEHHBIM BBIYMCIUTENbHBIM CETSIM. METOIbl U TEXHOJIOTUN MPOEKTUPOBAHUS CPEJICTB Telle-
KoMMyHHKaluil. CTpykTypusanunu ceti. Pu3ndeckas ¥ JIOTH4ecKas TONoJIoruu cereil. OCHOBHOE KOMMY -
HUKAIIMOHHOE 000pyI0BaHNE

Kananel cBs3u. XapakTepuCTUKH KaHAJIOB CBsA3H. Jlornueckoe konupoBaHue. ACUHXPOHHAs U CHH-
XpoHHas nepenadn. Mepapxus B kabenbHOM cucteme. CTpyKTyprupoBaHHas KaOeapHas CHCTEMa.

KoHndurypanum JOKambHBIX BBIYUCIUTEIBHBIX CETEH W MeTonbl AocTyma B HuX. CTpykTypa u
bynkun mokanbHbIX cetei. Conepxanue ctangapta IEEE 802. ba3oBbie TeXHOIOTHH JIOKAJIBHBIX CETEH.
IEEE 802.2 Ethernet. O60opynoBaHH€ JOKaIbHBIX CETEH.

[TporpaMMHBIe cpeacTBa TelneKoMMyHUKauuu. CTpyKTypa MpOrpaMMHOT0O 00ecredeHHsl JIOKajlb-
Hol cetu. Knaccudukanus nporpaMmMHoro obecriedeHus JoKaabHbIX ceTel. [IpHHINIBI TOCTPOCHUS ce-
TEBOTO MPOrPaMMHOr0 OOECIeUeHUs] M CETEBbIX OMNEepalnOHHBIX cucTeM. Kiaccudukanus cepBepoB.
[TpoextupoBanue cereit O9BM 1o NpUHLMITY «KJIUEHT-CEPBEPY.

CereBoil ypoBeHb niepenaun qJaHHbIX. [P-aapecanus. Peanuzanus MexceTeBOro B3auMoIeHCTBUS
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cpeactBamu TCP/IP. Tlopsimok pacnpenenenus [P-agpecos. Otobpaxkenue [P-agpecoB Ha JoKaIbHBIC al-
peca. ARP npotokou.

[IpuHnune! MmapmpyTuszanuu B [P-cetax. IIpoTokosnsl MmapmpyTtusanuu. [lonarue nomena. Jlomen-
Has agpecanus B [P-ceTsx. DNS nportokont.

[Iporokoin IPv6. IIpoTokons! TpancnoptHoro ypous TCP u UDP.

CoBpeMEHHbIE TEHACHLIUN Pa3BUTUS TEIEKOMMYHUKALIMOHHBIX CHUCTEM. VIHTerpanus pasiuuHbIX
TUIIOB CE€TEN U CETEBbIX CIyk0. Bupryanuzanusa nnpopmannoHHbix cucteM. OOIauHble BHIYMCICHUS.

Obecnieuenue 6€30MaCHOCTH TEIEKOMMYHUKALMOHHBIX CBSI3€H U aIMUHUCTPATUBHBIA KOHTPOJIb.
OcHOBHbIE IOHATHS U TEPMUHOJIOTHS.

Tunossle yrpo3bl ceTeBoil OezonacHocTu. OCHOBBI KJIacCHU(PUKAIIMK CETEBBIX YIpo3 U aTak. Bius-
HUE YEJIOBEUECKOro (pakTopa Ha CETeBYIO O€30TacHOCTb.

3amura TONoJI0ruu cetu. BupTtyanbHble okanbHbIe ceTH. JlonmoaHUTeNbHBIE (PYHKIMU KOMMYTa-
topoB. [lepconanpHbIe S3Kpanbl. AGOHEHTCKOE MU pOBaHUE.

3amura cereBoro Tpaduka U KOMIOHEHTOB ceTH. 3amura komrnoHentos cetu ot HCJI. besomnac-
HOCTb pecypcoB cetu. CpencTBa uaeHTU(GUKAIMKY U ayTeHTU(DUKAIIMKY, METO/Ibl pa3/IeJIeHUs] pECYpCOB U
TEXHOJIOTMH pa3rpaHUYeHMsI JOCTyIa.

CpencTBa MOBBIIICHUST HAJEKHOCTH (PYHKIIMOHUPOBAHUS ceTel. 3ammTa OT COOEB JICKTPOIUTA-
HUSI, alnapaTHOrO M MporpaMMHoro odecrnedyenus. KoHTposnb U pachpenesieHue Harpy3Kd Ha BBIYHCIIH-
TEJIbHYIO CETh.

Pernamentupyromnye J0KyMEHTHI B 001acTH 0€30MaCHOCTH BBIYMCIUTEIbHBIX ceTei. CTaHaapThl
0€30MMacCHOCTH BBIYMCIUTENIBHBIX CETeH U MX KOMIIOHEHTOB. IIpaBoBbIe OCHOBBI 3alUTHI HHPOPMALIUU B
CeTsX.

CereBble onepannonnbie cucteMbl Windows, Unix/Linux. OcHOBHBIE TPOTOKOJIBI, CITYXObl, PYyHK-
LIMOHUPOBAHME, CPEICTBA OOecIeueHus1 0€30aCHOCTH, CPE/ICTBA YIIPABICHUS U KOHTPOJISL.

[Tonutuka 6e3onacuoctu: Ilonsrue nmonutuku 6e3onacHOCTU. TUIIOBBIE 3JIEMEHTHI IOJTUTHKHU O€3-
onacHocTH. [locTpoenue, peanuzaius, noaaep)aHue U MoJUGUKALMS MOIUTUKU Oe3onmacHocTH.Kpure-
pun oneHku 6e3omacHocTu ceTeBbix OC. OCHOBHBIE KPUTEPHH aHANIM3a CETeBOM Oe3omacHocTH. OOmas
IpoLeaAypa aHaIu3a.

OcHoBHbBIE MEXaHNU3MbI O0ecrieueH sl O€30MMaCHOCTH U YIPaBICHUs paclpeIeIeHHBIMU pecypca-
mu. Ob6ecrieueHne HaJe)KHOCTH MH(pacTpyKTypsl IHTEpHeT.

3ammra KaHaoB cBs3U B MIHTepHeT. Bunbl ucnonb3yemsix B IHTEpHET KaHaIoB CBsA3H. Mcnonb30-
BaHUE MEXKCETEBBIX IKPaHOB. BUpTyanbHbIEC YaCTHBIE CETH.

VA3BUMOCTH U 3a1uTa 0a30BbIX MPOTOKOJIOB U CIIyk0: [IpoTokonsl mapmpyTuzamuu. CeMencTBo
TCP/IP. Ciyx06b1 noucka. bezonachocts WWW 1 351eKTpOHHOM MOYTHI.

CucreMbl 00HapY’KEHUS U MPOTUBOJAEHCTBUS BTOp )KeHUIM. Kiaccudukanus u npuHIuns! QyHK-
IIUOHUPOBAHUA CUCTEM OOHapy>KeHHs BTop keHui. CkaHepbl 6€30MacHOCTH.

Knaccrel ckanepoB 6€301acHOCTH M 0COOEHHOCTH MPUMEHEHHUs. 3aluTa OT BUPYCOB.

3amura 3JeKTPOHHOTO JIOKYMEHTO000poTa.

14.1.4. Tembl J1a00paTOPHBIX PadoT

Hactpoiika nogkiroueHus y3ia K ceTd. ABTOMaTH4ecKas TMHAMUYECKas U CTaTHYeCKasi HaCTpOil-
KU CETEBOT0 MOAKIIOYECHHUS.

Crek nporokosnioB TCP/IP. Ilpukinagusie mpoTokoinsl cetu MHTEpHET.

Cetn Microsoft Windows. YnpaBieHue ceTeBbIMH pecypcamMy B OIHOPAHTOBOM CETH.

Cetu Microsoft Windows. Active Directory. YnpapieHue ceTeBbIMU pecypcaMu KOPIIOPATHBHOM
ceTd. [ pynnoBble NOIUTHKY.

MonenupoBanue 0a30BbIX CIIyk0 U MPOTOKOJIOB MapIIPyTU3ALMH B INI00ATBHBIX CETSIX.

Bbazoseie cityx0b1 cetn MaTeprer. DHCP. DNS. IIpoTokossl MapipyTH3aIuH.

[Tpuknagasie cmyx0b1 cetn MaTepHeT. Hactpoiika Web-, FTP-cepBepoB u cepBepa 371eKTpOHHOM
HIOYTHI.

Pasrpannuenue 1ocTymna K JOKaJbHBIM U CETEBBIM pecypcam. JMcKpenoHHas 1 MaHJaTHasi MO-
JIENIN yIPABIEHUS JOCTYIIOM.

WNHCcTpyMeHTHI U1l icciieioBaHus ceTh (CHUdEpHI)

WHCTpyMEHTBI AJIs UCCIIEOBAHUS CETH (CKaHEPhI 0€30MTaCHOCTH )

MesxkcereBble SKpaHbl
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AHTUBHpYCHAS 3allIUTA

BupryanbHble yacTHBIE CETH

CucreMbl 00HapY’KEHUS U PEJOTBPAIIECHNS BTOPKEHUI

DLP-cuctemsr

be3onacHOCTh NMPUKIIAIHBIX IPOTOKOJIOB

MonenupoBaHue CETEBBIX YCTPONCTB U IPOTOKOJIOB B JIOKAJIBHBIX CETAX

MonenupoBanue BUpTyalIbHbIX JoKalbHbIX ceTeil (VLAN) ¢ pasrpaHndeHrneM A0CTyMa K cere-
BBIM pecypcam

14.1.5. 3auér

1. ITonstue cetu. TpeGoBanus, MpeIbABIIEMBIE K CETH.

2. Kimaccudukanus cereit. [Ipusnaku kinaccudukaiuym.

3. CereBble Tonosnoruu. IIpenmyInecTBa 1 HEAOCTATKA OA30BBIX CETEBBIX TOMOJIOTUH.

4. Metoibl KOMMYTallUU y3710B ceTH. [IpenmyIiecTBa U HEOCTATKU PA3IUYHBIX METOJOB KOMMY-
TaIHH.

5. Metoapbl agpecaliuu B MaJIbIX U O0bIINX ceTax. TpeboBaHus K aapecam.

6. OcHOBHBIE anmnapaTHbie U MPOrPAMMHBIE KOMITOHEHTHI KOMIIBIOTEPHBIX CETeH

7. Haznayenwue u coctaB JUHUM cBs3U. Ha3HaueHne Kax10ro KOMIOHEHTA JIMHUH CBSI3H.

8. OcHoBHBIE BUIBI NTepeaaromux cpel. Mx xapakrepuctuku. OrpaHuueHHs EPEJaroIinuX Cpe/.

9. becripoBoanast muuus cBsizu. CoctaB obopyaoBanus. [lonsTue kanana.

10. CereBas monens OSI. Haznauenue. YpoBHH B3aUMOJICHCTBUS OTKPBITHIX CUCTEM.

11. Cranmapruzamnus ceteit. [Ipoext 802.x.

12. Metozp! 1ocTyMa K Cpezie epeiadu JaHHbIX.

13. [MonsTre npotokona u uurepdeiica. Creku npoTokonoB. CTaHJapTHBIE CTEKH MPOTOKOJIOB.

14. CereBas apxurektypa Ethernet. ba3oseiii crannapt. KoMnoHeHTsI peanu3anuy Ha GU3HYeCKOM
YpOBHE.

15. Crpykrypa xaapa texnonoruu Ethernet. Texnonorus VLAN. Crangapr [EEE 802.1q.

16. CereBas apxutekTypa Token Ring.

17. CereBas apxurekrypa FDDI.

18. O6opynosanue JIBC. ITpunIuner paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTAaTOPOB.

19. CereBple onepanmonHbie cucteMbl. TpeboBanus, npeabsaBisieMble k ceTeBbiM OC.

20. bazoBble MPUMUTHBHI TIEpeiadnl COOOIIECHUH B pacipeieieHHON ceTH. BbI30B ynaaeHHbIX Mpo-
uenyp. MexaHusm COKETOB.

21. CereBble (aitmoBbie cucTeMbl. CeMaHTHKA pa3ieieHus (aiioB.

22. Ciy»0b1 nMeHOBaHUs pecypcoB. Ciryk0a karajaoros. JJoMeHHBIN MOIXO/.

23. Cnyx0a katamoroB Active Directory. YpaBienue o0beKTaMu ceTH. | pynmoBbie TOJTUTHKH.

24. 3anaun mocTpoeHus: 00BETMHEHHBIX CETEH.

25. T'moGanwHas cetb MHTepHET. [TlocTpoenue. OcHoBHBIEC MOHATHS. CeMENHCTBO MPOTOKOJIOB
TCP/IP u ero poib B IOCTPOECHUH TII00ATBHBIX CETEH.

26. Crek nporokosioB TCP/IP. O6nacts npuMeHeHuss. OCHOBHBIE XapaKTEPUCTHKH.

27. Twurel anpecoB, MpuMeHsieMbIX B ceTi aTepHeT. Haznauenue. TexHomorum pa3pemnieHus ai-
pECOB.

28. IP-anpeca. Knaccer [P-cereid.

29. IP-anpeca. Texnonorus CIDR. ITonstue ceteBoro npedukca.

30. O6opynosanme ' BC. Kparkas xapakTepucTUka U Ha3HAUCHHE.

31. Crpykrypa cet UHTepHET. ABTOHOMHBIE CUCTEMBI U MaructpanbHble CeTH. THITBI TPOTOKO-
JIOB MapuIpyTH3ALNH.

32. MapmpyTuzanus [P-nporokona. AIropuTMbl MapIIpyTH3ALUH.

33. IIporokomnsl mapmpyTu3anuu RIP u OSPF. XapakrepucTuku, JOCTOMHCTBA W HEOCTATKH.

34. Ilporokon ARP. Haznauenue. [Ipuniun GyHKIMOHHUPOBAHUS.

35. IIpotokon DHCP. Haznavenue. [Ipuaummn GyHKIHOHUPOBAHHUS.

36. Ciy>x6a DNS. Haznauenue. [IpuHunn pyHKIHOHUPOBAHMUSL.

37. Tlportokossl TpaHcmopTHOro ypoBHs cTeka TCP/IP. CpaBHUTEIbHBIC XapaKTEPUCTUKU M ITPHH-
IUTBI PAOOTHI.

38. IlepexBaT makeToB B JOKaIbHOH ceTH. MHCTpyMeHTHI. CTPYKTYpa MaKkeToB.
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39. Texnonoruu «mnocneaael Muany. [IporpaMMHBIN U anmapaTHBIA COCTAaB.
40. City:x661 WWW u FTP. [Ipotokonsl. Hactpoiiku cepBeproro u kiauentckoro I10.
41. Cayx6a E-mail. IIporokomnbl asekTpoHHOW mOuThl. HacTpoiiku cepBEepHOro M KIMEHTCKOTO

I10.

42. Ciry>x6a MrHOBEHHBIX coobmienuit Jabber. [TpoTokonsr. HacTpoiiku cepBepHOro U KIIHEHTCKO-

ro I1O.

43. TexHomoruy nepeaaqn roocoBoid uHGopmanuu. [Iporokoms SIP, RTP.
44, TunoBasi CTPYKTypa OTKa30yCTOHUMBOro Kiactepa. Pe3epBupoBanue JaHHBIX.
45. OCHOBHbIE KOMaH/Ibl, UCIOJIb3yEeMbIE IIPU PA0OTE C CETHIO B PEKUME KOMAaHAHOM CTPOKHU.

14.2. TpeﬁoBaHnﬂ K OICHOYHBIM MaTepuajJdaM Jisl JUll ¢ OrpaHUYCHHBIMU BO3MOKHOCTAMU

310pOBb{ U HHBAJIUA0B

I[J'IS[ JIiI € OTrpaHUYCHHBIMU BO3MOKHOCTAMHA 310POBbA 1 HHBAJIMIOB IIPEAYCMOTPECHBI JOITOJIHHA-
TCJIBHBIC OLICHOYHBIC MaTCPpHUAJIbI, IICPCUCHL KOTOPBIX YKA3aH B Ta6n1/1ue 14.
Ta6m/ma 14 — I[OHOJ'IHI/ITCJ'H)HBIG MaTCpurajibl OUCHUBAHUA JJIA JIML C OTPaHUYCHHBIMHA BO3MOXHOCTAMU

300POBbS U NHBAJINJI0OB

Kareropun
oOyyJaronmxcs

Bunnl TOIOIHUTEILHEIX OLIEHOYHEBIX
MAaTepHalioB

®opMBI KOHTPOJISL U OTICHKH
pe3yJIbTaTOB 00yUYEHUS

C HapymeHus MU
ciyxa

TecThl, NMCbMEHHBIE CAMOCTOSITEIbHBIE
paboThI, BOIIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PaOOThI

[Ipenmy1ieCTBEHHO MUCbMEHHAS
MIpOBEpPKa

C HapyueHusIMH
3peHus

CobecenoBaHue 110 BOIpOcaM K 3a4eTy,
OIPOC 10 TEPMHHAM

[Ipenmy1IeCTBEHHO yCTHAs TPOBEPKa
(MHAMBUIYATBHO)

C napyueHusaMHu
OIIOPHO-
JBUTaTEJILHOTO
anmapara

Pemienne 1MCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBMCHHBIC
CaMOCTOATENILHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

Hpel/IMYHI€CTBeHHO AUCTAaHIIMOHHBIMUA
METOJaMH

C orpaHUYEHUSMH I10
00LIEME TULTUHCKUM
MOKAa3aHUSAM

TecTsl, MUCHEMEHHBIE CAMOCTOSITEIbHBIC
paboThL, BOIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PabOTHI, YCTHBIE OTBETHI

[Tpenmy1iecTBEHHO MPOBEPKa
METOAaMHU UCXOAA U3 COCTOAHUA
oOyJaromerocss Ha MOMEHT ITPOBEPKH

14.3. MeToanyecKue peKOMEHIALUH N0 OLIeHOYHBIM MaTepHaJiaM /s JIMI C OTPAHUYEeHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIU/I0B

Jist U1 ¢ OrpaHUYeHHBIMHA BO3MOXKHOCTSIMH 3/I0POBbsSI 1 MHBAJIUIOB TPEAyCMaTPUBAETCS J10-
cTymnHas (popMa npeaoCcTaBICHHs 3aJaHUH OLIEHOYHBIX CPEJICTB, & UMEHHO:

- B MIEYaTHOH (opme;

- B [I€YaTHOH (popMe C yBEIHMUEHHBIM HIPU(TOM;

— B (hopMe IIEKTPOHHOTO JOKYMEHTA,;

- METOJIOM UTEHMSI ACCUCTEHTOM 3a/1aHUS BCIYX;

- NPEOCTaBIICHUE 3aJIaHMsl C UCITIOJIb30BAaHUEM CYPIONIepeBOIA.

Jluniam ¢ OrpaHMYE€HHBIMH BO3MOYKHOCTSIMH 370POBBbS M MHBAJIUAAM YBEJIMYMBAETCS BpEeMs Ha
MIOJITOTOBKY OTBETOB HAa KOHTPOJIBHBIE BOMIPOCHL. J[JIs1 TaKMX 0OYyYarOIIUXCs MTPEyCMaTPUBACTCS TOCTYTI-
Has (popMa nmpeaocTaBlIeHHUs] OTBETOB HA 33JJaHUs, a UMEHHO:

- MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB € UCIOJIB30BAHUEM YCIIYT ACCUCTEHTA;

- IIPEJICTaBICHUE OTBETOB YCTHO.

[Iponienypa oneHUBaHUs pe3yNbTATOB OOYUYECHHUS JIUI] C OrPAaHHYEHHBIMH BO3MOYKHOCTSIMH 37I0PO-
Bbsl M MHBAJIMJOB IO AMCLUIUIMHE NIpeyCMaTpUBaeT MpeocTaBieHne nHdopmanuu B popmax, aJanTu-
POBaHHBIX K OTPaHUYEHHUSIM UX 3/I0POBbS U BOCIIPUATHUS HH(DOpMAITUH:

Jas i ¢ HapyleHUsIMU 3peHu:

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA,;

- B IIeYaTHOHN (opMe yBETUUEHHBIM IIPUDTOM.
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Jlis U ¢ HApYIIeHHsIMU cJIyXa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B [IEYaTHOH (opme.

J1s U1 ¢ HapyIeHUsIMU OTMIOPHO-IBUIaTeJIbHOTO anmapara:

- B (hopMe IIEKTPOHHOTO JTOKYMEHTA,

- B IeUaTHOM opme.

[Tpy HEOOXOIMMOCTH IS JTHIL C OTPAaHHYEHHBIMHE BO3MOYKHOCTSIMH 3/I0POBBSI M MHBAIUIOB TIPOIIE-
Jypa OLIEHUBAHUs PE3yJbTaTOB OOYUCHHS MOXKET IMTPOBOJAUTHCSI B HECKOJIBKO 3TAIOB.
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