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YTBEPXIAIO
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PABOYA S ITPOI'PAMMA TMCHUITJIMHBI
IMporpaMmMHoO-annmapaTHbie CPeACTBA CBA3N
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Ne Bunsl yaeOHOI A€ATEIBHOCTH 8 cemectp Bcero Enununner
1 Jleknuu 20 20 4acoB
2 JlaGoparopHbie pabOThI 20 20 4acoB
3 Bcero aymuTopHbIX 3aHATHN 40 40 4acoB
4 CamocrosTenpHas paboTa 104 104 4acoB
5 Bcero (6e3 sx3amena) 144 144 4acoB
6 OO01mas Tpy10eMKOCTh 144 144 JacoB
4.0 4.0 3.E.
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PilCC.\l()TpCH&l 151 ()1()(’)})6HU Ha 3aCCJaHuM Kil(t)ﬁ:{pbl
nporokot Ne 11 or« 3 » 7 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBKH (cnermanbHOCTH) 11.03.02 MHPpOKOMMYHUKAIIMOHHBIE TEXHOJIOTUN M CUCTEMBI CBS3H, YTBEPK/ICH -
Horo 06.03.2015 roma, paccmoTpeHa u omoOpena Ha 3acemanuu kadeapsr PCC «  »

20 roma, mpotokois Ne

PazpaboTuuk:
noueHt kag. PCC H. JI. XarbkoB

3aBenyronmii o0ecnieunBaromeii kad.
PCC A. B. ®areeB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan PT® K. 1O. Ilonosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

PCC A. B. ®artees
OKCIIepTHI:

Crapuuii npernoiaBatesns Kadeapbl
PagUOdIIEKTPOHUKH U CUCTEM CBS3U

(PCC) 1O. B. 3enenenxkas
IIpodeccop kadenpsl paguo3neKkTpo-
Huku u cucteM cBsazu (PCC) A. C. 3agopun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
U3y4eHue CrocoOOB 3alIUThl MH(MOPMALIMOHHBIX MPOILIECCOB B CETSIX C FMOPUAHON (pu3ndecKon
cpenoun
M3y4eHUEe BO3MOXKHOCTEH MPUMEHEHUs POrpaMMHO-aINapaTHBIX CPEICTB B CETAX CBA3M I IO-
BBIIICHUS UX 3alULIEHHOCTU
paboTa B KOMIBIOTEPHBIX BHIYUCIUTENBHBIX ceTsX (BC) ¢ mpumeHeHneM nporpaMMHbBIX CPEICTB
3alUTHI U UCIOJIb30BAHUS CYLLECTBYIOINX, BCTPOCHHBIX B apXxutektypy OC, cpencTs cBA3MU.

1.2. 3agaun JIMCHMIIINHBI

— M3y4yeHHue crocoOOB CO3JaHUS 3ANIUIIIEHHOTO CETEBOr0 COCIMHEHHUS, 3alUIIEHHBIX TPOTOKO-
JIOB CBSI3M, 3AIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIAa COOOIICHHUI 3JIEKTPOHHOU TOYTHI, CETEBBIX pe-
CypcoB

— H3y4YeHHE MPUHIUIIOB pabOTHl OpaHAMAay3pOB, CPEACTB MPEIOTBPAIICHHS BTOPKEHUHN, aHTH-
BHUPYCHBIX IIPOTPaMM Ha OCHOBE HCIIOJIb30BAHUS allllapaTHBIX CPEICTB 3aIUTHI

—  pa3BUTHE HABBIKOB HACTPOMKU M aHAJIM3a MPOTPAMMHBIX CPEJCTB 3aIIHUTHI, MOJIUTUK Oe30mac-
HOCTH, UCTIOJIb30BaHMsI MPOTPAMMHBIX OTJIaYUKOB, CETEBBIX aHAIU3ATOPOB

2. Mecto mucuuniuabl B ctpykrype OIIOII
Huctunnuna «I[Iporpammuo-anmaparusie cpeacta cBs3u» (b1.B.J1B.6.2) otHocuTcsa k 6moky 1
(BapuaTHBHAs YaCTh).
[Tpenniec TBYIONMMHE TUCITUTUIMHAMH, (POPMUPYIONIMMHE HAYadIbHbIC 3HAHUS, SBISIFOTCS: Bhrancm-
TeNbHAsI TEXHUKA U MH(pOpMalnoHHbIe TexHonoruu, Obmas Teopus cBsizu, OcHoBbl kKpuntorpapuu, Cetn
CBSI3U M CUCTEMBI KOMMYTAIINH.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIIETEHIU:

— OIIK-6 cnocoOHOCTBIO MPOBOAUTH MHCTPYMEHTAJIbHBIE M3MEPEHUS, UCIOJIb3yeMble B 00Jia-
CTH MH(OKOMMYHHMKALIMOHHBIX TEXHOJIOTUI U CUCTEM CBSI3H;

— TIK-16 roTOBHOCTHIO M3y4aTh HAYYHO-TEXHHUYECKYI0 MH(OpPMAIIMIO0, OTEYECTBEHHBIN U 3apy-
O€XXHBII OMBIT 110 TEMAaTUKE UCCIIEJOBAHMS;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLIUICs TOJKEH:

— 3HATh OCHOBHBIEC IOJICUCTEMBI 3aIIMUTHI CPEACTB CBSI3U B ONEPALMOHHBIX CHUCTEMAX IEPCO-
HabHBIX DBM ocHoBbl agmuHucTpupoBanusi B OC Ui KOHTpOJIS WH(POPMALMOHHBIX IPOLIECCOB B
KOMITBPIOTEPHBIX CETSIX METOJbl M CHOCOOBI 3aIllUTHl OT CETEBBIX aTaK MPUHLUIBI MOCTPOEHHUS MpPO-
IrpaMMHO-AMIMapaTHBIX CHCTEM OOHApY)KEHHsI aTaK MPUHLUIBI 3aIlUThl MHGQOpMAIMM HAa KOMIIBIOTEpE
CPEJCTB CBSI3M C MOMOIIBIO MPOTPAMMHBIX peaIM3alil Ha BBICOKOM M Ha HU3KOM ypoBHE Mozenu OSI

—  yYMeThb IPOBOJIUTH aHAIN3 HAJIMYMS HECAHKIIMOHMPOBAHHOTO JIOCTYIAa K KOMIIBIOTEPAM OIIpe-
JIENATh U OLIEHUBATh BEPOSTHBIE YTPO3bl HHPOPMAIIMOHHON O€30MMaCHOCTH KOMIIBIOTEPA B CUCTEMAX CBS3U
OCYILECTBIIATh PAIlMOHANBHBIM BEIOOp MPOrpaMMHO-AMIAPATHBIX CPEACTB U METOAOB 3aIlUTHl HH(POpMa-
[IUH Ha 00BEKTax CBS3U

—  BJAJeTh [POrPaMMHO-AINMNApaTHBIMU METOJaMM 3alUThl WH(POPMALUU HAa KOMIIBIOTEPHOM
TEXHUKE METO/IaMU IMOKMCKA CJIA0BIX MECT B HACTPOHKAX KOMIBIOTEPA U MOJYYSHUs TOKa3aTeseil ypoBHS
3alUIIEHHOCTH UH(POPMAIMK B CHCTEMax CBSI3U METOJUKON aHaIM3a CETeBOro Tpaduka, pe3ylibTaToB pa-
OOTBI CpeaCTB OOHAPYKEHHUSI BTOP)KEHUI HaBBIKAMU HAaCTpOMKH cucteM Oe3zomacHoctu OC s Ge3omac-
HOM paboTHI B CETSIX U CUCTEMAaX CBSI3U

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI padoThl
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aueTHBIX eIMHMILIbI U IIPECTaBIeHa B Ta0uu -

%Zgﬁl{lﬁa 4.1 — TpynoeMKOCTh JUCUUILIMHBI
Bunb! yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl
8 cemecTp
AynuTopHble 3aHATUSA (BCETO) 40 40
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Jlexknnn 20 20
JlaboparopHbie pabOTHI 20 20
CamocTtosiTenbHas paboTa (Bcero) 104 104
Odopmiierre 0T4eTOB 110 JTabOPaTOPHBIM paboTam 20 20
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 84 84
Bcero (0e3 ax3amena) 144 144
OO6mmast Tpy1I0€MKOCTb, 4 144 144
3aueTHble EquHuib 4.0 4.0

5. Conepxxanue I1MCUMILTHHBI

5.1. Pa3gennl AMCHUILIAHBI K BUALI 3aHATHHA

Pazniensl muCUUIUTMHEI ¥ BUABI 3aHATHH PUBEACHBI B Tabmmiie S.1.
Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

- ) z £
= g g g S £
Haszeanus paznenoB TuCIUILUIMHBL < g g Z § e =
= g = 50 zE
= 5 g §i
e S X
8 cemecTp
1 ApxutexTypa nporpaMMHO-aImapaTHbIX 2 0 8 10 OIIK-6, ITIK-16
cpencts 3amuThl OC. IIpuynHbI BO3HUKHOBE-
HUS cO0EB B OMEPATUBHON MaMSATH, 001IHe
MPUHITUIIBI TOCTPOEHUSI CUCTEM 3aIIUThI
(triple functions).
2 OCHOBHBIE TTOHATHSA, KiIaccuuKaius 3amad, 2 4 12 18 OIIK-6, IIK-16
pelraeMbIX MPOrpaMMHO-AMIAPATHBIME CPEJI-
CTBaMU WUJEHTU(UKAIINN U ayTCHTHU(PUKAITNH
B CeTAX CBA3H. MHOTO(aKTOpHast aACHTUDU-
Kalus cyObeKTa, MOHITHE MPOTOKOJIA UIEHTHU-
¢dukayu, uneHTuuuupyomas napopma-
usl.
3 OCHOBHBI€ aInapaTHbIE MOXOAbI K 3aIlIUTe 2 0 8 10 OIIK-6, I1IK-16
nauubeix oT HCJI. AGcTpakTHBIE MOJIETH J10-
CTyIa, UX BIUSHHUE HA KOH(UTYpAIHIO TIPO-
TpaMMHO-aIMapaTHONW YaCTH 3alUThl HHPOP-
MaIuu.
4 Buapl ayquTa KOMIIBIOTEPHBIX CETEH U CH- 2 4 12 18 OIIK-6, TIK-16
CTEM CBSI3M C TIOMOIIIIO TTPOTrpaMMHO-AIIIa-
paTHBIX CPENCTB, Ki1accu(UKaLus COOBITHIA
JUTS TIPOBEIICHUS ayauTa. AnmapaTtHbie GyHK-
IIUU 7151 ayIUTa COOBITHIA.
5 IIporpaMMHO-amnmapaTHbie CPeICTBA MH(- 2 0 8 10 OIIK-6, I1K-16
POBAaHUS; MOCTPOEHUE aIIMapaTHbIX KOMIIO-
HEHT KPHUIITO3aIUThI JaHHbIX. UH]pacTpyk-
Typa YIpaBJIeHUs OTKPBITHIMU KJIIO4aMu, Oa-
30BbI€ APXUTEKTYPBI CUCTEM YIIPaBJICHUS CEp-
TU(HUKaTaAMU.
6 IIporpaMMmHoO-anmnapaTHble METOJIBI U CPEJI- 2 4 12 18 OIIK-6, ITIK-16
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CTBa OrpaHUYECHUS JOCTyIa K KOMIOHEHTaM
CBSI3U B KOMITBIOTEPHBIX CETSAX M 3alIUTHI IIPO-
rpaMM OT HECAaHKIIMOHUPOBAHHOTO KOIUPOBa-
HUSL.
7 llppuMeHeHre cMapT-KapT Il annapaTHOM 2 0 10 12 OIIK-6, IIK-16
3alIUThI JAaHHBIX, UX KIaccupuKams. Anma-
paTHbIE KOMIIOHEHTHI cMapT-KapT. [Iporpamm-
Hoe o0OecrieueHne sl CMapT-KaprT.
8 WiFi cetn. O6opynoBanue noctyma. [Ipo- 2 0 10 12 OIIK-6, IIK-16
rpaMMHOe oOecrieueHre 0COOEHHOCTH yCTa-
HOBKHU. HacTpoliika MOAEMOB U pOYTEPOB.
9 VMcnonp30BaHME€ MUKPOKOHTPOJUIEPOB U OJI- 2 4 14 20 OIIK-6, I1K-16
HOIUIATHBIX MUKPOKOMIIBIOTEPOB IS JOCTYyIa
B 3alUIIIEHHBIE CETU CBSA3U. ABTOMaTUYECKOE
(hopMHpOBaHUE OTHOPA30BHIX NApoJIeH /s
IepcoHaa ¢ MOMOIIbIO MUKPOKOHTPOJUIEPOB.
10 CriocoObI 3aIUTHI OT pa3pyIIAIOIINX TPO- 2 4 10 16 OIIK-6, I1K-16
rpaMMHBIX Bo3aekcTBuii (PIIB) B koMIbro-
TEPHBIX CUCTEMAX CBSA3H C IIOMOIIBIO MPO-
IrpaMMHO-AaMMapaTHBIX CPEJCTB.
Hroro 3a cemectp 20 20 104 144
Hroro 20 20 104 144
5.2. Conep:xanue pa3aesioB AMCUMILIMHBI (110 JeKIHAM)
ConepxaHue pa3aenoB JTUCHUIUIMH (110 JIEKIUSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuma 5.2 — Coneprkanue paseiaoB JUCIUIUIAH (TI0 JISKIIHSIM)
3 =
s | &%
Ha3Banus paznenos ConepxaHue pazenoB JUCHUIUTUHBI (0 JIEKLIUSAM ) zF § %
o S E
X g =
2 o'
- S ™
8 cemecTp
1 Apxurekrtypa [Ipenmer u 3a1auu 321U Tl THPOPMAIMH B CETSIX U 2 OIIK-6,
IIPOrPAMMHO-AIIIAPATHBIX | CACTEMAX CBS3U C IIOMOLIBIO IIPOrPpaMMHO-aIIapaT- [IK-16
cpencts 3amutel OC. HBIX CPEJCTB, €€ B3aMMOCBS3b C IPYTMMH JUCLIUILIN -
[Mprumab Hamu. Kpartkas uctopus pa3BUTHs. AKTyaJabHOCTb 3a-
BO3HMKHOBEHHs COOEB B | IIIUTHI HH(POPMALIUU B COBpeMeHHOM Mupe. [Ipudannel
olepaTUBHON MaMSTH, BO3HHUKHOBEHUS alllapaTHBIX U MPOrPaMMHBIX Ys3BH-
o0I111e TPUHIIMIIBI MoOCTeH, 001I1e MPUHLIUIBI TOCTPOSHHSI CUCTEM 3a-
IIOCTPOECHUS CUCTEM Tl (triple functions). [TonsiTe nonutuku 6e3omnac-
3anuThl (triple functions). |[HOCTH U HEOOXOUMOCTH OLICHKH PUCKOB, KPUTEPHH,
UCIIONIb3YEeMBbIE TSl KiacCU(PUKAIINK YPOBHS 3allH-
IIEHHOCTH (0€301MacHOCTH) KOMITBIOTEPHBIX CETEH U
CUCTEMBI CBSI3H.
Hroro 2
2 OCHOBHBIE TTOHSTHS, OcCHOBHBIE TIOHSTHS, KJIacCU(pUKAIUS 3a]1a4, pelac- 2 OIIK-6,
KJIacCU(pUKaus 3a1ad, MBIX IIPOTPaMMHO- aNlapaTHbIMU CPEICTBAMHU HUJICH- [IK-16
pelaeMbIX IporpaMMHo- | Tudukayu u ayreHTuukanuu. Unenruduxarms
anmnapaTHbIMU CyOBEKTa ¢ IOMOIIBIO aNMapaTHBIX CPEICTB, MOHITHE
CpeICTBaMH MIPOTOKOJIA UACHTU(UKALINY, UACHTUUIUPYIOLIAsS
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uAeHTU(UKAINY U
ayTCeHTH()UKAINH B CETIX
cBsi3u. MHorodakropHas

uH(opMmanys. MeTospl ayTeHTH()UKAIMN: TTapOTbHAsT
cxema, bnomerpuyeckuii u token criocoObl, MHOTO)-
aKTOpHas M B3auMHas ayreHTH(uKanuu. [TpoTokomst

UICHTH(QHUKALINS UAEHTU(DUKAIIMY C HyJeBOU nepenaueii 3Hanmil. Cxe-
CyOBeKTa, TOHITHE ™Mbl uaeHTugukanun deiire-Ouara-Illamupa, ['mmnoy-
IIPOTOKOJIA Kynckyorepa u ocHOBHBIE TPOOIEMBI IIPU UX armma-
uAeHTU(DUKALINH, paTHO-NIPOrPaMMHOM pean3aluu.
UICHTU(DUIIUPYIOIIAs Hroro
uHbopmarms.
3 OcHoBHbl€ anmnapaTabie | OCHOBHBIE anapaTHbIC MOAXO0/bI K 3aIIUTE TaHHBIX OIIK-6,
MOAXOAEI K 3aIIUTE ot HCJI. A6ctpaktHbie Moaenu noctyna. Mepapxude- I1IK-16
nanubix ot HC/. CKHUIl IPUHLIMT 10CTYyNA K (hailiry. AnmapaTHasi 3aIu-
AOGcCTpaKTHbIE MOJIENN Ta ceTeBoro (¢ainoBoro pecypca. [Iporpammuas ¢puk-
JI0CTYTIA, UX BIUSHHUE Ha | calus noctyna K (dainam. /luckpenuonnas (pasrpa-
KOH(uUryparuio HUYHUTENbHAS) MOJIETIb YIIPABJICHUS JOCTYIIOM Ha
MIPOrpaMMHO-AMIAPaTHON | 0CHOBE dopMmanbHO Mojenu Take-Grant u ipodaembl
YaCTH 3aLUTHI IpH ee anmnapaTHoi peanuzanuu. CnocoOsl mpo-
nH(pOpMAaIUu. rpaMMHoO-amnmaparHon pukcanuu akra qocryma. Ha-
JI€KHOCTh CUCTEM OTPaHUYEHMS 1OCTyNa. YIIpaBiie-
Hue 10cTyrnoM Ha ocHoBe poieil — RBAC. bazosas
mozenb RBAC. MannarHas (nipeacTaBuTeNbHas) MO-
JeJ1b yrpasiaeHus 1octynoM. I[IporpamMmmuas peanusa-
LA MAaHJATHOW MOJEINIH JOCTYIIA.
Hroro
4 Bunp! aynura Bunel ayaura KOMIIBIOTEPHBIX CUCTEM CBSI3U C IIOMO- OIIK-6,
KOMIIBIOTEPHBIX CETEH U | IIbI0 IPOrPaMMHO-AIIAPATHBIX cpeacTB. KoHTpoas [IK-16
CHCTEM CBSI3U C IOMOIIBIO | IEJIOCTHOCTH JAHHBIX, UCIIOJIb30BaHUE LIU(POBOIA
IIPOrpaMMHO-AIIAaPaTHBIX | TOANKCH C 3aIIUTON annapaTtHeIMU cpenctBamu. [Ipo-
CPEACTB, KJIacCU(pUKALMs |TPaMMHbIE CUCTEMBbI NIPEIOTBPALLCHUS U OOHApYXKe-
COOBITUH I TPOBEJCHMUSI | HUSL BTOP>KEHUH, JIOKaIbHbIE U OecripoBoiHbIe - [PS
ayquTa. AnmnaparHsle IDS HIPS WIPS.
GyHKIMM [T ayauTa Hroro
COOBITHIA.
5 TlporpammHo- I'enepanus kirouel mporpaMMHO-aMapaTHBIMUA CPeI- OIIK-6,
arraparHbele CpeAcTBa cTtBaMu. Kirroum i1 CHMMETPUYHBIX U HECUMMETPHY- [IK-16
Qg poBaHUS; HBIX aNropuTMOB. DdemepHsiii kitod. [IporpamMmHuo-
NOCTPOEHUE alMapaTHBIX |amNlapaTHbIe CPeACTBa MU(PPOBaHUS B peajbHOM Bpe-
KOMITOHEHT MEHH, TOCTPOCHUE aNNapaTHbIX KOMIIOHEHT KPUIITO-
KPHIITO3AIIUTHI TaHHBIX. |3alIUTHI JAHHBIX. YTPO3bl KPUITOTPaQUUECKUM KITIO-
HNudpactpykrypa yaM. [ToBpexneHue kiroue. 3amura aropurma
yIIpaBJICHUS OTKPHITBIMH | M (ppoBaHus. [[pUHIMI 49yBCTBUTENBHOM 001aCTH 1
KJII04aMu, 6a30BbIe MIPUHIIMII TJIABHOTO KJTF04a, HEOOXOAUMBIE U JOCTATOY-
ApPXUTEKTYPbl CUCTEM HbIe (PYHKIIMH allapaTHOTO CPEICTBA KPUIITO3AIUTHI
YIPABJICHUS CUCTEM CBS3H.
cepTuuKaTamMmu. Htoro
6 IIporpamMmmHo- IIporpaMMHoO-anmnaparHeie METOABI U CPECTBA OIpa- OIIK-6,
arapaTHble METOABI U HUYEHUS JOCTYIa K KoMIIoHeHTaM DOBM, 3anuTsl [IK-16

CpEICTBa OIPaHUYEHHUS
J0CTyNa K KOMIOHEHTaM
CBSI3U B KOMITBIOTEPHBIX
CETSIX U 3alUThI
porpamMm ot

IIPOrpaMM OT HECAHKIIMOHUPOBAHHOTO KOIMMPOBAHMSI.
[IporpaMMHbIe U TEXHUYECKUE CPECTBA 3AIIUTHI UH-
¢dopmanuu B cuctemax cBsi3u. BerpoeHHas anmapar-
Hasl 3alUTa MPorpaMM OT U3JIy4EHHUS. YCTapeBIIne
TEXHUYECKHE CPECTBA 3aIUThl. [IporpamMMHuas 3ammu-

CornacoBaHa Ha noptane Ne 37182




HECAaHKIIMOHUPOBAHHOIO
KOIMPOBAHU.

Ta OT OTJIAJIKH, 3alLUTa OT JU3acCceMOIMPOBaHUs, 3a-
IIMTa OT TPACCUPOBKH IO allapaTHBIM MPEePHIBAHHIM
MPOLIECCOPHBIX nporenyp. [Ipumenenne oo6dyckammy,
MIPOTEKTOPOB U YMAKOBIIMKOB JIJIs1 YCHIJICHHS 3aIIUThHI
CHCTEMBI CBSI3U. MeTo/Ibl, 3aTPYIHSIONINE CUNTHIBA-
HHUE CKOMMpoBaHHOH nH(popmanuu. OcCHOBHBIE (PYHK-
IIH CPE/ICTB 3aLIUTHI OT KOMMPOBAaHUS. ATIITapaTHbIE
MIPUEMBI IPOTUBOICHCTBHS JUHAMUYECKUM CIIoco0am
CHATHS 3aLUTHI IPOTPAMM OT KOITMPOBAHUSI.

Hroro
7 Ilpumenenue cmapt- AnmnapaTHble KOMIOHEHTBI cMapT-KkapTt. [Iporpammuoe OIIK-6,
KapT JJIs anmapaTHOn obecnieuenue st cMapT-KapT. KoHTakTHBIE W OECKOH- IIK-16
3aIUTHI JAaHHBIX, UX TaKTHBIE CMapT — KapThl C COOTBETCTBYIOIIIMMH HUH-
KJIacCU(PUKAIIUS. tepdericamu ISO — 7816, USB (RuToken, eToken),
ArnmnapartHsle ISO/ IEC 14443.. UnTennektyanabHble KapThl. Ku3z-
KOMIIOHEHTBI CMapT-KapT. | HEHHBIN IIUKJI CMapT-KapT. BeimyckaeMble CEpUITHO
[Iporpammuoe WHTETpaNbHBIE CXeMBbI cMapT-KapT. MHdpacTpykTypa
oOecrnieueHue s cMapT- | MOAJEPKKU cMapT-KapT. [IpoGiemsl GezonacHocTH
Kapr. cMmapr-Kkapt. Knaccudukarus arak Ha cMapT-KapThl.
Hroro
8 WiFi cern. ba3oBble IpUHIUIIBI PaIOYACTOTHOM Iepeiaun UH- OIIK-6,
O6opynoBanue nocryna. |popmanuu B WiFi cetsax. CTpykrypa u QyHKIIMOHHU- IIK-16
[IporpamMmmHoe poBanue cuctem WiFi cereid. [ToHsiTue kaHamoB B
obecrieueHne WiFi cetsx. Buapl mmdpoBanus Tpadguka B paguoya-
0COOEHHOCTH YCTAaHOBKH. |CTOTHBIX CETSX CBs3U. bpyTdopc ataku Ha paguoda-
HacTtpoiika MoeMOB u crotHble ceTH. [Ipumenenune WiFi ceteid s cBs3H
pOYyTEpOB. MEXIy 00bEKTaMHU.
Hroro
9 Mcnons3oBanue Pa3BuTHe nporpaMMHoO-annapaTHoil BUpycHOM 0a3bl U OIIK-6,
MUKPOKOHTPOJIJIEPOB U | TEHAEHIINH (JOPMHUPOBAHHSI HOBBIX THIIOB BUPYCOB, IIK-16
OIHOILTIATHBIX MO IEP>KMUBAEMBIX aIllapaTHBIM crtocoooM. CrocoOb
MUKPOKOMIIBIOTEPOB JJIsl | 3apaXKEHUS JIOKAIbHBIX KOMITBIOTEPOB C TOMOUIBIO
JIOCTyTa B 3aIUIICHHbIE | MUKPOKOHTPOJUIEPOB U OJTHOIIATHBIX KOMITBIOTEPOB.
CETH CBSI3U. [IporpamMmusble uepBH U 3aknaaku. [Iporpammuo-
ABTOMaTHYECKOE amnmaparHble CPeJICTBA MMPOTUBOJCHCTBUS KOMITBIOTEP-
(dhopMupoBanue HBIM BUPYCaM M UX COCTOSIHHE B COBPEMEHHBIX YCJIO-
OJIHOPA30BBIX MAPOJICH BUSIX.
JUTS TIEpCOHAasa C Hroro 2
MTOMOIUIBIO
MUKPOKOHTPOJIEPOB.
10 CriocoOb1 3amutel oT | [IporpamMmHoO-anmapaTHast 3aliMTa OT pa3pyLLIAIOLIUX 2 OIIK-6,
pa3pyLIarInx nporpaMMmHubIxX Bo3zaeicTBuii (PI1B). [Ipobnema [IK-16
MIPOTPaMMHBIX BOCCTAHOBJICHUS alllapaTHbIX HACTPOEK OMepaluOH-
BoznekicTeuii (PIIB) B HOU cucteMbl nocie Bozaercreus PIIB u npumene-
KOMIIBIOTEPHBIX CUCTEMAX | HUSI CPEJICTB MPOTHUBOICHCTBHS B CUCTEMAX CBSI3U.
CBSI3U C IIOMOILIBIO Hroro 5
MIPOTrpaMMHO-aMIapaTHBIX
CPEICTB.
Hroro 3a cemectp 20
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5.3. Pa3nenbl JMCHMILVIMHBI M MEKIMCUMILIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (MPeAbl Ty IIUMH)
U o0ecrieynBaeMbIMH (MOCJIEAYONIUMH) TUCHUIIHHAMU
Paznmenpl MUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECTICUMBAOIIMMHU (TIPEABIAYIIIUMH) U
obecrieunBaeMbpIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAME TIPEICTAaBICHBI B TabuIe 5.3.
Tabmuua 5.3 — Pa3nenbl AUCIUTUTHHBI B MeXANCIUILTHNHAPHBIC CBSI3U

Ne pa3nenoB qaHHOM JUCHUIUIMHBL, 17151 KOTOPBIX HEOOXOIMMO H3ydeHHUE
HanMeHOBaHHE TUCIUILINH o0ecrevnBaomuX U 00ecrnednBaeMbIX JUCIUILTUH

1 2 3 4 5 6 7 8 9 10

HpC,Z[HICCTBYIOIJ_II/IC JAUCITUITIINHBI

1 BeruncnurenbHas TEXHHU-

Ka ¥ UH(QOpMALlMOHHbIE TeX-| + + +

HOJIOTUU

2 OOmras Teopust CBSI3U + +
3 OcHoBBI Kpunrorpaduu +

4 CeTH CBSI3U U CUCTEMBI
KOMMYTalu1

+ + +

5.4. CooTBeTCcTBHME KOMIIETCHUM, JopMHUpyeMbIX IPH M3YYEHUH AUCHHUILIUHBI, 1 BUI0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (HOPMUPYEMBIX MPH H3YyYECHUH AWCIUIUIMHBI, W BHJOB 3aHATUN
MpPEICTaBICHO B Tabmuiie 5.4.
Tabmuna 5.4 — CoOTBETCTBUE KOMIIETEHIUH, (POPMUPYEMBIX MIPH U3YUYEHUH TUCIUILIAHBI, U BUIOB 3aHS -

THH
§ Bunwl 3agstuin
=
5 g G
5 < S 2. @DopMbl KOHTPOJIS
=
5 = S i
<z = @)

OIIK-6 + + + Koncnekr camonoarorosku, OT-
YeT 1o JabopaTopHoi padore, 3a-
yet, TecT

IIK-16 + + + Koncnekr camonoarorosku, OT-
4eT 10 J1abopaTtopHoit pabote, 3a-
yeT, TecT

6. MHTepakTUBHBIEC MeTOAbI U (JOPMBI OPraHu3anMu 00yYeHUs!
He npenycmorpeno PVYIIL.

7. JlabopaTtopHbie padoThl
HanmenoBanue naboparopHbix padoT npuBeaeHo B Tadbaune 7.1.
Tabmuna 7.1 — HammeHoBaHue 1a0OpaTOpHBIX padoT

) L
= g
2 = g
Z L=
> O
HasBanus pasnenos HaumeHnoBanue 1ab0paTopHBIX padoT 5 - S
S 5 £
S a8 =
e 9 2
S S/
8 cemecTp
2 OCHOBHBbIE TTOHATHS, Hccnenoanue napoyibHOM 3aIATHl KOMIIOHEHT CBSI3H 4 OIIK-6,
KJIaccu(uKanus 3aaad, Ha OCHOBE UCTOJIb30BaHMsI TU3acCeMOJIEPOB B py4- TIK-16
pelIaeMbIX MPOrpaMMHO- | HOM, TMOJyaBTOMaTHYE€CKOM U aBTOMAaTHYECKOM PEXKH-
anmnapaTHbIMU Max.

CornacosaHa Ha noprane Ne 37182 8



CpencTBaMu
UICHTH(PHUKALNT 1
ayTeHTU(UKALUH B CETAX
cBsi3u. MHOTrO(akTOpHast

Htoro

UACHTUDUKAITHS

CyOBbeKTa, IOHSATHE

POTOKOJIA

UICHTU(DUKAIINH,

UACHTUDULIHPYIOIAs

uHpopMaus.

4 Buapl ayauta [Iporpammel j1s1 py4HOTO, IOJIyaBTOMaTHYECKOTO U 4 OIIK-6,
KOMIIBIOTEPHBIX CETEH U | aBTOMATUYECKOI'0 ayuTa KOMIIBIOTEPHBIX ceTell. Mc- [IK-16
CHUCTEM CBSI3U C IOMOUIBIO | CJICIOBAHUE COCTOSIHUS KOMITBIOTEPHOW CETH U Ha-
IIPOrpaMMHO-AIIAPATHBIX | CTPOMKA COOTBETCTBYIOIIUX IMOJIUTHK ayAnuTa 3TUX Ce-

CPEICTB, Kiaccudukanus |Teu.

COOBITHI [T IPOBEICHHUS Wroro 4

ayuTa. AnmnaparHble

(GyHKIUY JUTS ayiTa

COOBITHIA.

6 IIporpamMmHO- HccnenoBanne noctyna K KOMIbIOTEPHOU CHCTEME 4 OIIK-6,
anmnapaTHbIE METOMBI U CBSI3M C IIOMOILBIO TECTOBBIX YTHIIHT. OlpesieneHue [IK-16
CPEICTBa OTPAaHUYEHUS  |BO3MOXKHOCTH BHEIIIHETO YIIpaBJIeHUs uHTepdeiicom

JI0CTyNa K KOMIIOHEHTaM | CTOPOHHUX ITPOrpaMM.

CBSI3 B KOMIBIOTEPHBIX | . 4

CETX U 3aLIUThI

MIPOrpaMMm OT

HECaHKIIMOHUPOBAHHOTO

KOIMUPOBAHMSI.

9 Ucnonp3oBanue W3yuenue u ananus padbotsl cHugepa. Hacrpoiika 4 OIIK-6,
MHKPOKOHTPOJUIEPOB U ¢buIbTPOB Ha pa3HbIX YpoBHX Moaenu OSI npu nepe- [IK-16
OJIHOIIJIaTHBIX naun Tpaduka. Beinenenue napopmanuu, CBI3aHHON
MHUKPOKOMIIBIOTEPOB AJIsL | C IOCTYIIOM B CETh CBSI3H.

JIOCTYTIA B 3aUIMIIEHHBIE |y o 4

CETH CBSI3U.

ABTOMaTHUYECKOE

(dhopMupoBaHue

OJHOPa30BBIX MapoJIei

JUIsL TIepCcoHasa ¢

IIOMOUIBIO

MUKPOKOHTPOJLJIEPOB.

10 CocoOb1 3amUTh OT | AHTHBHPYCHBIE IPOTPAMMBI U OCHOBHBIE HACTPONKH 4 OIIK-6,
pa3pymiarommx MOJIMTUKH Oe3omacHOCTH. CrieruaaIn3upoBaHHbIC IIK-16
IPOrpaMMHBIX IIPOrpPaMMBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO J10-

BoznekicTeuii (PIIB) B ctyrna. MHorogakTopHas 3aIiyra JOCTyIla arnmapar-

KOMITBIOTEPHBIX CHCTEMAaX | HBIMHU CPEACTBAMHU.

CBSI3U C TIOMOIIIBIO Vroro 4
IPOrpaMMHO-aINapaTHbIX

CPEICTB.

Hroro 3a cemectp 20

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)

He npenycmotrpeno PVYII.
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Tabimue 9.1.

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMUPYEMbIE KOMIIETCHIINH TPE/ICTABICHBI B

Tabmua 9.1 — Buapl caMoCTOSTEIBHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMBbIE KOMIIETEHITUN

Hassanwus pasnenon

Bunap! camocTosTensHOM
paboThI

TpynoeMKocCTb,

9

nn

dopmupyembie
KOMIIETEHI]

DopMbI KOHTPOJIS

8 cemecTp

1 Apxurekrtypa
MIPOrpaMMHO-aMNIMapaTHbIX
cpencts 3amuTsl OC.
[IprurHbBI BOSHUKHOBEHHUS
cOo€eB B ONepaTUBHOM
maMsTH, 00Ie
MIPUHIIMITBI TTOCTPOCHHUS
CUCTEM 3aImmuTHI (triple
functions).

[IpopaboTKa JIEKIIUOHHOTO
Mmarepuana

(o¢]

Hroro

OIIK-6,
IIK-16

KoHcnekT caMomoaroros-
ku, TecT

2 OCHOBHBIC TIOHATHS,
KiaccuuKanums 3aaad,
pelaeMbIX MPOrpaMMHO-
anmapaTHBIMU CPEACTBAMU
UAeHTU(PUKAIMY U
ayTeHTH()HUKAINH B CETAX
cBs3u. MHorodakropHas
UICHTHPUKAIISL
CcyOBeKTa, TOHITHE
MPOTOKOJIA
HJeHTU(DUKAITIH,
UACHTUPHUIUPYIOTIAs
nH(popManus.

[IpopaboTka JTeKIIHOHHOTO
Marepuaia

OdopmieHre 0T4ETOB 0
nabopaTOpHBIM paboTam

Htoro

12

OIIK-6,
TK-16

KoncriexT caMoI1iororos-
ku, OTder o nmaboparop-
HO¥1 padoTe, TecT

3 OcHOBHBIE anmnapaTHbIE
HOAXO/BI K 3aLIUTe
nanabix oT HC/I.
AOCTpakTHBIE MOJIEH
JOCTYTIA, UX BIUSHUE HA
KOH(UTyparmio
IPOrpaMMHO-aNNapaTHON
YacTH 3aIUThI
nH(popMaIuu.

[IpopaboTka JIeKIIMOHHOTO
Mmarepuasna

HUroro

OIIK-6,
IIK-16

KoHcnexT camMmononroros-
ku, Tect

4 Buapl ayauta
KOMITBIOTEPHBIX CETEN U
CHCTEM CBSI3U C IOMOIIbIO
IPOrpaMMHO-aINapaTHbIX
CpPEeACTB, KiacCupHUKaLus
COOBITUH 11 TPOBEACHMUS
ayaura. AnmnapaTHble
(GYHKIUY JUTS ayiTa
COOBITHIA.

[IpopaboTka ITeKIIHOHHOTO
MaTepuana

OdopmieHre 0TYETOB 10
JabopaTopHBIM paboTam

Hroro

12

OIIK-6,
[IK-16

KoHcniekT camomnoaroros-
ku, OTueT no JabopaTtop-
HOM paboTe, TecT

5 TlporpammHo-

[TpopaboTka JIEKITMOHHOTO

OIIK-6,

KoHcnexT caMonoaroros-
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anrmapaTHBIE CpEICTBA
i poBaHMS;
MOCTPOECHHE aIMapaTHBIX
KOMIIOHEHT
KPUNTO3AIIUTHI JAHHBIX.
Wuppactpyxrypa
yIpaBIeHUS OTKPBHITHIMU
KJII0OYaMH, 0a30BBIC
ApPXUTEKTYPHI CUCTEM
yIIpaBIICHUS
cepTH(UKaTaMHU.

Marepuaia

HUroro

IIK-16

ku, Tect

6 IIporpammHo-
anmapaTHble METO/IBI U
CpcacTBa OrpaHU4CHUs
JOCTYIa K KOMIIOHEHTaM
CBs3U B KOMIIBFOTCPHBIX
CeTSX U 3alHUTHI
porpaMm OT
HECaHKIMOHHUPOBAHHOTO
KOIUPOBAaHUSL.

[IpopaboTka JIeKIIMOHHOTO
Mmarepuana

OdopmiteHre 0TIETOB TIO
nabopaTopHbIM paboTam

Hroro

12

OIIK-6,
IIK-16

KoHcnexT camonoaroros-
ku, OTueT no JadbopaTtop-
HO1 pabote, Tect

7 Ilpumenenue cmapr-
KapT JIJIs almapaTHOn
3aIUTH] JaHHBIX, UX
KJIacCU(PUKAIIUS.
ArnmnapaTHbele KOMIIOHEHTBI
cMapT-KaprT.
IIporpammHuoe
o0ecrnieueHue AJsi cMapT-
KapT.

IIpopaboTka JIEeKIIHOHHOTO
Marepuaia

10

Hroro

10

OIIK-6,
[IK-16

KoHCeKT caMoImmoaroToB-
ku, Tect

8 WiFi cetu.
OO6opynoBaHue J0CTyMA.
[Iporpammuoe
obecrieyeHue
O0COOEHHOCTU YCTaHOBKH.
Hacrtpoiika MoneMoB u

pOYyTEpOB.

[IpopaboTka JIeKIIHOHHOTO
Marepuaia

10

Htoro

10

OIIK-6,
IIK-16

KoHcnekT caMonoaroToB-
ku, Tect

9 Vcnonws3oBaHue
MUKPOKOHTPOJIJIEPOB U
OJTHOTIATHBIX
MUKPOKOMITBIOTEPOB JIJIs
JIOCTYTIA B 3aIUIIICHHBIC
CETH CBSI3U.
ABTOMaTHYECKOE
(dhopmupoBaHue
OJTHOPA30BBIX NApOJICH
JUIS TIepcoHaa ¢
MTOMOIIBIO
MUKPOKOHTPOJIJIEPOB.

[IpopaboTka JIeKIIMOHHOTO
Marepuana

10

OdopmieHre 0TYETOB T10
J1abopaTOpHBIM paboTam

HUroro

14

OIIK-6,
IIK-16

KoHcnexT camonoaroros-
ku, OTueT no JadbopaTop-
HOM1 padoTe, TecT

10 CriocoObI 3aIUThI OT
pa3pymarmmx
MIPOrpaMMHBIX
BoznelicTeuii (PIIB) B

[IpopaboTka JIEeKIIMOHHOTO
Mmarepuasna

OdopmiieHre 0TIETOB TIO
nabopaTopHbIM paboTam

OIIK-6,
IIK-16

KoHcnexT camonoaroros-
ku, OTueT no Jadbopartop-
HO1 pabote, Tect
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KOMITBIOTEPHBIX cucTemax | MToro 10
CBSI3U C TIOMOIIIBIO
IpOrpaMMHO-aIMmapaTHbIX

CPEICTB.
Hroro 3a cemectp 104
Hroro 104
10. KypcoBoii npoekTt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBas cucremMa JJisi OlleHKH YCIIeBAeMOCTH 00yYAIOIIHXCS

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA

Tabmuma 11.1 — bayuibHBIC OIIEHKH ISl 2JIEMEHTOB KOHTPOJIS

. . MakcumanbHbIN
. MaxkcuMaTbHBIT MaxkcuMaTbHBIT
DeMeHTHl yueOHO 0aJut 3a nepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamnn 3a nepuon
NEeATENbHOCTH mexay 2KT u Ha ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
8 cemecTp
3auer 10 10 10 30
Koncnekr camonoaroros- 5 5 5 15
KU
OTueTt no nabopaTopHOi 10 10 10 30
pabore
Tect 10 5 10 25
Hroro makcumyM 3a nepu- 35 30 35 100
Oon
Hapacratomum urorom 35 65 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaTOB B OIIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.

Tabmuma 11.2 — Ilepecuer 6aJIOB B OIICHKH 32 KOHTPOJIbHBIE TOYKH

bannel Ha 1aTy KOHTPOJIBHOM TOUKH Onenka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT 3
< 60% oT MakcuMaIbHOU cyMMBbI OasuioB Ha naty KT 2

11.3. IlepecueT cyMMbI 6A/UI0B B TPAAMIMOHHYI0O U MEKIYHAPOIHYIO OLIEHKY
[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBICH B TaONuIe

11.3.

Ta6muma 11.3 — IlepecueT cymMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXYHAPOIHYIO OLICHKY

HtoroBas cymma 0aos,
Onenka (I'OC) YUUTHIBAET YCIEIIHO CAHHBIN Onenka (ECTS)
9K3aMEeH
5 (OTAMYHO) (3a4TEHO) 90 -100 A (0TIIYHO)
4 (xopo1io) (3a4TeHO) 85 -89 B (ouens xopor1io)
75 - 84 C (xoporo)
70 - 74 D (ynoBneTBOpHUTENBHO)
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65 - 69
60 - 64 E (mocpencTBenHo)

3 (YZIOBJIETBOPUTEIHHO) (3a4TEHO)

2 (HeyIOBJIETBOPUTENBHO) (HE

Hwuxe 60 6ayutos F (HeymoBiIeTBOPUTEILHO
3a4TEHO) (eyn p )

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE O0ecTieyeHue TUCIUIIINHBI

12.1. OcHoBHas JuTEpaTypa

1. Cucremsl KOHTpoJs U ynpasieHus goctynoM. (Cepust «ObecrieueHne 0e30MacHOCTH 00beK-
ToB»; Brimyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : I'opsiuas nunus-Tenexom, 2013. — 272 c.
[OnexTponHslii pecypc] - Pexum noctyma: http://e.lanbook.com/book/5135 (mata oOparenus:
05.07.2018).

2. Benuuko, B.B. TenekoMMyHuKkannoHHele cuctemsl u cetv: B 3 Tomax. Tom 3. - MynbTucep-
BHUCHBIE CeTH [DNEKTPOHHBIN pecypc] : yueOHoe nocodue / B.B. Bennuko, E.A. Cy66oTtun, B.I1. Illysa-
108, A.®. fpocnasues ; nox pen. [llysanosa B.I1.. — Onektpon. nan. — Mocksa : ['opsiuas nunus-Tene-
koM, 2015. — 592 c. [OnexrponHsbIit pecype] - Pexxum noctyma: https://e.lanbook.com/book/64092 (mata
obpamenus: 05.07.2018).

12.2. lonosiHuTEIbHAS JIUTEpaTypa

1. TB. Baxauii, C.IO. Ky3pmuH. Pa3paboTka anmapatHO-IpOrpaMMHOTO CPEACTBA 3aIlUTHI OT
ys3BUMocTH badusb. — // Marematuueckue cTpykTypsl U MojenupoBanue. — 2016. — Ne 2. — C. 116-
125. [DnexTponHBIN pecype] - Pexxum gocryma: http://e.lanbook.com/journal/issue/298339 (nara obparme-
Hus: 05.07.2018).

2. Ayrenrudukanys. Teopus u mpakTHKa oOecriedeHus: 6e30MacHOro JA0CTyNa K HHHOPMAINOH-
HbIM pecypcaM. / A.A. Adanacoes, JI.T. Benenses, A.A. Boponuos, 2.P. 'azuzoBa. — M. : T'opsiuas mu-
ausi-Tenekom, 2012. — 550 c. [DnekrponHnslit pecypce] - Pexxum moctyna: http://e.lanbook.com/book/5114
(mata obpamenus: 05.07.2018).

3. bammakoB, A.B. Beibop ontumanbHOTO Moaxo/a K MOCTPOSHUIO 3aIUIIEHHBIX OeCTpOBOI-
HBIX JIOKJIbHBIX ceTel.// BeCTHHK rocynapcTBEHHOIO YHMBEPCUTETa MOPCKOTO U PEYHOro (uioTa UMEHU
anmupana C. O. MaxkapoBa. — 2015. — No 1. — C. 222-228. [DnexTpoHHBIN pecypc] - Pexxum goctymna:
http://e.lanbook.com/journal/issue/296034 (mara o6pamenus: 05.07.2018).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUSH

12.3.1. O0s3aTenbHbIC y4eOHO-METOAMYCCKHE TOCOOHS

1. JlokanmpHbIE KOMITBIOTEPHBIE CETH: MeToAnuecKue yKa3zaHus [0 CaMOCTOATEIbHON paboTte /
Areee E. 0. - 2012. 12 c¢. [Dnexrponnbli  pecypc] - Pexum  gocryna:
https://edu.tusur.ru/publications/2037 (nara oopamenus: 05.07.2018).

2. WUzyuenme cereBoro mnporokona TCP/IP: Meroguueckue yka3aHus K Ja00paTOpHBIM
padoram / Areee E. 1O. - 2012. 16 «c. [OnektponHsiii pecypc] - Pexum moctyma:
https://edu.tusur.ru/publications/2040 (mara o6pamenus: 05.07.2018).

3. Hcnonb3oBanue kKomMaHmHBIX (aitioB: MeTtoaudeckue yka3zaHusi K jaboparopHoil padote /
Areee E. 0. - 2012. 14 c¢. [Dnexrponnbli  pecypc] - Pexum  gocryna:
https://edu.tusur.ru/publications/2034 (nara oopamenus: 05.07.2018).

4. Hcnonp3oBaHHE CETEBBIX MPOrpaMMHBIX yTHIUT Windows: Meronuueckue yka3zaHus K 1a0o-
patopusiM pabotam / AreeB E. 0. - 2012. 17 c. [Onexrponnbiii pecypc| - Pexum pocryna:
https://edu.tusur.ru/publications/2041 (mara o6pamenus: 05.07.2018).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS JIs1 JIMI] € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIM/I0B

Y4eOHO-MEeTOAMUECKNE MaTepUabl ISl CAMOCTOSTEIBHON M ayTUTOpHOU paboThl 00ydarommxcs
U3 YHCiIa JIUI C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINIOB MIPEAOCTABISIOTCS B (hOopMaXx,
a/IalITUPOBAHHBIX K OTPAaHMYCHHUSM UX 3/I0POBbS M BOCIIPUATHUS HH(DOpMAITHH.

JJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hOpMe 3IEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMYECHHBIM HIPHUPTOM.
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JIJist JiM1L ¢ HAPYIIEHUsIMU CJIyXa:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (hopme.

JIJ1s1 Jid1L ¢ HAPYLIEHUSIMU ONIOPHO-IBUTaTeJILHOIO annapara:
- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

12.4. IIpodeccuonasibHble 0a3bl JAHHBIX U HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMBI
baza mannasix TYCVYPa:

https://lib.tusur.ru/ru/resursy/bazy-dannyh

[Tpod. 6a3a nanuwIxX - http://protect.gost.ru/

Nudopmarmonnas cucrema - https://lib.tusur.ru/ru/resursy/bazy-dannyh/uis-rossiya
WNudopmanmonno-ananutruueckas cucrema Science Index PUHLI;
https://elibrary.ru/defaultx.asp

WNudopmanmonnas cucrema - http:// www.tehnorma.ru/

Nk wb =

13. MaTepuajibHO-TEXHHYeCKOe o0ecnedyeHue TMCIUILINHBI U TpedyeMoe MporpaMMHoe
ol0ecreueHmne

13.1. O6uue TpedGOBaHNA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4YeHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHOe o0ecnedyeHne ISl JICKIMOHHbBIX 3aHATHH
Jlis mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHIAWBUYaJbHBIX KOHCYJIbTALUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTeCTAllMU UCIIONb3YyeTcs yueOHasi ayIUTOpUs ¢ KOITMUYECTBOM I10-
CaJI0YHBIX MeCT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHOoIl meOenbto. MMeroTes
JIEMOHCTpalMOHHOE 000pyA0BaHKUE U yueOHO-HAITIIIHbIE TOCOOMs, 0OeceunBaroIIie TEeMaTHIeCKUEe Uil -
JIIOCTPALIMHU 10 JIEKLIMOHHBIM pa3jieiaM JUCIUIUINHBI.

13.1.2. MaTepuajibHO-TeXHUYECKOE U NIPOrPaMMHOe o0ecneyeHue 1J1sl JIadOpaTOPHbIX padoT

VYyebHast maboparopus "KoMnbroTepHON paarodIeKTPOHUKH"

yueOHas ayuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAaKTUYECKOrO TUTIA, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHITHUH JJAOOPATOPHOTO THUTIA

634034, Tomckas obnacte, T. Tomck, Bepmuauna ynuna, 1. 47, 412 ayn.

Onucanue UMeroIerocs 000py10BaHus:

- locka MarHUTHO-MapKepHasi;

- Kommnbrotep Core 2 (11 w.);

- TeneBuzop Samsung;

- Kommutekt crienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecto npenogaBarens.

[IporpamMmMHoe obecnieueHue:

- 7-Zip

— Adobe Acrobat Reader

— Google Chrome

— Keysight Advanced Design System (ADS)

— Keysight Electromagnetic Professional (EMPro)

— Keysight SystemVue

— LibreOftice

— Mozilla Firefox

— Mozilla Thunderbird

— Oracle VirtualBox

— PTC Mathcadl13, 14

— Scilab
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13.1.3. MarepuaJibHO-TEXHHYECKOE H MIPOrPaMMHoOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON padoThl
Jlnst caMoCTOSATEIbHOM PabOThl MCTONB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMITBIOTEPHBIE KIIAcChl),
PaCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. Kpacnoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast o6macTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepmmanna ynuima, 1. 74, 207 aya.

CocTtaB 060pyI0OBaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl ki1acca He Huke [IDBM INTEL Celeron D336 2.8 T11. - 5 wiT.;

- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT OCTYI B AJICKTPOHHYIO WH-
(opMarnoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHb MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ans Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecnieueHre TUCHMIIJIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHUE NUCHMIUIMHBI JUIIAMH C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI U WHBAIUIAMHU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEICTB 00ydeHHs OOIIEro U CHEeUaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTEMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOydarolnyecs: ¢ HapylIEeHHEM CllyXa, 000pYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JEKIIMOHHBIX U YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WJIM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEIUIUTEICH A1 KOM(POPTHOTO POCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIIOJIb-
3YIOTCS aJbTEPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/nepe-
Jau yuyeOHOM MHpOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOM CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBaA-
JIMTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PeKOMEHIAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PECKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBble 3agaHus

Bompoc 1

[TonrBepxaenue noumuaHOCTH DLII 3T0:

MIOJIOKUTENIBHBIN pe3yabTaT NpoBepku npuHauiexHoctu DL Bnagensny 3akpeitoro kiroua ST
U OTCYTCTBHE UCKAXEHU B AJIEKTPOHHOM JIOKYMEHTE

MIOJIOKUTENBHBIN pe3yabTaT NpoBepku npuHaanexuoctu DI Bnanensiy orkpbiToro kiroua SLIIT

XapakTepucThka HajiesxkHocTH ipoBepku DLIIT ee Bnagenbua

JIOTIOJIHUTENBHBIN napameTp DL

Bormpoc 2

[Tpu xakoit monuTHKe 6€30MaCHOCTH HCIIONb3yeTcst Mosienb berna- Jlanagyna:
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Cucremnas

JloBepurenbHas

WzbupatenpHas

[TonHOMOUHAas

Bompoc 3

B nnTepecax koro Obuta pazpaboTaHa MOTHOMOYHAS MOJUTHKA OE30TTaCHOCTH:
B unTepecax 6uzneca

B unTepecax MO CIIA

B unTepecax peKUMHBIX POCCUMCKUX IIPEANPUATUN

B unTepecax ceTeBbIX cOOOLIECTB

Bompoc 4

Monens pazpabotanHas ['oreHoMm 1 Mucraepom Ha3bIBaeTCS:
CucteMHBIM HabOpOM

[TaponbHO# 3amUTON

WNndopmannonnoii 6azoit

IToTokoBOI

Bomnpoc 5

Tpu KuTa Ha, KOTOPHIX CTPOUTCS 3aIIUTA HH(OPMALIUU:

CyObeKThl U 00BEKTHI C HH(POPMALIMOHHBIMUA TOTOKAMHU
[TporpaMMHo-amnmapaTHoe yIpaBieHUE TOCTYIIOM U TOTOKaMHU
N3buparenbHOE U TOJTHOMOYHOE yIPABICHUE JOCTYIIOM U TIOTOKAMH
[TaponbHEI HOCTYN, mMKU(pOBaHUE, pa3rpaHUUCHUE CPEJT TTOTH30BATEIICH.
Bomnpoc 6

Nnentuduxamms 37o:

[Ipornecc pacrno3HaBaHus HIEMEHTA CHCTEMBI

[TpoBepka mpoiiecca, cO3JaBa€MOro CyObeKTOM

AHanu3 ¥ MoJTy4eHHe CBEACHU 00 0OBEKTE CHCTEMBI

DTO UCTOIB30BAHUE MAPOJIS

Bomnpoc 7

ABTOpH3aLUS 3TO:

Bxon B cucremy.

[IpencraBnenne cyObeKTy IpaB Ha TOCTYM K OOBEKTY

[IpoBepka uaeHTU(UKAINN TTOTH30BATENIS, IPOIIECcca
[IpencraBnenne cyObeKTy IpaB Ha TOCTYM K OOBEKTY

Bompoc 8

VYKa3aTh B KaKMX CEpBHCAX MPUCYTCTBYIOT MPOLIETYPhl ayTeHTU(PUKAIIUH:
DneKTpoHHas 1outa, Be0-(popyMbl, UHTEPHET - OAaHKUHT

OneKTpoHHas nouTa, BeO-(hopyMmbl, CollMaIbHbIE CETH, UHTEPHET - OAHKUHT, IJIATeKHBIE CUCTEMBI,

KOpPIIOpaTUBHBIEC CAUThI, THTEPHET Mara3uHbl
HuTepHeT - GaHKUHT, KOPIIOPATUBHbBIE CANTHI, HHTEPHET Mara3uHsbl
TosbKO IIpH BXOZIE€ B KOMIIBIOTED
Bomnpoc 9
Yem obecrieunBaeTCs HAJAC)KHOCTh NalKEeCT ayTeHTH(DUKAIINA B UHTEPHET:
KOIMPOBaHUEM Tpaduka
OTCYTCTBYET JIOTMH T0JIb30BaTeNs IpH 00paboTke
MIPU COEIMHEHUH HE UCTIONb3YI0TCs MeToabl Post u Get
P KaXJA0M COSIMHEHUH T€HEPUPYETCSl HOBBIM X3 MapoJib
Bomnpoc 10
UYro no3sosnsteT nenath npotokon HTTPS B cpene untepHer:
[lepenaBath 3ammndpoBaHHbIE 3aTOJIOBKU MAKETOB JaHHBIX
[udpoBars JaHHBIE B CHCTEME UHTEPHET Mara3uHOB U OaHKHHTA.
[udpyet Bce nanHble, BKIIOYasi IMEHA MOJIb30BaTENCH U UX MapoIIH.
[MudpoBars KOH(DUACHITNATBLHBIC TaHHBIC
Bomnpoc 11
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OnuH U3 caMbIX HaJIEKHBIX METOJJOB MHOTO(aKTOPHON HIACHTU(UKAIIMN SBISIECTCS:

[IprMeHeHne TOKEHOB

IIpuMeHeHue 10rMHa U apoJs

[TpuMmeHeHre napoIbHOM 3aIIUTHI K KQKIOMY 3JIEMEHTY CHCTEMBbI

VYnpasneHue A0CTYIIOM I'OJI0COM

Bomnpoc 12

Korna Ob11 mpuHAT enepanbHblil 3aK0H 0 3amuTe nHpopmanuu B PO?

1974r.

1995r.

1975r

2000r.

Bomnpoc 13

Kakumu ocobennocTsiMu 06ma1aet nHGopMarus?

Ee MoxHO niepeaaBarh Ha pacCTOSHUE

OHa noBMKHA.

OHa HE YHUYTOXHUMA

Omna He MaTepuaibHa

Bomnpoc 14

Kakumu ocobennocTsiMu 06ma1aet nHGopMarus?

Ona Bcerjaa I0CTyIHaA.

Ona He yHHUYTOXKMMA

Ona XpaHHTCS U NIepeaeTcs C MOMOIIbI0 MaTepHalIbHbIX HOCUTENEH.

Ona MoeT ObITh ITpeoOpa3oBaHa.

Bomnpoc 15

Korma nocrymnna nndopmarus?

Ecnu ona conepxutcst Ha MaTepuagIbHOM HOCUTENE

Bcerna, ecnu ucmonb30BaTh COOTBETCTBYIOIIME CPEACTBA.

Tonbko, Korza ee paspeiaroT OpaTh

Ecnu umeercs naposb Ha Hee

Bomnpoc 16

Nmeet nu nHpOpManus eHHOCTH?

HmeeT neHHOCTH alihaBUT, HA KOTOPOM OHA HaIHMCaHa.

Her He nmeeT, MOCKOIBKY OHA HE MaTepHajbHa.

Hmeer, eciiu 3a Hee IDIATAT.

Nwmeer, ecnu oHa mone3Ha 1J1s Bajenblia

Bomnpoc 17

OTka3 B 00CITyXHBAaHUU 3TO:

COCTOsIHME MH(OPMALIMOHHON CUCTEMBI MPU KOTOPOM OJIOKUPYETCSI JOCTYI K HEKOTOPOMY ee pe-
cypcy

OTCYTCTBHE JIOCTYIa K HA3HAYEHHBIM pecypcam

OTCYTCTBHE ITOJTHOTO JIOCTYIIAa KO BCEM pecypcam

[Ipexpamenue padotsr KC

Bompoc 18

Nudopmarmonnas cpena oodiecTna 31o:

Omnpenenennplii HA0Op WHGOPMALMOHHBIX KOMIIOHEHTOB, MpPEJHA3HAYEHHBIX i OOBEKTOB WU
CyOBEKTOB

CoBOKYMHOCTh UH(POPMAITHOHHBIX PECYPCOB M CUCTEMBI (HOPMHUPOBAHUS, PACTIPOCTPAHEHHS U HC-
MOJIb30BaHUS HHPOPMALIUH

WudopmaninoHHbie KOMIIOHEHTHI CyOBEKTOB, 00JIaAaI0IHe CIIOCOOHOCTRIO K 3alUCH, BOCIIPOU3BE-
JeHUs 1 00paboTKH MHPOPMAIIHH.

CouuanbHble CETH

Bomnpoc 19

ONEKTPOHHBIN JOKYMEHT 3TO:

moOas nadopmarus 3anmucanHas B daiinax ¢ pacmuperrem doc
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nro6ast mHpopMaIys 3anucaHHas B aiiiax ¢ pacIIupeHueM TXT

uHboOpMaIs coJepKallias rneyatb U PeKBU3UTHI MPEANPUATUS TPOU3BOIBHON (HOPMBI COOCTBEH-
HOCTH

nHdopmarus 3apuKcupoBaHHAs JIEKTPOHHOW MU(PPOBOH MOANUCHIO

Bompoc 20

OUII aTo:

ANIEKTPOHHBIN HUPPOBON MOTOK ISl CYOBEKTa

AJIEKTPOHHBIN ITU(POBO MAKET CYObEKTa

ANIEKTPOHHAS IU(PPOBast MOJIMHUCH

sHIedarorpaMMa nakeTa J1aHHbIX

14.1.2. 3auér

OnpenenuTs NOPTHI BBOAA BhIBOAA MH(OpMAIUK i cBA3U ¢ oObekTamMu OC B 3aBUCUMOCTH OT
UX Ha3HAYeHMs. YKa3aTh HAIUYHUE a/IpecoB (PU3NUECKUX HOCUTENIeH NH(POPMAITIH.

OneHuTh BO3MOXKHOCTD CO3/1aHUsI OJIOKUPYIOIUX U HE OJIOKUPYIOIUX COKETOB C HEOKYMEHTHPO-
BaHHBIM JOCTynoM. [IpeacTaBuTh MeETOABI BXOIAa B CETEBBIE CEpBEpa Pa3JIMYHOIO THUIA: IOYTOBBIN,
daiinoBblii, BeO-cepBep, cepBep 0a3 AaHHBIX, KOMMYHUKAIIMOHHBIN CEepBEp CBSA3U, CEpBEp - MPUHTEP U
BHUPTYaJIbHBIE CEPBEPA.

Onpenenuth o0IIKE M YaCTHBIE MPOOJIEMbI alnapaTHOM WACHTU(UKAIMU U ayTeHTU(UKaUHU ce-
Teu cBsA3u. [IpeAcTaBUTh TOMOIOTUU CETEN CBSA3M B 3aBUCUMOCTH OT MX HA3HAYEHHS.

VYkazaTb OCHOBHBIE HJieH TocTpoeHus cetelt cBa3u WiFi, nmpeacraBute ux romnosnoruto. Llenu BHy -
TPEHHEI0 ¥ BHEIIIHETO aynTa CETEH CBS3U.

[IpencrtaBuTh OCHOBHBIE MOJUTHKH HACTPOEK B MPOTPAMMHOM OOECIEYeHUH, BO3ZMOXKHOCTh MPO-
BEPOK Ha HUKHEM ypoBHe mojenu OSI.

VYKkazaTb OCHOBHBIE TapaMETPbl IPOrPaMMHO-AMNMAPATHBIX CPEJICTB MU(PPOBAHHUS.

I1osICHUTB IS Y4Ero CyIIECTBYET OTKPBITHIM JOCTYI K PECypcaM M KaKk OPraHU30BaTh €ro 3alIUTy B
cucteme cBs3u. Ha3Barh cpencTBa orpaHUYeHMsI JOCTyIIa K CUCTEMAM CBS3H.

[TpuBecTH OCHOBHBIE MEPHI 3ALIUTHI ONEPATUBHOMN MAMITH KOMMYHUKAIIHOHHBIX YCTPOMCTB.

[IpencraBuTh OCOOEHHOCTH amnmapaTHOM 3allUThI IPOLIECCOB 3aMUCH U BOCIIPOU3BECHUS HH(DOP-
Mmanuu. [IpencraBuTh cTpoeHue npocToil cMapT-KapThl. YKa3zaTh BUIbl foctyna k cetsim WiFi. IloscHuth
IIPOLIECCHI 3alIUCH U CUMTBIBAHUS JaHHBIX C CMapT-KapT.

[Toka3aTb, 4TO paauMoyacTOTHas WACHTU(DUKALMS SBISETCS OJHUM W3 BapUAHTOB YIAJIEHHBIX
CpPEZCTB JOCTYIa K 0OBEKTaM CBS3H.

[IpencTaBuTh OpraHU3aLUIO EPUMETPATIBLHON 3aIIUThI OOBEKTOB CBSI3U HAa OCHOBE TPAHCIIOHJIE-
POB ¥ UIHTEPPOTaTOPOB.

Jlatb onucaHue TUIOB BUPYCOB. YKa3aTh OCHOBHOM MeXaHU3M pacnpoctpaHenus. [lokazare 6a3o-
BbIE IIPUHIIUIIBI IOUCKA BUPYCOB B aHTUBUPYCHBIX IIPOTrPaMMaXx.

[IpencraButh criocoObl 6€30MaCHOTO aHAIN3a BUPYCOB.

[Toka3arb, KaKk oIpenenseTcss HaIMuue BUPYCOB B CHUCTEMax CBS3U. YKa3aTb NMPUHLUI pabOThl U
MCIIOJIb30BaHUsI POTrpaMMHO-aMNIapaTHBIX OJIOKUPATOPOB IMPOTPaMM.

14.1.3. Bonipochbl Ha caMONOATOTOBKY

VYKazaTh OCHOBHBIEC HJIeH TocTpoeHus cererd cBsa3u WiFi, nmpeacraBute ux tomnonoruto. Llenu By -
TPEHHEr0 Y BHEILIHETO ay/uTa CETEeU CBS3U.

[TpencTaBuTh OCHOBHBIE MOJIUTUKM HACTPOEK B MPOrpaMMHOM OOECIIEYEHUH, BO3MOXKHOCTh IIPO-
BEpOK Ha HUHEM ypoBHE Mojienu OSI.

[Toka3zarh, 4TO paaMOyYacCTOTHAs WACHTU(UKAIMS SBISETCS OJHUM M3 BapUAHTOB YIAaJCHHBIX
CPEIICTB AOCTYIa K 00BEKTaM CBSI3H.

[TpuBecTH OCHOBHBIE MEPHI 3ALIUTHI ONIEPATUBHOMN MaMITH KOMMYHHUKAIIMOHHBIX YCTPOMCTB.

VYkazate Buibl gocryna k cetsM WiFi. TloscHuUTh mpouecchl 3amMcu U CUUTHIBAHHS JTaHHBIX C
CMapT-Kapr.

[Toka3aTh, KaK ompeAesnseTcss HaJIuuue BUPYCOB B CUCTEMaX CBS3U. YKa3aTb MPUHIUI PadOTHI U
MCII0JIb30BaHUsI POTrpaMMHO-aMIAPATHBIX OJIOKUPATOPOB IIPOTPaMM.

[IpencTaBuTh OpraHU3aLUIO EPUMETPATIHLHON 3alIUTHI OOBEKTOB CBSI3M HAa OCHOBE TPAHCIIOHJE-
POB ¥ UHTEPPOTaTOPOB.

OueHuTh BO3MOXHOCTH CO3aHUS OJIOKUPYIOIIUX U HE OJIOKUPYIOIINX COKETOB C HEIOKYMEHTHUPO-
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BAaHHBIM JOCTYIIOM. Hpel{CTaBI/ITI: MCTOJAbI BXOJa B CCTCBBLIC CCPBCpa pPA3JIMYHOIO THIIA: HO‘-ITOBBIfI,
(aiinoBsIii, BeO-cepBep, cepBep 0a3 MaHHBIX, KOMMYHUKAIIMOHHBIA CEPBEP CBSI3U, CEPBEP - MPUHTEP H
BUpTYyaJIbHBIE CEPBEPA.

[IpencraBuTh criocoObI 6€30MaCHOTO aHAIM3a BUPYCOB.

14.1.4. Tembl J1a00paTOpHBIX padoT

HccnenoBanue napoiabHOM 3aIUThl KOMIIOHEHT CBSI3M HAa OCHOBE HMCIOJIb30BaHU Tn3acceMOIepoB
B PYYHOM, IT1OJIYaBTOMAaTUYC€CKOM M aBTOMATHUYCCKOM PEIKHUMaAX.

[TporpaMMsl 11 py4HOTO, MOIYaBTOMaTHYECKOIO U aBTOMaTUYECKOIO ayAuTa KOMIIbIOTEPHBIX Ce-
Teil. MccnenoBaHue COCTOSHUS KOMIIBIOTEPHON CETH M HACTPOWKAa COOTBETCTBYIOLIMX MOJUTHK ayauTa
JTUX CETEH.

HccnenoBanue qocTyna K KOMIBIOTEPHON CHCTEME CBS3H C MIOMOLIBIO TECTOBBIX YTWIHT. Omnpee-
JIEHHE BO3MOKHOCTHU BHEILIHETO yIpaBlieHHsI HHTep(heiicoM CTOPOHHUX HPOTPaAMM.

Wzyuenue u ananu3 pabotsl cHUdepa. Hactpoiika GpuinbTpoB Ha pasHbIX ypoBHAX mozaenu OSI
npu nepenauu tpaduka. Boiienenne nndopmanyy, CBsI3aHHOM ¢ JOCTYIIOM B CETh CBSI3U.

AHTUBHPYCHBIE IIPOTPaMMbl M1 OCHOBHBIE HACTPOWKH MOJUTHKU OezonmacHocTd. CHenuanau3upo-
BaHHbBIC MPOTPaMMBbI 3aLUTHl OT HECAHKIMOHUPOBAHHOIO AOCTyna. MHOrodakropHas 3alura J10CTyna
arrapaTHbIMU CPCACTBAMMU.

14.1.5. MeToanueckue peKOMeHAallUN
Ouenka creneHu cpopMHUpPOBAaHHOCTU 3asBJICHHBIX B paboyeil mporpamMme JHUCUUIUIMHBI KOMIIE-
teHuuil OIIK-6, ITK-16 ocymecTBiseTcs Kak B paMKax IPOMEKYTOYHOM, TaK U TEKYIIEH aTTeCTallUH, B T.
Y. IpU chade 3a4yeTa, MPOBEICHUM J1abopaTOpHbIX 3aHATHH. [lopsSaok OLEHKH IS TeKyIIUuX BHUIOB
KOHTPOJISL OTIPEIENIAETCS B METOJMUECKUX YKa3aHUSX IO MPOBEICHHIO Ja0OpaTOPHBIX 3aHATUH, OpraHu3a-
YA CAMOCTOSITEIIBHON PaOOTHI.

14.2. TpeGoBaHusi K OLIEHOYHBIM MATEPHAJIAM [JIS JIUL| C OTPAHUYEHHBIMH BO3MOKHOCTAMM
310POBbS M HHBAJIH/0B
Jns man ¢ orpaHUYEHHBIMM BO3MOYKHOCTSIMH 3/10POBbSl M1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TEJIbHBIE OLIEHOYHbIE MaTepHalIbl, IEpeUeHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLIEHWBAHUS ISl JIUL C OTPAaHUYEHHBIMH BO3MOXHOCTSAMU
310POBbsl U UHBAIUI0B

Kareropuu Bupl 1OIOTHUTENBHBIX OLIEHOYHBIX @DopMbI KOHTPOJISI U OLICHKHU
o0yJaronuxcs MaTepuaoB pe3yabTaToOB 00yUEHUS

TecThl, MICEMEHHBIE CAMOCTOSTEIbHbIE
paboThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

C napymeHusMu
cryxa

[IpenmyiieCTBEHHO MUCbMEHHAS
MpOBEpKa

C napymenussmu | CobecenioBaHue [0 BONpocaM K 3a4eTy, | [IpenMyIiecTBeHHO yCTHas IpOBEpKa

3peHus ONpoC 10 TEPMHUHAM (MHIUBUYaJIbHO)
C napymeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IperMyIiecTBEeHHO AUCTaHIIMOHHBIMU
JIBUTATEJIBHOTO CaMOCTOSITENIbHBIE Pa0OTHI, BOIPOCHI K METOJaMH
anmnapara 3a4eTy
C orpanuueHusiMu 1o | TecThl, TUCBMEHHBIE CAMOCTOSITENIbHBIE [IpenmyniecTBEHHO IPOBEPKA
o01IeMeIMIUHCKIM paloThl, BOIIPOCHI K 3a4eTy, METO/IaMH UCXOJ U3 COCTOSIHUSA
[IOKa3aHUsIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYarOIIErocss HA MOMEHT IPOBEPKU

14.3. MeToau4eckue peKOMEHIAUMH N0 OLIEHOYHbIM MATEePHAJIAM JJIsl JIMI[ C OTPAHHYeHHBIMU
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B
Jns nun ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHM 37I0POBbSI M1 MHBAJIMJOB IPETyCMaTpUBAETCA J10-
cTynHas (hopMma Mpe0CTaBICHUS 3aJaHUH OLIEHOUYHBIX CPEJICTB, @ UMEHHO:
- B IIe4aTHOU (hopme;
- B [le4aTHOU (hopMe C YBETUUEHHBIM LIPUPTOM;
- B (hopMe INIEKTPOHHOIO IOKYMEHTA;
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- METO/IOM YTEHUS ACCUCTEHTOM 33/IaHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BAaHUEM CYpPIOIIEPEBOA.

Jluam ¢ OrpaHM4eHHBIMH BO3MOXHOCTSIMU 3JI0pOBbsl M MHBAIMJAM YBEIMUYUBAETCA BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakKuX 00y4aromuxcs MpeIycMaTpiuBaeTcsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHus, & UMEHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPE/ICTaBJICHNE OTBETOB YCTHO.

[Iponienypa oreHUBaHUS PE3yIbTATOB OOYUEHHS JIMII C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10pO-
Bbsl M MHBAJIMJOB IO JUCLUIUIMHE MpelycMaTpUBaeT MpeaocTaBleHue HHpopManun B popmax, aJanTH -
POBaHHBIX K OTPAaHHYCHHUSAM UX 370POBBS  BOCHIPUATHS HH(POPMALINN:

JL1s1 JIMI ¢ HAapyIIeHUsIMM 3PeHust:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

JI1s1 1M1 ¢ HAapyIIeHUsIMM CJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOu (opme.

JI1s1 1M1 ¢ HApyIIEeHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

[Tpu HEoOXOAMMOCTH ISt JIULL C OTPAHMYEHHBIMH BO3MOXKHOCTSIMH 3/10POBbsI U HHBAJIUIOB IIPOIIE-
Jlypa OLICHUBAHMsI PE3yNIbTaTOB 00yUEHUsI MOXKET IPOBOAUTHCS B HECKOIBKO ITAIOB.
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