MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA ITPOTPAMMA JTUCHUATUIMHBI
3ammuTa HHPOPMALMOHHBIX IPOLECCOB B CETAX H CHCTEMAaX CBSA3H

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT
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CHCTEeMbI CBSI3H
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Kagenpa: PCC, Kadenpa paano3eKTpPOHMKH U CUCTEM CBSA3H

Kypc: 3

Cemectp: 6

YuebOnsrit man Habopa 2016 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunsl yaeOHOI A€ATEIBHOCTH 6 cemectp Bcero Enununner
1 Jleknuu 34 34 4acoB
2 [TpakTrueckue 3aHITHS 38 38 4acoB
3 JlabopaTtopHbie pabOThI 36 36 4acoB
4 Bcero aynuTopHbIX 3aHATHN 108 108 4acoB
5 CamocTosiTenpHas paboTa 108 108 4acoB
6 Bcero (0e3 ax3aMeHa) 216 216 JacoB
7 OO0m1as Tpy10eMKOCTh 216 216 JacoB
6.0 6.0 3.E.

JuddeperunpoBaHHbIi 3a4eT: 6 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()1()(’)})6HU Ha 3aCCJaHuM Kil(t)ﬁ:{pbl
nporokot Ne 11 or« 3 » 7 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBKH (cnermanbHOCTH) 11.03.02 MHPpOKOMMYHUKAIIMOHHBIE TEXHOJIOTUN M CUCTEMBI CBS3H, YTBEPK/ICH -
Horo 06.03.2015 roma, paccmoTpeHa u omoOpena Ha 3acemanuu kadeapsr PCC «  »

20 roma, mpotokois Ne

PazpaboTuuk:
noueHt kag. PCC H. JI. XarbkoB

3aBenyronmii o0ecnieunBaromeii kad.
PCC A. B. ®areeB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan PT® K. 1O. Ilonosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

PCC A. B. ®artees
OKCIIepTHI:

Crapuuii npernoiaBatesns Kadeapbl
PagUOdIIEKTPOHUKH U CUCTEM CBS3U

(PCC) 1O. B. 3enenenxkas
IIpodeccop kadenpsl paguo3neKkTpo-
Huku u cucteM cBsazu (PCC) A. C. 3agopun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
U3y4eHue CrocoOOB 3alIUThl MH(MOPMALIMOHHBIX MPOILIECCOB B CETSIX C FMOPUAHON (pu3ndecKon
cpenoun
U3y4eHUEe BO3MOKHOCTEW MPUMEHEHMSI CTAHIaPTHBIX HACTPOEK B CETSIX CBSA3M JIJISl OBBIIICHUS UX
3aIUIIEHHOCTH
paboTa B KOMIBIOTEPHBIX BHIYUCIUTENBHBIX ceTsX (BC) ¢ mpumeHeHneM nporpaMMHbBIX CPEICTB
3alUTHI U UCIOJIb30BAHUS CYLLECTBYIOINX, BCTPOCHHBIX B apXxutektypy OC, cpencTs cBA3MU.

1.2. 3amaum AMCHMIIIMHBI

—  HW3y4YEHHE CIOCO00B CO3JIaHUs 3aIIHMIICHHOTO CETEBOr0 COCAMHEHHS, 3AIMIIEHHBIX MPOTOKO-
JIOB CBSI3M, 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA COOOIIEHUH JIEKTPOHHON MOYTHI, CETEBBIX pe-
CypCOB

—  UW3y4YeHHE MPHUHIMIIOB PaboThl OpaHIMay3pOB, CPEICTB MPEIOTBPAIICHUS BTOPKCHUI, aHTHU-
BHUPYCHBIX TIPOTpaMM

—  Ppa3BHUTHC HABBIKOB HACTPOWKH M aHAJIM3a MPOTPAMMHBIX CPEICTB 3allUThI, TIOJTUTUK Oe3011ac-
HOCTH, UCTIOJIL30BaHMSI MPOTPAMMHBIX OTJIQTYUKOB, CETEBBIX aHAIM3ATOPOB

2. MecTo nucuumiuebl B cTpykrype OIIOII

JucuuiuinHa «3amura MHGOPMAIIMOHHBIX MPOLIECCOB B ceTIX U cuctemax casizm» (b1.B.J[B.3.1)
OTHOCHUTCS K 010Ky | (BapuaTuBHas 4acTh).

[TpeamecTBYOIMKUMY TUCHUILIMHAMYI, (OPMUPYIOIIMMHU HaYaJIbHbIC 3HAHUS, SIBIAIOTCS: Bhrauciu-
TelbHAsl TEXHUKA U MHPOpMallMOHHbIE TexHosoruu, Ob1mas teopust cBsa3u, Paguonepenaromue ycTpoii-
CTBA CUCTEM PAJAMOCBA3H U PAAUOLOCTYIIA.

[Tocnenyromumu nucuuIuinHaMu SBJsitoTcsi: OcHOBBI Kpuntorpaguu, CeTu CBSI3U U CHUCTEMBbI
KoMMyTaluy, TexHnueckas 3anmra HHPOPMaIUH B CETSIX U CUCTEMAaX CBS3H.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCHMILTAHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HapaBieH Ha (GOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— IIK-15 ymenuem pa3pabatbiBaTh U 0QOPMIISATH PA3INYHYIO IPOCKTHYIO U TEXHUYECKYIO TOKY-
MEHTAIHIO;

— TIK-19 roToBHOCTBIO K OpraHU3alH padOT MO MPAaKTUYECKOMY HCIOJIb30BAaHUIO U BHEApE-
HUIO PE3y/IbTaTOB UCCIIEOBAHUI;

B pesynpTrare u3ydeHus TMCIHUIIIMHBI 00YyJatOIUNACS T0JIKEH:

— 3HATh OCHOBHBIE€ MOJCHCTEMBI 3aIUTHI CPEACTB CBSI3U B ONEPAIMOHHBIX CHUCTEMAax Mepco-
HaabHBIX DBM ocHOBBI agmunuctpupoBanus B OC myis KOHTpOJss MH(DOPMAIMOHHBIX IPOIIECCOB B
KOMIBIOTEPHBIX CETSAX METOBI U CIIOCOOBI 3aLIUTHI OT CETEBBIX aTaK MPHHLUIBI IOCTPOCHUS CUCTEM 00-
Hapy)KEHUSl aTak MPUHIMIBI 3alMUThl UH(OOPMALMKU HAa KOMIIBIOTEPE CPEICTB CBSI3U C MOMOUIBIO IMPO-
IrPaMMHBIX peajli3aluii Ha BBICOKOM U Ha HU3KOM ypoBHE Mozenu OS]

—  yYMeTb NIPOBOJIUTH AHAJIN3 HAJUYMUS HECAHKIIMOHUPOBAHHOTO JOCTyNA K KOMIIBIOTEPAM, OIpe-
JIeNISATh U OLICHUBATh BEPOSTHBIE YIPO3bl HH(POPMALIMOHHON 0€30IaCHOCTH KOMITBIOTEPA B CUCTEMaX CBSI-
31; OCYILIECTBIIATH pallMOHAJIbHBIA BEIOOP CPENICTB U METO/IOB 3alIUTHI HHPOpPMAIMK Ha 00BEKTaX CBA3H;

—  BJAJeTh MPOrPaMMHBIMH METOJAMH 3alUTHl MH)OpMAIMKA Ha KOMITBIOTEPHON TEXHHKE; MeE-
TOJAMHU TIOMCKA cJa0bIX MECT B HACTPOMKaX KOMIBIOTEpA U TMOIYyYEHUs IMOKa3aTeIe ypOBHS 3alHILICH -
HOCTH MH(OpPMAllMU B CHCTEMax CBS3W; METOJUKON aHalIM3a CETeBOro Tpaduka, pe3ylbTaToB padOThI
cpeAcTB OOHApyKEHUS BTOP)KEHUI; HABBIKAMU HACTPOIKH cucteM OGe3omnacHoctd OC st Ge30macHoi pa-
OOTBI B CETSAX U CUCTEMAaX CBSI3U;

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO01ast TpyI0€MKOCTb JUCLUUIUINHBI cOCTaBIseT 6.0 3aUeTHBIX €IMHMILIbI U IIPECcTaBIeHa B Ta0Iu -
ue 4.1.

Tabmuna 4.1 — Tpy10eMKOCTh AUCIUILUIMHBI

Bune! yueOHOI nesTeNbHOCTH Bcero yacos Cemectpsl
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6 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 108 108
Jlexnuu 34 34
[IpakTnueckue 3aHATH 38 38
JlaboparopHbie pabOTHI 36 36
CamocrosTenbHas paboTa (BCero) 108 108
OdopmiieHre 0T4ETOB 110 JIA0OPATOPHBIM paboTam 34 34
IIpopaboTKa JTEeKIMOHHOTO MaTepuana 34 34
[ToaroroBka Kk MpakTUYECKUM 3aHATUAM, CEMUHApAM 40 40
Bcero (0e3 ax3aMeHa) 216 216
OO01mas Tpy10eMKOCTb, 4 216 216
3auetHbie EquHute 6.0 6.0

5. Conepxanne TUCUMIIIIHMHBI

5.1. Paznesbl IMCHUIIIMHLI M BUABI 3AHATHI
Paznensl AMCUMITITMHBL U BUABI 3aHATUI NPUBEICHBI B Tabmuie 5.1.

Tadommua 5.1 — Pa3mensl AUCHUIUINHBI U BUABI 3aHATHI

Qg poBaHus; MOCTPOCHUE allapaTHBIX
KOMITOHEHT KPUIITO3AIUTHI TaHHbIX. WH-
(bpacTpykTypa ynpaBieHUs] OTKPHITHIMH
KJII0YaMH, 0a30BbI€ apXUTEKTYPhI CUCTEM
yrpaBieHHs cepTUUKaTaMU, JOTHIecKas

= ] = 2 § = =
= = g g | g3 8 =
HazBaHus pa3aenoB TUCIUTUIMHBI Qx: “ & g g § & %
S 5 G s g 0 = E
o, < < O M o 3
= = O M @ g )
6 cemecTp
1 ApxuTeKTypa BCTPOEHHBIX CPEJCTB 3a- 2 4 4 10 20 |IIK-15, IIK-19
Tl B OC. [IprunHbl BOSHUKHOBEHHUS
cOOEB B ONIEPAaTHUBHOM MaMSITH, 00IIIHE
MPUHIIUIIBI TOCTPOCHHUS CUCTEM 3aIIUTHI
(triple functions).
2 OcHOBHbIE MTOHATUS, KJIaCCH(PHUKALUA 2 4 4 18 28 |IIK-15, IIK-19
3ajJlad, penraeMblX MEXaHU3MaMH UJCHTH-
(uKayy U ayreHTH(PUKALUU B CETAX
cBs3U. Mnentudukanus cyobekTa, moHs-
THE TPOTOKOIA UACHTU(PUKAINH, UCHTH-
dbunmpyromas nHbOpMaIHs.
3 Knaccudukanus cyObeKTOB U 00BEKTOB 4 4 4 14 26 |IIK-15, ITIK-19
noctyra. OCHOBHBIE TIOJIXO/IBI K 3aIIATE
nanabix oT HCJl. AGcTpakTHbIE MOIETH
JI0CTYyTIA.
4 Bupsl ayquTa KOMITBIOTEPHBIX CETEeH U 4 4 8 20 36 IIK-15, I1IK-19
CHUCTEM CBSI3H, KiIaccu(UKaLUs COOBITHIA.
5 IlporpamMmMHoO-amnmapaTHble CPEACTBA 4 4 4 8 20 |TIK-15, T1IK-19
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CTpYKTypa 1 koMrnoHeHTsl PKI.

6 Kitaccudukanus METo10B 3alIUThI IIPO- 4 4 4 8 20 IIK-15, IIK-19
TpaMM CO CTOPOHBI HH(POPMAITMOHHBIX
po1eccoB. MeTobl U CPeJICTBA OTPaHU-
YEHUS JOCTYIa K KOMIIOHEHTaM CBSI3H B
KOMIIBIOTEPHBIX CETSAX U 3aLIUTHI MIPO-
rpaMM OT HECAHKITMOHUPOBAHHOTO KOIH-

pOBaHUs.

7 Knaccugukamus 1 apxuTeKTypa cMapT- 4 4 4 8 20
KapT. AnnaparHble KOMIIOHEHTBI CMapT-
kapt. [IporpamMmmHoe oGecnieuenue ams

cMapT-KapT.

I1K-15, I1K-19

8 ba3oBble IPUHIMIIBI PAZIMOYACTOTHON 4 4 0 6 14
nneHtuduxanyu. Knaccupukanus
cpeactB RFID, ctpykTypa u QpyHKIIMOHU-

poBanue cuctem RFID.

I1K-15, IIK-19

9 Knaccugukarys pazpymaronmx mpo- 4 4 4 10 22 |TIK-15, TIK-19

rpaMMHBIX BozaekcTBuid (PIIB). kommbro-
TepHble Bupycsl kak ocoOblii kinace PIIB.

10 3amuTa OT pa3pyuarmux IporpaMmm- 2 2 0 6 10 |IIK-15, T1IK-19

HbIx Bo3nelictuil (PIIB) B komnbroTep-

HBIX CUCTCMaX CBA3H.

Hroro 3a cemectp

34 38 36 108

216

Hroro

34 38 36 108

216

5.2. Conep:xanue pa3aesioB JMCHUILIHHBI (110 JEKIASIM)

ConeprkaHue pa3IesoB TUCIUILIAH (TI0 JICKITHSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuua 5.2 — CopeprkaHue pa3esaoB TUCIUILINH (TIO0 JEKITHSIM)

3 =
i3
= > 0
Ha3zBanus pasznenos ConepxaHue pazieoB JUCHUIUTUHBI (IO JIEKLIUAM) z - &5
= | ES
2 o 2
- S ®
6 cemecTp
1 Apxurtekrypa [Ipenmer u 3aauu 32U THl HTHPOPMAITHOHHBIX MTPO- 2 [IK-15,
BCTPOEHHBIX CPE/ICTB LIECCOB B CETAX U CUCTEMax CBS3H, €€ B3aUMOCBSI3b C I1K-19
3anuthl B OC. [lpuunebl | ipyrumu quctuioinHaMu. Kpatkas ucropus pa3Bu-
BO3HMKHOBEHHS cOOEB B | THS. AKTyalbHOCTb 3alllUThl HH()OpMAIK B COBpe-
OTIEPATHBHOM ITaMSITH, MeHHOM Mupe. [[pudrHbI BOBHUKHOBEHUS YS3BUMO-
o01111e TPUHIIMIIBI CTeM, 00IMe MPUHLUIIBI TOCTPOEHUS CUCTEM 3aLUThI
IIOCTPOECHUS CUCTEM (triple functions). ITonsTHE MONUTHUKHN O€30aCHOCTH
3amuThl (triple functions). | 1 HEOOXOIUMOCTH OIICHKU PUCKOB, KPUTEPHUH, UC-
MOJIb3yeMbIe JIJIsl KITACCH(HUKALMU YPOBHS 3aIIUIICH-
HOCTH (0€30MacHOCTH) KOMITBIOTEPHBIX CETEH U CH-
CTEMBI CBSI3H.
Hroro 2
2 OCHOBHBIC TTIOHATHS, OcHOBHBIE TIOHATHS, KJIacCU(pUKAIIS 3a]1a4, pelae- 2 TIK-15,
KIaccuuKanus 3aaad, MBIX MEXaHU3MaMH UICHTU(UKAIIUY U ayTeHTU(UKA- TIK-19
pelaeMbIX MexaHu3MaMu | uu. Mnentugukanus cy0ObekTa, MOHATHE IPOTOKOJIA
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UIeHTU(UKAIINT 1
aYTeHTI/I(i)I/IKaL[I/II/I B CETHAX
cesi3u. MneHtudukanms
CyOBbeKTa, IOHSATHE

UIEeHTU(DUKAITIN, WICHTHPUITUPYIOIast HHPOPMAIIHs.
Mertozpl ayTeHTHHUKAINN: TTapOJIbHAS cXema, OH1o-
MeTpudeckuil u token crmocoOsr, MHOTO(AKTOpHAS 1
B3anMHas ayreHTH(uKanuu. [IpoTokonsr nuaeHTnu-

POTOKOIA Kalll¥ C HyJIEBOU nepeaayeil 3HaHnnid. CxeMbl HIEHTH-
UICHTU(DUKAIIAH, ¢dukanuu Oeiire-duata-Illamupa, I'mnoy-Kynckyo-
UJICHTHQULIMPYIOIIas Tepa.
uHpopMaus. Hroro
3 Knaccugukarms Knaccudukarus cyObeKTOB 1 00BEKTOB JJOCTYTIA. [IK-15,
CyOBEKTOB M OOBEKTOB OcHoBHBIE TIOIX0/bI K 3amuTe gaHHbx oT HCJ[. A6- I1K-19
nocryna. OCHOBHbIE CTpakTHbIE Mosienu Aoctyna. [lluppoBanue, KOHTPOIb
MOJIXO/IBI K 3aIlIUTe J0CTyTNa U pa3rpaHudeHue JOCTyIa, HepapXUueCKHit
nanabix ot HC/. JOCTYT K (ailny, 3a1mra ceTeBoro (haiioBoro pecyp-
AOGcCTpaKTHBIE MOJIENN ca, pukcanus noctyna K ¢ainam. JluckpennoHHas
JOCTYyTIA. (pasrpaHuuuTENbHAS) MOJEIb YIIPABICHUS JOCTYIIOM.
AHanu3 cuCTeM JUCKPELIMOHHOTO pa3rpaHUYeHuUs J10-
cTyna Ha ocHoBe (hopmanbHOU Mozaenu Take-Grant.
JlocTymn K TaHHBIM cO CTOPOHBI Mporecca. CriocoOsl
¢ukcanuu ¢pakra nocryna. HanexxHocTb cuctem orpa-
HUYEHUSI TOCTyNa. YTpaBieHue JOCTYIIOM Ha OCHOBE
poueii — RBAC. bazoBast Monens RBAC. Mannarnas
(npeacraBUTENbHAS) MOZIETb YIIPABIICHUS JOCTYIIOM.
MexaHu3Mbl peanu3alii MaHJaTHON MOJEIH 10CTY-
na. 3amura (aitioB ot n3meHenus. CyobeKT U JTuc-
neTyep JA0mycka, 0co0eHHOCTH peanuzanuu. Cpen-
CTBa YIPaBJIEHUS JOCTYIIOM, UCIIOJIb3yeMbIE B COBpE-
MEHHBIX OIEPAlMOHHBIX CUCTEMAX.
Hroro
4 Bunp! ayqura Bunst aymura, knaccuduxanus coobitrii. KonTpons [IK-15,
KOMITBIOTEPHBIX CETEH M | IIEJIOCTHOCTH JJAHHBIX, UCITOJIb30BaHUE ITU(POBOMA I1K-19
CHUCTEM CBSI3H, noanucu. CpeacTBa aynuTa, pealu30BaHHbIE B COBpE-
KIaccupuKaIys MEHHBIX CETSIX U cUcTeMax CBs3u. CUCTEMBI IPENOT-
COOBITHH. BpalleHus 1 OOHApYKEHUSI BTOPKEHUH, JIOKaJIbHbIE U
oecnpoBoansie - [IPS IDS HIPS WIPS.
Hroro
5 IIporpammHoO- I'enepanus karoueid. Kimroun a1 CHMMETPUYHBIX U [IK-15,
arraparHble CpeACcTBa HECHMMETPHUYHBIX aIropuTMOB. OOMEH KIltoYaMH, aj- [IK-19
mmdpoBaHus; roput™ /Iudpdu-Xennmana. Ipemepusiit kirod. [po-
MIOCTPOEHUE aliapaTHbIX |TpaMMHO-aNMapaTHbIE CPEACTBa NP POBAHUS; TO-
KOMITOHEHT CTPOEHUE aNIapaTHbIX KOMIIOHEHT KPUIITO3AIUTEI
KPUITO3AIUTHI JaHHBIX. | IaHHBIX. HQpacTpykTypa yrpaBieHUs OTKPHITBIMU
Wndpactpykrypa KJTI0YaMH, 6a30Bble apPXUTEKTYpPhl CUCTEM YIIPABICHHUS
yIpaBJIeHUs] OTKPBITBIMU | CEpTU(UKATAMHU, JJOTHYECKasi CTPYKTypa U KOMIIOHEH-
KIII0YaMu, 6a30BbIe Tl PKI. YTrpo3bl kpuntorpaguueckum Kiroyam. Yce-
ApPXUTEKTYPhl CUCTEM YeHHe KIJII0YeBOro MHoXecTBa. [loBpexaeHue kio-
yIpaBICHUS yeil. 3amura anroputMa mudposanus. [IpuHuun uys-
ceptudukaramu, CTBUTEJIbHOM 00JIACTH U MPUHIIMII [JIABHOTO KITF0Ya,
JOrMYecKasi CTpyKTypa U | He0OXOAMMBIE U JIOCTaTOUHbIE (DYHKIIMH anapaTHOTO
komnoHeHTs! PKI. CPEACTBA KPUITO3ALIUTEI CUCTEM CBS3U.
Hroro
6 Knaccudukamnms Kiaccudukanus MeToaoB 3ammThl HHHOPMAITMOHHBIX TIK-15,
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METOJIOB 3aILUTHI
MIPOTPaMM CO CTOPOHBI
UHGOPMAITMOHHBIX
poueccoB. MeToapl 1
CpEelICTBA OIpPaHUYEHUS
JIOCTyNa K KOMIIOHEHTaM
CBSA3U B KOMITBIOTEPHBIX
CCTAX U 3alllMThI
IPOrpamMm OT
HCCAHKIIUOHUPOBAHHOI'O
KOMHUPOBAHUA.

MPOLIECCOB B CETAX M CHUCTEMax CBs3U. MeToabl u
CPEJCTBAa OIPAaHUYEHHUS JOCTyIa K KOMIOHEHTaM
OBM, 3amuThl TporpaMM OT HECAaHKIIMOHUPOBAHHOTO
konupoBaHus. [IporpaMMHbIe U TEXHUYECKUE CPE-
CTBa 3aILUTHI. 3alIUTa IPOrPAMM OT U3ITyYEHHUS.
VYcrapeBiine TEXHUUECKHE CPEICTBA 3alIUThI. 3aluTa
OT OTJIAJIKU, 3alIUTa OT IU3acCeMONIMPOBaHNUS, 3alIUTa
OT TPACcCHPOBKM MO npepriBaHusaM. [Iprmenenue 00-
(dyckanuu, TpOTEeKTOPOB U YITAKOBIIIMKOB JJIsl yCHUJIe-
HUS 3alUTHl CUCTEMBI CBSI3U. METO/Ibl, 3aTpyIHSI0-
1€ CYUTHIBAHUE CKOMMpOoBaHHOU nHpopMarmu. [1a-
POJIM M KJIFOUM, OpraHU3alus XpaHeHus Kitoueil. Me-
TOJIbI, MPEMATCTBYIOIINE UCIIOIIB30BAHUIO CKOTUPO-
BaHHOH nH(popMar. OCHOBHBIE (PYHKITUH CPEJICTB
3aIIUTHI OT KonupoBaHus. [IpueMbl IpoTUBOAEHCTBUS
JUHAMHUYECKUM CTI0c00aM CHATHS 3alUThI IPOTpamMm
OT KOIUPOBAHHSI.

I1IK-19

Hroro
7 Knaccudukarus u Knaccudukarus u apxutekrypa cMapT-KapT. Amnra- [IK-15,
ApXUTEKTypa CMapT-KapT. | paTHblE KOMIIOHEHTHI cMapT-KapT. [IporpamMMHoe [IK-19
ArnmnapartHsle obecrieyeHue i1 cMapT-KapT. KoHTakTHBIE 1 OECKOH-
KOMITOHEHTBI CMapT-KapT. | TAKTHbIE CMapT — KapThl C COOTBETCTBYIOIMMU UH-
[IporpamMmmuoe tepdeiicamu [SO — 7816, USB (RuToken, eToken),
obecnieuenue ans cmapt- |ISO/ IEC 14443.. UnTennexTyanbHble KapThl. Kusz-
KapT. HEHHBIN [IUKJI CMapT-KapT. Beinmyckaemsble cepuitHO
MHTETpalbHbIE CXeMbl cMapT-KapT. MHpacTpykTypa
NoJyIep>KKU cMapT-KapT. [IpobiemMsr 6e3omacHOCTH
cMmapr-Kkapt. Knaccuduxanus atrak Ha cMapT-KapThl.
Hroro
8 bazoBbie MPUHITUTIBI ba3oBbie mpUHIIKIIBI PAIMOYACTOTHOW HICHTH(DHKA- TIK-15,
paguo4acTOTHON uuu. Knacenguxauus cpencts RFID, ctpykTypa u [IK-19
UCHTU(UKAITIH. ¢dbyaknuonuposanue cuctem RFID. Ilepemnaua nanHbIX
Knaccudukanus cpencts |B cucremax RFID, criocoOsr komupoBanus. CUUTHIBA-
RFID, ctpykrypa u TEJIW U TPAHCTIOHJIEPHI, ANEKTPOHHBIE KOMIIOHEHTHI
(yHKIIMOHUPOBaHHE cucteMm RFID, crannaptuzanus. O0ecnieuenue 6e3-
cuctem RFID. ONacHOCTH JaHHBIX. [IpuMepsl IpUMeHEHUsI: UECHTHU-
(uKaiys ToBapoB, TPAHCTIOPTHBIX CPEICTB, MIMMOOH-
Jaii3epHble CUCTEMBI, MICHTU()UKALUS )KUBOTHBIX.
Hroro
9 Knaccugukarms Knaccudukarus pazpymaronmx IporpaMMHBIX BO3- [IK-15,
pa3pylarmmx neiicruii (PIIB). kommnbrorepabie Bupycel, kak oco- [IK-19
IIPOrPaMMHBIX ob1i1 kiacc PIIB. PazButue BupycHoi 6a3bl ¥ T€H/IEH-
Bozzeiictauii (PIIB). 1uu GOpMUPOBAaHUS HOBBIX TUIIOB BUPYCOB. CriocoObI
KOMITbIOTEpHBIE BUpychl | 3apaskeHus JIOKaIbHBIX KOMIIBIOTEPOB U ceTeld. [Ipo-
Kak ocoObIi kinace PIIB. | rpammuble uepBu U 3akiaaku. Heobxonumele u 10-
CTaTOYHBIE YCIIOBUS HEIOMYIIEHHSI pa3pyLIatoIIero
BO3JICHCTBHS; IOHSATHE U30JIMPOBAHHON IMPOTPaMMHOMN
cpensl. Cpencrsa NpOTUBOACHCTBHS KOMIIBIOTEPHBIM
BHUpYCaM U UX COCTOSIHUE B COBPEMEHHBIX YCIIOBHUSX.
Hroro
10 3amqura ot 3amnmTa OT pa3pylarIuX IPOrpaMMHBIX BO3/ICH- [IK-15,
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pa3pymiarommx ctBuii (PIIB). IIpoGieMa BoccTaHOBIIEHUS OTIEpaIIy- I1K-19
[IPOrPpaMMHBIX OHHOM cucTeMsl nocie Bo3aenctsus PIIB u npumene-

BoznekicTeuii (PIIB) B HUSI CPEICTB IPOTUBOACUCTBUS B CUCTEMAX CBS3H.

KOMITbIOTEPHBIX CHCTEMAX |y 5

CBA3M.

Hroro 3a cemectp 34

5.3. Paznenbl JMCHMILVIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (Peabl Ty IIUMH)
U o0ecrnieynBaeMbIMH (MOCJIETYONIUMH) TUCHUIIHHAMU
Paznmenpl TUCHUIUIMHBI M MEXKIUCIUTUTMHAPHBIC CBSI3U C 00ECIICUMBAOIIMMHU (TIPEABIAYIIUMH) U
obecrnieunBaeMbpIMHU (TTOCIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXANCIUILTMHAPHBIEC CBSI3U

HanmeHnoBaHue OUCIUILINH

Ne pa3nenoB qaHHOM JUCUUIUIMHBL, 17151 KOTOPBIX HEOOXOIMMO H3ydeHHUE
o0ecreurBaoMX U 00eCIeYnBaeMbIX JUCIUIUINH

2

3

4

5

6

7 8 9 10

[Ipenme

CTBYIOIIUC JUCHUIIIINHBI

1 BeruucaurenbHas TSXHU-
Ka u I/IH(bOpMaLII/IOHHLIe TCX-
HOJIOTHH

+

+

2 O6mmas Teopusi CBSI3U

3 Paguonepenarorime
YCTPOMCTBA CUCTEM PAUO-
CBSI3M M PAJIMOIOCTYIIA

ITocne

TTYFOIITH

€ IUCIUITJINHBI

1 OcHoBeI Kpunrorpaduu

+

2 CeTH CBSI3U U CUCTEMEI
KOMMYTallUuH

3 Texau4yeckas 3amuTa UH-
(dhopMaruu B CeTIX M CHUCTE-
Max CBSI3U

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, (OPMHUPYEMBIX PH U3YyYEeHUM TUCHHUIUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU HM3YUYEHUH IUCIUIUIMHBI, M BHIOB 3aHATHN

MPEICTAaBICHO B Tabmuiie 5.4.

Ta6muia 5.4 — CooTBETCTBHE KOMIIETEHIIMN, (DOPMUPYEMBIX NIPU U3YUYEHUH AUCHUIUIUHBI, U BUJOB 3aHS -

THH
§ Bunwl 3austuin
= r . :
O O
o <
5 & o 8 S DOpMBI KOHTPOJISA
= = : S 2
g =3 = S
A =
TIK-15 + + + + KoncnekT caMonoaroToBky,

OtyeT no nabopaTopHoOii pa-
6ote, Onpoc Ha 3aHATUSX,
Tecr, IuddepenmmpoBan-
HBIH 3a4et, OTYeT 1Mo mpak-
TUYECKOMY 3aHSTHIO
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I1IK-19 +

+ + + KoncnekT caMonoaroToBky,
Otyet no nabopaTopHoii pa-
6ote, Omnpoc Ha 3aHATUSX,
Tect, Iuddepenmmpopan-
HbIN 3aueT, OTYET Mo MpakK-
TUYECKOMY 3aHSTHIO

6. UnTepakTBHBbIE MeTOABI M (GOPMBI OPraHN3aLMU 00ydeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl

HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHBIX paboT

g L =
= 2
3 s 5
< 25
> 0O
HazBanus paznenos HaunmenoBanue mabopaTtopHbIX padoT zF &5
o S E
X g8 =
al o g
= S
6 cemecTp
1 Apxurekrtypa AHanu3 IpoLEeCcCoB B ONEPALNOHHON CUCTEME 4 [IK-15,
BCTPOEHHBIX CPEJICTB Windows ¢ TOMOIIbIO TOATOTOBICHHOW YTHUITUTHI. I1K-19
3amuthl B OC. IIpuunnel Hroro 4
BO3HUKHOBEHUS COOEB B
OTepaTUBHON MaMSTH,
001I1e TPUHITUTIBI
MOCTPOEHUS CUCTEM
3amuThl (triple functions).
2 OCHOBHBIC ITOHSTHS, Hccnenoanue napoyibHOM 3alUTHl KOMIIOHEHT CBSI3U 4 [IK-15,
KjaccuuKanus 3aaad, Ha OCHOBE JHM3acceMOIMpPOBaHUsI TPEX BUJOB TECTO- [IK-19
pelaeMbIX MEXaHU3MaMU | BBIX YTHJIMT C TIAPOJILHOM 3aIUTOM U CKPBITOM (hop-
UIeHTU(DUKAITIT U MOH TIpeICTaBIeHUS UHTEP(HEUCHBIX KOMITOHEHT.
ayTeHTH(HUKAINH B CETAX Hroro 4
cBs3u. Mnentudukanus
cyObeKTa, MOHATHE
MPOTOKOJIA
UIACHTHDUKAIIH,
UIEeHTUDUIHP YOI
uHpopmaLus.
3 Knaccudukamnms AHann3 COBMENIEHHBIX CUCTEM 3allUThI JOCTYIA B 4 TIK-15,
CyOBEKTOB M OOBEKTOB onHOM 1 oM ke OC. AHanu3 BO3MOXHOCTEH Mouc- IK-19
nocryna. OCHOBHbBIE KOBBIX CEpBEpOB B 0bnacT Texuuuyeckoii IP agpeca-
MOJIXO/IbI K 3aIlUTe 1uu (MMOMCK apecoB BeO KaMep, CETEBOTO U IPYroro
naaubeix oT HC/I, o0opynoBaHus).
AOCTpaKTHBIC MOJIEIH Hroro 4
JOCTYyTIA.
4 Bunp! ayqura Yrunutel Mapka PyccunoBuua juist Morutopusara OC 4 [IK-15,
KOMIbIOTEPHBIX ceTel 1 | Windows. MOHUTOPHHT COCTOSHUS ONIEPAITMOHHON [1K-19
CHCTEM CBSI3H, CUCTEMBI C TIOMOIIBIO YTHIUTHI apimonitor-x86.
KHgCCHQZHKaHH’I CereBble aHanu3atopsl Tpaduka - cHupdepst. On-line 4
BITHIA. . .
co U JIOKaJIbHBINA cHU(depbl. YCTaHOBKA, HACTPOMKa
(uUIBTPOB, BBIICTICHUE TOTOKA C JaHHBIMHU. [lexoau-
pOBaHUE BBIICIICHHBIX IMAKETOB TpaduKa Ha MpUMepe
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nepenadn n300pakeHuu.

Hroro

5 IIporpammHoO- Hcnonb3oBanue mmdpoBanHon (ailioBoit cucTeMbl 4 [IK-15,

amnmapartHbIe CPEJICTBA (EFS). Coznanue pa3aenos, o pa3iaesioB ¢ TOMO- IK-19

mmdpoBaHus; 11b10 poBogHKKa Windows.

NOCTPOCHHE aNMaPaTHBIX |y 4

KOMITOHEHT

KpUINTO3AIUTHI JaHHBIX.

Wndpactpykrypa

yIpaBICHUS OTKPBHITHIMU

KITI0YaMu, 6a30BbIe

ApPXUTEKTYPhl CUCTEM

yIpaBICHUS

ceptudukaramu,

JIOTHYECcKasi CTPYKTypa U

KoMItoHeHThI PKI.

6 Knaccugukarus N3yuenne cnocoba npeaoTBpaIleHus BBITOIHEHUS 4 [IK-15,

METOIOB 3aILUThI JAHHBIX C ITOMOIIbIO BCTpoeHHBIX cpeacts OC. [IK-19

IIPOrpaMM CO CTOPOHBI IIpenoTBparieHre BoIoaHEeHUs AaHHbIX (Data

HMH(OPMALIMOHHBIX Execution Prevéntion, DEP) — ¢ nomompto pyHkuu

npoueccoB. MeToasl U 0e30macHOCTH, BcTpoeHHOH B Linux, Mac OS X,

cpenctsa orpanudeHus | Android u Windows.

JIOCTYTIa K KOMIIOHEHTAM | . 4

CBSI3U B KOMITBIOTEPHBIX

CETAX U 3aLIUThI

MIPOrpaMm OT

HECaHKIIMOHUPOBAHHOTO

KOIHUPOBAHMSI.

7 Knaccudukarus u Tokensl. MHOTO(akTOpHAsT ayTeHTHUKaIHs. Crioco- 4 [IK-15,

apXUTEKTypa cMapT-KapT. |Obl YCTAHOBKU U BHJIbI OCTYIIA B CUCTEMY CBSI3H. I1K-19

AnmnapartHsle [Tpumenenue Dallas - Lock.

KOMIIOHEHTBI CMapT-KapT. |17 o 4

[IporpammHuoe

obecrieyeHue A cMapT-

KapT.

9 Knaccudukamnms HccnenoBanne Bupyca. CriocoOs! uccieaoBanus. Boi- 4 [IK-15,

pa3pyLIaIIMX SIBJIEHUE MPEIIOJIOKUTEIBHON CTPAHbl U3TOTOBJIEHUS IIK-19

HPOrPaMMHBIX 1 QYHKIUI, COMyTCTBYIOMUX ero padore B MH(opMa-

BozeicTBuii (PIIB). LHOHHBIX MTPOLECCAX.

KOMITbIOTEpHbIC BUpyChl |17 oro 4

Kak ocoObIi kimacc PIIB.

Hroro 3a cemectp 36

8. [IpakTHYeckue 3aHATHSA (CEMHUHAPBHI)
HaumeHoBaHMe NpakTHUECKUX 3aHATUH (CEMUHAPOB) MpuBeieHo B Tabnue 8.1.

Tabmuua 8.1 — HaumeHoBaHKE MPAaKTUYECKUX 3aHATUHN (CEMHUHAPOB)
3 =
: | i3
<! > 0O

Ha3Banus paznenos HaumeHOBaHNE IPAaKTUYECKHUX 3aHATHH (CEMHUHApOB) | = & &5

= | if
2 'S
- g =
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6 cemecTp

1 Apxurekrtypa Kapra nndopmanmonHoro npouecca B ONepaTHBHON [IK-15,
BCTPOCHHBIX CPEJCTB namata OC. Hanuure anpecoB GU3NIECKUX HOCHU- I1K-19
3anuthl B OC. [lpuunnel | Tenelt nadopmarii. Bo3MOXHOCTH MepenoaTHeHus
BO3HMKHOBEHMs COOEB B |IaMSTH U BO3JEHCTBUE 3TOTO SIBIEHUS HAa HH(OpMa-
OIIEPAaTUBHOM NIAMSATH, LIMOHHBIN IpoLEeCC.
o01111e IPUHIIMIIBI Viroro
IIOCTPOEHUS CUCTEM
3amuTHI (triple functions).
2 OCHOBHBIE MOHSTHS, Mertoapl BX0O/1a B CETEBBIE CEpBEPA PAZTUYHOTO TUIIA: [IK-15,
KiaccuuKaius 3aaad, MOYTOBBIH, (paiiIoBEIA, BeO-cepBep, cepBep 0a3 gaH- IIK-19
pelIaeMbpIX MEXaHu3MaMH | HbIX, KOMMYHUKAIlMOHHBIN cepBep CBsI3H, CEPBEP -
UACHTUDUKAIMY U MIPUHTEP U BUPTyaJbHbIE cepBepa. OOIre 1 yacTHbIE
ayTeHTU(UKAIMU B CETAX |MPOOIeMbl HICHTU(PUKAMU U ayTeHTU(PUKALIUU Cep-
cBs3u. neHTtudukanus | Bepos.
CcyObeKTa, MOHATHE Hroro
IIPOTOKOJIA
HJeHTU(DUKAITIH,
UACHTUDUIMPYIOLIAs
uH(popManus.
3 Knaccudukarms AOGCTpakTHBIE MOZIEIH JOCTYIIA, UCTOPUS PA3BUTHUS. [IK-15,
CyOBEKTOB 1 0OBEKTOB OcHOBHBbIE UJIEU U CBOWCTBAa O0BEKTOB U CYOBEKTOB B [IK-19
nocryna. OCHOBHbIE MoJensxX Joctymna. Jlornueckue nocTpoeHus u KoMOu-
MIOJIXO/IBI K 3aIlIUTe HallUU MOJIeJIel 10CTyIa B CUCTEMAaX CBSI3U..
naaabeix oT HCI, Hroro
AOGcCTpaKTHbIE MOJIENIN
JOCTyTIA.
4 Buapl ayauta AyIUT KOMIIBIOTEPHBIX ceTeil. BHyTpeHHUI 1 BHEII- [IK-15,
KOMITBIOTEPHBIX CETEH U | HUM ayIuT. PydHOH, II0JyaBTOMaTUYECKUI U aBTOMAa- [IK-19
CHCTEM CBsI3H, THYECKUH ay[JUT KOMIbIOTEPHBIX ceTel. OCHOBHbIE
KJIacCU(PUKAI MOJIMTUKU HACTPOEK B IPOIPaMMHOM 00€ECTIEYEHHH,
COOBITHI. BO3MOXKHOCTb ITPOBEPOK HA HUXKHEM YPOBHE MOJIENN

OSI.

Hroro
5 IIporpammHo- [IporpamMmMHo-anmaparHble cpeicTBa MHUPPOBAHUS - [IK-15,
anrapaTHbBIE CPEACTBA OCHOBHbIE MapamMeTpbl. OTKPBITHIN JOCTYI K peCyp- IIK-19
mppoBaHUS; caM | BOIIPOCHI €r0 3alUThl B CUCTEME CBSI3H.
TNOCTPOEHUE aNMaPaTHBIX |y o
KOMITOHEHT
KpUITO3AIUTH] JaHHbIX.
Wndpactpyxrypa
YIPABIEHUS OTKPBITBIMU
KJIF09aMu, Oa30BbBIC
ApPXUTEKTYPBI CUCTEM
yIpaBIeHUS
cepTU(HKaTaMHu,
JoruYeckKasi CTpyKTypa u
komnoHeHTs! PKI.
6 Knaccudukamms CpencTBa orpaHUYEHHS JOCTyIA K CHCTEMaM CBSI3H. [TK-15,
METOJIOB 3aILUThHI OcCHOBHBIE MEPBHI 3aIIUTHI ONIEPATUBHON NaMATH KOM- I1IK-19

MIPOrpaMM CO CTOPOHBI

MYHHUKAIIMOHHBIX yCTpOcTB. OCOOEHHOCTH 3alUThI
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UH(QOPMAIIMOHHBIX MIPOILIECCOB 3alMCH U BOCIIPOU3BEIEHUS HH(OPMALIHH.

poueccoB. MeToapl 1 Htoro 4

CpEICTBAa OrpPaHUYEHHUS

J0cTyna K KOMIOHEHTaM

CBSI3U B KOMITBIOTEPHBIX

CETSIX U 3alUThI

IPOrpamMm OT

HECAHKIIMOHUPOBAHHOTO

KOIIMPOBAHUS.

7 Knaccudukarus u Crpoenue npocToil cMapT-KapThl. Busbl noctyna 4 [IK-15,
apXUTEKTypa cMapT-KapT. | MHPOPMALMOHHBIM IIPOIIECCaM CMapT-KapT B TOM I1IK-19
AnmapaTtHbie YHUCIIE C TOMOIIBIO YAAJICHHBIX YCTPOMCTB CBSA3U. B03-

KOMITOHEHTBI CMapT-KapT. | MOXXHOCTHU IPOrpaMMHUPOBAaHUS CMAPT-KapT. 3allUCh U

[IporpamMmmHuoe CUMTBHIBAHHME JJAHHBIX C CMapT-KapT.

obecrieyeHue A cMapT- Hroro 4

KapT.

8 ba3oBble IPUHIUIIBI PagunouactoTHas uneHTH(UKALNS, KaK OUH U3 BapH- 4 [IK-15,
paaroYacTOTHOM AQHTOB YJAJICHHBIX CPEJCTB J0CTYIa K 00bEKTaM CBSI- TIK-19
UACHTUDUKAIHH. 3u. Opranuzanus nepuMeTpaabHON 3aIIUThl 00BEKTOB

Krnaccudukanus cpeacTs | CBsi3u Ha OCHOBE TPAHCIOHJEPOB U HHTEPPOraToOpOB.

RFID, crpykrypa u WUtoro 4
(YHKIIMOHHUPOBaHKE

cucreM RFID.

9 Knaccudukanus Onucanue TunoB BupycoB. OCHOBHOW MeXaHU3M pac- 4 [K-15,
pa3pylIaoIux npocTpaHeHysl. bazoBble IPUHIUIIBI TIOMCKA BUPYCOB I1IK-19
MIPOrpPaMMHBIX B aHTUBUPYCHBIX Nporpammax. CriocoObl 6e30macHo-

Bo3neictauii (PIIB). ro aHanu3a BUpycoB. Hannuue BUpyCOB B cUCTEMAaX

KOMITbIOTEpHBIE Bupychl | cBsi3m.

Kak ocoOblit kinacc PIIB. Htoro 4

10 3amqura ot Lock 6mokuparopsl ¢pyHkiuii 3anucu-urerust B OC. [IK-15,
pa3pyLIarommx UnLock ne6mokarop cBs3anHbIX nporpamm. [IpuHnmn [IK-19
IIPOrPaMMHBIX paloThI U UCTIOJIL30BaHHUS.

BozneictBuii (PIIB) B Wroro 2
KOMITBIOTEPHBIX CHCTEMAaX

CBSI3H.

Hroro 3a cemectp 38

Bunasl camocTosiTenbHO paboThl, TPYAOEMKOCTh U (hOpMUpYEMble KOMIIETECHIIUU MTPEICTABICHbI B

9. CamocTrosiTe1bHasi padoTa

tabmune 9.1.
Ta6muia 9.1 — Buabl caMocTosITeIbHOM paboThl, TPYAOEMKOCTh M (hOpMUpPYEMble KOMIETEHIH
- o]
= Z S
3 = g
o g O T
Buaer caMmocTosATENIBHON > O
HazBanus pa3nenos Z 7 = @®opMBI KOHTPOJIS
padoThI 4 s 2
S a8 =
e Q2
= S
6 cemecTp
1 Apxutektypa [ToaroroBka K mpakTu4e- 6 |IIK-15, Ompoc Ha 3ansaTusax, OT-
BCTPOEHHBIX CPEICTB CKHM 3aHATHUSIM, CEMUHA- [1IK-19 YeT 10 JIabopaTopHOil pa-
3amuTel B OC. [Ipuuunel | pam 6ote, OTYeT 1Mo MpaKTUde-
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BO3HUKHOBeHUS c6oeB B | [IpopaboTka JeKIMOHHOTO 2 CKOMY 3aHSITHIO, TecT
OIEPAaTUBHOM NaMSTH, Marepualia
obuye MPHHIUTIBI OdopmiieHre 0TIETOB TIO 2
TIOCTPOCHHUS CHCTEM
OCTPOCHHA CUCTEM naboparopHbeIM paboTam
3amuTHI (triple functions).
Hroro 10
2 OCHOBHbIE MTOHATHS, [ToaroroBka K npaxkTu4e- [IK-15, Koncnexr camonoaroros-
knaccuduKanus 3aaad, CKUM 3aHSATHUSAM, CEMUHA- IK-19 ku, OTuer o naboparop-
pelraeMbIX MEXaHU3MaMHU | paM HOI padoTe, OTUeT 1o
UACHTU(DUKAIINY U MPAKTHYECKOMY 3aHSATH
AeHTHHKAL [TpopaboTka JIEKIIMOHHOTO 8 Tp CCKOMY 3 10,
HTU(DUKAITIU B CETSIX T
ayTeHTHQUKAI ce MaTepuana ce
cBs3u. nentuduxanus
CYOBEKTa, IOHATHE OdopmiieHre 0TYETOB 110 4
IIPOTOKONA nabopaTtopHbeIM paboTam
UACHTU(HKALINY, Wroro 18
UACHTUPUIHUPYIOTIAs
nH(popManus.
3 Knaccudukanus [ToaroroBka k mpakTuue- 2 TIK-15, KoHcnexT camononroros-
CyOBEKTOB ¥ OOBEKTOB CKHUM 3aHSATUSIM, CEMHHA- I1K-19 ku, OTueT no JabopaTop-
noctymna. OCHOBHbIE pam HO padoTte, OTueT 1o
MOJIXO/TBI K izllgn/ne TIpopaBoTKa JEKIHOHHOTO ] gpaKTI/I‘{eCKOMy 3aHSTHIO,
HHBIX OT . T
Aa 0 A MaTtepuana ce
AOGcCTpaKTHBIE MOJIENN
JOCTYyTIA. Odopmienne 0T4ETOB 110 4
nabopaTopHBIM paboTam
Hroro 14
4 Buapl ayauta [ToaroroBka k mpakTuue- TIK-15, KoHcnexT caMmonoaroros-
KOMITBIOTEPHBIX CETEH U | CKUM 3aHSATUAM, CEMHUHA- [IK-19 ku, OTueT no JabopaTtop-
CHUCTEM CBSI3H, pam HOI1 pabote, OTYeT 10
K nupuKanus COOBITHIA. MPAKTHYECKOMY 3aHSTH
naccuuKaIys cod [IpopaboTka JIEKIIMOHHOTO 4 Tp a CCKOMY 32 10,
MaTepuana et
OdopmieHne 0T4eTOB 10 4
nabopatopHbeIM paboTam
OdopmiieHre 0T4ETOB 1O 4
nabopaTopHbIM paboTam
Hroro 20
5 IlporpammHoO- [ToaroroBka Kk mpakTuue- 2 |IIK-15, Koncnexkr camonoaroros-
arrapartHble CpeACcTBa CKHUM 3aHSATUSIM, CEMHHA- [1K-19 ku, OTueT no Jabopartop-
mmdpoBaHus; pam HOM pabote, OTUeT MO
MOCTPOEHHE AMMAPATHEIX | [T, 1060 7ica IIEKIHOHHOTO 2 ¥paKTquCK0My 3aHSTHIO,
KOMITOHEHT T
OMIIOHE MaTepuaita ce
KPUNTO3AIUTHI JAHHBIX.
Wudpacrpykrypa OdopmiieHre 0TYETOB 110 4
YIPaBICHUS OTKPBITBIMU 11abopaTOpPHBIM paboTam
KIII04aMH, 0a30BbIC Htoro 8

ApPXUTEKTYPhI CUCTEM
yIIpaBICHHUS
cepTuduKaTaMu,
JIOTHYECKasi CTPYKTypa 1
komnoHeHThl PKI.
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6 Knaccudukamnms [ToaroroBka kK mpakTuue- 2 TIK-15, KoHcnexT caMonoaroros-
METOJIOB 3aIllUThI CKHMM 3aHSITHSIM, CEMHUHA- TIK-19 ku, OTueT no Jabopartop-
IPOrpaMM CO CTOPOHBI pam HOM1 pabote, OTYeT 1o
UH(POPMAITMOHHBIX MPAKTHYECKOMY 3aHSATH
(popman i/[ [IpopaboTka JIEKIIMOHHOTO 2 Tp a CCKOMY 32 10,
nporeccoB. MeTozbl 1 MaTepuaa ecT
CpeJlICTBa OrpaHUYEHUS
JIOCTyIa K KOMIIOHEHTaM OdopmiteHne 0TYETOB 110 4
CBSA3U B KOMITBIOTEPHBIX 11abopaTopHEIM paboTam
CETSIX U 3alUThI Htoro 8
porpamMm OT
HECAHKIIMOHUPOBAHHOTO
KOMMUPOBAHUS.
7 Knaccudukanus u [ToaroroBka k mpakTuue- 2 TIK-15, KoHcnexT camMmonoaroros-
ApXUTEKTypa CMapT-KapT. |CKHUM 3aHATUAM, CEMHUHA- [1IK-19 ku, OTuer no naboparop-
AnnapaTHble KOMIIOHEHTHI | paM HOI paboTe, OTUeT 1o
MapT-KaprT. MPAKTHYECKOMY 3aHSATH
lc'[ apT-Kap [TpopaboTka JIEKITMOHHOTO 2 Tpa CCKOMY 34 10,
porpamMmHoe Mareprana ecT
obecrievueHue st cMapT-
KapT. OdopmiieHre 0T4ETOB 1O 4
nabopaTopHbIM paboTam
Hroro
8 ba3zoBble MPUHIIUIIBI [ToaroroBka Kk mpakTuue- 4 TIK-15, KoHcnexT camonoaroros-
paauo4acTOTHOU CKHUM 3aHSATUSIM, CEMHHA- [1K-19 Kk, OTYeT 1o mpakTuye-
UICHTH(DUKAIIH. pam CKOMY 3aHsTHIO, TecT
ﬁgell]gcmbnmunﬂ CpeACTB [TpopaboTka TeKIHOHHOTO 2
TPYKTypa 1
» CIPYKIypa MaTepHana
(YHKIIMOHHUPOBaHKE
cucrem RFID. Hroro 6
9 Knaccudukanus [ToaroroBka k mpakTuue- 4 TIK-15, KoHcmiexT caMoImoaroros-
pa3pyLIAOIINX CKHUM 3aHATUSM, CEMUHA- [IK-19 ku, OTuer no Jaboparop-
MPOrpaMMHBIX pam HOI pabote, OTYeT 10
B ricteuii (PIIB). MPaKTHYECKOMY 3aHATH
03/1CHC ( B ) [TpopaboTka JIEKIIMOHHOTO 2 Tpa CCKOMY 32 1o,
KOMIIbIOTEpHbIE Bupycst |\ oo praa ecT
Kak ocoOsbrit kacc PIIB.
OdopmiieHre 0TIETOB TIO 4
JabopaToOpHBIM paboTam
Hroro 10
10 3ammTa ot [ToaroroBka k mpakTuue- TIK-15, KoHcnexT caMonoaroros-
pa3pyLIaOIIX CKHUM 3aHATHSIM, CEMHUHA- [IK-19 k#, OTYET 1O MpaKTUYe-
MIPOTPaMMHBIX pam CKOMY 3aHsITHIO, TecT
Bosjeiiceni (PIIB) B [IpopaboTka TeKIHOHHOTO 2
KOMITBIOTEPHBIX CHCTEMaX
OMIILIOTEP cactemMa Marepuaia
CBSI3U.
HUtoro 6
Hroro 3a cemectp 108
Hroro 108
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10. KypcoBoii npoekrt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banjbHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MaxkcumanbHbIN
. MaxkcuManbHBIH MaxkcuMabHBIH
DneMeHTH! yueOHOH 6asu1 3a mepuon Bceero 3a
6amn Ha 1-yto KT ¢ |  Gamnn 3a mepuon
NEeITENbHOCTH mexnay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
6 cemecTp
JuddepeHnnpoBaHHbII 5 5 5 15
3a4eT
Koncnexr camonoaroros- 3 3 4 10
K1
Onpoc Ha 3aHATUSX 5 5 16
OTuet no nabopaTopHOii 5 5 16
pabote
OT4er 1o NpaKTUIECKOMY 9 9 10 28
3aHATHUIO
Tect 5 5 5 15
Hroro makcumyM 3a nepu- 32 32 36 100
on
Hapacraromum ntorom 32 64 100 100
11.2. Ilepecyer 0a/1J10B B OLICHKH 32 KOHTPOJIbHBIC TOYKH
[Tepecuet OamIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUKH MpEACTaBieH B Tadbymie 11.2.
Tabmuma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIC TOUKU
bayuibl Ha 1aTy KOHTPOJIBHOM TOYKHU Orenka
> 90% ot MakcuManbHOU cyMMBbI OaioB Ha gaty KT 5
Ot 70% no 89% ot makcumasibHOIN cymMmbl OaiioB Ha aaty KT 4
Ot 60% 110 69% oT MakcuMaIbLHOM CyMMBI OaiToB Ha agaty KT 3
< 60% oT MakcuMabHOU cyMMbI OaioB Ha naty KT 2

11.3. IlepecyeT cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[Tepecuer cymmMbl OaIoB B TPAAMLIMOHHYIO U MEXIYHApOIHYIO OLIEHKY NPEJCTaBIEH B TabIuLe

11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl 6aJUTOB B TPAAUITMOHHYIO M MEXKTYHAPOIHYIO OIICHKY

Urorosas cymma 6aisos,

Onenka (I'OC) YYMTBHIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

HK3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopor1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTEIBHO)

3 (yZIOBJIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HoCpeAcTEeHHO)
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2 (HEeyZIOBJIETBOPUTENHHO) (HE

Hwxe 60 6ayuios F (HeynoBieTBOPUTEIHHO
3a4TEHO) (neyn p )

12. YueOHO-MeTOnMYecKOe M HHPOPMALMOHHOE 0O0ecTeYeHre I CIHIIJIMHbI

12.1. OcHoBHas JuTepaTrypa

1. Cuctembl KOHTpOJS U yrpasieHus goctynoM. (Cepust «ObecrnieueHre 06e30MacHOCTH 0OBEK-
ToB»; Beimyck 2). / B.A. Bopona, B.A. TuxonoB. — M. [DnekrponHsiii pecypc]: ['opsuas muaus-Terne-
koM, 2013. — 272 c. - Pexxum gocrtyna: http://e.lanbook.com/book/5135 (nara o6pamenus: 07.07.2018).

2. Cucremsl u cetu cBsizu. Jlemunos, A.Sl.— y4. mocobue — M. [Dnekrponnsrit pecypc]: TY -
CVYP,2012. — 61 c. - Pexxum nocryna: http://e.lanbook.com/book/11030 (nara oopamenus: 07.07.2018).

3. 3ammrta MHPOPMAIIMOHHBIX MPOLECCOB B KOMIBIOTEPHBIX CUCTEMaX [DIeKTpOHHBIN pecypc]:
Yyeobnoe mocobue / Ilymkapés B. B., Ilymkapes B. II. - 2012. 131 c. - Pexwmm pgocryna:
https://edu.tusur.ru/publications/1507 (mara o6pamenus: 07.07.2018).

12.2. lonotHUTEILHAS JIATEPATYpa

1. KowmrmuiekcHble (MHTETpUpOBaHHBIE) cUCTeMBbI obecrieueHust 6ezonacHocTu. (Cepust «Obecne-
yeHne Oe3omacHocTH 00BeKTOB»; Brimyck 7). / B.A. Bopona, B.A. TuxonoB.— M. [DneKkTpoHHBIH pe-
cypc]: Topstaas muans-Tenexom, 2013. — 160 c. - Pexxum moctyma: http://e.lanbook.com/book/5136 (mata
obpamenus: 07.07.2018).

2. Omneparmonnsie cucteMbl. KoHnenuuu noctpoeHust U odecriedeHus: 6e3onacHocT. / H0.D.
MaprembsinoB, A.B. fIkosnes, A.B. SlkoBneB. — M. [DnekTpoHHBIN pecypc]: I'opsuas nunus-Tenexom,
2011. — 332 c. - Pexxum noctyma: http://e.lanbook.com/book/5176 (nata o6pamenus: 07.07.2018).

3. Ayrentuduxarmsa. Teopus U MpakTuka odecredeHust 6e30MacHOro 10CTyNna K HHPOPMALIMOH -
HbIM pecypcaM. / A.A. Adanacwes, JI.T. Benenoes, A.A. Boponios, 3.P. ['azuzoBa. — M. [ DneKTpOoHHBIHA
pecypc]: Topsiuas nmuaus-Tenexom, 2012. — 550 c. - Pexxum pocrtyma: http://e.lanbook.com/book/5114
(mara obpamenus: 07.07.2018).

4. @unkenuemiep, K. RFID-texHonoruu [9neKTpoHHBIN pecypc] [DIeKTpOHHBINH pecypc]: cipa-
BouHOe nocobue / K. dunkennemep. — DnextpoH. naH. — Mocksa JIMK Ilpecc, 2010. — 489 c. - Pe-
xuM focryna: https://e.lanbook.com/book/61013 (nata obpamenus: 07.07.2018).

12.3. YueOHO-MeTOAUYECKHE MTOCOOUH

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs

1. OcHOBBI TOCTPOCHHSI KOMMYTAalIMOHHBIX ToJiel cucteM kommyTaruu (OITKIICK) [DnexTpon-
HBIH pecypc]: PyKoBOJICTBO K 1a00OpaTOPHBIM 3aHATHAM U CAMOCTOSITENILHON paboTe cTyaeHTOB / BUHOKY-
poB B. M. - 2012. 115 c. - Pexxum pocrtyna: https://edu.tusur.ru/publications/2500 (mata oOpareHus:
07.07.2018).

2. CerH CBSI3U U CUCTEMbl KOMMYTallMU [DJIEKTPOHHBIA pecypc]: PyKOBOJACTBO K MPaKTUUECKUM
3arstusiM / Burokypos B. M. - 2012. 41 c. - Pexxum noctyna: https://edu.tusur.ru/publications/1517 (nata
obpamenus: 07.07.2018).

3. IIporpammupoBanue [DneKTpOHHBIH pecypc]: Meromuueckue pekOMeHAauu K JabopaTtop-
HbIM pabotam / TutkoB A. B. - 2011. 13 c. - Pexxum moctyma: https://edu.tusur.ru/publications/661 (mara
obpamenusi: 07.07.2018).

4. Meronsl MOAETUPOBAHUS U ONTUMHU3AINN TEIEKOMMYHUKALIMOHHBIX CHUCTEM U ceTell [Dnek-
TPOHHBIN pecypc]: YueOHO-METOANYECKOe MOCOOHe K MPAKTHUYECKUM 3aHATHAM M CaMOCTOSITEIBHOM pa-
6otel / JlemumoB A. f. - 2012. 55 c. - Pexxum pocryna: https://edu.tusur.ru/publications/2840 (nara 06-
pamenusi: 07.07.2018).

5. JlokanbHbIE KOMIIBIOTEPHBIE CETH [ DIIEKTPOHHBIN pecypc]: MeToaudyeckue yka3zaHusl 1o caMo-
crositenibHOM pabore / Aree E. 10O. - 2012. 12 c. - Pexxum goctyna: https://edu.tusur.ru/publications/2037
(mara ob6pamenus: 07.07.2018).

6. Hcnonb3oBaHHE CeTeBBIX MPOrpaMMHBIX yTHIUT Windows [DnexTponHsIii pecypc]: Meroau-
YyecKkhe ykazaHus K JjaboparopaeiM pabdotam / Arees E. 0. - 2012. 17 c. - Pexum pmoctyma:
https://edu.tusur.ru/publications/2041 (mara oopamenus: 07.07.2018).

7. Wzyuenme cereBoro npotokona TCP/IP [Dnexrtponnsiii pecypc]: Meronuyeckue ykazaHUs K
naboparopusiM  paboram / Arees E. 0. - 2012. 16 ¢ - Pexum pocryna:
https://edu.tusur.ru/publications/2040 (nara oopamenus: 07.07.2018).
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12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS IJIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIMI0B

Y4eOHO-MeTOqYECKHe MaTeprabl ISl CAMOCTOSTEIBHON U ayTUTOPHOM paboThl 0Oydaromumxcs
U3 YHCiIa JIUI ¢ OTPAaHNYCHHBIMU BO3MO)KHOCTSIMU 3/I10POBbSl 1 MHBAINAOB MIPEAOCTABISIOTCS B (opMax,
aIalITUPOBAHHBIX K OTPAaHMYCHUSIM UX 3/I0POBbS M BOCIIPUATHUS HH(DOPMAITHH.

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

12.4. Ilpodeccuonaibbie 6a3bl JAHHBIX U HH(POPMAINIMOHHBIE CTIPABOYHBbIE CHCTEMBI
baza ganarix TYCVYPa:

https://lib.tusur.ru/ru/resursy/bazy-dannyh

[Ipod. 6a3a mannbIxX - http://protect.gost.ru/

Nudopmarmonnas cucrema - https://lib.tusur.ru/ru/resursy/bazy-dannyh/uis-rossiya
NudopmarmonHo-ananutuyeckas cucrema Science Index PUHII:
https://elibrary.ru/defaultx.asp

Nudopmarmonnas cucrema - http:// www.tehnorma.ru/

NV hAE D=

13. MaTtepuaibHO-TEXHMYECKOE O0ecnevyeHue JUCIUILJIMHBI U TpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IPOrPAMMHOMY 00ecrie4eHnIo
AUCHUIJIMHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOEe U IPOrPAMMHOe o0ecrneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHSATUH JICKIIMOHHOTO TUTIA, TPYIIIOBBIX M MHIWBUYaTbHBIX KOHCYIBTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MPOMEKYTOYHOW aTTECTAIlUU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTHYECTBOM TIO-
CaZIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKON M CTaHAApTHOH ydueOHOI mebenbio. MMeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4€OHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU TI0 JIEKIIMOHHBIM pa3ielaM JUCIUTUINHEI.

13.1.2. MaTepuaabHO-TEXHHYECKOE U MPOrpaMMHoOe ofecriedyeHne A1 MPAKTUYEeCKUX 3aHATHI
VYuyebHast naboparopus "KoMnbroTepHON paaro3IeKTpOHUKH"
ydeOHast ayuTOpus ISl IPOBENCHHSI 3aHITHH PAKTUIECKOTO THIA, yueOHast ayIuTOpHs IS TIPO -
BEJICHUS 3aHITHIA 1aO0OPaTOPHOTO TUMA
634034, Tomckast obnacts, . Tomck, Bepmmnuna ynuia, n. 47, 412 ayn.
Ornucanue UMeIIerocs 000pyIOBaHUS:
- Jlocka MarHuTHO-MapKepHasi;
- Kommerotep Core 2 (11 mt.);
- TeneBuzop Samsung;
- Kommnekr cnennanuzupoBanHol yueOHOI Mebenu;
- Pabouee mecto npenoaBares.
[IporpamMmMHoOe obecrieueHue:
- 7-Zip
— Adobe Acrobat Reader
— Keysight Electromagnetic Professional (EMPro)
— LibreOftice
— Microsoft Windows 8 u Huxe
— Mozilla Firefox
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Oracle VirtualBox
PTC Mathcad13, 14
— Qucs

Scilab

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne 11 J1adopaTopHbIX padoT

VYuebnas madoparopus "KommnbroTepHOi pagno3aeKTpOHUKH"

yueOHas ayTuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHass ayAuTOpHs IS TIPO -
BEJICHUS 3aHITHH JIAOOPATOPHOTO THUTIA

634034, Tomckas o6macts, T. Tomck, Bepmmnuna ynuna, a. 47, 412 ayn.

Onwucanue uMeronierocst 000pyIOBaHUS:

- Jlocka MarHUTHO-MapKepHasi;

- Kommstorep Core 2 (11 mit.);

- TeneBuzop Samsung;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe oOecrieueHue:

- 7-Zip

— Adobe Acrobat Reader

— Keysight Electromagnetic Professional (EMPro)

— LibreOffice

— Microsoft Windows 8 u Himxke

— Mozilla Firefox

— Oracle VirtualBox

— PTC Mathcadl3, 14

— Qucs

— Scilab

13.1.4. MaTrepuajibHO-TEXHMYECKOE M IPOTPaAaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
s caMoCTOSATEIbHON PabOThl MCMOIB3YIOTCS yYE€OHBIE ayIUTOPUU (KOMIBIOTEPHBIE KIIAcChI),
PacIoJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast obmacTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast obmacTs, I. Tomck, yn. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast o6macTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast ob6macTs, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 aya.

CocraB 000py/10BaHHUSA:

- yueOHas MmebOenb;

- koMnbroTeps! Kiacca He Hmke [IDBM INTEL Celeron D336 2.8 T1. - 5 mwiT.;

- KOMITBIOTEPHI TIOAKIIIOUYEHBI K ceTH «HTepHeT» M 00ecrneynBaroT AOCTYI B JIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

[TepeueHs mporpaMMHOTO 00ECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepI/laﬂbHO-TeXHl/I‘{eCKOC o0ecneyeHune AUCHUIIJIMHBI JIs1 JIMI( ¢ OrPAHUYCHHBIMHA
BO3MOYKHOCTSIMM 310POBbA U HHBAJTHU/I0B
OcBoeHHE JUCHUIUIMHEBL JIMOaMU C OTPaHMYCHHBIMU BO3MOXHOCTAMHU 3J0POBBA W WHBAJIHMIaAMU
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OCYILECTBIIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIET0 U CHEeIMaIbHOI0 Ha3HAUYCHHUS.

ITpu 3aHATHAX ¢ 00YYaIOUIMMHUCS ¢ HAPYIIEHUSAMH CJYXa [IPEeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U PYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
yy yueOHOM MH(POPMAIUK B TOCTYIMHBIX (hOpMax, MOOUIILHON CUCTEMBI MPEIOIaBaHUS I 00YJarOIINXCS
C MHBAJIUAHOCTbIO, TIOPTATUBHOM MHIYKIIMOHHOM CHCTEMBI. YueOHas aymuTopusi, B KOTOPOH 3aHUMAIOTCA
oOyJaromuecs: C HapylmIeHHEeM Cyxa, 000pyJIoBaHa KOMIIBIOTEPHOW TEXHUKOM, ayTMOTEXHUKOH, BHJIEO-
TEXHUKOU, SJIEKTPOHHOU JOCKOU, MYJIbTUMEAUMNHON CUCTEMOM.

ITpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYLIEHUSIMH 3PEHUSIMH IIPEIYCMOTPEHO HCIIOJIb30BaHUE B
JICKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00BEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) Py MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO MPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIolib-
3yI0TCA albTEpHATUBHBIEC YCTPOMCTBA BBOJIA MH(OPMALIUK U IpYTHe TEXHUUECKUE CPENICTBA ITpUeMa/nepe-
naun yuyeOHOM MHpOpPMaI B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUeHUs JUIs JIIOJeH ¢ UHBaA-
JUIHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
s onleHKH cTenieHr c(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUIUIMHON
KOMIICTCHITUI MCTIOJB3YIOTCS OLICHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBble 3agaHus
Bompoc 1
Kakoii nporoxon ucnomns3yer Telnet:
IMAP
Bcerja paboTaeT B 3alIUILEHHOM IPOTOKOJIE
U3HAYaJIbHO HE 3alllUIIEeHHBII
C IBOMHBIM KOTUPOBAaHUEM
Bompoc 2
B nHTEpHET-NIOUCKOBYIO CUCTEMY BXOAUT
pPOOOT MOMCKOBHK, HHAEKCATOP, 6a3a JaHHBIX, cucTeMa 00pabOTKH 3alIpOCOB
poOOT MHAEKCATOP, 0a3a TaHHBIX, CUCTeMa 00PaOOTKH 3apOCOB
0a3a TaHHBIX, MHTEPHET cucTeMa 00pabOTKU 3alIpOCOB
ITOMCKOBBIN CEpBEP-KINUEHT
Bompoc 3
CyIecTBYIOT JI «XaKEPCKHUE» MOUCKOBBIE CUCTEMBbI?
Ha, aTo cauddeps
Mozxet ObITh B OyIyIieM U OyIyT CyIIEeCTBOBAaTh
Her - 310 cepbe3HbIe TEXHOIOTUH, UM 3TO HE MOJ CUITY
Ja, xoneuno - Shodan, Harpumep
Bompoc 4
SBnsercsa nmu cnerudukamnus Secure [P qomoaHUTENBHON M0 OTHOIICHHIO K
nportokonam IPv6 , IPv4 ?
Ja, aBnsiercs, MOCKONbKY SIBJISIETCS JOTOJHUTEIHHON OMIKEN K HUM.
Her xoHEYHO - 3TO COBEPILIEHHO CaMOCTOSITEIbHBIN ITPOTOKOJ NIEPEAaYH.
Jla, mockosbKy MpeaHa3HayeHa Il IOMCKOBBIX CUCTEM.
Her, B HEll OTCYTCTBYET MapIIpyTH3ALIHS
Bomnpoc 5
Ha xakom yposne paboraet [PSec :
Ha nocnennemM ceabMoM
Ha nsitom yposae Mmoznenu OSI
Ha tpancnoptHomM
Ha tpetpem
Bomnpoc 6
OcHOBHOE U eTMHCTBEHHOE HazHaueHue 3aroioBka AH cnenmdukammu [PSec :
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YCTaHOBUTH YHUKAIBHBIN apec

VYCTaHOBUTH MHAEKC 3AIUIIEHHOCTH CETH.

3amura oT arak.

3anuTa OT Mac ajapeca

Bomnpoc 7

Ectb u paznuuns mexay ""TpancnopTHeIM pexxuMoM" 1 "TyHHENIbHBIM peXUMOM' TIEpeaaun JaH-
HBIX :

Paznuna cymectBerHas - B "TyHHeIbHOM pexxuMme' mm@pyeTcst BeCh MaKeT Mepeadyn JaHHBIX.

EcTb, HO OHa HEOOMNBIIIAs ¥ KACACTCSI TOJIBKO 3aT0JIOBKOB MTAKETOB - OHM UMEIOT Pa3HYIO Crerudu -
KALHIO.

Paznuums mpakTU4ecKu HET - MPOCTO 00BEMBI TIEpejaull TaHHBIX pa3HbIE.

EcTb, HO TONBKO 151 0COOBIX CITy4aeB

Bompoc 8

Kaxoii Buz ceTeBoii aTaku ABisieTcss Hanbosee ommacHbIM 11 [PSec :

KoneuHo aTaka B TYHHEJIbHOM PEKUME

@UIIMHT, TOCKOJBKY COJIEPKATHCS MOTHBIE KOITUU IPOTOKOJIOB.

CkaHupoBaHHE ITOPTOB.

Denial-of-Service.

Bomnpoc 9

YUTO MOYKHO OTHECTH K BHEIIHUM yrpo3am?

VYTeuku nHbopMaIyu.

BpenoHnocHbie mporpamMMbl

He aBropu3oBaHHBIN JOCTYII.

Hanuuue cetn npennpustus

Bompoc 10

[IporpamMmHBI€e 3aKIaKH 3TO KaKOUM KJacc mporpamMm?

CuctemHblit

be3onacHsrit

Bce 3aBucut ot cutyaunu

OnacHbIi

Bompoc 11

Suricata sto:

becrnnaTHbIl aHTUBUPYCHUK

MexceTeBoil SKpaH

COB

Brigenennrsii VPN

Bompoc 12

MexceTeBoil SKpaH:

DTO KOMILIEKC MPOrPaMMHBIX WIIH alllapaTHBIX CPEICTB, OCYIIECTBISIONINX KOHTPOIh U (PUIBTpa-
LU0, MMPOXOSIINX YEPE3 HErO CETEBBIX MMAKETOB B COOTBETCTBUH C 3a/IaHHBIMHU MTPaBUIIaMU

OTO0 KOMILIEKC IPOrpaMMHBIX WM annapaTHbIX cpencts A COB

OTO KOMIUJIEKC IPOrPAMMHBIX WM aIapaTHBIX CPEJACTB, OCYLIECTBISIOIINX BBISBICHUE CETEBBIX
BHUPYCOB

210 cHudep

Bompoc 13

Yro Takoe VPN:

Bupryanbnas yactHas ceTbh

[TapameTp KOMIBIOTEPHOU CETH

OpHa U3 ceTeBhIX KOMITBIOTEPHBIX CITYKO

TOJNBKO BHYTPEHHSIS CETh NIPEANPUATUSA

Bompoc 14

Kompna 3amuter B OC:

CO3aI0T UHANBUAYATBHYIO CPEAY

peann3yroT IPOrpaMMHOE pa3/IeJIEHUE CUCTEMHOTO U MOJIb30BATENBCKOTO YPOBHEN MPUBUIIETUI
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peaIn3yroT CETEBOE Pa3AesieHHe CUCTEMHOIO U MOJIb30BaTEIbCKOr0 YPOBHEHN MPUBUIIET U
pean3yIoT anmapaTHOe pa3/ielIeHe CUCTEMHOIO U MOJIb30BaTEIbCKOI0 YPOBHEN MPUBHIICTHI
Bompoc 15

Ywciio Kosely 3aiuThl B ONeparnoHHon cucreme Multics

2

4

5

8

Bompoc 16

[Tpuunnb! IepenonHenus Oydepa:

OTtcyTCTBUE B IPOrpaMMe BBIJEIICHHOTO aJJpeCHOTO MPOCTPAHCTBA

VYnanenue creka nepexoaa B ONEpaTUBHOM MaMsITH

3anuck mporpammoit Oydepa 3a rnpeaessl BEISICHHOTO aIpECHOTO MPOCTPAHCTBA
[lepenamnpaBiienue creka naMaTu

Bompoc 17

OKCIUIOUT 3TO:

[IporpamMma, ucoIb3yroIas ySI3BUMOCTbD JIJISl pa3pyLISHUS APYTOi IPOTPaMMBI
CeTp, B KOTOPOU pa3pyliaeTcs OnepaTuBHas MamsTh MPOrpaMMBbl

Tun Bupyca

CucremHas yTUINTa aHTUBHpYCa

Bompoc 18

CrutalicuHr 3T0:

CrpsiMieHne aaropuTMa B MaMsTH

Hogsas ¢pynkums 3amutel B COB

Meron nepexsara APl ¢pyHKuMi myTeM U3MEeHeHHs KoJa 1eJIeBOH (hyHKIUN
Crnioco0 co3anus HOBOTO OKHA JIJIsl aBTOPU30BAHHOTO BXOJa

Bormpoc 19

Ucnone3yroT 1 yrunutsel Mapka PycuHoBuua :

TEXHOJIOTHUIO MepexBaTa

AHTUBUPYCHI

aHaJIMU3 sAJipa ONepalMOHHON CUCTEMBI

KoubIta 3amuTel OC

Bompoc 20

Kakoe ObiBaeT B3auMoAeHCTBUE MEXTY CyObeKTaMu U o0bekTamu BC:
HEIMOCPEACTBEHHOE TOUKA-TOUKA

CETEeBOE IO MPOTOKOIAM

TOJILKO Yepe3 OJIWH BUJ - BUPTYAJIbHBIN KaHAI

TOJILKO JIBYX BHJIOB - C UCIIOJIb30BaHUEM U 0€3 UCTIOIb30BaHMsI BUPTYaIbHOTO KaHala

14.1.2. Bonipochl il NOATOTOBKH K MPAKTHYECKHM 3aHATHIM, CEMUHAPaM

Kapra nndpopmannonsoro npouecca B onepatuBHoii namsatu OC. Hanuuue agpecoB ¢puzndeckux
HocuTened nHdopmanuu. Bo3sMOKHOCTE MepenosHeHHs] MaMsATH U BO3ACUCTBHUE 3TOTO SIBJICHUS HA HMH-
(bopMaLmOHHBIN Tpolecc.

MeTtopl BXOIa B CETEBBIE CEpBEpa PA3IMIHOIO THIA: MOYTOBHIH, (pailioBI, BEO-cepBep, cepBep
0a3 JaHHbBIX, KOMMYHHKAIIMOHHBIM cepBep CBs3H, CEpPBEp - IPUHTEP U BUPTyalibHbIE cepBepa. Ooume u
YaCTHBIC MPOOJIEMbI HACHTH(PUKAIUN U ayTeHTU(DHUKAIIUN CEPBEPOB.

AOCTpakTHBIE MOJIENIM JOCTYIa, UCTOpUsi pa3BuTHs. OCHOBHBIE HAEU M CBOMCTBA OOBEKTOB U
CyOBEKTOB B MOJEINAX J0CTyma. Jlornyeckrne nocTpoeHusl U KOMOMHAIIMM MOJENIeH T0CTyIa B CUCTEMax
CBA3U..

AyIuT KOMIIBIOTEpPHBIX ceTel. BHyTpeHHu 1 BHemHUI ayqut. PydHol, mogyaBTOMaTHUECKU U
ABTOMATHUYECKUHN aylmUT KOMIBIOTEPHBIX ceTell. OCHOBHBIE MOJIMTHKU HACTPOEK B MPOrpaMMHOM obecrie-
YEHUH, BO3MOXKHOCTb IPOBEPOK Ha HIKHEM ypoBHe mozaenu OSI.

[TporpaMMHoO-amnnapatHbsie CpeacTBa MUGPOBAaHUS - OCHOBHBIE MapaMeTpbl. OTKPBITHIN TOCTYI K
pecypcam Hu BOIIPOCHI €T0 3aIIUTHI B CUCTEME CBSI3U.

CpenctBa orpaHuyeHMs 1OCTyNa K cucreMaM CBsi3u. OCHOBHBIE MEpBI 3alllUThl ONlEPaTUBHON Ma-
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MSTH KOMMYHUKAITMOHHBIX YCTpOcTB. OCOOEHHOCTH 3aIlUTHl MPOLIECCOB 3alMCH U BOCIPOU3BEICHHS
nHopmaIuu.

Crpoenue npocToil cmapT-kapThl. Buasl noctyna Kk mHGOpMAIMOHHBIM MpOLIEccCaM CMapT-KapT B
TOM YHCJIE C TIOMOIIBIO YIaJICHHBIX YCTPOUCTB CBSI3H. BO3MOXHOCTH MPOrpaMMHPOBAHUSI CMapT-KapT. 3a-
MUCh U CYUTBIBAHUC JaHHBIX C CMAapT-KapT.

PagnouactoTHas naeHTUUKALNS, KaK OJMH U3 BapUAHTOB yIaJCHHBIX CPEICTB IOCTYNA K 0OBEK-
TaM CBS3HU. OpFaHI/I?)aLII/IH HepHMCTpaHBHOﬁ 3allIUThI O6’beKTOB CBs31 Ha OCHOBC TPAaHCIIOHACPOB U UHTCP-
pOraTopos.

Onucanue TunoB BUpycoB. OCHOBHOW MEXaHU3M paclpocTpaHeHMsl. ba30Bble MPUHLIMIIBI TOMCKA
BHPYCOB B aHTHBHPYCHBIX mporpammax. CrocoObl 0e30macHOro aHaimusa BUPYcoB. Hanmndwe BHpYCOB B
CUCTEMAX CBA3U.

Lock 6moxupatopsr ¢pynkmuii 3anmucu-uyreHus B OC. UnLock nebiokarop CBSI3aHHBIX MPOTPAMM.
[Tpunin paGoThl U UCTIONB30BAHMUS.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX

ApXuTeKTypa BCTPOEHHBIX cpeAcTs 3amuThl B OC.

Wnentudukanus cyObeKTa, NOHATHE MPOTOKOJIA WACHTU(DUKALMU, WACHTUGHUIMpPYIOLIas UHPOp-
Marusi.

OcHoBHbIe IoAX0/b! K 3amuTe AaHHbIX 0T HCI. AGcTpakTHbIE MOJIENN AOCTYIA.

Bunbl ayuta KOMIIBIOTEPHBIX CETEN M CUCTEM CBSI3H.

[TocTpoeHue anmnapaTHpIX KOMIOHEHT KPUITO3ALUTHI JAHHBIX.

VYrpaBiieHus: OTKPHITHIMU KJIFOUaMHU.

MeTozp! 3a1UThI IPOTPaMM.

Mertoabl 1 cpesicTBa OrpaHUYEHUSI TOCTYIA K KOMIIOHEHTaM CBSA3H B KOMIIbIOTEPHBIX CETSIX.

3amuTa nNporpamMm OT HECAaHKIIMOHUPOBAHHOTO KOITUPOBAHUS.

ArnmnapaTHble KOMIIOHEHTBI CMapT-KapT U IPOrpaMMHOE o0ecrieueHue sl cMapT-KaprT.

ba3oBbie NpUHIUIBI paAMOYACTOTHOM UACHTU(DUKAIMH.

CereBble BUpychl kKak 0coOblii kitace PIIB.

14.1.4. Bonipocbl Ha cAaMONOATOTOBKY

CriocoObI MpeoTBpAIIEHUS BBIOJHEHUS JTaHHBIX C MOMOIIBI0 BeTpoeHHBIX cpenactB OC. M3y-
yuth Data Execution Prevéntion, DEP — ¢ynknuu 6e3omacHoctn, BetpoeHHoi B Linux, Mac OS X,
Android u Windows.

[Toyunts nH(pOpMaIUIO IO TOKEHaM B mpobieMe MHorodakTtopHoi ayreHTudukanuu. Onpene-
JIUTH CIIOCOOBI YCTAHOBKHU U BUJIBI IOCTYTIA B CUCTEMY CBSI3U.

[IpoBecTn aHanM3 COBMEIIEHHBIX CUCTEM 3allIMThl JOCTyNa B OAHOW W Tou xe OC Ha mpumepe
Windows. OcymiecTBUTh aHaIN3 BO3MOXKHOCTEH IMOMCKOBBIX CEPBEPOB B 00JacTH TexHudyeckon IP ampe-
Calli| JUIsl CETEBOTO M JIPYroro 000pyJA0BaHHUS.

[TomyuuTh TIOCIIEIHIE HOBOCTH IO pabOTe BUPYCOB B MUPOBOM MPAKTHKE, HOBBIE CIIOCOOBI UCCIIe-
JIOBaHMSL.

[IpuBecT Martepualibl MO MOBBIMICHUIO YCTOMYMBOCTH MAPOJIbHOM 3allIUThl KOMIIOHEHT CBSI3U K
CETEeBBIM aTaKaM.

14.1.5. Bonpocsl nuddepeHuupoBaHHoro 3auera

[TpencraBuTh KapTy HHPOPMAIIMOHHOTO Tpolecca B onepatuBHoil namsatu OC. Yka3aTh Hamudue
azpecoB ¢pusndyeckux Hocutened uH@opmanuu. OLEHUTh BO3MOXKHOCTh NEPENOIIHEHUS MaMsITH U BO3-
JieiicTBUE 3TOTO SIBIEHUS Ha MH(POPMAIIMOHHBIH Mpolecc.

[TpencTaBuTh METOJBI BXOJA B CETEBbIE CEpBEpa Pa3IMYHOTO THIA: TOYTOBBIM, (ailoBkIii, BEO-
cepsep, cepBep 0a3 TaHHBIX, KOMMYHHUKALMOHHBINA CepBep CBSA3M, CEpPBEp - MPUHTEP U BUPTyaJbHBIE CEp-
Bepa. OmnpenenuTs 001ue U YacTHbIE POoOIeMbl UACHTU(DUKALIMY U ayTeHTU()UKALIUY CEPBEPOB.

[IpencraBuTh aOCTpakTHBIE MOJAENM JOCTYIA, UCTOPHUA PAa3BUTHUA. YKa3aTb OCHOBHBIE HJEH U
CBOICTBa OOBEKTOB M CYOBEKTOB B MOJEINAX AocTyna. COCTaBUTh JIOTHUYECKUE TOCTPOCHUSI U KOMOUHA -
UM MOJIEIIEN JOCTYIA B CUCTEMAX CBS3H..

Ha3nauenue ayuTa KOMIIBIOTEPHBIX ceTel. Llenn BHYTpEeHHEro M BHEIIHETO ayInuTa CEeTEN CBS3H.
OnucaTte py4HOM, NOJIyaBTOMATUYECKUI U aBTOMAaTUYECKUN aylIuT KOMIBIOTEPHBIX ceTel. [IpencraButh
OCHOBHBIE TOJMTUKM HACTPOEK B MPOrpaMMHOM OOECI€YEeHHH, BO3MOXKHOCTH IPOBEPOK Ha HUKHEM
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ypoBHe mozaenu OSI.

VYKazaTb OCHOBHBIE MapaMeTpbl IPOrpaMMHO-aINApaTHEIX cpeAcTB mudpoBanus. [loscHuts 1
4ero CyIECTBYET OTKPBITHIM TOCTYII K pecypcaM U KaK OpraHMU30BaTh €ro 3allUTy B CUCTEME CBS3H.

Hazpate cpenctsa orpaHu4eHHs NOCTYIA K CUCTEMaM CBs3H. [IpuBecTH OCHOBHBIE MEPBI 3aLUTHI
OTEepaTUBHON MaMITH KOMMYHUKAITMOHHBIX YCTpo#cTB. IlpeacTaBuTh 0COOEHHOCTH 3aIUTHI MPOIECCOB
3aIllCH U BOCIIPOU3BEAECHUS HH(POPMAIIHH.

[IpencraBuTh CTpOCHUE MPOCTOM CMapT-KapThl. YKa3aTh BUBI 1OCTYNA K HH(OPMALIMOHHBIM IIPO-
[eccaM CMapT-KapT B TOM YHCJIE C IOMOILIBIO YOAJIEHHBIX YCTPOUCTB CBsA3H. Ha3BaTe TUIOBBIE BO3MOXKHO-
CTH NPOrpaMMHPOBaHMs cMapT-KapT. [[0SCHUTH Mpoliecchl 3aIIMCH U CYUTHIBAHUS JTaHHBIX C CMapT-KapT.

[Toka3zate, 4TO paaMoOuYacTOTHAs WACHTU(GUKALMS SBIAETCS OJHUM M3 BapUAHTOB YIAJEHHBIX
CPEICTB AOCTyNa K OOBeKTaM CBs3U. [IpencTaBUTh OpraHM3allUi0 MEPUMETPATbHON 3alIUThl 00BEKTOB
CBSI3M Ha OCHOBE TPAHCIIOHAEPOB U HHTEPPOTaTOPOB.

JlaTh onucaHue TUTIOB BUPYCOB. YKa3aTh OCHOBHOM MeXaHM3M pacnpocTpanenus. [lokazats 6a3o-
Bbl€ IPUHLUIBI [IOUCKA BUPYCOB B AHTMBHUPYCHBIX INporpammax. IIpenctaButh crnocoObl 06€30macHOTO
aHanu3a BUpycoB. [Toka3aTs, kak onpenensercs Haauuue BUPYCOB B CUCTEMAXx CBSI3U.

UYro takoe Lock Gnokupartopsl ¢hyakiuii 3anmucu-arerus B OC. s yero neooxomum UnLock ne-
OJ0KaTOp CBSA3aHHBIX MPOTPaMM. YKa3aTh MPUHIIMI PaOOThI U UCIIOIB30BAHUS OJIOKUPATOPOB MPOTPAMM.

14.1.6. Temb1 1a00paTOpHBIX padoT

AHanM3 mporeccoB B oneparuoHHon cucreMe Windows ¢ TOMOIIIBIO TOATOTOBICHHONW YTHIIUTHI.

Yrunutsel Mapka PyccunoBuua it Mmonuropurra OC Windows. MOHUTOPUHT COCTOSIHUSL Oniepa-
IIMOHHOM CHCTEMBI C TTIOMOIIBIO YTUIUTHI apimonitor-x86.

Hcnonb3oBanue mudposanHoit daitnosoii cuctemsl (EFS). Co3nanue pa3znenos, moja pasaenos ¢
NOMOIIIbI0 poBogHMKa Windows.

CereBsle aHanu3aropsl Tpaduka - cHuddepsl. On-line u nokanbHbIN cHU(Epbl. YcTaHOBKA, Ha-
CTpoiKa (UIBTPOB, BbIIEICHUE MTOTOKA C JaHHBIMU. J[€KOAWPOBAaHKE BbIJIEJICHHBIX MTAKETOB Tpaduka Ha
npuMepe nepeaadyn 1300paxeHui.

N3yuenue crnoco0a MpenoTBpalieHHs] BBIMOJIHEHUS JAaHHBIX C MOMOILIBIO BCTPOEHHBIX CPEICTB
OC. IIpenotBpamienue BoinonHeHus AaHHbIX (Data Execttion Prevéntion, DEP) — ¢ momomsio pyHKImm
6e3omacHocTH, BcTpoeHHou B Linux, Mac OS X, Android u Windows.

Tokensl. MHoOrodakTopHas ayreHTuukanus. CnocoObl yCTAaHOBKM M BUJBI JOCTYIA B CUCTEMY
cBs3u. [Ipumenenue Dallas - Lock.

AHanu3 COBMEUIECHHBIX CUCTEM 3allUThl JocTyna B ofHOU U Toil ke OC. AHanu3 BO3MOXHOCTEN
MTOMCKOBBIX CEPBEPOB B 00macTH TexHudeckoil [P angpecanuu (mouck agpecos BeO KaMmep, CETEBOTO U JIPY -
roro o0opyaoBaHus).

Hccnenosanue Bupyca. CriocoObl vccaenoBaHusl. BrlsBieHne NPEeANnoNoKUTeIbHON CTpaHbl U3ro-
TOBJICHUS U (QYHKIMI, COMyTCTBYIOLINX €ro paboTe B MH(OPMALIMOHHBIX IPOLIECCaX.

HccnenoBanue naposibHOM 3aIlMThl KOMIIOHEHT CBSI3W Ha OCHOBE JAM3acceMOIMpOBaHMs TPEX BHU-
JIOB TECTOBBIX YTHJIUT C MAPOJILHOW 3aIlIUTON U CKPBITOM (popMoii peicTaBiaeHNs HHTEPPEHCHBIX KOMIIO-
HEHT.

14.1.7. MeToanueckue peKOMeHAalluN
Onenka creneHu cpopMHUPOBAHHOCTU 3asBJICHHBIX B paboyeil mporpamMme JHUCUUIUIMHBI KOMIIE-
teHuui 11K-15, ITK-19 ocymecTBisiercs kak B paMKax IMPOMEKYTOUHOM, TaK U TEKYLIEH aTTecTaluy, B T.
Y. Ipu caaye AudQepeHupoBaHHOro 3a4eTa, IPOBEICHUH J1a00PAaTOPHBIX U MpaKkTuYeckux 3aHsaTuil. Ilo-
PAAOK OLEHKHU Ul TEKYIIUX BUIOB KOHTPOJI ONPENENIAETCA B METOINYECKUX YKa3aHUAX 10 POBEIECHUIO
7a00paTOPHBIX U MPAKTUUYECKUX 3aHITUNA, OpraHU3alli CaMOCTOATEIbHON pabOTHI.

14.2. TpeOoBaHus K OLIEHOYHBIM MaTePHAJIAM ISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbSl 1 HHBAJIUI0B
Jnst mui ¢ orpaHMYeHHBIMU BO3MOKHOCTSIMU 3I0POBbSI 1 MHBAJIUJIOB MPEIYCMOTPEHBI JOMOIHU-
TebHBIE OLIEHOYHBIC MaTepPHUAIIbI, IEPEUeHb KOTOPBIX YKa3aH B Ta0nuie 14.
Tabnuna 14 — JlonomHUTEIPHBIE MaTepUalibl OIICHUBAHUS JIJISL JIUI] C OTPAaHUYEHHBIMHA BO3MOXXHOCTSIMHU
310POBbsI U HHBAJIUJIOB

Kareropuu Bubl 1OIOTHUTENBHBIX OLIEHOYHBIX DopMBbI KOHTPOJISI U OLICHKHU
o0yJaronuxcs MaTepuaioB pe3yabTaToB 00yUEHUS
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C HapymeHuIMHU
ciyxa

TecTbl, MICEMEHHBIE CAMOCTOSTENTLHBIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PaOOTHI

[IpenMy1ieCTBEHHO MMCbMEHHAs
IIPOBEpPKa

C napyueHusMu
3peHus

CobecenoBanue 1o BOIpOCaM K 3a4eTy,
OIIPOC 10 TEPMHUHAM

[TpenMyIIeCTBEHHO yCTHAsI IPOBEPKA
(MHIMBUAYATIBHO)

C HapymeHHAIMHU
OIIOPHO-
JIBUTATEILHOTO
anmapara

Perenne qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE pabOThI, BOIIPOCHI K
3a4eTy

[Ipenmy1ieCTBEHHO TUCTAaHIHMOHHBIMU
MeTOoInaMH

C orpaHUYeHUSIMH TIO
o0IIeMe TUITUHCKUM
MOKa3aHUSIM

TecThl, MMCEMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BOIIPOCHI K 3a4eTy,
KOHTPOJIbHbIE PA0OThI, YCTHBIE OTBETHI

[Ipenmy1iecTBEHHO IpOBEPKA
METO/IaMH UCXOJIS U3 COCTOSIHUS
oOydJaromierocst Ha MOMEHT ITPOBEPKU

14.3. Metoauuyeckne peKOMEHIAUMH M0 OLEHOYHBIM MAaTEePHAJIaM JJIf JIMI C OTPAHUYEHHbIMU
BO3MOKHOCTSIMM 310POBbSI M HHBAJIU/I0B

Jis nun ¢ orpaHMYEHHBIMU BO3MOXKHOCTSIMHU 37I0POBbSl M1 MHBAJIMJOB IpPEIyCMaTpUBAETCSA J10-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUH OLICHOUYHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHoOu (hopme;

- B [e4aTHOU (hopMe C YBETUUECHHBIM HIPUPTOM;

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- METOJIOM UTEHHUSI ACCUCTEHTOM 3aJIaHUS BCIIYX;

- MIPeIOCTaBJICHUE 3aJJaHUs C UCIIOIF30BAaHUEM CYpPIOTIEPEBOIA.

Jlumiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMU 3[I0POBBS U MHBATUAAM YBEITUYMBACTCA BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakKMX 00y4aroImuxcsi MpeIycMaTpiuBaeTCsl TOCTYII -
Hasi opMa MpeoCTaBICHUS OTBETOB Ha 3aJjaHUs, 2 UMEHHO:

- MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB HA KOMITBIOTEPE;

- HaOOp OTBETOB C UCTIIOJIH30BAHHEM YCIIYT ACCUCTECHTA;

- IIPEJICTaBICHUE OTBETOB YCTHO.

[Tpouenypa oneHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OIPAaHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-
BbSl 1 MHBAIHJIOB 10 AWCIMILIMHE MPEAyCMaTPpUBAET MpeAocTaBieHne nHdopmanuu B popMax, aaanTtu-
POBaHHBIX K OIrPpaHUYCHUAM HUX 310POBbA U BOCIIPUATHA I/IH(bOpMaHI/II/IZ

JIst Jid1 ¢ HAPYLIeHUSIMH 3PeHus:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU (hopMe yBETUISHHBIM IIPUPTOM.

JIJist JiM1L ¢ HAPYIIEHUsIMU CJIyXa:

- B (hopMe AIIEeKTPOHHOTO TIOKYMEHTA;

- B Ie4aTHOU hopme.

JlJis1 JINI ¢ HAPYIIeHUSIMU ONIOPHO-ABUIaTeJILHOIO aNNapara:

- B (hopMe AJIEeKTPOHHOTO IOKYMEHTA;

- B IIe4aTHOU hopme.

HpI/I HGO6XOI[I/IMOCTI/I JJI JIAL € OTPpaHUYCHHBIMU BO3MOKHOCTAMMU 30J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OLIEHWBAHUS PE3yIbTaTOB O0YUEHHSI MOKET POBOIUTHCS B HECKOIBKO 3TAIOB.
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