MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYA S ITPOT'PAMMA JUCHUITJIMHBI
CeTeBble TEXHOJOTNHU

YpoBeHb 00pa3oBaHus: BbIcLIee 00pa3oBaHue - MArHCTPaTypa

Hanpasnenne mnoaroroBku / crenuanbHOcTh: 11.04.02 MH(okOMMyHUKAUMOHHbIE TEXHOJIOTHM U
CHCTEeMbI CBSI3H

Hampasnennocts (npoduns) / cnenuanuzanusi: WHE(POKOMMYHHMKANMOHHBIE TEXHOJOTUM U
aBTOMATH3aLHs ’KUJIOTO MPOCTPAHCTBA

dopma oOyueHUs: OUHASA

®QakynereT: PT®, Pagnorexunyeckuii paxkyabrer

Kadenpa: TOP, Kadenpa TejiekoMMyHUKAIUI ¥ OCHOB PAIHOTEXHUKHU

Kypc: 1

Cemectp: 1

Y4eOus1ii man Habopa 2016 rona

PaCHpC,Z[CJ]eHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 1 cemecTp Bcero Ennaunner
1 Jlexnn 8 8 JacoB
2 IIpaxTryeckue 3aHATUA 10 10 4acoB
3 JlaGopaTopHbie pabOThI 12 12 JacoB
4 KonTpois camocTosiTensHON paboTh (KypcoBOH 6 6 4acoB

MIPOEKT / KypcoBast paboTa)
5 Bcero aymuTopHbIX 3aHATHN 36 36 4acoB
6 CamocrosrenbHas paboTta 72 72 4acoB
7 Bcero (6e3 sx3ameHna) 108 108 JacoB
8 [TonroroBka u ciava sK3aMeHa 36 36 4acoB
9 OO61mas Tpy10eMKOCTh 144 144 4acoB
4.0 4.0 3.E.

Ox3aMmeH: 1 cemectp
KypcoBoii mpoext / kypcoBast pabota: 1 cemectp
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(t)ﬁ:{pbl
nporokot Ne 15 or « 28 » 6 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (cnieruanbHOCTH) 11.04.02 MHPpOKOMMYHUKAIIMOHHBIE TEXHOJIOTUN M CUCTEMBI CBS3H, YTBEPK/ICH -
Horo 30.10.2014 roma, paccMoTpeHa u ojoOpeHa Ha 3acemanuu kadenpsl TOP «  »

20 roma, mpotokois Ne

PazpaboTuuk:
noueHt kad. [Ipd E. O. AreeB

3aBenyronmii o0ecnieunBaromeii kad.
TOP A. A. T'enbiiep

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan PT® K. 1O. Ilonosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

TOP A. A. T'enbuiep
OKCIIepTHI:

JlouieHT Kadeapsl TeIeKOMMYHHUKA-
1ui 1 ocHOB paguotexHuku (TOP) C. U. boromosnos

3aBenyromuii kapeapoi TereKkoMMy-
HUKAIUHA U OCHOB PaluOTEXHUKU
(TOP) A. A. T'enbuiep
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[IpeameToM U3ydeHUs B pacCMaTPUBAEMON JUCIIUTUTMHE SIBIISTIOTCS CETEBBIC TEXHOJIOTHH, OCHOBBI
MOCTPOCHUS M (PYHKUIMOHUPOBAHUS KOMIBIOTEPHBIX CETEH pa3NUYHOrO YPOBHSI: JIOKAIbHBIE CETH U TJIO-
OaJIbHBIE KOMITBIOTEPHBIC CETH.

[{enb QUCHMIUIUHBL - IPUOOPETEHNE 3HAHUM O CETEBBIX TEXHOJIOTUSAX U MOJyYEHUE HaBBIKOB, KO-
TOpbIE MOKHO NPHUMEHUTh B Hadaje padoThl B KaueCTBE CIELHUAIUCTA MO0 KOMIIBIOTEpHBIM ceTsM. Ilo
OKOHYAHHUIO Kypca CTYIAEHTHI (ciymaTesn) OyIyT MOAroTOBIEHbI K paboTe Ha JOJKHOCTSIX: MHXKEHepa 10
TEJIEKOMMYHUKALMSAM WIM CUCTEMHOTO aAMUHUCTPATOPA.

1.2. 3ajaun AMCUMILINHBI
— 3ajgavell NUCUMIUIMHBI SIBJIAETCS W3Y4YEHHE OCHOBHBIX KOHLEMIMA KOMIIBIOTEPHBIX CETEH,
CTaHJAPTOB W MOJIEJEH, MNPHUHATBIX B COBPEMEHHBIX CETEBBIX TEXHOJOTHSAX, METOJOB MOCTPOECHUS
KOMIBIOTEPHBIX CETEM Pa3IM4yHOro YpOBHsS. B 4acTHOCTH M3yuyeHHE CUCTEM KOMMYTAIUU JIOKAJIbHBIX CE-
Te, CeTeBOM MapIIPyTU3alUHU B INIOOATBHBIX CETAX.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Huctunnuna «CeteBbie TexHomorun» (b1.B.JIB.3.2) otHocuTcs k 610Ky 1 (BapuaTUBHAsS 4acTh).
[IpenmecTBYIOMMUMH TUCIMIUTHHAME, (JOPMHUPYIONIMMH Ha4yajbHbIE 3HAHUS, ABISIOTCS: Lludpo-
Basi 00paboTKa CUTHAJIOB CUCTEM CBSI3H.
[TocnenyromumMe JUCIUIUIMHAMHE SIBJSIFOTCS: MozenupoBaHie yCTPOHCTB U cucTeM cBsizH, OCHO-
BBl MPOTPaMMHPOBaHMs B MH()OKOMMYHHKAIIMOHHBIX cucTeMax, [IpakThka Mo MOJy4eHHIO MEePBUYHBIX
po¢eCCHOHANBHBIX YMEHHUN M HABBIKOB.

3. TpeOGoBaHus K pe3yJbTaTaM OCBOCHUSI JUCIHIIMHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HApaBjieH Ha (POPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIUH:

— IIK-8 roTOBHOCTBIO HCIIOJIb30BaTh COBPEMEHHBIE IOCTHKEHUS HAYKU U TMepeioBble HHPOKOM-
MYHUKALIUOHHBIC TEXHOJIOTUU, METOJbI IIPOBEACHUS TEOPETUUYECKUX U DKCIIEPUMEHTAIIBHBIX HCCIIENI0BA-
HUH B Hay4yHO-UccienoBareabckux padorax B oonactu UKTuCC;

— TIK-9 cnocoOGHOCThIO CaMOCTOSTENBHO BBINOJIHATh SKCIEPUMEHTAIbHbBIE UCCIEIOBAHUS JUIS
pEelIeHUs] Hay4yHO-MCCIIEOBATEIbCKUX M ITPOM3BOJACTBEHHBIX 3a/1a4 C HCIIOJIB30BAaHUEM COBPEMEHHOMU
annaparypbl 1 METOJIOB UCCIIEIOBAHHUS, CIIOCOOHOCThIO YYaCTBOBATh B HAYYHBIX MCCIIEIOBAHUAX B IPYI-
e, CTaBUTD 3aJ1a4d UCCIIEJJOBAHNUS, BEIOUPATh METObI SKCIIEPUMEHTAIILHON pa0OThI;

B pesynpTrare u3ydeHus: IUCLUIIIMHBI 00YyJatOIUNACS TO0JIKEH:

— 3HaTh YCTpOWCTBA U CEPBUCHI, HUCIIONb3yeMbIE B ceTsaX U MHTepHeTe; Poin ypoBHEN pOTOKO-
JIOB B CETAX Mepelaur NaHHbIX; Ip anpecanmro nporokonoB Ipv4 u Ipv6; Konuenuusa mapmpyrusanuu;
Onepaunn Mapupyrusatopa; Cratnyeckas M AMHaMHU4eckas Mapuipyrusauus; I[Iporokonsl nuHamunue-
ckoii Mapupytuzanun; Oynkiuu kommyrtaropa; Cetu VLAN; IIpunnun pa6otrst DHCP; Tlpuniun pa6o-
ThI CIIMCKOB KOHTPOJIs foctyna; [Ipunmun padotst NAT

— yMeTb OIICHMBAaTh U ONKCHIBATh CXEMBI A/IPECAlMM U Ha3HAYEHUs UMEH Ha Pa3JIMYHbIX YPOB-
HSX ceTel mepenaud JaHHbIX; Pa3zpabareiBaTh, pacCUUTHIBATh U MPUMEHSATh MAaCKU MOACETEH U aapeca B
cetsix [Pv4 u [Pv6 CoznmaBats npoctyro ceth Ethernet ¢ ucnons3oBaHneM MapirypTu3aTOpOB U KOMMYTa-
TopoB HacTpoiika, npoBepka 1 ycTpaHEHHE HEMOJIAaJ0K CTATHUECKOW MapIIPyTU3allMi U MapLIPyTHU3aLMH
o ymon4aHuto, Mapupyrusanuu mexay VLAN. Hacrpoiika u nmpoBepka npotokonoB RIPv2 u OSPF.
YMeHue yCTpaHATh HENONAAKH, CBA3aHHBIE C OTUM IIPOTOKOIaMu. HacTpoiika CIIMCKOB KOHTPOJIS JOCTyIa
(ACL) nns ceteit IPv4. Yerpansats Henonaaku, CB3aHHbIE ¢ 3TUMU ciickamu. Hactpoiika u yctpaHeHue
HEMOoJAJZI0K B paboTe MpOTOKONa JUHaMU4eckoi koHpurypauuu cereoro y3ia (DHCP) nns cereit IPv4 u
IPv6. HacTpoiika npeoOpa3oBanus ceteBbix aapecoB (NAT) mns cereit [IPv4, a Takxe yMeHHe yCTpaHSTh
CBSI3aHHBIC C OTUM HEIOJIAJIKH.

— BJaagerb HacTpolika, mpoBepka M yCTpaHEHUE HENOJAJOK CTaTHYECKOW MapIIpyTH3alud U
MapLIpyTH3alMK 110 YMOJIYaHuio, mapiipyTtuzanuu mexay VLAN. Hacrpoiika u mpoBepka mpOTOKOJIOB
RIPv2 u OSPF. YMeHue ycTpaHATh HENOJNAIKH, CBSI3aHHBIE C 3TUM IpoToKonaMu. HacTpolika crniuckoB
koHTposst goctyna (ACL) mns cereit [Pv4. YcrpaHsaTh HENoManKu, CBA3aHHBIC C dTUMHU criuckamu. Ha-
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CTpOiiKa M yCTpaHEHHE HEMNOJaJ0K B pabOoTe MPOTOKOJIA TUHAMUYECKOH KOH(UTYpallMu CETEeBOTO y3Ia
(DHCP) nns cereit [IPv4 u IPv6. Hactpoiika nmpeobpazoBanus ceteBbix aapecoB (NAT) mis cereit [Pv4, a
TaKXKe YMEHHME YCTPaHIThb CBSI3aHHBIE C 3TUM Hemosaaku. Komanapl uHTEpdeiica KOMaHAHON CTPOKH
(CLI) Cisco nmnst HACTpOHWKH MapIIpyTH3aTOPOB: - HACTPOMKA CETEBBIX MHTEP(PEIHCOB - HACTPOWKA CTATH -
YEeCKOM MapIIpyTH3alKU - IPOTOKOJIOB AuHamuueckor Mapuipyruzanuu RIP u OSPF - nactpoiika cimyx0
DHCP - nacrpoiika ACL - Hactporika NAT

4. O0beM QUCHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI COCTaBIsAeT 4.0 3a4eTHBIX IWHUIIBI U MIPE/ICTABICHA B Ta0JIH -
ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCIUILTHHBI

Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl
1 cemectp

AynuaTopHbI€ 3aHATHUS (BCETO) 36 36
Jlexun 8 8
[IpakTuueckue 3aHATHS 10 10
JlaGopaTtopHbIe pabOThI 12 12
KoHTpousb camocTosTenbHON paboThI (KypCcOBOW MPOEKT / 6 6
KypcoBas paboTa)
CamocrosiTenpHast paboTa (Bcero) 72 72
OdopmieHne oT4eToB 110 Ja00paTOpHBIM paboTam 28 28
[TpopaboTka JICKIIMOHHOTO MaTepHraia 34 34
IToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 10 10
Bcero (0e3 ax3aMeHa) 108 108
IloaroroBka u ciaya sK3aMeHa 36 36
OO6m1ast Tpy1I0€MKOCTb, 4 144 144
3auetnble EauHuIb! 4.0 4.0

5. Coaep:xanue TUCUMILIIHHBI

5.1. Pa3gennl IMCHUIIJIAHBI M BHABI 3aHATHHA
Paznensl AMCIUITITMHBI U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasmensl AUCIUIUIMHEL U BUIBI 3aHATUHA

Bcero
[Tpak. | JIa6. KII/KP| Cawm. Hacos | GopMHpyeM
HasBanus pazgenos nucuuiuivesl | Jlek., 4 (Ge3 3
3aH.,4 |pab.,u | ,4 |pab., 9
9K3aMe | KOMIIETEHLIUN
Ha)
1 cemecTp
1 CeTeBble IPOTOKOIBI U KOMMYHHKA- 1 0 0 6 2 3 |IIK-8, IIK-9
. Ou3nueckuii M1 KaHAJIbHBIN YpO-
BEHb
2 Texuonorus Ethernet u ee pazno- 1 0 2 6 9 |IIK-8, IIK-9
BUJHOCTHU
3 CerteBoil ypoBeHb, [P-agpecanus, 1 2 2 8 13 |IIK-8, TIK-9
paszesieHue Ha MojICeTH
4 TpaHCIIOPTHBIN YPOBEHB 1 0 0 4 5 |IIK-§, IIK-9
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5 YpoBeHb MPUIIOKEHUM 1 4 0 8 13 |IIK-8, TIK-9
6 becripoBoHbIE ceTH 1 4 2 20 27 |1IK-8, T1IK-9
7 IIporpaMMHO-OIIpeaAEsieMbIE CETH 1 0 6 18 25 |IIK-8, [IK-9
8 Buptyanuzaius ceteBbIXx QyHKIUN 1 0 0 6 7 |1IK-8, IIK-9
Hroro 3a cemectp 8 10 12 6 72 108
Hroro 8 10 12 6 72 108
5.2. Conep:xanue pa3aesioB TMCUUILIMHBI (110 JeKIHIM)
CopeprkaHue pa3iesoB TUCIUILIAH (TI0 JICKIHSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuma 5.2 — CoaeprkaHue paseiaoB JUCIUILIMH (TI0 JISKIIHSIM)
HasBaHus pasienos Coneprxanue pazznenoB quctuminHel (mo | Tpynmoemkocts, | Dopmupyemsble
JEKIUSM) q KOMITETEHIIUU
1 cemectp
1 CereBsie mpoTtokonsl |[IpaBuia kommyHukauuiCereBble IPOTOKO- 1 I1K-8, I1K-9
1 KOMMYHHKAIUH. 1bl ¥ cTadaapteillepenaua TaHHBIX B CETH-
dusnueckuii u Turme! KaOeIBLHBIX COEMNHEHNI U KOHHEKTO-
KaHaJbHBIA YPOBEHb | pOB
Hroro 1
2 Texunonorus Ethernet |IIporokon Ethernet, anpecanus 1 I1K-8, I1K-9
u ee pazHoBuaHocTH | EthernetKomMyTaTopb! oKanbHBIX ceTeit
(LAN)IIpoToxkon pa3penieHust aapecos
(ARP).
Hroro 1
3 CeTteBoli ypOBEHb, IIporokomel cereBoro yposHslP-anpecanus- 1 I1K-8, I1K-9
[P-ampecarus, Pa3nenenue Ha mojiceTn
pazaeneHue Ha Vrtoro 1
MOJICETH
4 TpaHcnopTHBIN ITpoTtokonel TpanciopTHoro ypoBHaTCP u 1 I1K-8, I1K-9
YPOBEHB UDP
Hroro 1
5 YpoBenn [TpoTokomsl ypoBHS npuiiokeHnOO01Ien3- 1 [1K-8, TIK-9
MIPUIIOKEHUM BECTHBIEC IPOTOKOJIBI M CITY>KOBI YPOBHS IpH-
JIOKEHUI
Hroro 1
6 becripoBoanblie cetn | CranaapThl, 000pyA0BaHUE U OCOOCHHOCTH 1 I1K-8, I1K-9
OecnpoBoHbIX ceTeMoaudukaus npoTo-
kona Ethernet ans 6ecipoBogHOM ceTHY -
npasiieHue OECIPOBOIHOMN CEThIO
Hroro 1
7 IIporpamMmmHoO- KiroueBbie mpUHIUIBI IPOrPAMMHO-OTIPEC- 1 [1K-8, TIK-9
OIIpEAECIIICMBIE CETH nsiembix ceterlIpotokon OpenFlowApxu-
TEKTypa NpOrpaMMHO-OIPEIEIIEMON CETH
Hroro 1
8 Bupryanusanus OcHOBHbBIE KOMIIOHEHTBI BUPTYaJIbHOMU CETE- 1 I1K-8, I1K-9

CeTeBBIX (QYHKIIMMA

BOIl MH(MpacTpyKTypbICBSA3b BUPTYyAIU3ALNH
ceTeBbIX (DYHKLUH U IPOrpaMMHO-OINpesie-
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JIIEMBIX CeTell YTpaBlieHHe BUPTYaJIbHOU ce-
TeBoi uHPpacTpykrypoiit (MANO)

Hroro

1

Hroro 3a cemectp

8

5.3. Paznenbl JMCUMILVIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (PeAbl Ty IIUMH)
U o0ecrieynBaeMbIMH (MOCJIEAYIONIUMH) TUCHUIIHHAMUA
Paznenpl TUCHUTUIMHBI M MEXIUCIUIUTMHAPHBIC CBSI3U C 00ECTICUMBAIOIIMMHU (TIPEABIAYIIUMU) U
obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAME TIPEICTAaBICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nensl AUCHUTUTMHBI B MeXKAUCIUITNHAPHBIC CBSI3U

Ne paznienoB qaHHOM AMCHUIUIMHBL, 17151 KOTOPBIX HEOOXOIUMO
HavMeHOBaHHE TUCIUTUIMH n3ydeHue 00ecreunBaoIUX U 00eCeunBaeMbIX JUCHUILUINH
1 2 3 4 5 6 7 8
[IpenmecTByromue TUCHUILIMHbI
1 lludposas o6paboTka curHa- N N
JIOB CHUCTEM CBSI3U
[Tocnenyromue TUCHUIIMHBL
1 MopenupoBaHue yCTpOMCTB U n
CHUCTEM CBSI3U
2 OCHOBBI IPOTrPAMMUPOBAHUSI B
MH(POKOMMYHHUKALMOHHBIX CH- + +
cTemMax
3 [IpakTuka no noJay4yeHHIo nep-
BUYHBIX PO ECCUOHATBHBIX + + + + + + + +
YMEHUH U HABBIKOB

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, (OPMHUPYEMBIX NPH U3yYeHUH TUCIHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MPU HM3YUYEHUH IUCHUIUIMHBI, W BHJIOB 3aHATHN

MPEICTaBICHO B Tabmuiie 5.4.

Tabmuua 5.4 — CooTBeTCTBUE KOMIIETEHIIUH, (POPMUPYEMBIX MIPU U3yYEHUHN JUCLUIUIMHBL, U BUIOB 3aHS -

TUU
Bunrwl 3ansatuit
Kownere KCP DopMBI KOHTPOIIA
HIUH Jlex. [Ipak. 3an. | Jla6. pao. (KTT/KP) Cawm. pa6.
ITK-8 + + + + + KonTponpHas padora,

Otuet o nmabopaTopHO
pabote, Onpoc Ha 3aHs-
tuax, Tect, Otuer no
KypCOBOMY TIPOCKTY /
KypcoBoii pabote, Ot-
YeT 10 MPAKTUIECKOMY
3aHSATHUIO
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I1K-9 +

KonrtponsHnas pabora,
Otuer no nabopaTtopHOH
pabote, Omnpoc Ha 3aHs-
tuax, Tect, Otduer mo
KypCOBOMY MPOEKTY /
KypcoBoii pabore, OT-
YeT 0 MPAKTUIECKOMY
3aHSATHIO

6. UnTepakTBHBIE MeTOABI M (GOPMBI OPraHN3aLMU 00yYeHH s
He npenycmorpeno PVYII.

HaumenoBanue 1abopaTtopHbIX paboT npuBeneHo B Tabmue 7.1.

7. JlabopaTtopHble paGoThl

Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHBIX paboT

Tpynoemkocts, | DopMupyemblie
Ha3Banwus pa3aenos HaunmenoBanue 1abopaTtopHbIX padoT Py ’ PMIPY
q KOMIIETEHIUH
1 cemectp

2 Texnomnorus Ethernet | Onpenenenue MAC- anpecoBAHanu3 Tadbiu- 2 [1K-8, I[1K-9
U ee pa3HOBUAHOCTH |16l ARP

Hroro
3 CereBoli ypOBEHb, N3yuenne mexcereBbix ycrpoiictBHactpoii- ITK-8, I1K-9
[P-anpecarus, Ka UCXOJHBIX MapaMeTPOB MapIIpyTH3aTOPa-
paszzieneHue Ha [TonkmroueHne MapUIpyTU3aTOpPa K JIOKAJIb-
MOJICETHU HOHU ceTH

Hroro 2
6 becripoBoaHble cet | AHanM3 Tpaduka B 6ecripoBOIHOM ceTn 2 ITK-8, I1K-9

Hroro 2
7 IIporpaMMHO- [TocTpoenue cereBoii HHPPACTPYKTYPHI 2 ITK-8, I1K-9
OTIpEIEIISIEMBIC CETH MiniNet ¢ koaTpouiepom OpenFlow

Anamu3 tabmur OpenFlow

VYnpasnenue Tpagukom. CIIUCKU KOHTPOJIIS

noctymna OpenFlow u ynpapnsrommii mpo-

rPaMMHBIN KOJ

Hroro 6
Hroro 3a cemectp 12

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDHI)

HanMeHnoBaH#e MPakTUYECKUX 3aHATUN (CEMHHAPOB) MPUBEACHO B Tabmmie 8.1.
Tabmuna 8.1 — HamMmeHoBaHKe MPaKTHYECKUX 3aHATHIA (CEMHHAPOB)
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HaunmenoBanue npaktnueckux 3anatuii | Tpynoemkocts, | Dopmupyemsbie
Haszpanwus pasnenos
(cemuHapoB) q KOMITCTCHITHI
1 cemectp
3 CeteBoM ypOBEHD, CeteBoli ypoBeHb. Anpecanus B [P ceTsix. 2 I1K-8, TIK-9
[P-agpecanus, Tabnuibl MapIIpyTU3AIHH
paszeneHue Ha Wroro P
MO/ICETH
5 YpoBenn DNeMEeHThI IMarHOCTUKH CETU 2 [1K-8, ITK-9
7




MIPUIIOKEHU I

CCTH

VYnanennslit noctyn. besomacHocTh paboThI B 2

HUtoro

6 becnipoBOIHBIE CETH

JlokanpHbIe GectipoBogHbIe ceTn Wi-Fi

I1K-8, ITK-9

Hroro

Hroro 3a CEMCECTP

10

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U ()OPMUPYEMbIE KOMIIETCHIIUHU TPE/ICTABIICHBI B

tabmme 9.1.
Tabmuua 9.1 — Buasl caMOoCTOSATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIETEHIIUN
Bunel camocrostensnon | Tpynoemkocts, | DopMupyemblie
Hassanus pasnenon a pyA ’ PMHPY DopMbI KOHTPOJIS
paboThI q KOMIIETEHIINHT
CEMECTP
1 CereBbie [IpopaboTka JIEKITMOHHO- 2 [1K-8, TIIK-9 Onpoc Ha 3aHATHSX,
IIPOTOKOJIBI U ro MaTepualia Tect
KOMMYHHKALIHH. Viroro 2
DuU3NYECKU U
KaHaJIbHBIN YPOBEHb
2 Texunonorus [TpopaboTka JIeKITMOHHO- 2 [1K-8, TIK-9 Onpoc Ha 3aHATHSX,
Ethernet u ee ro MaTepuasa Otuer no nabopa-
Pa3HOBHIHOCTH O(OPMIICHHE OTHETOB T 4 TfopHOH pabore,
na0opaTopHBIM paboTam cet
Hroro
3 CereBoit ypoBeHb, | [loaroroBka k npakruue- 2 [K-8, T1K-9 Ormpoc Ha 3aHATHUSX,
[P-anpecarus, CKHM 3aHATHSIM, CECMHUHA- OtyeT o nabopa-
pazzieneHue Ha pam TOpHOM pabdote, OT-
HOJICETH TpopaGoTKa TeKIHOHHO- 2 YeT M0 MpaKkTuye-
KOMY 3aHSITH
ro Marepuala CKoMy 32 10,
Tect
OdopmieHne 0T4ETOB 110 4
nmabopaTtopHbeIM paboTam
Hroro
4 TpaHCHOPTHBIN [IpopaboTKa JIEKITMOHHO- 4 [1K-8, TIK-9 Onpoc Ha 3aHAITHSX,
YPOBEHB ro Marepuaia Tect
Hroro
5 YpoBeHn [ToaroroBka k mpakTuye- [1K-8, TIK-9 Ormpoc Ha 3aHATHUSAX,
MPUIIOKEHU N CKHUM 3aHSTUSIM, CEMHUHA- OtyeT no npakTuye-
pam CKOMY 3aHSITHIO,
ITpopabGoTKa JEKIHMOHHO- 4 Tecr
ro Marepuana
Uroro
6 becripoBoHbIE [ToaroroBka k nmpakTuye- 4 [K-8, TTIK-9 Ornpoc Ha 3aHATHUSX,
ceTu CKHUM 3aHSTHSM, CEMHUHA- Otuer no nabopa-
pam TOpHOH pabote, OT-
9eT 10 MpaKTHIe-
[TpopaboTka JEKIIMOHHO- 6 ¢T 1o Tpa ¢

ro Marcpuajia

CKOMY 3aHATHUIO,
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OdopmiteHre 0TYETOB TIO 10 Tect
nabopaTtopHbIM paboTam
Hroro 20
7 ITIporpaMmHoO- [TpopaboTka JIeKITMOHHO- 8 [1K-8, TIK-9 Onpoc Ha 3aHATHSX,
onpeJeNsieMble CETH | TO MaTepuania Otuer no nabopa-
OdopmiteHne 0T4ETOB TIO 10 ;OPHOH pabore,
1a0opaToOpHBIM paboTam cet
Hroro 18
8 Bupryammzarust | [IpopaboTka JEKIIMOHHO- 6 [K-8, T1IK-9 Ormpoc Ha 3aHATHUSX,
CeTeBBIX (PYHKIMH |TO MaTepuasa Tect
Hroro 6
Hroro 3a cemectp 72
ITonroroska u cgada dK- 36 DOK3aMeH
3aMeHa
Hroro 108

COBOTO IpOEKTa / KypcoBo# paboThl npenacTaBieHs! Tabmuue 10.1.

10. KypcoBoii npoekT / KypcoBasi padora
TpynoeMKoCTh ayTUTOPHBIX 3aHATUN U (GOPMUpPYEMbIE KOMIIETEHIIUN B paMKaX BBIMOJIHEHUS Kyp-

Ta6muma 10.1 — TpymoeMKoCTs ayIUTOPHBIX 3aHATHN U (OPMUPYEMbIe KOMITIETCHIINY B PAMKaX BBITTOJHE -
HUsI KypCOBOTO IPOEKTa / KYpCOBOM pabOoTEI

TpynoeMkocTh
N Py > | @opmupyemble
HanmeHnoBanme aymMTOPHBIX 3aHITHI
. KOMITETCHIIUHI
1 cemectp

HccnenoBanne ceTeBoro Tpaduka B COOTBETCTBUH C WHIAHBHUIYaTb- 6 [K-8, TIK-9
HBIM 33JIaHUEM
Hroro 3a cemectp 6

10.1. TemMbI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT

[TpumepHas TeMaTHKa KypCOBBIX IPOEKTOB / KypCOBBIX paboT:
— IIpoexrupoBanue ['TC na 6aze Texnonoruu SDH

11. PeliTuHrOBasi cucTeMa AJISl OHCHKHU yCII€Ba€eMOCTH oﬁyqammnxm

11.1. BanjabHbIe OLlEeHKH VIS 3JIEMEHTOB KOHTPOJIS
Tabmuma 11.1 — bayuibHBIC OIIEHKH IS 2JIEMEHTOB KOHTPOJIS

. . MakcumanbHbIN
. MaxkcuManbHBIH MaxkcuManbHBIH
DeMeHTHl y4eOHOI 0aJut 3a nepuos Bcero 3a
6amt Ha 1-yto KT ¢ | ©Oamn 3a nepuon
NEeITENbHOCTH mexay 2KT u na ceMecTp
Hayana ceMectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
1 cemectp
Otuer no naboparopHoit 15 15 20 50
pabote
Tect 5 5 10 20
Hroro makcumyM 3a nepu- 20 20 30 70
on
OK3aMeH 30
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Hapacraromum utorom 20 40 70 100

11.2. IlepecyeTt 0a/1J10B B OLICHKHU 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6anIOB B OIEHKH 32 KOHTPOJIBHBIE TOUYKM TPEICTaBIeH B Tabmuue 11.2.
Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

baynel Ha 1aTy KOHTPOIBHOW TOUYKH Onenka

> 90% ot MakcuManbHON cyMMbI OamioB Ha naty KT 5

Ot 70% 1o 89% ot MmakcuMaabHOM CyMMBI OaiioB Ha aaty KT

4
Ot 60% 1o 69% ot makcumasbHOUN cymMmbl OaiioB Ha Aaty KT 3
2

< 60% ot MakcuManbHOU cyMMbl O6astoB Ha aaty KT

11.3. [lepecyeT cymMMbI 0A/1JI0B B TPAAMIMOHHYI0O U MEKAYHAPOAHYIO OLIEHKY
[lepecuer cymMMbl 6aIOB B TPaJUIMOHHYIO M MEXIYHAPOIAHYIO OLIEHKY MPEACTABIEH B TaOmuIe
11.3.

Tabmuma 11.3 — IlepecueT cyMMbI 0aJIJI0B B TPAAUIIMOHHYIO M MEXKTYHAPOIHYIO OIICHKY

Hrorosas cymma 6amios,

Onenka (I'OC) YUUTBIBAET YCIELIHO CAAHHBIN Onenka (ECTS)

IK3aMeH

5 (oTM4HO) (3a4TEHO) 90 - 100 A (OTIAHYHO)
85 -89 B (o4enp xoporiio)

4 (xopo1110) (3a4TeHO) 75 - 84 C (xopor0)
70-74 D (ynoBieTBopuTensHO)
65 - 69

3 (yOOBJIETBOPHUTENHHO) (3aU4TEHO) 60 - 64 E (H0CpeAcTnentio)
2 (HEYROBIICTBOPHTENLHO) (1HE Hwxe 60 6ammon F (HeynoBneTBOpHUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE 00ecTieueHrue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa

1. IlyroBkuH, Anekceli BukropoBudu. OCHOBBI MOCTPOCHUSI HHPOKOMMYHUKAIIMOHHBIX CUCTEM H
cereit [Tekcr] : yue6Hoe mocobue / A. B. Ilyrokus ; per.: C. . boromosnos, A. I1. bamyna ; Munuctep-
cTBO 0oOpaszoBanus W Hayku Poccuiickoit @enepannn, ToMCKHIT TOCYIapCTBEHHBI YHUBEPCHUTET CUCTEM
yIpaBJICHUS U PATHOAIEKTPOHUKH. - Tomck : Db Kontenr, 2014. - 156 c. : puc., Tabn. - bubmumorp.: c.
150. - ISBN 978-5-4332-0148-4 : 230.00 p., 100.00 p., 100.000 p. (Hanuuue B 6ubmmorexke TYCVYP - 159
9K3.)

2. Ilarubparos, Anekcannp [lerpoBud. BeraucauTenbHbIe CUCTEMBI, CETH M TEJICKOMM YHUKAIIUH
: yuebnuk 1uis By3oB / A. I1. Ilstubparos, JI. I1. I'yaeiao, A. A. Kupuuenko ; pea. A. I1. IlstuGparos. - 3-
€ u31., epepad. u gorm. - M. : @unaHchl U cratuctuka, 2006. - 558[2] c. : un. - bubmmorp.: c. 539-541. -
[Tpeam. ykas.: ¢. 553-559. - ISBN 5-279-02779-0 : 215.00 p., 230.40 p. (manuuue B 6udbmioreke TYCYP -
90 »k3.)

12.2. lonotHUTEILHAS JTATEPATYpPa
1. Bunokypos, Brnagumup MuxaitnoBuy. CeTu CBS3M U CUCTEMBI KOMMYTAlUH : Y4eOHOE 1oco-
oue g By30B / B. M. Bunokypos ; denepanbHoe areHTCTBO M0 0Opa3oBaHuto, ToMCKuil rocyiapcTBeH-
HBI YHUBEPCUTET CUCTEM YIPaBICHUS U painodJaeKTpoHukU. - Tomck : TYCVYP, 2006. - 303[1] c. : mi. -
bubmuorp.: ¢. 290-292. - ISBN 5-86889-215-1 : 185.00 p., 182.78 p. (nanuuue B 6ubnnorexe TYCVYP -
190 7k3.)

12.3. YueOHO-MeTOAHYECKHE MOCOOU

12.3.1. O0s3aTeibHbIE Y4eOHO-MeTOAUYEeCKH e M0CO0Us
1. TpaHCrOpTHBIE U MYJIBTUCEPBUCHBIE CUCTEMBI U CETH CBSI3M [DJIEKTPOHHBINA pecypc]: Yueb-
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Hoe mocobue. Yactpl (mo crenumansHoCcTH - 210601.65 - PagnosnekTpoHHbIE CUCTEMbI M KOMIUIEKCH) /
lomukoB A. M. - 2015. 83 c. — Pexxum moctyna: https://edu.tusur.ru/publications/5403 (mara obpameHus:
13.09.2018).

2. KommbrorepHsie cucTeMbl U ceTd. [IpoekTHpoBaHNe KOMIBIOTEPHBIX CETel Ha Oaze Mapuipy-
tuzaropa CISCO-2801 OPNET [DnekrpoHHbIi pecypc]: YuebHOe MeToauuecoke nocodue / MBanos B.
B., Muxanpuenko C. I'. - 2011. 66 c. — Pexxum moctyma: https://edu.tusur.ru/publications/931 (mata 00-
pawmenus: 13.09.2018).

3. DOkcmiyatanus M pa3BUTHE KOMIBIOTEPHBIX CHUCTEM U ceTed [DneKkTpoHHbIN pecypc]: Pyko-
BOJICTBO K OpraHM3aLMU CaMOCTOSTeNbHON paboTsl / Muxansuenko C. I'. - 2012. 127 ¢. — Pexum nocty-
na: https://edu.tusur.ru/publications/929 (mata o6pamenus: 13.09.2018).

4. Cucrembl paaHoOAOCTyMa [ DIEKTPOHHBINA pecypc]: YueOHO-MeTOANMIECKOe TOCOOre IS TIPaK-
TUYECKUX 3aHATUN U camocTosTenbHou padote / A. C. Bepmunaun, JI. A. Jonrux - 2012. 24 ¢. — Pexum
noctyna: https://edu.tusur.ru/publications/2573 (nara obpamenus: 13.09.2018).

5. Ceru ODBM wu TenexoMMmyHuKauu [IaeKTpoHHBINA pecypc]: JlaGoparopusbrii mpaktukym / C.
. boromonos - 2012. 59 c. — Pexwum pocrymna: https://edu.tusur.ru/publications/2623 (mata oOpamieHus:
13.09.2018).

6. IIpoextupoBanue I'TC Ha 6a3e Texnonoruu SDH [DnexTpoHHBI pecypc]: YueObHO-MeTonu-
Yyeckoe nmocobue mo KypcoBomy npoektupopanuio / B. M. Bunokypos - 2012. 48 ¢. — Pexxum goctyma:
https://edu.tusur.ru/publications/2155 (nata obpamenus: 13.09.2018).

12.3.2. YueOHO-MeTOAMYECKHE TOCOOHS /ISl JIML C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUYECKUE MaTepHallbl sl CAMOCTOSTENILHON M ayAUTOPHOM pabOThl 00ydaroIuxcs
W3 YUCIa JUIl C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3/I0POBBSI M1 HHBAIHMJIOB MIPEIOCTABIAIOTCS B (hOpMax,
aJaNTHPOBAHHBIX K OTPAHUYCHUSM UX 3I0POBbS U BOCTIPUATHUS HHPOPMAITIH.

JLJist M1 ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B [1e4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JLJ1s1 JII ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

JlJ1st I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmnmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

12.4. IipodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALHOHHBIE CIIPABOYHBIE CHCTEMbI
http://www.netacad.com — Caiit nporpammsl CeteBbix akanemus Cisco

http:// www.cisco.com — CaiiT komnanuu Cisco Systems

http://www.osp.ru — M3natensctBo « OTKPBITbIE CUCTEMBD)

http://www.cnews.ru — M3nanue o BBICOKMX TEXHOJIOTHSIX

5. http://habrahabr.ru/ - CoobmectBo IT-npodeccuonanon

AW~

13. MaTtepuaibHO-TEXHMYECKOe 00ecneyeHre JUCIUILJIMHBI U TpedyeMoe MPorpaMMHoOe
obecneuenue

13.1. O6mue TpedGoOBaHMA K MATEPHAJIBHO-TEXHUYECKOMY H IIPOIPAMMHOMY 00eCIe4YeHHI0
AUCHUIIIIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE W MPOrPaMMHOe olecriedeHne IS JTeKIIMOHHBIX 3aHATHI
Jlnst mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUTIA, TPYIIIOBBIX M MHIAWBUYaTbHBIX KOHCYJAbTALIUH, TE-
KYIIIETO KOHTPOJISI U MIPOMEXKYTOYHOM aTTECTAI[UU HCITONIL3YEeTCs yueOHas ayTUTOPHUsS ¢ KOJTMYECTBOM TIO-
CaZIoYHBIX MecT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbio. MMeroTes
JIEMOHCTPAIMOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TTOCOOUS, 00ECIIeYNBAOIINE TEMATHUSCKHE HII-
JIOCTPALIMHU 0 JIEKIIMOHHBIM pa3JieiaM TUCIUTLINHEI.
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13.1.2. MaTepuaJbHO-TEXHUYECKOE H NPOrPaMMHoOe o0ecnedyeHne VI NPAKTHYeCKUX 3aHATHI

VYueOHas BeIUHCIUTEIbHAS JabopaTopus / KoMmbroTepHBIN Ki1ace

yueOHas ayuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHast ayaAuTOpHs IS TIPO -
BEJICHUSI 3aHATUHN Ja00paTOPHOTrO TUIIA, TOMEIIEHHE AJIi KypCOBOIO MPOEKTUPOBAHUS (BBIIOJHEHUS Kyp-
COBBIX Pa0OT), TOMEIICHHE JIJIsl TPOBEICHHSI TPYIIOBBIX U WHANBUAYAIBHBIX KOHCYIHTAINH, TTOMEIICHNE
JUTSL IPOBE/ICHUS TEKYIIETO KOHTPOJIS U MPOMEXYTOUHOM aTTeCTallH, IOMEIIEHNE ISl CAMOCTOSITETbHOM
paboTHI

634034, Tomckas obnacts, . Tomck, Bepmuauna ynuna, n. 74, 437 ayn.

Onwucanue uMeroierocs 000pyI0BaHuUs:

- Paboune cranmmu: cucremusiii 0ok MB Asus P5B / CPU Intel Core 2 Duo 6400 2.13 GHz /
5I'6 RAM DDR2 /250Gb HDD / LAN (10 mr.);

- MonwuTop 19 Samsung 931BF (10 mr.);

- Bugeokamepa (2 mir.);

- Kongummonep (BHemHui 0JI0K);

- Konguuunonep (BHyTpeHHUH 0JI0K);

- KommuiexT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmmHoe obecrnieueHue:

— Cisco Packet Tracer

13.1.3. MaTepua/ibHO-TEXHUYECKOE M IPOrPaMMHoe odecriedeHne J1JIs J1adopaToOpHbIX padoT

VYueOHast BerunciuTenpHas sadopatopust / KomnbroTepHslii Kiiace

yueOHast ayuTOpHs AJIsl IPOBEICHHSI 3aHITHH PAKTUIECKOTO THIIA, yueOHast ayIuTOpHs IS TIPO -
BE/ICHUS 3aHATHH J1JaOOPAaTOPHOTO TUIIA, IOMEIIEHHE JUIsl KypCOBOTO MPOEKTUPOBAHUS (BBIMOJIHEHUS KYyp-
COBBIX pa0oT), TOMEIIECHHE IS IPOBEACHUS TPYIIOBBIX W WHAWBHIYaTbHBIX KOHCYIBTAIIUN, TOMEIICHUE
JUISL IPOBE/ICHUS TEKYIIETO KOHTPOJIS U IPOMEKYTOYHOM aTTecTalluu, OMEIIEHHE IS CaMOCTOSTEIbHOM
paboThI

634034, Tomckast o6macts, T. Tomck, Bepmnnuna ynuua, a. 74, 437 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- PaGoune crannuu: cucremuslii 010k MB Asus P5B / CPU Intel Core 2 Duo 6400 2.13 GHz /
5I'6 RAM DDR2 / 250Gb HDD / LAN (10 mur.);

- Monwurop 19 Samsung 931BF (10 wr.);

- Buneokamepa (2 mr.);

- Konnumonep (BHemHui 6710K);

- Konnuuumonep (BHyTpeHHU GJI0K);

- Kommuiekt cnienmanu3upoBaHHoi yueOHoON MeOenu;

- PaGouee mecTo mpernoaBares.

[TporpammHoOe obecrieueHue:

— Adobe Acrobat Reader

— Adobe Flash Player

— Cisco Packet Tracer

— FireFox

— Java

— LibreOffice

— Microsoft Windows 7 Pro

- puTTY

13.1.4. MarepuajibHO-TEXHHYECKOE U POrpaMMHoOe o0ecrneuyeHue 1Jisl CAMOCTOSATeJIbHOM padoThl
Jist caMOCTOSITENbHOM paboOThl MCMONB3YIOTCA yueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIAccChl),
PacIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTb, T. Tomck, Jleanna mpocrmexkr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
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- 634034, Tomckast o6nacTb, . Tomck, Bepmmanna ynua, 1. 74, 207 ayx.

CocTtaB 060pyI0BaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 T,

- KOMIBIOTEPHI MOIKIIOUEHB! K ceTH «/HTepHeT» M 00ecneynBaloT IOCTYI B AJICKTPOHHYIO WH-
(opManoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecnieyeHre TUCHMIIIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMHA C OTPaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbSI U WHBAIUIAMHU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEICTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKHUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (POpMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHUs Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTeMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOyyaroryecs: ¢ HapylIEeHHEM ClIyXa, 000pYy/lI0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOMU, FJICKTPOHHON JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IIPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIE YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpreMa/epe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOY4eHUs UIs JIOAeH ¢ UHBa-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUs
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKpPCIINICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUaJibl B COCTABE!

14.1.1. TecToBble 3agaHus

Bompoc 1

Kakoe yTBep:k/ieHHEe OMUChIBaeT 0COOEHHOCTh KOH(UTYpaIli UMEHH Yy3J1a ONepallMOHHON cHucTe-
Mmel [OS?

a)Ero MmakcumanbHas JUIMHA HE JI0JDKHA MPEBBIIATh 255 CUMBOJIOB.

b)Ero Heo6xoaumo 3apeructpupoBarh Ha cepepe DNS.

¢)OHO HE MOXET HauuHAThCS C HUQPBHIL.

d)OHO He TOIKHO coaepKaTh MPOOEITHI.

Bompoc 2

J{ns1 5KOHOMUM BpEMEHN KOMaHJbl OonepanroHHoM cucteMbl [OS MoxHO BBOIUTH yacTHyHO. Ka-
Kasi KJIaBUIIa WIM KOMOMHAIMS KJIABUII 3aBEPIIUT BBOA?

a)Tab

b)Ctrl-P

¢)Ctrl-N

d)Crpenka BBepx
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e)Ctpenka BIIpaBo
f)Ctpenka BHU3

Bomnpoc 3

C xako#l 1IeTTbI0 TEXHUYECKUH CIICIIUATMCT MOXKET BOCIIONIB30BaThCsl KOMaH 101 copy startup-config
running-config?

a) JUTsl yIAJICHHUs ¢ KOMMYTaTopa BCeX KOHPUTypanuit

b) nns coxpaneHus Tekymie kondurypamnuu B mamsita NVRAM

C) JUIs KOMUPOBAHUs CyIIecTBYIoeH konpurypauuu B O3Y

d) ns mpucBOCHMS M3MEHEHHON KOH(UTYpAIlMU CTaTyca HOBOM HadajabHOM KOH(HUTYparuu

Bonpoc 4

s yero ceTeBod ajMUHHCTpaTrop OydeT UCHoib30BaTh mHTepdeiic komanaHoi crpoku (CLI)
onepanuronHoi cuctemsl Cisco [0S?

a) JUIs TECTUPOBAHUSI IPOU3BOIUTEILHOCTH KOHKPETHOH JIOKAJIbHOW CETH

b) nns nobGaBneHus mapodisi Ha ceTeBoM ycTpoiicTBe Cisco

C) JUIs aKTHBALIMU aBTOMATUYECKOr0 yIpaBJIeHUs CeTeBBIMU ycTpoiicTBamu Cisco

d) ms oTcneKMBaHUS KOJIMYECTBA BKIIOYCHHH M BBIKITFOYSHHUA YCTPOUCTBA

Bomnpoc 5

TexXHUYEeCKUI CIEUAIMCT BBITOJIHIET HACTPOMKY C IIOMOLIBIO CIEAYIOIIMX KOMAH/I:
SwitchA(config)# interface vlan 1

SwitchA(config-if)# ip address 192.168.1.1 255.255.255.0

SwitchA(config-if)# no shutdown

UTo HacTpamBaeT 3TOT TEXHUYECKUH CIIEIIUATUCT?
a) JocTym 1o nporokony Telnet

b) SVI

¢) mmdpoBaHue napois

d) dusnyeckuii noctyn yepes mopThl KOMMYTaTOpa

Bomnpoc 6

[MudpoBanue Kakux mapoiell BHIMOIHIETCS ¢ TOMOIIBIO KOMaH bl enable secret?
a) BCE HACTPOCHHBIC MapOJIN

b) maponp NPUBUIETUPOBAHHOTO PEKUMA

C) MapoJib KOHCOJIbHOW CTPOKHU

d) mapons ctpoku VTY

Bomnpoc 7

Kakue nBa yTBep)KICHHUS O MMOJIB30BATEIECKOM PEXHUME SBISIOTCS BepHbIMU? (BriOepure nBa Ba-
pHaHTa OTBETA.)

a) JlocTynHBI BCe KOMaHbl MapLIIPyTH3aTOPA.

b) ocTyn K pexxuMy riodanbHONU KOH(PUTYpali MOYKHO TIOIYYUTh C TOMOIIBIO0 KOMaH 6! enable.

¢) DTO pEXUM IO YMOTYAHHIO TIPH ITEPBOM 3aITyCKe HEHACTPOSHHOTO MapIIpyTH3aTopa.

d) B aToM pexunme MOXKHO HacTpauBaTh HHTEP(PEHCH U TPOTOKOIBI MAPIIPYTU3ALIUH.

e) s mpocMoTpa B 3TOM peXHMe JOCTYIHBI TOJIBKO HEKOTOPHIE acIeKThl KOHPHUTYPAIMi MapI -

pyTuzaropa.

Bompoc 8

Kakas koMaHIa HE TO3BOJIUT MPOCMOTPETh BCe He3amm(poBaHHBIE MApPOIH, COACPIKAIIUECS B
KOH(UTYpallMOHHOM (aiisie B BUJIe OOBIYHOTO TEKCTa?

a) (config)# enable password secret

b) (config)# enable secret Secret Password

¢) (config-line)# password secret
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d) (config)# service password-encryption
e) (config)# enable secret Encrypted Password

Bomnpoc 9

YTo MCHoNb3yeT CeTeBOM aJIMUHHCTPATOp JUIsl M3MEHEHHS KOH(UTYpaluu Ha MapUIpyTH3aTope
Cisco?

a) MaHesb YIpaBJICHUs

b) IOS

C) KOMaHHy10 cTpoky Windows

d) mpoBogauk Windows

e) cepsep DHCP

Bompoc 10

AJIMUHHCTpATOP TOJIBKO uTO M3MeHmWN [P-anpec unTepdeiica Ha yCTPOUCTBE C ONEPAIITMOHHON CH -
cremotii IOS. Uro eme He0OX0aMMO CAeNaTh, YTOOBI M3MEHEHHS BCTYIIIIIA B CHITY Ha 9TOM yCTpoOicTBe?

a) CkonupoBarh TEKYIIYIO KONUIo ¢aina koHpurypamuu B ¢haii 3arpy304Hoi KOHPUTYpaIUH.

b) CxonnpoBath cBeeHus U3 (ailna 3arpy304HoOil KOHUTYpAIIUH B TEKYIIYIO KOMUIO (aiiya KOH-
burypanum.

c¢) Ilepe3arpy3uTh JaHHOE yCTPOMCTBO M BBECTH Y€S, KOIZla CUCTEMA MPEATIOKUT COXPAHUTH KOH-
burypanuro.

d) Hukakux DONOJMHUTENBHBIX AeHCTBUI He TpeOyercs. M3MeHeHHMs KOHQHUrypaluu Ha YCTpOii-
CTBE ¢ oneparmoHHoi cucteMoi [OS BCTymsT B crily cpa3y nociie KOppEKTHOTO BBOAA JAaHHON KOMAaH]Ibl
Y Ha)KaTus KiaaBuIM Enter.

Bompoc 11

Kakoe ycTpoHCTBO BBIMIOJTHSIET POJIb IIT03a, MTO3BOJISISL Y3JIaM OTIIPABIISATh TPAPUK K YAAJICHHBIM
[P-ceTsim?

a) cepep DNS

b) cepsep DHCP

C) JIOKQJILHBIN MapIIpyTHU3aToOP

d) nokanbHBIA KOMMYTATOP

Bompoc 12

KakoBa 1ienp HacTpoHKH ajjpeca 1UI03a 10 YMOJYaHUIO B MapaMeTpax KOHQUrypaluu KoMMyTa-
TOpa JJ1s1 IPOU3BOJICTBEHHOM ceTn?

a) Y3Ibl, MOJKIIIOYEHHbIE K KOMMYTaTOPY, MOTYT UCIIOJIB30BaTh apec 1UII03a 0 YMOIUYAHUIO KOM-
MyTaTopa JJisl IePEChUIKH IMaKEeTOB K YAaJCHHOMY MECTY Ha3HAUCHHSI.

b) Jlns coequHeHUsT KIMEHTOB 1Mo mpoTokony Telnet m SSH ¢ kommyTaTropoM i3 1mo ymosda-
HUIO ATOT0 KOMMYTAaTopa JOJDKEH OBITh JOCTYTICH.

¢) Ha nacTpoeHHbIl ajpec nui03a N0 YMOJYaHHUIO OTIPABISIOTCS MaKeThl, OTIPABISIEMbIX JaH-
HBIM KOMMYTaTOPOM B y/IaJICHHBIE CETH.

d) On npenocTaBisieT aapec CASAYIONMIETro MITI03a I BCero TpaduKa, IPOXOIAIIEro Yepe3 TaKou
KOMMYTATOp.

Bompoc 13

Kakoii IPv4-anpec MokeT MCTMOIB30BaTh y3€I JJI 3X0-3ampoca Ha uHTepdenc oOpaTHON MEeTIn
(loopback)?

a) 126.0.0.1

b) 127.0.0.0

¢) 126.0.0.0

d) 127.0.0.1

Bompoc 14
Kakue nBe n3 nmepedrciieHHbIX HIDKE (PYHKITUI IPEIOCTaBISIOT CeTeBOM ypoBeHb? (BriOepure nBa
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BapHaHTa OTBETA.)
a) MEPEeHOC TaHHBIX MEXAY Mpolleccamy, UCTIOIHIEMbIMU Ha Y3JIaX-UCTOUYHUKAX U y3jax-ajapeca-
Tax
b) nprucBOCHNE OKOHEUHBIM YCTPONCTBAM YHHKAIBLHOTO CETEBOTO HIICHTH(HKATOpa
C) pa3MellIeHHEe TaHHBIX B CETEBOM cpele
d) HanpaBneHNe MaKeTOB IaHHBIX K y3JIaM-aJipecaraM, paclojOKEHHBIM B IpeesiaX Ipyrux ceTeu
€) oOecreueHre BhIJCIEHHBIX CKBO3HBIX MOKIIOYCHUH

Bompoc 15

['ne mporpamma 3arpy3ku Mapuipytusaropa umiet oopasz 10S mo ymomgaHuio BO BpeMs mporiecca
3arpy3ku?

a) durenm-namMsTh

b) NVRAM

c) O3y

d) I13y

Bompoc 16

Kakoe mone B 3aronoBke [Pv6 npu nepenavye MaHHBIX W3 WHTEPAKTUBHBIX MPHIOKCHHUH (HATpH-
Mep, TPUWIOKEHHUH JJIs1 TOTOKOBOTO BOCIPOM3BEACHHS 3BYyKa U BHI€0) MOKHO MCIOJIb30BaTh VISl OTIPAB-
KU MapIIpyTH3aTopaM U KOMMYTaTOpaM COOOIIEHHS 0 HEOOXOIUMOCTH COXPaHEHHsI TOTO e IyTH IS ma-
KETOB B XOJI€ OJTHOTO U TOTO K€ ceaHca OOMeHa JaHHBIMU?

a) Cnemyromuii 3aroJIOBOK

b) Mertka moToka

¢) Knacc tpaduka

d) AuddepenmpoBannble yCayru

Bompoc 17

Kakas gactb agpeca ceTeBoro ypoBHs UCIOIB3YETCS MapIIPYTU3aTOPOM JIsl IEPECHUIKU MTaKETOB?
a) y3710Basl 4acTh

b) mmpokoBemaTeIbHBINA aIpec

C) ceTeBas 4acTh

d) agpec nutro3a

Bomnpoc 18

Kak nMeHHO ceTeBOW ypOBEHb HCHOJIB3YeT 3HAYCHHWE MAaKCHMAJIBHOTO pa3Mepa OJIOKa JaHHBIX
(MTU)?

a) s onpenenenus 3Hadenuss MTU ceTeBoil ypoBeHb mHonaraercs Ha 0ojiee BHICOKOPAHTOBBIC
YPOBHH.

b) UroOsr 3amath 3HaueHne MTU, ceTeBoll ypoBeHb IOJIaraeTCsl Ha YPOBEHb KaHaJla JaHHBIX, a
TaKXe U3MEHSIET CKOPOCTh NEepefaun JaHHbIX AJI1 KOPPEKTHOM nepenadn OJOKOB JaHHBIX Ha KaHAJIbHOM
ypoBHe ceteBoit mogenu OSI.

¢) MTU nepenaércs cereBoMy YPOBHIO IMOCPEACTBOM KaHAIBHOTO YPOBHSI.

d) CereBoii ypoBenb urHopupyetr MTU i yBeIrueHHsI CKOPOCTH TOCTABKH.

Bormpoc 19

Crniennanuct no oO0CIyKUBaHUIO CETeH NUAarHOCTUPYET CETEBOE MOIKIIOUEHUE MEXKIY KOMITbIOTE-
poM U ynaneHHbIM y3i1oM ¢ azapecoM 10.1.1.5. Kakas xomanja (mpu ee 3amycKe Ha KOMIIBIOTEPE IOA
YIIpaBJICHUEM OlepannoHHoN cuctemMbl Windows) OyaeT oToOpakath IMyTh K yIaICHHOMY y3i1y?

a) trace 10.1.1.5

b) traceroute 10.1.1.5

d) tracert 10.1.1.5

¢) ping 10.1.1.5

Bomnpoc 20

CornacosaHa Ha noprane Ne 46156 16



Uro sBisieTCs OMHUM U3 CaMbIX 3((EKTUBHBIX WHCTPYMEHTOB O€30MAaCHOCTH, MPeIHA3HAYCHHBIX
JUJISL 3aIUTHI OJIb30BATENIEH OT BHEITHUX yIrpo3?

a) MEKCETEBBIE IKPaHbI

b) MappyTu3arop ¢ paboTalIMMMH CEpBUCaMU ayTeHTU(UKAITIN, aBTOPU3ALNH U yIeTa

¢) patch-cepBepsl

d) metomap! mmdpoBaHus MapoIeH

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI
Bompoc 1
B yem Ha3HaueHHne 000I0UYKH ONEPALIMOHHON CUCTEMBbI?
a) B3aMMOJICHCTBYET C almnapaTHbIMU CPEICTBAMH yCTPOUCTBA
b) obecrieunBaeT B3aMMOACHCTBUE MEXK/1Y MOJIb30BATEISIMU U IPOM
¢) obecnieunBaeT paboOTy CIELUATU3UPOBAHHBIX CEPBUCOB MEKCETEBOTO IKpaHa
d) obecnieunBaeT pabOTy CEPBUCOB 3aITUTHI OT BTOPKECHUS

Bormpoc 2

Kakoe momkitoueHue obecrneunBaer Oes3omacHblii ceaHnc CLI ¢ mmdpoBannem k KoMMmyTaTopy
Cisco?

a) KOHCOJIbHOE TOJKITIOUYEHUE

b) noaxmouenne AUX

C) MOAKIII0YEeHHE 10 mpoTokory Telnet

d) moaxmrouenne SSH

Bomnpoc 3

CereBoll MHXKEHEp HacTpauBaeT umHTepdelic, BBOAS cieayrolyr koManay: SanJose(config)# ip
address 192.168.2.1 255.255.255.0. Komanna otkionsercs ycrpoiictBom. B uem npuunna?

a) KOMaH/1a BBOJUTCS B HETIPaBUIIbHBIM PEXHUME PaOOThI

b) ucoap3yeTCst HeMpPaBUIILHBIN CHHTAKCUC KOMAH/TbI

C) HeMpaBUJIbHAS MAacKa MOACETH

d) unTepdelic BEIKIIOUEH U JIOJKEH OBbITh BKIIFOYEH 10 TOro, Kak KoMMmyTaTop yrBepaut [P-aapec

Bompoc 4

Ha xakom unTepdeiice koMmmyTaTopa aIMUHUCTPATOP IOIKEH HACTpOUTh [P-ampec mis BO3MOXK-
HOCTH YIAIEHHOTO YIIPABICHHUS TUM KOMMYTaTOpOM?

a) FastEthernet0/1

b) VLAN 1

c)vty 0

d) console 0

Bomnpoc 5

Kakoit mpoTokoa oTBE4aeT 3a yIpaBieHHE Pa3MEpPOM CETMEHTOB U CKOPOCTbIO OOMEHa CerMeHTa-
MU MEXy BEO-KIIMEHTOM U BeO-cepBepom?

a) TCP

b) IP

c) HTTP

d) Ethernet

Bormpoc 6

Heo0xoanmMo HacTpoUTh MapLIpyTU3aTOP TAaKUM 00pa3oM, YTOOBI OH OCYLIECTBIISUI MapHIpyTH3a-
uuto B npenenax obmactu 0 OSPF. Kakue komanpl HEOOXOAUMO Ui 3TOr0 BhIMONMHUTE? (BbiOepute aBa
BapHaHTA.)

a) RouterA(config)# router ospf 0

b) RouterA(config)# router ospf 1

c¢) RouterA(config-router)# network 192.168.2.0 0.0.0.255 0

d) RouterA(config-router)# network 192.168.2.0 0.0.0.255 area 0
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e) RouterA(config-router)# network 192.168.2.0 255.255.255.0 0

Bomnpoc 7

Kaxkoe yTBepxxkaenue o mapmpyruszanuu [Pv6 sBisieTcs npaBuibHbIM?

a) Mapmpytu3zanus [Pv6 Bkirouena Ha mapuipyTtuzaropax Cisco 1o yMOTYaHHIO.

b) IPv6 nognepxkuBaet Toabko mpoTokonbl Mapmpytuzanuu OSPF u EIGRP.

¢) Mapuipytsl IPv6 oToOpaskatoTcs B TOM ke Tabiauiie MapIIpyTH3aluy, 4TO U MappyTsl [Pv4.

d) IPv6 ucnionb3yeT JIOKaabHBIN KaHAJIBHBIN aipec coce/iel B KaueCTBE aapeca CIeayIoero nepe-
X0/a Ui JUHAMUUYECKUX MapUIpyTOB.

Bompoc 8

Korma kommyTtarop Cisco momydaeT kaapbl 0e3 METOK Ha MaructpaibHbiil mopT 802.1Q, kakoi
unentudukarop VLAN ucnonb3yeTcs Mo yMOITYaHHIO Ui KOMMYTaIuu Tpaduka?

a) Heucnone3yemsrit upeatudukarop VLAN.

b) Unentudukarop codbcrBennoit cetn VLAN (native VLAN).

¢) Uneratudukarop cetn VLAN nepenaun nannbix (data VLAN).

d) Unentuduxarop cetu VLAN ynpasnenus (management VLAN).

Bomnpoc 9

JlBa coTpymHHKa OTAena MpoAax paboTaloT C MOPTATUBHBIMH KOMITBIOTEPAMHU TIOCMEHHO M HWC-
noJb3yioT B oduce onun Ethernet-mopt. Kakoit Habop KomMaH MO3BOIUT MCIIONB30BaTh AaHHbIN Ethernet-
MOPT TOJILKO 3TUM JIBYM KOMITBIOTEpAM U CO3/1aTh 3alllCh B )KypHaJle HAPYIICHHWHA 3aIIUTHI 0€3 OTKITFOUE -
HUS TIOpTa B CIIy4yae aTaku?

a)

switchport mode access

switchport port-security

b)

switchport mode access

switchport port-security

switchport port-security maximum 2

switchport port-security mac-address sticky

switchport port-security violation restrict

¢)

switchport mode access

switchport port-security maximum 2

switchport port-security mac-address sticky

d)

switchport mode access

switchport port-security maximum 2

switchport port-security mac-address sticky

switchport port-security violation protect

Bompoc 10

Kakoii MeTronm koMMyTanuu OTOpachiBaeT Kajphl, He mpomeamue npoBepky FCS (koHTposbHas
cyMMa Kazpa)?

a) KommyTrarnus 6e3 rpaHwuil.

b) Kommyrarus 6e3 Oydepuzanum.

¢) bydepuzamus BxogHOTrO 1opra.

d) Kommyranus ¢ 6ydepusanueii makeros.

Bompoc 11

Ha xakux aByx mHTepdeicax WM MopTax MOXKHO YCHIUTh MEpbl O€30MaCHOCTH, BBHIIIOJHUB Ha-
CTpOHKy cucTeMHOTo TaiiMayTa? (BriOepuTe 1Ba BapraHTa OTBETA. )

a) uarepdeiicel Fast Ethernet
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b) mopTeI KOHCONMH

C) moceaoBaTeabHble HHTEP(EHCHI
d) moptsI vty

e) lopback-untepdeiico

Bomnpoc 12

AJIMUHUCTPATOpP XOYET BBHIMOJHUTH PE3EPBHOE KOMMPOBAHME KOH(PHUTypalMOHHOTO (aiima Mapii-
pytuzatopa Ha USB-HakonuTenb, MOAKIIOYEHHBINA K TaHHOMY MapiipyTu3aropy. Kakyro komany HeoOxo-
MO UCTIOJIb30BaTh CETEBOMY aJMUHUCTPATOPY, YTOOBI YOSAUTHCS, UTO JaHHBIM MapLIpyTU3aTOP YCIEI-
HO pacnio3Hai 3ToT USB-Hakonurens?

a) pwd

b) cd USB

¢) dir flashO:

d) show file systems

Bomnpoc 13

Kak cnemyer mepexBaTuTh MOTOK Tpaduka, YToObI HAMITYUIIUM 00pa30M HMOHATH MOJETh Tpaduka
B ceTn?

a) B IEPUO/Ibl HU3KOTO YPOBHS 3arpy>KEHHOCTH

b) B meproapl MAaKCUMAJIBHON 3arpyKEHHOCTH

C) TOJBKO KOT/Ia OH MPOXOIUT OCHOBHOW CETMEHT CETH

d) xorma Tpaduk GOpMHUPYIOT MTOJIb30BATETH

Bomnpoc 14

Kakoii cioco0 cumraercs HauOonee dPGEKTUBHBIM TSI MUHUMU3AIUN TTOCICACTBUN aTaku BH-
pyca-uepBs’?

a) CMEHa CUCTEMHBIX napoJjei kaxasle 30 quei

b) obGecrneyeHre BCEX CUCTEM OMMMCAHUSIMHU CaMBbIX MTOCJIEHUX BUPYCOB

C) HACTPOWKA B CETU CEpBHCA ayTEHTU(PUKAIINHN, ABTOPU3ALIUU U YIeTa

d) 3arpy3ka 0OHOBJICHHI CUCTEMBI O€30MACHOCTH C BeO-caiiTa MOCTaBIIMKA ONEPAIIMOHHON CUCTE-
MBI U UCTIPABIICHUE BCEX YS3BUMBIX CHCTEM

Bompoc 15

OnuH u3 BeO-caiiTOB HE OTBEUAET HA 3amMpOChl Ha KoMIbloTepe nof ynpasiennem Windows 7. Ka-
KYI0 KOMaH/y MOXKET UCIIOJIb30BaTh TEXHUYECKUI CHEIMAIIKCT, YTOOBI OTOOpa3uTh KaKUe-JINOO KAIUPO-
BaHHbIe 3arucu DNS miis 3Toit BeO-cTpaHutib?

a) ipconfig /all

b) arp -a

¢) ipconfig /displaydns

d) nslookup

Bomnpoc 16

Kaxoit a¢ppext umeer mapamerp established B pacimpennom ACL-cnincke?

a) 3ampeniaeT MoCTYIUICHHE BCErO BXOAIIETO TpadrKa B CETh.

b) Pazpemaer noctyruieHue BHEIIHET0 TpaduKa B CETh, TOJIBKO €CIIU OH SIBJSIETCS YacThIO CYIIE-
CTBYIOILLIETO COCMHEHUS C BHYTPEHHUM Y3JIOM.

¢) Paspemaer BHEIIHUM MCTOYHMKAM OTNpaBKy 1o [P-azpecaM MCTOYHUKOB B CETH HEXENATElb-
HBIX 3aIIPOCOB HA NPEIOCTABICHNAE JAHHBIX.

d) Pa3zpemaer nepenady tpaduka u3 pa3pemEHHOro agpeca UCTOYHUKA JTI000MY ajpecy Ha3Have-
HUS 32 IPEICIIaMU CETH.

Bomnpoc 17

KakoBo Ha3HaueHHe HESBHBIX 3alMCcell KOHEYHON KOMaHIbl permit icmp any any nd-na u permit
icmp any any nd-ns npu co3nanuu ACL-crrcka [Pv6?
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a) Pazpemuts npeobpazosanue [Pv6 8 MAC-anpec.

b) PazpemmTs nepechiIKy makeToB MHOTOQIPECHON pacchuiku [pvo.
¢) Pa3zpemuTh aBTOMaTH4YEeCKYIO0 HACTPOMKY azapeca.

d) Pazpemmts nepecpuiky nakero ICMPv6.

Bomnpoc 18

Kakasg xomaHza MO3BOJISIET CETEBOMY aJMUHUCTpATOpy NpoBepuTh [P-aapec, Ha3HAYEHHBIN KOH-
kpetHoMy MAC-anpecy?

a) Router# show ip dhcp binding

b) Router# show ip dhcp pool

c¢) Router# show ip dhcp server statistics

d) Router# show running-config I section_dhcp

Bomnpoc 19

Kaxkoit BHyTpeHHuii nokanbHbIi [P-agpec Oynet ucnonb3oBatbest pu Hactpoirike NAT st mapi -
pytusaropa Cisco?

a) [P-agpec BHyTpeHHEro0 y311a, KaK OH IIPEJICTaBIISIETCS BO BHEIIHEN CETH

b) IP-ampec BHemHero y3i1a, Kak OH IPEICTABISETCS BO BHYTPEHHEH CEeTH

c¢) IP-agpec BHyTpeHHEro0 y371a, KaKk OH IIPEJICTABIISIETCS] BO BHYTPEHHEN CETH

d) Hactpoennsrii [P-anpec, Ha3HaYCHHBIN Y371y BO BHEIIIHEH CETH

Bomnpoc 20

CeTeBoil agMUHUCTPATOP HACTPAMBAET MOTPAHUYHBIA MapUIPYTHU3aTOP C MOMOIIBIO KOMAaH/IbI
R1(config)# ip nat inside source list 4 pool corp. Kakoit ACL-cncok HE0OXOIUMO HACTPOUTDH JIJISI BBI-
MIOJIHEHUSI 3TON KOMaHIb1?

a) Crucok 1ocTymna ¢ KMEHEM COTp, ONPECIISIFONTNI HadaabHbIE M KOHEUHBIC myonudHbIe [P-anpe-
ca.

b) Criucok 10CTyIa ¢ UMEHEM COrp, ONPEIESIONINN YacTHBIE aapeca, Ha Kotopblie BimsieT NAT.

¢) Criucok octymna ¢ HoMepoM 4, onpeAesSionii HadaabHble 1 KOHeuHble myonuunble [P-agpeca.

d) Crniucok goctymna ¢ HoMepoMm 4, oTpeeISIFONTNI YacTHRIE ajpeca, Ha KoTophie BiuseT NAT.

14.1.3. TeMmbl KOHTPOJILHBIX PadoT
CereBble IPOTOKOJIBI M1 KOMMYHUKAaUU. DU3NUECKUI U KaHAJIbHBIA yPOBEHD
Texnonorus Ethernet u ee pazHoBuaHOCTH
CereBoll ypoBeHb, IP-anpecanus, pazaeieHnue Ha OACEeTU
TpaHCIOPTHBIN YPOBEHb
YpoBeHb IPUIIOKEHUN
becnipoBoansbie cetn
ITporpaMMHO-OIIpEENsSIEMBIE CETH
Buptyanuzanus cereBbix QyHKIu

14.1.4. Tembl OIPOCOB HA 3aHATHUAX
CereBble IPOTOKOJIBI U CTAHIAPTHI
ITporokomnsr Ethernet
ITpoTokon IP
[TpoTtokon TCP
IIpoToKOIIBl YPOBHS IPHUIIOKEHHUN
becnipoBoaHble ceTn

14.1.5. Bonipocsl 1711 NOATOTOBKH K NPAKTHYECKHUM 3aHATHAM, CEMMHAPAM
JlokanbHble 6ecripoBoHbIe ceTn Wi-Fi
CereBoii ypoBenb. Anpecanus B [P cersax. Tabmuisl MappyTH3anuu
ONEeMEHTHI TUarHOCTUKH CETU
VnaneHnusiit foctyn. be3omacHOCTh pabOTHI B C€TH

14.1.6. Tembl 1ab0paTOpHBIX padoT
Omnpenenenne MAC- anpecos
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Amnanus tadimns: ARP

N3yueHne MexceTeBbIX YCTPONCTB

Hactpolika ncxomHbIX mapaMeTpoB MapIIpyTU3aTOpa

[ToakmroueHre MapuIpyTU3aTopa K JOKaJIbHOU CETH

Amnanus Tpaduka B 6ecripoBOJHOM ceTH

[TocTpoenue ceteBoit nHGpacTpykTypbl MiniNet ¢ korTposmepom OpenFlow

Amnamu3 Tabmun OpenFlow

Vnpasnenue tpadpuxom. Cnucku kKoHTpoiis goctyna OpenFlow u ynpaBisitomuii IporpaMMHBINA
KOJ,

14.1.7. Tembl KypCcOBBIX POEKTOB / KypCOBBIX padoT
HCCJ’I@I[OB&HI/IG CETEBOIO Tpa(bHKa B COOTBCTCTBUH C UHANBUAYAJIbHBIM 3a1aHUEM

14.2. TpeOoBaHMS K OLEHOYHBIM MATEPHAJIAM /JIsl JIUL C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310pOBbS1 1 HHBAJIH/I0B
Jnst nui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSl 1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TCIIBHBIC OIICHOYHELIC MaTepI/IaJ'IBI, HepequL KOTOpBIX YKaSaH B Ta6J'II/III€ 14
Tabmuua 14 — JlonmonHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU
SJIOpOBLSI 1 MHBAJINI0B

Kareropun Bubl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLIEHKH
00y4JaroLXCs MaTepuaioB pe3ynbTaToB 00y4eHuUs

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHbIE
paboThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

C HapymeHusMu
cryxa

[Ipenmy1iieCTBEHHO MUCbMEHHAS
MpOBEpKa

C mapymenusamu | CobeceoBaHue 1Mo BOpocam K 3aueTy, | [IperumyiiecTBeHHO yCTHas TPOBEpKa

3peHus OTIPOC MO TePMUHAM (MHOUBUYaTIBHO)
C napymeHusMu Pemenue qucTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEJIBHOTO CaMOCTOSITENIbHBIE Pa0OTHI, BOIPOCHI K METOJaMH
amrmapata 3a4ery
C orpanunuenusiMu 1o | TecThl, TUCbMEHHBIE CAMOCTOSTENILHBIC [IpenmymiecTBEHHO POBEPKa
00IIeMEeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METOJAMM UCXOJS U3 COCTOSTHUS
MOKa3aHUsIM KOHTPOJIbHBIE Pa0O0ThI, YCTHBIE OTBETHI | OOY4aIOILIErocsi Ha MOMEHT NMPOBEPKU

14.3. MeToauuecKue peKOMEHIANMNH M0 OIEHOYHBIM MATepPHAJIAM JIJIsl JIHI[ C OTPAHHYEHHBIMU
BO3MO’KHOCTSIMU 3/I0POBbsI 1 HHBAJIN/I0B

I[J'IS[ JiiL ¢ OrpaHU4YCHHBIMHW BO3MOXHOCTAMHU 3J0POBbA WU HHBAJIUAOB IMPEAYCMATPUBACTCA HO-
cTynHas (hopMma Mpe0CTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, 8 UMEHHO:

- B IIe4aTHOU (hopme;

- B TIeYaTHOU (hOpMe C YBEITHUEHHBIM MIPUPTOM;

- B (hopmMe AIIEKTPOHHOTO TIOKYMEHTA;

- METOJIOM YTCHHS aCCUCTCHTOM 3aJIaHUs BCITYX;

- MPEOCTaBJICHUE 3a/IaHUS C UCTIONB30BAaHUEM CYPJIOTIEPEBO/IA.

Jluiiam ¢ OTrpaHWYEeHHBIMH BO3MOXKHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEJIHMUUBACTCS BpEMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOMpPOCHL. [Iiist Takux oOyyaromuxcsl npeaycMaTpuBaeTcs TOCTyI -
Has popMa mpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & UMCHHO:

- MMMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB HAa KOMITBIOTEPE;

- HaOOp OTBETOB C UCTIOJIH30BAHUEM YCIIYT aCCUCTCHTA,

- MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3YJIbTATOB OOYUSHHS JIMII C OTPAaHUYECHHBIMU BO3MOKHOCTSIMH 3JI0pO-
Bbsl M1 MHBAIMJOB M0 JUCLUHUIUIMHE MPeIyCMaTPUBAET MpeAoCcTaBiIeHue nHpopmanuu B Gopmax, aJaarnTH -
POBaHHBIX K OTPAHUYCHUSM X 370POBBS M BOCTIPUATHS HH(POPMAIINH:
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JI1s1 M1 ¢ HApyIIeHUsIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

[Tpu HEOOXOAMMOCTH ISt JIUIL C OTPAHIMYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbsI 1 HHBAIUIOB TIPOIIE -
Jlypa OIICHUBAHUsI PE3yJIbTaTOB 00yUICHHUST MOXKET MPOBOJAUTHCS B HECKOIBKO ATAIOB.
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