MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKHM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHWA N1 PAIMOSJIEKTPOHUKI»

(TYCYP)
YTBEPXIAIO
JlupexTop nenapraMmeHTa 00pa3oBaHuUs
II. E. Tposn
«_» 20

PABOYAS ITPOTPAMMA TV CHUTIMHBI
IIpoexTHpOBaHUE H TEXHHMYECKOE CONPOBOKACHUE KOMIIBIOTEPHBIX CeTeH

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

Hampasnenue noarorosku / cneruaibHOCTh: 09.03.01 UHdopmaTuka M BHIYHCIUTEIbLHASI TEXHUKA
Hanpaenennocts  (mpoduns) /  cmenmanu3anusi:  [IporpammHoe  obecnedeHue  CpeacTB
BbIYHCJIUTEIbHON TEXHUKH U ABTOMATH3MPOBAHHBIX CHCTEM

®opma o0OyuyeHUS: 3a04Hast (B TOM 4YHCJIe ¢ NMPUMEHEHHEM IMCTAHIMOHHBLIX 00pPa30BaTeJbHBIX
TeXHOJIOTHil)

@axynbreT: P10, PaKyJbTeT AUCTAHIUOHHOTO 00yYeHHUS

Kadenpa: ACY, Kajdenpa aBToMaTH3MPOBAHHBIX CUCTEM YIIPaBJIEHUSI

Kypc: §

Cemectp: 9

Y4eOusiii mnan Habopa 2018 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 9 cemecTp Bcero Ennaunner
1 CamocTosTenbHast padoTa Moj pyKOBOJICTBOM 26 26 4acoB
MPEeToIaBaTes
2 JlaGoparopHbie pabOThI 12 12 4acoB
3 KonTpois camocTosTensHOM paboTh 2 2 4acoB
4 Bcero koHTakTHOM pabOThI 40 40 4acoB
5 CamocTosiTenpHas paboTa 239 239 4acoB
6 Bcero (0e3 ax3ameHa) 279 279 JacoB
7 ITonroroska u cgada DK3aMeHa 9 9 JacoB
8 OO01mast Tpy10eMKOCTh 288 288 9acoB
8.0 3.E.

KontpomnbsHabie paboThl: 9 cemectp - 1
DK3aMeH: 9 cemecTp

JOKyMEeHT MOATMCAH IPOCTO 3IEKTPOHHO MOANNCHIO
VHdbopmaius o Biagesblie:

OUO: [lenyriaHoB A.A.

Jo/sKHOCTD: PexTop Tomck 2018
Hata mognucanus: 28.02.2018
VHUKaIbHBIN IPOrPaMMHBIN KJIIOY:
c53e145e-8b20-45aa-9347-a5e4dbb90e8d
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 ot « 17 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnemuanbHOCTH) 09.03.01 HWHopmaTka W BBIYUCIHWTENbHAS TEXHUKA, YTBEP)KICHHOTO
12.01.2016 roma, paccmoTpena u onoOpeHa Ha 3acemanuu kKadenapbl ACY « _ » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:
cTapumii npenogasarens kap. ACY 3. P. AGaneeB

3aBenyronmii o0ecnieunBaromeii kad.
ACY A. M. Kopukos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan ©J10 N. I1. Yepkamumua
3aBeAyIOIHi BRITYCKAIOIICH Kad.

ACY A. M. Kopukos
OKCIIepTHI:

JlonieHT Kadeapbl TEXHOJIOTHH dJIeK-
TpoHHOTO 00yueHus (TD0) 1O. B. Mopo3zoBa

JoneHT Kadeapbl aBTOMaTU3UPOBAH-
HBIX cucTeM ynpasieHus (ACY) A. H. UcaxoBa
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
npuoOpeTeHNe TEOPETUUYECKUX 3HAHUNW B OOJIACTH TEXHUYECKOro OOCITYKUBAaHUS M PEMOHTA
KOMITBIOTEPHBIX CUCTEM U KOMIUIEKCOB M Pa3BUTHE YMEHUH MCIIOJIb30BAHUS CIELMAIM3UPOBAHHOIO IPO-
rPaMMHOTO 00€CTIeYeHHsI TUarHOCTUKU U BOCCTAHOBJIEHUS PAa0OTOCIIOCOOHOCTH KOMITBIOTEPHBIX CHCTEM
U KOMILJICKCOB, PHOOPETEHHE HABBIKOB, KOTOPHIE MOJKHO IPUMEHHUTH B Hayasie paboThl B KauecTBe paboT-
HUKa 110 CETAM.

1.2. 3amaum AMCHMIIIMHBI
—  HM3y4YeHHE OCHOBHBIX KOHIICIIINH KOMITBIOTEPHBIX CETEH;
—  UW3y4YCHHUE CTAaH/IAPTOB U MOJEIIEH, MPUHSATHIX B COBPEMEHHBIX CETEBBIX TEXHOJIOTHSIX;
— TPUMEHEHHE METOJIOB MOCTPOCHUSI KOMITBIOTEPHBIX CETEeH PAa3IMYHOTO YPOBHS, B YaCTHOCTH
U3y4YCHHE CUCTEM KOMMYTAIIMU JIOKAIBHBIX CETEH, CETEBOW MapIIPYTH3AIMH B TJI00abHBIX CETSIX.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Huctmmuinaa  «lIpoekTupoBaHHE ¥ TEXHHUYECKOE COMPOBOXKICHHE KOMITBIOTEPHBIX —CETei»
(b1.B.O1.10) otHOCUTCS K 670Ky 1 (BapuaTHUBHAs 4acTh).
[IpeamecTBYIOMUMI TUCIAILTHHAMY, (DOPMUPYIOIIUMHI HAYaJIbHBIC 3HAHUS, SBISAIOTCS: 3alluTa
uHpopmanun, Uupopmaruka, OnepariioHHbIe CUCTEMBI.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCHMILTHHBI

[Tponecc n3yueHus JUCUUIUIMHBI HapaBiieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— OIIK-4 crnocoGHOCThIO Y4YacTBOBAaTh B HACTPOWKE M HaJaJKe MPOrpaMMHO-annapaTHbIX
KOMILJIEKCOB;

— TIK-3 cnocoGHOCTBIO 000CHOBBIBATH MPUHIUMAEMbIE IPOSKTHBIE PEIIEHUS, OCYIIECTBIATD 110-
CTaHOBKY U BBITMOJHSTH SKCIIEPUMEHTBHI 110 POBEPKE UX KOPPEKTHOCTH U 3((HEKTUBHOCTH;

B pesynpTare u3ydeHus IMCIUIIIMHBI 00YyJatOIUNACs TO0JIKEH:

— 3HATh YCTPOMCTBA U CEPBUCHI, UCIIOJIb3YEMBIE B CETAX U MHTEpHETE; pOiM ypOBHEN MPOTOKO-
JIOB B CETsX nepeaaun AaHHbiX; [P-agpecanuio nporokonos Ipv4 u [pv6; KoHLeNIuio mporecca Mapupy-
TU3anuu; QYHKIIUH KOMMYTaTOpa.

— YMeTb OLICHMBATh U ONHCHIBATH CXEMBI apecallii U Ha3HAUYECHUs UMEH Ha Pa3JInYHbIX YpPOB-
HSX ceTel mepefaun MaHHBIX; pa3padaThiBaTh, PACCUMTHIBATL U MPUMEHSAThH MAcKU TOJCETEH U aapeca B
cetsix [Pv4 u IPv6; co3maBars npoctyto ceTh Ethernet ¢ ucnonb30BaHreM MapIIpyTH3aTOPOB U KOMMYTa-
TOPOB.

— BJAajJeTh HaBbIKaMU pabOTHI ¢ KoMaHJHOW mHTep(deiica komanaHoit ctpoku (CLI) mis Ha-
CTPOMKH MapIIpyTU3aTOPOB B cdepe - 6a30BOM HACTPOMKU CETEBBIX YCTPOMCTB; - HACTPONUKU MPHUBUIIE-
THIA 7151 JOCTyIAa K YCTPOMCTBY; - HACTPOHKU MH(OPMAIIMOHHOTO OaHHEepa; - HACTPOMKH UMEHU YCTPOW -
CTBA; - HACTPOMKHU CETEBBIX UHTEP(DHENCOB; - HACTPOUKH CTATHUECKOM MapIIpyTU3ALINH.

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI padoThI
OO01ast TpyI0EMKOCTb JUCLHUILUINHBI cocTaBisieT 8.0 3aUeTHBIX eIMHMILIbI U IIPECTaBIeHa B Ta0uu -

%Zgﬁl{lﬁa 4.1 — TpynoeMKOCTh JUCUUILIMHBI

Bunb! yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl

9 cemectp

KonrakThas pabota (Bcero) 40 40
CamocrosiTenpHast paboTa o1 PyKOBOJICTBOM 26 26
npenoaasarens (CPII)
JlaGopartopHbie pabOThI 12 12
Kontpoins camocrostensHoi padots! (KCP) 2 2
CamocTosiTenbHas paboTa (Bcero) 239 239
[TonroroBka Kk KOHTPOJIBLHBIM paboTam 65 65
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OdopmiteHre 0T4ETOB 110 JTabOpPaTOPHBIM paboTam 34 34
CamocTosiTenbHOE U3yuyeHrue TeM (BOIPOCOB) 140 140
TEOPETUYECKOI YacTu Kypca
Bcero (6e3 3x3amena) 279 279
IToaroroBka u caya sK3amMeHa 9 9
OO0mmas Tpy1I0eMKOCTb, 4 288 288
3aueTHnie EquHuIie 8.0
5. Coneprxanue TMCUMILTHHBI
5.1. Pa3nenbl AUCHMILUIMHBI U BUABI 3aHATHIA
Pazniensl IUCUUIUTMHEI ¥ BUABI 3aHATUH IPUBEACHBI B Tabmuiie S.1.
Tabauna 5.1 — Pa3jenbl AUCIUIUIMHBI U BUJIbI 3aHATHH
Bcero
gacoB | @opMupyembl
HazBanus pa3aenoB TUCHUILUIMHBI CPIL u Jlab. KCP, 4 Cam. (Ce3 e
pab., u pab., u
9K3aMe | KOMIETEHIIUN
Ha)
9 cemectp
1 UadopManinoHHbIE TEXHOJIOTHH. 2 0 2 15 17 |TIK-3
OCHOBHBIE TTOHSTHS
2 OpraHu3anus CeTH U CeTeBasi MOAEIb 2 0 15 17 |1IK-3
OSI
3 CereBasa mozaenb OSI. MHkancynsauus u 2 0 15 17 [1K-3
repeaaya TaHHbIX
4 TpancnoptHbli ypoBeHb Moaenu OSI. 2 0 15 17 |IIK-3
TCP u UDP
5 CereBoit ypoenb Moaenu OSI. ITpoto- 2 0 15 17 |TIK-3
koin [P, IP-anpecanus
6 KananpHsiit ypoBerb mojenu OSI 2 15 17 |TIK-3
7 AHanu3 nepenaBaeMbIX TaHHbBIX. Y TH- 2 15 17 OIIK-4, IIK-3
muta Wireshark
8 Homamnue cety u Untepuer. NAT 2 4 30 36 |1IK-3
9 URL — yHuBepcalbHbIN yKa3aTesb pe- 15 17 |TIK-3
cypca
10 DNS — cucteMa TOMEHHBIX IMEH 2 4 32 38 OIIK-4, IIK-3
11 FTP — nporoko:n nepenauu ¢aition 15 17 |IIK-3
12 DnexkTpoHHas ouTa, TeneKoH(pepeH- 2 4 27 33 |IIK-3
I[U1, HOBOCTHBIE JICHTHI
13 RFC — texnuueckue creunpukanuu u 2 0 15 17 |IIK-3
CTaHAapThI
HWroro 3a cemectp 26 12 2 239 279
Hroro 26 12 239 279
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5.2. Conep:xanue pa3aejioB TUCHHUILNINHBI (CAMOCTOSAITE/IbHAsI pa00Ta M0/ PYKOBOACTBOM

npenoaaBaTeJis)

CopeprkaHue pa3iesoB TUCIUILIAH (CaMOCTOsTeNbHAs padoTa Mol PyKOBOJCTBOM IMPETOaBATENs])
MIpUBEICHO B TabwmIe 5.2.
Tabmuma 5.2 — ComepkaHue pasaesioB IUCIUIUIMH (CaMOCTOATeNbHAs paboTa 1Mo PyKOBOJCTBOM IPETO-

JlaBaTessl)
CopeprxaHue pa3fesioB JUCHUTIIUHBI
AP pasa AmcHt Tpynoemkocts, | Dopmupyemblie
HazBanus pazzaenos (camocTosiTenbHas paboTa 1o
q KOMITETEHIIUU
PYKOBOJICTBOM TIperoiaBaTe’s)
9 cemectp

1 Undpopmannonnsie | Kiaccuduxanus nHPOPMAITMOHHBIX TEXHO- 2 I1K-3
TEXHOJIOTUH. noruii. CocTapistone HHPOPMAIMOHHBIX
OcHOBHBIE IOHATHUSA TexHOJIOTHi. CBOMCTBA U KOMIIOHEHTHI MH-

dbopmanroHHbIX TexHooruid. Mudopmaru-

OHHAsl CUCTEMA, OCHOBHBIE COCTABIISAIOIINE

UH()OPMAITMOHHOU CUCTEMBI.

Hroro 2
2 Opranuzamus ceti 1 | OCHOBHbIE TEpMHUHBI B Teopuu ceTeid. KoH- 2 I1K-3
cereBast moaens OSI | menuuum Teopuu cereil. 3aauul TOKAIbHBIX U

ro0anbHBIX ceTel nepenaun naHHbix. Opra-

Huzauus cetu. [Iporokon. Moaens OSI.

Yposuu moaenu OSI.

Hroro
3 CereBasa mogenb OSI. | IIponecc nepeaaun nanubix B mojenu OSI. I1K-3
WNukancymanus u WNukancymsanus u nekancyisinus. yHKkuun
nepeiaya JaHHbIX noptoB. [P-anpec. MAC-anpec. Craguu us-

Kancynauud. Haznauenus ciyxeGHOTO 3aro-

JIOBKA.

Hroro 2
4 TpaHcnIOpTHBIN D yHKIHUU TPAHCIOPTHOTO YpoBHs. [IpoToko- 2 I1K-3
ypoBeHb Mojienu OSI. | J1bl TpaHCTOPTHOTO YpOoBHS. Bubl mopToB
TCP u UDP monenu OSI. Coker, Ha3HaYEeHHUE COKETA I

uAeHTU(UKAIINY TTOJIb30BaTeNel 1 MPUIIOKe-

Huii. TpancnoptHsie npoTokonsl UDP u

TCP. Haznauenue yruuthl Netstat. [Tomy-

JISIPHBIE CETEBBIE PUITIOKEHUS U TTOPTHI.

Hroro 2
5 CereBoit ypOBEHb Hasnauenue cereBoro ypoBHsa Moaenu OSI. 2 I1K-3
mozenu OSI. IIpotokon | [IpomekyTounslie cereBble ycTpoicTsa. [Ipo-
IP, IP-agpecanms tokon IP: ¢pyHkiuu u 3amaun. OCHOBHBIE

niosist [P-3aronoBka. Mcnone3oBanue mnomis

TTL. Anpec cetn. Aapec xocta. Haznaue-

HUe Macku noaceru. Haznauenue mapuipy-

THU3aTOPOB.

Hroro
6 KananbHblil ypoBeHb | HazHaueHHE KaHAIBHOTO YPOBHS MOJEIIH I1K-3
mozenu OSI OSI. Yuukansubiil uneHTudurarop — MAC-

aapec. yHkuuu kaHaiabHOro yposHs. Ha-

3HaueHne ARP-ta0muib.

5
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Hroro

7 AHanu3 MHKancyisinys 1aHHBIX B 3arOJIOBKU TPaHC- OIIK-4, IIK-3
nepe1aBaeMbIX MIOPTHOT'O, CETEBOT0 U KaHAJIBLHOT'O YPOBHEM.
JIAHHBIX. Y TUJIATA Br16op ceteBoro untepdeiica. AHanu3 Kaj-
Wireshark pa ARP-3ampoca. ITaker npotokona ICMP.

CermMeHT aHHBIX, CHOPMHUPOBAHHBIN TIPU

oOpallleHHuHu K CeTeBOMY pecypcey yandex.ru.

Amnanu3 naketoB nporokona ICMP. Ananus

cerMeHTa aaHHbIX npotokona TCP. [Tonb30-

BaTeJIbCKUE JJaHHbIE YPOBHSI IPUIIOKEHUH.

Hroro
8 JlomarHue ceTu u MeTo/bl TTOAKIIOYEHUS JOMAITHUX KOMITBIO- I1K-3
Wurepner. NAT TEPOB M HEOOJIBIIMXIIOACETEH K IMM00abHON

cetu MHTepHeT. [lomydyeHne ceTeBpIX Ha-

ctpoek 1o nporokory DHCP. Mapmipyrusa-

topsl kiacca SOHO. Texnonorust NAT.

Hroro 2
9 URL — Crpyktypa URL. fI3bIK runepTeKcTOBOM 2 I1K-3
YHUBEPCAJIbHbIN pasmerku HTML. IIponecc coznanus runep-
yKasareip pecypca CCBLJIKU Ha BeO-pecypc.

Hroro 2
10 DNS — cuctema Tepmunonorus cucreMbl DNS. Crpykrypa 2 I1K-3
JIOMEHHBIX UMEH URL. Anroput™m paboTsl mpoTtokona DNS

npu oOpaleHNH MOJIb30BaTeNs K pecypcey.

Hcnonp3oBanue nacTpyMenTta nslookup.

BBox xomanabl «tracerty.

Hroro
11 FTP — nmpotokon BzaumopneiicTBre KIMEHTa U cEpBEpa 110 I1K-3
nepenayn ¢aiios npotokoiny FTP. Anroputm paboTs! mpoTo-

kona. Vcronb3yemble KOMaH/1bl IPOTOKOIA

FTP.

Hroro
12 DnextpoHHas OnexrponHas nouta (E-mail). Ocobennoctu I1K-3
11o4Ta, ucnoiab30Banus nporokonoB POP3 u IMAP.
TeJIEKOH()EPEHIUH, Amnanus cinyxe0Hoi nHpopMauu deK-
HOBOCTHBIE JIEHTBI TPOHHOTO nucbMa. TenekoHpepeHunn

(Usenet). CeteBoii nporokorn NNTP. Ho-

BocTHbIE JIeHTHI (RSS). [Ipocras unpopma-

uoHHas cBogka RSS.

Hroro
13 RFC — texunueckue | ApxutekrypHsblii coBeT IAB. Ha3znauenue I1K-3
crienuduKauy u noxkyMeHTtoB RFC. [lonynspHble TOKYMEHTbI
CTaHJapThI RFC.

Hroro 2
Hroro 3a cemectp 26

5.3. Pa3nenbl AUCHUILUIMHBI U MEKIMCIUIITIMHAPHBIE CBSI3H ¢ 00ecneYnBaOIMMHM (TPeIblyIIHMH)

U o0ecneynBaeMbIMH (IOCJIeAYOMIUMHU) JUCHUATIIMHAMHA

Paznenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAIOIIMMU (MIPEABIAYIIMMU) U
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obecreunBaeMbIMH (ITOCIETYIOMUMHI ) TUCIUTUTHHAMH MTPEICTaBICHBI B Tabmie 5.3.
Tabmua 5.3 — Pa3aenbl AMCHMIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

Ne paznenoB qaHHOW TUCHIUIUIAHEIL, 1711 KOTOPBIX HEOOXOIUMO U3yUYCHUE

HanmenoBanue 00eCTICUMBAIONINX U 00ECIICUNBACMBIX JUCIUTUINH
TUCTIATLTAH
1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13
[MpenmecTByrONUE TUCITATUTHHBI
1 3ammra uapopma- n .
8207
2 Undopmaruka +
3 OnepalOHHbBIE CH- n n
CTEMBI

5.4. CooTBeTCcTBHE KOMIIETEeHUM I, opMHUPyeMbIX IPH M3YyYEeHUH TUCHUILIUHBI, 1 BU0B 3aHATHI
CootBercTBHE KOMIETEHLUH, (HOPMUPYEMBIX MPHU H3YyYECHUM AMCLUUIUIMHBI, W BHUJIOB 3aHATUN
npezcTaBiIeHo B Tabmuie 5.4.
Tabmuma 5.4 — CoOTBETCTBHUE KOMITETCHIINHA, ()OPMUPYEMBIX MTPU W3YYCHUU NUCHIUILIAHBI, U BUIAOB 3aHS -

TUN

Komneren

Bunnl zansatuit

A CPII

Jlab. pab. KCP

Cawm. pa6.

DOpMBI KOHTPOJIA

OIIK-4 +

+ +

Konrtponwsnas pabota, Jk3a-
MeH, [TpoBepka KOHTPOIIb-
HBIX pabot, OTuer no jabo-
paropHoit pabote, TecT

I1K-3 +

KonrtponrsHas pabora, Jk3a-
MeH, [TpoBepka KOHTPOIIb-
HBIX pabot, OTuer no jabdo-
paropHoii pabote, TecT

6. UHTepakTHBHBbIE MeTO/ALI U (POPMBI OPraHU3ALUH 00yYeHH S
He npenycmorpeno PVYII.

HaumenoBanue nabopaTopHbIx paboT npuBeaeHo B Tabmuie 7.1.

7. JJaGopaTtopHbie padoThI

Tabmuma 7.1 — HaumenoBanue 1abopaTopHbIX paboT

Tpynoemkocts, | @opMupyemblie
HasBanus paznenos HaumeHnoBanue 1a60paTopHBIX padoT 24 ’ PMHDPY
q KOMIIETEHIIH
9 cemecTtp
8 Homammnue cetu | JlaGoparopHast paboTa «AHaINU3 CETEBOTO 4 I1K-3
Hurepuet. NAT Tpaduxay.
Hroro
10 DNS — cucrema JlaGopatopHas pabota "KomanaHas cTpoxa. [1K-3
TOMEHHBIX UMEH I'mo6anbHas cets UnTepHeT. [lorckoBbie cu-
cTeMBbI"
Hroro
12 DnexTpoHHas JlaGopatopHas paboTa «DNeKTpOHHAS MOYTa I1K-3
1oyTa, Y HOBOCTHBIE JICHTBD».
TeJIEKOH()EPEHITUH, Vroro 4
HOBOCTHBIE JICHTBI
Hroro 3a cemectp 12
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8. Konrposab camocTosATe/IbHOMH PadoThI
Bubl KOHTPOJIST CaMOCTOSATENHHOM PaOOTHI MpUBENCHBI B TabuIe 8.1.
Ta6muia 8.1 — Bubl KOHTPOJISI CaMOCTOSITENBHOM padoThI

. TpynoeMkocTs dopmMmupyemsle
Ne Bun koHTpoIst caMoCTOsTENbHOM paboThl pyA PMHDPY
(gac.) KOMIICTCHITH
9 cemectp
1 | KoHTponbHas paboTa ¢ aBTOMaTH3UPOBAHHOM MTPO- 2 OIIK-4, ITIK-3
BEpPKOHI
Hroro 2

9. CamocrosiTesqibHasi padoTa
Bunel camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIMH IPEICTaBICHbI B

Tabimie 9.1.
Tabmuma 9.1 — Buibl caMOCTOSATEIBHON pa0OThI, TPYIOEMKOCTh M (JOPMHUPYEMBIE KOMIICTCHIIUN
Bunasl camocrositensHol | TpynoemkocTs, | DopMupyembie
HasBanus pasnenos g PyA ’ PMHDPY @OpMBI KOHTPOJIS
paboThI q KOMIETEHITUN
9 cemecTp

1 CamocrosiTenbHOE U3yye- 10 [1K-3 KonTponbsnas pado-
WNudopmarimonnsie | HuE TeM (BOMPOCOB) TEO- ta, Tect, Dx3ameH
TEXHOJIOTUH. pETHUYECKOM YacTH Kypca
OcHoBHbIe NOHATHS [ToaroroBka Kk KOHTPOJIb- 5

HBIM paboTam

Uroro 15
2 Opranusanus CamocTosiTeIbHOE U3yYe- 10 [1K-3 KontponpHhas pabo-
CETH U ceTeBast HUE TeM (BOTPOCOB) TE€O- Ta, Tect, Dk3ameH
mozens OS] pPETHUYECKOM YacTu Kypca

[ToaroroBka Kk KOHTPOJIb- 5

HBIM paboTam

Uroro 15
3 CereBast Mogenb | CaMOCTOATENBHOE U3YyUe- 10 I1K-3 KonTponbhas pabo-
OSI. Uukarncymnsnus | Hue TeM (BOPOCOB) TE€O- Ta, Tect, Dk3aMeH
Y TIepe/iaya IaHHbIX | PETUYECKOW YacTH Kypca

[ToaroroBka K KOHTPOJIb- 5

HBIM paboTam

Hroro 15
4 TpaHcnOpTHBIN CamocTosTeNIbHOE U3yYe- 10 I1K-3 KontponpHas pabo-
yYpOBEHb MOJIENN HUE TeM (BOMPOCOB) TEO- ta, Tect, Dx3ameH
OSI. TCP u UDP pETUYECKOM 4acTu Kypca

[ToaroroBka Kk KOHTPOJIb- 5

HBIM paboTam

Hroro 15
5 CereBoil ypoBeHb | CaMOCTOSTENIBHOE U3YyYe- 10 I1K-3 KonTpoasnas pado-
monenu OSI. HUE TeM (BOTPOCOB) TE€O- Ta, TecT, Dk3ameH
IIpotoxon IP, IP- pPETUYECKOM YacTH Kypca
aApecaini [ToaroroBka Kk KOHTPOJIb- 5

HBIM paboTam
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Hroro 15
6 KananbHblii CamocrosiTenbHOe U3yye- 10 [1K-3 KonTponbnas pado-
ypOBEHb MOJIENN HUE TeM (BOMPOCOB) TEO- ta, Tect, Dx3ameH
OSI pPETHUYECKOM YyacTH Kypca
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 15
7 Ananus CamocTosTenpsHOE U3yde- 10 OIIK-4, I1K-3 |KonTpomnbHas pabo-
nepe1aBacMbIX HUE TeM (BONPOCOB) TEO- Ta, Tect, Dx3ameH
JMaHHBIX. YTHWINTA | PETHUYECKOM YacTH Kypca
Wireshark [ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 15
8 Jomamnue cetu u | CaMOCTOSITENIbHOE U3YyYe- 15 [1K-3 KontponwsHnas pabo-
WNurepuer. NAT HUE TeM (BOIPOCOB) TEO- ta, OTuer no nabdo-
PETUYECKOM YacTu Kypca patopHoii paboTe,
Tect, Ox3amen
OdopmiteHre 0TYETOB TIO 10 ’
nabopaTtopHbIM paboTam
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Uroro 30
9 URL - CamocTosTenbHOE n3yde- 10 I1K-3 KonTpomnsnas pado-
YHUBEPCAJIbHBII HUE TeM (BOPOCOB) TEO- Ta, Tect, Dx3ameH
yKazaTellb pecypca | peTHUeCKOH 4acTH Kypca
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Uroro 15
10 DNS — cucrema | CamocTosiTebHOE U3yUe- 15 [1K-3, OIIK-4 | KonTponbHas pabo-
JIOMEHHBIX UMEH HUE TeM (BOMPOCOB) TEO- ta, OTuer no nabo-
PETUYECKOI YacTu Kypca patopHoii paboTe,
Tect, Dx3ameH
OdopmieHne 0T4ETOB 110 12 ect, Jk3ame
na0opaTopHBIM paboTam
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Uroro 32
11 FTP — mporokon | CamocCTOATENBHOE H3yUe- 10 I1K-3 KontponpsHnas pabo-
nepenaun ¢aiioB | HUE TeM (BOMPOCOB) TEO- Ta, Tect, Dk3ameH
pPETUYECKON YacTH Kypca
IToaroroBka K KOHTPOJIIb- 5
HBIM paboTam
Uroro 15
12 DnexTpoHHas CamocTosTenbHOe U3yde- 10 I1K-3 KonTpoasHas pado-
roura, HUE TeM (BOMPOCOB) TE€O- ta, OT4eT no j1abo-
TeNeKOH(pEPEHIIUH, | PETHYECKOM YacTH Kypca paTopHoii pabore,
Tect, Jx3ameH
HOBOCTHBIC JICHTBL | (hOPMIIEHHE OTIETOR 110 12 ecT, DK3aMe
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JabopaTOPHBIM paboTam
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 27
13 RFC — CamocrosiTenbHOE U3yye- 10 [1K-3 KontponwsHnas pabo-
TEXHUYECKHE HUE TeM (BONPOCOB) TEO- ta, Tect, Dx3ameH
crnenu(puKaul 1 | PETUYECKON 4acTu Kypca
TaHIAPTHI
CTaHxap [ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 15
BrinosHeHne KOHTPOIIb- 2 OIIK-4, I1K-3 |KonTpomnbHas pado-
HOU paboTHI Ta
Hroro 3a cemectp 239
ITonroroBka u cnava sk- 9 DK3ameH
3aMeHa
Hroro 248

10. KonTpoanb camocTosTeJIbHOM padoThl (KYpCcoOBOii MPOEKT / KypcoBasi padoTa)
He mpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4al0IuXcs
PeiiTuHroBas cucrema He UCIIOIb3YETCA.

12. YueOHO-MeTOAUYecKOe U MHGOPMAIMOHHOE 00ecnieyeHue TUCIUIIINHBI

12.1. OcHoBHas JUTEpaTypa
1. KomntoxoB A. JI. UHpopManimoHHBIE TEXHOJIOTUH [ DNEKTPOHHBIN pecypc]: yueOHOoe mocodue /
A. JI. KontoxoB. — Tomck : ®J10, TYCVYP, 2016. locTyn u3 nuyHOTO KabWHEeTa CTyaeHTa. — Pexxum 10-
cryna: https://study.tusur.ru/study/library/ (mara o6pamenus: 18.09.2018).

12.2. lonosiHUTEIbHAS JIUTEPATYpPa

1. Bunokypos, B. M. Cetu cBsi3u U cUCTEMbl KOMMYTallUU [DIEKTPOHHBIN pecypc]: YuebHoe
nocobue. B 2-x paznenax/ B. M. Bunokypos — Pazaen 1. - Tomck: ToMckuii MeXBY30BCKHM LIEHTp 1 -
CTaHIMOHHOTO 0Opa3zoBanus, 2005. — 243 c. JlocTyn U3 TUUHOrO KabuHEeTa cTyAeHTa. — Pexxum nocryna:
https://study.tusur.ru/study/library/ (nata o6pamenus: 18.09.2018).

2. Bwunokypos, B. M. Ceru cBsi3u B CUCTEMBl KOMMYTalluu [DIEKTPOHHBIN pecypc]: yueOHoe
nocobue. B 2-x pa3genax / B. M. Bunokypos. — Paznen 2.- Tomck: ToMCKHI MEXKBY30BCKHI LIEHTP JIH -
cTaHIMOHHOTO 00Opa3zoBanus, 2005. — 137 c. JlocTyn u3 nuuHOro KabuHeTa cTyAeHTa. — Pexxum nocryna:
https://study.tusur.ru/study/library/ (nata o6pamenus: 18.09.2018).

12.3. YueOHO-MeTOAHYECKHE MOCO0OU

12.3.1. O0s3aTesibHbIE YU4eOHO-MeTOAHuYEeCKHe MOCO0Us

1. KontoxoB A. JI. MHdopMaiiioHHbIE TEXHOIOTUHU [ DNEKTPOHHBIN pecypc]: MeToauuecKue yka-
3aHMS 10 BBIMOJIHEHUIO JT1aboparopHbix padot / A. JI. Kontoxos. — Tomck : ®JI0, TYCVYP, 2016. Toctyn
U3 JIMYHOTO KaOuHeTa cTyneHTa. — Peskum moctyma: https://study.tusur.ru/study/library/ (mara obpamie-
Hus: 18.09.2018).

2. KonroxoB A. JI. UnpopmanmoHHbsle TEXHONOTUH : 3eKTpoHHBIH Kype / A. JI. KoHioxoB. —
Tomck : /IO, TYCVYP, 2016. Jloctyn u3 TMYHOTO KaOWHETA CTYJCHTA.

3. AoaneeB, D. P. [IpoekTtupoBaHMe M TEXHHYECKOE COIPOBOXKIECHUE KOMIIBIOTEPHBIX CeTel
[D5eKTpOHHBIN pecypc|: METOIUYECKHE yYKa3aHMsl 10 OpraHU3aIMH CaMOCTOSITEIIbHONW pabOThI JUIsl CTY-
JICHTOB 3a049HOM (popMbl 00yueHus HanpasieHus noarotoBku 09.03.01 Mudpopmarika 1 BEIYUCIUTEIbHAS
TEXHUKa, 00yJaronuxcs ¢ MPUMEHEHHEM TUCTAaHIIMOHHBIX 00pa30oBaTeNIbHBIX TexHoJorui. / D. P. Aba-
HeeB, A. M. Kopukos. - Tomck : ®J10, TYCVYP, 2018. Jloctyn u3 nuuHOr0 KabuHeTa cTyaeHTa. — Pexxum
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nocryna: https://study.tusur.ru/study/library/ (nata oopamenus: 18.09.2018).

12.3.2. YueOHO-MeTOAMYECKHE TOCOOHS /ISl JIML C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUYECKUE MaTepHallbl sl CAMOCTOSTENILHON M ayAUTOPHOW pabOThl 00ydaroIuxcs
W3 YUCa JUIl C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3I0POBBSI M1 HHBAJIHJIOB MIPEIOCTABIIAIOTCS B (hopMax,
aJaNTHPOBAHHBIX K OTPAHUYCHUSM UX 3/I0POBbS U BOCIPUATHUS UHPOPMAIIHH.

JLJist I ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

JLJ1s1 JIMI ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JLJ1st I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

12.4. IIpoeccuonaibHbie 6a3bl JAHHBIX U HH(GOPMAILIMOHHBIE CTIPABOYHBbIE CHCTEMbI

1. http://www.netacad.com — Caiit nporpammsl CeteBbix akanemus Cisco
2. http:// www.cisco.com — Caiit komnanuu Cisco Systems

3. http://www.osp.ru — 3garenbcTBO « OTKPBITHIE CHCTEMBD)

4. http://www.cnews.ru — M3nanue o BBICOKMX TEXHOJIOTHUSIX

5. http://habrahabr.ru/ - CoobmectBo IT-npodeccuonanon

13. MaTtepuaibHO-TeXHMYECKOe 00ecneyeHue JUCHUILIMHBI U TpedyeMoe MPorpaMMHoOe
obecneuenue

13.1. O6mue TpedGoOBaHMA K MATEPHAJBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00eCIe4YeHHI0
AUCHUIIIIMHBI

13.1.1. MaTrepuajibHO-TEXHMYECKOE U MIPOrPaMMHOe olecriedeHne TUCUMILTHHBI

Kabuner st caMmocToATeIbHON pabOThI CTYCHTOB

ydeOHast ayuToOpus JIsl IPOBENCHUS 3aHATHI J1a00paTOPHOTO THIIA, TIOMEIIEHHUE JUTS TIPOBEIACHUS
TPYIIOBBIX U WHANBUAYAIbHBIX KOHCYIBTAIIHA, TOMEIIEHUE TSl IPOBEACHUS TEKYIIIETO KOHTPOJIS U MPO-
MEXYTOYHOMU aTTeCTallly, TOMEIICHNE I CAaMOCTOSTEIbHON padoThI

634034, Tomckas o6macts, T. Tomck, Bepmnnuna ynuua, a. 74, 207 ayn.

Onucanue uMeroIerocs 000py10BaHUs:

- Kommytatop MicroTeak;

- Komnbrorep PENTIUM D 945 (3 wit.);

- Komnbrorep GELERON D 331 (2 mT.);

- Kommutekt crienmanusupoBanHoi yaeOHOW Mebenu;

- PaGouee mecto nmpenogaBarens.

[IporpamMMHoOe obecrieueHue:

— Cisco Packet Tracer (¢ BO3MOXKHOCTBIO YAaJI€HHOTO AOCTYTIA)

— Google Chrome (¢ BO3MOXXHOCTBIO YAAJICHHOTO JOCTYIIA)

— Microsoft Windows (¢ BO3MOXHOCTBIO YIAJIEHHOTO JOCTYIIA)

— Notepad-++ (c BO3MOXKHOCTBIO YJAJICHHOTO JOCTYTIA)

— Putty (¢ BO3MOXXHOCTBIO YIaJI€HHOTO JOCTYIA)

13.1.2. MaTepuaibHO-TEXHMYECKOE U POrPaMMHOe odecriedeHue 15 J1a00paTopHbIX padoT
Kabuner st caMmocToaTenbHON pabOThI CTYCHTOB
yueOHas ayTUTOPHsI ISl TPOBEIACHMSI 3aHATUH JTa00pAaTOPHOTO THUIIA, IIOMEIICHUE TS IIPOBEICHUS
TPYMIOBBIX U WHANBUAYAIbHBIX KOHCYIBTAIIHA, TOMEIIEHUE TSl IPOBEACHUS TEKYIIIETO KOHTPOJIS U MPO-
MEXYTOYHOU aTTECTAllUU, TOMEIICHHE [T CAMOCTOSITEIbHON PabOThI
634034, Tomckas o6macts, T. Tomck, Bepmnnuna ynuua, a. 74, 207 ayn.
Onucanune UMeroIerocs 000py10BaHUs:
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- Kommyratop MicroTeak;

- Komnstorep PENTIUM D 945 (3 mit.);

- Komnerorep GELERON D 331 (2 mr.);

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe oOecrieueHue:

— Cisco Packet Tracer (¢ BO3MOXHOCTBIO YJaJICHHOTO JJOCTYTIA)
— Google Chrome (¢ BO3MOXXHOCTBIO YAAJIEHHOTO JOCTYIIA)

— LibreOffice (¢ BO3MOXHOCTBIO yIaJICHHOTO JTOCTYTIA)

— Microsoft Windows (¢ BO3MOXHOCTBIO YIQJIEHHOTO JOCTYIIA)
— Notepad-++ (c BO3SMOXXHOCTBIO YIAJIGHHOTO JIOCTYTIA)

— Putty (c BO3MOXHOCTBIO YIaJIEHHOTO JIOCTYIIA)

13.1.3. MarepuajibHO-TeXHHYECKOE U MPOrPaMMHoOe o0ecrneuyeHue 1Jisl CAMOCTOSITeIbHON padoThI
Jiiss caMoCTOsTENbHON pabOThl UCIIONB3YIOTCS y4eOHBIE ayAUTOPHH (KOMITBIOTEPHBIE KIIACCHI),
PacIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6nacTs, r. Tomck, Jlennna npocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast 06nacThb, r. Tomck, Bepmmnuna ynuua, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ynmuna, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUSA:

- yueOHast mebenb;

- komnsroTepsl kinacca He Hke [IDBM INTEL Celeron D336 2.8 T . - 5 miT.;

- KOMIBIOTEPHI MOJIKIIOUYCHBI K ceTh «/HTepHeT» U 00eCleYnBarOT JOCTYI B AJIEKTPOHHYIO HH-
(hopMaMOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 00ECIICUCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHO-TeXHHYecKoe o0ecniedeHre TUCHMIIIMHBI VIS I ¢ OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(POPMALIUU B TOCTYIHBIX (POpMax, MOOMIIBHOM CUCTEMBI MTPETOaBaHus Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTEMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOyyarornyecsi ¢ HapylIEeHHEM ClIyXa, 00OpYy/lI0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLUIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P IOMOIIH BUACOYBEINIUTENIEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYarOUMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTEPHATUBHBIE YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/epe-
Jau yuyeOHOM MHpOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOM CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBa-
JIUTHOCTBIO.
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14. Ouenoqnme MaTepuaJdbl H METOAUYECCKHUEC PCKOMECHAAIUHA 110 OPraHu3aliuu U3y4cHus
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
Jnis onleHKH cTenieHr C(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUUIUIMHON
KOMIICTCHITUI MCTIOJIB3YIOTCS OLIEHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBBI€ 3a7aHUA
Bomnpoc 1.
Kakue cereBble ycTpOHCTBA COOTBETCTBYIOT CETEBOMY YpOBHIO Mozeiau OSI?
a) KommyraTopst
b) MapmipyTu3zaTopsl
a) TeneBU3HOHHBIE TPUCTABKU
b) MexceTeBble SKpaHbl

Bompoc 2.

Mapupytu3zanus — 3T0 ONpPEeIICHUE:

a) HAWJTy4IIMX MapIIpyTOB JIOCTABKH ME€pelaBacMbIX JaHHBIX B [NIOOAIBHON CeTH

b) caMbIX J€IIeBbIX TOCTABIIMKOB YCIYT CBSA3U C TIOMOILBIO KOHKYpCa

C) HAaWJTyYIIMX MapIIPyTOB JOCTABKH IE€pelaBacMbIX JaHHBIX B JJOKAJIbHOH CETH

d) Hamnny4iero npoiecca B ONEpallMOHHON CUCTEME ISl BHIITOJIHEHUS Mepeaayu JaHHBIX

Bomnpoc 3.

Kaxkoii ypoBenb mozenin OSI oTBevaeT 3a MapiIpyTH3aluio MAKETOB B CETAX MepeIaun JaHHbIX?
a) [Ipuknannoit

b) CeaHcoBblii

¢) KananpHubrit

d) CereBoit

Bompoc 4.

[Tonb3oBarens nemaert 3anpoc B monckoBoit cucteme duckduckgo.com (mouckoBast cuctema, He CO-
Ouparomias JaHHBIX O 3allPOCax MOJIb30BATENS ISl TOKa3a €My BIIOCJIEICTBUU TEMAaTHUYECKOH pEKIambl).
Kakoit Homep mopta Oyznet ykaszad B noje «[lopT momyuaTens» cermMeHTa nepeiaBaeMbIX TaHHBIX, OTIPAB-
nennbix cepBepy duckduckgo.com?

a) 53

b) 5060

c) 80

d) 3389

Bomnpoc 5.11onb30Barens ¢ HOMOLIbIO HHTEPHET-0pay3epa MpocMaTpuBaeT HECKOJIBKO CTaTel cere-
BOTO pecypca «Bukunenus» Ha pa3HbIX BeO-CTpaHUIIAX.

a) KomOuHanms Kakux JaHHBIX CITy»KEOHBIX 3aroJOBKOB OIpEJEIIsieT, Ha KaKoil 3arpoc Mojib30Ba-
TCJIA OTIIPABUTDL 3allpallMBAaCMbIC JJAHHBIC, 1 HA KaKHUX B€6-CTpaHI/IIIaX nux 0T06pa)KaTL

b) YuukansHOCTB [P-aipecoB oTmpaBuTens u noiyydaTesns

¢) HononxutensHoe moje B 3arojoBke [P-makera, conepskaliee YHUKaIbHBIM HIEHTU(DUKALIMOH-
HBII HOMEP

d) Coxer — ynukanbHass komOuHaus [P-agpecoB ydacTHHKOB 0OMEHa JaHHBIMH, U OPTOB, UHU -
LUAIU3UPYIOIINX CETEBBIE IPUIIOKEHUS

Bompoc 6.

[udpoBanne kakux naposiell BBIMOIHIETCS ¢ TOMOIIbIO KOMaH bl enable secret?
a) BCE HACTPOEHHBIE MapOJIU

b) maposib MPUBHIETUPOBAHHOTO PEXKUMA

C) apoJib KOHCOJIBHOM CTPOKU

d) maposs ctpoku VTY
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Bomnpoc 7.

Kakue nBa yTBep)KICHHUS O MOJIB30BATEIECKOM PEXHUME SBISIOTCS BepHbIMU? (BriOepure nBa Ba-
pHaHTa OTBETA.)

a) JlocTynHBI BCe KOMaHbl MapLIIPyTH3aTOPA.

b) ocTyn K pexxuMy riodanbHONU KOH(PUTypallii MOYKHO TIOIYYUTh C TOMOIIBIO0 KOMaH 6! enable.

¢) DTO pEXUM IO YMOTYAHHIO TIPH IIEPBOM 3aITyCKe HEHACTPOSHHOTO MapIIpyTH3aTopa.

d) B aToM pexume MOKHO HacTpauBaTh HHTEP(EHCH U TPOTOKOIBI MAPIIPYTU3ALIUH.

e) s mpocMoTpa B 3TOM peXHMe JOCTYIHBI TOJIBKO HEKOTOPBIE acIeKThl KOHPHUTYPaIi MapI -

pyTuzaropa.

Bompoc 8.

Kakass koMaHIa HE TO3BOJIMT MPOCMOTPETh BCe He3amm(poBaHHBIE MApPOIH, COACPIKAIIUECS B
KOH(UTYpalMOHHOM (aiisie B BUJIe OOBIYHOTO TEKCTa?

a) (config)# enable password secret

b) (config)# enable secret Secret Password

¢) (config-line)# password secret

d) (config)# service password-encryption

e) (config)# enable secret Encrypted Password

Bomnpoc 9.

YTo MCHONb3yeT CeTeBOM aJIMUHHCTPATOp Ul M3MEHEHHS KOH(UTYpaluu Ha MapUIpyTH3aTope
Cisco?

a) MaHesb YIpaBJICHUs

b) IOS

C) KOMaHHY10 cTpoky Windows

d) mpoBomauk Windows

e) cepsep DHCP

Bompoc 10.

AJIMUHHCTpATOp TOJIbKO uTO M3MeHmW [P-anpec unTepdeiica Ha yCTPOUCTBE C ONEPAIITMOHHON CH -
cremotii I0S. Uro eme He0OX0aMMO CAeNaTh, YTOOBI M3MEHEHHS BCTYIIIIIA B CHITY Ha 9TOM yCTpOicTBe?

a) CkonupoBark TEKYIIYIO KOUio ¢aiina koHpurypamuu B ¢haiia 3arpy304Hor KOHPUTYpaInH.

b) CxonmpoBarh cBeieHUs U3 (ailna 3arpy304HOil KOHUTYpAIMH B TEKYIIYIO KOMUIO (aiia KOH-
burypanuu.

c¢) Ilepe3arpy3uTh JaHHOE yCTPOMCTBO M BBECTH Y€S, KOIZla CUCTEMA MPEAJIOKUT COXPAHUTH KOH-
burypanuro.

d) Hukakux DONOJMHUTENBHBIX AeHCTBUI He TpeOyercs. M3MeHeHHs KOHQHUrypaluu Ha YCTpOii-
CTBE ¢ oneparuoHHoi cucteMoi [OS BCTymsT B crily cpa3y nociie KOppEKTHOTO BBOAA JaHHONW KOMAaH]IbI
Y Ha)KaTus KiaaBuIM Enter.

Bompoc 11

Kakoe ycTpoHCTBO BBIMIOJTHSIET POJIb IIT03a, MTO3BOJISISL Y3JIaM OTIIPABIISATh TPAPUK K YAAICHHBIM
[P-ceTsim?

a) cepsep DNS

b) cepsep DHCP

C) JIOKQJILHBIN MapIIpyTHU3aToOP

d) noKkanbHBI KOMMYTATOP

Bompoc 12

KakoBa 1ienp HacTpoHKH ajjpeca 1UI03a M0 YMOJYaHUIO B MapaMeTpax KOHQUrypaluuu KoMMyTa-
TOpa JJ1s1 IPOU3BOJICTBEHHOM ceTn?

a) Y3I1bl, MOJKIIIOYEHHbIE K KOMMYTaTOPy, MOTYT UCIIOJIB30BaTh apecC LUII03a 0 YMOIUYAHUIO KOM-
MyTaTopa JJisl IePEChUIKH IMaKEeTOB K YAaJCHHOMY MECTY Ha3HAUCHHSI.

b) Jlns coequHeHUsT KIMEHTOB 1O mpoTokoiny Telnet m SSH ¢ kommyTaropom 1uir03 mo ymosda-
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HUIO 3TOI'0 KOMMYTATOpa AOJIPKCH 6BITB JOCTYIICH.

¢) Ha HacTpoeHHBI anpec NUI03a MO YMOIYAHHIO OTIPABIISIOTCS MAKEThI, OTHPABISIEMbIX JaH-
HBIM KOMMYTAaTOPOM B YAAJICHHBIC CCTHU.

d) On mpenocTaBisieT apec CASAYIONMIETro MIT03a I BCero TpaduKa, IPOXOIAIIEro yepe3 TaKou
KOMMYTAaTOp.

Bompoc 13

Kakoit IPv4-anpec MokeT MCTOIB30BaTh Y3€I JJIA 3X0-3ampoca Ha uHTepderc oOpaTHON MEeTIn
(loopback)?

a) 126.0.0.1

b) 127.0.0.0

c) 126.0.0.0

d) 127.0.0.1

Bompoc 14

Kakue nBe u3 nmepedrciieHHbIX HIDKE (QYHKITUI PEIOCTaBISIOT CeTeBOM ypoBeHb? (BriOepure nBa
BapHaHTa OTBETA.)

a) MEPEeHOC JTaHHBIX MEXAY MpolleccamMy, UCTIOIHIEMbIMU Ha Y3JIaX-UCTOUYHUKAX U y3j1ax-ajapeca-
Tax

b) nprucBOCHNE OKOHEUHBIM YCTPONCTBAM YHHKAIBLHOTO CETEBOTO HICHTH(HKATOpa

C) pa3MellIeHHEe TaHHbIX B CETEBOM cpelie

d) HanpaBneHNe MaKEeTOB IaHHBIX K y3JIaM-aJipecaraM, paclojOKEHHBIM B IpeiesiaX Ipyrux ceTeu

€) oOecreueHre BBIJCIEHHBIX CKBO3HBIX MOIKIIOYCHUH

Bompoc 15

['ne mporpamma 3arpy3ku Mapuipytusaropa umet oopasz I0S mo ymomgaHuio BO BpeMs mporiecca
3arpy3ku?

a) durenm-namMsTh

b) NVRAM

c) O3y

d) I13y

Bompoc 16

Kakoe mone B 3aronoBke IPv6 npu nepenavye MaHHBIX W3 WHTEPAKTUBHBIX MPWIOKCHHUH (HATpH-
Mep, IPUIOKEHHUH JJIs1 TOTOKOBOTO BOCIIPOM3BEACHHS 3BYyKa U BHIE0) MOXKHO MCIOJIB30BaTh JIJIsl OTIPAB-
KU MapIIpyTH3aTopaM U KOMMYTaTOpaM COOOIIEHUS 0 HEOOXOIUMOCTH COXPaHEHMsI TOTO e ITyTH JIJIs ma-
KETOB B XOJI€ OJTHOTO U TOTO K€ ceaHca OOMeHa JaHHBIMU?

a) Cnemyromuii 3aroJIOBOK

b) MeTtka moToka

¢) Knacc tpaduka

d) AuddepenmpoBanHble yCayru

Bompoc 17

Kakas gactb agpeca ceTeBoro ypoBHs UCIONIB3YETCS MapIIPYTU3aTOPOM JIsl IEPECHUIKU MTaKETOB?
a) y3710Basl 4acTh

b) mmpoxoBemaTeIbHBINA aIpec

C) ceTeBas 4acTh

d) agpec nutro3a

Bomnpoc 18

Kak nMeHHO ceTeBOi ypOBEHb HCHOJIB3YeT 3HAYCHHWE MAaKCHUMAJIBbHOTO pa3Mepa OJIOKa JaHHBIX
(MTU)?

a) [ns onpenenenust 3Hayenuss MTU ceTeBoil ypoBeHb monaraercs Ha 0ojiee BHICOKOPAHTOBBIC
YPOBHH.
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b) UroOsl 3amath 3HaueHne MTU, ceTeBoll ypoBEeHb IOJIaraeTCsi HAa YPOBEHb KaHaJla JaHHBIX, a
TaKXe U3MEHSIET CKOPOCTh Nepefadn JaHHbIX AJI1 KOPPEKTHOM nepenadn OJOKOB IaHHBIX Ha KaHAJIbHOM
ypoBHe ceteBoit mogenu OSI.

¢) MTU nepenaércs ceTeBOMy YPOBHIO IMOCPEACTBOM KaHAIBHOTO YPOBHSI.

d) CereBoii ypoBenb urHopupyetr MTU i yBearueHHsI CKOPOCTH TOCTABKH.

Bompoc 19

Crniennanuct no oO0CIyKMBaHUIO CETeH NUAarHOCTUPYET CETEBOE MOJKIIOUEHUE MEXKAY KOMITbIOTE-
poM U ynaneHHbIM y3i1oM ¢ azapecoM 10.1.1.5. Kakas xomanja (mpu ee 3amycKe Ha KOMIIBIOTEPE IOA
yIpaBJICHUEM OlepannoHHoN cuctemMbl Windows) OyaeT oToOpakaTh IMyTh K yIaICHHOMY Y311y ?

a) trace 10.1.1.5

b) traceroute 10.1.1.5

d) tracert 10.1.1.5

¢) ping 10.1.1.5

Bomnpoc 20

Uro sBisieTCs OMHUM U3 CaMbIX 3((EKTUBHBIX WHCTPYMEHTOB OE30MAaCHOCTH, MPeIHA3HAYCHHBIX
JUJISL 3aIUTHI OJIb30BATENIEH OT BHEITHUX yTrpo3?

a) MEKCETEBBIE IKPaHbI

b) MapupyTu3arop ¢ paboTalIMMUMH CEpBUCaMU ayTeHTU(UKAITIN, aBTOPU3AINH U yIeTa

¢) patch-cepBepsl

d) metomap! mmdpoBaHMs MapoIeH

14.1.2. Dx3aMeHALIMOHHBIE TeCThI
[TpuBeneHsl MpUMEpHI TUTIOBBIX 33/IaHUN U3 OaHKA HK3aMEHAIIMOHHBIX TECTOB, COCTABJICHHBIX IO
MIPONICHHBIM pa3JieiaM JTUCITUTUIAHBI

Bomnpoc 1

Kakue noptel TpancnioptHoro yposHs Mozenu OSI cootBeTcTByIOT ceTeBoMy cepBucy HTTPS?
a) 80, 8080, 8008.

b) 443.

c) 161, 162.

d) 53, 54.

Bompoc 2

VYrunura Netstat cimyXuT aiist:

a) OYMCTKHU KdIIIa UHTEPHET-Opay3epa.

b) nostyueHusi CBEACHUN O COCTOSHUU CETEBBIX COCAMHEHUM, KOHKPETHO, 00 aKTUBHBIX COKETaX.
C) U3MEPEHUs MapaMeTPOB NPOXOKICHUS JAHHBIX OT OTIIPABUTENS K IOTy4aTeo.

d) hopmaTrpoBaHUs JKECTKOrO AMCKA KOMIIbIOTEPA.

Bomnpoc 3

Jlis TpaHcmopTa KakuX JaHHBIX OOBIYHO Hcmojb3yeTcst npotokon UDP TpancnopTHOro ypoBHs
monenu OSI?

a) L{udposas tenedoHust 1 TOTOKOBOE BHJIEO.

b) I[Ipotokon UDP He ucnionb3yercs st AOCTaBKH JTAHHBIX.

¢) HTTP (Web-npunoxenust), FTP, nepenaua snexkrponnoii mourst (SMTP, IMAP).

d) UDP ne saBnsieTcss pOTOKOJIOM TPAHCIIOPTHOTO YPOBHSI.

Bompoc 4

Ha xakom unTepdeiice koMmmyTaTopa aIMUHUCTPATOP IOJIKEH HACTpOuTh [P-ampec mis BO3MOXK-
HOCTH YIAIEHHOTO YIIPABICHHUS TUM KOMMYTaTOpOM?

a) FastEthernet0/1

b) VLAN 1

c)vty 0
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d) console 0

Bomnpoc 5

Kaxkoii mpoTokoi 0TBEYaeT 3a YIpaBlIeHHE pa3MEPOM CETMEHTOB M CKOPOCThIO 0OMEHa CerMeHTa-
MU MEXy BeO-KIMEHTOM U BeO-cepBepomM?

a) TCP

b) IP

c) HTTP

d) Ethernet

Bomnpoc 6

Heo0xoauMo HaCTpOUTh MapUIPYTU3ATOP TaKMM 00pa3oM, YTOOBI OH OCYIIECTBIISI MapuIpyTHU3a-
ruto B mipenenax oomactu 0 OSPF. Kakue komaHpI HEOOXOAUMO IS 3TOTO BHIMONMHUTE? (BeiOepuTe aBa
BapUaHTA.)

a) RouterA(config)# router ospf 0

b) RouterA(config)# router ospf 1

¢) RouterA(config-router)# network 192.168.2.0 0.0.0.255 0

d) RouterA(config-router)# network 192.168.2.0 0.0.0.255 area 0

e) RouterA(config-router)# network 192.168.2.0 255.255.255.0 0

Bomnpoc 7

Kaxkoe yTBepxxkaenue o mapumpyruszanuu [Pv6 sBisieTcs npaBuibHbIM?

a) Mapmpytu3zarus [Pv6 BkiroueHa Ha mapupyTtuzaropax Cisco 1Mo yMOITYaHHIO.

b) IPv6 nognepkuBaet Tosbko mpoTokonbl Mapmpytuzanuu OSPF u EIGRP.

¢) Mapuipytsl [IPv6 oToOpaskatoTcs B TOM ke Tabiauiie MapIIpyTH3aluy, 4TO U MappyTsl [Pv4.

d) IPv6 ucnionb3yeT JIOKaabHbIN KaHATBHBIN aipec coce/iel B KaUueCTBE aapeca CIeayIoero nepe-
X07a Ui JUHAMUUYECKUX MapUIpyTOB.

Bompoc 8

Korma kommytarop Cisco momydaeT kaapbl 0e3 METOK Ha MaructpaibHbiii mopT 802.1Q, kakoi
unentudukarop VLAN ucnonb3yeTcs Mo yMOITYaHHIO U1 KOMMYTaluu Tpaduka?

a) Heucnone3yemsrit upeatudukarop VLAN.

b) Unentudukarop codbcrBennoit cetn VLAN (native VLAN).

¢) Uneratudukarop cetn VLAN nepenaun nansbix (data VLAN).

d) Unentuduxarop cetu VLAN ynpasnenus (management VLAN).

Bomnpoc 9

JlBa coTpymHHKa OTAena MpoAax paboTaloT C MOPTATUBHBIMH KOMITBIOTEPAMHU TIOCMEHHO M HC-
noJb3yioT B oduce onun Ethernet-mopt. Kakoit Habop KomMaH MO3BOIUT MCIIONB30BaTh AaHHbIN Ethernet-
MOPT TOJILKO 3TUM JIBYM KOMITBIOTEpAM M CO3/1aTh 3alllCh B )KypHaJle HAPYIICHHWHA 3aIIUTHI 0€3 OTKITFoUE -
HUS TIOpTa B CIIy4yae aTaku?

a)

switchport mode access

switchport port-security

b)

switchport mode access

switchport port-security

switchport port-security maximum 2

switchport port-security mac-address sticky

switchport port-security violation restrict

¢)

switchport mode access

switchport port-security maximum 2

switchport port-security mac-address sticky
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d)

switchport mode access

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation protect

Bompoc 10

Kakoii MeTronm koMMyTanuu OTOpachiBaeT Kajphl, He mpomeamme npoBepky FCS (koHTposbHas
cyMMa Kazpa)?

a) KommyTrarnus 6e3 rpaHwuil.

b) Kommyrarus 6e3 Oydepuzanum.

¢) bydepuzamus BxogHoro mnopra.

d) Kommyranus ¢ 6ydepusanueii makeros.

Bompoc 11

Ha xakux aByx mHTepdeicax Wi MopTax MOXKHO YCHJIUTh MEpbl O€30MaCHOCTH, BBHIIIOJHUB Ha-
CTpOHKYy cucTeMHOTo TaiiMayTa? (BriOepuTe 1Ba BapraHTa OTBETA. )

a) uarepdeiicel Fast Ethernet

b) mopTeI KOHCONMH

C) moceaoBareabHble HHTEP(EHChI

d) moptsI vty

e) lopback-untepdeiico

Bomnpoc 12

AJIMUHUCTPATOpP XOYET BBHIMOJHUTH PE3EPBHOE KOMMPOBAHME KOH(PHUTypalMOHHOTO (aiima mMapii-
pytuszatopa Ha USB-HakonuTenb, MOAKIIOYEHHBINA K TaHHOMY MapiipyTu3aropy. Kakyro komany HeoOxo-
MO UCTIOJIb30BaTh CETEBOMY aJMUHUCTPATOPY, YTOOBI YOSAUTHCS, UTO JaHHBIM MapLIpyTU3aTOP YCIE-
HO pacno3Hai 3ToT USB-Hakonurtens?

a) pwd

b) cd USB

¢) dir flashO:

d) show file systems

Bomnpoc 13

Kak cnenyer nepexBatuTh MOTOK Tpaduka, YTOObI HAMITYUYIIUM 00pa3oM MOHATH MOJIENb Tpaduka
B ceTn?

a) B IEPUO/Ibl HU3KOTO YPOBHS 3arpy>KEHHOCTH

b) B meproapl MaKCUMAJILHON 3arpyKEHHOCTH

C) TOJBKO KOT/Ia OH MPOXOIUT OCHOBHOW CETMEHT CETH

d) xorma Tpaduk GOpMHUPYIOT TTOJIb30BATETH

Bomnpoc 14

Kakoii crioco6 cuutaetcst HanOomnee 3((HEKTUBHBIM Ui MUHUMU3AIHUKA TIOCIEACTBHIA aTaKu BU-
pyca-uepBs’?

a) CMEHa CUCTEMHBIX napoJjei kaxasle 30 quei

b) obGecrneyeHre BCEX CUCTEM OMMCAHUSIMHU CaMBIX MTOCJIEHUX BUPYCOB

C) HaCTpPOWKA B CETU CEPBHCA ayTEHTU(PUKAIINHI, ABTOPU3ALIUU U YIeTa

d) 3arpy3ka 0OHOBJICHHI CUCTEMBI O€30MACHOCTH C BeO-caiiTa MOCTaBIIMKA ONEPAIIMOHHON CUCTE-
MBI U UCTIPABIICHUE BCEX YSA3BUMBIX CHCTEM

Bompoc 15

OnuH u3 BeO-caiTOB HE OTBEUAET HA 3aMpOChl Ha KoMIbloTepe noj ynpasiennem Windows 7. Ka-
KYI0 KOMaH/y MOXKET UCIIOJIb30BaTh TEXHUYECKUI CHEIMAIIKCT, YTOOBI OTOOpa3uTh KaKUe-JINOO KAIUPO-
BaHHbIe 3arucu DNS miis 3Toit BeO-cTpaHuIib?
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a) ipconfig /all

b) arp -a

¢) ipconfig /displaydns
d) nslookup

Bomnpoc 16

Kakoit a¢ppext umeer mapamerp established B pacimpennom ACL-cnincke?

a) 3ampeniaeT MoCTYIUICHUE BCErO BXOAIIETO TpadHKa B CETh.

b) Pazpemaer noctyruieHue BHEIIHEToO TpaduKa B CETh, TOJIBKO €CIIM OH SIBJSIETCS YacThbIO CYIIIE-
CTBYIOILLIETO COCMHEHUS C BHYTPEHHUM Y3JIOM.

c¢) Paspemaer BHEIIHUM UCTOYHMKAM OTIpaBKy 1o [P-azpecaM MCTOYHUKOB B CETH HEXeENATElb-
HBIX 3aIIPOCOB HA NPEIOCTABICHNAE JAHHBIX.

d) Pa3zpemaer nepenady tpaduka u3 pa3pemEHHOro agpeca UCTOYHUKA JTI000MY ajpecy Ha3Haye-
HUS 32 IPEJCIIaMU CETH.

Bomnpoc 17

KakoBo Ha3HaueHHe HESBHBIX 3aMMcell KOHEYHOM KOMaHIbl permit icmp any any nd-na u permit
icmp any any nd-ns npu co3nanuu ACL-crrcka [Pv6?

a) Pazpemuts npeobpazosanue [Pv6 8 MAC-anpec.

b) PazpemmTh nepechlIKy makeToB MHOTOQIPECHON pacCchuiku [pvo.

¢) Pa3zpemuTh aBTOMaTH4YECKyYIO0 HAaCTPOMKY azapeca.

d) Pazpemmts nepecpuiky nakero ICMPv6.

Bomnpoc 18

Kakasg xomaHza 1MO3BOJISIET CETEBOMY aJMUHUCTpATOpy NpoBepuTh [P-aapec, Ha3HAYEHHBIN KOH-
kpetHoMy MAC-anpecy?

a) Router# show ip dhcp binding

b) Router# show ip dhcp pool

c¢) Router# show ip dhcp server statistics

d) Router# show running-config I section_dhcp

Bomnpoc 19

Kaxkoit BHyTpeHHuii nokanbHbIi [P-agpec Oynet ucnonb3oBatbest pu Hactpoiike NAT st mapi-
pytuzaropa Cisco?

a) [P-agpec BHyTpeHHEro0 y311a, KaK OH IIPEJICTaBIISIETCS BO BHEIIHEN CETH

b) IP-ampec BHemHero y3i1a, Kak OH IPEJICTABISETCS BO BHYTPEHHEH CEeTH

c¢) IP-agpec BHyTpeHHEro0 y351a, KaK OH IIPEJICTaBIISIETCS] BO BHYTPEHHEN CETH

d) Hactpoennsrii [P-anpec, Ha3HaYCHHBIN Y371y BO BHEIIIHEH CETH

Bomnpoc 20

CeTeBoil agMUHUCTPATOP HACTPAMBAET MOTPAHUYHBIA MapUIPYTU3aTOP C MOMOIIBIO KOMAaHbI
R1(config)# ip nat inside source list 4 pool corp. Kakoit ACL-ciucok HE0OXOIUMO HACTPOUTDH JIJISl BBI-
MIOJIHEHUSI 3TON KOMaHIb1?

a) Crucok 1ocTymna ¢ KMEHEM COTp, ONPECIISIFOITNI HadaabHbIE M KOHEUHBIC myonudHbIe [P-anpe-
ca.

b) Criicok q0CTyIa ¢ UMEHEM COrp, ONPEIEISIONINN YaCTHBIC aapeca, Ha Kotopbie BimsieT NAT.

¢) Criucok octymna ¢ HomMepoM 4, onpeesSionii HadaabHble B KOHeuHble myonuunble [P-agpeca.

d) Cniucok goctymna ¢ HoMepoMm 4, onpeeISIFOITNI YacTHRIE ajpeca, Ha KoTophie BiuseT NAT.

14.1.3. TeMmbl KOHTPOJILHBIX PadoT
[TpoekTrpoBaHKEe U TEXHUUECKOE COIIPOBOXKIEHUE KOMIIBIOTEPHBIX CETEM
Bomnpoc 1
Coker — a710:
a) KomOuHanus nopToB MpUII0KEHHH, y4aCTBYIOILIUX B OOMEHE JaHHBIMHU.
b) CtannapTHBIN KOMIUIEKT 00OPYIOBaHMs, HCIIOIB3YEMOTrO I0JIb30BaTeIeM JUIsl pabOThl B CETH
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WNHurepuer
¢) YHukanpHas KoMOWHaIus mopToB u [P-agpecoB oTnpaButens u mosydaress
d) Yaukansaas komOunanus [P-anpeca u MAC-anpeca

Bompoc 2

Kakoe makcmmanbHOE 3HaUYCHHE MOXKET MMETh IMOPT B CIIY)KEOHOM 3arojloBKE TPaHCIIOPTHOTO
YpOBHs Mojienu?

a) 65535.

b) 4096.

c) 256.

d) 32768.

Bompoc 3

Tpancnopthblil ypoBeHb Monenu OSI:

a) onpeaeIsaeT JOrMCTUYECKYIO CBSA3b MEXAY KOMIIBIOTEPAMHU OTIIPABUTEIIS U NIOTy4YaTeIs.

b) sBNIsieTCS yCTapeBIIMM, HA CETOTHSIIHUN J€Hb HE UCIIONB3YETCA MPH Nepeiade JaHHbIX.

C) CIIYKHUT JJI BBIYUCIICHUSA CTOUMOCTH YCJIIYT CBSA3H.

d) oTBevaer 3a UACHTUPHUKAIMIO MPUIOKEHUN OTHPABUTENS U MOTydaTens, ¢ MOMOLIbI0 HOMEPOB
IMOPTOB B CHy)K€6HI>IX 3arojJOBKax.

Bompoc 4

HazoBute 1Be XapakTEpUCTHKN MacIITaOMpyeMoi ceTH (BBIOEpUTE 1Ba BApUAHTA).
a) ObICTpas meperpy3ka npu yBeanueHUH Tpaduka

b) HapamnmBaHue pasMepa 6e3 ymepoa 11l UMEIOIIHNXCS T0JIb30BaTeei

C) HE TaK HAJIC’KHA, KaK HEOOIbIIas CETh

d) 1ns Hee MOAXOMAT MOMYJIBHBIC YCTPOUCTBA, JOMYCKAIOIINE PACIITHPEHHE

€) mpeanaraeT OrpaHMYeHHOE YUCIIO MPUIIOKESHUH

Bomnpoc 5

CoTpyaHHK XO4YeT MOJYYUTh YAAJICHHBIA JOCTYH K CETH OpraHU3aliy, 00ecreurB Npy 3TOM Mak-
cUMalibHyI0 Oe3omacHocTh. Kakasi ceTeBas TEXHOJOTHS MO3BOJIUT COTPYIAHUKY MOIYYHUTh O€30MacCHBIH
YIQJICHHBIN TOCTYI K KOPIIOPATUBHOM CeTH?

a) ACL

b) IPS

c) VPN

d) BYOD

Bomnpoc 6

Kakue Tpu ycTpolicTBa cUMTarOTCS OKOHEUHBIMU YCTpoiicTBamu B cetu? (Bribepure Tpu BapuaH-
Ta.)

a) MapuIpyTU3aTop

b) koMMmyTaTOp

¢) renedon VoIlP

d) kamepa BuI€OHAOTIOIEHHUS

€) TOuKa J0CTyIa

f) oxoneuHoe yctpoiicTBo cuctemsl TelePresence

Bomnpoc 7

Komnemx cTpouT HOBOE OOLICKUTHE HA TEPPUTOPHM Kamilyca. Paboune KomarT 3eMIyro, 4TOOBI
MIPOJIOKUTH HOBBIN BOJOIIPOBOJI /IJIsi 00IIEeKUTHA. PaOOTHHK ciTydallHO TOBPEK1aeT ONTOBOJIOKOHHBIN Ka-
0enb, COCMHSAIONINH 1Ba AEHCTBYIOMIMX OOIIEKUTHS C LIEHTPOM 00pabOTKM JaHHBIX Kammyca. HecMotps
Ha TO 4TO Kabeyib OBUI mepepes3aH, CTYACHTHI HE MUMENH JIOCTyIa K CeTeBBIM CEepBHCAM JIMIIb OYEHb KO-
POTKHUil OTPHIBOK BpeMeHHU. O KaKoi XapaKTEPUCTHKHU CETH 3/1€Ch UJIET pedb?

a) kauecTBO oOcyxuBanus (QoS)
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b) macmTabupyemMocTb
¢) 6e30MmacHOCTh

d) oTKa30yCTONYNBOCTH
€) IeJIOCTHOCTh

Bomnpoc 8

Yro Takoe rinodanbHas ceth (WAN)?

a) ceTeBasi HHPPACTPYKTYpa, IPEeAHAZHAYCHHAS ISl XPAHEHUS, TOTYYEHHS U PETUIMKAIINH JaHHBIX

b) cereBas uH(ppacTpykTypa, KOTOpas NPeAOCTaBIAET TOCTYI K APYIHUM CETSIM B OOIIMPHOM Treo-
rpadguveckoi ooiacTu

) cereBast MH(PACTPYKTYpa, OXBATHIBAOLIAsl OrPAaHUYCHHOE (PU3UUECKOE MPOCTPAHCTBO, HANIPH-
Mep, TopoJ

d) cereBas uH(ppacTpykTypa, KoTOpas MpeaocTaBiIsieT JOCTYI K CETH B HEOOJIbIION reorpadudye-
CKOM o0nacTu

Bonpoc 9

AJMHMHUCTpATOp TOJIBKO 4TO M3MeHuN [P-anapec nnTepdeiica Ha ycTpoiicTBe ¢ ONEepalMoOHHOMN CH -
cremoit IOS. Yto eme He0OX0MUMO CeNIaTh, YTOOBI MU3MEHEHUS BCTYIIIIA B CHITY Ha 3TOM YCTPOMCTBE?

a) CkonmupoBaTh TEKYILIYIO KOMUIO (haiina KoHPHUrypauu B ¢aiisl 3arpy304Hoi KOHPUTYpaIUH.

b) CromupoBarh cBeficHUs U3 (paiiyia 3arpy304HON KOH(UTYpAIMK B TEKYIIYIO KOMHUIO (haiiyia KOH-
durypammm.

c¢) [lepe3arpy3uTh TaHHOE YCTPOMCTBO M BBECTU Yy€S, KOI/la CUCTEMA MPEATIOKUT COXPAHUTH KOH-
¢durypanuio.

d) Hukakux MOMOTHUTENBHBIX NEUCTBHUM He TpeOyercs. M3MeHeHus KOoH(UTypaluu Ha YCTPOM-
CTBE ¢ onepaunoHHoi cucrtemoil IOS BCTymAT B cuily cpa3y mocje KOppeKTHOTO BBOZAA TaHHOW KOMaH/IbI
1 HaxkaTus KinaBumu Enter.

Bomnpoc 10

Kakue nBa yrBepxkaeHus o nonb3oBatenabckoM pesxkume EXEC Bepubl? (Boibepure 1Ba BapuaHTa.)

a) JOCTYITHBI BCE KOMAH/bl MapIIpyTH3aTOpa

b) moctym Kk pexxuMy 100anbHOTO KOH(PUIYPHPOBAHUS MOXHO HMOJTYYHUTH C TIOMOIIbIO KOMaH[bI
enable

C) KOMaH/IHasi CTPOKA YCTPOMCTBA B 3TOM PEKUME 3aKAHUMBACTCS CUMBOJIOM <)

d) B 3TOM pexxumMe MOXKHO HAaCTpauBaTh HHTEP(PEHCHI U TPOTOKOIIBI MAPIIPYTH3aTOPa

€) TOJIbKO HEKOTOpBIE aCHEeKThl KOH(UTYpaluu MapUIpyTHU3aTopa IOCTYIHBI JJIs MPOCMOTpa B
ITOM pEKUME

14.1.4. Tembl J1a00opaTOpHBIX padoT
JlaboparopHas paboTa «AHAIU3 CETEBOTO TpapuKay.
Jlabopatopnas pabota "Komangnas ctpoka. [mobansnas cetb Uatepuer. [louckossie cuctemsr"”
JlaboparopHas paboTta «DNEeKTpOHHAS MTOYTa ¥ HOBOCTHBIE JICHTHI».

14.1.5. MeTonnyeckue peKoMeH AU

VYueOHbIil MaTepuan uznaraercs B Gpopme, MPErnosaraoneil caMoCcToATeIbHOE MBIIUIEHUE CTY-
JEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosiTeNibHAs paboTa CTYAEHTOB UIPAeT PELIAIOUIYI0 POJib B
X0JI€ BCEro yueOHOro nporecca.

Havare m3ydyeHue AMCHUIUIMHBI HEOOXOAMMO CO 3HAKOMCTBA C pabodeld mporpaMMol, CIHUCKOM
y4eOHO-METOMYECKOr0 U MporpaMmHoro otecrneuyenus. CamocTosiTeNnbHast paboTa CTyAEHTa BKIIOYACT
paboTy ¢ yueOHBIMU MaTepUaJaMu, BBIIIOJHEHHE KOHTPOJIbHBIX MEPOIPHUITHH, IPEIyCMOTPEHHBIX y4eO-
HBIM IJIAHOM.

B mpouecce nzyuenus AUCUMITIMHBL Ui JTYYIIEr0 OCBOCHUS MaTepuana HeoOXOIUMO PErysipHO
oOpalatbCs K peKOMEHyeMOl TUTepaType U HCTOUHUKAM, YKa3aHHBIM B YU€OHBIX MaTepuaiax; Mmojib30-
BaThCs 4epe3 KaOMHET CTyIEHTa Ha caiiTe YHHBEpPCHTETa 00pa3oBaTEbHBIMU PECYpCaMU AJICKTPOHHO-
OMOMMOTEYHOU CHUCTEMBI, a TaKXe OOIIEJOCTYMHBIMA HMHTEPHET-MOPTANAMU, COACPKALIUMH HAy4HO-
MOMYJISIPHBIE U CHEIUAIN3UPOBAaHHBIE MAaTEPUAIIbI, IOCBSILEHHbIE PA3IMYHbIM acleKTaM y4eOHOo# aucuu-
TUUTUHBI.

CornacoBaHa Ha noprane Ne 46518 21



[Tpu caMOCTOATETFHOM U3YYEHUHU TEM CIIEAYHTE PEKOMEHAALUSIM:

- YTEHHE WM MPOCMOTP MarepHuaja HeoOXOIMMO OCYHIECTBIATh MEUICHHO, BBIIENSAS OCHOBHBIC
UJIeW; Ha OCHOBAaHMU M3YYEHHOT'O COCTaBUTH Te3HChl. OCBOMB MaTepuall, MOMBITATHCSI COOTHECTH TEOPHUIO
C IPUMEpPaMH U3 TPAKTUKH;

- €CJIM B TEKCTE BCTPEYAIOTCS TEPMHUHBI, CJIEIyeT BBIACHUTH MX 3HAYCHUE JJIS TIOHUMAHUS Jajb-
HEWIlIero MaTepuana;

- HE0OXOIMMO OCMBICIIMBATh IPOUYUTAHHOE U U3YYEHHOE, OTBEYATh Ha MPEI0KEHHBIE BOIPOCHI.

CTyaeHTBl MOTYT TOJTy4aTh MHAWBUAYaJIbHbIC KOHCYJIBTAIIMU C HMCIIOJIb30BAaHUEM CPEACTB Tele-
KOMMYHUKAIHH.

[lo pucumIuIMHE MOTYT IPOBOANTHCS JJONOIHUTEIBHBIC 3aHATHS B (popme BeOnHapoB. Pacnincanue
BeOMHAPOB MyOIMKyeTCs B KaOMHETe CTYJICHTa Ha caiiTe YHUBEpCcUTeTa. 3aruch BeOMHapa ImyOlIuKyeTcs B
AIIEKTPOHHOM KypcCe IO AUCIUIUINHE.

14.2. TpeOoBaHuS K OLIEHOYHBIM MaTePHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
Jis aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M MHBAIUIOB MPEIyCMOTPEHBI TOTOTHH -
TEJIbHBIC OLIEHOYHbIE MaTepUalIbl, IEPEYCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHalibl OLIGHUBAHUS ISl JIMI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 HHBAJIUIOB

Kareropun Bubl 1ONOMHUTETBHBIX OLEHOYHBIX @DopMBbI KOHTPOJISI U OLIEHKU
00y4JaroLXCsl MaTepHasoB pe3ynbTaToB 00y4eHUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

C napyueHusMu
ciyxa

[IpenMy11ieCTBEHHO MMCHMEHHAs
IIPOBEPKa

C napymenussimu | CobecezioBaHme 10 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO YCTHas MPOBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapyuieHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHbIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMU
ammapata 3a4ery
C orpannuenusiMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
OO0IIEeMeTUITTHCKIM paboThI, BOTIPOCHI K 34Ty, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. MeTroauyeckue peKOMEHIAUMH 110 OLEHOYHBIM MATEPHAIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jnis nui ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUI OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B reyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 33/1aHUS BCIYX;

- IIPEJOCTABIICHUE 3a/laHUs C UCTIOJIb30BAaHUEM CYPJIOTIEPEBO/IA.

Jluam ¢ OrpaHMYEeHHBIMH BO3MOXHOCTSIMU 3/I0pOBbsI M MHBAJIMJAM YBEIMUYUBAETCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakKuxX 00y4aromuXxcs MpeIycMaTpruBaeTCsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- MMCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OIPAHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-
Bbsl M MHBAJIMJOB M0 JUCLUIUIMHE MpelycMaTpUBaeT MpeocTaBieHue nHpopmanuu B popmax, aJanTH-
POBaHHBIX K OTPAHUYCHUSM X 370POBBS H BOCTIPUATHS HHPOPMALINH:
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JI1s1 M1 ¢ HApyIIeHUsIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

[Tpu HEOOXOAMMOCTH ISt JIUIL C OTPAHIMYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbsI 1 HHBAIUIOB TIPOIIE -
Jlypa OIICHUBAHUsI PE3yJIbTaTOB 00yUICHHUST MOXKET MPOBOJAUTHCS B HECKOIBKO ATAIOB.
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