MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

YTBEPXJIAIO
JlupexTop AenapTaMeHTa HAyKd U UHHOBAIUH
B. M. PyneBckuii
«_» 20

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
Mertoasb! U cuCTeMBI 3a1IMTHI HHGOpPMaLuH, HTHGOPMAlHOHHAsI 0€30I1aCHOCTD

YpoBeHb 00pa3oBaHus: BbIcLIee 00pa30BaHue - MOAT0TOBKA KaJPOB BbIcIIeH KBaIu(puKanuu
Hampasnenue noarorosku / cneruanbHOCcTh: 10.06.01 Undopmaunonnasi 6e30nacHocTb
HanpasnenHocts (nmpoduinb) / crnenuanuzanus: MeTogbl M CHCTeMbl 3alIUThI  UHGOpPMaNMH,
HH(POPMALMOHHAA 0€30IIaCHOCTh

®dopma 00ydeHUs: 3a09HAA

QaxkynbreT: @b, ®aKkyabTeT 6€30MaCHOCTH

Kagpenpa: KUBIBC, Kadenpa kommiexkcHol HH(POPMALMOHHOI 0e30MaCHOCTH 3J1eKTPOHHO-
BbIYHCJIUTEIbHBIX CHCTEM

Kypc: 2,3

Cemectp: 4, 5

Y4eOnsiii mnan zHabopa 2017 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Buapl yueOHO A€SITEIBHOCTH 4 cemecTp 5 cemectp Bcero J2B107080%000
1 | Jlekuun 6 0 6 4acoB
2 |IIpakTHueckue 3aHATHS 2 4 6 4acoB
3 |Bcero aymuTOpHBIX 3aHATHI 8 4 12 4acoB
4 | CamocrosTenbHas paboTa 60 32 92 4acoB
5 |Bcero (0e3 sx3amMeHa) 68 36 104 4acoB
6 | IlogroroBka u craua 3K3aMeHa / 3aueTa 4 36 40 4acoB
7 | OOwas TpyI0eMKOCTh 72 72 144 4acoB
4.0 3.E.

JuddepeHnpoBaHHbIi 3a4eT: 4 ceMecTp
DK3ameH: 5 cemecTp

JOKyMEeHT MOATMCAH IPOCTO 3IEKTPOHHO MOANNCHIO
VHdbopmaius o Biagesblie:

OUO: [lenyriaHoB A.A.

HoisxkHOCTh: PekTop

Hata mognucauus: 31.05.2017

VHUKaIbHBIN IPOrPaMMHBIN KJIIOY:
c53e145e-8b20-45aa-9347-a5e4dbb90e8d

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 OT « 26 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crenmanibHOCcTH) 10.06.01 MHopmarmonnas 6e3omacHocTh, yrBepxkaeHHOro 30.07.2014 rona,

paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, MPOTOKOI
Ne

PazpaboTuuk:

noteHT, K.T.H. kap. KUBOBC . J1. 3p1k0B

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan @b E. M. JlaBbiji0Ba
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KHMB2BC A. A. lllenynanos
OKCIIepTHI:

3aBeyIONIHil aCIUPAHTYPOM T. FO. KopoTtuna

JlonieHT 1abopatopuu 6e301acHbIX
omomeauIHCKUX TexHomorui [{|Th
KNEBBC A. A. Kones
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
Opranu3zanus padoThl [0 NOJATOTOBKE K cJjaue KaHIUAATCKOTro 9K3aMeHa I10 ClielralibHON JIHUCLH -
winHe 1o cneruanbHocTd 10.06.01 — MeToab! 1 cuctemsl 3aUThl HHGOpMaIy, HHPOPMaLMOHHAs 6e3-
ornacHocTh ¢ HomeHkiaTypoil crenuanbHOCTEH Hay4YHbIX paOOTHUKOB, YTBEP)KICHHOW IMpHKa3zoM Mu-
HOOpHayku Poccun Ne 59 ot 25.02.2009 1. 4. Llenbto u3ydeHUs AUCLUUILUIMHBI acClIUPAHTAMH SIBISIETCS
nmpuoOpeTeHne 3HaHUN B 00JIaCTH METO/IOB M CUCTEM 3alUThl HHPOpMauu, HHGOPMAIIMOHHON Oe3omac-
HOCTH.

1.2. 3amaum AMCHMIIIMHBI

— chopMHpOBaTh CIIOCOOHOCTH (POPMYITMPOBATH HAYYHBIC 33Ja4d B 00JACTH OOCCIICUCHUS WH-
(dbopMamoHHO# 06€30MacHOCTH;

—  chopMHpOBaTh HABBIKM MPUMEHEHHS MPOTrPaAaMMHO-AMNMApaTHBIX ¥ TEXHUYECKUX CPEICTB 3a-
IIUTHI UHPOPMAITUK B COCTAaBE KOMIUIEKCOB CPEIICTB 3alIUTHI C IEIbI0 MPOTHBOACHCTBHSI yrpo3aM Hapy-
nIeHUs HHOOPMAITMOHHON 0€301TaCHOCTH;

—  cdopmupoBaTh yriayOJIeHHOE MPEACTABICHUE O MPUHIIAIAX U METOJaX TEOPETUICCKUX U IKC-
MEPUMEHTATBHBIX HCCIICIOBAHUH JIJIsl pEIICHMs 3a/1a4 B 007acTi WH(OPMAITMOHHON 0€30ITacHOCTH.

2. Mecto mucuuniuebl B ctpykrype OIIOII

Hucuunnuna «MeTroasl U CUCTEMBI 3alMThl MHGOpMAIMK, HUH(POpPMALUOHHAs OE30MaCHOCTH
(b1.B.OJ1.1) otHOCHUTCS K 650Ky | (BapuaTHBHAS 4acTh).

[TpenmecTByOUMMH TUCHUIUIMHAMU, GOPMUPYIOIIMMH HayaJbHbI€ 3HAHUS, SBJSIOTCS: MeTobl U
CUCTEMBI 3alIUThl HH(POPMALIUHU, HHPOPMALTMOHHAs 0€30MacHOCTh, MeTO/bl U CUCTEMBbI 3alUThI HH(POP-
Manuu, nHdopmannoHHas 0ezonacHocTh, HpopMalonHas 6€301MacHOCTb.

[Tocnenyromumu JTUCUUIUIMHAME SBISIOTCS: METO/Ibl M CUCTEMBI 3alUuThl MHGOopMaluu, uHdop-
MaloHHas 0€30MacHOCTh, METOABl U CUCTEMBI 3alUThl HHGOpMAaIHK, HHHOPMAIIMOHHAsT O€30TaCHOCTb,
[TonroroBka K caue U cada rocylapcTBEHHOI'O dK3aMeHa.

3. TpeGoBaHus K pe3yJbTaTaM OCBOCHUSI JUCHHUIIMHBI

[pornecc n3ydeHus QUCIUTUTMHBI HATIpaBJieH Ha (JOPMHUPOBAHUE CIETYIOIINX KOMITETCHITHI:

— OIIK-1 cnocoGHOCTH (hopMyIHMpOBaTh Hay4YHbIE 3a/1a4M B 001acTH oOecredeHus: HPOpMaLu-
OHHOM 0€301MacHOCTH, MPUMEHSATH ISl X PEIICHHUS METOAOJIOTHH TEOPETHUECKUX M SKCIIEPUMEHTATIBHBIX
HAYYHBIX UCCIIEJIOBAaHUM, BHEIPSTH MOJTYYECHHBIEC PE3YJIbTAThl B MPAKTHUECKYIO NESATEIHHOCTH;

— TIK-3 cmocoGHOCTh MPUMEHSTh POTPaMMHO-ANIapaTHbIe M TEXHUYECKHE CPECTBA 3aIIUTHI
uH(popManuM B cocTaBe KOMIUIEKCOB CPEJCTB 3aIIMTHI C LENBI0 MPOTHBOACHCTBUS yrpo3aM HapyLICHUS
MH(POPMALIMOHHOW 0€30IaCHOCTH, HCCIEe0BaTh, CO3/aBaTh HOBBIE M COBEPILIEHCTBOBATh CYIIECTBYIOIIHE
METO/IbI 3alUTHl HH(pOpManuy;

— TIK-4 cnocoGHOCTB UCTIONIB30BaTh OCHOBHBIE 3aKOHBI €CTECTBEHHOHAYYHBIX TUCLUIUIMH, TIPHU-
MEHSATh METO/IBI MaTeMaTHYEeCKOr0 aHAIN3a ¥ MOJICIHPOBAHMS, TEOPETUUECKOTO U SKCIEPHUMEHTAIBHOTO
UCCIIEIOBAHMUS JJIS pEIIeHUs 3a/1a4 B 00J1acTi HHPOPMAIIMOHHON 6€30IacHOCTH;

B pe3synbTarte n3ydeHus JUCIUILIMHBI 00yJalomUiCs JOJKEH:

— 3HATh OCHOBHBIC METOJIBI yNpaBieHUsI HHOOPMAIIMOHHON 0€30MMacHOCThIO; METO/IBI aTTeCTa-
IIMHM YPOBHS 3AIIMIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM; OCHOBHBIEC YTPO3bl 0€30macHOCTH HH(pOpMa-
MM ¥ MOJICTIM HAPYIINUTENS B aBTOMAaTU3UPOBAHHBIX CHCTEMaX.

—  YMeTb OnpeAessaTh HHPOPMAIMOHHYIO HHPPACTPYKTYPY U UHPOPMALIMOHHBIE PECYPCHI Opra-
HHU3aLUY, [OJJISKAIUe 3alIUTe; pa3padarsiBaTh MOJEIN YIpO3 U HapymuTened nHPOpMannoHHON 0e3-
OMAaCHOCTH aBTOMATH3MPOBAHHBIX CHUCTEM; BBISBIATH YS3BHUMOCTH WH(POPMALMOHHO-TEXHOJIOTHUYECKUX
pECypCOB aBTOMATH3MPOBAHHBIX CHUCTEM, HMPOBOIUTH MOHHTOPHHI yrpo3 0€30HacHOCTH aBTOMATHU3HPO-
BaHHBIX CHUCTEM; ONPEACIATh KOMIUIEKC Mep (TpaBuiia, MPOLEAYpPbI, MPAKTHYECKUE TPUEMBI, PYKOBOIS -
IIMe MPUHIIMITBI, METO/IBI, CPECTBA) Al oOecreueHns MHHOPMAMOHHON 0€30I1acHOCTH aBTOMATHU3HPO-
BaHHBIX CHUCTEM, COCTABIISATh aHATUTHYECKHE 0030phI M0 Bompocam obecriedeHrs nHPopManoHHoOH 6e3-
OTIACHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM; pa3padaThIBaTh MPEIIOKEHUS IO COBEPLICHCTBOBAHUIO CHCTE-
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MBI YIpaBIeHUS HHPOPMAIIMOHHOM 0€30MaCHOCTHI0 aBTOMATH3UPOBAHHBIX CHCTEM.

— BJAaJeThb HaBbIKAMU aHANM3a UHMOPMALMOHHONW MH(GPACTPYKTYphl aBTOMATU3UPOBAHHON CH-
CTEMBbI U ee OE30MacCHOCTH; METOAAMHU MOHUTOPUHTA U ay[ITa, BBISABICHUS Yyrpo3 HH(GOPMAIIMOHHON 0e3-
OTMAaCHOCTU aBTOMATU3WPOBAHHBIX CUCTEM; METOJIaMH OLIEHKH WH(POPMALMOHHBIX PHCKOB; HABBIKAMH BbI-
0opa u o0ocHOBaHUA KpuTepreB 3G(HEeKTUBHOCTH (PYHKIMOHUPOBAHUS 3aIIUIICHHBIX aBTOMAaTH3UPOBaH -
HBIX MH(QOPMAIIMOHHBIX CUCTEM; HABBIKAMH YYacTHUS B OKCIEPTH3€ COCTOSHUS 3AIIMIICHHOCTH UH(pOpMa-
IIUU Ha OOBEKTE 3AIIUTHI

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOIl padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aueTHBIX €IMHMILIbI U IIPEJCTaBIeHa B Ta0mu -

%Zgﬁl{lﬁa 4.1 — TpynoeMKOCTh JUCUUILIMHBI

Bunel yueOHOI nesTeNIbHOCTH Bcero gacos CemecTpsl

4 cemectp 5 cemectp

AynuTopHble 3aHATUSA (BCETO) 12 8 4
Jleknun 6 6 0
[IpakTnueckue 3aHATHS 6 2 4
CamocrosTenpHas paboTa (BCero) 92 60 32
[TpopaboTka JIEKITMOHHOTO MaTepHraia 48 36 12
[ToaroroBka Kk MpakKTUYECKUM 3aHATHUSM, 44 24 20
CeMHHapam
Bcero (6e3 sx3ameHa) 104 68 36
IToxroroBka u cmaya sk3aMmeHa / 3ayera 40 4 36
OO6mast TpyI0€MKOCTb, 4 144 72 72
3avetHble EnuHUIBI 4.0

5. Conepxxanue 1MCUMILITHHBI

5.1. Pa3gennl AMCHUILIAHBI M BHALI 3AaHATHHA
Paznensl TUCIUIUTAHEI ¥ BUABI 3aHATHN PUBEACHBI B Tabmmie S.1.
Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

Bcero
4acoB
[pak. Cam. dopmupyemblie
Ha3Banus pa3nenoB TuCHUTLTAHB Jlex., u (Ge3
3aH., 4 | pa0., u KOMITETEHITHH
9K3aMEH
a)
4 cemectp
1 Teopust u MmeTOOIOTHST 0OECTICUCHUS UH- 1 0 10 11 OIIK-1
(hopMamoHHO# 6€30MacHOCTH U 3aIUTHI HH-
dhopmanuu
2 CucreMbl JOKYMEHTO000pOTa (BHE 3aBUCH- 1 1 20 22 OIIK-1, I1IK-4
MOCTH OT CTENEHH UX KOMIBIOTEPU3AIINH) U
CpEeJICTBA 3aIUTHI UPKYIUPYIONIEH B HUX
uHbOpMaIu
3 AHanu3 PUCKOB HApyIIEHUS HHPOPMAIHOH- 2 0 10 12 [TK-3, T1IK-4
HOIi 6€30MacHOCTH
4 MeporpHusTHs 1 MEXaHU3Mbl (OpMUPOBa- 2 1 20 23 OIIK-1
HUS TIOJTUTHKYU O00ecTieueHus] HHPOPMAIHOH-
HOM Ge3omacHOCTH

CornacoBaHa Ha noprane Ne 47146 4




Hroro 3a cemectp 6 2 60 68

5 cemecTp

5 Mertonbl 1 cpeAcTBa (KOMIUIEKCHI CPEACTB) 0 2 8 10 [1K-3, T1K-4
MH()OPMAITMOHHOTO MPOTHBOICHCTBUS YTPO-
3aM HapylieHust HHpopMalnoHHON Oe3omac-
HOCTH B OTKPBITBIX KOMIIBIOTEPHBIX CETSX,

BKJIIO4as I/IHTCpHCT

6 Mopenu 1 MeTOJIbl OLICHKH 3aIlMIICHHOCTH 0 0 8 8 IIK-3, IIK-4
uHpOpMaLuU U HHPOPMALMOHHON Oe3omac-

HOCTH 00BEKTA

7 Mopenu 1 MEeTo/IbI OLIEHKH 3()(HEeKTUBHOCTH 0 1 8 9
cucTteM (KOMITJIEKCOB) obecrieueHust uHpop-
MAaIMOHHOM 0e301acHOCTH O0OBEKTOB 3ALUTHI.

TK-3, TTIK-4

8 TexHomorMM MACHTH(PUKALNKA U ayTeHTU(H- 0 1 4 5
Kalliy TIOJIb30BaTeNeil 1 CyOheKTOB HHpOpMa-

I1K-3, IIK-4

IMUOHHBIX IIPOLECCCOB.

9 [IpuHUMIBI U perieHus (TeXHuYecKue, Ma- 0 0
TeMaTU4eCKHe, OpraHu3allMOHHbIE U Jp.) MO
CO3/IaHHUIO HOBBIX M COBEPILIEHCTBOBAHMIO CY-
IIECTBYIOIUX CPEACTB 3aIUTHl HHPOPMALUU
1 obecrieueHrss “HPOpMaAITMOHHOM Oe3o1mac-

HOCTH.

TIK-3, TTIK-4

Hroro 3a cemectp

0 4

32 36

Hroro

6

92 104

5.2. Conep:xanue pa3aesioB IMCUUILIMHBI (110 JEKIHSIM)
ConeprkaHue pa3IenoB TUCIUIUIAH (TI0 JICKITHSAM) IPUBEICHO B Tabmumie 5.2.
Tabmuma 5.2 — CoaeprkaHue pasieiaoB JUCIUILIMH (TI0 JISKIIHSIM)

Hazsanuns pas3acioB

CopneprkaHue pa3ienaoB TUCIUILIAHEI (IO
JEKIUSIM)

TpyoeMKoCTb,
q

dopmupyemsle
KOMIIETEHIIUN

4 cemectp

1 Teopus u
METOJIOTOT sl
obecrnieueHus
UH(POPMALTMOHHON
0€30MacCHOCTH U
3alIUThl HH(OPMAIUN

Mertopl, anmapaTHO-IPOTPAMMHBIE H Opra-
HU3AIMOHHBIE CPEJICTBA 3AIIUTHI CUCTEM
(0OBeKTOB) (hopMUPOBAHKS U TIPEIOCTABIIC-
HUS TI0JIH30BATEIISIM HHPOPMAIIMOHHBIX pe-
CYPCOB pa3IMYHOTO BUIa. MeTOoIbl, MOJCITU
Y CPE/ICTBA BBISBICHHUS, UACHTH(DHUKAIINN U
KJIaccu(UKaIK yrpo3 HapymeHus HHPop-
MAaIMOHHOM 0€301MacHOCTH 0OBEKTOB pa3-
JMYHOTO BUJIA M KJlacca.

OIIK-1

Hroro

2 Cuctemsl
JIOKyMEHTO0o00poTa
(BHE 3aBUCUMOCTH OT
CTETICHU UX
KOMITBIOTEpHU3ALIIH) U
CpeACTBa 3aIIUTHI
LHUPKYJIUPYIOLIEH B HUX
uH(popMauu

Mertozibl U cpesicTBa (KOMIUIEKCHI CPE/ICTB)
MH(GOPMAITMOHHOT'O IPOTUBOIEUCTBUS yTPO-
3aM HapylleHUs HHPOPMALMOHHON Oe3omac-
HOCTH B OTKPBITBIX KOMIIBIOTEPHBIX CETSIX,
BKJItouas Murepuer. Monenu u metons! (op-
MHUPOBaHUS KOMIUIEKCOB CPEJICTB POTUBO-
JeMCTBUS yrpo3aM XUILEHHs (pa3pyLIeHUs,
MouuKaluy) UHPOPMALIUY U HAPYLLIEHUS

OIIK-1, [IK-4
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nHGOPMAIMOHHOM 0€30MacCHOCTH I pa3-
JUYHOTO BHU/Ia OOBEKTOB 3aIlIUTHl BHE 3aBU-
CUMOCTH OT 00JacTH UX (PYHKIIMOHHPOBA-
HUSL.

Hroro 1
3 AHaJu3 PUCKOB Mogenu npoTUBOJEHCTBHS YIpO3aM Hapy- 2 I1K-3, ITK-4
HapYIICHUS HIeHus: HHpopMaIMOHHO# 0e30MmacHOCTH
nH(pOPMaITMOHHON JUTsL TI000T0 BUJIa HHPOPMAIIMOHHBIX CH-
0€301acHOCTH cteM. MoJenn 1 METO/Ibl OLIEHKHU 3alUIIEH-

HOCTH MH(OpMaLUU U HHPOPMAIIMOHHON

6e30macHOCTH 00beKTa. MoJIeNTn U METO/IbI

orieHKH (P PEKTUBHOCTH cHUCTEM (KOMILIEK-

coB) obecrieueHust UHHOPMAITMOHHOMN O€3-

OMACHOCTH OOBEKTOB 3aIUTHI. TeXHOIOTUN

uAeHTU(DUKAINY U ayTeHTU(DUKAIINY TTOJTh-

30BaTesiel U cyOBbeKTOB MH(OPMAITMOHHBIX

npoueccoB. CUCTEMBI pa3rpaHUUYEHUS J10-

CTyIa.

Hroro
4 Meponpusitust 1 [TpuHIUTIEI ¥ pereHus (TEXHUYECKUe, MaTe- OIIK-1
MEXaHU3MBI MaTU4YEeCKHE, OpTraHU3alMOHHBIE U Ap.) 110
(hopMupoBaHus CO3/IaHHIO HOBBIX U COBEPIIIEHCTBOBAHHIO
HOJIUTUKU CYIIECTBYIOIUX CPEACTB 3aIUTHI HHPOpPMa-
o0ecrieueHus MK 1 obecniedeHus HHGOpMAITMOHHON 0e3-
MH(POPMAIIMOHHOM OIacHOCTH. Mopenu, METOIbI U CPECTBA
0€30MMacHOCTH oOecrevyeHrs BHYTPEHHET0 ayJJuTa U MOHHU-

TOPUHIA COCTOSIHUSL 00BEKTA, HAXOIALIET0Cs

MOJT BO3/IEHCTBUEM YIpO3 HAPYIICHHUS €T0

uH(pOpMaIMoHHOW 6e30nacHoCcTH. Monenu u

METOIbI YIIpaBJIeHUs HHGOPMAITMOHHOM 0e3-

OIACHOCTBIO.

Hroro 2
Hroro 3a cemectp 6
Hroro 6

5.3. Pa3nenbl JMCUMILNIMHBI M MEKIMCUMILUINHAPHBIE CBA3H ¢ 00eceYnBAKIIMMH (MPeAblTyIIUMH)
U obecneynBaeMbIMU (MOCJIEYIONIUMH) TUCHUIIMHAMHA
Paznenbl qUCHUIITUHBL U MEXIUCIUIUIMHAPHBIE CBSI3U C 00€CTIeYMBAIOIIMMHU (TIPEABIAYIIUMU) U

obecrnieunBaeMbIMHU (TTOCIIEIYIONUMHI ) AUCITUTUIMHAME TPEJICTABICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl AUCHUTUIMHBI M MeXKAUCIUIINHAPHBIE CBSI3U

HanmenoBanune JUCHUITIIIMH

Ne paznenoB qaHHOW AUCHIUTUIHHBL, 17151 KOTOPBIX HEOOXOAUMO H3yYCHHE
00ecITeunBaroNMX U 00ECIEYNBAEMBIX TUCIMUITINH

1 2 3 4 5 6 7 8 9
[IpenmecTByroUe AUCHUTUTHHBI
1 MeTo/pl M CHCTEMBI 3aIUTHI
uHdopmaruu, HHPOPMaITMOH- + + + + + + + + +
Has 0€30MacHOCTh
2 MeTo/pl M CHCTEMBI 3aIlUTHI
nHpopmaiuu, HHPOpMaIHOH- + + + + + + + + +
Hasi 6e30MaCHOCTh
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3 UndopmannonHas 6e3omac- N N n N L + N N N
HOCTB

[Tocnenyromuye TUCITUTIIUHBI
1 MeTonbl ¥ CHCTEMBI 3aIATEI
uHpopMaLuu, THPOPMALIMOH- + + + + + + + + +
Has 0e301acHOCTD
2 MeToasl ¥ CUCTEMBI 3aIUThI
nH(popmaluu, UHPOpMaLUOH- + + + + + + + + +
Hasg 0e30I1aCHOCTD
3 IloaroroBka K cayue ¥ caaya . N n n N . N N N
roCy/IapCTBEHHOTO PK3aMeHa

5.4. CooTBeTcTBHE KOMIIETEeHIIMIA, (OPMHUPYEMBIX NPH U3yYeHUM TUCHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTCTBHE KOMIIETCHIINH, (DOPMUPYEMBIX TpPH HM3yYCHUHW AWCIMILINHBI, W BHJIOB 3aHATHN
MPEICTaBICHO B Tabmuiie 5.4.
Tabmuma 5.4 — CoOOTBETCTBUE KOMITETEHITUH, (DOPMUPYEMBIX TIPH U3yUYECHUH TUCIUILIAHBI, H BUIOB 3aHs -

TUU
KoMmrerenmu Bunel 3ansaTuii
@DOpMBI KOHTPOJIA
u Jlek. [Ipak. 3aH. Cam. pa0.
OIIK-1 + + Omnpoc Ha 3ansTusx, Tect, dnud-
(bepeHLUPOBaHHBIH 3aUeT
IIK-3 Oxk3ameH, TecT
[1K-4 Ox3amen, Tect, Juddepenmuupo-
BAHHBIN 3a4ET

6. UaTepakTuBHBIE MeTOABI M (OPMBbI OPraHU3ALMHN 00yUEeHHUS
He mpenycmorpeno PVYII

7. JIabopaTopHblie padoThI

He npenycmorpeno PVYII.

8. IIpakTHyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHMe NpakTHUECKUX 3aHATUH (CEMUHAPOB) MpuBeneHo B Tabnuue 8.1.
Tabmuua 8.1 — HaumeHoBaHME NPAaKTUYECKUX 3aHATUHN (CEMHUHAPOB)

HaumenoBaHnue npaktuueckux 3aHatuil | Tpynoemkocts, | DopmMupyemslie
Ha3zBanus paznenos
(cemuHapoB) q KOMITETEHITUU
4 cemecTp
2 Cuctembl MeToap! 1 cpenicTBa (KOMIUIEKCHI CPEJICTB) 1 OIIK-1, [IK-4
JOKyMEeHTO00OpoTa MH(POPMALMOHHOTO IPOTUBOJICHCTBUS YIPO-
(BHE 3aBHCUMOCTH OT | 3aM HapylIeHHs HHHOPMAIMOHHOH Oe3ormac-
CTETEeHHU UX HOCTHU B OTKPBITBIX KOMIIBIOTEPHBIX CETIX,
KOMIIblOTEpHU3aluu) U | BKIto4as MHTtepuer. Moaenu u Mmetosisl op-
CpeZACTBa 3aIUThI MHUPOBaHUs KOMIUIEKCOB CPEJCTB MIPOTHBO-
LUPKYIHPYIOLIEH B JENCTBUS yrpo3aM XMILEHUS (pa3pyLIieHus,
HUX WHGOpMAITUN MoupUKalnn) HHPOPMALIUK U HAPYILICHUS
MHPOPMALIMOHHOW O€30MaCHOCTH IS Pa3-
JIMYHOTO BUJ1a OOBEKTOB 3alUThl BHE 3aBUCH-
MOCTH OT 00JIaCTH UX (PYHKIIMOHUPOBAHUSI.
Uroro 1
4 Meponpusitust 1 [TpuHIIUTIEI ¥ pereHus (TEXHUYECKUe, MaTe- 1 OIIK-1
MeXaHU3MBbI MaTH4YECKHE, OPraHU3allMOHHBIE U Ap.) 110 CO-
7
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dhopmupoBaHUs
MTOJIMTUKH
obecnieyeHus
MH(POPMAIIMOHHOM
0€e30IacHOCTH

3JTAHUIO HOBBIX U COBEPIICHCTBOBAHUIO CY-
MIECTBYIONTUX CPEJICTB 3alTUTHl HHPOPMAITIH
u obecnieueHrs HHGOpMaITMOHHOM Oe3orac-
HOCTH. MOJIeNTH, METOJIBI U CPEJICTBA 0OecTIe-
YEeHHUSI BHYTPEHHETO ayTuTa U MOHUTOPUHTA
COCTOSIHHSI 00bEKTa, HAXOSIIETOCs 10T BO3-
JIEHCTBUEM YIpo3 HapyIlIeHus ero nHdpopma-
IMOHHOM Oe3omacHocTi. Moienu 1 METObI
yrpaBieHus: HHQOpMaIIMOHHOH 0e301macHo-
CTBIO.

HUtoro

Hroro 3a cemectp

5 cemecTp
5 Meronel 1 cpeAcTBa | AHAJIM3 Yrpo3 HapyIIeHUs HHHOPMAITMOHHON I1K-3, TIK-4
(KOMILJIEKCHI CPe/ICTB) | 0€30MACHOCTH B KOMITBIOTEPHBIX CETSIX,
UHGOPMAITIOHHOTO BKutoyasi lurepuert. [loctpoenue cucrem 3a-
POTHBOJICHCTBHS [IUTH HTHPOPMAIIMHA B KOMITBIOTEPHBIX CETSX.
YrpO3aM HapyIWeHus | proro
MH(POPMAIIMOHHOM
0€30MacHOCTH B
OTKPBITHIX
KOMITBIOTEPHBIX CETSX,
BKtouas IHTepHer
7 Monenu 1 MeTOIbI OCHOBHBIE KPUTEPUHU 3aITUIICHHOCTH. AHa- IIK-3, IIK-4
OIICHKU JIU3 PUCKOB.
s dexTuBHOCTH Virtoro
CUCTEM (KOMILJIEKCOB)
obecrnieueHust
UH(POPMALTMOHHON
0€30MacHOCTH
00BEKTOB 3aLIHTHI.
8 TexHonoruu Wnentudukanus. Ayrentuduxanus. Pasrpa- I1K-3, I[IK-4

UIeHTU(DUKAITIT U
ayTeHTU(pHUKAIUN
OJIB30BaTENICH U
CyOBEKTOB
MH(OPMaIIMOHHBIX
IIPOLIECCOB.

HUYEHHE JOCTYyTIA.

Hroro

Hroro 3a cemectp

Hroro

9. CamocrosiTesibHasi padora

Bunel camocTosTenbHOM paboThI, TPYIOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIMH IIPEICTABICHbI B

Tabymite 9.1.
Ta6muia 9.1 — Bubel caMoCTOsITeIbHON paboThl, TPYAOEMKOCTh M (HOPMHUpPYEMbIe KOMIIETEHIHH
Bunsl camocrosrensHol | TpynoemkocTs, | DopMupyemMslie
Hassanus pasnenos g PR ’ PMHDPY @OpMBI KOHTPOJIA
paboThI q KOMITETEHIIUU
4 cemecTp
1 Teopus u ITpopaboTKa JEeKIIMOHHO- 10 OIIK-1 Tect
METOI0JIOT sl ro MaTepuasa
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obecrnieueHus Hroro 10
MH(POPMAIIMOHHOM
0€30MMacHOCTH U
3aIHUThI
uHbOpMaIu
2 Cuctembl ITonroroBka K rmpaxkTuue- 12 OIIK-1, IIK-4 | Auddepenunponan-
JOKYMEHTOO00pOTa | CKMM 3aHSTHUSIM, CEMUHA- HBI 3auet, Tect
(BHE 3aBUCUMOCTH | paM
OT CTCIICHH HX [TpopaboTka IeKInOHHO- 8
KOMITBIOTePHU3AIIUU
OMILIOTEpH3AIIH) ro MaTepuasa
U CPE/CTBA 3aIUThI
uupKympyromeii s | AToro 20
HUX HHPOPMALTUH
3 Anamus puckoB | [IpopabOoTka neKnoHHO- 10 I1K-3, ITK-4 Tect
HapYIICHUS ro Marepuana
nH(pOPMaIMOHHON Hroro 10
0€301acHOCTH
4 Mepormpusitust 1 | [loaroroBka k npakruye- 12 OIIK-1 Omnpoc Ha 3aHATHX,
MEXaHU3MBbI CKHUM 3aHSTUSIM, CEMHUHA- Tect
(dhopMupoBaHus pam
MIOJIUTUKU
0 [TpopaboTKa JEeKITUOHHO- 8
oOecrnieueHus
. |ro marepuana
nH(pOPMAITMOHHON
0€301acHOCTH Hroro 20
Hroro 3a cemectp 60
[ToaroroBka u ciava 3a- 4 Huddepenumponan-
yera HBI 3a4eT
5 cemecTp
5 Metonpl [ToaroroBka kK mpakTuye- 8 IIK-3, IIK-4 Tect, DKx3amMeH
cpencTea CKUM 3aHATHUSIM, CEMUHA-
(KOMILTEKChI pam
CpeJICTE) Uroro 8
MH(OPMAITMOHHOTO
MIPOTUBOJCHCTBUSA
yrposam
HapYIICHUS
nH(pOPMaIMOHHON
0€30I1aCHOCTH B
OTKPBITHIX
KOMIIBIOTEPHBIX
CeTX, BKITIOYast
HNurepuer
6 Monenu u metossl | [IpopaboTka JIEKITMOHHO- 8 IIK-3, IIK-4 TecTt, Ok3aMeH
OIICHKU ro MaTepuasa
3aIUIIEHHOCTH Vroro 8
uHpOpMaIUH U
UH(OOPMAITMOHHON
0€e301acHOCTH
0o0BeKTa
7 Mogenu u meroasl | [Tonroroeka k npaktuye- 8 IIK-3, I[IK-4 Tect, DKx3ameH
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OILIEHKH
s dexTuBHOCTH
CHCTEM
(KOMILIEKCOB)
obecneyeHus
nH(OpPMAITMOHHON
0e30IacHOCTH
OOBEKTOB 3aIUTEI.

CKHMM 3aHSTHSM, CEMHUHa-
pam

Htoro

8 TexHoIOrNU
uaeHTH()UKAIY U
ayTeHTU(UKAITTT

[TonroroBka k mpaxkTuue-
CKUM 3aHSTUSM, CEMUHA-
pam

I1K-3, I[IK-4

TecTt, Ox3aMeH

II0JIb30BATEIICH U
CyOBEKTOB
MH(POPMALIMOHHBIX
TPOIIECCOB.

Hroro 4

9 ITpuHUHUNBI U I1K-3, I[IK-4 Tect, Dx3ameH
pelieHns
(TexHuueckue,
MaTeMaTU4ECKHE,
OpraHMU3alIOHHBIE
U p.) 11O CO3JaHUI0
HOBBIX U
COBEpILICHCTBOBAHU
10 CYILIECTBYIOIIUX
CPEICTB 3aIIUThI
nH(popMauu 1
obecrieyeHus
nH(pOPMaIMOHHON

0€30I1aCHOCTH.

[IpopaboTka JeKInOHHO- 4
ro MaTepuasa

HUroro 4

Hroro 3a cemectp 32

ITonroroska u cgada dK- 36 DK3aMeH

3aMeHa
Hroro 132

10. KypcoBoii npoekT / kypcoBasi padota
He mpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4al0uXcs
PeiiTuHroBas cucrema He UCIIOIb3YETCA.

12. YueOHO-MeTOAUYecKOe U MHGOPMAIMOHHOE 00ecTieyeHue TUCIHIIINHBI

12.1. OcHoBHas JUTEpaTYypa
1.  OcHOBBI 3aIUTHI HHPOPMAIHH [ DTIEKTPOHHBINA pecypc]| [DIeKTpoHHBIH pecypc]: yaebHoe mo-

coobme. M3a. 5-e, mepepab. m pom. — Tomck: B-Cmektp, 2011. — 244 c¢. — Pexum pgoctyma:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf. -  (mara  oOpamieHus:
22.08.2018). — Pexum JIOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mata oOparteHus:
28.11.2018).

2. 3aiines, A.Il. Texauueckue CpeiCcTBa W METOJBI 3alIUTHl MHPOPMAINH [ DICKTPOHHBIA pe-
cype] [DnexTponnsblit pecypc]: yaednoe nocodue / A.Il. 3aiines, A.A. lllenynanos, P.B. Memepskos,
N.B. I'ony0saTHUKOB. — DnekTpoH. AaH. — Mocksa : ['opsiuas nunus-Tenexom, 2012. — 616 c. — Pe-
)kuM jpoctyna: https://e.lanbook.com/book/5154. - (nara obpamenus: 06.08.2018). — Pexxum pocrtyna:
https://e.lanbook.com/book/5154 (narta obpamenwus: 28.11.2018).
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12.2. lonotHUTEILHAS JTATEPATYpPa

1. IHansprux, B.®. 3amura KOMIbIOTEpHOW WHGOPMAIMK [DIEKTPOHHBIN pecypc] [DaeKTpoH-
HBII pecypc]: yuebHoe nocobue / B.®. [llanbrun. — DnextpoH. nan. — Mocksa : JIMK Ilpecc, 2010. —
544 c. — Pexxum moctyma: https://e.lanbook.com/book/1122. (nara obpamenus: 06.08.2018). — Pexum
noctyna: https://e.lanbook.com/book/1122 (nata obpamenus: 28.11.2018).

2. Kypuno, A.Il. OcHoBbl ynpasieHus uHdopmarmoHHon Oe3zomnacHocThio. Cepus «Bompocsr
yrnpapieHne nHGOpMarmoHHON Oe3onmacHOCThI0". Beimyck 1 [DnekTpoHHbIN pecypc]| [DIeKTpOHHBIN pe-
cypc]: yue6noe nocodue / A.Il. Kypuno, H.I'. Munocnasckas, M.}O. Cenaropos, A.W. Toncroit. — Dmek-
TpoH. JaH. — MockBa : Iopsuas mnuHus-Tenekom, 2012. — 244 c. — Pexum pocrtyna:
https://e.lanbook.com/book/5178.  (matra  oOpamenus:  06.08.2018). —  Pexum  mocrtyna:
https://e.lanbook.com/book/5178 (nata obpamenus: 28.11.2018).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUS

12.3.1. Obs3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs
1. 3aiies, A.Il. Texaudeckue cpeacTBa U METOMbI 3alIUThl WH(POpMAIUU [DIEKTPOHHBIA pe-
cypc] [Onextponnsiii pecypc]: yuedHoe mocodue / A.Il. 3aiieB, A.A. [llenynanos, P.B. Memepsikos,
N.B. T'ony0saTHUKOB. — DneKTpoH. gaH. — Mocksa : ['opsyas nuaus-Tenexom, 2012, — 616 c. — Pe-
UM jgoctymna: https://e.lanbook.com/book/5154. - (mara oopamenus: 06.08.2018). (Meronudeckue yka-
3aHMS K MPAKTHYECKUM 3aJaHUSAM W caMmocTosTenbHOM padore. — C.380 — 514). — Pexum goctyma:
https://e.lanbook.com/book/5154 (nata obpamenus: 28.11.2018).

12.3.2. YueOHO-MeTOAMYECKHE MOCOOMS 1JIs1 JIMI C OTPAHMYCHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
WHBAJIUI0B

Y4eOHO-MeTOqMUeCKre MaTeprabl ISl CAaMOCTOSTEIbHON U ayTUTOPHOM paboThl 0Oyyaromumxcs
U3 YMCIIa JIUI] C OTPaHNYEHHBIMI BO3MOKHOCTSIMU 37I0POBBSI 1 MHBAJHJIOB MPEIOCTABISIOTCS B (opMax,
a/IalITUPOBAHHBIX K OTPAaHMYEHUSIM UX 3/I0POBbS U BOCIIPUATHUS HH(DOPMAIIHH.

JI1s1 M1 ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIeHUsIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou (opme.

J1s1 1M1 ¢ HAapylIIeHUsIMM ONIOPHO-ABUTaTeJIbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (opme.

12.4. IIpo¢eccnonaibHbIe 0a3bI JAHHBIX U MHPOPMALIMOHHBIE CIIPABOYHbIEC CHCTEMBbI

1. Kpynueimmii poccuiickuii ”HGOPMALMOHHBIA TOpTai B 00JIACTH HAYKH, TEXHOJIOTUU, MEIH-
1uHBI 1 oOpa3oBanus www.elibrary.ru. UaTepuer 6ubnuoreka ¢ JocTynoM K pedepaTuBHBIM U MTOJHOTEK-
CTOBBIM CTaThsIM M MaTepHajaM KoH(pepeHunit www.ieeexplore.ieee.org.

13. MaTtepuaibHO-TEXHMYECKOE 00ecneuyeHue TUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoOe
o0ecneueHue

13.1. O6uue TpedGOBaHNA K MATEPHAJBHO-TEXHUYECKOMY H IIPOIPAMMHOMY 00ecIie4YeHHI0
AUCHMILTHHBI

13.1.1. MaTepuaJIibHO-TeXHHUYECKOE U IPOrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlst mpoBeieHus 3aHATUH JICKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIETO KOHTPOJIS M MIPOMEKYTOYHOU aTTECTAIlUU MCIOIB3YeTCs YIeOHas ayquTOPHs ¢ KOJTUIECTBOM I10-
CaZIoYHBIX MeCT He MeHee 22-24, 00opyIoBaHHAs JOCKON M CTaHAApTHOH yueOHOIl mebenbro. MeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U Y4€OHO-HATIIAIHBIE TTOCOOMsI, 00€CTICUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPALMHU 0 JIEKIIMOHHBIM pa3ielaM TUCIUILINHEI.

13.1.2. MaTepuaJIbHO-TeXHUYECKOE U NIPOrPAMMHOe o0ecrnedyeHue J1Jisl NPAKTHYECKUX 3aHA T
JlaGoparopusi porpaMMHO-aIIapaTHRIX CPEICTB oOecTiedyeHns HH()OPMAIIMOHHON Oe3011acHOCTH,
OTNEPAIMOHHBIX CUCTEM U CUCTEM 0a3 TaHHBIX
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yueOHas ayTuTOpHsl 7Sl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHast ayIuTOpHs IS TIPO -
BEJICHUS 3aHATHI J1a00paTOPHOrO THMA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 405 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- Kommerotepsr knacca ve Huxe M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);

- Kommutekt cienmanuzupoBanHoi yueOHOW Mebenu;

- PaGouee mecto npenogaBares.

[TporpamMmmMHOe oOecrieueHre He TpeOyeTcsl.

13.1.3. MarepuajibHO-TEXHMYECKOE U IPOrPaMMHOe odecredeHue I CAMOCTOATEIbHOI padoThI
Jiist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIacchl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckast obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepimmnauna ynuna, 1. 47, 126 ayz.;
- 634034, Tomckast obmacTs, r. Tomck, Bepmmanna ymuma, 1. 74, 207 aym.

CoctaB 000pyIOBaHUSA:

- yueOHasi meOelb;

- komnetoTepsl kinacca He Hke [I9BM INTEL Celeron D336 2.8['Tw. - 5 miT,;

- KOMOBIOTEPHI MOJKIIOUYEHBI K ceTu «VHTepHeT» U 00ecreynBaroT JAOCTYI B AIIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[lepeyeHb MPOrpaMMHOTO 0OCCIICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MatepuabHO-TeXHHYECKOe o0ecriedyeHre JUCIUIITHHBI /ISl JIMI C OTPAHHYeHHBIMHU
BO3MOKHOCTSAIMM 310POBbSI M HHBAJIU/I0B

OcBoeHME NUCUUIUIMHBI JIMLIAMU C OTPAHUYEHHBIMU BO3MOKHOCTSIMH 3/10pPOBbS U HMHBAJIUIaMHU
OCYUIECTBIISIETCA C UCIOIb30BAaHUEM CPEJICTB 00yUEHHsI OOILEro U CelnaaIbHOTO0 Ha3HAYEHUS.

[Tpu 3aHATHAX ¢ O0YYAIOLUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa [IPelyCMOTPEHO UCIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJIbTUMEIUUHBIX CPEJICTB U APYTUX TEXHUUYECKUX CPEACTB Ipuema/nepesa-
4y yyeOHOM nHpOpMaLUU B TOCTYNHBIX (hopMax, MOOMIIBHOM CUCTEMBI ITpenoiaBaHus i 00YqaroLIXC s
C MHBAJIMIHOCTBIO, TOPTATUBHON MHIYKIIMOHHON CUCTEMBI. Y4eOHasi aymuTOpUs, B KOTOPOUM 3aHUMAIOTCS
oOyyarolyecs: ¢ HapyllIeHHEM CllyXa, 00Opy/lI0BaHA KOMIIBIOTEPHOM TEXHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOM, FJIEKTPOHHOMN JOCKOW, MYJIbTUMEAUMHON CHCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYILIEHUSIMH 3PEHUSIMH IIPEIYCMOTPEHO HCIIOJIb30BAHUE B
JIEKLIMOHHBIX U YU€OHBIX ayJUTOPUAX BO3MOXKHOCTH MIPOCMOTPa yAaJIEHHBIX O0BEKTOB (Hanmpumep, TeKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO MPOCMOTpA.

[Tpu 3aHATHUAX C 0OYy4YaIOIIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeJIbHOIO aNlapara HCIOJb-
3yIOTCS albTepHATUBHBIE YCTPOMCTBA BBOJIa MH(OPMALIMK U IpYTHe TEXHUUYECKUE CPENICTBA ITpreMa/nepe-
Jauu yueOHo# nHpopMaluu B TOCTYIHBIX (opMax, MOOMIIBHOM cucTeMbl 00ydeHHs! ISl Jo/iel ¢ WHBa-
JUAHOCTBIO.

14. OIIGHO‘IHI)IC MaTepuaJdbl H METOAUYCCKUE PCKOMEHAAIUHA 110 OPraHu3aluu U3y4cHUus
AUCHHUITINHBbI

14.1. Conep:xaHue OLEHOYHBIX MATEPHAJIOB U MeTOANYECKHEe PEKOMEHAAIUN
ZIJ'ISI OLCHKU CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBHS[ OCBOCHHA 3aerHHeHHBIX 3a )IHCHI/IHJIPIHOﬁ
KOMIETEHIIUI UCTIONb3YIOTCS OLIEHOUYHbIE MaTepUalibl B COCTABE:
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14.1.1. TecToBbIe 327aHUA

1. Kakast u3 HUKe MepevrCICHHBIX 3a/1a4, U3IOKEHHBIX B JlokTpruHe MHpOpMaIMOHHON Oe30mac-
Hoctu Poccuiickoit denepanuu, He OTHOCUTCA K 3aJla4aM I'OCYJapCTBEHHBIX OPraHOB B PAMKAaX JECATENb-
HOCTH TI0 00ecrieueH0 HH(HOPMAITMOHHON O€30IaCHOCTH:

a) obecrieueHue 3alIUThI PaB U 3aKOHHBIX WHTEPECOB IPAXKAAH U OpraHu3aluil B MHQOpMAIMOH-
HO¥1 cdepe;

b) omeHka cocTossHUS WHPOPMALMOHHONW 0€30MacHOCTH, MPOTHO3UPOBAHUE U OOHAPY)KEHUE UH-
(OpPMALIMOHHBIX YIpO3, ONpE/ETIeHNEe NPUOPUTETHBIX HAMPaBICHUI UX NMPENOTBPALICHHS U JIMKBUIALUU
MOCJIEJICTBUI UX MPOSIBICHNUS;

C) TUTAaHUPOBAHUE U pa3paboTKa Mep MO MPOBEACHUIO KHOEppa3BEI0BATEIbHBIX ONIEPAIIHii;

d) opranuzanus nesTENIbHOCTH U KOOPAWHAIMS B3aMMOJEHCTBHS cuil obecrieueHust nHGopMaIy-
OHHOM 0€3011aCHOCTH, COBEPIIEHCTBOBAHUE UX NPABOBOI0, OPraHU3aL[IOHHOI 0, OIIEPaTUBHO-PO3BICKHOTO,
pa3BeIbIBATEILHOTO, KOHTPPa3BEAbIBATEILHOTO, HAYYHO-TEXHUUECKOr0, HHPOPMAITHOHHO-aHATUTHYECKO-
o, KaApOBOI0 M SKOHOMUYECKOro 00eCIeUeHHUS;

2. B crangapre CIA "Kputepun oLEeHKHM TapaHTHPOBAHO 3AIIMIIEHHBIX BBIYMCIUTEIBHBIX CH-
cTeM B MHTepecax mMuHucrepcTBa 060oponsl CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHHH, KOTOPHIM
OTBEYAIOT aBTOMAaTU3UPOBAHHBIE CUCTEMBI, OHU PA3/IEICHBI Ha. ..

a) 5 Kiaccos;

b) 4 rpymsr;

¢) 3 MHOXECTBA,;

d) 2 moarpynms!.

3. UTo U3 HMXKENEPEUUCICHHOTO HE OTHOCUTCSA K IIEPEYHIO CBEIEHUH KOH(UICHIINAIBHOTO XapaK-

Tepa, yreepaxkaeHHoro [Ipesnnentom Poccuniickoit ®denepanun?

a) CimyxeOHble CBEICHHS, JOCTYI K KOTOPbIM OTPaHUYEH OpraHaMH roCy/1apCTBEHHOH BJIACTH B

COOTBETCTBUM ¢ ['pakmanckuM kopekcoMm Poccuiickoit @enepanuu u denepaabHbIMU 3aKOHAMU
(cmy>xeOHas TaifHa);

b) 3amuiiaembie rocy1apcTBOM CBEACHUS B 001aCTH €ro BOSHHOM, BHEITHETIOIMTHUECKON, IKOHO-
MHYECKOM, pa3BebIBATEIbHOM, KOHTPPA3BEIbIBATEILHON U ONEPATUBHO-PO3BICKHON JE€ATEIbHOCTH, pac-
NPOCTpaHEHHE KOTOPHIX MOXET HaHeCcTH yiiepo 6e3onacHoct Poccuiickoit denepanmu;

c¢) Ceenenus, cBsi3aHHbIE C IPOPECCUOHATIBHON JESITEIbHOCTBIO, TOCTYI K KOTOPBIM OIpaHUYEH B
cootBercTBUM ¢ Koncrutynuei Poccuiickoit ®deneparyu u eaepalbHBIMU 3aKOHaMU (BpaueOHasi, HOTa-
puanbHasl, aJBOKATCKas TaiiHa, TailHa Mepenucku, Tele(OHHBIX MEPEroBOPOB, MOYTOBBIX OTIIPABICHUH,
TeserpadHbIX WIM UHBIX COOOILEHUH 1 Tak Janee);

d) CBeneHus, cBA3aHHBIE C KOMMEPUYECKOM EATEIBHOCTBIO, JOCTYI K KOTOPBIM OTPaHUYEH B COOT-
BeTCTBHHU ¢ [ pakganckuM konekcoMm Poccuiickoit @eneparnuu 1 denepaibHbIMU 3aKOHAMH (KOMMepye-
CKasl TaifHa).

4. Crannapt CIIA «Kpurepun oieHKH rapaHTUPOBAHO 3ALIUILEHHBIX BBIUNCIUTEIbHBIX CUCTEM B
uHTepecax MmuHucrepcTBa 00oponsl CIIIA» Ha3bIBaIOT ...

a) «Kentoit KHUTOI»;

b) «OpaHXKeBbIM TOKYMEHTOM;

¢) «OpaHXkeBOI KHUTOW»;

d) «KpacHbIM criuckom».

5. Mozens yrpo3 6e3omacHocTd HHPOPMAIIUHN HE BKIIOYaeT B ceOs:

a) Onucanue MHMOPMAIIMIOHHON CUCTEMBI U €€ CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHK;

b) Onmcanue yrpo3 6e30macHocT HHPOPMAIIH;

¢) Onucanne BO3MOXKHOCTEH HapymuTeen (MOIeb HapyIIUTes ), BOBMOXKHBIX YSI3BUMOCTEH MH-
(hOpMaITMOHHOM CHCTEMBI,

d) Craaum (3Tamsl paboT) Co3MaHUsI CUCTEMBI 3aIIUTHI MH(POPMAITMOHHOW CHUCTEMBI.

6. Ilpu MakeTUpPOBAaHMM U TECTUPOBAHHH CHUCTEMBbI 3aIUTHl UHPOPMAIMK HUH(OPMALIMOHHON CH-
CTEMBI B TOM YHCJIE€ OCYILECTBIIAIOTCS:

a) IIpoBepka pabOTOCIIOCOOHOCTH U COBMECTMMOCTH BBIOPAHHBIX CPEICTB 3aLIUTHI HH(OpMALUU
¢ MH(OPMAIIMOHHBIMH TEXHOJOTMSIMA U TEXHUYECKUMHU CPEICTBAMU;

b) YcraHoBKa cpeCTB MOHUTOPHHTA CETEBOW HHPPACTPYKTYPHI,

¢) PazpaboTka 1OKyMEHTOB, OIIPEJEIAIONINX MTPaBUiIa U MIPOLETYPhl, pealu3yeMble ONepaTopoM
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JUIsl 00eCTIeYeHUs 3aIUThl MHPOPMAIUN B HHPOPMALIMOHHOM CUCTEME B XOZIE €€ IKCIUTyaTalluu;

d) BHeapenue 1OKyMEHTOB, perIaMEHTUPYIOIIMX OpraHU3allMOHHbIE MEpHhI 0 3alluTe HHPopMa-
LN

7. Meronnueckuit nokymeHT ®CTIK Poccun «Metoauka onpenenenus 6e3omacHoCTH HHGOpMa-
M B HH(POPMALMOHHBIX CUCTEMAaX» MPUMEHSETCS COBMECTHO C:

a) bazoif maHHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHON cay)00i Oe3omacHocTn Poccwmii-
ckoil denepanuun

b) bankom naHHbBIX yrpo3 Oe3omacHoctd uHGopmanuu, chopmupoBanHbiM DPCTIK Poccun
(ubi.fstec.ru);

¢) ObmenocTymmHoM 6a30i1 TaHHBIX KOMITBIOTEPHBIX YTPO3;

d) Ilepeunem cBeneHU KOHPHUIECHIIMATHLHOTO XapaKkTepa.

8. AHanu3 ysa3BUMOCTEH HH(GOPMAIIMOHHON CUCTEMBI IIPOBOIUTCS B IEIIAX:

a) O1leHKH BO3MOYKHOCTH MPEOOJICHUS HApYIIUTENIEM CUCTEMBI 3aIUThl HH(popManuu nHpopma-
IIMOHHOM CHCTEMBI U MPEeIOTBPAIICHHs peann3aliu yrpo3 6e30mnacHocTi HHGOpMaIuy;

b) Onenku 3¢ HEKTUBHOCTH UCIIOIB30BAHUS MOJIMTHK pa3rPaHUYEHUs TOCTYIIA;

¢) OnTuMu3anuy NpOU3BOAUTEILHOCTH MTPOrPAMMHO-AINAPATHBIX CPEACTB 3alIUTHl HH(pOpMaLnu;

d) CermenTanuu MHPOPMAITIOHHON CHCTEMBI.

9. CucremHBIi IIpoLecc NOAyYeHHUs] OObEKTUBHBIX KAYECTBEHHBIX U KOJTMUYECTBEHHBIX OLICHOK O

TEKyLIeM COCTOSHMM WH(POPMALMOHHONW 6e30MacHOCTH KOMITAHUU B COOTBETCTBHHM C OTIPENENIEH-
HBIMH

KPUTEPHSIMHU U MOKa3aTeIsIMH O€3011aCHOCTH Ha3bIBACTCS:

a) Arrecranus;

b) Aymur;

¢) Ceprudukanms;

d) ITenrecr.

10. Uro U3 HIKENepeuncIeHHOrO He OTHOCUTCS K MEXIyHAPOIHBIM METOJMKAM MPOBEICHUS Te-
CTHPOBAaHUS Ha NMPOHUKHOBEHHE, OPUEHTHPOBAHHBIX Ha MOJCIHPOBAHUE aTaK, HANPABICHHBIX HA CETE-
BYIO HH(PPACTPYKTypy OpraHU3aI1H:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AGctpakTHOe (popManu3oBaHHOE WM HE(POPMATU30BAHHOE) ONMMCAHUE HAPYIIUTENS MPABUI
pasrpaHuyeHusl TOCTyIa Ha3bIBACTCS:

a) XapaKTepUCTHKa HAPYILIUTEIS;

b) Moxens HapyIuTeNs;

c¢) Crenapuii HapyluTeNs;

d) Monens UCTOYHUKOB YTPO3.

12. Kakoe u3 HIKeTepeyncIeHHbIX HAlPaBICHU HE OTHOCHUTCS K aTTecTallud 00ObEeKTOB UH(OP-
MaTHU3aIMH 110 TPEOOBaHUSIM 0€30IMaCHOCTH HH(POPMAITHU:

a) ATrecTalys aBTOMAaTU3MPOBAHHBIX CHCTEM, CPEICTB CBsI3H, 00pabOTKU U mepenaun uHpopma-
11y,

b) ArrecTanus noMeIeHn, npeaHa3HaYeHHbIX U1 BEeCHUS KOH(PHICHIIMAIbHBIX IEPErOBOPOB;

¢) Atrectanus pabodnx MECT C IENIbIO OIICHKU YCIIOBHM TPY/a;

d) ATrecTanus TEXHUYECKUX CPEJICTB, YCTAHOBJICHHBIX B BBIJCICHHBIX MOMELICHUAX U 3allIMIIac-
MBIX TOMEUICHUSIX.

13. Crparerus (MeTOJ) TECTUPOBAHUS (PYHKIIMOHAILHOTO MOBEICHUS 00BEKTa (IIPOTPaMMBI, CH-

CTEMbI) C TOYKHM 3pPEHMsI BHEIIHETO MHUPA, IPH KOTOPOM HE HCIOJIb3YeTCs 3HAHHE O BHYTPEHHEM
YCTPOUCTBE TECTUPYEMOTO OOBEKTa

a) TecTupoBaHHe YEPHOTO SIIUKA;

b) TectupoBaHue OENOTO AMUKA;

¢) TecTupoBaHue KPaCHOTO SAIIUKA;

d) TecTupoBaHue HEN3BECTHOTO SIIUKA.

14. Meroauka TeCTUPOBaHUA HAa IPOHUKHOBEHUE HA3bIBACTCS:
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a) Aymur;

b) Ilenrecr;

¢) Honeypot;

d) Metasploit.

15. Yto u3 HIDKENEPEUNCIIEHHOTO HE OTHOCUTCS K ATaIly aHalln3a pUCKOB MH(OpMAIMOHHON 0e3-
OIMACHOCTH:

a) [TocTpoenue Mozenu HapyIIUTE;

b) Unentudukaius pecypcos;

¢) Unentuduxanus 6uzHec-rpeboBaHni U TpeOOBAHUI 3aKOHOATEIHCTBA, IPUMEHUMBIX K HICH-
TU(ULIIPOBAHHBIM peCypcam;

d) OnennBanye UACHTUPHUIIMPOBAHHBIX PECYPCOB C YUETOM BBISBICHHBIX OU3HEC TPEOOBaHUN U

TpeOOBaHUI1 3aKOHOJATENbCTBA, a TAKXKE MOCIEACTBUNA HAPYHICHHUS UX KOH(OUIECHIIMAIBHOCTH, 1Ie-
JIOCTHOCTHU M JOCTYITHOCTH.

16. Kakas yrposa 6e3omacHOCTH HHPOPMAITUH SBIIACTCS MPeTHAMEPSHHOM ?

a) OmmbKku nepcoHana;

b) C60i#1 mporpaMMHOTO 00ECTICUCHNS;

¢) @anpcudukanus, moaaeyiKa T0KyMEHTOB;

d) OTKpBITHE AIIEKTPOHHOTO MHUChMA, COJICPKAIErO BUPYC.

17. TeppuTopusi BOKPYT MOMEIIEHUH aBTOMAaTU3UPOBAHHON CUCTEMBI 00pabOTKH JaHHBIX, KOTOpast
HENPEPHIBHO KOHTPOJIUPYETCS MEPCOHATIOM WIIM CPEACTBAMU aBTOMATU3MPOBAHHOW CHUCTEMBbI 00pabOTKU
JAaHHBIX HAa3BIBACTCA ...

a) Hexontponupyemoit 30HO#

b) 30H0l MOMeleHN aBTOMAaTH3UPOBAHHOM CUCTEMBI

¢) 30H0i#1 06a3 TaHHBIX 3AITUIIIAEMON CUCTEMBI

d) 30HO# KOHTPOJIHPYEMON TEPPUTOPHH.

18. ¥rpo3a nuBepcrr OTHOCUTCA K ...

a) CyOBeKTUBHOI MpeTHaMEePEHHON IPUYNHE HAPYIICHHS [IETOCTHOCTH MH(POPMAIIHH;

b) CyObeKTUBHOMN HEMPETHAMEPEHHON TPUYMHE HAPYIIICHUS [IEJIOCTHOCTH WH(OPMAITUH;

¢) OObEeKTHBHON HEMpPeTHAMEPEHHOW MPUYKMHE HAPYIIEHHUS [IEJIOCTHOCTH UH(OPMAITUY;

d) OOBeKTHBHOM TIPETHAMEPEHHON MTPUYMHE HAPYIICHHSI [IEJIOCTHOCTH WH(OpMAITUH.

19. IlepexBar gaHHBIX SBISETCS YIPO3OM:

a) JloctynmHocTH;

b) KondunennuanpHOCTH;

c¢) llenoctHocTH;

d) HocroBepHOCTH.

20. IIpomomxute Te3uc BepHo: Kiace 3anau «JlerenaupoBanue» 1o 3anure HHHOPMAIIHH. ..

a) He cymectsyer;

b) IloTepsit akTyaqTbHOCTH B CBSI3U C MEPEXOAOM Ha HOBBIE CTAHAAPThl CHUMMETPUYHBIX KPUIITOCHU-
CTeM;

c¢) Ilpeamonaraer BKIIOYEHHE B COCTAB AJIEMEHTOB CHUCTEMBI 00pabOTKH MHGOPMAIIMK JOTIOTHH -
TEBHBIX KOMIIOHEHTOB;

d) O6wveauHseT 337291 110 00ECTICUECHUIO TMOTYUEHHUS 3TI0YMBITIUICHHUKOM MCKaKEHHOTO TIPEICTaB-
JICHHS O XapakTepe U MpeHa3HAueHUN 00bEKTa.

21. Puck nHpOpMamMOHHON 6€30TTaCHOCTH 3TO

a) Uncio ys3BUMOCTEN B CUCTEME;

b) OTHOILIEHNE CTOUMOCTH CUCTEMBI 3aLIUTHI K BEPOATHOCTH €€ «IIPOCTOS;

c¢) Coueranue BEpOSTHOCTH yrpo3bl HHPOPMALMOHHOW 0€30IaCHOCTH M TOCIEICTBUMA €€ HaCTyII-
JICHHUS;

d) OneHKa CTOMMOCTH 3aIIUTHBIX CPEICTB.

22. COBOKYMHOCTh yCJIOBHMA U (DAKTOPOB, OMPENEIAIOMNUX MMOTCHIIMAIBHYIO W PEabHO CYIIE-
CTBYIOIIYIO ONAaCHOCTh HApYIICHUs KOH(PUACHIINAIBHOCTH, IIEIOCTHOCTH, TOCTYITHOCTH UH(OpMAIIUU Ha-
3bIBAETCH ...

a) Yrpo3oii 6e3onacHoOCTH;

b) KommeroTepHoit 6€30MacHOCTHIO;
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¢) AHaIM30M yrpos;

d) Arakoit Ha ”HPOPMAITMOHHYIO CUCTEMY.

23. Y10 U3 NepeyrcIeHHOro IPOUCXOIUT MpH ucnoib3oBaHud RAID-maccuBoB?

a) [IpousBoauTcs mosHOE MU pPOBaHUE TaHHBIX

b) Ob6ecneunBaercs 60see BBICOKHI YPOBEHb 3alIUTHI OT BUPYCOB

c) [ToBbImaeTrcst HaIEKHOCTh XPAHEHUS JAHHBIX

d) YBennuuBaeTcs MakCUMaibHasl MPOITYCKHAs CIIOCOOHOCTh CETH

24. 3aKI0YUTENBHBIM TAllOM ITOCTPOEHUS CUCTEMBI 3AIUTHI SBIISACTCS ...

a) AHanu3 ysa3BUMBIX MECT;

b) [lnanupoBanue;

c¢) Ob6cnenoBanue;

d) ConpoBoxeHue.

25. Yro 13 NepevrcIeHHOro He UCTIONb3YyeTCs B OMOMETPHUECKON ayTeHTH(PUKauu?

a) PucyHok manwiisipHOTO y30pa;

b) KnaBuarypHslii mouepk;

¢) [lmactukoBas kapTa ¢ MAarHUTHOM TOJIOCOM;

d) PagyxHas o6onouka riasa.

26. K xakoif mojacuctemMe He TPEAbIBISIOTCS TpeboBaHus B PykoBomsmiem moxkymente «Kimaccu-
(duKams aBTOMaTU3UPOBAHHBIX CHCTEM M TPeOOBaHUI 10 3a1uTe HHPOPMALUN»?

a) yIpaBJeHUs JOCTYIIOM;

b) peructpanuu u yuera;

C) TEXHUYECKOM 3aluThl HH(POpMAIUH;

d) obecnieueHHs IETOCTHOCTH.

27. 3amura uHGOpPMAITUHU ITO:

a) JleaTenbHOCTD TIO MPEIOTBPAILICHHIO YTEUKH MHPOPMAIIUH, HECAHKIIMOHUPOBAHHBIX U HENPE -
HaMEpPEHHBIX BO3JCHCTBUI Ha HEE;

b) CoBOKYITHOCTb MpaBuJI, PETJIAMEHTUPYIOIIUX MOPSIOK U YCIOBUSA TOCTyNA CyOBbEeKTa K HH(OP-
MaIiH U €e HOCUTEISIM;

¢) [Iponecc cbopa, HakomeHust, 00pabOTKU, XpaHEHUsI, paclpeaesieH s ¥ TOMCKa HH(OpMAIIUH;

d) ITomydyenne cyObEKTOM BO3MOYKHOCTH O3HAKOMJICHHS ¢ HH(pOpMaIlUel, B TOM YHCIIE MPU TOMO-
M TEXHUYECKUX CPEICTB.

28. Yposens 6e3omacHocTH C, cornacHo "OpaHXeBoil KHUTE", XapaKTepU3yeTCs:

a) OTCyTCTBHEM YIPABIEHUS TOCTYIIOM.

b) [Ipon3BOIBHBIM yIIPABIEHUEM JOCTYIIOM;

¢) [IpuHyMTENbHBIM yTIpaBIEHUEM JOCTYIIOM;

d) Bepudurupyemoii 6€30macHOCTHIO.

29. CBOMCTBO AOCTYIHOCTH JIOCTHIaeTCs 3a CUET MPUMEHEHUSI MEp, HAIIPaBJIICHHBIX Ha MOBBIILIE-
HUE:

a) AyTeHTUYHOCTH;

b) HenpotusopeunBocTy;

¢) OTKa30yCcTONYMBOCTH;

d) HeotkazyemocTtu.

30. KakuM TepMHUHOM Ha3bIBaeTCA 3alIUIAEMbIe TOCYJaPCTBOM CBEICHHUS B O0JIACTH €r0 BOCHHOH,
BHEIITHEMOJIMTHYECKON, SKOHOMUYECKOW, Pa3BeIbIBATEILHON, KOHTPPAa3BEAbIBATEIIBHOM M ONEPaTUBHO-
PO3BICKHON JIeSTENFHOCTH, PACIPOCTPaHEHHE KOTOPHIX MOXKET HaHecTH ymiepd OesomacHoctu Poccuii-
ckor denepanun?

a) KonpunennuansHas napopmanus;

b) CekpeTtHast uH(pOpMaIus;

¢) Boennas Taiina;

d) l'ocymapcTBeHHas TaifHa.

31. [Tony4yenue nocryna K HHPOPMAIMH CyOBEKTOM B HapylICHHE ACUCTBYIOIICH MOJIUTUKU pa3-
TpaHUYEeHHSI TOCTYIa Ha3bIBAETCA. . .

a) HecaHKIIMOHMPOBAaHHBIN JOCTYII;

b) 370yMBITUICHHBINA JOCTYTI
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¢) Hepaspeuiennsiii 10oCTyII;

d) 3anpeTHbIii JOCTYII.

32. Kakoii Bu nH(POpPMALUU HE OTHOCUTCS K KaTeropuu KOH(PHICHIMAIbHON nHopMarn?

a) Kommepueckas Taiina;

b) TaiiHa cyn0npon3BOJCTBA;

¢) [lepconanpHbIC TaHHBIE;

d) l'ocynapcTBeHHas TaiiHa.

33. Kakum TepMHUHOM (COTJIaCHO 3aKOHOJATeNbCcTBY PD) HaszwiBaeTcs Jr06ast nHGOpMaIus, OTHO-
CSIIIAsACS K MPSAMO WIM KOCBEHHO OTIPEJICIIEHHOMY WIIM OTIpeaeiieMoMy (PU3NYECKOMY JIUITY?

a) Kondunennuanpaas nabopmanms;

b) [lepconanbHBIC JaHHEIE;

¢) Mudopmanus mpo JIMIHOCTS;

d) Uudopmaryst ¢ orpaHU4eHHBIM JOCTYIIOM.

34. Kananbsl HECaHKIIMOHUPOBAHHOTO TOTyYeHUS MHPOPMAITUX CTPYIITUPOBAHBI B. ..

a) 3 kiacca;

b) 4 knacca;

¢) 7 K1accoB;

d) 9 xmaccos.

35. HaGop HOpM, MpaBWI ¥ MPAKTUYECKUX MPUEMOB, PETYIUPYIOIIUX yIPABICHHE, 3aIIUTY U Pac-
MpOCTpaHeHHe LEeHHOW nH(OpMaluy, Ha3bIBAETCA ...

a) Mozpenpro 0e30MMacHOCTH;

b) Meronom mmdpoBanus;

¢) KommnprotepHoii 6€3011acHOCTBIO;

d) I[MonuTHkoi 6€30MacHOCTH.

36. OOmiasi, pykoBOIsIIIasi YCTAHOBKA IPU OpraHU3aLUU U 00ECTICYeHUH COOTBETCTBYIOIIETO BHJIA
NeSITEIbHOCTH, HalpaBieHHasi Ha TO, 4TOObI Hanboyiee Ba)KHBIE IEJIM 3TOW AESITETbHOCTU JOCTUTAIUCH
npu HanboJee palnoHaIbHOM PacX0I0BAHUU UMEIOLIUXCS PECYPCOB — 3TO ...

a) Muccus;

b) Crparerus;

c) OyHKIuS;

d) [pomuecc.

37. Yto U3 mepeunCICHHOTO HE SBIICTCS MEJIbIO TIPOBEICHUS ayIuTa 0€30MacHOCTH?

a) AHalM3 PUCKOB, CBS3aHHBIX C BOZMOXXHOCTBIO OCYILECTBICHUS YIpo3 O€30MaCHOCTH B OTHOIIIE-
HUU PECYPCOB CHCTEMBI;

b) BripaboTka pekoMeHIaIHii 10 BHEAPSHUIO HOBBIX U MOBBIIICHUIO Y3PPEKTUBHOCTH CYIIIECTBYIO-
IIMX MEXaHU3MOB 0€30MaCHOCTH CUCTEMBI;

¢) OreHka OymyIero ypoBHsI 3aIIUIIICHHOCTH CUCTEMBI;

d) OrneHka COOTBETCTBHS CHCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 00JacTH WH(OpMAIMOHHON
0€30IacHOCTH.

38. Beibepure HeBepHOE yTBepKAecHUE. CUTHATYPHBIM METO/I BBISIBIICHUS aTaK XapaKTEePU3yeTCs:

a) CpaBHEHHEM HCCIIETyeMOro OObEKTa ¢ paHee U3BECTHBIMU 00pa3IaMU-3TaJIOHAMH;

b) CrtocobHOCTHhIO OOHAPYKUBATh pPaHEE HEU3BECTHBIC aTAKH;

¢) IIpocToToii B HacCTpoOiiKe U SKCILUTyaTalluu AJI1 KOHEYHOTO MOJIb30BaTeNsl CUCTEMBI;

d) [TomynsspHOCTBIO UCIIONIL30BAHUS B CUCTEMAaX aHTUBHPYCHOM 3aIIUTHI.

39. 3aaun o pe3epBUPOBAHUIO CUCTEMBI 3aIUTHI IESATCS Ha:

a) Tersioe 1 X0NOAHOE pe3epBUPOBAHHUE;

b) XonoaHoe u ropsyee pe3epBUPOBAHUE;

c¢) benoe u cepoe pezepBupoBaHue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mopenb CUCTEMBI C MOJHBIM MEPEKPHITUEM XapAKTEPU3YETCS CIIETYIOIINM MOJI0KEHUEM:

a) B aBToMaTu3npoBaHHO cucTEMe CPECTBAMH 3aIIUThI «IIEPEKPBITO» OOIBIIUHCTBO KAHATIOB

YTEUKU;

b) B mexanu3Me 3amThl JOKHO COJEPIKATHCS M0 KpaitHel Mepe OHO CPEeCTBO IS MEPEKPHITUS
J1000r0 MOTEHIIMAIBHO BO3MOXKHOIO KaHalla yTeYKH NHPOpMAIIHH;

CornacoBaHa Ha noprane Ne 47146 17



¢) B cucremMe 3anuThl IPUCYTCTBYET TOJIBKO OHO CPEACTBO JJIsl IEPEKPHITHS BCEX YIpo3 Oe3ormac-

HOCTH;

d) ABTOMaTH3UpOBaHHAS CHCTEMA SIBJSIETCSI CHCTEMOW MHOKECTBEHHOTO JIOCTYTIA.

41. acTpyMeHTalIbHAsI KOMIUIEKCHOCTh B c(hepe MHPOPMAIIMOHHON 0€30MMacHOCTH ToIpa3yMeBa-
erT:

a) HenpepbIBHOCTH OCYIIECTBICHHS] MEPOTIPUSATHIL 1O 3alIUTe HH(DOPMALIUK;

b) 3ammty nHbOpMaLIMK OT BHEIIHUX M BHYTPEHHUX YTPO3;

¢) UnaTerpanuto Bcex BUAOB U HarpaBieHui b mist mocTHyKeHus MOCTaBICHHBIX 1IeJeH;

d) OGecnieuenue TpeOyeMOro YpOBHS 3aIIUTHI BO BCEX JEMEHTaX CUCTEMbl 00paboTku uHpopma-
117078

42. Kako#l TOKyMEHT yCTaHABJIMBAET 1I€JIb, 33/1a4M U CTPYKTYPY CTaHIAPTOB I10 3aIluTe HH(OpMa-
1uH, 00BbETUHSIONINI aCIeKThl CTAHIAPTU3ALNY B JaHHON 00JIaCTH U SBJISIOIIMICS OCHOBOMOJIAralouuM
CTaHJapTOM B OOJIACTH 3aIIUTH HHPOPMAIIHH:

a) 'OCT P 52069.0-2013

b) @3 Nel52 ot 27.07.2006

¢) [Toctanosnenne [IpaBurensctBa PO Nel119 oT 01.11.2012

d) Koncruryuus PO

43. [lesTenbHOCTh MO MOATBEPXKIICHUIO XapaKTEPUCTHK CPEJCTB 3allUThl MH(pOpMauu TpeGoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB WM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3alIUTe WH(OPMAIIHH,
yTBEpKJIeHHBIX ['ocymapcTBeHHOM TexHuueckoil komuccueit npu Ilpesumaente Poccuiickoit @enepanun
(I'ocTexxomuccuei Poccun) HazbiBaeTcs

a) Atrectanus CpeJCTB 3aUTh HHGOPMAITUH

b) Ceprudukarys cpecTB 3aUTh HH)OpMAIUU

¢) KomriekcHoe TecTupoBaHUE CPEICTB 3aIUTH HHGOPMAITHHI

d) BeiGopka cpencTB 3amuThl HHPOPMAITIH

44. ITonoxenust ®enepanpHoro 3akoHa Nel49 ot 27.06.2006 He pacpoCTpaHsAIOTCA HA:

a) OTHOIIEHNUS, BOZHUKAIOIINE TIPU OCYIIECTBICHUH IIPaBa Ha MOKCK, MOJIYUYCHUE, Tepeaaqy,

MPOU3BOJACTBO U pacpoCcTpaHeHne HHPOpMAIUH;

b) OTHOIIEHNS, BOSHUKAIOIIHE MPU MPUMEHEHUH HH(POPMAIMOHHBIX TEXHOIOTHIA,

¢) OTHoI1IeHUs, BOSHUKAIOIINE MTPU 00ECTICYCHUH 3aIUThl HHPOPMAIIUN

d) OTHOmIEHUS, BOSHUKAIOLIME MPH MPABOBOM OXpaHE Pe3y/bTaTOB MHTEIUICKTYaJbHON AEATeNb-
HOCTH Y IPUPABHEHHBIX K HUM CPEACTB MHIANBUAYAITH3AINH

14.1.2. Jx3amMeHallMOHHbIE BONPOCHI

1. Teopus 3amuts! nHGopMaryu. OCHOBHBIE HAIIPABIICHHUS.

2. Obecneuenue nHGpopMalOHHOM 6e3omacHocTH. OCHOBHBIE 3a/1a4u o0ecnieueHus: MHpopmalu-
OHHOM 6€30MaCHOCTH.

3. KomiuiekcHOCTS (1ien1eBasi, HHCTpyMEHTalbHasl, CTPYKTypHasi, PyHKIIMOHAIbHAs, BpEMEHHAs).

4. TpeOoBaHuUs K CHCTEME 3alUThl HH)OPMAIIHH.

5. ¥Yrpo3sl undopmaruu.

6. Bunel yrpo3. OcCHOBHBIE HapyILEHUS.

7. Xapakrep IPOUCXOXKICHUS yTPO3.

8. Uctounuku yrpo3s. [Ipeanoceuiku nosiBieHus yrpos.

9. Cucrema 3amuthl nuHGopmauuu. [TpuHLIKIIBI TOCTPOESHUS cHCTEM 3aIluThl MHGopManuu. HTe-
rpanys CUCTEM 3alLUTHI.

10. Kitaccel kaHa/l0B HECAaHKLIMOHUPOBAHHOTO MOIYYEeHHsI UH()OPMALIUH.

11. IlpuunHbl HapyLIEHUs LEIOCTHOCTH HH(POPMALIUH.

12. MeTopl 1 MOJIENTN OLIEHKH YSI3BUMOCTH HH()OPMALIUH.

13. O61mas Mozenb BO3AEHCTBHS HAa HH(OPMAIIHIO.

14. O6u1ast MoaeNb mporecca HapymeHus PU3NIECcKoi IeI0CTHOCTH HH(OpMAITUH.

15. CtpykTypupoBaHHas cXeMa NOTEHLUAIbHO BO3MOKHBIX 3JI0yMBIIIJIEHHBIX IEHCTBUI B aBTOMa-
TU3UPOBAHHBIX cCUCTEMaX 00pabOTKHU JaHHBIX.

16. MeTonoioruyeckue moaxo/sl K OLEHKe YsI3BUMOCTH HH(OpMAIHH.

17. Mopeinb 3a1yThl CUCTEMBI C ITOJTHBIM ITEPEKPBITUEM.

18. PexomeH a1y 1o MCHOIb30BaHUIO MOJIENIEH OLIEHKU YS3BUMOCTH HH(POPMALIUH.
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19. JlonymieHust B MOACTSAX OICHKH YS3BUMOCTU UH(GOPMAITUH.

20. MeTozpl onpeneneHus TpEOOBaHMM K 3a1uTe WHHOPMAIIHH.

21. 3amuTa TOKaIbHBIX CETEN U ONMEPALIMOHHBIX CUCTEM.

22. TpeboBaHus K COJAEPKAaHUIO HOPMATUBHO-METOJWYECKHX JOKYMEHTOB IO 3aIuTe nHpOpma-
107078

23. OCHOBHBIE TIOHTHS TPAIUIIMOHHBIX CHMMETPHYHBIX KpunTocucteM. LIndps nepectaHoBky.

24. cxema mmmdposanus [lonura—Xemimana.

25. Cxema mmdpoBanust 37b-1"aMasi, KOMOMHUPOBAHHBIM METO MU(POBAHUS.

26. IlpuMeHeHNEe aCHMMETPHYHBIX KPUITOCHUCTEM JJISl 3AIIUTHI KOMIBIOTEPHOW HMH(OpMAIUU B
MH(GOPMAITMOHHBIX CUCTEMAX.

27. Meronsl uAeHTH()HUKAINH U TPOBEPKU MOUIMHHOCTH TOJIb30BaTENIel KOMITBIOTEPHBIX CHCTEM.

28. Meton 3ammtel o1 HCJI u pa3pyiaromux nporpaMMHBIX BO3IEUCTBUNA MpOLIECCa XPaHEHHS,
00paboTKK MH(POPMAITHH.

29. CpeacTBa 3aluThl, yrpasisgemMbie MojieMoM. HanexkHOCTh CpeACTB 3allUThI.

30. KommbproTepHbIe MPECTYIUICHUSI U OCOOEHHOCTH UX PaCCIIeOBaHUS.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX

[TonsitTue mHpOpMaAMM U CMEXKHBIX HUM: HMHPOpMalMOHHAs 0e30MacHOCTb, MH(POpPMAIMOHHAs
BOI{Ha, MH(OPMAIIMOHHAs arpeccus, HHPOPMAMOHHOE OpYyXHe, HH()OpMaIIMOHHBIE TPOLECCHl, HH(OopMa-
LIMOHHAs cucTema, nHpopMamonHas cdepa, Bubpl nHpopmanuu. [loHATHS aBTOpa U COOCTBEHHHMKA WH-
dopmanuu, B3auMojeiicTBUEe CYOBEKTOB B HMH(OpMalMOHHOM oOMeHe. 3amuTa HH(pOpMaluu, TaiiHa,
CpEJICTBA 3alUThl MHPOPMALIMH, YIPO3bl — OIpEeIeHUs, corocTaBienue. nenTudukanus, ayTeHTH-
buKanys, aBTopu3aIusl.

[Tonsitue yrpossl. Buasl yrpos. Tpu Haunbosee BblpakeHHbIE YIpo3bl: 1) MOABEPKEHHOCTh (U3H-
YECKOMY MCKaXECHUIO WIH YHUUYTOXKEHHIO; 2) BO3MOXHOCTh HECAHKIIMOHUPOBAHHOH (CIIy4aiiHOM MM 3710 -
YMBIIIJIEHHOM ) MOAU(UKAINH; 3) OMTACHOCTh HECAHKIITMOHUPOBAHHOTO (CIY4aifHOTO U IIPEIHAMEPEHHOTO)

HOJIy4eHus: MHQOpMAIMK JIMIAMHM, 7151 KOTOPBIX OHA HE MpeaHa3HadeHa. XapaKTep MpOUCXOKIe-
HUS YyIpO3: YMBILUIEHHbIE (DaKTOpbI, ecTecTBeHHBIE (hakTophl. McTounuku yrpos. Ilpeanocbuiku nossie-
HUS YyTPO3: OOBEKTUBHBIE, CYOBEKTHBHBIE.

Kiacchl kaHamoB HECAHKITMOHUPOBAHHOTO TIOJTydeHHsI HH(GOpManuu: 1) HEMOCPEICTBEHHO C

00beKTa; 2) ¢ KaHAIOB 0TOOpaXkeHUs nHpopManuy; 3) MojaydeHue Mo BHEIIHUM KaHaiaMm; 4) moj-
KJIIOYEHHE K KaHajaM MOJIy4eHUs nH(GOpMaIuu.

[TprunHbl HapylIeHUs LEeT0CTHOCTH UH(OpMalMU: CYOBEKTUBHBIE MpeIHAMEPEHHbIE, CYObEKTHUB-
HbIE HEIIpeIHAMEPEHHbIE, 0OBEKTUBHBIE HENIPEIHAMEPEHHBIE.

[ToreHnMaabHO BO3MOXKHBIE 3JI0YMBILIUIEHHBIE JEHCTBUS B aBTOMATU3UPOBAHHBIX CUCTEMax o0Opa-
OOTKH JTaHHBIX.

DopMHUpPOBaHUE MOJEIN HAPYLIUTES.

Tpu METOn0IOTHYECKUX MO/AX0/1a K OLIEHKE YSI3BUMOCTH MH(OpPMALIUU: SMIUPUUYECKUN, TEOPETH -
YEeCKH M TEOpeTUKO-3MIMpUYecKuil. Monens 3arpar, pazpaboTaHHas CIELUAIUCTAMH aMEpUKAHCKOM
¢bupmer IBM. Monens 3ammTel — MOJIETh CUCTEMBI C TIOJIHBIM MepekpbiTueM. [locienoBaTenbHOCTD pe-
IICHUs 3a/1a4d 3auThl MHGopMaruu. OyHAaMEHTaIbHBIX TPEOOBAaHUS, KOTOPHIM JOJDKHBI YIIOBIETBO-
PATH T€ BEIYUCIUTEILHBIE CUCTEMBI, KOTOPBIEC UCIIONB3YIOTCS st 00paboTKu KOHGUIEHIIMAaTLHON HHOD-
Mmanuu. TpeOoBaHUs pa3feseHbl Ha TPU IPYMIbL: CTPATEerus, NOAOTYETHOCTb, rapanTin. Kiaccuduxanus
ABTOMAaTU3MPOBAHHBIX CUCTEM U TpeOoBaHMi 1o 3amure nHPopmanuu. DakTopkl, BIUAIOIINE Ha Tpedye-
MBIH YPOBEHb 3aIUThl HH(POPMAIIHIH.

Mertonbl GopmupoBaHus GyHKUMNA 3amuThl. CKpbITHE MH(OPMALUU O CPEICTBAX, KOMILJIEKCaX,
o0beKTax U cuctemax oopadbotku unpopmanuu. Jlesundopmanus nporuBHuka. Jlerenauponanue. Brene-
HUE N30BITOYHOCTH JIEMEHTOB cUCTEMBI. Pe3epBrpoBaHue 371eMEHTOB CUCTEMBI. PerynipoBaHnue 1ocTymna
K 3JIEeMEHTaM CHCTEMbI U 3aluinaeMoi nupopmanuu. PerynmipoBanue UCIONb30BaHUS JIEMEHTOB CUCTE-
MBI U 3amuiiaeMoi mHpopManuu. MackupoBka uHpopManuu. Peructpanus cBeneHUil. YHUUTOXKEHHE
uHpopmanun. Obecneuenne curHanuzanuu. O0ecrieyeHne pearupoBaHys. YIpaBlIeHUE CUCTEMOM 3allu-
ThI nHGopManuu. ObecnedeHre TpedyeMoro YpoBHSI TOTOBHOCTH OOCITY)KMBAIOIIETO MEpCcoHaa K pele-
HUIO 337124 HUH(GOPMALIMOHHOM Oe30macHOCTU. 3amuTa OT HHPOPMAIIMOHHOTO BO3/IEHCTBHS HA TEXHHYE-
CKHE cpefcTBa 00paboTKH. 3anmTa oT HHYOPMAITMOHHOTO BO3ICUCTBHS Ha OOIIECTBO. 3amuTa OT HHQOp-
MAaIMOHHOT'O BO3JICHCTBUS HA IICUXUKY YEJIOBEKA.
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OO0cyxeHue pe3ylbTaToB Kypca IUCHUIUTHHEL. MToroBoe TectupoBanue. [loaBeneHre uToros.

14.1.4. Bonpocs! 1uddepeHuMpoBaHHOIO 3a4eTa
Monenu HapymnTes.
Mopaenu yrpo3 KoH(pUAESHINAIBHOCTH, 1I€J0CTHOCTH, JOCTYITHOCTH.
Mertonpl aHanu3a pUCKOB HapyleHUsI THPOPMAIIMOHHOM 6€30MacHOCTH.
MeponpusTus U MexaHu3Mbl (HOPMUPOBaHUS MOTUTUKU oOecrieueHnss MHPOPMALMOHHON Oe3o1mac-
HOCTH.
CpencTa 3amuThl HHGOPMALIUHU, LUPKYIUPYIOIIEH B CUCTEMAX TOKYMEHTO000pOTa.

14.2. TpeﬁoBaHnﬂ K OCHOYHBIM MaTepuajgamMm AJd JUll ¢ OrPAaHHYCHHBIMHA BO3MOKHOCTAMMU
310PpOBbS U UHBAJIUA0B
I[J'IH JijI ¢ OrpaHM4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIUMAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHb KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6mma 14 — I[OHOJ'IHI/ITeJ'II)HI)Ie MaTtepuajibl OUCHUBAHUA OJIA JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbS U UHBAJINIOB

Kareropuu Bunnl TOIIOMHUTEIBHBIX OLIEHOYHBIX @OpMBbI KOHTPOJIS M OLIEHKH
oOyJarommxcs MaTepHaJioB pe3yJIbTaTOB O0y4YCHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHBIE
paboThI, BOIIPOCHI K 3a4E€TY,
KOHTPOJbHBIE Pa0OTHI

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C HapymieHusiMu
ciyxa

C napymenussmu | CobecenioBaHme 10 BOIpocaM K 3a4eTy, | [IpenMyIiecTBeHHO yCTHas MpoBepKa

3peHus ONpOC IO TEPMHUHAM (MHIUBUYaJIbHO)
C HapyuieHusMu Pemienue quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBEHHO 1MCTaHIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSATENIbHbIE PaOOTHI, BOIPOCHI K METO/laMH
anmapara 3a4eTy
C orpanunueHusiMu 1o | TecTbl, TUCbMEHHBIE CAMOCTOSITENIbHBIE [IpenmymiecTBEHHO IPOBEPKA
o0IIeMeIMIINTHCKIM paloThl, BONIPOCHI K 3a4ETy, METO/IaMH UCXOJS U3 COCTOSIHUSA
MOKa3aHUsIM KOHTPOJIbHBIE Pa0OTHI, YCTHBIE OTBETHI | 00YYaloIIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckune peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM JIsl JTUI ¢ OTPAHHYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSIMH 370POBbSI M MHBAIMIOB TPEIyCMAaTPUBACTCS J0-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUH OIIEHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUs BCIYX;

- NPEOCTaBJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTrpaHWYEHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. 111 TakuxX 00ydaromuxcs mpeycMaTpuBaeTcst JOCTYII -
Hast popmMa mpeToCTaBICHHSI OTBETOB HA 3a/IaHUS, 8 IMEHHO:

— MUCbMEHHO Ha Oymare;

- HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIL30BAaHUEM YCIYT aCCHCTCHTA;

- IPE/ICTaBICHNE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3YIbTATOB OOYYEHHS JIMII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TPeIyCMaTpUBaeT IpenocTaBieHne nHpopMauu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSAM HX 30POBBS M BOCIIPUATHS HH(POPMALIUN:

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hOpMe IIEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMYECHHBIM HIPHUPTOM.
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JIJist JiM1L ¢ HAPYIIEHUsIMU CJIyXa:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (hopme.

JIJ1s1 Jid1L ¢ HAPYLIEHUSIMU ONIOPHO-IBUTaTeJILHOIO annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

[Tpu HEOOXOAMMOCTH IS JIII ¢ OTPAHUYCHHBIMHI BO3MOXKHOCTSIMU 3/IOPOBBSI M MHBAIUJIOB MPOIIC -
JIypa OIICHUBAHUsI PE3yJIbTaTOB 00yUICHHUST MOXKET MPOBOUTHCS B HECKOIBKO ATAIOB.

CornacosaHa Ha noprane Ne 47146 21



	1. Цели и задачи дисциплины
	1.1. Цели дисциплины
	1.2. Задачи дисциплины

	2. Место дисциплины в структуре ОПОП
	3. Требования к результатам освоения дисциплины
	4. Объем дисциплины и виды учебной работы
	5. Содержание дисциплины
	5.1. Разделы дисциплины и виды занятий
	5.2. Содержание разделов дисциплины (по лекциям)
	5.3. Разделы дисциплины и междисциплинарные связи с обеспечивающими (предыдущими) и обеспечиваемыми (последующими) дисциплинами
	5.4. Соответствие компетенций, формируемых при изучении дисциплины, и видов занятий
	6. Интерактивные методы и формы организации обучения
	7. Лабораторные работы
	8. Практические занятия (семинары)
	9. Самостоятельная работа

	10. Курсовой проект / курсовая работа
	11. Рейтинговая система для оценки успеваемости обучающихся
	12. Учебно-методическое и информационное обеспечение дисциплины
	12.1. Основная литература
	12.2. Дополнительная литература
	12.3. Учебно-методические пособия
	12.3.1. Обязательные учебно-методические пособия
	12.3.2. Учебно-методические пособия для лиц с ограниченными возможностями здоровья и инвалидов
	12.4. Профессиональные базы данных и информационные справочные системы

	13. Материально-техническое обеспечение дисциплины и требуемое программное обеспечение
	13.1. Общие требования к материально-техническому и программному обеспечению дисциплины
	13.1.1. Материально-техническое и программное обеспечение для лекционных занятий
	13.1.2. Материально-техническое и программное обеспечение для практических занятий
	13.1.3. Материально-техническое и программное обеспечение для самостоятельной работы
	13.2. Материально-техническое обеспечение дисциплины для лиц с ограниченными возможностями здоровья и инвалидов
	14. Оценочные материалы и методические рекомендации по организации изучения дисциплины
	14.1. Содержание оценочных материалов и методические рекомендации
	14.1.1. Тестовые задания
	14.1.2. Экзаменационные вопросы
	14.1.3. Темы опросов на занятиях
	14.1.4. Вопросы дифференцированного зачета

	14.2. Требования к оценочным материалам для лиц с ограниченными возможностями здоровья и инвалидов
	14.3. Методические рекомендации по оценочным материалам для лиц с ограниченными возможностями здоровья и инвалидов

