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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YuTh CTYJIEHTOB OCHOBaM IMOCTPOCHHS U SKCIUTYaTallMH BBIYUCIUTEIBHBIX CETCH, MPUHIIUITIAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3agauy JUCHUIIIMHBI

JlaTh OCHOBBI:

—  — apPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUS CETECH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJIOJIOTUH TTPOCKTUPOBAHMS, Pa3BEPTHIBAHUS M COMPOBOXKICHHS O€30IMaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3alTUIIIEHHBIX BBIYMCIUTEIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Hucnumnnuna «be3zonacuocts ceteit 9BM» (b1.5.36) otHOCcHTCs K Gi10Ky 1 (0a3oBast uacts).
[IpenmecTByomMMHU ~ TUCHMIIMHAMY, (OPMHUPYIOIIUMH  HayaJlbHble 3HAHUSA, SBJSIOTCS:
Bbezonacnocts cereit DBM, Hudopmaruka, OcHoBbl uHH(MOpMAnMOHHON Oe3omacHocTH, CHCTEeMHOE
aJIMUHUCTPUPOBAHUE.
[Tocnenyromumu qucuUIInHaMu aBisitoTes: bezonacHocts ceteit DBM.

3. TpeOoBaHus K pe3yJibTATAM OCBOCHHS JUCHUIIMHBI

[Tporecc n3yueHus: AUCIUTIIMHBI HANIpaBJieH Ha (JOPMHUPOBAHUE CISTYIONTUX KOMITCTEHITHIA:

— [TIK-2 cmocoOHOCThIO TPUMEHSATH MPOrPaMMHBIC CPEACTBA CHCTEMHOIO, IMPHUKIATHOTO H
CHEIHATbHOTO HAa3HAYEHUS, UHCTPYMEHTAIIbHBIE CPEJICTBA, SI3BIKU U CHUCTEMbI IPOTPAMMHPOBAHUS IS
penreHus mpodecCHOHABHBIX 33719,

— IIK-6 cnocoOHOCThIO MPUHUMATH yYacTHE B OpPraHM3AIlMM U IMPOBEIECHUU KOHTPOJIHHBIX
MPOBEPOK  pabOTOCIIOCOOHOCTH U 3(PPEKTHBHOCTH MPUMEHSIEMBIX MPOrPAMMHBIX, IPOrPAMMHO-
anmapaTHbIX ¥ TEXHUYECKUX CPEACTB 3allUThl HHPOpMAIIUH;

— TIK-15 cnocoOHOCThIO OpraHM30BBIBATH TEXHOJOTUYECKUH MpOIlecC 3allUThl WHGOpMAIUU
OTPaHUYEHHOT0 JOCTYNa B COOTBETCTBUM C HOPMATHUBHBIMHU IPABOBBIMH aKTaMU M HOPMAaTUBHBIMHU
METOAMYECKUMHU JoKyMeHTamu DenepanbHoi ciyxObl  Oe3omacHoctu Poccuiickoit  denepanuu,
denepanbHOI CITYKOBI IO TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

— OIIK-7 crnocoOHOCTRIO ompenensiTh MH(GOPMAIMOHHBIE PECYpChl, MOJISKAIINE 3aluTe,
yrpo3bl 0€30MacHOCTH WH(OPMAIIMK M BO3MOJKHBIE IMYTH UX peaiM3alliid Ha OCHOBE aHAJIN3a CTPYKTYPhI
U coJiepkaHusi THGOPMAITMOHHBIX MPOIECCOB U OCOOCHHOCTEHN (PYHKIIMOHUPOBAHUS 00BEKTA 3aIUTHI;

B pe3ynbrare nzyueHus: AMCUUITINHBI 00 yYaOLIUICS TOJKEH:

— 3HATh CpEACTBa M METOJABl XPaHEHUA U TMepenadd HH(opManuu; STATOHHYIO MOJENb
B3aUMOJICHCTBUS OTKPBITHIX CUCTEM; OCHOBHBIE CTAaHIAPTHI B 0071aCTH HHOOKOMMYHUKAIITMOHHBIX CUCTEM
U TEXHOJIOTUW; OCHOBHbIE HOPMAaTHMBHO IPAaBOBBIE aKThl U HOPMATUBHBIE METOJAMYECKUE JTOKYMEHTHI B
obOnacTu MH()OKOMMYHUKAITHOHHBIX CHCTEM; TIPUHITUTIBI MOCTPOEHUS 3alIUAIICHHBIX
TEJIEKOMMYHUKAIIMOHHBIX CHUCTEM; MEXaHU3Mbl pealM3allid aTaKk B KOMIIBIOTEPHBIX CETAX; 3alUTHBIC
MEXaHHU3MBI M CPeJCTBa 00ECIeUYeHUs CETeBOM 0e30MacHOCTH; CPEICTBA M METOIbl MPEAOTBPAILICHUS U
0OHapyKEHHS BTOPIKEHUMN.

—  yMeThb NPUMEHSTH 3aIIHUIIEHHBIC TPOTOKOIIBI, MEKCETEBBIC SKPAHBI U CPENICTBA OOHAPYKEHHUS
BTOPXKCHHH IS 3aIlUTHl WH(OPMAIMU B CETAX; OCYIIECTBISATH MEPhl MPOTHUBOJCHCTBUS HAPYIICHHUSIM
ceTeBOi 0€30MacCHOCTH C HUCIIOJIb30BAHUEM PA3IMYHBIX MPOTPAMMHBIX M allapaTHBIX CPEJCTB 3allUTHI B
COOTBETCTBHH C TpeOOBAaHUSIMH HOPMATHBHO TIPABOBBIX AaKTOB M HOPMATHBHBIX METOJIUYECKUX
JIOKYMEHTOB.

—  BJIaJleTh HaBBIKAMHU KOH()UTYpHUPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMH pEaTU3allH CETEBBIX
MPOTOKOJIOB C TOMOIIBI0 MPOTPAMMHBIX CPEICTB; HABBIKAMU HACTPOUKH MEKCETEBBIX HKPAHOB;
HaBbIKAMHU MPUMEHEHUSI HOPMATUBHO MPABOBBIX aKTOB M HOPMATHBHBIX METOJAMYECKUX JIOKYMEHTOB B
obnmacti WHGOKOMMYHHUKAIIMOHHBIX CHCTEM; METOJMKON aHaln3a CeTeBOro Tpaduka, METOAUKON
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aHaJN3a pe3yabTaToOB pabOThI CPEACTB OOHAPYKEHUS BTOPKECHHH.

4. O0beM JUCUMIIIIMHBI M BUIbI Y4eOHOH padoThl
OO0masi TpyIOeMKOCTh ITUCIHUIUIMHBI COCTaBiseT 6.0 3a4eTHBIX EIWHUIBI W TPEICTaBICHA B
Tabimue 4.1.
Tabnuna 4.1 — TpyA0eMKOCTb AUCIUIUIUHBI

Bunbl yaeOHOM NesSTeNbHOCTH Bcero gacos CemecTtpbl
5 cemecTp 6 cemectp

AyIUTOpHBIE 3aHATHUS (BCETO) 144 54 90
Jlexnun 46 18 28
[TpakTrueckue 3aHATHS 18 0 18
JlaboparopHbie pabOTHI 80 36 44
W3 HUX B HHTEpaKTUBHOU popme 40 16 24
CamocTtosTenpHas padora (Bcero) 36 18 18
Odopmienue 0T4eTOB M0 Ja00PATOPHBIM 18 9 9
paboram
[TpopaboTka JEKIIMOHHOTO MaTepHaa 14
[ToaroroBka K MpakTUYECKUM 3aHITHUSM, 4 0 4
CEeMHHapaM
Bcero (6e3 ax3amena) 180 72 108
IToaroroBka u craya 3K3aMeHa 36 0 36
OO6mias TpyA0€MKOCTb, U 216 72 144
3adeTHbie EauHuIb 6.0 2.0 4.0

5. Conep:kanue QU CHUNTHHBI

5.1. Pa3nennl IMCOUILIMHBI H BUABI 3aHATHA
Pa3nensl AMCUMITITMHBI U BUABI 3aHATHI NpUBeeHBI B TabmuIe 5.1.
Taomumna 5.1 — Pa3aensl AUCIUIUINHEBL U BUIBI 3aHITHHA

Bcero
[Tpak. | Jlab. Cam. yacoB | PopMupyemble
Ha3zBanus pa3aenoB JUCHUIUIMHEL Jlek., 4
3aH., 4 | pab., 9 | pad., g (6e3 KOMITETCHITHT
HK3aMEHa)
5 cemectp
1 OcHOBHBIC TOHSATHS 4 0 8 4 16 [IK-15, I[IK-2
MH(OPMaLIMOHHBIX CeTel
2 OCHOBBI TOCTPOEHUSI COBPEMEHHBIX 4 0 8 4 16 [1K-2
JIOKaJIbHBIX CeTEN
3 CerteBble ONEepaluOHHBIE CUCTEMBI 2 0 8 3 13 I1K-2
4 CpencTBa peau3aiii MeXCETeBOTO 6 0 12 6 24 ITK-2, OIIK-7
B3aUMO/JICHCTBUS
5 IlepcrieKTBHBIE HANIPABIICHUS 2 0 0 1 3 [1K-2
pa3BUTHUSA U TIPOOIEMBI
UH(POPMALIMOHHBIX ceTei
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
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6 OCHOBHBIE TTOHIATHSA 4 0 0 1 5 [IK-15, TIK-2,
UH(POPMALIMOHHOM 0€30MaCHOCTH I1K-6
7 Texnonornu odecreueHus 8 18 12 8 46 [IK-15, TIK-2,
0€30MaCHOCTH B JIOKAJIBLHBIX CETIX [1K-6, OIIK-7
8 O0ecrieyeHre 0€301aCHOCTH CETEM Ha 6 0 0 1 7 [IK-15, IIK-2,
0a3e ceTeBbIX OMEPAIMOHHBIX CUCTEM ITK-6
9 O0ecrieyueHne 0e30IIaCHOCTH 6 0 32 7 45 [IK-15, TIK-2,
MEXCETEBOI0 B3aUMOICHCTBUSA ITK-6
10 ITpaBOBBIE OCHOBBI 3aIIUTHI 4 0 0 1 5 [IK-15, IIK-2,
UH(POPMALIUU B KOMITBIOTEPHBIX CETSX. I1K-6
3aImuIIeHHBIH JOKYMEHTO000pOT
Htoro 3a cemecTp 28 18 44 18 108
Utoro 46 18 80 36 180
5.2. Conep:xanue pa3jiesioB JUCUMILIMHBI (110 JEKIUIM)
Copepxanuie pa3aesioB AUCUUILUINH (10 JIEKLKSAM) MPUBEIEHO B Tabnuie 5.2.
Tabnuma 5.2 — Coneprxkanue pas3/ie’aoB JUCIUILINH (10 JIEKIHSIM)
Conepxanue pasaenoB aucuuiingsl (o | Tpynoemkocts, | @opmupyembie
Hazpanwus paznenos Aep pasit ACH ( pyA ’ PMHPY
JICKLIUSM) q KOMIIETEHIINH
5 cemectp

1 OcHoBuble nousiTust | Mcropus pa3sutus cereit 9BM. Mecto u 2 [1K-2
UH(MOPMaIIMOHHBIX POJIb BBIUMCIUTENBHBIX CETEH B
ceren coBpeMeHHOM Mupe. OCHOBHBIE ITOHATHS U

tepMmuHojorus. OOIe npeacTaBaeHus o

BBIYHCIUTENLHOM ceTr. OOmiee moHsTHe 00

HepapXUUecKoi CTPYKTYpe MPOTOKOJIOB.

[IpuHIKIIBI MHOTOYPOBHEBOW OpPraHU3aluu

JIOKAJIBbHBIX U TI00anbHBIX ceTeit OBM.

Monens OSI. CrangapTHble cTEeKU

KOMMYHHKAITMOHHBIX MTPOTOKOIIOB.

Crangapruzanus B cetsix. Knaccudukanus 2

BBIYHUCIUTENBHBIX ceTei. TpeGoBanus,

MIPEIBABISIEMbIC K COBPEMEHHBIM

BBIYHUCITUTENBHBIM ceTM. MeTobl U

TEXHOJIOTHH MPOEKTUPOBAHUS CPEICTB

TeleKoMMYHUKauid. CTpyKTypU3aIiy CEeTH.

dusnueckas ¥ JIOTHYECKasi TOMOJIOTUH

cereil. OCHOBHOE KOMMYHHUKAIIMOHHOE

o0opynoBaHue

Hroro
2 OcHoBsl nocTpoeHust | KaHamnel cBsi3u. XapakTepUCTUKN KaHAJIOB [K-2
COBPEMEHHBIX cBa3u. Jlornueckoe KOJIUPOBaHUE.
JIOKAJIBHBIX CETEU ACHHXPOHHAsl U CHHXPOHHAas Mepeiavn.

Hepapxus B kabenbHOI cucteme.

CtpykTypupoBaHHas KaOelbHAs CUCTEMA.

Kondurypanmu nokaibHbIX 2

BBIYHUCJIUTCIBbHBIX CeTeI\/'I U METObI 2100Tyna
B HuX. CTpyKTypa U QYHKIUHU JTOKATBHBIX
cetreit. Coneprxxanue crangapra [EEE 802.

CornacoeaHa Ha noptane N2 47300




bazoBEIe TEXHOJIOTNHY JTOKAIBLHBIX CETEMH.
IEEE 802.2 Ethernet. O6opynoBanue
JIOKAJIbHBIX CETEM.

Hroro
3 CeteBbie [IporpamMmHEbIe cpencTBa 2 [1K-2
OTIepaIlMOHHBIC TenekoMMmyHUKauu. CTpykTypa
CHCTEMBI IPOrPaMMHOTO 00eCIIeUeHUSs JIOKATbHOU

ceru. Kimaccuduxanus mporpaMMHOTO
oOecrnieueHus JOKabHbIX ceTei. [IpuHiumbI
MOCTPOEHHSI CETEBOT'0 MPOTrPAMMHOTO
o0ecreueHuns U CETEBbIX ONEPALMOHHBIX
cucreM. Knaccudukanus cepepos.
[IpoexkTupoBanue cereit 9BM no npuHIuny
«KITUEHT-CEPBEPY.

Hroro
4 CpenctBa CereBoii ypoBeHb Mepeiauu JaHHbIX. [P- 2 IK-2, OIIK-7
peanuzanuu anpecanus. Peanu3zanus MmexxceTeBoro
MEXKCETEBOIO B3anmozeictus cpeacrsamu TCP/IP.
B3aMMOJICICTBUS [Topsanoxk pacnipenenenus IP-agpecos.

OTto6pakenue IP-agpecoB Ha TOKaIBHBIE
anpeca. ARP nipoTokosn.

[IpuHnune! mapmpyrusanuu B [P-cersx. 2
IIporokosbl Mapmpytusauuu. [lonstue
nomeHa. JlomenHnas agpecanus B [P-ceTsax.
DNS npotoxou.

[Iporokoi [Pv6. IIpoToKobl TPaHCIIOPTHOTO 2

ypoBHsi TCP u UDP.

Hroro
5 IlepcrieKTUBHBIE CoBpeMeHHbIE TEHEHIIUH Pa3BUTHS 2 [1K-2
HAIPABJICHUS PA3BUTHS | TEIEKOMMYHUKALIMOHHBIX CUCTEM.
U TIpOOJIEMBI NHTerpanus pa3ian4HbIX TUIIOB CETEU U
UH(POPMALMOHHBIX ceTeBbIX clyk0. Bupryanuzanus
ceren nH(popMalMoHHBIX cucteM. OOIauHble

BBIYHCIICHUS.

Hroro 2
Hroro 3a cemectp 18

6 cemecTp

6 OcuoBHble ToHsaTHA | OOecneueHne OE30IMaCHOCTH 2 I1K-15, IIK-2,
MH(pOpMaLOHHON TEJIEKOMMYHUKAIIMOHHBIX CBS3€H U [1K-6
0€301acHOCTH aJIMMHHUCTPATUBHBINA KOHTPOJIb. OCHOBHBIE

IOHATHUA U TCPMHUHOJIOTUA.

Tumnossie yrpo3sl ceTeBoil 0€30MacHOCTH. 2
OcHoBBI K1accU(UKAIIUU CETEBBIX YTPO3 U
aTtak. BiousiHue yenoBedyeckoro ¢gakropa Ha
CETEBYIO O€30IaCHOCTb.

Htoro
7 TexHonoruu 3amuTa TOnoJIoruu cetu. BupTtyanbHbie 2 [K-15, T1TK-2,
o0ecrieyeHus JIOKaJIbHBIE CeTH. JJoNOTHUTEIbHEIC T1K-6, OIIK-7
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0€e30I1aCHOCTH B
JIOKAJIBHBIX CCTAX

¢byHknmuu KommyTaropoB. [lepcoHanbHbIe
sKkpaHbl. AGOHEHTCKOE MU POBAHUE.

3amuTa ceTeBoro Tpaduka ¥ KOMIIOHCHTOB
cetu. 3amura KomrnoHeHToB cetu o HCJI.
Bbe3omacHocTh pecypcoB cetu. CpeacTsa
UICHTH(UKAIUN U ayTeHTU(DHUKAIIH,
METO/IbI pa3JICIICHUs PECYPCOB U
TEXHOJIOTHH Pa3rpaHUYCHHSI TOCTYyTIA.

CpezncrTBa MOBBILICHHS HaISKHOCTH
(yHKIMOHUPOBAHUS CeTel. 3ammTa ot
cOO0€eB IIEKTPONTUTAHYS, AlIIAPATHOTO U
nporpaMMHOro obecneueHus. Kontpons u
pacnpezeneHue Harpy3Kky Ha
BBIUUCIIUTEIILHYIO CETh.

PernameHTupyromue 10KyMeHTbI B 00J1aCTH
0€30MaCHOCTH BBIYUCIUTEILHBIX CETEH.
CrannapTbl 6€30M1aCHOCTH BBIYUCIUTEIbHBIX
ceTed U UX KOMIIOHEHTOB. [IpaBoBbIe
OCHOBBI 3aILUTHl THPOPMALIUU B CETSIX.

HUroro

8 Obecmeuenue
0€30I1aCHOCTH CeTeH Ha
0ase ceTeBBIX
OTICPAIIMOHHBIX CUCTEM

CerteBble ONEPaIMOHHBIC CHCTEMbI
Windows, Unix/Linux. OcHOBHBIE
MPOTOKOJIBI, CITY>KOBI, PYHKIIMOHUPOBAHHE,
cpencTBa obecriedeHus: 6€30MacHOCTH,
Cpe/CTBa YIPaBICHUS U KOHTPOJISL.

IlomuTuka 6e3omacHoctu: ITonsTue
IIOJIUTUKH 6630HaCHOCTI/I. TI/IHOBI)IC
3JIEMEHTHI IMOJUTHKN O€30IMacHOCTH.
[Toctpoenue, peanuzanus, NoaaepKaHUE U
MoaU(UKAIHS TOTUTUKH

6e3onacuoctu. Kpurepun oreHKn
oe3omacHocTH ceTeBbIX OC. OCHOBHBIC
KPUTEpPHUHU aHaTN3a CETEBOM OE30MacHOCTH.
O61mas nporeaypa aHaiausa.

Uroro

[1K-2, I1K-6

9 ObecnieucHue
0e301macHOCTH
MEKCETEBOTO
B3aNMOJICHCTBHSA

OCHOBHBIC MEXaHNU3MBI 00€CTICUCHUS
0€30MaCHOCTH U yIIPaBICHUS
pacnpeeieHHBIMA PECYPCaMH.
ObecneueHne HaAACKHOCTH
uHppacTpykTypsl HTEpHET.

3ammra KaHaioB cBs3H B IHTEpHET. Buasl
HCIIONb3YyeMBIX B VIHTEpHET KaHAJIOB CBS3U.
Hcnons30BaHNe MEKCETEBBIX YKPAHOB.
BupryanbHble 4aCTHBIE CETH.

VYS3BUMOCTH | 3amUTa 0a30BBIX IPOTOKOJIOB
u ciyx0: [IpoTOKOIBI MapIIpyTH3AIIH.
CemetiictBo TCP/IP. CiyxObI noucka.
besonacaocte WWW 1 anexTpoHHOM
IIOYTHI.

[IK-15, TIK-2,
[1K-6
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Utoro 6
10 IIpaBoBbie ocHOBBI | CHcTEeMBl OOHAPYKEHUS U TIPOTUBOACHCTBHS 2 [K-15, TIK-2,
3amuThl HHGOpMAIK | BTopKeHusaM. Kimaccudukanms ¥ mpuHIAIIBI [1K-6
B KOMITBIOTEPHBIX (YHKIIMOHMPOBAHUS CHCTEM OOHAPYKEHUS
ceTsAX. 3aluIIeHHbIN | BTop)KeHui. CKkaHephl 0€3011acCHOCTH.
OKYMEHTOO0O0pOT
JIOKYM P Knaccel ckanepoB 6e30nacHOCTH U 2
0COOCHHOCTH MPUMEHEHHs. 3allIuTa OT
BHUPYCOB.3alUTa 3JIEKTPOHHOTO
JOKYMEHTO000pOoTA.
Hroro 4
Hroro 3a cemectp 28
Utoro 46

5.3. Pa3nenbl AMCUMILVIMHBI M MEXKIMCUMILIMHAPHBIE CBSA3HU ¢ 00eceYnBAIOMIMMU (MPeIbI1yIMM)
U o0ecne4ynBaeMbIMHU (MOCJIeTYOIIMMH) U CHUILTHHAMMA
Pa3nensl QTUCHUIUIMHBI U MEXIUCIUIUIMHAPHBIE CBA3M C 00eCNeUnBAOIIMMHU (MIPEABIAYIIUMU) U
obecrnieunBaeMbIMU (ITOCIICTYIOIIUMH ) JUCIUTIMHAMH MTPEICTABICHBI B Ta0mIe 5.3.
Tabnuna 5.3 — Pa3nenbl IUCHUIUIMHBI U MeKAUCIUILTHHAPHBIE CBSI3U

HaunmenoBanme JAUCHUITIINH

Ne paznenoB qaHHON AMCUUILUIMHBL, 7151 KOTOPBIX HEOOXOIUMO U3yUYCHHE
obecrneunBarOIIMX U 00eCHeYnBAEMBIX JUCLIUILIMH

1 2 3 4 5 6 7 8 9 10
[TpenmmecTByroMuUe TUCIUATIINHBI

1 BezomacHocTs cereit

C30MacHOCTb CETC + + + + + + + + + +
5BM
2 Undopmaruka +
3 OCcHOBEI
MH(pOpMaLOHHON +
0€30MacCHOCTH
4 CucremMH

Cucremuoe + + + +
aIMHUHHUCTPUPOBAHUE
[Tocnenyromme TUCIUTIITAHBI

1 Be3sonacHOCTE ceTelt + + + + + + + + + +
5BM

5.4. CooTBeTcTBHE KOMIIETEHIUI, GopMHPYeMBbIX IPH U3YYEeHUHU AUCHMILINHBI, 1 BUAOB 3aHATHH
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUM IHUCUUIUIMHBI, U BHUAOB 3aHITHN
IpeJCcTaBIeHo B Tabaule 5.4.
Tabnuna 5.4 — CooTBeTcTBHE KOMIIETEHIMH, (POPMHUpPYEMBbIX NMPU U3YHYEHWH IUCUUIUIMHBI, U BUJOB

3aHSITUN
Bunp! 3angtuit
Komnerenmuu DOopMBbI KOHTPOJISI
Jlek. [Ipak. 3aH. Jlab. pab. Cam. pa0.
[1K-2 + + + + 3amuTa otyera, OTYET 110
nmabopaTopHO# paboTe,
Omnpoc Ha 3ansTusx, Tect
T1K-6 + + + + 3amura otyera, OTYET MO
nabopaTopHoii paboTe,
Ompoc Ha 3aHATHUAX
CornacosaHa Ha noptane N2 47300 8




[1K-15 + + + 3ammra otdera, Onpoc Ha
3aAHATUAX

OIIK-7 + + + + 3ammra otdera, Onpoc Ha
3AHATUAX

6. UnTepakTUBHBbIE MeTOAbI U (JOPMBI OPraHu3aluM 00y4YeHus!
TexHOIOTHHM UHTEPAKTUBHOTO O0YUYEHUS MPU pa3HbIX POpMax 3aHATUH NpUBeIeHBI B Tabuuie 6.1.
Tabmmma 6.1 — TexHOJOTHH HHTEPAKTUBHOTO OOYUCHHUS PU pa3HbIX (popMax 3aHATHNA

NutepakTuBHbBIC HNutepakTuBHBIC
NutepakTuBHBIC
Meronsl nabopaTopHbIE 3aHATHS, npaktuueckue | Bcero, u
JCKIUH, 9
q 3aHATHS, U
5 cemectp
IT-mMeTOmBI 10 10
[Tpe3enTammu ¢ 6 6
HCIIOJIb30BaHUEM
CJIAI0B C
o0cyxeHueM
Hroro 3a cemectp: 10 6 0 16
6 cemectp
IT-mMeTOmBI 12 12
[TpesenTammu ¢ 8 8
HCIIOJIb30BaHUEM
CJIA0B C
o0cyxIeHueEM
HccnenoBarennpckuil 4 4
METO/T
Hroro 3a cemectp: 12 8 4 24
Hroro 22 14 4 40

7. JIaGopaTopHbIie padoThI
HaunmenoBaHue 1a60paTopHBIX paboT npuBeieHo B Tabnue 7.1.
Tabnuna 7.1 — HaumeHoBaHue 1a00paTOPHBIX paboT

Tpynoemkocts, | Dopmupyembie
HasBanus paznenos HaumenoBanue nabopatopHbix padboT PyA ’ pMHDY
q KOMIIETEHIINH
5 cemectp
1 OcHoBHbIE NOHATUA | MoOJIeTUPOBaHUE CETEBBIX YCTPOMCTB U 4 [1K-2
UH(pOpPMAITMOHHBIX IIPOTOKOJIOB B JIOKAJIBbHBIX CETAX
Teu
cete MonenupoBaHue BUPTYaIbHBIX JOKATbHBIX 4
cerelt (VLAN) ¢ pasrpannyeHueM goctyna K
CETEBBIM pecypcam
Hroro
2 OcHoBbl nocTpoeHust | HacTpolika NoAKII0YeHHs y31a K CeTH. 4 [1K-2
COBPEMEHHBIX ABTOMaTHUeCKas TMHAMUYECKas U
JIOKAJIbHBIX CeTei CTaTH4YeCKasl HACTPOMKHU CETEBOIO
MOJIKJIIOUEHUSI.
Crek nporokosnoB TCP/IP. Ilpukianasie 4
IIPOTOKOJBI ceTh HTEepHeT.
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Hroro

3 CereBble Ceru Microsoft Windows. YnpaBnenue [1K-2
oTepaliOHHbIE CETEBBIMU PECYPCAMHU B OJJHOPAHTOBOM CETH.
CUCTEMBI . . i .

Ceru Microsoft Windows. Active Directory. 4

VYnpaBiieHue CeTeBbIMU pecypcaMu

KOPIIOPAaTUBHOMU CeTU. [ pynnoBsIe MOIUTUKN.

Hroro
4 CpencrBa MonenupoBanue 6a30BbIX CITYX0 U [TK-2, OIIK-7
peanuzanuu MIPOTOKOJIOB MapUIPYTU3AINH B II100AIbHBIX
MEXXCETEBOT0 CeTsIX.
B3aUMOJICUCTBUS

a bazogsie ciyx0b1 cetnt MaTeprer. DHCP. 4

DNS. IIpoToKoJibl MapIIpyTHU3aLHH.

[Tpuknagaeie ciyx0bl ceTn MIHTEpHET. 4

Hacrpoiika Web-, FTP-cepBepoB u cepsepa

AIEKTPOHHOU MOYTHI.

Hroro 12
Hroro 3a cemectp 36

6 cemectp

7 Texnosoruu Pasrpannuenne n1ocTyna K JJIOKaJIbHBIM U 4 [1K-2, TTIK-6,
obecrnieueHus ceTeBbIM pecypcam. JlucKkpenronHas u OIIK-7
0€30MacCHOCTH B MaHJaTHas MOJIETH YIPABIIEHUS JOCTYIIOM.
JIOKAJIbHBIX CETSIX

WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETH 4

(caudepsn)

WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETH 4

(cxkaHepsl 0€301TaCHOCTH)

Hroro 12
9 ObGecrieuenue MekceTeBbie YKpaHbl 4 [1K-2, ITK-6

MacHOCTHU

Gesonacnoc AHTUBHpYCHAs 3alUTa 4
MEKCETEBOT0
B3aHMOHeﬁCTBHH BI/IpTyaJIbeIe YaCTHBIC CECTHU 8

CucreMbl 00HApYKEHUS U TPEJOTBPAIICHUS 4

BTOP>KEHUIN

DLP-cuctemsl

be3onacHOCTh MPHUKIAIHBIX TPOTOKOJIOB

Hroro 32
Uroro 3a cemectp 44
Hroro 80

8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanmMeHnoBaHme MpakTUYECKUX 3aHATUN (CEMUHAPOB) MPUBEICHO B TadymIle §.1.
Tabnuna 8.1 — HanmeHoBaHMe MPaKTUYECKUX 3aHITHI (CEMUHAPOB)
HaumenoBanue npaktudeckux 3auatuii | TpynoeMkoctsb, | @opMupyemsbie
HasBanus pasznenos
(cemuHapOB) q KOMITETCHITHH
6 cemecTp

7 TexHosoruu [Toctpoenue cTpyKTypbl HHPOPMALIHOHHOM 4 [1K-2, OIIK-7
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obecrieueHus
0€30I1aCHOCTH B
JIOKAJIBHBIX CETAX

CETH, ONTMCAHNE XapaKTepa CBA3CH MEKIY
JJIEMEHTaAMHU U I/IH(l)OpMaLII/IOHHBIX IIOTOKOB.

[IpopaboTka MoeIH yrpo3 U MOAEIH 4
HapyILIUTENs KOMIIBIOTEPHOU CETH.

[TpopaboTKa CTPYKTYpbI CUCTEMBI 3aIUTHI 6
nH(pOpMAIIUU, COCTaBa CPEICTB 3AIHTHI.
W3yueHne criocoOOB YCTAHOBKH M OCHOBHBIX
napaMeTpoB KOH(UTYpaAIIUU CPECTB 3AIIUTHI
uHpopmanuu

[ToaroroBka TOKyMEHTOB IO CUCTEME 4
3alUThl HHGOpMauU B HTHPOPMAITUOHHOM
CUCTEME.

Hroro 18
Hroro 3a cemectp 18
Hroro 18

9. CamocrosiTesqibHAs padoTa

Bunagsr CaMOCTOSITEIILHOI pa6OTBI, TPYAOCMKOCTb U (l)OpMI/IpyeMBIe KOMIICTCHIIMU ITPCACTABJICHBI B

Tadaune 9.1.

Tabnuna 9.1 — Bugsl caMmocTosTeNNbHOIM paboThl, TPYAOEMKOCTh U JOPMUPYEMbIE KOMIETEHIIMH

HaszBanus pasnenos

Bunet camoctosatensHol | Tpynoemkocts, | opmupyembie

@OpMBI KOHTPOJIA

paboThI q KOMIIETEHIINHU
5 cemecTp
1 OcHoBHBIE [TpopaboTka 2 [IK-15,11K-2 | Onpoc Ha 3aHATHUSAX,

HaIlTpaBJICHUA

TIOHSITHS JICKIIMOHHOTO MaTepraia Otuer o
UH(GOPMaIIMOHHBIX nabopatopHoit
q)up I OdopmieHmne 0T4eTOB MO 2 5 patop
Tel T
cetre nabopaTopHBIM paboTam pabore
Hroro
2 OCHOBBI [TpopaboTka 2 IK-2 Ompoc Ha 3aHATUSX,
MOCTPOCHHUS JIEKIIMOHHOTO MaTepuania Otuer o
BPEMEHHBIX TOPHOM
COBPEME . |OdopmieHue oTuE€TOB IO 2 nabopatopHo
JIOKAJIbHBIX CeTeil pabote
1abopaToOpHBIM paboTam
HUroro 4
3 CerteBble [TpopaboTka 1 [K-2 Onpoc Ha 3aHATUSX,
OTIepaITOHHEIC JICKITMOHHOTO MaTepuaia OT4er 1o
HCTEMBI J1a00paTOPHOU
cuete OdopmneHne 0T4eTOB MO 2 gop OpHO
abote
nabopaTopHBIM paboTam p
Hroro 3
4 CpenctBa [IpopaboTtka 3 [IK-2, OIIK-7 | Ompoc Ha 3aHATHSX,
peanuzamnuu JIEKIIMOHHOTO MaTepuania Otuer o
MEXKCETEBOT TOPHOM
CAKCCTEBOTO OdopmieHne 0T4eTOB O 3 nagopa OpHO
B3AMMOZICHCTRITA n1abopaTopHBIM paboTam pabote
Hroro 6
epCIIEKTHBHBIE opaboTKa - MPOC Ha 3aHATHUAX
511 IT 0 1 IK-2 O

JICKOIMOHHOI'O MaTcepuraia
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pa3BUTHS U Hroro 1
poOIIeMbI
WH(pOpMaAITMOHHBIX
cerei
Hroro 3a cemectp 18
6 cemecTp
6 OCHOBHBIC [TpopaboTtka 1 IIK-15, I1IK-2, |Omnpoc Ha 3aHATHIX
MOHATUS JIEKIMOHHOI0 MaTepuaia I1K-6
MH(pOpMaIMOHHON
(opman Hroro 1
0e30MmacHOCTH
7 TexHonoruu IToaroroBka K 4 IIK-15, I[IK-2, |3ammTa oTyeTa,
obecneucHus MPAKTUYECKUM 3aHATHUSIM, [TK-6, OIIK-7 | Ompoc Ha 3aHATHUSAX,
0e30MacHOCTH B ceMHUHapaM Otuer no
JIOKQJIBHBIX CETIX nabopaTtopHoOit
[IpopaboTka 1 patop
pabore
JIEKIIMOHHOTO MaTepuania
Odopmienue oTyeToB 1o 3
nabopaTopHBIM paboTam
Hroro 8
8 ObecrieucHme [IpopaboTka 1 IK-15, I1IK-2, | Omnpoc Ha 3aHATHIX
0e30MacHOCTH ceTel | JIeKIIMOHHOTO MaTepuana I1K-6
H TEBBIX
a Oaze cere Vroro 1
OTIepPAIMOHHBIX
CUCTEM
9 O6ecnieuenue [TpopaboTka 1 [IK-15, I1IK-2, | Omnpoc Ha 3aHATHUSAX,
0e30MacHOCTH JIEKIIMOHHOT'O MaTepuaia I1K-6 Otuer mo
MEXCETEBOTO nabopatopHoit
. OdopmneHne 0T4eTOB MO 6 5 patop
B3aMMOJICHCTBHS abore
A nabopaTopHBIM paboTam p
Hroro 7
10 ITpaBoBBIE [TpopaboTka IK-15, T1IK-2, | Omnpoc Ha 3aHATHIX
OCHOBBI 3aIIIUTHI JIEKIIMOHHOTO MaTepuaia I1K-6
uH(pOpMaIuu B
(opman Hroro 1
KOMITBIOTEPHBIX
CeTSX.
3aluIeHHbIH
JIOKyMEHTO000pOT
Hroro 3a cemectp 18
ITonroroska u cyaua 36 DK3aMeH
IK3aMeHa
Hroro 72
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10. KypcoBoii npoekT / kypcoBasi padora
He npenycmotpeno PVYIIL.

11. PeiiTuHroBasi cucreMa /Uit OLICHKH yCIIeBAeMOCTH 00y4aI0IINXCs

11.1. BaanbHbIe OLEHKH 1JIsI 3J1eMEeHTOB KOHTPOJIsI
Ta6mmma 11.1 — bayuibHBIC OIICHKH JIJIS1 2JIEMEHTOB KOHTPOJIS

. N MakcumanbHbIi
. MaxkcumanbHbIH MaxkcumanbHbIH
DneMeHTHl y4eOHOI 0aJut 3a mepuo Bcero 3a
Oamn Ha 1-yro KT ¢ |  Gamn 3a mepuon
NEeITEIbHOCTHU Mexny 2KT u na ceMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHeIl ceMecTpa
5 cemectp
Ompoc Ha 3aHATHSIX 3 4 3 10
OtyeTt no nabopaTopHOH 30 30 30 90
pabore
HToro makcumym 3a 33 34 33 100
nepuos
Hapacraromum urorom 33 67 100 100
6 cemecTp
3ammra oT4yera 10 10 20
Ornpoc Ha 3aHATUAX 3 4 3 10
Otuert o nmabopaTopHOH 20 20 40
pabore
HToro makcumym 3a 13 34 23 70
nepuos
OK3aMeH 30
Hapacratouum nrorom 13 47 70 100
11.2. Ilepecuer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuet OansioB B OLIEHKH 32 KOHTPOJIbHbIE TOUKHU MpeAcTaBieH B Tabmnuue 11.2.
Tabauna 11.2 — [lepecueT 6a/10B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
baynel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka
> 90% oT MakcuManbHOM cyMMbl 6aytoB Ha gaty KT 5
Ot 70% no 89% ot MakcumanbHOM cymmbl 6ayioB Ha aaty KT 4
Ot 60% 10 69% OT MakcHUMaNbHOI cyMMbI 6ayToB Ha naty KT 3
< 60% oT MakcuMalbHOM cyMMbI 6ayutoB Ha gaty KT 2

11.3. Ilepecuer cyMMbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

HCpCC‘ICT CYMMBI 0ajioB B TPAAUIUOHHYO U MCKAYHAPOJAHYIO OLICHKY IPCACTABJIICH B Ta6.HI/II_IC

11.3.

Tabmuua 11.3 — IlepecueT cyMMbl 0aJIJIOB B TPAAULIMOHHYIO U MEXKIYHAPOAHYIO OLICHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YYHUTBIBAET YCIENIHO CTAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTM4HO) (3a4TEHO) 90 - 100 A (0TIHYHO)
85 -89 B (ouens xoporio)
4 (xopori0) (3a4TeHO)
75-84 C (xopormio)
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70-74

D (ynoBneTBopHUTEIBHO)
3 (y/1OBJIETBOPHTEIHHO) 65 - 69

(3auTeHo) 60 - 64 E (mocpencTBeHHO)

2 (HeyIOBIIETBOPUTEIILHO) (HE

Hwuxe 60 6aiuios F (meynoBieTBOpUTEILHO
3a4TEHO) (neyn p )

12. Y4ueOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE 00ecTeYyeHHe TUCIHILTHHbI

12.1. OcHoBHasi 1MTEpPaTYypa
1. IlocTtpoenue 3amMILEHHBIX KOPIOPATUBHBIX CeTel [DIEKTPOHHBIM pecypc| [DneKTpOoHHbIN
pecypc]: yuebnoe nmocodbue / P.H. AumnoB. — Dnektpon. nan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexum noctyna: https://e.lanbook.com/book/66472 (nata obpamenns: 19.05.2018).

12.2. lomoiHUTEIbHAS JIUTEpPATYypa
1. KoMmmbloOTEepHBIE CETH M CIYXObl YAAJIEHHOTO0 JOCTyma [DJIEeKTpOHHBIH pecypc]
[DnexTpoHHEIi pecypc]: cnpaBounuk / O. M6e. — Dnexrpon. man. — Mocksa : JIMK Ilpecc, 2007. —
336 c. — Pexxum nocrymna: https://e.lanbook.com/book/1169 (nata o6pamenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE MTOCOOU A

12.3.1. O6s13aTesibHBbIE Y4eOHO-METOAUYECKHE TOCOOUSA
1. besomacHoctes cereit OBM [OnektponHBI pecypc]: MeTtonuueckue yKazaHUS IS

nabopatopHbix W mpakTHueckux pabotr / HosoxpectoB A. K., Ilpackypun I'.A., 2014. — 99 c.
[DneKTpOoHHBIT pecypc] — Pexxum JOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (nata obpamenus:
19.05.2018).

2. besomacHocts cereit OBM [OnekTpoHHBIM pecypc]: Meroauueckue yKkazaHus IS
camocTosiTenbHON padoTel cryaenta / HoBoxpectoB A.K., Ilpackypun I'.A., 2014. — 4 c¢. [DneKTpOHHBIHI

pecypc] — Pexum JIOCTyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara  oOpamieHwus:
19.05.2018).

3. besomacuoctp cereit DBM. Yactp | [DnekrponHsiii pecype]: JlabopaTopHbIil MpakTUKyM /
HosoxpectroB A. K., Tymee A. WU. - 2017. 92 ¢ — Pexum  nocrymna:

https://edu.tusur.ru/publications/7225 (nara obpamenus: 19.05.2018).

12.3.2. YueOHO-MeTOAMYECKHE TOCOOHSI AJIsl JIML C OTPAHNYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
HHBAJIN/I0B

Y4eOHO-MeTOAMYECKHE MaTepUalbl ISl CAMOCTOATEILHOW U ayAUTOPHON paboThl 00y4aroIUXCs
U3 YMCIIA JIMI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbsSI M1 MHBAINIIOB MPEAOCTABISAIOTCSA B hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHUSAM UX 3/10pOBbsI U BOCIPUATHS HHPOPMAIUK.

Jl1st M1 ¢ HApYIIeHUsIMHU 3PeHust:

- B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HApYIIeHUusIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

JL1st 1M1 ¢ HApYIIeHUSIMU ONIOPHO-ABUIATEJILHOIO annapara:

— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

12.4. TIpodeccuonaibHbIe 0a3bl JaHHBIX H MH(POPMAILIHOHHBIE CIPABOYHbIC CHCTEMBbI
1. 1. http://wwwe.elibrary.ru - Hayynas snexTpoHHast OMOIMOTEKA;

2. 2. http://www.edu.ru - BeO-caiiT cuctembl (eepaibHbIX 00pa30BaTEIbHBIX TOPTAIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pa3zoBarenbHbIil MopTan aKyapTeTa 0E30IMaCHOCTH;

4. 4. https://fstec.ru/ - denepanbHas ciryx0a Mo TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajbHO-TeXHHYECKOe o0ecneyeHne JUCHUILINHBI U TpedyeMoe NporpaMMHoe
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odecmeueHue

13.1. O0uue TpeOGOBaAHUA K MATEPHATBHO-TEXHUYECKOMY U IPOrPAMMHOMY 00ecreYyeHH 0
AMCUHMUILTNHBI

13.1.1. MaTepuajibHO-TeXHHMYECKOE U POrPaMMHOe o0ecriedeHue JJIsl JJEKIIMOHHBIX 3aHATH I
Jns mpoBeneHus 3aHATUN JICKIMOHHOTO THUIIA, TPYIMIOBBIX M MHAWNBUIAYAJTbHBIX KOHCYJIbTAIIUH,
TEKYIIET0 KOHTPOJIS U MPOMEKYTOUHOM aTTeCTAI[UU UCTOIb3YeTCs y4eOHasi ayUTOPHUsS C KOJTHMYECTBOM
MOCaJI0YHBIX MECT He MeHee 22-24, obopymoBaHHas JTOCKOW M CTaHIAPTHOM y4eOHOW MeOesblo.
Nmerorcss AeMOHCTpallMoOHHOE O00OpyIOBaHWE H Yy4eOHO-HATIISATHBIE TOCOOWs, O00eCIeYHBAIOIINE
TEMAaTHUYECKHUE WILTIOCTPAIIAH 110 JICKITMOHHBIM pa3/ieiaM JUCIUILUIHHBL.

13.1.2. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecriedeHue il MPAKTHYECKUX 3aHATUI
JlaGopaTtopust 6e3omacHoctu ceteit OBM / JIaboparopust kpunrorpaduu B 6aHKOBCKOM JIeNe
yueOHasi ayIuTOpHs AJISl NMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs s
MIPOBEICHUS 3aHATUH J1aOOPATOPHOTO TUIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Ornucanyne UMEIOIIErocs 000pyI0BaHUS:

- Kommbrotepsl kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mir.);

- OOyuaromnuii CTeH;1 JIOKaIbHBIE KOMITBIOTEpHBIE ceTr Microtik routerboard (2 mit.);

- VIiPNET YMK «be3onacHoCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Komnerotep kimacca e mike i5-7400/8DDR4/SSD120G;

- Ananmu3zarop kabenpnbix cereit M1 2016 Multi LAN 350 (3 mr.);

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mIT.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapuipytuzarop Cisco 891-K9 (2 mir.);

- Mapmpytuzatop Cisco C881-V-K9 (2 mT.);

- Mapuipyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommekT cnenunanu3upoBaHHoi yueOHON MeOenu;

- PabGouee mecTo npenogaBates.

[TporpamMHuoe oOecrieueHme:

— Cisco Packet Tracer

— Cucrema MmoHUTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop tpaduka Wireshark

— Huctpudytus Kali Linux

— Mexcereoii skpan UKC Lite

— MexcereBoirkpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocT cetu MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOpKEHUN Snort

— Cucrema oOHapyXeHHs BTOp>KeHUH Suricata

— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.3. MaTepuajibHO-TeXHHYECKOE U IPOrpaMMHOe o0ecriedyeHue 15 J1a00paTOpHbIX pador
Jlaboparopus 6e3onacHocTH cereit IBM / JlaGoparopus kpuntorpaguu B 6aHKOBCKOM JieJie
yueOHasi ayIuTOpHs A MPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs AJs
MIPOBE/ICHUS 3aHATHI JTA0OPATOPHOTO THITA

634045, Tomckas obnacts, T. ToMck, yin. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue uMeronerocs 000py10BaHUs:

- Komnbroteps! kinacca e Hiwke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mit.);
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- OGyuaromuii cTeH I JIOKaTbHbIE KOMIBIOTEpHBIE ceT Microtik routerboard (2 mit.);
- ViPNET YMK «be30macHoCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- KomneroTep kimacca e mike 15-7400/8DDR4/SSD120G;

- Ananu3zarop kabenpnbix cereit M1 2016 Multi LAN 350 (3 mr.);

- Araimmmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- Cepgep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;
- Mapmpyruzarop Cisco 891-K9 (2 mit.);

- Mapupyruzatop Cisco C881-V-K9 (2 mr.);

- Mapmpyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommiexT cienmanusupoBanHoi yueOHON Mebenu;

- PaGouee mecto mpemnogaBates.

[TporpammMHuoe oOecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnammzarop tpaduka Wireshark

— Juctpubyrus Kali Linux

— Mexcereoii skpan UKC Lite

— MexcereBoitdkpanPositive Technologies Application Firewall Education
— Cucrema ananusa 3amumeHHocT cetn MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort

— Cucrema oOHapyXeHHs BTOpKEHUH Suricata

— CpencTBo NMOCTPOCHUSI BUPTYaIbHBIX YacTHBIX ceTeit Open VPN

13.1.4. MaTepuajibHO-TeXHUYECKOE U POrPpaMMHoOe oOecnevyeHue 1JIs1 CaMOCTOATEIbHOIH padoThl
s camocToATEnbHOW pabOThl MCIONB3YIOTCS YUEOHbIE ayTUTOPUHU (KOMIBIOTEPHBIE KJIacchl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacth, T. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, . ToMck, yn. KpacHoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, T. ToMmck, Bepmmauna ynuia, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMmck, Bepmmnuna ynuna, 1. 74, 207 aya.

CoctaB 000py10BaHUS:

- yueOHast mebernb;

- komnbroTepsl kiacca He Hibke IIDBM INTEL Celeron D336 2.81T. - 5 mit.;

- KOMIIBIOTEPHI MOJKIIOYEHbl K ceTu «VHTepHeT» M o0ecrnedyuBaroT JOCTYN B 3JEKTPOHHYIO
MH(POPMALMOHHO-00pa30BaTENbHYIO Cpe/ly YHUBEPCHUTETA.

[TepeueHs mporpaMMHOTO 0OECTICYSHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. Matepua/ibHO-TEXHHYECKOe o0ecriedeHne M CUUIIMHBI JUIS JIMI ¢ OTPAHUYEHHBIMH
BO3MO’KHOCTSIMHU 310POBbSI H HHBAJTHI0B
OcBoeHME TUCIUIUIMHBI JUIAMH C OIPaHUYEHHBIMH BO3MOKHOCTSMH 3/10pOBbS U WHBAJIUJAaMU
OCYILIECTBISIETCS C UCIIOJIb30BAaHUEM CPEJCTB 00yUEHUs 00ILEero v CelHuaIbHOro Ha3HAYeHHUS.
[Tpu 3aHATHSIX C OOyYarOMIMMHCS € HapYWIEHUSIMU CJyXa [PelyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCWJIMBAIOLLEH anmapaTypbl, MYJbTUMEAMMHBIX CPEACTB U JAPYTUX TEXHUYECKHX CpPEICTB
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npuema/mepenaun yueOHoil nHpopManuu B AOCTYMHBIX (hopMax, MOOMIIBHOM CHCTEMBI IPETOIaBaHUs
1711 00YYaIOMIMXCS ¢ WHBAIUIHOCTHIO, TIOPTATUBHON MHIYKIIMOHHOM CHCTEMBI. YueOHas ayAuTOpHS, B
KOTOpOHM 3aHUMAIOTCA OOydaroluecs ¢ HapylIeHHWEM Cllyxa, 00OpyAoBaHa KOMIIBIOTEPHON TEXHHKOH,
ayIMOTEXHUKOU, BUACOTEXHUKOM, S3JIEKTPOHHOU IOCKOM, MYJIbTUMETUIHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 00YUAIOIIMMUCS ¢ HAPYLIEHUSIMHM 3PEHUSIMH TIPEIYCMOTPEHO HCIIOJIb30BAHKE B
JCKIMOHHBIX M Y4YEOHBIX ayIUTOPUSX BO3MOKHOCTH IIPOCMOTpa YyJAJCHHBIX OOBEKTOB (Hampumep,
TEeKCTa Ha JOCKE WIM Cclaiila Ha JKpaHe) MpH IOMOIIM BHUACOYBEIMUYUTENCH JUii KOM(OPTHOTO
pOCMOTpA.

[lpu 3aHATHSX ¢ OOYyYarOIIMMHUCS € HAPYWIEHUSIMH ONOPHO-ABUraTeJIbHOI0 amnmnapara
UCTIONIB3YIOTCSl JIbTEpPHATUBHBIC YCTPOWCTBA BBOJA HMH(OpMANMU W JpyrHue TEXHUYECKHE CPElCTBA
npuema/mepenayn yueOHoil mHpopManuyu B JOCTYHHBIX (popMax, MOOMIIBHOW CHUCTEMBI OOYy4eHHUs s
Jro/Iei ¢ MHBAINMHOCTBIO.

14. OIIeHO‘lHLIe MaTepHaJbl U METOAUYECCKNE PEKOMECHAAIIUH 110 OPraHU3allvui U3YyYCHUSA
AUCHHUIIIMHBI

14.1. Conep:xaHue OlleHOYHBIX MATEPHAJIOB U MeTOAUYECKHE PEKOMEeH1aluu
s onieHKH creneHu cHOpMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPEIJICHHBIX 3a JUCIHUILTHHON
KOMIIETEHIIMH UCIIOJIB3YIOTCS OLICHOYHBIE MaTEpUaIIbl B COCTaBE:

14.1.1. TecToBbIe 3a1aHus

1. ITo macmTady KOMIBIOTEPHBIE CETH MOAPA3ACIAIOTCS Ha

a) 3B€3/1000pa3Hble, KOJBIEBbIE, IIMHHBIE

b) oHOpaHTOBBIE U CeTH "KIIMEHT-cepBep”

C) IPOBOHBIC U OECITPOBOTHBIE

d) nokaneHBIC U TII00ATBHBIC

2. 3apaveil kakoro ypoBHs monenu OSI sABisieTcst ynpaBiieHHE JIOCTYIIOM K Cpele B CeTsX,
IIOCTPOCHHBIX HAa OCHOBE pa3iesieMoi cpe/ibl?

a) IMPUKJIATHOTO

b) cereBoro

C) KaHaJILHOTO

d) puzuueckoro

3. Kakoe MUHUManbHOE KOJIUYECTBO YPOBHEH MPOTOKOIOB (B TepMuHax Mojaenu OSI) momkHbI
MO/IEPKUBATH MAPIIPYTHU3ATOPHI CETEH ¢ KOMMYTAIIUEH MaKeTOB?

a)l

b) 2

c)3

d) 4

4. K tpancnioptHOMy ypoBHIO Mozenn OS] oTHOCATCS MPOTOKOJIBL:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoii nmpuunHe B npotokosie RIP paccrosHue B 16 XOmoB Mexay cCeTsIMH MoJlaraercs
HEIOCTUKUMBIM?

a) 1oJie, OTBEJIEHHOE JUIsSl XpAHEHUs 3HAYCHUS PACCTOSHUSA, UMEET JUTMHY 4 JBOMYHBIX pa3psia

b) m1st MOMy4YeHUs TPUEMIIEMOTO BPEMEHHU CXOAUMOCTH allrOPUTMa

¢) cetH, B KOTOphIX paboTtaeT RIP, peako ObiBaroT OOMBIIMEI

d) TabnmuIel MapIIpyTU3alUK HE MOTYT XpaHUTH Ooubiie 16 3amuceit

6. Uto nyxHo caenate Ha DHCP cepBepe uTOOBI HCKITIOUUTH BblAauy omnpenenenHoro I[P aagpeca
U3 CYLIECTBYIOIIEro quana3zoHa?

a) co3aarh nuamas3oH [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomacte DHCP

d) co3nate uckmouenue st [P agpeca

7. Kak Ha3biBaeTcsi 00bekT Active Directory, KOTOpbI XpaHUT HH(OpMaLNI0O 00 YYeTHBIX
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3aIucsiX, O0IUX pecypcax, MoApa3AeIeHUIX ?

a) CETEBOM JIOCTYII

b) xaranor

C) marmka

d) nomen

8. Kakoit mpoToKO0JI HCITONB3YeTCs AT JOCTYIIA K clTy)k0e kaTaioro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KommbroTep, 3aHUMAIOIIUIACS 00CTYKHBAaHUEM CETH, YIPABICHHEM Nepeaayeii cooOIeHun, u
MPEIOCTABIIAIOMINN yIAIEHHBIN TOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii craHuuen

d) xocTom

10. Meton mepenayd JaHHBIX, IPU KOTOPOM JaHHBIE NEPECHUIAIOTCA B JIBYX HAlpaBJICHUSIX
OJTHOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUIEKCHBIM

b) nynaeKcHbIM

C) CUHXPOHHBIM

d) monmynyrmiekcHbIM

11. Ananu3 3alUIIEHHOCTH - 3TO ...

a) BbIOOp 00OCHOBaHHOrO HabOpa KOHTPMEp, MO3BOJSIONIMX CHHU3UTh YPOBEHb PHUCKOB 0
IIPUEMIIEMOU BEJIMYHUHBI

b) He3aBHCHMast SKCTIEPTH3a OTJENbHBIX 00JacTell (PYyHKIMOHUPOBAHUS TPEIIPUITUS

C) mpolenypa y4era IeHCTBHIA, BBITOIHAEMBIX MTOJIH30BATEIEM Ha MPOTSHKEHUHU CeaHca JOCTyIa

d) mouck ys3BUMBIX MeCT HH()OPMALIMOHHON CUCTEMBI

12. Bo3geiicTBue Ha CHUCTEMY C I€JIBIO CO3/IaHMsI YCIOBUM, MPHU KOTOPBIX JIETaJbHbBIC
M0JIb30BATEIN CUCTEMBI HE MOTYT MOJIYYUTh JOCTYII K MPEAOCTaBIsIEMbIM CUCTEMOM pecypcaM, JIn0o 3TOT
JIOCTYTI 3aTpyIHEH.

a) DoS-araka

b) HeCaHKIIMOHUPOBAHHBIN JOCTYII

C) HE3aKOHHOE MCIT0JIb30BaHNE PUBUJIETHI

d) mporpammHas 3akiaaKa

13. IlporpamMmmMHO€ CpeACTBO I YAANCHHON UITH JIOKATbHOW JUATHOCTUKH Pa3IMYHBIX 2JIEMEHTOB
CEeTH Ha MPEIMET BBISBICHUS B HUX Pa3IMYHBIX YSI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) monuTHka 6€301MacHOCTH

C) CPEICTBO JIeJETUPOBAHMS AAMUHUCTPATUBHBIX TOJTHOMOYHIMA

d) ckanep Ge3omacHoCTH

14. ... - npouecc OJIOKUPOBKH BBISIBIEHHBIX BTOPKEHUH.

a) aHaJIU3 3alTUIICHHOCTH

b) oOHapykeHue atak

C) MpeIOTBPAILICHUE aTaK

d) aynut 6e3omacHocTH

15. B xypHane ayreHTH(DHUKAIIMNA OOHAPYKEHO HECKOJIBKO 3aMMCel HEYCIEITHBIX TOMBITOK BOUTH
B CHCTEMY IOJ YYETHBIMH 3allUCSIMM ToOJb3oBareneil. Bo3MokHO ObUTa MOMBITKAa moadopa maposiei.
Kakoe cranmapTHOE CpeCTBO CIIEAYET UCIOIB30BATh I YMEHBIIIEHUS pUCKA TAaKOTO pojia aTak?

a) UCTOJIb30BATh CHCTEMY OOHApY>KEHHsI BTOPKEHUN

b) nmeperMeHOBaTh YYETHYIO 3allMCh aIMUHUCTpATOpa

C) UCIIOJIb30BAaTh MYJIbTU(DAKTOPHYIO ayTEHTUDUKAITIIO

d) BKIFOUMTH OJOKMPOBKY YYETHBIX 3alHCel TMPH ONMPENETICHHOM KOJMYECTBE HEYCIICIIHBIX
MOTIBITOK PErHCTPAIIUU
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16. Tlomutuka Oe3omacHOCTH TpeOyeT COKpBITHS cxembl I[P-anpecanuu, HCHOIB3yeMOW BO
BHYTpeHHeH ceTu. Kakas u3 nepedyrcieHHbIX TEXHOIOTUI MO3BOJIUT PEIIUTh MOCTaBICHHYIO 3a1a4y?

a) cucreMa OOHapyXEeHUS BTOP)KEHUH

b) mepcoHanbHBIN MEXKCETEBOM dKpaH

c) NAT

d) aHTHUBUPYCHOE IPOTPAMMHOE 00ECIICUCHUE

17. TexHomorusi, KOTOpasi Uisi OOHAPYKEHUsI aTaK HCIOJIb3yeT, Hampumep, obpasenr IP-makera,
XapaKTepHOTo sl KaKOM-HUOYIb ONpeeICHHON aTaKu.

a) MOHUTOP PErUCTPALMOHHBIX (PaiiyIoB

b) KOHTPOJIB IIEITOCTHOCTH

C) BBISIBIICHUE aHOMAJIBHOH JIeSTEIbHOCTH

d) aHanu3 curHatyp

18. Cormacno xnaccudukammu DPCTIK Poccum, MexcereBol SKpaH NPUMEHSIEMBId Ha
nornyeckoi rpanuie MC unu mexay gorudeckumu rpanuinamu cermenToB UC, ato MO ...

a) Tuna A

b) Tuma b

c) tuna B

d) tuma I

19. Cornacuo knaccudukamnu @CTIK Poccun cucreMbl 00HapyKEHUsT BTOPIKEHUH JENATCS Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHEIIHNE U BHYTPEHHUE

C) CHMMETPHYHbIE U ACUMMETPUYHbBIC

d) xoMMyTHpYeMBbIE 1 HEKOMMYTHPYEMBbIE

20. CornacHo mpo¢uII0 3alIUTHl CPEICTBA AHTUBUPYCHOW 3aIIuThl THMA «bY» ycTaHaBIUBAIOTCS
Ha ... THPOPMAIIMOHHOMN CUCTEMBI, (DYHKITMOHHPYIOIICH HA 0a3¢ BRIYMCIUTEIILHON CETH.

a) pabourie CTaHIIUU MOJIb30BaTENeH

b) cepBepbl

¢) pabouyro CTaHIMIO aIMUHHUCTPATOPa

d) cepBepsl 1 paboune CTaHITUH

21. 3ammTa pecypcoB CeTH OT HECAHKIIMOHUPOBAHHOTO UCTIOIB30BAHUS - 3TO

a) oxpaHa 00OpyZOBaHUs CETH

b) 3ammuTa siapa 6e30macHoCTU

C) KOHTPOJb AOCTyMa

d) 3amuTa nepumeTpa 6€30MaACHOCTH

22. CpencTBO 3allluThl, o0ecneunBarollee 3aliilleHHOCTh HH(POpMallUKU OT YIpo3 HEJErMTUMHOMN
nepeaay JAaHHBIX U3 3aLIUIIEHHOIO CErMEHTa CHUCTEMbI IIyTeM aHajau3a U OJOKHUPOBAHUS HUCXOASIIETO
Tpaduka

a) MEXCETeBOU IKpaH

b) cpencTBO aHTUBHPYCHOM 3aIUTHI

c) DLP-cuctema

d) ckanep Ge3omacHoCTH

23. Cpenctso, pemiaroniee 3a1a4l KOHCOJIUAALNN U XpaHEHU KYPHAJIOB COOBITUN OT pa3IMyHbIX
MCTOYHHKOB, a TAK)K€ MMEIOIIee HHCTPYMEHTHI JUTsl aHaJIM3a COOBITHI M pa30opa MHIMICHTOB HAa OCHOBE
UX KOppeJsuu U 00pabOTKU MO MpaBUIaM — 3TO ...

a) DLP-cuctema

b) cucrema oOHapy eHHs BTOP)KEHUH

¢) SIEM-cucrema

d) ckanep GezonmacHOCTH

24. Cnoco6 nepexBaTta UH(OpMALIMU, TPU KOTOPOM Ha MAalIMHY yCTaHABIMBAETCS MPOTPaMMHOE
CpeACTBO, coduparoliee 1 nepeaaroliee HHPOPMaLHUIo — 3TO ...

a) mepexBar B pa3pbiB

b) ceteBoil mepexBaT

C) areHTCKUH nepexBaT

d) mepexBar myTeM MHTETPALUU CO CTOPOHHUMU MPOTYKTaMHU
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25. TlporpaMMHOE WJIM ammapaTHOE CpPEACTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHI CETH B
peaIbHOM BPEMEHHU C ILIeJIbIO BBISIBJICHUS, IPEAOTBpAIleHUs! U OJOKHUPOBKU BPETOHOCHON aKTUBHOCTH.

a) MEXCETEBOU dKpaH

b) cucrema oOHapYyKEHUS BTOPKEHUHN

C) cucTemMa NpeJoTBPAICHHS BTOPKEHUI

d) cpeacTBO aHTUBUPYCHOM 3aIIUTHI

26. K kakum Merogam cOOpa HaHHBIX, MCIONB3YIOIIMXCA NpU ayauTe HHPOPMALMOHHOU
0e3omacHocTH, oTHOcUuTCa MaxPatrol?

a) aHaJIu3 JOKyMEHTAlUU

b) nmpenocTaBiieHrEe ONPOCHBIX JUCTOB

C) UCTOJIH30BAHUE CTICHUATU3NPOBAHHBIX TPOTPAMMHBIX CPE/ICTB

d) uHTEpBHIOMPOBAHHUE

27. Kakoii W3 METOJOB MPOBEPKH HAINpPABIEH Ha OINPEACICHUE HAIW4Msl YSA3BUMOCTH IIO
KOCBEHHBIM MTPU3HAKaM?

a) aKTUBHBIC 30HIUPYIOIINE TIPOBEPKU

b) nmpoBepka 3aroJIOBKOB U aKTUBHBIE 30HIUPYIOIINE TPOBEPKH

C) IIPOBEPKA 3aroJIOBKOB

d) umuTamus aTak

28. B KakoM peXWMe CKaHMPOBAaHUS CHCTEMBl aHaM3a 3amuiieHHoctd MaxPatrol moxHO
MIPOU3BECTH MOA00p Haposieit?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakom pexxnme (yHKmoHupoBanus [Psec mmdpyercst Bech ncxonnsiii [P-naker, a 3arem
OH BCTaBJISIETCS B MOJI€ JAHHBIX HOBOTO MakeTa?

a) TPAHCIIOPTHOM

b) TyHHETEHOM

) B 000UX pexumMax

d) [Psec He ucnonb3yer mudpoBaHue

30. Iponecc momydeHnss OOBEKTHBHBIX Ka4eCTBEHHBIX W KOJIMYECTBEHHBIX OIEHOK O TEKYIIeM
COCTOSIHUM MH(OpMAIMOHHON 0€30IacHOCTH OpraHu3allMd B COOTBETCTBHM C  OINpPEeTEHHBIMU
KpUTEPUSIMU U TTOKAa3aTeNIIMU 0€30IaCHOCTH — 3TO ...

a) BBISIBIICHUE aHOMAJIBLHOM J1€ITeIbHOCTH

b) aHanu3 3aUIIEHHOCTH

¢) ayauT nHGOPMAIIMOHHON OE30MaCHOCTH

d) ycTaHOBKA CHCTEMBI 3aIIUTHI

14.1.2. Dx3aMeHAMOHHBbIE BONIPOCHI

1. TumoBele KoHGUrypauMu HHGOPMAIMOHHBIX  CUCTEM. BiusHue  KOHpUrypauuu
MH(OPMALIMOHHON CUCTEMbI Ha 0€30IacHOCTh XPAaHUMBIX, 00pa0aThIBAEMbIX U IE€pElaBaeMbIX IO CETU
JTAHHBIX.
. ¥rpo3a. Ysa3BuMocTb. ATaka. B3auMocBs3b MEXIy STUMH MOHATHSAMHU.
. Knaccugukarus yrpo3 nnpopmaiioHHOH 0€30MacHOCTH BHIYUCIUTEIbHBIX CETEH.
. Knnaccudukanus ysizBumocTtei.
. Knaccugukanus arak.
. [lepexBar nunpopmaruu B cetu. UucTpymMeHTHl. CriocOOBI IPOTHUBOIEHCTBUS MTEPEXBATY.
. Spoofing. Cioco6s! nojenku uaeHTudukaropos. CrocoObl mpoTuBoaeHcTBUS spoofing’y.
. DOS-araku. OcobennocTu peanm3anun. CriocoOsl mpotuBoeiicTBus DOS-arakam.
. YHuBepcaJbHbIlE METObl obecreueHus WH(POPMALMOHHON 0e30MacHOCTH KOMIIBIOTEPOB H
KOMITBIOTEPHBIX CETEH.

10.  Cpoeumanu3upoBaHHBIE  MeTOAbl  oOecrieueHHss  MH(OPMAIMOHHONW  0E30MaCHOCTH
KOMITBIOTEPHBIX CETEH.

11. Unentudukanus u ayrentudukanus. OcoOSHHOCTH ayTeHTH(HKAIUK MOJb30BaTelel B
KOMITBIOTEPHBIX CETSX.

O 00 31N DN B~ W
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12. IIporokon Kerberos. Haznauenne. OcobeHHOCTH (PYHKIMOHUPOBAHHUSL.

13. Pasrpannuenue gocryna K HHOOPMAIMOHHBIM pecypcaM KOMIIBIOTEPHBIX CETEH.

14. Kpunrorpapuyeckas 3amura HHPOpPMAMM B KOMIBIOTEPHBIX ceTsaX. JlocTomHCTBa H
HenocTtatku. CrocoObl IPEeo10JICHHsI KpUNTOrpadudecKoi 3auThl HHPOPMaIIUH.

15. Dnexrponnas noanuch. Haznauenue. [lpumenenue yisi 3aliUuThl CETEBOIO B3aMMOJICHCTBHUS.
[Tpumepsil.

16. Cxaneps! 6e30nacHocT. CriocoObI BBISBICHUS YS3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

17. Aynut B uHGbOpMalMOHHBIX cUcTeMax. DYHKIMM M Ha3HA4YeHHE ayduTa, €ro pojib B
obecrnieueHnr HHPOPMAITMOHHON 0€30MIaCHOCTH.

18. Cucrtembl oOHapykeHHsI BTOp)KeHHH. CHUCTEMBI MPEIOTBPAIICHHUS BTOPKEHHH. MeTonuku
BBISIBJICHUSI CETEBBIX aTak.

19. CereBbie M XOCTOBBIE CUCTEMbI OOHAPYKEHUS W MPEAOTBpAIeHUsT BTOpKeHH. JlocTonHCTBa
U HEI0CTaTKHU.

20. MexcereBbie 3kpanbl. Knaccudukanus. BapuaHTbl pa3merieHus: MEXKCETEBOTO JKpaHa.
JlocTOMHCTBA ¥ HEAOCTATKU.

21. demunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIICIICHUS.

22. Knaccudukamys MEXKCETEeBBIX OJKPaHOB II0 YpOBHSAM 3ammiieHHOCTH. Ilokasarens
3alUIICHHOCTH, MpUMEHseMble s Kiaccupukanuu. [IpuMeHeHne MeXCEeTeBBIX 3KPAHOB Pa3TUYHBIX
KJIACCOB.

23. Texuonorusi VPN (Buptyanbnbie yactHbie ceTH ). Haznayenue. JlIoCTOMHCTBA U HEOCTATKH.

24. OCHOBHbIE KOMIIOHEHTBI TEXHOJIOTUU BUPTYalbHbIX YacTHbIX ceTell (VLAN).

25. Bpenonocubie muporpammsel. Kmaccudukanus. Kananel pacnpoctpaHeHus. BnusiHue Ha
MH(POPMAIIMOHHBIE CUCTEMBI.

26. AutuBupycuble cpeacta. Kinaccudbukanus. MeToauKky BbISIBICHUS BPEIOHOCHOTO KOJA.

27. CpenctBa ofecrieyenns uHpopMannoHHoil Oe3zomacHocty B OC  Windows’2003.
Pasrpannuenue noctyna k ganabiM. ['pynmnoas nonutuka. O01acTb JEHCTBUS TPYIITOBBIX MOTUTHK.

28. OcHOBHBIE 3Tanbl pa3pabOTKU 3alIUIIEHHON KOMIIBIOTEPHON CETH.

29. IIpobnembl oOecrieueHuss O€30MACHOCTH TPHUKIAAHBIX cepBucoB (BeO, mourta, FTP) m ux
pelIeHus.

30. dusnueckue cpencTsa odecnedeHrs nHHOPMaMOHHON 6€30MaCHOCTH.

14.1.3. TeMbI OIPOCOB HA 3AHATHUIX

Uctopus passutus cereit O9BM. MecTo u posb BBIYUCIUTEIBHBIX CETEH B COBPEMEHHOM MHDE.
OcHOBHbIE IOHATHUS U TepMUHOJIOTUs. O0IIKe NpeACTaBICHUs O BBIYUCIUTENbHOI ceTu. O011ee NoHsATHE
00 HMepapXHUeCKOM CTPYKType MPOTOKOJIOB. [IpMHIMITBI MHOTOYPOBHEBOW OpraHU3aIluU JIOKAIBHBIX U
rinobanbHbIx cereit OBM. Mogens OSI. CtannapTHble CTEKM KOMMYHUKAIIMOHHBIX TPOTOKOJIOB.

Cranpgaptuzanuss B ceTsix. Kiaccupukanus — BBIUMCIMTENBHBIX — ceTeil.  TpeGoBanwus,
NPEABIBIAEMbIE K COBPEMEHHBIM BBIYUCIUTEIBHBIM CETAM. METOAbl U TEXHOJIOTUU IPOECKTUPOBAHUS
CpencTB TesneKoMMyHHKanui. CTpykrypuszanuu cetd. Pusznyeckas W JOTHYECKas TOIMOJIOTMU CeTel.
OcHOBHOE KOMMYHHMKAIIMOHHOE 000py/10BaHNE

Kanans! cBsizu. XapakTepuCTHKU KaHalOB cBsi3u. Jlormueckoe koaupoBaHue. ACHUHXPOHHas U
CHUHXpOHHas nepeaaun. Mepapxus B kabenbHOI cucteme. CTpyKTypHUpOBaHHas KaOenbHas cucTeMa.

Kon¢urypauuu J10kaabHBIX BBIUHMCIUTENBHBIX CeTell M MeTonbl AocTyna B HuX. CTpykTypa u
¢bynkuun nokanbHbIx ceteil. Conepxanue ctangapra IEEE 802. ba3oBbie TeXHOIOTUY JIOKAJIBHBIX CETEH.
IEEE 802.2 Ethernet. OGopymoBaHue JOKaIbHBIX CETEH.

[IporpamMHble  cpelncTBa TeleKOMMYyHHUKanuu. CTpyKTypa MNpOrpaMMHOrO oOecreyeHHs
nokanpHOM cetn. Kmaccudukamuss mporpaMMHOro oOecredeHus: JIOKAIbHBIX ceTeil. [IpuHIumsI
MOCTPOEHMSI CETEBOT0 MPOTrPaMMHOTO 00ECTIEUeHUsI M CETEBBIX OMNepalMoHHbIX cucteM. Knaccupukanus
cepBepoB. [IpoektupoBanune ceteit 9BM 1o NpUHIUITY «KIUEHT-CEPBEPY.

CereBoll ypoBeHb nepenauu naHHbIX. [P-anpecanns. Peanuzanus MexxceTeBOro B3anMOAECHCTBUS
cpenctBamu TCP/IP. Tlopsimox pacnpenenenust [P-agpecoB. Orobpaxenue [P-anpecoB Ha noKambHBIE
anpeca. ARP npotoko.

[Tpunnuner mapmpyruzanuun B [P-cersix. Ilporokonmel Mapmpyrtusanuu. IloHsTtue nomeHa.
HomenHas aapecanus B IP-cersax. DNS nporokou.

[Tporoxoin IPv6. IIporokons! TpancnoptHoro ypoBHst TCP u UDP.

CornacoBaHa Ha noptane N2 47300 21



CoBpeMeHHbBIE TEHACHIIMUA PA3BUTHUS TEIEKOMMYHUKAIIMOHHBIX cHcTeM. MHTerparus pa3imuyHbIX
THUIIOB CeTel U CeTeBbIX cyk0. Bupryanuzanuusa nadopmanroHHbx cucteM. O0IauHble BHIYUCICHUS.

ObecrieueHne 6€30MACHOCTH TEIEKOMMYHUKAIIMOHHBIX CBS3€H M aJIMUHHUCTPATUBHBIA KOHTPOJb.
OcCHOBHbIE TIOHATUS U TEPMUHOJIOTHUS.

TunoBble yrpo3sl ceTeBOil OezomacHOCTH. OCHOBBI KIaCCH(HUKAIMK CETEBBIX yrpo3 W aTak.
Brnusinue yenoBeueckoro ¢akropa Ha CETEBYIO O€30MaCHOCTb.

3amuTa TOMOJOTHMHM CETH. BUpTyalbHBIE JOKalbHBIE CETH. J{OMOTHHUTENbHBIC (YHKIIMH
KOMMYyTaTopoB. [lepconanbHble skpanbl. AGOHEHTCKOE MU(pPOBAHUE.

3amuTa cereBoro Tpaduka MW KOMIIOHEHTOB CETH. 3ammra KoMioHeHToB cetu ot HC/I.
besonacnocts pecypcoB cetu. CpencrtBa uaeHTUGUKALUA U ayTeHTHU(PHUKAUU, METOJbl pa3JieieHUs
PECYPCOB U TEXHOJIOTHH Pa3rpaHUYCHHsI TOCTYyTIA.

CpenctBa TOBBIINIEHHUS HAACKHOCTH  (QYHKIMOHUPOBaHUS ceTed. 3ammra oOT cOoeB
ANEKTPONUTAHHUS, alINIAPATHOTO U MMPOTPAMMHOTO oOecrieueHuss. KOHTpOIb U pacipeielieHne Harpy3Ke Ha
BBIYHCIIUTENIbHYIO CETh.

PermamenTupyronme T0KyMEHTB B 007acTH 0€30MaCHOCTH BBIUMCIUTENBHBIX ceTeil. CTaHmapTh
0€30MacCHOCTH BBIYMCIUTENBHBIX CETel U UX KOMIOHEHTOB. [IpaBoBbIe OCHOBBI 3allMTHl HH(OpPMALIUU B
CeTsIX.

CereBble ornepanuonnbie cucteMbl Windows, Unix/Linux. OCHOBHbBIE MNPOTOKOJBI, CIIYXOBI,
(YHKITMOHUPOBAHKE, CPEJICTBA OOECIICUEHUsT OE30IMACHOCTH, CPEICTBA YIIPABJICHUS U KOHTPOJIS.

[Tonmutuka Oe3zonmacHoctu: [loHsTHE MONMMTHKH Oe30MacHOCTH. THUMOBBIC AIEMEHTHI MOJUTHKHU
6esonmacHoctu.  [loctpoenmwe,  peanmsanusi,  HOAAEp)KaHHE W MOIU(DUKAUS  TMOJUTHKH
6e3onacHoctu.Kputepun onenku OezonmacHoctu ceTeBbix OC. OCHOBHBIE KpPUTEPHH aHAllM3a CETEBOM
6e3omacHoctr. O0IIas mporeaypa aHaIu3a.

OcHoBHBIE MEXaHU3MBbI 00ecrieueHrs 0€30MaCHOCTH U YIIPaBIECHUS paclpeeICHHbIMU PECYPCAMHU.
ObecnieueHne HAICKHOCTH HHPPACTPYKTYpHI IHTEpHET.

3amuTta KaHaioB cBs3u B UMHrepHer. Buaesl ucnonb3yembix B HMHTepHET KaHaioOB CBS3H.
Hcnonb30BaHne MEXKCETEBBIX SKPAaHOB. BUpPTyanbHbIC YaCTHBIE CETH.

VYS3BUMOCTH U 3amuTa 6a30BbIX MPOTOKONOB U ciyk0: [IpoTokomnsl Mapmpytusamnuu. CemeicTBo
TCP/IP. Cnyx0b1 moucka. bezomacnocte WWW # 351eKTpOHHON TIOYTEHI.

CucreMbl OOHaApyXeHHS M MPOTUBOACUCTBUSA BTOpKeHUsAM. Kiiaccubukanus W TPUHIUIBL
(YHKIIMOHUPOBAHMSI CUCTEM OOHapyKeHUsI BTOp>keHUH. CkaHepbl 6€30I1aCHOCTH.

Knaccel ckanepoB 6€30MacHOCTH U OCOOEHHOCTH MPUMEHEHHs. 3alIiuTa OT BUPYCOB.

3amura 3JIeKTPOHHOTO TOKYMEHTO000pOoTa.

14.1.4. Tembl 1a00paTOPHBIX padoT

MonenrpoBaHHU€e CETEBBIX YCTPOUCTB U IPOTOKOJIOB B JIOKAJIBHBIX CETAX

MopnenupoBanue BUpPTyalbHbIX JoKanbHbIX ceTell (VLAN) c pasrpaHuueHueM JAocTyna K
CETEBBIM pecypcaM

Hactpoiika mnoxaxitoueHuss ys3ia K ceTH. ABTOMaTHYecKas JIUHAMHUYECKass W CTaTHYecKas
HACTPOMKHU CETEBOTO MOAKIIOUEHUS.

Crek nporokosnoB TCP/IP. ITpuknagseie mpoToKossl ceTd MHTepHeT.

Cetu Microsoft Windows. YpaBieHue ceTeBbIMH pecypcamMy B OJTHOPAHTOBOM CETH.

Ceru Microsoft Windows. Active Directory. YnpasieHue ceTeBbIMU pecypcaMu KOpIOpaTUBHOMN
ceTH. ' pymnIoBblie NOIUTHKH.

MonenupoBaHue 0a30BbIX CIIYX0 U MPOTOKOJIOB MapIIPyTHU3ALMH B IIOOATBHBIX CETAX.

bazoBeie ciy:x651 cetn UaTepner. DHCP. DNS. IIpoTokosbsl MapmpyTH3aIiy.

[Tpuknagusie cnyx0n cetu MaTepHET. HacTpoiika Web-, FTP-cepBepoB u cepBepa 2eKTpOHHON
IIOYTHI.

Pasrpannuenue aocTyna K JIOKalIbHBIM U CETEBBIM pecypcaM. J[uCKperroHHas W MaHAaTHas
MOJIETH YIIPABJIEHUS JOCTYIIOM.

WHcTpyMeHTBI AJis uccieoBaHus ceTu (CHU(EpHI)

WHCTpYMEHTBHI [T HCCIIE0OBAaHUS CETH (CKaHEephl 0€30MacHOCTH)

MexceTeBble S5KpaHbl

AHTUBHpYCHAs 3alIUTa

BupTtyanbHble 4acTHBIE CETH
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Cuctembl 0OHapYKEHUS U PEIOTBPAILECHUS BTOPKEHUN
DLP-cucremsr
Bbe3omacHOCTh MPUKIAIHBIX TPOTOKOJIOB

14.1.5. 3auér

1. [Tonsatue ceru. TpeOoBaHusl, MPEABABIIEMBIE K CETH.

2. Knaccudukanus cereit. [Ipu3naku kiaccupukanuu.

3. Cetesble Tononoruu. [IpeumyniecTBa u HelOCTaTKU 0a30BBIX CETEBBIX TOMOJIOTUH.

4. Metoasl KOMMYyTalMu Y3i10B ceTu. lIlpemmyinecTBa M HEIOCTAaTKM Pa3JIMYHBIX METOJIOB
KOMMYTAlIHH.

5. Merojbl aipecaniny B MaJIbIX U O0sbIIMX ceTsiX. TpeboBaHMs K agpecam.

6. OCHOBHBIE aImapaTHbIe U IPOrpaMMHbIE KOMIIOHEHThI KOMITBIOTEPHBIX CETEil

7. HaznaueHue 1 cocTaB TUHUN CBA3U. Ha3HaueHne Kak10ro KOMIIOHEHTA JIMHUM CBA3H.

8. OcHoBHbIEe BUBI epeaaronux cpel. Mx xapakrepuctuku. OrpaHuyeHHs NepeAatoX Cpes.

9. bectipoBoanast muuus cBsi3u. CoctaB obopynoBanus. [lonsTre kanana.

10. CereBas moaens OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUS OTKPBITHIX CUCTEM.

11. Cranmaptuzanus cereid. [Tpoexrt 802.x.

12. MeToap! 1ocTymna K Cpefie epeadu 1aHHbIX.

13. [onsrue nporokona u uaTepdeiica. Creku mpoTokonoB. CTaHIAPTHBIE CTEKH MPOTOKOJIOB.

14. CereBas apxurektypa Ethernet. ba3oBelii cranmapt. KoMmoHeHTBl peanu3anuu Ha
(U3HYECKOM YPOBHE.

15. Ctpykrypa kangpa texnonoruu Ethernet. Texnonorus VLAN. Crangapt IEEE 802.1q.

16. CereBas apxurexrypa Token Ring.

17. CereBas apxurexrypa FDDI.

18. O6opynosanue JIBC. [IpuHnmmbsr paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CeteBble onepanmoHHbIe cucTeMbl. TpedoBaHus, npeabsBiseMble k ceTeBbiM OC.

20. ba3oBple NPUMUTHUBBI IEperadll COOOIIEHUN B pacupeleleHHON ceTu. BbI30B ynaneHHbIX
nporenyp. MexaHus3M COKETOB.

21. CereBsie (aiinoBbie cucteMbl. CeMaHTHKA pa3iecHHs (PaiioB.

22. City6b1 ©MeHOBaHuUs pecypcoB. Cityx0a kaTanoro. JJOMEHHBIH TOIXO.

23. Cnyx0a karanoroB Active Directory. YnpaBnenue o0beKTaMu ceTH. [ pynmoBbie MOJUTHKH.

24. 3anaun nocTpoeHHsI 0OBbEINHEHHBIX CETEH.

25. T'nobanvHas cerb WuTepHet. [loctpoenue. OcHoBHBbIE TOHATHS. CEMEHCTBO MPOTOKOJIOB
TCP/IP u ero poib B TOCTPOEHUH INI00ATBHBIX CETEH.

26. Crex mporokosioB TCP/IP. O6nacte npumenenns. OCHOBHbIE XapaKTEPUCTUKH.

27. Tunel agpecoB, npumeHsemslx B cetd MHrepHer. Ha3znauenue. Texnomormm pasperieHus
aJipecoB.

28. IP-anpeca. Knaccor [P-cereii.

29. IP-anpeca. Texnomorust CIDR. Ionsitie ceteBoro npedukca.

30. O6opynoBanue ' BC. KpaTkas xapakrepucTUKa 1 Ha3Hau€HUeE.

31. Crpykrypa cetu HMHTepHeT. ABTOHOMHBIE CHUCTeMBbI W MaructpaiabHble CeTH. THIIBI
IIPOTOKOJIOB MapLIPyTH3aL1H.

32. Mapumpytuzauust IP-nporokosna. AIropuT™Mbl MapuIpyTH3aUH.

33. IIporokons! mapmpyTtuzaiuu RIP u OSPF. XapakrepucTuku, 1TOCTOMHCTBA U HEAOCTATKU.

34. Ilporokon ARP. Ha3nauenue. [IpuHuun ¢pyHKIIMOHUPOBAHUS.

35. IIpotokon DHCP. Ha3nauenue. [IpuHuumn ¢pyHKIHMOHUPOBAHUS.

36. Ciny:x0a DNS. Haznauenue. [Ipunuun GyHKIMOHUPOBaHMUSL.

37. IIpotokonbl TpancnoptHoro ypoBHs cteka TCP/IP. CpaBHUTENbHBIE XapaKTEPUCTHKU U
MPUHIIMIIBI paOOTHI.

38. IlepexBar nakeToB B JIOKaIbHOU ceTH. IHCTpyMeHThl. CTpYKTypa aKeToB.

39. Texnonorun «nocaegHed Muian». [IporpaMMHBIN U anmapaTHbIA COCTaB.

40. Cny:x651 WWW u FTP. [Ipotokonsl. Hactpoiiku cepBepHoro u kiueHrckoro I10.

41. Cayx6a E-mail. IlpoTokonsl anekTpoHHON mouThl. HacTpolku cepBEpHOTrO M KIMEHTCKOTO
I10.

42. Cnyxba MraoBeHHbIX cooOmenuir Jabber. IlpoTtokonsl. HacTpoiiku cepBepHoro u
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kiuentckoro I10.
43. TexHonoruu nepeaadyu rogocoBoit mapopmaruu. [Iporokonsr SIP, RTP.
44. Tunosas CTPyKTypa OTKa30yCTOMYMBOIO KiacTepa. PesepBupoBaHue 1aHHBIX.
45. OCHOBHBIE KOMaH/IbI, HCTIOJB3YEMBbIE TIPH PA0O0TE C CETHIO B PEKUME KOMAH/IHOW CTPOKH.

14.2. TpeGoBaHus K OLIEHOYHBIM MATePHAJIAM VISl JIMI ¢ OTPAHUYEHHBIMU BO3MOKHOCTAMHM
310pPOBbsI H HHBAJINI0B
Hdnst nun ¢ orpaHUYEHHBIMM  BO3MOXKHOCTSIMM  37I0POBbSI U HMHBAJIWJOB IPEIYCMOTPEHBI
JIOTIOJTHUTEIBHBIC OIEHOYHBIC MAaTEPHAIIbI, TIEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabnuua 14 — JlonosHUTENbHBIE MaTepUaANIbl OLIEHUBAHMS JJIA JIUIl C OrPAaHUYEHHBIMU BO3MOKHOCTSIMU
3I0POBBSI 1 HHBAJIUIOB

Kareropun Bupl 10MOMHUTENBHBIX OLIEHOUHBIX @®opMbI KOHTPOJIS U OLICHKH
00y4aromxcs MaTepHaloB pe3yJIbTaTOB 00YUYEHUS

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

C HapylieHusIMu
ciryxa

[IpenmyiiecTBEHHO MMCbMEHHAS
IIpOBEpPKa

C napymenusimu | CobecetoBaHue 110 BOIIPOcaM K 3a4eTy, | [IpenmyIecTBeHHO yCTHas MpOBEpKa

3peHus OTIPOC 10 TEPMUHAM (MHIMBUYaTIbHO)
C HapyeHusMu Pemennie TuCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHBIE | [IpermyIiiecTBeHHO TUCTaHIIMOHHBIMU
JIBUTATEIILHOTO CaMOoCTOSITeNIbHBIE PaOOThI, BOMPOCHI K METOJIaMuU
anmnapara 3aueTy
C orpanunuenusmu 1o | TecTol, MMCEMEHHBIE CAMOCTOSITEIIbHbBIE [IpenmyIiecTBEHHO IPOBEPKa
001IEeMETUIIUHCKUM paboThI, BOMPOCHI K 3a4ETY, METO/IaMH HCXOJISl U3 COCTOSIHUS
MOKa3aHUsIM KOHTPOJIbHBIE pa0OThI, YCTHBIE OTBETHI | 00YYaromIerocss HA MOMEHT ITPOBEPKU

14.3. MeTonnyeckue peKOMEeHIAHH 10 OIEeHOYHBIM MaTEePHaJJIaM ISl JIHI[ ¢ OTPAHUY €HHBIMH
BO3MO’KHOCTSIMH 3/10POBbsI 1 HHBAJIH/IOB

Jiis Ui ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 3JI0POBbSI M WHBAIUIOB IPEIyCMaTPUBACTCS
noctymHas popma MpeoCTaBICHUS 3aJaHUi OI[CHOYHBIX CPEJICTB, @ UMEHHO:

— B IleyaTHOI popme;

- B II€YaTHOH (popMe ¢ YBEINYEHHBIM HIPHUPTOM;

- B ()OpME IITEKTPOHHOTO JOKYMEHTA;

- METOJIOM YTEHHUSI aCCUCTEHTOM 3aJ[aHusl BCIYX;

- IpeIoCTaBICHHE 33/1aHHS C UCTIOIB30BaHUEM CYPIOTIEPEBOIA.

HI/IHaM C OrpaHMYCHHBIMH BO3MOXHOCTSMHU 3J0POBbS W HMHBAJIWAAM YBCIWYMBACTCA BPEMSA Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. /[l Takux OOydaromuxcsi IperycMaTpHBaeTCs
nocTymHas popmMa ImpeoCcTaBlIeHHsI OTBETOB HA 3aJaHUs, 2 UMEHHO:

- NHCEMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIOJIB30BAHUEM YCIIYT aCCUCTEHTA;

- Ipe/ICTaBICHNE OTBETOB YCTHO.

[Ipouenypa OlLEHMBaHHS pe3yIbTaTOB OOYYCHHUS JIMI] C OrPAaHUYCHHBIMH BO3MOXXHOCTSMH
3I0pOBbS U MHBAJIUJOB MO JUCIUIUIMHE MpelycMaTpuBaeT IpeaocTaBiieHne mHdopmanuu B (opmax,
aJIalITHPOBAHHBIX K OTPAaHHYCHUSM X 3[J0POBBS U BOCIPUATHS HH(OPMALIUH:

JJ1st M ¢ HAapylIeHUsIMM 3PeHus

- B ()OpME IIEKTPOHHOTO JOKYMEHTA;

- B II€4aTHON popMe YBETMUSHHBIM IIPU(TOM.

JUJ1s1 JINL ¢ HAPYLICHUSIMHU CJIyXa:

- B ()OpME IIEKTPOHHOTO JOKYMEHTA;

- B MIEYaTHOH (opme.

J1J1s1 JIMIL ¢ HAPYHIEHUSIMHM ONOPHO-IABUTATEJbHOI0 anmapara:

- B (hopMe AIEKTPOHHOTO JOKYMEHTA;
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- B MIEYaTHOH (opme.
HpI/I HGO6XOI[I/IMOCTI/I Jig Jul ¢ OrpaHUYCHHBIMU BO3MOXKXHOCTSAMU 3J0POBbS W HWHBAJIHWIOB
npoIeaypa OICHUBAHUS PE3yIbTaTOB 00YUCHHSI MOXKET MPOBOIUTHCS B HECKOJIBKO ITAIOB.
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