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Ne Bunsl yaeOHOI A€ATEIBHOCTH 8 cemectp Bcero Enununner
1 Jleknuu 20 20 4acoB
2 JlaGoparopHbie pabOThI 28 28 4acoB
3 Bcero aymuTopHbIX 3aHATHN 48 48 4acoB
4 CamocrosTenpHas paboTa 60 60 4acoB
5 Bcero (6e3 sx3amena) 108 108 4acoB
6 ITonroroBka u cgada sK3aMeHa 36 36 JacoB
7 OO0m1as Tpy10eMKOCTh 144 144 JacoB
4.0 4.0 3.E.

Ox3ameH: 8 cemecTp

- - Tomck
,HOKYMEHT IIoAIMCaH IMpOCTOM 3JIEKTPOHHOMU ITOOIIMCBIO

VHdbopmaius o Biagesblie:

OUO: [lenyriaHoB A.A.

HoisxkHOCTh: PekTop

Hata mognucanus: 20.12.2017
VHUKaIbHBIN IPOrPaMMHBIN KJIIOY:
c53e145e-8b20-45aa-9347-a5e4dbb90e8d

CornacoeaHa Ha noptane Ne 47709




PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(t)ﬁ;[pbl
npotokot Ne 6 oT « 21 » 5 2019 r
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (crienmasnibHocTH) 27.03.03 CucteMHbIN aHamu3 U yrpasieHue, yreepxkaeHHoro 11.03.2015 roxa,

paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, MPOTOKOI
Ne .

PazpaboTuuk:

noueHt kap. KUBSBC E. 1O. KocTrouenko

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan ®BC M. B. Uepkamux
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KCVYII 10. A. llypeirun
OKCIIepTHI:

JlonieHT Mabopatopuu 6€30macHBIX
onoMemuIuHcKkuX TexHojorui L{Th
KHMB2BC A. A. KoneB

JlonieHT Kadenpbl SJKOHOMHUYECKON
MaTeMaTUKU, THPOPMATUKH U CTATH-
ctuku (OMUC) E. A. lllenbmuna
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpernogaBaHus JUCITUIUTHMHBI SBISICTCS M3YYCHHE KOMILIEKCa MpoosieM WH(DOpMAIMOHHOM
0€30MacHOCTH MPEANPUATHI U OpraHU3alUi PA3IMYHBIX TUIIOB U HAPABICHHUM NEATEIHLHOCTH, TOCTPOE-
HUsA, QYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMS COBOKYITHOCTHU MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUYE-
CKHX M TEXHOJIOTHYECKHX MPOIECCOB, 00ECTICYNBAOIINX HHPOPMAIIMOHHYIO 6€30MacHOCTh U (hOPMUPYIO-
X CTPYKTYPY CHUCTEMBI 3aIIUTHl IIEHHOW W KOHPUACHIIMAIHHOU HH(OpMAIuu B cepe OXpaHbl UHTE -
JIEKTyalbHOU COOCTBEHHOCTH U COXPAaHHOCTH MH(OPMALIMOHHBIX PECYPCOB.

1.2. 3agaun JIMCHMIIINHBI
—  O03HAKOMJICHHE CTY/ICHTOB C TEOPETUYCCKUMHU OCHOBAMH, OCHOBHBIMH MOHITHSIMH U TIPUHITH -
naMu odecrieueHuss HHPOPMaITMOHHOM 0€30MMacCHOCTH
— oOydyeHHe CTYJICHTOB pabOTe C OCHOBHBIMH CPEJICTBAMH 3aIHUTHI

2. MecTo nucuuiiiuebl B cTpykrype OIIOII
Hucuumnna «3ammra uHpopmarum» (b1.B.O/1.5) otHocurcs k 610Ky 1 (BapuaTHBHAs 4acTh).
[IpenmecTBYOMUMH TUCIMIDTHHAME, (POPMHUPYIONIMMH Ha4yajdbHbIE 3HAHUS, SBISFOTCS: MH)OP-
MaTuKa.
[TocnenyromumMy AUCIUILUTHHAMHA SIBIISTIOTCS: 3alMTa BBITYCKHOW KBATM()UKAIIMOHHOW pabOTHI,
BKJII0YAs MOATOTOBKY K IPOLEIype 3aIUThI U IPOLEAYPY 3aIUTHI.

3. TpeGoBanus K pe3yJibTaTaM OCBOCHMS JUCUMIIIIMHbI

[Tpouiecc n3yueHus: AMCUUILIIMHBI HAMpaBjieH Ha (JOPMUPOBAHUE CICAYIOMIUX KOMIIETCHIIN:

—  OIIK-7 crmocoOHOCTBIO K OCBOCHMIO HOBOM TEXHHKH, HOBBIX METOJOB 1 HOBBIX TEXHOJIOTH;

— TIK-4 crmocoOHOCThIO TPUMEHSTH METOJBI CHCTEMHOTO aHAJIN3a, TEXHOJIOTMH CHUHTE3a H
YIpaBIeHUS AJIs1 PEUIeHHs] MPUKIIAIHBIX TPOSKTHO-KOHCTPYKTOPCKUX 3a/1a4;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLUICs TOKEH:

— 3HaTh 0a30BbIe KOHIEMIUU U MOJENH MH(POPMAIMOHHONW 0€30MacHOCTH; OCHOBBI (PYHKIIHO-
HUPOBaHUs 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM 3a7a4d MHPOPMAITMOHHOW 0€30IacHOCTH; 3aKOHO-
JIaTeIbCTBO 0 o0ecreueHnto HHGOPMAIIMOHHON 0€301MaCHOCTH CTaHAApThI B 001acTH WH(OPMAITMOHHON
0€30MacHOCTH; METOJbl M CPEJCTBA 3aIIUThl MHPOPMAIIMOHHOW OE30MMaCHOCTU HAIPABICHUS U METOMbI
BEJICHUSI aHAIUTUYECKON pabOThl MO BBIABICHUIO YIPO3 TEXHUUYECKHE MPOIENyphbl MO ACHCTBUSIM B He-
HITATHOW CUTYyallMW; METOAOJIOTHH OIICHKU PUCKOB M yTpo3 HHPOPMAIIMOHHON O€30MacHOCTH

— yMeThb BeIOMpaTh (pa3pabaTbiBaTh) CTpATETUN 3alTUTHI HH(OOPMAITMOHHONW 0€301MacHOCTH pa3-
JUYHBIX MHPOPMAIIMOHHBIX CHCTEM MPOBOJIUTH AyIUT ISl OTOOpPAKEHUs YPOBHSIM COOTBETCTBHUSI CTaH-
JapTam oOnactd WHGOOPMAITMOHHONW O€30MacHOCTH Il MH(OPMAIIMOHHONW CHUCTEMBI B LIEJIOM U IS €€
AJIEMEHTOB OLIEHUBATh U BHIOUPATh HEOOXOAUMBIE CPEICTBA 3AIUTHI OCYIIECTBIATH MOHUTOPUHT COCTOS -
HUs WHOOPMAIIMOHHON 0€30MacHOCTH 00beKTa 0O0ecTieunBaTh MPOTUBOACHCTBIE aTakaM Ha WH(OpMaIu-
OHHYIO CHCTEMY BBINIOJIHATH (KOHTPOJIMPOBAThH BBHIITOIHEHUE) TPEOOBAHUI MWHCTPYKIIUHU 10 00ECTICUCHUIO
nH()OPMAITMOHHON 0€30TTaCHOCTH

— BJaJeTh HaBBIKAMH Pa0OTHI C MPOTPAMMHBIMH M amlllapaTHBIMU CPEICTBAMU 00ECIIeUHBaI0-
MMM 3aIIUTy WHHOPMAITUU B KOMIIBIOTEPHBIX CUCTEMAaX

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI COCTaBIsAeT 4.0 3a4eTHBIX IWHUIIBI U MIPE/ICTABICHA B Ta0JIH -

%264&11/1.1121 4.1 — TpynoeMKoCTb JUCIUILINHBI
Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl
8 cemectp
AynuaTopHbIe 3aHATHS (BCETO) 48 48
Jlexuun 20 20
JlaGopartopHbie pabOThI 28 28
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CamocrosTenpHas paboTa (BCero) 60 60
[ToaroroBka K KOHTPOJIBHBIM paboTamM 8 8
BrinosiHeHME MHAWBUAYAIBHBIX 3aJaHUN 12 12
Odopmiierre 0T4eTOB 110 JTabOPaTOPHBIM paboTam 18 18
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 18 18
BrlinonHeHHE KOHTPOJIBLHBIX PadoT 4 4
Bcero (6e3 3x3amena) 108 108
[ToaroroBka u ciava 3K3aMeHa 36 36
OO01mas Tpy10eMKOCTb, 4 144 144
3aueTHnie EquHuIie 4.0 4.0
5. Coneprxanue TMCUMILTHHBI
5.1. Pa3nenbl AUCHMILUIMHBI U BUABI 3aHATHIA
Pazniensl TUCUUIUTMHEI ¥ BUABI 3aHATUH PUBEACHBI B Ta0muiie 5.1,
Tabmuna 5.1 — Pa3jenbl AUCIUMIUIMHBI U BUJIbI 3aHATHH
Bcero
4acoB
JIab. Cam. dopmupyembie
Hazpanus pa3aenoB 1UCHUIUIMHBI Jlek., u (6e3
pab.,u | pab.,u KOMIETEHITUH
9K3aMEH
a)
8 cemecTp

1 bazoBble noHATHSA B chepe obecrieueHus 2 0 2 4 [1K-4
UH(POPMALMOHHON 0€30MaCHOCTH

2 KommiekcHBIH moaxon K 00eCre4eHnto HH- 2 0 2 4 [1IK-4
(dhopmanroHHON 6€30TaCHOCTH

3 OpraHu3anroHHO-TIPaBOBOE 0OeceueHHe, 2 4 10 16 [1IK-4
CTaHJapTU3aIMs, CEPTUPUKALINS U JTUTICH3H-

poBaHKE B 001aCTH 3alUTHI HHPOPMAIIHH

4 MeTtozpl OIICHKHA PUCKOB M YIPO3 HH(pOpMa- 2 2 14 18 [1K-4
[IMOHHOHN 0€30MaCHOCTH

5 TlporpamMmMHoO-anmapaTHble, TEXHUYECKUE U 2 18 8 28 OIIK-7, 11IK-4
KpunTorpaguueckue CpecTBa 3aUThl HH-

dhopmanmm

6 OCHOBHBIE ITPUHIIMIIBI, HAIIPABJICHUS U Tpe- 2 0 6 8 [1K-4
OoBaHus oOecreueHrs MHGHOPMAITMOHHOMN

0€30M1acHOCTH OpraHu3alun

7 KoHuenuus u noauTuka HHGOpManoOHHON 2 0 2 4 T1IK-4
0€e30MacHOCTH

8 Peanuzanuu ctparerun o0ecreueHus nH- 2 4 10 16 [1K-4
(hopmanroHHON 0€30TaCHOCTH

9 MenemxmeHT nH(pOpPMALIMOHHOMN Oe3ormac- 4 0 6 10 [1K-4
HOCTH

HWroro 3a cemectp 20 28 60 108

Hroro 20 28 60 108
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComepkaHue pa3ienaoB TUCIUILIKH (TI0 JICKITHSIM)

Copneprxanue pas3znenoB qucuumuinHel (mo | Tpynoemkocts, | @opmupyemblie
HazBanus pa3znenos Aep pas AHCH ( 24 ’ PMHDPY
JICKITUSIM) q KOMITETEHIIUU
8 cemecTp
1 bazoBeie nousitus B | Mupopmanusa. KonpunennuansHocts. Le- 2 I1K-4
chepe obecnieueHus nocTHOCTB. JlocTymHOCTH. CBO¥CTBA HHGOD-
UH(POPMALTMOHHON Manuu. Yrposa. Hapymurens.
0€30MMacHOCTH Vitoro 2
2 KommuieKkcHbIi CTpyKTypa CUCTEMBI 3alIUTHI HH(POPMALINH. 2 I1K-4
MOJIXOM K 06ecnetieHmo Vitoro 2
MH(POPMAIIMOHHOM
0€30MMacHOCTH
3 OpranusanoHHO- OcHOBHbBIE HOPMAaTHUBHO MPABOBBIE AKTHI 110 2 I1K-4
IPaBOBOE 3amnuTe uHpopmanuu. CtanaapTU3anus.
obecrieueHue, Ceprudukanus. JIneH3upoBaHue.
CTaHJapTH3aIMs, Vitoro 2
ceptudukanus u
JUIIEH3UPOBaHUE B
00JIaCTH 3aLIUTHI
uHbOpMaIu
4 Metoap! OLICHKH Onenka puckoB. MHpopmaninoHHbIe U3MeEpe- 2 I1K-4
PHUCKOB U yIpo3 Hus. Heuetkas knacrepuzanms. Unentudu-
nH(pOPMaIMOHHON Kallusl U aHaJIu3 PUCKOB.
0€301acHOCTH Vitoro
5 [IporpammHo- VYnpasnenue nocrynom. Pazrpannuenue OIIK-7
araparHele, ypoBHeM noctyna. [luckpetHoe pacnpezaesne-
TEXHUYECKUE U HUe nocTyna.MaHnaTHoe pacnpeiencHue
Kpunrorpaduyeckue | JOCTyIa.
CPEICTBA 3aIUTHI Vitoro 2
uHpOopMauu
6 OcHOBHbIE OrnpeneneHne opraHu3almOHHBIX TpeOoBa- 2 I1K-4
TIPUHLIUIIBI, Huit 3amutel UT.
HarpaBJICHUS U Vitoro 3
TpeOoBaHUS
obecrnieueHus
UH(POPMALTMOHHON
0€30MacHOCTH
OpraHu3anuu
7 Konuenuus u [Tonutrka 6€30MacHOCTH. 2 [1K-4
MOJIUTHKA § Vitoro 2
UH(POPMALTMOHHON
0€301MacHOCTH
8 Peanuzanuu Onpenenenre opraHU3allMOHHBIX LIEJIEN U 2 I1K-4

CTpaTeruu
obecneueHuUs
nH(pOPMaIMOHHON
0e30I1acHOCTH

crpareruii 3amuthl UT. Unentudukanus u
aHanu3 yrpo3 aktusam UT B npenenax opra-
Hu3auu. OnpeneneHrne COOTBETCTBYIOITNX
3aLIUTHBIX MEP.
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Hroro
9 MeHnexMeHT KoHTposib BINOTHEHNS U PYHKITHOHUPOBA- 4 I1K-4
UH(QOPMALMOHHON HUS 3alUTHBIX Mep. Pa3paboTka u peanusa-
0€301acHOCTH 1I1S IPOTPaMMBbl OCBEOMIIEHHOCTH O 3allu-
Te. OGHapyXeHHe UHLUIEHTOB U pearupona-
HUE Ha HUX.
Hroro 4
Hroro 3a cemectp 20

5.3. Pa3nesibl AUCHUIIMHBI M MEKIUCUMILUINHAPHBbIE CBSA3M ¢ 00ecneYuBAKIIMMH (Peabl Ty IIIUMHU)
1 o0ecneynBaeMbIMH (NOCJIeAYOMIUMHU) JUCHUATIIMHAMHA
Pazgenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAIOIIMMU (MIPEABIAYIIMMU) U
o0ecrneynBaeMbIMH (ITOCIEIYIOMMMHI ) TUCHUTUTMHAMHU MIPEICTaBICHbI B Tabmuie 5.3.
Tabmuma 5.3 — Pa3aensl IUCIMIUIMHBI U MEKIUCIUTUIMHAPHBIC CBS3U

Ne paznenoB qaHHOUM MUCIMIUIAHEL, 1711 KOTOPBIX HEOOXOIMMO U3YUCHHE

HauMeHOBaHME TUCIMILIMH obecrneunBaroIuX U 00ecrneYnBaeMbIX JUCIIUILTUH

1 2 3 4 5 6 7 8 9
[IpenmecTByronye AUCIUTUIAHBI
1 Undopmatrka + + + + + + + + +

[Tocnenyromume TUCIUITITUHB

1 3amuTa BEITYCKHOMN KBaIK-
(uKanOHHON PabOThI, BKIIO-
yasi IOATOTOBKY K IIpoLeaype
3aIUTHI U TIPOLEYPY 3aIUTHI

5.4. CooTBeTCTBHE KOMIETEHIIHIT, POPMUPYEMBIX NPH U3YYEeHUU THCHHILUINHBI, 1 BUI0B 3aHSI THIi
CoOTBETCTBHE KOMITETCHIMH, (OPMUPYEMBIX INPH W3yYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHIM
npeCcTaBIeHo B Tabmwmie 5.4.
Tabmuua 5.4 — CooTBETCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3yYCHUH JAUCIMIUIMHBI, 1 BUJIOB 3aHS-

TUH
KoMrerenmu Bunel 3ansaThii
@DOpMBI KOHTPOJIA
u Jlek. JIab. pao. Cam. pa6.
OIIK-7 + + + Dk3ameH, OTyeT no JadopaTop-
HOM pabote, TecT
[1K-4 + + + KonTponsHnas pabora, OTder mo
WHJMBUIyaIbHOMY 3aJ1aHu10, BbI-
MOJIHEHNE KOHTPOJIbHOM paboThl,
Ok3amen, OTder mo sadoparop-
Ho¥ pabote, Tect

6. UnTepakTBHBIE MeTOAbI M (GOPMBI OPraHU3aLMU 00yYeHH s
He npenycmorpeno PVYIIL.

7. JJaGopaTtopHbie padoThI
HaumeHnoBanue nabopaTopHbIx padboT npuBeaeHo B Tabauue 7.1.
Ta6muna 7.1 — HaumeHnoBanue 1abopaTopHbIX paboT

TpymoeMkocThb, | DopMUpYEMEBIS
Ha3Banus pa3nenos HaumenoBanue nabopaTtopHbIx padboT PyA ’ PMHDY
q KOMIIETEHITHH
8 cemecTp
3 OpraHu3aloHHO- 3amura nepcoHaabHbIX JaHHBIX U KOMMepYe- 2 [1K-4
6
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MIPaBOBOE CKOM TalHbI
obecnedente, [TonuTrka 6€30MaCHOCTH U MHCTPYKLIUU JUIS 2
cranfapTisanui, COTPYIHUKOB MTPEIIPUATHS
cepTudUKaLUS U
JUIIEH3UPOBAHUE B Hroro 4
00J1acTH 3aUThI
uHbOpMaIu
4 MeTo/pl OLIEHKH OneHka puckoB HH(POPMAITMOHHON Oe30mac- 2 I1K-4
PHUCKOB U yIpo3 HOCTH
UHPOPMALTMOHHON Vroro 7
0€30MacHOCTH
5 IIporpammHo- 3amuTa KOMIOBIOTEPHON HHPOpMALIUK Ha 2 OIIK-7
arrnaparHble, YPOBHE JI0CTyIIa B CUCTEMY
TCXHUTCCKHE 1 3amuTa OT aTak 10 JIOKaJIbHBIM U IJ100aJb- 4
Kpunrorpaduyeckue HBIM CETSIM
CPEICTBA 3aIUTHI
MHpOPMAIIHH 3ammra ot BpeaoHocHoro 110
Vcnonb3oBanue mm@poBaHus 1Isl 3alUThI
JTAaHHBIX
Hcnonp3oBanne PU3NUECKUX HOCUTENEH U 4
3alIUTHBIX CUCTEM Ha UX OCHOBE
Hroro 18
8 Peanuzanuun Pa3paboTka cucTembl 3alUThl TPEANPUATUS [1K-4
CTpaTeruu Vroro
oOecrnieuyeHus
uH(OOPMAITMOHHON
0€e301acHOCTH
Hroro 3a cemectp 28

8. IIpakTHyeckue 3aHATHSA (CEMUHAPDHI)
He npenycmorpeno PVYIIL.

9. CamocTrosiTesqibHasi padoTa
Bunel camocrosiTensHOM paboThl, TPYIOEMKOCTh U (POpMHUpYEMble KOMIIETEHIIMH TPEICTaBICHbI B

tabmuue 9.1.
Tabmuua 9.1 — Bussl caMoCTOSATENbHON padOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHLIUN
Buner camoctosarensHon | Tpynoemkocts, | @opmMupyembie
HasBanns paznenos a Py ’ PMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHITNHU
8 cemecTp
1 bazoseie monsitus | [IpopaboTka JIEKIMOHHO- 2 I1K-4 Tect, Ox3amen
B cepe ro MaTepuasa
TIeYCHUS
obecrmeue | Hroro 2
UH(POPMAITMOHHON
0€e301MacHOCTH
2 KommieKkcHbIi ITpopaboTKa JEKIIUOHHO- 2 I1K-4 Tect, Ox3amen
HOAXOJ K ro MaTepuasa
00€eCTIeYeHU IO | Hroro 2
UH(QOPMAIMOHHON
0€301acHOCTH
3 OpranuzanuoHHo- | [IpopaboTka JeKIIMOHHO- 2 [1K-4 Brinonxnenue
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3aMC€Ha

MIPaBOBOE ro MaTepuasa KOHTPOJIBHOU pado-
obOecrieuenue, O(OPMIICHIE OTUETOB T 4 THI, OquvT H% nabo-
CTaHJapTHU3AIH, 11aGOPATOPHBIM PAGOTaM paTopHoii padore,
cepTudUKaLUS U Tect, Dx3ameH
JTHIIECH3UPOBAHHE B [ToaroroBka Kk KOHTPOJIb- 4
00J1aCTH 3aIUThI HBIM paboTam
uH(bOpManUK Htoro 10
4 Mertonp! onieakn | [IpopaboTka JIeKIIMOHHO- [1K-4 OT4eT Mo UHIUBU-
PHUCKOB | yTpO3 ro MaTepuasa JTyallbHOMY 3aa-
WH MaITMOHHOMN HU TYET II -
5 (bopmannonto OdopmieHre 0TYETOB TI0 6 5 i0, 0 eTmno 6Ha
€30I1aCHOCTHU 11a6OPATOPHBIM PAGOTaM OpaTopHO# pabdoTe,
Tect, DKx3ameH
Brinonuenne nHaMBUAY- 6
aJIbHBIX 3aJaHul
Hroro 14
5 IlporpamMmMHoO- [TpopaboTKa JTEKITMOHHO- OIIK-7 Otuet o nabopa-
amnmaparHeble, ro MaTepuasa TOpHOU paborTe,
TEXHUYECKHUE U Tect, Dx3aMeH
© eeKme OdopmieHre 0TYETOB TI0 6 ect, JKk3ame
KpUIITOrpaguiecky JabopaTOpHBIM paboTam
€ CpeJICTBa 3aIUThI
uHbOpMaIu Hroro 8
6 OcHOBHBIE BelniosniHeHrE KOHTPOJIb- 4 I1K-4 Beinonuenue
MPUHITUTIBI, HBIX paboT KOHTPOJIBLHOU pabo-
HaIpaBJIEHUA U 1L, TecT, DK3aMeH
a ga © [TpopaboTka JIEKITMOHHO- 2 , Tect, Dxsame
TpeOOBAHMA ro MaTepuasa
obecrieueHus
napopMarronnoi | TOrO 6
0e30I1acHOCTH
OpraHu3aIHNH
7 Konuennus u [TpopaboTka JIeKITMOHHO- 2 [1IK-4 TecTt, Ok3aMeH
MOJIUTUKA ro MaTepuasa
nH(pOPMaIMOHHON Hroro 9
0e30IMacHOCTH
8 Peanuzamuu [TpopaboTka JIEKITMOHHO- 2 [1K-4 OT4eT Mo UHIUBHU-
cTpareruu ro MaTepuasa yallbHOMY 3aja-
IeYeHUS HHA TUET II -
obecneye . | OdopmiieHre OTYETOB TIO 2 5 10, 0 ev 0 6ﬂa
HH(OPMAIIOHHON aTOPHOI paboT
(opmanmonHo nabopatopHbIM paboTam OpaTOpHOU pabote,
0e30IacHOCTH Tect, DKx3amMeH
Brinonnenne uHaUBUAY- 6
AJTLHBIX 3aJJaHUN
Htoro 10
9 MeHeKMEeHT [IpopaboTka JIEeKITMOHHO- [1K-4 Brinonnenune
WH(MOPMAIMOHHON | TO MaTepHuala KOHTPOILHOU pabo-
TMacHOCTH THI, Tect, DK3aMeH
GesomacHoC [ToaroroBka Kk KOHTPOJIb- 4 , Teer, Dxsame
HBIM paboTam
Hroro 6
Hroro 3a cemectp 60
IToaroroBka u cmada sK- 36 OK3aMcH
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Hrtoro

96

10. KypcoBoii npoekTt / kypcoBasi padota
He npenycmorpeno PYIIL.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBaeMOCTH 00y4aroumuXxcst

11.1. banabHble OLIEHKH /JIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — bannapHble OLIGHKH TSI JIEMEHTOB KOHTPOJISI

. . MaxkcuManbHbI
. MakcumanbHbIN MakcumanbHbIN
DneMeHThl y4eOHOU 0aut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ |  0am 3a nepuoa
NEeSATENbHOCTH mexny 2KT u Ha ceMecTp
Hayana cemectpa | Mmexay 1KT u 2KT
KOHEIl ceMecTpa
8 cemecTp
BrinosiHeHrE KOHTPOJIb- 7 7 7 21
HOM paboThI
OTyeT no MHAUBUYAITb- 11 11 22
HOMY 3aJJaHUIO0
OTuet no nabopaTopHOii 5 5 5 15
pabote
Tect 4 4 4 12
Hrtoro makcumyM 3a nepu- 27 16 27 70
on
DK3aMeH 30
Hapacraromum ntorom 27 43 70 100
11.2. Ilepecyer 0a/1710B B OLICHKHU 32 KOHTPOJIbHbIE TOYKH
[TepecueT OanioB B OLIGHKH 32 KOHTPOJIbHBIE TOUKH MIPE/ICTaBiIeH B Tabmuie 11.2.
Tabmuua 11.2 — [lepecueT 06ayuI0B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
Bbanibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
> 90% ot MakcuMabHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumanbHOI cymmbl OanoB Ha Aaty KT 4
Ot 60% 1o 69% ot makcumasbHON cymMMbl OaiioB Ha aaty KT 3
< 60% ot MakcuManbHOU cyMMBbI O6astoB Ha gaty KT 2

11.3. IlepecueT cymMmMBbI 02J1JIOB B TPAAULIMOHHYI0 U MEKIYHAPOAHYIO OLIEHKY
[Tepecuer cymMbl OaJIJIOB B TPAAMLIMOHHYIO U MEXIYHAPOIHYIO OIIEHKY INpEJICTaBleH B TabiHIe

11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXKTYHAPOIHYIO OIICHKY

Urorosas cymma 0asios,

Onenka (I'OC) YYHUTHIBACT YCTCIIHO CAAaHHBIN Onenka (ECTS)

9K3aMeH

5 (oTM4YHO) (3aYTEHO) 90 - 100 A (0oTU4HO)
85 -89 B (o4enp xoporio)

4 (xopo1io) (3a4TeHO) 75 - 84 C (xopor1o)
70 - 74
65 - 69 D (ynoBnerBopuTeabHO)

3 (YIOBJIETBOPUTEIHHO) (3a4TEHO) 60 - 64 E (HocpecTaerio)
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2 (HEeyZIOBJIETBOPUTENHHO) (HE

Hwxe 60 6ayuios F (HeynoBieTBOPUTEIHHO
3a4TEHO) (neyn p )

12. YueOHO-MeTOnMYecKOe M HHPOPMALMOHHOE 0O0ecTeYeHre I CIHIIJIMHbI

12.1. OcHoBHas JuTepaTrypa
1. OcHoBsl 3amuThl nHpOpMaruu. YueoHoe nocodue / IllenmynanoB A.A., ConmoB M.A. u 1p.,
Wznanue nsitoe, nepepad. u gonon. ['pud Cu6POYMO. — Tomck [DnekTponHbiii pecypc]: U3n-Bo «B-
Cnektpy», 2011. — 244 c. ISBN 978-5-91191-214-7 [DnekTpoHHbIN pecypc] [DnexkTpoHHbIi pecypce] - Pe-
*uM noctyna: http:/kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mara obparie-

HUS: 21.06.2018). — Pexum JOCTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mata oOpartmeHus:
20.06.2019).

12.2. lonosiHUTEIbHAS JIUTEPATYpPa
1. HopmaruBHO-TIpaBOBBIE aKThl HH(OPMAIIMOHHOK Oe3omacHOCTH. YueObHoe nocobue / Ilemy-
naHoB A.A., ConoB M.A. u ap. B Tpex uactsax. U.1. U3manue cenpmoe, nepepad. u gomnoin. — ['pud Cu-
6POYMO Tomck [DnextponHblii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 [Dnek-

TPOHHBIN pecypc] [DneKTpOHHBIN pecypc] - Pexxum JOCTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mata oOpamienus:
21.06.2018). — Pexum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mata oOpamienus:
20.06.2019).

2. HopmaruBHO-TIpaBOBBIE aKThl HH(POPMAIIMOHHON Oe3omacHOCTH. YueOHoe nocobue / Ilemy-
naHoB A.A., ConoB M.A. u ap. B Tpex vactsax. U.2. U3manue cenpmoe, nepepad. u gomnoi. — I'pud Cu-
6POYMO Tomck [DnextponHblii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 [Dnek-

TPOHHBIN pecypc] [DneKTpOHHBIN pecypc] - Pexxum JOCTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mata oOpamienus:
21.06.2018). — Pexum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mata oOpamienus:
20.06.2019).

3. HopmaruBHO-paBOBbIE aKThl MH(OPMAIIMOHHOHN Oe3zomacHocTU. YuebHoe mocobue / Llemy-
naHoB A.A., ConoB M.A. u ap. B Tpex uactsax. U.3. U3manue cenpmoe, nepepad. u gomnoi. — ['pud Cu-
6POYMO Tomck [DnextponHblii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 [Dnek-

TPOHHBIN pecypc] [DneKTpOHHBIN pecypc] - Pexum JOCTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mata oOpamienus:
21.06.2018). — Pexum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mata oOpamienus:
20.06.2019).

12.3. YueOHO-MeTOANYECKHE TOCOOHS

12.3.1. O0s3aTesibHbIE yUeOHO-MeTOAuYeCKH e MO0CO0Uus
1. «Meroanyeckue yka3zaHHUs K JIaOOpaTopHbIM paboTam mo mucuuiuinae «MHpopmannoHHas
6e3omacHocTh», / KoneB A. A., Koctrouenko E.1O., CoroB M.A. 2011. — 39 c. [DnexkTpoHHBINH pecypc]

[OnEeKTpOHHBIH pecypc] - Pexum Joctyna [OnEeKTpOHHBIH pecypc]:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod lab.pdf (mara oOpamenus:
21.06.2018). — Pexxum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod lab.pdf (mara oOpamenus:
20.06.2019).

2. «Meroauueckue ykazaHHs [0 CAMOCTOSTEIBHON U MHIMBUIYaIbHOM paboTe MO IUCHUILUINHE
«Mupopmarmonnas 6e3onacHocTb»» / ConoB M.A., 2012r. — 2 ¢. [DneKTpoHHBIN pecypc] [DNeKTpOHHBIN

pecypc] - Pexum JIOCTyna [DneKTpOHHBIN pecypcl:
http://keva.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod srs.pdf (mata oOpamieHus:
21.06.2018). — Pexum JIOCTYyTIA:

http://keva.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod srs.pdf (mata oOpamieHus:
20.06.2019).
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12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS IJIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIMI0B

Y4eOHO-MeTOqYECKHe MaTeprabl ISl CAMOCTOSTEIBHON U ayTUTOPHOM paboThl 0Oydaromumxcs
U3 YHCiIa JIUI ¢ OTPAaHNYCHHBIMU BO3MO)KHOCTSIMU 3/I10POBbSl 1 MHBAINAOB MIPEAOCTABISIOTCS B (opMax,
aIalITUPOBAHHBIX K OTPAaHMYCHUSIM UX 3/I0POBbS M BOCIIPUATHUS HH(DOPMAITHH.

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

12.4. IlpodeccuonanbHbIe 6a3bl JAHHBIX U HHPOPMALHOHHbIE CIIPABOYHbIE CHCTEMbI

1. https://lib.tusur.ru/

2. https://edu.tusur.ru/

3. PexomeHayercst MCIoib30BaTh MH(OPMAIIMOHHBIC, CIPABOYHBIC W HOPMAaTHBHBIC 0a3bl JaH-
HBIX https:/lib.tusur.ru/ru/resursy/bazy-dannyh

13. MartepuajibHO-TEXHUYECKOE o0ecnedyeHue TUCIUIINHBI U TPpedyeMoe MporpaMMHoe
o0ecneyeHune

13.1. O6uiue TpedGoOBaHMA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbBIX 3aHATHH
Jlns mpoBenieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaIbHBIX KOHCYJIbTALUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTECTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUYECTBOM I10-
CaJIOuHBIX MECT He MeHee 22-24, 000pyAoBaHHAs TOCKOH U CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JIEMOHCTpaIMOHHOE 000pyA0BaHHE U yUeOHO-HAITBIIHBIE TOCOOMs, 0OecIeunBaroIIie TeMaTHIeCKUe Uil -
JIIOCTPALIMHU 10 JIEKIMOHHBIM pa3jieiaM JTUCIUIUINHBI.

13.1.2. MaTepHaJbHO-TEXHHYECKOE H IPOrPaMMHOe o0ecredeHne 1JIs J1a0opaTopHbIX padoT

Jlaboparopus aIrOpUTMHYECKOTO 00CCIICUCHUS

yueOHasi ayquTopus JUIs MPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUMA, yueOHas ayIUTOpUs [Tl IPOBE -
JICHHS 3aHSATHH MPAKTUIECKOTO TUIA, ydeOHas ayIuTOpHS I POBEICHHS 3aHATHI 1a00paTOPHOTO THIIA,
MOMEIIEHHE JIJIsl MPOBEICHHUS TEKYILIETO KOHTPOJIS ¥ MPOMEKYTOUHOM aTTeCTaIllH, TOMEIEHUE JIJIsl cCaMo-
CTOSATEJIBHOM padOThI

634034, Tomckas o6macts, T. Tomck, Bepmnnuna ynuua, a. 74, 327 ayn.

Onucanune UMeroIerocs 000py10BaHUs:

- NnrepakruBHas nocka SMARTBOARD;

- IIDBM: SWS-1, SWS-2, SWS-3, SWS-4, SWS-5, SWS-6, SWS-7, SWS-8, SWS-9, SWS-10,
SWS-11;

- Kommutekt crienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecto nmpenogaBarens.

[IporpamMMHoOe obecrieueHue:

— Windows XP Professional

13.1.3. MarepuajbHO-TEXHMYECKOE M IPOTPaMMHOe o0ecrevyeHne J1JI CAMOCTOATEIbHOI padoThI
Jns camocTosTeNnbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMIIbIOTEPHBIE KJIAccChl),
PacIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast o6nacTs, r. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
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- 634034, Tomckast obnacTb, . Tomck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CoctaB 000pyIOBaHUS:

- yueOHasi MmeOerb;

- komnetotepsl kinacca He Hike [IDBM INTEL Celeron D336 2.8['T. - 5 miT.;

- KOMOBIOTEPHI MOJIKIIOYEeHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO CPely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe 0OOecredeHre TUCUMIIIMHBI JJIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMM BO3MOXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEICTB 00ydEeHHs OOIIETO U CHEIMaIbHOI0 Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa [PEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUYECKHX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIMU B TOCTYMHBIX (hOpMax, MOOUILHOM CUCTEMBI IPENoIaBaHus 11 00y4JaroIXcs
C MHBAJIMIHOCTHIO, TOPTATUBHONW MHIYKIITMOHHOW CUCTEMBI. YdeOHas ayTuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEeM cllyxa, 000py/l0BaHa KOMIIBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOM, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYUYAIOLUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMHM [IPEyCMOTPEHO HUCIIOJIb30BaHUE B
JICKIIMOHHBIX U y4EOHBIX ayAUTOPHAX BO3MOKHOCTH IIPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
Ha JIOCKE WM CJaif/la Ha 3KpaHe) MPU MOMOIIY BUICOYBETUUHUTENCH 7151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0Oy4YaIOIIMMUCS € HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO alnapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA HH(OPMAIIUU U IpYrHe TEXHUYECKHE CPe/ICTBA IprueMa/mepe-
naun yuyeOHOM MHPOpPMaIU B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHHA SaerﬂJIeHHBIX 3a HHCHHHHHHOﬁ
KOMIICTCHITUI MCTIONIB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBble 3aganus

1. Kakas u3 HHKENEpEeuncIeHHBIX 3a/1a4, U3J0KEHHBIX B JlokTpuHe nH(pOpMaImoHHoi Oe3omac-
HocTu Poccuiickoit denepanuu, He OTHOCUTCA K 3aJladaM TOCYJIapCTBEHHBIX OPraHOB B PaMKax JEsATENb-
HOCTH TI0 00ecrnieueHn0 HH(HOPMAITMOHHON O€30MTaCHOCTH:

a) obecredeHure 3amuThl PaB | 3aKOHHBIX MHTEPECOB TPaXJIaH M OpraHU3aluii B UH(HOPMAIMOH-
HOM1 cdepe;

b) omeHka cocTostHUsI WHGOPMAITMOHHON 0E€30MacHOCTH, IPOTHO3UPOBAaHUE M OOHAPYKEHHUE HH-
(OpPMaIIMOHHBIX YTPO3, OMpeeeHNuEe TPUOPUTETHRIX HAINPaBICHUN WX MPEAOTBPAIICHUS W JTUKBHIAINHA
MOCJEICTBUM UX MPOSBIICHUS,

C) TUTAaHUPOBAHUE U pa3paboTKa Mep MO MPOBEACHHUIO KHOEppa3BEI0BATEIBHBIX OTIEPAIIHii;

d) opranmuzanusi AesITENLHOCTH M KOOPAMHAIIMS B3aUMOJCHCTBUS CHII obecriedeHus uHpopmaiu-
OHHOM 0€30MMacCHOCTH, COBEPIIICHCTBOBAHUE X MPABOBOT0, OPTaHU3AIMOHHOTO, OTIEPATUBHO-PA3bICKHOTO,
pa3BebIBATEILHOTO, KOHTPPA3BEIbIBATEIHHOTO, HAYYHO-TEXHUUECKOT0, HHPOPMAITMOHHO-aHATTUTHYECKO-
ro, Ka[pOBOTO ¥ SKOHOMHUYECKOTO 00ECTICUEHUS;
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2. B crangapre CIA "Kpurepun oLeHKHM TapaHTHPOBAHO 3AIMIIEHHBIX BBIYMCIUTEIBHBIX CH-
cTeM B MHTepecax mMuHuctepcTBa 060ponsl CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHHH, KOTOPHIM
OTBEYAIOT AaBTOMATU3UPOBAHHBIE CUCTEMBI, OHM pPa3eieHbl Ha. .. a

) 5 K1maccos;

b) 4 rpymsr;

¢) 3 MHOXXECTBA,;

d) 2 moarpynms!.

3. UTo M3 HUXKENEPEUNCIEHHOTO He OTHOCUTCS K TIEPEUHIO CBEICHUH KOH(PUICHIINATIBHOTO XapaK-
Tepa, yrBepxaeHHoro [Ipesunentom Poccuiickoit denepanun?

a) CinyxeOHble CBECHMS, JOCTYN K KOTOPBHIM OTPaHMYEH OpraHaMu IOCYJapCTBEHHOHM BJIACcTH B
COOTBETCTBUU ¢ ['paxkganckum komekcom Poccutickoit @enepanmu u penepanbHbIMHU 3aKOHAMHU (CITYKe0-
Has TaifHa);

b) 3amuiaemplie rocy1lapcTBOM CBEACHUS B 00J1aCTH €r0 BOCHHOW, BHEITHETIOIUTHYECKOM, SKOHO-
MUYECKOH, pa3BebIBATEIbHOM, KOHTPPA3BEAbIBATEILHON U OIEPATUBHO-PO3BICKHON NEATEIBHOCTH, pac-
MIPOCTPAHEHHUE KOTOPHIX MOKET HaHeCTH yiiepO 6ezonacHoctu Poccuiickoit deneparum;

c¢) Cenenus, cBsi3aHHbIE C MPOPECCUOHATBHON JESITEIbHOCTHIO, TOCTYI K KOTOPBIM OIpaHUYCH B
cootBercTBUU ¢ KoncTutynueir Poccutickoit denepanuu u deaepalbHBIMUA 3aKOHAMU (BpaueOHas1, HOTa-
pHUalibHasA, aJBOKATCKasl TailHa, TailHAa MEpPENUCKHU, TEIePOHHBIX IMEPETOBOPOB, TMOYTOBBIX OTIPABICHHIA,
TenerpadHBIX WIM MHBIX COOOIICHUH U TaK Jajee);

4. Crangapt CIIA «Kpurepun OlleHKH rapaHTUPOBAHO 3aIIUIIEHHBIX BEIYMCIUTEIbHBIX CUCTEM B
uHTepecax MUHUCTEpcTBa 000poHbI CIIIA)Y Ha3bIBAIOT ...

a) «Kenroit KHUTOI»;

b) «OpaH>KeBBIM TOKyMEHTOM;

¢) «OpaHKeBOi KHUTOW»;

d) «KpacHbIM criuckomy».

5. Mozens yrpo3 6e3omacHocTd HHPOPMAITUH HE BKIIOYaeT B ceOst:

a) Onucanne nHPOPMAIIMOHHOM CUCTEMBI U €€ CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTePHUCTHK;

b) Onmcanue yrpo3 6e30macHocT HHPOPMAIHIH;

¢) Onucanne BO3MOXKHOCTEH HapymuTeael (MOIeb HapyIIUTENs ), BOBMOXKHBIX YSI3BUMOCTEH MH-
(hOpMaITMOHHON CHCTEMBI,

d) Cragum (3Tamsl paboT) CO3aHUsI CUCTEMBI 3aIIUTHI MH(POPMAITMOHHOW CUCTEMBI.

6. Ilpn MakeTUpOBAaHMH W TECTUPOBAHHH CHUCTEMBI 3aIIUTHl UHPOPMAIMK HH(OPMAIIMOHHOHN CH-
CTCMBbI B TOM YHCJIC OCYHICCTBIISAIOTCA:

a) [IpoBepka pabOTOCTIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEJCTB 3aIIUThI HHPOPMAIIUN
C I/IH(bOpMaI_[I/IOHHBIMI/I TCXHOJIOTUAMU U TCXHUYCCKHUMU CPCACTBAMMU,

b) YcraHoBka cpeacTB MOHUTOPHHTA CETEBON MHPPACTPYKTYPHI;

¢) PazpaboTka MOKyMEHTOB, OINMpENEeNSIONINX MPaBUiIa U MPOIEAYPHI, Pealu3yeMble ONepaTopoM
JUTsE 00ECTICYCHUS 3aIlIUThI MHPOPMAIIUU B HH(OPMAIIMOHHON CUCTEME B XOZIE €€ dKCILTyaTallHiH;

d) BHenpenue MOKYMEHTOB, periaMEHTHPYIOUINX OpraHU3allMOHHbIE MEpHI MO 3ammTe uHpopMma-
11y,

7. Meronunueckuit nokymeHT ®CTIK Poccun «Metoauka onpenenenus 6e3omacHoCTH HHGOpMa-
[IUU B MTHPOPMAIIMOHHBIX CHCTEMaX» MPUMEHSETCS COBMECTHO C:

a) bazoif maHHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHON cay)0oi Oe3omacHocTn Poccwmii-
ckoil denepanuu

b) bankom nanHbBIX yrpo3 Oe3omacHocTdu uHGopmanuu, chopmupoBanHbiM DPCTIK Poccun
(ubi.fstec.ru);

¢) ObmenocTymmHoOM 6a30i1 TaHHBIX KOMITBIOTEPHBIX YTPO3;

d) Ilepeunem cBeneHU KOHPHUIECHIIMATHLHOTO XapaKTepa.
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8. AHanu3 ysi3BUMOCTEH HH(OPMALIMOHHOM CUCTEMBI TPOBOIUTCS B LEIISX:

a) O1leHKH BO3MOYKHOCTH TIPEOJIOJICHUST HAPYIIUTENIEM CUCTEMBI 3aIIUThl HH(popManuu nHpopma-
IIMOHHOW CHCTEMBI U MPEIOTBPALICHHS PeaTu3aliK yrpo3 6e30MacHOCTH HH(OpMALINH;

b) Onenku 3¢ (PeKTUBHOCTH HUCITOJIB30BAHUS TTOJIUTUK pa3rpaHUUYCHUS JOCTYIIA;

¢) OnTUMHU3aLUHU IPOU3BOANUTENIEHOCTH POTrPAMMHO-AMIAPATHBIX CPEACTB 3aIUTH HH)OpMAIIUH;

d) CermenTarnuu nHGOPMAIIMOHHON CUCTEMBI.

9. CucteMHBIH TMpoLecC MOTYYeHUsS] OOBEKTUBHBIX KaU€CTBEHHBIX M KOJIMUYECTBEHHBIX OLEHOK O
TEKYIIeM COCTOSSHUM HWH()OPMAIMOHHOW O€30MacHOCTH KOMITAHUHW B COOTBETCTBHH C OMPEACIEHHBIMU
KPUTEPUSMHU U TIOKa3aTeasiMU 0€30M1aCHOCTH Ha3bIBACTCS:

a) ATrecranus;

b) Aymur;

¢) Ceprudukanus;

d) [Tenrecr.

10. YTo M3 HMKETIEPEUHCICHHOTO HE OTHOCHUTCS K MEKAYHAPOTHBIM METOAMKAM TPOBEICHHS Te-
CTUPOBAaHHA HAa NPOHHUKHOBCHHUC, OPUCHTUPOBAHHBLIX HAa MOACIIMPOBAHUC aTaK, HAIIPABJICHHBIX Ha CCTC-
BYIO HHPPACTPYKTYPY OpraHU3aINH:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AbcTtpaktHoe ((popManu3oBaHHOE WU He(HOPMAITM30BAaHHOE) ONMMCAHUE HAPYIIUTENS MMPABUI
pasrpaHudeHHs] TOCTYIA HA3bIBACTCS:

a) XapaKkTepuCTHKa HAPYIITUTEIS;

b) Mopenb HapymuTens;

¢) CueHapuii HapyIITUTEIS;

d) Mozaens UCTOYHUKOB YTPO3.

12. Kakoe u3 HIKeTepeyncIeHHBIX HAlpaBICHU HE OTHOCHUTCS K aTTecTallud 0ObEeKTOB UH(OP-
MaTHU3alMH 110 TPEOOBaHUSIM 0€30IMaCHOCTH HH(POPMAITHU:

a) ATrecTalys aBTOMAaTU3MPOBAHHBIX CHCTEM, CPEICTB CBsI3H, 00pabOTKU U mepenaun uHpopma-
11y;

b) ArrecTanus noMeIeHuH, IpeHa3HaYeHHBIX /U1 BEICHUS KOH(PHICHIIMAIbHBIX IEPErOBOPOB;

¢) Atrectanus pabodnx MECT C IENIbIO OIICHKU YCIIOBHM TPY/a;

d) ATrecTanus TEXHUYECKUX CPEJICTB, YCTAHOBJICHHBIX B BBIJCICHHBIX MOMELICHUAX U 3allIMIIac-
MBIX IOMEUICHHUSX.

13. Crparerust (MeTom) TecTHpOBaHUSA (YHKIIMOHATHHOTO TIOBEACHHS 00BEKTa (IPOrpaMMBbl, CH-
CTEMBI) C TOUKH 3PEHHS BHELIHETO MUPA, IIPU KOTOPOM HE MCHOJIb3YETCSl 3HAHUE O BHYTPEHHEM YCTpPOM -
CTBE TECTUPYEMOTO 0OBEKTa

a) TecTupoBEHNE YEPHOTO SIIUKA;

b) TectupoBanue 6€7I0TO SIMINUKA;

¢) TecTupoBaHUe KPACHOTO SIITUKA;

d) TecTupoBaHre HEM3BECTHOTO SIIHKA.

14. Meroauka TeCTUPOBaHUA HAa IPOHUKHOBEHUE HA3bIBACTCS:
a) Aymur;

b) IlenTecr;

¢) Honeypot;

d) Metasploit.

15. UTo u3 HIKETIEPEUNCICHHOTO HE OTHOCUTCS K ATAIly aHaJIM3a PUCKOB MH(GOPMAIIMOHHON 0e3-
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OTaCHOCTH:

a) [TocTpoeHne Momenu HapyIIUTEIS,

b) UnenTuduxanus pecypcos;

¢) Unentuduxarus 6usnec-rpeOOBaHM U TpeOOBAHUN 3aKOHOJATEIbCTBA, MPUMEHUMBIX K HJICH-
TU(PHUIMPOBAHHBIM pecypcam;

d) OnenuBanve UICHTU(DHUITUPOBAHHBIX PECYPCOB C YUYETOM BBISBICHHBIX OW3HEC TpeOoBaHUU U
TpeOOBaHUI 3aKOHOJATENHCTBA, A TAKXKE MOCIEACTBUN HAPYIICHUS UX KOH(DUICHIINAILHOCTH, IIEIOCTHO-
CTH U JIOCTYITHOCTH.

16. Kakas yrposa 6e3omacHOCTH HHPOPMAITUH SBIIACTCS MPeTHAMEPSHHOM ?
a) OmmbKku nepcoHana;

b) C60i#1 mporpaMMHOTO 00ECTICUCHNS;

¢) @anpcudukanus, moaaeiKa TOKyMEHTOB;

d) OTKpBITHE AIIEKTPOHHOTO MUChMa, COJIEPKAIErO BUPYC.

17. TeppuTtopusi BOKpYT MOMEIIEHU aBTOMAaTU3UPOBAHHON CHCTEMBI 00paOOTKH JaHHBIX, KOTOpas
HENPEPBIBHO KOHTPOJIUPYETCS IMEPCOHATIOM WIIH CPEACTBAMU aBTOMATH3MPOBAHHOW CHUCTEMBI 00pabOTKH
JTAaHHBIX HA3bIBAETCA ...

a) Hexontponupyemoit 30H0#

b) 30H0i1 MOMeIeHNIT aBTOMAaTU3UPOBAHHON CHUCTEMBI

¢) 30HO¥ 0a3 TaHHBIX 3aITUIIIACMON CHCTEMBbI

d) 30HOM KOHTPOIUPYEMOU TEPPUTOPHUH.

18. ¥rpo3a nuBepcr OTHOCUTCA K ...

a) CyObeKTUBHOW NpeHaMEpEeHHON PUYUHE HAPYIICHUS 1IeTIOCTHOCTH UH(OPMAIIH;
b) CyObeKTUBHOMN HEMPEIHAMEPEHHON TPUYMHE HAPYIIICHUS IIEJIOCTHOCTH WH(OPMAITUH;
¢) OOBEKTHUBHOH HEMIpeTHAMEPEHHOM MPUYMHE HAPYIICHHS EJIOCTHOCTH HH(pOpMALINY;
d) OOBeKTHBHOM TTPETHAMEPEHHON MTPUYMHE HAPYIICHHSI [IEJIOCTHOCTH WH(OpMAITUH.

19. IlepexBar JaHHBIX SIBJISAETCS YIPO30il:
a) locrynHocty;

b) Kondunenumnansaoctu;

¢) LlenocTtHOCTH;

d) JocToBepHOCTH.

20. IIpomomxute Te3uc BepHo: Kiace 3anau «JlerenaupoBanue» 1o 3anure HHHOPMAIIHH. ..

a) He cymectsyer;

b) IloTepsit akTyaqTbHOCTH B CBSI3U C MEPEXOAOM Ha HOBBIE CTAHAAPThl CHUMMETPUYHBIX KPUIITOCHU-
CTEM;

c¢) Ilpeamonaraer BKIIOYEHHE B COCTAB AJIEMEHTOB CHUCTEMBI 00pabOTKH MHGOPMAIIMK JOTIOTHH -
TCJIIBHBIX KOMIIOHCHTOB,

d) O6wveauHseT 337291 110 00ECTICUECHUIO TMOTYUEHHUS 3TI0YMBITIUICHHUKOM MCKaKEHHOTO TIPEICTaB-
JICHHS O XapakTepe U MpeHa3HAueHUN 00bEKTa.

21. Puck nHpopMamoHHOM 6€30MacCHOCTH 3TO

a) Yucno ys3BUMOCTEH B CUCTEME;

b) OTHOIIEHHE CTOUMOCTH CHCTEMBI 3aIIUTHI K BEPOSTHOCTH €€ «IIPOCTOS;

¢) CoueTanue BEPOATHOCTH yrpo3bl HH(POPMAITMOHHOW OE30MaCHOCTH M TOCJEACTBUI €€ HACTYII-
JICHMS,

d) OrneHKa CTOUMOCTH 3aIIMUTHBIX CPEJICTB.

22. COBOKYMHOCTh yCJIOBHMA U (AKTOPOB, OMPENEIAIOMNUX MMOTCHIIMATBHYIO WM PEabHO CYIIE-
CTBYIOIIYIO OITACHOCTH HAPYUICHUA KOH(I)I/IILCHI_[I/IB.JIBHOCTI/I, HCJIOCTHOCTU, JOCTYITHOCTHU I/IH(bOpMaI_[I/II/I Ha-
3bIBAETCH ...
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a) Yrpo3oii 6e3onacHoOCTH;

b) KommbroTepHoit 6€30mMacHOCTHIO;

¢) AHaIU30M yrpos;

d) Arakoit Ha ”UHPOPMAITMOHHYIO CUCTEMY.

23. UTo U3 mepeyrciIeHHOTO MPOUCXOAUT MPHU UCOIb30BaHUU RAID-maccuBoB?
a) [IpousBoauTcs nmonHOE MHU(PPOBAHUE TAHHBIX

b) ObecnieunBaeTcst 00yiee BHICOKHIA YPOBEHB 3aIITUTHI OT BUPYCOB

c) IloBbimaercs HaIEKHOCTh XPAHEHUSI TAHHBIX

d) YBennuuBaeTcss MakCHMaJIbHAs TIPOITYCKHASI CIIOCOOHOCTh CETH

24. 3aKII0YUTEIBHBIM ATAIlOM MTOCTPOEHHS CUCTEMBI 3aIUThI SBISETCH ...
a) AHanu3 ysa3BUMBIX MECT;

b) [lnanupoBanue;

c¢) Ob6cnenoBaHue;

d) ConpoBoxeHue.

25. YTo U3 mepeuncIeHHOTO HE HCTIOIb3YeTCsl B OMOMETPUUYECKON ayTeHTHU(UKAIIIH?
a) PucyHok nmanuuisipHOro y3opa;

b) KnaBuaTtypHslii modepk;

¢) [InacTukoBast kKapTa ¢ MarHUTHOM IOJIOCOW;

d) Panyxnas o6osouka riasa.

26. K xakoif mojacuctemMe He TPEAbIBISIOTCS TpeOboBaHus B PykoBomsmiem moxkymente «Kiaccu-
(buKays aBTOMaTU3UPOBAHHBIX CHCTEM M TPeOOBaHUI 10 3a1uTe HHPOPMALUN»?

a) yIpaBJIeHUs JOCTYIIOM;

b) peructpanuu u yuera;

C) TEXHUYECKOM 3aIuThl HHPOpMAIUH;

d) obecnieueHHs IETOCTHOCTH.

27. 3amuTa uHpOpPMALIUH 3TO:

a) JlessTeNbHOCTH MO MPENIOTBPALICHUIO YTEUKU HHPOpPMAINK, HECAHKIIMOHUPOBAHHBIX U HETpes-
HaMEpPEHHBIX BO3JAECHCTBUI Ha HEE;

b) COBOKYITHOCTh MPAaBWJI, PETIAMEHTUPYIOIINX TOPSIOK M YCIOBHSI JOCTYIa CyObeKkTa K nHpop-
MAaIH U €€ HOCHUTEIISIM;

¢) I[Ipontecc cbopa, HakoTUICHHS, 0OPaOOTKH, XpaHEHHMs, pacIIpeAesICHNs U MTOMCKa HHpOpMaInu;

d) I[Monmy4yenue cyObeKTOM BO3MOKHOCTH O3HAKOMJICHUSI ¢ MH(OpMAIMel, B TOM YHCIIe TIPU TOMO-
1 TEXHUYECKUX CPEICTB.

28. Yposens 6e3omacHocTH C, cornacHo "OpaHXeBoil KHUTE", XapaKTepU3yeTCs:
a) OTCyTCTBHEM YIPABIEHUS TOCTYIIOM.

b) [Ipon3BOIBHBIM yIIpaBIEHUEM JOCTYIIOM;

¢) [IpuHyaUTETHHBIM YIIPaBICHUEM JAOCTYIIOM;

d) Bepudurupyemoii 6€30macHOCTHIO.

29. CBOMCTBO IOCTYITHOCTH JOCTUTAETCA 3a CYET MPUMEHEHUSI MEp, HAMPABJICHHBIX HA MOBBIIIIE
HUE:

a) AyTEHTUYHOCTH,

b) Henpotusopeunsoctu;

¢) OTKa30yCcTONYHBOCTH;

d) HeoTtkazyemocTH.

30. KakuM TepMHUHOM Ha3bIBaeTCA 3alIUIAEMbIE TOCYJAPCTBOM CBEICHHUS B O0JIACTH €r0 BOCHHOH,
BHEIITHEMOJIMTUYECKON, SKOHOMUYECKOM, pa3BeIbIBATEIbHOM, KOHTPPA3BEAbIBATEIIbHON U ONEPATUBHOPO-

CornacosaHa Ha noprane Ne 47709 16



3BICKHOU JIeATEIhHOCTH, PACIIPOCTPAHEHHE KOTOPHIX MOXKET HaHeCTH yiiepO Oe3omacHoctu Poccuiickoit
®denepanun?

a) KonpunennuanpHas napopmanus;

b) CekpeTtHast uH(pOpMaIs;

¢) Boennas Taiina;

d) l'ocymapcTBeHHas TaifHa.

31. Ilomydenune moctyna K wHGOpMAIUA CyOBEKTOM B HApYIICHHUE IEHCTBYIOIICH MOJUTHKHA pa3-
TPaHUYEHHUSI TOCTYTMA HA3bIBACTCHL. . .

a) HecaHKITMOHMPOBAaHHBIN JOCTYII;

b) 310yMBILIIEHHBIH TOCTYII

¢) Hepaspemiennslii 10CTyII;

d) 3anperHslit nocTym.

32. Kakoii Bu nHPOpPMALIMU HE OTHOCUTCS K KaTeropuu KOHPHICHIMAIbHON nHopMarn?
a) Kommepueckas Taiina;

b) TaiiHa cynonpon3BOJCTBA;

¢) [lepconanpHbIC TaHHBIE;

d) l'ocynapcTBeHHas TaiiHa.

33. KakuM TepMHHOM (COTIacHO 3akoHoAaTeNnbcTBY PD) Has3piBaeTcs mobas nHOpMaIys, OTHO-
csIasics K MpsSMO MJIM KOCBEHHO OIPENIEICHHOMY WJIH ONpeaesieMoMy GU3nuecKoMy JIAIy?

a) KonpunennuansHas napopmanus;

b) I[lepconanbHbIC TaHHBIE;

¢) Mudopmanus mpo TMIHOCTD;

d) Madopmanus ¢ orpaHUYEHHBIM JOCTYIIOM.

34. Kananbsl HECaHKIIMOHUPOBAHHOTO TOTyYeHUS MHPOPMAITUX CTPYIITUPOBAHBI B. ..
a) 3 kiacca;

b) 4 knacca;

¢) 7 KaccoB;

d) 9 xnaccos.

35. HaGop HOpM, TTpaBWII ¥ MMPAKTUYECKUX MPUEMOB, PETYIUPYIONIUX yIpaBICHNE, 3aIIUTY U pac-
NpOCTpaHEHHE IIEHHOM nH(pOpMAaLH, Ha3bIBACTCA ...

a) Mogenbro 6e30MacHOCTH;

b) Meronom mudpoBanus;

¢) KommproTepHo#i 6€30macHOCTBIO;

d) [TomuTHKo# 6€30MaCHOCTH.

36. O0miasi, pyKkoBOIsIIasl YCTAHOBKA IPU OpraHU3aLUU U 00ECTICYeHUH COOTBETCTBYIOIIETO BHJIA
JIeATEIFHOCTH, HaIpaBleHHas Ha TO, YTOOBI Hambojee BaKHBIC LENU ATOW NESTENbHOCTH JOCTUTAIHNCH
npu HanboJee palnoHaIbHOM PAacX0I0BAHUU UMEIOLINXCS PECYPCOB — 3TO ...

a) Muccus;

b) Crparerus;

c) OyHkIms;

d) [Iporuecc.

37. Yo u3 mepeuncieHHOT0 He SBIISETCS 1eJIbI0 MPOBEICHUS ayuTa 6€30macHoCTH?

a) AHaJHM3 PUCKOB, CBSI3aHHBIX C BOBMOXXHOCTBIO OCYILIECTBIICHUS YIP03 O€30MaCHOCTH B OTHOIIIE-
HUU PECYPCOB CHCTEMBI;

b) BeipaboTka pexkoMeHaaIuii o BHEAPESHUIO HOBBIX U MOBBIMICHUIO 3P (HEKTUBHOCTH CYIIECTBYIO-
X MEXaHU3MOB 6C3OHaCHOCTI/I CHUCTCMBI,

¢) Onenka OyyIiero ypoBHs 3alUIIIEHHOCTH CUCTEMBI,
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d) Omenka COOTBETCTBUSI CHCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 00JacTé MH(POPMAIMOHHON
0€30I1aCHOCTH.

38. Beibepure HeBepHOE yTBepKAcHUE. CUTHATYPHBIM METO/I BBISIBIICHUS aTaK XapaKTEePU3yeTCs:
a) CpaBHEHHEM HCCIIETyeMOro OObEKTa ¢ paHee U3BECTHBIMU 00pa3IaMU-3TaJIOHAMH;

b) CrtocobHOCTHhIO OOHAPYKUBATh pPaHEE HEU3BECTHBIC aTAKH;

¢) IIpocToToii B HacCTpoOiiKe U SKCILUTyaTalluy AJI1 KOHEYHOTO M0JIb30BaTeNsl CUCTEMBI;

d) [TomynsspHOCTBIO UCIIONIL30BAHUS B CUCTEMAaX aHTUBUPYCHOM 3aIUTHI.

39. 3agauu no pe3epBUPOBAHUIO CUCTEMBI 3ALUTHI AEATCA HA:
a) Tersioe u XONOAHOE pe3epBUPOBAHNUE;

b) XonomHoe u ropsiuee pe3epBUPOBAHNE;

c¢) benoe u cepoe pesepBupoBanue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mozenb CUCTEMBI € MTOJHBIM IIEPEKPBITUEM XapAKTEPU3YETC CIEIYIOIIUM MOJIOKEHUEM:

a) B aBTOMaTH3MpOBAHHOW CHCTEME CPEACTBAMH 3AILUTHl «IEPEKPHITO» OOJBIIMHCTBO KaHAJIOB
YTCUKH;

b) B Mexanu3me 3aMThl JOKHO COJEPIKATHCS M0 KpaitHe Mepe OHO CPEICTBO IS MEPEKPHITHS
J1r000T0 MOTEHIMAIBLHO BO3MOXKHOTO KaHaJla yTeUKU UH(OpMAILUH;

¢) B cucteme 3ammThl MPUCYTCTBYET TOJIBKO OJHO CPEICTBO JJIS IEPEKPHITHS BCEX yrpo3 Oe3omnac-
HOCTH;

d) ABTOMaTH3MpOBAaHHAS CUCTEMA SIBJISIETCS. CHCTEMON MHOKECTBEHHOTO JJOCTYTIA.

41. IHucTpyMeHTalIbHAs KOMIUIEKCHOCTH B c(hepe nHPOPMALMOHHOM O€30MTaCHOCTH MOIpa3yMeBa
eT:

a) HerpepbIBHOCTH OCYIIIECTBICHHSI MEPOTIPUSATHI 1O 3a1IUTe HH(DOPMAIIUH;

b) 3anuTy nHpOpMAIMK OT BHEIIHUX U BHYTPEHHHUX yTPO3;

¢) UnTerpanuio Bcex BUAOB U HarpaBieHuil b 1ist nocTuKeHus: MOCTaBIEHHBIX LIENeH;

d) OGecnieueHue TpeOyeMOro ypoBHsI 3alIUTHI BO BCEX DJIEMEHTaX CUCTEMBI 00paboTku nHpopma
U,

42. Kakoll TOKyMEHT yCTaHABJIHMBAET 1I€JIb, 33/1a4M U CTPYKTYPY CTaHIAPTOB I10 3aIuTe HH(OpMa-
1M, OOBEIMHSAIOIMNN aCIIEKThl CTaHIApPTU3aLMK B JAHHOW 00JIACTU U ABJISIOIIMICS OCHOBOIOJIATAIOLINM
CTaHJapTOM B OOJIACTH 3aIIUTH HHPOPMAIIHH:

a) 'OCT P 52069.0-2013

b) @3 Nel52 ot 27.07.2006

¢) [Toctanosnenne [IpaBurensctBa PO Nel119 oT 01.11.2012

d) Koncrurynus PO

43. JleATeNbHOCTD IO TOATBEPHKACHUIO XapaKTEPUCTUK CPEICTB 3aIUTHl HHPOpPMaIuK TpedoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB MM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3allUTe HMHPOpPMAIHH,
YTBEPKICHHBIX locymapcTBeHHOM TexHudecko komuccuen npu Ilpesunenre Poccuiickon denepanuu
(I'ocTexxomuccuel Poccun) HazpIiBaeTcs

a) ATrecTanus CpeICTB 3alUThI HH(OPMAITUU

b) Ceptudukanms CpeacTB 3amUThl HHHOPMAITUH

¢) KommuiekcHoe TecTupoBaHe CpeaCTB 3alIUTHI HH(OpMALIUN

d) Bribopka cpeacTB 3amuThl HHGOPMAITUH

44. ITonoxenus ®enepanpHoro 3akoHa Nel149 ot 27.06.2006 He pacpoCTpaHsAIOTCA HA:

a) OTHOIIEHHUS, BO3HUKAIOLIME NPU OCYIIECTBIECHUU IIpaBa Ha IIOMUCK, IOJIy4E€HHUE, Iepenauy,
MIPOU3BOACTBO M pacpocTpaHeHne HHGOpMaIuy;

b) OTHOIIEHUS, BO3HUKAIOIINE TIPU MPUMEHEHUHN HH(OPMAIIMOHHBIX TEXHOJIOTUH;

¢) OTHoI1IeHUs, BOSHUKAIOIINE MTPU 00ECTICYCHUH 3aIUThl HHPOPMAIIUN
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d) OTHoOmIEHUs, BOSHUKAIOLIME MPH MPABOBOM OXpaHE Pe3y/bTaTOB MHTEIUICKTYaJbHON AEATeNb-
HOCTH ¥ IIPUPABHEHHBIX K HUM CPEACTB UHANBULYAIN3ALUN

14.1.2. Jxk3amMeHallMOHHbIE BONPOCHI

1. OcHOBHBIE PETYIATOPBI

2. OcHOBHBIE HOPMATHBHO-IIPABOBBIE AKThI

3. Ompenenenust: uHGpoOpmMalus, 6€30MaCHOCTh HHPOPMALIUY, 3aIlIUTa UH(pOpMaLUY, HHPOPMALH -
OHHasl 0€30IaCHOCTh, MHPOPMALIMOHHBIN MIPOLECC, TOKYMEHT, HOCUTEIh

4. CpoiicTBa uHpOpPMaILH

5. Bunel undopManuu 1 Ux ornpeeneHus

6. I'ocynapcTBeHHast TaliHa

7. Onpenenenus: yrpo3bl, HECAHKIIMOHUPOBAHHBIHN JTOCTYIIL.

8. dopMbl npeacTaBiIeHus HHGOpMaLUK

9. Kimaccudukanus yrpos

10. CiocoOsl peanuszaluu yrpo3

11. Onpenenenusd: 3amuniaemMast “HGopManus, 10CTyI, A0MYCK, YI3BUMOCTb, C3U...

12. Buapl 3amutel HHGOpMaLUU

13. KoHCTHTYIITMOHHBIE OCHOBHI B MH(OPMAIIMOHHOHK chepe

14. Joxtpuna Ub P® (cocraBmustoniyie HallMOHAILHBIX HHTEpecoB PD)

15. @3 «O6 undopmanyu, "HGOPMAITUOHHBIX TEXHOJIOTUAX U O 3aIIUTE HH(POPMALTUN»

16. IIpectynnenus B undopmarmonHoit chepe (YK)

17. 3amaun opranuzanmoHHoro ooecneyenus 31

18. Ynpasnenune b

19. Monens yrpo3 U MOA€Ib HapyLIUTENS

20. CnoxxHOCTH B paboTe C epcoHaIoOM

21. Knaccuuxanuust uHCaliIepCKUX yrpo3

22. CoumanbpHas MHXEHEPUS

23. Onpenenenus (mporpammuo-ammapaTtias 31): CBT, goctyn, gomyck, HACHTH(PUKALINS, ayTeH-
TUUKanus

24. JluckpeuuoOHHOE ¥ MaHJATHOE YIIpaBJIEHUE JOCTYIIOM

25. Ceptudukanus

26. I'pynmel kinaccoB 3amumenHoctd AC or HCJL

27. MexceteBoli akpaH, antuBupyc, COB

28. Kpunrorpaguueckoe npeodpazoBaHue, 3aiinppoBaHue, pacin@poBaHue.

29. Xom-pyHKIHS U ee CBOWCTBA

30. DnexTpoHHAs TOIMUCH

14.1.3. Tembl HHAMBUIYAJIbHBIX 3aJaHUI
BriOpars 00beKT 3aIIUTH U3 HIKETIPUBEICHHOTO CITUCKA

J11s1 BBIOpaHHOTO 00BEKTa MPOBECTH aHAIH3 3AIIUIIEHHOCTH.
Jlnst BEIOpaHHOTO B paMKax HPEIbIAYINEro 3aaHusi 00BbEeKTa MPOBECTH Pa3padOTKy (yCOBEpIIEH-
CTBOBAHHE) CHCTEMBI 3aIIUTHI.

14.1.4. Tembl KOHTPOJILHBIX pPadoT
1. OcHoBHBIE NOHATHS UH(DOPMALMOHHON Oe3omacHocTH. OpraHu3alMOHHO-TIPaBOBOE obecreye-
HHUe HH(POPMALIMOHHOM 6e301aCHOCTH.
2. Ouenka puckoB. [IporpaMmHoO-anmapaTHble CpeACTBa 3alUTHl HHGOPMAITIH.
3. IlonuTtuka Ge3onacHoCcTH. MeHeKMEHT MH(OPMAIIMOHHOHN 0€301MacHOCTH.

14.1.5. Tembl 12a60paTOPHBIX PadoT
3amuTa nepCcoOHaNbHBIX JaHHBIX U KOMMEPYECKOW TaiHBI
[TosnnTuka 6€30MacCHOCTH U MHCTPYKLUHU JJI1 COTPYAHUKOB MPEATIPUATHS
OreHKa pUCKOB HH(POPMAIIMOHHOM 0€30MaCHOCTH
3ammTa KOMIOBIOTEPHOH HH(OpMAIIMK Ha YPOBHE JJOCTYIIA B CUCTEMY
3amuTa OT arak Mo JOKAIBHBIM U TII00ATBHBIM CETSIM
3ammura ot BpeaoHocHoro 110
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Hcnonb3oBanue mm@poBaHus ISl 3alUTHI TaHHBIX
Hcnonp3oBanue (GpU3NYECKUX HOCUTENEH U 3alIUTHBIX CUCTEM Ha UX OCHOBE
Pa3paboTka cuCTeMBI 3alUTHI MTPEATPUATHS

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEepHAJIaM /JIsl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st mui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTMOIHU -
TEJIbHBIC OLICHOYHBIE MaTepUaJIbl, IEPEYCHh KOTOPBIX YKa3aH B Tabmule 14.
Tabmuua 14 — JlomoMHUTENBHBIE MaTepHallbl OIICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu Bubl TONIOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOIISL M OLICHKH
oOyJaronuxcs MaTepuaioB pe3ynbTaToB 00y4eHHUs

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C napyumeHusMu
ciryxa

[Tpeumy1eCTBEHHO MUCHMEHHAS
poBepKa

C mapymenusasmu | CobeceoBaHme 1Mo BOIpocaMm K 3aueTy, | [IpenmyinecTBeHHO yCTHas MTPOBEpKa

3peHus OIIPOC 10 TEPMUHAM (MHOUBUYaJIbHO)
C napyumeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBeHHO AMCTaHIMOHHBIMU
JBUTATEJIBHOTO CaMOCTOsITENIbHbIE PaOOTHI, BONPOCHI K METOJAMHU
anmapara 3a4eTy
C orpanunuenussMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITENILHBIE [IpenmyiiecTBEHHO NPOBEPKa
00IIEeMeTUITTHCKIM paboThI, BOIIPOCHI K 3a4ETY, METOJAMH UCXOJISl U3 COCTOSTHUS
MOKA3aHUAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYaroLIerocss HA MOMEHT IPOBEPKU

14.3. MeToauueckue peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAaJIaM JIsl JUI ¢ OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbsI 1 HHBAJIN/I0B

Jis aMil ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMAaTPUBACTCS J10-
cTymnHas ¢popMa NpeaoCTaBIeHUS 3aJaHUI OIIEHOYHBIX CPEJICTB, @ UMEHHO:

- B IleyaTtHo# (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHUEHHBIM HIPUPTOM;

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABIICHUE 3a/1aHUs C UCIIOJIb30BAaHUEM CYPIONEPEBOA.

Jlunam ¢ OrpaHWYeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKUX 00y4aromuxcs MpeycMaTpiuBaeTcs JOCTYII -
Hast popMa MpeIoCTaBICHHS OTBETOB Ha 3a/IaHUs, @ IMEHHO:

- MUCbMEHHO Ha Oymare;

- HaOOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPE/ICTaBJICHNE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTaTOB OOYYEHMS JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl M1 MHBAIHJIOB IO JUCHIHUIUIMHE MPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popMax, aJaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOIO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JList i1 ¢ HAapYLIeHUusIMH cJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

J1s1 1ML ¢ HapyIIeHUsIMM ONIOPHO-ABUTaTeJIbHOI0 annapara:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;
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- B Ie4aTHOU hopme.
HpI/I HeO6XOI[I/IMOCTI/I JJIg JIAL € OTrpaHUYCHHBIMUA BO3MOKHOCTAMMU 34J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OLICHUBAHHS PE3Y/IbTATOB O0YUCHHUSI MOXKET IIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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