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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crienmanbHocTH) 40.03.01 FOpucnpynenuus, yreepxxaenroro 01.12.2016 roma, paccmoTpeHa u

onoOpena Ha 3acemannu kadenpst KUBOBC «  » 20 rona, mpoTokon No
PazpaboTunk:
noueHnT kap. KUBOBC E. 10. KocTrouenko

3aBenyromuii odecrieunBaroien kag.
KHMB2BC A. A. lllenynanos

Pabouast mporpaMMa TUCIUIIIMHBI COTJIacOBaHa ¢ (paKkyJIbTETOM U BBITyCKarolel kadenpoii:

Hexan ®J10 . I1. Yepkamuna
3aBenyromnuii BeITycKaroten kag.

UIl B. I'. MenpHukoBa
OKCIEPTHI:

JlonieHT Kadenpbl TEXHOJIOTUH 3J1eK-
TpoHHOTO 00yueHus (T30) 1O. B. Mopo3zoBa

JlonieHT 1abopatopuu 6e301acHbIX
omomeauIHCKUX TexHomorui [{|Th
KNEBBC A. A. Kones

HouenTt xagenps! Teopuu npasa (TII) . B. XamuHOB
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpernogaBaHus JUCITUIUTHMHBI SBISICTCS M3YYCHHE KOMILIEKCa MpoosieM WH(DOpMAIMOHHOM
0€30MacHOCTH MPEANPUATHI U OpraHU3alUi PA3IMYHBIX TUIIOB U HAPABICHHUM NEATEIHLHOCTH, TOCTPOE-
HUsA, QYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMS COBOKYITHOCTHU MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUYE-
CKHX M TEXHOJIOTHYECKHX MPOIECCOB, 00ECTICYNBAOIINX HHPOPMAIIMOHHYIO 6€30MacHOCTh U (hOPMUPYIO-
X CTPYKTYPY CHUCTEMBI 3aIIUTHl IIEHHOW W KOHPUACHIIMAIHHOU HH(OpMAIuu B cepe OXpaHbl UHTE -
JIEKTyalbHOU COOCTBEHHOCTH U COXPAaHHOCTH MH(OPMALIMOHHBIX PECYPCOB.

1.2. 3agaun JIMCHMIIINHBI
—  O03HAKOMJICHHE CTY/ICHTOB C TEOPETUYCCKUMHU OCHOBAMH, OCHOBHBIMH MOHITHSIMH U TIPUHITH -
naMu odecrieueHuss HHPOPMaITMOHHOM 0€30MMacCHOCTH
— oOydyeHHe CTYJICHTOB pabOTe C OCHOBHBIMH CPEJICTBAMH 3aIHUTHI

2. MecTo nucuuiiiuebl B cTpykrype OIIOII
Hucuumuinaa «OcHoBbl nHpopManmonHoit 6e3onacHocti» (b1.B.O/1.12) otHocuTcs k Gioky 1
(BapuaTHBHAsI 4acTh).
[TpenmecTByOIKUMH TUCHMIUIMHAMY, (POPMHUPYIOLUIMMH HayajbHbIE 3HaHUS, sABJstOTCA: MHPOD-
MAaI[MOHHbIE TEXHOJIOIMH B IOPUINYECKOM 1€ TEIbHOCTH.
[Tocnenyromumu IuCUUIUIMHAMHU ABIst0TCS: [loaroroBka k crade M cada rocylapCTBEHHOIO 3K-
3aMeHa.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Iponecc n3ydeHus QUCIMIUIMHBI HATIPaBJIeH Ha (YOPMHUPOBAHUE CIEAYIOIINX KOMIECTCHITUI:

— OK-3 BnageHueM OCHOBHBIMU METOIAMH, CIIOCOOAMHU U CPEICTBAMU IOTYyYEHUS, XPAHEHUS,
nepepaboTKu MH(POPMAIMH, HaBBIKaMU paboThI ¢ KOMIIBIOTEPOM KaK CPEICTBOM YIPaBIeHU HHPOPMALH-
e,

— OK-4 cioco6HOCTBIO paboTaTh ¢ HH(pOpMaLKei B III00ATBHBIX KOMITBIOTEPHBIX CETSX;

— TIK-2 crmocoOHOCTBIO OCYIIECTBIATH MPOGECCHOHATBLHYIO IESITEIBHOCTh HA OCHOBE Pa3BUTO-
r'o PaBOCO3HAHMsI, IPABOBOI'O MBIIIJIEHUS U IPABOBOM KYJIbTYpPBI;

B pesynpTare u3ydeHus IUCIHUIIMHBI 00YJalOIUNACS TOJIKEH:

— 3HaTh 0a30BBIC KOHIICTIIMM ¥ MOJACTH WH(POPMAITMOHHOW OE30MacHOCTH; OCHOBBI (DYHKITHO-
HUPOBaHUs 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM 3a7a4d MHPOPMAITMOHHOW 0€30IacHOCTH; 3aKOHO-
JIaTeIbCTBO TI0 o0ecreueHno HHHOPMAIIMOHHON 0€301MaCHOCTH CTaHAApThl B 001acTH WH(OPMAITMOHHON
0€301acHOCTH; METOJbl M CPEACTBA 3aLIUThl MHPOPMAMOHHONW 0€30MacCHOCTH HAIPABICHUS M METOJIbI
BE/ICHUS QHAJIIMTHUYECKON paOOThl MO BBIABIECHUIO YIPO3 TEXHUYECKUE MPOLEAYPHI MO JECHCTBUSIM B HE-
IITATHOM CUTYAIMH; METOAOJIOTHH OILICHKH PHCKOB U yIpo3 HHPOPMAITHOHHON 6€30MacHOCTH

— yMeThb BeIOMpaTh (pa3pabaTbiBaTh) CTpATETUN 3alTUTHI HHOOPMAITMOHHONW 0€301MacHOCTH pa3-
JUYHBIX MHPOPMALMOHHBIX CUCTEM NPOBOAUTH AYIUT JAJsl OTOOPAaXKEHHs YPOBHSAM COOTBETCTBUS CTaH-
Japram o0nacTy MHPOPMAMOHHONW 0€30MacHOCTH /sl WH(POPMALMOHHOW CHCTEMBI B LIEJIOM U JUIA €e
3JIEMEHTOB OLIEHMBATh U BBIOMPATh HEOOXOJUMBbIE CPE/ICTBA 3AIUUTHI OCYIIECTBIATH MOHUTOPUHT COCTOS -
HUSI THPOPMALMOHHOM 06€30MacHOCTH 00beKTa 0OecreunBaTh MPOTUBOJACHCTBUE aTakaM Ha MH(OpMAaIu-
OHHYIO CHUCTEMY BBINOJIHATH (KOHTPOJIMPOBATh BBIIIOJHEHNE) TPEOOBAHUI HHCTPYKIMHU 110 00ECIICUEHHIO
UH(POPMALIMOHHOW OE€30MaCHOCTH

— BJAJIeTh HaBBIKAMM PabOTHI C IPOrPpaMMHBIMU U allapaTHBIMU CPEJICTBAMU OOECHEUUBAO-
VMU 3aIIUATY UHPOPMAIIUH B KOMIIBIOTEPHBIX CUCTEMaX

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO01ast TpyI0EMKOCTb JUCHUILUINHBI cocTaBisieT 2.0 3aUeTHBIX eIMHMIIbI U IIPECTaBIeHa B Ta0Ouu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIHHBI

Bunbl yueOHOI nesTENbHOCTH Bcero yacos CemecTpsl

4 cemecTp
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KonTaktHas pabora (Bcero)

CamocrosrenbHas paboTa 1oJi pyKOBOACTBOM 6 6
npenogasatess (CPIT)

Kontpons camocrostensHoit padotst (KCP) 2 2
CamocTtosTenbHas paboTa (Bcero) 64 64
[ToaroroBka K KOHTPOJBHBIM paboTam 39 39
CamocTosiTenbHOe U3yuyeHue TeM (BOIpOCOB) 25 25
TEOPETUYECKOI YacTu Kypca

Bcero (0e3 ax3amena) 72 72
OO01mas Tpy1I0eMKOCTb, 4 72 72
3auetnble EauHunb! 2.0 2.0

5. Conepxanune TUCUMIIIHHBI
5.1. Pa3nesbl AMCUMILIMHBI M BUAbI 3AaHATHI
Pa3znenbl nMCUMIUIMHBI U BUJBI 3aHATUN TTPUBEICHBI B Ta0uIe 5.1.
Tabmuua 5.1 — Pa3nens! AUCHUTUIMHBI U BUJIBI 3aHATHHA
Bcero
Cam 1ACOB | popmupyembre
Haszeanus paznenoB QuCHUIUIMHBL CPII,u | KCP,u ) (6e3 PMUDY
paob., g KOMIIETEHIIHU
9K3aMEeH
a)
4 cemectp

1 bazoBeie nousTHs B chepe odecrieueHus 1 2 0 1 OK-3, OK-4,
HH(OPMAITMOHHON 0€301aCHOCTH ITK-2

2 KoMrieKCHBIHM Moaxoa K 00eCIeYeHnt0 HH- 1 0 1 OK-3, OK-4,
(hopmanroHHON 6€30TaCHOCTH ITK-2

3 OpraHu3ainroHHO-TIPABOBOE 00ECIICYCHHE, 1 0 1 OK-3, OK-4,
CTaHAapTH3AIMs, CEPTUPUKAIUSL U TUIIECH3U- IK-2
poBaHue B 00JaCTH 3alTUTHI HHPOpPMAITUT

4 Meto/ibl OLIEHKH PUCKOB U YIpo3 MH(pOpMa- 1 0 1 OK-3, OK-4,
LIMOHHOM 0€3011aCHOCTH [K-2

5 IlporpamMMHoO-anmapaTHble, TEXHUYECKUE U 1 12 13 OK-3, OK-4,
KpunrorpaduuecKue CpeIcTBa 3allnuThl HH- [1K-2
dhopmarmm.

6 OCHOBHBIE PUHIIUITBI, HAITPABJICHUS U Tpe- | 9 10 OK-3, OK-4,
6oBanus oOecrieueHUss UHPOPMAITUOHHON IK-2
0€30MacHOCTH OpraHU3aIIUH.

7 Konuenuus v moauTHKa HHHOPMAITMOHHON 0 5 5 OK-3, OK-4,
0€30I1aCHOCTH. [1K-2

8 Peanuzaruu ctparerun obecreueHus H- 0 27 27 OK-3, OK-4,
(hopMarmoHHO# 06€30MacHOCTH. I1K-2

9 MenemxMeHT nHGOPMAIIMOHHON Oe30mac- 0 11 11 OK-3, OK-4,
HOCTH. [K-2

Hroro 3a cemectp 2 64 72

Hroro 2 64 72
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5.2. Conep:xanue pa3aejioB TUCHHUILNINHBI (CAMOCTOSAITE/IbHAsI pa00Ta M0/ PYKOBOACTBOM

npenoaaBaTeJis)

CopeprkaHue pa3iesoB TUCIUILIAH (CaMOCTOsTeNbHAs padoTa Mol PyKOBOJCTBOM IMPETOaBATENs])
MIpUBEICHO B TabwmIe 5.2.
Tabmuma 5.2 — ComepkaHue pasaesioB IUCIUIUIMH (CaMOCTOATeNbHAs paboTa 1Mo PyKOBOJCTBOM IPETO-

JaBaTesis)
ConeprkaHue pa3ieiaoB TUCIUTLIAHBI
p pasa AmcHt Tpynoemkocts, | Dopmupyemblie
HazBanus pazzaenos (camocTosiTenbHas paboTa 1o
q KOMIETEHITUN
PYKOBOJICTBOM TIperoiaBaTe’s)
4 cemectp

1 bazoBeie nousitus B | Mupopmanusa. KonpunennuansHocts. Le- 1 OK-3, OK-4,
chepe obecrieueHus nocTHOCTB. JlocTymHOCTh. CBO¥CTBA HHGOD- [K-2
UHPOPMALTMOHHON Manuu. Yrposa. Hapymurens.

0€30MMacHOCTH Vitoro 1

2 KommuieKkcHbIi CTpyKTypa CUCTEMBI 3alUTHI HH(POPMALINH. 1 OK-3, OK-4,
MOJIXOI K 06ecnetieHmo Vitoro 1 [1IK-2
MH(POPMAIIMOHHOM

0€30MacHOCTH

3 OpranusanoHHO- OcHOBHbBIE HOPMAaTHUBHO MPABOBBIE AKTHI 110 1 OK-3, OK-4,
MIPaBOBOE 3amute nHpopmaruu. CTaHaapTU3AIH. [1K-2
obecrieueHue, Ceprudukanus. JIneHzupoBaHue

CTaHAapTH3aIMS, Vitoro 1

ceprudukanus u

JUIIEH3UPOBaHUE B

00JIaCTH 3alUTHI

uHbOpMaIu

4 MeTtonap! OILIEHKHU Onenka puckoB. MHbopmarmioHHbie u3Mepe- 1 OK-3, OK-4,
PHUCKOB U yIpo3 Hus. Heuetkas knacrepusanus. Mnentudu- [1K-2
“H(pOPMAITHOHHOM Kallusl U aHaJIu3 PUCKOB.

0€301acHOCTH Vitoro 1

5 TlporpammHo- VYnpasnenue goctynom. Pazrpannuenue 1 OK-3, OK-4,
araparHele, ypoBHeM noctyna. JluckpeTHoe pacnpezaesne- [K-2
TEXHUYECKUE U HUe nocTyna.MannaTHoe pacnpeaencHue

Kpunrorpaduyeckue | JOCTyIa.

CPEICTBA 3aIUTHI Vitoro 1

UH(pOpMAIIH.

6 OcHOBHbIE OrnpeneneHne opraHu3almOHHBIX TpeOoBa- 1 OK-3, OK-4,
TIPUHLIUIIBI, Huit 3amutel UT. I1K-2
HarpaBJICHUS U Vitoro 1

TpeOoBaHUS

obecrnieueHust

UH(POPMALTMOHHON

0€30MacHOCTH

OpraHU3alMH.

Hroro 3a cemectp 6

5.3. Pa3eqbl AMCUMINIMHBI M MEKIMCUMININHAPHBbIE CBSA3H ¢ 00eceYnBAKIIMMH (NPeAbITYyLIUMHU)
1 o0ecrieynBaeMbIMHU (IOC/TEAYIOIMMH) THCHUIIHHAMHA

Paznenbl qUCHUIIIUHBL U MEXIUCUUIUIMHAPHBIE CBSI3M C 00€CTIeYMBAIOIIMMHU (TIPEAbIAYIIUMU) U
o0ecrieyrBaeMbIMH (TIOCIIEAYIOIIMMHI) TUCIMIUTMHAME TIPE/ICTaBlIeHbI B Tabmuie 5.3.
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Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXANCIUILTMHAPHBIC CBSI3U

Ne paznenoB qaHHOM AUCHUIUIMHBL, 17151 KOTOPBIX HEOOXOIUMO U3yYEHHE
HauMeHOBaHME TUCIMILIMH o0ecrneunBaroIuX U 00ecreunBaeMbIX JUCIUILTUH

1 2 3 4 5 6 7 8 9

HpC,Z[HICCTBYIOIJ_II/IC JAUCITUITIINHBI

1 UndopmanroHHbIE TEXHO-
JIOTUU B IOPUIUYECKOM nes- + + + + + + + + +
TEIbHOCTH

[Tocnenyromue TUCIUITITUHBL

1 IToaroroBka K caue ¥ caaya

+ + + + + + + + +
rOCYy/IapCTBEHHOTO SK3aMeHa

5.4. CooTBeTCcTBHE KOMIIETeHINI, (POPMHUPYEMBIX IPH H3YYCHUHU AUCHMILIMHBI, M BU/10B 3aHATHI

CooTBeTCTBHE KOMIICTECHIMH, (OPMUPYEMBIX INPH W3YyYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHH
npezcTaBiIeHo B Tabmuie 5.4.

Tabmuma 5.4 — CoOTBETCTBHUE KOMITETCHIINHA, ()OPMUPYEMBIX MTPU W3YYCHUU NUCHIUILIAHBI, U BUIAOB 3aHS -

THI
Kommerennu Buns! 3anathii
@DOpMBI KOHTPOJIA
u CPI1 KCP Cam. pa6.
OK-3 + + + KonTpomnsnas pabora, [IpoBepka
KOHTpPOJIBHBIX paboT, 3auet, TecT
OK-4 + + + KontponrHnas pabora, [IpoBepka
KOHTpPOJIBHBIX paboT, 3auet, TecT
[1K-2 + + + KonTponsHnas padora, [IpoBepka
KOHTPOJIbHBIX paboT, 3auet, TecT

6. UnTepakTBHBIE MeTOABI M (GOPMBI OPraHU3aLMU 00yYeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl
He npenycmorpeno PVYII.

8. KoHTposib camocToATeIbHON padoThI
Buibl KOHTpOJI caMOCTOATENBHOM paObOTHI MTpUBEEHBI B Tabnuie 8.1.
Tabmuna 8.1 — Buasl KOHTPOJISI CaMOCTOATEILHON pabOThI

N TpyioeMKOCTb dopmupyembie
Ne Bun koHTpOJs caMOoCTOsTETbHOM paboTh Py PMUPY
(gac.) KOMIICTCHITHH
4 cemectp
1 | KoHTposbHast paboTa ¢ aBTOMAaTU3UPOBAHHOM TTPO- 2 OK-3, OK-4, I1K-2
BEPKOU
Hroro 2

9. CamocrosiTesibHasi padoTa

Bunasl camocTosiTenbHO paboThI, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIIUN MTPEICTABICHHI B
Tabymite 9.1.

Tabmuma 9.1 — Busiel caMOCTOSTENBHON paOOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETCHIIUN

Bunasl camocrostensHol | TpynoeMkocTb, | DopMUpyeMbie
HasBanus paznenos A pyA ’ PMHPY DopMBbI KOHTPOJIS
paboThI q KOMITETEHIINHU
4 cemecTp
5 IIporpammHoO- CaMoCTOITENBHOE U3YUE- 6 OK-4, OK-3 3ayet, KourponbHas
M M 9
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amnmaparHeble, HUE TeM (BOTIPOCOB) TEO- [TK-2 pabora, TecT
TEXHUYECKHUE U pETUYECKOM YacTu Kypca
KpHUIITOrpaguiecky [ToaroroBka Kk KOHTPOJIb- 6
€ CpescTBa 3aIIUTh | .- W paGoTam
uHdopMaIuu.
Hroro 12
6 OcHOBHBIE CamocTosTenbHOE n3yde- 6 OK-3, OK-4, 3auert, KoarponbHas
MIPUHIUIIBI, HUE TeM (BOPOCOB) TEO- [1K-2 pabota, TecT
HaIpaBJICHUS U pPETHUYECKOM YacTu Kypca
T%e6OBaHHH [ToaroroBka K KOHTPOJIb- 3
TICYCHHUS
obecriete . |HBIM paboTam
nH(pOPMAITMOHHON
0€301acHOCTH Hroro 9
OpraHu3alMy.
7 Konnenus u CamocTosTenpHOe U3yde- 2 OK-3, OK-4, 3auet, KoHTpoiabHas
MOJIUTUKA HUE TeM (BOMPOCOB) TE€O- [K-2 pabota, TecT
uHGOPMAIIMOHHON | peTUYECKON YacTh Kypca
OesomacHoCTH. IToaroroBka K KOHTPOJIb- 3
HBIM paboTam
Hroro
8 Peanmuzamnuun CamocrosiTenbHOe U3yye- 4 OK-3, OK-4, 3auert, KonrponbHas
cTpareruu HUE TeM (BONPOCOB) TEO- [1K-2 pabota, TecT
obecrnieueHus PETUYECKOM YacTu Kypca
nHOOPMAIMOHHOM
5 (bopManHOHHO [ToaroroBka Kk KOHTPOJIb- 23
€30I1aCHOCTH. HEIM paGOTaM
Hroro 27
9 MeHeKMEHT CamocTosTenbHOE U3yde- 7 OK-3, OK-4, 3auer, KonTponbsHas
MH(POPMALMOHHONW | HUE TeM (BOIIPOCOB) TEO- I1K-2 pabora, TecT
0€30macHOCTH. pPETHUYECKON YacTu Kypca
[ToaroroBka K KOHTPOJIb- 4
HBIM padboTam
Hroro 11
Brinonnenne KOHTPOJIb- 2 OK-3, OK-4, KonTpoasHas pado-
HOU pabOTHI I1K-2 Ta
Hroro 3a cemectp 64
Hroro 64
10. KoHTpOJIb cCaMOCTOSATEILHOM padoThI (KypCOBOii MPOeKT / KypcoBasi padbora)
He npenycmorpeno PVYIIL.

11. PeliTuHrOBasi cucTEMa AJISl OHCHKHU yCII€BaA€EMOCTH oﬁyqammnxm
PetitunroBas cucteMa He HCIIOJIb3YCTCH.

12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE O0ecTieyeHue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa
1. OcHoBbl 3amuThl nHMopManuu. YuedHoe nocobue / [llenynanoB A.A., ConoB M.A. u 1p.,
Wznanue nstoe, nepepad. u gomon. ['pudp Cu6POYMO. — Tomck [DnexkTponHbiit pecypc]: U3a-Bo «B-
Crnextp», 2011. — 244 c. ISBN 978-5-91191-214-7 doctyn u3 nuyHOro KabuHeTa cryaeHTa. — Pexum
noctyna: https://study.tusur.ru/study/library/ (nata oopamenwus: 25.11.2019).
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12.2. lonotHUTEILHAS JTATEPATYpPa

1. HopwmaruBHO-TIpaBOBBIE aKThl HHPOPMAIIMOHHON Oe3omacHOCTH. YueOHoe mocobue / [lemy-
naHoB A.A., ConoB M.A. u ap. B tpex gactax. U.1. U3nanue BocbMoe, nepepad. u gomnoi. — [pud Cu-
6POYMO. Tomck [DnektponHsiid pecypc]: B-Cnektp, 2013. — 244 c. JlocTymn U3 TUYHOTO KaOMHETA CTY -
nenra — Pexum nocrtyma: https://study.tusur.ru/study/library/ (nata obpamenus: 25.11.2019).

2. HopwmaruBHO-TIpaBOBBIC aKThl HHPOPMAIMOHHON Oe3omacHOCTH. YueOHoe mocobue / [lemy-
naHoB A.A., ConoB M.A. u ap. B tpex gactax. U.2. U3nanue BocbMoe, nepepad. u gomnoi. — [pud Cu-
6POYMO. Tomck [DnektponHsiid pecypc]: B-Cnektp, 2013. — 222 ¢. JlocTym U3 TUYHOTO KaOMHETA CTY -
nenra — Pexum nocrtymna: https://study.tusur.ru/study/library/ (nata obpamenus: 25.11.2019).

3. HopmatuBHO-TIpaBOBBIC aKThl HHPOpPMAIMOHHOW Oe3omacHOCTH. YueOHoe mocodue / [lemy-
naHoB A.A., ConoB M.A. u 1p. B tpex gactax. U.3. U3nanue BocbMoe, nepepad. u gomnoi. — [pud Cu-
6POYMO. Tomck [DnekTponnslii pecype]: B-Crextp, 2013. - 264 c¢. JlocTyn U3 TM4HOTO KaOWHETA CTY -
nenra — Pexum nocrtyma: https://study.tusur.ru/study/library/ (nata obpamenus: 25.11.2019).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-MeTOAMYEeCKHE MOCOOUs

1. Koctrouenko E.FO. OcHoBbI nHpOpMAIMOHHOW 0€30MaCHOCTH [ DJIEKTPOHHBIA pecypc]: MeTo-
JTUYECKUE YKa3aHHS [0 OpPraHU3allii CaMOCTOSITEILHOM PaboTHI ISl CTYJICHTOB 3a04HOM (hOpMBI 00yUe-
nus HarpasieHus 40.03.01 FOpucnpyneniuys, oOydarommxcsi ¢ IpUMEHEHHUEM JUCTaHITMOHHBIX 00pa3oBa-
tenpHBIX TexHonorui / E. FO. Koctrouenko, A. A. lenynanos. — Tomck : ®JI0, TYCVYP, 2018. Joctyn
W3 JIMYHOTO KaOWHeTa cTyaeHTa. — Pexum moctyma: https://study.tusur.ru/study/library/ (mata obparie-
Hus: 25.11.2019).

2. Koctrouenko E. FO. OcHoBbl nH(OpMaIMOHHON 0€30macHOCTH : AneKTpoHHbIH Kype / E. HO.
Koctrouenko. — Tomck TYCYP, @10, 2018. JocTtyn u3 JIMIHOTO KAOMHETA CTYACHTA.

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS 1JIs1 JIMI C OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
UHBAJUI0B

Y4eOHO-MeToqMUeCKne MaTeprabl ISl CAaMOCTOSTEIbHON U ayTUTOPHOM paboThl 0Oyyaromuxcs
U3 YMCIIa JIUI] C OTPaHMYEHHBIMI BO3MOKHOCTSIMU 3I0POBBSI 1 MHBAJHJIOB MPEIOCTABISIOTCS B (opMax,
a/IalITUPOBAHHBIX K OTPAaHMYEHUSIM UX 3/I0POBbS U BOCIIPUATHUS HH(DOPMAIIHH.

JL1s1 I ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou opme.

J1s1 1M1 ¢ HAapyIIeHUsIMHM ONIOPHO-ABUIaTeJbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (hopme.

12.4. IIpo¢eccnonaibHbIe 0a3bI JAHHBIX U MHPOPMALMOHHBIE CIIPABOYHbIEC CHCTEMBbI
1. Pexomennyercss MCIoab30BaTh MH(OPMAIMOHHBIE, CIIPAaBOYHbIE M HOPMAaTUBHBIE 0a3bl JaH-
HBIX https:/lib.tusur.ru/ru/resursy/bazy-dannyh (co cBOOOAHBIM JOCTYIIOM)

13. MaTepuajibHO-TEXHHYECKOe o0ecnedyeHue TMCIUIUVINHBI U TpedyeMoe MporpaMMHoe
ol0ecreueHmne

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHHYECKOMY U IPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUILIMHBI

13.1.1. MarepuajibHO-TEXHMYECKOE M MPOrPaMMHOe o0ecreyeHne T CHMILTHHbI
Kabuner st camocToaTenbHON pabOThl CTYJIEHTOB
yueOHas ayTUTOpHsl AJisl TPOBEJCHHSI 3aHATUH JTa00paTOPHOTO TUIA, IOMEIIEHUE I POBEICHUS
TPYIIOBBIX H WHIUBUAYATBHBIX KOHCYJIBTAIMH, [IOMEIIEHUE JIUIST IPOBEJACHHSI TEKYIIIET0 KOHTPOJIS U TIPO-
MEXXYTOYHOU aTTeCTalluy, TOMEIICHHE I CAMOCTOSTEILHON paboThI
634034, Tomckas obnacts, . Tomck, Bepmmnuna ynuia, n. 74, 207 ayn.
Ornucanue UMeIIerocs 000pyI0BaHUS:
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- Kommyratop MicroTeak;

- Komnstorep PENTIUM D 945 (3 mit.);

- Komnerorep GELERON D 331 (2 mr.);

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe oOecrieueHue:

— Microsoft Windows

— OpenOffice (¢ BO3MOXHOCTBIO YIaJIEHHOTO JIOCTYIIA)
— VirtualBox (¢ BO3MOXXHOCTBIO YIaJICHHOTO JTOCTYTIA)

13.1.2. MaTrepuaJibHO-TEXHHYECKOE H MIPOrPaMMHOe o0ecredyeHne I CAMOCTOSITe IbHON padoThl
Jnst camocTosTeNnbHOM paboThl HCTONB3YIOTCA y4eOHblE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),
PacIOJI0KEHHBIE 10 a/Ipecam:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, 1. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. KpacHoapmeiickas, a. 146, 201 ayx.;
- 634034, Tomckast o6macTs, r. Tomck, Bepmmanna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepimmanna ynuima, 1. 74, 207 aya.

CocTtaB 060pyI0OBaHMS:

- yueOHast MmebOernb;

- koMnbroTepsl Ki1acca He Huke [IDBM INTEL Celeron D336 2.81T1. - 5 miT.;

- KOMITBIOTEPHI TIOAKIIOUYEHBI K ceTH «HTepHeT» M 00ecreunBalT AOCTYI B JIEKTPOHHYIO HH-
(dopMarnoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[Tepedens nporpaMMHOTo 0OecIeueHus:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qyigs Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajJibHO-TeXHUYECKOe o0ecnedeHne TUCHUIITHHBI VISl JIHI ¢ OTPAHHYEeHHBIMU
BO3MOKHOCTSIMHU 3/10POBbSl U HHBAJIN/I0B

OcBoeHUE NUCLUUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 370POBbS U MHBAJIHUJIAMHU
OCYIIECTBIISIETCA C UCTIOJIB30BAaHUEM CPEICTB 00yUEHHS OOILEro U CIelnaIbHOTO0 Ha3HAYEHHS.

[Tpu 3aHATHAX ¢ OOYUAIONIUMUCS ¢ HAPYIIEHUSIMH CJIyXa MPEeTyCMOTPEHO UCIIOIb30BaHHE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEAUUHBIX CPEJICTB U APYTUX TEXHUUYECKUX CPEACTB NMpuema/nepesa-
4yi yuyeOHOM nHpOpPMALIUU B TOCTYIHBIX (hopMax, MOOMIIBHOM CUCTEMBI ITPEToiaBaHus il 00YJatOLTHXCsI
C MHBAJIMJIHOCTHIO, TOPTATUBHON MHIYKIIMOHHOMN CHCTEMBI. Y4eOHasl aymuTOpUs, B KOTOPOUH 3aHUMAIOTCS
oOyyarolyecs: ¢ HapylIEHHEM CllyXa, 00OpYy/lI0BaHA KOMITBIOTEPHOM TEXHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJIEKTPOHHOM JOCKOH, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHAX C OOYUAIOUTUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH TIPETYCMOTPEHO UCIIOJIb30BaHUE B
JICKIMOHHBIX U YU€OHBIX ayJUTOPUAX BO3MOXKHOCTH MPOCMOTPa yAaJIEHHBIX 00BEKTOB (Hampumep, TeKCTa
HAa JIOCKE WM CJaif/la Ha 9KpaHe) MPU TOMOIIY BUACOYBETUIHUTENCH 151 KOM(GOPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX C 00YyYAIOIIUMUCS ¢ HAPYLIEHUSIMH ONOPHO-ABUIaTeIbHOIO aNnapara UCIOJb-
3YIOTCSl aIbTEPHATUBHBIC YCTPOICTBA BBOJA MH(OPMAIIUY U IPYTHe TEXHHUECKHE CPEICTBA IIpUeMa/Tiepe-
Jnaud yaeOHON MHGOpMaIUKA B JOCTYIHBIX (popmMax, MOOMIIBHONW CUCTEMBI OOYYCHUS JJIs JIFO/ICH C MHBA-
JUAHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOANMYECKHEe PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Couepmalme OLICHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLCHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YpPOBHsS OCBOCHHUA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
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KOMHCTGHL[I/Iﬁ HCIOJIB3YIOTCA OLICHOYHBIC MaTCpUaJibl B COCTABE!

14.1.1. TecToBBI€ 3a0aHUA

1. Kakast u3 HMKENepeuucIeHHbIX 3aj1a4, U3JI0XKEeHHbIX B JlokTpuHe nH(popMalmoHHON Oe3omac-
HocTH Poccuiickoil @enepanyy, He OTHOCUTCS K 3aJjauaM IrOCyJapCTBEHHBIX OPraHOB B paMKax JEsTellb-
HOCTH 110 00ecriedeHnI0 HH(HOPMAIITMOHHON O€30ITaCHOCTH:

a) obecrieueHue 3alIUThl IPaB U 3aKOHHBIX WHTEPECOB IPAXAaH U OpraHu3auuii B MH(GOpMaIMOH-
HOM1 cdepe;

b) oneHka cocTosHUS MHPOPMALMOHHONW 0€30MacCHOCTH, MPOrHO3UPOBAHUE U OOHApY)KEHUE UH-
(GOpMaIMOHHBIX yIpO3, ONPEe/IEHUEe MPUOPUTETHBIX HANpPaBICHUN UX MPEAOTBPALLEHUS U JTUKBUALUU
IIOCJIEJICTBUI UX MPOSIBICHUS;

C) IJIaHUPOBaHHUE U pa3paboTKa Mep MO MPOBEACHUIO KHOEPpa3Be10BaTEIbHBIX ONEpallHii;

d) opranuzanus 1esATENIbHOCTH U KOOPAWHAIMS B3aMMOJEHCTBUS cuil obecnieueHust nHGopMary-
OHHOM 0€30I1aCHOCTH, COBEPILIEHCTBOBAHUE UX MPABOBOr0, OPraHU3aL[MOHHOT0, OIIEPaTUBHO-Pa3bICKHOTO,
pa3Be/bIBATENILHOTO, KOHTPPa3BEAbIBATEILHOTO, HAYYHO-TEXHUUECKOr0, HHPOPMAIIMOHHO-aHATUTHYECKO-
ro, Ka/IpOBOr0 ¥ 3KOHOMUYECKOI0 00eCIIeUeHUS;

2. B cranmapre CIIA "Kputepun OleHKM rapaHTUPOBAHO 3alTUIICHHBIX BBIYUCIUTEIBHBIX CH-
CTeM B MHTepecax MuHHCTepcTBa 000poHbl CIIIA" B 3aBHCHMMOCTH OT KOHKPETHBIX 3HAUYEHUH, KOTOPHIM
OTBEYAIOT aBTOMAaTU3UPOBAHHBIE CUCTEMBI, OHU PA3/EJICHbI Ha. .. a

) 5 xaccoB;

b) 4 rpynmsi;

¢) 3 MHOXXECTBaA;

d) 2 noarpynmnsl.

3. YTo U3 HUXKENIEPEUUCIIEHHOTO HE OTHOCUTCS K IIEPEYHIO CBEACHUN KOH(PUIEHIIMAIBHOTO XapaK-
Tepa, yrBepxkaeHHoro [Ipesunentom Poccuiickoit denepanun?

a) CnyxeOHble CBEACHHUS, TOCTYIl K KOTOPhIM OTpaHMYEH OpraHaMH IOCyAapCTBEHHON BJIACTH B
cooTBeTcTBUM ¢ ['paknanckum kozpekcoM Poccuiickoit @enepanuu 1 denepaabHbIMU 3aKOHAMH (CITyxe0-
Has TaifHa);

b) 3amuinaembie rocy1apcTBOM CBEACHUS B 001aCTH €ro BOGHHOM, BHEITHETIOJIMTHUECKON, IKOHO-
MHYECKOH, pa3BeIbIBATEIbHOM, KOHTPPA3BEAbIBATEIbHON U ONEPATUBHO-PO3BICKHON JEATEIBHOCTH, pac-
IPOCTpaHEHHE KOTOPHIX MOXKET HaHecTH yiiepo 6e3onacHoct Poccuiickoit denepanmu;

c) CBenenusi, cBsA3aHHbIE C IPO(ECCUOHAIBHOMN NEeATENbHOCTHIO, JOCTYN K KOTOPHIM OIPaHUYEH B
cootBercTBUM ¢ KoHctutynuein Poccuiickoit denepanyu u ¢eaepaibHbIMU 3aKOHaMU (BpaueOHast, HOTa-
pHasibHas, aJBOKaTcKasl TailHa, TallHa MEepenucKu, TeIePOHHBIX IEPErOBOPOB, MOUYTOBBIX OTIPABICHUH,
TesierpadHbIX WIM UHBIX COOOILEHUH 1 Tak Jlanee);

4. Crannapt CIIA «Kpurtepun olieHKH rapaHTUPOBAHO 3aLIUILEHHBIX BEIUMCIUTEIbHBIX CUCTEM B
uHTepecax MuHucTepcTBa 000poHbl CIIA» Ha3bIBAIOT ...

a) «XenToi KHUTOIY;

b) «OpaHkeBbIM JOKYMEHTOM;

¢) «OpaHKeBOM KHUTOW»;

d) «KpacHbM ciuckom».

5. Monens yrpo3 6e3omacHoCcTH HH(pOpMAIUU HE BKIIIOYAET B CEOS:

a) Onucanue nHGOPMAITMOHHOW CUCTEMBI U €€ CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEPHUCTUK;

b) Onmcanue yrpo3 6€30macHOCTH HHPOPMAIINH;

¢) Onucanrie BO3MOKHOCTEH HapyIIuTenei (MOIEIb HAPYIIUTENS ), BOBMOXKHBIX ySI3BUMOCTEH HH-
(GhOopMaIOHHON CHUCTEMBI;

d) Craguu (3Tamsl paboT) CO3IaHUS CUCTEMBI 3aIIUTH HHPOPMAIIMOHHOW CUCTEMBI.

6. HpI/I MaKCTUPOBAHUU U TCCTUPOBAHUU CUCTCEMBbI 3allIUTHL I/IH(I)OpMaI_II/II/I PIH(I)OpM@.I.IPIOHHOIZ CHU-

CTEMBbI B TOM YHCJIE OCYILECTBIISIOTCS:
a) IIpoBepka pabOTOCIIOCOOHOCTH U COBMECTMMOCTH BBIOPAHHBIX CPEJCTB 3aLUTHI UH(OPMALUU
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C I/IH(bOpMaI_[I/IOHHBIMI/I TCXHOJIOTUAMHU U TCXHUYCCKHUMU CPCACTBAMMU,

b) YcraHoBka cpeacTB MOHUTOPUHTA CETEBON MHPPACTPYKTYPHI;

¢) PazpaboTka mOKyMEHTOB, OIMpENeNSIIONIMX MPaBUIa M MPOIEAYPHI, Peau3yeMble ONepaTopoM
JUTsE 00ECTICYCHUS 3aIlIUTHI MHPOPMAIIUU B MH(OPMAIIMOHHON CUCTEME B XOZIE €€ IKCILTyaTallHiH;

d) BHenpeHnue TOKYMEHTOB, periaMEeHTHPYIOUINX OpraHU3allMOHHbIE MEpHI MO 3ammTe uHpopMma-
11y,

7. Meronnueckuit nokymeHT ®CTIK Poccun «Metoauka onpenenenus 6e3omacHocTH HHGOpMa-
MU B MTHPOPMAIIMOHHBIX CHCTEMaX» MPUMEHSETCS COBMECTHO C:

a) bazoif naHHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHON ciy)00i Oe3omacHocTn Poccwmii-
ckoil denepanuu

b) bankom naHHbBIX yrpo3 Oe3omacHocTd HHGopmanuu, chopmupoBanHbiM DPCTIK Poccun
(ubi.fstec.ru);

¢) ObmenocTymHoOM 6a30i1 TaHHBIX KOMITBIOTEPHBIX YTPO3;

d) Ilepeunem cBeneHU KOHPHUIECHIIMATHLHOTO XapaKTepa.

8. AHanu3 ysi3BUMOCTEH HH(OPMALIMOHHOM CUCTEMBI TPOBOJIUTCS B LEIISAX:

a) O1leHKH BO3MOYKHOCTH TIPEOJIOJICHUST HAPYIIUTENIEM CUCTEMBI 3aIIUThl HH(popManuu nHpopma-
IIMOHHOW CHCTEMBI U MPEIOTBPALCHHS PeaTu3aliy yrpo3 6e30MacHOCTH HH(POpMALINY;

b) Onenku 3¢ PeKTUBHOCTH HUCITOJIB30BAHUS TTOJIUTHUK pa3rpaHUUYCHUS JOCTYIIA;

¢) OnTUMHU3aLUHU TIPOU3BOANUTENIEHOCTH POTrPAMMHO-ANIAPATHBIX CPEACTB 3aIUTH HH)OPMAIIUH;

d) CermenTaruu nHGOPMAIIMOHHON CUCTEMBI.

9. CucteMHbIH TMpolecC MONTYYeHUsS] OOBEKTUBHBIX KaU€CTBEHHBIX M KOJIMUYECTBEHHBIX OILEHOK O
TEKYIIeM COCTOSHUM HWH()OPMAIMOHHOW O€30MacHOCTH KOMITAHUU B COOTBETCTBHH C OMPEACIEHHBIMU
KPUTEPUSMHU U TIOKa3aTeIsiMU 0€30M1aCHOCTH Ha3bIBACTCS:

a) ATrecranus;

b) Aymur;

¢) Ceprudukanus;

d) [Tenrecr.

10. YTo M3 HMKETIEPEUHCICHHOTO HE OTHOCHUTCS K MEKAYHAPOTHBIM METOAMKAM TPOBEICHHS Te-
CTUPOBAaHHA HAa NPOHHUKHOBCHHUC, OPUCHTUPOBAHHBLIX HAa MOACIIMPOBAHHUC aTAaK, HAIIPABJICHHBIX Ha CCTC-
BYIO HHPPACTPYKTYpPY OpraHU3aINN:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AbcTtpaktHoe ((popManu3oBaHHOE WU He(HOPMAITM30BAHHOE) ONMCAHUE HAPYIIUTENS MMPABUI
pasrpaHudeHHs] TOCTYIA HA3bIBACTCS:

a) XapaKkTepuCTHKa HAPYIITUTEIS;

b) Mopenb HapyImuTens;

¢) CueHapuii HapyIITUTES;

d) Mozens UCTOYHUKOB yTPO3.

12. Kakoe u3 HIKeTepeyncIeHHbIX HAalpaBICHU HE OTHOCHUTCS K aTTecTallud 00beKTOB UHPOP-
MaTHU3aIlMH 110 TPEOOBaHUSIM 0€30IMaCHOCTH HH(POPMAITHU:

a) ATrecTanys aBTOMAaTU3MPOBAHHBIX CHCTEM, CPEICTB CBSI3H, 00pabOTKU U mepenaun uHpopma-
11y,

b) ArrecTanus noMeIeHu, npeaHa3HaYeHHbIX U1 BEACHUS KOH(PHICHIIMAIbHBIX IEPEroBOPOB;

¢) Atrectanus pabodnx MECT C IENIbIO OIICHKU YCIOBHM TPY/a;

d) ATrecTanus TEXHUYECKUX CPEJICTB, YCTAHOBJICHHBIX B BBIJCICHHBIX MOMELICHUAX U 3allIMIIac-
MBIX TOMEUICHHUSX.
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13. Crparerust (MeTom) TecTHpOBaHUS (YHKIIMOHATHHOTO TIOBEACHHS 00BEKTa (IPOrpaMMBbl, CH-
CTEMBI) C TOUKH 3PEHHS BHELIHETO MUPA, IIPU KOTOPOM HE MCIOJIb3YETCSl 3HAHUE O BHYTPEHHEM YCTpPOM -
CTBE TECTUPYEMOTO 0OBEKTa

a) TecTpoBEeHNE YEPHOTO SIIUKA;

b) TectupoBanue 6€7I0TO SIINUKA;

¢) TecTupoBaHUe KPACHOTO SIITUKA;

d) TecTupoBaHre HEM3BECTHOTO SIIHKA.

14. Meroauka TeCTUPOBaHUA HAa TIPOHUKHOBEHUE HA3bIBACTCS:
a) Aymur;

b) Ilenrecr;

c¢) Honeypot;

d) Metasploit.

15. Uto u3 HIKETEPEUNCICHHOTO HE OTHOCUTCS K ATAIly aHaJIM3a PUCKOB MH(GOPMAIIMOHHON 0e3-
OTAaCHOCTH:

a) [TocTpoeHue Moenu HapyIuTeNs;

b) UnenTuduxanus pecypcos;

¢) Unentuduxarus 6usnec-rpedOBaHMi U TpeOOBAHUN 3aKOHOJATEIbCTBA, MPUMEHUMBIX K HJICH-
TU(HUIMPOBAHHBIM pecypcam;

d) OnenuBanve UICHTU(DHUITMPOBAHHBIX PECYPCOB C YUYETOM BBISBICHHBIX OM3HEC TpeOoBaHUU U
TpeOOBaHUIl 3aKOHOJATENHCTBA, A TAKXKE MOCIEACTBUN HAPYIICHUS UX KOH(UICHIINATILHOCTH, IIEIOCTHO-
CTH U JOCTYITHOCTH.

16. Kakas yrposa 6e3omacHOCTH HHPOPMAITUH SBIIACTCS MPeTHAMEPSHHOM ?
a) OmmbKku nepcoHana;

b) C60i#1 mporpaMMHOTO 00ECTICUCHNS;

¢) @anpcudukanus, moaaeyKa J0KyMEHTOB;

d) OTKpBITHE AIEKTPOHHOTO MUChMa, COJICPKAIIErO BUPYC.

17. TeppuTtopusi BOKpYT MIOMEIIEHUH aBTOMAaTU3UPOBAHHON CHCTEMBI 00paOOTKH JaHHBIX, KOTOpas
HENPEPBIBHO KOHTPOJIUPYETCS IMEPCOHATIOM WIIH CPEACTBAMHU aBTOMATH3MPOBAHHOW CHUCTEMBI 00pabOTKH
JTAHHBIX Ha3bIBAETCA ...

a) Hexontponupyemoit 30H0#

b) 30H0i1 MOMeIeHNIT aBTOMAaTU3UPOBAHHON CHUCTEMBI

¢) 30HO¥ 0a3 TaHHBIX 3aITUIIIACMOH CHCTEMBI

d) 30HOM KOHTPOIUPYEMOU TEPPUTOPHH.

18. ¥rpo3a nuBepcrr OTHOCUTCA K ...

a) CyObeKTUBHOW NpeHaMEpEeHHON PUYHMHE HAPYIICHHUS 1IeTIOCTHOCTH UH(OPMAIIH;
b) CyObeKTUBHOMN HEMPETHAMEPEHHON TPUYMHE HAPYIIICHUS IIEJIOCTHOCTH HH(OPMAITUH;
¢) OOBEKTHUBHOM HEMIpeTHAMEPEHHOM MPUYMHE HAPYIICHHS EJIOCTHOCTH UH(OpMALINY;
d) OOBeKTHBHOM TTPETHAMEPEHHON MTPUYMHE HAPYIICHHSI TIEJIOCTHOCTH WH(OpMAITUH.

19. IlepexBar JaHHBIX SIBJISAETCS YIPO30ii:
a) locrynHocty;

b) Kondunenumnansuoctu;

¢) LlenmocTtHOCTH;

d) JocToBepHOCTH.

20. IIpomomxute Te3uc BepHo: Kiace 3anau «JlerenaupoBanue» 1o 3anure HHHOPMAIIHH. ..
a) He cymectsyer;
b) IloTepsist akTyaqTbHOCTH B CBSI3U C MEPEXOAOM Ha HOBBIE CTAaHAAPThl CHMMETPUYHBIX KPUIITOCHU-
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CTEM;
c¢) [Ipeamonaraer BKIIOYEHHE B COCTAB AJIEMEHTOB CHUCTEMBI 00pabOTKH MH(GOPMAIIMK JOTIOTHH -
TCJIIBbHBIX KOMIIOHCHTOB,
d) O6veauHseT 337291 110 00ECTICUSHUIO TMOTYUEHHUS 3TI0YMBITIUICHHUKOM MCKaKEHHOTO TIPEICTaB-
JICHHS O XapakTepe U MpeHa3HAuCHUN 00bEKTa.

21. Puck nHpOpMaLMOHHOM 6€30MacCHOCTH 3TO

a) Yucno ysi3BUMOCTEH B CUCTEME;

b) OTHOIIEHHE CTOUMOCTH CHCTEMBI 3aIUTHI K BEPOSTHOCTH €€ «IIPOCTOS;

¢) CoueTanue BEPOATHOCTH yrpo3bl HH(POPMAITMOHHOW OE30MaCHOCTH M TOCJIEACTBUI €€ HACTYII-
JICHMS,

d) OrneHKa CTOUMOCTH 3aIIUTHBIX CPEJICTB.

22. COBOKYMHOCTh yCJIOBHMA U (DAKTOPOB, OMPENEIAIOMNUX MMOTCHIIMATBHYIO WM PEabHO CYIIIE-
CTBYIOIIYIO OITACHOCTH HAPYUICHUA KOH(I)I/IILCHI_[I/IaJIBHOCTI/I, HCJIOCTHOCTU, JOCTYITHOCTHU I/IH(I)OpMaI_[I/II/I Ha-
3bIBAETCH ...

a) Yrpo3oii 6e3onacHoOCTH;

b) KommneroTepHoit 6€30mMacHOCTHIO;

¢) AHaIM30M yrpos;

d) Arakoit Ha ”UHPOPMAITMOHHYIO CUCTEMY.

23. UTo U3 mepeyrciIeHHOTO MPOUCXOAUT MPH UCOIb30BaHUU RAID-maccuBoB?
a) [IpowsBoauTcs nmonHOE MHU(PPOBAHUE TAHHBIX

b) ObecnieunBaeTcst 0osiee BHICOKHIA YPOBEHB 3aIITUTHI OT BUPYCOB

c) IloBbimaercs HaIEKHOCTh XPAHEHUSI TAHHBIX

d) YBenuuuBaeTcss MakKCHMaJIbHAs TIPOITYCKHASI CIIOCOOHOCTH CETH

24. 3aKII0YUTENBHBIM ATAIIOM MTOCTPOEHHS CUCTEMBI 3aIUTHI SBISETCH ...
a) AHanu3 ysI3BUMBIX MECT;

b) [lnanupoBanue;

c¢) Ob6cnenoBanHue;

d) ConpoBoxeHue.

25. YTo U3 mepeuncIeHHOTO HE HCTIOIb3YeTCSl B OMOMETPUUYECKOM ayTeHTHU(hUKAIIH?
a) PucyHok nmanuuisipHOro y3opa;

b) KnaBuatypHslii movepk;

¢) [InacTukoBas kapTa ¢ MarHUTHOM IOJIOCO;

d) Panyxnas o6osouka riasa.

26. K kakoif mojacucteme He TPEAbIBISIOTCS TpeOboBaHus B PykoBomsmiem moxkymente «Kiaccu-
(duKays aBTOMaTU3UPOBAHHBIX CHCTEM M TPeOOBaHUI 10 3a1uTe HHPOPMALUN»?

a) yIpaBJIeHUs JOCTYIIOM;

b) peructpanuu u yuera;

C) TEXHUYECKOM 3aIuThl HHPOpMAIUH;

d) obecnieueHHs IETOCTHOCTH.

27. 3amuTa uHpOPMALIUH 3TO:

a) JlessTenbHOCTH MO MPENIOTBPALICHUIO YTEUKU HHPOpMAINK, HECAHKIIMOHUPOBAHHBIX U HETpes-
HaMEpPEHHBIX BO3JECHCTBUI Ha HEE,

b) COBOKYITHOCTh MPaBWJI, PETIAMEHTUPYIOIINX TOPSIOK M YCIOBHSI JOCTYIa CyObekTa K nHpop-
MAaIH U €€ HOCHUTEIISIM;

¢) IIpontecc cbopa, HakoIUICHHS, 0OPaOOTKH, XpaHEHHs, pacIIpeAeSICHNs U TOMCKa HH(pOopMaInu;

d) I[Momyyenue cyObeKTOM BO3MOXKHOCTH O3HAKOMJICHUsI ¢ MH(OpMAIIMel, B TOM YHCIIe TIPU TOMO-
1 TEXHUYECKUX CPEICTB.
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28. Yposens 6e3omacHocTH C, cornacHo "OpaHXeBoil KHUTE", XapaKTepU3yeTCs:
a) OTCyTCTBHEM YIPABIEHUS TOCTYIIOM.

b) [Ipon3BOIBHBIM yIIpaBIEHUEM JOCTYIIOM;

¢) [IpuHyaUTETHHBIM YIIPaBICHUEM JOCTYIIOM;

d) Bepudurupyemoii 6€30macHOCTHIO.

29. CBOMCTBO IOCTYITHOCTH AOCTUTAETCA 3a CYET MPUMEHEHUSI MEp, HAMPABJICHHBIX HA MOBBIIIIE
HUE:

a) AyTEHTUYHOCTH;

b) Henporusopeunsoctu;

¢) OTKa30yCcTONYHBOCTH;

d) HeoTtkasyemocTH.

30. KakuM TepMHUHOM Ha3bIBAETCS 3alUIIaEMbIe TOCYIaPCTBOM CBEIEHUS B 00JaCTH €ro BOCHHOMH,
BHEITHEMOJIMTHYECKON, SKOHOMUYECKOM, pa3BeIbIBATEIbHOM, KOHTPPAa3BEAbIBATEIIbHON M ONEPATUBHOPO-
3BICKHOU JIeATEIhHOCTH, PACIIPOCTPAHEHHE KOTOPHIX MOXKET HaHeCTH yiiepO Oe3omacHoctu Poccuiickoit
®denepanun?

a) KonpunennuansHas napopmanus;

b) CekperHast uH(pOpMaIus;

c) Boennas Taiina;

d) l'ocymapcTBeHHas TaifHa.

31. Ilomydenue moctyna K wHGOpMAIUA CyOBEKTOM B HApYIICHHUE IEHCTBYIOIICH MOJUTHKHA pa3-
rPAaHUYEHHUSI TOCTYTA HA3bIBACTCHL. . .

a) HecaHKITMOHMPOBAaHHBIN JOCTYII;

b) 310yMBILIIEHHBIH TOCTYII

¢) Hepaspemennslii 10CTyII;

d) 3anperHslit nocTym.

32. Kakoii Bu nH(POpPMALIMU HE OTHOCUTCS K KaTeropuu KOHPHIECHIMAIbHON nHopMarn?
a) Kommepueckas Taiina;

b) TaiiHa cyI0onpon3BOJCTBA;

c¢) [lepconanpHbIC TaHHBIE;

d) l'ocynapcTBeHHas TaiiHa.

33. KakuM TepMHHOM (COTJIacHO 3akoHOAaTeNnbcTBY PD) Has3piBaercs mobas nHOpMaIys, OTHO-
csasics K MpsSIMO MJIM KOCBEHHO OIPEIEICHHOMY WM ONpeaessieMoMy hrU3nuecKoMy JIUIy?

a) KonpunennuansHas napopmanus;

b) [lepconanbHbIC TaHHBIE;

¢) Mudopmanus mpo TMIHOCTD;

d) Madopmanus ¢ orpaHUYEHHBIM JOCTYIIOM.

34. Kananbsl HECaHKIIMOHUPOBAHHOTO TOTyYeHUS MHPOPMAITUX CTPYIIITUPOBAHBI B. ..
a) 3 kiacca;

b) 4 knacca;

¢) 7 K1accoB;

d) 9 xmaccos.

35. HaGop HOpM, TTpaBWII ¥ MMPAKTUYECKUX MPUEMOB, PETYIUPYIONIUX yIpaBICHUE, 3aIIUTY U pac-
MPOCTpPaHECHHE [IEHHOW MH(OPMAIINH, Ha3bIBACTCA ...

a) Mogenbro 6e30MMacHOCTH;

b) Meronom mudpoBanus;

¢) KommproTepHo#i 6€30macHOCTBIO;
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d) [TomuTHKo# 6€30MacCHOCTH.

36. OO0miasi, pykoBOIAIIasl YCTAHOBKA IPU OpraHU3aLUU U 00ECTICYeHUH COOTBETCTBYIOIIETO BHJIA
JIeATEIFHOCTH, HalpaBleHHas Ha TO, YTOObI Hambojee BaKHBIC LENU ATOW NESTENbHOCTH JOCTUTAIHNCH
npu HanboJiee palnoHaIbHOM PacX0I0BAHUU UMEIOLINXCS PECYPCOB — 3TO ...

a) Muccus;

b) Crparerus;

c) OyHKIWuS;

d) [Iporuecc.

37. Yo u3 mepeuncieHHOT0 He SBIISETCS 1eJIbI0 MPOBEICHUS ayuTa 6e30macHOCTH?

a) AHaJHM3 PUCKOB, CBSI3aHHBIX C BOBMOXXHOCTBIO OCYILECTBIICHUS YIP03 O€30MaCHOCTH B OTHOIIIE-
HUH PECYPCOB CUCTEMBI;

b) BeipaboTka pexoMeHaaIuii o BHEAPESHUIO HOBBIX U MOBBIMICHUIO 3P(HEKTUBHOCTH CYIIECTBYIO-
IIMX MEXaHU3MOB 0€30MTaCHOCTH CUCTEMBI;

¢) Onenka OymyIiero ypoBHs 3alUIIIEHHOCTH CUCTEMBI,

d) Omenka COOTBETCTBUSI CHCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 00JacTé MH(POPMAITMOHHON
0€30MacHOCTH.

38. Beibepure HeBepHOE yTBepKAcHUE. CUTHATYPHBIM METO/I BBISBIICHUS aTaK XapaKTEePU3yeTCs:
a) CpaBHEHHEM HCCIIETyeMOro OObEKTa ¢ paHee U3BECTHBIMU 00pa3IaMU-3TaIOHAMH;

b) CrtocobHOCThIO OOHAPYKMBATH pPaHEE HEU3BECTHBIC aTaAKH;

¢) IIpocToToii B HacCTpoOiiKe U SKCILUTYaTalluu AJI1 KOHEYHOT'O MOJIb30BaTEeNsl CUCTEMBI;

d) [TomynsspHOCTBHIO UCIIONIL30BAHUS B CUCTEMAaX aHTUBUPYCHOM 3aIUTHI.

39. 3agauu Mo pe3epBUPOBAHUIO CUCTEMBI 3ALUTHI AEATCA Ha:
a) Tersioe u XONOAHOE pe3epBUPOBAHHUE;

b) XonomHoe u ropsiuee pe3epBUPOBAHNUE;

c¢) benoe u cepoe pesepBupoBanue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mozenb CUCTEMBI € MTOJHBIM IIEPEKPBITUEM XapAKTEPU3YETCs CIEIYIOIIUM MOJIOKEHUEM:

a) B aBTOMaTH3MpOBAHHOW CHCTEME CPEICTBAMH 3AILUTHI «IEPEKPBITO» OOJBIIMHCTBO KAHAIOB
YTCUKH;

b) B Mexanu3Me 3amThl JOKHO COJEPIKATHCS M0 KpaitHe Mepe OHO CPEICTBO IS MEPEKPHITUS
J1r000T0 MOTEHIMAIBHO BO3MOXKHOTO KaHaJla yTeUKU UH()OpMAIUH;

¢) B cucteme 3ammThl MPUCYTCTBYET TOJIBKO OJHO CPECTBO JJIS IEPEKPHITUS BCEX yrpo3 Oe3omnac-
HOCTH;

d) ABTOMaTH3MpOBAaHHAs CUCTEMA SBJISIETCS. CHCTEMON MHOKECTBEHHOTO JJOCTYTIA.

41. IHucTpyMeHTalIbHAs KOMIUIEKCHOCTH B c(hepe nHPOPMALMOHHOM O€30MaCHOCTH MOIpa3yMeBa
eT:

a) HerpepbIBHOCTH OCYIIIECTBICHISI MEPOTIPUSATHI 1O 3alIUTe UH(DOPMAIIUH;

b) 3anuTy nHpOpMAIMK OT BHEIIHUX U BHYTPEHHHUX yTPO3;

¢) UnTerpanuio Bcex BUAOB U HarpaBieHuil b 11st nocTuKeHus: MOCTaBIEHHBIX LIENEeH;

d) OGecnieuenue TpeOyeMOro ypoBHsI 3alIUTHI BO BCEX DJIEMEHTAX CUCTEMBI 00paboTku nHpopma
U,

42. Kakoll TOKyMEHT yCTaHABJIMBAET 1I€JIb, 33/1a4M U CTPYKTYPY CTaHIAPTOB I10 3aIuTe HH(OpMa-
1M, OOBEIMHSAIOIMNN aCIIEKThl CTaHIapPTU3aLMK B JAHHOW 00JIACTU U ABJISIOIIMICS OCHOBOIOJIATAl0LINM
CTaHJAapTOM B OOJIACTH 3AIIUTH HHPOPMAIIHH:

a) 'OCT P 52069.0-2013

b) @3 Nel52 ot 27.07.2006

¢) [Toctanosnenne [IpaBurensctBa PO Nel119 oT 01.11.2012
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d) Koncrurynus PO

43. JleATeNbHOCTD IO TOATBEPHKACHUIO XapaKTEPUCTUK CPEJCTB 3aIUTHl HHPOpPMAIUK TpedoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB WM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3alIUTe HMHQOpPMAIHH,
YTBEPKICHHBIX locymapcTBeHHOM TexHudecko komuccuen npu Ilpesunenre Poccuiickon denepanuu
(I'ocTexxomuccueli Poccun) HazpIiBaeTcs

a) ATrecTanus CpeICTB 3aIUThI HH(HOPMAITUU

b) Ceptudukamnms CpeacTB 3amUThl HHHOPMAITUH

¢) KommuiekcHoe TecTupoBaHue CpeaCTB 3alIUThI HH(OpMALIUN

d) Bribopka cpeacTB 3amuThl HHGOPMAITUH

44. ITonoxenust ®enepanpHoro 3akoHa Nel149 ot 27.06.2006 He pacpoCTpaHsAIOTCS HA:

a) OTHOIIEHHUS, BO3HUKAIOLIME NPU OCYIIECTBIECHUU IIpaBa Ha IIOMUCK, IOJIyYE€HHUE, Iepenauy,
MIPOM3BOACTBO U pacIpoCcTpaHeHHe HH(GOpMaIUK;

b) OTHOIIEHUS, BO3HUKAIOIINE TIPU MPUMEHEHUHN UH(OPMAIIMOHHBIX TEXHOJIOTHH;

¢) OTHoI1IeHUs, BOSHUKAIOIINE MTPU 00ECTICYCHUH 3aIUThl HHPOPMaIIUN

d) OTHOmIEHUS, BOSHUKAIOLIME MPH MPABOBOM OXpaHE Pe3y/bTaTOB MHTEIUICKTYaJbHON AEATeNb-
HOCTH Y IPUPABHEHHBIX K HUM CPEACTB MHIANBUAYATH3AINH

14.1.2. 3auért

[TpuBeneHsl MPUMEPHI TUIIOBBIX 33JaHUI 13 OaHKa KOHTPOJILHBIX TECTOB, COCTABJICHHBIX IO MPOTi-
JACHHBIM pasaciiaM IUCHUILINHBI:

1. AbctpaktHoe (popmanuzoBaHHOE WM He(HOPMATHU3OBAHHOE) OMUCAHUE HAPYIIMTENS MPaBUI
pa3rpaHuyeHusl JOCTyIa Ha3bIBAETCS:

a) XapakTepucTUKa HapyIIUTENs;

b) Mopenp HapymuTes;

¢) CreHapuii HapymIuTeNs;

d) Monens UCTOYHUKOB YTPO3.

2. Kakoe u3 HIKenepeuncaeHHbIX HalpaBiIeHU HE OTHOCUTCA K aTTecTaluid 00beKTOB HHPOpMa-
TU3AIUH 110 TPeOOBaHUAM 0€30MacCHOCTU MH(POPMAIIH:

a) ATrecTanysi aBTOMAaTU3UPOBAHHBIX CUCTEM, CPEJICTB CBA3H, 00pabOTKU W mepenaun MHPpopma-
1IUH;

b) ATrectanus noMeeHu, npeaHa3Ha4YeHHbIX Ui BeeHHs] KOHPUACHIINAIbHBIX IEPErOBOPOB;

¢) Atrectanus paboYux MECT C LIEbIO OLICHKH YCIOBUU TPYAa;

d) AtTecTanusi TEXHUYECKUX CPEICTB, YCTAHOBJICHHBIX B BBIJCIEHHBIX MOMELIEHUAX U 3allulllae-
MBIX IOMEUICHUSIX.

3. Crparerus (MeToJ) TECTUPOBaHUS (PYHKLIMOHAIBHOTO MOBEIEHUS 00beKTa (IPOrpaMMbl, CHCTE-
MBI) C TOYKH 3PEHHUSI BHEITHETO MUPA, IIPH KOTOPOM HE HMCIIOJIB3YeTCsl 3HAaHUE O BHYTPEHHEM YCTpPOICTBE
TECTUPYEMOTO O0BEKTa

a) TecTpoBeHNE YEPHOTO SIIKKA;

b) TectupoBaHue OENOTO AMUKA;

c¢) TecTtupoBaHe KPaCHOTO SIIUKA;

d) TecTupoBaHue HEN3BECTHOTO SIUKA.

4. Metoayika TECTUPOBAHUS Ha MPOHUKHOBEHUE HA3BIBACTCS:
a) Aynur;

b) Ilenrecr;

c¢) Honeypot;

d) Metasploit.

5. Yto u3 HUKCTICPCUUCIICHHOT'O HEC OTHOCUTCA K 3Tally aHalin3da PUCKOB PIH(I)OpMaI_[I/IOHHOI‘;I 0e3-

OIACHOCTH:
a) [TocTpoenue Mozenu HapyuIuTes;
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b) Unentuduxanus pecypcos;

¢) Unentuduxarus 6usnec-rpedOBaHmi U TpeOOBAHUN 3aKOHOJATEILCTBA, MPUMEHUMBIX K HJICH-
TUPUIMPOBAHHBIM pecypcam;

d) OnenuBanve UICHTU(DHUITMPOBAHHBIX PECYPCOB C YUYETOM BBISBICHHBIX OM3HEC TpeOoBaHUU U
TpeOOBaHUIl 3aKOHOJATENHCTBA, a TAKXKE MOCIEACTBUN HAPYIICHUS UX KOH(OUICHIINATILHOCTH, IIEIOCTHO-
CTH U JIOCTYITHOCTH.

6. Kakas yrpo3a 6e3onacHocTy HHGOPMAIIMH SBISICTCS TIPEeTHAMEPEHHOH ?
a) OmmbKku nepcoHana;

b) C60i1 mporpaMMHOTO 00ECTICUCHNS;

¢) @anpcudukanus, moaaeiKa TOKyMEHTOB;

d) OTKpBITHE AIIEKTPOHHOTO MUChMa, COJICPKAIErO BUPYC.

7. TeppuTtopusi BOKPYT OMEIICHU aBTOMATU3UPOBAHHON CUCTEMBI 00paOOTKH JaHHBIX, KOTOpas
HENPEPBIBHO KOHTPOJIUPYETCS IMEPCOHATIOM WIIH CPEACTBAMHU aBTOMATH3MPOBAHHOW CHUCTEMBI 00pabOTKH
JAHHBIX HA3bIBAETCA ...

a) Hexontponupyemoit 30H0#

b) 30H0i1 MOMeIeHNIT aBTOMAaTU3UPOBAHHON CHUCTEMBI

¢) 30HO¥ 0a3 TaHHBIX 3aITUIIIACMON CHCTEMBbI

d) 30HOM KOHTPOIUPYEMOU TEPPUTOPHH.

8. ¥rpo3a quBepcrr OTHOCUTCA K ...

a) CyObeKTUBHOW NpeHaMEPEHHON PUYHMHE HAPYIICHUS 1IeTIOCTHOCTH UH(POPMAIIH;
b) CyObeKTUBHOMN HEMPEIHAMEPEHHON MPUYMHE HAPYIIICHUS IIEJIOCTHOCTH WH(OPMAITUH;
¢) OOBEKTHUBHOM HEMIpeTHAMEPEHHOM MPUYMHE HAPYIICHHS EJIOCTHOCTH UH(OpMALINY;
d) OOBeKTHBHOM TTPETHAMEPEHHON MTPUYMHE HAPYIICHHSI [IEJIOCTHOCTH WH(OpMAITUH.

9. IlepexBar TaHHBIX SBJISETCS YIPO30M:
a) locrynHocty;

b) Kondunenumnansuoctu;

¢) LlenocTtHOCTH;

d) JocToBepHOCTH.

10. ITpomomxute Te3uc BepHo: Kiacc 3amau «JlerenaupoBanuey 1o 3amuTe HHPOPMaIIUH. . .

a) He cymectsyer;

b) IloTepsit akTyaqTbHOCTH B CBSI3U C MEPEXOAOM Ha HOBBIE CTAaHAAPThl CHMMETPUYHBIX KPUIITOCHU-
CTEM;

¢) IIpeamonaraer BKIIOYEHHE B COCTAB AJIEMEHTOB CHUCTEMBI 00pabOTKH MH(GOPMAIIMK JOTIOTHH -
TCJIIbHBIX KOMIIOHCHTOB,

d) O6wveauHseT 337291 110 00ECTICUECHUIO TMTOTYUEHHUS 3TIOYMBITIUICHHUKOM MCKaKEHHOTO TIPEICTaB-
JICHHS O XapakTepe U MpeJHa3HAuCHUN 00bEKTa.

11. Puck naopmMarimoHHO# 0€301MacHOCTH 3TO

a) Yucno ysi3BUMOCTEH B CUCTEME;

b) OTHOIIEHHE CTOUMOCTH CHCTEMBI 3aIIUTHI K BEPOSTHOCTH €€ «IIPOCTOS;

¢) CoueTanue BEPOATHOCTH yrpo3bl HH(POPMAITMOHHOW OE30MaCHOCTH M TOCJIEACTBUI €€ HACTYII-
JICHMS,

d) OrneHKa CTOMMOCTH 3aIIUTHBIX CPEJICTB.

12. COBOKYIMHOCTh yCIOBUMA M (DAKTOPOB, OMPENESISIOMNX MOTCHIIMATBHYIO W PEaTbHO CYIIE-
CTBYIOIIYIO OITACHOCTH HAPYUICHUA KOH(I)I/IILCHI_[I/IB..HBHOCTI/I, HCJIOCTHOCTU, JOCTYITHOCTHU I/IH(bOpMaI_[I/II/I Ha-
3bIBAETCH ...

a) Yrpo3oii 6e3onacHoOCTH;

b) KommeroTepHoit 6€30MacHOCTHIO;
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¢) AHaIM30M yrpos;
d) Arakoit Ha ”HPOPMAITMOHHYIO CUCTEMY.

13. YTO U3 mepedrcieHHOTo MPOUCXOAUT MPH UCI0Ib30BaHNN RAID-maccuBoB?
a) [IpousBoauTcs nonHOE MHU(PpPOBAHUE TAHHBIX

b) ObecnieunBaeTcst 0oyiee BHICOKHIA YPOBEHB 3aIITUTHI OT BUPYCOB

c) IloBbimaercs HaIEKHOCTh XPAHEHUSI TAHHBIX

d) YBenuuuBaeTcss MakCHMaJIbHAs TIPOITYCKHASI CIIOCOOHOCTH CETH

14. 3aKkIIOYUTENIBHBIM 3TAlIOM TOCTPOEHUS CUCTEMBI 3AIIUTHI SIBISETCS ...
a) AHanu3 ysI3BUMBIX MECT;

b) [lnanupoBanue;

c¢) ObcnenoBanue;

d) ConpoBoxeHue.

15. Yto u3 mepeunciaeHHOro He UCTIONb3YeTCsl B OMOMETPUIECKON ayTeHTU(PUKaun?
a) PucyHok nmanuuisipHOro y3opa;

b) KnaBuatypHslii movepk;

¢) [InacTukoBast kKapTa ¢ MarHUTHOM OJIOCO;

d) Panyxnas o6osouka riasa.

16. K kakoif moacuctemMe He MPEAbABIIOTCS TpeboBanus B PykoBomsmiem mokymente «Kiaccu-
(buKays aBTOMaTU3UPOBAHHBIX CHCTEM M TPeOOBaHUI 10 3a1uTe HHPOPMALUN»?

a) yIpaBJIeHUs JOCTYIIOM;

b) peructpanuu u yuera;

C) TEXHUYECKOM 3aIuThl HHPOpMAIUH;

d) obecnieueHHs IETOCTHOCTH.

17. 3amuTa nHbOpMaLIUH 3TO:

a) JlessTenbHOCTH MO MPENIOTBPALICHUIO YTEUKU HHPOpMAINK, HECAHKIIMOHUPOBAHHBIX U HETpes-
HaMEpPEHHBIX BO3JECHCTBUI Ha HEE,

b) COBOKYITHOCTh MPaBWJI, PETIAMEHTUPYIOIINX TOPSIOK M YCIOBHSI JOCTYIa CyObekTa K nHpop-
MAaIuH U €€ HOCHUTEIISIM;

¢) I[Ipontecc cbopa, HaKoTUICHHS, 0OPaOOTKH, XpaHEHHs, pacIIpeAesICHUs U IMTOMCKa HH(popMaInu;

d) I[Momyyenue cyObeKTOM BO3MOKHOCTH O3HAKOMJICHUSI ¢ MH(OpMAIIHel, B TOM YHCIIe TIPU TOMO-
1 TEXHUYECKUX CPEACTB.

18. YpoBens 6e3omacHoctr C, cornacHo "OpaHXKeBOi KHUTE", XapaKTepU3yeTCs:
a) OTCyTCTBHEM YHPABIEHUS TOCTYIIOM.

b) [Ipon3BOIBHBIM yIIpaBIEHUEM JOCTYIIOM;

¢) [IpuHyaUTETHHBIM YIIPaBICHUEM JOCTYIIOM;

d) Bepudumupyemoii 6€30macHOCTHIO.

19. CBOMCTBO TOCTYITHOCTH JOCTUTAETCS 3a CUET MPUMEHEHHS MEp, HAIIPABJICHHBIX Ha MOBBIIIE
HUE:

a) AyTEHTUYHOCTH;

b) Henporusopeunsoctu;

¢) OTKa30yCcTONYMBOCTH;

d) HeoTtkasyemocTH.

20. KakyM TepMHHOM Ha3bIBACTCA 3aLUIAEMBbIE TOCYIAPCTBOM CBEICHHUS B 00JIACTH €r0 BOCHHOH,
BHEIITHEMOJIMTUYECKOM, YKOHOMUYECKOM, pa3BeIbIBATEIbHOM, KOHTPPA3BEAbIBATEIIbHON M ONEPATUBHOPO-
3BICKHOU JIeATEIHHOCTH, PACIIPOCTPAHEHHE KOTOPHIX MOXKET HaHeCTH yiiepO Oe3omacHocTu Poccuiickoit
denepanun?
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a) KonpunennuansHas napopmanus;
b) CekpeTtHast uH(pOpMaIus;

¢) Boennas Taiina;

d) l'ocymapcTBeHHas TaifHa.

14.1.3. TeMmbl KOHTPOJILHBIX padoT

Tema KoHTpOIBbHOH paboThl OcHOBBI MH()OPMAIIMOHHOM 0€301acHOCTH

1. Kakast u3 HMKENepeuucIeHHbIX 3aj1a4, U3JI0XKEeHHbIX B JlokTpuHe nH(popMalnoHHON Oe3omac-
HocTH Poccuiickoil @enepanyy, He OTHOCUTCS K 3aJjauaM IrOCyJapCTBEHHBIX OPraHOB B paMKax JEsTellb-
HOCTH TI0 00ecTrie4eHI0 HH()OPMAITMOHHON O€30ITaCHOCTH:

a) obecrieueHue 3alIUThl IPaB U 3aKOHHBIX WHTEPECOB IPAXAaH U OpraHu3aluuil B UH(QOpMaIMOH-
HOM1 cdepe;

b) oneHka cocTosHUS MHPOPMALMOHHONW 0€30MacCHOCTH, MPOrHO3UPOBAHUE U OOHApY)KEHUE UH-
(bOpMaIMOHHBIX yTpO3, ONPEeNICHUEe MPUOPUTETHBIX HANpPaBICHUN UX MPEAOTBPALLEHUS U JTUKBUIALUU
IIOCJIEJICTBUI UX MPOSIBICHUS;

C) IJIaHUPOBaHUE U pa3zpaboTKa Mep MO MPOBEACHUIO KHOEppa3Be10BaTEIbHBIX ONEpallHii;

d) opranuzanus 1esATENIbHOCTH U KOOPAMHAIMS B3aMMOJEHCTBUS cuil obecnieueHust MHpopMaru-
OHHOM 0€30I1aCHOCTH, COBEPILIEHCTBOBAHUE UX MPABOBOr0, OPraHU3aL[MOHHOT0, OIIEPaTUBHO-Pa3bICKHOTO,
pa3Be/bIBATENILHOTO, KOHTPPa3BEAbIBATEILHOTO, HAYYHO-TEXHUUECKOr0, HHPOPMAIIMOHHO-aHATUTHYECKO-
ro, Ka/IpOBOr0 M 3KOHOMHUYECKOIr0 00eCTIeUeHUS;

2. B cranmapre CHIA "Kputepun OleHKM rapaHTUPOBAHO 3alTUIICHHBIX BBIYUCIUTEIBHBIX CH-
CTeM B MHTepecax MuHUCTepcTBa 000poHbl CIIIA" B 3aBHCHMOCTH OT KOHKPETHBIX 3HAUYEHUH, KOTOPHIM
OTBEYAIOT aBTOMAaTU3UPOBAHHBIE CUCTEMBI, OHU PA3/EJICHbI Ha. .. a

) 5 xaccoB;

b) 4 rpynmsi;

¢) 3 MHOXXECTBA;

d) 2 noarpynmnsl.

3. YTo U3 HUXKENEPEUUCIEHHOTO HE OTHOCUTCS K IIEPEYHIO CBEICHUN KOH(PUIEHIIMAIBHOIO XapaK-
Tepa, yrBepxkaeHHoro [Ipesunentom Poccuiickoit denepanun?

a) CnyxeOHble CBEACHHUS, TOCTYIl K KOTOPhIM OTpaHMYEH OpraHamMH IOCyAapCTBEHHOW BJIACTH B
cooTBeTcTBUM ¢ ['paknanckumM kozpekcoM Poccuiickoit @enepanuu U denepaabHbIMU 3aKOHAMH (CITyxe0-
Has TaiiHa);

b) 3amuinaembie rocy1apcTBOM CBEACHUS B 001aCTH €ro BOGHHOM, BHEITHETIOJIMTHUECKON, IKOHO-
MHYECKOH, pa3BeIbIBATEIbHOM, KOHTPPA3BEAbIBATEIbHOM U ONEPATUBHO-PO3BICKHON JEATEIBHOCTH, pac-
IPOCTpaHEHHE KOTOPHIX MOXKET HaHecTH yiiepo 6e3onacHoct Poccuiickoit denepanmu;

c) CBenenusi, cBsA3aHHbIE C IPO(ECCUOHAIBHOMN NEeATENbHOCTHIO, JOCTYN K KOTOPHIM OIPAaHUYEH B
cootBercTBUM ¢ Konctutynuein Poccuiickoit deneparyu u ¢eaepalbHbIMU 3aKOHaMU (BpaueOHasi, HOTa-
pHasibHas, aJBOKaTcKasl TailHa, TallHa MEpenucKu, TeIePOHHBIX IEPErOBOPOB, MOUYTOBBIX OTIPABICHUH,
TesierpadHbIX WIM HHBIX COOOILEHUH 1 Tak Janee);

4. Crannapt CIIA «Kpurepun onieHKH rapaHTUPOBAHO 3aLIUILEHHBIX BEIUNCIUTEIbHBIX CUCTEM B
uHTepecax MuHucTepcTBa 000poHbl CIIA» Ha3bIBAIOT ...

a) «XenToi KHUTOIY;

b) «OpaHkeBbIM JOKYMEHTOM;

¢) «OpaHKeBOI KHUTOW»;

d) «KpacHbM ciuckom».

5. Monens yrpo3 6e3omacHoCcTH HH(POpMAIUU HE BKIIIOYAET B CEOs:

a) Onucanue nHGOPMAITMOHHOW CUCTEMBI U €€ CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEPHUCTUK;

b) Onmcanue yrpo3 6€30macHOCTH HHPOPMAIINH;

¢) Onucanrie BO3MOKHOCTEH HapyIIuTenei (MoeIb HAPYIIUTENS ), BOBMOXKHBIX ySI3BUMOCTEH HH-
(GhOopMaIIIOHHON CHUCTEMBI;

d) Craguu (3Tamsl paboT) CO3IaHUSI CUCTEMBI 3aIIUTH HHPOPMAIIMOHHOW CUCTEMBI.
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6. Ilpn MakeTHpOBaHWH W TECTUPOBAHWH CHUCTEMBI 3aIUTHl UHPOPMAIK HH(OPMAIIMOHHOHN CH-
CTCMBbI B TOM YHCJIC OCYHICCTBIISAIOTCA:

a) [IpoBepka pabOTOCTIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEJCTB 3aIIUThl HHPOPMAIIUN
C I/IH(bOpMaI_[I/IOHHBIMI/I TCXHOJIOTUAMU U TCXHUYCCKHUMU CPCACTBAMMU,

b) YcraHoBka cpeacTB MOHUTOPUHTA CETEBOM MHPPACTPYKTYPHI;

¢) PazpaboTka MOKyMEHTOB, OIMpENeNSIIONINX MPaBUIa M MPOIEAYPHI, Pealu3yeMble ONepaTopoM
JUTsE 00ECTICYCHUS 3aIlIUThI MHPOPMAIIMU B HH(OPMAIIMOHHON CUCTEME B XOZIE €€ IKCILTyaTallHiH;

d) BHenpenue MOKYMEHTOB, periaMEHTHPYIOUINX OpraHU3allMOHHbIE MEpHI MO 3ammTe uHpopMma-
11y;

7. Meronnueckuit nokymeHT ®CTIK Poccun «Metoauka onpenenenus 6e3omacHocTr nHpOpMa-
MU B MTHPOPMAIIMOHHBIX CHCTEMaX» MPUMEHSETCS COBMECTHO C:

a) bazoif maHHBIX ys3BUMOCTEH, pazpabortanHoi DenepanbHON cy)0oi Oe3omacHocTn Poccwmii-
ckoil denepanuun

b) bankom nanHHbBIX yrpo3 Oe3omacHoctd uHGopmanuu, chopmupoBanHbiM DPCTIK Poccun
(ubi.fstec.ru);

¢) ObmenocTymHOM 6a30il TaHHBIX KOMITBIOTEPHBIX YTPO3;

d) Ilepeunem cBeneHU KOHPHUIESHIIMATHLHOTO XapaKTepa.

8. AHanu3 ysi3BUMOCTEH HH(OPMALIMOHHOM CUCTEMBI TPOBOIUTCS B LEIISAX:

a) O1leHKH BO3MOYKHOCTH TPEOJIOJICHUST HAPYIIUTENIEM CUCTEMBI 3aIIUThl HH(popManuu nHpopma-
IIMOHHOW CHCTEMBI U MPEOTBPALCHHS PeaTU3aliK yrpo3 6e30MacHOCTH HH(OpMALINH;

b) Onenku 3¢ (PeKTUBHOCTH HUCITOJIB30BAHUS TTOJUTUK pa3TpaHUUYCHUS JOCTYIIA;

¢) OnTUMHU3aLUHU TIPOU3BOAUTENIEHOCTH POTrPAMMHO-ANIAPATHBIX CPEACTB 3aIUTH HH)OPMAIIUH;

d) CermenTaruu nHGOPMAIIMOHHON CUCTEMBI.

9. CucteMHBIHN TMpolecC MONTYYeHUsS] OOBEKTUBHBIX KaU€CTBEHHBIX M KOJIMUYECTBEHHBIX OLEHOK O
TEKYIIeM COCTOSSHUM HWH()OPMAMOHHOW O€30MacHOCTH KOMITAHUU B COOTBETCTBHH C OMPEACIEHHBIMU
KPUTEPUSMHU U TIOKa3aTeIsIMU 0€30M1aCHOCTH Ha3bIBACTCS:

a) ATrecranus;

b) Aymur;

¢) Ceprudukanus;

d) [Tenrecr.

10. YTo M3 HMKETIEPEUHCICHHOTO HE OTHOCHUTCS K MEKIYHAPOIHBIM METOAMKAM TPOBEICHHS Te-
CTUPOBAaHHA HAa NPOHHUKHOBCHHUC, OPUCHTUPOBAHHBLIX HAa MOACIIMPOBAHUC aTAK, HAIIPABJICHHBIX Ha CCTC-
BYIO HHPPACTPYKTYpPY OpraHU3aINH:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

14.1.4. MeToau4ecKkue peKoMeHIaluu

Y4eOHbIi MaTepuall u3naraeTcsi B popme, MPEArnoIararoneil caMoCTOsSTeIbHOS MBIIUICHHE CTY-
JIEHTOB, camooOpa3oBanue. [Ipu 3ToM caMocTosiTeNibHAs paboTa CTYIACHTOB UTPAET PELIAOUIYI0 POJib B
X0J1e BCEro y4eOHOro Ipoiecca.

HauaTth M3yuyeHue MUCHUILIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ pabouell mporpaMMoii, CIUCKOM
y4e0HO-METOJMYECKOro U MporpamMmHoro obecrneueHus. CamocrositenbHas padoTa CTy[JeHTa BKIIOYAET
paboTy ¢ yueOHBIMU MaTepHUajaMu, BBHIIIOJHEHHE KOHTPOJIbHBIX MEPOIPHUATHH, IPEIyCMOTPEHHBIX yueO-
HBIM IIJIaHOM.

B mpouecce nzydeHus AUCUMILIMHBI Ui JTYYIIEr0 OCBOCHUS MaTepuana HeoOXOIUMO PEryiasipHO
oOpalarbCcsi K peKOMEHyeMOH JIUTepaType U UCTOUHUKAM, YKa3aHHBIM B y4€OHBIX MaTepuaiax; MoJjib30-
BaThCsl yepe3 KaOWHET CTYJIeHTa Ha caiiTe YHHBepcuTeTa 00pa30BaTelIbHBIMH pPECypcamMH 3JIEKTPOHHO-
OMOMMOTEYHON CHUCTEMBI, a TaKXe OOIIEJTOCTYMHBIMH HHTEPHET-IIOPTAIaMH, COACPKAIIMMHU HaydyHO-
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HOMYJISIPHBIC U CTIEHUAIN3UPOBAHHBIC MaTEPUAIIbI, TOCBAIIEHHBIC PA3TMYHBIM aCIIeKTaM y4eOHOH AUCIH -
TUTHBI.

[Tpu caMOCTOATETFHOM U3YYEHUHU TEM CIIEAYHTE PEKOMEHAALUSAM:

- YTEHHE WM MPOCMOTP Marepuaja HeoOXOIMMO OCYHIECTBIATh MEUICHHO, BBIIEINSAS OCHOBHBIC
UJIeW; HA OCHOBAaHMHU M3YYE€HHOT'O COCTaBUTH Te3HChl. OCBOMB MaTepuall, MOMbITATHCSI COOTHECTH TEOPHUIO
C IPUMEpPaMH U3 TPAKTUKY;

- €CJIM B TEKCTE BCTPEYAIOTCS TEPMHUHBI, CIEIyeT BBIACHUTHh MX 3HAYCHUE JJIS TIOHUMAHUS Jajh-
HEWIlIero MaTepuana;

- HEOOXOIMMO OCMBICIIMBATh IPOYUTAHHOE U U3YYEHHOE, OTBEYATh Ha MPEI0KEHHBIE BOIPOCHI.

CTyzaeHTBl MOTYT TOJIydaTh MHAWBUAYaJbHbIC KOHCYJIBTAIMH C HCIIOJIb30BAaHUEM CPEACTB Tele-
KOMMYHUKAIHH.

[lo pucumIuIMHE MOTYT IPOBOANTHCS JJONOIHUTEIBHBIC 3aHATHS B (popme BeOnHapoB. Pacnincanue
BeOMHAPOB MyOIMKYyeTCs B KaOMHETEe CTYJICHTa Ha caiiTe YHUBEpcUTeTa. 3arich BeOMHapa ImyOlIuKyeTcs B
AIIEKTPOHHOM KypcCe IO AUCIUIUINHE.

14.2. TpeOoBaHus K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
s aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M1 MHBAJUIOB MPEIyCMOTPEHBI TOTOTHH -
TEJIbHBIC OLIEHOYHbIE MaTepUalIbl, IEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLIEHWBAHUS ISl JIUI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 HUHBAIUIOB

Kareropun Bunbl 10NOAHUTETBHBIX OLEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
00y4JaroLIXCsl MaTepHasoB pe3ynbTaToB 00y4eHUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

C napyueHusmMu
ciyxa

[IpenMy111eCTBEHHO MMCHMEHHAs
IIPOBEPKa

C nmapymenussimu | CobecesioBaHHe 10 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO YCTHas MPOBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapyuieHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHbIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMU
ammapata 3a4ery
C orpannuenusiMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
OO0IIEeMeTUITTHCKIM paboThI, BOTIPOCHI K 34Ty, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. MeTroauyeckue peKOMEHIAUMH 110 OLEHOYHBIM MATEepPHaIaM JIsl JIUL € OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis M ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMATPHUBACTCS JI0-
cTynHas (hopMma Mpe0CTaBICHUS 3aJaHUI OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 33/1aHUS BCIYX;

- IIPEJOCTABIICHUE 3a/1aHUsl C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jluam ¢ OrpaHMYeHHBIMH BO3MOXHOCTSIMU 3/I0pOBbsI M MHBAJIMJAM YBEIMUYUBAETCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakuxX 00y4aromuxcsi MpeIycMaTpiuBaeTCsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- MUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OrPAaHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-
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Bbsl M1 MHBAIMJOB M0 JUCLUIUIMHE MpeIyCcMaTpUBAET MpeAocTaBiIeHue nHpopmManuu B Gopmax, aJanTH -
POBaHHBIX K OTPAHUYCHUSM X 370POBBS i BOCTIPUATHS HHPOPMAIINH:

JI1s1 i1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPHUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU opme.

[Tpy HEOOXOMUMOCTH /IS JIUI] C OTPAHUYCHHBIMHA BO3MOXXHOCTSIMH 3/I0POBbS 1 MHBAJIUIOB TIPOIIE-
Jlypa OIICHUBAHUsI PE3yJIbTaTOB 00yUICHHUST MOXKET MPOBOUTHCS B HECKOIBKO ATAIOB.
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