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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dbopMHUpOBaHUE Y CTYACHTOB MPEJICTABICHUNA O MPAKTUYCCKOM HCIOJIb30BAaHUHM KpHUHTOrpaduye-
CKHUX METOJIOB 3alllUThl MH(OPMAIMU IS PEIICHUS OTICNBHBIX 3ajau oOecrneueHus UH()OPMAMOHHON
0e30MacHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUNITOTPAPUIESCKIX METOJIOB 3aIIUThHI HHPOPMAITUH;
—  HM3YYHUTh OCHOBHBIC KPHUIITOrpauuIeCKUe MPOTOKOIBI;
—  M3YYHTh HHPPACTPYKTYPY OTKPHITOTO KJIF0YA

2. Mecto mucuuniuebl B ctpykrype OIIOII

Hucuunnuna «IIpuknaanas xpunrorpadus» (b1.B.03.02) otnocutcs x 6moky 1 (BapuatuBHas
YacTh).

[TpenmecTByOUMMHI TUCHUIUIMHAMU, (POPMUPYIOIIMMH HadalibHble 3HaHUS, sBIsIOTCS: bezonac-
HocTh ceteld OBM, Kpuntorpadguueckue Metoas! 3amuThl HHGopMaruu, OCHOBBI HH(POPMALIMOHHOM 6e3-
OIaCHOCTH.

[Tocnenyomumy AUCUUIUIMHAMU SIBISIOTCS: 3alUTa BBITYCKHOW KBAIM(UKAIMOHHONW paloThI,
BKJIIOYasl MOATOTOBKY K MPOLIEAYPE 3aIIUThI U IPOLEAYPY 3aILUTHI.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Iponecc n3ydeHus QUCIUIUIMHBI HATIPaBJIeH Ha (YOPMHUPOBAHUE CIETYIOIINX KOMIETCHITUH:

— IIK-3 cnocoGHOCTBIO IPOBOAUTH aHAIHM3 3AILUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM;

— TIK-14 criocoGHOCTBIO MPOBOIUTH KOHTPOJIBHBIE MPOBEPKU pabOTOCTIOCOOHOCTH MPHMEHsIE-
MBIX MPOTPAMMHO-AIMAPATHBIX, KPUIITOTPAQUIECKUX M TEXHUIECKUX CPEJICTB 3aIUThl HH()OPMAIIHH;

— TIK-25 cnocobHoCThIO 06ecnieunTh 3(h(HheKTUBHOE IPUMEHEHNE CPEICTB 3aIIUThHI HHPOPMALHU-
OHHO-TEXHOJIOTHUECKUX PECYpCOB aBTOMAaTH3HPOBAHHOW CHCTEMBI U BOCCTAHOBJICHUE UX PabOTOCIIOCO0-
HOCTH IIPY BOSHUKHOBEHHHU HEHITATHBIX CUTYALHUi;

— TIK-26 criocoOHOCTBIO aIMUHUCTPUPOBATH MOJCUCTEMY HWH(POPMALIMOHHONM 0€30MacHOCTH aB-
TOMaTH3HUPOBAHHOM CHCTEMBI,

B pesynbpTare u3ydeHus IUCIHUIITMHBI 00YJalOMIUNACS TOJIKEH:

— 3HATh OCHOBHBIC KPUNTOTPa(hUIECKHUE METO/BI, AITOPUTMBI, IIPOTOKOJIBI, HCTIOJIB3YyEMbIC IS
obecrieueHnst 6€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.

—  yMeTb 3(p(HeKTUBHO HCIIOIB30BATH KPUNTOrpahUIECKHEe METOBI U CPECTBA 3aIUTHI HH(POP-
Maluy B aBTOMaTU3UPOBAHHBIX CHCTEMaX.

—  BJIa/IeTh HAaBBIKAMU UCIIOJIb30BaHUS THIIOBBIX KPUNITOIPAPUUECKUX aJITOPUTMOB.

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO01ast Tpy10€MKOCTb JUCHUIUINHBI cocTaBisieT 3.0 3aUeTHBIX eIMHMIIBI U IIPECTaBIeHa B Ta0Ouu -

ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIHHBI

Bunbl yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl

7 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 52 52
Jleknun 18 18
[IpakTnueckue 3aHATHS 10 10
JlaGopartopHbie pabOThI 24 24
CamocrosTenbHas paboTa (Bcero) 56 56
Odopmienue oT4eToB 1o Ja00paTOpHBIM paboTam 34 34
IIpopaboTKa JEeKIMOHHOTO MaTepuana 12 12
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[ToaroroBka Kk MpakTUYECKUM 3aHATUAM, CEMUHApAM 10 10
Bcero (6e3 ax3amena) 108 108
OO01mast Tpy1I0eMKOCTb, 4 108 108
3auetHbie EquHutib 3.0 3.0
5. Conep:xanne TUCUMILITHHBI
5.1. Pa3zaenbl AMCHUIIMHBI U BUABI 3AHATHI
Paznensl AMCUMITITMHBL U BUABI 3aHATUI NpUBEICHBI B Tabmwuie 5.1.
Tabauna 5.1 — Pa3aensl AMCHMIUIMHBI U BUJIBI 3aHATUN
Bcero
Mpax. | Jia6. Cani. | 1COB DopmupyeMsl
HazBanus pa3nenoB IuCIUTIITHHBI Jlek., u (6e3 e
3aH., 9 | pab., 9 | pab., q
9K3aMe | KOMIIETEHIIUU
Ha)
7 cemecTp
1 Kpunrorpaduueckue mpoToKoIbl: 00- 2 2 10 14 28 |IIK-14, I1K-
IIHe MOHSTHUS. 25, I1IK-26,
[1K-3
2 IIpoTokoIbl pacripeaeeHus KIoJe. 2 2 2 10 16 |IIK-14, ITK-
25, IIK-26,
[1K-3
3 UndpacTpyKTypa OTKPBITHIX KITIOUEH. 6 4 12 16 38 |IIK-14, TIK-
25, TIK-26,
[1K-3
4 TIpoTOoKOsIbI MIACHTU(DUKALIUY U AyTEH- 4 0 0 4 8 [1K-14, TIK-
TUUKAIIH. 25, I1K-26,
[1K-3
5 be3omacHeli kaHan oOMeHa cOOOIIeHHU- 2 2 0 6 10 |IIK-14, IIK-
SIMH. 25, IIK-26,
IK-3
6 IIpakTHyeckue acreKThl pean3aluu 2 0 0 6 8 [1K-14, TIK-
CPENICTB KPUMNTOIPaPUIESCKOM AU THI 25, T1IK-26,
uHpOpMaLnH. I1K-3
Hroro 3a cemectp 18 10 24 56 108
Hroro 18 10 24 56 108
5.2. Coaep:xanue pa3aejioB JMCHUILIHHBI (110 JIEKIIASIM)
ConeprkaHue pa3aesioB TUCIUTLINH (TI0 JIEKIHUIM) IPUBEICHO B TabiuIe 5.2.
Tabmuua 5.2 — ComeprkaHue pa3ienaoB TUCIUILIKH (TIO0 JISKITHSIM)
Hassamms pasienios Copeprkanue pa3aesioB JUCHUILIUHEL (0 | TpynoemkocTs, | DopMupyemblie
JICKITUSIM) q KOMITETEHIIUU
7 cemecTp
1 Kpunrorpadpuueckue |[loHsTHE KpUnTOrpagueckoro npoToKoa. 2 [1K-14, TIK-3
MIPOTOKOJIBI: O0IIHE Pois xpunTorpadguaeckux mpoTOKOIOB B CH-
MOHATHUS. cTemax 3aiuTsl nHpopmaruu. OCHOBHbBIEA-
TaKu Ha KpUNTOrpaduIecKue MpOTOKOIIbI
Hroro 2
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2 IIpoTokosbl VYnpaBiienne ceKpeTHbIMU Kiltouamu. Pac- 2 [1IK-14, TIK-25

pacrpeneneHus MPEAEIIEHUE CEKPETHBIX KITFOUEH.
K 78
(S Vitoro
3 Undpactpykrypa IToHsITHE DNEKTPOHHOMN MOANKCH. YTIpaBie- 6 [TK-25, TIK-26
OTKPBITBIX KIIFOUEH. HUE OTKPBITBIMU KTtouyaMu. OCHOBHBIE

KOMITOHEHTBI HHPPACTPYKTYPhl OTKPBITHIX
kitoueid. [lonarue ceprudukara OTKPBITOTO
KJIF0Ya. YIOCTOBEPSIOMINI HEHTP. APXUTEK-
Typa HHPPACTPYKTYPhI OTKPHITOTO KITFOYa

Hroro
4 TIpoToKobI [IpoToxosnbl HaeHTU(PUKAUN HA OCHOBE Ia- 4 [1K-14, T1K-25,
UACHTUDUKAIINHA | poJIeH, MPOTOKOJBI «PYKOMOKATHS U THIIA ITK-26
ayTeHTH(HKALNH. «3anpoc-oteeT». [ToHsITHE TPOTOKOIOB UH-

TEPAaKTUBHOIO JOKA3aTeIbCTBA U J0Ka3a-
TeNbCTBA 3HaHUS. [IpoToKombl naeHTH(HUKA-
L[UM HA OCHOBE IIPOTOKOJIOB JI0KA3aTeIbCTBA
3HAHUSA C HYJIEBBIM Pa3IVIallICHUEM.

Hroro 4

5 bezonachsif kanan | [locTpoenue 6e30macHOr0 KOMMYHHUKAIU- 2 I1K-14, TIK-3
oOMeHa COOOIEHUSIMH. | OHHOTO KaHajla Ha OCHOBE KpHITorpagduyie-
CKHUX aJITOPUTMOB.

Hroro 2
6 IlpakTuueckue [TpoGaemsbl peanuzanuu KpunTorpadpude- 2 [1K-14, TTK-25,
ACIIEKThI peAIM3aUN | CKUX AJITOPUTMOB. | eHepanus cirydaiHbIX I1K-26, I1K-3
CPEICTB yycell. 3aimTa OT YTeUkd HH(opMaluu.
KpHUITOorpadudecKoi Wrtoro 2
3aIuThl HHGOPMAIUH.
Hroro 3a cemectp 18

5.3. Pa3nenbl JMCHMILNIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (PeAbl Ty IIUMHU)
U o0ecnieynBaeMbIMH (MOCJIETYIONIUMH) TUCHUIIHHAMU
Paznmenpl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECTICUMBAOIIMMHU (TIPEABIAYIIUMH) U
obecrieunBaeMbpIMHU (TTOCIIETYIONTUMHA ) AUCITUTUTMHAMHE TIPEJICTAaBICHBI B TabuIe 5.3.
Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXANCIUILTMNHAPHBIC CBSI3U

Ne pasaciion HaHHOﬁ JAUCHUIUIUHEBI, JJIS1 KOTOPBIX HCO6XOIII/IMO

HauMeHOBaHME UCIUILITHH U3y4eHHe 00ECTICUYMBAIONINX M 00ECIICUNBACMBIX JUCIUTUINH
1 2 3 4 5 6
[IpeniecTByrONME AUCIUTUIAHBI
1 BezomacHocts cereit OBM + +
iﬁ;ﬂ;ﬁlﬁi(bnquKHe METOIBI 3alIUThI n n n n n n
3 OcHOBBI HH(OPMAITMOHHOH Oe3011ac- N N n

HOCTH

[Tocnenyromue TUCIUTIITUHBL

1 3amuTa BEIMYCKHON KBaNU()UKAIIMOH-
HOM paboThl, BKIIIOYAs MOJTOTOBKY K
IIPOLEAYPE 3aIUUTHI ¥ IPOLEAYPY 3aLH-
TBI
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5.4. CooTBeTCcTBHE KOMIIETEeHUM I, opMHUPyeMbIX TP M3YyYEeHUH TUCHUILIUHBI, 1 BU0B 3aHATHI
CootBercTBHE KOMIETEHUUH, (HOPMUPYEMBIX MpPHU H3YyYECHUM AUCLUUIUIMHBI, W BHJIOB 3aHATUN
npezcTaBiIeHo B Tabmuie 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMITETCHIINHA, (POPMUPYEMBIX MTPU W3YYCHUHU NTHUCHIUILIAHBI, U BUJOB 3aHs -

TN
Komrteren Buns! 3anaTHii
DOpMBI KOHTPOJIA
nuu Jlek. [Ipak. 3aH. JIab. pad. Cawm. pa6.

I1K-3 + + + + OtyeTt no nabopaTopHoOi pa-
6ote, 3auéT, Tect, OTUeT MO
MPAKTUYECKOMY 3aHSITHIO

IIK-14 + + + + Otuet no nabopaTopHoOii pa-
oote, 3auéT, Tect, OTUeT o
MPAKTUYECKOMY 3aHSITHUIO

ITK-25 + + + + OtyeT no nabopaTopHOi pa-
6ote, 3auéT, Tect, OTUeT 1O
MIPAKTHYECKOMY 3aHSATHIO

[1K-26 + + + + Ot4er no 1aboparopHoii pa-
oote, 3auéT, Tect, OTUeT MO
MPaKTUYECKOMY 3aHSITHIO

6. UnTepakTHBHBIE MeTOAbI U (JOPMBI OPraHU3aANNH 00yUEeHUsI
He npenycmorpeno PVYII.

HaumenoBanue nabopaTtopHbIX padoT npuseneHo B Tabnuue 7.1.

7. JlabopaTtopHble paGoThl

Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHbIX paboT
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Tpynoemkocts, | Dopmupyemsie
Ha3zBanus paznenos HanmenoBanwue 1ab0paTtopHBIX padboT pYA ’ PMHPY
q KOMIIETEHIH
7 cemecTp
1 Kpunrorpaduueckue | Kpunrorpapudeckue paitioBpie CHCTEMBI. 2 [1K-14, T1K-25,
IPOTOKOJIBL: 001IHe [udposannas ¢aitnosas cucrema Windows I1K-26, I11K-3
TIOHATHA. Kpunrorpaduueckue haiioBsie CHCTEMBI. 2
Mudposanue aucka BitLocker
[Indposanne nuckoB VeraCrypt
Kpunrorpaduueckue haiiioBbie CUCTEMBI.
udposannas ¢aitiosas cucrema Linux
Utoro 10
2 IIpoTokosbl CpencrBa kKpunrorpaduyecKoi 3auThl HH- [1K-25, I1K-26
pacrnpeesneHus bopmanuu
KJIFOUYeH. Wroro
3 Undpactpykrypa Hactpoiika ynocToBepsIoIero LeHTpa. I1K-14, I11K-25,
OTKPBITBIX KIIFOUEH. Kpocc-cepTrbUKAIIs YI0CTOBEPSIONIHX [1K-26, T1K-3
LIEHTPOB
[TocTpoenue nepapxm4eckor MOENIH 10Be- 4
pHs YIOCTOBEPSIOLINX LIEHTPOB.
Hroro 12
Hroro 3a cemectp 24
6



8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HanmMeHnoBaHMe MpakTUUECKUX 3aHATHH (CEMHUHAPOB) MpUBEIeHO B Tadmmie 8.1.
Tabmuua 8.1 — HaumeHOBaHME MPAKTUUECKHUX 3aHATUH (CEMHUHAPOB)

HaunmeHnoBaHMe NpakTUYECKUX 3aHATHU Tpynoemkocts, | PopMupyemblie
HasBanus paznenos
(cemuHapoB) q KOMITCTCHITH
7 cemecTp
1 Kpunrorpadpuueckue | AHaau3 ys13BUMOCTEN MPOCTEHIINX KPUIITO- 2 I1K-14, I1K-3
MIPOTOKOJIBI: O0IITHE rpauIecKux MPOTOKOJIOB.
MIOHSITHSL. Wroro P
2 IIpoTokosnbl [Tpumenenue MOK Ha aBTOMaTU3UpPOBAHHOM [TK-25, TIK-26
pacnpeneneHus pabouem MecTe
KITFOU€il. Vroro
3 UndpacTtpykrypa [Tpumenenne MOK B kiMeHTax 3JIEKTPOHHOMN [TK-25, TIK-26
OTKPBITBHIX KITFOYEH. MIOYTBI
CrpykTrypa cepTu(rKaToB OTKPHITOrO KIH04a 2
Hroro 4
5 bezonacHseiii kaHan | M3ydenue npotokona [Psec 2 [TK-25, T[IK-26
00MEHa COOOIICHUAMM. | 7 oro 7
Hroro 3a cemectp 10

9. CamocrosiTesqibHasi padoTa
Bunel camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIMH IPEICTABICHbI B

Tabimie 9.1.
Tabmura 9.1 — Bugbel caMoCTOSTEIbHOM paboThI, TPYIOEMKOCTh B (DOPMUPYEMbIE KOMIIETCHIHH
Bunawr camocTostensHOM | TpynoeMKocTh, | DopMupyeMbIe
HasBanus pasnenos g PyA PMHDPY @OopMBI KOHTPOJIS
paboTHhI q KOMIETEHITUN
7 cemecTp
1 [ToaroroBka k mpakTuye- 2 IIK-14, IIK-25, |3auét, OTueT 110 Ja-
Kpunrorpadudecku | CkuM 3aHATHSIM, CEMHHA- I1IK-26, IIK-3 | 6opaTopHoii padoTe,
€ IIPOTOKOJIBL: pam OtyeT no npakTuye-
oO01IHe MOHSATHSL. TpopaGoTKa NEKIHOHHO- 2 E:rKOMy 3aHATHIO,
ro Marepuaina ect
OdopmieHne 0TYETOB TI0 10
nabopaToOpHBIM paboTam
Hroro 14
2 IIpoTokosbl [TpopaboTka JIEKITMOHHO- 2 [1K-25, TIK-14, |3auét, OTyeT 1o Ja-
pacnpeneneHus ro Marepuaina [1K-26, I[IK-3  |6oparopHOii paboTe,
IHOACH. OdopmiteHre 0TYETOB TIO 8 Tect
nabopartopHbeIM paboTam
Uroro 10
3 Undpactpykrypa |[loaroroBka k nmpakruue- [1K-14, TIK-25, |3auét, OTuer mo na-
OTKPBITBIX KIIFOUEH. |CKUM 3aHATUSAM, CEMHUHA- I1K-26, IIK-3  |6oparopHoii paboTe,
pam Otuer 1o npaxkTuye-
[TpopaboTka JTeKIHOHHO- 2 CKOMY 3aHATHIO,

ro Mmarcpuajia

Tect
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OdopmiteHre 0TYETOB TIO 12
nabopaTtopHbIM paboTam
Hroro 16
4 TIpoTOKOIMBI [ToaroroBka k mpakTuye- IIK-14, IIK-25, |3auét, OtueT 110
UICHTU(DHUKAIIMA U | CKUM 3aHSITHSIM, CEMUHA- I1K-26, I1K-3 MPAKTUYECKOMY 3a-
ayTeHTU(UKAIUU. | paMm Haturo, Tect
[TpopaboTka neKInOHHO- 2
ro MaTepuasa
Hroro
5 be3zomnacHbIi [ToaroroBka k mpakTuye- IIK-14, IIK-25, |3auét, OTueT 110
KaHall o0OMeHa CKHUM 3aHSTHAM, CEMHUHA- [1K-26, TIK-3 | mpakTudyeckomy 3a-
COOOILIEHUSIMHU. pam ustuto, Tect
[TpopaboTka JIeKITMOHHO- 2
ro MaTepuasa
Hroro
6 [IpakTnueckue [TpopaboTKa JEeKITMOHHO- I1K-14, I1K-25, |3auét, OTueT no na-
ACIIEKThI ro Marepuaya ITK-26, IIK-3 | 6opaTopHoii padoTe,
peasatim OdopmieHre OTYETOB TI0 4 Tect
CpeacTs JabopaTOpHBIM paboTam
KpHUITOrpadhuIecKo
U 3aIUTHI Hroro 6
UH(pOpMAIIH.
Hroro 3a cemectp 56
Hroro 56
10. KypcoBoii npoekTt / KypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBas cucremMa Jisi OlleHKH YCIIeBAeMOCTH 00yYAIOIIUXCS

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuma 11.1 — bayuibHBIC OIIEHKH TSI 2JIEMEHTOB KOHTPOJIS

. . MaxkcumanbHbIN
. MaxkcuMabHBIH MaxkcuMaTbHBIH
DneMeHTbl yueOHOI OaJwn 3a mepuoj Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamnn 3a nepuon
NEITENbHOCTH mexay 2KT u na ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
3auér 20 20
OTueT o mabopaTopHOi 20 10 15 45
pabote
OT4er 1o NpaKkTUIECKOMY 5 10 10 25
3aHATHUIO
Tect 10 10
Hroro makcumyM 3a nepu- 25 20 55 100
Oon
Hapacraromum utorom 25 45 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH

[TepecueT 0aTOB B OIIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
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Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

bainel Ha 1aTy KOHTPOJIBHOW TOYKHU Onenka

> 90% ot MakcuManbHOU cyMMBbl OamioB Ha gaty KT 5

Ot 70% no 89% ot makcumasbHOM cymMmbl OaiioB Ha aaty KT

4
Ot 60% 10 69% OoT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT 3
2

< 60% oT MakcuMaIbHOU cCyMMBbI OaioB Ha naty KT

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[Tepecuer cymMMBI 0aJIOB B TPaIUIMOHHYIO M MEXIYHAPOAHYIO OLIEHKY NPEACTaBIeH B TalOmuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OLICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YYMTBHIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouens xoporiiio)

4 (xopoI10) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnetrBoputTeiabHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaentio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecnevyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa

1. Ocwunsn B. O. Kpuntorpadus B 3a7adax u ynpaxseHnusx. - M. : 'emnoc APB , 2004. - 143[1]
c. (Hammmuue B 6uomoteke TYCVYP - 50 3k3.)

2. Psab6ko, b. . Kpuntorpadudeckne mMetoapl 3amuThl HHGOpMaUu [DIEKTPOHHBIA pecypc]:
yuebHoe nocobue / b. f. Pabxo, A. H. ®uonos. — 2-e u3a., crep. — Mocksa : ['opsuast munus-Tenexom,
2017. — 230 c. — ISBN 978-5-9912-0286-2. — Pexum noctyma: https://e.lanbook.com/book/111097
(mata obpamenwus: 17.02.2021).

3. OcHOBBI HHPOpPMALIMOHHOW Oe30macHOCTH : YuyebHoe nmocobue ais By30B. - M. : I'opsiuast u-
Husi-Tenexom , 2006. - 544 c. (manuuue B 6ubmuoreke TYCVYP - 81 7k3.)

12.2. lonotHuTEIbHAS JIUTEpaTypa

1. ®omuués, B. M. Kpunrorpapuueckne metosns! 3amuTthl nHGopMarmu B 2 4. Yacte 1. Mare-
MaTU4eCKHe acleKThl [ DNeKTpoHHbIN pecypc]: yueOHuK ams By3oB / B. M. domuués, /1. A. MenbHUKOB ;
nox penakmnueit B. M. ®omuuéBa. — Mocksa : UznarensctBo FOpaiit, 2020. — 209 c¢. — (Bricuiee 006-
pasoBanue). — ISBN 978-5-9916-7088-3. — Tekcr : »nekTpoHHBIH — Pexum npoctyna:
https://urait.ru/bcode/450820 (nara obpamenus: 17.02.2021).

2. ®omuués, B. M. Kpuntorpapuueckne mMeroasl 3ammrtel nHGopmaruu B 2 4. Yacte 2. Cu-
CTEMHBIC M MPHUKIIAJHbIC aCMEKThl [ DIEeKTPOHHBIN pecypc]: yueOHUK it By30B / B. M. ®omuués, . A.
MenbHukoB ; noxa pepakuued B. M. ®omuuéBa. — Mocksa : U3parensctBo IOpaiit, 2020. — 245 ¢. —
(Beicmiee o6pazoBanue). — ISBN 978-5-9916-7090-6. — Tekct : anekTpoHHBIT — Pexum mgoctyma:
https://urait.ru/bcode/451486 (nara obpamenus: 17.02.2021).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUH

12.3.1. O0s3aTenbHbIC y4eOHO-MeTOAMYECCKHE TOCOOHS
1. Esctorun O.0. Kpunrorpaduaeckue MeToabl 3amuThl HHPOpMANUU [ DIEKTPOHHBINA pecypc]
[DNeKTpOHHBIN pecypc]: METOMUYECKUE YKa3aHUs 7S BBIMOJHEHUS MPAKTHUECKUX U CaMOCTOSTEIbHBIX
pabotr [DnextponHsii pecypc]. — 2014, — Pexum goctyma: — Pexum  gocrtyna:
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http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa obpamenwns: 17.02.2021).
2. Escrotun O.0. Ilpuknannas kpunrorpadus [IAEKTPOHHBIN pecypc] [DAeKTpOHHBIN pecypc]:
METOIMYECKHE YKa3aHHs JUIs BHIIIOJIHEHUS JTa0OPATOPHBIX U CAMOCTOATENBHBIX padOT [DNEKTPOHHBIH pe-
cypc]. — 2014. — Pexum JIOCTYyTa: — Pexxum JIOCTyMa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (nata oopamenwns: 17.02.2021).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIMI C OTPAHMYEHHBIMHU BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUECKUE MaTepHallbl IJIsi CAMOCTOSTENILHON M ayAUTOPHOW pabOThl 00ydaroIuXcs
W3 YUCIa JUIl C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3/I0POBBSI M1 HHBAIHJIOB MIPEIOCTABIAIOTCS B (hopMax,
aJaNTHPOBAHHBIX K OTPAHUYCHUSM UX 3/I0POBbS U BOCTIPUATHUS UHPOPMAIIHIH.

JLJist i1 ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

JLJ1s1 JIMI ¢ HAPYIIEeHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

JlJist I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

12.4. TIpodeccuonaabHbIe 6a3bl JAHHBIX H HHGOPMAIIMOHHBIE CTIPABOYHBIE CHCTEMBI
1. http://www.elibrary.ru - HayuHast 371€KTpOHHast OUOIMOTEKA;

2. http://www.edu.ru - BeO-cailT cuctemsl (henepaibHBIX 00pa30BaTEIHHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBarenbHbIi MOpTaI (paKkyabTETa 6€30MACHOCTH;

4. https:/fstec.ru/ - @enepanibHas ci1yx0a 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

12.5. llepuoanyeckue u3IaHus
1. Wudopmarus u O6e30MacHOCTh [DNEKTPOHHBIH pecypc]: HaydHbId >KypHaI. - BopoHex :
BI'TVY . - Xypnan Berxomut ¢ 1998 r. — Pexum noctyna: https://elibrary.ru/title_about.asp?id=8748 (nara
obpamenus: 17.02.2021).

13. MaTtepuaibHO-TEXHMYECKOE O0ecneyeHue JUCIUILJIMHBI U TPpedyeMoe MpPorpaMMHoe
ol0ecreueHue

13.1. O6uue TpedGOBaHUA K MATEPHAJIBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00€eCIIeYCHHIO
AUCHHUTIMHBI

13.1.1. MaTepuaJIibHO-TeXHHUYECKOE U POrPAMMHOE o0ecnevyeHue IJIsl JIEKIIMOHHBIX 3aHATHH
Jlyist mpoBeieHus 3aHATUH JICKIITMOHHOTO TUIIA, TPYIIIIOBBIX U MHIWBUYyaTbHBIX KOHCYJIBTALIUH, T€-
KYILIETO0 KOHTPOJIS ¥ MMPOMEXYTOYHON aTTeCTAllMU UCIIONIb3YyeTCsl yueOHas ayTuTOpHs ¢ KOJMUYECTBOM TO-
CaJIOUHBIX MECT He MeHee 22-24, obopynoBaHHAasl JOCKOW M CTaHAAPTHOM yueOHOH mebenbio. MMerorcs
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4eOHO-HATIIAIHBIC TTOCOOMsI, 00€CTIEYNBAIOIINE TEMATHUECCKUE HJI-
JTIOCTPAILMHU TI0 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuaabHO-TEXHHYECKOE U MPOrpaMMHOe ofecriedyenne A1 NPAKTHYEeCKUX 3aHATHI

Aymuropust ”HQOPMATUKH, TEXHOJIOTUI U METOA0B MPOrpaMMHUPOBAHHUS

ydeOHast ayJuTOPHS JUTsI TPOBEACHUS 3aHATHI JICKIIMOHHOTO THUIIA, ydeOHas ayAuTOPHS IS IPOBE -
JICHUS 3aHATUH MPAaKTUYECKOro TUIa, MOMELIEHUE Ul KypCOBOIO IPOSKTHUPOBAHUS (BBIIIOJHEHUS KypCo-
BBIX pa0oT), TOMEIIECHUE ISl CAMOCTOATEILHOM pabOThI

634045, Tomckas o6macts, . Tomck, yin. Kpacnoapmetickas, 1. 146, 408 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- UurepaktuBnas nocka I[QBoard 78" ¢ T1IO ActivInspire;

- [Ipoextop ViewSonic PJD5154 DLP;

- Kommnetorepsr: DEPO Neos 235/ A8-7650K/ DDR3 4G/ 1Tb / mpius/ knaBuatypa/ monutop (10
IT.);

- Komnbsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ mMbliib/ Ki1aBuary-
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pa/ MOHMTOP;
- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;
- PaGouee mecto mpenogaBarens.
[TporpamMHOe obecrieueHue:
— VirtualBox

13.1.3. MaTepua/ibHO-TEXHUYECKOE M IPOrPaMMHoe ofecriedeHne JJIs J1adopaToOpHbIX padoT
JlaGoparopus mporpaMMHO-aMNIapaTHbIX CPEACTB o0ecredyeHnss MHPOPMATMOHHON 6€30aCHOCTH
ydeOHast ayuTOpHs ISl IPOBEICHHSI 3aHITHH PAKTUIECKOTO THIIA, yueOHast ayIuTOpHs IS TIPO -
BE/ICHUS 3aHATUH JJaOOPATOPHOTO TUIIA

634045, Tomckast obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 405 ayn.

Onucanue uMeroierocs 000pya0BaHuUs:

- Mono6mnok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mbliis/ K1aBuary -
pa (30mIT.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuii auck 500G/ mbliib/ KiiaBuaTy-
pa/ MOHMTOP;

- AnnapatHsle cpesicTBa ayreHTudukanuu nonas3oarens «eToken Proy;

- IIporpamMmmHuo-anmaparHbiii komiuieke 3amutsl HHGopmarmu: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW1000 4.x, ITAK Axkopx;

CreHipl U1 U3y4eHUs] IPOBOHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHE:

- aDOHEHCKHE yCTpOICTBa: KOMIIbIOTEpPHI SuperMicro;

- kommyTaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- Mapupytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpPeICTBa aHaJIM3a CETEBOro Tpaduka U yriyOJeHHOH NMPOBEPKU CETEBBIX MAKETOB: aHAIMU3ATOP
tpadpuka Wireshark, muctpubyrus Kali Linux;

- mexxcereBble 3kpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmpytuzartopa Check Point CPAP-SG1200R-NGFW;

- cucTeMbl OOHApYXEeHHUsI KOMITBIOTEpHBIX atak: Snort, Suricata, COB B cocTaBe Mapuipyruszaropa
Check Point CPAP-SG1200R-NGFW;

- Touku gocrtymna: D-link dwl3600ap;

- CUCTEMBI 3alUTHI OT yTeUuKkH AaHHbIX: KoHTyp nHpopmanmonnoii 6ezonacHoctu SearchInform;

- CpelcTBa MOHHUTOPHUHIA COCTOSHMSI aBTOMATH3MPOBAHHBIX CUCTEM: CHUCTEMa MOHMTOpPHHIA
Zabbix;

- CpeCTBa CKAHUPOBAHMS 3alMIEHHOCTH KOMIBIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucrema ananuza 3anuineHHocTy cetd MaxPatrol Education.

YerpolicTBa 4UTE€HUSI CMapT-KapT M PaJUOMETOK: ANantep KOMIBIOTEPHBIN Ul CUMTHIBAHUS U
nepenauu B [1K cepuiiHbix HoMepoB OeCKOHTAaKTHBIX uaeHTudukaropon IronLogic Z-2 USB;

- Kommuiekt cnienmanu3upoBanHoi yueOHoON MeOenu;

- Pabouee mecto npenogaBares.

[TporpammHoOe obecrieueHue:

— VirtualBox

— AnmapatHO-TIpoTrpaMMHBIE CPEJCTBA YIPABIEHHS TOCTYIIOM K JaHHBIM, mupoBanus: Kpum-
tollpo CSP

— Huctpubytus Kali Linux

— Kpunrorpaduueckoe cpeactro 3ammutsl nHGopmarmu Kpunrollpo CSP

13.1.4. MaTrepuaJbHO-TEXHHYECKOE H MIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON PadoThI
st camocTosTeNbHOM pabOThl HCIONB3YIOTCA y4eOHbIE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),
PacIOJIOKEHHBIE IO aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, 1. 40, 233 ayn.;
- 634045, Tomckast o6nacTb, T. Tomck, yi. Kpacnoapmetiickas, a. 146, 201 ayn.;
- 634034, Tomckast 06macTh, r. Tomck, Bepmmanna ymuua, 1. 47, 126 ayn.;
- 634034, Tomckast ob6nacTb, . Tomck, Bepimmanna ynuia, 1. 74, 207 aya.
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CocTtaB 000pyIOBaHUS:

- yueOHasi MmeOerb;

- komnetoTepsl kinacca He Hke [IDBM INTEL Celeron D336 2.8[T. - 5 miT.;

- KOMOBIOTEPHI MOJIKIIOUYEHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JAOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 00ECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHne TUCUMIIIMHBI JJIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLHUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMM BO3MOXKHOCTSMH 370POBbS U MHBAJIHMJIAMHU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CHEIMAIbHOI0 Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [PEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIMU B TOCTYMHBIX (hOpMax, MOOUILHOM CUCTEMBI IIPENoiaBaHus 11 00y4JaroIXcs
C MHBAJIMIHOCTHIO, TOPTATUBHON MHIYKIIMOHHOW CUCTEMBI. YdeOHas aylTUTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEeM cllyxa, 000py/loBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSAMHM [IPETyCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U y4eOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJIaif/la Ha 3KpaHe) MPpU MOMOIIY BUCOYBETUUHUTENCH 7151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0O0y4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeJIbHOIO alnapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA HH(OPMAIIUU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/miepe-
naun yuyeOHOM MHPOpPMaIUK B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHHA SaerﬂJIeHHBIX 3a HHCHHHHHHOﬁ
KOMIICTCHITUI MCTIOJIB3YIOTCS OIIEHOYHBIE MaTepHalibl B COCTABE:

14.1.1. TecToBbIe 3a7aHUA
[To mpunnuny Kepkrodgdca B KpunrocuctemMe CEKpeTHbIM JOHKHO ObITh:
- KITIO4
- BpeMsi HU(poBaHUS
- CIIOKHOCTB QJITOPUTMA
- JUITMHA KJTI04a
[To6enutens koukypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
UYro Takoe nuddy3usn?
- BnustHue oJJHOTO 3HaKa OTKPBITOTO KJIF0Ya Ha 3HAYUTEIbHOE KOJTMUECTBO 3HAKOB MIM(POTEKCTA.
- BrinsiHue ofHOTO 3HaKa 3aKphITOrO KJII0Ya Ha 3HAYMTENIbHOE KOJIMYECTBO 3HAKOB MIH(pOTEKCTA.
- BustHue 0JJHOTO 3HaKa OTKPBITOrO TEKCTa Ha 3HAUMTEIbHOE KOJIMYECTBO 3HAKOB IIU(PPOTEKCTA.
- BiiusiHue anroputma 3amuThl HHGOPMaIUU Ha 3HAYUTENbHOE KOJIMYECTBO 3HAKOB MIH(pOTEKCTA.
Kakum cBOMCTBOM JT0JbKeH 00J1a1aTh KaHal nepeaadn nHdopmarmu B cxeme Auddu-Xemimana
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- 3aIUIICHHBIN OT TOAMEHBI

- 3alIMIICHHBIN OT NPOCIYIINBAHUS

- 3aKpBITHIN KaHAI

- OTKPBITBIM KaHas

Kak Ha3zpiBaeTcs mpeoOpa3oBaHue BXOTHOTO MACCHBA TAHHBIX TPOU3BOJILHON JITTHHBI B BHIXOJHYIO
OUTOBYIO CTPOKY (PUKCHPOBAHHOU JTMHBI? (MCIIOJIb3YeT OTHOCTOPOHHIOK (PYHKITHIO)
- Pa3buenune BXomHOTO MaccuBa

- XemupoBaHue

- Cxarue

- CoBur

Bunbl cMMMETPUYHBIX KPUTITOCUCTEM:

- IOTOYHBIC MHDPHI

- OUIT

- KPUIITOCUCTEMBI C OTKPBITHIM KIIIOUOM

- HET OTBETa

Advanced Encryption Standard (AES), Takxe u3zBecTHbIif kak Rijndael nmeet pazmep 61oxa (B
ourax):

- 64

- 128

- 192

- 256

Advanced Encryption Standard (AES), Takxe u3zBecTHbIif kKak Rijndael MmokeT nmeThb kitrod (B
ourax):

- 128

- 192

- 256

- BCE BHIIIIE MTEPEUNCIICHHBIC

Kakas cxema nexut B ocHoBe DES u 'OCT 28147-89?

- Lle3aps

- Kanropa

- Oeicrens

- Buxenepa

Kakue u3 cneayronmx aaropuTMOB SIBISTFOTCS aCCUMMETPHYHBIME?
- DES

- Onb-"amainp

-T'OCT 28147-89

-RC4

Ha kakoil TpyaHopeiaeMoii 3ajja4e OCHOBaH aaroput™ RSA?

- GakTopu3anuy yucesn

- Haxoxxaenust 6051p110ro MpocToro yucia

- Beruncnenuu oOpaTHOTO dIIeMeHTa

- luckpeTHoro JorapuGpmMupoBaHus

Kakas nnuna kmoya B TOCT 28147-89(Marma)? (oTBeT B OMTax)

- 64

- 128

- 192

- 256

Uto 00bIYHO B ce0s1 BKIIFOYAET CXeMa AJIEKTPOHHOMN Toanucu?

- aJITOPUTM TE€HEpAIMH KITFOYEBBIX MMap MOJIH30BATENS

- (hyHKIIMIO TPOBEPKHU MOMHUCH

- HUYETO U3 BBIIICTIEPEUNCIICHHOTO

- BCE U3 BBIIECTIEPEUNCICHHOTO

Meron nonuandasutHoro muppoBaHus OYKBEHHOTO TEKCTa ¢ UCIIOJIb30BaHHEM KIIIOUEBOTO CJIOBA
(TEeKCTOBOTO):
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- udp I'porchensaa

- llIugp Bmwxkenepa

- Mudp Lezaps

- [llupp Bepnama

Kakoii k11104 1OCTYIEeH BCeM JUTst TPOBEPKH HUGBPOBON MOANUCH 10T TOKYMEHTOM?
- 3aKpPBITHIN

- OTKPBITBIN

- BHYTPEHHUI

- o0t

Kakoit mpudt Gosee croiikuii k B3momy?

- CUMMETpUYHBII

- ACUMMETpUYHBIN

- [IceBpocummeTpUYHbIN

- Het mpaBuiibHOTO OTBETA

Kakoii anroputm mudpoBanus ctan npoodpazom st oreuectBeHHOro 'OCT28147-89?
- DES

- DSA

- Rijndael

- IDEA

B yem npeumyiiecTBO CHMMETPUYHBIX CUCTEM HaJl aCUMMETPUYHBIMU?
- CKOpPOCTh UG POBAHUSA

- IPOCTOTA peanu3aluu

- U3yYEHHOCTb

- BCE OTBETHI MPaBUIIbHBIC

Yro moapazymeBaeTcs Mo TEPMUHOM ayTeHTHYHOCTh HHPOpMaIuun?

- llenoctHOCTH MHDOPMAITIH

- HeB03MOXXHOCTB OTKa3a OT aBTOPCTBA

- [TonmuHHOCTH aBTOPCTBA

- BCE OTBETHI MPABUIILHBIC

Bri6epurte npaBUIIbHBIN BapuaHT, 3aIU(POBAHHON ¢ MTOMOIIBIO H(pa 1e3aps, CTpOKH: mudp
ne3aps

- BiXC 4€nOCcH

- 1iixc uéudca

- BKIT HDKHBCO

- J0OOBIL bBKHEIDK

14.1.2. Bonpocs! AJ151 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEMHHAPaM
AHanu3 ysa3BUMOCTEN MPOCTEHIINX KPUNTOrpaduyecKuX MPOTOKOIOB.
ITpumenenne MOK B kimeHTax 3J1€KTPOHHOMN IOYTHI
[Tpumenenne MOK Ha aBTOMaTn3upoBaHHOM pabodyeM MecTe
N3y4yenue nporokona [Psec
CrpykTypa cepTu(uKaTtoB OTKPBITOTO KIF04a

14.1.3. 3auér

[TonsiTHe KpUNTOTpaPUUECKOro MPOTOKOIA.

Ponb kpunrorpaduueckux mMpoOTOKOJIOB B CHCTEMaX 3aIlUThl HHPOPMAIIUH.

OcCHOBHBIE aTaKl Ha KPUNITOrpapUIECKHE MTPOTOKOIIBI.

[ToHATHE ANIEKTPOHHOMN MOANUCH.

VYnpaBieHue OTKPBITBIMU KIIOYaMH.

OCHOBHBIE KOMITOHEHTHI HHPPACTPYKTYPBhI OTKPBITHIX KIFOUYCH.

[Tonsitue ceprudukara OTKPHITOTO KJIFOUA.

VYnocToBepstomuii eHTp.

Apxutektypa HHPPaCTPYKTYpPhl OTKPHITOTO KITHOYA.

[TpoTokomnbel HACHTHU(HUKAIIMA HA OCHOBE IMapOJIeH, MPOTOKOJbI «PYKOIOKATUS U THIA «3aIlpoc-
OTBETY.

[ToHsITHE TPOTOKOJIOB HHTEPAKTUBHOTO JI0KA3aTENIbCTBA U JIOKA3aTeILCTBA 3HAHUS.
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[TpoTokonbl uACHTU(UKAIIMKA HA OCHOBE NMPOTOKOJIOB J0KA3aTeIbCTBA 3HAHMS C HYJEBBIM pasria-
IICHHEM.

[TocTpoenue 0e30mMacHOr0 KOMMYHUKAIIMOHHOTO KaHajla Ha OCHOBE KPUOTOTpapHUECKUX ajro-
PHUTMOB.

[TpobaemMsl peanu3any KpUNTOTpaQUUECKUX aITOPUTMOB.

I'enepanus ciryyallHbIX YHUCE.

3ammra oT yTeuKd HHPOPMAIUH.

14.1.4. Tembl 1a00paTOpHBIX padoT
Hacrpoiika yaocToBepsIomero HeHTpa.
Kpocc-ceptudukanus yrnocToBepsIomux HeHTPOB
[TocTpoenne nepapxmu4ueckoi MOAEIH JIOBEPHUS YAOCTOBEPSIIOIINX LIEHTPOB.
Kpunrorpapuueckue daitnossie cucremsl. [lIndposannas daiinosas cucrema Windows
Kpunrorpaduueckue ¢aitnossie cucremsl. Llndposanue nucka BitLocker
HIudposanue auckos VeraCrypt
Kpunrorpapuueckue ¢aitnossie cucremsl. Lllndposannas daiinosas cucrema Linux
CpenctBa kpunrorpaduyeckoil 3amuTsl HHGOpMaIUu

14.2. TpeﬁoBaHnﬂ K OCHOYHBIM MaTepuajJamMm AJd JUll ¢ OrPaHHYCHHBIMHA BO3MOKHOCTAMMU
310PpOBbS U UHBAJIUA0B
I[J'IH JijI ¢ OrpaHU4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHD KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6mma 14 — I[OHOJ'IHI/ITeJ'II)HI)Ie MaTtepuajibl OUCHUBAHUA AJIA JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunnl 1OIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHalioB pe3yJIbTaTOB O0y4YEeHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHBIE
paboThI, BOIIPOCHI K 3a4ETY,
KOHTPOJbHBIE Pa0OTHI

C HapymieHusiMu
ciyxa

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C napymenussmu | CobecenioBaHMe [0 BONpocaM K 3a4eTy, | [IpenMyInecTBeHHO yCTHas IpoBEepKa

3peHus ONpOC IO TEPMHUHAM (MHIUBUYaJIbHO)
C HapyuieHusmMu Pemienne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBEHHO AMCTaHIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSATENIbHbIE PabOTHI, BOIPOCHI K METO/laMH
anmapara 3a4eTy
C orpanunueHusiMu 1o | TecTbl, TUCBMEHHBIE CAMOCTOSITENILHBIE [IpenmyniecTBEHHO IPOBEPKA
o0IIeMeTMIIMTHCKIM paloThl, BONIPOCHI K 3a4eTy, METO/IaMH UCXOJSl U3 COCTOSIHUSA
MIOKa3aHUsIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYalolIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckue peKoOMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM [JIsl JTUI C OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI M MHBAIMIOB TPEIyCMAaTpPUBACTCS 10-
cTymnHas (hopMma Mpea0CTaBICHUS 3aJaHUH OIIEHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUs BCIYX;

- MPEOCTABJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTrpaHWYEeHHBIMH BO3MOXXHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 Takux 00ydaromuxcs mpeycMaTpuBaeTcst JOCTYII -
Hast popmMa MpeToCTaBICHHSI OTBETOB HA 3a/IaHUS, 8 IMEHHO:

— MUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;
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- Ha0Op OTBETOB C HCIIOJIH30BAHUEM YCIIYT aCCUCTEHTA;

- MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oneHUBaHUS PE3YIIBTATOB OOYUYEHUS JIMII C OTPAHUYECHHBIMUA BO3MOXKHOCTSIMH 3J10PO-
Bbsl M1 MHBAIMJIOB IO JUCLUHUIUIMHE MPeIyCMaTpUBAET MpeAocTaBiIeHue nHpopManuu B Gopmax, aaarnTH -
POBaHHBIX K OTPAaHUYCHUSAM HX 3[J0POBBS U BOCHPUATHS HH()OPMALIIH:

JL1s1 JIMI ¢ HApYIIEHUSIMM 3PeHust:

- B (hOpME IITEKTPOHHOTO JIOKYMEHTA;

— B TIEYaTHOH (hopMe YBEIIMYEHHBIM MIPH(TOM.

JI1s1 JIMI ¢ HApYIIEHUSIMM CJIyXa:

— B (hOpMe DITEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

JL1s1 M1 ¢ HApYIIeHUSIMHM ONIOPHO-ABUTaTe/ILHOI0 annapara:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU (opme.

[Tpy HEOOXOMUMOCTH /IS JIUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMH 3/I0POBbS 1 MHBAJIUIOB TIPOIIE-
Jypa OLICHUBAHUsI Pe3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHLCS B HECKOIBKO ITAIOB.
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