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dopma oOyueHUs: OUHaASA

QaxkynbreT: @b, @aKkyabTeT 0€30I1aCHOCTH

Kadenpa: KUBIBC, Kadenpa kommiaekcHoii HHPOPMANMOHHOI 0€30NMACHOCTH 3JIEKTPOHHO-
BbIYHCJIUTEJbHBIX CHCTEM

Kypc: 3

Cemectp: 5, 6

YuebOnsrit man Hadopa 2020 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunpl yueOHOI 1eITeNbHOCTH 5 cemecTp 6 cemecTp Bcero Enununner
1 |Jlexuun 18 18 36 4acoB
2 |I[IpakTrueckue 3aHATHS 8 8 16 4acoB
3 | JlaGopaTopHbie pabOTHI 28 36 64 4acoB
4 | Bcero ayaqMTOpHBIX 3aHITUI 54 62 116 4acoB
5 | CamocTtosiTensHas pabora 54 82 136 4acoB
6 | Bcero (0e3 sx3amena) 108 144 252 4acoB
7 | IloaroroBka M caaya dK3aMeHa 0 36 36 JacoB
8 | OOmmas TpyI0eMKOCTb 108 180 288 9acoB
3.0 5.0 8.0 3.E.

3auér: 5 cemecTp
DKk3aMmeH: 6 cemecTp

Tomck

CornacosaHa Ha noprtane N2 51053




P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crenmasnibHOCcTH) 10.03.01 MHbopmarmonnas 6e3omacHoCTh, yrBepxkaeHHOro 01.12.2016 rona,

paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, mpOTOKOJ
Ne .

PazpaboTuuk:

nouent kap. KUB3BC A. K. HoBoxpecTos

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynanos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan @b E. M. JlaBbiji0Ba
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KHMB2BC A. A. lllenynanos
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMITJIEKCHOM MH-

(dhopMaoHHO# 6€30MacHOCTH dJIeK-

TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KNBSBC) K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM TOCTPOEHHUS U KCIUTyaTallii BHIYMCIUTEIBHBIX CETEH, MPUHITAIIAM
¥ METo/aM 3alUThl HHPOPMAIMU B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUSA,
MTOCTPOCHHMS, OOCTY)KUBAHUS U aHAIIN3a 3AIIUIICHHBIX BEIYUCITUTEIHHBIX CETEH.

1.2. 3agaum qMCHUNINHBI

JlaTh OCHOBBI:

—  — apXUTEKTYPHI BHIYUCITUTEIIbHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEICTB CO3AAHUS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETeH U yNPaBICHUS UMU;

—  — HCIOJIb30BaHUS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTUM 3aIUThl CETEH;

— — METOJIOJIOTHH MPOEKTUPOBAHUS, Pa3BEPTHIBAHMSI M COITPOBOXKIACHUS OE30TIaCHBIX CETEH;
— —o0cnenoBaHUs M aHAIW3a 3aMIUIICHABIX BIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniauebl B ctpykrype OIIOII
Huctunmaa «be3omacHocth ceteit 9BM» (b1.51.05.04) otHOcuTCs k Onoky 1 (BapuatuBHas
4acTh).
[IpenmiecTBYOUMMH TUCIUIUIMHAMU, (POPMUPYIOIIMMH HavaldbHbIe 3HaHUS, sBIsIOTCS: bezomnac-
HocTh cetelt OBM, MHpopmaruka, OcHOBBI HH(POPMAIIMOHHOM 0€30MacCHOCTH.
[Tocnenyromumu AMCUUILUIMHAME SABIISIIOTCS: bezonacHocTh cereir OBM.

3. TpeGoBanusi K pe3yJibTaATaAM OCBOEHMS JUCUUILIUHBI

[Tponecc n3yyeHus JUCUMIUIMHBI HApaBiieH Ha (JOPMUPOBAHUE CIEAYIOIINX KOMIIECTSHIIUH:

—  OIIK-7 criocoGHOCTBIO OpeaesaTh HH(YOPMAILIMOHHbBIE PECYPCHI, TOUIEKAIUE 3aALUTE, YIPO-
361 6€30aCHOCTH MH(OPMALIUU U BO3MOXKHBIE ITyTH UX peau3allii Ha OCHOBE aHaJIN3a CTPYKTYPHI U CO-
JiepKaHusl NHPOPMALIMOHHBIX ITPOLIECCOB U 0COOEHHOCTEH (DYHKLIMOHUPOBAHUS OOBEKTA 3ALLUTHI ;

— TIK-2 criocoOHOCTHIO IPUMEHATH MPOTPaMMHBIE CPEJICTBA CUCTEMHOTO, MIPUKIIAJHOTO U CIIe-
[IMAJIbHOTO Ha3HAUEHUs, THCTPYMEHTAJIbHbIE CPEJCTBA, A3bIKM U CUCTEMBI TPOIrPaMMHUPOBAHHUS ISl pellie-
HUS TPO(heCCHOHANBHBIX 33aY ;

— IIK-6 cnocoOHOCThIO IPUHUMATH Y4aCTHE B OpraHU3allui U MPOBEIEHUU KOHTPOJIbHBIX MPO-
BEPOK paboTOCTIOCOOHOCTH M 3()(HEKTUBHOCTH NPUMEHSIEMbIX MPOrPAMMHBIX, IPOrPaMMHO-AMNaPATHBIX
U TEXHUYECKUX CPEACTB 3alUTHI MHPOPMALINH ;

— JIK-15 crnocoGHOCTBIO OpraHM30BBIBATH TEXHOJIOTMYECKHH Mpolecc 3aluThl HHPOpPMALUH
OTPaHUYEHHOTO JIOCTYIA B COOTBETCTBUU C HOPMATHUBHBIMH MPABOBBIMHU aKTaMU U HOPMATUBHBIMU METO-
IMYecKuMU gokymeHTamu DexepanbHol ciryx0b1 6e3omacHocTH Poccuiickoit denepannn, OenepanbHOii
CILY>KOBI 110 TEXHUYECKOMY M S3KCIIOPTHOMY KOHTPOJIIO;

B pesynbrare u3ydeHus IUCHUIUIMHBI 00Y4arOIUNCS JOKEH:

— 3HATh CPEJACTBA U METO/bl XpaHEHUs U Nepeaayu MHGOpMaIMK; STATOHHYIO MOJIENIb B3aUMO-
JIEHCTBUSL OTKPBHITBIX CUCTEM; OCHOBHBIE CTaHIAPTHI B 00JIACTH HH()OKOMMYHHUKAIIMOHHBIX CUCTEM H TEX-
HOJIOTMiA; OCHOBHbIE HOPMAaTHBHO MPABOBbIC aKThl 1 HOPMATUBHBIE METOANYECKHE JOKYMEHTBI B 00J1aCTH
MH(POKOMMYHUKAITMOHHBIX CUCTEM; MPHUHIUIBI TIOCTPOCHHS 3alIUIIEHHBIX TEIEKOMMYHUKAIIMOHHBIX CH-
CTEM; MEXaHU3Mbl PEATU3al1H aTaK B KOMIBIOTEPHBIX CETAX; 3alIUTHbIE MEXaHU3MBI U CpeJCcTBa o0ecre-
YEeHHsI CETEBOM 0€301MacHOCTH; CPEACTBA U METO/IBI MTPEJOTBPALICHUS U OOHAPYKEHUS BTOP)KECHHIA.

—  YMeThb NIPUMEHSATH 3alIUIIECHHbIE POTOKOJbI, MEXCETEBbIE IKPAHBI M CPENICTBA OOHAPYKEHUS
BTOPKEHUH IS 3a1UThl HHMOPMAIIMK B CETAX; OCYLIECTBIATh MEPBI IPOTUBOACHCTBHS HAPYIIEHUSIM Ce-
TeBOI1 0€30I1aCHOCTHU € UCHOIb30BAHUEM PAa3IMUHBIX IPOIPAMMHBIX U allllapaTHBIX CPEJCTB 3aIIMUTHI B CO-
OTBETCTBHUHM C TPEOOBAaHUAMHU HOPMATUBHO MPABOBBIX aKTOB M HOPMATUBHBIX METOAUYECKUX JOKYMEHTOB.

— BJaJeTh HaBbIKaMU KOH(UTYPUPOBAHUS JIOKAIBHBIX CETEH, HaBbIKAMU peaju3allii CETEBBIX
IIPOTOKOJIOB C TIOMOILBIO ITPOIPAMMHBIX CPEJCTB; HaBbIKAMU HACTPOMKHU MEKCETEBBIX dKPAHOB; HAaBbIKA-
MU [PUMEHEHHUS HOPMATUBHO MPABOBBIX aKTOB W HOPMATUBHBIX METOAWYECKUX JOKYMEHTOB B 00JIaCTH
MH(POKOMMYHHUKAIIMOHHBIX CHUCTEM; METOJMKOM aHanu3a ceTeBoro Tpaduka;, METOIUKOM aHanu3a pe-
3yJAbTaTOB PabOTHI CPEJICTB OOHAPYKEHUSI BTOP>KEHUH.
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4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO0wast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 8.0 3aUeTHBIX €IMHMILIBI U IIPECTaBIeHa B TaOIu -

ue 4.1.
Tabmuna 4.1 — Tpy1oeMKOCTh AUCIUILUIMHBI

Bupl yueOHO A€ TEIIBHOCTH Bcero yacos CemecTpsl

5 cemectp 6 cemectp

AyrmuTopHsble 3aHATHS (BCETO) 116 54 62
Jlexumm 36 18 18
[IpakTueckue 3aHATHS 16 8 8
JlaGopaTtopHbIe pabOThI 64 28 36
CamocrosiTenpHas paboTa (Bcero) 136 54 82
OdopmieHre oT4eTOB 110 Ja00paTOPHBIM 64 28 36
pabotam
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 36 18 18
CamocTosTenbHOE H3ydyeHue TeM (BOIIPOCOB) 20 0 20
TEOPETHUYECKON 4acTHU Kypca
[ToaroToBka K MPakTUYECKUM 3aHSATHUSIM, 16 8 8
CeMHHapam
Bcero (0e3 3x3aMeHa) 252 108 144
TToaroroBka u caada dK3aMeHa 36 0 36
OO6miast Tpy1I0€MKOCTb, 4 288 108 180
3aueTHble EquHuIb 8.0 3.0 5.0

5. Coaep:xanue TUCUMILIIHHBI

5.1. Pa3aennl AMCHUILIAHBI M BHALI 3AaHATHHA
Paznensl mUCHUIUTAHEI ¥ BUABI 3aHATHN PUBEACHBI B Ta0mmiie S.1.
Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

Bcero
Mpax. | JTa6. Can, | TACOB dopmupyeMbl
HasBanusi pa3nenoB IuCHUTLITUHBI Jlex., u (Ge3 e
3aH., 4 | pab.,u | pab., q
9K3aMe | KOMIETEHIIUU
Ha)
5 cemecTp
1 OcHOBHBIE MOHATHS UHPOPMALIMOHHBIX 4 0 8 12 24 | OIIK-7, IIK-
ceTen 15, IIK-6
2 OCHOBBI TIOCTPOEHUSI COBPEMEHHBIX JIO- 4 8 8 20 40 |OIIK-7, TIK-
KaJbHBIX CeTeH 15, IIK-2, TIK-
6
3 Cpencrta peaan3alud MEKCETEBOr0 6 0 12 18 36 | OIIK-7, [IK-
B3aUMOIEHUCTBUSI 15
4 TlepceKTUBHBIE HAIPABIEHUS pPa3BU- 4 0 0 4 8 OIIK-7, IIK-
TUS U TIPo0IeMbI HHPOPMAITMOHHBIX Ce- 15
Teu
Hroro 3a cemectp 18 8 28 54 108
6 cemecTp
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5 OcHOBHBIE TOHATHUS UH(HOPMAITMOHHON 4 0 0 8 12 |OIIK-7, TIK-
Oe3onacHocTu ceTeii OBM 15, IIK-2, ITK-
6
6 Texuonoruu odecreueHuss 0€301acHO- 8 8 12 37 65 |OIIK-7, IIK-
CTH B JIOKQJILHBIX CETIX 15, IIK-2, TIK-
6
7 ObecrieueHre 0€30MaCHOCTH MEXKCETE- 6 0 24 37 67 |OIIK-7, IIK-
BOTO B3aNMOJICHCTBUS 15, IIK-2, TIK-
6
Hroro 3a cemectp 18 8 36 82 144
Hroro 36 16 64 136 252
5.2. Conep:xanue pa3aesioB IMCUUILIMHBI (110 JEKIHSIM)
ConeprkaHue pa3IenoB TUCIUIUIAH (TI0 JICKITHSAM) IPUBEICHO B Tabmuie 5.2.
Tabmuma 5.2 — CoaeprkaHue paseiaoB JUCIUILIMH (TI0 JISKIIHSIM)
Copeprkanue pa3aenoB JucuuIuinHel (no | TpynoemkocTs, | @opmupyembie
HazBanwus paznenon Acp pasit jcn ( pyA ’ PMHPY
JICKIIHSIM) q KOMIICTCHITUHI
5 cemecTp
1 OcHoBuble nousaTust | Mctopus pazsutus cereit 9BM. Mecto u 2 OIIK-7, 11IK-6
MH(OPMAITMOHHBIX POJIb BEIYMCIIUTENBHBIX CETeH B COBPEMEH-
ceteit HOM Mupe. OCHOBHbBIE IOHATUS U TEPMUHO-
norusi. OO1IMe MpeacTaBIeHNs O BEIYMCITH-
TenbHOU ceT. O01Iee NoHsITHE 00 HepapXu-
YECKOM CTPYKType MPOTOKONIOB. [IpuHIIMIBI
MHOTOYPOBHEBOM OpraHU3aIUH JIOKAIbHBIX
1 T100anpHBIX ceTeit DBM. Monens OSI.
CrangapTHble CTEKH KOMMYHHKAIIHOHHBIX
MIPOTOKOJIOB.
Crangapruzanus B ceTsx. Knaccudukarms 2
BBIUHCIIUTENbHBIX ceTeil. TpeboBaHus,
MpPEeAbBIIEMbIE K COBPEMEHHBIM BBHIYHCIIN-
TEJBHBIM CETSIM. METO/IbI U TEXHOJIOTHH
MIPOEKTUPOBAHMSI CPEJCTB TEIEKOMMYHHUKA-
nui. Ctpykrypuzanuu cetd. Pusndeckas u
JoruyecKas Tononoruu cereit. OCHOBHOE
KOMMYHHKAITMOHHOE 000PYyI0BaHHE
Hroro
2 OcHoBbl TocTpoeHus | Kondurypamnuu 10kaabHbIX BBIYUCTUTEIb- OIIK-7, ITIK-15
COBPEMEHHBIX HBIX CeTel U MeTOJIbl 1ocTyna B HuX. CTpyK-
JIOKaNIbHBIX CeTel Typa ¥ QYHKIHUH JOKaIbHBIX ceTeir. Comep-
»kanue crangapta IEEE 802. bazoBbie Tex-
Hosioruu JokanbHbIX cereil. IEEE 802.2
Ethernet. O6opynoBaHue JTOKaIbHBIX CETEH.
[IporpaMMHBIe cpecTBa TEIEKOMMYHHKA- 2

. CTpyKTypa IporpaMMHOro odecreye-
HU JIoKaibHOM cetu. Kitaccuduxkanus npo-
IPaMMHOT0 00€CIIeYeHHs IOKATbHBIX CETEH.
[TpyHLIKIIBI TOCTPOEHHUS CETEBOTO MPO-
IPaMMHOT0 00€CIIeUYeHHsI U CETEBBIX Olepa-
MOHHBIX cucteM. Knaccudukanus cepse-
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poB. IIpoektupoBanue cereit IBM 1o npuH-
LUITY «KJIHEHT-CEPBEP.

Hroro

3 CpenctBa
peanuzanuu
MEKCETEBOTO
B3aMMOIEHCTBUS

CereBoil ypOBEHb Nepenaun JaHHbIX. [P-
anpecanus. Peann3zanms MexceTeBoro B3au-
monetictBus cpenctsamu TCP/IP. Tlopsmok
pacripenenenus [P-anpecoB. OtoOpaxkenue
[P-anpecoB Ha nokanbHBIE aapeca. ARP
MIPOTOKOJ.

ITpuHuumer mapmpyrusanuu B [P-ceTsx.
IIporokomnel Mmapmpyruszauuu. [Ionarue no-
MeHa. JlomeHnHas agpecanus B [P-ceTsx.
DNS nporokos.

[TpoToxomn IPv6. [IpoToKkosbl TpaHCTIOPTHOTO
ypoBHst TCP u UDP.

Hroro

OIIK-7, ITIK-15

4 IlepcieKTUBHBIE

HaIlpaBJICHUS PA3BUTHUA

1 IpoOJIeMBbI
MH(POPMALIMOHHBIX
ceren

CoBpeMeHHbIE TEHACHIIMN PA3BUTHS TEJIE-
KOMMYHMKAIMOHHBIX cucTeM. MHTerpanus
pa3IMYHBIX THUIOB CETEH U CETEBBIX CIYXKO.

Bupryanuzanus nHQOPMAIIMOHHBIX CHCTEM.
O0OJayHbIE€ BBIYUCIIEHUS.

Hroro

OIIK-7, ITIK-15

Hroro 3a CEMCECTP

6 cemecTp

5 OCHOBHBIE TTOHATHUS
“H(pOPMAITMOHHOM
0C30ITaCHOCTH CeTei
OBM

Obecrieuenne 6e30MaCHOCTH TEJIEKOMMYHH-
KAaI[MOHHBIX CBSA3EH U aIMUHUCTPATUBHBIN
KOHTPOJIb. OCHOBHBIE MTOHATHUS U TEPMHUHO-
JIOTHS.

Turnossle yrpo3bl CETEBOM 0€30MacHOCTH.
OCHOBBI KJTaCCU(HKAIMU CETEBBIX yIPO3 U
arak. BimsHue yenoBeyeckoro gaxkropa Ha
CEeTeBYIO 0E30MaCHOCTb.

Hroro

OIIK-7, I[IK-15

6 TexHoJIOrNHU
obecnieyeHus
0€30IaCHOCTH B
JIOKAJIBHBIX CETAX

3amra TONoJOruM ceTH. BupTryanbHble J0-
KaJbHbIE ceTH. [lononHuTeNbHbIE PYHKINN
KOMMYTaToOpoB. [lepcoHanbHbIE KpaHbI.
AbGoHeHTCKOoe MH(pOBaHHE.

3amura ceTeBoro Tpaduka i KOMIIOHEHTOB
cern. 3amuTta KomrnoHeHToB cetu oT HC/I.
besonacHocTs pecypcos cetu. Cpencraa
uAeHTU(DUKALMY U ayTeHTU(PUKAIIIH, METO-
JIbl pa3eiIeHUs pECYPCOB U TEXHOJIOIMH pa3-
IrpaHUYEeHHsI TOCTyHa.

CucreMbl 0OHApYXEHUS U TPOTUBOJICHCTBUS
BTOpkKeHUAM. Kitaccudukanus 1 NpuHLINIBI
(YHKIIMOHUPOBAHUS CUCTEM OOHAPYKEHMUSI
BTOP>KCHUH

OI1K-7, TIK-15,
TIK-2, TIK-6
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Ckanepsl 0e3onacHocTy. Kiaccrr ckanepoB
0€30MacHOCTH U 0COOEHHOCTH TPUMEHEHHS.
3amuTa OT BUPYCOB.

Hroro

7 ObecrieueHue
0e30IacHOCTH
MEXKCETEBOTO
B3aNMOJIEHCTBHS

OcHOBHBIE MeXaHU3MBbI oOecrieueHus O6e3-
OMACHOCTH U YIPaBJIE€HUS pacIpeleleHHbI-
MU pecypcamu. O0ecrieyeHrne HaJe)KHOCTH
uHpacTpyKTypbl IHTEpHET.

33.H_[I/IT2[ KaHaJIOB CBA3HU B I/IHTepHeT. BI/I)IBI
HCIIOJIb3YCMBIX B I/IHTepHeT KaHaJIOB CBA3H.
Hcnonp3oBaHnE MEKCETEBBIX OKpPaHOB. BI/Ip-
TyaJIbHBIC YaCTHBIC CCTH.

VYs3BUMOCTH | 3a1UTa 6a30BbIX POTOKOJIOB
u ciyx0: [IpoTokomnsl mapmpyTtuzaruu. Ce-
meiictBo TCP/IP. Ciryx0b1 moncka. bezomac-
HOCTh WWW U 3JIeKTpOHHOM TTOYTHI.

Hroro

6

OIIK-7, TIK-15,
TIK-2, TIK-6

Hroro 3a cemectp

18

Hroro

36

5.3. Pa3neJibl AMCUMIVIMHBI M MEKIUCHUILUINHAPHBIE CBSI3M € 00ecneYrBaloIMMH (MpeablIyIHMH)

U o0ecneynBaeMbIMH (NOCJAEAYOMIUMHU) JUCHUATIIMHAMHA

Pazgenbl quctuIInHBl ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAOIIMMU (MIPEABIAYIIMMU) U

o0ecrneynBaeMbIMH (ITOCIEIYIOMIMMHI) TUCHUTUTMHAMH MIPEICTaBICHbI B Tabuie 5.3.

Tabmuma 5.3 — Pa3aensl IMCIMIUIMHBI 1 MEKIMCIUTUIMHAPHBIC CBSA3U

Ne paznenoB qaHHOM MUCIUTUTAHBI, 711 KOTOPBIX HEOOXOIUMO
HauMeHOBaHHE TUCIIUILIUH M3ydeHHe 00eCTIeUMBAaIONIUX U 00€CTIeYNBAEMbIX JUCIIUILTHH
1 2 3 4 5 6 7
[IpeamecTByromue TUCIUTITUHBI
1 bezomacHocTth ceteit 9BM + + + + + + +
2 Undopmatnka +
3 OcHoBbI HH(GOPMALIMOHHOM 6e3- "
OTIAaCHOCTH
[Tocnenyromue TUCIUITITUHBL
1 bezomacHocTh ceteit 9BM + + + + + + +

5.4. CooTBeTcTBHE KOMIIETEHIIMIi, (OPMHUPYEMBIX MPH U3yYEeHUM TUCHHUIUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU HM3YUYEHUH IUCIUIUIMHBI, M BHIOB 3aHATHN
MIPEICTAaBICHO B Tabmuiie 5.4.
Ta6muia 5.4 — CooTBETCTBHE KOMIIETCHIIMN, (DOPMUPYEMBIX NIPU U3YUYEHUH AUCLUIUIUHBI, U BUJOB 3aHS -

TUH
KommeTen Bunpbl 3anaTHit
®opMbI KOHTPOJIS
1A Jlek. [Tpak. 3aH. JIab. pao. Cam. pa0.
OIIK-7 + + + + Ok3aMeH, 3alIuTa 0T4eTa,

OtyeT no nabopaTopHoOi pa-
6ote, Onpoc Ha 3aHATUSX,

Tect
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I1K-2 +

Dk3aMeH, 3aluTa OT4eTa,
Otyet no nabopaTopHoii pa-
6ote, Onpoc Ha 3aHATHSX,
Tect

ITK-6 +

Dk3aMeH, 3aluTa OT4eTa,
Ot4er o 1aboparopHoii pa-
6ote, Onpoc Ha 3aHATHUSX,
Tect

TIK-15 +

Ok3aMeH, 3alIuTa 0T4eTa,
OtyeT mo nabopaTopHoOi pa-
6ote, Omnpoc Ha 3aHATHUSX,
Tect

6. UaTepakTuBHBIC MeTOABI M (POPMBbI OPraHU3ANMHU 00yYECHHUS
He mpenycmotpeno PVYII

HanmenoBanue nabopatopHbIx padoT npuBeaeHo B Tadbaune 7.1.

7. JIabopaTopHblie padoThI

Tabmuna 7.1 — HammeHoBaHue 1a0OpaTOPHBIX padoT
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Tpynoemkocts, | Dopmupyembie
Ha3Banus pa3nenos HaumenoBanue nabopatopHbIx padboT Py ’ pMHDY
q KOMIICTCHITH
5 cemecTp
1 OcHoBHbIE OHATHSL | MoOJIeTMpPOBaHKE CETEBBIX YCTPOUCTB U MIPO- 4 OIIK-7, TIK-15
MH(POPMALIMOHHBIX TOKOJIOB B JIOKQJIbHBIX CETSX
ceren MopenupoBaHue BUPTYyIbHBIX JTOKAJIbHBIX 4
ceteit (VLAN) ¢ pasrpanndeHneM A0cTymna K
CETEBBIM pecypcaM
Hroro
2 OcHoBsl nocTpoeHus | Hactpoiika nonkitodeHus ysna K ceTi. ABTO- 4 OIIK-7, IIK-15
COBPEMEHHBIX MaTH4YecKas JUHaAMH4YecKasi U cTaTHYecKast
JIOKaJNbHBIX ceTen HaCTPOMKHU CETEBOT0 MOJAKIIFOUEHUSI.
Crek npotokonoB TCP/IP. Ilpuknaanaeie mpo- 4
TOKOJIBI cCeTH MIHTEpHET.
Hroro
3 CpenctBa MonenupoBanue 6a30BbIX CITYKO U TIPOTOKO- 4 OIIK-7, IIK-15
peanu3anuu JIOB MapUIPYTHU3ALHUU B TTIO0AIBHBIX CETAX.
MEAKCCTEBOTO basossle ciyx0b1 cetn Mutepner. DHCP. 4
B3aUMOJICHCTBHIA DNS. IIpoTokonsl MapLIpyTH3aLUK.
[Tpuknagueie cmyx0nl cetn MiHTepHET. Ha- 4
ctpoiika Web-, FTP-cepBepoB u cepBepa
ANIEKTPOHHOM MOYTHI.
Hroro 12
Hroro 3a cemectp 28
6 cemecTp
6 TexHonoruu Pasrpannuenue nocTyma K JIOKaJabHBIM U Ce- 4 OIIK-7, IIK-
obecrieueHus TEBBIM pecypcaM. JIuckpermonHas u MaHaat- 15, TIK-2, TTK-
0€30IacCHOCTH B Hasi MOJIEJIN YTIPABJICHUSI JOCTYIIOM. 6
JTOKAJIBHBIX CCTAX NHCTpyMEHTHI [T KCCIIEIOBAHUS CETH (CHU- 4
8




theper)

NHcTpyMeHTsI it KcclieJoOBaHUs CETH (CKa- 4
HEepbI 0€30MTaCHOCTH)
Uroro 12
7 OGecnieuenue MexceTeBble DKpaHbl 4 OIIK-7, IIK-
IMaCHOCTH 15, IIK-2, T1K-
Gesonacnoc AHTUBHpYCHAas 3alIATa 4 > ’
MEKCETEBOI0 6
B3aUMOJICHCTBHS BupryanbHble yacTHbIE CETU 4
Cucrtembl 00HApYKEHUS U TIPEIOTBPAIICHHUS 4
BTOPKEHUI
DLP-cucremsl
bezonacHOCTh MPUKIAAHBIX TPOTOKOJIOB
Uroro 24
Hroro 3a cemectp 36
Hroro 64
8. IIpakTHyeckue 3aHATUSA (CEMUHAPDHI)
HaumeHoBaHMe IpaKTUYECKUX 3aHATUH (CEMUHAPOB) MpHBeeHO B Tabnuie 8.1.
Tabmuma 8.1 — HauMeHoBaHME MPAKTUYECKUX 3aHSATHIA (CEMHUHAPOB)
HaunmeHoBaHue mpakTUYECKUX 3aHIATHI TpynoeMkocTtsb, | Dopmupyembie
HaszBanus pasznenos P Py ’ PMHPY
(cemuHapOB) q KOMIIETEHIIUHT
5 cemecTp
2 OcHoBbl mocTpoenus | [[popaboTka CTPYKTYpbl KOMITBIOTEPHOU CETH 4 OIIK-7, IIK-
COBPEMEHHBIX OpraHu3aluu CETH, ONTMCAHUE XapaKTepa CBsl- 15, TIK-2, TTK-
JIOKAJTBHBIX CETeH | 3el MEeXy dJIeMEHTaMH U WHPOPMAITHOHHBIX 6
MTOTOKOB.
Br160op o0opymoBaHus sl IOKAIBHOHM ceTH 4
OpraHu3aIiHy.
Hroro 8
Hroro 3a cemectp 8
6 cemecTp
6 TexHonoruu [TpopaboTKa CTPYKTYpPbI CUCTEMBI 3AIIUTHI 4 OIIK-7, IIK-
oOecreueHus nH(}OpMAIMU U COCTaBa CPEJICTB 3AIIUTHI B 15, IIK-2, TIK-
0€3011acHOCTH B KOMIIBIOTEPHOU CETH. 6
JMOKQIBHBIX CCTAX o nroToBKa JIOKYMEHTOB 10 CUCTEME 3aIlIU- 4
Thl HH(OpMaLMu B HHGOPMAIIMOHHOM cucTe-
Me.
Hroro 8
Hroro 3a cemectp 8
Hroro 16

9. CamocrosiTesqibHasi padora

Bunasl camocTosiTenbHOM paboThl, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIIUN MTPEICTABICHHI B

Tabymite 9.1.
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Tabmuma 9.1 — Busiel caMOCTOSTENBHON padOThI, TPYIOEMKOCTh M (JOPMHUPYEMbIE KOMIIETCHIIUN

Bunnr camoctostensHod | TpymoeMKoCcTs, | DopMUpyeMEIE
HasBanus paznenos Py ’ PMHPY DopMBbI KOHTPOJIS
paboThI q KOMITETEHITUU
5 cemecTp
1 OcHoBHBIE [TpopaboTka IeKInOHHO- 4 OIIK-7, IIK-15 |Omnpoc Ha 3aHATHUSAX,
MOHSITHS ro Marepuana Otuer no nabopa-
nHpopM i
(I)(gp AIMOHHEBIX Odopmienne 0TYETOB IO 8 ;op HOH pabore,
Tei T
cere abopaTOpHBIM paboTam cc
Hroro 12
2 OCHOBEI [ToaroroBka k mpakTuye- OIIK-7, IIK-15 |3ammra otdueTa,
MOCTPOCHUS CKUM 3aHSTUSM, CEMHUHA- Ormpoc Ha 3aHATHUSAX,
COBpPEMEHHBIX pam Otuer no nabopa-
KaJbHBIX CETEU TOpPHOM
floxall cere [TpopaboTka JIeKITMOHHO- 4 T0p ofi padore,
ro Marepuana ect
OdopmiieHne 0T4ETOB TIO 8
na0opaToOpHBIM paboTam
Hroro 20
3 CpenctBa [TpopaboTka JTeKIHOHHO- 6 OIIK-7, I[IK-15 |Omnpoc Ha 3aHATHUSAX,
peanuzanuu ro Marepuana Otuer no nabopa-
MEXCETEBOT i
CAKCCTCBOTO OdopmiteHne 0T4ETOB TIO 12 ,TFOP HOH pabore,
B3auMOjIel
AleHCTBIA nabopaTopHBIM paboTam ect
Uroro 18
4 TlepcnextuBHbie | [IpopaboTka JIEKIIMOHHO- 4 OIIK-7, IIK-15 |Omnpoc Ha 3aHATHUSAX,
HarpaBJICHUS ro Marepuana Tect
pa3BUTHUS U Virtoro 4
poOIeMbl
MH(POPMAIIMOHHBIX
cereut
Hroro 3a cemectp 54
6 cemecTp
5 OCHOBHEIE CamocTosTenbHOe n3yde- 4 OIIK-7, I1IK-15, | Onpoc Ha 3aHATHSAX,
TOHATHUSA HUE TeM (BOPOCOB) TE€O- [1K-2, ITIK-6 Tect, Dx3ameH
MH(OPMAIIMOHHON | pETHUUYECKOM YacTH Kypca
MACHOCTH
663()“ cHOC [TpopaboTka JTeKIIHOHHO- 4
cereit OBM
ro Marepuana
Uroro 8
6 TexHonorun [ToaroroBka k nmpakTuye- 8 OIIK-7, IIK-15, | 3amuTa oT4eTa,
obecreueHUs CKHM 3aHATHUSIM, CCMHAHA- I1K-2, TIK-6 Onpoc Ha 3aHATHSX,
0€30MMacHOCTH B pam Otuer no nabopa-
KaJbHBIX CETAX TOPHOM
floKal ce CamocTosTenbHOe n3yde- 9 TOP og pabore,
T, OK
HHE TeM (BOIIPOCOB) TEO- CCT, JK3aMeH
PETUYECKOI YacTH Kypca
[TpopaboTKa JTEeKITUOHHO- 8
ro Marepuana
OdopmieHre OTYETOB TI0 12
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JabopaTOPHBIM paboTam

Uroro 37
7 ObecrieueHue CamocrosiTenbHOe U3yye- 7 OIIK-7, IIK-15, | Onpoc Ha 3aHATHUSAX,
0€30macHOCTH HUE TeM (BOTIPOCOB) T€O- [1K-2, TIK-6 OtyeT mo nabopa-
MEXCETEBOT0 pPETHUYECKOM YacTH Kypca TOpHOI paboTe,
B3aUMOJICHCTBUS TIpopaGoTKa TEKIHOHHO- 6 Tect, Ox3amen

ro Marepuana

OdopmiteHre 0TYETOB TIO 24

nmabopaTtopHbIM paboTam

Hroro 37
Hroro 3a cemectp 82

[ToaroroBka u cnava k- 36 DK3aMeH

3aMeHa
Hroro 172

10. KypcoBoii npoekTt / KypcoBasi padora
He mpenycmotpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4arouXcsl

11.1. banjbHbIe OLEHKH AJIs1 3JIEMEHTOB KOHTPOJIA
Ta6mura 11.1 — banpHbIE OIEHKH [T SJIEMEHTOB KOHTPOJISI

. . MaxkcuManbHbIN
. MaxkcumanbHbIN MaxkcuManbHbIH
OneMeHTHl yueOHOU 6asu1 3a mepuoa Bcero 3a
6amn Ha 1-yto KT ¢ | Gamr 3a mepuon
NESITEIbHOCTH mexay 2KT u Ha cemMecTp
Hauyana cemectpa | mexay 1KT u 2KT
KOHEIl ceMecTpa
5 cemectp
Ormpoc Ha 3aHATUAX 3 4 3 10
OTuet no nmabopaTopHOii 30 30 30 90
pabore
Hroro makcumyM 3a nepu- 33 34 33 100
Oon
Hapacratomum urorom 33 67 100 100
6 cemecTp
3amura oTUeTa 10 10 20
Omnpoc Ha 3aHATHAX 3 4 3 10
OTuet no nabopaTopHOii 20 20 40
pabore
Hrtoro makcumyM 3a nepu- 13 34 23 70
on
OK3amMeH 30
Hapacraromnm nrorom 13 47 70 100
11.2. Ilepecyer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer OanyoB B OLIGHKH 32 KOHTPOJIbHBIE TOUKHU peAcTaBieH B Tabuune 11.2.
Tabmuua 11.2 — [lepecueT 06ayuI0B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
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> 90% ot MakcuManbHON cyMMBbI OamioB Ha gaty KT

Ot 70% no 89% ot makcumasibHON cymMmbl OaiioB Ha aaty KT

Ot 60% 10 69% OoT MakcMMaIbHOM cyMMbl OaisioB Ha naty KT

N | W | &~ W

< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULMOHHYIO M MEKTYHAPOIHYIO OLEHKY

[Tepecuer cymMbl OaioB B TPAAMLIMOHHYIO U MEXIYHApOIHYIO OLICHKY NpEJCTaBleH B TabiauLe
11.3.

Tabmuua 11.3 — [lepecueT cymmbl OalIOB B TPAAUIIMOHHYIO M MEXKAYHAPOAHYIO OLIEHKY

HtoroBas cymma Oaos,

Onenka (I'OC) YUHTBHIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIInYHO)
85 -89 B (ouens xoporiio)

4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
0-74 D (ynoBnerBoputeabHO)
65 - 69

3 (yZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (nocpercraenio)
2 (HeyROBICTBOPHTENSHO) (HE Hwxe 60 6ayioB F (HeynoBneTBOPUTENIBHO)

3a4TEHO)

12. YueOHO-MeTOAMYecKOe U MHGOPMAIMOHHOE 00ecTieyeHue TUCIHIIIMHBI

12.1. OcHoBHas JUTEpaTypa
1. TlocTpoeHue 3alIUIIEHHBIX KOPHOPATUBHBIX CETEH [DIEKTPOHHBIA pecypc]| [DAeKTpOHHBIN
pecypc]: yuebnoe nmocobue / P.H. Aunnos. — Dnekrpon. man. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexxum moctyma: https://e.lanbook.com/book/66472 (nara o6pamenus: 28.05.2021).

12.2. lonosiHUTeIbHAS JIUTEPATYpPa
1. KoMmmnbroTepHbIE CETH U CITYKOBI YIAJIEHHOTO A0CTyIa [ DIEKTPOHHBIN pecypc] [DneKTpoHHbII
pecypc]: cnpaBounuk / O. N6e. — Dnektpon. gan. — Mocksa : [IMK IIpecc, 2007. — 336 ¢. — Pexum
noctyna: https://e.lanbook.com/book/1169 (nata obpamenus: 28.05.2021).

12.3. YueOHO-MeTOAHYECKHE ITOCOOUS

12.3.1. Obs3aTenbHbIC y4eOHO-MeTOAMYEeCKHE TOCOOHS

1. bezomacHocTh ceteit OBM [DnexktpoHHBI pecype]: MeToaudeckue ykazaHus ajis jabopa-
TOPHBIX U MpakTHdeckux padot / HoBoxpectoB A. K., IIpackypun I"'A., 2014. — 99 c. [DnekTpoHHBII pe-
cypc] — Pexum noctyma: https://disk.fb.tusur.ru/bsevm/practice.pdf (nara oopamenus: 28.05.2021).

2. bezonacHocTh ceteit OBM [OnekTpoHHBIN pecypc]: MeToauueckue yka3aHus AJi CaMOCTOs -
TenpHOM padoThl ctyneHTa / HoBoxpectoB A.K., Ilpackypun I'A., 2014. — 4 c. [DnekTpoHHBIN pecypc] —
Pexxum moctyna: https://disk.fb.tusur.ru/bsevm/independent work.pdf (nata oopamenus: 28.05.2021).

3. besonacuocts cereit OBM. Yacte 1 [Dnekrponnslii pecypc]: JlabopartopHslii mpakTUKyM /
Hosoxpectos A. K., I'yisieB A. U. - 2017. 92 c. — Pexxum noctyna: https://edu.tusur.ru/publications/7225
(mara obpamienus: 28.05.2021).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMSA JIsl JIMI] € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
WHBAJIHI0B
Y4eOHO-MeTOqMUECKHNEe MaTepUabl ISl CAMOCTOSTEIBHON M ayTUTOPHOW paboThl 00ydJarommxcs
U3 YKCiIa JIUI C OTPaHUYCHHBIMU BO3MOXKHOCTSIMU 3/I0POBbSl U MHBAIMIOB MPEAOCTABISIOTCS B (OpMaXx,
aIaTITHPOBAHHBIX K OTPAaHHMYCHHUSIM UX 3/I0POBbSI M BOCIIPHUATHUS HH()OPMAIIHH.
JI1s1i JIMI ¢ HAPYIIEeHUSIMH 3PeHust:
- B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;
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- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.

JL1s1 JIMI ¢ HApYIIEHUSIMM CJIyXa:

- B ()OpME IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU hopme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:
— B (hOpMe DITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHoOU hopme.

12.4. IIpo¢peccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALMOHHBIE CIPABOYHBIE CHCTEMbI
1. http://www.elibrary.ru - HaydHast 37eKTpoHHas: OMOIMOTEKA;

2. http://www.edu.ru - BeO-caiiT cuctemsbl (eiepaIbHbIX 00pa30BaTeIbHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBareabHBIN MOpTaT PaKyabTeTa 0€30MaCHOCTH;

4. https://fstec.ru/ - @enepanbHas ciryx0a Mo TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJTIO.

13. MaTtepuaibHO-TEXHMYECKOE O0ecreyeHue JTUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O6uue TpedGOBaHNA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPAMMHOe o0ecrneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHSATUH JICKITMOHHOTO TUTIA, TPYIIIOBBIX M MHIWBUYyaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MIPOMEKYTOYHOW aTTECTAI[UU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TIO-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKOW M CTaHAApTHOH y4ueOHOI mebenbro. MMeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4eOHO-HATIIAIHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuaJIbHO-TeXHUYECKOE U MIPOrPAMMHOE o0ecnedyeHue JAJisi NPAKTHYECKUX 3aHATH

Jlabopatopus "be3zonacnoctu ceteit 9BM 1 ceTeBbIX KOMITBIOTEPHBIX TEXHOJIOTHA"

yueOHas ayTuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAaKTUYECKOrO TUTA, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHITHUH JIAOOPATOPHOTO THUTIA

634045, Tomckas obmactsb, T. Tomck, ya. KpacHoapmetickas, 1. 146, 804 ayn.

Onucanue uMeroIerocs 000py10BaHUs:

- Kommeroteps! knacca He Hmwke GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mir.);

- O0Oyuaromuii CTeH/T JJOKaJIbHbIE KOMITbIOTEpPHBIEC ceTn Microtik routerboard (2 mT.);

- VIPNET YMK «be3onacHOCTb ceTeiiy;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 mit.);

- KomnsroTep kiacca ne Hiwke 15-7400/8DDR4/SSD120G;

- Araimmmzatop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mt.);

- Arammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- Cepgep knacca He Hwke 4XxE7-4809v4/512GBRE16/1.9300-81/5T6000G7;

- Mapmpytu3zatop Cisco 891-K9 (2 mt.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mit.);

- Mapmpyrtuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommuiexT cnenuaan3upoBaHHON yueOHOM MeOen;

- PaGouee mecTo mpemnoaBarens.

[IporpamMmMHoOe obecrnieueHue:

— Cisco Packet Tracer

— Cucrema monuTOpuHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanusarop tpapuka Wireshark

— Huctpubytus Kali Linux

— Mexceresoii skpan UKC Lite
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— MexcereBoiiakpanPositive Technologies Application Firewall Education
— Cucrema ananusa 3amuiieHHoctu cetu MaxPatrol Education

— Cucrema oOHapyKeHHUs BTOP>KEHUN Snort

— Cucrema oOHapyKeHHUs BTOp>KeHUH Suricata

— CpencTBo NocTpoeHMs BUPTYyaabHbIX YacTHBIX ceTeid OpenVPN

13.1.3. MaTepua/ibHO-TeXHUYECKOE U IPOrPaMMHoOe o0ecrnedyeHue sl JIadoOpaTOpHbIX padoT
Jlaboparopus "be3omacHoctu ceteit OBM 1 ceTeBbIX KOMITBIOTEPHBIX TEXHOIOTHIA"
yueOHas ayuTOpHsl 71l IPOBEACHUSI 3aHATHI MPAKTUYECKOrO TUIa, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHATUHN JJaOOPATOPHOTO THUTIA

634045, Tomckas obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 804 ayn.

Onwucanue uMeromierocs 000pyI0BaHuUs:

- Kommeroteps! knacca e Hmwke GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mir.);

- OOyuaromuii CTeH/T JJOKaJIbHbIE KOMITbIOTEpHBIEC ceTn Microtik routerboard (2 mT.);

- VIPNET YMK «be3onacHOCTb ceTeiiy;

- Kommytatop Mikrotik CRS125-24G-1S-IN (6 mit.);

- Komnbrotep kiacca ne ke 15-7400/8DDR4/SSD120G;

- Arammmzatop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mt.);

- Arammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- Cepgep knacca He Hke 4xE7-4809v4/512GBRE16/L9300-81/5T6000G7;

- Mapmpyru3zatop Cisco 891-K9 (2 mt.);

- Mapmpyrtuzarop Cisco C881-V-K9 (2 mit.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmmMHoOe obecrnieueHue:

— Cisco Packet Tracer

— Cucrema monuTOopuHTa Zabbix

— Microsoft Windows 10

— XSpider

— Awnamusarop Tpadpuka Wireshark

— Huctpubytus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoiiakpanPositive Technologies Application Firewall Education

— Cucrema ananuza 3amunieHHocty cetu MaxPatrol Education

— CucremMa oOHapyXeHHUs1 BTOp>KeHUH Snort

— Cucrema oOHapykeHus BTOpKeHu# Suricata

— CpencTBo NoCTpoEeHMsI BUPTYyalbHBIX YacTHBIX ceTeid OpenVPN

13.1.4. MaTrepuajibHO-TEXHMYECKOE U IPOTPaMMHOe odecredeHue 1JIs CAMOCTOATEIbHOI padoThI
Jnist caMoCTOsTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIacchl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckast obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepummnauna ynuna, 1. 47, 126 ayz.;
- 634034, Tomckast obmacts, T. Tomck, Bepmmanna ymuma, 1. 74, 207 ayz.

CoctaB 000pyIOBaHUA:
- yueOHast mebenb;
- komnbroTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.81T . - 5 wit.;

- KOMIIBIOTEPbI NOAKIIIOUCHBI K CCTU ((I/IHTepHeT» 1 00eCrneUnBaoT JOCTYyIl B 3JICKTPOHHYIO HH-
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(opMannoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecniedeHre TUCHMIIIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMH C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI U WHBAIUIAMHU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKHUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTEMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOyyJaronyecs: ¢ HapylIEeHHEM CllyXa, 000pYy/I0BaHA KOMITBIOTEPHOM TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, FJIEKTPOHHOM JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JEKIIMOHHBIX U YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEINIUTEICH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIIOJIb-
3YIOTCS aJbTEPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/nepe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOM CHCTEeMbl OOy4eHUs [UIs JIOAEH ¢ UHBa-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPraHU3aliu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHUAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBble 3a1aHus

1. ITo macmTaly KOMIBIOTEPHbIE CETH MOIPA3ALIISIOTCS Ha

a) 3Be371000pa3HbIe, KOJIbIIEBBIC, ITTHHBIC

b) onHOpaHTOBBIE U CETH "KIMEHT-cepBep”

C) IPOBOJIHBIE M OECTIPOBO/THBIE

d) nokanbpHBIC U INI0OATLHBIE

2. 3agaueii kakoro ypoBHsi mozenu OSI sBisieTcst ynpaBieHHE JOCTYNIOM K Cpelie B CeTsiX, IOo-
CTPOEHHBIX Ha OCHOBE pa3JIeNsieMOM cpebl?

a) IPUKJIATHOTO

b) cereBoro

C) KaHAJBLHOTO

d) dusmueckoro

3. Kakoe MUHUMaJIbHOE KOJIMYECTBO YpOBHEH MPOTOKONOB (B TepmuHax moaenu OSI) momxHb
NOJIEPKUBATh MapIIPYTU3aTOPBI CETEN ¢ KOMMYTAIUEN TaKETOB?

a)l

b) 2

c)3

d) 4

4. K tpancnoptHoMy ypoBHIO Mojienu OSI oTHOCATCS MPOTOKOJIBI:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3
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d) UDP, TCP

5. Ilo kakoit mpuuuHe B npoTokose RIP paccrosinue B 16 X0MOB MEX1y CETIMU MOJIaraeTcsi HEJlo-
CTHXXKUMBIM?

a) 1oJie, OTBEACHHOE JJIsl XpaHEHUS 3HAUEHUS pacCTOSHUS, UMEET JUIMHY 4 IBOUYHBIX pa3zpsaa

b) ISt TOJTyYeHUsT TPUEMIIEMOTO BPEMEHH CXOAUMOCTH allTOPUTMA

¢) ceTH, B KoTophix padoraet RIP, peako ObpIBatOT OONBIIMMH

d) Ta0GnuIel MapIIpyTU3AIUK HE MOTYT XpaHUTh OoJbie 16 3amuceit

6. Uro nyxHo caenats Ha DHCP cepBepe uToOBI MCKITIOUNTH BbIIauy ompeaeneHHoro IP agpeca
U3 CYIIECTBYIOIIETO AMana3oHa?

a) co3mars auana3oH IP agpecor

b) co3nare napamerp DHCP

¢) cozmars obmacte DHCP

d) co3marte uckmrouenue nis [P agpeca

7. Kak nHazwpiBaeTcsi 00beKT Active Directory, KOTOpPBIM XpaHUT MH(POpPMAIIHIO 00 YYETHBIX 3aIlv-
csiX, OOIIUX pecypcax, NoJpa3AeIeHUAX ?

a) CETEBOM JIOCTYI

b) karayor

C) mamnka

d) nomen

8. Kakoit mpoTOKOI HCTIONB3YeTCs IS JOCTYIIA K ciyk0e kataisoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KomnbroTep, 3aHUMAIOLIHICS 00CTY)KMBaHUEM CETH, YIpaBJICHHEM Iepenadeii coOOIeHH, 1
MPEIOCTABIAIOMNN YAaJEeHHBIA JOCTYII K CBOUM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepsepom

) paboueii cTaHITHEH

d) xoctom

10. MeTox mepenaun JaHHBIX, IPU KOTOPOM JIaHHBIE TIEPECHUIAIOTCS B JIBYX HAMPABICHUSX OJI-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUICKCHBIM

b) nymiaeKCHbIM

C) CUHXPOHHBIM

d) momymymieKCHBIM

11. AHanu3 3aUUIIeHHOCTH - 3TO ...

a) BBIOOp 00OCHOBAaHHOTO HaOOpa KOHTPMEP, MO3BOJISIOMIUX CHU3UTh YPOBEHb PUCKOB JI0 TIPUEM-
JIEMOM BEJIMYUHBI

b) He3aBHCHMas IKCIIEPTHU3a OTACIBHBIX 00IaCTe (PYHKITMOHUPOBAHUS MTPEATPUSITH

C) mpoteaypa ydeTa JeHCTBUH, BHITTOTHIEMBIX TIOJIH30BaTEIeM Ha MPOTSHKEHUU CEaHca J0CTYIa

d) mouck ys3BUMBIX MeCT HH(POPMAITMOHHOW CHUCTEMBI

12. Bo3neiicTBuE Ha CUCTEMY C LIETbIO CO3JaHMs YCIOBUM, IIPU KOTOPBIX JIETaJbHBIE T0Ib30BaTE-
JIM CUCTEMBI HE MOTYT MOJIYYUTh JOCTYI K MPEAOCTaBIsIEMbIM CUCTEMON pecypcam, JTU00 3TOT JOCTYI 3a-
TPY/IHEH.

a) DoS-araka

b) HeCaHKIIMOHUPOBAHHBIN TOCTYII

C) HE3aKOHHOE HCIT0JIb30BaHUE MPUBUIICTUN

d) nmporpamMMmHas 3aknaaka

13. TIporpamMmMHO€ CpeACTBO IS YIAJIEHHON WM JIOKAIBbHON JUArHOCTUKU PA3TMYHBIX 3JIEMEHTOB
CETH Ha MPEIMET BBISIBIICHUS B HUX PA3IHYHBIX YSI3BUMOCTEH.

a) areHT 0e30MmacHOCTH

b) monauTHKa 6€30MaCHOCTH

C) CPENCTBO JIeJeTUPOBaHUS aAMUHUCTPATUBHBIX TOJIHOMOYUN
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d) ckanep GezomacHOCTH

14. ... - mporecc GIOKMPOBKY BBISIBICHHBIX BTOPKCHHIA.

a) aHaJIM3 3alUIICHHOCTH

b) oOHapy)eHHE aTaK

C) NpENOTBPALIEHHUE aTaK

d) aymut GezonmacHoOCTH

15. B xypHane ayreHTudukanuu oOHAPYKEHO HECKOIBKO 3alMCEH HEYCIICITHBIX MOMBITOK BOUTH
B CHCTEMY T0J1 YU€THBIMU 3alUCSIMH TOJIb30BaTeneil. Bo3mokHo Oblia mombITka moadopa naposei. Kakoe
CTaHAAPTHOE CPEJCTBO CIEAYET UCIOIb30BaTh JUIsl yMEHbBILIEHUSI PUCKa TAKOIO poja aTak?

a) UCTOJIb30BaTh CUCTEMY OOHAPYKEHUST BTOPIKEHUH

b) nepeuMeHOBaTh YYETHYIO 3alUCh aIMUHHCTPATOPa

C) UCTIOJIL30BaTh MYJILTU(AKTOPHYIO ayTCHTHU(HUKAIIHIO

d) BKITIOUNTH OJOKHUPOBKY YUETHBIX 3alMCEH MIPU ONMPEIEICHHOM KOJIMUYECTBE HEYCIEIIHBIX OB~
TOK perucTpanuu

16. Ilonutuka 6e3omacHOCTH TpeOyeT COKphITUS cxembl IP-anpecannu, ucnoibp3yeMoil BO BHY-
TpeHHel cetu. Kakast u3 nepeynciaeHHbIX TEXHOIOTHI MO3BOJUT PEIIUTh MOCTABICHHYIO 3a1a4y?

a) cucteMa OOHapyKEeHUs! BTOP)KEHU I

b) mepcoHaIbHBIN MEXCETEBOM dKpaH

c) NAT

d) aHTHBHpPYCHOE MPOTPaMMHOE 0OECTICUCHHE

17. Texnomnorus, kotopas sl 0OOHApYKEHHs aTak MCIOJIb3YeT, HarpuMmep, oopaser [P-nakera, xa-
PaKTEPHOTO JIJIsl KaKOH-HUOY/Ib OTIPEICTICHHON aTaKH.

a) MOHUTOP PETUCTPAIMOHHBIX (aiIoB

b) KOHTPOJIb 1IETOCTHOCTH

C) BBISIBIICHHE aHOMAJIBHOU JEATEIbHOCTH

d) aHanu3 curHatyp

18. Cornacno knaccupuxanuu @CTIK Poccun, MexcereBoi 3KkpaH MpUMEHSIEMbI Ha Joruye-
ckoit rpanune UC nnm Mexy sorudyeckumu rpanuiiamMu cermenToB C, ato MO ...

a) Tumna A

b) Tuma b

c) tuna B

d) tuma I

19. Cornacuo knaccugpukanun @CTIK Poccun cuctembl 00HapyKeHUsI BTOP)KEHUH IEeNATCS Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHEIIHUE U BHYTPEHHUE

C) CHMMETPHYHbIE U aCUMMETPUYHBIE

d) KoMMyTHpyeMbIe 1 HEKOMMYTHpPYEMBbIE

20. CormacHo mpo¢uiII0 3alTUTHl CPEJICTBA AaHTHBUPYCHOH 3ammThl TUMa «b» ycraHaBiamBaroTCs
Ha ... ”HPOPMALIMOHHON CUCTEMBI, (PYHKIMOHUPYIOIIEH Ha 0a3e BHIYUCIUTEIBHON CETH.

a) paboure CTaHIIUU MOJTh30BaTEIICH

b) cepBepsl

¢) pabouyro CTAaHIIUIO aJIMHHUCTPATOPA

d) cepBepsl u paboune cTaHINH

21. 3amuTa pecypcoB CeTH OT HECAHKIIMOHUPOBAHHOTO UCIOJIB30BAHHUS - 3TO

a) oxpaHa 000pyIOBaHUs CETH

b) 3ammTa siapa 6€30MacHOCTH

C) KOHTPOJIb JOCTYyIa

d) 3ammra mepumerpa 6€30MaCHOCTH

22. CpencTBo 3alMThl, 00ECTIEYMBAIOIIEE 3AUTUIEHHOCTh HH(OPMALIUK OT YTPO3 HEJIETUTUMHOU
nepesayu JaHHBIX W3 3al[UIIEHHOTO CErMEHTa CHCTEMbI MyTeM aHalu3a U OJIOKMPOBAHUS HCXOASAIIETO
Tpaduka

a) MEXXCETEBOM IKpaH

b) cpeacTBO aHTUBUPYCHOM 3aIUTHI

¢) DLP-cucrema
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d) ckanep GezomacHOCTH

23. CpenctBo, pemiaromiee 3a1a9i KOHCOJIUIAIIMN U XPaHEeHUSI KYPHAJIOB COOBITUN OT pa3IMYHBIX
MCTOYHHKOB, a TaKXKe MMEIoIee MHCTPYMEHTHI JJIs aHalln3a COObITUI U pa30opa MHLUACHTOB Ha OCHOBE
UX KOPPEJSAIHUHA U 00paOOTKH 1O MPaBHIIaM — 3TO ...

a) DLP-cucrema

b) cucrema oOHApYKEHHUST BTOPKEHUI

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco0 nepexBata MH(OpMaIUK, TIPU KOTOPOM Ha MAIIMHY yCTAaHABIMBACTCS MPOrPaMMHOE
Cpe/CTBO, cobuparoiee 1 nepeaarIiee HHPOPMaIuo — 3TO ...

a) IepexBar B pa3phiB

b) ceTeBoii mepexsar

C) areHTCKUi rnepexsar

d) mepexBar myTeM MHTErpalui CO CTOPOHHUMU MPOITYKTaMHU

25. IIporpaMMHOE WM anmapaTHOE CPEICTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHT CETH B peallb-
HOM BPEMEHHM C LIEbIO BBISIBICHUS, IPEAOTBpAILeHUsI U OJOKUPOBKU BPEIOHOCHOI aKTUBHOCTH.

a) MEXCETEBOU IKpaH

b) cucrema oOHApYKEHHUST BTOPKEHUI

C) CUCTEMa MPEIOTBPAILEHHs BTOP>KEHHH

d) cpeacTBO aHTUBUPYCHOM 3aITUTHI

26. K xakum metonam cOopa JaHHBIX, HCHOJIB3YIOIIMXCS TPU ayauTe HH(OPMAIIMOHHOM Oe3omac-
HOCTH, oTHOcuTCcI MaxPatrol?

a) aHaJIU3 TOKYMEHTalUU

b) npenocTaBiIeHUE ONMPOCHBIX JTUCTOB

C) UCTOJIb30BAaHHUE CIEIMATN3UPOBAHHBIX MPOTPAMMHBIX CPEJCTB

d) uHTEpBHIOMPOBAHKE

27. Kakoil U3 MeTOJI0B MPOBEPKH HANPABJICH Ha OIpECICHHE HAIUYHS YSI3BUMOCTU MO KOCBEH-
HBIM MpU3HAKam?

a) aKTHBHBIE 30HIUPYIONIUE TPOBEPKHU

b) mpoBepka 3arojIOBKOB M aKTUBHBIE 30HAUPYIONINE TPOBEPKHU

C) IPOBEPKA 3aroJIOBKOB

d) umuTanms atax

28. B kakoM pexuMe CKaHMPOBaHUs CHCTEMBbI aHanM3a 3amuinenHoctd MaxPatrol MoxxHO mpouns-
BECTH MOAOOP maposieit?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakom pexxume ¢pyHkunonuposanus [Psec mmdpyercs Bech ucxonusiit [P-naker, a 3arem ox
BCTaBJISIETCS B MOJI€ JaHHBIX HOBOTO MakeTa’?

a) TPaHCIIOPTHOM

b) TyHHETEHOM

) B 000MX pexXxuMax

d) IPsec He ucnonb3yet mudpoBaHue

30. IIpouecc nmonyueHus: 0OObEKTUBHBIX KAY€CTBEHHBIX U KOJMUECTBEHHBIX OLIEHOK O TEKYIIEM CO-
CTOSIHUU UH(OPMAITMOHHOM 0€30I1acCHOCTH OpTraHU3allii B COOTBETCTBUH C OMPENEIEHHBIMU KPUTEPUIMU
U TIOKa3aTeIsIMi 0e3011acCHOCTH — 37O ...

a) BBISBJICHHE aHOMAJIbHOM J1eATeNbHOCTH

b) aHaM3 3aMUIIIEHHOCTH

¢) aymuT HH(POPMAIMOHHOM 06€30MacHOCTH

d) ycTaHOBKa CHCTEMBI 3aIUTHI

14.1.2. Dx3aMeHALIMOHHBbIE BONPOCHI
1. TunoBsie KoHpUTypay HHHOPMATMOHHBIX cUcTeM. BiusiHue koHdurypanum nadopMauoH-
HOM cHCTeMbl Ha 0€30MacHOCTh XPaHUMBIX, 00pabaThIBaEMbIX U IE€pelaBaeMbIX 10 CETH JAHHBIX.
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. ¥Yrpo3a. Ya3BumocTh. ATaka. B3auMocCBs3b MEXy 3TUMU NOHATHUSMHU.
. Kimaccudukanus yrpos napopMarinoHHON 0€301MacCHOCTH BHIYUCITUTEIBHBIX CETCH.
. Knaccugukanus ys3BumocTeii.
. Kimaccudukanus arak.
. I[lepexBat unpopmanuu B cetu. MHCTpyMeHTh. CrIOCOOBI MPOTHBOACHCTBHS IIEPEXBATY.
. Spoofing. CriocoObI moaaenku uaeHTuGukaropoB. CriocoObl MPOTUBOACHCTBUS Spoofing'y.
. DOS-araku. Ocobennoctu peanuzaiun. Criocods! npotuBoaericTBust DOS-arakam.
VYHuBepcanbHbIE METONBI OOecredeHus: WH(OOPMAIIMOHHONW O€30MacHOCTH KOMIIBIOTEPOB M
KOMIIBIOTEPHBIX CETEH.

10. Crenmanu3upoBaHHbIE METOBI oOecreueHus: NHGOPMAIIMOHHON 0€30MacHOCTH KOMITBIOTEP-
HBIX CETEH.

11. Unentuduxamus u ayreHtudukanus. OcoOEHHOCTH ayTeHTH(UKAIIMU T0JIh30BaTEeNICH B
KOMIIBIOTEPHBIX CETSIX.

12. TIporokon Kerberos. Haznauenune. OcoGeHHOCTH (HYHKITMOHUPOBAHHSI.

13. Pasrpannuenue 1octyna K MHPOPMALMOHHBIM PecypcaM KOMITbIOTEPHBIX CETEH.

14. Kpunrorpaduyeckas 3ammra HHPOPMAIIUA B KOMIBIOTEPHBIX CeTAX. JlocTOMHCTBA M HENO-
ctatku. CriocoObl MPeooIeHHUsI KpUNTOrpapuuecKoi 3auTsl HH(POPMAITHH.

15. Dnexkrponnas noanuchk. Haznauenue. [IpuMeHeHne uisi 3alMTHI CETEBOIO B3aMMOJICHCTBUSI.
IIpumepsl.

16. Ckanepsl 6e30macHOCTH. CrTOCOOBI BBISIBJICHUS YSI3BUMOCTEH B HHPOPMAIIMOHHBIX CHCTEMaX.

17. Ayaut B nHGOpPMALMOHHBIX cucTeMax. DYHKIMN U Ha3HAYCHUE ay[UTa, €ro pojb B odecreye-
HUU WH()OPMAITMOHHON 0€30MaCHOCTH.

18. Cuctembl oOHapykeHHs BTOpxKeHUH. CHCTEeMBbI NMPeOTBPAICHUs BTOPKEHUH. MeTOTUKH BbI-
SIBJICHUS CETEBBIX aTakK.

19. CeteBble U XOCTOBBIE CHCTEMBI OOHAPYKEHHUS U TPEIOTBpAIleHHs BTOp keHui. JlocTonHCTBA 1
HEJO0CTaTKH.

20. MexcerteBble dKpanbl. Knaccudukanus. BapuanTsl pazmerieHus: MexceTeBoro skpana. Jlo-
CTOMHCTBA M HEJJOCTATKH.

21. JemunurapuzoBanHas 30Hbl. HazHauenne. CriocoObl BbIIEICHUS.

22. Kiaccudukanus MeXCEeTeBBIX dKPAaHOB IO YPOBHSM 3aluIIeHHOCTH. [loka3aTenp 3aluiieH-
HOCTH, IPUMEHsIEMbIE s Kiaccuukanuu. [IpuMeHeHre MexXceTeBbIX SKPaHOB Pa3IMUHBIX KJIACCOB.

23. Texunomorust VPN (BuptyansHblie yacTHble ceTn). Haznayenne. JIocTOMHCTBAa U HETOCTATKH.

24. OCHOBHBIE KOMIIOHEHTBI TEXHOJIOTUU BUPTyalbHBIX YacTHBIX ceTeil (VLAN).

25. Bpenonocuslie mporpammel. Kimaccudukanus. Kanans! pacnpoctpanenus. Bnusiaue Ha uHbOp-
MAaIMOHHbIE CUCTEMBI.

26. AuTuBHpycHbIe cpeacTBa. Knaccudukamms. MeToauku BeISIBICHUS BPEIOHOCHOTO KO/,

27. CpenctBa obecrnieuenus nHpopmarronHoit 6ezomacnoctd B OC Windows’2003. Pasrpanuue-
HUE JIOCTYIa K JaHHbIM. [ pymnnoBas nonutuka. O61acTb 1eHCTBUS TPYIITOBBIX MOJUTHK.

28. OcHOBHBIE 3Tarbl pa3padOTKU 3aIIUIIEHHOW KOMIBIOTEPHOH CETH.

29. IIpoGaemsbl obectieueHnst 0€301MaCHOCTH NMPUKIIATHBIX cepBrUcOB (Beb, mourta, FTP) u ux pemie-

NJ- IS e NV NN

HUA.
30. dusnueckue cpeacTra obecneueHns HHPOPMAITMOHHONW O€30MTaCHOCTH.

14.1.3. Tembl 0NIPOCOB HA 3aHATUSX

Hctopus passutus cereit O9BM. MecTo U poiib BBIYMCIUTENBHBIX CETEH B COBPEMEHHOM MUPE.
OcHoBHbI€ NOHATHS U TepMHUHOIOTHsL. OOLIMe NPeACTaBIeHUS O BHIYUCIUTENbHOM ceTH. O0uiee moHsATHe
00 MepapXu4ecKol CTPYKType MpOTOKOJIOB. [IpMHIMIIBI MHOTOYPOBHEBOM OpraHU3allMM JIOKAJIbHBIX H
mobanbHbIX cereit OBM. Mozaens OSI. CrangapTHble cTeKH KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.

Crannaptuzanus B cersx. Knaccupukanus BbluMcIuTeNbHBIX ceTeil. TpeGoBanus, nmpeabssise-
MbI€ K COBPEMEHHBIM BBIUYMCIUTEIBHBIM CETSIM. MEeTObl M TEXHOJIOTHH MPOEKTUPOBAHUS CPEACTB Tee-
KOMMYHUKaiuil. CTpykTypusauuu ceti. Puznyeckas 1 Jorudeckasi Tonojaoruu cered. OCHOBHOE KOMMY -
HUKAIIMOHHOE 000PYyI0BaHUE

KoH¢uryparum J10KaJIbHBIX BBIUUCIUTENBHBIX CETed M MeTobl JocTyna B HUX. CTpykTypa u
¢bynkuuu nokanbHbix cereil. Conepsxanue ctanaapra IEEE 802. ba3zoBbie TeXHOIOTMY JTOKAIbHBIX CETEH.
IEEE 802.2 Ethernet. O60pynoBaHu€ JTOKAIbHBIX CETEH.
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CeteBoil ypoBeHb nepeaaun AaHHbIX. [P-aapecarus. Peanuzanusi MexKceTeBOro B3aMMOJCHCTBUSA
cpeactBamu TCP/IP. ITopsinok pacnpenenenus [P-angpecos. OtoOpaxenue IP-agpecoB Ha OKaIbHBIC a-
peca. ARP npotoxko.

[Tpunnunel Mmapuipytuzanuu B [P-cetsax. [Iporokonsl Mapuipyruzanuu. [louarue nomena. /JlomeH-
Has aapecaunus B [P-cersax. DNS nporokor.

[TpoTokon [Pv6. IIpoTokomnsl TpancnoptHoro yposus TCP u UDP.

CoBpeMEeHHbIE TEHJICHLIUM PAa3BUTUS TEIEKOMMYHHUKALIMOHHBIX cUcTeM. MHTerpamust pa3inyHbIX
TUIIOB CETEN U CETEBBIX CITYKO.

ObecnieueHne 06€30MaCHOCTH TEJICKOMMYHHMKAIIMOHHBIX CBA3EH M aJIMUHHCTPATUBHBINA KOHTPOJIb.
OcHOBHbBIE IOHATHUS U TEPMUHOJIOTHUSI.

Tumnossle yrpo3sl ceTeBoi Oe3onacHoCcTH. OCHOBBI KiIaCCU()UKAIIUN CETEBBIX yIrpo3 U aTak. Biws-
HUE YEJIOBEUECKOTO (haKTOpa Ha CETEBYIO O€30MaCHOCTb.

3amuTa TOMOJIOTHH CeTU. BupTyanbHbie TOKambHBIC CETH. JlOMOMHUTENbHBIE PYHKIIMH KOMMYTa-
topoB. [lepconanbHbIe SKpaHbl. AOOHEHTCKOE MU(pPOBaHUE.

3ammra ceTeBoro Tpaduka M KOMIIOHEHTOB ceTH. 3ammta komnoHeHToB cetu oT HC/I. bezonac-
HOCTb pecypcoB ceTH. CpencTBa uIeHTUGUKAIUMU U ayTeHTU(UKALIMK, METObI Pa3/eieHHs] PeCypCcoB U
TEXHOJIOTUU pa3rpaHUYCHHUsI 10CTyTA.

Cucrembl 0OHapYy>KEHHSI U MPOTUBOACUCTBUS BTOp KeHUAM. Knaccudukanus u npuHIUIB QYyHK-
IMOHUPOBAHUS CUCTEM OOHAPYKEHUS BTOPKEHUI

OcHoBHBIE MeXaHU3MbI obecriedeHrs 0e30MacHOCTU U YIIPaBJICHUS pacHpeesieHHbBIMU pecypca-
mu. O6ecrieueHue HaaeKHOCTH HHppacTpyKTypsl IHTEpHET.

3amnuTa KaHajaoB cBsi3u B IHTepHeT. Bunbl ucnonbs3yeMbix B UHTEpHET KaHAIOB CBA3U. M cnomnb30-
BaHHE MEKCETEBBIX SKPaHOB. BupTyaibHbie YaCTHBIE CETH.

Vs3BUMOCTH | 3amiuTa 0a30BBIX MPOTOKOJIOB U ciyk0: [Tporokomnsl mapmpyruzanuu. CeMencTBo
TCP/IP. Cnyx05b1 noucka. bezonacHocte WWW U 371eKTpOHHOM MOYTHI.

Cxkanepsl 6e3omacHoCcTH. Kitacchl ckaHepoB 06€30MacHOCTH U OCOOCHHOCTH MTPUMEHEHHs. 3alnuTa
OT BUPYCOB.

[IporpamMmHBbIe cpencTBa TeaeKoMMyHUKanuu. CTpyKTypa MpOrpaMMHOIO OOecreueHHs JIOKallb-
Hol cetu. Knaccudukarus mporpaMMHOTO oOecriedeHus TOKaJIbHBIX ceTed. [IpHHIMIBI TOCTPOSHUS Cce-
TEBOT0 MPOTrPaMMHOI0 OOECIeUeHUs W CETEBBIX ONepaluoHHbIX cucteM. Knaccudukanus cepBepos.
ITpoektupoBanue cereit O9BM 1o NpUHLIMITY «KJINEHT-CEPBEPY.

Buptyanuzanus nuapopmannonusix cucteM. OOnayHble BBIYUCIICHUS.

14.1.4. Tembl J1a0opaTOpHBIX padoT

Hacrpolika noaxiroueHus y3ina K ceTi. ABToOMaTH4ecKas JUHAMUUYECKas U CTaTUYECKas HACTPOU -
KM CETEBOTO IMOAKIIOYCHHUS.

Crex nporokonos TCP/IP. ITpuknaanbie mpoToKonbl ceTd MHTepHeT.

MogenupoBanue 0a30BbIX CIyK0 U MPOTOKOJIOB MapIIPYTU3aLUHU B TII00QBHBIX CETSIX.

bazoseie ciyx6b1 cetu Murepuer. DHCP. DNS. IIpoTokonsl MapupyTu3anuu.

[Tpuknagasie cayx0n1 cetn MuTepret. Hactpoiitka Web-, FTP-cepBepoB u cepBepa 31eKTpOHHOM
IIOYTBI.

Pasrpannuyenue goctyna K JOKaJIbHBIM M CETEBBIM pecypcaM. /[MCKpenrmoHHas U MaHJaTHas MO-
JIEJIN yIIPABIEHUS TOCTYIIOM.

WHCTpyMeHTHI 17151 KcClieIoBaHuUs CeTH (CHUGEPDI)

WHCTpYMEHTSHI 1 UCCIIeI0OBaHUs CETH (CKaHephl 0€30IaCHOCTH)

Me:xceTeBble SKpaHbl

AHTUBHUpYCHas 3aIUTa

BuptyanbHble yacTHbIE CETU

CucteMbl 0OHapYKEHUS U NPEIOTBPAIIECHUS BTOPKEHUIN

DLP-cucremsl

besonacHOCTE IPUKIAAHBIX IPOTOKOIOB

MonenrpoBaHue CETEBBIX YCTPOMCTB U IPOTOKOJIOB B JIOKAJIBHBIX CETAX

MogenupoBanue BUpPTyaldbHbIX JOKaJIbHBIX ceTel (VLAN) ¢ pasrpaHndeHneM J0CTyna K CETe-
BBIM pecypcam
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14.1.5. 3auér
. [lonstue cetu. TpeboBaHUs, MPEIBABIIEMBIE K CETH.
. Knaccugukanus cereit. [Ipusnaku knaccuukaum.
. CereBrble Tomosioruu. [IpenmyriiecTBa 1 HEOCTATKU OA30BBIX CETEBBIX TOIMOJIOTHIA.
. MeToapl koMMyTaluu y3i0B ceTu. [IpenMyiiecTBa U1 HEJOCTATKU Pa3IMUHBIX METOJ0B KOMMY-

AW~

TalNH.
. Meronp! anpecanuu B MaJbIX U O0NbIIMX ceTsiX. TpeGoBaHus K agpecam.
. OCHOBHBIE anmapaTHble ¥ IPOrPaMMHbIE KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEH
. Haznauenue u coctaB JInHMM CBA3U. HazHaueHne Kak10ro KOMIIOHEHTA JIMHUM CBSI3H.
. OcHOBHBIE BUJIBI ITepenatommx cpea. Ux xapakrepuctuku. OrpaHuYeHUs IEPEAAIOIUX CPEL.

9. becnipoBoanas nunus csa3u. CoctaB o6opynoBanus. [lonsTue kanana.

10. CereBas moaenb OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUSA OTKPBITBIX CUCTEM.

11. Cranpaptuzanus cereil. [Ipoext 802.x.

12. Metoapl 1ocTyna K cpefie nepeayu TaHHbIX.

13. [Nonarue nporokona u uaTEepdeiica. Creku mpoTokonoB. CTaHAAPTHBIE CTEKH MPOTOKOJIOB.

14. CereBas apxurekrypa Ethernet. bazoBerit ctangapt. KomnoneHTsl peanm3aiuy Ha GU3NIECKOM
YpOBHE.

15. Crpykrypa xaapa texnonorun Ethernet. Texnonorus VLAN. Crannapt IEEE 802.1q.

16. CereBas apxurekrypa Token Ring.

17. CereBas apxurekrypa FDDI.

18. O6opynosanue JIBC. IIpunimmsl paboThl KOHLIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CereBnie onepaiinoHabie cucTeMbl. TpeboBanusi, npeabsiBisieMmbie K ceTeBbiM OC.

20. ba3oBble IPUMHUTHUBEI NIEpPEJaYl COOOIEHHH B pacTpeieIeHHON ceTH. BbI30B ynalleHHBIX Mpo-
uenyp. Mexanusm COKETOB.

21. CereBsle (aitnoBsie cuctembl. CeMaHTHKa paszeneHus (Hailios.

22. Cnyx0b1 mMeHOBaHHS pecypcoB. CiykOa kaTaioros. JIoMeHHBIN TTOIXO/.

23. Ciyx06a katanoroB Active Directory. YrpaBienue oobeKkTamMu ceTH. [ pynoBbIe MOTUTHKH.

24. 3amaun MOCTPOEHUS OObETUHEHHBIX CETCH.

25. TI'moGanpHas cetb Wurtepuer. Iloctpoenne. OcHoBHbIe MOHATHSA. CeMEHCTBO MPOTOKOIOB
TCP/IP u ero poiib B IOCTPOCHUU TII00ATBHBIX CETEH.

26. Crek npotokonoB TCP/IP. O6nacts npumeneHust. OCHOBHBIE XapaKTEPUCTUKU.

27. Tunbl agpecoB, npuMeHsieMbiXx B ceTu MHTepHer. Haznauenue. TexHonoruu paspemieHus a-
pecoB.

28. IP-anpeca. Knaccer [P-cereii.

29. IP-anpeca. Texnonorus CIDR. Ilonsitue cereBoro npeduxca.

30. O6opynoBanne I'BC. KpaTkas xapaktepucTruka U Ha3HauYCHUE.

31. Crpyktypa cetu MHTepHET. ABTOHOMHBIE CUCTEMBI U MarucrpanbHble CETH. THIIbI IPOTOKO-
JIOB MapLIpyTH3ALUU.

32. Mapumpyruzauus [P-npotokona. AIropuTMsl MapIpyTH3aLUH.

33. [IpoTtokomnsl mapupytuszanuu RIP u OSPF. XapakTtepucTuku, JOCTOMHCTBA U HEIOCTATKHU.

34. IIpotokon ARP. Haznauenue. [Ipuniun GpyHKIMOHHpPOBaHUSI.

35. Ilporokon DHCP. Haznauenue. [Ipuniun GyHKIIMOHUPOBAHMS.

36. Cinyx0a DNS. Haznauenue. [IpuHunn GyHKIIMOHUPOBAHHUS.

37. IIpotokomnsl TpancnopTHOTO ypoBHs cTteka TCP/IP. CpaBHUTEIBHBIE XapaKTEPUCTUKH U TPHH-
IIUTIBI PAOOTEHI.

38. [lepexBar nmakeToB B JOKajdbHOU ceTH. UHCTpymMeHThl. CTpyKTypa MaKeToB.

39. TexHonoruu «mocnenHel Muiany. [IporpaMMHBIi 1 annapaTHbId COCTAaB.

40. Ctyx661 WWW u FTP. [Ipotokomnsl. Hactpoiiku cepBepHoro u kiaueHTckoro [10.

41. Cnyx6a E-mail. [IpoTokonsl 371eKTpoHHOM MmouThl. HacTpoiiku cepBepHOro M KIMEHTCKOTO

0 3 N D

I10.

42. Cnyx0a MrHOBEHHBIX coobieHuit Jabber. [Ipotokonsl. HacTpoiiku cepBepHOTo U KIHMEHTCKO-
ro [10.

43. Texnonoruu nepenaun rogocoBoid nHpopmaruu. [porokonsr SIP, RTP.

44. TunoBas CTPyKTypa OTKa30yCTOMYMBOIO KiacTepa. Pe3epBupoBaHue JaHHBIX.
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45. OcHOBHBIE KOMaH/Ibl, UCIIOJIb3yeMbIE MPH padoTe C CeThIO B PEKUME KOMAHIHON CTPOKH.

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEepHAJIaM /JIsl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st mui ¢ orpaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbSI M1 MHBAJIMJIOB MPEAYCMOTPEHBI JOTOIHU -

TEJIBHBIC OLICHOYHBIC MaTEPHAJIbI, IICPCUCHb KOTOPBIX YKAa3aH B Ta6J'II/II_IC 14.
Ta6J11/1ua 14 — I[OHOJIHI/ITGJIBHBIC MaTepuajibl OLUCHUBAHUA IJId JIML C OrpaHUYCHHBIMU BO3MOXKXHOCTAMU

310pPOBbA U MHBAJIUJIOB

Kareropuu
oOy4arommxcs

Bub! JONOTHUATENBHBIX OIEHOYHBIX
MaTepuaioB

@®opMBI KOHTPOJISL U OIICHKH
pe3yabTaTOB O0YUCHUS

C napyueHusMu
ciryxa

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

[TpeumyIeCTBEHHO MUCHMEHHAS
npoBepKa

C HapymeHusiMu
3peHus

CobecenoBaHue 1O BOTIPOCAM K 3a4€TYy,
OIPOC 0 TEPMHHAM

[IpeumyIiecTBEHHO YCTHAsI MPOBEPKa
(MHIMBUAYAIBHO)

C napyumeHusMu
OIIOPHO-
JBUTATEJIBHOTO
anmapara

Pemenne MUCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI>I, IIMCBbMCHHBIC
CaMOCTOSTENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpCI/IMyme()TBeHHO JUCTaHIITMOHHBIMUA
MCTOAaMM

C orpaHUYEHUSIMH T10
00LLIEMETUIIMHCKUM
MOKA3aHUSM

TecTbl, NCEMEHHBIE CAMOCTOSTEIILHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyiiecTBEHHO POBEPKa
METOJAMH UCXOJIS U3 COCTOSTHUS
00y4arouierocss Ha MOMEHT IPOBEPKHU

14.3. MeToauueckue peKoMeHAAIMH M0 OLEeHOYHBIM MaTepHAaJIaM JIsl JUI ¢ OTPAHUYEeHHbIMHU
BO3MOKHOCTSIMU 3/10POBbsI 1 HHBAJIN/I0B

Jis M1l ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMAaTPUBACTCS J10-
cTymHast (hopMma Mpe0CTaBICHUS 3aJaHUH OIEHOYHBIX CPEJICTB, 8 IMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHUYEHHBIM HIPUPTOM;

- B (hOpMeE INIEKTPOHHOIO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BAaHUEM CYpPIONIEPEBOA.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
HOJrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKMX 00ydaromuxcs MperycMaTpuBaeTcs JOCTYII -
Hast popmMa MpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & IMEHHO:

- MUCbMEHHO Ha Oymare;

- HaOOp OTBETOB Ha KOMIIBIOTEPE;

- HabOp OTBETOB C UCIOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- IIPEJICTaBICHNE OTBETOB YCTHO.

[Tponienypa orieHHBaHUs pe3yIbTATOB OOYYEHMS JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbs M1 MHBAIHJIOB IO JUCHIHUIUIMHE TPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popMax, aJaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JIJ1s1 I ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHoOU (popme.

J1s1 1ML ¢ HAapyIIeHUsIMM ONIOPHO-ABUTaTe/IbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou opme.

[Tpu HEOOXOMUMOCTH AT JIUL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IIpOLIe-
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Jypa OLIEHUBAHUS PE3YILTATOB O0YUICHHSI MOXKET POBOIUTHCS B HECKOIBKO 3TAIIOB.
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