MHUHHUCTEPCTBO HAYKH U BLICHIET'O OBPA3OBAHUSI POCCUMCKOM ®ENEPAIINA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

YTBEPXIAIO
ITpopekTop no yueGHOM paboTe
I1. B. Cenuenko
«_» 20

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
3amura nHpopmManu B 0aHKOBCKHX CHCTEMAaXx

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampanenue noaroroBku / cneruanbHOCTh: 38.05.01 DxoHoMuveckasi 6€30MaCHOCTh

HanpasnenHocts (mpoduis) / cnenuanuszanus: IKOHOMHKO-IIPaBOBoe odecriedyeHue IKOHOMHYECKOi
0e3omacHOCTH

®dopma 00ydeHUs: 3a09HAA

®akynpreT: 3uB®, 3204HbIN M Be4epHUil (PpaKyJIbTEeT

Kagpenpa: KUBIBC, Kadeapa komimiekcHOH HH(POPMALMOHHOI 0€30MaCHOCTH 3J1eKTPOHHO-
BbIYHCJIUTEIbHBIX CHCTEM

Kypc: 5, 6

Cemectp: 10, 11

VY4eOns1ii mnan zHabopa 2020 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Buapl yueOHO A€SITEIBHOCTH 10 cemectp 11 cemecTp Bcero J2B107080%000
1 |Jlekuumn 4 2 6 4acoB
2 |IIpakTHueckue 3aHATHS 2 4 6 4acoB
3 |Bcero aymuTOpHBIX 3aHATHI 6 6 12 4acoB
4 | CamocrosTenbHas paboTa 30 26 56 4acoB
5 |Bcero (0e3 sx3amMeHa) 36 32 68 4acoB
6 |IlogroroBka u crava 3auyera 0 4 4 4acoB
7 | OOwas TpyI0eMKOCTh 36 36 72 4acoB
2.0 3.E.

KontponsHbie padotsr: 11 cemectp - 1
3auér: 11 cemectp

JOKyMEeHT MOATMCAH IPOCTO 3IEKTPOHHO MOANNCHIO
VHdbopmaius o Biagesblie:

@®UO: Cenuenko II.B.

HoisxkHocTsk: [TpopekTop o YP

Hata nmognucanus: 18.12.2019

VHUKaIbHBIN IPOrPaMMHBIN KJIIOY:
a1119608-cdff-4455-b54e-5235117c185c
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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (cnenuanbHocTh) 38.05.01 DxoHomuueckas Oe3omacHOCTh, yTBepxkaeHHoro 16.01.2017 rona,
paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, mpOTOKOJ
Ne .

PazpaboTuuk:

crapummii npenoaasarens Kadenpa

KOMITJIEKCHOW MH(GOPMAITMOHHOI 0e3-

OTIACHOCTH 3JIEKTPOHHO-BBIUUCIIH-

tenbHbIX cucteM (KUBSBC) O. B. KouetkoB

3aBeayromuii ooecrieunBaronieit kag.
KHMB2BC A. A. lllenynanos

Pabouast mporpaMma TUCIUIIIMHBI COTJIacOBaHa ¢ (paKkyJIbTETOM U BhITyCKarolel kadenpoii:

Hexan 3uB® H. B. Ocumor
3aBenyromnuii BeITycKaroten kag.

KHNB3BC A. A. lllenynanos
OKCIEPTHI:

JlonieHT Kadeapbl KOMIIEKCHON MH-

(hopmanmoHHON 0€30MaCHOCTH DJIEK-

TPOHHO-BBIYUCIIUTENBHBIX CUCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMIIEKCHON MH-
(dhopmanroHHON 6€30MaCHOCTH DJIEK-

TPOHHO-BBIYUCIUTEIBHBIX CUCTEM
(KNB2BC) K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
U3yYEHUE U aHaJIU3 CTPYKTYPbI, TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB, B TOM YHCJE UCIOJb3Ye-
MBIX B LIeJIAX o0ecrneyeHns: HH(POPMALMOHHOM 0€30MacHOCTH, aBTOMATU3UPOBAHHBIX OAaHKOBCKUX CHCTEM
(ABC), npumensemMbIx B aesTenbHOCTH banka Poccun u kommepyecknx GaHKOB, U3y4Y€HUE PUHIUIIOB U
TEXHOJIOTHH UX padoThI
U3y4YeHUe MOopsSAKa OpraHru3aluy U (YHKIIMOHUPOBAHUS CUCTEMbl HH(OPMAIIMOHHON Oe30IacHo-
CTH, CPEACTB U MPAKTUYECKUX METOIOB 3aIUThl HH(POPMAIMK B KPEIUTHBIX OPTaHU3ALMIX

1.2. 3agaun JIMCHMIIINHBI

—  00mrue MPUHIUIBI MOCTPOSHUST OAHKOBCKOW cucTeMbl PO, ee crierupudeckne 0COOCHHOCTH B
BOMpocax obecrneueHust THPOPMAIIMOHHON Oe30MMacHOCTH

—  TIOPSOK OPTaHM3AIMH JIEATEITHPHOCTH CUCTEMBbI oOecriedeHrss HH()OPMAIMOHHON 0e30IMacHO-
CTH B KOMMEpYECKUX OaHKaxX, (OpMHUPOBAHUS U PEATU3AMNN TTOTUTHKH HHPOPMAIIMOHHOW 0€30TTaCHOCTH

— TpeOoBaHMsI HOPMATHBHO - MPABOBBIX TOKYMEHTOB, OTpacieBbiX craHnaptroB banka Poccun
1o BorpocaM (yHKIIMOHUPOBAHMS CUCTEMbI HH(POPMAIIMOHHOM 0€30MacCHOCTU KPEAUTHBIX OpPTaHU3aIUH,
MOPSAZIOK OLEHKU U CAMOOIICHKH €€ COOTBETCTBUS YKa3aHHBIM TPEOOBaHUSM

—  TEOPETHUYECKHUE MOAXOIbI U COCTAB MPAKTUYECKUX MEPONPUSATUMA, UCTIOJIb3YEMBbIX KPEIUTHBI-
MU OpTaHU3aIUsIMU sl 00ECTICYSHHS 3alTUThl 0aHKOBCKON MH(GOPMAIIUK U IEATETbHOCTH aBTOMAaTU3UPO -
BaHHBIX OAHKOBCKUX CHCTEM

2. MecTo nucuuiiuebl B cTpykrype OIIOII

Huctumnnuna «3amura uadopmainuu B 6ankoBckux cuctemax» (b1.5.06.06) otHocutcs x 6moky 1
(6a3zoBas yacThb).

[TpeamecTByOIKUMU TUCHMIIMHAMY, (DOPMUPYIOIIMMHI HayallbHbIE 3HAHUS, SBIAIOTCA: 3aliura
uHbopMaluu B OAHKOBCKUX cuctemax, byxranrepckuii yder, JleHbru, KpeauT, OaHKH, 3alUIICHHbII
ANIEKTPOHHBIN JOKYMEeHT0000poT, MHpOpMamoHHble cucTeMbl B 3KOHOMUKE, KOHTposb 1 peBusus, Me-
TOJIbl U CPEACTBA 3alUTHl UHPopMaIi, MupoBas 5JKOHOMUKA U MEKIyHapoJHble oTHoueHus, Hanzop-
HbIE, IPABOOXPAHUTEIbHBIE U (PMHAHCOBBIE Opranbl, OpraHu3alMOHHOE U MpaBoOBOE obecreueHue nHpop-
MaluoHHON Oe3zomacHoctd, OcHOBBI HMH(pOpMalmoHHON OezonmacHocTH, OCHOBBI (PMHAHCOBOIO MpPaBa,
OrneHka pUCcKoB.

[Tocnenyromumu JUCHUILIMHAME SBJSIFOTCS: 3amuTa HHGopMalui B OAaHKOBCKUX CHUCTEMax, 3a-
IIMTA BBITYCKHON KBAIU(UKAMOHHON pabOThI, BKJIIOYAst MOJrOTOBKY K MPOLEype 3aIUThl U POLEAYPY
3amuThl, [lpeauniaoMuas npakTuka.

3. TpeGoBanus K pe3yJibTaTaM 0CBOEHMS JUCUMIIIIMHbBI

[Tporniecc n3yueHus: AMCUUILIINHBI HAMpaBJieH Ha (JOPMUPOBAHUE CICAYIOMIUX KOMITIETCHIINH:

— IIK-32 cnocoGHOCThIO MPOBOJAUTH aHAIN3 BO3MOXHBIX SKOHOMHUUECKHX PUCKOB M J1aBaThb UM
OIICHKY, COCTABIISAITh U OOOCHOBBIBATH MPOTHO3BI TUHAMHUKH Pa3BUTHUSI OCHOBHBIX YIPO3 SKOHOMHUYECKOMN
0e30MacHOCTH ;

— TIK-34 criocoOHOCTHIO MPOBOJUTH KOMIUIEKCHBIA aHAJIN3 YIpo3 SKOHOMHUYECKOM Oe30MacHo-
CTHU IIPH JIAHUPOBAHUU U OCYIIECTBICHUN NHHOBAIIMOHHBIX MTPOEKTOB;

— TIK-40 cnocoOHOCTBIO OCYIIECTBIISITh SKCIIEPTHYIO OIIEHKY (DAKTOPOB pUCKA, CITOCOOHBIX CO-
3/1aBaTh COIMAIbHO-3KOHOMUYECKUE CUTYalluu KPUTHUYECKOTO XapaKTepa, OLICHUBATh BO3MOXHBIE SKOHO-
MUYECKHE MOTEpU B CIIydae HaApYIICHHUS SKOHOMHYECKOM M ()MHAHCOBOM O€30MaCHOCTH, ONpPEAESATh
HEOOXOIUMbIE KOMIIEHCAIIHOHHBIE PE3EPBHI ;

B pe3ynbraTe u3yueHus JUCIUIUIMHBI 00Yy4aOLIUICs TOJKEH:

—  3HATh OCHOBBI OPIaHU3ALMOHHOTO U TEXHHUYECKOTO 00ECTIEYCHUSI MEP U CPEJICTB 3AIUTHI UH-
dopmaruu B ABC, ucnonb3yembix B BC P® 0c06EHHOCTH TEXHOJIOTHH 3alIUTH HHDOpMauu u obecre-
yenusi Ub bC PO opranuzanuio paboTel 1 HOPMATUBHBIC TOKYMEHTHI B 007aCTH OOECIICUCHHS 3aIIUThI
uHGOpMAIUN U CEePTU(DUKAIIMUA CPEICTB M CHCTEM 3amluThl HH(pOpManuu, ucnoib3yembix B bC PO uH-
(dbopMaIMOHHbBIE TEXHOJOTUU U CYLIECTBYIOIINE HOPMBI IIPU MOCTPOCHUU U HCIIONB30BAHUU TMOICUCTEM
uHpopmanuonHoi 6e3onacHoct B ABC PO

— yMeThb aHaJIM3UpOBaTh YpoBeHb HHopManuoHHON OezonmacHoct ABC, B COOTBETCTBHM C
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TpeOOBAaHUSAMH CTaHIAPTOB, HOPMATUBHBIX AKTOB, METOAMYECKUX JOKYMEHTOB B 00JacTH OOecIreueHust
b BC P® xoHTpoIMpoBaTh YPOBEHB BBIMOJIHEHHUS TPEOOBaHMH 3aIIUTHI HH(POpMAIIUK B OAHKOBCKOU Op-
rann3zanuu bC PO pa3pabareiBaTh MIPOEKTHI HOPMATUBHBIX M OPTraHU3allMOHHO-PACTIOPAIUTEIBHBIX JOKY -
MEHTOB, PETJIAMCHTUPYIOIIMX padoTy 1o 3amuTte nHopmaruu B opranuzanusx bC PO

BJIaieTh npodeccuoHanbHoi TepmuHonorueii B oonactu Ub BC P® nHaBbikamu paboTHI C
TEXHUYECKOW JOKyMEHTaluen no obdecneuennto nHpopmaunonnoit 6e3onacHoctd bC PO 3nanusmu mo
OIEPATUBHOMY YIPABJICHUIO JIEATEIBbHOCTBIO CIYK0 3amuThl MH(GopMauu B opranuzanuu bC PO meto-
namu (hopMHUpOBaHUS TpeOOBaHMIA 1O 3amuTe HHPOpMaIK B paMkax HopmatuBHoU 6a3b1 Ib BC PD

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TPyI0eMKOCTh AUCIUILTHHBI COCTaBIseT 2.0 3a4eTHBIX €AWHUIIBI U MIPE/ICTABICHA B Ta0JIH -

ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCIUILTHHBI
Bunbl yueOHOI nesTebHOCTH Bcero gacos CemecTpsl
10 cemecTtp 11 cemecTp
AynuaTopHbI€ 3aHATHS (BCETO) 12 6 6
Jlexknuu 6 4 2
[IpakTuueckue 3aHATHS 6 2 4
CamocTosiTenbpHas padboTa (Bcero) 56 30 26
[IpopaboTKa JEKIIMOHHOTO MaTepuaa 26 12 14
[ToaroroBka K NpakTUYECKUM 3aHATHUSM, 30 18 12
CeMHUHapam
Bcero (0e3 ax3ameHa) 68 36 32
[ToaroroBka u ciaya 3ayera 4 0 4
OO01mast Tpy1I0eMKOCTb, 4 72 36 36
3aueTHnie EanHAIIEI 2.0
5. Coaep:xanue TUCUMILIIHHBI
5.1. Pa3jenbl AMCHUIIMHBI U BUABI 3aHSITHI
Paznensl AMCHUIIITMHBI U BUABI 3aHATUI NPUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasgensl IUCIUIUIMHEL U BUIBI 3aHTHHA
Bcero
4acoB
[Ipaxk. Cam. dopmupyemblie
Hazpanus pa3aenoB TUCHUIUIMHBI Jlek., u (6e3
3aH.,4 | pad., q KOMIIETEHIIUH
9K3aMEeH
a)
10 cemecTp

1 IlpeameT AMCUMIUIMHBI, UCTOPUS CO3TaHUs 1 0 4 5 T1K-32, I1K-34,
1 pa3BUTHs 0aHKOBCKOH cucteMbl PD, aBTo- [1K-40
MaTHh3aius 0aHKOBCKOW JAEITeTbHOCTH. 3HA-
yeHue HHHOPMAIINH U €€ 3aIIUThI, HOCUTEIH
uHpopmaruu. Opranuzaius 1esaTeIbHOCTH
1o o0ecreyeHuto nHHopMaIMOHHON Oe301mac-
HOCTH B KPEIUTHBIX Opranu3anusax. Moxaenu
YIpO3 U HApYLIUTENIEH.
2 ®opMupOBaHUE U pa3BUTHE CUCTEMBI pac- 1 1 8 10 [1K-32, T1K-34,
yétoB banka Poccuu, sieMeHTH 1aTeKHOM T1K-40
cucrteMsl LIb P®, TeXHOIOrMY OCTPOEHHUS.
XapakTepucTuKa CTPYKTYpbl, OLIeHKa 0e3-
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OMAaCHOCTH M HAJIEKHOCTU LEHTPAIN30BaH-
HOM 1atéxHoi cuctembl PO. CepBuchl
CPOYHBIX M HECPOUHBIX IUIATEXKEH, Ipyrue
IUIaTEeKHBIE CUCTEMBI U cepBHCHI banka Poc-
cuM , TpeOOBaHMS K KPeIUTHBIM OpraHU3aIu-
SIM JUIS OCYILIECTBJIEHUS JIEATEIbHOCTHU B YKa-
3aHHBIX CUCTEMAX.
3 Knaccudukamnus u xapakrepuctuku ABC, 1 1 8 10 [1K-32, I1K-34,
akcrryarupyrommxcs B [{b PO u 6ankoBckmx [1K-40
opranuzanusax PO (muaréxHble U HE MIaTEX-
Heie). 3agaun b B ABC. Undopmarnmonnas
0e3omacHocTh HemnarékHubix ABC, Teaekom-
MYyHUKaIMOHHBIX cucteM LIb PD u kpeaut-
HBIX opranusauui PO.
4 Cranpaptel banka Poccun CTO bP UBBC- 1 0 10 11 T1K-32, I1K-34,
2014. Uctopus co3naHus U pa3BUTHUSA, OCHOB- [1K-40
HBIE TIOJIOKEHUSI.
Hroro 3a cemectp 4 2 30 36
11 cemectp
5 Ciyx06a naopmarmoHHOH 0€301TacCHOCTH 1 2 12 15 ITK-32, T1K-34,
KOMMEpYeCcKoro 6anka, GyHKIIUH U TIOJTHOMO- I1K-40
Yusi, OpraHu3alys 1eATeIbHOCTH.
6 KonTpons BHeapeHus u skcruryatanuu C3U 1 2 14 17 [1IK-32, T1K-34,
0aHKOBCKMX MH(OPMAIIMOHHBIX CUCTEM B CO- I1K-40
OTBETCTBUU €O cTaHaaptamu b u 3amutsl
unpopmanuu L[b PO. Ananus u oT4€THOCTH
HWroro 3a cemectp 26 32
Hroro 56 68
5.2. Conep:xanue pa3aesioB IMCUUILIMHBI (110 JTEKIHSIM)
ConeprkaHue pa3IesoB TUCIUIUIAH (TI0 JICKIHSAM) IPUBEICHO B Tabmumie 5.2.
Tabmuma 5.2 — ConeprkaHue pasieiaoB JUCIUILIMH (TI0 JISKIIHSIM)
Copeprxanue pa3aenoB JucuuIiuHel (no | TpynoemkocTs, | @opmupyembie
Hazpanus paznenon Acp pasit jcn ( pyA ’ PMHPY
JICKIIHSIM) q KOMIICTCHITUHI
10 cemectp
1 Ilpeamert Ienu u 3amaun kypca "3ammTa nHGOpMaIUN 1 I1K-32, I1K-34,
JTUCIMIUTAHBL, UCTOPHsI | B OaHKOBCKUX cuctemax'. MlcTopust BO3HUK- I1K-40

CO3JIaHMSI U Pa3BUTHUS
OAHKOBCKOW CHUCTEMBI
P®, aBTroMaTu3anms
OaHKOBCKOMU
JeSITeITbHOCTH.
3HaueHne nHPOpMALUU
¥ €€ 3allIUTHI,
HOCHUTEIN
uHdopMaIuu.
Opranuzanus
NEeSITeITBHOCTH T10
o0ecreveHunto
nHOOPMAITMOHHON

HOBEHHS OAaHKOBCKOM cucTeMbl Poccuu B HO-
BEUIIIEN UCTOPHUH, aBTOMATU3ALIUS U
KOMITBIOTEPU3AIUU JEATEIbHOCTH KPEIUT-
HbIX opranuzanuii. Coznanue crenuanu3u-
POBAHHOM CTPYKTYpP M MOJAPA3CIICHUIN Kpe-
JIUTHBIX OPraHU3alNi, 3aHUMAIOIINXCS BO-
npocamMu O€30MaCHOCTH M 3alTUThl HHPOP-
Maluu B 0aHKOBCKOM cucteMme PO.

Hroro
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0€30MacHOCTH B
KPEIUTHBIX
OpraHH3aIusIX.
Mopenu yrpo3 u
HapyIIUTENCH.

2 ®opmMupoBaHue U
pa3BUTHE CUCTEMBI
pacuéroB banka
Poccun, a3memMenThl
IJIATEKHON CUCTEMBI
IIb P®, Texnonoruu
MOCTPOCHHUSI.
XapakTepucTuka
CTPYKTYpBI, OIICHKA
0€301acHOCTH U
HaJIEKHOCTH
HEHTPaIN30BaHHON
IJIATEXKHON CUCTEMBI
P®. CepBuchl CpOUHBIX
Y HECPOUHBIX
IJIaTexXeu, Apyrue
IJIATEKHBIE CUCTEMBI 1
cepBuchl banka Poccun
, TpeOOBaHUS K
KPEIUTHBIM
OpraHu3alusaM JJIs
OCYIIECTBIICHUS
JIESATEILHOCTH B
yKa3aHHBIX CUCTEMaX.

VYnpasiieHue pucKaMmy IIaTeXHONU CUCTEMBbI
banka Poccun, obecniedenne 6e30macHOCTH
U Hajg&xHOCTU ee pyHKunoHuposanus. Cep-
BHCBI CPOYHBIX U HE CPOYHBIX I1aTexei 1{b
P®, cucrema 6picTphix mnarexeii (CBII) n
IpyTue miarexHble cepBruchl banka Poccun,
TpeboBanus banka Poccun K KpenTuTHBIM Op-
TraHU3alUsaM JJIs1 y4acTHsl B YKa3aHHBIX CH-
cTeMax, OpraHu3alus UX JeATEIbHOCTH.

Hroro

[1K-32, 11K-34,
ITK-40

3 Knaccudukamnms u
xapakrepuctuku ABC,
IKCIUTyaTUPYIOIIHNXCS B
1b P® 1 6aHKOBCKHX
opranuzanusix PO
(TuTaTéXHBIC U HE
aTéxHble). 3aa1a4un
Wb B ABC.
Nudpopmarmonnas
0€301acHOCTb
HemnaTtéxaeix ABC,
TEJIEKOMMYHUKAIMOHH
bix cucteM LIb P® u
KpPEAUTHBIX
opranu3anuii PO.

Ennnoe nHpopmalrionHoe NpoCcTpaHCTBO
6anka. Kimaccuduxanus u OCHOBHbIE Xapak-
tepuctuku ABC, skcrmyarupyromuxcs B L{b
P® 1 6aHKOBCKHMX OpraHu3alMsIx. JIEeMEHTHI
u moaynu ABC, nadopmanmoHHble TEXHOIO-
TUU UCIIOJIb3YEMBIE ISl UX TIOCTPOEHHUS, YsI3-
BUMOCTH.

Hroro

I1K-32, TIK-34,
ITK-40

4 Crannapts! banka
Poccun CTO BP
NBBC-2014. Uctopus
CO3/IaHUs U Pa3BUTHS,
OCHOBHBIE IOJIOKEHUS.

OtpacneBbie crangaptel banka Poccuu no
obecnieueHn0 HHPOPMAITMOHHOM Oe30mmac-
HOCTH KOMMEpYECKHX OaHKOB, cocTaB (00s-
3arebHBIC M PEKOMEHIATEIHbHBIC JICMEHTHI ),
OCHOBHBIE TOJIOKEHUS U TpeOOBaHUS, TIOPSI-
JOK OLCHKH KPCIUTHBIX OpF&HH?:ﬂIIHfI B CO-
OTBETCTBUHU C YKa3aHHBIMU HOPMATUBHBIMU
JOKYMEHTaMHU.

ITK-32, 11K-34,
[1K-40
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Hroro

Hroro 3a cemectp 4
11 cemectp

5 Cnyx06a [Topsinok opranuzanuu AesITENbHOCTH CIie- 1 [1K-32, T11K-34,
UH(POPMALMOHHON UAJIU3UPOBAHHOTO MOJAPA3ACICHUS €5~ [1K-40
0€301acHOCTH TEIbHOCTU KOMMEPUECKOro OaHKa - CIIyKOBbI
KOMMepYecKoro 6aHka, |MH(OpMalMoHHOH Oe3omacHocTU. Porb,
dbyHKIMM 1 (YHKIIUY TTOJITHOMOYHS U OTBETCTBEHHOCTH
MIOJIHOMOYHS, ci1y>k0b1 MH(OpMAIIMOHHOM 0€30MacHOCTH,
OpraHu3alus HOpPMAaTHUBHBIE IOKYMEHTbI, PETIIaMEHTUPYIO-
JEATEIIbHOCTH. 1IME JEATEIBHOCTD MOAPA3ACIICHUS U YIIOJI-

HOMOYEHHBIX COTPY/IHUKOB.

Hroro 1
6 KonTtpouss BHempeHus | CriocoObl 1 METOJIbI OPTaHU3AIIMH KOHTPOJIS 1 [1K-32, I1K-34,
u 3Kkcrutyaranuu C3U1 | BHeIpeHuMsl, SKCIUTyaTallud U MOJEpHU3aLUN I1K-40
OaHKOBCKHX C3U 6ankoBCKMX WH(DOPMAIIMOHHBIX CH-
MH(POPMALIMOHHBIX CTEM, aHaJIU3 BO3MOXHBIX MPOOJIEM U ys3BU-
CUCTEM B COOTBETCTBUU | MOCTEH, OTUETHOCTh YIIOJTHOMOUYEHHBIM Op-
co crauaapramu b u |ranam. Mcnons3oBanue u pa3paboTka HOp-
3amuThl UHGOPMAIUM | MATUBHOM 0a3bl KPEIUTHON OpraHU3aINH B
b PO. Ananuz u COOTBETCTBHUU CO CTaHAApTaMH 10 HHQOpMa-
OTYETHOCTH IIMOHHOM 0€30MacHOCTH U 3aluTe nHpOopMa-

muu banka Poccun.

Hroro 1
Hroro 3a cemectp 2
Hroro 6

5.3. Paznennbl AMCHUILIMHBI U MEKIUCIMIUIMHAPHBbIE CBSI3H ¢ 00eceYnBAKIINMH (TpeabIy IUMH)

U 00ecreuynBaeMbIMU (HOCJIeIlleIIII/IMI/I) AUCHUIIMHAMHA

Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBS3H C 00€CTICUMBAOIIMMU (MTPEABIAYIIUMA) H

obecrnieunBaeMbIMU (TTOCJIETYIONMMHI ) AUCITUTUIMHAME TPEJICTABIEHBI B TabmuIe 5.3.

Tabmua 5.3 — Pa3aensl AMCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

HaumeHnoBaHue nUCIUILINH

Ne pa3aciioB JIAaHHOM JAUCHUIUINHBI, JJIST KOTOPBIX HCO6XOI[I/IMO
HN3Y4YCHHUC 06€CH€‘~II/IBaIOHII/IX H 00ecIieYnBaeMbIX JUCHUITIINH

1 2 3 4 5 6

[IpeamecTByromMMe TUCITUATIIUHBI
1 3amuTa nHDOpMAITK B OAHKOBCKUX . . . . . n
CHCTEMax
2 byxranatepckuil yuer
3 JleHbru, Kpenut, 0aHKu +
4 3amuIIeHHbIN AIEKTPOHHBIN JOKY- .
MEHTO000POT
5 NndopMaIimoHHbIE CHCTEMBI B 9KOHO- n
MHKE
6 Kontpoub u peBusus + +
7 Metonbl B cpeAcTBa 3alTUThl HHPOP- . N
Malliu
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8 MupoBasi 5JKOHOMHKA U MEXIYHAPOI-
HbIE OTHOIIICHHUS

9 HanzopHble, IpaBOOXpaHUTEIbHbIE U
(uHAHCOBBIC OpPTraHbI

10 Opranu3zaimoHHOE U paBoBoe obec-
nevyeHrne nHGOopMaIMOHHOM 0e30macHo- + +
CTH

11 OcHoBbI HH(pOPMALIMOHHOMN Oe30mac-
HOCTH

12 OcHOBBI (MHAHCOBOTO TIpaBa +

13 Ouienka pucKoB + +

[Tocnenyrouiye TUCHUTIITUHBI

1 3amuTa nHDOpMaIi B OAaHKOBCKUX
cucTeMax

- - - - - +

2 3amnuTa BbITYCKHOW KBaTU(HUKAITHOH-
HOM paboThI, BKIIIOUYAs TOJITOTOBKY K
MIPOILIETyPE 3AIIUTHI U TIPOLIEYPY 3allH-
TBI

3 [IpepauruioMHas mpakTHKa + + + +

5.4. CooTBeTcTBHE KOMIIETEeHIIMIi, GOPMHUPYEMBIX PH U3YyYEeHUM TUCHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU HM3YUYEHUH IUCIUIUIMHBI, M BHJIOB 3aHATHA
MPEICTAaBICHO B Tabmuiie 5.4.
Ta6muia 5.4 — CooTBETCTBHE KOMIIETEHIIMN, (DOPMUPYEMBIX NIPU U3YUYEHUH AUCLUIUIUHBI, U BUOB 3aHS -

THH
KoMmreTeHu Bunpsl 3anathii
®DopMBI KOHTPOJIS
u Jlek. [Tpak. 3aH. Cam. pa0.
T1IK-32 + + + OT4eT no MHAUBUIYAIBHOMY 3a-
nanuto, Onpoc Ha 3aHATHAX, TecT
TIK-34 + + + OT4eT N0 MHAUBUIYAIBHOMY 3a-
nanuto, Onpoc Ha 3aHATHSIX, TecT
[1K-40 + + + OTtuer N0 MHAUBUAYAIBHOMY 3a-
nanuto, Onpoc Ha 3aHATHAX, TecT

6. UuTepakTUBHBIE MeTOAbI U (JOPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JIaGopaTtopHbie padoThI
He mpenycmotpeno PVYII

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHMe IpaKTUYECKUX 3aHATUH (CEMUHAPOB) MpuBeIeHO B Tabnuie 8.1.
Tabmuma 8.1 — HamMeHoBaHME MPAKTUYECKUX 3aHSATHIA (CEMUHAPOB)

HasBaus pasieios HanmenoBanue npaktnueckux 3anatuii | Tpynoemkocts, | Dopmupyemsie
P (ceMuHapoB) q KOMITETEHIIUU
10 cemecTtp
2 ®opmupoBanue u | CTpyKTypa U 3JI€MEHTBHI, OLleHKa 0€3011acHO- 1 ITK-32, T11K-34,
pa3BUTHE CUCTEMBl | CTH M HAAEKHOCTU LIEHTPAITM30BAHHOMN [1K-40
pacuéroB banka IIaTEKHOM cucteMbl PO, ynipaBieHue pucka-
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Poccun, snemenTsl
IJIATEXKHON CUCTEMBI
b P®, Texnonoruu

MMOCTPOCHHUS.
XapakTepucTuKa
CTPYKTYpBI, OIICHKA
0e301acHOCTH U
HAaEKHOCTH

LEHTPaIN30BaHHOMN

IJTIATEXHON CUCTEMBI
P®. CepBuchl cpoyHbIX
Y HECPOUYHBIX
TJ1aTeXeu, Ipyrue
MJIaTeKHBIE CUCTEMBI U
cepBuChHl baHka
Poccun , TpeboBanus K
KpEIUTHBIM
OpraHU3aIMAM IS
OCYIIECTBIICHUS
JIeSTEIbHOCTHU B
YKa3aHHBIX CUCTEMAX.

MH.

HUroro

3 Knaccugukanus u | Knaccudukanus u xapakrepuctuku AbC [1K-32, 11K-34,
xapakrepuctuku AbC, Wroro I1K-40
SKCIUTYaTUPYIOLUXCS B

b P® u 6aHKOBCKUX
opranuzauusx PO
(TutaTéxHBIC U HE
IUIaTEXHbIE). 3a1aun
Wb B ABC.
WNudopmanmonnas
0€30I1acHOCTb
HeriatéxueiX ABC,
TEJIEKOMMYHUKALMOHH
bix cucteM LIb P® u
KPEAUTHBIX
opranu3anuii PO.
Hroro 3a cemectp
11 cemectp
5 Ciryx0a Opranuzanus 1esTeIbHOCTH TOIpa3AesICHUA [1K-32, TIK-34,
WHOOPMAITMOHHONW | KPEIUTHBIX OpraHU3aIMi, 00CCTICUMBAIOIITIX ITK-40
0€30MacHOCTH MH(POPMALMOHHYIO 0€30MacHOCTD, 3aIIUTY
KOMMepUecKoro 0aHka, | MHGOpMalluu U MePCOHANTBHBIX JTaHHBIX.
byHKIMT 1 Ilenu u 3aaun TaHHBIX NOJPA3AEICHUM,
MOJTHOMOYHS, MOJTHOMOUUS, TIpaBa U 00S3aHHOCTH UX CO-
OpraHu3arus TPYAHUKOB.
NeSITeIbHOCTH. Vroro
6 Konrposnb BHeapenus | Oprannzanus 3¢pHEeKTHBHON CUCTEMBI HC- I1K-32, TIK-34,
n ’Kkcrutyaranuu C3U | osib30BaHus M COBEPIIEHCTBOBAHUS CPECTB ITK-40
OAHKOBCKUX 3amuThl nHGopMalu B ABC kpeauTHbIX op-
MH(QOPMALMOHHBIX  |FaHU3ALUH 0OecreueHre UX COOTBETCTBUS
CHCTEM B OTpacJIeBbIM CTaHAapTaM U TPeOOBaHUIM
COOTBETCTBUU CO banka Poccun.
9
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crangaptamu Ub u | Mtoro 2
3alIUTHl HHPOPMALIUU
IIb P®. Ananu3 u
OTYETHOCTH
Hroro 3a cemecTp 4
Htoro

Tabimie 9.1.

9. CamocrosiTesqibHasi padoTa
Bunel camocrosiTensHOM paboThl, TPYIOEMKOCTh U (pOpMHUpyeMble KOMITETEHITMH TPEICTaBICHbI B

Tabmuua 9.1 — Buabsl caMoCTOATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIIUN

Ha3zBanus pasznenos

Bunrr camoctosaTensHON

paboThI

TpynoeMKoCTb,
q

dopmupyembie
KOMIIETCHITUHI

@OpMBI KOHTPOJIA

10 cemectp

1 Tlpenmer
JHUCUMILINHEL,

[IpopaboTka JeKIMOHHO-

ro Marcpuajia

4

HCTOPHUSI CO3/IaHUS U
pa3BUTHUS
0OaHKOBCKOM
CUCTEMEBI PO,
aBTOMAaTHU3aIHs
0aHKOBCKOM
JIeSITCIILHOCTH.
3HaycHHE
nH(popMauu U ee
3aIUThl, HOCUTEIU
nH(popMauu.
Opranuzanus
JeITCILHOCTH IO
00eCIeueHUIO
nH(pOPMaIMOHHON
0C30I1aCHOCTH B
KpPEIUTHBIX
OpraHHU3aIHsIX.
Mopenu yrpo3 u
HapyLIUTEIEH.

Htoro

TIK-32, TIK-34,
TIK-40

Ormpoc Ha 3aHATHSAX,
Tect

2 ®opMHpOBAHUE U
pa3BUTHE CUCTEMBI
pacuéToB banka

[TonroroBka K mpaxkTuue-
CKUM 3aHSTUSM, CEMHUHA-
pam

Poccumn, ameMeHThI
IUIATEXKHOM

ITpopaboTKa JEeKIIUOHHO-

ro Marcpualia

cucremsl L1b PO,
TEXHOJIOTHH
MOCTPOCHHS.
XapakTepucTuka
CTPYKTYPBI, OIICHKA
0€30IacHOCTH U
HagE&KHOCTH
[IEHTPaTN30BaHHOMN
T1aTEKHOM
cucTeMbl PO.
CepBuUCHI CPOUHBIX

HUtoro

ITK-32, 11K-34,
I1K-40

Onpoc Ha 3aHITHSX,
Tect
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Y HECPOUYHBIX
IUIaTeXeH, Ipyrue
IJ1aTEeKHbIE
CHUCTEMBI U CEPBUCHI
banka Poccnm ,
TpeOOBaHUS K
KPEAUTHBIM
OpraHu3alMsIM JJIs
OCYIIECTBIICHUS
JeSTeTLHOCTH B
YKa3aHHBIX
CUCTEMax.

3 Knaccudukanus u
XapaKTEePUCTUKH
ABC,
IKCILUTYaTUPYIOIUXC
B Lb PO u
0aHKOBCKHX
opranuzanusx PO
(nmaTéxHble U HE
TIATEKHBIC).
3anaun Ub B ABC.
HNudopmarnmonnas
0€30I1aCHOCTh
HeratéxHeIX ABC,
TEJIEKOMMYHHUKAIIHO
HHbBIX cucteM 1{b
P® u xpeauTHbIx
opranu3anuii PO.

[TonroroBka k mpaxkTuue-
CKUM 3aHSTUSM, CEMHUHA-
pam

[IpopaboTka JeKInOHHO-
ro MaTepuasa

HUroro

I1K-32, 11K-34,
I1K-40

Onpoc Ha 3aHATHSX,
Tect

4 Crannaptsl banka
Poccun CTO BP
HNBBC-2014.
Hcropus co3nanus
Y Pa3BUTHSI,
OCHOBHBIE
TIOJIOKEHHUSL.

[ToaroroBka k mpakTuye-
CKHMM 3aHSATHSIM, CEMHHA-
pam

10

Hroro

10

I1K-32, TIK-34,
IT1K-40

Onpoc Ha 3aHATHSX,
OTueT O UHIUBU-
NyaabHOMY 3a1a-
Huto, TecT

Hroro 3a cemectp

30

11 cemecTp

5 Ciyx0a
nH(OOPMAITMOHHON
0€301acHOCTH
KOMMEPYECKOr0o
6aHka, QyHKIMH U
TIOJTHOMOYUS,
OpraHu3aIus
JeSITeTTbHOCTH.

[ToaroroBka k nmpakTuye-
CKHM 3aHATHSIM, CECMHUHA-
pam

5

ITpopaboTKa JEeKIIMOHHO-
ro Marepuana

Hroro

12

[1K-32, I11K-34,
IT1K-40

Ormpoc Ha 3aHATHUSX,
OT4eT 10 UHANBU-
yallbHOMY 3aja-
HH1O, TecT

6 KoHTpoib
BHEIPEHUS U
skcruryatanuu C3U
OAHKOBCKUX
MH(OPMaIIMOHHBIX

[ToaroroBka k mpakTuye-
CKHMM 3aHSATHSIM, CEMHHA-
pam

ITpopaboTKa JEeKIUOHHO-
ro Marepuaia

I1K-32, TIK-34,
IT1K-40

Onpoc Ha 3aHATHSX,
OTueT O UHIUBU-
TyaabHOMY 3a1a-
Hu1o, TecT
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CHUCTEM B Htoro 14
COOTBETCTBUU CO
crangaptamu b u
3aIUATEI
uHdopmanuu [1b
P®. Apanmu3 u
OTYETHOCTD
Hroro 3a cemectp 26
ITonroroBka u cgada 3a- 4 3auér
yera
Htoro 60
10. KypcoBoii npoekrt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLIEHKHU YCIIeBAeMOCTH 00y4aroumuxcst
PeittuHroBas cucrema He UCIIOIB3YETCA.

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecrieyeHre JUCHMIITTHHbI

12.1. OcHoBHas JuTEpaTypa

1. "Cranpapt banka Poccum "OOecneuenune uHGOpPMAMOHHOM O€30MaCHOCTH OpraHU3alui
O6ankoBckoi cuctembl Poccutickoit deneparuu. O6ume nonoxkenus" CTO BP UBBC-1.0-2014" (mpunsit
u BBeJlieH B JneiictBue Pacnopsikennem banka Poccun ot 17.05.2014 N P-399) [DnekTpoHHBIii pecypc]
[DnmexTponHBIA pecypc]: — Pexxum goctyma: https://cbr.ru/statichtml/file/59420/st-10-14.pdf (mata 06-
pamenus: 18.07.2021).

2. "Cranmpmapt banka Poccum "OOGecneuenne WHPOPMAIMOHHON O€30MAaCHOCTH OpraHU3aIlni
OaHkoBcKkol cucteMbl Poccuiickoii deneparnu. Metonnka oleHKH COOTBETCTBUSI MH(DOPMALIMOHHON 0e3-
OMACHOCTH opranm3anuii 0ankoBckoi cuctembl Poccuiickoit denepanun tpedoBanusim CTO bP UBBC-
1.0-2014" CTO BP UBBC-1.2-2014" (npunar u BBeneH B neictBue PacnopsixenneM banka Poccun ot
17.05.2014 N P-399) [OnexrtponHblii pecypc]| [DnektpoHHBIM pecypc]: — Pexum mgoctyma:
https://cbr.ru/statichtml/file/59420/st-12-14.pdf (nata obpamenus: 18.07.2021).

3. "Crangapt banka Poccum "OOecreueHue MHPOPMAIMOHHOW OE€30MACHOCTH OpTraHHU3aIlUN
OankoBckoi cucteMbl Poccuiickoit ®enepanuu. Aymutr uHpopmanuonHoi 6e3onmacHoctu”" CTO BP
HUBBC-1.1-2007" (mpunsT 1 BBeneH B neiictBue Pacnopsbxennem banka Poccun ot 28.04.2007 N P-345)
[OneKTpOHHBIN pecypc] [OneKTpOHHBIH pecypcl: — Pexum JOCTYyIIA:
http://www.garant.ru/products/ipo/prime/doc/487314/ (nara oopamenus: 18.07.2021).

4. Buykos, A. A. 3amura nHpOpManuyu B OAHKOBCKUX CUCTEMax [ DIEKTPOHHBINH pecypc]: yued-
HOe mocoOue it By30B / A. A. BHykoB. — 2-e u3n., ucnp. u gomn. — Mocksa : M3garensctBo FOpaidT,
2021. — 246 c. — (Bwicmee o6paszoBanue). — ISBN 978-5-534-01679-6. — TekcT : 27eKTpOHHBIN //
OBC IOpaiir [caiit]. — Pexum goctyna: https://urait.ru/bcode/468273 (nata odpamenus: 18.07.2021).

12.2. lonosiHuTEeIbHAS JIUTEPATYpPa

1. HammonanbHas miarexHas cucreMa. busHec-sHIMKIONEANs / KOIUIeKTHB H35 aBTOpOB; per.
-cocT. A.C. BoponuH. - M. [Dnekrponnsiii pecypc|: KHOPYC:IHUIICuP, 2013. - 424 c. ISBN 978-5-406-
02526-0: — Pexxum moctyma: https://institutiones.com/download/books/2153-nacionalnaya-platezhnaya-
sistema-voronin.html (gara o6pamenus: 18.07.2021).

2. Crparerus pa3BUTHS HAIIMOHAJILHOM T1aTekHOM cucteMbl Ha 2021-2023 roapl. bank Poccum.
[D5eKTpOHHBII pecypc] [DnexTpoHHbIH pecypcl: — Pexum JlocTyna:
http://www.cbr.ru/Content/Document/File/120210/strategy nps 2021-2023.pdf  (mara  oOparieHus:
18.07.2021).

12.3. YueOHO-MeTOAHIECKHE ITOCOOUS

12.3.1. O0s3aTe/ibHbIE Y4eOHO-METOAMYeCKHEe MOCOOUs
1. ComnoB M.A. Y4eOHO-METOIMYECKUE YKa3aHUS IO MPAKTUYECKUM, CEMUHAPCKUM 3aHATHUSAM
no pucuuiuinbe «IIpaBoBoe obecneuenue nHGopMaMoHHON 6e3onacHoCcTH». 2012. — 6¢. [DneKTpoHHBIH
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pecypc] [DneKTpOHHBIHI pecypcl: — Pexxum JIOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/metodicheskie ukazaniya k praktika
m.pdf (mara o6pamenus: 18.07.2021).

2. IlenymanoB A.A., ConoB M.A. u ap. HopmatuBHO-TIpaBOBbIE aKkThl WH(DOPMAITMOHHON 0€3-
ornacHocTu. YuebHoe mocobue. B Tpex uactiax. U.3. Mzganue cempMmoe, mepepal. m gomoi. - Tomck
[DnexTponHsbIil pecypc]: B-Cnekrp, 2011. — 220c. ISBN 978-5-91191-229-5 [DOnektpoHHblii pecypc] —
Pexxum  moctyma:  http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf
(mara obpamenus: 18.07.2021).

3. 3ammra uHbopManuu [DNAEKTPOHHBIA pecypc]: Meroaudeckue yka3aHHsS K BBITIOJTHEHHIO
camoctosTeNbHbIX pabor / Cmumein B. TI. - 2012, 78 c¢. — Pexum nocryma:
https://edu.tusur.ru/publications/2261 (nata obpamenus: 18.07.2021).

4. 3ammta uHGOpMaIUU [INEKTPOHHBIN pecypc]: MeTtonuyeckue yka3aHUsl K BBITIOJHEHUIO Jia-
ooparopupix pador / CmmmerH B. TI. - 2012, 17 ¢ — Pexum  pgocryna:
https://edu.tusur.ru/publications/1822 (nara obpamenus: 18.07.2021).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMSA JIsl JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS U
UHBAJU/10B

Y4eOHO-MeTOIMUEeCKUE MaTepHralibl Il CAMOCTOSITENIbHOM U ayAUTOPHOM paboOThl 00ydaroluxcs
U3 YMCIIa JIML] C OFPAaHMYEHHBIMH BO3MOKHOCTSIMU 370POBbSI U MHBAJIHMJIOB MIPEIOCTABISIOTCA B (popMax,
aJalTHPOBAHHBIX K OTPAaHUYEHUSIM UX 3/I0pPOBbS U BOCIPUATHUS UHPOPMALIIH.

JL1s1 1M1 ¢ HApyIIEHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe yBETMUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIeHUsIMM cJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU opme.

JI1s1 M1 ¢ HApyIeHUSIMM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hOpMeE INIEKTPOHHOIO TIOKYMEHTA;

- B Ie4aTHOU opme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALIMOHHBIE CIIPABOYHBIC CHCTEMbI

1. CIIAPK https://www.spark-interfax.ru/

2. Ilpu u3ydeHHMH IUCHMIUIMHBI pPEKOMEHAyeTcs oOpamiarbcs K 0a3aM JaHHBIX, HMH(OpMaIu-
OHHO-CIIPaBOYHBIM ¥  IOMCKOBBIM cUCTeMaM, K KotopbiM y TYCVYPa oTkpbIT Joctym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TeXHMYECKOe 00ecneyeHue JUCHUILIMHBI U TpedyeMoe MPorpaMMHoOe
obecneuenue

13.1. O6mue TpedGoOBaHMA K MATEPHAJBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00eCIe4YeHHI0
AUCHUIIIIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE W MPOrPaMMHOe olecriedeHne IS JTeKIIMOHHBIX 3aHATHI
Jlnst mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUTIA, TPYIIOBBIX M MHAWBUYaTbHBIX KOHCYJAbTALIUH, T€-
KYIIIETO KOHTPOJISI U MIPOMEXKYTOYHOM aTTECTAI[UU HCITONIL3YEeTCs yueOHas ayTUTOPHUsS ¢ KOJTMYECTBOM TIO-
CaZIoYHBIX MecT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbio. MMeroTes
JIEMOHCTPAIMOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TTOCOOUS, 00ECIIeYHBAOIINE TEMATHUSCKHIE HII-
JIOCTPALIMHU 0 JIEKIIMOHHBIM pa3JieiaM TUCIUTLINHEI.

13.1.2. MaTepua/IbHO-TeXHUYECKOEe U IPOrPaAMMHOe o0ecnedyeHue J1JIsl NPAKTHYECKUX 3aHATHl
JlaGoparopus "MHTEpHET-TEXHOIOTUI 1 HH(POPMALMOHHO-aHAIUTHYECKON AeATeIbHOCTH"
yueOHas ayuTopus JUIsl IPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUIA, yueOHas ayIUTOpUs ISl IPOBE -

JICHUS 3aHATHH MPAKTUYECKOro TUMA, ydeOHas ayIuTOpUs JIsl IPOBEACHUS 3aHATHH J1a00paTOpHOTO THIIA
634045, Tomckast o6mactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 402 ayn.
Onwucanue uMeronierocs 000pyI0BaHuUs:
- DKpaH pa3aBUKHOM;
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- MyneTumenuitabiii mpoekrop View Sonic PJD5154 DLP;

- Kommeroreper AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15
IT.);

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe oOecrieueHue:

— GPSS Studio

— Kaspersky endpoint security

— VirtualBox

— Visio

— Visual Studio

JlaGoparopus "bezonacHocTu ceteit 9BM u ceTeBbIX KOMIBIOTEPHBIX TEXHOIOTHI"

ydeOHast ayuTOpus JIsl IPOBECHHSI 3aHITHH PAKTUIECKOTO THIA, yueOHast ayIuTOpHs IS TIPO -
BE/ICHUS 3aHATUH JJaOOPaTOPHOTO TUIIA

634045, Tomckast obnactsb, . Tomck, yi. KpacHoapmetickast, 1. 146, 804 aym.

Onwucanue uMerouierocs 000pya0BaHuUs:

- Kommerotepsr kiacca ve Hike GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mr.);

- OOyuaromuii CTeH/I JIOKaJIbHBIE KoMITbloTepHBIe cet Microtik routerboard (2 mit.);

- VIPNET YMK «be3onacHOCTb ceTeiiy;

- Kommyratop Mikrotik CRS125-24G-1S-IN (6 miT.);

- Komnsrotep kiacca He Hike 15-7400/8DDR4/SSD120G;

- AHamm3atop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mrT.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mwit.);

- CepBep kinacca He HIke 4XE7-4809v4/512GBRE16/L.9300-81/5T6000G7,;

- Mapupyrtu3zatop Cisco 891-K9 (2 mt.);

- Mapmpyru3zatop Cisco C881-V-K9 (2 mr.);

- Mapuipyruzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommutekt crienmanusupoBanHoi yueOHOW Mebenu;

- Pabouee mecTo mpemnoaBares.

[TporpamMMHoOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema monuTOpuHTa Zabbix

— Kaspersky endpoint security

— Microsoft Windows 10

— Visual Studio Essentials 2017

— Mexceresoit skpan UKC Lite

13.1.3. MaTrepuaJbHO-TEXHHYECKOE H NIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOATe IbHON PadoThI
s camocTosATENbHOM pabOThl MCMONB3YIOTCA y4eOHbIE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),
PacToJI0KEHHBIE 110 aJipecam:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast o6nacTb, T. Tomck, yi. Kpacnoapmeiickas, a. 146, 201 ayx.;
- 634034, Tomckast 06macTh, r. Tomck, Bepmmnanna ynuua, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepimauna ynuia, 1. 74, 207 aya.

CocraB 000pyI0BaHUSA:

- yueOHast MmeOerb;

- kommnbroTepsl kinacca He Huke [I9BM INTEL Celeron D336 2.81Tw. - 5 mit.;

- KOMITHIOTEPHI MOAKIIOYEHBI K ceTu «MHTepHET» U 00eCreynBaloT JIOCTYN B JIEKTPOHHYIO HH-
dbopMaImoHHO-00pa30BaTENbHYIO CPEAY YHUBEPCUTETA.
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[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHO-TeXHHYecKoe o0ecnieueHre TUCHMIIIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHuE NUCHMIUIMHBI JUIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeUaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(POPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CHCTEMBI ITPETIoIaBaHus il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN cCHCTEMBbl. YueOHas aynuTOpHUs, B KOTOPOH 3aHUMAIOTCS
oOydJarolyecs: ¢ HapylIEeHHEM CllyXa, 000pYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLUIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P TOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYarOUMMHCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTEPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpreMa/mepe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEeMbl OOy4eHUs JUIs JIOAEH ¢ UHBa-
JIMTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPTraHU3aluU U3yYeHHUs
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHK CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCINNICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBble 3agaHus

1. Kakas uadopmaiys B COOTBETCTBUH C JCHCTBYIOIINM 3aKOHOAATETLCTBOM MOXKET OBITh OTHECE-
Ha K KaTeropuu oOIIe0CTYITHOM:

1.1. Madopmaryst 0 HOpMAaTUBHO — MPABOBBIX AaKTaX, 3aTparuBarollas rnpasa, CBOOOAbI U 00s3aH -
HOCTH IpaXkaaH

1.2. Uudopmarys o6 MCHIONB30BaHUH OIO/PKETHBIX CPEJICTB (32 UCKIIOUCHUEM CBEJCHUH, COCTaB-
JISFOIIUX TOCYIAPCTBEHHYIO WIIA CITY>KEOHYIO TalHYy).

1.3. MHdopmarus o rocyJapCTBEHHBIX 30J0TOBAIIOTHBIX pe3epBax PD

1.4. Bce Buapl nuHopmanuu, ykazanasie B m.1.1-1.3

2. B cOOTBETCTBUM C HOPMATUBHBIMHU aKTaMU peryisropa — banka Poccun k kakoMy BHUIY OTHO-
CATCSl pUCKHU OAHKOB, CBSI3aHHBIE C OCYIIECTBIEHUEM KOHTPOJIS MH(GOPMAIIMOHHBIX TIOTOKOB U olecreye-
HUEeM WH(POPMALMOHHON O€3011aCHOCTH:

2.1. PpIHOYHBIN pUCK

2.2. IlpaBoBoii puck

2.3. OnepanmoHHbINA PUCK

2.4. KpenuTHslil puck

2.5. Puck norepu 1em0BOM pernyTanuu

3. Kakue Buibl 6aHKOB BIIpaBe OCYLIECTBIATH CBOIO JESATEIBHOCTh Ha TeppuTopun PO B cooTBeT-
CTBUU C JIHCTBYIOLIUM 3aKOHO/1aTEIbCTBOM:

3.1. YauBepcanbHble OaHKU

3.2. UuBecTHLIMOHHEIE OaHKHU

3.3. PeruoHasnbHble OaHKU

3.4. CcymHo-cOeperarenbHbIe KacChl

3.5. bankwu, ykazanssle B 1.m.3.1-3.3
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4. Kakue U3 yKa3aHHBIX IeJIel CTaHAapTH3aAINH JIEATEIBHOCTH 1Mo ob0ecniedueHuto b kpenuTHbIx
opranuzanuii PO oTHOCATCS K KaTErOPUU OCHOBHBIX:

4.1. Pa3Butue u ykperuieHne 0aHKOBCKOW cuctemMbl PO, noBkIleHHE OBEpUs K HEH

4.2. JlocTr>keHUE aileKBaTHOCTU MEP 3allUThI peaibHbIM yrpo3am b

4.3. Ilpenotpatenue u (WIKM) CHUKEHHE yiep0a ot uHiuaeHtos b

4.4. llenn, ykazanHsie B 11.11.4.1-4.2

4.5. llenn, yka3anssle B n.11.4.1-4.3

5. IlpencraBuTensiM KakuX TOCYJIApCTBEHHBIX OpPraHOB MOTYT BBIJABaThCS CIIPABKU IO CYETaM
IOPUIMYECKUX JIUI U TIpeAnpruHUMareneii 6e3 00pazoBaHUs IOPUINIECCKOTO JIAIIA!

5.1. Cynam o01ie#t FOpUCAUKIINN U apOUTPaKHBIM CylIaM

5.2. HanoroBbIM ¥ TaMO>KEHHBIM OpraHam

5.3. Opranam BHYTPEHHHUX [ MPH OCYIIECTBICHUH UMM (YHKIIUNA TIO BBISBICHUIO, TIPEIyTpe-
JKJICHUIO U MPECEUEHUIO HAJIOTOBBIX MPECTYIICHUM

5.4. CyObekTaM, yKa3aHHbIX B .11.5.1-5.2

5. CyObekTaM, yKa3aHHbBIM B 1.1 1-3

6 . Kakas u3 ykazanHoil nH(opMaluu He MOAJIEKUT 0053aTeIbHOMY PAaCKPBITHIO OaHKaMH Heorpa-
HUYCHHOMY KPYTY MOJIb30BaTeNIel B COOTBETCTBUU C ACHCTBYIOIIMMH HOPMAaTHBHBIMU akTaMu OaHka Poc-
CHUU:

6.1. Uudopmarust o coctaBe OpraHoB YIPaBICHHUS KPEIUTHON OpraHu3aiun

6.2. ndopmanusi 0 peiieHusIX MPUHATHIX UCTIOTHUTEIIBHBIMA OpPTaHaMH KPEIMTHON OpraHu3aiuu

6.3. l'onoBast Oyxranrepckas (puUHAHCOBasI) OTYETHOCTH OaHKa

6.4. Pacuet cOOCTBEHHBIX CpPE/ICTB (KamuTaia) OaHKa

6.5. Undopmarnus, ykazaHHas B 1.11.6.3-6.4

7. Nndopmarus MOXKET OIICHUBATHCS KaK CJICTYIOITUI BUJl aKTHBOB KOMIIAHUU:

7.1. BHEOOOPOTHBIE AKTUBBI

7.2. HematepuajibHbI€ aKTUBBI

7.3. OGOpPOTHBIE aKTHUBBI

7.4. ToBapHO -MaTepHuaIbHbIC ICHHOCTH

8. K OCHOBHBIM XapaKTepUCTHKaM (PUHAHCOBON MH(POPMALIUK MOTYT OBITh OTHECEHBI CIICAYIOIIHE:

8.1.YMecTHOCTh

8.2. HanexHoctb

8.3. BaxHoCTh

8.4. XapaKTepuCTUKH, YKa3aHHbIE B I1.11.8.2-8.3

8.5. XapaKkTepuCTUKH, YKa3aHHbI€ B I1.11.8.1-8.3

9. Enunoe nH(opMaIioHHOE MPOCTPAHCTBO OaHKa OCHOBBIBAETCS HA CIEAYIOUINX MPUHIIUIIAX:

9.1. OtkpsITOCTH

9.2. OrpannyeHust KOJIMYECTBA MOJIb30BaTENEH

9.3. 3amuIneHHOCTH

9.4. Ha npuHuunax, ykazausbix B 11.9.1 1 11.9.3

9.5. Ha npunimnax, yka3aHHbixX B 11.11.9.1-9.3

10. ABTOMaTH3UpPOBaHHBIC OAHKOBCKUE CHCTEMBI MOTYT OBITh MOCTPOSHBI HA OCHOBE CIEIYIOIINUX
TEXHOJIOTHM:

10.1. TInaTexHbIX

10.2. OnepanioHHBIX

10.3. JlokymMeHTapHBIX

10.4. Texnonoruu, ykazansasie B 11.11.10.1-10.3

10.5. Texnonoruwu, yxazanssle B 11.11.10.2-10.3

11. K HacTosiieMy BpEMEHH 3KCIIEPTaMM BBIACISIOTCS CIEAYIONIEE KOJIMYECTBO MOKOJICHUH pocC-
CUHCKUX aBTOMaTU3UPOBAaHHBIX OaHKOBCKUX cucteM (ABC):

11.1. Yetsipe

11.2. Ilate

11.3. llects

11.4. Cemn

12. Kakue ¢yHKIIMOHATBHBIE MOIY/IH, KaK MPaBUiI0, BKIOYAOTCS B coctaB ABC xoMMepdeckux
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OaHKOB:
12.1. Momyns pacueTHO-KacCOBOTO OOCITYKUBAaHHUS KIIMEHTOB
12.2. Moaynp KpeIUTHBIX ONEpalvii KIMEHTOB
12.3. Monynb X03SMCTBEHHBIX JJOTOBOPOB M 00ECIIEUeHUSI BHYTPHOAHKOBCKON JEATEIHHOCTH
12.4. ®yHKIMOHAIBHBIE MOAYIH, YKa3aHHbIE B 11.12.1-12.2
12.5. ®yHk1moHanbHbIE MOAYIH, YKa3aHHbie B 11.12.1-12.3

13. Kakue nHpOpMaIMOHHbBIE YTPO3bI MOTYT OBITh XapaKTEPHBI JOCTYITHBIM KoMrioHeHTaM ABC:

13.1. HecaHKIIMOHMPOBaHHBIN AOCTYII K pECypcaM U JTaHHBIM CUCTEMBI

13.2. IlogmeHa ceTeBbIX aIpecoB

13.3. Otka3 B 00CITy>KUBAaHUU

13.4. Ataka Ha ypOoBHE NPUIIOKECHUHN

13.5. Bce nndopmanmonssie yrpo3sl, ykaanusle B m.1.13.1- 13.4

14. YTo U3 yKa3aHHOTO HE OTHOCUTCS K BO3MOKHBIM IPUYMHAM MOsABICHUS ys3BuMocteil ABC:

14.1. OrcyrcTBUE rapaHTH KOH(QUACHIIMAIBHOCTH U LIEJIOCTHOCTH MepeaBacMbIX JaHHBIX

14.2. YTeps akTyanbHOCTH pa3padoTraHHOW noiauTuku b wnm HekoppekTHas ( HEMoJIHAs) peayin-
3anus

14.3. OTcyTCcTBHE WM HEAOCTATOYHBIA YPOBEHb 3AIUTHI OT HECAHKIIMOHMPOBAHHOTO JOCTYMa
(aHTUBHUPYCHI, OpraHu3anys 1 (GyHKIHOHUPOBAHME CHCTEMbI KOHTPOJIS JIOCTYIA, CUCTEM OOHApYKEHUS
aTakx)

14.4. Huzkuii (HenpodeccruoHanbHbIN) ypoBeHb anMuHucTprpoBanusi ABC u ceTeBbIX mpuioxe-
HUU

14.5. OTHOCATCS BCe IPUUMHBI, yKa3aHHbIe B 11.11.14.1-14.4

15. Ilnarexnas cucrema banka Poccun siBnsiercs:

15.1. LlenTpanu3zoBaHHOK

15.2. JleueHTpanu3zoBaHHOU

15.3. PacnpenenenHoi

16. Kakast u3 cucteM pacdeToB (371€MEHTOB) HE BXOAMUT B COCTaB TUIATEXHOM cuctemMbl banka Poc-
CHUH:

16.1. Cucrema BHYTpUpPErHOHAIBHBIX 3JIEKTPOHHBIX pacdyeToB (cucrtema BOP)

16.2. CuctemMa MeXperuoHaIbHBIX AIEKTPOHHBIX pacdyeToB (cuctema MOP)

16.3. Cucrema MeXIyHapOJHBIX 3IEKTPOHHBIX pacueToB (cuctema MJIOP)

16.4. Cuctema 6GaHKOBCKHX JIEKTPOHHBIX CPOUHBIX Tutatexeit (cucrema BOCII)

16.5. BxozsT Bce CUCTEMBI paciyeToB, YKa3aHHbIE B 11.11.16.1-16.4

17. Kakue u3 yka3aHHBIX UCTOUYHUKOB yrpo3 uHpopmanronHoi 6e3omacuoctu (Mb) banka He oT-
HOCATCS K KATETOPUU OCHOBHBIX:

17.1. PaGotHuku OaHka, peanusyromiue yrpo3sl b ¢ ucnons3oBaHneM JieraibHO MPEAOCTABIICH-
HBIX UM TIPaB U TIOJTHOMOYHIA

17.2. PabotHuku 6aHKa, peanusyromue yrpo3sl b BHe neraibHO MpeAoCTaBICHHBIX UM TIpaB U
MOJTHOMOYHMH, a TakKe CyObeKThI, HE SIBISIONIMECS paOOTHUKaMU OaHKa, HO OCYIIECTBIISIONINE TOMBITKA
HECAaHKIIMOHUPOBaHHOTO toctyna B ABC

17.3. KpuMuHaJIbHbIE 3JIEMEHTHI U TEPPOPUCTHI

17.4. HebnaronpusiTHbIC COOBITHS MMPUPOTHOTO, TEXHOTEHHOTO M COIMAILHOTO XapaKTepa

17.5. K OCHOBHBIM, OTHOCSTCSI BCE KATETOPUHU yIpo3, yKa3zaHHble B 11.11.17.1-17.4

18. TTonmutuka b 6anka hopMupyeTcss Ha OCHOBE CIEAYIOIINX AIEMEHTOB:

18.1. TpeboBanwmii 3akononarenbcTBa PO u HopmaTuBHBIX akToB L[b PD

18.2. IaTepecoB u Ou3Hec — 1esei 6anka

18.3. HakoIsieHHOTO B OpTaHU3alliy OTbITa B o0nactu obecnieuenus b

18.4. Ha ocHOBe 3/1eMEHTOB, YKa3aHHbIX B 1.18.1 u m1.18.3

18.5. Ha ocHOBe 311€MEHTOB, yKa3aHHbIX B I1.11.18.1-18.3

19. Kakoit u3 yka3aHHBIX OpTraHOB KOPIIOPATUBHOTO YIIPaBJICHHUS OaHKa MOXKET UMETh ITOJTHOMOYHUS
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1o yrBepskaeHuto [lomutrku nHPOpPMAIMOHHOM O€30MaCHOCTH JaHHOM KPEeAUTHOW OpraHU3aIIH:
19.1. HaGmromarensusiii CoBeT
19.2. IlpaBnenue
19.3. IIpencenatens [IpaBnenus
19.4. JIto60i1 U3 yKa3aHHBIX OPraHOB YIPaBJICHUS

20. Kakoif u3 yka3zaHHBIX JOKYMEHTOB, Bxomsamux B maket ctangapra CTO BP UBBC (5-akryans-
Hasi BEPCHs) UMEET PEKOMEHAATEIbHBIN XapakTep AJIs UCTIOIh30BAHMS KPSTUTHBIMU OPTaHU3AIHSIMH:

20.1. BP UBBC-1.0-2014. «O0uue nosoxxeHus» (5 peaaxius)

20.2. BP UBBC-1.1-2017. «Aymut unpopmannonnoit 6ezonacHoctu»CTO BP UBBC-1.0-2014.
«O06mume monoxeHus» (5 peaaKimsi)

20.3. BP UBBC-2.2-2009 «MeTonuka OLEHKH PUCKOB HapyLIeHHsS MHPOPMAITMOHHON 6e30macHo-
CTH;

20.4. BP UBBC-1.2-2014 «MeTtonuka OIIEHKH COOTBETCTBHUS MHPOPMAIIMOHHONW 0€301macHOCTH Op-
ranuzanuii 6ankoBckoit cuctemsl PO tpeboanmsm CTO BP UBBC-1.0-2014 (4 penakius)

21. B cooTBeTCTBUM C HOPMaTUBHBIMU JOoKyMeHTamu banka Poccuu omepatop mo mnepeBoay fe-
HCXKHBIX CPCACTB — 68.HK O6€CH€‘-II/IBaeT pcain3anuro 3arnpeTa BbIIIOJIHCHHUA OAHUM JIUIIOM B OJJUH MOMCHT
BPEMEHU CIEAYIOUIUX POJICH:

21.1. Pomeii, cBsI3aHHBIX C TMPOCKTUPOBaHHEM (Pa3pabOTKoi) W co3gaHWeM (MOISPHHU3AIMECH )
00bekTa HHPOPMAITMOHHON HHPPACTPYKTYPHI

21.2. Poneii, cBsI3aHHBIX ¢ AKCIUTyaTanued 00bekTa HHPOPMAITMOHHOW HHPPACTPYKTYPHI B YaCTH
€r0 UCIOJIb30BaHU 110 HA3HAYEHHUIO M B YaCTH €0 TEXHUYECKOT0 00CTY)KUBAaHUS HITM PEMOHTA

21.3. Poneii, cBA3aHHBIX C cO3aHueM (MojepHU3aIueii) 00bekTa HHPOPMAITMOHHON HHPPACTPYK-
TYpPBI ¥ €T0 3KCIUTyaTaliuu

21.4. Poneit, ykazanubix B 1.21.1 m m.21.3

21.5. Poneii, ykazannbix B 1.21.2 nn.21.3

22. B cooTBeTCTBUHU C TpeOOBaHUSIMU HOPMATUBHBIX MTOKyMEeHTOB L[b P® cinyx6a nadopmarmon-
HOU Oe30macHOCTH OaHKa MPHU OCYILECTBICHUH MEPEBOAOB JCHEKHBIX CPEICTB JODKHA ObITh HajeleHa
CJIETYIOIIUMHU MOTHOMOYHUSIMHU:

22.1. OcymecTBIsATh KOHTPOJIb (MOHUTOPUHT) BBIMIOJHEHUS MOpPsiIKa 00eCIeYeHusl 3alIUThl HUH-
dbopmanuu

22.2. Omnpenenats TpeOOBaHUS K TEXHUYECKUM CPEACTBAM 3aIlUTHl MHPOPMAIIMN U OpTaHU3aIH-
OHHBIM MepaM 3alUThl HHOPMAITUI

22.3. Onpenensth MOPSAAOK SKCIUTyaTallMd TEXHUYECKUX CPEACTB 3alIUThl HH(OpMAIMU U COOT-
BETCTBYIOILETO MPOrPaMMHOT0 00ecrieueHust

22.4. IlomHOMOYMSAMH, YKa3aHHBIMU B IL.I1. 22.1-22.2

22.5. [lomHOMOYMAMH, YKa3aHHBIMU B m.00. 22.1-22.3

14.1.2. Tembl HHANBUAYAJIbHBIX 321aHUI

- OpraHU3alMOHHbIE OCHOBBI OAHKOBCKOW JESTEIbHOCTH, (DYHKIIMU MOpa3aesieH|i 0e30macHoCcTr
OaHKOB, BOIIPOCHI COOJIIOACHUS IPaB U CBOOOJ JIMYHOCTU IIPU PEIlIEHUH 3a7ay obecreueHus: 0e301acHo-
CTH;

- IIPaBOBbIE€ OCHOBBI OXpaHbl KOMMEPYECKOH TalHbl M 3alIUThl KOHPUACHIIMAIbHOW OaHKOBCKON
uHpOpMaLuy;

- HICTOYHHMKY U YTPO3bl YTEUKU KOH(PUIEHIMAIbHON HHPOpMaLU B OaHKE;

- METO/IbI 3aLUThl 0AaHKOBCKOHM MH(OpMalUK B aBTOMAaTU3UPOBAHHBIX CUCTEMaX 00pabOTKH;

- IPUHLHUIBI 3alIUThl IEPCOHAJBHBIX IJIATEXKEH, B TOM YUCJE C HUCIOJIb30BAHUEM 3JIEKTPOHHBIX
IUTACTHKOBBIX KapT, U o0ecredeHus: 0€30MacHOCTH AIIEKTPOHHBIX MEKOAHKOBCKHX pacuéToB;

- TEXHUYECKHE U MHKEHEPHO-TEXHUUECKUE CPEACTBA 3aIUThl HHPOpMAIIH;

- QJIMAHUCTPATUBHBIE U alllapaTHO-IIPOrPaMMHBIE METO/IbI 3AIMTHI, B TOM YMCJIE CUCTEMBI 3aIlH -
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TBI
ABTOMATHU3UPOBAHHBIX PAOOYUX MECT

14.1.3. 3auér

1. [Ipeamer u 3a1aun JUCUMIUIMHBI «3amuTa MHGOpMaIMKU B OaHKOBCKUX cucTeMax». HopmaTus-
HO — INPABOBBIE€ JIOKYMEHTBI, PEIJIAMEHTUPYIOLIUE BOMPOCH 3aIIUTH HHPOpMAMK U MHPOPMALTMOHHOMN
0€30IaCHOCTH.

2. bank Poccun kak perynstop AesaTeabHOCTH KoMMepueckux 6ankoB. HopmarusHas 6a3a obecrie-
YEHUS EATEIbHOCTH OAHKOB B BONPOCAX 3aILUTHI MHPOPMAIMK U MHPOPMAIIMOHHON 6€30MacHOCTH.

3. OnepaunoHHBIH PHUCK B AESITEIBHOCTH KPEOUTHBIX opraHu3auuil. llopsaok ympasieHus u
OLICHKH YKa3aHHBIM BUJIOM PHUCKA.

4. Buasl nndopmaiii, BO3MOXKHBIE OTPAaHUYEHUS €€ MCIOIb30BaHus U pacnpocTpanenus. [lepe-
YEeHb CBE/ICHU, KOTOPBHIH MOXKET ObITh OTHECEH K OaHKOBCKOH TaiiHe, MOPAJOK MX IPEACTaBIECHUS CTO-
POHHUM JIMLIAM.

5. Uadopmarus, ee posib B COBPEMEHHOM MHpE, HOCUTEIN UH(popManuu 1 ux Bujsl. [lopsok 3a-
HIUTHI HOCUTENEH HH(OPMALIUK, €r0 OTIANYUS OT MEPOIIPUIATHIM 110 3aIIUTE UHPOPMALIH.

6. TpeOoBaHUs K KPEIUTHBIM OpraHU3alUsM IIPH OCYLIECTBICHUH NEPEBOIOB ACHEKHBIX CPEJICTB
(ITonmoxenune LIb P No 382-I1).

7. Uudopmanys kak HemMaTepualbHble aKTUBbI KOMIIAHUM, MTOKA3aTeNIM OLUEHKH MH(pOpMALUU KaK
COOTBETCTBYIOIIIUX PECYPCOB.

8. dunaHcoBast nHGopManus (MOHATHE, LIETH MOTYYESHHUs, BUIBI KiIacCU(UKALIUN).

9. Uctopus pazsurtus (nokosnenus) AbBC B 6ankoBckoi cucteme PD, olmue xapakTepuCcTUKA aB-
TOMaTHU3UPOBAHHBIX OAHKOBCKUX CHCTEM, UCHOJIb3YEeMbIX B KPEIUTHBIX OpraHU3aIUIX.

10. DOneMeHThl W mporpaMMHO - (yHKIHOHaiIbHbIe Moayiu ABC, Buabl HHPOPMALIMOHHBIX
0aHKOBCKMX TEXHOJIOTHH1, HCONb3yeMbIX npu cozpanuu ABC.

11. Ys3Bumoctu ABC, apXUTEeKTypa CUCTEM 3aIUTHI U CIIOCOOBI 3aIIUTHI OT HEMTPABOMEPHBIX JICH -
CTBHM.

12. Ilmarexuast cucteMa P®, e 1 OCHOBHBIE 3JIEMEHTHI, YHACTHUKHA, HOPMATUBHO — IIPaBOBas
0a3a periaMeHTHPYIOLIUE COOTBETCTBYIOIINE BOIPOCHI.

13. [lmarexHnas cucrema banka Poccuu - ucropust pa3BUTHs, OCHOBHBIE 33/1a4U, OTJEIbHbBIC 3JIE-
MEHTBI U CUCTEMBI PaCcUY€TOB, BXOJSIINE B €€ COCTaB.

14. Cucrema 6aHKOBCKUX 3JIEKTpOHHBIX cpouHbix muiatesked (BOCII) banka Poccumn — nopsinok,
YCIIOBHS U MPUHIMITEI (PYHKIIMOHUPOBAHUS, TPEOOBAHUS K YUaCTHUKAM.

15. PernonanpHas aBToMaTH3upoBaHHas OaHkoBckas nHpopmanmonnas cucrema (PABUC — HII) -
Ha3HaYeHUE, IPUHIIUIIBI TOCTPOEHUS, YIaCTHUKH PacyeToB U MOJIb30BATENH, pacipeiesieHue (QyHKIHMH.

16. OTpacneBbie cTanAapThl 10 HHPOopMannoHHo# Oe3onacHoctu banka Poccun CTO BP UBBC.
OcHOBHBIE TIOJIOKEHHUS, PA3AEIBI U JIEMEHTHI, UICTOPUS PA3BUTHS.

17. ®opmupoBaHue nepeyHs KOH(QUICHIIMAIbHBIX CBEACHUN U HH(pOpMauu 6aHKa, MOJIEIH YTPO3
U HapymuTeneid HHPpOopMaMoHHON 6€30MacHOCTH.

18. Omnpenenenre NMOTEHIMAIBHBIX KaHAJOB yTEeUKH (IepexBara) KOHQHUAEHUUaIbHOW HH(pOopMa-
UK 0aHKa, IepeyHs ¥ COCTaBa MPUKJIAJHBIX METOJOB 3alMThl HH(POPMALIUH.

19. OTBETCTBEHHOCTD, MOJTHOMOYHS U MpaBa CIyxObl HH(GOPMAIIMOHHON Oe30macHOCTH OaHKa, ee
COTPYAHUKOB U PYKOBOJUTEJIS.

20. Opranuzamus cucTeMbl o0ecriedeHus: HPOPMaIMOHHOM Oe3onmacHOCTH OaHKa (CucTeMa WH-
dbopMaIoHHOM 6€30MacHOCTH, CHCTeMa MEHEeHKMEHTa MH(POPMALIMOHHON OE€30MaCHOCTH).

21. O6paboTKa KpeIUTHBIMU OpraHU3alusIMU UH(pOpMaLIMH, coAepKalllell IepCOHaIbHbIE TaHHbBIE.
Obecrneuenre MHGHOPMAIMOHHON 0€30MaCHOCTH COOTBETCTBYIOLINX OAHKOBCKMX TEXHOJIOIMYECKUX IMPO-
LIECCOB.

22. Aymut nHGOpPMAaLMOHHOW 0€30MacHOCTH KPEAWTHBIX OpraHu3aluil (KOHLEMIHsS, OCHOBHBIE
MPUHLIUIIBI, MEHEPKMEHT IPOTrpaMMBbl, IOCIEA0BATENILHOCTD U ATAlbl IPOBEACHMUS).

23. Opranu3zanus cucteMbl HHGOPMALMOHHOM 0€30MacHOCTH IS 3alIUThl HH(OpMaIMK IIpH OCy -
IIECTBJICHUU KPEIUTHBIMU OpraHU3alMsIMH JTUCTAaHIIMOHHOTO GaHKoBckoro oocmyxuanus ([1bO) cBoux
KJIMEHTOB.

24. [IpuMmeHeHne CpeICTB 3alIUThI (AHTUBUPYCHBIX NMPOrpaMM) OT BperoHocHoro koaa (BK) B ue-
JSIX 3aIIUTHl KHPOPMALIUU NP OCYIIECTBICHUN OaHKOBCKOW JEATEIbHOCTH.
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14.1.4. Tembl 0IPOCOB HA 3aHATHAX

Ilenmu u 3agaun Kypca "3ammra nHGOpManuK B 0aHKOBCKUX cucTemax'. IcTopusi BOSHUKHOBEHUS
OaHKOBCKOW cucTeMbl Poccuu B HOBEHIIEH MCTOPUH, aBTOMATH3AIUS U KOMITBIOTEPU3AIIUN e TEIIEHOCTH
KpeIUTHBIX opranusanui. Co3gaHue Crenuain3upoBaHHON CTPYKTYp M MOJPa3CICHUM KPEIUTHBIX Op-
raHu3aIuil, 3aHUMAIOIINXCSI BOMPOCAMHU OE30MaCHOCTH M 3alIUThl WHGOPMAIMU B OAaHKOBCKOW cHCTEMeE
PO.

Enunoe nnpopmannonnoe npoctpanctBo Oanka. Kiaccudukanus 1 OCHOBHBIE XapaKTEPUCTUKU
ABC, skcrunyatupyromuxcsi B [Ib PO u 6ankoBckux opraHuzanusx. DnemMeHTsl 1 Moayiu ABC, uadop-
MalMOHHBIE TEXHOJIOTMH UCTIOIb3YEMbIE JUIsl UX MOCTPOCHUS, YSI3BUMOCTH.

YnpaBneHue puckaMu 1iaTexHou cuctembl banka Poccun, oGecriedeHne 6€30macHOCTH U HAIEXK -
HOCTH €€ ()YHKITHOHUPOBAHUSI.

CepBHCHI CPOUYHBIX B HE cpouHbIX aTexer 1[b PD, cucrema 6wictprix mnarexeit (CBID) u npy-
rUe TuiaTexHbie cepBUChl banka Poccum, TpeboBanus banka Poccuu K KpeIUTHBIM OpraHU3AIMSIM IS
y4acTusi B yKa3aHHBIX CHCTEMaXx, OpraHu3anus uX JAesiTeIbHOCTH.

[Topsinok opraHu3anuu AeATebHOCTU CTIEHMAIIM3UPOBAHHOTO MOAPA3ICTICHUS 1EeATETbHOCTH KOM-
MepUecKoro 0aHka - CiIy)kObl HHPpOpMAIMOHHOW Oe3omacHOCTH. Ponb, GyHKIIMM TTOJTHOMOYUS M OTBET-
CTBEHHOCTH CITY>KOBI WH(GOPMAITMOHHOW 0€30MacHOCTH, HOPMATUBHEBIE JOKYMEHTHI, PEriaMeHTHUPYIONIUE
JESITEIbHOCTh MOAPA3CIICHUS U YIIOJIHOMOYEHHBIX COTPYIHUKOB.

CrocoObl ¥ METOJIbl OpPTaHM3AIMK KOHTPOJIS BHEAPEHUS, dKCIUTyaTanuu u moaepHusanuu C3U
0aHKOBCKHX MH(QOPMALIMOHHBIX CUCTEM, aHAJIM3 BO3MOXHBIX MPOOJIEM U ySI3BUMOCTEH, OTUETHOCTD YOI -
HOMOYEHHBIM opraHaMm. Vcronb30BaHne u pa3paboTka HOPMATUBHOM 0a3bl KPEAUTHOW OpraHU3aliu B CO-
OTBETCTBUHU CO CTaHJapTaMu Mo HHGOPMAIIMOHHOI Oe3onmacHOCTH U 3amuTe nHpopmanuu banka Poccun.

Ortpacnessie crannaptel banka Poccun no obecrnieyenno HHPOPMALMOHHON 0€30MacCHOCTH KOM-
MEpYECKHUX OaHKOB, COCTaB (00s3aTe/IbHBIC M PEKOMEH/IATEIbHBIC AJIEMEHTHI), OCHOBHBIC TIOJIOKEHUS U
TpeOOBaHUS, MOPSAIOK OIEHKU KPEIUTHBIX OPraHU3aIil B COOTBETCTBUH C YKa3aHHBIMU HOPMAaTHBHBIMU
JIOKyMEHTaMH.

14.2. TpeOoBaHUS K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
s aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M1 MHBAJUIOB MPEIyCMOTPEHBI TOTOTHH -
TEJIbHBIC OLICHOYHbIE MaTepUalIbl, IEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHalibl OLIEHUBAHUS ISl JIMI C OTPAaHMYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 HHBAJIUIOB

Kareropun Bunbl 10NOAHUTETBHBIX OLEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
00y4aroLXxCcst MaTepHasoB pe3ynbTaToB 00y4eHUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

C napyueHusmMu
ciyxa

[IpenMy11eCTBEHHO MMCHMEHHAs
IIPOBEpKa

C nmapymenussmu | CobecezioBaHHe 0 BOIpOcaM K 3a4eTy, | [IpenMyIecTBeHHO YCTHas MPOBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapyuieHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHBIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMU
ammapata 3a4ery
C orpannuenusiMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
OO0IIEeMeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. MeTroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEPHAIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B
Jns nun ¢ orpaHMYEHHBIMU BO3MOXKHOCTSIMH 37I0POBbSl M1 MHBAJIUJOB IpPEIyCMaTpUBAETCS J10-
cTynHas (hopMa MpeoCTaBICHUS 3aJaHUH OLIEHOUYHBIX CPEJICTB, @ UMEHHO:
- B IeyaTHou (opme;
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- B IIeYaTHO! (hopMe ¢ YBEITHMUYEHHBIM HIPUPTOM;

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTEHHsSI aCCHCTCHTOM 33JJaHuUs BCIYX;

— Npe0oCTaBICHUE 3aaHus C HCIIOIb30BaHUEM CYPIOTIEPEBO/A.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. /711 TakuX 0OyJarommxcst MpeaycMaTpUBaeTCsl JOCTYTI -
Hasi popmMa MpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & IMEHHO:

— MMCBMEHHO Ha Oymare;

— Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C HCITOJIHL30BAHNEM YCIIYT aCCUCTEHTA;

- MIPEJICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHHBaHUs PE3yIbTATOB OOYYEHMs JIHIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbs M1 MHBAIHJIOB IO JUCHIHUIUIMHE TPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popMax, aJaarTH -
POBaHHBIX K OTPaHUYCHUSAM HX 3[J0POBbS U BOCHPUATHS HHOOPMALIIH:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

— B IIeYaTHOW (hopMe yBEITNUEHHBIM HIPUPTOM.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

JIJ1s1 JIMI ¢ HAPYLIEHUSIMH OTIOPHO-ABUIaTeJILHOTO anmnapara:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IIe4aTHOU hopme.

[Tpn HEOOXOMMMOCTH ISl JIUIL C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU 37I0pPOBbS M MHBAINUIOB TPOLIE-
Jypa OILICHUBAHHSI Pe3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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