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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. mpuoOpeTeHrne TeOPETUIECKUX 3HAHUM B O0JACTU TEXHUUYECKOTO OOCIYKUBAHUS U PEMOHTA
KOMIBIOTEPHBIX CUCTEM M KOMIUIEKCOB U Pa3BUTHE YMEHHI HCIOIb30BAHUS CIICIUATU3UPOBAHHOTO
MPOTPAMMHOTO OOECIeUYCeHUsI TUATHOCTHKUA M BOCCTAaHOBJIEHHUS PA0OTOCIIOCOOHOCTH KOMITBIOTEPHBIX
CHUCTEM M KOMIIJIEKCOB, MPUOOpPETEHNE HABBIKOB, KOTOPHIE MOXHO MPUMEHUTH B Haudaye padOTHI B
KauecTBEe paOOTHHUKA IO CETSM.

1.2. 3agauy AUCHUILIUHBI

1. M3yyeHue OCHOBHBIX KOHIIEMIIMM KOMIIBIOTEPHBIX CETEH; M3yUYECHUE CTAaHIAAPTOB U MOJIEIIEH,
MIPUHATHIX B COBPEMEHHBIX CETE€BBIX TEXHOJIOTHSIX; IPUMEHEHHUE METO/I0B OCTPOEHUSI KOMIBIOTEPHBIX
ceTell pa3IUYHOTO YPOBHS, B YACTHOCTU M3yYEHUE CUCTEM KOMMYTAIMH JIOKAJbHBIX CETEeHl U ceTeBOM
MapILpyTHU3ALHH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.

Monayns mucuurinHe: Moaysbs HanpaBieHHOCTH (poduiist) (major).

HNunexc nuctumaunel: b1.B.02.05.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS

WNHpukaTopel TOCTHKEHUS [1nanupyemble pe3yabTaThl 00yUEHUs 10
KOMIIETCHIINH JUCLUTIIINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-3. Cnocob6en OIIK-3.1. 3naeTr npuHUUObL, |3HAET OCHOBHBIE YCTPOMCTBA U CEPBUCHI,
pelaTh CTaH1apTHbIE METO/JIbl U CPEJICTBA PELIEHUS |UCIOIb3yeMble B CETIX U MHTepHeTe; 3HaeT
3a/1a4u CTaH/JAapTHBIX 33134 pOJIM YPOBHEH MTPOTOKOJIOB B CETSIX NEpeaun
pohecCHOHATLHOM npohecCHOHATLHOM JIaHHBIX; 3HaeT [p agpecanuo NPOTOKOJIOB
JIESITEJIbHOCTH Ha OCHOBE | IESITEIbBHOCTH, OCHOBBI Ipv4 u Ipv6; noHMMaeT KOHUEIIUIO
UH(POPMALIMOHHON U MH(POPMALMOHHON U MapIIpyTU3allUK; 3Ha€T OCHOBHBIE ONEpalluu
oubimorpadudeckoi oubnuorpaduyeckoit MapIIpyTU3aTOpa; 3HAET IPUHLIUIIBI paOOTHI
KYJbTYpBI C KyJbTYpPbl, COBpEMEHHbBIE CTaTUYECKON U TMHAMUYECKON
IIPUMEHEHHUEM UH(POPMALIMOHHO- MapIIpyTU3ALNN; 3HAET IPOTOKOJIBI
UH(POPMALIMOHHO- KOMMYHHKAI[MOHHBIE JUHAMUYECKON MapLIpyTU3alluy; 3HAET
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH ISl IOUCKA U (YHKIMK KOMMYTaTOpa M OPraHU3aIUIo
TEXHOJIOTHI M C yU4ETOM |aHaiu3a HHPOPMAIIIH, cereit VLAN; 3HaeT NpUHIUIIBI paOOTHI
OCHOBHBIX TpeOOBaHUI |OCHOBHBIE TPEOOBAHMUS DHCP, criuckoB KOHTpOJISI 1oCTyHa U
UH(POPMALIMOHHOM UH(POPMALMOHHOM npUHLHUIBI padoTel NAT
0e301acHOCTH 0€3011acCHOCTH B
pohecCHOHATLHOM
JeSITEIIbHOCTH
OIIK-3.2. Ymeer pemath VYMeeT OLIEHUBATh U ONUCHIBATE CXEMEI
CTaHJapTHBIE 3aJa4H azipecalliy U Ha3HAYE€HUsS MMCEH Ha
npodecCuoHaIbHON Pa3IMYHBIX YPOBHAX CETEU mepeaadyn
JESATEIIBHOCTH Ha OCHOBE JTAaHHBIX; MOXET pa3pabaThIBaTh,
MH(POPMALMOHHOH U pacCUNTHIBaTh U IPUMEHATh MACKH NTOACETEN
oubsnmorpaduyeckoi u ajgpeca B cetsix [IPv4 u IPv6; ymeer
KYJIBTYPBI ¢ HPUMEHEHUEM co3aaBaTh npoctyio ceTh Ethernet ¢
MH(POPMALIMOHHO- MCII0JIb30BaHUEM MapLIPyTU3aTOPOB U
KOMMYHHKAIIMOHHBIX KOMMYTAaTOPOB: CIIOCOOEH OCYIIECTBIIATh
TEXHOJIOTHI U C y4ETOM HACTPOMKY, IPOBEPKY U YCTPAHEHHE
OCHOBHBIX TPeOOBaHUI1 HENOJIaZ0K CTaTUYECKON MapIIPyTU3aluu U
MH(POPMALIMOHHOM MapLIPyTU3aLUN 110 YMOJIYAHHUIO,
0e3onacHocTH Mapupytuzanuu mexny VLAN.
OIIK-3.3. Bnaneer HaBbIKaMH | Y MEET OCYLIECTBIIATh JOKYMEHTUPOBAHUE
HOJATOTOBKU U O(OPMIIEHUSI  |KOMMYTAIlMOHHBIX CETeH, CIOCOOEH
MH(POPMALIMOHHBIX PECYPCOB, |pa3pabaThiBaTh (U3NUECKUE U JIOTHUECKUE
Harpumep, B BUJe 0030pOB,  |TOIOJOTHH CETeH, JOKyMEHTUPOBaHHE
pedepartos, 10KJIa0B O CTaTUYECKON MapUIpyTU3aLUU U
BOIIpOCaM MapIIPyTU3aLUU 110 YMOJIYAHHUIO,
npodeccuOHATBLHON Mapupyrtuzauuu Mexay VLAN;
JESATEIBHOCTH, C JIOKyMEHTHPOBAHUE CIIUCKOB KOHTPOJIA
npuMeHeHneM coBpeMeHHbIX |noctyna (ACL) nns cereit [Pv4.
TEXHOJIOTHI U C yU4ETOM
OCHOBHBIX TPeOOBaHUI1
UH(POPMALIMOHHOM
0e3onacHoCcTH
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OIIK-7. Cnocoben
y4acTBOBAaTh B
HaCTPOWKE U HalaIKe
IIPOrpaMMHO-
arrapaTHbIX
KOMIIJIEKCOB

OIIK-7.1. 3naet meToabl
HAaCTPOWKH, HAJIAJKU
MPOTPAMMHO-AIIIAPATHBIX
KOMILJIEKCOB

Crnoco0eH yCTpaHsTh HEOJIa 1K1, CBI3aHHbIC
C OTUMHU CIIMCKaMU,; 3HACT MCTO/IbI HaCTpOfIKa
U YCTpaHEHHE HETIoNIaZloK B paboTe
MPOTOKOJIA TMHAMUYECKON KOH(PUTYpaAIIH
cereBoro y3na (DHCP) nns cereit [Pv4 u
[Pve6.

OIIK-7.2. Ymeer
AHAIM3UPOBATh TEXHUUECKYIO
JIOKYMEHTAIMI0, IPOU3BOAUTD
HaCTPOMKY, HAJTAJIKy U
TECTUPOBAHUE MPOTPaAMMHO-
anmnapaTHbIX KOMIUIEKCOB

YMeeT oCylIeCTBISATh HACTPOUKY
npeoOpa3zoBanus ceTeBbIX aapecoB (NAT) s
cereit [Pv4, a Takke ymMeHUE yCTPaHSITh
CBSI3aHHBIE C 3TUM HEMOJAJKH.

OIIK-7.3. BnageeT HaBbIKaMu
MPOBEPKH
paboTocrnocoOHOCTH
POTrPaMMHO-AIaPaTHBIX
KOMIIJIEKCOB

Brnaneer HaBbIKaMU NPOBEPKU CETEBBIX
COEJIMHEHUH, YMEET OCYIIECTBIATh
HAaCTPOMKY U YCTPAHEHUE HEMOJIAI0K B
paboTe MpOTOKOIa TUHAMHYECKON
koH(uryparuu cereBoro y3na (DHCP) nns
cereit [Pv4 u IPv6.

IMpodeccuonanbHbIe KOMIIETEHIIUH

IIKC-1. Criocoben
3aHUMAThCS
pohecCHOHATLHOM
pa3paboTKOi
MIPOrPaMMHOTO
obecneyeHus 1
MPUHUMATh IPOCKTHBIC
peIICHUS TTPH
BBITTOJTHEHUH
IIPOU3BOJICTBEHHBIX H
HAy4YHO-
HCCIIEIOBATENBCKUX
3a1a4

[IKC-1.1. 3gaeT MeTOOUKHU
pa3pabOTKH IPOrPaMMHOTO
obecrieueHHsI 7151 PEIICHHS
KOHTPETHBIX
MPOU3BOJICTBEHHBIX U
Hay4YHO-HCCIIEA0BATEIIbCKUX
3a1a4

3HaeT yCTPOMCTBA U CEPBUCHI, UCTIONb3yEMbIE
B ceTsix U HTepHeTe; criocobeH
OCYUIECTBIIATH HACTPOIKY CETEBOTO
000pyAOBaHUS UCXOS U3 TEXHUUECKUX
TpeOoBaHU, MPEABABIAEMBIX K CETH

ITIKC-1.2. YmeeT npuHUMaThH
IPOEKTHBIE PEILICHUS MIPH
BBINOJIHEHUH
MPOU3BOJICTBEHHBIX U
HAYYHO-HMCCIIE0BATEIbCKUX
3a1a4

YMeeT OLleHUBATh U ONUCHIBATh CXEMBbI
ajzipecalluy 1 Ha3HAuYCHUs UMEH Ha
Pa3IMYHBIX YPOBHAX CETEH nepenadn
JAHHBIX; CIIOCOOCH pa3padaTbiBaTh,
paccUMTHIBATh U MPUMEHSITh MacKH MO/ICETeH
u aapeca B cetsix [IPv4 u IPv6

[NKC-1.3. Brnageer
COBPEMEHHBIMU SI3bIKAMH U
cpeacTBaMu pa3paboTKu
MpOrpaMMHOTO oOecreueHus
B KOHKPETHBIX MPEIMETHBIX
obnacTsax

Braneer HaBbikamu paboThl ¢ KOMaHIaMU
unrepderica komanauou ctpoku (CLI) mst
HaCTPOWKH MapuIpyTH3aTOPOB

4. O0beM TUCHUIIMHBI B 324€THBIX eIMHUIAX C YKA3aHHEM KOJIUYEeCTBA aKaIeMUYEeCKUX YaCoB,
Bbl/IeJIEHHBIX HA KOHTAKTHYIO Pa00Ty 00y4aloluXxcs ¢ npenojgaBarejiemM
M HA CAMOCTOSITE/IbHYIO PadoTy 00y4aromuxcs

OO6mmas TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 6 3aU€THBIX eMHUII, 216 akaJeMUuecKrX 4acoB.
Pacnpenenenue Tpya10eMKOCTH TUCIUIUIMHEI 110 BHIaM YU4€OHOU JEATEIPHOCTH MPEJACTABICHO B

tadimue 4.1.
Tabmmma 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI TTO BUAM YU4E€OHOM eI TeIbHOCTH
o Bcero Cemectpsl
Buapl yaeOHOM AesTENBHOCTH
4acoB |6 cemecTp|7 cemecTp

KonTakTHas aynuTopHasi padora 00y4aromuxcs ¢ 82 28 54
npenojaaBartesieM, BCero

JIeKIIMOHHBIE 3aHATHSA 32 14 18
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JlaGopaTopHbie 3aHITHS 50 14 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 98 44 54
BHeayIMTOpHAasi padoTa 00y4yawIMXxcs ¢ mpemnojaaBaresjieM, BCero
IloaroroBka Kk 3a4eTy 11 11
[ToaroroBka Kk TECTUPOBAHUIO 31 11 20
[ToaroToBka k mabopatopHoOi padboTe, HATMCAHUE OTYETa 56 22 34
IHoaroroBka u capavya 3K3aMeHa 36 36
OO0mas Tpya0eMKoOCTh (B 4acax) 216 72 144
Oo6mas TpynoeMkocTh (B 3.€.) 6 2 4

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI

5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpyKkTypa TUCHUIUIUHBI MO pa3ienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B

tabmure 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUILINHBL U BUIBI YYEOHOH IEATEIbHOCTH
Jlek. | JIa6. | Cam. Beero uacos dopmupyemsbie
HazBanus pa3nesnoB (TeM) TUCIUTIINHBI (6e3
3aH., 4| pab. |pad.,u KOMITCTCHITUH
9K3aMCHA)
6 cemecTp

1 CoBpemeHHBIE ceTeBbIC TeXHOIOTHH | | 1 4 6 OIIK-3

2 Hactpolika ceteBoii onepauuoHHon |1 2 4 7 OIIK-3, OIIK-7
CUCTEMBI

3 CeteBble IPOTOKOJIBI U 1 1 4 6 OIIK-3

KOMMYHUKAaIUU

4 CeTeBOi JOCTYTI 1 1 4 6 OIIK-3

5 Ethernet 1 1 4 6 OIIK-3

6 CeTeBOl ypOBEHb 1 2 4 7 OIIK-3

7 IP appecanus 2 1 4 7 OIIK-3, OIIK-7

8 Paznenenue IP cerelt Ha moaceTn 2 2 4 8 OIIK-3, OIIK-7, IIKC-1
9 TpaHCIIOPTHBIN ypOBEHb 1 1 4 6 OIIK-3

10 YpoBeHs npritoxkeHun 1 1 4 6 OIIK-3

11 Co3nganue HeOOJIBIION ceTH 2 1 4 7 OIIK-3, OIIK-7, IIKC-1

Uroro 3a cemectp| 14 14 44 72
7 cemecTp

12 KoHuenuust MmapupyTu3anuu 1 2 6 9 OIIK-3

13 Craruueckast MapuipyTH3aLUs 2 4 6 12 OIIK-3

14 Tnnamuyeckas MapIpyTH3anus 2 4 6 12 OIIK-3

15 KommyTtupyemsie cetu 1 2 4 7 OIIK-3

16 Kondurypamus kommyTaropa 2 2 4 8 OIIK-3

17 Cetu VLAN 2 6 6 14 OIIK-3, OIIK-7, I[IKC-1
18 Crucku KOHTpOJIA JOCTYyIa 2 4 6 12 OIIK-3

19 DHCP 2 4 6 12 OIIK-3

20 IIpeodpazoanue NAT mnsa [Pv4 2 4 6 12 OIIK-3, OIIK-7, I[IKC-1
21 O6Hapy:xeHue U yIpaBieHUe 2 4 4 10 OIIK-3

YCTPOHCTBAMU

Htoro 3a cemectp |18 36 54 108
Uroro|32 50 98 180
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5.2. Conep:xanue pa3aesioB (TeM) AMCHUNINHBI

Coneprkanue pa3iesioB (TeM) IUCHUILIMHEI (B T.4. IO JIEKIHUSIM) PUBEICHO B Ta0iwHIe 5.2.
Ta6mmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTUINHBI (B T.Y. 11O JICKIIHSIM)

HasBanus pasnenos
(TeM) TUCUIMIUTAHBI

Coneprxanue pasziesoB (TeM) TUCIUTIINHEI (B
T.4. T10 JICKIIHSIM )

TpynoemMkocTb
(JIeKITMOHHBIE
3aHATHSA), 4

dopmupyembie
KOMIIETEHIINH

6 cemecTp

1 CoBpemeHHbIE
CETEBbIC TEXHOJIOTUHU

Knaccudukanus nHpoOpMamoHHbIX
TexHosioruil. CocTapistonye
MH(POPMALMOHHBIX TexHoJorui. CBoOCTBA U
KOMITIOHEHTHI HH()OPMAIIHOHHBIX
texHonoruil. Unpopmanmnonnas cucrema,
OCHOBHBIE COCTAaBJISIOIINE HH(POPMAITHOHHON
CUCTEMBI

OIIK-3

Htoro

2 Hacrpolika ceTeBoit
OIEpallMOHHOU
CUCTEMBI

Ha3nauenue cereBoii onepanuoHHOU
cucremsl (OC), crpykrypa OC, unrepgeiicst
B3anumozeicTeus ¢ OC, 10CTyn K CETEBBIM
yCTPOMCTBAaM, YPOBHH JIOCTYIIA C
untepodeiicy OC, Hactpoiika cereBoit OC

OIIK-3, OIIK-7

HUroro

3 CereBble
MIPOTOKOJIBI U
KOMMYHUKAITUU

OCHOBHBIE TEPMHUHBI B TEOPUHU CETEH.
[IpaBuna koMmmyHukamui. CeTeBbie
MPOTOKOJIBI U cTangapThl. Monens OSI.
Yposuu moaenu OSI. IIponece nepenauu
naHHbIX B Mojienin OSI. Ilepegava naHHbIX B
cetu. MHKancynsamus u AeKarncyssiusl.

OIIK-3

Hroro

4 CeteBoii joctyn

[TpoTokounsl puznueckoro ypoBus. CeTeBbie
cpencTBa noAKIto4eHus. [IpoToKkoIIbI
kaHanpHOTro ypoBHs OSI. Ynpasnenue
JOCTYIIOM K CpeJie Tepeau TaHHbIX.

OIIK-3

Htoro

5 Ethernet

ITpotokon Ethernet. Kanp Ethernet, MAC-
anpeca Ethernet. KoMmmyTaTops! ToKanbHbIX
ceteif (LAN) - ciocoObl mepechlTKU KaapoB,
HacTpolka NopToB KoMMmyTaropa. [IpoToko:n
paspeuienus aapecoB (ARP), MAC u IP

OIIK-3

HUroro

6 CeTeBoil ypOBEHb

[IpoTOKOIBI CETEBOTO YPOBHH,
XapaKTepUCTUKH NpoToKoJa IP.
MapupyTuzanus - METOAbl MapUIpyTH3ALUU
y3JI0B, TaOJIMIBI MapIIPYTU3ALIMH.
YeTpoilcTBO MapIpyTH3aTOpoOB, 6a30Bas
HACTpOIKa MapLIpyTU3aTopa

OIIK-3

Hroro

CornacoeaHa Ha noptane N2 58306




7 1P agpecarus Ceressie IPv4 anpeca: ctpykrypa [Pv4 2 OIIK-3, OIIK-7
aapeca, Turbl paccbuiok [Pv4, Tunsr [Pv4
anpecos. Ceresble [Pv6 anpeca: Tursl,
WHJMBUIyaJIbHBIC aJipeca, TPYIIOBbIE ajpeca
Hroro 2
8 Pasnencuue 1P CerMeHnrauus cetu, pasaenenue cereit [Pv4 2 OIIK-3, OIIK-7,
ceTell Ha NOJCETH Ha [OJICETHU: B COOTBETCTBUU C [IKC-1
TpeOOBaHUSMU U C UCIIOJIL30BAHUEM MACKH
MPOU3BOJIBHON TMHBI. CXEMBI apecaliu.
Ocobennoctu npoektupoBanus IPv6 cereit.
Hroro 2
9 TpancnopTHbIiA [TpoTokombl TpancnopTHOTO YpoBHS. O030p 1 OIIK-3
YPOBEHb npotokojoB TCP u UDP. O6men naHHbIMU
no npotokosiam TCP u UDP, ocobennoctu
pean3aiuu.
Htoro 1
10 YpoBeHnn IIpOTOKOJIBI YPOBHS IPUIIOKEHUM. 1 OIIK-3
MPUIOKEHUN OO01en3BeCTHBIC MPOTOKOJIBI M CEPBHUCHI:
Be0, 3J1.II0YTa, CEPBUCHI 1p aapecaru,
CEPBHCHI COBMECTHOTO JIOCTYIIA K (haiimam.
Hroro 1
11 Co3nanue [IpoextupoBanue cetu. ObecneueHue 2 OIIK-3, OIIK-7,
HEeOOoJIBIION ceTn ceTeBoil 6e3omacHocTH. OCHOBHBIE paboune IKC-1
XapakTepucTUKU cetu. [louck u ycrpanenue
HEMOJIA/IOK B CETH.
Hroro 2
Uroro 3a cemectp 14
7 cemecTp
12 Konuenuus Hcxonnas koH(UTYpanus MapIpyTU3aTopa. 1 OIIK-3
MapuIpyTU3aALHI Petrenus mapuipyTusanum: KOMMYyTaIus
MAaKETOB MEX]1y CETSIMHU U OMPe/ICTICHUE
myTH. AHaU3 TaOJIUIBI MaPIIPyTU3ALIUN.
Hroro 1
13 Cratuueckas Peanuzanus cratnueckux MapupyToB. 2 OIIK-3
MapIIpyTU3aALUS Hactpoiika cTaTHueckux MapuipyToB u
MapIIpyToB Mo ymonadanuto. Hactpoiika
1aBaromux mMapupyrtos [Pv4 u IPv6
Hroro 2
14 Ilunamuyeckas JlnHamMu4eckre mpoTOKOJIbl MAPIIPYTU3ALNH. 2 OIIK-3
MapuIpyTHU3ALMS Peanuzanus nmpotokona RIPv2.
JInHAMHYECKH MOJTydaeMble MapIIPYTHI.
[Iponeccsl morcka Mapuipyra.
Htoro 2
15 KommyTtupyembie |KoHBEpreHTHBIE U KOMMYTHPYEMBIE CETH. 1 OIIK-3
cetn Hepapxuueckass MOIEIb JTOKAIbHOU CETH.
KoMmmyTannoHHbie TOMEHBI, CHIDKEHHE
MEePErpy30K B CETH.
Hroro 1
7
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16 Kondurypamus basoBast HacTpolika KOMMyTaTopa, 2 OIIK-3
KOMMYTaTopa HACTpoOIiKa HOPTOB KOMMYyTaToOpa.
Obecrieuenue GpyHKIMA OE30MTACHOCTH:
3AIIMIIEHHBIN YIaJE€HHBIN TOCTYII,
0€30MacHOCTh MMOPTOB KOMMYTAaTOPA.
Hroro 2
17 Cetu VLAN CermeHnTtanus ceTeil Ha BUPTYyaJbHbIE 2 OIIK-3, OIIK-7,
nokanbhble cetd (VLAN). Peanuzanuu [IKC-1
BUPTYaJIbHOU JIOKAJIbHOU CeTHU. TpaHKOBBIE
coeMHeHus. MapuipyTusanus MexIy
cetsimu VLAN.
HUroro 2
18 Cricku koHTposis |[IpuHIUIIBEI pabOTH CTUCKOB KOHTPOJISI 2 OIIK-3
JIOCTyTIa nocryna (ACL): naznauenune ACL,
MpUMeHeHHEe M1a0JOHHBIX MACOK,
PEKOMEHIallMU IO CO3JaHHIO CITHCKOB
KOHTPOJIS ocTyna. Peanu3zanust 1 HacTpoitka
ACL.
Hroro 2
19 DHCP [Iporoxon DHCP - ¢popmat coobuienuit 2 OIIK-3
DHCP, npouieccst DHCP - oGnapysxenue
cepsepa DHCP, npennoxenue [P agpeca
kiueHTy. Hactpoiika 6azoBoro DHCP
cepaepa.
Hroro 2
20 IIpeo6pa3oBanue |[IpuHumn paboTHI CETEBOM TPAHCIALUU 2 OIIK-3, OIIK-7,
NAT pna [Pv4 (NAT). Xapakrepuctuku u Tunsl NAT. [IKC-1
Hactpoiika NAT, PAT u nepenanpasieHus
IIOPTOB.
HUroro 2
21 OGHapyxenne u | OOGHApYKEHHUE YCTPOUCTB C MOMOIIIBIO 2 OIIK-3
yIpaBJICHUE npotokoiaoB CDP u LLDP. Ucnonb3oBanue
YCTPOHUCTBAMH cepsuca ceteBoro Bpemenn (NTP). [Tpuniun
paboThl 1 HacTpoiika Syslog
Hroro 2
Uroro 3a cemectp 18
Hroro 32
5.3. [IpakTuyeckue 3aHATHS (CEMUHAPbI)
He npenycMoTpeHo y4eOHbBIM MIIaHOM
5.4. JlabopaTopHbIe 3aHATHS
HanmenoBanue mabopaTopHbIX paboT MpuBeeHO B TadmuIe 5.4.
Tabmuia 5.4 — HamMmeHoBaHue 1a00paTOPHBIX padboT
HasBanus pasznenos HarMeHOBaHHE 1a6opaTopHbIX paGoT Tpynoemkocts, | dopmupyemsie
(TeM) TUCIMIUIMHEI q KOMIIETEHIH

6 cemecTp
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1 CoBpemeHHbIE N3yueHne ceTeBbIX MHCTPYMEHTOB 1 OIIK-3
CETEBBIC TEXHOJIOIUU COBMECTHOM paboThl. 3yueHue
CEpPBUCOB KOHBEPIE€HTHOM CETH.
Hroro 1
2 Hacrpoiika cereBoii  |Hactpolika HauanbHbIX TapaMeTpOB 2 OIIK-3
OIIEpalMOHHOMN CHUCTEMBI | KOMMYyTaTOpa
HUroro 2
3 CeteBble MPOTOKOJIBI U | I3yueHHE CETEBBIX CTAHIAPTOB. 1 OIIK-3
KOMMYHHKaIUH Vcnonb30BaHue nporpaMmbl
Whireshark ans mpocmotpa cereBoro
Tpaduka.
Uroro 1
4 CeteBoii joctyn OmnpeneneHye ceTeBbIX YCTPOUCTB U 1 OIIK-3
Ka0enei.
Hroro 1
5 Ethernet Amnanu3 kagpoB Ethernet ¢ momortsio 1 OIIK-3
nporpammbl Wireshark. [Ipocmotp
MAC anpecoB yCTpOUCTB.
Hrtoro 1
6 CeTeBoil ypOBEHb Co3zgaHue ceTH, COCTOSIIEH U3 2 OIIK-3
KOMMYTaTOpa ¥ MapIIpyTH3aTopa
Uroro 2
7 1P agpecarus Onpenenenne [Pv4 u IPv6 anpecos 1 OIIK-3
Hroro 1
8 Paznenenue IP cereit |Pa3paboTka u BHEPEHUE CXEMBbI 2 OIIK-3
Ha MOJCETH aZpecanuy pas/IeJIeHHON Ha MI0ICETU
IPv4-cetn
HUroro 2
9 TpancnopTHbIiA N3ydenue 3axBaueHHbIX makeToB DNS u 1 OIIK-3
YPOBEHb UDP ¢ noMmol1ipto mporpaMmmsbl
Wireshark
Uroro 1
10 YpoBenn W3ydenne oOMeHa (aiiimamu 1o cetu 1 OIIK-3
MIPUIIOKEHU Utoro 1
11 Coznanue JIoCTyII K CETEBBIM YCTPOUCTBAM I10 1 OIIK-3
HEeOOJIBIION ceTn nporokosry SSH
Hrtoro 1
Hroro 3a cemectp 14
7 cemecTp
12 Konuenuus Hacrpoiika OCHOBHBIX ITapaMeTPOB 2 OIIK-3
MapLIpyTU3aLun MapIIpyTU3aToOpa ¢ MIOMOILBIO
untepdeiica komangHou crpoku (CLI)
Hroro 2
13 Cratnueckas Hacrpolika cTaTH4eCKUX MapLIPyTOB 2 OIIK-3
MapLIpyTHU3aLus IPv4 u mapmipytoB IPv4 o ymon4anuio
Hacrpolika cTaTH4ecKuX MaplIpyTOB U 2 OIIK-3
MapupyToB IPv6 no ymonuanuto
Hroro 4
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14 lunamuueckas basoBast HacTpoiika mporokosia RIPv2 2 OIIK-3
MapupyTu3anus Hactpoiika nuHamMudeckoin 2 OIIK-3
MapuipyTusamuu s [Pvo
Uroro 4
15 KommyTtupyemeie Jlaboparopuas paboTa Ha ompe/eIIeHNe 2 OIIK-3
CeTH HaIpaBJICHUS JIOKAJILHOTO CETEBOTO
Tpaduka
Hroro 2
16 Kondurypauus Hactpoiika napameTpoB 6€301MacHOCTH 2 OIIK-3
KOMMYTAarTopa KOMMYTAaTopa
HUroro 2
17 Cetu VLAN Hactpoiika VLAN u MaructpanbHbIX 2 OIIK-3
KaHaJIoB
Hacrpoiika MapiipyTuzanuu Mexay 2 OIIK-3
VLAN nns kaxaoro uatepdeiica
Hacrpoiika MapmpyTuzanuu Mexmay 2 OIIK-3
cersimu VLAN Ha ocHOBe cTaHIapTa
801.2Q u TpaHKOBOIO KaHaja
Hroro 6
18 Crincku KOHTpOIIst Hacrpolika 1 n3MEHEHHE CTaHIaPTHBIX 2 OIIK-3
JIOCTyIa cnuckoB KoHTpous goctymna (ACL) IPv4
Hacrpoiika u npoBepka OrpaHM4eHHN 2 OIIK-3
VTY
Hroro 4
19 DHCP basosas nactpoiika DHCPv4 na 2 OIIK-3
MapIIpyTU3aTope
Hacrtpoiika DHCPv6-cepBepa 6e3 2 OIIK-3
OTCJICKUBAHUSI COCTOSIHUS U C
OTCJIC)KMBAHUEM COCTOSIHUS
Hroro 4
20 IIpeoGpa3oBanue Hacrpolika guHaMu4ecKkoro u 2 OIIK-3
NAT gng IPv4 ctatuueckoro NAT
Hacrpoiika npeoOpa3zoBanus ajpeca u 2 OIIK-3
Homepa nopta (PAT)
Hroro 4
21 OGHapy>xeHue u Hactpoiika npotokonos CDP u LLDP 2 OIIK-3
YHpaBJICHUC Hacrpoiika Syslog u NTP 2 OIIK-3
YCTPOHCTBAMU Wrtoro 4
Hroro 3a cemectp 36
Utoro 50

5.5. KypcoBoii npoekT / kypcoBasi pabora
He npeaycmoTpeHo yueOHBIM IIJIaHOM
5.6. CamocTosiTesibHass paboTa

Bunbr camoctosTensHOM paboThl, TPYJOEMKOCTh U (hOPMHUPYEMbIe KOMIIETCHIINH TPEICTaBICHBI B
tabiuue 5.6.
Tabnua 5.6 — Buasl camocTosITeNnsHOM paboThl, TPYA0EMKOCTh B (POpMHUpyEMbIe KOMIIETSHIIMH
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HaszBanus pasaenos| Buasl camoctositensHor | Tpynoemkocts, | Popmupyemblie
(Tem) TUCUUTLITUHBI paboTsl q KOMIIETEHIINU PopMbI KOHTPOILA
6 cemecTp
1 CoBpemeHHbIE IloaroroBka Kk 3a4eTy 1 OIIK-3 3auér
CCTCBBIC IToaroroBka x 1 OIIK-3 TectupoBanue
TCXHOJIOTHHN TECTUPOBAHUIO
[ToaroToBka k 2 OIIK-3 JlaGopaTopHnas
nabopaTopHO# padoTe, paborta
HalMCcaHue OTYeTa
Hroro 4
2 Hactpoiika [ToaroroBka k 3a4eTy 1 OIIK-3, OIIK-7 3auét
CETEeBOi [ToaroTroBka K 1 OIIK-3, OIIK-7 | TectupoBaHue
OIICPallMOHHOU TECTUPOBAHUIO
CHCTEMBI [ToaroroBka K 2 OIlIK-3 JlaGoparopHas
nabopaTopHoii paboTe, pabota
HaIMCaHUe OTUeTa
Hroro 4
3 CeteBble [ToaroroBka k 3auery 1 OIIK-3 3auéT
MPOTOKOJIBI 1 IToaroroBka k 1 OIIK-3 TectupoBanue
KOMMYHHKalM1 TECTUPOBAHUIO
[ToaroroBka kK 2 OIIK-3 Jlaboparopuast
naboparopHoii padore, pabora
HaIMCaHUE OTYETa
Hroro 4
4 CereBoii noctyn |Iloaroroska k 3auety 1 OIIK-3 3auér
IToaroroBka K 1 OIIK-3 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k 2 OIIK-3 JlaGopaTopHas
nabopatopHoii pabore, pabora
HalMcaHue OTYeTa
Htoro 4
5 Ethernet [ToaroroBka k 3a4eTy 1 OIIK-3 3auér
IToaroroBka k 1 OIIK-3 TectupoBanue
TECTUPOBAHUIO
IToaroroBka k 2 OIIK-3 JlaGopaTopHas
naboparopHoii padore, pabota
HAIMCaHUe OTUeTa
Hroro 4
6 CereBoil ypoBeHsb |[lonroroBka k 3a4eTy 1 OIIK-3 3auér
IToaroroBka k 1 OIIK-3 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka kK 2 OIIK-3 Jlaboparopuast
naboparopHoii pabore, pabora
HaIMCaHUE OTYETa
Hroro 4
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7 1P agpecarus [ToaroroBka k 3aueTy 1 OIIK-3, OIIK-7 3auét
[ToaroroBka k 1 OIIK-3, OIIK-7 | TectupoBanue
TECTUPOBAHUIO
IToaroroBka k 2 OIIK-3 JlaGopaTopHas
nabopaTopHoii paboTe, pabota
HaIMCaHUe OTUeTa
Hroro 4
8 Pasnenenune 1P [ToaroroBka k 3auery 1 OIIK-3, OIIK-7, 3auéT
ceTel Ha MOJCETH IIKC-1
IToaroroBka K 1 OIIK-3, OIIK-7, | TectupoBanue
TECTUPOBAHUIO [IKC-1
[ToaroroBka kK 2 OIIK-3 JlaGoparopuast
nabopaTopHoO# pabdorTe, pabora
HaIMCaHUE OTYETa
Hroro 4
9 TpancnoptHelii  |Ilogroroska k 3auety 1 OIIK-3 3auér
YPOBCHB IToaroroBka x 1 OIIK-3 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k 2 OIIK-3 JlaGopaTopHas
nabopaTopHO# pabdoTe, paborta
HalMcaHue OTYeTa
Htoro 4
10 YpoBenn [ToaroroBka k 3a4eTy 1 OIIK-3 3auét
HPHUIIOKEHUN [MoaroroBka K 1 OIIK-3 TecTupoBanue
TECTUPOBAHUIO
[ToaroroBka k 2 OIIK-3 Jlaboparopnast
nabopaTopHoii pabote, pabota
HaAIMCaHUe OTUeTa
Hroro 4
11 Co3nmanue [ToaroroBka K 3auery 1 OIIK-3, OIIK-7, 3auéT
HeOOoJIBINOoN ceTn [TKC-1
IToaroroBka K 1 OIIK-3, OIIK-7, | TectupoBanue
TECTUPOBAHUIO [IKC-1
[ToaroroBka kK 2 OIIK-3 Jlaboparoprast
nabopaTopHo# pabdoTe, pabora
HaIMCaHUE OTYETa
Hroro 4
Hroro 3a cemectp 44
7 cemecTp
12 KoHnemnmusa IToaroroBka k 2 OIIK-3 TectupoBanue
MapuIpyTU3aLUun TECTUPOBAHUIO
IToaroroBka k 4 OIIK-3 JlaGopaTopHas
nabopatopHoii padore, pabota
HAIMCaHUe OTUeTa
Hroro 6
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13 Craruueckas [ToaroroBka k OIIK-3 TectupoBanue
MapIIpyTU3AHS TECTUPOBAHUIO
[ToaroToBka k OIIK-3 JlaGopaTopHas
nabopaTopHO# paboTe, paborta
HalMcaHue OTYeTa
Hroro
14 Nuunamuueckast |IloxroroBka k OIIK-3 TectupoBanue
MapIIpyTU3AHS TECTUPOBAHUIO
[ToaroToBka k OIIK-3 JlaGopaTopHas
nabopaTopHO# paboTe, paborta
HalMcaHue OTYeTa
Hroro
15 IToaroToBka k OIIK-3 TectupoBanue
KommyTHpyemble — |TECTHPOBAHHIO
ceru [ToaroToBka k OIIK-3 JlaGopaTopHnas
nabopaTopHO# padoTe, paborta
HalMcaHue OTYeTa
Hroro
16 Kondurypamust |Ilogroroeka OIIK-3 TectupoBanue
KOMMYTaTopa TECTUPOBAHUIO
[ToaroToBka k OIIK-3 JlaGopaTopHas
nabopaTopHO# padoTe, paborta
HalMCcaHue OTYeTa
Hroro
17 Cetu VLAN IToaroroBka x OIIK-3, OIIK-7, | TectupoBanue
TECTUPOBAHUIO [IKC-1
[ToaroToBka k OIIK-3 JlaGopaTopHnas
nabopaTopHO# pabdoTe, paborta
HalMcaHue OTYeTa
Hroro
18 Crucku [Toaroroska k OIIK-3 TectupoBanue
KOHTPOJISI IOCTyIa | TECTHPOBAHHIO
[ToaroToBka k OIIK-3 JlaGopaTopHas
nabopaTopHO# pabdoTe, paborta
HalMcaHue OTYeTa
Hroro
19 DHCP [Toaroroska k OIIK-3 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k OIIK-3 JlaGopaTopHas
nabopaTopHO# padoTe, paborta
HanMcaHue OTYeTa
Hroro
20 ITpeobpazoBanue |[loaroroska k OIIK-3, OIIK-7, | TecrupoBanue
NAT nns [Pv4 TECTUPOBAHUIO [IKC-1
[ToaroToBka k OIIK-3 JlaGopaTopHnas
nabopaTopHO# padoTe, paborta
HalMcaHue OTYeTa
Hroro
13




21 O6napyxenue u |Iloaroroska 2 OIIK-3 TectupoBanue
yIpaBlieHUE TECTUPOBAHUIO
yCTpoicTBaMu IToaroToBka k 2 OIIK-3 JlaGopaTopHas
nabopaTopHO# paboTe, paborta
HalMcaHue OTYeTa
Htoro 4
Hroro 3a cemectp 54
IToaroroBka u caaua 36 OK3aMeH
HK3aMeHa
Hroro 134

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,

1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBHE KOMIETEHIMH, ((OPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yYECHUH TUCIMILINHBI, U BUIOB

3aHATHI

dopmupyembie Bunbl yueOHoOM nesTeIbHOCTH

DOpMBI KOHTPOJIA

KOMIIETEHIIMH Jlek. 3aH. |JIa0. pa6. |Cam. pal.

OIIK-3 + + + 3auér, JlabopaTopHas pabora,
TectupoBanue, JK3aMeH

OIIK-7 + + 3auér, TecTupoBanue, JK3aMeH
IIKC-1 + + 3auér, TecTupoBanue, JK3aMeH

6. PeiiTunronas cucrema AJISl OHCHKH YCIIEBAEMOCTH Oﬁy‘{alOIHI/IXCH

6.1. basibHbIe OLeHKH /151 JopM KOHTPOJIA

bannbHbIe oneHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6.1.
Tabmuia 6.1 — banipHbIE OLIEHKH

N . MaxkcuManbHBIN
MaxkcuManbHbBIN MaxkcuManbHbIN
OaJut 3a nepuos Bcero 3a
®opMBbI KOHTPOJIA O6amn Ha 1-yto KT ¢ | Gain 3a mepuon
mexnay 2KT u Ha ceMecTp
Hayana cemectpa | Mexnay 1KT u 2KT
KOHEII cemecTpa
6 cemecTp
3auér 10 10 20 40
Jlaboparopuas paboTa 10 10 10 30
TectupoBanue 10 10 10 30
HToro MakcumyM 3a 30 30 40 100
epuos
Hapacratomum urorom 30 60 100 100
7 cemecTp
JlaGopatopHas pabota 10 10 10 30
TectupoBaHnue 10 10 20 40
DK3aMeH 30
HToro MakcumyM 3a 20 20 30 100
epuos
Hapacraromum utorom 20 40 70 100
6.2. IlepecueTt 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb
[TepecueT 6annoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIie 6.2.
14

CornacoeaHa Ha noptane N2 58306




Ta6muia 6.2 — Ilepecder 6aIoB B OIEHKH 32 TEKYIIHI KOHTPOJIh
Bamibl Ha JaTy TEKy1Iero KOHTpOIs Oruenka

>90% oT MakcuMalIbHOM cyMMBbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMMbI OaioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMaJIbHOI cyMMBbI OaiioB Ha naty TK

6.3. [lepecuer cyMMbI 02/1J1I0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuua 6.3 — [lepecyer cyMMBbI 0aJUIOB B TPAIUIIMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hroroas cymma 6asios,
Onenka YUYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3a4TEHO) 90—-100 A (0TAM4HO)
4 (xopo10) (3a4TEHO) 85 -89 B (ouens xopomio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTEIHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6annoB F (meynoBnerBoputeabHO)

7. YueOHO-MeTOoAuYecKoe 1 MH(OPMAINIMOHHOE o0ecTieuyeHne TUCIUITHHBI
7.1. OcHOBHas JqUTEpaTypa

1. OcHOBBI MOCTPOCHUS WH()OKOMMYHUKAIIMOHHBIX CUCTEM H ceTel: YdyeOHoe mocodue / A. B.
[IyroBxkun - 2022. 128 c¢. [DnexkTtpoHHBIH pecypc]: — Pexum pgocrtymna:
https://edu.tusur.ru/publications/9600.

2. IatubpartoB, Anekcauap I[letpoBud. BeranciurenbHble CHCTEMBI, CETH U TEIEKOMMYHHKAIIUH :
yueOnuk it By3oB / A. I1. Ilstubparos, JI. I1. ['yaeiHo, A. A. Kupuuenko ; pen. A. I1. [Iatubparos. - 3-¢
u3a., nepepad. u gomn. - M. : @unaHcel u ctatuctuka, 2006. - 558[2] c. : ui. - bubnuorp.: c. 539-541. -
[Ipenm. ykas.: c. 553-559. - ISBN 5-279-02779-0 (nanuuue B 6ubnuoreke TYCVYP - 88 3k3.).

3. KomnbroTepHbIe ceTH Mepeayn JaHHbBIX : yueOHoe nocobue : B 3 yactsax. — Cankr-IleTepOypr
: CIIOI'YT um. M.A. bonu-bpyesuua, 2013 — Yacte 1 — 2013. — 51 ¢. — TekcT : 27IeKTpOHHBIH //
Jlanp : DJIGKTPOHHO-OMONMOTEUHAss cucTeMma. [DIEeKTPOHHBIM pecypc]|: — Pexum mocryma:
https://e.lanbook.com/book/181393 .

4. KoMIbpIOTEpHBIE CETH TepeIadn JaHHBIX | yaeOHoe nocobue : B 3 yactsax. — Cankr-IleTepOypr
: CIIOI'YT um. M.A. bonu-bpyesuua, 2013 — Yacts 2 — 2013. — 84 ¢. — TeKcCT : 2JIEKTPOHHBIH //
Jlanp : DJIGKTPOHHO-OMONMOTEUHAss cucTeMma. [DIEeKTpPOHHBIM pecypc]|: — Pexum mocryma:
https://e.lanbook.com/book/181394.

5. KommbroTepHbIe ceTH nepeaadn JaHHbIX : yuyebHoe nmocodue : B 3 actsax. — Cankr-IlerepOypr
: CIIOI'YT um. M.A. bonu-bpyesuua, 2013 — Yacte 3 — 2013. — 75 ¢. — TeKcT : 27IeKTpOHHBIH //
Jlanp : BJIGKTPOHHO-OMONMOTEUHAss cucTeMma. [DIEeKTPOHHBIM pecypc]|: — Pexum mocryma:
https://e.lanbook.com/book/181395.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. Bunokypos, Bnagumup Muxaitnosud. CeTu CBSI3M U CUCTEMbl KOMMYTaluu : YueOHOE
Metonuueckoe nocodue / B. M. Bunokypos ; @enepanbHoe areHTCTBO MO 00pa30oBaHHIO, TOMCKUA
rOCyJapCTBEHHBI YHUBEPCUTET CHCTEM YIpaBICHUS U paauodiekTpoHuku, Kadenpa Teopernueckux
ocHOB paanotexHuku. - Tomck : TMIJO, 2005. - 40 c. : un. - bubnuorp.: c. 40. - b. 1u. (Hanuuue B
oubmnoreke TYCVYP - 2 3k3.).
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https://edu.tusur.ru/publications/9600
https://e.lanbook.com/book/181393
https://e.lanbook.com/book/181394
https://e.lanbook.com/book/181395

2. bopoako, A. B. KomnbroTepHble ceTu nepenadyu JaHHBIX . METOAUWYECKUE yKa3anus / A. B.
bopoako. — Cankrt-IletepOypr : CII6OI'YT um. M.A. bonu-bpyesuua, 2012. — 49 ¢. — Teker :
ANIEKTPOHHBIN // JIaHb : PIEKTPOHHO-OMONMMOTEYHAsT cUcTeMa. [DIEeKTPOHHBIA pecypc]: — Pexum
nocryma: https://e.lanbook.com/book/181473.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. OcHoOBEI KOMIIBIOTCPHBIX CCTCBBIX TEXHOJIOTHUU: MCTOI{I/ILIGCKI/IC PEKOMCHAAIIMU K OpraHu3alnun
camocrtosaTenbHO# pabothl / E. FO. Arees - 2012. 12 c¢. [DnekTpoHHBIH pecypc]: — Pexum mocrtyna:
https://edu.tusur.ru/publications/1657.

2. Usyuenne cereBoro npotokona TCP/IP: Meroanueckue yka3zaHus K 1a00paToOpHBIM padoTtam /
E. KO. AreeB - 2012. 16 c. [DnexTpoHHBU pecypc]: — Pexum npocrtymna:
https://edu.tusur.ru/publications/2040.

7.3.2. Y4yeOHO-MeTOAUIECKHE ITOCOOUS NJIsl JIUIL
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbsI 1 HHBAJIU/I0OB

Y4ebHO-MeToAnUECKIEe MaTepUaibl sl CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yYaromuXCst
13 YHUCJIA JIUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (JopMax,
aJIalITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBbS U BOCTIPHUSITHS HHPOPMALIUH.

Jst i ¢ HapyleHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIMICHHBIM IPUPTOM.

Jst i ¢ HAapyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

J1st T ¢ HAPYIIEHHSIMU OTIOPHO-IBUTATEIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBbIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3y4yeHUHn NUCUUILIMHBI PEKOMEHAYETCS 00palaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkphIT gocTy:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepuajibHO-TEXHHYECKOE U IPOrpaMMHoOe ofdecrnedyeHre JUCHUIITTHHbI
8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPaMMHOe oOecriedeHue JJIsl JeKIUOHHBIX 3aHATH I

Jlnst mpoBeneHUs 3aHATUN JEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTALU,
TEKYILEro KOHTPOJISI ¥ IIPOMEKYTOYHOH aTTeCTAllMN UCTIONb3yeTCs yueOHast ay TMTOPHS C JOCTATOYHBIM
KOJIMYECTBOM TOCAI0UHBIX MECT Ui y4eOHOH rpymmbl, 000pyJOBaHHAs JOCKOW U CTaHAAPTHOW yueOHOM
Mebenblo. MiMeroTes MynbTUMeInitHOe 000pyI0OBaHUE U yueOHO-HATIIAHbIE TTOCOOUS, 00eCTIeUrBaIOIINe
TEMATUYECKHUE NIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBIL.

8.2. MaTepI/IaHbHO-TeXHI/IquKOC n nMporpammHoe odecneyeHue A9 HaﬁopaTOprIX paﬁoT

YdueOHasi BBIYMCIUTENbHASA JIa0opaTopus: ydyeOHas ayJIUTOpHs JJIsi MPOBEICHUS 3aHITHH
MPaKTUYECKOTO THUIIA, yueOHas ayAUTOPHUS ISl TPOBEICHUS 3aHATUH JTaOOPATOPHOTO TUIIA, TTOMEIEHUE
JJISI KypCOBOTO MPOEKTHPOBAHMS (BBIMOJTHEHUS KYPCOBBIX padOT), MOMEMICHHUE ISl MPOBEACHUS
TPYNIOBBIX U MHAWBUIYAJIbHBIX KOHCYJIbTAIIMN, IIOMEIIEHHUE ISl TPOBEICHUS TEKYIIEr0 KOHTPOJS U
MMPOMEXYTOYHOM aTTEeCTAIMH, TTIOMEIICHUE sl CaMOCTOsATeIbHOM paboThl; 634034, Tomckas 001acTh, T.
Tomck, Bepmnnauna ynuia, a. 74, 401 ayn.

Ornrcanne UMEIOIIETOCs 000PY T0BaAHMS:

- Kommnsrorep Depo;

- Cucremnsiit 6510k iIRU Corp MT312 P G4620 3.7TT1/4I'6 RAM/500I°6;

- HDD/WiFi (15 mt.);

- Monutop BenQ GL2250 (15 mT.);
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- [Tpoextop Acer X125H DLP;

- Buneokamepa (2 mrt.);

- Touka noctymna WiFi;

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;
- PaGouee mecTo mpenogaBaTels.

[IporpamMmmMHoe obecrieueHue:

- FireFox;

- LibreOffice;

- Microsoft Windows 7 Pro;

-pulTY;

VYuebOnHas BerurcnurenbHas sadoparopus / Jlaboparopus I'TIO "MouuTopunr": yueOHast ay AMTOPHUS
N7 TpPOBEJEHUS 3aHATUNW MPAKTHUYECKOro THUIA, yueOHas ayAuTOpUS JJsi NPOBEJICHUS 3aHATUH
1a00paTOPHOTO THUIA, MOMEIIEHUE IJISI KYPCOBOTO MPOEKTUPOBAHUS (BBIMOJHEHUS KYPCOBBIX PadoT),
MOMEUIeHUe AJs MPOBEIECHUS T'PYNIOBBIX U MHAUBUIAYAJIbHBIX KOHCYJIbTAllUil, MOMEIIEHUE IS
MPOBEJICHUS TEKYILETro KOHTPOJS U MPOMEXYTOUHOM aTTecTaluu, MOMEIIeHUE sl CaMOCTOSTEIbHOM
pabotsr; 634034, Tomckast obmacts, T. Tomck, Bepmununa ynuna, 1. 74, 438 ay.

Onucanue uMeroerocss 000pya0BaHus:

- PaGoune cranmuu: cucremusiii 010k MB Asus P5SB / CPU Intel Core 2 Duo 6400 2.13 GHz / 5T'6
RAM DDR2 /250Gb HDD / LAN (10 mmur.);

- Monurop 19 Samsung 931BF (10 mir.);

- [Tpoextop ACER X125H DLP;

- DKpaH mpOoeKTOopa;

- Buneokamepa (2 mt.);

- Touka nocryna WiFi;

- KommiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTers.

[IporpamMmHoe obecrieueHue:

- Cisco Packet Tracer;

- FireFox;

- LibreOffice;

- Microsoft Windows 7 Pro;

-pulTY;

8.3. MaTepuaibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecnedyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacToN0KEHHBIC IO apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocmekr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBalOT JOCTYI B IJIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeny TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUEHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 minst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaanO-TeXHquCKoe odecrneuyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHue AUCHUINIMHEBL JIMIaMU C OIrpaHUYC€HHBIMU BO3MOXKHOCTAMMU 3JO0POBbA U MHBAJIWJIaMU
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OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaaIbHOro Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHCA C HAPYHIEHHSIMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yueOHol nHpopMaIuy B JOCTYIHBIX (opMax, MOOMIIBHON CUCTEMBI MPEIOJaBaHUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHUCTEMBbl. YueOHas ayauTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydYaromuecs: ¢ HapylIeHUeM CiyXa, 000pyJa0oBaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOU, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYyCMOTPEHO UCIOJIb30BaHUE B
JIEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJIEHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha dKpaHe) NMPH MOMOIIM BUACOYBEIUUHUTENEH I KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0Yy4YalOIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammapara
HCIIONBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeAcTBa
npuema/mnepenadyn yueOHoW nHGOpMaIMH B JOCTYHMHBIX opmMax, MOOMIIBHON CUCTEMbI OOYyUYCHUS IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbI M METOAUYECKHE PEKOMEHIAMYU 110 OPraHU3aAMH U3yUeHUs!
JUCIUTIINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEero KOHTPOJIS
U IPOMEKYTOYHOM aTTecCTAUH

JIyist o1leHKHu cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI HCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmura 9.1 — @opMbI KOHTPOJISL U OLIECHOYHBIC MATEPHAIIBI

Hasparus pasnenos (Tem) PopmupyemEIe ®opmsbl koHTpoIs | OueHouynsie Marepuans (OM)
JUCLIUIUINHBI KOMIIETEHIINU
1 CoBpemMeHHBIE CETEBBIC OIIK-3 3auét ITepeuens BOIpOCOB AJist
TEXHOJIOTHH 3aueTa
Jlaboparopnas Tewmbl 1abopaTopHBIX pabOT
pabota
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
2 Hactpolika ceTeBoi OIIK-3, OIIK-7 |3auér IIepeuens BOpPOCOB I
OIEPallMOHHON CHCTEMBI 3aueTa
JlaGopatopHas Temsbl n1abopaTopHbIX padoT
pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBLIX 3aJaHUN
3 CeteBble IPOTOKOJIBI U OIIK-3 3auér [lepeuenb BOIIPOCOB IJ1st
KOMMYHHKAIUH 3a4eTa
JlaGopaTopHas Tembl m1abopaTOpHBIX paboT
pabota
TecTtupoBanue [IpuMmepHBIil nepeyeHb
TECTOBLIX 3aJaHuN
4 CeteBoli 1oCcTYyn OIIK-3 3auér Ilepeuenb BOIIPOCOB 15t
3aueTa
JlaGopatopHas Tembl 1abopaTOpHBIX paboOT
pabota
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
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5 Ethernet OIIK-3 3auér [lepeyenb BOpoCoB JuIst
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
6 CereBoll ypoBEHb OIIK-3 3auér [lepeuenb BonpocoB Jyist
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
7 IP appecanus OIIK-3, OIIK-7 |3auér [Iepeuenb BOmpocoB Jyist
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUI
8 Paznenenue IP cereii Ha OIIK-3, OIIK-7, |3auér Ilepeuenb BOITPOCOB IJ1st
IIOJICETH IIKC-1 3a4dera
JlaGopaTopHas Temsbl n1abopaTopHbIX padoT
pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
9 TpancnopTHBIN YPOBEHb OIIK-3 3auér [lepeuenb BOIIPOCOB 115t
3a4era
JlaGopatopHas Temsbl m1abopaTopHbIX padoT
pabota
TectupoBanue [IpumepHsIil nEpeyeHb
TECTOBBIX 3aJaHUI
10 YpoBeHb npuinoxxeHui OIIK-3 3auér [lepeuenb BOIIPOCOB IJ1st
3a4era
JlaGopatopHas Tembl 1abopaToOpHBIX paboT
pabota
TectupoBanue [IpumepHBIil nEpeyYeHb
TECTOBBIX 3aJaHUI
11 Co3znganue nebdompmon cetn  |OIIK-3, OIIK-7, |3auér Ilepeuens BOPOCOB JyIst
[IKC-1 3a4era
JlaGopatopHas Tembl m1abopaTOpHBIX PadoOT
pabota
TectupoBanue [IpuMmepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
12 Konnenuus mapmpytuzanuu |OIIK-3 JlaGopatopHas Temsbl n1abopaTopHbIX padoT
pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAITMOHHBIX

BOIIPOCOB
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13 Craruueckas OIIK-3 JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
MapuIpyTH3aLus pabota
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [lepeueHp PK3aMEHALIMOHHBIX
BOIIPOCOB
14 Tnnamuyeckas OIIK-3 JlaGopaTopHas Tewmbl 1ab0paTOpHBIX PabOT
MapIIpyTH3AIHS pabora
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUN
OK3aMeH [lepeueHb 7K3aMEHALIOHHBIX
BOIIPOCOB
15 KommyTtupyemsie cetu OIIK-3 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabota
TectupoBanue [IpumepHbIi nepedeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [lepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
16 Kondurypauus OIIK-3 Jlaboparopnas Tembl 1a0opaTopHbIX pabOT
KOMMYTaTopa pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHNUN
OK3aMeH [IepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
17 Cetu VLAN OIIK-3, OIIK-7, |JlabopaTopHas Tembl 1abopaTopHBIX paboT
ITKC-1 pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
OK3aMeH [lepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
18 Cnucku kontpoinsa noctyna |OIIK-3 Jlaboparopnas Tewmbl 1abopaTopHBIX pabOT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenb 7K3aMEHALIMOHHBIX
BOIIPOCOB
19 DHCP OIIK-3 Jlaboparopnas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenb sK3aMEHALIMOHHBIX
BOIIPOCOB
20 IIpeo6pazoBanue NAT s |OIIK-3, OIIK-7, |JlabopaTopHast Temsbl n1abopaTopHbIX padoT
IPv4 IIKC-1 pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAITMOHHBIX

BOIIPOCOB
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21 OGnapyxenue u ynpasienue | OI1K-3 JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
yCcTpoiicTBaMu pabora
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
DKk3aMeH [Tepeuenb IK3aMEHALIMOHHBIX
BOIIPOCOB

lxana oneHku cHPOPMUPOBAHHOCTU OTAECIbHBIX IMIAHHUPYEMBIX PE3yJbTAaTOB OOyUYEHHS IO
JTUCIUILIMHE TpUBeAcHa B Tabiuie 9.2.
Tabnuna 9.2 — Illkana oneHku copMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO

JAUCLUILIIMHE
dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
OrneHka banner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMATBHOU | UITU ()parMeHTapHBIC YMEHUH UITN HABBIKOB WJIN
CYMMBI 0aJII0B 3HAHUSA YaCTUYHO ¢parmeHTapHble
OCBOEHHOE MPUMECHEHHE
yMEHHE HABBIKOB
3 ot 60% no o0mue, HO HE B 1I€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPHUPOBAHHBIE HO HE YCIEITHOE, HO HE
MaKCHMaJIbHOM 3HAHUS CUCTEeMATHUYECKH | CHCTEMATHUECKOE
CYMMBI OaJIOB OCYIIECTBIIIEMOE pUMEHEHNE
YMCHHE HABBIKOB
4 (xopotio) ot 70% no c(hOopMHUPOBaHHEIE, B LIEJIOM B IIEJIOM
89% ot HO CoZepKalue yCIIELIHOE, HO YCIICIIHOE, HO
MaKCUMaJIbHOM OTJebHbIE coJieprKalime coJieprKariue
CYMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIEIbHbBIE OTJIeIbHbIE
npoOesbl yMEHUe poOeIBI
MpUMEHEHHE
HABBIKOB
5 (OTIMYHO) >90% ot chopMHUpOBaHHbBIE | CHOPMUPOBAHHOE YCHEUIHOE U
MaKCUMAJIbHOW | CHCTEMaTHYECKHE yYMEHHE CHUCTEMaTHUYECKOe
CYMMBbI 0aIOB 3HAHUSA MPUMECHECHHE
HABBIKOB

[IIxanma KOMIUIEKCHOM OLIEHKH C()OPMHUPOBAHHOCTH KOMITETCHIIMIA MMPUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [lIkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHITUHA

Onenka ®opmynupoBKa TpeOOBaHUM K CTENIEHU KOMIIETEHIINH

2 He nmeet HeoOX0IMMBIX TIPEICTABICHUN O IPOBEPSIEMOM MaTepHalie
(HEeyAOBIETBOPUTENBHO) | LITU
3HaTh HAa YPOBHE OPHEHTHPOBAHMS, ITpeacTaBneHuil. O0yuaronuiics 3HaeT
OCHOBHBIE NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 2JIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OMpPEJICIICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKMM HCTOYHUKAM HY>KHO
oOpainarscs A 6ojee 1eTalbHOTO €ro YCBOCHHUS.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHE. O0yyaromuxcs 3HaeT
(YZIOBIIETBOPUTENIBHO) |M3YUEHHBIHN 2JIEMEHT COEP KAHUSI PENPOAYKTUBHO: IPOU3BOJIBHO
BOCIIPOM3BOAMT CBOU 3HAHUS YCTHO, TMCBMEHHO WM B IEMOHCTPUPYEMBIX
JEUCTBHUSIX.
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4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3yYeHHBIX 00BEKTOB, HA UX JJOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuics 3HaeT

HSyquHBIfI SJIEMEHT COACPKAHUA CUCTEMHO, IIPOMU3BOJIBHO U JOKA3aTCIIbHO
BOCIIPOMU3BOJUT CBOW 3HAHUA YCTHO, IMCBMEHHO UJIU B ICMOHCTPUPYEMBIX
I[GﬁCTBHHX, YUUThIBAA U YKa3bIBasAd CBA3H U 3aBUCUMOCTH MEXKY dTHM
SJIEMEHTOM U APYTUMH DJIEMECHTAMU COACPINKAHUA JUCIHUIIIINHEBI, €T0
3HAYUMOCTB B COACPKAHUN JUCHHUIIINHBI.

9.1.1. IlpuMepHBIii MepeyeHb TECTOBBIX 3aJaHU

. Kakoe yTBepkaeHHe ONMUCHIBAET OCOOCHHOCTh KOH(PUTYpAIlUd UMEHHU y3Ja ONeparmoHHON
cucreMbl [OS?

a)Ero MakcumanpHas AMHA HE JOJKHA MPEBBIMIATH 255 CHMBOJIOB.

b)Ero neobxomumo 3apeructpupoBath Ha cepBepe DNS.

¢)OHO HE MOXET HAYUHATHCS ¢ HUDPHL.

d)OHo HE TOMKHO CoNlepKaTh MPOOEIbI.

. s oKoHOMUU BpEeMEHHU KOMaH/bl ONepaliioHHON cuctemMbl [0S MOXHO BBOJAUTH YaCTUYHO.
Kakas xnaBuina ui KOMOMHAIIMS KJIABHII 3aBEPIIUT BBOJ?

a)Tab

b)Ctrl-P

¢)Ctrl-N

d)Crpenka BBepx

e)CTpenka BIpaBo

f)Crpenka BHU3

. C Kakoi 1eNpl0 TEXHUYECKHI CIeIHaTiCT MOXKET BOCIOJIb30BaThCsI KOMAH0M copy startup-
config running-config?

a) IS yalleHusl C KOMMYTaTopa BceX KOH(UTYpaluii

b) mist coxpaneHus Tekyuieil konurypanuu B namsatd NVRAM

C) IUIsl KOTIMPOBaHMUs cylIecTBYolIel KoHpurypauuu B O3Y

d) nuis mpucBoeHUs M3MEHEHHOM KOH(UTYpaluu cTaTyca HOBOM HayallbHON KOHPUTypaluu

. Jns gero cereBoit amMuHUCTpaTOp OylIeT UCMONIb30BaTh UHTEpdeiic komanaHou ctpoku (CLI)
oneparuonHoii cucreMsl Cisco [0S?

a) ISl TECTUPOBAHUS MTPOU3BOIUTEIILHOCTH KOHKPETHOM JIOKAIbHOM ceTn

b) mst tobaBneHus maposis Ha ceTeBoM ycTpoiicTBe Cisco

C) IUIsl aKTUBAI[MM aBTOMATHYECKOI0 yIpaBIeHUs ceTeBbIMU ycTporicTBaMu Cisco

. lIudpoBanue kakux maposieil BHIMOIHIETCS ¢ TOMOIIbIO0 KOMaHbI enable secret?

a) BCe HaCTPOEHHBIE MAPOIH

b) nmaposnp NpUBUIETUPOBAHHOTO PEKUMA

C) Mapoib KOHCOJIbHOU CTPOKHU

d) maposb ctpoku VTY

. Kakast koMaHga He TO3BOJIUT IPOCMOTPETH BCe He3zamn(poBaHHBIE MAPOIIU, COAEPKAIUECs B
KOH(UTYpaIoHHOM (aiinie B BUae 0OBIYHOTO TeKCTa?

a) (config)# enable password secret

b) (config)# enable secret Secret Password

¢) (config-line)# password secret

d) (config)# service password-encryption

. UTo ucmonb3yer ceTeBoi afMUHUCTPATOP AJSl U3MEHEHHS KOH(UTYpaAIllUu HAa MapIIpyTH3aTOpe
?

a) MaHeJb YIpaBJICHUS

b) IOS

¢) KOMaHJHY0 cTpoky Windows

d) npoBoaank Windows

e) cepsep DHCP
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8. AIMUHHUCTpPATOp TOJBKO 4TO M3MeHMI [P-aapec unTepdeiica Ha yCTpONUCTBE ¢ OTIEPAIlMOHHON
cuctemoint 10S. Uto eme He0OX0AMMO c/IeaTh, YTOOBI U3MEHEHHUSI BCTYIIUJIN B CHITY Ha 3TOM
ycTpoucTBe?

a) CkomupoBaTh TEKYIIYIO KOMHUIO (aitina KoHpuUrypanuu B (aiis 3arpy304Hoit KoHGHUTyparum.
b) CkonupoBath cBefieHUs U3 ¢aiisia 3arpy304HON KOH(PUTYpAIUH B TEKYIIYIO KOMUIO (aiia
KOH(puryparum.

c) Ilepe3arpy3uTh JaHHOE YCTPOWCTBO U BBECTHU yes, KOrJa CHUCTEMa MPEIJIOKUT COXPAHUTD
KOH(pUTryparmuro.

d) Hukakux DOMOTHHUTENBHBIX AEUCTBUN He TpeOyercs. M3MeHeHuss KoHUrypanuu Ha
YCTPOWCTBE ¢ onepauuoHHON cuctemoit [0S BeTynsT B cuily cpasy Mnociie KOppeKTHOTO BBOJIA
NAHHOW KOMAaHIbLI U Ha)KaTus KJaBUIIU Enter.

9. Kakoe ycTpoiCTBO BBIOJIHSET POJIb IITI03a, TO3BOJISIS Y3J1aM OTIIPABIATh TPaPUK K yIaJIeHHbIM

[P-ceTsam?
a) cepsep DNS
b) cepsep DHCP
C) JIOKaJIbHBIN MapuIpyTH3aTOP
d) mokaabHBIN KOMMYTATOP

10. KakoBa 1esib HaCTPOWKH aJpeca III3a MO0 YMOJYaHHUI0O B MapaMeTpax KOH(PUTYypaluu
KOMMYTaTOpa Jid MPOU3BOJACTBEHHOM ceTn?
a) Y31bl, TOJKIIIOUEHHbIE K KOMMYTaTOPY, MOTYT HCIIOJIb30BaTh aIpec LUII03a M0 YMOIUYaHUIO
KOMMYTAaTopa Ui EPEChUIKH MAKETOB K YAAJIEHHOMY MECTY Ha3HAUECHHUS.
b) [lna coenquHeHUs KIMEHTOB mo mpoTokosy Telnet u SSH ¢ xommyTaTopom muio3 mo
YMOJYaHUIO 3TOT0 KOMMYTATOpa J0JKEH ObITh TOCTYIIEH.
c) Ha nactpoeHHbIl aapec HuI03a MO yMOJTYaHUIO OTHPABISIOTCS MAKEThl, OTIPABISIEMbIX
JAHHBIM KOMMYTAaTOPOM B yJIaJICHHbIE CETH.
d) OH npenocTaBisieT apec CASAYIOMETO MIII03a IS BCETo Tpaduka, MPOXOAAIIero dyepes
TaKOM KOMMYTaTOp.

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

1. Kakoii IPv4-anpec MOKET MCIONB30BaTh y3€I Ul 9X0-3apoca Ha nHTep¢eic oOpaTHON NeTin
(loopback)?
a) 126.0.0.1
b) 127.0.0.0
c) 126.0.0.0
d) 127.0.0.1

2. Kakue nBe u3 nepednciaeHHbIX HIDKE QyHKIUN MPeIoCTaBIAIOT ceTeBOi ypoBeHb? (BriOepure
JIBa BApUaHTa OTBETA.)
a) MEPEHOC JaHHBIX MEXIYy NpOlLleCCaMM, UCIOJHAEMBIMU HA y3J1aX-UCTOYHUKAX U y3Jax-
azpecarax
b) nprcBOeHHE OKOHEUHBIM YCTPOICTBAM YHUKAIBHOTO CETEBOTO UACHTU(PHUKATOPA
C) pa3MelleHNe JaHHBIX B CETEBOW Cperie
d) HanpaBieHHE MAKETOB JaHHBIX K y3JaM-aJpecaTaM, paclioioKeHHBIM B MpeJenax APyTrux
ceren
¢) 00eCreYeHUE BhIICIICHHBIX CKBO3HBIX IMOIKIIOUCHHM

3. Kakoe nosne B 3aronoBke IPv6 mpu mepenade AaHHBIX U3 MHTEPAKTUBHBIX NPHUIOKEHUN
(Hampumep, NPUIOKEHUH UIST TOTOKOBOIO BOCHPOM3BEAEHUS 3BYyKa M BHUJIE0) MOXKHO
MCIIOJIB30BaTh AJS OTIPAaBKH MapuIipyTU3aTopaM M KOMMYTaTropaM COOOLIeHHS O
HEO0OXOJUMOCTH COXPAHEHHUs TOTO ke IMYTH JUIsl MaKeTOB B XOJIe OJHOTO M TOTO )K€ ceaHca
oOMeHa TaHHBIMU?
a) Crnenyromiuii 3aroioBOK
b) MeTka nmotoka
¢) Knacc tpaduka
d) AuddepenuupoBaHHble yCIyru

4. Kakas yacTh ajgpeca CETEBOr0 YPOBHS HCIOJIb3YETCS MapLIPYTU3aTOPOM Il NEPECBHUIKU
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MTaKEeTOB?

a) y3JI0Basl 4acTh

b) mmpoxoBenaTeNbHBIN aIpec
C) ceTeBas 4acTh

d) agpec mumro3a

5. Kak uMeHHO ceTeBOil ypOoBEHb MCIOJIb3YyET 3HAUCHHE MAaKCUMAJIBHOIO pa3Mepa 0JI0Ka JaHHbBIX
(MTU)?

a) [lns onpenenennst 3HaueHnss MTU ceTeBoi ypoBeHbB mojaraeTcsi Ha 00jee BhICOKOPAHTOBBIE
YPOBHHU.

b) Uto6s1 3anath 3Hauenne MTU, ceTeBoil ypoBEHB IOIaraeTcsl Ha YpOBEHb KaHalla TaHHbBIX, a
TaK)kKe U3MEHSAET CKOPOCTh Mepe/iaun JaHHBIX I KOPPEKTHOM nepenayn OJOKOB AaHHBIX Ha
KaHaJbHOM ypOBHE ceTeBor Moaenu OSI.

¢) MTU nepenaércs ceTeBOMy YPOBHIO MOCPEACTBOM KaHAJTLHOTO YPOBHS.

d) CereBoit ypoBenb urnopupyetr MTU nist yBenrueHHsI CKOPOCTH JOCTaBKH.

6. CnenuanucT mo oOCIY)XMBAaHUIO CETEH AUATHOCTHPYET CETEeBOE MOJKIIUYCHHE MEXKIY
KOMIIBIOTEPOM M yIaJeHHBIM y37IoM ¢ aapecom 10.1.1.5. Kakast komaHna (pu ee 3amycke Ha
KOMITBIOTEPE TOJT YIIPaBJICHUEM oneparimoHHoi cucteMbl Windows) OyneT oToOpakaTh MyTh K
yIaJIE€HHOMY Y31y ?

a) trace 10.1.1.5

b) traceroute 10.1.1.5
¢) ping 10.1.1.5

d) tracert 10.1.1.5

7. Uto sABnsieTcss OJHUM H3 caMblX A(P(PEKTHBHBIX HHCTPYMEHTOB 0€30MacHOCTH,

MpeHa3HaYeHHBIX JUJIS 3aIIUTHI OJIb30BaTeNel OT BHEIIHUX Yyrpo3?
a) MEXKCETEBBIC SKPAHbI
b) mapmpytuzaTop ¢ paboTaromMH CEpBUCAMH ayTEHTHU(DHUKAIINN, aBTOPHU3AIIMU U ydeTa
¢) patch-cepBepsr
d) metoas mudpoBaHUs MapoIe
8. B 1uem HazHaueHue 000JI0YKH ONEPAITMOHHON CUCTEMBI?
a) B3aMMO/JICHCTBYET C anmapaTHbIMHA CPEJCTBAMHU YCTPONUCTBA
b) oGecrieynBaeT B3auMOACHCTBUE MEXIY MOIH30BATEISIMHU U SIPOM
¢) obecrieunBaeT padboOTy CHEIUATM3UPOBAHHBIX CEPBUCOB MEKCETEBOTO IKpaHa
d) obecnieurBaeT pabOTy CEpBHUCOB 3aIIUTHI OT BTOPKEHUS
9. Kakoe nogkiroyenue obecneunBaet 6e3omacHbiii ceanc CLI ¢ mmdpoBaHreM K KOMMYTaTOPY
Cisco?
a) KOHCOJIbHOE TIOJIKITFOYCHUE
b) noakmouenne AUX
C) TOJIKJIFOUEHHE 110 TTPOTOKOIy Telnet
d) moakmouenne SSH
10. CereBoli nHXEHEp HacTpanBaeT UHTEepdeiic, BBOIA cienyronyo komanay: SanJose(config)# ip
address 192.168.2.1 255.255.255.0. Komanna oTkimoHseTCsl yeTpoiicTBOM. B yem npuunna?
a) KOMaHJ1a BBOJUTCS B HEMPABUIIbHBIM PEXXUME PabOThI
b) ucrnonb3yercs HeMpaBUIbHBIM CHHTAKCUC KOMaH IbI
C) HeMpaBWJIbHAS MacKa MO/ICETU
d) uaTepdeiic BRIKIIOUECH U JOKEH OBITh BKJIIOUEH JI0 TOTO, KAK KOMMYTaTOp yTBepAuT IP-
azapec

9.1.3. IlepeyeHb BONPOCOB ISl 3a4€Ta

1. Ha xakom uHTepdeiice kommyTaTopa aAMUHHCTPATOP NOJKEH HacTpouth IP-ampec s
BO3MO>XHOCTH YJAJIEHHOT'O YIIPABJIEHUS ’TUM KOMMYTaTOpOM?
a) FastEthernet0/1
b) VLAN 1
c) vty 0
d) console 0
2. Kakoi#l mpoTOKOJ OTBEUaeT 3a yIpaBJCHHE Pa3MEPOM CEIrMEHTOB U CKOPOCThIO OOMeHa
CerMEHTaMHU MEXIy BeO-KIMEHTOM U BeO-cepBepom?
a) TCP
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b) IP
c) HTTP
d) Ethernet

3. I'me mporpamma 3arpy3ku mapmpyTu3atopa umetr oopa3 [0S mo ymondaHuio BO BpeMs

npouecca 3arpy3ku?
a) denr-naMsTh

b) NVRAM

c) O3y

d) [13Y

4. lludpoBanne KakKUX MapoJiei BHITIOJIHIETCS C IIOMOIIBI0 KOMaH bl enable secret?
a) BCE HACTPOCHHBIC MTApOJIH
b) maponbs NPUBMIETHPOBAHHOTO PEKUMA
C) mapoJb KOHCOJILHOW CTPOKH
d) maposb ctpoku VTY

5. Kakoe yTBepk/IeHHE OMUCHIBAET 0COOCHHOCTh KOH(PUTYypallMM MMEHH y3jia ONepaliMoOHHON
cucreMsl [OS?
a)Ero makcumanbHas AJIMHA HE JOJDKHA MIPEBBIMIATH 255 CUMBOJIOB.
b)Ero HeoOxoaumMo 3aperucTpupoBath Ha cepepe DNS.
¢)OHO HE MOYKET HAYMHATKCS C IUPPHI.
d)OHo He TOKHO COAePKaTh MPOOECIIHI.

6. llIndpoBanue kakux maposeii BHIMOIHACTCS C MTOMOIIBIO KOMaH Ik enable secret?

a) BCE HACTPOCHHBIC MapOJIn

b) maponbs NPUBMIETHPOBAHHOTO PEKUMA
C) mapoJb KOHCOJILHOW CTPOKH

d) maposb ctpoku VTY

7. Kakue nBa yTBEpKICHHS O MOJIH30BATEILCKOM PEKHUME SBIAIOTCS BepHbIMU? (Bb1OepuTe aBa

BapuaHTa OTBETA.)

a) JloctynHbl Bce KOMaHAbl MapuIpyTH3aTOpa.

b) docTym K pexxumy TiIo0aIbHOW KOHPUTYpALlMU MOXKHO MOJIYUYHTh C MOMOIIBI0O KOMaH bl
enable.

¢) OTO peKUM IO YMOJTYAHHUIO MIPH IIEPBOM 3aIlyCKe HEHACTPOEHHOT0 MapIIpyTHU3aTOpa.

d) B aToM pexxrme MOKHO HacTpauBaTh HHTEP(HENCH M TIPOTOKOJIBI MaPIIPyTH3AINH.

e) st mpocMoTpa B 3TOM pEeXUME JOCTYMHBI TOJbKO HEKOTOpbIE acleKThl KOHPUTYpaluu
MapIIpyTU3aTopa.

8. AIMUHHCTpPATOp TOJBKO 4TO M3MeHMI [P-aapec unTepdeiica Ha yCTpOHUCTBE ¢ OTIEPAIlMOHHON
cuctemont 10S. Uto eme He0OX0AMMO clIenaTh, YTOOBI U3MEHEHHUSI BCTYIIUJIN B CHITY Ha 3TOM
ycTpoucTBe?

a) CkomupoBaTh TEKYIIYIO KOMHUIO (aitina KoHpuUrypanuu B (aiis 3arpy304Hoit KoHGHUTyparum.
b) CkonupoBath cBefieHUs U3 ¢aiisia 3arpy304HOM KOH(PUTYpAIUH B TEKYIIYIO KOMUIO (aia
KOH(puryparum.

c) Ilepe3arpy3uTh JaHHOE YCTPOWCTBO U BBECTHU yes, KOrJa CHUCTEMa MPEIJIOKUT COXPAHUTD
KOH(pUTryparmuro.

d) Hukakux DOMONTHHUTENBHBIX AEUCTBUN He TpeOyercs. M3MeHeHuss KoHUrypanuu Ha
YCTPOWCTBE ¢ onepauuoHHON cuctemoit [0S BeTynsT B cuily cpasy Mnociie KOppeKTHOrO BBOJIA
NAHHOW KOMAaHIbLI U Ha)KaTus KJaBUIIU Enter.

9. Kak crnenyeTr nepexBaTuTh MOTOK Tpaduka, YTOOBl HAMIYUIIUM O00pa3oM MOHATh MOJENIb

Tpaduka B ceTu?
a) B IEPUO/IbI HU3KOTO YPOBHS 3arpyKEHHOCTH
b) B mepro 61 MAKCUMAITLHOM 3arpy>KEHHOCTH
C) TOJIBKO KOT'/Ia OH NMPOXOJIUT OCHOBHOM CErMEHT CEeTH
d) xorna Tpaduk GOpMUPYIOT MOTB30BATETN
10. OnuH u3 BeO-caiiTOB HE OTBEYAET Ha 3aMpPOChl HA KOMIIbIOTEpE 1Mo yrpasiennemM Windows 7.
Kakyio koMaHy MOXET MCTOJb30BaTh TEXHUUECKUHN CHEIUATNCT, YTOObI OTOOpa3uTh KaKkue-
nu60 K3 mmpoBaHHble 3anmucu DNS st 3Toit BeO-cTpaHuIib?
a) ipconfig /all
b) arp -a
¢) ipconfig /displaydns
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d) nslookup
9.1.4. Tembl 1a00paTOPHBIX padOT

1. U3y4yeHne ceTeBbIX HHCTPYMEHTOB COBMECTHOM pa®oThl. M3ydueHne cepBHUCOB KOHBEPIeHTHOM
CETH.
. HacTpolika HauanpHBIX ITapaMeTpPOB KOMMYTAaTOpa
N3yuenue ceteBbIX cTaHgapToB. Mcmons3oBanue nporpammbl Whireshark nis mpocmotpa
CETEeBOT0 TpaduKa.
4. OmpeneneHne CETeBBIX YCTPONUCTB U Kabemneil.
5. Ananus kagpoB Ethernet ¢ momompio nporpammsl Wireshark. IIpocmorp MAC anpecos
YCTPOMCTB.
6. Co3naHue ceTH, COCTOSAIIEH U3 KOMMyTaTopa U MaplIpyTHu3aTropa
7. Onpenenenue IPv4 u IPv6 anpecos
8. Pa3paboTka u BHEIpEHUE CXEMBI aJIpecalliy pa3ieieHHoi Ha nojaceT [Pv4-cetn
9. Uzyuenue 3axBaueHHbIX nakeroB DNS 1 UDP ¢ nomomisto nporpammsl Wireshark
10. M3yuyenue oOMeHa (haitiaMmu 1o cetu
11. HocTyn K ceTeBbIM yCTpoHCTBaM 1o poTokoixy SSH
12. HacTpoiika OCHOBHBIX MapaMEeTPOB MaplIpyTH3aTOpa ¢ MOMOUIbI0 HHTep(deiica KoMaHIHOM
ctpoku (CLI)
13. Hactpoiika ctatnueckux mapuipytos IPv4 u mapumpyros IPv4 no ymonuanuto
14. Hactpoiika cTaTHUECKUX MapUIpyTOB U MapupyToB IPv6 1o ymonuanuto
15. ba3oBas HacTpolika mporokosa RIPv2
16. Hactpoiika auHaMuueckoil MmapupyTtusanuu st [Pvo
17. JlaboparopHast paboTa Ha omnpeaeTIeHUEe HallpaBJIEHUs JIOKAJIbHOTO CETEBOT0 Tpaduka
18. Hacrpoiika mapameTpoB 6€30MaCHOCTH KOMMYTaTopa
19. Hactpoiika VLAN u MaructpanbHbIX KaHAJIOB
20. Hacrpoiika mapmpyrtuzanuu Mexay VLAN i kaxmoro unrepgeiica
21. Hacrpoiika Mapmpytuszanuu Mexay cetsiMu VLAN Ha ocHoBe crannapra 801.2Q) u TpaHKOBOTO
KaHaia
22. Hacrpoiika 1 U3MEHEHHE CTaHJaPTHBIX CITUCKOB KOHTpos poctyna (ACL) [Pv4
23. Hactpoiika u npoBepka orpanndeHuii VI'Y
24. basosas Hactpoiika DHCPv4 Ha mapmipytusatope
25. Hactpoiika DHCPv6-cepBepa 6e3 OTCIeKUBaHUS COCTOSIHUS U C OTCJICKUBAHUEM COCTOSTHUS
26. Hactpoiika quHamuueckoro u craruaeckoro NAT
27. Hacrpoiika npeoOpa3oBanus agpeca u Homepa nopta (PAT)
28. Hactpoiika nporokosoB CDP u LLDP
29. Hacrpoiika Syslog u NTP

W

9.2. MeTonnueckne peKOMeHIa N

YueOHBI MaTepuan u3iaraercsa B GopMe, MPeroiaraliiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosiTeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIILYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpolecca.

Hauatpe uzydeHue quCHHUIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOJUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajiaMH, BBIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIAHBI ISl Ty4YIIETO OCBOEHUS MaTepHraia He0OX0IUMO PEryJspHO
oOpamaTbcsi K pEKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIEeTOCTYTHBIMU UHTEPHET-NIOPTAIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHON AMCUUILITUHBIL.

[Ipu camMoCTOATEILHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAaHUS U OCBOEHHS MaTepuajia, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKU;

CornacogaHa Ha noprane Ne 58306 26



— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BbISICHUTH UX
3HauYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuana;

— OCMBICIIMBalTE MPOYUTAHHOE U U3YUYEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUH.

[To gucuumiIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIJIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU

3/10POBbsI H HHBAJINI0B

Jlis nun ¢ OrpaHMYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIAOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIC OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Ta0mnwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS IS JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJINJIOB

Kareropuu o6yuaronuxcs

Bupl 7onMOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapymeHusiMH ciyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYAJIBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJIaM JIJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & IMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hOpMe C yBETUUYEHHBIM MIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33aJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEMA Ha

MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BONPOCHL. [ Takux oOydarommxcs MpeaycMaTpUBaeTCs
nocTymHas popMa IpeaoCTaBICHIs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MPEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYyYEHHUS JHUI C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
30pPOBbSI U MHBAIUIOB 10 NUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B GopMax,
aIalITUPOBAHHBIX K OTPAaHMUYCHUSAM HX 30POBbSI U BOCHIPUATHS HHDOpMALINH:

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.
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J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe PIIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st i1 ¢ HApYLIEeHHUsIMU OTIOPHO-IBUTaTeJIbHOT0 anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TATIOB.
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JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acenanuu kadenpet ACY
npotokoa Ne 10  or«15» 10 2020T.

COI'TACOBAHO:
JIOKHOCTD Nuunmaner, pamunms IMoamuce
3aBenyronuii Beimyckatomme kap. ACY B.B. Pomanenko  CoracoBaHo,
c3e2018-3231-48c3-
b093-89b615342191
3aBenytomuii obecrnieunBatomieit kap. ACY B.B. Pomanenko  CormnacoBaHo,
c3e2018-3231-48c3-
b093-89b615342191

HavanpHuk y4eOHOTO yripaBiacHUs E.B. CaBpyk CornacoBaHo,
fa63922b-1fce-4ab6a-
845d-9¢ce7670b004c

IKCIIEPTHDI:

Houenr, kap. ACY A.N. UcakoBa CormacoBaHno,
79b£1038-9d22-4279-
ale8-7806307b782

3aenyrommii kadenpoii, kap. ACY B.B. Pomanenko  CormacoBaHso,
c3e2018-3231-48c3-
b093-89b615342191

PA3PABOTAHO:

Crapuii mpeniogiaBarens, kadg. ACY D.P. AGaneeB Pazpabotano,
c637e7fb-2800-4c74-
952£-89c1c210bda8
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