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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. L[eJIBIO npenogaBaHud AUCHUIIIINHBL ABJIACTCA HU3YyUCHUC OCHOBHBIX 3aKOHOMepHOCTeﬁ
nepcaauun HH(bOpMaLII/IH B I_[I/I(I)pOBBIX TCIICKOMMYHHUKAITUOHHBIX CUCTCMAX.

1.2. 3agauy AUCHUILIUHBI

1. 3agavelt TUCIUTIIMHBI SBISACTCA (OPMUPOBAHUE Y CTYJCHTOB KOMIICTCHIIUM, TTO3BOJISIOIINX
CaMOCTOSTENbHO MPOBOAUTH MAaTE€MaTUUYECKUU aHalu3 (U3UYECKUX MPOIECCOB B aHAJOTOBBIX U
nudpoBBIX ycTpoiicTBax (hopMUpOBaHUs, TpeoOpa3oBaHus U 00paOOTKH CUTHAJIOB, OLICHUBATh PEaIbHBIC
U TpeAesibHbIE BO3MOXHOCTH MNPONYCKHOM CHOCOOHOCTM M TNOMEXOYCTOHYHBOCTH
TEJIEKOMMYHUKALIMOHHBIX CHCTEM M CETEeH.

2. MecTo aucuuninnsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Nunexc qucuumiunsl: b1.B.11.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3yueHus: NUCIUIIIMHBI HalpaBieH Ha (opMHUpOBaHUE CIEAYIOUIUX KOMIETECHIIUN B

cootBercTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS

Komnerenius

Nupukatopel 10CTHXKEHUS
KOMIIETEHIINU

[Inanupyemsie pe3ynbTaThl 00yUeHUs 110
JUACLUIUTMHE

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIIUH

[TIKP-11. Cniocoben
peliaTth 3a1a4uu
ONTUMHU3ALUU
CYILLIECTBYIOIINX U
HOBBIX TEXHUYECKHUX
pELICHH B YCIOBUAX
arnpuoOpHOU
HEOIPeeNIEHHOCTHU C
MPUMEHEHUEM MTaKETOB
MPUKIIAIHBIX IPOrpaMM

IIKP-11.1. 3HaeT MeTOAEI
ONTUMMU3AINH
CYIIECTBYIOIIMX U HOBBIX
TEXHUYECKUX PEUICHUN B
YCJIOBUSX allPUOPHOMN
HEOIpeAeIEHHOCTH.

3HaeT TEXHUYECKHE XapaKTePUCTHKH U
HYKOHOMHYECKHUE ITOKA3aTENIN OTEUECTBECHHBIX
1 3apyOeKHBIX pa3paboOTOK B 00JacTH
KOJIMpoBaHus U mudppoBaHue HHGOPMAITIHU B
CUCTEMaXx CBSI3H, JICHCTBYIOIIHUE
HOpPMAaTHUBHBIC TPEOOBAHUS H
rOCYJJapCTBEHHBIC CTAHIAPTHI

ITKP-11.2. YMeer npuMeHATH
COBPEMEHHBIN
MaTeMaTUYECKUH anmnapar AJis
pelIeHns 3aJa4n
ONTUMHU3ALHH.

VYMeeT npoBOIUTh UCCIEA0BAHUS
XapaKTepUCTUK 000PYT0BaHMS U OLIEHKU
KauecTBa MPEJOCTaBISAEMBIX YCIYT
KOJMpPOBaHUs U muppoBanue nHGopMaIim B
cUCTEeMax CBS3U

ITIKP-11.3. Binageet
METOAaMU OIITUMHU3AIINN
MPOEKTUPYEMBIX
PaaNO3TIEKTPOHHBIX CUCTEM U
KOMIIJICKCOB.

Brnaneer HaBbIkamMu aHaNM3a HAYYHO-
TEXHUYECKOH MpoOsieMbl Ha OCHOBE ToA00pa
Y U3YUYCHHUS JIUTEPATYPHBIX U ATEHTHBIX
MCTOYHHKOB B 00JIACTH KOJAUPOBAHUS
mmdpoBanue nHGOPMAIMH B CHCTEMaX CBSI3U
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[TKP-12. CriocobeH k
pealn3anuy mporpaMmm
IKCIIEPUMEHTATBHBIX
HUCCIICAOBAHUM, B TOM
YHUCIIC B PEIKUME
YAAJIEHHOTO JIOCTYTIA,
BKJIFOYasi BEIOOD
TEXHHUYECKUX CPECTB,
00paboTKy pe3yJIbTaToOB
Y OLIEHKY TIOTPEITHOCTH
IKCIIEPUMEHTATBHBIX
JTAHHBIX

[TIKP-12.1. 3HaeT npuHIUIIBI
TJIAaHUPOBAHUS
AKCIIEPUMEHTAIbHBIX
HCCIICIOBAHUM.

Bnaneer HaBbIKamMu ITPOBEACHUS
AKCIIEPUMEHTAIBHBIX pa0dOT B 00JacTu
KOAMpOBaHUs U mmppoBanne nHGopMaIu B
CUCTEMax CBSI3U

[MKP-12.2. Ymeer
000CHOBBIBATH MTPOTPaAMMYy
AKCIIEpUMEHTa, 00padaThIBaTh
pe3yIbTaThl SKCIIEPUMEHTA,
OIICHUBATh MMOTPEITHOCTH
OKCTIEPUMEHTATBHBIX JTaHHBIX.

YMeeT COCTaBIIATh TEXHHKO-DKOHOMHYECKHE
000CHOBaHHUS TUTAHOB Pa3BUTHS CETH,
MPUMEHSTH COBPEMEHHBIE METOTBI
WCCIICIOBAaHHH C IIETHI0 CO3IaHMUS
MIEPCICKTUBHBIX CETEW CBSI3U, HCIOIB3YIOIINX
KOJIMPOBaHUs U MH(ppoBaHue HHHOPMAITII

ITIKP-12.3. BimageeT TeXHUKOH
MIPOBEACHUS
AKCIIEPUMEHTAIIbHBIX
HCCIICIOBAHMI.

Brnaneer HaBbIkamMM aHalIM3a KauecTBa pabOTHI
KaHAaJIOB U TEXHUUYECKUX CPEACTB
KOAMPOBaHUs U mudpoBanue nHGopMaum B

CHUCTEMAx CBA3HU

4. O0beM IMCOMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHUX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcst ¢ npenoaaBarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4aromuxcst

OO61mmast TpyA0€MKOCTh JUCIUTUINHBI COCTABISAET 4 3a4eTHBIX eUHUIL, 144 akageMHUeCKUX 9acoB.
Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAM Y4EOHOU JEATEILHOCTH MPEICTABICHO B

tabmute 4.1.
Ta6ymna 4.1 — Tpy10eMKOCTh JAUCIUILUIMHBI 110 BUAAM YU4COHOM JIeITeIbHOCTH
o Beero  |CemecTpsl
Bunpl yueOHOI nesTebHOCTH
4acoB |8 ceMecTp
KonTakTHas aynuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 44 44
JIeKk1IMOHHBIE 3aHATUSA 14 14
IIpakTHueckue 3aHATHA 14 14
JlaGopaTopHbie 3aHITHS 16 16
CamocrosiTeibHas padoTa 00y4alOIIUXCsH, B T.4. KOHTAKTHasI 64 64
BHEayIUTOPHas padoTa 00y4yarommxcs ¢ nNpenoaasarejieM, BCero
[ToaroroBka k mabopatopHoOi paboTe, HANMCAHUE OTYETa 8 8
Harmmcanne otyera no nabopatopHoit pabote 8 8
Hanucanue oTueTa 1o nmpakTUYECKOMY 3aHATHUIO (CEMUHApPY) 20 20
BrinonHeHNe NpakTUYECKOTo 3a/1aHus 15 15
[ToaroroBka K TECTUPOBAHUIO 13 13
IoaroroBka u cia4ya 3K3aMeHa 36 36
OO0mas TpyroeMKoCTh (B 4Yacax) 144 144
Oo0mas TpynoeMkocTh (B 3.e.) 4 4

5. CTpykTypa u cojep:kaHue TUCHHIIMHBI

5.1. Pa3znennl (TeMbl) JUCUMILIMHBI M BUJbI Y4€OHOM 1eATeJIbHOCTH

CTpykTypa TUCHUIUIUHBI MO pa3zienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B

tabmuue 5.1.
Tabnuma 5.1 — Pa3genst (TeMbl) AUCHUILINHBL U BUABI YYEOHOH 1€ATEIbHOCTH
Jlek. Cam. Bcero

[Ipak. | JIa6. dopmupyemble

Ha3Banus pa3nenoB (TeM) TUCHUTIIMHBI | 3aH., pab., | gacos (6e3
3aH., 4| pao. KOMIIETEHITNH

q 9 | 9K3aMEHA)

8 cemectp
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1 Hudpossie BUIBI MOYIISIIAHA U 1 2 4 7 14 [IKP-11, I[IKP-12
CUTHAJILHOTO KOJUPOBAHUS, UX
CIIEKTpaJibHAs U SHEPTreTUYecKas
3¢ (HEeKTUBHOCTH
2 IlpomyckHas CltocCOOHOCTh KaHaIa 1 1 - 7 9 IIKP-11, ITKP-12
cBsa3u. KogupoBanue uctounnka
3 IToMexoycTOHYMBOE KOJAMPOBAHUE B 1 2 4 8 15 IIKP-11, IIKP-12
TEJIEKOMMYHUKAIIUOHHBIX CUCTEMAX
4 CurHajabHO-KOJIOBbIE KOHCTPYKIIMU B |1 1 4 7 13 [IKP-11, I[IKP-12
TEJICKOMMYHHUKAITMOHHBIX CUCTEMAX
5 Knmaccuueckue mmdpsl 2 1 - 6 9 IIKP-11, ITKP-12
6 llIudpoBanue ¢ ceKpeTHHIM KIIOYOM |2 2 4 9 17 [IKP-11, I[IKP-12
7 llludpoBaHme ¢ OTKPHITHIM KIFOYOM 2 2 - 6 10 [IKP-11, I[IKP-12
8 Kpunrorpaduieckne mpoTOKOJIbI B 2 2 - 6 10 IIKP-11, ITKP-12
CeTsIX Meperayu JaHHBIX
9 llludpoBaHre B COBPEMEHHBIX 2 1 - 8 11 [IKP-11, I[IKP-12
CHUCTEMax CBS3U

Hroro 3a cemectp |14 14 16 |64 108

Utoro |14 14 16 |64 108

5.2. Conep:xanue pa3aesioB (TeM) AMCHUNINHBI

Coneprkanue pa3iesioB (TeM) TUCHUILIMHEI (B T.4. IO JIEKIUSIM) PUBEICHO B Ta0iwHIe 5.2.
Tabmuma 5.2 — Coneprkanue pas3ienoB (TeM) TUCHUILIMHEI (B T.4. 1O JEKIUSIM)

TpynoemkocTsb
HasBanus pasnenos (tem) dopmupyemblie
J— CopeprxaHue pa3/eNnoB (TeM) AUCIUTUTAHBI (B T.U. 11O JICKIHSIM) (JIeKIMOHHEIE KOMITETSHIIII
3aHATHUSA), 4
8 cemecTp
1 Ludpossie BUIBI Amnanu3 uudpoBbIX METOI0B MOy IsIIuU. Monembl cotoBoi cBsi3u FSK, MSK, 1 TIKP-11,
MOJIYJISIUUH U cUrHaibHOro |GMSK 1 YHCIIeHHBII aHaIU3 BEPOSTHO CTH CUMBOJIBHON OMIMOKHA. MozeMbl TIKP-12
KOZIUPOBAHUsI, UX CIYTHUKOBBIX cucteM cBsizn M-QAM, M-PSK, 16-APSK, 32-APSK, u
CHEKTpalbHas U YHCJICHHBIH aHaIN3 BEPOSTHOCTH CUMBOJIBHOM OLIMOKH.
SHepreTuyecKas
3¢ dexTUBHOCTh Hroro !
2 IpomyckHast criocodHOCTh |[IpornyckHas criocoOHOCTh KaHana cBsi3u. OObeM CHI'Hala M eMKOCTh KaHaia 1 IKP-11,
KaHala CBSA3H. CBSI3U, YCJIOBUS UX cornacoBaHus. Koguposanus ucrounuka. Meromsl TIKP-12
KonupoBanue ucrounnka |3 QekTHBHOrO KoaupoBaHusi. OpakTanbHOE KOAUPOBAHUE U300paKeHUI.
BeiiBneT-npeobpa3oBaHus CUTHAJIOB U U300paskeHUI.
Hroro 1
3 [NomexoycToitunBoe Konel Xemmunra, BUX (boy3a-Uoynxypu-Xoksenrema), Puna-Conomona. 1 TIKP-11,
KOZMPOBAHUE B Iuxmuaeckue n3dsrrounsie koasl CRC (Cyclic redundancycheck). Ceprounsie IIKP-12
TEJICKOMMYHHMKAIIHOHHBIX  [KOJBI. [lekompoBaHe CBEepTOYHbIX KOIOB 10 MeToy Burepou.
cucTeMax TypOokonupoBanue. CBeproyHbie TypOOKobl. JlexoaupoBanne TypOOKOIOB.
XapaKTepUCTUKH TI0 MEXOYCTOHYMBOCTH CBEPTOYHBIX TYPOOKOIOB.
HuskormnorHocthbie kozpl. Knaccugpukauus LDPC-konoB. MeTo sl mocTpoeHust
MIPOBEPOYHBIX MATPHUIL. AJITOPUTMBI ISKOMPOBAHUS HU3KOIUIOTHBIX KOJIOB.
Kackagabix K010B.
Hroro 1
4 CUrHaJIbHO-KO/IOBBIE CurHajibHO-KOI0BbIe KOHCTPYKIMH Ha OCHOBE Tpesutuc KoJ10Boi MOIYJISILIUU 1 TIKP-11,
KOHCTPYKIIMH B (TCM) n ux ananu3. MccrnenoBanue CUTHANBHO-KOJOBOM KOHCTPYKITUHU Ha 0a3e IIKP-12
TEJICKOMMYHHMKAIIMOHHBIX  |CHUCTEMbI C OPTOrOHAIBHBIM YaCTOTHBIM MYJIBTUIUIEKCUPOBAHU €M U
cucreMax IIPOCTPAHCTBEHHO-BpeMEeHHBIM Koaupo BanueM OFDM - MIMO.
Hroro 1
4
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5 Knaccuueckue mugpsl

Teopus knaccudeckux mudpos. OCHOBHbIE XapaKTEPUCTUKH OTKPBITOIO TEKCTA.
Krnaccndukanus mudpos. Knaccupukanns mmdpos 3amenst. Hndpst
nepecraHoBku. [ITucps! npocroii 3amensl. CucreMa mudposanus Lle 3apsi.
Addunnas cucrema noacranoBok Liesaps. Cucrema Llesaps ¢ KIr04eBBIM
cioBoM. burpammustii mmdp [neideiipa. [ud p Xuia. ndpsr croxHoim
3amensl. [lIudp "nBoitnoil kBagpat" Yutctona. OqHopa3oBas cucTeMa
mmdposanys. [lndpoBanne MeTogoM raMMHUpOBaHUs. MeTOIbI TeHepauy
TICeBAOCITyYaliHbIX OCIe 0BaTeIbHOCTEH urcen. JINHeHbII KOHTPYIHTHBIN
reHepatop. Peructp ciBura c TuHEHOI 00paTHOMN CBSA3BIO.

TIKP-11,
TIKP-12

Hroro

6 llIndposanue c
CEKPETHBIM KIIIOUOM

Teopus mmppoB ¢ CeKPETHBHIM KIIIOYOM. BiI0YHBIE M TOTOYHBIC CHCTEMBI
mudposanus. [IpuHIKIBI TOCTpOEHUs 07104HBIX mKG poB. CTaHAapT
mmdposanus faHHBIX [[OCT. AMepukaHckuil cTaHAApT MKUGPO BaHUA JAHHBIX
DES. briounsrit kpunroanroput™m cranaapt AES. Metosbl olieHkH KadecTBa
aJIro PUTMOB MOTOYHOTO HmKdpoBanus. Kpunroananus mudpos.
CratucTuyueckuii ananu3 raMMbl mndpoB. HaGop cTaTHCTHYECKUX TECTOB
HUCT. UccnenoBaHue anropuTMoB OTOYHOTo MndpoBanus. Kpunroananus
mrdpoB. CTaTUCTUYECKUH aHAIM3 TaMMBI IIU(POB. AHAIHU3 PE3yJILTATOB
TecTupoBaHus. MccnenoBanue npoussoauTensHocTy muppos. [loTounsie
pexuMbl 6109HBIX MU(PoB. CTpOUTETbHBIE OIOKH IT0 TOYHBIX MHU(POB.
Peructpsl ciBura ¢ o0paTHOi CBsA3bI0. PerucTpsl ciBura ¢ JIMHeHoOH o0paTHON
CBsI3bI0. PerucTpsl csura ¢ 006pat HOi cBA3bI0 1O epeHocy. [loTounslii mudp
HC-128. ITorounsrit mudp Rabbit. [Torounsrii mudp Salsa20. [ToTounsrit mmdp
SOSEMANUK.SERPENT u ero npousBonusie. [Torounstit mugp F-FCSR-H.
Iorounsnii mmop Grain-128. ITotounsnii nmdpp MICKEY-128. [ToTounsrit mudp
Trivium. Poccuiickuit 6nounsiii mdp FOCT B noTouHom pexume. brounbrit
mmdp AES B norounom

TIKP-11,
TIKP-12

Hroro

7 Indposanue ¢
OTKPHITBIM KITIOUOM

Teopus mmppOB ¢ OTKPHITHIM KIIOYOM. ACUMMETPUYHBIE KPHITOCHCTEMBI.
ITpenrocklIKy MOSBICHHS aCMMMETPHUYHBIX KpHnTocucteM. O6o0IeHHas cxema
aCUMMETPUYHON KPUIOCHCTEeMBI. AnreOpandeckas 0000IeHHas MOeNb Mudpa.
OnnocropoHHue GpyHkn. Gaxropusarms. JJUCKpeTHBII Torapudm.
Kpunrocucrema RSA. OcHoBHbIe onpesienenus 1 TeopeMbl. AnroputM RSA.
Ipouenyps! mmdpoBaHus U pacuppOBaHHS

B kpuntocucreme RSA. Kpunrocucrema Dib-I'amans. Meron
9KCIIOHEHIMATBHOT 0 KimtoueBoro oomena Juddu-Xennmana. Anroputmsl
MIPAaKTUYECKON peajln3allii KPUITO CUCTEM C OTKPBITHIM KIH0YOM. Aroput™ Pa
6una-Mumnepa (Rabin-Miller).

TIKP-11,
TKP-12

Hroro
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8 Kpunrorpaduyeckue
TIPOTOKOJIBI B CETAX
nepenayn JaHHBIX

Ceru wudpoBanHo# cBsi3u. OpraHuzanus ce Tei KoHpUASHIIMAIBHOH CBSI3U.
OCHOBHBIE TePMUHBI ¥ IOHATHSA. YTPO3BI ceTAM. IIpoTOKOIBI pactipeieeH s
KJIroYel U ux XapakrepucTuky. Komnpomeralys aboHEHTOB CETH; CIIOCOObI
MIOCTPOEHHS IPOTOKOJIOB- MH(POBAHHOH CBA3U U METOJbI UX PEIICHUSL.
IMoBToOpHOE HCIIONB30BaHHUE KITI0UeH B ceTsix mudpoBanHoi cBs3u. [Toxxoms! k
CHIDKCHUIO BEPOSTHOCTH IIOBTOPHOT'O UCHONIB30BaHUA. COBpEeMEHHbIE
TEHACHLIH Pa3BUTHSA- CPEACTB M METOMOB KPUNTOTPAHIECKOM 3alIUTH
nHdopmanuu. [IporpaMmMmHo-annapar Has peaau3alnus COBPEMEHHBIX
kpunrorpaduyeckux cpencTs. Kpunrorpadudaeckue mpo TOKOIBI: MPOTOKOIEI C
NIOCPETHUKOM, apOUTpaKHbIE IPOTOKOJBI ¥ LEHTPHI A0BEPHs, CAMOJOCTATOYHBII
MIPOTOKOJ, IPOTOKOJIEI HA OCHOBE CHMMETPHYHON U aCCHMETPUYHOI
kpurnrorpaduu, X3m-(yHKIMI U IPOTOKOIIBL, IIPOTOKOIIBI CMEIAHHbIX
kpunrocucreM. PGP xoxupoBanue u mmuppoBaHUE C OTKPBITHIM KIIFOUOM.
Oo1mue ceeerns. COB MECTUMOCTD. 3alMIIEHHOCTh. Mexanu3m pa 60tel PGP.
Kitoun PGP. Ludposas noanuce Ha PGP. Cxxatue nannsix. Cetb 10Bepusi.
Ceprudukarsr. Open PGP. [Tornommenue NetworkAssociates. CoBpeMeHHOE
cocrosiHue. IIpaBoBble acnekTsl ncnonb3oBanus B Poccuu. Kpunrorpapuueckas
CHCTEMa C OTKPBITHIM KITIOYOM (WM aCHMMETPHYHOE MH(POBaHUE,
acUMMeTpu4HbId mHp). Dnekrponnas noanuck (II1). DnexrponHas 1udpoBas
noanucs (OLII). AuHymupoBanus oTKpbITOro Kimoga PGP. Jlesaktu Barmus —
BPEMEHHOE OTKJIIOYEHHEHE UCII0Ib3yEMOro KIIHoYa UM KIIIOUEBOM Maphl.
OtnevaTok kiaro4a. IMINTMIUTHOE HOBEpHE — [0 HOE I0BEpHE
3ape3epBUPOBAHO I KITIOUEBBIX I1ap, PacHOJIOKEHHBIX HA JOKAJIbHOM KITIOYE.
Be3onacHocTh ceTu nepenayn AaHHbIX Ha TpaHcnopTHoM ypoae SSL u TLS.
Iporokon SSL. ITpuanumn pa6otsr SSL. MHorocnoltHas cpena npotokona SSL.
IIpoTokon noaTBepKAeHUS NoAKI0YeHHs. [IpoToKoN H3MEHEeHHs TapaMeTPoB
mmdpa. [IpexynpenurensHsiil npoTokoi.- Lludpossie cepTrdukaTsl IPOTOKOIA
SSL. Mexanu3mbl 00pa3oBaHus Kiroua Jist Tekymieil ceccuu B SSL/TLS.
IpensaputensHble 00bekThI cekperHocT: NULL, RSA, anorumHsIi Juddu-
Xennman (Diffie- Hellman), kpaTkoBpemenHbIi Juddu-Xemr MaH,
¢uxcupoBannsiii uppu-Xemman u Fortezza. Anropurmsl
mmdpoBaHus/Aem(poBaHus. AJITOPUTMEI X3IUPOBaHUS. ['e HepupoBaHue
Kpunrorpaduueckux mapamer pos. I 1aBHbIl cekpeTHblil ko, CeaHChl U
coequnenue. [Iporokxon TLS. 'enepanust kpun Torpaguueckoi CeKpeTHOCTH.
Oyukuus pactpenus AaHubx. [IceBnocnyvaiinas Gpynkuus TLS. TnaBHbIi
cexpeTHsli ko TLS. Marepuan mns kimroueii TLS. ABapuiiHblii IpoTOKOI B
TLS. IIpoTtokon ycranoienus coenunenus TLS. bezomacHocts cetu [1/] Ha
cereBoM ypoBHe [Psec. IPsec siBiser cssHeoThemiemMoit yactbio IPv6 MuTepuer-
MIPOTOKOJIA CIIEAYIOIIETO TOKOJIEHHs. APXUTEKTYpa CPEACTB OC30IIaCHOCTH VIS
IP-ypoB us cnenuduuupoana B jokymenrte Security Architecture for thelnternet
Protocol. Pazme menue u Gpynkiuonuposanue [Psec. TpancriopTHEIH pexum
padotsl. TyHHenbHbIH pexuM padoTsl. KOHTEKCThI 6€3011aCHOCTH U yIIpaBIeHHE
xirogamu. [IpoToKONbHBIE KOHTEKCTHI U MOJIUTHKA O€30II1aCHOCTH.
AyTeHTH()UKAIMOHHBIH 3aroIoBoK. be3omacHoe COKpHITHE CYIEeCTBEHHBIX
nanHbiX. [Ipo Tokon oomena kimoyamu — IKE. Pacupennstit 06030p 6e30macHbIx
aCCOIMANNIA. pacTpe JeNIeHHs KIIFouel, 00eCIIeUNBAIOIIHX 3aIIUTY OT
xoMnpomeTanuu. Kpunrorpaguueckue NpoTOKOIIbL, IPOTOKOIBI paclpe/ieieHus-
KIIF04eH, TTapoIbHBIe CHCTEMBI pa3rpaHUueHUs focTyna. CrocoOb
BOCCTAHOBJICHUS IM(POBAHHOMH CBsI3U Mocie komnpomeraruu. [Togxomst k
JIOKaJIU3aluy HETaTUBHBIX OCIEACTBUI KommnpoMeranuu. CeTu CB3H ¢
OTKPBITBIM pacrpe/ieiieHueM KIIIoUuei.

ITpo6nemMbl CHHXPOHU3AIUU B CETSIX.

TIKP-11,
TIKP-12

Hroro

9 udposanue B
COBPEMEHHBIX CHCTEMax
CBSI3U

Bezonacnocts GSM cereit. Anroputm mudposanus AS/1. CucreMHble
coobmmennss GSM. Kpunrorpadudeckas 3amura 6eCIpOBOIHBIX ceTel
cranaaproB LTE. CymecTByomiye METO/Ibl M CTaHAAPTHI 3AIUTHI OeCIIpo
BonHbIX cerelt LTE. AnroputM ayTeHTH(HKA UK ¥ TeHepanuy kioda. Ciion
oe3onacnoctu. Uepapxus kimtoueid B E-UTRAN. I'enepu poBaHue kitodeit
mudpanun 1 nenocTHoctd 1t NAS curranusanuu. AnroputM mudparnuu B E-
UTRAN. Anropurm npoBepku 1enoctHocTi E-UTRAN. MonenupoBanue
texHonoruu mwudposanus B cetax LTE.

TIKP-11,
TIKP-12

Hroro

Wroro 3a cemectp

14

Hroro

14

HanmeHoBaHMe MpaKTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TabuIe 5.3.

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

Tabmuma 5.3 — HauMeHoBaHME MPAKTHUECKUX 3aHATHN (CEMHUHAPOR)
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Hazpanus paznenos (tem) | HanmeHnoBanue npaktuueckux 3aHsaThil | TpyaoemkocTs, | Dopmupyemblie
JUCLUTIIINHBI (cemHnHapoB) q KOMIIETEHIIUU
8 cemecTp
1 Hudpossie BUIBI Mogaemsl cotoBoii cBsa3u FSK, 2 IIKP-11,
MOAYJISALUU U MSKGMSK n uncneHHbli aHAIN3 ITKP-12
CUTHAJIBHOTO BEPOSATHOCTH CUMBOJILHON OLIMOKH.
KOAMPOBaHUS, UX MozeMbl CITyTHUKOBBIX CUCTEM CBsI3H M-
CIIEKTpajbHas U QAM, M-PSK u uncneHHbll aHa- 113
HEPreTHYECcKast BEPOSATHOCTH CUMBOJILHON OLIMOKU
3¢ (HEeKTUBHOCTH Wrtoro 2
2 ITponyckHas HccnenoBanue KoaMpoOBaHUs HCTOYHHUKA 1 ITKP-11,
CIIOCOOHOCTH KaHayia JTUC KPETHBIX COOOIIEHN METO1aMH [IKP-12
cBs3u. KogupoBanue HIengnona- ®auno. Ucciaenosanue
HMCTOYHUKA anroputMmoB Jlemnens- 3uBa.
®pakTanbHble METOJBI KOJUPOBAHUS U
300pakeHuil. BeliBner nmpeoOpa3zoBaHus
CUTHAJIOB U M300pakeHUH.
Hroro 1
3 IlomexoycToiunBoe HccnenoBanne kogoB Xemmunra, bUX 2 IIKP-11,
KOJMPOBAaHUE B (boy3a-Hoynxypu-Xoksenrema), Puna- [TKP-12
TeleKOMMYHUKaUUOHHBIX |Conomo. [luknuueckue u30bITOY Hble
cucTeMax koabl CRC (Cyclic redundancycheck).
CaepTouHble KOJbl. J[eko- 1upoBaHue
CBEPTOYHBIX KOJI0B. [lekoanpoBaHue
CBEPTOYHBIXKOJIOB II0 METOLY
Burepou.Typbokoau poBaHue.
O0600menHas cxema TypOokoaepa ¢
napajuiesIbHbIM KacKaJAupOBaHUEM.
CaepTou HblE€ TYpOOKOIBI.
JlexoaupoBaHue TypOOKOIOB.
XapaKTEepUCTUKH MIOMEXOYCTOMYMBOCTH
CBEpPTOUYHBIX TypOOKO0B. MccnenoBanue
TypOoK010B. HU3KOIIOTHOCTHBIE KOJIBI.
ANTOpUTMBI 1EKOAUPOBAHUS
HU3KOIIJIOTHBIX KOAOB. OnieHka
CJI0KHOCTH aJIFCOPUTMOB JIEKOJAUPOBAHMUSL.
HccenenoBanue kackagHbIX KOJOB.
Hroro 2
4 CursanpHO-KOJOBBIE CurnajibHO-KOJI0OBbIE KOHCTPYKLIMU Ha 1 [IKP-11,
KOHCTPYKIUH B ocHoBe Tpemmc K010BOM MOAYIALUU ITKP-12
TesekoMMyHuKamoHHbIX | (TCM). MccnenoBanue CUrHanbHO-
CUCTEMAX KO/I0BOM KOHCTPYKLIMU HA Oa3e CUCTEMBI C
OpPTOTOHAJILHBIM YaCTOTHBIM
MYJIBTUIIEKCUPOBAHUEM U
IIPOCTPAHCTBEHHO-BPEMEHHBIM
kogupoBanueM OFDM - MIMO.
Htoro 1
7
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5 Knaccuueckue mmdpsi

Teopus knaccnyeckux mudpos.
OCHOBHBIE XapaKTEPUCTUKU OTKPBITOTO
tekcra. Kimaccudukarms
mmdpos.Knaccudukanus mmppos
3amensl. [ndper nepecranoBku. [nudpst
npocToi 3amenbl. Crucrema mudpoBaHus
Le3aps. ApdunHas crucTeMa Mo ICTAaHOBOK
e3aps. Cucrema Llezapst ¢ kir04eBbIM
ciioBoM. burpammusrnii mmdp Ilneiideiipa.
HIudp Xwia. Hudper ca0xKHOM 3aMEHBI.
Iudp "nBoitHOM KBagpat" YHUTCTOHA.
OnHopazoBas cuctema mudpoBaHus.
HIudpoBaHre METOAOM TaMMHUPOBAHHUS.
Meroasl reHepanuy ceBa0CIydaliHbIX
IIOCJIEI0BATEILHOCTEN Yncell. JINHENHBIN
KOHI'PYJHTHBIN TeHeparop. Peructp
C/IBMIa C JINHEHHOW 00paTHOM CBA3BIO.

TKP-11,
TIKP-12

Htoro

6 Hludposanue ¢
CEKPETHBIM KJIIOUOM

Teopust mUdPOB € CEKPETHBIM KITIOUOM.
biouHbIe ¥ TOTOYHBIE CUCTEMBI
mmdposanus. [IpuHIKIBI HOCTPOCHUS
6mounbIX mMdpos. Ctanaapt
mmmdposanus ganHbix [OCT.
AMepuKaHCKu# cTaHAapT mK(po BaHUSL
nanHbIx DES. biouHsli Kpuntoanropurm
RIINDAEL u crannapt AES. Ilorounsie
cucremsl mudposanus. [lorounsie
PEXHUMBI OJIOYHBIX MHU(POB.
CrpoutenbHble OJ0KH TOTOYHBIX HIH(POB.
Peructpsl caBura ¢ 06paTHOil CBA3BIO.
Peructpsl caBura ¢ nuHei Hoi oOpaTHON
CBs3b10. Peructpel caura ¢ o0paTHoi
CBSI3BIO 10 IIEPEHOCY.

Poccuiickuit 6:110unsbiii mmgp N'OCT B
MOTOYHOM pekuMe. bounsrit mudp AES
B IIOTOYHOM PeKUME. MeTo/bl OLIEHKH
KaueCcTBa aJITOPUTMOB IIOTOYHOTO
mmmdposanus. Kpunroananus mudpos.
CraTtucTuueckuil aHaau3 raMmbl IUQPPOB.
Habop craructuueckux tecroB HUCT.
HccnenoBanue anropuTMOB OTOYHOTO
mmmdposanus. Kpunroananus mudpos.
CraTtucTuueckuil aHaau3 raMmbl IUQPPOB.
AHanus pe3yabTaToB TECTUPOBAHUS.
HccnenoBanue npon3BOAUTEILHOCTH

i dos.

[IKP-11,
ITKP-12

HUroro
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7 Wudposanue ¢
OTKPBITBIM KJIHOUOM

Teopust mMGPOB C OTKPHITHIM KITIOUOM.
AcummeTpuuHble KpunTocuctemsl. [Ipen-
MIOCBUIKY TMOSBJICHUS aCUMMETPUYHBIX
kpunrocucreM. O000IIeHHast cXxema
ACUMMETPUYHON KPUIIO CUCTEMBI.
Anrebpanueckas 00001IEHHAS MOJIENb
mmdpa .OgHOCTOPOHHHE (HYHKITHH.
®dakropuzanud. [luckperHslii torapudm.
Kpunrtocucrema RSA. OcHoBHBIE
omnpezeneHus U reopembl. Anroputm RSA.
[ponenypsr mmdpoBanus u
pacuudpoBanus B kpunrocucteme RSA.
Kpunrocucrema Onb- ['amans. Meroa
9KCIOHEHIMAJIBHOIO KJII0UEBOro 0OMEHa
Huddu-Xemmmana. AIropuTMbl
MIPAKTUYECKON peaanu3aluu KpUITOCUCTEM
C OTKPBITHIM Kit04oM.Anroputm Pabuna-
Munepa (Rabin-Miller).

TKP-11,
TIKP-12

Htoro

8 Kpunrorpadpuueckue
IIPOTOKOJIBI B CETAX
nepenayy JaHHbIX

Mexanusm pabotsl PGP. Kitoun PGP.
Hudposas noanucsk Ha PGP. CxxaTtue
nanubix. Cetb goBepus. CepTuukarsl.
Open PGP. Dnekrponnas ungposas
noanuck (DLIT). bezomacHoCTh ceTn
nepeayy JaHHBIX Ha TPAaHCIIOPTHOM
ypoBae SSL u TLS. Ilpotokon SSL.
[Tpuniun padotsr SSL.MHorocnoinas
cpena npotokosa SSL. [Ipotokon
MOATBEPKIeHUS NoakIroueHus. [Iporokon
M3MEHEHMS NapaMeTpoB MHudpa.
IIpenynpenurenbHblil IPOTOKOIL.
Hudpossie cepTudukars! nporokoaa SSL.
MexaHu3Mbl 00pa30BaHUs KJItoYa JUIs
Tekymeit ceccun B SSL/TLS.
bezonacHocts cetu I1]] Ha ceTeBOM
ypoBHe [Psec. [Psec sBisercs
HeoTbeMyeMol yacTbio [Pv6 NHTepHeT
IIPOTOKOJIA CJIEAYIOIIErO MOKOJEHUS.
ApxXuUTeKTypa cpeAcTB 6€30MaCHOCTH ISt
[P-ypoBHS crienudunmupoBasa B
nokymenre Security Architecture for
thelnternet Protocol. Pazmemenne u
¢yukunonuposanue [Psec. TpancnopTHbii
pexxuM paboThl. TyHHETBHBIN pexXUM
paboThI.

[IKP-11,
ITKP-12

HUroro
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9 udposanue B
COBPEMEHHBIX CHCTEMax
CBSI3U

besonacnocts GSM ceteil. Anropurm
mmdposanus AS/1. Kpunrorpaduueckas
3anuTa 6eCIpOBOIHBIX CETEH CTaHIAPTOB
LTE. Anroput™m ayTeHTU(UKALUU U
reHepanuu kiaoya. Cioun 0€30MacHOCTH.
Wepapxus knroueid B E-UTRAN.
I'enepupoBanue Kitouei mudpanym u
uenoctHocTu A NAS curnanuzanuu.
Anropurm mmdpanuu B E-UTRAN.
AJITOPUTM IIPOBEPKH LIETOCTHOCTH E-
UTRAN. MopaenupoBanue
anropurMmoB3amuTel LTE.

TKP-11,
TIKP-12

Htoro

Hroro 3a cemectp

14

Uroro

14

5.4. JlaGopaTopHble 3aHATHS

HaumenoBanue nabopatopHbix paboT npuBeeHo B Tadbaune 5.4.
Tabmuma 5.4 — HaumeHnoBaHnue 1a60paTOpHBIX padboT

HasBanus paznenos (Tem)
JUCHUITIINHBI

HanmenoBanue 1abopatopHbIX paboT

TpynoemMKoCTb,
q

dopMupyemsle
KOMIIETCHIIUU

8 cemecTp

1 Hudpossie BUabI
MOJIYJISLUHA U CUTHAIBHOTO
KOJIMPOBAHUS, UX
CTEKTpaJbHAS U
SHepreTuyecKas

3¢ (HEeKTUBHOCTH

AHanu3 HUQPPOBLIX METOIOB MOTYJISIIUH.
Mogaemsl cotoBoit cBs3u FSK, MSK,
GMSK u ynclIeHHBINA aHaIu3
BEPOSITHOCTH CUMBOJILHOW OIINOKY .
Mopembl CIyTHUKOBBIX CUCTEM CBSA3U M-
QAM, M-PSK, 16-APSK, 16-APSK u
YUCJICHHBI aHAJIU3 BEPOSTHOCTH
CHMBOJIbHOH OIIIMOKH.

IIKP-11,
ITKP-12

Hroro

3 ITomexoycToitunBoe
KOJMPOBaHUE B
TEJIeKOMMYHUKAIIMOHHBIX
cUCTeMax

Uccaenosanmne xoqoB XemMmuHTa, bUX
(boy3a-Yoynxypu-XokseHrema), Puna-
Conomo. Iuknnueckue
m36p1Tounbieko 16l CRC (Cyclic
redundancycheck). CBepTouHbIE KOJIBI.
JlexonupoBaHHue CBEPTOYHBIX KOJIOB.
JlexonupoBaHue CBEPTOYHBIX KOJIOB MO
Metoay Butepbu. TypOokoaupoBanue.
Ceprounbie TYPOOKOIBI.
JlexoaupoBaHue TypOOKOI0B
.XapakTepUCTUKH IOMEXOYCTOMYHNBOCTH
CBEPTOYHBIX TYPOOKOIOB.
Hu3konnoTHOCTHBIE KO/IBI. AJITOPUTMBI
JI€KOIUPOBAHMSI HU3KOIUIOTHBIX KOJIOB.
HccnenoBanue kacKaaHbIX KOJIOB.

IIKP-11,
ITKP-12

Hroro
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4 CurHaiabHO-KOJIOBbIE CurHajibHO-KOJI0OBbI€ KOHCTPYKLIUU Ha 4 [IKP-11,

KOHCTPYKILHH B OCHOBE Tpennuc KoJI0BOKW MOYJISIIAN [TKP-12
TenekoMMyHuKaunoHHbX | (TCM) u ux ananus. Mccnenoanue
cUCTEMax CUTHAJIbHO-KOJOBOM KOHCTPYKIMH Ha

0a3e CUCTEMBI C OPTOTOHAIEHBIM
YaCTOTHBIM MYJIbTUILUICKCUPOBAHH €M U
MPOCTPAHCTBEHHO-BPEMEHHBIM KOJAUPO
Banrem OFDM - MIMO.

Hroro 4

6 Hludposanue ¢ Teopust mUGPOB € CEKPETHBIM KITIOUOM. 4 [IKP-11,
CEKPETHBIM KJIH0YOM biouHbIe ¥ TOTOYHBIE CUCTEMBI [IKP-12
mmmdposanus. [IpuHIKIBI HOCTPOSHUS
6mounbIX mud pos. Ctannapt
mmmdposanus ganHbix ['OCT.
AMepuKaHCKU# cTaHAapT WHPPOBaHUS
nmanabelX DES. brnouHsii
KpUnToanroput™m cranaapt AES.
Poccuiickuit 6:10unsbiii nmmmdp N'OCT B
MOTOYHOM pekuMe. bounstit mudp AES
B [IOTOYHOM PEKUME.

Hroro 4
Hroro 3a cemectp 16
Hroro 16

5.5. KypcoBoii npoekT / kypcoBasi padora
He npenycMOTpeHO y4eOHBIM IIaHOM
5.6. CamocTosTeqIbHaAs1 padoTa

Bunbl camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHBI B
Tadyuue 5.6.
Tabmuia 5.6 — Busbl caMocTosATeIbHON pabOThl, TPYJ0EMKOCTh U (hOPMHUPYEMbIE KOMIIETEHIIUN

Bunanr
Hazpanus paznenos (Tem) . | Tpynoemxocts, | ®opmupyemslie
CaMOCTOSITENIbHOM DopMBbI KOHTPOJIA
JUCLMITUHBI q KOMIETEHIINH
paboTsl
8 cemecTp
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1 Hudporsie BUIBI [ToaroroBka k IIKP-11, JlabopaTopHas
MOJYJISILIMY U nabopaTopHOI [TIKP-12 pabora
CUTHAIILHOTO paboTe, HarMcaHue
KOJIMPOBAHUS, UX oT4yera
CHCKTpaJIbHasA U Hamnucanue oTuera IIKP-11, OTuer 1o
OHCPreTHYICCKan o J1abopaTtopHoit [IKP-12 nabopaTopHOH
s PexTuBHOCTH pabote pabore
Hanucanue otuera IIKP-11, OTyer 1o
10 IPAKTUYECKOMY ITIKP-12 IIPAKTUYECKOMY
3aHATHIO (CEMUHApPY) 3aHATUIO
(cemuHapy)
Brinosinenue IKP-11, [IpakTrueckoe
IIPAaKTHYECKOTO [TIKP-12 3a/1aHHe
3a/IaHust
[ToaroroBka k ITKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Hroro
2 IlpomyckHas Hanucanue otyera ITKP-11, Ortuer o
CIIOCOOHOCTH KaHaja 10 IPAKTUYECKOMY [TKP-12 MPAaKTUYECKOMY
ces3u. Koguposanue 3aHATHUIO (CEMUHApY) 3aHATHUIO
MCTOYHUKA (cemuHapy)
Brinonnenue ITKP-11, [IpakTHueckoe
MPAKTUYECKOTO IIKP-12 3aJaHue
3a/laHus
[ToaroroBka k ITKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Uroro
3 ITomexoycToitunBoe [ToaroroBka k ITKP-11, JlaGopaTopHas
KOJIMPOBAHUE B nabopaTopHOH ITKP-12 pabora
TEJIeKOMMYHUKAIIMOHHBIX |paboTe, HaMnMcaHue
cUCTeMax oTyeTa
Hanucanue otuera IIKP-11, OTyer 1o
10 J1a00paToOpHOi ITIKP-12 nabopaTopHOI
pabote pabote
Hanmcanwne otdera IIKP-11, OTuer 1o
10 IPAKTUYECKOMY [TIKP-12 IIPAKTHYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Brinonnenue ITKP-11, [IpakTrueckoe
MPAKTUYECKOTO [TKP-12 3aJlaHue
3a/laHus
[ToaroroBka k ITKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Uroro
12
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4 CurnajabHO-KOJ/IOBBIE [ToaroroBka k IIKP-11, JlabopaTopHas
KOHCTPYKLIUU B nabopaTopHOI [TIKP-12 pabora
TEJICKOMMYHHUKAIIMOHHBIX |paboTe, HalMCaHue
cucreMax oT4yera
Harmcanue oTuera IIKP-11, OTuer 1o
10 J1abOpaTOPHOM ITKP-12 nabopaTopHOH
pabore pabore
Hanucanue otuera ITKP-11, Ortuer o
10 TPAKTUYECKOMY [TKP-12 MIPaKTUYECKOMY
3aHATHIO (CEMUHApPY) 3aHATUIO
(cemuHapy)
Brinosinenue IKP-11, [IpakTrueckoe
IIPAaKTHYECKOTO [TIKP-12 3a/1aHHe
3a/IaHust
IToaroroBka k IIKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Hroro
5 Knaccuueckue mudpsl  |Hanmucanwe oTdera ITKP-11, Ortuer o
10 IPAKTUYECKOMY [TKP-12 MPAaKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Brinonnenue ITKP-11, [IpakTHueckoe
MPAKTUYECKOTO IIKP-12 3aJaHue
3a/laHus
[ToaroroBka k ITKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Uroro
6 llIudposanue c [ToaroToBka k ITKP-11, JlaGopaTopHas
CEKPETHBIM KITFOUOM nabopaTopHOH ITKP-12 pabora
paboTe, HaIlMCaHNE
oTyeTa
Hanucanue otuera IIKP-11, OTyer 1o
10 J1a00paToOpHOi ITIKP-12 nabopaTopHOI
pabote pabote
Hanmcanwne otdera IIKP-11, OTuer 1o
10 IPAKTUYECKOMY [TIKP-12 IIPAKTHYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Brinonnenue ITKP-11, [IpakTrueckoe
MPAKTUYECKOTO [TKP-12 3aJlaHue
3a/laHus
[ToaroroBka k ITKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Uroro
13




7 llludposanue ¢ Hanucanue oruera 2 IIKP-11, Otuer no
OTKPBITBIM KIIFOYOM 10 IIPAKTUYECKOMY [TIKP-12 IIPaKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Brinmonnenue 2 ITKP-11, [IpakTrueckoe
MPaAKTUYECKOTO IIKP-12 3a7JaHue
3a/laHus
IToaroroBka k 2 ITIKP-11, TectupoBanue
TECTUPOBAHUIO [IKP-12
Uroro 6
8 Kpunirorpaduueckue Hanucanue otuera 2 ITKP-11, Ortuer no
MPOTOKOJIBI B CETAX M0 MTPAKTUYECKOMY [TKP-12 MPaKTUYECKOMY
nepeaadn JaHHbIX 3aHATHIO (CEMUHAPY) 3aHITHIO
(cemunHapy)
Brinosinenue 2 IIKP-11, [IpakTrueckoe
[IPAKTUYECKOTO ITIKP-12 3a/laHHe
3a/1aHUs
IToaroroBka k 2 IIKP-11, TectupoBanue
TECTUPOBAHUIO [TIKP-12
Hroro 6
9 lludposanwue B Hanucanue oruera 4 IIKP-11, Ortuer no
COBPEMEHHBIX CUCTEMAX |0 MPAKTHYECKOMY [IKP-12 MPaKTUYECKOMY
CBSI3U 3aHATHUIO (CEMUHApY) 3aHSATHUIO
(cemuHapy)
Beinonnenue 2 ITKP-11, [IpakTrueckoe
IIPAaKTHYECKOTO [TIKP-12 3a/1aHHe
3aJlaHus
IToaroroBka k 2 IIKP-11, TectupoBanue
TECTUPOBAHUIO [TKP-12
Htoro 8
Uroro 3a cemectp 64
IToaroroBka u cmaua 36 DK3aMeH
HK3aMeHa
Hroro 100

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJI0B Y4eOHOM 1esiTeIbHOCTH

CooTBeTcTBUE KOMIETEHIUH, ((OPMUPYEMBIX NMPU U3YyUYCHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYECHUH TUCIMILUINHBI, U BUIOB

3aHSITUH
Bune! yueOHO nesTeNbHOCTH
dopmupyemsbie
Jlex. | Ilpak. | JIa6. | Cam. @DOopMbI KOHTPOJIS
KOMIIETCHIINH
3aH. 3aH. pab6. | pad.
ITKP-11 + + + + |JIaGoparopHas pabdota, [IpakTudeckoe 3amanue,

TectupoBanue, Jx3ameH, OTUET MO
naboparopHoi padote, OT4eT mo
MPAKTUYECKOMY 3aHATHIO (CEMUHAPY)
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ITKP-12 + + + + |JIaGoparopnas padota, [IpakTuyeckoe 3ananue,
TectupoBanue, Jk3ameH, OT4eT 1Mo
nmaboparopHoit padore, OTueT 1o
MIPaKTUUYECKOMY 3aHATHIO (CEMUHAPY)

6. PeiliTuHroBasi cucreMa /Uil OLlEHKH YCIIeBAeMOCTH 00y4YaloIINXCs
6.1. bajuibHbIE OLEHKH I (DOPM KOHTPOJIA

bannbeHbIe o1IeHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6.1.
Tabmuia 6.1 — banpHbIE OLIEHKH

. . MakcuMalbHBIN
MaxkcumanbHbIN MakcuManbHBIN
OaJt 3a epuo. Bcero 3a
DopMbI KOHTPOJIS 6amt Ha 1-yto KT ¢ | 6ann 3a mepuon
mexny 2KT u Ha CEMECTP
Hayana cemectpa | mexnay 1KT mn 2KT
KOHEI] ceMecTpa
8 cemecTp
Jlaboparopnas pabota 8 10 10 28
[IpakTHueckoe 3a1anue 4 4 4 12
TectupoBanue 2 2 2 6
Otuer o nabopatopHoit 4 4 4 12
pabote
OT4eT 1o NpaKTU4ECKOMY 4 4 4 12
3aHATHUIO (CEMUHApY)
DK3aMeH 30
Hroro makcumym 3a 22 24 24 100
epuos
Hapacraromum nrorom 22 46 70 100

6.2. IlepecueT 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6anIoOB B OLIEHKH 3a TEKYIIUH KOHTPOJIb IIPEACTABICH B TabmuIe 6.2.
Tab6mmma 6.2 — Ilepecder 6aIOB B OIEHKH 32 TEKYIIMI KOHTPOJIb

bamibl Ha aTy TEKyIIero KOHTPOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaitoB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHO# cymmbl OamioB Ha naty TK

Ot 60% 10 69% OT MakcUMaNbHOI cyMMBI OaiioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMalIbHOI cyMMBbI OaitoB Ha naty TK

6.3. [lepecuer cyMMbI 02/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

Hepecqu CYMMbI 0ajjaoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuma 6.3 — Ilepecuer cymMMbl 6AJIOB B TPAIUIIMOHHYIO U MEXKIYHAPOIHYIO OLICHKY
Hrorosas cymma 6asios,
Ornenka YYUTBIBACT YCIICITHO CTAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0oTAM4HO)
4 (xopot110) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopuTesbHO)
3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammoB F (meynoBrnerBoputeabHO)
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7. YueOHO-MeTOANYecKOe 1 MH(OPMAINIHOHHOE o0ecneyeHue TUCIUTIIUHbI
7.1. OcHOoBHas1 IMTEpaTypa

1. T'omukos, A. M. KogupoBanue u mudpoBanue nHpOpMaluu B painodJIeKTPOHHBIX CHCTEMAax
nepenaun nHpopmanun. Yactes 1. Koguposanue: Kypc nekuuii, KOMIbIOTEpHBIE J1a0OpaTOpHbIe pabOTHI,
KOMITBIOTEPHBIA MPaKTUKYM, 3aJaHUE Ha CAMOCTOSATENbHYIO paboTy [DnekTpoHHbIi pecypc] / A. M.
lNonukoB. — 2-e u3a. nepepad. u gorn. — Tomck: TYCVYP, 2018. — 333 c. [DnekTpoHHbIH pecype]: —
Pexum noctyna: https://edu.tusur.ru/publications/8844.

7.2. JlonoiHUTEIbHAS JJUTEpaTypa

1. Tonukos, A. M. KogupoBanue u mudppoBanre nHGOPMALMK B PATUOIICKTPOHHBIX CHCTEMAaX
nepenaun napopmanuu. Yacts 2. [ludposanue: Kypc nexiuii, KOMIbIOTEpHBIE Ja00paTOpHBIE padOTHI,
KOMIBIOTEPHBIA MPAKTUKYM, 33/JaHUE Ha CAMOCTOSTEIbHYIO paboTy. — [DnekTpoHHBIH pecypc] / A. M.
lNonmukoB. — U3a. mepepad. u qon. — Tomck: TYCVYP, 2018. — 377 c. — [DaekTpoHHBIH pecypc]: —
Pexxum nmoctyma: https://edu.tusur.ru/publications/8846.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. T'omukoB, A. M. KogupoBanue u mudpoBanre nHGOpMauu B pailodIeKTPOHHBIX CHCTEMAax
nepenaun nHpopmarmu. Yactes 1. Koguposanue: Kypc nekiuuii, KOMIbIOTEpHBIE JIa0OpaTOpHbBIE pabOTHI,
KOMITBIOTEPHBIA MPAKTUKYM, 33JIaHUE HA CAMOCTOSATEIBbHYIO padoTy [DIeKTpOHHBIN pecype] / A. M.
lomukoB. — 2-¢ u3a. nepepad. u gon. — Tomck: TYCVYP, 2018. — 333 c. [DnekTpoHHBIH pecype]: —
Pexxum noctyma: https://edu.tusur.ru/publications/8844.

7.3.2. Y4yeOHO-MeTOAUIECKHE ITOCOOUS NJIsl JIUIL
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Y4ebHO-MeTOAMUECKIEe MaTepUaibl Il CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yYarOIuXCst
U3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAaHUYCHUSM UX 3I0POBbS U BOCTIPUITHS HHPOPMALIUH.

Jst i ¢ HapyleHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIMICHHBIM IPUPTOM.

Jst i ¢ HAapyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1st T ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEIbLHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBbIE 0a3bI JAHHBIX
1 UH(OpPMAIIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Tlpu u3yyeHUH NUCUUIIMHBI PEKOMEHAYETCS 00paiaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkphIT gocTyi:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepuajibHO-TEXHHYECKOE U POrpaMMHoOe of0ecrnedyeHre JUCHUIITIHHbI
8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPaMMHOe oOecriedeHue JJIsl JeKIUOHHBIX 3aHATH I

Jlnst mpoBeneHUs 3aHATUN JEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTALU,
TEKYILEro KOHTPOJISI U IIPOMEKYTOYHOM aTTeCTAllMN UCTIONb3yeTCs yueOHasi ay TMTOPHS C JOCTATOYHBIM
KOJIMYECTBOM TOCAI0UHBIX MECT Ui yU4eOHOH rpymmbl, 000pyJOBaHHAs JOCKOW U CTaHJAPTHOW yueOHOM
Mebenblo. MiMeroTes MynbTUMeInitHOe 000pyT0OBaHUE U yueOHO-HATIISAAHBIE TTOCOO0US, 00eCIIeUnBaIOIINe
TEMATUYECKHUE NIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBI.

8.2. MaTepuajibHO-TeXHHYECKOE U IPOrpaMMHOe olecriedeHne Uil MPAKTHYEeCKUX 3aHATHI

JlaGopaTopusi paguod’IEKTPOHHBIX CHUCTEM Iepeaaud uHbopMauu: ydyeOHas ayauToOpHs AJs
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NpOBEEHUs 3aHATUN MNPaKTUYECKOrOo TUMA, ydyeOHas ayaUTOpHUs Ui MPOBEACHUS 3aHATUU
1a00paTOPHOTO THUIA, MOMEIICHUE 1T KypCOBOTO MPOCKTUPOBAHUS (BBITIOJHEHHUSI KYPCOBBIX paboT);
634034, Tomckas obnacts, T. Tomck, Bepmununa ynuma, 1. 47, 401 ayn.

Onucanue UMeroIerocs 000pya0BaHuUs:

- Komnerorep (8 miT.);

- Monwutop (197 SAMSUNG 1730S) (8 mirt.);

- KnaBuarypa (8 mir.);

- Mpims (onrrrueckast) (8 mit.);

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmmHoe obecrieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal;

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;

- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue 1Jisl JJa0opaToOpPHBIX padoT

JlaGopaTopusi paguodIEKTPOHHBIX CHCTEM Iepenadyn wHhopMaruu: ydyeOHas ayauTopus s
NMpPOBEJICHUS 3aHATUN NPAKTHUYECKOTO TUNA, ydeOHas ayaUTOpUs I MPOBEACHUS 3aHATUU
71a00paTOPHOTO THUTIA, TOMENIEHUE ISl KYPCOBOTO MPOCKTUPOBAHMS (BBIMOIHEHHS KYPCOBBIX padoT);
634034, Tomckast obnacts, r. Tomck, Bepmununa ynuna, 1. 47, 401 aya.

Onucanrie UMEIOIIErocss 000pyT0BaHUS:

- Komnerorep (8 mr.);

- Monwutop (197 SAMSUNG 1730S) (8 mr.);

- KnnaBuarypa (8 mr.);

- Mpims (ontrueckas) (8 mir.);

- Kommuiekt cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal,

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;

- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;
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8.4. MaTepua/IbHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1Jisl CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 aya.;

- 634045, Tomckas ob6nacth, T. ToMck, yi. KpacHoapmeiickas, a. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBl K ceTu «MHTepHEeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 m1st Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepHaﬂbHO-TeXHI/I‘leCKOG obecneyeHue AUCHUIIVIMHBI JI JUI ¢ OTPAHUYCHHBIMUA
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBoeHNe AMCHUILIMHBI JINIIAMHA ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 3I0POBBSI M HMHBAJIHIAMH
OCYIIECTBIISIETCS C UCTIOIB30BaHUEM CPEJICTB OOYUEHHS OOILEro U CIEeHaIbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHSIX ¢ 00YYAIOIIMMHUCS C HAPYWIEHHAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUWHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npueMa/mepenaun yaeOHoi HHGOpMauu B TOCTYIHBIX (opMax, MOOUIBHOW CUCTEMBI TIPETIOAaBaHUs
IUTs 00y4aloONUXCs C HHBAJIUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBI. YueOHast ayauTOpHsi, B
KOTOpPOH 3aHUMAIOTCA 00ydJarommecs ¢ HapyluIeHHeM ciiyxa, 000pyJA0BaHa KOMITBIOTEPHON TEXHUKOH,
ayITMOTEXHUKOH, BUJEOTEXHUKOU, dJIEKTPOHHOU TOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Ipu 3aHATHAX ¢ OOYYAOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOXKXHOCTH MPOCMOTPA YJaJeHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM clIaiij]a Ha dKpaHE) MPH MOMOIIN BUICOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHUSIMH ONMOPHO-IBUIaTeJbHOT0 ammapara
WCIIOIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMAIUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenadn yueOHoil nHGopMaIu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMBI 00yYeHUS IS
JIOACH ¢ MHBATUIHOCTBIO.

9. OnieHOYHbIE MaTepHuaJibl U METOAUIECCKUEC PECKOMCHAALIMMA 110 OPraHU3aAlIMU U3YICHUSA
AUCHHUIIIMHBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOYHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 3a AUCIUTIIUHOMN
KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI
Hazpanus pa3nenos (tem) dopmupyembie
JUCIUTLIAHBI KOMIIETEHIINH

®opmbl koHTpoItst | OneHouHble MaTepuaisl (OM)
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1 Hudpossie Buabl moayisinuu | [TIKP-11, IIKP-12 |JIabopaTopHast Temb! m1abopaTopHBIX padoT
Y CUTHAJIbHOI'O KOAUPOBAHUS, pabora
HX CHCKTpajlbHAA 1 [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
OHEPIreTUICCKad 3aJ1aHue
dddexrnBHOCTE TectupoBanue [TpuMepHBIH MepeUeHb
TECTOBBIX 3a/laHUN
OK3aMeH [IepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
OtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabore
Otuer 1o Tembl IPaKTUUECKUX 3aHATUI
IIPAKTUYECKOMY
3aHIATHIO
(cemunapy)
2 [IpomyckHast CIOCOOHOCTh [IKP-11, [IKP-12 |[IpakTuueckoe TeMbl NpakTU4ECKUX 3aJaHUI
kaHana cBs3u. KonupoBanue 3a/laHue
HCTOYHHKA TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [lepeueHb 7K3aMEHALIOHHBIX
BOIIPOCOB
Oruer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHITHIO
(cemuHapy)
3 IlomexoycToitunBoe ITKP-11, IIKP-12 |JITaGopaTtopHas Tembl 1abopaTopHBIX paboT
KOJMPOBaHUE B pabota
TEIIEKOMMYHHUKAIIMOHHBIX [IpakTueckoe TeMbl MPaKTUYECKUX 3aJaHUI
CHUCTEMAx 3aJlaHue
TecTtupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
DKk3aMeH [Tepeuenp sK3aMEeHALIMOHHBIX
BOIIPOCOB
Ortuer no Tembl 1a00paTOPHBIX padOT
nabopatopHoOit
pabote
Otuer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
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4 CurnajabHO-KOJ/IOBBIE [IKP-11, I[IKP-12 |JITaGopatopHas Tewmbl 1abopaTopHBIX PabOT
KOHCTPYKIIUU B pabota
TCJICKOMMYHHMKAIIMOHHBIX [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
cUCTEMax 3aJjaHue
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuens sK3amMeHAIIMOHHBIX
BOIIPOCOB
OtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabore
Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHSATHUIO
(cemunapy)
5 Knaccuueckue mugpsl [TIKP-11, IIKP-12 |ITpakTryeckoe TeMbl MpaKTUYECKUX 3aJaHUI
3a/laHue
TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [Tepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
Oruer o TeMbl NpakKTUYECKUX 3aHATHN
MIPAKTUYECKOMY
3aHSTHUIO
(cemuHapy)
6 llIudposanue c cekpernbiv | ITIKP-11, ITKP-12 [JlaGopaTopHas Tembl 1abopaTopHBIX paboT
KIIFOUOM pabora
[IpakTueckoe TeMbl MPaKTUYECKUX 3aJaHUI
3a/1aHue
TecTtupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
DK3aMeH [Tepeuenp sK3aMEeHALIMOHHBIX
BOIIPOCOB
Otuer 1o Tembl m1abopaTOpHBIX PadoOT
nabopatopHoOit
pabote
Otuer o TeMbl NpakKTUYECKUX 3aHATHN
MPaKTUYECKOMY
3aHITHIO
(cemuHapy)
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7 llludpoBaHme ¢ OTKPHITHIM [IKP-11, I[IKP-12 |ITpakTryeckoe TeMbl MpaKTUYECKUX 3aJaHUI
KIIIOUOM 3a/laHue
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOIIPOCOB
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
MIPaKTUYECKOMY
3aHSTHUIO
(cemuHapy)
8 Kpunrorpaduueckue [TKP-11, IIKP-12 |IIpakTuueckoe TeMbl MpakKTUYECKUX 3aJaHUI
IIPOTOKOJIBI B CETSIX MEepeaadn 3a/laHue
JMaHHBIX TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Tepeuens sK3amMeHAIIMOHHBIX
BOIIPOCOB
Otuer no TeMbl NpakKTUYECKUX 3aHATUN
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
9 llIudposanue B coBpemennbix |[IKP-11, I[TKP-12 |IIpaktuueckoe TeMbl MPaKTUYECKUX 3aJaHUI
CUCTEMaX CBS3U 3a/laHue
TecTtupoBanue [IpuMmepHBIil nepeueHb
TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenp sK3aMeHaIMOHHBIX
BOITPOCOB
Otuer 1o TeMBbl IPaKTUYECKUX 3aHATHN
MPaKTUYECKOMY
3aHSTHUIO
(cemuHapy)

[lxana oneHku cHPOPMUPOBAHHOCTU OTACIBbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCHUIUIMHE TpUBeaeHa B Tabnuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU TUIAHUPYEMBIX PE3yJIbTATOB OOYyUYEHUS 1O

AUCLUILIIMHE
®dopmynupoBKa TpeOOBaHMA K CTETICHH C(HOPMHUPOBAHHOCTH
OrneHka banaer 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HAHUM OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTENBHO ) | MAKCUMATHHOMU | HITH ()parMeHTapHBIC YMEHUN UIn HaBBIKOB WJIN
CyMMBI 0aJuIoB 3HAHUS YaCTUYHO (dbparMeHTapHbBIE
OCBOCHHOE MpUMEHEHUE
yMEHHue HaBBIKOB
3 ot 60% 1o obmye, HO He B IIEJIOM YCHENTHO, B IIE€JIOM
(YZIOBJIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAHHbIE HO HE YCIIECIIHOE, HO HE
MaKCUMaJIbHOM 3HAHUA CUCTEMAaTHYECKU | CUCTEMAaTHUECKOe
CYMMBbI 0aJI0B OCYIIECTBIISIEMOE pUMEHEHHE
yMEHHE HaBbIKOB
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4 (xopotio)

ot 70% no
89% ot
MaKCHUMaJILHOM
CyMMBI 0aJuIOB

copMHpPOBaHHBIE,
HO COZIepIKallue
OTACJIbHBIC
POOJIEMBI 3HAHUS

B 1IEJIOM
YCIIEIIHOE, HO
cofieprKalnue
OTACJIBbHBIC
Ipo0OeIIbl yMEHue

B IIEJIOM
yCIICIIHOE, HO
coJiepKaIue
OTACJIBHBIC
poOebI
[IPUMEHECHUE
HaBBIKOB

5 (OTJIMYHO)

>90% ot
MaKCHMaJIbHOM
CyMMBI 0aJIIoB

chopMUpOBaHHBIC
CHCTEMaTHYECKHUE
3HAHUS

chopMHUpOBaHHOE
yYMEHHUE

YCIHEIIHOE U
CHUCTEMaTHYECKOe
MIpUMEHEHHE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.

Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Ornenka

dopmynupoBKa TpeOOBAHUH K CTETICHH KOMIIETEHITHH

2
(HEeyAOBIIETBOPUTEINIHHO)

He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase

nJIn

3HaTh HAa YPOBHE OPUEHTHPOBAHMA, ITpeicTaBieHuil. OO0yuarouuiics 3HaeT
OCHOBHbI€ NPU3HAKU WM TEPMHUHBI U3y4aeMOTI'0 3JIEMEHTa COACPKAHMS, X
OTHECEHHOCTb K ONPEAEICHHON HayKe, OTPAciIH Wi 00bEKTaM, y3HaeT B
TEKCTax, U300paKEHUAX UM CXeMaX U 3HAeT, K KAKMM HCTOUYHUKAM HY>KHO

oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U
NEePCHEKTUBBI Pa3BUTUS K OCOOCHHOCTH JJIs1 pa3HBIX 0OBEKTOB YCBOCHHUS.

3 3HaTh ¥ yMETh Ha PeNPOAYKTHBHOM ypoBHe. O0yyaromuxcs 3HaeT
(YAOBJIETBOPUTENIBHO) |U3yUEHHBIN 3JIEMEHT COAEP)KaHUs PENPOLyKTUBHO: IIPOU3BOIBHO
BOCIIPOU3BOANT CBOU 3HAHMSI YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
IECUCTBUAX.
4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha

5 (oTIM4HO)

3HaTh, yMETh, BJI/ICTh HA CHCTEMHOM ypoBHE. OOy4JaroIuiics 3HaeT
W3YUYEHHBIHN 2JIEMEHT COACPKAHUS CUCTEMHO, TPOU3BOJIBHO U JIOKA3aTEIIbHO
BOCITPOM3BOUT CBOU 3HAHUS YCTHO, MUCHbMEHHO UJTU B JIEMOHCTPUPYEMBIX
NEUCTBUSIX, YUUTHIBASI U YKA3bIBasl CBS3U U 3aBUCUMOCTH MEX]Y dTHM
AJIEMEHTOM M JIPYTUMHU dJIEMEHTAMU COACPIKAHUS TUCIUTIITUHBI, €T0

S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. Kaxkoi#i u3 ¢a30BbIX BUIOB MOIYJISIIUA 00€CTICYMBAECT HAUOOIBIIYIO IOMEX0YCTONYNBOCTD:
a) BPSK; 6) QPSK; B) 8-PSK; r) 16-QAM.
2. Kaxkoit u3 BHI0B 4aCTOTHOW MOJYJISIITUM UMEET MUHUMAJIBHYIO IUPUHY cniekTpa: a) FSK; 0)
MSK; B) GMSK; r) M-FSK.
3. Kakoit u3 MeTo1I0B KOAUPOBAHUSI HCTOYHHUKA TPOU3BOIUT KOJUPOBAHUE C TIOTEPSAMHU: a)
Konpr lllennona-®ano; 6) Anroputm Jlemnens — 3uBa; B) BeiiBieT npeobpazoBanue; r) Komabr

Xaddmana.

4. Kaxkoi#t xox siBasercst 610koBbIM: -a) Kon Xemmunra; 6) BUX (boysa-Yoynxypu-
Xoksenrema); B) Puma- Comomona; - ®aiipa; r)Jlemnens — 3uBa.
5. Kakwue 13 K0o/I0B M CUTHAIBbHO-KOJIOBBIX KOHCTPYKIIUN HamOoJiee MPUOIHNIKEHBI K BEpXHEH
rpanwuie [llennona: a) A®M-16-CK; 6) bBUX; B) ®M-2; r) AM-2.

6.  Kakoga mmuna kimouda mudpa DES: a) 48; 6) 56; B) 128; 1) 256.

7. Kakora nnuna kmoua mmdpa AES: a) 128, 192, 256; -6)32, 48, 56; B) 48, 56, 128; 1) 56,
128, 256.

8. OrteuectBeHHBIN cTaHAapT O10uHOTO MHUppoBanus 'OCT moxeT paboTaTh B CISAYIONTUX
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10.

12.

13.
14.

15.

16.
17.
18.
19.

20.
21.

22.

23.

24.

25.

26.
27.

pexxnmax. Kakoil u3 HuX paboTtaeT Kak CHHXPOHHBIA MOTOYHBIN mudp: a) Pexum nmpocToit
3amMeHbl; 0) PexxuM rammupoBaHnus; B) PexxuM raMmMmupoBaHusi ¢ 0OpaTHOM CBs3bIO; T) Pexxum
BbIPa0OTKH UMUTOBCTaBKH.

Uemy paBHA BEIMUMHOM MpeaeabHON dHEpreTHaecKoi rdpextuBHoCcTH (ipenen Lllennona):
a) 1,59 J16; 6) 1,69 J16; B) 2,56 16; ) 3,22 J16.
Cuctembl moounbsHOU cBs3u ctanaapta IEEE 802.15.1(Bluetooth). Kakoit meton pacmupenust
criektpa ucnonsdyercs B ctannapre IEEE 802.11 (WIFI): a) CDMA: 6) DSSS; B) FHSS; r)
Konsr bapxkepa.

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

. [loscaute Tepmun «CBEpTOUYHBIN KOI». BakHeilmue OTIMYMSA CBEPTOUYHBIX KOJIOB OT

6mokoBbIX? UTo npencrasiser coboil cBEPTOUHBIN Koaep?

Jaiite onpenenenus (npuBeaute GopMyJisl) mokasaTeseil HHPOPMAIIMOHHON, YHEPreTHYECKON
u yactoTHo# 3¢ pexruBHocTH TKC

CpenctBa obecnieuenust 6ezonacuHoct GSM cereit. OnumuTe npuHLIUI paboOTH cemMeiicTBa
AITOPUTMOB A5, HCHONB3yeMbIX s mudpoBaHus Tpaduka B cerax GSM.
[TpomyckHasi ctocOOHOCTH KaHaia cBsi3u. KonupoBaHue HCTOYHUKA

Kak cyasT o coBeplieHCTBE METONOB nepenaun HupoBoil MHPOPMAIUU MO CTEHEHU
NpUOJIMKEHUS PeaIbHBIX 3HaUYe€HUH 3()()EKTUBHOCTH K MPeeIbHBIM 3HAYCHUAM ?

. st yero ucnonb3yroTcss ACCUMETPUYHbBIE KPUIITOCUCTEMBI?
. Kax omnpenensiercs sHEpPreTUUECKUM BBIUTPHIINI OT NMPUMEHEHHS NOMEXOYCTOWYHBOTO

KOJUPOBaHUs?

. Ilepeuncnure BuaBI MHOTOYPOBHEBOMW (ha30BOW MOIYJISILIUU
. Ilo kakuM cxemaMm MpOU3BOJUTCSA anmaparHas peanuzanus [loTounsix mudpos

Kogs! boy3a-Uoyaxypu-Xoksenrema (bUX).

. Haiite onpenenenue npenenbHOi 3 (HEeKTUBHOCTH TEIEKOMMYHHKAIIMOHHBIX CUCTEM U TPAHUIIBI

K. IlleHHOHa.

CpaBuute ocHoBHble XapakTepuctuku mudpoB DES u AES. I[lepeuucnure ocHOBHBIE
xapakrepuctuku DES n AES.

OHepreTuyeckas U ciekTpayibHas 3G GekTHBHOCTH IUPPOBOI paaHOCBSI3H.

Kak Ha3pIBaloTCs, KaKk MPOU3BOAATCA U YEM OTIIMYAKOTCS MHOroypoBHEBbIE MOAYJIAIMU M-
PSK, M-QAM?

Onwumute yenyru 5SG: cBepXIMpPOKONoiIocHas MoouibHas cBsa3b (enhanced Mobile Broadband,
eMBB). Onumure ycayru 5G: cBepXHaieKHas MEXXMAIIUHHAS CBA3b C HU3KUMU 3a/1€pKKaMHU
(Ultra-Reliable Low Latency Communication, URLLC). Onumure ycayru 5G: maccoBas
MexxMarHHas cBs3b (Massive Machine-Type Communications, mMTC).

Kak Ha3pIBaloTCs, KaKk MPOU3BOAATCA U YEM OTIIMYAKOTCS MHOroypoBHEBbIE MOAYJIAIIMU M-
FSK, MSK nu GMSK?

Kakas moxynsuus oOGecnedunBaeT OONBIIYI0 MOMEXOYCTOMYMBOCH CHCTEM IMepeauu
uHpopmanuu M-PSK unu M-QPSK?

Kakue ckopocTu nepenaun nHGpOpMAaIMK JOCTUTAIUCh Ipu TectupoBanuu 5G B mupe? Kakue
3aJIEP’KKHU JOCTUTAINCH IPU TeCTUpoBaHuU 5G?

Konpl Puna-ConomoHna B kaHajiax ¢ He3aBUCUMBIMU OLTHOKaMHU.

[laiiTe onpenenenre U CpaBHUTE XapakTepucTuku monynsauui 16-APSK u 32-APSK.
[Tepeuncnure xapakTepucTHKH ceTedl mobOunwvHOU cBsizu 1G, 2G, 3G, 4G: (30HBI
o0cmyKMBaHUs, KOMTUYECTBO KaHaoB, Ckopoctu mepenadu, JlanbHOCTh AeiicTBus, J(nama3oHbl
qactoT, [llupuny nosocst).

[Tepeuncanre METOIbI KOJUPOBAHUS UCTOUHUKA O€3 MOTEPb.

Yro takoe CRC xoaupoBanue? Ilepeuncaure Bce nonuHoMbl CRC koaupoBaHus U 3alULINTE
noauHoMbl 1 CRC-1 u CKC-30.

[TpuBenrTE OCHOBHBIE TEXHUYECKHE XaPAKTEPUCTUKH CUCTEMbI MOOMIBbHOM B3 WiIMAX. Kak
pabotaet ckpembiaep WiMAX?

KoaupoBanue/nekoaupoBanue B 6€CIIpOBOAHBIX CHCTeMaX HU(POBOro BemaHus U cBsa3u. Koabl
LDPC

Kak npousBoauTcs KoAMpOBaHUE U JEKOJAUPOBAHUE XIMMUHTIA?

[IpuBennTEe OCHOBHBIE TEXHHMYECKHE XapaKTEPUCTUKU cHUCTeMbl MOoOMIbHOU cBsizu IEEE
802.11ax (WiFi6). Kakast MmakcumainbHas CKOpocTh nepeaaun WiFi6?
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28.
29.
30.

31.

32.
33.

34.

35.

36.

37.
38.

39.
40.

Monewmsl cotoBoii cuctemsl cBsi3u (FSK, MSK, GFSK, GMSK).

[lepeuncnure MeTOABI MOMEXOYCTONYMBOIO KOAUPOBaHUS. J[aiiTe MX XapaKTEPUCTHUKY.
[IpuBenuTe OCHOBHBIC TEXHUUYECKUE XAPAKTEPUCTUKH CHCTeMBbl MoOuiIbHOU cBsizu IEEE
802.11n. Yro Takoe DSSS u FHSS?

Urto takoe HuzkominotHoctabie koabl LDPC? Onumure metoast LDPC kogupoBanus.
[Tepeuncnute BUIBI MHOTOYPOBHEBOU (Pa30BOI MOTYIISITHH.

CpaBaute ocHoBHbIe xapaktepuctuku mudppo DES u AES. Ilepeuncnure ocCHOBHBIE
xapaktepuctuku DES u AES. Onummre padoty Anropurma mudpoBanus DES. Onumute
paboty Anropurma mudposanus AES.

UYeM OTIMYAIOTCS METOBI MSATKOTO U KECTKOTO CBEPTOYHOTO IeKOApoBaHus Butepou?
Onumute xkpunrtorpadpudeckue mpotokonasl SSL u TLS. Onummure xpuntorpaduueckue
npotokoiibl [P SEC. Uto BrirowaeT B cedst mpotokoi I[P SEC? Ilepeuncnaure ypoBHU Mojeneit
ISO/OSI u yposau TCP/IP.

Uto takoe [xurrep? Onumute Metoasl ero uamepenus. Kak Jxurrep ucnonws3yercs s
OLICHKH TOMEX0YCTONYMBOCTU CUCTEM CBSI3H.

[aiiTe onpeneneHre U CpaBHUTE XapakTepucTuku Moxysinui 16-APSK u 32-APSK.
[IpuBenuTe OCHOBHBIC TEXHUUYECKUE XAPAKTEPUCTUKH CHCTeMBbl MoOmiIbHOU cBsizu IEEE
802.11ax (WiFi 6). Kakas makcumanbsHas ckopocTh niepenadun WiFi6?

[lepeuncnure METOIbI TOMEXOYCTONUYHUBOIO KOAUPOBAHHUSL.

Onumure MeTo/Ibl KOJUPOBAHUS C OTEPSIMU - (PpaKTaIbHbBIC U BEUBIIET.

9.1.3. Tembl 1a00paTOPHBIX padoOT

. AHanu3 nupoBEIX METOAOB MoAysuu. Moaemsl cotoBoit cBsizu FSK, MSK, GMSK u

YHCIICHHBIN aHAJIU3 BEPOATHOCTH CUMBOJIBHON OMUOKH . MOJEMBI CITyTHUKOBBIX CUCTEM CBSI3U
M-QAM, M-PSK, 16-APSK, 16-APSK u yucieHHbIH aHaIW3 BEPOSATHOCTU CHUMBOJIBLHOMN
OIIIUOKH.

. Uccnenoanue xonoB Xemmuura, bUX (boysa-Hoyaxypu-Xoksenrema), Pumga-Conomo.

[Muxknuueckue u3bsITounbiekoqpl CRC (Cyclic redundancycheck). CBepTouHbie KOJIBI.
JlexonupoBaHue CBEpTOYHBIX KOJIOB. JlekoanpoBaHne CBEPTOUYHBIX KOJOB IO MeToy Butepou.
TypbokonupoBanue. CBepTouHbie TypOOKOabI. JlekoaupoBaHue TypOOKOI0B . XapaKTepUCTHKU
MIOMEXOYCTOWYNBOCTH CBEPTOYHBIX TYpOOKOAOB. HU3KOMIOTHOCTHBIE KOIbI. AJTOPUTMBI
JIEKOAMPOBaHMs HU3KOIUIOTHBIX KOAOB. MccienoBanue KackaJHbBIX KOJOB.

. CUrHaIbHO-KOAOBBIE KOHCTPYKLIMM Ha ocHOBe Tpemmnc xopoBoi moayisiauuu (TCM) u ux

ananus. VccnenoBanue CUTHAIbHO-KOIOBOW KOHCTPYKIMH Ha 0a3e CUCTEMBI C OPTOTOHATIBHBIM
YaCTOTHBIM MYJIbTUIUIEKCUPOBAHU €M U MPOCTPAHCTBEHHO-BPEMEHHBIM Koupo BanueM OFDM
- MIMO.

Teopuss mudpoB ¢ CEKPETHBIM KIIOYOM. BiIOYHBIE U MOTOYHBIE CHCTEMBI IMIU(POBAHUS.
[Mpunnunel nocrpoenus 0mouyHblx mud pos. Crangapt muppoBanus aanaeix [OCT.
AMepukaHckuil ctanaapt mudposanus nqaHHeix DES. BiouyHbIi KpUnToanroputM cTaHiaapt
AES. Poccuiickuii 6mounsiii mugpp 'OCT B nmorounom pexume. braounsiii mudpp AES B
MOTOYHOM PEKHUME.

9.1.4. TeMbl NpaKTHYECKHUX 3aJaHUH

Mogaemsbl cotoBoi cBsa3n FSK, MSKGMSK u uuciieHHBIN aHaIW3 BEPOATHOCTH CUMBOJIBHOM
omuOKH. MoieMbl CTyTHUKOBBIX cucTeM CBsi3u M-QAM, M-PSK u unciieHHBIN aHa- JIn3 BEPOSITHOCTH
CHUMBOJIBHOM OLINOKHU

l.

HccnenoBanue KOAMPOBAaHKS UCTOYHUKA TUC KPETHBIX cooOmeHnit metonamu lllennona- dano.
UccnenoBanue anroputMmoB Jlemmnens- 3uBa. @pakTajibHble METOJbl KOIUPOBAHUS H
300pakeHuii. BeiiBiaeT nmpeoOpa3oBaHusl CUTHAIOB W M300Pa’KCHUIM.

. UccnenoBanne komoB Xemmunra, bUX (boy3a-Uoyaxypu-Xoksenrema), Puma-Comomo.

Huxnnyeckue n36wiTou HBle koAbl CRC (Cyclic redundancycheck). Ceprounsie kosl. Jleko-
IUPOBAaHWE CBEPTOYHBIX KOJOB. JleKOAMpOBaHWE CBEPTOYHBIXKOJOB IO METONY
Butep6u.TypOokonu poanme. OO6oOmeHHas cxeMa TypOokojepa ¢ mapaiielbHbIM
KackanupoBanueM. CBepTod Hble TypOOKobl. [lekonupoBanue TypOOKOIOB. XapaKTEPUCTHKU
MOMEXOYCTOMYUBOCTH CBEPTOYHBIX TypOokomoB. MHMcciemoBanue TypOOKOIOB.
HuW3KOMIOTHOCTHBIE KOABI. AJNTOPUTMBI EKOJAMPOBAHUS HU3KOIUIOTHBIX KOMOB. OleHKa
CJIO)KHOCTH aJITOPUTMOB JEKOAMpOBaHUs. lccinenoBannue KacKaaHBIX KOJOB.
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3. CuUrHanpHO-KOJAOBBIE KOHCTPYKIIUM Ha ocHOBe Tpemnmuc komoBoil monymsmuu (TCM).
HccnenoBanne CUTHAIBHO-KOJOBON KOHCTPYKIMHM Ha 0a3e CHUCTEMBbl C OPTOTOHAJIbHBIM
YaCTOTHBIM MYJIbTUILUIEKCUPOBAHUEM U ITPOCTPAHCTBEHHO-BpEMEHHBIM KogupoBanrueM OFDM -
MIMO.

4. Teopus knaccuueckux MmuUPpoB. OCHOBHBIE XapaKTEPUCTUKU OTKPBITOTO TEKCTA.
Knaccudukanus mmdpos.Knaccudukanus mmdpor 3amensl. [ludper nepectanoBku. [udper
npocToit 3ameHbl. Cuctema mudposanus Lle3aps. Apdunnas cuctema noacranoBok Llezaps.
Cuctema lle3aps ¢ kmwueBbiM clioBoM. burpammusiii mudp Ilneideiipa. Mudp Xumna.
[Iudpsr cnoxuoit 3amensl. [udp "aBoitHoN kBaapat" YurcTrona. OmHopa3oBas cucTeMa
mdposanus. [ludpoBanue meronoM raMmupoBanusi. MeTo bl T€HEpAUU [ICEBIOCTYYaiHBIX
Mocjaea0BaTeIbHOCTEN uncen. JIMHEWHbI KOHTPY HTHBIM reHeparop. Peructp casura c
JUHEHHON OOpaTHOM CBSI3BIO.

5. Teopust mudpoB ¢ CEKPETHHIM KIIOYOM. BllouHBIE M MOTOYHBIE CUCTEMBI MU(POBAHUS.
[Mpuanuner moctpoeHuss 610uHbIXx mudpoB. Cranmapt mudposanus nanaeix ['OCT.
AwmepukaHnckuii crannapt mudpo Banust gaHHeiXx DES. brnounsiii kpuntoanroputm RIJINDAEL
u ctannapt AES. ITorounsie cuctemsl mudpoBanus. [IoTouHbie peKUMBI OJIOUYHBIX MHUQPOB.
CtpoutenbHble OJIOKM TOTOYHBIX MU(POB. Peructpel cnBura ¢ oOpaTHOM CBsA3BIO. Peructpol
CIIBUTA C JTUHEH HOW 0OpaTHOM CBs3BI0. Peructprl caBura ¢ oOpaTHOM CBA3BIO MO MEPEHOCY.
Poccuiickuit 6mounbiii mudp 'OCT B motounom pexxume. baounsnii mudp AES B moTounom
pexumMe. MeTopl OIIEeHKH KadecTBa ajJropuUTMOB MoToyHOro mudpoBanus. Kpunroananus
mudpos. Cratuctudeckuid ananus rammel mudpos. Habop craructuueckux tectoB HUCT.
HUccnenoBanue aiaropuTMoB mNoTouyHOoro mudpoBanua. Kpunrtoananus mudpos.
CTaTUCTHYECKHI aHaIu3 TaMMBbl IMGPOB. AHAIN3 PE3YIbTATOB TeCTUpOoBaHus. VccienoBanue
IIPOU3BOUTENILHOCTH MIU(OB.

6. Teopust muPpPOB ¢ OTKPHITHIM KIOUYOM. ACUMMETPUYHBIE KPUIITOCUCTEMBI. [Ipea- mockuiku
MOSIBJICHUSI ACUMMETPUYHBIX KpurnrocucteM. O06001IeHHas cxemMa acCUMMETPUYHONU KPHUIIO
cucteMbl. AnrebOpanueckas o0oOmenHas mMoxaenp mudpa .OgHOCTOpOHHUE (DYHKIIUH.
dakTopuzanus. duckpernsiii sorapudm. Kpuntocucrema RSA. OcHOBHBIE omnpenieieHus 1
teopembl. AnroputMm RSA. Ilpouenypsr mudpoBanus u pacimmdpoBaHusl B KPUIITOCUCTEME
RSA. Kpuntocucrema 2ib- ['amans. Metoa sSkCioHEHITMAIBLHOTO KiItoueBoro oomena (uddu-
XennmaHa. AJNTOPUTMBI NPAKTUYECKOW peanu3aluu KPUINTOCHCTEM C OTKPBITHIM
kimodoM. Anroputm Pabuna-Mwmmepa (Rabin-Miller).

7. Mexanu3m pabotsl PGP. Kimtoun PGP. Hudposas noanuce Ha PGP. Cxatue nanasix. CeThb
nosepus. Ceprudukatel. Open PGP. Dnexrponnas nudposas noanuce (DLI1). bezomacHocTh
CEeTH nepeaavyu naHHbiXx Ha TpaHcnopTHOM ypoBHe SSL u TLS. IIpotokon SSL. ITpunuun
pabotel SSL.MHorocnolHas cpena npotokosia SSL. [TpoTokos moaATBEp K ICHHS TTOIKITIOYCHUS.
[Iporokon u3meHenus napametrpoB mudpa. [Ipeaynpeaurensusiii npotokoia. [{udpossie
ceptuduratel nporokosa SSL. Mexanu3Mbl 00pa3oBaHus KiIO4Ya ISl TEKYIIEH CECCHU B
SSL/TLS. bezonacuocts cetu I1]] Ha cereBom ypoBHe [Psec. IPsec sBnsiercss HeoTheMIEMOM
yacThio [Pv6 HMHTEepHET mpoTOokoja CIEeAYIOMEro MOKOJECHUS. APXUTEKTypa CpPEeACTB
o6ezomacHocTtu s [P-ypoBHs cnenudunupoBana B nokymeHnte Security Architecture for
thelnternet Protocol. Pazmemenne u ynkumonupoBanue I[Psec.TpancmopTHBIN pexum
paboThl. TYHHENBHBINH PEXKUM PaOOTHI.

8. be3zomacrnocth GSM ceteil. Anroputm mudpoanus AS/1. Kpuntorpadudeckas 3ammuTa
O0ecnipoBoaHbIX ceTed ctanmapToB LTE. Anroputm ayreHTHUKAIIMU U TeHEpallMH KIIIOYa.
Cinou 6e3omacHoctu. Mepapxus kmtoueid B E-UTRAN. 'enepupoBanue kitoueit mudparuu u
nenoctHoctu st NAS curnanuzanuu. AnroputMm mudpanuu B E-UTRAN. Anroputm
npoBepku 1eaoctHoctu E-UTRAN. MonenupoBanue anroputMmo3amutsl LTE.

9.1.5. TeMbl NpaKTUYECKUX 3aHATHI

1. Mozaewms! cotoBoii cBa3u FSK, MSKGMSK u unciieHHbIl aHaIu3 BEPOSATHOCTH CUMBOJIBHOMN
omnOKku. MoaeMbl CIyTHUKOBBIX cucTeM cBsisu M-QAM, M-PSK u uucneHublii ana- au3
BEPOSTHOCTH CUMBOJILHON OIIMOKU

2. UccnenoBanue KOJUPOBaHUS UCTOYHUKA JUC KPETHBIX cooOmeHnit meronamu lllennona- dano.
HUccnenoBanue anroputmoB Jlemnens- 3uBa. dpakTanbHble METOAbl KOIAMPOBAHUA U
300pakeHuil. BeiiBner npeoOpa3oBaHMs CUTHAJIOB U M300pa)KCHUH.

3. UccnenoBanue xonoB Xemmuura, bYX (boysa-Hoyaxypu-Xoksenrema), Pumga-Conomo.
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Huxnnyeckue n36wTou HBle KoAbl CRC (Cyclic redundancycheck). Ceeprounsie kosl. Jleko-
IUpOBaHME CBEPTOUHBIX KOMOB. JlekonuMpoBaHHE CBEPTOUYHBIXKOJOB IO METOAY
Butep6u.TypOokonu poanme. OO6oOmeHHas cxeMa TypOokojepa ¢ mapaiielbHbIM
KackagupoBanueM. CBepTou Hbele TypOokoabl. [lekoaupoBanue TypOOKo10B. XapaKTepUCTUKU
MOMEXOYCTOMUYUBOCTH CBEepPTOYHBIX TypOokonoB. HWMcciaenoBanume TypOOKOIOB.
Hu3konnoTHOCTHBIE KOJbl. AJNTOPUTMBI JE€KOAUPOBAHUS HHU3KOIJIOTHBIX KOJOB. OlieHKa
CJIOHOCTH aJITOPUTMOB JAeKkonupoBaHus. MccienoBanue kackaJHbIX KOJOB.

4. CurHaibHO-KOJOBbIE KOHCTPYKIIMU Ha ocHoBe Tpemnuc komoBod mMoxayisiuu (TCM).
HccnenoBaHne CUTHAIBHO-KOJOBON KOHCTPYKIMHM Ha 0a3e CHUCTEMBbl C OPTOTOHAJIbHBIM
YaCTOTHBIM MYJIbTUILUIEKCUPOBAHUEM U ITPOCTPAHCTBEHHO-BpEMEHHBIM KogupoBanrueM OFDM -
MIMO.

5. Teopus xnaccuyeckux muppoB. OCHOBHBICE XapaKTEPUCTHUKH OTKPBITOTO TEKCTA.
Knaccudukanus mmdpos.Knaccudukanus mmdpor 3amensl. [ludper nepectanoBku. [udper
npocToit 3ameHbl. Cuctema mudposanus Lle3aps. Apdunnas cucrema noacranoBok lezaps.
Cuctema lle3aps ¢ knrueBbiM clioBoM. burpammusiii mudp Ineideiipa. Mudp Xumna.
[Iudpsr cnoxuoit 3amensl. [udp "aBoiHoN kBaapat" YurcTtona. OmHopa3oBas cucTeMa
mdposanus. [ludpoBanue meTonoM raMmMupoBanusi. MeTo bl T€HEpAUU [ICEBIOCTYYaiiHBIX
MOoCJeA0BaTeIbHOCTEN uKcen. JIMHEWHBIN KOHTPY HTHBIM reHeparop. Peructp casura c
JUHEHHON OOpaTHOM CBSI3BIO.

6. Teopus mu@poB ¢ CEKPETHBIM KIOUOM. BiiouHBIE M MOTOYHBIE CUCTEMBI MU(POBAHUS.
[Ipuanuner moctpoeHuss 610uHbIXx mudpoB. Cranmapt mudposanus nanaeix ['OCT.
Awmepukanckuii crannapt mudpo Banust gaHHeiX DES. brnounsiii kpuntoanroputm RIINDAEL
u ctannapt AES. Ilorounsie cuctemsl mudpoBanus. [IoTouHbie peKUMBbI OJIOYHBIX MHUQPOB.
CtpoutenbHble OJIOKM TOTOYHBIX MU(POB. Peructpel cnBura ¢ oOpaTHOM CBsA3BIO. Peructpol
CIIBUTA C JJUHEH HOW 0OpaTHOM CBs3BI0. Peructprl caBura ¢ oOpaTHOM CBA3BIO MO MEPEHOCY.
Poccuiickuit 6mounbiii mudp 'OCT B motounom pexxkume. biaounsnii mudp AES B moTounom
pexumMe. MeTopl OIIEeHKH KadecTBa ajJropUTMOB MoToyHOro mudpoBanus. Kpunroananus
mudpos. Cratuctudyeckuid ananus rammel mudpos. Hadop craructuuecknx tectoB HUCT.
HUccnenoBanue aiaropuTMoB NoTouyHOro mudpoBanua. Kpunrtoananus mudpos.
CTaTUCTHYECKHI aHaIu3 TaMMBbl IMGPOB. AHAIIN3 PE3YIbTATOB TeCTUpOoBaHus. VccienoBanue
MIPOU3BOUTENILHOCTH MIU(OB.

7. Teopust miupoB ¢ OTKPHITHIM KIOUYOM. ACUMMETPUYHBIE KPUNITOCUCTEMBI. [Ipea- mochuiku
MOSIBJICHUSI AaCUMMETPUYHBIX KpumnrocucteM. O0001eHHas cxemMa aCUMMETPUYHONU KPHUIIO
cucteMbl. AnreOpanueckas o0oOmenHas mMonaenp mudppa .OgHOCTOpOHHUE (DYHKIIUH.
dakTopuzanus. duckpernsiii norapudm. Kpuntocucrema RSA. OcHOBHBIE omnpenieieHus 1
teopembl. Anroput™m RSA. Ilpouenypsr mudpoBanus u pacimmdpoBaHusl B KPUIITOCUCTEME
RSA. Kpuntocucrema 2ib- ['amans. Meto sSkCioHEHITMAIBHOTO KiTtoueBoro oomeHna (uddu-
XennmaHa. AJNTOPUTMBI NPAKTUYECKOW peanu3aluu KPHUINTOCHCTEM C OTKPBITHIM
kimodoM. Anroputm Pabuna-Mwmmepa (Rabin-Miller).

8. Mexanusm pa6otel PGP. Kinroun PGP. [{udposas noanuce nHa PGP. Cxarue nanusix. CeThb
nosepus. Ceprudukatel. Open PGP. Dnexrponnas nudponas noanuce (DLI1). bezomacHocTh
CEeTH nepeavyu naHHbiXx Ha TpaHcnopTHOM ypoBHe SSL u TLS. IIpotokon SSL. ITpunuun
pabotel SSL.MHorocnolHas cpena npotokosia SSL. I[TpoTokosn moaATBEp K ACHHS TTOIKITIOYCHUS.
[Iporokon u3meHenus napametrpoB mudpa. [Ipeaynpeaurensusiii npotokoia. [{udpossie
ceptuduratel nporokosa SSL. Mexanu3Mbl 00pa3oBaHus KiIO4Ya ISl TEKYIIEH CECCHU B
SSL/TLS. bezonacuocts cetu I1]] Ha cereBom ypoBHe [Psec. IPsec sBnsiercss HeoTheMIEMOM
yacThio [Pv6 HMHTEepHET mpoTOokoja CIEeAYIOMEr0 MOKOJEHUS. APXUTEKTypa CpPEeACTB
o6ezomacHocTtu s [P-ypoBHs cnenudunupoBana B nokymeHnte Security Architecture for
thelnternet Protocol. Pazmemenne u ¢ynkumonupoBanue I[Psec.TpancmopTHBIN pexum
paboThl. TYHHENBHBINH PEXUM PaOOTHI.

9. beszonacHocth GSM ceteit. Anroputm mudpoBanus AS/1. Kpunrorpadudeckas 3ammuTa
O0ecnipoBoaHbIX ceTed ctanmapToB LTE. Anroputm ayreHTHdUKAIIMU U TeHEpallMU KIIIOYa.
Cinou 6e3omacHoctu. Mepapxus kmtoueid B E-UTRAN. 'enepupoBanue kimoueit mudparuu u
nenoctHoctu st NAS curnanuzanuu. AnroputMm mudpanuu B E-UTRAN. Anroputm
npoBepku 1eaoctHoctu E-UTRAN. MonenupoBanue anroputmo3amutsl LTE.

9.2. MeToan4yeckne peKOMeH AU
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YueOHBI MaTepuan u3iaraercsa B GopMe, MPernoiaraiiie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIILYIO POJIb
B XO/JI€ BCETro y4eOHOro mpoliecca.

Hauatpe uzydeHue quCHMIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamoctosiTeabHas padoTa CTyIeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIOTHEHHE KOHTPOJIbHBIX MEPOMPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI Il Ty4YIIETO OCBOEHUS MaTepHraia He0OX0IUMO PEryJspHO
oOpamaTbCcsi K pEeKOMEHAYEeMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIETOCTYTHBIMU HHTEPHET-TIOPTaIaMU, COAECPKAIIUMHU
HAay4YHO-TIONYJSIPHbIE W CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM

y4eOHON JMCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAHUS U OCBOEHMS MaTepuaja, BbIIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3

MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HAaYEHUE JIJIsl TOHUMaHUS JajJbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyalbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HMHBAJINI0B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Ta0nwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS IS JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJINJIOB

Kareropuu o6yuaronmxcs

Bupl 7onMOMHUTENBLHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAUBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJid JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:
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— B IIeYaTHOM (opme;

— B IIeYaTHOU popMe ¢ yBEITMUCHHBIM HIPUPTOM;

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJIaHHs BCITYX;

— MPEIOCTaBICHHE 3aaHNUs C UCTIOJIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHWYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOMPOCHL. [[s Takux oOydaromHMXcs MpeaycMaTpUBaeTCs
nocTymHas GpopMa IpeoCTaBICHHs OTBETOB HA 3aJJaHHs, 8 UMEHHO:

— MUCBMEHHO Ha OyMmare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 0 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B GopMax,
aIalITHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbsI U BOCIIPHATHS HHPOPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J s i ¢ HAapyIIeHUsIMU cIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-BUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TaIOB.

CornacoeaHa Ha noprtane Ne 58359 28



JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acexannu kadenpsr PTC

npotokon Ne 4 or«16 » 11 2018 .
COI'TACOBAHO:
JomKHOCTD Wunnwmanel, pamumus IToammce

3aBemyromuii Beiyckaromnieit kag. PTC C.B. MenuxoB CormnacoBaHno,
385c¢9¢7d-2407-461d-
8604-80cee7018227

3aBenytomuii obecrnieunBatomieit kag. PTC C.B. Menuxos CornacoBaHno,
385c¢9¢7d-2407-461d-
8604-80cee7018227

HavanpHuk y4eOHOTO yripaBiacHUs E.B. CaBpyk CornacoBaHo,
fa63922b-1fce-4aba-
845d-9¢ce7670b004c

IKCIIEPTHDI:

Houent, xad. PTC B.A. I'pomoB CornacoBaHno,

bbaasSb2b-4c38-4841-
aSbb-8519ddafe277

Crapmuii mpenonaBarens, kag. PTC

J1.0. HoznpeBaTbix

CormnacoBano,
bd0039b0-9¢48-4859-
9803-60c9ddba7116

PA3PABOTAHO:

Homent, kag. PTC

A M. I'onukos

Pazpabotano,
d76b3893-b3a9-44a5-
8418-e53e691ec9d0

CornacoeaHa Ha noptane N2 58359

29



