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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. 3HaKOMCTBO C OCHOBHBIMU MOHSTUSIMU U ONIPEACICHUAMH CETEH CBS3HU, U3yUCHUE MPUHIUIIOB
MOCTPOCHUSI COBPEMEHHBIX CETeH, 3HAKOMCTBO C THIOBBIMH YCIYraMu WH(POKOMMYHUKAITMOHHBIX
CUCTEM, U3YYCHHE MOJICTH B3auMoaericTBUs OTKPHITHIX cucteM (OSI) u creka mpotokonos TCP/IP.

1.2. 3agauy AUCHUILIUHBI

1. M3yueHue T€OpeTUYECKUX OCHOB MPUHIUIIOB MOCTPOCHUSI HHPOKOMMYHHUKAIIMOHHBIX CUCTEM.
2. OcBoeHue MpoOrpaMMHOTO OOecredeHus g MOJAEIUPOBAHUS U CUMYJISLHUU CETeH CBA3M,
(hopMUpOBaHNE HABBIKOB KOH(PUTYPUPOBAHUSI CETEBBIX YCTPOMCTB.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte O6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIH.

Monayns mucuurinHa: Moayiabs HanpaBiaeHHOCTH (poduiist) (major).

Nunexc quctummmunel: 51.B.01.01.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

YHuBepcaibHble KOMIIETEHIIUH
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIUH

CornacoBaHa Ha noptane N2 60495 2



ITIKP-1. Ciocoben
HCITI0JIb30BaTh
COBPEMCHHBIC
JOCTHO)KCHUS HAYKHU U
NepeIOBbIC
UH(POKOMMYHHUKAIUOHH
bIC TEXHOJIOTUU, METOIbI
MIPOBEICHUS
TEOPETUICCKHUX U
IKCIIEPUMEHTATBHBIX
HCCIIEIOBAaHUIN B
HAy4YHO-
HCCJICI0BATEIIbCKUX
paborax B obnacTu
UKTuCC, ctaBuThH
3a/1a4M UCCJICAOBAHMS,
BBEIOMpATH METOIBI
AKCIIEPUMEHTAIBHOMN
paboTHI C TEITBIO
COBEPIICHCTBOBAHUS U
CO3JIaHUIO0 HOBBIX
HEPCICKTUBHBIX
UH(POKOMMYHHUKAIUOHH
BIX CHCTEM

[TIKP-1.1. 3naer Texuuyeckue
XapaKTEPUCTUKU U
HKOHOMHUYECKHUE MOKa3aTeNn
OTEYECTBEHHBIX U
3apyOeKHBIX Pa3pabOTOK B
o0JacTu pasirodJIeKTPOHHOMN
TEXHHUKH, JEHCTBYIOINE
HOPMAaTHBHBIE TPEOOBAHUS U

roCy/1apCTBEHHbIE CTAHIAPTHI.

3HaeT COBPEMEHHBIE CTaHAAPTHI B 00J1acTU
TEJIEKOMMYHUKALIMOHHBIX CUCTEM.

[TIKP-1.2. Ymeer
OCYIIECTBIISATh NATEHTHBII
MTOMCK, TIPOBOJIUTH COOP,
aHaAJINU3 U CUCTEMATH3AIUIO
Hay4YHO-MCCJIE0BATEIbCKON
uHpopmanuu,
(bopMyIUpOBaTh MENU U
3aJja4M Hay4HO-
HCCIIE0BATEIILCKUX padoT B
o0JracTy co3qa”us u
MIPOEKTUPOBAHUS
PaZMOdIIEKTPOHHBIX
YCTPOMCTB M CUCTEM.

YMeeT mpoBOIUTH COOp HAYYHOU JTUTEPATYPHI
Y HOPMATUBHOM JOKYMEHTAIMH, Kacarolencs
MH()OKOMMYHHKAITMOHHBIX CETEH.

ITIKP-1.3. YMmeer
pa3pabaThiBaTh TEXHHUECKOE
3a/ianue, TpeOOBaHUA U
yCIIOBUS Ha pa3paboTKy U
MIPOEKTUPOBAHUE
PaaO3JIEKTPOHHBIX
YCTPOMCTB U CUCTEM.

YmeeT popMynupoBaTh TEXHUIECKOE 3a/1aHUE
Ha pa3pabOTKy CETH MPEANPUITHS.

[1IKP-1.4. BnageeT HaBbIKaMu
pa3palbOTKU U aHAIHU3a
BApUAHTOB CO3JaHUS
PaauodJIEKTPOHHOTO
YCTpPOMCTBA WU
PaIHO3TIEKTPOHHOM CUCTEMBI
Ha OCHOBE CHHTE3a
HAKOILJIEHHOTO OTIBITA,
W3Y4YEHUs JTUTEPATYPHI U
COOCTBEHHOW MHTYUIINH;
MPOTHO3a MOCIEACTBHIA,
MOMCKA KOMIIPOMHUCCHBIX
peLIeHui B yCIOBHSX
MHOTOKPUTEPUATLHOCTH.

YMmeer pa3pabaTbiBaTh IPOEKT CETH Ha
OCHOBE HEPAPXUYECKON MOJEIH CETH,
npoBoaut pacuer [P-rana s cetn
IPEIPUITHSL.
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[TKP-3. Cnocoben
CaMOCTOSITEIILHO
cobupaTh 1
aHaJIM3UPOBAThH
UCXOJIHbIC JTaHHBIC C
HETBbI0 OPMUPOBAHUIO
IUIaHA Pa3BUTHS,
BBIpaOOTKE U
BHEJIPCHUIO HAYYHO
000CHOBAHHBIX PEILIEHUIN
10 ONTHMH3AIMU CETH
CBSI3U

IIKP-3.1. 3Haer MeTOaBI U
MOX0/bI K (POPMUPOBAHUIO
TUTAaHOB Pa3BUTHSI CETH.

3HaeT OCHOBBI IPOEKTUPOBAHUS CETH C
BBICOKHM YPOBHEM MacCIITaOUpPyEMOCTH.

[TKP-3.2. 3HaeT pbIHOK yCIyT
CBsI3H, CpelicTBa cOopa u
aHaJIM3a UCXOJIHBIX JaHHBIX
JUTSL pa3BUTHS U ONITUMU3ALIAN
CETH CBSI3U.

3HaeT OCHOBHbIE COBPEMEHHBIE CEPBUCHI,
MIpeIoCTaBIIIEMbIE pOBaiiiepamu.

ITKP-3.3. YMeeT cocTaBiIdITh
TEXHUKO-DKOHOMUYECKHE
000CHOBAHMS IIJIAHOB
pa3BUTHUS CETH, IPUMEHSITh
COBpPEMEHHBIE METO/IbI
HCCIEI0BAHUHN C IETBI0
CO3aHUS MEePCTIEKTUBHBIX
CETeH CBSA3U.

VYMeeT cocTaBIIsITh TEXHUUECKOE 3aJaHHE IS
IIPOEKTUPOBAHMSI KOPIIOPATUBHOU CETH, YMEET
paboTaTh ¢ aKTyaJbHOMU JINTEpaTypoi 1o
IIPOEKTUPOBAHMIO CETEH.

[TIKP-3.4. Ymeer
OCYIIECTBIISATh MMOUCK,
aHAJIM3UPOBATh U OIICHUBATH
UHPOPMaLNIO, HEOOXOTUMYIO
Ut 3P PEKTHBHOTO
BBITIOJTHEHUS 33]1a4K
IUIAHUPOBAHMS,
AHAJIM3UPOBATH MEPCIICKTUBBI
TEXHHUYECKOTO Pa3BUTHUS U
HOBBIC TEXHOJIOTHH.

YmeeTr npoBOAUTH MOUCK U aHAINA3
aKTyaJIbHOW MH(POPMALIMH 110 COBPEMEHHBIM
CETSIM CBSI3U.

IIKP-3.5. Bnageet HaBRIKAMU
oTpesieNIeHus! CTpaTeruu
KU3HEHHOTO LUKJIA YCIyT
CBsSI31, BEIOOpA TEXHOJIOTUI
JUTSI IPEIOCTaBICHHUS
Pa3IMYHBIX YCIYyT CBA3H,
pacuera SJKOHOMUYECKOM

s dexTuBHOCTH
MPUHUMAEMbIX TEXHUYECKUX
peLIeHH.

Brnaneer HaBplkaMu pacuera NpomyCcKHOM
CITOCOOHOCTH ceTel U BhIOOpa HEOOXOIUMBIX
TEXHOJIOTHI ISl JOCTHXKCHUS ITOCTABICHHBIX
3a7ad4.

IIKP-3.6. Bnaneet HaBBIKAMU
aHanM3a KauecTna paboThl
KaHaJ0B U TEXHUYECKUX
CPE/ICTB CBSI3H.

Bnaneer HaBbIKaMH THArHOCTUPOBAHUS
COBpeMeHHBIX [P-ceTen.
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[TIKC-1. Criocoben [TIKC-1.1. 3Haet ocHOBHBbIE 3HaeT NPUHLMIIBI MOAYJISIIUH, IPUMEHSIEMbIE

pa3pabaThiBaTh MIPUHIIAIIEI ¥ (pU3UYeCcKHe B ONTOBOJIOKOHHBIX JIMHUSX CBSI3H.

MIEPCIICKTHUBHBIC METOBI (3 (EKTHI, 00eCIIeYnBaAIONITNE

npreMa, nepeavn u pacnpoCTpaHEeHUE CBETOBBIX

00pabOTKH CUTHAJIOB, noJiek U nmpeoOpa3oBaHKe UX

00ecCreYnBarONIMX POCT |IIPOCTPAHCTBEHHO-

TEXHHYECKUX BPEMEHHOMW CTPYKTYPHI B

XapaKTePUCTHK TPU JIDIIEKTPUICCKIX

MIPOSKTUPOBAHUU HATIPABIISIONINX JICMECHTAX, B

PaJIMOdIIEKTPOHHON TOM YHUCJIE C pa3MepaMu

armapaTyphbl CcyOBOJIHOBOTO MaciiTaba
[TKC-1.2. YMmeer onpeniensats | YMeeT BBIOUpaTh THI COSTUHECHUS MPU
1 000CHOBEIBATh MIPOCKTUPOBAHUHU KOPIIOPATUBHOMN CETH C
11eJIeCO00Pa3HOCTh MTOIJICPKKON Pa3TUIHBIX TPOBOIHBIX U

UCTIOJIB30BaHUs BOJTHOBOJIHBIX | OECITPOBOIHBIX TEXHOJIOTHH.
(OTOHHBIX CTPYKTYD H
prOOPOB HAHOOTITUKH JIJIS
paboTHI B COCTaBe
ONTUYECKUX CUCTEM Tepesiaun
1 00paboTKu nHGOPMAITIH

IIKC-1.3. Bnageer metonamu |Brnaneer MeTogamu pacuera nmpomyCcKHOM
pacueTa u aHajaM3a CHOCOOHOCTH JIMHUM CBS3U HA OCHOBE
XapaKTePUCTHK OCHOBHBIX ONTOBOJIOKHA.

BOJIHOBOJIHBIX ONTHYECKUX U
HAaHOONTHYECKUX DJIEMEHTOB,
a TaKXX€ ONTHYECKUX CUCTEM
nepeaayn U o0paboTKU
uHpOpMaLUun

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0doTy 00y4aromuxcst ¢ npenoaaBarejieM
H Ha CAMOCTOSITEJILHYIO pa0doTy 00y4aromuxcst

OO01mmast TpyA0€MKOCTh JUCIUTUIMHBI COCTABISET 5 3a4eTHRIX equHUIl, 180 akageMHuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAM Y4EOHOU JEATEILHOCTH MPEICTABICHO B
tabmute 4.1.

Ta6ymna 4.1 — Tpy10eMKOCTh JAUCITUIUIMHBI 110 BUAAM YU4COHOM JIeITeIbHOCTH

Beero  |CemecTpsl

Bunb! yueOHOI 1esSTeNbHOCTH
4acoB 2 cemecTp

KonTakTHas aynuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 52 52
JIek1IMOHHBIE 3aHATUA 18 18
IIpakTHueckue 3aHATHA 18 18
JlaGopaTopHbie 3aHITHS 16 16
CamocrosiTeibHas padoTa 00y4alOIIUXCsH, B T.4. KOHTAKTHasI 92 92
BHEayIUTOPHas padoTa 00y4yarommxcs ¢ NpenoaasarejieM, BCero
[ToaroroBka K TECTUPOBAHUIO 76 76
[ToaroroBka k 1abopaTopHOii paboTe, HANTMCAHUE OTYETA 16 16
IHoaroroBka u caavya 3K3aMeHa 36 36
OO0mas Tpy10eMKOCTh (B 4acax) 180 180
Oo0wmast TpynoeMKkocTh (B 3.€.) 5 5

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
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5.1. Pa3nenn! (TeMbl) JUCUMIIIMHBI M BUIbI Y4e€0HOH 1eATeIbHOCTH

CTpykTypa IUCHUIUIUHBI MO pas3fienaM (TeMaMm) W BUJaM y4eOHOH JesTeNbHOCTH MPUBEICHA B
tadiuue 5.1.
Ta0auia 5.1 — Pa3aensl (TeMbl) AMCHUIIMHBL U BUABI Y4COHOH €ITEIbHOCTH

Jlek. Cam. Bcero
[Ipak. | JIa0. dopMupyemsbie
HasBanus pasznenoB (Tem) IUCHIUILIAHEI | 3aH., pab., | yacos (0e3
3aH., 4| pao. KOMITETCHITH
q q JK3aMEHa)
2 cemecTp
1 BBenenue B COBpeMEHHBIE 2 4 - 8 14 IIKP-1, IIKP-3,
MH(POKOMMYHUKAITIOHHBIE CETH [IKC-1
2 ®uU3NYECKU U KaHAJIbHBIN YPOBEHb |4 - 4 16 24 [TKP-1, TIKP-3,
monenu OS] IIKC-1
3 CereBoit ypoBeHb Mogenu OSI 4 6 4 16 30 [TKP-1, ITKP-3,
IKC-1
4 Tpancnoptsslii ypoBeHb Moaenu OSI |2 - 4 16 22 [IKP-1, TIKP-3,
IKC-1
5 IlpukiagHol ypoBEHb, YPOBEHb 2 4 - 12 18 [TIKP-1, TIKP-3,
MPEJCTABJICHUS U CEAHCOBBIN YPOBEHb ITKC-1
monenu OS]
6 luHamuueckas MapIIpyTH3aLHs 2 - 4 16 22 [IKP-1, I[TKP-3,
IKC-1
7 Ilpeobpa3oBaHue CETEBBIX aJpecoB. |2 4 - 8 14 [IKP-1, TIKP-3,
BupryanbHble 4aCTHBIE CETH. [IKC-1
Hroro 3a cemectp|18 18 16 92 144
Hroro |18 18 16 |92 144

5.2. Conep:xanue pa3aesioB (TeM) IMCHUANINHBI

Copepxanue pa3aesoB (TeM) TUCHUTUINHBI (B T.Y. M0 JISKIUSIM) IPUBEICHO B Tadmuie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHBEI (B T.4. IO JICKIUSIM)

HazBanus pasnenoB (Tem) ConeprkaHue pa3iesioB (Tem) Tpynoemrocts dopmupyembie
JUCIUTIAHBI JTUCIUIUIAHBEI (B T.4. TIO JICKIUSIM) (eKIMOHHEIE KOMIIETEHIIHH
3aHATHSA), 4
2 cemecTp
1 Beenenue B coBpemennbie  |Knaccudukanus ceteid. 2 IIKP-1, TIKP-3,
MH(POKOMMYHUKAIIMOHHbBIE [IpomexyTOYHBIE U OKOHEUYHBIE [KC-1
ceTu ycTpoiictBa. Cpena nepeaayu.
Hroro 2
2 duznyeckuil U KaHaIbHBIA | Pu3nueckue curuaibsl. Dopmar 4 IIKP-1, ITKP-3,
ypoBeHb mozenu OS] kazapa. [Tonyposau MAC u LLC. [IKC-1
AJlpecanusi KaHAJIbHOT'O YPOBHSI.
KommyTtanus nakeros. [IpoTokon
ARP. BupryanbHble JOKaJIbHbIE CETU
(VLAN).
Hroro 4
3 CereBoll ypoBeHb Mol  |MapuipyTu3anus nakeTos. 4 [TIKP-1, ITKP-3,
OSI Anpecanus [P. [Iporokomnst IPv4 u TIKC-1
IPv6. Pasnenenue ceTeil Ha NOICETH.
Cratudeckas MapuIpyTH3AIUS.
Hroro 4
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4 TpaHCHOPTHBIN YPOBEHb CermeHTanus ¥ MHKAICYJIALUSA 2 [TIKP-1, TIKP-3,
mozenu OSI JaHHBIX. AJJpecaliusi TPaHCIIOPTHOTO [KC-1
ypoBHs. [IpoTOKOS rapaHTUPOBAHHOM
nocraBku TCP. IIporokon
HerapantupoBaHHOM goctaBku UDP.
Hroro 2
5 IlpuknagHoN ypOBEHB, CereBble OnepanuoOHHbIE CUCTEMBI. 2 [TKP-1, ITKP-3,
YPOBEHb MPEICTABICHUS U CereBble npunoxxeHus. CepBUCHI [IKC-1
CEaHCOBBIN YPOBEHb MOJEIN |IPUKIATHOTO YPOBHSI.
OSI Wtoro 2
6 Jlunamuueckas [TpuHIUTIBI AMHAMHYECKON 2 IIKP-1, TTIKP-3,
MapuIpyTHU3ALMS MapuipyTu3anuu. JluctraHimoHHo- ITKC-1
BEKTOPHBIE POTOKOJIBL. [IpoTOKOIBI
MapIpyTU3ALHUU IO COCTOSHUIO
kaHana. [IpoTokonbl MapuIpyTH3auu
1o Bekropy mytu. Hactpoiika u
nuarnoctuka nportokona OSPF.
Htoro 2
7 IIpeoOpazoBanue ceTeBbix |[IpoToKOI peoOpazoBaHuUs CETEBBIX 2 [TKP-1, ITKP-3,
agpecoB. BupryaibHbie aapecoB (NAT). [TpuHIums! [IKC-1
YACTHBIC CETH. MMOCTPOCHUS BUPTYATIbHBIX YACTHBIX
cerell. IIpOTOKOIBI TYHHETMPOBAHHUS.
Hroro 2
Hroro 3a cemectp 18
Hroro 18
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HanmeHoBaHMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TaduIe 5.3.
Tabmua 5.3 — HauMeHoBaHUE NPaKTUYECKUX 3aHIATHH (CEMUHApPOB)
HaumenoBanue
HasBanus paznenos (Tem) . | TpynoemkocTs, dopmupyembie
JTUCIUTUTUHBI HPAKTITICCIIX SATTHHI q KOMITETCHIINH
(cemuHapoB)
2 cemecTp
1 BBenenue B COBpeMEHHbIE OcHOBBI pa0bOTEHI C 4 [IKP-1, I[TKP-3,
MH(POKOMMYHUKAIIMOHHBIE CETH MIPOrPAMMHBIM [MKC-1
obecrnieueHueM AJis
CUMYJISILIUI
KOMITBIOTEPHBIX CeTel
Hroro 4
3 CereBoil ypoeHb Mojenu OSI Pa3nenenue cereit Ha 6 IIKP-1, IIKP-3,
MOJICETH [IKC-1
Hroro 6
5 Ilpuknanuoit ypoBeHb, ypoBenb  |IIporokonst DHCP, DNS, 4 [IKP-1, I[TKP-3,
MIPEICTABJICHUS U CEAaHCOBBIN Web IIKC-1
yposeHb Mmozenu OS] HUrtoro 4
7
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7 Ilpeobpa3oBaHue CETEBBIX [IpeobpaszoBanue aapecon 2 [TIKP-1, I[TKP-3,
azpecoB. BupTyaibHble yacTHbIE NAT [MKC-1
CCTH. [TpoTokombl 2 IIKP-1, TIKP-3,
TYHHEJIMPOBAHUS IIKC-1
Htoro 4
Uroro 3a cemectp 18
Hroro 18
5.4. JlaGopaTopHble 3aHATHUSA
HaumenoBanue nabopatopHbix paboT npuBeaeHo B Tabnuie 5.4.
Tab6mmna 5.4 — HaumeHnoBaHue 1a00paTOPHBIX padoT
HasBanus pasnesnoB (Tem) HanmenoBanmue Tpys0eMKoCTS, dopmupyemsbie
JTUCITUTUTAHBI 71a00paTOPHBIX pabOT KOMITCTCHITNH
2 cemecTp
2 ®u3nueckuil U KaHAIbHBIN | BupTyanbHble T0oKanbHbIE 4 ITKP-1, TIKP-3, ITKC-1
ypoBeHb Mozenu OS] ceTu
Hroro 4
3 CereBoli ypoBenb mogenn  |Hacrtpolika yaaneHHOro 4 ITIKP-1, TIKP-3, ITKC-1
OSI JocTyna
Hroro 4
4 TpaHCHIOPTHBIN YPOBEHB Cnucku KOHTpOJIS JOCTyna 4 [TKP-1, ITIKP-3, ITKC-1
mopaenu OSI Htoro 4
6 JlnHamuueckas Hactpolika u quarHoctuka 4 IIKP-1, IIKP-3, IIKC-1
MapuIpyTU3aLMs OSPF
Hroro 4
Hroro 3a cemectp 16
Uroro 16

5.5. KypcoBoii npoekT / kypcoBasi pabora

He npegycmorpeHo y4eOHbIM IIIaHOM

5.6. CamocTosiTesibHass paboTa

Buael camocTosTeNbHOM paboThL, TPYAOEMKOCTh U (POPMUPYEMble KOMIIETEHLIUU IPEICTABIICHBI B

Tabnure 5.6.
Tabauia 5.6 — Buabpl caMocTOSITeNbHON paboOThl, TPYA0EMKOCTh B (pOpMHUpyeMble KOMIETSHIIMH
Bunnl
HazBanus paznenos (tem) CAMOCTOSTENLHON Tpynoemkocts, | @opMupyemMbie dopmbl
JTUCIUILTAHBI q KOMIIETEHIINH KOHTPOJIS
paboThl
2 cemecTp
1 Beenenue B coBpemennbie |[loarororka k 8 [IKP-1, ITKP-3, | TectupoBanue
MHPOKOMMYHHUKAIIMIOHHBIE | TECTUPOBAHUIO ITKC-1
ceru Hroro 8
2 ®usndeckuil ¥ KaHanbHBINA |[loaroroBka k 12 [IKP-1, IIKP-3, | TectupoBanue
ypoBeHb Mmozenu OSI TECTUPOBAHUIO [MKC-1
IToaroroBka k 4 [IKP-1, TIKP-3, | JlaboparopHas
nabopaTtopHOit ITKC-1 pabora
paboTe, HarMcaHue
oT4yeTa
Hroro 16
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3 CeteBoit ypoBenb Mozienu |[loaroroBka k 12 [IKP-1, ITKP-3, | TectupoBanue
OSI TECTUPOBAHUIO [MKC-1
[ToaroToBka k 4 ITIKP-1, I[TKP-3, | JlabopaTtopHas
nmabopaTopHOH ITKC-1 pabora
paboTe, HaIlMCaHNE
oTyeTa
Hroro 16
4 TpancnoptHslii ypoBenb  |Iloaroroska k 12 [IKP-1, TIKP-3, | TectupoBanue
mozenu OS] TECTUPOBAHUIO [MKC-1
[ToaroToBka k 4 ITIKP-1, I[TKP-3, | JlabopaTtopHas
nabopaTopHOH ITKC-1 pabora
paboTe, HalMCaHNE
oTyera
Hroro 16
5 IlpukitaHOM YpOBEHB, IToaroroBka k 12 [IKP-1, TIKP-3, | TectupoBanue
YPOBEHb MPEJACTABICHUS U | TECTUPOBAHUIO [MKC-1
COGS;{COBBII/I YPOBEHb MOJIENH Troro 2
6 Jlunamuueckas IToaroroBka x 12 [TKP-1, I[IKP-3, | TectupoBanue
MapuIpyTHU3ALMS TECTUPOBAHUIO IIKC-1
IToaroroska k 4 IIKP-1, ITIKP-3, | JlabopaTropHas
nabopaTopHOH ITKC-1 pabota
paboTe, HarMcaHue
oTuera
Hroro 16
7 IlpeobpazoBanue ceteBbix |[loaroroBka k 8 [TKP-1, I[IKP-3, | TectupoBanue
azpecoB. BupTyanbHbie TECTUPOBAHUIO [IKC-1
YaCTHBIC CCTH. Htoro 8
Uroro 3a cemectp 92
IToaroroBka u cmava 36 DK3aMeH
HK3aMeHa
Hroro 128

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUIINHBI,
1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, (GOPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM

ACATCIIBHOCTH MTPCACTABJICHO

B TaOmuiie 5.7.

Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYEHUH TUCIMILUINHbI, U BUIOB

3aHATHI
Buner yueOHOI nesTeNbHOCTH
®opMupyemsie
Jlek. [pak. JIa6. Cam. DopMbI KOHTPOJIS
KOMIIETEHIIUHU
3aH. 3aH. pao. pao.
ITKP-1 + + + + JlabopaTtopHas pabota, TecTupoBaHue,
DK3aMeH
I1KP-3 + + + + JIaGopartopHas pabota, TectupoBaHue,
DK3aMeH
[KC-1 + + + + JlaboparopHas pabota, TecTupoBaHnue,
OK3amMeH

6. PeiiTunronas cucrema AJISl OHCHKH YCIIEBA€EMOCTH Oﬁy‘{alOIHI/IXCH
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6.1. banabHble oeHKH 11 GOPM KOHTPOJISA

bannbsHbIe o1IeHKH 115 POpM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6.1.
Tabmuua 6.1 — banipHbIE OLIEHKH

. . | MakcumanbHbIi 6ast
MakcuMalibHBII MakcuMalibHBII 53 EDIOLL MEsK Beero 3a
DopMBI KOHTPOJIS 6amwt Ha 1-yro KT ¢ OaJ 3a epuo. PHOZ Y
2KT u Ha xoHery ceMecCTp
Hayajia cemecTpa Mexay KT u 2KT
cemecTpa
2 cemecTp

Jlaboparopnas pabota 10 20 20 50
TecTtupoBanue 0 0 20 20
OK3aMeH 30
HToro MmakcumyM 3a 10 20 40 100
TIEPHOJT
Hapacratomum ntorom 10 30 70 100

6.2. IlepecueTt 0a/1710B B OLIEHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUH KOHTPOJIb MIPEACTAaBICH B TabmuIie 6.2.
Ta6mmia 6.2 — Ilepecder 6aIOB B OIEHKH 32 TEKYIIMI KOHTPOJIb

bamnibl Ha 1aTy TEKyIero KOHTpOIs Onenka

> 90% ot MakcuMaibHOI cymMbl OamioB Ha naty TK 5

Ot 70% 10 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% ot MakcuManbHOM cymMMbl 6aiioB Ha aaty TK

N |W ([

< 60% ot MakcuMaibHOI cymMbl OamioB Ha naty TK

6.3. [lepecuer cyMMbI 02J1JI0B B TPAAUITMOHHYIO M MEKIYHAPOAHYIO OLIEHKY

Hepecqu CYMMBI 0ajjaoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl 6AJIIOB B TPAIUIIMOHHYIO U MEKIYHAPOIHYIO OLICHKY
Hrorosas cymma 6aiios,
Ouenka YUYUTBIBAET YCIEIIHO CIAaHHBIN Onenka (ECTS)
HK3aMEeH
5 (oTIMYHO) (3a4TEHO) 90 - 100 A (OTJIIMYHO)
4 (xopor110) (3a4TEHO) 85 -89 B (ouens xoporio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopuTENIbHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6amnos F (meynoBrieTBopuTeIbHO)

7. Y4eOHO-MeTOAMYECKOEe U HH(POPMALMOHHOE o0ecnevyeHue TUCHMIIINHBI
7.1. OcHOoBHAas1 IMTEpaTypa

1. Komnetotepusie ceTu: [IpuHIUIBI, TEXHOIOTHH, TPOTOKOJIBI [TekcT] : yueOHOe mocobue s
By30B / B. I'. Onudep, H. A. Onudep. - 4-e uza. - CII6. : [IUTEP, 2012. - 944 c. : un. - (YueOHUK and
By30B) (Ctanaapt TpeThero nokosjeHus). - bubnuorp.: c. 917. - ISBN 978-5-496-00004-8 : 440.44 p.
(manmuue B 6ubnuoreke TYCVYP - 8 7k3.).

2. Ilantnep, b. AnmunuctpupoBanue cereir Cisco: ocBoenue 3a mecsil / b. [aiinep ; nepeBox ¢
anrmuiickoro M. A. Paiitrman. — Mocksa : JIMK Ilpecc, 2018. — 316 c. — ISBN 978-5-94074-519-6.
— TexkcT : anexkTpoHHbIl // JlaHb : 2IEKTPOHHO-OMOIMOTEUHAsT cCUCTEMA. [ DIEKTPOHHBIN pecypc]: —
Pexxum noctyna: https://e.lanbook.com/book/112927.
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7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. Komnsiorepusie cetu [TekcT] : HayuHoe uzganue / O. Tanenbaywm, /1. ¥Yazepomn. - 5-e uza. -
CII6. : [IUTEP, 2013. - 960 c. : uu., tabdn. - (KIIACCUKA COMPUTER SCIENCE). - Ilep. ¢ anru. -
And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (manuuue B 6ubnuoreke TYCVYP - 15
9K3.).

2. Ju6pos, M. B. KomnbioTepHble ceTu U TelekoMMyHuKanuu. Mapuipytusanus B [P-ceTsix B 2 4.
UYactp | : yueOHUK U MPAKTUKYM JUIsl CpeHero npodeccuoHanbHoro oopaszosanus / M. B. [lubpos. —
Mocksa : U3patensctBo HOpaiit, 2022. — 333 ¢. — (IIpodeccuonansHoe o6pazoBanne). — ISBN
978-5-534-04638-0. — TexcT : snexTpoHHbIH // OOpa3zoBaTtenbpHas muatgopma FOpait [caiit].
[DnexTpoHHBI pecypc]: — Pexum moctyna: https://urait.ru/bcode/491456.

3. HQubpos, M. B. KoMmnbroTepHble ceTu U TeleKOMMyHUKaluu. MapupyTtu3sanus B [P-ceTsx B 2 4.
YacTp 2 : yueOHUK U MPAKTUKYM JUIsl CpeHero npodeccuoHaasHoro oopaszosanus / M. B. Jlubpos. —
Mocksa : U3patensctBo HOpaiit, 2022. — 351 ¢. — (IIpodeccuonansHoe o6pazoBanue). — ISBN
978-5-534-04635-9. — TexkcT : snexkTpoHHbINH // OOpa3zoBatenbHas miatgopma FOpait [caiit].
[DnexTpoHHBI pecypc]: — Pexum moctyna: https://urait.ru/bcode/491951.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTeIbHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. Teopus mocTpoeHus: HHPOKOMMYHUKAITMOHHBIX CUCTEM U ceTel: Y4eOHO-MeTOquUeCKoe
nocobue K mabopatopubiM padotam / E. B. Poroxxaukos - 2012. 35 c¢. [DnekTpoHHbI#H pecypc|: — Pexum
nocryma: https://edu.tusur.ru/publications/2618.

2. Teopust mocTpoeHuss MHPOKOMMYHHUKAIITMOHHBIX CHCTEM M CeTel: YUeOHO-METOIMYECKOe
rmocoowue IJisi MPAaKTHYECKUX 3aHIATHI U caMocTosTenbHOU paboThl / A. C. Bepmunun, E. B. Poroxxaukos
- 2012. 38 c. [DnexTponnslii pecypc]: — Pexxum noctyma: https://edu.tusur.ru/publications/2619.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JIUIT
C OrPaHUYEeHHBIMH BO3MOKHOCTSIMM 3710POBbsI 1 HHBAJIU/I0B

Y4eOHO-MeTOINYEeCKUEe MaTEPHUaJIbl 111 CAMOCTOSITENILHON U ayAUTOPHOI pabOTHl 00yJaromuxcs
U3 YHUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M1 HHBAJIUOB MPEIOCTABIAIOTCA B opMax,
aIaNITUPOBAHHBIX K OTPAaHHYCHUSM HUX 3[0POBbS U BOCHPUATHS HH)OPMALIUY.

J1s1 M1 ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUYCHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

JI1s1 JIMII ¢ HAPYIIEHUSIMHU ONOPHO-IBUTATEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(deccuoHATIbHBbIE 0a3bl JAHHBIX
U HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NTUCHUIIUHBI PEKOMEHAYETCS 00palaThbCsd K COBPEMEHHbIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILIU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS € TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT I y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOHM M CTAaHIAPTHOW y4eOHOMH
MeOenbio. imeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATJISAHBIE TTOCOOUSI, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMHU 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1JIsl NPAKTHYECKUX 3aHATHI
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VYuebnas aymutopus "LludpoBas cBa3p": yuyeOHas ayauTopus Ui TMPOBEACHHS 3aHITHH
JEKIUOHHOTO THUIa, yueOHas ayauTOpus IS MPOBEJCHUS 3aHATUNH MPAKTUYECKOIro TUMa, yuyeOHas
ayauTOpUs JJis NPOBEAECHUS 3aHATUN 1abopaTOpPHOTO TUMa, yuyeOHas ayauTOpus s IpOBEIECHUS
3aHATUNA CEMUHAPCKOro THUIA, OMEIIeHUE sl KypCOBOTO MPOEKTUPOBAHUS (BBIMOJIHEHHUS KYPCOBBIX
pabor), moMeleHue Ajsi MPOBEACHUS TPYNIOBBIX U HHAUBUIYAIbHBIX KOHCYJIbTAIMH, TOMEIIEHUE IS
MPOBEJICHUS TEKYILETr0 KOHTPOJS U MPOMEXYTOUHOM aTTecTaluu, MOMENIEHUE sl CAaMOCTOSTEIbHOM
pabotsr; 634034, Tomckast obmacts, T. Tomck, Bepmununa ynuna, 1. 47, 309 ayg.

Onucanue uMeroerocs 000pya0BaHus:

- MaruuTHoO-MapKepHas J0CKa;

- KommiekT cnienuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTes.

[IporpamMmmHoe obecrieueHue:

- Adobe Acrobat Reader;

- Google Chrome;

- LibreOffice;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue 1Jisl JJa0opaTOpPHBIX padoT

VYyebnasa ayautopus "LludgpoBas cBsa3p": ydeOHas ayquTOpHs AJIsl MPOBEACHUS 3aHATHH
JEKIIMOHHOTO THUIa, yueOHast ayAuTOpHUs sl MPOBEACHUS 3aHSATUU MPAKTUYECKOTO THUMa, yueOHas
ayAUTOpHUs JUISl TIPOBEACHUS 3aHATUN a0OpaTOPHOro TUIA, yueOHas ayIUTOpHUs ISl MPOBEICHUS
3aHATHI CEMHHApPCKOTO THUIIA, MOMEIICHHUE JUIsl KypCOBOTO MPOEKTHPOBAHUSA (BBIIOJHEHUSI KYPCOBBIX
paboT), moMenIeHne AJsl IPOBEICHUs TPYIIOBBIX U MHAUBUAYAJIbHBIX KOHCYJIbTAIMI, TOMEIICHHE AJIs
MPOBEJICHUS TEKYIIETO KOHTPOJIS U MPOMEKYTOUHOU aTTECTAIMH, TOMEIICHHUE ISl CAaMOCTOSITEIbHOM
pabotsr; 634034, Tomckas o6macte, T. Tomck, Bepimmanna ynuna, a. 47, 309 ayn.

Omnucanue UMeEroIerocs 000py0BaHUS:

- MarauTHO-MapKepHasi J10CKa;

- Kommuiext cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[IporpammHoe obecnieueHue:

- Adobe Acrobat Reader;

- Google Chrome;

- LibreOffice;

8.4. MaTepI/laJ'II)HO-TeXHI/I'-IeCKOC H MporpammHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

st camocToATeNbHONU paboOThl HCIIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmosoKeHHBIE M0 apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmnacts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 201 ayn.;

- 634034, Tomckas o6macts, r. Tomck, Bepmunauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmuauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocss 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «HTepHEeT» U 00ecrneyuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKOE o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB
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OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOIB30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaabHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ O0Oy4YarOUIMMHCA C HAPYWIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/repenadn yueOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEINOaBaHuUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHUCTeMBbl. YueOHas ayauTOpus, B
KOTOPOHW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapylIeHUEeM CiyXa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YJAAJI€HHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha 3KpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0Yy4YalOIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJB3YIOTCS allbTepHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeACcTBa
npuema/rnepenadyn yueOHo nHGOpMaIMu B JOCTYHNHBIX opMax, MOOMIIBHON CUCTEMbI OOYUYCHUS IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbI M METOAUYECKHE PEKOMEHIAMY 110 OPTaHU3ALMH U3yUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JIsl TEKYIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUM

JIyist o1leHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETCHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI

Hasparus paszenos (Tem) PopmupyemEIe ®opmsbl koHTpoIst | OueHouynsie Matepuans (OM)
JUCUHUTLITUHBI KOMIIETEHIIUH
1 BBengeHnue B COBpEMEHHbIE IIKP-1, I[IKP-3, |TectupoBanue [TpumepHsIil nEpeyeHb
nHpokommyHukarmonusie cetu |[1KC-1 TECTOBLIX 3aJaHuN
DK3aMeH [Tepeuenp sK3aMEeHAIIMOHHBIX
BOIIPOCOB
2 duznyeckuil U KaHAJIbHBIN IIKP-1, TTIKP-3, |JIabopaTopHas Tembl 1ab0paTOPHBIX padoOT
ypoBeHb Moenu OS] IKC-1 pabota
TectupoBanue [IpumMepHbIil TEpeYeHb
TECTOBLIX 3aJaHUN
OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOITPOCOB
3 CereBoii yposenb moaenu OSI|IIKP-1, [IKP-3, |JlabopaTopHas Temb1 m1abopaTopHBIX padoT
[IKC-1 pabota
TectupoBanue [IpumMepHbIi TEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
4 TpaHCHIOPTHBIN YPOBEHb [IKP-1, TIKP-3, |JIaGopaTopHas Temb! mabopaTopHBIX padoT
moenu OSI IKC-1 pabora
TectupoBanue [IpumMepHbIi TEpeUeHb
TECTOBBIX 3a/IaHU
OK3aMeH [Tepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
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5 IlpukitaHON YpOBEHB, [IKP-1, IIKP-3, |TectupoBaHue [IpumepHBIil nepeyeHb
YPOBEHb MPEACTABICHUS U [IKC-1 TECTOBBIX 3aJaHUI
CEaHCOBbIIl YPOBCHb MOZICIIH DK3aMeH [lepeueHb K3aMEHAITMOHHBIX
OSI BOIIPOCOB
6 lunamuueckast [IKP-1, I1IKP-3, |JIabGopaTopHas Tembl m1abopaToOpHBIX paboT
MapIIpyTU3ALHUS IIKC-1 pabota
TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuenp 3K3aMEHaMOHHBIX
BOIIPOCOB
7 IlpeoOpa3oBaHue CETEBBIX [IKP-1, IIKP-3, |TectupoBaHue [IpuMepHBIil epeyeHb
azgpecoB. BupryaibHbie [IKC-1 TECTOBBIX 3aJaHUI
JaCTHBIC CCTH. DK3aMeH [Iepeuyenp sK3aMEHaIMOHHBIX
BOIIPOCOB

Hlkana oneHku cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OO0y4YeHUS IO

JTMCLUUIUIMHE TIpHBeneHa B Tabnuue 9.2.

Tabnuna 9.2 — lllkana oueHku cOPMUPOBAHHOCTHU IUIAHUPYEMBIX PE3yJIbTATOB OOYyUYECHHS IO

JTUCLUILINHE
dopmynrpoBKa TpeOOBaHUH K cTeneHH c(hOPMUPOBAHHOCTH
Onenka Bbannet 33 OM IUTAHUPYEMBIX PE3YJIbTaTOB 00yUEHUs
3HATh YMETh BJIAJICTh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHUE
(HEeyAOBIIETBOPUTENHHO) | MAKCUMAIbHOMU | UJIM ()parMeHTapHBIE YMEHHUH UIn HABbIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUYIHO (dbparmeHTapHbBIC
OCBOEHHOE IPUMEHEHHE
yMEHHE HaBbIKOB
3 ot 60% 1o o01ue, HO He B LIEJIOM YCIIEILHO, B LIEJIOM
(YAOBIETBOPUTENILHO) 69% ot CTPYKTYPHUPOBaHHbIE HO He yCIIELIHOE, HO He
MaKCUMaJbHOM 3HAHUA CHUCTEMAaTHUYECKH | CUCTEMAaTHYEeCKOe
CYMMBI 0aJI0B OCYILIECTBIIIEMOE pUMEHEHNe
yMEHHue HABBIKOB
4 (xopor1io) ot 70% 1o c(OopMHpOBaHHBIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue YCHENIHOE, HO yCHENIHOEe, HO
MaKCUMaJbHON OTIENbHBIC coJiepKaIue coJiepKarye
CYMMBI 0JUIOB | TIpOOJIeMbI 3HAHUS OTJeNIbHBIC OTJENIbHBIC
poOeITbl yMEHUE POOEITBI
NpUMEHEHUE
HaBBIKOB

>90% ot
MaKCHUMaJIbHON
CyMMBI 0aJIIOB

5 (OTJIMYHO)

chopMupOBaHHbBIC
CHCTEMaTHYECKHUE
3HAHUS

chopMHUpOBaHHOE
yYMEHHUE

YCHELIHOE U
CHUCTEMaTHYeCKoe
PUMEHEHHE
HaBbIKOB

[Ikana KOMIJIEKCHOW OLIEHKH CPOPMUPOBAHHOCTH KOMIIETECHIMI MpHBeieHa B Tabmuie 9.3.

Tabmuia 9.3 — Illkana KOMITIEKCHOM OIIEHKH CHOPMUPOBAHHOCTH KOMITETEHITHI

Ornenka

cDOpMYJ'II/IpOBKa Tpe6OBaHI/II71 K CTCIICHU KOMIICTCHIIMH
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. K uemy npuBoaut DoS araxa?
K mepexBarty nmpakTudecku Jar000ro npoxossiiero Tpadduka
K ucromenuto pecypcos DHCP
Ko B3nomy meTo0M nosiHoro nepedopa
K oTkazy B o6ciyxuBaHUH
2. Jlns gero npenHazHayeH nporokon HTTP?
VYcranaBiMBaeT CBsI3b M0 KaHAJy Mepeiayy JaHHBIX U o0ecrnieunBaeT Gu3nyecKoe nepemMelleHme
JAHHBIX 10 CpeJie Mepeaayn.
OtBeuaet 3a npuem (GopmMaTupoBaHHBIX cerMeHTOB TCP, WMHKAmCymsnuioo X B MaKeTHI,
MIPUCBOEHUE UM COOTBETCTBYIOLIUX aJPECOB U UX JIOCTaBKY K Y3JIy Ha3HAUYEHUSI.
VYrpaBiser oTIeIbHBIMU CEAHCAMHU CBSA3H
VYrpasinser B3auMoICHCTBHEM BeO-CcepBEpa M BEO-KIIMEHTA
3. Kakoii pynkimonan necet mpotokoia SSH?
OCYILIECTBJISIET KOHTPOJb CETEBOM aKTUBHOCTH KOMIIbIOTEpA, HA KOTOPOM OH YCTaHOBJEH, a
Takxke GuiabTpanuo Tpaduka B COOTBETCTBUH C 33aHHBIMU TIPABUIIAMH.
3alUIIAeT TOPTHl HA KOMMYTaTope
mUQpyeT Bech BXOASIIUHN Tpaduk
obecrneuynBaeT Oe3omnacHoe 3amM(pPOBAHHOE COEAUMHEHUE ISl yIpaBICHUSA YIaIEHHBIM
YCTPOMCTBOM
4. Jlnsa gero ucnonb3yetcs mporokoia DHCP?
JUTSL TIepeiavy AJIEKTPOHHOM mouThl B ceTsix TCP/IP
Jutst mpeoOpaszoBanust [P-agpeca TpaH3UTHBIX TAKETOB
cucTema Jyisl MoTy4eHusl HHpopMaluu o JoMeHax
JUUISI aBTOMATUYECKOTO Ha3HAYEHHUs Y311y TOoNycTUMbIi [P-aapeca u3 paspeinieHHoro myna.
5. Kakotii ceTpio sIBI€TCS ceTeBas MHPPACTPYKTypa, IPEAOCTABIIAIONIAs JOCTYII MOJIH30BATEIISIM U
OKOHEYHBIM YCTpPOICTBaM Ha HEOOJIBIION TEPPUTOPUU?
Cetb xpaneHus gaHHbIX (SAN)
I'oponckas cets (Metropolitan Area Network, MAN)
I'mo6anbuas cetb (WAN)
JlokanbHas cets (LAN)
6. Uto takoe naTEepdeiic?

CornacoBaHa Ha noptane Ne 60495 15



MIPOTOKOJI MIepejaun JaHHbBIX
ajanTep IS JIOKAJIbHOW CeTH, KOTOPbIN obecrieunBaeT (pu3nyeckoe MOAKIIOUYEHUE K CeTH Ha
HACTOJIbHOM KOMITBIOTEPE WU APYTOM YCTPOMCTBE.
pa3beM Ha CETEBOM YCTPOWCTBE, Yyepe3 KOTOPHIM KaOelu MOJIKIIOYEHbl K KOMIBIOTEPY WU
JIPYrOMy CETEBOMY YCTpPOICTBY.

CIIeLUaIN3UPOBAHHbBIE TIOPTHI B CETEBOM YCTPONCTBE, KOTOPbHIE MOJIKIIOYAIOTCS K OTJIEIbHBIM
CeTsIM.
7. Uto oToOpa)kaeT JIOTH4YeCKas TOMOJOTHSI?
KpaT4alIvi myTh JO0 KOHEYHOTO YCTPOMCTBA
CTOUMOCTH Pa3IMYHBIX MapIIPYTOB CETH
buznyecKoe pacnoa0KeHUE MPOMEKYTOUHBIX YCTPONUCTB U KaOENbHBIX JIMHUN
YCTPOICTBa, MOPTHI U CXEMBI aJIpecaliu
8. s 3amanus ctaTuyeckoro Mapuipyta B PT ucnonb3yercs komanaa
ip route
static route
router mode
static address
router ospf
9. Bribepute BepHOE YTBEPKICHNUE.
CrangaptHbie ACL-CIMCKHM MOXHO HCIOJb30BAaTh JUIS pa3peli€HUs UIH OTKIOHECHHSA
MPOXOXKJIeHHs Tpaduka TOIbKO Ha ocHOBe IPv4-ampecoB mctouHuWKa.
Cranmaptaeie ACL-criucku paboTaroT Ha CETEBOM M TpaHCTIOPTHOM ypoBHE monenu TCP/IP.
Pacmmmpennbsie ACL-cniucku HyMepyroTcst Yuciaom ot 1 10 99.
Cranmaptaeie ACL-criicku MOXKHO MCTIONIb30BaTh A1t KoHTpoutst Tpaduka TCP wiu UDP.
Pacmmpennbie ACL-CiMCKH HE MOTYT COJIEpKaTh THI MTPOTOKOJIA.

10. Kakoii komangoi Ha mapmipytu3arope Cisco MOKHO co3aaTh ctaHnapTHeii ACL-ciucok mist
paspemienus gocrymna cetu 192.168.1.0/24?
access-list 10 permit 192.168.16.0 0.0.0.255
access-list 10 permit 192.168.16.0 255.255.255.0
access-list 10 permit 192.168.16.0 mask 255.255.255.0
access-list 10 deny 192.168.16.0
access-list 10 deny 192.168.16.0 255.255.255.0

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

. Pasnenenue cereii Ha noacetu. CtaTuueckas MapuIpyTH3aLUs.

. CermeHTanus M MHKancyianus naHHbIX. IIpoTokon rapantupoBanHoi aoctaBku TCP.
IIporokon HerapanTupoBaHHOM nocraBku UDP.

Hactpoiika u nuarsoctuka nporokosia OSPF.

JIMCTaHIIMOHHO-BEKTOPHBIE POTOKOJIBL. [ [pOTOKOIBI MapLIpyTH3aLMY IO COCTOSIHUIO KaHaJa.
Anpecanus kaHanbHOro ypoBHs. Kommyranus nakeroB. IIporoxkon ARP. Buptyanbnsie
nokanbHble cetd (VLAN).

N —

wnhkw

9.1.3. TembI J1a00paTOPHBIX PadoT

BupTtyanbHble TOKaIbHBIE CETH
Hactpoiika yaaneHHoro gocryna
Cnucku KOHTpOJIS JOCTyna
Hactpoiika n quarnoctuka OSPF

Sl ol e

9.2. MeToan4yeckne peKOMeH AU

VY4eOHubIil MaTepuan uziaraercs B (Gopme, mpenanoiaramplileii caMoCTOATEIbHOE MBIILICHHE
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CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JIe BCETro y4eOHOro mpoliecca.

HauaTp uzydeHue quCHHUIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOJUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPEeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI JUIsl Ty4YIIETO OCBOEHUS MaTepHaia HeoOX0IUMO PEryJpHO
oOpamaTbCcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU HHTEPHET-TIOPTAIaMU, COACPKAIIUMHU
HAay4YHO-TIONYJSIPHbIE U CIEIUalU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHEKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO MOHUMAHUS U OCBOEHHS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BbIICHUTH UX
3HaYeHHE JIJIsl IOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUYEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyalbHbIE KOHCYJIbTAMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB M 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM
KypHAaJIe M0 TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU
310POBbsI H HHBAJINI0B

Jlis nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIAOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Tabmwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLCHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbSl 1 WHBAJINJIOB

Bupl 7onMOMHUTENBEHBIX OLIEHOYHBIX

®DopMBbI KOHTPOJIS U OIICHKH
Kareropuu o6yuaronmxcs

MaTCpHaIOB

pe3yJabTaToOB 00yUYEHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYAJBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIUHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PaOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJdaM 1Jid JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHou hopme;
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— B IIeYaTHOM popMe ¢ YBEITMUCHHBIM MIPUPTOM;

— B (popMe PIIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJJaHHs BCITYX;

— MPeIOoCTaBICHHE 3aaHNUs C UCIIOJIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIbBHBIE BOMPOCHL. [[s Takux oOydaromMXcs MpeaycMaTpUBaeTCs
nocTymHas popMa IpeoCTaBICHH OTBETOB HA 3aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha OyMmare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUs JUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 AUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBlIeHNEe HHPOopManuu B GopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCIIPHATHST HHPOPMAaITUH:

Jst mun ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM popMe yBEITUUCHHBIM HIPUPTOM.

J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHLCS B HECKOJIBKO 3TAIIOB.
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