MUWHHUCTEPCTBO HAYKH Y BBICHIEI'O OBPA3OBAHMS POCCUMCKOM ®EJEPAIIIN
®denepaiabHOE TOCYIaPCTBEHHOE OI0)KeTHOE 00pa3oBaTeIbHOE YUpeKIeHHe BbICIIEro 00pa3oBaHus

«TOMCKHU TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCVP)

YTBEPX/IAIO
IIpopekrop no yuebHoit pabote
[1.B. Cenuenko
«18» 12 2019 r.

PABOYAS [TPOTPAMMA JJUCHUIIJIMHBI
SAIIUTA THO®OPMALIMOHHBIX ITPOLHECCOB B CETAX U CUCTEMAX CBA3U

YpoBens 00pazoBaHus: BbIclee 00pa3oBaHue - DaKajgaBpuaT

Hamnpasnenue nmoaroroBku / cnenuanbHOCTh: 11.03.02 UHpOoKOMMYHHUKANMOHHBIE TEXHOJOTMU U
CHCTEMBI CBSI3H

Hanpasnennocts (npoduip) / cienmanuzanus: 3auuieHHble CHCTEMbI U CeTH CBA3HU

dopma 00yUueHUS: OUHASA

@axynbreT: Paguorexuudyecku gpaxkyansrer (PTPD)

Kadenpa: Kadenpa paanodiextponuku u cuctem cesizu (PCC)

Kypc: 3

CemecTp: 6

VY4eOnsiii man xHadopa 2020 roga

O0beM JUCHMIIMHBI U BUABI yUEOHOU AESITEIbHOCTU

Bunbl yueOHOM nesTeNbHOCTH 6 cemecTp Bcero EnnHunel

JIeKIIMOHHBIE 3aHATHS 18 18 4acoB
[IpakTryeckue 3aHATUA 16 16 4acoB
JlaGopaTopHble 3aHATUS 16 16 4acoB
CamocrositenpHas padbora 58 58 4acoB
ITonroroBka u caaya dK3aMeHa 36 36 qacoB
OO01mas Tpya0eMKOCTh 144 144 4acoB
(BKJIOYAs MPOMEKYTOUHYIO aTTECTALIHIO) 4 4 3.€.

DopMbI IPOMEKYTOUHOM aTTeCTAIUsA Cemectp
OK3aMeH 6

IOKyMeHT MOAIIMCAaH ITPOCTO 3JIeKTPOHHOI MTOAMMCHIO
Wudbopmatys o Bragemnblie:

®UO: Cenuenko I1.B.

HomxHocTk: [IpopekTop o YP

Hata mognucanus: 18.12.2019

VHUKaJIbHBIN MPOrpaMMHBbINI KITIOY:
al119608-cdff-4455-b54e-5235117c185c

Tomck

CornacoeaHa Ha noptane N2 60632



1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. Uzydyenue cnocoOoB 3aIUThl HHPOPMALMOHHBIX ITPOLIECCOB B CETAX C TMOPUAHON (U3NUECKON
cpenou.

2. U3ydyeHue BO3MOKHOCTEH MPUMEHEHHs CTAaHIAPTHBIX HACTPOEK B CETAX CBSI3U AJISl OBBIIICHUS
UX 3aLIUIIEHHOCTH.

3. Pabora B KOMIBIOTEPHBIX BBIUHUCIUTENBbHBIX ceTsX (BC) ¢ mpuMeHeHuEeM MpOrpaMMHBIX
CPEZCTB 3alIUThI U UCTIOJIBb30BAHUS CYIIECTBYIOLINX, BCTPOCHHBIX B apXUTeKTypy OC, CpeacTB CBS3H.

1.2. 3agauy AUCHUILIUHBI

1. M3yuenue cnocoOOB CO3/1aHuUs 3aLIUIIEHHOTO CETEBOI0 COCTMHEHUS, 3aIIUIIEHHBIX MPOTOKOJIOB
CBSI3M, 3aIIUThl OT HECAHKLHMOHUPOBAHHOTO JOCTyNa COOOIIEHUM AIEKTPOHHOM MOYTHI, CETEBBIX
pecypcos.

2. 3yyeHue mpUHIOHUIIOB pabOTH OpaHIMay3poB, CPEACTB MPEAOTBpPAIICHUS BTOPIKECHUM,
AHTUBUPYCHBIX MPOTPaMM.

3. Pa3BuTue HaBBIKOB HACTPOWKHM M aHajlW3a MPOTrPaMMHBIX CPEACTB 3aIUTHl, MOJUTHUK
0€30MMacCHOCTH, UCIIOJB30BaHUs IPOrPAMMHBIX OTJIaAYUKOB, CETEBBIX aHAJIN3aTOPOB.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaMH 00pa30BaTEIbHBIX OTHOIICHHIA.

Monynb quctuminH: Moy HanpaBIeHHOCTH (TIPpOQuIIs).

Nunexc quctummmunsl: 51.B.02.11.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

YHuBepcaibHble KOMIIETEHIIUH
Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIIUH
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[TKP-6. Cnocoben [TIKP-6.1. 3HaeT apxutexTypy, | Bnaneer apxurekTypoii, IpoTOKOJIaMH U

OIICHUBATD MapaMEeTPhl  |[IPOTOKOJIBI U OOIIIHE 00ITUMU PUHIUTIIAME (PYHKIIHOHUPOBAHUS
0€30macHOCTH U TIPUHITUTIBI anmnapaTHbIX, IPOrPaMMHBIX U IPOrPAMMHO
3alIMINATh IPOTPAMMHOE | PYHKITMOHUPOBAHUS anmapaTHBIX CPEJICTB aIMUHUCTPUPYEMOM
o0ecrieueHne U CeTEeBbIC |alllapaTHBIX, TPOrPAMMHBIX U | CETH.
yCTpOWCTBa MIPOTrpaMMHO armnapaTHbIX
aIMUHUCTPUPYEMOU CPEACTB AIMUHUCTPUPYEMOU
CETH C TTIOMOIIBIO CeTH.
CrieuaibHbIX CPCACTB | [[KP-6.2. 3HaeT OCHOBHBIE 3HaeT OCHOBHbBIE MMPUHITUIIHI,
yHpaBJICHUA IIPUHLIMIIBL, Kpunrorpaguaeckue mpoTOKOIbI U
0e30MacHOCThIO Kpunrorpaduieckue MIpOrpaMMHBIE CPEJICTBA 0OCCTICUCHUS
MIPOTOKOJIBI U IPOTPAMMHBIE | MHPOPMAIIMOHHON 0€30MaCHOCTH CETEBBIX
cpeacTBa o0ecreueHus YCTPOWCTB.
nH(OpMAITMOHHOM
0€30MaCHOCTH CETEBBIX
YCTPOMCTB.

ITKP-6.3. YMmeeT npuMeHITh | YMeeT NPUMEHATh IPOrPaMMHBIE,
IIPOrpaMMHBIE, allIAPATHBIE U |alIIApaTHBIC U IIPOIPaMMHO-AIIIapaTHBIC
[IPOrpaMMHO-AIIapaTHbIe CPEACTBA 3alUThI CETEBBIX YCTPOUCTB OT
CPEACTBA 3alUThl CETEBBIX HECaHKIMOHUPOBAHHOI'O OCTYIIA.
YCTPOMCTB OT
HECaHKI[MOHUPOBAHHOI'O
JOCTYTIA.

[TIKP-6.4. ITonb30BaThCs [Tonp30BaThCsi HOPMATUBHO-TEXHUYECKON
HOPMAaTUBHO-TEXHUYECKON JOKyMeHTaluei B 00actu obecredeHus
JIOKyMEHTaIuel B o0macTu nH(POPMAIIMOHHOW 0E30MMaCHOCTH
oOecrnieueHus MH(POKOMMYHHUKAITMTOHHBIX CUCTEM.
UH(POPMALMOHHOM
0e301acHOCTH
MH(POKOMMYHHUKAITUOHHBIX
CUCTEM.

ITKP-6.5. Bnaneer HaBbikamu |BiajeeT HaBbIKaMU U CPEJICTBAMU YCTAHOBKH
U CPEJICTBAaMHU YCTAaHOBKHU U 1 yTIPABJICHHS CTICITHATM3NPOBAHHBIMHU
yIpaBiICHUS MIPOTPaMMHBIMU CPEJICTBAMH 3aITUTHI
CIeNUaTU3UPOBAHHBIMU CETEBBIX YCTPOUCTB aJIMUHUCTPUPYEMOU CETH
MIPOTPaMMHBIMU CPEJICTBAMH | OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

3aIUTHI CETEBBIX YCTPOUCTB
aIMUHUCTPUPYEMOU CETH OT
HECaHKITMOHHUPOBAHHOTO
JIOCTYTIA.

4. O0beM TMCUMIIMHBI B 324€THBIX eJUHUILIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroimuxcsi ¢ npenojaasarejieM
1 HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO61mmas TpyA0eMKOCTh AUCHUIUIMHBI COCTABISAET 4 3a4eTHBIX eUHUIL, 144 akaJeMHUYeCcKUX 4acoB.

Pacnipenenenue Tpy10eMKOCTH JUCHIHUILUIMHBI 110 BUJIaM y4eOHOU NEATEIbHOCTH MPECTABICHO B
tabiuue 4.1.

Tabauia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI ITO BUIaM YY€OHOU ACSTEIbHOCTH

Bcero |Cemectpsl

Bunpl yaeOHOI 1esITeIbHOCTH
4acoB |6 cemecTp

KonTakTHas ayniuTopHas padora 00y4alomuxcs ¢ npenogaparesieM, BCero 50 50
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JlexuMoHHEBIE 3aHATUSI 18 18

[IpakTHyeckue 3aHATUA 16 16
JlaGopaTopHbIe 3aHATHS 16 16
CamocrosiTeibHas padoTa 00y4aOmuXcs, B T.4. KOHTAKTHasI 58 58
BHeayJAuTOpHasi paboTa o0y4aromuxcs ¢ npenojaasareieM, Bcero
[ToaroroBka K TECTUPOBAHUIO 18 18
Hanucanue oTdera o mpakTUYECKOMY 3aHATHIO (CEMHUHApY) 12 12
[ToaroroBka k mabopaTopHOi paboTe, HAMMCAHUE OTYETA 10 10
Harmmcanne otyeta nmo nabopaTopHoit pabote 18 18
IloaroroBka u cia4ya 3K3aMeHa 36 36
OO0mas Tpya10eMKoOCTh (B 4acax) 144 144
Oowmas TpyroeMkocTh (B 3.€.) 4 4

5. CTpykTypa u cogep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) AUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpykTypa IUCHUIUIUHBI MO pa3aenaM (TeMaMm) W BHJaM y4eOHOU JesSTeNbHOCTH MPUBEICHA B
tabmure 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUILINHBL U BUIBI YYEOHOH IeATEIbHOCTH
Jlek. Cam.| Bcero
[Tpak. | JIa6. dopmupyemble
HasBanwus paznenos (TeM) TUCIUILTAHBI 3aH.,

pab., | yacos (6e3
3aH., 4| pao. KOMITCTECHIIHH
q Y | 9K3aMEHA)

6 cemecTp

| ApxuTtekTypa BCTPOESHHBIX CPEICTB 3aIUTHI |2 2 - 4 8 ITIKP-6
B OC. IIprunHbI BOBHUKHOBEHUS COOEB B
ONepaTUBHON MaMATH, OOIINE TPUHIIUIIBI
MOCTPOEHUS cucTeM 3amuThl (triple functions).

2 OCHOBHBIC MMOHATHS, KJIaCCH(UKAIIHS 3a1a4, |2 4 4 8 18 I[1IKP-6
perraeMbpIX MEXaHU3MaMH UICHTH(PUKAIINH |
ayTeHTU(UKAIIUU B CETAX CBSI3U.
Wnentuduxanus cyoObekTa, MOHATHE
MIPOTOKOJIa UICHTH(UKALIH,
uaeHTuuuupyomas nHhpopmManus.

3 Knaccudukanus cyObeKTOB 1 00bEKTOB 2 - 2 8 12 [TKP-6
noctymna. OCHOBHbIE TTOIXO/IbI K 3aIIUTE
nauHbix oT HCJI. AGCTpakTHBIE MOJIEH
JIOCTYTIA.

4 Buapl ayuTa KOMIBIOTEPHBIX CETEN U 2 4 2 10 18 IIKP-6
CHUCTEM CBsI3H, Ki1accuukaius coOObITUH.

5 IlporpaMMmHo-anmnapaTHbIe CpeCTBA 2 - 4 8 14 [TKP-6
mpPoBaHUs; TOCTPOCHUE allapaTHBIX
KOMITIOHEHT KPUIITO3AINTHI IAHHbBIX.
HudpactpykTypa yrpaBieHUus OTKPHITHIMU
KIIF0YaMH, 0a30BbI€ apPXUTEKTYpPhI CHCTEM
yIOpaBlieHus: cepTurKaTaMu, JOruuecKas
CTpyKTypa ¥ KOMIOHEeHThI PKI.
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6 Knaccugukamus MeToI0B 3aIUTHI IIPOTPaMM
CO CTOPOHBI HH(POPMALMOHHBIX IPOLIECCOB.
MeTto/pl 1 CpecTBA OTPaHUYEHUS 1OCTYIIA K
KOMIIOHEHTaM CBSI3M B KOMIIBIOTEPHBIX CETSIX U
3allUThI IPOrPaMM OT HECAHKLIMOHUPOBAHHOTO
KOIIUPOBAHUS.

I1IKP-6

7 Texnomoruu nepexsara komanji. CUCTEMHbIE
CIocoObI MPOTHUBOICHCTBUS HA OCHOBE CITY)KOBI
DEP.

2

ITIKP-6

8 IIpoToKON KOMIBIOTEPHBIX CETEH mepeaaun
nauubeix IPSec.

13

IIKP-6

9 Uepapxuueckue moaenu OSI u TCP, ux
pasznuuusi. Knaccel cereit. Cimyx6a DNS.

I1IKP-6

10 Apxurektypa u BozmoxxkHoctu OC.
[TosBnenue BupTyanbHbIX MamuH ¢ OC,
MPOLIECCHI, KOTOPbIE OHU BHI3bIBAIOT. CeTeBbIe

CKaHEpHI.

ITIKP-6

Uroro 3a cemectp |18 |16 16 |58

108

Hrtoro|18 16 16 |58

108

5.2. Conep:xanue pa3iesnoB (TeM) TUCHUNIMHBI

Coneprxkanne pa3ienoB (TeM) TUCHUTLTAHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B Ta0wmIe 5.2.
Tabmuna 5.2 — Coneprkanue pa3zienos (TeM) TUCHUILIMHEI (B T.4. IO JEKIHUSIM)
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HasBanus paznenos (Tem) ConepxaHue pa3aesoB (TeM) Tpynoemrocts dopmupyembie
JVCLIUATUTHHBI JTUCUUIUIAHBI (B T.4. TIO JICKIIUSIM) (7NeKUHOHHEIE KOMIIETEHIIH
3aHATHUSA), U
6 cemecTp
1 Apxurektypa BcTpoeHHBIX |lIpenmer u 3amaun 3amuThl 2 IIKP-6
cpencts 3auuThl B OC. MH(POPMALIMOHHBIX MPOLIECCOB B CETIAX
[Tpu4yrHbBI BOBHUKHOBEHHUS U CUCTEMaXx CBSI3H, €€ B3aUMOCBS3b C
cO0€eB B ONepaTUBHOM MaMsATH, | JpyTUMU JuciuIInHaMu. KpaTkas
o0111e MPUHIIMITBI UCTOpPHUS Pa3BU-
MOCTPOCHMS CUCTEM 3AIIUTHl | TUS. AKTYyallbHOCTh 3aIlUThI
(triple functions). uH(bOpMaIlMU B COBPEMEHHOM MUDE.
[TpyunHBI BOSHUKHOBEHHUS
ySI3BUMOCTEH, 00I111€e TPUHIIMIIBI
HOCTPOEHHUS CUCTEM 3aIIUThI
(triple functions). [ToHsATHE TOTUTUKU
0€30MacHOCTH U HEOOXOTUMOCTH
OLIEHKU PUCKOB, KpUTEPUH,
UCTIOJIb3YyeMble /IS KilacCU(PUKAIUU
YPOBHSI 3aLLIUILEHHOCTH
(Oe3zomacHOCTH) KOMIBIOTEPHBIX CETEH
U CUCTEMBI CBSI3H.
Hrtoro 2
5




2 OCHOBHBIC IIOHSTHS, OcHOBHBIC TIOHATHUS, KJIACCUPUKAITUS IIKP-6
KJIacCUUKaNus 3a/1a4, 3a/1a4, peraeMbIX MEXaHU3MaMH
pelaeMbIX MEXaHHu3MaMHu uACHTU()UKAIMY U ayTCHTU()UKAIIHH.
uACHTU(DHUKAIINH U WNnentudukanus cyoObeKkTa, MOHATHE
ayTeHTU(UKAIINA B CETAX MIPOTOKOJIA UICHTU(UKAIINH,
cBsi3u. UnenTudukanus uacHTUGUIUpYomas nHPOpMAaIHs.
cyOBeKTa, MOHATHE TPOTOKOIA | MeTOo bl ayTeHTU(UKAIIMH: TTapOIhHAS
UACHTH()UKAIIH, cxema, bmoMeTpuueckuil u token
UICHTUPUIHPYIOLIAs CHOCOOBI, MHOTO(AKTOPHAS U
UHpOpMALIHSL. B3aWMHasl ayTCHTUPUKAIHH.

[TpoTOKOIIBI HICHTUDUKAIIIH C

HYJIEBOM nepenavert 3HaHui. CxeMbl

unearudukanyu Deiire-Ouara-

[Tamupa, ['mioy-Kyuckyotepa.

Hroro

3 Knaccudukanus cyorexkroB |Knaccuduxamms cyObekToB 1 [TKP-6

1 0O0BEKTOB JIOCTYTIA.
OCHOBHBIE ITOAXOABI K 3aIIATE
nmaaubeix oT HC/I.
AOGCTpaKTHBIE MOJEIH
JOCTyTIA.

00BeKTOB gocTyna. OCHOBHBIE
MOAXO0bI K 3amuTe qaHaeix ot HCJI.
AOGCTpaKkTHbIE MOJIENH AOCTYIIA.
HIudpoBanue, KOHTPOJIb JOCTYIIA U
pasrpaHUyYeHue A0CTyIa,
UepapxXrUyuecKuil 10cTym K (aitny,
3alUTa CeTeBoro (haiaoBoro pecypea,
¢dukcanus gocTymna K gainam.
JuckpenrionHast (pa3rpaHu4UTENIbHAs )
MO/JIEJIb YIIPABIEHUSI JOCTYIIOM.
AHanu3 cUCTEM JAUCKPEIIMOHHOTO
pasrpaHUYeHUs JOCTyIa Ha OCHOBE
dopmanbHOit Mmonenu Take-Grant.
JloCTyI K IaHHBIM CO CTOPOHBI
nporecca. CnocoOs! ¢pukcanuu pakra
nocryna. HanesxHocTs cucteM
OTpaHUYEHUS JI0CTyMa. YIIpaBlieHUE
J0CTYIIOM Ha ocHoBe poiieii — RBAC.
bazosag mogens RBAC. MaunnatHas
(mpencraBuTeNbHAS) MOJENb
yIpaBJIeHUs 10CTyIOM. MeXaHUu3MbI
peanu3anuy MaHIaTHON MOJEIH
noctyna. 3amuTa (aiioB ot
u3MeHeHus1. CyObeKT u aucneryep
JI0ITycKa, 0COOEHHOCTH pean3alii.
CpencTBa ynpaBieHUs JOCTYIIOM,
UCIIOJIb3yeMble€ B COBPEMEHHBIX
OTIEPALIMOHHBIX CHCTEMaX.

HUroro
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4 Bunsl aynuta Bunsr aynura, KimaccupuKays [IKP-6
KOMITBIOTEPHBIX CETEN U coObITuii. KoHTpOJIb 1IE0CTHOCTH
CHUCTEM CBSI3H, JAHHBIX, HCIIOJIB30BaHKUE IIU(PPOBOI
KJaccu(uKanus COObITHH. noanucu. CpeacTsa ayuTa,

peanu30BaHHbBIEC B COBPEMEHHBIX CETAX

u cucreMax cBsizu. Cucremsl

IPEIOTBPALICHUS U OOHAPY)KEHUS

BTOPKEHUI, JTOKAJIbHbIE U

6ecnpoBoausie - [PS IDS HIPS WIPS.

Hroro

5 IIporpamMHo-anmapaTtHsle  |I'eHepaumsa kiroueit. Kiroun s IIKP-6

cpenctBa mudpoBaHus;
MIOCTPOEHUE anmnapaTHbIX
KOMIIOHEHT KPUNTO3ALUTHI
nanHbix. MHpacTpykTypa
YIIPABJICHUS! OTKPBITBIMU
KJII0OYaMu, 0a30BEBIE
APXUTEKTYPBI CUCTEM
yHOpaBleHus cepTuduKaTaMu,
JIOTUYECKAsI CTPYKTypa U
kommoHeHThl PKI.

CUMMETPUYHBIX 1 HECUMMETPHUUYHBIX
anropuTMoB. OOMEH KIIl04aMu,
anroput™ uddu-Xennmana.
Odemepnsrii kiatou. [Iporpammuo-
anrmaparHble CpeJCcTBa MMU(POBaHUS;
IIOCTPOEHHUE aNNapaTHbIX KOMIOHEHT
KPUNTO3AIUTH] JaHHbIX.
Wndpactpykrypa ynpasieHus
OTKPBITBIMU KJIFOUYaMH, Oa30BbIe
ApXUTEKTYPbI CUCTEM YIIPaBJICHUS
cepTU(UKaTaMu, JIOTHYECKas
CTPYKTypa U KoMoHeHTsl PKI.
Yrpo3bl KpunTorpahuueckuM KiIrouam.
VYceueHue KII04eBOro MHOKECTBA.
[ToBpexaenue kaouei. 3amura
anroputMa mudpoBanus. [IpuHuun
qyBCTBUTEIBHON 00JIACTHU U MPUHIIMIT
[JIABHOTO KJIF04a, HEOOXOIUMBIE U
JOCTaTOYHbIe (DYHKIMU allapaTHOro
CPEIICTBA KPUNTO3ALUTHI CUCTEM
CBSI3H.

HUroro
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6 Knaccudukanus MeTo10B
3aIUTHI IPOIPAMM CO
CTOPOHBI HHPOPMAITHOHHBIX
npoueccoB. MeToibl 1
CpeICTBa OTPaHUYCHUS
JIOCTYTIa K KOMITOHECHTaM
CBSI3U B KOMITBIOTEPHBIX CETAX
U 3aIUTHI IPOTPAMM OT
HECAHKIIMOHUPOBAHHOTO
KOTIMPOBAHUSI.

Knaccudukanus MeTo10B 3aUThI
MH(OPMALMOHHBIX TPOIIECCOB B CETSIX
U cUCTEMax CBsI3U. MeTo/bl U cpeacTBa
OTrpaHUYEHUS JOCTYIa K KOMIIOHEHTaM
OBM, 3amuThl IporpaMm ot
HECaHKIMOHUPOBAHHOI'O KOITMPOBAHUS.
[IporpaMMHbIE U TEXHUUYECKHE
CPEJICTBA 3alIUTHI. 3aIIUTa IPOrpaMm
OT U3TyuyeHus. Y cTapeBlIne
TEXHUYECKUE CPEJICTBA 3ALUTHI.
3amuTa OT OTJIaJKH, 3alll1UTa OT
3acceMOIMPOBaHMUs, 3alUTa OT
TPACCUPOBKU IO ITPEPHIBAHUSIM.
[Ipumenenue od6dyckanuu,
IPOTEKTOPOB M YIAKOBLIUKOB JIJIs
YCUJICHUS 3alIUThl CUCTEMBI CBSI3U.
MeTto/1b1, 3aTpyIHAIOLME CUNThIBAaHUE
ckormupoBanHOU MHPOopManuu. [Tapomn
U KJIFOYM, OpraHU3als XpaHEHUs
KJIO4el. MeToabl, IpernsTCTBYOLIUE
UCIIOJIb30BaHUIO CKOITMPOBAHHOM
uHpopmanuu. OcHOBHBIE QYHKIHH
CPEJICTB 3alIUThl OT KOIIUPOBAHUS.
[IpuemMs! npOTUBOAEHCTBUSA
JTUHAMUYECKUM CII0CO0aM CHATHUS
3alUThI IPOrPaMM OT KOIIMPOBAHUS.

[IKP-6

Hroro
7 TexHoiyioruu nepexsara Oxcmoittel. Henoctatku IIKP-6
koMaH[. CHCTeMHBIE CIIOCOOBI |3alUIEHHBIX CETEH, UCIIOJIb3yEMbIE B
IIPOTUBOJEHUCTBYS HA OCHOBE |yJIaJICHHBIX CETEBBIX aTaKax.
ciyx0s1 DEP. Knaccudukanus ysa3BumocTeii ceteit
JUIs yAaleHHbIX atak. [IpeBeHTUBHBIE
Mephbl uX 3auThl. CiykO0bl TocTyma K
CeTeBbIM pecypcaM. Bubl ciyxo0 -
www, ftp, telnet, gopher. [Ipouent
UCIIOJIb30BaHUS B MUPE.
Hroro
8 IIpoTokos KoMIbIOTEPHBIX |COBpPEMEHHBIN pPa3BUBAIOIIMIICS [TKP-6

ceTel mepeaavyu TaHHBIX
IPSec.

MIPOTOKOJ KOMIBIOTEPHBIX CeTei
nepenayu nanubix [PSec. Mctopus
MOSIBJICHUS, APXUTEKTYpa, HETOCTATKI
U XapaKTEepPUCTUKH Ha YPOBHE MOJENN
OSI. TIporokoa ceTeBoit
aytentudukarmu Kerberos 5,
OCHOBHbIE KOHIIETIIIUH,
ayTeHTU(UKATOPHI U CEaHCOBBIE
MaHJAaThI.

Hroro
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9 Uepapxuueckue Moienu
OSI u TCP, ux paznuuus.
Kiaccer ceteit. Cnyx6a DNS.

Ortxkpsitas cereBas moaenb OSI.
[IpuHIHI yCTpONCTBA CETEBOU
mopenu. 3Hauenue TCP/IP u OSI ms
YCTPAHEHUS HEMOJAJ0K. Y POBHU
rpym - Media layers u Host layers.
OcHosable IoHATHS Domain Name
System

[IKP-6

Htoro

10 ApxutekTtypa u

Bosmoxxkaoctu OC. ITosBsnenue

BUpTyainbHbIX MauH ¢ OC,
IPOLIECChl, KOTOPHIE OHU

BuptyanbHbie ceTeBble MaIIUHBL,
JOCTYTI, 00CITyKUBaHHUE U
BO3MOXHOCTH. [Ipobiema
cynepausopa. CeTeBble CKaHEPHI

BbI3BIBaIOT. CeTeBbIC CKAaHCPHLI.

BuptyanbHas ceTh B BUPTYaIbHbIX
MmamuHax. Jlata-nentp ¢
BUPTYaJIbHBIMHU CEPBEPAMHU YPOBHS
TIER III

IIKP-6

Hroro 2

Uroro 3a cemectp 18

Hroro 18

5.3. llpakT4yeckue 3aHATUSA (CEMHUHAPHI)

HanmeHoBaHMe NpaKTUYECKUX 3aHATUH (CEMHUHAPOB) MPUBEACHO B Tabmuie 5.3.

Tabnuma 5.3 — HauMeHoBaHUE MPAKTUYCCKUX 3aHITHIA (CEMUHAPOB)

Haspanwust paznenos (Tem) JUCIHUILTHHBI

HaunmenoBanue
MPaKTUYECKHUX 3aHATUI
(cemHrHapoB)

TpynoemMKocCTb,
q

dopmupyembie
KOMIIETEHIIUU

6 cemecTp

1 ApxuTekTypa BCTPOCHHBIX CPEJICTB
3amuThl B OC. [Tpuunnbl
BO3HUKHOBEHUS COOEB B ONIEPAaTUBHOM
naMsTH, 00IKEe TPUHLIUIIBI
MOCTPOEHUS CUCTEM 3aIIuTHI (triple
functions).

LlenoctHOCTH
nHpopmanuu.

ITIKP-6

HUtoro

2 OCHOBHBIE OHATHS, KJIacCU(pUKaLus
3ajiay, peIaeMbIX MEXaHU3MaMHt
UICHTUQHUKAIMY U ayTeHTU(DUKALIY B
ceTsx cBs3u. Unentudukanus
cyObeKTa, MOHATHE IPOTOKOJIA
UACHTUPHUKALMY, UIEHTHPULIHPYIOIIast
UHpOpMaLHs.

Makpocsl B TEKCTOBBIX
penakropax -
BO3MOKHOCTH JJOCTYTIa K
MeXaHUu3Mam
uAeHTUPUKAIMH, daiinam
U CETSIM CBSI3H.

ITIKP-6

Hroro

4 Buapl ayiuTa KOMIIBIOTEPHBIX CETEH
U CUCTEM CBSI3H, Kilaccu(uKaius
COOBITHH.

Uccnenosanue cBONUCTB
MMOJKJIFOUEHHUS K
KOMIIBIOTEPHOM CETH

ITIKP-6

CucremMHbIE yTUIINTBI
Mapka PyccunoBuya.

ITIKP-6

Hroro

7 TexHOoJIOruyu nepexBara KOMaH/I.
CucTteMHBIE CITOCOOBI
MIPOTUBOJICUCTBUS HA OCHOBE CITY>KOBI
DEP.

KommbrorepHas ciyx06a
Dep.

ITIKP-6

HUtoro
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9 Uepapxuueckue moaenu OSI u TCP, |Texnuueckas nouckoBas 2 [TKP-6
ux paznmuuns. Kimaccer cereid. Ciyxx6a  |cucrema Shodan

DNS. Uroro 2
10 Apxutektypa u Bo3moxkHocTd OC. |ApXUTEKTypa XpaHUIHIL 2 ITIKP-6
[TosiBneHure BUPTyalbHBIX MAIIUH C JTAaHHBIX.
OC, mporieccrl, KOTOPEIC OHH
BLISBI;)aII;T. CeTeBBIepCKaHepLI. Hroro 2
Hroro 3a cemectp 16
Hroro 16

5.4. JlabopaTopHbIe 3aHATHSA

HaumeHoBaH#ue 1a00paTOpHBIX pabOT MpHUBEIEHO B Ta0uIe 5.4.
Tabmuna 5.4 — HaumeHnoBaHue 1a00paTOPHBIX padoT

HanmenoBanue TpynoemkocTs, | DopmMupyembie
HasBanus pa3nesnoB (TeM) TUCITUTIINHBI
1abopaTopHbIX paboT q KOMIIETEHIINH
6 cemecTp
2 OCHOBHBIE IOHATHS, KITacCU(pUKanus Hacrpoiika ¢punbTpoB 4 ITIKP-6
3aJa4, perraeMbIX MEXaHU3MaMU IIPY CETEBOM IEpPEXBATE
UICHTU(PHUKAIMY U ayTCHTU(DUKAINH B MaKeToB CHU(epoM.
ceTsx cBs3u. nentudukanus cyobexra,
MOHSATHE MTPOTOKOJIA UACHTU(PUKAIIH, Utoro 4
UACHTUGHUIHPYIOLIasi HH(OPMAIHSL.
3 Kimaccudukamnus cyObeKTOB U 0ObEKTOB |3aXBaT CETEBBIX MTAKETOB 2 ITKP-6

noctyma. OCHOBHBIE TIOJXO/BI K 3aIIUTE | MACHTU(PUKAIINH
nanubix oT HCJ. AGCTpakTHBIE MOJIEIN | IOCTYTIA U MOJTyYCHHUS

JIOCTYTIA. daiinoB cauddepom.
Hroro 2
4 Buapl ayuTa KOMIBIOTEPHBIX ceTel 1 |MccnenoBanue ceTeBoro 2 ITIKP-6
CHCTEM CBSI3H, KJIaCCH(HKAIMs COOBITHH. |CKaHepa
Hroro 2
5 IIporpaMMHO-anmnapaTHble CpeACTBa Junarnocruueckue 4 IIKP-6

mudpoBanus; moctpoenue anmnapatHelx | yTuiantel OC Windows
KOMITOHEHT KPHUIITO3AILUTHI TaHHBIX.
HNHudpacTpykTypa ynpaBieHUs
OTKPBITBIMHU KJIFOUYaMU, O6a30BbIe

ApPXUTEKTYPbI CUCTEM YIIPaBJICHHUS Hroro 4
cepTUUKaTaMH, JIOTUYECKask CTPYKTypa U
KOMNIOHEHTHI PKI.
8 ITpoTOKOJ KOMIIBIOTEPHBIX CETEM AHanu3 NOAKIIOYEHUS K 4 ITIKP-6
nepenaun nanHbix [PSec. FTP cepsepy

Hroro 4

Hroro 3a cemectp 16
Htoro 16

5.5. KypcoBoii npoekT / kypcoBasi pabora
He npegycmorpeHo y4eOHbIM IIIaHOM
5.6. CamocTosiTesibHass paboTa

Bunbl camoctoATensHOM paboThl, TPYJOEMKOCTh U (hOPMHUPYEMbIe KOMIIETCHIIMH TPECTaBICHBI B
tadiuue 5.6.
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Tabmmia 5.6 — Busbl caMmocTosATeIbHOM pabOThI, TPYJ0EMKOCTh U (hOPMHUPYEMbIE KOMITETEHIIUN

HasBanus paznenos (Tem) Brzer . | Tpynoemkocts, | DopmMupyemblie Dopmbl
CaMOCTOSATEIIHbHOM
JACTTUTLTUHBI q KOMIIETEHITH KOHTPOJIA
paboTsl
6 cemecTp
1 Apxurekrypa BctpoeHHbIX |lloaroroska 2 [IKP-6 TectupoBanue
cpeacts 3auuThl B OC. TECTUPOBAHUIO
Ipru4uHbI BOSHUKHOBEHUSI Hammcanue oTuera 2 IIKP-6 OrueT 110
c60€B B ONepaTMBHOM 10 IIPAKTUYECKOMY IIPAKTUYECKOMY
MaMsITH, OOIMe IPUHLIUIIBL  |33HATHIO 3AHSITHUIO
IMOCTPOCHUA CUCTEM 3allIUThI (CeMI/IHap}I) (CGMI/IHap}’)
(triple functions). Hrtoro 4
2 OCHOBHBIE MTOHATHS, IToaroroska k 2 [IKP-6 TectupoBanue
KiaccuduKkanus 3aaad, TECTUPOBAHUIO
pemacMbIX MEXaHU3MaMH Hammcanue oTuera 2 IIKP-6 OrueT 110
UIeHTUQUKALUU 1 10 IPaKTUIECKOMY IIPaKTHIECKOMY
ayTeHTU(UKAIIUU B CETAX 3aHATHIO 3aHATHIO
CBs3H. I/I,[[CHTI/I(I)I/IKaI_II/IH (CeMI/IHap}I) (CGMI/IHap}’)
cyObBeKTa, noHsTHe [Toaroroska K 2 [IKP-6 JlaGopaTopHas
MPOTOKOJIA UACHTU(UKALINH, MaBopaTopHOit pa6ota
unenTHuUIEpyIomas paboTe, HaNMCaHKUE
UHpOpMaLHs. oTYeTa
Hamwmcanue otuera 2 IIKP-6 Otuer no
10 J1a00paToOpHOi 1a00paToOpHOIL
pabote pabote
Hroro 8
3 Knaccudukanus cyowvektos |[loaroroska k 2 [TIKP-6 TectupoBanue
1 00BEKTOB JIOCTYTIA. TECTUPOBAHUIO
OcHOBHBIE IOAXOIBI K IToaroroBka K 2 TIKP-6 Jlaboparopnast
samure ganubix or HCJL. nabopaTtopHOit paborta
AOCTpaKkTHBIE MOAETH paboTe, HanMcaHUe
AoCTy1Aa. oTyeTa
Hanucanue oTuera 4 [IKP-6 Otuer o
10 J1a00paTOPHOA nabopaTopHOi
pabote pabote
Hroro 8
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4 Bune! ayauta IToaroroBka k 2 TIKP-6 TectupoBanue

KOMITBIOTEPHBIX CETeH U TECTUPOBAHUIO

CHUCTEM CB:I3H, Harnncanue otyera 2 ITKP-6 Otuet no

KIaccupukanus COOBITHH.  |110 MPaKTHYECKOMY IPaKTHYECKOMY
3aHATHUIO 3aHATHIO
(cemuHapy) (cemunHapy)
IToaroroska k 2 [IKP-6 JlaGopaTopHas
nabopaTtopHOit paborta
pa0ote, HarKMcaHue
oTyera
Hanucanue oruera 4 [TKP-6 Otyet no
10 J1ab0paTOPHOA nabopaTopHO
pabote pabote

Hroro 10

5 IIporpammHuo-annapartasle  |I[Iogroroska k 2 [IKP-6 TectupoBanue

cpezcTBa MU(pPOBaHUS; TECTUPOBAHUIO

TIOCTPOCHHC allIapaTHBIX [Toaroroska K 2 IIKP-6 Jla6opaTopHas

KOMIOHEHT KPHIITO3AUHUTEL | 1a8onatopHoit pabora

naHHbIX. MHDpacTpykTypa paboTe, HAMHCAHNE

YOpaBIEHUS OTKPHITHIMU oTUeTa

g}ﬁiﬁ?;gﬁgzzfehd Hanucaunue ordera 4 TTKP-6 Oruer o )

YIPARIICHAS COpTHUKETAMEL, 10 J1a00paTOpHO 1a0opaToOpHOIt

JIOTHYECKasi CTPYKTypa U pabore pabore

KOMNOHEHTHI PKI. Hroro 8

6 Knaccugukanus meronoB | [loaroroBka k [IKP-6 TectupoBanue

3alUThI IPOrPAMM CO TECTUPOBAHUIO

CTOPOHBI HHPOPMALTMOHHBIX

npoueccoB. MeToibl 1

CpEeJICTBA OTPAHUYCHUS

J0CTyIa K KOMIIOHEHTaM

CB;BIZ B KOMITBIOTEPHBIX Hroro 2

CETSIX M 3alUTHI POTPaMM

OT HECAaHKLIMOHUPOBAHHOTO

KOTIMPOBAHUSI.

7 TexHosorum nepexnara [Toaroroska k 2 IIKP-6 TectupoBanue

komaHa. CucTeMHble TECTUPOBAHUIO

CrIoco0bl MPOTUBOEHCTBUA | HamucaHue oTyerta 2 [TIKP-6 Otuer no

Ha OCHOBe Ci1y)0bl DEP. 10 MPAKTUYECKOMY IPaKTUYECKOMY
3aHATHUIO 3aHATHUIO
(cemuHapy) (cemunapy)

HUroro 4
12
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8 IIpotokon kommbroTepHbIX |[loaroroBka 2 [TKP-6 TectupoBanue
ceTel mepeaaun JaHHBIX TECTUPOBAHUIO
IPSec. [ToaroToBka k 2 ITKP-6 JIaGoparopHas
nabopaTopHOH paborta
paboTe, HalMCaHNE
oTyeTa
Hanucanue oruera 4 [IKP-6 Otyer no
10 J1a00paToOpHOi 1a0opaToOpHOIL
pabote pabote
Hroro 8
9 Uepapxuueckue Moienu [ToaroroBka k 1 ITKP-6 TectupoBanue
OSI u TCP, ux paznuuusi. TECTUPOBAHUIO
Kunacceer cereit. Ciyx6a DNS. | Hanucanue otuera 2 [IKP-6 Otuer no
M0 MPAKTUYECKOMY MPaKTUYECKOMY
3aHATHUIO 3aHATHUIO
(cemunapy) (cemunapy)
Hroro 3
10 Apxurexkrtypa u [ToaroroBka k 1 ITKP-6 TectupoBanue
Bo3MOxkHOCTH OC. TECTUPOBAHUIO
[osiBneHHE BUPTYAIbHBIX Hanucanue oruera 2 [IKP-6 Otyer no
maumH ¢ OC, mporeccel, 10 IPAKTUYECKOMY IIPAaKTUYECKOMY
KOTOPBIC OHH BBI3BIBAIOT. 3aHSITUIO 3aHSTUIO
CereBrpie CKaHEPBI. (CCMI/IHaPY) (ceMHHapy)
Hroro 3
Hroro 3a cemectp 58
IToaroroBka u cnaua 36 DK3aMeH
AK3aMEHa
Hroro 94

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHHHU AUCHHUIIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIUH, (OPMUPYEMBIX NMPU U3YUYEHHH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B Tabymiie 5.7.
Tabnuna 5.7 — CooTBeTCTBUE KOMIETEHIMH, (OPMUPYEMBIX IPU U3YUEHUH AUCLUILINHBI, U BUJOB

3aHATHI
Bunpsl yueOHOM AeqTeNbHOCTH
dopmMupyemble
JIek. ITpak. JIab. Cam. DOopMBI KOHTPOJIA
KOMIIETEHIINH
3aH. 3aH. pao. pao.
ITKP-6 + + + + JlaGopatopHas pabota, TecTupoBanue,

Ok3ameH, OTyer no 1adopaTopHOit
pabote, OT4eT MO NPAKTUYECKOMY
3aHATHUIO (CEMUHAPY)

6. PeiiTuHroBasi cucreMa JJisi OleHKH yCIIeBAEMOCTH 00y4aronXCs
6.1. basubHbIe OneHKH 1J1s1 (popM KOHTPOJIA

BambHbie oneHKH 17151 POPM KOHTPOJIS MpeICcTaBIeHbI B Tabmuie 6.1.
Tabmuua 6.1 — bayibHbIe OLIEHKH
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MakcumanbHbIN MaxkcumanbHbIA MaxcHmasLHbIH
DopMbI KOHTPOJIA 6amt Ha 1-yro KT ¢ |  Gamr 3a mepuo Oau 32 nepuon Beero 3a
Hayana cemectpa | mexay 1KT u 2KT mexy 2KT u na ceMectp
KOHEI[ ceMecTpa
6 cemecTp
JlaGopatopHas pabota 5 5 10 20
TectupoBaHue 5 5 10 20
OtueT no mabopaTopHOH 5 5 5 15
pabote
OTyeT no NpakTUYECKOMY 5 5 5 15
3aHATHIO (CEMHHApY)
OK3aMeH 30
Nrtoro makcumym 3a 20 20 30 100
nepuos
Hapacratomum urorom 20 40 70 100
6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIHH KOHTPOJIb
[lepecuer 6aIOB B OLICHKH 33 TEKYIIUI KOHTPOJIb MPEACTaBICH B Tabnuue 6.2.
Tabnuia 6.2 — Ilepecuer 6AJJIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb
bannel Ha 1aTy TEKyIero KOHTPOJIs Onenka
> 90% ot MakcuManbHOI cymMMbl OamoB Ha naty TK 5
Ot 70% no 89% ot makcuMaibHOU cyMMBbI 6aiioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK 3
< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK 2

6.3. IlepecueT cyMMblI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[TepecueT cymMmmbl 6aJJIOB B TPAAUIIMOHHYIO U MEXIyHAPOJIHYIO OLICHKY MPEACTABICH B TaOIuUIe

6.3.
Tabmuma 6.3 — Ilepecuet cymMMbl 6AJIJIOB B TPAIUIUOHHYIO U MEXIYHAPOAHYIO OLICHKY
HroroBas cymma 6asios,
Ouenka YUYUTBIBAET YCIICIIHO CTaHHBIN Ouenka (ECTS)
9K3aMeH
5 (oTM4HO) (3a4TEHO) 90 -100 A (oTIIMYHO)
4 (xoporo) (3a4TeHO) 85 -89 B (ouens xopor1o)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (Y1OBJIETBOPUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HEey1OBJIIETBOPUTEIHHO) (HE 3aUTEHO) Huxe 60 Gannos F (neynosnerBoputeabHO)

7. Y4yeOoHO-MeTOoAMYeCKOEe U HH(POPMALMOHHOE 00ecnieyeHUue TUCIHIINHBI

7.1. OcHoBHas1 JUTEpaTYpa

1. Cuctembl KoHTpoas W ynpaBiaeHus noctynoM. (Cepus «OOGecnedyeHue 0e30MaCHOCTH
00bekTOBY; Boinyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : ['opsiuas nunus-Tenekom, 2013. — 272 c.

[DnexTpoHHBI pecypc]: — Pexxum goctyma: http://e.lanbook.com/book/5135.

2. Cucrtemsbl u cetu cBsa3u. lemunos, A.Sl.— yd. mocobue — M. :TYCVYP, 2012. — 61 c.

[DnexTpoHHBIil pecypc]|: — Pexxum goctyma: http://e.lanbook.com/book/11030.

3. 3amuTa HHGOPMAIMOHHBIX IPOLECCOB B KOMIBIOTEPHBIX cucTeMax: YuebHoe nocodue / B. B.
IIymkapés, B. II. Ilymkapés - 2012. 131 c. [DunexkTpoHHBIN pecypc]: — Pexum gocryna:

https://edu.tusur.ru/publications/1507.
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7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. KomnnekcHble (MHTETpUpPOBaHHBIE) cUCTeMBl obecnedeHuss OeszomacHocTu. (Cepus
«Obecneuenne 6ezonacHocTU 00BEKTOBY; Beimyck 7). / B.A. Bopona, B.A. TuxonoB.— M. : ['opsuas
nuHusg-Tenexkom, 2013. — 160 c. [DnexkTpoHHBIU pecypc]: — Pexum npoctyna:
http://e.lanbook.com/book/5136.

2. Onepanuonnsie cucteMbl. KoHnenuun noctpoeHus u obecnedenust 6ezomnacHoctu. / 0. 0.
MaprembsinoB, A.B. SkosneB, A.B. fkoBineB. — M. : I'opsiuas nunus-Tenekom, 2011. — 332 c.
[DnexTpoHHBIH pecypc]: — Pexxum goctyma: http://e.lanbook.com/book/5176.

3. Ayrentudukanusi. Teopus M mnpakTuka obecmeueHHs O€30MaCHOrO0 AOCTyma K
nHpopmanoHHBIM pecypcaM. / A.A. Adanacees, JI.T. Benenses, A.A. Boponmos, O.P. 'azuzoBa. — M.
: 'opsiuas nunus-Tenexkom, 2012. — 550 c. [DnexkTpoHHBIN pecypc]: — Pexum nmocrtyna:
http://e.lanbook.com/book/5114.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTeIbHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. Cetu cBsI3M U cUCTeMBbI KOMMYyTanuu: YueOnoe mocooue / B. M. Bunokypos - 2012. 304 c.
[DnexTponHsbIit pecypc]: — Pexum gocryna: https://edu.tusur.ru/publications/694.

2. Meroabl MOAENUPOBAHUS U ONTUMHU3ALUN TEIEKOMMYHUKALMOHHBIX CUCTEM U ceTel: YueOHo-
METOIUYECKOE TTOCOOME K MPAKTUUYECKUM 3aHATUSM U CAaMOCTOSITEIbHOM padoThl / A. S. Jlemumos - 2012.
55 c. [DnexTponHnbiit pecypc|: — Pexum gocryna: https://edu.tusur.ru/publications/2840.

3. Ucnonp30BaHue CETEBBIX NMporpaMMHbIX yTHIHT Windows: Metoaudeckue yka3zaHHS K
nabopatopubiM pabotam / E. FO. Arees - 2012. 17 c. [DnexTpoHHBIN pecypc]: — Pexum nmoctymna:
https://edu.tusur.ru/publications/2041.

4. Nzyuenune cereBoro mporokosia TCP/IP: Meronuueckue yka3zanus K 1abopaTopHbIM paboTam /
E. 1O. AreeB - 2012. 16 c¢. [DOnektpoHHBU pecypc]: — Pexum pgocrtyna:
https://edu.tusur.ru/publications/2040.

5. JlokanpHBIE KOMIBIOTEPHBIC CETH: METOANYECKHE yKa3aHHs 110 caMoCTosTeIpHON padote / E.
IO. AreeB - 2012. 12 c¢. [DOnekTpoHHBIUH pecypc]: — Pexum pgoctyna:
https://edu.tusur.ru/publications/2037.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JIUIT
C OrPaHUYE€HHBIMH BO3MOKHOCTSIMM 3710POBbSI 1 HHBAJIU/IOB

Y4eOHO-MeTOINYEeCKUE MAaTEPUaJIbl i1l CAMOCTOSTENILHON U ayAUTOPHOI pabOThl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M1 HHBAJIUIOB MPEIOCTABIAIOTCA B opMax,
aIaNITUPOBAHHBIX K OTPAaHHYCHUSM HUX 3[J0POBBS U BOCHPUATHS HH)OPMALIUH.

J1s1 i1 ¢ HAPYIIEeHUsIMH 3PeHus:

— B (popMe 31IEKTPOHHOTO TIOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUUCHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

JI1s1 JIMII ¢ HAPYIIEHUSIMHU ONOPHO-IBUTATEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(deccuoHATIbHbIE 0a3bl JAHHBIX
U HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NUCHUIIUHBI PEKOMEHAYETCS 00pallaThCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CTIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https:/lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajbHO-TeXHHYECKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecriedeHue sl JTeKINOHHBIX 3aHATHI

I[J'[?[ MMPOBCACHUA 3aHATHH JICKOUOHHOT'O TUIIA, TPYHIIOBBIX U MHAWUBUAYAJIbHBIX KOHCYJ'[I)TaIII/II\/JI,
TCKYLICT0 KOHTPOJIA U HpOMGX(YTOqHOﬁ aTTeCTAallN UCIIOJIB3YCTCA yqe6HasI AyJAUTOpUA C JOCTATOYHBIM
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KOJIMYECTBOM ITOCAJOYHBIX MECT I Y4EOHOM rpymibl, 000pyA0BaHHAs JOCKOH M CTaHAApPTHOU y4eOHOU
MeOenbto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEOHO-HATIISAHBIE TIOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILTHHBIL.

8.2. MaTepuaibHO-TeXHNYECKOE U MPOrPaMMHOe o0ecreueHue 1isl NPAKTHYECKUX 3aHATHI

VYyebunasa nabopatopus "KoMmbploTepHOH panuo’neKTpOHUKH": yuyeOHAs ayauTOpHs IS
NPOBEACHUS 3aHATHH NMPAKTHYECKOTO THIA, ydyeOHas ayauTOpus I NPOBEACHHS 3aHIATHH
naboparoproro tumna; 634034, Tomckas obnacts, T. Tomck, Bepmmanna ynuna, a. 47, 412 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- Jlocka MarHUTHO-MapKepHasi;

- Komnerorep Core 2 (11 mrT.);

- TeneBuzop Samsung;

- Kommuiext ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Google Chrome;

- LibreOffice;

- Microsoft Windows §;

- Mozilla Firefox;

- PDF-XChange Viewer;

- PDFCreator;

- PTC Mathcad 13, 14;

8.3. MaTepI/IaHbHO-TeXHI/IquKOC U IIPpOorpaMmmMHoOe odecneyeHue A9 HaﬁopaTOprIX paﬁoT

Yuebnas mabopatopusi "KoMmnbplOTEepHOW paamod’NeKTPOHUKH'": yuyeOHass ayauTOpHUS IS
NpOBEEHUs 3aHATUN MNPaKTUYECKOro TUMA, yueOHas ayaUTOpUs ISl MPOBEACHUS 3aHATUU
naboparoproro tuma; 634034, Tomckas obnacte, r. Tomck, Bepmmnauna ynuna, a. 47, 412 ayn.

Onucanue uMeroerocs 000pya0BaHus:

- Jlocka MarHUTHO-MapKepHasi;

- Komnerorep Core 2 (11 mT.);

- TeneBuzop Samsung;

- KommuiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmmHoe obecrieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Google Chrome;

- LibreOffice;

- Microsoft Windows 8§;

- Mozilla Firefox;

- PDF-XChange Viewer;

- PDFCreator;

- PTC Mathcad 13, 14;

8.4. MaTepua/IbHO-TEXHNYECKOE M MPOrpaMMHOe o0ecneuyeHue 1Jisl CaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIOJB3YIOTCS YUeOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnekr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanrie UMEIOIIErocss 000pyA0BaHUS:
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- yueOHast MeOeb;

- KOMIIBIOTEPHI;

- KOMITBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHEeT» M 00ecrneunBaloT AOCTYN B JICKTPOHHYIO
nH(popmManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKOe o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIAMH ¢ OTPAaHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAJIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CeHUaIbHOr0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/mepenaun yueoHoi HHOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPENoAaBaHus
U1 00y4aroUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayAuTOpHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyUIeHHeM cliyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOH, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHsA MPETyCMOTPEHO MCIOJIb30BaHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiila Ha dKpaHe) MPH MOMOIIM BUACOYBEIUUYUTENEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIC YCTPOMCTBA BBOAA MH(MOPMALUU M APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopMaIuu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMbI 00y4YeHUS IS
JIIOJeY ¢ MHBAJUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3allMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xanue OLEHOYHBIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, MpeCcTaBlIeHHbIe B Tabuure 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Ha3zsanus pasnesnos (TeM dopmupyemrie
P (Tem) PMHPY ®opmebl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCLIAIUIMHBI KOMIIETEHIIUH
1 ApxuTekTypa BCTPOEHHBIX IIKP-6 TectupoBanue IIpuMepHBIi IepeyeHb
cpeacts 3auuThl B OC. TECTOBBIX 3aJaHUN
HIpy4uHbI BOSHUKHOBEHHS OK3aMeH [Iepeyenp sK3aMeHaMOHHBIX
cO0eB B ONlepaTUBHOM MMaMsTH, BOIIPOCOB
06L1Me MPHHLAIIBI IOCTPOCHHSA Ortuer 110 TeMbI IPaKTUYECKUX 3aHSTHI
CHCTEM 3aIluThI (triple NpaKTHYECKOMY
functions). RAHSTHIO
(cemuHapy)
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2 OCHOBHBIE TTOHATHUS, [TKP-6 JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
KJIacCUUKaNus 3a/1a4, pabora
peUIacMbIX MEXaHU3MaMHU TectupoBanue [IpuMepHBIii TIEpedeHb
MACHTU(UKALMY 1 TECTOBBIX 3aJaHUI
ayTeHTU(DHKALUU B CETAX CBSI3H. DK3aMeH IIepeyeHs sK3aMeHaMOHHBIX
Unenrudukamus cyoObekTa, BOTPOCOB
TOHATHE HPOTOKOIA Oruer 1o Tembl m1abopaTopHbIX padoT
uAeHTHOUKALH, nabopaTopHOH
UACHTH(DHUIHPYFOTIIAs paGore
uHpOpMAITHS. o "
TYET 10 Tembl mpakTHUECKUX 3aHATUI
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
3 Knaccugukanus cyosexroB u |I[1IKP-6 JlaGopaTopHas Tembl m1abopaToOpHBIX paboT
00BbekToB gocTyna. OCHOBHbBIE pabota
MIOAXOJBI K 3aIUTE JaHHBIX OT TectupoBanue [IpumepHBIil nEpeyYeHb
HCI[ A6CTpaKTHLI€ MOACIIN TECTOBBIX 3aJIaHUN
JOCTyTIA. DK3ameH [TepeueHp 3K3aMeHAIMOHHBIX
BOIPOCOB
Oruer 1o Tembl 1abopaToOpHBIX paboT
nabopaTopHOI
pabote
4 Bunp! aynuta koMmbioTepHbix |[TKP-6 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
ceTel U CUCTEM CBS3H, pabora
KJIaCCU(MKALHS COOBITHH. TectupoBanue [IpumepHbIil nepeyeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [TepeueHs PK3aMEHAIIMOHHBIX
BOITPOCOB
Otuer no Tembl 1abopaTopHBIX paboT
nabopaTopHOit
pabote
Oruer o Tembl IpaKTHUECKUX 3aHATUI
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
5 IIporpaMMHO-anmnapaTHsle [TIKP-6 JlaGopatopHas Tembl m1abopaTOpHBIX padoOT
cpencrsa mudpoBaHUs; pabota
HOCTPOSHHNG BHNapaTHEN TectupoBanue [IpumepHBIil nepeyeHb
KOMITOHEHT KPUTITO3AIIUTHI .
nanHbIX. MHDpacTpykTypa TECTOBBIX 3a/IaHUI
YIPaBIECHUS OTKPBITHIMU OK3aMeH [TepedeHs sK3aMEHAITMOHHBIX
KIIF0YaMu, 0a30BbIC BOTIPOCOB
APXUTEKTYPhI CHCTEM
VIIPABIICHHUS CepTH(UKATAMH, Otuer o } Tembl 1a00opaTopHbIX pabOT
JIOTUYECKasi CTPYKTypa nabopatopHOH
pabote

koMmmoHeHTs! PKI.
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6 Knaccugukanus meTonoB [IKP-6 TecTtupoBanue [IpumepHBIil nepeyeHb
3aIIUTHl TPOTPAMM CO CTOPOHBI TECTOBBIX 3aIaHUI
MH(OPMALMOHHBIX POILIECCOB.
Metonsl u cpeacraa
OTpaHUYEHUS JOCTYIIA K
KOMIIOHEHTaM CBSI3H B DK3aMeH [Tepeuens sK3amMeHAIIMOHHBIX
KOMITHIOTEPHBIX CETAX U BOIIPOCOB
3alIUTHI TPOTPaAMM OT
HECaHKI[TMOHHUPOBAHHOTO
KOIMUPOBAHUSA.
7 TexHosoruu nepexnara [TKP-6 TectupoBanue [IpuMepHbIii IEpeUeHb
koMaHJ. CHCTEMHBIE CITOCOOBI TECTOBBIX 3aJaHUI
IPOTHBOJICHCTBHS Ha OCHOBE DK3aMeH [Iepeuens 3K3aMEHALMOHHBIX
cyx6n1 DEP. BOIIPOCOB
Oruer o TeMbl NPaKTUYECKUX 3aHATHN
MPaKTUYECKOMY
3aHSITHIO
(cemuHapy)
8 IIpOTOKOJ KOMIIBIOTEPHBIX [TIKP-6 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
cerell nepenaun naHHbix [PSec. pabota
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUN
DK3aMeH [Tepeuens sK3amMeHAITMOHHBIX
BOIIPOCOB
Ortyer no Tewmbl 1abopaTopHBIX PabOT
nabopaTopHOH
pabote
9 Uepapxuueckue monenu OSI |TIKP-6 TectupoBanue [IpumepHsIil nEpeUYEHb
u TCP, ux paznuuus. Knaccel TECTOBBIX 3aJaHUI
cereit. CiyxOa DNS. DK3aMeH [lepeueHb 3K3aMEHAIMOHHBIX
BOITPOCOB
Ortuer no TeMbl NpakKTUYECKUX 3aHATUN
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
10 ApxutexTtypa u [IKP-6 TectupoBanue [IpumepHsIil nEpeyeHb
Bo3MoxxHocTH OC. TlosiBnenue TECTOBBIX 3a/laHUM
BUPTYaJbHbIX MawmH ¢ OC, DK3aMeH [lepedyeHb SK3aMEHAIIHOHHBIX
MMpoHeCChbl, KOTOPLIC OHU BOIIPOCOB
BbI3BIBAIOT. CeTeBbIE CKAHEPHI. Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHATHUIO
(cemunapy)

lxana oneHku cHPOPMUPOBAHHOCTU OTAECIbHBIX IMJIAHHUPYEMBIX PE3yJbTAaTOB OOyYEHHS IO
JTUCIUILIMHE TpUBeAcHa B Tabiuie 9.2.

Tabnuna 9.2 — Illkana oneHku cHopMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO
JTUCIUILTNHE
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dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 3a OM MJIAHUPYEMBIX Pe3yJbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WU
CYMMBI 0aioB 3HAHUSA YaCTHUYHO (dbparmMeHTapHbIE
OCBOEHHOE MPUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% no o01mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YZ1OBJIETBOPUTENBHO) 69% ot CTPYKTYypUPOBAHHbIE HO HE YCIEIIHOE, HO HE
MaKCHMaJIbHOM 3HAHUS CHUCTEMAaTHUYECKH | CHCTEMAaTUYECKOE
CyMMBbI 0aJI0B OCYIIECTBIISIEMOE IIPUMEHEHHE
yMEHHUE HABBIKOB
4 (xoporo) ot 70% no chopMupOBaHHBIE, B 1IEJIOM B IICJIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIIEIIHOE, HO
MaKCUMaJIbHOM OTJIeNIbHbIE coJieprKaliue coJieprKaliue
CYMMBI 0ayuioB | mpoOseMbl 3HaHUS OTJIENIbHbIE OTJIeIbHbIE
npoOesbl yMEHUe poOebI
MIPUMEHEHHE
HaBBIKOB
5 (OTIU4YHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCIICIIHOE U
MaKCUMAJIbHOW | CHCTEMaTHYECKHE yMEHHUe CUCTEMATHUYECKOE
CYMMBI 0aIOB 3HAHUSA MPUMEHEHHE
HABBIKOB

[Ixanma KOMIUIEKCHOM OLIEHKU C(hOPMHUPOBAHHOCTH KOMITETCHIIMI MpHBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHIIUH

OreHka

dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHITUN

2
(HEYTOBJIETBOPUTEIIHLHO)

He nmeet HeoOX0IMMBIX PEICTABICHUN O IPOBEPSIEMOM MaTepHualie

WIH

3HaTh HAa YPOBHE OPHEHTHPOBaHMS, TIpeicTaBlieHnid. O0yJaromuiics 3HaeT
OCHOBHbIE MPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMUS, UX
OTHECEHHOCTb K ONPEICTICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOUYHUKAM HY>KHO
oOpaiartbcs A 6ojee IeTalbHOTO €ro YCBOCHHUSI.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHEe. O0yyaromuxcs 3HaeT
(YIOBIIETBOPUTEIHHO) |M3YYCHHBIHN 3JIEMEHT COACPKAHUS PENPOAYKTUBHO: TIPOU3BOIHHO
BOCITPOM3BOJUT CBOM 3HAHUS YCTHO, MUCbMEHHO UJIU B IEMOHCTPUPYEMBIX
JICUCTBUSIX.
4 (xoporo) 3HaTh, YMETh, BIIaJIETh HA AHAJTUTHYECKOM ypOBHE. 3Has Ha

PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3Y4YEHHBIX 00BEKTOB, Ha UX JIOCTOMHCTBA, OTPAaHUYEHHUS, UCTOPHUIO U
NEePCTIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX O0BEKTOB YCBOSHHUSI.

5 (OTJIMYHO)

3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHE. OOy4aromuics 3HaeT
M3YYEHHBIHN 3JIEMEHT CO/IePKaHUSI CUCTEMHO, TPOU3BOJIBHO U 10Ka3aTEIbHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NENCTBUAX, YUUTHIBAsI U YKA3bIBasl CBA3H U 3aBUCUMOCTH MEXKIY ITUM
AIIEMEHTOM U JPYTHMHU 3JIEMEHTAMU COJEP>KaHUs AUCLIUIUINHBI, €T0
3HaYUMOCTD B COJIEP)KAHUU JUCIUILTUHBIL.
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1. Kakoii mpotokoi ucrnonb3yeT Telnet:
a)IMAP
0)Bcerna paboTaeT B 3alIUIIEHHOM POTOKOJIE
B)M3HAYaJIbHO HE 3alllUIICHHbII
T')C IBOMHBIM KOJAUPOBAHHEM

2. B UHTEpHET-NTOMCKOBYIO CUCTEMY BXOAUT
a)po0OT MOMCKOBHK, HHAEKCATOP, 0a3a MaHHBIX, CHCTeMa 00pabOTKU 3ampOCOB
0)poboT uHAEKCcaTOp, 0a3a NaHHBIX, CHCTeMa 00PabOTKH 3aIIPOCOB
B)0asa JJaHHBIX, MHTEPHET CUCTeMa 00paObOTKH 3aIpoOCoOB
I')IIOMCKOBBIN cepBEP-KINEHT

3. CyllecTBYIOT JIU «XaKEPCKHE» MMOUCKOBBIE CUCTEMBI?
a)/la, ato caud depsr
0)MoxeT ObITh B OyayIieM U OyIyT CyIIIeCTBOBATh
B)HerT - 3TO cepbe3Hble TEXHOIOTHH, UM 3TO HE MO CUITY
r)/la, koneuno - Shodan, Hanpumep

4. SBnsercs mu cienudukanus Secure [P 10moTHUTENHHOM MO0 OTHOIIEHHUIO K
a)nporokonam IPv6 , IPv4 ?
0)/la, sBisieTCs, MOCKOIBKY SIBISETCS JTOTIOTHUTEIHLHOMN OMIIUEH K HUM.
B)HeT KOHEYHO - 3TO COBEPIIEHHO CAMOCTOSITEIbHBINA MTPOTOKOJI IEPEIayH.
r)/la, mockonbKy npeaHa3HaueHa AJisi HOUCKOBBIX CHCTEM.

5. Ha xakom ypoBHe pabotaet [PSec :
a)Ha mocnenneM ceaqpMom
6)Ha msitom ypoBae moaenu OSI
B)Ha TpancnoptHoM
r)Ha tpetbem

6. OcHOBHOE U €IMHCTBEHHOE Ha3zHaueHue 3aronoBka AH crnemudukanuu [PSec :YcTaHoBuThH
YHUKAJIbHBIN aJipec
a)Y CTaHOBUTH MHJIEKC 3aIUIIEHHOCTH CETH.
0)3amuTa OT aTax.
B)3ammTa OT Mac ajpeca
r) YCTaHOBUTH MOTOK

7. Ectb 1 paznuuug Mexay "TpancnopTHbIM pexxuMoM" U "TyHHENbHBIM peXxuMoM" mepeaayun
JAHHBIX
a)Pasznuna cymectBeHHas - B "TyHHenbHOM pexume" mudpyeTcs BeCh MaKeT Mepeaadu
naHHbIX. EcTh, HO OHa HeOosbIIas U KacaeTcs TOJIBKO 3aroJIOBKOB MAaKETOB - OHU UMEIOT
pasHy1o crienupuKaIro
0)Paznuuns mpakTHYECKH HET - MPOCTO 0OBEMBI NTepeaaun JaHHBIX Pa3HbIC.
B)EcCTb, HO TOIBKO AJIT OCOOBIX CITydacB
r) OTO He CpaBHUBaEMbI€ BEIlU

8. Kaxoil Buz ceTeBoi ataku sBigeTca HanOoiiee omacHeM 11 IPSec :
a)KoHeuHo aTaka B TYHHEJIbHOM PEXHUME
0)PUIINHT, TOCKOJIBbKY CO/IEPKAThCS MOJIHbIE KOTTUH TPOTOKOJIOB.
B)CKaHUpPOBaHHUE MTOPTOB.
r)Denial-of-Service.

9. YTO MOKHO OTHECTH K BHEIIHUM yrpo3am?
a)YTeuku nHpopmaIum.
0)BpenonocHbIe TpOrpaMMBbI
B)He aBTOpM30BaHHBIN JOCTYII.
r)Hanuuue cetu npeanpusatus

10. ITporpamMmHbIe 3aKIaIKH 3TO KAaKOW KJacc mporpamm?
a)CHuCcTeMHBIN
0)bezonacHsbrit
B)Bce 3aBucHT OT cuTyanuu
r)OnacHbIi
11. Suricata 3T0:

a)becraTHbIN aHTUBUPYCHHUK
0)MexceTeBoii dKpaH
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12.

13.

14.

15.

16.

17.

18.

19.

20.

B)COB

r)Beinenennsiiit VPN

MesxceTeBoM dKpaH:

a)OTO KOMILIEKC MPOrpaMMHBIX MJIM allapaTHBIX CPENICTB, OCYIIECTBISIIOIIUX KOHTPOJIb U
bunpTpa-

LU0, IPOXOSIINX Yepe3 HErO CETEBbIX MTAKETOB B COOTBETCTBUHU C 3a/JaHHBIMU MTPaBUIIaMU
0)2TO KOMIUIEKC POrPaMMHBIX WJIHM anmapaTtHeIX cpeacts st COB

B)OTO KOMIUJIEKC MPOTrpaMMHBIX WM allapaTHBIX CPEACTB, OCYIIECTBISIOUIUX BBISBICHHE
CETEeBBIX

BHUPYCOB

r)2T10 cHUbEp

Yro takoe VPN:

a)BupryanbHas 4acTHas CETh

0)ITapamMeTp KOMITBIOTEPHOU CETH

B)O/IHA U3 CETEBBIX KOMITBIOTEPHBIX CITYkKO

r)Tonbko BHYTpeHHSS CeTh NPEANpUATHS

Konpna 3amuter B OC:

a)CO3/1al0T UHANBUAYAIbHYIO CpPeLy

0)peanu3yoT MporpaMMHOE pa3jelieHHe CHUCTEMHOI0 M IMOJIb30BATEIbCKOTO YpPOBHEMH
MPUBUIIETUHPEATU3YIOT CETEBOE B)pa3/elieHHE CUCTEMHOI'O U IMOJb30BaTEIbCKOI0 YPOBHEH
MIPUBUIICTHI

I)peanu3yloT almnapaTHoe pa3/ieJIeHe CUCTEMHOTO U MOJIb30BaTENbCKOTO YPOBHEH MPUBUIIET Ui
UYwciio koserl 3aiuThl B OnepalimoHHon cucteme Multics

a)2

0)4

B)S

r)8

[Tpuuunb! IepenoHeHust Oydepa:

a)OTCyTCTBHE B IPOrpamMMe BBIJIEIIEHHOTO aJIpECHOT0 MTPOCTPAHCTBA

0)Y naneHue cTeka rnepexojia B ONepaTUBHON MaMsITH

B)3anuck mporpammoii Oydepa 3a nmpeaesbl BbIICISHHOTO aJpecHOr0 MPOCTPAHCTBA
r)llepenanpaBieHue creka namsTu

OKCIUIOWUT 3TO:

a)lIporpamma, ucrnonb3yromas ysi3BUMOCTb JUIsl pa3pyLIEHUs! APYroil mporpaMmbl

6)CeTb, B KOTOPOI pa3pylIaeTcs OnepaTuBHas MaMsATh IPOrPaMMBbI

B)Tum Bupyca

r)CuctemMHasi yTHINTa aHTUBHpYCa

CrutalicuHr 3T0:

a)CrpsiMIIeHHe aJlrOpUTMa B MaMATH

0)HoBas ¢pynknus 3amutsl B COB

B)Meron nepexBara APl pyHkIuit myTem u3MeHEeHUs Ko/1a 1IeJeBON (HyHKIIMH

r)Crioco6 co3iaHust HOBOT'O OKHA JIJIsl aBTOPU30BAHHOTO BX0/1a

Ucnonp3yror nu ytunutel Mapka PycuHoBuua :

a)TEXHOJIOTHIO TepexBaTa

0)aHTHUBUPYCHI

B)aHAJIU3 si/Ipa ONEPALMOHHON CUCTEMBI

r)kosbIa 3anuTel OC

Kaxkoe Op1BaeT B3auMoeiicTBIE MEXIy cyObekTaMu U oobekTamu BC:
a)HeNoCPEICTBEHHOE TOUKA-TOUKa

0)ceTeBoe 1Mo MPOTOKOIaM

B)TOJIbKO Y€pe3 OJIMH BUJ - BUPTyaIbHbIN KaHAN

I')TOJIKO JBYX BUJIOB - C UCIOJIb30BaHUEM U 0€3 UCTIOJIb30BaHUS BUPTYAIbHOIO KaHaia

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BOMIPOCOB

. Kapra undopmanmonnoro npouecca B onepatuBHoil mamstu OC. Hanmdue anpecos

buznuecKux
HocuTenel nHpopMaiui. Bo3sMOXHOCTh TIEPENOTHEHHSI TAMITH U BO3JICHCTBHE STOTO SIBIICHUS
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Ha HH()OPMAITMOHHBINA MPOIIECC.

2. MeTtonpl BXOJa B CETEBBIE CepBEpa Pa3jIWYHOTO THUIIA: MOYTOBBIN, (ailjoBbBIA, BEO-cepBeEp,
cepBep 0a3 JaHHBIX, KOMMYHUKALIMUOHHBIA CEPBEP CBSI3H, CEPBEP - MPUHTEP U BUPTYyalbHbIC
cepsepa. O01ue 1 yacTHbIC MPOOIEMbI HACHTH(PUKAIIMKI U ayTEHTU()HUKAITN CEPBEPOB.

3. AOGCTpakTHBIE MOJIENIH JOCTYyTa, UCTOPHS pa3BUTHsA. OCHOBHBIE HJICH U CBOMCTBA OOBEKTOB H
CcyOBEeKTOB B MOJIeNIAX JocTyna. Jlornyeckue nocTpoeHus U KOMOUHAIIMKM MOJeNIel 10CTyna B
CUCTEMaXx CBSI3H.

4. AyIUT KOMIOBIOTEPHBIX ceTeil. BHyTpeHHUI U BHEIIHMI ayauT. Py4yHoil, moidyaBTOMaTHYECKUA
U aBTOMAaTHYECKUH ayauT KOMIBIOTEPHBIX ceTeil. OCHOBHbIE MOJUTHUKH HACTPOEK B
MIPOrpaMMHOM O0OECIIeYeHNH, BO3MOKHOCTh MPOBEPOK Ha HIDKHEM ypoBHe mojenu OSI.

5. TlporpammHoO-anmapaTHbIE CpeACTBA MU(DPOBAHKS - OCHOBHBIE MapaMeTpbl. OTKPBITHIN JOCTYII
K pecypcam U BOIIPOCHI €ro 3alIUThl B CUCTEME CBSI3H.

6. CpencTBa orpaHUYE€HUs IOCTYyIa K cucTteMaM CBsi3u. OCHOBHBIE MEPHI 3alIUThl ONIEPATUBHOM
na-MATH KOMMYHHKAIMOHHBIX yCTpoHcTB. OCOOEHHOCTH 3alIUTHl MPOIECCOB 3alHCU U
BOCIPOM3BEICHUS UH(DOPMALIUH.

7. Lock O6moxupartopsl ¢pynkmnuit 3anucu-urenus B OC. UnLock nebGmokatop CBsS3aHHBIX
nporpaMM. [IpuHnunm paboTsl U UCTIONB30BAHMUS.

8. Knaccudukanus MeTom0B 3alIUTHl MPOTPaMM CO CTOPOHBI MHPOPMALMOHHBIX MPOIECCOB.
MeToabl U CpeicTBa OIPaHUUYEHHS JOCTYNA K KOMIIOHEHTaM CBSI3M B KOMITBIOTEPHBIX CETIX U
3alUTHI IPOrpaMM OT HECAHKLIIMOHUPOBAHHOT'O KOMTUPOBAHUS.

9.1.3. TeMbl NpaKTUYECKUX 3aHATHI

. LenoctHocTh MHpOpMALIUY.

Makpochl B TEKCTOBBIX PEIaKTOPaX - BO3MOXKHOCTH JIOCTYIa K MEXaHW3MaM HJIeHTU(UKALIUY,
daiinam u ceTsIM CBSI3H.

HccenenoBanue CBOMCTB NOAKIIOYEHUS K KOMIIBIOTEPHOU CETH

Cucremnsle yrunutsl Mapka PyccunoBuua.

Kommerorepnast cimy»x6a Dep.

Texuuueckas mouckonas cuctema Shodan

ApXHUTEKTYypa XpaHWIMIL JAHHbIX.

N —

Nownkw

9.1.4. Tembl J1a00paTOPHBIX PadoT

Hacrpoiika ¢punbTpoB npu ceTeBoM NepexBaTe nakeToB cHU(Gepom.

3axBaT CETEBBIX MAKETOB MICHTU(DUKAIIUY JOCTYIIA U TTOTydeHus daiinoB cHubdepom.
HccnenoBanue ceTeBOro ckaHepa

Huarnoctuueckue yrunutel OC Windows

Ananmu3 noakmtouenus K FTP cepsepy

Nk

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpenanoaramplileii caMoCTOATEIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosdTenpHas paboTa CTyA€HTOB UTPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoOid, CITIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoOro obdecneuenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaia He0OXOANMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOH JIuTeparype U MCTOUYHMKAM, YKa3aHHBIM B Y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe 0OIIEAOCTYITHBIMUA HHTEPHET-IOPTANIaMH, COJCPKAILUMHU
HAy4YHO-IIONYJIAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHaibl, MOCBSLICHHBIE Pa3JIMYHBIM acCIEeKTaM
y4eOHOM JTUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIEAYUTE PEKOMEHIALUAM:

— YTEHUE WJIHU INPOCMOTP MarTepuana OCYLIECTBISIUTE CO CKOPOCTBIO, JOCTATOYHOMU M
MHIUBUIYAJIbHOTO IOHUMAaHUs U OCBOCHHS MaTepuasa, BbIAECISAsS OCHOBHBIEC UJEU; HA OCHOBAaHUHU
N3yUYEHHOI'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
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MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UJIM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYyET BBISICHUTH UX
3HAaYeHUE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh WHAUMBUIyalbHbIE KOHCYIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anmucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

YKypHAaJIe M0 TUCIUIUINHE.

9.3. TpeGoBaHusi K OLIEHOYHBIM MaTepHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HHBAJINI0B

Jis nun ¢ OrpaHMYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Tabnwmie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS IS JIUIl C OTPAHUYCHHBIMH
BO3MOXHOCTSIMUA 3JJ0POBbSi 1 WHBAJINJIOB

Kareropuu o6yuaroniuxcs

Buapl 7onoOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSIMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTpPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHoOu hopme;

— B I1€YaTHOW (hopMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEMA Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKux 06yqa}0mnxcsl npeaycMaTpmuBacTCd
noctymnHas popMa npeaoCTaBICHHs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MpEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa oneHuBaHusl Pe3yJbTaTOB OOYYEHHS JUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
30pPOBbSI U MHBAIUIOB 0 AUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B GopMax,
AallITUPOBAHHBIX K OTPaHUYCHUAM UX 3J0POBbS U BOCIIPUATHA I/IHCI)OpMaHI/II/II

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,
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— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUPTOM.

J st i ¢ HAapyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TAIIOB.
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