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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. naTh OCHOBBI MOHUTOPUHIA UHPPACTPYKTYPHl OpraHU3aINH, a TakKe (OPMUPOBAHNE 3HAHUI
poleccax U CUCTEMax MOHUTOPUHTA.

1.2. 3agauy AUCHUILIUHBI

1. M3y4nTh aHaIM3 COOBITHI 0€30MAaCHOCTH U MHBIX JaHHBIX MOHHUTOPHUHTA.

2. M3YyYHTh KOHTPOJIb (aHAJIN3) 3aIIMIICHHOCTH HH(OpMAITUH.

3. U3yYHTHh aHAJIU3 U OUEHKY (QYHKIHOHUpOBaHHSA cucTeM 3M wmHPOpPMAIMOHHBIX
(aBTOMATU3UPOBAHHBIX ) CUCTEM.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Osoka gucrmiing: O0g3aTebHas YacTh.

Monynb quctuminH: Moayns cenuanu3anuu (mpoduis) (major).

Wunexc qpucumnauasl: 51.0.05.05.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-15. Criocoben
OCYILIECTBIISATh
aJIMAHUCTPUPOBAHHE U
KOHTPOJIb
(YyHKIMOHUPOBAHUS
CPE/ICTB U CHCTEM
3aIUThl HHQOPMAIIH
ABTOMAaTH3UPOBAHHBIX
CHCTEM,
WHCTPYMEHTAJIbHBIN
MOHHUTOPHHT
3alIUIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

OIIK-15.1. 3naer kputepuu
OLICHKH 3aIIMIICHHOCTH
ABTOMAaTU3UPOBAHHON
CUCTEMBI, TEXHUUECKHE
CpeAcTBa KOHTPOJIA

(P PEKTUBHOCTH MEP 3aLIUTHI
uHpOpMaLUN

3HaeT METOJIMKU U3MEPEHUS U OLIEHKU
[1apaMeTPOB B TEJIEKOMMYHHMKAIIMOHHBIX
CHCTEMAXx U CETAX W TUIIOBBIE CPENCTBA IS
MHCTPYMEHTAIBHON OLIEHKH YPOBHS
3AIIHAIIEHHOCTHU TEJIEKOMMYHUKAIIMOHHBIX
CcUCTEM

OIIK-15.2. Ymeer
OCYIIECTBIISATH KOHTPOJIb
obecrieueHus ypoBHS
3aIUIIEHHOCTH B
ABTOMATU3HPOBAHHBIX
CUCTeMaXx, TOKyMEHTHPOBAaTh
MPOLEAYPHI U pe3yIbTaThl
KOHTPOJIS
(GYHKIIMOHUPOBAHMSI CUCTEMBI
3aImuThl THGOPMAITIHT
aBTOMaTU3UPOBAHHOM
CUCTEMBI

YMeeT aHaTu3upoBaTh MPOMYCKHYIO
CIOCOOHOCTH U MpeAeNbHYI0 HArpy3Ky CeTH
CBAI3H, NTapaMeTphI Nepeiauul KaJApoB Mpu
MIPOXOXKACHUHU O KaHaJlaM CBSI3H, IPOBEPSITh
JIOCTHKUMOCTb AOOHEHTOB CETHU CBS3H

OIIK-15.3. Bnaneer
HaBBIKAMH OIICHKH
3alIUIIEHHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM
C IOMOIIILIO THITOBBIX
MIPOTrPaMMHBIX CPEACTB

Bnaneet HaBeIKaMu IMPOBCACHUA aHAIn3a
3alllUIICHHOCTHU I/IH(pOpMaI_II/II/I oT
HCCAHKIMMOHUPOBAHHOI'O AOCTYIIa B
TCIICKOMMYHUKAIIUOHHBIX CUCTEMAX U CCTAX

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacOB,
Bbl/JIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aromuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

06111351 TPYAOCMKOCTD JUCIHUIIJIMHBI COCTABJIACT 3 3a4eTHEIX CIWHUII, 108 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUIMHBI 110 BUAAM yqeGHoﬁ ACATCIIBHOCTU MPCACTABICHO B

tabnuie 4.1.
Tabnuna 4.1 — Tpy10eMKOCTh JUCIUILIMHBI [0 BUAAM y4eOHOU AesITeIbHOCTH
o Bcero  |Cemectpsl
Bunel yueOHOI nesTenbHOCTH
JacoB |9 cemecTp
KonrakTHas ayguropHasi pa6oTta o0y4alomuxcs ¢ npenojaaBarejeM, BCero 54 54
JIeKIIMOHHEBIE 3aHATUS 18 18
JlaGopaTopHble 3aHATUS 36 36
CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 54 54
BHeayIMTOpHasi padoTa o0y4yaloluxcs ¢ npenojgaBarteyieM, BCero
[ToaroroBka k 3auery 18 18
IToaroroBka K TECTUPOBAHUIO 18 18
[ToaroroBka k mabopaTopHOi paboTe, HANMCAHUE OTYETA 18 18
Oo0mast Tpy10eMKOCTH (B Yacax) 108 108
Oo0mas TpyroemMkocTh (B 3.e.) 3 3

5. CTpykTypa ¥ coep:kaHue TUCHHUILIMHBI

5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH
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CTpyKTypa ITUCIUIUIMHEI IO pa3jenaM (TeMaMm) W BUJaM y4eOHOH JeATEeIbHOCTH IMPHUBEICHA B
tabymue 5.1.
Tabmuma 5.1 — Pa3nensl (TeMbl) TUCIUILIAHBI M BUABI YI€OHON ACSATEIHHOCTH

Jlex. Bcero yacos
JIa6. | Cam. dopmupyembie
Hazpanust pazaenoB (TeM) AUCLUIIIIUHBI 3aH., (Ge3
pab6. |pab., u KOMITETCHIHT
q 9K3aMEHa)
9 cemecTp
1 HopmartuBHas 6a3a 1 OCHOBBI MOHUTOpPUHTA |6 8 18 32 OIIK-15
0€30IacHOCTH TeIEKOMMYHHUKAIIMOHHBIX
CUCTEM U CEeTeN.
2 IlocTpoeHune CUCTEMbl MOHUTOPHHTA, 6 8 18 32 OIIK-15
NPUHIUIE ¥ KPUTEPHH BEIOOpA ITapamMeTpoB
MOHMTOPHHTA.
3 Opra"u3zanusi CHCTEMbl MOHUTOPHHTA 6 20 18 44 OIIK-15
0€301MacHOCTH.
Hroro 3a cemectp |18 36 54 108
Uroro|18 36 54 108

5.2. Conep:xanue pa3esoB (TeM) TUCHUNIMHBI

Coneprxkanne pa3iesoB (TeM) TUCHUTUIAHEI (B T.4. IO JIEKIHUSIM) MPUBEICHO B Ta0wmIe 5.2.
Tabmuma 5.2 — Coneprkanue pa3ienos (TeM) TUCHUILIMHBEI (B T.4. IO JEKIHUSIM)

TpyroemkocThb
HazBanus paznenos (Tem) Copepxanue pa3aesoB (TeM) ®opmupyemsble
JTMCLIUTUINHBI JUCLIUIUIAHBI (B T.4. IO JIEKIHUIM) (7NeKUHOHHEIE KOMIIETEHIINH
3aHATHSA), U
9 cemecTp
1 HopmartuBHas 6a3a u 0O0630p MeXTyHapOJHBIX U 6 OIIK-15
OCHOBBI MOHUTOPHHIA POCCUIMCKHX CTaHAAPTOB,
0e3onacHoCTH periIaMeHTHPYIOIUX MOHUTOPHHT
TEJIEKOMMYHUKAIIMOHHBIX 6e3onacHocTy. [IpuHIMITEL
CUCTEM H CETEH. HENPEPBIBHOCTH.
Hroro 6

2 ITocTpoeHue cucTemMbl [Toaxoapl K HOCTPOCHHIO 6 OIIK-15
MOHUTOPHHIA, IPUHUIUIBI U |MOHUTOPUHIa. MOHUTOPUHT C
KpUTEepHH BbIOOpa y4acTHEM areHTOB U MOHUTOPHHT IIPH
apaMeTpoB MOHUTOPUHTA. IIOMOILM KOHEYHBIX areHTOB.

Hepapxuu cucteM MOHUTOPHUHTA.

[IpoTOKOIBI MOHUTOPHUHTA

TEJIEKOMMYHUKALUOHHBIX CUCTEM U

cereil. THCTpyMEHTHI AJist

OCYILECTBJIEHUS] MOHUTOPUHTA.

HUtoro 6
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3 Opranu3zanusi CUCTEMbI Pazbop cyiiecTByOmux cucTeM 6 OIIK-15
MOHMTOPHUHTa 0€30MaCHOCTU. |MOHUTOPHUHIA, UX CUJIbHBIE U CIa0bl
CTOPOHBIL. [JoKyMEeHTaIbHOE
o(opmIIeHHE TPOLEAYPbI
MoHMTOpUHTa. Onrcanue
MHCTPYKIIMU pearupoBaHue Ha
MHIUAEHTHI (1U1ei0yK). Opranusanus
MOHMTOpPHHTa 0€30M1aCHOCTH
TEJIEKOMMYHHUKALIMOHHON CUCTEMBI.
Hroro 6
Hroro 3a cemectp 18
Hroro 18
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npegycmoTpeHo yaeOHBIM MIJIaHOM
5.4. JlaGopaTopHble 3aHATHUSA
HaumeHnoBanue nabopaTopHbIX paboT MpuBeieHO B Tabnuie 5.4.
Tabnuia 5.4 — HauMmeHoBaHue 1a00paTOpHBIX padboT
Haspanus paznenos (Tem) HaumenoBanue naboparopusix | Tpymoemkocts, | @opMupyemoie
JUCIUILTAHBI pabot q KOMIIETEHIINH
9 cemecTp
1 HopmaTtuBHnas 6a3za u PaGora ¢ mpoTtokonamu 4 OIIK-15
OCHOBBI MOHUTOPHHTA MOHHUTOPHUHTa. MOHUTOPHUHT 0€3
0e301acHOCTH YYacTHsI areHTOB. AHAIIN3 PaOOTHI
TEJIEKOMMYHUKAIIMOHHBIX nporokosa SNMP.
CHCTEM U CETeH. [IponieccHsiil moaxom K 4 OIIK-15
OpraHu3ai MOHUTOpHUHTA. LIuK
HenpepsrIBHOCTH. BriGop kputepuen
MOHHUTOPHHTA A7l HEOOXOAUMBI AJIst
HEMPEPHIBHOCTH MPOIIECCOB.
Hroro 8
2 IlocTpoeHue cucTeMsl MOHUTOPHHT IPY IOMOLIU areHTOB. 4 OIIK-15
MOHHUTOPHHTA, TPUHIIUMBI K | YCTaHOBKA M HACTPOHKA CHCTEMBI
KpUTEpHH BBIOOpa MMapamMeTpoB [MOHUTOPHHTA Zabbix.
MOHMTOPHHIA. Pabota ¢ moacucremont WMI. 4 OIIK-15
[TonxiroueHue XOCTOB K CUCTEME
MoHuTOopuHra Zabbix. HacTtpotika
NanmbopA0B JIsl KOMaH b
MOHHUTOPHHTA.
Hroro 8
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3 Opranu3zanusi CUCTEMbI
MOHMTOPHUHTa 0€30M1aCHOCTH.

PaszseptriBanue SIEM cuctemsi.
OrnpeneneHne UCTOYHUKOB
noJy4eHus HHpopMaIuu o
COOBITHSIX MHPOPMALTMOHHOM
6e3onacuoctu. Pa3zoop
HE00X0IMMOCTH HOPMAaJTH3aIUN
coObITHit. Co3ganue mpaBuil
Koppesiuu coosrtril. Co3ganue
MHIMJICHTOB Ha OCHOBE COOBITHIA
MH(POPMALIMOHHON 6€30MacHOCTH.

16

OIIK-15

Prometheus. Grafana, InfluxDB.
MeToapl XpaHeHUs U aHATTN3a
coOpanHO# HHGOpPMAITIH.
dopmupoBaHue 1anmdopI0B B
CHCTEMaX C OTKPBITHIM HCXOIHBIM
KOJIOM.

OIIK-15

Hroro

20

Hroro 3a cemectp

36

Hroro

36

5.5. KypcoBoii npoekT / KypcoBasi padora

He npeayCcMoOTpeHO y‘le6HLIM IIJTaHOM

5.6. CamocTosiTeqbHaAs1 padoTa

Buaer caMocTosITeNIbHOM pabOThI, TPYAOEMKOCTh M (POPMHUPYEMbIE KOMIIETCHIIMU TIPEICTABIICHBI B

tabnuue 5.6.
Tabmura 5.6 — Bujbl caMOCTOSITENIbHOM pabOThI, TPYA0EMKOCTh B (pOpMHpyeMble KOMICTCHIINN
Hazpanus pa3neinoB (Tem Brzer . | TpymoeMkocTs, | @DopMHUpyEeMEIS ®opmEbl
ILI/ICI?I/IHﬁI/IHBI e CaMOCTOATCILHON > q KOII\)/IHe’ngI_II/II/I KOHTpponﬂ
paboTbI
9 cemecTp
1 HopmaTtuBHas 6a3a u [ToaroroBka k 3auery 6 OIIK-15 3auéT
OCHOBbBI MOHUTOPHHI'A IToaroTroBka k 6 OIIK-15 TectupoBanue
0e30macHOCTH TECTHPOBAHHIO
TCICKOMMYHUKALMORHBIX |\ TToroToBKa K 6 OIIK-15 JlaGopaTopHas
CHCTEM M CCTCH. 1a00paTOpHOM pabora
paboTe, HarMcaHue
oTueTa
Htoro 18
2 IlocTpoeHnue cucTeMsl Ilogroroska k 3auery 6 OIIK-15 3auér
MOHHMTOPHHIA, IPUHIHUIBI U |[JonroToBKa K 6 OIIK-15 TectupoBanue
KpHUTepHH BEIOOpa TECTUPOBAHUIO
[IapaMETPOB MOHUTOPHUHIA. | [TonroToBKa K 6 OIlK-15 JlaGopaTtopHas
nabopaTopHOH pabora
paboTe, HarMcaHue
oTyeTa
Uroro 18
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3 Opranu3zanusi CUCTEMbI [ToaroroBka k 3aueTy 6 OIIK-15 3auéT
MOHHTOPHHIA IToaroToBka k 6 OIIK-15 TectupoBanue
0Ce30IaCHOCTH. TECTUPOBAHHIO
IToaroroBka k 6 OIIK-15 JlaGopatopHas
nabopaTtopHoOit pabota
paboTe, HarMcaHUE
oTuera
Hroro 18
Hroro 3a cemectp 54
Hroro 54

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,

1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBHE KOMIETEHIMH, ((OPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuie S.7.

Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yYECHUH TUCIMILINHBI, U BUIOB
3aHATHI

Bunbl yueOHOIT esTenbHOCTH
Jlek. 3an.|JIa6. pab.|Cam. pao.
OIIK-15 + + +

DopmMupyeMbIE KOMIIETEHLIMU DOopMBI KOHTPOJIS

3auér, JlabopaTopHas pabora,
TectupoBanue

6. PeiiTuHroBasi cucreMa /1Jisl OLlEHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHkH U1t POpPM KOHTPOJIS TIPEICTaBICHbI B Ta0muiie 6.1.
Tab6muua 6.1 — bamnbHbIE OLIEHKH

. . | MakcumanbHbIl Oasmn
MakcumanbHbIi MakcumanbHbIi
3a MepHOJ MEXKIY Bcero 3a
DOopMBbI KOHTPOJIS 6ayt Ha 1-yro KT ¢ OaJi 3a mepuoI
2KT u Ha xoHEI CEeMeCTp
Hayajia ceMecTpa mexay 1KT u 2KT
cemecTpa
9 cemecTp
3auér 0 0 20 20
JlaGopaTtopHnas pabota 20 20 20 60
TectupoBaHnue 0 0 20 20
Htoro makcumyM 3a 20 20 60 100
nepuo.
Hapacratomum utorom 20 40 100 100
6.2. [lepecuer 0a/1J10B B OlIEHKH 32 TeKYIIMA KOHTPOJIb
[Tepecuet 6amIoOB B OLIEHKH 32 TEKYIIUI KOHTPOIb MPECTaBICH B Tabnuie 6.2.
Tabauia 6.2 — Ilepecuer 6aJIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb
Bamnibl Ha naTy TEKyIIero KOHTpOIs OneHka
> 90% ot MakcuMaibHOI cymMbl OamoB Ha naty TK 5
Ot 70% 1o 89% ot MakcuManbHOI cymMMbl OamioB Ha naty TK 4
Ot 60% 10 69% oT MakcuMabHOU cyMMBI 6aiioB Ha naty TK 3
< 60% ot MakcuMainbHOI cymMbl OamioB Ha naty TK 2

6.3. Ilepecuer cyMMblI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[TepecdyeT cyMMBI 0aIoB B TPAJUIIMOHHYIO U MEXITYHAPOJIHYIO OIICHKY MPEJCTABICH B TaOIHUIE
6.3.
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Tabmmma 6.3 — Ilepecder cymMMbl 6JIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Hrorosas cymma 6asios,
Onenka YUMTBIBAET YCIIEIIHO CIAHHBIN Onenka (ECTS)

IK3aMeH

5 (oTnM4HO) (3aYTEHO) 90— 100 A (oTIM4HO)

4 (xopor10) (3a4TEHO) 85 -89 B (ouens xopor1io)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)

3 (YIOBJIETBOPHUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (nmocpenctBenHo)
2 (HeyZI0BJIETBOPUTENHHO) (HE 3aUTEHO) Hwxe 60 6ammon F (HeynoBrieTBOpUTENHHO)

7. YueOHO-MeTOANYecKOe 1 MH(OPMAIIHOHHOE o0ecneyeHue TUCIUTIIHHbI
7.1. OcHOoBHas IMTEpaTypa

1. TOCT P UCO/M3K 27011-2012 UudopmannonHas TexHOJOTHS. MeToABl U CpeaAcTBa
oOecrieueHust 6e3onacHOCTU. PykoBoACTBA MO MEHEIKMEHTY MH(POPMAIIMOHHONW 0€301MacCHOCTH IS
TEJIEKOMMYHHUKAIIMOHHBIX opranu3auuii Ha ocHoBe MCO/MDK 27002 [DnexTpoHHbIi pecypc]: — Pexum
nocrtymna: https://docs.cntd.ru/document/1200103621.

2. OcHoBBI HH(pOpMAIIMOHHON Oe30macHocTh: YuebHoe nocodbue / A. M. I'onukos - 2007. 201 c.
[DnexTponHsIi pecypc]: — Pexum goctyna: https://edu.tusur.ru/publications/1024.

7.2. JlonoiHUTEIbHAS JJUTEpaTypa

1. Cetu 1 cucTeMbl PAJAMOCBSI3U U CPEACTBA X MHGOPMAITMOHHON 3aIIUTHL: Y4ueOHoe mocooue / A.
M. TonukoB - 2007. 392 c. [DnexTpoHHBIU pecypc]: — Pexum npocrtyna:
https://edu.tusur.ru/publications/1015.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYEeCKHE MOCOOUs

1. besomacuocts ceteit DOBM [DnexktpoHHbIi pecypc]: — Pexum nocryna:
https://disk.fb.tusur.ru/bsevm/independent_work.pdf .

2. OcHOBBI HH(POPMAITMOHHBIX TEXHOJIOTUH: YUeOHO-METOUIECKOe TT0coOne 10 J1abopaTOPHBIM
paboram / A. U. HUcakoBa - 2017. 83 c. [DnekrpoHHBIH pecypc]|: — Pexum mocrymna:
https://edu.tusur.ru/publications/7102.

3. besomacHocTs cereit DBM. Yacts 1: Jlabopatopusiii mpaktukym / A. K. HoBoxpecros, A. .
I'ynsies - 2017. 92 c. [DnexTpoHHBIH pecypc]: — Pexxum goctyma: https://edu.tusur.ru/publications/7225.

4. bezonacHocTh ceteit OBM [DnexkTpoHHbIl pecypc]: Mertoguueckue yka3zaHHs IS
nabopaTopHbIX U npakTudeckux pador / Hosoxpecto A. K., IIpackypun I'A., 2014. - 99 c.
[DmexTpoHHEI pecypc]: — Pexxum poctyma: https://disk.fb.tusur.ru/bsevm/practice.pdf.

5. OcHOBBI HH(POPMAIIMOHHBIX TeXHOJIOTUHI: YdueOHoe mocobue / A. U. Ucakosa - 2016. 206 c.
[DnexTpoHHEIH pecypc]|: — Pexxum gocrtyma: https://edu.tusur.ru/publications/6484.

7.3.2. YueOHO-MeTOAUYECKHE ITOCOOHS AJI51 JIMIX
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbsI 1 HHBAJIU/I0B

Y4ebHO-MeTOAMUECKIEe MaTepUaibl sl CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yYaroIuXCst
U3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHUYCHUSIM UX 3I0POBbS U BOCTIPUSTHS HHPOPMALIUH.

Jst i ¢ HapyleHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIUICHHBIM IPUPTOM.

Jst i ¢ HAapyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,
— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(eccuoHATIbHBIE 0a3bI JAHHBIX
U HH(OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3y4yeHUn AUCHUIUIMHBI PEKOMEHyeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JdaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe ofecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHMYECKOE U MMPOrPaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeeHUs 3aHATUN JEKIIMOHHOTO THUMA, TPYIIOBBIX U HHANBUIYATbHBIX KOHCYIbTAIIHA,
TEKYLIETo KOHTPOJIS U MPOMEKYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHs C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAI0YHBIX MECT i y4eOHOI rpymibl, 000pyI10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcss MynbTuMenitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejaM JUCITUILUIHHBI.

8.2. MatepuajbHO-TeXHHYECKOE M IPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

JlaGopaTopusi mporpaMMHO-aNapaTHBIX CPEACTB oOecrieueHus] HH(POPMAIIMOHHOW 0€30MacHOCTH:
ydueOHasi ayIuTOpHUs JJIS NMPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THIMA, ydeOHAas ayIuTOpHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro Tuna; 634045, Tomckas o0xacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 405 ayn.

Onucanue nMeroerocss 000pya0BaHus:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopuresns Roxton PA-20T;

- AnmmapaTHble cpescTBa ayTeHTuuKanun nois3zoBarens "eToken Pro";

- [IporpammHo-anmapaTHbiii KoMiuieke 3amutel nHpopmarun: [TAK ViPNet Coordinator HW 100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x;

- YerpoiicTBa YT€HUS CMapT-KapT U PaJHOMETOK: aJanTep KOMIBIOTEPHBIN I CYUTHIBAHUS H
nepenayu B [IK cepuiiHpIXx HOMEpOB OECKOHTAKTHBIX UAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarautHO-MapKkepHas JOCKa;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PaGouee mecTo mpenogaBaress.

[IporpamMmmHoe obecnieueHue:

- Cucrema MoruTopuHra Zabbix;

- GPSS Studio;

- MaxPatrol Education;

- Microsoft Windows 10;

- VirtualBox;

- Anammzarop tpaduka Wireshark;

- MexceteBoii skpan Positive Technologies Application Firewall Education;

- Cucrema 3amuThl OT yTeukd JaHHbIX: KonTyp nHbopManmonHoi 6e3onacuoctu SearchInform;

- Cucrema oOHapyKeHHUsI BTOP)KEHUH Snort;

- Cucrema oOHapyKeHUs! BTOp>KEeHHIA Suricata;

- CpencTBO CKaHMPOBAHUS 3AIIUIIEHHOCTH KOMIIBIOTEpHBIX ceTeit: MaxPatrol Education;

- CpescTBO CKaHMPOBAHUS 3aIIUIIIEHHOCTH KOMIIbIOTepHBIX ceteit: XSpider Education;

8.3. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecreyeHue 1Jisi CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNnbHOU pabOThl UCHIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIACCHI),
PacCITOIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlenuna npocnexkr, . 40, 233 ayn.;

- 634045, Tomckas obnacts, T. ToMck, yi. KpacHoapwmeiickas, a. 146, 201 ayn.;
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- 634034, Tomckast o6macts, r. Tomck, Bepmuauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmumauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocss 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «MHTepHEeT» U 00ecrneyuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE o0ecrevyeHHe TUCIMTILTAHBI IS JIUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JINIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAHUEM CPEJCTB 0OYUEHUS OOILEro U CHeMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/mepenaun yueoHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToAaBaHus
U1 00y4aloUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cliyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiij]a Ha dKpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHUSIMH ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopmaIu B JOCTYIHBIX (opMax, MOOMIBHOM CHCTEMbI 00yUYeHUS IS
JIIOJeH ¢ MHBAJUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3allMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xanue OLIEHOYHBIX MATEPHUAJIOB IJI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepuasbl, peCcTaBlIeHHbIe B Tabuue 9.1.
Tabmuia 9.1 — ®opMbl KOHTPOJISL U OLIEHOUHBIE MaTEPHAIIBI

Haspawmi pasaeinos (tem) PopwmHpyemie ®opmbl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCIUTIAHBI KOMIIETEHIIUH
1 HopmartuBHas 6a3a u ocHoBbl |OIIK-15 3auér [Iepeyens BOonpocoB 11t
MOHUTOPHHTa 0€301MaCHOCTH 3aueTa
TEJICKOMMYHHUKATMOHHBIX JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
CHCTEM M CeTEH. pabota
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
2 IlocTpoeHnue cucTeMsl OIIK-15 3auér IIepeyens BOonpocoB 11t
MOHHUTOPHHTA, PUHITUIIBI U 3adera
KPUTEPHH BHIOOpa I1apaMeTpoB JlaGopaTopHas Tewmbl 1ab0opaTOpHBIX PabOT
MOHHUTOpPHHTIA. pa60Ta
TectupoBanue [IpumMepHbIi TEpeUeHb
TECTOBBIX 3a/IaHUN
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3 Opranuzanus CucTeMsl OIIK-15 3auér [Iepeuyens BonpocoB i
MOHMTOPHUHTa 0€30M1aCHOCTH. 3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN

lxana oneHku cHPOPMUPOBAHHOCTU OTAECIbHBIX IMIAHHUPYEMBIX PE3yJbTAaTOB OOyUYEHHS IO
JTUCIUILIMHE TpUBeAcHa B Tabiuie 9.2.
Tabnuna 9.2 — Illkana oneHku copMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO

JAUCLUILIIMHE
dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
OrneHka banner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMATBHOU | UITU ()parMeHTapHBIC YMEHUH UITN HABBIKOB WJIN
CYMMBI 0aJII0B 3HAHUSA YaCTUYHO ¢parmeHTapHble
OCBOEHHOE MPUMECHEHHE
yMEHHE HABBIKOB
3 ot 60% no o0mue, HO HE B 1I€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPHUPOBAHHBIE HO HE YCIEITHOE, HO HE
MaKCHMaJIbHOM 3HAHUS CUCTEeMATHUYECKH | CHCTEMATHUECKOE
CYMMBI OaJIOB OCYIIECTBIIIEMOE pUMEHEHNE
YMCHHE HABBIKOB
4 (xopotio) ot 70% no c(hOopMHUPOBaHHEIE, B LIEJIOM B IIEJIOM
89% ot HO CoZepKalue yCIIELIHOE, HO YCIICIIHOE, HO
MaKCUMaJIbHOM OTJebHbIE coJieprKalime coJieprKariue
CYMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIEIbHbBIE OTJIeIbHbIE
npoOesbl yMEHUe poOeIBI
MpUMEHEHHE
HABBIKOB
5 (OTIMYHO) >90% ot chopMHUpOBaHHbBIE | CHOPMUPOBAHHOE YCHEUIHOE U
MaKCUMAJIbHOW | CHCTEMaTHYECKHE yYMEHHE CHUCTEMaTHUYECKOe
CYMMBbI 0aIOB 3HAHUSA MPUMECHECHHE
HABBIKOB

[IIxanma KOMIUIEKCHOM OLIEHKH C()OPMHUPOBAHHOCTH KOMITETCHIIMIA MMPUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [lIkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHITUHA

Onenka ®opmynupoBKa TpeOOBaHUM K CTENIEHU KOMIIETEHIINH

2 He nmeet HeoOX0IMMBIX TIPEICTABICHUN O IPOBEPSIEMOM MaTepHalie
(HEeyAOBIETBOPUTENBHO) | LITU
3HaTh HAa YPOBHE OPHEHTHPOBAHMS, ITpeacTaBneHuil. O0yuaronuiics 3HaeT
OCHOBHBIE NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 2JIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OMpPEJICIICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKMM HCTOYHUKAM HY>KHO
oOpainarscs A 6ojee 1eTalbHOTO €ro YCBOCHHUS.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHE. O0yyaromuxcs 3HaeT
(YZIOBIIETBOPUTENIBHO) |M3YUEHHBIHN 2JIEMEHT COEP KAHUSI PENPOAYKTUBHO: IPOU3BOJIBHO
BOCIIPOM3BOAMT CBOU 3HAHUS YCTHO, TMCBMEHHO WM B IEMOHCTPUPYEMBIX
JEUCTBHUSIX.
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4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3yYeHHBIX 00BEKTOB, HA UX JJOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuics 3HaeT

HSyquHBIfI SJIEMEHT COACPKAHUA CUCTEMHO, IIPOMU3BOJIBHO U JOKA3aTCIIbHO
BOCIIPOMU3BOJUT CBOW 3HAHUA YCTHO, IMCBMEHHO UJIU B ICMOHCTPUPYEMBIX
I[GﬁCTBHHX, YUUThIBAA U YKa3bIBasAd CBA3H U 3aBUCUMOCTH MEXKY dTHM
SJIEMEHTOM U APYTUMH DJIEMECHTAMU COACPINKAHUA JUCIHUIIIINHEBI, €T0
3HAYUMOCTB B COACPKAHUN JUCHHUIIINHBI.

9.1.1. IlpuMepHBIii MepeyeHb TECTOBBIX 3aJaHU

. Kaxoit u3 metonoB kouTposs nenoctHoctu (aiinos orcyrerByeT B C3U ot HCJI Secret Net?

a) Kontpons cogepxumoro

b) KonTpomas arpudyTos

¢) KoHTponb CaHKITMOHUPOBAHHBIX U3MEHEHUN

d) KonTposnb cymectBoBanus

. Jnst yero mpeaHa3zHayeHa MporpaMMa OrnepaTUBHOTO yrpasieHus Secret Net?

a) Jlns 3amuTel KOH(UICHIIMATLHON HH(OpMAIUN

b) [nst uneHTHGUKALNY U ayTeHTHPUKAIUHN TToIb30BaTeneit 10 3arpy3ku OC

¢) Jlns neHTpanu30BaHHOTO YIIPABJICHUS 3alUIIIAEMBIMU KOMITBIOTEpAMU

d) [l KoHTPOJIs BEIBOAA KOH(MUICHIINATLHON HHPOPMAITI

. HazoBute onuH u3 pesxuMoB pabOTHI MPOTrpaMMbl OTIEPATUBHOTO yrpaBieHus Secret Net?

a) PexxuM ynpaBieHus 3alIUTHBIMH MEXaHU3MaMU

b) Pexxum naentudukanuu u ayreHTU(UKaIUY MOJIb30BaTeNeH

¢) PesxuM MOHMTOpUHTA M ONIEPATUBHOTO YIIPABJICHUS

d) Pexxum anmapaTHON GIIOKMPOBKH 3aIIUIAEMOTO KOMITBIOTEpA

. BriOepute TuIOBBIE 3a/1aun aJMUHUCTpAaTOpa 0€30MaCHOCTH, AJis BBIMOIHEHUsI KOTophix HE
HCTONb3yeTCcsa MporpaMMa ONEepaTUBHOTO ympaBieHus Secret Net B pexume
KOHUTYpUPOBAHUS:

a) PemaktupoBaHMe CTPYKTYpBI ONIEPATUBHOTO yIIPABICHUS

b) Hactpoiika napameTpoB cOopa JIOKaJbHBIX KYPHAJIOB

¢) KonTponupoBaHue cOCTOSHUS 3alIUIIIECHHOCTH CUCTEMBI

d) Hacrpoiika mapaMeTpoB CETEBBIX COCTMHCHUI

. [lepeuncnure TUMOBBIC 3a/laud aJIMHUHUCTpaTOpa O0€30MACHOCTHU, JJIsl BBHIMOJHEHUS] KOTOPBIX
UCIIOJNIB3YETCS MporpamMma ONepaTUBHOTO YIPABICHUS B PEKUME YIPABICHUS.

a) KoHTponupoBaHue u omnoBenieHNe O MPOU3OMIEAIINX COOBITHIX HECAHKIIHOHUPOBAHHOTO JI0
CTyma

b) KonTponupoBaHue TEKyIIET0 COCTOSHUS 3aIUIIAEMbIX KOMITBIOTEPOB

¢) Hacrpoiika moutoBoii paccbuiku yBegomieHuit o coosrrusx HCJJ

d) BrimonaHeHue nelcTBU ¢ 3alIUIIAEMBIMH KOMITbIOTEPAMU MPU BO3ZHUKHOBEHUU YTPO3 IS
0€e3 OMacHOCTU CUCTEMBI

. Jns gero Heobxoaumo kButupobanue coobiTuit HC/I B cucreme Secret Net?

a) nsa yctpanenus nocneactuii HCJJ

b) Hnsa npenotpamenus HCJ B Oyaymiem

¢) Hnsa puxcanuu peakuuu aaMuHUACTpaTopa 6ezonacHocTH Ha cobbiTie HCJI

d) Jns ynanenus coosrtust HC/I u3 )xypHanos aynuta

. Kakoit n3 MexaHN3MOB y/aleHHOTO YIPaBJICHUS 3allUIIaeMbIM KOMIIBIOTEPOM HE peaan30BaH i
Kaspersky Security Center?

a) YaneHHas yCTaHOBKA MPHIIOKEHUN

b) Yaanennas nepesarpyska 3alIMIaEMOT0 KOMITBIOTEpA

¢) YnaleHHBIH KOHTPOJIb LETOCTHOCTH HH(OPMALIMK OTPAaHUUYEHHOTO JIOCTYIa

d) YmanenHoe ynpaBieHHe HACTPOHKaMU aHTUBUPYCa

. Kakue BO3MOXHOCTH ympaBieHUS anmapaTHeIMH wuaeHTudukatropamu eToken HE
npenocrasiseT Safenet Authentication Manager?
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a) O6nosnenue coaepxkumoro eToken
b) OO6cnyxuBaHUE 3apOCOB Ha pa3dsokupoBKky eToken
¢) HzBneuenue kimoueit muppoBanus u3 mamsatu e Token
d) CamocrosarensHas peructpanus eToken nmons3oBarenem Ha otneasHoM WEB-caiiTe
9. Kakoii U3 BapuaHTOB OTBETA HE OTHOCHUTCS K BO3MOKHOCTSIM LIEHTPAJIM30BAHHOTO ayauTa

COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHON CETH OpraHU3aIluu C
MOMOUIBIO TTPO TPaMMBbI ONTEPATUBHOTO yIpaBiieHus Secret Net?
a) KonTponupoBaHue coCTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
b) Omnpenenenue 06CTOATENBCTB, KOTOPbIE MPUBEIN K U3MEHEHHUIO COCTOSIHUSI 3alIUIIIEHHOCTH
cuctembl win K HCJJ
¢) Hactpoiika KoHGUTYpaIlMOHHBIX TTAPaMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BblsgBieHue NpyUYrH OPOU3O0IIEIINX U3MEHEHUI COCTOSHUS 3allUIIIEHHOCTH CUCTEMBI

10. Kakoii u3 BapuaHTOB OTBETOB HE MCHOJB3YETCS IJS OMEPATUBHOTO H3BEUICHUS
aJIMUHUCTpaTOpa 0€30MaCHOCTH O COOBITUSAX HECAaHKIIMOHMPOBAHHOI'O JOCTYyNa B MPOrpaMmme
onepaTMBHOTO yrpasiieHus Secret Net
a) BusyansHoe oroOpakenne HCJl Ha muarpamme ynpaBiieHUs
b) IIucebMO HA PAEKTPOHHYIO MOUTY AIMHUHUCTPATOPY OE30MACHOCTH
¢) YBeagomsieHue Ha TenedoH aIMHUHHUCTpaTopa O6e3omacHocTy mo SMS
d) 3BykoBO€ yBeAOMIICHHE B MPOTpaMMe OTIEPATHBHOTO YIpaBiieHus npu BosHUKHOBeHUH HCJ]

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

1. Kakoii crangaprt (cepusi CTaHIApPTOB) CTaJl OCHOBOIIOJIOXHUKOM CTaHIApTU3ALUU CUCTEM YIIPaB-
nenus UB?

KakoBBl OCHOBHBIE LI€JU CIE€AO0BaHUA MOJenAM JleMHHra npu HNOCTPOEHUH CHUCTEMBI
MOHHUTOPHHTa 0€30MaCHOCTH TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U CeTer?

Kakue cucrteMbl OTHOCATCS K CUCTEMaM MOHUTOPUHIA C ar€HTOM, a KaK1e HeT?

Yro takoe SIEM u kakas cdepa ero npumMeHeHus?

®opmbl XxpaHeHH HHPOPMAIIUY B CHCTEMAaX C IMOJIHOTEKCTOBBIM IIOMCKOM?

Yro Takoe WMI?

Kakyto nH}popmMaIuio MOXKHO MOIXY4YUTh IpHu momoim SNMP?

o

Nownkw

9.1.3. Tembl J1a00paTOPHBIX PadoT

1. PaGoTa ¢ mpoToKoIaMu MOHUTOPUHTA. MOHUTOPUHT 0€3 y4acTHs areHTOB. AHaMM3 paboThI
npoTtokona SNMP.

2. TlpoueccHslif MOIX0a K OpraHu3anuu MoHuTopuHra. [{ukn HenpepeiBHOCTH. BBIOOp KpuTepues
MOHHMTOPHHTA JIJI1 HEOOXOAUMBI J1JIsi HEMPEPBHIBHOCTH MPOLIECCOB.

3. MOHHTOPHUHT MPH TOMOIIIY areHTOB. Y CTAHOBKA M HACTPOWKA CHCTEMbl MOHUTOpHUHTA Zabbix.

4. Pa6ora ¢ moacuctemoirt WMI. TlonknrodeHne XOCTOB K CHCTeMe MOHHTOpHWHTra Zabbix.
Hacrpoiika gambopmoB 1isi KOMaHAbl MOHUTOPUHTA.

5. PazBeptriBanue SIEM cuctemsl. OnpeneneHrne UCTOYHUKOB TMOJydYeHHsT WHPOpMAIuu O
coOBITUAX HHPOPMAIIMOHHON Oe30macHocTH. Paz0op HEOOX0IMMOCTH HOPMATU3aIMK COOBITHH.
Co3nanue mpaBui Koppensiuu coObiTuii. Co3maHue WHIHUICHTOB HAa OCHOBE COOBITHM
nH(}pOpMaAITMOHHON 0€30MMacHOCTH.

6. Prometheus. Grafana, InfluxDB. MeTonbl xpanenus u aHanu3za coOpaHHOW MHGOpMAIIHH.
dopmupoBaHuE 1aIIOOPIOB B CUCTEMAX C OTKPBITHIM UCXOIHBIM KOJIOM.

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATENbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenbHast paboTa CTyA€HTOB UTPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

HayaTh u3yueHne AMCUMILTMHBI HEOOXOAUMO CO 3HaKOMCTBa ¢ paboyeil mporpaMMon, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaia He0OXOANMMO PETYIISIPHO
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oOpamaTbCcsi K pEKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcutreTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIEeTOCTYTHBIMU UHTEPHET-MIOPTAIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHEeKTaM

y4eOHON JUCITUTUIMHBI.

[Ipu caMoCTOATEILHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HUJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOUYHOM s
WHAUBUAYATbHOTO TOHMMAaHUS M OCBOEHHS MaTepuaja, BbIJIENsisi OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIYaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anmucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusi K OLIEHOYHBIM MaTepPHAJIaM ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HMHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Ta0mwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHalbl OLICHUBAHUS IS JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJINJIOB

Kareropuu o6yuaronmxcs

Buapl 7onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAUBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIIHLHOTO arlapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUsSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJIaM JIJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbS 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHoOu hopme;

— B I1€YaTHOW (hopMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JaHMUS C UCTIOJIL30BAHUEM CYPIOIEPEBO/IA.

.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha
IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'[SI TaKuX 06yt1a}01111/1xcs{ npeaycMaTpmuBacTCd
nocTymHas popMa Ipe0CTaBICHHS OTBETOB HA 3aJaHHsI, a UMEHHO:
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— MUCBMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYT aCCHCTEHTA;

— MPEJICTaBJIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBAHHUS PE3yIbTATOB OOYYECHHUs JUIl C OTPAaHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 AUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B GopMax,
aIalITUPOBAHHBIX K OTPAaHUYCHHSIM UX 3JI0POBbsI U BOCTIPHATHSI HHPOpPMAITUH:

Jst U ¢ HapylIeHUsIMU 3PeHH:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIe4aTHOU (opme.

J st U1 ¢ HApYLIeHHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHHBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TaIIOB.
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