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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. CnocoOcTBOBaTh (HOPMUPOBAHUIO Yy OOYUAIOUIMXCS KOMIIETEHIUH, IPEyCMOTPEHHBIX TaHHOU
paboueii mporpammoit B cooTBeTcTBUU ¢ TpeboBanusmu GI'OC BO mo HampaBlieHUIO TOATOTOBKHU
10.05.02 "UndopmannoHHas 6€30MaCHOCTh TEJIEKOMMYHHMKAIIMOHHBIX CHUCTEM" C y4eTOM crienupuxu
crienyanu3anuy "YnpasieHue 0e30MacHOCTBIO TEIEKOMMYHHUKAIIMOHHBIX CUCTEM U ceTeit".

1.2. 3agauy AUCHUILIUHBI

1. [lonyyeHnune cTyli€eHTaMH 3HAaHUH, YMEHHH MU HAaBBIKOB B COOTBETCTBHUM C MHIMKATOPAMH
JTOCTIDKCHHSI KOMIIETEHITUN, TIPETyCMOTPEHHBIX TAHHOU paboyelt mporpamMmMoi.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Osoka gucrmiing: O0g3aTebHas YacTh.

Monyne quctumiue: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.14.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-8. Cnocoben
MIPUMEHSTH METO/IbI
HAYYHBIX UCCIICIOBAHUN
IIPH MTPOBEICHUU
pa3paboTok B 00J1acTH
(YyHKIIMOHUPOBAHUSA,
pa3BUTHS U o0ecreueHus
UH(POPMALIMOHHOM
0e301acHOCTH
TEJICKOMMYHHUKAIIMOHHBI
X CHUCTEM M CeTe

OIIK-8.1. 3HaeT OCHOBHBIE
(hOpMBI, METOJTBI B TTPUEMBI
HAYYHOTO MCCIICIOBAHUS,
MIPUMECHSIEMbIE TIPU
MIPOBEACHUH pa3pabOTOK B
obnactu pyHKIIMOHUPOBAHUS,
pa3BuTus U obecreueHus
UH(POPMALIMOHHOM
0e301acHOCTH
TEJICKOMMYHHUKAIIMOHHBIX
CHCTEM U CETe

3HaeT OCHOBHBIE (DOPMBI, METO/IBI ¥ IPUEMBI
HAY4HOT'O MCCIICJ0OBAHHMS, IPUMEHIEMbIC TIPH
MPOBEJICHUH pa3pabOTOK B 001acTH
(GYHKIIMOHUPOBAHHUS, PAa3BUTHUS U
obecnieueHnss THPOPMALIMOHHOM
0€3011aCHOCTH KOMITBIOTEPHBIX CETEl

OIIK-8.2. YmeeTr npoBOIUTH
UCCJIETOBaHUS U
HKCIIEPUMEHTBHI, 0OPMIIATH
OTYETHI IIPU MIPOBEICHUU
pa3paboToOK B 00JIaCTH
(YHKIIMOHUPOBAHUA,
pa3BUTHS U o0ecreueHus
nH(OpMaAITMOHHOM
Oe30macHOCTH
TEJIeKOMMYHUKAIIMOHHBIX
CHCTEM U ceTe

YMeeT IpOoBOJUTH UCCIIETOBAHUS U
AKCIIEPUMEHTHI, OPOPMIISITH OTUETHI TIPU
MIPOBEACHUH pa3pabOTOK B 00J1aCTH
(YHKIIMOHUPOBAHUS, PA3BUTHS U
obecnieueHust THHOPMAITMOHHON
0€30MacHOCTH KOMITBIOTEPHBIX CETer

OIIK-8.3. BnaneeT HaBbIKaMu
MPOBEJICHUS HCCIEA0BaHUN U
HKCIEPUMEHTOB, 00pabOTKH U
MPEJICTaBICHUS MTOJTYYSHHBIX
JIAHHBIX B 00JIaCTH
(GYHKITMOHUPOBAHHUS,
pa3BUTHUS U O0eCTICUeHUs
UH(POPMALIMOHHOM
0€301acHOCTH
TEJICKOMMYHHUKAIIMOHHBIX
CHUCTEM M CETEM

Bnaneet HaBbIkamMH ITPOBEACHUS
UCCIIEIOBAaHUM U 3KCIIEPUMEHTOB, 00pabOTKU
U TPE/ICTaBICHUS MOyYeHHBIX JaHHBIX B
o0acTi PyHKIMOHUPOBAHMSI, PA3BUTUS U
oOecrnieueHHss HPOPMALIMOHHOM
0€301acHOCTH KOMITbIOTEPHBIX CETel
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OIIK-9.1. Cnocoben
(dbopMupOBaTh, BHEAPATH
1 00ecrieunBaTh
(YyHKIIMOHUPOBAHUE
CUCTEMBI MEHEPKMEHTA
UH(POPMALIMOHHOM
0e301acHOCTH
TEJICKOMMYHHUKAIIMOHHBI
X CHUCTEM M CeTei

OIIK-9.1.1. 3naer ctannapThl,
PYKOBOJSIIHE U
METOAMYECKUE JOKYMEHTHI B
00J1aCTH 3aLUThI
uHpOpMannu B
TEJIEKOMMYHHUKAIIHOHHBIX
CHCTEMaX U CeTAX

3HaeT CTaHAapThl, PyKOBOJAIIUE U
METOJIMYECKUE IOKYMEHTHI B 00J1acTH
3alIMThl UHOPMAIMK B KOMITBIOTEPHBIX
ceTsax

OIIK-9.1.2. Ymeer
OTIPENIETISITh YTPO3HI,
peanu3anus KOTOPhIX MOXET
MIPUBECTU K HAPYIIICHUIO
0e30IacHOCTH U
KOPPEKTHOCTH
(GYyHKIIMOHUPOBAHUS
TEJIEKOMMYHHUKAITHOHHBIX
CHCTEM H CeTel, BBINOJIHATE
aHaiu3 0e30MacHOCTH U
COCTaBJIATh OTYETHI 1O
pe3yiabTaTaM IpOBEPOK
3aIUIIEHHOCTH
TEIEKOMMYHHUKAITMOHHBIX
CHCTEM M CeTeH

YMeeT onpenensaTh yrpo3bl, peaanu3aims
KOTOPBIX MOKET NMMPUBECTU K HAPYIIICHUIO
0€301acHOCTH ¥ KOPPEKTHOCTH
(YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH,
BBIIOJIHATH aHAJIN3 0€30ITaCHOCTH U
COCTaBJISITh OTYETHI TI0 pe3yjIbTaTaM
MIPOBEPOK 3AITUIIIEHHOCTH KOMIThIOTEPHBIX
ceTen

OIIK-9.1.3. Bmageet
HaBBIKAMU OLICHKU PUCKOB,
CBSI3aHHBIX C
OCYIIIECTBIIEHUEM YTPO3
0€30IMacHOCTH
TEJIEKOMMYHUKAITHOHHBIX
CHCTEM U ceTeH

BnaneeTr HaBbIKaMM OLIGHKH PHUCKOB,
CBA3aHHBIX C OCYLIECTBIEHUEM YIPO3
0€30MacHOCTH KOMITbIOTEPHBIX CETeH

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aroiuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTD JUCIHUIIJIMHBI COCTABJIACT 7 3a4ETHBIX CIWHUII, 252 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUJIMHBI 110 BUAAM y‘-Ie6HOI7I ACATCIIBHOCTU MPCACTABICHO B

tabnuie 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI 10 BUJIaM Y4eOHOH J1eTeIbHOCTH
. Bcero CemecTtpsbl
Bunpl yueOHOI nesTenbHOCTH
4acoB |5 cemecTp |6 cemecTp
KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 128 60 68
npenojasareyemM, Bcero
JIeKIIMOHHEBIE 3aHATUS 48 24 24
IIpaxkTHueckue 3aHATUS 16 8 8
JlaGopaTopHbie 3aHITHS 64 28 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 88 48 40
BHeayIMTOpHAasi padoTa 00y4aIMXcs ¢ npenoaaBaresieM, BCero
Iloaroroska K 3a4eTy 12 12
[ToaroroBka Kk TECTUPOBAHUIO 44 22 22
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[ToaroroBka k 1abopaTopHOil paboTe, HaMCaHUE OTYETa 32 14 18
IToaroroBka u capaya JK3aMeHa 36 36
O0mas TpyA0eMKOCTh (B 4Yacax) 252 108 144

Oo0mas TpyroemMkocTh (B 3.e.) 7 3 4

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaM y4eOHOW NesTeIbHOCTH NMPUBEACHA B
tabimue 5.1.
Ta6mmma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

HasBanus pasznenos (Tem) ieHK' [Tpak. | JIa6. | Cam. Bcer(%;aCOB dopMupyemsbie
MUCHUILTNHEI ” | 3aH., 9 | pab. |pab., q KOMIIETEHIINU
q 9K3aMEHa)
5 cemecTp

1 OcHOBBI KOMIIBIOTEPHBIX ceTel |8 8 - 12 28 OIIK-8, OIIK-9.1
2 TexHoNOrMM HWKHUX ypOBHEN |4 - - 6 10 OIIK-8, OIIK-9.1
KOMIThIOTEPHBIX CETEH
3 TexHOJIOTMM BEPXHUX YPOBHEH |8 - 28 26 62 OIIK-8, OIIK-9.1
KOMIIBIOTEPHBIX ceTei
4 CoBpeMeHHbIE TEHACHIIUU 4 - - 4 8 OIIK-8, OIIK-9.1
pa3BUTHUS KOMITBIOTEPHBIX CEeTeH

Wroro 3a cemectp |24 8 28 48 108

6 cemecTp

5 OcHOBEBI 0€30IMaCHOCTH 8 8 - 8 24 OIIK-8, OIIK-9.1
KOMITbIOTEPHBIX CeTeH
6 CpenctBa obecriedeHust 12 - 32 28 72 OIIK-8, OIIK-9.1
0€30MacHOCTH KOMIIBIOTEPHBIX
ceren
7 CoBpeMeHHbIE TEHICHIINH B 4 - 4 4 12 OIIK-8, OIIK-9.1
obecrnieueHnH 0€30MMaCHOCTH
KOMIIBIOTEPHBIX ceTei

Uroro 3a cemectp |24 8 36 40 108

Uroro |48 16 64 88 216

5.2. Conep:xanue pa3enoB (TeM) TUCHHIIMHBI

Coneprkanue pas3iesioB (TeM) TUCHUILIMHEI (B T.4. TIO JIEKIHUIM) PUBEICHO B Ta0ywmIe 5.2.
Tab6mmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCHUTUIMHBI (B T.U. 11O JICKIIHSIM)

TpynoemkocTs
Haspanus paznenos | Conepkanue pa3ienoB (T€M) TUCHUILIMHBI (TeKIHOHHbIe dopmMmupyemeie
(TeM) TUCUUTLITUHBI (B T.4. TIO JIGKITHSIM) KOMIIETEHIINHU
3aHATHUSA), U
5 cemecTp

CornacoeaHa Ha noptane N2 61019 5



1 OcHoBBI Onpenenenne KC, mecto u pois KC B 2 OIIK-8, OIIK-9.1
KOMITHIOTEPHBIX COBpEeMEHHOM Mupe, ucropus passutus KC
cerei OcHoBHbIe TpuHLMIBI TocTpoeHus: KC, 2 OI1IK-8, OIIK-9.1
knaccudukanus KC
MHOroypoBHEBBIN MOAX0 K TOCTPOECHUIO 2 OIIK-8, OIIK-9.1
KC, momenu OSI u TCP/IP,
cranpaptuzanus KC
Anpecanus B creke mpotokosnoB TCP/IP 2 OIIK-8, OIIK-9.1
Hroro 8
2 TexHosoruu Kananbnsliii ypoBenb moaenu OSI, 2 OIIK-8, OIIK-9.1
HIOKHHUX ypoBHeW  |TexHonorus Ethernet, kommyTupyemsbie
KOMITBIOTCPHBIX cetu Ethernet
ceren BupryanbHbie TOKaIbHbBIE CETH, 2 OIIK-8, OIIK-9.1
TErMPOBAHHBIA ¥ HETETMPOBAHHBINA CETEBOU
TpauK, pexxKuMbl pabOThI IOPTOB
KOMMYTaTOpPOB
HTtoro 4
3 TexHomoruu CereBoii ypoBeHb Mozenu OSI, mpoTOKOIbI 2 OIIK-8, OIIK-9.1
BepxHUX ypoBHeir  |IPv4 u [Pv6, GeckiaccoBas aapecanus
KOMITbIOTCPHBIX IIpoTOKOIBI MApLIPYTHU3ALUH, CTATHYECKAS 2 OIIK-8, OIIK-9.1
CCTCH A JUHAMHUYECKast MapIIPyTU3aLUs
TpancnopTHbIi ypoBeHb Mojienu OSI, 2 OIIK-8, OIIK-9.1
npotokoiasl TCP u UDP, nopTsl,
TPAHCIISIUS CETEBBIX aJIPECOB
[IpuknagHoit ypoBens moaenu OSI, 2 OIIK-8, OIIK-9.1
MIPOTOKOJIbI MPUKJIAJHOTO YPOBHS
Hroro 8
4 CoBpeMEHHbIE I'mo6anenbie KC, mapmpyTu3zanus B 2 OIIK-8, OIIK-9.1
TEHJICHLIUH IJ100aNBHBIX CETSIX, UHTEPHET
PasBUTHA OO0auHple BEIYUCICHUS, UHTEPHET BEIICH OIIK-8, OIIK-9.1
KOMITBIOTEPHBIX
cereii Hroro
Hroro 3a cemectp 24
6 cemecTp
5 OcHOBBI OCHOBHBIE TTOHSITUSI 1 TEPMUHOJIOTHSI, 2 OIIK-8, OIIK-9.1
0e30macHOCTH YIpO3bl, YI3BUMOCTH, aTaKH
KOMITBIOTEPHBIX HopmatuBHO-nIpaBoBOE obecrieueHue 2 OIIK-8, OIIK-9.1
ceTei uHpopMaimonHou 6e3omnacuoctu KC
Knaccudukanus yrpos u ysI3BUMOCTEH, 2 OIIK-8, OIIK-9.1
0aHKM yrpo3 U ys3BUMOCTEH, baHk maHHbIX
yrpo3 ®CTIOK, MITRE ATT&CK
Ceressie ataku, mojsienb Cyber-Kill Chain 2 OIIK-8, OIIK-9.1
Htoro 8
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6 CpencrBa OuibTpalys CETEBOro Tpaduka, 2 OIIK-8, OIIK-9.1
oOecrnieyeHus MmexcereBble 3kpanbl, NGFW
besomnacHocTH TexHomorun oOHApYKEHUSI CETEBHIX aTaK, 2 OIIK-8, OIIK-9.1
KOMITbIOTCPHBIX CUCTEMbI OOHAPYKEHHSI U MTPEIOTBPALLCHUS
cereit BTOPKEHHIA
TexHOoI0rnu MOCTPOCHUS 3aLUILICHHBIX 2 OIIK-8, OIIK-9.1
KaHaJIOB CBSI3H, CPEJCTBA MOCTPOCHHUS
BUPTYaJIbHBIX 3aLUILEHHBIX CETEH
WHCTpyMEHTBI AJI UCCIIEIOBAHUS CETH, 2 OIIK-8, OIIK-9.1
cauddepsl U CKaHepbl 0€30MTaCHOCTH,
WHCTPYMEHTHI MOHUTOPHUHTA COCTOSTHUS
CeTH
[IpenoTBpamienre yreuek nHGOpMaIu, 2 OIIK-8, OIIK-9.1
DLP-cucremsl
3amurta KoHeuHbIX ycTpoict KC, 2 OIIK-8, OIIK-9.1
texHonorun Endpoint Security, cucremsl
3alUThl KOHE4HbIX Touek (Endpoint
Protection Platform)
Hroro 12
7 CoBpeMeHHbBIE OCHOBBI TECTUPOBAHUS HA TPOHUKHOBEHHUE, 2 OIIK-8, OIIK-9.1
TEHJCHIINH B STanbl MPOBEIEHUS TECTUPOBAHUS Ha
obecrie4yeHnH MIPOHUKHOBEHUE, UHCTPYMEHTHI
GesonactocTn XDR-cucTeMsl OIIK-8, OIIK-9.1
KOMITBIOTEPHBIX
cereii Hroro 4
Hroro 3a cemectp 24
Hroro 48

5.3. lIpakTHyeckue 3aHATUSA (CEMUHAPDI)

HaumeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TaduIe 5.3.
Tabauna 5.3 — HauMeHoBaHUe NPaKTUYECKUX 3aHIATHH (CEMUHAPOB)

Hasanus paznenos | HaumeHoBaHue npaktudeckux 3aHaTiii | TpyaoeMkocCTs, ®opMupyemsle
(Tem) TUCUUTITUHBI (cemuHapoB) q KOMIIETCHIIUU
5 cemecTp
1 OcHOBBI ITpopaboTka CTpYKTYpbl KOMIBIOTEPHOU 2 OIIK-8, OIIK-9.1
KOMIIBIOTEPHBIX CETH OpraHU3alluy CETH, OTIUCAHUE
ceTei XapakTepa CBsI3el MEXy 2JIEMEHTAMU U
MH(POPMALIMOHHBIX TOTOKOB
Paccuer IP agpecoB u Macok 2 OIIK-8, OIIK-9.1
0eCKIIaCCOBBIX CETEei
Br16op ob6opynoBanust st 2 OIIK-8, OIIK-9.1
KOMIIBIOTEPHOU CETH OpPraHu3aluu
IToaroroBka JOKyMEHTaLUU 10 2 OIIK-8, OIIK-9.1
KOMIIBIOTEPHOM CETH OpraHu3aluu
Utoro 8
Uroro 3a cemectp 8

6 cemecTp
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5 OCHOBBI [Touck nHpOpMAaIUKU 00 yrpo3ax u 2 OIIK-8, OIIK-9.1
0€301acHOCTH YSI3BUMOCTSIX B IOCTYITHBIX HCTOYHHKAX
KOMIIbIOTCPHBIX Omnucanue atak ¢ nomomibto Cyber-Kill 2 OIIK-8, OITK-9.1
cereun Chain
[TonGop cpeacTB 3alUThl KOMIBIOTEPHOI 2 OIIK-8, OIIK-9.1
CEeTH C y4eTOM TpeOOBaHUI
0e30MmacHOCTH
[TpopaboTKa CTPYKTypbl CHCTEMBI 2 OIIK-8, OIIK-9.1
3amuthl KC 1 mororoska
JIOKyMEeHTaluu 1o cucteme 3amuthl KC
Hroro 8
Hroro 3a cemectp 8
Uroro 16
5.4. JlaGopaTopHble 3aHATHS
HaunmenoBanme 1abopatopHbIx paboT mpuBeACHO B TadmuIe 5.4.
Tabmuma 5.4 — HaumeHnoBanue 1a60paTOPHBIX padoT
HasBanus pasznenos HauMeHOBaHHE 1aGopaTopHBIX paGoT TpyroemMKOCTb, dopmupyemble
(TeM) AUCHIUTUIMHBI q KOMITETEHITUU
5 cemecTp
3 TexHonoruu CoennHeHneE y3/10B, OJHOPAHTOBBIE 4 OIIK-8, OIIK-9.1
BEPXHUX YPOBHEMH ceTu
KOMITBIOTEPHBIX Hactpoiika DNS-cepBepa u qjomena 4 OIIK-8, OIIK-9.1
ceTeun Active Directory. I'pymnmoBsie
TIOJIUTUKA
Hactpoiika DHCP-cepBepa 4 OIIK-8, OIIK-9.1
[IpoTokosbl MapuIpyTU3aLUU 4 OIIK-8, OIIK-9.1
YcraHoBKka mporpaMMHOTO 4 OIIK-8, OIIK-9.1
o0ecrieyeHus 4epe3 TPYIOBhIE
TIOJIUTUKU
BrICOKOYpPOBHEBBIE CETEBBIC CITY>KOBI. 4 OIIK-8, OIIK-9.1
[ToutoBbIi, (haliIoOBEIN U BeO-cepBep
LenTpanuzoBaHHOE OOHOBICHHE 4 OIIK-8, OIIK-9.1
orepanuoHHbIX cucteM. Windows
Server Update Services
Uroro 28
Hroro 3a cemectp 28

6 cemecTp
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6 CpencrBa MeskcereBbie IKpaHbI 4 OIIK-8, OIIK-9.1
obecneueHus Cuctembl 0OHApYKEHHUST BTOPKCHUI 4 OIIK-8, OIIK-9.1
OesomacHOCTH BupryaibHble 3alIUIIEHHbBIE CETH 4 OIIK-8, OIIK-9.1
KOMIEI’IOTep HBX HNHcTpymMeHThI HeclleI0BaHUs 4 OIIK-8, OIIK-9.1
ceten cereBoro Tpaduka, cHuPPepsI
NHCTpyMEHTHI HCCIIE0BAHUS CETH, 4 OIIK-8, OIIK-9.1
CKaHepbl 0€30MaCHOCTH
HNHCcTpyMEHTBI MOHUTOPHHIA 4 OIIK-8, OIIK-9.1
COCTOSIHUSI CETH
DLP-cucremMs! 4 OIIK-8, OIIK-9.1
CucTeMbl 3alIUThl KOHEYHBIX TOUEK 4 OIIK-8, OIIK-9.1
(EPP-pemenms)
Hroro 32
7 CoBpeMeHHbBIE HNHCTpYMEHTBI TECTUPOBAHUS HA 4 OIIK-8, OIIK-9.1
TEH/ICHIINH B MIPOHUKHOBEHUE
obecrieueHun
0e301acHOCTH
KOMITBIOTEPHBIX Hroro 4
cerei
Uroro 3a cemectp 36
Uroro 64

5.5. KypcoBoii npoekT / kypcoBasi padora
He npenycMOoTpeHo y4eOHBIM IIaHOM
5.6. CamocTosTeqIbHaAs1 paboTa

Bunbl camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPyEMble KOMIIETCHIIMH MPECTaBICHBI B
tadymue 5.6.
Tabnuia 5.6 — Busbl caMocTOsATEIbHON pabOThI, TPYJ0EMKOCTh U (hOPMHUPYEMBIE KOMIIETEHIIUN

HasBanns paznenos | Buasl camocrostensHoi | Tpynoemkocts, | Popmupyemblie Dopmsbl
(Tem) AMCUMITIINHBI paboThI q KOMITETEHIINU KOHTPOJIA
5 cemecTp
1 OcHOBBI ITogroroBka k 3auery 4 OIIK-8, OIIK-9.1 3auér
KOMIIBIOTCPHBIX IToaroroBka x 8 OIIK-8, OIIK-9.1 | TectupoBaHue
ceren TECTUPOBAHUIO
Htoro 12
2 TexHonoruu ITogroroBka k 3auery 2 OIIK-8, OIIK-9.1 3auér
HIDKHUX YPOBHEH [ToaroroBka k 4 OIIK-8, OIIK-9.1 | TectupoBaHue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cere Utoro 6
3 TexHosnoruu ITogroroska k 3auery 4 OIIK-8, OIIK-9.1 3auér
BEPXHUX YPOBHEH [ToaroroBka k 8 OIIK-8, OIIK-9.1 | TectupoBaHue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cerent [Toaroroska K 14 OIIK-8, OIIK-9.1 | JlaGoparopnas
nabopaTopHo# padoTe, pabora
HalMcaHue oTyeTa
Hroro 26

CornacoeaHa Ha noptane N2 61019




4 CoBpeMeHHbIE [ToaroroBka k 3aueTy 2 OIIK-8, OIIK-9.1 3auét
TCHACHIMHU Pa3sBUTHSA |[IoaroroBka K 2 OIIK-8, OIIK-9.1 | TectupoBanue
KOMITBIOTEPHBIX TECTHPOBAHHIO
cereit Hroro 4
Hroro 3a cemectp 48
6 cemecTp
5 OcHoBBI IToaroroska k 8 OIIK-8, OIIK-9.1 | TectupoBanue
0e3onacHoCTH TECTUPOBAHUIO
igilli;foTeprlx oo 2
6 CpexnctBa [ToaroroBka k 12 OIIK-8, OIIK-9.1 | TectupoBanue
oOecrneyeHus TECTUPOBAHUIO
besomnacHocTH [ToaroroBka k 16 OIIK-8, OIIK-9.1 | JlaGopatopHas
KOMITbIOTCPHBIX nabopatopHoii padore, pabora
ceren HanycaHue oT4yeTa
Hroro 28
7 CoBpeMeHHbIE IToaroroBka k 2 OIIK-8, OIIK-9.1 | TectupoBanue
TEH/ICHIINH B TECTHPOBAHUIO
obecrnieuyeHu [ToaroToBKa K 2 OIIK-8, OIIK-9.1 | JlaGoparopHas
besomnacHocTH nabopaTopHoO# padoTe, pabora
KOMIIbIOTCPHBIX HallMCaHUEe OTYeTa
cereit Hroro 4
Hroro 3a cemectp 40
IToaroroBka u cmavua 36 OK3aMeH
HK3aMeHa
Hroro 124

5.7. CoorBercTBHE KOMIIETEHINH, GOPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJIOB Y4eOHOM 1esiTeIbHOCTH

CooTBeTcTBUE KOMIETEHIUH, ((OPMUPYEMBIX NMPU U3YyUYCHHH AUCIUILINHBI, U BUIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabmuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYEHUH TUCIMILUINHbI, U BUIOB

3aHATHI
Buner yueOHOM nesTeNbHOCTH
dopmMmupyembie
Jlek. [pak. JIab. Cam. @®opMbI KOHTPOIIS
KOMIIETEHILIMHI
3aH. 3aH. pao. pao.
OIIK-8 + + + + 3auér, JlabopaTopHas pabora,
TectupoBanue, JK3aMeH
OIIK-9.1 + + + + 3auér, JlaboparopHas padoTa,
TectupoBanue, Jk3aMeH

6. PeifTuHroBasi cucreMa JJisi OleHKH yCIIeBAEMOCTH 00y4arouXCs

6.1. basubHbIe OneHKH 1J1s1 (popM KOHTPOJIA

BambHbie oneHKH 17151 POpPM KOHTPOJIS MpeIcTaBIeHbI B Tabmuie 6.1.
Tabmuua 6.1 — bayuibHbIe OLIEHKH

DopMBI KOHTPOJIA

MaxkcumanbpHbIH
6amt Ha 1-y10 KT ¢
Hauajia ceMecTpa

MakcumanbHbIN
0ast 3a mepuo
mexay 1KT u 2KT

MakcumanbHBII
6asu1 3a Iepuos Bcero 3a
Mexnay 2KT u na CEMECTP

KOHCI CCMECTpa
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S cemecTp

3auér 0 0 40 40
Jlaboparopnas pabota 0 15 20 35
TectupoBaHue 0 0 25 25
Hrtoro makcumym 3a 15 85 100
nepuos

Hapacratomum urorom 15 100 100

6 cemecTp

Jlaboparopnas pabota 0 20 25 45
TectupoBanue 0 0 25 25
OK3aMeH 30
Nrtoro makcumym 3a 20 50 100
nepuos

Hapacratomum urorom 20 70 100

6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIHH KOHTPOJIb
[TepecueT 6a/UIOB B OIIEHKH 32 TEKYIIUH KOHTPOJb MPEJCTABICH B TabmuIe 6.2.
Tabnuma 6.2 — Ilepecuer 6AJJIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb
bannbl Ha naTy TEKyIIero KOHTPOIS Onenka

> 90% ot MakcuMaibHOI cymMMbl OamioB Ha naty TK 5
Ot 70% no 89% ot makcuMabHOU cyMMBbI O6aiioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK 3
< 60% ot MakcuManbHOI cymMMbl OamioB Ha naty TK 2

6.3. Ilepecuet cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[TepecyeT cyMMBbI Oa/IOB B TPATUIIMOHHYIO W MEXITYHAPOJHYIO OIICHKY MPEJCTABICH B TaOIHIES
6.3.
Tabmuma 6.3 — Ilepecuet cymMMbl 6AJIJIOB B TPAIUIIUOHHYIO U MEXIYHAPOAHYIO OLICHKY

Htorosas cymma Oansos,

Ouenka YUYUTBIBAET YCIICIIHO CTaHHBIN Ouenka (ECTS)

9K3aMeH

5 (oTM4HO) (3a4TEHO) 90— 100 A (oTIIMYHO)

4 (xoporo) (3a4TeHO) 85 -89 B (ouens xopor1o)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)

3 (Y1OBJIETBOPUTEIHHO) (3a4TEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HEey1OBJIETBOPUTEIHHO) (HE 3aUTEHO) Huxe 60 Gannos F (neynosnerBoputeabHO)

7. Y4yeOoHO-MeTOoAMYeCKOEe U HH(POPMALMOHHOE 00ecnieyeHUue TUCIHILINHBI
7.1. OcHoBHAas1 JUTEpPaTYpa

1. Ceru u TeNEKOMMYHUKALIUY : y4eOHUK U npakTUKyM s By3oB / K. E. Camyiinos [u ap.] ; nox
penaxuueit K. E. Camyiinosa, . A. llanumosa, [I. C. Kyna6oBa. — Mocksa : U3natenscto FOpaiit,
2022. — 363 c. — (Bricmee o6pazoBanue). — ISBN 978-5-534-00949-1. [OnexTpoHHBIH pecypc]: —
Pexum noctyna: https://urait.ru/bcode/489201.

7.2. lonoiHUTEIbHAS JTUTEPATYPa
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https://urait.ru/bcode/489201

1. MapmpyTu3aius B KOMIBIOTEPHBIX CETAX : y4eOHO-MeToIuuecKoe mocodue / cocraBurenu I'.
B. Ab6pamos [u ap.]. — Boponex : BI'Y, 2017. — 27 c. [DnexkTpoHHBIH pecypc]: — Pexum goctyna:
https://e.lanbook.com/book/154773.

2. Jlmorenec, 0. KubepOe3onacHocTh. cTparerus atak u odoponsl / FO. Jluorenec, 3. O3kaiis ;
nepeBoj ¢ anrauickoro . A. beanukoBa. — Mocksa : JIMK IIpecc, 2020. — 326 c. — ISBN
978-5-97060-709-1. [ DnekTpoHHBIN pecypc]: — Pexxum moctyna: https://e.lanbook.com/book/131717.

3. JIuGpog, M. B. KoMmmnbproTepHbie ceT 1 TeIeKOMMYHHKauu. MapmpyTtusamus B [P-ceTsax B 2 4.
Yactp 1 : yueOHHUK B IPAKTUKYM ISl cpeiHeTo npodeccuonanpHoro oopazoBanus / M. B. lu6pos. —
Mockga : U3narensctBo IOpaiit, 2022. — 333 ¢. — (IIpodeccuonanbHoe obpa3oBanue). — ISBN
978-5-534-04638-0. [ DnexkTpoHHBIH pecypc]: — Pexum goctyna: https://urait.ru/bcode/491456.

4. Jlubpos, M. B. KomnbroTepHble CeTH U TeIeKOMMYyHUKauu. Mapuipytu3anus B [P-cetsix B 2 4.
Yactp 2 : yueOHHUK B TIPAKTUKYM JUIs1 cpeiHeTo npodeccuonanpHoro oopazoBanus / M. B. lu6pos. —
Mockga : U3narensctBo IOpaiit, 2022. — 351 ¢. — (IlpodeccuonanbHoe obpa3oBanue). — ISBN
978-5-534-04635-9. [ DnexkTpoHHBIi pecypc]: — Pexum goctyna: https://urait.ru/bcode/491456.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKUE MOCOOUs

1. OCHOBBI TOCTPOCHHUS KOMIBIOTEPHBIX ceTeil: YueOHO-MeTonM4Yeckoe mocodue Io
MPAKTHIECKUM 3aHATUSAM U caMocTosATeabHOU padote / A. E. Makcumos, C. I1. Kykcenko - 2022. 61 c.
[DnexTponHsbIi pecypc]|: — Pexum gocryna: https://edu.tusur.ru/publications/9809.

2. besomnacuocts cereit DBM. Yacte 1: JlabopaTtopusiii mpaktukym / A. K. HoBoxpecros, A. 1.
I'ynsieB - 2017. 92 c. [DnexktponHbIi pecypc]: — Pexxum noctyna: https://edu.tusur.ru/publications/7225.

3. be3onacHocTs cereit DBM: Meroaudeckue ykazaHus s J1aOOPaTOPHBIX U MPAKTHYECKUX
pabot / HoBoxpecroB A. K., IIpackypun I'.A., 2014. — 99 c. [DnekTpoHHbI pecypc]: — Pexum nocrymna:
https://disk.fb.tusur.ru/bsevm/practice.pdf.

4. bezomacHocTh cereit DBM: Meronndeckne yka3zaHUs JUIsl CAMOCTOSITETIbHON paOOThI CTyIeHTa /
HosoxpectoB A.K., IIpackypun I''A., 2014. — 4 c. [DnexkTponHsblii pecypc]: — Pexum nmocrtyma:
https://disk.fb.tusur.ru/bsevm/independent work.pdf.

7.3.2. YueOHO-MeTOaAUYECKHE ITOCOOUS AJI5 JIMUIX
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/IOB

Y4ebHO-MeToAMUECKIEe MaTepUaibl sl CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yYaromuXcst
U3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (hopMax,
a/IalITUPOBAHHBIX K OTPAHUYCHUSM UX 3I0POBbS U BOCTIPUITHS HHPOPMALIUH.

Jst i ¢ HapyIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIMICHHBIM IPUPTOM.

Jst U ¢ HAapyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOU (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

7.4. CoBpeMeHHbIe Tpo(deccuoHATIbHBIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Tlpu u3yyeHUHn NUCUUILIMHBI PEKOMEHAYETCS 00palaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cucTeMaM, K KOTopeiM Y TYCVYPa oTkpbIT gocTy:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. ba3a 3HaHM# TakTHK, IPUEMOB U METOJOB, UCHOIb3yeMbIX kubepnpectynuukamu MITRE
ATT&CK: https://attack.mitre.org/.

3. bank gannbIx yrpo3 6ezonacHoctu nHpopmanun DCTIK Poccun: https://bdu.fstec.ru/.

8. MaTepuajibHO-TEXHHYECKOE ¥ POrpaMMHoOe odecrnedyeHre JUCHUIITIHHbI

8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPpaMMHOe oOecredeHue JJIsl JeKIIUOHHBIX 3aHATHI
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Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUIA, TPYIIOBBIX U UHAUBUIYaTbHBIX KOHCYJbTAIIHIA,
TEKYLIEro KOHTPOJISL U MPOMEXKYTOUHON aTTECTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C TOCTAaTOYHBIM
KOJIMYECTBOM ITOCAJ0OYHBIX MECT JJII Y4EOHOM rpymibl, 000pyA0BaHHAs JOCKOM M CTaHAAPTHOU y4eOHOU
MeOenpto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEOHO-HATIISAHBIE TTOCOOUS, 00eCTICUNBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILITHHBIL.

8.2. MaTepuaibHO-TeXHNYECKOE U MPOrPaMMHOe o0ecreueHue 1Jisl NPAKTHYECKUX 3aHATHI

JlabopaTtopust 6e3onacHocTu cereit DBM / JlabopaTopust kpunrorpadguu B 0aHKOBCKOM Jele:
yueOHass ayauTOpHUs AJIS NMPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpoBeIeHus 3aHsITHil TabopaTtopHoro tuma; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 804 ayn.

Omnwucanue UMeEroNIerocss 000py0BaHUS:

- UnTepaktuBHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- MarauTHO-MapKepHas J10CKa;

- OOyuaronuii CTeH/ JIOKaabHbIe KOMIbIOTepHBIE ceTn Microtik routerboard - 2 mit.;

- VIPNET YMK "Bbe3onacHocThb ceTeii';

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwr.;

- Ananuzarop xabenbbix cereid MI 2016 Multi LAN 350 - 3 mr.;

- Ananmuzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;

- Cepgep kiacca He Huxe 4xE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapupytuzarop Cisco 891-K9 - 2 mir.;

- Mapupytuzarop Cisco C881-V-K9 - 2 mr.;

- Mapupytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir;

Crennpl Ui U3ydeHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CEeTEH, BKIIIOYAIOIIUE:

- aDOHEHTCKHE YyCTPOICTBA: KOMIbIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocraBe mapmipytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap.

Crenbl UIsl U3YUYEHUS CPEICTB KpUNITOrpaduuecKor 3amuThl HHPOpMAIUU B OAHKOBCKOM Jieie,
BKJIIOYAIOIIUE:

- aDOHEHTCKHE yCTpOICTBA: KOMIbIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuszaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeAcTBa Kpumnrorpadguueckoil 3amuTsl HHGOPMAIMU: TPOrPAMMHO-ANMNapaTHBIA KOMILIEKC
umdposanus "OIICY-IP", nporpamMuo-anmnapaTHblil komiuieke mudposanus "OIICY-1P/Knuent".

- KommuiekT ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Cisco Packet Tracer;

- Microsoft Windows 10;

- Ananuzarop tpaduka Wireshark;

- Huctpubytus Kali Linux;

8.3. MaTepI/IaHbHO-TeXHI/IquKOC U IIpOorpaMmmMHoOe odecneyeHue A9 HaﬁopaTOprIX paﬁoT

Jlabopatopus 6e3omacHoctu ceteir OBM / JlabopaTopust kpuntorpadguu B 0aHKOBCKOM JIeJi€:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUECKOro THUIA, yueOHas ayquTopus Ijd
MPOBEICHUS 3aHATUHI JabopaTopHoro tuna; 634045, Tomckas o6macts, r. Tomck, yi. KpacHoapmeiickas,
n. 146, 804 ayn.

Onucanue uMeroerocss 000pya0BaHus:
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- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-xamepa Logitech C920s;

- Ycumurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputens Roxton PA-20T;

- MaruuTHo-MapKepHas J0CKa;

- OOyyaromuii CTeH]I JIOKAJIbHBIE KOMITbIOTEpHBIE ceTh Microtik routerboard - 2 mmit.;

- VIiPNET YMK "Be3onacHocTb ceTer";

- KommyTtatop Mikrotik CRS125-24G-1S-IN - 6 mwir.;

- AnammsaTop kabenbHbIX ceteit MI 2016 Multi LAN 350 - 3 m.;

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mr.;

- Cepsep kiacca He HIke 4xXxE7-4809v4/512GBRE16/L9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW - 2 miT.;

CreHzpl 471 U3yYEHUS IPOBOJHBIX U OECIIPOBOIHBIX KOMIIBIOTEPHBIX CETEH, BKIIOYAIOIINE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexceteBnie dkpanbsl: UKC Lite, CISCO ASA 5505, MD B cocraBe mapmpytuszaropa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku goctymna: D-link dwl3600ap.

CteHnbl JUsl U3yUYeHUs CPelICTB Kpunrorpaduueckoil 3amuThl nHGOpMauu B 0AaHKOBCKOM Jele,
BKJTIOYAIOIIHE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpencTtBa Kpuntorpaguyeckoil 3auuThl HHGOpPMaLMU: TPOrPaMMHO-aNNapaTHbIH KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmudpoBanus "OIICY-IP/Knuent".

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmHoe obecrieueHue:

- Cucrema MoHUTOpHHTA Zabbix;

- Microsoft Windows 10;

- XSpider;

- Anammzatop Tpaduka Wireshark;

- Juctpubytu Kali Linux;

- Mexcereoii sxkpan UKC Lite;

- MexcereBoitakpanPositive Technologies Application Firewall Education;

- Cucrema ananusa s3amumieHaoctd cetu MaxPatrol Education;

- CucreMa 3amuThl OT yTe4ku AaHHBIX: KoHTyp nHbOopManmonnoi 6e3onacHocT SearchInform;

- CucreMa oOHapyXeHUSI BTOP>KCHHUM Snort;

- Cucrema oOHapy)eHUsI BTOP)KeHHI Suricata;

- CpenctBo MOCTpOEHMS BUPTYaIbHbBIX YacTHBIX ceTelt OpenVPN;

8.4. MaTepua/IbHO-TeXHNYECKOE U MPOrpaMMHOe o0ecreuyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayaUTOPHUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnekr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yn. KpacHoapmetickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanrie UMEIOIIErocss 000pyI0BaHUS:

- yuebHas mebenb;

- KOMIIBIOTEPHI;
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- KOMITBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHEeT» M 00ecrneunBaloT AOCTYN B JJIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKOE o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JINIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CHelHMaIbHOr0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HH(pOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToAaBaHus
I 00y4aloUUXCcs C HHBAJIUAHOCTBIO, MOPTAaTUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayAuToOpHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyUIeHHEeM cllyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOIIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO MCIOJIb30BAHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX 0OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaii]a Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH 111 KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenayn yueOHoil nHGopmaluu B JOCTYIHBIX opMax, MOOMIBHOM CUCTEMbI 00y4YeHUS IS
JIIOJeH ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUILIIMHBI

9.1. Conep:xaHue OLIEHOYHbIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN
KOMITETEHITNI UCIIONBb3YIOTCS OIICHOYHBIE MaTepualbl, peCcTaBlIeHHbIe B Tabuue 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hasanus pasnenos (rem) PopmHpyemBIe ®opmel koHTpOIst | OrnieHounbie MaTepuansl (OM)
JUCLUTIIINHBI KOMIIETEHIINH
1 OcHOBBI KOMITBIOTEPHBIX OIIK-8, OIIK-9.1 |3auér IIepeyens BOonpocoB it
ceren 3a4era
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
2 Texnonorun HuwxxHuX ypoBHei | OITK-8, OI1K-9.1 |3auér [lepeuenb BOIIPOCOB IJ1st
KOMITBIOTEPHBIX CETEMN 3a4era
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
3 TexHoOJIOTMM BEPXHUX OIIK-8, OIIK-9.1 |3auér [Iepeuens BonpocoB it
YPOBHEN KOMIIBIOTEPHBIX CETEU 3a4era
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
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4 CoBpeMeHHbIE TEHJCHIINH OIIK-8, OIIK-9.1 |3auér [Iepeuyens BonpocoB i

Pa3BUTHS KOMIIBIOTEPHBIX CETEN 3aueTa
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
5 OcHOBBI 6€30MaCHOCTH OIIK-8, OIIK-9.1 |TectupoBanue IIpuMepHBIil IepeyeHb
KOMIIBIOTEPHBIX CETEN TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenb sK3aMEeHALIMOHHBIX
BOIIPOCOB
6 CpexnctBa obecrieueHUs OIIK-8, OIIK-9.1 |JIabopaTopHas Tewmbl 1abopaTopHBIX pabOT
0€30MMacHOCTH KOMITBIOTEPHBIX pabota
cereil TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenb 7K3aMEHALIMOHHBIX
BOIIPOCOB
7 CoBpemennble TenaeHuun B |OIIK-8, OIIK-9.1 |JIabopaTopHas Temsbl n1abopaTopHbIX padoT
obecrieyeHUH 6€30MaCHOCTH pabota
KOMIIBIOTEPHBIX CEeTeH TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAIIMOHHBIX
BOITPOCOB

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YeHUS IO
JUCHUIUIMHE TpUBeJeHa B Tadnuue 9.2.
Tabnuna 9.2 — lllkana oueHkn cPOPMUPOBAHHOCTH TUIAHUPYEMBIX PE3yJIbTATOB OOyUEHHS IO

JUCIHTLINHE
®dopmynupoBka TpebOBaHUM K CTeeHH C(HOPMUPOBAHHOCTH
Orenka Bbannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYECHUS
3HATh YMETh BJIQJICTh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHUE
(HEyAOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UJIH ()parMeHTapHBIE YMEHHUH UITN HABBIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUIHO (dbparmeHTapHbBIC
OCBOEHHOE MIpUMEHEHHE
yMEHHE HaBBIKOB
3 ot 60% 10 o6111e, HO He B LIEJIOM YCIICILIHO, B 1LICJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYypUPOBAHHBIE HO HE YCHEIIHOEe, HO He
MaKCUMaJbHOM 3HAHUSA CHUCTEMATHUYECKU | CUCTEMATHUECKOe
CYMMBI 0aioB OCYIIECTBIISIEMOE MPUMEHEHHE
yMEHHE HABBIKOB
4 (xopotio) ot 70% 1o copMHpOBaHHBIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEUTHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJIeprKaniue COJIepIKaIIue
CYMMEI 0a/uT0B | 1poOIeMBbI 3HAHUS OT/ICITbHBIE OT/ICTbHBIE
poOesbl yMEHUe poOebI
MIPUMCHCHHE
HABBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCIENTHOE U
MaKCUMaJbHOW | cHUCTeMaTHYeCKHe yMEHHE CHUCTEMaTHYeCKOe
CYMMBI 0aJIOB 3HAHUA MIpUMEHEHHE
HaBBIKOB
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[IIxanma KOMIUIEKCHOM OLIEHKU C(hOPMHUPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B TaduIe 9.3.
Ta6mmma 9.3 — lllkaia KOMIJIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETEHIIUNA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHIIUN

2 He nMeeT He0OXOAMMBIX TIPEACTABICHHI O MTPOBEPSIEMOM MaTepHase
(HEYTOBJIETBOPUTEIHLHO ) | KITH
3HaTh HAa YPOBHE OPHEHTHPOBaHMS, TIpeicTaBieHnid. O0yJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K OIPEJIEJICHHON HayKe, OTpaciii WK 00bEKTaM, y3HAeT B
TEKCTax, N300paKEHUSX UM CXeMaX U 3HaeT, K KaKMM HCTOYHUKAM HY>KHO
obOparaTthcs uist 60siee 1eTaJbHOTO €r0 YCBOCHHUSI.

3 3HaTh U yMETh HA PeNPOAYKTHUBHOM ypoBHE. O0yUaronmxcs 3HaeT
(YIOBIIETBOPUTENHHO) |M3YUYECHHBIHN 3JIEMEHT COACPKAHUS PENPOAYKTUBHO: TIPOU3BOIBHO
BOCIIPOU3BOJAUT CBOU 3HAHMS YCTHO, MUCbMEHHO WIH B JEMOHCTPUPYEMBIX
JCUCTBUSX.

4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
U3yYeHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUS.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuiics 3HaeT
W3yYEHHBIN 3JIEMEHT COJIePIKaHUsI CHCTEMHO, POU3BOJIEHO U JIOKA3aTEIIbHO
BOCIIPOU3BOIMT CBOW 3HAHHSI YCTHO, MUCHMEHHO WIIH B JICMOHCTPHPYEMBIX
NEHCTBUSX, YYUTHIBAS M YKA3bIBasl CBS3H U 3aBUCHMOCTH MEXIY ITUM
DIIEMEHTOM M APYTUMH AJIEMEHTAMHU COJICPKAHUS JUCITUTUTNHBI, €TO
3HAYMMOCTD B COJICPKAHUU TUCIIUILIHHEI.

9.1.1. IlpuMepHBIii MepeyeHb TECTOBBIX 3aJaHUM

1. B xypnane ayreHTudUKaIIMN 0OOHAPYKEHO HECKOJBKO 3alKCcel HEeYCIEIIHbIX MOMBITOK BOUTH B
CHUCTEMY MOJ YYEeTHBIMHU 3aMHCAMHU MOoJb30BaTeneil. Bo3moxxHo Oblia mombiTka moadopa
napoJeil. Kakoe ctanmapTHoe cpeACcTBO CileayeT UCTOIb30BaTh ISl YMEHBIICHHS PUCKa TaAKOTO
pona aTak?

a) UCIIOJIb30BATh CUCTEMY OOHAPY>KEHUSI BTOPKECHHIMA

0) meperMeHOBaTh YUETHYIO 3alUCh aAMHUHHUCTPATOPa

B) BKJIIOUHUTH OJIOKUPOBKY YYETHBIX 3aMHCEd MPU OMPEAEICHHOM KOJIWYECTBE HEYCIEIIHbIX
MOTIBITOK PETUCTPALINH

I') UCIIOJIB30BaTh MYJIbTU(AKTOPHYIO ayTEHTU(UKAIIUIO

2. Ilonutuka 6e3omacHOCTU TpeOyeT COKphITUS cxeMmbl [P-ampecamnuu, ucmonb3yemMoil BO
BHyTpeHHel ceTtu. Kakast U3 mepedrcieHHbIX TEXHOIOTHI MO3BOJIUT PELIUTh MOCTABICHHYIO
3anauy?

a) cucrteMa OOHapyKEHHs BTOPKEHUN

0) MmepcoHaAIbHBIA MEKCETEBON IKpaH

B) TPAHCJISIIIUSA CETEBBIX aJIPECOB

') aHTUBUPYCHOE MTPOrPaMMHOE 0OecTieueHue

3. Kakoe u3 cpefCTB 3alIUTHI HCTIONB3YETCA JUISI MOHUTOPUHTA CETH B pEaTbHOM BPEMEHH C LETbI0
BBISIBIICHUS, IPEAOTBPAILICHUS U OJIOKUPOBKH BPEIOHOCHON aKTUBHOCTH?

a) MEXKCETEBOM dKpaH
0) cucTteMa aHalM3a 3aIUIIeHHOCTH
B) CMCTEMa MPEAOTBPAIIEHUS BTOPKCHUI
T') CPEIICTBO AHTUBUPYCHOM 3aIIUTHI

4. Kak Ha3bIBaeTCs MPOIIECC 3alUThI PECYPCOB CETH OT HECAHKIIMOHUPOBAHHOTO UCTIOJIb30BAHUS?
a) oXpaHa 00OpyIOBaHUS CETH
0) 3ammra sypa 6€30macHOCTH
B) KOHTPOJIb JOCTYyTa
I') 3allMTa epuMeTpa 6€30macHOCTH

5. Uro nyxHo caenats Ha DHCP cepBepe uT00bI HCKITIOUUTH Bblauy omnpeaenennoro [P agpeca
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13 CYIIECTBYIOIIETO quarna3oHa’?
a) co3aath nuama3oH [P anpecor
0) coznmate mapamerp DHCP
B) co31aTh uckiIoueHue s [P aapeca
r) co3narb oomacte DHCP

6. Kak nazpiBaeTcst 00bekT Active Directory, KOTOpbIii XpaHUT uHpOpPMAIUIO 00 YUETHBIX
3anucAx, o0IKX pecypcax, noipa3eseHusIX?
a) CETeBOM JIOCTYT
0) mamnka
B) KaTaJjor
') IOMEH

7. Kakoif mpoTOKOJI UCTIOJIB3YETCS IS TOCTYIIA K clTyk0e kaTanoroB Active Directory?
a) ShareDiscovery
6) ADSL
B) LDAP
r) ICMP

8. Kak Ha3pIBaeTCs KOMIBIOTEP, 3aHUMAIOIIHUICS 00CITyKUBAHHEM CETH, YIIpaBJICHUEM Tepeaadeii
COOOIIIEHUH, ¥ TIPEIOCTABISIOMNN yAAICHHBIN JOCTYI K CBOUM pecypcam?
a) xab
0) pabouasi cTaHIIUS
B) cCEpBEP
T') XOCT

9. B xakom MeTojie nepeayu JaHHbIe MEePEChIIAIOTCS B IBYX HAlPaBICHUSIX OJJHOBPEMEHHO?
a) CUMIUICKCHBII
0) CHHXPOHHBIN
B) JIYTUICKCHBIN
T') Oy AYTUICKCHBIN

10. B xakom pexume ¢pynkunonupoBanus [Psec mmdpyercs Beck ucxomausiii [P-naker, a 3atem oH

BCTaBJISIETCS B 110JI€ JAaHHBIX HOBOTO MakeTa?
a) CHHXpPOHHOM
0) aCHHXPOHHOM
B) TYHHEJIBHOM
T') TPAHCTIOPTHOM

9.1.2. IlepeyeHb IK3aMEeHANUOHHBIX BONIPOCOB

[TepexBat unpopmanuu B cetd. UHcTpyMeHTh. CriocOOBI IPOTUBOACHCTBUS IIEPEXBATY.

DOS-araku. Ocobennoctu peanuzanun. Criocoos! npotuBoaeiicteus DOS-arakam.

Ckanepsl 6e3onacHocTd. CrIocOOBI BBISIBIICHUS YS3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

Cuctembl 0OHapyKeHHsI BTOpKeHHI. CucTeMbl IpeAOTBPAIlEHHs] BTOPKEHUH. MeToauKu

BBISIBJICHUSI CETEBBIX aTak.

5. CereBble U XOCTOBBIE CUCTEMBI OOHAPYKEHUS U MPEAOTBPALICHHUS BTOP>KEHUH. JloCTOMHCTBA U

HEJIOCTATKHU.

6. MexcereBblie 3kpanbl. Kiiaccudukanus. BapuanTsl pa3MerieHus MeEXCETEBOTO JKpaHa.
JlocTOMHCTBA M HEAOCTATKH.

. HdemunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIAETICHHUS.

Knaccuduxanus MeKCeTeBbIX 3KpPaHOB COINIACHO HOPMATUBHBIX JokyMeHTOB PCTIK Poccum.

IIpuMeHeHne MEKCETEBBIX SKPAHOB PA3JIMYHBIX KJIACCOB.

9. Texnonorus VPN (BupryansHbie yacTable cetn). Haznauenue. JJOCTOMHCTBA M HEIOCTATKH.

S

00 =

9.1.3. [lepeyeHnb BONPOCOB /sl 3a4eTa

[Tonsitue cetn. TpeGoBaHus, IPEABSBISIEMBIC K CETH.

Knaccudukanus cereit. [Ipuznaku knaccudukammm.

MeTop! afgpecaiiuu B MalbIX U O0bIINX ceTsAX. TpeOoBaHUs K aapecam.

OcHoBHbIE anmapaTHbIe U IPOrPaMMHBIE KOMIIOHEHTHI KOMITbIOTEPHBIX CETEH.

Cereas mogens OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUS OTKPBITHIX CUCTEM.

[Tonsitue mpotokona u uHTepdeiica. CTeku mpoTokosoB. CTaHIAPTHBIE CTEKU MPOTOKOJIOB.
Crpykrypa kaapa texnosorun Ethernet. Texnonoruss VLAN. Cranmapt IEEE 802.1q.

Nk =
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. O6opynosanue JIBC. IlpuHIumer paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.
9. CereBble omnepalMOHHbBIE CUCTEMBI. TpeboBaHus, mpeabsiBiseMble kK ceTeBbiM OC.
10. Ciyx06a xatanoroB Active Directory. YnpaBnenue o0beKkTaMu ceTh. [ pynmoBbIie MOTUTHKH.

9.1.4. Tembl 1a00paTOPHBIX padoOT

CoenuHeHue y3/10B, OTHOPAHTOBBIE CETU

Hactpoiika DNS-cepBepa u nomena Active Directory. ['pynmnoBsie HoauTUKA
Hacrpoiika DHCP-cepsepa

IIpoTOKOIIBI MapLIPyTU3ALUU

YcTaHoBKa IPOrpaMMHOT0 00eCTieYeHHsI Yepe3 TPYIIOBBIC MTOJIUTHKU
BricokoypoBHEBBIE ceTeBble Ci1yKObl. [104TOBBIN, (aiinoBblil 1 BeO-cepBep
LlenTpanu3zoBaHHOe 0OHOBIIEHUE oniepaliioHHbIX cucteM. Windows Server Update Services
MexceTreBble SKpaHbl

Cuctembl 0OHApYKEHUSI BTOPIKEHUI

10. BuptyanpHble 3alUIIEHHbIE CETU

11. VHCTpYyMEHTHI UccenoBanus cereBoro Tpaduka, cauddepst

12. VIHCTpYMEHTBI UCCIIEIOBAHUS CETH, CKaHEPhI 0€30ITaCHOCTH

13. lHCTpyMEHTHI MOHUTOPUHTA COCTOSTHUS CETU

14. DLP-cucrembl

15. Cuctemsl 3auuThl KOHeUHbIX TO4YeK (EPP-pemenus)

16. HCTpyMEHTBI TECTUPOBAHMS HAa IPOHUKHOBEHUE

XA R D=

9.2. MeTonnueckne peKOMeHIalUN

YueOHBI MaTepuan u3iaraercsa B GopMme, MPeroiaraiiiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro y4eOHOro mpolecca.

HauaTp uzydeHue quCHMIUTMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajaMH, BBIOTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHraia He0OX0IUMO PEryJIspHO
oOpamaTbCcsi K pEeKOMEHAYEeMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU HHTEPHET-TIOPTaIaMU, COACPKAIIUMHU
HayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHEKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM Ay
WHAUBUAYATbHOTO MOHMMAaHUS U OCBOEHMS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3
MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyaIbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM
KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU
310POBbsI H HHBAJINI0B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Tabmwie 9.2.

Tabnunma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH
BO3MOXHOCTSIMHU 3JI0POBbsSl U MHBAJIUIOB
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Kareropuu oby4aromuxcs

Buasl 1ooHUTENEHBIX OLEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOYUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, ONpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO alapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHU4YeHHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUIM

TecTbl, THCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEpPKa
METOJIaMH, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT

MIPOBEPKH

9.4. MeToauuecKkue PEKOMEHIAIUHA MO OCHOYHBIM MaTepuadamM AJd JUIl ¢ OrPpAaHUYCHHBIMHA
BO3MOKHOCTSAAMH 310POBbA U HHBAJINI0B

Jist Ui ¢ OTpaHUYEHHBIMH BO3MOYKHOCTSMH 3JI0POBbS U MHBAJIHUIOB MPEAyCMaTPUBACTCS
nocTymnHas popMa npeaoCTaBICHHs 3aJaHHIA OIICHOYHBIX CPEIICTB, & UMEHHO:

— B Ie4aTHou (opme;

— B Ie4aTHOH (hopMe ¢ YBEITUYCHHBIM IIPUPTOM;

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— METOJIOM YTCHUS aCCUCTCHTOM 3aJ]aHHs BCITYX;

— MPEIOCTaBICHHE 3aIaHNUs C UCIIOJIB30BAHUEM CYPJIOTIEPEBO/IA.

JIumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl U MHBAIUIAM yBEIHMYHBACTCS BPEeMsl Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHI. [[s Takux oOydaroIIMXcs MpeaycMaTpUBaeTCs
nocTymnHas popMa npeoCTaBICHH OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUChMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oneHUBAHHUS PE3yIbTATOB OOYYCHHUsS JHUIl C OTPAHUYCHHBIMHU BO3MOXKHOCTSIMHU
3I0pPOBbSI U MHBAIUOB 0 JAUCIUILIMHE TPEIyCMaTPUBACT MPEAOCTaBlIeHUE HHPOopManuu B hopmMax,
aJIalITUPOBAHHBIX K OTPAHUYCHHSIM UX 3JI0POBbsI U BOCIIPHATHSL HH(POPMAIIUH:

Jst i ¢ HapyIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I€YaTHOW (hOpMe YBEIUICHHBIM IPUPTOM.

Jst i ¢ HApyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

[Ipu HEOOXOMMMOCTH JJISI JUIl C OTPAHHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbsI U MHBAJIHJIOB
mpoIielypa OlCHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TATIOB.
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