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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. U3yuenue xommiekca npodieM nHGOpMAIMOHHON 0€30MaCHOCTH MPEINPUATHI 1 OpraHu3alui
pa3IMYHBIX THUNOB W HAIpaBICHUH JEATEIbHOCTH NOCTPOCHHA, (PYHKUMOHHPOBAHUS U
COBEPUICHCTBOBAHUS COBOKYITHOCTH NPABOBBIX, OPTaHU3AIIMOHHBIX, TEXHUYECKUX U TEXHOJOTUYECKUX
MIPOIECCOB, 00ECIEeUNBAIOIINX HH(POPMALIMOHHYIO 6€30MaCHOCTh U (POPMUPYIOIIUX CTPYKTYPY CUCTEMBI
3alIUThl LIEHHOW M KOH(UACHIMAaTbHOW HMHPOpMauuu B chepe OXpaHbl HMHTEIIECKTYyaJIbHOU
COOCTBEHHOCTH M COXPAaHHOCTH MH(OPMALMOHHBIX PECYPCOB.

1.2. 3agauy AUCHUILIUHBI

1. O3HaKOMJICEHUE CTYACHTOB C TEOPETHYECKHMMH OCHOBAMH, OCHOBHBIMH TOHITHSIMH U
MIPUHITATIAMH 00ecTieueHHsS] HTHPOPMAITMOHHON O€30MaCHOCTH.
2. OOy4eHue CTyIEHTOB pabOTe C OCHOBHBIMHU CPE/ICTBAMH 3aIUTHI.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok gucunmma: @T/l. dakynpTaTUBHBIE JUCUUILIMHBL.

Hnnexc guciummmasl: OT/JI.03.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBetcTBUU ¢ ®I'OC BO 1 0cHOBHOI 00pa3oBaTeabHOM MporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHnu 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTopsl JOCTHKEHUS [Tnanupyembie pe3yabTaThl O0yYeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-3. Cnocob6en
pemaTh CTaHIapPTHBIC
3a1aun
pohecCHOHATLHOM
JeSITETIbHOCTH HAa OCHOBE
WHGOPMAIMOHHON U
oubmorpaduyecKoit
KYJIBTYPBI C
pUMEHEHUEM
UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUM U C y4ETOM
OCHOBHBIX TPEeOOBaHUIA
UH(POPMALIMOHHOM
0e301acHOCTH

OIIK-3.1. 3HaeT npuHIUIBL,
METOMBI M CPEJCTBA PEIICHHS
CTaHJAPTHBIX 3a]1a4
npohecCHOHATLHOM
JEeSITETLHOCTH, OCHOBBI
MH(POPMALMOHHON U
oubnuorpaduueckoit
KYJIBTYPBI, COBPEMEHHBIE
UH(POPMALIMOHHO-
KOMMYHHUKAI[HOHHBIE
TEXHOJIOTUH IS TOUCKA U
aHanu3a nHdGopManum,
OCHOBHbIE TpeOOBaHUs
UH(POPMALMOHHOM
0€3011acCHOCTH B
pohecCHOHATLHOM
JeSITeTbHOCTH

3HaeT 6a30BbI€ KOHIICTIIIUN U MOJICITH
WH(POPMAIMOHHON 0€30MMaCHOCTH; OCHOBBI
(byHKIMOHMPOBaHUS 0€30IaCHOCTH
MH(POPMALIMOHHBIX CHCTEM H 33aJa4n
WH(POPMAIMOHHOW 0E30MMaCHOCTH;
3aKOHOJATEILCTBO 110 00CCTICUCHUIO
nH(POPMAIIMOHHOW 0E30MMaCHOCTH U
CTaHJAPTHI B 00J1aCTH UH(POPMAITMOHHON
0€30MacHOCTH.

OIIK-3.2. Ymeer pemath
CTaHJapTHBIE 3a]]a41
npodecCuoHaIbHON
NeSITEIbHOCTH Ha OCHOBE
nH()OpPMAITMOHHON 1
oubmmorpaduueckoit
KyJbTYpPbI C IPUMEHEHUEM
nH(pOpMaITMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHI U C y4eTOM
OCHOBHBIX TPeOOBaHMIA
nH(OpMaAITMOHHOM
Oe30macHOCTH

YmMmeet BeIOUpATH (pa3padaThiBaTh) CTpATETHH
3aIUTHl THHOPMAITMOHHON O€30MaCHOCTH
Pa3IMIHBIX HHPOPMAIIMOHHBIX CHCTEM;
MIPOBOJIUTH ayIUT JUISI OTOOPAKEHUST YPOBHSIM
COOTBETCTBUS CTaHAapTaM 00J1acTH
nH(pOpMaITMOHHOM 0€30MMacHOCTH JTsI
WH(POPMAIIMOHHOM CUCTEMBI B IIEJIOM H JJIS €€
DIIEMEHTOB.

OIIK-3.3. Braneet HaBbIKaMu
HOATOTOBKH U O(OPMIICHUS
UH(OPMAIIMOHHBIX PECYPCOB,
Harpumep, B BUJie 0030pOB,
pedepartos, 10KJIa0B O
BOIIPOCaM
npodeccuoHaNbHOMI
JeATENILHOCTH, C
NPUMECHEHHEM COBPEMEHHBIX
TEXHOJIOTUH U C y4eTOM
OCHOBHBIX TPeOOBaHHI
UH(POPMALIMOHHOM
0e3onacHoCcTH

Bnaneet HaBbikamMu paboOTHI €
IPOTPaMMHBIMHU U aIMapaTHBIMU CPEICTBAMU
o0ecrieynBaloIIUMU 3aIIUTy HHPOPMALIUU B
KOMIIBIOTEPHBIX CUCTEMAX.

IMpodeccuonanbHbIe KOMIIETEHIIUH

CornacoeaHa Ha noptane N2 63395




I[IKP-11. Cnocoben IIKP-11.1. 3HaeT OCHOBBI 3HAET METOJIbI M CPEJICTBA 3AIIUTHI

o0ecrieunBaTh UH(POPMALIMOHHOM UH(POPMALIMOHHOHN 0€301MacHOCTH
UH(POPMAITMOHHYIO 0€30MacHOCTH. HAIIpaBJIEHUS U METOJIbl BEACHUS
0€301acHOCTb YPOBHS AHATTMTHYECKON pabOTHI TIO BBISIBIICHHUIO YTPO3
0a3 1aHHBIX TEXHUYECKHE MTPOLIEAYPHI 110 ACUCTBUSAM B

HELITAaTHOW CUTYyalllH; METONOJIOTMH OLIEHKH
PHUCKOB M yrpo3 UHPOPMaLIMOHHON

0e30IaCHOCTH.
[IKP-11.2. Ymeer YMeeT o1ieHuBaTh U BHIOUPATh HEOOXOIUMBIS
oOecreyrBaTh 0€30IaCHOCTh | CPEACTBA 3AIIUTHI OCYIIECTRBIATH MOHUTOPHHT
Ha ypoBHE 0a3 JJaHHBIX. COCTOSTHUSI ”H(OPMAITHOHHON O€30MacCHOCTH

00bekTa; obecreunBaTh MPOTUBOCHCTBIE
aTakaM Ha HHQOPMAIMOHHYIO CUCTEMY;
BBITIOJTHSITH (KOHTPOJIMPOBATH BBHITTOTHEHHUE)
TpeOOBaHUI MHCTPYKIIMH IO 00ECTICUCHHIO
nH(}OpMaAITMOHHOW 0€30MMacCHOCTH.

[IKP-11.3. Bnaneer Brnaneer HaBbIkaMu paboOTHI C
HaBbIKAMH HCIIOJIb30BaHUS MIPOrpaMMHBIMU U anlapaTHbIMUA CPEACTBAMU
COBPEMEHHBIX CUCTEMAM obecreynBaroNIMMHK 3alUTy HH()OPMAIIUY B

YHpaBJICHUA Oazamu JAaHHBIX (KOMIIBIOTCPHBIX CUCTEMAX

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHALIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHUX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcsi ¢ nNpenoaaBarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4aromuxcst

OO01mmast TpyA0€MKOCTh JUCIUTUIMHBI COCTABISAET 3 3a4eTHRIX equHuIl, 108 akageMHuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAAM Y4EOHOU JEATEIbHOCTH MPEICTABICHO B
tabmute 4.1.

Ta6ymna 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI 110 BUJAM YU4COHOM JIeITeIbHOCTH

Beero  |CemecTpsl
4acoB 4 cemecTp

Bunbl yueOHOIl esTenbHOCTH

KonTakTHas aynuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 54 54
JIeKk1IMOHHBIE 3aHATUSA 18 18
[TpakTHueckue 3aHITHS 36 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 54 54
BHeayIMTOpHAasi padoTa 00y4awIMXxcs ¢ npemnoaaBaresieM, BCero
[ToaroToBka K 3a4eTy C OLIEHKON 9 9
[ToaroroBka K TECTUPOBAHUIO 9 9
Harmmcanne oT4yeTa mo mpakTHYeCKOMY 3aHATHIO (CEMUHAPY) 36 36
O0mas Tpyr0eMKOCTh (B Yacax) 108 108
OO0mas TpynoemMkocTh (B 3.e.) 3 3

5. CTpykTypa u colep:kaHue TUCHHUILIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IUCIUIUIMHBI 0 pa3jenaM (TeMaM) M BUJaM y4eOHOH JesATEeIbHOCTH MPHUBEICHA B
tabymue 5.1.
Ta6mmma 5.1 — Paznens! (TeMbl) TUCIMUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

JIek. Cam. Bcero
[Ipaxk. dopmupyembie
HasBanus pasnesnoB (TeM) TUCIUTITUHBI 3aH., pab., | vacos (0e3
3aH., 4 KOMITETEHIUU
q 9 | 9K3aMEHA)
4 cemecTp
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1 ba3zoBeie nousTHs B chepe obecrieueHs 2 - 2 4 OIIK-3
MH(POPMALMOHHOH 0€301MacHOCTH
2 KoMIuiekCHBII MOaxX0 K 00eCIIeYEHUTO 2 - 2 4 OIIK-3
nH(pOpMaITMOHHOM 06€30MacHOCTH
3 Opranu3anroHHO-IPaBOBOE OOECTIeUeHHE, 2 8 10 20 [IKP-11, OIIK-3
CTaHJAPTU3ALMsL, CePTUDHUKALMS U
JMLIEH3UPOBaHUE B 001aCTH 3aILUTHI
uHpopMaLun
4 Meto/bl OLIEHKU PUCKOB U yTpo3 2 4 6 12 OIIK-3, I[IKP-11
MH(POPMALMOHHOH 0€301MacHOCTH
5 IlporpaMMHoO-anmnapaTHbIe, TEXHUYECKUE U 2 20 22 44 OIIK-3, ITKP-11
KpunTorpaduueckue cpecTBa 3alUThl
uHbopmauu
6 OcHOBHBIE IPUHLIUIIBI, HAIIPABJICHUS U 2 - 2 4 OIIK-3
TpeboBaHus obecrnedeHnss THPOPMALMOHHOM
0€301acHOCTH OpraHU3aLH
7 KoHuemnus 1 moJuTHKa HHPOPMAITMOHHON 2 - 2 4 OIIK-3
0e301acHOCTH
8 Peanuzamuu ctparerun obecreueHus 2 4 6 12 OIIK-3, IIKP-11
nH(pOpMaITMOHHOM 6€30MacHOCTH
9 MenemxMeHT HHPOPMAITMOHHON 2 - 2 4 OIIK-3, ITKP-11
0e3onacHoCTH

Uroro 3a cemectp| 18 36 54 108

Utoro|18 |36 54 108

5.2. Conep:xanue pa3esioB (TeM) IMCHUNINHBI

Coneprkanue pa3iesioB (TeM) IMCHUTLIMHEI (B T.4. IO JICKIHUSIM) MPUBEICHO B Ta0iwHIe 5.2.
Ta6mmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTIINHBI (B T.Y. IO JICKIIHSIM)

Hassams paszenos (Tem) Conepsxanue pasnenoB (tem) | TpyroeMKoCTh Dopyupyemsie
JE— JTUCIUTIINHEI (B T.Y. TIO (JIeKITMOHHBIE KOMITE TSR
JICKIIHSIM) 3aHATHSA), U
4 cemecTp

1 ba3zoBeie noHsATHUS B chepe HNndopmanus. 2 OIIK-3
obecrnieuenus napopmanronHol | KoHpUIEHIINATBHOCTS.
0e30MacHOCTH emocTHOCTH. [IOCTYITHOCTS.

CoiicTBa uHpopmanuu. Yrposa.

Hapymmrens

Hroro 2

2 KoMIeKcHbIN MOAXO0I K CrTpyKTypa CHCTEMBI 3alUTHI 2 OIIK-3
oOecrnieyeHHI0 HH(POPMAIIMOHHON  |MH(pOpMAaLUH.
0€30IMacHOCTH Hroro 2
3 Opranu3anoHHO-IPABOBOE OCHOBHBIE HOPMATHUBHO 2 [TKP-11
o0ecrnieyeHue, CTaH1apTU3alys, IIPABOBBIE AKTHI MO 3aILUTE
ceptudukanys u auneH3supoBanue |MHGopmauu. CtangapTusamms.
B oOsiactu 3amuthl nHGopmaruu | CepTudukarusi.

JInuensupoBanue

Hroro 2
5
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4 Metoabl OLIEHKH PUCKOB U yrpo3 |OneHKa pucKoB. 2 OIIK-3,
uHpOpManMoHHOM Oe3omacHocTH | MHDOpManmoHHbIe H3MEepeHHS. ITIKP-11
Heuerkas knacrepusanus.

WNnentudukarus v anamms

PHUCKOB.
Hroro 2
5 IIporpamMmmMmHoO-anmnapaTHsle, YnpasieHue J0CTyIOM. 2 OIIK-3,
TEXHUYECKHE U Pasrpannuenue ypoBHeit ITKP-11
KpunTorpaduyeckue cpeacTna nocryna. Jluckpernoe
3aIUThl HHOPMALIUU pacnpeneneHre JoCTyIa.
ManpgatHoe pacnpe/eneHue
JOCTYTIA.
Hroro 2
6 OCHOBHbIE PUHITUITHI, Onpenenenre opraHu3aluOHHBIX 2 OIIK-3
HaIpaBJIeHUs U TpeOOBaHUS TpeboBanwmii 3anmuTel UT.
obecnieueHnst THPOPMAITMOHHON
0€301acCHOCTH OpPTaHU3aIuN Hroro 2
7 KoHuenius 1 MojJuTuKa [TonuTrka 6€30MacHOCTH. 2 OIIK-3
nH(GOPMaIMOHHON 0€30MaCHOCTH Wtoro 2
8 Peanuzanuu ctpareruu Onpenenenre opraHu3aluOHHBIX 2 OIIK-3,
obecnieueHnst HHGOPMAIIMOHHON | TIesiel u cTpaTernii 3amuTsl UT. [IKP-11
0€30macHOCTH Nnentuduxanus v aHaau3 yrpo3
aktuBam UT B npenenax
opranuzanuu. OnpeaeneHue
COOTBETCTBYIOITUX 3AIIUTHBIX
Mep.
Htoro 2
9 MenepKMeHT HHPOopMaIMoHHOH | KOHTpOITh BRIMTOTHEHHS 1 2 OIIK-3,
0€30IMacHOCTH (OYHKITMOHUPOBAHWS 3AIIUTHBIX ITKP-11
mep. Pa3paboTka u peanuzanus
IpOrpamMMbl OCBEIOMJIEHHOCTH O
3amute. OOHapyxKeHHUe
WHIUJICHTOB ¥ pEarupoBaHKE Ha
HUX.
Hroro 2
Hroro 3a cemectp 18
Hroro 18
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TaduIe 5.3.
Tabauma 5.3 — HauMeHoBaHUE MPAaKTUYECKUX 3aHIATHH (CEMUHApPOB)
HaumeHnoBanue
HazBanus paznenos (Tem) . Tpynoemkocts, | Dopmupyembie
JUCITUTLTNHBI MPAKTHHCCKIX SaHTHH q KOMITCTCHIIH
(cemnHapoB)
4 cemecTp
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3 Opranu3aioHHO-TIPABOBOE 3ammra nepcoHaIbHBIX 4 OIIK-3, ITIKP-11
oOecrieueHue, CTaH1apTU3alys, JAHHBIX U KOMMEPUYECKON
cepTuuKanys v JULECH3UPOBAHUE |TallHbI
B 001aCTH 3aWUThl MHPOPMAaUMK | TTosuTHKa 6E30MaCHOCTH 1 4 OIK-3, IIKP-11
MHCTPYKUUU IS
COTPYJIHUKOB IPEIIPUITUS
HUrtoro 8
4 MeTo/1bI OLIEHKH PUCKOB U yrpo3 |OIleHKa PUCKOB 4 OIIK-3, ITIKP-11
MH(POPMALMOHHOM 0€30MacHOCTH  |MH()OPMAITMOHHON
0e3omacHOCTH
Hroro 4
5 IIporpaMMHO-anmnaparHsie, 3amuTa KOMIbIOTEPHON 4 OIIK-3, [IKP-11
TEXHUUYECKUE U MHpOPMAalLIMU Ha YPOBHE
KpHUITOrpadguueckue cpeacTsa JOCTYyTa B CUCTEMY
3aIU T UHPOPMALUH 3amuTa OT aTak Io 4 OIIK-3, IIKP-11
JIOKQJIBHBIM U IN100aJIbHBIM
CEeTSIM
3ammTa OT BpEJJOHOCHOTO 4 OIIK-3, TTIKP-11
1o
Hcnons3oBaHue 4 OIIK-3, IIKP-11
mUppOBaHUS AJIS 3aLTUTHI
TaHHBIX
Hcnonp3oBanne GU3NUEcKux 4 OIIK-3, [IKP-11
HOCHUTEJIEH U 3alUTHBIX
CUCTEM Ha UX OCHOBE
Hroro 20
8 Peanusanuu ctpareruu PazpaboTtka cuctembl 4 OIIK-3, [IKP-11
oOecrnieueHnss UHPOPMALIMOHHOM 3aIUTHI TIPEITPHUITHS
0€30IMacHOCTH Hroro 4
Hroro 3a cemectp 36
Hroro 36

5.4. JlabopaTopHbIe 3aHATHS

He npenycMoTpeHo y4eOHBIM IIaHOM

5.5. KypcoBoii npoexkT / KypcoBasi pabora

He npenycmoTpeHo y4eOHbIM MIIaHOM

5.6. CamocTosiTeqbHasi padoTa

Buael caMmocTosTeNbHOM paboThL, TPYAOEMKOCTh M (POPMUPYEMbIE KOMIIETEHIIMU IPECTABIICHBI B

tabmure 5.6.
Tabmuia 5.6 — Bubsl caMoCTOSITeNIbHOM pabOThI, TPYA0EMKOCTh M (POpMHUpYEMbIe KOMIETCHIIMH
HasBanus pasnenos (Tem) Brer TpynoemkocTts, | Dopmupyembie DopMbI
P caMocTosITeNbHON | DY ’ pMHPY p
JUCITUTUTUHBI q KOMIIETCHITUHU KOHTPOJIA
paboThI
4 cemecTp
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1 bazoBble nousaTus B chepe |[loaroroska k 1 OIIK-3 3auéT c OLEHKOI
obecrieueHus 3a4eTy C OLICHKOM
MH()OPMaLMOHHON IToaroroBka K 1 OIIK-3 Tectuposanue
0€e301acHOCTH TECTUPOBAHUIO
Htoro 2
2 KoMIUIeKCHBIN MOIX0/1 K [ToaroroBka k 1 OIIK-3 3a4éT c OIlCHKOMH
o0ecrieueHnIo 3a4eTy C OLICHKOM
MH()OPMaLMOHHON IToaroroBka K 1 OIIK-3 Tectuposanue
0€e301acHOCTH TECTUPOBAHUIO
Htoro 2
3 OpranuzanronHo-npasoBoe | [loaroroska 1 OIIK-3, 3a4éT c OIlCHKOM
obecrieueHue, 3a4eTy C OLICHKOM [TIKP-11
CTanjapTusalus, [ToaroroBka k 1 OIIK-3, TectupoBanue
ceprubuKanms u TECTUPOBAHUIO ITKP-11
JMIICH3UPOBAHUE B OOMACTH | Hanycanue oTyeTa 8 OIIK-3, Oruer 1o
3aIIUTEL HHPOPMALIHH 0 NIPAKTUYECKOMY [KP-11 IPAKTHYECKOMY
3aHSATHIO 3aHATHUIO
(cemunapy) (cemuHapy)
Hroro 10
4 Metonp! onieHKH puckoB 1 |IToaroroska k 1 OIIK-3, 3a4éT C OIEHKOHI
yrpo3 nH(pOpMaIMOHHON 3a4eTy C OLIEHKOH ITKP-11
0e30macHOCTH IloaroroBka k 1 OIIK-3, TectupoBanue
TECTUPOBAHUIO TIKP-11
Hanmcanwne oryera 4 OIIK-3, OTuyer no
10 IIPAKTUYECKOMY [IKP-11 IIPaAKTUYECKOMY
3aHSTHIO 3aHSATHIO
(cemuHapy) (cemuHapy)
Hroro 6
5 IIporpamMmmMmHo-anmnapatssle, |Iloaroroska k 1 OIIK-3, 3auéT C OLEHKOMN
TEXHUYECKUE U 3a4eTy C OLICHKOMN [IKP-11
Kpunrorpapuyeckue IloaroroBka k 1 OIIK-3, TectupoBanue
CpEACTBA 3aIIUThI TECTUPOBAHUIO IIKP-11
uHdOpMAIH Hanucanue otyera 20 OIlK-3, Otuer o
M0 MTPAKTUYECKOMY ITKP-11 MPAKTUYECKOMY
3aHATHIO 3aHATHUIO
(cemunHapy) (cemunHapy)
Hroro 22
6 OCHOBHBIE TTPUHITUIIBI, [ToaroroBka k 1 OIIK-3 3a4éT c OIICHKOMH
HaIpaBJIeHUs U TPEOOBAHMS  |3a4€Ty C OLIEHKOM
obecrieyeHus [ToAroToBKa K 1 OIIK-3 TecTupoBaHue
MH(POPMALMOHHOH TECTHPOBAHHUIO
0€301acHOCTH OpTraHU3alun Utoro >
7 Konuenius 1 moJMTUKA [ToaroroBka k 1 OIIK-3 3a4éT c OIICHKOMH
UHGOPMAMOHHON 3a4eTy C OLICHKOM
0e30macHOCTH IToAroTOBKA K 1 OIIK-3 TecTupoBaHue
TECTUPOBAHUIO
Htoro 2
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8 Peanuzaruu cTpareruu [ToaroroBka k 1 OIIK-3, 3a4éT c OIlCHKOMH
obecrieueHus 3a4eTy C OLICHKOM [TIKP-11
MH(OPMALIHOHHOH [ToaroroBka K 1 OIIK-3, TecTupoBanue
GesomacHoOCTH TECTHPOBAHHIO [IKP-11
Hanucanue otuera 4 OIIK-3, Ortuet 1o
I10 IIPAKTUYECKOMY [IKP-11 [IPAKTUYECKOMY
3aHATHUIO 3aHATHUIO
(cemuHapy) (cemunapy)
Hroro 6
9 MeHeKMEHT TToaroroBka x 1 OIIK-3, 3a4éT Cc OIIEHKOHI
nH()OpMAITMOHHOM 3a4eTy C OLIEHKOU ITKP-11
OesoracHoCTH IToaroroska k 1 OIIK-3, TectupoBanue
TECTUPOBAHUIO [IKP-11
HUroro 2
Hroro 3a cemectp 54
Hroro 54

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJI0B Y4eOHOM 1esiTeIbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, ((OPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYEHUH TUCIMILINHbI, U BUIOB

3aHATHI
Bunel yueOHOI nesTenbHOCTH
dopmMmupyembIe
Jlex. [Tpaxk. Cam. ®opMBbl KOHTPOJIS
KOMITCTCHIIUHI
3aH. 3aH. pao.
OIIK-3 + + + 3auér c onenkoi, TectupoBanue, OTUET MO
MIPAKTUYECKOMY 3aHSITHIO (CEMUHAPY)
IIKP-11 + + + 3auér ¢ onieHkoM, TectupoBanue, OTUeT MO
MPAKTUYECKOMY 3aHITHIO (CEMUHAPY)

6. PeifTuHroBasi cucreMa JJisi OlEHKH yCIIeBAEMOCTH 00y4arouXCs
6.1. basuibHbIe OneHKH 1J1s1 POpM KOHTPOJIA

BambHbie oneHKH 17151 POPM KOHTPOJIS MpeIcTaBIeHbI B Tabmue 6.1.
Tabmuua 6.1 — bayuibHbIe OLIEHKH

. . |MaxkcumanbHbIi Oan
MaxkcumanbHbI MaxkcumanbHbIA
3a nepuog mexay | Beero 3a
DopMBI KOHTPOJIA 6amn Ha 1-yto KT ¢ | Gamnn 3a nepuon
2KT u Ha KoHeI CEMECTP
Hayana cemectpa | mexay 1KT u 2KT
cemecTpa
4 cemecTp
3a4éT ¢ OIeHKOH 0 0 30 30
TectupoBaHnue 5 5 10 20
Ortuet no 15 15 20 50
IIPAKTUYECKOMY 3aHITHIO
(cemuHapy)
Hrtoro makcumym 3a 20 20 60 100
nepuo
Hapacraromum ntorom 20 40 100 100

6.2. Ilepecuer 02/110B B OLICHKH 32 TEKYIIHH KOHTPOJIb
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[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABIICH B TabmuIe 6.2.
Ta6mmia 6.2 — Ilepecder 6aIoB B OIEHKH 32 TEKYIINI KOHTPOJIb

Bamibl Ha 1aTy TEKy1Iero KOHTPOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMMbI OaioB Ha naty TK

N |W | B~

< 60% oT MakcUMalIbHOI cyMMBbI OaiioB Ha gaty TK

6.3. [lepecuer cyMMBbI 02/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuua 6.3 — [lepecyer cyMMBbI 0aJUIOB B TPAIUIIMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hroroas cymma 6asios,
Onenka YUYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0TAN4HO)
4 (xopo1o) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTEIHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6anmos F (meynoBnerBoputeabHO)

7. YueOHO-MeToAuYecKoe 1 MH(OpPMAIIHOHHOE o0ecTeuyeHne TUCIUITHHBI
7.1. OcHOBHas JqUTEpaTypa

1. OcHoBbI 3amuThl HHPopManuu. YueoHoe mocodbue / lllenymano A.A., ConoB M.A. u np.,
N3nanue nsaroe, nepepad. u nomnon. ['pup Cu6POYMO. — Tomck: U3a-Bo «B-Cnextpy, 2011. — 244 c.
ISBN 978-5-91191-214-7 [DOnexTpoHHBUA pecypc]: — Pexum pgocrtyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf.

7.2. lonoJTHUTEIbHAS JIUTEPpaTypa

1. HopmaTuBHO-TIpaBOBbIe aKkThl MHGOpPMALIMOHHOW Oe3omacHOCTH. YuebHOe mocobue /
lenynanoB A.A., ConoB M.A. u ap. B tpex vactax. U.1. U3ganue cenpmoe, nepepad. u gomnoi. — ['pud
Cu6bPOYMO Towmck: B-Cnextp, 2011. - 223c. ISBN 978-5-91191-227-9 [DnekTpoHHbIN pecypc]: —
Pexxum noctyna: http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf.

2. HopMaTuBHO-NIpaBOBble aKThl HMH(OpPMAIMOHHOW Oe3zomacHocTU. YueOHOe mocoOwue /
lenynanoB A.A., ConoB M.A. u ap. B tpex vactax. U.1. U3ganue cenpmoe, nepepad. u gomnoi. — ['pud
Cu6bPOYMO Towmck: B-Cnextp, 2011. - 223c. ISBN 978-5-91191-227-9 [DnekTpoHHbII pecypc]: —
Pexxum noctyna: http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf.

3. HopmaTuBHO-TIpaBOBbIe aKkThl MHGOpPMAIMOHHONW Oe3omacHOCTH. YuebHOe mocobue /
lenynanoB A.A., ConoB M.A. u ap. B tpex vactax. U.1. U3panue cenpmoe, nepepad. u gomnoi. — ['pud
Cu6bPOYMO Towmck: B-Cnextp, 2011. - 223c. ISBN 978-5-91191-227-9 [DnekTpoHHbIN pecypc]: —
Pexxum noctyna: http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKUE MOCOOUSI

1. OcHoBBrl MHPOpMANMOHHON Oe30macHOCTH: Y4eOHOoe mocoOue s MPaKTHYECKUX U
cemuHapckux 3aHaTuii / A. M. IN'onmukos - 2007. 154 c¢. [DnexkTpoHHBIN pecypc|: — Pexum mocrymna:
https://edu.tusur.ru/publications/1017.

2. «MeTtoauueckue ykKa3aHUs K MNpaKTUUYeCcKUM paboram mo nucuuniuHe «OCHOBBI
napopmannonHou 6ezonacHoctn» / Axumyk A.1O., Koner A. A., Koctrouenko E.}O. 2022. — 69 ¢
[DnexTponHsbIi pecypc]: — Pexum gocryna: https://disk.fb.tusur.ru/zi/practice.pdf.
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7.3.2. Y4yeOHO-MeTOAUIECKHE ITOCOOUS JIsl JINII
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Y4ebHO-MeToAnUeCKIEe MaTepUabl s CAMOCTOSTEILHON U ayJUTOPHOI paboThl 00yYaromuxcs
W3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (hopMax,
a/IalITUPOBAHHBIX K OTPAHUYCHUSIM UX 3I0POBbS U BOCTIPUITHS HHPOPMALIUH.

Jost i ¢ HapylIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIUICHHBIM IPUPTOM.

Jst U ¢ HApyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOH (opme.

J1st i1 ¢ HAPYIIEHHSIMU OTIOPHO-IBUTATEIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3yyeHUHn AUCUUIIIMHBI PEKOMEHAYETCS 00pamaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MHPOPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkpbIT gocTy:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepuajibHO-TEXHHYECKOE U POrpaMMHoOe odecrnedyeHre JUCHUIITIHHbI
8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPaMMHOe oOecriedeHue 1JIsl JeKIUOHHBIX 3aHATH I

Jlnst mpoBeneHUs 3aHATUN JEKIIMOHHOTO TUIA, IPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTALU,
TEKYILEro KOHTPOJISI ¥ IIPOMEKYTOYHOH aTTeCTAllMN UCTIONb3yeTCs yueOHast ay TMTOPHS C JOCTATOYHBIM
KOJIMYECTBOM TOCAI0UHBIX MECT Ui y4eOHOH rpymibl, 000pyJOBaHHAs JOCKOM U CTaHIAPTHOW yueOHOM
Mebenblo. MiMeroTes MynbTUMeInitHOe 000pyT0OBaHUE U yueOHO-HATIIAHbIE TTOCOO0US, 00eCTIeYrBaIOIINe
TEMATUYECKHE NIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBIL.

8.2. MaTepuajibHO-TeXHHYECKOE U IPOrpaMMHOe olecriedeHne Uil MPAKTHYEeCKUX 3aHATHI

AyauTtopusi MOJEIUWPOBAHUsS, NMPOEKTUPOBAHUS W SBKCILUIyaTallud HH(POPMALMOHHBIX U
AQHAJUTUYECKUX CUCTEM: yueOHasl ayAUTOpUs AJs IPOBEICHUS 3aHATUN MPAKTUYECKOTO THMa, yueOHas
ayauTOPUS U1l IPOBEICHUS 3aHATHM JTabopaTopHoro Ttuma; 634045, Tomckas ob6nacth, r. ToMmck, yiI.
Kpacunoapmerickas, 1. 146, 407 ayn.

Onucanue uMeroerocs 000pya0BaHus:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmMHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepuaibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecnedyeHue 1Jisl CaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIONB3YIOTCS YUueOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynmuna, a. 74, 207 ayn.

Onucanrie UMEIOIIErocss 000pyI0BaHUS:

- yuebHas mebenb;

- KOMIIBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
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nH(popmManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.
[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:
- Microsoft Windows;
- OpenOffice;
- Kaspersky Endpoint Security 10 qns Windows;
- 7-Zip;
- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE 00ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAaHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 0OYUEHUS OOILEro U CHeMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToaaBaHus
U1 00y4aloUUXCs C MHBAJIUAHOCTBIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOpO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyUIeHHEeM cllyXa, 000pyA0BaHa KOMIIBIOTEPHON TEXHUKOH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU TOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiijla Ha dKpaHe) MPH MOMOIIM BUACOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTpA.

[Ipu 3aHATHAX C OOYy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammapara
UCIIOJIB3YIOTCS aJbTEPHATUBHBIC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopmaluu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMbI 00yYeHUS IS
JIIOJeY ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xaHue OLIEHOYHBIX MATEPHUAJIOB IJI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHbIE MaTepualbl, peCcTaBlIeHHbIe B Tabuue 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Haspaumi pasaeinos (tem) PopwmHpyemie ®opmebl koHTpOJs | OnieHounbie MaTepuansl (OM)
JUCLIATUIMHBI KOMIIETEHIIUH
1 ba3zoBeie noHsATHUSA B chepe OIIK-3 3auér c ouenkoil  |IlepedeHs BonpocoB s
oOecrnieueHnss UHPOPMALIMOHHOM 3aueTa C OLEHKOMN
OesoracHocTH TectupoBanue [IpumepHBIil nepeyeHb
TECTOBLIX 3aJaHuN
2 KoMIUIEKCHBIN TOAXO0 K OIIK-3 3a4éT C OLIEHKOH [lepeuenb BOIIPOCOB IJ1st
00ecreueHHIo 3ayeTa ¢ OLEHKOU
MH(pOPMALOHHOM TectupoBanue IIpuMepHBIil IepeyeHb
0e30macHOCTH TECTOBBIX 3aJaHUN
3 OpranuzaunonHo-npasooe |IIKP-11, OIIK-3 |3auér c onenxoit  |[lepeuens BompocoB st
oOecrneyeHue, CTaH1apTU3alys, 3ayeTa C OLEHKOM
cepruuKanys u TectupoBanue [IpumepHbIil nepeyeHb
JTUIEH3UPOBAHUE B 00JIaCTH TECTOBBIX 3a/IaHHI
3aIATBI HHGOpMAII Oruer o TeMbl MIPAKTHYECKUX 3aHATHHI
IIPAKTUYECKOMY
3aHITHIO
(cemuHapy)
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4 Metozbl OLIEHKH PUCKOB U
yTpo3 HHPOPMAITUOHHON

OIIK-3, [IKP-11

3a4éT C OLEHKOH

[Iepeuyens BonpocoB i
3a4eTa ¢ OLCHKON

TecTtupoBanue

GesomacHoOCTH TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHSATHUIO
(cemuHapy)
5 IIporpamMmMmHoO-anmnapaTHsbIe, OIIK-3, I[IKP-11 |3auér c ouenkoit  |Ilepeuenp BOpoCoOB st
TEXHUYECKUE U 3a4eTa ¢ OLCHKOM
KPHUIITOrpadhUUYECKUe Cpe/icTBa TectupoBanue [IpumepHbIii IepeyeHb
3aIM T HHPOPMALUH TECTOBBIX 3aJaHUN
Oruer 1o TeMbl IPaKTUYECKUX 3aHATHN
MPaKTUYECKOMY
3aHSATHUIO
(cemunapy)
6 OcHOBHbBIE IPUHILIUIIBI, OIIK-3 3auét c ouenkoit  |Ilepedyenp BompocoB st
HarpaBJIeHUs U TpeOOBaHUS 3a4eTa ¢ OI[EHKOM
obecreueHnst HHYOPMALMOHHON TectupoBanue [IpumepHBIil nEepeyeHb
0€30MacHOCTH OpPTaHU3alUN TECTOBBIX 3aIAHUI
7 KoHuenius u nojauTuka OIIK-3 3auér c onenkort | [lepeuenn BOompocoB Jist
UH(POPMALIMOHHOM 3aueTa C OLEHKOM
OesomnacHocTH TectupoBanue [IpumMepHbIil TEpeYeHb
TECTOBLIX 3aJaHUN
8 Peanusanuu crpareruu OIIK-3, [IKP-11 |3auér c onenkoit  |IlepedyeHb BonpocoB s
obecrneyeHus UHHOPMALTMOHHON 3a4eTa ¢ OL[EHKOM
0e30macHOCTH TectupoBanue [IpumepHsIil nEpeyeHb
TECTOBBIX 3aJaHUI
Ortuer no TeMbl MPaKTUYECKUX 3aHITUI
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
9 MeHeKMeHT OIIK-3, [IKP-11 |3auér c ouenkoit  |Ilepeuenp BonpocoB s
UH(POPMALIMOHHOM 3a4era ¢ OLCHKON
0e3omacHoCTH

[IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI

[lkana oneHKH cHOPMUPOBAHHOCTU OTIEIbHBIX IUIAHUPYEMBIX PE3yJIbTaTOB O0ydEeHUS

TUCIUIUIMHE TpUBeeHa B Tabmuie 9.2.
Tabnuua 9.2 — lllkana oueHku cOPMUPOBAHHOCTH IUIAHUPYEMBIX PE3yJIbTATOB OOYyUYECHHS IO

oo

JAMCLIUIIIIMHE
dopMynupoBKa TpeOOBaHUH K cTeneHH C(HOPMUPOBAHHOCTU
Onenka bannsl 33 OM IUTAHUPYEMBIX PE3YJIbTaTOB 00yUEHUs
3HATh YMETh BJIA/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEyAOBIETBOPUTENHHO) | MAKCUMAIbHOMU | UJIU ()parMEeHTapHBIE YMEHUH UIn HAaBbIKOB WJIN
CYMMBbI 0aJIOB 3HAHUSA YaCTUYHO (dbparmMeHTapHbIE
OCBOEHHOE pUMEHEHHE
yMEHHE HaBbIKOB
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3 ot 60% no o0mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPUPOBAHHBIC HO HE YCIEITHOE, HO HE
MaKCHMaJIbHOM 3HAHUSA CUCTEMATHUYECKU | CHCTEMATHYECKOE
CYMMBI 0aJIOB OCYIIECTBIISIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xoportio) ot 70% no chOopMHUPOBaHHEIE, B LIEJIOM B I1€JIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIIEIIHOE, HO
MaKCUMaJIbHOM OTJIeNIbHbIE coJieprKaliue coJieprKaliue
CyMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIENIbHbIE OTJIeIbHbIE
npoOesbl yMEHUe poOebI
MIpUMEHEHHE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCIICIIHOE U
MaKCUMaJbHOW | CHCTEMaTHYECKHE yMEHHE CHUCTEMaTHYECKOe
CYMMBI 0aIoB 3HAHUSA MPUMEHEHHE
HABBIKOB

[Ixanma KOMIUIEKCHOM OLIEHKU C(hOPMHPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHIIUNA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHN KOMIIETEHITUN

2 He nmeet HeoOX0IMMBIX TIPEICTABICHUN O IPOBEPSIEMOM MaTepHalie
(HEYTOBJIETBOPUTEIILHO ) | KITH
3HaTh HA YPOBHE OPHEHTHPOBAaHMS, TIpeicTaBlieHnid. O0yJaromuiics 3HaeT
OCHOBHbIE MPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K ONPEICTICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOYHUKAM HY>KHO
oOpaiartbcs A 6ojee IeTalbHOTO €ro YCBOCHHUSI.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHEe. O0yyaromuxcs 3HaeT
(YHOBJIETBOPUTENIBHO) |M3yUEHHBIH 3JIEMEHT COICPKaHUs PENPOLyKTHBHO: IIPOU3BOIBHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO UM B IEMOHCTPUPYEMBIX
JEUCTBHUSIX.

4 (xopor1io) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3Y4YEHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAaHUYEHHUS, UCTOPHUIO U

MEPCICKTUBLI PaA3BUTHA U 0COOCHHOCTU JJI1 pa3sHbIX 00BEKTOB YCBOCHHUH.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTeMHOM ypoBHe. OOydJaronuics 3HaeT
M3YYEHHBIN 3JIEMEHT CO/IePKaHUSI CUCTEMHO, TPOU3BOJIBHO U 10Ka3aTEIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCBMEHHO WJIH B IEMOHCTPUPYEMBIX
NENCTBUSX, YUUTHIBAsI U YKA3bIBasi CBSA3H U 3aBUCUMOCTH MEXKIY ITUM
AIIEMEHTOM U JPYTHMHU 3JIEMEHTAMU COJEP>KaHUs AUCLIUIUINHBI, €T0

3HAYUMOCTDb B COACPKAHNN JUCHUITIINHEL.

9.1.1. IIpuMepHBIii NepeyeHb TECTOBBIX 3aJaHU

1. Kakas u3 HH)KENEpEuHMCICHHBIX 3a/1a4, M3JI0KEHHBIX B JlOKTpuHE MHPOPMALHOHHOMN
0e3zonacHocTH Poccuiickoit @eneparun, He OTHOCHTCS K 33JjauyaM rocy1apCTBEHHBIX OPTaHOB B
paMKax JesTeIbHOCTH 10 00ecreyeHnI0 HHHOPMALMOHHON 0€3011acCHOCTH:

a) obecmeueHHe 3aIMUTHl MPaB M 3aKOHHBIX MHTEPECOB Tpa)kJaH M OpPraHU3alui B
UH(POPMALIMOHHOM cdepe;

b) onenka cocrosHus HHPOPMALIMOHHOW 0E30MMaCHOCTH, MPOTHO3UPOBAHUE U OOHAPYKEHUE
UH(QOPMALMOHHBIX YIPO3, ONpEIeICHNEe MPHOPUTETHBIX HANPABICHUIH UX TPEAOTBPALICHUS
JMKBHUJALNY MTOCICICTBUN UX MPOSBICHHUS;

C) IUIAHUPOBAHKE U pa3paboTKa Mep Mo MPOBEICHUIO KHOEppa3BeI0BaTEIbHBIX ONEpPaIIHi;
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d) opraHum3zanus AESATEIBHOCTH W KOOPAMHAIUS B3aMMOJECHUCTBUS CHUJI OOecreueHus
MH(pOpMaLIMOHHOW 06€30MacHOCTH, COBEPIIEHCTBOBAHHE MX IMPAaBOBOI0, OPraHU3allMOHHOTO,
ONEepPaTUBHO-PA3BICKHOTO, Pa3BEABIBATEIBLHOTO, KOHTPPa3BEABIBATEIHLHOTO, HAY4YHO-
TEXHUUYECKOTO, HHGOPMANMOHHO-aHATUTHUYECKOTO, KaJpOBOrO0 U D3KOHOMHUYECKOTO
obecrieyeHusl.

2. B cranpapre CIIA "Kputepuu OLEHKM TrapaHTUPOBAHO 3AUIUIIEHHBIX BBIYMCIUTEIbHBIX
CHUCTeM B MHTepecax MUHHUCTEepcTBa 000poHBI CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHUH,
KOTOPBIM OTBEYAIOT aBTOMaTU3MPOBAHHbIE CUCTEMbI, OHH Pa3/ICJICHbI Ha. ..

a) 5 Kiaccos;
b) 4 rpynmsr;
¢) 3 MHOXECTBA;
d) 2 moarpymrel.

3. UTo M3 HMKEMEPEUHCICHHOT0 HE OTHOCHUTCS K MEPEYHIO CBEACHUM KOH(MUIACHIIMAIBLHOTO
xapakTtepa, yreepxkaeHHoro IIpesunenrom Poccuiickoit deneparun?

a) Cny>xeOHble CBEIEHUS, JOCTYI K KOTOPHIM OIpaHUYeH OpraHaMU rocyJapCTBEHHOHN BJIAacTH B
COOTBETCTBUH ¢ ['pakmanckumM kojaexcoMm Poccuiickoit @enepannu u GpeaepaibHbIMA 3aKOHAMHI
(cimyxeOHas TaitHa),

b) 3amuimaeMpie TOCY1apCTBOM CBEJCHHS B 00JACTH €ro BOCHHOW, BHEITHEIIOJUTHIECKOH,
SKOHOMHUYECKOM, pa3BeIbIBATEIbHONW, KOHTPPA3BEIAbIBATEILHON U ONEPAaTHUBHO-PO3BICKHOM
JIeATEIIbHOCTH, PACIIPOCTPAHEHHE KOTOPBIX MOXKET HaHECTH ymepo 6e3omacHocTH Poccuiickoi
denepanuu;

c) CBenenus, cBA3aHHbIE ¢ TPO(ECCHOHAIBHOMN AESITENbHOCTHIO, JOCTYN K KOTOPHIM OIpaHUYEH
B cooTBeTcTBUM ¢ KoHcTurynuenn Poccuiickoit denepanuu u genepalbHbIMU 3aKOHAMH
(BpaueOHasi, HOTapHUalibHAs, aABOKATCKas TaiiHa, TalfHA MEPENUCKH, TeIe()OHHBIX TIEPETOBOPOB,
MOYTOBBIX OTIIPABICHUH, TeerpadHbIX WX UHBIX COOOIIEHUH U TaK Jajee).

4. Cranpapt CIIA «Kpurepuu olleHKH rapaHTUPOBAHO 3aIUILIEHHBIX BRIYUCIUTEIBHBIX CUCTEM B
nHTepecax MUHUCTEpCcTBA 000poHbI CIIIAY Ha3BIBAIOT ...
a) «OKenrtoit KHUTO¥Y;

b) «OpaHXkeBbIM JOKYMEHTOM;
¢) «OpaHKeBOW KHUTON;
d) «KpacHbIM criuCKOMY.

5. Monens yrpo3 6e3omacHoCcTH HH(pOPMAIIUK HE BKIIFOYAET B CeOsI:

a) Onucanre NHPOPMAITMOHHON CUCTEMBI U €€ CTPYKTYpPHO-(DYHKIIMOHAIbHBIX XapaKTEPUCTHK;
b) Onmcanue yrpo3 6e3omacHOCTH HHPOPMAIINH;

¢) Onucanne BO3MOKHOCTEH HapymIuTele (MOAEIh HAPYIITUTENS ), BOBMOXKHBIX YS3BUMOCTEH
nH()OPMAITMOHHON CHCTEMBI,

d) Craguu (9Tamnsl paboT) CO3IaHUSI CUCTEMBI 3aIUTHl HH()OPMAITMOHHOW CHUCTEMBI.

6. IIpu MakeTUpPOBAaHUM U TECTUPOBAHMHM CHCTEMbI 3aIIUTHl HHPOpMALUU WHPOPMALHMOHHOMN
CHUCTEMBI B TOM YHCJIE€ OCYIIECTBIISIOTCS:

a) IIpoBepka paboOTOCTOCOOHOCTH W COBMECTHMOCTH BBIOPAHHBIX CPEICTB 3aIIUTHI
uHbopMaluu ¢ WHOOPMALMOHHBIMUA TEXHOJIOTUAMU U TEXHHUYECKHUMH CPEICTBAMU;

b) YcraHoBKa cpeicTB MOHUTOPUHTA CETEBOM MHPPACTPYKTYPHI;

c¢) Pa3zpaboTka JOKYMEHTOB, OIpeIesSIONINX TpaBuiia U IPOLEAYPhl, peaTu3yeMble OIepaToOpoOM
s obecmedeHUuss 3amuThl mHGoOpManuu B MHOOPMAIMOHHOW CHCTEME B XOJ€ €€
AKCIUTyaTaluy;

d) BHeapeHue AOKYMEHTOB, PErIaMEHTUPYIOIIUX OPraHU3allMOHHBIE MEPHI MO 3al[UTE
nHpopmanuu.

7. Metonnueckuii gokymeHT ®CTOK Poccum «Metoauka ompeneneHuss 0€30MacHOCTH
uH(popMaluu B ”HGOPMAIIMOHHBIX CUCTEMAaX» MPUMEHSETCS COBMECTHO C:

a) bazoli maHHBIX ysA3BUMOCTEH, pa3dpaboTaHHoW DenepanbHOU Ciyxk00i 0€30MaACHOCTH
Poccuiickoit deneparuu;

b) bankom gaHHBIX yrpo3 6e3omacHoctu uHbopmaruu, chopmupoBanabiM ®CTIK Poccun
(ubi.fstec.ru);

¢) Ob6menocTymHoON 6a30i JaHHBIX KOMITBIOTEPHBIX YTPO3;

d) I[lepeunem cBeneHnit KOHPUACHITMATHHOTO XapaKTepa.

8. AHayim3 ys3BUMOCTENH HH(POPMAITMOHHON CHCTEMBI POBOJAUTCS B IIEIISIX:

a) OueHku BO3MOKHOCTH MPEOJOJIEHUS HApPyUIMTEIEM CHUCTEMBbl 3allUThl MHGOpMALUU
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MHOOPMALIMOHHON CHUCTEMBl U MPEAOTBpAUIeHUS peanu3aluuud yrpo3 0e30MacHOCTH
uHpopmanuu;

b) Onenkn 3 PEeKTUBHOCTH UCTIONB30BAHUS TMOJUTHK Pa3TPAaHUYCHHS TOCTYTIA;

¢) OnTumu3auuy TPOU3BOAUTEIBHOCTH MPOTPAMMHO-aNNapaTHbBIX CPEACTB 3alUThI
uHpopmanuu;

d) CermenTarnuu nHGOPMAITMOHHOW CUCTEMBI.

9. CucrteMHBbIH mponecc NoJy4eHus] O0bEKTUBHBIX KaU€CTBEHHBIX M KOJIMYECTBEHHBIX OLIEHOK O
TEKyIIeM COCTOSIHUM HH(QOpPMALMOHHONW O0€30MacHOCTH KOMIAHUU B COOTBETCTBUH C
onpeAenéHHBIMU KPUTEPUAMU U TOKa3aTeNsiMU Oe30MacHOCTH Ha3bIBaeTCS:

a) ATrecTarus;

b) Aynur;

c¢) Ceprudukarus;
d) ITenrecr.

10. YTto U3 HUKENEPEYUCIEHHOTO HE OTHOCUTCA K MEXKJIYHApOJIHBIM METOJIUKaM MPOBEACHUS
TECTUPOBAHUS HAa IPOHUKHOBEHUE, OPUEHTUPOBAHHBIX Ha MOJEJIIMPOBAHUE aTaK, HAIIPABJIEHHBIX
Ha CETEeBYI0 HHDPACTPYKTYpy OpraHU3aluu:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AbctpaktHoe (popmanu3zoBaHHOE WU HEePOpMaATHM30BaHHOE) OMMCAHUE HAPYIIUTENS TIPaBUII
pasrpaHuyeHHsl TOCTyIa Ha3bIBACTCS:
a) XapakTepucTUKa HapyLIUTes;

b) Mopens HapyIIuTeNs;
¢) Cuenapuii HapyIIUTEIS;
d) Mopenb HCTOYHUKOB yTPO3.

12. Kakoe W3 HUXKENMEPEUYUCICHHBIX HAMpaBICHUM HE OTHOCHUTCA K aTTeCTalluu OOBEKTOB
nH(popmMaTu3auu Mo TpedboBaHUsIM 0€30MaCHOCTH UH(POPMAIIUHN:

a) ArtTtecranus aBTOMAaTHU3UPOBAHHBIX CHUCTEM, CPEACTB CBsA3HM, 0O0pPabOTKH M mepeaadu
uHpopmanuu;

b) ArTtecTtauus mnoMelmleHUU, MpeaHa3HAYEHHBIX IJs BeJCHUsS KOHGHUIEHIMATbHBIX
MIEPETOBOPOB;

¢) AtTecTarusi pabo4rx MECT ¢ 1EIbI0 OIEHKH YCIOBUH TPy/a;

d) AtTecTanus TEXHHUYECKHUX CPEJICTB, YCTAHOBJIEHHBIX B BBIJACICHHBIX MOMEUICHUAX U
3aIUIIAEMbIX TOMEIIEHUSX.

13. Crparerus (MeToa) TeCTUPOBaHUA (YHKIIMOHATBHOTO TMOBEICHUS 00BEKTa (IPOTPaMMBI,
CHCTEMBbl) C TOUKHM 3PEHHUS BHEUIHEr0 MUpa, NPU KOTOPOM HE UCHOJb3YETCS 3HAHHE O
BHYTPEHHEM YCTPOUCTBE TECTUPYEMOI0 00BEKTa
a) TecTupoBeHUe YEPHOTO AIIUKA;

b) TectupoBanue GenOTO SIMMKA;
¢) TectupoBaHnue KpacHOIO SLINKA;
d) TectupoBaHME HEM3BECTHOTO STIUKA.

14. Meroauka TECTUpOBAaHMS HA TPOHUKHOBEHHUE HA3bIBACTCS:

a) Ayaur;

b) IlenTecr;
¢) Honeypot;
d) Metasploit

15. UTo u3 HMXKENEepeunCICHHOTO He OTHOCUTCS K ATaly aHaliM3a PUCKOB MH(OPMAIIMOHHOMN
0€30IMacHOCTHU:
a) [TocTtpoenune Mozeny HapyIIUTES;
b) Unentudukamnms pecypcos;
¢) Unentuduramus 6uzHec-TpeOOBaHUN U TPeOOBAHUN 3aKOHOJATEIHCTBA, MPUMEHUMBIX K
uneHtTuduupoBanHbIM pecypcam; d) OueHnBanne HACHTUGUIIMPOBAHHBIX PECYPCOB C YIETOM
BBISIBJICHHBIX OM3HEC TpeOOBaHUM M TpeOOBaHUM 3aKOHOAATENBCTBA, a TAKXKe MOCIEICTBUI
HapyLICHUs UX KOHPHUIESHIUATbHOCTH, LIETOCTHOCTH U JOCTYITHOCTH.

16. Kakas yrpo3a 6e3omacHocTH HH(DOPMAIIUHU SBISIETCS MPEeTHAMEPEHHOH ?
a) Ommobku nepcoHana;
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

b) C60it mporpaMMHOT0 00ECTICUCHHS;

¢) ®anbcudukanys, MoaaesIKa JT0KyMEHTOB;

d) OTKpBITHE AIEKTPOHHOTO MUCHhMa, COAEPIKAIIETO BUPYC.

TeppuTtopus BOKpYr MOMEIEHUI aBTOMaTU3UPOBAaHHON cHCTeMbl 00paOOTKH JTaHHBIX, KOTOpast
HEIMpPEPHIBHO KOHTPOIUPYETCS MEPCOHATIOM MM CPEACTBAMU aBTOMATH3UPOBAHHON CHUCTEMBI
00pabOTKHM JaHHBIX HA3BIBACTCH ...

a) HexkoHTponupyemoii 30HOMH;

b) 30H0i1 MOMeIIeHN aBTOMAaTU3UPOBAHHOM CUCTEMBI;

¢) 30H0i1 06a3 TaHHBIX 3aNTUIIIACMON CUCTEMBI;

d) 30HOI KOHTPOJIUPYEMOU TEPPUTOPHH.

Yrpo3a quBepcuu OTHOCUTCA K ...

a) CyObeKTUBHOM MTpeTHAMEPEHHON MMPUYMHE HAPYIIICHUS 1IEJI0OCTHOCTH HH(OPMAITUH;

b) CyObeKTUBHON HEMPEeTHAMEPEHHON MTPUYMHE HAPYIIICHUS 1IEJI0OCTHOCTH HH(MOpMAITUH;

¢) OObEeKTUBHOM HEMPEeTHAMEPEHHON MTPUIMHE HAPYIIICHUS 1IEJI0OCTHOCTH HH(MOPMAITUH;

d) OOBeKkTHBHOI MpeTHaMEePEHHON MPUYNHE HAPYIICHUS 1IETOCTHOCTH HH(POPMAIIUH.

[lepexBaT maHHBIX SIBISETCS YTPO3OM:

a) JloctynHocTu;

b) KondpunennnansHOCTH;

¢) llenoctHoCTH;

d) JocTtoBepHOCTH.

[Tponomxkure Te3uc BepHo: Kiacc 3agau «JlerenaupoBanuey 1o 3amure nHGopmaIuu. . .

a) He cymectByer;

b) IToTepsin akTyaJdbHOCTb B CBSI3U C IEPEXOJOM Ha HOBBIE CTaHIAPThl CUMMETPUYHBIX
KPUIITOCUCTEM;

¢) Ilpenmonaraer BKJIIOUYEHHE B COCTAB BJIIEMEHTOB CHUCTEMBI 00pabOTKH WHQOpMAIIUHU
JIOTIOTHUTEIbHBIX KOMIIOHEHTOB;

d) O6benuuseT 3agaun MO OOECIEUYCHUIO TMOJYUYCHHS 3JTOYMBIIUICHHUKOM HCKaXKEHHOTO
MIPEJICTAaBICHUSI O XapaKTepe U MpeJHa3HaYeHUH 00bEKTa.

Puck nadopmarnmornHoi 6€301MacHOCTH 3TO

a) Yucro ysa3BUMOCTEH B CUCTEME;

b) OTHOILIEHNE CTOMMOCTH CUCTEMBI 3aLIUTHI K BEPOSITHOCTH €€ «IIPOCTOSY;

¢) Coueranue BEPOSTHOCTH YTpo3bl HHOOPMAIIMOHHON O€30MacCHOCTH M MOCIEACTBUU €&
HACTYIIJICHUS;

d) OreHKa CTOMMOCTH 3aIIMTHBIX CPEJICTB.

COBOKYNHOCTb YCHOBUH U (PAKTOPOB, OMPEAEIAIOMNX MOTEHUUAIbHYIO WIIH pPEalbHO
CYIIECTBYIOUIYIO OMAacHOCTh HapylIEeHUs KOH(UIECHIHATBHOCTH, LIETOCTHOCTH, JOCTYIHOCTH
nH(pOpMaIy Ha3bIBACTCH ...

a) Yrpo30ii 6e30macHOCTH;

b) KomnsrotepHoii 6€3011aCHOCTHIO;

¢) AHanu3oMm yrpos;

d) Arakoit Ha HTHOPMAIIMOHHYIO CUCTEMY.

UTo0 U3 NEepeUrCICHHOT0 MPOUCXOIUT MPU UCTI0JIb30BaHNU RAID-MaccuBoB?

a) [IpousBoauTcs moaHoe mu(poBaHKUe TaHHBIX;

b) ObecnieunBaeTcst 60€€ BEICOKUH YPOBEHD 3aIIUTHl OT BUPYCOB;

c) IloBbImaercss HaAEKHOCTD XpPaHEHUS JAHHBIX;

d) YBennuuBaeTcs MakcUMallbHAsI IPOMYCKHAsI CIIOCOOHOCTH CETH.

3aKII0UYUTEIbHBIM ATAIOM OCTPOEHUSI CUCTEMBI 3aIUTHI SBJISETCS ...

a) AHanu3 ysI3BUMBIX MECT;

b) [lmanupoBanue;

c¢) O6cnenoBanue;

d) ConpoBosxieHuHe.

UTo 13 mepeynciIeHHOro He UCTIOIb3YeTCs B ONOMETPUIECKOH ayTeHTuuKanumn?

a) PucyHox manuuisipHOTro y30pa;

b) KnaBuatypHblii TO4epK;

¢) [InactukoBas kapTa ¢ MAarHUTHOM MOJIOCOM;

d) Pamgyxnas o6os0uka riasa.

K kakoif mojcucteme He MPEeABABISAIOTCS TpeOoBaHUS B PykoBonsimeM TOKYMEHTE
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«Knaccudukanusi aBTOMaTU3MPOBAHHBIX CUCTEM U TpeOOBaHUII 1O 3a1uTe HHGOPMALIUN?
a) yIpaBJIEHUS TOCTYIIOM;

b) peructpanuu u y4era;

C) TEXHUYECKOU 3aIUThl HH(OPMAITUH;

d) obecnieueHus 1EIIOCTHOCTH.

27. 3amuTa uHGOpPMAIIH 3TO:
a) leaTenbHOCTh MO MPEAOTBPALICHUIO YTE€YKH MH(DOpMALMHU, HECAHKIIMOHUPOBAHHBIX U
HEMpeTHAMEPEHHBIX BO3/ICHCTBUI Ha HEE;
b) CoBOKYNHOCTH MpaBuj, PEriaMEeHTUPYIOMHUX HNOPSJOK U YCIOBHS JOCTyNa CyObeKTa K
nH(pOpPMaIUU U €€ HOCUTEISIM;
c) IIpomecc cbopa, HakorIeHUsI, 0OpPabOTKH, XpaHEHUS, pacHpeeJICHUs M MOHCKa
uHpopmanuu;
d) Ilonydyenue cyObEKTOM BO3MOXKHOCTH O3HAKOMJICHUS ¢ MH(OpMAIUEil, B TOM YUCIIEC TIPHU
MOMOIUIN TEXHUYECKHUX CPEJCTB.

28. Yposenb 6e3onacHocTtu C, cornacHo "OpaHkeBoil KHUTE", XapaKTEePU3yETCs:
a) OTcyTCTBHEM yIpaBIIEHUS JOCTYIIOM;
b) [Ipon3BOJIBHBIM YIIPABICHUEM JTOCTYTIOM;
c¢) [IpunyIuTENbHBIM YIIPaBICHUEM JOCTYTIOM;
d) Bepudunmpyemoii 6€301acHOCTHIO.

29. CBOMCTBO OOCTYHHOCTH JOCTUTAETCS 3a CUET NMPUMEHEHHUS MEp, HaIlpaBJICHHBIX Ha

MOBBILICHUE:

a) AyTeHTHYHOCTH;

b) HenpotuBopeunBocTy;
¢) OTKa30yCTONYMBOCTH;
d) HeotkazyemocTu.

30. Kakum TepMHUHOM Ha3bIBAaeTCs 3alMINaeMble TOCYapPCTBOM CBEICHHS B 00JACTH €r0 BOCHHOM,
BHEIIHETIOJUTUYECKOM, YKOHOMUYECKOW, pPa3BEAbIBATEIILHON, KOHTPPA3BEABIBATEIBLHON U
OTNIEPATUBHOPO3BICKHON NESATEIbHOCTH, PACIPOCTPAaHEHUE KOTOPBIX MOXKET HAHECTH ylepOo
6e3onacHoctH Poccuiickoit deneparnun?

a) Kondunenunansuas napopmanms;
b) CekperHast uHpOpMAIIHS;

c) Boennas TaiiHa;

d) l'ocynapcTBeHHas TaiHa.

31. I[Tonyuenune noctyna Kk mHGOpManuu CyObEKTOM B HapylIeHHE ACUCTBYIOIIEH MOJTUTHKH

pasrpaHU4yeHHsl OCTya Ha3bIBAETCA. . .
a) HecanknmoHUpOBaHHBIHN TOCTYTI;

b) 310yMBITIUICHHBIN JOCTYIL;

¢) Hepaszpemennslii 10CTyII;

d) 3ampeTHsIif 1OCTYTI.

32. Kaxko# Bug naopmaiuu He OTHOCUTCS K KaTeropuu KoH(uIeHInaIbHOH nHdopmaiun?

a) KomMmepueckas Taiina;

b) TaitHa cy10npON3BOJICTBA;
c¢) IlepcoHanbHbIC TaHHBIE;
d) l'ocynapcTBeHHas TaiHa.

33. Kakum TepMuHOM (COTJIacHO 3aKOoHOAaTenbcTBY P®) HaspiBaeTcs nobas mHPOpMamus,
OTHOCSIIASACS K MPSMO MJIM KOCBEHHO ONpPEEICHHOMY WJIU OompenenseMomMy GU3ndecKkoMy
iy ?

a) Kondunenunansuas napopmanms;
b) IlepconanbHbIC TaHHBIC;
¢) Mudopmarust mpo TUIHOCTB;
d) Madopmanmst ¢ orpaHHYEHHBIM JOCTYIIOM.
34. Kananpl HECaHKIIMOHUPOBAHHOTO MOTY4YeHUs HH(POPMaAIIUK CTPYIIITUPOBAHEI B. ..
a) 3 kiacca,
b) 4 knacca;
¢) 7 KJ1accos;
d) 9 xmaccos.
35. HaGop HOpM, mpaBui U MNPaKTUYECKUX MPHUEMOB, PETYIUPYIOUIUX YIpPaBICHUE, 3aLIUTY U
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pacrnpocTpaHeHHUe LIEHHON HHPOpMAaIIH, Ha3bIBAETCH ...
a) Mogenbio 6€301acHOCTH;

b) Metogom mmdpoBanus;

¢) KommeroTepHo#t 6€301acHOCTHIO;

d) [TonuTuko# 6€30MacHOCTH.

36. OO61masi, pykoBoJsIIas yCTaHOBKA MPU OpraHU3aluy U 00eCIeYeHnH COOTBETCTBYIOLIErO BUAA
JesITeIbHOCTH, HallpaBJeHHas Ha TO, YTOOBl HauboJiee Ba)KHbIE I€JU 3TOM NesITEeIbHOCTU
JOCTUTANIMCH TPU HanboJjiee paroHaIbHOM PAacX0/I0BaHUU UMEIOIIUXCS PECypCOB — ATO ...

a) Muccus;
b) Ctparerus,
¢) OyHKIus;
d) IIpomecc.

37. UTo 13 mepeyuciIeHHOTO HE SIBJISETCS 1EIbI0 MPOBEACHUS ayIuTa 0€3011acHOCTH?

a) AHanu3 PUCKOB, CBSI3aHHBIX C BO3MOKHOCTBIO OCYILIECTBIICHUS yIpo3 0e30MacHOCTH B
OTHOIICHUU PECYPCOB CUCTEMBI;

b) BeipaboTka pekoMeHIanui MO BHEAPECHUIO HOBBIX M TMOBBIMEHUIO d(PPEeKTUBHOCTH
CYILIECTBYIOIIMX MEXaHU3MOB OE30MaCHOCTH CUCTEMBI;

¢) Onenka Oyaymiero ypoBHsl 3alUIIICHHOCTH CUCTEMBI;

d) OneHKa COOTBETCTBHUS CUCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 001aCcTH HH(POPMAITMOHHOMN
0e30macHOCTH

38. Bribepute HEBepHOE yTBepx)AcHUE. CUTHATYPHBIN METO]T BBISBIICHHS aTaK XapaKTePU3yeTCsl:

a) CpaBHEHHEM HCCIIETyeMOT0 O0OBEKTA ¢ paHEe N3BECTHBIMH 00pa3IaMU-ITaJIOHAMH,
b) CrtocoOHOCTHIO OOHAPYKMUBATh paHEe HEU3BECTHBIC ATAKH;
¢) [IpocToToii B HACTPOIKE U IKCIUTyaTaIlMH JJIsI KOHEYHOTO MOJIh30BATENsI CUCTEMBI;
d) [TomysipHOCTHIO UCTIOIB30BAHUS B CUCTEMAaX aHTUBUPYCHOM 3aIIUTHI.
39. 3amaun mo pe3epBUPOBAHUIO CUCTEMBI 3AIUTHI JETSATCS Ha:
a) Teroe u xonoAHOE pe3epBUPOBAHME;
b) XonoaHoe U Topsiuee pe3epBUPOBAHUE;
c¢) benoe u cepoe pesepBupoBaHue;
d) Toncroe 1 TOHKOE pe3epBUPOBAHUE.

40. Mopenb cUCTEMBI C MOJIHBIM MEPEKPHITUEM XapaKTEPU3YETCs CIIEIYIOIINM MOJI0KEHUEM:

a) B aBTomMaTu3MpOBaHHON CHCTEME CPEeICTBAMHU 3AIIUTHI KIIEPEKPHITO» OONBIIMHCTBO KaHAJIOB
YTEUKH;

b) B MexaHnu3me 3amIUThl JOJKHO CONEPIKATHCS MO KpallHEW Mepe OJHO CPEACTBO IS
MEPEKPHITHS JII0O0T0 MOTEHIIMATLHO BO3MOXHOTO KaHalla YTeUKH MH(POpMAaIuy;

c) B cucreme 3amuThl NpUCYTCTBYET TOJBKO OJIHO CPEACTBO IJIs MEPEKPHITUS BCEX YIPoO3
0e30IacHOCTH;

d) ABTOMaTH3UpOBaHHAsl CUCTEMA SIBJIIETCSI CUCTEMON MHOYKECTBEHHOTO JJOCTYTIA.

41. UacTpyMeHTaJbHAsi KOMIJIEKCHOCTh B cdepe HUHPOPMANMOHHOW OE30MacCHOCTH

M0JIpa3yMeBaeT:

a) HenpepbIBHOCTH OCYIIECTBICHUS MEPOIIPUATHIA 10 3aIIuTe HHGOPMaIUY;

b) 3amuTy nHGOpPMaMK OT BHEITHUX U BHYTPEHHUX YTPO3;

¢) UnaTerpanuro Bcex BUAOB U HanpaBiieHnit b 11 moCTHKeHMS TTOCTaBJICHHBIX 1ICJICH;

d) ObGecneuenne TpeOyemMoro ypoBHS 3alIUTHl BO BCEX JJIEMEHTAX CHCTEMBI 00pabOTKH
nHpopmanuu.

42. Kakoil TOKYMEHT yCTaHABJIMBAET LEJb, 3aJa4d U CTPYKTYPY CTaHAAPTOB MO 3aIIUTE
uHpopmanuu, 00beIUHIIONUN aCIeKThl CTAHJAPTU3aLMK B JaHHON 00JaCTU U SIBISIOIIUICS
OCHOBOIOJIATalOIIMM CTaHIapTOM B 00JaCTH 3alUThl HH(OPMAaLIUU:

a) 'OCT P 52069.0-2013;

b) @3 Nel52 ot 27.07.2006;

c¢) [TocranoBnenue [IpaBurensctBa PO Nel19 ot 01.11.2012;
d) Koncturynus P®.

43. JlesITeabHOCTh IO TOATBEPXKICHHUIO XapaKTEPUCTHK CPEACTB 3aIUTHl MHPOPMAIUHU
TpeOOBaHUSM T'OCYIapCTBEHHBIX CTAHJAPTOB UM WHBIX HOPMATHUBHBIX JOKYMEHTOB I10 3alllUTe
nHpOpMaIUK, YTBEPKIACHHBIX ['oCcynapcTBeHHOW TexHUUYeCcKoW komuccueit nipu [Ipesunente
Poccutickoit ®eneparuu (I'octexkomuccueit Poccun) Ha3piBaeTcst
a) ATTecTarus CpeCTB 3alUThl HHPOPMAIINH;
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b) CepTudukanus cpeacTB 3anuThl HHPOpMaIIUN;

¢) KomriekcHoe TecTupoBaHue CpeICTB 3alIUThl HH(DOpPMAIUH;

d) Beibopka cpenct 3anuThl HHGOPMAIIUH.

[Tonoxenusa @enepanbHoro 3akoHa Nel49 ot 27.06.2006 He pacnipoCTpaHsAIOTCA HA:

a) OTHo1IeHHUsI, BO3HUKAIONINE MPU OCYIECTBICHUH MpaBa Ha MOUCK, MOJIydeHue, nepeaavy,
MIPOM3BOJICTBO U PAaCIpOCTpaHeHHEe WH(OPMaLINK;

b) OTHOIIEHNS, BOSHUKAIOIIHNE NMPU TPUMEHEHUN HHOOPMAITMOHHBIX TEXHOJIOTHIA;

¢) OTHo1IeHHsI, BO3HUKAIOIIKME MPU 00€CTICUCHUH 3aIUThl HH()OpMAINK;

d) OTHOmEeHUs, BOBHUKAIONIUE MPU TPABOBOW OXpaHE Pe3yiabTaTOB HHTEIJICKTYyaJIbHOMN
JESTENIbHOCTH U MPUPABHEHHBIX K HUM CPEJICTB MHAWBHyaJIM3alIUU.

9.1.2. IlepedyeHb BONPOCOB LISl 324€Ta C OLEHKOM

OCHOBHBIE PETYJIATOPHI

OcCHOBHBIE HOPMATUBHO-IIPABOBBIC AKTHI

Onpenenenusi: uHpopmanus, Oe3omacHocTh HHPOpMaluH, 3amura HHPopManuu,
uHpOpMaLMOHHAs 6€301aCHOCTb, MH(POPMAIIMOHHBIN TPOLIECC, TOKYMEHT, HOCUTEIb
CaoiicTBa HHpOpPMALIUU

Bunas! nHpopMaIum u ux onpeneneHus

I'ocynapcTBeHHas TaiiHa

OnpeneneHus: yrpo3bl, HECAHKIIMOHUPOBAHHBIN TOCTYII.

®opmeI npecTaBaeHUs HHPOPMAIUN

Knaccudukanus yrpos

Crioco0sbI peanu3anuu yrpos

Onpenenenus: 3anumaemMas nHpopManus, 10CTyI, J0MYycK, ys3BUMocTs, C3MU...
Buzsl 3amuTel H”HGOpMaLUU

KoHcTuTy1inoHHbIe OCHOBBI B MH()OPMAIIMOHHOU chepe

Hoxtpuna b P® (cocTaBisioiire HallMOHATBHBIX HHTEPECOB PD)

@3 «O6 nnpopmanuu, HHGOPMAITMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE HHOOPMAITIIDY
[Tpectymnenus B undopmarmonHoit cepe (YK)

3anaun opranuzannoHHoro obecnedenus 31U

VYnpasnenue Ub

Mozens yrpo3 1 MOJIeNb HapyIInuTes

CnoXHOCTH B paboTe ¢ IEPCOHATIOM

Knaccugukarus nacaiiiepckux yrpo3

ConuanpHasl HHXEHEpUs

Onpenenenus (nmporpammuo-annapatnas 3M): CBT, moctyn, momyck, uaeHTUQUKALuUA,
ayTeHTH(UKaus

JIMCKpeMoHHOe M MaHAATHOE YIIPaBJIEHUE JOCTYIIOM

CepTtuduxanus

I'pynns! knaccoB 3amuiieHHoctd AC ot HCJQ

Me:xcereBoi 3kpaH, antTuBupyc, COB

Kpunrorpaduueckoe npeodpa3oBanue, 3ammdpoBanue, paciuppoBaHue.
Xom-pyHKIMS U €€ CBOWCTBA

DJIEKTPOHHAs MOANUCH

9.1.3. TeMbl NpaKTHYECKUX 3aAHATHIA

3anuTa NepCcoHaNbHBIX JAHHBIX 1 KOMMEPYECKON TallHbI

[TonuTuka 6€30MACHOCTH U MHCTPYKLUHU AJI COTPYTHUKOB MIPEITPUSITHS
OrneHka puckoB HHHOPMAITMOHHOM 0€301TaCHOCTH

3amuTa KOMIbIOTEPHOIN HHPOPMAIIK Ha YPOBHE JIOCTYIIA B CUCTEMY
3amuTa OT aTak Mo JOKAJIbHBIM U TJI00aIbHBIM CETSIM

3amuta oT BpeaoHocHoro I10

Hcnonp3oBanue mudpoBaHus 171 3alIUThI TaHHBIX

Hcnonp3oBanue Gu3NYECKUX HOCUTENEH U 3alIUTHBIX CUCTEM Ha UX OCHOBE
Pa3paboTka cucTembl 3alUThI TPEITPUITHS

9.2. MeToan4yeckne peKOMeH AU
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YueOHBI MaTepuan u3iaraercsa B GopMe, MPernoiaraiiie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIILYIO POJIb
B XO/JI€ BCETro y4eOHOro mpoliecca.

Hauatpe uzydeHue quCHMIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamoctosiTeabHas padoTa CTyIeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIOTHEHHE KOHTPOJIbHBIX MEPOMPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI Il Ty4YIIETO OCBOEHUS MaTepHraia He0OX0IUMO PEryJspHO
oOpamaTbCcsi K pEeKOMEHAYEeMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIETOCTYTHBIMU HHTEPHET-TIOPTaIaMU, COAECPKAIIUMHU
HAay4YHO-TIONYJSIPHbIE W CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM

y4eOHON JMCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAHUS U OCBOEHMS MaTepuaja, BbIIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3

MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HAaYEHUE JIJIsl TOHUMaHUS JajJbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyalbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HMHBAJINI0B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Ta0nwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS IS JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJINJIOB

Kareropuu o6yuaronmxcs

Bupl 7onMOMHUTENBLHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAUBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJid JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:
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— B IIeYaTHOM (opme;

— B IIeYaTHOU popMe ¢ yBEITMUCHHBIM HIPUPTOM;

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJIaHHs BCITYX;

— MPEIOCTaBICHHE 3aaHNUs C UCTIOJIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHWYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOMPOCHL. [[s Takux oOydaromHMXcs MpeaycMaTpUBaeTCs
nocTymHas GpopMa IpeoCTaBICHHs OTBETOB HA 3aJJaHHs, 8 UMEHHO:

— MUCBMEHHO Ha OyMmare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 0 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B GopMax,
aIalITHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbsI U BOCIIPHATHS HHPOPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J s i ¢ HAapyIIeHUsIMU cIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-BUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TaIOB.
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