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«TOMCKHU TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCVP)

YTBEPXIAIO
[Ipopexrop o YP
Cenuenko I1.B.
«18» 02 2022 r.

PABOYAS [TPOTPAMMA JJUCHUIIJIMHBI
TEXHOJIOTUM OBECHEYEHUSA HHO®OPMAIIMOHHOM BE3OIACHOCTH

YpoBeHb 00pa3oBaHus: BbIclIee 00pa3oBaHHue - MATHCTPaTypa

Hampasiienne noarorosku / cnenuainbHocTh: 10.04.01 UHdopmanuoHHasi 6€30MacHOCTD
Hanpasnennocts (npodunp) / cnenmanuzanus: MHpopmManumonnass 6e30MacHOCTh 00bEKTOB
KpuTH4eckoii MHGOPMANMOHHON HUH(PACTPYKTYpPbI

dopma 00yUueHUS: OUHASA

OakynbTeT: @akyabTet 6e3onacHocT (Pb)

Kadenpa: Kadeapa koMiiekcHoil HH(POPMALMOHHOH 0€30MACHOCTH IJIEKTPOHHO-BbIYHCIUTEIbHBIX
cucrem (KUBIBC)

Kypc: 1
Cemectp: 1
VY4eOnsiii man aHabopa 2023 roga

O0beM JUCHMIIUHBI U BUAbI yU€OHOU AESITEIbHOCTU

Bunbl yueOHOI nesTenbHOCTH 1 cemectp Bcero Ennnunel

JIeKIIMOHHBIC 3aHATHS 24 24 JacoB
JlaGopaTopHbie 3aHITHS 92 92 JacoB
CamocTtosarenbHas pabora 64 64 4acoB
IToaroroBka u cjada 3K3aMeHa 36 36 4acoB
OO61mas Tpya0eMKOCTh 216 216 4acoB
(BKJIFOYAs MPOMEKYTOUHYIO aTTECTALIUIO) 6 6 3.e.

@opMBI IPOMEKYTOUHOH aTTECTALUA Cemectp
OK3aMeH 1

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opmupoBaHKEe y CTYEHTOB MPEACTABICHUI O TEXHOJIOTUAX oOecrieueHusl nH()OpMaIMOHHON
0€30I1aCHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. Wzydyenue meTonoB u cpeactB 3anuThl uHGpopMannu B OC 1 KOPIOPATUBHBIX CETSX.
2. V3y4eHune METOMIOB U CPEICTB KpUNTOrpadudecKom 3auThl HHPOPMAIIHH.
3. M3yuyeHue NpUHIMIIOB YIPABIEHUS CPEACTBAMH 3AIUTH HHPOPMAIIIH.

2. MecTto aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumimnnast (Moayn).

Yacte Ostoka gucrmiing: O0A3aTeIbHas 4acTh.

Monyne quctumine: Moayns HanpasieHus noarotoBku (hard skills — HS).

Nunexc qucuumnunsl: 51.0.2.3.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oo0wmenpodgeccnoHaJIbHbIe KOMIIETeHIMU
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OIIK-1. Crocoben
000CHOBBIBaTh TPEOOBAHMSI K
cucreMe obecreueHus
HH()OPMaTHOHHOM
0€30IaCHOCTH U
pa3pabaThiBaTh MPOEKT
TEXHUYECKOIO 3aJIlaHNs Ha ee
CO3JaHue;

OIIK-1.1. 3naer mepsbl
(opraHM3alIOHHBIE, TCXHUYECKHUE)
Y TEXHOJIOTHH oOecTieyeH s
HH()OPMATMOHHOH 6E30MTaCHOCTH

3HaeT TEXHOJOTHU o0ecedeH st HHPOPMAITUOHHON
0e301MacHOCTH.

OIIK-1.2. 3naeT ys13BUMOCTH
CHCTEM U yIPO3EI
WHPOPMALMOHHON 0€30MacHOCTH

3HaeT OCHOBHEIE BHUbI yHBBHMOCTGﬁ CHCTEM U
yTpO36I HHPOPMAIMOHHOH OE30ITaCHOCTH.

OIIK-1.3. 3HaeT HOpMaTUBHYIO
6a3y u I'OCTh,
peryIaMeHTHPYOLIHE TTPOIIEeCcC
pa3paboTKy TEXHUYECKUX 33/TaHUH
Ha CO3IaHUE CUCTEM O0ecrieueHHs
WHPOPMALMOHHON 0€30MacHOCTH
00BEKTOB

3HaeT METOBI M CPEACTBA 0OeCIeCUeHMs
HH(POPMALMOHHOM 0E30MAaCHOCTH, a TAKKe
HOPMAaTHBHYIO 6a3y periiaMeHTHPYIOIIYTO
KI1acCU(UKAIMIO JJAHHBIX CPEJICTB.

OIIK-1.4. YMmeeT 000CHOBBIBATh
TpeOOBaHUS K Mpoleccam
TEXHOJIOTHSM 00eCIIeYeHuUs
WH(POPMALIMOHHON 0€30MacHOCTH

YMmeeT 000CHOBBIBAThH BHIOOP CPEACTB 3aILUThHI
nH(pOPMALUH ISl IPOTHBOACHCTBISI KOHKPETHBIM
yrpo3am.

OIIK-1.5. YMmeeT ocymiecTBIsATh
BBIOOD MOACHCTEM, PEaTN3yIOIINX
TEXHOJIOTHHU 00ecredeH s
HH()OPMATMOHHOH 6E30MaCHOCTH

YMeer ocymecTBIsITh TOA00P CPENCTB 3aLIUTHI
uH(pOpPMALIUK B COOTBETCTBUH C 338 JaHHBIMU
KPUTECPHIMH.

OIIK-1.6. YMeeT 060CHOBBIBATh
TpeOOBaHUs K MepaM oOecrieueHHs
“H(OPMAITMOHHOM 0€30TaCHOCTH

YMeeT 000CHOBBIBATH TPEOOBAHMUS K MepaM
oOecrniedeHust HHPOPMAIIMOHHON 0€30MaCHOCTH B
COOTBETCTBHHU C HOPMAaTUBHOH 0a30ii.

OIIK-1.7. Ymeer pazpabaTbIBaTh
TEXHHYECKOE 3aJaHUE HA CO3JaHUE
MIOJICUCTEMBI 00eCTICUCHNUS
HH()OPMAMOHHON 6E301TaCHOCTH

YMeeT COCTaBIATh TEXHUUECKOE 3aIaHue 10
obecrnieveHnto HHGOPMAIMOHHOW OE30MacHOCTH Ha
00BEKTE C UCIIOB30BAaHHEM CEPTHHUINPOBAHHBIX
OCTIK cpencts 3anmmThl HHGOPMAITHH.

OIIK-1.8. 3HaeT OTeYECTBEHHBIC U
3apyOexHbIE CTAaHIAPTHI B 00JaCTH
obecnieueHus1 HHHOPMALMOHHON
0e30IaCHOCTH

3HaeT OTeYeCTBEHHBIC U 3apyOeKHBIC CTAHIAAPTHI B
obiactu obecriedeHns: HHOOPMAITMOHHOM
6e30macHOCTH

OIIK-1.9. 3HaeT HOpMATHBHYIO U
IIPaBOBYIO 06a3y B 00JacTH
obecnieueHUs HHGOPMAITTOHHON
0€301acHOCTH, HOPMATUBHbBIE
metoandeckue n1okyMeHTsl OCh
Poccun, ®CTIK Poccun v HHBIX
PEryIsSTOPOB B 0071aCTH
obecrieueHus1 HHYOPMAITMOHHON
0e30macHOCTH

3HaeT OCHOBHBIC HOPMATHBHBIC METOTHUCCKHE
nokymeHTsl @Cb Poccnn, ®CTOK Poccun,
Kacaroluecs CepTUPHUKAINN CPEIICTB 3alIUThI
uHpOpPMALTUH

OIIK-1.10. 3HaeT ocHOBBI
yIIPaBJICHHS PUCKAMU
“H(OPMAITMOHHON 0€30TTaCHOCTH

3HaeT OCHOBBI YNPABJICHUS CPEJICTBAMH 3aILUTHI
nH(pOPMALUK B COOTBETCTBHH C TPEOOBAHUIMH K
O0BEKTY 3aIUTHI C LEbI0 CHIXKSHHS PUCKOB
nHPOPMAHOHHON 0€30MTaCHOCTH.

OIIK-1.11. YMeeT OlicHUBATH
PUCKH HHPOPMAITMOHHOH
0e30MmacHOCTH

YMeer HacTpauBaTh CpEACTBA 3AIUTH HHPOPMAITUU
B COOTBETCTBHH C TPEOOBAHUSAMU K OOBEKTY 3aIUThI
C 1IEJIbI0 CHMYKEHUSI PUCKOB WH(POPMAI[MOHHOM
0e30MacHOCTH.
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OIIK-2. Criocoben OIIK-2.1. 3HaeT npUHLUIIBI 3HaeT NPUHIUIBI SKCIUTYaTallluU CPEJCTB 3aIlUThI
pa3pabaThiBaTh TEXHUYECKHI | OpraHU3alliK U ATAIbI pa3paboTKH |MHPOpMALUH

MIPOEKT CUCTEMBI CUCTEMBI (ITOICUCTEMBI JINOO

(moacucTemMsl 100 KOMITOHCHTA CUCTEMBI)

KOMITOHEHTA CHCTEMBI) obecrieueHus: HHHOPMAITMOHHON

obecrevyeHust 0e30macHOCTH

MH(OPMALHOHHOI OIIK-2.2. 3naer cpencTsa 3HaeT METObl TECTHPOBAHUS CPEJCTB 3aAILUTHI
GesomacHoCTH; TECTUPOBAHUS CUCTEMBI nH()OPMAIMOHHOHN 0€30MacHOCTH

(TmocrucTeMbl THOO KOMIIOHEHTA
CHUCTEMBI) 00eCTICUCHUS
WHPOPMALIMOHHON 0€301MacHOCTH

OIIK-2.3. Ymeer pazpabaTbiBaTh | YMeeT OCYIIECTBIATh HACTPOMKY PEKUMOB PabOTHI
MOJIENIN YTPO3 U HAPYILIUTENEH CPEJICTB 3aIIUThl UH(HOPMAIIUU B COOTBETCTBUU C
HH(POPMALMOHHOH OE30MAaCHOCTH | ONPECICHHBIMUA MOJIEIISIMH YTPO3.

OIIK-2.4. YMmeeT pa3zpabaTeiBath | YMeeT pa3padarbiBaTh CIIEHAPUU TECTHPOBAHUS
IUTAHBI U CLICHAPUH TECTHPOBAHUS | CPEACTB 3aIlIUTH HHPOpMAaIUH

cucTeMbl (ITOJCUCTEMBI THO0
KOMITOHEHTA CUCTEMBI)
obecrniedeHus: THPOPMAITMOHHON
6e30macHOCTH

OIIK-2.5. YmeeT pa3zpabateiBath | YMeeT pa3padarbiBaTh TpeOOBaHUS K CPEACTBAM
TpeOOBaHUs K CPEeCTBaM U 3aMIUTH THPOPMAIIHHL.

METOZaM KOHTPOJIS
MPOEKTUPYEMOI CUCTEMBI
(moxcucTeMsbl IMOO KOMIOHEHTA
CUCTEMBI) o0ecrieueHus
HH()OPMAMOHHOH 6€30MTaCHOCTH

OIIK-2.6. YMeeT pa3pabaTsIBaTh U | YMeET YIPaBIATh CPEICTBAMH 3AIIUTH HHGOPMAIHN
peaM30BbIBATh TEXHUYECKUN B COOTBETCTBHU C TPEOOBAHHAMHU K OOBEKTY 3aIIUTHI.
MIPOEKT CUCTEMBI (TIOACUCTEMBI
100 KOMIIOHEHTa CUCTEMBI)
obecniedeHunst THPOPMAITMOHHON
6e30MmacHOCTH

IIpodeccuonanbHbIe KOMIIETEHIUH
4. O0beM IMCUMIVIMHBI B 324€THBIX eJUHUILIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMH4YeCKUX YacoB,

BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npemnojaasarejieM
H HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO61mas TpyA0eMKOCTh AUCHHUIUIMHBI COCTABISAET 6 3a4ETHBIX eUHUIL, 216 akaJeMHUeCKUX 4acoB.

Pacnipenenenue Tpy10eMKOCTH JUCHIHUILUIMHBI 110 BUIaM Y4eOHOU NEATEIbHOCTH MPECTABICHO B
tabiuue 4.1.

Ta0auia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI ITO BUIaM YUY€OHOU ACSTEIbHOCTH

Bceero |Cemectpsl

Buapl yaeOHOH AesSTEIBHOCTH
yacoB |1 cemectp

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenogaparesaeM, BCero 116 116
JIeKIIMOHHbBIE 3aHATUS 24 24
JlaGopaTopHble 3aHATUS 92 92
CamocrosiTeibHass padoTa 00y4yaomuxcs, B T.4. KOHTaAKTHasi 64 64
BHeayIUTOPHas padoTa o0y4yarommxcs ¢ nNpenoaasarejieM, Bcero

[ToaroroBka K TECTUPOBAHUIO 5 5
[ToaroroBka Kk yCTHOMY OMpocy / cobeceJ0BaHHIO 8 8
Harnncanue KOHCIIEKTa CaMONIOATOTOBKHU 5 5
[ToaroroBka k 1abopaTopHOii paboTe, HAITMCAHUE OTYETA 46 46
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IMoaroroBka u caaya IK3aMeHa 36 36

Oo0masi TpynoeMKoCTh (B 4acax) 216 216

Oo0mas TpyroemMKocTh (B 3.e.) 6 6

5. CTpykTypa ¥ coaep:KkaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCUUIUIMHBEI TIO pa3jaeiaM (TeMaMm) ¥ BHJaM y4eOHOM NesSTeIbHOCTH IPUBEICHA B
Tadymie 5.1.
Ta6auma 5.1 — Pa3nensl (TeMbl) TUCIUIIIMHEBI M BUJIBI YICOHOM eI TEILHOCTH

Bcero uacos
Jlek. | JIa6. | Cawm. dopmupyembie
Ha3Banwus pasnenos (TeM) TUCIUTLIAHBI (6e3
3aH., 4| pab. |pal.,u KOMTIETCHITHH
9K3aMeHa)
1 cemecTp
1 OCHOBHBIE ITOHSTHSA U ITOJIOKECHHS 2 - 3 5 OIIK-1, OIIK-2
3a1uThl HHGOpMaLIUU
2 OGecniedeHue 3aUThl HHPOPMAITUU B |6 44 28 78 OIIK-1, OIIK-2
ONEPALIMOHHBIX CHCTEMaX
3 CpenctBa kpunTorpaduyecKkoi 3amuThl |6 20 14 40 OIIK-1, OIIK-2
uHbopMalun
4 O6ecnevenue 3anUThl MHPOpMaUu B |6 20 14 40 OIIK-1, OIIK-2
KOMIIBIOTEPHBIX CETAX
S YnpaBneHue cpeicTBaMH 3alUThI 4 8 5 17 OIIK-1, OIIK-2
uHpOpMaLun
Nroro 3a cemecTp |24 92 64 180
Uroro|24 92 64 180

5.2. Conep:xanue pa3aesioB (TeM) IMCHUANINHbBI

Copepxanue pa3aenoB (TeM) TUCUUTUINHGI (B T.Y. MO JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)

TpynoemMKkocTh
Haspanus paznenos | Coaeprkanue paszienoB (TeM) TUCIUILIMHE (B dopmupyembie
(TeM) TUCIIUTIITUHBI T.4. 10 JICKIIHSIM ) (MeKUHOHHEIC KOMIIETEHIINHA
3aHATHUSA), U
1 cemecTp
1 OcHoBubie onsiTust  |IIpeamer 3amuter uHPOpManuu. OObEKT 2 OIIK-1, OIIK-2
Y TIOJIOXKEHUS 3alUTHI | 3anuThl HHPopMaruu. [ToHsTHE YyTPO3bI
uHpOpMaITUN Oe3omacHocTH. Kimaccudukanus yrpos
UH(POPMALMOHHON OE30MTaCHOCTH.
Kraccudukanus 310yMBIIIIICHHAKOB.
OcCHOBHBIE METO/IbI PEATU3ALIUN YTPO3
UHPOpMaMOHHOM Oe3omacHocTH. [TpudnHEI,
BUJIBI U KaHAJTBI YTEIKH UHPOPMAITUH.
Hroro 2
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2 ObecrnieueHue
3aIUTh HHQOPMAIHH
B OIIEPALMOHHBIX
cucreMax

Haznauenue u ¢pynkuun OC 1 ee moacucTeM.
Tunosble yrpo3bl 0€30I1aCHOCTH PECYPCOB
OC. TpeboBanus k 6e3onacuoctu OC.
OCHOBHBIE TPYIIITBI MEXaHU3MOB 3aIUTHI
pecypcoB OC. Opranuzarus u
UCIIOJIb30BaHuE cpeACTB ayauTa. KonTposs u
BOCCTAHOBJICHHE LI€JIOCTHOCTH 1OJICUCTEMBI
3aILUTHl U €€ IapaMeTPOB. Y IPABICHUE
6e3onacHocThio OC. MeTozbl
ayreHTuukanuu. Knaccudukarus
cyOBeKTOB 1 00beKTOB JocTyna. [Ipasa
noctyna. MeToJibl pa3rpaHudeHust JoCTyna.
Pasrpanunuenue noctyna k haiaoBbIM
oObekTaM. HacnenoBanue paspenieHuii.
Pasrpannuenne nocrymna K ycTpoucTBam.
OrpaHudeHus Ha 3aIlyCK IPOrpaMMHOTO
oOecrieyeHusl.

OIIK-1, OIIK-2

Htoro

3 CpenctBa
Kpunrorpaduyeckon
3alUThl HHPOpMALUU

Knaccuueckue mm@pspl: o CTaHOBOYHBIH,
HepecTaHOBOYHBIH, mH(p Xusuia, mudpbl
ramMupoBanus. Konnenuus kpunrorpaduu ¢
OTKpBITEIM KitouoM. [Ipotokon Auddu-
Xemmmana. Kpunrocucrema RSA.
Kpunrocucrema Onb-I"amans.
Kpunrorpaduueckue npoTokoisl: oomue
HNOHATHA. YTIPAaBIEHUE CEKPETHBIMU
Kiroyamu. Pacnipenenenue ceKpeTHbIX
KJItoue. [loHsaTHE 3IEKTPOHHOM NTOAIIKCH.
VYrpaBiieHHnE OTKPBITBIMU KIHOYaMH.
OCHOBHBIE KOMIIOHEHTBI HHPPACTPYKTYPbI
OTKpHBITHIX Kitoueil. [Tonsatue ceprudukara
OTKPBITOIO KJIt0Ua. Y JOCTOBEPSIOLINM LIEHTP.
ApXUTEKTYpa HHPPACTPYKTYPbI OTKPHITOIO
kiroua. M3yuyenue crangapta ISO/IEC 11770.
MexaHu3MBl, UCIIOJIb3YOLINE CUMMETPUUHBIE
MeTOobl. MeXaHN3MBbl, HCTIONb3YIOIINE
aCUMMETPUYHBIE METObl. MeXaHU3MBI,
OCHOBaHHBIE Ha cJIa0bIX CEKpeTax.
VYpaiieHne TpynInoBbIMHU KIFOUYaMHU.
DopMHUpPOBAHUE KIIFOUEH.

OIIK-1, OIIK-2

Uroro
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4 Ob6ecneueHue
3aIUTh HHQOPMAIHH
B KOMITBIOTEPHBIX
CeTsIX

OCHOBHBIC TIOHATHS U TCPMUHOJIOTHS.
TUMOBBIE YIPO3bI CETEBOI 0E30MIACHOCTH.
OCHOBBI KJIaCCHU(PUKAIIUU CETEBBIX YIPO3 U
aTak. BnusiHue yenoBedeckoro gaxkTopa Ha
ceTeByto 0e30macHoCTh. CeTeBbie
orepanoHHble cucteMbl Windows,
Unix/Linux. OCHOBHBIE POTOKOJIBI, CITYKOBbI,
(YyHKIIMOHHPOBAHKE, CPEJICTBA 00CCIICUCHHUS
0€30MacCHOCTH, CPE/ICTBA YIIPABICHUS U
KOHTpOJIS. PeriiaMenTupyronye T0KyMeHTHI B
00JyacTi 6€30MaCHOCTH BBIUUCIUTEIBHBIX
cereil. CtangapThl 6€30MaCHOCTH
BBIYHCITUTEILHBIX CETEH U UX KOMIIOHCHTOB.
[IpaBoBBIC OCHOBBI 3aIIUTHI HH(DOPMALIHH B
ceTsix. OCHOBHBIE MEXaHU3MBI OOECTICUEHUS
0€301acCHOCTH | YIIpaBJICHUS
pacripeielieHHbIMU pecypcamu. ObecrieueHue
HAIGKHOCTH HHPPACTPYKTYphl IHTEpHET.
3amura kaHaioB cBsi3u B IHTepHeT. Bubl
UCIIOJIb3YEMBIX B IHTEpHET KaHAJIOB CBSI3H.
Hcrnonb30BaHne MEKCETEBBIX SKPAHOB.
BupTtyanbHble 4aCTHbIE CETU. Y A3BUMOCTH U
3anuTa 6a30BbIX MPOTOKOJIOB U CITYkKO.

OIIK-1, OIIK-2

Htoro

5 Vnpasnenue
CpEJICTBAMU 3alUThI
uHpopMaLun

[IpuHIMIIBI TOCTPOEHUS CPEACTB 3AIUTHI
UH(POPMALIUU; OCHOBHBIE MEXaHU3MBI
3alUTHI; alllapaTHbIE CPE/ICTBA;
KOH(QUTYypUpPOBaHUE; ayUT; MOHUTOPHHT U
OIIEpaTUBHOE YIPABIEHUE; IOJTHOMOYHOE
YIPaBIEHUE TOCTYIIOM U KOHTPOJIb [1€YaTH.
VYnpasieHue cepsepamu
aJIMUHUCTPUPOBAHUS; YIIPaBJICHUE I'PyNIaMU
a/IMUHUCTPUPOBAHHUS; yIIPaBICHUE
KJIMEHTCKUMH KOMIIbIOTepaMu; paboTa ¢
OTUETaMH, CTATUCTUKOM.

OIIK-1, OIIK-2

Uroro

Uroro 3a cemectp

24

Hroro

24

5.3. lIpakTn4yeckue 3aHATUSA (CEMUHAPHI)

He npenycMoTpeHo y4eOHBIM IIaHOM

5.4. JlabopaTopHbIe 3aHATUSA

HaumenoBanue 1a00paTopHbIX pabOT MpHUBEACHO B TabiuIlEe 5.4.
Tabmuna 5.4 — HaumeHnoBaHnue 1a60paTOPHBIX padoT

Ha3zBanus pa3genon
(TeM) AMCUHUIIITMHBI

HanmMenoBanue mabopaTopHbIX padboT

TpynoemMKkocCTs,

dopmupyemble
KOMITETEHIINU

1 cemecTp
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2 ObecnieueHne 3alMTh | ATMUHUCTPUPOBAHUE YUETHBIX 4 OIIK-1, OIIK-2
uHpOpMauu B zanuceit B OC Windows
ONIEParMOHHBIX JIMCKpEMOHHBIA MEXAaHU3M 4 OIIK-1, OIIK-2
cucremax pasrpaHUYeHHS J0CTyNa K (HaisIOBBIM
o0BbeKTaM
Pasrpannuenue nocrymna K 3amycky 4 OIIK-1, OIIK-2
MPOrPaMMHOTO O0ecTieueHus
Aynut coObITHI 6€30MaCHOCTH 4 OIIK-1, OIIK-2
OTIEPAIIMOHHON CUCTEMBI
AHaJn3, HaCTpOMKa U KOHTPOJIb 4 OIIK-1, OIIK-2
[IEJIOCTHOCTH TTapaMeTPOB
0€30MaCHOCTH TOJICUCTEMBI 3aITUTHI
MHuorodakTopHas ayTeHTU(DUKALIUS C 4 OIIK-1, OIIK-2
MOMOIIIBI0 (PU3UYECKOTO OOBEKTA
Pasrpannuenue nocryna k 4 OIIK-1, OIIK-2
yCTpOMCTBaM
MaHaaTHBIN MEXaHU3M pa3rpaHUuCHUS 4 OIIK-1, OIIK-2
JIOCTyTa K (aiijIoBBIM 0OBEKTaM
Pasrpannuenue nocrymna K 3amycky 4 OIIK-1, OIIK-2
MPOrPaMMHOTO OOecTieueHus
Aynut coObITHI 6€30MaCHOCTH 4 OIIK-1, OIIK-2
OINEPAlMOHHOW CHCTEMBI
VYrpaBieHue CUCTEMHBIMU CITY)KOaMHu 1 4 OIIK-1, OIIK-2
nporneccamu B OC Windows
Hroro 44
3 CpencrtBa Kpunrorpaduueckas 3amura 00bEKTOB 4 OIIK-1, OIIK-2
kpunrorpaduueckorr | ¢aitnooii cucremsl B OC Windows
3aLUThl HHOPMALHH [Tpumenenue mudppoBaHus u 4 OIIK-1, OIIK-2
ANIEKTPOHHOM TOIMKCH B DJIEKTPOHHOM
JIOKYMEHTO0000pOTe
[IpuMmeHeHne KpunTonpoBan1epoB Ha 4 OIIK-1, OIIK-2
aBTOMATHU3HPOBAaHHOM paboueM MecTe
[Ipumenenue cpencrs 4 OIIK-1, OIIK-2
KpunTorpadguueckoi 3anmThl
nH(pOpPMaIMK Ha aBTOMATU3UPOBAHHOM
pabodem mecrte
N3yuenne QyHKIMI yIOCTOBEPSIIOIIETO 4 OIIK-1, OIIK-2
IeHTpa
Hroro 20
4 O6ecneuenue 3anUThl | OTHOPAHTOBBIE CETH 4 OIIK-1, OIIK-2
MHpOpMALKK B Hactpoiika nomeHa Ha mpumepe Active 4 OIIK-1, OIIK-2
KOMIIBIOTEPHBIX CETAX | Directory
DLP-cucremsbl 4 OIIK-1, OIIK-2
MesxceTeBble SKpaHbI 4 OIIK-1, OIIK-2
BupTtyasibHbie 3alIUILIEHHBIE CETH 4 OIIK-1, OIIK-2
Hroro 20
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5 Ynopasnenue [IpumeneHne cpencTB 3alUThI 4 OIIK-1, OIIK-2
CPEICTBAMH 3aIIHUTHI nHGOPMAIIH I KOHTPOJIS
uHpOpMALIUN nenoctHoctu OC
[lenTpann3oBaHHas 3anIUTa OT BUPYCOB 4 OIIK-1, OIIK-2
B JIOKAJIbHOM ceTn
Htoro 8
Uroro 3a cemectp 92
Hroro 92

5.5. KypcoBoii npoekT / KypcoBasi padora

He npeayCcMoOTpeHO y‘le6HLIM IIJTaHOM

5.6. CamocTosiTeqbHaAs1 padoTa

Buer caMocTosITENbHOM paboOThL, TPYAOEMKOCTh M (POPMHUPYEMbIE KOMIIETCHIIMU TIPEICTABIICHBI B

tabnuue 5.6.
Tabmura 5.6 — Bujbl caMOCTOSITENILHOM PabOThI, TPYA0EMKOCTh B (pOpMHpyEeMble KOMICTCHIIHN
Buabel
HasBanus pasznenos . Tpynoemkocts, | opmupyemslie
(TeM) AMCLMILTHHDI CaMOCTOSITEJIbHOU o KOMITETCHIIHH ®opMbI KOHTPOJISL
paboThI
1 cemecTp
1 OcuoBubie noHaTua |Iloaroroska K 1 OIIK-1, OIIK-2 TectupoBanue
U TIOJIO’KEHUS 3alIUTHI | TECTUPOBAHUIO
HHpOpMaLHH IToaroroBka K ycTHOMY 1 OIIK-1, OIIK-2 | VYcrHblit onpoc /
ompocy / cobecenoBaHue
cobece10BaHuUI0
Hanmcanne xoHCcIeKTa 1 OIIK-1, OIIK-2 Koncmekt
CaMOTIOITOTOBKHU CaMOTIOITOTOBKHU
Uroro 3
2 Obecrieuenue [TonroroBka k 1 OIIK-1, OIIK-2 TectupoBanue
3amUThl UHOOPMALIUK | TECTUPOBAHHIO
B ONICPAIIMOHHBIX [ToaroroBka kK ycTHOMY 2 OIIK-1, OIIK-2 | VYcrHbIit onpoc /
cucreMax ompocy / cobeceoBaHKe
co0eceI0BaHNIO
Hanmcanne xoHcnekra 1 OIIK-1, OIIK-2 KoHncmekt
CaMOIIOATOTOBKH CaMOTIOATOTOBKH
ITogroroska k 24 OIIK-1, OIIK-2 JlaGopatopHas
nabopatopHoit padore, pabota
HaIlUCaHUE OTYeTa
Hroro 28
9
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3 Cpencta [ToaroroBka k 1 OIIK-1, OIIK-2 TectupoBanue
KpunTorpaguueckoil | TeCTUPOBAHUIO
3aiMThl MHGOPMALKMH | [JoroTOBKA K YCTHOMY 2 OIIK-1, OIIK-2 | VYcrHbIii onpoc /
ompocy / cobecenoBanme
co0eceI0BaHNIO
Hanucanne koHCIIeKTa 1 OIIK-1, OIIK-2 Koncnekr
CaMOIIOATOTOBKH CaMOTIOATOTOBKH
[ToaroroBka 10 OIIK-1, OIIK-2 JlabopaTopHas
nabopatopHo# padore, pabora
HaIMCaHWe OTYeTa
Htoro 14
4 OGecnieueHue [Toaroroska k 1 OIIK-1, OIIK-2 TectupoBanue
3alUThl UHGOPMAIIUU | TECTUPOBAHUIO
B KOMIIBIOTEPHBIX [ToaroroBka Kk yCTHOMY 2 OIIK-1, OIIK-2 | YcTHbIH ompoc /
CceTaxX ompocy / cobeceloBaHKE
cobeceI0BaHNIO
Hanucanue koHcnekTa 1 OIIK-1, OIIK-2 Koncnekr
CaMOIIOATOTOBKH CaMOTIOATOTOBKH
IToaroroBka k 10 OIIK-1, OIIK-2 JlabopartopHas
nabopaTopHOi paboTe, pabota
HamucaHue oT4eTa
Hroro 14
5 Ynpasnenue [ToaroroBka k 1 OIIK-1, OIIK-2 TectupoBanue
CpEelICTBaMU 3alUThl | TECTUPOBAHUIO
HpOpMaIMU [ToaroroBka Kk yCTHOMY 1 OIIK-1, OIIK-2 | VYcTHbIi onpoc /
ompocy / cobecenoBaHue
co0ece10BaHUIO
Hanucanue KoHCIIeKTa 1 OIIK-1, OIIK-2 Koncnekr
CaMOIIOATOTOBKH CaMOIIOATOTOBKH
[Toarororka k 2 OIIK-1, OIIK-2 JlabGopaTopHas
nabopaTopHoi padoTe, paborta
HamucaHue oT4era
Hroro 5
Hroro 3a cemectp 64
TloaroroBka u cmavua 36 OK3aMeH
JK3aMeHa
Hroro 100

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUIINHBI,
1 BHJI0B Y4eOHOM 1esiTeIbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, (GOPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabiuiie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, ((OPMUPYEMBIX MPU U3yUYECHUH TUCIMILUINHBI, U BUIOB

3aHATUN
Buner yueOHoif
dopmupyemsble JeATEeNbHOCTH
DOopMBI KOHTPOJIA
KOMIIETCHITNHU Jlexk. JIao0. Cawm.

3aH. pao. pao.
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OIIK-1 + + + KoHcrnekT caMormoAroToBky, Y CTHBINH OTIPOC /
cobecenoBanue, JlabopatopHas padora,
TectupoBanue, Jxk3ameH

OIIK-2 + + + KoHcnekT camonoiroToBku, Y CTHBINA 0npoc /
cobecenoBanue, JlabopaTopHas padora,
TectupoBanue, JxK3aMeH

6. PeiiTuHroBasi cucremMa Uisi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

BbannbHble onleHkH U1t GOpPM KOHTPOJISt IPECTABICHBI B Ta0uie 6.1.
Tabnuna 6.1 — bambHbIE OLIEHKH

o . MaxkcuManbHBIH
MakcumanbHbII MakcumanbHbIi
OaJLI 3a IepuoI Bcero 3a
®DopMBI KOHTPOJIS 6amn Ha 1-y1o KT ¢ OaJ 3a epuo.
mexnay 2KT u Ha CEeMEeCTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEII ceMecTpa
1 cemecTp
Koucnekr 0 0 5 5
CaMOMNOArOTOBKH
YcTHbI# onpoc / 0 0 5 5
cobeceoBanue
JlaGopatopHas pabota 10 20 25 55
TectupoBanue 0 0 5 5
DK3aMeH 30
HToro MakcumyM 3a 10 20 40 100
nepuos
Hapacratomum ntorom 10 30 70 100

6.2. IlepecueT 0a/1710B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6annoB B OLIEHKH 3a TEKYIIUH KOHTPOJIb MIPEACTABICH B TabmuIe 6.2.
Tab6mmma 6.2 — Ilepecder 6a/IOB B OIEHKH 32 TEKYIIMH KOHTPOJIb

bamibl Ha aTy TEKyIero KOHTpOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHO# cymmbl OamioB Ha naty TK

Ot 60% 10 69% OT MakcUMabHOI cyMMBI OaiioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMalIbHOI cyMMBbI OaiioB Ha gaty TK

6.3. [lepecuer cyMMbI 02J1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

Hepecqu CYMMbI 0ajjaoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabnuua 6.3 — [lepecyeT cyMMBbI 6aJIIOB B TPAJAMIIMOHHYIO U MEKIYHAPOIHYIO OLIEHKY
Hrorosas cymma 6asios,
Ornenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (oTAn4HO)
4 (xopor110) (3a4TEHO) 85 -89 B (ouens xopomio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopuTesbHO)
3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
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| 2 (Hey1OBJIIETBOPUTEILHO) (HE 3aUTEHO) | Hwxe 60 6amos |F (HGy,[[OBJIeTBOpI/ITeJIBHO)|

7. Y4yeOHO-MeTOAMYeCKOEe U HH(POPMALMOHHOE 00eceuyeHrue TUCIHILINHBI
7.1. OcHoBHas1 JUTEpaTYpa

1. OcHOBBI HHGOPMAITMOHHONW Oe30macHOCTH : YueOHoe mocobue st By30B. - M. : ['opsiuas
nunus-Tenexkom , 2006. - 544 c¢. (manuuue B Oubnuoreke TYCVYP - 81 3k3.).

2. OcHoBel MHbopmanmonnoit 6e3omacHoctu / benos E.b., Jloce B.II., Memepsikor P.B.,
[llenynmanoB A.A., - U3-Bo I'opsuas nunusa "Tenexkom", - 2011r., 558 ¢ [DnexTpoHHBIN pecypc]: —
Pexxum moctyma: https://e.lanbook.com/reader/book/111016.

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. Ilernog, A. 1O. 3ammra nHpOpMaHK: OCHOBHI TeopuH : yueOHHK 11t By30B / A. 1O. Illernos,
K. A. lllernoB. — Mocksa : U3narensctBo FOpaiit, 2022. — 309 c. — (Bricmiee oOpa3zoBanue). — ISBN
978-5-534-04732-5. [DnexkrpoHHsbIi pecypc|: — Pexxum gocryma: https://urait.ru/bcode/490019.

7.3. YueOHO-MeTOANYECKHE TOCOOU A
7.3.1. O6s13aTe/IbHbIE YUeOHO-METOAUYECKHE MTOCOOMSI

1. TexHonoruu oGecnieyeHus: THPOPMAIIMOHHONW OE30MACHOCTH: yueOHO-METOUUECKOoe mocodue
[OnexTponnsiit pecype] / A. A. KoneB [u ap.]. — Tomck: TYCYP: 2022. — 351 c. [DnekTpoHHBII
pecypc]: — Pexxum poctyma: https://edu.tusur.ru/publications/9992.

7.3.2. YueOHO-MeTOAUYEeCKUE MOCOOUS A JUII
€ OTPAaHUYE€HHBIMHU BO3MOKHOCTSIMH 3/I0POBbSI M HHBAJIH/I0B

Y4eOHO-MeToAMUeCKEe MaTepUabl Il CAMOCTOSATEIbHON U ayJUTOPHOI paboThl 00yUaIOLIIUXCs
W3 YHCIIa JUI] C OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbsSI 1 HHBAJIUAOB MPEIOCTABISIIOTCS B opMax,
a/IaTITUPOBAHHBIX K OTPAaHUYEHUSIM WX 3I0POBBS U BOCTIPHSITHS HHPOPMAIINH.

Jst M1 ¢ HApYIIeHUsIMU 3PeHuUs:

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMueHHBIM HIpUdTOM.

Jist M1 ¢ HApYIIEeHUsIMU cJiyXa:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B IIe4aTHOU opme.

Jist M1 ¢ HApyIIeHUsIMU ONOPHO-ABUIATEJILHOIO annapara:

— B (hopMe DIIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU opme.

7.4. CoBpeMeHHbIe TPodeccHOHATIbHBIE 0a3bI JAHHBIX
U UH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3yyeHUM AUCHUIUTMHBI PEKOMEHIYETCSl 00pamaThCs K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHCTeMaM, K KoTopbiM Yy TYCVYPa oTKpBIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannvh.

8. MarepuaibHO-TEXHHYECKOE U MPOrPaMMHOe o0ecrneyeHue JUCIUNINHBI
8.1. MaTepuaibHO-TeXHHYECKOE U MPOrpaMMHOe o0ecreueHue JJIsl JIEKIIMOHHBIX 3aHATHH

Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUIMA, TPYIIOBBIX U UHAUBUIYaTbHBIX KOHCYJIbTAIIH,
TEKYIIEro KOHTPOJIS U MPOMEXYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHash ayAUTOPHUS C TOCTATOYHBIM
KOJIMYECTBOM MOCAI0OUHBIX MECT I y4eOHOI rpymiibl, 000py10BaHHAs JOCKOW M CTaHAApTHON y4eOHOM
Mebenbto. MiMeroTcs MynbTuMeuitHoe 000py10BaHie U y4eOHO-HarIsAHbIE TOCOOMS, 00eCIeunBatOIINe
TEMaTUYECKHE WILTIOCTPAIUH 110 JICKIIMOHHBIM pa3ziesiaM AUCIUILTHHBL.

8.2. MarepuajbHO-TEXHHYECKOE M IPOrPaMMHoOe odecriedeHue A5 1a00paTOpHbIX padoT

JIaboparopust IporpaMMHO-aNMnapaTHBIX CPEICTB oOecreueHust NHPOPMaIMOHHOI 6e30IacHOCTH:
yqe6Ha;1 AyJAUTOpHUA OJid OPOBCACHUA 3aHATUHT MNPpaKTU4YCCKOTo THIIA, yqe6Ha$1 AyAUTOpHUA OJId
MPOBEACHUS 3aHATHH TabopaTropHoro tuna; 634045, Tomckas o0xacts, T. Tomck, yi. KpacHoapmerickas,
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n. 146, 405 ayn.

Onucanue uMeroLerocs 000pya0BaHus:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Ycumurens Roxton AA-60M;

- [ToTonounskrit rpomkoroBoputenb Roxton PA-20T;

- AnmmapartHble cpeicTBa ayTeHTHu(uKanuu mojias3osarens "eToken Pro";

- [Iporpammuo-anmapaTtHblii komiuieke 3amuThl nHGopmaruu: [TAK ViPNet Coordinator HW 100
C 4.x, IIAK ViPNet Coordinator HW 1000 4.x;

- YcrpolicTBa UTeHUsI CMapT-KapT U paJuoOMETOK: aJanTep KOMIBIOTEPHBIN JJIs CYUTHIBAHUS U
nepenaun B [IK cepuitHix HOMEpOB 0€CKOHTAKTHBIX UaeHTU(UKaTOopoB IronLogic Z-2 USB;

- MaruuTHO-MapKepHas J0CKa;

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecreuyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOUW pabOThl UCTIONB3YIOTCS YUueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNOKEHHBIC IO apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayxn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnwucanue UMeEroNIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTU «MHTepHEeT» U 00eCnednuBaloT JOCTYI B 3JIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaanO-TeXHquCKoe odecneyeHue AUCHUINJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHME AUCHUIUIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ O0y4YarOUIMMHCA C HAPYWIEHHSAMH CJyXa MPEIyCMOTPEHO HCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJACTB
npuema/nepenadn yueOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUEeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha dSKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeAcTBa
npuema/mnepeaadyn yueOHo nHGOpMaIMU B JOCTYIHBIX GopmMax, MOOMIILHON CUCTEMbI OOYyUYCHUSI IS
JIIOJIEN ¢ MHBAIMTHOCTEIO.
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9. OnleHOYHbIE MATEPUAJIbI U METOAHYECKHEe PEKOMEHIANH M0 OPraHUu3alui U3ydeHusl
JUCIUTIINHDBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOUHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPETUICHHBIX 3a AUCIUTIIUHON
KOMITETEHITHI UCIIONIb3YIOTCS OIICHOYHBIE MaTepualbl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI

HaSBaEﬁi}f;;i;iﬁ (rem) cigﬁﬁgfggr;;e ®opmbl kKoHTpoItst | OueHounsie MaTepuaisl (OM)
1 OcHOBHBIE MOHATHUS U OIIK-1, OIIK-2 |Koncnekt [IpumepHbIil nEpeYEHb TEM
MIOJIO’KEHUS 3aLUThI CaMOIIOATOTOBKH | JUIsl KOHCIIEKTOB
uHpOpMaIUU CaMOIIOATOTOBKH
VeIl onpoc / [IpuMepHbIii IEpeYeHb
colecei0BaHNE BOIIPOCOB JJIs1 YCTHOTO
ompoca / codbeceroBaHUs
TectupoBanue IIpuMepHBIii IepeyeHb
TECTOBBIX 3aJaHUI
OK3aMeH [IepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
2 ObecniedueHne 3aIIUTHI OIIK-1, OIIK-2 |KoHcrnekT [IprMepHbIil IEpeUYeHb TEM
nH(bOpMaIlMU B ONEPAIMOHHBIX CaMOINIOJATOTOBKU | ISl KOHCIIEKTOB
cucTreMax CaMONOJITOTOBKHU
YcTHblit onpoc / IIpuMepHBIil IepeyeHb
cobeceroBaHNe BOIIPOCOB ISl YCTHOTO
ompoca / cobeceoBaHUS
Jlaboparopnas Temb! mabopaTopHBIX padoT
pabota
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
3 CpencrtBa OIIK-1, OIIK-2 |[KonHcmekT [IpuMepHBIil mepeyeHsb TeM
KPUITOTpapHUECKON 3aIIUTHI CaMOIOATOTOBKH | JIJIsl KOHCIIEKTOB
uHpOpMaITUN CaMOTIOATOTOBKH
YcTHBIH onpoc / [IpuMepHbIii IEpeUeHb
cobecenoBaHue BOITPOCOB JIJIs1 YCTHOTO
ompoca / cobecenoBaHUs
JlaGopatopHas Tembl 1abopaTOpHBIX paboOT
pabota
TecTtupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepedens 3K3aMeHATMOHHBIX

BOITPOCOB
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4 OO0ecrnieyeHue 3alUThI OIIK-1, OIIK-2  |KoHcnekT [IpumepHbIii nepeueHs TeMm
UH(POPMALINU B KOMITBIOTEPHBIX CaMOIIOATOTOBKH | JUIsl KOHCIIEKTOB
ceTsx CaMOIIOATOTOBKH
VYcrHbI# onpoc / [IpuMepHBIii TIEpeYeHb
cobecel0BaHNE BOIIPOCOB JUIsl yCTHOTO
ompoca / codbecenoBaHUs
JlaGopatopHas Temsbl m1abopaTopHbIX padoT
pabota
TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb K3aMEHAITMOHHBIX
BOIIPOCOB
5 YnpasneHue cpeacrsamu OIIK-1, OIIK-2  |KoHcnekT [IpuMepHBIii IEpeyeHs TeEM
3alUThl UH()OPMAIH CaMOIIOATOTOBKH | ISl KOHCIIEKTOB

CaMOIIOATOTOBKH

YcTHbIH ompoc /

[IpumepHBIil nepeueHb

cobeceoBaHne BOTIPOCOB JJISl YCTHOTO
orpoca / codbeceoBaHHS

JlaGopaTopHas Tembl 1abopaTopHBIX paboT

pabora

TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN

DK3aMeH [TepedeHs sK3aMEHATMOHHBIX

BOITPOCOB

[lkana oneHkH cHOPMUPOBAHHOCTU OTIENbHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OO0y4EeHHUS IO
TUCIUIUIMHE TpUBeaeHa B Tabmuie 9.2.
Tabnuua 9.2 — lllkana oueHku cOPMUPOBAHHOCTH IUIAHUPYEMBIX PE3yJIbTATOB OOYyUYECHHS IO

JAUCIUTLIINHE
®opmynupoBka TpeOOBaHUM K CTeNEHU C(HOPMUPOBAHHOCTH
Orenka bannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYEHHS
3HATh yMETh BIIAJIETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEYTOBJIETBOPUTEIHHO) | MAKCUMAIBHOM | MIIH (hparMeHTapHbIE YMEHUN WU HABBIKOB WJIN
CyMMBI 0aJIIoB 3HAHUS YaCTUYHO (dbparmeHTapHbBIC
OCBOEHHOE MIpUMEHEHNE
yMeHHue HaBBIKOB
3 ot 60% 1o o01111e, HO He B LIEJIOM YCIICILIHO, B LIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYypUPOBAHHbIE HO HE YCHEIIHOEe, HO He
MaKCHUMaJIbHOM 3HAHUA CUCTEMATHYECKU | CUCTEMATHUECKOe
CYMMBbI 0aJIOB OCYIIECTBIISIEMOE MpUMEHEHHE
yMEHHE HABBIKOB
4 (xopor10) ot 70% 1o c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCHENIHOE, HO yCHEUIHOEe, HO
MaKCUMaJIbHOMI OT/IeTIbHbIE cojieprKalue coJieprKaliue
CYMMBI 0ayu1oB | mpoOIeMBbl 3HAHUS OT/IeNIbHbIE OT/I€NIbHbIE
poOeITbl yMeHHe poOeITbI
MpUMEHEHNE
HAaBBIKOB
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5 (oTIM4HO)

>90% ot c(hOopMUPOBaHHEIE | CHOPMUPOBAHHOE YCTICITHOE U

MaKCHMAaJIbHOM CHUCTCMATUYCCKUC YMCHUC CHUCTEMATHUYCCKOC
CYMMBI 0aiioB 3HaHHUA MMPUMCHCHUC
HaBBIKOB

[Ikana KOMIUIEKCHOHM OlleHKH ¢(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIIJIEKCHOM OIIEHKH C(HOPMUPOBAHHOCTH KOMITETEHITHI

OrneHka

®opmynupoBka TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2
(HEyAOBIETBOPUTEIILHO)

He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae

170071

3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHNi. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aeMOI0 3JIEMEHTA COACP KAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WK 00BEKTaM, y3HAeT B
TEKCTaxX, MU300paKEHUAX WIHM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO ero YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM YpoBHE. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEp KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCBMEHHO WM B IEMOHCTPUPYEMBIX
JEUCTBHSIX.
4 (xopo11o) 3HaTh, yMETh, BIAIECTh HA AHAJUMTHYECKOM ypOBHE. 3Has Ha

PEIPOAYKTHBHOM YPOBHC, YKA3bIBATh HA OCOOEHHOCTH M B3aUMOCBS3H
HU3Yy4YCHHBIX O6’beKTOB, Ha UX JOCTOMHCTBA, OIrpaHUYCHUA, UCTOPUIO U
MCPCIICKTHUBLI Pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

5 (OTJIMYHO)

3HaTh, yMETb, BIIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiicsi 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBas CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIUIMHBI, €T0
3HaYUMOCTb B COJIEP>)KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a/IaHUI

1. Kakas ¢aitnoBas cucrtema J0JDKHA OBITH Ha JUCKE, K pecypcaM KOTOPOro HEOOXOIHMO
MIPUCBOUTH KaTETOPHIO KOH(PUICHIINATHHOCTH B Secret Net?

exFAT
UDF
NTES
FAT32

2. Kako#t u3 mapaMeTpoB HE yYHUTHIBAETCS MPU BHECEHUHU YCTPOWCTBA B O€INBIA CIHCOK B

DeviceLock?

Wnentudukatop mpoaykra

W nenTudukaTop mponu3BOAUTEINS
CrtpaHa U3roToBUTEH
CepuiiHblil HOMEp

3. Ilox xakuM ypoBHEM KOH(HIECHIIMAIBHOCTH HEOOXOAMMO BOHTH B CHCTEMY aJIMHUHUCTPATODY,
4yT00BI Secret Net T03BOIHMIIa €My U3MEHSTh MTapaMeTphl ONEPAIMOHHON CHCTEMBI?
Bricmmii (cTporo KoHGUASHIINATBEHO)
Cpennuii (KOHQHUIEHIIHATIHHO)
Husmuit (He KoHGUACHIIATHHO)
AZIMHHHCTPATOPY MOXHO MPOBOJANTH HACTPONHKHU MO/ IFOOBIM YPOBHEM

4. Kakas uHpopManusi He colepkutcs B npoduine, coznaBaemom Ha eToken nns Bxoma B
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ONEPaAlMOHHYIO CUCTEMY?
Jomen

Jlorun

ITuH-xox

[Tapons

5. Kakas u3 Mojenei pa3rpaHuueHus JocTyna He mpuMensieTcs B Secret Net?
JuckpenroHHass MOAEb
ManpgaTtHas MOJIEIb
PoneBast Mmonens
[IpuMeHsrOTCS BCE TTepEYUCIICHHBIC MOCITH

6. Kakum 00pa3zoM mpeaoCTaBUTh MOJHBIN JOCTYN s 000 KJIaBUATYPHI, MOJKIIOYSHHON K
CHCTEME C YCTAaHOBJICHHBIM 3ampeToM JocTyma K usb-nmopram B DeviceLock?
Brectu knaBuatypy B 6enbliii crincok kak Unique Device
BrecTu knaBuatypy B 6enblii crincok kak Device Model
Otximrounts yripasienue goctynom k USB HID B HacTpoiikax 6€301MacHOCTH TPOTrPaMMBI
JIx000i1 U3 IepevrCIICHHBIX BAPHAHTOB

7. Kakyto ocHacTKy Heo0Xx0aAuMO A00aBUTh B KOHCOJIb YIpaBJEHUs, YTOObI MPOBECTH aHAINU3
0€301acHOCTH OTEePAIMOHHON CUCTEMBI?
MonwuTtop IP-6e30macHocTH
CucTeMHbII MOHUTOP
AHanu3 ¥ HacTpoiika 0€30MacHOCTH
PenakTop 00BEKTOB rpyMIoOBON MOJUTHKH

8. Kakoe neiictBrue He GUKCUPYETCS MPHU ayAUTE CUCTEMHBIX COOBITHI?
3armmyck JI€MEHTOB CUCTEMbI 0€30MacCHOCTH
OTKITI0YEHHE 3JIEMEHTOB CUCTEMbI O€30M1aCHOCTH
[IpucBoeHrEe NPUBUIIETHI TTOJIH30BATENIO
H3MeHeHne CUCTEMHOTO BpEMEHH

9. Kakue mpaBa mpenoCcTaBISIOTCS MOJb30BATEII0 IPH MAaHJATHOM Pa3TpaHUYCHUHU JOCTyIa B
ciydae, €CJIM YPOBeHb KOH(UICHIINATLHOCTH (haiia HIKEe YPOBHS CeaHca MOJIb30BaTesI?
3ammch
CMeHa BI1azeiblia
Yrenue
N3Mmenenue paspenieHunit

10. Kako#i rpynmbsl HACTpOEK HET B IIa0JI0HE OE301aCHOCTH?
daitnoBas cucrema
CuctemMHbIE CITy>KObI
[TonuTrka naposeit
[TonuTHKK y4eTHBIX 3anuceit

11. YTo M3 HIKEMEPEUNCICHHOTO SIBJISETCS TPYIION HACTPOEK B 1M1a0JI0HE 0€301acHOCTH?
Otnanka mporpamMm
Coznanue Qaitna moaKavyku
JlokayibHbIE MOJUTHKU
ApxuBanus (ailioB 1 KaTaJoros

12. Kakoro Tuma pe3yiabTaTOB aHaJIW3a MapamMeTpoOB OE30MaCHOCTH ONEPAIMOHHON CHUCTEMBI HE
CyHIECTBYET?
DneMeHT onpeiesieH B 6a3e U B cUCTeMe, 3HAaUCHUS COBIAAAI0T
DneMeHT onpejienieH B 6a3e U B cUCTeMe, 3HaUeHHsI He COBMAIaloT
DneMEHT OTCYTCTBYET B 0a3e U B CHCTEME
DJIEMEHT HE aHATM3UPOBAJICA
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13.

14.

15.

16.

17.

18.

19.

20.

Kaxkue Tumbl 00BEKTOB HE MOTYT MOABEPraThes (PUKCAIUU MPU ayIUTE JOCTYIAa K 00beKTaM?
daiin

Karanor

VYuyerHas 3amuch

Kurou peectpa

B pesynbpTaTe Kakoro AeMcTBUS mporpamMma, 3arperieHHas IpaBuiioM Xelna, OyaeT 3amymieHa?
[IporpamMmy nepeHeciiu B ApyTyIo NanKy

[Iporpammy neperMeHoBaIn

[TporpaMMy U3MEHWIN WM 3aMEHUIIU Ha JPYTYIO0 BEPCHUIO

[IporpamMmMy paspeniuiy nIpaBUiIoOM cepTHU(HUKaTa

C nomo1pio Kakoro mpaBuja B MOJIUTHKE OTPAHUYEHHOTO UCIOIB30BaHUS MPOrPaMM MOMKHO
3aMpEeTUTh 3aITyCK JHOOBIX MPUIOKEHHUH OT OJHOTO MPOU3BOIUTENA?

[IpaBuiom nmyTtu

[IpaBuiom xemra

[TpaBunom ceprudukara

[IpaBuiom 30H HHTEpHETA

[TpuHIHm paboThl KAKOTO pa3penieHns XapaKTepHu3yeTcsi BO3SMOXKHOCTBIO CO3/1aBaTh (pailyibl, HO
HEBO3MOKHOCTBIO UX U3MEHSThH WIH YIAJSTh?

Yrenue

YrteHre 1 BEIOJIHEHUE

3ammch

CHnucoK coIepKUMOro Marku

OTcyTCTBHE HACTPOMKHU MO KAKOMY MapaMeTpy MOKET NMPUBECTH K OECIOIe3HOCTH Mapamerpa
«TpeboBaTh HEMOBTOPSIEMOCTH MAPOJICH» ?

MakcumanbHbIN CPOK AEHCTBUS MAPOIIsS

MunumainbHas JJIMHa Taposis

MuHUManbHBIA CPOK IEUCTBUS MapoIs

[Taponb nomkeH oTBeYaTh TPEOOBAHUSAM CII0KHOCTH

UYem o0yciioBiieHO TpeOOBaHNE HETTOBTOPSIEMOCTH MapOJIeii?
[Taponb He JOMKEH MOBTOPSATH JIOTUH MOJIb30BATENS

VY Bcex moJib30BaTeNeH TOJDKHBI OBITh Pa3HbIE apOIu
[Taponb 10oJKeH OTIIMYAThCS OT HECKOJIBKUX MPEIbITYIINX
B napose He 10mKHO ObITh OJJUHAKOBBIX CETMEHTOB

Kaxkas u3 mepeunciaeHHbIX BO3MOXKHOCTEH JocTynmHA aaMuHUCTpatopy eToken?
Nuannuanuszanus eToken

[TpucBoenne nmenn eToken

3amats HoBRIM PIN-ko1 eToken, ecnu moas30BaTens 3a0511 €10

[Tpocmotp conepxumoro eToken

Kako#t tunm ayaura B DeviceLock ¢ukcupyer Bce MOMBITKH MOCTyIa, KOTOphIE OBIIH
3a0JI0KUPOBaHBI?

Aynur ycnexa

Aynut pazpenieHuin

Aynur 3amnpera

Aynur oTkaza

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

. OCHOBHBIE TpynIibl MEXaHHU3MOB 3allIUTHI ONICPAIUOHHBIX CUCTEM; OCHOBHBIC q)yHKI_II/II/I OTHUX

MCXaHU3MOB.
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10.

11.

12.
13.
14.
15.
16.
17.

18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

Nk WD

XN b WD —

. lIpouenypsl maentudukanuu, ayreHTUGUKaLUU, aBTopusanuu. OnpeneiaeHue, MPUHIIUI

IECUCTBUA.

. AyTtenTudukanus ¢ UCHoJb30BaHUEeM naposieil. [IpuHIun aeficTBUs, BapUaHTHl peaau3allui,

HEJOCTATKH.

. Yrpo3sl NpeoiojieHus MapoibHOM 3amuThl. TpeOoBaHUS K MapoJsaM IS YBEIUYEHUS UX

CTOUKOCTH.

. Aytentudukanus npu nomomu ¢uzndeckoro odwvekta. [IpuHUMD neilcTBUs, BapuaHThI

pcanunsanunu, HEAOCTATKU.

. AytenTudukanus npu noMouuy OuomMeTpuyeckux cucteM. [IpuHuun nercTBUs, BApUaHThI

peain3anuy, HeI0CTaTKH.
3aayi MEXaHU3MOB YIIPABICHHSI JOCTYIIOM.

. [IpuHIUOBI TUCKPEHMOHHOTO yIpaBieHus noctynoM. [IpeumyimiectBa U HeJOCTATKHU

JTIUCKPELUOHHOU MOJIEIIH.

. [IpuHIMOB MaHJATHOTO ympaBieHus noctynoM. [IpeumyiiecTBa U HEIOCTATKU MaHAATHOMN

MOJIETIH.
Cnoco6bl obecreyeHus: 3aMKHYTOCTH NMPOTPAMMHOM cpefibl. JJOCTOMHCTBA U HEAOCTATKH 3TUX
METO/IOB.

VYpoBHH 6€30MaCHOCTH U MpaBHIIa MOJUTUKHA OTPAHUYEHHOTO HUCIOIb30BaHus nporpamMm B OC
Windows. [IpuopurteTsl HCTIOJIb30BAHUS TTPABUIL.

Crioco0sI pasrpaHUYEHHS IOCTYyTa K yCTPOHUCTBaM. THIIBI MPaB IOCTYyMa K YCTPOMCTBAM.

benbrit ciucok ycTpoicTB 1 CrTOCOOBI €70 TPUMEHEHUSI.

AyIuT B oniepalMOHHBIX CUCTEMAaX. 3aJjauu ayauTa.

CoOwrTHs, nogsepraemeie ayauty B OC Windows.

Cocras ma6mnona 6e3onacHoctu B OC Windows.

3amaun, peniaemMble ¢ UCMOJIb30BAHUEM OCHACTKU «AHallM3 M HAacTpoWKa 0€30MacHOCTH» B
Windows.

Kakwue nporokoibl nogaepxxusaet [1S?

Uto takoe HTTP-cepBep?

Urto takoe FTP-cepsep?

Yro takoe VPN?

Kakue cyiiecTByt0T ypoBHHM NPOTOKOJIOB 3alIMIIEHHOTO KaHaia?

ITo xakomy mapameTpy 00bI9HO KinaccupuupyotT VPN?

Yem oTIIMYAIOTCS BUPTYaJIbHbIE MAIIUHBI IS CEpBEpa U KIueHTa?

Kakwue tunel kimoueit ecte B OpenVPN?

Uto Takoe (aityioBbIii KOHTEHHEP?

Yem oTauvaeTcsi CKPBITHI TOM OT 0OBIYHOTO?

Jnst yero HeoOXoAMMAa OUHMCTKA JUCKA IPU MIU(PPOBAHUU CUCTEMHOT'O AUCKa?

Urto Takoe kpuntonpoBanaep?

9.1.3. IlpuMepHbBIii NepeYyeHb TeM ISl KOHCIIEKTOB CAMOINOAT0TOBKH

BupryanbHble MalIMHbI

VYupasnenue pecypcamu B OC Windows

VYnpasienue cucteMHbIME ciyx06amu u porieccamu B OC Windows
Kpunrorpaduueckas 3ammura 00bexToB (aitnosoit cucremsl B OC Ubuntu
BbICOKOYpOBHEBBIE CETEBbIE CITYKOBI

9.1.4. [IpuMepHbIii NepevyeHb BONMPOCOB /IJisl YCTHOTO ONpoca / codeceq0BaHUs

OxapakTepu3yiTe JUCKPELIMOHHYIO MOJIEJb YIPABICHUS TOCTYIIOM.

TpeboBanwms CIIOKHOCTH K MApOIBHON 3amuTe. MUHUMaIbHBIC TPEOOBAHMS K TTAPOJTIO.
[TonuTuka OrpaHUYEHHOTO UCIIOJIb30BAHUSI IPOTPAMM.

Anroput™m paboTsl mudpoBanHOH (HaitstoBoit cuctemMbl Windows.

CuMMeTpuYHas U aCUMMETPUYHAsI KPUIITOCUCTEMBI.

DJIEKTPOHHAs MOJIMKCH.

JlomeH.

VY naneHHbli TOCTYII.

OIIHOpPaHTOBBIE CETH.
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9.1.5. Tembl 1a00paTOPHBIX padoOT

AnmunucTpupoBanue yueTHsix 3anuceit B OC Windows

JMCKpeMOHHBI MEXaHU3M pa3rpaHHueHUs JOCTyMa K (paitmoBsIM 00BEKTaM

Pasrpannuenue 10ocTymna K 3amycKy NporpaMMHOTO 00ecreueHus

Ayaut coObITHI1 6€30MaCHOCTH ONEPALIMOHHON CUCTEMBI

AHanu3, HacTpoWKa U KOHTPOJIb 1IETIOCTHOCTH MapaMeTpoB 0€30MaCHOCTH MOJCUCTEMBI 3aIUThHI

MmuorodakTopHas ayTeHTU(UKALKS C TTOMOIIBIO PU3NIECKOTO 00BEKTa

Pasrpannuenue nocTymna K ycTpoiicTBam

ManaaTHbIM MeXaHU3M pa3rpaHUueHuUs JOCTyMa K (pailmoBsIM 00BEKTaM

Pasrpannuenue 10ocTymna K 3amycKy NporpaMMHOTO 00ecreueHus

Ayaut coObITHI1 6€30MaCHOCTH OMEPALIMOHHON CUCTEMBI

. YmpaBrneHue cucTeMHbIMU city>k0amu u porieccamu B OC Windows

. Kpunrorpaguueckas 3amura o0bekToB ¢aitnosoit cuctemsl B OC Windows

. [Ipumenenue mudpoBaHus U AEKTPOHHOMN MOJIUCH B 3JIEKTPOHHOM JOKYMEHTOO00pOTE

. [IpumeHeHne KpUNTOMPOBaiiIepOB HA AaBTOMATH3UPOBAHHOM pabodyeM MecTe

. [Ipumenenue cpeacTB kpuntTorpaduueckoil 3amuTel HHGOPMALUM HAa aBTOMATU3UPOBAHHOM
paboueM MecTe

16. N3ydeHue GyHKIUI yIOCTOBEPSIOMIETO IEHTPA

17. OgHOpaHTOBBIE CETH

18. Hactpoiika nomeHna Ha npumepe Active Directory

19. DLP-cucremsl

20. MexceTeBble SKpaHbl

21. BupTtyanbHble 3alIUIIEHHBIE CETH

22. IlpumeHeHue CpeiCTB 3alUThl HHGOPMAUU AJsl KOHTpoIis 1enoctHoctu OC

23. lenTpanu3zoBaHHas 3allUTa OT BUPYCOB B JIOKAJILHOM ceTH

_.
SN N B WD —

—_ e = =
DA W=

9.2. MeToanueckne peKOMEeHIa N

VY4eOHbIil MaTepuan u3naraercs B (Gopme, mpenamnoiaramiieii caMoCTOATEIbHOE MBIIICHHE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHAs paboTa CTyAEHTOB UIPAET PEIIAIOILYIO POJIb
B XO/I€ BCETr0 Y4eOHOro mporecca.

Hauatp uzydeHue AuCHHUIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMmoi, CIuCKOM
y4e0HO-METOUYECKOTO U IporpaMMHOro obecnedeHusi. CamocTosiTenbHas padoTa CTyJ€HTa BKIOYAeT
paboTy ¢ yueOHBIMM MaTepuajliaMH, BBIIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHUH, MPEAYCMOTPEHHBIX
y4€OHBIM IIJIaHOM.

B npouecce nzydeHus: IUCUUILIMHBI JUIsl Ty4YIIEr0 OCBOEGHUS MaTepHraia He0OX0IUMO PEryJIipHO
oOpamaTbCcsi K pEKOMEHAYEMOW JUTEpaType M MCTOYHUKAM, YKa3aHHbIM B y4eOHBIX MaTepuanax;
M0JIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailte YHuBepcutreTa o0pa3oBaTeIbHBIMU pecypcaMu
AJIEKTPOHHO-OMOIMOTEYHON CHCTEMBI, @ TAKXKe OOIIEAOCTYITHBIMUA HHTEPHET-TIOPTAIAMH, COJCPKAIUMHI
HAay4YHO-TIONYJSPHbIE U CIELUAJIU3UPOBAHHBIE MaTepHasbl, MOCBSIIEHHBIE PAa3JIUYHBIM acHEKTaM
y4eOHOW AMCLMILIUHBI.

[Ipu caMoCTOATEILHOM U3YYEHUU TEM CIIEAYHTE PEKOMEHIAIMSIM:

— YTEHHME HUJHM NPOCMOTP MaTepuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOMN s
WHAUBUAYAIbHOTO TTOHUMAaHUS U OCBOEHMS MaTepuaja, BblJENsisi OCHOBHbIE UJEH; HA OCHOBAHUHU
M3yUYEHHOT'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKH;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UJIM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HAYEHUE /71l IOHUMaHUS JajJbHEHIIero MaTepuana;

— OCMBIC/IMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEYANTE HAa MPEJI0KEHHbBIE BOIIPOCHI.

CryneHTsl MOTYT MOJy4aTh HHAUMBUIyaIbHbIE KOHCYJIbTALMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEKOMMYHUKALUH.

[To gucuuniIMHEe MOTYT MPOBOAMTHLCS OMOJHHUTEIbHBIC 3aHATHSA, B T.4. B (hopme BeOMHAPOB.
Pacniicanue BeOMHAPOB W 3amUCH BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3IeKTPOHHOM
KypHaJIE M0 TUCLUILUINHE.

9.3. TpeGoBaHUs K OLIEHOYHBIM MaTepPHUAJIaM JJIsl JIUL ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMU
310POBbSI M MHBAJTH/I0B
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Jns oW ¢ OrpaHUYEHHBIMH BO3MOJXKHOCTSIMH 370pPOBBSI U WHBAJIUJIOB TPEIYCMOTPEHBI
JOTIOJTHUTEIBHBIE OIEHOYHBIE MaTepPHAJIbl, MEpEeUeHb KOTOPHIX yKa3aH B Tabiuie 9.2.

Tabnuna 9.2 — JlomoJHUTENbHBIE MaTEpHaNbl OINCHUBAHUSA JUISA JIMI C OTPaHUYCHHBIMU
BO3MOKHOCTSIMH 3JIOPOBBSI M1 MHBAJIUIOB

Kareropuu o0y4aromuxcs

Buasl 1ooIHUTENBEHBIX OLIEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOyUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, Onpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO arapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITeNIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpenmyiecTBEHHO
JUCTaHIMOHHBIMU METOIaMH

C orpaHu4Ye€HHUSIMHU 110
o01IeMe IUIINHCKUM
MOKa3aHHUIM

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJBbHBIE pabOTHI,
YCTHBIE OTBETHI

[IpenmyiiiecTBEHHO MPOBEpPKa
METOJIaMH, OMPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKU

9.4. MeToauueckue PE€KOMEHIAUHA MO OMCHOYHBIM MaTepuajaamM AJdA JUIl ¢ OrpaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJIN/I0B

I[J'IH JMLg € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOoCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B mieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2NIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTEHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOIA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M MHBAIHAAM yBEIUYMUBAETCS BpeMs Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
noctynHasi popma nmpeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUs, @ UMEHHO:

— INMCHbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHOIB30BAHUEM YCIYT ACCUCTEHTA;

— IpEeJCTaBJICHNE OTBETOB YCTHO.

[Ipouenypa oleHUBaHUS PE3YyJIbTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMU
30POBbS U MHBAIHAOB MO AUCHUILIMHE MPEIycMaTPUBAET MpeaocTaBleHne nHpopmauu B popmax,
aJIaNTUPOBAHHBIX K OTPAHUYEHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMAIIUU:

Jst M1 ¢ HAPYIIEeHUsIMU 3PeHHUst:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTrMueHHBIM HIpUdTOM.

Jst M ¢ HAPYIIEHUsIMHU cJiyXa:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B IIeYaTHOM (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeYaTHOM (opme.

HpI/I H606XOI[I/IMOCTI/I JI JIUL € OTPAaHMYCHHBIMHU BO3MOXHOCTAMHU 340POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.
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