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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI
1. M3ydeHne B3aMMOCHUCTBUS YCTPOUCTB U KOMMYHHKAIIMOHHBIX MPOTOKOJIOB, HCTIOJIB3YEMBIX B
CUCTEMaX CBSI3H, a TAK)KE MPOTPAMMHOT0 00ECIICUCHHUS, PEATU3YIONIETO 3T MPOTOKOJIBI B OTIEPAIIMOHHBIX
cHCTEMAX OOIIErO MMOJIL30BAHNUSL.
1.2. 3apauu AMCHHUILIHHBI
1. Wzydyenue monenu oTKpbITOrO ceTeBoro B3aumopaeicTeus (OSI) u crexa mporokosio TCP/IP.

2. OcBoeHune mporpaMMHOTO 00eCTICUeHUS JIJIsl CUMYJISIINK CETEeH Mmepeayu TaHHbIX.
3. H3ydeHue NpUHIMIIOB pabOThl MEKCETEBBIX YCTPOUCTB (KOMMYTATOPOB M MapIIPyTU3aTOPOB).

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Hnnexce nuciummmasl: b1.B.J1B.03.01.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBetcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):

Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WMHauKaTOpsl JOCTHKEHUS [Tnaaupyembie pe3yabTaThl O0yUeHUS 110

KOMIICTCHIIN JUCHUITIINHE

Komnerenius

YHuBepcaibHble KOMIIETEHIIUH
Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIUH
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ITIKP-5. Ciocoben
OCYILECTBISATH KOHTPOJIb
WCIIOJIb30BaHUS U
OIICHUBATh
MIPOU3BOAUTEIHHOCTD
CETEBBIX YCTPOUCTB U
MIPOTrPaMMHOTO
obOecrieueHus 1JIst
KOPPEKLUU
MIPOU3BOAUTEIHHOCTH
CETEBOMU
UHPPACTPYKTKPHI
WH(POKOMMYHHUKAIIMOHHO
W CUCTEMBI

[TIKP-5.1. 3naer oOuiue
MIPUHITUTIBI
(YyHKIIMOHUPOBAHUA,
APXUTEKTYpY anmnapaTHbIX,
MIPOTrpaMMHBIX U
MIpOrpaMMHO-annapaTHbIX
CPEACTB AIMUHUCTPUPYEMOU
CEeTH; MPOTOKOJIBI PA3IIUYHBIX
YPOBHEW MOJIEIIH
B3aUMOJICCTBUS OTKPBITHIX
CUCTEM.

3naer crek nmpotokosioB TCP/IP u oOmue
IMPUHIUIIBI KOMMYTalluid U MapuIpyTHU3alu.

IIKP-5.2. YMmeeT
MOJIb30BaTHCS HOPMATHUBHO-
TEXHUYECKON JOKYMEHTaIuen
B o0JIacTH
WH()OKOMMYHHUKAITMOHHBIX
TEXHOJIOTHH.

VYMeeT oIb30BaThLCA TEXHUUECKOU
JIOKYMEHTaIIUEH.

IIKP-5.3. YMmeer
HCII0JIb30BaTh COBPEMEHHBIE
METO/bl KOHTPOJIS U
HCCIIeIOBaHUS
MIPOU3BOAUTENBHOCTH
MH(POKOMMYHHUKAIIMOHHBIX
CHCTEM.

YMeeT NpoBOIUTH JUArHOCTUKY
KOMIIBIOTEPHOU CETH.

[TIKP-5.4. Bnaneer HaBbIKaMH1
WCCIICTIOBAHMSI BITUSTHHS
IIPWIOKEHUN Ha
POM3BOIUTEILHOCTh
CETEBBIX YCTPOUCTB U
POrPaMMHOTO O0eCTICUeHUS
AJIMAHUCTPUPYEMBIX CETEBBIX
YCTPOUCTB MH(OPMAIIOHHO-
KOMMYHHUKAIIHOHHBIX CUCTEM,
(uUKCcaIuIo OIEHKH
TOTOBHOCTH CHCTEMBI B
CHEIHaTbHOM JIOKYMEHTE.

BHaI[eeT HaBbIKAMHA aHaJH/I?;I/IpOBaHI/ISI
TpauKa KOMIBIOTEPHBIX CETEH C IIOMOIIIBIO
CIEIUAIM3UPOBAHHOTO MTPOTPAMMHOTO
oOecrieyeHusl.
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ITKP-6. Criocoben
OIICHUBATH IMAPaAMETPHI
0e30IaCHOCTHU U
3aIUIIATh MPOTrPAMMHOE
00ecCICUCHHE U CETEBEIC
YCTpOWCTBA
aIMUHUCTPUPYEMOU
CETH C MOMOIIBIO
CIICIUAIBHBIX CPEJICTB
yIpaBIICHUS
0e301aCHOCTEIO

[TIKP-6.1. 3Haer apxXuTexTypy,
IIPOTOKOJIBI U 00LIHE
TPUHIAIIBL
(YyHKIIMOHUPOBAHUS
anmapaTHbIX, IPOTPAMMHBIX U
IPOTPAMMHO aIMapaTHBIX
CPEACTB AIMUHUCTPUPYEMOU
CeTH.

3naet nportokoissl Moaenu TCP/IP, nonnmaer
MEXaHMU3M paboThl KOMMYTaTOPOB U
MapIIpyTU3aTOPOB.

IIKP-6.2. 3HaeT OCHOBHBIE
MIPUHITUTIBI,
Kpunrorpaduieckue
MIPOTOKOJIBI U IPOTPaMMHBIE
cpeacTBa o0ecreueHus
nH(OpMAITMOHHOM
0€30IaCHOCTH CETEBBIX
YCTPOMCTB.

3HaeT OCHOBHBIE YTPO3bl 0€30MMaCHOCTH CeTel
U CPEJCTBA 3aIIUTHI.

ITKP-6.3. YMmeeT npuUMeEHSITH
IIPOrpaMMHBIE, allllapaTHBIE U
IIPOrpaMMHO-aIapaTHbIE
CPEJIICTBA 3aLIUTHI CETEBBIX
YCTPOMCTB OT
HECaHKLMOHUPOBAHHOIO
JoCTyma.

YmeeT paboTaTh C MPOTOKOJIAMHU yAaJICHHOTO
noctyna Telnet u SSH.

IIKP-6.4. ITons30BaThes
HOPMAaTUBHO-TEXHUYECKON
JIOKyMEHTaIuel B o0macTu
oOecrneueHus
UH(POPMALMOHHOM
0e30macHOCTH
WH(POKOMMYHHUKAIIMOHHBIX
CHCTEM.

OpueHTupyercs B TEXHUYECKOU
JOKYMEHTAIH, Kacalonencs: 6e30nacHOCTH
MH(POKOMMYHHUKAITUOHHBIX CUCTEM.

IIKP-6.5. Bnageet HaBRIKaMU
U CpEJICTBaMH YCTaHOBKH U
yIpaBlIeHUs
CHenualn3upoBaHHBIMU
MPOrPaMMHBIMH CPEICTBAMHU
3aIUTHI CETEBBIX YCTPOUCTB
aIMUHUCTPUPYEMOU CETH OT
HECaHKIIMOHUPOBAHHOTO
JOCTyTIA.

Brnageet HaBbIKaMu KOH(GUTYpPUPOBAHUS
yAaJIeHHOT0 JoCcTyna 1o npoTokoiam Telnet u
SSH B ceTeBBIX CUMYJISITOpPAX.

4. O0beM TMCUMIIMHBI B 324€THBIX eJUHUILIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroimuxcsi ¢ npenojaasarejieM
1 HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO61mmas TpyA0eMKOCTh AUCHUIUIMHBI COCTABISAET 4 3a4eTHBIX eUHUIL, 144 akaJeMHUYeCcKUX 4acoB.
Pacnpenenenue Tpya0eMKOCTH TUCLUUILIMHEI 110 BUAAM YYEOHOU JAeATEIbHOCTH MPEICTABICHO B

tabiuue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh JUCIHUILIMHBI [0 BHAaM y4eOHOW AesITeIbHOCTH
o Bcero |Cemectpsl
Bunel yueOHOI nesTenbHOCTH
4JacoB |7 cemecTp
KonTakTHas ayniuTopHasi padoTa 00y4alnuxcs ¢ MpenojaaBarejieM, BCero 8 8
4
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CamocrositenpHas padoTa 1o pyKOBOACTBOM IPETOIaBaTes 6 6

KoHTponbHbIe paboThI 2 2

CamocrosiTeibHas padoTa 00y4alOIIUXCs, B T.4. KOHTAKTHasI 132 132

BHeayIUTOPHas padoTa 00y4yarommxcs ¢ mpenojaBaresieM, BCero

CamocTtosTenbHOE U3YYCHHE TEM (BOIIPOCOB) TEOPETHUECKON YacTh 100 100

JUCHUITIINHBI

[ToaroToBka K KOHTPOJIBHOM paboTe 32 32

IHoaroroBka u caavya 3avera 4 4
OO0mas Tpya0eMKOCTh (B 4acax) 144 144

Oo6mas TpynoeMKkocTh (B 3.€.) 4 4

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CtpykTypa IUCHUIUIUHBI IO pa3aenaM (TeMam) W BUJaM y4eOHOU JesSTeNTbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pazaenst (TeMbl) AUCHUIIIMHBL U BUIBI YUEOHOH IeATEIbHOCTH

HazBanus pasnenoB (Tem) Kontp. | CPII, | Cam. Beero wacos (663’ dopmupyemsble
JUCIUTLIAHBI pao. 4. |pal.,u HPOMERYTORHOU KOMIIETEHIINH
aTTECTAIUN)
7 cemecTp
1 O01Iasg MOAEbL CETEBOTO 2 2 32 36 IIKP-5, IIKP-6
B3aumoaencTeus. CeMelcTBO
nportokosio TCP/IP
2 CereBOl ypOBEHb CTEKA 2 36 38 [IKP-5, IIKP-6
TCP/IP
3 TpaHcnOpTHBIN YPOBEHb CTEKa 1 32 33 [TIKP-5, ITKP-6
nportokosioB TCP-IP.
4 Ilpuknagusie cepucsl TCP/IP 1 32 33 [IKP-5, IIKP-6
Hroro 3a cemectp 2 6 132 140
Uroro 2 6 132 140

5.2. Coaep:xanue pa3esoB (TeM) TUCHUNIMHBI

Copnepxanue pa3eiioB (TeM) JUCIUTLIMHBI IPUBEICHO B Tadymie 5.2.
Tabmuma 5.2 — Coneprkanue pas3ienoB (TeM) TUCITUTLUIHHBI

HaszBanus pasaenos CPI1, dopmupyemble
Copep:xanue pa3aenoB (TeM) JUCIUTLTIHBI
(TeM) TUCHUILIAHBI q KOMITIETCHITUHN
7 cemecTp
1 O0wasg Moaeis Cepguc, npenoctapisieMbiii TCP. 3aronoBok 2 IIKP-5, TIIKP-6
CETEBOI'0 TCP. Ycranosinenne TCP-coeqnueHust.
B3aUMOJICUCTBHS. 3aBepienue TCP-ceanca. Coctosinue TCP-
CeMeicTBO MPOTOKOJIOB |CeaHca.
TCP/IP HUroro| 2
2 CereBol ypOBEHb Crpykrypa makera nmporokosna [P. Turbr 2 [TIKP-5, [TKP-6
creka TCP/IP anpecoB B cersix creka TCP/IP. Ctpykrypa u
tunsl [P-anpecos. Iloxcern.
Hroro 2
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3 TpancnopTHbIiI Cepsuc, npenocrasisiembiii TCP. 3aronoBok 1 [IKP-5, ITKP-6
YPOBEHb CTEKA TCP. Ycranosnenue TCP-coennuenus.
npotokosoB TCP-IP. 3asepmenne TCP-ceanca. Cocrosinue TCP-
ceaHca.
HUroro| 1
4 ITpuxnaausie cepBuckl |IIporoxon FTP. IlpencraBnenue qaHHBIX. 1 [IKP-5, ITKP-6
TCP/IP Komanas! FTP. FTP otknuku. Ynpasinenue
COCIMHEHHUEM.
Uroro 1
Hroro 3a cemectp| 6
HUroro| 6

5.3. KonTposabHbie padoThI

Bupl KOHTPOJIBHBIX Pa0OT M Yackl HA KOHTPOJIbHBIE pabOThHI MPUBEIEHBI B Tabmue 5.3.
Tabmuma 5.3 — KontpoasHbie paboThl

No .. Buibl KOHTPOJIBHBIX padbOT TpynoemkocTs, 4 PopmHpyembIe
KOMIIETEHIINH
7 cemecTp
1 |KontposbHas paboTa ¢ aBTOMaTH3UPOBAHHOM 2 [IKP-5, IIKP-6
MIPOBEPKOI
Hroro 3a cemectp 2
Hroro 2

5.4. JlabopaTopHbIe 3aHATHS
He npegycmoTpeHo y4eOHbIM MJIaHOM
5.5.KoHTpOJIb caMOCTOATEIbHOI PadoThI (KYpPCOBOM NMPOEKT / KypcoBasi padora)
He npenycMoTpeHO yueOHbIM [IaHOM
5.6. CamocTosiTeqIbHAs1 padoTa

Buasr camocTosiTenbHOM paboThI, TPYIOEMKOCTh U (POPMHUPYEMbIe KOMIIETEHIIMH TTPEJICTABICHBI B
Tadmie 5.6.
Tabnuma 5.6. — Buasl camocTosTeIbHON paboThl, TPYJA0EMKOCTh M (hOPMHUPYEMBIE KOMIETEHITUN

Hasanus pasnenos | Buasl camocrosrensHon | Tpynoemkocts, | @opMupyemsle
@OpMBI KOHTPOJIA
(TeM) AUCHUTUIMHBI paboThI q KOMIIETEHITUN
7 cemecTp
1 O0was Moaeis CaMOCTOSTEILHOE 24 IIKP-5, TIKP-6 | 3a4éT c O11eHKO,
CETEeBOI0 U3y4YeHHE TeM (BOIIPOCOB) TecTupoBanue
B3aUMO/ICHCTBHSI. TEOPETHYCCKOM YacTu
CemeiicTBO UCLUIITUHBI
npotokonoB TCP/IP |TToaroroska 8 IIKP-5, IIKP-6 Kontpoinbhas
KOHTPOJILHOHM paboTe pabota
HTtoro 32
2 CereBoli ypoBeHb |CaMOCTOSITENIbBHOE 28 IIKP-5, TIKP-6 | 3a4éT c O11eHKO,
creka TCP/IP U3y4YeHHE TeM (BOIIPOCOB) TecTupoBanue
TEOPETHYCCKOM YacTu
JTUCITUTUTUHBI
[Togroroska k 8 IIKP-5, TIKP-6 KonTponsHas
KOHTPOJILHOHM paboTe pabota
Hroro 36
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3 TpancnopTHbIiI CamocrosiTensHOe 24 [TIKP-5, [IKP-6 | 3auét ¢ onieHKOH,
YPOBEHb CTEKA u3yuyeHue TeM (BOIpocoB) TectupoBanue
npotokosioB TCP-IP. | Teopernyeckoii yactu
JUCIUTUTUHBI
IloaroroBka x 8 IIKP-5, IIKP-6 KonTposnbnas
KOHTPOJIBHOU paboTe pabora
Hroro 32
4 IpuxnaaHbie CaMOCTOSITEIbHOE 24 IIKP-5, IIKP-6 | 3a4éT c O11eHKOH,
cepsucsl TCP/IP u3yuyeHue TeM (BOIpocoB) TectupoBanue
TEOPETUYECKOUN YaCTH
JUCIUTUTUHBI
TloaroroBka x 8 IIKP-5, IIKP-6 KonTposnbnas
KOHTPOJIBHOU paboTe pabora
Hroro 32
Uroro 3a cemectp 132
TloaroroBka u cmavua 4 3ayeT ¢ OIEeHKOHI
3aueTa
Hroro 136

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUIIMHBI,
1 BHJIOB Y4eOHOM 1esiTeIbHOCTH

CooTBeTcTBUE KOMIETEHIUH, ((OPMUPYEMBIX NMPU U3YyUYCHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYECHUH TUCIMILUINHBI, U BUIOB

3aHATHI
Dopmupyemsbie Bunbl yueOHoM nesTeIbHOCTH
DopMBI KOHTPOJIA
KOMIIETCHIINH Kont.Pa6. | CPII | Cam. pa6.
[TKP-5 + + + 3auér ¢ onenkoi, KontponpHas pabora,
TectupoBanue
ITKP-6 + + + 3auér ¢ ouenkoi, KonrponbHas pabora,
TectupoBanue

6. PeifTuHroBasi cucreMa JJisi OlEHKH yCIIeBAEMOCTH 00y4ar0uXCs
PeittuHroBast cuctema He UCIOJIb3YETCS
7. Y4yeOHO-MeTOoAMYECKOEe U HH(POPMALMOHHOE 00ecnieyeHrue TUCIHILINHBI
7.1. OcHoBHas1 JUTEpPaTYpa

1. Pakutus, P. IO. Komnbiotepusie cetn : yuebnoe nocodue / P. FO. Pakutun, E. B. Mockanenko.
— bapuayn : Aatl'T1Y, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — TekcT : anekTpoHHbIH // JIaHb :
3NEKTPOHHO-OUOIMOTEeYHas cucteMa. JJocTyn U3 TUYHOro KabuHeTa CTyAeHTa. [ DIEeKTPOHHBIN pecypc]:
— Pexxum poctyna: https://e.lanbook.com/book/139182.

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. T'puropenxo, B. M. BeluuciaurenbHble cUCTEMBI U C€TH. JIOKalbHbIE KOMIIBIOTEPHBIE CETH :
yae6Hoe nocobue / B. M. I'puropenko. — Cankr-IlerepOypr : CIIOI'Y T'A, 2015. — 120 ¢. — Texer :
ANEKTPOHHBIN // JIaHb : 3NeKTpOHHO-OMOIMOTeUHast cucTeMa. JlocTyn U3 TUIHOro KaOWHeTa CTyACHTA.
[DnmexTpoHHEI pecypc]: — Pexxum goctyma: https://e.lanbook.com/book/145260.

2. Omudep, Buktop I'puropseBud. Komnbiorepusie ceTu: [I[pUHIUTIBI, TEXHOJIOTHUHU, TPOTOKOJHI :
yueOHuK Juist By30B. - CII6. : [IUTEP , 2013. - 944 c. (nanmuune B 6ubmmoreke TYCVYP - 20 3k3.).

3. Tanen6aym, Ouapro. KommnetorepHsie cetH : HayuHoe uzganue. - CII6. : [IMTEP , 2013. - 960 c.
(manuuue B 6udnuoreke TYCVYP - 15 3k3.).
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7.3. YueOHO-MeTOANYECKHE TTOCOOHS
7.3.1. O6s13aTeIbHBIC YUeOHO-METOAMYECKHEe M0Co0ust

1. IIporpaMMHoO-amnmapaTHble CpECTBA CUCTEM CBS3U: METOAMYECKUE YKA3aHUS 110 IIPOBEICHUIO
MPAKTUYECKHUX 3aHATUN U OpraHU3aluu caMoCTOsATeNbHOM paboTel / P. P. AGenos - 2014. 21 c. JJoctyn
M3 JUYHOTO KaOWHeTa CTyJaeHTa. [DIeKTpoHHBIH pecypc]|]: — Pexum pgoctymna:
https://edu.tusur.ru/publications/3822.

7.3.2. Y4eOHO-MeTOaAUYEeCKUE MOCOOU A5 JUII
€ OrPAaHUYE€HHBIMHU BO3MOKHOCTSIMH 3/I0POBbSI M1 HHBAJIHI0B

Y4eOHO-MeTOINYECKUE MaTEPHAIIbI ISl CAMOCTOSITEIBHON U ayAUTOPHOI pabOThl 00yJaromuXxcs
W3 YHUCJIA JIUI] C OTPaHUYCHHBIMH BO3MOXXHOCTSIMH 37I0POBbSI M HHBAJIUIOB MPEIOCTABIAIOTCS B opMax,
a/IalITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBBS U BOCTIPHTHS HHPOPMALINH.

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st i1 ¢ HApYLIEeHHUsIMU OTIOPHO-BUTaTeJIbHOI0 anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

7.4. UHoe yueOHO-MeTOANYECKOE o0ecnedeHne

1. boromonos, C. U. I[lporpamMMHble CpeACTBa CUCTEM CBSI3U [DJIEKTPOHHBIA pecypc]:
anextpouHsiid kKype / C. U. boromonos. — Tomck : @10, TYCVYP, 2019 (noctyn u3 nuyHOrO KabuHEeTa
CTYJICHTA) .

7.5. CoBpeMeHHbIe TPo(eccuoHATIbHbIE 0a3bl JAHHBIX
U MHGOPMAIHOHHBbIE CTIPABOYHbIE CHCTEMBI

1. [Ipu u3ydeHUU NUCHUIIUHBI PEKOMEHAYETCS 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. OBC «¥OpaiiT»: BUpPTyadbHbII YUTATBHBIN 3271 yUeOHUKOB U YY€OHBIX ITOCOOMIT OT aBTOPOB
n3 Beaymux By30B Poccum (https://urait.ru/). Jloctyn u3 nuaHoro kabuHeTa CTyACHTA.

3. OBC «Jlanby»: 371€KTPOHHO-OMOINOTEYHAS CUCTEMA U3/IaTeIbCTBA «JIaHb
(https://e.lanbook.com/). JlocTym u3 1uuHOTO KaOWHETA CTYACHTA.

8. MaTepunanbHo-TeXHHYECKOE U MPOrPaMMHOe o0ecneyeHne TUCIUNTHHbI

8.1. O6uue TpeGoBaHUsI K MaTePHATbHO-TEXHUYECKOMY M IIPOrPAMMHOMY 00ecre4eHHI0
AUCHUTIIAHBI

Y4ueOHBIE ayqUTOPHU IS NMPOBEACHUS 3aHATHH J1a0OpaTOpPHOrO THUMA, TPYNIOBBIX H
WHAUBUYAJIbHBIX KOHCYJIbTAlM{, TEKYIIETO KOHTPOJISI M MPOMEXKYTOUYHOW aTTECTAlHH, IS
CaMOCTOSITENIbHOM pabOThl CTYJEHTOB

634034, Tomckas obnacts, T. Tomck, Bepmmnuna ynuna, 1. 74, 207 ayn.

Onucanue nMerolerocss 000pya0BaHus:

- Beb-kamepa - 6 mt.;

- Haymnuku ¢ MUKpopOHOM - 6 1IT.;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PabGouee mecTo mpenogaBaress.

[IporpamMmHoe obecrieueHue:

- 7-Zip;

- Google Chrome;

- Kaspersky Endpoint Security gns Windows;

- LibreOffice;

- Microsoft Windows;
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8.2. MaTepua/IbHO-TeXHNYECKOE M MPOrpaMMHOe o0ecreyeHue 1Jisi CAMOCTOSATEIbHOI padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 aya.;

- 634045, Tomckas ob6nacth, T. ToMck, yi. KpacHoapmeiickas, a. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBl K ceTu «MHTepHEeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 m1st Windows;

- 7-Zip;

- Google Chrome.

8.3. MaTepHaﬂLHO-TeXHI/I‘leCKOE obecneyeHue AUCHUIIVIMHBI JI JUI ¢ OTPAHUYCHHBIMUA
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBoeHNe AMCHUILIMHBI JINIIAMHA ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 3I0POBBSI M HMHBAJIHIAMH
OCYIIECTBIISIETCS C UCTIOIB30BaHUEM CPEJICTB OOYUEHHS OOILEro U CIEeHaIbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHSIX ¢ 00YYAIOIIMMHUCS C HAPYWIEHHAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUWHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npueMa/mepenaun yaeOHoi HHGOpMauu B TOCTYIHBIX (opMax, MOOUIBHOW CUCTEMBI TIPETIOAaBaHUs
IUTs 00y4aloONUXCs C HHBAJIUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBI. YueOHast ayauTOpHsi, B
KOTOpPOH 3aHUMAIOTCA 00ydJarommecs ¢ HapyluIeHHeM ciiyxa, 000pyJA0BaHa KOMITBIOTEPHON TEXHUKOH,
ayITMOTEXHUKOH, BUJEOTEXHUKOU, dJIEKTPOHHOU TOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Ipu 3aHATHAX ¢ OOYYAOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOXKXHOCTH MPOCMOTPA YJaJeHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM clIaiij]a Ha dKpaHE) MPH MOMOIIN BUICOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHUSIMH ONMOPHO-IBUIaTeJbHOT0 ammapara
WCIIOIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMAIUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenadn yueOHoil nHGopMaIu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMBI 00yYeHUS IS
JIOACH ¢ MHBATUIHOCTBIO.

9. OnieHOYHbIE MaTepHuaJibl U METOAUIECCKUEC PECKOMCHAALIMMA 110 OPraHU3aAlIMU U3YICHUSA
AUCHHUIIIMHBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOYHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 3a AUCIUTIIUHOMN
KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI

HagBaiﬁiigﬁiﬁiﬁ (rem) q;gﬂﬁgfggr;: ®opmebl koHTpoIIs | OueHouHbIe MaTepuansl (OM)
1 OG11ast MoieNb CETEBOTO [IKP-5, ITIKP-6  |3auér c ouenkoit  |[lepedyeHn BOmpocoB AJis
B3auMoeicTBusi. CemMeiicTBO 3a4eTa ¢ OLEHKOMN
nporokosos TCP/IP KoHTponsHas [IpyMepHBIii IepedeHb TeM 1

pabora TECTOBBIX 3aJaHUI Ha
KOHTPOJIbHBIE PAOOTHI

TectupoBanue IIpuMepHBIii epeyeHb
TECTOBBIX 3aJaHUI
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2 CeTteBoli ypOBEHb CTEKA [IKP-5, IIKP-6  |3auér c ouenkoii  |Ilepeuenb BonpocoB /st

TCP/IP 3a4eTa C OLEHKOMI
KonTponbsHas [IpumMepHBIil IEpedYeHb TEM U
pabora TECTOBBIX 3aJaHUI Ha

KOHTPOJIbHBIE PaOOTHI

TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3aJaHUI

3 Tpaucnoptabiit ypoBeHb creka|[IKP-5, [IKP-6  [3auér ¢ onenkoir  |Ilepeuens BOmpocoB Jist

npotokosoB TCP-IP. 3a4eTa ¢ OL[EHKOMN
KonTtponbnas [IpumMepHbIil IEpedyeHb TEM U
pabota TECTOBBIX 3a/IaHUI Ha

KOHTPOJIbHBIE paOOTHI

TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI

4 Ilpuknaausie cepucsl TCP/IP [IIKP-5, IIKP-6  |3auér c ouenkoit  |Ilepeuens BorpocoB ass
3a4eTa ¢ OLIEHKON

KonTponbhas [IpumepHBIii IepedeHs TeM U
pabota TECTOBBIX 3a/IaHUI Ha
KOHTPOJIbHBIE paOOTHI

TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUI

[xana oneHku cHPOPMUPOBAHHOCTU OTACIbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCHUIUIMHE TpUBeaeHa B Tabnuie 9.2.
Tabnuna 9.2 — lUlkana oneHku cHOPMHUPOBAHHOCTU IIAHUPYEMBIX PE3yJIbTATOB OOYyUYEHUS 1O

AUCLUILIIMHE
®dopmynupoBKa TpeOOBaHU K CTETICHH C(HOPMHPOBAHHOCTH
OrneHka Bamiaer 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh YMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyIOBIIETBOPUTEIHHO) | MAKCUMAJIBHOH | TN ()parMeHTapHbIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aJIOB 3HAHUS YaCTUYHO (bparMeHTapHbIe
OCBOEHHOE pUMEHEHUE
yMEHHUE HABBIKOB
3 ot 60% 1o obmye, HO He B IIEJIOM YCHENTHO, B IIE€JIOM
(YZIOBJIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAHHbIE HO HE YCIICIIHOE, HO HE
MaKCHUMaJIbHOM 3HAHUA CUCTEMAaTHYECKU | CUCTEMAaTHYECKOe
CYMMBbI 0aJI0B OCYIIECTBIISIEMOE pUMEHEHHE
yMEHHE HaBBIKOB
4 (xopo11o) ot 70% 1o c(OpMHPOBAHHBIE, B LIEJIOM B LIEJIOM
89% or HO cOoZepXKallne YCIIEIIHOE, HO YCHEWHOE, HO
MaKCHUMaJbHOM OTIebHbBIE coJiepxKarue coJiepKallue
CyMMBbI 0ajuioB | mpoOIemMbl 3HaHUS OTJIEIbHbBIE OT/IeTbHbIE
poOeIbl yMeHue POOEIBI
MpPUMEHEHHE
HABBIKOB
5 (oTIM4HO) >90% or chopmupoBaHHBIE | CHOPMHUPOBAHHOE YCIELIHOE U
MaKCUMAaJIbHOU | CHCTEMaTHYECKHUE yMEHHE CHCTEMaTHYECKOE
CYMMBI 0aJIoB 3HAHUS MIPUMCHECHHE
HABBIKOB
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[IIxanma KOMIUIEKCHOM OLIEHKU C(hOPMHUPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B TaduIe 9.3.
Ta6mmma 9.3 — lllkaia KOMIJIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETEHIIUNA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHIIUN

2 He nMeeT He0OXOAMMBIX TIPEACTABICHHI O MTPOBEPSIEMOM MaTepHase
(HEYTOBJIETBOPUTEIHLHO ) | KITH
3HaTh HAa YPOBHE OPHEHTHPOBaHMS, TIpeicTaBieHnid. O0yJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K OIPEJIEJICHHON HayKe, OTpaciii WK 00bEKTaM, y3HAeT B
TEKCTax, N300paKEHUSX UM CXeMaX U 3HaeT, K KaKMM HCTOYHUKAM HY>KHO
obOparaTthcs uist 60siee 1eTaJbHOTO €r0 YCBOCHHUSI.

3 3HaTh U yMETh HA PeNPOAYKTHUBHOM ypoBHE. O0yUaronmxcs 3HaeT
(YIOBIIETBOPUTENHHO) |M3YUYECHHBIHN 3JIEMEHT COACPKAHUS PENPOAYKTUBHO: TIPOU3BOIBHO
BOCIIPOU3BOJAUT CBOU 3HAHMS YCTHO, MUCbMEHHO WIH B JEMOHCTPUPYEMBIX
JCUCTBUSX.

4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
U3yYeHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUS.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuiics 3HaeT
W3yYEHHBIN 3JIEMEHT COJIePIKaHUsI CHCTEMHO, POU3BOJIEHO U JIOKA3aTEIIbHO
BOCIIPOU3BOIMT CBOW 3HAHHSI YCTHO, MUCHMEHHO WIIH B JICMOHCTPHPYEMBIX
NEHCTBUSX, YYUTHIBAS M YKA3bIBasl CBS3H U 3aBUCHMOCTH MEXIY ITUM
DIIEMEHTOM M APYTUMH AJIEMEHTAMHU COJICPKAHUS JUCITUTUTNHBI, €TO
3HAYMMOCTD B COJICPKAHUU TUCIIUILIHHEI.

9.1.1. IlpuMepHBIii MepeyeHb TECTOBBIX 3aJaHUM

1. [Ipotokonsl kakoro ypoBHs moienu OSI omuchIBalOT 3JEKTpUUECKHUE, MEXaHUUYECKUE,
GyHKIMOHAIBHBIE U TPOIEAYPHBIE CPEICTBA ISl aKTUBALMH, MOJICPKKU U JCAKTUBALUU
bu3uYeCcKOro coequHEHHUs, 00ecCleYnBalomero nepeaadyy OUTOB M3 OJAHOTO CETEBOTO
yCTpoiicTBa B apyroe?

1) TpaHCTIOPTHOTO
2) ceTeBoro

3) KaHAJIBHOTO

4) ¢uznueckoro

2. Kakue npoTokoisl paboTaroT Ha TpaHCTIOPTHOM ypoBHe cTteka TCP/IP?
1) HTTP, IMAP, POP, DNS
2) OSPF, EIGRP
3) IPv4, IPv6
4) UDP, TCP

3. Kakomy agpecy IP coorBerctByer nBonynas 3anucs 11000000.10101000.00001010.00000100?
1) 174.168.12.8
2) 174.62.10.8
3) 192.168.12.8
4)192.168.10.4

4. Kaxkoit Mmacke MOJCeTH COOTBETCTBYET npedukc /277
1) 255.255.255.128
2) 255.255.255.0
3) 255.255.255.192
4) 255.255.255.224

5. Kakyto posib BBIIOTHSET UTI03 IO YMOTYaHUIO?

1) onpenensieT yHUKAIbHBIN y3€7 B IOKATbHON CETH.

2) ompenenser, ¢ KaKkoil MOACEThIO CeTH y3eJ MOKeT 0OMEHUBATHCS JAHHBIMHU.

3) coolmiaer y3mnam ajpec, KOTOPBIM HCHONBb3YeTCs IJs Mepeaadyu MHPOKOBENIATeNbHbIX
MAaKETOB B CETH.
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4) nepecbUIaeT MAaKEThl B IPYTYIO MOJCETh.
6. UTO MOYKHO OTHECTH K HEJJOCTATKaM CTaTUYECKON MapuIpyTU3auu’?
1) Peanuzarmus MoXXeT mpenoiaraTh BHICOKUN YPOBEHb CIIOKHOCTH.
2) MapmipyT 3aBUCHUT OT TEKYIIEH TOIOJIOTHH.
3) Tpebyercs nonomuutenbHbie pecypebl LI, O3V u monock! mporyckanus KaHaja.
4) Jlns BHECEHHUsS HU3MEHCHUW B JaHHBIE MapmpyTa TpeOyeTcs BMEIIaTelabCTBO
aJMUHHCTpaTOpA.
7. Kakue KoMIbIOTEpbl MOTYT BBIMOJIHATH (QYHKIIMH cepBepa?
1) KOMIBIOTEPHI C YCTAHOBIEHHBIM MPOTPAMMHBIM OOecledeHueM, KOTOpO€e MO3BOISET UM
3anpammBaTh U 0ToOpaxarh HH(POPMALIHIO, TOIYYEHHYIO C IPYTrOro HCTOYHUKA
2) KOMIIBIOTEPHI, IPUHAJIEKAIINE AJJMUHUCTPATOPY CETH
3) KOMIOBIOTEpPHI, Ha KOTOPBIX LEHTPAJIU30BAHHO XPaHATCS KOPMOpPATHUBHBIE H
MOJIB30BATEIBCKHE (hailiibl
4) KOMOBIOTEPHl C YCTAHOBJIEHHBIM HPOTPAaMMHBIM oOOecrnedeHHEeM, MO3BOJSIOUIUM
MIPEIOCTABIIATD JaHHbIE (HAIPUMEDP, AOCTYII K 3JICKTPOHHOM 1OYTe WM BEO-CTpaHUIaM) IPYTHUM
OKOHEYHBIM YCTPOICTBaM B CETH.
8. UTo sABIISIETCS HEIOCTATKOM OJTHOPAHTOBOM CETH?
1) CIO’)KHOCTH YCTAaHOBKU U HACTPOUKHU
2) BBICOKHE PaCXO]IbI
3) HEBO3MOKHOCTb HUCIIOJIb30BAHUS JUISI TPOCTHIX 3a]a4
4) oTCYTCTBHUE IIEHTPAIM30BAHHOTO YIIPABICHHUS
9. YTo 13 NepeYUCICHHOTO SIBISETCS TPOMEKYTOUHBIM YCTPOHCTBOM?
1) HactonpHBI KOMIIBIOTED
2) IIpunTep
3) IP- Tenedon
4) KommyTtatop
10. Yo Takoe unrepdetic?
1) mpoTokoJ nepeaun JaHHBIX
2) ajganTep s JTOKaJTbHOW CETH, KOTOPBIM o0ecreunBaeT (GU3NIECKOe MOJKIIOUCHUE K CETH Ha
HACTOJIbHOM KOMITBIOTEPE WU APYTOM YCTPOMCTBE.
3) pa3beM Ha CETEeBOM YCTPOWCTBE, Yepe3 KOTOPBIM KaOEIH MOIKITIOYEHBl K KOMITBIOTEPY HITH
JIPYrOMy CETEBOMY YCTpPOICTBY.
4) crieunaaM3upOBaHHbBIE TIOPTHI B CETEBOM YCTPOWCTBE, KOTOPHIE MOAKIIOYAIOTCS K OTJEIbHBIM
CeTsIM.
11. Yto oToOpakaeT Toruueckasi TOmoJaorus?
1) kpaTuaduii myTh 10 KOHEYHOTO YCTPOMCTBA
2) CTOMMOCTH Pa3IUYHBIX MapIIPYTOB CETH
3) dusmveckoe pacmoI0KeHHE MPOMEKYTOUHBIX YCTPONUCTB 1 KaOETbHBIX TUHUN
4) yCcTpOMCTBA, IOPTHI U CXEMBI aJIpecaliuu
12. Jlyist 4ero ciay>kuT cpeaa nepegaqu’?
1) coy’>xuT B Ka4eCTBE HOCHUTEISI HHPOPMAIIUH
2) obOecrneynBaeT MOAKIIOUYEHUE U epeaady MOTOKa TaHHBIX M0 CETH
3) cay’KUT B KaduecTBe HHTEpdeiica MEX Ty JTIOIbMHU U CETHIO
4) coy>KUT B KaueCcTBE KaHajia JIJIsl Iiepejadyn OT HCTOYHUKA JaHHBIX K aJpecy Ha3HAUeHUS
13. Kakoii ceTbio sIBIICTCS ceTeBass MHPPACTPYKTypa, MPEIOCTABIISAIONIAs TOCTY MOJIb30BATEISM U
OKOHEYHBIM YCTPOUCTBaM Ha HEOOJBIIION TEPPUTOPUH?
1) Cetb xpanenus nqanubix (SAN)
2) 'opoxackas cetb (Metropolitan Area Network, MAN)
3) 'mo6anpuas cetb (WAN)
4) JloxansHas cetb (LAN)
14. K kakoMy THIy MOJKIIOUEHHS] OTHOCUTCA LU]poBasi abOHEHTCKas JUHUs, oOecreurBaroas
nojakioueHue K HTepHeTy ¢ BHICOKOW MPOMYCKHOM CIIOCOOHOCThIO M MOCTOSIHHBIM JJOCTYIIOM
K ceTu?
1) TenedhoHHBII KOMMYTHPYEMBIH TOCTYT
2) CotoBas CBSI3b
3) KabenbHOE moaxiroueHre
4) DSL
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15.

16.

17.

18.

19.

20.

KomMyTarop nosyyaet kaap Ha OJUMH U3 TOPTOB. UTO MPOU3OMAET, €CIIM aapec Ha3HAYEHUS HE
coaepxutcs B Tabnuie MAC-aapecos?

1) kommyTtatop chopmupyer ARP-3ampoc

2) KOMMYTaTOp BEPHET KaJp Ha TOT MOPT, C KOTOPOTO OH ObLI MPUHSAT

3) kanp Oynet orOpoieH

4) KOMMyTaTOp pa3olUIeT KaJp Ha BCE MOPTHI KPOME TOr0, HA KOTOPOM OH ObLIT MPUHSAT

Kaxoit ¢pynkumnonan HeceT nmpotokos SSH?

1) ocymiecTBIsIeT KOHTPOJIb CETEBOM aKTUBHOCTH KOMIIBIOTEPA, HA KOTOPOM OH YCTaHOBIIEH, a
Takke QUIbTpaLUIo Tpaduka B COOTBETCTBHHU € 3aJJaHHBIMU IIPABUJIAMHU.

2) 3amumiaeT NopTel HA KOMMYTaTope

3) mudpyer Bech BXOIAMUN Tpaduk

4) obecneunBaeT Oe3omacHoe 3amuU(pPOBAHHOE COCIMHEHUE JJIs YIPAaBICHUS YyAaIEHHBIM
YCTPOHCTBOM

s wero ucnonb3yercst nporokoss DHCP?

1) nyst mepenayu 35eKTpoHHOM nouThl B ceTsix TCP/IP

2) nis mpeoOpazoBanus [P-agpeca TpaH3UTHBIX TAKETOB

3) cucreMa Ju1s oJydeHHsI HHPOPMAIIHH O JJOMEHaX

4) nist aBTOMaTHYECKOT0 Ha3HAYCHHS Y3IIy JomycTUMbIN [P-aapeca u3 paspemeHHoro mya.

K yemy npuBoaut DoS araka?

1) K mepexBary npakTudecku Jr000ro npoxosmero Tpadduka

2) K ucromenuto pecypcoB DHCP

3) Ko B3110My MeTO10M TTOJTHOTO TIepedopa

4) K oTkazy B 00CITyKUBaHUH

[nst wero npennaznadexn nporokoa HTTP?

1) YcranaBiuBaet cBsA3b MO KaHay Nepeaadd JaHHBIX U oOecrmedyuBaeT (pusmyueckoe
NepeMelleHre JaHHBIX M0 Cpefie Mepenayu.

2) OtBeuaet 3a npueM (popmatupoBaHHBIX cerMeHTOB TCP, MHKAaNCyIAIMIO UX B MaKETHI,
MIPUCBOEHUE UM COOTBETCTBYIOLIUX aJPECOB U UX JOCTABKY K y3JIy Ha3HAUEHUS.

3) YmpaBnsieT oTIeIbHBIMU CEaHCAMU CBS3U

4) YnpaBiseT B3auMOJICHCTBUEM BeO-cepBepa U BEO-KIUEHTa

Kakue agpeca ykaspiBaroTcs B 3aroyiopke [P-makera?

1) IP-anpec ucrounuka, IP-anpec Ha3HAUCHMS, IITI03 110 YMOJTYAHUIO U aJpec CIECAYIONIETo
nepexojia

2) IP-anpec ucrounuka, [P-agpec Ha3HAYCHUS U IUTIO3 IO YMOJTYaHUIO

3) [P-agpec HazHaueHUs

4) IP-anpec uctounuka u [P-anpec HazHaueHus

9.1.2. IlepedyeHb BONPOCOB /ISl 324€Ta C OLEHKOM

. Kaxkoii macke moacetu coOTBETCTBYET mpedukc /277

1) 255.255.255.128
2) 255.255.255.0

3) 255.255.255.192
4) 255.255.255.224

. Uro orobpaxkaer Jorudeckasi TONoJorus?

1) xpaTyaiiuii MyTh 10 KOHEYHOT'O YCTPOICTBA

2) CTOMMOCTB Pa3JIMYHbIX MAapLIPYTOB CETH

3) ¢usnueckoe pacroyioKeHHE MPOMEKYTOUHBIX YCTPOMCTB U KaOeIbHBIX JTUHUN
4) ycTpoiicTBa, OPTHI U CXEMBI aJIpecalvu

Kakoii ceTplo siBnsieTcs ceTeBast HHQPacTpyKTypa, IPeAOCTABIISIONIAst TOCTYI MOJIb30BaTENsIM U
OKOHEYHBIM yCTPOHCTBAM Ha HEOOJIBILION TEPPUTOPUU?

1) Cetb xpanenus nanubix (SAN)

2) I'oponckas cetb (Metropolitan Area Network, MAN)

3) 'moGanbHas cetb (WAN)

4) JloxanbHas cetb (LAN)

Yro Ttakoe coker?

1) rHe310 HAa MaTePUHCKOM miiaTe

2) uarepdeiic NOAKIIOUEHH epu(epHitHbIX YCTPOICTB

CornacoBaHa Ha noptane Ne 67751 13



3) cBs3ka [P-ampeca u HOMepa mopTa

4) 3aronoBok [P-nmakera
5. Kakwue nmpoTokosibl paboTaroT Ha ceTeBoM ypoBHe cteka TCP/IP?

1) HTTP, IMAP, POP, DNS

2) SSH, telnet

3) IPv4, IPv6

4) UDP, TCP
6. K aapecaiuu kaHaJIbHOTO YPOBHSI OTHOCHTCS

1) IP-anpec

2) MAC-anpec

3) Homep mopTa

4) buToBas MOCIEAOBATEIBLHOCTD ISl CAHXPOHHU3AIUN
7. K aapecaiuu ceTeBOro ypoBHS OTHOCUTCS

1) IP-anpec

2) MAC-anpec

3) Homep mopTa

4) buToBas MOCIEAOBATEIBLHOCTD ISl CAHXPOHHU3AIIUN
8. K azmpecanuu TpnaHCIIOPTHOTO YPOBHS OTHOCUTCS

1) IP-anpec

2) MAC-anpec

3) Homep mopTa

4) buToBas MOCIEAOBATEIBLHOCTD ISl CAHXPOHHU3AIUN
9. [nst orpaHUYEHUS HIMPOKOBEIIATEILHOTO JOMEHA UCIIONIB3YETCSl TEXHOJIOTUS

1) VLAN

2) ACL

3) Spanning Tree

4) MexceTeBoii dKpaH

10. Port security - 3To

1) unbrparnus mo MAC-agpecam

2) 3ammMTa OT METENb

3) cTek MPOTOKOJIOB TSI 3AIUTHI U ITUGPOBAHUS

4) 3ammuTa KOHTAaKTOB HHTEpderica OT KOPOTKOTO 3aMbIKaHUS

9.1.3. IlpuMepHbBIii NepedyeHb TEM M TECTOBBIX 3aIaHUI HA KOHTPOJIbHbIE PA0OTHI

[IporpamMmMHO-anmapaTHbie CPECTBA CUCTEM CBS3H.

1. B ceru 172.16.0.0 He0OXOAMMO BBIACIUTH IMOACETH TAK, YTOOBI K Ka)KI0H MOACETH MOXKHO OBLIO
noAKTIYUTh 10 600 X0cTOB. BEIOCpUTE TaKyI0 MacKy MOJCETH, YTOOBI JOMYCTUTh POCT YKCTA
nojiceTeit B Oyaymiem.

1)/16
2)/18
3) /20
4) /22

2. Cetrp 172.16.0.0 comepxut 8 moacereii. Bam HE0OX0OUMO MOIKIIOUYHUTH K MOJICETH
MaKCHMaJbHO BO3MOKHOE YHCIIO0 XO0CTOB. Kakyro MacKy mojceTu cienyeT BelOpaTh?

1)/19
2) /20
3) /21
4) /22

3. B ceru 192.168.55.0 He0OX0AMMO BBIICIUTh MAKCUMAJIbHOE YHMCJIO MOACETCH TakK, 4TOOBI K
KaXJOW MOJCETH MOXHO OBLIO MOAKIIYUTH 25 Xx0CTOB. Kakylo Macky mOJCeTH clieayeT
BbIOpaTh?

1) /25
2) /26
3) /27
4) /28

4. Bama ceTb kiacca A coaepxut 60 nmoxacereii. B ciexyromue aBa roga BaMm HEOOXOAUMO

opranu3oBath eme 40 moacerei, mpuueM TakK, YTOOBI K KaXJOW U3 HUX MOXKHO OBLIO
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MOAKITIOYUTh MAaKCUMAJIBHOE YUCIIO XO0CTOB. Kakyto MacKy MojceTH clieyeT BRIOpaTh?
1)/14
2)/15
3)/16
4)/17

5. ¥V Bac umeercs ceth kiacca C ¢ aapecom 192.168.19.0, coaepxaias yetsipe nojacetu. Bam
HEO0OXO0MMO YCTaHOBUTh MAaKCUMaJIbHO BO3MOYKHOE YHCIIO XOCTOB Ha cerMeHTe. Kakyro Macky
MOJICETH CIIEYET BHIOPAThH?
1) /24
2)/25
3) /26
4) /28

6. Y Bac ecTh ceThb Kiacca B, pazgenennas Ha 30 moxacereit. Bel xoTute 106aBUTH 25 HOBBIX
nojceTed B Onmmkaimue aBa roaa. [Ipu aTom BaM moTpeOyeTcss MOAKIIOYUTH K KaXKIOMY
cermenTty 110 600 xocToB. Kakyro macky mojicetu ciaeayer BeIOpaTh? /
1)/14
2)/16
3)/18
4) /20

7. Cetb 192.168.1.0 Tpebyetcs paznenuth Ha 9 nmoacetei. [Ipu 3ToM HEOOXOAMMO MOIKITIOYHUTH K
Ka)KJIOMY CETMEHTY MaKCHMaJIbHO BO3MOXHOE YHCIIO XOCTOB. Kakyro Macky moJIceTH claeayeT
BBIOPATH?
1)/28
2)/27
3) /26
4) /25

8. Y Bac mmeetcs ceTh kinacca C ¢ Tpems mojaceTsiMu. Bam HeoOXxoaumMo 100aBUTH 2 HOBBIE
nmojiceTy B Onmkaimue nBa roaa. Kaxmas ceth JoKHA comepikath 25 xocTtoB. Kakyro macky
MOJICETH CIIEYET BHIOPATh?
1) /24
2)/25
3) /26
4) /27

9. B umermmemMcsa y Bac cereBoM aapece kinacca C 192.168.88.0 HeoOX0auMO BBIJACIUTH
MaKCUMaJIbHO BO3MOYKHOE YUCIIO MOACETEH, B KaXKI0W M3 KOTOPHIX TIOJDKHO OBITH 10 12 XOCTOB.
Kaxkyto Macky mojceTu cieayeT BoIOpaTh?
1)/26
2)/27
3)/28
4) /29

10. Bl BeIOpanu macky nozaceT 255.255.255.248. CKOIbKO XOCTOB BbI MOTYyYUTE?

1)/4
2)/6
3)/8
4)/16

9.2. MeToan4yeckne peKOMeH AU

VY4eOHubIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATENIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MTUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrostenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype U MCTOYHHKAM, YKa3aHHBIM B y4eOHBIX MaTepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
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ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIEeTOCTYTHBIMU HHTEPHET-TIOPTAIaMU, COAECPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAaHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM

y4eOHON JUCITUTUIMHBI.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE pEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTbIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TMOHMMAHUS U OCBOEHHS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3

MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEyEeT BBISICHUTH UX
3HAaYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUMBUIyalbHbIE KOHCYIbTAlMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacniucanue BeOMHApOB U 3anycy BeOMHAPOB MyOIHUKYIOTCS B 3JIEKTPOHHOM KypCe 0 TUCHUIUIMHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepHAJIaM /ISl JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

310POBbsI H HHBAJINI0B

Jus nun ¢ OrpaHUYEHHBIMU BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUJIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUI C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMU 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 7onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DOopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PEKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHU OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hopMe C yBETUUYECHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.

.HI/IIIaM C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEMA Ha
IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'[SI TaKuX 06yt1a}01111/1xcs{ npeaycmMaTpmuBacTCd
nocTymHas popMa Ipe0CTaBICHUS OTBETOB HA 3aJaHHsI, a UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;
— HabOp OTBETOB C HCIIOJIb30BAHUEM YCIIYT ACCHUCTEHTA,;
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— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUsS JUIl C OTPAHUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 AUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCTIPHATHSI HHPOpPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUGPTOM.

J s i ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIEeHHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIe4aTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TaIOB.
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