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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

l. Henpo AUMCHUIIIMHBI SBIsieTCS OOydyeHHE CTYJEHTOB OCHOBAM IOCTPOCHUS U
¢byskunonupoBanus BeraucautensHbix cereil (BC) n tenexkommynukanuonusix cucteM (TKC), nzyuenune
OCHOBHBIX COBPEMEHHBIX IIPOTOKOJIOB B3aUMOJICHCTBUS YJAJIEHHBIX CUCTEM.

1.2. 3agauy AUCHUILIUHBI

1. CTyneHThl OOJKHBI YCBOUTH CIEAYIONHE MOHSITHS W ONpPENeNICHUS: KiacCHPHUKAIUSL
WH(OPMAIIMOHHO-BBIYHCIUTEIBHBIX CETeH, CIIOCOObI KOMMYTAIIUH, B3aUMO/ICHCTBHE MTPOTPAMMHOTO U
amnmapaTHOTO O0ecTedYeHUsl CeTei, MPOTOKOIbl M MHTEep(EHCHl, dTallOHHAasT MOJEIb B3aUMOCBSI3HU
OTKPBITBIX CUCTEM, aHAJIOTOBBIC U IIU(PPOBBIC KaHAIBI TIEpeIayyl TaHHBIX, MOJIEMBbI, 0a30BBIC TEXHOJIOTUU
JIOKAJIBHBIX CETEH, TII00aTbHBIC CETH, TEXHOJIOTUU COBPEMEHHBIX TEIIEKOMMYHHUKAITUH.

2. B yactu mporpaMMHON peaau3aliyi CTEKOB CETEBBIX MPOTOKOJIOB H3YYHUTh CITOCOOBI aJipecamnn
B mpoTokosiax TCP/IP, anropuTMbl MapuipyTH3aluH, MPOTOKOIbI (ailioBOro oOMeHa, 3JeKTPOHHOU
MOYTHI, AUCTAHIIMOHHOTO ympaBieHUs, Web-TeXHOIOTHH, CIIOCOOBl OpraHU3AIMH PaCIpEIeICHHBIX
BBIYMCIICHUH, OCHOBHBIC BO3MOXHOCTH CETEBBIX OINEPAIMOHHBIX CHUCTEM. PaccMarpuBarOTCA Kak
HHU3KOYpPOBHEBBIE (COKETHI) TaK M BBHICOKOYPOBHEBBIE MPOTPAMMHBIC TEXHOJOTHH ISl PabOTHI B
BBIUUCIIUTENLHBIX CETSX.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacts 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIH.

Monayns mucuurinHa: Moayiabs HanpaBiaeHHOCTH (poduiist) (major).

HNunexc nuctumaunel: b1.B.02.03.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUITMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS

WNHaukaTopel TOCTHKEHUS [1nanupyemble pe3yabTaThl 00yUeHUs 10
KOMIIETCHIINH JUCLUTIIINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN
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YK-1. Cnocoben
OCYLIECTBIISATH IIOUCK,
KPUTHYECKUM aHAJIU3 U
CHHTE3 HHpOpMaIH,
NPUMEHSTH CUCTEMHBIH
MOJXOJ JIsl pELICHUS
MIOCTaBJICHHBIX 3aJa4

VK-1.1. 3naer meToauku
cOopa u 06paboTku
UH(POPMAIINH, aKTyaJIbHbIC
poccuiickue u 3apyOexHbie
UCTOYHUKH UHPOPMALIUH JISI
pEIIECHUS TOCTABACHHBIX
3a[a4, a TAKXKe METOJIbI
CHCTEMHOTO aHaJlu3a

3HaeT CTaHAaPTHI MPOTOKOJIOB HHTEPHET U
3HAeT KaK MX HalWTH, pabortats c rfc.

YK-1.2. Y™MeeT npumMeHATH
METOJMKH TTOUCKa, cOopa n
00paboTku nHpoOpMaIuy,
OCYUIECTBIIATH KPUTHUECKHIA
aHaJIU3 U CUHTE3
uH(pOpMalnu, NOTYy4YEHHON U3
pa3HbIX UCTOYHUKOB

YMeer ynuTaTh JOKYMEHTAIHIO 1fC 1
aHATM3UPOBATh PabOTy MPOTOKOJIOB.

VYK-1.3. Braneer metogamu
noucka, coopa u 00paboTKH,
KPUTUYECKOT0 aHajIu3a U
CHHTE3a HHpOpMaLUHY,
METOAMKON CUCTEMHOTO
MOJX0/1a JJISl peIIeHUs
MOCTaBJICHHBIX 3a/1a4;
CHoco0eH reHepupoBaTh
pas3uYHbIC BAPUAHTHI
peLeHHsI TOCTABICHHBIX
3a1a4

Brnaneet HaBeIKaMu aHalIM3a ITPOTOKOJIOB
CETEeBOI'0 B3aUMOACHCTBHA.

OobmenpodeccuoHaNbHbIe KOMIIETEHIIHMU

IIpodeccuonanbHbIe KOMIIETEHIUH

[1K-1. Ciocoben
3aHUMATbCs
npodeCcCuOHAIbHON
pa3paboTKoit
MpOrpaMMHOI0
obecrieueHust u
MMPUHHUMATh IPOCKTHLIC
peLIeHus Ipu
BBITIOJTHCHUHN
MMPONU3BOACTBCHHBLIX U
Hay4HO-
HCCIICIOBATEIIECKUX
3aaq

[1K-1.1. 3naeT cnocoObI
pa3paboTKU MPOrPaMMHOTO
oOecrieyeHust pu
BBIIIOJTHEHUHN
IMPONU3BOACTBCHHBIX U
HAYYHO-HCCIIEIOBATEIbCKUX
3amaq

3HaeT NPUHILIMIIBI B3aUMOIEUCTBUS
IIOCPEICTBOM COKETHBIX COCTMHEHNM, 3HAET
MEXaHU3MbI OIIPOCa JECKPUIITOPOB,
BO3MOKHOCTHU U HEJOCTATKH pPacliOTOYNBAHUS
CETEBBIX MPUJIOKEHHM, UMEET ITOHATHE O
KOOIIEPaTUBHOM IIPOrPAMMHUPOBAHUH.

[IK-1.2. YMeeT npuHUMATh
MPOEKTHBIE PEIICHUS TPU
BBITIOJTHEHUH
MIPOU3BOJICTBEHHBIX U
HAYYHO-HCCIIEeI0BATEIbCKUX
3a1a4

YMeeT UCIoNb30BaTh CTEK CETEBBIX
TEXHOJIOTHIl JIJIsl peanu3aliii CeTeBbIX
MIPUITOKEHHUH.

[1K-1.3. Baaneet cnocobamu
npohecCHOHATBLHOM
pa3pabOoTKU MPOTrPaAMMHOTO
o0ecrieueHHs MpU PELICHUN
MPOU3BOACTBCHHBIX U
Hay4HO-UCCIIEJ0BATEIBCKHX
3a1a4

Brnageet mporpaMMHBIMH CpEICTBAMHU
pealn3aiuy CETEBBIX TEXHOIOTUN Ha SI3bIKE
Cu, Python, Javascript, PHP. Braneer
HABBIKAMU HAMKMCAHUS MIPUIIOKCHUN aHAIA3a
ceTeBoro Tpaduka, IpoOKCHU-CEPBEPOB,
MEXaHH3MOB ayTCeHTH(DHUKAIIH.

4. O0beMm AUCHUIIVIMHBI B 3a9€THBIX ¢IUHHIIAX ¢ YKa3aHUEM KOJIUYECTBA AaKAACMUYECCKHUX YaCoB,
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Bbl/JIeJIEHHBIX HA KOHTAKTHYIO pa0oTy o0y4aroiuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO61mmas TpyA0eMKOCTh AUCHUIUIMHBI COCTABISET 7 3a4ETHBIX SIUHUIL, 252 aKaJeMHYeCKHUX YacoB.
Pacnipenenenue Tpy10eMKOCTH JUCHIHUILUIMHBI 110 BUJIaM y4eOHOU NEATEIbHOCTH MPECTABICHO B
tabiuue 4.1.
Ta0auia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI 1O BUIaM YUY€OHOU ACSATEIbHOCTH
Bcero CemecTpsbl

4acoB |5 cemectTp|6 cemecTp

Bupl yaeOHOI 1esTeIbHOCTH

KonTakTHas aynuTopHas padora o0y4yaromuxcs ¢ 100 72 28
npenojasareyeM, Bcero
JIeKIIMOHHEBIE 3aHATUS 50 36 14
JlaGopaTopHble 3aHATUS 50 36 14
CamocTrosiTeibHas padoTa 00y4amuXcs, B T.4. KOHTAKTHasI 116 72 44
BHeay/IMTOpPHasi padoTa o0y4yalomuxcs ¢ npenojaaBartejieM, BCero
[ToaroroBka k 3auery 16 16
IToaroroBka K TECTUPOBAHUIO 40 16 24
[ToaroTroBka k 1abopaTopHoii paboTe, HaNMCaHUE OTYETA 60 40 20
IToaroroBka M caava 3K3amMeHa 36 36
O0mas Tpyr0eMKOCTh (B 4yacax) 252 144 108
OO0mas TpynoemMKkocTh (B 3.e.) 7 4 3

5. CTpykTypa u colep:kaHue TUCHHUILIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHUCIUIUIMHBI 0 pa3jenaM (TeMaM) M BUJaM y4eOHOH JesATEeIbHOCTH MPHUBEICHA B
tabymue 5.1.
Tabmmma 5.1 — Paznens! (TeMbl) TUCIMUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

Jlex. Bcero yacos
Haspanwust pa3nennos (TeM) AUCIUILTAHBI 3aH., Jla6. | Caw. (6e3 PopmHpyemIe
u pab6. |pab., q sksamena) KOMITETCHIITH
5 cemecTp
1 BBeneHue B ceTu U TEIEKOMMYHUKALIUH. 8 - 8 16 IIK-1, YK-1
OcCHOBBI nIepe/iayu JaHHbBIX.
2 Ilpuniuns! noctpoenus cereit OBM. 10 22 28 60 IK-1, YK-1
Mopenb B3auMOACHCTBUS OTKPBITHIX CHCTEM
(BOO).
3 CTeku CeTeBbIX MPOTOKOJIOB 8 14 28 50 [IK-1, YK-1
4 ba30BbIC TEXHOJIOTHH CETCH. 10 - 8 18 IIK-1, VK-1
Uroro 3a cemectp| 36 36 72 144
6 cemecTp
5 CoBpeMEHHBIE TEIEKOMMYHHUKAI[MOHHBIE 4 - 10 14 IIK-1, VK-1
CUCTEMBI
6 IIporpamMmmHOe obecrieueHrue ceTeu. 4 14 30 48 IK-1, YK-1
CeTteBbie OlnepalmOHHbIE CUCTEMBI
7 Bbe301macHOCTb B BEIYMCIIUTEILHBIX CETIX. 6 - 4 10 IIK-1, VK-1
Hroro 3a cemectp| 14 14 44 72
Uroro| 50 50 116 216

5.2. Conep:xanue pa3ieoB (TeM) TUCHHUILINHBI
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Coneprkanue pa3iesioB (TeM) TUCHUTLIAHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B TabywmIe 5.2.
Tabmuma 5.2 — CoaeprkaHue pa3ieoB (TeM) TUCIUTIINHBI (B T.Y. 1O JICKITHSIM)

Haspanus paznenos (Tem)
JAUCHUITIIINHBI

ConepxaHue pa3aeson (TeM)
JUCHUTUIUHBI (B T.4. 110 JICKIUSM)

TpynoemkocTs
(JIeKITMOHHBIE
3aHSTHS), 4

dopMmupyemsle
KOMIIETEHIIUU

5 cemecTp

1 BBenenue B cetu u
TEJIEKOMMYHUKAIUH.
OcHoBBI IEpEIaUH
JTAaHHBIX.

[Ipenmer u conepkanue Kypca.
BrrancnurenbHble MalllMHbL, CETU U
CUCTEMBbI TeJICKOMMYHUKAIIUHI - BaXKHBIN
(hakTOp HAy4YHO-TEXHUYECKOT0 Iporpecca
U mporpecca nuBuian3auuu. Paznuune
TOHSATHHN BBIYUCIUTEIbHAS MalllUHA U
BBIYUCIIHTEINbHAS ceTh. cTopus u
COBPEMEHHbBIEC TEHJICHLIUU PA3BUTHS
BBIUHCIIUTENIBHBIX CeTEH. 3a1auu,
peniaemMble COBPEMEHHBIMU
BBIYUCTUTEILHBIME CETAMU: (halIoBbBII
CEpBHUC, CEPBUC I€YATH, CEPBUC
COOOIIIEHUH, CepBUC MPUTIOKEHUH, CEPBUC
0a3 nanueix. [loHATHE cpenpl epenayn
JNaHHBIX. Xapakrtepuctuku cpen. [llkana
ANEKTPOMATrHUTHBIX KOJICOAHHIA.
CrannapTsl cpej] nepeiayu JaHHbIX.
[ToHsiTHE MOIOCHI MPONYCKAHUS.
KonuuectBo undopmanmu u 3HTpONHS,
€AVMHULBI U3MEPEHUS. 3aAKOHBI
HaitikBucra, lllennona, KorensHHUKOBA.
Amnanoroas u nuudponas Gopmbl
mpeicTaBIeHHs] HH(POPMAIIHOHHOTO
curnana. CrnocoObl MOIYTISIIUH.
WNudopmanronHas 1 TeXHHYECKAs
CKOPOCTb Nepeaun. AJrOpUTMBbI
KOJMPOBAHUS U CXKaTUSI HHPOPMAIUH.

[IK-1, VK-1

Hroro
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2 [lpuHIMIBI HOCTPOEHUS
cereit OBM. Mogens
B3aUMOJICVCTBHS
oTKphITHIX cucteMm (BOC).

Knaccudukanus cereil.
MHOroypOBHEBBIN MOAXO K
opranuzanuu cereil. [IpoTokoisl u
unTepdeiicsl. CTaHIapThl 1 UCTOUHUKH
cranapToB BC. OTKpbITbIE CUCTEMBI.
Monenb B3auMOIEHCTBUS OTKPBITBIX
cucreMm (BOC). [lonstue crexa
IIPOTOKOJIOB. B3aumonencreue
pa3IMYHBIX YPOBHEU cTeKa. PU3NUYECKUI
ypoBenb BOC. 3agauun ¢puzndeckoro
ypoBHs. Tunsl coenunenus. Pusnyeckas
TOTIOJIOTHUS. AHAJIOTOBOE U ITU(POBOE
npejacraBieHue curiana. CUHXpOHU3AM
ourt. Mcnonp30BaHMe MOIOCHI
IpoIycKaHusi. MynbTUIIIIEKCUPOBAHKE
(TDMA, FDMA, CDMA, OFDMA).
Kananbnsiii ypoBess. Jlornueckas
Tonojorus. Meronpl 10CcTyna K cpeie
neperayu JaHHBIX. AJlpecanust
KaHaJbHOTO ypoBHA. CHHXpOHU3aLUs
nepeaaun. CepBUC COCTUHEHUS
KaHaJbHOTO ypoBHs. CeTeBoil ypOBEHb.
€pBUC IUII030B. AJpecaliysi B CETAX.
3agada MappyTuzaui. MeTo sl
Mapipytuzauuu. Kommyranus.
Bupryanbsneie kanansl. [IpoTokoms! u
QJITOPUTMBI IPYIIIOBOM MapLIpyTH3ALUU.
TpaHCHIOPTHBIN, CEAHCOBBIT,
IIPEACTABUTENBCKAN ypOBHU. Pa3pemienue
uMeH. Anipecaliysi TpaHCIIOPTHOIO
coeauHeHuss. CerMeHTausI,
OJIOKUPOBAHMUE, CICTICHUE TAHHBIX.
AnroputMm measieHHoro nycka. CepBuc
TPAHCIIOPTHOI'O COEUHEHMS. 3a1auu
ypoBHs npenctasienus. Llnpposanue.
[IpuxnanHoil ypoeHb. CepBUCHI
MIPUKIIAIHOTO YpoBHA. OnoBelieHue o
cepBucax. Mcnonb3oBaHue CEpBUCOB.

10

TK-1, VK-1

Hroro

3 CTeku CeTEBRIX
MIPOTOKOJIOB

TCP/IP (IPv4, IPv6, ICMP, DHCP, DNS,
ARP, RARP, SCTP, UDP), IPX/SPX,
SMB/NetBIOS, DNA, SNA, AppleTalk,
DecNet, ctex OSI.

IIK-1, VK-1

Hroro
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4 Ba30oBbIE TEXHOJIOTHUHA
CceTel.

Ethernet, TokenRing, Frame Relay, ATM,
FDDI, 100VG ANYLAN, Wifi, WiMax.
TeppuropuanbHble ceTu. AnnapaTHoe
o0ecrieyeHne CeTeii: CeTeBbIe
uHTEpQECHbIE KapThl, KOHIICHTPATOPHI,
KOMMYTATOPbl, MOCTbI, MapLIPyTU3aTOPHI.
Cermenranus. [llupokoBeniaTenbHbIN
mTopM. IIpoTokon nokpsiBaroiero
JepeBa.

10

TK-1, VK-1

Hroro

10

Hroro 3a cemectp

36

6 cemecTp

5 CoBpeMeHHbIE
TEJIeKOMMYHUKAIIUOHHbBIE
CUCTEMBI

KommyTtupyemble TenedoHHbIE CETH.
WuTerpanbubie cetd HudpoBOro
obcimyxkuBanus. CotoBas TeiaehoHusI.
CryTHHKOBBIE CUCTEMBI CBSI3U U
HaBuranuu. HuzkoopOuTanbHble U
BBICOKOOpOUTANIbHBIE cucTeMbl. CHCTEMBI
rJ100aIbHOTO MO3ULUOHUPOBAHUS U
cuHXpoHu3auu. CIyTHUKOBBIN
Hutepuer. Cucrema Iridium, GlobalStar,
GPS, VSAT. TexHoJIOTHH COTOBOI1 CBS3H.
UMTS, GSM.

IIK-1, YK-1

Hroro

6 [IporpammHoe
oOecrnieueHue ceTeil.
CereBble OnepalOHHbIE
CHUCTEMBbI

Onpenenenue cereBoit OC.
OnHOpaHTOBBIE CETH U CETH
«xnmeHT\cepsep». O630p cetebix OC.
Cayx0a ceTeBbIX KaTaJloTOB KaK
CPEACTBO MHTETPAINU CETEBBIX
IIPOAYKTOB. [IpaiiBEpsbI CETEBBIX
ycTpoiicTB. CokeTsl bepkiu.
[IporpammupoBaHue Ha YPOBHE COKETOB.

TK-1, VK-1

Hroro

7 be3omacHOCTE B
BBEIYMCIUTEIBbHBIX CETAX.

O6mue npaBuna 6e3onacHoctu. Kinaccsl
6e3onacHoctu. bezonacnocts B BC no
I'OCT. Ilonstue Firewall.
Aytentuduxanms. SASL. SSL.
be3zonacHocTh GecripOBOIHBIX CeTEid,
WEP, atraku Ha WEP, WPA, WPA2.
KBaHTOBBIE aMrOpUTMBI IUGPOBAHHUSL.
DoS, DDoS artaka, ciy(uHr, aTaka He
nepenoiHenue Oydepa. Jlykosas u
yecHouHas Mapmpytuzanus (TOR, 12P).
DPI. IPSec.

[IK-1, VK-1

Hroro

Hroro 3a cemectp

14

Hroro

50

5.3. llpakT4yeckue 3aHATUSA (CEMUHAPHI)

He npenycMoTpeHO y4eOHBIM IIaHOM
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5.4. JlabopaTopHbIe 3aHATHSA

HanmeHoBaHue 1a00paTOpHBIX pabOT MpHUBEIEHO B Ta0uIe 5.4.
Tabmmna 5.4 — HaumeHnoBaHue 1a00paTOPHBIX padoT

HasBanus pasnenos HaumenoBanue 1a60paTopHBIX pabot Tpynoemkocts, | Popmupyembie
(TeM) TUCUIUTITAHBI q KOMIIETEHIINHU
S cemecTp
2 IlpuHuuns! N3yueHne no4ToBbIX IPOTOKOJIOB 6 ITK-1, VK-1
IIOCTPOEHHUS ceTei IIPUKJIATHOTO YPOBHS U KOCBEHHOE
OBM. Monenb M3y4YeHHE MPOTOKOJIOB
B3aMMOJEICTBUSA IIPEICTaBUTENBCKOTO, CEAHCOBOI'O
OTKPBITBIX CUCTEM ypoBHei. [Ipotokonst SMTP, POP3,
(BOC). IMAP.
Nzyuenue (aitioBbIX CEPBHUCOB. 8 IK-1, YK-1
[Iporokon FTP, nporokoa HTTP.
Peanuzauus aBropusauuu u 8 IIK-1, YK-1
ayreHtudukanuu. JWT Ttokensl. AUTH
2.0. Digest ayreHTHQUKALHS.
Hroro 22
3 CTeku ceTeBhIX Peanuzamus cauddepa. RAW coketsr. 6 IK-1, YK-1
IIPOTOKOJIOB bubnunorexu npocIyIMBaHUs CETH.
N3yuenne coxeroB bepknu. Peannsanus 8 ITK-1, VK-1
B3aUMOJICHCTBHS IPUIIOKEHUS HA
cokerax UDP, TCP. Pacnipenenennsie
BBIUUCIICHUS.
Hroro 14
Uroro 3a cemecTtp 36
6 cemecTp
6 IIporpammuoe Coznanue Proxy cepsepa. HTTP npokcu. 6 [K-1, YK-1
oOecrnieueHue ceTeil. HTTP Connect Proxy. SOCKS Proxy.
Ceresble Coznanne web IIpHIOKeHNS. web- 8 [K-1, VK-1
ONCPAHOHHBIC coketbl. XML. JSON. XSLT.
CHUCTCMBI HUtoro 14
Hroro 3a cemectp 14
Hroro 50

5.5. KypcoBoii npoekT / KypcoBasi pabora

He npenycMoTpeHo y4eOHbBIM MIIaHOM

5.6. CamocTosiTeqbHasi padoTa

Buaer caMmocTosTeNIbHOM paboOThL, TPYAOEMKOCTh M (POPMHUPYEMbIE KOMIIETEHIIMU TIPEICTABIICHBI B

tabnure 5.6.
Tabmuia 5.6. — Buabl caMmocTosTeIbHOU PaboThl, TPYIOEMKOCTh B (DOPMHPYEMbIe KOMIICTCHIIUN
Bunanr
Ha3zBanus paznenos (Tem) . | Tpynoemkocts, | opmupyeMblie Dopmsbl
CaMOCTOSITENIBHON
JUCLUIUINHBI q KOMIIETEHIINH KOHTPOJISI
paboThI
S cemecTp
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1 Benenue B cetu u [ToaroroBka K 3auery 4 [IK-1, YK-1 3auéT
TEJICKOMMYHUKAIIAH. IloaroroBka k 4 IIK-1, YK-1 TectupoBanue
OCHOBBI IIepe/1ayn JAHHBIX. |TeCTUPOBAHHIO
Htoro 8
2 Ilpunuunst noctpoenus |IloaroroBka k 3adery 4 [IK-1, YK-1 3auéT
cereit OBM. Monens IToAroToBKa K 4 [IK-1, YK-1 | Tectuposanue
B3aUMO/ICHCTBUS OTKPBITHIX |TeCTHPOBAHHIO
cncrem (BOC). [ToaroToBka K 20 [IK-1, YK-1 | JlaGoparopHas
1a0opaTOpHOIt pabota
paboTte, HarMcaHue
oTyeTa
Hroro 28
3 CTeKu ceTeBhIX [ToaroroBka K 3auety 4 IK-1, YK-1 3auéT
IPOTOKOJIOB IloaroroBka k 4 IIK-1, YK-1 TectupoBanue
TECTUPOBAHUIO
[Toaroroska k 20 IIK-1, YK-1 | Jlaboparopuas
nabopaTtopHOi pabota
pabore, HarMCaHKE
oTyeTa
Hroro 28
4 ba3oBble TEXHOJOTHH [ToaroroBka k 3auery 4 [IK-1, YK-1 3auéT
CceTen. IToAroToBKa K 4 IIK-1, YK-1 | TectupoBanue
TECTUPOBAHUIO
Hroro 8
Hroro 3a cemectp 72
6 cemecTp
5 CoBpeMeHHbIE [ToaroroBka k 10 IK-1, YK-1 TectupoBanue
TEJIEKOMMYHHUKAIIMOHHBIC | TECTUPOBAHUIO
CHUCTEMBI Utoro 10
6 IIporpammuoe IToaroroBka k 10 [IK-1, YK-1 TectupoBanue
oOecrnieueHue ceTeil. TECTUPOBAHUIO
CereBble onepanuoHHbIC [ToaroroBka k 20 IK-1, YK-1 Jlaboparopnas
CHCTCMBI nabopaTopHOI pabora
paboTe, HalMCaHKE
oT4deTa
Hroro 30
7 be3omnacHoCTh B IToaroroBka k 4 [IK-1, YK-1 TectupoBanue
BBIYHCITUTEIHHBIX CETSIX. TECTUPOBAHUIO
Hroro 4
Hroro 3a cemectp 44
[ToxaroroBka u cnaya 36 DK3aMeH
JK3aMeHa
Hroro 152

5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX NPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHO 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYECHHH TUCHHUIUIUHBI, U BUIOB yueOHOM
NEATEILHOCTH MPEICTABICHO B TadHUIIE 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, ((OPMUPYEMBIX IPU U3YUEHUHU AUCLUUILINHBI, U BUOB
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3aHATUU

dopmupyembie Bunpl yueOHoM nesTeIbHOCTH
@DOopMBI KOHTPOJIS
KOMIICTCHITNH Jlek. 3aH.|JIa0. pa6. |Cam. paO.
ITK-1 + + + 3auér, JlaboparopHas pabota, TectupoBanue,
OKk3ameH
YK-1 + + + 3auér, JlabopaTopHas pabora, TectupoBaHnue,
OK3aMeH

6. PeiiTuHroBasi cucremMa /Jisl OLlEHKH yCIIeBAeMOCTH 00y4aromuxcst

6.1. bajuibHbIE OLEHKH I (DOPM KOHTPOJIsA

bannbHbIe o1IeHKH 11 POpPM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6. 1.
Tabmuia 6.1 — banpHbIE OLIEHKH

MaxkcumanbHbIN MakcumanbHbII MaxcumaibHeli
DopMBI KOHTPOJIA 6am Ha 1-yto KT ¢ | Gamn 3a mepuon Oa 32 nepuon Beero 3a
Hayana cemectpa | mexay KT u 2KT mexcay 2KT n Ha ceMectp
KOHEI[ ceMecTpa
5 cemecTp
3auét 0 0 10 10
JlaGopartopnas pabota 20 20 30 70
TectupoBanue 6 6 8 20
Hroro makcumym 3a 26 26 48 100
nepuos
Hapacratomum ntorom 26 52 100 100
6 cemecTp
JlaGopatopHas pabota 20 20 15 55
TecTtupoBanue 5 5 5 15
DK3aMeH 30
HToro MakcumyM 3a 25 25 20 100
nepuos
Hapacratomum ntorom 25 50 70 100
6.2. IlepecueTt 0a/1710B B OLIEHKH 32 TEKYIIHH KOHTPOJIb
[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIe 6.2.
Tab6mmma 6.2 — Ilepecder 6a/IOB B OIEHKH 32 TEKYIIMI KOHTPOJIb

bannel Ha naTy TEKymero KOHTPOJIsS Onenka
>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5
Ot 70% 1o 89% ot MakcuManbHO# cymmbl OamioB Ha naty TK 4
Ot 60% 10 69% OT MakcUMaNbHOI cyMMBI OaiioB Ha naty TK 3
< 60% oT MakcUMalIbHOI cyMMBbI OaitoB Ha naty TK 2

6.3. [lepecuer cyMMBbI 02/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

Hepecqu CYMMbI 0ajjaoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.

Tabmuma 6.3 — Ilepecuer cymMMbl 6AJIIOB B TPAAUIIMOHHYIO U MEXKIYHAPOIHYIO OLICHKY

Hrorosas cymma 6asios,
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Ornenka YYUTBIBACT YCIICITHO CTAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (oTAn4HO)
4 (xopot110) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopHUTENIBHO))()




3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. CeTH 1 TeneKOMMYHHUKAUU [DneKTp.pecypc] : ydeOHUK U MPAKTUKYM Ui By30B. - M. : FOpaiit
, 2021 on-line [DNeKTPOHHBIH pecypc]: — Pexum gocTymna:
https://urait.ru/viewer/seti-i-telekommunikacii-469090#page/1.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. AuGpoB, Makcum Brnagumuposuu. CeTu u TeneKoOMMyHHUKauu. Mapuipytuzanus B [P-cersix :
y4eOHUK U MPAKTUKYM JIJIsl By30B: B 2-X 4. - (Beiciiee o6pa3zoBanue). Yacts 2 , 2020 [DneKTpOHHBIH
pecypc]: — Pexuwm poctymna:
https://urait.ru/viewer/seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-2-453063#page/
l.

2. Tubpos, Makcum Brnagumuposuu. Cetu u TenekoMmMmyHuKkauuu. Mapupytuszanus B [P-cetsx :
y4eOHUK U MPAKTUKYM JIJIsl By30B: B 2-X 4. - (Beiciiee o6pazoBanue). Yacte 1 , 2020 [DneKTpOHHBIH
pecypc]: — Pexuwm poctymna:
https://urait.ru/viewer/seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452430#page/
l.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE MOCOOUSI

1. CyxanoB A. 5. CeTu u TeIeKOMMYHHUKAITUU: Y4eOHOE 10 BBHIMIOJHEHUIO JJAOOPATOPHBIX padboT
s ctyneHTtoB 6akamaBpuata 09.03.01 / A. 4. CyxanoB. -Tomck: ACY, TYCVYP, 2023. — 120 c.
[OneKkTpOHHBIH pecypc]: — Pexum JpocTymna:
https://github.com/saysaysx/manual_materials/blob/main/SetilLabs.pdf.

2. CyxanoB A. 5. CeTu W TeIEKOMMYHHKaINUu: YdueOHOE METOAMYECKOE MOocobue o
CaMOCTOSITEIHbHOM paboTe i cTyAeHTOB HanpasieHus 6akaaBpuara 09.03.01 / A.f. CyxanoB. -ToMmck:
ACY, TYCVYP, 2023.— 18 c¢. [DnekTtpoHHBUH pecypc]: — Pexum pgoctyna:
https://github.com/saysaysx/manual _materials/blob/main/SetiSamRab.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKHEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYaIOLIHXCS
U3 YHCIIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB IIPEIOCTABISIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHHYCHHUSM HUX 3[I0POBbSI U BOCHPUATHS HHOOpMALIUY.

JI1s JIMI ¢ HAPYIIEeHUSIMH 3PEeHus:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUIECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPpo(eccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydyeHUU NTUCHUIIUHBI PEKOMEHAYETCSl 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI
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https://urait.ru/viewer/seti-i-telekommunikacii-469090#page/1
https://urait.ru/viewer/seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-2-453063#page/1
https://urait.ru/viewer/seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-2-453063#page/1
https://urait.ru/viewer/seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452430#page/1
https://urait.ru/viewer/seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452430#page/1
https://github.com/saysaysx/manual_materials/blob/main/SetiLabs.pdf
https://github.com/saysaysx/manual_materials/blob/main/SetiSamRab.pdf
https://lib.tusur.ru/ru/resursy/bazy-dannyh

8.1. MaTepuaibHO-TeXHHYECKOE U MMPOrpaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYaTbHBIX KOHCYIbTAIIHA,
TEKYIIEro KOHTPOJISL U MPOMEXYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHast ayaUTOPHUS C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAIOYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcs MynbTuMeuitHoe 000py10BaHe U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH 110 JICKITMOHHBIM pa3/iejaM JUCITUILUTHHBI.

8.2. MatepuajbHO-TeXHHYECKOE M TPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

VYyeOHas BeluncnuTenbHas nadboparopus / KoMnbloTepHbIl Kiacc: yuyeOHast ayIuTOpus s
NPOBEACHUS 3aHATHH NMPAKTHYECKOTO THIA, ydyeOHas ayauTOpus I NPOBEACHHS 3aHITHH
1a060paTOPHOTO THIIA, MOMEIICHHUE ISl KypCOBOTO NMPOEKTHPOBAHUs (BBITIOJHEHUSI KYPCOBBIX padoT),
MOMEIIeHUEe /ISl IPOBEACHUS T'PYNIMOBBIX M WHIWBUIYaJIbHBIX KOHCYJbTALMH, MOMEIICHUE IS
MPOBEJICHUS TEKYIIETO KOHTPOJIS U MPOMEKYTOYHOU aTTECTAIMH, TOMEIICHHUE TSI CAMOCTOSITEIIbHOM
pabotser; 634034, Tomckast o6macte, T. Tomck, Bepmmanna yimna, a. 74, 435 ayn.

Onucanue nMeroerocs 000pya0BaHus:

- Pabouast cranums Aquarius Pro P30S79 Intel Core 17/4 1°6;

- RAM/500I'6 HDD/LAN (10 mit.);

- [Ipoextop ACER X125H DLP;

- Konnuumonep;

- Buneokamepa (2 mr.);

- Touka mocryna WiFi;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PaGouee mecTo mpenogaBaress.

[IporpamMmmHoe obecnieueHue:

- FireFox;

- IntelliJ;

- Microsoft Visual Studio 2013 Professional;

- Microsoft Windows 7 Pro;

- VirtualBox;

8.3. MaTepua/ibHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1Jisl CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacIOIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 ayn.;

- 634045, Tomckas obnacts, T. Tomck, yi. KpacHoapmeiickas, a. 146, 209 ayn.;

- 634034, Tomckas o6nacth, r. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacts, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMIIBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBI K ceTu «HTepHeT» U 00ecneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popMannoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mist Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuanbﬂo-TexnnquKoe odecrneyeHue AUCHUIIVIMHBI TJI JUI ¢ OTPAHUYCHHBIMU
BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

OcBoeHME AUCUUILIMHBI JIMIIAMU C OIPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISICTCS C UCIIOJIB30BAHUEM CPEACTB 00y4EHHs OOIIETo U CTIEIHAIbHOTO Ha3HAYCHUSL.

[Ipu 3aHATHAX ¢ O0y4yarOUIMMHUCA C HAPYWIEHUSAMH CJIyXa MPEIyCMOTPEHO HCIOJb30BaHHUE
3BYKOYCHJIMBAIOIIEH amnmaparypbl, MYJbTUMEIUNHBIX CPEACTB U JIPYTUX TEXHHUYECKUX CPEICTB
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npuema/nepenadn yuyeOHol nHpopMalmy B JOCTYIHBIX (opMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHUs
JUTsL 00YYaIOIIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapyIIeHUeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHSIX ¢ 00yUYaIOMIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOKHOCTH MPOCMOTpA YAAJI€HHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha 3KpaHe) MpH MOMOILM BUACOYBEIUUHUTENEH I KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ OOYy4YalOIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJIBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeacTBa
npuema/mnepeaadyn yueOHo nHGOpMaIMU B JOCTYIHBIX opmMax, MOOMIIBHON CUCTEMBI OOYyUYEHUS IS
JIIOJIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMH 110 OPTaHU3aAMH U3yUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JJIsl TEKYIIEero KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

JIyist olleHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMIIETCHIINI HCTIONB3YIOTCS OLICHOYHBIE MaTepUallbl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI

Hasparus pasnenos (Tem) PopmupyemEIe ®opmbl koHTpoIs | OueHouynsie Marepuans (OM)
JUCLIUIUINHBI KOMIIETEHIINU
1 BBenenue B cetu u [IK-1, YK-1 3auét [Tepeuens BOIpOCOB 115t
TeneKoMMyHuKauuu. OCHOBBI 3aueTa
nepeavn JaHHbIX. TectupoBanue [IpumepHbIil nepeyeHb
TECTOBBIX 3aJaHUI
2 Ilpunnuns! nocrpoenus cereit [I1K-1, YK-1 3auér [Iepeuyens BonpocoB it
OBM. Mozenb B3auMoielicTBUS 3a4era
OTKpBITHIX cucteM (BOC). Jlaboparopnas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIii IepeyeHb
TECTOBBIX 3a/laHUN
3 Creku cereBbix nmporokosioB  |IIK-1, VK-1 3auér [Iepeuyens BonpocoB i
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIii IepeyeHb
TECTOBBIX 3a/laHUN
4 bazossie Texnonoruu cereir.  |[1K-1, YK-1 3auét [Tepeuens BOIIPOCOB 1Jist
3auera
TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3aJaHUI
5 CoBpemeHHbIE IIK-1, VK-1 TectupoBanue [IpuMepHBIil epeyeHb
TEJIEKOMMYHUKALIMOHHBIE TECTOBBIX 3a/laHUM
CHUCTCMBI DK3amMeH [Tepeuenn 3K3aMEeHAIMOHHBIX
BOIIPOCOB
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6 [Iporpammuoe obecnieuenue |I1K-1, VK-1 JlaboparopHas Temb! m1abopaTopHBIX padoT
ceteil. CeTeBble ONepaliOHHbIE pabora
CUCTCMBI TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [lepeuenpb sK3aMeHAIIMOHHBIX
BOIIPOCOB
7 be3onacHOCTh B [K-1, YK-1 TecTtupoBanue [IpumepHBIil nepeyeHb
BBIYUCITUTEILHBIX CETSIX. TECTOBBIX 3a/IaHUH
OK3aMeH Ilepeuenp 3K3aMEHALIMOHHBIX
BOIIPOCOB

Hlkana omeHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEHUS IO
JTUCIUILIMHE TpUBeAcHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU IIAHUPYEMBIX PE3yJIbTATOB OOyUYEHHUS 11O

JTHUCITUTUINHE
®dopmynupoBka TpebOBaHUH K CTeIeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PEe3yJIbTaTOB O0YUYCHUS
3HATh YMETh BJIAJICTh
2 <60% ot OTCYTCTBHUE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyAOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UITU ()parMeHTapHBIC YMEHHUH UITn HABBIKOB HJIN
CyMMBbI 0aJIOB 3HAHUA YaCTUYHO (dbparmMeHTapHbIe
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% 10 o01Ire, HO He B LI€JIOM YCIIEIITHO, B LIEJIOM
(YZIOBIIETBOPUTENBHO) 69% ot CTPYKTYpUPOBAHHBIE HO HE YCIIELIHOE, HO HE
MaKCUMaJbHOU 3HAHUS CHUCTEMAaTHUYECKH | CUCTEMAaTHYECKOe
CYMMBI 0aJIOB OCYILECTBIIIEMOE pUMEHEHNE
yMEHUe HaBBIKOB
4 (xopor1io) ot 70% no c(OpMUPOBAHHBIE, B LIEJIOM B LIEJIOM
89% ot HO CoAepKalune YCIICIIHOE, HO YCIIEIIHOE, HO
MaKCUMAaJIbHOU OTIEIbHBIC coJieprKaliye coJieprKaliue
CYMMBI 0AJUTOB | TIpOOJIEMBI 3HAHUS OTJENIbHBIC OTJEIIbHBIC
mpoOesbl yMEHUE poOebI
pUMEHEHNE
HaBBIKOB
5 (0TIM4HO) >90% ot chopMUpOBaHHbBIE | COPMUPOBAHHOE YCHEIIHOE U
MaKCUMaJIbHOW | CcHCTEMaTHYeCKHe yMEHHE CHUCTEMaTHYECKOe
CYyMMBbI 0aJIOB 3HAHUA MpUMEHEHHE
HABBIKOB

[Ikana KOMIUIEKCHOM OLIEHKH c(hOPMHUPOBAHHOCTH KOMIIETEHLIMI IIpuBeieHa B Tabmuie 9.3.
Tabmua 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHINI

Onenka ®opMmyaupoBKa TpeOOBaHUH K CTENIEHU KOMIIETECHIINH

2 He nMeet He0OXOAMMBIX MIPEACTABICHHUI O TPOBEPSIEMOM MaTepuasie
(HEYTOBJIETBOPUTEIIHLHO ) | MITH
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, IpeicTaBiieHnid. O0ydJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT'0 3JIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OIPEJICJICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KAKMM UCTOYHUKAM HY>KHO
obOparmathcs yist 60j1ee 1eTaJbHOTO €r0 YCBOCHHUSI.
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3 3HaTh U YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOy4Jaronmxcs 3HaeT
(YIOBJIETBOPUTENHHO) |M3YUYEHHBIN 3JIEMEHT COACPKAHUS PENPOYKTUBHO: IPOU3BOIHHO
BOCITPOM3BOIUT CBOU 3HAHUS YCTHO, MUCbMEHHO UJIU B JIEMOHCTPUPYEMBIX
JIEUCTBUSAX.

4 (xoporo) 3HaTh, YMETh, BIAJCTh HAa AHAJUTHYECKOM YPOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYEHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAaHUYECHUS, UCTOPHUIO U
MEPCTIEKTUBBI Pa3BUTHUS U OCOOEHHOCTH IS Pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (0TIMYHO) 3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10KA3aTEIbHO
BOCIIPOM3BOAMT CBOU 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
NEHCTBUAX, YUYUTHIBAS U YKa3bIBasl CBA3U U 3aBUCUMOCTU MEXIY 3TUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIIIMHBI, €T0
3HaYUMOCTb B COJIEP’KAHUN JUCLMUILINHBIL.

9.1.1. IlpuMepHBbIi NepeYeHb TECTOBbIX 3aaHUH

1. Ha ckonbko ypoBHe# pazoura moaens OSI ?
a) 6 ypoBHeil
b) 7 ypoBHeii
¢) 3 ypoBHs
d) 4 ypoBus
2. Ha kakum ypOBHEM pacrojokeH TPAaHCIOPTHBINA YPOBEHD 7
a) Han ceteBbIM ypoBHEM
b) Han dpusnueckum
¢) Hag xananbHbIM
d) Hanx npuknanaeim
3. Jns yero npennasHaueHa mojenas OSI ?
a) Jlus BO3MOKHOCTH HE3aBUCHUMOTO PA3BUTHS KaXKJIOTO YPOBHS CETEBOT'O B3aMMOJCHCTBUS,
oTaeneHus pU3nIecKor Cpeapl OT MPUKIATHBIX TPOrpaMM
b) s oTHENeHUst TOHKOTO OT TOJICTOTO KJIMEHTA, Pa3BUTHUS B€O TEXHOJOTHI U MHTEpPHETA
c) Mnsa Hanenenust paznuyHbIMU (QYHKIUSME Pa3InYHBIX CETEBBIX YCTPOHCTB
d) Jlnst pa3BUTHS CETEBBIX MPOrPAMMHBIX TPOAYKTOB
4. Oynkuuu kakux yposueit OSI o0benunsier B cedbe TCP nporokon ?
a) TpaHcCrOpTHOrO U CEaHCOBOI'O YPOBHEH
b) [IpuknagHOTO U NPEACTABUTEIHLCKOTO
¢) CereBoro u TpaHCHOPTHOI'O
d) TpaHcopTHOTO M MPHUKIATHOTO YPOBHS
5. K xkakomy yposHio OSI MmoxxHO otHecTH IP mporokos ?
a) OTHOCHUTCSI K IPOTOKOJLY CETEBOIO YPOBHS
b) OTHOCHTCS K IPOTOKOJY TPAHCIOPTHOTO YPOBHS
¢) OtHocurcd k nporokosty mogenu OSI
d) OTHOCHTCS K IPOTOKOJTY MPEICTABUTEIHCKOTO YPOBHS
6. KakoBo nHaznauenue nmporokona CBT (core base trees) ?
a) [To3BomsieT peann3oBaTh IPYIIOBYIO MapIIPyTU3ALIUIO
b) Ilo3Bonsiercss peann3oBaTh MapUIPyTHU3ALUI0 HA OCHOBE JIHMCTAHIIMOHHO BEKTOPHBIX
IPOTOKOJIOB
c) [To3BomnsieT peanu3oBaTh HaIGKHYIO TIepeIady JaHHBIX
d) Ilo3BossieT peain30BaTh YCTAHOBICHUE COCTUHEHUS
7. B uem HemocTaTtok anroputMma rpymmnoBoit mapmpytuzanuu RPF (reverse path forward) ?
a) BEEpHOM pacChblIKEe NEPBLIX MPOOHBIX JAeHTarpaMM
b) HEBO3MOKHOCTH MOCTPOCHHS ONITUMAIIBHOTO JIePEBa PACCHUIKH
C) HEO0OXOJIMMOCTH CTPOUTH CJIOKHBIN MapUIpyT
d) HEBO3MOXKHOCTH OIPEAEIIUTh KpaTYalIUK MyTh 10 UCTOYHHUKA
8. B dgem HemocTaTok anropuTMa rpymnmnoBoit Mapmpytuzanuu RPF (reverse path forward)
a) B HeoOxoauMocTH 1ocTyna K BHyTPEHHUM TaOJIHMIIaM MapIIPYTU3ALUH JPYTUX TPOTOKOJIOB
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b) B mowucke caMoro JUIMHHOTO MapuIpyTa
¢) B BeepHoi1 pacchuike Beex AedTarpaMm
d) B HE00X0IMMOCTH OTCIICKUBATH MYTH OTPE3AIONINX BETBU JeHTarpaMm
9. K kakuM npoTokosiaaM OTHOCUTCS mpoTokos IGMP ?
a) K npoTokonam noaep:kku rpynnoBoi nepefayu JaHHbIX
b) K mpoTokonam noaaepKKu B3auMOIeUCTBHUS TOUKA-TOYKA
¢) K npoTokonam TpaHCIOPTUPOBKYU AeHTAarpaMM OJHOMY Y31y Ha3HAUECHHUSI
d) K npoTokonam 3anuiieHHoN nepeayu TaHHbIX
10. Ckounbko Oaiit 3anumaet IP anpec Bepcuu 4 ?
a) 8 Gaut
b) 2 GaiiTa
c) 4 Gaiita
d) 12 Gaiir

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

®opwmar IP nakera v4 u v6. OTiinuus NpOTOKOJIOB.
Texnonorus nocryna k cpene CSMA/CA.

Buras napa. KoakcuanbHblil kabenb.

Texnonorus nocryna k cpere CSMA/CD.
AnroputMm MeuieHHoro mycka TCP.

Nk WD

9.1.3. IlepeyeHb BONPOCOB [JIsl 3a4eTa

Yposuu OSI. Onucats npegocTaBIsieMble CEPBUCHI BHIIECTOAIIUM YPOBHSIM.
OcHoBHble k0161 0TBeTOB HTTP. @opmat oTBeTa, 3anmpoca, HEKOTOPhIE 3ar0JIOBKH.
[IpoTokon DNS. UTepaTuBHBIN, peKypCUBHBIN 3alIpoC. 3aMuch mx.

Onucatp paboTy IPOTOKOJIOB smtp, pop3.

Hasznauenne xogupoBku Base64.

Nk

9.1.4. Tembl 1a00paTOPHBIX padOT

1. M3ydyeHune noyTOBBIX MIPOTOKOJOB IPUKIATHOTO YPOBHS U KOCBEHHOE M3YUEHUE ITPOTOKOJIOB
IIPEICTaBUTENBCKOT0, ceaHcoBOro ypoBHeil. [Iporokonsr SMTP, POP3, IMAP.

2. Usyuenue daiinosbix cepBucos. IIporokon FTP, mpotokon HTTP.

3. Peanuzauusa aBtopusanuu u ayreHtudukanuu. JWT tokensl. AUTH 2.0. Digest
ayTeHTH(UKaLus.

4. Peanmzauus cauddepa. RAW coxetsl. Bubnuorexku mpocirymuBaHust CeTH.

5. U3yuenue cokeroB bepxin. Peanuzanus B3aumoneiicteus npuioxenus Ha coketax UDP, TCP.

PacripeniesieHHbIE BBIUMCIICHUS.

Coznanue Proxy cepsepa. HTTP npokcu. HTTP Connect Proxy. SOCKS Proxy.

. Coznanue web mpunoxxenus. web-coketsl. XML. JSON. XSLT.

~ o

9.2. MeTonnueckne peKOMeHIalUH

YueOHBI MaTepuan u3iaraercs B GopMme, MPernoiaraiiie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

HauaTp uzydeHue AuCHMIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIAHBI JUIsl Ty4YlIET0 OCBOCHUS MaTepHaia He0OX0IUMO PEryJIpHO
oOpamaTbcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
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y4eOHON NMCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTbIO, NOCTATOYHOM s
WHAUBUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEyEeT BBISICHUTH UX
3HAauYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUN.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HHBAJINI0B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUJIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJIbHBIE OLIGHOYHBIE MaTepuabl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUI C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaroniuxcs

Bupl 7onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH ciIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pA0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o01IeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETHI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIUHA 110 OCHOYHBIM MaTepHaJdaM IJid JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHoOu hopme;

— B I1€YaTHOH (hopMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHMUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKux 06yt{a}0m1/1xcs{ npeaycMaTpmuBacTCd
nocTymHas popMa IpeaoCTaBICHIs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MpEeJICTaBIEHUE OTBETOB YCTHO.
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[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUsS JUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBlIeHNEe HHPOopManuu B hopMax,
aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCTIPHATHSI HHPOPMAITUH:

Jist Iuu ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU popMe yBEITUUCHHBIM HIPUGPTOM.

J st Iun ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM (opme.

J1st U1 ¢ HApYLIeHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TATIOB.
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